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Windows Analysis Report https://olrdyskiyqltcvm.colind...

Overview

General Information Detection

Sample URL:  http:/fhttps:/olrdyskiygltcv

m.collndamfax.com/ezthijq
ho/YXJub2xkLmdydWJick
BydnMUYXQ= F MALICIOUS 1

Analysis ID: 452444
Infos: Jf i3 &

Most interesting Screenshot:

—
Score:
Range:
ao f-ceace oo
Whitelisted:
Confidence:

Process Tree

= System is wl0x64

48

0-100
false

100%

Signatures

Antivirus / Scanner detection for sub...

Classification

. G chrome.exe (PID: 2540 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automation ‘https://olrdyskiyqgltcvm.collndamfax.com/ezthi

jgho/YXJub2xkLmdydWJIckBydnMuYXQ="MD5: C139654B5C1438A95B321BB01AD63EF6)

e (& chrome.exe (PID: 4720 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=
1568,12725805788268941494,2024101114354921593,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1684

Iprefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

)

Click to jump to signature section

Copyright Joe Security LLC 2021

Page 3 of 40



AV Detection: -i.
Antivirus | Scanner detection for submitted sample

Mitre Att&ck Matrix

Command Remote
Initial Privilege  Defense Credential Lateral and Network Service
Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration Control Effects Effects Impact
Valid Windows Path Process Masquerading oS System Remote Data from Exfiltration Encrypted Eavesdrop on Remotely Modify
Accounts Management  Interception Injection Credential Service Services Local Over Other Channel Insecure Track Device System
Instrumentation Dumping  Discovery System Network Network Without Partitior
Medium Communication Authorization
Default  Scheduled Boot or Boot or Process LSASS Application Remote Data from  Exfiltration Non- Exploit SS7to  Remotely Device
Accounts Task/Job Logon Logon Injection Memory  Window Desktop Removable Over Application Redirect Phone Wipe Data  Lockout
Initialization Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux) Logon Script Logon Obfuscated Files Security Query SMB/Windows Data from Automated Application Exploit SS7to Obtain Delete
Accounts (Windows)  Script or Information Account Registry  Admin Shares Network Exfiltration Layer Track Device  Device Device
(Windows) Manager Shared Protocol @4 Location Cloud Data
Drive Backups
Behavior Graph
Behavior Graph Legend
ID: 452444
I:I Process
URL: https://olrdyskiygltcvm.col... SUSPICIOUS .
Startdate: 22/07/2021 CLEAN D Signature
Architecture:  WINDOWS TG I:' Created File
Score: 8 Il onsiPoinfo
ﬂ Is Dropped
:.' Is Windows Process
started =

Number of created Registry Values

Number of created Files

S

wega Visual Basic
— | ERZIC
- chrome.exe k 111 Delphi
Java

ans 14 394 .Net C# or VB.NET

C, C++ or other language

Is malicious
192.168.2.1 239.255.255.250
unknown unknown started

L@ 2 )

Internet

unknown Reserved

olrdyskiygltcvm.collndamfax.com clients.l.google.com

27.121.68.114, 443, 49710, 49712 142.250.203.110, 443, 49708, 56134
NETREGISTRY-AS-APNetRegistryPtyLtdAU GOOGLEUS
Australia &2 United States ES

6 other IPs or domains

Screenshots

Thumbnails
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.

hady.comai . S8
C @ fax2email moveyourbody.com.au/?arnold.gruber@rvs.at

Chrome is being controlled by automated test software,

B

This site can't be reached

fax2email.moveyourbody.com.au took too long to respond.

Ty
» Checking the connection

» Checking the proxy and the firewall

g Windows Netwaork Diagnos

ERR_TIMED_OUT

Establishing secure connection...

0 Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection
http./ https://olrdyskiygltcvm.colindamfax.com/ezthijgho/Y XJub2xkLmdydWJlckBydnMuY XQ= 0%

http.// https://olrdyskiygltcvm.colindamfax.com/ezthijgho/Y XJub2xkLmdydWJlckBydnMuY XQ= 0%
http:ifhttps://olrdyskiygltcvm.colindamfax.com/ezthijgho/YXJub2xkLmdydWJlckBydnMuYXQ= 100%

Dropped Files
No Antivirus matches
Unpacked PE Files

No Antivirus matches

Domains

Copyright Joe Security LLC 2021

Scanner
Virustotal

Avira URL Cloud
SlashNext

Label Link
Browse
safe

Fake Login Page
type: Phishing &
Social Engineering
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https://www.virustotal.com/gui/url/cc4d96f1a0064354913cee5d8ebbda10e5759c74ac797bcb8e213fcf788e299a/detection/u-cc4d96f1a0064354913cee5d8ebbda10e5759c74ac797bcb8e213fcf788e299a-1626944509

No Antivirus matches

URLs

Source

http://https://dns.google
http://https://dns.google
http://https://dns.google
http://https://dns.google
http://https://www.google.com;
http://https://olrdyskiygltcvm.colindamfax.com

http://https://olrdyskiygltcvm.colindamfax.com/ezthijgho/YXJub2xkLmdydWJickBydnMuYXQ=2

http://https://olrdyskiygltcvm.colindamfax.com/ezthijgho/YXJub2xkLmdydWJIckBydnMuYXQ=2:

http://https://olrdyskiygltcvm.colindamfax.com/ezthijgho/YXJub2xkLmdydWJickBydnMuYXQ=/&P

http://https://fax2email.moveyourbody.com.au/?arnold.gruber

http://https://csp.withgoogle.com/csp/report-to/ldentityListAccountsHttp/external

http://https://csp.withgoogle.com/csp/report-to/ldentityListAccountsHttp/external

http://https://csp.withgoogle.com/csp/report-to/ldentityListAccountsHttp/external

http://https://csp.withgoogle.com/csp/report-to/downloads-lorry

Domains and IPs

Contacted Domains

Name
fax2email.moveyourbody.com.au
accounts.google.com
clients.l.google.com
olrdyskiygltcvm.colindamfax.com

googlehosted.l.googleusercontent.com

IP
182.160.154.94
172.217.168.45
142.250.203.110
27.121.68.114
142.250.203.97

clients2.googleusercontent.com unknown

clients2.google.com unknown

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country

27.121.68.114 olrdyskiygltcvm.colindamfa Australia
X.com

182.160.154.94 fax2email.moveyourbody.c Australia
om.au

142.250.203.110 clients.l.google.com United States

172.217.168.45 accounts.google.com United States

142.250.203.97 googlehosted.l.googleuser United States
content.com

239.255.255.250 unknown Reserved

Private

P

192.168.2.1

127.0.0.1

General Information

Copyright Joe Security LLC 2021

Active
true

true

true

true

true
unknown

unknown

Flag

Detection
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

Malicious
false
false
false
false
false
false

false

Scanner

URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

Antivirus Detection

ASN
24446

55803

15169

15169
15169

unknown

Label Link

safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

ASN Name

NETREGISTRY-AS-
APNetRegistryPtyLtdAU

DIGITALPACIFIC-

Reputation
unknown
high

high
unknown
high

high

high

Malicious

false

false

AUDigitalPacificPtyLtdAustra

liaAU

GOOGLEUS
GOOGLEUS
GOOGLEUS

unknown

false
false

false

false
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Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Cookbook file name:
Sample URL:

Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

33.0.0 White Diamond
452444

22.07.2021

11:17:36

CloudBasic

Oh 4m 45s

false

light

browseurl.jbs

http:// https://olrdyskiygltcvm.colindamfax.com/ezthijgho/YXJub2xkLmdydWJickBydnMuY XQ=
Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

19

o O o o

e HCA enabled
o EGA enabled
e AMSI enabled

default
Timeout

MAL

mal48.win@32/170@5/8

e Adjust boot time

e Enable AMSI
Warnings: Show All
Simulations
Behavior and APIs
Time Type
11:18:30 API Interceptor

Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints
No context
Dropped Files

No context

Copyright Joe Security LLC 2021

Description

1x Sleep call for process: chrome.exe modified
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Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit):  5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzvRKhGvwJ]

MDS5: A78AD14E77147E7DE3647E61964C0335

SHAL: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92DOESI3FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7ESE10648EA8321
01

Malicious: false

Reputation: low

Preview:

BDic.... ....6..."..Z..49....6.2...{/...3...5.... AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\77EC63BDA74BD0ODOE0426DC8F8008506 E
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Microsoft Cabinet archive data, 61020 bytes, 1 file

Category: dropped

Size (bytes): 61020

Entropy (8bit):  7.994886945086499

Encrypted: true

SSDEEP: 1536:1Z/FdeYPeFusuQszEfLO/NfXfdISINQbGxO4EBJE:Otde Y PiuUWAVIHLBGmM

MD5: 2902DE11E30DCC620B184E3BBOFOC1CB

SHA1L: 5D11D14A2558801A2688DC2D6DFAD39AC294F222

SHA-256: E6A7F1F8810E46A736E80EESAC6187690F28F4D5D35D130D410E20084B2C1544

SHA-512: EFD415CDE25B827AC2A7CA4D6486CE3A43CDCC1C31D3A94FD7944681AA3E83A4966625BF2E6770581C4B59D05E35FF9318D9ADADDADES070F131076892AF2|
A0

Malicious: false

Reputation: low

Preview:

..R.q .authroot.stl.N....5..CK..8T....c_.d...AK...=.D.eWL.r."Y I.D....3..3WW.......y...9.w..D.yM10....".0.e.._."..a0xN....)F.C..t
_Y.Y'&.s.1...s{ %._XW*S.K..4"9......q.G:.......a.H.y.. .r..q./6.p.;.”
..DO..........Ba...Z2.0.0..1.3.v..W1F hSp.S)@....."Z..QW...G...G.G.y+.X...aa".3..X&4E..N...._O..<X.....K.xm..+M..O.H...)...
....... *.0..~4.6.....p. BL(FV.N.LP.C>.%.ySXY. > fl.* K\ e....jl.]..). &l . WEjw...0.r<$...C..} X .L.&.)r\. > v 7 A LS. 'm. 5 5 LU TR~ S.68S -y | L. X
L~k Qlweel h[L9<x.L.QuX_%Z..K.).3.."...M.6QKkJ.N........ Y..Q.n.[(.....Bg..33.[..S.[... .Z.<i-]..pok.,.X6...y3"t{.Dwl]ts. R.L."..ut_F....

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 326

Entropy (8bit):  3.145340414441777

Encrypted: false

SSDEEP: 6:kK9HqdoW+N+SkQIPIEGYRMY9z+4KIDA3RUellD1Ut:FG5kPIE99SNxAhUeOet

MD5: 07A56FC39E689F31A695B2D5FA0D7446

SHAL: 538E8C71867116C54ADD3DC648BAF102206AB87E

SHA-256: A5373532E7F4D1C236101C8CE9480F0715286C0A4C43953CDBAEA47ALF9492452

SHA-512: D21DEB92F16946E777BE311B6629B6393ABA2972220BA29ED87A1E3DC6E2B0D47A24B6E73A60D8BDCDE6G725A02FFBE670BOFA30FED60B100CBDFES4803814E
2B

Malicious: false

Reputation: low

Preview:
P i N (e e T._....$......\.http.://lctldl.wind.ow.s.up.date..com/ms.dow.n.lo.ad/up.datelv.3/

s.t.a.t.i.c./.t.r.u.s.t.e.d.r./.e.n./.a.u.t.h.r.o.o.t.s.t.l...c.a.b...".0.d.6.§.4.2.7.7.5.f.d.7.1.:.0."...

C:\Users\user\AppData\Local\Google\Chrome\User Data\0e38e2c6-84da-4d01-842c-0400637287bf.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

Copyright Joe Security LLC 2021 Page 8 of 40



C:\Users\user\AppData\Local\Google\Chrome\User Data\0e38e2c6-84da-4d01-842c-0400637287bf.tmp

File Type: data
Category: dropped
Size (bytes): 92724

Entropy (8bit):  3.74463524143187

Encrypted: false
SSDEEP: 384:XTyINToGLfopUNZrCvdX3GJTWH3uGa9rYLtNxmnzjirQRmIDoHZtxCOTTFNY1BIj:CKdF+3SelL8eLxDvOnLCLKxH9lb
MDS5: 0BB312F27F6A7ACAOEOCIC8FOD59506A
SHA1L: 89A7FA869B78D464BDDA8442AAD2CEB1DCA068B6
SHA-256: ACEOEA942EACD79BC8AE407BBCE865C8DBD6945AB3ES779FEBEF267CEA2AB3BE
SHA-512: 0BC8209939331F789B2C1AE93C00A7COD1CC19D3B613432E017CD73E4957735BA0F0F7A530142A7745F1BAFACC622CDEB0045A418273E3401D6C86EA14CCD7:
Malicious: false
Reputation: low
Preview:
(0] RV, *..C..\\P.R.0O.G.RA~1\MIC.R.O.S.~.1\.0.ffic.e.l.6.\.G.R.0O.0.V.E.EX..D.L.L..P..[)..%.p.r.o.g.ram.files.%.\m..c.r.o.s.0ft. .offic.el\office

.1.6.\......g.r.o.0.v.eeex..dll..Micr.os.o.ft .Office. .2.0.1.6..*.M.icr.o.s.0.ft .O.n.e.Driv.e. for. .B.us.ines.s. .Exte.ns.io.ns...16..0..47.1.1.10
.0.0....*...C.\.P.R.O.G.RA.~1\MIC.R.O.S.~1\.0ffic.el6\GRO.O.V.EEX..D.L.L...Micros.o.ft .Co.rp.ora.tio.n.r@8.D..C..\\P.ro.gram. .Files\C.o
.m.m.o.n. .F.ile.s\M.i.cro.s.oft .S.h.ared\O.F.FICE.16\ms.0shext.dlL.@...U/..%.comm.o.np.ro.gramfiles.%.\m.ic.ros.o.ft .share.d\o.f
fic.e.l6.\...msoshext.dll..M.icros.oft Office.)..Micros.o.ft .Office. .Shell Extens.ion. Handlers....16..0..4.26.6..1.0.0.1...D...C
2\.P.ro.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\247459de-a773-4901-83be-bfa45dbea617.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 165961

Entropy (8bit):  6.049628170570954

Encrypted: false

SSDEEP: 3072:x5phUtGnrszcalFLtEnNwi2rlhJxKnNSd/FchXaflBOu1lGOJmASiuRe:x5hnrszc0fZI/xKmagflluOoSiuRe

MD5: 617C11AE34COB5C4F3C31A6D9147C159

SHA1L: 674E346B22CD8SEEE08211D7B9B1D25D47702C596

SHA-256: 52041D817F5C42D9DEOES2A52739122D6EDD1F1E3CE86351EF33C27CD66AEQ95

SHA-512: 806646A5ECI9E6A8B68CB9020D1E382D23C389D911C40EB83DSAEA1DGE584A9D0C25BDC2FBA77E9AA8108534829EE4E9D6108176EA2FO0E22A69CA4DA876DBC)
AC

Malicious: false

Reputation: low

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.62697790820285e+12,"network":1.62694551e+12 "ticks":5655503648.0,"uncertainty":4434819.0}},"os_crypt":{"encrypted_key":"RFB
BUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWK94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+sWitxhoUVdUYrYiwg8iJkppNr
2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BxiFP4bdRY JiDXn4W2fxYqQj2xfYeAnS1
VCL4JXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPWI8XRX5Y944rq1WsGWcOPFyX 0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13245951016024539"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\user\AppData\Local\Google\Chrome\User Data\3217e258-9d08-4694-826e-c74c29fe243e.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 174419

Entropy (8bit):  6.079582056437918

Encrypted: false

SSDEEP: 3072:RHV5phUtGnrszcalFLtEnNwi2rihJxKnNSd/FcbXaflBOu1lGOJmA3iuRe:ZV5hnrszcOfZI/xKmagflluOoSiuRe
MD5: 31314B390A631994453AD47572500C68

SHAL: C373CA9ED24DCC3B2051E9B1B98E55284DC01811

SHA-256: AA2ACD3F969EECBBE9CES213B1515F51D5BE9673F5EC7A2BDCAAO3E99ED27CE7

SHA-512: 0B4E66823ACE29BE1EB4EB25A2B71D618C669DC15E66683F0892B85B5AD72FEFOE7D43CD2A9413E697F55D95291ABF97B18937D0FD67B200C141730681965051
Malicious: false

Reputation: low

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.62697790820285e+12,"network":1.62694551e+12,"ticks":5655503648.0,"uncertainty":4434819.0}},"os_crypt":{"encrypted_key":"RFB
BUEKBAAAAOIlyd3wEVORGMegDAT8KX6WEAAABLISWK94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkppNr
2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAGLG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BxiFP4bdRYJjDXn4W2fxYqQj2xfYeAnS1
VCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPWI8XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGbh5WCu+JEdxaxLLxaYPp4zeP"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

dropped

120

3.254162526001658

false

3:FkXftOXE1G1mstftOXE1G1mstitOXE1n:+ftIE1IGImKfIEIG1mkitIELn

E9224A19341F2979669144B01332DF59

F7F760C7104457DF463306A7F7BAE0142EFCEBSB

47DD519C226D23F203ACAEOEC44DF9BB6208828E24F726E1602EA52F63C3E2BE
4184302DEB5009D767FECFC150F580DD57D5CFICF3BFEB7E52C9F3340E5E6499251B9F0DFF37F0454411FED9046880E0A9204312D021294256372C916B8155AC

false

SAPC....vorvvve. S}....M..2.1.%sdPC.................... S}....M..2.1.%sdPC.................... s}....M..2.1.%

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\0596f1lec-547e-49b0-a23c-70a6bef3816b.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5714

5.188256806928936

false

96:ngCzPNMMzes1cKleTok0JCKL8COkrlhbOTQVuwn:ngCZMXscp4KFOkrz
B2B6FE6D19490238F04721BDC8065562
E9D76875CFF45B9866D42C4C4741FADF85349BEA
056B44B735B3712014C990ECA14833940EB5BIC67D8D6B36CID723015F353A41
5800B3B1CE7A5C1C4F0D1CD5B42D05C4798819675935170210275C7981AE484E76A8FDC3ESEBBB6CACEIOC7415352485B3A21B108FF74E3D110E7D3C81C20D*
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13271451505333490","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group™:*","should_reset_check_default_browser":false,"window_pl
acement”:{"bottom":974,"left":10,"maximized":true,"right":1060, "top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_to
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
,"o","0","0","0","0","0","0","0","0 ,"0","0 '"o","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length™:["0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\145d68fc-c87hb-412f-8951-50d49bc6efb3.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

16745

5.577514125323894

false
384:13jtcLI7TnX91kXqKf/pUZNCgVLH2HfDarUKoWZg4z:SLIj91kXqKf/pUZNCgVLH2Hf2rUvY gk
704F2C82CA59A172ED47F845A1F72EBO
EACA3C5BEB3030CB254C1507A739D9FBFEF2B9AA
65E18DF9ASE4455BE4F6C98FCAB375C9C007996EA2C81EDD376C8526FC72F945

6597A58563D6FA7802DE5140EC849F18C1EA9716D0C3CF4DFE7BC87905D1BC4086BEF35785EDA56B8BAC15130B8C7A660C49C9CD352DABD66EDAB610169F6/
7

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13271451505052454","location":5,"manifest":{"a
pp"{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description”:"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKXPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\15912760-29e5-43c6-9c47-cdfeca09850d.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4219

4.871684703914691

false
48:YXsJjMH+5s57YMHBKsvxMHVzspxMHbsIHt/soBDysKgnsllzMHpDCLsSWIMHLSNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH
EDC4A4E22003A711AEF67FAED28DB603
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\15912760-29e5-43c6-9c47-cdfeca09850d.tmp

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

977E551B9ED5F60D018C030BOB4AA2E33B954556

DD2C9F43F622F801FCC213CDESE3E90EF1D0D26665AE675449A94CEC7EB1D453
84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD160:
false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions"[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350
1454994" "port":443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\15ac4a3b-640c-4b53-b205-36086bc42ab4.tmp

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5740

5.191354348290902

false

96:ngCz7NMMzes1cKleTokOJCKL8COkriUbOTQVuwn:ngCdMXscp4KFOkrg
04D2F4410818249D9317ABOED679C207
5C95EC502D4548F06CF29FB2D71A5814DE84F182
B1D7DBDODD14A71D89DBIFE9A17C1DB0OCO0C3724C75211704362A040243FA134
9C59B9118DB953AE0204D91D23ABF1477340B7D90F8ED14DC2235E1C2E4DFAES2829CE30B60FD10046A37775209D213B060948C1C7A3821D661B3AF16BO0EG6!
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13271451505333490","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0", "O" o0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
,"o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0",

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\4976e8cd-4d06-47f0-8ad9-d0e7d230466d.tmp

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22595

5.536065719209504

false
384:13jthLI7nX91kXKfH/pUZNCgVLH2HDarUIHGmMTWEQg4J:/LIj91kXqKf/pUZNCgVLH2Hf2rugGml
858CC956789A9D6F1FE6DCF3E9EDDSFA

0367FD80FE1EB33B73DBAC6736647794C9E7128D
2A6C2FFCDDA519EO0E05F99D26ABDDD18902CADA36183F60E9871EDFE84C8AB61

2AAA9AABEA3BECBCI777159EF2CB7CC2C1E5196A9AB6C07D6844259FAOEF7D44F60E1A2DASA7771C311F732BA031EF433DA08465DF84EEC8D763C1718F0E2¢
CcB

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13271451505052454","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls"["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ij]SOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.18716000052125

false
6:mUjU0G3+q2PWXp+N23iKKAKIRXXTZIFUtpdvgZmwPdkiVkwOWXp+N23iKKdK9IRX3:tja3+va5Kk7XT2FUtpdvg/PdPV5f5KKT
F147BOBA776AB5864AA9A4E02D02A83C

D2F4D57AC693BFEAE8707B369C5FB26DF649594F
1EE2BF293EF31BF5E997AFDC555266D14B15430319B1C1FDAA9CC40928AF30D6
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

SHA-512:

Malicious:
Reputation:

Preview:

997A6B182E243176FCFOFBAEBBB4CBAB8BBED761D36DA88B1AF8D3ED8F31B86F82BD02FOECADS52FABBA4F482B8908D9226873577C1FA74C4042ED2866AD3B
707

false

low

2021/07/22-11:18:37.723 ladc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
07/22-11:18:37.727 ladc Recovering log #3.2021/07/22-11:18:37.728 ladc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Autofill Strik
eDatabase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

318

5.198933182181113

false
6:mUi+q2PWXp+N23iKKdKyDZIFUtpdJZmwPd9VkwOWXp+N23iKKdKyJLJ:ti+va5Kk02FUtpdJ/Pd9V5f5KKWJ
C28FC87DB905D7BD07D47ACF967CB1B9

5DDC743AF042EFF2E4826C99C8BEC5C204743D35
16F41EF089BF7D3C63A6974B7F85AB41ACCB3F311F14BE1A758B7AE899FB62EC
A160203C160A61DD349149677DCB70A395788D5A5487EEE02823D0BAAFF5E07BD8230F0A34F4EDF3425F5E39A293800A969185789CCFAEA4FF20DF86587E3DES
false

low

2021/07/22-11:18:37.518 ladc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/07/22-11
:18:37.519 ladc Recovering log #3.2021/07/22-11:18:37.520 ladc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

12288

0.6863571317626186

false

12:TLyen4ufFdbXGwcFOaOndOtJIRbGMNmt2SH/+eVpUHFxOUwae6: TLyqILbXaFpEO5bNmISHn06Uwd
1COEAEEE6463CAE33B7A7CDID9DFADAS

FBC6A28A1501E40154FDCOASDOC2F34A5F88AAGS
ED8AE7C5E6885874A39F4E86258F552670352A18D29BE1FF4D372A2F4CDO6C8A

355D19828609971998B09B36E7C7D304B7FB88C7A726670BEBF5CF2E2710F8E71BOFODEF6FEQ712B484C1EB122AEEEFDECF31D13E02C4539C399DFB86ECT761¢
F

false

low

SQLite format 3...... @ oo (ORI Lo R T TP TP U PP P PP TR PRSP PRPRN

C:\Users\user\AppDatal\Local\Google\Chrome\User Data\Default\Cookies-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

12836

0.9687808973274461

false
24:ygcLgAZOZD/IfqLbILbXaFpEOSbNMISHNO6UWPS:yg8NOZFg5LLOpEO5I/Kn7UUS
8B8D53162A6583C453FESC8A4E5D3260
35D943DDA09735FD6C6133FDADEF64C54FBE79FE
E3BBF72C4A4985757AB12478E59A7ESBCABEAIDA38F7ED3B02A9A35AAAAAALAE

51D6EC730DE3D67E5526EA8BEE82F3296B3313A3D1506D71F822B7399FB030D0OBOEDC186034F1E3AEF25D37AD6CD3EOF359A7AFBD59BE9C4613236406FC1C5
7

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Session

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 1384

Entropy (8bit):  3.8987835162258766

Encrypted: false
SSDEEP: 24:34SUxIIA920ZswLHkIj2Jy2BfOhdyOhyZ20ZBILIL:34nxUZ1EEJglyTZTRL
MDS5: C3D207426414B306ECICI9CE45677DF1
SHA1L: 618DC3937720DE170015A25685811E31B2884365
SHA-256: AAFF94F50BFEB194296FCD2B506A81A85A5FFID7109E0893931C9302306COF47
SHA-512: A219B1A58126A6CF7A258A15F359733477E3ADEOSE7A76A9D0C4756228995DD1867950CB03318BA4EC2D3D32810D0CA20D70F491B71B22490D2BA76474118378
Malicious: false
Reputation: low
Preview:
................ L Loy $...461208dd_4556_4bf9_abe3_dd25f15C70CE. ... P
&..{524A03AB-861D-4591-9B4E-BDD6EIFIDA25A}......cueeiiiiviiiiiiiaicieaieane ;...https://fax2email.moveyourbody.com.au/?arnold.gruber@rv
s.at. s h..... T mP.....mP ceeen~ghittpesi//fax.2.emaiil..m.o.v.ey.o.u.r.b.o
.dy..c.om..au/.?.arn.o.ld..grub.er@.r.v.s..a. N..http.s..//lolrdy.skiy.g.ltcv.m..c.o.ll.ndam.fax..com./ezth.ijqg.h.o/lY.XJub.2
XkLm.dy.dW.J.lckB.y.dn. MUY X.Q.Zecooiiiiiiiiieee e 8....... O Bl

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Current Tabs

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 8
Entropy (8bit): 1.8112781244591325
Encrypted: false
SSDEEP: 3:3Dtn:3h
MD5: 0686D6159557E1162D04C44240103333
SHA1L: 053E9DB58E20A67D1E158E407094359BF61D0639
SHA-256: 3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB
SHA-512: 884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8ADICD10741A5604B7A0F979465C4171ADIC14ED56359A4508B4DES8E794550599AAA261120976C
Malicious: false
Reputation: low
Preview:
SNSS....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 164

Entropy (8bit):  4.391736045892206

Encrypted: false

SSDEEP: 3:FQxIXayz/t2HmwgOEOZL7A04uhFKEURLKYC5Ei5+Gg:qT5z/t2qoEwhXeLKB

MD5: 0A906A9A542CDFO08FF50DAAF1D1ES96E

SHA1L: B97D6274196F40874A368C265799F5FA78C52893

SHA-256: EB9CABBF5FDA1AD535300B0110EAA4068A083248BA928A631C9278545935426D

SHA-512: 8795E905B711ADE6B1C4B402D50AF491B64D157AA738669482DDBFC30E857DF970BFFB774A925F3F4A0802BD27AFAF939CE140894FF09B67FBI9COBB83ED4491
A

Malicious: false

Reputation: low

Preview:
5 LWd....oos Sgdaefkejpgkiemlaofpalmlakkmbjdnl.declarative_rules.declarativeContent.onPageChanged.[]..F.................. Foiiiins

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 317

Entropy (8bit):  5.247694099643283

Encrypted: false

SSDEEP: 6:mU+QRF34q2PWXp+N23iKKdK8aPrglFUtpdyPXZmwPdRkwOWXp+N23iKKdK8amLJ:tvRN4va5KkL3FUtpdyPX/PdR5f5KkQJ
MD5: 748844111B9E8BD949C0083AB50DCAB45

SHAL: E3EF527521182B47C276C978CF262630118488E1

SHA-256: 42B1908088B90D4ED6B89SAEA13FO0CCC3185F9FD465EDAB1D37D6283E1F1BAL

SHA-512: 60CF5F886455D96B054E4511BBF7720A82DBDCDAF32B85FB31461328407E5DDCC23A818D6473BE9CALC379C802764F1A571D3708E05D86414C019572EFD89F5
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

Malicious: false
Reputation: low
Preview:

2021/07/22-11:18:25.386 a54 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/07/22-11
:18:25.387 a54 Recovering log #3.2021/07/22-11:18:25.388 a54 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/000003.
log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 570

Entropy (8bit):  1.8784775129881184

Encrypted: false

SSDEEP: 6:qTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCT:qWWWWWWWWWWWWWWWWWWWWWWWWWWWWW

MDS5: D4BAOAEOBBOBIFAFF3DA6F35FDBC3C8A

SHAL: FB3E9DEC7F35A9B1D94E54A5659DDODE484055E7

SHA-256: 99DEF1B557F19F04C1AFFC6F247D0451F33FC10EC42E73792223C3215AC98BEG

SHA-512: 86FD07C34B9ABDAC52BA19EAE291936F92BC6D38A75C021EDCIDEDBC15617669876180CD99F959C62476D82ECE6BBIF5FE4C6CB4D82CB037EFB76D99A4D3DS
51

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 317

Entropy (8bit):  5.205026571087771

Encrypted: false

SSDEEP: 6:mU39IN+q2PWXp+N23iKKdK8NIFUtpd3AZmwPd3XI39VkwOWXp+N23iKKdK8+eLJ:t3Lva5KkpFUtpd3A/Pd34z5f5KkqJ

MDS5: CEC0468F8C836304B4324F80261FA8C9

SHA1L: 2A150831FCCD2F5C850EBA2495762BB6C225E547

SHA-256: 499791D872217FE102A11A39DE87BEF39D76D3EE667E5A160222B7ES5AF2D9740

SHA-512: 3AF8C4E7A9CBI9E9A4EBABD32B6F7F3C1466836E5B9E8C02D34569EF2D98773C34A48B8D64384F6F9CCAA3AIF9170F20A4283E22DF6D652B5B2F83DDD9C0201+
D

Malicious: false

Reputation: low

Preview:

2021/07/22-11:18:27.733 de8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/07/22-11
:18:27.735 de8 Recovering log #3.2021/07/22-11:18:27.739 de8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/000003.
log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmiedal1.0.0.6_0\_metadata\comput
ed_hashes.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 11217

Entropy (8bit):  6.069602775336632

Encrypted: false

SSDEEP: 192:GbylInITwGB7V9HNne4qasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT

MD5: 90F880064A42B29CCFF51FE5425BF1A3

SHAL: 6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF

SHA-256: 965203D541E442C107DBC6D5B395168123D0397559774BEAE4ESBOABC44EF268
SHA-512: DI9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DAOES9A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F
Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmiedal1.0.0.6_0\ metadata\comput
ed_hashes.json

Preview:

{"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKYTHjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","|DctR8IMG5KZ
rQKm4kDjUB7FokSJfio/pmvFowRVIaY=","LPxhhJiuUOIprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By9I6 AKKXALRM+COEu11XUjPIMXEK]jiCPdtHE=","wifibc1QfMB
N2jrtUtLgsCefvuceTpAatmLvul11RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLNOCFL/ADaEeTI=","DpjXcO85FF
FY9KJIFPKGNfFUtdQIOsGwO5jUckiUwY14=","gqid6|1+mk/6yWgUECROofI9IMipXgXh2JEN2+CxmPEOQ=","prDB91X2Mmfg/M/txVMITWBmMEGbOGjgBTP7CMYqdHs=",
"yLPAQV4gqoyS/zFKEt3Cn2j0g2v9QOSthVFWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO11Jdn/UtbnAmg6TO=","+00c6ca+ChKUpTu+0a2ZRxRE+wG3QJmuYWE
VYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJOubR5uwtS4/900M7w=","1A9NNawxuhu95H5eThvflrewJ4QQWhhPNxJXO1C/n68=","E3vWLQxzmj+e5QxYbUscllJ5
nOITpw5JIBHV1Kph3/KM=","i318ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtuOhGYrHn3lIsMHqBbi70gklJEE=","rhIzuEvw2KRAF
Mms896xFWkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\_metadatalc
omputed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

23474

6.059847580419268

false
384:7dNc1NC6IcafusK4H1IGRINKIKIALQWdynQh2RX4K6M1tVztzr7XSNyzH:7dOscSRKc1nGRSKIhEw6M1tf7SNyb
6AE2135EA4583C2F06CDEBEA4AETOFA4L

DCEB26C7F02D53B5F214305F4C75B4A33A79CDC2
03AA1944CB3C4F39E20B6361571BC45DFBEBD3FFDA3D8F148CC6ECB29958F903
B5945E67D9F73DD1982D687E5C6D9B5D6B3886C8050363A259755C76ACOF93651F3425FA7C21AAB6A13977AC1C8C9322F998F131648CB8909096058D4F0D23312
false

low

{"file_hashes":[{"block_hashes":["DOZdV3jFvk12AM2INDYK03KZrlVRprmJ+sVGWkqqE4Q=","rVEIW3Hu3T52SzDDUqGT5YiJTBGUv2h3pNuBKFIhZ1U=","X/
3fgaKZxgQ1jBr5QGqOF5JInflgE27UErd88mrxTexs=","VibLbpyOig+5INMOU71fTYN76iaka2XVpmm1lgAKYsX8=","EChCwCbQHbHQ70DdGT2gqNyiRJOyck2YC2emNGq
4whtE="],"block_size":4096,"path":"_locales/iw/messages.json"} {"block_hashes":["xklkoZ7iSU1+7cd6 DAtEmMUCS5IPFd+EgchnzxkOiFwlk=","3KbsvoxKY/3AwqgF2aAdVvVQ
RpMhsNVRKkQ3rx2A6Z2Z+Y=","09+tsohquaCMj+70zeinRG/hBhA2uLoDI/WoC1uokME=","xV/K8xucyWJELVT8Cqn+ugFjobBVmg8pnmACF+2PP4Y=","p/mvIm2wuCl
32Rx3it654MIjKAsMe3S9IDEabc1ABME=","i[8mPrTb500sBTj2Fer78JE6xG6+kR64Cvu2SW8d3j/k=","ngSRpGQ3USU2bZJIsZ+AzBmFOyann8omwJrhEWFZDTXc=","
eTcQyJUuNuF9yCga/fXGyFCj/pysSceanhBzksdx23s=","Wj7fagnspelXKMvnduxHn1XUBG8TEOqyns7/oUihekM=","VtBwXoadI3EP336rAiL33Gz19KGqtN+RYdKn
MKAXoLw=","iDgLXQqXJp8nCZxgLuUC9LXM45DGfufvGnXvmHsn18wc=","g+RfdDfrWTUKOPkcsbot7NJ4SCIOWVRV/dVVMuHALE|8=","20C4HcCuXu3VjFfewnKlznt9u
gQNaebcuWpm/mWj69U=","aMUIpuFgPMiieSaWhlktCK62v2P30ZQAWupWsYzCnvk=","L

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

19

1.8784775129881184

false

3:FQxIX:qT

0407B455F23E3655661BA46A574CFCA4
855CB7CC8EAC30458B4207614D046CBO9EE3A591
AB5C71347D95F319781DF230012713C7819AC0D69373E8CIA7302CAE3F9A04B7
3020F7C87DC5201589FA43E03B1591ED8BEB64523B37EB3736557F3AB7D654980FB42284115A69D91DE44204CEFAB751B60466COEF677608467DE43D41BFB939
false

low

F5i

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

372

5.265499247611589

false
6:mUPddub+g2PWXp+N23iKKdK25+Xgx8chl+IFUtpdPIZmwPdPVcVkwOWXp+N23iKG:tHo+va5KKTXfchI3FUtpdd/PdmV5f5KN
89DF843FFOFCCA7DF6AB915808F77C8F

E2F114AB9230213F5F86EBFDAF871D0486472725
404D4828B8880178A256A5F14555F1716EA19C60FE79ES8E78D7B5CBADEADE2D4

A7TEFAF834A7C7DC5AFAF2A38D0655B815C530EB6171FA4F7094BCCOF820CDBC7DCC14348469CBBDD880558AC3FEES5C2273931660BF499CD61A55751BA625F
4

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Preview:

2021/07/22-11:18:37.488 ladc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2021/07/22-11:18:37.490 1adc Recovering log #3.2021/07/22-11:18:37.491 1adc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

358

5.221861875975536

false
6:mUPfc+q2PWXp+N23iKKdK25+XuolFUtpdPOZmwPdPDVKkwOWXp+N23iKKdK25+Xu6:ts+va5KKTXYFUtpdW/Pd7V5f5KKTXHJ
BF80D5416F737F0986E25B632CBFD55E

9DECF21706C1E73223A53E3F3FAABOC6717E238E
7AC0185C72F5655BAE44374BD7445B2F46085BBA8761F5695A9FB9AFOSEACIBC

AB9EBE61618511C717E221E079B38A1CDD285C54ADBF59CES52CDDD9D2269ECEEE25478B2196FEABG67A1A14ACA1D6F364482266ACD2987B935A76E785771F8L
B

false

low

2021/07/22-11:18:37.475 1ladc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2021/07/22-11:18:37.477 1ladc Recovering log #3.2021/07/22-11:18:37.478 1adc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

330

5.2891283742396915

false
6:MUPSG+q2PWXp+N23iKKdKWT5g1ldqgIFUtpdP4gZmwPdPBw3VkwOWXp+N23iKKdKn:tqG+va5Kkg5gSRFUtpdR/Pd+3V5f5Kkn
199F448D31C53B5578B7DECFOE207DA3

9C2BD28A4CEC68AB16F39BEEF6D08FD0046AB438
A70A99F658BD62BB0A998BF2597CC511307FDFC3B81E39E962BD64454EBB6C33

7C3FB97C846CDEB90BC2CB650F4CB80C009CA489E56E4FBCE44EBIE29026FC3D5524D47FFDAFO09D9D8BBDIBABEN8032434AB6AF69F6A2839CB7010C8ESC3E
78

false

low

2021/07/22-11:18:37.456 ladc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption/MANIFEST-000001.2021/07
/22-11:18:37.458 ladc Recovering log #3.2021/07/22-11:18:37.459 ladc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM S
tore\Encryption/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

32768

0.1318304864857052

false

12:TL+Aly5fo9hVwt7ELNUQGGI/1I9hVwt7EB:TLxbhyeuShy2
A57C82E1106F9842A21C8892E6285A11
5B1FD5F10458CDAE2BE485802778CDOEF7FB6730
3FE674A9D74F989266D37BCB45C91C82DCI9C255586A393471433679394B6544F

AB3FAC13568B5CCC934910F5462E36E93A57CBE70A83FFODBEC23E0320EB4EG090EE17EA24EF6F4FDOCE762DEASCE92B416416908F6CIB5FE01DAOSD7DFCY
16

false

low

SQLite format 3......@ ...veeeiiiiiei e L T TP TP PRSP U P PSSP PP PPPTRPPPON

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Process:

File Type:

C:\Program Files\Google\Chrome\Application\chrome.exe

data
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

dropped

667

5.428987956644217

false

12:SuBd3HeKQqjyC2MW6dgeo+WARC+Sm6lYU1KzSyMBk778B/xgscRBDMo9hVwit7EJA: Zr31FjpAeh/RbSjl1KzS/Y78BJgscRBU
8BOAE6CBB42B1B3463F82F2416BC538D

BFFE64E75B933693C597EEC4CDB59F53F396AF77

C45E6CFBD937C0A48C8313DAF233DC91C9A43414B248DE2AD7BAEYS792529C275
A78DF56A6AB7A97CFA3D49360EF20F4DD121F17F47037176041C4855144495A9C4A8E00C836C8C67A571D2CD1D0OBC3B46D6D0OE25989B7D82DEB64373E961892
false

low

........... "T....colindamfax..com..ezthijgho..https..olrdyskiygltcvm..yxjub2xkimdydwjlckbydnmuyxg?*l......colindamfax......com......ezthijgho......https......olrdyskiygltcvm......yx
jub2xklmdydwjlckbydnmuyxg..2 2 a.......b. c d.. L TP hedi, Jeereeees | S | IS M. N Ouerrirens Peeeeen [ TR [ SPR Strrans t
.......... Uneeeee Ve We e X ..*Nhttps://olrdyskiygltcvm.colindamfax.com/ezthijgho/Y XJub2xkLmdydWJIckB
ydnMuYXQ=2......coceevne o $(2

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

42076

0.11687497566891593

false

12:199UNLx2NtwoqLBj/d319v4nMWQAILUBQZ8fOw:GpgLBd3fgbNuTfR
38FADB11D437DD99718B9FDOD3BA44A9
5BF59A186D3F11274C759A19A6D35F17EA57516C
62E4BCC1350007B84665C14CA86AAA0580B3619374F7B99FCIF39BEF1629A3ES

30BDCD1A463536FCDEADFE177075F91D902972ED61A7D15FD48A17F46A71F1CA9DE20AC26A73B9E9B111110B82D1953C32315ADEGD2DB6A940451166AA84F7
6

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

PARIX object not stripped

dropped

2955

5.4589373463670166

false
48:6LYG4EFva72MN8dbAq63bQSefgGfINrSOUIRMINJEp:6AEZa72MmdbAq63bQ5fgGIrSO5Ep
565ADDDE92C89323D0BCCCCA6D2C410D
F5D32BA594B3852DC276B5E79C771A3B676CAF76
4BD7B8BB91DFFOFB6F555AEF11CDD4E7B7244BF802D9EADO12A9A63CEA9EF175
B2F2348B8461F2B352175146AF4DBC948675024264DD3080D54461D56DF8C624C43DF4BD7D94441CEDOD20EB6E01502A7718ACFBC55312A92ED1050B245935F:
false

low

e 8META:chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm............ Y_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.HangoutS
inkDiscoveryService;.{"cache"{"sinks":{},"g":{},"h":null},"manualHangouts":{}}.a_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.ldGenerator.cast.
RequestldGenerator..425831000.H_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.LogManager...['[2021-07-22 11:18:41.52][INFO][mr.Init] MR
instance 1D: 10acal29-2828-41aa-8dc5-81963blbdcdb\n”,"[2021-07-22 11:18:41.52][INFO][mr.Init] Native Cast MRP is disabled.\n","[2021-07-22 11:18:41.52][INFO][m
r.Init] Native Mirroring Service is enabled.\n","[2021-07-22 11:18:41.52][INFO][mr.PersistentDataManager] removeTemporary_: 163 chars used\n","[2021-07-22 11:18
:41.52][INFO][mr.PersistentDataManager] initialize: 163 chars used, 67 other chars\n","[2021-07-22 11:18:41.52][INFO][mr.CastProvider] Query enabled: true\n","[2021-
07-22 11:18:41.52][INFO][mr.CloudProvider]

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text

dropped

332

5.21322218850305

false

6:mU29+g2PWXp+N23iKKdK8a2jMGIFUtpdM9JZmwPdh39VkwOWXp+N23iKKdK8a2jz:tQ+va5Kk8EFUtpdMH/PdhNV5f5Kk8bJ
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\LOG

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

75983BF34E2DASA7ATT71F16B3093A804
F6A107EE46E63C8E618AFFB2EEBF25FA287C04B2
42A96AEB214AABB8B531E04FA8FA372DC8D7B5987F826947133D59719EC74303

A5B17853738FD9EBY6AE83BB5FD64F953A54D823B6E7FEC6EC83FB977D14E9B6AG64A283550CF834D78ED02CB295C71FOAE7AE7C4A9ABA4D8621F12BB8CFIC
5F

false

low

2021/07/22-11:18:25.059 16bc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2021/0
7/22-11:18:25.064 16bc Recovering log #3.2021/07/22-11:18:25.072 16bc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\
leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

331

5.21364905576543

false
6:mUK+q2PWXp+N23iKKdKgXz4rRIFUtpdbZmwPdrFmVkwOWXp+N23iKKdKgXz4g8LJ:trva5KkgXiuFUtpdb/PdR25f5KkgX2J
DEF693505D8E4E45F9581DA9A50A1C1E

A9AEF314CB2855AAAAEIC39C31FIES9BBAET77CES
09942A9EC7FCECCB58541909133165639D800715BC3C440BA340D7D3325C7419

744724CA3F1E103766596593D56A25776CEOBBC9B47EC38C6A13DA83587C5D481B858A9EBF3D6F83D81AA7FBAABA4AAEG49B1D8C7378C95B6CF3689D1A028BD
A

false

low

2021/07/22-11:18:25.407 de8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2021/07/22-
11:18:25.411 de8 Recovering log #3.2021/07/22-11:18:25.412 de8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notific
ations/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

20480

1.1806524353643362

false
48:TUIopK2rINVr1GImm8pF82phrINVrdHX/cjrJN2yJ1n4n1GmhGUwHoTRsmfoTRs3:wIEIWQF8mpcS8szEtDVagOYol
65F8349E9C660ABA149E929C45C2EACS

7D274377E26A775EB3AE2DFBBE30F79FDED14F64
A284F8837776916BBD3F1FFD6791B38C34F56D4ECE9236BDFC47030424C3649D
D5A4477C181923965B7C60E3371ABC23396FD8284807A8079C47AA476262AFF5A74101001E5AEE9ED1191FFABOFF2CE3271E23F6D05C273A3CA85D2B42E312D¢
false

low

SQLite format 3.....@ ..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

21044

0.824468496408612

false
48:jwgklopK2rINVriGImm8pF82phrINVrdHX/cjrJN2yJ1n4n1GmhGUm6:jwhIEIWQF8mpcS3
407DE1C52DA27E2E21A8A70E88D29F7D
2DC0B90D59B3B1C8A4FC1BA5C7560BE90403397B
47E1239167388C7631C32C2C0C9402E6BD748A05D31E95BCF25801EA39AB4DD3

E9CE1082CD74BC672FD88C7FFC37CF7A89A51213933ABFEF413C206FB471D8AE364868FCD548477CF6992D5532AF9E3160DC091F006AF2F934E00EE4CBSDCA
8

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL-journal

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Session Storage\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

114

1.9837406708828553

false

1B4FA89099996 CE3C9E5A0A9768230E8
9026E1E0906E3B3FEOE414EE814CC5A042807A04
537818AAFD0902A8B2D58B483674391E33E762B5E1E8CD226D873098CCE9IC8F9

4279C9380ACC5AB329EC6BCDA10CCF0A7437CEF63845B63E741CE517042CFE83340D2D362DD6BIE039BF55E61F484CCF72B8FD8477D1D0292E0B879CB9494€
B

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

317

5.175697631739041

false
6:mUy0q2PWXp+N23iKKdKrQMxIFUtpdUJZmwPdUDkwOWXp+N23iKKdKrQMFLJ:t/va5KkCFUtpdUJ/PdUD5f5KktJ
48E5FDEOB59C257DBF8B7A90E7F647E6

81D2F3EOE6BE9FC83E2EFDF5711062A06CC5BC22
5C78D543E1B999F9B8978FF8FDFD599AD505A2DFB2E0459E1525CE95C43E7CB6
E731380B9B2F7442B93060EF059BESAS5DC07CB7BB1807F8C91871D6EA7B2981A3515A2925159E9BBES60C5696FC76018272725B223193F417B140E7ASF79ED22
false

low

2021/07/22-11:18:25.304 da4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2021/07/22-11
:18:25.308 da4 Recovering log #3.2021/07/22-11:18:25.308 da4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Stora
ge/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

345

5.201439088422912

false
6:mUKg2PWXp+N23iKKdK7Uh2ghZIFUtpdpZmwPdHTPkwOWXp+N23iKKdK7Uh2gnLJ:tKva5KklhHh2FUtpdp/PdzP5f5KklhHd
55B6ECDB30744182C2B0566342B26BFA

84F5741A388045FA7F598F60F7A5BC66BIFESFOD
A5A5701522B25CDD1F8D83A6B6D235B0CA894826B2F2B3D8CE02A3BFF59D97F4

A5B5343B56BB8DFESE3B08750DA3B75B781322444B2DE1EECEEF414C7C6ELFFADF9399284F005F14FCDCA3A9D46EFC6242B2D7D9C58452831EC3BA3EF809AI
9C

false

low

2021/07/22-11:18:25.036 864 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-000001
.2021/07/22-11:18:25.038 864 Recovering log #3.2021/07/22-11:18:25.041 864 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Char
acteristics Database/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defl99522dd6-2ad0-4561-95d0-b5aac42

€c6965.tmp
Process:
File Type:
Category:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators

dropped
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C:\Users\user\AppDatal\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\99522dd6-2ad0-4561-95d0-b5aac42
€6965.tmp

Size (bytes): 420
Entropy (8bit): 4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQIsDHF4xj70PpgQESDHF4R8HLI2AVQBR70S7PMVKJIW1K3Ky:YHO8sdBsB6MAsSBdLIlyH7E4f3K33y

MDS5: C401B619D9DBEOADABC25A47EE49CFBA

SHA1L: C9D3B816DD3FBCDIBEICOA32CEC7B501EFCOBBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BESEDBE6DAB3CB82F

SHA-512: BC12F16CB95CBOAD708C6BBDO05SEF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862
Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P///[8B":"4G"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 296

Entropy (8bit): 0.19535324365485862

Encrypted: false
SSDEEP: 3:8E:8
MD5: C4DFOFB10C4332150B2C336396CE1B66
SHA1L: 780A76E101DE3DE2E68D23E64AB1A44D47A73207
SHA-256: 18FAB4D13CDA7E1DEE12DC091019A110A7304B6A65FCIALF3E6173046BA3BEF6
SHA-512: 51F0B463E97063A2357285D684FF159FDF6099E57C46F13C83E9D3F09D7A7CF03C1BA684BCCF36232FC50834F95953C3C68675C7B05AB4F84DEF1C566A5F3F5E
Malicious: false
Reputation: low
Preview:
A OO T TSP PO TP TSP PP PTOUPROON

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\deflLocal Storagelleveldb\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 427

Entropy (8bit):  5.281018623109664

Encrypted: false

SSDEEP: 6:MUERVL4g2PWXp+N23iKKdKusNpV/2jMGIFUtpdEQPZmwPdETDDkwOWXp+N23iKKZ:tERD4va5KkFFUtpdEQP/PAEfD5f5KkOJ
MD5: 4D46AD5A3D0OE104598229E97C295CEBF

SHA1L: 7A77E64DCF03676F01D5A10256B5DDE4F2C1B7B9

SHA-256: 64329C1CB36E29FFC851DCD52DDB36996034A661D09B816637C4F8FCBD2F089F

SHA-512: 95847CD9531281F077CE75C012AFD28EF1C6298FF4EFAB5C1CB40EDOB315B8A13C506BC093A29E78763F36C9180792E7FF946B27E66D2606A58E786726DDES2!
Malicious: false

Reputation: low

Preview:

2021/07/22-11:18:25.374 a54 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\
def\Local Storage\leveldb/MANIFEST-000001.2021/07/22-11:18:25.375 a54 Recovering log #3.2021/07/22-11:18:25.376 a54 Reusing old log C:\Users\user\AppD
ata\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 429

Entropy (8bit):  5.282033291220441

Encrypted: false

SSDEEP: 6:mUj1yg2PWXp+N23iKKdKusNpqz4rRIFUtpdlj1ZmwPdnVjRkwOWXp+N23iKKdKua:tEva5KkmiuFUtpdN1/Pd75f5Kkm2J

MD5: 1DA6179A9826BF1CBIDE7B77C9663A42

SHAL: EO070F82AA626E534498AFCFC55E16AF0C252AF31

SHA-256: 80F043C41485AB5F5F27592A012F2EE0814ABE356C43B8EF1AEBI52FBF711BEO

SHA-512: 9843FFC01C72E19C4DB5739273FEC2519D7E38265BE60CB6AG50E83C479FEFSASBEDEDA4CSE712FOFDOAS04D7E2EB109A6BESAG6DDODF75AE223FCA4CEF912B9
59

Malicious: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG
Reputation: low

Preview:
2021/07/22-11:18:25.404 bcO Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\
def\Platform Notifications/MANIFEST-000001.2021/07/22-11:18:25.406 bcO Recovering log #3.2021/07/22-11:18:25.408 bcO Reusing old log C:\Users\user\AppData\Local
\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiSession Storage\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 19

Entropy (8bit):  1.9837406708828553

Encrypted: false
SSDEEP: 3:51:51
MDS5: E556F26DF3E95C19DBAECA8F5DF0C341
SHAL: 247A89F0557FC3666B5173833DB198B188F3AA2E
SHA-256: BOA7B19404285905663876774A2176939A6ED75EF3904E44283A125824BDOBF3
SHA-512: 055BC4AB12FEEDF3245EAAF0A0109036909C44E3B69916F8A01E6C8459785317FE75CA6B28F8B339316FC2310D3E5392CD15DBDBOF84016667F304D377444E2E
Malicious: false
Reputation: low
Preview:
C&F e

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defi\Session Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 415

Entropy (8bit):  5.244112296621617

Encrypted: false

SSDEEP: 12:tkuDM+va5KkMFUtpdEg/PdzDMV5f5KkTJ:tzDda5KkUg7EUZzD2f5KKI

MD5: 445DF494ED7CC12FC54DBODA9F39D8C2

SHA1L: A8FB02EDEAOF214EOEDBBDDA2D3CBO6F558F5668

SHA-256: C807BD564C0ODC5366AFF2ACD9A7CA397A189424030ECCF94A323C4360123532E

SHA-512: B19A25B798DD5F4778ED545995989B33BE91CDD7ADC73BFDBE20938FAB150C6FCC28D2CC4503226E7A121BB149C01F838B1BAB7AF254518EA58D171270B739
8

Malicious: false

Reputation: low

Preview:

2021/07/22-11:18:41.718 78c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\
def\Session Storage/MANIFEST-000001.2021/07/22-11:18:41.720 78c Recovering log #3.2021/07/22-11:18:41.721 78c Reusing old log C:\Users\user\AppData\Lo
cal\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defl9653fab4-25a0-433a-ba70-
76ec33ed42bl.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 420

Entropy (8bit):  4.954960881489904

Encrypted: false

SSDEEP: 12:YHO8sdvBVSsB6M/BVSsBdLIlyH7E4f3K33y:YXsdvjX6gjXdL3yH7n/iy

MD5: FAFEFEEEC722772F9DCOFCE1B52D79B5

SHAL: 00EECFA3B37113D30E7D43BE4383C540F3D93D4D

SHA-256: D33E13C12004A700F246D8C73709114A881609D658E045D54DE36874728D07F0
SHA-512: 41E61EC89366800FD5FADD704E53B47DE29411B9088B46349A0A350758D08569C14DCC70CF8D6A6FE6D049CB6D32F2B091153E8148A1B5857BD7AF13492071BE
Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543498399332","port":443,"protocol_str":"quic"},{"adve
rtised_versions":[73],"expiration":"13248543498399332","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G" "CAESABIAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 296
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1
Entropy (8bit): ~ 0.19535324365485862

Encrypted: false

SSDEEP: 3:8E:8

MDS5: C4DFOFB10C4332150B2C336396CE1B66

SHAL: 780A76E101DE3DE2E68D23E64AB1A44DA7AT73207

SHA-256: 18FAB4D13CDA7E1DEE12DC091019A110A7304B6A65FCOALF3E6173046BA38EF6

SHA-512: 51F0B463E97063A2357285D684FF159FDF6099E57C46F13C83E9D3F09D7A7CF03C1BA684BCCF36232FC50834F95953C3C68675C7B05AB4F84DEF1C566A5F3F5E
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiLocal Storage\leveldb\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 427

Entropy (8bit):  5.19547607189056

Encrypted: false

SSDEEP: 12:tlhva5KkkGHArBFUtpdIR/PdIK5f5KkkGHAryJ:tQa5KkkGgPg7StfsKkkGga

MD5: 55F2DEF18C889E1693BBF5267DF239C5

SHAL: 34A082516AE18127660C7F3A0364BAB38DDCF726

SHA-256: 425760457A88F9D7F7B36DC8B66F073AF6EF7C02AB800F3E7C2D6162C7B1898C

SHA-512: 51425C9218826FC4F828DD512B92ED56277F08227BAEEOE2938FE7BFA82FC2A952738273DED8E285D91BE034044A6452E00B9F2DACA9ED1C5ECF26ED6FFI90E
0

Malicious: false

Reputation: low

Preview:

2021/07/22-11:18:38.030 a54 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\
def\Local Storage\leveldb/MANIFEST-000001.2021/07/22-11:18:38.031 a54 Recovering log #3.2021/07/22-11:18:38.032 a54 Reusing old log C:\Users\user\AppD
ata\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\defiLocal Storage\leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiPlatform Notifications\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit):  5.230123096178061

Encrypted: false

SSDEEP: 12:tlkva5KkkGHArgiuFUtpdlaz/PdI95f5KkkGHArg2J:txa5KkkGgCg718f5KkkGg7

MD5: BI9F4D61489C81296CA8563B5FB80OFD2B

SHA1L: 1BF5C0ODBC9107C2B2947A70793723F148747CDA6

SHA-256: DBAC2BDDD9872C042751DB75053BC845E6AC5946794F08D7FC059F925BFA9067
SHA-512: 433D049A64194BB0446D696EA7AD266008D1FC17C57CD38481884B0C774B8431908C60EF1B0735E86B2205A27D523643BB64859D44E5E63A890F0A46DA9A17B0O
Malicious: false

Reputation: low

Preview:

2021/07/22-11:18:38.030 1754 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda
\def\Platform Notifications/MANIFEST-000001.2021/07/22-11:18:38.031 1754 Recovering log #3.2021/07/22-11:18:38.032 1754 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defl\Session Storage\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 19

Entropy (8bit):  1.9837406708828553

Encrypted: false

SSDEEP: 3:51:51

MD5: E556F26DF3E95C19DBAECA8F5DF0C341

SHAL: 247A89F0557FC3666B5173833DB198B188F3AA2E

SHA-256: BOA7B19404285905663876774A2176939A6ED75EF3904E44283A125824BD0BF3
SHA-512: 055BC4AB12FEEDF3245EAAFOA0109036909C44E3B69916F8A01E6C8459785317FE75CA6B28F8B339316FC2310D3E5392CD15DBDB0F84016667F304D377444E2E
Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defl\Session Storage\000003.log

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefl\Session Storage\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

415

5.216431120938226

false
12:tcDM+va5KkkGHArAFUtpdyg/PdyuDMV5f5KkkGHArfJ:tcDda5KkkGgkg7yUZD2f5KkkGgV
98667135D45CE5A13C4E81195BES0F2E
C16C4E3D2797776EFOEB74A1BCE02BE1E92D17F5
D3F1C532D6CF9174837F70C68F38345054E99FF8EEE71315F1DASFB8A022CDDB
FB6EB5159222548FA5F178E425B2D9FESD670F2E633C367A660732AD15B3500CEC53F38883AA6BB2B66543D854123942D992BC451C93FF7327533D9905702F52
false

low

2021/07/22-11:18:53.516 78c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\
def\Session Storage/MANIFEST-000001.2021/07/22-11:18:53.518 78c Recovering log #3.2021/07/22-11:18:53.519 78c Reusing old log C:\Users\user\AppData\Lo
cal\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

38

1.9837406708828553

false

3:sgGg:st

45A8ECA4E5C4A6B1395080C1B728B6C9
8A97BB0OE599775D9A10COFC53C4EDB29AA4CEBAE
DB320AB28DFF27CDAOA7F87B82F2F8E61B3178A6DE8503753D76F1172D32E08E

8EE91A3A1E77459273553F6A776C423A8EE95DBIDCFA897771814B7AD13FD84F06BB2B859F22B6DDA384B39EAA91F1819F170BABEDGDA16BDBCF5BCBO6GCF2!
24

WP Fon

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

321

5.275242179396331

false
6:mUGSVG2PWXp+N23iKKdKpIFUtpdESgZmwPdujwikwOWXp+N23iKKdKa/WLJ:tqOva5KkmFUtpd A/Pdi5f5KkaUJ
E365D80D552953CF3C0676890B4B0D12

05A37A8A7TEGE2BBC6D4934B49C99C6E37662431F
39E59418CC1F3AB7AA2430CF6359078DF035F41A8D69DF1COC5CF3A426862547

7D4FA1900F4EB3DECBFFALC2D2F9F41F1EC8484DF51A2C7E69FB50AB636BF2BD8BCD7BDD029DAAS0CAEGECE22DF2971CES50B4D584771565BB72336874EA8L
CA3

false

low

2021/07/22-11:18:25.033 6d4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/MANIFEST-000001.2021/07/22-
11:18:25.035 6d4 Recovering log #3.2021/07/22-11:18:25.037 6d4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\L
evelDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text

dropped

399

5.34427260067099

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

12:t8DM+va5KkkOrsFUtpdrg/PdaDMV5f5KkkOrzJ:t8Dda5Kk+g7ruaD2f5Kkn
540E4B87F26EC19A97BB84D94FD24EF8
B1F428038688935CBF6BBB371E5518245D917EAB
9C57A11BF511FDBFBIAABBA961A13F58934546751CC12519FCF32ED3504668FD

59AEE3F69COBEA9874272A1F4204499E7170B7A18FB99D6BCIC1102600EBFOCACD952B2998FOEEEOADC2CB0OB8AS3F3DB8FDEBA3ASACT74A493D9F8E3470CAT
1A6

false

low

2021/07/22-11:18:41.492 78c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbm
eomcjbeemfm/MANIFEST-000001.2021/07/22-11:18:41.493 78c Recovering log #3.2021/07/22-11:18:41.494 78c Reusing old log C:\Users\user\AppData\Local\Goog
le\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Visited Links

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

12

3.188721875540867

false

3:eH/nTn:Y/T

1CODCF71BA310FD63229897F7350425F
BFE4178058E573A54072026B7EF98CA6653D4E79
F3EBF9D22A46EF2EF357CD7D78AD14643B0OE4A2F2010346304F89C8DCAEES90F
E99312DF86DA10709F130644CE6B33257F7DAE95DABE355E6801189CBBB42969BEB7B615D30D5A32543F2DA9161B1243FB1BE6D126F46E579C517D736A6BCBO
false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\abf4a563-2dcb-4c6b-90a6-a62e11f66c20.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

modified

2042

4.888107187075314

false
48:Y2TntwCXGDHz5siTsvRLsUtUx+4svDsiyKsk3gYhbD:JTnOCXGDHzpC1lyx+vvtxhH
235378E1E25C77ACCCA42A4F1CD48CFL
F63FD5A6DFCFBC505AF3339DDD277B6F542E3B58
B2C71ACFDFC884F7B758BD7F8AED35349C8B3BF6951825CFC84ADBOE947B34C1

04840A32ADEE2CD0B94014ED48CEA88EDF8C037B8817D508EA5BB492839B13231419ACFAB7946A738AA5EEE113B23EB7073C85DEF7E23E7B986159CE1179D0!
9

false

low

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true} {"isolation":[],"server":"https://www.google.com","s

upports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation™:[],"server":"https://fonts.gstatic.com","supports_spdy":true} {"isolation":

[1,"server":"https://apis.google.com”,"supports_spdy":true},{"isolation":[],"server":"https://play.google.com"”,"supports_spdy":true},{"isolation":[],"server":"https://ogs.google.c

om","supports_spdy":true},{"isolation":[],"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"1327404350

8337469","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://redirector.gvtl.com”,"supports_spdy":true} {"alternative_service":[{"advertised_versions":[50

],"expiration":"13274043508349399","port":443,"protocol_str*:"quic"}],"isolation":[],"server":"https://accounts.google.com","suppo

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

16

3.2743974703476995

false

3:1sjgWIV/IRv:1qgIFJ

6752A1D65B201C13B62EA44016EB221F
58ECF154D01A62233ED7FB494ACE3C3D4FFCEOSB
0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABDYA6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0:
89

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

Preview:

MANIFEST-000004.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\MANIFEST-000004

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

139

4.5670447861713495

false
3:tUKIKtjWTuo01Zmwv32KtjcRLZSV8s2KtjcRLZSWGv:mUJ1ZmwPdJuSVvdJuStv
7E71187AA741A1CBD98E345D890EA78F
FC60608EBAGSFEA16D1DAFBIF28A1198197A6732
32CEC53344DD76D249D7BBF8F81BCF245C757362CCD3B00C8757AD00143F2705

51C62763A44A7T7DA967E31DESA128241EEOFED0804A2C6E889C4177216F4075E69C53AC4D044CEASCB24E6DF3B6AC56C5D9824CEO3FDE452EC8D889671D735

A
false

low

2021/07/22-11:18:37.236 ladc Recovering log #3.2021/07/22-11:18:37.294 1adc Delete type=0 #3.2021/07/22-11:18:37.294 l1adc Delete type=3 #2.

C:\Program Files\Google\Chrome\Application\chrome.exe

MPEG-4 LOAS

dropped

50

5.028758439731456

false

3:Ukk/VvXQRDKIVmt+8jzn:007t8n

031D6D1E28FE41A9BDCBD8A21DA92DF1
38CEE81CB035A60A23D6E045E5D72116F2A58683
B51BC53F3C43A5B800A723623C4E56A836367D6E2787C57D71184DF5D24151DA

E994CD3A8EE3E3CF6304C33DF5B7D6CC8207E0C08D568925AFA9D46D42F6F1ASBDD7261FOFD1FCDFADF1A173EFAE1S9EE1DES125E54EFEE488A1220CESSAF

04
false

low

V... leveldb.BytewiseComparator.. #...........

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\ecac80db-be0f-4587-9028-c189h3fe43al.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22596

5.535945062129135

false
384:r3jthLI7TnX91kXqgKf/pUZNCgVLH2HfDarUIHGgnTjW2g4/:/LIj91kXgKf/pUZNCgVLH2Hf2ru8GgnD
8685A8646FBFF78FCF03BBC8E9EFDDAD

AC11F6F10A0846F746C9D41C3CCBC96E261A375B
42AB6D35DA9E1A45BFOBOB2D3210EF65CA2CD7198E64CF6DF218910F58A0E3FE

39AD1599629387466D4041D3BA57D12DA018925CB17F836ECEAS5169EF4802B10C59020BEB328C2578E1D35CCF345C85FAG6469FFA8B1EDS1EC2CEBF649EBG3EI

2
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13271451505052454","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\f895942c-12b5-4c1b-a92b-6c6441eb2fb7.tmp

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

5118
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\f895942c-12b5-4c1b-a92b-6c6441eb2fb7.tmp
Entropy (8bit):  4.982228499358541

Encrypted: false

SSDEEP: 96:ngCzoXMpcKleTok0JCKL8COkrihbOTQVuwn:ngCCMpcp4KFOkrz

MDS5: 2AD4F9A4D2EFDB30CDB759AFF811E23B

SHA1L: 7038029078B573B8F7E3EALIBAF9AAEN713D2D314

SHA-256: 84AFF6B5E331C46D9A80569492C2ABIDFA485BF12C1B55FDI72AC6E7631029BC

SHA-512: 530D59345E5DA431566DEB1EA90553E0AA204F55FA6A10E3261F2576B83D1A12E983E8D075F98CD217AC24E453481ED405DEB71619629A9B069C627FDEDA474/
Malicious: false

Reputation: low

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13271451505333490","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofi orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0’ "0","0","0","0","0","0","0","0
,"o","o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"," ,"0","0","0","0'

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\f89d9fe9-97c8-4aae-9670-e11b2549bffe.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 1039

Entropy (8bit):  5.564402759515832

Encrypted: false

SSDEEP: 24:Y16HOUhVsTG1KUerkg/HeUeXby2qUeXvvs7wUeXV2RUenHQ:Y16UUhVseKUewgPeUer2UefvewUe4Uew

MD5: 3DF1B3BEF5A49D1DBE3CEFF6A9991476

SHA1L: 3B992D7536B4590364EC2D5448345766D5AC2121

SHA-256: DFCB59090D8709281A473B3619206313F337C7C807E7B4C6426B989A468EDATB

SHA-512: 184A20E9E1326D7634EFIFEF14CA59CFB14DB422A7D5E6753ED1IACOF83CCOC7A66DC5CA3ABC79IFCE415344F820DBACDFO03EAF46DCB00291CDO6F5E480BAE
F8C

Malicious: false

Reputation: low

Preview:

{"expect_ct"[],"sts":[{"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEYPIv4=","mode":"force-https","sts_include_subdomains”
‘true,"sts_observed":1601478077.350503},{"expiry":1633014077.22511,"host":"nAuqgRAIEWti7SOdT3UHPI6rmZU/Dealm38P2020kgA=","mode":"force-https","sts_inc
lude_subdomains™:false,"sts_observed":1601478077.225114} {"expiry*:1633014092.4175,"host":"0J7rAWVO0ouCFYJ9XrkDiKnAO1SshXJmLJE1SS3V8kDM=","mo
de":"force-https”,"sts_include_subdomains":false,"sts_observed":1601478092.417504} {"expiry":1633014091.91938,"host":"56EdUoB7YUY9zZV+2DkgVXgho8WUvp+D+
6KpeUOhNQIM=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601478091.919383},{"expiry":1633014091.875486,"host":"8/RrMmQICD2Gsp
14wUCE1P8r7B2C5+yE0+g79IPyRsc=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601478091.875498} {"expiry":1633014077.462534,"hos
t":"+ccWXqgaoHJ9hfuXbleKVEFQUrBlyXAJ31BdgjNQJIpHs=","mode":"force-https","sts_include_subdomains":false,"sts_obs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\febcbcaa-53c9-483f-a014-d5398697b3ac.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:LiL

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1L: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCO9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F28
F21

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 338

Entropy (8bit): 5.198903153556896

Encrypted: false

SSDEEP: 6:mUzq2PWXp+N23iKKdKfrzAdIFUtpdORYZmwPdZakwOWXp+N23iKKdKfrzILJ:tzva5Kk9FUtpdORY/Pd45f5Kk2J
MD5: 61B15E0042AA72CD53971DA6B721F8D3

SHAL: 421627AF58AB80BC906160FF259541A91CF700B9
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared proto_db\metadata\LOG

SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

A82F0002BB1C7BEF0C4A364857CBAOEF2831EF98FOD04CBEA3ABA724BBA0A1DB

4CD934E0098EEE1F4678CA020E32CB25A013D01555CEEFDE8F4D44012E607E0C289A5D92E0B7B774CCDFCC8CAE230D3607CC71BE61436A79D99DA4B7DA12C
BOB

false

low

2021/07/22-11:18:37.746 1410 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata/MANIFEST-000001.202
1/07/22-11:18:37.747 1410 Recovering log #3.2021/07/22-11:18:37.748 1410 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_prot
o_db\metadata/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User DatalLast Browser

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

106

3.138546519832722

false

3:tblollrJ51dQxI7aXVdJiG6RORIALtbdIrnQxZaHIGiOR6!
DE9EFOC5BCCO012A3A1131988DEE272D8
FA9CCBDC969ACOE1474FCE773234B28D50951CD8
3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

CEA946EBEADFE6GBEG5E33EDFF6C68953A84EC2E2410884E12F406CAC1EGC8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3DICDF1A827AB6FF5605DA3691
724

false

low

C.:\.P.ro.g.ram. .F.iles\G.o.0.gle\Chrom.e\Ap.plicatio.n\ch.rom.e..exe.

C:\Users\luser\AppData\Local\Google\Chrome\User DatalLast Version

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCI!I text, with no line terminators

dropped

13

2.8150724101159437

false

3:Yx7:4

C422F72BA41F662A919EDOB70E5C3289
AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632
02E71EB4C587FEB7EEO0CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59
86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEAI63E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9BI03659575DF02F8845521F8DC4I
false

low

85.0.4183.121

C:\Users\user\AppData\Local\Google\Chrome\User Data\af97afd1-f3b0-47db-b095-792cec021635.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

174419

6.079583284155202

false
3072:Rmi5phUtGnrszcalFLtEnNwi2rihJxKnNSd/FchXaflBOu1GOJmASiuRe:0i5hnrszc0fZI/xKmagflluOoSiuRe
F6CFD7E617072926DAEB40D6CF82921B

2955219F701939BB74974E0A0A955BBD133B06F0
5E9A1BB1B615789AAF2D288699BAB14AD40A96DB5A905CC755408FC177A0D5A8

216B3ACEACFB28844A58A34CF23549A8FFEC4818B9AC2FE92E523D6B656FBC319635241071501F606EAB5B95DCD8FDIAC0844C500F19794C3DBE382AB317C0!
9

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.62697790820285e+12,"network":1.62694551e+12,"ticks":5655503648.0,"uncertainty":4434819.0}},"os_crypt":{"encrypted_key":"RFB
BUEKBAAAAOIlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkppNr
2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLA1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BxiFP4bdRYJjDXn4W2fxY qQj2xfYeAnS1
VCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPWI8XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGbh5WCu+JEdxaxLLxaYPp4zeP"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"displ
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C:\Users\user\AppData\Local\Google\Chrome\User Data\d4a592ab-6cc9-4dba-8b05-cdc9f58adlcc.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

modified

95428

3.744993772783407

false
384:5TyINToG/QffVUBpUNZrCvdX3GJITWH3uGa9rYLtINxmnzjirQRmI8aoHZtxCOTTFK:5uKdF+3geL8eLxDvOnLCLKxH9lk
2B10FACBE9D8901F2191AE015AD22A60

D53253542A519C1E3EE043B03B1EB7ABICAS3A0E
73F6DDE2A35F2215234FCF026CC4C225E7AC1DD0ODA923D21F2B5CCC6DBD0O1F66

80C4F6A472EB6C2CCOD0O8DD2F55CA4E1C9BCCF8621C969A40E9907A7DE37CBOABBD24C1C51A2A25FF957FD2FB855E6A89146A4B3C6E9DA77742F577F521C8
3A

false

low

dovvien . CVP.R.O.G.RA~1\M.I.C.R.O.S.~.1\.O ffi.ce.l.6.\.G.R.O.O.V.EEX.D.LL..PL.[)..%.p.ro.gram.files.%.\m.cr.o.s.oft .officelofficelb\..
...g.ro.ov.eex..dll..Micros.oft .Offic.e..2.0.1.6..*..M.i.c.r.o.s.0.ft. .O.n.e.D.r.iv.e. for. B.us.iness. Exte.ns.io.ns...16..0..4.7.11..10.0.0...*

...C..\P.R.O.G.RA~1\M.I.C.R.O.S.~.1\0O.ffi.c.e.l.6.\G.R.O.O.V.EEX.D.L.L...Micro.s.o.ft .C.or.p.oratio.n.r@8.D..C..\P.ro.gram. .F.iles\C.o.mm.o.n.
F.il.e.s\M.i.cro.s.oft .S.hared\O.FF.I.CE.16\ms.0os.h.ext.dll..@...U..%.c.omm.o.n.p.r.o.g.ram.files.%.\m.ic.ro.s.o.ft shared\officel6\.
.m.s.o.s.h.ext..dll..M.icro.s.o.ft Offic.e.)..Micro.s.oft .Offic.e..Shell Extens.io.n. Handlers....16..0..4.2.6.6..1.0.0.1....D..C..\.P.r.o
.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\d7fb03be-2d20-4b46-bcc7-d07cccb32499.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

174419

6.07958195776127

false
3072:dHV5phUtGnrszcalFLtEnNwi2rlhJxKnNSd/FcbXaflBOu1GOJmASiuRe:IV5hnrszcOfZI/xKmagfllUOoSiuRe
CCC684297CE4ECC3DBB7D02B18DFA4FF

89DB26FC76FE4D20E82F7C5CCEC86D256A2A29CB
53C3351D9CEEA7AB6897217832E306E2B7540C724BD9BF8884E10C6CE4589FC4
4715D72813460E4191F35A7F2209F36C61E1923720B7C4831B42686BAFE21EBDECDS5C806B4BB2F3AEAF79B732CEF51626BA255CC5027DC923452304762200842
false

low

{"browser":{"last_redirect_origin shortcut_migration_version":"85.0.4183.121"},"data_use_measurement”:{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.62697790820285e+12,"network":1.62694551e+12 "ticks":5655503648.0,"uncertainty":4434819.0}},"os_crypt":{"encrypted_key":"RFB
BUEKBAAAAOIlyd3wEVORGMegDAT8KX6WEAAABLISWK94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+sWitxhoUVdUYrYiwg8iJkppNr
2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BxiFP4bdRY JiDXn4W2fxYqQj2xfYeAnS1
VCL4JXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPWI8XRX5Y944rq1WsGWcOPFyX 0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13245951016024539"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\user\AppDatal\Local\Google\Chrome\User Data\eb038a5f-188d-42db-9938-6fcdce268da6.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SysEx File -

dropped

94708

3.7449757447066054

false
384:JTyINToG/QffVUBpUNZIrCvdX3GJITWH3uGa9rYLtNxmnzjirQRmIDoHZtxCOTTFNK:puKdF+3SelL8elLxDvOnLCLKxH9I+
OD7E5E781CB955629FDDB386755FFA33

7FB5CD195AD7F5D121FDB957FB6C5DBD05470E0E
E219DB7F1525D6B2FCEC32B2505AA74EAFFOS8E4AESA9C11138335B032FCB393A
F398298390D6CB17BD4176819E7D80F2222B29E8BB76124196A42D285DF0613D3F088C44D49E0C29241C28CDOE79FCEDDCAFE9870B1587BDFFAL9AFDFFBI57(
false

low

..%.p.ro.gramfiles.%.)\m.i.c.r.o.s.0ft .offic.eloffice
.1.6.\...gro.ov.eex.dll..Micros.o.ft .Office. .2.0.1.6..*.M.icr.os.o.ft .O.neD.rive. for. Bus.iness. Exte.ns.ions....16..0..4711..10
.0.0....*..C.\.P.R.O.G.RA~1\MIC.R.O.S.~1\0.ffic.el6\GRO.O.V.EEX.D.LL...Micros.o.ft .Co.rp.oratio.n.r@8.D..C.:\P.ro.gram. Files\C.o
.m.m.o.n. .F.iles\M.c.r.os.0ft .Shared\O.F.FICE.1l6\ms.0shext.dl.@...U/..%.comm.o.np.ro.g.ramfiles.%.\m.ic.ro.s.o.ft .share.d\o.f
ficel6.\...msoshext.dll..M.icros.o.ft Offic.e.)..Micros.o.ft Office. .Shell Extens.ion. Handlers....16..0..4.26.6..1.0.0.1...D..C
2\P.r.ogram.

C:\Users\user\AppData\Local\Temp\25cee67e-8¢c57-43dc-abad-1579e978f1d2.tmp

Process:

File Type:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)
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C:\Users\user\AppDatal\Local\Temp\25cee67e-8¢c57-43dc-abad-1579e978f1d2.tmp

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

dropped

1

0.0

false

3:LiL

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8CT727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCO9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F2¢
F21

false

low

C:\Users\luser\AppData\Local\Temp\73160617-e393-48e9-b359-df677e59adf5.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3:LiL

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8CT727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F28
F21

false

low

C:\Users\luser\AppData\Local\Temp\7afbe181-447e-4839-8f4e-80de2aed508a.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

Google Chrome extension, version 3

dropped

248531

7.963657412635355

false
3072:r+nmRykNgoldZ8GjICIUXZSk+QSVh85PxEalRVHmMcIdIR6YYfEp4ABUGDcaKkirv:k30F4Z4h45P99FId9RBQYBVcaxInfL
541F52E24FE1EF9F8E12377A6CCAEOCO

189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6
81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AALIA78BCACFAS7D6E763AABI7276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

false
low
Cr24............ 0.0, H.ooorrroens Ourvvrs \7C.<........ Ft0.8.2'5..0k...%....2...C.F.9.4.e.XQ.......[..L]|....3>/..u.T.7...(yM...2V.<?........1.2...0?d.....A.H...MpB..T.m..Vn Ip..>k.|1..n.
<Fb..f.*Ql.....s..2.{*.6....Pp....obM..1....... bl....(uN'z....v.F.W.X4."*eu...b......... \.Fl..b..I5...2).q....... L]...w[T0.6....E.....%Z.vFm.9..5!,.~g5...;.t... ... +A....u... k..e.&
LL6rlyu..%. f....... N.V...<+..L}{..z.)y.n.)......b....5.08K%..0.9..D.S.F50..<(...>.. \f.X.l.2."l..w...7fl.~.c.4.E.....0..0..* H............0.......).".b.*$W\$.q&.]zF _2..;...2.U,..

W.L12. R A W.... LK SW..$.J... +MLHZ.N UN.[b.L... L K@]6.LIPL... (Ao 1.)-H... 1Q.Y. MG d..ix..#.Z8]..|.2...OK..t'i..5...Y . %.Ky...0..{+.~V.0...d....Z...).(6..
@?V.=..2..C...[OY0.. *H.= X H.=. B 1 2. 4Y K DRSSI..8......Hi-L...Q.{...FOD. .0...|l.A.L.+=. kP.L1..

C:\Users\user\AppData\Local\Temp\browser-sslkeys.log

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

9530

4.651533197918839

false

192:0P0euXTNnulgmmS0xqzWFmz+mYmb7mNmk:08pTNulTOW60+Je7k/
E44C4FAFOA49E1D304C6F83EC568A4AE
D02A970F25D0AC28A9E48768700E3ED24860F1E4
7EB441C9068318D10F5CAFE1783CB04196793F383D0010C18367F7E01BE4C6EC
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C:\Users\user\AppData\Local\Temp\browser-sslkeys.log

SHA-512: 6B1375EEAECA8597FC77C98COACA462BC7F8F56F101EF85471B551E2AB4E80D131542B348EBE1ED306DA644E9EOD8105CID2A59938C6EBBE964CID04BC33CE
E2

Malicious: false

Reputation: low

Preview:

CLIENT_HANDSHAKE_TRAFFIC_SECRET 0cff54a943803f59fd059d5c9a5ch3efb21eb3573c6dela40b884eec9458452d 310ab200c25526d697d88f73599a1627a
36f49dfd52f424b719f32b13c8d31f9.SERVER_HANDSHAKE_TRAFFIC_SECRET 0cff54a943803f59fd059d5c9a5cb3efb21eb3573c6de1a40b884eec9458452d ¢
7ee9fcedf0685683d6d8214d794973025edbddba0f23154e6137348207d366d.CLIENT_HANDSHAKE_TRAFFIC_SECRET 625adf851abadda754d612eb5b4ad006dd
96c45a13794d1b759f492f93e2ee97 39322455b2cf8cc285b0a350ef87d15d2162¢32be7c7ca60bb5d82050e84e2cd. SERVER_HANDSHAKE_TRAFFIC_SECRET 62
5adf851laba9da754d612eb5b4ad006dd96c45a13794d1b759f492f93e2ee97 9c040808d86325d2d8a28f6b767a41bad9805b9d01b83ealfledf072e9e7d58a.CL
IENT_HANDSHAKE_TRAFFIC_SECRET ae5c7e3aa844deed533f3a26926274db9bb2a9096dbcale69264e9h816a143db 48a345d4622785¢755b5144cd6513dbed2b
C244b43e65cbf1b554d641e30a4f4. SERVER_HANDSHAKE_TRAFFIC_SECRET ae5c7e3aa844deed533f3a26926274db9bb2a9096dbcale69264e9h816a143db fda
78eae8e0c8h9cac1090c01761a79960542e8e05a199af8783abc99d3294c6.CLIENT_TRAFFIC_SECRET_0 ae5c

C:\Users\luser\AppData\Local\Templec971ba0-bf00-4cd3-8b3e-331304dd1211.tmp E
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 768843

Entropy (8bit):  7.992932603402907

Encrypted: true

SSDEEP: 12288:cK2ED9wjXNC1Gse83ru82/u0eKhgxuPFrDXgtbhPz54Pm1D0fBmfH1sBrJ9mTiDga:cK2ED9148seur0/uZKCuPNbgtbz6mlob

MD5: Al11D5CAF6BF849AEB84BOC95B1C3B7CF

SHA1L: 27F410CCBD75852C01C7464A1FD7EF8C29BE3916

SHA-256: DOE62ACE64AFC334330A7AC3A2CC657914FEB321F1F89AEE11D2A6DOE7D81C31

SHA-512: 086C124DE3A01BE467647F3BCB4EA05105F690AB45417A0E3D38935ABA9E2381DF59AFI8DOFFF7823CEFD5390B48807352E135AC70977AED7B413A8CC48FB59

Malicious: false

Reputation: low

Preview:
Cr24............. 0.."0..* Hoood 0.t \7C.<icooe Ft0.8.2'5..9k...%....2...C.F.9.#..e.xQ....... [.L].35 L ui T 7 (yML 2V <2 la...0?d.... . A H..\MpB..T.m..Vn Ip..>k.|1..n.
<Fb.f.*Q1....s..2.{*6....Pp....obM..1....... bl..... (uN'z.....v.F.W.X4."*eu...b......... 6W..>Nuw9..R{c...Ng.H.K..AL..'v.k+..2.5.>v.....;.._~..tp...x.q.V..7.m.O.~{l.0/q."..BK..4./
2" LfH&._<.&pkrds.ily F.NA+. . X PO@Mo...X.GL..Y.@;. j.......... =ae...0....... DU...n..n;.lpr.Q........ <...a.Y..{ei.....0.0..*H...... 0..... Mbh=[0}.+..U
.KHF(n3.\"...,g.c...6)..(.E...U..#i.a.....N....P..x.0...(mC;|.5.S.{m.aEx...[.fP.i".y..5.R...v.$.....]-m ~m.nil LW RpbA L+ K RSe~ 0N &e%.d.. M. ). V. %...+1F
Do X\lct<......EB+i@..8. . .&YR...L.0...,...[0YO..* H.=..*H=.B....... r.2.+Y.l.k.bRj5SI.8....... H".-l..".Q{...FOD. D.".N@.(..GK...m...A.0.."

C:\Users\user\AppData\Local\Temp\scoped_dir2540_1047339833\7afbe181-447e-4839-8f4e-80de2aed508a.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit):  7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjICIUXZSk+QSVh85PxEalRVHmMcIdIR6YYfEp4ABUGDcaKkirv:k30F4Z4h45P99FId9RBQYBVcaxInfL

MD5: 541F52E24FE1EF9F8E12377A6CCAEOCO

SHA1L: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6BI96A7CCB6D718741BDF7D9A37F53B2EB4B98AALA78BCACFAS7D6E763AABI7276C8F9088940AC0476690D4D46023FF4BF52F3326(
88

Malicious: false

Reputation: low

Preview:
Cr24 .0.."0..* . H.. .0 .\7c< ..Fto.8.2'5..9k...%....2...C.F.9.#..e.xQ.. L|..3>/ .0 T. 7. (yM...2V.<? l.a..07d...AH..\MpB..T.m..Vn Ip..>k.|1..n.

<FD.£.*QL...8..2.f%.6....PP.ccOBM.. Lo DL (UA Z e VW XA U Do \oFL D05 20, Greon L] W[TO.B.. . En 1. S6ZVFM.O..5L, ~5. 1t T A e K&
6YU. %0, o NV L1 20 )Y o0 ) D 5.08K%..0.9..D.8.F50..<(..o. >0 M XL 2. W 76~ CA B 0.0 5 He0.) D SSWS.G&ZF_2..5...2.U,..
W.L12..R.#..W....CLKSW. $.J... +MLHZ.n U.)N.|b.L.. { K@]6.LIP/...](A..... )-H. Q.Y MG d..ix. #.Z8]..|.2...0K..t'1..5..Y . %.KY...0..{+.~V.;...d.... Z...). (6.

@?V.;~..2..C...[OY0.. *H.=... *H.=...Buoocoooc.. 1 2.4Y.1.K.bR5SI..8.......H'i-l.".Q.{..FOD. .0..|l.A.L+.=.. kP.L.1..

C:\Users\user\AppData\Local\Temp\scoped_dir2540 1047339833\CRX_INSTALL\ locales\bg\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 796

Entropy (8bit):  4.864931792423268

Encrypted: false

SSDEEP: 12:1HEJMLKSIWZGGMLKSIwZ+WYpU34f145Gb+dgoxTyO8ZpU34f1L0frhmJ030yZnLt:1HE7n4gn8WYpYrbhz8ZpotHOGAOf6aD

MD5: 6F8E288A9AD5B1ED8633B430E2B4D4CA

SHAL: F671D3D4BEFA431D1946D706F4192D44E29B6F08

SHA-256: A114E2783D0E9B12155017323BA70838F0F82A71C7EESDC1F115AE36991241F8

SHA-512: OF87F3F0D115B872288949E59ACD3CD41B1FBC64A622D8FDA6D71FAFC5A900D92ADFBBOE7EB926F2A8759BBAA0896D48728FB719BBF5EF54AC21027328F 7701
C
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C:\Users\user\AppData\Local\Temp\scoped_dir2540 1047339833\CRX_INSTALL\ locales\bgimessages.json

Malicious: false
Reputation: low
Preview:

{.. "app_description": {.. " Chrome".. },.. "app_name":{.. "message":" ... Chrome".. "craw_app_unavailable": {..
"message": " ... },.. "craw_connect_to_network™ {..  "message":"...., ......... ... iap_unavailable™: {..  "message™: "
wt_retrieve_failed": {..  "message": "The transaction could not be completed.".. },.. "please_sign_in": {..  "message"

C:\Users\luser\AppData\Local\Temp\scoped_dir2540 1047339833\CRX_INSTALL\ locales\caimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 675

Entropy (8bit):  4.536753193530313

Encrypted: false

SSDEEP: 12:1HEJOgbbGGOgbb+WYpU34g3YbiLO+dgyGFo08ZpU34+puiPmb030yZnLAOfTYABK:1HESbaib6WYpm31Lt0Z8Zp8pxOGAOFKD

MD5: 1FDAFC926391BD580B655FBAF46ED260

SHA1L: C95743C3F43B2B099FEBEBC5BD850FO0C20E820AC

SHA-256: C67898B67F9C9209EAFDA6532B62D5789863CFB855998DD6A70E7775316CEC20

SHA-512: 39D95D45C5746DA3BAA7TAEGA3344EAL17D7A7C3569C2A56959FF119261DA08C747A320FCF701AC72B8DBDBF8BF06FD8B239017A282CDDA444F3826DAEC672CE
B4

Malicious: false

Reputation: low

Preview:
{.. "app_description": {.. = "message": "Sistema de pagaments de Chrome Web Store".. }.. "app_name" {. "message": "Sistema de pagaments de Chrome Web
Store".. },.. “craw_app_unavailable" "message": "Ara mateix aquesta aplicaci. no est. disponible.".. },.. “craw_connect_to_network™ {.. = "message": "C
onnecteu-vos a una xarxa.".. },.. “iap_unavailable™ {..  "message": "La funci. Pagaments a I'aplicaci. no est. disponible actualment.”.. },.. "jwt_retrieve_failed": {..
"message": "The transaction could not be completed.”.. },.. "please_sign_in":{.. = "message": "Inicieu la sessi. a Chrome.".. }..}..

C:\Users\luser\AppData\Local\Temp\scoped_dir2540 1047339833\CRX_INSTALL\ locales\cs\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 641

Entropy (8bit):  4.698608127109193

Encrypted: false

SSDEEP: 12:1HEJfZGGfZ+WYpU340Bh+dgN/O8ZpU34j05U030yZnLAOfTYWCc:1HEI4AG8WY pdt8Zpg5TOGAOFW

MD5: 76DEC64ED1556180B452A13C83171883

SHA1L: CFB1E56FD587BCDC459C1D9A683B71F9849058F9

SHA-256: 32290D69A90E6BAAC428B10382C99221B12773BB9A184F3BI93DFB48A4F6D7A40

SHA-512: 5230A217968D5DC463E2E92D704544311A721E5CEF65C3125CBD8DEBIC0293D3BFB5C820A6011ABF77095FDEE7DAF67D541DC202B0CI9CDB0908CBB85D8488¢
B

Malicious: false

Reputation: low

Preview:
{.. "app_description": {.. = "message": "Platby Internetov.ho obchodu Chrome".. },. "app_name":{.. = "message": "Platby Internetov.ho obchodu Chrome".. },..
“craw_app_unavailable™: {..  "message": "Aplikace v sou.asn. dob. nen. dostupn },.. “"craw_connect_to_network": {..  "message": "P.ipojte se pros.m k s.ti.".. },..
"lap_unavailable™: {.. ~ "message": "Platby v aplikaci aktu.In. nejsou k dispozici.".. “jwt_retrieve_failed": {..  "message": "The transaction could not be completed
M. ). "please_sign_in":{..  "message": "P.ihlaste se do Chromu.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir2540_1047339833\CRX_INSTALL\_locales\daimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 624

Entropy (8bit): 4.5289746475384565

Encrypted: false

SSDEEP: 12:1HEJIMKKFZGGJIMKKFZ+WYpU340Hu+dgxICZ08ZpU34J4Wu030yZnLAOfTYzD:1HErMKIgMKVWYpM6IL8ZpDNOGAOfiD

MD5: 238B97A36E411E42FF37CEFAF2927EDL

SHAL: 4E47AC90BA24C8F4724D9293FA40CFD4ADAGGFEOD

SHA-256: 4977D4A053542FF66967FAED6B06585DD70E68E20BFEB533B66FE3287F9655D9

SHA-512: FDO0742D47B5F5AB9AADIB4C3D57F63CB693EO60EECE123A72036C6E92156D099495C7E9E9CCE6DCB3EEBCDDCC4BAC81FB47E4C9559DA3EBA024780FFF10C5!
EOA

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "Betalinger i Chrome Webshop".. },.. "app_name": {.  "message": "Betalinger i Chrome Webshop".. },.. "craw_app_u
navailable": {.. ~ "message": "Appen er ikke tilg.ngelig i .jeblikket.".. },.. “craw_connect_to_network": {.. = "message": "Opret forbindelse til et netv.rk.".. },..
"jap_unavailable™: {..  "message": "Betaling i appen er ikke tilg.ngelig i .jeblikket.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be comp
leted.".. },.. "please_sign_in":{.. "message": "Log ind p. Chrome.".. }.}..
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C:\Users\user\AppData\Local\Temp\scoped_dir2540 1047339833\CRX_INSTALL\ locales\de\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 651

Entropy (8bit):  4.583694000020627

Encrypted: false

SSDEEP: 12:1HEJQ1ZGGQ1Z+WYpU34pCEMT+dgIMICTO8ZpU34p6FKE030yZnLAOFTYJIEK: IHEZWWY p3Bewv8Zp7k4OGAOFQ]

MDS5: 6B3E916E8C1991AA0453CBAOOFEDCAAA

SHA1L: D6366D15912E40CA107FD42BFE9579C3336A51F9

SHA-256: AB2FFAB910E31531758EEE48B2CC71A8857BEC3021DEAD50B668CBA3C8667053

SHA-512: 87EA4311B61F29543B13F3E17DFA919D0C320B4FE370CC152E0B1514BCA79B0OABB526DDCF08621D6EBFA48923EE8FBAC667EFB120A72BDI583EEBEE7BFB80E
52

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "Chrome Web Store-Zahlungen".. },.. "app_name" {..  "message": "Chrome Web Store-Zahlungen".. },.. "craw_app_una
vailable™: {..  "message": "Die App ist momentan nicht verf.gbar.".. },.. "craw_connect_to_network™ {.. = "message": "Bitte stellen Sie eine Verbindung zu einem
Netzwerk her.".. },.. "iap_unavailable": {.. ~ "message": "In-App-Zahlungen sind momentan nicht m.glich.".. },.. "“jwt_retrieve_failed": {..  "message": "The trans

action could not be completed.”.. },.. "please_sign_in": "message": "Bitte melden Sie sich in Chrome an.".. }..}..

C:\Users\luser\AppData\Local\Temp\scoped_dir2540_1047339833\CRX_INSTALL\ locales\elimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 787

Entropy (8bit): 4.973349962793468

Encrypted: false

SSDEEP: 24:1HEw+aZ+6WY pbWZe80A08ZpCGyDVWIOGAOf+XD:WguYpCZnpEZbGoD

MD5: 05C437A322C1148B5F78B2F341339147

SHA1L: AB53003A678E44A170E73711FBD9949833BBF3AA

SHA-256: A052C32B4FCAC61152EBOADB2C260FB6A8256AD104AA0013DB93E9798D41A070
SHA-512: C36CB9202A34356DD06D377E2A088F428D0B8EBE7D2E54F8380485E9D94A0598D7F651C1E7A2FD55BE481D49C02B0812F2BA335E08611EC85EEO0BD60784A6B4
Malicious: false

Reputation: low

Preview:

{.. "app_description": {..
able": {..  "message™: "

. ... Chrome Web Store".. },.. "app_name": {.. "message
.. }h.. “craw_connect_to_network™ {..  "message": .. }.. “iap_unavailable™ {.. = "message":
jwt_retrieve_failed: {.. ~ "message": "The transaction could not be completed.”.. },.. “"please_sign_in": {..

... Chrome Web Store".. },.. “craw_app_unavail

"message": .Chrome.".. }.}.

C:\Users\luser\AppData\Local\Temp\scoped_dir2540 1047339833\CRX_INSTALL\ locales\en\imessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU340uFpR+dgGfFZ08ZpU34aEGFpRO30YZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8SADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3DICYO

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EEOBD8A9769D929FEEFE84D1015145E6664AB5FEAL114DF5A864CF963BF98A65
FFD9

Malicious: false

Reputation: low

Preview:
{.. "app_description": { "message": "Chrome Web Store Payments".. },.. "app_name":{..  "message": "Chrome Web Store Payments".. },.. "craw_app_unava
ilable™: {..  "message": "App currently unavailable.".. },.. “"craw_connect_to_network™: {.. = "message": "Please connect to a network.".. },. "iap_unavailable": {..
"message": "In-App Payments is currently unavailable.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.”.. },.. "please_sign_in":
{..  "message": "Please sign into Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir2540 1047339833\CRX_INSTALL\ locales\en_GB\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526
Encrypted: false
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C:\Users\user\AppData\Local\Temp\scoped_dir2540 1047339833\CRX_INSTALL\ locales\en_GB\messages.json

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

12:1HEJ6GG6+WYpU340uFpR+dgGfFZ08ZpU34aEGFpRO30yZNnLAOTTYdD: 1HEVSWYpVp0JS8Zp5KpaOGAOUD
91F5BC87FD478A007EC68CAEBADF11AC

D07DD49E4EF3B36DAD7D038B7E999AES50C5BEF6
92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3DICY

FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EEOBD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

false

low

{.. "app_description":{..  "message": "Chrome Web Store Payments".. },.. "app_name": {.. "message": "Chrome Web Store Payments".. },.. "craw_app_unava
ilable™: {..  "message": "App currently unavailable.".. },.. "craw_connect_to_network": {.. = "message": "Please connect to a network.".. },. "iap_unavailable": {..
"message": "In-App Payments is currently unavailable.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.".. },.. "please_sign_in":
{..  "message": "Please sign into Chrome.".. }..}..

C:\Users\luser\AppData\Local\Temp\scoped_dir2540 1047339833\CRX_INSTALL\ locales\es\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

661

4.450938335136508

false
12:1HEJHIbGGHIb+WYpU34ubdDH+dgxbFxTO8ZpU34IPbdIVo030yZnLAOFTY6x|D: IHEVaC6WY pcDeEFxq8ZpNISOGAOfD
82719BD3999AD66193A9BOBB525F97CD

41194D511F1ACC16C1CA828AC81C18C8C6B47287
4DB9B2721E625C18B9E05C04B31AF5D9694712F1CAAF6219ABE34BB0SESDB1CT

D4C49B43427799B6292CEED11CACB1D76F7CE43EBF402B43B638A6EB2B414ED0981E386CB8CDFOB51D1BD9552934FE25B2F6392266BB73D8C9AG91F65BCEON]
8

false

low

{.. "app_description": {.. = "message": "Sistema de pagos de Chrome Web Store".. }.. "app_name":{.. "message": "Sistema de pagos de Chrome Web Store"..
},.. “"craw_app_unavailable™: {..  "message": "Esta aplicaci.n no est. disponible en este momento.".. },.. “craw_connect_to_network™ {..  “"message": "Con.ctate a
unared.".. }.. “iap_unavailable": {..  "message": "Los pagos en la aplicaci.n no est.n disponibles en este momento.".. }.. “jwt_retrieve_failed": {.. = "message":
"The transaction could not be completed.”.. },.. "please_sign_in":{..  "message": "Inicia sesi.n en Chrome.".. }..}..

C:\Users\luser\AppData\Local\Temp\scoped_dir2540 1047339833\CRX_INSTALL\ locales\es_419\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

637

4.47253983486615

false
12:1HEJHIbGGHIb+WYpU34ubdDH+dgxbFXTO8ZpU34GLO030yZnLAOFTYiJD:1HEvaC6WYpcDeEFxq8Zp4LIOGAOfvD
6B2583D8D1C147E36A69A88009CBEBC7

4D4DEEB4BE6AA0181825F3371A761ABC5B4D5937
6659BC3705311D7641A73995DCFEAB0C7734F2FAEBBC3787B3892A240348324F

37FODBFCC1B5A2B8E4C92C49D2D9DEEF25616421350324F57E0149A45A6CCB437F5E3CBE97412C4B5DBBF2593783C7DF71E9C25A851AEAEGE4764C545723FA
3

false

low

{.. "app_description":{..  "message": "Sistema de pagos de Chrome Web Store".. },.. "app_name™ {.. "message": "Sistema de pagos de Chrome Web Store"..
},.. "craw_app_unavailable™: {..  "message": "Esta aplicaci.n no est. disponible en este momento.".. },.. "craw_connect_to_network™ {..  "message": "Con.ctate a
unared.".. },.. "iap_unavailable™ {.. "message": "En este momento, Pagos En-Apps no est. disponible.".. },.. "jwt_retrieve_failed": {..  "message": "The tr
ansaction could not be completed.".. },.. "please_sign_in":{.. = "message": "Accede a Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir2540 1047339833\CRX_INSTALL\ locales\etimessages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

595

4.467205425399467

false
12:1HEJIPGGGPG+WYpU34Ze7z+dgrw908ZpU34ZwZz030yZnLAOfTYgoLIR:1HEdvgIWYpTeObk8ZpT/OGAOfuLIR
CFF6CB76EC724B17C1BC920726CB35A7

14ED068251D65A840F00C05409D705259D329FFC
C85800BF45942FCC7FD6B1DF929C25F9CC2A977A6678966BD03D4B6B69889AFD
53D7D01BB30C0306DE65A79FD9551D2E8C1F71F4F45F71906B009071CB3EOF231E6AS50FDD78773E9B4DE94085BC7B97F829842FA21A89A2080D33458B745C46F

false
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C:\Users\user\AppData\Local\Temp\scoped_dir2540 1047339833\CRX_INSTALL\ locales\etimessages.json

Reputation: low

Preview:
{.. "app_description":{..  "message": "Chrome'i veebipoe maksed".. },.. "app_name":{.. "message": "Chrome'i veebipoe maksed".. },.. "craw_app_unavail
able™ {..  "message": "Rakendus pole praegu saadaval.".. },.. "craw_connect_to_network": {.. = "message": "Looge .hendus v.rguga.".. },.. "iap_unavailable": {..
"message": "Rakendusesisesed maksed ei ole praegu saadaval.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.".. },..
"please_sign_in":{..  "message": "Logige Chrome'i sisse.".. }..}..

C:\Users\luser\AppData\Local\Temp\scoped_dir2540_1047339833\CRX_INSTALL\ locales\fiimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 647

Entropy (8bit):  4.595421267152647

Encrypted: false

SSDEEP: 12:1HEJRuzGGRuz+WYpU34ujSBu+dgY08ZpU34J+Bu030yZnLAOfTY5HN: IHEFCWYpPNa8ZpD+FOGAOfEHN

MD5: 3A01FEE829445C482D1721FF63153D16

SHA1L: F3EAAADDCO3F943FC88B30B67F534AA13E3336DD

SHA-256: 0BDE54B20845124113383B6EB81E43A0F05E4EBOC44BEE3C1DFAC4CC5FEC2836

SHA-512: 3B92B6C86D30FD36AA3CEFF8773BA60C3FC5CC19C693540137044C5838A5503895C770C0336A4D0A3DB5E42F3FB36274D8D3F85BIDCA2F3ECOE974FDDBOBE/
D8

Malicious: false

Reputation: low

Preview:
{.. "app_description": {.. = "message": "Chrome Web Storen maksut".. },.. "app_name": {.. "message": "Chrome Web Storen maksut".. },.. “"craw_app_unavail
able™ {..  "message": "Sovellus ei ole t.II. hetkell. k.ytett.viss..".. },.. "craw_connect_to_network": {..  "message": "Muodosta verkkoyhteys.".. },.. "iap_unavai
lable™: {.. = "message": "Sovelluksen sis.iset maksut eiv.t ole t.Il. hetkell. k.ytett.viss..".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be
completed.”.. },.. "please_sign_in":{..  "message": "Kirjaudu sis..n Chromeen.".. }.}..

C:\Users\luser\AppData\Local\Temp\scoped_dir2540 1047339833\CRX_INSTALL\ locales\filmessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 658

Entropy (8bit):  4.5231229502550745

Encrypted: false

SSDEEP: 12:1HEJADIbGGADIb+WYpU34hTUT+dgHfZAFFZO8ZpU34hTjzeTO30yZnLAOFfTYHfvF:1HEYah6WYp7TUS0oxOS8Zp7TOsOGAOfqV

MD5: 57AF5B654270A945BDA8053A83353A06

SHA1L: EEEF7A4F869F97CF471A05D345E74F982D15E167

SHA-256: ECO002ED92359F67818B49455DFC579E140368E6A004080AF022FD4F57F6B03F2

SHA-512: 5FOAE839FCF3F4EA48FF41A76655AE0F3821564AFD5D42FBBOFBBIA3BEBD8F7BB5E9B6F71064588CD441261F644095A44A755C134CES546D506D9A21E488BAFS:

Malicious: false

Reputation: low

Preview:
{.. "app_description": {..  "message": "Mga Pagbabayad sa Chrome Web Store".. },.. “"app_name™:{..  "message": "Mga Pagbabayad sa Chrome Web Store"..
},.. “"craw_app_unavailable™: {.. = "message": "Kasalukuyang hindi available ang app.".. },.. "craw_connect_to_network™ {..  "message": "Mangyaring kumonekta sa
isang network.".. },.. “iap_unavailable": {..  "message": "Kasalukuyang hindi available ang Mga Pagbabayad na In-App.".. },.. "“jwt_retrieve_failed": {.. = "message":
"The transaction could not be completed.”.. },.. "please_sign_in":{.. ~ "message": "Mangyaring mag-sign in sa Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir2540 1047339833\CRX_INSTALL\ locales\frimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 677

Entropy (8bit): 4.552569602149629

Encrypted: false

SSDEEP: 12:1HEJALfInbGGALf/nb+WYpU340wdgbyb+dgdQjO8ZpU34ITQpGnbyb030yZnLAO8:1HE4HNa1HN6WYpNdgpY8ZpSTQWNBOGAh

MD5: 8D11C90F44A6585B57B933AB38D1FFF8

SHAL: 3F9D44EA8807069A32AACA2AAADO2FD892E6CCI0

SHA-256: 599491F8C52B945C16C441ADF45BFD45AFAE046DA07757D97C56AF4DE75ED3BS

SHA-512: D7EF7F5AD7EF1A1595825D79B69E2B1E988AD3CF1F3881496FCCD30F241E4E9C6E457F9F5D0F855DE3536DB7A40C3E1C55946B50D3F556F4A35285066A0CD6F

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "Paiements via le Chrome.Web.Store".. },.. "app_name":{.. "message": "Paiements via le Chrome.Web.Store".. },..
"craw_app_unavailable™: {..  "message": "Application indisponible pour le moment.".. },.. "craw_connect_to_network™ {.. = "message": "Veuillez vous connecter . un
rseau.".. },.. "iap_unavailable™ {..  "message": "Les paiements via |'application ne sont pas disponibles pour le moment.".. },.. "jwt_retrieve_failed": {..
"message": "The transaction could not be completed.”.. },.. "please_sign_in":{..  "message": "Veuillez vous connecter . Chrome.".. }.}..
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C:\Users\user\AppData\Local\Temp\scoped_dir2540 1047339833\CRX_INSTALL\ locales\hiimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 835

Entropy (8bit):  4.791154467711985

Encrypted: false

SSDEEP: 24:1HES07J0IWYp9vnCSVLP8Zp6CsOGAOBSLM:Wh7qgYplCMLUph1GiSLm

MDS5: E376D757C8FD66AC70A7D2D49760B94E

SHA1L: 1525C5B1312D409604F097768503298EC440CC4D

SHA-256: 8106D98C4F8DA16DB698444409558E29CC96735E188BFA303C333A5D99231C1D

SHA-512: 673F3F259AF2946E4F49BBED14A2A70D44BFI9FDA9OD7A71DC9172BA9B7B3C7F7062B16D29682B638D485B0520ED6FI9E7A735F28C7C719B539559005B69FA 7558

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "Chrome .. }.. "app_name":{.. "message": "Chrome ... .... M. },.. "craw_app_unavailable™: {.. = "messa
ge" " ".. },.. “"craw_connect_to_network": {.. = "message": ".. },.. ‘iap_unavailable™: {..  "message": "..-... "

"please_sign_in":{..  "message" .. Chrome ...

}.. jwt_retrieve_failed": {.  "message": "The transaction could not be completed

C:\Users\luser\AppData\Local\Temp\scoped_dir2540 1047339833\CRX_INSTALL\ locales\hrimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 618

Entropy (8bit): 4.56999230891419

Encrypted: false

SSDEEP: 12:1HEJGiimxmbZGGGiimxmbZ+WY pU340BOEuhoplO+dgcapZ08ZpU34GiiZrMrQphK: IHE4H4TH8WYpNjTta28ZpQVLPOSOGAOK

MD5: 8185D0490C86363602A137F9A261CC50

SHA1L: 5BD933B874441CEACB9201CCC941FF67BAEDEDCO

SHA-256: A2B2EC359A9DDIDCCCE02859CE1E738BD30FAA4A05F1DC522893FFDF722BBC15

SHA-512: D7629978FCO31EA5F716F9C1065FB2FEAB48C15F10CD68830DC966FA1002C03DDC7ACDE314C7D075F9F3A0A68552A6ACBCCDEE24CF20B6C3DD1BCEG562D0!
6E

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "Pla.anja u web-trgovini Chrome".. },.. "app_name": {..  "message": "Pla.anja u web-trgovini Chrome".. },.. “"craw

_app_unavailable™: "message": "Aplikacija trenuta.no nije dostupna.”.. },.. “craw_connect_to_network™: {.. = "message": "Pove.ite se s mre.om.".. },..
“iap_unavailable™: {.. ~ "message": "Pla.anje u aplikaciji trenuta.no nije dostupno.”.. },.. “jwt_retrieve_failed": {..  "message": “The transaction could not be comple
ted.".. }.. "please_sign_in":{..  "message": "Prijavite se na Chrome.".. }..}..

C:\Users\luser\AppData\Local\Temp\scoped_dir2540 1047339833\CRX_INSTALL\ locales\huimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 683

Entropy (8bit):  4.675370843321512

Encrypted: false

SSDEEP: 12:1HEJVIIGGVJIi+WYpU34Hpo90+dgMmfgijO8ZpU34Huo90030yZnLAOFTYBIAYm:1HEVrkSWYpQzTUg/8ZpwoXOGAOfYIAd

MD5: 85609CF8623582A8376C206556ED2131

SHA1L: 1E16EB70DB5E59BB684866FF3E3925C2DEF25A12

SHA-256: 32A249749F12ADB6A220BF9ADC272C7ES5D9AD5497A38B0086D961E3ABAL7FBC6E

SHA-512: 27883430865D3CFAGEDFESC6CE1442BD96150B5CE520CCF7D556A330CAA6392C712B47BD86F7350E174876BC681F6DEC94D1312402655B0AF90883A2899ECT78

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "Chrome Internetes .ruh.z Fizet.si rendszere".. },.. "app_name": {.. "message": "Chrome Internetes .ruh.z Fizet.sir
endszere".. },.. "craw_app_unavailable": {.. = "message": "Az alkalmaz.s jelenleg nem .rhet. el.".. },.. “"craw_connect_to_network": {.. = "message": "K.rj.k, csatlako
zzon egy h.l.zathoz.".. },. "iap_unavailable": {.. = "message": "Az alkalmaz.son bel.li fizet.s jelenleg nem .rhet. el.".. },.. "jwt_retrieve_failed": {.. = "message": "The
transaction could not be completed.”.. },.. "please_sign_in":{..  "message": "Jelentkezzen be a Chrome-ba.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir2540 1047339833\CRX_INSTALL\ localeslidimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 604

Entropy (8bit): 4.465685261172395

Encrypted: false

SSDEEP: 12:1HEJs25bGGs25b+WYpU340RBHAeSJ+dgkmO8ZpU34s22C/SzFAs030yZnLAOfTYR:1IHEBaA6WYpaHFH8ZptOYOGAOf2D
MD5: EAB2B946D1232AB98137E760954003AA
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C:\Users\user\AppData\Local\Temp\scoped_dir2540 1047339833\CRX_INSTALL\ localeslidimessages.json

SHA1L: 60BDC2937905B311D2C9844DF2D639D7ACIF7F67

SHA-256: C6E8800450602DEOF39FE9F6854472383813FB454BOSABAE7E25A9167CE004C3

SHA-512: 970FEC9A9EFOBAF7F693C4C5977F3B47914579C5B5414FCE9IDBB5E4574659A5BB9AD2DEOCC886B368F49C019785AF7D2D7FEB2F71341F039EADC399ED776CA
2

Malicious: false

Reputation: low

Preview:
{.. "app_description": {.. = "message": "Pembayaran Chrome Webstore".. }.. "app_name": {. "message": "Pembayaran Chrome Webstore".. },.. "cr
aw_app_unavailable™: {..  "message": "Aplikasi tidak tersedia saat ini.".. },.. "craw_connect_to_network": {.. = "message": "Sambungkan ke jaringan.".. },..
"iap_unavailable”: {..  "message": "Pembayaran Dalam Aplikasi saat ini tidak tersedia.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be co
mpleted.".. },.. "please_sign_in":{.. = "message": "Harap masuk ke Chrome.".. }.}..

C:\Users\luser\AppData\Local\Temp\scoped_dir2540_1047339833\CRX_INSTALL\ locales\itimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 603

Entropy (8bit):  4.479418964635223

Encrypted: false

SSDEEP: 12:1HEJsqd/bGGsqd/b+WYpU340cX4+dgUviO8ZpU34vq7030yZnLAOITYsD:1HEXd/aKd/6WY pZrv58ZpskOGAOfzD

MD5: A328EEF5E841E0C72D3CD7366899C5C8

SHA1L: 2851ED658385804E87911643F5A4200B1FB26E13

SHA-256: CD891C45F7586FB4A2514205A11F260E4A6D4482FA03D901909DDIF57BE0536D

SHA-512: E47297896E981774EC3B59D41B89D6BA9333F6B4435EB9727D8645A46B10C7D408ADE06844871FA757382FBE7E645276449DB7B1B23BC59C9A71A5CB5A5ECCS

Malicious: false

Reputation: low

Preview:
{.. "app_description": {.. = "message": "Pagamenti Chrome Web Store".. },.. "app_name™ {.. = "message": "Pagamenti Chrome Web Store".. },.. “craw_app_una
vailable™: {..  "message": "App al momento non disponibile.”.. },.. “craw_connect_to_network™ {..  "message": "Collegati a unarete.".. },.. "iap_unavailable": {..
"message": "La funzione Pagamenti In-App non . al momento disponibile.".. },.. "jwt_retrieve_failed": {..  "message": "The transaction could not be completed.".. },..
"please_sign_in": {..  "message": "Accedia Chrome.".. }.}..

C:\Users\luser\AppData\Local\Temp\scoped_dir2540 1047339833\CRX_INSTALL\ locales\jaimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 697

Entropy (8bit):  5.20469020877498

Encrypted: false

SSDEEP: 12:1HEJO7uGGO7u+WYpU34DB+dgnsVztO8ZpU34MwiB030yZnLAOFTYmSH: 1HEcnDNWY p1lkxU8Zp2wigOGAOfpSH

MD5: 9B3A5D473C3F2BBFAEECE94A07A940B8

SHA1L: 61BACA342CF766BBA15C7B4D892A0E7DACI9405AA

SHA-256: 706312A4A2AEF3317223F141EB2B82685345B7EED444F16BB4DF3A272716DA1F

SHA-512: 94F6FEE9A11BD890AB8211C98D1CC142348961EBCF756F66477A3E3A76519804B70BEOAE4E551739F8AFE32D7ADEGEDEO4EF6BIBOEEDO3E3A857E6058EEDDA
C6

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "Chrome ........ ".. }.. "app_name":{.. "message": "Chrome ........ “craw_app_unavailable": {.  "message": "
....... ".. }.. “"craw_connect_to_network": {.. = "message" "............".. }.. “lap_unavailable™: {.. = "message": "................". }.. "jwt_retrieve_failed" {..
"message": "The transaction could not be completed.".. },.. "please_sign_in":{.. = "message": "Chrome ............ R

C:\Users\user\AppDatal\Local\Temp\scoped_dir2540 1047339833\CRX_INSTALL\ locales\koimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 631

Entropy (8bit):  5.160315577642469

Encrypted: false

SSDEEP: 12:1HEJ1GG1+WYpU34K3aT+dgh8dOHTO8ZpU34KaNkaT030yZnLAOFTY/YeHx:1HEajWY pc3aSI0Hq8ZpckasOGAOfy YA

MD5: 9F6B4D82A70C74CA751E2EAE7OFABSCF

SHAL: 0534F125FFCE8222277CF2BE3401C59DAF9217F8

SHA-256: D1467B8D037114403E8FAEFC52E88C4A7FEB96126BE4ACFF883FEFF1084EF7EGS

SHA-512: ED9319830314385D09C06F62EE34186E8CA576C857981205E4468A28B3ACD2AB03384E77B866032C324ABDD97A56EFDOSE2DEEOC79D563578B3EC52517819BD¢

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Temp\scoped_dir2540 1047339833\CRX_INSTALL\ locales\ko\messages.json

Preview:
{.. "app_description":{..  "message": "Chrome . .....".. }.. "app_name":{.. "message": "Chrome......".. },.. "craw_app_unavailable":{.. = "message": "........
..... ".. }.. "craw_connect_to_network™: {.. : }.. iap_unavailable™: {..  "message":"..............".. }.. "jwt_retrieve_failed": {. "
message": "The transaction could not be completed.".. },.. "please_sign_in":{..  "message": "Chrome. ....... R

C:\Users\user\AppData\Local\Temp\scoped_dir2540_1047339833\CRX_INSTALL\_locales\lt\imessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 665

Entropy (8bit):  4.66839186029557

Encrypted: false

SSDEEP: 12:1HEJpgHNKGGpgHNk+WYpU346M+dgV608ZpU34WzSWz030yZnLAOFTYx:1HELqHtKgHPWYpM3A8ZpwGzOGAOfg

MD5: 4CAB44F875606986A9898D04BDAE3EAS

SHA1L: 722A10569E93975129D67FBDB75B537D9D622AD1

SHA-256: 7C311AB751D840D750C11553C083785813E079C1D464FE568A98CIE3EF3DBI6C

SHA-512: E575E3D0622F5BD4B6COEE79128A1B1F1882195670139D1983F4377D847141B8FB8EBB8BCED82AF3A220ED07D3577AFBE085BADCOEIC7678292B80E3EC5D344
4

Malicious: false

Reputation: low

Preview:
{.. "app_description": {.. = "message": ".Chrome. internetin.s parduotuv.s mok.jimo sistema".. }.. "app_name": {.. "message": ".Chrome. internetin.s parduotuv.s
mok.jimo sistema”.. },.. "craw_app_unavailable": {..  "message": "Programa .iuo metu negalima.”.. },.. “craw_connect_to_network™ {.. = "message": "Prisijunkite
prie tinklo.".. },.. “iap_unavailable™: {..  "message": "Mok.jimai programoje .iuo metu negalimi.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could
not be completed.”.. },.. "please_sign_in":{.. = "message": "Prisijunkite prie .Chrome..".. }..}..

C:\Users\luser\AppData\Local\Temp\scoped_dir2540 1047339833\CRX_INSTALL\ locales\lvimessages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 671

Entropy (8bit):  4.631774066483956

Encrypted: false

SSDEEP: 12:1HEJFhVbGGFhVb+WYpU34wDoz+dgGedBO8ZpU34wF030yZnLAOfTYGYID:1IHENQKKWYp2Doy/em8Zp2WOGAOfRYID

MD5: C5CE2C51391EAFD3DA9E4CT71549A3C28

SHA1L: 1F67FF6EF6E9O0COCE3AAFS6EDS543A3EFD381574D

SHA-256: 1FA1DF2CA8516DEF490FB8484E9AA498ACFF80EEFS5C9258FFE42D3678E6C7DED

SHA-512: C85F6281E682F52BC2147DEA7E2F3BB4DC48D98BADA8687B05C6C7271C78EATF5431CD51671A4184C9AE004FC53C016E3C594697F483195CCBAO8A93821EEF

Malicious: false

Reputation: low

Preview:
{.. "app_description": {..  "message": "Chrome interneta veikala maks.jumu sistma“.. },.. “"app_name": {..  “message": "Chrome interneta veikala maks.jumu s
ist.ma".. },.. “"craw_app_unavailable™: {.. = "message": "Lietotne pagaid.m nav pieejama.”.. },.. “craw_connect_to_network™ {.. = "message": "L.dzu, izveidojiet
savienojumu ar t.klu.".. },.. “iap_unavailable": {..  "message": "Maks.jumi lietotn.s pa.laik nav pieejami.".. },.. "jwt_retrieve_failed": {.. = "message": "The transacti
on could not be completed.”.. },.. "please_sign_in":{..  "message": "L.dzu, pierakstieties p.rL.k. Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir2540 1047339833\CRX_INSTALL\ locales\nb\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 624

Entropy (8bit):  4.555032032637389

Encrypted: false

SSDEEP: 12:1HEJhIOGGhIO+WYpU340HSN+dgFjdGFZ08ZpU34JgdN030yZnLAOFTYiD:1HEDIHIitWYpCYJ8ZpD1OGAOFRD

MD5: 93C459A23BC6953FF744C35920CD2AF9

SHAL: 162F884972103A08ADB616A7EB3598431A2924C5

SHA-256: 2CD700AEB57D89C2E73333D0702556EE3FF3863516170F85669BC680FCBDCA4EQ

SHA-512: F76E6E8D8499306883C3EC1E774F7E8BB6B601096DA5A14D17D3E7D5732829542041E42B7350466589291ADCC83FB065FD591B4E20CFCF8EDC586E128ECBFCE

Malicious: false

Reputation: low

Preview:
{.. "app_description":{..  "message": "Chrome Nettmarked-betalinger".. },.. "app_name" {. "message": "Chrome Nettmarked-betalinger".. },.. "craw_app
_unavailable™ {..  "message": "Appen er utilgjengelig for .yeblikket.".. },.. "craw_connect_to_network™ {..  "message": "Du m. koble til et nettverk.".. }.. “iap
_unavailable™ {..  "message": "Betaling i app er ikke tilgjengelig for .yeblikket.".. },.. "jwt_retrieve_failed": {.. =~ "message": "The transaction could not be completed."..
}.. "please_sign_in":{..  "message": "Du m. logge p. Chrome.".. }..}..
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Static File Info

No static file info

Network Behavior

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp

Jul 22, 2021 11:18:28.355602026 CEST

Jul 22, 2021 11:18:28.356945992 CEST

Jul 22, 2021 11:18:28.370503902 CEST

Jul 22, 2021 11:18:29.877855062 CEST

Jul 22, 2021 11:18:38.129635096 CEST

DNS Answers

Timestamp Source IP

Jul 22, 2021
11:18:28.415431023
CEST

Jul 22, 2021
11:18:28.415431023
CEST

Jul 22, 2021
11:18:28.417959929
CEST

Jul 22, 2021
11:18:28.430551052
CEST

Jul 22, 2021
11:18:30.251316071
CEST

Jul 22, 2021
11:18:38.186476946
CEST

Jul 22, 2021
11:18:38.186476946
CEST

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Code Manipulations

Statistics

Copyright Joe Security LLC 2021

Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID
0x692c

0x692c

0x333e

Oxe95a

0x8e9e

0x6864

0x6864

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

0x692c

0x333e

Oxe95a

0x8e%e

0x6864

Name

clients2.g
oogle.com

clients.l.
google.com

accounts.g
oogle.com

olrdyskiyq
Itcvm.coll

ndamfax.com

fax2email.
moveyourbo
dy.com.au

clients2.g
oogleuserc
ontent.com

googlehost
ed.l.googl
euserconte
nt.com

OP Code Name
Standard query  clients2.g
(0) oogle.com
Standard query  accounts.g
0) oogle.com
Standard query  olrdyskiyq
0) Itcvm.coll

ndamfax.com

Standard query  fax2email.
0) moveyourbo
dy.com.au
Standard query  clients2.g
0) oogleuserc
ontent.com
CName Address

clients.l.google.com

googlehosted.l.googleuse
rcontent.com

142.250.203.110

172.217.168.45

27.121.68.114

182.160.154.94

142.250.203.97

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class
IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)
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Behavior

\=f' Click to jump to process

System Behavior

Analysis Process: chrome.exe PID: 2540 Parent PID: 1004

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

11:18:24

22/07/2021

C:\Program Files\Google\Chrome\Application\chrome.exe
false

'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automat
ion ‘https://olrdyskiygltcvm.colindamfax.com/ezthijgho/Y XJub2xkLmdydWJlckBydnMuY XQ="

0x7ff77b960000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

Reputation: low
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Analysis Process: chrome.exe PID: 4720 Parent PID: 2540

General

Start time: 11:18:25

Start date: 22/07/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Disassembly

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1568,12725805788268941494,2024
101114354921593,131072 --lang=en-US --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1684 /prefetch:8

0x7ff77b960000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

low

Show Windows behavior
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