
ID: 452690
Cookbook: browseurl.jbs
Time: 18:08:09
Date: 22/07/2021
Version: 33.0.0 White Diamond
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Windows Analysis Report https://msdocs1.doodlekit.com/…

Overview

General Information

Sample URL: https://msdocs1.doo
dlekit.com/

Analysis ID: 452690

Infos:

Most interesting Screenshot:

Detection

HTMLPhisherHTMLPhisher

Score: 56

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for subAntivirus / Scanner detection for sub……

Yara detected HtmlPhish29

Yara detected HtmlPhish29

Yara detected HtmlPhish29

Yara detected HtmlPhish29

Yara detected HtmlPhish29

Yara detected HtmlPhish29

Yara detected HtmlPhish29Yara detected HtmlPhish29

Found iframes

Found iframes

Found iframes

Found iframes

Found iframes

Found iframes

Found iframesFound iframes

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of HTML body contains low number of ……

HTML title does not match URL

HTML title does not match URL

HTML title does not match URL

HTML title does not match URL

HTML title does not match URL

HTML title does not match URL

HTML title does not match URLHTML title does not match URL

Unusual large HTML page

Unusual large HTML page

Unusual large HTML page

Unusual large HTML page

Unusual large HTML page

Unusual large HTML page

Unusual large HTML pageUnusual large HTML page

Classification

Malware Configuration

Yara Overview

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 5344 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automation 'https://msdocs1.doodlekit.com/' MD5: 

C139654B5C1438A95B321BB01AD63EF6)
chrome.exe (PID: 1836 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1504,1969415893069877256,17235170316807048049,131072 --lang=en-GB --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1
788 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 5340 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=audio.mojom.AudioService --field-trial-handle=1504

,1969415893069877256,17235170316807048049,131072 --lang=en-GB --service-sandbox-type=audio --enable-audio-service-sandbox --mojo-platform-channel-handle=3008 /p
refetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 5724 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=video_capture.mojom.VideoCaptureService --field-tr

ial-handle=1504,1969415893069877256,17235170316807048049,131072 --lang=en-GB --service-sandbox-type=video_capture --enable-audio-service-sandbox --mojo-platform-
channel-handle=3568 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

cleanup

No configs have been found

No yara matches

Process Tree
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Click to jump to signature section

AV Detection:

Antivirus / Scanner detection for submitted sample

Phishing:

Yara detected HtmlPhish29

Mitre Att&ck Matrix

Initial Access Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and
Control

Network
Effects

Remote
Service
Effects

Drive-by
Compromise 1

Windows
Management
Instrumentation

Path
Interception

Process
Injection 1

Masquerading 1 OS
Credential
Dumping

System
Service
Discovery

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 2

Eavesdrop on
Insecure
Network
Communication

Remotely
Track Device
Without
Authorization

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or
Logon
Initialization
Scripts

Process
Injection 1

LSASS
Memory

Application
Window
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Non-
Application
Layer
Protocol 2

Exploit SS7 to
Redirect Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorization

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon
Script
(Windows)

Obfuscated Files
or Information

Security
Account
Manager

Query
Registry

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Application
Layer
Protocol 3

Exploit SS7 to
Track Device
Location

Obtain
Device
Cloud
Backups

Local Accounts At (Windows) Logon Script
(Mac)

Logon
Script
(Mac)

Binary Padding NTDS System
Network
Configuration
Discovery

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Ingress
Tool
Transfer 1

SIM Card
Swap

Behavior Graph
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Behavior Graph
ID: 452690

URL: https://msdocs1.doodlekit.com/

Startdate: 22/07/2021

Architecture: WINDOWS

Score: 56

www.google.com www.doodlekit.com 20 other IPs or domains

Antivirus / Scanner
detection for submitted

sample
Yara detected HtmlPhish29

chrome.exe

14 501

        started       

192.168.2.1

unknown

unknown

192.168.2.4, 443, 49683, 49684

unknown

unknown

239.255.255.250

unknown

Reserved

chrome.exe

172

        started       

chrome.exe

        started       

chrome.exe

1 6

        started       

twitter.com

104.244.42.1, 443, 49917, 49918

TWITTERUS

United States

t.co

104.244.42.133, 443, 49927

TWITTERUS

United States

70 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

https://msdocs1.doodlekit.com/ 0% Avira URL Cloud safe

https://msdocs1.doodlekit.com/ 100% SlashNext Fake Login Page 
type: Phishing & 
Social Engineering

No Antivirus matches

No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

react-dnd.github.io/react-dnd/docs/api/drag-layer 0% Avira URL Cloud safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs
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https://dwo3ckksxlb0v.cloudfront.net; 0% Avira URL Cloud safe

https://www.pinterest.comh 0% Avira URL Cloud safe

https://imgix.revue.co; 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

gstaticadssl.l.google.com 172.217.168.3 true false high

api.autopilothq.com 198.61.165.71 true false high

d3gqux9sl0z33u.cloudfront.net 143.204.14.186 true false high

tpop-api.twitter.com 104.244.42.2 true false high

rum-static.pingdom.net 104.20.20.239 true false unknown

kmccs-201209-cert-2056600847.us-east-
1.elb.amazonaws.com

204.236.238.69 true false high

scontent.xx.fbcdn.net 157.240.20.19 true false high

t.co 104.244.42.133 true false high

twimg.twitter.map.fastly.net 199.232.136.159 true false unknown

doodlekit.com 3.223.63.54 true false high

facebook.com 157.240.223.35 true false high

www.google.com 172.217.168.68 true false high

www.doodlekit.com 3.223.63.54 true false high

cs510.wpc.edgecastcdn.net 152.199.21.141 true false high

star-mini.c10r.facebook.com 157.240.17.35 true false high

pinterest.com 151.101.64.84 true false high

twitter.com 104.244.42.1 true false high

google.com 216.58.215.238 true false high

accounts.google.com 172.217.168.45 true false high

stats.l.doubleclick.net 108.177.126.155 true false high

plus.google.com 172.217.168.14 true false high

www-google-analytics.l.google.com 216.58.215.238 true false high

msdocs1.doodlekit.com 3.223.63.54 true false high

s3-w.us-east-1.amazonaws.com 52.217.172.137 true false high

doug1izaerwt3.cloudfront.net 13.226.163.186 true false high

prod-dem-collector-elb-611025824.eu-west-
1.elb.amazonaws.com

34.253.150.6 true false high

www3.l.google.com 142.250.203.110 true false high

play.google.com 172.217.168.78 true false high

dualstack.pinterest.map.fastly.net 151.101.112.84 true false unknown

abs-zero.twimg.com 104.244.43.131 true false high

cs1404.wpc.epsiloncdn.net 152.199.21.118 true false unknown

clients.l.google.com 142.250.186.46 true false high

trc-1505028960.us-east-1.elb.amazonaws.com 3.214.31.165 true false high

googlehosted.l.googleusercontent.com 142.250.203.97 true false high

cs189.wpc.edgecastcdn.net 68.232.34.217 true false high

onedrive.gimatbirikimr.com unknown unknown false unknown

abs.twimg.com unknown unknown false high

v.pinimg.com unknown unknown false high

abs-0.twimg.com unknown unknown false high

api.twitter.com unknown unknown false high

stats.g.doubleclick.net unknown unknown false high

clients2.googleusercontent.com unknown unknown false high

clients2.google.com unknown unknown false high

code.jquery.com unknown unknown false high

dk-media.s3.amazonaws.com unknown unknown false high

onedrive.jimukgremen.com unknown unknown false unknown

video.twimg.com unknown unknown false high

trc.kissmetrics.com unknown unknown false high

i.pinimg.com unknown unknown false high

www.facebook.com unknown unknown false high

media-exp3.licdn.com unknown unknown false high

Domains and IPs

Contacted Domains
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pbs.twimg.com unknown unknown false high

www.linkedin.com unknown unknown false high

rum-collector-2.pingdom.net unknown unknown false unknown

static-exp1.licdn.com unknown unknown false high

connect.facebook.net unknown unknown false high

static.xx.fbcdn.net unknown unknown false high

i.kissmetrics.com unknown unknown false high

accounts.youtube.com unknown unknown false high

s.pinimg.com unknown unknown false high

media-exp1.licdn.com unknown unknown false high

www.pinterest.com unknown unknown false high

staticxx.facebook.com unknown unknown false high

Name IP Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

https://accounts.google.com/gsi/button?
size=large&shape=pill&text=continue_with&theme=outline&width=268px&client_id=69450569
2171-
31closf3bcmlt59aeulg2j81ej68j6hk.apps.googleusercontent.com&iframe_id=gsi_197109_7533
25&as=vlI1mfcxvt7P8SH24Rat5w

false high

IP Domain Country Flag ASN ASN Name Malicious

199.232.136.159 twimg.twitter.map.fastly.net United States 54113 FASTLYUS false

152.199.21.118 cs1404.wpc.epsiloncdn.net United States 15133 EDGECASTUS false

216.58.215.238 google.com United States 15169 GOOGLEUS false

204.236.238.69 kmccs-201209-cert-
2056600847.us-east-
1.elb.amazonaws.com

United States 14618 AMAZON-AESUS false

157.240.17.35 star-
mini.c10r.facebook.com

United States 32934 FACEBOOKUS false

68.232.34.217 cs189.wpc.edgecastcdn.ne
t

United States 15133 EDGECASTUS false

172.217.168.45 accounts.google.com United States 15169 GOOGLEUS false

142.250.203.97 googlehosted.l.googleuser
content.com

United States 15169 GOOGLEUS false

108.177.126.155 stats.l.doubleclick.net United States 15169 GOOGLEUS false

13.226.163.186 doug1izaerwt3.cloudfront.n
et

United States 16509 AMAZON-02US false

104.244.43.131 abs-zero.twimg.com United States 54113 FASTLYUS false

104.244.42.133 t.co United States 13414 TWITTERUS false

3.214.31.165 trc-1505028960.us-east-
1.elb.amazonaws.com

United States 14618 AMAZON-AESUS false

157.240.20.19 scontent.xx.fbcdn.net United States 32934 FACEBOOKUS false

172.217.168.14 plus.google.com United States 15169 GOOGLEUS false

239.255.255.250 unknown Reserved unknown unknown false

151.101.112.84 dualstack.pinterest.map.fa
stly.net

United States 54113 FASTLYUS false

3.223.63.54 doodlekit.com United States 14618 AMAZON-AESUS false

142.250.186.46 clients.l.google.com United States 15169 GOOGLEUS false

34.253.150.6 prod-dem-collector-elb-
611025824.eu-west-
1.elb.amazonaws.com

United States 16509 AMAZON-02US false

151.101.64.84 pinterest.com United States 54113 FASTLYUS false

142.250.203.110 www3.l.google.com United States 15169 GOOGLEUS false

172.217.168.68 www.google.com United States 15169 GOOGLEUS false

157.240.17.15 unknown United States 32934 FACEBOOKUS false

172.217.168.3 gstaticadssl.l.google.com United States 15169 GOOGLEUS false

104.20.20.239 rum-static.pingdom.net United States 13335 CLOUDFLARENETUS false

152.199.21.141 cs510.wpc.edgecastcdn.ne
t

United States 15133 EDGECASTUS false

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public
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General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 452690

Start date: 22.07.2021

Start time: 18:08:09

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 9m 3s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://msdocs1.doodlekit.com/

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

10

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal56.phis.win@53/625@62/37

Cookbook Comments: Adjust boot time
Enable AMSI
Browse: https://onedrive.gimatbirikimr.com/
Browse: https://onedrive.jimukgremen.com/
Browse: http://doodlekit.com/
Browse: http://www.doodlekit.com/
Browse: http://facebook.com/doodlekit
Browse: https://twitter.com/Doodlekit
Browse: https://plus.google.com/103914510058806742633
Browse: http://www.linkedin.com/company/doodlekit
Browse: http://pinterest.com/doodlekit

Warnings:

52.217.172.137 s3-w.us-east-
1.amazonaws.com

United States 16509 AMAZON-02US false

104.244.42.1 twitter.com United States 13414 TWITTERUS false

104.244.42.2 tpop-api.twitter.com United States 13414 TWITTERUS false

157.240.223.35 facebook.com United States 32934 FACEBOOKUS false

172.217.168.78 play.google.com United States 15169 GOOGLEUS false

143.204.14.186 d3gqux9sl0z33u.cloudfront
.net

United States 16509 AMAZON-02US false

198.61.165.71 api.autopilothq.com United States 19994 RACKSPACEUS false

IP Domain Country Flag ASN ASN Name Malicious

IP

192.168.2.1

192.168.2.4

127.0.0.1

Private

Show All

Simulations

Behavior and APIs
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Time Type Description

18:09:16 API Interceptor 2x Sleep call for process: chrome.exe modified

No context

No context

No context

No context

No context

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\77EC63BDA74BD0D0E0426DC8F8008506

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Microsoft Cabinet archive data, 61020 bytes, 1 file

Category: dropped

Size (bytes): 122040

Entropy (8bit): 7.994886945086499

Encrypted: true

SSDEEP: 3072:0tdeYPiuWAVtlLBGbtdeYPiuWAVtlLBGm:0rec7VDBGbrec7VDBGm

MD5: 516136E560C1392A28EDFA1A957050D7

SHA1: BBDF208E48EFC052D332255EF84184BFC946BF5F

SHA-256: 4F812F7C8163C50FE75F441AC6797E18D02B8B66895BC94D0E1153FE24FADEFE

SHA-512: 8F25750E9014F7576E5C81E1A3DE605BB29839A38F0E60D58AB79E034ED1847D9E88A427A834BCA95BF7C4627197AC1194D5A487E0D5E5F88B95E46C4574A425

Malicious: false

Reputation: low

Preview:
MSCF....\.......,...................I........l.........R.q .authroot.stl.N....5..CK..8T....c_.d....A.K....=.D.eWI..r."Y...."i..,.=.l.D.....3...3WW.......y...9..w..D.yM10....`.0.e.._.'..a0xN....)F.C..t
.z.,.O20.1``L.....m?H..C..X>Oc..q.....%.!^v%<...O...-..@/.......H.J.W...... T...Fp..2.|$....._Y..Y`&..s.1........s.{..,.":o}9.......%._.xW*S.K..4"9......q.G:.........a.H.y.. ..r...q./6.p.;.`
=*.Dwj......!......s).B..y.......A.!W.........D!s0..!"X...l.....D0...........Ba...Z.0.o..l.3.v..W1F hSp.S)@.....'Z..QW...G...G.G.y+.x...aa`.3..X&4E..N...._O..<X.......K...xm..+M...O.H...)...
.......*..o..~4.6.......p.`Bt.(..*V.N.!.p.C>..%.ySXY.>.`..f|.*...'^K`\..e......j/..|..)..&i...wEj.w...o..r<.$.....C.....}.x...L..&..).r..\...>....v........7...^..L!.$..'m...*,*.....7F$..~..S.6$S.-y....|.!.....x
...~k...Q/.w.e...h.[...9<x...Q.x.][}*_%Z..K.).3..'....M.6QkJ.N........Y..Q.n.[.(.... ...Bg..33..[...S..[... .Z..<i.-.]...po.k.,...X6......y3^.t[.Dw.]ts. R..L..`..ut_F....

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\77EC63BDA74BD0D0E0426DC8F8008506
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 652

Entropy (8bit): 3.1514753837669307

Encrypted: false

SSDEEP: 12:fG5kPlE99SNxAhUe0eRG5kPlE99SNxAhUe0et:fG5kPcUQUfeRG5kPcUQUfet

MD5: AE2CD4A865921E3577D6F108D12AD76A

SHA1: 6C5865D26A1811FA3D6F9991E1C549AEEB01FCF4

SHA-256: 2015D3FF473CDA9505A8B087315091B336250081E83F7F141A4AC03F70DD9A3C

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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SHA-512: A804583B3C3FD6C75E113BB09089CD4E0E8D08D0380C755239AD9E7890E75681E034B9F9D70C96A626CB6F53A4F515702C37F7DEA56FFDC3A141743FB232BD1C

Malicious: false

Reputation: low

Preview:
p...... ................(....................................................... .........T'._......$...........\...h.t.t.p.:././.c.t.l.d.l...w.i.n.d.o.w.s.u.p.d.a.t.e...c.o.m./.m.s.d.o.w.n.l.o.a.d./.u.p.d.a.t.e./.v.3./.s.t.a.t.i.
c./.t.r.u.s.t.e.d.r./.e.n./.a.u.t.h.r.o.o.t.s.t.l...c.a.b...".0.d.6.5.4.2.7.7.5.f.d.7.1.:.0."...p...... .........9......(....................................................... .........T'._......$...........\...h.t.t.p.:././.c.t.
l.d.l...w.i.n.d.o.w.s.u.p.d.a.t.e...c.o.m./.m.s.d.o.w.n.l.o.a.d./.u.p.d.a.t.e./.v.3./.s.t.a.t.i.c./.t.r.u.s.t.e.d.r./.e.n./.a.u.t.h.r.o.o.t.s.t.l...c.a.b...".0.d.6.5.4.2.7.7.5.f.d.7.1.:.0."...

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\77EC63BDA74BD0D0E0426DC8F8008506

C:\Users\user\AppData\Local\Google\Chrome\User Data\00024554-1327-4ec8-90b2-7c5ff5ca5044.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 95428

Entropy (8bit): 3.7476192857669477

Encrypted: false

SSDEEP: 384:dbIH3tKQlWRtVW8LCNjr4v/V3QvBQHJMGUTre53PxIBtNMrW7mmyM6l7nbwOBh/W:JSKVVqtsYUejjdRUnbOlKLlnhY

MD5: E34D6BE740E97124FB025DBDB90B0B7A

SHA1: C02CCACAD987BA3228AB6A05AB13599E92C52888

SHA-256: F54547908001239AEFEE2F598CD9BCD4B06C911C9F79F05018E40B72F1B16FCB

SHA-512: B4A122F16B5BBABFE1655140DC5D9ABFAC3F8488E5631931370BD0CE70270EB60031A0D22A024AA7456B6AD8CF12682B2A09C754D4254E006CB9B8666A836989

Malicious: false

Reputation: low

Preview:
.t..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e.1.6.\....
...g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0.0.0.....*
...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...p@8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

C:\Users\user\AppData\Local\Google\Chrome\User Data\91dac75f-3008-4bbf-a0a0-b4622794bbb2.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SysEx File -

Category: dropped

Size (bytes): 94708

Entropy (8bit): 3.7475162416628858

Encrypted: false

SSDEEP: 384:tbIH3tKQlWRtVW8LCNjr4v/V3QvBQHJMGUTre53PxIBtNMrW7mmx6l7nbwOBh/No:5SKVVqtQYUejjdRUnbOlKLlnhw

MD5: BF18CFCA14185382D71064C578F8FF5F

SHA1: F1A7503CA86AAEC449CAEDF29610B6C859B1569D

SHA-256: 7DB4F97AC1938DA88F339FAB86E5B8099D9F1B2466B112D196E803B9016C092F

SHA-512: 781E65ED06ACF3F1D65018D8FC567F96DE837589009428AC07D3EAE0E17A09A2EA8614BBD0B1DDD5F1C97E1A4AD430839DD589973654AA8B2722FCCEDECAC4
CD

Malicious: false

Reputation: low

Preview:
.q..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...p@8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 120

Entropy (8bit): 3.3041625260016576

Encrypted: false

SSDEEP: 3:FkXwgs0oRL6twgs0oRL6twgs0oRLn:+taRL+taRL+taRLn

MD5: E6C1693D9F0F6B6E878D098FBFD4C92A

SHA1: D9D2708143B4A3BA5D14DFED59DCB6B88DF172D9

SHA-256: E9DA6B8F6549D084D8740EB4C25755989B057EBF4F36B5E526F34DFFAB7500CF

SHA-512: 19B28BFE66708B294AB033C2F87D219E1C29D4F9363AC92E89B9406F6E2ACB13AD5DF73DD7E163D1ADEC0AF89C42DA112AE153EB23378EC29302F91192B7C5A
9

Malicious: false

Reputation: low
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Preview:
sdPC.....................UO..E.D.Q.o....sdPC.....................UO..E.D.Q.o....sdPC.....................UO..E.D.Q.o....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\08b45a2b-7281-4d76-809b-169a78850494.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1041

Entropy (8bit): 5.563459726928096

Encrypted: false

SSDEEP: 24:Ym6H0UhsStnG1KU3Xzkq/HeUe8zUeE7wUxcRUeiQ:Ym6UUhBCKU3YqPeUekUeSwUxAUeP

MD5: 06F8A29D46113ED85248D84C2131C3A8

SHA1: 398500184E02D535646652164D49255A7B5939C9

SHA-256: F80041C6A09E8F339CFCE03B144B334EFC5F34413AD7641597B91D9787CF2DB3

SHA-512: B76DB5A4C9EB06138AB8BC3185E20766103FC1FE1585904A8DE78471CE58FB59346A3A9121ED1068878A83EA4B2F10B289911CFBA609466A35A7DD6BB49F82AF

Malicious: false

Reputation: low

Preview:
{"expect_ct":[],"sts":[{"expiry":1632986995.029294,"host":"OuKlWsMW1dkkbI1X/oi6o0Y95ZNSWnSoeaIXAEYPlv4=","mode":"force-https","sts_include_subdomains"
:true,"sts_observed":1601450995.029298},{"expiry":1658506154.901039,"host":"nAuqgR4iEWti7SOdT3UHPl6rmZU/DeaIm38P2O2OkgA=","mode":"force-https","sts_in
clude_subdomains":false,"sts_observed":1626970154.901045},{"expiry":1632987007.31909,"host":"0J7rAWV0ouCFYJ9XrkDiKnAO1SshXJmLJE1SS3V8kDM=","
mode":"force-https","sts_include_subdomains":false,"sts_observed":1601451007.319093},{"expiry":1632987013.78633,"host":"5EdUoB7YUY9zZV+2DkgVXgho8WUvp+
D+6KpeUOhNQIM=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601451013.786337},{"expiry":1658506141.891902,"host":"8/RrMmQlCD2G
sp14wUCE1P8r7B2C5+yE0+g79IPyRsc=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1626970141.891909},{"expiry":1632986995.164829,"h
ost":"+ccWXqaoHJ9hfuXbleKV6FQUrBlyXAJ31BdqjNQJpHs=","mode":"force-https","sts_include_subdomains":false,"sts_o

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\1bc59be7-f7f4-48cb-acba-553feaad0ce0.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3473

Entropy (8bit): 4.884843136744451

Encrypted: false

SSDEEP: 96:6FGX0G70GhIGpyGzRDYLiEHYDBKGzUGaCGjHGESHG/OG6mhM:6Fe0i0sIIyGzRDYLiEHYDBKSUpCQHrSP

MD5: 494384A177157C36E9017D1FFB39F0BF

SHA1: CE5D9754A70CD84CEE77C9180DB92C69715BE105

SHA-256: 07CF0A5189FAD30A4AA721F4F6DA1B15100991115833EACFA1E2DC84A1B54337

SHA-512: BFB80EEC0C0B5D9E487047703BE49826321A4D249422E0C81E978E6C8A310F41C7B4B8F849229BA87484FDF4831DD6A98FF994D0FDA5CE3D341CE615C15F2F1C

Malicious: false

Reputation: low

Preview:
{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248516607497410","port":443,"protocol_str":"quic"}],"isolation":
[],"network_stats":{"srtt":27387},"server":"https://www.gstatic.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324851660
7334226","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":34287},"server":"https://ssl.gstatic.com","supports_spdy":true},{"alternative_service":[{"adverti
sed_versions":[],"expiration":"13248516607463627","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31787},"server":"https://fonts.gstatic.com","s
upports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248516607318875","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{
"srtt":23359},"server":"https://apis.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\1cb93bc2-e8f7-43e0-a4c5-bb774ba989a3.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2883

Entropy (8bit): 5.603949458020258

Encrypted: false

SSDEEP: 48:YhFU+PLUzeUcxm6UUhpEUOCyU3Uq8zxeU2CKU3g5lUcBsmUTeU9qPeUekUerUjwL:6UOLUzeUcx7UUMUryU3UqSYUjKU3uUcH

MD5: FE544D494CC1A0CF89B373AF535BC9A6

SHA1: 3BCBF4FDE25DD146C6AC70ADD0D263AC7E742AD7

SHA-256: CB1F1A9203EAC91C1A1C4C763FF1B41A98C1CD8AFA71BDEAC6D92323B0021F2F

SHA-512: 87D2BD3AAE956ED1EC1A243C5881AEF6EC4F27B11A11D47C01F4A5A332A5806089F5E00FD5D6DFE5BAAF2835429E349D65E3708CFABC3ABB953FA936536B8E
94

Malicious: false

Reputation: low

Preview:
{"expect_ct":[],"sts":[{"expiry":1658506252.702119,"host":"AYn/0RUuCA+dtfJ8evM2C7EY0gUuiaPUwyQjHng621k=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1626970252.702128},{"expiry":1658506239.929513,"host":"I/1WWzGC3ORCzIiApYPQWeHZLoi50Q2mdlTs65nBysI=","mode":"force-https","sts_i
nclude_subdomains":false,"sts_observed":1626970239.929523},{"expiry":1637856622.395449,"host":"LAZkYS46RVRcFiZAzmUJrz6TJHBd4nwE6VxPWfPLYHs="
,"mode":"force-https","sts_include_subdomains":true,"sts_observed":1626970222.395455},{"expiry":1632986995.029294,"host":"OuKlWsMW1dkkbI1X/oi6o0Y95ZNS
WnSoeaIXAEYPlv4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1601450995.029298},{"expiry":1642522234.038245,"host":"TZmujbl93Yt
3JI8wZ4X/zjkA0WFNGNW44A+o7h4YyHw=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1626970234.038259},{"expiry":1658506250.267418,"
host":"df0sSkr4gOg4VK8d/NNTAWFtAN/MjCgPCJ5ml+ucdZE=","mode":"force-https","sts_include_subdomains":false,"sts_
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\1cb93bc2-e8f7-43e0-a4c5-bb774ba989a3.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\273a9ea0-f0bf-4e46-8d40-c478108952f8.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1041

Entropy (8bit): 5.562792262598654

Encrypted: false

SSDEEP: 24:Ym6H0UhsSTG1KUeiXzkq/HeUe8zUeE7wUxcRUeiQ:Ym6UUhyKUeiYqPeUekUeSwUxAUeP

MD5: 6E302364C28BAB46A73B8CFD10F80093

SHA1: 04DDDB605C9D0D90F4E3593DC04587B2D762F662

SHA-256: 24E21490A8235C4E5443672A5865426D259DBD8A6CA3B0BD827DBB612BA5E1FA

SHA-512: A50AE54A05E965C6ACC3DE2EDA471ACC21FD2A0DF066D0ECE2DCF259BE8E0CD3575EC4B8A8F5A70942498EECEAE37DE60B7FF3BDF04CBC1B09F351197550
7F00

Malicious: false

Reputation: low

Preview:
{"expect_ct":[],"sts":[{"expiry":1632986995.029294,"host":"OuKlWsMW1dkkbI1X/oi6o0Y95ZNSWnSoeaIXAEYPlv4=","mode":"force-https","sts_include_subdomains"
:true,"sts_observed":1601450995.029298},{"expiry":1632986994.959502,"host":"nAuqgR4iEWti7SOdT3UHPl6rmZU/DeaIm38P2O2OkgA=","mode":"force-https","sts_in
clude_subdomains":false,"sts_observed":1601450994.959505},{"expiry":1632987007.31909,"host":"0J7rAWV0ouCFYJ9XrkDiKnAO1SshXJmLJE1SS3V8kDM=","
mode":"force-https","sts_include_subdomains":false,"sts_observed":1601451007.319093},{"expiry":1632987013.78633,"host":"5EdUoB7YUY9zZV+2DkgVXgho8WUvp+
D+6KpeUOhNQIM=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601451013.786337},{"expiry":1658506141.891902,"host":"8/RrMmQlCD2G
sp14wUCE1P8r7B2C5+yE0+g79IPyRsc=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1626970141.891909},{"expiry":1632986995.164829,"h
ost":"+ccWXqaoHJ9hfuXbleKV6FQUrBlyXAJ31BdqjNQJpHs=","mode":"force-https","sts_include_subdomains":false,"sts_o

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\43b7d426-703d-4332-88cc-1e1710c9b40f.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5815

Entropy (8bit): 5.169475756664191

Encrypted: false

SSDEEP: 96:nPLtH2M4GYIKITL5k0JCKL8EikU1sbOTlVuHn:nPLkMRYIhLh4KckUe

MD5: 6D64E370E6DFED6950A0DAEB0D703A6D

SHA1: C19917F10BD60C58F5016BB0EEAA2289C3FB18E9

SHA-256: F7F491ABC2DD75ED955ADA52AA03431FFF043C79C4A75C922CB7393B2132B5D6

SHA-512: 9162C5D5DDF65F07123C30F77EC72BBA4FC96DA84DA4908A22E340B40FCE3F08DF5F1F25303C4F8141483565E5269275CCB9215DD024B5797D8B87263E307A8A

Malicious: false

Reputation: low

Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13271443738225582","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
l_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"],"daily_recei

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4c0ed352-7e26-405e-b662-7893642a9bef.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5864

Entropy (8bit): 5.166612473982059

Encrypted: false

SSDEEP: 96:nPLsH2M4GYIKITc5k0JCKL8EikU1sbOTztVuHn:nPLDMRYIhch4KckUhM

MD5: CD82CC267EC81A29DC7AB246D8A3F756

SHA1: 1D7C511B98FE61CA8C1C7B220A38E0BA71824A76

SHA-256: 122851BFAA7B29DD4C09CE533BD0721B842990976232F93361929F3896ABE737

SHA-512: B93C7EE02F213DB2424767BA2EECF6D8433429ECB707C627AEF6976A9442A26AFFB555DB7D7D74B5C26BBA7D4B2408C48255EDBF15495A549CE02E9178E297E
9

Malicious: false

Reputation: low
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Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13271443738225582","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
l_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"],"daily_recei

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4c0ed352-7e26-405e-b662-7893642a9bef.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6165c707-1ba0-4ec0-b12c-f6bbe03ddd3b.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1836

Entropy (8bit): 4.847113168870678

Encrypted: false

SSDEEP: 48:Y2nzM3qKDHGXtwWsVRSumspyKsAt6q7s9MHOYhbw:JnzMaKDHGXOj0uTltxAGjhM

MD5: B7A7C040213DEEB182D3371D326E0A9B

SHA1: 8AEE08E64C74E75FBD1458F7460BAB758BCF9F77

SHA-256: 49DC7E6EBA49D5C323B50C781FB24E0B13D30D6CD621E10C4B08D562AAAA4A3A

SHA-512: C29AB5489386183DB374898077850678CB8BD3419BD167B85277A40E70A3D37DB01C684631D3087F24655D6777876239576A7E645116679B84453248A367DE5C

Malicious: false

Reputation: low

Preview:
{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.google.com","supports_spdy":true},{"isolation":[],"server":"https://dns.google","suppor
ts_spdy":true},{"isolation":[],"server":"https://www.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://redirector.gvt1.com","supports_spdy":true},{"
isolation":[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://api
s.google.com","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.gstatic.com","supports_
spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13274035741891782","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://accou
nts.google.com","supports_spdy":true},{"isolation":[],"server":"https://msdocs1.doodlekit.com","supports_spdy":true},{"alternative_service":

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\64e71931-25ee-4175-bbab-a224a3230219.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5185

Entropy (8bit): 4.963022826591469

Encrypted: false

SSDEEP: 96:nPLctMpIKITg5k0JCKL8EikU1sbOTlVuHn:nPLwMpIhgh4KckUe

MD5: DA2443CE627CB5024F3DA18DCFF7B97A

SHA1: C6F4FBF5030B2A6813382FA52C4DBBC412EC36F5

SHA-256: F8B9426132CDEE3B0C15B0B0C27CA6CC9E71C6C224FA39C1390721C781EC61FB

SHA-512: 78705F1A67DF2F9D2EEDE4F4E3DDA540A37EE6DA60ADF8FA9EAD9DA2EA261B1CA1C363A0FC6C3C6CEFF83B589E1265D75A4598439B2DBA50D7DADD90C9BD
2BA6

Malicious: false

Reputation: low

Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13271443738225582","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
l_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"],"daily_recei

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\66786457-1379-4c28-9c15-868868241cf8.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 22601

Entropy (8bit): 5.536141220029138

Encrypted: false

SSDEEP: 384:oj0tCLlmvX91kXqKf/pUZNCgVLH2HfDKrUpHG9nZBsD04j:KLlQ91kXqKf/pUZNCgVLH2HfmrUNG9nC

MD5: 452AE5604134288BDE3E2CA3CBD5A856

SHA1: F69AC465F8CD2B276B5C6790B9BF3BDF1E334E8B

SHA-256: A8BACFF4E92A382F85B64FEA95674157BCC48986955C2AD2CDADD59C6912804A

SHA-512: 2E5BC42801A11D7411B7309B753961C603F716B2BAB34D3EE1C82C85488C40E303748C17E4A0D3655B5F1A5C18E1240D5BAA0D5B62F4361FED6ADDDF56E5DFB
E

Malicious: false

Reputation: low
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Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13271443737911998","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\66786457-1379-4c28-9c15-868868241cf8.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\71cdcd62-84c7-4de6-ac55-ec69620cb1b1.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5781

Entropy (8bit): 5.167518060168643

Encrypted: false

SSDEEP: 96:nPLl2M4GYIKIT+5k0JCKL8EikU1sbOTlVuHn:nPL8MRYIh+h4KckUe

MD5: 4241E5F6DA6A2A7596ADDD4437CC5EA3

SHA1: 0D21333791EC2908B71DCCF9545B095C9FFD64D1

SHA-256: 2D5F41FF9BC30931D965BDFA3AC912691DE6C37EA641BEFF19E39CA51CE5E001

SHA-512: 8C9DF05206B67E8F5F181921259D0607E74EC109F7460F588919FA11F6403BEA9DAC4196FC15EA29A5B4CCBE8614297663C3FC61E98B70C3B3AF1FC5BC7B3B6F

Malicious: false

Reputation: low

Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13271443738225582","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
l_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"],"daily_recei

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7558d4e3-5b48-4499-8853-9d864257efc9.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: modified

Size (bytes): 3383

Entropy (8bit): 5.601565322562209

Encrypted: false

SSDEEP: 96:SuUDLUzeUcx7UU3Uc6yU14UqSYUjKU3znU3UrXU+aFUVrUIPeU3USUMU0UbUL:FUDLUzeUmUU3U4UqUqSYUjKUTU3UrU+P

MD5: 67EBF10996273B6610363F54A5B2EB0A

SHA1: 5D25824028FBC4EA2DAFAC851DF916945C773F6E

SHA-256: C5C713413CF0213F31AE4F65CEE96E8603C9DBF8B87DD689F93A81B560623F3A

SHA-512: F4522A106E851E7A3B9DD6B5B3B83A2D72345D920A51DFBB09808F905238085EC7B7A2823AFC85E6BA6572F1FD7DC11020756699373E365A09E6D1739AE97F50

Malicious: false

Reputation: low

Preview:
{"expect_ct":[],"sts":[{"expiry":1658506273.042969,"host":"AYn/0RUuCA+dtfJ8evM2C7EY0gUuiaPUwyQjHng621k=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1626970273.042976},{"expiry":1658506239.929513,"host":"I/1WWzGC3ORCzIiApYPQWeHZLoi50Q2mdlTs65nBysI=","mode":"force-https","sts_i
nclude_subdomains":false,"sts_observed":1626970239.929523},{"expiry":1637856622.395449,"host":"LAZkYS46RVRcFiZAzmUJrz6TJHBd4nwE6VxPWfPLYHs="
,"mode":"force-https","sts_include_subdomains":true,"sts_observed":1626970222.395455},{"expiry":1632986995.029294,"host":"OuKlWsMW1dkkbI1X/oi6o0Y95ZNS
WnSoeaIXAEYPlv4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1601450995.029298},{"expiry":1642522263.51328,"host":"TZmujbl93Yt3
JI8wZ4X/zjkA0WFNGNW44A+o7h4YyHw=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1626970263.513305},{"expiry":1658506258.557001,"h
ost":"df0sSkr4gOg4VK8d/NNTAWFtAN/MjCgPCJ5ml+ucdZE=","mode":"force-https","sts_include_subdomains":false,"sts_o

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\916f66b4-601e-4328-875c-8d50373735a6.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 22602

Entropy (8bit): 5.536204124976048

Encrypted: false

SSDEEP: 384:oj0tCLlmvX91kXqKf/pUZNCgVLH2HfDKrUpHG2nZBzD042:KLlQ91kXqKf/pUZNCgVLH2HfmrUNG2ny

MD5: 7C738B5660AD018E4E2285EB12D9AF65

SHA1: F011A8A2FCAD07F1CD404F7598336218325CDF09

SHA-256: AA4E97116FBD119BCEFAF5944B5F6FC57F212C1930B2715F94579DC166E9D0AF

SHA-512: 86DEC56E6127683AA52C8DF84DEDCD4D6B5B6180DC30D99FAE554C12148355BE6F1B30CD16434231079C7657A39CEB5D485B13FB910158811A6FD7A787BDB184

Malicious: false

Reputation: low
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Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13271443737911998","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\916f66b4-601e-4328-875c-8d50373735a6.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 331

Entropy (8bit): 5.239430616898756

Encrypted: false

SSDEEP: 6:mYZc+4q2Pwkn23iKKdK9RXXTZIFUtpZZcNZmwPZZctPkwOwkn23iKKdK9RXX5LJ:Hc+4vYf5Kk7XT2FUtp3cN/P3cZ5Jf5KU

MD5: 2CE019DC31EC5F8947382BA65BB8F91F

SHA1: 45A3FA5EAA9CE246FEAB92BF0895AC8B5DDDA81F

SHA-256: ABEDF8C56428A785BD10A068B51EA16CFD601B2F45D0710842702CA5DA14142D

SHA-512: 6DEBF38D857EAAA5E2AC7680A107C9241E772F2A4B7873DD2F49146B00F9515CBB8186968D59D1B5B1D7B2C7CEC4103130D9862EA7A8A95516D1323295D60FD8

Malicious: false

Reputation: low

Preview:
2021/07/22-18:09:19.868 da4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/0
7/22-18:09:19.872 da4 Recovering log #3.2021/07/22-18:09:19.874 da4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDa
tabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 315

Entropy (8bit): 5.230890447504048

Encrypted: false

SSDEEP: 6:mYZcmv7pq2Pwkn23iKKdKyDZIFUtpZZct7IZZmwPZZcIkwOwkn23iKKdKyJLJ:HcmNvYf5Kk02FUtp3ct70/P3cI5Jf5K1

MD5: 7C42FD66DEE78BA96CC3899314943ABF

SHA1: 97DEC2B8C04626B671EECE46A0FC7E8BB95C89DE

SHA-256: 7B74EE0E132207706166377951D7A5DF4A8D050AAB7632F7105A8BD76837A47D

SHA-512: F9007679AD6616CC11845C73D1824A59FAA27DBB68B4DD89F7287FFC8A87902669687F2FD0F8F99AD99C36F1E59F354691A8811339136624FAE34515D4CD4880

Malicious: false

Reputation: low

Preview:
2021/07/22-18:09:19.779 da4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/07/22-18:
09:19.857 da4 Recovering log #3.2021/07/22-18:09:19.860 da4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase
/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\039cbd23a432fb92_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 222

Entropy (8bit): 5.417251947986388

Encrypted: false

SSDEEP: 6:m5XYj018IrAo5iMp/gclQlNO2IG/nBK6t:Y1tz5h4hIAb

MD5: 5E3F092F4B3DCDE203CACD350AABA7CA

SHA1: B1F901B1FB3DB5C46EB2358685EADACE02CF1FA3

SHA-256: FC589EF4996E3414F8F50892CC6D26195C80695FB686743D739FA03842D99B45

SHA-512: 852BEFE8F302E62A9A81F572B11473B973F0F413227480464EF7B0E64CDC62C4E7890C7FD93001A93F55D68F797A2C09F2E06F2730CA74CFAD48776877A0DD80

Malicious: false

Reputation: low

Preview:
0\r..m......Z.........._keyhttps://abs.twimg.com/responsive-web/client-web/main.6a3a8565.js .https://twitter.com/....N&/.............r6......Nb....<\rdN.6..a.i..ie......A..Eo........6.......
...A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\059988444f3c768c_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped
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Size (bytes): 220

Entropy (8bit): 5.5459742729004295

Encrypted: false

SSDEEP: 6:mY8lPY3pJnCT9IaLQwnlAXXI7W9/gSgu7pIYTc/XRK6t:Pt2q6NQlxNIS+r

MD5: 65F81AA517F2AFEBFF855955AD519ED1

SHA1: B458F3BB0A001DB1E37EAF33A575CEFDCB38822A

SHA-256: 510D3FE5B2EDD90ADBA593909D56D0A17E26902242B6EF612CF0352B846210CA

SHA-512: 0EAC46AE0FED0B0FC70E7CF12401551BC6766FF76CFD97404A86C93E98D33A2F489926330A7927255B13767E981CF6A39AFD89541EFAD230DE112F6734B26833

Malicious: false

Reputation: low

Preview:
0\r..m......X...'_......_keyhttps://s.pinimg.com/webapp/runtime-2b030ac617578f5d2575.mjs .https://pinterest.com/.T..N&/.............ly............w.L..C."..ss7%y...L.[.=....A..Eo..
......r..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\059988444f3c768c_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0700a94157f9dbae_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 230

Entropy (8bit): 5.573256483117329

Encrypted: false

SSDEEP: 6:mxTnY3pJnC4yLiqUywAREOklAXXIW/gQ49Yl/bK6t:UaTqDEtQFtN

MD5: 76D9267D56EF9D8018B81D5EE724A359

SHA1: C2D47E59C0126F589E216639EC9940577D1A370A

SHA-256: F2396B2A9D86FE5CA22A298C49513048872C73DAEB1D9D9E8357B49578736CBF

SHA-512: 933F7B5046F184EB42D144E8763CDAE7E4C4A4DA06B9F11D1BB09896D0A62B6F2019D3D2AEECEBCF16C18C89FD3F715D08B26BBB696C699CFC59599790EE059
4

Malicious: false

Reputation: low

Preview:
0\r..m......b....U.6...._keyhttps://s.pinimg.com/webapp/locale-en_GB-lite-6e710be30e9e86a78d47.mjs .https://pinterest.com/....N&/.............[|......v.>:..B..v...E3F.6.=}.m...?..D
..A..Eo........=\.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0b881d22354ff06c_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 202

Entropy (8bit): 5.423664824431175

Encrypted: false

SSDEEP: 3:m+liHs8RzYjEm22s9JZuFvDtCrMxruvll/lHC0z//n4u1pRkPFY+GZmVY7//lpK+:mB9Y4KSMtuv/g0n1/GS+GYVYnK6t

MD5: 281FFFF00143F14EB9FDE4E8FBCCCF3C

SHA1: 677C39D5AF00120082682ACCF7C6B1B67ABF03A8

SHA-256: 4C020DD20D283017F18470E80B6AEA0C1B5BBC567A3180A7F16A9915A031AD69

SHA-512: 14FB5FA9ACE079FBC24E83100D3053BAA2BFDE5CE6961CC647C0877B742F816D6DDA7FA140F7662A53A38AE8D74C4A1C0ECA899F92638EB53B925E15BFD9B8
AB

Malicious: false

Reputation: low

Preview:
0\r..m......F...d......._keyhttps://rum-static.pingdom.net/prum.min.js .https://doodlekit.com/n...N&/......................}....&......(.5bZ.\...* .......A..Eo...................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0da2f868400f82ef_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit): 5.780797575972418

Encrypted: false

SSDEEP: 6:mqYk+f2pomBMiQfzhmJ2X/g7l0BVTehCjK6t:z++amBbAkJSXDTewV

MD5: 50F116F85C5BCA18F6B7D2EECCA83D95

SHA1: 50A7F4BDAC9BF224BBF6E7F0F3626F4241444EEC

SHA-256: 5B696029D470AE7CD511FB68C00E563CFD77AA354786230A493FAC2A54BF41A8

SHA-512: F1F377B7F5F2EF05AB4F5C9225E17C75A6A2F9094BFC63AB7CC6FB0815BAD89FEAB719E9B00956D9D04A1F6EC0D56FD1C3FC7096209D005163817678BAA12B1
E

Malicious: false

Reputation: low
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Preview:
0\r..m......h.....J....._keyhttps://static.xx.fbcdn.net/rsrc.php/v3/yj/r/IUy0P1uEqH3.js?_nc_x=Ij3Wp8lg5Kz .https://facebook.com/..I.N&/.............P%.......T..Db.rqY'......;..|.x.
g.....A..Eo...................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0da2f868400f82ef_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\11b2a13e3b73ee3c_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 219

Entropy (8bit): 5.586695906592553

Encrypted: false

SSDEEP: 6:mz/yEYkvwygKYFq5vfN3eQ/gyoVUz+o4PZK6t:WvwygK0GNmVq+o4T

MD5: 9FAEDDC55E613158DF4763EC8F210FB0

SHA1: F61EB61FA8061D19B437FB2360F845C5C0017EB8

SHA-256: 70BF2F34E331064920C87621812044B6DBF59BD1E52B7EA1875AB7D0CCD759A7

SHA-512: 6BFA2B411759CCE3AEAB0F0109AA3418BF211E534F31C8586D0A60A622991D2EAC760DF2983237A995C932854CD4E4062B7F7798FE1EEFD13CADCCDC91E455C
F

Malicious: false

Reputation: low

Preview:
0\r..m......W...#.L....._keyhttps://static-exp1.licdn.com/sc/h/5g6kvbdyxoays49e1fd9slioa .https://linkedin.com/.mF.N&/.............f.......H..t...]h...fc...u..q.....>..0..A..Eo.......LP.....
.....A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1331133c1df1a2b2_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 247

Entropy (8bit): 5.713430070610672

Encrypted: false

SSDEEP: 6:m5Yk+f2pomW0cChmJ2V1l/g0eUCPNELK4N5ZK6t:c++amPcCkJkkUSqLph

MD5: 9346C5B15795E759729B8BB76B40DE7F

SHA1: 343B31EE0CA83C109C31DE9DF08B4480EE669879

SHA-256: 2FFE1548950316822A58C4F51009097ABD74E9FD347C2E6034C86693BAF1F65E

SHA-512: 02C35862C99FF3F60C3910D4B0A4A087DA3626741DF0FDC978788BCD682076C7E65BF18DA4200C28BE2648D52BA004F9E3F843F0460929B016E945525CD5880F

Malicious: false

Reputation: low

Preview:
0\r..m......s...jE......_keyhttps://static.xx.fbcdn.net/rsrc.php/v3iMoJ4/yl/l/de_DE/W_RRpqaK3br.js?_nc_x=Ij3Wp8lg5Kz .https://facebook.com/.~N.N&/..............&........j
Tc.F.%e.a..0.g#...'..5.B...<.A..Eo......!/Z..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\13bb87110c6c7a51_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 396

Entropy (8bit): 5.973680976545732

Encrypted: false

SSDEEP: 12:oEm80vbGWJCuYGlfMMZXdDdpDdbUjg+XSV5p2r:ofnvbPJCuYfMZXdDdpx4jgJbpu

MD5: 44C658C133C1A25A601113523C697E10

SHA1: 79D789C6EFF1E89D1A24866586F018F082255D45

SHA-256: 9978A18F53F71860C5484DBB0AF225F9BDF2CF9A11520EBA20C9740EA678BF75

SHA-512: C586CF04D5272C9200FD938780474BC9E1418673FB1238ECA5E564EFBF5A8F8D431D8E6472629DEFDCDA5F153DA95F3C25B414DAA3FCCFE8D77A422E2BB8565
E

Malicious: false

Reputation: low

Preview:
0\r..m.............F...._keyhttps://ssl.gstatic.com/accounts/static/_/js/k=gaia.gaiafe_glif.de.8ENI-50EIgU.O/am=B0BxwwQlTJAAACAHAAAAAAAAADgaBJThHO_wAQ
/d=0/excm=glif_initial_css/ed=1/rs=ABkqax3FKzgj7jIt-OywJoLf17RnW_sR8w/m=i5H9N,sy7b,sy7h,PHUIyb,qNG0Fc,ywOR5c .https://accounts.google.com/.D..N&/.....
........+O........._@.U.....fZ.?.41_.XL.rbn|.....A..Eo.......Ce..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1544f8b493f213d6_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 239

Entropy (8bit): 5.552503120638769

Encrypted: false
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SSDEEP: 6:mUxtVYj018IrAAX/ViZU4vpMgO/gJm50PgizOK6t:pxtN1tH/VOFmOM

MD5: F2F28AB54ED10FAF9CD852F82E7EF420

SHA1: 29F989150348DC0AEA5D67051ABF46F4C3314145

SHA-256: 4C717B400B37627FFEDB8C6C17BAF9FB537FCD61A9E29E80EB972779D2F1EA19

SHA-512: C0DDE72650A38954306957860954218DFA3F07F72F45F7306FFEC7044519EB6C4B593DFD04F57528A8C0A028AD5E86D9712B1A2ADF6D3D21BCEF67FA31E31420

Malicious: false

Reputation: low

Preview:
0\r..m......k...R.;....._keyhttps://abs.twimg.com/responsive-web/client-web/loader.ExploreSidebar.d117df05.js .https://twitter.com/.\..N&/.............:......CL[>t...M.$..O....}d..
..F.0.3..3.A..Eo........sR.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1544f8b493f213d6_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\176e7d1d913270bc_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 203

Entropy (8bit): 5.436774464035338

Encrypted: false

SSDEEP: 6:mwh0lXYGL+MIwJJwMBl/gb/SJilxhm4kUhK6t:dGIwv7lO/UDc7

MD5: 8EAFA711ADB4F106CB5002313B58C6F6

SHA1: 7A4FB1770E694FD4A7ECDC26026D56DB5B098297

SHA-256: 29E74D73A3A708F391577A012BF0C6E4474C0F5103F4E951A11A81CD532FF2E1

SHA-512: A381BA7A38F823E81DB63DB0FFCBC677E688912273AA3EEA3AFE0441497348378DD7D3133F8528E72AA64A95C949D0069EE0418B856ADCFB1C154A1BF039BDE
1

Malicious: false

Reputation: low

Preview:
0\r..m......G.....I....._keyhttps://www.google-analytics.com/analytics.js .https://twitter.com/.i..N&/......................:.&..L...jC...1UR@u<$mz.B...u..A..Eo........z}.........A..Eo......
............

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\185f65919f8657a6_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit): 5.69439774747427

Encrypted: false

SSDEEP: 6:mjtgEYk+f2pomJ2iGyhmJ22Wl/g8gGC8JwfrHrrl/bK6t:eD++amJ2ivkJoPxC8GzHdN

MD5: C29A785F409FD94715E56B8FB113924D

SHA1: 032A51975489D7010464F3535D0BD7BB0B537A65

SHA-256: 183822A11C65F9A6255C8DF429AF7CFD2AF2BD2BA756665E5AEDDBFFA5A913C1

SHA-512: 64E33A59644BBB0F31BB6F58510D7CE30CDE23A962ABFAC57AD288299C32977979747D51F221A956B5F746CCCD629993C52287D7BF202D42A0CE49C1CB841431

Malicious: false

Reputation: low

Preview:
0\r..m......h..........._keyhttps://static.xx.fbcdn.net/rsrc.php/v3/y9/r/ugD21mPGNBo.js?_nc_x=Ij3Wp8lg5Kz .https://facebook.com/}.N.N&/.............&........#...._.l.....)......~..
.._..b.A..Eo.......xm..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1ada5ae8963a52d7_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit): 5.68539055671549

Encrypted: false

SSDEEP: 6:mhl/lXYk+f2pomdMCWXewhmJ2l/gNl2hQ1nASzbK6t:IXz++amdzwkJg0AQpp

MD5: 14BC15BA2C44E2281D726913F1554E77

SHA1: 4A73972AA141FB7C640DD82BB2DCE74D41EF911B

SHA-256: 8505054D71792541A030487AF8C204E975B8D8375E0BAFE94E5482EB68025C54

SHA-512: C8CF467517B15AC6217A46E6908E95C363C711B24519B0D6C77C3B88204A034579D47F7A818EF39101D3B0D1B39FAA84DFFBF6C248BCDD4291A8805CC7DA4E22

Malicious: false

Reputation: low

Preview:
0\r..m......h...J..V...._keyhttps://static.xx.fbcdn.net/rsrc.php/v3/yv/r/GG1Y0sYc7My.js?_nc_x=Ij3Wp8lg5Kz .https://facebook.com/.I.N&/.............J%.......i...c..<.%...7.....T....
#.!..-.A..Eo...................A..Eo..................
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1ec07728a6888289_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit): 5.614927885176971

Encrypted: false

SSDEEP: 6:mLYk+f2pom0LmhmJ2qQi1l/gA+cus7q5ZK6t:+++am0SkJFvJtf8

MD5: 5448F93C286CED1B785B2C3FAECACC00

SHA1: 08DA1A7B8DD9765FEDCCF5886102846539DAB060

SHA-256: EE6FB29DE34FA3DDC07A40EC4D17DAA420338D6E720C55B7D9245CBE97D4E481

SHA-512: 0E768A7B55688EFEC87B4E63AC819F26046B768C02584FD0BBB1F2284D5DF7FB22AA0BF84CF95B72AC5AEE67FB59159CBF629B1B2AD497D2B3CC705533C13E9
A

Malicious: false

Reputation: low

Preview:
0\r..m......h..........._keyhttps://static.xx.fbcdn.net/rsrc.php/v3/yC/r/j1y3xWkFSrZ.js?_nc_x=Ij3Wp8lg5Kz .https://facebook.com/".N.N&/..............%.......Q....hn.pm...B...y..r.m
Z..:v-.A..Eo......?.0..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1f1d97ec15ae7172_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 248

Entropy (8bit): 5.606759473120589

Encrypted: false

SSDEEP: 6:m5nYj018IrA0Cx7foM9//gsNcRbIZk5q/R/K6t:4/1tFEffoRl5M

MD5: BF429755735056269C39957597B8BEBD

SHA1: 50B79382FC2B77B6D201A6DE5D7966A9A894AC54

SHA-256: 6D9AECB420A142DFFC7FEE2B7F1DD46F89F52BF5A224BC23E91AFBC35E09501F

SHA-512: 431F892A25A2D9BBE8398772AA1138573DD9B8283572767AB88549E4EFA1AC9FCA0834F51B1301B6B312F9A08EC7F47AB609F9CC970895902B18E74BAA061F8F

Malicious: false

Reputation: low

Preview:
0\r..m......t....1.w...._keyhttps://abs.twimg.com/responsive-web/client-web/loader.TweetCurationActionMenu.cd0624a5.js .https://twitter.com/.6..N&/.....................+(....&..O,.
8......)N......:`}.A..Eo.......|B..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\239457b828d9cc4f_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 216

Entropy (8bit): 5.537256234520331

Encrypted: false

SSDEEP: 6:moXY3pJnCNrMRUVlAXXIQriv/gw/O+t+aZ6Ad5lllbK6t:kmQ5FLaZf

MD5: C390007D6413BE78B55A01BA60763514

SHA1: 82C06E284F5CAA5FD70CB3554699952B2D1CC8A3

SHA-256: B1D530223DC3DA05F0B8B91DF960A071A8A503BBEA7ECC47860E69BCC9BE6A58

SHA-512: 8DAE5AA754925415407D694282B6444A5528CD7DD17E4D22EE3D7D693C566FC72D2119BBDA0A841D1F7C11C81007D4FAC61642504A0BC337B9C93FB6958EF061

Malicious: false

Reputation: low

Preview:
0\r..m......T...Fm......_keyhttps://s.pinimg.com/webapp/113-60dcb31b578e7835cb77.mjs .https://pinterest.com/~...N&/..............~......N..4G...C.R.v*..........B..S.c..A..Eo.......
..X.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\26319d01065f4f15_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 201

Entropy (8bit): 5.327613118833139

Encrypted: false

SSDEEP: 6:mFNPYAWQNKW40lAXXIPuv/gEGyL1JCx9hzrDK6t:ENKW40QVGyL6j

MD5: 5D6741479B26E0ADEFA1AE84E25F5CA2

SHA1: 7F2157D187BC6D9E0B06F6D3A922538BF6F36ADF

SHA-256: 30A0C7BA18214E6474FFAABEADEB140D03ACCC834FC6EF501B29B93EBABC7A01

SHA-512: 6C6F0107F40FA3603DE1D4C8356180B9F393CFCAB141B38F303EE643873F4EB8B0B315E833A677D0310F7AA60478CBB42190ED78D8C0F90B7CE77FC81D28B103
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Malicious: false

Reputation: low

Preview:
0\r..m......E....j)....._keyhttps://connect.facebook.net/en_GB/sdk.js .https://pinterest.com/*...N&/......................L..`mDn....e.Od.f. ..V..e.....A..Eo.......g...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\26319d01065f4f15_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\26f5ab2441190d0d_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 238

Entropy (8bit): 5.570523043177998

Encrypted: false

SSDEEP: 6:mDl/XY3pJnCh51fr2OkwF7lAXXIxgv/gJcPn38gWvY6P4TXhK6t:Yk8EwF7QSgKcfaA+cX7

MD5: 62CED1F54209A423C2E452A74961DBBD

SHA1: 7EC5B3079549330A1C0D4F9AD10E11B51B5925D6

SHA-256: DF5C51C030576B666BE9E95A284F36A693937A7B379A87775AAE7871F9514B8B

SHA-512: A15E9E402720D52E489E6A30011F1AC4822F905407B6104EE733AC5900488B7CC10B7AD235D169A0A5822008A45124628DCD88EE11BB6D0A51745173AABC6169

Malicious: false

Reputation: low

Preview:
0\r..m......j....b......_keyhttps://s.pinimg.com/webapp/www/_client-unauthdesktop-3d93ac771dd8a8ed390c.mjs .https://pinterest.com/:...N&/....................yj...&..a.f.G.;....d.5.
...+..=.A..Eo...................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2a17322f3bfa3916_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270

Entropy (8bit): 5.637194229417577

Encrypted: false

SSDEEP: 6:mHlXYj018IrAMUowfs21fFWVpMR9/gccJIHTP4T7iDK6t:IP1thUU2qCTr31

MD5: CC63096B7624A16FC8EC8F00DC93184A

SHA1: FBAE82A95DE2AC6B063D7437669D8984224CB213

SHA-256: C08C81E2A9A7CE2D2BD97C41E997BB93D781217C054A9CB106D6EEB0D6C61B6B

SHA-512: F1A3406C8C85CD58883A951FE4FFABF3F8791DCBAF2AF4F56340F781AB35DD6A8315F633C6C4BBE814F1C8ECE83FC4A210E0EE00CA1E86FB956AE4C0C5B5A9
11

Malicious: false

Reputation: low

Preview:
0\r..m............%A...._keyhttps://abs.twimg.com/responsive-web/client-web/shared~ondemand.EmojiPickerData~ondemand.EmojiPicker.45d87eb5.js .https://twitter.co
m/....N&/....................f:.*.....6..?R..>'-....=..3.63y.A..Eo...................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2da09afdc0937f28_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 227

Entropy (8bit): 5.57788691301073

Encrypted: false

SSDEEP: 6:mYUYj018IrAzyvLdXMoQD+/gbsNvSH9hMK6t:Fg1t/LdAD+h9Sm

MD5: E19F7B933F8D32497C0969261D73CB1C

SHA1: 7A375156E3D9AE504D8BF12F96BE1CB4D6C325B4

SHA-256: A1BF4452128A80556A668A1745895124E991F6B12650D3F838611B06A6044958

SHA-512: 7623ACD163379B5D66854785D0318027E8FDA607E6299F42D4D97D517206C204AC9C4FE476030D8A42467BC4BF8C7603CA5EDC1E94EE41957882A094B5572E21

Malicious: false

Reputation: low

Preview:
0\r..m......_...b&......_keyhttps://abs.twimg.com/responsive-web/client-web/polyfills.8133b945.js .https://twitter.com/...N&/.............>3.......q0G|.eJt....L......*H...'.S.{...A..Eo......
$w[..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2f0e96421877ceaa_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 215

Entropy (8bit): 5.477051871502384

Encrypted: false
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SSDEEP: 6:mspVY3pJnCmuQ1lAXXIV/gK9HWH4SqK6t:BpMEwQaHu2

MD5: E30878BB7E40A853EA9D8DB4301DA859

SHA1: 33FCA47239DA3ED534B7A8E052A281312DA5F348

SHA-256: B480478C3786AB69CF96D3AE185064B3B87A65DFDB37FC99D406D0A200DC8886

SHA-512: 4B0B862D80FE7EB400ACB015DC90DA8EEC0351A293DBB837F1DCB90A1060A2F1269B256D690B33C6A1BE0266AABB496F7B100A52811B4137772656CEF571137
C

Malicious: false

Reputation: low

Preview:
0\r..m......S.....2?...._keyhttps://s.pinimg.com/webapp/60-de0eadfadec6319e6208.mjs .https://pinterest.com/...N&/.............h}......&p.J...$.....%&.....^$.N$...S.A..Eo...........
........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2f0e96421877ceaa_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3131e9addc5a3794_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit): 5.703816470044289

Encrypted: false

SSDEEP: 6:mLGYk+f2pomQ47whmJ2lX+/ge715h9ZK6t:AK++amQewkJkOlD

MD5: 05510ABE86D76EC59FE1225B7922FF24

SHA1: 22CD69A15B7DE0BA818ED5651D0D0A38CD08F613

SHA-256: 4D8825624DB84799BA0EFEF7586F6DB132D149399C65F550167AF93BE6F13E54

SHA-512: 87E819305892E4C33731A67F559B65C6A023609FABD2DFBE48303DBEA6C288A4455B78CCA79FEE5DC486C2C6B5E4C28D2BB8DC39D3FF9EE016CED585B776B8
D7

Malicious: false

Reputation: low

Preview:
0\r..m......h...%R......_keyhttps://static.xx.fbcdn.net/rsrc.php/v3/yg/r/RGfQWdLqjCd.js?_nc_x=Ij3Wp8lg5Kz .https://facebook.com/.8G.N&/.............;$......[Z"..4..i.d..<A...(.*.e#
Do...Q.A..Eo........VC.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3478c12dca436e2d_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit): 5.709201826174795

Encrypted: false

SSDEEP: 6:mdYk+f2pomTyhmJ2RQi1l/gFztBmBIZK6t:I++amTykJZivQniU

MD5: 77F23890DA5972B54DE1AAF8D72E9783

SHA1: 7A2534B0FC71B4DE648BB8EA2E24A1027EEF64FE

SHA-256: DCF54FB34F8091026E165F83A003CF842D01D7824D8BB4F4C9C3EF33AF489AD2

SHA-512: 4C6042DA9A3C0A66100FD0EDF2F5296DB9F544CC6FF531F35884DCB0B4AA7E78E7152EEBD2BAF23397A7297E35668A08C4BD78427B0A56F745D31B5DB39F0A9
5

Malicious: false

Reputation: low

Preview:
0\r..m......h.....z....._keyhttps://static.xx.fbcdn.net/rsrc.php/v3/ys/r/YL6q3hajciu.js?_nc_x=Ij3Wp8lg5Kz .https://facebook.com/w.N.N&/............._&.......K...{..B..:&MM..FV..O%.
..r.....A..Eo........]4.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3d5716a89be8e4cd_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 215

Entropy (8bit): 5.565622021860661

Encrypted: false

SSDEEP: 6:ms0XY3pJnCJIUyE8BzJZlAXXIJ/gGcA9ecklnnHS/ZK6t:BNzrEQFZQacA9GHiT

MD5: A2296FECD26FD15FEAD0F600E28EACD8

SHA1: B52CD5BEB07F61FEA38F45B91DA48555622C273A

SHA-256: 511612360E95D6C86AF023768C995AEDE6A7435DD3468FC4E06BA1848811FECD

SHA-512: E2ED00EA175A66CAB6A7BC7D11517AEC196EC2492F35DDA48F0478CBFA19A4536BB24DF0228E0130ED1C04CFF136FCE4C01EACAF21CCAA5BF709F8A139584
ADA

Malicious: false

Reputation: low

Preview:
0\r..m......S...*.U...._keyhttps://s.pinimg.com/webapp/59-0af09d309c6b7fe3d024.mjs .https://pinterest.com/j..N&/..............~......)[.c,..~.K.Nfm......"e.I...v...A..Eo......x.`e.
........A..Eo..................
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\413d0a4ca67b6205_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 304

Entropy (8bit): 5.80561984720335

Encrypted: false

SSDEEP: 6:m03XYvEdtWVv/CL88VJKuSVlhrM1cpkDA5MsLfXw+YNO/gSJ2ZaJ2K6t:DEEbWVvKKuUhrM1cpiqI+J2ZX

MD5: 1E9A79284E3D8E79DA2C8406289908A6

SHA1: 9B461DAA6492CEB204763EDF9AD26A0CB210C14B

SHA-256: 3639B23C5A32B51DE7203020E67CEC41E099CE4B40DF452D44E48ECEC04F0C26

SHA-512: 56C97AFDEC55AEF3999B6000F7B1F8EA16B46F81F89133643483E6EC0D50F37AC1416A6D04CF8AE71B98D92B4F1B30C6EA383A95334C45933941E9515726F7E0

Malicious: false

Reputation: low

Preview:
0\r..m.............r...._keyhttps://ssl.gstatic.com/_/gsi/_/js/k=gsi.gsi.de.unNwGD9Tbdo.O/am=8BU/d=1/rs=AF0KOtV1K31hZ8wRw3Iou45A32P9n8UKVA/m=credential_button_l
ibrary .https://accounts.google.com/.k..N&/.........................(w..G?h..ZIY.Ri.9.'!.s.....A..Eo.........{.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\41aaa36d588890d1_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit): 5.635579282266109

Encrypted: false

SSDEEP: 6:m1FXYk+f2pomWSxzhmJ2QWl/gq8Ix6bo5M8tbK6t:qFz++amWUzkJbiFx6boBtN

MD5: F9AB478E2B81D263BA91425C295594EB

SHA1: 318C6C0F95DE3FA629E9BF3B687CA874987DE847

SHA-256: A32737DA1D5B0D1FB8F70615DD93B972B5E43CFF768D6E873332C949F24D041E

SHA-512: 8BAC11398C3C3438FC7EE227DD5151BAF51F3E789F35E989E5013B578BB56A0CE13EC324EE52DBE9932E287E135EA6DD6E67F6915C6B74469B5F6E233E8B9CF
E

Malicious: false

Reputation: low

Preview:
0\r..m......h......P...._keyhttps://static.xx.fbcdn.net/rsrc.php/v3/yI/r/aYA1p2v5mas.js?_nc_x=Ij3Wp8lg5Kz .https://facebook.com/.}N.N&/..............&........... .[..u-T.v2..w.p..K
!.Y[..6..A..Eo......'..E.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\41e3a4caa2e5481b_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 238

Entropy (8bit): 5.5857186337265885

Encrypted: false

SSDEEP: 6:m5Yj018IrAE7uPSMO/gQyduLqVHB/ngDK6t:A1tnuPLEeXM

MD5: 43B4DB203258BDE38EB5434B1CF06401

SHA1: 8C67F58EAAE15E51654EE693F9041520AA45F8F8

SHA-256: 53409837BBC55E2D8BBDDD22B57D8B4A0ADC127161CEA957D64E067A3F0B0A1A

SHA-512: 57F6C303997E56736BCAFE8C6E0E3BBB716205CC0A735FB16C17D1A68683160032DDBF578459D68D508A27F09ED20A283A8516DC11867929384387DD7C2369D9

Malicious: false

Reputation: low

Preview:
0\r..m......j.........._keyhttps://abs.twimg.com/responsive-web/client-web/loader.AbsolutePower.8c97f6f5.js .https://twitter.com/g<..N&/.....................B.S.i..N6.^......h.(.`.
.>.....A..Eo......y.R..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\43bfb8936526ba09_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit): 5.545127978493142

Encrypted: false

SSDEEP: 6:mIXYj018IrAKOu0pMHp/gdkWTHwLRK6t:FP1tpOB2uFEn

MD5: FE904155BF621A7B0EB165643297A6CE

SHA1: 6583B35677E528B9A598B19231893DD0FC1DA645

SHA-256: F0051321EC5411BCE577FEEB7914DCE4527EA34FA9B7B4ECC039265ECE644163

SHA-512: B6EEE97146FF581205B9531A481A6993322C9112CAB03CDCDD2E721226AB775F96A543D64DCDDF98757676332629F7B70A856547FEF38D6B1D19194E5B236F73

Copyright Joe Security LLC 2021 Page 23 of 48



Malicious: false

Reputation: low

Preview:
0\r..m......h....[S/...._keyhttps://abs.twimg.com/responsive-web/client-web/bundle.UserProfile.4f3d9055.js .https://twitter.com/Y..N&/.............G8......J.....-Ti_..L.8-.z+.{...6
u.X.;...A..Eo........F..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\43bfb8936526ba09_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4460df24225940a2_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 228

Entropy (8bit): 5.495449643125913

Encrypted: false

SSDEEP: 3:m+lACF/yOA8RzYj0KKKXlMMIrAkSjdAc7lMRJalvll/lHCvyl/95CeIIlBBSSZoC:mqFnYj018IrAkIMO/gvyl1Am4abK6t

MD5: 9FA5AABCE2477DEF6CA56D851CE68F83

SHA1: 13EE39526F984985C815BADCACACF2F306AA3044

SHA-256: CA975759C9627BBDCA6C1EDECE1C95CF663EEED63C238D5CFEC0C753B004AB63

SHA-512: 524E5488E517F3F78BCEC710FBE112E5859CE18C2FA85609A9122A913FF658F9789A2B50760C7DECEEC475556B27C3C2249D302EAFC0B6594C85E2BE7C45B23A

Malicious: false

Reputation: low

Preview:
0\r..m......`......q...._keyhttps://abs.twimg.com/responsive-web/client-web/i18n/en-GB.e8e6c115.js .https://twitter.com/....N&/.............4......BM..aJ.....f...8.g...$....P/.p..A
..Eo.......7...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\459da0ab49ec9b9e_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 198

Entropy (8bit): 5.253937208851595

Encrypted: false

SSDEEP: 6:m86EYcw+kllAXXIu/gFmGi1d2o4HEhK6t:Y+4QAmGin6I

MD5: BE58C6B94EF79F1A1FE09D87674AE201

SHA1: 2024E2BB216F410156591A671261266BCB40E95B

SHA-256: 5CD127659581986FFC972102A6F7C835C378D65C5FAE44BBF0134901E8A25C3D

SHA-512: 43201FA0B43520BD044401CC7E51EF47993E415C036A6539BA24D6FE596CE2E88C730D0392671B2C207293509513D96042CEAAE5BE4F31E5E7C4BD4A4497ECD0

Malicious: false

Reputation: low

Preview:
0\r..m......B....%.,...._keyhttps://accounts.google.com/gsi/client .https://pinterest.com/.p..N&/............. .............XI`z..,.8.gH_.0iz.K.....6..A..Eo........A..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\464a508e9dbc3c5e_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit): 5.69066645713005

Encrypted: false

SSDEEP: 6:mcVYk+f2pomtzhmJ2Fl/g6KZxeeA+4sK6t:J++amtkJCoM+p

MD5: 10FD1641A4179AFF26BA25A4399630E6

SHA1: 48A9A38C724A78663C047E6E95E670B88C72FF24

SHA-256: D42E44F792713AB476275ADCDECE36CE4F1D455109D293E4C04BD18EDDEA581F

SHA-512: 11AC556465C879A21B17E591622BB2C431EA01915F4EC8EE70F689571D00C5E6477FD530B1A36F6D0E1F8A64995EDDA5D92DAE2A770BB13BA842A3C0B840D3F
D

Malicious: false

Reputation: low

Preview:
0\r..m......h....i)....._keyhttps://static.xx.fbcdn.net/rsrc.php/v3/ya/r/f_1WzHb-Lka.js?_nc_x=Ij3Wp8lg5Kz .https://facebook.com/0.N.N&/.............&.......q..U.}.\bMO.V.q...{p1...
..K..VI.A..Eo......^...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\474f04918011f32b_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 224

Entropy (8bit): 5.562994781802885

Encrypted: false
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SSDEEP: 6:mB2nY3pJnCYjZlAXXIii/g/WhXWre//hK6t:eDXFQFpWhXWKT

MD5: F88382A0FBA20EB42598331B204C25E2

SHA1: B1D4B2E6C18C0AC44D00C6B21781224B6B48A611

SHA-256: 56AB7E7C66054480A18012247B9369E4756562DF1877025B92BBFC5C4EC0A62D

SHA-512: C4DC34B1E7C296799D50F2CE7CC9378C3DDD8874F9DA2502081094BCA3647AD065037B2148F9E458B99D90DEE1992718A73DCEBD582A472D57DC70A8A296FC9
C

Malicious: false

Reputation: low

Preview:
0\r..m......\....i....._keyhttps://s.pinimg.com/webapp/fbAutologin-9e7c307027a0c85857ff.mjs .https://pinterest.com/2v..N&/.............#.......X....J....>..Q...5cN3...S.ei....A..Eo
........b..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\474f04918011f32b_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\48cb7dc9e41ececc_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 230

Entropy (8bit): 5.531487377586034

Encrypted: false

SSDEEP: 6:mAYj018IrAmHPxMVgf/g4g42maQ0xx/xhK6t:t1tQgf/g5maF5

MD5: D74ECA55B7C0E3A6B183189C4647C7A9

SHA1: B95A9CCA044054179F75DA0BD4673680332D6974

SHA-256: 71BF99C4A29A0A0771042ADA16CB9515FD1B0C581DB7FBC9B8F8D2012049F743

SHA-512: 472C808118E369456E06036D38AB0A2670BD431D016442E351F2BCFC2A7A103E6E5DADD8376C848C70D1DF33627C2D422EEF5DAC3844D11A13BE18AB54AE92E
2

Malicious: false

Reputation: low

Preview:
0\r..m......b...a..J...._keyhttps://abs.twimg.com/responsive-web/client-web/vendors~main.3922ecd5.js .https://twitter.com/K...N&/..............3.......zQ........A.a..1ek._.....n..!
...A..Eo......(?...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\494984d9257ff399_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 371

Entropy (8bit): 5.839861454799238

Encrypted: false

SSDEEP: 6:moWrVYvEdCN8uVvUClofNfWtvC7aYGlfM2NZXmA6QDdpDUipbXJlhw+tKl/gmVb2:VWyEm80vbGWJCuYGlfMMZXdDdpDdXW+z

MD5: D0F3C8AF150FF33855BB0060E9C3D1E1

SHA1: 8244C089D78F1D725F3A3F0DF3DF1BF5A7613AFF

SHA-256: 2C1FE937D52E56744ABA9297AB4A202BA33F5D05FCE72325DBAA21CB0B92A432

SHA-512: 24CB110CA875D131EA3F0E264103721031440204D143CF9225238F1856F12144A92B18BB9C359D00D8349066E5D67B77E6F8D393AC19C00A5916333B8143C9B7

Malicious: false

Reputation: low

Preview:
0\r..m................._keyhttps://ssl.gstatic.com/accounts/static/_/js/k=gaia.gaiafe_glif.de.8ENI-50EIgU.O/am=B0BxwwQlTJAAACAHAAAAAAAAADgaBJThHO_wAQ/
d=0/excm=glif_initial_css/ed=1/rs=ABkqax3FKzgj7jIt-OywJoLf17RnW_sR8w/m=sy7i,wg1P6b .https://accounts.google.com/.*..N&/..............N......P...t.....d.8M..L.q.pt..aiw...
A..Eo........A..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4fb7136f5ea37277_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 234

Entropy (8bit): 5.473120205658418

Encrypted: false

SSDEEP: 6:mjlPYj018IrA6/AIpMQX+/gs/a7n9RJFrkbK6t:k11tDAEOnMZqN

MD5: C54986CBBB0246787F509B45A9DD88A9

SHA1: B5CF24FCCB2DCF0F6C6637D8110A15B965EA7711

SHA-256: 73BAA2A1B0156B850F9B4EFAD3861175B0C13E324A4CAABF4FEF63050BE420D5

SHA-512: B035DB43328970268F09133D7C1125DF169D4F7EEC1E5B640562E1A27E2B101B5EA913B31DAFC61481379B2901C0803864F76F62894CDE52E7CF39B4DF43955C

Malicious: false

Reputation: low

Preview:
0\r..m......f....i/x...._keyhttps://abs.twimg.com/responsive-web/client-web/loader.Typeahead.c0cc3db5.js .https://twitter.com/.B..N&/.............^:............JN.D....{...e.l.jMg.
s`.0..A..Eo.......F...........A..Eo..................
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5047ffbd2b109760_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 247

Entropy (8bit): 5.744249664558137

Encrypted: false

SSDEEP: 6:m10XYk+f2pomW8AOwMNzhmJ2sl/gKxj/PhA5zbK6t:j++amcO/NkJVzjuzN

MD5: E9EDF3AC65D1E99FCEDC2B4E350A8C6C

SHA1: 27C25AA69FDA1623A035CAD2FD497D1B6EA2E66D

SHA-256: 00C7F14257D054EDE7FD727DF06A335DEFDEF95274A527729BD96091526E9F71

SHA-512: 7207B1077A82A150213971BBD64652626C664BA3A62AA752B5E2C3F9F56CAEEFF6DA1CE9FAD41548D14EE84E981219C6EBE92C3B0041980E3520D057FBBDACA
F

Malicious: false

Reputation: low

Preview:
0\r..m......s...Q/....._keyhttps://static.xx.fbcdn.net/rsrc.php/v3i2UN4/yn/l/de_DE/uQc7ePrylz3.js?_nc_x=Ij3Wp8lg5Kz .https://facebook.com/.N.N&/.............&.........O..
..4<.G.G#...u.....'.bR.9..A..Eo......x.CP.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\58250929e74c43c9_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 66040

Entropy (8bit): 5.64332745850282

Encrypted: false

SSDEEP: 1536:VUXaBrfJ9rnJS+d6oJv0J9mEJpJjqjBFkN66IWwIJ9M2HJ0IwtfQs3JCXkJna+sI:VUKBTJ9rnJSK6oJv0J9mEJpJjqjBFkNG

MD5: 9CB6CFC72A57FB8918A935C1969CE0E5

SHA1: 4AA612CB1BD5154EACB25F0F716484EAE9CC9C66

SHA-256: F71DE50CC992355512DA4EBB971B58D9FDE2299BFC839861A0A08BADA09C3EFC

SHA-512: 2BCB0097B01054CBB3ABA6AE1C3BAB4460DFDF7A524EE0C2644BAEFA4FD4842E1CF07275F32336869F3464A4EBD1B434ECA5FA5803AAB55E518B92685C8A5B
1B

Malicious: false

Reputation: low

Preview:
0\r..m......@......\....93593AA6A589CCEAD531399008C5187EAE3AB2E9187747A414B6638F4EC958CB..............'..;....O........)..h...................................................................
..........................................(S.....`......L`Z.....L`......Qe.......toggleCheckboxes..Qc.......checkAll..Qd".0.....uncheckAll...(S....`.........L`.....=.Rc............D.....QbN>.i....t.....Qb^.C...
..e......S...Qb.&......n.....Qb..m.....s......M...Qb:.:.....l.....QbJ.6.....c.....Qb2S+.....h.....R....Qbj.I.....d.....Qb.......p.....Qb...&....f..........Qb.>......m.....Qbz.9K....v......O...Qb.N.r..
..y.....Qb.}......A.....Qb..C.....E.....Qb...)....F.....Qb........_.....Qbv.......D.........Qb.a.{....k.....Qb........x.....Qb..a/....S.....Qb.t......B.....Qb........T.....Qb........L.....Qb.T......R.....QbZ.5.
...I.....Qb.0.b....P.....Qb2.'.....M....1.............................................................................................................................................I`.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\59e0bdc12996c6e5_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 245

Entropy (8bit): 5.568781140978996

Encrypted: false

SSDEEP: 6:miL9Yj018IrAETJcpuHxEpMxI/gsoRjSSWDBsYt60bK6t:11tnS8HK+IIlLIBs4

MD5: CA21EBB2EF47C4354158137DE1F9972F

SHA1: 8B1F52827AB4DD853BEADDFE7D7FFA741E7A97C1

SHA-256: CAB0B331761B0D9CFE9172B705C6DEF10FB9A099268E4EA602630DE2459E145E

SHA-512: 0902529F1BFC8FAA813BBBCA892C7E1DE8A1E82DCB8B9650C9A8E34AA28A370DA69ED5B57596B7996DC2DF65DB75C5E4FAE35B2EC59C5341A43C7AD0BD715
23F

Malicious: false

Reputation: low

Preview:
0\r..m......q......9...._keyhttps://abs.twimg.com/responsive-web/client-web/loader.AudioOnlyVideoPlayer.a88130e5.js .https://twitter.com/...N&/..............9.........^Bw1..I..8o..
.......j..".s...A..Eo........_e.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5b2669e141dbf89f_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 2746

Entropy (8bit): 5.47142488752281

Encrypted: false

SSDEEP: 48:V7bQaGu+nzTgA/XmZm3mvQgoblzicjSnCQve:5b6uAzTgA/XYm3mvQxdiKSt2

MD5: 0F9BFCB5D34D87081FE26DB47BD70179

Copyright Joe Security LLC 2021 Page 26 of 48



SHA1: D56AF918D559BCFC277CB564B489843710107565

SHA-256: CCCC6AFD4E89B3ED4E39576A3148750DAE74E694E4103DB9491D3049EC706BF9

SHA-512: EA758072DA471962471D92B6CE3C4279573E4C8F5647757F30B2D3C8AB99FE5F16299C15324D2D91802BC4660297B78C00DA40EEFDEC34D5A69E09D1AD23ED67

Malicious: false

Reputation: low

Preview:
0\r..m......b.....h....._keyhttps://www.doodlekit.com/dk2014/assets/js/jquery.singlePageNav.min.js .https://doodlekit.com/.h..N&/.........................B.;..w....\.6N.z..{ .....~.A..Eo....
...WYu.........A..Eo...................h..N&/...................'.~.....O....P...\...............P................(S.\..`n....$L`.........Qc..XG....create...(S........5.a...........Pc.........create.a....V.......d.......
.............IE.@.-....TP.A.....F...https://www.doodlekit.com/dk2014/assets/js/jquery.singlePageNav.min.js..a........D`....D`....D`.....T...`&...&...&....D&.(S....`.....lL`2....HRc .........
........Qc...>....document..Qcv.m.....window........Qe.6.~....SinglePageNav...c$.......$.......I`....Da.....*...T..a&.........Qb.v......initC..Qd..:<....handleClick.C..Qc.v......scrollToC..Q
c...L....setTimerC..Qdz..D....clearTimer..C..Qe.>......checkPosition...C..Qd.9.1....getCoords...C..Qe. }.....setActiveLink...C. QfB..@....getCurrentSection...C.(S........5.a.......
...a...Pc.........init...a.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5b2669e141dbf89f_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5e0928b4ebb84d7a_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 215

Entropy (8bit): 5.562110917199436

Encrypted: false

SSDEEP: 6:msuRY3pJnCnilAXXIzO/gMEedzeO1+yahK6t:Buw+iQWiVsO1+ya

MD5: D1A7CAF961A1E000A35BC2644D85106D

SHA1: BDA213ED65332A8F2ECB4A8E4A4D9FB3890EE2C4

SHA-256: 872642FB934269A0A801EBD783542290AD5F8D8B7F57A1F164CA5ABE20883429

SHA-512: 489208684E71648B872142E8A4C833871659FF063A514D4FDA422CD0BD3F5D5D662D8E952FA65ACB73972CE779AC870625F0B17F7521FEBD737B278B1307AF9A

Malicious: false

Reputation: low

Preview:
0\r..m......S..........._keyhttps://s.pinimg.com/webapp/44-d076d64432b88318dab5.mjs .https://pinterest.com/I..N&/............._}.......u..(3s2"..X.........w..t..h....A..Eo......l..........A.
.Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\61ace132c2eca6ee_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 241

Entropy (8bit): 5.621020803285236

Encrypted: false

SSDEEP: 6:mB/XYj018IrAqmxM+O/gKolU7A+44DK6t:kn1tWOHgUlt1

MD5: F54070BDBD7193080A56487E699B447B

SHA1: F48588619406C8D537625DEA4C1FAB08AC293AFA

SHA-256: F47EAFC04B571FB800AFC26ABD2EE4883B927D9FA19C595779CC6ACD013A6325

SHA-512: C43CC95235CD4579DCC5DAF64F64848603E8C05EF9714CEE5F4BFA89C71E4FFEE6A14BD8E310C2A4130BAEA73362C18F180E459680C1F1B295E1AD1BBC7D66
B6

Malicious: false

Reputation: low

Preview:
0\r..m......m..........._keyhttps://abs.twimg.com/responsive-web/client-web/loader.TimelineRenderer.655a98d5.js .https://twitter.com/"..N&/.............?.......3.X...1......<~.G.`...}.` 
...A..Eo...................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6214889f7c2e82fe_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit): 5.67580639029217

Encrypted: false

SSDEEP: 6:mMEYk+f2pomPMvmhmJ22Qf/g2O51HRdZwthK6t:Q++amAmkJJQfHcHRwt7

MD5: 45C7B799F73FFCEA46D1FA6AC624575A

SHA1: 2EE3731E810A297F44469D06284DC9D76223BF67

SHA-256: 2C61C7ED76801E8F8728359F3772BF30B16627EC573E752CDDF4A4F68A7787D3

SHA-512: 16BBF1A0C48D341CC2F30ECAF893EC64DE2BC7F4A0D9B756088A54C92DAECFEB0218101C7C1827FAB95C79F1588F50FE48977ECEA2AED67F71BB9B85CB4DB
7DC

Malicious: false

Reputation: low

Preview:
0\r..m......h....>.B...._keyhttps://static.xx.fbcdn.net/rsrc.php/v3/yd/r/Nk-rM4iWJZl.js?_nc_x=Ij3Wp8lg5Kz .https://facebook.com/.FI.N&/.............I%......H}.Q..U3.1g\..=..6..n..x
vT....?.A..Eo......A............A..Eo..................
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6386862eb4b2bb21_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit): 5.6648195695448385

Encrypted: false

SSDEEP: 6:m+/VYk+f2pom70XzhmJ2mrFl/gxcaNTs+xinhOK6t:FN++am70XzkJr7cRNT4w

MD5: 105E9994225F8C5268562F0D3404FD76

SHA1: 14FBAB2AD08387C7DDA37DC29921E6595B7FE400

SHA-256: 3EE0769FB7DC5AE024C3BEA1B9C30F560A29FF0559777E2550F3EB6268AB7227

SHA-512: 75EE85A010E33D9AE9CF1B6EF0AF9654CED2B2FB66BBC7AAD5B6E0105A8C42D3409CC1A605F10D6E6AE0836F8E8B160B383A4A2EC4351A100E97FB1C530F1B
D8

Malicious: false

Reputation: low

Preview:
0\r..m......h.........._keyhttps://static.xx.fbcdn.net/rsrc.php/v3/y_/r/JopZtdti8dq.js?_nc_x=Ij3Wp8lg5Kz .https://facebook.com/,.N.N&/.............&.........;...L.tUq9..,F....x..H.
....).A..Eo......7...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7199d728853abeee_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 237

Entropy (8bit): 5.605067879589421

Encrypted: false

SSDEEP: 6:mnYj018IrAWD0pM5/O/gzYltwcWRC4hC7DK6t:S1tBd/OPw5cB1

MD5: C1B50FF3FEF5DD258476FB5126006DDB

SHA1: 26DA415A19B4B485784BDB15A697C639CCA56420

SHA-256: 02DDFF6674A65199ABFC65D34BD97FDEB8C07DF5CE82177A92BC2C982E1AF50B

SHA-512: 824DC143DE305AF48CEA40A19323863400FE5C6B3D9B6918C7D9704021A614E08BF0D8CA5966D44EE1EF17DD0AE04BDE01E73CAADD98CC066F7DE84DA04947
E6

Malicious: false

Reputation: low

Preview:
0\r..m......i....\......_keyhttps://abs.twimg.com/responsive-web/client-web/loader.SignupModule.4f49c205.js .https://twitter.com/.Z..N&/.............:.......U..l..........(&.p...U.
LF.8G.A..Eo......$h...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\71e714ae72ddedd1_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 215

Entropy (8bit): 5.477851019984956

Encrypted: false

SSDEEP: 6:msaY3pJnC4HO8PIlAXXIZD+/gMkrmIt2C/lW/llhK6t:B7NH2QzMmIoCo/7

MD5: 981A6AEB6196DAEF59BE0F1882BDB300

SHA1: 98FAB186E8EC806A2125BFE83781A7F90B9FEAD9

SHA-256: B97F8CEBCA3A5817A1459232D47DB04CA02DF61BF139A3EDEF0B12695442B4A9

SHA-512: 71DE8124927E5D0206008CAF66433E1ED735BEF9BC8D4538B5F42665EF0224BFC84E84E6D5510F86C276F4F4BEFBF099D99AC8422B53186B94F995AA0B2C51C3

Malicious: false

Reputation: low

Preview:
0\r..m......S.........._keyhttps://s.pinimg.com/webapp/40-b2cb0c9ebc81078b53ee.mjs .https://pinterest.com/...N&/............._}..............M..kWo.V...l]....8...wht.A..Eo........o
+.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7292fd30678d3518_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 798

Entropy (8bit): 5.360688075534006

Encrypted: false

SSDEEP: 12:bMMd4MYQj33NWfnWN/NOXpN4vkBEiB/iMGCMMdSj3NyXkHvzeeWF99bj35:rj33NWv82XViFE0Hv6eU9bj35

MD5: 2634BEDEAD921C6DC1900C614454D89A

SHA1: AB460A7A4F8C0DCA8AD34E716BB3B216F58E6D49

SHA-256: F7BE2573D30F56F035625EF80481504A8B9D703322E59028382F24565C3C2203
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SHA-512: 3A033FB79DDD04A2E2011FB5BC945F6CBFD07A70EBAF1F9381ACB64999107FA38873C117E28531E81E2059CC9C17AE4CCCD5479F461A61BBE695DA466D47DC2
6

Malicious: false

Reputation: low

Preview:
0\r..m......N......*...._keyhttps://www.doodlekit.com/dk2014/assets/js/main.js .https://doodlekit.com/.>..N&/.......................q..F;.G.4G.......O]7...`..7...A..Eo......D.#..........A..E
o...................>..N&/...................'.G.....O.........Y.............. ................(S.H..`H.....L`..........Qc...>....document..Qc........ready....(S.....Ia....C....4..j$.......q......................................d.
............... ...IE.@.-....@P......2...https://www.doodlekit.com/dk2014/assets/js/main.js..a........D`....D`....D`.....(...`....&...&.....D`....DI]d......................K`....Dl ................&..
..&.]...&.(...&.....&.Y....&.....$Rc.....`..........Ib................c..........@.........d..............................q..F;.G.4G.......O]7...`..7...A..Eo........T.........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7292fd30678d3518_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\72968d0875ee3e23_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 219

Entropy (8bit): 5.543007338124649

Encrypted: false

SSDEEP: 6:mOllXYkvwyS5BxNRzNhRqO/ggLPTN4vjK6t:ZlzvwySvxNRzNhJTE

MD5: CF411A93A24E156AB223C6C911870FA3

SHA1: 91D0C7A1F17F34EA500ABED82242814D043362BC

SHA-256: 1ADAAF6F72A0AFBF32B3249FA063B3927A83860E27EBB4355354B5319D8479A9

SHA-512: FA66C615D8560FFB416E08C0695E359A126FA587415B68765F1B1E17D5722ADE809046946776902B34D3CC5B7D77BF79D12AD5BF2A9F5062477443DB894ACF1E

Malicious: false

Reputation: low

Preview:
0\r..m......W....f.Q...._keyhttps://static-exp1.licdn.com/sc/h/ajb1ah7ehtdeiip59j5t4rr5c .https://linkedin.com/..;.N&/.............#d......t...J.).#Uvn...|P.Nur.K..r.....$.A..Eo........=....
......A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\73a5db0297e6aced_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 244

Entropy (8bit): 5.605533036459841

Encrypted: false

SSDEEP: 3:m+lFpA8RzY/dWSBhM03uMQ/XiDI8XnvqMVRtCrMXtsrWHl/lHCK41mYs75mSdYv3:mCzYsgM03LjnvnjSMjgiY4dcCkDK6t

MD5: 9C8CD57345683B1E18A79D21FE24E7C9

SHA1: 44FF4F58B075DE0BB71D33FB8EF627B4CCD6E01B

SHA-256: 32D81AE470753CA60DC494B1F533E619AAD46FB5BD669FFCB486318DCCDDD22D

SHA-512: C1DF5F09ACF60D837872FEF17BB86AD28DDEDB7CDF9B181B70D3FD2D05BED1D93E4FC92E64783A37E29F02B03F8FA85E7F07D991A0679EC20B784D53C6D930
69

Malicious: false

Reputation: low

Preview:
0\r..m......p.........._keyhttps://msdocs1.doodlekit.com/assets/application-e82b27f13681f0325e0f6babe86d0e3c.js .https://doodlekit.com/....N&/............./........r...3E....^.F .L
n.%...=v......A..Eo.................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\76015e3a4b6224a2_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 247

Entropy (8bit): 5.740538600171872

Encrypted: false

SSDEEP: 6:mjEYk+f2pomWzVeAOZTLahmJ2IT1l/gh/E4k4LMK6t:0U++amMOZTmkJFvGzkKe

MD5: A69AA504CFD148B7A46BE8427D5A2FBA

SHA1: B33B898E4F253D9248EA899FF78468BA468983F5

SHA-256: B9026F7BCABA284509B51AD0CDDD096783F6BC25028DB2BCAC4FE076A2406742

SHA-512: 2BBF6CADCCBFDDDB23AB1140360C21A47C9C87172E2AB64ED5065266653BD4DC7A6231690C81C47D5A1819E543848B2121E019A26C89CCB6FB7AA2729612118
E

Malicious: false

Reputation: low

Preview:
0\r..m......s..........._keyhttps://static.xx.fbcdn.net/rsrc.php/v3iVab4/y2/l/de_DE/RTkqPFbXKo8.js?_nc_x=Ij3Wp8lg5Kz .https://facebook.com/.N.N&/.............c&.......gE.
2@h[.R.g].Sqx...:7.Pl.8.;.,..A..Eo.................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\782fef174458a857_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

Copyright Joe Security LLC 2021 Page 29 of 48



File Type: data

Category: dropped

Size (bytes): 215

Entropy (8bit): 5.621630598511668

Encrypted: false

SSDEEP: 6:msuY3pJnCYQz/4uZlAXXIw/gGBUA3MhS44K6t:BnHQUgQ/BRMh2

MD5: E7610CF5A96B37B25E421BA3E6638E17

SHA1: 1EDFC8C73E5A0F58A8CA1C4E3BA21EFE81295177

SHA-256: BA5D4ABED04EEB5543B0E3B67453964B829882EFFAFEBBF109568ABE8E5B52FD

SHA-512: C965D687B7F22C16AC4DF8CA03582E8FA91F31649F3D873424CCA036BAD7531A2F709CEE91DEB687F0A81E0A8F87A966A44233CB085A5B899B0170032D69C5DD

Malicious: false

Reputation: low

Preview:
0\r..m......S...l.![...._keyhttps://s.pinimg.com/webapp/70-55b64a54e96b7dc0d80d.mjs .https://pinterest.com/....N&/..............~.........Rc....Q..X...&f.|...&.E...G..A..Eo......]...........
.A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\782fef174458a857_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\79d78c1fae255ab2_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 448

Entropy (8bit): 6.108149344260066

Encrypted: false

SSDEEP: 12:2Em80vbGWJCuYGlfMMZXdDdpDdavAeXcLp+TXJSpmQfvo:2fnvbPJCuYfMZXdDdpx31Jpdvo

MD5: 68B8BEFFE7F168F17F42C664CEDCA2C0

SHA1: 080AE003233C9564A669C0C4BACB42CF6465588B

SHA-256: 7EFBFA016BCB800EB1EEEBAF79D1CD815BBB93AE564B8677E178A7404168308B

SHA-512: B6FB23D454DE87B9E3C1C6123CBB909CEC2F0552FBF78FCF296AC4A96E58C67AFEADA67248AC305FBC304A1D72D217F2143EBBDE3CA280701CB206F77161C4
45

Malicious: false

Reputation: low

Preview:
0\r..m......<....1...._keyhttps://ssl.gstatic.com/accounts/static/_/js/k=gaia.gaiafe_glif.de.8ENI-50EIgU.O/am=B0BxwwQlTJAAACAHAAAAAAAAADgaBJThHO_wAQ/d
=0/excm=glif_initial_css/ed=1/rs=ABkqax3FKzgj7jIt-OywJoLf17RnW_sR8w/m=n73qwf,MpJwZc,NpD4ec,SF3gsd,O8k1Cd,YLQSd,SWGa5d,o02Jie,rHjpXd,pB6Zqd,Q
LpTOd,otPmVb,rlNAl .https://accounts.google.com/....N&/.............'L..................$.}._...o..+$..Y..S.A..Eo.......v..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7a016c33d21d6a0d_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 235

Entropy (8bit): 5.547675053002651

Encrypted: false

SSDEEP: 6:m5/Yj018IrASlKxMvFl/gWl4RbVhHPNAfhK6t:A1tFlK46n5Pu7

MD5: 9420540B281C0F1C68C82F23FE38B7A0

SHA1: FA7B0F457B94F5730302133CC66241F6C64A7E4A

SHA-256: F54F48AC46132B1DAF264391583AE1D6E608F30CE0C6DFC3CEC0A068D9AD5297

SHA-512: 591034402DBE427573726760344C7B0A534957D2E4EC5BA1CA31FF742BDDF0EC488E95B4752F5318E133CFE4DF0091A37C62D37B7F6F9F1E84D5AE0D5D182EFD

Malicious: false

Reputation: low

Preview:
0\r..m......g....b.O...._keyhttps://abs.twimg.com/responsive-web/client-web/loader.WideLayout.e9ebb245.js .https://twitter.com/.}..N&/.............m9......(....;../|.p..Q...z[.....
....A..Eo........{.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7c08a0a1b334f3e4_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 215

Entropy (8bit): 5.610168303410691

Encrypted: false

SSDEEP: 6:msKlXY3pJnC3OlF7lAXXIRi/gX/6xUP8zrlNK6t:B74MZQK9ixUPcF

MD5: 9C5548FB4F89ACB48DDA892EA3E19759

SHA1: C02A712F220FB09BDE8CAD284995D35B569AF765

SHA-256: AAFF4860C32E9BFE559387F6C110EE9DF6DFF17DD1FD4E6541CA2E6AE561CEB6

SHA-512: 7F4F30577180D19FFD26F9874D683D5612D498A86D249AF95DBF66338CF0C2F563627E500263F1372D02CD2F6EC73C7BEC9DD13A5C399B30548BE347133BDC05

Malicious: false
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Reputation: low

Preview:
0\r..m......S...E..M...._keyhttps://s.pinimg.com/webapp/45-814fcabdc8cf3830d7de.mjs .https://pinterest.com/...N&/.............b}......LY.......'6.......[...;.......A..Eo......@.V..........A.
.Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7c08a0a1b334f3e4_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7c9cc68b7b936530_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 247

Entropy (8bit): 5.756422090520839

Encrypted: false

SSDEEP: 6:mb+VYk+f2pomWQeOIH0AehmJ2/1l/gWlYajLqiAlzlhK6t:Mq++amFIUAekJu9YaHqis7

MD5: 258BDB03102D074705122BAA04D6B22D

SHA1: AC7936F6F2C38EA1EDB72456B656408960D484C3

SHA-256: 9C4EBC8E30A79F4A6848DDAF058B920D0DA4963F62262D83F8C9913E87281022

SHA-512: E2051EFB4B7CB963D7B5EEF6E2D4E412960F5CEE7D8074DE4A674171FCD0C015B0927D1D7A0041251D3B77166D754BB57C8CFE3DBF07C5DEE56D611622BB590
9

Malicious: false

Reputation: low

Preview:
0\r..m......s.....\....._keyhttps://static.xx.fbcdn.net/rsrc.php/v3in-84/yL/l/de_DE/-7QaxTcF2dl.js?_nc_x=Ij3Wp8lg5Kz .https://facebook.com/r.N.N&/.............H&............Ja.-.-.
U..;_..@>..+..W...A..Eo.......?.+.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7e0e4296dfd3c85a_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 398

Entropy (8bit): 5.913677521763249

Encrypted: false

SSDEEP: 12:n8Em80vbGWJCuYGlfMMZXdDdpDdhfeH+wyK8:8fnvbPJCuYfMZXdDdpxhf0f8

MD5: E1D4574C24959D66C14DA14271A21838

SHA1: 4E1CF9D7FE10050C874E76052DE8D0CC53AC55AE

SHA-256: D2685D61D4FB605C5E7120938E806C330012C0AD5DA62E1C3F583F2DE03213BA

SHA-512: 83BA4AABB6E509D6A331C3259C8002539A3E089B6B5FA0751BDAD7F1913DDA64935E128AA82D1272FBF54DDDE9CDDC9E09F7DB55FDB214EFF805AF30B03E52
B1

Malicious: false

Reputation: low

Preview:
0\r..m...........[hd...._keyhttps://ssl.gstatic.com/accounts/static/_/js/k=gaia.gaiafe_glif.de.8ENI-50EIgU.O/am=B0BxwwQlTJAAACAHAAAAAAAAADgaBJThHO_wAQ
/d=0/excm=glif_initial_css/ed=1/rs=ABkqax3FKzgj7jIt-OywJoLf17RnW_sR8w/m=sy81,sy82,sy83,sy85,sy86,sya2,pwd_view .https://accounts.google.com/....N&/.............
1N.......+.....j..g.@.a...z.Z..x.K..'..4.A..Eo.......x...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\80f187f541b49d38_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 222

Entropy (8bit): 5.5342403465826875

Encrypted: false

SSDEEP: 6:mIqEY3pJnCtr/7ZJZlAXXIm/gxRtlYGDsYEn64re/ZK6t:Qps77ZnQ87ldD6ar

MD5: 4C2D1CD88159B22579BD58457E7F7002

SHA1: 26A2019C1B6EC414B0D02D0F1EE354794CDEA9D0

SHA-256: 1FAC20278C9EF2F42EAB5F9A854C2DB0B796C2923380EC1E7C7F2FD3DAEA8B84

SHA-512: 06F73AE27B67CEE668360C410BE2B5C91FF184CF363F72ADC622CFBF3FE07E280095ADBD3A177A9BE662F85A9563EB722E734908E4B3B238FCE0433E746C86C
0

Malicious: false

Reputation: low

Preview:
0\r..m......Z......8...._keyhttps://s.pinimg.com/webapp/polyfills-054c1fea7e307b1b0e60.mjs .https://pinterest.com/t...N&/.............y........#6p..T..OF.{H..r&....UE...@...A..Eo..
.................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\831107adf264f338_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 232
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Entropy (8bit): 5.480543094953578

Encrypted: false

SSDEEP: 6:m/l/XYj018IrAWQ3nMv/gYPqiNqVPm4PAK6t:kln1tBQq52i

MD5: 4149D44CC6D3A13D663FDD16EF3C1A04

SHA1: A6BB784AC48762F9F447AE78113A1EB0059DD84A

SHA-256: 67DA4C07B6BCF05CEC1E42741E82E61EA05806CF8D3098C5A065258B3A7AFE18

SHA-512: 0A0BEA14CBF71E4B10A5A72FD6400FA741507DF609DF3C862C43A9906196D1F359DC182BD2408B676B08A1E84B096175DFC1AC35ADFAAE2C7428BB49B8511AD
3

Malicious: false

Reputation: low

Preview:
0\r..m......d......M...._keyhttps://abs.twimg.com/responsive-web/client-web/loader.SideNav.b5ea1445.js .https://twitter.com/0..N&/.............7......4.m...G..G.c/.M...l....H..O.J.
w.A..Eo...................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\831107adf264f338_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\849c3de6865d8565_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 205

Entropy (8bit): 5.347939750803554

Encrypted: false

SSDEEP: 6:mEanYiMs8pMdWKl/g8gXXj8IcNupgLrCthK6t:MrtFlngngIc8p31

MD5: 606D756853C8102E79A6CDF8E93A66C4

SHA1: A9ACF9F312DAFEE0983274C811D8B362ECFB32AF

SHA-256: BFDFCB907CD143EE560C36C094EF3A191DC5CA2164EB2BC4C8B8361703964345

SHA-512: FF3641405879FC2B540454282F25B1AFF5AAF1D53AB0BD527C12ABC19D4E5979FFDD40E5212E3276C9DDC7567DAF5EE88036671D4EF20F1BB430F1041DEDF411

Malicious: false

Reputation: low

Preview:
0\r..m......I..........._keyhttps://twitter.com/i/js_inst?c_name=ui_metrics .https://twitter.com/....N&/.............b9......D...L...9..g.......-...m...oN.B.A..Eo...................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\862b38f3aceef2ed_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit): 5.5068117174975555

Encrypted: false

SSDEEP: 6:mhYj018IrAukGQAgOMy/gFhldbYLFigRhK6t:s1tRnQ/eohPYLH7

MD5: 72221E1C0CAFDF603BF49F2E3949BAC1

SHA1: 6839C6DB2E284EF2DB91B826F89086E2CA873F6C

SHA-256: 828E8A05911C2C50C4B5D02FF214507A664CFC5EEF145961BF8C9536CC83097B

SHA-512: 58AF2B36434939BC2C5B1E8FD7E61341459FCABEB05E54191F234EB0B3BB9BCFF228249779B198EC0C1F0AB9AC10A5230F94A7F8E6562D1B9833DCD6C574DFD
F

Malicious: false

Reputation: low

Preview:
0\r..m......h..........._keyhttps://abs.twimg.com/responsive-web/client-web/ondemand.BranchSdk.cbe4c015.js .https://twitter.com/.|..N&/............. 9.......r*._..\.O*f..^.../.LN..
5E.U...A..Eo......n............A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\864ea6185a6f1d85_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 247

Entropy (8bit): 5.702850402383598

Encrypted: false

SSDEEP: 6:mB3nYk+f2pomWw8AOMrDghmJ2A5l/gWgtE+qpmn+gK4oAK6t:4D++amQMDgkJF2E+qpHi

MD5: EC3E1A048078215B99CEA6812CEB3391

SHA1: 6A4476EBD7CC9FB31635AF018C18D5101F4E4508

SHA-256: E851A895158CE342D0936A9F0A0BC84224D223770D796160133CC1890BBA7B03

SHA-512: 7DBCF4DCC0AA9278768CF2212BAE6EBA524D229FCFCEB28E96E7B6BDF8662F5CC94E1929F792DE65AA2C1F663FF543FBA07B07F5B6FCE506F6B7CC53EEA44
B16

Malicious: false

Reputation: low
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Preview:
0\r..m......s...%......._keyhttps://static.xx.fbcdn.net/rsrc.php/v3i5ED4/y8/l/de_DE/IHQBbcf51X4.js?_nc_x=Ij3Wp8lg5Kz .https://facebook.com/.4N.N&/..............%......Tc.
.:p..B.+H..._.#/.WF..8...!...A..Eo.......a.O.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\864ea6185a6f1d85_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\896ee241a9ce1a83_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 219

Entropy (8bit): 5.6126071944496605

Encrypted: false

SSDEEP: 6:mQxYkvwyETNSb9NPte9/g8l2L/2GX4l3K6t:PhvwyETK9NVeFl2aYs

MD5: 766F0B86C73117D31EB7984E86C65577

SHA1: 55368ACD4C04DE05E417568382E88B1F7534744B

SHA-256: 6B060C956CBD88FC1F834615B03765CB7714069160AD24F567FE105BDE97FF9A

SHA-512: 0AF52A6F2A7B6E0473FAD98C6E97BC676FF06CDA5BF9FE2F22FC2E83A26EDF8B9C8489E916BCCF8BB3B557D10E8D85F4943BD73790DF35B85F66DEF4508E0C
64

Malicious: false

Reputation: low

Preview:
0\r..m......W...'}......_keyhttps://static-exp1.licdn.com/sc/h/9gq3m734x8q0cboyvpom7rno9 .https://linkedin.com/}.<.N&/.............Pd........Xx`...f..&.;.]...g.K..M.^....A..Eo.....
..............A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\89a981ce4d0a0464_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit): 5.684899548659923

Encrypted: false

SSDEEP: 6:mSYk+f2pomdMGw1VwhmJ2ST1l/gfcW3IGH4/lthK6t:L++amdnkJbTvOIGHg7

MD5: 3378715AEA962C5BA2FD3C35DD560558

SHA1: B9FC3647090DC0A7745D2DFA1B4B8E6F42469AE7

SHA-256: C51CED76B91A7FB7D2B7A21CEEAFA7B1760A59B780C4ED62364CAD3BAE6BB108

SHA-512: 5C79EB6D11B52D94ACF8FC1C6BA1839B9F76775BC602EA62C7C1E0B25274DE7D5B32CD81426C04FC4EB662D1287835E06A3935D08718952ECFCD9C935F34C53
A

Malicious: false

Reputation: low

Preview:
0\r..m......h..........._keyhttps://static.xx.fbcdn.net/rsrc.php/v3/yv/r/eRfcZJxUwCV.js?_nc_x=Ij3Wp8lg5Kz .https://facebook.com/..N.N&/.............:&.......C.I.GI:......8.~....[x.
?.."...A..Eo........]w.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8be6eb7447533ec1_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 241

Entropy (8bit): 5.556678011445678

Encrypted: false

SSDEEP: 6:m7mNY3pJnCrt3wx6vwqy7lAXXIPW9/goPyeYR3fG4rtYZK6t:02Vw04qYQ4CPyfpGRT

MD5: B4F6E2AA080FA0064BC047FF43BAE475

SHA1: E70BE1460B957F4A92EB53A52183F9D41342A270

SHA-256: ADD5CA7FA6343206DB963BD5D9F3361239BC7C2C3D2033B45FD80FDEBFD04966

SHA-512: 4D0079C557DE2534B3B3223B4C3CF1932ED34C938634F571476C732B8D20BCEEBE741E56FABE3D9C9687F6D3C60D7557AE6292E6B6EDADE1F32D209B91159FC
1

Malicious: false

Reputation: low

Preview:
0\r..m......m...a......._keyhttps://s.pinimg.com/webapp/facebookEnsureInitForDesktop-6381e830505e05829cfa.mjs .https://pinterest.com/E*..N&/......................L? 11fq.
`.4vI.]j.#.........C..z.A..Eo......?............A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8e2e4561ce876411_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 241

Entropy (8bit): 5.618182193035574

Encrypted: false
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SSDEEP: 6:m5EYGLKdXNQKH1AXtRuQi/gDiSr/nuthK6t:ShhNQKHid8QZxS1

MD5: DED8F746AF459A7EEC7CC4D35401B976

SHA1: 87D0432EB5C257160BF213108742277E7A445798

SHA-256: 399589C3CB8927AEF26B650F2E3B28BF34DDF9CF28405DE41DD0EFF824E52E59

SHA-512: 736F9DD1C59A44C89320CD0D108B02D16E459A462D97C58C0C8C0C18E0F38011BD1F82E683CA4CE5D258E9A70367BF2CDC72DB972FD33B420879F46EE51C6576

Malicious: false

Reputation: low

Preview:
0\r..m......m.....U....._keyhttps://www.gstatic.com/recaptcha/releases/vzAt61JclNZYHl6fEWIBqLbe/recaptcha__en.js .https://google.com/....N&/.............................2..}2.N.ry.
..w.!..P.g.A..Eo........!..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8e2e4561ce876411_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\922e2363171ab453_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 197

Entropy (8bit): 5.439272045528173

Encrypted: false

SSDEEP: 6:myEYkvCLLY0LKVjSMaj/gvua/VkAmK6t:Qvd09MastkT

MD5: BFC34F8E287A9E2D63EDAC1578B4FDA6

SHA1: 3A829A95378A7DB8A100805ECB3A0FAC764F26A9

SHA-256: D3B2EE4CD58A1CBCF2AAA0DB0C3E6DDAC99B56C836912D066620E8B184B38160

SHA-512: 037006B4BE1751B77957901239F12C9D626200CC240F8CA592B0315EA8F198B6F6D4D07350056D37065831685D6CEC37B4792035381629B676AE139E4EDCC1B0

Malicious: false

Reputation: low

Preview:
0\r..m......A......=...._keyhttps://stats.g.doubleclick.net/dc.js .https://doodlekit.com/#..N&/.....................U....p...+.1~[.t..,.SI.{.M....J.A..Eo........6.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a32445fe0b9ae0aa_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 215

Entropy (8bit): 5.566745626140599

Encrypted: false

SSDEEP: 6:msaD6EY3pJnCvnglAXXILhi/gGCHNyzd90lK6t:BampAngQQhcagDQ

MD5: ACCB92969ADB976AD117E3972A01B588

SHA1: F448F2FAA9FDBECDAC530230716B7884E93109A6

SHA-256: D5D22210D641DC1F206AF168C03F20909510B762E52A5B9E600A5D557A62D58D

SHA-512: 8898AAEFC5EFA4136997ABB124E16E5FABCBF6D4624CF5497D3B98ACD71330D5B4604B5D597E2C158ADB337589432F2C968171FA5D8EF3B20C60EF8817FF36C
7

Malicious: false

Reputation: low

Preview:
0\r..m......S...n&.6...._keyhttps://s.pinimg.com/webapp/79-7c105e990276ea04af98.mjs .https://pinterest.com/l...N&/..............~......w1s....S%.q..z.Vd...wA....>.....A..Eo........
...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a457809b68ea4bd9_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 219

Entropy (8bit): 5.559489714720252

Encrypted: false

SSDEEP: 6:mlYkvwyIMc3jNN2/g/GFfbY2Ry4RbK6t:EvwyIH3jNNR8bVyE

MD5: E690F74739544E611E2871790F9A50C6

SHA1: 62B4BF294762C95F5160D3EA5BAF25712EA082A7

SHA-256: A79F9A7B75870CCD8AAE8B35A08007E8D25E42DF1478CF45E97563DBC6BD1E92

SHA-512: 39DEDCB78177164C4E9271DA19683F7AE641F02555D8448457B9CBCA0F0B3F1D0EC742CB0CB210796012FA71582DB69F0372617D07CF91D8A154DEF5C827BC2A

Malicious: false

Reputation: low

Preview:
0\r..m......W..........._keyhttps://static-exp1.licdn.com/sc/h/8gm0m1vt7gl8xfl5ac09vt7w5 .https://linkedin.com/..E.N&/.............f........3@..b71..V:.d..T.=.ai!(.~....A..Eo......
e63..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ab669cfb88ddc442_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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File Type: data

Category: dropped

Size (bytes): 274

Entropy (8bit): 5.547379287676737

Encrypted: false

SSDEEP: 6:mznYj018IrAMUBTJcpuHIK1AwM4/gcgXlflieL44Nl/hK6t:61thUBS8HIUPHgVfl54o

MD5: 1BAD119D5D006321C6BC80D8C81DC385

SHA1: 344D84AD3562F70C8136ECA26F1ACCB42BB066EC

SHA-256: 0AF1C7BDD949021C5E777B768E1E44402D95B9D994F353D493465653E56B9C1E

SHA-512: B0A23444ED0C949B36B7E9202D6DE8D0CA5BD3E4F70D9E1C56EABFF0D20FF5E1E5FC0F78C95660AB44CF584E739E740C176CE6887212C368D0F3853079329708

Malicious: false

Reputation: low

Preview:
0\r..m............/~...._keyhttps://abs.twimg.com/responsive-web/client-web/shared~loader.AudioOnlyVideoPlayer~ondemand.InlinePlayer.0cd07585.js .https://twitter.com/;..N
&/..............9......._..p....9..-.vk.:(..tg..c.S.G.A..Eo......e..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ab669cfb88ddc442_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\adf7722569fd0bc6_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit): 5.711849769218764

Encrypted: false

SSDEEP: 6:m49Yk+f2pomX8N7yhmJ2Pl/g/g/SIrNenpK6t:rl++amX8okJcJo

MD5: 3C687E717CB26B3B02B1C589F1015B2F

SHA1: 61B60A28996F8719964BB3E06E917601B48B024F

SHA-256: 215A98015ABC4D820D0AE800F9941FCB71A36ED95364B952EE02F73D3B2D5DB4

SHA-512: FC477FDDE6609E229BEE91A93B216320E671A577B06C1D8F397505C402C549EFC8BAAA08F60208AB935E6EE4B7D19F9B2935DFD69DBC4845DAA9FAC0805FC25
C

Malicious: false

Reputation: low

Preview:
0\r..m......h....'......_keyhttps://static.xx.fbcdn.net/rsrc.php/v3/y3/r/CrII4R3C1FT.js?_nc_x=Ij3Wp8lg5Kz .https://facebook.com/..N.N&/.............u&......7.6I.#....1.Y.z.....D6...#-
Go...A..Eo......{..t.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ae0068597fb7cbf5_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 243

Entropy (8bit): 5.614587500308179

Encrypted: false

SSDEEP: 6:mYl/XYj018IrADfHGpvpM40rDKl/g4gdQXpjpYpl/bK6t:/l/P1tafYF0rWldgeXp9GtN

MD5: D32B11C22D552D79AC9E45D92A7B9E82

SHA1: 0062165BA59B3C76CD3D79E6726678D6BE416F72

SHA-256: 9EC24D7A4C247E44CD824D25CCE8BF14156D4DA2350791E1ABB5A8D5E8F27C4A

SHA-512: F2C7E650CAF3CD8C9C8710FF7742215E4526FB8517370440A243E90DF66DC044EC9DD906FB8D3327398B81E7F1D5623ECC4E081616118B3517DFCC1585FDEF24

Malicious: false

Reputation: low

Preview:
0\r..m......o....G....._keyhttps://abs.twimg.com/responsive-web/client-web/ondemand.CarouselScroller.87e07c25.js .https://twitter.com/.W..N&/.......................B....$......p..S
8d.....=..,z@Y.A..Eo........O..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\af640cd9fdc31867_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 235

Entropy (8bit): 5.661121693483679

Encrypted: false

SSDEEP: 6:mEuXYj018IrAE8ooMc/gUEG70oAnVnK6t:IP1tgo+jE7oAp

MD5: BCCFC7B0FB0682A6744875E85D0AB400

SHA1: 16F53B19ED9DEFEE20260E0FE1D33A9FA8D8DBCE

SHA-256: D5AAF5B44DC75803CAAE3FC69855F8EC492FC8FADB9FBE5B0CAB75E8E0CE04AE

SHA-512: 6FDFB4DB94342A597F8DAC836DF52E81EBD158E08C5680831FBCD82A9DD0B663EE51BB63BA78AE75FB1394052BE06C028DB7BD62C83936ADC04361D0C1E8E9
39

Malicious: false
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Reputation: low

Preview:
0\r..m......g.....b...._keyhttps://abs.twimg.com/responsive-web/client-web/loader.AppModules.387469a5.js .https://twitter.com/...N&/..............7.........7........~..^O*G#.8K....
.A..Eo......%.Z..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\af640cd9fdc31867_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b1394ef7d9a534a1_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 242

Entropy (8bit): 5.667617172334939

Encrypted: false

SSDEEP: 6:m3YKXkKmUI1lTDAqjSMk9/g0COyz4kDK6t:NILMkvXAT

MD5: 203D43BB12EA0D666E3C899C429DD326

SHA1: A04B1682AADD3A78AE58C5181A75B92BB8622623

SHA-256: 309A21E220A576FC34FE8AFE3C52912A057A832CB6B463B6F01E2053FE8E3051

SHA-512: A30704EFF11DBF3C94354EBD12D796180909CECF91F78A8434117504A2744398DF9806DA3CE9DCDF8733E248572F4EF20E89D90251394992AC7B502AD79269CC

Malicious: false

Reputation: low

Preview:
0\r..m......n...Q3%....._keyhttps://doug1izaerwt3.cloudfront.net/5ce2cf4587cf44918de36bb796d05dce5da59263.1.js .https://doodlekit.com/.2..N&/.......................'...7.
.c3.....W.W..?V...e...A..Eo.......^...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b343428e4e214036_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 247

Entropy (8bit): 5.6964989836105415

Encrypted: false

SSDEEP: 6:mv8gl/VYk+f2pomWmoO+oLahmJ22l1l/g0l7w5a43llbK6t:48gN++amGO+FkJJlv7f+1

MD5: B022DB037187061D5B6194D7616CC8C7

SHA1: 8AB5E942DFCF05301C47242F2AE49084B32EA888

SHA-256: F28BEB378F505849BBB943A29A1E45EDB8F3D0F4620D7F5C32BD00DDE7D0635B

SHA-512: 6E6AC25FEF38EBD50A2823C8615008387DC2A6EADC5AC1225B8FABF7E996225D44F4C4EE452D9BC47374C54A06649E864434E37AA26F9C5BB04C14DC13629F9
E

Malicious: false

Reputation: low

Preview:
0\r..m......s....T......_keyhttps://static.xx.fbcdn.net/rsrc.php/v3iOTn4/yF/l/de_DE/AghE3rjighB.js?_nc_x=Ij3Wp8lg5Kz .https://facebook.com/..N.N&/.............Z&......Bt."..%R.....
....o...oK........A..Eo........g+.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b687d32a26762be5_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 204

Entropy (8bit): 5.401182122897789

Encrypted: false

SSDEEP: 3:m+lo4D/dA8RzYP2FycyG0B1WFvDtCrMYM1lll/lHCj6vuX7NSeUmva7/tpK5kt:mI7PYeWSSMYMv/gj6w7NRva7/bK6t

MD5: 9B04370E243367D0DEF319DAC217860C

SHA1: E0DD10212D401BB01DD9A6B74B1D68939EB14D45

SHA-256: 540C6CD6465C2C47275EE4023721D21073B5D97902C4DF41DFADB63518EEFDC6

SHA-512: 9839328CFBF8E9C9668A366F413BD1D49BDEF2A269C0068D4DD2C3446F1D3E97582E1B2766CA661156B5B16B5F4F206A75BD3B3BCCF820AB72CB0C07CC0B980
6

Malicious: false

Reputation: low

Preview:
0\r..m......H....W....._keyhttps://code.jquery.com/jquery-1.10.2.min.js .https://doodlekit.com/...N&/......................1.v..9..rq..\.i{}7...;.{...z}..A..Eo......B............A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c048e0045d50d885_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit): 5.645885229323439

Encrypted: false
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SSDEEP: 6:mt6EYk+f2pomT5WyEhmJ211l/gLFt1AiGyjhK6t:8++amMLkJEeAC7

MD5: 8B75F0B8617CAEBFF14E7C4BD30EF959

SHA1: 4075932289C083956CB3B7DDEE6F0E64F8A2EA23

SHA-256: 51327CCEF410CCB3A4A22B9B551D060AF12D55CF328C302AC8F828FA3FD543F2

SHA-512: B7EDFF21B2EDD66A798AAE941F53A1D46475D9FBA8855805AE98F4121B87CD619B718B981AA7C1D477F137AFF844C677F9C17DD8B3B083A4B43C4872BC0B2E0
8

Malicious: false

Reputation: low

Preview:
0\r..m......h....!U....._keyhttps://static.xx.fbcdn.net/rsrc.php/v3/y8/r/hpDG3Ldzfpd.js?_nc_x=Ij3Wp8lg5Kz .https://facebook.com/j~N.N&/..............%.......L2........n...%?....*T~
.....E.A..Eo......,..\.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c048e0045d50d885_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c1b942d0bab17991_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit): 5.546267538627137

Encrypted: false

SSDEEP: 3:m+lYKlIv8RzYj0KKKXlMMIrATT7uiJolMRfwgl1lll/lHCHwt/H3REAtLd+WOm2W:mAYj018IrAnhiM1wg9/gHQ/dQkPK6t

MD5: BCBA22C7AA4402E2DEE81761DD990955

SHA1: 274EA08F275F384C201DAE5255DDD80C0F56987A

SHA-256: FFEE9883E55F981D6B9AE7E1BB75CC52470BB7A0E93B8420BD6884968AE0D4E9

SHA-512: 727D41AD19B5200620C98299B275F64B8480529AAA34DFF8E21CB14254F710B03233D87ADE04F9DB3C63225B1678EDBCDA53ADADEF1D97FB7DF6B200CAC732F
1

Malicious: false

Reputation: low

Preview:
0\r..m......h.....g....._keyhttps://abs.twimg.com/responsive-web/client-web/ondemand.LottieWeb.e674aff5.js .https://twitter.com/....N&/...................."}J..#.L.[..F!...F.b....h
.......A..Eo......e@B..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c89023208c8ca20e_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit): 5.6823691858587235

Encrypted: false

SSDEEP: 6:mjPYk+f2pom8LQZ4zhmJ25u1l/gBf5KfdByALK6t:G++am8SykJMOsiz9

MD5: E30054AC41F09B0A659CC4E88BAAC7E2

SHA1: 9B2CD9FFEDBC94B1BDFEBD97FFD4F32770A1D55F

SHA-256: 92508BB20071B6F0BCF5B557FC334CE476748F7FF4F5BD1A9BC4CED8D5A5BBFC

SHA-512: 24539E6D7D85A118A271CF4732188875106AE75A4D6F22D5579A0A569261A832DD1A5FC49BC5A3DE534B85F43D4E67BD769375A99367CD5A2DC014DEE762AEF5

Malicious: false

Reputation: low

Preview:
0\r..m......h....J1....._keyhttps://static.xx.fbcdn.net/rsrc.php/v3/yQ/r/vLtbBJ-NnYi.js?_nc_x=Ij3Wp8lg5Kz .https://facebook.com/9ZN.N&/..............%......".`.;p..NL.b...NV..s.b..
..Y09R...A..Eo........Dd.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\cc4c5ab390157c71_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 228

Entropy (8bit): 5.5670524071560585

Encrypted: false

SSDEEP: 6:mhYj018IrAMUKSDVpM3f/gNg40PpLQK6t:01thUKSRqfY0P0

MD5: 2F9A827E2EB47EB1C828E06442037F1C

SHA1: EE3799A1C74205340CD77C803639BB8543323B86

SHA-256: 3A8FED9DD2B9C4EEC36E06B03D5FA9A61E11F29581F391F343D4D03DD8129A67

SHA-512: BC749BB2C3DD7754FACCE0CC6C8C070812ADAB4B4A3A0D1E2E51EA910384BA9E05D01743358DA9C6FD0428C6D9C1716371F96769A214BE98888FD8A5F448435
8

Malicious: false

Reputation: low

Preview:
0\r..m......`....j......_keyhttps://abs.twimg.com/responsive-web/client-web/sharedCore.cea4b575.js .https://twitter.com/...N&/.............7........c.....9..3...]..n...p..dC...A..Eo.......Q"
..........A..Eo..................
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\cec1a3a724d77d4b_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 370

Entropy (8bit): 5.845071107706349

Encrypted: false

SSDEEP: 6:malPYGLPM0BSMda9mKlsHUbVuSM+RDugkJg7KmUN4TxYaK6tYxnqywtAwTvsmUNc:t9MTM4wH0MyDSJoUN4T5e8tztUN4T

MD5: 9C4A0B3861B794C39F4190D7617823B6

SHA1: F1CDC912B9878ACCDE5A8E796657785DB46CA5E9

SHA-256: F0AAD6B7DE1BDC294DC812D71E9CE0D26D9362C4CE1EA77A451FB7F92DA7D350

SHA-512: 9739EEEE7463C2AF3EF4B83FA02D44DD1F1E48D0F15DA19D6EF2F65561BBB2408F9D4DF345EFEE6975289C1945F53C2161398F0B36A2757A9690547EE6DFC380

Malicious: false

Reputation: low

Preview:
0\r..m......j...W3Z....._keyhttps://www.doodlekit.com/assets/doodlekit-afd04db9f1067c5cc8b2096947b17c40.js .https://doodlekit.com/.\..N&/........................k.t/j.:.Qnm.9..]I..
.]7..~:..A..Eo........^X.........A..Eo...................\..N&/.P...93593AA6A589CCEAD531399008C5187EAE3AB2E9187747A414B6638F4EC958CB...k.t/j.:.Qnm.9..]I...]7..~
:..A..Eo........WHL.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\cf4a51362f327fec_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 215

Entropy (8bit): 5.499859391686626

Encrypted: false

SSDEEP: 6:msIPY3pJnC5TfL7lAXXIdi/gGMTWjrJozrMK6t:BJ+PQ3MyrJozS

MD5: B0F1C23DC0F74FBE3FEE154F2CB817A8

SHA1: 30B1A3D09D682DAB44F4F561B7327E91B9F61841

SHA-256: 8F3CA98712789BBC1EC52EBF33A7F5FA1C32C430FFC35EFA4D0C63EF328F53BB

SHA-512: 53A01295BD1D439F02FFEB8946167A4B821F13BF024AF442CAAD027FAFACE799C4F0035B0E1E09E53223AE95321860179F78CCB4BDA3D28365730F6F56948B89

Malicious: false

Reputation: low

Preview:
0\r..m......S....2.t...._keyhttps://s.pinimg.com/webapp/65-9062c8c7b60856661bec.mjs .https://pinterest.com/...N&/..............~.............[.......+n`......e.>/0#...A..Eo..................
A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d6183bd683e72e6a_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 214

Entropy (8bit): 5.607907670986962

Encrypted: false

SSDEEP: 6:m83XY3pJnC1LNWZlAXXIZhW9/gr0fNjrirK6t:wA5WZQVQ0VjM

MD5: 880FC470E3927CBE0F61C6206B9936F2

SHA1: 04D1B764A83B32C1952FDFC94A8F3A9BACC79C82

SHA-256: 9E77785ECD20D7D746DD76B2AC71716A53C30464A0D900427506B9240EA4FA00

SHA-512: 5E5D5EA0B42DB2F8E1970ACF59589811146FC0067F50D40751A3984C34871835D3C0CEFF174363E9ADE8C913F72D1ECFE6C245CCF2766EFD7CEBD70E9F9A4059

Malicious: false

Reputation: low

Preview:
0\r..m......R... ......._keyhttps://s.pinimg.com/webapp/0-3b0d3754dda3912643d9.mjs .https://pinterest.com/H...N&/............._|......"~...J...J..+yu...".....D.....n.A..Eo.........f.........
A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d706349cc7239dd4_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 241

Entropy (8bit): 5.576610589742367

Encrypted: false

SSDEEP: 6:mns1SY3pJnCh5PiwLrGTG6uDlAXXI//gOx1nWH6m4jXK6t:51Didv6uDQMWHV6Z

MD5: 1C402FA991975642FD98A1162E99DEFE

SHA1: 66F19F1F4EB288511D82A0A3F3F1EDCB48CCAED2

SHA-256: 1E77170BDA34C8B813585869267F37E56AD05B5637A8A7C42ABBDD0B4AD268CF

SHA-512: E47471133F413CDF70E6BE8CB892918F78238BAE28D5271532DCD81575A71B71CDBE6DA7968834E1D4ED453F1FA533ED0FEEC0688C158D0AA131E3E24A2DA9D
F
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Static File Info

No static file info

Network Port Distribution

Malicious: false

Reputation: low

Preview:
0\r..m......m...}.P....._keyhttps://s.pinimg.com/webapp/www/[username]-unauthdesktop-df4da1ad8c0736cdbfee.mjs .https://pinterest.com/8...N&/..............~......TH.f.I.a.
..B.p1k..b"9.?@d. .e...A..Eo........h`.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d706349cc7239dd4_0

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jul 22, 2021 18:09:02.093590021 CEST 192.168.2.4 8.8.8.8 0x3745 Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:02.095155954 CEST 192.168.2.4 8.8.8.8 0xa76 Standard query 
(0)

msdocs1.do
odlekit.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:02.097172976 CEST 192.168.2.4 8.8.8.8 0x61c8 Standard query 
(0)

clients2.g
oogle.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:03.683008909 CEST 192.168.2.4 8.8.8.8 0xf4a6 Standard query 
(0)

dk-media.s
3.amazonaw
s.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:05.866179943 CEST 192.168.2.4 8.8.8.8 0xead5 Standard query 
(0)

msdocs1.do
odlekit.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:05.934974909 CEST 192.168.2.4 8.8.8.8 0x50c2 Standard query 
(0)

dk-media.s
3.amazonaw
s.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:09.458709002 CEST 192.168.2.4 8.8.8.8 0x4c46 Standard query 
(0)

onedrive.g
imatbirikimr.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:09.614969969 CEST 192.168.2.4 8.8.8.8 0xfeef Standard query 
(0)

google.com A (IP address) IN (0x0001)

Jul 22, 2021 18:09:09.615536928 CEST 192.168.2.4 8.8.8.8 0xc547 Standard query 
(0)

google.com A (IP address) IN (0x0001)

Jul 22, 2021 18:09:11.206501961 CEST 192.168.2.4 8.8.8.8 0x4a37 Standard query 
(0)

onedrive.j
imukgremen.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:13.280808926 CEST 192.168.2.4 8.8.8.8 0x7281 Standard query 
(0)

doodlekit.com A (IP address) IN (0x0001)

Jul 22, 2021 18:09:14.437705994 CEST 192.168.2.4 8.8.8.8 0x67b9 Standard query 
(0)

www.doodle
kit.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:14.985455036 CEST 192.168.2.4 8.8.8.8 0xf078 Standard query 
(0)

clients2.g
oogleuserc
ontent.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:15.143181086 CEST 192.168.2.4 8.8.8.8 0x775 Standard query 
(0)

code.jquery.com A (IP address) IN (0x0001)

Jul 22, 2021 18:09:16.859754086 CEST 192.168.2.4 8.8.8.8 0xb8b4 Standard query 
(0)

d3gqux9sl0
z33u.cloud
front.net

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:17.392316103 CEST 192.168.2.4 8.8.8.8 0x244d Standard query 
(0)

stats.g.do
ubleclick.net

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:17.392622948 CEST 192.168.2.4 8.8.8.8 0xc811 Standard query 
(0)

rum-static
.pingdom.net

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:17.393440008 CEST 192.168.2.4 8.8.8.8 0xb7b4 Standard query 
(0)

api.autopi
lothq.com

A (IP address) IN (0x0001)

TCP Packets

UDP Packets

DNS Queries
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Jul 22, 2021 18:09:17.393809080 CEST 192.168.2.4 8.8.8.8 0x139f Standard query 
(0)

i.kissmetrics.com A (IP address) IN (0x0001)

Jul 22, 2021 18:09:17.394509077 CEST 192.168.2.4 8.8.8.8 0x213f Standard query 
(0)

doug1izaer
wt3.cloudfront.net

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:19.670783043 CEST 192.168.2.4 8.8.8.8 0x3dbd Standard query 
(0)

www.doodle
kit.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:20.417860031 CEST 192.168.2.4 8.8.8.8 0xe311 Standard query 
(0)

doodlekit.com A (IP address) IN (0x0001)

Jul 22, 2021 18:09:20.458575010 CEST 192.168.2.4 8.8.8.8 0x7ad8 Standard query 
(0)

www.doodle
kit.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:22.338573933 CEST 192.168.2.4 8.8.8.8 0x2e6 Standard query 
(0)

code.jquery.com A (IP address) IN (0x0001)

Jul 22, 2021 18:09:23.519309998 CEST 192.168.2.4 8.8.8.8 0x12e3 Standard query 
(0)

rum-collector-
2.pingdom.net

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:24.501894951 CEST 192.168.2.4 8.8.8.8 0x66be Standard query 
(0)

trc.kissme
trics.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:31.941273928 CEST 192.168.2.4 8.8.8.8 0xf509 Standard query 
(0)

facebook.com A (IP address) IN (0x0001)

Jul 22, 2021 18:09:32.376641989 CEST 192.168.2.4 8.8.8.8 0x7ad5 Standard query 
(0)

www.facebo
ok.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:32.899456024 CEST 192.168.2.4 8.8.8.8 0x8391 Standard query 
(0)

static.xx.
fbcdn.net

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:35.063314915 CEST 192.168.2.4 8.8.8.8 0x888a Standard query 
(0)

static.xx.
fbcdn.net

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:35.168133020 CEST 192.168.2.4 8.8.8.8 0x254d Standard query 
(0)

facebook.com A (IP address) IN (0x0001)

Jul 22, 2021 18:09:35.737397909 CEST 192.168.2.4 8.8.8.8 0x2cff Standard query 
(0)

twitter.com A (IP address) IN (0x0001)

Jul 22, 2021 18:09:36.360608101 CEST 192.168.2.4 8.8.8.8 0x7a32 Standard query 
(0)

pbs.twimg.com A (IP address) IN (0x0001)

Jul 22, 2021 18:09:36.361684084 CEST 192.168.2.4 8.8.8.8 0xcdc0 Standard query 
(0)

api.twitter.com A (IP address) IN (0x0001)

Jul 22, 2021 18:09:36.362332106 CEST 192.168.2.4 8.8.8.8 0x8998 Standard query 
(0)

abs.twimg.com A (IP address) IN (0x0001)

Jul 22, 2021 18:09:36.416496992 CEST 192.168.2.4 8.8.8.8 0x67ff Standard query 
(0)

t.co A (IP address) IN (0x0001)

Jul 22, 2021 18:09:36.430299044 CEST 192.168.2.4 8.8.8.8 0x669a Standard query 
(0)

video.twimg.com A (IP address) IN (0x0001)

Jul 22, 2021 18:09:39.956147909 CEST 192.168.2.4 8.8.8.8 0x4fb6 Standard query 
(0)

abs.twimg.com A (IP address) IN (0x0001)

Jul 22, 2021 18:09:40.581420898 CEST 192.168.2.4 8.8.8.8 0xb822 Standard query 
(0)

plus.google.com A (IP address) IN (0x0001)

Jul 22, 2021 18:09:40.984345913 CEST 192.168.2.4 8.8.8.8 0x2cb2 Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:42.879292011 CEST 192.168.2.4 8.8.8.8 0x1891 Standard query 
(0)

accounts.y
outube.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:43.414818048 CEST 192.168.2.4 8.8.8.8 0xe5f9 Standard query 
(0)

play.google.com A (IP address) IN (0x0001)

Jul 22, 2021 18:09:44.275036097 CEST 192.168.2.4 8.8.8.8 0x261d Standard query 
(0)

www.google.com A (IP address) IN (0x0001)

Jul 22, 2021 18:09:46.359802008 CEST 192.168.2.4 8.8.8.8 0xe883 Standard query 
(0)

www.linked
in.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:48.899444103 CEST 192.168.2.4 8.8.8.8 0x119d Standard query 
(0)

static-exp
1.licdn.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:49.800290108 CEST 192.168.2.4 8.8.8.8 0xde9c Standard query 
(0)

media-exp1
.licdn.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:49.800338984 CEST 192.168.2.4 8.8.8.8 0x3fc1 Standard query 
(0)

media-exp3
.licdn.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:51.301486015 CEST 192.168.2.4 8.8.8.8 0x9c94 Standard query 
(0)

www.google.com A (IP address) IN (0x0001)

Jul 22, 2021 18:09:51.932600975 CEST 192.168.2.4 8.8.8.8 0x5276 Standard query 
(0)

static-exp
1.licdn.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:51.954186916 CEST 192.168.2.4 8.8.8.8 0x9998 Standard query 
(0)

media-exp3
.licdn.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:51.962636948 CEST 192.168.2.4 8.8.8.8 0xa0c5 Standard query 
(0)

media-exp1
.licdn.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:52.586062908 CEST 192.168.2.4 8.8.8.8 0x3672 Standard query 
(0)

pinterest.com A (IP address) IN (0x0001)

Jul 22, 2021 18:09:53.369941950 CEST 192.168.2.4 8.8.8.8 0x8c9 Standard query 
(0)

www.pinter
est.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:09:53.414355993 CEST 192.168.2.4 8.8.8.8 0x1014 Standard query 
(0)

pbs.twimg.com A (IP address) IN (0x0001)

Jul 22, 2021 18:09:54.520235062 CEST 192.168.2.4 8.8.8.8 0x642c Standard query 
(0)

s.pinimg.com A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
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Jul 22, 2021 18:09:54.520301104 CEST 192.168.2.4 8.8.8.8 0x650d Standard query 
(0)

i.pinimg.com A (IP address) IN (0x0001)

Jul 22, 2021 18:09:54.520447969 CEST 192.168.2.4 8.8.8.8 0x386d Standard query 
(0)

v.pinimg.com A (IP address) IN (0x0001)

Jul 22, 2021 18:09:57.052047968 CEST 192.168.2.4 8.8.8.8 0x7958 Standard query 
(0)

connect.fa
cebook.net

A (IP address) IN (0x0001)

Jul 22, 2021 18:10:01.404495001 CEST 192.168.2.4 8.8.8.8 0x946d Standard query 
(0)

s.pinimg.com A (IP address) IN (0x0001)

Jul 22, 2021 18:10:01.447598934 CEST 192.168.2.4 8.8.8.8 0xafed Standard query 
(0)

staticxx.f
acebook.com

A (IP address) IN (0x0001)

Jul 22, 2021 18:10:01.565040112 CEST 192.168.2.4 8.8.8.8 0x56b2 Standard query 
(0)

i.pinimg.com A (IP address) IN (0x0001)

Jul 22, 2021 18:10:09.779606104 CEST 192.168.2.4 8.8.8.8 0x661e Standard query 
(0)

abs-0.twimg.com A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 22, 2021 
18:09:02.150219917 
CEST

8.8.8.8 192.168.2.4 0x61c8 No error (0) clients2.g
oogle.com

clients.l.google.com CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:02.150219917 
CEST

8.8.8.8 192.168.2.4 0x61c8 No error (0) clients.l.
google.com

142.250.186.46 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:02.156053066 
CEST

8.8.8.8 192.168.2.4 0xa76 No error (0) msdocs1.do
odlekit.com

3.223.63.54 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:02.156053066 
CEST

8.8.8.8 192.168.2.4 0xa76 No error (0) msdocs1.do
odlekit.com

34.202.222.140 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:02.160485983 
CEST

8.8.8.8 192.168.2.4 0x3745 No error (0) accounts.g
oogle.com

172.217.168.45 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:03.739933014 
CEST

8.8.8.8 192.168.2.4 0xf4a6 No error (0) dk-media.s
3.amazonaw
s.com

s3-1-w.amazonaws.com CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:03.739933014 
CEST

8.8.8.8 192.168.2.4 0xf4a6 No error (0) s3-1-w.ama
zonaws.com

s3-w.us-east-
1.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:03.739933014 
CEST

8.8.8.8 192.168.2.4 0xf4a6 No error (0) s3-w.us-east-
1.amazo
naws.com

52.217.172.137 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:05.928736925 
CEST

8.8.8.8 192.168.2.4 0xead5 No error (0) msdocs1.do
odlekit.com

34.202.222.140 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:05.928736925 
CEST

8.8.8.8 192.168.2.4 0xead5 No error (0) msdocs1.do
odlekit.com

3.223.63.54 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:05.994719982 
CEST

8.8.8.8 192.168.2.4 0x50c2 No error (0) dk-media.s
3.amazonaw
s.com

s3-1-w.amazonaws.com CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:05.994719982 
CEST

8.8.8.8 192.168.2.4 0x50c2 No error (0) s3-1-w.ama
zonaws.com

s3-w.us-east-
1.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:05.994719982 
CEST

8.8.8.8 192.168.2.4 0x50c2 No error (0) s3-w.us-east-
1.amazo
naws.com

52.217.16.100 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:09.520307064 
CEST

8.8.8.8 192.168.2.4 0x4c46 Name error (3) onedrive.g
imatbirikimr.com

none none A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:09.668886900 
CEST

8.8.8.8 192.168.2.4 0xc547 No error (0) google.com 216.58.215.238 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:09.676052094 
CEST

8.8.8.8 192.168.2.4 0xfeef No error (0) google.com 216.58.215.238 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:11.771317005 
CEST

8.8.8.8 192.168.2.4 0x4a37 Server failure 
(2)

onedrive.j
imukgremen
.com

none none A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:13.353167057 
CEST

8.8.8.8 192.168.2.4 0x7281 No error (0) doodlekit.com 3.223.63.54 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:13.353167057 
CEST

8.8.8.8 192.168.2.4 0x7281 No error (0) doodlekit.com 34.202.222.140 A (IP address) IN (0x0001)

DNS Answers
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Jul 22, 2021 
18:09:14.498584986 
CEST

8.8.8.8 192.168.2.4 0x67b9 No error (0) www.doodle
kit.com

3.223.63.54 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:14.498584986 
CEST

8.8.8.8 192.168.2.4 0x67b9 No error (0) www.doodle
kit.com

34.202.222.140 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:15.057866096 
CEST

8.8.8.8 192.168.2.4 0xf078 No error (0) clients2.g
oogleuserc
ontent.com

googlehosted.l.googleuse
rcontent.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:15.057866096 
CEST

8.8.8.8 192.168.2.4 0xf078 No error (0) googlehost
ed.l.googl
euserconte
nt.com

142.250.203.97 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:15.193806887 
CEST

8.8.8.8 192.168.2.4 0x775 No error (0) code.jquery.com cds.s5x3j6q5.hwcdn.net CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:15.646109104 
CEST

8.8.8.8 192.168.2.4 0xd762 No error (0) gstaticads
sl.l.google.com

172.217.168.3 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:16.695060015 
CEST

8.8.8.8 192.168.2.4 0x52b2 No error (0) a-0019.a.d
ns.azurefd.net

a-0019.standard.a-
msedge.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:16.932141066 
CEST

8.8.8.8 192.168.2.4 0xb8b4 No error (0) d3gqux9sl0
z33u.cloud
front.net

143.204.14.186 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:16.932141066 
CEST

8.8.8.8 192.168.2.4 0xb8b4 No error (0) d3gqux9sl0
z33u.cloud
front.net

143.204.14.176 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:16.932141066 
CEST

8.8.8.8 192.168.2.4 0xb8b4 No error (0) d3gqux9sl0
z33u.cloud
front.net

143.204.14.136 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:16.932141066 
CEST

8.8.8.8 192.168.2.4 0xb8b4 No error (0) d3gqux9sl0
z33u.cloud
front.net

143.204.14.179 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:17.452099085 
CEST

8.8.8.8 192.168.2.4 0xc811 No error (0) rum-static
.pingdom.net

104.20.20.239 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:17.452099085 
CEST

8.8.8.8 192.168.2.4 0xc811 No error (0) rum-static
.pingdom.net

104.20.21.239 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:17.454550982 
CEST

8.8.8.8 192.168.2.4 0xb7b4 No error (0) api.autopi
lothq.com

198.61.165.71 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:17.454550982 
CEST

8.8.8.8 192.168.2.4 0xb7b4 No error (0) api.autopi
lothq.com

23.253.207.75 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:17.454550982 
CEST

8.8.8.8 192.168.2.4 0xb7b4 No error (0) api.autopi
lothq.com

23.253.41.115 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:17.454550982 
CEST

8.8.8.8 192.168.2.4 0xb7b4 No error (0) api.autopi
lothq.com

162.242.174.138 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:17.457528114 
CEST

8.8.8.8 192.168.2.4 0x213f No error (0) doug1izaer
wt3.cloudf
ront.net

13.226.163.186 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:17.457981110 
CEST

8.8.8.8 192.168.2.4 0x244d No error (0) stats.g.do
ubleclick.net

stats.l.doubleclick.net CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:17.457981110 
CEST

8.8.8.8 192.168.2.4 0x244d No error (0) stats.l.do
ubleclick.net

108.177.126.155 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:17.457981110 
CEST

8.8.8.8 192.168.2.4 0x244d No error (0) stats.l.do
ubleclick.net

108.177.126.154 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:17.457981110 
CEST

8.8.8.8 192.168.2.4 0x244d No error (0) stats.l.do
ubleclick.net

108.177.126.156 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:17.457981110 
CEST

8.8.8.8 192.168.2.4 0x244d No error (0) stats.l.do
ubleclick.net

108.177.126.157 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:17.466258049 
CEST

8.8.8.8 192.168.2.4 0x139f No error (0) i.kissmetr
ics.com

kmccs-201209-cert-
2056600847.us-east-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:17.466258049 
CEST

8.8.8.8 192.168.2.4 0x139f No error (0) kmccs-201209-
cert-20
56600847.us-
east-1.e
lb.amazona
ws.com

204.236.238.69 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Jul 22, 2021 
18:09:17.466258049 
CEST

8.8.8.8 192.168.2.4 0x139f No error (0) kmccs-201209-
cert-20
56600847.us-
east-1.e
lb.amazona
ws.com

50.16.220.191 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:19.730240107 
CEST

8.8.8.8 192.168.2.4 0x3dbd No error (0) www.doodle
kit.com

3.223.63.54 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:19.730240107 
CEST

8.8.8.8 192.168.2.4 0x3dbd No error (0) www.doodle
kit.com

34.202.222.140 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:20.475352049 
CEST

8.8.8.8 192.168.2.4 0xe311 No error (0) doodlekit.com 3.223.63.54 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:20.475352049 
CEST

8.8.8.8 192.168.2.4 0xe311 No error (0) doodlekit.com 34.202.222.140 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:20.520035982 
CEST

8.8.8.8 192.168.2.4 0x7ad8 No error (0) www.doodle
kit.com

3.223.63.54 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:20.520035982 
CEST

8.8.8.8 192.168.2.4 0x7ad8 No error (0) www.doodle
kit.com

34.202.222.140 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:20.582834959 
CEST

8.8.8.8 192.168.2.4 0x9201 No error (0) gstaticads
sl.l.google.com

172.217.168.3 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:22.389779091 
CEST

8.8.8.8 192.168.2.4 0x2e6 No error (0) code.jquery.com cds.s5x3j6q5.hwcdn.net CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:23.568552017 
CEST

8.8.8.8 192.168.2.4 0x12e3 No error (0) rum-collector-
2.pingdom.net

prod-dem-collector-elb-
611025824.eu-west-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:23.568552017 
CEST

8.8.8.8 192.168.2.4 0x12e3 No error (0) prod-dem-c
ollector-elb-
611025824.eu-
west-1.elb.ama
zonaws.com

34.253.150.6 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:23.568552017 
CEST

8.8.8.8 192.168.2.4 0x12e3 No error (0) prod-dem-c
ollector-elb-
611025824.eu-
west-1.elb.ama
zonaws.com

52.212.44.22 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:23.568552017 
CEST

8.8.8.8 192.168.2.4 0x12e3 No error (0) prod-dem-c
ollector-elb-
611025824.eu-
west-1.elb.ama
zonaws.com

34.254.140.182 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:24.561907053 
CEST

8.8.8.8 192.168.2.4 0x66be No error (0) trc.kissme
trics.com

trc-1505028960.us-east-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:24.561907053 
CEST

8.8.8.8 192.168.2.4 0x66be No error (0) trc-150502
8960.us-east-
1.elb.a
mazonaws.com

3.214.31.165 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:24.561907053 
CEST

8.8.8.8 192.168.2.4 0x66be No error (0) trc-150502
8960.us-east-
1.elb.a
mazonaws.com

3.210.92.100 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:24.561907053 
CEST

8.8.8.8 192.168.2.4 0x66be No error (0) trc-150502
8960.us-east-
1.elb.a
mazonaws.com

54.145.82.121 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:31.994075060 
CEST

8.8.8.8 192.168.2.4 0xf509 No error (0) facebook.com 157.240.223.35 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:32.441524982 
CEST

8.8.8.8 192.168.2.4 0x7ad5 No error (0) www.facebo
ok.com

star-
mini.c10r.facebook.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:32.441524982 
CEST

8.8.8.8 192.168.2.4 0x7ad5 No error (0) star-mini.
c10r.faceb
ook.com

157.240.17.35 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:32.954219103 
CEST

8.8.8.8 192.168.2.4 0x8391 No error (0) static.xx.
fbcdn.net

scontent.xx.fbcdn.net CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:32.954219103 
CEST

8.8.8.8 192.168.2.4 0x8391 No error (0) scontent.x
x.fbcdn.net

157.240.20.19 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Jul 22, 2021 
18:09:35.112823009 
CEST

8.8.8.8 192.168.2.4 0x888a No error (0) static.xx.
fbcdn.net

scontent.xx.fbcdn.net CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:35.112823009 
CEST

8.8.8.8 192.168.2.4 0x888a No error (0) scontent.x
x.fbcdn.net

157.240.20.19 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:35.222804070 
CEST

8.8.8.8 192.168.2.4 0x254d No error (0) facebook.com 157.240.223.35 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:35.790096045 
CEST

8.8.8.8 192.168.2.4 0x2cff No error (0) twitter.com 104.244.42.1 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:35.790096045 
CEST

8.8.8.8 192.168.2.4 0x2cff No error (0) twitter.com 104.244.42.65 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:36.409689903 
CEST

8.8.8.8 192.168.2.4 0x7a32 No error (0) pbs.twimg.com twimg.twitter.map.fastly.n
et

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:36.409689903 
CEST

8.8.8.8 192.168.2.4 0x7a32 No error (0) twimg.twit
ter.map.fa
stly.net

199.232.136.159 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:36.410859108 
CEST

8.8.8.8 192.168.2.4 0xcdc0 No error (0) api.twitter.com tpop-api.twitter.com CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:36.410859108 
CEST

8.8.8.8 192.168.2.4 0xcdc0 No error (0) tpop-api.t
witter.com

104.244.42.2 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:36.410859108 
CEST

8.8.8.8 192.168.2.4 0xcdc0 No error (0) tpop-api.t
witter.com

104.244.42.194 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:36.410859108 
CEST

8.8.8.8 192.168.2.4 0xcdc0 No error (0) tpop-api.t
witter.com

104.244.42.66 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:36.410859108 
CEST

8.8.8.8 192.168.2.4 0xcdc0 No error (0) tpop-api.t
witter.com

104.244.42.130 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:36.422188044 
CEST

8.8.8.8 192.168.2.4 0x8998 No error (0) abs.twimg.com cs510.wpc.edgecastcdn.n
et

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:36.422188044 
CEST

8.8.8.8 192.168.2.4 0x8998 No error (0) cs510.wpc.
edgecastcdn.net

152.199.21.141 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:36.465538025 
CEST

8.8.8.8 192.168.2.4 0x67ff No error (0) t.co 104.244.42.133 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:36.465538025 
CEST

8.8.8.8 192.168.2.4 0x67ff No error (0) t.co 104.244.42.69 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:36.465538025 
CEST

8.8.8.8 192.168.2.4 0x67ff No error (0) t.co 104.244.42.197 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:36.465538025 
CEST

8.8.8.8 192.168.2.4 0x67ff No error (0) t.co 104.244.42.5 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:36.494250059 
CEST

8.8.8.8 192.168.2.4 0x669a No error (0) video.twimg.com cs296.wpc.edgecastcdn.n
et

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:36.494250059 
CEST

8.8.8.8 192.168.2.4 0x669a No error (0) cs296.wpc.
edgecastcdn.net

cs2-wpc.apr-
8315.edgecastdns.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:36.494250059 
CEST

8.8.8.8 192.168.2.4 0x669a No error (0) cs2-wpc-eu
.8315.ecdns.net

cs189.wpc.edgecastcdn.n
et

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:36.494250059 
CEST

8.8.8.8 192.168.2.4 0x669a No error (0) cs189.wpc.
edgecastcdn.net

68.232.34.217 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:40.019829988 
CEST

8.8.8.8 192.168.2.4 0x4fb6 No error (0) abs.twimg.com cs510.wpc.edgecastcdn.n
et

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:40.019829988 
CEST

8.8.8.8 192.168.2.4 0x4fb6 No error (0) cs510.wpc.
edgecastcdn.net

152.199.21.141 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:40.647192955 
CEST

8.8.8.8 192.168.2.4 0xb822 No error (0) plus.google.com 172.217.168.14 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:40.654438019 
CEST

8.8.8.8 192.168.2.4 0x9d82 No error (0) www-google-
analytics
.l.google.com

216.58.215.238 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Jul 22, 2021 
18:09:41.047049046 
CEST

8.8.8.8 192.168.2.4 0x2cb2 No error (0) accounts.g
oogle.com

172.217.168.45 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:42.948081970 
CEST

8.8.8.8 192.168.2.4 0x1891 No error (0) accounts.y
outube.com

www3.l.google.com CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:42.948081970 
CEST

8.8.8.8 192.168.2.4 0x1891 No error (0) www3.l.goo
gle.com

142.250.203.110 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:43.481210947 
CEST

8.8.8.8 192.168.2.4 0xe5f9 No error (0) play.google.com 172.217.168.78 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:44.335293055 
CEST

8.8.8.8 192.168.2.4 0x261d No error (0) www.google
.com

172.217.168.68 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:46.409064054 
CEST

8.8.8.8 192.168.2.4 0xe883 No error (0) www.linked
in.com

www-linkedin-com.l-
0005.l-msedge.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:48.964099884 
CEST

8.8.8.8 192.168.2.4 0x119d No error (0) static-exp
1.licdn.com

2-01-2c3e-
003d.cdx.cedexis.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:48.964099884 
CEST

8.8.8.8 192.168.2.4 0x119d No error (0) cs1404.wpc
.epsiloncdn.net

152.199.21.118 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:49.863714933 
CEST

8.8.8.8 192.168.2.4 0xde9c No error (0) media-exp1
.licdn.com

2-01-2c3e-
0063.cdx.cedexis.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:49.869582891 
CEST

8.8.8.8 192.168.2.4 0x3fc1 No error (0) media-exp3
.licdn.com

2-01-2c3e-
0065.cdx.cedexis.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:49.869582891 
CEST

8.8.8.8 192.168.2.4 0x3fc1 No error (0) cs1404.wpc
.epsiloncdn.net

152.199.21.118 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:51.358259916 
CEST

8.8.8.8 192.168.2.4 0x9c94 No error (0) www.google
.com

172.217.168.68 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:51.994678020 
CEST

8.8.8.8 192.168.2.4 0x5276 No error (0) static-exp
1.licdn.com

2-01-2c3e-
003d.cdx.cedexis.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:51.994678020 
CEST

8.8.8.8 192.168.2.4 0x5276 No error (0) cs1404.wpc
.epsiloncdn.net

152.199.21.118 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:52.018145084 
CEST

8.8.8.8 192.168.2.4 0x9998 No error (0) media-exp3
.licdn.com

2-01-2c3e-
0065.cdx.cedexis.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:52.018145084 
CEST

8.8.8.8 192.168.2.4 0x9998 No error (0) cs1404.wpc
.epsiloncdn.net

152.199.21.118 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:52.022691965 
CEST

8.8.8.8 192.168.2.4 0xa0c5 No error (0) media-exp1
.licdn.com

2-01-2c3e-
0063.cdx.cedexis.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:52.644423962 
CEST

8.8.8.8 192.168.2.4 0x3672 No error (0) pinterest.com 151.101.64.84 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:52.644423962 
CEST

8.8.8.8 192.168.2.4 0x3672 No error (0) pinterest.com 151.101.0.84 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:52.644423962 
CEST

8.8.8.8 192.168.2.4 0x3672 No error (0) pinterest.com 151.101.192.84 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:52.644423962 
CEST

8.8.8.8 192.168.2.4 0x3672 No error (0) pinterest.com 151.101.128.84 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:53.464596987 
CEST

8.8.8.8 192.168.2.4 0x1014 No error (0) pbs.twimg.com twimg.twitter.map.fastly.n
et

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:53.464596987 
CEST

8.8.8.8 192.168.2.4 0x1014 No error (0) twimg.twit
ter.map.fa
stly.net

199.232.136.159 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:53.546530008 
CEST

8.8.8.8 192.168.2.4 0x8c9 No error (0) www.pinter
est.com

www-pinterest-
com.gslb.pinterest.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:53.546530008 
CEST

8.8.8.8 192.168.2.4 0x8c9 No error (0) www-pinterest-
com.gslb.pintere
st.com

2-01-37d2-
0018.cdx.cedexis.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:54.580929995 
CEST

8.8.8.8 192.168.2.4 0x650d No error (0) i.pinimg.com i.pinimg.com.gslb.pinteres
t.com

CNAME 
(Canonical 
name)

IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Jul 22, 2021 
18:09:54.580929995 
CEST

8.8.8.8 192.168.2.4 0x650d No error (0) i.pinimg.c
om.gslb.pi
nterest.com

2-01-37d2-
0004.cdx.cedexis.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:54.580929995 
CEST

8.8.8.8 192.168.2.4 0x650d No error (0) dualstack.
pinterest.
map.fastly.net

151.101.112.84 A (IP address) IN (0x0001)

Jul 22, 2021 
18:09:54.587919950 
CEST

8.8.8.8 192.168.2.4 0x386d No error (0) v.pinimg.com v.pinimg.com.gslb.pintere
st.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:54.587919950 
CEST

8.8.8.8 192.168.2.4 0x386d No error (0) v.pinimg.c
om.gslb.pi
nterest.com

2-01-37d2-
0007.cdx.cedexis.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:54.614181995 
CEST

8.8.8.8 192.168.2.4 0x642c No error (0) s.pinimg.com s-pinimg-
com.gslb.pinterest.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:54.614181995 
CEST

8.8.8.8 192.168.2.4 0x642c No error (0) s-pinimg-c
om.gslb.pi
nterest.com

2-01-37d2-
0006.cdx.cedexis.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:57.114496946 
CEST

8.8.8.8 192.168.2.4 0x7958 No error (0) connect.fa
cebook.net

scontent.xx.fbcdn.net CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:09:57.114496946 
CEST

8.8.8.8 192.168.2.4 0x7958 No error (0) scontent.x
x.fbcdn.net

157.240.17.15 A (IP address) IN (0x0001)

Jul 22, 2021 
18:10:01.480122089 
CEST

8.8.8.8 192.168.2.4 0x946d No error (0) s.pinimg.com s-pinimg-
com.gslb.pinterest.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:10:01.480122089 
CEST

8.8.8.8 192.168.2.4 0x946d No error (0) s-pinimg-c
om.gslb.pi
nterest.com

2-01-37d2-
0006.cdx.cedexis.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:10:01.514285088 
CEST

8.8.8.8 192.168.2.4 0xafed No error (0) staticxx.f
acebook.com

scontent.xx.fbcdn.net CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:10:01.514285088 
CEST

8.8.8.8 192.168.2.4 0xafed No error (0) scontent.x
x.fbcdn.net

157.240.17.15 A (IP address) IN (0x0001)

Jul 22, 2021 
18:10:01.635996103 
CEST

8.8.8.8 192.168.2.4 0x56b2 No error (0) i.pinimg.com i.pinimg.com.gslb.pinteres
t.com

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:10:01.635996103 
CEST

8.8.8.8 192.168.2.4 0x56b2 No error (0) i.pinimg.c
om.gslb.pi
nterest.com

2-01-37d2-
0004.cdx.cedexis.net

CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:10:01.635996103 
CEST

8.8.8.8 192.168.2.4 0x56b2 No error (0) dualstack.
pinterest.
map.fastly.net

199.232.80.84 A (IP address) IN (0x0001)

Jul 22, 2021 
18:10:09.828821898 
CEST

8.8.8.8 192.168.2.4 0x661e No error (0) abs-0.twimg.com abs-zero.twimg.com CNAME 
(Canonical 
name)

IN (0x0001)

Jul 22, 2021 
18:10:09.828821898 
CEST

8.8.8.8 192.168.2.4 0x661e No error (0) abs-zero.t
wimg.com

104.244.43.131 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
doodlekit.com

            
www.doodlekit.com

            
facebook.com

            
pinterest.com

         

HTTP Request Dependency Graph
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Behavior

Click to jump to process

System Behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 18:08:56

Start date: 22/07/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automat
ion  'https://msdocs1.doodlekit.com/'

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Show Windows behavior

Show Windows behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 18:08:58

Start date: 22/07/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1504,1969415893069877256,17235
170316807048049,131072 --lang=en-GB --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1788 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Show Windows behavior

Show Windows behavior

Analysis Process: chrome.exe PID: 5344 Parent PID: 1284Analysis Process: chrome.exe PID: 5344 Parent PID: 1284

General

Key Value ModifiedKey Value Modified

Analysis Process: chrome.exe PID: 1836 Parent PID: 5344Analysis Process: chrome.exe PID: 1836 Parent PID: 5344

General
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Joe Sandbox Cloud Basic 33.0.0 White Diamond

Disassembly

Copyright Joe Security LLC

Start time: 18:09:45

Start date: 22/07/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
audio.mojom.AudioService --field-trial-handle=1504,1969415893069877256,172351703
16807048049,131072 --lang=en-GB --service-sandbox-type=audio --enable-audio-service-
sandbox --mojo-platform-channel-handle=3008 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: low

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 18:09:45

Start date: 22/07/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
video_capture.mojom.VideoCaptureService --field-trial-handle=1504,19694158930698
77256,17235170316807048049,131072 --lang=en-GB --service-sandbox-type=video_capture 
--enable-audio-service-sandbox --mojo-platform-channel-handle=3568 /prefetch:8

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Show Windows behavior

Show Windows behavior

Analysis Process: chrome.exe PID: 5340 Parent PID: 5344Analysis Process: chrome.exe PID: 5340 Parent PID: 5344

General

Analysis Process: chrome.exe PID: 5724 Parent PID: 5344Analysis Process: chrome.exe PID: 5724 Parent PID: 5344

General

Copyright Joe Security LLC 2021 Page 48 of 48

http://www.joesecurity.org

	Table of Contents
	Windows Analysis Report https://msdocs1.doodlekit.com/
	Overview
	General Information
	Detection
	Signatures
	Classification

	Process Tree
	Malware Configuration
	Yara Overview
	Sigma Overview
	Jbx Signature Overview
	AV Detection:
	Phishing:

	Mitre Att&ck Matrix
	Behavior Graph
	Screenshots
	Thumbnails

	Antivirus, Machine Learning and Genetic Malware Detection
	Initial Sample
	Dropped Files
	Unpacked PE Files
	Domains
	URLs

	Domains and IPs
	Contacted Domains
	Contacted URLs
	URLs from Memory and Binaries
	Contacted IPs
	Public
	Private

	General Information
	Simulations
	Behavior and APIs

	Joe Sandbox View / Context
	IPs
	Domains
	ASN
	JA3 Fingerprints
	Dropped Files

	Created / dropped Files
	Static File Info
	No static file info

	Network Behavior
	Network Port Distribution
	TCP Packets
	UDP Packets
	DNS Queries
	DNS Answers
	HTTP Request Dependency Graph

	Code Manipulations
	Statistics
	Behavior

	System Behavior
	Analysis Process: chrome.exe PID: 5344 Parent PID: 1284
	General
	File Activities
	Registry Activities

	Analysis Process: chrome.exe PID: 1836 Parent PID: 5344
	General
	File Activities
	Registry Activities

	Analysis Process: chrome.exe PID: 5340 Parent PID: 5344
	General

	Analysis Process: chrome.exe PID: 5724 Parent PID: 5344
	General
	File Activities
	Registry Activities


	Disassembly


