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Windows Analysis Report https://lwww.paperturn-view.c...
Overview

General Information Detection

Sample URL:  http:/fhttps://www.papertur
n-view.com/us/papterturnfil MALICIOUS

es/sharepoint-file?pid=MTc
175036&v=1.1

Classification

Antivirus / Scanner detection for sub...
Antivirus detection for URL or domain

Analysis ID: 452723 Yara detected HtmIPhish10
Infos: ;f il &

Most interesting Screenshot:

Phishing site detected (based on im...

Phishing site detected (based on log...

Foundiframes
HiVILL boedy: centains low/number: ofi ...
HTML titledoesinot match URL

Submitbutten contains javascript call

HTMLPhisher

%)
«Q
=3
4
c
=
(1
7]

" Score: 72 Suspiciousiferm!URL found
Range: 0-100
Whitelisted: false
Confidence: 100%

Process Tree

= System is w10x64

. G chrome.exe (PID: 3500 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automation 'https://www.paperturn-view.com/us/papterturnf
iles/sharepoint-file?pid=MTc175036&v=1.1' MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 4588 cmdline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=
1572,7917042391378505505,9881702941299426833,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1708
Iprefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 6532 cmdline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=audio.mojom.AudioService --field-trial-handle=1572
,7917042391378505505,9881702941299426833,131072 --lang=en-US --service-sandbox-type=audio --enable-audio-service-sandbox --mojo-platform-channel-handle=4612 /pr
efetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 3708 cmdline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=video_capture.mojom.VideoCaptureService --field-tr

ial-handle=1572,7917042391378505505,9881702941299426833,131072 --lang=en-US --service-sandbox-type=video_capture --enable-audio-service-sandbox --mojo-platform-
channel-handle=3848 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview
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@ Click to jump to signature section

AV Detection: | | |

Antivirus | Scanner detection for submitted sample

Antivirus detection for URL or domain

Phishing:

Yara detected HtmIPhish10

Mitre Att&ck Matrix

Remote
Privilege  Defense Credential Lateral Command Network Service
Initial Access Execution Persistence Escalation Evasion Access Discovery  Movement Collection Exfiltration and Control Effects Effects
Drive-by Scripting Path Process Masquerading 0os System Remote Data from  Exfiltration Encrypted Eavesdrop on  Remotely
Compromise Interception  Injection Credential Service Services Local Over Other Channel Insecure Track Device
Dumping  Discovery System Network Network Without
Medium Communication Authorization
Default Scheduled Boot or Boot or Process LSASS Application  Remote Data from  Exfiltration Non- Exploit SS7to  Remotely
Accounts Task/Job  Logon Logon Injection Memory  Window Desktop Removable Over Application Redirect Phone Wipe Data
Initialization  Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux)  Logon Script Logon Scripting Security  Query SMB/Windows Data from Automated Application Exploit SS7 to  Obtain
Accounts (Windows)  Script Account  Registry Admin Shares Network Exfiltration Layer Track Device  Device
(Windows) Manager Shared Protocol Location Cloud
Drive Backups
Local Accounts At Logon Script Logon Obfuscated Files NTDS System Distributed Input Scheduled Protocol SIM Card
(Windows)  (Mac) Script or Information Network Component  Capture Transfer Impersonation Swap
(Mac) Configuration Object Model
Discovery

Behavior Graph
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Legend:
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zz
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C, C++ or other language

Is malicious
Internet
192.168.2.1 39.255.255.250
unknown unknown started started started

unknown

Reserved

- 00@2e)

o chomeexe A chromeexe  Am

r domains
GOOGLEU:
United S

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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@ Sherepoint File - Flipbook - Page X +
C @& paperturn-view.com/us/papterturnfiles/sharepoint-file?pid=MTc1750368v=1.1

Chrome is being controlled by automated test software.

P PAPER

Waiting for translations paperturn cam...

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
http.J/ https://www.paperturn-view.com/us/papterturnfiles/sharepoint-file?pid=MTc175036&v=1.1 0% Avira URL Cloud safe
http:ifhttps://www.paperturn-view.com/us/papterturnfiles/sharepoint-file?pid=MTc175036&v=1.1 100% SlashNext Fake Login Page

type: Phishing &
Social Engineering

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs
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Source Detection Scanner Label Link

http://https://www.paperturn.com/cache/v2.3.12/mini-b6b0ele2a9cc4alOcafe9a7b0396818b.jsaD 0% Avira URL Cloud safe
http:ifhttps://paperturn.com/id 0% Avira URL Cloud safe
http://https://www.paperturn.com/prices# 0% Avira URL Cloud safe
http:ifhttps://paperturn.com/s 0% Avira URL Cloud safe
http:ifhttps://paperturn.com/I 0% Avira URL Cloud safe
http://https://Iwww.paperturn.com/cache/v2.3.12/mini-d0f4fc79d4063f6d5171f399465f6¢b6.js 0% Avira URL Cloud safe
http://https://iwww.paperturn.com/flipbook8Flipbook: 0% Avira URL Cloud safe
http:ifhttps://paperturn.com/e 0% Avira URL Cloud safe
http://https://www.paperturn-view.com& 0% Avira URL Cloud safe
http:i/https://www.paperturn.com/loginLogin 0% Avira URL Cloud safe
http://https://www.paperturn.com/uk/Convert 0% Avira URL Cloud safe
http://https://paperturn.com/HL 0% Avira URL Cloud safe
http://https://iwww.paperturn.com/pricesCheap 0% Avira URL Cloud safe
http://https://lwww.paperturn.com/prices/&W 0% Avira URL Cloud safe
http:ifhttps://www.paperturn.com/cache/v2.3.12/mini-b6b0Oele2a9cc4alOcafe9a7b0396818b.jsa 0% Avira URL Cloud safe
http://https://www.paperturn.com/cache/v2.3.12/mini-af8546cchc09deec7e6b7a04c8502a92.js 0% Avira URL Cloud safe
http:ifhttps://www.paperturn.com/cache/v2.3.12/mini-8e659b93bd027876d82817aa95060866.js 0% Avira URL Cloud safe
http://https://www.paperturn.com/online-pdf-flip-book-features515 0% Avira URL Cloud safe
http:ifhttps://paperturn.com/i2 0% Avira URL Cloud safe
http:ifhttps://www.paperturn.com/cache/v2.3.12/mini-2c7001179082c8031f506f1a6a77ca2f.js 0% Avira URL Cloud safe
http:ifhttps://csp.withgoogle.com/csp/report-to/downloads-lorry 0% URL Reputation safe
http:ifhttps://csp.withgoogle.com/csp/report-to/downloads-lorry 0% URL Reputation safe
http:ifhttps://csp.withgoogle.com/csp/report-to/downloads-lorry 0% URL Reputation safe
http://https://www.paperturn.com/online-pdf-flip-book-features15 0% Avira URL Cloud safe
http:ifhttps://dns.google 0% URL Reputation safe
http:ifhttps://dns.google 0% URL Reputation safe
http:ifhttps://dns.google 0% URL Reputation safe
http://https:/fimages.paperturn.com/g/favicon-new/favicon.ico 0% Avira URL Cloud safe
http:ifhttps://www.paperturn.com/Convert 0% Avira URL Cloud safe
http:ifhttps://paperturn.com/9v 0% Avira URL Cloud safe
http://https://www.paperturn.com/cache/v2.3.12/mini-b6b0ele2a9cc4alOcafe9a7b0396818b.js 0% Avira URL Cloud safe
http:ifhttps://paperturn.com/d3 0% Avira URL Cloud safe
http://https://lwww.paperturn.com/prices|Cheap 0% Avira URL Cloud safe
http://https://www.google.com; 0% Avira URL Cloud safe
http:ifhttps://www.paperturn.com/o3/resource/js/lib/angularjs/angularjs-lates.min.jsaD 0% Avira URL Cloud safe
http://https://www.paperturn.com/ 0% Avira URL Cloud safe
http:i/https://www.paperturn-view.comh 0% Avira URL Cloud safe
http:ifhttps://www.paperturn.com/cache/v2.3.12/mini-5a97efeeff018a0419f17b6689972674.js 0% Avira URL Cloud safe
http:ifhttps://iwww.paperturn.com/flipbookFlipbook: 0% Avira URL Cloud safe
http:i/https://www.paperturn.com/o3/resource/js/lib/angularjs/angularjs-lates.min.js 0% Avira URL Cloud safe
http:i/https://www.paperturn.com/pricesl 0% Avira URL Cloud safe
http://https://www.paperturn.com/uk/8Convert 0% Avira URL Cloud safe
http:i/fhttps://lwww.paperturn.com 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
gstaticadssl.l.google.com 172.217.168.3 true false high
i.ytimg.com 216.58.215.246 true false high
d2mvi3dkxvehny.cloudfront.net 143.204.225.47 true false high
d3euuwqpglzvic.cloudfront.net 13.225.29.76 true false high
scontent.xx.fbcdn.net 157.240.17.15 true false high
static.zdassets.com 104.18.70.113 true false high
WWWw.paperturn-view.com 143.204.225.123 true false high
photos-ugc.l.googleusercontent.com 172.217.168.1 true false high
ekr.zdassets.com 104.18.70.113 true false high
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Name

www.google.com

v2.zopim.com

www.google.de
star-mini.c10r.facebook.com
v2assets.zopim.io
accounts.google.com
www-google-analytics.l.google.com
stats.l.doubleclick.net
www-googletagmanager.l.google.com
www.paperturn.com
static-doubleclick-net.l.google.com
youtube-ui.l.google.com
assets.paperturn-view.com
googleads.g.doubleclick.net
Xxpans.in
widget-mediator.zopim.com
acsbapp.com

clients.l.google.com
translations.paperturn.com
d3jodor2jgify2.cloudfront.net
googlehosted.l.googleusercontent.com
yt3.ggpht.com
stats.g.doubleclick.net
static.sharepointonline.com
use.fontawesome.com
clients2.googleusercontent.com
clients2.google.com
www.youtube.com
consentcdn.cookiebot.com
www.facebook.com
assets.calendly.com
consent.cookiebot.com
connect.facebook.net
static.doubleclick.net
cdn.acsbapp.com
images.paperturn.com
d8n9fts9ic943.cloudfront.net

spoprod-a.akamaihd.net

Contacted URLs

Name

URLs from Memory and Binaries

Contacted IPs

P
172.217.168.68
104.16.106.139
172.217.168.3
157.240.16.35
104.18.204.90
172.217.168.45
216.58.215.238
64.233.167.157
172.217.168.8
148.251.96.155
172.217.168.70
172.217.168.14
143.204.225.93
172.217.168.2
144.91.89.225
52.29.88.9
206.189.187.108
142.250.203.110
143.204.225.69
143.204.225.4
142.250.203.97
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Public

P Domain Country

216.58.215.238 www-google- United States
analytics.l.google.com

206.189.187.108 acsbapp.com United States

172.217.168.45 accounts.google.com United States

143.204.225.47

142.250.203.97

66.102.1.156
104.16.106.139
52.29.88.9

d2mvi3dkxvehny.cloudfront United States
.net

googlehosted.l.googleuser United States
content.com

unknown United States
v2.zopim.com United States
widget- United States

mediator.zopim.com
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Active
true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true

true
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Malicious

m
m oz
«Q

Malicious
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false

false

Antivirus Detection

Antivirus Detection

15169

14061
15169
16509

15169

15169
13335
16509

ASN Name
GOOGLEUS

Reputation
high

high

high

high

high

high

high

high

high
unknown
high

high

high

high
unknown
high
unknown
high
unknown
high

high

high

high
unknown
high

high

high

high

high

high

high

high

high

high
unknown
unknown
high

high

Reputation

Malicious

false

DIGITALOCEAN-ASNUS false

GOOGLEUS
AMAZON-02US

GOOGLEUS

GOOGLEUS
CLOUDFLARENETUS
AMAZON-02US

false

false

false

false
false

false
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P
143.204.225.93
143.204.225.123
148.251.96.155
172.217.168.1

172.217.168.2

144.91.89.225
157.240.16.35

239.255.255.250
104.18.70.113
13.225.29.13
64.233.167.157
142.250.203.110
172.217.168.68
157.240.17.15
172.217.168.8

143.204.225.69
172.217.168.3
143.204.225.4

216.58.215.246
172.217.168.70

104.18.204.90
206.189.191.180
13.225.29.76

Private

P
192.168.2.1
127.0.0.1
192.168.2.255

Domain Country
assets.paperturn-view.com United States

www.paperturn-view.com  United States

Wwww.paperturn.com Germany
photos- United States
ugc.l.googleusercontent.co

m

googleads.g.doubleclick.ne United States
t

Xxpans.in Germany

star- United States
mini.c10r.facebook.com

unknown Reserved
static.zdassets.com United States
unknown United States
stats.l.doubleclick.net United States
clients.l.google.com United States
www.google.com United States
scontent.xx.fbcdn.net United States
WWW- United States
googletagmanager.l.google

.com

translations.paperturn.com United States
gstaticadssl.l.google.com  United States

d3jodor2jgify2.cloudfront.n  United States
et

i.ytimg.com United States

static-doubleclick- United States
net.l.google.com

v2assets.zopim.io United States
unknown United States

d3euuwqpglzvic.cloudfront. United States
net

General Information

Joe Sandbox Version:

33.0.0 White Diamond

Analysis ID: 452723
Start date: 22.07.2021
Start time: 18:59:34
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 8m 16s
Hypervisor based Inspection enabled: false
Report type: light

Cookbook file name:

Sample URL:

Analysis system description:

browseurl.jbs

http://https:/iwww.paperturn-view.com/us/papterturnfiles/sharepoint-file?pid=MTc175036&v=1.1

Flag

I W IR

0 |

ASN

16509
16509
24940
15169

15169

51167
32934

unknown
13335
16509
15169
15169
15169
32934
15169

16509
15169
16509

15169
15169

13335
14061
16509

ASN Name
AMAZON-02US
AMAZON-02US
HETZNER-ASDE
GOOGLEUS

GOOGLEUS

CONTABODE
FACEBOOKUS

unknown
CLOUDFLARENETUS
AMAZON-02US
GOOGLEUS
GOOGLEUS
GOOGLEUS
FACEBOOKUS
GOOGLEUS

AMAZON-02US
GOOGLEUS
AMAZON-02US

GOOGLEUS
GOOGLEUS

CLOUDFLARENETUS
DIGITALOCEAN-ASNUS
AMAZON-02US

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 22

analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

o o o o

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Copyright Joe Security LLC 2021

Malicious
false
false
false

false

false

false

false

false
false
false
false
false
false
false

false

false
false

false

false

false

false
false

false
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Analysis Mode: default

Analysis stop reason: Timeout
Detection: MAL
Classification: mal72.phis.win@45/253@49/34

Cookbook Comments: Adjust boot time

Enable AMSI

Browse: https://www.paperturn.com/flipbook

Browse: https://www.paperturn.com/flipbook

Browse: https://xpans.in/document/Drive/

Browse: https://www.paperturn.com/

Browse: https://www.paperturn.com/login

Browse: https://www.paperturn.com/prices

Browse: https://www.paperturn.com/online-pdf-flip-book-features

e o o o o o o o o

Warnings: Show All

Simulations

Behavior and APIs

Time Type Description

19:00:40 API Interceptor 2x Sleep call for process: chrome.exe modified

Joe Sandbox View /| Context
IPs
No context

Domains

No context

ASN

No context

JA3 Fingerprints
No context

Dropped Files

No context

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit): 5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzvRKhGvwJ

MD5: A78AD14E77147E7DE3647E61964C0335

SHAL: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92DOESI3FA
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C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7ESE10648EA8321
01

Malicious: false

Reputation: low

Preview:

"..Z.4g....6.2..{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\77EC63BDA74BD0D0E0426DC8F8008506 E
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Microsoft Cabinet archive data, 61020 bytes, 1 file

Category: dropped

Size (bytes): 61020

Entropy (8bit):  7.994886945086499

Encrypted: true

SSDEEP: 1536:1Z/FdeYPeFusuQszEfLO/NfXfdISINQbGXO4EBJE:Otde YPiuUWAVHLBGmM

MD5: 2902DE11E30DCC620B184E3BBOFOC1CB

SHA1L: 5D11D14A2558801A2688DC2D6DFAD39AC294F222

SHA-256: E6A7F1F8810E46A736E80EE5ACE6187690F28F4D5D35D130D410E20084B2C1544

SHA-512: EFD415CDE25B827AC2A7CA4D6486CE3A43CDCC1C31D3A94FD7944681AA3E83A4966625BF2E6770581C4B59D05E35FF9318DIADADDADESO70F131076892AF21
A0

Malicious: false

Reputation: low

Preview:
MSCF...\....... TN [ [ FRRO R.q .authroot.stl.N....5..CK..8T....c_.d...AK...=.D.eWL.r."Y..."i..,.=..D.....3..3WW....... y...9..w..D.yM10....".0.e.._.".a0OxN....)F.C..t

.2.,.020.1°L....m?H..C..X>0Oc..q CHIWLLL T FRL2$... Y. Y &s s, 09, %._XW*S.K..4"9.....q.G: La.Hy.. .r.q./6.p.;.’

=*.Dwj.....L......s).B.y..... AW . ..Ba...Z.0.0...3.v.W1F hSp.S)@....."Z..QW...G...G.G.y+ .x...aa".3. X&4E..N...._O..<X.....K.xm..+M...O.H...)...
....... *.0..~4.6.....p. BL(.FV.N.LP.C>..%.ySXY. > flL.5. 2K\ e jl].). &I WEj.W...0.1<.$.....Coo b X L&) r A >V T AL ML 5 5L TR~ S.6$S Ay X
o~k Qlw.e. h[...9<x..Q.x][}*_%Z..K.).3.."...M.6QkJ.N .Y..Q.n.[(....Bg..33.[..S.[... .Z.<i.-]..pok.,.X6...y3" t[.Dw.]ts. R..L.."..

.%."%<...0...-.@]..

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\EDC238BFF48A31D55A97E1E93892934B_33E8F98A524575FDD27708D6D61F97E
D

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 471

Entropy (8bit):  7.165262112463007

Encrypted: false

SSDEEP: 12:JYOEXc5FZp3TxYul61DDpbMQwpntPN2BWNoczW14ch:JYOExc3ZpxYul66btQ+4ch

MD5: 51F89A3EAD171C099581D6FA7FC20050

SHA1L: 39C9F05034A23680E7572FD19F4166EAFDD13E50

SHA-256: 49ABDFD49D478D1EB231199F88AC7FD8476F71F4977A6530B48B2EDA95810642

SHA-512: F6296033604BCEACBEB7A53D808464217A51FDOAOBE8813E0D98F993F4A9CF3ES536A84B770ECFEOFBO6CF6DFAC17E1E41B54BE9FEDD10682AE2F5E1DF387C:
5C

Malicious: false

Reputation: low

Preview:
(O 0.+ .0..0......2.0...G..&....cd+...20210721222013Z0s0q0I0...+..... ..(.A.B.G@B.X...>.i..G..&...cd+.....V...r....... 202107212220137....2021072

822201320...*H JGLN.@. fGAML. . <. $s"... i1
ALA ]S Ze B @ Yo# (I . Y% K3

&t IM...V.~...Y..~.g...%.:. JORCN.....= JA.8.. X...irU.i.X. ..D...Z[V#$X.

C:\Users\user\AppDatal\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BD0OD0E0426DC8F8008506

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 326

Entropy (8bit): 3.1392054451166236

Encrypted: false

SSDEEP: 6:kKffqgdoW+N+SkQIPIEGYRMY9z+4KIDA3RUellD1Ut:3fG5kPIE99SNxAhUeOet

MD5: 5F7022610D28099D8053D3DD4220766B

SHAL: 20BAFB97B231372268C6345738C3FC552B897176

SHA-256: 8C3ED4CD9BB870B757446DA39001AF76FEA41FAFOE97379AA180C337A8665FEE
SHA-512: 971B4F95C7927ECDIOE5S78743402E49EEACA4BI8E07A8CF2195D13EB384288B77FBAG23F952E7AEB49242F70A3E5C82BD8AF672C0390E1954B447831996EEDDEA
Malicious: false
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C:\Users\user\AppDatal\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BD0D0E0426DC8F8008506
Reputation: low

Preview:
Prveee s e s T._....$....\ohttpo//ctldl.windows.up.date..com/ms.dow.n.lo.ad/up.datelv.3/stati
c/trusted.r/enlauthro.ots.tl.cab. ”0d6542775fd71 0.

C:\Users\user\AppDatal\LocalLow\Microsoft\CryptnetUriICache\MetaData\EDC238BFF48A31D55A97E1E93892934B_33E8F98A524575FDD27708D6D61F97
ED

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 860

Entropy (8bit):  3.844855388633013

Encrypted: false

SSDEEP: 24:1XmxxvnFqYwJINEMtsg4nmxxvnFqYwJINEM6:IXODkqosgq4nODkgH

MDS5: 8D16F2BE30A07A55563325EADAS86ADO

SHA1L: 05ECD7358FE5D1FA4F43E116CAC068662531CAEF

SHA-256: 36EB42CF57E349ACB9017B22F1FE565146B4FA01ABFE036522801BE47DC1F556

SHA-512: C556272F03A0C8A6AFF72563FDC80AC6CD591DEO5CF4D55BFD39560EDE14EF55F9CA541C1AB5DBOC26B6908EA3E2D1C963D53049DA0225F98A5B8256CFC27!
8

Malicious: false

Reputation: low

Preview:

..http../lo.cs.p..digic.ert.com/MFEw.TzBNMEsw.STA.JBg.U.rD.g.
MCGgUABBquhLJ.KLEJQZPanKCzdeQpVYowQUsT7DaQP4VOCBngmGggC72NkK8M.C.E.A.K.X.B.l.Y.M1Knrv%
2.B.J.y.8.e.C.W.2.1.1.%.3.D...".6.0.f.9.2.c.c.4.-.1.d.7."...p. thf.. L.~~.. .~ 78 h.ttp..//.0.cs.p..dig.ic.e.rt..c.
om/MFEWTzBNMEstTAJBgUngMCGgUABBquhLJ.KLEJQZPanKCzdeQpVYowQUs.T7DaQP4vOcBngmG
9.9.C.7.2.N.k.K.8.M.C.E AK.X.B.1.Y.M.1.K.n.r.v.%.2.B.J.y.8.e.C.W.2.1.1.%.3.D...".6.0.f.9.2.c.c.4.-.1.d.7."...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\0079b35c-f8fa-45a7-a8b7-bdf8eba80ffl.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 368958

Entropy (8bit):  6.027723401716834

Encrypted: false

SSDEEP: 6144:6euVhcD1QqqO9y+9pjtKb8Acx6ZaurE5/EDnJIpAI9SeefNqWF4iVx/9LPeq/1LHL:SV21HI9ttxzurRDn9nfNxF4ijZVtiIBO

MD5: DDC37B1394D8170271B8E953B9E44550

SHA1L: CF8A54F5434FA2A5496C7897C45725C88755B6BD

SHA-256: A4694446CF4B822446D23BF233671874009B460C4791C909A0DE1101DDD513B1

SHA-512: 68D3236E5875B408556F8CB676DEB62AC33D7E3A3031A5465EA8A8A395D2D1E718AF75757F77C14BB685AB40677136BC3CCADC82E3FC7AFE62E2961924AAD74
5

Malicious: false

Reputation: low

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background™:{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.62700563214231e+12,"network":1.626973234e+12,"ticks":4358913301.0,"uncertainty":4536820.0}},"0s_crypt"{"encrypted_key":"RF
BBUEKBAAAAOQlyd3wEVORGMegDAT8KX6WEAAABUPWY 4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCTIWC|ByYxXIY/Ds1S6cdCxJW6iSr1Qfjo
KIVKoVEQ4EAAAAAAGAAAAAAGAAIAAAADIPMFiGkWkdrfU+zeMpOLPS1eDxLpcgjY P2R/ndeCNxMAAAAK+RpovfP61NtB5SNnOpQgPMjPTyt2T1WPeru9i3yP05
ZNVEjOUCRDWfONruG9ricX IkAAAADB9KtQIKY 2z38GdfaF7dW2ZLcAMHOX20EKBg8ZJIG9lsuMexxChB4M8HFpyb0OBpr6axpi+zmMIXt76noTOxFzKN"},"password_man
ager"{"os_password_blank":true,"os_password_last_changed":"13245950075900350"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\0ef446f5-5daa-4ac3-b591-1c4784fc95ce.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 365377

Entropy (8bit):  6.01522968420814

Encrypted: false

SSDEEP: 6144:xeuVhcD1QqqO9y+9pjtkb8Acx6ZaurES/EDNIpAI9SeefNqWF4iVx/9LPeq/1LHL:BV21HI9ttxzurRDnInfNXF4ijZVtilBO

MD5: 8DA00429ECCA7B8F115ADBC40CF22513

SHAL: 9CBB88E3508E59C79972823E9FB3D767802F97DC6

SHA-256: A0B107246388F873DDA12C41CFOBEB2D40968455C26A9E2301D4AB1C342B4BCB

SHA-512: D6261342670151AAC3D3CCO011F6C715A33B175B7A976268F3FBD3054CA328046DBB8AB2A4B54D59CA695046BFA6D8018B63EODCCI79BB7ES51CF1D27D58D74C
B

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\0ef446f5-5daa-4ac3-b591-1c4784fc95ce.tmp

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.62700563214231e+12,"network":1.626973234e+12,"ticks":4358913301.0,"uncertainty":4536820.0}},"os_crypt":{"encrypted_key":"RF
BBUEKBAAAAQlyd3wEVORGMegDAT8KX6WEAAABUPWY4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCTIWC]ByYxXIY/Ds1S6cdCxIW6iSr1Qfjo
KIVKoVEQ4EAAAAAABAAAAAAGAAIAAAADIPMfIGKWkdrfUu+zeMpOLPS1eDxLpcgjYP2R/nde CNXMAAAAK+RpovfP6INtBSNOpQgPMjPTyt2T1WPeru9idyP05
ZNVEjOUCRDWfONruG9ricX1kAAAADBIKIQIKY2z38GdfaF7dW2ZLcAMHOX20EKBg8ZJG9lsuMexxChB4AM8HFpyb0Bpr6axpi+zmMIXt76noTOxFzKN"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245950075900350"},"policy":{"last_statistics_update":"13271479227799

C:\Users\luser\AppData\Local\Google\Chrome\User Data\50907df1-3712-418e-9e91-0ec9028aa3d5.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

92724

3.7515847627811647

false
384:HDadlbAODHABMNXxré6vVv3ex7OHIGGCIrQTV1xuvbrardpmwrQvRFpqO7LdNA1ZAs:gKtFufqGQebpLHENrCzKpPIFM
D534EA9DA5SF31B5222BFE87AF2A87B6A

BFO8A3A545ED125BB19B16CFF22C72340AAABE70
E92694DA6082826279A9336607F81EB3FFA6362B81A911065C71AF4C8A902B37
2264D8F1ADAF9C070488889AA5FFB1D0O9FSEES9EBCE1830A21CF6D73192B166495DE615B735459E4F2BBBFBAS3884E6C13B96C67473F3F1292970ABO9ESA851E

false

..*..C.\P.R.O.G.RA~1\MIC.R.O.S.~.1\.0ffic.e.l.6\.G.R.O.O.V.EEX.D.LL.PL.)..%.pro.gramfiles.%.\m.icro.s.oft officeloffice
.g.ro.ov.eex.dll..Micros.oft Office. .2.0.1.6..*. .Micr.os.0ft .O.neDriv.e. for. Busines.s. .Exte.ns.ions..16..0..4711.10
.0.0....*..C..\\P.R.0.G.RA~1\M..LC.R.0.S.~1\.0.ffic.el6.\GR.O.OV.EEX.D.LL...Micros.oft .Co.rp.oration.z@8.D..C.:\P.ro.gram. .F.iles\C.0
.m.m.o.n. .F.ile.s\M..c.r.os.oft Shared\O.F.FICE.16\ms.0s.hext.dl.@...U/..%.comm.o.np.r.o.gramfiles.%.\micro.s.oft shared\o.f
fice.l6.\...ms.oshext.dll..Micros.o.ft Office)..Micros.oft .Office..Shell Extens.io.n. Handlers....16..0.426.6..1.00.1...D..C
s \.P.rog.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\72446f73-412e-4b09-a7fe-857f99e52227.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

365376

6.015229686192827

false
6144:1euVhcD1QqqO9y+9pjtKb8Acx6ZaurE5/EDNIpAI9SeefNgWF4iVx/9LPeq/1LHL:QV21H99ttxzurRDnInfNxF4ijZVtiIBO
A434BAE75CDAC9A45FEBIC8490ADAAAD

D274178754FEC25B3F87AA24ADC98521940CB638
F769CF63C0BB78A7TEC4A57BFEB0131434D6FB157AB571215860E6973710A5ED2
5552F236DDEB3711B6FDCE73E74B849AB9472989B689671F809AC4867025401488171A2DB6103E8BC7B426BE4AD6DFC8198340771095259D792149EB2669383B2
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.62700563214231e+12,"network":1.626973234e+12,"ticks":4358913301.0,"uncertainty":4536820.0}},"0s_crypt"{"encrypted_key":"RF
BBUEKBAAAAQIlyd3wEVORGMegDAT8KX6WEAAABUPWY 4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCT7IWC|ByYxXIY/Ds1S6cdCxJW6iSr1Qfjo
KIVKoVEQ4EAAAAAAGAAAAAAGAAIAAAADIPMFiGkWkdrfU+zeMpOLPS1eDxLpcgjY P2R/ndeCNxMAAAAK+RpovfP61NtB5SnOpQgPMjPTyt2T1WPeru9i3yP05
zZNVEjOUCRDWfONruG9ricX1kAAAADBIKIQIKY2z38GdfaF 7dW2ZLcAMHOX20EKBg8ZJG9lsuMexxChB4M8HFpyb0Bpréaxpi+zmMIXt76noTOxFzKN"},"password_man
ager":{"os_password_blank":true,"os_password_last_changed":"13245950075265799"},"policy":{"last_statistics_update":"13271479227799

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

120

3.3041625260016576

false

3:FkXYDu6cR9ITXYDu6cRIITXYDUBCRIN:+YB66CRATXYE6CRATXYE6CRI
569FA64ACAA310B1DE1A6250CC7356B0
14251450C245F8612958BF94779E8B72AE6D6213
AEE20ADEBF2D35EB8A39BE2DC391BOE5966EFCB4AFDC971BB3A18115C929F563
850914A053EF541046B29260266C17FEFF2466A87784394F9AB3B565D2EA1E656F61F02BDB78F9F9676E90365F837F3709BCC0856B3B844256848F477250E0C7
false

low

SAPC.oooorveee 8..2E." .N_.SAPC.........cocccccr., 8..2E.".N_SAPC.........occcccc... 8..2E.".N_.
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\09e8efOe-a23e-42ch-a038-ed5f9c541chc.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

1373

5.592535852544843

false
24:YEyKeUutoO9RAeUupQx6HOUhHbriwUut1lUyG1KUfcmNaUeCis7wUfQRUelQ:YOeUpCieUWOBUUhAUFIKUkmwUeCiewUM
7D901AB2096BE1C7F4F6B7C3140D2C2A

AO0C5C4B729A02FD744F9C9185B450DC5C2AA486
890840039E3D503906BDO0AC4AF49F724BCE2A3F481B336AA9444A13E817438A

5E34F86FBAF83CB82FFBF3F1CB89B56CDED1EGA4FE25AB62CCFC02781D60CDFBAD1DBACAGOBFDD254D73D02E17D002874D3B72AE3958DAF96748BCB9BDD
EOEOD

false

low

{"expect_ct":[],"sts":[{"expiry":1637892033.911582,"host":"LAZKY S46RVRcFiZAzmUJrz6 TJHBd4nwE6VxPWfPLYHs=","mode":"force-https","sts_include_subdomains"
:true,"sts_observed":1627005633.911589},{"expiry":1658541632.988816,"host":"M4bfUnCmQAi4PNb3B8al/2+SVIhHKsMfMMT7{zi6ij4=","mode":"force-https","sts_in
clude_subdomains":true,"sts_observed":1627005632.988822},{"expiry":1633013028.822833,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEYPIv4=","mode":"for
ce-https","sts_include_subdomains":true,"sts_observed":1601477028.822838},{"expiry":1637892033.322103,"host":"fJjUrPghktMfiTHIX3Q0pJi/P12Q72DBgzzJqjIN
C4o=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1627005633.32211},{"expiry":1658541639.72814,"host":"nAuqgR4EWti7SOdT3UHPI6rm
ZU/Dealm38P2020kgA=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1627005639.728145} {"expiry":1633013040.850112,"host":"SEdU0B7
YUY9zZV+2DkgVXgho8WUvp+D+6KpeUOhNQIM=","mode":"force-https","sts_include_subdomains":false,"sts_obse

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\466b524a-38ad-4c10-8896-c1le117ba52a5.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5706

5.184610668893168

false

96:n3rssHMXiSKIilk0OJCKL8hkX116AbOTQVuwn:n3rBMXiSAC4KikXb
8EBCD08D073C42600AE6B7D561C58779
8FOB80B1860A766DD88409F24A0B909EFBODF57B
014EE7C8AAFF7E1C2FC77081566CEDAOC9A4A8BES902EED5S58C5656 CFESBF3F51
5CEF899757E8423129087D1D5AA1E939A2B41A2A08EA08C7A863045FD522E41AE1D06BC80BICI3FFFBBES3BES81AGB259FEOB3099DB149A90254754DDF32A86!
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13271479228160554","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group™:*","should_reset_check_default_browser":false,"window_pl
acement”:{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length 0","0","0","0","0","0","0","0","0","0","0"," "0"
,"0","0 "0","0 "1538886"],"daily_received_length":["0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\59cd6bc6-4b72-4141-b0b2-a8c22489f2da.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5110

4.971344108304558

false

96:n3r1IAHMpSKIYIKOJCKL8hkX116AbOTQVuwn:n3rIMpSKC4KikXb
698CB4E50535DD8678081FC41A6BESA9
3B9540B2BD7A7A416558EC004C932A879F1A27B6
3B4485B2D521CF88E64938476573E77203E5C587CCF5D5A5DD00718A815E844B
FD911C1EA1AA3713A752296F08565FB3F93F22C8FCEF06A0153B9BA13BDC5916182179BD49601EF37CFC3CF1C9669B0D639F3E016DD53F3484560201D7A785B¢
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13271479228160554","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
":984,"work_area_left":0,"work_area_right":1280,"work_area_top"
"0 "o","0","0","0","0","0","0","0","0","0 "0

untryid_at_install":21843,"data_reduction"

"daily_original_length™:["0
,"0","0 0","0 0 0","0 " N

0","0 0","0 "0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6ee6eeaa-d560-48b5-a23e-bac9f35a5672.tmp

Process:

File Type:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

Copyright Joe Security LLC 2021 Page 14 of 51



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6ee6eeaa-d560-48b5-a23e-bac9f35a5672.tmp
Category: dropped

Size (bytes): 5062

Entropy (8bit):  4.969698035661608

Encrypted: false

SSDEEP: 96:n3rmoGMpSKIilk0JCKL8hkX116AbOTQVuwn:n3rSMpSUC4KikXb

MDS5: 8568C403C8B51136BDD84B3742BE37DC

SHA1L: 9154FAA2DD22FED96BIABDICIIACIDC54BF7FE37

SHA-256: 3F6C1AC8C16C56F0498D0466F9A981A4530A9B45A6C3F4A86F16824BFF3822DD

SHA-512: 6CODD433AF838E84E4B92B40F00D89B2248A4926BBEB091769AD279B6EF2A7B77435990C5AA55F4F680942B3A0CAO0ACO76AF5FACIESDEAEL587B464858CC7C:
1

Malicious: false

Reputation: low

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13271479228160554","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length":["0","0","0","0","0","0","0","

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\7335de3b-b54e-4977-89ad-d14efc34c441.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 1873

Entropy (8bit):  5.610036575334854

Encrypted: false

SSDEEP: 48:YBUreUICieUWO6UU03EU7PzUFIKUkmwUeCiewU8UefUJ:IUreUICieU8UU+0U7PzUTKUVWUHINUSM

MD5: 8C104952DA1160691A043D1246052937

SHA1L: 5829B51BF755783F9E456108B5B5471B8B215F14

SHA-256: D848A345A3539DE5C29EC806D0155DBEC59256083626108D8E72AC4BC6414BB9

SHA-512: D19E37C1A933DA83A0B27A8BIA229FF69ACI5153D7F2EBCABF435520FCEB00053E1763CF664F224C16F6EF6DEBI7E91938F948622342F16FCESDB69CFABD5BB
Malicious: false

Reputation: low

Preview:

{"expect_ct":[],"sts":[{"expiry":1658541670.084798,"host":"G/V3uixztGHu+2fvagnJL F/c1aJxL5xnhSMrB3NcIMw=","mode":"force-https","sts_include_subdomains":true,"sts
_observed":1627005670.084806},{"expiry":1637892072.741579,"host":"LAZKY S46 RVRCFiZAzmUJrz6 TJHBd4nwEGVXPWIPLYHs=","mode":"force-https","sts_in
clude_subdomains":true,"sts_observed":1627005672.74159} {"expiry":1658541632.988816,"host":"M4bfUnCmQAi4PNb3B8al/2+SVIhHKsMfMMT7{zi6ij4=","mode":"force-
https","sts_include_subdomains":true,"sts_observed":1627005632.988822}{"expiry":1633013028.822833,"host":"OuKIWsMW1dkkbI1X/0i600Y95ZNSWnSoeal XAEYP|
v4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1601477028.822838},{"expiry":1658541675.120899,"host":"TZmujbl93Yt3J18wZ4X/zjkA
OWFNGNW44A+07h4YyHw=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1627005675.120903},{"expiry":1637892033.322103,"host":"fJjUrPq
hktMfiTHIX3Q0pJi/P12Q72DBgzzJqjINC40=","mode":"force-https","sts_include_subdomains":true,"sts_obser

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\75de2cc4-3143-4e6f-a0b4-1887dc1313b3.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: modified

Size (bytes): 4487

Entropy (8bit):  4.867794318031356

Encrypted: false

SSDEEP: 96:JO0TXDHzDrp+cz0GzRbgxCRG90jVKIj6VdIEMXT6UWERJIIG1hVD:JOTXDHzDrpTOGzRbgxCRYojVej6VdI6V
MD5: CBED3F4E24B00D6FDEF5CFFD535ACF81

SHAL: 3FC617EC7787D659E3128CC68A6174DF8C2495F9

SHA-256: 2618E87FCA5AC78A90197AB5771F6F26D98DB98FE8F6434C68A9A0D5DD2ES225

SHA-512: 86483A21D0875E2367CADDD18E72F0055AFEA149DBIBFC535A6A311C72A29A191249D6057C1E2B9282CE3A75DA3A908FCF68927F8F0A67B12B2B12633CE4EFT
Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.gstatic.com","supports_s
pdy":true} {"isolation™:[],"server":"https://apis.google.com”,"supports_spdy":true} {"isolation™:[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server"
"https://dns.google"”,"supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13274071232260245","port":443,"protocol_str":"quic"}],"isola
tion":[],"server":"https://redirector.gvtl.com","supports_spdy":true} {"alternative_service":[{"advertised_versions":[50],"expiration":"13274071232279667","port":443,"pro
tocol_str":"quic"}],"isolation":[],"server":"https://accounts.google.com”,"supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13274071
232549869","port™:443,"protocol_str":"quic"},{"advertised_versions":[50],"expiration":"13274071232549872","port":443,"protocol_str

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7a0401b1-bald-4486-bd77-cf1fa87cf2d8.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 2693
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7a0401b1-bald-4486-bd77-cf1fa87cf2d8.tmp

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

4.871599185186076

false
48:YXs2MHRzsoMHT5s0MHyKsTMHksrDys4Csb7synWsQIltFsym6zs6zMHWLsSZMH5YhV:+GDGTHGmMGHDW1/nOlbmOGIGGhVD
829D5654ADF098AD43036E24C47F2A94

506C8BA397509BA0357787950C538C1879047DF3
4D0B852D18FCA5C1A712904CF6DB3811FBI0SE86D8A7508A2D42F9C8D68E2211

D9B18E6BOAD1ESE4BECFIE84BBE30D64730CFEC2CBEAF96D5DF52E28B907B03EADF22F020FBEOA56D137A52F4F09798031BC6CA026CFABA979A608B3445DB
CAA

false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600883925","port":443,"protocol_str":"quic"}],"isolation":
[1,"network_stats":{"srtt":40156},"server":"https://www.googleapis.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324854
2628822803","port™:443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":30856},"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{
"advertised_versions":[],"expiration":"13248542600893104","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":25300},"server":"https://clients2.goog

leusercontent.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600872791","port":443,"protocol_str":"quic"}],"isolation":

[1,"network_stats":{"srtt":34789},"server":"https://clients2.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"exp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\907f1a37-8d8c-4587-acfa-f9d67eb86453.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3:LiL

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8CT727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F2¢
F21

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

336

5.173287362129446

false

6:MfRSLSueN+q2P923iKKdKIRXXTZIFUtpURSLSKkZmwPURSLSEVkwO923iKKdK9RX3:Y SmuXv45Kk7XT2FUtplSmk/PISmE5L51
FOADBEE11238B60B963C5FF7023B3D5F

CCB95F6D57271A55D61A68AA4732FE7DBEOGFE70
21F50DE6A6019DD3C37719CE64A09D1DA28FA066DC35429FD898C7456E6967DB
2F630F1F7960F475925EFCD4DEAOF315843D4D70DBA7228FAD4CC026771C14139C42AB5EF88C19E4E770995DB0553F09EA32C3AC462B35EDGEG1716784B2B60
false

low

2021/07/22-19:00:47.749 1aa8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
07/22-19:00:47.757 1aa8 Recovering log #3.2021/07/22-19:00:47.757 1aa8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

320

5.142157628015787

false
6:mfRSLSQ+q2P923iKKdKyDZIFUtpURSLSOdFZZmwPURSLSOdFNVkwO923iKKdKyJd:YSmVv45Kk02FUtplSmOdX/PISmOdF5L2
3A8B2989AA6780AB15B5CF6543E664F5

E6E7ACO6EEDDICDOED7DB2379321C05A6920D8DE
BF603A382C98906F17C7E8AB6D53EBC63E8FOEA19AGEN543833D99DB1D2C54B7
582B0255CB554BD4386799A527C916FDF831E62384ED48342896D43307C18351A1AE99EB315531CA06ACF15508C8C86448727214A710F642EDE4SCEFED4EGEL2

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG
Reputation: low

Preview:
2021/07/22-19:00:47.717 1aa8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/07/22-19
:00:47.719 1aa8 Recovering log #3.2021/07/22-19:00:47.719 1aa8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\Oae6b52f6e424ede_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 1170

Entropy (8bit):  5.416534278704916

Encrypted: false

SSDEEP: 24:i7xfolo7WfDo7FvfJo7rfNo7Axft307f4fG:yxMYWbYpRYrYAXF3YQe

MDS5: AAF47CAAA2B306A88CD470B43EBAADSS

SHA1L: 6D4B8274C6EEBC6ABBBE130F3DFCF02A2339BA55

SHA-256: A420DE67B54E7F92E448F87B00E64A3189772A1DB3F35279A509C070D6B1C556

SHA-512: D66E3E20D077CC92D10DFC36A8D57243A1B0C22BAADFDBC088B4173E7AB2169663B91341D5F28C45267A9BDD688D3BD26B789BBSEE1A21A9AF2025F98F86C:
A

Malicious: false

Reputation: low

Preview:

._keyhttps://consent.cookiebot.com/uc.js .https://paperturn.com/.=..W&/...
...._keyhttps://consent.cookiebot.com/uc.js .https://paperturn.com/..). W&/

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\105618d59203ef9a_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 233
Entropy (8bit):  5.645904494553558
Encrypted: false
SSDEEP: 3:m+I3+IdA8RzYrSLIpPRKSWXWbBUINRPguGTKg4R2QK/IHCNNEmM9x744m2/pK5kt:mm+9YGLIGg1NpguG3c2ntgNNIX88K6t
MD5: 09C63BB72E759C8D4A35862A4FC035D3
SHA1L: 0649193A1CADAB00EF6995CA52359C0OCEA390CD1
SHA-256: 35A3D9F2EDB4E62D47B062483B48634559B8645C75879CAB182472195C8ABE8S6G
SHA-512: 023EECAC334CC134D7759828594416E472D58373ED9ES3ECB39B56A4648C284673777EBAOOF5350F6A5F8367117423EEF93B2948D4D6411940D588C0A362055C
Malicious: false
Reputation: low
Preview:
O\r..m......e....65M...._keyhttps://www.google.com/js/th/rri_UWQO0J4KTeoiEcOugeM0Oaau5ykY MkDZQXo2HoPhc.js .https://youtube.com/...W&/.............. S....W...GYc...P....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\16d9c28137016842 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 2268

Entropy (8bit):  5.71434316734612

Encrypted: false

SSDEEP: 48:1M9ZU9ehDrM9ZU9eh6rM9ZU9ehxrM9ZU9ehtmNrM9ZU9ehNrM9ZU9eh7c:Y2Z8AAA

MD5: 248E43BEA24A2BB21795FCE131C7F521

SHA1L: 5C7009B9DF3D30E5679F773DE91AGAC01084C343

SHA-256: A8D78843C2F0565313C2CA016EB2371224761FAE1631B49374FEF1B2FBD84A96

SHA-512: 78CDE3A4B9C13EA014D94E467EF6AF73A0CC1354B0C2F64825A5AB210FFF1B397B5C9921F79D987731FC997A01EASDC37D1E8DBIC11B1D5502E85B5C6990B9
2

Malicious: false

Reputation: low

Preview:
O\r..M.eeeee )....._keyhttps://consent.cookiebot.com/15dac99d-ch99-4df3-83c0-6e8c10ac66d8/cc.js?renew=false&referer=www.paperturn.com&culture=en&dnt=false&
forceshow=false&chid=15dac99d-cb99-4df3-83c0-6e8c10ac66d8&brandid=Cookiebot&framework= .https://paperturn.com/V.W&»...................... cy.P...bbv.&. .. L.y?. ... A
.Eo....... v ALEO...cciiinn OVreeMee )....._keyhttps://consent.cookiebot.com/15dac99d-cb99-4df3-83c0-6e8c10ac66d8/cc.js?renew=false&referer=www.paperturn
.comé&culture=en&dnt=false&forceshow=false&cbid=15dac99d-cb99-4df3-83c0-6e8c10ac66d8&brandid=Cookiebot&framework= .https://paperturn.com/8.U.W&.................
..... cy.P'..bbv.&.. l..y?.....A. Eo....e0.....A.E0.........0\r.m......)..._keyhttps:/consent.cookiebot.com/15dac99d-ch99-4df3-83c0-6e8c10ac66d8/cc.js?

renew=false&referer=www.paperturn.com&culture=en&dnt=false&forceshow=false&chid=15dac99d-cb99-4df3-83c0-6e8c10ac66d8&brandid=Cookiebot&framewor
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\236c9a70f6d402a3 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

228

5.530424800010962

false
6:ma//XYcvhAbuB4XEbsvNRs2buBaontgwMII3yvCfK4LpnK6t:HXJuUIzOAonBk5fD
AFF349F40939C94E43ADAC122961CBF4
44CA7EF1C5445C67976539F64BI9E77D6532AC589
0642415E6436A120C0772A201EFECOEF1F31188F567FE89ED4BCBA01B84B1CCB

ABOE1426F466C990B07D0541617B8087D738D9A1A890DFC2EA14ASF5E9DFFO0C31E0B740C0BOD49D888D6A00D82AF8D415631E045B381FCOBFCD5E42D76AFC
6

false

"...AN.D...._keyhttps://assets.paperturn-view.com/components-TopBar.54d5964a.js .https://paperturn-view.com/. At W&/ ............ccccceeenvrennns T.g'Rg...11y. 0.7.@..d.
A.Eo....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\335e69ddec2b9ac6_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

212

5.32763920704684

false

6:m9XYGLKdOKc5noguGFYgPUodQSQCw5r10/hK6t:9WPoguG2000
27DC5F0D3B49BC5198BFIB1A3AEAT7612
ABCFC60C8B7B4AB3098DDAC5E389C8470B701EEQ
6B5F11C606B548E5AB411BIB4F21FC922996A4F59B6B2F798AB6DIBB3CE9E071
2E152CBF483021A5C8E1E3368391FCDD73EF44F684BF8F8424335E20B38D99FE3COE38954D2C7B561B1303C85E316BF1543EDA8185E6E6D0F24B44263260500F
false

low

O\r.m......P...E@S....._keyhttps://www.gstatic.com/cv/js/sender/vl/cast_sender.js .https://youtube.com/wJ..W&r............. Tt.....1@dbM..w./.61..wt..R..u.AU...A..Eo......2.p...
.A..Eo.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3aa07428c0e4d4b1 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

159032

4.544605782778889

false
3072:queY/O6AUNY/75bg6xChbsd/fuBT5chElus/dilwuNjkGsR7JhH43AsCvvVOzsuJH:qqO6wPwb4wMahY3AVwW87F
64E167F2235FB642CE28B83B60D556FD

A9A20993A0DE130DODFE1E8948CB167928F8DF83
F6137E70C63FCB4BAFA95C77058F19396D87DF364FE19CACEE4CCBBC94D31411
1E3C027B71C4D8904308237057F4643DE8327E19F25451EFCDE8B433CF4D8F9D1514AEDALB879CB07F7D711CEB00B672119C0222186E053C50494C98BE894A2]
false

low

i....A46A4BACBDA6493C18D52D950BA55B74358D15D3599484FFCE96C2C2F844F3B3
RN 8L.. Qb&T.f....d....Qb......e...M.b...d....l"...Da.....(S... ...
& & 78] &) &8 & H......&(..&.%.@..&.Y....
.paperturn.com/cache/v2.3.12/mini-2c7001179082c8031f506f1a6a77ca2f.jsa.
..... Qbb.2D...K..@ D L& (S L. QD~1Q

\P.a.....P...https://www
&.%.*....,Rc

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3ee3277df70d5d32_0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

233

5.5409136631190705

false
6:mmnnYGLUxGBznGKT2buGguGpKtgnaGF6P4bUK6t:gGBREbUGgUGPNGP5
489FF5F6404E029694DEBOC4D201ABAE
BEF14BFO6EC79021FE7EB8236EE9AC5501FF46C8

Copyright Joe Security LLC 2021 Page 18 of 51



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\3ee3277df70d5d32_0

SHA-256: 23837E3E8312DC2D5218BDA0BBIA558E5D587980A96BAAICB223C62ABA71103C

SHA-512: DC1D0544699D2D092DFBD409FB32A61846636CODF792FAB407EBDD977558A1296F2191F92816EE28FBF6987CB9A54AACB55A6840CA6FACFI88F6CE0964FD25€
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3f84843334707219 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 239

Entropy (8bit):  5.571933396919997

Encrypted: false
SSDEEP: 6:mUNU/PYcvhAbuB/KShJESO60s2buBADug9bdvKekAxhK6t:pNOXINKEJESOZ0Snb4Tq7
MD5: E5C3561CC34FBF79A910519D73D18F91
SHA1L: 6E99BOEO50FF0899159B40AFEBE87D050BO5AF79
SHA-256: 7EE1599F2A68D2CCF98A033C57645804000BA9BC6FF63597958F389B3BEIC8B5
SHA-512: D8A3DB4E7381D3A75350AF745A244BB956D843A1C3B226F43E104723D84C02EB62E439D70FCBB0267BD8A7789C5825499A4CFBCABF1603ED666A0D2F019DC5!
Malicious: false
Reputation: low
Preview:
O\r.m......k....\......_keyhttps://assets.paperturn-view.com/vendors~components-Newsflash.b7b94969.js .https://paperturn-view.com/.7.W&..................... SM....yz

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\402f710388ce73f0_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 243

Entropy (8bit):  5.517101235613113

Encrypted: false

SSDEEP: 6:mKYcvhAbuB/KSDTLzs2buBTgol/MxBy4mJ/ZK6t:DINKeODCyRJr

MD5: 556008CF93B693F15A74A009C84D7497

SHA1L: 3876183B13DFF6B4A8B5137EF3443434B9A48919

SHA-256: 8DE27A1DEB0488437870E7C632C66122C35745C7EFCCF34B2EC33C557CE014F5

SHA-512: EEACDDDFCCAAG62ED3D4FD37A70083A65C3C96124AEAF8788C4764DA5A051B48DC5CBFB21C576C38E1CFBBF3305BB2DD7D367A1E22570C51DC88700C5AC1:
25B

Malicious: false

Reputation: low

Preview:
O\r..m......0...*.R~...._keyhttps://assets.paperturn-view.com/vendors~components-ToolbarButton.aafd698b.js .https://paperturn-view.com/. X W&...................... X.m.-..
9. IT..b. . %I h].A Eo..... Too...... A0,

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4a93ae2abbf51303 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 243

Entropy (8bit):  5.492178418923658

Encrypted: false

SSDEEP: 6:MoYGLUXGBzN871j4PY0c71j4GguG6tg1AilThXO0/40DK6t:eGBU1SPjcRSGgUG60A8V1

MD5: 516DEB4E5859928C602AE6CCE2B1431F

SHAL: BF5229E9B3F7F52AFBA7EC14EF2BA14AC2E92835

SHA-256: 2A06EBC089F6275A11906D838A3ED911EAFIEL38A7F5DBDFI2E23BC5D2CF6F67

SHA-512: 89FDEBEO9DEDSDF2D7AF50435938E1AE861E0F1FD5DFDBB77CF8C38A0667B038AE26C697365967C4CBE2C80A9258958D8EC60954E99CDAD819B9499572DAC
9A

Malicious: false

Reputation: low

Preview:
O\r..m......0........._keyhttps://www.youtube.com/s/player/3804dce2/www-embed-player.vflset/www-embed-player.js .https://youtube.com/.%..W&’............. €0...ocnnne 2.
Cla..+i..d..B.....A.EO....cccooocoe ALEO..ccoiiin

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4b4ae9e2956257f4 0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4b4ae9e2956257f4 0

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

dropped

255

5.54224819164011

false

6:m6YcvhAbuB/KShXEbjfs2buBIvtgD/Pc1nC/bK6t:3INKpXO0OVNU/N

0098A805BE93A3DD27B322A8B825C3F8

3835D397C3D573EF6D10E9DFE41FDEA2D1A3B8F7

C6905CF1B75684E45FFC2693A2A0CF8BB61D69AES5552029F2A4D13870E45E87
ABEB2C0OD757A43745CD26BB27BAC9522F15EB4667288658D45ADC85585D36B36748A3F645A9653340922C37E7278206BD82688ESAA28F8E01D63DD1CB104F001
false

low

o\r.m......{...!I.1...._keyhttps://assets.paperturn-view.com/vendors~components-Tooltip~components-TopBar.09a36c1b.js .https://paperturn-view.com/XAt. W&................
sl Yo de )X..S.....1C.A.E0.....V.S.......... ALEO.ciiie

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\505f12502b0ele8f 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

424

5.491594431666653

false
6:m1PYcvhAbuBM27sRs2buBVtgflQilpBYORK6tW1PYcvhAbuBM27sRs2buB3ygP21:4XJ80jAIINrSXJ80I1+
9507CCEC2048B94ACA593FC74FBE0389

37A1B3DDFD1CC61222E9BAB05D3E922E777EDA6GS
4B56766F12A36DCFD5C3B2667D4A4861AC57A560DEEF8BDF66FFS58EE769E6B4A
D203ECB99998588C2857ACD4DA7B4A11DA836AC9805B146836D7C378345E4317EFA07C4E63521D2C8615F781909FBE2DAF688B7C05374FE9228187720B3EFAS]

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\57849aa2afcf52a8 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

231

5.573012435911901

false
6:m3tVYcvhAbuB4bJENnAVRs2buBSHgBajzr5hnd6hK6t:2VJubJEnNWROMmYzrDda
9765D9A91E589048FA49E9203F3CEC44
547DADDE8SFB8DEOCE4C1C846F50EFF9A54669169
6D4825A8F8BD57E928947D147FAAB6ADA32D3061221827BDABES176462289570

1D90009DCA39159BBBECCE4C0950C670FB38F29FDC3DFC3948BB3FDCF5E320ABE0457B3CFOABFB14FAF5FB2A50E6051DDD6ESACBB3095BCOF07B97B18069!
6EC

false

low

O\r..m......C..........._keyhttps://assets.paperturn-view.com/components-Newsflash.389922b8.js .https://paperturn-view.com/>=..W&/.............c........ p..>..a0.i&.j.>..Rc...z..
M.A.Eo....1 ..o ALEO.iie

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5ae823d24fa20467 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

229

5.469641644901993

false

6:mQAsPYcvhAbuB4nxwRs2buBoofvtglEtsE6CSp2+K6t:KQJunKO7essld
5CE9304E6DFC12322B89F45EF2174246
D914B3CBE643715A65DFEBD66E879B30CAFBCOES
4776E13DB1E6E7B14013569BD7D4E1627951BF56CE683B6F76924C00BECF4638

78A322E18B32CFICAOCOF17F0B9174AC35E508E0D1EE6DOBOSAF2BAAAOSEF1AB062FCIF2DB3B5756D369CCD861BAAS66B142A7CO0ES5AAAAB8ABB50FBB7F6
66F

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\5ae823d24fa20467 0

Reputation: low
Preview:
O\r..m......a....,ei...._keyhttps://assets.paperturn-view.com/components-Toolbar.0413dfe3.js .https://paperturn-view.com/.ev.W&.............c.ccccee... 8svn.]..a..x.|).....].A
Eo....vl........ A.EO....cooii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5c8938a5f2f8b277_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 320

Entropy (8bit):  5.646374113787241

Encrypted: false

SSDEEP: 6:mayEYcvhAbuB/KSc/QOly7rylObb8XcrvNRs2buBjFgnlfvTr4p/bK6t:Py0INK/0OErR5XcrzOuZHs1

MDS5: 6C52963A967576B7FFD290386D6298FE

SHAL: 245D41CDFDC5DA1A99C5C9BB2C55B1554D968E97

SHA-256: 7892142AE215555D84059CC6203E2C0A601473D1E7C091DABD6CD295C4DFCOD6

SHA-512: 2AEBAOB0O5CC71203248B78E29D643143E461CCDD7D8A72315976273546107E84AC1F8D7D1A1A38E9EC3326E5E4A51E635F7240AC4C397177550DEAOBI2F5F4A

Malicious: false

Reputation: low

Preview:
OVecMecee _keyhttps://assets.paperturn-view.com/vendors~components-Alert~components-BuyBasket~components-Dialog~components-FirstCustomization~comp
on~3fad5945.d972b361.js .https://paperturn-view.com/.YNn.W&/..................... 6..9VbG.S.j>.[@.<Z..LS./.... A Eo.....F+.&......... ALEO...ccoiie

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5e756fb02c040fal 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 372

Entropy (8bit):  5.937518762158875

Encrypted: false

SSDEEP: 6:mgOYGLibtGglbcYFos2bt40tgOVCD6rdK6tkDKaE4UVtpPVCD6rXl:0qSYCkOn8mTDaEZ3pP8mz

MD5: 9E08DC60334946906534D2E9AE10A408

SHA1L: 02EC03425529664305D5B3BB604730F8FCD7514C

SHA-256: BB9F12B43F7A3076D923F11FFA5BADC74F5D6B1DFC042F48FD842D8512709238

SHA-512: EE370B190793C3055D4AE8771131C7F4F62CDB2F426E86836C96187A94B422E8AA2066589B8A0FA53F137264E03EB63AD347E71E83B7117BEF7457B44A21D1CC

Malicious: false

Reputation: low

Preview:
O\r.m......L..t.."...._keyhttps://www.paperturn.com/cache/v2.3.12/mini-b6b0ele2a9cc4alOcafe9a7b0396818b.js .https://paperturn.com/... W&/.............ccccceuenee. ;. DOX.K...
.x>.0....A.Eo......_.aT....... ALEO..coiii W&/..f..8E88A35BD36F53D98288D14D5E501E2F584B9B2AF358BA6A88F63A1F7303D98B......;.....DOX]j.K.....x>.0
ALEOLLL XL

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\641fb3ab98d94d28_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 240

Entropy (8bit):  5.6101694919205425

Encrypted: false

SSDEEP: 6:m3YGLibtGgaDeSLTOFzs2btmpugVuDtwByp9K6t:0gaDNOR2fug4X

MDS5: 3816E65F2DBD6765C641BF712A6F827B

SHAL: 575CC4A7TEE2E62019B4120CE7E8A251790825BE1

SHA-256: 8825C41D44CAF08790BD161EF28E4828113BCED426AA2F5A3AF6515ADF014866

SHA-512: 6EOFAABB66A7C54BFFE822312E3E3C914C79921C664B2AC13D7421619C25C47EC18DEF57744C8908B4B5CF054DC17D306D7F81745C94240C62B8BB2C0OD7744:

Malicious: false

Reputation: low

Preview:
o\r.m.....loeee, _keyhttps://www.paperturn.com/cache/v2.3.12/mini-8e659b93bd027876d82817aa95060866.js .https://paperturn.com/|.. W&..............ccoce.. 2...0..Pd....
|..5d..u+. A EO....cooin ALEO...cciii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\75180a52d49873b5 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 222

Entropy (8bit): 5.4229210743168155
Encrypted: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\75180a52d49873b5 0

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

6:mZBXYcvhAbuBKB/2uns2buBhuglEVd8iKdhK6t:i/Jsou0eMw

85E57A4ED2D9953690DA1F134836F48E

2FAC72AABEC9E441252276919A8D58E5A9722E7A

1DFAB13BFD533275B6F82950D9134B32108EBDBAFCOCAOED2424D541690126CC
C2DDC61A7963620C7839C89CB2C7229F4BCA8784ADB82DED15292267C2A75D2133852BDD6AD3504377715822AC7E8A1AF4F47901AC32309734B35F2CA79B5032

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\75c880fe196c95da_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

232

5.578332801734761

false
6:ME2VYGLUXGBznGKT2mABSguGsvtgmXII13A6a4r/6DK6t:z2aGBR6mMkSguGOvxZr+
73AF076A872457C99407FB96D1C1AG9A
0F386D137233C42F4E144C535431C5B6BCDF7B49
B1C868ACES53F3FA087D7142754E7ED30FD4185E13D77D96A52C397DA390F4E3
98E5B1FDAEC6B96A2F29A11B2082C9051153F7843BA69FAGF134C68980E341C498AE94456751D7AEES65ACD031BD3C86142FE1D64F1ED5A04461DF65258BD8D
false

low

O\r.m....
.A.Eo..

T2...._keyhttps://www.youtube.com/s/player/3804dce2/player_ias.vflset/en_US/embed.js .https://youtube.com/.%..W&.............. S..ccoZuwwe_NQ..+H#~%..C......

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\78971c5f3b10669d_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

229

5.4978824196153955

false

6:mJ1/VYcvhAbuB4h4uKzs2buBSgwlLYt8bF5PbK6t:+9VJuauo0s51
8A23AA6577A31C363ECDFB690D348194
8236E2B3D727BCE880167344024AE0028DF188FF
7437D0000AE1F3B2B4494E0AB47822E8B4C657E9BFEDF643F377AD7C1639C856

EB789E74158ADF8C3D3C3FE075ES5ACAFADIC0OB84C92C8F9733FB81D57B0F28A38BAE71A7BE6AAAAL6310076D25B14198741690316DB6A3E09E4ASFEDD5645E1
A3

false

low

O\r.m......a.....ea...._keyhttps://assets.paperturn-view.com/components-Tooltip.d369b3de.js .https://paperturn-view.com/. { W&..................... g0..g.m. ..q.]....CF.’=.*6..
A.Eo....... (ST ALEO..iii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\78ec281d449072c9_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

345

5.8792102489469125

false
6:mUYYcvhAbuBfm8s2buB9Ktgil5g7DVyAgK6tWo/82emkzLscOKMYiICStHg7DVyAR:EJNOLK5SEHVY1wo/83BPDOKMYnHVye
84C6F5CB554F45C2B637BB615E2994CA

04009A702317C4242E0DE20757A9F38327FBCB47
C7C6337393325C2CDFEODA4ESE33F3AB7FF0C261F643CFAS57FIC3444C775BF72

080827EFF2E465086AE18D559D60D7F8961246066F87C15C686BCE7DC999C5C94F73CBBCF33A45DD99AEF11B2E47865DDA1CAE3842A24E26DE9B59ESFFA9BS
1

false

low

O\r..m......Q......Y...._keyhttps://assets.paperturn-view.com/12.dc063ac5.js .https://paperturn-view.com/ .\. W&/ ._H.._...K..iosD.gT..C..A.Eo...}.f......... A
..Eo.. v \W&/.H...8389C906E744D8A135784F72A1F058BC57213A6C3D384DFC165AFEF5F291D058... _H..._..... K....iosD.gT..C..A.Eo....mt4.L.......
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7a24f279f3c8e97a_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 640

Entropy (8bit):  5.59352073339948

Encrypted: false

SSDEEP: 6:m2XYcvhAbuB/KSXyc/blytMSgORs2buBIgiXcL+AvwK6tW2XYcvhAbuB/KSXyc/Z:3IJNKm6MQOD0+2SNINKm6MQO0g8+41

MDS5: 9404BFF386371657DA5423626768B82C

SHA1L: DA91C3670663CB6ACA57F7BFA36DC2AF9CB00619

SHA-256: B26886FDCCB4665B189E74B8055DBA59F2662441125B329DDD41BCECC9788D80

SHA-512: CA96CAEADC0563DCDC6D6D234E07316C7A8BI308F1ADDD267C0501C21F623C395F45756CE764203DB6FC2BFFE840FBC41369503110FD7E3719363876DCOE72

Malicious: false

Reputation: low

Preview:
O\r..m...........0....._keyhttps://assets.paperturn-view.com/vendors~components-Add ToBasket~components-Alert~components-Basket~components-BlockingPage
~components~h32f8ea9.41aa8c5a.js .https://paperturn-view.com/,ge.W&/............c....... "E.....G...y.M]d....gql-0.A..E0......J............ A.EO...coiin. O\r..M..eeed O.ee_
keyhttps://assets.paperturn-view.com/vendors~components-AddToBasket~components-Alert~components-Basket~components-BlockingPage~components~b3
2f8ea9.41aa8c5a.js .https://paperturn-view.com/.(..W&f............. R "E......G...y.M.]d.....q]-0.A..E0.... Y lL........ A EO..cccoiiin.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\80d379f7f5b93e31_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 545

Entropy (8bit): 5.524706577381669

Encrypted: false

SSDEEP: 6:mezsB6EYk+tHh4Kk6s2btWMg9xceqiH/Y pyhK6tmgEccqiH/Y AabugrBecqiH/Y Q8:06U+tHh4YyOiHTIIHXWIHIEIH2AIH

MD5: 76FCF113E5087320F299D68D4E7C57D7

SHA1L: OF7474467C0378A4B7CAF94FD4206C65FFEB6C38

SHA-256: FAEO5E851FE4B443D29C96AC2410E999741F2FFOCA38443E59A8F2C9B2CEEGBC

SHA-512: 1A3AE1E27345E0F2FB2A2B8BCO3F4010BEAEA59212D66CAD50F337D1CDF3825F7C33EFBBCCOFD200FD5COC86B65A5EEA073E21CFD224DECA2B5685C4D384¢
1D8

Malicious: false

Reputation: low

Preview:

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8140b5c475fbdflc_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 623
Entropy (8bit):  5.425356890061851
Encrypted: false
SSDEEP: 12:dUOLE/33+71xsP/u+RsU7y1Vt/u+Rq5Xiln/u+RP1ol/u+R861TIf/u+RDUE1DIJ:4/33k/sP/GU7yI/IIR/RE/O6dt/1UENS
MDS5: D812E1B250BFD3521961063343150BD0
SHA1L: 32B884D46F91213B47C97D38A90527EB255F1F20
SHA-256: D74A3E071FF50CFF2892E3BC726FBE385DC01AC8F15BD6BD523A03CB406E07FA
SHA-512: 2666761D5BC277E622270467EE136F229060E92B34C6A9BE9CB909376A5DECOC4E619AB8808A663F54B5C20AEED5189D981762C089C32EAD02521D4F5657B3F
Malicious: false
Reputation: low
Preview:
o\r.m......G.. _keyhttps://acsbapp.com/apps/app/dist/js/app.js .https://paperturn.com/.4.. W&/.. .c b.WQ47.>\J..e K#.!.\4......A..E0.
4. W&/, b.WQ47.>\J..e K#.l.\4.....A. Eo......... [ 4. W&/ b.WQ47.>\J..e. K#.!1.\4.....A..E0

J.e K#1. M. A Eo.. AL W8

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\823f8fc18e89de25 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 240

Entropy (8bit): 5.70465334362172

Encrypted: false

SSDEEP: 6:mxYGLibtGqtlelRs2bt0QDugOXxe5UY0DK6t:4quelRDIiLI1
MD5: 5E6A064066501A6404A17A93EALDF64C
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache)js\823f8fc18e89de25 0

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

59D0A5527B999A2A7DE578AF8CA11778CD2267D9

92E53743184BFD3B77A8D159723F9CD613E65B17F30CEAB6A84648113AA31B199
A2CC1741E27490C36E3F89E5F0D938D4207DF7CB669099076423340E1E7A6BB56559C06274F3442641C09456D7C3BBFAAB47DI0EBI75D25F329F4ADAF8F359BC¢
false

low

O\r.m......l..n."....._keyhttps://www.paperturn.com/cache/v2.3.12/mini-5a97efeeff018a0419f17b6689972674.js .https://paperturn.com/. K. W& ...................... Jeereenn 2..3.N.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8421b1b3082ac36c_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

470

5.6020510631814515

false

12:0/JuXs9QWFz0lwJIDvYkHP6/JuXs9QWFz0HswJIDVYkHKsT:wRGGIPqR3GIH
2EB48BFF929A07AF08EA44C1F1342E83
CC7DA02F6BD8A7104F32A5803AF425A014B23EBS
C60CBC3743E27100E54DD360653D4176FDF9B3627B7ADEFF51CF63B5DBESGEAC
AOFEFF481FEEA2441C09567A36570FC179E03E9F4839634849DEB5590D21AC35BA13E3923D1DC07CD7C500EF733EA008D41FES8CC214C2C335FCI38799D5452

false

low

O\r.m......q...l.{...._keyhttps://assets.paperturn-view.com/components-ErrorBoundary.3ef6552e.js .https://paperturn-view.com/..b.W&................... l..&..X.a7...|UEg....... b.
9.GA.Eo.... X ALEO...c o\r..m......g...1.{...._keyhttps://assets.paperturn-view.com/components-ErrorBoundary.3ef6552e.js .https://paperturn-view.com/.
W& I..&...X.a7..|UEg.......b..9.G.A..Eo....... (Koo ALEO....oii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\859d57729f30e053_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

456

5.5893133213756325

false
6:mtYcvhAbuB4Y3WKzs2buBPygysS8YT6AZsK6tWtYcvhAbuB4Y3WKzs2buBbuygcE:0JuY3l0bYGn6JuY3I0tuvYGLT
834CE5A8A4B2BB9ED29D368FC8EDCA97

A4F91405EDB0469B1FB47272720AB9411EA19DOE
9BA3DEEBD3CFA9220091253824AFD62AB430F30046BEE16209D3A0B033F96679
B925196AB1370F2CB4A1D572FEC0202D0267A3B6476EC543A07F3DABC492EF8571118A78185E58E987F2EFOCAG64C40BEOC31195545E7ACC7FOA00D2582B2E08

false

low

O\r.m......"....2.7...._keyhttps://assets. paperturn-vnew com/components-Styles.e7b2b5dd.js .https://paperturn-view.com/{8r.Wé&i............. Q. g...5FX.@.~...b..07....a..
A..Eo...... 2&r ....A..Eo JRURRON o) o0 .._keyhttps://assets.paperturn-view.com/components-Styles.e7b2b5dd.js .https://paperturn-view.com/U... W&/......
....... S.vn¥ BEXL@.~ b J7 acA.. Eo . AEo

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\878756e158c08974 0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

170480

6.203814751146289

false
3072:xK25x4AMhS3MPmMaQ4+/cAuZKYa9Pvfl4hGT6inQQddy:82KPm4gzY6B6fRddy
AAB0529BE26D226942F5E6D0756CD316
1D98423F0111CDABC7D0290513C2A842D0E3D2EO
6464700AEF9C08656C71A2369E16AF6C5C05CDDF42E9C568FAEDC741DC5ECFAQ

ACA1EDE93EB8D72F0877CB2CA4BFA3SBEOFB3FADIFF6BDD57C8F601CC76F30C54190162EFEA2D8FA7836944EADF855848B7FF334CFE295C9A190A6B6A65EDE
4CE

false

low

Copyright Joe Security LLC 2021 Page 24 of 51



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8936c0436506fed9 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

233

5.580214739740404

false

6:mmTXYcvhAbuB4sLPks2buBPygHXYMbWxKZ9nK6t: TJugkOtadbp
53EA4D652233A19CBF0986981BD54C2E
78FA50229125B73D44F18AC516EE0C2670F70270
4BD773D866B51EB76C3697732A8EA26B8CDIF54C160715608AE265A56930E710
58BBIBFC8373CE6678773340E908D98363D7E7887B12CA871997231AB621EA3B733818C07FB12D1906E1E277126D0D71A2EBB8B8275C322D22A040BA0BE92CDE

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8959e7f160a77ede_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1644

5.666849382989875

false

48:99EjQaSm9EjoEam9EjxOm9Ej9u/m9EjU4mI9Ejhj:1QrKYKn
247BF292A331862DA1C1C6189285F218
ADDE5S5FDCCOD7E605A970A33923B5A7A9F520130
01A8FDF807719B8560129A13679BA0704B8E47FA32709E2B4A11B8BFF525FC3C

1D5C099BBD671651F73EEBOAD5531C656D631A87AAD2A5C35AC1526A5B75590DE044CEA06459ECA5EAOB343F1B0482EE976459196F922D411ABDCFDE406ASF
2

false

low

o\r.m.... _keyhttps://consentcdn.cookiebot.com/consentconfig/15dac99d-cb99-4df3-83c0-6e8c10ac66d8/paperturn.com/configuration.js .https:/paperturn.com/e...
W&/ #Cl{...<\p.X.".h$........A..Eo0.... .A.Eo... ..._keyhttps://consentcdn.cookiebot.com/consentconfig/15dac99d-ch99-4df3-
83c0-6e8c10ac66d8/paperturn.com/configuration.js .https://paperturn.com/.>F.W&/. LHCLLL.<)\pXLhS. L ALEo. L 3l A..Eo
3......._keyhttps://consentcdn.cookiebot.com/consentconfig/15dac99d-cb99-4df3-83c0-6e8c10ac66d8/paperturn.com/configuration.js .https://paperturn.com/id..W&/. .
. #CL{...<\p X h$.. D ALEO. ALEO..coii owr.m.......... 3......._keyhttps://consentcdn.cookiebot.com/consentconfig/15dac99d-cb99-4df3-83c0-6e8c
10ac66d8/paperturn.com/configuration.js .https://paperturn.com/M&..W&/

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8d4436abab9cbffc_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

227

5.501108649011263

false
6:mYeYcvhAbuB4cNQUuURs2buBitgus/IldVLDBSENr405RK6t:F+JucNCRO3IrhNzr
5FASCBACO1EA6CE1A7DEBF8B40D57ECD
ADOABBA43398CCIAG60A64295A28AC58A01C61E2
04A6F38EAB4656FB40F70B68BBIA69D19A942A6F5A16199E6DD415CB36057B54

C1078EDECF061EEA542FFD07F8E001663218C7B6B1A090A5A434EAGFEB4C21EC252C10CF33AC7BA596D6CDE3D347EBF8F1936DFA267D2918DA635115A2B19¢
32

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8e8595a5d4720c28 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

240

5.699302458141952

false
6:mAYYGLIibtGgkS1Ez7ks2btgbKvtgPkiKSMOv/dK6t:20gzgMbKikiKS1f
A5D81F18605593E4DC566CB14EB4578D
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cachejs\8e8595a5d4720c28 0

SHA1L: 78BC98ABE21391D874B97B384CEE6DCFD3E91838

SHA-256: C1CEO03853E6EAAAA9B65D72013D10602C8A267B57CC367ABI9BAOBED3D0OB290B

SHA-512: BDA53A273D5C20BA7FA4D066F86FESDEC3E7436EEFD5946F8CCBA14C31400C87F867B3F57BEOEFC7F026A815CASABDA3CBA6CCC91C284C06DASEE45BFICE
0884

Malicious: false

Reputation: low

Preview:
owr.m.....l.. ... _keyhttps://www.paperturn.com/cache/v2.3.12/mini-af8546ccbc09deec7e6b7a04c8502a92.js .https://paperturn.com/d3..Wé&.............. m...$..L...7.~..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\91b9b5ff6833c0d7_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 98088

Entropy (8bit):  5.942967621197124

Encrypted: false

SSDEEP: 1536:p/NHbZHKHOcfuUzfbHLFn+5RxJmMKGcEc6DnPViLAcIRNoCbhdlcBwBHzs:pB6023zHLF+5gxcEc6D4ANMdIcBwlw

MDS5: 9C808A9D225536F8D4BB6F7C644E5BA8

SHA1L: BBBAC35E1E8C9B4ECD92A7BE26C7FA2F61657CBF

SHA-256: FE093A51056C6513CE5SEF1C7490F63D7D5966984BB45694EC5D86E4AS0C77BB8

SHA-512: 7D385AEE4B6EC8AB858CF632F046D46AA9IBCI2900F0976985C2368CFD51D720865CE6AF68696C88150A6EF4A7D5760BBD69B5F109812DF6D28DC70CEAGDESE
D

Malicious: false

Reputation: low

Preview:

...... 8.....
wa....Qb"8.X....
..QbN.......
sQ....Na....QbB

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\95fee99bab72dc0f 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 231

Entropy (8bit):  5.564605602535899

Encrypted: false

SSDEEP: 6:mVItXYGLUXGBznGKT2duguGxZvtgH6XEOKIBVhnL+nK6t: AWGBR6IguGX/UOKRN+

MD5: 340821E5AB3BDD4B9735C5B3A1A971EB

SHA1L: E8A502F73980090CEAF9260F3D2F3881EAOBFCCE

SHA-256: 16804A94446A6E24D59F7E7B79432C8E72D7DF3174EABES9DB2EC746DEB77240

SHA-512: 60C8FFFFBA9188E8DF0D9378D89299DDA13CC5DBA02050814B902D307471225595E9F48BC509E6D12596A2DD4C43420C5F9816EC7DBC4D47C1F7509898D6A2¢

Malicious: false

Reputation: low

Preview:
O\r.m......c....T......_keyhttps://www.youtube.com/s/player/3804dce2/player_ias.vflset/en_US/base.js .https://youtube.com/...W&I............. pp.....M.x.7.3.9...BI7..9..|.Cw.0.9.
X..A..Eo...... FO.e ALEO...coiii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\98f7ac3352864cdd_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 506

Entropy (8bit):  5.517868925878412

Encrypted: false

SSDEEP: 12:9INKO1b805sXcyo0E+m6Qqtl7qJNKO1b80IcyoOE+mCYY:XOV8BX500E+tt|7tOV8POOE+8Y
MD5: 6209398C629A006D6EBD44777F66ESEA

SHAL: B86EEOCA05A457377DE295E3B7ESE4FA9F3AFI05

SHA-256: DF80806AAFAA37E902C86A208F08EFF3644075D65DE3EF4D4CBA713E5764F644
SHA-512: F740E9571FBCFOB35D0AAEGESD1C44B6517C0B28EB1D6F95488B7DE2475FB260551CBA148289934156F5B4B3945148611945B69DDF6053D79D21C5500DA465EC
Malicious: false

Reputation: low

Preview:
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9aeca2548873487f 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 353976

Entropy (8bit):  4.121726950379738

Encrypted: false

SSDEEP: 6144:yHyGURF39jLLzg1FK30qQFVLzFCfuluVg:XQFvXf

MDS5: 78E233A563F1D56617D30E83BD60233F

SHA1L: 82E9F1CCCA52FE9A3FE3173CD28099BB118C4449

SHA-256: 3C209DC0507F8BBDAE36EBD79576F5CI9CEEEAS33C84E98B25490774C39A7E858

SHA-512: 2B34B381A5B80BB5023D03F7BF5628BFAFF74CBC93BA632E529D0A39A15C8F33959DD64828886A0BDCCED6163C7192FD37F98266820D413DCCIEA279C7159A/
Malicious: false

Reputation: low

Preview:

...... 8E8B8A35BD36F53D98288D14D5E501E2F584B9B2AF358BA6A88F63A1F7303D98B...
) .@Rc Qb&T f....d.....Qb....... e....M.b...d....... I"..Da.......(S... 0. L .Qe.R.
& & T.&. & (.. 8.%.@..&.Y..
rn.com/cache/v2.3.12/mini-b6b0ele2a9cc4alOcafe9a7b0396818b.jsa

LG....0....e.[ A4S
..parselnt.g...Qd. .
.G.....@.-....\P.a.....P...https://www.papertu

&%.*...,RC.ocvreenn I".....Qbb

2D...k.a.b Ad.... &S Di]d

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9bec16c4529e250a 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 454

Entropy (8bit):  5.564515944967586

Encrypted: false

SSDEEP: 12:FtJuNtOTpIHPPEX5wPtJuNtOrmHPPEXS5ip:6tspIH3EIAtTH3Eop

MD5: 3EF19B8EAA74511294F841A18AD89C58

SHA1L: DABA9ED71609F7BA20DA40F6CC64451778799DFF

SHA-256: 37F08BC67BC8FB878EA87E114A2651C3FAEEBFD86A0743E4E3200F482155603A

SHA-512: A14019EF72993958D2A96A194FB19D507F95D2935AE4BA863C544F3962426BC5F293F969FDC7DAAA381A9E63D683568CBID3BIFA277ADDFC5BOCA911DFEGES!:
5

Malicious: false

Reputation: low

Preview:

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a07811dab2c1a983_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 424

Entropy (8bit):  5.531377111764403

Encrypted: false

SSDEEP: 6:mVIEYcvhAbuBVIXYSRs2buBnWigLVsINNnk4KK6tWVIEYcvhAbuBVIXY SRs2buBsi:Cl0Jz1bROE2sXk/UI0Jz1bROHsXkb
MD5: E079C0A6786BEE30F511A972AE41BF7A

SHA1L: ED11C6B72AE2041B7588810ACB27AB95057685A6

SHA-256: 51135D37656A0F1E8CD5A4CE2699A8C5F0146FF1C08B4DDEDDFEDA248A83AEGS

SHA-512: A955028E7360D27370EC089D4513D050AD6EGAS89A7CO3F9641651A16703DD1EES1193006C33B59448D6D776CDES5A44B8B7344201B6EFA9E4C6DF2E79B665C8(
Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a2a9870c369aa42b_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 254

Entropy (8bit): 5.591537159900901

Encrypted: false

SSDEEP: 6:mdtXYgcOEQfu9a/Wn/bWnSsN3LquglrWefYXplbK6t:uckkQyWnxLgLWsKLN
MD5: DF292C4865279697D7F067C261DA7898
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a2a9870c369aa42b_0

SHA1L: 455E111D4AEDC7C6274BC4D9E36146AB47992714

SHA-256: 8FBEB144CEB6CE79669AD648BF798180674CA0D7B395957098FD4BF09390F2E0

SHA-512: 357AE191B52E9173BFB6E6BC211417C5123038AD57256COFE09481E4B0414C4A48FFCF6DDDE1EBE29D09F53BA90F6F680905FCOACS5C63E972942D86541BF1B5

Malicious: false

Reputation: low

Preview:
O\r..m......z....%."...._keyhttps://spoprod-a.akamaihd.net/files/odsp-next-prod_2018-11-02-sts_20181108.001/require-a19851d1.js .https://xpans.in/.r W&............. Qe
?5.......2,d.O6pN..GZ..9.A..EO....c.ccovne. ALEO..coiiii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a2df7e764a389255_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 239

Entropy (8bit):  5.4759910476283356

Encrypted: false

SSDEEP: 6:mUBEYcvhAbuB/KSIYoNRs2buBOtgh9I0TF+hfgRK6t:p60INKqOKiaTF+pqr

MD5: 4DC9F0F469C4B3C66A61ADFBCBAIAFLL

SHA1L: 38CBFDC52DFF79433423BEA58BD124CDE63B2FED

SHA-256: 767ED770A1BE954AB817EC56E715BBFF649D0B23CE5039231F572BD4FA7CACLE

SHA-512: EA24C5059F9549024E7594D3AF49D1CEE767DDCF19459C05EE29F98E76A952AD8C5B06C5FD45EAEF6CABD94EFD03935243FDIAF318404215CFBBBBE4E1F38E
7A

Malicious: false

Reputation: low

Preview:
O\r.m......k...f.Fp...._keyhttps://assets.paperturn-view.com/vendors~components-BottomBar.e724eb41.js .https://paperturn-view.com/PEt. W&..................... R./>.].DN.{
+mA.L...fAl+.@.9.A..Eo........ ~3e A.LEO..ooiiiiis

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a3b9cf33e4506e9e_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 231
Entropy (8bit):  5.46301282753867
Encrypted: false
SSDEEP: 6:mytgEYcvhAbuB48yHabbs2buB32goRMKTplK6t:vvJux6/0k7TN
MD5: 8C3DBDB5C1181E478F6F3BFD4ADSFFEE
SHA1L: 2A42803BBC60ECF4A1B7AD861701C2F3FB26F2C3
SHA-256: 0A218717D96E048931262C2116BA8AD91BBD637F898FBBB3EAFA770B1F834E56
SHA-512: 68D56B1EAC76EEA69556003C433125893EC5040D86FDFIFB5FE77F56F4CE175E039366EBSEF2CBA8017010F94910F1AD3C276349C5A70C92444CF6F2FABSBOA!
Malicious: false
Reputation: low
Preview:
O\r.M.....Cocvrrns _keyhttps://assets.paperturn-view.com/components-PoweredBy.81832c27 js .https://paperturn-view.com/uVn.Wé&/............. t......\.s0}.- LA4X]

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a6de80f86bf10fb4 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 243

Entropy (8bit):  5.560093072536592

Encrypted: false

SSDEEP: 6:mwmYcvhAbuB449bMILOGUos2buBteNHgDUAs6tImrNTnK6t:PmJumtL8007AXUcZTp

MD5: 9B01A0DC8468E8CA6CB8FI5D7D656EEA

SHAL: 6435D88CD163E10083BEBC1C4EB112046587E1CB

SHA-256: ABE15FCC4C5B68F02E23E266597E1AD5D8DE709E49759B88253FEECC0D1018B2

SHA-512: 4CFD2C71D6C03886E2418C4E501427EFO0DOBE73B713E72E677847ABB5AC380D80DDBCEB3F6A04BE37DCA192E2A71F1350D4E8AA926D6B5468355AA4FC0OB4E
7

Malicious: false

Reputation: low

Preview:
O\r..m......0...#.._...._keyhttps://assets.paperturn-view.com/components-EmbedFullscreenSwitch.b1cc3074.js .https://paperturn-view.com/... W&/.................... W(....g

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ab2e7647897bb5a2_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ab2e7647897bb5a2_0

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

data

dropped

229

5.54179192846904

false
6:mMROEYcvhAbuB4PpjgvNRs2buBHSD+1tglblGPbg41JhK6t:u00JuhEz09bpbgo
663DF95C003348D1B0366EC716957C3E
7323F6FBFB24B3BCC7E06292450D5E969DF12EBO
A4ABD3148B86A80FF8689574021630B88B5723B29225AE573DE26A9CCD533663

E7E47F8B8C50F21013E0F40896A443AFA36BFA108229AC52D5EF1EBAC1049169EFE2AD93CCABB1A90E911ADE118C825CAGC1E7736AEF8A8120004690944EFD
AB

false

qjg:..cC....LLA

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ab9b9b92e56d5efe_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

235

5.479560551570538

false

6:mNyXXYcvhAbuB4EQRs2buBWFgb5ceYvYZcnK6t:JJu50Ge3cp
C7D001491CDA1DB50E59CA967B5A9C45
3BF241BEBA4CE8BOB2C19F232C74B5F2C8AD67FD
F2917578E8F3BF6D031F9E4513E3726DB0093DAB87E57901653B77BCC9159377
BA59F84CCADCDE99211804DB807F5D723DDB1C6CF8091A51D25A6D340C92D294D6664C48C39F993FF6617217A0E0F7CBC884BB62549E52AC922BEC8791763F

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b4191926631e1e0f 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

578

5.609303466251818

false

12:PINK/OID24R0OM193Gy79INK/OID24R0I2193GUi:0/0ID2uZssQ/OID2uZsUi
F81D94E1EDD077F53626F5D6C1DC0619
FB2049514BBDAEE4A855E7F1D6960B0B29B50C41
12A67270FD885E1F633A0B6D48A5F2237D6EBEA4CID5730422EB63AFFACESFF9

FDAO809AA2246A15CF2DCF40CACFBCCE82223F851F5F44825930DA2F32A9F2167786E65885A3CC2DFA0B234C5C36434AE630C89E7457590708DD5DC5ADB6C1
9

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b868e2287919f738 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

416

6.325424734669373

false
6:mjIEYELaKJQFtaxiR1z52pEjkJry6YgLgqrRUNsQ9gS2tDnxgL+c3nLUgmnoFUOK+:POLaK6axo8JryvgsU7Y SwuT3nLuno9
FDB338562A9845C548390C5C26B079FB

66F4F853BB70C91A2089B40BA966718698F604AA
138C370A12F2040DBC2A94DB488EGOFE3437E882F275DE0C35F334C4D4246288
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b868e2287919f738 0

SHA-512: 76F2759C19A1ECA5606FA037EE437CF141CES6ABEEOB7471401B8A5B6711000F529CCF3B3612BE57420952B148D6381A5A628CB2AE79D075C34D5BF86D2CEF2
Malicious: false
Reputation: low
Preview:
O\r.m.... ._keyhttps://xpans.in/document/Drive/asd/ScriptResource.axd?d=P9Sp2kK_d4BNWXJEemNdILK9AkaZTG86MaHXVWE9uILLVoOV2_uW1voUS-

bX7dmgAnCfaQZZr5Xs_PMb2qlY_PZzJWUXIvFhdqwbDETknzEmfBkVtnOHt2UrW1fhYKSvnNu6LRTwvwsd5-_je6Walguw52MIxQXzYUZD9J9541tjiszBMdOwWHNUORTr-
ilqir00&t=545ba255 .https://xpans.in/lkr. W&/... M}.......(.].0.S...8.">D.....A..E0....... (G A..Eo...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\bbfcd0a0712d3aa4_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 261

Entropy (8bit):  5.604148725483563

Encrypted: false

SSDEEP: 6:m3nYgcOEQfu9a/Wn/NziRzg6VN3LrRiHgalyaqal/I6AxK6t:WckkQOmRL3LtlagqQ6o

MD5: 19E2D9DD2FD5ED18B346457A20CA8980

SHA1L: 8582F3C8B2C615287409E39D7B20E03E4C2D4B26

SHA-256: DBF4AC83BD022DCF1B4B4574BEGE1A2282A64DC1AF1C8E203911BA8758755265

SHA-512: CDCAB9A3791A82E766B2C6179DFFDD72C4D158FBBADOCEAODGEID53F7694744C1B556406CC04A62582AB48D071C91731B55C8C623B5975C23ED3BF376A5C2
AE

Malicious: false

Reputation: low

Preview:
O\r..m. keyhttps://spoprod-a.akamaihd.net/files/odsp-next-prod_2018-11-02-sts_20181108.001/spoguestaccess-flac83fl.js .https://xpans.in/..u.W&/..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\bf709059c5fc7310_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 456

Entropy (8bit):  5.527410248112826

Encrypted: false

SSDEEP: 6:mu/yEYcvhAbuB45RLs2buBzLugeS4swbdNubK6tWu/yEYcvhAbuB45RLs2buBwH4:XvJuS5RLOyRJIYNvVJUSRLOeBRJIKr
MD5: 9480A5B015E3FDB668B47EC83E289F2C

SHA1L: B977199AFDF13570AEC5736E2163D8693847C951

SHA-256: 35BD9F7432D76ECA74BB62EEF6DB3CA178CEF99CA02DB40E1D42C74E682BB5C7

SHA-512: 2C000F67AB231CE16691AF4C2DD3C6D45BA25C657D25EF964749EB7CF39F95074DDA4ESF752BD858E6732418416E6D33690B03530317873CB52DA9A6530E9BB3I
Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c693e56ec7dc32cf 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1278

Entropy (8bit):  5.487719356668925

Encrypted: false

SSDEEP: 24:MoEJRI0ImpOoEJReJArO0EIR48JuO0EIRKkzZIQOOEIRUIWOOEIR+SJI8:REPVIMpfEPeJSfEPIJUfEPkzIQfEPUJ4
MD5: CE413CAA5F78CDEOA475D8DD009ACT7A9

SHAL: 3A6B7F81B985AA9020F47DFD2DF69F268A3AF640

SHA-256: A962A40D7C50DC454F371804772DA153810DCF26413BCAB437097E6BB6CA28BB

SHA-512: B98968EBEF86AA73778B420EF38780F6452049F2490791C414F1B7D60EAF77688B134EBE7F6D463916CD4B463DE2849DB2A5BC0136FF4676D67683473C1F1AAA
Malicious: false

Reputation: low

Preview:
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\c7dbfff3f5d11b28 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

424

5.576882292689583

false

6:mmKEYcvhAbuBHwWPsLs2buB7ugZgmr8xzbK6tWmKEY cvhAbuBHwWPsLs2buBJQygUC:E0JqPsLONfTgpO0JqPsLOITIN
7E00D779B7E59C412EEC50360490125F

7DDEAB34C7168971B926BCEC5988D036FA59656C
213D1916A834C75B66CFE242621ABF23ACE6B738FB72CB0921B7BDCDE20B93EC
970B420C76146E2FE3328E5DBDF14CF8B578D090CFD71587D04F161BD603B541F95F30DDD74AC1BA22C5538032CA335A9453B83FADBA33450DB125499ED678E

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c968078420fe3f97_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

320

5.575034352655751

false

6:mZYcvhAbuB/KSXyc/blyQOlyKHBUVRs2buBlag5qWWaL W4/1K6t:0JNKmhOVoOHFPP
21D97C685E676615EB6C1A18FOE2F44C
1C04E82F55CF1B1B3620BD4A591C7EF1812B5F83
72EF2303DE7674E9DA78F26D636CE7CCBD2E33B765BFB2DFO0EB4EFSEEF7AD9A
63E95404F33280C1C707A74FF08D99A121DA0BCIA9448373BD42675806D33F1278BD56F5CCD156F962B4CB6183F3EE1728E6C7B7C5223053CB03BE73109F985A
false

low

O\r.M.......e 3.K...._keyhttps://assets.paperturn-view.com/vendors~components-AddToBasket~components-Alert~components-Basket~components-BuyBasket~c
omponents-Di~52c89d82.7a50110a.js .https://paperturn-view.com/DWn.W&/.... .M5T.#.V)...d.C.=.R{.G;$.A. Eo......(. A..Eo..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ca3cacf61e20435d_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1230

5.536227725617456

false
24:wlQazLtBSIQaMtgSIQaCRtwNSIQactaSIQa7tYSIQaTtg:wLaVBSLaKgSLaCjmSLa6aSLa5YSLahg
79CFA599D8AEDC11B77883FBFDF37E24

E1622938B129E8717ECD96A2777E616F107482D4
78E72469146AC63FF0331E940F292CECD76BE09156120469E0BB8DE2C8949E83

AD2700086442D0A2C10FB986673ACB28CFDD1F7BF24639C975B5EBABFA755D7A19F31D798AA5C5FEA912A865EC994D4032EEDCF3755637FE377F7BB846F9D9I
7

false

low

(o} .A..Eo

R . 1.0..w..
=b.m"..D..A..Eo...... .

/.RILWE&.....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\cb14d97ede8b4cfb_0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1422

5.746208547991548

false
24:cLWHBe6LRB+N6LVBd6LKB66LKBt6LCIBr:w522N2R2I2E2C3
A5C5E810FD57A6FA30040CFICFF02498
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\cb14d97ede8b4cfb_0

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

4FAOBAD619B410CF26183268B5C2EE431BC5A27E
0855FDC6AF83218B5FEG6FA498D6FE6ABA88234DAB22036C7FE38D92F4866BD34

2E33A5A50E3457C969A33D91C56B5BD674132016F6A30A3FFE30C012C646CADCC29DFECCF628505E71BD736BF6079E66B79D1B5D5A4FOEDEOSDC3BBA33EFD
A6

false

low

O\r..m......i....U.B...._keyhttps://connect.facebook.net/signals/config/808672289198286?v=2.9.43&r=stable .https://paperturn.com/.&. . W&J...........cccccccoeu. *.R... =....pz.n.%w
O\r..m......i....U.B...._keyhttps://connect.facebook.net/signals/config/8086 72289198286 ?v=2.9.43&r=stable .https://paperturn

.com/..G.W&/ pz.n.%w...1D.. #A. .E0....cccevrennn ALEO..ccooiiinn. O\r..m......i....U.B...._keyhttps://connect.facebook.net/signals/config/808672

2891982867?v=2.9.43&r=stable .https://paperturn.com/u8..W&.............. m......... * LR =....pz.n.%w...1D..#.A..E0 O\r..m......i....U.B...._keyhttp
s://connect.facebook.net/signals/config/808672289198286?v=2.9.43&r=stable .https://paperturn.com/.:.. LFRL=Lpzan%w... 1D #.A.Eo.....D...........
A.EO..ccoviinn. O\r..m......i....U.B...._keyhttps://connect.facebook

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d1d96ac840cd7ef0_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

369

5.921737387086463

false
6:MBPYGLibtKFANFOCQOBB8As2bt89HgLRI/g9QO1KkYsSKEtMCISpESBQFmMIVMIO1KYY:0p6N2TOBxg9EI9bWISPuqB
10AF160B3376A79633047ECB7C34A400

895B87856B76E9AEFIBEAOB7423CDASA24EFCD3B
0563A5D9D3A3C960CCFAEF17A2FA8BB60C5C645096C20536512FCA4497B299001

26C78DC8DF5E77FEBBCFA2FDC766107902E74BEFASDD64DF67A5F22D806A4608205F2117E669AD6D0D6C12256A562A6DBD235E517D75FD3CE4E6CF0699FAE
7

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d2b8a8d9a2d95859 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

239

5.562062884418913

false
6:mUB/XYGLUXGBznUk006guGRUtgmllOWO/prAlhK6t:pKwGBUf06guGW/SWO/pUN
2F6A3D1ABA20413216938D9BEBE44561
AAB14B42475D6C1DDF97F52C85AC0791646461E9
99D2E2E59C49C610B4F4E111DB25345B168DF1CB6BEB79EA1C41CF57DBIFCBBY

580BB622BF22AA6585DCE9BD60174E5B09BDEC3DC5CAALIBLIEAEY1766A3C4B4ADF7BFCF3E4C6CASABC83CD68EFE4ASE97A08B1410A5AADC31C15B92AC1329E!
D3EO

false

low

O\r.m......k....2....._keyhttps://www.youtube.com/s/player/3804dce2/fetch-polyfill.vflset/fetch-polyfill.js .https://youtube.com/H&. .W&f............. qp......6z..J....tY0......... (..sf
ALEO0..ccoiiiiine ALEO...cciiiin

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d5ef84d8labcea8d 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

444

5.604797346491657

false
6:mHYGLSmMXZC2jns2buBxWtgC6XfO4z68RK6tWHYGLSmMXZC2jns2buBig76Xf04z6K:MZ0Ok6XPNruZ0b6XPj
6B5A6A904AE3A9786348666BA611B5DD

D60A221516BB4A474AAC914C550763051331FEGF
DD488B696FEE136A1CAFAO0B259EAEG477B7D384BF734797426900E10B02A5FF
C4C508EFC77EAF3E69258336C4F05D0A4FBF123893448E7872E311BE1A652608B25A937C02D5A903649B499C865680DC66A393C8849066BDDF6E1DA0523A2368
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\d5ef84d8labcea8d 0

Preview:
o\r.m......Z...p"......_keyhttps://www.googletagmanager.com/gtag/js?id=UA-47719712-4 .https://paperturn-view.com/..S.W&/................... 0.5}1
T A..Eo L0vrem...Zp”

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d80alccle7bfcfcl 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 338

Entropy (8bit):  6.117126609709782

Encrypted: false

SSDEEP: 6:m7IIXYELaKIQDMQQY/OWQIXDEU5USOLCUBCc+erRVLOFgnvJt6K42iDK6t:iLaKizGIF5US2KrRVLRt6p1

MDS5: 071031922354AAF101007464D61B1EA2

SHA1L: 5161766A8377831A01D1B8AB7BOESBSDBCDASB6A9

SHA-256: 665EDE2960A3FE2A407C6419D9614E9DF8F157AD9F1DFED2A7C4AEC82C9399E3

SHA-512: E30424D5CCC1AOEFFED946FE7B24B6D5F2709C731121B0C837A7COED83A330CD0974CF3F5E7386105DA7441E831BC07ABCASDADSE14F1AAD3C01FC334230F
66

Malicious: false

Reputation: low

Preview:
O\r..m...ooeeeee ]>...._keyhttps://xpans.in/document/Drive/asd/WebResource.axd?d=Vseh0_029CS6SASZGjJ5B50eCxofIEK9MDd5NZNa5k8KtiJMrh6DL1CqUg
bSMvuYp9XMUEXYlonzPRs6Z1nFvYLL4ESa9mSIGj7DzvVHhP41&t=636686402738678653 .https://xpans.in/F.p.Wé&/............. To r.PGE.NDA...b3......j...@F.A..Eo......
tiKeenn ALEO...ciiiie

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ddf29fd5d7ab777f 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 372

Entropy (8bit):  5.8843265360354104

Encrypted: false

SSDEEP: 6:mGmMXYGLibtGqllEvSb4s2btiA+HgvtIW0OkblahfK6ty9Msx7u8cDgNWOkblahyl:PmtqllJ89IWNa/G5a4

MD5: A91E42BD767B2FOAD2BCD233C2AD4EA2

SHAL: 71E36235B1E495E06257767994A4FFES87EDE2EAE

SHA-256: 61101E718E6D4DA259E924BCODEADS4785030EF338E68747D13B39C6A76DC278

SHA-512: 48C09DB69F9146A2AE052E26009BDDC2F9B2181774693B2523DAB6AB3889203DDB53B16B25B50D33ACBC61B87EF6F351BB693ABOFOAF73E21BED132F258FB7¢
C

Malicious: false

Reputation: low

Preview:
O\r..m......I...).)b...._keyhttps://www.paperturn.com/cache/v2.3.12/mini-2c7001179082c8031f506f1a6a77ca2f.js .https://paperturn.com/9v.. Wé&/.........c....c.c.... ca.E...za...g
.?2.R..E..A.E0 9v..W&/..I..A46A4BACBDA6493C18D52D950BA55B74358D15D3599484FFCE96C2C2F844F3B3.,.a..E.....za......9..2.R.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ddf7e8582ef3dff7_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 420

Entropy (8bit):  5.501565690531915

Encrypted: false

SSDEEP: 6:m6VYGL+MIwlJas2buB4ug/GS61YFthK6tWEVYGL+MIwlJas2buB7TlggeS61YUgJ:Liwva0D9ftNxlwvaON9e9B7
MD5: 14029B1260CFABE9AA5C8BC13BC92E07

SHAL: 624FD6917C456AA685FBDF565EB05CC09274F292

SHA-256: C025FE2F4CFCBAF3478344B95ACED3EEEE741CBOES745F349829EC3C006F8504

SHA-512: 5CB237901914EFC8EAB078C4B13BC5F312217AE84EE6GE447E456686BF9515B4910C13A4702BE8E224173921053F0OD59ACA04AD5D6ABI02FE3B471DD580EB31C
Malicious: false

Reputation: low

Preview:

Fol3L Ve UL LALED.... Ze ALE
vl FOLL30L VUL ALEO..... 0Z......

O\r..m......N...s..F...._keyhttps://www.google-analytics.com/analytics.js .https://paperturn-view.com/..X. W&/
.0\rem....N...s..F...._keyhttps://www.google-analytics.com/analytics.js .https://paperturn-view.com/....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e41c3bf86352e7cd 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\e41c3bf86352e7cd_0
Size (bytes): 222
Entropy (8bit):  5.538090585196531

Encrypted: false

SSDEEP: 6:mOnYcvhAbuBKB/2uhs2buBigr5x3vnxuK6t:hJsoe0z5NvxQ

MDS5: 6F1B306DE23CEBD2C7C4DESCEBDC86BF

SHA1L: 2459E2646E1CD29E840EEE742D5DE64F4B3AB1F0

SHA-256: 6B6E35A95D4A23204499287F918F7FDD2C70165DA4F472DBBD32518513878B50

SHA-512: CB83C6AA11D58CBC65E98AB69573E9D90838C4FCB5F5F0614C0F4419A97D6DB654F9F717F68CCD512A599662210E3575F570CAFAC250C9F27073188B8D8818ED

Malicious: false

Reputation: low

Preview:
O\r..m......Z..."XR....._keyhttps://assets.paperturn-view.com/index.js?20210723020133 .https://paperturn-view.com/d... W&............. ~ e &]...ey..u.....1Sp.d.t.fZ.L.A..Eo
......... 5 ALEO

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e65797cd70a56c3a_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 539

Entropy (8bit):  5.554909789196034

Encrypted: false

SSDEEP: 6:mwFYp3zJs2bt6HgKIQdfF4/nSK6t+9Hgj8edfF4/nd+d9HgwnlQdfF4/ndLS9Hg+:dsFWO0dckMredcuPIQdcdL+sedcg/dc

MD5: 00E5DF6070ED6E14625A544A12025CC8

SHA1L: 621159ACB26AA96EEEB5AADB1EGF01B6A59BDCB7

SHA-256: 172B431581D0858BE9DEFOEE62C4192A1B1CFEFF7C980F44809BE58511CB0070

SHA-512: 967054845BBD640A1373D24D32BA8B2A5171E26CB097497A79DD202940923B9ABBE395FAABD2B3FFBEBCF7BCAF6BB8091F7283325337CF224ED13C0773EACCL
2

Malicious: false

Reputation: low

Preview:

O\r.m......G....t.&...._keyhttps://v2.zopim.com/bin/v/widget_v2.329.js .https://paperturn.com/.|. W&/....
R n.dl.hd........ $..\.<...A.Eo.... Cueeen LW& ..o n.dl.hd........ $...\<
..ALEo...... P W&o M n.dl..hd........ $..\<.. A.Eo....... VA

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e78a65cbed4dea02_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 240

Entropy (8bit):  5.703882154487978

Encrypted: false

SSDEEP: 6:mokYGLibtGqd45rn1Qjzs2btlgO/mIVrbzbK6t:iqd41AzwmIV/p

MD5: 1403038ECIFFD542E35BA74E6028C027

SHA1L: 7D7950A1C3CE5632186F62CA1D3719DBE4F8ES08

SHA-256: C2F67272FA7DB13384095F778C7E1630C6A9CAC9471392F2AF553AA8C52FB6C5

SHA-512: 3A3FD4BBDC545DCA9D6EF31FB6EEFA6F686D066241F830975723DFC3716551FA0537CFIF6ASBES78A8DC04D5SEAAS801E0E97A234CC03181F11F585A8BB28AA
A

Malicious: false

Reputation: low

Preview:
O\r.m......l...".")...._keyhttps://www.paperturn.com/cache/v2.3.12/mini-d0f4fc79d4063f6d5171f399465f6¢b6.js .https://paperturn.com/ T+ W&/....................... ). X...)...C".].
.L.s$2hr.B.A..EO........c.coeuu ALEO.c

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\e7eeab8bd5560049 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 476

Entropy (8bit):  5.606218219962993

Encrypted: false

SSDEEP: 6:mEYnYcvhAbuB4a+1h2Z7vNRs2buBmDug4mIGnEK6tWEYnYcvhAbuB4a+1h2Z7vNp:OvJuvD2tL0yGvIvJuvD2tLO5Lxdgp

MD5: 5A61AC31E29FBBOF651134605ACC6A7B

SHAL: 284408987DF33334CF35A71B34FFEA743C892D4F

SHA-256: 59A596444E398ECE1C446217E00093E114FB7F23E7BCOBF5650A33CBD4E3A791

SHA-512: 088154BAF967EEE7ADBF9B6F8971ECDEA852F9229AC93E4BDOF2E1ED3F4BD694944DC22A5A25075B74A80F30FCAF3A2E6D2BF1BB88F6ESE93129EDDIE4AGTS
AD

Malicious: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\e7eeab8bd5560049 0

Reputation:

Preview:

low

O\r..m......j......5...._keyhttps://assets.paperturn-view.com/components-SnackbarProvider.bla734fc.js .https://paperturn-view.com/..f. W&/
...QX....A..Eo..

.com/A)..W&/..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e8a9b928233b277a_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

403

6.210332409062683

false
6:mrS8XXYELaKJQFd/OKtqfUmtl7Jsb+vamvAipfYBxkfrQxLRtgallGmdvgzk4AOH:ES8xLaKS/m3tlIHSm30x9xLztgY/g
8F6F4AB12C5E151D09A121C6A56A5ELE

3A646F5B58AD8E638B558764B5106403FC66C7AQ
9553EBF8F92705DE7C67DC23BA64D97425557174426F8A1F4A0D9474312D57425
E2C84C9184EBA725385DA1572C9EAEF133A0707C603EDD412BABFEB2D78A0F1726D3F73791B05D4707E18B6A98B7F2921421597D18C8956CF638C6137C0630C

false

O\ro.Me.eeis _keyhttps://xpans.in/document/Drive/asd/ScriptResource.axd?d=KozZrTVT8ndolojtkc7ps-zrkEG427bomy-mzEko1QrwRvKEBPnBH-eEBG-fwBgYq
7v0370eJLLGK7WUP2b7mI8TDWIp_qYPfXW_5pbAQZLH8_PPmuRYZVil-z0367-tVCsNT-4DaycelpClEr2xh51rkJOnz9Zws1FVvyldbg41&t=ffffffffab5b37cd .https://xpan

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\ed55c9f01fcca8ed_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

474

5.5145729087981445

false

12:UJu5080NR1+EeUfA3T2Ju5080ZEeUfyr:+8C+XUfC88eXUfS
FE21CE46DE6F1B412664686E038D39B2
8769C378BDEC1C128587ADC929C730F15B8B8D48
118EB9E48DBC803E5645072C4CC4059C928ABB5ADA786FB21088ACFA7693F796

ABD5A30283647F50937A45A9CADS3ADF6A9377EDDEGF20BDA3AE04CIEABCE4488CC778A1B253AD53916D9B3653C7795318375671D6963616E0DC463D53A8EA
4

false

low

...._keyhttps://assets.paperturn-view.com/components-ViewerContainer.a8be06bc.js .https://paperturn-view.com/.MtW&............. |\ P 7.Q..x
.GQ.WW.D..U...e.. A.EO......crvunnn ALEO o\r.m......i....l..... keyhttps://assets.paperturn-view.com/components-ViewerContainer.a8be06bc.js .https://paperturn-
view.com/.. W& ........cccccuvvnne. 7..Q...x.GQ.wW.D..U...e..A..E0......... [V ALEO..oiis

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f4692d38da8f7d92_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

320

5.538136501360896

false
6:me6EYcvhAbuB/KSXyc/blyb2WoXamZvLs2buBgyg58msaAnnK6t:P/JINKmvWYz0YHsaqp
89FCE1604A62273840A4C6CDCF6CC645
51761C3CE4755B475892BB5E69871445FDF6B876
EAD36D112729585BC2933A7AE27E270DB7F117D3286B09AF7E62B4AA1989F041
0C34D037BB05DF3F585565033CF7674341450DB5F3D092ACBBEBFF5279888E77E8660CE66BC2FFAE9AFD87DE175849C8329135416CB2CD3975ACC73755EE969

false

low

O\r.m.......... $......_keyhttps://assets.paperturn-view.com/vendors~components-AddToBasket~components-Alert~components-Basket~components-Basket-Bask
etltems~comp~3396e82e.035b7405.js .https://paperturn-view.com/8Xn.W&/...................... s.C.0Z....\....-.. B.... ALEo....d.... A.EO0..coiiiiis

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f5e415729b027894 0

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

426

Copyright Joe Security LLC 2021 Page 35 of 51



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f5e415729b027894 0

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

5.617893101705748

false
6:m3inYcvhAbuBUSNRs2buB4Wtg64ErFh+fRK6tW3inYcvhAbuBUSNRs2buBMgoEh:DImu03mwPhCrRImu0OwPhXp
155AFF630B70D48796DA2561542EDCBE

227A6FCOED591452793B21AB6EFCDE6489B899E2
81371976BAB8BAEB234FDFD37A1942DB77D73D4342467166912FBB866594E7DEE

960ADEA8CDD2F4347B65DC6FB413360F8E4ECAD3BE38824C6DB147AE10C2687BABD374FES0F6D07C422855CB082DE3CD426FC4AA844D03F8C37CDDOBF1AS
B24

false

_keyhttps://assets.paperturn-view.com/13.9cb813a3.js .https://paperturn-view.com/..\.\W&/...
Q. d. _keyhttps://assets.paperturn-view.com/13.9cb813a3.js .https://paperturn-view.com/....

R..)"}.f.CK|.R..g.".7.A. Eo..

NQVYt...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f7733717fc9a9560_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1236

5.526249243571525

false

24:7e58DyrMf9e583rMnr9e58XrMD9e58IQrMO9e58NirMD9e58cErMD: 7K8GrMfoK83rMroK8XrMDIK8IQrMO9IKS
D80757EF1EBDIC569AA22C6E6699C673

3A3FF97B27B06169D6C88493BF74E30D292BDD28
41832BB7AE7C64A95DCFOF80B7751C18D3EC55F2B09CE98F573E1854AA14A0B8
18DEF44E2878D6698175E4A0BAE30848E81FA052C364BEOOFBOEL1CF1A221F6E7F542C7281A800603226B1368117B818B1FE4439587AC2BF6C37B14B55CE7E33

false

keyhttps://connect.facebook.net/en_US/fbevents.js .https://paperturn.com/.. W&/..

keyhttps://connect.facebook.net/en_US/fbevents.js .https://paperturn.com/... W&/.
...._keyhttps://connect.facebook.net/en_US/fbevents.js .https://paperturn.com/HL,.W&/...

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f99d6da11388c29b_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

231

5.452964540637544

false

6:majYcvhAbuB4VGYRs2buBItgxtsZnn6Fk84+nK6t:7JuVJ02isQFk8Xp
A8729B6C74C6222CCC5093E537B02017
04DEF8997060DAB8A2D54EAA7F5BAF7B77A3235A
F6624E747D5FCB44B449EDB9EF00D9584C7D08383218580D084BA0654E04E150
12E767FB6377E8248679014F335F547257F1170B314EBD408772271BAD025ECA9E9688B5F8B233D7E249C6AC949111D05BBIBFOSE80BD15F17D750183B27CBB4
false

low

O\r..m......c..W#......_keyhttps://assets.paperturn-view.com/components-BottomBar.9060c6cL.js .https://paperturn-view.com/$Mt.W&...........c.cccocvvene @.7.~)].&/.+....0.=l...

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\fd410d0fcd87a62a 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

416

6.256769339267302

false
6:mGYELaKJQFOEKiI3PmsPVgXtq9IvrQCykZrxgKzG+MeRN3nLyDugy7BnoyP49QzbD:hLaKyf3Gq+DIKzG+/N3nLykRomB
8CABC4F837A6BE6C1B8D6F6F6B567A36

1738DA7E298BF5DA90DACA08946BBA03BCI749A6
5EF8ADACE12CA9EC14FAE096D39A2BCB752FC3CB512EAAG03ED8AG63AAL1642B44
38EB8386D602F138E25D9552749A4COE3CC98A700F3A3475D9FDOE5S591B3C0B94535A113A420596D4C7C63D3595B81011BB958323663CA0F7F7578B2DBA396EAG

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\fd410d0fcd87a62a 0

Reputation:

Preview:

low

O\r..m........... OK....._keyhttps://xpans.in/document/Drive/asd/ScriptResource.axd?d=YfbPgEYj0W31Qd6b83PGIWON7nZi7y2471DNsd TWssEIKCGzwOy2JjZMN6Q2J0Cxz
cQQMZxoFp-M9jglk2__cRVfgn6cWZ7Z_b9bpoSJ9398HB6BkZgWc5aKYHNJsU-BmVVRY4UUCV5Fic6Gmpm_oZLb8Buaqp86-tiOy7Im8vuLYoTaNPLIWb1IM
mHTO7uG0&t=545ba255 .https://xpans.in/5.g.W&............. X oien ,.t6Go..,..2..%......U.m.A.Eo........ VO ALEO..cciiii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\index-dir\temp-index

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1776

5.354397763326519

false

24:qVV6jzvI3CCpMM84fFz9dw2A+xK0O13sn/h0:k8zv177dnnU/hO
4614BBAB23A47A09FAF1733D27A476B0
3D8B771E76494C1696121FDB4A6CC4071B947024
12E020281B8EA264F85BF4C01D8278089C3AA42789FA6919F977D2C6D97BDB0S

FEDED58B6CB3E3CE2A83DD421EBA8S7CEE49958657BA3F805339B7D45A2C4DDA1062A3AA43EB57B0937FF577EFOC6A57F7A69494DDB885A961FDOBF61125B6E
3E

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

24576

1.834741055616875

false
48:TekLLOpEOS5J/Kn7UieSxfvw3TS4+RPulyLSIbXZLLOpEO5J/Kn7UGMzSyfww3TS0:dNwunQLRPKUSeNWENLRPBUSdIW
079A6353B1DE774B3D4E4E211608F5D7

1351279DFB3155F246A8207A8CBC91B73EDICBAL
12476646EC6C84D14A0480867981E2B8220FEC6D3BFCF0874A03AA9B97F8C2A5

34AFE7164AF85D8BFD12DDDACE86D4BDEDG614A79E98EGAA7942F3CE1017D4652451F88A2C9D7FEB6FOB19F59D7B312E4510C671F43167B783824FDASCBADE:
F3

false

low

SQLite format 3...... @ e Coeen Lo TR OO ST OTOTE T  O T O TSSO TO PP PP T TP PR P PPN

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

25672

1.3149000527612524

false
48:KI+mg5LLOpEO5J/Kn7UF8eSxfvw3TS4+RPu/yLSI0gekLLOpEO5J/Kn7Ur8:H+mcNwWnNQLRPKUSTMNwk
42BE930D04F9F24F1672B77513D6B8CB

1E72256701D6740C5BBB28120A392255E30C3153
795E8A021BCA87320D0DA724E5187981BB4F7B4C002211C01FAAD3D88A55A66E
74C14A5E9414C943E116012B0C8385FFE5D50AC791839F05FF9B1C200F7322F56FAAB82A9EB6DD349039E2DF8C5FC9245388B43C7FASFFOEF81BE817F9218D3¢

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Session

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 136384

Entropy (8bit):  2.97169755269141

Encrypted: false

SSDEEP: 768:3DYLT/Bd/A8/AM/Au9pWnGmw406mmI40T/Asxm9mb:3D+/b//v/zKS4zS40/nt

MDS5: 918EEB30E6F50DCC3BBBFADBFF6D6F6F

SHA1L: 6CB3C2F856CF6382F0941F758879169CA4C27671

SHA-256: CFA12DAC39E65ACF78396350DACA3A6B351165D6E43EEBO6B22E97270FB155AD

SHA-512: 61B7A76521316C88925E534DD2122192B6168E5A89DIBB6ECD977BED73D5C1681D1973FFDFE34DC071BF92E50C05BB4795BADA07B2CD14C0F9270FED2CDO9L
A

Malicious: false

Reputation: low

Preview:
SNSS. .o e Lo $...d4f530e5_eOae_4e85_92aa_55a2b469342f............cooiiiiiiiiiiiiii e

U...https://www.paperturn-view.com/us/papterturnfiles/sharepoint-file?p

............................ 5..0.......&...{2F4F8386-A58B-4B0C-A17B-2FAAF764E551}

Id=MTCL75036&V=1. 1. D e D S Pt U..http.s..//lww.w..p.a.p
.ertur.n.-view..com/us./p.anp.terturnfiles./share.p.o.int-file?.pid=MT.c.1.7.5.0.3.6.&V.=1.. .1 8. 0. < SO
...U...https://www.paperturn-view.com/u

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Current Tabs

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 8

Entropy (8bit):  1.8112781244591325

Encrypted: false

SSDEEP: 3:3Dtn:3h

MD5: 0686D6159557E1162D04C44240103333

SHA1L: 053E9DB58E20A67D1E158E407094359BF61D0639

SHA-256: 3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB

SHA-512: 884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8ADICD10741A5604B7A0F979465C4171AD9C14ED56359A4508B4DES8E794550599AAA261120976C

Malicious: false

Reputation: low

Preview:
SNSS....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 164

Entropy (8bit):  4.391736045892206

Encrypted: false

SSDEEP: 3:FQxIXayz/t2HmwgOEOZL7A04uhFKEURLKYC5Ei5+Gg:qT5z/t2qoEwhXeLKB

MD5: 0A906A9A542CDF08FF50DAAF1D1ES96E

SHA1: B97D6274196F40874A368C265799F5FA78C52893

SHA-256: EB9CABBF5FDA1AD535300B0110EAA4068A083248BA928A631C9278545935426D

SHA-512: 8795E905B711ADE6B1C4B402D50AF491B64D157AA738669482DDBFC30E857DF970BFFB774A925F3F4A0802BD27AFAF939CE140894FF09B67FBI9COBB83ED4491
A

Malicious: false

Reputation: low

Preview:
5 LWd...o Sgdaefkejpgkiemlaofpalmlakkmbjdnl.declarative_rules.declarativeContent.onPageChanged.[]..F.................. Foiiiins

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 322

Entropy (8bit): 5.221935049153129

Encrypted: false

SSDEEP: 6:mfXYUq2P923iKKdK8aPrglFUtpUXYuZmwPUXY5PkwO923iKKdK8amLJ:9Uv45KKL3FUtpNu/PNd5L5KkQJ

MD5: 1C68BB0146DCC1D1A7D39A0A018FC728

SHAL: 0F101845CDEC9D7AF8A55A70411C96494AA126DB

SHA-256: OF77156A18ACA5SEB4CA88CB0A73171935533D5B6EAOCBCE3EC1F81DC78889BC6
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

SHA-512: 8897F4817CBE742850F3C2F49E642240D6C74F0505E880393C619C42E5A6563BFCOE7FI6E991B1F7ED21EBEGFC7880D18B3917F273EB1FDDEE43F89DF722104A
Malicious: false

Reputation: low

Preview:

2021/07/22-19:00:28.164 17b4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/07/22-1
9:00:28.165 17b4 Recovering log #3.2021/07/22-19:00:28.166 17b4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
Rules/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 570

Entropy (8bit):  1.8784775129881184

Encrypted: false

SSDEEP: 6:qTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCT:qWWWWWWWWWWWWWWWWWWWWWWWWWWWWW

MDS5: D4BAOAEOBBOBIFAFF3DA6F35FDBC3C8A

SHA1L: FB3E9DEC7F35A9B1D94E54A5659DDODE484055E7

SHA-256: 99DEF1B557F19F04C1AFFC6F247D0451F33FC10EC42E73792223C3215AC98BEG

SHA-512: 86FD07C34B9ABDAC52BA19EAE291936F92BC6D38A75C021EDCIDEDBC15617669876180CD99F959C62476D82ECE6BBIF5FE4C6CB4D82CB037EFB76D99A4D3DS
51

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 322

Entropy (8bit):  5.125535418865473

Encrypted: false

SSDEEP: 6:mfHE4q2P923iKKdK8NIFUtpUHQNJIZmwPUHWFKpDkwO923iKKdK8+eLJ:mv45KkpFUtpR/PIFi5L5KkqgJd

MD5: 3E9F5493CF6D107B8D197FA1CE7885C9

SHA1L: 84F27EFE3863D46DEED6181408BEFF28FC34D096

SHA-256: 2CEE483E4BFC056A280F76CCB827276FA02CD3CEEF2BF51CC6D70225C4BDAF4E

SHA-512: EFF37C17274CABD6C658F6125ACBCBD8530BD61DD22D0EEE1C82FI90E5CFCB5241A8B200FCFCA83205E1FD4358BB8053E947F742054D9EABACE4A8FOA89F3C
22

Malicious: false

Reputation: low

Preview:

2021/07/22-19:00:31.710 16d0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/07/22-1
9:00:31.712 16d0 Recovering log #3.2021/07/22-19:00:31.713 16d0 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
State/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmiedal1.0.0.6_0\_metadata\comput
ed_hashes.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 11217

Entropy (8bit):  6.069602775336632

Encrypted: false

SSDEEP: 192:GbylInITwGB7V9HNne4qasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT

MD5: 90F880064A42B29CCFF51FE5425BF1A3

SHAL: 6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF

SHA-256: 965203D541E442C107DBC6D5B395168123D0397559774BEAE4ESBOABC44EF268
SHA-512: DI9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DAOES59A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F
Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmiedal1.0.0.6_0\ metadata\comput
ed_hashes.json

Preview:
{"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKYTHjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","iDctR8IMG5KZ
rQKm4kDjUB7FokSJfio/pmvFowRVIaY=","LPxhhJiuUOIprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By9I6 AKKXALRM+COEu11XUjPIMXEK]jiCPdtHE=","wifibc1QfMB
N2jrtUtLgsCefvuceTpAatmLvul11RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLNOCFL/ADaEeTI=","DpjXcO85FF
FY9KJIFPKGNfFUtdQIOsGwO5jUckiUwY14=","gqid6|1+mk/6yWgUECROofI9IMipXgXh2JEN2+CxmPEOQ=","prDB91X2Mmfg/M/txVMITWBmMEGbOGjgBTP7CMYqdHs=",
"yLPAQV4gqoyS/zFKEt3Cn2j0g2v9QOSthVFWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO11Jdn/UtbnAmg6TO=","+00c6ca+ChKUpTu+0a2ZRxRE+wG3QJmuYWE
VYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJOubR5uwtS4/900M7w=","1A9NNawxuhu95H5eThvflrewJ4QQWhhPNxJXO1C/n68=","E3vWLQxzmj+e5QxYbUscllJ5
nOITpw5JIBHV1Kph3/KM=","i318ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtuOhGYrHn3lIsMHqBbi70gklJEE=","rhIzuEvv2KRAF
Mms896xFWkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

Static File Info

No static file info

Network Behavior

Network Port Distribution

TCP Packets
UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jul 22, 2021 19:00:32.214699984 CEST 192.168.2.5 8.8.8.8 Oxfed3 Standard query  clients2.g A (IP address) IN (0x0001)
0) oogle.com

Jul 22, 2021 19:00:32.222985983 CEST 192.168.2.5 8.8.8.8 Oxe6ab6 Standard query  accounts.g A (IP address) IN (0x0001)
0) oogle.com

Jul 22, 2021 19:00:32.227921009 CEST 192.168.2.5 8.8.8.8 0xa626 Standard query  www.paperturn- A (IP address) IN (0x0001)
(0) view.com

Jul 22, 2021 19:00:33.122229099 CEST 192.168.2.5 8.8.8.8 0xe213 Standard query  d3euuwqpq|! A (IP address) IN (0x0001)
(0) zvic.cloud

front.net

Jul 22, 2021 19:00:33.129268885 CEST 192.168.2.5 8.8.8.8 0x7160 Standard query  www.papert A (IP address) IN (0x0001)
0) urn.com

Jul 22, 2021 19:00:33.424011946 CEST 192.168.2.5 8.8.8.8 0xd015 Standard query  assets.paperturn- A (IP address) IN (0x0001)
0) view.com

Jul 22, 2021 19:00:34.048899889 CEST 192.168.2.5 8.8.8.8 0x6a09 Standard query  stats.g.do A (IP address) IN (0x0001)
0) ubleclick.net

Jul 22, 2021 19:00:34.552658081 CEST 192.168.2.5 8.8.8.8 Ox1a81 Standard query ~ www.google.de A (IP address) IN (0x0001)
0)

Jul 22, 2021 19:00:34.553356886 CEST 192.168.2.5 8.8.8.8 Oxe424 Standard query  www.google.com A (IP address) IN (0x0001)
0

Jul 22, 2021 19:00:35.528513908 CEST 192.168.2.5 8.8.8.8 0xa89d Standard query  translatio A (IP address) IN (0x0001)
(0) ns.paperturn.com

Jul 22, 2021 19:00:36.364301920 CEST 192.168.2.5 8.8.8.8 0x4fc3 Standard query  www.paperturn- A (IP address) IN (0x0001)
(0) view.com

Jul 22, 2021 19:00:37.047708988 CEST 192.168.2.5 8.8.8.8 0x8999 Standard query  assets.paperturn- A (IP address) IN (0x0001)
(0) view.com

Jul 22, 2021 19:00:37.064929962 CEST 192.168.2.5 8.8.8.8 0x143a Standard query  d3euuwqpql A (IP address) IN (0x0001)
(0) zvic.cloud

front.net

Jul 22, 2021 19:00:39.988229036 CEST 192.168.2.5 8.8.8.8 0x10bd Standard query  consent.co A (IP address) IN (0x0001)
(0) okiebot.com

Jul 22, 2021 19:00:39.991869926 CEST 192.168.2.5 8.8.8.8 0x813a Standard query  use.fontaw A (IP address) IN (0x0001)
(0) esome.com

Jul 22, 2021 19:00:40.172305107 CEST 192.168.2.5 8.8.8.8 0x924d Standard query  images.pap A (IP address) IN (0x0001)
(0) erturn.com

Jul 22, 2021 19:00:40.258683920 CEST 192.168.2.5 8.8.8.8 0x713a Standard query  assets.cal A (IP address) IN (0x0001)
(0) endly.com
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jul 22, 2021 19:00:40.479422092 CEST 192.168.2.5 8.8.8.8 0x9e5e Standard query  connect.fa A (IP address) IN (0x0001)
(0) cebook.net
Jul 22, 2021 19:00:40.678127050 CEST 192.168.2.5 8.8.8.8 0x7830 Standard query  acsbapp.com A (IP address) IN (0x0001)
(0
Jul 22, 2021 19:00:41.340328932 CEST 192.168.2.5 8.8.8.8 0x1f76 Standard query  consentcdn A (IP address) IN (0x0001)
(0) .cookiebot.com
Jul 22, 2021 19:00:43.577816963 CEST 192.168.2.5 8.8.8.8 0xc884 Standard query  www.facebo A (IP address) IN (0x0001)
(0) ok.com
Jul 22, 2021 19:00:45.723614931 CEST 192.168.2.5 8.8.8.8 0x22b0 Standard query  cdn.acsbapp.com A (IP address) IN (0x0001)
0
Jul 22, 2021 19:00:46.029556036 CEST 192.168.2.5 8.8.8.8 0x1876 Standard query  images.pap A (IP address) IN (0x0001)
(0) erturn.com
Jul 22, 2021 19:00:46.996655941 CEST 192.168.2.5 8.8.8.8 Oxeaef Standard query  clients2.g A (IP address) IN (0x0001)
(0) oogleuserc
ontent.com
Jul 22, 2021 19:00:48.725361109 CEST 192.168.2.5 8.8.8.8 0xe253 Standard query  v2.zopim.com A (IP address) IN (0x0001)
(0)
Jul 22, 2021 19:00:55.238342047 CEST 192.168.2.5 8.8.8.8 0x57ab Standard query  www.papert A (IP address) IN (0x0001)
0) urn.com
Jul 22, 2021 19:00:56.993319988 CEST 192.168.2.5 8.8.8.8 0x92c9 Standard query  stats.g.do A (IP address) IN (0x0001)
(0) ubleclick.net
Jul 22, 2021 19:00:57.573523998 CEST 192.168.2.5 8.8.8.8 0xbf22 Standard query  www.google.com A (IP address) IN (0x0001)
©
Jul 22, 2021 19:00:57.575089931 CEST 192.168.2.5 8.8.8.8 Oxeebl Standard query  www.google.de A (IP address) IN (0x0001)
()
Jul 22, 2021 19:00:58.973692894 CEST 192.168.2.5 8.8.8.8 Oxa72 Standard query  xpans.in A (IP address) IN (0x0001)
()
Jul 22, 2021 19:00:59.344590902 CEST 192.168.2.5 8.8.8.8 0x90bd Standard query  spoprod-a. A (IP address) IN (0x0001)
(0) akamaihd.net
Jul 22, 2021 19:00:59.362659931 CEST 192.168.2.5 8.8.8.8 0x7139 Standard query  static.sha A (IP address) IN (0x0001)
0) repointonline.com
Jul 22, 2021 19:01:01.375731945 CEST 192.168.2.5 8.8.8.8 0x16b Standard query  xpans.in A (IP address) IN (0x0001)
©)
Jul 22, 2021 19:01:01.461642027 CEST 192.168.2.5 8.8.8.8 0x1758 Standard query  spoprod-a. A (IP address) IN (0x0001)
0) akamaihd.net
Jul 22, 2021 19:01:02.183159113 CEST 192.168.2.5 8.8.8.8 0xb949 Standard query  static.zda A (IP address) IN (0x0001)
0) ssets.com
Jul 22, 2021 19:01:02.561655998 CEST 192.168.2.5 8.8.8.8 0x173f Standard query  ekr.zdassets.com A (IP address) IN (0x0001)
()
Jul 22, 2021 19:01:03.903520107 CEST 192.168.2.5 8.8.8.8 Oxe5ff Standard query  widget-med A (IP address) IN (0x0001)
(0) iator.zopim.com
Jul 22, 2021 19:01:04.591250896 CEST 192.168.2.5 8.8.8.8 0xc775 Standard query  v2assets.zopim.io A (IP address) IN (0x0001)
(0)
Jul 22, 2021 19:01:17.516477108 CEST 192.168.2.5 8.8.8.8 0x71f7 Standard query  images.pap A (IP address) IN (0x0001)
0) erturn.com
Jul 22, 2021 19:01:17.517483950 CEST 192.168.2.5 8.8.8.8 0xbb05 Standard query  use.fontaw A (IP address) IN (0x0001)
(0) esome.com
Jul 22, 2021 19:01:18.282258034 CEST 192.168.2.5 8.8.8.8 0x1b08 Standard query  consent.co A (IP address) IN (0x0001)
0) okiebot.com
Jul 22, 2021 19:01:19.299048901 CEST 192.168.2.5 8.8.8.8 0xf042 Standard query  www.youtub A (IP address)  IN (0x0001)
0) e.com
Jul 22, 2021 19:01:19.548439980 CEST 192.168.2.5 8.8.8.8 0x972f Standard query  consentcdn A (IP address) IN (0x0001)
(0) .cookiebot.com
Jul 22, 2021 19:01:20.352044106 CEST 192.168.2.5 8.8.8.8 Oxlef Standard query  googleads. A (IP address) IN (0x0001)
0) g.doubleclick.net
Jul 22, 2021 19:01:20.360992908 CEST 192.168.2.5 8.8.8.8 0x4223 Standard query  static.dou A (IP address) IN (0x0001)
(0) bleclick.net
Jul 22, 2021 19:01:20.929851055 CEST 192.168.2.5 8.8.8.8 Oxc23f Standard query  yt3.ggpht.com A (IP address) IN (0x0001)
0
Jul 22, 2021 19:01:20.937478065 CEST 192.168.2.5 8.8.8.8 0x33b3 Standard query  i.ytimg.com A (IP address) IN (0x0001)
0
Jul 22, 2021 19:01:32.754302025 CEST 192.168.2.5 8.8.8.8 Ox64fe Standard query  d8n9fts9ic A (IP address) IN (0x0001)
0) 943.cloudf
ront.net
Jul 22, 2021 19:01:33.986771107 CEST 192.168.2.5 8.8.8.8 0xfb96 Standard query  d3euuwqpq|l A (IP address) IN (0x0001)
(0) zvic.cloud
front.net
DNS Answers
Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
Jul 22, 2021 8.8.8.8 192.168.2.5 Oxfed3 No error (0) clients2.g clients.l.google.com CNAME IN (0x0001)
19:00:32.280525923 oogle.com (Canonical
CEST name)
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Timestamp Source IP

Jul 22, 2021
19:00:32.280525923
CEST

8.8.8.8

Jul 22, 2021
19:00:32.288146973
CEST

8.8.8.8

Jul 22, 2021
19:00:32.291388988
CEST

8.8.8.8

Jul 22, 2021
19:00:32.291388988
CEST

8.8.8.8

Jul 22, 2021
19:00:32.291388988
CEST

8.8.8.8

Jul 22, 2021
19:00:32.291388988
CEST

8.8.8.8

Jul 22, 2021
19:00:33.181731939
CEST

8.8.8.8

Jul 22, 2021
19:00:33.181889057
CEST

8.8.8.8

Jul 22, 2021
19:00:33.181889057
CEST

8.8.8.8

Jul 22, 2021 8.8.8.8
19:00:33.181889057

CEST

Jul 22, 2021
19:00:33.181889057
CEST

8.8.8.8

Jul 22, 2021
19:00:33.186906099
CEST

8.8.8.8

Jul 22, 2021
19:00:33.218102932
CEST

Jul 22, 2021
19:00:33.483755112
CEST

Jul 22, 2021
19:00:33.483755112
CEST

Jul 22, 2021
19:00:33.483755112
CEST

Jul 22, 2021
19:00:33.483755112
CEST

Jul 22, 2021
19:00:33.606247902
CEST

Jul 22, 2021
19:00:34.101423979
CEST

Jul 22, 2021
19:00:34.101423979
CEST

Jul 22, 2021
19:00:34.101423979
CEST

Jul 22, 2021
19:00:34.101423979
CEST

Jul 22, 2021
19:00:34.101423979
CEST

Jul 22, 2021
19:00:34.610393047
CEST

Jul 22, 2021
19:00:34.617379904
CEST

Jul 22, 2021
19:00:35.587951899
CEST

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8
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Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

Oxfed3

Oxe6a6

0xa626

0xa626

0xa626

0xa626

0x6f8

0xe213

0xe213

0xe213

0xe213

Oxbdf4

0x7160

0xd015

0xd015

0xd015

0xd015

0x5659

0x6a09

0x6a09

0x6a09

0x6a09

0x6a09

Oxed24

Ox1a81

0xa89d

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

clients.l.
google.com

accounts.g
oogle.com

www.paperturn-
view.com

www.paperturn-
view.com

www.paperturn-
view.com

www.paperturn-
view.com

gstaticads
sl.l.google.com

d3euuwqpg]!
zvic.cloud
front.net

d3euuwqpq|
zvic.cloud
front.net

d3euuwqpq|
zvic.cloud
front.net

d3euuwqpq|
zvic.cloud
front.net

www-google
tagmanager
.L.google.com

www.papert
urn.com

assets.pap
erturn-view.com

assets.pap
erturn-view.com

assets.pap
erturn-view.com

assets.pap
erturn-view.com

www-google-
analytics
.l.google.com

stats.g.do stats.l.doubleclick.net

ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

www.google
.com

www.google.de

translatio
ns.papertu
rn.com

Address
142.250.203.110

172.217.168.45

143.204.225.123

143.204.225.125

143.204.225.71

143.204.225.42

172.217.168.3

13.225.29.76

13.225.29.13

13.225.29.224

13.225.29.40

172.217.168.8

148.251.96.155

143.204.225.93

143.204.225.76

143.204.225.82

143.204.225.60

216.58.215.238

64.233.167.157

64.233.167.155

64.233.167.154

64.233.167.156

172.217.168.68

172.217.168.3

143.204.225.69

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 22, 2021 8.8.8.8 192.168.2.5 0xa89d No error (0) translatio 143.204.225.62 A (IP address)  IN (0x0001)
19:00:35.587951899 ns.papertu

CEST rm.com

Jul 22, 2021 8.8.8.8 192.168.2.5 0xa89d No error (0) translatio 143.204.225.123 A (IP address)  IN (0x0001)
19:00:35.587951899 ns.papertu

CEST rm.com

Jul 22, 2021 8.8.8.8 192.168.2.5 0xa89d No error (0) translatio 143.204.225.84 A (IP address)  IN (0x0001)
19:00:35.587951899 ns.papertu

CEST rm.com

Jul 22, 2021 8.8.8.8 192.168.2.5 0x4fc3 No error (0) www.paperturn- 143.204.225.123 A (IP address)  IN (0x0001)
19:00:36.438906908 view.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.5 0x4fc3 No error (0) www.paperturn- 143.204.225.125 A (IP address)  IN (0x0001)
19:00:36.438906908 view.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.5 0x4fc3 No error (0) www.paperturn- 143.204.225.71 A (IP address)  IN (0x0001)
19:00:36.438906908 view.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.5 0x4fc3 No error (0) www.paperturn- 143.204.225.42 A (IP address)  IN (0x0001)
19:00:36.438906908 view.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.5 0x8999 No error (0) assets.pap 143.204.225.93 A (IP address)  IN (0x0001)
19:00:37.109952927 erturn-view.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.5 0x8999 No error (0) assets.pap 143.204.225.60 A (IP address)  IN (0x0001)
19:00:37.109952927 erturn-view.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.5 0x8999 No error (0) assets.pap 143.204.225.82 A (IP address)  IN (0x0001)
19:00:37.109952927 erturn-view.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.5 0x8999 No error (0) assets.pap 143.204.225.76 A (IP address)  IN (0x0001)
19:00:37.109952927 erturn-view.com

CEST

Jul 22, 2021 8.8.8.8 192.168.2.5 0x143a No error (0) d3euuwqpq| 13.225.29.224 A (IP address)  IN (0x0001)
19:00:37.128928900 zvic.cloud

CEST front.net

Jul 22, 2021 8.8.8.8 192.168.2.5 0x143a No error (0) d3euuwqpq| 13.225.29.13 A (IP address)  IN (0x0001)
19:00:37.128928900 zvic.cloud

CEST front.net

Jul 22, 2021 8.8.8.8 192.168.2.5 0x143a No error (0) d3euuwqpaql 13.225.29.40 A (IP address)  IN (0x0001)
19:00:37.128928900 zvic.cloud

CEST front.net

Jul 22, 2021 8.8.8.8 192.168.2.5 0x143a No error (0) d3euuwqpq| 13.225.29.76 A (IP address)  IN (0x0001)
19:00:37.128928900 zvic.cloud

CEST front.net

Jul 22, 2021 8.8.8.8 192.168.2.5 0x813a No error (0) use.fontaw use.fontawesome.com.cd CNAME IN (0x0001)
19:00:40.053800106 esome.com n.cloudflare.net (Canonical

CEST name)

Jul 22, 2021 8.8.8.8 192.168.2.5 0x10bd No error (0) consent.co consent.cookiebot.com.e CNAME IN (0x0001)
19:00:40.053864002 okiebot.com dgekey.net (Canonical

CEST name)

Jul 22, 2021 8.8.8.8 192.168.2.5 0x924d No error (0) images.pap d3jodor2jgify2.cloudfront. CNAME IN (0x0001)
19:00:40.239497900 erturn.com net (Canonical

CEST name)

Jul 22, 2021 8.8.8.8 192.168.2.5 0x924d No error (0) d3jodor2jg 143.204.225.4 A (IP address)  IN (0x0001)
19:00:40.239497900 ify2.cloud

CEST front.net

Jul 22, 2021 8.8.8.8 192.168.2.5 0x924d No error (0) d3jodor2jg 143.204.225.25 A (IP address)  IN (0x0001)
19:00:40.239497900 ify2.cloud

CEST front.net

Jul 22, 2021 8.8.8.8 192.168.2.5 0x924d No error (0) d3jodor2jg 143.204.225.16 A (IP address)  IN (0x0001)
19:00:40.239497900 ify2.cloud

CEST front.net

Jul 22, 2021 8.8.8.8 192.168.2.5 0x924d No error (0) d3jodor2jg 143.204.225.106 A (IP address)  IN (0x0001)
19:00:40.239497900 ify2.cloud

CEST front.net

Jul 22, 2021 8.8.8.8 192.168.2.5 0x713a No error (0) assets.cal d2mvi3dkxvehny.cloudfro CNAME IN (0x0001)
19:00:40.321464062 endly.com nt.net (Canonical

CEST name)

Jul 22, 2021 8.8.8.8 192.168.2.5 0x713a No error (0) d2mvI3dkxv 143.204.225.47 A (IP address)  IN (0x0001)
19:00:40.321464062 ehny.cloud

CEST front.net

Jul 22, 2021 8.8.8.8 192.168.2.5 0x713a No error (0) d2mvI3dkxv 143.204.225.8 A (IP address)  IN (0x0001)
19:00:40.321464062 ehny.cloud

CEST front.net

Jul 22, 2021 8.8.8.8 192.168.2.5 0x713a No error (0) d2mvI3dkxv 143.204.225.113 A (IP address)  IN (0x0001)
19:00:40.321464062 ehny.cloud

CEST front.net
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Timestamp Source IP

Jul 22, 2021
19:00:40.321464062
CEST

8.8.8.8

Jul 22, 2021
19:00:40.537102938
CEST

8.8.8.8

Jul 22, 2021
19:00:40.537102938
CEST

8.8.8.8

Jul 22, 2021
19:00:40.738614082
CEST

8.8.8.8

Jul 22, 2021
19:00:40.738614082
CEST

8.8.8.8

Jul 22, 2021
19:00:40.738614082
CEST

8.8.8.8

Jul 22, 2021
19:00:40.738614082
CEST

8.8.8.8

Jul 22, 2021
19:00:41.401802063
CEST

8.8.8.8

Jul 22, 2021
19:00:43.627810001
CEST

8.8.8.8

Jul 22, 2021 8.8.8.8
19:00:43.627810001

CEST

Jul 22, 2021 8.8.8.8
19:00:45.784218073

CEST

Jul 22, 2021
19:00:45.784218073
CEST

8.8.8.8

Jul 22, 2021
19:00:45.784218073
CEST

Jul 22, 2021
19:00:45.784218073
CEST

Jul 22, 2021
19:00:45.784218073
CEST

Jul 22, 2021
19:00:46.111012936
CEST

Jul 22, 2021
19:00:46.111012936
CEST

Jul 22, 2021
19:00:46.111012936
CEST

Jul 22, 2021
19:00:46.111012936
CEST

Jul 22, 2021
19:00:46.111012936
CEST

Jul 22, 2021
19:00:47.053620100
CEST

Jul 22, 2021
19:00:47.053620100
CEST

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Jul 22, 2021
19:00:48.789084911
CEST

Jul 22, 2021
19:00:48.789084911
CEST

Jul 22, 2021
19:00:48.789084911
CEST

Jul 22, 2021
19:00:48.789084911
CEST

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8
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Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

0x713a

0x9eb5e

0x9eb5e

0x7830

0x7830

0x7830

0x7830

0x1f76

0xc884

0xc884

0x22b0

0x22b0

0x22b0

0x22b0

0x22b0

0x1876

0x1876

0x1876

0x1876

0x1876

Oxeaef

Oxeaef

0xe253

0xe253

0xe253

0xe253

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

d2mvi3dkxv
ehny.cloud
front.net

connect.fa scontent.xx.fbcdn.net

cebook.net

scontent.x

x.fbcdn.net

acsbapp.com

acsbapp.com

acsbapp.com

acsbapp.com

consentcdn.cookiebot.co
m-v1.edgekey.net

consentcdn
.cookiebot.com

www.facebo star-
ok.com mini.c10r.facebook.com

star-mini.
clor.faceb
ook.com

cdn.acsbap
p.com

acsbapp.com

acsbapp.com

acsbapp.com

acsbapp.com

acsbapp.com

images.pap d3jodor2jgify2.cloudfront.
erturn.com net

d3jodor2jg
ify2.cloud
front.net

d3jodor2jg
ify2.cloud
front.net

d3jodor2jg
ify2.cloud
front.net

d3jodor2jg
ify2.cloud
front.net

clients2.g
oogleuserc
ontent.com

googlehosted.l.googleuse
rcontent.com

googlehost
ed.l.googl
euserconte
nt.com

Vv2.zopim.com

v2.zopim.com

v2.zopim.com

v2.zopim.com

Address
143.204.225.79

157.240.17.15

206.189.187.108

161.35.15.77

208.68.39.149

206.189.191.180

157.240.16.35

206.189.191.180

206.189.187.108

161.35.15.77

208.68.39.149

143.204.225.25

143.204.225.16

143.204.225.106

143.204.225.4

142.250.203.97

104.16.106.139

104.16.103.139

104.16.105.139

104.16.107.139

Type
A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Jul 22, 2021 8.8.8.8
19:00:48.789084911
CEST

Jul 22, 2021 8.8.8.8
19:00:55.298424959
CEST

Jul 22, 2021 8.8.8.8
19:00:56.070926905
CEST

Jul 22, 2021 8.8.8.8
19:00:57.042562008
CEST

Jul 22, 2021 8.8.8.8
19:00:57.042562008
CEST

Jul 22, 2021 8.8.8.8
19:00:57.042562008
CEST

Jul 22, 2021 8.8.8.8
19:00:57.042562008
CEST

Jul 22, 2021 8.8.8.8
19:00:57.042562008
CEST

Jul 22, 2021 8.8.8.8
19:00:57.625771046
CEST

Jul 22, 2021 8.8.8.8
19:00:57.640732050
CEST

Jul 22, 2021 8.8.8.8
19:00:59.038078070
CEST

Jul 22, 2021 8.8.8.8
19:00:59.401336908
CEST

Jul 22, 2021 8.8.8.8
19:00:59.425767899
CEST

Jul 22, 2021 8.8.8.8
19:01:01.434077978
CEST

Jul 22, 2021 8.8.8.8
19:01:01.523473978
CEST

Jul 22, 2021 8.8.8.8
19:01:02.233021975
CEST

Jul 22, 2021 8.8.8.8
19:01:02.233021975
CEST

Jul 22, 2021 8.8.8.8
19:01:02.614084959
CEST

Jul 22, 2021 8.8.8.8
19:01:02.614084959
CEST

Jul 22, 2021 8.8.8.8
19:01:03.966042995
CEST

Jul 22, 2021 8.8.8.8
19:01:03.966042995
CEST

Jul 22, 2021 8.8.8.8
19:01:03.966042995
CEST

Jul 22, 2021 8.8.8.8
19:01:03.966042995
CEST

Jul 22, 2021 8.8.8.8
19:01:03.966042995
CEST

Jul 22, 2021 8.8.8.8
19:01:03.966042995
CEST

Jul 22, 2021 8.8.8.8
19:01:03.966042995
CEST
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Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

0xe253

0x57ab

Oxdb9d

0x92c9

0x92c9

0x92c9

0x92c9

0x92c9

0xbf22

Oxeebl

Oxa72

0x90bd

0x7139

0x16b

0x1758

0xb949

0xb949

0x173f

0x173f

Oxe5ff

Oxe5ff

Oxe5ff

Oxe5ff

Oxe5ff

Oxe5ff

Oxe5ff

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

v2.zopim.com

www.papert
urn.com

gstaticads
sl.l.google.com

stats.g.do stats.l.doubleclick.net
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

www.google
.com

www.google.de

xpans.in

spoprod-a. spoprod-
akamaihd.net a.akamaihd.net.edgesuite
.net

static.sha static.sharepointonline.co
repointonl m-c.edgekey.net
ine.com

xpans.in

spoprod-a. spoprod-
akamaihd.net a.akamaihd.net.edgesuite
.net

static.zda
ssets.com

static.zda
ssets.com

ekr.zdasse
ts.com

ekr.zdasse
ts.com

widget-med
iator.zopim.com

widget-med
iator.zopim.com

widget-med
iator.zopim.com

widget-med
iator.zopim.com

widget-med
iator.zopim.com

widget-med
iator.zopim.com

widget-med
iator.zopim.com

Address
104.16.104.139

148.251.96.155

172.217.168.3

66.102.1.156

66.102.1.154

66.102.1.155

66.102.1.157

172.217.168.68

172.217.168.3

144.91.89.225

144.91.89.225

104.18.70.113

104.18.72.113

104.18.70.113

104.18.72.113

52.29.88.9

35.158.37.218

52.29.74.145

3.65.187.24

35.157.204.138

52.59.52.172

52.57.125.117

Type
A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0Xx0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Jul 22, 2021 8.8.8.8
19:01:03.966042995
CEST

Jul 22, 2021 8.8.8.8
19:01:04.657028913
CEST

Jul 22, 2021 8.8.8.8
19:01:04.657028913
CEST

Jul 22, 2021 8.8.8.8
19:01:17.573379040
CEST

Jul 22, 2021 8.8.8.8
19:01:17.573379040
CEST

Jul 22, 2021 8.8.8.8
19:01:17.573379040
CEST

Jul 22, 2021 8.8.8.8
19:01:17.573379040
CEST

Jul 22, 2021 8.8.8.8
19:01:17.573379040
CEST

Jul 22, 2021 8.8.8.8
19:01:17.574305058
CEST

Jul 22, 2021 8.8.8.8
19:01:18.341384888
CEST

Jul 22, 2021 8.8.8.8
19:01:19.351037979
CEST

Jul 22, 2021 8.8.8.8
19:01:19.351037979
CEST

Jul 22, 2021 8.8.8.8
19:01:19.351037979
CEST

Jul 22, 2021 8.8.8.8
19:01:19.351037979
CEST

Jul 22, 2021 8.8.8.8
19:01:19.351037979
CEST

Jul 22, 2021 8.8.8.8
19:01:19.351037979
CEST

Jul 22, 2021 8.8.8.8
19:01:19.607424021
CEST

Jul 22, 2021 8.8.8.8
19:01:20.408777952
CEST

Jul 22, 2021 8.8.8.8
19:01:20.427203894
CEST

Jul 22, 2021 8.8.8.8
19:01:20.427203894
CEST

Jul 22, 2021 8.8.8.8
19:01:20.994856119
CEST

Jul 22, 2021 8.8.8.8
19:01:20.994856119
CEST

Jul 22, 2021 8.8.8.8
19:01:20.994856119
CEST

Jul 22, 2021 8.8.8.8
19:01:20.994856119
CEST

Jul 22, 2021 8.8.8.8
19:01:20.994856119
CEST

Jul 22, 2021 8.8.8.8
19:01:20.998456001
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

Oxe5ff

0xc775

0xc775

Ox71f7

Ox71f7

0ox71f7

0ox71f7

0ox71f7

0xbb05

0x1b08

0xf042

0xf042

0xf042

0xf042

0xf042

0xf042

0x972f

Oxlef

0x4223

0x4223

0x33b3

0x33b3

0x33b3

0x33b3

0x33b3

0xc23f

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

widget-med
iator.zopim.com

v2assets.z
opim.io

v2assets.z
opim.io

images.pap d3jodor2jgify2.cloudfront.
erturn.com net

d3jodor2jg
ify2.cloud
front.net
d3jodor2jg
ify2.cloud
front.net
d3jodor2jg
ify2.cloud
front.net
d3jodor2jg
ify2.cloud
front.net

use.fontaw use.fontawesome.com.cd
esome.com n.cloudflare.net

consent.co consent.cookiebot.com.e
okiebot.com dgekey.net

www.youtub youtube-ui.l.google.com
e.com

youtube-ui
.L.google.com

youtube-ui
.l.google.com

youtube-ui
.l.google.com

youtube-ui
.L.google.com

youtube-ui
.l.google.com

consentcdn consentcdn.cookiebot.co
.cookiebot.com  m-vl.edgekey.net

googleads.
g.doubleclick.net

static.dou static-doubleclick-
bleclick.net net...google.com
static-dou

bleclick-n

et.l.google.com

i.ytimg.com

i.ytimg.com

i.ytimg.com

i.ytimg.com

i.ytimg.com

yt3.ggpht.com  photos-
ugc.l.googleusercontent.c
om

Address
18.198.99.212

104.18.204.90

104.16.152.37

143.204.225.25

143.204.225.16

143.204.225.106

143.204.225.4

172.217.168.14

172.217.168.46

172.217.168.78

142.250.203.110

216.58.215.238

172.217.168.2

172.217.168.70

216.58.215.246

172.217.168.22

172.217.168.54

172.217.168.86

142.250.203.118

Type
A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0Xx0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

photos-ugc
.l.googleu
sercontent.com

www-google
tagmanager
.l.google.com

d3euuwqpg]!
zvic.cloud
front.net

d3euuwqpg]!
zvic.cloud
front.net

d3euuwqpg]!
zvic.cloud
front.net

d3euuwqpg]!
zvic.cloud
front.net

Timestamp Source IP Dest IP Trans ID
Jul 22, 2021 8.8.8.8 192.168.2.5 0xc23f
19:01:20.998456001
CEST
Jul 22, 2021 8.8.8.8 192.168.2.5 0xd618
19:01:34.044720888
CEST
Jul 22, 2021 8.8.8.8 192.168.2.5 0xfb96
19:01:34.050635099
CEST
Jul 22, 2021 8.8.8.8 192.168.2.5 0xfb96
19:01:34.050635099
CEST
Jul 22, 2021 8.8.8.8 192.168.2.5 0xfb96
19:01:34.050635099
CEST
Jul 22, 2021 8.8.8.8 192.168.2.5 0xfb96
19:01:34.050635099
CEST
HTTPS Packets

Source Dest
Timestamp Source IP Port Dest IP Port
Jul 22, 2021 148.251.96.155 443 192.168.2.5 49726

19:00:33.361386061
CEST

Jul 22, 2021
19:00:35.573985100
CEST

148.251.96.155 443

Copyright Joe Security LLC 2021

192.168.2.5 49740

Subject

CN=paperturn.com CN=R3,
O=Let's Encrypt, C=US
CN=ISRG Root X1,
O=lInternet Security
Research Group, C=US

CN=R3, O=Let's Encrypt,
C=Us

CN=ISRG Root X1,
O=lInternet Security
Research Group, C=US

CN=paperturn.com CN=R3,
O=Let's Encrypt, C=US
CN=ISRG Root X1,
O=lInternet Security
Research Group, C=US

CN=R3, O=Let's Encrypt,
C=US

CN=ISRG Root X1,
O=Internet Security
Research Group, C=US

Issuer

CN=R3, O=Let's
Encrypt, C=US
CN=ISRG Root X1,
O=lInternet Security
Research Group,
C=US CN=DST
Root CA X3,
O=Digital Signature
Trust Co.

CN=ISRG Root X1,
O=Internet Security
Research Group,
C=Us

CN=DST Root CA
X3, O=Digital
Signature Trust Co.

CN=R3, O=Let's
Encrypt, C=US
CN=ISRG Root X1,
O=lInternet Security
Research Group,
C=US CN=DST
Root CA X3,
O=Digital Signature
Trust Co.

CN=ISRG Root X1,
O=Internet Security
Research Group,
C=US

CN=DST Root CA
X3, O=Digital
Signature Trust Co.

Not
Before

Wed
Jun 02
12:37:18
CEST
2021 Fri
Sep 04
02:00:00
CEST
2020
Wed
Jan 20
20:14:03
CET
2021

Fri Sep
04
02:00:00
CEST
2020

Wed

Jan 20
20:14:03
CET
2021

Wed
Jun 02
12:37:18
CEST
2021 Fri
Sep 04
02:00:00
CEST
2020
Wed
Jan 20
20:14:03
CET
2021

Fri Sep
04
02:00:00
CEST
2020

Wed

Jan 20
20:14:03
CET
2021

Address Type Class
172.217.168.1 A (IP address)  IN (0x0001)
172.217.168.8 A (IP address)  IN (0x0001)
13.225.29.13 A (IP address)  IN (0x0001)
13.225.29.224 A (IP address)  IN (0x0001)
13.225.29.40 A (IP address)  IN (0x0001)
13.225.29.76 A (IP address)  IN (0x0001)

Not JA3 SSL Client

After Fingerprint JA3 SSL Client Digest

Tue Aug 771,4865-4866- b32309a26951912be7dba

31 4867-49195-49199- 376398abc3b

12:37:18 49196-49200-

CEST 52393-52392-

2021 49171-49172-156-

Mon 157-47-53,0-23-

Sep 15 65281-10-11-35-

18:00:00 16-5-13-18-51-45-

CEST 43-27-21,29-23-

2025 24,0

Mon

Sep 30

20:14:03

CEST

2024

Mon

Sep 15

18:00:00

CEST

2025

Mon

Sep 30

20:14:03

CEST

2024

Tue Aug 771,4865-4866- b32309a26951912be7dba

31 4867-49195-49199- 376398abc3b

12:37:18 49196-49200-

CEST  52393-52392-

2021 49171-49172-156-

Mon 157-47-53,0-23-

Sep 15 65281-10-11-35-

18:00:00 16-5-13-18-51-45-

CEST 43-27-21,29-23-

2025 24,0

Mon

Sep 30

20:14:03

CEST

2024

Mon

Sep 15

18:00:00

CEST

2025

Mon

Sep 30

20:14:03

CEST

2024
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Timestamp

Jul 22, 2021
19:00:36.601207972
CEST

Jul 22, 2021
19:00:37.229034901
CEST

Source

Source IP Port

143.204.225.123 443

143.204.225.93 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.5 49748

192.168.2.5 49750

Subject

CN=paperturn-view.com
CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=paperturn-view.com
CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.”, L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

CN-=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

Issuer

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root
CA 1, O=Amazon,
C=US CN=Starfield
Services Root

Certificate Authority -

G2, O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OuU=starfield Class
2 Certification
Authority,
O="Starfield
Technologies, Inc.",
C=Us

CN=Amazon Root
CA 1, O=Amazon,
C=USs

CN=Starfield
Services Root

Certificate Authority -

G2, O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OuU=Sstarfield Class
2 Certification
Authority,
O="Starfield
Technologies, Inc.",
C=Us

CN=Amazon,
OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root
CA 1, O=Amazon,
C=US CN=starfield
Services Root

Certificate Authority -

G2, O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=Starfield Class
2 Certification
Authority,
O="Starfield
Technologies, Inc.",
C=US

CN=Amazon Root
CA 1, O=Amazon,
C=Us

CN=Starfield
Services Root

Certificate Authority -

G2, O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OuU=starfield Class
2 Certification
Authority,
O="Starfield
Technologies, Inc.",
C=Us

Not
Before

Wed Oct
07
02:00:00
CEST
2020
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Wed Oct
07
02:00:00
CEST
2020
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Not
After

Sat Nov
06
13:00:00
CET
2021
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

Sat Nov
06
13:00:00
CET
2021
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
23-65281,29-23-
24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
23-65281,29-23-
24,0

JA3 SSL Client Digest

37f463bf4616ecd445d4al
937da06e19

37f463bf4616ecd445d4al
937da06e19
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Source Dest Not Not JA3 SSL Client

Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
Jul 22, 2021 148.251.96.155 443 192.168.2.5 49757 CN=paperturn.com CN=R3, CN=R3, O=Let's Wed Tue Aug 771,4865-4866- b32309a26951912be7dba
19:00:39.585961103 O=Let's Encrypt, C=US Encrypt, C=US Jun02 31 4867-49195-49199- 376398abc3b
CEST CN=ISRG Root X1, CN=ISRG Root X1, 12:37:18 12:37:18 49196-49200-
O=Internet Security O=Internet Security CEST  CEST  52393-52392-
Research Group, C=US Research Group, 2021 Fri 2021 49171-49172-156-
C=US CN=DST Sep 04 Mon 157-47-53,0-23-
Root CA X3, 02:00:00 Sep 15 65281-10-11-35-
O=Digital Signature CEST 18:00:00 16-5-13-18-51-45-
Trust Co. 2020 CEST  43-27-21,29-23-
Wed 2025 24,0
Jan20 Mon

20:14:03 Sep 30
CET 20:14:03

2021 CEST
2024
CN=R3, O=Let's Encrypt, CN=ISRG Root X1, FriSep Mon
C=US O=Internet Security 04 Sep 15
Research Group, 02:00:00 18:00:00
C=USs CEST CEST
2020 2025
CN=ISRG Root X1, CN=DST Root CA  Wed Mon
O=Internet Security X3, O=Digital Jan 20 Sep 30
Research Group, C=US Signature Trust Co. 20:14:03 20:14:03
CET CEST
2021 2024
Jul 22, 2021 148.251.96.155 443 192.168.2.5 49760 CN=paperturn.com CN=R3, CN=R3, O=Let's Wed Tue Aug 771,4865-4866- b32309a26951912be7dba
19:00:40.316572905 O=Let's Encrypt, C=US Encrypt, C=US Jun02 31 4867-49195-49199- 376398abc3b
CEST CN=ISRG Root X1, CN=ISRG Root X1, 12:37:18 12:37:18 49196-49200-
O=lInternet Security O=Internet Security CEST  CEST  52393-52392-
Research Group, C=US Research Group, 2021 Fri 2021 49171-49172-156-
C=US CN=DST Sep 04 Mon 157-47-53,0-23-
Root CA X3, 02:00:00 Sep 15 65281-10-11-35-
O=Digital Signature CEST  18:00:00 16-5-13-18-51-45-
Trust Co. 2020 CEST  43-27-21,29-23-
Wed 2025 24,0
Jan20 Mon

20:14:03 Sep 30
CET 20:14:03

2021 CEST
2024
CN=R3, O=Let's Encrypt, CN=ISRG Root X1, FriSep Mon
C=Us O=Internet Security 04 Sep 15
Research Group, 02:00:00 18:00:00
C=Us CEST  CEST
2020 2025
CN=ISRG Root X1, CN=DST Root CA  Wed Mon
O=lInternet Security X3, O=Digital Jan20 Sep 30
Research Group, C=US Signature Trust Co.  20:14:03 20:14:03
CET CEST
2021 2024

Code Manipulations

Statistics

Behavior

\E’ Click to jump to process

System Behavior

Analysis Process: chrome.exe PID: 3500 Parent PID: 4672

General
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Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:00:26

22/07/2021

C:\Program Files\Google\Chrome\Application\chrome.exe

false

'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automat
ion ‘https://www.paperturn-view.com/us/papterturnfiles/sharepoint-file?pid=MTc175036&v=1.
i

0x7ff677c70000

2150896 bytes

C139654B5C1438A95B321BB01AD6E3EF6

true

true

C, C++ or other language

Reputation: low
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Analysis Process: chrome.exe PID: 4588 Parent PID: 3500

General

Start time: 19:00:28

Start date: 22/07/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1572,7917042391378505505,98817
02941299426833,131072 --lang=en-US --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1708 /prefetch:8

0x7ff677c70000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

Reputation: low
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Analysis Process: chrome.exe PID: 6532 Parent PID: 3500

General

Start time: 19:00:34

Start date: 22/07/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
audio.mojom.AudioService --field-trial-handle=1572,7917042391378505505,988170294
1299426833,131072 --lang=en-US --service-sandbox-type=audio --enable-audio-service-
sandbox --mojo-platform-channel-handle=4612 /prefetch:8

0x7ff677c70000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
false

false

C, C++ or other language
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Reputation: low
Analysis Process: chrome.exe PID: 3708 Parent PID: 3500
General
Start time: 19:01:23
Start date: 22/07/2021
Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Registry Activities

Disassembly

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

false

'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
video_capture.mojom.VideoCaptureService --field-trial-handle=1572,79170423913785
05505,9881702941299426833,131072 --lang=en-US --service-sandbox-type=video_capture --
enable-audio-service-sandbox --mojo-platform-channel-handle=3848 /prefetch:8

0x7ff677c70000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

low

Show Windows behavior

Show Windows behavior

Joe Sandbox Cloud Basic 33.0.0 White Diamond
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