JOESandbox Cloud™*

ID: 453275

Cookbook: browseurl.jbs
Time: 17:23:06

Date: 23/07/2021

Version: 33.0.0 White Diamond



Table of Contents

Table of Contents
Windows Analysis Report https://covid.census.gov/jfe/form/SV_3en1hX9ulRWIp38?
Q_DL=SgNOIR2ri39yTOIl_3en1hX9ulRWIp38 CGC _ daprBTgzoTB4ekC&Q CHL=emalil

Overview
General Information
Detection
Signatures
Classification
Process Tree
Malware Configuration
Yara Overview
Sigma Overview
Jbx Signature Overview
Mitre Att&ck Matrix
Behavior Graph
Screenshots
Thumbnails
Antivirus, Machine Learning and Genetic Malware Detection
Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs
Domains and IPs
Contacted Domains
Contacted URLs
URLSs from Memory and Binaries
Contacted IPs
Public
Private
General Information
Simulations
Behavior and APIs
Joe Sandbox View / Context
IPs
Domains
ASN
JA3 Fingerprints
Dropped Files
Created / dropped Files

N

© ©O©W©O©OW®©O©OO®wmMONNNN~NODooR Ul BANWWWWWWWwww W

Static File Info 38
No static file info 38
Network Behavior 39
Snort IDS Alerts 39
Network Port Distribution 39
TCP Packets 39
UDP Packets 39
DNS Queries 39
DNS Answers 40
HTTPS Packets 45
Code Manipulations 48
Statistics 48
Behavior 48
System Behavior 48
Analysis Process: chrome.exe PID: 5496 Parent PID: 2052 48
General 48

File Activities 48
Registry Activities 48
Analysis Process: chrome.exe PID: 3504 Parent PID: 5496 49
General 49

File Activities 49
Registry Activities 49
Analysis Process: chrome.exe PID: 3420 Parent PID: 5496 49
General 49
Analysis Process: chrome.exe PID: 4952 Parent PID: 5496 49
General 49

File Activities 50
Registry Activities 50
Disassembly 50

Copyright Joe Security LLC 2021 Page 2 of 50



Windows Analysis Report https://covid.census.govljfelf...

Overview

General Information Detection Signatures Classification

Sample URL:  http:/fhttps://covid.census.
govijfel/form/SV_3en1hX9u EFarm action' URLs do matchimat

1RWIp38?Q_DL=SqNOIR2
ri39yTOI_3en1hX9ulRWIp
38_CGC_daprBTqzoTB4e

kC&Q_CHL=email

HTML titledoesinot match URL
Suspiciousiferm URL found

Analysis ID: 453275
Infos: ;f il &

Most interesting Screenshot:

E
Score: 2
Range: 0-100
— Whitelisted: false
Confidence: 80%

Process Tree

= System is wl0x64

. G chrome.exe (PID: 5496 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automation 'https://covid.census.gov/jfe/form/SV_3en1hX9u

1RWIp38?Q_DL=SgNOIR2ri39yTOI_3en1hX9ulRWIp38_CGC_daprBTqzoTB4ekC&Q_CHL=email' MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 3504 cmdline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=
1564,18278074203958404562,976415347008169297,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1708
Iprefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 3420 cmdline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=audio.mojom.AudioService --field-trial-handle=1564
,18278074203958404562,976415347008169297,131072 --lang=en-US --service-sandbox-type=audio --enable-audio-service-sandbox --mojo-platform-channel-handle=4612 /pr
efetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 4952 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=video_capture.mojom.VideoCaptureService --field-tr

ial-handle=1564,18278074203958404562,976415347008169297,131072 --lang=en-US --service-sandbox-type=video_capture --enable-audio-service-sandbox --mojo-platform-
channel-handle=4644 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview
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o)

Click to jump to signature section

There are no malicious signatures, click here to show all signatures

Mitre Att&ck Matrix

Command Remote
Privilege  Defense Credential Lateral and Network Service
Initial Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration Control Effects Effects
Drive-by Windows Path Process Masquerading [0S} Security Remote Data from Exfiltration Encrypted Eavesdrop on Remotely
Compromise Management  Interception Injection Credential Software Services Local Over Other Channel Insecure Track Device
Instrumentation Dumping Discovery System Network Network Without
Medium Communication Authorization
Default Scheduled Boot or Boot or Process LSASS Application  Remote Data from  Exfiltration Non- Exploit SS7to Remotely
Accounts Task/Job Logon Logon Injection Memory  Window Desktop Removable Over Application Redirect Phone Wipe Data
Initialization Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux] Logon Script Logon Obfuscated Files  Security uery SMB/Windows Data from Automated Application Exploit SS7to Obtain
p P
Accounts (Windows)  Script or Information Account  Registry Admin Shares Network Exfiltration Layer Track Device  Device
(Windows) Manager Shared Protocol &g Location Cloud
Drive Backups
Behavior Graph
Behavior Graph Legend
ID: g=S21o MALICIC I:I EroEaes
URL: https://covid.census.goviff... SUSPICIOUS i
Startdate: 23/07/2021 D SIEEIE
Architecture:  WINDOWS T I:l Created File
Score: 2 . DNS/IP Info
£, Is Dropped
A% Is Windows Process

static.xx.fbcdn.net 6 other IPs or do‘n started
- %
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chrome.exe

192.168.2.1 239.255.255.250

started

unknown unknown started

unknown Reserved

t.co tpop-api.twitter.com

104.244.42.194, 443, 49929, 49943
TWITTERUS

United States ES

104.244.42.133, 443, 49937
TWITTERUS
United States ES

66 o IPs or domains

S

g5
2z
oz

)

i
i
=

D@ 2 i~

Number of created Registry Values
Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

chrome.exe .'..'
[N
G H: Ko
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

XM Household Pulse Survey During = X +

c @ covid.census.gov/jfe/form/SV_3en1hX9u1RWIp382Q_DL=SqNOIR2ri39yTO|_3en1hX9u1RWIp38_CGC_daprBTqzoTB4ekC&Q CHL=email

Chrome is being controlled by automated test software.

Waiting for covid.census.gov...

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

hitp:/f https://covid.census.gov/jfe/form/SV_3en1hX9ulRWIp38? 0% Avira URL Cloud safe
Q_DL=SgNO0IR2ri39yTOI_3en1hX9ulRWIp38_CGC_daprBTqzoTB4ekC&Q_CHL=email

Dropped Files
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No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs
Source Detection Scanner Label Link
http://https://s.go-mpulse.net/boomerang/N5F9F-5SXNV-TJA4F-B6CEM-65LXH 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name 1P Active Malicious Antivirus Detection Reputation
gstaticadssl.l.google.com 172.217.168.3 true false high
star-mini.c10r.facebook.com 157.240.17.35 true false high
cs531.wpc.edgecastcdn.net 192.229.220.133 true false high
twitter.com 104.244.42.65 true false high
accounts.google.com 172.217.168.45 true false high
www-google-analytics.l.google.com 216.58.215.238 true false high
d27f3ggc9anoq2.cloudfront.net 52.222.174.63 true false high
cdn.digicertcdn.com 104.18.11.39 true false unknown
dcs-edge-irl1-876252164.eu-west- 63.32.159.255 true false high
1.elb.amazonaws.com

censusbureau.d1.sc.omtrdc.net 15.236.176.210 true false unknown
censusbureau.tt.omtrdc.net 52.213.168.74 true false unknown
tpop-api.twitter.com 104.244.42.194 true false high
scontent.xx.fbcdn.net 157.240.15.13 true false high

t.co 104.244.42.133 true false high
cs672.wac.edgecastcdn.net 192.229.233.50 true false high
www.google.com 172.217.168.68 true false high
¢s1404.wpc.epsiloncdn.net 152.199.21.118 true false unknown
clients.l.google.com 142.250.203.110 true false high
gis.geo.census.gov 148.129.75.137 true false high
googlehosted.l.googleusercontent.com 142.250.203.97 true false high
cs510.wpc.edgecastcdn.net 152.199.21.141 true false high
uscensusbureau.demdex.net unknown unknown false high
kaiticdijx3nayh234wq-f-a6f6e7152-clientnsv4- unknown unknown false high
s.akamaihd.net

abs.twimg.com unknown unknown false high
s.go-mpulse.net unknown unknown false unknown
dap.digitalgov.gov unknown unknown false high
data.census.gov unknown unknown false high
6852bd0c.akstat.io unknown unknown false unknown
kgqiticdijx3nayh235jqg-f-4b8ecdb08-clientnsv4- unknown unknown false high
s.akamaihd.net

cm.everesttech.net unknown unknown false high
api.twitter.com unknown unknown false high
WWW.Census.gov unknown unknown false high
clients2.googleusercontent.com unknown unknown false high
clients2.google.com unknown unknown false high
kgqiticdijx3nayh2345¢-f-ac8018cd7-clientnsv4- unknown unknown false high
s.akamaihd.net

video.twimg.com unknown unknown false high
uscensusbureaucovid.govl.qualtrics.com unknown unknown false high
platform.linkedin.com unknown unknown false high
dpm.demdex.net unknown unknown false high
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Name P Active Malicious Antivirus Detection Reputation

kgiticdijx3nayh234yq-f-fe811546c¢-clientnsv4- unknown unknown false high
s.akamaihd.net

govl.qualtrics.com unknown unknown false high
www.facebook.com unknown unknown false high
assets.adobedtm.com unknown unknown false high
pbs.twimg.com unknown unknown false high
www.linkedin.com unknown unknown false high
covid.census.gov unknown unknown false high
static-expl.licdn.com unknown unknown false high
static.xx.fbcdn.net unknown unknown false high
kgiticdijx3nayh2344q-f-5302de751-clientnsv4- unknown unknown false high
s.akamaihd.net

c.go-mpulse.net unknown unknown false unknown
server.arcgisonline.com unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation

http://https://www.census.gov/populationwidget/populationwidget.php false high

URLs from Memory and Binaries

Contacted IPs

Public

1P Domain Country Flag ASN ASN Name Malicious

152.199.21.118 cs1404.wpc.epsiloncdn.net United States = 15133 EDGECASTUS false

52.213.168.74 censusbureau.tt.omtrdc.net United States = 16509 AMAZON-02US false

216.58.215.238 www-google- United States = 15169 GOOGLEUS false
analytics.l.google.com

142.250.203.110 clients.l.google.com United States = 15169 GOOGLEUS false

157.240.17.35 star- United States = 32934 FACEBOOKUS false
mini.c10r.facebook.com

172.217.168.68 www.google.com United States = 15169 GOOGLEUS false

172.217.168.45 accounts.google.com United States = 15169 GOOGLEUS false

157.240.15.13 scontent.xx.fbcdn.net United States = 32934 FACEBOOKUS false

142.250.203.97 googlehosted.l.googleuser United States = 15169 GOOGLEUS false
content.com

172.217.168.3 gstaticadssl.l.google.com  United States = 15169 GOOGLEUS false

152.199.21.141 cs510.wpc.edgecastcdn.ne United States = 15133 EDGECASTUS false
t

148.129.75.137 gis.geo.census.gov United States = 7764 CENSUSBUREAUUS false

104.244.42.65 twitter.com United States = 13414 TWITTERUS false

192.229.220.133 cs531.wpc.edgecastcdn.ne United States = 15133 EDGECASTUS false
t

104.244.42.133 t.co United States = 13414 TWITTERUS false

192.229.233.50 cs672.wac.edgecastcdn.ne United States = 15133 EDGECASTUS false
t

104.244.42.194 tpop-api.twitter.com United States = 13414 TWITTERUS false

239.255.255.250 unknown Reserved [+ unknown unknown false

63.32.159.255 dcs-edge-irl1- United States = 16509 AMAZON-02US false
876252164 .eu-west-
1.elb.amazonaws.com

52.222.174.63 d27f3qgc9anog2.cloudfront United States = 16509 AMAZON-02US false
.net

15.236.176.210 censusbureau.dl.sc.omtrd United States = 16509 AMAZON-02US false
c.net

18.200.233.208 unknown United States = 16509 AMAZON-02US false

Private

P

192.168.2.1

192.168.2.3

192.168.2.6

192.168.2.5
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P
127.0.0.1

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Cookbook file name:

Sample URL:

Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time Type
17:25:09

Copyright Joe Security LLC 2021

33.0.0 White Diamond
453275

23.07.2021

17:23:06

CloudBasic

Oh 8m 29s

false

light

browseurl.jbs

http://https://covid.census.gov/jfe/form/SV_3en1hX9ulRWIp38?Q_DL=SgNOIR2ri39yTOI_3en1hX9ulRWIp38_CGC_daprBTqzoTB4ekC&

Q_CHL=email

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211

21

o O o o

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default
Timeout

CLEAN

clean2.win@47/558@42/27

Adjust boot time
Enable AMSI

e o o o o o o o

Browse: https://www.census.gov/householdpulsedata

Browse: https://www.census.gov/data/experimental-data-products/household-pulse-survey.html#content
Browse: https://www.census.gov/en.html

Browse: https://www.census.gov/data

Browse: https://www.census.gov/data/experimental-data-products.html

Browse: https://www.facebook.com/sharer/sharer.php?quote=The+new+Household+Pulse+Survey+is

+designed+to+deploy+quickly%2C+and+efficiently+collect+data+on+how+people%E2%80%99s+lives+
have+been+impacted+by+the+Coronavirus+pandemic.&amp;u=https://www.census.gov/householdpulsedata

e Browse: https://twitter.com/intent/tweet?url=https://www.census.gov/householdpulsedata&amp;text=The+new+Household+Pulse+
Survey+is+designed+to+deploy+quickly%2C+and-+efficiently+collect+data+on+how+people%E2%80%9
9s+lives+have+been+impacted+by+the+Coronavirus+pandemic.

e Browse: https://www.linkedin.com/sharing/share-offsite/?url=https://www.census.gov/householdpulsedata&amp;titte=Measurin
g+Household+Experiences+during+the+Coronavirus+Pandemic&amp;text=The+new+Household+Pulse+S
urvey+is+designed+to+deploy+quickly%2C+and+efficiently+collect+data+on+how+people%E2%80%99
s+lives+have+been+impacted+by+the+Coronavirus+pandemic.&amp;source=U.S.+Census+Bureau

e Browse: https://www.census.gov/content/dam/Census/data/experimental-data-products/data-products.jpg

e Browse: https://www.census.gov/programs-surveys/household-pulse-survey/data.html

e Browse: https://www.census.gov/data/data-tools/household-pulse-data-tool.html

Show All

API Interceptor

Description

1x Sleep call for process: chrome.exe modified
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Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created | dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

451603

5.009711072558331

false

12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzvRKhGvwJ]
A78AD14E77147E7DE3647E61964C0335
CECC3DD41F4CEA0192B24300C71E1911BD4FCE45
0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0OESI3FA

DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5FAEF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7EBE10648EA8321
01

false

low

BDic.... ....6..."..Z..49....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |. AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\user\AppDatal\LocalLow\Microsoft\CryptnetUriCache\Content\CC7594B0C90F3F2256C46D2FDBA24D95

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1262

7.22485770722756

false
24:7ShGIGv46u7sBHRS6Vbh3IhU+pjdguEAVGX95rs56d5CdUInUfkuhgy042X:7kJvOsTSu71jJghAVmOueUMuhgyj2X
B64852C81713421B7E47E4302F97658A

6938FD4D98BABO3FAADB97B34396831E3780AEAL
25768713D3B459F9382D2A594F85F34709FD2A8930731542A4146FFB246BEC69
6A6F6DA5D47D88757F16853723198D5AD55F4A041E1EAA5200AF7F1054800CD4A9EA734AF8763DF1209A8CE2273DCODBBFC766731DB5117BFC66D44DB2B700¢
false

low
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C:\Users\user\AppDatal\LocalLow\Microsoft\CryptnetUriCache\Content\CC7594B0C90F3F2256C46D2FDBA24D95

Preview:
0..0.cceceee. 5.\)+.}.e...0..*H.......0a1.0...U....US1.0...U....DigiCert Inc1.0...U....www.digicert.com1 0...U....DigiCert Global Root CAO0...200924000000Z..3009232
....K.eGp..OX...f. 1. T.IfF.,..d...... ... z...V..X.Q. 4.
VoY% { RARSOW.LL 7. KgL"Q..... WQt&.}..b... #.%S0.4X..... XI"{........ |.Q..7.6.Kb.l...g..>...AD.gB}X........2.."" . +t....d...S.V.X..[.)..10....\Wmky.+." ...=@.10............. 0...
0..U...... k....y.....v..0...U#.0....P5V.Lf.....=.U0...U.......... 0..U.%..0..+......... o 0..U....... 0....... OV..+...cees jOh0$..+.....0...http://ocsp.digicert.com0@..+.....0..4http://

00..U. )00...g...0...g....0...g.....0...g....0.. *H.......

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\CC7594B0C90F3F2256C46D2FDBA24D95

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 266

Entropy (8bit):  3.098219488358403

Encrypted: false
SSDEEP: 3:kkFKIWRLfIIXIE/NtoGr/vhDvcalXl+RAIdA31y+NWO0y1CSkNm/flgGNI5Ig3b3/:kKtUtBcalgRAOAUSWOEXNQ30iW/n
MD5: 776AA946D60195AC4D0417DEFB6D1F46
SHA1L: 0AD79A00A928F41CB11F595F3103F8331A6FE105
SHA-256: 4E3A893C2C8249BA50516FE8B47FB1E59C7BA3D1172AF6DD68CBFDC23BD38CB5
SHA-512: 67A94AA1EFE83832523220F00DF76656D4AADDA8BBF7D535F4F85EF0139119360D71D25902F6CB3903FA63CDF1A66B63E7A7C3573AF8EDF8F1A45227BE838752(
Malicious: false
Reputation: low
Preview:
Peveer e Xeowae Mot AU http..//cac.erts..digic.ert..com./D.g.iC.ertT.LSR.SASHA256.2.0.20.C

Al.crt."5f6.d4.4.10.-4ee".

C:\Users\luser\AppData\Local\Google\Chrome\User Data\la3d923d-c92a-450b-a525-6240c399b863.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 166208

Entropy (8bit):  6.04919883427251

Encrypted: false

SSDEEP: 3072:Q0ayzVlexIBLiktL4AbbFF1CfLIWfFcbXaflBOu1GOJmASiuRE:iIBLBtL/F1CfVtaqfllUO0SIURE
MD5: 20FDF88F2D5D5EE37EBBOSE7231B1AB5

SHA1L: 1AA567837A0A3FF6C13B76AB6C32154CF1103DD2

SHA-256: 71D4F7BC15E80B187E018E5BAC13C1D3804A3B08A58D34A12F7D41FB6F7976B1

SHA-512: 72CB32F03290ED5C7EFC437B39058258E00C665B0FC02DBA38418D33921D0788B2D8221F9827BC048E771FF3DC14813C8ADDOFA45486093B76046E790682CA3€
Malicious: false

Reputation: low

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.627086243558919e+12,"network":1.627053845e+12,"ticks":5794559845.0,"uncertainty":4370503.0}},"os_crypt":{"encrypted_key":"R
FBBUEKBAAAAOlYyd3wEVORGMegDAT8KX6WEAAABLISWK94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkpp
Nr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BxiFP4bdRY JDXn4W2fxY qQj2xfYeAn
S1vCL4IXAsdfliw4oXIE4R7I0AAAABIt36FqChftM9Ib7EtaPWIBXRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245951016582099"},"plugins":{"metadata":{"adobe-flash-player":{"dis

C:\Users\user\AppData\Local\Google\Chrome\User Data\lec1b88b-ebb0-47c2-bb16-22502ba811fb.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 174673

Entropy (8bit):  6.078915097873806

Encrypted: false

SSDEEP: 3072:WsGOayzVlexIBLiktL4AbbFF1CfLIWfFcbXaflBOu1GOJmMASiuRE:hgIBLBtL/F1CfVtaqgfllUO0SIiuRE

MD5: 9EA63511EO0E9D5B6DAFCDES2EECABCAF

SHAL: 9E313A4297576EACIEB2A21CB6DD82381F61720C

SHA-256: 819397EBOFEB6BCI9C3A9078051B03CA53464BCD1BEAD2D06395384887447F920

SHA-512: 62346D33BB55BB4D2D9D7BE35E6B1ADC8C397E7C250047CDC5B34CDBCF4E605A697CB905F4A8ECABOEF91E47DCEE7A147CD000055591A4B7FC138D6F66321
F2

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\lec1b88b-ebb0-47c2-bb16-22502ba811fb.tmp

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.627086243558919e+12,"network":1.627053845e+12,"ticks":5794559845.0,"uncertainty":4370503.0}},"os_crypt":{"encrypted_key":"R
FBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkpp
Nr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAQILG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JiDXn4W2fxY qQj2xfYeAn
S1vCL4JIXAsdfliw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw9I8XRX5Y944rq1WsGWcOPFyXOajfBLBGXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245951016582099"},"plugins":{"metadata":{"adobe-flash-player":{"dis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\3ddfe3e4-a6ad-4432-b03a-3015c3c3e6ff.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

103360

3.7501578329031746

false
384:XbonXNgwF2xNV2criNDrYvf13wPhwHpsGO0zr+ZXvxohNtsr2bmGSsaFbH7QOhBfK:vSKVVgNs4UeocuxEnbOFKrFHh1
C5264B59EB3F881F77E819ACA31F73B6

ED1E11CACC58C18CE828FD8D33DE1CD114613FB5
D48294721AF80FCF5B9D9DD87FC83583AE6BDE32AD046EF24421E7BAB1BOF549

4118EB3A3F43842C52BC99DC5238BFA414B8AEG6CF43DDA93FC6D58B3A9F99C877D44971FCA01CD04A4CCO3CFCFB7ES56A7126B9EG800896CI9AB1CI3D6E07AGL:
EB

false

low

................ *..C..\\P.R.0.G.RA~1\M.I.C.R.0.S.~.1.\.0.ffic.e.l.6\.G.R.O.0.V.E.EXX..D.L.L..PL...[)...%.p.r.o.gramfiles.%.\m..c.r.os.oft .officelo.fficel6\..
..g.r.o.ov.eex..dll..Micros.oft .Office..2.0.1.6..*. Micro.so.ft .O.neD.r.iv.e. for .Bus.ines.s. .Extens.ions...16..0..47.1.1..1.0.0.0....*
..C..\P.R.0.G.RA~1\M.IC.R.O.S.~1\0O.ffic.el6\G.RO.O.V.EEX.D.L.L...Micros.oft .Co.r.p.oration..@8.D..C.:\P.ro.g.ram. .F.iles\C.omm.o.n.
.F.iles\M..c.ros.oft .Shared\O.F.F.ICE.1l6\ms.0shext.dl.@...U/..%.comm.o.np.ro.gramfiles.%.\m.icros.o.ft shared\officel6\...
.m.s.o.s.h.ext.dll..Micros.oft Offic.e.)..Micr.os.o.ft .Office..Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1...D..C.:.\\P.ro
.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\47888741-95ab-49a8-a719-941aba46flec.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

174673

6.0789138377265415

false
3072:W9sOayzVlexIBLiktL4AbbFF1CILIWfFchXaflBOU1GOJIMAIIURE:Q2IBLBtL/F1CfVtagfllUO0SIiuRE
D44709DAB76D430543F576D5EE2DB116

F20D9A4DDC79EFCE102B1449924F66BD55E9751F
D225BE08370003658E759FAB2E60E11EE99E892C50EC42F214D9CD2DFDAGFED2
DB78E42237DEBE40BBCOB60EAEDD270F1101EC4E2432C2C8101FBE671F0C0088270778863B3AD50F3A6C6964078CA2BA1F3405B1297F9B7A477228869B05136F
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.627086243558919e+12,"network":1.627053845e+12,"ticks":5794559845.0, "uncertainty":4370503.0}},"0s_crypt":{"encrypted_key":"R
FBBUEKBAAAAOlYyd3wEVORGMegDAT8KX6WEAAABLISWK94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkpp
Nr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAQ)LG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JiDXn4W2fxY qQj2xfYeAn
S1vCL4IXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPWI8XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245951016582099"},"plugins":{"metadata":{"adobe-flash-player":{"dis

C:\Users\user\AppData\Local\Google\Chrome\User Data\49190660-bfcc-4064-b21a-3c7422eb8b4c.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

92724

3.750714104219658

false
384:DbonXNqwxx2riNDrYvf13wPhwHpsG0zr+ZXvxohNtsr2bmGRaFbH7QOhBN+1TqY:gKVVgNw4UejD9xUnbOFKrFHhC
6F1957AA2A94578F974707539C12306F

6F69BAB16FBA9F652EA94E88E167E6281C6945B4
3A84A5A92337119F8D64F8EF75CCE97D42C0475994B5884BCE97ABAA3DFF3F71
1F1898777FEBE8B871862F5E43E672553F61DF80689E6A1DD3808E8059B1F87C2A15D33824C0D0976250571DC51BIBAA090D4B435B0014BA61F7F611DB1675D9
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\49190660-bfcc-4064-b21a-3c7422eb8b4c.tmp

Preview:

(0] RV, *..C.\.P.R.0O.G.RA~1\MIC.R.O.S.~.1\.0.ffic.e.l1.6\G.R.O.0.V.EEX..D.LL..P..[)..%.p.ro.gram./files.%.\m..c.r.o.s.oft o.ffic.elo.ffice
.1.6.\....g.r.o.ov.eex.dll..Micros.oft .Office. .2.0.1.6..*.M.icr.o.s.0.ft .O.neD.rive. for. .B.us.ines.s. Exte.ns.ions...16..0..47.1.1.10
.0.0....*...C.\.P.R.O.G.RA.~1\MIC.R.O.S.~1\.0.ffic.el6\GRO.O.V.EEX..D.L.L...Micros.o.ft .Co.rp.oratio.n.@8.D..C.\P.ro.gram. .Files\C.o
.m.m.o.n. .F.i.le.s\M.i.cro.s.oft .S.h.ared\O.F.FICE.1.6\ms.0shext.dl.@...U/..%.comm.o.np.ro.g.ramfiles.%.\m.ic.ro.s.o.ft .share.d\o.f
fic.e.l6.\...ms.os.hext.dll..M.icros.o.ft O.ffic.e.)..Micros.o.ft .Office. .Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1...D...C
2\P.ro.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\4da0bf35-bc54-40a9-b279-0dc8df3f41ef.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

174673

6.0789130046311595

false

3072:CH80ayzVlexIBLiktL4AbbFF1CfLIWfFcbXaflBOULGOJMAZIURE: +mIBLBtL/F1CfVtagflUO0SIURE
A167DF83C37A6C71A43F66667D9EFBD7

70EE4BAB43AE6E51D9389100873CE819A9B65D68
E5F05C6B124BDA41BE6GE70EAGEFF331E9456591D36AFF8D6285E766DD7FE02A0
075F73CD5555354773E2C44300C6F946C0550E4032F2BBOEF2D23BEC1B7FF90152EC62F411883B3EA9CI737685EBDFAA46D8FECF5C3E4FDE37B08C5742441F6
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.627086243558919e+12,"network":1.627053845e+12,"ticks":5794559845.0,"uncertainty":4370503.0}},"os_crypt":{"encrypted_key":"R
FBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWK94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWitxhoUVdUYrYiwg8iJkpp
Nr2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQGILq1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BXiFP4bdR Y JjDXn4W2fxY qQj2xfYeAn
S1vCL4JXAsdfliw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPWI8XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"dis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\5e5b78h5-76f4-4161-af8f-e08d37e91e44.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SysEx File -

dropped

94708

3.751155142079015

false
384:tbonXNgwF2xNV2criNDrYvf13wPhwHpsGO0zr+ZXvxohNtsr2bmGRaFbH7QOhBNk:5SKVVqNw4UejDIXUnbOFKrFHhe
B028F9D2815C7783164173AA80FADOFC

240F19DFFA7FESDE1324D0B325595F0F651B89F4
B67ACCO5A0E8C3A0F4ECEOACEB647BAABE2C9930405C07B06DD2BIC3CAD23EBS

7A0D092DEG5A1A73326DBBF2A7D22C25D1A8F04671BFBB7E41560BAE647C573BB038ADD4A341B4B3C989989CE4BBA7ECG0F375752953E441B3FC9B7DC3B474
55

false

low

Qoo CLALP.R.O.G.RA~1\M.I.C.R.0.S.~1\.0.f fi.c.e.1.6\.G.R.O.0.V.EEEX..D.L.L.PL.])..%.p.ro.g.ramfiles.%.\m.icros.oft officeloffice
.1.6.\.....gro.0.v.eex.dll..Micros.oft Office .2.0.1.6..*.Micros.oft .OneDrive. for B.usiness. Extens.io.ns...16..0..4711.10
.0.0.....*..C..\P.R.0O.G.RA~1\M.I.C.R.O.S.~1\0fficel6\GRO.OV.EEX.DLL..Micros.oft Co.rp.oration.@8.D..C.:\Pro.gram. F.iles\C.o
.m.m.o.n. .F.iles\M.icros.oft Shared\OFFICE1l6\msoshext.dl.@...U..%.comm.o.np.ro.gramfiles%\m.icros.oft shared\o.f
ficel6\...msoshext.dll..Microso.ft Offic.e)..Micros.o.ft .Office. .Shell Extens.io.n. Handlers....16..0.426.6..10.0.1...D..C
s\P.rogram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

120

3.254162526001658

false

3:FkXftOXE1G1mstftOXE1G1mstitOXE1n:+ftIE1IGImKfIEIG1mkitIELn
E9224A19341F2979669144B01332DF59
F7F760C7104457DF463306A7F7BAE0142EFCEBSB
47DD519C226D23F203ACAEOEC44DF9BB6208828E24F726E1602EA52F63C3E2BE
4184302DEB5009D767FECFC150F580DD57D5CFICF3BFEB7E52C9F3340E5E6499251B9F0DFF37F0454411FED9046880E0A9204312D021294256372C916B8155AC
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\070b0d14-ddf9-443a-8b0a-d64bd564ac30.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4438

4.863446523418582

false
96:JO0XGDHzAEKnccex7fiGqGdlj46fON/KIK6J0i+fHZTnalDhwhH:JOXGDHzAEKccxjiGqcj46f0ReK6J0i+t
CD1F8D45791531BBFE5207B9B1D129CA

6C35B4CF4B271FEA33A4A304C7CBDI9B1882695E9
06B7DDDFC02C39335C184436B4CDB3697A086FEE1BIA2ED8FE467463CD2AAF65
39F6B2F8BC7E079EE96C5B12D0182A29256A1609036203C8846694A1E5171830C69A74E3FICAASCH630DIBAB31ABCC4862DIEA035099DEFBB6BAGF43BD044752¢
false

low

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://apis.google.com","supports_s
pdy":true} {"isolation™:[],"server":"https://play.google.com”,"supports_spdy":true} {"isolation":[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server"
"https://dns.google","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13274151843269631","port":443,"protocol_str":"quic"}],"isola
tion":[],"server":"https://redirector.gvtl.com","supports_spdy":true}{"alternative_service":[{"advertised_versions":[50],"expiration":"13274151843413868","port":443,"pro
tocol_str":"quic"},{"advertised_versions":[50],"expiration":"13274151843413872","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://r2---sn-h0jeIn7e.gvtl.com"},

{"isolation":[],"server":"https://uscensusbureaucovid.govl.qualtrics.com","supports_spdy":true} {"isolation":[],"server":"ht

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\28f5cc1d-af65-48bb-a95c-eb4c17464947.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22595

5.535826563745343

false
384:KHDttLILvXV1kXgKf/pUZNCgVLH2HfDtrUIHGINTG6XmOW4Q:OLItV1kXqKf/pUZNCgVLH2HfIru8GInU
07606786A6E24BA7BC41C1FOB3CAB81AC

0D9A541E56F21FDA960E6CE3C47A6460F2B94FCA
009E2FAA5CC5011928E2217D2E18B5C573EB46906D9287A8D9486135F4F03D24

9A112E205198BBE94C6676CBAES3515ACEAO07AE427F251F3A2FADE1A51C6C81CCOA3SEICBB2C5EBAGB26BOEBB5C761BF30A459F8FD6461A9F996BESCDOABOE
444

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api*:[‘management”,"system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13271559838587274" “location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome." ,"icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ij]SOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\2c3fd3c9-4477-43a0-a940-b0554aa22dfd.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5105

4.982871548000931

false

96:nYCz0XMpcKIZok0JCKL83k11MbOTQVuwn:nYCCMpc24KEK1E
62CFBF8F74320D2F75D629D3A7E73DBA
169DE42ECO013E4E159D7875454EE892E86242D73
C2051773DDAF7AB4A8C55C00D97790CFAAC3615FF6CDAFELEAEE2E2C2280F738

4F47ED50DE3957B0BC373F180CFF6581E3A7D99604B2605F2A76B4844CA9E606D124CB886FE4D13D34A342A9C21CD590BCO8F8CCIA341F7AA90C119B731EEAI
B

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13271559838968582","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofi orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group' 'should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install':21843,"data_reduction":{"daily_original_length":["0’ "0 "0 "0 "0 "0 "0 "0 "0 0"
,"o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0" "7355378"],"daily_received_length":["0","0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4e0d3d99-1386-46fa-9e57-2222e1flfcad.tmp

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4e0d3d99-1386-46fa-9e57-2222e1flfcad.tmp

File Type: ASCII text, with very long lines, with no line terminators
Category: dropped
Size (bytes): 4219

Entropy (8bit):  4.871684703914691

Encrypted: false

SSDEEP: 48:YXsJjMH+5s57YMHBKsvxMHVzspxMHbsIHt/soBDysKgnslizMHpDCLsSWIMHLSNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH

MDS5: EDC4A4E22003A711AEF67FAED28DB603

SHA1L: 977E551B9ED5F60D018C030BOB4AA2E33B954556

SHA-256: DD2C9F43F622F801FCC213CDESE3E90EF1D0D26665AE675449A94CEC7EB1D453

SHA-512: 84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD160:
Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350
1454994" "port":443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\52502a42-9e75-41e6-ac7f-a918b6e93ebf.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3048

Entropy (8bit): 5.608258220984387

Encrypted: false

SSDEEP: 48:YUFUqw1LUb6UUhFEUYyUCKUQ/jUI8yUzUzKUpl4g5lUa7omBsmU7yUTgPeUer2UeN:dU/LU+UUQUYUCKUOU9yUzUzKUabUtmFz
MD5: F75F9982A4E11CD2BCA65253B7CC98ES

SHA1L: 83DDOCD798E1E8249B752312533A156CABBC69FE

SHA-256: 6AD8C14DC2863FA463B560883905B86E4CF2F8AD3486558F811060C0D3C05830

SHA-512: 946EC17C73A5B12AB91273D2279053663437CBB64F3E984E3DEISC6F6BICA2C1D25FDEF404974E1A52DF24F9412057BA4ABD5416297FEAD610F4089D4D897C0
Malicious: false

Reputation: low

Preview:

{"expect_ct":[],"sts":[{"expiry":1658622309.202274,"host":"AYn/ORUUCA+dtfJ8evM2C7EY0gUuiaPUwyQjHng621k=","mode":"force-https","sts_include_subdomains"
false,"sts_observed":1627086309.202278} {"expiry":1658622294.192047,"host":"l/IWWzGC30RCzIliApY PQWeHZL0i50Q2mdITs65nBys|=","mode":"force-https","sts_i
nclude_subdomains™:false,"sts_observed":1627086294.192053},{"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoealXAEYPlv4=","mode":"f
orce-https”,"sts_include_subdomains":true,"sts_observed":1601478077.350503},{"expiry":1642638300.994522,"host":"TZmujbl93Yt3JI8wZ4 X/zjk AOWFNGNW44A+07h
4YyHw=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1627086300.994526} {"expiry":1658622245.104889,"host":"TbNXujyuKYzEXGI5SEV]jL
Cj66Y/dVNhzvObnrKtgcQLg=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1627086245.104896} {"expiry":1658622251.250057,"host":"UXk
WKK50RSIeOpxRNE8AV4z71mmitHDrvDfp8QzFpcE=","mode":"force-https”,"sts_include_subdomains":true,"sts_o

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\61fa8bd1-eaa4-4578-8991-a015510a7880.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3048

Entropy (8bit):  5.607083453688251

Encrypted: false

SSDEEP: 48:YuFUp1LUb6UUhQEUMUCKUQ/jUI8yUzUWDKU7q5lUa7omBsmU7yUTgPeUer2UefWU:vUvLU+UULUMUCKUOU9yUzUOKUoUtmFUo
MDS5: 4CA63D976527CCABDDA56BE483BDFDI1

SHAL: B5361EBC9C2BD07387CE1D5165799C421F0AFI8F

SHA-256: BC1967CABC54F1E170EC6F094C64CD07542C9973AFCESF6C6782279EACCF5598

SHA-512: ED78DF8A07199EA847D1A14E1D6691EA784DE890378F728127BC8E6380172948B13444298BDC5069AE83AE20D6D5B5E7F0250748F14F49CF170642AE6EB7023D
Malicious: false

Reputation: low

Preview:

{"expect_ct":[],"sts":[{"expiry":1658622300.016782,"host":"AYn/0RUuCA+dtfJ8evM2C7EY0gUuiaPUwyQjHng621k=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1627086300.016788},{"expiry":1658622294.192047,"host":"I/IWWzGC30ORCzliApYPQWeHZLoi50Q2mdITs65nBys|=","mode":"force-https","sts_i
nclude_subdomains":false,"sts_observed":1627086294.192053} {"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoealXAEYPIlv4=","mode":"f
orce-https","sts_include_subdomains":true,"sts_observed":1601478077.350503},{"expiry":1642638291.733488,"host":"TZmujbl93Yt3J18wZ4 X/zj)k AOWFNGNW44A+07h
4YyHw=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1627086291.733492} {"expiry":1658622245.104889,"host":"ThNXujyuKYzExGI5EV]L
Cj66Y/dVNhzvObnrKtgcQLg=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1627086245.104896}.{"expiry":1658622251.250057,"host":"UXk
WKK50RSIe0pxRNE8AV4z71mmitHDrvDfp8QzFpcE=","mode":"force-https","sts_include_subdomains":true,"sts_o

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6de3d020-8551-4252-ade0-5fa4b3d769d1.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6de3d020-8551-4252-ade0-5fa4b3d769d1.tmp
Size (bytes): 2210
Entropy (8bit):  5.614929600040242

Encrypted: false

SSDEEP: 48:YI6UUhHEURCUCKUQ/jUyUWDKUuUTgPeUer2UefWpwU22UOUenw:GUUKURCUCKUOUyUOKUuUmMPeU9UEWqU2T

MDS5: 7202676261C098234E033FC896F0E15E

SHA1L: F38E6346F238E028C32B0A0267D27A5EFFD1BD17

SHA-256: 0288B0C063A129653AEA6851440719BBEF7F70829E423DF5ABD879D8B7D15C18

SHA-512: 47B68A28EEBB91AB0089D206405B113FA2096140F79AE93F063C2A9DBA15FABECCLE7CE64D11DB5B163B990B89IB5DCA217B3301713774CA2A578806ADEC1D3
1

Malicious: false

Reputation: low

Preview:

{"expect_ct":[],"sts":[{"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEYPIv4=","mode":"force-https","sts_include_subdomains"
‘true,"sts_observed":1601478077.350503},{"expiry":1642638288.020978,"host":"TZmujbl93Yt3J18wZ4X/zjk AOWFNGNW44A+07h4YyHw=","mode":"force-https","sts_in
clude_subdomains":false,"sts_observed":1627086288.020985},{"expiry":1658622245.104889,"host":"TbNXujyuKYzEXGISEV]LCj66 Y/dVNhzvObnrKtgcQLg=","mode":"fo
rce-https","sts_include_subdomains":true,"sts_observed":1627086245.104896},{"expiry":1658622251.250057,"host":"UXkwKK50R SIeOpxRNE8AV4z71mmitHDrvDfp8Qz
FpcE=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1627086251.250062} {"expiry":1658622251.396867,"host":"YHSMTQnY C85xpfxQXKcYuC
OwBIhWAWICTB+UjCnXwn0=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1627086251.396872} {"expiry":1637972655.841281,"host":"fJjUr
PghktMfiTHIX3QO0pJi/P12Q72DBgzzJqjINC40=","mode":"force-https","sts_include_subdomains":true,"sts_obs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\7285dc9c-bf58-4018-b2d2-6d07238e892a.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1874

Entropy (8bit): 5.609423000312037

Encrypted: false

SSDEEP: 48:Y16UUhqUCKUQ/jUtseKUeUUTgPeUer2UefWpwUEv2UoUenw:GUU4UCKUOUt3KUZUmPeU9UEWQqUEV2Uo02
MD5: 73FCBECE5766CC628FDB3E374B35495B

SHA1L: 70F602E3D27361D5DA4157538C381B4F3FF630F7

SHA-256: 36B290BA4349B0456818B302EF511B6F4A65980C17EBDCFF73E5B1740AF23E05

SHA-512: 3CD28C42164AF5786983AD7D3FD288C840E16069917CE8BIBFD13F6842A30AD32C55B4242F8533BB8379F018FAB898DBE6D15DAFC31F6983460F40FC07801CCI
Malicious: false

Reputation: low

Preview:

{"expect_ct":[],"sts":[{"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEYPlv4=","mode":"force-https","sts_include_subdomains"
‘true,"sts_observed":1601478077.350503},{"expiry":1658622245.104889,"host":"TbNXujyuKYzEXGI5EVjLCj66 Y/dVNhzvObnrKtgcQLg=","mode":"force-https","sts_in
clude_subdomains":true,"sts_observed":1627086245.104896},{"expiry":1658622251.250057,"host":"UXkwKK50RSIeOpxRNE8AV4z71mmitHDrvDfp8QzFpcE=""
mode":"force-https","sts_include_subdomains":true,"sts_observed":1627086251.250062},{"expiry":1658622251.396867,"host":"YHSMTQnY C85xpfxQXKcYuCOwBIhWAW
iCTB+UjCnXwn0=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1627086251.396872},{"expiry":1633014077.22511,"host":"nAuqgR4IEWti7S
OdT3UHPI6rmZU/Dealm38P2020kgA=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601478077.225114} {"expiry":1658622245.954931,"hos
t":"wPBGK7SV+UX5bgJcuOl1WRTpTkGu+94cCkvBBYprdTY=","mode":"force-https","sts_include_subdomains":true,"sts_obse

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\82b13cc1-0c82-4abf-8fcf-4e57bee9797d.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 22596

Entropy (8bit):  5.53587613531401

Encrypted: false

SSDEEP: 384:KHDttLI1vXV1kXgKf/pUZNCgVLH2HDrUIHGmnTG6XmeW4r:0LItV1kXgKf/pUZNCgVLH2HfIru8Gmn5

MD5: 5C1C8818BF6E63B74E31B7B420E44C5E

SHA1L: D9AA4735D4B45A810CA1307A23EDCC2DC60596B9

SHA-256: A1ED40476308CA8D167ED5CB4121554F8FAC7C31454888AC65874A34E31DBE45S

SHA-512: DO9EFCC8B17BA0D3A9549374A2AB0C1B62DB1626846DBC8F9710AA371EA6CE1216A839E1F002E66C73AA2E4F5B102F09CB4D7DCOFE2A082791C1DDELAS2FO!
D6

Malicious: false

Reputation: low

Preview:

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13271559838587274","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls"["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8742d8b7-fb34-48b1-a078-91d677ecc594.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8742d8b7-fb34-48b1-a078-91d677ecc594.tmp

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

2043

5.611792226832913

false

48:Y16UUhqUCKUQ/jUyUWDKUuUTgPeUer2UefWpwUj2U9xUenw:GUU4UCKUOUyUOKUuUmMPeU9UEWQqUj2U9A

6336A2E562AB65E707A82B063A320586

41AE34BA08DFE4C381456ABODA4B8ABFAB69CC27

FA6D7DF6699B5ACD4D48E91CB15A1AA888B4EBABIBIGIAFD6624052248DB7B21
F818F883EF484F2F31289A6AC0955A4DED8BD3CB689A80116318E309081FFEE6235231AFD5AA4B684291C3905BC7C2626A67761297490291EF20E77EBC44D2CA2
false

low

{"expect_ct":[],"sts":[{"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEYPIv4=","mode":"force-https","sts_include_subdomains"
‘true,"sts_observed":1601478077.350503},{"expiry":1658622245.104889,"host":"TbNXujyuKYzExXGI5EV]LC]66 Y/dVNhzvObnrKtgcQLg=","mode":"force-https","sts_in
clude_subdomains":true,"sts_observed":1627086245.104896},{"expiry":1658622251.250057,"host":"UXkwKK50R SIeOpxRNE8AV4z71mmitHDrvDfp8QzFpcE=","
mode":"force-https","sts_include_subdomains":true,"sts_observed":1627086251.250062},{"expiry":1658622251.396867,"host":"YHSMTQnY C85xpfxQXKcYuCOwBIhWAW
iICTB+UjCnXwn0=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1627086251.396872} {"expiry":1637972655.841281,"host":"fJjUrPghktMfi
THJIX3QO0pJi/P12Q72DBgzzJqjINC40=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1627086255.841287},{"expiry":1658622275.183043,"hos
t":"nAuqgR4IEWti7SOdT3UHPI6rmZU/Dealm38P2020kgA=","mode":"force-https","sts_include_subdomains":false,"sts_obs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\89abc0d1-b7cb-46be-84bb-dda05927ad0c.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2041

5.611477040169513

false
48:Y16UUhqUCKUQ/jUyUaseKUeUUTqgPeUer2UefWpwUEv2UoUenw:GUU4UCKUOUyUa3KUZUmPeU9UEWQqQUEV2!
D737149FA76EE40BAB0F4F2B7277D620

EDOD3860874F43FBDF427F9D527D490A679159BE
6110B4BAA2564088839940DD13F13635CC5005FC6ACI2EO0CCE8C525DFIE23852
E823A63C64E16C7FC299E9BA54132042FECBE029534D45F2E8222E09498AB74735107F6B5478EA60B65192A54EC7E952187890031589A43902714E3E7BIAFEID
false

low

{"expect_ct":[],"sts":[{"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEYPlv4=","mode":"force-https","sts_include_subdomains"
‘true,"sts_observed":1601478077.350503},{"expiry":1658622245.104889,"host":"TbNXujyuKYzEXGISEV|LCj66 Y/dVNhzvObnrKtgcQLg=","mode":"force-https","sts_in
clude_subdomains":true,"sts_observed":1627086245.104896},{"expiry":1658622251.250057,"host":"UXkwKK50RSIeOpxRNE8AV4z71mmitHDrvDfp8QzFpcE=""
mode":"force-https","sts_include_subdomains":true,"sts_observed":1627086251.250062},{"expiry":1658622251.396867,"host":"YHSMTQnY C85xpfxQXKcYuCOwBIhWAW
iCTB+UjCnXwn0=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1627086251.396872},{"expiry":1637972655.841281,"host":"fJjUrPghktMfi
THJIX3QO0pJi/P12Q72DBgzzJqjINC40=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1627086255.841287},{"expiry":1633014077.22511,"host
""nAuqgR4iIEWti7SOdT3UHPI6rmZU/Dealm38P2020kgA=","mode":"force-https","sts_include_subdomains":false,"sts_obse

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.30042494758006

false
6:mf3q2PWXp+N23iKKdKIRXXTZIFUtpOsZmwPOZkwOWXp+N23iKKdK9RXX5LJ:2va5Kk7XT2FUtpR/P25f5Kk7XVJ
OE2A1AC3AF1D6DE604B5A8D3D75EFC80

43ACABBACS5CEOF4CC215E8520552EAFE10151FAS
494AEB33B1569DC3416EC9BB1591B8609997FA96E63F787A16DE79B85A243FB5
772165C272720240B140E1E122F3EE24A2C48DC176077DECA53EA8809A04A5374FEE13781211D11106BCF143395BC7E95E0421F961D2B9B8ESACF2E535DD5923
false

low

2021/07/23-17:24:16.969 18b4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
07/23-17:24:16.992 18b4 Recovering log #3.2021/07/23-17:24:16.993 18b4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text

dropped

318

5.278838304758079

false

6:mfPq2PWXp+N23iKKdKyDZIFUtpOGOZmwPOGikwOWXp+N23iKKdKyJLJ:uva5Kk02FUtpzO/Pzi5f5KkWJ
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

D67DDDC83D49F86C1830571C7714F930
390528FO0BDFDCBD3876F90579727CE2D7415D293
DCAADGEEB2C34AAA26BDCFOE198D29A6CE4F5494813A01236528DF639CBBOF74

1008009C5BDD6E787CEFD84F173C68AF9DBOA4A4CCB38641BF2C3FA4E116FCC505F221B98A120917F23F578716AC0D0373E5D7226EC2A345BFC84EDAD375E1
9

false

low

2021/07/23-17:24:16.961 18b4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/07/23-17
:24:16.962 18b4 Recovering log #3.2021/07/23-17:24:16.962 18b4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0a295f2daec3ddae_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

196

5.347077209015406

false
3:m+lyTggOA8RzYrSLbGtGE36J/VILXWGer9l/IHCgZl/yvjCTQG6SIp9PeXmpOz/X:myVYGLKcNJI902Hgqy+Qem2pOzbK6t
23374D5C8371E54D6223E4D804D8D689

EFB1BB955B198D8FBAFA6303A309E62E7214FA8F
46FA09F25EDAA34A3831DDEG4EC77DA30D165AAES235E859D89573D7E58FED90
2355515D23F70BE857DD67486154E41BDFA848C5F2C6880B3050E9B1343CEB52372F046801C67CECAB29638A1B3069A3EB1B8315D7C4E4C656960666BFEC8212
false

low

O\r.m......@...Rb......_keyhttps://www.census.gov/akam/11/2260023c .https://census.gov/.%..i&.................... /t)1...4g6u.s.6.s.!...E..zu.A..Eo0........ Eooov ALEO..cciiiie

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0a69c121d2abalb8_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

22949

5.717014481761511

false
384:tKE76Zgm5etOF2ZcXT1M6gU4uumjkBbY6atw58DNrfZHB32JGAdd:tL2qL5sL4z+kBIQVIrfZhGDd
A28AA9356605FC834B60022DCF63902B

F6383E92AF692FDC9282970CCIF228173FD13C8C
D109D5C3F513ED2B2CCDEO15FED1076D14ABA085DD08FDBEAOE74A96608D6C1B
83A8C142A74C545F39E3066D7FD51667FA2896102B074E1CIEOEAS33A095EDB203CED31D6F48FIES9IB2E596372EA8B493DB2C02166D10F0A28E24AD55C38345!

false

low

O\r.m.. o _keyhttps://www.census.gov/etc.clientlibs/census/clientlibs/bootstrap.js .https://census.gov/....i&............. [T jBX.B...0...(V.k.@[...a.A..Eo....... . [

........ A.Eo L0 X Z S 4Qk.#".&...Bootstrap's JavaScript requires jQuery...
) ......fn.Qc.......jquery....Qc. ..LQq.'W.>...Bootstrap's JavaScript requires jQuery version 1.9.1 or higher....K*....D.q.(...cccooovoe. (. &.(.&.

(& &Y. 8 % 8 (& &Y &K & P& X &G G K&
.D...https://www.census.gov/etc.clientlibs/census/clientlibs/bootstrap.jsa........ D..D..D....

L&L&Y%e.. [(SI I
|...&..&.Q.&(S.T..'b.... L

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0b77f43b78f08ef2_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

225

5.535954040426491

false

6:mSIPYsyZcDA3RAZSfgbdf69QZ5P4khK6t:NIsdH8q/T7
D99109E11AF150BCBDB47375491F826A
ODE8BAA8405D04BA23163FD1F51D0D63BAC5ECFO
1F23047FF783477007F36D685A62CD8F3B57BCBCB7829D7ESEEF3BA4202555E6

33A00223D4978C626E37F7B21DEB15B9F119F4C1ADAGEDACE7FFDC188EF433B72D6CFFF8F6E1C6EC87D94AB820F659F7B02F414B40353A86D4C3325F22CAAT
1

false

low

O\r..m......]...S\0....._keyhttps://covid.census.gov/jfe/static/dist/jfe.f5270bb8374885d2b2ea.|s .https://census.gov/. H.i&/..............cco.... OC..wzg}......0B=]......BD...A..E0....... E
........... A.EO...ccciin
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0cc355b46b6d9532_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

69008

5.750517396871957

false

1536:0S//sEtMIXePcg3TFMfUgdPiySoi6 WAdeT8ppK:oEtMIYgda5kM8pK
B2B3D18DD6420D1B3B70ED39DC9419F8
803E763F5C56B3B427567DC772BCF41E05E823A5
9631319A55057DEE299C82995CA5CBE9F8E37FES9ED84FD70A208F23BCE44CF4
201F3A401998824E2C9B887BD459EC70BD45C46E2A0FB677DBF07962E95A2FF1AEBB2F58462D09542CBC7C96CF42F5550AEE83FA328E8B647DF54101FF83A53

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0da2f868400f82ef 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

236

5.752175171302235

false

6:mqYk+f2pomBMiQfzhmJ2EgztKBVTehdOK6t:z++amBbAkIJPDTeXG
1F25F10C2D32AA36ACE191916E734430
892408AE242A0F8432BI9FAFB1CE03A19DD6B6D33
99774D69BB8BICCE6DFA7CF6DEG1AC1270DD02448E26E1F8AC286D90A1774586
8D8987D9F3E6564686408CD906468E31CC70BB8078EACCE447478C2FAD283326D75AD005F765C1E5693B2D8FBDE18F93BA39444B1CE614EBBC7F3744DCO6F8(

false

low

LML T.Db.rgY'......;..|.x.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0f016c508efa5487_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

226

5.6002106096573785

false

6:mI7REYsyZc7HbF4UrFgB8kKiDSCON6AFhK6t: TpuFOMXBNEK
6751A6478FD45245AD2A7D75834F88C6
FB52D116897A1908B3F27F2BFB0O3E33DD8749C39
8293E83F020B5D9B8C7BE24729FDFC3CE26CA338AB9593EFOAO0FA622DE22CD7
9D95B9527F83B5C1AE465D2B2B49A18DF98FIBC31C774CE78F3B5B6C97987FAE74ED6244ABC38B36765C046B251CB5F98DDC27733F6F748076DBEBDF32377Ft

_keyhttps://covid.census.govijfe/static/dist/c/db.21026¢c4133e1c59eaf45 s .https://census.gov/..(i&.............. S .. [ xX.wDl....q.rwi.....A.Eo......].

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0f703b502561aec6_0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

875

5.422309929555119

false
24:xQ5FyfvZrasndqqn+h5FyftykOovTKT/9LG:xQ5FyEsn4qf5Fy15KT/U
0076B1D78345FC46AAC69AA95BF5886D
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0f703b502561aec6_0

SHA1L: 88276C4AD96013DB7ECE8019783AC9438064B377

SHA-256: 8BF18BD4A3AF9045DA64433A160FAAE4822FF02C36DDAE9BB7F31F99E10C5CC8

SHA-512: A408D096B233C6C78D5489DC3810EOED8IF6BCASAIBD6F74B6B4410A45241A7D409CFI2C5A72148ECBABAS2D2377E47AD271F21A6DBC4997BB9709D98EIFAE
5

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\132051c5fac8d7cf 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 211

Entropy (8bit):  5.345616267319854

Encrypted: false

SSDEEP: 6:m7QYGLKcORMQSNMPZmQMHg/d3ZPaFX8K6t:M9hSnmPYQMo7aY

MDS5: E553DAC141847DE1F164258664EE4438

SHA1L: 9E69BEB21DF4CFCOC405DA0EDA86A241ABODE1DO

SHA-256: E30A6AEC6742A248770549F0E744C8611B9348AFBCDFD013F23DD8FC07EB42C3

SHA-512: 3673E4C401523F22FAD36CD6F1BD8DC63496105380E4D27EBE6CE6B81EFA8A82511DBD37C99963A2CC4864DOEOFOAD7AEN240778041473C347D90B9B47BD412(
Malicious: false

Reputation: low

Preview:

@o00..I..D.pk*..\..A..Eo....... [ RPN A.E

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1331133c1dfla2b2 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 247

Entropy (8bit):  5.725350948655628

Encrypted: false

SSDEEP: 6:m5Yk+f2pomW0cChmJ2mg1CPNELK4IzhK6t:c++amPcCkJeSqLxf

MD5: 28A8E3562CABIAD3BA884DFD7230EELC

SHA1L: BA24DDCC169FF7E54426 AC8CDF34DB3F350654BF

SHA-256: FOD92D31BF5AF15CC48AC7BAA33763384C0021E7064DD38092B3D08CI096E2A9

SHA-512: 5FE67824077301492DC8945FBC74E40D7D664BOBDEE7ABAGB76A2AC3C97B8E10DEG17F39794D8F061CC7D1E8F7COAF7AB1E82F4931FODCD7AC2268005468F9
3

Malicious: false

Reputation: low

Preview:
O\r..m......s...JE......_keyhttps://static.xx.focdn.net/rsrc.php/v3iMoJ4/yl/l/de_DE/W_RRpqgaK3br.js?_nc_x=1j3Wp8Ig5Kz .https://facebook.com/....i&............. pJ........ j
Tc.F.%e.a..0.g#.....5.B..<A.Eo........ [V ALEO....ciie

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Code Cache\js\176e7d1d913270bc_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 203

Entropy (8bit):  5.446626680784107

Encrypted: false

SSDEEP: 6:mwhOIXYGL+MIwJIwMuYtgRHSJilxhm4RtbK6t:dGlwvsJUDi

MD5: ABEE19DD9883E48D82A70D55AA5F4F95

SHAL: E871FC758332302DCAA6F1901630A9F1B564A584

SHA-256: 2E64FA93747510D6BOC8DAOFD26FACIBCB89903C2DA76A5ACACFBACBB7F5510C

SHA-512: 05BBD26DD8491102A77781FC4A91245DBC59A6A6C8B6D7517D4ED97E13C6088FC30915F0BICEBESEG6923C2AESCE37D49FE6B208477FAOFCCAD87B831938A01
3

Malicious: false

Reputation: low

Preview:
O\r.m......G.....l....._keyhttps://www.google-analytics.com/analytics.js .https:/twitter.com/.J).i&.............. Jooonn&. L. jC...IJUR@u<$Mz.B...u..A..E0......6.Q0......... A.Eo.....
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cachejs\185f65919f8657a6_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit):  5.73149472841564

Encrypted: false

SSDEEP: 6:mjtgEYk+f2pomJ2iGyhmJI2HFgp18JwirHrxIDK6t:eD++amJ2ivkJ918GzHIr

MDS5: FOBB5ABE3043DA3CDD5DC92E302A5FE7

SHA1L: 84DD46C294B9A472C596337E7E75672CCB7939BB

SHA-256: FD4CB8E36486804087E81EBB073B3A233B5DB2592DD931DAB06B7F5035F0400F1

SHA-512: 27863DE497237303937E4691236F8EOE71BC29432D74038FBOABC8CBCFOEAS5FB70A0ADOBB628A7B57A4ESE2388E361E4C7517C09A2252A4EA2DBA778DCAB9D!
F

Malicious: false

Reputation: low

Preview:
O\r..m.

Eo..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1ada5ae8963a52d7_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit): 5.712891510086985

Encrypted: false

SSDEEP: 6:mhl/IXYk+f2pomdMCWXewhmJ2kg4uQ1nAFjnK6t:IXz++amdzwkIVuQOjp

MD5: C83D49CCE8C2107806436D89F9B07686

SHAL: A462A4CC23834D5AB07472D2D743DF20EC03D7F5

SHA-256: 5A60500388164BB2C9D590FFE9B2DF423B5A7CB02495B37AA703EFFCIES26108
SHA-512: 9986BC265603A01AB362CDC2507FFA40DF5C86EED7820486E9602A0A208E87858C4FE112F05B4E576056FB17F4B6281641249C90B5070AC24DB99C5129E75985
Malicious: false

Reputation: low

Preview:

NI....... i..€.<.%..7...T.. #.-

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1e5d871230df8081 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 285

Entropy (8bit):  5.629462243702949

Encrypted: false

SSDEEP: 6:MYBEYCcVOKgIXZE2gVgAzMWARs1dWkvySpUygVaJkrPlzIhK6t:UTK6if0s3p

MDS5: AE77F3544FFB6F9737BC7C3A37F2F902

SHA1L: D7285542915D058168A2EDOCEA275003F96B261C

SHA-256: 3F4D4B2113AD9D206310177264F918E2F786DEACC9AB570FFEA24139C041976C
SHA-512: 17878D0935F05499D6463AC0777C9A3D95671C6466717EA83886F1A89229745F0323C03B424D512717585798F6DCC263CA72171031DF3CCBB5C37C0007074614
Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1ec07728a6888289 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit):  5.625479686006093

Encrypted: false

SSDEEP: 6:mLYk+f2pomOLmhmJ2gPugtWcus7qOBK6t:+++am0SkJnlfxb

MD5: 80B720F7C5D98A7E079A90525D8D6E00

SHAL: E5F3D07B92BE7170629B8DA86E3EB7BB59CBF78C

SHA-256: 733180B68C58C3505B3F0CAAG622BB67112191856CC96C263A025F329D320257
SHA-512: E6FDC2DC7DC3878861355C9E4F709B7EBB4ADC3912FDIFEISE7A24A52314B2221ACA1153D984104808E7603183913EF42647CD18204896F5E880441859148DBD0O
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1ec07728a6888289 0

Malicious:
Reputation:

Preview:

false

low

HJ....... Q....hn.pm...B...y..rm

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2c96d87979400e66_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

221

5.460446135159205

false

3:m+Iz/50A8RzYRhmHT8NWQA7sxdFvDGLXWGhil/I[HCxOjT11+MXCIF6g4ml6pK5kt:ma2Y SHT8BNWQAgmMhGgEvVj+oCGAloK6t
6D052A63BE3EF21C4B5E066BA323E525

A38178A823EA1692260DBB42033574FB88D5A2AE
626F87216BAF76107E82C7004E03C4B8D96F59A3B30F0714A06D54C52D77EEF8
OE81C741BC14B31A777A62CE322B1E9DOCI913E8BC4063A61E30E72A16E1745EEEF66E119DF2564D607AEE249BE1A2D7780A722B24025FEC2B69BF3249E91204!

false

._keyhttps://ajax.googleapis.com/ajax/libs/jquery/3.3.1/jquery.min.js .https://census.gov/x...i&!... Swg..v..l.Jec...Y.7.*."jCc.A..Eo.....y2.....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\2da09afdc0937f28 0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

227

5.6063644171812586

false

6:mYUYj018IrAzyvLdXMsDugVvNvSH9hv/ZK6t:Fg1t/LdDfvIOSX/T
BFB98A20A6497DF4F7BA7892923FF8B8
20E6B32A4E69B23E57FBC98389343114288E55BE
E723C50A3C2EDB9AA1AC50811198958307DFCD5D0337B665BB62CAA170100D83
4FE168EE62030CB3F84DC14064E1E07981C8190F425E1338504D2417AF09EFB047BF7F258F8AC2E3D3FA7895DD2EFEF9B72DB608724BF4A6F0AD4285DDDB7D(

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2fe0a2000559c66a_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1897

5.791622260074858

false

48:f5FM+F5eMvF5BMwF5TMIF5yMOF5u+eMgF5HMDr:f515B575F5Q5ze5g
BO9BF7AB79F279EBAOALCE9CA4F71AD0O77
6A219CA537F566CF8352CAB17704C6D9270969EF
6D973C9E114D56C2D987C8ACAC50E7BI9EAACCCBA2BFF891A83E59001F1FA1B8
4BA6C5115246C25D02AFCA99D5FFD97871B9E13E48C0F845497445CD62FE00059C220CC0585B5632662D94C292FBB31566C8BF92A39EA19635992D3E5AF8AGD!

false

low

._keyhttps://assets.adobedtm.com/extensions/EPbde2f7cal4e540399dcc1f8208860b7h/AppMeasurement_Module_ActivityMap.min.js .https://census.g
.=.$.4......D<Cv ?. X.$KF..A. Eo keyhttps /lassets.adobedtm.com/extensions/EPbde2f7cal4e5

R N =$4...... D<Cv ?.X.$KF..A..E0.....0 $.......... A.Eo..........
keyhttps://assets. adobedtm com/extenS|ons/EPbde2f7cal48540399dcclf8208860b7b/AppMeasurement Module_ActivityMap.min.js .https://
census.gov/...i&l........coeen f =$4... D<Cv ?.X.$KF..A..Eo......h.Q.......... A..Eo keyhttps /lassets.adobedtm.com/extensions/EPbde2
f7cal4e540399dcc1f8208860b7h/AppMeasurement_Module_ActivityMap.min.js .https://census.gov/..M.i&/...

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3246d48cc43e7d5a 0

Process:

File Type:

C:\Program Files\Google\Chrome\Application\chrome.exe

data
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3246d48cc43e7d5a 0

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

dropped

4771

6.2785282838842384

false

96:GPlyUHV7jNx6SswK9Tp+3e3j1d7a31q7TnEoyf+IFIA6mM:GPIpHRNU9tp+3eRPX/yfVi2M

6D6E062BD965689CIB77BF6EEC28CF50

1C233B8257FC46A4CE147700CC0418FB29FBF639

815CEOEF3F2D3F78096CC45F988B4EDEECA57296421A4351A5602E58F3AAETE2
A5252809966242150E1659A748A65F995F06E3B4F8A1E510539C2E1099BEC364BAD91A4C5515B129993E95676E4C57AAEL7E361FA85E2A3A3291754C00C089D9
false

low

o\r.m.....K..J....... _keyhttps://www.census.gov/ratingtool/js/ratingtool.js .https://census.gov/5...i&/................... Ov.gj.4.v....X...sW....?_...A..E0......O.PN......... A.EO0....cconnn.
................. 12000000 K (S0 L (Se i L L RED. Q.@.5nv....jQuery....Qd..x.....CODE_BASE.....Qb.JW.....PAGE..Qdr.......PA

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3478c12dca436e2d_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

236

5.6674294085903725

false

3:m+lYmM8RzYkwLf3G9LomY1207G3V2QufRJI2zxJI/IHCsolgeprizt46 XGBE6RmMVxH:mdYk+f2pomTyhmJ2zFgV9ztBmVtK6t
B22D537613E1F5A2281AD3AE26FCC37C

33563E0021308BCD97FCF49565379546B6F5DEA2
08CFOD9F6785E868FF68C4808B882FBC701EBE194CF79B2FCD1001CDCCA2F835
113AB8186D54D6ADF86B47055335B9129849086E5E5EF22DCB0D46D51D5CD4C71502C8DC82CF02D682CACT7E1975982233B6DBB83E7E1F1C00075F6A640756D¢€

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\37f4aff035cead44a_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1395

5.541985590160896

false
24:x05Fy1HIH/4TVbIOAgZRKrgW6/qi+h5Fy1HQ/TF4eV6AXImo8:x05FylySVhQtYV6/qh5FyI2WAXAS
41DOBBEODOEASABDSE24C9AEC50086CD

07B1F4F466BA82122BBAA0D476D13C7B6537CD26
236E98800B8EA874EBBEAOE4E7251EBEDD5220E31F8E91CF57C44AF6C6CB38A4
9DAB92ACBICA06269961FA0165D500F5DB5AA309408535CD9061380D98D2AB1D3CA18C131CFA9C0701AB77B562E48603A93A3697E7CF260F1755B64B0227A46(

false

low
O\r..M.eeee <....._keyhttps://www.census.gov/etc.clientlibs/census/components/common/body/expandablelist/clientlibs/component.js .https://census.gov/...i&............. U.....
7.....2d@..w&.."9!.".geY....A.Eo......... T ALEO...ciiiiiin (S.T.b...$L ...... L. Qe.U......CensusAccordion..

...Q.P..cY...digitalData...Qb.9l..
L<ALBLLS e e ) B a..Q..@.-... xP.......j...https:/Iw
ww.census.gov/etc.clientlibs/census/components/common/body/expandablelist/clientlibs/component.js..a........ D...Dl.D....P..$.&.&.1.&.q..D"..DI[d...............

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3a21ba0f0788745f 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

206

5.4052386828389265

false

6:mKXYEbZcXB6FVIOKoHgY4zYm9wArghK6t:D9wB6F+z0j4n9wh
3BFE206CBF5554FAC34177C419535517
6FODEF4FBBD5A7E7EAA4D36AA261DC7ES5B080A85
2D98A84D154905CC0134F5A20COEDB67COA900DAA2FEE7FO4CB1E7245DB88643
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3a21ba0f0788745f 0

SHA-512: 34D9B3C92870BC4803641A0D7AE5CIF72DAF8335D9B99FF3F503ADEIEF3C7EFGE971F41869BCIBF37150F4B5785E2A58E7789F062ECBD7F586BAECBFAB8AT5¢
B

Malicious: false

Reputation: low

Preview:
O\r..m......J...v;)O...._keyhttps://data.census.gov/cedsci/js/app.3dfc6147.js .https://census.gov//.[i&.............. [PPSR AfuT}..-.}lak$. . A.Eo... (... A.Eo............

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3ae63f4d9678bfc8_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 10080

Entropy (8bit):  5.908466069615636

Encrypted: false

SSDEEP: 192:Yw74nj8NPdglcAx6P9R+R8SsQSgmaFXLD3E70OPq9w63IxgbhPja:1A9xsgphlu

MDS5: FB1888010360752194AFB735DF497A7A

SHA1L: 44A09533AC340F21E2F060BE18F319B658523831

SHA-256: 80C9AFEBC04C40CFF30248BCCFBD5B0B41062C89084EA4021780B20151E1A353

SHA-512: 162B4A55F9698A9345AA8443C40C82EE79F9582CF719B1CA2AABC4C1FBA9E42C117966487AED23F67609C32F8B503108EE365700CF282E0F453296CC2EB3B62E
Malicious: false

Reputation: low

Preview:

..XRc8...
.Carousel..Qc.e

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\41aaa36d588890d1 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit):  5.65892578652173

Encrypted: false

SSDEEP: 6:m1FXYk+f2pomWSxzhmJ2+ygD/0Ix6bo5MDZK6t:qFz++amWUzkJIPx6boKT

MD5: E4F9BD2C4F93D0CD628D5BB061FF3E6G2

SHAL: 0BF49E3D84EC68590D92750995BB87DC490AF59C

SHA-256: 79F3469001AF19C22A8C55211FD61ACA7C99FDD30AD5D20057B047C451F3D7C5

SHA-512: 93FC134CC4EE8782F1203CF34F15BE8B799FD838687F57B434D6C3DB2C01EBDADEF844F147224D98AA99E54BB36593E5B715AD514EDDDC130EA3267364624F|
1

Malicious: false

Reputation: low

Preview:

..._keyhttps://static.xx.focdn.net/rsrc.php/v3lyl/ir/aY Alp2v5mas.js?_nc_x=1j3Wp8Ig5Kz .https://facebook.com/....i&.............. NIRRT I u-T.v2.w.p..K

LY[..6..A..E0.....<.W.......... ALEO...cciiii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\41f98b55e263f84f 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 239
Entropy (8bit):  5.562688186350506
Encrypted: false
SSDEEP: 6:mUb9Yj018IrAitpM/oFgltB+rzuEhIbK6t:pJ 1tHtRBtBO
MD5: 7046314BE5B5D8BC214EF7629D968885
SHAL: 040414986C1944CABDCDD2CD80C98CC311770E42
SHA-256: 8C637660B2AE7FES8CDCD365B833E126F1DDAE768C1E67B1C87FADIC43EBCT7F81
SHA-512: D61732F56FDAE39409DEA9DEF8BB98C14F0C2F2F190825E7858C426A48B7E8DCDB6FACF7507B1B18C6044BB1B8450F02E5A4DF478ECIF24A356A2707041606C
Malicious: false
Reputation: low
Preview:
O\r..m......k...D.5....._keyhttps://abs.twimg.com/responsive-web/client-web/ondemand.IntentPrompt.58278755.js .https://twitter.com/".".i&............. Y\ 0...[.V....G..?6CP..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\43e92767e44f49a4 0
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\43e92767e44f49a4 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 2683

Entropy (8bit):  5.561788767610054

Encrypted: false
SSDEEP: 48:b5FZXroxAHOPgNgnW5FZucl1ZEDZAO7r60YGpR5JVTZZeDLq8LtfLwYy0dJ:buxAHIA+2FcDNrhY2kLgcLr
MDS5: 8773796C741CA71E1FCD406A26B911BB
SHA1L: FASF9DC33A96F7DF94FB492216C9CBFFEL108E6F5
SHA-256: 6E7D55D09A929FE30773AB868A66C7BA23F8E62D83026FBDFA824C88938E6F1B
SHA-512: D5BE5SBAB6E370DAC48F65BECOA98BAG3907CB4704B9133204B4C2C52E8663B2A1D1CAEOFEAE35AD5CBD83034D4A4707A14DCECCD8092CB7ESE254FEB8564!
64B
Malicious: false
Reputation: low
Preview:
O\r..m......c....A......_keyhttps://www.census.gov/etc.clientlibs/census/clientlibs/universalheader.js .https://census.gov/....i&............. T 8..91
..... (S
versalHea
S eabe d,
..https://www.census.gov/etc.clientlibs/census/clientlibs/universalheader js..a........ D..DV.D...t.6..&.&..& . A.D&(S......... a.l.8....ad &.(S....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4566c632b7d2b0f5_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1389

Entropy (8bit):  5.432775859044565

Encrypted: false

SSDEEP: 24:VI5FyylgLa8jEo+Ihjgoh5Fyy8xoQAPXxcF4V64K3XVajTeQz9Sa8]Emc:q5FyyFL1EohhjR5Fyy8x2i+VPK3XASMD

MD5: 3532909E0D7F1599ADEB44E49ABA23EB

SHA1: A89ABCC58F92EADAGIEDA0CCO7DEFF65665BB8D6

SHA-256: 57C70834C4464535A8AF7DC160D2C0258BOESE147E53DEOEDD3B63809C100784

SHA-512: E601166755267E9C875B7A3C2B8DB69198A691E2681FF80A91AB562AB20FB3390F76D4A9806B3643DC867318AAD4289242A2C727791DB12627C0OEC78D10A73FC

Malicious: false

Reputation: low

Preview:
o\r.m.......... >......_keyhttps://www.census.gov/etc.clientlibs/census/components/common/body/languageselector/clientlibs/component.js .https://census.gov/a...i&.......
...... Ueooroof . RGR.2.X.€N.& .../ XA EO.ieeiyiriesALEO e s@ei@ i O ) (SU T2 L 8L (S 2. $Q0.. %
9....languageSelectionClick..E.@.-....xP....... I...https://www.census.gov/etc.clientlibs/census/components/common/body/languageselector/clientlibs/component jsa........ D’
..D’h..D"....0... ... .&..& A& (S. la...... $Qg..."....handleToggleLangDropdownE....d....1.............. &.(S.....1a8........... d... $Qg.X......toggleLanguageDropDo
wn.Ed....ooen D&.(S...1a+..9.....Qd.K......onKeyParent.E.d.................... &.(S...1aN...R.....QdR]......onKeyChild..E.d.................... &.(S...lag...r.... Qf....... movela
nguageSelectorE.d.................... &.(S...la...

C:\Users\user\AppDatal\Local\Google\Chrome\User Data\Default\Code Cache\js\464a508e9dbc3c5e 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit):  5.667319952874427

Encrypted: false

SSDEEP: 6:mcVYk+f2pomtzhmJ2brg03ZxeeA+4yRK6t:J++amtkJa37M+h

MDS5: E3A4FFA16D18438B9973A9486867BD65

SHAL: 04947922EA5CDAFB24DF1B4D10A2B27FFOFCF784

SHA-256: 87C16366BEA21A68585A5B78B5E0E76DD519919E2A84E5D246610FE68DCCALDO

SHA-512: 71CO3FF35BB42313D67D6CDESDBDDCC79F267F6465972EF67B568682FE43C6F428534DF2DB68CEEF2000795AFA40A5C5BDA42257A5599F2DBAB228531F8B76F
A

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\47419ddc3cadbada_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 219

Entropy (8bit): 5.57301342977817
Encrypted: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\47419ddc3cadbada_0

SSDEEP: 6:mAS9Ykvwy108I1zNNNjgpJyOMD9hvY5K6t:zevwynlzNNNKy1D9ZYz

MDS5: 6B1A51D6DAB00F851B7EO0C30F9EBAS3C

SHA1L: FA4D3766D342A9E5C4C7D02D7E044BOC20BDDB2E

SHA-256: 1624B316D670EC6ADAFCF67B07DA2D2692357BBCIAFEI05290124F686B6B8362

SHA-512: 3BDD49E4140A0BB5895197FB6EBAOD687AC15486256FCFBO3AFAESE2FEC3839BCF2B776ACD427DE288A21F10568E4F6F7D3BBA9DAA479B686FE617D93E423E
02

Malicious: false

Reputation: low

Preview:
O\r..m......W....=....._keyhttps://static-exp1.licdn.com/sc/h/9x1ka0Od4advijnuxgxnyns6éne .https://linkedin.com/..F.i&.............f......B..2. H.LLY.\..i..EWT."wA....D.A..Eo....
B ALEO.cciii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\48cb7dc9e41ececc_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 230

Entropy (8bit):  5.520226114691325

Encrypted: false
SSDEEP: 6:mAYj018IrAmHPxMnIgQIIRmMaQOxx/XK6t:t1tGimaFh
MD5: 8DA4860EF4603C517D566D05ACE78666
SHA1L: F7DA036C1DFE6054D696820DEEA96BC2D4C570B9
SHA-256: 8D3FAG9BCEFADOASCEA62D98BB494AF34EFEF2F8BAS2E4EBFDC44B6E599117A5
SHA-512: 8FD16D4B003067BF91A8D2E64B96F55974B593B1122D6B513B968CF6541F41252F634342DEFF08A9050D1C557A2B18ACC56D31BF3BI6A3260193EDI3CD7E2D6(
Malicious: false
Reputation: low
Preview:
O\r..m......b...a..J...._keyhttps://abs.twimg.com/responsive-web/client-web/vendors~main.3922ecd5.js .https://twitter.com/(...i&............. IXeo zQ Aa.lek._... n.!
ALEO....ccoii ALEO0...cciiis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5047ffbd2b109760_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 247

Entropy (8bit):  5.754331547131712

Encrypted: false

SSDEEP: 6:m10XYk+2pomW8BAOWMNzhmJ2qxMyg9U/PhAEHRKG6t:j++amcO/NkJIZxM7U5r

MDS5: 98478671FBC73D3DC478E08D59DCBC62

SHA1L: 91D8CABA02D93D0C2003B06755ED5133A15BDA49

SHA-256: 994B2BCE1B595FEC922AEAAG69B13DCA4EF32870359A4CC6FD65C6858004E0BDB5

SHA-512: 8403E8C740A8FBOF9723C6A31FEABABDCB3EAA7BD2AD2828BODE4F6B003CC8548E88C5D3C5C6688410E9975F52BDE74932E3F3F340ACE877927DA4B00B15EE
EC

Malicious: false

Reputation: low

Preview:
O\r.m......s...Q/....._keyhttps://static.xx.focdn.net/rsrc.php/v3i2UN4/yn/l/de_DE/uQc7ePrylz3.js?_nc_x=1j3Wp8Ig5Kz .https://facebook.com/....i&l............. AV/ 0...4<.G.G
#...u......bR.9..A..Eo0....... L ALEO...coii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5118acef9d6064ea_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 220

Entropy (8bit):  5.641984088543261

Encrypted: false

SSDEEP: 6:mEiVIlYEYVb2FIBFM4B6fug33wEQgquhyAanK6t: TiPIpnB240w5gquhyjp

MD5: F1F9B48C3B6DE7E528F6F300B1FEL4EE

SHAL: 7497D8EC76510A9A2AC81BA70A12D38E26C1A668

SHA-256: AOAC1E85E9B14C6EC45836CBEA0665381430914126301FFDBCF5263AF4AFDAC2F

SHA-512: 499325231D5F5FA7C02371F65A5E6D4812DED835EA8D175E30EFID3196CE7A28E9BDAS57DF6C7C5BAB9599E4D58BCB2D3FB76F888DE451E156BDD9368C19015
8

Malicious: false

Reputation: low

Preview:
O\r..m..oo.. X _keyhttps://s.go-mpulse.net/boomerang/N5FOF-5SXNV-TJA4F-B6CEM-65LXH .https://census.gov/_.].i&.............. *.....ned...c..e8. }t.X..a+..AA. Eo..

W ALEO i
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\51549337b845bf55 0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

18905

6.427919134432923

false
384:0V7uB8XpwkdgpPUFneCDo1lBIxBquTluvJcAENm2:0HTapsReCDSIBIxBgibvJZEm?2
119F5AE07FBDO7F766B5D4DF6295693D
27A3A41E9CBFAL1E5149E83E522409AA9C7CEE665
AD78C59771138FA620AAC63F728B6CB8D1FA5A2DBE140ED1C1972DA1363177D6

3E77E6B61693B84EF4432A8E2D3F34EFEOBAFOE65D267CB82CD1652199317E74D8DC3A4381EB87D01C7DA26F88001FCFB28E7910E041552A177CCB2849BDCS8!
3

false

low

O\r..m......q...8.X....._keyhttps://dap.digitalgov.gov/Universal-Federated-Analytics-Min.js?agency=DOC&subagency=CEN https /lcensus.gov/-..i&/ ..o E~F2...I .....
—ApEy .dF.D. 4A Eo......m LLLLOLLLOH..~?y. .

...... Qe..Z..... updateConfig _defineCookieDomain..$Qg>......._defineAgencyCDsValues....K". . L&NLL&NL (
. dpP....... X...https://dap.digitalgov.gov/Universal-Federated-Analytics-Min Js"agency—DOC&subagency—CENa
PQr &..Do ([N VIH V2, 3N A VI2P (M VIH)[A VK 2,41) (V%) ?$..Qbj.Kr....test..L...Qer....... SUBDOMAIN_BASED......QdR\&l....toLowerC

._onEv

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\540527e51a0c22d9_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1414

5.531291261550513

false
24:1QXWLglolQhWalolQyfWwc70lQjWDolQ2WxolQIVW90lQZWI:iLmLgloL820oLyewc7oLKDoLtxoLt9oL6
1183A5DBD622E0CDA0902944906EE84D

8660131FA83967A1CC5D9D1D2D3DB7BD8F70F5FC
0A08DCO8E7AAEC614F7FA90BA319E5B3A7301173A82D8480D440EF8F5CAF8FD4
F1FD54D66EDEE94E3BB3D1F3325D6D442777C0D0B698E1A91B081744FFEBIDEA145B566030054AB23D456CBB7AA03877113F46D9D33A566A64CB54515080209:
false

low

..... N.OS.J.w....D..4.\.....A..Eo.

O\r.m......F...{......_keyhttps://www.google-analytics.com/analytics.js .https://census.gov/....

{......_keyhttps://www.google-analytics.com/analytics.js .https.//census.gov/Yl..|&/A.
.._keyhttps://lwww.google-analytics.com/analytics.js .https://census.gov/3Y ..i&/..
_keyhttps://www.google-analytics.com/analytics.js .https://census.gov/.Rd.i&/..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\54d0f9e9d776bfe7_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1220

5.58553838116629

false
24:rd5FyLyUrz9s001Ck569TXTSEhS5FyJWF4eVseZDgX:rd5Fyvrzqvok5QxV5Fy+GeZDgX
717AC6C23673C912CE4BC316FEF52B46
E33C34CF50583D37627B563B67645C4CA32D3EE3
1E63390DAFFBBB44E54F5D777E12B34080B1D936D6A1DAB25FC102B8FBFOALTE

4D22343A39E7E61EE2A6A079FBD4B1900D22678C84F4DF2794EABA08F10694CB2EF6F56A5CCC2DCB370BCB39D759CE812BEE6FBFIA456F84309C33327ED3F2
3

false

low

O TR RS20

..c...https: /Iwww census.gov/etc. cl|entl|bs/censuS/components/common/body/carouseIIcI|entI|blcomponentJs a.
Sl %...%...]....... &.}.)&%.1..%....... b....... S2.ileciiiiis s Q.@.5nv....jQuery....Qcf>.....windo

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\55b1cbf4cecf862f 0

Process:
File Type:
Category:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\55b1cbf4cecf862f 0
Size (bytes): 31189
Entropy (8bit):  5.733779188913716

Encrypted: false

SSDEEP: 384:a32Yic1b76No/6Gg6Lgzwu/steClcuBNpsv+PdmG+xjDax3Zg0suEuDDP24qi/Y9:aricBS7wdU3vPaxva3i0sJuDDP2kig3

MDS5: CE6F725EC54149145AB421278708EB97

SHA1L: 805655CB6ACBES8B848155647EE75DC61F08F1CB9

SHA-256: EAD1EC2BD16852D3406445923862C9CA169707A1BD355F6766FB6B9607E647C1

SHA-512: 73CFE0501BFF3B3F3BFD3E7E61E116CD396A253AAAB6E67F2A75F09725897358E59DD8C302EBASA691FA82D1E220A1D59D7850EB3A563B6190E76D82FCDF1C
4

Malicious: false

Reputation: low

Preview:

.testDOMProps..Qd:..M....testPr

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\591c9b3fbc124fc7_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 235

Entropy (8bit): 5.533233404951724

Encrypted: false

SSDEEP: 6:mlYj018IrAkh6EOpMb+1tgK/IW7s2Kz2nK6t:V1tvejkulCzKi

MD5: 3COAD6C3BB68E79068FF631DE9170C80

SHA1L: 038A4F19BCAE228C3B91BF045F9264A6197B32EC

SHA-256: 0159BDE92C343972E4F3D82A6A1B25743EB113C4A60DD5ADEA27EF52F5A8DB37

SHA-512: 16D6D5EBB3EFF598BBCAODCCC91809378BB7D2E970D3F95482AB365E05A350C2C52B1E9F6C5B477256FE2CAF448FE62E1FCB46BF1EA3E260636A2D5EA0D5A!
88

Malicious: false

Reputation: low

Preview:
O\r.m......g...L.v....._keyhttps://abs.twimg.com/responsive-web/client-web/ondemand.emoji.en.2314ed55. s .https://twitter.com/q...i&.............. Z...F. jH.NH..5y.W..?
p....A Eo........ TP ALEO..cois

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\592b770f27e6978c_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 617

Entropy (8bit):  5.463705509503172

Encrypted: false

SSDEEP: 12:k50aN57YmI60aNYdOaNKz8lgOaNg0gOaNDJsUPOaN:KO67YZO/OrTO10gOHQO

MD5: CBF14C7AF3B8B23CB904368C7F8EEBAF

SHA1L: A9E069F3007EBBE1E9OCA7159E5E476F55718D34

SHA-256: 04F3C15B50D4140CE7C054A37E96D4E2C598083855FF07D3A1C8E819310B4AB6

SHA-512: CCCO01A81C32A666DBE4EDFA231CF5A53146A758123F456D5B2AF2B6AB4E088B2E81690C4C08E2BB0O6FF14B4FD26CF13FESA3E2F5618FB954C1C3C4D789753C
D6

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\59e0bdc12996c6e5 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 245

Entropy (8bit): 5.596634580789476

Encrypted: false

SSDEEP: 6:miL9Yj018IrAETJcpuHXEpMBtg4qRjSSWDBsY SDK6t:11tnS8HKY 1qILIBs5
MD5: BB861C4FE58C83A648037369BBOB6EEC

SHAL: 3E6508A84C42A9216ACBIB1677DAC723A35C6655
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\59e0bdc12996c6e5 0

SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

7748803D6F9C374DE16BC909C4D3EDF2F220E6EFB19ABD0179598905B14BCBA4
86267006C0564927371B8SAGEAE3697E975AEA741C4CAG2E34348AA48B7F5CAFAS51C0B369860F4BB2144B04142D7C124E19B39C460D378A76E46D4F62DFOATF3

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5fc2b8525e298fff 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

175616

5.687513107842121

false
3072:UelrEpd6OEKALpK5sUO/wDrpPrpoxgC7fcsUAuKagkyixiCguDD+wOrujmCG9ZJIR:UVdPWmDSrIDkJXR59
F8CBB3E70AASE67A4AEA9AAC3ES44034

2F6A6D82EC7BD17F734CCAC3FD9E7012A2582A42
C6E9B7912F200C0D054F94D3F8366931EECDBF541BDCE3CB6786122CCF226255

AC215471923A7430BEA1CCE4E46EB63DFEODC7180165D3F4BOCA4EFOA9B32006BD943E9E8547333C2D8EES8C6911116290563CEBB82C3B4F68D3DASCBC27249
C

false

low

...uuid.. .runiqueld ..focusable
libs/census/clientlibs/jquery js...a........ D...D..D
TS (ool Q.@*.T....focus.....q...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6214889f7c2e82fe_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

236

5.699152894547791

false

6:MMEYk+f2pomPMvmhmJ2GKFgOX+51HRARIZK6t:Q++amAmkJWIXsHP
620C62467E4EEE595F83451B6D5BD653
87EA1C59471C9282D6FBEC43DC2097C39FD5880D
17ABF3A9A7DD4AEOCFDB5D1AB2C48BES9E1CAOBASF9457B659DDB92B226318CD
DA968CFF8D915524B327E77166239CF5FD8412A587F6B1A1BEF5F5B7B6D855367F95BB953C8DF6D1B4FE6DS57757D6894F4E1BESCBE0158787209EFID7AEC84EB

false

low

O\r.m......h...>.B...._keyhttps://static.xx.focdn.net/rsrc.php/v3/yd/r/INk-rM4iWJZI.js?_nc_x=1j3Wp8Ig5Kz .https://facebook.com/....i&............. JI.....H}LQ..U3.1g\..=..6..n..x
VvT....?2.A..E0...... [=To P A EO oo

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6386862eb4b2bb21 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

236

5.675371370373962

false

6:m+/VYk+f2pom70XzhmJ2UfgUIIIUTs+xinuK6t:FN++am70XzkJaTr
CEDO064384B6B894DABB7BCFF5B44B176
F1084DA1D677B8713615288E5ABB41AAD33AC501
66408007CD4C4B48DA919B12A0F910C63450A6894D716CA4EDF97746B4899199E
190F17443A9F44CBB240CC5E28A30C5622E636684D6FEBA1BDCA4D2A51B56256B2CF50FCBAGFF8A73EFC1800A704863683EAAG67F1CEFF063D9966200B3CB358C

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6fb4242076012d35 0

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6fb4242076012d35 0

File Type: data
Category: dropped
Size (bytes): 222

Entropy (8bit):  5.515114643371748

Encrypted: false

SSDEEP: 6:m0Og6EYj018IrAoUBCxMrg+Xrw2NXnrllbK6t:Rw1tzUAAOQ7/N

MDS5: 8EB4A3EA8CLECD2ABC4BC706D3F7D598

SHA1L: DB25E8A5969B26B84A8C4396DF66F80B7EFF8FE9

SHA-256: 23CC76BEOEA85F25D8B78B3B3DC3A7CDA11826ECO8A3C2F85FI9EA346B21E022C

SHA-512: E290C94D83F290C5066FCBOD3B605D3A9DICAAD7BAI8B0888BE75376D59B52E8CB8B26847CF7126FE1E3C366CCD25824706CBE092291E6E137542847FC587CE

Malicious: false

Reputation: low

Preview:
O\r..m......Z....4.V...._keyhttps://abs.twimg.com/responsive-web/client-web/main.f6ffe885.js .https://twitter.com/.g..i&l............. xY.......c.k<.Q.3R.OF.&..;.W...'"P...\\A..E0
....... S?Pece i ALEO

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\723d0aa90da2847e 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 354

Entropy (8bit):  5.8441046587795515

Encrypted: false

SSDEEP: 6:MTSIXYGLKCcIiKyBZKsQAUWFVSgygtpN8KBRA7K6tMOSGfgScfzvCN8KBRA3:8Wa5rBZNQIFRXX8KWRgS+Y8K

MD5: 44EF27FE5403971EF3D6875D8562D803

SHA1L: 9AB1E22503727C37AE95870C2D561323FA884CC5

SHA-256: 7A56373CE24A819A90B99D41F3896364DC75D5E307FCE81ACO6A68EECE60E36EA

SHA-512: 2905A1D424188A9B78A7B6EE36B342432E022EDFC0C542767D68A547B9DFD6595CD04A1E953D1FB7B58837EA0438EF87FC68E61D8DF4528F06039847D5121CE(

Malicious: false

Reputation: low

Preview:
O\r.m......Z.....1....._keyhttps://www.census.gov/etc.clientlibs/census/clientlibs/jquery.js .https://census.gov/.1..i&............. Lo +M...f.d...4.Y/rI5e.-aRg......A.Eo........ 4..
........ A.Eo0......ce... 110&1.X.. 1D895BAA26E2DB5F2F 776 7F2585499DE286A146B9A191841DBBC7F2B834FFA06..+M...f.d...4.Y/r5e.-aRg......A..Eo.....A. hL.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\731d22992491e125_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 219

Entropy (8bit):  5.495224719646521

Encrypted: false

SSDEEP: 6:mwrnYGLKCcpKOIEQV)WFVS/WigytGc891waxzrblDK6t:VWrqgFPpGCCW3xbl1

MD5: 51E378C1631EB3BD3089FA7230EO0DEYSS

SHA1L: 8BEB88D6A00256EB1CAFD56D437E2F2692B1A904

SHA-256: DE2BC2E28C3B3DBEB69A55DAADD6C45768A10E4E878BA3A694E46E1ESB29472A

SHA-512: 3D5DBBC1E4393B8465D2D33ED7DCA2F97477B309723E738441C3FA02551D289C734C7903973842CCA4B6ABEGBE755B61C86799DD11C85FFCAS54B69585F9221E

Malicious: false

Reputation: low

Preview:
O\r.m.....W...3......._keyhttps://www.census.gov/main/responsive-header/jquery/jquery.js .https://census.gov/*...i&............. (o TR 8. M 20.\.M.;w.%.R..A..E0......|.C.....
o ALEOL

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\73el11c1fad43bacf 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 210

Entropy (8bit): 5.433749268065672

Encrypted: false

SSDEEP: 3:m+letK8RzYrSLbGtGgnRMKLSNOPIP2vDGLXWG+9I/IHCKntl2XlaM6dVmW8d/pK+:mPnYGLKcoRMQSNNugKXWIla76vK6t
MD5: FCB62A1D380974498D42CA5ACEOFBFC1

SHAL: 2C359C2A61C54CO0CDEF4EE99B94B48972F181E48

SHA-256: 2A5DC4E2C9F5BCF8181E5EE322CE2C65CE9C630E9F7062A7D5E9C2C1FD11E622

SHA-512: 5C43FDA40A304155B5BBA324D5126947FOFEBDC6ADF518D8725DFAAGBCFC06398ED36DEDB5042B721C31027B168037599777E095AA507E6F58020FA314EF5FE
Malicious: false

Reputation: low

Copyright Joe Security LLC 2021 Page 29 of 50



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\73el111c1fa43bacf 0

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\76015e3a4b6224a2 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\79b184e16f34510a_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7b2116ba6144cbda_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\7cceb5dc7al7256a7 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

O\r..m......N...Nq....._keyhttps://www.census.gov/populationwidget/js/counter.js .https://census.gov/.(.i&/.........c.cc.co... i, AL6.._v.@.4...... A..Eo....... o A.Eo

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

247

5.74309703922349

false
6:mjEYk+f2pomWzVeAOZTLahmJ2+rgh5E4k4+xRK6t:0U++amMOZTmkJ+5zkpxr
3538D9C0766ED5CCE28DD383A8DE35FE
4C407390148B8545932552BD1141A0F47DAB3CF1
431F2434C7C7FD4427FAF407DESD48F06444EC6A642B3BF792422E51D11BE6GAT

D360F95B8117C727D2662CASBE4EC16426980E8056C828EEF1B8FF371DCABFF4227231F0BA7F610B41EE307A8B4EBF8F1DDFE2C24FC778662D4B0697F2294F4

false

low

O\r..m......Sueeeeenee, _keyhttps://static.xx.focdn.net/rsrc.php/v3iVab4/y2/l/de_ DE/RTkqPFbXKo08.js?_nc_x=1j3Wp8lg5Kz .https://facebook.com/....i&............. Koo gE.

2@h[.R.g].Sgx....7.P1.8.;.,..A..Eo0........ Foes ALEO..ccooii

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

225

5.488598386950692

false

6:mLXYj018IrAkRu6spML2Igp2GKgwbsarkonHIhZK6t:WP1t3Ruvv12GeEkophT
533290FA3024CDO0E4A56FE2A7085C21
0018938BB11287DF189826B7DB0927EB55FA7F8F
CABD4A9118CCA07F77AA42C36D1D31542C8E18FD18E1F521520A330023F757AA

74A6546FC6E22B617C6E388E8AFF469A7866F360B2D83AB421AC04E651CE461EEB277D9EA5249F44ED126EFSAB68DEY05683FB44F84E4A1C6A4B7142B7DAAFE

3

false

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

217

5.428039050691238

false

6:mIfY GLKCoRMQSNGNRMQ1ZGgJkjp4eg4ehkK6t:yChSnM1Sjp4eyc
92EF116F63D31F7A411330781A246B63
640216754D1F067818A8AF6D8FBDEDBIF2FC1F6A
6B704B87E1E050519EADOSE3AF605A1676DE65115379A8CC19758B93266C0713

X Boif U L LN LLALEO A..

EBE60F283E70B3204EBA027DC9A596149A166533974F425959E09423AEFFCCD18548EF5DB4E7C1F95CDDBBIBD87D6AEDAS926B491B87672CFF1B8D3BBFAOD(

A3
false

low

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

1588

5.475873661068888

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\7cce5dc7al7256a7 0

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\831107adf264f338 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\849c3de6865d8565 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\852ffc409c1fad462 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

48:n5FyitqJEkuQbZ5Fyi3otnyvN1/dgZnffro56Siv:HyhBByLEj/mtCéw
D81F9676F239E5C07BFA53FIDE26E63A
ADDBD321C86708F0248BDEFB2AFE628AB911A30F
1873A0FF8290F795DES3274FB2F957E9C5F842E1BC73A8A4BAD6AEAF47B6ABI3

300506FD7799D254AAFB513EAD2C63887132874CC611847EDAA13E60820CD0B36D0C577E8E21C2CC6EGDE77EEB23EAE2E92F7CFALF6398830E53073957C5F9¢

false

low

R A @
& &(S.....

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

232

5.5035817930912785

false

6:m/I/XYj018IrAWQ3nMrtgNyPqiNgVPm4KK6t:kin1tBQgaUH
01877B69B42A9B1FDCF395DA87953FC1
CAB8098BF1B6AD48128A535531C528C8DC6B5DCDA
125309BB05733C1068A431740332F83D87D9661BF1C2FAB76D993DB0131B737B

tn 2880
.Qd.?.S....addCont

1C1D5C70220B7A7FBFFEOC9016B45BC9A59CB88CE219DADEDOAG171F304AEDDC371255E2E4CB445EFDABFBD2BCCCD46B6211CB5AF26A7D90A5B2CAG75AB

EE3D

false

O\r.m....
.W.A..Eo...

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

205

5.393637631555996

false

6:mEanYiMs8pMPHgt/1j8IcNupgLrL4ktbK6t:Mr/49gic8pG4MN
CCE7A7DBE45E7EBE8C506DF65E7D6DEE
A585653CF7AE07F32460DC4A210C428305394B12
9BFBE476E048B4C2FA644AC1F069852FB2AE443B72C96595AF232958EDCE1267

EDOFCD5A2909EDEBD80BFEB7F50C2695DED9CC6815FFBEBB79615A158A45817AC5CA3ES35C654C0A4E671743FB94C5894B1D5D8F3D3ADB3E7722E757531F9

C5
false

low

o\r.m.....l......... _keyhttps://twitter.com/ifjs_inst?c_name=ui_metrics .https://twitter.com/8.!.i&/

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

19766

5.8854052312632685

false
384:UWiluS6ASTNNKhwbIMMwYG+RScG96ELORG:UWXYE2hwbIM7z+kcTELOO
01CC7EE6D5A6E234E22E42C22773EA97
81BF54ECF4984802A56205A45F8E4C2FBCOB418F
68811122E757D4C79F1FCDCDBA99696451D61A85D5F494CFFFF363AEBEFAABGA

6670D1F4BE570E6B8F6A939F4AA281F2A112382AC9B5D378D4FB85097E23A2005BB34F8AAC700D78DA2DA776F7FB82A5695D3493162576D7061A6E0260C3429C

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\852ffc409c1fa462 0

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8590095ca51749a2_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 219

Entropy (8bit):  5.633684463923391

Encrypted: false

SSDEEP: 3:m+IPk/I08RzYKwIAdOCW/KNGKYGR8AWhEFNLXKQwWJI/IHC8IlIgNNK81SXD7C/MI:mZtVYkvwyGRZnNsrg8lllgYrcR/ZK6t

MDS5: ABDBE6FFA40A9FF585766856B49F3893

SHAL: 565C7636214D42182688022340FD18493D9E399A

SHA-256: 7494C3B2133CA9CE11EEA3BCAFBI125EF5857821EB27BA74C4927394B5E2D96A

SHA-512: A1B36E62D3DFCC64BDBESEBAE0790743113688615B0D0B42CIFE8F20672DA59939BFA48D7BF27636D9B8F214D83E98E2E6D005760420FB1A46823ABFDEFODS!
D

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\862b38f3aceef2ed_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit):  5.496369372384377

Encrypted: false

SSDEEP: 6:mhYj018IrAukGQAgOMULtgR/rbYLFig5RK6t:s1tRNQ/N/YLz

MD5: 6DD82F8A5ACIF83BCE30869432DCF78C

SHA1L: 5E5289C4A6C9DBDA1513E797839E35412548AF98

SHA-256: 34C7A0DCA876CF5D1E360539D620D6DA745E48A4ACD195970E0F40F638840587

SHA-512: E8C078958EFEAE6C68F2FE71A290A98C1DES097DFF7296109377A74F5D668EBB5CD41661A2AFB37F7EC469472AF03615A31CEFD79468D623905ACD1728BESDE
6

Malicious: false

Reputation: low

Preview:
o\r.m....h.......... keyhttps://abs.twimg.com/responsive-web/client-web/ondemand.BranchSdk.cbe4c015.js .https://twitter.com/~...i&............. N _ O ALLLN

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\89a981ce4d0a0464 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit):  5.6885213832882

Encrypted: false

SSDEEP: 6:mSYk+2pomdMGw1VwhmJ2M4nlHgi/U3IGH4AhK6t:L++amdnkJinil GHH7

MD5: 6A7CF1B89FE686B93717D1CCD5FD0655

SHAL: BD38DD736AB01C0C673E11632A20EB3EFE36F6DF

SHA-256: A4F403469EE08D2E59046B7CC887B729864CB5795B655167150DC8ADB6D2E370

SHA-512: 130ABD129B4BD4BF1684839B694F2EFA3560EBOFA599A8CDC30423E42D42BF307B86031FF5A988E82C1C8F3A85E52A5A9B90860C2E7DCD55E74A504655935E9!

Malicious: false

Reputation: low

Preview:
o\r.m.....h......... keyhttps://static.xx.fbcdn.net/rsrc.php/v3/yv/r/eRfcZIxUwCV.js?_nc_x=1j3Wp8lg5Kz .https://facebook.com/ o wWd....... C.I.Gl...... 8.~....[x
2. ALEO....0n ALEO .o

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\89b6435f612a3aee 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\89b6435f612a3aee 0

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

4485

5.942676870192564

false
96:NiW8iQYVOhbSwpVM/4jMyrMScl+ou5XWilQPRKvY3UnA3yjKuM:NKEkbBoylScd9Q9vY 3yw
B6762485EFAB304BBFC1E2ED06324E23
B27C886393FA9005066EA5976017BF58AB56DB5E
67B6BEF78669AAFAFF64F428C11C00F1BAF4D00B95652649F2C0653DFB796C07

65EE01238AE838F717181C7C600CB36D56117BA6ACCB493921BF59CD11902C37B74014D9C4F7736BB5CEB7E902C29D74A616E525A7FAADICS737E5FBBF2204¢€
A

false
low
O\r..m......]....C.C...._keyhttps://www.census.gov/etc.clientlibs/census/clientlibs/analytics.js .https://census.gov/....i&/.........cccccceovvnenee. &...)..P..110.?2...A..Eo......3E..
......... ALEO.iiiiiiiiin W0 O H (S L L>0.QCBU. . .curHost...Qe..| .....govDomainList.....Qd..J.....fileExtList..(S.....1a.....

&..&...&(S...la....D....Qe."
T &.(S...la.......... Qdn.:....
linkClick...E.d.......cccrenene &.(S...1a....i....(Qh>6.E....bannerAlertCloseButtonClick.E.d....$............... &.(S..la......... Qf6..8....navigationBLinkClickE.d................

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8b610968227chc8e_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

290

5.670014706676238

false
6:mrTtVYj018IrAMUscQQcOHNy1x61GMd5WtgliCB89hRVZK6t:IT/1thUsjUHNS/ICB+T
2DE857453B02BDB67DCBC7606BED2A02
5AFD5E48811B1DEEDA7031E877A1D26012710DDA
E44499908B2A9A021208B7E186E621F4361BEODFIB1EO99E37A7B44ADEGCBFC4
07A7EEBE165A9B98CB89D4AF7CF38184317C296DE252F71D522E1A4FCA2DD41AA41724BA775750928004217E0420782F7BF9E025BE1E25620054438AA776B715

false

low

o\r.m............ 6...._keyhttps://abs.twimg.com/responsive-web/client-web/shared~bundle.RichTextCompose~bundle.DMRichTextCompose~ondemand.RichText.89bf14c5.js
.https://twitter.com/:...i&.............. [....N.".G.b_.\....0%.[1.:2)e....... A.Eo....'5........... AEO..coii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8c05ed04bad2f2cb_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

235

5.590635485327

false

6:mnKYj018IrAE8G1IM5htgMn/9zCveQMrNbK6t:Q21tgG11hn/9zCncN
11C3E45C6CCDF260644A39AD1082F709
ACES5C61F1EOEO06BBEB0488230433A821D9E7EA47
FA7F6A21EB5EDA1C17DD44C158E708D06B03702B979A6127A06F312E8ES5ABF45

F50CCFDF3524502EA43C2AC38DB18F7544570AFCA4335769158B9D254452EE10736AE24552FB1A7A0A23B7216FOFAFEC34D3F29D5DEF6FCDOEBA1189A559D8tE
2

false

low

O\r..m......q...W.g8...._keyhttps://abs.twimg.com/responsive-web/client-web/loader.AppModules.c9a3b485.js .https://twitter.com/....i&............. Z...... M..=1{.21.6.M. . HF~I5]
g.b.ALEO..ccoiiin ALEO0..oiiiis

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8d387a9a5d78e037_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

247

5.728013968877135

false

6:md+oYk+f2pomWptt/ahmJ2UHygftffHsFhr5RK6t:IA++amgt/akJIxfM1
654A4AA410E47EE7F7A06449004AA5FD
67477CF87898FE0444A5729CA4EF246D35C97096
BFC98910196BB948FOE10FE1AF1AFDOAF5165FBD44B1DDD07810A5D884BDF242

FD9D5SEDE3F9DD3BE4556F43BE5B53C543DABI503CFIC6F1FAD74175D33A75F4A751C63B4A8877F37AE9BA29010DD3AECCD695D199A47B3C41A73BF1ECF95¢
C9
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8d387a9a5d78e037_0

Malicious: false
Reputation: low
Preview:
O\r..m......s...9.&....._keyhttps://static.xx.focdn.net/rsrc.php/v3iOhL4/yj/l/de_ DE/eymb8qr90fw.js?_nc_x=1j3Wp8Ig5Kz .https://facebook.com/z...i

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\8defe3daad4bc95df 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 231

Entropy (8bit):  5.597940683010661

Encrypted: false

SSDEEP: 3:m+77Zv8RzYrSLbGtGyrsSN2IKKoTOLRHKEBM+LK7GLXWGXOMGI/IHCItzLENtHT:maZEYGLKcLQ2IKt9PjoMygILr TzK6t

MD5: 14099A740CE6F067E5CB07263CB2BD63

SHAL: E750F9BB4D0D2FFCFE7F43A228CE6D7786564B00

SHA-256: 872693D9DA8BD005B3A620A3971791E11B1ADA7BF10412532E627DFD5F2C6492E

SHA-512: 1DE927345F81E71622BA93859F51CD80DDIDIDBESBFI75ACA145C56CD48DI1EEE962CCE19DCIEFF76FF86E975966804142CF6BBA887FB94700FE027D1923DD
6

Malicious: false

Reputation: low

Preview:

b>L..l....... ?...yh.(.A

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8e5edf5491ede209_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 219

Entropy (8bit):  5.564027241933453

Encrypted: false

SSDEEP: 6:mBYEYkvwyEbA30VINRrHgOTZISTS3tYbK6t:4bvwy/ENNF1NIAEM

MD5: B2C6945F2382249C0EE87320A982BFFE

SHA1L: 7FB3BF4325EAA07785CA8BCE4F4AFBC8C2C0D220

SHA-256: 6CE8700E673DD58564C214727E714B1744033E09E367D119C5EE16DA335D729A

SHA-512: 532730355795B0448A91E30616B68C371B91352BE9CC35342A773A00C3AF610BFB3D00F3AB6CESIBSAEIAGBAE39ABBIF2975COADECI91C2CC6561FD7BBDEGS3E
9

Malicious: false

Reputation: low

Preview:

...._keyhttps://static-exp1.licdn.com/sc/h/58ikgnh04in2ngtxjdu5jjicl .https://linkedin.com/.k=.i&/... LGVALXLSEhALLLLAL
C:\Users\user\AppDatal\Local\Google\Chrome\User Data\Default\Code Cache\js\922bd684a98celb4 0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 247
Entropy (8bit):  5.701135387496361
Encrypted: false
SSDEEP: 6:mAHYk+2pomWQr62VwhmJ2rrg2KtSLebunxs9/bK6t:h++amN6IkJCZiSLeigFN
MD5: A113EC73069FC4319EC49EB11F2C998B
SHAL: 827B985C99D517E6388BBSEF9E9863447128BF87
SHA-256: EBA9897B72C10910E1D741405F56 CDDC6EBE029F3326F9994887CBA2E6CF7431
SHA-512: 25917FEC1543FEA31BE45B7414B195C7426A7F38AE195404A185F0F4A473B832A9861994D2DFCC082F4715F54DB51C35444ECFCA45F04CCBFEB3B4A2501B89B5¢
Malicious: false
Reputation: low
Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9436ed6b703604fa_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 240
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9436ed6b703604fa_0
Entropy (8bit):  5.5828396212055615

Encrypted: false
SSDEEP: 3:m+Is/HtgOABRzYjOKKKXIMMIrAKTzZKXF300IMROWJV/I/IHCVII3B004w7WmRSIIB:mWEYj018IrAK+OiMuYtgtn1JK6t
MDS5: C94DF02AC62BF2C850E77FE10BA840B4
SHA1L: 849E8D48B811F1210E3F9E88BASEFB67035610C2C
SHA-256: 702DF8B4D56420549ACC63E92CE69BBD75DBE8312B94B4D5E350F655C664A89F
SHA-512: 98651EB8629F93AFFC267A1AFED988DC4A728923DA17E597114450EC8161464BEED6176E37284448DDE3D9D5296C82A08C3C7C050A00BD76E01E136D23CF9I59
Malicious: false
Reputation: low
Preview:
O\r..m......l...>..L...._keyhttps://abs.twimg.com/responsive-web/client-web/bundle.RichTextCompose.77020085.js .https://twitter.com/....i&l.............. [coene G.J.u.z.D....&;

7v$'...E.A.Eo.....2... A.Eo....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\99c7340fa3da6419_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 250

Entropy (8bit):  5.37733253210399

Encrypted: false

SSDEEP: 6:m2SEYGLKcoRMQSncRMQ6dvKNRMQ6dtZiYugl5rOYoe29hnHTzIhK6t:hSZhSni6dSN6dt4sr4e29hzzN

MD5: 2F5BA529AABD049A96ADD2992F76116D

SHA1L: DOCE140C30C3EC6D9B9197E89DABD459DC483513

SHA-256: AFE1C52B6E55BB3CDD03000EOASED49D5ACA72853AFBBASBAAL013FD8C391A3B

SHA-512: 7637FA86419C3C634742D6E043E2587573B99E2BAS656F4D27D45B22BF7D94018474362836D9C540B480F91B46FBO6EGES7A2D60C349DDA5692C798C18F639A5
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9b392c532f5be8f0_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 218

Entropy (8bit):  5.451292637932589

Encrypted: false

SSDEEP: 6:mm9YGLKcpKOIGKWNMFgtzkN7kBe5UrhK6t:urElu+8g7

MD5: 10507A4D960D351A64B3DBF54F77E924

SHA1L: 11E6F7B765DC03DBFB1A2D91E1343193D16822BE

SHA-256: 94AB85A7ED324B7F747C4B39D94A8DCB6537C697DE2BD48DFCC9B0894D965F3C

SHA-512: DC968D0C5B572C5920C3A894EA485293958BB39AF5F01F5D90E9D404E219BB62AES51D2C7BD4BC4F5BDBC6100A05FE65BASAA3966FB5B8255F3A660C3BF8FGE
04

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9c7f758e9ab324c1 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 211
Entropy (8bit):  5.442021198079551
Encrypted: false
SSDEEP: 6:m3YGLKcNQKIENFPZQvtgPWIVVTQGNTFrVnIZK6t:nEQrimBTQGFznIT
MD5: E9433E1FBB2730C46E2DFAFD5746F57D
SHAL: BDD49113C957594CF6AE152E02CDD43E9FA592EA
SHA-256: 30D60B3004ED195AFB31A060900C35CFABA3COBE7DE9EBED016520B5D927A806
SHA-512: 55C96087BF3C0C3F2699D55656BD8171810C966C1573580F341ECF483EDC4398F4EC046D4E55B18B8A31724E74E612F8D0849D584C0432DB67185854E513BD13
Malicious: false
Reputation: low
Preview:
O\r..m......0...$.BC...._keyhttps://lwww.census.gov/ratingtool/js/ratingtool.min js .https://census.gov/....i&............. Ko =.,p..Jy...0._j'v.l...Kb.|.ALEO....;ccoiine A EO..........
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\a365c7ddd6faébff 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

10874

5.75164233148199

false
192:yUylZSjBepe3YXrwmtSspavk9I0wWceh+Ix2rirGZamL6zlIcVYXIXE:mpOUaM9IMf8aWIDF
EDBO037AC5EE13C668D17590FD6799D35
BDOB7D69259AB205C9D4F7066F51BC547FA70B85
EA4338E830D0F76898954ABC705FOFOD1BAD76E0924AFA63AC18C4BDCFBCFFA7
DF22C2FA9ED3973COCFBBE4748348CF1D904EB8FCBF505988450F71872B546E077878A3DE9EFE477DC6967A227767A31D5396408CESEE3715BFB1ESOF8BO0OF7,

false

low

..._keyhttps://www.census.gov/etc.clientlibs/clientlibs/granite/utils.js .https://census.gov/.Ly.i&/....
O (4 (S..72..TL&....(S.h.....L..Q.@Z.

P
e QFF L SELECTOR_INFINITY.....Qd...;...
SER....Q.@N....... browser...Qd........ OPERATION...

..Qd...+....:.oper

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\a4091bb1a80ffca9_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

228

5.6032766048475695

false

6:m7rnYGLKcLQ2IKsXi3s3ygfnAbfFUrbK6t:cr66YBA4N
97438B330D7C98CBB5EF0785F23C8AFA
45ED86A473FBC584DA29965E0F93E0594FC2FABS
C5EA293B62879562B37E1DA001D584C400DDCDY01F524AC7FBA1138E49644B34
B17786B9462F54BFBBFDFE62EF3D209B7481956F1A125C85B2A38CECA7AODIEOB02C4802632C6089D6FEF16A178CD6ECA3EF336629420F10425ECF396785EFF

false

low

Jly.. *.5.%.~8..

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\a4f80eb73d5ec764 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

233

5.532312329018038

false

6:mmM26EYsyZcvXsqL7BfZWSXg6ZelDe//nn7DK6t:dPO7poQZJIp
FO0A48B072F37606C06F14152AAFBES5
9E724A831E8B7EC6F831EC3EF358F794B491CDCA
D59286D4A85CAC8A3873D734C72EADDBC5BF5A0330E73C5B7E0B177B230F4FF2
56386925EF65AA2FE4BOEC6793BCF5AFB19C8D31D296250A9A9669C3B642B6437F583985E01F98636440A7DC7B9F0808CCD0929FB3667D4E1834228C2E8AGAF]

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a66c353elalc147f 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

235

5.440452623953804

false
6:mW/XYGLKcpKOIiILEIQOEXAFgIntvOXDWP4KIhK6t: T/qrwenBOXS7
DA8A14C9240B1EB2D40814221829B6DF
D7BOECA4EADDO61DCEE165BBCB5505D26B418660
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a66c353elalc147f 0

SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

8551EB59690E18315A1B37242C75AA7377D6A60AFFC0419268530BCDC1C40985
6A8B33560CCF264B06A4175F11E94E77857F21A67F19C1FB67B20EC25CF1632B7B8C303A5813694BB427E5D19B425B7C408E986151DE3F2F7C7931EF687228CA

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a830cf2055d86ch7_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

211

5.410801808339288

false
3:m+IKP//la8RzYrSLbGtGWNQWKGPWFvDGLXWGsEHI/IHC6IISIXVGUPZuyhMmQWhR:mN9YGLKcG5ZsegzrXkzyhFhlbK6t
F10703299A16830CFF40C57F057AEBE7

86323E10EBIF16BA924B5A236AE30E4D3A9A1999
F2B6A7A1BBF6C305098BDE8B92434A4838E0B1593205DAE88EE6C23BFIEOIE L9

E9EEODB7E8C308E77A7482A12EF549A6C94825F413DA2B5AFB89FBAFFD6B29C37B68A40F8DDY9FAGAIEDC7DD698A874449D4D1C71F82CA1155106FAEGDDAY.
E5

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\abb45d97ebf09494 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

345

5.9559855562889785

false
6:mbXYGLKcNQK1UQTjJ7ZCugel/x+BO40DK6t4qSPNSIhQ8XXxINHXK+C8+B0O4j:qqEQK3J7Yc/sYvuquA/hl5KbYI
3E6D3A3F8C0B82608DIFIA2A2EDFIFOC

A7A42201AA8F67ACDBEE940DC3B6352871C4ACD2
6E2F2F6D3DD547FEOOECADA15D967EEB04041388C3A18FBEA9BOF44AD722A2CB
1740312F671AA5E2FB879370AD504CC17F7A9FE7AF44960E39245491986C12331A772FC1E5041F40F889824DBFE3D69FC4C4B738B55A75CDC3333EBOFE4ADCCTYI

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ad4b379ac706a647 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1764

5.760943341050606

false

24:HIXwZtS63Zt1JIZt4bZtDIprZtbGZI5Zt7IL7:HFWZc63Z2TIIZGbZuprZI+5Z237
D3F3BC59E5B82C445ED5305693A27B17
19C1182C4813F1E08D415E4DABB79EBFCBOA7C61
40F14F7DAA91FCC74B4E33A4916AFEFB6F221D2F9ESED6B4BOF31F600F408E27
391086E9DDD51FDB8ECFB40F8626127DB79FC73E109B9D7C04CD0010C297627307E7907FD93D4405307C6A164144A3F5391233B53AE680ECOF45CDF1C3F83A6

false

......... A Eo......coo.....O\r.m..... X....& ....._keyhttps://assets.adobedtm.com/extensions/EPbde2f7cal4e540399dcc1f8208860b 7b/AppMeasurement.min.js .https://censu
s.gov/..M.i&l............. Yo * b O.$E. V.7 ALEO..n A.Eo.........
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\adf7722569fd0bc6 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit):  5.777066285628198

Encrypted: false

SSDEEP: 6:m49Yk+2pomX8N7yhmJ2CIFgelluSirNenliKét:ri++amX8okJPIPEIO

MDS5: CAA439D65CE3EEF894198BE93D3FE95F

SHA1L: 36C76CE03D24987E444EB4DIFED2C9923B5BIEAC

SHA-256: 0E37865559D705CD56FEC51629015E0632956CC2359D1A78E1ASABF97B7D18CC

SHA-512: EE69FA37409D707EA8B5SE66AFOEDAB851FEALE4921D3D4961EA67E0B419C07BEC793E511920248812FD518294DA081FBA76F38D5EF310CEDCB96243ACA9ES4I
F

Malicious: false

Reputation: low

Preview:

ML.....7.61.#...1.Y z....D6..#-

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b343428e4e214036_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 247

Entropy (8bit): 5.696498983610542

Encrypted: false

SSDEEP: 6:mv8gl/VYk+2pomWmoO+oLahmJ24JygZIiw5a4d9IZK6t:48gN++amGO+FkJtif+T
MD5: 32E8E331F590DAE44DCB1BE3C59DE9AB

SHA1L: 977050933494149A2A21E891932729F317B4099C

SHA-256: B420446625AC1C9EBE6CCED187DC0O9E394A15B378354ED47422AC7CAA36CBI66
SHA-512: 2E4EE22699DAA5717D1823A9595877E3D712303754AD978616209450FB6019F33BA3754D7B73C73081649EAG661EB61522DC4A26466492BOEE6A4A2C5384E13BD
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\bd70629d46f06879_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 109120

Entropy (8bit):  5.870894802537158

Encrypted: false

SSDEEP: 1536:xTfcY2hNx2QIlyLS4K51THyvCeu2fX15MpF80pRTCCkeHIRIbUNP5:JcRxLorTc5fX0FzmCkeHIRV5
MDS5: 440B199DD7F843C27F61D34235E1EA29

SHA1L: 563125FD68F3AC486861E6FD04D7C831EEA3BB2B

SHA-256: EA91004D75F60867A72BD019327E5732A2E6BC91A143E63E86215DB7A7BAB2A3

SHA-512: 4F68B06430FF091463E296F7D3FD1113FA48A0558A356BD632DBC807009E18CDCOEC68B3E6F951797E4F5D2188DC52B12257DE10B3866FAA038D35386CB868C!
Malicious: false

Reputation: low

Preview:

O\r..m......@...!1iG.....E8502C367E960B687F4D4F5F8C0813ECI7B00051BA7C78C159C8F90F42AAC3AT .

(S..... LHL (S L....0Rc.. ...Qcb....... factory."....I'....Da0...r.....Q.@Z.......module....Qc.A.E
.PP.1.....B...https://Iwww.census.gov/etc.clientlibs/clie|
window....Qd.=.....deletedlds....1...Qc&.

..fcamelCase....Qd>..z...

Static File Info

No static file info
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Network Behavior

Snort IDS Alerts

Source Dest Source
Timestamp Protocol SID Message Port Port P Dest IP

07/23/21- UDP 254 DNS SPOOF query response with TTL of 1 min. and no authority 53 64140 8.8.8.8 192.168.2.3
17:24:59.484812

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
Jul 23, 2021 17:24:03.393996000 CEST 192.168.2.3 8.8.8.8 0x6fbc Standard query  clients2.g A (IP address) IN (0x0001)
0) oogle.com
Jul 23, 2021 17:24:03.395006895 CEST 192.168.2.3 8.8.8.8 OxadOb Standard query  accounts.g A (IP address) IN (0x0001)
0) oogle.com
Jul 23, 2021 17:24:03.400038958 CEST 192.168.2.3 8.8.8.8 0x25e8 Standard query  covid.census.gov A (IP address) IN (0x0001)
(©)
Jul 23, 2021 17:24:03.993607044 CEST 192.168.2.3 8.8.8.8 0x9023 Standard query  govl.qualt A (IP address) IN (0x0001)
(0) rics.com
Jul 23, 2021 17:24:05.274859905 CEST 192.168.2.3 8.8.8.8 0xffol Standard query  uscensusbu A (IP address) IN (0x0001)
0) reaucovid.
govl.qualt
rics.com
Jul 23, 2021 17:24:09.019908905 CEST 192.168.2.3 8.8.8.8 Oxbc6f Standard query  www.census.gov A (IP address) IN (0x0001)
)
Jul 23, 2021 17:24:10.216062069 CEST 192.168.2.3 8.8.8.8 0x2ald Standard query  assets.ado A (IP address) IN (0x0001)
0) bedtm.com
Jul 23, 2021 17:24:10.218883038 CEST 192.168.2.3 8.8.8.8 0xc75d Standard query  www.google.com A (IP address) IN (0x0001)
)
Jul 23, 2021 17:24:10.990438938 CEST 192.168.2.3 8.8.8.8 0Oxcc9b Standard query  dpm.demdex.net A (IP address) IN (0x0001)
)
Jul 23, 2021 17:24:11.428085089 CEST 192.168.2.3 8.8.8.8 0xfa6 Standard query  uscensusbu A (IP address) IN (0x0001)
(0) reau.demdex.net
Jul 23, 2021 17:24:11.456897974 CEST 192.168.2.3 8.8.8.8 0x45d8 Standard query  cm.everest A (IP address) IN (0x0001)
0) tech.net
Jul 23, 2021 17:24:11.484860897 CEST 192.168.2.3 8.8.8.8 Oxbbb4 Standard query  censusbure A (IP address) IN (0x0001)
0) au.tt.omtrdc.net
Jul 23, 2021 17:24:11.504674911 CEST 192.168.2.3 8.8.8.8 0x5ed5 Standard query  s.go-mpulse.net A (IP address) IN (0x0001)
(©)
Jul 23, 2021 17:24:12.821427107 CEST 192.168.2.3 8.8.8.8 0x1d56 Standard query  c.go-mpulse.net A (IP address) IN (0x0001)
)
Jul 23, 2021 17:24:12.853024006 CEST 192.168.2.3 8.8.8.8 Oxcd8f Standard query  dap.digita A (IP address) IN (0x0001)
0) Igov.gov
Jul 23, 2021 17:24:13.913285971 CEST 192.168.2.3 8.8.8.8 0x3b6d Standard query  censusbure A (IP address) IN (0x0001)
(0) au.dl.sc.o
mtrdc.net
Jul 23, 2021 17:24:16.774529934 CEST 192.168.2.3 8.8.8.8 0xb19 Standard query  clients2.g A (IP address) IN (0x0001)
(0) oogleuserc
ontent.com
Jul 23, 2021 17:24:17.092976093 CEST 192.168.2.3 8.8.8.8 0xc572 Standard query  www.census.gov A (IP address) IN (0x0001)
0)
Jul 23, 2021 17:24:32.685525894 CEST 192.168.2.3 8.8.8.8 0x35¢7 Standard query  kgiticdijx A (IP address) IN (0x0001)
0) 3nayh234wq-f-
a6f6e7152-
clientnsv4-
s.akamaihd.net
Jul 23, 2021 17:24:36.068295956 CEST 192.168.2.3 8.8.8.8 0xf364 Standard query  6852bdOc.a A (IP address) IN (0x0001)
(0) kstat.io
Jul 23, 2021 17:24:36.830317974 CEST 192.168.2.3 8.8.8.8 0x5786 Standard query  kqiticdijx A (IP address) IN (0x0001)
(0) 3nayh234yq-f-
fe811546¢-clientn
sv4-s.akam
aihd.net
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jul 23, 2021 17:24:41.413297892 CEST 192.168.2.3 8.8.8.8 0xa840 Standard query  data.census.gov A (IP address) IN (0x0001)
0
Jul 23, 2021 17:24:42.608930111 CEST 192.168.2.3 8.8.8.8 0x91e4 Standard query  kaqiticdijx A (IP address) IN (0x0001)
(0) 3nayh2344q-f-
5302de751-
clientnsv4-

s.akamaihd.net

Jul 23, 2021 17:24:45.674211025 CEST 192.168.2.3 8.8.8.8 0xf9a6 Standard query  kaqiticdijx A (IP address) IN (0x0001)
(0) 3nayh2345q-f-
ac8018cd7-
clientnsv4-

s.akamaihd.net

Jul 23, 2021 17:24:47.992916107 CEST 192.168.2.3 8.8.8.8 0x4a49 Standard query  www.facebo A (IP address) IN (0x0001)
(0) ok.com

Jul 23, 2021 17:24:48.634835958 CEST 192.168.2.3 8.8.8.8 0x492a Standard query  static.xx. A (IP address) IN (0x0001)
(0) fbcdn.net

Jul 23, 2021 17:24:52.256483078 CEST 192.168.2.3 8.8.8.8 0x2e64 Standard query  static.xx. A (IP address) IN (0x0001)
(0) fbedn.net

Jul 23, 2021 17:24:53.632687092 CEST 192.168.2.3 8.8.8.8 0x8294 Standard query  twitter.com A (IP address) IN (0x0001)
(0

Jul 23, 2021 17:24:53.934438944 CEST 192.168.2.3 8.8.8.8 0x9dad Standard query  abs.twimg.com A (IP address) IN (0x0001)
(0)

Jul 23, 2021 17:24:53.934667110 CEST 192.168.2.3 8.8.8.8 Oxdfcc Standard query  pbs.twimg.com A (IP address) IN (0x0001)
(0)

Jul 23, 2021 17:24:53.934772015 CEST 192.168.2.3 8.8.8.8 0x8212 Standard query  api.twitter.com A (IP address) IN (0x0001)
)

Jul 23, 2021 17:24:53.976959944 CEST 192.168.2.3 8.8.8.8 0xb452 Standard query  t.co A (IP address) IN (0x0001)
)

Jul 23, 2021 17:24:53.978993893 CEST 192.168.2.3 8.8.8.8 0xe760 Standard query  video.twimg.com A (IP address) IN (0x0001)
)

Jul 23, 2021 17:24:55.529834986 CEST 192.168.2.3 8.8.8.8 0xa200 Standard query  abs.twimg.com A (IP address) IN (0x0001)
)

Jul 23, 2021 17:24:55.901981115 CEST 192.168.2.3 8.8.8.8 0x6348 Standard query  www.linked A (IP address) IN (0x0001)
(0) in.com

Jul 23, 2021 17:24:56.655095100 CEST 192.168.2.3 8.8.8.8 0x9b5f Standard query  static-exp A (IP address) IN (0x0001)
0) 1.licdn.com

Jul 23, 2021 17:24:57.450268984 CEST 192.168.2.3 8.8.8.8 0x5429 Standard query  platform.| A (IP address) IN (0x0001)
0) inkedin.com

Jul 23, 2021 17:24:58.526645899 CEST 192.168.2.3 8.8.8.8 0x5477 Standard query  static-exp A (IP address) IN (0x0001)
0) 1.licdn.com

Jul 23, 2021 17:25:08.976563931 CEST 192.168.2.3 8.8.8.8 0x3790 Standard query  gis.geo.ce A (IP address) IN (0x0001)
0) nsus.gov

Jul 23, 2021 17:25:09.214092970 CEST 192.168.2.3 8.8.8.8 Oxe2be Standard query  server.arc A (IP address) IN (0x0001)
0) gisonline.com

Jul 23, 2021 17:25:09.470818996 CEST 192.168.2.3 8.8.8.8 0x2cc Standard query  kaiticdijx A (IP address) IN (0x0001)
0) 3nayh235jg-f-

4b8ecdb08-
clientnsv4-

s.akamaihd.net

Jul 23, 2021 17:25:11.204070091 CEST 192.168.2.3 8.8.8.8 0xb797 Standard query  server.arc A (IP address) IN (0x0001)
0) gisonline.com
DNS Answers
Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
Jul 23, 2021 8.8.8.8 192.168.2.3 OxadOb No error (0) accounts.g 172.217.168.45 A (IP address)  IN (0x0001)
17:24:03.420093060 oogle.com
CEST
Jul 23, 2021 8.8.8.8 192.168.2.3 Ox6fbc No error (0) clients2.g clients.l.google.com CNAME IN (0x0001)
17:24:03.427150965 oogle.com (Canonical
CEST name)
Jul 23, 2021 8.8.8.8 192.168.2.3 0x6fbc No error (0) clients.|. 142.250.203.110 A (IP address)  IN (0x0001)
17:24:03.427150965 google.com
CEST
Jul 23, 2021 8.8.8.8 192.168.2.3 0x25e8 No error (0) covid.cens uscensusbureaucovid.van CNAME IN (0x0001)
17:24:03.441113949 us.gov ity6.gov1l.qualtrics.com (Canonical
CEST name)
Jul 23, 2021 8.8.8.8 192.168.2.3 0x25e8 No error (0) uscensusbu akamaisecure6.qualtrics.c CNAME IN (0x0001)
17:24:03.441113949 reaucovid. om.edgekey.net (Canonical
CEST vanity6.go name)
vl.qualtrics.com
Jul 23, 2021 8.8.8.8 192.168.2.3 0x9023 No error (0) govl.qualt cloudenhanced.qualtrics.c CNAME IN (0x0001)
17:24:04.033334017 rics.com om.edgekey.net (Canonical
CEST name)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 23, 2021 8.8.8.8 192.168.2.3 0xffo1 No error (0) uscensusbu cloudenhanced.qualtrics.c CNAME IN (0x0001)
17:24:05.311801910 reaucovid. om.edgekey.net (Canonical
CEST govl.qualt name)

rics.com
Jul 23, 2021 8.8.8.8 192.168.2.3 Oxbc6f No error (0) WWW.Census.gov. www.census.gov.edgekey CNAME IN (0x0001)
17:24:09.057416916 .net (Canonical
CEST name)
Jul 23, 2021 8.8.8.8 192.168.2.3 Ox2ald No error (0) assets.ado cn- CNAME IN (0x0001)
17:24:10.250787973 bedtm.com assets.adobedtm.com.ed (Canonical
CEST gekey.net name)
Jul 23, 2021 8.8.8.8 192.168.2.3 0xc75d No error (0) www.google 172.217.168.68 A (IP address)  IN (0x0001)
17:24:10.252674103 .com
CEST
Jul 23, 2021 8.8.8.8 192.168.2.3 Oxcc9b No error (0) dpm.demdex.net gslb-2.demdex.net CNAME IN (0x0001)
17:24:11.025325060 (Canonical
CEST name)
Jul 23, 2021 8.8.8.8 192.168.2.3 Oxcc9b No error (0) gslb-2.dem edge-irll.demdex.net CNAME IN (0x0001)
17:24:11.025325060 dex.net (Canonical
CEST name)
Jul 23, 2021 8.8.8.8 192.168.2.3 Oxcc9b No error (0) edge-irll. dcs-edge-irl1- CNAME IN (0x0001)
17:24:11.025325060 demdex.net 876252164.eu-west- (Canonical
CEST 1.elb.amazonaws.com name)
Jul 23, 2021 8.8.8.8 192.168.2.3 Oxcc9b No error (0) dcs-edge-irl1- 63.32.159.255 A (IP address)  IN (0x0001)
17:24:11.025325060 876252164.eu-
CEST west-1.elb.am

azonaws.com
Jul 23, 2021 8.8.8.8 192.168.2.3 0Oxcc9b No error (0) dcs-edge-irl1- 34.240.90.211 A (IP address)  IN (0x0001)
17:24:11.025325060 876252164.eu-
CEST west-1.elb.am

azonaws.com
Jul 23, 2021 8.8.8.8 192.168.2.3 0Oxcc9b No error (0) dcs-edge-irll- 3.250.252.43 A (IP address)  IN (0x0001)
17:24:11.025325060 876252164.eu-
CEST west-1.elb.am

azonaws.com
Jul 23, 2021 8.8.8.8 192.168.2.3 0Oxcc9b No error (0) dcs-edge-irl1- 52.16.73.168 A (IP address)  IN (0x0001)
17:24:11.025325060 876252164.eu-
CEST west-1.elb.am

azonaws.com
Jul 23, 2021 8.8.8.8 192.168.2.3 Oxcc9b No error (0) dcs-edge-irll- 52.30.200.197 A (IP address)  IN (0x0001)
17:24:11.025325060 876252164.eu-
CEST west-1.elb.am

azonaws.com
Jul 23, 2021 8.8.8.8 192.168.2.3 0Oxcc9b No error (0) dcs-edge-irl1- 52.17.54.18 A (IP address)  IN (0x0001)
17:24:11.025325060 876252164.eu-
CEST west-1.elb.am

azonaws.com
Jul 23, 2021 8.8.8.8 192.168.2.3 0xcc9b No error (0) dcs-edge-irl1- 52.214.168.199 A (IP address)  IN (0x0001)
17:24:11.025325060 876252164.eu-
CEST west-1.elb.am

azonaws.com
Jul 23, 2021 8.8.8.8 192.168.2.3 0xcc9b No error (0) dcs-edge-irl1- 52.211.62.226 A (IP address)  IN (0x0001)
17:24:11.025325060 876252164.eu-
CEST west-1.elb.am

azonaws.com
Jul 23, 2021 8.8.8.8 192.168.2.3 Oxfa6 No error (0) uscensusbu gslb-2.demdex.net CNAME IN (0x0001)
17:24:11.465306044 reau.demdex.net (Canonical
CEST name)
Jul 23, 2021 8.8.8.8 192.168.2.3 Oxfa6 No error (0) gslb-2.dem edge-irll.demdex.net CNAME IN (0x0001)
17:24:11.465306044 dex.net (Canonical
CEST name)
Jul 23, 2021 8.8.8.8 192.168.2.3 Oxfa6 No error (0) edge-irll. dcs-edge-irll- CNAME IN (0x0001)
17:24:11.465306044 demdex.net 876252164.eu-west- (Canonical
CEST 1.elb.amazonaws.com name)
Jul 23, 2021 8.8.8.8 192.168.2.3 Oxfa6 No error (0) dcs-edge-irll- 18.200.233.208 A (IP address)  IN (0x0001)
17:24:11.465306044 876252164.eu-
CEST west-1.elb.am

azonaws.com
Jul 23, 2021 8.8.8.8 192.168.2.3 Oxfa6 No error (0) dcs-edge-irl1- 54.171.163.246 A (IP address)  IN (0x0001)
17:24:11.465306044 876252164.eu-
CEST west-1.elb.am

azonaws.com
Jul 23, 2021 8.8.8.8 192.168.2.3 Oxfa6 No error (0) dcs-edge-irl1- 54.171.168.191 A (IP address)  IN (0x0001)
17:24:11.465306044 876252164.eu-
CEST west-1.elb.am

azonaws.com
Jul 23, 2021 8.8.8.8 192.168.2.3 Oxfa6 No error (0) dcs-edge-irl1- 52.49.107.116 A (IP address)  IN (0x0001)
17:24:11.465306044 876252164.eu-
CEST west-1.elb.am

azonaws.com
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Timestamp Source IP

Jul 23, 2021 8.8.8.8
17:24:11.465306044
CEST

Jul 23, 2021 8.8.8.8
17:24:11.465306044
CEST

Jul 23, 2021 8.8.8.8
17:24:11.465306044
CEST

Jul 23, 2021 8.8.8.8
17:24:11.465306044
CEST

Jul 23, 2021 8.8.8.8
17:24:11.511856079
CEST

Jul 23, 2021 8.8.8.8
17:24:11.519880056
CEST

Jul 23, 2021 8.8.8.8
17:24:11.519880056
CEST

Jul 23, 2021 8.8.8.8
17:24:11.519880056
CEST

Jul 23, 2021 8.8.8.8
17:24:11.519880056
CEST

Jul 23, 2021 8.8.8.8
17:24:11.519880056
CEST

Jul 23, 2021 8.8.8.8
17:24:11.519880056
CEST

Jul 23, 2021 8.8.8.8
17:24:11.519880056
CEST

Jul 23, 2021 8.8.8.8
17:24:11.519880056
CEST

Jul 23, 2021 8.8.8.8
17:24:11.539419889
CEST

Jul 23, 2021 8.8.8.8
17:24:12.855499983
CEST

Jul 23, 2021 8.8.8.8
17:24:12.890044928
CEST

Jul 23, 2021 8.8.8.8
17:24:12.890044928
CEST

Jul 23, 2021 8.8.8.8
17:24:12.890044928
CEST

Jul 23, 2021 8.8.8.8
17:24:12.890044928
CEST

Jul 23, 2021 8.8.8.8
17:24:12.890044928
CEST

Jul 23, 2021 8.8.8.8
17:24:13.957933903
CEST

Jul 23, 2021 8.8.8.8
17:24:13.957933903
CEST

Jul 23, 2021 8.8.8.8
17:24:13.957933903
CEST

Jul 23, 2021 8.8.8.8
17:24:16.201679945
CEST

Jul 23, 2021 8.8.8.8
17:24:16.803091049
CEST
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Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

Oxfa6

Oxfa6

Oxfa6

Oxfa6

0x45d8

0xbbb4

0xbbb4

0xbbb4

0xbbb4

0xbbb4

Oxbbb4

Oxbbb4

Oxbbb4

0x5ed5

0x1d56

Oxcd8f

Oxcd8f

Oxcd8f

Oxcd8f

Oxcd8f

0x3b6d

0x3b6d

0x3b6d

Oxabb9

0xb19

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

dcs-edge-irl1-
876252164.eu-
west-1.elb.am
azonaws.com

cm.everest
tech.net

censusbure
au.tt.omtrdc.net

censusbure
au.tt.omtrdc.net

censusbure
au.tt.omtrdc.net

censusbure
au.tt.omtrdc.net

censusbure
au.tt.omtrdc.net

censusbure
au.tt.omtrdc.net

censusbure
au.tt.omtrdc.net

censusbure
au.tt.omtrdc.net

s.go-mpulse.net

c.go-mpulse.net

dap.digita
Igov.gov

d27f3qgc9a
noq2.cloud
front.net

d27f3qgc9a
noq2.cloud
front.net

d27f3qgc9a
noq2.cloud
front.net

d27f3qgc9a
noq2.cloud
front.net

censusbure
au.dl.sc.o
mtrdc.net

censusbure
au.dl.sc.o
mtrdc.net

censusbure
au.dl.sc.o
mtrdc.net

www-google-
analytics
.l.google.com
clients2.g

oogleuserc
ontent.com

CName

cm.everesttech.net.akadn
s.net

ip46.go-
mpulse.net.edgekey.net

wildcard46.go-
mpulse.net.edgekey.net

d27f3qgc9anog2.cloudfro
nt.net

googlehosted.l.googleuse
rcontent.com

Address
34.240.90.211

52.31.176.223

52.212.101.97

34.248.156.174

52.213.168.74

34.252.166.160

52.212.193.208

52.18.150.20

34.252.156.174

18.203.205.32

54.75.9.158

52.212.164.82

52.222.174.63

52.222.174.129

52.222.174.90

52.222.174.50

15.236.176.210

15.188.95.229

13.36.218.177

216.58.215.238

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Jul 23, 2021 8.8.8.8
17:24:16.803091049
CEST

Jul 23, 2021 8.8.8.8
17:24:17.120778084
CEST

Jul 23, 2021 8.8.8.8
17:24:32.726058960
CEST

Jul 23, 2021 8.8.8.8
17:24:32.726058960
CEST

Jul 23, 2021 8.8.8.8
17:24:35.671051025
CEST

Jul 23, 2021 8.8.8.8
17:24:36.114842892
CEST

Jul 23, 2021 8.8.8.8
17:24:36.868629932
CEST

Jul 23, 2021 8.8.8.8
17:24:36.868629932
CEST

Jul 23, 2021 8.8.8.8
17:24:41.544712067
CEST

Jul 23, 2021 8.8.8.8
17:24:42.649672031
CEST

Jul 23, 2021 8.8.8.8
17:24:42.649672031
CEST

Jul 23, 2021 8.8.8.8
17:24:45.730103016
CEST

Jul 23, 2021 8.8.8.8
17:24:45.730103016
CEST

Jul 23, 2021 8.8.8.8
17:24:48.030308962
CEST

Jul 23, 2021 8.8.8.8
17:24:48.030308962
CEST

Jul 23, 2021 8.8.8.8
17:24:48.659862995
CEST

Jul 23, 2021 8.8.8.8
17:24:48.659862995
CEST

Jul 23, 2021 8.8.8.8
17:24:52.283847094
CEST

Jul 23, 2021 8.8.8.8
17:24:52.283847094
CEST

Jul 23, 2021 8.8.8.8
17:24:53.659204960
CEST

Jul 23, 2021 8.8.8.8
17:24:53.659204960
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0xb19

0xc572

0x35¢7

0x35¢7

0x5c6a

0xf364

0x5786

0x5786

0xa840

0x91e4

0x91e4

0xf9a6

0xf9a6

Ox4a49

Ox4a49

0x492a

0x492a

0x2e64

0x2e64

0x8294

0x8294

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

googlehost
ed.l.googl
euserconte
nt.com

Www.census.gov

kqiticdijx
3nayh234wq-f-
a6f6e7152-
clientnsv4-
s.akamaihd.net
kqiticdijx
3nayh234wqg-f-
a6f6e7152.ipva-
only.cname.c
lienttons.com

gstaticads
sl.l.google.com

6852bd0c.a
kstat.io

kqiticdijx
3nayh234yqg-f-
fe811546¢-
clientnsv4-
s.akamaihd.net
kaiticdijx
3nayh234yq-f-
fe811546¢.ipv4-
only.cname.c
lienttons.com

data.census.gov

kaiticdijx
3nayh2344q-f-
5302de751-
clientnsv4-
s.akamaihd.net
kqiticdijx
3nayh2344q-f-
5302de751.ipv4-
only.cname.c
lienttons.com
kqiticdijx
3nayh2345¢-f-
ac8018cd7-
clientnsv4-
s.akamaihd.net
kaiticdijx
3nayh2345¢-f-
ac8018cd7.ipv4-
only.cname.c
lienttons.com

www.facebo
ok.com

star-mini.
cl10r.faceb
ook.com

static.xx.
fbcdn.net

scontent.x
x.fbcdn.net

static.xx.
fbcdn.net

scontent.x
x.fbcdn.net

twitter.com

twitter.com

CName

www.census.gov.edgekey
.net

kqiticdijx3nayh234wq-f-
a6f6e7152.ipv4-
only.cname.clienttons.co
m

a248.b.akamai.net

wildcard46.akstat.io.edge
key.net

kqiticdijx3nayh234yq-f-
fe811546c¢.ipv4-
only.cname.clienttons.co
m

a248.b.akamai.net

www.census.gov.edgekey
.net

kaiticdijx3nayh2344q-f-
5302de751.ipv4-
only.cname.clienttons.co
m

a248.b.akamai.net

kqiticdijx3nayh2345q-f-
ac8018cd7.ipv4-
only.cname.clienttons.co
m

a248.b.akamai.net

star-
mini.c10r.facebook.com

scontent.xx.fbcdn.net

scontent.xx.fbcdn.net

Address

142.250.203.97

172.217.168.3

157.240.17.35

157.240.15.13

157.240.15.13

104.244.42.65

Type
A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)
CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

104.244.42.129 A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Jul 23, 2021 8.8.8.8
17:24:53.961354017
CEST

Jul 23, 2021 8.8.8.8
17:24:53.961354017
CEST

Jul 23, 2021 8.8.8.8
17:24:53.961354017
CEST

Jul 23, 2021 8.8.8.8
17:24:53.961354017
CEST

Jul 23, 2021 8.8.8.8
17:24:53.961354017
CEST

Jul 23, 2021 8.8.8.8
17:24:53.972249985
CEST

Jul 23, 2021 8.8.8.8
17:24:53.972249985
CEST

Jul 23, 2021 8.8.8.8
17:24:53.972635984
CEST

Jul 23, 2021 8.8.8.8
17:24:53.972635984
CEST

Jul 23, 2021 8.8.8.8
17:24:53.972635984
CEST

Jul 23, 2021 8.8.8.8
17:24:53.972635984
CEST

Jul 23, 2021 8.8.8.8
17:24:54.001786947
CEST

Jul 23, 2021 8.8.8.8
17:24:54.001786947
CEST

Jul 23, 2021 8.8.8.8
17:24:54.001786947
CEST

Jul 23, 2021 8.8.8.8
17:24:54.001786947
CEST

Jul 23, 2021 8.8.8.8
17:24:54.014555931
CEST

Jul 23, 2021 8.8.8.8
17:24:54.014555931
CEST

Jul 23, 2021 8.8.8.8
17:24:54.014555931
CEST

Jul 23, 2021 8.8.8.8
17:24:54.014555931
CEST

Jul 23, 2021 8.8.8.8
17:24:55.565892935
CEST

Jul 23, 2021 8.8.8.8
17:24:55.565892935
CEST

Jul 23, 2021 8.8.8.8
17:24:55.927032948
CEST

Jul 23, 2021 8.8.8.8
17:24:56.690810919
CEST

Jul 23, 2021 8.8.8.8
17:24:56.690810919
CEST

Jul 23, 2021 8.8.8.8
17:24:57.489248991
CEST

Jul 23, 2021 8.8.8.8
17:24:58.559257984
CEST

Copyright Joe Security LLC 2021

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x8212

0x8212

0x8212

0x8212

0x8212

0x9dad

0x9dad

Oxdfcc

Oxdfcc

Oxdfcc

Oxdfcc

0xb452

0xb452

0xb452

0xb452

0xe760

0xe760

0xe760

0xe760

0xa200

0xa200

0x6348

0x9b5f

0x9b5f

0x5429

0x5477

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

api.twitter.com

tpop-api.t
witter.com

tpop-api.t
witter.com

tpop-api.t
witter.com

tpop-api.t
witter.com

abs.twimg.com

cs510.wpc.
edgecastcdn.net

pbs.twimg.com

cs196.wac.
edgecastcdn.net

cs2-wac-eu
.8315.ecdns.net

cs672.wac.
edgecastcdn.net

t.co

t.co

t.co

t.co

video.twimg.com

€s296.wpc.
edgecastcdn.net

cs2-wpc-eu
.8315.ecdns.net

cs531.wpc.
edgecastcdn.net

abs.twimg.com

cs510.wpc.
edgecastcdn.net

www.linked
in.com

static-exp
1.licdn.com

cs1404.wpc
.epsiloncdn.net

platform.|
inkedin.com

static-exp
1.licdn.com

CName

tpop-api.twitter.com

cs510.wpc.edgecastcdn.n
et

cs196.wac.edgecastcdn.n
et

cs2-wac.apr-
8315.edgecastdns.net

cs672.wac.edgecastcdn.n
et

cs296.wpc.edgecastcdn.n
et

cs2-wpc.apr-
8315.edgecastdns.net

cs531.wpc.edgecastcdn.n
et

cs510.wpc.edgecastcdn.n
et

www-linkedin-com.|-
0005.I-msedge.net

2-01-2c3e-
003d.cdx.cedexis.net

2-01-2c3e-
0055.cdx.cedexis.net

2-01-2c3e-
003d.cdx.cedexis.net

Address

104.244.42.194

104.244.42.66

104.244.42.130

104.244.42.2

152.199.21.141

192.229.233.50

104.244.42.133

104.244.42.69

104.244.42.5

104.244.42.197

192.229.220.133

152.199.21.141

152.199.21.118

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Jul 23, 2021
17:24:58.559257984
CEST

8.8.8.8

Jul 23, 2021
17:25:09.105537891
CEST

8.8.8.8

Jul 23, 2021
17:25:09.256220102
CEST

8.8.8.8

Jul 23, 2021
17:25:09.509247065
CEST

8.8.8.8

Jul 23, 2021
17:25:09.509247065
CEST

8.8.8.8

Jul 23, 2021 8.8.8.8
17:25:09.534955025

CEST

Jul 23, 2021
17:25:09.534955025
CEST

8.8.8.8

Jul 23, 2021
17:25:11.241661072
CEST

8.8.8.8

HTTPS Packets

Timestamp Source IP

Jul 23, 2021
17:24:11.122224092
CEST

Jul 23, 2021
17:24:11.559416056
CEST

Copyright Joe Security LLC 2021

63.32.159.255 443

18.200.233.208 443

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Source

Port Dest IP

Trans ID

0x5477

0x3790

Oxe2be

Ox2cc

Ox2cc

Oxeb3e

Oxeb3e

0xb797

Dest
Port

192.168.2.3 49741

192.168.2.3 49743

Reply Code Name CName Address Type Class
No error (0) cs1404.wpc 152.199.21.118 A (IP address)  IN (0x0001)
.epsiloncdn.net
No error (0) gis.geo.ce 148.129.75.137 A (IP address)  IN (0x0001)
nsus.gov
No error (0) server.arc wildcard.arcgisonline.com CNAME IN (0x0001)
gisonline.com .edgekey.net (Canonical
name)
No error (0) kqiticdijx kqiticdijx3nayh235jqg-f- CNAME IN (0x0001)
3nayh235jg-f- 4b8ecdb08.ipv4- (Canonical
4b8ecdb08- only.cname.clienttons.co name)
clientnsv4- m
s.akamaihd.net
No error (0) kqiticdijx a248.h.akamai.net CNAME IN (0x0001)
3nayh235jg-f- (Canonical
4b8ecdb08.ipv4- name)
only.cname.c
lienttons.com
No error (0) cdn.digice 104.18.11.39 A (IP address)  IN (0x0001)
rtcdn.com
No error (0) cdn.digice 104.18.10.39 A (IP address)  IN (0x0001)
rtcdn.com
No error (0) server.arc wildcard.arcgisonline.com CNAME IN (0x0001)
gisonline.com .edgekey.net (Canonical
name)
Not Not JA3 SSL Client
Subject Issuer Before After Fingerprint JA3 SSL Client Digest
CN=*.demdex.net, CN=DigiCert TLS RSA  Wed Mon Jan 771,4865-4866- ©h32309a26951912be7dba
OU=Digital Marketing, SHA256 2020 CA1, Dec 02 03 4867-49195- 376398abc3b
O=Adobe Systems O=DigiCert Inc, C=US  01:00:00 00:59:59 49199-49196-
Incorporated, L=San Jose, CN=DigiCert Global CET CET 49200-52393-
ST=California, C=US Root CA, 2020 2022 52392-49171-
CN=DigiCert TLS RSA OU=www.digicert.com, Thu Sep Tue Sep 49172-156-157-
SHA256 2020 CA1, O=DigiCert Inc, C=US 24 24 47-53,0-23-
O=DigiCert Inc, C=US CN=DigiCert Global 02:00:00 01:59:59 65281-10-11-35-
CN=DigiCert Global Root Root CA, CEST CEST  16-5-13-18-51-
CA, OU=www.digicert.com, OU=www.digicert.com, 2020 Fri 2030 45-43-27-21,29-
O=DigiCert Inc, C=US O=DigiCert Inc, C=US  Nov 10 Mon 23-24,0
01:00:00 Nov 10
CET 01:00:00
2006 CET
2031
CN=DigiCert TLS RSA CN=DigiCert Global Thu Sep Tue Sep

SHA256 2020 CA1,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*.demdex.net,
OU=Digital Marketing,
O=Adobe Systems
Incorporated, L=San Jose,
ST=California, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

Root CA, 24 24
OU=www.digicert.com, 02:00:00 01:59:59

O=DigiCert Inc, C=US CEST  CEST
2020 2030
CN=DigiCert Global FriNov  Mon
Root CA, 10 Nov 10
OU=www.digicert.com, 01:00:00 01:00:00
O=DigiCert Inc, C=US  CET CET
2006 2031
CN=DigiCert TLS RSA Wed Mon Jan
SHA256 2020 CAL1, Dec 02 03
O=DigiCert Inc, C=US  01:00:00 00:59:59
CN=DigiCert Global CET CET
Root CA, 2020 2022
OU=www.digicert.com, Thu Sep Tue Sep
O=DigiCert Inc, C=US 24 24
CN=DigiCert Global 02:00:00 01:59:59
Root CA, CEST CEST
OU=www.digicert.com, 2020 Fri 2030
O=DigiCert Inc, C=US  Nov 10 Mon
01:00:00 Nov 10
CET 01:00:00
2006 CET
2031
CN=DigiCert Global Thu Sep Tue Sep

Root CA, 24 24

OU=www.digicert.com, 02:00:00 01:59:59

O=DigiCert Inc, C=US CEST CEST
2020 2030

b32309a26951912be7dba
376398abc3b

771,4865-4866-
4867-49195-
49199-49196-
49200-52393-
52392-49171-
49172-156-157-
47-53,0-23-
65281-10-11-35-
16-5-13-18-51-
45-43-27-21,29-
23-24,0
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Source

Timestamp Source IP Port

Jul 23, 2021
17:24:11.608624935
CEST

52.213.168.74 443

Jul 23, 2021 157.240.15.13 443
17:24:52.620078087

CEST

Jul 23, 2021
17:24:53.700438976
CEST

104.244.42.65 443

Jul 23, 2021
17:24:53.700553894
CEST

104.244.42.65 443

Jul 23, 2021
17:24:53.999193907
CEST

104.244.42.194 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.3 49745

192.168.2.3 49921

192.168.2.3 49926

192.168.2.3 49927

192.168.2.3 49929

Subject

CN=DigiCert Global Root
CA, OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=*.tt.omtrdc.net,
O=Adobe Inc., L=SAN
JOSE, ST=California, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=*.facebook.com,
O="Facebook, Inc.",
L=Menlo Park,
ST=California, C=US
CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=twitter.com, O="Twitter,
Inc.", L=San Francisco,
ST=California, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CA1,
O=DigiCert Inc, C=US

CN=twitter.com, O="Twitter,
Inc.", L=San Francisco,
ST=California, C=US
CN=DigiCert TLS RSA
SHA256 2020 CA1,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CA1,
O=DigiCert Inc, C=US

CN=api.twitter.com,
O="Twitter, Inc.", L=San
Francisco, ST=California,
C=US CN=DigiCert TLS
RSA SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

Not
Issuer Before
CN=DigiCert Global Fri Nov
Root CA, 10
OU=www.digicert.com, 01:00:00
O=DigiCert Inc, C=US CET
2006
CN=DigiCert SHA2 Mon
Secure Server CA, Nov 02
O=DigiCert Inc, C=US  01:00:00
CN=DigiCert Global CET
Root CA, 2020 Fri
OU=www.digicert.com, Mar 08
O=DigiCert Inc, C=US  13:00:00
CET
2013
CN=DigiCert Global Fri Mar
Root CA, 08
OU=www.digicert.com, 13:00:00
O=DigiCert Inc, C=US  CET
2013
CN=DigiCert SHA2 High Wed
Assurance Server CA, May 26
OU=www.digicert.com, 02:00:00
O=DigiCert Inc, C=US  CEST
CN=DigiCert High 2021
Assurance EV Root CA, Tue Oct
OU=www.digicert.com, 22
O=DigiCert Inc, C=US  14:00:00
CEST
2013
CN=DigiCert High Tue Oct
Assurance EV Root CA, 22
OU=www.digicert.com, 14:00:00
O=DigiCert Inc, C=US  CEST
2013
CN=DigiCert TLS RSA  Fri Feb
SHA256 2020 CA1, 05
O=DigiCert Inc, C=US  01:00:00
CN-=DigiCert Global CET
Root CA, 2021
OU=www.digicert.com, Thu Sep
O=DigiCert Inc, C=US 24
02:00:00
CEST
2020
CN=DigiCert Global Thu Sep
Root CA, 24
OU=www.digicert.com, 02:00:00
O=DigiCert Inc, C=US  CEST
2020
CN=DigiCert TLS RSA  Fri Feb
SHA256 2020 CAL, 05
O=DigiCert Inc, C=US  01:00:00
CN=DigiCert Global CET
Root CA, 2021
OU=www.digicert.com, Thu Sep
O=DigiCert Inc, C=US 24
02:00:00
CEST
2020
CN=DigiCert Global Thu Sep
Root CA, 24
OU=www.digicert.com, 02:00:00
O=DigiCert Inc, C=US  CEST
2020
CN=DigiCert TLS RSA  Fri Feb
SHA256 2020 CAL, 05
O=DigiCert Inc, C=US  01:00:00
CN=DigiCert Global CET
Root CA, 2021
OU=www.digicert.com, Thu Sep
O=DigiCert Inc, C=US 24
02:00:00
CEST
2020
CN=DigiCert Global Thu Sep
Root CA, 24
OU=www.digicert.com, 02:00:00
O=DigiCert Inc, C=US  CEST
2020

Not
After

Mon
Nov 10
01:00:00
CET
2031

Wed
Nov 10
00:59:59
CET
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Wed
Aug 25
01:59:59
CEST
2021
Sun Oct
22
14:00:00
CEST
2028

Sun Oct
22
14:00:00
CEST
2028

Sat Feb
05
00:59:59
CET
2022
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Sat Feb
05
00:59:59
CET
2022
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Sat Feb
05
00:59:59
CET
2022
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

JA3 SSL Client

Fingerprint JA3 SSL Client Digest

771,4865-4866-
4867-49195-
49199-49196-
49200-52393-
52392-49171-
49172-156-157-
47-53,0-23-
65281-10-11-35-
16-5-13-18-51-
45-43-27-21,29-
23-24,0

b32309a26951912be7dba
376398abc3b

37f463bf4616ecd445d4al
937da06e19

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-23-65281,29-
23-24,0

771,4865-4866-
4867-49195-
49199-49196-
49200-52393-
52392-49171-
49172-156-157-
47-53,0-23-
65281-10-11-35-
16-5-13-18-51-
45-43-27-21,29-
23-24,0

b32309a26951912be7dba
376398abc3b

b32309a26951912be7dba
376398abc3b

771,4865-4866-
4867-49195-
49199-49196-
49200-52393-
52392-49171-
49172-156-157-
47-53,0-23-
65281-10-11-35-
16-5-13-18-51-
45-43-27-21,29-
23-24,0

b32309a26951912be7dba
376398abc3b

771,4865-4866-
4867-49195-
49199-49196-
49200-52393-
52392-49171-
49172-156-157-
47-53,0-23-
65281-10-11-35-
16-5-13-18-51-
45-43-27-21,29-
23-24,0
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Source

Timestamp Source IP Port

Jul 23, 2021
17:24:54.064408064
CEST

104.244.42.133 443

Jul 23, 2021
17:24:54.902766943
CEST

104.244.42.194 443

Jul 23, 2021
17:24:55.606611967
CEST

152.199.21.141 443

Jul 23, 2021 152.199.21.118 443
17:24:58.603816986

CEST

Jul 23, 2021
17:25:02.090857983
CEST

152.199.21.141 443

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.3 49937

192.168.2.3 49943

192.168.2.3 49949

192.168.2.3 49969

192.168.2.3 49985

Subject

CN=t.co, O="Twitter, Inc.",
L=San Francisco,
ST=California, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=api.twitter.com,
O="Twitter, Inc.", L=San
Francisco, ST=California,
C=US CN=DigiCert TLS
RSA SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.twimg.com,
O="Twitter, Inc.", L=San
Francisco, ST=California,
C=US CN=DigiCert TLS
RSA SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*licdn.com, O=LinkedIn
Corporation, L=Mountain
View, ST=California, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=Us

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=US

CN=*.twimg.com,
O="Twitter, Inc.", L=San
Francisco, ST=California,
C=US CN=DigiCert TLS
RSA SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

Issuer

CN=DigiCert TLS RSA
SHA256 2020 CA1,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CA1,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Fri Feb
05
01:00:00
CET
2021
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Fri Feb
05
01:00:00
CET
2021
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Thu Nov
05
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Thu Oct
10
02:00:00
CEST
2019 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Thu Nov
05
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Not
After

Sat Feb
05
00:59:59
CET
2022
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Sat Feb
05
00:59:59
CET
2022
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Wed
Nov 10
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Thu Oct
14
14:00:00
CEST
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Wed
Nov 10
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

JA3 SSL Client
Fingerprint

771,4865-4866-
4867-49195-
49199-49196-
49200-52393-
52392-49171-
49172-156-157-
47-53,0-23-
65281-10-11-35-
16-5-13-18-51-
45-43-27-21,29-
23-24,0

771,4865-4866-
4867-49195-
49199-49196-
49200-52393-
52392-49171-
49172-156-157-
47-53,0-23-
65281-10-11-35-
16-5-13-18-51-
45-43-27-21,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-23-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-23-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-23-65281,29-
23-24,0

JA3 SSL Client Digest

b32309a26951912be7dba
376398abc3b

b32309a26951912be7dba
376398abc3b

37f463bf4616ecd445d4al
937da06e19

37f463bf4616ecd445d4al
937da06e19

37f463bf4616ecd445d4al
937da06e19
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Source

Timestamp Source IP Port

Jul 23, 2021
17:25:09.439440012
CEST

148.129.75.137 443

Jul 23, 2021
17:25:09.552699089
CEST

148.129.75.137 443

Code Manipulations

Statistics

Behavior

System Behavior

Dest

Dest IP Port

192.168.2.3 50001

192.168.2.3 50002

Click to jump to process

Subject

CN=gis.geo.census.gov,
0O=U.S. Census Bureau,
L=Washington, ST=District
of Columbia, C=US

CN=gis.geo.census.gov,
O=U.S. Census Bureau,
L=Washington, ST=District
of Columbia, C=US

Issuer

CN=DigiCert TLS RSA
SHA256 2020 CA1,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

Not
Before

Tue Feb
02
01:00:00
CET
2021

Tue Feb
02
01:00:00
CET
2021

Not
After

Mon Feb
07
00:59:59
CET
2022

Mon Feb
07
00:59:59
CET
2022

JA3 SSL Client

Fingerprint JA3 SSL Client Digest
771,4865-4866- b32309a26951912be7dba
4867-49195- 376398abc3b

49199-49196-
49200-52393-
52392-49171-
49172-156-157-
47-53,0-23-
65281-10-11-35-
16-5-13-18-51-
45-43-27-21,29-
23-24,0

b32309a26951912be7dba
376398abc3b

771,4865-4866-
4867-49195-
49199-49196-
49200-52393-
52392-49171-
49172-156-157-
47-53,0-23-
65281-10-11-35-
16-5-13-18-51-
45-43-27-21,29-
23-24,0

Analysis Process: chrome.exe PID: 5496 Parent PID: 2052

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Registry Activities

Copyright Joe Security LLC 2021

17:23:57
23/07/2021

C:\Program Files\Google\Chrome\Application\chrome.exe

false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automat
ion ‘https://covid.census.gov/jfe/form/SV_3en1hX9ulRWIp38?Q_DL=SqNOIR2ri39yTOI_
3en1hX9ulRWIp38_CGC_daprBTqzoTB4ekC&Q_CHL=email'

0x7ff77b960000
2150896 bytes
C139654B5C1438A95B8321BB01AD63EF6

true

true

C, C++ or other language

low

Show Windows behavior

Show Windows behavior
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Analysis Process: chrome.exe PID: 3504 Parent PID: 5496

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

17:23:59

23/07/2021

C:\Program Files\Google\Chrome\Application\chrome.exe
false

'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1564,18278074203958404562,9764
15347008169297,131072 --lang=en-US --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1708 /prefetch:8

0x7ff77b960000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

Reputation: low
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Analysis Process: chrome.exe PID: 3420 Parent PID: 5496

General

Start time: 17:24:58

Start date: 23/07/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
audio.mojom.AudioService --field-trial-handle=1564,18278074203958404562,97641534
7008169297,131072 --lang=en-US --service-sandbox-type=audio --enable-audio-service-
sandbox --mojo-platform-channel-handle=4612 /prefetch:8

0x7ff77b960000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
false

false

C, C++ or other language

Reputation: low
Analysis Process: chrome.exe PID: 4952 Parent PID: 5496
General
Start time: 17:24:59
Start date: 23/07/2021
Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
video_capture.mojom.VideoCaptureService --field-trial-handle=1564,18278074203958
404562,976415347008169297,131072 --lang=en-US --service-sandbox-type=video_capture --
enable-audio-service-sandbox --mojo-platform-channel-handle=4644 /prefetch:8

0x7ff77b960000
2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language
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Reputation: low

File Activities Show Windows behavior
Registry Activities Show Windows behavior
Disassembly
Copyright Joe Security LLC Joe Sandbox Cloud Basic 33.0.0 White Diamond
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