
ID: 453873
Sample Name: Costa Order.exe
Cookbook: default.jbs
Time: 12:08:12
Date: 25/07/2021
Version: 33.0.0 White Diamond
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Windows Analysis Report Costa Order.exe

Overview

General Information

Sample 
Name:

Costa Order.exe

Analysis ID: 453873

MD5: bc4e444c2dd746…

SHA1: d54092772dd1d8…

SHA256: fd95b0eb1d2a565…

Tags: exe HawkEye

Infos:

Most interesting Screenshot:

Detection

HawkEyeHawkEye
MailPassViewMailPassView

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Detected HawkEye Rat

Detected HawkEye Rat

Detected HawkEye Rat

Detected HawkEye Rat

Detected HawkEye Rat

Detected HawkEye Rat

Detected HawkEye RatDetected HawkEye Rat

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for droppMulti AV Scanner detection for dropp……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3Yara detected AntiVM3

Yara detected HawkEye Keylogger

Yara detected HawkEye Keylogger

Yara detected HawkEye Keylogger

Yara detected HawkEye Keylogger

Yara detected HawkEye Keylogger

Yara detected HawkEye Keylogger

Yara detected HawkEye KeyloggerYara detected HawkEye Keylogger

Yara detected MailPassView

Yara detected MailPassView

Yara detected MailPassView

Yara detected MailPassView

Yara detected MailPassView

Yara detected MailPassView

Yara detected MailPassViewYara detected MailPassView

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia.NET source code contains potentia……

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg.NET source code contains very larg……

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic.NET source code references suspic……

Changes the view of files in windows

Changes the view of files in windows

Changes the view of files in windows

Changes the view of files in windows

Changes the view of files in windows

Changes the view of files in windows

Changes the view of files in windowsChanges the view of files in windows……

Contains functionality to log keystro

Contains functionality to log keystro

Contains functionality to log keystro

Contains functionality to log keystro

Contains functionality to log keystro

Contains functionality to log keystro

Contains functionality to log keystroContains functionality to log keystro……

Deletes itself after installation

Deletes itself after installation

Deletes itself after installation

Deletes itself after installation

Deletes itself after installation

Deletes itself after installation

Deletes itself after installationDeletes itself after installation

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a Initial sample is a PE file and has a ……

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

Installs a global keyboard hook

Installs a global keyboard hook

Installs a global keyboard hook

Installs a global keyboard hook

Installs a global keyboard hook

Installs a global keyboard hook

Installs a global keyboard hookInstalls a global keyboard hook

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for droppMachine Learning detection for dropp……

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing techSample uses process hollowing tech……

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser inTries to harvest and steal browser in……

Tries to steal Instant Messenger acc

Tries to steal Instant Messenger acc

Tries to steal Instant Messenger acc

Tries to steal Instant Messenger acc

Tries to steal Instant Messenger acc

Tries to steal Instant Messenger acc

Tries to steal Instant Messenger accTries to steal Instant Messenger acc……

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via filTries to steal Mail credentials (via fil……

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regionsWrites to foreign memory regions

Yara detected WebBrowserPassView

Yara detected WebBrowserPassView

Yara detected WebBrowserPassView

Yara detected WebBrowserPassView

Yara detected WebBrowserPassView

Yara detected WebBrowserPassView

Yara detected WebBrowserPassViewYara detected WebBrowserPassView……

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often useAV process strings found (often use……

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/FireChecks if Antivirus/Antispyware/Fire……

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often foCreates a DirectInput object (often fo……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Creates a window with clipboard cap

Creates a window with clipboard cap

Creates a window with clipboard cap

Creates a window with clipboard cap

Creates a window with clipboard cap

Creates a window with clipboard cap

Creates a window with clipboard capCreates a window with clipboard cap……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / UsFound a high number of Window / Us……

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likelyFound inlined nop instructions (likely……

Launches processes in debugging m

Launches processes in debugging m

Launches processes in debugging m

Launches processes in debugging m

Launches processes in debugging m

Launches processes in debugging m

Launches processes in debugging mLaunches processes in debugging m……

May infect USB drives

May infect USB drives

May infect USB drives

May infect USB drives

May infect USB drives

May infect USB drives

May infect USB drivesMay infect USB drives

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crash

One or more processes crashOne or more processes crash

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informaQueries sensitive processor informa……

Classification

Malware Configuration

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

Costa Order.exe (PID: 4788 cmdline: 'C:\Users\user\Desktop\Costa Order.exe'  MD5: BC4E444C2DD7463DC563119593BC7764)

Costa Order.exe (PID: 5540 cmdline: {path} MD5: BC4E444C2DD7463DC563119593BC7764)

Costa Order.exe (PID: 5640 cmdline: {path} MD5: BC4E444C2DD7463DC563119593BC7764)

Windows Update.exe (PID: 1328 cmdline: 'C:\Users\user\AppData\Roaming\Windows Update.exe'  MD5: BC4E444C2DD7463DC563119593BC7764)

Windows Update.exe (PID: 4848 cmdline: {path} MD5: BC4E444C2DD7463DC563119593BC7764)

vbc.exe (PID: 3880 cmdline: C:\Windows\Microsoft.NET\Framework\v2.0.50727\vbc.exe /stext 'C:\Users\user\AppData\Local\Temp\holdermail.txt' MD5: 

C63ED21D5706A527419C9FBD730FFB2E)
vbc.exe (PID: 1036 cmdline: C:\Windows\Microsoft.NET\Framework\v2.0.50727\vbc.exe /stext 'C:\Users\user\AppData\Local\Temp\holderwb.txt' MD5: 

C63ED21D5706A527419C9FBD730FFB2E)
WerFault.exe (PID: 5172 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 4848 -s 2024 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)

WerFault.exe (PID: 5324 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 4848 -s 2024 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)

WindowsUpdate.exe (PID: 2992 cmdline: 'C:\Users\user\AppData\Roaming\WindowsUpdate.exe'  MD5: BC4E444C2DD7463DC563119593BC7764)

WindowsUpdate.exe (PID: 5432 cmdline: 'C:\Users\user\AppData\Roaming\WindowsUpdate.exe'  MD5: BC4E444C2DD7463DC563119593BC7764)

cleanup

No configs have been found

Source Rule Description Author Strings

Process Tree

Yara Overview

Memory Dumps
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Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

0000000A.00000002.291692224.000000000040
2000.00000040.00000001.sdmp

RAT_HawkEye Detects HawkEye 
RAT

Kevin Breen 
<kevin@techanarchy.net
>

0x7b6f2:$key: HawkEyeKeylogger
0x7d954:$salt: 099u787978786
0x7bd33:$string1: HawkEye_Keylogger
0x7cb86:$string1: HawkEye_Keylogger
0x7d8b4:$string1: HawkEye_Keylogger
0x7c11c:$string2: holdermail.txt
0x7c13c:$string2: holdermail.txt
0x7c05e:$string3: wallet.dat
0x7c076:$string3: wallet.dat
0x7c08c:$string3: wallet.dat
0x7d478:$string4: Keylog Records
0x7d790:$string4: Keylog Records
0x7d9ac:$string5:    do not script -->
0x7b6da:$string6: \pidloc.txt
0x7b768:$string7: BSPLIT
0x7b778:$string7: BSPLIT

0000000A.00000002.291692224.000000000040
2000.00000040.00000001.sdmp

JoeSecurity_MailPassVie
w

Yara detected 
MailPassView

Joe Security

0000000A.00000002.291692224.000000000040
2000.00000040.00000001.sdmp

JoeSecurity_HawkEye Yara detected 
HawkEye Keylogger

Joe Security

0000000A.00000002.291692224.000000000040
2000.00000040.00000001.sdmp

JoeSecurity_WebBrowser
PassView

Yara detected 
WebBrowserPassView 
password recovery 
tool

Joe Security

0000000A.00000002.291692224.000000000040
2000.00000040.00000001.sdmp

Hawkeye detect HawkEye in 
memory

JPCERT/CC Incident 
Response Group

0x7bd8b:$hawkstr1: HawkEye Keylogger
0x7cbcc:$hawkstr1: HawkEye Keylogger
0x7cefb:$hawkstr1: HawkEye Keylogger
0x7d056:$hawkstr1: HawkEye Keylogger
0x7d1b9:$hawkstr1: HawkEye Keylogger
0x7d450:$hawkstr1: HawkEye Keylogger
0x7b919:$hawkstr2: Dear HawkEye Customers!
0x7cf4e:$hawkstr2: Dear HawkEye Customers!
0x7d0a5:$hawkstr2: Dear HawkEye Customers!
0x7d20c:$hawkstr2: Dear HawkEye Customers!
0x7ba3a:$hawkstr3: HawkEye Logger Details:

Click to see the 56 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

24.2.Windows Update.exe.7d50000.12.raw.unpack HKTL_NET_GUID_Stealer Detects c# red/black-
team tools via 
typelibguid

Arnim Rupp 0x101b:$typelibguid0: 8fcd4931-91a2-4e18-849b-70d
e34ab75df

24.2.Windows Update.exe.2d1b48c.5.raw.unpack HKTL_NET_GUID_Stealer Detects c# red/black-
team tools via 
typelibguid

Arnim Rupp 0x101b:$typelibguid0: 8fcd4931-91a2-4e18-849b-70d
e34ab75df

24.2.Windows Update.exe.2d1b48c.5.raw.unpack JoeSecurity_HawkEye Yara detected 
HawkEye Keylogger

Joe Security

24.2.Windows Update.exe.2d1b48c.5.raw.unpack Hawkeye detect HawkEye in 
memory

JPCERT/CC 
Incident 
Response Group

0xf8e0:$hawkstr1: HawkEye Keylogger
0x12df0:$hawkstr1: HawkEye Keylogger
0x131cc:$hawkstr1: HawkEye Keylogger
0x141bc:$hawkstr1: HawkEye Keylogger
0xf398:$hawkstr2: Dear HawkEye Customers!
0x12e50:$hawkstr2: Dear HawkEye Customers!
0x1322c:$hawkstr2: Dear HawkEye Customers!
0xf4c6:$hawkstr3: HawkEye Logger Details:

24.0.Windows Update.exe.3d12370.10.unpack JoeSecurity_WebBrowser
PassView

Yara detected 
WebBrowserPassView 
password recovery tool

Joe Security

Click to see the 174 entries

Unpacked PEs

Copyright Joe Security LLC 2021 Page 5 of 25



AV Detection:

Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Machine Learning detection for dropped file

Machine Learning detection for sample

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected HawkEye Keylogger

Contains functionality to log keystrokes (.Net Source)

Installs a global keyboard hook

System Summary:

Malicious sample detected (through community Yara rule)

.NET source code contains very large strings

Initial sample is a PE file and has a suspicious name

Data Obfuscation:

.NET source code contains potential unpacker

Hooking and other Techniques for Hiding and Protection:

Changes the view of files in windows explorer (hidden files and folders)

Deletes itself after installation

Malware Analysis System Evasion:

Yara detected AntiVM3

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

HIPS / PFW / Operating System Protection Evasion:

.NET source code references suspicious native API functions

Injects a PE file into a foreign processes

Sample uses process hollowing technique

Writes to foreign memory regions

Stealing of Sensitive Information:

Yara detected HawkEye Keylogger

Yara detected MailPassView

Tries to harvest and steal browser information (history, passwords, etc)

Tries to steal Instant Messenger accounts or passwords

Tries to steal Mail credentials (via file access)

Yara detected WebBrowserPassView password recovery tool

Remote Access Functionality:

Detected HawkEye Rat

Yara detected HawkEye Keylogger

Copyright Joe Security LLC 2021 Page 6 of 25



Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Replication
Through
Removable
Media 1

Windows
Management
Instrumentation 2 1

Registry
Run Keys /
Startup
Folder 1

Process
Injection 3 1 2

Disable or Modify
Tools 1 1

OS Credential
Dumping 1

Peripheral Device
Discovery 1

Replication
Through
Removable
Media 1

Archive
Collected
Data 1 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel

Default
Accounts

Native API 1 Boot or
Logon
Initialization
Scripts

Registry Run
Keys / Startup
Folder 1

Deobfuscate/Decode
Files or Information 1

Input
Capture 2 1 1

File and Directory
Discovery 1

Remote
Desktop
Protocol

Data from Local
System 1

Exfiltration
Over
Bluetooth

Remote Access
Software

Domain
Accounts

Shared Modules 1 Logon Script
(Windows)

Logon Script
(Windows)

Obfuscated Files or
Information 3 1

Credentials in
Registry 1

System Information
Discovery 1 5

SMB/Windows
Admin Shares

Email
Collection 1

Automated
Exfiltration

Non-
Application
Layer
Protocol

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Software
Packing 1 3

Credentials In
Files 1

Security Software
Discovery 2 4 1

Distributed
Component
Object Model

Input
Capture 2 1 1

Scheduled
Transfer

Application
Layer
Protocol

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

File Deletion 1 LSA Secrets Process Discovery 3 SSH Clipboard
Data 1

Data
Transfer
Size Limits

Fallback
Channels

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Masquerading 1 Cached Domain
Credentials

Virtualization/Sandbox
Evasion 4 1

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Virtualization/Sandbox
Evasion 4 1

DCSync Application Window
Discovery 1

Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Drive-by
Compromise

Command and
Scripting Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Process
Injection 3 1 2

Proc Filesystem Remote System
Discovery 1

Shared
Webroot

Credential API
Hooking

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Application
Layer Protocol

Exploit
Public-
Facing
Application

PowerShell At (Linux) At (Linux) Hidden Files and
Directories 1

/etc/passwd and
/etc/shadow

System Network
Connections
Discovery

Software
Deployment
Tools

Data Staged Exfiltration
Over
Asymmetric
Encrypted
Non-C2
Protocol

Web Protocols

Behavior Graph
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Behavior Graph

ID: 453873

Sample: Costa Order.exe

Startdate: 25/07/2021

Architecture: WINDOWS

Score: 100

Malicious sample detected
(through community Yara

rule)

Multi AV Scanner detection
for dropped file

Multi AV Scanner detection
for submitted file

13 other signatures

Costa Order.exe

3

        started       

WindowsUpdate.exe

        started       

WindowsUpdate.exe

        started       

C:\Users\user\AppData\...\Costa Order.exe.log, ASCII

dropped

Injects a PE file into
a foreign processes

Costa Order.exe

6

        started       

Costa Order.exe

        started       

Multi AV Scanner detection
for dropped file

Machine Learning detection
for dropped file

192.168.2.1

unknown

unknown

C:\Users\user\AppData\...\Windows Update.exe, PE32

dropped

C:\...\Windows Update.exe:Zone.Identifier, ASCII

dropped

Windows Update.exe

3

        started       

Injects a PE file into
a foreign processes

Windows Update.exe

1 6

        started       

safeconnectplus.com

192.185.106.46, 49743, 587

UNIFIEDLAYER-AS-1US

United States

54.229.13.0.in-addr.arpa

C:\Users\user\AppData\...\WindowsUpdate.exe, PE32

dropped

C:\...\WindowsUpdate.exe:Zone.Identifier, ASCII

dropped

Changes the view of
files in windows explorer
(hidden files and folders)

Deletes itself after
installation

Writes to foreign memory
regions

3 other signatures

vbc.exe

1

        started       

vbc.exe

13

        started       

WerFault.exe

        started       

WerFault.exe

        started       

Tries to steal Instant
Messenger accounts or

passwords

Tries to steal Mail
credentials (via file

access)

Tries to harvest and
steal browser information

(history, passwords,
etc)

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

Costa Order.exe 46% Virustotal Browse

Costa Order.exe 29% ReversingLabs ByteCode-
MSIL.Trojan.AgentTesla

Costa Order.exe 100% Joe Sandbox ML

Source Detection Scanner Label Link

C:\Users\user\AppData\Roaming\Windows Update.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Roaming\WindowsUpdate.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Roaming\Windows Update.exe 46% Virustotal Browse

C:\Users\user\AppData\Roaming\Windows Update.exe 29% ReversingLabs ByteCode-
MSIL.Trojan.AgentTesla

C:\Users\user\AppData\Roaming\WindowsUpdate.exe 46% Virustotal Browse

C:\Users\user\AppData\Roaming\WindowsUpdate.exe 29% ReversingLabs ByteCode-
MSIL.Trojan.AgentTesla

Source Detection Scanner Label Link Download

2.2.Costa Order.exe.3dbbd60.2.unpack 100% Avira TR/Inject.vcoldi Download File

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Copyright Joe Security LLC 2021 Page 9 of 25

https://www.virustotal.com/gui/file/fd95b0eb1d2a5650592de694cda956d9dcf0b1c3312fcb3273571f858762ae15/detection/f-fd95b0eb1d2a5650592de694cda956d9dcf0b1c3312fcb3273571f858762ae15-1627207669
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https://www.virustotal.com/gui/file/fd95b0eb1d2a5650592de694cda956d9dcf0b1c3312fcb3273571f858762ae15/detection/f-fd95b0eb1d2a5650592de694cda956d9dcf0b1c3312fcb3273571f858762ae15-1627207669


24.2.Windows Update.exe.400000.0.unpack 100% Avira TR/AD.MExecute.lzrac Download File

24.2.Windows Update.exe.400000.0.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

24.0.Windows Update.exe.400000.15.unpack 100% Avira TR/AD.MExecute.lzrac Download File

24.0.Windows Update.exe.400000.15.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

10.2.Costa Order.exe.400000.0.unpack 100% Avira TR/AD.MExecute.lzrac Download File

10.2.Costa Order.exe.400000.0.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

28.2.vbc.exe.400000.0.unpack 100% Avira HEUR/AGEN.1125438 Download File

24.0.Windows Update.exe.400000.1.unpack 100% Avira TR/AD.MExecute.lzrac Download File

24.0.Windows Update.exe.400000.1.unpack 100% Avira SPR/Tool.MailPassView.
473

Download File

17.2.Windows Update.exe.415bd60.2.unpack 100% Avira TR/Inject.vcoldi Download File

Source Detection Scanner Label Link Download

No Antivirus matches

Source Detection Scanner Label Link

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

Name IP Active Malicious Antivirus Detection Reputation

safeconnectplus.com 192.185.106.46 true false high

54.229.13.0.in-addr.arpa unknown unknown false high

IP Domain Country Flag ASN ASN Name Malicious

192.185.106.46 safeconnectplus.com United States 46606 UNIFIEDLAYER-AS-1US false

IP

192.168.2.1

Domains

URLs

Domains and IPs

Contacted Domains

URLs from Memory and Binaries

Contacted IPs

Public

Private
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General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 453873

Start date: 25.07.2021

Start time: 12:08:12

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 13m 46s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Costa Order.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

36

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.phis.troj.spyw.evad.winEXE@19/14@2/2

EGA Information: Failed

HDC Information: Successful, ratio: 0% (good quality ratio 0%)
Quality average: 46.3%
Quality standard deviation: 40.1%

HCA Information: Successful, ratio: 99%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

Warnings:

Time Type Description

12:10:22 API Interceptor 10x Sleep call for process: Windows Update.exe modified

12:10:24 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run Windows Update C:\Users\user\AppData\Roaming
\WindowsUpdate.exe

12:10:34 Autostart Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run Windows Update C:\Users\user\AppData\Roami
ng\WindowsUpdate.exe

12:10:40 API Interceptor 1x Sleep call for process: WerFault.exe modified

No context

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains
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No context

No context

No context

No context

C:\ProgramData\Microsoft\Windows\WER\ReportArchive\AppCrash_Windows Update.e_311cf0c91f67849da991a747bace81ac3acabd6_12ce22ee_145a
d23d\Report.wer
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 17048

Entropy (8bit): 3.759879717110072

Encrypted: false

SSDEEP: 192:4wDtvmVHBUZMXaaPXUlXK8zIUGy4/u7srS274It/g:HDtcBUZMXaasV4/u7srX4It/g

MD5: 23B77C277BC46EC03914592AB97E5891

SHA1: 9D69DFE01D022686EA83350153772EF4904FCA86

SHA-256: 17643EBB311CD831B1C52ADA68F67A41406D4EB08F6F3E8E9E59A1F9B1162BA3

SHA-512: 4DDF0572040D2CE107DA3C2D75A1ADEC2252BD49FA8B2A28D2B67DE05C97E45BE7FC82E95890669648126992B3932995EB403E96202256D88ED8228E2985C05D

Malicious: false

Reputation: unknown

Preview:
..V.e.r.s.i.o.n.=.1.....E.v.e.n.t.T.y.p.e.=.C.L.R.2.0.r.3.....E.v.e.n.t.T.i.m.e.=.1.3.2.7.1.7.1.3.8.3.5.9.5.3.6.7.7.8.....R.e.p.o.r.t.T.y.p.e.=.2.....C.o.n.s.e.n.t.=.1.....U.p.l.o.a.d.T.i.m.
e.=.1.3.2.7.1.7.1.3.8.3.9.2.6.6.1.2.4.8.....R.e.p.o.r.t.S.t.a.t.u.s.=.2.6.8.4.3.5.4.5.6.....R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.4.b.4.5.1.5.8.b.-.4.f.5.8.-.4.3.5.f.-.8.3.4.0.-.f.5.8.1.c.a.0.5.
2.0.f.7.....I.n.t.e.g.r.a.t.o.r.R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.8.e.e.c.f.f.e.e.-.0.5.5.9.-.4.1.5.e.-.a.f.0.1.-.5.e.1.5.4.b.2.1.8.4.9.a.....W.o.w.6.4.H.o.s.t.=.3.4.4.0.4.....W.o.w.6.4.G.u.
e.s.t.=.3.3.2.....N.s.A.p.p.N.a.m.e.=.W.i.n.d.o.w.s. .U.p.d.a.t.e...e.x.e.....O.r.i.g.i.n.a.l.F.i.l.e.n.a.m.e.=.u.T.W.0.4...e.x.e.....A.p.p.S.e.s.s.i.o.n.G.u.i.d.=.0.0.0.0.1.2.f.0.-.0.0.0.1.
-.0.0.1.7.-.b.7.b.a.-.7.c.b.4.8.8.8.1.d.7.0.1.....T.a.r.g.e.t.A.p.p.I.d.=.W.:.0.0.0.6.1.f.6.c.f.2.8.f.5.c.8.5.0.1.1.c.6.5.3.e.c.b.1.4.8.f.9.6.6.d.c.4.0.0.0.0.0.0.0.0.!.0.0.0.0.d.5.4.0.9.2.7.
7.2.d.d.1.d.8.c.a.8.b.2.0.b.8.4.f.4.4.e.0.9.3.1.d.

C:\ProgramData\Microsoft\Windows\WER\Temp\WERBEB5.tmp.dmp
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Mini DuMP crash report, 14 streams, Sun Jul 25 19:10:37 2021, 0x1205a4 type

Category: dropped

Size (bytes): 436367

Entropy (8bit): 3.8426806821701875

Encrypted: false

SSDEEP: 3072:GZ9gIOgF5wzXo0Prn/UCgUxFn+kEoo25rrin0vKr0jd+pTJRbzvr49kviZ+bZt21:M9RpDhS7/TjbfnCn0U1pTJhJz21

MD5: 118B505EB84372863911E9ABB888A7E2

SHA1: 05561C7CF5705959D934984CC3C62676A5F0C564

SHA-256: 1AD2F2C445A205DA7F86CF8D43DAB3A2002C4FE23303DE5C24607665C12F8367

SHA-512: FA18F4625E33A123D358DD8C7F761BD6E2646F9B51DD09B2313DAAD4FAA69B161C413735D49543FFB2E232C026998710B2488E0B6841C1DF8A8175BE96604867

Malicious: false

Reputation: unknown

Preview:
MDMP....... .......-..`...................U...........B......x.......GenuineIntelW...........T..............`.............................0..................P.a.c.i.f.i.c. .S.t.a.n.d.a.r.d. .T.i.m.e................................
...........P.a.c.i.f.i.c. .D.a.y.l.i.g.h.t. .T.i.m.e...........................................1.7.1.3.4...1...x.8.6.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.0.4............................................................
..............................................................................................................................................................................................................................................................................
...................................................................................................................d.b.g.c.o.r.e...i.3.8.6.,.1.0...0...1.7.1.3.4...1......................................................................................
...................

C:\ProgramData\Microsoft\Windows\WER\Temp\WERC7BE.tmp.WERInternalMetadata.xml
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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Size (bytes): 6396

Entropy (8bit): 3.717323337807483

Encrypted: false

SSDEEP: 192:Rrl7r3GLNiHRY6S0YZ7jSFCprX89bpcsfeDm:RrlsNiu6S0YVjSFpvfL

MD5: 94062CF166E6EE09C79C8B355B9B548D

SHA1: C85C2896C65F0F0998561E8B7AFB145FEC08AB57

SHA-256: B98D977B784F5FFE8B202ABCB15AB99B1C59A477E5D699D98892B33F159B2DE3

SHA-512: 81AC741A3AA4BC4B71FD234DD7E879ACE086C584F1EFCEAFB5A43C0E0D2D787C5D107D786AAA5E92D84AC4D9A42C2B09D58434AF6B5EF40B01AB6DDD4479B
959

Malicious: false

Reputation: unknown

Preview:
..<.?.x.m.l. .v.e.r.s.i.o.n.=.".1...0.". .e.n.c.o.d.i.n.g.=.".U.T.F.-.1.6.".?.>.....<.W.E.R.R.e.p.o.r.t.M.e.t.a.d.a.t.a.>.......<.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.........<.W.i.n.d.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./.W.i.n.d.o.w.s.N.T.V.e.r.s.i.o.n.>.........<.B.u.i.l.d.>.1.7.1.3.4.<./.B.u.i.l.d.>.........<.P.r.o.d.u.c.t.>.(.0.x.3.0.).:. .W.i.n.d.o.w.s. .1.0. .P.r.o.
<./.P.r.o.d.u.c.t.>.........<.E.d.i.t.i.o.n.>.P.r.o.f.e.s.s.i.o.n.a.l.<./.E.d.i.t.i.o.n.>.........<.B.u.i.l.d.S.t.r.i.n.g.>.1.7.1.3.4...1...a.m.d.6.4.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.0.4.
<./.B.u.i.l.d.S.t.r.i.n.g.>.........<.R.e.v.i.s.i.o.n.>.1.<./.R.e.v.i.s.i.o.n.>.........<.F.l.a.v.o.r.>.M.u.l.t.i.p.r.o.c.e.s.s.o.r. .F.r.e.e.<./.F.l.a.v.o.r.>.........<.A.r.c.h.i.t.e.c.t.u.r.e.>.X.6.4.<./.
A.r.c.h.i.t.e.c.t.u.r.e.>.........<.L.C.I.D.>.1.0.3.3.<./.L.C.I.D.>.......<./.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.......<.P.r.o.c.e.s.s.I.n.f.o.r.m.a.t.i.o.n.>.........<.P.i.d.>.4.8.4.8.<./.P.i.
d.>.......

C:\ProgramData\Microsoft\Windows\WER\Temp\WERC7BE.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windows\WER\Temp\WERC84C.tmp.xml
Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 4750

Entropy (8bit): 4.453900329853799

Encrypted: false

SSDEEP: 48:cvIwSD8zsCJgtWI98FkokWSC8Bt8fm8M4JEjFYU+q8vIkD2s1OiwPd:uITfQXFko9SN4JpUKd26wPd

MD5: 4366E236487B0031B30668593F4B32BC

SHA1: A7C372B4FCB8A0ABF9168B7F04407838B05D50BA

SHA-256: 8AEB30F9EDFE86DD48C26C9AD139262DB5B64DABCD947CE5B79FC05905F79B45

SHA-512: 52CBD5CE4D8549B152FDB47C838A07AF1C1FDF6515054D037E4FED17653F3ED1366FF6B9D81195CC51AA4C31495DE45CBA7B3278330DBFC494AD6AF3E3615F2
7

Malicious: false

Reputation: unknown

Preview:
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">..  <tlm>..    <src>..      <desc>..        <mach>..          <os>..            <arg nm="vermaj" val="10" 
/>..            <arg nm="vermin" val="0" />..            <arg nm="verbld" val="17134" />..            <arg nm="vercsdbld" val="1" />..            <arg nm="verqfe" val="1" />..            
<arg nm="csdbld" val="1" />..            <arg nm="versp" val="0" />..            <arg nm="arch" val="9" />..            <arg nm="lcid" val="1033" />..            <arg nm="geoid" 
val="244" />..            <arg nm="sku" val="48" />..            <arg nm="domain" val="0" />..            <arg nm="prodsuite" val="256" />..            <arg nm="ntprodtype" val="1" 
/>..            <arg nm="platid" val="2" />..            <arg nm="tmsi" val="1093221" />..            <arg nm="osinsty" val="1" />..            <arg nm="iever" val="11.1.17134.0-
11.0.47" />..            <arg nm="portos" val="0" />..            <arg nm="ram" val="4096" />..     

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\Costa Order.exe.log

Process: C:\Users\user\Desktop\Costa Order.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1216

Entropy (8bit): 5.355304211458859

Encrypted: false

SSDEEP: 24:MLUE4K5E4Ks2E1qE4qXKDE4KhK3VZ9pKhPKIE4oKFKHKoZAE4Kzr7FE4x84j:MIHK5HKXE1qHiYHKhQnoPtHoxHhAHKzr

MD5: FED34146BF2F2FA59DCF8702FCC8232E

SHA1: B03BFEA175989D989850CF06FE5E7BBF56EAA00A

SHA-256: 123BE4E3590609A008E85501243AF5BC53FA0C26C82A92881B8879524F8C0D5C

SHA-512: 1CC89F2ED1DBD70628FA1DC41A32BA0BFA3E81EAE1A1CF3C5F6A48F2DA0BF1F21A5001B8A18B04043C5B8FE4FBE663068D86AA8C4BD8E17933F75687C3178F
F6

Malicious: true

Reputation: unknown

Preview:
1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.
0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.
ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyT
oken=b77a5c561934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.C
onfiguration, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Configuration\
8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:
\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59c21

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\Windows Update.exe.log
Process: C:\Users\user\AppData\Roaming\Windows Update.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped
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Size (bytes): 1216

Entropy (8bit): 5.355304211458859

Encrypted: false

SSDEEP: 24:MLUE4K5E4Ks2E1qE4qXKDE4KhK3VZ9pKhPKIE4oKFKHKoZAE4Kzr7FE4x84j:MIHK5HKXE1qHiYHKhQnoPtHoxHhAHKzr

MD5: FED34146BF2F2FA59DCF8702FCC8232E

SHA1: B03BFEA175989D989850CF06FE5E7BBF56EAA00A

SHA-256: 123BE4E3590609A008E85501243AF5BC53FA0C26C82A92881B8879524F8C0D5C

SHA-512: 1CC89F2ED1DBD70628FA1DC41A32BA0BFA3E81EAE1A1CF3C5F6A48F2DA0BF1F21A5001B8A18B04043C5B8FE4FBE663068D86AA8C4BD8E17933F75687C3178F
F6

Malicious: false

Reputation: unknown

Preview:
1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.
0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.
ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyT
oken=b77a5c561934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.C
onfiguration, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Configuration\
8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:
\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59c21

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\Windows Update.exe.log

C:\Users\user\AppData\Local\Temp\SysInfo.txt
Process: C:\Users\user\Desktop\Costa Order.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 38

Entropy (8bit): 4.0476738167478805

Encrypted: false

SSDEEP: 3:oNWXp5vmKZqXwJ:oNWXpFmoswJ

MD5: 6B4320EB60E3FDC23D472F755B93BEF4

SHA1: 66BA7137E02EBEAD7DD3AF0F5E22FA470C5A972E

SHA-256: CD488724810DDB69E637011BF3C46221F3F215A4151F46A82599D47CEDC8B660

SHA-512: 963743612A5C1E3D8B5E9A9C498CFC8026A2446AB0BA0371637632F6C8DEE01F14A12B5281A9176F4D8FC711A1479887EB794B70D72746078AC7630AE90EEF74

Malicious: false

Reputation: unknown

Preview:
C:\Users\user\Desktop\Costa Order.exe

C:\Users\user\AppData\Local\Temp\holderwb.txt
Process: C:\Windows\Microsoft.NET\Framework\v2.0.50727\vbc.exe

File Type: Little-endian UTF-16 Unicode text, with no line terminators

Category: dropped

Size (bytes): 2

Entropy (8bit): 1.0

Encrypted: false

SSDEEP: 3:Qn:Qn

MD5: F3B25701FE362EC84616A93A45CE9998

SHA1: D62636D8CAEC13F04E28442A0A6FA1AFEB024BBB

SHA-256: B3D510EF04275CA8E698E5B3CBB0ECE3949EF9252F0CDC839E9EE347409A2209

SHA-512: 98C5F56F3DE340690C139E58EB7DAC111979F0D4DFFE9C4B24FF849510F4B6FFA9FD608C0A3DE9AC3C9FD2190F0EFAF715309061490F9755A9BFDF1C54CA0D8
4

Malicious: false

Reputation: unknown

Preview:
..

C:\Users\user\AppData\Roaming\Windows Update.exe

Process: C:\Users\user\Desktop\Costa Order.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 984064

Entropy (8bit): 7.518077028291973

Encrypted: false

SSDEEP: 24576:UNkLg6I80i3PQFMpB3+3Lf4uY7AvwRBU:UNk06I83PQysLf1Y7UwRBU

MD5: BC4E444C2DD7463DC563119593BC7764

SHA1: D54092772DD1D8CA8B20B84F44E0931D089D79D7

SHA-256: FD95B0EB1D2A5650592DE694CDA956D9DCF0B1C3312FCB3273571F858762AE15

SHA-512: E78AEDCCCA55FFD1EC5AA8F0C236443D442E1661D041007C54A6ABA767F3970495772D2EA7916056B5CC8C0107451ACB58DA612F2D4DD1574205470F12850742
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Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: Virustotal, Detection: 46%, Browse
Antivirus: ReversingLabs, Detection: 29%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L......`..............0.............F.... ... ....@.. .......................`..........
..@.....................................O.... .......................@....................................................... ............... ..H............text...L.... ...................... ..`.rsrc........ ......................@..@.rel
oc.......@......................@..B................(.......H.......D...........O...T....k..........................................B..}.....(......*....0..+.........,..{.......+....,...{....o........(.....*..0................(....s......s.
...}.....s....}.....s....}.....s....}.....s....}.....s....}.....s....}.....s....}.....{....o......{....o .....(......{.....o!.....{....o"...."...Bs#...o$...&.{....o"...."...Bs#...o$...&.{....o%....{......o&.....{....o%....{......o
&.....{....o%....{......o&.....{....o%....{......o&.....{....o%....{..

C:\Users\user\AppData\Roaming\Windows Update.exe

C:\Users\user\AppData\Roaming\Windows Update.exe:Zone.Identifier

Process: C:\Users\user\Desktop\Costa Order.exe

File Type: ASCII text, with CRLF line terminators

Category: modified

Size (bytes): 26

Entropy (8bit): 3.95006375643621

Encrypted: false

SSDEEP: 3:ggPYV:rPYV

MD5: 187F488E27DB4AF347237FE461A079AD

SHA1: 6693BA299EC1881249D59262276A0D2CB21F8E64

SHA-256: 255A65D30841AB4082BD9D0EEA79D49C5EE88F56136157D8D6156AEF11C12309

SHA-512: 89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DC9CDE1B60FB21CD64E

Malicious: true

Reputation: unknown

Preview:
[ZoneTransfer]....ZoneId=0

C:\Users\user\AppData\Roaming\WindowsUpdate.exe

Process: C:\Users\user\AppData\Roaming\Windows Update.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 984064

Entropy (8bit): 7.518077028291973

Encrypted: false

SSDEEP: 24576:UNkLg6I80i3PQFMpB3+3Lf4uY7AvwRBU:UNk06I83PQysLf1Y7UwRBU

MD5: BC4E444C2DD7463DC563119593BC7764

SHA1: D54092772DD1D8CA8B20B84F44E0931D089D79D7

SHA-256: FD95B0EB1D2A5650592DE694CDA956D9DCF0B1C3312FCB3273571F858762AE15

SHA-512: E78AEDCCCA55FFD1EC5AA8F0C236443D442E1661D041007C54A6ABA767F3970495772D2EA7916056B5CC8C0107451ACB58DA612F2D4DD1574205470F12850742

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: Virustotal, Detection: 46%, Browse
Antivirus: ReversingLabs, Detection: 29%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L......`..............0.............F.... ... ....@.. .......................`..........
..@.....................................O.... .......................@....................................................... ............... ..H............text...L.... ...................... ..`.rsrc........ ......................@..@.rel
oc.......@......................@..B................(.......H.......D...........O...T....k..........................................B..}.....(......*....0..+.........,..{.......+....,...{....o........(.....*..0................(....s......s.
...}.....s....}.....s....}.....s....}.....s....}.....s....}.....s....}.....s....}.....{....o......{....o .....(......{.....o!.....{....o"...."...Bs#...o$...&.{....o"...."...Bs#...o$...&.{....o%....{......o&.....{....o%....{......o
&.....{....o%....{......o&.....{....o%....{......o&.....{....o%....{..

C:\Users\user\AppData\Roaming\WindowsUpdate.exe:Zone.Identifier

Process: C:\Users\user\AppData\Roaming\Windows Update.exe

File Type: ASCII text, with CRLF line terminators

Category: modified

Size (bytes): 26

Entropy (8bit): 3.95006375643621

Encrypted: false

SSDEEP: 3:ggPYV:rPYV

MD5: 187F488E27DB4AF347237FE461A079AD

SHA1: 6693BA299EC1881249D59262276A0D2CB21F8E64

SHA-256: 255A65D30841AB4082BD9D0EEA79D49C5EE88F56136157D8D6156AEF11C12309

SHA-512: 89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DC9CDE1B60FB21CD64E

Malicious: true

Reputation: unknown
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Static File Info

General
File type: PE32 executable (GUI) Intel 80386 Mono/.Net assemb

ly, for MS Windows

Entropy (8bit): 7.518077028291973

TrID: Win32 Executable (generic) Net Framework 
(10011505/4) 49.79%
Win32 Executable (generic) a (10002005/4) 
49.75%
Generic CIL Executable (.NET, Mono, etc.) 
(73296/58) 0.36%
Windows Screen Saver (13104/52) 0.07%
Win16/32 Executable Delphi generic (2074/23) 
0.01%

File name: Costa Order.exe

File size: 984064

MD5: bc4e444c2dd7463dc563119593bc7764

SHA1: d54092772dd1d8ca8b20b84f44e0931d089d79d7

SHA256: fd95b0eb1d2a5650592de694cda956d9dcf0b1c3312fcb3
273571f858762ae15

SHA512: e78aedccca55ffd1ec5aa8f0c236443d442e1661d041007
c54a6aba767f3970495772d2ea7916056b5cc8c0107451
acb58da612f2d4dd1574205470f12850742

SSDEEP: 24576:UNkLg6I80i3PQFMpB3+3Lf4uY7AvwRBU:UNk0
6I83PQysLf1Y7UwRBU

Preview:
[ZoneTransfer]....ZoneId=0

C:\Users\user\AppData\Roaming\WindowsUpdate.exe:Zone.Identifier

C:\Users\user\AppData\Roaming\pid.txt
Process: C:\Users\user\AppData\Roaming\Windows Update.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 4

Entropy (8bit): 1.0

Encrypted: false

SSDEEP: 3:3:3

MD5: 3E9F0FC9B2F89E043BC6233994DFCF76

SHA1: B40876D8990E971BD2E2F1E2AD377199107DA3D2

SHA-256: 39D5CE6249548C318A5F0B6BF0A3E2F234750A9741B6CE2F9EFF8670BC7CD7AF

SHA-512: AB429E6BA56591CCA0A834599A13B7AABCA2865C47305B360AE35775CFACD667D98F0118296DEA2B5A66E9532FCB1DFF59F0633771970E82B6B27A1CE35D0B4
6

Malicious: false

Reputation: unknown

Preview:
4848

C:\Users\user\AppData\Roaming\pidloc.txt
Process: C:\Users\user\AppData\Roaming\Windows Update.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 49

Entropy (8bit): 4.441568140944513

Encrypted: false

SSDEEP: 3:oNWXp5cViEaKC59KYr4a:oNWXp+NaZ534a

MD5: 6078085422A31D60FCEB24D4FA24B6E8

SHA1: 0CD056478F3D877B3D44C7B439485B1ACFD78F5A

SHA-256: 9113E6728CEB1F460E3CEAB19852A31602CD77A92E7B861802FE339FD5CFD837

SHA-512: 22CE5D96BB25519CB14F27BDB44D7FAEDC6D5C8B8F81A1F972EA638BF9731D8793C98359D7C9476D50AF46346E0964E82F5B0B2F8B1B6763B078D2B045FB2EA
1

Malicious: false

Reputation: unknown

Preview:
C:\Users\user\AppData\Roaming\Windows Update.exe
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File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......PE..L.....
.`..............0.............F.... ... ....@.. .......................`............
@................................

General

File Icon

Icon Hash: 00828e8e8686b000

Network Port Distribution

General
Entrypoint: 0x4f1946

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x60FAE4C0 [Fri Jul 23 15:48:16 2021 UTC]

TLS Callbacks:

CLR (.Net) Version: v4.0.30319

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: f34d5f2d4577ed6d9ceec516c1f5a744

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x2000 0xef94c 0xefa00 False 0.784267817553 data 7.52415197503 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rsrc 0xf2000 0x5dc 0x600 False 0.429036458333 data 4.1598987436 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0xf4000 0xc 0x200 False 0.044921875 data 0.101910425663 IMAGE_SCN_CNT_INITIALIZED_D
ATA, 
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ

Network Behavior

Static PE Info

Entrypoint Preview

Data Directories

Sections

Resources

Imports

Version Infos

TCP Packets
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jul 25, 2021 12:10:21.688966036 CEST 192.168.2.3 8.8.8.8 0x1413 Standard query 
(0)

54.229.13.0.in-
addr.arpa

PTR (Pointer 
record)

IN (0x0001)

Jul 25, 2021 12:10:35.562752008 CEST 192.168.2.3 8.8.8.8 0x13d9 Standard query 
(0)

safeconnec
tplus.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jul 25, 2021 
12:10:21.728132963 
CEST

8.8.8.8 192.168.2.3 0x1413 Name error (3) 54.229.13.0.in-
addr.arpa

none none PTR (Pointer 
record)

IN (0x0001)

Jul 25, 2021 
12:10:35.722040892 
CEST

8.8.8.8 192.168.2.3 0x13d9 No error (0) safeconnec
tplus.com

192.185.106.46 A (IP address) IN (0x0001)

Jul 25, 2021 
12:10:39.942497969 
CEST

8.8.8.8 192.168.2.3 0x27d3 No error (0) prda.aadg.
msidentity.com

www.tm.a.prd.aadg.akadn
s.net

CNAME 
(Canonical 
name)

IN (0x0001)

Timestamp
Source
Port

Dest
Port Source IP Dest IP Commands

Jul 25, 2021 12:10:42.053116083 CEST 587 49743 192.185.106.46 192.168.2.3 220-admiral.websitewelcome.com ESMTP Exim 4.94.2 #2 Sun, 25 Jul 
2021 05:10:41 -0500 
220-We do not authorize the use of this system to transport unsolicited, 
220 and/or bulk e-mail.

Start time: 12:08:56

Start date: 25/07/2021

Path: C:\Users\user\Desktop\Costa Order.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\Costa Order.exe' 

Imagebase: 0x8c0000

File size: 984064 bytes

MD5 hash: BC4E444C2DD7463DC563119593BC7764

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

UDP Packets

DNS Queries

DNS Answers

SMTP Packets

Analysis Process: Costa Order.exe PID: 4788 Parent PID: 5740Analysis Process: Costa Order.exe PID: 4788 Parent PID: 5740

General
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File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000002.00000002.282796808.0000000002D86000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
00000002.00000002.284166366.0000000003D39000.00000004.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
00000002.00000002.284166366.0000000003D39000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
00000002.00000002.284166366.0000000003D39000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
00000002.00000002.284166366.0000000003D39000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
00000002.00000002.284166366.0000000003D39000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Show Windows behavior

Start time: 12:09:36

Start date: 25/07/2021

Path: C:\Users\user\Desktop\Costa Order.exe

Wow64 process (32bit): false

Commandline: {path}

Imagebase: 0xb0000

File size: 984064 bytes

MD5 hash: BC4E444C2DD7463DC563119593BC7764

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Start time: 12:09:36

Start date: 25/07/2021

Path: C:\Users\user\Desktop\Costa Order.exe

Wow64 process (32bit): true

Commandline: {path}

Imagebase: 0x9b0000

File size: 984064 bytes

MD5 hash: BC4E444C2DD7463DC563119593BC7764

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: Costa Order.exe PID: 5540 Parent PID: 4788Analysis Process: Costa Order.exe PID: 5540 Parent PID: 4788

General

Analysis Process: Costa Order.exe PID: 5640 Parent PID: 4788Analysis Process: Costa Order.exe PID: 5640 Parent PID: 4788

General
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File ActivitiesFile Activities

Yara matches: Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
0000000A.00000002.291692224.0000000000402000.00000040.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
0000000A.00000002.291692224.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
0000000A.00000002.291692224.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
0000000A.00000002.291692224.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
0000000A.00000002.291692224.0000000000402000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Start time: 12:09:41

Start date: 25/07/2021

Path: C:\Users\user\AppData\Roaming\Windows Update.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\AppData\Roaming\Windows Update.exe' 

Imagebase: 0xbf0000

File size: 984064 bytes

MD5 hash: BC4E444C2DD7463DC563119593BC7764

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
00000011.00000002.372439964.00000000040D9000.00000004.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
00000011.00000002.372439964.00000000040D9000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
00000011.00000002.372439964.00000000040D9000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
00000011.00000002.372439964.00000000040D9000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
00000011.00000002.372439964.00000000040D9000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Antivirus matches: Detection: 100%, Joe Sandbox ML
Detection: 46%, Virustotal, Browse
Detection: 29%, ReversingLabs

Reputation: low

Show Windows behavior

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: Windows Update.exe PID: 1328 Parent PID: 5640Analysis Process: Windows Update.exe PID: 1328 Parent PID: 5640

General

File CreatedFile Created

File WrittenFile Written

File ReadFile Read
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Start time: 12:10:17

Start date: 25/07/2021

Path: C:\Users\user\AppData\Roaming\Windows Update.exe

Wow64 process (32bit): true

Commandline: {path}

Imagebase: 0x750000

File size: 984064 bytes

MD5 hash: BC4E444C2DD7463DC563119593BC7764

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
00000018.00000000.401206826.0000000003CF9000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
00000018.00000000.401206826.0000000003CF9000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
00000018.00000002.422553167.0000000003CF1000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
00000018.00000002.422553167.0000000003CF1000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: HKTL_NET_GUID_Stealer, Description: Detects c# red/black-team tools via 
typelibguid, Source: 
00000018.00000002.429765718.0000000007D50000.00000004.00000001.sdmp, Author: 
Arnim Rupp
Rule: HKTL_NET_GUID_Stealer, Description: Detects c# red/black-team tools via 
typelibguid, Source: 
00000018.00000000.398220515.0000000007D50000.00000004.00000001.sdmp, Author: 
Arnim Rupp
Rule: HKTL_NET_GUID_Stealer, Description: Detects c# red/black-team tools via 
typelibguid, Source: 
00000018.00000002.429705433.0000000007D20000.00000004.00000001.sdmp, Author: 
Arnim Rupp
Rule: HKTL_NET_GUID_Stealer, Description: Detects c# red/black-team tools via 
typelibguid, Source: 
00000018.00000000.406136458.0000000007D50000.00000004.00000001.sdmp, Author: 
Arnim Rupp
Rule: HKTL_NET_GUID_Stealer, Description: Detects c# red/black-team tools via 
typelibguid, Source: 
00000018.00000000.406053049.0000000007D20000.00000004.00000001.sdmp, Author: 
Arnim Rupp
Rule: HKTL_NET_GUID_Stealer, Description: Detects c# red/black-team tools via 
typelibguid, Source: 
00000018.00000000.398164830.0000000007D20000.00000004.00000001.sdmp, Author: 
Arnim Rupp
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
00000018.00000000.398709179.0000000000402000.00000040.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
00000018.00000000.398709179.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
00000018.00000000.398709179.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
00000018.00000000.398709179.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
00000018.00000000.398709179.0000000000402000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
00000018.00000000.391632234.0000000003CF9000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
00000018.00000000.391632234.0000000003CF9000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
00000018.00000000.390450896.0000000002F92000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
00000018.00000000.390450896.0000000002F92000.00000004.00000001.sdmp, Author: 

Analysis Process: Windows Update.exe PID: 4848 Parent PID: 1328Analysis Process: Windows Update.exe PID: 4848 Parent PID: 1328

General
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

JPCERT/CC Incident Response Group
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
00000018.00000000.400476197.0000000002CF1000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
00000018.00000000.400476197.0000000002CF1000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
00000018.00000000.390489709.0000000002F9E000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
00000018.00000000.390489709.0000000002F9E000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
00000018.00000002.419082031.0000000000402000.00000040.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
00000018.00000002.419082031.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
00000018.00000002.419082031.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
00000018.00000002.419082031.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
00000018.00000002.419082031.0000000000402000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: RAT_HawkEye, Description: Detects HawkEye RAT, Source: 
00000018.00000000.387305782.0000000000402000.00000040.00000001.sdmp, Author: 
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
00000018.00000000.387305782.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
00000018.00000000.387305782.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
00000018.00000000.387305782.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
00000018.00000000.387305782.0000000000402000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_HawkEye, Description: Yara detected HawkEye Keylogger, Source: 
00000018.00000002.421711586.0000000002CF1000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Hawkeye, Description: detect HawkEye in memory, Source: 
00000018.00000002.421711586.0000000002CF1000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Show Windows behavior

Show Windows behavior

Start time: 12:10:27

Start date: 25/07/2021

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

File ReadFile Read

Key Value CreatedKey Value Created

Key Value ModifiedKey Value Modified

Analysis Process: vbc.exe PID: 3880 Parent PID: 4848Analysis Process: vbc.exe PID: 3880 Parent PID: 4848

General
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File ActivitiesFile Activities

Path: C:\Windows\Microsoft.NET\Framework\v2.0.50727\vbc.exe

Wow64 process (32bit): true

Commandline: C:\Windows\Microsoft.NET\Framework\v2.0.50727\vbc.exe /stext 'C:\Users\user\AppD
ata\Local\Temp\holdermail.txt'

Imagebase: 0x400000

File size: 1171592 bytes

MD5 hash: C63ED21D5706A527419C9FBD730FFB2E

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_MailPassView, Description: Yara detected MailPassView, Source: 
0000001B.00000002.390506676.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 12:10:27

Start date: 25/07/2021

Path: C:\Windows\Microsoft.NET\Framework\v2.0.50727\vbc.exe

Wow64 process (32bit): true

Commandline: C:\Windows\Microsoft.NET\Framework\v2.0.50727\vbc.exe /stext 'C:\Users\user\AppD
ata\Local\Temp\holderwb.txt'

Imagebase: 0x400000

File size: 1171592 bytes

MD5 hash: C63ED21D5706A527419C9FBD730FFB2E

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected 
WebBrowserPassView password recovery tool, Source: 
0000001C.00000002.392923235.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: high

Show Windows behavior

Start time: 12:10:34

Start date: 25/07/2021

Path: C:\Users\user\AppData\Roaming\WindowsUpdate.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\AppData\Roaming\WindowsUpdate.exe' 

Imagebase: 0xd80000

File size: 984064 bytes

MD5 hash: BC4E444C2DD7463DC563119593BC7764

File CreatedFile Created

Analysis Process: vbc.exe PID: 1036 Parent PID: 4848Analysis Process: vbc.exe PID: 1036 Parent PID: 4848

General

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: WindowsUpdate.exe PID: 2992 Parent PID: 3388Analysis Process: WindowsUpdate.exe PID: 2992 Parent PID: 3388

General
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Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Antivirus matches: Detection: 100%, Joe Sandbox ML
Detection: 46%, Virustotal, Browse
Detection: 29%, ReversingLabs

Reputation: low

Start time: 12:10:34

Start date: 25/07/2021

Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 4848 -s 2024

Imagebase: 0x350000

File size: 434592 bytes

MD5 hash: 9E2B8ACAD48ECCA55C0230D63623661B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Reputation: high

Start time: 12:10:35

Start date: 25/07/2021

Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 4848 -s 2024

Imagebase: 0x350000

File size: 434592 bytes

MD5 hash: 9E2B8ACAD48ECCA55C0230D63623661B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Start time: 12:10:43

Start date: 25/07/2021

Path: C:\Users\user\AppData\Roaming\WindowsUpdate.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\AppData\Roaming\WindowsUpdate.exe' 

Imagebase: 0x250000

File size: 984064 bytes

MD5 hash: BC4E444C2DD7463DC563119593BC7764

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Reputation: low

Analysis Process: WerFault.exe PID: 5172 Parent PID: 4848Analysis Process: WerFault.exe PID: 5172 Parent PID: 4848

General

Analysis Process: WerFault.exe PID: 5324 Parent PID: 4848Analysis Process: WerFault.exe PID: 5324 Parent PID: 4848

General

Analysis Process: WindowsUpdate.exe PID: 5432 Parent PID: 3388Analysis Process: WindowsUpdate.exe PID: 5432 Parent PID: 3388

General
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Disassembly
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