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Windows Analysis Report https://Ibgfl-my.sharepoint.co...
Overview

General Information Detection Signatures Classification

Sample URL: https://bgfl-my.sharepoint.c
om/:0:/g/personalloffice_st MALICIOUS Antivirus / Scanner detection for sub...

-peter-st-paul_staff...-paul_
staffs_sch_uk/Ep--j_T2y-x

FhbZLKv29_YsB5QfoniSB
EbWT1lppHiDs8w?e=tfYhf

h HiVIL boedy: contains low/number: ofi ...
Analysis ID: 458789

Infos: ;f &

Most interesting Screenshot:

Antivirus detection for URL or domain

Yara detected HtmIPhish10

No/HinML title found

== iae

HTMLPhish

) Score: 64
e Range: 0-100
Whitelisted: false
Confidence: 100%

Process Tree

= System is wl0x64

. G chrome.exe (PID: 4640 cmdline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automation ‘https://bgfl-my.sharepoint.com/:0:/g/personal
/office_st-peter-st-paul_staffs_sch_uk/Ep--j_T2y-xFhbZLKv29_YsB5QfoniSBEbWT1lppHiDs8w?e=tfYhfh' MD5: C139654B5C1438A95B321BB0O1AD63EF6)
. G chrome.exe (PID: 2908 cmdline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1588,429362379618262116,4125680570342026079,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1760
Iprefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section
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AV Detection:

Antivirus | Scanner detection for submitted sample

Antivirus detection for URL or domain

Phishing:

Yara detected HtmIPhish10

Mitre Att&ck Matrix

Command Remote
Initial Privilege  Defense Credential Lateral and Network Service
Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration Control Effects Effects Impact
Valid Windows Path Process Masquerading oS System Remote Data from Exfiltration Encrypted Eavesdrop on Remotely Modify
Accounts Management  Interception Injection Credential Service Services Local Over Other Channel Insecure Track Device System
Instrumentation Dumping  Discovery System Network Network Without Partitior
Medium Communication Authorization
Default  Scheduled Boot or Boot or Process LSASS Application Remote Data from  Exfiltration Non- Exploit SS7to  Remotely Device
Accounts Task/Job Logon Logon Injection Memory  Window  Desktop Removable Over Application Redirect Phone Wipe Data  Lockout
Initialization  Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux) Logon Script Logon Obfuscated Files Security  Query SMB/Windows Data from Automated Application Exploit SS7to Obtain Delete
Accounts (Windows)  Script or Information Account  Registry  Admin Shares Network Exfiltration Layer Track Device  Device Device
(Windows) Manager Shared Protocol &g Location Cloud Data
Drive Backups
Behavior Graph
Behavior Graph
g Legend:
1D: 458789
URL: https://bgfl-my.sharepoint.... P —— I:I Process
Startdate: 03/08/2021 CLEAN . Signature
Architecture: WINDOWS
soore: - UNKNOUWN I:‘ Created File
Il onsiP info
.I.ﬁ Is Dropped
:.. Is Windows Process

*
*n

Number of created Registry Values

started

Number of created Files

Y

Visual Basic

zz
3

ms
I8
o

codesandbox.io

)

Delphi

i
i
=

Java
.Net C# or VB.NET

C, C++ or other language

L@ 2 )

Is malicious
Internet
192.168.2.1 239.255.255.250
unknown unknown started
unknown Reserved
chrome.exe :..
B v
i-ams02p-cor001.api.p001.1drv.com api2.amplitude.com
13.105.28.32, 443, 49788 35.82.185.219, 443, 49875, 49876 53 other IPs or do
MICROSOFT-CORP-MSN-AS-BLOCKUS MERIT-AS-14US

United States EZ United States ES
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

X @ bgfl-my.sharepoint.com/:0:;/g/personalfoffice st-peter-st-paul staffs_sch_uk/Ep--j T2y-xFhbZLKv29 YsBSQfoniSBEbWT1IppHiDsBw?rtime=3H2dBZ5W2Ug
Chrome is being controlled by autamated test soft

OneNote Natwest PMT Advice 04

NTEIAa DIGURNSTT J1dISU T U UULUTTISTIL WL yuu.

Tuesday, August 3, 2021  12:38 PM

PDF

REVIEW DOCUMENT

Waiting for uke-onenote.officeappsi

0 Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

hitp:// https://bgfl-my.sharepoint.com/:0:/g/personal/office_st-peter-st-paul_staffs_sch_uk/Ep--j_T2y- 0% Virustotal Browse
xFhbZLKv29_YsB5QfoniSBEbWT 1lppHiDs8w?e=tfYhth
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https://www.virustotal.com/gui/url/e8dcc6f3ae2832690367d2a4e285a639e75851d6c987208d71f1fe3bc16608a9/detection/u-e8dcc6f3ae2832690367d2a4e285a639e75851d6c987208d71f1fe3bc16608a9-1627997570

Source Detection Scanner Label Link

http:i/https://bgfl-my.sharepoint.com/:0:/g/personal/office_st-peter-st-paul_staffs_sch_uk/Ep--j_T2y- 0% Avira URL Cloud safe
XFhbZLKv29_YsB5QfoniSBEbWT1lppHiDs8w?e=tfYhfh

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches
Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link

http://https://raw.githubusercontent.com/ajv-validator/ajv/master/lib/refs/data.json# 0% Virustotal Browse
http:i/https://raw.githubusercontent.com/ajv-validator/ajv/master/lib/refs/data.json# 0% Avira URL Cloud safe
http:i/https://bgfl-my.sharepoint.com/:0:/g/personal/office_st-peter-st-paul_staffs_sch_uk/Ep--j_T2y- 0% Avira URL Cloud safe

XFhbZL

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
gstaticadssl.l.google.com 142.250.185.131 true false high
jsdelivr.map.fastly.net 151.101.1.229 true false unknown
static.cloudflareinsights.com 104.16.94.65 true false unknown
codesandbox.io 104.18.22.207 true false high
kedfl.csb.app 104.18.26.114 true false unknown
api2.amplitude.com 35.82.185.219 true false high
cdnjs.cloudflare.com 104.16.19.94 true false high
d3qxefdrp70elm.cloudfront.net 143.204.214.47 true false high
www.google.com 142.250.180.164 true false high
data.jsdelivr.com 104.21.35.47 true false high
glcdn.githack.com 104.21.234.230 true false unknown
www.google.de 142.250.184.99 true false high
ab-testing.codesandbox.io 104.18.23.207 true false high
accounts.google.com 216.58.205.77 true false high
www-google-analytics.l.google.com 142.250.184.206 true false high
stats.l.doubleclick.net 108.177.126.155 true false high
www-googletagmanager.l.google.com 142.250.185.200 true false high
raw.githubusercontent.com 185.199.108.133 true false unknown
maxcdn.bootstrapcdn.com 104.18.10.207 true false high
cdn.amplitude.com 13.32.23.160 true false high
prod-packager-packages.codesandbox.io 104.18.22.207 true false high
api.getvero.com 44.194.179.189 true false high
i-ams02p-cor001.api.p001.1drv.com 13.105.28.32 true false high
clients.l.google.com 216.58.208.174 true false high
unpkg.com 104.16.123.175 true false high
googlehosted.l.googleusercontent.com 216.58.208.161 true false high
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https://www.virustotal.com/gui/url/26ddab82ef6cdcfa09e624bf38225891fa329ec9a0376704596ce2f9940ad12a/detection/u-26ddab82ef6cdcfa09e624bf38225891fa329ec9a0376704596ce2f9940ad12a-1627652683

Name P Active Malicious Antivirus Detection Reputation

ka-f.fontawesome.com unknown unknown false high
cdn.jsdelivr.net unknown unknown false high
messaging.office.com unknown unknown false high
ajax.aspnetcdn.com unknown unknown false high
stats.g.doubleclick.net unknown unknown false high
clients2.googleusercontent.com unknown unknown false high
clients2.google.com unknown unknown false high
secure.aadcdn.microsoftonline-p.com unknown unknown false unknown
schemastore.azurewebsites.net unknown unknown false unknown
code.jguery.com unknown unknown false high
amcdn.msftauth.net unknown unknown false unknown
Www.onenote.com unknown unknown false high
onenoteonlinesync.onenote.com unknown unknown false high
kit.fontawesome.com unknown unknown false high
storage.live.com unknown unknown false high
bgfl-my.sharepoint.com unknown unknown false unknown
dc.services.visualstudio.com unknown unknown false high

URLs from Memory and Binaries

Contacted IPs

Public

1P Domain Country Flag ASN ASN Name Malicious

216.58.208.161 googlehosted.l.googleuser United States = 15169 GOOGLEUS false
content.com

35.82.185.219 api2.amplitude.com United States = 237 MERIT-AS-14US false

104.16.123.175 unpkg.com United States = 13335 CLOUDFLARENETUS false

104.18.22.207 codesandbox.io United States = 13335 CLOUDFLARENETUS false

104.21.234.230 glcdn.githack.com United States = 13335 CLOUDFLARENETUS false

108.177.126.155 stats.l.doubleclick.net United States = 15169 GOOGLEUS false

142.250.180.164 www.google.com United States = 15169 GOOGLEUS false

142.250.184.99 www.google.de United States = 15169 GOOGLEUS false

216.58.205.77 accounts.google.com United States £S5 15169 GOOGLEUS false

44.194.179.189 api.getvero.com United States = 14618 AMAZON-AESUS false

239.255.255.250 unknown Reserved [+ unknown unknown false

104.16.94.65 static.cloudflareinsights.co United States £S5 13335 CLOUDFLARENETUS false
m

143.204.214.47 d3qgxefdrp70elm.cloudfront. United States = 16509 AMAZON-02US false
net

104.18.10.207 maxcdn.bootstrapcdn.com  United States = 13335 CLOUDFLARENETUS false

142.250.185.200 WWW- United States = 15169 GOOGLEUS false
googletagmanager.l.google
.com

13.32.23.160 cdn.amplitude.com United States = 7018 ATT-INTERNET4US false

13.105.28.32 i-ams02p- United States = 8075 MICROSOFT-CORP-MSN-  false
cor001.api.p001.1drv.com AS-BLOCKUS

142.250.184.206 www-google- United States = 15169 GOOGLEUS false
analytics.l.google.com

151.101.1.229 jsdelivr.map.fastly.net United States = 54113 FASTLYUS false

216.58.208.174 clients.l.google.com United States = 15169 GOOGLEUS false

104.21.35.47 data.jsdelivr.com United States = 13335 CLOUDFLARENETUS false

142.250.185.131 gstaticadssl.l.google.com  United States = 15169 GOOGLEUS false

185.199.108.133 raw.githubusercontent.com Netherlands = 54113 FASTLYUS false

104.18.26.114 kedfl.csh.app United States £S5 13335 CLOUDFLARENETUS false

104.16.19.94 cdnjs.cloudflare.com United States £S5 13335 CLOUDFLARENETUS false

Private

P

192.168.2.1

127.0.0.1

192.168.2.255
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General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Cookbook file name:

Sample URL:

Analysis system description:

Number of analysed new started processes

analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:
Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:

Classification:

Cookbook Comments: e Adjust boot time

e Enable AMSI

e Browse: https://kedfl.csb.app/

e Browse: https://codesandbox.io/s/kedfl

e Browse: https://codesandbox.io/dashboard
Warnings: Show All
Simulations
Behavior and APIs
Time Type Description
18:45:09 API Interceptor

33.0.0 White Diamond

458789

03.08.2021

18:43:56

CloudBasic

Oh 7m 41s

false

light

browseurl.jbs

http://https://bgfl-my.sharepoint.com/:0:/g/personal/office_st-peter-st-paul_staffs_sch_uk/Ep--j_T2y-xFhbZLKv29_YsB5QfoniSBEbWT1Ipp
HiDs8w?e=tfYhfh

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

12

o O o o

.

.

.

HCA enabled
EGA enabled
AMSI enabled

default

Timeout

MAL
mal64.phis.win@35/641@40/28

Joe Sandbox View | Context

IPs

No context
Domains
No context
ASN

No context

JA3 Fingerprints

Copyright Joe Security LLC 2021
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No context

Dropped Files

No context

Created |/ dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit):  5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzvRKhGvwJ

MDS5: A78AD14E77147E7DE3647E61964C0335

SHA1L: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0OEBI3FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7ESE10648EA8321
01

Malicious: false

Reputation: low

Preview:

BDic.... ....6..."..Z..49....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |. AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\77EC63BDA74BD0OD0E0426DC8F8008506 E
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: Microsoft Cabinet archive data, 61020 bytes, 1 file
Category: dropped
Size (bytes): 61020
Entropy (8bit):  7.994886945086499
Encrypted: true
SSDEEP: 1536:1Z/FdeYPeFusuQszEfLO/NfXfdISINQbGxO4EBJE:Otde Y PiuWAVHILBGmM
MD5: 2902DE11E30DCC620B184E3BBOFOC1CB
SHA1L: 5D11D14A2558801A2688DC2D6DFAD39AC294F222
SHA-256: E6A7F1F8810E46A736E80EESAC6187690F28F4D5D35D130D410E20084B2C1544
SHA-512: EFD415CDE25B827AC2A7CA4D6486CE3A43CDCC1C31D3A94FD7944681AA3E83A4966625BF2E6770581C4B59D05E35FF9318D9ADADDADES070F131076892AF2|
A0
Malicious: false
Reputation: low
Preview:
..=.D.eWl.r."Y .3..3WW.......y...9.w..D.yM10.... .O.e.._.".a0xN....)F.C..t
.m?H..C..X>0c..q _Y.Y'&.s.1... %._XW*S.K..4"9.....q.G.........a.H.y.. .I.q./6.p.;."

S).B.y. AW, D!s0..I"X...l.....DO........... Ba...2.0.0...3.v.W1F hSp.S)@....."Z..QW...G...G.G.y+.x...aa".3. X&4E..N...._O..<X......K..xm..+M...0.H...)...
....... *.0..~4.6.....p. BL(FV.N.LP.C>.%.ySXY. > fl.*. K\ e.....jl.]..). & . WEjw...0.r<$...C... X L&)\ > v 7 AL M 5 5 LU TRS.~.S68S -y X
~k..Qlw.e..h.[..9<x...Qx]*_%Z..K.).3......M.6QkJ.N........ Y.Q.n.[.(......Bg..33..[.S.[... .Z.<i.-]..po.k.,..X6.....y3 [ .Dw.]ts. R..L.."..ut_F....

C:\Users\user\AppDatal\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BD0D0E0426DC8F8008506

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 326

Entropy (8bit): 3.139205445116624

Encrypted: false

SSDEEP: 6:kKn8doW+N+SkQIPIEGYRMY9z+4KIDA3RUellD1Ut:USKPIE99SNxAhUeOet

MD5: D90E7C3C05AC14443AE5C142A64CD76E

SHAL: 0310556DCDDAG65A6D498223F42DE6A511FFOEBCY

SHA-256: 0428BE184AFBC9DC945C055003859FCIDC8186C495A0888099A25FODASF84E3C

Copyright Joe Security LLC 2021 Page 9 of 45



C:\Users\user\AppDatal\LocalLow\Microsoft\CryptnetUriICache\MetaData\77EC63BDA74BD0D0E0426DC8F8008506

SHA-512: 910B7253DA8C3CD795C02D1A0780980A830279673FF6B726970B2E856DF6BC525CF5A36032AE7CFBDAE1DOB65C401F5312EDAG5350A76CBA4227BE3D8D7D8FI
6

Malicious: false

Reputation: low

Preview:

Sl \lhttped//etldlwind.ows.up.date..com/ms.d.ow.nlo.ad./u.p.date./v.3./s
tatic/trustedr/en/authro.o.tstl.cab.."0.d.6.54.27.75fd.7.1.:.0."..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\2a423e9b-e5c¢9-4065-b655-b8d0ddc75¢73.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 92724

Entropy (8bit):  3.747808746884563

Encrypted: false

SSDEEP: 384:D3e1dD4CH]M54NZryvdn3GJIHiHzeGq9rlbx9xW3vTurs9mc/43JJh20jDJINI1xIp:i2BlabCawerhXboH7GjKFbBpB

MDS5: C9A2830C0847675B67A30DC1804FD474

SHA1L: 9129D2EE60F51ED95D0DOABE1272F5BA0FB31DBC

SHA-256: 2A1845E6F35D3A2366ED7AFAFBB71D3CC009F4140849D7E5D546F202CF158892

SHA-512: 9CBBAOB9339E81ABF4225B416E7DCEB18FE9A4B85BCA387AB6C30D4858113E02E312878F1CAAAOFOB486A6BFE91D4BBA29EBFC8DA857DB7A6C850B0C72290
27B

Malicious: false

Reputation: low

Preview:

*..C..\.P.R.0.G.RA~1\M.I.C.R.0.S.~.1.\.0.ffic.e.l.6\.G.R.O.0.V.E.EX..D.L.L..PL..[)..%.p.ro.gram.files.%.\m..c.r.o.s.0.ft .officeloffice
.g.ro.ov.eex.dll..Micros.oft Office. .2.0.1.6..*. .Micr.os.0ft .O.neDriv.e. for. Busines.s. .Exte.ns.ions..16..0..4711.10
\P.R.O.G.RA~1\MIC.R.O.S.~1\0.ffic.el6\G.RO.0O.V.EEX.D.L.L...Mic.ros.o.ft .Corp.oratio.n..A8D..C.:\P.ro.gram. .Files\C.o
.m.m.o.n. .F.ile.s\M..c.r.os.oft Shared\O.F.FICE.16\ms.0s.hext.dl.@...U/..%.comm.o.np.r.o.gramfiles.%.\micro.s.oft shared\o.f
fice.l6.\...ms.oshext.dll..Microso.ft Office)..Micros.oft .Office..Shell Extens.ion. Handlers....16..0.426.6..1.00.1...D..C
s \.P.rog.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\30dbe49e-544b-4bd2-ad3e-d25a65d0ae90.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 365208

Entropy (8bit):  6.0152065108912085

Encrypted: false

SSDEEP: 6144:rlpUubUv8Acx6ZaurE5/EDnJpAI9SeefNgWF4iVx/9LPeq/1LHM/dBJ:ZpUubUcxzurRDn9OnfNxF4ijZVtilBJ
MD5: 07DE2F3537CD570CC4320420971F0F64

SHAL: 6E863CD4D00CDC99B7D58ADA6COA51A405749025

SHA-256: E2DOEB494EDBA1C611171161CFDFB453B2BF2F0793A5AAF9DFEF83B7EDF22463

SHA-512: 6A4370BD6AS0FEEADS5B6F42680C4B0708128176B50D25832202C0337F90B99620A41E50E9BE96529630D508557328DF51CDFF0136175EF99AA9E3438590F7532
Malicious: false

Reputation: low

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.628041493862074e+12,"network":1.628009095e+12,"ticks":5850385126.0, "uncertainty":4375069.0}},"0s_crypt":{"encrypted_key":"R
FBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABUPWY4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCTIWC|ByxIY/Ds1S6cdCxIW6ISr1Qfj
oKIVKoVEQ4EAAAAAABAAAAAAGAAIAAAADIPMIIGKWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNXxMAAAAK+RpoviP61INtB5NOpQgPMjPTyt2T1WPeru9i3yP0
5zNVEjOUCRDWfONruG9ricX1kAAAADBIKtQIKY2z38GdfaF7dW2ZLcAMHOX20EKBg8ZJIG9IsuMexxChB4M8HFpyb0Bpréaxpi+zmMIXt76noTOxFzKN"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245950075265799"},"policy":{"last_statistics_update":"1327251508901

C:\Users\user\AppData\Local\Google\Chrome\User Data\7527f47f-39db-4577-af54-cb7e129e0ala.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 95428

Entropy (8bit):  3.748218627776533

Encrypted: false

SSDEEP: 384:d3e1dD4CbgjLVkq54NZryvdn3GJIHiHzeGq9rlbx9xW3vTurs9mcle43JIh20jDJC:da2Blab4awerhXboH7GjKFbBpg

MD5: 9AA065FFFC53BBD8AAFDFD9487D80023

SHAL: DA4E3F5BA31D50856EAA7AC4996D5AF09170E1314

SHA-256: ADF67A1019050FAEADEOOBE3C5DC3A44C46FD1C7854121C4D7A1FC543185E645

SHA-512: 95F426E554A8BFAOF4ADABBF3A1A7D7ECD7E21960261B6551D6EDF54BCC4CB51B8E355FFE28D78567CA8895515C17FIDC713AB88802CEF920E8C718E779E18
5

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\7527f47f-39db-4577-af54-cb7e129e0ala.tmp

Preview:

doveien*.CLVP.R.O.G.RA~1\M.I.C.R.O.S.~.1\.0O ffi.c.e.1.6\.G.R.O.0.V.E.E.X...D.L.L..PL..[)...%.p.r.o.g.r.am.file.s.%\m.cr.o.s.oft .officelofficel6b.\..
...g.ro.ov.eex..dll..Micros.oft .Offic.e..2.0.1.6..*..M.i.cr.o.s.o.ft. .O.n.e.Dr.iv.e. for. .B.us.ines.s. Exte.ns.io.ns...16..0..4.7.11..10.0.0....*
...C..\P.R.O.G.RA~1\M.I.C.R.O.S.~.1\.0.ffice.l.6\G.RO.O.V.EEX.D.L.L...Micro.s.o.ft .C.or.p.ora.tio.n..A8.D..C..\.P.ro.g.ram. .F.iles\C.omm.o.n.
.F.i.le.s\M.i.cro.s.oft .S.hared\O.F.F.ICE.1.6\ms.0os.hext.dll.@...U..%.c.0omm.o.n.p.r.o.gram.files.%.\m.ic.ro.s.o.ft shared\officel6\...
.m.s.o.s.h.ext..dll..M.icro.s.o.ft .Offic.e.)..Micro.s.oft .O.ffice..Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1....D..C..\.P.r.o
.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\88d0699a-3ded-426d-8b5a-847f65ad4b8e.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SysEx File -

dropped

94708

3.748270505369668

false

384:t3e1dD4ChgjLVkg54NZryvdn3GJIHiHze Gg9rlbx9xW3vTurs9mc/43JIh20jDJINI:Na2BlabCawerhXboH7GjKFbBpF
669FCBE2F812A8D41FA39F4E3C57EFFF

692C930BD58F1B17BE3705C58A73F7497108E96C
5CFECBA4BC9BC4F9D81BB368350304C7AD516CF542AFCCEO60E9CA78E7DBCO11
D4002E68149823D2BCA7FFC1A815948A24D07982EAC444A1D60C1CE4BB62AAEBA430648B077E3CD27F0293923350E4A297E66CB90934A247A3A8016B34D6ES3!
false

low

Joeeeeree®.CLALP.R.O.G.RA~1\M.I.C.R.O0.S.~.1\.0 f fi.c.e.1.6..G.R.O.0.V.E.EX..D.L.L..P...[)...%.p.r.o.g.ram.files.%.\m..c.r.o.s.o.ft .officeloffic.e
.1.6.\....g.ro.ov.eex..dll..Micros.oft .Office. .2.0.1.6..*.Micr.os.0oft .O.neDuriv.e. for. Bus.ines.s. .Exte.ns.ions...16..0..4711.10
.0.0....*..C..\\P.R.0.G.RA~1\M..C.R.0.S.~1\.0.fficel6.\G.RO.O.V.EEX.D.L.L...Micros.oft .Corp.oration..A8D..C.:\P.r.o.g.ram. F.iles\C.0
.m.m.o.n. .F.ile.s\M.c.r.os.oft Shared\O.F.FICE.16\ms.0s.hext.dl.@...U/..%.comm.o.np.r.o.gramfiles.%.\micro.s.oft shared\o.f
fice.l6.\...ms.oshext.dll..Micros.o.ft Office)..Micros.oft .Office..Shell Extens.io.n. Handlers....16..0.426.6..1.00.1...D..C
s \.P.ro.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\96f28efe-65b2-4053-bfde-c4bbf4b5686e.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

365208

6.01520692879174

false
6144:MIpUubUvBAcx6ZaurE5/EDNJIpAI9SeefNqWF4iVx/9LPeq/1LHmM/dBJ:ipUubUcxzurRDn9nfNxF4ijZVtilBJ
4B3AF24213463A1D129C9A6F41553AAF

66CF96C2C65B4EC17DAEF3810EOE8760DB75FD53
8B87072791F7BBD7284BBB2C9884EA4E9FAA12F7020850FB57FB28DAE13A2E93
A14F32608F105821A5F05A0F9ES8BSED16DF8E965DE18984295842A7FC2C32C4003BC9D8029504D5D03712C62B13F2B06F5EB3B630822652E6B350B25EF1F2CB
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.628041493862074e+12,"network":1.628009095e+12,"ticks":5850385126.0, "uncertainty":4375069.0}},"0s_crypt":{"encrypted_key":"R
FBBUEKBAAAAOIYyd3wEVORGMegDAT8KX6WEAAABUPWY4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCTIWC|ByxIY/Ds1S6cdCxIW6ISr1Qfj
oKIVKoVEQ4EAAAAAABAAAAAAGAAIAAAADIPMFiIGKWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNXMAAAAK+RpovfP61INtB5SnOpQgPMjPTyt2T1WPeru9i3yP0
5zNVEjOUCRDWfONruG9ricX1kAAAADBIKtQIKY2z38GdfaF7dW2ZLcAMHOX20EKBg8ZJIG9lsuMexxChB4M8HFpyb0Bpr6axpi+zmMIXt76noTOxFzKN"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245950075265799"},"policy":{"last_statistics_update":"1327251508901

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

120

3.3041625260016576

false

3:FkXYDu6cR9ITXYDu6cRIITXYDUBCRIN:+YB66CRATXYE6CRATXYE6CRI
569FA64ACAA310B1DE1A6250CC7356B0
14251450C245F8612958BF94779E8B72AE6D6213
AEE20ADEBF2D35EB8A39BE2DC391BOE5966EFCB4AFDC971BB3A18115C929F563
850914A053EF541046B29260266C17FEFF2466A87784394F9AB3B565D2EA1E656F61F02BDB78F9F9676E90365F837F3709BCC0856B3B844256848F477250E0C7
false

low

SAPC.oooovveen 8..2E.".N_.SAPC.........ccccccre.. 8..2E.".N_SAPC.........occcccc. 8..2E.".N_.
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\2e5f892d-9e3b-4d1b-bad5-354c68ce58ed.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5694

5.186249475702404

false

96:nArwkb9FXWXASKIIIKOJCKL8zkx116bOTQVuwn:nAr99LQASXCAKMKXA
D756355E3E898AF16BB4A675EC933BD9
5D61AB4DCE3035A3FD5FCAB4E5064DEEB72E5C7C
6480195F73C5394C7537BFB2EED79223A82167EBC2ABCI11EO0F556ED142FES28

031529C24D5730C081639E3E95A144A75C9C39FB89FEO01CEO3CB7D99E18FAGB25D69657F939B14COAFSAEEABS53AB056A2DCEC3BFEFAE39982F61EGES3B7AQ
D

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13272515089464209","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_to|
untryid_at_install":21843,"data_reduction":{"daily_original_length™:["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"," "."0","0","
,'o","o","0","0","0","0","0","0","0 ,"0","0 0" o","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length":["0'

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\2e902a2a-e76a-4181-b40a-b6e089368daf.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

3855

4.861787213953784

false
96:JnOTXDHz9SmM5gNAVN+Id6MGFNai6x5j6YrCIGISBNwhVD:IJnOTXDHz9Sm5gN+n+c6fFNai6x5j6Yr2
3A1C5800D4B0327653F5320AD1843FF3

5144321EC86CFEB11B9370E6F04088BFCD5D0ALE
A876E11216B8714235430A0522C71F35A5AC4566DDDE3D61C484D8DBC7FBB3EA

D225C8E38B0C42597FF076287799F6DFF1AEA956858F382B69FB1FB8A31F923EA861B397FA83CB538F97F1405DA0DBA374EE4B27FD553D3A18CFAEALD3BDD3:
5

false

low

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.google.com","supports_spdy":true} {"isolation":[],"server":"https://ssl.gstatic.com”,"s
upports_spdy"“:true} {“isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://apis.google.com”,"supports_spdy":true} {"isolation":[

],"server":"https://ogs.google.com","supports_spdy":true},{“isolation™:[],"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{"advertised_versions":

[50],"expiration":*13275107094273800","port":443,"protocol_str':"quic"}],"isolation":[],"server":"https://accounts.google.com","supports_spdy":true},{"alternative_service":

[{"advertised_versions":[50],"expiration":"13275107094275894","port":443,"protocol_str*:"quic"}],"isolation":[],"server":"https://redirector.gvtl.com","supports_spdy":true} {"
alternative_service":[{"advertised_versions":[50],"expiration":"13275107094443035","port":443,"protocol_str":"quic"},{"advertised_

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\33d4d364-c15a-493b-be5c-148a41124539.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2693

4.871599185186076

false
48:YXs2MHRzsoMHT5s0MHyKsTMHksrDys4Csb7synWsQItFsym6zs6zMHWLSZMH5YhV:+GDGTHGMGHDW1/nOlbmOGIGGhVD
829D5654ADF098AD43036E24C47F2A94

506C8BA397509BA0357787950C538C1879047DF3
4D0B852D18FCA5C1A712904CF6DB3811FB905E86D8A7508A2D42F9C8D68E2211

D9B18E6BOAD1ESE4BECFIE84BBE30D64730CFEC2CBEAF96D5DF52E28B907B03EADF22F020FBEOAS6D137A52F4F09798031BC6CA026CFABA979A608B3445DB
CAA

false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600883925","port":443,"protocol_str":"quic"}],"isolation":
[1."network_stats":{"srtt":40156},"server":"https://www.googleapis.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324854
2628822803","port":443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":30856},"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{
"advertised_versions":[],"expiration":"13248542600893104","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":25300},"server":"https://clients2.goog
leusercontent.com”,"supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600872791","port":443,"protocol_str":"quic"}],"isolation":
[1."network_stats":{"srtt":34789},"server":"https://clients2.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"exp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\36f9dc75-aeee-4f48-94bc-d5el17edc63e2.tmp

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\36f9dc75-aeee-4f48-94bc-d5el17edc63e2.tmp

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22595

5.5357748076692035

false
384:e2ftvLIrkXk1kXqKf/pUZNCgVLH2HfDyrUjHGWnTJZA47:5L1ak1kXqKf/pUZNCgVLH2HfOruDGWnj
726091CA373DDCDD070FECC360E54645

2216937F322637887FE78DC65C69925A45539D3D
0B6DFIE748E362F1C8623A07060EA42154C8B26C442260BFFED48D0205F9F087

4008E80C9C4A35E2AAC41D50AD35AC93CIBDBFEY72DC09B15BA310C8DIDA7E4AEE717573A3C7CD438E9BD2898253FB2672CAB3702A6239067470B85A4442B3
E

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13272515089110329","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls"["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\525b1bc0-6a06-4406-b969-67a0d8a10231.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5084

4.975042993982597

false

96:nAr6ib9pSKIIIk0ICKL8zkx116bOTQVuwn:nArh9pSXCAKMKxA
64059D929F2E1D2DBBEF319A6E5A256C
68820102B8F1B0565373E2DD162FA2COF6D9ED7D
5225607F717158E5EF376B984BBA3CEE24ED653D6D6CF3B95DB0788322527F58
27D57306290AC48F555FC7F98C89F643508D1155FF3CFCC52346215FF3E13CFCD78D2DACFD48C8COF4B7E96F2E09ES722B98775ED1EF1B56163676839D52EB8
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13272515089464209","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group™:*","should_reset_check_default_browser":false,"window_pl
acement”:{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length™["0","0","0","0","0" 0","0","0","0","0","0","0","0","0","0","0"," 0"
,"o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0 ,"0","1538886"],"daily_received_length™:["0","0","0","0","0","0","0","

0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\5939e492-13cc-4bd3-b4b3-c1fc86a80446.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

16745

5.57733135716745

false
384:e2ftqLIrkXk1kXqKf/pUZNCgVLH2HDyrUYHA4rZ:sLlak1kXgKf/jpUZNCgVLH2HfOruQA2
5E577D37D8951E12C48DB5B248749DED
6FB823A28D4441D148D6BB3A0A3D8BFB415CC29F
AAAB490C3539CDD8C0779708F7ECA4496B7F677C95232559DF4B9B41F22E66055
8DAEC400361AEE60BB5609B8F05B3669FBC5E32078C907C7EEE491C6A2B1B90BOCC73FFIBIEG21853F42085B4C7669CE299B540006071BOE95A419716A65ACTI
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13272515089110329","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKXPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\59eff11f-6bc5-4b8c-9165-ec670c7d694a.tmp

Process:

File Type:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\59eff11f-6bc5-4b8c-9165-ec670c7d694a.tmp
Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: HE

MDS5: 5058F1AF8388633F609CADB75A75DC9D

SHA1L: 3A52CE780950D4D969792A2559CD519D7EE8CT727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCI9EBC2A07E61F007BAF58FBFI4FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F2¢
F21

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\5bc73fb8-07d6-4f17-aa33-2d947e7a680b.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 6260

Entropy (8bit):  5.184040562952196

Encrypted: false

SSDEEP: 96:nArizb9FXWXASKIIk1gvICKL8zkx11KbOTQVolwn:nArWILQASXivAKMkxG

MD5: 70853F486709EFCA1DC61CAB142EAD66

SHAL: 8970A65F6794DEE4AFBEBEA34191F27AAC898E2F3

SHA-256: 4C55E232F6523545AECF06BA8A889B75546D1DA5BDIB71D765D11CI9CBE626D56

SHA-512: 641C37FESE826BBCE15FEFAABCC5FFD1BB7D61ACE1517006018EC76994C0C68FB9B221D35DFD19D7C47E691EE47EB74582B0E2551D1C3C1D5F20E08EF2DDE
196

Malicious: false

Reputation: low

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13272515089464209","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group™:*","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction™:{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length*:[*0","0","0","0","0","0","0","

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\64433c07-dd88-4d4d-afee-2a4daca84416.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 22596

Entropy (8bit):  5.535574427580993

Encrypted: false

SSDEEP: 384:e2ftvLIrkXk1kXgKf/pUZNCgVLH2HfDyrUjHGtnTIWbCA4/t:5L1ak1kXgKf/pUZNCgVLH2HfOruDGtn7
MD5: 493AE4F6F73B031A99CDA9C3C519DA28

SHA1L: EB2CEB3CB4755E8ADCEF878DBE2957B367784177

SHA-256: C174BED3CF82FBDA2C2D151019087577C0442E30E3COCDC282787A32B33D0ODAD

SHA-512: 07CCAD19BA5B95BC77E36F3FA26647706299EBC84D16D2050476266E517274580F3EAC538B66AF96AF7ES1FD81536A1A5EB6AB038A0991F98732E319A1AE3C5C
Malicious: false

Reputation: low

Preview:

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13272515089110329","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and

13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7320dce5-2a48-42a1-94f7-85e2e1df7982.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3722

Entropy (8bit): 5.6033227798399965

Encrypted: false

SSDEEP: 96:4UyUUAKUCOeU6ieU9UOUUGUtiwU18UHpKUMTUbUNWUpbUZUHBUF+UMUKYUvUzUc:4ULUPUJeUOU9UOUUGUtIwU18UIJKUMTUb
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7320dce5-2a48-42a1-94f7-85e2e1df7982.tmp

MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

3E579DA20B4D092D070338C1FESE2E47

80741656911CC2D8881192909F90AEB2565E1357

8CE247D57019D04AC44F65660FB48500CEA9A715AE24DC5514981517E8824197
CEDBB8D7B855C07AA0D70527A55FA3E03E8A1B115A35834865845915F624245FC7AECAAB5187A8DD9380B3996C460EF7FC75181DFEF8689326B57766444201AL
false

low

{"expect_ct":[],"sts":[{"expiry":1643821509.157152,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1628041509.157158},{"expiry":1659577505.576594,"host":"GEcuSqu7rIPobX764M1CaiPUB2cMfcpAYaTr+jULRL8=","mode":"force-https","sts_i
nclude_subdomains":true,"sts_observed":1628041505.576617},{"expiry":1643593500.803905,"host":"J1vb45]gq2/qjkWZwNbKgaUpoBQP5P5rX+6N7h9uDfA=","mode":"fo
rce-https","sts_include_subdomains":false,"sts_observed":1628041500.803909},{"expiry":1638927962.761693,"host":"LAZKY S46RVRcFiZAzmUJrz6 TIHBd4nwE6VxPWf
PLYHs=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1628041562.761698},{"expiry":1659577557.635695,"host":"M4bfUnCmQAi4PNb3B8al/
2+SVIhHKsMfMMT71zi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1628041557.635703},{"expiry":1659577506.066484,"host":"NRbo
+SJrMiydIRb8dNqQFXJu7cvikrinN8dDkqo4V0g=","mode":"force-https","sts_include_subdomains":true,"sts_ob

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\78f092d3-94de-4d17-aa4d-741efc7b121f.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5694

5.186249475702404

false

96:nArwkb9FXWXASKIIIKOJCKL8zkx116bOTQVuwn:nAr99LQASXCAKMKXA
D756355E3E898AF16BB4A675EC933BD9
5D61AB4DCE3035A3FD5FCAB4E5064DEEB72E5C7C
6480195F73C5394C7537BFB2EED79223A82167EBC2ABCI11EOF556ED142FES28

031529C24D5730C081639E3E95A144A75C9C39FB89FEO01ICEO3CB7D99E18FAGB25D69657F939B14C9AFSAEEABS53AB056A2DCEC3BFEFAE39982F61EGES3B7AQ
D

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13272515089464209","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser

_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length 'o*,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0’ 0","0","0"
,"0","o0","0","0","0","0","0","0","0' ,"0","0 '"o","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length™["0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7fec6623-555c-45bf-a08d-93c566c62c81.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4224

5.601881432460798

false

96:4UyUUAKUCOeU6ieUUU5UOUUGUtIwWUQURBUHpKUMTUbUNWUpbUZUHBUFYUMUKY UVA:4ULUPUJeUOUUUSUOUUGUtIWUQUR8UJKS
16E29049E09C193A3670BA34819CDBA9

03AE323E8286B13773A6C7490F9FDD68D697EAD3

D2B11C529825E3B4BB26614637DB8774257F0D6BA619CC15953DCES3D5BD4ESC
9BD05A47165B0921F43EB1DDOBF9AC862A5492C04A1A1D969E9959A07D0430297F42282372A13BF561C8E9EF24F06D8B766DDEESBCE073A982237F2BB99A5B69
false

low

{"expect_ct":[],"sts":[{"expiry":1643821509.157152,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1628041509.157158},{"expiry":1659577505.576594,"host":"GEcuSqu7rIPobX764M1CaiPUB2cMfcpAYaTr+jULRL8=","mode":"force-https","sts_i
nclude_subdomains":true,"sts_observed":1628041505.576617},{"expiry":1643593500.803905,"host":"J1vb45Jgq2/qjkWZwNbKgaUpoBQP5P5rX+6N7h9uDfA=","mode":"fo
rce-https","sts_include_subdomains":false,"sts_observed":1628041500.803909},{"expiry":1638927962.761693,"host":"LAZKY S46RVRcFiZAzmUJrz6 TIHBd4nwE6VxPWf
PLYHs=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1628041562.761698},{"expiry":1659577557.635695,"host":"M4bfUnCmQAi4PNb3B8al/
2+SVIhHKsMIMMT71zi6ij4=","mode":"force-https","sts_include_subdomains™:true,"sts_observed":1628041557.635703},{"expiry":1659577574.766652,"host":"NMLQ
xgDDrKzvJ5uwNgFmHdfFxDbK/FZNH+bU6hgJkoo=","mode":"force-https","sts_include_subdomains":true,"sts_ob

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\91fd4404-b15b-4015-94d5-aeb150be8ae3.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

1713

5.59644225117742

false
48:Y1KUR6BUUhvDKUe2U6a1UgUsUeCBUFywU/Ueh:OKUoUUIDKUbU5UgUsUHBUF/U/Uc
1613603A76DEB93B1D8AA816CA2338F8
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\91fd4404-b15b-4015-94d5-aeb150be8ae3.tmp

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

8A679E43319537355C695692064938B24732A0FB
62379C7F8FB7B50F468210E71D7F39684DA102AECBDB73D9D8CF6B3923AB758E

S5E7E3706B3AC463079E5721B44111DF1EE33FAG3BESE789ABA27BA7TA29AEFD4373E101BAB3C49E14473533E0F948D7E90141C1899BA23E25B37F0A4A3233CCB
E

false

low

{"expect_ct"[],"sts":[{"expiry":1643593500.803905,"host":"J1vb451gq2/qjkWZwNbKgaUpoBQP5P5rX+6N7h9uDfA=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1628041500.803909},{"expiry":1633013028.822833,"host":"OuKIWsMW1dkkbl1X/0i600Y 95ZNSWnSoeal XAEYPIv4=","mode":"force-https","sts_i
nclude_subdomains":true,"sts_observed":1601477028.822838},{"expiry":1633013028.743725,"host":"nAuqgR4IEWti7SOdT3UHPI6rmZU/Dealm38P2020kgA=",
"mode":"force-https","sts_include_subdomains":false,"sts_observed":1601477028.743728},{"expiry":1659577503.601852,"host":"0JeZa9k/4NUpoWfTNO4TBBWMu828
1HpJg/GUgQJYkYU=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1628041503.601856},{"expiry":1659577494.708842,"host":"oesglJY Xa0
V7ktIrhnuZwGghRudqC6787cOWc6GVTBM=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1628041494.708852} {"expiry":1659577502.787807,
"host":"uSz0LqsujUW9DtrOFVcexgtoFF/cHnZgLvpRYE9IL618=","mode":"force-https","sts_include_subdomains":false,"sts

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

336

5.245396888677642

false
6:ms+02P923iIKKdKIRXXTZIFUtpVR+ZmwPVJINVkwO923iKKdKIRXX5LJ:gv45KK7XT2FUtpVR+/PVJI5L5KK7XVJI
0910D09C56DB36E15BBF44AE286ABEOB

A122BB0A69464CD6CDEC8841CC580CA895C267E0
49BAA30598BEBD4AAA310CB680F37A1F488FADF400320849D94054B285C0D4CE

EEAEG54EEACB2FED28FAE7C477D28665CE98A427F92689986A9BAEACIE151A48E823C065F68B8DCC943474EF2FB37B81C97628911AC58B8F7A1FE292BB1949
EO

false

low

2021/08/03-18:45:06.899 1578 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
08/03-18:45:06.920 1578 Recovering log #3.2021/08/03-18:45:06.921 1578 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.1og .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG.oldB (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

336

5.245396888677642

false
6:ms+q2P923iIKKdKIRXXTZIFUtpVR+ZmwPVJINVkwO923iKKdKIRXX5LJI:gv45Kk7XT2FUtpVR+/PVJI5L5KK7XVJ
0910D09C56DB36E15BBF44AE286ABEOB

A122BB0A69464CD6CDEC8841CC580CA895C267E0
49BAA30598BEBD4AAA310CB680F37A1F488FADF400320849D94054B285C0D4CE

EEAE654EEACB2FED28FAE7C477D28665CE98A427F92689986A9BAEACIE151A48E823C065F68B8DCCI43474EF2FB37B81C97628911AC58B8F7A1FE292BB1949
EO

false

low

2021/08/03-18:45:06.899 1578 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
08/03-18:45:06.920 1578 Recovering log #3.2021/08/03-18:45:06.921 1578 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

320

5.256515048623945

false
6:m9S9+02P923iKKdKyDZIFUtp0JZmwPNN9OVkwO923iKKdKyJLJ:VI+v45Kk02FUtp0J/PnOV5L5KKWJ
6683D1732742831443B6AE90B64CAFF9

81EF46E80E07608AEA40A4BBF663B2744AB2D5C7
053F433C02E11438809BA403B0619D39669A7705BB9437C621EB68C70C70BOC3
311BBA085C5834B5B50FF6973A0DED55CABAGOFF94BE22E73A5B173489A163B4911C635DD18416247472CDE6FDB91410C9602FF48501ECC3949102B4D15A340¢
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Preview:
2021/08/03-18:45:06.895 194c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/08/03-18
:45:06.896 194c Recovering log #3.2021/08/03-18:45:06.897 194c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG.oldcl (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 320

Entropy (8bit):  5.256515048623945

Encrypted: false

SSDEEP: 6:m9S9+02P923iKKdKyDZIFUtp0JZmwPNN9VkwO923iKKdKyJLJ:V9+v45Kk02FUtp0J/Pn9V5L5KKWJ

MDS5: 6683D1732742831443B6AE90B64CAFF9

SHAL: 81EF46E80E07608AEA40A4BBF663B2744AB2D5C7

SHA-256: 053F433C02E11438809BA403B0619D39669A7705BB9437C621EB68C70C70BOC3

SHA-512: 311BBA085C5834B5B50FF6973A0DED55CABAGOFFI4BE22E73A5B173489A163B4911C635DD18416247472CDE6FDB91410C9602FF48501ECC3949102B4D15A340¢
Malicious: false

Reputation: low

Preview:

2021/08/03-18:45:06.895 194c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/08/03-18
:45:06.896 194c Recovering log #3.2021/08/03-18:45:06.897 194c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\037a117947eadf82_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 247

Entropy (8bit):  5.554577772353773

Encrypted: false

SSDEEP: 6:mQnYEYpRIMIV6EEZzUilaCuefH6d//R820E7Fk4hbK6t:dDY/IOlilaOfH2XROE7FKEN

MD5: CCAF687A1F01BD02517CB72195E8BA0C

SHA1L: B39DE5226790A3838B20F743A6A856D81BEBE444

SHA-256: 8251D94FEALABEFF41136CE5S56C44242DB3CF66B0D754DD8932F69FBAB411AEG2

SHA-512: 6CA1CA47816F132BC8F8206B1DF7A7C8ED12F758AA5A8F046DB7B2687038F79464DCCF4E331A42A563C809E49735B1464C3705B66059CA3E08DA020B028963B5€

Malicious: false

Reputation: low

Preview:
O\r.m......s......A...._keyhttps://cdn.onenote.net/officeaddins/161432640454_Scripts/aria-web-telemetry-2.9.0.min.js .https://onenote.com/.M1<H"..................... CO......h1.0
f&e..M.$...;Y.U.A..Eo....... Periiinn A EO. oo

C:\Users\luser\AppDatalLocal\Google\Chromel\User Data\Default\Code Cache\js\047447b274c22c54_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 245

Entropy (8bit):  5.568501536226431

Encrypted: false

SSDEEP: 6:mioYXPERW?7ctsyrhNdTp/4vMYMB/ESCm4AnK6t:XERW7As4jdmvMNB/EGFp

MDS5: 3728A0299ED57367EFCC41CF54A0C4B4

SHAL: CC938984902390F1E91ECE337ECOF26C34E52EAE

SHA-256: 6A672889D9883EA7BA4AD63038B80EBBB339994FF3371D5720DAB7517B6257C2

SHA-512: 1C137EFE88E9119BDDC99E97C3C7ESB88C23B7A31FIFA8293F82A760EB7D8BE27500CD910ED723084CAB87FE68C7C1C341E25431E49F7579D3FBEAD3A7F8D(
C4

Malicious: false

Reputation: low

Preview:
O\r..m......q....B.j...._keyhttps://c1-onenote-15.cdn.office.net/o/s/h4553A1519A41E5EA_App_Scripts/1033/OneNotelntl.js .https:/live.com/.l;H ....c..oovvviiiinnnnn. <y.A.[M

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\04ffe34ebd2761c7 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 246

Entropy (8bit): 5.544913004401362
Encrypted: false
Copyright Joe Security LLC 2021 Page 17 of 45



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\04ffe34ebd2761c7 0

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

6:mwWPYEYpRIMOVEYWWWeuelyTh64esidjll/hK6t:1bY/lytj/AoYIl/7

EE70C6C8C4CBC13F11A0541E37E852A4

B620EEA219097036DD0OCA4683359F1433C938079

F417A4383D7882A8C541E17818972DFED870ADB6EF0759029D2E58DBEOE6002D
88F3575E73F342D9467CE5A6C169F25172B22D8462C55AD59F9E959129CDABI1306B523C738027873D3CDE681A87DF6F201B08D083D35B46F4110C8004E1060E

false

low

O\r..m......r....X,....._keyhttps://cdn.onenote.net/officeaddins/161432640454_Scripts/LearningTools/LearningTools.js .https://onenote.com/..1<H'........c.cccccvrrnnen. Nm.g.E..=a
2K....u9L.WX.ILLALEO.....e ALEO..coiie

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\089da834c75847e1_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

236

5.624014795855968

false

6:MUDPYXPEWg7450NdCetAThQvOu66nDWDK6t:nIEWg7MUddwGvOQW1
0941553225D89848A395B5F0BBE549CB
FC22F5435191FA87B5542F3F6E29E2AOF71AA782
72BDBF81409A467A5E0F7DD6A15D125E758587CE88411BA17FAC770821F02CA9

31BEDC1316E3EA6AB83A9490A20FDD4917EA8C1413A05788B9FA09847EFBFESADA30CBA613573311B41CE8C06112410C7F097614F22747D156B84A3FADDA897
C

false

low

O\r.m......h...".Q....._keyhttps://c1-onenote-15.cdn.office.net/o/s/hCF8E38AF39F430EA_App_Scripts/jSanity.js .https://live.com/.w.;H'..................... Y..8.akC..-@......... W.-
|..pALEO ALEO...cciiii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\0bb91d310fc8f48c_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

241

5.574077897536975

false

6:mpNYxPEPINUAFNd/ycBgulgvfgzrxhK6t:KIEPUAFNd/pguOvWd
7688854BD34A82F579792A2F22153C24
4203BD00F45076EAFBDOAB858BF7895FAA553509
ABECCA5BB3268E4459AFAB60A69A697D0C46456C9788915EA40C30F20CA3B8B2
76B04906FAAF7241125444AD73C87FA5691C10663B631DCD265F8C3DE5010763629A5AA11CC8732AC85BABDEAIDIF7F702DD1F870E9C023F5798C5A67BDCEA4|

._keyhttps://c1-onenote-15.cdn.office.net/o/s/161432541018_App_Scripts/OneNote.box4.dlI2.js .https://live.com/.%.;H'l............. § -l..).=Cs_.....

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Code Cache\js\0c1b3d52a9af7b69_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

236

5.5933953423602025

false
3:m+lYt21A8RzYFLIpEPWOXdE20uFvDzTJIxyr11IHCydmYrSzekbzrH5mWS5IXIpK5EM:m7SYXPEP9NxdAc22v4W7DK6t
0E8B288D2C35B9BC1F4F1C8720AB7155

843499EE027F69545BFOEB49927FA1307BA3B146
D84034B0C611B4ED6G88E19A4B2DC7CA4F7B651363AFC5D998EE92F05FC83B140
78FE8B9437D6E3F326E693926304592CCAG048B36FEEBE7323D21C0A6D499D0F92DD675A23118AB221C884E882555B462F81F87658280523F25052A9D6254A1C

false

1<2.2.1SS..p.AK..I.-.
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0e92be4d4afa6709 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 259

Entropy (8bit):  5.642016418344622

Encrypted: false

SSDEEP: 6:MkRPYXPEPINQo0eAMdJyC1s/dubRO6bsrS/bK6t:4EPRdJIyv/dURO6bsSS

MDS5: 4E36BA1E9B88274393D649ECCBAEB9A8

SHA1L: 6988707E145683480640FF9B64034A6E1E00BI3D

SHA-256: B63B37508B56DC7F869FFB79C78ACD6B3F93A868CBIDDB6E7978628703AF849A

SHA-512: D4E7D55C825E266BC327F29F5F3E99E84E35215B448146DABE78FEOAA53D54737F0D00D4630B15A89889266F883DD2B54CD2BEE6394BEDE6D2DD63C86E9576E

Malicious: false

Reputation: low

Preview:
O\r..m.... ...._keyhttps://c1-onenote-15.cdn.office.net/o/s/161432541018 _App_ Scripts/suiteux-shell/js/suiteux.shell.core.js .https://live.com/...;H'/...
L.>..M.KDPHW.....&...A..E0........ [P ALEO..ccii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0ed937f35102492d_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 266
Entropy (8bit):  5.607346424424394
Encrypted: false
SSDEEP: 6:mYPYXPEPINQoOCIISnNdjawEtgzmrWAatK6t:aEPodj9sGtJ
MD5: 9A9F52A17FA3BAEOFBBEG649B45BB3690
SHA1L: 3FBA55F31B163D37545F6F3CF96BEGF91B7E9669
SHA-256: 1266208CC7EFF06D66D40C9F31C0D9635BDB3D2F74EAB57BF1462042A55DC9D2
SHA-512: 8282BC25A31E91910E445A2F53C399256B2477DF795700FFC8E7357DAA8697E65A9523BEDO6EABC4D02C2927CBA079EF8BB4B72C7D643373FA01957C227E4C1!
Malicious: false
Reputation: low
Preview:
O\r.m.... ...._keyhttps://c1-onenote-15.cdn.office.net/o/s/161432541018 App_Scripts/suiteux-shell/js/suiteux.shell.consappdata.js .https://live.com/3..<H'/.

...... e...Rh./F.zoL...e.TgE..Y..uA..E0.....Q|(.......AL.EO...ccrrrnne

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1265835cefa35904 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 247

Entropy (8bit):  5.538411851899489

Encrypted: false

SSDEEP: 6:m5YXPEPINWWpPMIfd3+Aul4bYi8H4nXIhK6t:NEPWZAdPbYi8m

MD5: 7BAA9EC996CF3284DE7EAA5021835B96

SHA1L: 64C615DA29AA6816A1826D160A2BFF1060C8F23C

SHA-256: BD2465F778A0C5A1E598FB74DFA1F1CDBF595DA353D0C137491260CF47C70AAD

SHA-512: E91D2ECAD464FBF96BD910D34D2833D4C5715890187B3DB938D1670D6C3524AA44CBC7E96895F8D3C8A9C2F3383BE1D63D2D803A753D92C65B331B57A112D5
C

Malicious: false

Reputation: low

Preview:
O\r..m......S....,....._keyhttps://c1-onenote-15.cdn.office.net/o/s/161432541018_App_Scripts/1033/osfruntime_strings.js .https://live.com/..&<H'.........ccccoeve ,..G-..5l=e

x..Vgc....zf..%.A..Eo........ 0....

C:\Users\user\AppDatal\Local\Google\Chrome\User Data\Default\Code Cache\js\198d33026813b811 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 196256

Entropy (8bit): 5.771616558521249

Encrypted: false

SSDEEP: 3072:QQ0dn/D5D3hUw2bwCBtfHCPBvJIxJs3K6/eaMWOw7CNY/ugwCCJzDHmMu9:QQQN9D2wPr8PGy
MD5: 31F3D006135691A15B879E4C2E5498C5

SHAL: 3115862E73610DA8BDB47043A30DF8A3FEO0ALSC

SHA-256: 3743C2ACABE9D1799F4D076DFC703019C9EEE7A876E8CC1CC4CEIE696332D4F4

SHA-512: 29C444040858685597A6BF9A989A438767C2010F9A25C2B8FCED6418A7D088AC224DE8SC7D87CA67EDI4F3F2C93362FA284F0DD63D657D2C6CB58A236AFA3700
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\198d33026813b811 0

Malicious: false
Reputation: low
Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1a049a383c9f2c9a_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit):  5.645461380553512

Encrypted: false

SSDEEP: 6:mayYxPESQ4dedCcdCP8okr56N9hnjk/ZK6t:PnEH4dedFCPUYdET

MD5: 28FAA48D55324AC5ECD59C9DB788853F

SHAL: 628663AD1C85A9A983E92E2ABD776F99CE880D1F

SHA-256: 86620736ED483E878C143260894656153E0BA3CCOC790365A70E06116C582E58

SHA-512: 06531CB84D2DB86D99FBD44BC593545769313E419F97BED894CFBIAG692D2F6BA7637A7D6D49AD7F6E3ED27C218C2E768C819E642C098B126DA2E3D0OBAEF8AG
0

Malicious: false

Reputation: low

Preview:

U A\LLAKUL0Z4E.F

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1c6ef0d7255b46f9 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 239

Entropy (8bit):  5.536602413275672

Encrypted: false

SSDEEP: 6:mUZVYXPEPINT37MdZyxaP+D5mlIk4RrK6t:poEPsdweE5Qd

MD5: E2F9C98078CD33616FDCBAB263BA4D48

SHA1L: 7EBOC85760DCDD75C8A229A4BD8A77A88944D66C

SHA-256: FES8BF8D4AEE17C9267C931118211F3F5DEE85F27F94B69768479930AA74D4579
SHA-512: 96B53A3A02C9E64981183BDADCDSEA3F42BC28FD10D38720B2FD86784C6CDF55711D9B75A729142881591D997047F240CC43FE10F033A7CDOD04E341B15A243
Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\205ef0c584d89ac9 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 267

Entropy (8bit):  5.657612470368588

Encrypted: false

SSDEEP: 3:m+l/Cq08RzYFLIpEPWOXdJUw+6IzDWgKIVDzTIBKIIHC+XuOWB9VOhmSmrpK5kt:mF6YXPEPIN/+6MXgNdv+XuOaPm4FK6t

MD5: 17E80718D3B49E09A68823334D64C7CB

SHAL: A7295B1A8AD30EOF063A961770FA519C66454E26

SHA-256: 414099064FB32D94A44040C9FC099BBCD008DB50630BAESB68970250E414A74F

SHA-512: C4D371167E9B5188C4B71443BFA86BE4801F602799E12BC608F31EE84F77F420BBBE2C9E02C6DA1CA7B43AE2C79FOCF73C12A9CE7C6FA4743E8878EFEE4CSB
20

Malicious: false

Reputation: low

Preview:
O\r..m. _keyhttps://c1-onenote-15.cdn.office.net/o/s/161432541018_App_Scripts/OneNoteSimplified. Wac.TellMeSuggestionModel.js .https://live.com/...;H'/....

.p..Z3..m...\F.. XG8.....es"..A.Eo......_.au......... A..Eo...

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2838345e89c8fff3 0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2838345e89c8fff3 0

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

dropped

97736

5.787281584964093

false

1536:LK/XYOPG8FzSkQzZXIQdzc7eVF/d93k5a0Zzt6rcCFveKecPXkRDrjcCs1/9G1qvc:23e8xIYQiUH905a0pzC1le3ciDr47G1q0
AD6EE01C6A210816EO0CE3FAAO8AB68AB

2E1C7A4A10C760366C66F0630C13786FOBOSEBBS

10C90CAD6E59315C4CIE51F379873A0291DDADC28BAE29F1B7B3BAF87BBOEEBO
A36704879396F96E6BCBF5B096DA76E2FI557A1E23B92014027C4DDBD95EE1C83B4DFBO1EO8BIF8E3F24F5E2DE7DF218389C43E331A78692D238830A8E83A17F

false

low

2008 & & &(S L Cg L Re@.
Qb..V....0.....Qb.QL.....p.....Qbn. .....q.....Qb....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2b8c9d08626be354 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

371

5.888096611394609

false
6:mUIPYeD1cJflrzXKyBc//PF7PPi2m4sK6tPKFDSXCXWUFWVeJtQF7PPi2m4XIll:puDCIfIrbLc//N7ywOXqWOWVeJo7JI
67C67B8DC78B88899B971DADBOIFF5EE

83300AD147FB5B95D1FF30BFI35EEEES654C4784
62597BC1BCE12B07B82ESEIB7F3ADA2FB2AF9DIA090B94A07ELIE949CDE1E3CA6
4EABA144C536791D2C9578BF76717D1769C5D7A28F1F1EEFD011C63E17933D9EB25AC7D4536CC1B602C6F53E959C43EE93220A272DF38A35E7AC48106D73A1(

false

low

owr.m.....ke.ooo... _keyhttps://codesandbox.io/public/sse-hooks/sse-hooks.f648b14c15c640a14a557113a991ch8d.js .https://csb.app/JQ<H'............. S {.n.D...*#..;5N
fl.G...A..E0.....G..|......... ALEO..cciiiis JQ<HY. 5..94BB5C4E1302719F602A9C6673B5E722936B61182459BAAA0CI938817E7BO7ED7.{.n..D......* #....;,5Nfl.G....A..E0...
Bl

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\30dfldad39595b20_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

250

5.580491817728003

false

6:meWNXYXPEPINiGvtdWNdeeaCFHJINBP/yP4izbK6t:JWSEPhMdBrFj+h
E33C318D5CE9707D3E9DOAADAEES6G968
B19452849ED0B2052B2E28FC6A0BD65A975C4233
9A683CE61DF0316D2610705E4F2FCD239961E18BDESBC8B6C1C1446DF51027E8

0C6BE846805C82EE398D48382C404743900BEC3C39238B41C5E45C90948B73BB140C27D0AAE073BFFCCC3A3097F940E39DD97DBFOEBABG93AE3243BA6BF5F5
C

false

low

O\r..m......v....6......_keyhttps://c1-onenote-15.cdn.office.net/o/s/161432541018_App_Scripts/OfficeExtension.WacRuntime.js .https://live.com/.";H'............. h...... FHO'..V..
JRr...B..'b.U..A.Eo0...<....... ALEO...coi

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\322736b04cb79fd8 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

11703

5.560713703880966

false
192:8WXe6r5FFDbtghlplDRUEJVYo0Ti9Dg1DIC5AiI3nNg+i7:8X6haldUkOFhgplICINg+o
DFOAE1ADAA8720F84ECAE4FEC7B8BFE22
DCAE49CFF259EB9FDADD512B4827DFF23D9EE3C3
BA1E3414DCDA9F220FB32880BA1B9E49B98A2FBF76636D05949B3FBFDA19D84C
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\322736b04cb79fd8 0

SHA-512: 676EFD54B9DEOB146FD278B1E7508EF31DF3C1D4D9C5FBDE2B4CB77834D2DD227168D4A8A5BC85F7E7E50E189C3F6EDOD64C2538658D404906ABBF61C84617
2

Malicious: false

Reputation: low

Preview:

=... K'....Du.. Sen &\ &m0, %,

lare.com/ajax/libs/popper.js/1.12.9/umd/popper.min.js...a.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\338b843602030d09_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 41633

Entropy (8bit):  5.918082066094366

Encrypted: false

SSDEEP: 768:xiR0OIWAfTn+5v59k6fNwiwemf/hwEfFFdfeDVINQZLIu9p7bX:1a4DESR9kwNo7c/q+FFIeFGIuHVX

MDS5: 1A07C89190E9F9A375DCB5D622C36243

SHA1L: 31D9C34A04374A0BCFB84CF6FC3425E57FC6CDEO

SHA-256: 9C30DBBEE44B6082150A5B91F8A2CAAG93CCI0ACOALES3E11A8210E6A544DDC7

SHA-512: C300F9E1F10F63F22D4C64DFFBB03970F5B5B13FF578CFA1398901D7773FC3ACB36117658BAEA250041EC0077114613F67FD343BCCDBBIBA2CC997297279538¢
Malicious: false

Reputation: low

Preview:

O\r.m......Y....e/(...._keyhttps://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/js/bootstrap.min.js .https://csb.app/.[<H'/..
..... A.Eo... cerrerenen 0 O e )
require...Qcn

(S el (Se

Jjquery....Qd.~.....popper.js.....Q.@.E......define....Qb.O...... .
305008 & &) & & &L &AL S & &2 0& N

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\346aaf183ce99f27_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 279

Entropy (8bit):  5.675257782629911

Encrypted: false

SSDEEP: 6:mpnY5TYpQYCEPINFMbRANGIfd5KyrAiQNj/YK41K6t:UrpQLEPFMb3Ad5fQR/Q

MD5: A269E53F2FBDA7574C32828AF9FB653E

SHA1L: 3E103ED516A0ADF7266420BC4A9F1125F09FC445

SHA-256: 7DD23C726BC2017F7EE772CDFB496DC194A42F9E7F407EA987A8CA5E6EC34EEG

SHA-512: AACE1BB3F50EB68893C324C9B00228E62A565334A271935549D7BD36C4529FF2DA35F0F3C3C41BB06851227F08A46610E2CB6B97E815F2B41ABDI8AES6976E3(

Malicious: false

Reputation: low

Preview:
O\r.M...oeee I...._keyhttps://c1-officeapps-15.cdn.office.net/o/s/161432541018_App_ Scripts/Feedback/latest/Intl/en/officebrowserfeedbackstrings.js .https:/live.com/...;H"/..
........... Xeoreorere.M8BeNL W OONK AT ALEO. . &VR e ALEO

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3480aedfbd38243a 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 349

Entropy (8bit):  5.933195177350186

Encrypted: false

SSDEEP: 6:mBAIVYEEU0SAWXD1VVYWgmHY LjwwK4P6nK6tpwa3AvrFtGGHBIV+mHY LjiwwK4A:We5dmD7XHY LkwryrwOArFtGGhIfHY Lkw

MD5: DECEG60ECC96EAF1A11E8474625B45B00

SHAL: B8891FD11BE9OES5B76F8A2472B200344803371E4

SHA-256: C44B97AABF97330D7CF4AC2937702C5E98ED777F078651AA4538403E740B85D7

SHA-512: 814455C88BE5A7C53AFDB3A6D97A1F1EES82CC575F4023E65AC9759E6CFAE82B0437E81E77EOEDFF293D18D4238426AABCB1440F3882FFAFF18E5CODFFOD80
EB

Malicious: false

Reputation: low

Preview:
O\r.m.... _keyhttps://cdn.amplitude.com/libs/amplitude-7.1.0-min.gz.js .https://codesandbox.io/..]?H'............. Lo =w..84.Ce....F..\t.A.Eo.... 2>
.A.Eo.. J?HY....37AFD7C964E148DCEA471949146C140423528AAAD2548118E86FD764D242D738...=.w..84.Ce......F...\t..A.Eo......... L.
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\372202chfea5803e_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit):  5.4022901978056135

Encrypted: false

SSDEEP: 6:m2vnYeD1cJZIEInD1T/9Yp8E5ztE6gK498bK6t:Z5DCJIZL5Ddi8QztOX4

MD5: 0A1252EB35FDBOBF537740BB12BD1148

SHA1L: FDE2BB99CA691BD1A5ACOCB40AFSABCBAD19C848

SHA-256: 83689064992F864A609A4C21034D3558B47FE459B5982E4E740CB56986824267

SHA-512: 96A3FB92223EA33A43D9AF2ES507B94ACF6724F4961711A7195346DE2708377A33181115AB2F291B6230253B93E0CACC9109C11833B548338347DBC2D6C4E33D6

Malicious: false

Reputation: low

Preview:
O\r..m......h....@.J...._keyhttps://codesandbox.io/public/vscode30/vs/editor/codesandbox.editor.main.js .https://codesandbox.io/z.)?H'/.. nZ0vd. f$%..
P.x..A.Eo....... i[OO A B0,

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\387591b72ede2a53 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 243

Entropy (8bit):  5.659334689087785

Encrypted: false

SSDEEP: 6:mfXYXPEYPcjwEFNduAYWD8awcuGvAVK6t: DEDjwEfdunano

MD5: 098B03FC4123C4EA1EBE6C6FABGD4A81

SHA1L: 5B304974B7DFD5BF67BCC5B8C7F937F906D8712E

SHA-256: COAC4AC1AB4B727694522A82F813C8F7A002D7162EB289549A6C467B56E563EC

SHA-512: FA1FA329904D52EFE2B5486851EEC441870D99191E53DD91D5E984B04A3D6270E2AD04B13B8CD73DCC16B3877F2B1F25635A67B0B215CA4115C41A9F4E150DL
E

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\3e2045da28285ce5_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 259
Entropy (8bit):  5.545957112430879
Encrypted: false
SSDEEP: 6:MRYXPEPINQo0g0fduwlW8XxDGx9hyAvK6t:9EPhUdzQWFGxX9km
MDS5: 1A7BBF74A9566899588C517A8C802CES
SHA1L: 441BF85EA7A2244AD6DD18D821CA91DE4BCEA403
SHA-256: 63A9AD6B1FA1840706E314BD857996FA8F14F78C5613A0DEBF000588EF3F6COE
SHA-512: 8D906B4C56D00753AA83F981A28E9FIDDAD1351F786D7795450CEB174456E684A8C6AAFICI9AC3CCEGCCE3AF007E6FEDD68BD85E8DB44C6816905C07BELF2E
A
Malicious: false
Reputation: low
Preview:
owr.m.........NG
...n0.>"}.> 3k/.Mp.l.-......A..E0.....O......... A B0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\400f20d94b676f8e_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 86904

Entropy (8bit):  6.093252900324719

Encrypted: false

SSDEEP: 1536:K63yteDiUB11rv1jzruLrWaGfWHbjcN+z4BmIORCIAPFKMsF9dzR:r3eJUBLz1j/QWaEW7jcN+8QIspOFKMsv
MD5: 59B019DE45509CC091E70CCB85275724

SHAL: FE6E7EA7D4B4DC89041BBFAC7A0A064AB2781BDA6

SHA-256: DB1529525BBB7FDFA26052D7DD526B5D07C3F6D81F142056D0E7CB249B3FD135
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\400f20d94b676f8e_0

SHA-512: 2551264F9AEB48786DDFF7AE1F6FACT736F8BD44F06563DB71B99DBEED8IDE919797DC18BBB50B07D57BD7AC039491781CC7FE9AB4A7B4CB48188E4BE383C8!
20

Malicious: false

Reputation: low

Preview:

R....Qb>y;....n....Qb......q.....Qb..=....1.....
..Qb"X Qb.X......D.....QbZu6"....G.....Qb.
da....Qb2..&....ea....Qb.|.c....Q.....Qb.Yy.

K..... L...Qb.T.0...N....Qb..

Qbj7DA....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\43114edcb3e31bfl 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 238

Entropy (8bit):  5.514871309993814

Encrypted: false

SSDEEP: 3:m+la0TA8RzYP2D1HGLMKBGKUKKBXgEB/LE2LNRM2D1HGLMzYHIXIHC5IVINPrbt3:mWdYeD1xQEB//NXD1eFY79rQAhIhK6t

MDS5: 9AD6B142351A6AFBCIF60240952385E6

SHAL: FEF2A13E31649A499E16812F80332B6ESGEA8B86

SHA-256: 6237555FA53AE320C59D6FD679EBDDB8661F8ES93DA1606 CEFCA2725D1829680

SHA-512: 76B931B49C1B7FC3CAA6B5984308A8A8F88357588CD53CD695B502964CF31CBFD58C96465134FA4BE2C1F7B4C58B5B520ACED5467B1B64DD6C1B3AC1ES08FE
4

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\434fa832c3021df6_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 197

Entropy (8bit):  5.3957488067729455

Encrypted: false

SSDEEP: 3:m+Ir2lILA8RzYP2FycyG8ZFvDQ/bi/lvXIHCUPBXRf3RdSm/IpK5kt:my2/VYeMS4Y SBBf3HVbK6t

MD5: 2F1B1E343301B74EA5170C317D1DCEC3

SHAL: 75D8786338015817F80479242A7AAOE4FF837141

SHA-256: DBD9EE07B2E7A43B1ACOFFCF1A08F4CD6EFA7271319EFED5S35F5132265E6C29D

SHA-512: C1B6729DB1E5F3E42283BB27B093E17A0360DCD7869EABFECAB53909EF40AD57ED44AGE6EBSDA4A42E6E130CB142506EBABOFF7A2E907DABESASBFSDESIE
BDB1

Malicious: false

Reputation: low

Preview:
O\r.m......A... d.e...._keyhttps://code.jquery.com/jquery-3.1.1.min.js .https://csb.app/~{u?H".............. M. G..n).).. T/ilY <. A.E0....US N......... ALEO..cciiiin

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Code Cache\js\454625a839ccbce0_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 238

Entropy (8bit):  5.572588545862763

Encrypted: false

SSDEEP: 6:mcYeD11FQEB/MtDIXD10wYhVD2/iBZK6t:XDFOHXDmsT

MD5: 79034AD88E32E21DB07F9520BD3D400D

SHAL: FOF4050FFCBOCD97F230D2AF9A84D730AD930AEC

SHA-256: 4DFF2538159A8D28BF121CF72143AAD7F7E6FOB697DCALO0FBAF94DIFEFOB850C

SHA-512: BBOF14B782777619BBC58DEA7CDCBBF79B58D1F465F4121099CE3584F4EE3FB6A1B009CD94DCB5D1F999DDB5DCB56CB56D5CCC8F10482109CF36CEEE0359:
98

Malicious: false

Reputation: low

Preview:
O\r..m......j...Z.]....._keyhttps://codesandbox.io/static/js/default~app~monaco-editor.7aa2f93bf.chunk.js .https://codesandbox.io/..)?H'............. <....{.&4]..0hmu!..3.Z.W...(..
{"...A.Eo0.....%U."......... AEO0....ccoovii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\457c24354a740aad_0
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\457c24354a740aad_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

252

5.554248349094404

false

6:m2Yq9YXPEPINWIKLXTLXxMd3atATRMCTfk/I7K6t:HY qyEPWIKdHXMd3AKTfKL
85F623AA841396666FF25DEC14EB60D3
D725EF92D265DFA2B4A7692CFBOCI918CFIF48F52
AOF022BOEF8FE48B454600CA8D2E818973E85D4686C310CA41BF48EF9491677C

023CEFBEDED175C14CC7E986ECDA16281D8EC91123A90A2279DB757C38FF6DFBODFC7C417C90BE1A09D5BDD52D9696FBEC3571166FA292FDC93F41B6BBB2
32E

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\47694da069754152_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

230

5.530395077764418

false

6:mxYeD11N6FjSXD13/9YQn/TB19ftba/nXOK6t:SDYhSXDhBrBxae
7968D25FF1FAOF4FF65FA6FDIFA70AG8
CD4D3513A29CBCF60FEBF8C52867A8D6767B6F70
9C97C3ED3AB5259ED8985B842D3B02C30D46360F96EF7350DF258271B1234445
2FAFF9AB84EABB76A4D8A3D7D54BB6CC4F1FFI90F981B081CFCEOB73CB7ED3443820841D114B65AC7F2E53F677F708DFFES1EB95A8012B5E241046330253C5D2

false

low

O\r.m......b..A....._keyhttps://codesandbox.io/static/js/default~app~embed.0ed4b8b23.chunk.js .https://codesandbox.io/&.)?H'............. <A U3~8K?2X. X Y. MILO.- -
ALEo. 0L

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4b163325e46bcObb_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

10068

5.499465848350941

false

192:Q5McwO1fGYgnSMzdMejWsoEzJlIx202Aa6fW:ewO1uX/Myrljo2A9fW
F9207E9BA4CCB2E4BBB6366E781A78F4
23C163B66C11E87CF53DD7FE84BD33EC65A36973
7773F46E5B31C7AC09CB2B3AAFD7A5C000777B9ED27B92A2D12D940467D3A8FE
24B7A91E61BF880E681B36D10D51DB5D1209724F5E5FDE68BEFD12510660DB28C46F787D5051A62150C9A7507389483111F1BCFFB8CB472A51B296C0313B61AC

false

......... A..Eo..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4c768a03884be887 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

240

5.611749791756422

false
3:m+IsoV6A8RzYFLIpEPwOXdfqaR2FvDzTJIxRelHCmo//tfd9/Om3WO71pK5kt:mUSYXPEPINCaRsd1XtF9J3WiDK6t
ABCEF8A365EF02027AA63E7CABC48A8A

8AF85780A9D7C310316B53C447C331CBB4A7A7D8
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4c768a03884be887 0

SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

76FD96B812602CBA2186C44826DE69C69704F69D80AC740B26DEE9I3DE2C629E3
70240A61FFAD84D1ECD120C1FC2C14C29FAEOSEA41E487A87DA25E82962527CCE6DBBE634B43D08F74476F36E07819399E7862A063A252143C4AES597301A879F
false

low

O\r..m......I....40....._keyhttps://c1-onenote-15.cdn.office.net/o/s/161432541018_App_Scripts/otelFullNext.min.js .https:/live.com/...;H'/.........ccocveneee [23.b.G.WJ.3G.C..8.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\511f06892f5a721b_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

229

5.426744890988962

false

6:mz4PnYyeDM+uDCn6JoFVueZwK612zqrpVK6t: RPsM+uDG6JoF/OKRI
017551F9C4B57E656B2AEBEC3E152628
4813DF82BBD8D3E2930BB93355E31F13D30C5429
09A47305832FB305FD3D2E644F5C678F0056FEAA7I9BC12C6DBAEE82448A28F27

ECOA708D0612E240DE524A1EECB6B6EB310D5C19A4D856395C17AE4F9B6CDESCDA3B80BEC61152848E04AC9873E5D46B9355FE8DCC65ADC03D57786F84D8¢
29

false

low

O\r..m......a...e].v...._keyhttps://appsforoffice.microsoft.com/lib/1.1/hosted/onenote-web-16.00.js .https://onenote.com/.=3<H"...........ccccccvres e =i...}.Yo.F...tA.Eo....... ~
.......... ALEO..ccoi

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\579843132a44b5b4 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

3362

5.470414282667569

false
48:nzet7DfEBAOtA64BLIKWUQLTjC4tPSzriwHN1FflwjLPqv++eOR+IbNszOSZbv:za/fnOtA/BbvC4taAXflwjLPD6H
071DB7282B394ED8D891720E19CCE4D8

720B013D9A772509A6CAD8F1D7C65E5819370D96
11B6E5D4AB30CE6520B6FCEA09D2C3BEF10F1E2D88B87052B51EFB55A5EA280C
7D7AEA8397C2BIFOAEA4561940596325E1C9733345F9A238D5296621C80076AA5E7BC2A7A690397380E9B588C517EAOC73FICFOEBI8356BE42BCESAOF2BCD1AI
false

low

O\r.m......J...p.z....._keyhttps://codesandbox.io/static/js/banner.be879265d.js .https://csb.app/.8Q<H'............. [ G X..'#..4..uup.n..UF....J.c.A.Eo.......
: .(S.@.8..... jU...... n....Qb"U.....e....Qb...(...t..b$
805 & (&} 8.%.1..%.0...

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5b3d6230afdb7f4c_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

256

5.5369736269578675

false

6:mYi6EYXPEPINWKEEX0dHMdWC1XGoYOKP1jCthK6t:PZZEPwWfE4dsdFCcTOKA
692F361D89E5140B3EBFA337D505F358
0CO0AB520667F79F17EA94A1D1B241132A84C03F4
72060C12902FB5100ECF3D19253FBDDB74BCA30FB516CCE85E49AD55BBA1DOF4
27CF5F3A74F58C9749FB79A7A952A082713D3BA8409C6C6A54B32115EF8177C67A9B4C8F70DA7652AAD2881F3A8B01017DB47A21F957544D6F712EBS5CC7D50A!

false

low

O\r..m......|....P......_keyhttps://c1-onenote-15.cdn.office.net/o/s/161432541018_App_Scripts/1033/onenote-navpane-strings.min.js .https://live.com/W.;H'/.............c......... 8.
.DA.j.=n\D..&.a...e..H.N.A..Eo....... B ALEO..ccoiiii.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5d411a617balflec 0

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\5d411a617balflec 0

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

data

dropped

103752

6.001451545310903

false
1536:9QMH/6Z6z8ThOd5+QVCQ2JfY64BpNIpFPKL4I7C8UKhRt7bu:abZ88Hy5+0CQ2JfgbNJIPkSp7K
B8BEC098BOB1E5SED896DF2816C76F723

56A15EDDB398FDB1E513E69204D901D5629D8B61
5910338B7637D6087A1EAAC67ABFES71BF4177A96ECD2ABBA3FDAO0A733B248B

16EOBCF32173A1FDB4DC429FB486225C1D19C2706AA394FB8271258CCB7AB2A140347DDD9D1B367EEBDD0O9A2A1ACA43EED0955649883337350F01175688FED7I
1

false

low

C:\Users\luser\AppDatalLocal\Google\Chrome\User Data\Default\Code Cache\js\5e31981c3490d5f3_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

202

5.505185580259378

false
3:m+1J7iK8RzYP2FycyGYWCULLUFVDQ/VPtvXIHCT2CRu/+BR/Rkn+YH5mGvpK5kt:mu7uYerCUztY T/JuOR/Cnal4dGRK6t
33CB753CC96A0227A9BD53D2F9DDACEL

BO65E704E1E264FE9B2AC3E55DAF560EEASE48A0
9BFOFDABFE0843D9C29CE96B8160089DC8D6706C5D9EE112C351B8C87DBICFEC

FA2A5A052E85A9CDAES59809C369CC7692EEF67CB277FDF4FA518FBC491295BD09EGIBEC7AB6332C8831BBF7BFDE8F6D639115303ADD809F2D5C4369006EEE
3

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5f8f6380a3ff021f 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

210

5.437742484551844

false

6:m1nYeD19CQ3XD1cfYL/qwVvdOtWzbK6t:wRDigDO6LVvdgWzN
63A192891B5DD97C63E4D7COEF8F3C34
B980131091A7D2E25211579E7E2E99BA77C57A81
A268F14CE2729196DAF68AB99DAA4BF549E86DEC6307F6379B49CB2F785C6F92

8A24E413F24EA78D24BF83022AB3ED2AAD9138ECDB15319D08210E5479200B8A2590F16FOE9DD56DEG5A11B915BCE7B8A4249AF89D4564D9E3C6DF379316A7€
A

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\600feda4c6f1d023 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

227

5.5455178405961325

false
6:mYtVYeD1Q106QNXD18zYf8QXUkF16d2thkhK6t:FRDUu460XD7PUU16d2ti
B21FF8B6F1796B57FF2BODEACB7DCDC1L
543D0FE8D8D74CE8F1FD2DDEG424093934A20ACC
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\600feda4c6f1d023 0

SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

7F1328577D787552ADBE23CA3A80C1422A5A14652C6B4B8A996788BFE498BBC1
112A14BA2D30F88C742734E4ACF78A50811E564D10B6F997DEO858E68AC46CA793099F5D353D2CCF489C1AA99CI0B47846B3E1A2BDE4708D54B23C59B20425DC
false

low

O\r.m....
A..Eo....

D<.....4.>..Qyp.WC..B>{_.7R....z...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6127d4bd9cdcd0la_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

244

5.5703106734301215

false
3:m+lq0bs8RzYFLIpE/QAPKIQIdFvDzTIGMEfIHCaFAYyFGI3m2mO9l//pK5kt:mCh9YxXPEYIrdV/TU/mBsZK6t
D395A11D56AB18D0A689DFEIFB928100

8ECDD8D57A9C51FBC06D1428A9D6AD5F60229F70
06220362F089064D910B10FBA4C8343D56C82A5B281065A63313509D680D03A7
A14D24040BAD83927E1E2E2B7B75BC27776F4C17BFA39F6ES3AAEF96A542CFA09316120473C541C35BF5B3E46A330EFF7C88CF1825690497E15C4EE644435ADI

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\617f78aaa544a720_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

274

5.606496690188346

false

6:m+hY5TYpQyCEPINFBUKmM2ndjRycesCwokA1OK6t:JBpQLEPFfdvnAw
D1B2E681D0400B9F9E20AD9AB60BF4AF0
00ED7BA198F971F1758C1349092BCE8C7DBBEBSE
18AA80674F3F1CAB1393058CDEB90A1C5C318378D804E0109BCABISE4A3E7050

48CC5C892A212F38F362822D3634E7C5648CB718FD251D46B3FSACAOEF04224F2FA9907CD01DEB33B1A67E9378C279C187B27E9A2CEBFA858EADCES350761A!
5

false

Oo\r.m.......... W.J....._keyhttps://c1-officeapps-15.cdn.office.net/o/s/161432541018_App_Scripts/Feedback/latest/officebrowserfeedback_floodgate.js .https:/live.com/.a.;
HY o /Ma..pgr... a.=.q\....A.EO0.....ccernnne. ALEO...cii

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Code Cache\js\62eb635e4e337bab_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

219

5.497661243382202

false

6:m5yEYeD15SvOSXD1R/9YUlyYt8vDZK6t:rODLSVOSXDFYAsT
74963D2EF09E65B7417302961FFCE120
547D448D1184049D615A78B0D12C77B81D1FFB7F
BA1EE9C6FOEEO0053F2E1E4E9028A88F59EB057D5BCF67390701BAAC9205B0A7

4E2B666D33FA8F6B33F50C39FB07023737410CBB05SDID7CA3742CA736EFOAEB19B47BFBA824AD6D8D7CF04DDAAB6CI540FF7A2EEEC216C8DEFBSEAACIBIA
FA9A

false

_<....%_.h.aVv..Z.&.y3..0MN.. . .lA.Eo....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\65001a11f70945da_0

Process:

File Type:

C:\Program Files\Google\Chrome\Application\chrome.exe

data
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\65001a11f70945da_0

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

dropped

264

5.5562894213375165

false
6:m5KEYeD1xe/sgMB/ykyWHXD1szYbBUaz+062GYbzbK6t:vOD/qAa0XDd362GWN
D3DFB705BFEB491D63F53BAE87031023
EE7DA51B8BA22FD78D432CB50C969A18B0B17A69
E0557D8814E95856654458F52E57FAD8F11CA43C22170B9FD04A6B1ECOAGEAGB

DCO08940EA1A96E423BD17DDC88EFC1C7ASCF786B9E76E9C31F57BDF477DF053AA808EEAE23DC63282082039A7A355295D943400BFA0CC3448ECACFF7AG8B7:
3

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6¢ce673d9d43c7a3d_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

244

5.590988466699044

false

6:mxYxPEP9NaP6VfdHBaFtIttEvgArdkithK6t:5EPNNdHBUIttuzEO
C7F7BF717F57DC05215388FAC8290CBD
FC823599FB214824A7E3A2BF509E9A11F0691FF2
E4AC9B359909D00688607CA4390CC71979FE71902AC4E460A164B854E93700AF

5B9C1600E1571FDE69973546AB713FF98D18B3D409B63A88F0032F3FEBI5D99BBD3A0B1FC080D2469C57652ACADCF645FODDBD3384EB3EDF7404EF723C284A
D

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6d6a4f3b7a75956a_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

232

5.470850637731655

false

6:m63zYEYpRIMIVE00Z8xCuelTh6wnPUp06YDK6t:hY/I5mo9h3G0OD1
16F508AA90BA28776592323F01B6C49F
5B9BCFC99E00B4D28C6E5B7A3811AD4D6822D90D
9010DA28FB616A4A3FC72905D066A9ED2CCD174F77C55B82FD93AF4EOE3259A9
AACB5328C16C91DE4C2FB5E5485165F3F07C740275E0ED762AE099BF15932E5759E61F62473562738518127A84777BF32C9567711D2794B83F985C0ES54276F12
false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6daa52f36522edb6_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

236

5.502074913445483

false

6:m3kVYEYpRIMIV6yduefHEkklwwX3w0+m4iXhK6t:bNY/IGP1sN3B+mir
5402575D74E9D7F9D114F07FDAF3E819
4BCC298718C82C4BF3F80D8CD5F431BF7BEEB123
494085CD5F8B14BF7B059C3B8DBF64FD68F351455A7E696F5773C0B499708D8F
E20E23711F5A64C7DA557676ABD959918D50D760DE636401F9D2C97B454FEDE8634EF429B79FAA4FDA43BFFC86431232FD7699925A2C091319E9EB13AF06CT728
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\6daa52f36522edb6_0

Preview:
Oo\r.m.....h...S....... _keyhttps://cdn.onenote.net/officeaddins/161432640454_Scripts/CommonDiagnostics.js .https://onenote.com/K;1<H"/............ccoc.. e DZ....V.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\72cb71b2dae842c9 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 249

Entropy (8bit):  5.574729151798472

Encrypted: false

SSDEEP: 3:m+ldf/IA8RzYFLIpEPwOXdw6I1Ibx/uFvDzTJArfIHCmtpQSc59KS|EMIRmMzIpK+:mo/XYXPEPINwOJIbx/Ud+AmejE8A/K6t

MDS5: B02B3A9A7F2BAA7983CB84D71B3D0511

SHAL: 05A6E34C6BF6EOBD427E96C523C32B42E1FA8LLE

SHA-256: DCCB57712D730A892EA6D7577009C6F7DB2B3D0CA1232AA9B4D3242B5F 745334

SHA-512: 6335946B121CEB34C823CED93B47212AC8BA47D79DC2A8DE3EEDC2DAAB71137F644CAA2DFCDA6849AD25919BA64D26A91E257225280D879397632FB807BC4!
A

Malicious: false

Reputation: low

Preview:
O\r..m......u...b;QX...._keyhttps://c1-onenote-15.cdn.office.net/o/s/161432541018_App_Scripts/1033/onenote-intl-mir.min.js .https://live.com/E";H.........cccceueeee. T..9...

M..@...Q....1.0.& A..Eo....... K ALEO..co,

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7444ea2dal1317cfb_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 216

Entropy (8bit):  5.445352459545222

Encrypted: false

SSDEEP: 6:mMMYyK08fz1ueOth6cXABR7M9hnPnIDK6t: TKjf7MHqqdI1

MD5: 95FEC1551B288DBDED3980372BBF5B9D

SHA1L: FOB44F8F7833FC4A411373536C384ABC36059BC6

SHA-256: DF6653D70B77AB522537DF9339293DCOF7EBA52F6AAF5692F89E8A956BC7D1BB

SHA-512: F1ECFB7858B5EC1FF8B02EC8FOBCFD68914C868EE26C68324EE842B11CD069FDD854B454E603609F56A8A08D0OF85ACCOCI7A2AE8435E419A66B51C47B9374B
A

Malicious: false

Reputation: low

Preview:
O\r.m......T.....%...._keyhttps://ajax.aspnetcdn.com/ajax/jQuery/jquery-2.1.3.min.js .https://onenote.com/.L1<H"............ccccuruenee Z.e..3]00...B./..e.l A Eo...k>..... A
EOon

C:\Users\luser\AppDatalLocal\Google\Chrome\User Data\Default\Code Cache\js\75a8617f4be7ec63_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 254

Entropy (8bit):  5.510426946157492

Encrypted: false

SSDEEP: 6:mWXYeD1xSYOWEiIQGJAWSXD1HYSn/leKJvLrDK6t:HBD/Ss3gXDvJ

MDS5: F419714A5ACCOD6FA94B7AD42A6ECO75

SHAL: 8A421BE9A718C63B7553CD35E131862E52152EA4

SHA-256: 1DC9F47F1667C2A475EFBA0694D078C091C182A227D787D5E88DAE4B8C3698DC

SHA-512: EAD1894B0941AEB277ECF4F8ED3239B7ABEY66750D4D8D6A44BEES3B3EEF03521CE6422A73E130A29F64EC443F7CC4D02C7DC2FB6C15C5505AEB1EEGE7251
16

Malicious: false

Reputation: low

Preview:
O\r.m.... .,......_keyhttps://codesandbox.io/static/js/vendors~app~embed~sandbox~sandbox-startup.bcc15d438.chunk.js .https://codesandbox.io/#.)?H'............. ?<..
e #Y "0XAL2..K..b.h. A EoO....... N ALEO...oi

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\78bedd258028e0c4 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 240

Entropy (8bit): 5.541914654527297
Encrypted: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\78bedd258028e0c4 0

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

6:MOEYXPEPINGMGKAN4QKI/Y/rGIz4UDK6t:zZEPDdVsQzGIzV1
7A1588241249AAA42E8F1539FE2D86CD
EAB200939A10036967F3D1C8A50B6DF093AE873A
58094D60F4B74A1CFECACA968726E50B12F3D692357BC8825957F025D7A2B1D9

5FD7B34FED959CE70D4061405635EFFFF9686EE81C68FAOEBCBA4359AF3BCOC9749B3E1IFAASEC6DC81297B83E7D7AD56F81CB1C5CE0598625E5EB6922A228¢
88

false

low

O\r.m......l..4..$...._keyhttps://c1-onenote-15.cdn.office.net/o/s/161432541018_App_Scripts/uiFabricLazy.min.js .https:/live.com/t./<H'............. e po...u"...0.8...h..
..m;.@_.A..Eo......... [ PO A.EO.ccoiiiien

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7cd4eb7d184ef6b5_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

235

5.594093970063739

false
3:m+IBADIs8RzYFLIpEYSAPIKRGVQBALKVRzTJI9yjIHCQmsItWdW+zh/MgyL4AmQW7H:mjYXPEVPIYGVQBA4LONd8cYats|7DK6t
2ABBB0AF64AEC69EC6DEACCF57F17853

478A2F81501C03A2CEOBA612A2D34C2413017CA7
E959B79E6BF79FF647AE748AA902F82C6C679B998D414B50D4DECIBEFEL1D65B7

114D1FD2E2C228670D0CC6ABB76F83D181887207AF1DED18D8F54C94D9F9446C68CEDDF78CAGCDE3DOFB54869AAE419AA66D99D2EACFBB613EDFA1077CE3
91B

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\810e53cf61laed9ba_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

234

5.474212343058479

false

6:MSEYyeDM+uDCnHAO70rNNueQAIL2Si3uDs4iK6t:NpM+uDGpi0C3MO
F2D7911692DODEFC22EC1773F2EF4F41
674F51F7FDF06126AD1C1F5B54B470DD51E53703
450DA76E049C18D019D0E76D280856824FBA1D45ADA57AB59A12ADC227A506DE
63313A94F62B234942A74F3429F913B43525FD4D4DC5A74454D382DE6B92D09CC11554780FE9OBFA78B22B805SEC23E76A577F7034EFA8014A1D59B18E3134B280

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\81e5469d23adf390 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

286

5.606676940888094

false

6:mIIEYExZyBLgsHasmVbEV/dBxyDLtPbTH+4nyRK6t:il1LgsaZO/dwZH+9r
664C94ECAE83630034ADDA4FFDAESICD
FCFD6A4BFF56861ACC19AFC6D6905568C30745FD
F7E59E0A93B016C63B093B6AC1B25E16D8F60ABFAFAC6CF458F05011BF96595F

11F16987F75774D44C689F844781BA2971EF35A317C4BDE70ADC601AC828DAE74EFDAE4845F69CCDDA417BC3E2DE71A64C03CB53015EC5EE9DBO66CB43B3A
46

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\85dcdd750ea0ab0f 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

244

5.501853806092712

false

6:m6YXPEPINd/17MdxDyR1fhKOI7vLKd9G7DK6t:IEPd/ydFKN7T71
C24F16ECDED4947D64E1C96B2D5C6402
8BFB7D34D9133217783575519F12CC62CA796440
621162B42D09AEEE5D1159AA17D6D2166D2125D8015DD1E5ADAF487919CD8180
90A48C90B73B4ACTA7T4CAB2F156B29845F61E82DD1F59BCIEB4CACACS5769C756B7D69DFF067985146CFD5F794865E167EO0ESCD0017F87BAD401D427B2E0385C
false

low

O\r..m......p....Rg...._keyhttps://c1-onenote-15.cdn.office.net/o/s/161432541018_App_Scripts/oreonotebookpane.min.js .https://live.com/...;H' ... ....HGo...G.A.:

WP [h.. #Lt.A. Eo....... Lo ALEO..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\86da0adc7a337dd1_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

242

5.556820481504107

false
3:m+laWs8RzYFLIpEPWOXdbpW7WFvDzTIJCNH1IHCd7v++mAyde99ykvgK5m0O/XpK5M:mK9YXPEPINbpW7MdYadbxR3H40/ZK6t
DAA5B6606D21FDC459C6A2797E1476E9

D13306C782A70F328582C646433BA97FD682CDEB
7BC60A2670569EE4DFD2340A9B973BEDAA4DESD2A2CBDOE34CDF2E41DF947148
E1491204BA325F3284E657EA4DDC8E820F3B926701520DF0737A80A6CB55C8A1A6FAB9BCI6A3BOD5CE93BOBB00CA6537CAACAS89D886EGF43542B68281297A2

false

low

O\r.m.....n....1. "...._keyhttps://c1-onenote-15.cdn.office.net/o/s/161432541018_App_Scripts/oreosearchpane.min.js .https://live.com/R..;H.. ..Y.d_b9.k7.C..5m..3
AL..WN.8LA. Eo........ | R ALEO i

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8a6f46adbf302e29 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

240

5.451042961462787

false

6:mmYeD1cJZIE1SD1f+Y5tDWxgKJIVAY5RK6t:1DCIZLADABWOApP
DFA73EBAB86D7EODF099A27AB22D89DA
892EB46730248ED4CA1FCFE49BBA34E0955245C7
B151B2AE4885623639BB93A54CBB4F1B5358BDD6F91D566E61E5AE3380F1486B
99C83A1350725DD931B1DADIACCC021699182712A160388993FD4D04627638A84B1448FCD2C9709FA548AACEDF39E358A034B6D344811621CA038969EFI3ABE!

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8bfe08d7fd7aee5f 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

144840

5.870560772341489

false

1536:L7RKul1t7Vh53DotZBhiHf QwHITNoUe3HuVxVI6gm5yM+n6FxWcwB4D0OIZUoCXVp:vRKu1tL53a8dtLX5H+nJ4D
DE7F34932C2A432C887E08A53B56BED2

E50CE8B842D53BE9ODA71D3DD021BCFA86D8FE02
1B2E07C6D2C2920F08153B7B9C69FOD80ADDFD0O8F326043FC300EFEB8CA08BC2
1917EA885CF0217358758EF94BB573C90FC6B6BDF55310F65C1D82D04C07F45AC6COF6F20650A7B1D5368C26C5FDB99473E9BE08319A33B3B06710FF5FD5883%

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8bfe08d7fd7aee5f 0

Reputation:

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8d9ca5c9f4f18f7e 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

496

5.853168873950381

false

12:vVpnplDIDz4/B4ulomerxVpnplDIDIX4ulomk:vWRBRuorxVRB2um
0B73DCBOFEC42148387D045AE60A1495
9752A71EA027BB71A652C5C289263C8BBACAD145
223830DC499EB43D1038C81147A8BED56C83C30E519D7A2B3DCD1590F038E5FD

B2D27C13638ABFB00426BB9AD48653D83A554C50B147C357131F564879B3D4BB1F58B80B7ED3C6C229A79A3AE84B6856CD6A632464C31C781D11C9F64C3EDCI
D

false

low

O\r..m......t.....Ix...._keyhttps://www.google-analytics.com/gtm/js?id=G TM-TLB9J48&t=gtm4&cid=2138525702.1628041532 .https://codesandbox.io/;..?H'.............. N.....Z.
..... P.geee. X79.cie P ALEO i ALE O OVemL L LU _keyhittps://www.google-analytics.com/gtm/js ?id=G TM-TLB9J48&t=gtm4&cid=2138525702.1
628041532 .https://codesandbox.io/..&AH'/................... Z....p.qQ....X79........ p..A..Eo....... s ALEO...cooiie

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8e68e846adc437ff 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

676

5.951666265561989

false

12:ylwvgDhbgKc9ivOgFZpPIwvgDypInNhX8m/YyL/:ylQgNbgKc9iGKpPIQgOINhsiJ/
B3A00634E84D94AB6DFBFB695A3847C1
DD1486FF24B9C6468AEOE9AGCF400234858759D7
AO08BCCE2283ED5CB46BA138C25CD4AFIEDBC15ED590F4DAB99D83D38C0937C764
2867CC5EDF932D15456EBA7D4E4842E18CFF0905FE744B4441340DCED748A36838D9D9B0OF71F7684CD60D92236E49F08AE2019DD509A64550195BDD955D78B4

false

low

C:\Users\luser\AppDatalLocal\Google\Chromel\User Data\Default\Code Cache\js\8ea059dec7e49470_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

138480

3.2932463334141557

false
768:D5f7DVKLhCwTx+jDieULMdLPWAEsY2J+47JK2ZzKO0hKclbG9mCcHMLA46H]LE14iv:D5fv/eoDAoXR44Fi
9F48E247A518081468ACF44C2C17DF56

831A13C0207C03C4EC38342957BA1DCD6166B32D
DEBA1B3BDEG6FC545AF75F613D9356F022DBB02F73338E602ABEAADSB188EC346

2AEE2C929EA48DC3763DEC200E1472A7DBAGIFBE8F8644D679C5360AFD98AC1241AA506C99B5CEBE7E97F724B5FF8FIC7CAD19E82914A829721633C02A3DC:
DA

false

low
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Preview:

8 8] 8] A& & 8] &) NG e &) 8] 6.4 8 & 8] B A8 & 8] 8] N & &) HE] %064 & & &) (8] NG & &]L&
ON24.38&.%.h.4..G

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\8fcbaf7266cbf6aa_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

15624

5.744083392404805

false
384:U16mPP03h6iJga6Qnvb9JfIRKAYZ3BOYCPUDtIkxYi:UI6mPP03kaWwQnlR6ReC
B7E6E5FAD8BB9C9792478697D8E07859
8FD36EBC83436C5FB9874DF5785C6449C012F8D4
8D18127127C11B1BE96E1CBB79F4F40C224664656582D7B10E5D62174F393A9B
5AFFE33612BCF34C6DAC3059AE3D10C2C001CES0F55BDB5C87042040D6485DD67A9C42A08302CE34A4F7EDCCE497EBB4AF843983459046B778441608453972A

false
low
Oo\r.m.....P........... _keyhttps://static.cloudflareinsights.com/beacon.min.js .https://codesandbox.io//->?H'/............. B....y..l.8.S.F.@....HK..z<.Q.A.Eo...... N A.
B0 ".5...0. kQT D (S. v L(S. <L . @Re. Qb........ e...Qb...t.. Qb.~.n.b$..... I'...Da....

Qb..,j..

....exports..$..a...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\930f6afc487f275c_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

85288

6.092017223778212

false
1536:KE0dQDIu4VbMBntBULYIBEQIcaP+5nkfmmmJJEBIR5+VxPF9dzH:VodT4Vont1I9lcaG2f9m/EOT+VxPFot
9C7592951C936835FBE72F1F6CC8COEL

F6EEBADOF62350ACC997CFF163A200999AF85EB2
77DD4F0E74412C16969549A9DC5162CA09CBAOC4EG66CB6A289D5005A7E291EBB
5FCFA5BF65B15F28AD5C70516843B7F5AB79E890409280CCCID59D12BC882A060633502FFC8A0395018F8680175D755A98102608E280F4E501C88393EAB402CC

false

low

K

C:\Users\luser\AppDatalLocal\Google\Chromel\User Data\Default\Code Cache\js\96709ab112708e7e_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

288

5.621430290082535

false

6:mmVYExZyBLgsHasHQTPnBdBgX1aiZs9nK6t:KLgsbAdUXUIZS
9EB1C59FC46A32C96A09A611CCDB29DA
2CCOE6BD36EC547BB36B37DD6D67F36B67372044
93FE8D1979E3E447A1C256C01EA32F1B4BD0A3C411C26566EB44E2E448D03980

DASCE822FE36A704EAA61B5FAE3F74A860A4D6788D5EB99363283EA45DA7E89231CE49A49E422DD96D2571A17DFC22940E5962D3CD5D7FABB7EAF11161F21B
4

false

low

O\r..M...eeeee A'...._keyhttps://modernb.akamai.odsp.cdn.office.net/files/odsp-web-prod_2021-07-16.007/odsp.react/odsp.react.lib-d0al4f9e7a2171683321.js .https://share
point.com/p.;H"7 ..o s.0~~!...4..v..6...M...%DBt.A..Eo0........ P ALEO..cciiin
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\98107553e418a554 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

390

5.467690984882233

false

6:mTYINYpSVKkQXmaFOwa9MH7/bK6tWTYINYpSVKOtzYfYOwaPMbK6t: CpSVUOJIH7/NEpSVLaYJbN
3ED3A5B1A9AE8ABY96910E1DBALC5594E

A3601C7098065E25A345ED43081547E8925987D0
8CB171CC44B7D789EDAEB71A435B892CF94144E1C06E7DDA888BC845C73B4182

93F03FDF87E20C817DCD4DDEAC7FF84E1D52063AF459418238DCB56CCDOBF332239DB24BD9C395EDS51EC36AB804D7400D3077B0273DFE03B2870EAS39167FE
3

false

low

...B.2&.Q.x7Tw2..n.1R....."K9.9.A..E0
M.....B.~.&Q.x7w2..n.1R

._keyhttps://kit.fontawesome.com/585b051251.js .https://csb.app/.qo?H'/.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\99840c9a9136abf6_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

234

5.580739788571806

false
3:m+I2b/I6vBRzYFLIpEPWOXdmIKI7WFvDzTJVjeVIHCKaEoK3Pdglkc2oLYzmVhXB:mR/VYXPEPINmMZMdViaKaqVglc7KVK6t
4A0EA6211C3A27C6D32F342E1F86DD18

857A72896E68AD5BI1CA6376ED2F42B795EB62AD
AA983CECCCE3EBDB1E70DCE4CDD40E9C20C28DD911C9BOB25FE6F024109BBC1D

A3D36D837CBB80D7363F954D928CF10FD82940EBA21DA1FD8BD593DCD77892DDB839ESFBDC159FA472C45EC152CE80BAF2C05D22315D37562D5F1B56AC18A
56

false

low

ZX.a.j~T....].=M.1

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a6lalc32141d9d52 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

256

5.561801676201359

false

6:miHYeD1xe/sgMB/KcWyUiSXD1F9YLWoZMsBK6t:DD/qA/WHISXD3FHU
231709B42D733030988085F342D76F03
923C5B7146DEF7AE3E8A15A9BC94F65BDOADS8CF
095E4C8E06D64875F0B7B72009FEB3ACEDA775D11C4C9773499FF9CF6D6C6863
D35366E82DBD66CE308BC1DBA54DA5945D65A6F68C822FA87765C4EE8692BE7795011050E69D094FD17028E74A70ABDB50D345B5747C7F7FOD015A99CCOF98I

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a92bac04b4a26881 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

388

5.88219044611981

false

12:5Mv8MtyMY B7pkty 7uSXQltaWVkBZX7uSX:gkMtyZb7XQlIv2X
24A63B8A34652BFC62DAC8D614F766D2
C50A486D7CD7E07C8E94C1A3C561376CC41C5908
7D94200F525639D9C0C0A43C3FC04C40ACAB06C80C7937DIESEE043D014B2D2C
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a92bac04b4a26881 0

SHA-512: FF8D4C172A6BB7BE30491C4C2541AEB4BE681D6A8770C683161C220BC7D277A204CFA368E09F27A43C053A3633AA5AA0A8EA72DAD94802E1B5FIABB68197ET!
8

Malicious: false

Reputation: low

Preview:
O\r..m......]...]O.I...._keyhttps://glcdn.githack.com/manageroffice990/drjoe/-/raw/bch817436cdc46e3b377279ed8bd1475c5721129/ukk.js .https://csb.app/ #V<H'I............. M

...QgD..x...n..ul. .#V<H/.H...7TC7BB6C63FBEC6AFE43BB0DD03B2B1C7228D2151A8140B8AFDA98696AE7B810

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\abce5cb82b32ba85_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 278

Entropy (8bit):  5.5583930869179605

Encrypted: false
SSDEEP: 6:mTYExZyBLgsHaslzGAoWV/dBWFM1BYktXUQkx5/IbK6t:3LgsBzG6BdYMLjbg5/IN
MD5: 5F96A555E1C5859004CDBFF61D1D12EF
SHA1L: 4CAOCBBF2C9FD7FB6869D2735DE5A2E39296CC39
SHA-256: 479F42DF851E5B439532350AD887E1C28B2C6214391630C758A16FACI2AAGESL
SHA-512: D61E527E7443AF1649C93003B5E87AA1324480E3248508BDD87260E1B23B781E6CCID44A17432C29E6006A0948330F5D3F0231A0E5B215CC6634FEEC44D8CO5LC
Malicious: false
Reputation: low
Preview:
O\r..m. keyhttps://modernb.akamai.odsp.cdn.office.net/files/odsp-web-prod_2021-07-16.007/brotli/wachostwebpack/wachostwebpack.js .https://sharepoint.com/

CaH SA....... M...Lk.mY....y. A.Eo....H........... ALEO...coiiie

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ace4c4aad50ed743 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 430

Entropy (8bit):  5.708190623328762

Encrypted: false

SSDEEP: 6:msmnYGLSMXZCLRCqD18ZzYgIm/FYnP4kK6tWsmnYGLSmMXZCLRCqD1CGKIYinlm/1:Bs/qDuZnk6P5Ls/qD2INIm6PO

MD5: 6720414CDC020C00648BDAE9D1ABBF51

SHA1L: 4E46FCEG67A9C13C041179A97317DFFBAG3DA1081

SHA-256: BD9D81BE8957A3AF02186A3C78EFIE2C28AD533D0A42E2362DBB56701AE9BBAE

SHA-512: E79FA9013E6987BD82E799DB4FCBF0349B9E3DFF478B5AEES32458DCC6BE31A1CF3EBDF1AB664E00527C4AD30E941A9D92025C173CA34BE42A792642120CF5
Cc2

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Code Cache\js\ae502b2351390b95_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 238

Entropy (8bit):  5.565602544956615

Encrypted: false

SSDEEP: 3:m+lAyta8RzYP2D1HGLMKBGKuUK29f/6kXLBqdLGXc1LGzSRM2D1HGLMabHIXIHCVI:mmXYeD11N6YfXcBWSXD1KY+Y7rBK6t

MD5: 0B23DC04BB735FE93838900646DEAODD

SHAL: F2BD6CC82044D0C5CDAD98B84B592CE1A95CC2CE

SHA-256: C4ACAABEFC3C67F6E633F947F53B921D7E0C178A0568F8B8C17D2C0C785E0BD03

SHA-512: A4FC1F2DB46A40A211F4BBDEAG67E5D6121AF3F218369E8082C464B5CABD81E555473BBOCAFBB07D556E42DFFIE630C09F06940C4A26D0865998710F0D575DE
8

Malicious: false

Reputation: low

Preview:
O\r..m......j....z.h...._keyhttps://codesandbox.io/static/js/default~app~embed~sandbox.34c87297c.chunk.js .https://codesandbox.io/.)?H'............. v<.....t..6.2.5>"..7.N.C..a.

>E>A.E0.....9.7........ ALEO....coiii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\af65d4b8e5657b69 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\af65d4b8e5657b69 0

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

data

dropped

232

5.544903141747022

false
3:m+I/NI/a8RzYP2D1HGLMKBGKuUKKBX1dLXa0RM2D1HGLMiYAVIXIHCjn/IhPrZST6:mYNtXYeD1xVXD10YA9Yb/PwThAK6Gt
21DAE52CD54EE61E5A22B0A726832145

4D0A4BB8C924DB66CEC1736998C2446A1E4176271
A3C17B043E9A23E69DCAAA3EDE46303121695215BF995AB7CC3892C964B58F49

19C721A0F835EAABES66EFEBB5849F058DBBEA99F6F1D9F59B833D7D9B1301BESBADD2C7C97DB6DCB0678948CF03D4AD37AACB768C9C2B386BDSBEDCA943F
3197

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b1237742af5738bf 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

212

5.488902813757615

false
3:m+IQ5S/yOA8RzYP2D1HGLM8HJILGKXxVhsDM2D1HGLMpvIXIHCUjt/ly8dPuClZgG6:mviPYeD1cJZmD1/9Y EtdyOaG+4tRK6t
FOD1E54B05E25EE50647C88BF79D91A2

8978C98AB94681A209A6BD21CA6BAF087E024141
E19C22C86A75DDDDBFCEC86FA471D90DA61A737E332943F2CF0052F191457A28
6A2DF53CCC27299CB7D0A8311D1FF5D5E7E54B15027DF56D8C054922BBF20A1C8D798259F5E61699602A579C57CA3D832260C95AD55BEB39D3439DADIA368BI

false

<#....A.E0....P..... A..Eo

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b24c7ce889c44bd7_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

246

5.64704699184685

false
3:m+liAIs8RzYFLIpEfiTQNdJyV8sRzTIMMrfIHCek/8CGiJOrLgUoMmwP5XIIpK5M:mWnYxPEwdUhNdIAek532vGnc5XhK6t
ADAE298C0D9F243BC643D38C0OFC693FC

E743A9613002F38F25535AEFE2E237FE3477CA1C
83459371F479F7CD65B716B68BEBOAOC39F2BBDAIBB07BACCI92A6FE795FA8242

0B68B4A810C6B89DEDI732201E4DF1ACB58012FA24761164DED1FOFC86792D1D0OEEO34E0AADG9722CASCEEQ7CO6FIF96EBEF54926202083274AA321FDBAG501
C

false

low

O\r.m......1...0....... _keyhttps://c1-onenote-15.cdn.office.net/o/s/h59FC7B214127519C_App_Scripts/OneNote.box4.dlI1.js .https://live.com/..;H'/..........cccueuee. V..aN#U.m......
{\....18...A.E0....... | AP ALEO0...cciiiin

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b2b369b661608142 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

254

5.634528043910918

false
6:mr+XY5TYpQyCEPINL+nNNdXR+AcEtbtmU4RxHO+DwnK6t:LpQLEPwdxR+zENtsfwp
0D27FAEC9A906E79EAF3484B8137B0CD
C00425D8393BA9DF2A79449F05D2F8D90AD70845
29D6E46AE5678B5E407523988EB58C8972B5B66306720EA6C27579089BAECD2B
D73BA666443AF350D35FAC7CAAC1264A2B9726A51E57245D21919E1CFB3B694CD8692E0956F84DDA809ECCI556FA413FA145B557AE06885DCFFI02BDF7E290!

false
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Reputation: low

Preview:

l.uwuce....)....7..3.A.E0........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b50016dedaf7d14f 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 224

Entropy (8bit):  5.47360599793546

Encrypted: false

SSDEEP: 3:m+lUx/IIA8BRzYP2D1HGLMKBGKUKKBXfByO9LBRM2D1HGLM11IXIHCS260ZfbQ8v:mvXYeD1xP5TXD1/Y SUQXKH4AZK6t

MD5: CDC385B536136B83FD15F6083207F768

SHA1L: D1B10D9CF8573329ECE755CF2E32D3B3043F9312

SHA-256: 5ED5E8267431B8335FDA9DF5B768E4EC5D521E46A9A424B3902EC44F3879EAF4

SHA-512: 839D2486CFC827AA1E23158B592C1859E5AD0B895B80238E9CBD626A65A35E9FE39A25773A0BACA3B77A6FA3BOF6AD11626DDE382D319F23FF153C6E22405D4

Malicious: false

Reputation: low

Preview:

Oo\r.m.....\eeeee, _keyhttps://codesandbox.io/static/js/vendors~app.5dda64d70.chunk.js .https://codesandbox.io/..)?H'............. U<....... @$..W'.... .. uly...cl.A..E0......._..
......... ALEO....coci

Static File Info

No static file info

Network Behavior

Network Port Distribution

TCP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Aug 3, 2021 18:44:54.234285116 CEST 192.168.2.5 8.8.8.8 0x35b8 Standard query  clients2.g A (IP address) IN (0x0001)
0) oogle.com

Aug 3, 2021 18:44:54.243649006 CEST 192.168.2.5 8.8.8.8 0xc496 Standard query  bgfl-my.sh A (IP address) IN (0x0001)
(0) arepoint.com

Aug 3, 2021 18:44:54.250710011 CEST 192.168.2.5 8.8.8.8 0x5de5 Standard query  accounts.g A (IP address) IN (0x0001)
0) oogle.com

Aug 3, 2021 18:44:56.134342909 CEST 192.168.2.5 8.8.8.8 Oxel0 Standard query  onenoteonl| A (IP address) IN (0x0001)
(0) inesync.on

enote.com

Aug 3, 2021 18:45:00.871880054 CEST 192.168.2.5 8.8.8.8 Oxaebl Standard query  messaging. A (IP address) IN (0x0001)
(0) office.com

Aug 3, 2021 18:45:01.194426060 CEST 192.168.2.5 8.8.8.8 Ox43aa Standard query  clients2.g A (IP address) IN (0x0001)
(0) oogleuserc

ontent.com

Aug 3, 2021 18:45:05.872014046 CEST 192.168.2.5 8.8.8.8 0x5d70 Standard query  amcdn.msft A (IP address) IN (0x0001)
(0) auth.net

Aug 3, 2021 18:45:06.284733057 CEST 192.168.2.5 8.8.8.8 0x50bd Standard query  storage.live.com A (IP address) IN (0x0001)
0

Aug 3, 2021 18:45:06.359090090 CEST 192.168.2.5 8.8.8.8 Oxdfbe Standard query ~ www.onenot A (IP address) IN (0x0001)
(0) e.com

Aug 3, 2021 18:45:06.670032978 CEST 192.168.2.5 8.8.8.8 0x3590 Standard query  ajax.aspne A (IP address) IN (0x0001)
(0) tcdn.com

Aug 3, 2021 18:45:08.289401054 CEST 192.168.2.5 8.8.8.8 Oxeldl Standard query  kedfl.csb.app A (IP address) IN (0x0001)
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Aug 3, 2021 18:45:08.704844952 CEST 192.168.2.5 8.8.8.8 Oxaac4 Standard query  codesandbox.io A (IP address) IN (0x0001)
(0

Aug 3, 2021 18:45:09.050967932 CEST 192.168.2.5 8.8.8.8 0x5209 Standard query  glcdn.gith A (IP address) IN (0x0001)
(0) ack.com

Aug 3, 2021 18:45:09.291235924 CEST 192.168.2.5 8.8.8.8 0x9be9 Standard query  code.jquery.com A (IP address) IN (0x0001)
0

Aug 3, 2021 18:45:09.291615009 CEST 192.168.2.5 8.8.8.8 Oxfe8f Standard query  maxcdn.boo A (IP address) IN (0x0001)
(0) tstrapcdn.com

Aug 3, 2021 18:45:09.292490959 CEST 192.168.2.5 8.8.8.8 0xa6f6 Standard query  secure.aad A (IP address) IN (0x0001)
(0) cdn.micros

oftonline-p.com

Aug 3, 2021 18:45:09.292676926 CEST 192.168.2.5 8.8.8.8 Oxe67f Standard query  kit.fontaw A (IP address) IN (0x0001)
(0) esome.com
Aug 3, 2021 18:45:09.327383041 CEST 192.168.2.5 8.8.8.8 0xd2d8 Standard query  cdnjs.clou A (IP address) IN (0x0001)
(0) dflare.com
Aug 3, 2021 18:45:09.918833971 CEST 192.168.2.5 8.8.8.8 0xb37b Standard query  ka-f.fonta A (IP address) IN (0x0001)
(0) wesome.com
Aug 3, 2021 18:45:27.958213091 CEST 192.168.2.5 8.8.8.8 0x5933 Standard query  static.clo A (IP address) IN (0x0001)
(0) udflareins
ights.com
Aug 3, 2021 18:45:29.187725067 CEST 192.168.2.5 8.8.8.8 0xef97 Standard query  ab-testing A (IP address) IN (0x0001)
(0) .codesandbox.io
Aug 3, 2021 18:45:29.431931019 CEST 192.168.2.5 8.8.8.8 0xd163 Standard query  d3qgxefdrp7 A (IP address) IN (0x0001)
(0) Oelm.cloud
front.net
Aug 3, 2021 18:45:29.667638063 CEST 192.168.2.5 8.8.8.8 0x21f0 Standard query  cdn.amplit A (IP address) IN (0x0001)
0) ude.com
Aug 3, 2021 18:45:29.669508934 CEST 192.168.2.5 8.8.8.8 0xe885 Standard query  api.getvero.com A (IP address) IN (0x0001)
©)
Aug 3, 2021 18:45:31.244469881 CEST 192.168.2.5 8.8.8.8 Oxcebc Standard query  cdn.jsdelivr.net A (IP address) IN (0x0001)
()
Aug 3, 2021 18:45:32.337358952 CEST 192.168.2.5 8.8.8.8 0xe439 Standard query  api2.ampli A (IP address) IN (0x0001)
(0) tude.com
Aug 3, 2021 18:45:32.774024010 CEST 192.168.2.5 8.8.8.8 0x8753 Standard query  stats.g.do A (IP address) IN (0x0001)
(0) ubleclick.net
Aug 3, 2021 18:45:33.704828024 CEST 192.168.2.5 8.8.8.8 0xa397 Standard query ~ www.google.com A (IP address) IN (0x0001)
(0)
Aug 3, 2021 18:45:33.706535101 CEST 192.168.2.5 8.8.8.8 0xdo77 Standard query  www.google.de A (IP address) IN (0x0001)
©)
Aug 3, 2021 18:45:37.419375896 CEST 192.168.2.5 8.8.8.8 0x389b Standard query  codesandbox.io A (IP address) IN (0x0001)
(0)
Aug 3, 2021 18:45:41.755326033 CEST 192.168.2.5 8.8.8.8 Ox2ea Standard query  unpkg.com A (IP address) IN (0x0001)
(0)
Aug 3, 2021 18:45:41.799350023 CEST 192.168.2.5 8.8.8.8 0x4340 Standard query  raw.github A (IP address) IN (0x0001)
0) usercontent.com
Aug 3, 2021 18:45:44.801146984 CEST 192.168.2.5 8.8.8.8 0x668¢ Standard query  prod-packager- A (IP address) IN (0x0001)
0) packag
es.codesan
dbox.io
Aug 3, 2021 18:45:44.941000938 CEST 192.168.2.5 8.8.8.8 0x5ae3 Standard query  data.jsdelivr.com A (IP address) IN (0x0001)
(0)
Aug 3, 2021 18:45:52.011666059 CEST 192.168.2.5 8.8.8.8 0xf318 Standard query  dc.service A (IP address) IN (0x0001)
(0) s.visualst
udio.com
Aug 3, 2021 18:45:55.579246044 CEST 192.168.2.5 8.8.8.8 0x4508 Standard query  codesandbox.io A (IP address) IN (0x0001)
0
Aug 3, 2021 18:45:55.712565899 CEST 192.168.2.5 8.8.8.8 0x9b84 Standard query  glcdn.gith A (IP address) IN (0x0001)
(0) ack.com
Aug 3, 2021 18:45:55.712618113 CEST 192.168.2.5 8.8.8.8 0x28d6 Standard query  cdnjs.clou A (IP address) IN (0x0001)
(0) dflare.com
Aug 3, 2021 18:45:55.739418030 CEST 192.168.2.5 8.8.8.8 0x2514 Standard query  maxcdn.boo A (IP address) IN (0x0001)
(0) tstrapcdn.com
Aug 3, 2021 18:46:02.993635893 CEST 192.168.2.5 8.8.8.8 Oxfb6e Standard query  schemastor A (IP address) IN (0x0001)
(0) e.azureweb
sites.net
DNS Answers
Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
Aug 3, 2021 8.8.8.8 192.168.2.5 0x35b8 No error (0) clients2.g clients.l.google.com CNAME IN (0x0001)
18:44:54.266830921 oogle.com (Canonical
CEST name)
Aug 3, 2021 8.8.8.8 192.168.2.5 0x35b8 No error (0) clients.!. 216.58.208.174 A (IP address)  IN (0x0001)
18:44:54.266830921 google.com
CEST
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Timestamp

Aug 3, 2021
18:44:54.277929068
CEST

Aug 3, 2021
18:44:54.317786932
CEST

Aug 3, 2021
18:44:54.317786932
CEST

Aug 3, 2021
18:44:54.317786932
CEST

Aug 3, 2021
18:44:54.317786932
CEST

Aug 3, 2021
18:44:56.189677954
CEST

Aug 3, 2021
18:45:00.926542997
CEST

Aug 3, 2021
18:45:01.231261969
CEST

Aug 3, 2021
18:45:01.231261969
CEST

Aug 3, 2021
18:45:05.912473917
CEST

Aug 3, 2021
18:45:06.336839914
CEST

Aug 3, 2021
18:45:06.336839914
CEST

Aug 3, 2021
18:45:06.336839914
CEST

Aug 3, 2021
18:45:06.336839914
CEST

Aug 3, 2021
18:45:06.409724951
CEST

Aug 3, 2021
18:45:06.538255930
CEST

Aug 3, 2021
18:45:06.705632925
CEST

Aug 3, 2021
18:45:08.339345932
CEST

Aug 3, 2021
18:45:08.339345932
CEST

Aug 3, 2021
18:45:08.800568104
CEST

Aug 3, 2021
18:45:08.800568104
CEST

Aug 3, 2021
18:45:09.087388039
CEST

Aug 3, 2021
18:45:09.087388039
CEST

Aug 3, 2021
18:45:09.318604946
CEST

Copyright Joe Security LLC 2021

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

0x5de5

0xc496

0xc496

0xc496

0xc496

Oxel0

Oxaebl

0x43aa

Ox43aa

0x5d70

0x50bd

0x50bd

0x50bd

0x50bd

Oxdfbe

0x1973

0x3590

Oxeldl

Oxeldl

Oxaac4

Oxaac4

0x5209

0x5209

0x9be9

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

accounts.g
oogle.com

bgfl-my.sh
arepoint.com

bgfl.share
point.com

427-ipvde.
clump.dpro
dmgd104.aa-
rt.sharep
oint.com

187776-ipv
4e.farm.dp
rodmgd104.aa-
rt.shar
epoint.com

onenoteonl
inesync.on
enote.com

messaging.
office.com

clients2.g
oogleuserc
ontent.com

googlehost
ed.l.googl
euserconte
nt.com

amcdn.msft
auth.net

storage.live.com

common-geo
.ha.1drv.com

ams02pcor001-
com.be.
1drv.com

i-ams02p-c
or001.api.
p001.1drv.com

Wwww.onenot
e.com

prda.aadg.
msidentity.com

ajax.aspne
tcdn.com

kedfl.csb.app

kedfl.csb.app

codesandbox.io

codesandbox.io

glcdn.gith

ack.com

glcdn.gith
ack.com

CName

bgfl.sharepoint.com

427-
ipv4e.clump.dprodmgd10
4.aa-rt.sharepoint.com

187776-
ipv4e.farm.dprodmgd104.
aa-rt.sharepoint.com

187776-
ipv4e.farm.dprodmgd104.
sharepointonline.com.aka
dns.net

onenoteonlinesync.oneno
te.trafficmanager.net

omexmessaging.osi.office
.net

googlehosted.l.googleuse
rcontent.com

amcdnmsftuswe.azureed
ge.net

common-
geo.ha.1ldrv.com

common-
geo.onedrive.trafficmanag
er.net

i-ams02p-
cor001.api.p001.1drv.com

reverseproxy.onenote.traf
ficmanager.net

www.tm.a.prd.aadg.akadn
s.net

mscomajax.vo.msecnd.ne
t

code.jgquery.com cds.s5x3j6g5.hwecdn.net

Address
216.58.205.77

216.58.208.161

13.105.28.32

104.18.26.114

104.18.27.114

104.18.22.207

104.18.23.207

104.21.234.230

104.21.234.231

Type
A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Aug 3, 2021
18:45:09.324219942
CEST

8.8.8.8

Aug 3, 2021
18:45:09.324219942
CEST

8.8.8.8

Aug 3, 2021
18:45:09.328114033
CEST

8.8.8.8

Aug 3, 2021
18:45:09.329276085
CEST

8.8.8.8

Aug 3, 2021
18:45:09.363140106
CEST

8.8.8.8

Aug 3, 2021
18:45:09.363140106
CEST

8.8.8.8

Aug 3, 2021
18:45:09.557231903
CEST

8.8.8.8

Aug 3, 2021
18:45:09.951239109
CEST

8.8.8.8

Aug 3, 2021 8.8.8.8
18:45:27.983911991

CEST

Aug 3, 2021 8.8.8.8
18:45:27.993462086

CEST

Aug 3, 2021
18:45:27.993462086
CEST

8.8.8.8

Aug 3, 2021
18:45:29.222800016
CEST

8.8.8.8

Aug 3, 2021
18:45:29.222800016
CEST

Aug 3, 2021
18:45:29.468671083
CEST

Aug 3, 2021
18:45:29.468671083
CEST

Aug 3, 2021
18:45:29.468671083
CEST

Aug 3, 2021
18:45:29.468671083
CEST

Aug 3, 2021
18:45:29.694861889
CEST

Aug 3, 2021
18:45:29.701710939
CEST

Aug 3, 2021
18:45:29.701710939
CEST

Aug 3, 2021
18:45:29.703105927
CEST

Aug 3, 2021
18:45:29.703105927
CEST

Aug 3, 2021
18:45:29.703105927
CEST

Aug 3, 2021
18:45:29.703105927
CEST

Aug 3, 2021
18:45:31.272267103
CEST

Aug 3, 2021
18:45:31.272267103
CEST

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8
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Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

Oxfe8f

Oxfe8f

Oxe67f

0xa6f6

Oxd2d8

Oxd2d8

0xe9a0

0xb37b

0xd380

0x5933

0x5933

0xef97

0xef97

0xd163

0xd163

0xd163

0xd163

0xc78c

0xe885

0xe885

0x21f0

0x21f0

0x21f0

0x21f0

Oxcebc

Oxcebc

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

maxcdn.boo
tstrapcdn.com

maxcdn.boo
tstrapcdn.com

kit.fontaw
esome.com

secure.aad
cdn.micros
oftonline-p.com

cdnjs.clou
dflare.com

cdnjs.clou
dflare.com

gstaticads
sl.l.google.com

ka-f.fonta
wesome.com

www-google
tagmanager
.L.google.com

static.clo
udflareins
ights.com

static.clo
udflareins
ights.com

ab-testing
.codesandbox.io

ab-testing
.codesandbox.io

d3qxefdrp7
Oelm.cloud
front.net
d3qxefdrp7
Oelm.cloud
front.net
d3qxefdrp7
Oelm.cloud
front.net
d3qxefdrp7
Oelm.cloud
front.net
www-google-
analytics
.l.google.com

api.getvero.com

api.getvero.com

cdn.amplit
ude.com

cdn.amplit
ude.com

cdn.amplit
ude.com

cdn.amplit
ude.com

cdn.jsdelivr.net

jsdelivr.m
ap.fastly.net

CName

kit.fontawesome.com.cdn.
cloudflare.net

secure.aadcdn.microsofto
nline-p.com.edgekey.net

ka-
f.fontawesome.com.cdn.cl
oudflare.net

jsdelivr.map.fastly.net

Address
104.18.10.207

104.18.11.207

104.16.19.94

104.16.18.94

142.250.185.131

142.250.185.200

104.16.94.65

104.16.95.65

104.18.23.207

104.18.22.207

143.204.214.47

143.204.214.220

143.204.214.16

143.204.214.120

142.250.184.206

44.194.179.189

107.21.40.39

13.32.23.160

13.32.23.194

13.32.23.136

13.32.23.71

151.101.1.229

Type
A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Aug 3, 2021 8.8.8.8 192.168.2.5 Oxcebc No error (0) jsdelivr.m 151.101.65.229 A (IP address)  IN (0x0001)
18:45:31.272267103 ap.fastly.net

CEST

Aug 3, 2021 8.8.8.8 192.168.2.5 Oxcebc No error (0) jsdelivr.m 151.101.129.229 A (IP address)  IN (0x0001)
18:45:31.272267103 ap.fastly.net

CEST

Aug 3, 2021 8.8.8.8 192.168.2.5 Oxcebc No error (0) jsdelivr.m 151.101.193.229 A (IP address)  IN (0x0001)
18:45:31.272267103 ap.fastly.net

CEST

Aug 3, 2021 8.8.8.8 192.168.2.5 0xe439 No error (0) api2.ampli 35.82.185.219 A (IP address)  IN (0x0001)
18:45:32.364588976 tude.com

CEST

Aug 3, 2021 8.8.8.8 192.168.2.5 0xe439 No error (0) api2.ampli 44.240.192.168 A (IP address)  IN (0x0001)
18:45:32.364588976 tude.com

CEST

Aug 3, 2021 8.8.8.8 192.168.2.5 0xe439 No error (0) api2.ampli 54.148.27.20 A (IP address)  IN (0x0001)
18:45:32.364588976 tude.com

CEST

Aug 3, 2021 8.8.8.8 192.168.2.5 0xe439 No error (0) api2.ampli 44.225.145.135 A (IP address)  IN (0x0001)
18:45:32.364588976 tude.com

CEST

Aug 3, 2021 8.8.8.8 192.168.2.5 0xe439 No error (0) api2.ampli 52.34.17.104 A (IP address)  IN (0x0001)
18:45:32.364588976 tude.com

CEST

Aug 3, 2021 8.8.8.8 192.168.2.5 0xe439 No error (0) api2.ampli 35.160.216.213 A (IP address)  IN (0x0001)
18:45:32.364588976 tude.com

CEST

Aug 3, 2021 8.8.8.8 192.168.2.5 0xe439 No error (0) api2.ampli 34.213.216.29 A (IP address)  IN (0x0001)
18:45:32.364588976 tude.com

CEST

Aug 3, 2021 8.8.8.8 192.168.2.5 0xe439 No error (0) api2.ampli 44.235.147.202 A (IP address)  IN (0x0001)
18:45:32.364588976 tude.com

CEST

Aug 3, 2021 8.8.8.8 192.168.2.5 0x8753 No error (0) stats.g.do stats.l.doubleclick.net CNAME IN (0x0001)
18:45:32.806411028 ubleclick.net (Canonical

CEST name)

Aug 3, 2021 8.8.8.8 192.168.2.5 0x8753 No error (0) stats.l.do 108.177.126.155 A (IP address)  IN (0x0001)
18:45:32.806411028 ubleclick.net

CEST

Aug 3, 2021 8.8.8.8 192.168.2.5 0x8753 No error (0) stats.l.do 108.177.126.157 A (IP address)  IN (0x0001)
18:45:32.806411028 ubleclick.net

CEST

Aug 3, 2021 8.8.8.8 192.168.2.5 0x8753 No error (0) stats.l.do 108.177.126.154 A (IP address)  IN (0x0001)
18:45:32.806411028 ubleclick.net

CEST

Aug 3, 2021 8.8.8.8 192.168.2.5 0x8753 No error (0) stats.l.do 108.177.126.156 A (IP address)  IN (0x0001)
18:45:32.806411028 ubleclick.net

CEST

Aug 3, 2021 8.8.8.8 192.168.2.5 0xa397 No error (0) www.google 142.250.180.164 A (IP address)  IN (0x0001)
18:45:33.729585886 .com

CEST

Aug 3, 2021 8.8.8.8 192.168.2.5 0xdo77 No error (0) www.google.de 142.250.184.99 A (IP address)  IN (0x0001)
18:45:33.749079943

CEST

Aug 3, 2021 8.8.8.8 192.168.2.5 0x389b No error (0) codesandbox.io 104.18.22.207 A (IP address)  IN (0x0001)
18:45:37.454746008

CEST

Aug 3, 2021 8.8.8.8 192.168.2.5 0x389b No error (0) codesandbox.io 104.18.23.207 A (IP address)  IN (0x0001)
18:45:37.454746008

CEST

Aug 3, 2021 8.8.8.8 192.168.2.5 Ox2ea No error (0) unpkg.com 104.16.123.175 A (IP address)  IN (0x0001)
18:45:41.793579102

CEST

Aug 3, 2021 8.8.8.8 192.168.2.5 Ox2ea No error (0) unpkg.com 104.16.124.175 A (IP address)  IN (0x0001)
18:45:41.793579102

CEST

Aug 3, 2021 8.8.8.8 192.168.2.5 Ox2ea No error (0) unpkg.com 104.16.122.175 A (IP address)  IN (0x0001)
18:45:41.793579102

CEST

Aug 3, 2021 8.8.8.8 192.168.2.5 Ox2ea No error (0) unpkg.com 104.16.125.175 A (IP address)  IN (0x0001)
18:45:41.793579102

CEST

Aug 3, 2021 8.8.8.8 192.168.2.5 Ox2ea No error (0) unpkg.com 104.16.126.175 A (IP address)  IN (0x0001)
18:45:41.793579102

CEST

Aug 3, 2021 8.8.8.8 192.168.2.5 0x4340 No error (0) raw.github 185.199.108.133 A (IP address)  IN (0x0001)
18:45:41.828051090 usercontent.com

CEST
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Timestamp Source IP

Aug 3, 2021
18:45:41.828051090
CEST

8.8.8.8

Aug 3, 2021
18:45:41.828051090
CEST

8.8.8.8

Aug 3, 2021
18:45:41.828051090
CEST

8.8.8.8

Aug 3, 2021
18:45:44.840164900
CEST

8.8.8.8

Aug 3, 2021 8.8.8.8
18:45:44.840164900

CEST

Aug 3, 2021 8.8.8.8
18:45:44.978624105

CEST

Aug 3, 2021
18:45:44.978624105
CEST

8.8.8.8

Aug 3, 2021
18:45:52.069240093
CEST

8.8.8.8

Aug 3, 2021
18:45:52.069240093
CEST

8.8.8.8

Aug 3, 2021
18:45:52.069240093
CEST

8.8.8.8

Aug 3, 2021
18:45:52.069240093
CEST

8.8.8.8

Aug 3, 2021
18:45:55.613631964
CEST

8.8.8.8

Aug 3, 2021
18:45:55.613631964
CEST

Aug 3, 2021
18:45:55.734263897
CEST

Aug 3, 2021
18:45:55.746283054
CEST

Aug 3, 2021
18:45:55.746283054
CEST

Aug 3, 2021
18:45:55.748380899
CEST

Aug 3, 2021
18:45:55.748380899
CEST

Aug 3, 2021
18:45:55.772721052
CEST

Aug 3, 2021
18:45:55.772721052
CEST

Aug 3, 2021
18:46:03.033808947
CEST

Aug 3, 2021
18:46:03.033808947
CEST

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Code Manipulations

Copyright Joe Security LLC 2021

Trans ID

0x4340

0x4340

0x4340

0x668¢c

0x668¢c

Ox5ae3

Ox5ae3

0xf318

0xf318

0xf318

0xf318

0x4508

0x4508

0x9f2d

0x28d6

0x28d6

0x9b84

0x9b84

0x2514

0x2514

Oxfb6e

Oxfb6e

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

raw.github
usercontent.com

raw.github
usercontent.com

raw.github
usercontent.com

prod-packager-
packag
es.codesan
dbox.io

prod-packager-
packag
es.codesan
dbox.io

data.jsdelivr.com

data.jsdelivr.com

dc.service
s.visualst
udio.com

dc.applica
tioninsigh
ts.azure.com
global.in.
ai.monitor
.azure.com

global.in.
ai.private
link.monit
or.azure.com

codesandbox.io

codesandbox.io

gstaticads
sl.l.google.com

cdnjs.clou
dflare.com

cdnjs.clou
dflare.com

glcdn.gith
ack.com

glcdn.gith
ack.com

maxcdn.boo
tstrapcdn.com

maxcdn.boo
tstrapcdn.com

schemastor
e.azureweb
sites.net

waws-prod-chl-
001.vi
p.azureweb
sites.wind
ows.net

CName Address

185.199.109.133

185.199.110.133

185.199.111.133

104.18.22.207

104.18.23.207

104.21.35.47

172.67.213.229

dc.applicationinsights.mic

rosoft.com

global.in.ai.monitor.azure.
com

global.in.ai.privatelink.mo
nitor.azure.com

dc.trafficmanager.net

104.18.22.207

104.18.23.207

142.250.185.131

104.16.18.94

104.16.19.94

104.21.234.230

104.21.234.231

104.18.10.207

104.18.11.207

waws-prod-chl-
001.vip.azurewebsites.wi
ndows.net

waws-prod-ch1-
001.cloudapp.net

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME

(Canonical

name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0Xx0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Statistics

Behavior

g

Click to jump to process

System Behavior

Analysis Process: chrome.exe PID: 4640 Parent PID: 2892

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

18:44:47

03/08/2021

C:\Program Files\Google\Chrome\Application\chrome.exe
false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automat
ion 'https://bgfl-my.sharepoint.com/:0:/g/personal/office_st-peter-st-paul_staffs_sch_uk/Ep--
J_T2y-xFhbZLKv29_YsB5QfoniSBEbWT1lppHiDs8w?e=tfYhfh'

0x7ff677c70000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

Reputation: low
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Analysis Process: chrome.exe PID: 2908 Parent PID: 4640

General

Start time: 18:44:49

Start date: 03/08/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Registry Activities

Copyright Joe Security LLC 2021

false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1588,429362379618262116,412568
0570342026079,131072 --lang=en-US --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1760 /prefetch:8

0x7ff677c70000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

low

Show Windows behavior

Show Windows behavior
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Disassembly

Copyright Joe Security LLC Joe Sandbox Cloud Basic 33.0.0 White Diamond
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