
ID: 458965
Cookbook: browseurl.jbs
Time: 23:13:16
Date: 03/08/2021
Version: 33.0.0 White Diamond
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Windows Analysis Report https://ess.barracudanetworks.com/log/attachment/1627515221-105232-5320-12529-1-a236c4ba216273b0a47cf360a456634c/Cap FCE Tier 3 5 4 18.pdf_page-11.png…

Overview

General Information

Sample URL: https://ess.barracudanetwo
rks.com/log/attachment/16
27515221-105232-5320-1
25...29-1-a236c4ba216273
b0a47cf360a456634c/Cap 
FCE Tier 3 5 4 18.pdf_pag
e-11.png

Analysis ID: 458965

Infos:

Most interesting Screenshot:

Detection

Score: 2

Range: 0 - 100

Whitelisted: false

Confidence: 80%

Signatures

Found iframes

Found iframes

Found iframes

Found iframes

Found iframes

Found iframes

Found iframesFound iframes

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of HTML body contains low number of ……

Invalid T&C link found

Invalid T&C link found

Invalid T&C link found

Invalid T&C link found

Invalid T&C link found

Invalid T&C link found

Invalid T&C link foundInvalid T&C link found

No HTML title found

No HTML title found

No HTML title found

No HTML title found

No HTML title found

No HTML title found

No HTML title foundNo HTML title found

Classification

Malware Configuration

Yara Overview

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 5128 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automation 'https://ess.barracudanetworks.com/log/attachm

ent/1627515221-105232-5320-12529-1-a236c4ba216273b0a47cf360a456634c/Cap%20FCE%20Tier%203%205%204%2018.pdf_page-11.png' MD5: 
C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 1872 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1576,7814172227102872018,17999697653532561073,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1716 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

cleanup

No configs have been found

No yara matches

Process Tree
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There are no malicious signatures, There are no malicious signatures, click here to show all signaturesclick here to show all signatures ..

Mitre Att&ck Matrix
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Behavior Graph

ID: 458965

URL: https://ess.barracudanetwor...

Startdate: 03/08/2021

Architecture: WINDOWS

Score: 2

www.barracuda.com secure.gravatar.com 11 other IPs or domains

chrome.exe

15 501

        started       

192.168.2.1

unknown

unknown

192.168.2.6, 443, 49678, 49685

unknown

unknown

239.255.255.250

unknown

Reserved

chrome.exe

109

        started       

na173-ia5.ia5.r.force.com

13.110.71.44

SALESFORCEUS

United States

app.livehelpnow.net

184.106.10.77, 443, 49846

RACKSPACEUS

United States

61 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots
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Source Detection Scanner Label Link

https://ess.barracudanetworks.com/log/attachment/1627515221-105232-5320-12529-1-
a236c4ba216273b0a47cf360a456634c/Cap%20FCE%20Tier%203%205%204%2018.pdf_page-11.png

0% Virustotal Browse

https://ess.barracudanetworks.com/log/attachment/1627515221-105232-5320-12529-1-
a236c4ba216273b0a47cf360a456634c/Cap%20FCE%20Tier%203%205%204%2018.pdf_page-11.png

0% Avira URL Cloud safe

No Antivirus matches

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Copyright Joe Security LLC 2021 Page 5 of 49
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No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

https://barracuda.events/secured-21/wp-content/plugins/user-registration-advanced-
fields/assets/js/f

0% Avira URL Cloud safe

https://barracuda.events/secured-21/wp-content/plugins/user-registration-advanced-
fields/assets/js/i

0% Avira URL Cloud safe

https://barracuda.events/secured-21/login/Login 0% Avira URL Cloud safe

https://barracuda.events/secured-21/wp-content/plugins/user-activity-tracking-and-log-
addon/assets/j

0% Avira URL Cloud safe

https://barracuda.events/secured-21/wp-includes/js/mediaelement/mediaelement-and-
player.min.js?ver=4

0% Avira URL Cloud safe

https://barracuda.events/secured-21/wp-content/plugins/user-registration-
extras/assets/js/frontend/u

0% Avira URL Cloud safe

https://barracuda.events/secured-21/wp-content/plugins/user-registration-advanced-
fields/assets/js/j

0% Avira URL Cloud safe

https://services.postcodeanywhere.co.uk/js/platformcaptureplus-2.34.min.js?key=GW62-KN58-
TZ29-XE35&B

0% Avira URL Cloud safe

https://barracuda.events/secured-21/wp-content/plugins/user-registration-advanced-
fields/assets/js/w

0% Avira URL Cloud safe

https://barracuda.events/secured-21/wp-includes/js/dist/hooks.min.js?
ver=50e23bed88bcb9e6e14023e9961

0% Avira URL Cloud safe

https://barracuda.events/secured-21/referral/bcc/BCC 0% Avira URL Cloud safe

https://sdk.noticeable.io/l.js 0% Avira URL Cloud safe

https://barracuda.events/secured-21/wp-includes/js/media-views.min.js?ver=5.7.2 0% Avira URL Cloud safe

https://barracuda.events 0% Avira URL Cloud safe

https://barracuda.events/secured-21/referral/bcc/Barracuda 0% Avira URL Cloud safe

https://barracuda.events/secured-21/wp-content/plugins/user-
registration/assets/js/selectWoo/selectW

0% Avira URL Cloud safe

https://noticeable.io/ 0% Avira URL Cloud safe

https://barracuda.events/secured-21/wp-includes/js/jquery/ui/sortable.min.js?ver=1.12.1 0% Avira URL Cloud safe

https://barracuda.events/secured-21/wp-content/plugins/user-
registration/assets/js/sweetalert2/sweet

0% Avira URL Cloud safe

https://barracuda.events/secured-21/wp-content/themes/barracuda/assets/js/tooltipster.min.js 0% Avira URL Cloud safe

https://barracuda.events/secured-21/wp-includes/js/backbone.min.js?ver=1.4.0 0% Avira URL Cloud safe

https://barracuda.events/JW 0% Avira URL Cloud safe

https://barracuda.events/secured-21/wp-includes/js/shortcode.min.js?ver=5.7.2 0% Avira URL Cloud safe

https://barracuda.events/secured-21/wp-includes/js/media-audiovideo.min.js?ver=5.7.2 0% Avira URL Cloud safe

https://barracuda.events/secured-21/wp-content/plugins/user-activity-tracking-and-
log/assets/js/moov

0% Avira URL Cloud safe

https://barracuda.events/Pi 0% Avira URL Cloud safe

https://barracuda.events/secured-21/wp-content/themes/barracuda/assets/js/index.js?ver=5.7.2 0% Avira URL Cloud safe

https://barracuda.events/S# 0% Avira URL Cloud safe

https://barracuda.events/secured-21/wp-includes/js/plupload/plupload.min.js?ver=2.1.9 0% Avira URL Cloud safe

https://barracuda.events/secured-21/wp-includes/js/plupload/wp-plupload.min.js?ver=5.7.2 0% Avira URL Cloud safe

https://barracuda.events/secured-21/wp-includes/js/jquery/ui/mouse.min.js?ver=1.12.1 0% Avira URL Cloud safe

https://barracuda.events/secured-21/wp-includes/js/media-models.min.js?ver=5.7.2 0% Avira URL Cloud safe

https://barracuda.events/xk% 0% Avira URL Cloud safe

https://barracuda.events/secured-21/wp-content/themes/barracuda/assets/js/main.js 0% Avira URL Cloud safe

https://barracuda.events/secured-21/wp-includes/js/media-editor.min.js?ver=5.7.2 0% Avira URL Cloud safe

https://barracuda.events/secured-21/wp-includes/js/wp-backbone.min.js?ver=5.7.2 0% Avira URL Cloud safe

https://barracuda.events/secured-21/4 0% Avira URL Cloud safe

https://barracuda.events/secured-21/wp-includes/js/underscore.min.js?ver=1.8.3 0% Avira URL Cloud safe

https://barracuda.events/secured-21// 0% Avira URL Cloud safe

https://barracuda.events/secured-21/wp-includes/js/jquery/ui/button.min.js?ver=1.12.1 0% Avira URL Cloud safe

https://barracuda.events/secured-21/Barracuda 0% Avira URL Cloud safe

https://ui.cudasvc.com/v1/hui.core.js 0% Avira URL Cloud safe

https://barracuda.events/secured-21/wp-includes/js/jquery/jquery-migrate.min.js?ver=3.3.2 0% Avira URL Cloud safe

Unpacked PE Files

Domains

URLs
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Name IP Active Malicious Antivirus Detection Reputation

d1z4aums1f366c.cloudfront.net 65.9.71.46 true false high

stats.wp.com 192.0.76.3 true false high

gstaticadssl.l.google.com 172.217.23.99 true false high

polyfill.map.fastly.net 151.101.1.26 true false unknown

secure.gravatar.com 192.0.73.2 true false high

app.livehelpnow.net 184.106.10.77 true false high

cdn-cf.vidyard.com 65.9.71.93 true false high

ess.barracudanetworks.com 52.15.232.185 true false high

emera11121.pcapredict.com 34.117.233.127 true false high

ipapi.co 104.26.9.44 true false high

developer.livehelpnow.net 23.253.188.26 true false high

d3lz6gesenfpcv.cloudfront.net 99.86.4.88 true false high

barracuda.com 104.18.13.146 true false high

cdnjs.cloudflare.com 104.16.18.94 true false high

portal-prod.bcc.aws.cudasvc.com 18.205.112.9 true false unknown

www.google.com 142.250.180.164 true false high

cdn.mxpnl.com 130.211.5.208 true false high

phrases.noticeable.io 151.101.65.195 true false unknown

widgets.noticeable.io 151.101.1.195 true false unknown

www.google.de 142.250.184.99 true false high

d1otsuyu42p7qj.cloudfront.net 99.86.4.6 true false high

services.postcodeanywhere.co.uk 34.117.233.127 true false unknown

accounts.google.com 216.58.205.77 true false high

www-google-analytics.l.google.com 142.250.185.142 true false high

stats.l.doubleclick.net 108.177.126.154 true false high

api-js.mixpanel.com 35.186.241.51 true false high

www-googletagmanager.l.google.com 142.250.184.72 true false high

data.widgets.noticeable.io 151.101.1.195 true false unknown

barracuda.events 35.214.101.20 true false unknown

na173-ia5.ia5.r.force.com 13.110.71.44 true false high

login-prod.bcc.aws.cudasvc.com 3.221.183.37 true false unknown

stack-tracking.corpweb.aws.cudasvc.com 3.12.243.222 true false unknown

pixel.wp.com 192.0.76.3 true false high

clients.l.google.com 142.250.184.238 true false high

newrelic.map.fastly.net 151.101.1.27 true false unknown

sdk.noticeable.io 151.101.1.195 true false unknown

googlehosted.l.googleusercontent.com 216.58.208.129 true false high

s.w.org 192.0.77.48 true false high

cdn.cookielaw.org 104.16.148.64 true false high

geolocation.onetrust.com 104.20.184.68 true false high

ka-f.fontawesome.com unknown unknown false high

www.barracuda.com unknown unknown false high

barracudanetworks.force.com unknown unknown false high

stats.g.doubleclick.net unknown unknown false high

clients2.googleusercontent.com unknown unknown false high

cdn.polyfill.io unknown unknown false high

clients2.google.com unknown unknown false high

cdn.vidyard.com unknown unknown false high

bam-cell.nr-data.net unknown unknown false unknown

use.typekit.net unknown unknown false high

kit.fontawesome.com unknown unknown false high

js-agent.newrelic.com unknown unknown false high

assets.barracuda.com unknown unknown false high

auth.barracudanetworks.com unknown unknown false high

ui.cudasvc.com unknown unknown false unknown

play.vidyard.com unknown unknown false high

login.barracudanetworks.com unknown unknown false high

p.typekit.net unknown unknown false high

a.barracuda.com unknown unknown false high

Domains and IPs

Contacted Domains
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Name Malicious Antivirus Detection Reputation

https://www.barracuda.com/login false high

https://barracuda.events/secured-21/login/ false unknown

https://www.barracuda.com/products/essentials false high

https://barracuda.events/secured-21/ false unknown

https://auth.barracudanetworks.com/login/email false high

https://www.barracuda.com/ false high

https://ess.barracudanetworks.com/user/auth/login?
return_url=https%3A%2F%2Fess.barracudanetworks.com%2Flog%2Fattachment%2F162751
5221-105232-5320-12529-1-
a236c4ba216273b0a47cf360a456634c%2FCap+FCE+Tier+3+5+4+18.pdf_page-11

false high

IP Domain Country Flag ASN ASN Name Malicious

35.186.241.51 api-js.mixpanel.com United States 15169 GOOGLEUS false

65.9.71.46 d1z4aums1f366c.cloudfron
t.net

United States 16509 AMAZON-02US false

23.253.188.26 developer.livehelpnow.net United States 19994 RACKSPACEUS false

104.16.148.64 cdn.cookielaw.org United States 13335 CLOUDFLARENETUS false

104.20.184.68 geolocation.onetrust.com United States 13335 CLOUDFLARENETUS false

216.58.208.129 googlehosted.l.googleuser
content.com

United States 15169 GOOGLEUS false

142.250.185.142 www-google-
analytics.l.google.com

United States 15169 GOOGLEUS false

108.177.126.155 unknown United States 15169 GOOGLEUS false

108.177.126.154 stats.l.doubleclick.net United States 15169 GOOGLEUS false

104.16.18.94 cdnjs.cloudflare.com United States 13335 CLOUDFLARENETUS false

18.205.112.9 portal-
prod.bcc.aws.cudasvc.com

United States 14618 AMAZON-AESUS false

142.250.180.164 www.google.com United States 15169 GOOGLEUS false

35.214.101.20 barracuda.events United States 19527 GOOGLE-2US false

142.250.184.99 www.google.de United States 15169 GOOGLEUS false

216.58.205.77 accounts.google.com United States 15169 GOOGLEUS false

3.221.183.37 login-
prod.bcc.aws.cudasvc.com

United States 14618 AMAZON-AESUS false

99.86.4.88 d3lz6gesenfpcv.cloudfront.
net

United States 16509 AMAZON-02US false

192.0.73.2 secure.gravatar.com United States 2635 AUTOMATTICUS false

239.255.255.250 unknown Reserved unknown unknown false

142.250.184.238 clients.l.google.com United States 15169 GOOGLEUS false

99.86.4.6 d1otsuyu42p7qj.cloudfront.
net

United States 16509 AMAZON-02US false

151.101.1.195 widgets.noticeable.io United States 54113 FASTLYUS false

104.18.13.146 barracuda.com United States 13335 CLOUDFLARENETUS false

130.211.5.208 cdn.mxpnl.com United States 15169 GOOGLEUS false

172.217.23.99 gstaticadssl.l.google.com United States 15169 GOOGLEUS false

184.106.10.77 app.livehelpnow.net United States 19994 RACKSPACEUS false

52.15.232.185 ess.barracudanetworks.co
m

United States 16509 AMAZON-02US false

13.110.71.44 na173-ia5.ia5.r.force.com United States 14340 SALESFORCEUS false

142.250.184.72 www-
googletagmanager.l.google
.com

United States 15169 GOOGLEUS false

192.0.76.3 stats.wp.com United States 2635 AUTOMATTICUS false

151.101.1.27 newrelic.map.fastly.net United States 54113 FASTLYUS false

151.101.1.26 polyfill.map.fastly.net United States 54113 FASTLYUS false

34.117.233.127 emera11121.pcapredict.co
m

United States 139070 GOOGLE-AS-
APGoogleAsiaPacificPteLtd
SG

false

104.26.9.44 ipapi.co United States 13335 CLOUDFLARENETUS false

151.101.65.195 phrases.noticeable.io United States 54113 FASTLYUS false

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public
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General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 458965

Start date: 03.08.2021

Start time: 23:13:16

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 5m 46s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://ess.barracudanetworks.com/log/attachment/1627515221-105232-5320-12529-1-a236c4ba216273b0a47cf360a456634c/Cap 
FCE Tier 3 5 4 18.pdf_page-11.png

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

9

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: EGA enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean2.win@44/396@64/40

Cookbook Comments: Adjust boot time
Enable AMSI
Browse: https://barracuda.events/secured-21/referral/bcc/
Browse: https://barracuda.com/products/essentials
Browse: https://login.barracudanetworks.com/auth/login?service=https%3A%2F%2Fess.barracuda
networks.com%2Flog%2Fattachment%2F1627515221-105232-5320-12529-1-a236c4ba216273b0a47cf360a
456634c%2FCap%20FCE%20Tier%203%205%204%2018.pdf_page-11
Browse: https://barracuda.events/secured-21/login
Browse: https://www.barracuda.com/
Browse: https://www.barracuda.com/login
Browse: https://login.barracudanetworks.com/auth/login/
Browse: https://barracudanetworks.force.com/customers/s

Warnings:

3.12.243.222 stack-
tracking.corpweb.aws.cuda
svc.com

United States 16509 AMAZON-02US false

65.9.71.93 cdn-cf.vidyard.com United States 16509 AMAZON-02US false

IP Domain Country Flag ASN ASN Name Malicious

IP

192.168.2.1

192.168.2.6

127.0.0.1

Time Type Description

23:14:20 API Interceptor 1x Sleep call for process: chrome.exe modified

Private

Show All

Simulations

Behavior and APIs
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No context

No context

No context

No context

No context

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit): 5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBlESBw4p6:NfOCzvRKhGvwJ

MD5: A78AD14E77147E7DE3647E61964C0335

SHA1: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0E893FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDE0DFBB19CB31C506F7DE97AF67C2F244F7E7E8E10648EA83211
01

Malicious: false

Reputation: low

Preview:
BDic.... ....6...."..Z..4g....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF 
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF 
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF 
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF I.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF 
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF 
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\77EC63BDA74BD0D0E0426DC8F8008506

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Microsoft Cabinet archive data, 61020 bytes, 1 file

Category: dropped

Size (bytes): 61020

Entropy (8bit): 7.994886945086499

Encrypted: true

SSDEEP: 1536:IZ/FdeYPeFusuQszEfL0/NfXfdl5lNQbGxO4EBJE:0tdeYPiuWAVtlLBGm

MD5: 2902DE11E30DCC620B184E3BB0F0C1CB

SHA1: 5D11D14A2558801A2688DC2D6DFAD39AC294F222

SHA-256: E6A7F1F8810E46A736E80EE5AC6187690F28F4D5D35D130D410E20084B2C1544

SHA-512: EFD415CDE25B827AC2A7CA4D6486CE3A43CDCC1C31D3A94FD7944681AA3E83A4966625BF2E6770581C4B59D05E35FF9318D9ADADDADE9070F131076892AF2F
A0

Malicious: false

Reputation: low

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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Preview:
MSCF....\.......,...................I........l.........R.q .authroot.stl.N....5..CK..8T....c_.d....A.K....=.D.eWI..r."Y...."i..,.=.l.D.....3...3WW.......y...9..w..D.yM10....`.0.e.._.'..a0xN....)F.C..t
.z.,.O20.1``L.....m?H..C..X>Oc..q.....%.!^v%<...O...-..@/.......H.J.W...... T...Fp..2.|$....._Y..Y`&..s.1........s.{..,.":o}9.......%._.xW*S.K..4"9......q.G:.........a.H.y.. ..r...q./6.p.;.`
=*.Dwj......!......s).B..y.......A.!W.........D!s0..!"X...l.....D0...........Ba...Z.0.o..l.3.v..W1F hSp.S)@.....'Z..QW...G...G.G.y+.x...aa`.3..X&4E..N...._O..<X.......K...xm..+M...O.H...)...
.......*..o..~4.6.......p.`Bt.(..*V.N.!.p.C>..%.ySXY.>.`..f|.*...'^K`\..e......j/..|..)..&i...wEj.w...o..r<.$.....C.....}.x...L..&..).r..\...>....v........7...^..L!.$..'m...*,*.....7F$..~..S.6$S.-y....|.!.....x
...~k...Q/.w.e...h.[...9<x...Q.x.][}*_%Z..K.).3..'....M.6QkJ.N........Y..Q.n.[.(.... ...Bg..33..[...S..[... .Z..<i.-.]...po.k.,...X6......y3^.t[.Dw.]ts. R..L..`..ut_F....

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\77EC63BDA74BD0D0E0426DC8F8008506

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\77EC63BDA74BD0D0E0426DC8F8008506
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 326

Entropy (8bit): 3.1392054451166236

Encrypted: false

SSDEEP: 6:kKkAk8doW+N+SkQlPlEGYRMY9z+4KlDA3RUeIlD1Ut:8Aks5kPlE99SNxAhUe0et

MD5: C23C12EB082069BB45DA804963EBC783

SHA1: 800C20600540D5FF942E40326B598729BC6C9F12

SHA-256: 1CDA1BF00331908BEAD2B5BA767409F0CEAACF52E3F18A1CAD0003DBEE99A44F

SHA-512: 1686FA5B527FCA6C2FE2C33BB10F52E5A2CE38CF3F020C2E90315232CD56E584EFE5C88C653E5B13BF6FABA6A57B3A55CC16EF16C95D0EC98F12365D49956F6
1

Malicious: false

Reputation: low

Preview:
p...... ..........j.....(....................................................... .........T'._......$...........\...h.t.t.p.:././.c.t.l.d.l...w.i.n.d.o.w.s.u.p.d.a.t.e...c.o.m./.m.s.d.o.w.n.l.o.a.d./.u.p.d.a.t.e./.v.3./.s.t.a.t.i.
c./.t.r.u.s.t.e.d.r./.e.n./.a.u.t.h.r.o.o.t.s.t.l...c.a.b...".0.d.6.5.4.2.7.7.5.f.d.7.1.:.0."...

C:\Users\user\AppData\Local\Google\Chrome\User Data\1b009ee9-b085-4510-b731-d680ba07a54c.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 369034

Entropy (8bit): 6.028153671414107

Encrypted: false

SSDEEP: 6144:WxaV+QfT7GSmhjG0OP1eVxR+v+F7EFpfY4XB3iE7ZPXYGzLxinz:Ww/ajGNPUZ+w7wJHyEtAWe

MD5: CDD09F6F3B76F92182AB64455995F286

SHA1: AC25EE2B5966DC93B34C5761B6AC74377367FB1E

SHA-256: 583842F481C340988A1DEBA2C6F3C8D2134D8D54D486FE4EE9F7C28A459308AC

SHA-512: FC6DD77FC5CDA4636454F43369724F243195847FF78FD5814F48E4BE6597203E546A7C43C456347713C78F177F0B79196B8D29E582497A437A8F773B47F2D386

Malicious: false

Reputation: low

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.628057651098439e+12,"network":1.628025253e+12,"ticks":6080042059.0,"uncertainty":4361771.0}},"os_crypt":{"encrypted_key":"R
FBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAACMBYze0bKMTIhZGR/AW4M5AAAAAAIAAAAAABBmAAAAAQAAIAAAACoSPhbyumSaNjLuAHEna2O
UDn+rpXOk+H/ONjHe5ZwbAAAAAA6AAAAAAgAAIAAAADezR1ii2QiPYGPz0Jd0ZQiE5jKOKMttbbwwADHJYDpEMAAAACuIP4EJtfud3aEFZzvijkFSTP1RNwcy8fFg19xXf
iV1Q9wriZb5iS+jYbOXKVX44kAAAAByJv8rXU2wt9ZoSemiGl7Rv1MeHwgrJRvbYcUfMpjLAz2bh77nWHOppVpZzR2K2uw89vs6aWrPXuiWeIEQQvEM"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245952488660444"},"plugins":{"metadata":{"adobe-flash-player":{"dis

C:\Users\user\AppData\Local\Google\Chrome\User Data\206dbd05-7c21-4375-b919-9741b92d499a.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 92724

Entropy (8bit): 3.749623551014411

Encrypted: false

SSDEEP: 384:HrjYgKNvyS9s/Ngr5vcY3zQWPHKfG3ar1Koqxz+GG5r1omh2ZaQMMPOSWsN91w5q:hq1ZCmjr8eHOEekHH+sKicMJf

MD5: 1AE84F8893B144D350774C03AAB3959B

SHA1: 6E0EC0F2C62C90EEAA203779117E76C84F5F4F18

SHA-256: 502DE8CA9E61FB925F9AA08AFF0BE2D0422020B2205E4FABDFAFF4E052E0FEAC

SHA-512: 9497C2AE08853EB7E5D85D10E9BE1BF9544BBE08D3C2E6D259CACA4EF1F3C720C1CE029877ADE5D6E0FB5E8C4122EDEF5B6BD3635324D7E2C76F6F9B074065
79

Malicious: false

Reputation: low
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Preview:
0j..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....A8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

C:\Users\user\AppData\Local\Google\Chrome\User Data\206dbd05-7c21-4375-b919-9741b92d499a.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\2f7abe90-8acd-4352-9496-cd0f78796ad6.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 377501

Entropy (8bit): 6.049291534439773

Encrypted: false

SSDEEP: 6144:XxaV+QfT7GSmhjG0OP1eVxR+v+F7EFpfY4XB3iE7ZPXYGzLxinz:Xw/ajGNPUZ+w7wJHyEtAWe

MD5: F4439DA266B08985B0588E3FFFF80AC3

SHA1: 892B65C19C70055DE5192ED158A2AE694B4379C9

SHA-256: BB55F8CCDF9452152DA687AED215792425EC985A312FAF0C0804DDB622D6695E

SHA-512: A115497980B79532AFC6821B3566A0F2F4E8E6B499225C04BF0E587ADC467630C8EBA9708C83533566A528B9A94F1415BF4CB99B138980BF5222417E843B3DCD

Malicious: false

Reputation: low

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.628057651098439e+12,"network":1.628025253e+12,"ticks":6080042059.0,"uncertainty":4361771.0}},"os_crypt":{"encrypted_key":"R
FBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAACMBYze0bKMTIhZGR/AW4M5AAAAAAIAAAAAABBmAAAAAQAAIAAAACoSPhbyumSaNjLuAHEna2O
UDn+rpXOk+H/ONjHe5ZwbAAAAAA6AAAAAAgAAIAAAADezR1ii2QiPYGPz0Jd0ZQiE5jKOKMttbbwwADHJYDpEMAAAACuIP4EJtfud3aEFZzvijkFSTP1RNwcy8fFg19xXf
iV1Q9wriZb5iS+jYbOXKVX44kAAAAByJv8rXU2wt9ZoSemiGl7Rv1MeHwgrJRvbYcUfMpjLAz2bh77nWHOppVpZzR2K2uw89vs6aWrPXuiWeIEQQvEM"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245952488007586"},"plugins":{"metadata":{"adobe-flash-player":{"dis

C:\Users\user\AppData\Local\Google\Chrome\User Data\42d64861-492a-4219-8f22-ee96f03d7231.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 377501

Entropy (8bit): 6.049292298484049

Encrypted: false

SSDEEP: 6144:7xaV+QfT7GSmhjG0OP1eVxR+v+F7EFpfY4XB3iE7ZPXYGzLxinz:7w/ajGNPUZ+w7wJHyEtAWe

MD5: 212ED3F1C9F35CE6DA76AABD1F6FB000

SHA1: 7E82AC09CA111C17F9BABF5E719391B3087E2272

SHA-256: 6D08763229DD45DDFD62866285E636DF527FF7DF00E432E275EF313D1D963D54

SHA-512: 08F2A900D5D67E563D2DDC8985FF64B8B8F6C4B9ECA06D76F764A937DE274E24AEA12DBB0A066353969A2AF779EFFD29B947197ADD7CE6E0708F4D7D2826217
F

Malicious: false

Reputation: low

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.628057651098439e+12,"network":1.628025253e+12,"ticks":6080042059.0,"uncertainty":4361771.0}},"os_crypt":{"encrypted_key":"R
FBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAACMBYze0bKMTIhZGR/AW4M5AAAAAAIAAAAAABBmAAAAAQAAIAAAACoSPhbyumSaNjLuAHEna2O
UDn+rpXOk+H/ONjHe5ZwbAAAAAA6AAAAAAgAAIAAAADezR1ii2QiPYGPz0Jd0ZQiE5jKOKMttbbwwADHJYDpEMAAAACuIP4EJtfud3aEFZzvijkFSTP1RNwcy8fFg19xXf
iV1Q9wriZb5iS+jYbOXKVX44kAAAAByJv8rXU2wt9ZoSemiGl7Rv1MeHwgrJRvbYcUfMpjLAz2bh77nWHOppVpZzR2K2uw89vs6aWrPXuiWeIEQQvEM"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245952488007586"},"plugins":{"metadata":{"adobe-flash-player":{"dis

C:\Users\user\AppData\Local\Google\Chrome\User Data\58c8fe95-852c-4fff-b5c4-9756a6811728.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 377500

Entropy (8bit): 6.049292068529519

Encrypted: false

SSDEEP: 6144:OxaV+QfT7GSmhjG0OP1eVxR+v+F7EFpfY4XB3iE7ZPXYGzLxinz:Ow/ajGNPUZ+w7wJHyEtAWe

MD5: 3874B5748CBB4037619092E65BAF55EC

SHA1: DB2A8AC492E50890647620D790A541B622E0A84B

SHA-256: B03C34DE10236420D74D155BB9F8C8E281C79EF8FB1830209E24548C7473E9A5

SHA-512: DE0A9A81F9FAAE6681BF5378B9081F8BC813CBC865AA6598B1DBE3DA60E28C7D4F661B3582D519CD6FB1391BD2FBA7F57ECFEEA5A71603DD80159F72410D1D
9D

Malicious: false

Reputation: low
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Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.628057651098439e+12,"network":1.628025253e+12,"ticks":6080042059.0,"uncertainty":4361771.0}},"os_crypt":{"encrypted_key":"R
FBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAACMBYze0bKMTIhZGR/AW4M5AAAAAAIAAAAAABBmAAAAAQAAIAAAACoSPhbyumSaNjLuAHEna2O
UDn+rpXOk+H/ONjHe5ZwbAAAAAA6AAAAAAgAAIAAAADezR1ii2QiPYGPz0Jd0ZQiE5jKOKMttbbwwADHJYDpEMAAAACuIP4EJtfud3aEFZzvijkFSTP1RNwcy8fFg19xXf
iV1Q9wriZb5iS+jYbOXKVX44kAAAAByJv8rXU2wt9ZoSemiGl7Rv1MeHwgrJRvbYcUfMpjLAz2bh77nWHOppVpZzR2K2uw89vs6aWrPXuiWeIEQQvEM"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245952488007586"},"plugins":{"metadata":{"adobe-flash-player":{"dis

C:\Users\user\AppData\Local\Google\Chrome\User Data\58c8fe95-852c-4fff-b5c4-9756a6811728.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\7d84e1c8-3168-4cda-a152-aaffb96d92eb.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 369034

Entropy (8bit): 6.0281535457021285

Encrypted: false

SSDEEP: 6144:gxaV+QfT7GSmhjG0OP1eVxR+v+F7EFpfY4XB3iE7ZPXYGzLxinz:gw/ajGNPUZ+w7wJHyEtAWe

MD5: 0237D519E217B3FF1443A794D5605F47

SHA1: F2B961A52B75D2148B9D90E9D4F94B207922CADC

SHA-256: E2D2FE298E90525BF84524DBA73C4DD9DC93B14BD4F36CC5C43C046EDC1C2EAB

SHA-512: 88252CD44C1761D1A765BBFA4A82615FEA8C6C927FCAD1D45D7101874AE082E2F698867A2B4E6D8E778C7F0FD69584DAF4E5244F69B0B90ACB12CFF7080722C
B

Malicious: false

Reputation: low

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.628057651098439e+12,"network":1.628025253e+12,"ticks":6080042059.0,"uncertainty":4361771.0}},"os_crypt":{"encrypted_key":"R
FBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAACMBYze0bKMTIhZGR/AW4M5AAAAAAIAAAAAABBmAAAAAQAAIAAAACoSPhbyumSaNjLuAHEna2O
UDn+rpXOk+H/ONjHe5ZwbAAAAAA6AAAAAAgAAIAAAADezR1ii2QiPYGPz0Jd0ZQiE5jKOKMttbbwwADHJYDpEMAAAACuIP4EJtfud3aEFZzvijkFSTP1RNwcy8fFg19xXf
iV1Q9wriZb5iS+jYbOXKVX44kAAAAByJv8rXU2wt9ZoSemiGl7Rv1MeHwgrJRvbYcUfMpjLAz2bh77nWHOppVpZzR2K2uw89vs6aWrPXuiWeIEQQvEM"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245952488660444"},"plugins":{"metadata":{"adobe-flash-player":{"dis

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 120

Entropy (8bit): 3.3041625260016576

Encrypted: false

SSDEEP: 3:FkXEwozZHGftEwozZHGftEwozZHn:+EwozZHGVEwozZHGVEwozZHn

MD5: 4829695F153A750ADF50C6E979E8E8F3

SHA1: 2F697EF207460D03671E4B59670BC73328D60D6E

SHA-256: 1AACF1304FD42C84FF41DDD2F2252E5C0EDE7362352661B7957648F2EA4C2683

SHA-512: 6D16A6EF4BB20B25B1B14757C475E9F8C3A40D6181F718D563A628BA41DA9426E1B586C472D4F8729FD65FCA014151B7D46FBFAAE171BFF9A6D937DB7A7A2CC
2

Malicious: false

Reputation: low

Preview:
sdPC.......................y3..M.Y.NbD.sdPC.......................y3..M.Y.NbD.sdPC.......................y3..M.Y.NbD.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\17867e73-21e4-43f8-a6ab-e8d091b23153.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 22595

Entropy (8bit): 5.535506386909056

Encrypted: false

SSDEEP: 384:cfitPLlPwXA1kXqKf/pUZNCgVLH2HfD4rUNHGQnTnUl+JZY4LL:9LliA1kXqKf/pUZNCgVLH2Hf8rUxGQnf

MD5: A9E755315D5E5EBA0C1C92BE6707D7F3

SHA1: 1D5ECB51FD467D8101DCF41B6415CE96206B746D

SHA-256: C2A24CAD9A991667ADDDD8F5BB28009E8FA15FEE235785E51D4C0E1EFF855A08

SHA-512: 84CCCC3DDEBDE7F5F7CCA0A051BE5086F8911ED039BF1595E354958EFB20912C78797DB961AA537DC02176C3E00F2EE39B732DB5F89B6355FCBD10E89E761D8
0

Malicious: false

Reputation: low
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Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13272531247631628","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\17867e73-21e4-43f8-a6ab-e8d091b23153.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\30b7cd11-b0a3-46e7-b9a3-49a17aef6335.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5199

Entropy (8bit): 4.978926211053114

Encrypted: false

SSDEEP: 96:nxXb/Xqm9paAKI7sxk0JCKL8FKk41f8bOTQVuwn:nxXbym9p9q4K9k4BG

MD5: 4250C37CBF27C22B139C50810847CA10

SHA1: 85EDC1866929477D0872074B480959D5C5FE4F8E

SHA-256: FF73105A9369C9F507C4CCDDE07824657C6670A86B853261BAABF5226EE34CF2

SHA-512: B3918760B1AEE0D9DFD648181A82B751AD4EF0047BED7C7B53066DBB9EB0A0751CBDA0A560ED3853CA893F1C387F0982669FB1C948011A6F65E7C4D486ECFE
AD

Malicious: false

Reputation: low

Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13272531248036094","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245952891998324","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245952963463509","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1501624"],"daily_received_length":["0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\3e8874b6-2360-4f61-acc0-b11cb07875cd.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 3383

Entropy (8bit): 5.593913479903771

Encrypted: false

SSDEEP: 96:6UdnUGIeUzieUIUnUUanUsU0sU2cU2UGsPKUAUHuaUgiUpHBiU0aUOUJUuUD:6UdnUGIeUdUIUnUUanUsU0sU2cU2UpPD

MD5: 79DA2A6480D7A98FEBA7EA9FF149A6F7

SHA1: 57AD27B694EA920D7414804C0FFCE815DA2E3359

SHA-256: B3C4B8253EF021B970ACC47F58472DA62BB9269AC97C6BAE620AB36C7426DF91

SHA-512: FEE13A1A33FFCE04350FCEA46B9CDD7BDFB82D1F04E561F86401DDBE638326FFBCB3808C96E45E54F192AD54DB91DB9B59B6BC331CFFA50BC67CB3CD73D7F
C9A

Malicious: false

Reputation: low

Preview:
{"expect_ct":[],"sts":[{"expiry":1643837659.520579,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1628057659.520584},{"expiry":1659593654.550707,"host":"GK2vCiWy0uTjHUVr0A+Bs+hPCNC+kVv42//NXFcVc5w=","mode":"force-https","sts_i
nclude_subdomains":false,"sts_observed":1628057654.550712},{"expiry":1638944055.334415,"host":"LAZkYS46RVRcFiZAzmUJrz6TJHBd4nwE6VxPWfPLYHs="
,"mode":"force-https","sts_include_subdomains":true,"sts_observed":1628057655.33442},{"expiry":1659593699.282928,"host":"M4bfUnCmQAi4PNb3B8aI/2+SVJhHK
sMfMMT7fzi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1628057699.282934},{"expiry":1659593693.810625,"host":"OJAwwDug+gPr
+xWjx2kFIFhHDQULu5ljftVMMZ74I4o=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1628057693.81063},{"expiry":1633015352.675531,"hos
t":"OuKlWsMW1dkkbI1X/oi6o0Y95ZNSWnSoeaIXAEYPlv4=","mode":"force-https","sts_include_subdomains":true,"sts_obse

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\61e51830-3166-41ab-9318-55c807ee6735.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 22596

Entropy (8bit): 5.53570484800378

Encrypted: false

SSDEEP: 384:cfitPLlPwXA1kXqKf/pUZNCgVLH2HfD4rUNHGRnTnUldY4c:9LliA1kXqKf/pUZNCgVLH2Hf8rUxGRn/

MD5: A26CE420E467DDCB5644AD60F65BF27C

SHA1: A10A7F4350E14796FECDCF61765D8F845B335F6C

SHA-256: EFA7E9FD1DF85D74462EA978A644F0F4A0D1680A13B7AEFF1413A401C5E94AF7

SHA-512: BC898D1B78C85786A61B2C1294B4121FAD54F3CF7FD126992B3F102D6D4EAABC4408B918E66EEE13C2592AC3063474C93252A3F376125C10438AC392F2F1D164

Malicious: false

Reputation: low
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Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13272531247631628","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\61e51830-3166-41ab-9318-55c807ee6735.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\669d66ab-3858-414a-9db1-589f0e6617b7.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: modified

Size (bytes): 3885

Entropy (8bit): 5.597399451248631

Encrypted: false

SSDEEP: 96:6UdnUd0eUiTieUI7UwPUUaOUDUR+sUfURqUGsKKU5IEUHFUgaUnZfUwUp33BiU6/:6UdnUeeUUUcU+UUaOUDUUsUfUcUpKKUw

MD5: C38C8E15D27375679CF5F33E8395C175

SHA1: 8186E3868393CDE495FA4A8C2879BBEB6D21FCCA

SHA-256: F0B313F8CD7F55DD3B799BCDCC5B975943A7243F00325BAB70D703EE318AFD64

SHA-512: 86DE0D36BFDC3077B0E5A29457FC397A0A4D5D63675BBA3C94DCAA8C483FB8DE3E0623FEE192EA41689BFFBD222CF81BA761D7B53A1CA50B1A7D32A964B7B
E9E

Malicious: false

Reputation: low

Preview:
{"expect_ct":[],"sts":[{"expiry":1643837659.520579,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1628057659.520584},{"expiry":1659593654.550707,"host":"GK2vCiWy0uTjHUVr0A+Bs+hPCNC+kVv42//NXFcVc5w=","mode":"force-https","sts_i
nclude_subdomains":false,"sts_observed":1628057654.550712},{"expiry":1638944151.261243,"host":"LAZkYS46RVRcFiZAzmUJrz6TJHBd4nwE6VxPWfPLYHs="
,"mode":"force-https","sts_include_subdomains":true,"sts_observed":1628057751.26125},{"expiry":1659593750.734946,"host":"M4bfUnCmQAi4PNb3B8aI/2+SVJhHK
sMfMMT7fzi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1628057750.734955},{"expiry":1659593723.657038,"host":"OJAwwDug+gPr
+xWjx2kFIFhHDQULu5ljftVMMZ74I4o=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1628057723.723634},{"expiry":1633015352.675531,"ho
st":"OuKlWsMW1dkkbI1X/oi6o0Y95ZNSWnSoeaIXAEYPlv4=","mode":"force-https","sts_include_subdomains":true,"sts_obs

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\73486367-6844-4c8e-bc09-f18775d049bf.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2825

Entropy (8bit): 4.86435102445835

Encrypted: false

SSDEEP: 48:YALtdpBeMsNMHK5sJDysACs37sHWsd5/sSYMHCKs/MHCzsSOMHwsSJtFsX3RLs9D:HQxGKWDS1i/5vYGmGqOGKJ03QshS

MD5: 95488A82D5073BDAAFC1480073FF801F

SHA1: E2E979B6D4A3EE16A815115C414D0A98E1DFA93F

SHA-256: C091AE68AFCD5EC632B2C324B983D70F722463CB4D05A3CE8D52E07AA7E5A5D6

SHA-512: D536466352320C5D394130A59B605617580050CDF325C4B3392D87D384C246E9D8C54FC16A247FF4B379F162536304E0D312D7781FFE245C643C5081B8BE08CD

Malicious: false

Reputation: low

Preview:
{"net":{"http_server_properties":{"broken_alternative_services":[{"broken_count":1,"host":"accounts.google.com","isolation":[],"port":443,"protocol_str":"quic"},{"broken_
count":1,"host":"www.google.com","isolation":[],"port":443,"protocol_str":"quic"}],"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"132485449526
75493","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":32613},"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{"adve
rtised_versions":[],"expiration":"13248544952813644","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://ogs.google.com","supports_spdy":true},{"alternati
ve_service":[{"advertised_versions":[],"expiration":"13248544952748754","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://apis.google.com","supports_spd
y":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248544952634896","port":443,"protocol_str":"quic"}],"isolation":[],"server"

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\776e65d0-d6f9-413c-aad9-3251928f6f89.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 24055

Entropy (8bit): 5.533549255212022

Encrypted: false

SSDEEP: 384:cfitPLlPwXA1kXqKf/pUZNCgVLH2HfD4rUGHGNHGfnTnUlrY4x:9LliA1kXqKf/pUZNCgVLH2Hf8rUmGxGY

MD5: 30531980F86D3F6A8D54EE2FABE92301

SHA1: 31EE46CB836676AD41A7D2AC2E987FF42FD6A112

SHA-256: 574877130ACC6387025E8EDB1CFB1136662FB51D1745884E63AC702339C561E8

SHA-512: 22821FEB9D985987F7682C13F6E8A0ED06CEC8F7D121ACD903CCDD8348CADB26DEDBBD3379D35E9588704B3A6AE865A97CDA03471B9E4C313792313059A987B
A

Malicious: false

Reputation: low
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Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13272531247631628","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\776e65d0-d6f9-413c-aad9-3251928f6f89.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8ecb82e8-bbca-4422-affc-06dacfafa11c.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F25
F21

Malicious: false

Reputation: low

Preview:
.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 340

Entropy (8bit): 5.199142010073891

Encrypted: false

SSDEEP: 6:m+rB+q2PN723iKKdK9RXXTZIFUtpDWZmwP8NVkwON723iKKdK9RXX5LJ:h+vVa5Kk7XT2FUtpDW/P8NV5Oa5Kk7XH

MD5: 3AAEAAFB4A370A2CBBC4AC15FE8F762D

SHA1: E16AC0C242ECC882DACB80020BA7CAA7720ADD6D

SHA-256: F2F5F48419833B69C5E3AFD63999792B64ACABDE35E948C00F23367B6009C8ED

SHA-512: C42F9D0BAD9512E60989D93567853E1AE661A8EDB40DB35518B956CD60EE0EE7FAD6AABD52F1EA74EBD3F6F43ACD2941D4F24E9134F0084DF4375B6CEF3F1E
BA

Malicious: false

Reputation: low

Preview:
2021/08/03-23:14:20.327 1bcc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
08/03-23:14:20.551 1bcc Recovering log #3.2021/08/03-23:14:20.579 1bcc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG.old (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 340

Entropy (8bit): 5.199142010073891

Encrypted: false

SSDEEP: 6:m+rB+q2PN723iKKdK9RXXTZIFUtpDWZmwP8NVkwON723iKKdK9RXX5LJ:h+vVa5Kk7XT2FUtpDW/P8NV5Oa5Kk7XH

MD5: 3AAEAAFB4A370A2CBBC4AC15FE8F762D

SHA1: E16AC0C242ECC882DACB80020BA7CAA7720ADD6D

SHA-256: F2F5F48419833B69C5E3AFD63999792B64ACABDE35E948C00F23367B6009C8ED

SHA-512: C42F9D0BAD9512E60989D93567853E1AE661A8EDB40DB35518B956CD60EE0EE7FAD6AABD52F1EA74EBD3F6F43ACD2941D4F24E9134F0084DF4375B6CEF3F1E
BA

Malicious: false

Reputation: low

Preview:
2021/08/03-23:14:20.327 1bcc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
08/03-23:14:20.551 1bcc Recovering log #3.2021/08/03-23:14:20.579 1bcc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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File Type: ASCII text

Category: dropped

Size (bytes): 324

Entropy (8bit): 5.195435610104923

Encrypted: false

SSDEEP: 6:mYk++q2PN723iKKdKyDZIFUtptmbWZmwPwVkwON723iKKdKyJLJ:t+vVa5Kk02FUtp4bW/PwV5Oa5KkWJ

MD5: AD71E44D7F8E74F8504FDE2AD4139E9F

SHA1: 15615669B786D731FD45F6F475C4A78BB320D06C

SHA-256: 767ED04B0B1B3D7B959FC8AE789580C30233C61FF4C44D240FB873D32A7729BE

SHA-512: 090DA996D29CBC8E1AA79633F8CA1DFE0D626A1F30438E6F2BE1BEB131868EA2811E1750790FA85FEE96E8172C9E1D90465E31209BE0DDA17FEA242E1E72C1C
B

Malicious: false

Reputation: low

Preview:
2021/08/03-23:14:19.851 1bcc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/08/03-23
:14:19.853 1bcc Recovering log #3.2021/08/03-23:14:20.258 1bcc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG.old.. (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 324

Entropy (8bit): 5.195435610104923

Encrypted: false

SSDEEP: 6:mYk++q2PN723iKKdKyDZIFUtptmbWZmwPwVkwON723iKKdKyJLJ:t+vVa5Kk02FUtp4bW/PwV5Oa5KkWJ

MD5: AD71E44D7F8E74F8504FDE2AD4139E9F

SHA1: 15615669B786D731FD45F6F475C4A78BB320D06C

SHA-256: 767ED04B0B1B3D7B959FC8AE789580C30233C61FF4C44D240FB873D32A7729BE

SHA-512: 090DA996D29CBC8E1AA79633F8CA1DFE0D626A1F30438E6F2BE1BEB131868EA2811E1750790FA85FEE96E8172C9E1D90465E31209BE0DDA17FEA242E1E72C1C
B

Malicious: false

Reputation: low

Preview:
2021/08/03-23:14:19.851 1bcc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/08/03-23
:14:19.853 1bcc Recovering log #3.2021/08/03-23:14:20.258 1bcc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\04f16163a23b87cc_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 765

Entropy (8bit): 5.57415607277865

Encrypted: false

SSDEEP: 12:lzGM8GVBRFApDC+7zGM8GVBRFApyw77zGM8GVBRFApfYMoT:lzGOVhaC+7zGOVhI77zGOVh4OT

MD5: 63D25B0EF0522BA45F1C60BA63FA8450

SHA1: 8727BBD94DC9E39E16BDC88C63838180461A722D

SHA-256: 66844890F1F2B044CC8DE4B679D96D5207A1BA25D378817B370B52643ABF1585

SHA-512: 83438BFCEDFDD1414B121F724F328486C4CC505DBB14274DD2565F0E13A2D8045D469946ABB2E793ED2729E0FC75A9740FF0C0229AB65F058B41F23FCE03611D

Malicious: false

Reputation: low

Preview:
0\r..m......{....C.b...._keyhttps://barracuda.events/secured-21/wp-content/themes/barracuda/assets/js/index.js?ver=5.7.2 .https://barracuda.events/...K'/....................D..Q.b.
.....`O.w@.=.Q...*Z..|.A..Eo......`.]..........A..Eo..................0\r..m......{....C.b...._keyhttps://barracuda.events/secured-21/wp-content/themes/barracuda/assets/js/index.js?
ver=5.7.2 .https://barracuda.events/....L'/.....................D..Q.b......`O.w@.=.Q...*Z..|.A..Eo......J#...........A..Eo..................0\r..m......{....C.b...._keyhttps://barracuda.ev
ents/secured-21/wp-content/themes/barracuda/assets/js/index.js?ver=5.7.2 .https://barracuda.events/....L'/.....................D..Q.b......`O.w@.=.Q...*Z..|.A..Eo.......}a.........
.A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0cfe4429eb93ecd6_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 242

Entropy (8bit): 5.558450743485309

Encrypted: false

SSDEEP: 6:mCPYeImGdqJfKdTlnI0wYpIWp5JA5LhK6t:LzGMJfITlr1u7

MD5: F315818D8DBB17DB2432F6B86E823D30
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SHA1: A09A95F4D9387103C2FF1D7B67E65A43C30BB757

SHA-256: B2950785A2DFA7378F63894133C896DCDAD35662570C777AA3E1937EE5F50F24

SHA-512: B13D9066E3538863CF6D58715549D68AF9254CB8EEBDA8BBA534C3D1F6E7B193E18F3E9D47A39288DB608F91FB70FB38E6D5655ACE540E3C7FD7ADA0E852B71
1

Malicious: false

Reputation: low

Preview:
0\r..m......n.....[...._keyhttps://barracuda.events/secured-21/wp-includes/js/wp-backbone.min.js?ver=5.7.2 .https://barracuda.events/....L'/...................0.Q.`.9.,..b........V
.e...uu..A..Eo......C............A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0cfe4429eb93ecd6_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0e1a309a2927e123_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1584

Entropy (8bit): 5.523856126836433

Encrypted: false

SSDEEP: 48:sGOVpQr9mCGOVpkX9VCGOVpS9yTCGOVpp90rCGOVpt9lCGOVpwq9N:nLObX/yJK0BSn5G

MD5: 7D1C83A55DD3D726A6A15595531F3322

SHA1: FF78D16633512230A4DA049E742B2EA5A9B852E6

SHA-256: 6750AC128E0675676E65137078CB9878D4606E9FBD2E838FEA9A28703DFF4122

SHA-512: 5022FD2C3A202BB8E514234E65ABFAF72C490DAE08DA6952F790F798212619547A8219F434D0619997421E6F4BE70EB73E3A7B1A1C2225A6CB752BA3FDEF1FBF

Malicious: false

Reputation: low

Preview:
0\r..m..........,......._keyhttps://barracuda.events/secured-21/wp-content/themes/barracuda/assets/js/isotope/isotope.pkgd.min.js .https://barracuda.events/.z..K'/.............8...
.......-J'!..Hh.....jg.H.-..]8Q.....A..Eo......Hj...........A..Eo..................0\r..m..........,......._keyhttps://barracuda.events/secured-21/wp-content/themes/barracuda/assets/js/isoto
pe/isotope.pkgd.min.js .https://barracuda.events/....K'/.............?..........-J'!..Hh.....jg.H.-..]8Q.....A..Eo..................A..Eo..................0\r..m..........,......._keyhttps://barracuda
.events/secured-21/wp-content/themes/barracuda/assets/js/isotope/isotope.pkgd.min.js .https://barracuda.events/.|..L'/.............:..........-J'!..Hh.....jg.H.-..]8Q.....A..Eo....
...............A..Eo..................0\r..m..........,......._keyhttps://barracuda.events/secured-21/wp-content/themes/barracuda/assets/js/isotope/isotope.pkgd.min.js .https://bar
racuda.events/.K..L'/......................-J'!..Hh.....jg.H.-.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0ff43af357b770c8_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 618

Entropy (8bit): 5.491410552705146

Encrypted: false

SSDEEP: 12:8LIvAcYw8Q01PaLIvAcYIsOQ08raLIvAcYZWQ0CzN:8LIOtQQPaLIOIjQxraLIOZWQlN

MD5: C582CF46C28DB3F442051440EB0431E5

SHA1: BA3AF524EE53B5BD083D3C3974DFB07E5F536722

SHA-256: BDDAD848E63ABA20D588512B204AA0C8851AEC836F981D2873BB3C6631381106

SHA-512: ED628E5CAC9BD9A80D5A2F0C5071FD98091A99EA2FE44371EAA7B479BD81F3CD611E7E2661CB646BF0556C66C947C1F64F18D83A3502E2D7A6DDD74E871508D
0

Malicious: false

Reputation: low

Preview:
0\r..m......J...z......._keyhttps://developer.livehelpnow.net/js/socket.js .https://barracuda.com/6..L'/..........................^OZ.:..f{./.<3$l..9....L....A..Eo......|e...........A..Eo.............
.....0\r..m......J...z......._keyhttps://developer.livehelpnow.net/js/socket.js .https://barracuda.com/....L'/.............?...........^OZ.:..f{./.<3$l..9....L....A..Eo......h............A..Eo........
..........0\r..m......J...z......._keyhttps://developer.livehelpnow.net/js/socket.js .https://barracuda.com/....L'/.............T...........^OZ.:..f{./.<3$l..9....L....A..Eo.........Y.........A..Eo...
...............

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\10214664ec92d7d6_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 675

Entropy (8bit): 5.5549897440824685

Encrypted: false

SSDEEP: 12:pB/ZIvAcJ9Ll/iLd8sm3XB/ZIvAcJ9Ll/7U8sm2rXB/ZIvAcJ9Ll/tt8sm0:HZIj9p/4M5ZIj9p/c5ZIj9p/tH

MD5: 42F3247775BAF18314827DC9A5F7BBF8

SHA1: 072A4925CEC1A63046053134D757F094AAD948AE

SHA-256: 597BAB0FF24E399912AB17B3A357AD89B7BF1A64A0D38669D3A41D8EED988579

SHA-512: 6600EA6471C7C336BC356D725BC4615F4E479078AC2A375CB150C046081591771D222767FC09B917F121C99FC9699FC32BDF2259CFF840F0ED64F8BAADA15598

Malicious: false

Reputation: low
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Preview:
0\r..m......]...;y......_keyhttps://developer.livehelpnow.net/js/sdk/lhn-jssdk-current.min.js .https://barracuda.com/..|.L'/...................7Rs..s..5..E...$j.....!.7..X\N..A..Eo..........
.........A..Eo..................0\r..m......]...;y......_keyhttps://developer.livehelpnow.net/js/sdk/lhn-jssdk-current.min.js .https://barracuda.com/....L'/..............:......7Rs..s..5..E...$j.....!
.7..X\N..A..Eo......-..m.........A..Eo..................0\r..m......]...;y......_keyhttps://developer.livehelpnow.net/js/sdk/lhn-jssdk-current.min.js .https://barracuda.com/K...L'/..........
...:O......7Rs..s..5..E...$j.....!.7..X\N..A..Eo.........W.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\10214664ec92d7d6_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1191095f37536108_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 9351

Entropy (8bit): 5.461099141548861

Encrypted: false

SSDEEP: 192:aHuMsa/HOxpb10+3PMg6ARLDI0zyQCfwBMs320:aNskURjt/Iu3yzs320

MD5: 767D26D34F8289B87C4F02DF7159174B

SHA1: C74D1CCB628F779071D2741B7C08196EDC96428A

SHA-256: ED0EE03062DE4FC1BB840A89D98895EF66BC12433D96B6D5DA84F8A609CF7A75

SHA-512: DBBFCE248A1099FD935F66AA8428F3EE38C7AE5A0FD6C42AF35274D97CB984E0CDA970AA69235B38E9E519BEE3C73DC335E3B700F6ECB11ABE7881515B7175
2E

Malicious: false

Reputation: low

Preview:
0\r..m......?...X......._keyhttps://stats.wp.com/e-202131.js .https://barracuda.events/....L'/...................$.A..v...S^....Z......yX. ....A..Eo......z............A..Eo................................'..#..
..O.... #..........................x................(S.|..`..... L`......L`.....(S.....IaH...j.....Qc...h....st_go...E.@.-....,P...... ...https://stats.wp.com/e-202131.jsa........D`....D`\...D`.........`>...&..
.&..q.&.(S...Ia..........Qeb..e....linktracker_initE....d....................&.(S....`......L`@.....Rc@.................Qe"^b7...._clickTracker.....Qd~2......_getIEVer.....Qd..m....._serialize....Qc..
......_loadGif. Qf.si....._computePerformance...Qb........STQ...Qdr(......initQueue.....Qd.x......newAnonId.....Qdr..B...._initTracks...QbV.......API..(Qh.tT.....onDocumentVisibili
tyChange...$Qg.......getFirstContentfulPaint.k................................................I`....Da.....F...(S...`.....0L`......Qc..$.....window....Qd........performance...QeVa.4....getEntri

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1239b5d3df34049a_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 267

Entropy (8bit): 5.702701898947714

Encrypted: false

SSDEEP: 6:m3tXYeImGdqJfO8YTbvLMEQv1Ih6NYVlVIiEsVErK6t:MrGMJfBYTTLMEQval8sQ

MD5: E1AB58E96B68CB0C7FB93F9E47A474C8

SHA1: 076282FF4AFCE44FD8E6A0C513AA09B977D67642

SHA-256: AC95151814297F0628B499A9EF360CA9D276AADE0B1B93E633411CEF1EF37C13

SHA-512: 7A1C3ECA97407938113C08DB75B65A8F0E02CBAF799B0DE975FFD2162160C277672D07907ACCBE91CE8B0C3860A8AB1293DC2F39BBC06E85E3C58BEFD1C4D0
99

Malicious: false

Reputation: low

Preview:
0\r..m..........!.k....._keyhttps://barracuda.events/secured-21/wp-includes/js/dist/a11y.min.js?ver=5e00de7a43b31bbb9eaf685f089a3903 .https://barracuda.events/C_..L'/....
.........m.......tD.....+...3.Y.w.F.:E..[..=..=O.A..Eo.......G.&.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\173dcc7feb8ae8ae_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 292

Entropy (8bit): 5.6062071959048945

Encrypted: false

SSDEEP: 6:m8yYeImGdqRlAscN4IQHwyZvZHadTlnIgNYnkLErW5tbK6t:uGM8n4nvGTlD4Cp

MD5: 272FE77EA8F6850F1B6288459EEE9ADA

SHA1: 18D5CBBB692F3185E350F26A21F8BB1C2736B970

SHA-256: 07919312C3A16DB495F362D478CEE00CC618EF6B55949DFFE2C16A24640F353E

SHA-512: BF17E72E74EE03DC164DE9B120C660020A7C5A9BDA38EF0AE9DD46D02AECE526D6302B2A65E48E98E53CD739FE4364953269241677B24810F402602203986AF4

Malicious: false

Reputation: low

Preview:
0\r..m............8....._keyhttps://barracuda.events/secured-21/wp-content/plugins/user-registration-file-upload/assets/js/dropzone/dropzone.min.js?ver=5.7.2 .https://bar
racuda.events/....L'/...................x..K:...S!.9....5..>@9fC.O...v).A..Eo...................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\196485b7059295a2_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped
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Size (bytes): 243

Entropy (8bit): 5.549916743642073

Encrypted: false

SSDEEP: 6:m2C9YeImGdqJfUhrMFVTlnIMgzYshb5HDgkYmJ/bK6t:aFGMJfK4VTl9gThmAJ1

MD5: EDC29EDC75F69C70F7EB187F32883D82

SHA1: FCE4E2AA32622919A51B714F6305E9E969A8753C

SHA-256: A0C11872A9F67992C25837930585A337EB7A5FA11B85207102257A678A49B0A6

SHA-512: 42B4858A3B82C210F1BD9658FE1A2341437BDC80DC959AF3BB2EB3916C63340CAB52E15A242AFDF4E04BF0EAF9CA25DE47F67B94D4BBDA3B4848F50A36FCAF
A7

Malicious: false

Reputation: low

Preview:
0\r..m......o....!.4...._keyhttps://barracuda.events/secured-21/wp-includes/js/media-editor.min.js?ver=5.7.2 .https://barracuda.events/....L'/......................3..#.|.E.....G.X...b.p....
E.A..Eo......d.?..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\196485b7059295a2_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1bd42d713e0a19e7_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 729

Entropy (8bit): 5.468368413049539

Encrypted: false

SSDEEP: 12:77GM8GVBRyLU5laSvh7GM8GVBRd5la7h7GM8GVBRSK5laS:77GOVW0laGh7GOVbla7h7GOVllaS

MD5: CD202B08DC1541E5352E86A834849DCD

SHA1: C5FE0447BB8AAB7CE3D2C8498DB139F1FE930D03

SHA-256: 92AA5650F4D275394D286CF4B905FC2B7377FA8C5BA329691B60F5134B87D05B

SHA-512: 1CBA319E1AC3DCC87FCEF32B249A081417D6C3729A06A199A5D40C9913FA7CBD262FF87B050F56C4FB40B6A77CDC4332D46BAE0E6FEEE543AA0884008130413
F

Malicious: false

Reputation: low

Preview:
0\r..m......o......Y...._keyhttps://barracuda.events/secured-21/wp-content/themes/barracuda/assets/js/wow.js .https://barracuda.events/....K'/.............A.........YCO.........).i
r.~...i..!.r..A..Eo.......o...........A..Eo..................0\r..m......o......Y...._keyhttps://barracuda.events/secured-21/wp-content/themes/barracuda/assets/js/wow.js .https://b
arracuda.events/....L'/.....................YCO.........).ir.~...i..!.r..A..Eo.........I.........A..Eo..................0\r..m......o......Y...._keyhttps://barracuda.events/secured-21/wp-content/theme
s/barracuda/assets/js/wow.js .https://barracuda.events/C...L'/.............*.........YCO.........).ir.~...i..!.r..A..Eo......n............A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1d20ad0b84e9e8c3_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 211

Entropy (8bit): 5.62257627631392

Encrypted: false

SSDEEP: 6:mp7YGLSmXZCXNddIY6eyOJ+aArMBkkdehnIK6t:6LAvBkNq

MD5: CA3BD21E4F3406140AA25DF0F9F42150

SHA1: 1759D7BB5E650A9674794231A5E04B1934C6BAE8

SHA-256: 9681719E0B171AAF73195EAA45ACC2E79F8550369503BAF6DBBDA79DFBD55719

SHA-512: 1AA77ED2DF8846BEDC61D7898B9083E1B30439109AC620215A19FDD6E77A9C7E07832135C916EF44FBF171F1B7279D51EE1873A40AF0646E6D648C1BCFAA7768

Malicious: false

Reputation: low

Preview:
0\r..m......O...qD......_keyhttps://www.googletagmanager.com/gtag/js?id=UA-377962-5 .https://force.com/J4n.L'/.............r......^.<.."...u.8........7.....h..A..Eo......fu.,.........A..Eo..
................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1ff71e3addf37081_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 314

Entropy (8bit): 5.490873553140095

Encrypted: false

SSDEEP: 6:mWPYeImGdqRlAscN4IPIEmWysQF916O+M/VTvXIpJYC4jq3yU5kWhPK6t:XGM8n4T5IQ0PQVTvmR/3aK

MD5: CF5BD9FB41568D0CC2451B9235B0D285

SHA1: A321744B3CE2B0DD9A5775CF25B26B14528F18A8

SHA-256: 09E1D78D6E29B4C8A3DF80B6B1C37B9CA97141A5893797D5A308249422A3201E

SHA-512: E01957DCEE00C4E805F3272036631179152CAAE80C1037A9AEB709F4B660AA4969AED00FCE62F1786D2FB83F5C511D87ED4EF7A9C62CBDC1F9C0A773B3F7C5F
B
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Malicious: false

Reputation: low

Preview:
0\r..m...........+...._keyhttps://barracuda.events/secured-21/wp-content/plugins/user-registration-advanced-fields/assets/js/jquery-timepicker/jquery.timepicker.min.js?ve
r=1.4.3 .https://barracuda.events/.e..L'/......................nf....T.4I....3..d.k...,.aS...A..Eo......{..I.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1ff71e3addf37081_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\23a3bd96462c9ce9_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 360

Entropy (8bit): 5.910450540794079

Encrypted: false

SSDEEP: 6:mGwYET08NWQAgxAhIblK/S0l0Y+e1ivhrsthK6t24uRUUf4JNcG1XZ2CR+e1ivhr:D4g8NWQD1lK/dl0NZpgt7xuJ8Nn1X4Zp

MD5: C1416C2D3F11601581F365E58509A3C5

SHA1: D24A030DAC2A1B6CF990969C3A1B05B730FCF748

SHA-256: 6BD1D94FD48FE29214D8B986C5B085B92AE8F4BA0CFCA4503F6BD9C7B79E8BA7

SHA-512: 3E5F1CD27D83CCC7B6F52558310EDBDC7A3A907544193CFE35A0169164DB163CF083366B11562A4FC3F0FC270D3BDA4958E2523EFDA4E4463DEFCB915BE873A
D

Malicious: false

Reputation: low

Preview:
0\r..m......`..........._keyhttps://cdnjs.cloudflare.com/ajax/libs/jquery/2.1.3/jquery.min.js .https://barracuda.events/.r..K'/.............5......... ..?q.S...<7.D.'o9..t.Gn..B...A..Eo.....
."............A..Eo...................r..K'/.x...C8D9FAFB4B326842736FF67B8612EE0A5E1FC385CE0DA760FDEB310360DE357B.. ..?q.S...<7.D.'o9..t.Gn..B...A..Eo......:L..L.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\24acd611a16834fb_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 228

Entropy (8bit): 5.629782212598676

Encrypted: false

SSDEEP: 6:m3T9YGLkHI1dkssVIxrvYtHrQwXKnK6t:0Ty/ss0r1yC

MD5: 420952FDEA1AB7D9BDE9D7B2F8B0BD14

SHA1: 0D6C135132C192DA1062FFF497ABE0DD01E65DE0

SHA-256: 387C5D07DFF0397225C675EF3D6A145E398726A0FE62453602CB2066D55CE3F4

SHA-512: 870ADAF0D8BB70B80F4479324DABECCCB6EE6B2720FAAB203077F7BCDCA46D80F7899A2E7D07A5C06A03A035C09DACF8F25470863C0389108B12B59D369A5E
E0

Malicious: false

Reputation: low

Preview:
0\r..m......`...q..$...._keyhttps://www.barracuda.com/js/cuda/cuda.sticky_nav_v2.js?v=1628023073 .https://barracuda.com/..f.L'/.............+........q 4......K.....A....R.G....DH..
.A..Eo.........$.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\25644c8a4c8dc054_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 608

Entropy (8bit): 5.603738956589567

Encrypted: false

SSDEEP: 12:nmGM8n4KETQN0T8TCNUTlmGM8n4KETQN0Tg0Nh:mGP5kuCNUT8GP5kg0Nh

MD5: 82344AEDFED36C2D9A08F1C85B3BB741

SHA1: 725DA925D89A00A350BEA26D853282160E49ED18

SHA-256: 1972753489C2F08F4D69904ED5B59F8BE3A824EE2333274B28CB4740DAFE49DA

SHA-512: 41FAFEB1F76E71D8ABD5B7774A84A9B240C69116FB62968ED87B6C691C849EA824605C084838E150D8A93414DC76AF2E0E74E881BF075E417FF19AF4E6044818

Malicious: false

Reputation: low

Preview:
0\r..m..........{.0....._keyhttps://barracuda.events/secured-21/wp-content/plugins/user-registration/assets/js/inputmask/jquery.inputmask.bundle.min.js?ver=4.0.0-beta.58 
.https://barracuda.events/YW..L'/.......................D..P@..-;...Ra..Cy.,`.tH|."...A..Eo........]..........A..Eo..................0\r..m..........{.0....._keyhttps://barracuda.events/secured-
21/wp-content/plugins/user-registration/assets/js/inputmask/jquery.inputmask.bundle.min.js?ver=4.0.0-beta.58 .https://barracuda.events/\...L'/......................D..P@..-;...
Ra..Cy.,`.tH|."...A..Eo.......}`..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\291edc31db442c06_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Copyright Joe Security LLC 2021 Page 21 of 49



Size (bytes): 118560

Entropy (8bit): 5.900931792697861

Encrypted: false

SSDEEP: 1536:ZLjumUFMXbN37jtP5sJRe4bFamC6oFfDVtfLjYdrwr6nZobGLyn:ZPf1rhmJBwmDkDzfLsYn

MD5: 0AC6D2F8490FD63C3B756EA5236B10BA

SHA1: 378F158DB1F7B77DFF5D50E89B3B853AF602EC0A

SHA-256: 11AAF8D2CA41C25F0BC495CBC3888C8D79ED1A88E2B6F49FE812DC2FFB88CD65

SHA-512: 1006BD94314C18E30F708DEA6CC07D68092E2271B7C2BEF3D1390199ECAD1F299A550D93200CA3ACF4492ABFCC35E6714D6FE2D12DFD831CAA880FD90B586C8
7

Malicious: false

Reputation: low

Preview:
0\r..m......@...........C8D9FAFB4B326842736FF67B8612EE0A5E1FC385CE0DA760FDEB310360DE357B..............'..I....O'.......`9...................!......................`................
............................................................................................................(S.H..`L.....L`.....(S.p.`......L`.....0Rc...................O.`....I`....Da....L.....Q.@fn......module....Q.@..N.....expo
rts...Qc..<.....document.(S........5.a...............a..............a...............a............a...........Pc.........exportsa.... ...I.....@.-....PP.1.....A...https://cdnjs.cloudflare.com/ajax/libs/jquery/2.
1.3/jquery.min.js...a........D`....D`....D`..........``...&...&..!.&....&.(S....!..`.B.....E.L`.....q.Rc4..................M...Qbn.-.....d.....QbvJ......e.....QbB..=....f..........QbB.......h......S.....Qb&d...
...j.....Qb.......k.....Qb.W......l.....Qb......n.....Qb.V......o.....QbF#u`....p.....Qbz.......q.....Qbn?......r.....Qb.B.....s.....R....QbRK......v.....Qb.!._....w

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\291edc31db442c06_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2cab3f0624d7f641_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 732

Entropy (8bit): 5.624193404319195

Encrypted: false

SSDEEP: 12:zErGMJfIQKDTBq4q4cNxErGMJfIQKDTrX4q47O7xErGMJfIQKDTaLN4q4V:4rG6APBq3/GrG6APj3p7GrG6APa53O

MD5: 85DC2217E9F82C974732EC4579D7A061

SHA1: 18BC5DEB42FAF6C8C330A6A0F9FEBE244AFBF7F5

SHA-256: 7E289BD12FE03F835B91A098F428FB771513C3236B5ECCC6B6E8EBFF3EA85781

SHA-512: ADBD5C864A3DA86BDE11F3C19A3FE8BA4C5FD40E5A3C46CE098472DE39118BF27BA67C2983F93AE3E296CD279BB0B55D84F0CA0DCEE6683E0FB0D8C7FA9D
F67D

Malicious: false

Reputation: low

Preview:
0\r..m......p...3!.i...._keyhttps://barracuda.events/secured-21/wp-includes/js/jquery/jquery.min.js?ver=3.5.1 .https://barracuda.events/5...K'/......................W...g.fc.kw.?^.
N;...V&9...j.6.A..Eo......k.=.........A..Eo..................0\r..m......p...3!.i...._keyhttps://barracuda.events/secured-21/wp-includes/js/jquery/jquery.min.js?ver=3.5.1 .https://
barracuda.events/N...L'/....................W...g.fc.kw.?^.N;...V&9...j.6.A..Eo.......W...........A..Eo..................0\r..m......p...3!.i...._keyhttps://barracuda.events/secured-21/wp-in
cludes/js/jquery/jquery.min.js?ver=3.5.1 .https://barracuda.events/....L'/......................W...g.fc.kw.?^.N;...V&9...j.6.A..Eo....... ...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2e5e058e02564304_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 205

Entropy (8bit): 5.417820156789996

Encrypted: false

SSDEEP: 3:m+l05ltlA8RzYpHKYKN1dQwxvQSK3Mur9tlHChl2MBJxeTNnxxmDj/XpK5kt:mzpYn4Q2ISKD9SKMzMN+DlK6t

MD5: D1C37F8542BF6C22A917F2E29E006592

SHA1: 3B9C0F46B81E2D0D36AA53F2762D5AA7F3C2E50E

SHA-256: 4C4ECB1B44A8EEA822165FC72988731C4360228831F23631F3E6A650E630BD31

SHA-512: 631F049FF9AE335ED25621DEE9AADE9132A2641525011BE825CFEED04CFDF86997C74B1F7B623E68A6748446B7254FF30F99D612152B18C7FDC13FC67E333CF4

Malicious: false

Reputation: low

Preview:
0\r..m......I..........._keyhttps://ui.cudasvc.com/v1/hui.core.js .https://barracudanetworks.com/^...K'/.............j..........]#...Wn..TjC.6...X..o.m+...A..Eo...................A..Eo................
..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\30237938c034e6a8_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 212

Entropy (8bit): 5.518631095082695

Encrypted: false

SSDEEP: 6:mrXYFEDL5VThIa2ISKQv/Sn/4dGDnVSK4rMnK6t:mflQHCDnUAp

MD5: A1938D84C9EA0812A18EDCC134FC523B

SHA1: 7A5C0B30E1B50AFB9876A875C7B13FD695594D32

SHA-256: D506151F8CDE6D8F25A275AA8482B0DA34841A306820C1045F1E42A5FA3AF21A
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SHA-512: AF1D4EE201FC51365016F9D38D805E1F20450FD659AA2CEEB477D73E6C12EA57BF1870424699941F17B4B44EED58E16D63D8CB9AC58D11DCF7AC2575817BC05
8

Malicious: false

Reputation: low

Preview:
0\r..m......P...WCA....._keyhttps://js-agent.newrelic.com/nr-1210.min.js .https://barracudanetworks.com/.a..K'/..............q........6......&(Pn..;..:.V..>^_.O-.|.A..Eo........9..........A.
.Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\30237938c034e6a8_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\30c81d5a9a66562c_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 28526

Entropy (8bit): 6.137958197850165

Encrypted: false

SSDEEP: 768:M2azyUfgNA8WtjII18jCAVha0HaH/wM+RDhoTtL8SKlk:M2rrNuECYhfHaHSSKk

MD5: 2A947D6714692F17B180E49B4389E07B

SHA1: 5B8C94964BD7A465F9DF66F94A39645E4B403BEF

SHA-256: 1CBE767785F7E5409A39A5953F6CFB65076B7F341AFCA6F563A6DB4129842645

SHA-512: 031BA900C82F7EBA312BFF883CF01FD8A9C335B931D8FD30C994501D4E26F654A7A450BD620AD7D5E06F01E7EE88B78DD42AD9222A18C30F4C6729227671D429

Malicious: false

Reputation: low

Preview:
0\r..m......V....b......_keyhttps://www.barracuda.com/js/cuda/main.min.js?v=1628023073 .https://barracuda.com/-.f.L'/.............(.........M....fX.o..;..'.+...".Q*.ny....A..Eo......(./.....
.....A..Eo................................'.......O.....m..p..$.............................................................(S.....`......L`B....,L`.....(S.....Ia..........Qd.h......sl_translateE.@.-....HP.......:...http
s://www.barracuda.com/js/cuda/main.min.js?v=1628023073..a........D`....D`....D`..........`d...&...&....&.(S.t.`.....HL` ....4..a..........Qc..Uv....classes....a..........Qe.......rippleConta
iner.. Qf........md-ripple-wrapper.....Qc.X.b....ripple....QeJ......ripple-effect.....Qd.I.;....transition...$.a..........Qc..M.....easing....QdF.......easeOutExpo...Qc...#....delay...`.....
.Qc........duration`......Qc*.xy....opacity...Xa.......?...R...Xa.......?..Qc........center..H..Qe.\.C....options_default...Qc..._....options...Qb^.......data.(S..`p....HL` ....<Rc...................S
...Qb.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3707044904fb2209_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 416

Entropy (8bit): 5.521736608026118

Encrypted: false

SSDEEP: 6:mRYGL+MIwJJUIXYX/O8aaSH4BRK6tWRYGL+MIwJJUIgyBR8aaSH45DK6t:gIwv0aHiriIwvWSrHo1

MD5: 10B0DFEAF72C72FD127EFFC3B81BC3B0

SHA1: 4BDEBE9D57AF7838FA8881AC1823A296277589C2

SHA-256: 9F1FF4FAC4BBDD54A79D25BE7DB8C327D3A97DBA0C928801AE7573F62CF3EC97

SHA-512: 3379517013396D11CCB698DF45A147B359D9111AA4CCE94AB8B4C9EF61D797E8BEB0521ED3557680760FBABD26DF6C087414B61E53588070AB4F58C5354C854E

Malicious: false

Reputation: low

Preview:
0\r..m......L.....z....._keyhttps://www.google-analytics.com/analytics.js .https://barracuda.events/v...L'/......................Z{.i.N.i..%K..V.F.?.f.tI~.F...A..Eo...................A..Eo............
......0\r..m......L.....z....._keyhttps://www.google-analytics.com/analytics.js .https://barracuda.events/.w..L'/......................Z{.i.N.i..%K..V.F.?.f.tI~.F...A..Eo......E............A
..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\37fee91288d80091_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 756

Entropy (8bit): 5.63745250016973

Encrypted: false

SSDEEP: 12:FGMJfIQKDTScyChgzGMJfIQKDTEC0zGMJfIQKDTmyX7kl7:FG6APV7izG6APUzG6APmdl7

MD5: 4466068E69DE13D39A9265EA62FF0245

SHA1: 04CA25BED72E37B8933FCA186047A4576780D50F

SHA-256: 6564856C98E5F3941CC19F6AA3A8E4DB5E490E91622498BBB2BABC27F2CD76FF

SHA-512: 488711FBBE67AC16BCE6D1C51C877C606EB5D334CD053FFEB0650A44F405254427DEB4642015F3D8C5C9D8E3D4BE04904B529DC68094EA972D901F6F4E232389

Malicious: false

Reputation: low

Preview:
0\r..m......x.....W...._keyhttps://barracuda.events/secured-21/wp-includes/js/jquery/jquery-migrate.min.js?ver=3.3.2 .https://barracuda.events/....K'/.............$........6../..N5
.H..L...-.....N:..&..5T.A..Eo......h..2.........A..Eo..................0\r..m......x.....W...._keyhttps://barracuda.events/secured-21/wp-includes/js/jquery/jquery-migrate.min.js?ver=3.3.2 
.https://barracuda.events/.(..L'/.....................6../..N5.H..L...-.....N:..&..5T.A..Eo...................A..Eo..................0\r..m......x.....W...._keyhttps://barracuda.events/secured-21/wp-
includes/js/jquery/jquery-migrate.min.js?ver=3.3.2 .https://barracuda.events/U...L'/......................6../..N5.H..L...-.....N:..&..5T.A..Eo.......;.;.........A..Eo..................

Copyright Joe Security LLC 2021 Page 23 of 49



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3993f414bb111cff_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 304

Entropy (8bit): 5.60089528901592

Encrypted: false

SSDEEP: 6:m6Hl/lXYeImGdqRlAscN4IPIEmWysQNlU9EGmTvXIWkJY5rRNLK4oK6t:plFGM8n4T5IQ3EmTvXk4RNLW

MD5: 6628518B165DB1E4664FF4B654C39BC4

SHA1: 15BC8FF27B747DEACEAE2A1AA4BF6C075F3448FE

SHA-256: D6F95522E4E35EC96B806F0B5C29D1AF7C57A803E12B65C8BEB975C1E977CEEA

SHA-512: 449415FB6EA5E9B8E5113A2794256024AB768FBB894DB296114CE6D0F4C16390EBEA3F0CCC8602F569EA00F3939E7097AA780C563B70B8AE7FD92D192F4433B1

Malicious: false

Reputation: low

Preview:
0\r..m............Q...._keyhttps://barracuda.events/secured-21/wp-content/plugins/user-registration-advanced-fields/assets/js/jquery-Jcrop/jquery.Jcrop.min.js?ver=1.4.3 .
https://barracuda.events/.k..L'/......................`...a.f#.dO....>.....Z...Mf..A..Eo......G=..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3c94eeb23c38eb32_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 268

Entropy (8bit): 5.673714892539981

Encrypted: false

SSDEEP: 6:mnnYeImGdqJf0dTTmJtYTixIn9YIXNX2GortBPKx+4kK6t:AGMJfCTSJCTZ1dmGkH9

MD5: 053BED60E18DFF93C77EEB7CC1858FC4

SHA1: 343C907169ECE2241609C2090CEE2FE0E47414DE

SHA-256: 438730BABCA377F1C587C47F7B7ECF7201E0D57F9095499C30FCF688D5E9BCCE

SHA-512: 350AE62CD10A40EFDEDC76226E3D2CC3E7DD15F3C973A0E788F7DDC38CDE33256771642468986BC7BCEC4B0DF5670C5F789DDBC4C8DD42E89D6AD50837E526
07

Malicious: false

Reputation: low

Preview:
0\r..m.................._keyhttps://barracuda.events/secured-21/wp-includes/js/dist/hooks.min.js?ver=50e23bed88bcb9e6e14023e9961698c1 .https://barracuda.events/.T..L'/...
..........`.........Y|...S#.l.04.@..U./f..L~e...m.A..Eo.......U.;.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3dc7b1bd3249fe7b_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 303

Entropy (8bit): 5.469314537164595

Encrypted: false

SSDEEP: 6:mC9YeImGdqRlAscN4IJQEwyoUPTlnINGvYbdpVuk4r7K6t:fGM8n44PTlX0Vf4J

MD5: F486BE9D1377B40839A8BA49DAFEE721

SHA1: D106BF2209FB393821A2971C0FC72A6FC9FCDD35

SHA-256: 7650DE219EB42407074ED252C9484A13CD5FE09F27B85D525BB30730EBD916F7

SHA-512: 82829A1481B45A471CC69DECC3412B7534D509E0517755986F317939559E1371299198D21BCB3609EDFE7C0536236F24BF537904D5D88E1D61E54DE1189286DD

Malicious: false

Reputation: low

Preview:
0\r..m..........."R....._keyhttps://barracuda.events/secured-21/wp-content/plugins/user-registration-conditional-logic/assets/js/frontend/urcl-frontend.min.js?ver=5.7.2 .
https://barracuda.events/.p..L'/.............p.......i.|T...R.A...A!3..J*.|d...1..L.A..Eo......X5...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3e0a743042530448_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 732

Entropy (8bit): 5.4401683387748925

Encrypted: false

SSDEEP: 12:vWGM8GVBRZJH+qVMac5YJWGM8GVBR8jqVMac5bJWGM8GVBRNsmqVMac53T:vWGOV9JH+qVM0JWGOVojqVMHJWGOV5su

MD5: 197203A839F69B7270C0F30A9DB5CBBD

SHA1: 175DEADA537F27092ECC23523586EDB23D4F10A4

SHA-256: 6B3E4BBDEDA7E3C09255D5AB8ED4BA57EBC0BDAF118FAC4DA0423B6F7F1F063C

SHA-512: 659DB60B0AD60BCFDB6586A3B4DCCFF2BAE8EDEB347C4EA48F28AE43742D8CD1886833ACC6A730DB7AF44C622297361AFF0B9F7135C8F9D8AB569C8DE8C13
584
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Malicious: false

Reputation: low

Preview:
0\r..m......p.....o...._keyhttps://barracuda.events/secured-21/wp-content/themes/barracuda/assets/js/main.js .https://barracuda.events/w...K'/.............C..........p).-.i+=.A?.&#
...m<J.....m.A..Eo......-............A..Eo..................0\r..m......p.....o...._keyhttps://barracuda.events/secured-21/wp-content/themes/barracuda/assets/js/main.js .https://ba
rracuda.events/D...L'/......................p).-.i+=.A?.&#...m<J.....m.A..Eo...................A..Eo..................0\r..m......p.....o...._keyhttps://barracuda.events/secured-21/wp-conten
t/themes/barracuda/assets/js/main.js .https://barracuda.events/....L'/.............+..........p).-.i+=.A?.&#...m<J.....m.A..Eo.........m.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3e0a743042530448_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\41bfff7bb46845f9_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1334

Entropy (8bit): 5.828973522677598

Encrypted: false

SSDEEP: 24:416EGmDvNrI94xWJdwNzb/6RG7wz+P2IRG6229384Beap1AA:44EpNr5zb/6Rfz8Tdoa1AA

MD5: 221BCD80AE52C666FB3A7C3B48BA9387

SHA1: 587A8E67DD97CC5D8832FFEFB76864A8F0EA75B7

SHA-256: 4247FEA04556F7F4FF400B72094F04DE1C26916BD4422BB270124E53527DDC91

SHA-512: CD754FB118A726ADFDBCD3E71D33EF80AF8BFA90EB9F5CF60F2F09272C2A8E4FFB1CAA861324C1A83FF2A4AA6A34CE2F9FACB0DF4C8BA41DFE0A7F48CEC5
C162

Malicious: false

Reputation: low

Preview:
0\r..m......^....t......_keyhttps://www.barracuda.com/js/cuda/cuda.sticky_menu.js?v=1628023073 .https://barracuda.com/i.r.L'/............. .......x...q.....X#.!...s.QZ8U:4..KA4.A..
Eo......#...........A..Eo..................i.r.L'/...................'.Q.....O........c..'............T................(S.0..`......L`.....(S...`.....8L`.....HRc .................Qd..\B....desktopMenu...Qe.......menuBack
ground....Qc..S.....rightNav..Qe........lastScrollTop...c................I`....Da..........Qc.^xd....window....Qd.}|h....innerWidth....QcvR.F....document..Qe...5....querySelector.....Q.P....
...#desktopMenu..Q.`.Jm.....#menu-background.$Q..:.[ ....#desktopMenu #rightNav....Qd~.......pageYOffset...Qe..L/....addEventListener..Q.@j..R....scroll...(S.....Iag...8.
..I.....@.-....PP.1.....B...https://www.barracuda.com/js/cuda/cuda.sticky_menu.js?v=1628023073..a........D`....D`0...D`.........`....&...&....&..a.`....DI]d......................K`....D.a.(.
....................&.(...&.....l...n...&.(.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\44e59814f2695643_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 251

Entropy (8bit): 5.611512200343911

Encrypted: false

SSDEEP: 6:mgiYeImGdqJfsVTlnImuYUtxpxonDbK6t:N8GMJfkTlMHpxoZ

MD5: FBB77DB678C7B1E8083353E070ED4A7F

SHA1: DC0E953AC5CE16B8C3FFEA79876A1DC14E6E5963

SHA-256: 49C9C9BA79F348791B2B1C7112823E6491C2D2D57C61202DF4BF72F7590E3A9F

SHA-512: 0A4260C4DDE796114DC0A56A44E07330C4C41384BEEFA21392C042A756C96C6D9486CD67095737B150F61E6F2B90CC68655E70953EDE30728AD217F29ADE7149

Malicious: false

Reputation: low

Preview:
0\r..m......w......v...._keyhttps://barracuda.events/secured-21/wp-includes/js/plupload/wp-plupload.min.js?ver=5.7.2 .https://barracuda.events/.d..L'/......................U..G...T?
{..."x.._....f4.z...A..Eo...................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\46f6c4b5404a51e2_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 229

Entropy (8bit): 5.510854848180089

Encrypted: false

SSDEEP: 6:mL+gYiSKGQPdTB1ISKj/SBi1l9foH42bK6t:mGadTEbyi1g

MD5: 2D48C5C9A558DB7501A86A3B9D1B8DB9

SHA1: B78FF17C39398A9ADCACFE2F9C8CC8753E56507D

SHA-256: EC77A0B953F2566907277F42B6A85960331C7C280929E434F1B9E01445C34DAF

SHA-512: EEA1454F828F7FE3FA42B66EE4EFABF0F1AF3992F26959BD1936E14A4144BA344DE9C71C3C537FFCA76350005586B172D9A5583B40E029AB4220325BD959B059

Malicious: false

Reputation: low

Preview:
0\r..m......a..........._keyhttps://ess.barracudanetworks.com/js/mixpanel.min.js?v=2019.1 .https://barracudanetworks.com/.2..K'/.............$n......{...Q.|Z%...8.:.<Y.....:0..yno.
.A..Eo......l............A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\510feb6c2a32fc36_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

Copyright Joe Security LLC 2021 Page 25 of 49



File Type: data

Category: dropped

Size (bytes): 287

Entropy (8bit): 5.531110301476728

Encrypted: false

SSDEEP: 6:mE/YeImGdqRlAscN4KEmWy8NFILxLLPdTvnIDuzYit2PT29ao4FshK6t:ZjGM8n4KE7aLxLLPdTCu/QTuaoWQ

MD5: 70485F790EEB830BA83019FAC9D4CF2B

SHA1: 01B7B98B12990C1967D126F67ECF9B8FB9085390

SHA-256: AB9BB2C73858558FC64BFA6EA98DDA4DB8FD638811713AF3E61711748D0B5FD0

SHA-512: A4C2DB73A4C0DB2680C6CF50E2E933680B11786839FF053E42F9E83E272E5E358639586D73DB93392C21BF4E77BB4BCF8729C6148C9CF8199BE2A77C2F3C19EA

Malicious: false

Reputation: low

Preview:
0\r..m.................._keyhttps://barracuda.events/secured-21/wp-content/plugins/user-registration/assets/js/selectWoo/selectWoo.full.min.js?ver=3.5.4 .https://barracud
a.events/.s..L'/......................\I.mW6...ev..:.....d........=.A..Eo......}Z...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\510feb6c2a32fc36_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\51c4539d6d991048_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1054

Entropy (8bit): 5.223699428040977

Encrypted: false

SSDEEP: 24:LwwK22HsYFMAao4Kwo18Z+yviUXUySbAOjjEdbXBaGf/BS:p2MYFMAao9w/QyviUXUyCAOj4lXYGf/c

MD5: 0A13243DAF1F84995B6349D709549AD1

SHA1: 5E07B452774764E5D7705D1AAF6B0AA72B8C3DBD

SHA-256: 934F6684528EE6F57C3468C8E744C0AF6C946E160DF368EB0B1ED960BBFF234F

SHA-512: A42C55AF0D6BAAF5250C8DF51D92F790D1FC81416310CD04A077E52364436FDB91B4FB3BE2F92EEB395D8ABF508A4C1D2976F98ED65A8AC991F743790CF70C9
C

Malicious: false

Reputation: low

Preview:
0\r..m.............Q...._keyhttps://barracudanetworks.force.com/customers/s/sfsites/l/%7B%22mode%22%3A%22PROD%22%2C%22app%22%3A%22siteforce%3AloginApp
2%22%2C%22fwuid%22%3A%22YeF9IbuOAuhiq8yQ65xJFA%22%2C%22loaded%22%3A%7B%22APPLICATION%40markup%3A%2F%2Fsiteforce%3AloginA
pp2%22%3A%22h9lTaZc3m6B5E3Tw8qX9ag%22%7D%2C%22apce%22%3A1%2C%22apck%22%3A%22cE4bewHQFEHqd0B0IZO_AA%22%2C%22mlr
%22%3A1%2C%22pathPrefix%22%3A%22%2Fcustomers%22%2C%22dns%22%3A%22c%22%2C%22ls%22%3A1%7D/bootstrap.js?aura.attributes=%7B%22schema%
22%3A%22Published%22%2C%22brandingSetId%22%3A%2246df9d14-dc19-4ca6-82ab-72226bdaa5e6%22%2C%22authenticated%22%3A%22false%22%2C%22a
c%22%3A%22%22%2C%22formFactor%22%3A%22LARGE%22%2C%22publishedChangelistNum%22%3A%2282%22%2C%22viewType%22%3A%22Published
%22%2C%22themeLayoutType%22%3A%22Login%22%2C%22language%22%3A%22en_US%22%2C%22isHybrid%22%3A%22false%22%2C%22pageId%22%3
A%22bd8b34f8-c640-47a0-84ae-9aff41bc6494%22%7D .https://force.com/q.b.L'/..............p.........?..Nv'.P.W.^@.vCZ*.@N.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\52398b6895f6736e_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 227

Entropy (8bit): 5.512832791849465

Encrypted: false

SSDEEP: 6:mY/YiSKUBdTB1ISKUESFM5udb1/lbK6t:FlWdTEUE25dB/lN

MD5: 78013C93DCAB5EFD3BFEF1C875B95624

SHA1: A20446FA81FDEC30CE98FA1F9AB3DB08DF71B6C5

SHA-256: D343842C72A9450A298D4AC6A1F47636B14875AE289F63E1DE983B6FDC68DB34

SHA-512: E1077EAD1541A470CAAEF0AF6AE0DBB0CFBB849915707D2777631CF95B3A48E22FD0E4E408F835A833C04B1261430144A326048D10296C7703A3DDD0BA7A1AC
7

Malicious: false

Reputation: low

Preview:
0\r..m......_.....b...._keyhttps://ess.barracudanetworks.com/js/global.min.js?v=2019.1 .https://barracudanetworks.com/....K'/............. n......6..e.kg..CP.t8w.3..Ne..........A..
Eo.......RII.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\53128b871e59ed5f_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 239

Entropy (8bit): 5.533619198822669

Encrypted: false

SSDEEP: 6:mU8/PYeImGdqJfwxdTsnI/+Y4tQ8dJGVm4PK6t:pczGMJfwPTsACtQ8dkD
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MD5: C775D4465E1E09B74236A9ACD510C530

SHA1: FC463DAD6C0F7CA420197B1B4D06BC366718B6F3

SHA-256: B8A0C8EC6A5B1B35307F74CE1EB052D47D9E14560590AAE40F8D899D4D306414

SHA-512: 8D49DC0F0BEAD57809AAC6AAE7C86F8A19E0FABABE14375A8CE0B7C07880C7F6BA24DC056DA304B680669EC3348C0F8F4CD944F4E5A54429CB11705228A9C1
72

Malicious: false

Reputation: low

Preview:
0\r..m......k...g.Z....._keyhttps://barracuda.events/secured-21/wp-includes/js/backbone.min.js?ver=1.4.0 .https://barracuda.events/|...L'/.............}........*.....0...z.v.....Z.
......@l.A..Eo......3..H.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\53128b871e59ed5f_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5a320048fc350a65_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 213

Entropy (8bit): 5.5207284425647725

Encrypted: false

SSDEEP: 6:mFVYGL+MIwJJUISKENaSHTskDeV4DK6t:uIwv7ENaUbDeVu

MD5: FEA8663008298D9F7A7373977BD3A009

SHA1: F4C4B76D39A8ACC7121A1995426545F85A9F2AC6

SHA-256: 50B9E3D42183D27B64D8069E34B98B72CF9898CBA48A1D5CFFAB76E951DF294D

SHA-512: 91C9D9B12A06AD531B0EF81B5FC1CF5B44783A6ABB78379489856343362FA03050936DF7B07943617DF960A8D825CB9835316C0EFAB7FBCA44BA6D71F7889AE9

Malicious: false

Reputation: low

Preview:
0\r..m......Q......x...._keyhttps://www.google-analytics.com/analytics.js .https://barracudanetworks.com/...K'/..............p......G..*.b.."B.<....Z6._M..N...y.zI.A..Eo......@............A.
.Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5b71504d97306963_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 268

Entropy (8bit): 5.544626698888456

Encrypted: false

SSDEEP: 6:mi/gEYeImGdqJfUpVI/XiUKZVT0I01zYP0BR+ZF4d+bK6t:hIqGMJfCVGPKZVTuvBkFz

MD5: C07085C43AFEFA153705332F38198240

SHA1: 605D7B73E0D6F62FC8122FFD6650038C3C84928A

SHA-256: 154DCAFBB6A219BB77DAABA17E702E641ABDEB2E1B560D6055B7298253C07B63

SHA-512: F5232309EDAF16F647510CBAAC76125CF598B4E56D1D686B44B40E144E5685476B2789650EFCF9267E53B408453B8C7079290A19FF49E2494826CE0E7CDD221E

Malicious: false

Reputation: low

Preview:
0\r..m............(....._keyhttps://barracuda.events/secured-21/wp-includes/js/mediaelement/mediaelement-and-player.min.js?ver=4.2.16 .https://barracuda.events/.#..L'/...
..........X........v\{..AB..']...k.F......\.j..S.A..Eo.......$..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5e765b08c70377cf_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 212

Entropy (8bit): 5.37567561510918

Encrypted: false

SSDEEP: 6:m2pYGLkHI1d+WAScIZ+vYPQExOaghplZK6t:ne++7ExnClT

MD5: D4BEBA24DDB0B42B43B32CA6B9DCB75F

SHA1: B3978DE748F0E61CEAAB1FC48C0E97C17C57BA35

SHA-256: 9098416E5E10666E2B5833917D068ABCECA8BDF8DD28B069696C13394F81E067

SHA-512: 26216ACBD86104B52B025A41E9FD38E5DC3B1ECCE6163EE231CA3EB924A05C1BF712235D4C1D3B5D1D34EA7F1E1D7983CD4DEC8A8FA123B0B524DCBF39A9B
0D8

Malicious: false

Reputation: low

Preview:
0\r..m......P...^}......_keyhttps://www.barracuda.com/js/cuda/cuda.autoscroll.js .https://barracuda.com/:.f.L'/.............*........$..PW...s.7P..0]f.........J@.A..Eo.........+.........A..E
o..................
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5fffa3e84f4c5091_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 320

Entropy (8bit): 5.513480840945869

Encrypted: false

SSDEEP: 6:moXYeImGdqRlAscN4IQHwyoBX4IFGiLVTjI2Y75Pr4XfK6t:RGM8n4nk4EGiLVTE1ruB

MD5: B1901FB6D3C5B46121459EDB53C6BE33

SHA1: E9AFCB6E5249912F24FBC62EE86627540055780F

SHA-256: 2FBE785070663A77276A6AE17149DE058B25C85AA80266CE3F643DE667E420A8

SHA-512: 9CCFEE6AB41B117BF22119827D83A5B27EB6DEBA448B5D8C96629B85F056466791CD8140B68E0F25AC016A420D71FB954E7741F27003BD4AFE2E1111FCF97CC4

Malicious: false

Reputation: low

Preview:
0\r..m..........<'....._keyhttps://barracuda.events/secured-21/wp-content/plugins/user-registration-file-upload/assets/js/frontend/user-registration-file-upload-script.min.js?
ver=1.2.1 .https://barracuda.events/....L'/....................q.........J.J|GdY.._..!.......A..Eo......v$...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\60a3c2944a6877c7_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 232

Entropy (8bit): 5.6355046504050135

Encrypted: false

SSDEEP: 6:msLYGLkHI1dprRnsVIU9YdE9s3HV96preK6t:bsARns17s3V96pU

MD5: C51CA0F4DC2B1C4F8D05D6C088524F3F

SHA1: 12BD166525C0C8D955166F0C7F8F5A3EDA23E7CA

SHA-256: BFDC3831AD426E127C52F5BB78BC38065712F03175794E7B481F0818F4CDEEFF

SHA-512: 27F98E66B5989AAB3CC70C43D05812F369D6514B37BABF1A55F3CF04BFFE01FB8FB1529804E89090E5DE6596481C88988AB5D60B4E55AC1719E02F1A6026A3D2

Malicious: false

Reputation: low

Preview:
0\r..m......d...O.."...._keyhttps://www.barracuda.com/js/cuda/cuda.blog_feed_swipper.js?v=1628023073 .https://barracuda.com/i n.L'/....................k.,&....U...".l{..3.h..B..pv.
.A..Eo..................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\624520d32a53f006_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 265

Entropy (8bit): 5.598908836318645

Encrypted: false

SSDEEP: 6:mLCYeIUIdY9aDW8K4xm+kh1rLbddI/RPcpudnK6t:gwwKMm+gxv0Zndp

MD5: FD66F9EE0BFE0918ADE1456D235C87E4

SHA1: 7E6F804573FDF3DA879C3AAF887C7BBF8EF8368A

SHA-256: F00A0E025265D71D4E8FBC1BE1C9AC439F6A2F41B063E0D20B921B8591E01EF6

SHA-512: C2B0A0F930421F7D1C5F738C87D2E6326156B3EF64B1673B5909E47A2D4248E9B9997E5273ABB31760A5B22084F4B263156BFB64BE865E4537D4108CCC8D9F08

Malicious: false

Reputation: low

Preview:
0\r..m............n....._keyhttps://barracudanetworks.force.com/customers/s/sfsites/auraFW/javascript/YeF9IbuOAuhiq8yQ65xJFA/aura_prod.js .https://force.com/~.Y.L'/......
........p......@...,I7P...28_..ib/..'.2 ...~..A..Eo......^.K..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\68c6e548911754b5_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 518

Entropy (8bit): 5.460474091474437

Encrypted: false

SSDEEP: 12:YwwK22HsjfsoKOOXaaLCrfH8+wkHEWeOfJ:YwwK22HsY9OOXaa7+xHEWHx

MD5: EAC303755CE5C53E463CF05910C97C8D

SHA1: 65371ACB5A1E29718670680CF83F3F6F2B3A787B

SHA-256: 435CB1ED864C7787B2852D979D24ECCAD1B6A148504953808B6FF241DE5179A0

SHA-512: 7016D68554752C1FE6FA88C569D934207284845998F8158B1ACC0F598BEA7A505777E0C6A111EC579C6C5C67EC14A557691101926BEC3DF97BD8BD9FE15419E0

Malicious: false
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Reputation: low

Preview:
0\r..m.............g...._keyhttps://barracudanetworks.force.com/customers/s/sfsites/l/%7B%22mode%22%3A%22PROD%22%2C%22app%22%3A%22siteforce%3AloginApp
2%22%2C%22serializationVersion%22%3A%221-1.17.9-232.0-b%22%2C%22parts%22%3A%22f%22%2C%22loaded%22%3A%7B%22APPLICATION%40
markup%3A%2F%2Fsiteforce%3AloginApp2%22%3A%22h9lTaZc3m6B5E3Tw8qX9ag%22%7D%2C%22dns%22%3A%22c%22%2C%22ls%22%3A1%7D/app.js .https://
force.com/.Y.L'/..............p......1Q.]+......;1BS.w...a..ljF6......A..Eo...................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\68c6e548911754b5_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\68f3098784f9cfbc_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 290

Entropy (8bit): 5.559970526983888

Encrypted: false

SSDEEP: 6:m8YeImGdqRlAscN4KEmWysQF896zrT5hnnIC6WV8zVO/1zbK6t:VGM8n4KEDQtzrT5xkzk9zN

MD5: 880B9DE8294EB8EFAC751B3A460486BB

SHA1: 90B8789E58138219C440C5ADA007AFEBA274924E

SHA-256: 82E9250623505F080CD8A90333AD3A5FE6C4479CED0BC96354FBDD16206A13DD

SHA-512: 1CB5BBE2ADE99D3838AA205E148C2BA0CE23357877B4376721F3CC90BF781F5D77033A0710A656F60A5E15327C27DA8ED68367F30FA8D3FFF47B7635DD65700D

Malicious: false

Reputation: low

Preview:
0\r..m...........&......_keyhttps://barracuda.events/secured-21/wp-content/plugins/user-registration/assets/js/jquery-tiptip/jquery.tipTip.min.js?ver=1.3.0 .https://barra
cuda.events/z...L'/.............o........[P.N..d,!X.~1..r.!f..w].M.R...+.A..Eo......1............A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6dd3bf51c10730fb_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 205

Entropy (8bit): 5.474360785145343

Encrypted: false

SSDEEP: 3:m+lxjtK8RzYrSLkHEHhBgjALKvDxvQEvXlHCOIthq8+89tszsL4mHLttpK5kt:mEtYGLkHIXg82v1IEvYth1GutK6t

MD5: 2916A5C1A2B20CF1853E35D067BDF585

SHA1: B7B93B569C472BD3C78929DC021DD24D787DCD09

SHA-256: 5D658578E736D9EB74404DD5237FA29EBDD1C126F8E424542C6302387D8452F8

SHA-512: 447C12A0FB5550B6D506254BDA1FD8982735C008DBD18BAC283067362FF87D90A4A38CCEE31DC2A671833B3643020963CFAA645ABB78ADEE6F7C0AB59C3F85D
2

Malicious: false

Reputation: low

Preview:
0\r..m......I..........._keyhttps://www.barracuda.com/js/vendor/ripple.js .https://barracuda.com/..f.L'/.............+........a.>.....3.......FQ.xW.%4.6..A..Eo.......hv..........A..Eo.......
...........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6e9a78188da692dd_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 741

Entropy (8bit): 5.575826288292273

Encrypted: false

SSDEEP: 12:5trGMJf4YTlaO2S/7dftrGMJf4YTlnS/R1ftrGMJf4YTlsS/BQ:/G6A+UOHBdG6A+2ndG6A+Tm

MD5: 9F7BC743516468BE35D540D571FD5B30

SHA1: 7C9134B68534E11C047BE15A34D9AD80003EFC71

SHA-256: C0423CF738A1B9352CA1AB1A88C813259EDE3D87A59FAC474A98AC4936CC940E

SHA-512: 7CBE911F2E479B87B13DA567F284B27280035392E366A41651CFA85F9C7900573A47F57FAE2B8572D7EC022BEAE0D70F673873C53310B02A0F913E7B9669B77E

Malicious: false

Reputation: low

Preview:
0\r..m......s...~......._keyhttps://barracuda.events/secured-21/wp-includes/js/wp-emoji-release.min.js?ver=5.7.2 .https://barracuda.events/2...K'/....................uc3`.........,
.^...&.....F..A..Eo........F..........A..Eo..................0\r..m......s...~......._keyhttps://barracuda.events/secured-21/wp-includes/js/wp-emoji-release.min.js?ver=5.7.2 .https://barracu
da.events/....L'/.....................uc3`.........,.^...&.....F..A..Eo........r.........A..Eo..................0\r..m......s...~......._keyhttps://barracuda.events/secured-21/wp-includes/js/wp-emoji-
release.min.js?ver=5.7.2 .https://barracuda.events/....L'/.....................uc3`.........,.^...&.....F..A..Eo........`..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6f199fc74a44ba2e_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped
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Size (bytes): 894

Entropy (8bit): 5.613087009412252

Encrypted: false

SSDEEP: 24:MGswkGHhaWVpXkH+SGswkGE2pXkHfSGswkGNpXkHi/T:MGHLBdpXTSGHL7pXmSGHLNpXb/T

MD5: 5CFA2C3B666B188E433FC3AAEE163652

SHA1: C0C93192C0130DF10935EBB58D125BEA3AF57DBB

SHA-256: CA89B75B3A8A243FA4AF41B1011AF120D9B73FD3C6742835BBAF172A1E20459A

SHA-512: 590BCEADBA4680B974CC71FD2D44E6D7319D64452BBEAAFCAB2AB02E5AC4EA85153F47737797BE4BC101670DDC8C085662506A751DE8C0832C84F88705181F7
2

Malicious: false

Reputation: low

Preview:
0\r..m............x...._keyhttps://barracuda.events/secured-21/wp-content/plugins/user-activity-tracking-and-log-addon/assets/js/activity-et-frontend.js?ver=3.0.6 .https:
//barracuda.events/....K'/..............................-.[...!j..Z1*..AC...A..Eo.......A...........A..Eo..................0\r..m............x...._keyhttps://barracuda.events/secured-21/wp-content/plu
gins/user-activity-tracking-and-log-addon/assets/js/activity-et-frontend.js?ver=3.0.6 .https://barracuda.events/....L'/..............................-.[...!j..Z1*..AC...A..Eo......._........
...A..Eo..................0\r..m............x...._keyhttps://barracuda.events/secured-21/wp-content/plugins/user-activity-tracking-and-log-addon/assets/js/activity-et-frontend.js?v
er=3.0.6 .https://barracuda.events/Pi..L'/.............i..................-.[...!j..Z1*..AC...A..Eo......(.G..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6f199fc74a44ba2e_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7040b19f741f7316_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 612

Entropy (8bit): 5.550778754695591

Encrypted: false

SSDEEP: 12:NOCJHNC9vk4MnOdF9sC9vk4iInOqxZhC9vk4KT:NOCJNC98vnOraC98pInOqVC98xT

MD5: E405ACCB5A1B6381B58BF8ED6B4EC78C

SHA1: FB79458C008DB5CD98BB11D54E11A09AB990F591

SHA-256: 542347F85A5D85C2B29B1144C7A1226971BDC895903EC2FAFFBE16834276B795

SHA-512: 62B6DEBE39E1588F645A6631182191435C861CFB23CA96CD0DFCF6B9CBC059653F5BB7F20BA5BA868A3733068EA000C3D58BD6E672C0806E1DA2395965EC79A
A

Malicious: false

Reputation: low

Preview:
0\r..m......H...hp......_keyhttps://kit.fontawesome.com/b66c014267.js .https://barracuda.events/2...K'/.............*.......".H.......\P.R........5?.?..z..A..Eo......t.`..........A..Eo......
............0\r..m......H...hp......_keyhttps://kit.fontawesome.com/b66c014267.js .https://barracuda.events/...L'/....................".H.......\P.R........5?.?..z..A..Eo.......u.m.........A
..Eo..................0\r..m......H...hp......_keyhttps://kit.fontawesome.com/b66c014267.js .https://barracuda.events/p..L'/.....................".H.......\P.R........5?.?..z..A..Eo.......@K
].........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\77d7b27049e087c5_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 235

Entropy (8bit): 5.595152055491344

Encrypted: false

SSDEEP: 6:mFf/yEYGLkHI1dcVTnsVITYLIXeaw5JhK6t:EyT5VTnsIXex7

MD5: B82F8C3B817A890F9C112A40B4BB85A9

SHA1: 1241DA8E823615C9440BF84AC48DEE1CDA5F00BC

SHA-256: 3E93535DA73793B66D89D870C528881674EF381385609529DFF5AE7A466548E8

SHA-512: C08F11A6F219140307C385A5303B8EB81FCCEC1165AA3133A020847FB5306D8F054665F5C105FE37CE5BAF6BB3D691E3F06746F22F23CF643BA9A9C08261F372

Malicious: false

Reputation: low

Preview:
0\r..m......g....&......_keyhttps://www.barracuda.com/js/cuda/cuda.multi_vidyard_player.js?v=1628023073 .https://barracuda.com/..f.L'/.....................w..*.=...`.n..Of........[
x.m....A..Eo........V..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\786f59e43a26a0a4_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 627

Entropy (8bit): 5.509884084901629

Encrypted: false

SSDEEP: 12:TGumu/LTUxXxGuPS2LTUx8xGu9KLTUxxA:T4uOXxA18xp2

MD5: 67A9EE5C5D691B9D52FC6C33A22BCA7C

SHA1: A20760D105754CF5BF822CA5BB0BCAFEEA8730D1

SHA-256: 7241E892864B2744C01DF573C7FD418AB814744D4E87636441615141BC223674
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SHA-512: 3F643FEFC28E80F9CEE32858009D937F29F220A3CE05460F4D8A5200B41140E19DE491E514651C5BC1C0C993A80A8D79C0A577F0422AFA6FEAFB2AA9E04D933D

Malicious: false

Reputation: low

Preview:
0\r..m......M.........._keyhttps://emera11121.pcapredict.com/js/sensor.js .https://barracuda.events/.A..K'/.......................y..u.J..G..XS.2[.l.a..Q..hD...A..Eo........uU.........A..Eo.
.................0\r..m......M.........._keyhttps://emera11121.pcapredict.com/js/sensor.js .https://barracuda.events/.{..L'/.......................y..u.J..G..XS.2[.l.a..Q..hD...A..Eo........o.........
A..Eo..................0\r..m......M.........._keyhttps://emera11121.pcapredict.com/js/sensor.js .https://barracuda.events/....L'/......................y..u.J..G..XS.2[.l.a..Q..hD...A..Eo...
.....z..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\786f59e43a26a0a4_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\78a076755f48cae5_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 762

Entropy (8bit): 5.617081143685457

Encrypted: false

SSDEEP: 12:PNGMJfVoLLPdTe+HIfJeihNGMJfVoLLPdTekafJeFhNGMJfVoLLPdTeLYfJepX:PNG69W9jHIxeihNG69W9PaxeFhNG69W+

MD5: AC350CA3D8C2F44FD6B8B8A5314BD4A7

SHA1: 10C06A52534FDA8CA8707FB11D77CEB05773D871

SHA-256: 370D9F28A54C398A099EB4084B226813C3B182022810E48BF176FB6B37077620

SHA-512: 9959E9225F247F94DB931A5CA6BCBF4949D90AE9821BE7EC05EE07C83618FA4B6F2D5F77D74F327A91BBA09B2D168661B587831F4EEB094A37EB414150ED1694

Malicious: false

Reputation: low

Preview:
0\r..m......z.....@....._keyhttps://barracuda.events/secured-21/wp-includes/js/dist/vendor/wp-polyfill.min.js?ver=7.4.4 .https://barracuda.events/e...K'/.............p........=...:
N.4..M.....Q..wj..#....t..A..Eo.......h...........A..Eo..................0\r..m......z.....@....._keyhttps://barracuda.events/secured-21/wp-includes/js/dist/vendor/wp-polyfill.min.js?ver=7.4
.4 .https://barracuda.events/....L'/....................=...:N.4..M.....Q..wj..#....t..A..Eo......OJ.L.........A..Eo..................0\r..m......z.....@....._keyhttps://barracuda.events/secured-
21/wp-includes/js/dist/vendor/wp-polyfill.min.js?ver=7.4.4 .https://barracuda.events/\X..L'/.............\........=...:N.4..M.....Q..wj..#....t..A..Eo......|.I..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\79336d0490823c8c_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 254

Entropy (8bit): 5.563040299972915

Encrypted: false

SSDEEP: 6:mzYeImGdqJfIQzd9T7wdI2qH+YNLtBXSbYZYPH4TK6t:8GMJfIQPTYqHHxQYZSK

MD5: DFD27BD95D0F9A9B2F17B7CBACFE1517

SHA1: 79BA1345BD0C7EC04A99AE7E9086955C0CD1EE1F

SHA-256: 89358E60846EDEE7FD197D46CF6B00890A0EA182F761604C9CC837CF988C2CBE

SHA-512: 02DEA532EB6B7957AB913DA0700171FF6C34991EA1FF69816856641E9B8228650027958F928FA8E755D329A2571334E820FAE0B19B22A57F292E2202CBE380D0

Malicious: false

Reputation: low

Preview:
0\r..m......z...<.m....._keyhttps://barracuda.events/secured-21/wp-includes/js/jquery/ui/controlgroup.min.js?ver=1.12.1 .https://barracuda.events/{...L'/.............(.........G...
..|....}.hK..".(......}..A..Eo.......a..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\795156e3ed16537e_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 242

Entropy (8bit): 5.5651311582035285

Encrypted: false

SSDEEP: 6:mKYeImGdqJfUhJdTlnI9Y7yXHUznpcK6t:zGMJfK3TlIuu

MD5: A5184426C02CBEB5FAAE351F6914CD49

SHA1: 7E9B8FECD8DA48431B443FCDE78444D764172449

SHA-256: 15B1DAF4BA70081BA90968733606166B243433C420D68CFE2FD5BB13E1BF2F83

SHA-512: 8ADB30619A3658438EDB8A661A6AE47400EDFD87ACD24181F8483BEA76473836DC0223F5ACF62014C4B56A988804E5F7F3C98C79ED5EEAD9DDB43E42D333FD2
2

Malicious: false

Reputation: low

Preview:
0\r..m......n....jN....._keyhttps://barracuda.events/secured-21/wp-includes/js/media-views.min.js?ver=5.7.2 .https://barracuda.events/*...L'/....................c..C.;........T.d..|..j....w.
.A..Eo......#.!b.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7b09f43d2b8ae8d7_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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File Type: data

Category: dropped

Size (bytes): 241

Entropy (8bit): 5.551945742040648

Encrypted: false

SSDEEP: 6:mfYeImGdqJfqA26dTzXIIwYHS0bbo4ez/J7j5lDK6t:gGMJfqA24TzfS0Y4ezp1

MD5: 936E96D55BE8578ACCCDB3B9BB0CB6EB

SHA1: A245A01E4E799A02B88F24450DFC3658741E8B5F

SHA-256: 03583C8E72F59EA65AECCF027FE04FF26AB69DE5A094346D50B9BB6E5C4604B4

SHA-512: A704815661AFFA12C7E9DE7C1890FFC7502BDF4614C1EA5D5E475F3B2DE53339E6578285984CC6B74A4AB124788A38B0679CA1A7DDEF0A40B3CCD90331E5369
D

Malicious: false

Reputation: low

Preview:
0\r..m......m......9...._keyhttps://barracuda.events/secured-21/wp-includes/js/underscore.min.js?ver=1.8.3 .https://barracuda.events/.w..L'/.............v.........%..fQ>7...J{.D)&'
....s.'.'n..A..Eo.........F.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7b09f43d2b8ae8d7_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7c0147c96bbe99c8_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 246

Entropy (8bit): 5.597650525149224

Encrypted: false

SSDEEP: 6:meqEYeImGdqJfIQUdT7wdIcYMBprXK6t:eqGMJfIQiTKBpt

MD5: 3903F307D78E3ECC7F6A6BB452A9941C

SHA1: 192B1B9769499002BFAF002E86ED485BACA7221E

SHA-256: 8C7C8019FFCF3D2DFB2753CEEB2E17570E54614AEE8949018249718469397B22

SHA-512: DDC195279DDFB9660C02DA5C9299262973191F5E165C4EB56924E24BC29E7403E37AF34A68D15BBF41BB48232AEC1F44CE1DF2DFB9B64323C31F55442743FB30

Malicious: false

Reputation: low

Preview:
0\r..m......r....4)....._keyhttps://barracuda.events/secured-21/wp-includes/js/jquery/ui/core.min.js?ver=1.12.1 .https://barracuda.events/....L'/......................^H.\....7..M#
.x...J..x...*..A..Eo.......U.N.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7c5f1811843ff10b_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 223

Entropy (8bit): 5.514277243648465

Encrypted: false

SSDEEP: 6:mlTlXYGLkHI1dRnsVIp+YK8YyXVur2P4KJhK6t:ioys1Gu2PJ

MD5: B9C185CFA223A861D385648CC83467D8

SHA1: EDF55ECE7CF72C5112E74BE09ECFB6217402BC2A

SHA-256: C98DF49EC62F4584D608FDD681171B8CB5C6308A2F7685C0125A9CE063AE76CD

SHA-512: 339E341A1A710A746F1F4FF38F301209A683BF5F18E4356A45461485C27C3EFDC91DD9B85A6DBBD41C2003DCA3A330172FE56ABC1786EF61327D068A3760DE6D

Malicious: false

Reputation: low

Preview:
0\r..m......[...).am...._keyhttps://www.barracuda.com/js/cuda/cuda.clearbit.js?v=1628023073 .https://barracuda.com/.Sh.L'/.............H........*!h.=..{P]v../..0.t.n*)<(h......A..E
o.......^79.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7d8c2c88d0c469ab_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit): 5.58138488957996

Encrypted: false

SSDEEP: 6:mTYeImGdqJfHMN7dTlnIcmrvY9yRoxu19ZK6t:MGMJfopTl6RTz

MD5: CC41A5F2C91AB1962F4CFBA7BA4ED34F

SHA1: 0725B599A273A717DE99718AEE7910DF2C1CD0DF

SHA-256: 27F0C26029F1ED255A6126B4A08999CCF4CFFD7C0E869F4858F1AD83E8E0E785

SHA-512: 637BDC2DAFEA0A8BE446FF77A587B1E40DE3DA15443EC24E3D6864045AFE6FF3B58CFE9C91A03D8740CE378119CF80DB45DBE6A1593B65D624905C8A2D3B0D
F5

Malicious: false
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Reputation: low

Preview:
0\r..m......h...6..G...._keyhttps://barracuda.events/secured-21/wp-includes/js/utils.min.js?ver=5.7.2 .https://barracuda.events/....L'/.............z.......M.L..N..Pe..he.)...|..>.
4m...E.+.A..Eo.........R.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7d8c2c88d0c469ab_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\80d88dbfec86d6c4_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 660

Entropy (8bit): 5.568073827306919

Encrypted: false

SSDEEP: 12:XS7IvAcwRj0C2dS7IvAcwh0JdS7IvAcwQB701:XqIqRj09dqIqh0JdqIqQ701

MD5: 418DE78F12509215CA9D99308AF5D40A

SHA1: 75D5DCC4EA98E8A5FA72C5AAF30CE7DF821BAC24

SHA-256: 1A3362A5563F5F552657A26F6A68A58CD782B0E198DB213D43950368E51C2E00

SHA-512: 4BCE313E2E20F1110F48FA320ACB1E254BCB94590E22080A456CDF63FDDD6BDC4897F3841957DE77207815B09B572CBA060DA154D121AD262841E6825F03258F

Malicious: false

Reputation: low

Preview:
0\r..m......X...."......_keyhttps://developer.livehelpnow.net/js/lhn-jquery-3.5.1.min.js .https://barracuda.com/.^..L'/....................y%`..]A_.lg.w.Vd..r.P.}.cN...1..A..Eo......(..x....
.....A..Eo..................0\r..m......X...."......_keyhttps://developer.livehelpnow.net/js/lhn-jquery-3.5.1.min.js .https://barracuda.com/.O..L'/..............<.......y%`..]A_.lg.w.Vd..r.P
.}.cN...1..A..Eo......#............A..Eo..................0\r..m......X...."......_keyhttps://developer.livehelpnow.net/js/lhn-jquery-3.5.1.min.js .https://barracuda.com/.E..L'/..............P.......y
%`..]A_.lg.w.Vd..r.P.}.cN...1..A..Eo.......;Q..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\823e254bd8ca929e_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 198

Entropy (8bit): 5.429139006507622

Encrypted: false

SSDEEP: 3:m+ly2/a8RzY04XLMToxvQSK3WXbYHtlHCoVntlveP6bBegDo8hyg4mtltlpK5kt:mQY0gYeISKGUSInt26bogHhzrtlZK6t

MD5: C71AED634FAC086A019E6B3C733EF82F

SHA1: C187E2FDDC2B89C2B2E6D0D69071F238F48DB75F

SHA-256: BAD9AF39B166DAA1126F683766CA8251CEDEE7A1C78F1B29A4F556E62E28AF66

SHA-512: 54C6321B02A71196080E088BAC27902A0E5118B058005B244DFBE71B6A2314BA99D38BD7AFA0AC3D05348BB9F68BE2375FA1764F889FD26C7003AD9659634F27

Malicious: false

Reputation: low

Preview:
0\r..m......B..........._keyhttps://sdk.noticeable.io/l.js .https://barracudanetworks.com/..K'/.............p.......U..&*.n..!%..Vd.S?'...x.....f.A..Eo......&.?..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8324a8b2908671df_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 642

Entropy (8bit): 5.545729660457036

Encrypted: false

SSDEEP: 12:5s/NLL/7TDi3r7s/NLL/72nSie17s/NLL/7OPXJi6J:u/NHoI/NH6K1I/NHqPXX

MD5: F7F862B7F9CE4BAFE520E5450E674BAF

SHA1: 662D31B4263D26472D656F3244C40671570A6764

SHA-256: BB6B717ECDEDF317CED107EE72AA15FCA97275A5DE42AA7C3E3EC06EB09345E1

SHA-512: 8C1FFC21E2D79A94C73D2C2CE4B21D32B5032F66B10BCF1E4F4BD7CCA3E289E862C4D27FEFA73E020E4560ED509C733B427CE9576D0ADC0623EBE9E1CF5006
30

Malicious: false

Reputation: low

Preview:
0\r..m......R...{i*....._keyhttps://cdn.cookielaw.org/scripttemplates/otSDKStub.js .https://barracuda.com/S_x.L'/......................N.=..-WH..Fx......_...~.%.!.A..Eo.......3$..........A..
Eo..................0\r..m......R...{i*....._keyhttps://cdn.cookielaw.org/scripttemplates/otSDKStub.js .https://barracuda.com/%...L'/.............m:.......N.=..-WH..Fx......_...~.%.!.A..Eo..
....=. L.........A..Eo..................0\r..m......R...{i*....._keyhttps://cdn.cookielaw.org/scripttemplates/otSDKStub.js .https://barracuda.com/~...L'/.............O.......N.=..-WH..Fx....
.._...~.%.!.A..Eo...................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\838080e183940f5c_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 568
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Entropy (8bit): 5.856072956211898

Encrypted: false

SSDEEP: 12:dNjBI87PXYu3+acGTM/NjBI87PXYu3+acppRt:hXglx2MXXglxHRt

MD5: D9F03B63AFCE95984903D2E9806D39DA

SHA1: 59D9828CCA62886E3408403CDF0E8D934F3CFED1

SHA-256: E2CD47C0D5CD804BCF8400935CE9F4B2A18FEDA42ADAC3ECD80464817FE7695C

SHA-512: 4C7A93E481035747C0065EF9C05F700B76CBD4C9BE03994D2D20BF689C4127BA5146A59CDB1E917323C8542EB058DDF40E7A33D8FF249D8B675DA824D53A8621

Malicious: false

Reputation: low

Preview:
0\r..m..........L..(...._keyhttps://services.postcodeanywhere.co.uk/js/platformcaptureplus-2.34.min.js?key=GW62-KN58-TZ29-XE35&BRAND=PostcodeAnywhere .https://b
arracuda.events/.j..L'/.......................Z..oJN...........E{.=L..E....A..Eo.........^.........A..Eo..................0\r..m..........L..(...._keyhttps://services.postcodeanywhere.co.uk/js/platfor
mcaptureplus-2.34.min.js?key=GW62-KN58-TZ29-XE35&BRAND=PostcodeAnywhere .https://barracuda.events/....L'/......................Z..oJN...........E{.=L..E....A..Eo.......M6
$.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\838080e183940f5c_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8a9a60482448e9e3_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 243

Entropy (8bit): 5.607541204393754

Encrypted: false

SSDEEP: 6:mpbgEYeImGdqJfUhxFdTlnIGrvY3DGTdzrFGbK6t:CgqGMJfKx7TlCGTVJy

MD5: 18BF0AE8C64E0DF8C999DD618E09666D

SHA1: F1F9F902C1CE473E5528453AE86175D0A168A74F

SHA-256: E67E54BB3FC3FD369816C0520BE1F39A1739E9A1FE46C37806F4879A019327C7

SHA-512: 13892305BEC4BF39438112071FC192CCB7A071C4B6D2C9645CB04D2CE455212AFC0C2D786DCDC4026AEB896014936CF0B26502F80112CB38CF1184E1718CB4A2

Malicious: false

Reputation: low

Preview:
0\r..m......o....4....._keyhttps://barracuda.events/secured-21/wp-includes/js/media-models.min.js?ver=5.7.2 .https://barracuda.events/....L'/.....................5...<.uv.....K....
8...9...2.A..Eo...................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8f2d8471d4e35cd3_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 392

Entropy (8bit): 5.385368627216164

Encrypted: false

SSDEEP: 6:msRCEYDUGIx9YGKxFflzh4zK6tWsRCEYDUGI6yeXKxFflzh4GK6t:bnKxFfGZOcxFfn

MD5: 8E74B519D2B3CF5A0035B2ECA9AA1B93

SHA1: 8DB6ED6152C9BA150BAAA377B7008E1910B0D6A3

SHA-256: 09FCCA2DCE8ABB64016A8F77A22B94F0D4089C26E6CC59D14C0A5479B0D50186

SHA-512: 4B24C83A90ADCDD6A7683261788BCC0665B458383093E2EC6DDF2B92649930092AEA16DF661DF682592C9B6F42B6B390ED9CF859E1478D152F700EBBDEC54312

Malicious: false

Reputation: low

Preview:
0\r..m......@...k..&...._keyhttps://play.vidyard.com/embed/v4.js .https://barracuda.com/. b.L'/.............^.......).^......A%......;y.0......t..H.A..Eo...................A..Eo..................0\r..
m......@...k..&...._keyhttps://play.vidyard.com/embed/v4.js .https://barracuda.com/...L'/..............9......).^......A%......;y.0......t..H.A..Eo..................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\901aa7f8c09040f1_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 666

Entropy (8bit): 5.491466598904251

Encrypted: false

SSDEEP: 6:mptgEYEl537mIozsI0C+YPQBexYr+K6tWptgEYEl537mIozsITkcpTQBexYr3NKz:QLL/I0e2UeLL/FA2e2DneLL/uE2e2W1

MD5: 046D7C5AAC945223A801D043807E8449

SHA1: D1836CF8EA8660E51DF6F41EA0FAE47A828DEFDC

SHA-256: 3C4C18415431F0DBB1C47A5C71C9BB16F51EB72EDB97F44F8044CD315555895E

SHA-512: FDA02E4CE01D1DCD2EBD6E68502E89DCDDC730D6586D39B8F9171EF243E0F3051A857FD61E437595C79C44A8CCCEB7AEAA4B919B577ED9C3EE0F8D12DA78D
09D

Malicious: false

Reputation: low
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Preview:
0\r..m......Z..........._keyhttps://cdn.cookielaw.org/scripttemplates/6.5.0/otBannerSdk.js .https://barracuda.com/.c|.L'/.............+.......^t.J...0B.3..9.P...|.....5.V0.u..A..Eo........b.
.........A..Eo..................0\r..m......Z..........._keyhttps://cdn.cookielaw.org/scripttemplates/6.5.0/otBannerSdk.js .https://barracuda.com/..L'/.............k<......^t.J...0B.3..9.P..
.|.....5.V0.u..A..Eo.......(.X.........A..Eo..................0\r..m......Z..........._keyhttps://cdn.cookielaw.org/scripttemplates/6.5.0/otBannerSdk.js .https://barracuda.com/.7..L'/.......
.......P......^t.J...0B.3..9.P...|.....5.V0.u..A..Eo.........5.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\901aa7f8c09040f1_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\928a6d496285d115_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 960

Entropy (8bit): 5.514038980512488

Encrypted: false

SSDEEP: 24:5GeGSrbKoJlg/GeGSrbNJlD/GeGSrbbusJl+r:5GeGSZlg/GeGSnlD/GeGSfl2

MD5: 7DD5959550C9D55F20C0C2014B89EB9D

SHA1: 3B8CD5418674306FBA27EE99792E84634EC03507

SHA-256: 8137B966E130F9A4B4A50E2E11CC04340268C5DE80EE112BA6B699AE5E55F136

SHA-512: 3A61D9B3A8685119BBF6E3C81990A04F21DE5913A45E87D329CCC7BAA20761C062CC70A175A44D53FC0B907327B9E6471E365E9E59B8A9D93822FD260A9E724B

Malicious: false

Reputation: low

Preview:
0\r..m..........29......_keyhttps://barracuda.events/secured-21/wp-content/plugins/user-registration-multi-part/assets/js/frontend/user-registration-multi-part-frontend.min.js?
ver=1.0.3 .https://barracuda.events/....K'/.............:........."..WK.S.^.pW.R........1c.Z....A..Eo......3............A..Eo..................0\r..m..........29......_keyhttps://barracuda.event
s/secured-21/wp-content/plugins/user-registration-multi-part/assets/js/frontend/user-registration-multi-part-frontend.min.js?ver=1.0.3 .https://barracuda.events/$...L'/............
.k........."..WK.S.^.pW.R........1c.Z....A..Eo.......H.y.........A..Eo..................0\r..m..........29......_keyhttps://barracuda.events/secured-21/wp-content/plugins/user-registration-m
ulti-part/assets/js/frontend/user-registration-multi-part-frontend.min.js?ver=1.0.3 .https://barracuda.events/...L'/......................."..WK.S.^.pW.R........1c.Z....A..Eo.........T......
...A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9cb3a9ff0b892789_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 245

Entropy (8bit): 5.595884934906668

Encrypted: false

SSDEEP: 6:mi8sYeImGdqJfT9dT5UIk1K9YJkJerzwK6t:FGMJfHT5GVAeHS

MD5: 807888667C7AAFF7BCA3FBFE0F207CE1

SHA1: F9DEC9425E22899662263BEA32EBE1C73AD01B3D

SHA-256: 0E61C0FB818F036DA4FD08576EBB0F6CD5980FD8F0387F157B0C2937465015C4

SHA-512: 99060D942B128D00EE0C3E1F122DFD0EA5D9B2FB67217A1FA4E8DE6CB417303576012CFCF9EE541A9B89CA84AA44537F38642CD17FD7F519319F1AFE552E3587

Malicious: false

Reputation: low

Preview:
0\r..m......q....5p....._keyhttps://barracuda.events/secured-21/wp-includes/js/plupload/moxie.min.js?ver=1.3.5 .https://barracuda.events/...L'/.....................3$.........$..;..j.3.P,.
[.%....A..Eo...................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a02a990ba1abf84e_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 224

Entropy (8bit): 5.547024020493708

Encrypted: false

SSDEEP: 6:mYYiSK5LPTB1ISKGJv/S0nluTvN6+vTMrRghK6t:X1TEGJHZnH+om

MD5: 52758957623E10E142619CFB7D4DC348

SHA1: 467D10090EDDB2963DFC455F462CF18C9FBF4873

SHA-256: 6751D74C7B67FDC41C617A92B856B0FE6F30E394D49DFC716412865D49A6F42D

SHA-512: DC541136152B3301ED8A211B3FCD8A316FDE5833E29D51F3AA27E8F5780C405C780FFEE4E68CB0EBD5435A552D8575CC752F8CD5FEEDD82DED6019E78FE5B7
CA

Malicious: false

Reputation: low

Preview:
0\r..m......\.........._keyhttps://ess.barracudanetworks.com/js/tdf.min.js?v=2019.1 .https://barracudanetworks.com/L1..K'/..............n......6.sF.....%`..cd.C.B|.K..i..)..A..Eo............
......A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a1384c8be57d96a7_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped
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Size (bytes): 248

Entropy (8bit): 5.536565250239732

Encrypted: false

SSDEEP: 6:mqIEYeImGdqJfIQIg1dT7wdIwY7Ol+Kam4DK6t:GqGMJfIQD1dTNOcH

MD5: C3C331B7755CD870D9BD2D37BCA3D900

SHA1: 9A7D7A81B1F35FFA762946EBE4D226FCF2D9CBE0

SHA-256: 7E60516FF47A56F97470DBE35B70849835E54060A33DCE7F20004273F27CF57E

SHA-512: 66FB3D197669409EAD1C77A48EA718A378A29D080F71D37D28B259FD03E6DAF56268156432D584F74EDF522B3BAE87282A370D09619076FA7017A91EB75686FC

Malicious: false

Reputation: low

Preview:
0\r..m......t....Y......_keyhttps://barracuda.events/secured-21/wp-includes/js/jquery/ui/button.min.js?ver=1.12.1 .https://barracuda.events/.9..L'/.............W.......8..>.N...l..
...2a...k.._...".A..Eo......:h0|.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a1384c8be57d96a7_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a34a2af16f2b11f3_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 283

Entropy (8bit): 5.448953617033287

Encrypted: false

SSDEEP: 6:m6nYeImGdqRlAscN4IPIEmWyKcMmeIxYKsTTuH4+dK6t:P7GM8n4T5eb+13

MD5: 3C5BEE86DED788E94EA18C374578B318

SHA1: E66F3DFD0BC91DB31F5CFBBE22D86FE08F001179

SHA-256: 7E3A7B9CE97E8D5E6289E1940DB13F3C11F1711024A89356EA6F7A12DEB12601

SHA-512: 7BD3A10B1C9DBE6858E73814469DE0A84FDF340849164F2F2154974C541CD1BDEBE2E40ACF3AFADBB4A4347ADE75349E96A47190A095BB9493A9F5AC3D6AF69
2

Malicious: false

Reputation: low

Preview:
0\r..m.................._keyhttps://barracuda.events/secured-21/wp-content/plugins/user-registration-advanced-fields/assets/js/intlTelInput/utils.js .https://barracuda.ev
ents/xk%.L'/.............1..........i..suB..C.....`...BK..XT$.>..A..Eo......4..X.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a5c7e73fd2429994_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 227

Entropy (8bit): 5.615787172632442

Encrypted: false

SSDEEP: 6:mYGwYnL/QwESnISKgaSnR7EIeH4jWhZK6t:FaL/xESgga/IiT

MD5: 767EF3C9CBFCF27054D35DD96CCF46DA

SHA1: D05B17D36D4417EE5369299364CD9CD63A61503E

SHA-256: 53FD256626FDF235FD14C1783384888EFD0BB1B06F884BB81B49CECAAF2A0D48

SHA-512: BCE44D4330EA9E5EDE36D47254A5DC84F29618A020BE5AE2B30667354A49D295F7BBB4D14AE1B572E7A9A59E2FD1E3CF057F4064196694AD6B4E28D186351F1
1

Malicious: false

Reputation: low

Preview:
0\r..m......_...(......._keyhttps://ui.cudasvc.com/v1.9.1/hui.0.1d75d393af335c84f8c6.js .https://barracudanetworks.com/...K'/.............l.......Y.,..V.h..W.w.=4...v...q.#.j.A..Eo
........Ws.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a75ee984b5c973c7_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 576

Entropy (8bit): 5.572838269161394

Encrypted: false

SSDEEP: 12:9GM8n4KERRTIW8MZ1jGM8n4KERRT98Ms:9GPU1IW8M/jGPU198Ms

MD5: DC4B0E584E646FFF339F28B825D41E4F

SHA1: 5B9BB9A4314FEBB858C6421604ED9544519E8869

SHA-256: 649223D1303E2E5DE90C900C95F65A77BB0127C8284CA4F9A8FA9C3196803666

SHA-512: 2D6CE137DA5E116F28A097F92FC1D5F1213BDA61D5D9CC3E0714028831EF15583DE84A611B83CA11570658F648FA9C2A9DDBEEDAE96B5C2E0AB0FE6C950A505
0

Malicious: false

Reputation: low
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Preview:
0\r..m................._keyhttps://barracuda.events/secured-21/wp-content/plugins/user-registration/assets/js/frontend/jquery.validate.min.js?ver=1.15.1 .https://barracud
a.events/S...L'/.....................Gn.`....-....0.F..a.....i#k.A..Eo.......+...........A..Eo..................0\r..m................._keyhttps://barracuda.events/secured-21/wp-content/plugins/user-r
egistration/assets/js/frontend/jquery.validate.min.js?ver=1.15.1 .https://barracuda.events/l...L'/.............s........Gn.`....-....0.F..a.....i#k.A..Eo.......]{..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a75ee984b5c973c7_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a849457f4c949a53_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 312

Entropy (8bit): 5.447480204394157

Encrypted: false

SSDEEP: 6:mA//6EYeImGdqRlAscN4I6fmWyoBX4I6SPT3IlYC3tts/ihhinK6t:V//6qGM8n4te64tSPTU3ttSp

MD5: 997E6C9C27C4D23C66B39BBC98F8B877

SHA1: 5225A44AC3E0B28D29FC726668424073E743F095

SHA-256: FBAC6DEF2D10434FF5513845E96C3DFF896DE4146981E2CB6D49890020BF9065

SHA-512: 7ED63AD8FE6D73C958F154EB7D3FD75D32FFD1504B202F681139EF592EB98B2C50A7E6F3250F0C4D60CB6FDA065227C8F4F251BD64221BDC667AA7CC73B1357
9

Malicious: false

Reputation: low

Preview:
0\r..m..........R.!6...._keyhttps://barracuda.events/secured-21/wp-content/plugins/user-registration-extras/assets/js/frontend/user-registration-extras-frontend.min.js?ve
r=1.0.7 .https://barracuda.events/....L'/....................}R@Fh.&i;&.Hi]}....&g.c.Y..?....A..Eo........^..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\acf13151a2241a94_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 201

Entropy (8bit): 5.437980152550279

Encrypted: false

SSDEEP: 6:my/gEYGL+MIwJJGdI3wpcmStlpGNeM2H9K6t:t/NIwvp3cwENmX

MD5: EF54BFA5EC15C9153157FA7E81172AC1

SHA1: 8C18D8E487A43C0E9C0686552E5FED9C64BBBA08

SHA-256: 0B93B22B199B23CA935F149C5AF4FD0074812A1F635D88C9E9E5AC26B2045BE8

SHA-512: E788F45C2BAD9EAE94222DE9B0DBE50956118B5E7DA5CAB25411240A11E6F371C0A6755FFA996EA0E5F35757687F2F087EEC4B11D064BDDEA394456169D112B
3

Malicious: false

Reputation: low

Preview:
0\r..m......E...J.t...._keyhttps://www.google-analytics.com/analytics.js .https://force.com/.zq.L'/.............Rs............`.....8...p4....o.P.$..(..A..Eo.......bL..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b02455ec97d6bed4_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 247

Entropy (8bit): 5.508090267362316

Encrypted: false

SSDEEP: 6:mhklhlyEYeImGdqJfUhkxRTlnIWJYNRM7hzrvK6t:5hlzGMJfK0RTl9wm77

MD5: D5F36F5EE0083A0C894905A848889DCD

SHA1: DE71AF711DC8A332D978A92A0D18CA3702AF094B

SHA-256: E67F317A8C9733DD6C0E1E0E91A757C8DDD99AA1D36555B6B2AF244191F1ACEC

SHA-512: 0C1E32DECB6387A955E3B7DE85D1897155F53EFCB0EEFB3FF42217F36B41FD57A4EB68502F15FD89F6669720B845F1CCE981CD90F67C65EEE61AF275C33BD6D
D

Malicious: false

Reputation: low

Preview:
0\r..m......s...E.@....._keyhttps://barracuda.events/secured-21/wp-includes/js/media-audiovideo.min.js?ver=5.7.2 .https://barracuda.events/8...L'/...................G.).......'$..1
.im.Y#..T..j..&.A..Eo......|;h-.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b1e4f85d88de8bab_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 789

Entropy (8bit): 5.653903388897637

Encrypted: false
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SSDEEP: 24:xXGURr5B++o/7XGURrJO+o67XGURrc+os:xXGURU7XGURdV7XGUR9

MD5: D8D4DBE043399C92DFA1E46CE0FFF250

SHA1: 75346C211079AB05B608ABF6531BF0EC4FB144A8

SHA-256: 9C2B03BEC1D6359C65B72BD21BEE9F8899DBF257F5B9A151BBFF0B78410CB420

SHA-512: 2C9F07EE99BE61189D3FF2D80499393596667194E5955610337A8FCACE9442865DF29DA70AB4D1582A9531574F0CE513DC51EA6A85C570EDA229CD76EF382C4F

Malicious: false

Reputation: low

Preview:
0\r..m..........8..q...._keyhttps://barracuda.events/secured-21/wp-content/plugins/contact-form-7/includes/js/index.js?ver=5.4.2 .https://barracuda.events/....K'/.............z....
..........D...Z._..H,....K=....N..A..Eo......kd...........A..Eo..................0\r..m..........8..q...._keyhttps://barracuda.events/secured-21/wp-content/plugins/contact-form-7/includes/js
/index.js?ver=5.4.2 .https://barracuda.events/....L'/..........................D...Z._..H,....K=....N..A..Eo......E.S..........A..Eo..................0\r..m..........8..q...._keyhttps://barracuda.even
ts/secured-21/wp-content/plugins/contact-form-7/includes/js/index.js?ver=5.4.2 .https://barracuda.events/.a..L'/.............a..............D...Z._..H,....K=....N..A..Eo.........A.........A.
.Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b1e4f85d88de8bab_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b32d900331f1f4f9_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 229

Entropy (8bit): 5.497068173013321

Encrypted: false

SSDEEP: 6:mfbqEYiSKAAN2PTB1ISKQ4v/SinlaBXpn0NnBDK6t:OdAAaTEQojlMX6n1

MD5: AB271B5CA5DFBE34E10E95C35BF0C9AF

SHA1: 58B1E5EEDB2E886C4C29B4C1DA8B386E5A32256C

SHA-256: EAE45D8145A88F4E2FC5366130B552BD061105423D0BA9F5D2A6E498B22046BE

SHA-512: FB4496E4B61613716C2B90179A358000A9AD863B6E58204F090E1DE04823E6C90AD3D1B864D686B8B94FC27FA3E05509818FA72D5A5781F5EC5AA34E3A006087

Malicious: false

Reputation: low

Preview:
0\r..m......a....\4....._keyhttps://ess.barracudanetworks.com/js/intercom.min.js?v=2019.1 .https://barracudanetworks.com/.E..K'/.............!n........F.. .6.dQ.qk.".A.L.Q..L!.t.A.
.Eo.......U8..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b400c96dbdd70040_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 578

Entropy (8bit): 5.492156364522719

Encrypted: false

SSDEEP: 12:NGM8n4KE/41dTdrvSQtvGM8n4KE/41dT8SQXT:NGPjRdrxtvGPjR0XT

MD5: D9591442D533ACCF28BD0D18C97614FE

SHA1: 3F4D1A0F2D218A23DB2B2903EC17F9B8F7FA9CD3

SHA-256: E27014154BD9C2D366A4CC3D2F4C618ED0381287B5E363A26ACFC372C7A85A68

SHA-512: 153A2FE71BB6B5EBFD5296EA64E3474D9459A9EB1FDE313E79B0E51B43370C2CAAE1E2D93DF5C18428CDE153A59BC1FF05CCF10279636C47D8063195833E24D
5

Malicious: false

Reputation: low

Preview:
0\r..m.............k...._keyhttps://barracuda.events/secured-21/wp-content/plugins/user-registration/assets/js/frontend/user-registration.min.js?ver=1.9.9 .https://barrac
uda.events/S#..L'/.........................z.wc..-f.cL....g..[.Uj$h..M.A..Eo.......#*..........A..Eo..................0\r..m.............k...._keyhttps://barracuda.events/secured-21/wp-conte
nt/plugins/user-registration/assets/js/frontend/user-registration.min.js?ver=1.9.9 .https://barracuda.events/....L'/........................z.wc..-f.cL....g..[.Uj$h..M.A..Eo......I..........
..A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b5fd45621a244c4f_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 426

Entropy (8bit): 5.553224380997682

Encrypted: false

SSDEEP: 6:mmYGLSmXZCLRtnIDhcIyiillJeG/FDK6tWmYGLSmXZCLRtnIjW2RfeG/0K6t:7Vhilxt1RUI+

MD5: D459EDF6EEC1838CA4423F3BF50EEF6E

SHA1: 87E3DC6857DFDDDFCE3FABC892F2821E3C2A28FD

SHA-256: 58C65F769AE457281786D727D9C1B10E9603A9D30D745C7948F233774C0F8B94

SHA-512: 1A05397AE2B0CCF66EC9DF497D28D1026BA452CDC9F3094ECE6F2B55FC62FCAAAFE61DA27CD779F1F5174F99E5C181C0443FC475B0831C2C8DFFB008A124AA
A1

Malicious: false

Reputation: low
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Static File Info

No static file info

Preview:
0\r..m......Q.....4...._keyhttps://www.googletagmanager.com/gtm.js?id=GTM-T7DD6S .https://barracuda.com/..y.L'/..............5........d*........F~Dgb..Cc=d..r..f...A..Eo......d..k.
........A..Eo..................0\r..m......Q.....4...._keyhttps://www.googletagmanager.com/gtm.js?id=GTM-T7DD6S .https://barracuda.com/....L'/.............J........d*........F~Dgb.
.Cc=d..r..f...A..Eo.........7.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b5fd45621a244c4f_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b78136c3e1846b4e_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 247

Entropy (8bit): 5.499484206556356

Encrypted: false

SSDEEP: 6:mrYeImGdqJfIQOdT7wdIJY+JYChD/hK6t:kGMJfIQETFyCBT

MD5: DCDF3BA8AB341519EFFD67B0A333BAB6

SHA1: 9D47C0C47EAF57868B29C1E65990FA739BD9545B

SHA-256: 049487DB6989E63B3F6067B187EB9CED32EAFCB8AC7082C171889D1473EA8DBE

SHA-512: 3F5ACF8296FECE8A9380AED82E457C20877316B8BB8348077A2B0735BF6426691FB09F7066CBF8414D8648FA5C36E9B64741CB57627581985567D6EC3F725B60

Malicious: false

Reputation: low

Preview:
0\r..m......s.....}....._keyhttps://barracuda.events/secured-21/wp-includes/js/jquery/ui/mouse.min.js?ver=1.12.1 .https://barracuda.events/....L'/................................|va..h.|
<.pO...4W.A..Eo...................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b7c2f3089df2d207_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 301

Entropy (8bit): 5.518525183012259

Encrypted: false

SSDEEP: 6:mi8nYeImGdqRlAscN4IPIEmWyoBRkPTvXIp+Ykn/lJ7tm4kK6t:32GM8n4T53PTvbn/H7t2

MD5: 02B0406109606EC001515BB5D928322D

SHA1: 7A8422A39351E7DB41768F7BA45E9B4687C9A96F

SHA-256: 1E787D38AB30334FCCC4DEBF3E21E0CD9704CAD2EC8D5040E3EF6EA480F8E338

SHA-512: E997E741FD2BE08E6A477B1FBB13BF7922D6779FB5537C55070D92549936AF21D36BCB714F6399C4CF131D18632780F23DDA241CA355949E2FF95A32DED43B60

Malicious: false

Reputation: low

Preview:
0\r..m..........^b......_keyhttps://barracuda.events/secured-21/wp-content/plugins/user-registration-advanced-fields/assets/js/frontend/uraf-frontend.min.js?ver=1.4.3 .ht
tps://barracuda.events/._..L'/.............c.........0..8.e......".y1>..@.(fO...V.H.A..Eo......[JG..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b7eac08aea0f586a_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 287

Entropy (8bit): 5.453828718554096

Encrypted: false

SSDEEP: 6:mELnYeImGdqRlAscN4KEmWyuZi4dTOr1IYYPOVjbxP46hK6t:ZL7GM8n4KE5Zi4dTOdr

MD5: 1FFCDEFAEF3F2DB57A3A74BB066CA13D

SHA1: 13F7741A7F000E63D1BC40B0D9AF46E4F5B9A2D4

SHA-256: 456FA3EA73D5FE1F740D1C0BFA29CDC089EB25DAA0B3F68B2EC000D5EA7C18D7

SHA-512: 63C88E0A48DD07F7D86672A53614AB2F9E6A97DF7E82D36B9B191A3A24262B712767AA9BAFBD1EA18680A091AB83DD5441D637204D49C9CC4A336F71BB53C1D
7

Malicious: false

Reputation: low

Preview:
0\r..m...........)......_keyhttps://barracuda.events/secured-21/wp-content/plugins/user-registration/assets/js/sweetalert2/sweetalert2.min.js?ver=8.17.1 .https://barracud
a.events/JW..L'/.............]..........J^WN....>8f..?..xc...Q..h.j.A..Eo.......1.9.........A..Eo..................
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Network Port Distribution

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Aug 3, 2021 23:14:11.915242910 CEST 192.168.2.6 8.8.8.8 0x76b Standard query 
(0)

clients2.g
oogle.com

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:11.923293114 CEST 192.168.2.6 8.8.8.8 0x714d Standard query 
(0)

ess.barrac
udanetworks.com

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:11.928256989 CEST 192.168.2.6 8.8.8.8 0x6029 Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:13.318504095 CEST 192.168.2.6 8.8.8.8 0xf77b Standard query 
(0)

ui.cudasvc.com A (IP address) IN (0x0001)

Aug 3, 2021 23:14:14.785376072 CEST 192.168.2.6 8.8.8.8 0x844c Standard query 
(0)

cdn.mxpnl.com A (IP address) IN (0x0001)

Aug 3, 2021 23:14:14.785428047 CEST 192.168.2.6 8.8.8.8 0xd818 Standard query 
(0)

sdk.noticeable.io A (IP address) IN (0x0001)

Aug 3, 2021 23:14:15.087641954 CEST 192.168.2.6 8.8.8.8 0x82c Standard query 
(0)

login.barr
acudanetwo
rks.com

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:15.370042086 CEST 192.168.2.6 8.8.8.8 0x806a Standard query 
(0)

data.widge
ts.noticeable.io

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:15.435921907 CEST 192.168.2.6 8.8.8.8 0x1c09 Standard query 
(0)

api-js.mix
panel.com

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:15.542949915 CEST 192.168.2.6 8.8.8.8 0xfb59 Standard query 
(0)

js-agent.n
ewrelic.com

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:15.568027973 CEST 192.168.2.6 8.8.8.8 0xfd9a Standard query 
(0)

stats.g.do
ubleclick.net

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:15.736701012 CEST 192.168.2.6 8.8.8.8 0xf09f Standard query 
(0)

bam-cell.nr-
data.net

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:15.775041103 CEST 192.168.2.6 8.8.8.8 0xb55a Standard query 
(0)

www.google.com A (IP address) IN (0x0001)

Aug 3, 2021 23:14:15.775238991 CEST 192.168.2.6 8.8.8.8 0x8025 Standard query 
(0)

www.google.de A (IP address) IN (0x0001)

Aug 3, 2021 23:14:15.884694099 CEST 192.168.2.6 8.8.8.8 0x2004 Standard query 
(0)

widgets.no
ticeable.io

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:16.244498968 CEST 192.168.2.6 8.8.8.8 0x9fdb Standard query 
(0)

login.barr
acudanetwo
rks.com

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:16.299590111 CEST 192.168.2.6 8.8.8.8 0xc70a Standard query 
(0)

phrases.no
ticeable.io

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:19.352777004 CEST 192.168.2.6 8.8.8.8 0x161b Standard query 
(0)

barracuda.events A (IP address) IN (0x0001)

Aug 3, 2021 23:14:19.710467100 CEST 192.168.2.6 8.8.8.8 0xbb25 Standard query 
(0)

clients2.g
oogleuserc
ontent.com

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:19.852339983 CEST 192.168.2.6 8.8.8.8 0x885b Standard query 
(0)

use.typekit.net A (IP address) IN (0x0001)

Aug 3, 2021 23:14:19.853832960 CEST 192.168.2.6 8.8.8.8 0x11 Standard query 
(0)

cdnjs.clou
dflare.com

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:19.866309881 CEST 192.168.2.6 8.8.8.8 0x4bc8 Standard query 
(0)

kit.fontaw
esome.com

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:20.173794031 CEST 192.168.2.6 8.8.8.8 0x8c9 Standard query 
(0)

p.typekit.net A (IP address) IN (0x0001)

Aug 3, 2021 23:14:20.239132881 CEST 192.168.2.6 8.8.8.8 0xf907 Standard query 
(0)

stats.wp.com A (IP address) IN (0x0001)

Aug 3, 2021 23:14:20.625618935 CEST 192.168.2.6 8.8.8.8 0x8f1a Standard query 
(0)

s.w.org A (IP address) IN (0x0001)

Aug 3, 2021 23:14:20.655822992 CEST 192.168.2.6 8.8.8.8 0x751b Standard query 
(0)

emera11121
.pcapredict.com

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:20.659847975 CEST 192.168.2.6 8.8.8.8 0x6cb6 Standard query 
(0)

ka-f.fonta
wesome.com

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:20.991189957 CEST 192.168.2.6 8.8.8.8 0x6bf6 Standard query 
(0)

services.p
ostcodeany
where.co.uk

A (IP address) IN (0x0001)

TCP Packets

DNS Queries
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Aug 3, 2021 23:14:24.310180902 CEST 192.168.2.6 8.8.8.8 0x19a0 Standard query 
(0)

secure.gra
vatar.com

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:25.747642040 CEST 192.168.2.6 8.8.8.8 0xe64d Standard query 
(0)

pixel.wp.com A (IP address) IN (0x0001)

Aug 3, 2021 23:14:25.992985964 CEST 192.168.2.6 8.8.8.8 0xc610 Standard query 
(0)

ipapi.co A (IP address) IN (0x0001)

Aug 3, 2021 23:14:27.547770977 CEST 192.168.2.6 8.8.8.8 0xf80c Standard query 
(0)

barracuda.events A (IP address) IN (0x0001)

Aug 3, 2021 23:14:27.622315884 CEST 192.168.2.6 8.8.8.8 0x7054 Standard query 
(0)

secure.gra
vatar.com

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:27.681638002 CEST 192.168.2.6 8.8.8.8 0xac8c Standard query 
(0)

pixel.wp.com A (IP address) IN (0x0001)

Aug 3, 2021 23:14:28.122915030 CEST 192.168.2.6 8.8.8.8 0x9da1 Standard query 
(0)

barracuda.com A (IP address) IN (0x0001)

Aug 3, 2021 23:14:28.896070957 CEST 192.168.2.6 8.8.8.8 0x4f1e Standard query 
(0)

www.barrac
uda.com

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:30.026797056 CEST 192.168.2.6 8.8.8.8 0x29a7 Standard query 
(0)

play.vidyard.com A (IP address) IN (0x0001)

Aug 3, 2021 23:14:30.363713980 CEST 192.168.2.6 8.8.8.8 0xd837 Standard query 
(0)

assets.bar
racuda.com

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:30.938604116 CEST 192.168.2.6 8.8.8.8 0x6ef3 Standard query 
(0)

a.barracuda.com A (IP address) IN (0x0001)

Aug 3, 2021 23:14:31.284580946 CEST 192.168.2.6 8.8.8.8 0x7bd7 Standard query 
(0)

developer.
livehelpnow.net

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:31.477473021 CEST 192.168.2.6 8.8.8.8 0xa706 Standard query 
(0)

cdn.cookie
law.org

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:31.700109005 CEST 192.168.2.6 8.8.8.8 0xbbed Standard query 
(0)

geolocatio
n.onetrust.com

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:32.557359934 CEST 192.168.2.6 8.8.8.8 0x6e5e Standard query 
(0)

cdn.polyfill.io A (IP address) IN (0x0001)

Aug 3, 2021 23:14:34.074834108 CEST 192.168.2.6 8.8.8.8 0x9d0c Standard query 
(0)

auth.barra
cudanetwor
ks.com

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:34.448412895 CEST 192.168.2.6 8.8.8.8 0xaff Standard query 
(0)

www.barrac
uda.com

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:34.723575115 CEST 192.168.2.6 8.8.8.8 0x7065 Standard query 
(0)

app.livehe
lpnow.net

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:36.643385887 CEST 192.168.2.6 8.8.8.8 0x7611 Standard query 
(0)

auth.barra
cudanetwor
ks.com

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:52.304878950 CEST 192.168.2.6 8.8.8.8 0x7c86 Standard query 
(0)

kit.fontaw
esome.com

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:52.306288004 CEST 192.168.2.6 8.8.8.8 0x6f4c Standard query 
(0)

barracuda.events A (IP address) IN (0x0001)

Aug 3, 2021 23:14:52.307544947 CEST 192.168.2.6 8.8.8.8 0xa5cf Standard query 
(0)

use.typekit.net A (IP address) IN (0x0001)

Aug 3, 2021 23:14:52.356427908 CEST 192.168.2.6 8.8.8.8 0xdbce Standard query 
(0)

cdnjs.clou
dflare.com

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:52.358663082 CEST 192.168.2.6 8.8.8.8 0x64bc Standard query 
(0)

p.typekit.net A (IP address) IN (0x0001)

Aug 3, 2021 23:14:52.362257004 CEST 192.168.2.6 8.8.8.8 0x7893 Standard query 
(0)

ka-f.fonta
wesome.com

A (IP address) IN (0x0001)

Aug 3, 2021 23:14:53.503276110 CEST 192.168.2.6 8.8.8.8 0xd15f Standard query 
(0)

s.w.org A (IP address) IN (0x0001)

Aug 3, 2021 23:15:07.464689016 CEST 192.168.2.6 8.8.8.8 0x43c4 Standard query 
(0)

cdn.vidyard.com A (IP address) IN (0x0001)

Aug 3, 2021 23:15:10.021337986 CEST 192.168.2.6 8.8.8.8 0x6559 Standard query 
(0)

play.vidyard.com A (IP address) IN (0x0001)

Aug 3, 2021 23:15:10.042920113 CEST 192.168.2.6 8.8.8.8 0x640b Standard query 
(0)

assets.bar
racuda.com

A (IP address) IN (0x0001)

Aug 3, 2021 23:15:10.204195976 CEST 192.168.2.6 8.8.8.8 0x1673 Standard query 
(0)

developer.
livehelpnow.net

A (IP address) IN (0x0001)

Aug 3, 2021 23:15:10.315282106 CEST 192.168.2.6 8.8.8.8 0xb9b8 Standard query 
(0)

cdn.vidyard.com A (IP address) IN (0x0001)

Aug 3, 2021 23:15:15.506280899 CEST 192.168.2.6 8.8.8.8 0xcb9f Standard query 
(0)

login.barr
acudanetwo
rks.com

A (IP address) IN (0x0001)

Aug 3, 2021 23:15:18.535540104 CEST 192.168.2.6 8.8.8.8 0x1435 Standard query 
(0)

barracudan
etworks.fo
rce.com

A (IP address) IN (0x0001)

Aug 3, 2021 23:15:21.669655085 CEST 192.168.2.6 8.8.8.8 0x314c Standard query 
(0)

stats.g.do
ubleclick.net

A (IP address) IN (0x0001)

Aug 3, 2021 23:15:21.875427961 CEST 192.168.2.6 8.8.8.8 0x7e84 Standard query 
(0)

www.google.de A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
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Aug 3, 2021 23:15:21.876621962 CEST 192.168.2.6 8.8.8.8 0x31ec Standard query 
(0)

www.google.com A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Aug 3, 2021 
23:14:11.942092896 
CEST

8.8.8.8 192.168.2.6 0x76b No error (0) clients2.g
oogle.com

clients.l.google.com CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:14:11.942092896 
CEST

8.8.8.8 192.168.2.6 0x76b No error (0) clients.l.
google.com

142.250.184.238 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:11.963166952 
CEST

8.8.8.8 192.168.2.6 0x714d No error (0) ess.barrac
udanetwork
s.com

52.15.232.185 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:11.963166952 
CEST

8.8.8.8 192.168.2.6 0x714d No error (0) ess.barrac
udanetwork
s.com

18.221.233.80 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:11.984571934 
CEST

8.8.8.8 192.168.2.6 0x6029 No error (0) accounts.g
oogle.com

216.58.205.77 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:13.368552923 
CEST

8.8.8.8 192.168.2.6 0xf77b No error (0) ui.cudasvc.com d1z4aums1f366c.cloudfro
nt.net

CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:14:13.368552923 
CEST

8.8.8.8 192.168.2.6 0xf77b No error (0) d1z4aums1f
366c.cloud
front.net

65.9.71.46 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:13.368552923 
CEST

8.8.8.8 192.168.2.6 0xf77b No error (0) d1z4aums1f
366c.cloud
front.net

65.9.71.91 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:13.368552923 
CEST

8.8.8.8 192.168.2.6 0xf77b No error (0) d1z4aums1f
366c.cloud
front.net

65.9.71.45 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:13.368552923 
CEST

8.8.8.8 192.168.2.6 0xf77b No error (0) d1z4aums1f
366c.cloud
front.net

65.9.71.93 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:14.810267925 
CEST

8.8.8.8 192.168.2.6 0x844c No error (0) cdn.mxpnl.com 130.211.5.208 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:14.810267925 
CEST

8.8.8.8 192.168.2.6 0x844c No error (0) cdn.mxpnl.com 35.186.235.23 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:14.811266899 
CEST

8.8.8.8 192.168.2.6 0x653e No error (0) www-google-
analytics
.l.google.com

142.250.185.142 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:14.821476936 
CEST

8.8.8.8 192.168.2.6 0xd818 No error (0) sdk.noticeable.io 151.101.1.195 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:14.821476936 
CEST

8.8.8.8 192.168.2.6 0xd818 No error (0) sdk.noticeable.io 151.101.65.195 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:15.128354073 
CEST

8.8.8.8 192.168.2.6 0x82c No error (0) login.barr
acudanetwo
rks.com

portal-
prod.bcc.aws.cudasvc.co
m

CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:14:15.128354073 
CEST

8.8.8.8 192.168.2.6 0x82c No error (0) portal-pro
d.bcc.aws.
cudasvc.com

18.205.112.9 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:15.128354073 
CEST

8.8.8.8 192.168.2.6 0x82c No error (0) portal-pro
d.bcc.aws.
cudasvc.com

54.147.70.254 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:15.128354073 
CEST

8.8.8.8 192.168.2.6 0x82c No error (0) portal-pro
d.bcc.aws.
cudasvc.com

44.193.86.116 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:15.410873890 
CEST

8.8.8.8 192.168.2.6 0x806a No error (0) data.widge
ts.noticeable.io

151.101.1.195 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:15.410873890 
CEST

8.8.8.8 192.168.2.6 0x806a No error (0) data.widge
ts.noticeable.io

151.101.65.195 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:15.468214035 
CEST

8.8.8.8 192.168.2.6 0x1c09 No error (0) api-js.mix
panel.com

35.186.241.51 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:15.468214035 
CEST

8.8.8.8 192.168.2.6 0x1c09 No error (0) api-js.mix
panel.com

107.178.240.159 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:15.468214035 
CEST

8.8.8.8 192.168.2.6 0x1c09 No error (0) api-js.mix
panel.com

35.190.25.25 A (IP address) IN (0x0001)

DNS Answers

Copyright Joe Security LLC 2021 Page 42 of 49



Aug 3, 2021 
23:14:15.468214035 
CEST

8.8.8.8 192.168.2.6 0x1c09 No error (0) api-js.mix
panel.com

130.211.34.183 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:15.570280075 
CEST

8.8.8.8 192.168.2.6 0xfb59 No error (0) js-agent.n
ewrelic.com

newrelic.map.fastly.net CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:14:15.570280075 
CEST

8.8.8.8 192.168.2.6 0xfb59 No error (0) newrelic.m
ap.fastly.net

151.101.1.27 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:15.570280075 
CEST

8.8.8.8 192.168.2.6 0xfb59 No error (0) newrelic.m
ap.fastly.net

151.101.65.27 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:15.570280075 
CEST

8.8.8.8 192.168.2.6 0xfb59 No error (0) newrelic.m
ap.fastly.net

151.101.129.27 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:15.570280075 
CEST

8.8.8.8 192.168.2.6 0xfb59 No error (0) newrelic.m
ap.fastly.net

151.101.193.27 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:15.602158070 
CEST

8.8.8.8 192.168.2.6 0xfd9a No error (0) stats.g.do
ubleclick.net

stats.l.doubleclick.net CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:14:15.602158070 
CEST

8.8.8.8 192.168.2.6 0xfd9a No error (0) stats.l.do
ubleclick.net

108.177.126.154 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:15.602158070 
CEST

8.8.8.8 192.168.2.6 0xfd9a No error (0) stats.l.do
ubleclick.net

108.177.126.156 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:15.602158070 
CEST

8.8.8.8 192.168.2.6 0xfd9a No error (0) stats.l.do
ubleclick.net

108.177.126.157 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:15.602158070 
CEST

8.8.8.8 192.168.2.6 0xfd9a No error (0) stats.l.do
ubleclick.net

108.177.126.155 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:15.771532059 
CEST

8.8.8.8 192.168.2.6 0xf09f No error (0) bam-cell.nr-
data.net

tls12.newrelic.com.cdn.cl
oudflare.net

CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:14:15.801079035 
CEST

8.8.8.8 192.168.2.6 0xb55a No error (0) www.google
.com

142.250.180.164 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:15.810313940 
CEST

8.8.8.8 192.168.2.6 0x8025 No error (0) www.google.de 142.250.184.99 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:15.920937061 
CEST

8.8.8.8 192.168.2.6 0x2004 No error (0) widgets.no
ticeable.io

151.101.1.195 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:15.920937061 
CEST

8.8.8.8 192.168.2.6 0x2004 No error (0) widgets.no
ticeable.io

151.101.65.195 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:16.277147055 
CEST

8.8.8.8 192.168.2.6 0x9fdb No error (0) login.barr
acudanetwo
rks.com

portal-
prod.bcc.aws.cudasvc.co
m

CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:14:16.277147055 
CEST

8.8.8.8 192.168.2.6 0x9fdb No error (0) portal-pro
d.bcc.aws.
cudasvc.com

18.205.112.9 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:16.277147055 
CEST

8.8.8.8 192.168.2.6 0x9fdb No error (0) portal-pro
d.bcc.aws.
cudasvc.com

54.147.70.254 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:16.277147055 
CEST

8.8.8.8 192.168.2.6 0x9fdb No error (0) portal-pro
d.bcc.aws.
cudasvc.com

44.193.86.116 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:16.338850021 
CEST

8.8.8.8 192.168.2.6 0xc70a No error (0) phrases.no
ticeable.io

151.101.65.195 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:16.338850021 
CEST

8.8.8.8 192.168.2.6 0xc70a No error (0) phrases.no
ticeable.io

151.101.1.195 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:19.402439117 
CEST

8.8.8.8 192.168.2.6 0x161b No error (0) barracuda.
events

35.214.101.20 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:19.752216101 
CEST

8.8.8.8 192.168.2.6 0xbb25 No error (0) clients2.g
oogleuserc
ontent.com

googlehosted.l.googleuse
rcontent.com

CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:14:19.752216101 
CEST

8.8.8.8 192.168.2.6 0xbb25 No error (0) googlehost
ed.l.googl
euserconte
nt.com

216.58.208.129 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:19.878830910 
CEST

8.8.8.8 192.168.2.6 0x11 No error (0) cdnjs.clou
dflare.com

104.16.18.94 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Aug 3, 2021 
23:14:19.878830910 
CEST

8.8.8.8 192.168.2.6 0x11 No error (0) cdnjs.clou
dflare.com

104.16.19.94 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:19.884208918 
CEST

8.8.8.8 192.168.2.6 0x3375 No error (0) www-google
tagmanager
.l.google.com

142.250.184.72 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:19.886524916 
CEST

8.8.8.8 192.168.2.6 0x885b No error (0) use.typekit.net use-
stls.adobe.com.edgesuite
.net

CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:14:19.904623032 
CEST

8.8.8.8 192.168.2.6 0x4bc8 No error (0) kit.fontaw
esome.com

kit.fontawesome.com.cdn.
cloudflare.net

CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:14:20.219219923 
CEST

8.8.8.8 192.168.2.6 0x8c9 No error (0) p.typekit.net p.typekit.net-
v3.edgekey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:14:20.264131069 
CEST

8.8.8.8 192.168.2.6 0xf907 No error (0) stats.wp.com 192.0.76.3 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:20.650546074 
CEST

8.8.8.8 192.168.2.6 0x8f1a No error (0) s.w.org 192.0.77.48 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:20.693453074 
CEST

8.8.8.8 192.168.2.6 0x751b No error (0) emera11121
.pcapredict.com

34.117.233.127 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:20.698806047 
CEST

8.8.8.8 192.168.2.6 0x6cb6 No error (0) ka-f.fonta
wesome.com

ka-
f.fontawesome.com.cdn.cl
oudflare.net

CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:14:21.024780035 
CEST

8.8.8.8 192.168.2.6 0x6bf6 No error (0) services.p
ostcodeany
where.co.uk

34.117.233.127 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:24.338012934 
CEST

8.8.8.8 192.168.2.6 0x19a0 No error (0) secure.gra
vatar.com

192.0.73.2 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:25.775393963 
CEST

8.8.8.8 192.168.2.6 0xe64d No error (0) pixel.wp.com 192.0.76.3 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:26.029042959 
CEST

8.8.8.8 192.168.2.6 0xc610 No error (0) ipapi.co 104.26.9.44 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:26.029042959 
CEST

8.8.8.8 192.168.2.6 0xc610 No error (0) ipapi.co 104.26.8.44 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:26.029042959 
CEST

8.8.8.8 192.168.2.6 0xc610 No error (0) ipapi.co 172.67.69.226 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:27.587061882 
CEST

8.8.8.8 192.168.2.6 0xf80c No error (0) barracuda.
events

35.214.101.20 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:27.648042917 
CEST

8.8.8.8 192.168.2.6 0x7054 No error (0) secure.gra
vatar.com

192.0.73.2 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:27.709377050 
CEST

8.8.8.8 192.168.2.6 0xac8c No error (0) pixel.wp.com 192.0.76.3 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:28.160584927 
CEST

8.8.8.8 192.168.2.6 0x9da1 No error (0) barracuda.com 104.18.13.146 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:28.160584927 
CEST

8.8.8.8 192.168.2.6 0x9da1 No error (0) barracuda.com 104.18.12.146 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:28.946515083 
CEST

8.8.8.8 192.168.2.6 0x4f1e No error (0) www.barrac
uda.com

d1otsuyu42p7qj.cloudfron
t.net

CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:14:28.946515083 
CEST

8.8.8.8 192.168.2.6 0x4f1e No error (0) d1otsuyu42
p7qj.cloud
front.net

99.86.4.6 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:28.946515083 
CEST

8.8.8.8 192.168.2.6 0x4f1e No error (0) d1otsuyu42
p7qj.cloud
front.net

99.86.4.78 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:28.946515083 
CEST

8.8.8.8 192.168.2.6 0x4f1e No error (0) d1otsuyu42
p7qj.cloud
front.net

99.86.4.44 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:28.946515083 
CEST

8.8.8.8 192.168.2.6 0x4f1e No error (0) d1otsuyu42
p7qj.cloud
front.net

99.86.4.24 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:30.060599089 
CEST

8.8.8.8 192.168.2.6 0x29a7 No error (0) play.vidyard.com p.shared.global.fastly.net CNAME 
(Canonical 
name)

IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Aug 3, 2021 
23:14:30.410586119 
CEST

8.8.8.8 192.168.2.6 0xd837 No error (0) assets.bar
racuda.com

d3lz6gesenfpcv.cloudfron
t.net

CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:14:30.410586119 
CEST

8.8.8.8 192.168.2.6 0xd837 No error (0) d3lz6gesen
fpcv.cloud
front.net

99.86.4.88 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:30.410586119 
CEST

8.8.8.8 192.168.2.6 0xd837 No error (0) d3lz6gesen
fpcv.cloud
front.net

99.86.4.37 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:30.410586119 
CEST

8.8.8.8 192.168.2.6 0xd837 No error (0) d3lz6gesen
fpcv.cloud
front.net

99.86.4.30 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:30.410586119 
CEST

8.8.8.8 192.168.2.6 0xd837 No error (0) d3lz6gesen
fpcv.cloud
front.net

99.86.4.57 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:30.981410980 
CEST

8.8.8.8 192.168.2.6 0x6ef3 No error (0) a.barracuda.com stack-
tracking.corpweb.aws.cud
asvc.com

CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:14:30.981410980 
CEST

8.8.8.8 192.168.2.6 0x6ef3 No error (0) stack-trac
king.corpw
eb.aws.cud
asvc.com

3.12.243.222 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:30.981410980 
CEST

8.8.8.8 192.168.2.6 0x6ef3 No error (0) stack-trac
king.corpw
eb.aws.cud
asvc.com

18.190.163.247 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:30.981410980 
CEST

8.8.8.8 192.168.2.6 0x6ef3 No error (0) stack-trac
king.corpw
eb.aws.cud
asvc.com

3.18.134.78 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:31.347804070 
CEST

8.8.8.8 192.168.2.6 0x7bd7 No error (0) developer.
livehelpnow.net

23.253.188.26 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:31.513000965 
CEST

8.8.8.8 192.168.2.6 0xa706 No error (0) cdn.cookie
law.org

104.16.148.64 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:31.513000965 
CEST

8.8.8.8 192.168.2.6 0xa706 No error (0) cdn.cookie
law.org

104.16.149.64 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:31.734680891 
CEST

8.8.8.8 192.168.2.6 0xbbed No error (0) geolocatio
n.onetrust.com

104.20.184.68 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:31.734680891 
CEST

8.8.8.8 192.168.2.6 0xbbed No error (0) geolocatio
n.onetrust.com

104.20.185.68 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:32.592528105 
CEST

8.8.8.8 192.168.2.6 0x6e5e No error (0) cdn.polyfill.io polyfill.map.fastly.net CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:14:32.592528105 
CEST

8.8.8.8 192.168.2.6 0x6e5e No error (0) polyfill.m
ap.fastly.net

151.101.1.26 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:32.592528105 
CEST

8.8.8.8 192.168.2.6 0x6e5e No error (0) polyfill.m
ap.fastly.net

151.101.65.26 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:32.592528105 
CEST

8.8.8.8 192.168.2.6 0x6e5e No error (0) polyfill.m
ap.fastly.net

151.101.129.26 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:32.592528105 
CEST

8.8.8.8 192.168.2.6 0x6e5e No error (0) polyfill.m
ap.fastly.net

151.101.193.26 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:34.110516071 
CEST

8.8.8.8 192.168.2.6 0x9d0c No error (0) auth.barra
cudanetwor
ks.com

login-
prod.bcc.aws.cudasvc.co
m

CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:14:34.110516071 
CEST

8.8.8.8 192.168.2.6 0x9d0c No error (0) login-prod
.bcc.aws.c
udasvc.com

3.221.183.37 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:34.110516071 
CEST

8.8.8.8 192.168.2.6 0x9d0c No error (0) login-prod
.bcc.aws.c
udasvc.com

34.235.197.100 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:34.110516071 
CEST

8.8.8.8 192.168.2.6 0x9d0c No error (0) login-prod
.bcc.aws.c
udasvc.com

52.22.205.212 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:34.483671904 
CEST

8.8.8.8 192.168.2.6 0xaff No error (0) www.barrac
uda.com

d1otsuyu42p7qj.cloudfron
t.net

CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:14:34.483671904 
CEST

8.8.8.8 192.168.2.6 0xaff No error (0) d1otsuyu42
p7qj.cloud
front.net

99.86.4.6 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Aug 3, 2021 
23:14:34.483671904 
CEST

8.8.8.8 192.168.2.6 0xaff No error (0) d1otsuyu42
p7qj.cloud
front.net

99.86.4.78 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:34.483671904 
CEST

8.8.8.8 192.168.2.6 0xaff No error (0) d1otsuyu42
p7qj.cloud
front.net

99.86.4.44 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:34.483671904 
CEST

8.8.8.8 192.168.2.6 0xaff No error (0) d1otsuyu42
p7qj.cloud
front.net

99.86.4.24 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:34.756757021 
CEST

8.8.8.8 192.168.2.6 0x7065 No error (0) app.livehe
lpnow.net

184.106.10.77 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:35.199779034 
CEST

8.8.8.8 192.168.2.6 0xfb42 No error (0) gstaticads
sl.l.google.com

172.217.23.99 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:36.678914070 
CEST

8.8.8.8 192.168.2.6 0x7611 No error (0) auth.barra
cudanetwor
ks.com

login-
prod.bcc.aws.cudasvc.co
m

CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:14:36.678914070 
CEST

8.8.8.8 192.168.2.6 0x7611 No error (0) login-prod
.bcc.aws.c
udasvc.com

3.221.183.37 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:36.678914070 
CEST

8.8.8.8 192.168.2.6 0x7611 No error (0) login-prod
.bcc.aws.c
udasvc.com

34.235.197.100 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:36.678914070 
CEST

8.8.8.8 192.168.2.6 0x7611 No error (0) login-prod
.bcc.aws.c
udasvc.com

52.22.205.212 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:52.342103004 
CEST

8.8.8.8 192.168.2.6 0x7c86 No error (0) kit.fontaw
esome.com

kit.fontawesome.com.cdn.
cloudflare.net

CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:14:52.343461990 
CEST

8.8.8.8 192.168.2.6 0x6f4c No error (0) barracuda.
events

35.214.101.20 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:52.346282005 
CEST

8.8.8.8 192.168.2.6 0xa5cf No error (0) use.typekit.net use-
stls.adobe.com.edgesuite
.net

CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:14:52.389139891 
CEST

8.8.8.8 192.168.2.6 0xdbce No error (0) cdnjs.clou
dflare.com

104.16.18.94 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:52.389139891 
CEST

8.8.8.8 192.168.2.6 0xdbce No error (0) cdnjs.clou
dflare.com

104.16.19.94 A (IP address) IN (0x0001)

Aug 3, 2021 
23:14:52.395586014 
CEST

8.8.8.8 192.168.2.6 0x64bc No error (0) p.typekit.net p.typekit.net-
v3.edgekey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:14:52.397739887 
CEST

8.8.8.8 192.168.2.6 0x7893 No error (0) ka-f.fonta
wesome.com

ka-
f.fontawesome.com.cdn.cl
oudflare.net

CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:14:53.532598972 
CEST

8.8.8.8 192.168.2.6 0xd15f No error (0) s.w.org 192.0.77.48 A (IP address) IN (0x0001)

Aug 3, 2021 
23:15:07.500097990 
CEST

8.8.8.8 192.168.2.6 0x43c4 No error (0) cdn.vidyard.com cdn-cf.vidyard.com CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:15:07.500097990 
CEST

8.8.8.8 192.168.2.6 0x43c4 No error (0) cdn-cf.vid
yard.com

65.9.71.93 A (IP address) IN (0x0001)

Aug 3, 2021 
23:15:07.500097990 
CEST

8.8.8.8 192.168.2.6 0x43c4 No error (0) cdn-cf.vid
yard.com

65.9.71.49 A (IP address) IN (0x0001)

Aug 3, 2021 
23:15:07.500097990 
CEST

8.8.8.8 192.168.2.6 0x43c4 No error (0) cdn-cf.vid
yard.com

65.9.71.55 A (IP address) IN (0x0001)

Aug 3, 2021 
23:15:07.500097990 
CEST

8.8.8.8 192.168.2.6 0x43c4 No error (0) cdn-cf.vid
yard.com

65.9.71.100 A (IP address) IN (0x0001)

Aug 3, 2021 
23:15:10.057769060 
CEST

8.8.8.8 192.168.2.6 0x6559 No error (0) play.vidyard.com p.shared.global.fastly.net CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:15:10.092916012 
CEST

8.8.8.8 192.168.2.6 0x640b No error (0) assets.bar
racuda.com

d3lz6gesenfpcv.cloudfron
t.net

CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:15:10.092916012 
CEST

8.8.8.8 192.168.2.6 0x640b No error (0) d3lz6gesen
fpcv.cloud
front.net

99.86.4.57 A (IP address) IN (0x0001)

Aug 3, 2021 
23:15:10.092916012 
CEST

8.8.8.8 192.168.2.6 0x640b No error (0) d3lz6gesen
fpcv.cloud
front.net

99.86.4.88 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Aug 3, 2021 
23:15:10.092916012 
CEST

8.8.8.8 192.168.2.6 0x640b No error (0) d3lz6gesen
fpcv.cloud
front.net

99.86.4.30 A (IP address) IN (0x0001)

Aug 3, 2021 
23:15:10.092916012 
CEST

8.8.8.8 192.168.2.6 0x640b No error (0) d3lz6gesen
fpcv.cloud
front.net

99.86.4.37 A (IP address) IN (0x0001)

Aug 3, 2021 
23:15:10.236599922 
CEST

8.8.8.8 192.168.2.6 0x1673 No error (0) developer.
livehelpnow.net

23.253.188.26 A (IP address) IN (0x0001)

Aug 3, 2021 
23:15:10.349736929 
CEST

8.8.8.8 192.168.2.6 0xb9b8 No error (0) cdn.vidyard.com cdn-cf.vidyard.com CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:15:10.349736929 
CEST

8.8.8.8 192.168.2.6 0xb9b8 No error (0) cdn-cf.vid
yard.com

65.9.71.93 A (IP address) IN (0x0001)

Aug 3, 2021 
23:15:10.349736929 
CEST

8.8.8.8 192.168.2.6 0xb9b8 No error (0) cdn-cf.vid
yard.com

65.9.71.49 A (IP address) IN (0x0001)

Aug 3, 2021 
23:15:10.349736929 
CEST

8.8.8.8 192.168.2.6 0xb9b8 No error (0) cdn-cf.vid
yard.com

65.9.71.55 A (IP address) IN (0x0001)

Aug 3, 2021 
23:15:10.349736929 
CEST

8.8.8.8 192.168.2.6 0xb9b8 No error (0) cdn-cf.vid
yard.com

65.9.71.100 A (IP address) IN (0x0001)

Aug 3, 2021 
23:15:15.541110992 
CEST

8.8.8.8 192.168.2.6 0xcb9f No error (0) login.barr
acudanetwo
rks.com

portal-
prod.bcc.aws.cudasvc.co
m

CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:15:15.541110992 
CEST

8.8.8.8 192.168.2.6 0xcb9f No error (0) portal-pro
d.bcc.aws.
cudasvc.com

54.147.70.254 A (IP address) IN (0x0001)

Aug 3, 2021 
23:15:15.541110992 
CEST

8.8.8.8 192.168.2.6 0xcb9f No error (0) portal-pro
d.bcc.aws.
cudasvc.com

44.193.86.116 A (IP address) IN (0x0001)

Aug 3, 2021 
23:15:15.541110992 
CEST

8.8.8.8 192.168.2.6 0xcb9f No error (0) portal-pro
d.bcc.aws.
cudasvc.com

18.205.112.9 A (IP address) IN (0x0001)

Aug 3, 2021 
23:15:18.662834883 
CEST

8.8.8.8 192.168.2.6 0x1435 No error (0) barracudan
etworks.fo
rce.com

na173.force.com CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:15:18.662834883 
CEST

8.8.8.8 192.168.2.6 0x1435 No error (0) na173.force.com na173-ia5.force.com CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:15:18.662834883 
CEST

8.8.8.8 192.168.2.6 0x1435 No error (0) na173-ia5.
force.com

na173-ia5.ia5.r.force.com CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:15:18.662834883 
CEST

8.8.8.8 192.168.2.6 0x1435 No error (0) na173-ia5.
ia5.r.force.com

13.110.71.44 A (IP address) IN (0x0001)

Aug 3, 2021 
23:15:18.662834883 
CEST

8.8.8.8 192.168.2.6 0x1435 No error (0) na173-ia5.
ia5.r.force.com

13.110.67.44 A (IP address) IN (0x0001)

Aug 3, 2021 
23:15:18.662834883 
CEST

8.8.8.8 192.168.2.6 0x1435 No error (0) na173-ia5.
ia5.r.force.com

13.110.45.44 A (IP address) IN (0x0001)

Aug 3, 2021 
23:15:21.709778070 
CEST

8.8.8.8 192.168.2.6 0x314c No error (0) stats.g.do
ubleclick.net

stats.l.doubleclick.net CNAME 
(Canonical 
name)

IN (0x0001)

Aug 3, 2021 
23:15:21.709778070 
CEST

8.8.8.8 192.168.2.6 0x314c No error (0) stats.l.do
ubleclick.net

108.177.126.155 A (IP address) IN (0x0001)

Aug 3, 2021 
23:15:21.709778070 
CEST

8.8.8.8 192.168.2.6 0x314c No error (0) stats.l.do
ubleclick.net

108.177.126.156 A (IP address) IN (0x0001)

Aug 3, 2021 
23:15:21.709778070 
CEST

8.8.8.8 192.168.2.6 0x314c No error (0) stats.l.do
ubleclick.net

108.177.126.157 A (IP address) IN (0x0001)

Aug 3, 2021 
23:15:21.709778070 
CEST

8.8.8.8 192.168.2.6 0x314c No error (0) stats.l.do
ubleclick.net

108.177.126.154 A (IP address) IN (0x0001)

Aug 3, 2021 
23:15:21.919256926 
CEST

8.8.8.8 192.168.2.6 0x7e84 No error (0) www.google.de 142.250.184.99 A (IP address) IN (0x0001)

Aug 3, 2021 
23:15:21.920968056 
CEST

8.8.8.8 192.168.2.6 0x31ec No error (0) www.google
.com

142.250.180.164 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 23:14:06

Start date: 03/08/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automat
ion  'https://ess.barracudanetworks.com/log/attachment/1627515221-105232-5320-12529-1-
a236c4ba216273b0a47cf360a456634c/Cap%20FCE%20Tier%203%205%204%2018.pdf_pag
e-11.png'

Imagebase: 0x7ff7c15e0000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Show Windows behavior

Show Windows behavior

File ActivitiesFile Activities

Start time: 23:14:08

Start date: 03/08/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1576,7814172227102872018,17999
697653532561073,131072 --lang=en-US --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1716 /prefetch:8

Imagebase: 0x7ff7c15e0000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Analysis Process: chrome.exe PID: 5128 Parent PID: 3316Analysis Process: chrome.exe PID: 5128 Parent PID: 3316

General

Analysis Process: chrome.exe PID: 1872 Parent PID: 5128Analysis Process: chrome.exe PID: 1872 Parent PID: 5128

General
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Joe Sandbox Cloud Basic 33.0.0 White Diamond

Disassembly
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Registry ActivitiesRegistry Activities

Show Windows behavior

Show Windows behavior
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