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Windows Analysis Report 3fVvJyTvQU

Overview
General Information Detection Signatures Classification
Sample 3fVvJyTvQU (renamed file
Name: extension from none to Multi AV Scanner detection for doma...
exe)

Multi AV Scanner detection for dropp...
Analysis ID: 458975

MD5: 4003498f5¢38cf0.. F MALICIOUS 1

Multi AV Scanner detection for subm...

. Snort IDS alert for network traffic (e....
SHAL: 5bf2e49a13c64f3.. ¢
SHA256: ad5711a5bdcd7c.. Creates processes via WMI

Tags: Contains functionality/to)dynamically:..
Infos: n n Q ;f il & Creates alprocess|inisuspendedimos..

Most interesting Screenshot: Detected potentialicryptoflnction

Dropped|fileiseenfiniconnection with...

Score: 76 PiEiilzs

Range: 0-100 Found dropped!PE fileiwhich has ni
Whitelisted: false IR address|seen iniconnection with|o..
Confidence: 100%

o
o

[

n

]
[
L]

Process Tree

= System is wl0x64

e [ 3fvvJyTvQU.exe (PID: 5440 cmdline: 'C:\Users\user\Desktop\3fVvJyTvQU.exe' MD5: 4003498F5C38CF05A71125D4E8745791)
. conhost.exe (PID: 6128 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ 3fVvlyTvQU.exe (PID: 5956 cmdline: 'C:\Users\user\Desktop\3fVvJyTvQU.exe' -a MD5: 4003498F5C38CF05A71125D4E8745791)
. conhost.exe (PID: 5300 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

g

Click to jump to signature section
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AV Detection:

Multi AV Scanner detection for domain / URL
Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

Persistence and Installation Behavior:

Creates processes via WMI

Mitre Att&ck Matrix

Initial Privilege Credential
Access Execution Persistence Escalation Defense Evasion Access
Valid Windows Path Process Virtualization/Sandbox OS
Accounts Management Interception  Injection Evasion Credential
Instrumentation Dumping
Default  Native API Boot or Boot or Logon Process LSASS
Accounts Logon Initialization  Injection Memory
Initialization  Scripts
Scripts
Domain At (Linux) Logon Script Logon Script  Obfuscated Files or  Security
Accounts (Windows)  (Windows) Information Account
Manager
Local At (Windows) Logon Script Logon Script  Binary Padding NTDS
Accounts (Mac) (Mac)
Cloud Cron Network Network Software Packing LSA
Accounts Logon Script Logon Script Secrets

Behavior Graph
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Screenshots

Thumbnails

D:
sample:
Startdate:
Architecture:

Score:
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HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
3fVvIyTvQU.exe
3fVvIyTvQU.exe

Dropped Files

Source
C:\Users\user\AppData\Local\Temp\sglite.dll
C:\Users\user\AppData\Local\Temp\sglite.dll

Unpacked PE Files
No Antivirus matches
Domains

Source
google.vrthcobj.com
a.goatgame.co

URLs

Copyright Joe Security LLC 2021

ﬂxg

Excel 2016

Detection
32%
48%

Detection
14%
15%

Detection
8%
2%

Scanner
Virustotal

ReversingLabs

Scanner
Virustotal

ReversingLabs

Scanner
Virustotal

Virustotal

Label Link
Browse
Win32.Trojan.Sabsik

Label Link
Browse

Win32.Trojan.Generic

Label Link
Browse

Browse
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https://www.virustotal.com/gui/file/ad5711a5bdcd7c6334389a2ed722e16e774d8f55737e85f57c71ec3e1767c63b/detection/f-ad5711a5bdcd7c6334389a2ed722e16e774d8f55737e85f57c71ec3e1767c63b-1627970483
https://www.virustotal.com/gui/file/7250a8a1b98d09be823cd6efd30d85e5418dfc3541d220bb0694dfcc547478bd/detection/f-7250a8a1b98d09be823cd6efd30d85e5418dfc3541d220bb0694dfcc547478bd-1627970495
https://www.virustotal.com/gui/url/8fafebe74722ddcd491955fe5ce5383afdb38b1f1cabfad67cf900ae86b018c6/detection/u-8fafebe74722ddcd491955fe5ce5383afdb38b1f1cabfad67cf900ae86b018c6-1627640887
https://www.virustotal.com/gui/url/99f77a12c640dc60226dba6f71e75d32a42e1f216e9ddf92ca069952ea421412/detection/u-99f77a12c640dc60226dba6f71e75d32a42e1f216e9ddf92ca069952ea421412-1627560004

No Antivirus matches

Domains and IPs

Contacted Domains

Name

Active

Antivirus Detection

Reputation

a.goatgame.co

Contacted IPs

Public
P Domain
172.67.146.70 a.goatgame.co

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Sample file name:
Cookbook file name:
Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Copyright Joe Security LLC 2021

172.67.146.70 true
Country Flag
United States =

33.0.0 White Diamond
458975

03.08.2021

23:41:18

CloudBasic

Oh 4m 59s

false

light

3fVvJyTvQU (renamed file extension from none to exe)

default.jbs

ASN
13335

2%, Virustotal, Browse

unknown
ASN Name Malicious
CLOUDFLARENETUS false

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211

24

o ©o o o

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL
mal76.WinEXE@5/2@3/1
Failed

e Successful, ratio: 100% (good quality ratio 93.6%)

e Quality average: 79.3%
e Quality standard deviation: 29%

Failed

e Adjust boot time
e Enable AMSI

Show All
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https://www.virustotal.com/gui/url/8fafebe74722ddcd491955fe5ce5383afdb38b1f1cabfad67cf900ae86b018c6/detection/u-8fafebe74722ddcd491955fe5ce5383afdb38b1f1cabfad67cf900ae86b018c6-1627640887
https://www.virustotal.com/gui/url/99f77a12c640dc60226dba6f71e75d32a42e1f216e9ddf92ca069952ea421412/detection/u-99f77a12c640dc60226dba6f71e75d32a42e1f216e9ddf92ca069952ea421412-1627560004

Time

23:42:11

API Interceptor

Type Description

Joe Sandbox View | Context

IPs

Match
172.67.146.70

Domains

Match

google.vrthcobj.com

a.goatgame.co

ASN
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SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash

Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

> >
" 3
] ]
o o
o, o,
o 2
@ @
o 2
1] [
o o
3 3
=2 =3
@ o
P4 2
o o
3 3
@ o
c c
a A
[ [

Get hash

4x Sleep call for process: 3fVvJyTvQU.exe modified

Detection
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

Context

34.97.69.225
34.97.69.225
34.97.69.225
34.97.69.225
34.97.69.225
34.97.69.225
34.97.69.225
34.97.69.225
34.97.69.225
34.97.69.225
34.97.69.225
34.97.69.225
34.97.69.225
34.97.69.225
34.97.69.225
34.97.69.225
34.97.69.225
34.97.69.225
34.97.69.225
34.97.69.225
172.67.146.70
172.67.146.70
104.21.79.144
172.67.146.70
172.67.146.70
172.67.146.70
104.21.79.144
104.21.79.144
104.21.79.144
172.67.146.70
104.21.79.144
172.67.146.70
172.67.146.70
172.67.146.70
104.21.79.144
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https://view.joesandbox.com/analysis/359447/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359447/html/none?idtype=webid
https://view.joesandbox.com/analysis/359446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359446/html/none?idtype=webid
https://view.joesandbox.com/analysis/358516/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358516/html/none?idtype=webid
https://view.joesandbox.com/analysis/358358/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358358/html/none?idtype=webid
https://view.joesandbox.com/analysis/358357/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358357/html/none?idtype=webid
https://view.joesandbox.com/analysis/358318/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358318/html/none?idtype=webid
https://view.joesandbox.com/analysis/357582/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357582/html/none?idtype=webid
https://view.joesandbox.com/analysis/357573/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357573/html/none?idtype=webid
https://view.joesandbox.com/analysis/357397/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357397/html/none?idtype=webid
https://view.joesandbox.com/analysis/357104/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357104/html/none?idtype=webid
https://view.joesandbox.com/analysis/359447/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359447/html/none?idtype=webid
https://view.joesandbox.com/analysis/359446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359446/html/none?idtype=webid
https://view.joesandbox.com/analysis/358519/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358519/html/none?idtype=webid
https://view.joesandbox.com/analysis/358358/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358358/html/none?idtype=webid
https://view.joesandbox.com/analysis/358216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358216/html/none?idtype=webid
https://view.joesandbox.com/analysis/357855/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357855/html/none?idtype=webid
https://view.joesandbox.com/analysis/357602/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357602/html/none?idtype=webid
https://view.joesandbox.com/analysis/357582/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357582/html/none?idtype=webid
https://view.joesandbox.com/analysis/357575/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357575/html/none?idtype=webid
https://view.joesandbox.com/analysis/357573/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357573/html/none?idtype=webid
https://view.joesandbox.com/analysis/357397/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357397/html/none?idtype=webid
https://view.joesandbox.com/analysis/357104/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357104/html/none?idtype=webid
https://view.joesandbox.com/analysis/356873/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356873/html/none?idtype=webid
https://view.joesandbox.com/analysis/356854/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356854/html/none?idtype=webid
https://view.joesandbox.com/analysis/356586/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356586/html/none?idtype=webid
https://view.joesandbox.com/analysis/356531/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356531/html/none?idtype=webid
https://view.joesandbox.com/analysis/356381/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356381/html/none?idtype=webid
https://view.joesandbox.com/analysis/356176/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356176/html/none?idtype=webid
https://view.joesandbox.com/analysis/355962/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/355962/html/none?idtype=webid
https://view.joesandbox.com/analysis/355763/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/355763/html/none?idtype=webid
https://view.joesandbox.com/analysis/359447/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359447/html/none?idtype=webid
https://view.joesandbox.com/analysis/359446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359446/html/none?idtype=webid
https://view.joesandbox.com/analysis/358519/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358519/html/none?idtype=webid
https://view.joesandbox.com/analysis/358516/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358516/html/none?idtype=webid
https://view.joesandbox.com/analysis/358358/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358358/html/none?idtype=webid
https://view.joesandbox.com/analysis/358357/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358357/html/none?idtype=webid
https://view.joesandbox.com/analysis/358197/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358197/html/none?idtype=webid
https://view.joesandbox.com/analysis/357855/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357855/html/none?idtype=webid
https://view.joesandbox.com/analysis/357602/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357602/html/none?idtype=webid
https://view.joesandbox.com/analysis/357582/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357582/html/none?idtype=webid
https://view.joesandbox.com/analysis/357575/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357575/html/none?idtype=webid
https://view.joesandbox.com/analysis/357573/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357573/html/none?idtype=webid
https://view.joesandbox.com/analysis/357397/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357397/html/none?idtype=webid
https://view.joesandbox.com/analysis/357104/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357104/html/none?idtype=webid
https://view.joesandbox.com/analysis/356873/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356873/html/none?idtype=webid

Match
CLOUDFLARENETUS

JA3 Fingerprints

Match
ce5f3254611a8c095a3d821d44539877

Dropped Files

Match

C:\Users\user\AppData\Local\Temp\sqlit
e.dll

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash

> > >
[7} [ [7]
173 173 7]
[=] =] [=]
8. S, 8.
2 2 2
[} (13 o
o [=3 Qo
[72] [72] [72]
o o o
3 3 3
=1 = S
1) () ;)
2 = P4
P o o
3 3 3
) ] )
Cc Cc Cc
x A A
r r r

Created |/ dropped Files

C:\Users\user\AppDatal\Local\Temp\sqlite.dat

Process: C:\Users\user\Desktop\3fVvJyTvQU.exe
File Type: data
Category: dropped
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Detection
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious

malicious

malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse

Browse

Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse

Browse

Context
e 172.67.146.70
e 172.67.146.70
e 172.67.75.3
172.67.188.154

162.159.13
0.233

104.21.19.200

104.21.19.200

104.16.19.94
104.18.11.207

172.67.145.176

172.67.188.154

104.16.18.94

104.16.19.94

172.67.188.154

23.227.38.74

172.67.188.154
172.67.176.89

23.227.38.74

104.21.19.200

104.21.49.41

Context

e 172.67.146.70
e 172.67.146.70
e 172.67.146.70
e 172.67.146.70
e 172.67.146.70
e 172.67.146.70
e 172.67.146.70
e 172.67.146.70
e 172.67.146.70
e 172.67.146.70
e 172.67.146.70
e 172.67.146.70
e 172.67.146.70
e 172.67.146.70
e 172.67.146.70
e 172.67.146.70
e 172.67.146.70
e 172.67.146.70
e 172.67.146.70
e 172.67.146.70

Context
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https://view.joesandbox.com/analysis/359447/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359447/html/none?idtype=webid
https://view.joesandbox.com/analysis/359446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359446/html/none?idtype=webid
https://view.joesandbox.com/analysis/359443/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359443/html/none?idtype=webid
https://view.joesandbox.com/analysis/359440/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359440/html/none?idtype=webid
https://view.joesandbox.com/analysis/359436/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359436/html/none?idtype=webid
https://view.joesandbox.com/analysis/359431/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359431/html/none?idtype=webid
https://view.joesandbox.com/analysis/359412/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359412/html/none?idtype=webid
https://view.joesandbox.com/analysis/359405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359405/html/none?idtype=webid
https://view.joesandbox.com/analysis/359401/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359401/html/none?idtype=webid
https://view.joesandbox.com/analysis/359393/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359393/html/none?idtype=webid
https://view.joesandbox.com/analysis/359369/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359369/html/none?idtype=webid
https://view.joesandbox.com/analysis/359367/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359367/html/none?idtype=webid
https://view.joesandbox.com/analysis/359366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359366/html/none?idtype=webid
https://view.joesandbox.com/analysis/359364/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359364/html/none?idtype=webid
https://view.joesandbox.com/analysis/359363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359363/html/none?idtype=webid
https://view.joesandbox.com/analysis/359340/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359340/html/none?idtype=webid
https://view.joesandbox.com/analysis/359339/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359339/html/none?idtype=webid
https://view.joesandbox.com/analysis/359332/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359332/html/none?idtype=webid
https://view.joesandbox.com/analysis/359319/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359319/html/none?idtype=webid
https://view.joesandbox.com/analysis/359273/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359273/html/none?idtype=webid
https://view.joesandbox.com/analysis/359447/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359447/html/none?idtype=webid
https://view.joesandbox.com/analysis/359446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359446/html/none?idtype=webid
https://view.joesandbox.com/analysis/359417/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359417/html/none?idtype=webid
https://view.joesandbox.com/analysis/359321/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359321/html/none?idtype=webid
https://view.joesandbox.com/analysis/359288/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359288/html/none?idtype=webid
https://view.joesandbox.com/analysis/359282/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359282/html/none?idtype=webid
https://view.joesandbox.com/analysis/359274/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359274/html/none?idtype=webid
https://view.joesandbox.com/analysis/359234/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359234/html/none?idtype=webid
https://view.joesandbox.com/analysis/359150/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359150/html/none?idtype=webid
https://view.joesandbox.com/analysis/359135/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359135/html/none?idtype=webid
https://view.joesandbox.com/analysis/359125/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359125/html/none?idtype=webid
https://view.joesandbox.com/analysis/359120/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359120/html/none?idtype=webid
https://view.joesandbox.com/analysis/359119/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359119/html/none?idtype=webid
https://view.joesandbox.com/analysis/359065/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359065/html/none?idtype=webid
https://view.joesandbox.com/analysis/359062/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359062/html/none?idtype=webid
https://view.joesandbox.com/analysis/359013/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359013/html/none?idtype=webid
https://view.joesandbox.com/analysis/359007/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359007/html/none?idtype=webid
https://view.joesandbox.com/analysis/358994/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358994/html/none?idtype=webid
https://view.joesandbox.com/analysis/358993/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358993/html/none?idtype=webid
https://view.joesandbox.com/analysis/358991/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358991/html/none?idtype=webid
https://view.joesandbox.com/analysis/359447/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359447/html/none?idtype=webid
https://view.joesandbox.com/analysis/359446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359446/html/none?idtype=webid
https://view.joesandbox.com/analysis/359130/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359130/html/none?idtype=webid
https://view.joesandbox.com/analysis/358646/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358646/html/none?idtype=webid

C:\Users\luser\AppData\Local\Temp\sqlite.dat

Size (bytes): 578665

Entropy (8bit): 7.9654519561375405

Encrypted: false

SSDEEP: 12288:811ticqWIMMXa2ad3KNj8++VUYgokNxcg8aVglgKtY7SQO0O:YPeBaRKNjdklalbVygKtY 7xX

MDS5: 9AB1B7EC387DAE76B10ADE9CEE9F7E16

SHA1L: CB88CEBEF04C2A34890F91D2A908053C56FE49349

SHA-256: 90C8B4423A96315412C7B28E242F8A83B2F805DE631B4F852621EA73BA11C42E

SHA-512: 8EAF5E21F3150884101636B04DA11DCDD1009B321D0E858B382012362F538B8D43FC56AC7EF06CA40B44DAB09E7D294C1812200A3FB7231AE1EDO7494E6E6AS)

Malicious: false

Reputation: low

Preview:
.<.Hh,j...2..0}3..8v,)eml.T/....V.r....n.?2y..0z#V . N LY v T Ub.V..%)..8..,.%.{4.yWrA.a36&..,...V...19.y....39.y..wW.j.0x.....I..;.%..p.b.>.j....j..awT..r..j....0./
7..=uk.i/h P 2.-X k..R}).5.b-F .k..c. j..j-.Q?..).qe......,0k.....J.J..))O...... k.\....u,. k..., .k..k.tOT.X jXe- k..7.k...83U....... %..0.....Y%.....7.F.(j...KP..Il.j..y...0..no...

«o.Z.....u/.DIP.e+.Dj..Z... K. [ $T.X[.."....0... k{..2|6...H....c%.... Bl sy QL KLIFT.XYLY 0.y =16.%..2 s > s K >
ken9.y.).62,.0...0&.%.UD L& 116G ), /W=05 LU X h> KL UIDXCS L &RLLY L UTbe kb LS QAR L Laedd TR
LBl Toowe k- K16 (- L e Lws) L~

Process: C:\Users\user\Desktop\3fVvJyTvQU.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 81408

Entropy (8bit):  6.295064838876099

Encrypted: false

SSDEEP: 1536:jkOh0YR+kfbE+2AJk640ceThkS9C05sWzcdSzEdY+wIpxpbcNop//:jkcjHY+IJhPNIH2SIdY +wJpxpQ8//

MD5: 05250AA12AD3C6A86DAB6DAB708D17FF

SHA1L: E41AD72C9A43070BB11FD7411800F71DDDF6BDD8

SHA-256: 7250A8A1B98D09BE823CD6EFD30D85E5418DFC3541D220BB0694DFCC547478BD

SHA-512: A56DF11AF5243150753154E1CBA74E3CDDOCDECF09269B88A3944AC12B73DES59909CE6GDBBBD3B1B6DA691D144FAC2599645B2017F66BAC64A106437168EC38
8

Malicious: true

Antivirus: e Antivirus: Virustotal, Detection: 14%, Browse

Antivirus: ReversinglLabs, Detection: 15%

Joe Sandbox e Filename: TMB1fxNaqR.exe, Detection: malicious, Browse
View: e Filename: LRios3pM39.exe, Detection: malicious, Browse
e Filename: CyLELjM5zk.exe, Detection: malicious, Browse
e Filename: setup_x86_x64_install.exe, Detection: malicious, Browse
Reputation: low
Preview:

.L.IThis program cannot be run in DOS mode....$.......V..f.x.5.x.5.x.5..r5.x.5..p5dx.5..q5.X.5@..4.X.5@..4.X.5@..4.x

Static File Info

General
File type: PE32 executable (console) Intel 80386, for MS Wind
ows
Entropy (8bit): 4.57901861732841
TriD: e Win32 Executable (generic) a (10002005/4)
99.96%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e Autodesk FLIC Image File (extensions: fic, fli, cel)
(7/3) 0.00%
File name: 3fVvJyTvQU.exe
File size: 57344
MDS5: 4003498f5¢38cf05a71125d4e8745791
SHA1L: 5bf2e49a13c64f3f65c0b8ef8a61f8202cde5359
SHA256: ad5711a5bdcd7c6334389a2ed722e16e774d8f55737e85
57c71ec3el767c63b
SHA512: €603139a756496abbd867c619ad31a7bed73e8b6f78998
2d5d4d8fc3a444d3dbd6dd6atb2aal09f6eld3ceb6ecclt
46987f4379f5ca36f71f360a793c4eb4ffl
SSDEEP: 768:zQR+JJIY3yGJIxNojkTnJI6 TWzzejkZy/xbD9Bxufhq

Copyright Joe Security LLC 2021

XKCI3G9:nAoITdTOZy5bZXYmI3G9
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https://www.virustotal.com/gui/file/7250a8a1b98d09be823cd6efd30d85e5418dfc3541d220bb0694dfcc547478bd/detection/f-7250a8a1b98d09be823cd6efd30d85e5418dfc3541d220bb0694dfcc547478bd-1627970495
https://view.joesandbox.com/analysis/359447/html/none
https://view.joesandbox.com/analysis/359446/html/none
https://view.joesandbox.com/analysis/359130/html/none
https://view.joesandbox.com/analysis/358646/html/none

General

File Content Preview: MZ..ooiiiiiin, @i I.L.ITh
is program cannot be run in DOS mode....$........ 1Q..N?..
N?..N?.CF..N?..14.N?.NR1..N?..h4..N?..h5..N?.NFb..N

?.N>.N?.m..N?.Rich.N?......... PE.L...Ea.....cc......p.
File Icon
Icon Hash: 00828e8e8686b000
Static PE Info
General
Entrypoint: 0x40267e
Entrypoint Section: text
Digitally signed: false
Imagebase: 0x400000
Subsystem: windows cui
Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE,

LINE_NUMS_STRIPPED, RELOCS_STRIPPED
DLL Characteristics:
Time Stamp: 0x610745D0 [Mon Aug 2 01:09:36 2021 UTC]
TLS Callbacks:
CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: 2cdeda7a0aa27475a825e9c41d4d95f0

Entrypoint Preview

Rich Headers

Data Directories

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x1000 Ox6ba7 0x7000 False 0.592808314732 data 6.44090698985 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

.rdata 0x8000 0x1186 0x2000 False 0.27001953125 data 3.62785728692 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.data 0xa000 0x365¢c 0x3000 False 0.0795084635417 data 0.841262202445 IMAGE_SCN_CNT_INITIALIZED_D

ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

rsric 0xe000 0x1000 0x1000 False 0.111083984375 data 1.09363315293 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

Resources

Imports

Version Infos

Possible Origin

Language of compilation system Country where language is spoken

English United States

Copyright Joe Security LLC 2021 Page 12 of 15



Network Behavior

Snort IDS Alerts

Timestamp

08/03/21-
23:42:27.324731

08/03/21-
23:42:33.315221

08/03/21-
23:42:43.654284

08/03/21-
23:42:55.609356

08/03/21-
23:43:04.923912

08/03/21-
23:43:05.644246

08/03/21-
23:43:06.843778

08/03/21-
23:43:07.564120

08/03/21-
23:43:09.426405

Network Port Distribution

TCP Packets

Protocol SID
UDP 1948
UDP 1948
UDP 1948
UDP 1948
ICMP 402
ICMP 402
ICMP 402
ICMP 402
ICMP 402

UDP Packets

DNS Queries

Timestamp

Aug 3, 2021 23:42:08.197936058 CEST

Aug 3, 2021 23:42:16.394717932 CEST

Aug 3, 2021 23:42:16.395879984 CEST

DNS Answers

Timestamp
Aug 3, 2021

Source IP

8.8.8.8

23:42:08.233841896

CEST
Aug 3, 2021

8.8.8.8

23:42:08.233841896

CEST
Aug 3, 2021

8.8.8.8

23:42:16.422513962

CEST

HTTPS Packets

Timestamp
Aug 3, 2021

Source IP

172.67.146.70 443

23:42:08.307447910

CEST

Copyright Joe Security LLC 2021

Message

DNS zone transfer UDP

DNS zone transfer UDP

DNS zone transfer UDP

DNS zone transfer UDP

ICMP Destination Unreachable Port Unreachable

ICMP Destination Unreachable Port Unreachable

ICMP Destination Unreachable Port Unreachable

ICMP Destination Unreachable Port Unreachable

ICMP Destination Unreachable Port Unreachable

Source IP Dest IP
192.168.2.3 8.8.8.8
192.168.2.3 8.8.8.8
192.168.2.3 8.8.8.8
Dest IP Trans ID Reply Code
192.168.2.3 0x293 No error (0)
192.168.2.3 0x293 No error (0)
192.168.2.3 0x7c06 No error (0)
Source Dest
Port Dest IP Port  Subject

192.168.2.3 49712

C=Us

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=California,
C=US CN=Cloudflare Inc ECC
CA-3, O="Cloudflare, Inc.",

Trans ID
0x293

0x7c06

Oxbcfd

Name

a.goatgame.co

a.goatgame.co

google.vrt
hcobj.com

Issuer

CN=Cloudflare Inc

ECC CA-3,

O="Cloudflare, Inc.",
C=US CN=Baltimore
CyberTrust Root,
OU=CyberTrust,

OP Code

Standard query
)
Standard query
)
Standard query
(©)

CName

Not
Before

Sun Jul
18
02:00:00
CEST
2021
Mon Jan

O=Baltimore, C=IE 27

13:48:08
CET
2020

Source Dest
Port Port Source IP  Dest IP
57569 53 192.168.2.3 34.97.69.225
57569 53 192.168.2.3 34.97.69.225
57569 53 192.168.2.3 34.97.69.225
57569 53 192.168.2.3 34.97.69.225
192.168.2.3 34.97.69.225
192.168.2.3 34.97.69.225
192.168.2.3 34.97.69.225
192.168.2.3 34.97.69.225
192.168.2.3 34.97.69.225
Name Type Class
a.goatgame.co A (IP address) IN (0x0001)
google.vrt A (IP address) IN (0x0001)
hcobj.com
google.vrt 28 IN (0x0001)
hcobj.com
Address Type Class
172.67.146.70 A (IP address) IN (0x0001)
104.21.79.144  A(IP address)  IN (0x0001)
34.97.69.225 A (IP address) IN (0x0001)
Not JA3 SSL Client
After Fingerprint JA3 SSL Client Digest
Mon Jul  771,49196-49195- ce5f3254611a8c095a3d8
18 49200-49199-159- 21d44539877
01:59:59 158-49188-49187-
CEST  49192-49191-
2022 49162-49161-
Wed 49172-49171-157-
Jan 01  156-61-60-53-47-
00:59:59 10,0-5-10-11-13-
CET 35-23-65281,29-
2025 23-24,0

Page 13 of 15



Source

Timestamp Source IP Port Dest IP

Dest
Port

Subject

CN=Cloudflare Inc ECC CA-3,
O="Cloudflare, Inc.", C=US

Issuer

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,

Not Not JA3 SSL Client
Before After Fingerprint
Mon Jan Wed

27 Jan 01

13:48:08 00:59:59

JA3 SSL Client Digest

Code Manipulations

Statistics

Behavior

g

Click to jump to process

System Behavior

O=Baltimore, C=IE ~ CET CET
2020 2025

Analysis Process: 3fVvJyTvQU.exe PID: 5440 Parent PID: 5636

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

23:42:04

03/08/2021
C:\Users\user\Desktop\3fVvJyTvQU.exe
true
‘C:\Users\user\Desktop\3fVvJyTvQU.exe'
0x400000

57344 bytes
4003498F5C38CF05A71125D4E8745791
true

true

C, C++ or other language

Reputation: low
File Activities Show Windows behavior
Analysis Process: conhost.exe PID: 6128 Parent PID: 5440

General

Start time: 23:42:05

Start date: 03/08/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Copyright Joe Security LLC 2021

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff6b2800000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

high
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Analysis Process: 3fVvJyTvQU.exe PID: 5956 Parent PID: 5440

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Written

23:42:06

03/08/2021
C:\Users\user\Desktop\3fVvJyTvQU.exe
true
‘C:\Users\user\Desktop\3fVvJyTvQU.exe' -a
0x400000

57344 bytes
4003498F5C38CF05A71125D4E8745791
true

true

C, C++ or other language

low

Show Windows behavior

Analysis Process: conhost.exe PID: 5300 Parent PID: 5956

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

23:42:06

03/08/2021
C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff6b2800000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496
true

true

C, C++ or other language

high

Joe Sandbox Cloud Basic 33.0.0 White Diamond
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