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Windows Analysis Report https://info.employerscouncil...
Overview

General Information Detection Signatures Classification

Sample URL: https://info.employerscoun
cil.org/e2t/tc/VWRVBF4QFj Foundjifiames
HpW3-pyFS2ZkQ8CW6kIX
534v...1cN6wDVHYWN472
NHHDW?3IBI7C7Kn8sJW3
Yr_s44kbyZ3W545P0d8cJ
JKEBW7GW44C4hvc7Y3bV
L1

Invalid i&C linkfound

No/HimML title found

Analysis ID: 458987
Infos: ;f &

Most interesting Screenshot:

To Office or Not to Office?
Score:

Range:

ToOffce o Nt o Offce?

Whiteliste

Confidence:

Process Tree

= System is wl0x64

. G chrome.exe (PID: 5504 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automation 'https://info.employerscouncil.org/e2t/tc/VWRv
BF4QFjHpW3-pyFS2ZkQ8CW6kIx534vMN3XN8NyyFJ3p_9LV1-WJIV7CgRkpVXxBITc6j54SWW52L1PR7TK63kW2Qsfkh4jSSOVW7LFIs46KsMm_W8BQIqR5jbhrXV_PLH64y
Jr3KW7zpvBZ1FKWVLW3ZkDVS9hpQJIQW5GgQbH1Y2whGW7nKZJIx15DZjVW5n-fin27wLtGVx3fxH8WRdgNVd-nNm7BGINdW7K6zmD8bygKsN5MJIxfnh-yDpW78sr-T7SMFg
SVLRK1T89kdpfVP2ms947s5VSW1WrMNO6mhBIsW1nbpv74RDSndW8qInww3Mr1kWW1vkt6 X3wzRmSW2hfmhs1cN6wDVHYwWN472NHHDW3IBI7C7Kn8sJW3Yr_s44kbyZ3W5
45P0d8cJjK6W7GW44C4hvc7Y3bVL1 MD5: C139654B5C1438A95B321BB01ADE3EF6)

. G chrome.exe (PID: 4600 cmdline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=
1500,4109332780436080922,10135154913656068356,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1732
Iprefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched
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Jbx Signature Overview

Click to jump to signature section

There are no malicious signatures, click here to show all signatures.

Mitre Att&ck Matrix

Command Remote
Privilege  Defense Credential Lateral and Network Service
Initial Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration Control Effects Effects I
Drive-by Windows Path Process Masquerading [0S} System Remote Data from Exfiltration Encrypted Eavesdrop on Remotely N
Compromise Management  Interception Injection Credential Service Services Local Over Other Channel Insecure Track Device ¢
Instrumentation Dumping  Discovery System Network Network Without F
Medium Communication Authorization
Default Scheduled Boot or Boot or Process LSASS Application Remote Data from  Exfiltration Non- Exploit SS7to  Remotely C
Accounts Task/Job Logon Logon Injection Memory  Window  Desktop Removable Over Application Redirect Phone Wipe Data L
Initialization  Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux) Logon Script Logon Obfuscated Files Security  Query SMB/Windows Data from Automated Application Exploit SS7to Obtain C
Accounts (Windows)  Script or Information Account  Registry  Admin Shares Network Exfiltration Layer Track Device  Device C
(Windows) Manager Shared Protocol &g Location Cloud C
Drive Backups

Behavior Graph
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Behavior Graph

Legend:
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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¥E To Office or Not to Office? - Emp X +
C @ blogemployerscouncil.org/2021/07/30/to-office-or-not-to-office/?utm_campaign=Weekly%20Digest8utm_medium=email8_hsmi=1459343338_hsenc=p2A..

Chrome is being controlled by automated test soff

’f: Employers Council”" Formerly M MSEC ABOUTUS « TRAINING CATALOG CONTACT US

ABOUT MEMBERSHIP  SOLUTIONS WHOWESERVE NEWS EVENTS | JOIN

To Office or Not to Office?

To Office or Not to Office?
July 30,2021 by Wayne D'Antoni, CA-PHR
Bulletin, Hiring, Leadership, Recordkeeping, Recruiting, Strategic HR

That seems to be the ongoing question for many employers and their workers. While the continuing debate of
remote vs. in-the-workplace employment had left both managers and their staff scratching their heads to find

an equitable solution, some form of remote or hybrid work is here to stay.

A recent Littler survey published by Human Resources Executive states that less than 5% of employers believe
that most of their employees who can work remotely would like to return to full-time, in-person work. Yet,
28% of those employers plan to have most employees return full time and in person. Also, while more than 70%
believe their people would prefer at least a hybrid model, meaning a combination of both remote and office
work, only about 55% plan to offer that hybrid arrangement.

Waiting for blog employerscoundilorg...

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

http./ https://info.employerscouncil.org/e2t/tc/VWRVBF4QFjHpW3- 0% Virustotal Browse
pyFS2ZkQ8CW6KIX534vMN3XxN8NyyFJ3p_9LV1-

WJIV7CgRkpVxB9Tc6j54SWW52L1PR7TK63kW2Qsfkh4jSSOVW7LFIs46KsMm_W8BQ9gR5jbhrXV_PL
H64yJr3KW7zpvBZ1FKWVLW3ZkDVS9hpQJIQW5GqQbH1Y2whGW7nKZJx15DZjVW5n-

fin27wLtGVx3fxH8WRdgNVd-nNm7BGINdW7K6zmD8bygKsN5MJIxfnh-yDpW78sr-
T7SMFgSVLRK1T89kdpfVP2ms947s5VSWI1IWrMNO6mhBIsW1nbpv74RDSndW8gInww3Mr1kWW1vkt6
X3wzRmSW2hfmhs1cN6wDVHYwWN472NHHDW3IBI7C7Kn8sJW3Yr_s44kbyZ3W545P0d8cJiK6W7GW4

4C4hvc7Y3bVL1

http.// https://info.employerscouncil.org/e2t/tc/VWRvVBF4QFHpW3- 0% Avira URL Cloud safe
pyFS2ZkQ8CW6KIx534vMN3XN8NyyFJ3p_9LV1-
WJV7CgRKpVXBITC654SWW52L1PR7TK63kW2Qsfkh4jSSOVW7LFIs46KsMm_W8BQIqRS5jbhrXV_PL
H64yJr3KW7zpvBZ1FKWVLW3ZkDVS9hpQJIQW5GqQbH1Y2whGW7nKZJx15DZjVW5n-
fin27wLtGVx3fixH8WRdgNVd-nNm7BGINdW7K6zmD8byqKsN5MJIxfnh-yDpW78sr-
T7SMFgSVLRK1T89kdpfVP2ms947s5VSWI1IWrMNO6mhBIsW1nbpv74RDSndW8gInww3Mr1kWW1vkt6
X3wzRmSW2hfmhs1cN6wDVHYwWN472NHHDW3IBI7C7Kn8sJW3Yr_s44kbyZ3W545P0d8cJiK6W7GW4

4C4hvc7Y3bVL1

Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches
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https://www.virustotal.com/gui/url/124a05a359466f54bbf0b1c7c9eaddb5d554284b7d722c65bd7b34b8c0e9aa13/detection/u-124a05a359466f54bbf0b1c7c9eaddb5d554284b7d722c65bd7b34b8c0e9aa13-1627941512

Domains

Source Detection Scanner Label Link
forms.hsforms.com 0% Virustotal Browse
js.hs-analytics.net 1% Virustotal Browse
js.usemessages.com 0% Virustotal Browse
URLs

Source Detection Scanner Label Link
http://https://js.usemessages.com/conversations-embed.js 0% URL Reputation safe
http://https://js.hs-analytics.net/analytics/1628030400000/2250969.js 0% Avira URL Cloud safe
http://https://employerscouncil.org/SolutionSolutions 0% Avira URL Cloud safe
http://https://blog.employerscouncil.org/wp-content/uploads/2017/08/Favicon.png- 0% Avira URL Cloud safe
http://https://employerscouncil.org/N7 0% Avira URL Cloud safe
http://https://www.employerscouncil.org/_layouts/15/mquery.js? 0% Avira URL Cloud safe
rev=bcwwDLHI6jp1QLMsfZSZIw%3D%3DTAGOaD

http://https://www.employerscouncil.org/Style%20Library/js/scripts.js?v=3.1 0% Avira URL Cloud safe
http://https://www.employerscouncil.org/member/catalog/pages/ECLogin.aspx? 0% Avira URL Cloud safe
ReturnUrl=%2fmember%?2f_layouts%2f

http://https://www.employerscouncil.org/about-us/fagFAQ/ 0% Avira URL Cloud safe
http://https://www.employerscouncil.org/member/Style%20Library/members/js/bootstrap- 0% Avira URL Cloud safe
datetimepicker.js

http://https://employerscouncil.org/a7 0% Avira URL Cloud safe
http://https://js.hs-analytics.net 0% Avira URL Cloud safe
http://https://blog.employerscouncil.org/?s= 0% Avira URL Cloud safe
http://https://employerscouncil.org/&tLBM 0% Avira URL Cloud safe
http://https://employerscouncil.org/member/Pages/Home.aspxUwx?M 0% Avira URL Cloud safe
http://https://www.employerscouncil.org/member/_layouts/15/msec.memberportal/js/jquery.3.2.1.js 0% Avira URL Cloud safe
http://https://blog.employerscouncil.org 0% Avira URL Cloud safe
http://https://www.employerscouncil.org/_layouts/15/sp.js? 0% Avira URL Cloud safe
rev=EyxQYuvZjpNDevGT3glbSA%3D%3DTAGO

http://https://www.employerscouncil.org/Style%20Library/img/Favicon.icoM 0% Avira URL Cloud safe
http://https://employerscouncil.org/;k8BAM 0% Avira URL Cloud safe
http://https://employerscouncil.org/Q:0AM 0% Avira URL Cloud safe
http://https://employerscouncil.org/b5 0% Avira URL Cloud safe
http://https://www.employerscouncil.org/member/style%20library/members/js/filter.js 0% Avira URL Cloud safe
http://https://blog.employerscouncil.org/#website 0% Avira URL Cloud safe
http://https://www.employerscouncil.org/careersCareers 0% Avira URL Cloud safe
http://https://www.employerscouncil.org/_layouts/15/sp.init.js? 0% Avira URL Cloud safe
rev=bnW1CEqXxiasbnd6B%2BzGCw%3D%3DTAG0aD

http://https://www.employerscouncil.org/Style%20Library/js/jquery.jsaD 0% Avira URL Cloud safe
http://https://info.employerscouncil.org/events/public/v1/track/tc/VWRVBF4QFjHpW3- 0% Avira URL Cloud safe
pyFS2ZkQ8CW6kIx534vMN3XN8

http://https://js.usemessages.com 0% Avira URL Cloud safe
http://https://www.employerscouncil.org/Style%20Library/js/jquery.easing.min.js 0% Avira URL Cloud safe
http://https://blog.employerscouncil.org/wp-includes/js/jquery/ui/core.min.js 0% Avira URL Cloud safe
http://https://www.employerscouncil.org/member/Style%20Library/members/js/jquery.jsa 0% Avira URL Cloud safe
http://https://blog.employerscouncil.org/2021/07/30/to-office-or-not-to-office/? 0% Avira URL Cloud safe
utm_campaign=Weekly%20Diges

http:i/https://exceptions.hs-embed-reporting.com 0% Avira URL Cloud safe
http:i/fhttps://employerscouncil.org/organization-industry 0% Avira URL Cloud safe
http:{/https://blog.employerscouncil.org/wp-content/uploads/2017/08/Favicon.png 0% Avira URL Cloud safe
http:i/https://www.employerscouncil.org/_layouts/15/1033/initstrings.js? 0% Avira URL Cloud safe
rev=2WxjgxyM2gXGgY9r2nHW8A%3D%3DTAG

http:i/https://blog.employerscouncil.org/wp-includes/js/backbone.min.js 0% Avira URL Cloud safe
http://https://employerscouncil.org/AG 0% Avira URL Cloud safe
http://https://forms.hsforms.com/embed/v3/form/2250969/308ac919-7f48-4f1b-b64c-113fc1b5003c? 0% Avira URL Cloud safe
callback=hs_req

http://https://blog.employerscouncil.org/2021/07/30/to-office-or-not-to-office/ 0% Avira URL Cloud safe
http://https://blog.employerscouncil.org/wp-includes/js/underscore.min.js 0% Avira URL Cloud safe
http://https://www.employerscouncil.org/SolutionSolutions 0% Avira URL Cloud safe
http://https://www.employerscouncil.org/member/_layouts/15/Authenticate.aspx? 0% Avira URL Cloud safe
Source=%2Fmember%2FPages%2FHom

http://https://employerscouncil.org/) 0% Avira URL Cloud safe
http://https://employerscouncil.org/BX 0% Avira URL Cloud safe
http://https://www.employerscouncil.org/contactusContact 0% Avira URL Cloud safe
http://https://employerscouncil.org/. 0% Avira URL Cloud safe
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https://www.virustotal.com/gui/url/d69057891dc94be7ebb64e3f4c241afa35659de33cbd5c552b68c99b0e58e2fb/detection/u-d69057891dc94be7ebb64e3f4c241afa35659de33cbd5c552b68c99b0e58e2fb-1627479871
https://www.virustotal.com/gui/url/c6b8bdae74146822d2091e0637d0834363cd08a545d2b2a9328a635acec91db3/detection/u-c6b8bdae74146822d2091e0637d0834363cd08a545d2b2a9328a635acec91db3-1627479958
https://www.virustotal.com/gui/url/44b2b1ea981bfafddb86446ed723527386f1ff300245bfbd6fc7d325baa5d5d4/detection/u-44b2b1ea981bfafddb86446ed723527386f1ff300245bfbd6fc7d325baa5d5d4-1627480000

Source

http://https://employerscouncil.org/3%

http://https://employerscouncil.org/member/Pages/Home.aspxEmployers

http:ifhttps://lemployerscouncil.org/$
http://https://employerscouncil.org/%
http://https://employerscouncil.org/&
http://https://employerscouncil.org/(

http://https://www.employerscouncil.org/_layouts/15/mediaplayer.js?

rev=ZclmGVXTFeywSm3V6Xnpew%3D%3DTAGO

http://https://employerscouncil.org/:
http://https://employerscouncil.org/;
http://https://employerscouncil.org/t8
http://https://employerscouncil.org/=
http://https://employerscouncil.org/?

http://https://employerscouncil.org/member/Pages/Home.aspx

http://https://employerscouncil.org/1

http://https://www.employerscouncil.org/_layouts/15/sp.init.js?
rev=bnW1CEqgXxiasbhnd6B%2BzGCw%3D%3DTAGO

http://https://www.employerscouncil.org/about-us/OfficersMeet

http://https://employerscouncil.org/5

http://https://www.employerscouncil.org/about-us/fagFAQ

http://https://employerscouncil.org/6
http://https://employerscouncil.org/7
http://https://employerscouncil.org/K
http://https://employerscouncil.org/L

Domains and IPs

Contacted Domains

Name
gstaticadssl.l.google.com
forms.hsforms.com
forms.hubspot.com
js.hs-analytics.net
scontent.xx.focdn.net
track.hubspot.com
fresnel.vimeocdn.com
js.hsforms.net
js.hs-scripts.com
www.google.com
js.usemessages.com
star-mini.c10r.facebook.com
js.hs-banner.com
www.google.de
accounts.google.com
www-google-analytics.l.google.com
stats.l.doubleclick.net
ws.zoominfo.com
www.apex.live
www-googletagmanager.l.google.com
maxcdn.bootstrapcdn.com
js.hsadspixel.net

vimeo.com
js.hsleadflows.net
vimeo.map.fastly.net
api.hubspot.com
group19.sites.hscoscdn10.net
employerscouncil.org
googleads.g.doubleclick.net
blog.employerscouncil.org
api.hubapi.com

clients.l.google.com

Copyright Joe Security LLC 2021

IP
142.250.186.35
104.16.88.5
104.19.154.83
104.17.70.176
157.240.17.15
104.19.155.83
34.120.202.204
104.17.184.73
104.17.210.204
142.250.180.164
104.17.238.204
157.240.17.35
104.18.21.191
142.250.184.99
216.58.205.77
142.250.184.78
108.177.126.157
104.16.101.12
104.26.8.72
142.250.184.72
104.18.10.207
104.17.115.176
151.101.64.217
104.17.233.204
151.101.0.217
104.19.154.83
199.60.103.225
34.205.114.40
142.250.180.66
104.154.74.242
104.17.202.204
216.58.208.174

Active
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true

true

Detection
0%
0%
0%
0%
0%
0%
0%

0%
0%
0%
0%
0%
0%
0%
0%

0%
0%
0%
0%
0%
0%
0%

Malicious
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false

false

Scanner

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Antivirus Detection

e 0%, Virustotal, Browse

e 1%, Virustotal, Browse

e 0%, Virustotal, Browse

Label
safe
safe
safe
safe
safe
safe

safe

safe
safe
safe
safe
safe
safe
safe

safe

safe
safe
safe
safe
safe
safe

safe

Link

Reputation
high
unknown
high
unknown
high
high
high
high
high
high
unknown
high
unknown
high
high
high
high
high
unknown
high
high
unknown
high
unknown
unknown
high
unknown
unknown
high
unknown
high
high
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https://www.virustotal.com/gui/url/d69057891dc94be7ebb64e3f4c241afa35659de33cbd5c552b68c99b0e58e2fb/detection/u-d69057891dc94be7ebb64e3f4c241afa35659de33cbd5c552b68c99b0e58e2fb-1627479871
https://www.virustotal.com/gui/url/c6b8bdae74146822d2091e0637d0834363cd08a545d2b2a9328a635acec91db3/detection/u-c6b8bdae74146822d2091e0637d0834363cd08a545d2b2a9328a635acec91db3-1627479958
https://www.virustotal.com/gui/url/44b2b1ea981bfafddb86446ed723527386f1ff300245bfbd6fc7d325baa5d5d4/detection/u-44b2b1ea981bfafddb86446ed723527386f1ff300245bfbd6fc7d325baa5d5d4-1627480000

Name P Active Malicious Antivirus Detection Reputation

s.w.org 192.0.77.48 true false high
googlehosted.l.googleusercontent.com 216.58.208.129 true false high
vimeo-video.map.fastly.net 151.101.114.109 true false unknown
i.vimeocdn.com unknown unknown false high
stats.g.doubleclick.net unknown unknown false high
www.employerscouncil.org unknown unknown false unknown
clients2.googleusercontent.com unknown unknown false high
script.crazyegg.com unknown unknown false high
clients2.google.com unknown unknown false high
f.vimeocdn.com unknown unknown false high
www.facebook.com unknown unknown false high
connect.facebook.net unknown unknown false high
adccOb6fec71f6da6868- unknown unknown false high
9951c12eaf763ebd0692efbd5797203c.ssl.cf2.rack

cdn.com

player.vimeo.com unknown unknown false high
info.employerscouncil.org unknown unknown false unknown

Contacted URLs

Name Malicious Antivirus Detection Reputation
http://https://www.employerscouncil.org/about-us/Officers false unknown
http://https://player.vimeo.com/video/235015967 ?color=ffffff&title=0&byline=0&portrait=0 false high
http://https://www.employerscouncil.org/training-catalog false unknown
http://https://player.vimeo.com/video/235015967?color=ffffff&byline=0&portrait=0 false high

URLs from Memory and Binaries

Contacted IPs

Public
P Domain Country Flag ASN ASN Name Malicious
104.19.155.83 track.hubspot.com United States £S5 13335 CLOUDFLARENETUS false
34.205.114.40 employerscouncil.org United States = 14618 AMAZON-AESUS false
104.154.74.242 blog.employerscouncil.org  United States = 15169 GOOGLEUS false
151.101.64.217 vimeo.com United States = 54113 FASTLYUS false
151.101.0.217 vimeo.map.fastly.net United States = 54113 FASTLYUS false
157.240.17.35 star- United States = 32934 FACEBOOKUS false
mini.c10r.facebook.com
216.58.208.129 googlehosted.l.googleuser United States = 15169 GOOGLEUS false
content.com
104.18.21.191 js.hs-banner.com United States = 13335 CLOUDFLARENETUS false
104.16.101.12 ws.zoominfo.com United States = 13335 CLOUDFLARENETUS false
108.177.126.157 stats.|.doubleclick.net United States = 15169 GOOGLEUS false
142.250.180.164 www.google.com United States = 15169 GOOGLEUS false
142.250.186.35 gstaticadssl.l.google.com  United States = 15169 GOOGLEUS false
142.250.184.99 www.google.de United States = 15169 GOOGLEUS false
104.17.184.73 js.hsforms.net United States = 13335 CLOUDFLARENETUS false
104.19.154.83 forms.hubspot.com United States = 13335 CLOUDFLARENETUS false
104.17.238.204 js.usemessages.com United States = 13335 CLOUDFLARENETUS false
216.58.205.77 accounts.google.com United States = 15169 GOOGLEUS false
199.60.103.225 groupl9.sites.hscoscdn10. Canada I+ 23181 QUICKSILVERICA false
net
239.255.255.250 unknown Reserved [+ unknown unknown false
151.101.14.109 unknown United States = 54113 FASTLYUS false
104.16.88.5 forms.hsforms.com United States = 13335 CLOUDFLARENETUS false
142.250.180.66 googleads.g.doubleclick.ne United States £S5 15169 GOOGLEUS false
t
104.17.70.176 js.hs-analytics.net United States £S5 13335 CLOUDFLARENETUS false
104.18.10.207 maxcdn.bootstrapcdn.com United States £S5 13335 CLOUDFLARENETUS false
157.240.17.15 scontent.xx.fbcdn.net United States = 32934 FACEBOOKUS false
104.17.210.204 js.hs-scripts.com United States £S5 13335 CLOUDFLARENETUS false
104.17.115.176 js.hsadspixel.net United States £S5 13335 CLOUDFLARENETUS false
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P Domain

142.250.184.72 WWW-

Country

m
L
«Q

United States

googletagmanager.l.google

.com
216.58.208.174
104.17.233.204
151.101.114.109
104.26.8.72 www.apex.live
34.120.202.204

104.17.202.204

Private

P
192.168.2.1
127.0.0.1

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Cookbook file name:

Sample URL:

Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Warnings:

Copyright Joe Security LLC 2021

clients.l.google.com
js.hsleadflows.net

vimeo-video.map.fastly.net United States

fresnel.vimeocdn.com

api.hubapi.com

United States

United States

United States
United States

United States

33.0.0 White Diamond
458987

04.08.2021

00:42:11

CloudBasic

Oh 5m 29s

false

light

browseurl.jbs

ASN
15169

15169
13335
54113
13335
15169
13335

ASN Name
GOOGLEUS

GOOGLEUS
CLOUDFLARENETUS
FASTLYUS
CLOUDFLARENETUS
GOOGLEUS
CLOUDFLARENETUS

Malicious

false

false
false
false
false
false

false

http:// https://info.employerscouncil.org/e2t/tc/VWRVBF4QFjHpW3-pyFS2ZkQ8CW6kIx534vMN3xN8NyyFJ3p_9LV1-WJIV7CgRkpVxB9Tc6
j54SWW52L1PR7TK63kW2Qsfkh4jSSOVW7LFIs46KsMm_W8BQ9qR5jbhrXV_PLH64yJr3KW7zpvBZ1FKWvLW3ZkDVS9hpQJIQW5GqQ
bH1Y2whGW7nKZJIx15DZjVW5n-fin27wLtGVx3fxH8WRdgNVd-nNm7BGINdW7K6zmD8byqKsN5MJIxfnh-yDpW78sr-T7SMFgSVLRK1T8
9kdpfVP2ms947s5VSWIWrMNO6mhBIsW1nbpv74RDSndW8qInww3MrlkWW1vkt6X3wzRmSW2hfmhs1cN6wDVHYwN472NHHDW3IBI7
C7Kn8sJW3Yr_s44kbyZ3W545P0d8cJjK6W7GW44C4hvc7Y3bVL1

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211

21

o o o o

e HCA enabled
e EGA enabled
e AMSI enabled

default

Timeout

CLEAN
cleanl.win@52/356@42/36

Adjust boot time

Enable AMSI

Browse: https://www.employerscouncil.org/
Browse: https://employerscouncil.org/about-us

Browse: https://www.employerscouncil.org/about-us/faq
Browse: https://www.employerscouncil.org/careers
Browse: https://www.employerscouncil.org/training-catalog
Browse: https://employerscouncil.org/contactus

Browse: https://employerscouncil.org/about-membership
Browse: https://employerscouncil.org/Solution
Browse: https://employerscouncil.org/organization-industry

Show All

© o o o o 0o o 0o 0o 0 0 0o o o o

Browse: https://www.employerscouncil.org/about-us/board-of-directors
Browse: https://www.employerscouncil.org/about-us/Officers
Browse: https://www.employerscouncil.org/about-us/Locations

Browse: https://employerscouncil.org/member/Pages/Home.aspx
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Simulations

Behavior and APIs

Time Type Description

00:43:17 API Interceptor 2x Sleep call for process: chrome.exe modified

Joe Sandbox View | Context
IPs
No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit):  5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzvRKhGvw]

MD5: A78AD14E77147E7DE3647E61964C0335

SHA1L: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0OE8I3FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5FAEF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7EBE10648EA8321
01

Malicious: false

Reputation: low

Preview:

BDic.... ....6..."..Z..4g....6.2...{/...3...5.... AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF | AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\user\AppDatal\LocalLow\Microsoft\CryptnetUriCache\Content\4CA77D36767B6202D4786BF3D1EC5242

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
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C:\Users\user\AppDatal\LocalLow\Microsoft\CryptnetUriCache\Content\4CA77D36767B6202D4786BF3D1EC5242
Size (bytes): 956
Entropy (8bit):  7.3478006141797225

Encrypted: false

SSDEEP: 12:AQ8f+rvA5L3jGKQVAS5L3j27QqUEpnJOvec4HIbMqoilagtzs TfLsqTSR2My30ux1:t9vguPvg+7QqUES]jQLscZ30ywr9ICRk

MD5: DC32C3A76D2557C768099DEA2DA9A2D1

SHA1L: 8782C6C304353BCFD29692D2593E7D44D934FF11

SHA-256: F1C1B50AE5A20DD8030ECI9F6BC24823DD367B5255759B4E71B61FCE9F7375D73

SHA-512: 0709087318438E54CFC687B3C16CD8789E1CC3438720E39E79E00519184B03E7F84AD92C2B0C0OB91592743DCA04D4A5CE02A6C31A0A5AA9674A45C4D96BOADC

Malicious: false

Reputation: low

Preview:
000 \....B.."Y.0.. 5 H....... 0H1.0...U....US1 0...U....SecureTrust Corporationl1.0...U....SecureTrust CA0...061107193118Z..291231194055Z0H1.0...U....US1 0
...U....SecureTrust Corporation1.0...U....SecureTrust CA0.."0...* H............. [0 TR O..x.XA..@%$.9.3f.b\..$[a..A.n... . H. .. .A>.)... m.g.W........ fo%H...].....0.
F.\.A.m....01BIR>h...4..V.&....0....d.KD.....c.f.v.q..6.hzw..../.z.r. k....Y?.r.D$..s..W/B&..t..R.K.S|G.6..f... AW f..pT..(.Y........... 0.0..+....7...... C.A0..U........ 0..U....... 0...
.0...U......B2......]JKz...L@.ZC.04..U...-0+0).".%.#http://crl.securetrust.com/STCA.crl0...+.....7.......0.. * H............ 0.0J.X:Rr[...e..Q;w..\.Ee{..[.pP....LA..s.~#... Zr....... z
0]reniBuQe & G T+ X W), & +.B4{B XL &..DRE_g...t..G#........0.7~..2.-.D00I.....4...@.K.fF.T..2.c&0k...G...b...g.x)c.0....L...7...(K..,.h...1

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\77EC63BDA74BD0D0E0426DC8F8008506 E

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Microsoft Cabinet archive data, 61020 bytes, 1 file

Category: dropped

Size (bytes): 61020

Entropy (8bit):  7.994886945086499

Encrypted: true

SSDEEP: 1536:1Z/FdeYPeFusuQszEfLO/NfXfdISINQbGXO4EBJE:Otde YPiuUWAVHLBGmM

MD5: 2902DE11E30DCC620B184E3BBOFOC1CB

SHA1L: 5D11D14A2558801A2688DC2D6DFAD39AC294F222

SHA-256: E6A7F1F8810E46A736E80EE5ACE6187690F28F4D5D35D130D410E20084B2C1544

SHA-512: EFD415CDE25B827AC2A7CA4D6486CE3A43CDCC1C31D3A94FD7944681AA3E83A4966625BF2E6770581C4B59D05E35FF9318DIADADDADEYO70F131076892AF21
A0

Malicious: false

Reputation: low

Preview:
MSCF...\....... Jrerr e [ [T R.q .authroot.stl.N....5..CK..8T....c_.d...AK...=.D.eWL.r."Y...."i..,.=.D.....3..3WW.......y...9..w..D.yM10....".0.e.._."..a0xN....)F.C..t
.2.,.020.1°°L
=*Dwj.....L.....

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\dCA77D36767B6202D4786BF3D1EC5242

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 240

Entropy (8bit):  2.9273449308381396

Encrypted: false

SSDEEP: 3:kkFKIB2TEVIIXIE/K6UZyKIIIHIlelzZR3N2verH+0t1Wv8+ul5IsdlymlScVOHt:kKR2TEcc/m3N2veVicE+lIn1ISMON

MD5: 999AAAFA87DCC5C6CAE2E29100443E56

SHA1L: 7E59EFOE507B39D1CAFA2660BB6C972C3476A98C

SHA-256: D27187377C2A069E2D977FE3174DAB03DE942FBECF075966ED74C1F58A3FD9A8

SHA-512: 50325082E3F2390C8CADDD682298EA1E68109D84FEC18423829FF8E3390459D1F3B97CD99B577221C15150B123B4D9C54400BD6BBE3DFDC1FD3F4A738AE46D(

Malicious: false

Reputation: low

Preview:
Peeer s T Coie (e e JE.|.ccc..(evoeechttipi/lssl trustwauv.e...comliss.u.ers./ST.CA.crt.."3b.c.-5c7.7.b.7.ala4d.
4.c.0.

C:\Users\user\AppDatal\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BD0D0E0426DC8F8008506

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 326

Entropy (8bit):  3.128132928323873

Encrypted: false

SSDEEP: 6:kKbQkdoW+N+SkQIPIEGYRMY9z+4KIDA3RUellD1Ut:zH5kPIE99SNxAhUeOet
MD5: 88BB8F6008554D6C5295A69874A60B61

SHAL: 543D3EC5EE1AB25946C8FEE3C9ACFD50D05CD128

SHA-256: F1216CF032C7899179EFOB1AE3B97F8496B6361724D7141F2CDB25FCE34A2D8F
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C:\Users\user\AppDatal\LocalLow\Microsoft\CryptnetUriICache\MetaData\77EC63BDA74BD0D0E0426DC8F8008506

SHA-512:
Malicious:
Reputation:

Preview:

7DF666C605DA380DE3653C821C3346931FF48456A44B7C8F3B6701C7B2E4FFF71AB2ES8COCEOA9761E99BBA3EBE39A29708653877F5781017E22DBB499E461DEE
false

low

p. bu

. T $ \...http...//ctldl.window.s.u.p.date..com/ms.dow.nlo.ad./up.date/lv.3.
s.tatic/trustedr/en/authro.ots.tl.cab..

O.d.675.4.2.7.7.5.f.d.7.1.:.O.”...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\204813cd-c4db-47b4-8ab8-af08a61dba02.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

174339

6.079318227829878

false
3072:22+GaYTJIQE+mugy9+QV1T7IRwdfLSNP6FchXaflBOULGOJmMA3iuR6:nzxaV+QfT7GSmhQagfllUO0SiuR6
E5F9AA86577F6B121E13F6E4B3D66281

8CE39836D3ACD39DA01CE4D3A9AAIBBA014F9799
4E96F3F8461EE52987AB4040AB470B12B20E6E86344D6A758CD18F4384F5D48E

723CCA16309DECODDFBC77DFBC9051D379EE69AACACCD2B1B49628F18B1DA598322047E8EA93838ACA05641FDFESB12898E6BC33BFA38DEAACO9E7FI69ET:
7AC

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.628062983352792e+12,"network":1.628030585e+12,"ticks":6405504617.0,"uncertainty":4899778.0}},"os_crypt"{"encrypted_key":"R
FBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWK94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWitxhoUVdUYrYiwg8iJkpp
Nr2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQILq1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BXiFP4bdR Y JjDXn4W2fxY qQj2xfYeAn
S1vCL4JXAsdfliw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPWI8XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245951016664367"},"plugins":{"metadata":{"adobe-flash-player":{"dis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\35373c1d-1053-4053-bd4e-f5471bc85dc0.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

165872

6.049483954737649

false
3072:moGaYTJIQE+mugy9+QV1T7IRWdfLSNP6FcbXaflBOU1GOJIMAIiuR6:MxaV+QfT7GSmhQagflluOoSiuR6
57FC414D420F43FDD655F67FBES18B0B

0A02AD56FOCE2296E1451DF3EOB96A36D76F2760
E9E3106F2D7CDFE28476B07602DACA3D5F5DD5CA48E42A68EBOEOAS48B6CBFAE
CF63E1B6B9727C1F058FD4B84B3E6953162F355A91115777A7E1B9B15E381B4E809C3D7682C2819A91C869BB3B47907957CF56FEF6362D7E548CBE993A6DFEF4
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.628062983352792e+12,"network":1.628030585e+12,"ticks":6405504617.0, "uncertainty":4899778.0}},"os_crypt":{"encrypted_key":"R
FBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWK94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan-+IsWixhoUVdUYrYiwg8iJkpp
Nr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAQLq1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdR Y JiDXn4W2fxY qQj2xfYeAn
S1vCL4IXAsdfljw4oXIE4R7I0AAAABIt36FqChftMIb7EtaPWI8XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245951016664367"},"plugins":{"metadata":{"adobe-flash-player":{"dis

C:\Users\user\AppData\Local\Google\Chrome\User Data\3c5f2432-30ba-4a84-98b1-e39e8b0fc2c4.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

SysEx File -

dropped

94708

3.7495579362895044

false
384:FraXHdaEh+1ZVmsb2Njrov/I3IXdkHtkGKTrOJT/x4p59YrSvmKtKVrbLUORZDNS:IG61VSBkUcer/RBw3/ONKPIL5yx
45E2652BFC7C268E836EFFC7EE75F9F9

77BEFE8280316AB515171C06CC6CBEGF2E54D778
68D0D9718AF82A72611F9DF55507A9BESF3803F56BC77805FB391B158F452593

2B8A96FF3AC604B55B1CE7C0977AD6BC30F375C2F14EC73C84FDDE4DDFFBDAC3696CF352EB592EE1CCB2D87400BA4DF1951EDC3934BBC19F7ED2C9C4B1E|
5D50

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\3c5f2432-30ba-4a84-98b1-e39e8b0fc2c4.tmp

Preview:

Qeeveieee . CLLP.R.O.G.R.A~1\M.I.C.R.O.S.~.1\.0.ffi.c.e.1.6.\.G.R.O.0.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.am.file.s.%.\m..c.r.o.s.0.ft .0offic.el\o.ffice
.1.6.\.....g.r.o.ov.eex.dll..Micros.o.ft .Office. .2.0.1.6..*.Micr.o.s.0.ft .O.ne.D.rive. for. .B.us.ines.s. .Exte.ns.ions...16..0..47.1.1.10
.0.0....*...C.\.P.R.O.G.RA.~1\MIC.R.O.S.~1\.0.fficel6\GRO.O.V.EEX.D.LL...M.icros.o.ft .Corp.ora.tio.n..A8D..C.:\P.ro.gram. .Files\C.o
.m.m.o.n. .F.i.le.s\M.i.cro.s.oft .S.h.ared\O.F.FICE.1.6\ms.0shext.dlL.@...U/..%.comm.o.np.ro.g.ramfiles.%.\m.ic.ro.s.o.ft .share.d\o.f
fic.e.l6.\...ms.os.hext.dll..M.icros.o.ft O.ffic.e.)..Micros.o.ft .Office. .Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1...D...C
2\P.ro.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\96f1d7df-d8e9-40f7-8835-5bd62e6bc4d7.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

modified

95428

3.7497904135254227

false
384:1r4XHdaEh+1ZVmsb2Njrov/I3IXdkHtkGKTrOJT/x4p59YrSvmKOwKVrbLUORZDV:1G61VSB0OUcer/RBw3/ONKPIL5z
6DD7E2AC9107BE1ASE4A795E0AAD4819

DA97316ACFOEDED171618BC570A93E6E1C3B4420
C4CBO00130A39326EB473BE503C17EE634392F0BSADDOD07DEEB8435D27616739

59C268D3DA996B54FF362ADFD1A887B1882E0D4DEA765D701519A6969E139472A94D63C1C940BFAFC61A753E35417A5EFA49E6D7911FBED43EEDCBFIB62CDE
A

false

low

tovven® 0 CLAP.R.O.G.RA~1\MIC.R.O.S.~.1\.0Office.l.6..G.R.O.0O.VEE.X..D.LL.P..[)..%.p.r.o.g.ram.files.%.\m.icro.s.o.ft officeloffic.el6.\..
..g.r.o.ov.eex..dll..Micros.oft .Office..2.0.1.6..*. Micro.so.ft O.neD.r.iv.e. for .Bus.ines.s. .Extens.ions...16..0..47.1.1..1.0.0.0...*
...C..\P.R.0.G.RA~1\M.IC.R.O.S.~1\0.ffic.el6)\G.RO.O.V.EEX.D.L.L...Micros.oft .Co.rp.oratio.n..A8D..C.\P.ro.g.ram. .F.iles\C.omm.o.n.
.F.iles\M..cros.oft .Shared\O.F.F.ICE.1l6\ms.0shext.dlL.@...U/..%.comm.o.np.ro.gramfiles.%.\m.icros.o.ft shared\officelb.\...
.m.s.o.s.h.ext.dll..Micr.os.oft .Offic.e.)..Micr.os.o.ft .Offic.e..Shell Extens.ion. Handlers....16..0..4.26.6..1.0.0.1...D..C.:.\\P.ro
.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\98ch46fd-0659-4dfd-b050-1faeb81e2fe0.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

174337

6.079320177473466

false
3072:RcdGaYTIQE+mugy9+QV1T7IRWdfLSNP6FchbXaflBOU1GOJMASIuRG:yYxaV+QfT7GSmhQaqgflluOoSiuR6
53C5EE37DE5S3821AA20E632C4E6F5510

33880C24A6E07ABD183FAF22CC1D9A4DA25348FE
EC7455FA47466D3B91DB9A0541FE621BCDBCF3D93869D15C298752F22EB30FB4
6E40D1AFCF7CB664D03A99D0OC7AEEDSEE92A005246D089C17FB57E5C40A13807A2468182694A804BA69337E0AF59093974E649510669285E1687FAF0469F5183
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.628062983352792e+12,"network":1.628030585e+12,"ticks":6405504617.0, "uncertainty":4899778.0}},"os_crypt":{"encrypted_key":"R
FBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWK94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkpp
Nr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BxiFP4bdRY JDXn4W2fxY qQj2xfYeAn
S1vCL4IXAsdfliw4oXIE4R7I0AAAABIt36FqChftMIb7EtaPWIBXRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"dis

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

120

3.254162526001658

false

3:FkXftOXE1G1mstftOXE1G1mstitOXE1n:+ftIE1IGImKfIEIG1mkitIELn
E9224A19341F2979669144B01332DF59
F7F760C7104457DF463306A7F7BAE0142EFCEBSB
47DD519C226D23F203ACAEOEC44DF9BB6208828E24F726E1602EA52F63C3E2BE
4184302DEB5009D767FECFC150F580DD57D5CFICF3BFEB7E52C9F3340E5E6499251B9F0DFF37F0454411FED9046880E0A9204312D021294256372C916B8155AC
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\024dce62-197b-4794-9843-fd816f1b0c6c.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

3540

5.605452362034499

false
96:kUyYU6eUMieU4UUjUjUk4hUcmeUZUSUWKUSUuUsPeUmMIUNUETLUKU9eYU7UrUy:kUyYU6eU8U4UUjUjULhUfeUZUSUWKU7u
C3BA3245691C1022FD38BED88BF708D2

C79459D6DF89811FC944251803FF7FD6716FD19D
2193EDE4D6C67728E2FAA4DBE03060C7CDAE77CA881C1940DB0OBID1460A247F1
ACAD4D8FFCA98E1AD1D80029E7D64F148F4905F0A60086D345009C1B8E631D09IDE30A7ASFCICE885AF152D0845F1C56FC519A2A7A6CC8DF721496594039C708
false

low

{"expect_ct":[],"sts":[{"expiry":1659599097.662301,"host":"H5h/QTWBLTBIZOFY CI2QgyCoSXZApKh65MvyuWwrS0I=","mode":"force-https","sts_include_subdomains"
‘true,"sts_observed":1628063097.662307},{"expiry":1659599101.135942,"host":"InVwY gqxga3IPpij/W0aNxeC5lY 7RKhldYMSwhsFWius=","mode":"force-https","sts_in
clude_subdomains":true,"sts_observed":1628063101.135948},{"expiry":1638949500.504407,"host":"LAZkY S46RVRcFiZAzmUJrz6 TJHBd4nwE6VXPWfPLYHs=""
mode":"force-https","sts_include_subdomains":true,"sts_observed":1628063100.504412},{"expiry":1659599100.287521,"host":"M4bfUnCmQAi4PNb3B8al/2+SVJhHKs
MfMMT71zi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1628063100.287527},{"expiry":1633014077.350499,"host":"OuKIWsMW1dkkb
11X/0i600Y 95ZNSWnSoealXAEYPIv4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1601478077.350503},{"expiry":1659599100.718475,"hos
t":"TZmujbl93Yt3J18wZ4X/zZjJk AOWFNGNW44A+07h4YyHw=","mode":"force-https","sts_include_subdomains":true,"sts_obse

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\06de6ba2-9ach-4659-a658-16bd28ebe62e.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4219

4.871684703914691

false
48:YXsJjMH+5s57YMHBKsvxMHVzspxMHbsIHt/soBDysKgnsllzMHpDCLSWIMHLSNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH
EDC4A4E22003A711AEF67FAED28DB603

977E551B9ED5F60D018C030BOB4AA2E33B954556
DD2C9F43F622F801FCC213CDESE3E9OEF1D0D26665AE675449A94CEC7EB1D453
84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD160:
false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474" "port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port™:443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com”,"supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str*:"quic"},{"advertised_versions":[],"expiration":"1324854350
1454994" "port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com”,"supports_spdy":true},

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\08334978-b4e6-460c-bac6-e62e866d954a.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

modified

3538

5.604047321033554

false

96:BUsSUfeUSieUxUU/UdFUv34hUcmeUZUSUWKUSuUsPeUSIUsSUETLUKU9e YU7UMUY:BUsSUfeUmUxUU/U7UAhUfeUZUSUWKU7L
ABAA57F5DFBA2F1820C55281D348BCYA

E4C9AEAE3046DD767EAD1C38BB6AFA2EGF7CB72B
15BDB06244013C1CBBB31029D4C173ED8BC3ES5F92A22B628754380B95D55FEEE

6CA32E5BI9AACEG937D8FDCD4ECBDCD10EDIEA458B4410D3AF4D267768D2C94AC94FFC884B46C403E05007B3F865CES52E1D74COBE066843C35836AB4303914
40

false

low

{"expect_ct":[],"sts":[{"expiry":1659599109.41835,"host":"H5h/QTWSLTBIZOFY CI2QgyCoSXZApKh65MvyuWwrS0I=","mode":"force-https","sts_include_subdomains":
true,"sts_observed":1628063109.418356} {"expiry":1659599109.334515,"host":"InVwYqxga3IPpij/W0aNxeC5! Y 7RKhldYMSwhsFWius=","mode":"force-https","sts_inc
lude_subdomains":true,"sts_observed":1628063109.33452} {"expiry":1638949508.709091,"host":"LAZKY S46RVRcFiZAzmUJrz6 TJHBd4nwE6VXPWfPLYHs=","mo
de":"force-https","sts_include_subdomains':true,"sts_observed":1628063108.709097},{"expiry":1659599108.530348,"host":"M4bfUnCmQAIi4PNb3B8al/2+SVIhHKsMf
MMT7{zi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1628063108.530354} {"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbI1
X/0i600Y95ZNSWnSoealXAEYPIv4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1601478077.350503},{"expiry":1659599110.966569,"host"
"TZmujbl93Yt3JI8wZ4X/zZjkAOWFNGNW44A+07h4YyHw=","mode":"force-https","sts_include_subdomains":true,"sts_observ

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\16d726d8-fdb0-4257-ba97-506b5a9a0b39.tmp

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\16d726d8-fdb0-4257-ba97-506b5a9a0b39.tmp

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

ASCII text, with very long lines, with no line terminators

dropped

2707

5.605691985547875

false
48:Y4UiUleUuieUZ6UUhREUVvqUcUdKUyMgPeUerJirkwUvUeffwU9NsYU7Ue+UN:xUiUleUuieUAUUwWUVvqUcUdKUyrPeUVR
30F3C9FAFBODDC953E255C0DA22026F7

62A8B4FD2582293FE5FOEOF8C2BE34E8DA018C07
F578DAE23319E4CC98AA38FA53DF92B14D05A61254873A4F2D3E960ABD7A030F

129B8EFCDA94F8D7A3230C93A3752D8C7546CF8800CECDF9E414567057CC34821FC68CCB44F8A985C930A9BEA4E35BD1DC3401D39996857C4B486B846FE3FF
E

false

low

{"expect_ct":[],"sts":[{"expiry":1659598989.277194,"host":"H5h/QTWSBLTBIZOFY CI2QgyCoSXZApKh65MvyuWwrS0I=","mode":"force-https","sts_include_subdomains"
‘true,"sts_observed":1628062989.2772},{"expiry":1659598988.914787,"host":"InVwY gxqa3IPpij/W0aNxeC5lY 7RKhldYMSwhsFWius=","mode":"force-https","sts_incl
ude_subdomains":true,"sts_observed":1628062988.914792},{"expiry":1638949388.182493,"host":"LAZkY S46RVRcFiZAzmUJrz6 TIHBd4nwEGBVXPWfPLYHs=","mo
de":"force-https","sts_include_subdomains":true,"sts_observed":1628062988.182498},{"expiry":1659598987.738914,"host":"M4bfUnCmQAIi4PNb3B8al/2+SVIhHKsMf
MMT7{zi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1628062987.73892},{"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X
/0i600Y95ZNSWnSoeal XAEYPIv4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1601478077.350503},{"expiry":1659598989.987809,"host":
"TZmujbl93Yt3JI8wZ4X/zjk AOWFNGNW44A+07h4YyHw=","mode":"force-https","sts_include_subdomains":true,"sts_observe

{

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\2a0b0826-0109-436c-8060-a6a7a9f774bd.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

6019

5.18620994587376

false

96:n8aCci19sDOcKICok0JChRWL89ki1BbOTQVuwn:n8aCL9AOC34hYokiT
8ED389979F2012335CBOF7B75E040A5F
F175D17B11B0A3734D237D265AA530144F5071E1
71326330F728E090F395BB939F673CE3AA7C4F55CC13B75D14AE4033DCECES44
E6C76C3090A90E9D02CAF49909847E87B76E447CB50CB5C81B33641F375CC6C56C6918A81C199CEABSE139502F14DAB1182D64B039F232C662DBCE3536AFCA4!
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13272536578993803","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group™:*","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length™:["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length™:["0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\3e6a5135-b955-4499-964a-2e36b62ad66f.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3:LiL

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8CT727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBFI4FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F2¢
F21

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\43d78298-7ffa-4b3c-b010-edabf388c9ba.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

2708

5.6083086596028195

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\43d78298-7ffa-4b3c-b010-edabf388c9ba.tmp

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

48:YhUCUBCeUQieUD6UUh8IEUgUPUdKUyMgPeUerEirkwUuUeffwlU9NsYU7UeyUD:YUCUBCeUQieUWUUYUgUPUdKUyrPeUqIS
3001983C9AEA24B12969BB779D44F802

201B9C8C3794A2EB7B376EADO2CFABEC56AB2630

A8315796B4B68D36F157B82944372140443559C19D06DOEC186283CADE2E15CF
9703EA8867878F6142FAOB6EBBF54CD16ECDC0922BE5D739D94B0D19A023963E150688980AF8DEB32F5E6B6FA416FF183522E3E6472CF4D24CADOCAES09C92€
false

low

{"expect_ct":[],"sts":[{"expiry":1659599066.464529,"host":"H5h/QTWSBLTBIZOFY CI2QgyCoSXZApKh65MvyuWwrS0I=","mode":"force-https","sts_include_subdomains"
:true,"sts_observed":1628063066.464536},{"expiry":1659599065.973175,"host":"InVwY gqxga3IPpij/W0aNxeC5lY 7RKhldYMSwhsFWius=","mode":"force-https","sts_in
clude_subdomains":true,"sts_observed":1628063065.97318} {"expiry":1638949465.580778,"host":"LAZKY S46RVRcFiZAzmUJrz6 TJHBd4nwEGBVXPWfPLYHs=","m
ode":"force-https","sts_include_subdomains":true,"sts_observed":1628063065.580784},{"expiry":1659599065.080465,"host":"M4bfUnCmQAi4PNb3B8al/2+SVJIhHKsM
fMMT7fzi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1628063065.08047},{"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1
X/0i600Y95ZNSWnSoealXAEYPIv4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1601478077.350503},{"expiry":1659599068.017853,"host"
"TZmujbl93Yt3J18wZ4X/zZjk AOWFNGNW44A+07h4YyHw=","mode":"force-https","sts_include_subdomains":true,"sts_observ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\6115992a-4b39-43fd-ba2d-c6b5dc05d6f8.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5992

5.184326150121626

false

96:n8aCcd19sDOcKIlok0JChRWL89ki1ZbOTQVuwn:n8aC+9A0cV4hYokiz
1A062EF92CCAB0O5D3134D98DA51D285F
9505B40709F477FAFB79C457594775A9DF11F68A
7936E26B0125AF6C3B3E2800838FB38F66EEA3067490C1A3FF952BEI6BCAO8CY
81E9B310E5997270B96152D5EEFE168600AB3531D633C1B0C3616719083A60FFE24803EE6710EC44F8287F40C25470C9A21153E1012360C8A784F5F7EAGELS75
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13272536578993803","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time™":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"," 0","0","0"
,"o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length*:[*0","0","0","0","0","0","0","

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\6e274bcd-1fad-4466-b683-1856973d32f5.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

24055

5.53333802426094

false
384:qPst/LITIX01kXgKf/[pUZNCgVLH2HfDVIUFHGCHG/NT9u/0840:1LIM01kXgKf/[pUZNCgVLH2Hf5rUZGQGI
03CCDEOOBFC41643A0636769F1D08740

0F4F360D69FB10519C500BAD7952E9EF47473994
387FDBA8D028077F697404D2DB36660778EB6494A918377F472A4A49B901F66F

2B2D1B19D88E76FDD7D85FC36F5A82A57EFC20D1604AB9D68D1EIF672A1DCCD18F5EE8D86931498E6E291CEDCIA22FC4550AD19ECC7CDA197D6ACCB86F84
3F1

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13272536578674478","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls"["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKXPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\80ebb77c-8267-49ca-aa2e-4dfObeb8dc28.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with very long lines, with no line terminators
dropped

16745

5.577378796753965

false

384:qPstKLITIX01kXgKf/[pUZNCgVLH2HfDVrUPu/9842i:wLIm01kXqKf/pUZNCgVLH2Hf5rUPa8;ji
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\80ebb77c-8267-49ca-aa2e-4dfObeb8dc28.tmp

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

F8CFDD3F90168545540CCCDEGG3E28A5
14613BA5B29EOF32344A9DF544A3073DA30260F8
2A6B5348AF67DE46C2A4A7C6F8CD17470FB604791C62369AE2A466951015B795

60227E427A184B1735A3A552FBE9DOEF4A7A2B362010CF5DB6CCASA2CB007E90785D10C87AC1FO3E45361DBF4D8543689233B3D929EF61BECD820B86ESBI6C:
8

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13272536578674478","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIbh3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSoAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\96b45407-569d-4daf-bdb8-9cdb051242d4.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5992

5.184341845554672

false

96:n8aCf019sDOcKI+0k0JChRWL89ki1ZbOTQVuwn:n8aCc9AOcL4hYokiz
EA0321E3E00129DA7B2A791905CD489C
CO3AAAFF7F6A94C92BD2B500B933E722DE32C426
D986377EB45287328CB79511A394D9EBED6BI155FA08A904AA4F23ED30244F9F

28597F8835FBC51FAFDOSA4EDAEE4E8F78985BA85A3C06B96CC1722AFDICEE25674C982CC8F2A04A941793CB60B14894B9B11EFESF47DB6ED91D39334C536B:
8

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13272536578993803","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement”:{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length ","0","0","0","0","0' "0"
,"o*,"o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0", '"o","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length™["0","0","0","0","0","0","0","

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.181555283497223

false

6:mcJQ+q2PWXp+N23iKKAKIRXXTZIFUtpLIgZmwPEzQVKwOWXp+N23iKKAKIRXX5LJ: XIVva5Kk7XT2FUtpLJIg/Pql5f5Kk7XVJ
C57ABE519D035BFEEFCFF2D4B0B0B027

BD5BEEEB4822CDD1C84870531FF1CBBC2CA57A87
E7B75FD710FC66BDABESC36C23F0F7E12F27764AAAB692B7F79CC66E59E5EE30

19036300C3DFAF11E1FC40EBB3CF2388F9EB4C68643B1FCI9BA42944A2538DB6BI0CESED3FE12ACE6D1DC1C65B0FD2E951E0B160300BF0742218B2EA28545EBC
F8

false

low

2021/08/04-00:43:10.828 1b28 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
08/04-00:43:10.842 1b28 Recovering log #3.2021/08/04-00:43:10.845 1b28 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG.oldB (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.181555283497223

false
6:mcIQ+G2PWXp+N23iKKAKIRXXTZIFUtpLIgZmwPEZQVKwOWXp+N23iKKAKIRXX5LJ:XIVva5Kk7 X T2FUtpLIg/PqI5f5KK7X VI
C57ABE519D035BFEEFCFF2D4B0B0B027

BD5BEEEB4822CDD1C84870531FF1CBBC2CA57A87
E7B75FD710FC66BDABE5SC36C23F0F7E12F27764AAAB692B7F79CC66E59E5EE30
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG.oldB (copy)

SHA-512:

Malicious:
Reputation:

Preview:

19036300C3DFAF11E1FC40EBB3CF2388F9EB4C68643B1FCO9BA42944A2538DB6BO0CESED3FE12AC6D1DC1C65B0FD2E951E0B160300BF0742218B2EA28545EBC
F8

false

low

2021/08/04-00:43:10.828 1b28 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
08/04-00:43:10.842 1b28 Recovering log #3.2021/08/04-00:43:10.845 1b28 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

315

5.191265655090987

false
6:mKoS+q2PWXp+N23iKKdKyDZIFUtpxmZmwPXNVkwOWXp+N23iKKdKyJLJ:P+va5Kk02FUtpxm/P9V5f5KkWJ
85204ED88A8173D5E8CAO3EC4102EAFF

8E75E026D5FC13DD80888E7D47D5C46A9DFF24D4
DE24193CD36468B56BE4892E8B6360839188C317CFIF4510200C4E470B3CAOBF

CA1BC4765E6EF8D9BF376533B59576A33F74489D6C64FF8BF010BC3FFF88537BF04BBB40D1B2A4E630704CA47C55EB3D707F9CE8755499911CDFFAF9D9A3B1
1

false

low

2021/08/04-00:43:10.844 72c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/08/04-00:
43:10.850 72c Recovering log #3.2021/08/04-00:43:10.851 72c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase
/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\01654ace14f60b75_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

388

6.063526685008972

false

12:XUrPC1CelSAUNvygNv6J+YIJghgNv6I+:Er63IwNvjNiJ/bRNil
74C3F56A457815BBC59BDEBA4ECCACBD
E4A80D2A00663COF5EAOE687BECD2B945209D732
D57EC4A8D03616BD676DE6371152BF825280D3AESEFCFF4BDCC73E27D6FC34FF

CE1993A18D6D40512D130156BFF4AC1EFGEA37E43E6BBC89C62C07AE3D3E224D7FIC7B8DABC25D1C1D62654E055D2AED3297148E058DE17247A714F7AD158C!
E5

false

hV Ly K. (444 {A EO....S.. A EO.iiinn, p.@M?..G..BD002495722182023860DE96DBA28FFD3654D4AB4244B80F CEE420F5DACFI862.
yK...(4:.44 {A E0...d.L..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cachel\js\02f10fefdbce8edd_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

2376

5.507951285639259

false
48:EhD44dCND4vrCWD4iCtD4LCuD4aCJID4zNCPD4yC+D4+ChFUD4ICHCD4nCbhD4BCP/:spkgllEeKTOUJVN
480BBDDDDE335465AB519116161B40FE

FO9A88CA06350B706D18A9FE1DF06787A217364D
817FD0630FCF78F16F7102A69FA1F57318C1258D983FCAOBOFF5EC191D02EE98
1A04F7BOF853FE196692A3DF01C357090A6DBBC91D2CB221BE31F14C1E1095792459CDC601C79B7943FF28D2C2E6BID010ES5BABAE364B6407C02F2FFFBAGCE

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\074dc062eal113e6 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

676

5.7813242143173635

false
12:3E3TI040ux2pHgyye3CMx3vBFDPIUI222K+FPCqAUCIEDN:3EjIBuyAyyeS4vBFDWI222JBPCoRDN
EB8C28DDFIFB6352C0E19C5905E15F18

46478C7BE471CAFA6F5A40E8FC54B86207C53B63

60C45468581D28E7E15E909880960057 COEA6E2C1454BDF9685FB32E3EASA033
A5276ED6D03FC5A714452AF30D281526981DD5EFE27B3050CE699B35DB020C0DIC4131B939EES0212C767447994E90A36ACOADA4802B493815BA8AF40B20183¢
false

low

Y _keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/777578962/?random=1628063005970&cv=9&fst=1628063005970&nu
m=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=false&u_nplug=1&
u_nmime=2&gtm=20a820&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.employerscouncil.org%2Fabout-us%2Fboard-of-directors&
tiba=Meet%200ur%20Board%200f%20Directors%20%7C%20Employers%20Council&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://employerscoun
cil.org/..<AM'/.. ..n.g<LO...f.K...$..0...>..A.Eo....... 3Q. A..Eo....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\076b57de848c6312_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

2639

5.630253350599164

false

48:IMzSgXSTSP7S3VSKSPSDSV0OShrtS50SKSZ:d3g4
4A2DE1145044C90F2F9A67168EF061A8
EABA7A1AACA3F091632D08B8CEE7DD164104C44E
89196208026F02C6CF4CEF7C8B6560D401B164F27142171EBA73FF7D52A15131

F94202447ACAA4CF681617775D6371D2EA866F8066548D5E682DD5AECCS5B44C63EAC751BCOA9CI8B53857AE00544A6F359BC09BAEGEGOF1751E060EEDC8944¢
E

false

low

.._keynhttps://js.hs-scripts.com/2250969.js .https://employerscouncil.org/1\.<M'/..

_keyhttps://js.hs-scripts.com/2250969.js .https://employerscouncil.org/...@M'/.
_keyhttps://js.hs-scripts.com/2250969.js .https://femployerscouncil.org/m./AM
keyhttps://js.hs-scripts.com/2250969.js .https://employerscouncil.org/.- AM'/
_keyhttps://js.hs-scripts.com/2250969.js .https://employerscouncil.org/(..AM

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0c69f7c7425ccda8 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1551

5.378384680275829

false
24:UzNw2h/1+4VXxOxPgYNwWMjh7XVWXzW7EUUSp9r/jFsCdUEiIgXVajTemw1+40:+3jDVBOrwtESEUfpl/psCZigXASmmDo
FBF79EAFE13BF78EC85D32E27D8F76AE

2B4297118735A388D3DA11415FD3C3A0EE4E4260
B4D333B400D09DE3EF93EAF24964115721ED51DEB87DCIOC131FE10007CDEB5C1
D8FABY0F54FD904062B2C767258AD043939F0DB944F9E5D91C2AF67DDC6108050622BA33F17605E05E51697CEOF61AACE4AS5A322A5CI9B166A1FC320355911A47

false

low

..Qd..X....getCookie...E.d
ChangePageTitle.E.d.........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0da273d55ee3bcfa_0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

104584

5.784360203912364
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0da273d55ee3bcfa_0

Encrypted: false

SSDEEP: 1536:qH4vfKk408qwY04Dm7tek4+j2+SGdwXHOsqLRmYxhtOCqgS:gavBa78k4fXHOs8fxjqP

MDS5: 2E7AD430B6E82A7FDAE4SECFA4D7ES1B

SHA1L: B4F50346525D0213EA706917B28788B0AD410487

SHA-256: 30A0D71ACD8C6ABA1D120EF9179F1ABC21DES3C8D98ES504D7855341A41764456

SHA-512: 1DDCEO3FFA0B84D607765035FE311AD33E5DB4AAF93337B72F0703B1F25FOEAE078073C894DA41A45BD456304DD1F9D20ACDDICDF78BBA752D3911035DE53C
0

Malicious: false

Reputation: low

Preview:

ocument.(S..
%20Library/members/js/jquery.jsa..
..Qbz.1....h.....S...QbN...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1434a913696e0770_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 2756

Entropy (8bit):  5.569354427317435

Encrypted: false

SSDEEP: 48:KLHIWLHhNWLHRWLH3WLHTzSwWLHxwLHywLHUWLHF/WLHBWLHLWLHQWLHZ:KLWLBSL+LgLzzHLeLHLdLIoLuLML/L

MD5: C45CAD3842F3392A5D90B09C65822A6A

SHA1L: 0161EF33A647A6061361E76A99BC87CE627A1983

SHA-256: C3FE8BFAFD84828D95DEOD54D194EAC4246D0A6A3B61323A817163DAB69C33A45

SHA-512: 0537CDE3130CC138E01C1333B138BCBADE6A06C503D0BA8F62FDBFAE3C2836E03A3616E9E0C8186B77A4B38COCFFCA9964C1E9B2C4300A25B7B5D58953F9A:
D

Malicious: false

Reputation: low

Preview:

*..0...0.2.QN9\e..Tc[a...u.=.A..Eo.... A.E
*..q...0.z.QN9\e..Tc[a...u

keyhttps://www.google-analytics.com/analytics.js .https://employerscouncil.org/../AM'/.
.O\r.m......P...A....._keyhttps://lwww.google-analytics.com/analytics.js .https://employerscouncil.org/t8.AM'..................
.A..Eo LO0\r.m......P. _keyhttps://www.google-analytics.com/analytics.js .https://employerscouncil.org/*&.A

C:\Usersl\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1732329f58d91b7d_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 2808

Entropy (8bit):  5.545437667684086

Encrypted: false

SSDEEP: 48:IxITaxWax4axPlaxvpaxtaxjcaxeaxqaxSpaxZax+axF:|Pt7R4auftFrGF

MD5: FE606CE2889D4360762F234ECDF0436A

SHA1L: A531DC3B4B10855DB428B609336E2ED39CCB446A

SHA-256: BAA3C5680AF6BODE7E3952332858071BE8A312E17BDB49762466B12D9BFEE2EE

SHA-512: 7EF0760BEA67COD9A5FD84FA1B8AB1304AA0FBC6BBC86337E73358F7593F5CA76308010E3C18A7E677F5CAF2ABA23D12745ABC150B68F24BB9CBEB79F40ECF
73

Malicious: false

Reputation: low

Preview:

tps:/lemployerscouncil.org/...AM'/...

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\19332cedd9188291 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 253

Entropy (8bit): 5.505359718738148

Encrypted: false

SSDEEP: 6:myEYGLKsZ8AQPjB+HENPfAsZJdZwdrh/AZK6t:7DU6B46NNAUJOTIT
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\19332cedd9188291 0

MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

02EDDF9802BCD1E92877A7BFAG5F5E32

FD9945B244F23D62F4F03E35243D3632EA967BD3

566F2EC1303D0OEEOD3050FE14DB00415900CB6A4D5464E46FA46841DESOCEBAL
723C77C32F0344BA8983CF8C3D67B5E83F8414CF83535EC48D9768AF48F653B3E068B1F09F01F3CECBD5156423C78A6B3F4D527E5918D91CB38DF7E64495F 704

false

low

O\r..m......y...<D......_keyhttps://www.employerscouncil.org/member/style%?20library/members/js/training-catalog.js .https://employerscouncil.org/=..BM'............. 2 1.
...g..k.t+oVE........ A B0 A.EO0...ccciin.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1b33e85edb3a5ae3_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

22262

5.701755106432632

false
384:fmAqgzenBOTZGRjNfLTI5Inbj4LDbpMiUKX4jiT4+uu:P6nQZQNfHIHMBMIiN44x
F63B39C64779673F64261F3AFEOFC458
42D20D1B52732A0F4BC4C3AF46E277D2EBCD1977
830B51D5E15C7B303D23AF7BCIED457692A00AD3EACO3AF8F35B1D6D1F5B2F69
16038384B03507DA4840648266BCC92C14ACAT7579765EAF2865142EB862352FB227E5B358E458A2A87EDOD7BD6159E448A5F37E7C956B78200C957CD5DD0O8ABE

false

_keyhttps://www.employerscouncil.org/member/Style%20Library/members/js/bootstrap.min.js .https://employerscouncil.org/...BM'.............. 2....vlm...
JhefARLaCWLALEOD. ALEO. i e O HULT He ETURRTN (S.........HL ...Q.@........ jQuery......4Qk..&...Bootstrap's
JavaScript requires jQuery...(S...’0...$L"......Qb.XG....fn....Qc6..s....jquery....Qc*..=....split......K......dQw...X...Bootstrap's JavaScript requires jQuery version 1.9.1 or higher,
but lower than version 4..K™....D...(........ & (& (& &Y & L& &Y & *&d8l& g & g R L& R L& e && %06 L (Re
............. I'..Da..t..$.0%.....P.P.."."..@.@.-.. P.q...S..https://www.employerscouncil.org/member/Style%20Library/members/js/bootstrap.min.js.a........D"....D"..
.D

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1ea0aec0d566830f 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

42625

5.450219416675336

false
384:SVErfVqJuD70gsNXntm6cPNglU5d3UmAwcAgORSgxKKKwecHCKf+AQadRw4aNSnc7:3fVgqJwPNglsR90P4fzPWO00jdz\WBBuzu
501E6E496C4DED2FA823D8FEOACC1F22

3C24BDDBD02CA05ACF69221ACFSEB4E1A0563600
20219B51C01DCA1CCA3062AA08B7129B3FB1151907549406D977B8BE7B891553
2386A1E7A4AC67BB4842D0547F13FAF7549BDEEGA2EECA3ES5054310773C1B9C16FBCO0DB35EE7F455A4D4D146738AF906A63F4180B0375E8F7181240EBF03B,

false

rg/Xw.@M.
JOUO s PO EROONS

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\21b5f9ab16fcdf7f 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

2977

5.679279477621422

false
48:udDGPUYdDGQYdDGpYdDG7YdDGRYJDGAYdDG3GYdDGUYdDGFYdDGYYdDGGtYdDGrl:udDOvdDCdDzdDpdDHADydDAJADSdDrd T
ACD40F522458864CF3FBB6B648514BB5

C8DB8F6F271AC507BB0352CBDF6227208261F0C8

EDDEB64F95E1DA429D7D0A8036A5A43926C83556594BAF2306B24CB052FFA2C3

FOEODB6A1D0C938C937E66B051D75D66CBBF28F33C876F60EAFEFD97DE48FAE83D5A22990F4BEF770BFEAD612DCA0919EADEQ078025C9484F02884CF96D7BDY!
E6

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\21b5f9ab16fcdf7f 0

Preview:

KBAMY.....coovviriiinannn ".Z.9.4e~=9.....i
.https://femployerscouncil.org/...AM'/.
030400000/2250

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\21bfe023c13b0de7_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

450

5.677916994642133

false
6:mzPYBJIMPGB8AsZfgGAWWhUYh9k4BNK6tWzPYBIMPG8AsZfgGIGWjASyuFWhUYh9k0:tMPG8AU1Bla+OfMPG8AU109Fla+w/T
F29D341EFBCD2C70F4528DF34F87D2D3

5B5CDD5D0BCD7CF86E5D18CC1CAOF84FC25C2D4A
642617EB40FC8F85B322967763D96D292215747059523527F71D9B779A3DCFEL
4FD1C82DA040969C92E245EAD999FFD54A4752860175F110F674F211BFE62B1BBD76A9808D09B407DE8B06D4AF231E1811C793233B95E87564A4FBEB67BD1AAC
false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2538de3f89593857_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

657

5.818381249382024

false
12:BE3Tu7moux2pHgyye3CMx3vBFDPIUIKEtFCqAUUEOBO:BEju7/uyAyyeS4vBFDWIKCfCoUEYO
23DBE9B1B6659BE38DACCF1E55B6C605

EF63FF2452C7756E13FD1286184366A60B117EE9
B50B57574DC5C3E3B7E7EB7007D233819A8DC5A9F469BFB612CB1FA9735A7443
65B2F67D4F87559485158765CD7B1D85B907CDE9D8282241C480754FE84744F1A28171F322A430B93F938BD1D89382F5F3FC40034296027E7DD8D1628F5CE3B8

false

o\r.m.......... Blyk...._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/777578962/?random=1628063049275&cv=9&fst=1628063049275&nu

m=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=false&u_nplug=1&

u_nmime=2&gtm=20a820&sendb=1&ig=1&data=event%3Dgtag.config&frm=08&url=https%3A%2F%2Fwww.employerscouncil.org%?2Forganization-industry&tiba=Who

%20We%20Serve%20%7C%20About%20Employers%20Council&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://employerscouncil.org/...CM"..............
2 W EEL )0 16 ALEOL S AEO..oiiniins

C:\Users\luser\AppDatalLocal\Google\Chromel\User Data\Default\Code Cache\js\2a08388f99bb0d37_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

5491

5.128774112727678

false
96:5LwOOWCWUPILXdCJIDIDVAM2EWALIGVSmyio9gnHbATVe:WwC4XdCJIDICoWALXSmyiWGbh
BDE3AC59768CF062A054D155BDA12E06

67B765D49DD794E330CB00C313F22740FC08089C
1BA739D4B79551A3559037CA601B5707602DB6997ECA4BF5D47E17A190801B567
64E17B3363D425B163E67255055EE13A1EB2D09CE2F6536C19CCF00A61957FED282E8FD079798841049A1389B52543BF5B66C4B1D79BA2EB87F32F90412698BB

false
low
o\r.m......k.....>....._keyhttps://www.employerscouncil.org/Style%20Library/js/jquery.easing.min.js .https://employerscouncil.org/>.@M....................... F...0..&.6..V...
|...P.. ALEO. ..U ALEO e O [ | 5 IS (S.a..'v...L....Q.@:F:...jQuery...Qc........ easing....Qc..b.....swing.....Qc....

..jswing....Qc........ extend....... a..........Qb..@5....def...Qd.D}.....easeOutQuad.....C..Qd.Uo.....easelnQuad..C..q.C..Qe.@j&....easeInOutQuad...C..Qd..y9....easelnCub
ic.C..Qd..Y.....easeOutCubicC..Qe6.0.....easeInOutCubic..C..Qd..'N....easelnQuart.C..Qdn....... easeOutQuartC..Qe..j.....easelnOutQuart..C..Qd.e......easelnQuint.C..Qd.S".
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2b59a6d99da05e49 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 136552

Entropy (8bit):  5.928194700863979

Encrypted: false

SSDEEP: 1536:hU7gLAwgAfi+kVMeWWFwUnqVtZ5B9vyPclAqrYYONXTFmyaOrgMUEole73JtXZfy:hUjFjFyOex3iclrY YONx7aMIEozTR67/

MDS5: BE9DEFDBBA21574D9E5A29ED8D57003F

SHA1L: 1B5128DFCFEE16E95E1286D38E50A9EO0CA2ECCAL

SHA-256: F99700D8C02E09A1D0831D2CCDDD292387026 A6ECDFCI2AFBBC4BBI5S0CEOF3AE

SHA-512: 35BD16E6B72FB20976FAD59202E4C70B29BFC59DE54817847DF6BA63021D96ABC76E70F3E43774E837B03BIC6F68965FBAS573EEBIB268C766C2B18E1BCOE6C
5

Malicious: false

Reputation: low

Preview:

g_ Curves .Qc& ...
......... Qcf.o.....endTime. ......Qd

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2f88dd88565a92a1_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 2230

Entropy (8bit):  5.697118356249072

Encrypted: false

SSDEEP: 24:m/uVToYV9oyVjo/uVMoOVwonVHotV60YV406 TVWZoWEsVY:m/KoCouododoRo6oHotoWE7
MD5: 0A8AF28A70701B555E72EDFE6C5C0024

SHA1L: A7E73EFABD3EF734681420D66A70D114F666C6C1

SHA-256: 68C22698A5E90402CB87A29305680593BD8FDB6729FD69BF5C45C40A816738AF

SHA-512: DCED3D43389FA2A49E99F3FESE91A1D6A39E63174441655557AF5E191BB16B18B8CIFA8445053AF94388057E17386A09D00D0F94F421D71FA102B5E8BFOE24C1
Malicious: false

Reputation: low

Preview:

M%.U...i
mployerscouncnl.org/A.AM'/. M% ..Eo. A . ...A3.:A..._keyhttps://www.googletagmanagehcom/gtag/js?
id=AW-777578962 .https://employerscounC|IAorg/.AAM‘ .A..Eo .0\r.m......[....3......_keyhttps:/www.g

oogletagmanager.com/gtag/js?id=AW-777578962 .https://employerscounc

C:\Users\luser\AppDatalLocal\Google\Chromel\User Data\Default\Code Cache\js\3253c5ee6fa31b8d_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 391
Entropy (8bit):  6.1125097355759195
Encrypted: false
SSDEEP: 6:MJI39YGLKSZIPILIGITec38AsZ96eZHXljqyA/K6t+8bOY TNjOXIjqyAp:eAUrPodLMAU95n+c8qYenM
MD5: 2746D18946A9677DCOCF685F6328B05C
SHAL: 507E7C24D12FDDDCF1ACB12535A0227FD62331C6
SHA-256: D0747BC6F3B8895771BCIAFFF2C2A42C13F9F60BB1BD726B3898AB7399051050
SHA-512: ABDD82F207FCE602677E15208D4A01A8A7FOE23EA4E954C7969FCB74D4F34CFD580B540F1BF2C32C80989C25F9A0DB569C7D8A35209F634B2331E75F54A3DCC
Malicious: false
Reputation: low
Preview:
O\r.m ._keyhttps://www.employerscouncil.org/_layouts/15/sp.core.js?rev=Ltfj3VACPIjQOB6TVdZ0Odg%3D%3DTAGO .https://employerscouncil.org/.*.@M/..

....... . 2 Xg.R.{O03K......ALEO.........cccoo ALEOL L X @MY . . 65A2DED9ECE866 C23A80171FCB58C08BCC67A5CE6G4C745F07871F969519CA87

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\32c8fa6ebeb75692 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 149424

Entropy (8bit):  5.962606212972407

Encrypted: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\32c8fa6ebeb75692 0

SSDEEP: 3072:MINBYKJIMbreMEFtVinHWb/uzgDV5i8IXc7W:MCbVetViQb/uWHRW

MDS5: OFCBB42C65AE78F568D6ES5E8FDC7AZE

SHA1L: 8ED6CB1EOE61DD0981AF074190D755B89413197F

SHA-256: BAC46335FDB4CCA5E98BC14B48BB2525557DB66DE66A3811A2CEF19259C65CC8

SHA-512: 1588978FBIFA0267F40A38962E9E3966A99A0C390841D8EF8892AAC184BEAD1322FB1A2CB2C0C2598F83C3AB010E4DICA2E299403736F893238DEEB43COAFEDI
Malicious: false

Reputation: low

Preview:

,..A%.@.
(s

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\38da3af6156d2bc8_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 262

Entropy (8bit):  5.780043566771049

Encrypted: false
SSDEEP: 6:mVYGLKsZrPf07Wel3Da8AsZgt5gGs/k4pzlhK6t:XUrPOIEAUGG/keN
MD5: 2D5FB1D732B702569F834E0C91851E1B
SHA1L: 89678F2F1EBE35F57E430568CED6B357CB04E5C6
SHA-256: 5E51D83F39A158D1EE8865BAD5CDFE89IBEEGFBODCD6A57BOFD130904B00B041A
SHA-512: 6E70C2380940E38773ED9A85D93FA086AACBCE61CF3COC3DC091937900E58167FC674EASEFOFES06E890BCEA40132877AF52E1146D220DF31EDABC405B80D33E
Malicious: false
Reputation: low
Preview:
O\r.m.... _keyhttps://www.employerscouncil.org/_layouts/15/sp.runtime.js?rev=xDUIZALhsjGC04x9DUKfzw%3D%3DTAGO .https://employerscouncil.org/N..BM"

.sgL..r$.X**r.KpGR.X....T/...A..Eo.... .A.Eo...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3cdblaa78aa4b04b_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 11802

Entropy (8bit):  5.835632736735035

Encrypted: false

SSDEEP: 192:H6ItsLDUJSrDrq6Pk/mdnjlrZeaSmDKa7jr7q2D+qqjOBoVreD6r:H2LQKXzkOdi43DefL

MD5: 13BC18E66B560521E9226539290D5BF4

SHA1L: 09DBF5A5AD1B8442613107CCC467EE187238D52B

SHA-256: AF562F15E06298EDC7715F9B25263CBFCBOCCAC0743750F14DE2622402B087D2

SHA-512: BOBB308B196E600777EB904FDFOFC1F72EES80CB87DCDC72B348593C7E5A6CCAABC79E43353B26D68AC73024E848CDEB844B1DD2F1F57FC1DBACC19D8FCDC
3D6

Malicious: false

Reputation: low

Preview:

_keyhttps:/iwww. employerscouncul org/Ster%ZOlerary/Js/bootstrap datetlmeplckerjs hnps /lemployerscouncil.org/...@M'/..
(S..°.... 5L ......Q.@.'q.....define....Qb..8..
..&(... &z %&" $ s

...QbN..U....e ...... S...qu.e....s ...... M...Qb..v....n ..... Qbn.c...h..f...$...

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4061e8293a51328f 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 243

Entropy (8bit): 5.4965105459931545

Encrypted: false

SSDEEP: 6:MtEYGLKsZ8AQPB+H6NQobPbAsZMilAMzRjc1DyA/IthK6t:SU6B46NQabAUMibzZg
MD5: B821FDB9F947CAF60BA77986D8A88A57

SHAL: C3A509466314A0C26974AE9BF736C1341DCC7F73

SHA-256: 630AAAC17673F2A9D6202D798D9B3364ED92EEODDO28ESADDCBE9D10FE4A8B18
SHA-512: 5AA6B94E3308865BBDA20725B62F2AF2ECF703179BF7E73ACC10237D2A3160C4F03988C0B1D6DB03835C093492E115B0BBBFE022942446796309CA70963D6466
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4061e8293a51328f 0

Malicious: false
Reputation: low
Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\41115489142ea04d_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 2210

Entropy (8bit):  5.774820007608278

Encrypted: false

SSDEEP: 48:TUyrRUSRUMFRUyY+RUfRUERUIRUOfRU/RUXT:5r1Z

MD5: 935F9CFC349AB696C786E632CEDDEFAD

SHA1L: FF6F59EB3AE29DFAB54AD96579208AC555A13AE8

SHA-256: 72912ED3AEA9344028406D7296510A3F179C4648DAE3B2A6B6AF238125557C19

SHA-512: 760E5AE7294A539BDFC513EBDB6CDC2DFAA31C2449F3E6813C7567DFEE4339517B9EFA842D198ABB788C0A12F60C5423B86A4359BD68953D23C8145E29C739|
E

Malicious: false

Reputation: low

Preview:

JY.de...._keyhttps://www.googletagmanager.com/gtm.js?id=GTM-N2LPW3C
O\r.m......Y....Ic....._keyhttps://www.googletagmanager.com/gtm

.js?id=GTM-N2LPW3C .https://employerscouncil.org/)".

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\414dbb1f52f68ef8 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 233

Entropy (8bit):  5.455858679371184

Encrypted: false

SSDEEP: 6:mmLYhusZIfgA26bAsZI6DtR+eUuOpK4pK6t:uuUlfgA28AUI4t21Z

MD5: 0E3596943EA8BEB6A094FI9FB24EB72868

SHA1L: 60F11EFA14EAFE2DA0749D3CE1E544180DF41542

SHA-256: 795A653563091FB5AA8534B60AB91CA4EFFODBBFFFFDF257D7D41A5EBDD39CBD

SHA-512: 27817D43FF6D596BBA322CA4D481270C309F41B19782E9B7E1BD4D7A5EE002CAFOC8B21647D26C512C60BBOFFADA291530C26A6181FA06F25717B5966B6EB2C
B

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4197fa715e7a9170_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 237
Entropy (8bit):  5.484464439460805
Encrypted: false
SSDEEP: 6:mQTYMtOrDBAGfXUcvw2AsZS6PgIDLVsLBPIhK6t:BDD6jVAUSINLGNI7
MD5: CF65B3FD7E41634A04D4FA10D47FD39C
SHAL: B36DBE77A853B5A309DA7E618BCC396CEF8BC864
SHA-256: C6DD8C7E3EC8BAG61AD1D79395EC2AFB8254374208E571483FA0EB31372761B06
SHA-512: 2CDFA592889AED29E804633298FB5489A7469D75F937984D1BC1F11BFEF72518CE7799CF407314746B65E66D961FAE1BC689C59530C7C793D292D837512A834F
Malicious: false
Reputation: low
Preview:
O\r..m.

A.Eo...

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\419a734795a58b42 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\419a734795a58b42 0

File Type: data
Category: dropped
Size (bytes): 221

Entropy (8bit):  5.599851724784425

Encrypted: false

SSDEEP: 6:ma2rYGLSMXZCLRYAASZDImItD1w/Nz+YD9JZK6t:mgAUItYB+2JT

MDS5: 47321A04AB5B87FEBACC77C145862963

SHA1L: EE2EFAC526F1DEA19E77B07D46EBC173C883559A

SHA-256: 3C87C09320EAF2A9DED761C5E7CC51C899B99E54D3D83DE76629EB7AAE4E85D5

SHA-512: BF1CCOEA58F9B24743B7E03375F3D8A23BD2302D7C302D5BDCCD5496FAE316F91C7C68E5002BCA6FD27B3E877084205D99B2FEA480ECDE1929CADFDC56329
4D

Malicious: false

Reputation: low

Preview:

L+.....;D.GZg.!A.l.m...wD..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\41b1d8ea6elb161b_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 652
Entropy (8bit): 5.813469673941212
Encrypted: false
SSDEEP: 12:FE3TZimoux2pHgyye3CMx3vBFDP9UI2s820PCgAUdIC5T:FE|Zi/uyAyyeS4vBFDWI2EOPCodIC5T
MD5: EEB080AFA206375081A391EE591F0946
SHA1L: F1DAC525F868A09E7358644C06360066ACA53F24
SHA-256: C115910430A846A7B6A114C983CC4B112677B06C11E10C1712BO6C1ED684A832
SHA-512: 7AATCC4087A468E9B1738B56A1C7916395D9DFFIF6108E6F1A20D7F4FE22E667900D213FC6B7513F328D8EB4105E0D9CEAB83CB21D34F0883A3DIE2FODIFEEDS
Malicious: false
Reputation: low
Preview:
O\rMeeiiee _keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/777578962/?random=1628063012335&cv=9&fst=1628063012335&nu

m=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=false&u_nplug=1&
u_nmime=2&gtm=20a820&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.employerscouncil.org%2Fabout-us%2FOfficers&tiba=Meet%
200ur%200fficers%20%7C%20Employers%20Council&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://employerscouncil.org/.<.AM/..................... L..t>i.N
t..Y..~U4.pV..5>-A.E0....ccccenn. ALEO...coii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\42541c24734e7319_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 93944

Entropy (8bit):  5.793275625319656

Encrypted: false

SSDEEP: 1536:6vk4KyKRoOFQZY rtDjfOWyycaZPkPbte0Xs3fnpCD68:95yKRVnykKbND68
MD5: D9ADC8B694D2884761D8C97BC7510362

SHA1: 2599BEB4013C5D6CD1BEE671DC92D0EF9194D2D6

SHA-256: D83A882DC2FBFCA75A9200CCA11D36824B0642638FA488A31FE9E97E776E8731
SHA-512: 1FB399B62C52610E94D5FA9F17E250717E425457838DCFBDABACSFBE6B7E432D62240E498AAEC6E7BA1408725489141C69D7EAA7184134DC742786CC6FE415C
Malicious: false

Reputation: low

Preview:

n...Qb..G....bm...Qb..*:....bl....Qb..6]....bk....Qb.J......bj....QbZ.ye....bi....QbZ..
....l....Qbv$C5....h.....Qb..Wg....c....Qb..*...d....... QbJc.....foo S...QbN....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4812be59b7cd0247_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 311

Entropy (8bit): 5.778113179082438

Encrypted: false

SSDEEP: 6:mMM2EYXMmMRY 1EgG9IsTfQ9+D9eBzYduFvOAsZhocql2ZKXQnN9rj5tbK6t:haMmRNV44p0zYduFvOAU+XgZKS9Zr
MD5: 620FFFOFEB19C94B01C6471819CB4ECB
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4812be59b7cd0247_0

SHA1L: 82836D9E66065AC097B40434FC1FO09A46C547F9

SHA-256: F7BBF0502728C2992B63495AB8BCEB0875986FEC230F962EC9989965581479F2

SHA-512: 1C691BF186FOEC5FFDOE168FBDBE08B3B04B594B28BC803B89FA8373B8A751E1859AEC5C03A528B8665981F6DAIBE4B2D984A988655226E381121590716398E6

Malicious: false

Reputation: low

Preview:
OV Meceee _keyhttps://forms.hsforms.com/embed/v3/form/2250969/308ac919-7f48-4f1b-b64c-113fc1b5003c?callback=hs_reqwest_0&hutk=cfab9f44df09357a232f
aed48722297b .https://femployerscouncil.org/lzZ\UCM'............. Kb......K.'ns8....A(...5..|RB.8.)...Bz.A..E0.....L............ ALEO..cciii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4843985a56f31cd3_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 95168

Entropy (8bit):  5.630649540582048

Encrypted: false

SSDEEP: 1536:MEZoNcWPW8VJehaplHvtqcQv8t9gMFQFHulsy7MRZjsLYNSncvsy7+5:2SNnW8/hKMNEtQMF8XI5

MDS5: 1CO1FFF559C5871A884065FC925C6E37

SHAL: 8D1658F4301080FD16A041ADA1C627D013C47CF9

SHA-256: 1544B653A3121A318B425C7D8A0CB5C63E463E4B70B1EEAAB8C431CF8FEB6CAQD

SHA-512: 7A52F8F46F77DA93D3CA9A3AT74A51AF294D917BE419ECA30FALIC2FE6FABBFF1EDAS743973BEF481378701DF53F2417DA8D41B8640D753B7E6EA8348969170F
C

Malicious: false

Reputation: low

Preview:
O\r.m......@...P)$.....42BE035BF1545B17D1167287026598C21F1E363992E8641FDF0587F1B1146629.............. e O ..pr.M8........... (et

............................................... O (S UL 9L DL (S lRLELL.G....Qe&8........Sys$Enum$parse. .E...@.-......P.1.........https://www.employerscouncil.o
rg/ScriptResource.axd?d=ggqJGKVnQipCUfRsuXM3fxmSylV_g1Q-dAON9WH2uczSYQfLnLoqQmr4-19JUeKcqSntm7kveXUFRBLUM_FgKC-y5wV3hVkyngAc32mRD1h
dkuuwvUNaémM7AucOmfKZLw1GpresAHpM_LFdt82-kox-NLgZLMZ2_VkuRYeqY8t1FJ4MGXPxz-MYRObOHN6FP0O&t=2fe674eb. a........ D..D..D....Y. . & & (S
B Qe Qe..l...createCallback..a$........... [« FS (Bl
....createDelegate..a....*....(S.....la........ L& K'ooiDQeicies %...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\48adb1e49f570549 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 442

Entropy (8bit):  5.67373807318875

Encrypted: false

SSDEEP: 6:ma6/VYGLSMXZCLRIASZ7IIAKERLZ7FyAQWK6tWa6/VYGLSMXZCLRIASZIZERLZ7Y:O1NAUjRLZz7FybSIINAUbRLZ7FyoY
MD5: BCB47810COEE10A78B67A4D1CEBG9EF5

SHA1L: 7C423215F3CA1DF65D24C27F661227E1A052E31B

SHA-256: 38AC6E298956FF9D585D6AEOEBE46D9055E2DC1E5941403F73510E537C104D4B

SHA-512: BC704B98B8F97671DCAE4AC8D6577C151EDA791CB9640E872CB1BAF63A1C868D726F1ECC788BFAC51FIF6E0405023B1BF6698B297F0B63466663E307331F441
Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4b215211a2ceb549 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 796416

Entropy (8bit):  5.972587796185291

Encrypted: false

SSDEEP: 12288:8H7Q5cGNdgjruSmBfN6gU1lbwFQvnFaeJ+n7k:8Hs5TvPKgOJN

MD5: 6037E6243237FF2B2C162114E4671C33

SHAL: DFAE9663FC3E8807A3C6FA5A8104ECD412FD5003

SHA-256: 6CF23722B0A08B97E11E9F5F12B4E8095BEDSDBC64D0B487543348CE39D16337

SHA-512: EB7EC1E6A420BDDEAABABCC2D74864147D7FAC674ABB8B5BIBD5B6A11DF68D0983AF1327AAF96FDBFAEGAEIS8COACEG114528864353462D06F015B24568C2
95

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4b215211a2ceb549 0

Preview:

o\r.m......@...G-Dn....5048BF30FEC5F4FCA558B110827B62D0E6453F921D04867FE41C9976B156226F .............. e O it hKee Ho.ooo

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4c4b996dc3a20039_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

388

5.9444462856103595

false
6:mu3PYGLKsZrPfwPQw8AsZBMcyZNpCnXIYOwhK6tMsgql/knWVZqUswdgcCnXIYV:ZyUrPYPcAUBMVZGFsnWVZqZcZ
DB4090A7F7D5BACAE1697392677706CC

EAF74EEBOEFF339562E5C865D01CF4FB4A1B777A
406666C618B83BE717AD296E9A4FDOF19482A7F63FABBDFDFODAA72E1CFABY9E
1DBC29923748AE0290A47719124FEADA6858966485BDFBFBCBCABE8B727D31B34B24F59177896B323700F4FC80F61B0565C05F47D21CC10BEOD95D466472814A¢

false

FAAO9F451D16).qg.a.. A #3...3.C'..G)M....A..Eo.....P.L......

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\50721f12cc7b1291 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

2260

5.5563435260736975

false

48:kwSUWWSBBEIWWSKrWwSBzWwSIWwWS3WwStQWwWSJWWSKWwWSV:7j
8B300CB312DFC4CD19917CB00D825A2C
94C973DF2A44CD4462B90DA97CI9B2CF11245C124
36812ADF4E33E2BB738D37A38EEC9BC8D538A4712D7E105ACBCO8E6F3B6D29BF

AA920A923A98D55EDBI6A118E713CA43799A170204DC4B6DBES1CI05FFCIC7E2CIEBBSE26EC5D1487E226A04A2D25DCA437CASDF42959FABEGCES7BA73947¢
03

keyhttps://www.googleadservices.com/pagead/conversion_async.js .https:/

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\52bcaa6aa99ef004 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

625

5.8089637178805456

false
12:SuE3T9BWioux2pHgyye3CMx3vBFDPOUIVWCgAUyYhLY:SuEj9BWruyAyyeS4vBFDWI+CoSLY
CE14A701A90FFCC7FCB99C3712DCA358
233A7BC1E6235F32D1D223FA62CCOAAS52FACOCAT
1DD79B74A3797C6DFCF79CD052D126480921997FAF1AA6921F7691D70609F107
A8687170146CIFEC3BA7E86656E75CB66E3AA2D68DC3E4A6427001CD6E2141F044D142DF3B12E329A244DB05CB369B76409553209F0F377F30BA995E77DF101/4
false

low

O\r..m........... 5......_keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/777578962/?random=1628063024174&cv=9&fst=1628063024174&nu
m=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=false&u_nplug=1&
u_nmime=2&gtm=20a820&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.employerscouncil.org%2Fcareers&tiba=Careers%20at%20Em
ployers%20Council&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://employerscouncil.org/..QBM".............c......... E.~%w"......QK....+|.j.M.yX.A..E0.........
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5625fbcfe88ba00c_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 360

Entropy (8bit): 5.896927800461324

Encrypted: false

SSDEEP: 6:mFI9YGLKSZNJIXjWFV2AsZsloJv60tCnYRxd1xK6tDfykDOO+iXsJsYRxdZW/:;jUNJIxgF8AUEIJs6hT/rD
MDS5: D94F31045BF343603C187B19A039130A

SHA1L: EAA3618FEE1C19C7C944D77A315B33534DCC2BE8

SHA-256: CC3BA4F00D7458050FBDEEB20F194D9DDB63092B8A8B85A041B14621C066BC24

SHA-512: E03098329F18142B06EF533C96136CFB093E7BEEB19BB1D2411654F1592985B345206015B9A88A0BBACI6EC8A96D351A5D92B3BA2CDD222FD4DC7F234DB9270
Malicious: false

Reputation: low

Preview:

._keynhttps://www.employerscouncil.org/Style%20Library/js/jquery.js .https://employerscouncil.org/...@M'...
@m/.. 8C1474A24C188C4A576A14FA9B12E8289C020BCFAC5E319561AE968733BGF2E4+ .t }J>....# @3 $5><7 ...... ALE

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\658b21eal82e6d2d_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 4367
Entropy (8bit): 5.694065287747589
Encrypted: false
SSDEEP: 96:DaR/4apQ1g56Sx7AAs/GY72hTg21dnM84ugY 1saqi:DFapSQ6SZAAs+YShTgsR3gY1t
MD5: 05A833AE292A237BCA387B923256951A
SHA1L: 2270A231B13E1EFA238D511A8036E2A7D9FB5E89
SHA-256: 68EAADF34C245942E6B1BCB387BBC6E6A73E37E23862CBOES842A0D253620BF3
SHA-512: 941E79F7F923FA49107F3AA57CE03A1C5680D775DF262F51AC23D75CC6F2752062C08EF5F218262BE76CCD6A8C38D2AE37ED733C7BD94CFIC69F21E0278357E
Malicious: false
Reputation: low
Preview:
Oo\r.m........... X.9...._keyhttps://lwww.employerscouncil.org/WebResource.axd?d=DppmHNegsRDINLNRVOT4AML7Tne4dLORTQUZ-qLIJRYNXR471LA_JVoecLZZIkno

cNhco050i8Ci3xJugWK3DHy0SCsAKrYRiISOG2dNuFm9uxw1&t=637460729481343508 .https://employerscouncil.org/6..@M'/.
.Eo...\|. LL™..9%.L (S la e, $Qg
. .https://www.employerscouncil.org/WebResource.axd?d=DppmHNeqsRDINLNRVOT4ML7Tne4LORTQUZ-qLIRYNXR471LA_JVoecLZZlknocNhc
OO50I8CI3xJquK3DHyOSCsAKrYRISOGZdNuFmquwl&t 637460729481343508a........ D...D'V..D........ D...&..&..&(S...la....v....,QiB?9..... WebForm_DoP

...A...AWebForm _PostBackOption

ostBackWithOptions...E..Q.d....&..... la..<".$.9. ..D...(D.P..... D&.(S...1la_"..&%...$Qg:U.l...Web
Form_Ca

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\724a8107c992eel7 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 622

Entropy (8bit):  5.815263371355455

Encrypted: false

SSDEEP: 12:xE3TclOl0oux2pHgyye3CMx3vBFDPIUIhIgCqAUWcdPY c:xEjc/INuyAyyeS4vBFDWIhigCoDtYc

MDS5: 90BB4B822CB15C8953CF6132F3193C08

SHA1: 48CC4AF62AB0O3CEBOBBA41FCFB2DCFECF1EEA8AF

SHA-256: BA3AD13E7643C879C84D8D7C8E32FDFFC4A4CFAEBB69D09BF91F87139E8EF14C

SHA-512: CE29B5DA08F7DDBF9C0OF820D738827E830AD967BDB7CAE25A02D87EBIA819CDF2E598F6601C8FF315AC031FEAADGA75E4089A637496142B99B3B5SAC37BFAG:
A4

Malicious: false

Reputation: low

Preview:
O\re.M.end A...._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/777578962/?random=1628063034806&cv=9&fst=162806 3034806 &nu

m=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=false&u_nplug=1&
u_nmime=2&gtm=20a820&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.employerscouncil.org%2Fcontactus&tiba=Contact%20Emplo
yers%20Council&hn=www.googleadservices.com&async=1&rfmt=3&mt=4 .https://employerscouncil.org/...BM'.. LWWLwYLL35. 2. <.9..9@7) A EoD.....k.%...

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\790b7ce7bbb5f118 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 618

Entropy (8bit): 5.782457909309412
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\790b7ce7bbb5f118 0

Encrypted: false
SSDEEP: 12:6gE3TMO/oux2pHgyye3CMx3vBFDP9UI2gD73BCgAUd6q1:FEjLQuyAyyeS4vBFDWI2gDbBCodD
MDS5: 401A56F116C2C253B940FE24421CCA7B
SHA1L: 71B06812831C559B7345051F98402151A2CE8136
SHA-256: CI9FB7A9BCF3BA2F7AA940460850803A54D4F3115148B71A9377775896F217895
SHA-512: 564344BF665066053735469ED960446FDC5105CE2981190A92E8A3E50DB234D7ED8A5C493BFBDB51510478228C0B0A4354207EAC1196A0F289E984976863984A
Malicious: false
Reputation: low
Preview:
O\r..m.....c.. (VI _keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/777578962/?random=1628063041074&cv=9&fst=1628063041074&nu

m=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=false&u_nplug=1&
u_nmime=2&gtm=20a820&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.employerscouncil.org%2Fabout-membership&tiba=About%20
Membership&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://employerscouncil.org/|.SCM'/ @] Y[LFIhGF.M..l.o.....i.h." H.A..EoD......L.O<....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cachel\js\7af93ed3f34d6acc_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 263

Entropy (8bit):  5.788685780645846

Encrypted: false

SSDEEP: 6:mcYnYGLKsZrP{iMvVXHKP8AsZI0S2gONvMzK4s/bK6t:xY6UrPkVXxAUg2gONvMzI1

MD5: 0655CAB1A74693EBAA04CA4606738305

SHA1L: 4D0575E07D1A48458980D2COEDF833E22FBEEF3C

SHA-256: 142959EB4F55B2DEA5425B8A9087B0605A7768FBFD18C03CE67BEAFD181D8DSE

SHA-512: 82061BDA30B1795B3E2400ADC23A2BF592859531023BB1F12832263B9164D135E24DBED4B4AA44AB9150F82959D292366E4DCCADBEBA3EE3EF4EB066632C0D!:
8

Malicious: false

Reputation: low

Preview:

2., ALEO. 10........ AEO..co

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\814c57e0651ff63b_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1067

Entropy (8bit):  5.412581418083611

Encrypted: false

SSDEEP: 24:StolLAL7abzIHpAYtolAgHIFNveFtcNRkepcJ:SamAL7abJHLaPIfNveFuRFpcd

MD5: BBBDAGEFBCAE17F1B8523FE2530C2C6B

SHA1L: 5518FE914B78132EF07ABBOF58A103B6F9873BE6

SHA-256: 705EAEC348D603DF257533467C717410971E741112326EE8C88684D383467443

SHA-512: 3A118D31DBFDA35DACAD827E0020E75A7A526D10EC15D22E18AE90AC8E621EF63FC044F6176709E9EC77422F9BBAOE33A191DFADE70E70B4B0B9856370979F
5

Malicious: false

Reputation: low

Preview:

kgc.)W..1m.e.Sls...ro.V.-&B..A..Eo.....b.z.......... ALEO....oi +..BM'/
etsearchimgE.@.-....\P.a.....P...https://www.employerscouncil.org/member/Style%20Library/members/js/custom.js?v=4a..
.d... .. Qf.(......setURLtoClassDetalil.E....d .Qe.D......setCustomSearch.E.d

...DId.... ) ) ) )

..... D....b....@..d........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8517459ea08a58f4 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 597152

Entropy (8bit): 6.1908892157673145

Encrypted: false

SSDEEP: 12288:GNgOGXxYWrAZBxCSVG/7QO/yuKLKuWpmyow8ngeNUU9PGaeal cjROD/:BnYWrAZBxCSVGjQCBKLCeNUQuUbRK/
MD5: EF47924FF5452015C4CC24E8ACT774D75

SHAL: 8E922B6B1107388476BE64C33057198BF7FEO7FE

SHA-256: 5EBA300C13C197F821C9F41421974B903C64003D8A024113B35433C1D1086873
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8517459ea08a58f4_0

SHA-512: FE1C1AF99316D4E2BFD38DCEOF354428FA6794F139C6AEEDDC79569B46C36A5D4F8D1909DE853C01CF290C86F326E4072EAE9109F6FBI2CEE6IAB563F6866D!
E

Malicious: false

Reputation: low

Preview:
O\r.m

p.
.https://js.hsforms.net/

forms/iv2.js..a.......D"...D’}..D". e & &

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\87a8e99c17639682_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 601

Entropy (8bit):  5.815470768913866

Encrypted: false
SSDEEP: 12:a8wwE3TyCoux2pHgyye3CMx3vBFDPUI2XLCqAU3AmMpV:aSEjyLuyAyyeS4vBFDWI2XLCo3LV
MD5: 3A6BD60C6A14E4C5E87FEOFDEADICE2F
SHA1L: 295AFD37329D17B7D9DF340FB9AD517F400156E3
SHA-256: 9221948BD5B2D770EF3571A9330FE36F028DFDODC5CI9BD1E21C5091D95FDE9AE
SHA-512: ABB5FF3CF0860039F0445AB180DB0675A59A897C5B05AF5064087045B1A08C9B339D699E135481248635B6A40789D72836A369D0C3C1BA1BIC19BABI1IAF06624
Malicious: false
Reputation: low
Preview:
O\r..m..........U+......_keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/777578962/?random=1628063020700&cv=9&fst=1628063020700&nu

m=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=false&u_nplug=1&
u_nmime=2&gtm=20a820&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.employerscouncil.org%2Fabout-us%2Ffaq&tiba=
FAQ&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://employerscouncil.org/...BM"............. D....... /~}s.,... T.+9.GG.iy:kx..C...A..E0..... %........... A.Eo........

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\87c97d71929e27dd_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 236
Entropy (8bit):  5.499231091264456
Encrypted: false
SSDEEP: 6:milyEYhusZIfIQKBAsZ2h6cENNiX4LbbK6t:PauUIfIQKBAUQENNiIX6N
MD5: D90DF996421324A4E42500ADEA81481E
SHA1L: FA44129CB9B62163A06B263E43064DE06D051506
SHA-256: 003E139B74212B9548A3650155FCBOBAED365BF4C5492B12C823297B7B628061
SHA-512: E9117DFE8479098480D9B43700FD10FDD248B916B493444C5665E02E54A4D22794C8CCA2B885F7BF023DC215DDBC3F3DD86362A33F6B87813DDDFC06D2E373I
Malicious: false
Reputation: low
Preview:
O\r.m......h......D...._keyhttps://blog.employerscouncil.org/wp-includes/js/jquery/jquery.min.js .https://employerscouncil.org/7..<M'l............. %.......D.z.w..(;..S.8<d.."...

C:\Users\luser\AppDatalLocal\Google\Chromel\User Data\Default\Code Cache\js\89e7126fb3ad66b8_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 239
Entropy (8bit):  5.685070795934099
Encrypted: false
SSDEEP: 6:mU1nYGLSMXZCeQB8lipCGNFV3mAsZ3K6KI18x7zwzK4vKj/bK6t:p1XLuswpD2AUqU/ec
MD5: 6F8835D806360EB4D3A8AEB6E88CD0O2A
SHAL: 9DBC9253B73BOCOC81F1170E955DA504F5FACDE4
SHA-256: 02C951ACDD5C99E85133AFF4F2DES84F0E4D61BF5146A448644401EEEB5EC826
SHA-512: A0C58126B50B0632169986E9314BD777C1340DF733096963D088F3D095C8AD3E88FE311A720DF7A1BD3BF19072307F6410CFAF2BC18B4EG9EA37E5F353F1E68C
Malicious: false
Reputation: low
Preview:
owr.m.....k.}._.... _keyhttps://www.googletagmanager.com/gtag/js?id=G-251351106&|=dataLayer&cx=c .https://employerscouncil.org/K..<M'/................... }-@........ YL
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8a46fc640bd96568 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 71448

Entropy (8bit):  5.647952081243378

Encrypted: false

SSDEEP: 768:t/Zdq4U046t3uei53010291e6JLVTpwAOilH4GI5zHUUOI4mM5:U36t3uXYgebtOAFY GI5zHUY

MDS5: CCF32A7172D09813D6BFB573E16A61A7

SHA1L: 273261232E035C0908ED25A867B9562493D5D51C

SHA-256: 2741E2A11C8BD33CE3336705188051817DOACE1037C4008AC45A71B7291679E8

SHA-512: 01EB677F9B9084B09C8796BC4B1F2C6ABIESAC8988193062440CCA217725FCC8ABE184C26DABIFB16BA10A2C553ACOED47CDOES33669B77FA81A15E12252B6:
Malicious: false

Reputation: low

Preview:

JEd...e.
length.a....E.....Q

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8aa58b670cfbbb4e_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 237

Entropy (8bit):  5.469154748034225

Encrypted: false

SSDEEP: 6:mV/VYGL7uKQ6KCcAsZIAsZpb/Ig41V4K4cxKet: OSuKQBHAUIAUXctL

MD5: 1F079C00016FAC0387E2A9895FE4A3ED

SHA1L: BC1674615AE43D91165D8F5C2FB4D88B70C04657

SHA-256: 217CAE88F6D6403F7DDCAGBIEAFA4EE1844992FDE36EBC4883EC7B607DDE70B3
SHA-512: E53F25F28D872115AC5C7F850C45B65DC42B86B03AF4E62B09CA491AF73969CA2EBC363F67BCF6E0A8F6469409219603E7B974008DC5C16D6ESCE34067DOCE/
Malicious: false

Reputation: low

Preview:

Ecv...P..gjf.

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8aec4cd186d3146a_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 264

Entropy (8bit):  5.784678752946024

Encrypted: false

SSDEEP: 6:mI/PYGLKsZrPfdkCBgw+ICSu8AsZx6ZAx99AhBI/bK6t:J/yUrPI1Bilr/AUxaS9gx/N

MDS5: AODA32E37E86C657F4220B5A4EESDOAA

SHA1L: C2EFOCF2BCOBA8A1AA171181665FBO6F384C4C7D

SHA-256: 50BB92B83324F3E5FC76471E4D70AB140D3D3E86EDODEA16C622FBAF0939E90A

SHA-512: BF845D32F1525E6B60B11E4FOF31932E6F28019FBD84121EA263F93B6342CDI9DF64BC9A9955793953F08E9EF0326103FA0C81B4B1C1CI9ECEBIBEAS515841467C¢

Malicious: false

Reputation: low

Preview:
O\r..m........... 0......_keyhttps://www.employerscouncil.org/_layouts/15/sp.ui.dialog.js?rev=HHs4zdETRCPR001IHDCbmg%3D%3DTAGO .https://employerscouncil.org/.,.B
Mo 8. TJ./X. ..s.v+.1P.].N~k...A.E0....$............ ALEO....cooiii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8d56097775e7faa7 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1920

Entropy (8bit): 5.758808523936859

Encrypted: false

SSDEEP: 48:55DUmOC5vT5DUs5ZpT5DUS5IT5DU75ZT5DUISYy T5DUWSMT5DUQ5IpT5DU755:vK69zZNEDEOZ
MD5: DDEBA96E38FB7A184729ED2F6790D527

SHAL: 81C6835D86F3C30EBO8A31D5E6BI90EB324E38DC
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8d56097775e7faa7 0

SHA-256: 897FD136F0F9955DFADC07207FF415BBE7CBCFDFB9151A64243318E42DAFE089

SHA-512: 9D58F3F2FAE791843EB36A3C78BBF776093504C809F142088BC530C6D3BOE9AC20ABE7E7351AD00270ED33113DD58D7E212A57BD8E7F9B0102C77026C4846DC
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8ef89ea0e76aable_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 264

Entropy (8bit):  5.432326803506801

Encrypted: false

SSDEEP: 6:malnYhusZ3AkFO1Au/uF9AsSZGyjOM/KarOm4tKK6t:/OuUwGUAuU/UAUGBvarOi

MD5: 6CBD66CB31FOCOD50F42BDAB40207701

SHA1L: 7CB16AECAAB7F5528E439E17F5E730D2DD43DBB7

SHA-256: 9C42F10ABD7F913827A4435A5D566F7E76863273DFDDF77BB9AAABFOB1FAFATF

SHA-512: D6A06975B0BF5B54B36E43A666105D6237B8BCE1E2190CA42B82A43B06AB2C8C053A007B6D9603B11B67C1BCDIGEOCC1431937F6C649396883CBOD2B69BALC!
F

Malicious: false

Reputation: low

Preview:
O\r.m.......... &L...._keyhttps://blog.employerscouncil.org/wp-content/themes/employers-council/library/js/build/src-min.js .https://employerscouncil.org/..<M'.................

%. M 8t7#l. T.A.Eo....X.A......... AEO..co

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\931493d74c8ab90e 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 255
Entropy (8bit):  5.511948582942827
Encrypted: false
SSDEEP: 6:M3/VYGLKsZ8A6PfAGVPNQ62AsZr6ZoH7hK6t:YAUIPOGHCpAUD
MD5: DC3752253D8DB13E5951B0968EA43666
SHA1: 8B7DBODE974650C95E394DC9A3C1B300F65E6DCA
SHA-256: D10D4810B539D344AC522DF59952F0769417742131C4F80F8DD59A36CC22FB00
SHA-512: 581F1325755B3F9D71A4898EEA73042B20CE88984B350D3ED0810A5E324E070C9C61606E5786088E5F7EIDCI7F4741463BEF063CAB3FC3053B100E641151CDB9
Malicious: false
Reputation: low
Preview:
O\r.m.....{...1.YO...._keyhttps://www.employerscouncil.org/member/_layouts/15/msec.memberportal/js/jquery.3.2.1.js .https://employerscouncil.org/..BM'............. |2....c7.}

"&.G. K. N LA LB 5V ALEO...ois

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\962989b18chb0174a_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 557

Entropy (8bit):  6.352812556220475

Encrypted: false

SSDEEP: 12:+DUstTq0IssW/8hePkAAUtDss+1WfyhApv+:+AsLswPk2hsD1Wfyr

MD5: 694E226C07EB20640EE60818839E1AF9

SHAL: 16CD49AD5216D627690459838F557BB7EA95F882

SHA-256: EB788B8FD652318A76D6AF597C5EB890C4BI9CC81DC7EDFEAE31CCD3F5535527D

SHA-512: A79BAFEBADOE3D43E37E7BESE63DAFI7681EE8851EE3C98AB6E6C119859925BFBDC2D8DC5E2C6E047F1901D1F801250EFE281F73C61441CCESED1A47EGBAA
2D1

Malicious: false

Reputation: low

Preview:

O\r..m......%...V.."...._keyhttps://www.employerscouncil.org/ScriptResource.axd?d=ggJGKVnQipCUfRsuXM3fxmSylV_gl1Q-dAON9IWH?2uczSYQfLnLoqQmr4-19JUeKcqSntm
7kveXUFRBLUM_FgKC-y5wV3hVkyngAc32mRD1hdkuuwvUNaémM7AucOmMfKZLw1GpresAHpM_LFdt82-kox-NLgZLMZ2_VkuRYeqY8t1FJ4AMGXPxz-MYRObOH
n6FPO0&t=2fe674eb .https://employerscouncil.org/... @M'/. LGLQuHYLL A+ X u~6.RLLALEO..... M ALEO i @M'/..s..42BE035BF1545B17
D1167287026598C21F1E363992E8641FDF0587F1B1146629..."..Q..Hy|..+.X."r.u~5.R1...A..Eo....... iS.L.......

Copyright Joe Security LLC 2021 Page 34 of 49



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\99898a33b365dffb_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

231

5.5036484203867735

false

6:m47lyEYhusZIfJC9AsZetdXlicRkgzL61YDK6t:JhauUIfJCIAUYtXXyA
4EDEBE3557E476B03BA90F9D390CDB0O1
AD11ED117DB26F83A030BB462AC8740AAD4A4195
F14DD751419393C89E4BD5052B6181880B49B48D15B2499BF8EE2E88597BC299
10DD4C716D313D4234A4454E42A4EBE9C1BEBFDO45EC6C5B93B2E6E4ACD47D126E06774964F93A2AE7BIAGAE4100E480536E14353405FE76EF51BBOE63D210A8
false

low

O\r.m......c...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9a58dc77823ea413_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

236

5.492300890877474

false

6:mdEYhusZIfO4NnAsZPuK6U/UPZoZYr3bK6t:yuUIfOOAU1F/UPeYh
F6691AF44F908C5622E9E1FF1F101194
AAB164185AC580904AAD1C877E593581BBCF9668
90E03C23AF54E8004CBA9518B244B7F2B8D6A0183E6ED23A4EIF96A169747E88
758D209358BB30CD03016D68CD1EE1383A75D4C8C9C3849909A1E0B6128DE9C51314EC60135C8C4660F50BC2D1B88FDB7B020ESBDDOE1E302F4DA35744E7A5

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9ba9d5b5751fd952_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

2678

5.55359161953303

false

48:EXAKXIKXCKXYKXWKXmMKKXg7KX4KXIKX4rKXTKXIKXD:4li
6F4C84626D1B26A3423FF970EFOE338E
FAAF991AFBC19D8061FCB153A1D4EF3D46EECB85
FF122E57EOEF949AFAA4B4942B7261770AA3502429968E4FBD77CEDBSFEB9CB7

86AA08B40E5383F0B2FC155E8E030158D1B49BCF7C063D0911A5DDB34AC797375C2841631A67F0CA44E38E3A11ACB02A5C8DB1FCD05766E7EC348284E3DF7B
B

false

low

o\r.m......J...t......._keyhttps://js.hsleadflows.net/leadflows.js .https://femployerscouncil.org/..<M'/. ANLY.U%...p....*P. A Eo..
r.m keyhttps://js.hsleadflows.net/leadflows.js .https://femployerscouncil.org/...@M" LANLYLLU%.p

_keyhttps://js.hsleadflows.net/leadflows.js .https://employerscouncil.org/.r8AM'/.
. .._keyhttps://js.hsleadflows.net/leadflows.js .https://employerscouncil.org/..AM'
o\r.m.....J..t..... _keyhttps://js.hsleadflows.net/leadflows.js .https://employerscouncil.org/...AM'/....

AALY...Ul%..p..
ANY.U%...p
LANLY.UW%...p.... P A EO.....d....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9ce20c6d5637038f 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

231

5.430463574901425

false
3:m+179g8RzYhLJIgseGMhsMye2wxHWFvDYJHAseGMhHK1IHCWIfEJfSiVOBK3Yp4mJ:meYhusZlfwxbAsZGK6QaTcsunhK6t
813EAE8CDDF1529F2ED76F8BC9B7203A
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9ce20c6d5637038f 0

SHA1L: ABBC7A94E29AEC7D7C997F6C5D42F78B1347AFF6
SHA-256: 75783541BEABE13743E55CBE3CECBF5375C87B1DA2672268BA8BAD7A769A6BAFD
SHA-512: D09DD30ABA161DDB62536FA54A847F21404A451F290BOCB757D7D40E9DIAOFC594E02B28A0F9991C7A57CCI3EFDIBAB7F8097E953F60E813C45751CFA1EFF44
Malicious: false
Reputation: low
Preview:
O\r..m......c.....n....._keyhttps://blog.employerscouncil.org/wp-includes/js/backbone.min.js .https://employerscouncil.org/d.<M'............. N =.a4.S.<....;k....3<../~mxC

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9e0de22df828ac71_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 375

Entropy (8bit):  5.966719272499511

Encrypted: false

SSDEEP: 6:Mm1YGLKSZ8ABQHBENSQJWFV2AsZSC1QnI8IjSeki/SZK6tYfT2XrSWNTUVYKBQIp90:XUBS6NSQgF8AUXMnmIVKITEIUVImM7kke

MD5: 92C683EAD19C133C1277751AETE7FCBB

SHA1L: 13822752B8DIAGBF5E6B2F73AF70CCD434957C4D

SHA-256: 2EBA6B0870907DDF83440AB2CCAE52C2FBAD66EEE198AC0211B799428F666FC9

SHA-512: 632E14CAF3F8087EB166BEA42E2C5EEEA571054BA2A20B924B56CB5103EF7BIB88E2D24AFC0864FC434F5A60F482D7647B7B3157117EF0D78DB184A12D30C94
B

Malicious: false

Reputation: low

Preview:
O\r..m......o.....0}...._keyhttps://www.employerscouncil.org/member/Style%20Library/members/js/jquery.js .https://employerscouncil.org/...BM".............. 2...rj=LRo
tf....fLALE0....$T7. ... ALEO BMY.....649C7E452E25273558C527ADBF2610033184A22D5D82EC6023DB697AC0947D24r..j.=...R........ t{..f.A.E
[ #.L.......

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\al21b6lal4eabbdl_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 237

Entropy (8bit): 5.436350517696711

Encrypted: false

SSDEEP: 3:m+IXGTs8RzYhLIgseGMhsMye2lQQ5HWFvDYJHAseGMhhillHCY/j4719RRI44VMQ:mnYhusZIfIQUbAsZb6Y/jal/XvK6t

MD5: 708673EA86F182C8781DA36D61955437

SHA1: 807COABEDEB9E82A09080B84A89409721ED2B17E

SHA-256: D885FE56A5E36491B56B272A2100D3949B066135729EBBB54FFD35A7B11BCOB5S

SHA-512: 6DOE51COBA7EC434C127390573E403585CB7DC169854B8B2BBB92DD3C7843731EE9F5428966EACAF1FACS5ED4202A6A3C0907377DBECS57BCE479F00506892D4!

Malicious: false

Reputation: low

Preview:

o %..XV(/4...$

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a2d80a0fbf5c9c84 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 363

Entropy (8bit):  5.848174923405448

Encrypted: false

SSDEEP: 6:mRNYSHT8NWQA9AsZC3Y0/L/bK6tOSigB/cPmJIhQtTFo/d75l:IFZ8NWQaAUKz/NAS1/cmLQhOV7

MD5: 62FC8E1401A610A6E838CB63E57DDA76

SHAL: ACABEAGE0833877F39687C4356697DA9F91ADB30

SHA-256: 9364069E30B5F1778CEA06D1FF9899ACA53EBO3DE4A409AEOBSADEADDG3D5699

SHA-512: 60472523528ABADF1C93E8F1D9AEBF391ECIF4FC71C4064FEC7A48776ADF7257D51B2C5ECF1ADEB17B5E189A69ABB607DF334752AA5AEB6647316AC53430EE
88

Malicious: false

Reputation: low

Preview:
O\r..m......c.....6....._keyhttps://ajax.googleapis.com/ajax/libs/jquery/1.7.1/jquery.min.js .https://employerscouncil.org/t.zCM'.............. [ %P....... h.2..Tc..G<..8.."Ad
ALEOo...pta A.EO..ccciin t.zCM'/.Pn..07EBA35E3C96501CDASEADBAE22298BBIF791C4FFEIB5F23F989DB9915975853.%P........h.2..Tc..G<..8.."Ad.A..Eo.
....... A2L.......

Copyright Joe Security LLC 2021 Page 36 of 49



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cachejs\a3e36650ca049c83 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 31350

Entropy (8bit):  5.7400613451335065

Encrypted: false

SSDEEP: 384:hbB5pHQ9Ixmhi7KYYge8J9eETgYx6rWothfOTIST5fSoZY cfésoincA:L5pw9Ixmhi7TI9T8bgzfOTIShSol6spnH

MDS5: FF4BEB1F5C62465E91A73AC14DA21377

SHA1L: 3039CDE6C99A04715112FD8E62FDC1AC348EC1DF

SHA-256: 857409AE8FB4DC9620A477COE9A2097FFB2BBFOBIBCD4FDI7856F53514236D1E

SHA-512: BAD2201BB796FE36AD42E86D45007FA17C3E7DOEEC7CFD7BE32EF2C1FFC7697CDCC57491B350CC647D087201A3BIF72096686CA4DCC849919EB668F3160C 1/
4

Malicious: false

Reputation: low

Preview:

spWriteProfiIerMa?k..§ng.3D....perfMarkBegin_mquery.js..(S.
.Qb.n4....c...Qb....... l.....QbN..U....e......SKeiiiiiiiiic

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\addef6a9b8928eeb_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 11833

Entropy (8bit):  5.848978501614726

Encrypted: false

SSDEEP: 192:ccM61prBh1HOIfkOmddSyOdLIMWfdpnDI7q6D+qq5pwBfieD6R:e1Bh1H0JkfdyM73Dej
MD5: 1A0ADEFD89E67678043EAF1FF331E985

SHA1L: FB037C7637E812F7FO0A1E299EEG6FC81A29F5936

SHA-256: E7F95F99F79C5F9EB1692C948D35010DF74FA7C4B7FC2DC6FAF038A7DF350D55
SHA-512: EF2E349D94E52F4AFA7E4ADOCF33378397EE056F89D707CB364298221C35DA9E2A603712C1A3BODA8B82C8EGD6A7A831BC264310744F77DF229ECEFEC3D9E215¢
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a5988d49634f923e_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 272184

Entropy (8bit):  6.058106229448873

Encrypted: false

SSDEEP: 3072:v3ko1CyQt9KgJuThWigUrquzfar7x4S65QvEpwZEpPORG2ZA63jyG6nw6:vUoeGThJHUGU0ZztZA6GGEnw6

MDS5: DD0B517B505021D0C2E94B0C1442E5AE

SHAL: 48BC73FA9A937A79E5F818111EE80EF270574AC9

SHA-256: B7A59D90B619F81900EE8247FDE63C8DB41D1F7E262490729B54803D2D9B4647

SHA-512: 41D021846E864D670FA10EOFBEFB576762AB179CF5F3B96A032B3D74DES7FF4CD4BF14ADF8E6F42BOEFC0758A80D37E0F218C56F386AAEBEF76FBDD77B2C62
BS

Malicious: false

Reputation: low

Preview:

B8F9EB42B61547E36745266C5D16BC5FB74B3E52AFE7D41129493D252C4ACDFS.. ... %. MJ7

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\aaaaeca012ff0ec2_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 253
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\aaaaeca012ff0ec2_0

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

5.446681248947724

false

6:mfnYGLKsZ8A6PfAGVPfun/jAsZz6g/I87hmd5d/hK6t:RUIPoGHf+AUh/KU17
671D5911E3B942A69D31EA34CE848C8E
AB32CEB9492D7B42FDA47011FBFF5124D2570BDE
900694C86E9ECAB0374961835AE09E11BD3377ACOBE91EFB83567D50A4217C7D

7769F81379491D84C9E92BCF353910169E501C6517E33043AA201BD5SE9C2F29DFBEF8467F91628ACAEC6A28EFD2C4A77AD7ACAG04CDAOSF3EEA9EBS5A89A427!
F

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ab18e4d3b8188f6c_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

2626

5.618579071894744

false

48:iY Av4Ut24x24wkB4C34qm4Ip4FM4SH414p405549eK 4tl:fAF/+kIXWmaB4dgeX
05DCA4800A2FDOC29E531D71D0D10999
AB190FDA57AD25B804D36554500C6A3264A8E954
1C199158B909A4650F17A41F6F2C32A9766FBC36AA8C1ES0E19FODF44AB7D4CS

0A7331484A69A1AC425081995186711FEE60210700833CCE3A2BAC90C73281E0AGECC3482BDAFD9828687B776EADOB3DDE2BB5EAOES63625212B90B6BCA9423
A

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b4b29fc7cd7d66f2_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

3172

5.714418027343658

false

24:BYoqggzYoqsNXzYogzmzYoqdLQzYoqUyzYoqctITzYoql/zYoqixzYoqSzJJ7zY0:Mri2iSiGipiY TiRi8ispiNyiuiULiM
B73EC8F10349710DB540E71D41D307ED

D4634737E57236218E6FDE43320C8EE828084733
544654314AF8CCC08D8F21044790FE97A4D3EA83971A61AB4AF2B89008CDDC27
D330E1CF032A38A8626C10470EB6626FE29E143B2F8F6D0DI9D801DCED386439A480A933340A85F7112CCAFEF365348989F247BB61D5B2E7F36ABDC49726CC2D

false

...p.....+i...._keyhttps://connect.facebook.net/signals/config/666562276870739?v=2.9.44&r=stable .https://em
.5 ALE0....$.H. ... A.EO0...ccoi O\r.m......p.....+....._keyhttps://connect.facebook.net/signals/config/66

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b93de82a9d82f570 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

602

5.827470300717072

false
12:CE3Twd5vmoux2pHgyye3CMx3vBFDP9UI28qg9CqAUCPYQI/7:CEjwd5v/uyAyyeS4vBFDWI28J9CoqD
2A5928AFC542945F58B2BD6DC2D8C518

A020FBCA1F01A01A33299687C1FAB5963BBBC15B
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b93de82a9d82f570 0

SHA-256: 9CB509EEEODF6CD17A9185C9C6C3147E3569EE48A460697872D2365183120129

SHA-512: 7234C8AAB721E2B7B6AA9943CIFASF058C37B28CACF6360A2B46F47314632BEOE32B3E16446CB82FAA4CC6A182CBAAFOF52C1E1IFEDDYE149BA98F264C9DEDI
F8

Malicious: false

Reputation: low

Preview:
O\r..M..eeeee )....._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/777578962/?random=1628063001255&cv=9&fst=1628063001255&nu

m=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=false&u_nplug=1&
u_nmime=2&gtm=20a820&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.employerscouncil.org%2Fabout-us&tiba=About%
20Us&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://employerscouncil.org/...@M'............. Ho =.".g....B*..;...\l...".'p.A..E0......GZO.......... A.Eo.......

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\bf33314400ee8340_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 400

Entropy (8bit):  6.083980882507459

Encrypted: false

SSDEEP: 12:jpAUrPppXsGMAUNRJIMIIBNW77bACMjdIABN:jpVrxGdhMKBNw77bACmbABN

MD5: EC76FA22FF35BF529CD2968E8013C33A

SHA1L: 8CC35B0D1D0OE746560CA34B58E5A3C39EB83372A

SHA-256: FAE30E1B11EC6BB3788D74B5D7720358E487ADA944B4887B133AFD165479D3EE

SHA-512: EABE718335F22E73A3294B44C148E584B57ECA3116D7330BFOFC523481166D9AF050A5F133237B1821CF654BECCB35CE9C73ABA2AACEACA919BA34F3D1A0692
B

Malicious: false

Reputation: low

Preview:
O\r.m.......... X......._keyhttps://www.employerscouncil.org/_layouts/15/1033/strings.js?rev=k%2FSaOdWtcHDDvsbh%2FUFykOA%3D%3DTAGO .https://employersco
uncil.org/...@M'............. T H..j....dN..3...N.{.%...@ O.A..Eo... @M'..&..B8FIEB42B61547E36745266 C5D16BC5FB74B3ES52AFE

7D41129493D252C4ACDF5H. j....dN..3...N.{.%....@ O.A..Eo

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c22c12c11a5460c1 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 417

Entropy (8bit):  5.831518980037097

Encrypted: false

SSDEEP: 6:mOEYPXUf/YfK3d/I/+om4ZEF7/bK6ti8/3+om47QVDVFsYyN+om4zk: DfUWFKVI/OtFzN7vO6ArOYyNOL
MD5: A105BB21512AE26810CFF9C96A591305

SHA1L: 40DC1E7F572CFA7B04C6876560D30725B1AFE034

SHA-256: 179A9CF3E7297BB6B9980721CA76F1D8392B574C667A0AB5D3FC2070DB086F0D

SHA-512: C99E270E2C893CE85C14222571AC06F4574FD17A09BF3C3EECEEF8A4BC79AC25BE2F19879EA541182FF5977A6A704E78013A19BA5A0C31424237689D651A491%
Malicious: false

Reputation: low

Preview:

L$LALLDLL97. VA Eo....... K.L.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c618bb9c3a15086a 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 24669

Entropy (8bit):  5.395794754988193

Encrypted: false

SSDEEP: 384:Yk3b4qTWx3g/yehh3eHONfhCgtlfka/BUaLrYYPdQ50GuyZ:jrAPgTK3RVm

MD5: 4C4B620F38C2DFD3EDFCF195D9837174

SHAL: D29AD381D9726667BD890CF680BD18451BA59053

SHA-256: 5C2FCEFB744450553FDDC195DEEFOC5BE1B51725C5462605C52262954B9DD9DD

SHA-512: 40D6A7D57C0122373F67AD6873E12E3987DC2876C8314FB56F9D73BA79ADBD5BF9616C23AFASEDSBBE1B0O8ADG80399EBF1E250D38C6D9A764C7A908373FDBS5
5

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cachejs\c618bb9c3a15086a 0

Preview:

o\r..m......%.....f...._keyhttps://www.employerscouncil.org/ScriptResource.axd?d=p6RCF96VG9THzm1hKzdJeoPJmx3_nLOh6iFVXGT_BPLEEmMuneKbWQIxV0OxO
TOh5HeAXM4bFvOh8761ppeGh4GexPcRCpwSetX-W-u6fjad5uy UBErlaR-K1CueYHF1--ZTyC_yps-ckFAXW_A3jLImeQLaBs5R57CJJEKgvaXP6UIcBMS63z-EUOWVDAK

qYLO&t=2fe674eb .https://employerscouncil.org/.@M............. SR 1.5.z=.[.N..E.e..v+&..A..EO....ccocurrne. ALEO.c e 0. > &
............ Oecvveevvrreeieeenen(Se e L.Qbun 3., Type..QebG K. _registerScript..$Qg.u.E....MicrosoftAjaxWebForms.js.....".....M"..... Qf"......MicrosoftAjaxCore.js.,Q
i.]*....MicrosoftAjaxSerialization.js....$Qg.".....MicrosoftAjaxNetwork.js..,Qi........ MicrosoftAjaxComponentModel.js... Qf...K....registerNamespace.....Qd..$/....Sys.Web
Forms..Qb.M......Sys...Qc........ WebForms.(S........ 5.a.." ... AB..@ e £ RN 6.8 $Qg..N9....BeginRequestEventArgs...a....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\cha48e6402f88eb4_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

5019

6.0424598156801315

false
96:SBalbObMBxgVazIliPPIrDHwcsB994rmaPVCaSfxkqFfqFLge:SBalbwRazUtrcjdrbPONRfSLge
5625B8D482EE559392EEB92DCA90DF10
1D5128D92E1E684C01CB54F56CFB7474C102A259
7A86FC3DBC37378FCDIF01F4F0E4859A97ADIC05AA749F641485A2004BD24BF9

FDFE3D6BABOCE45D742B116D113982775F67FFDDC378A335B591A07A331BC816CF7F8388B5783EAB35767673AC5704D61CES7592879C1BC57BB68EGDBI36ADI
9

false

LEan B..M.w~-.A.Eo....... D.p......... A.E
L (S.LHLLLFLUHRC

...QdN".L.
....Dan... 00 & & &LL&(S
.min...Qbb".)...max.a....d....A."....Da ...Qb~x......Math..Qc.:#....floor.....Qc..Z.....random....K"....D|0........ccc.. %...%....&.(...&.h........... &.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d5bbc2f478c728e0_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

647

5.785473237182932

false
12:DD+E3TWIfoux2pHgyye3CMx3vBFDPIUI2FVPCgAU77:uEjWIwuyAyyeS4vBFDWI2FvPCov
54E2B4310008F4ACA4B150C72F61D769
D19BCF04AA839FB1EF9AB223BFCO17EF6C72ECOF
C2524424A67258456859509537F9CB79A30B2793BECI86169AC2D672D845BAEY
D22845ADC321932ED1B20D833923C49E6ADC6E008EEBA41ESBF3A56687F4A5516292AFFEEE00326907296D44FAD96B2789F0036BDEC7B8DB6CF9816DF5DFA8CY!

O\r.m........... m......_keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/777578962/?random=1628063016148&cv=9&fst=1628063016148&nu
m=1&bg=ffffff&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=false&u_nplug=1&
u_nmime=2&gtm=20a820&sendb=1&ig=1&data=event%3Dgtag.config&frm=0&url=https%3A%2F%2Fwww.employerscouncil.org%2Fabout-us%2FLocations&tiba=Our%
20Locations%20%7C%20Employers%20Council&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 . https://employerscouncil.org/...AM'/............. Zirnne 16.\.T....
Z=.l.e.,2.MXx..A..Eo...... ST ALEO..coiii

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Code Cache\js\d8c05b2113236fbb_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

221

5.462003790636415

false

6:ma/HYMtOrDPI11BQ30AsZV1MssfK/O7iNzrNK6t: TF11GKAUf4i/O7ih
B51138BD1FC39EF8F1C62706D4B701D6
41418342E89AFE75C3B44684D57AEDO36E7AC1D0O
FBFB1352E41DD1A0E974822E755AFA247476440889E1542B74C7F3B9DF3887FD

6D51B123A03E007696E468430091E13AA5F520A5EFD08B1184FC31D0C6D6D7D71E06CEEOFF3C3DB100CB55E615932359B3AE60D050AB2AF43864A53A4A9EBLS
C

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\defdef3e54c70f58 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 35320

Entropy (8bit):  6.060893113071705

Encrypted: false

SSDEEP: 768:9jgr5pmB9bjXiOr9pOBXPtdkfTH5h28bK8:NgrSAXXLOXdkfTH5h2+

MDS5: CC27AF4AFED82F2F7E2B2C16EBF5AEE84

SHA1L: 3AAABDAO49EF1EE9BI5E0803743B240AFB673E42

SHA-256: BB36F69E5F61D0BC9247B232D45950CA953211E591A90B5833CF27A59D41A851

SHA-512: EC1EB484C90441E2B73DBC5B6D0A3E42A8FE2067CE4EC577C5E8F642E3E640E1DE70ABFF0638477547C6128F7F15336CEF18DE069D6049E74AC50DE844C006!
0

Malicious: false

Reputation: low

Preview:

..Rv#}A. Eo... .A.Eo...
Str|ngs STS.aV...Z...IE @.

XGgY9r2nHW8A%3D%3DTAGO .a
on "2..,Qiz.}....L_ CalloutLastEd|tedNameAndDate Qc \M.....Location. $Qg M....
Qc.(......manage....Qeb....... L_SPClientManage..QevG.]....new Wiki page...

..Qb.... .STS...QcV8...... NeW tab...Qc.J;....L_NewTab. Qf...s....Changed by "1
_CalloutSourceUrlHeader. Qf.a{.....Remove best reply.....Qe.u3"....L_SPDiscBestUndo..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e13d99cc163d83f5_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 104392

Entropy (8bit):  5.792765621276322

Encrypted: false

SSDEEP: 1536:8TTANf8daQy8aamum7WwRvpyspvtYV8/QLVINLZAOCqqt:ua8dmR7nRvpBYV8/evVLmgE

MD5: 10DD02D3B56CB5539EEF9F4FAFFF214F

SHA1L: 17FC527EBOFF46FC6D196FFDD145A7500155769D

SHA-256: E1B3C7D051D505808AB15494EFD3FDDF942213B11E22280664F2DC87988F6B63

SHA-512: F965BA5368E0C4F006685DA96BED81DDB7A5967A872ED5C681D67FCBFD89DEB247FD6BFD7D12BF453E433EC0D2744C28D2AA602AE682D3097C187C664E122¢
D7

Malicious: false

Reputation: low

Preview:
or.m.....@ ..8C1474A24C188C4A576A14FA9B12E8289C020BCFACS E319561AE968733 B6F2EA4...

.exports...Qc2.

...https:/www.employerscouncil.org/Style%20Library
Qb..I...d....QbN..U....e....Qb. ... f.......... Qbn.c...h......S.
.Qb..S...w.

fisljquery.js...a...
.Qb.z];..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e2f5e147675c72b5 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 265
Entropy (8bit):  5.82529167643085
Encrypted: false
SSDEEP: 6:mMNTIEYGLKsZrPfXQLPAFY+8AsZKy3AzjPn/zOhK6t:62UrPI/OAUKIaPnY7
MD5: 10D179CEF6CAC2267D1C1EF3D3FE4936
SHAL: 810DEE012617AEDD5B0SESF1EAIA76F436939E9A
SHA-256: 5FE1B698DDOE112AC684B8EA5C26F9DD7F6650AEEBSESACCB48219F23B2118E7
SHA-512: 4241AC78552E32695A71541D57619EB34EF75F0840E706CB95445A353760125A0371242966A6EDEA2FB7ED7CBFA442BEB3E50033F51220F359B3DACEEA291CDE
Malicious: false
Reputation: low
Preview:
O\r..m...oeees t....._keyhttps:/lwww.employerscouncil.org/_layouts/15/1033/sp.res.js?rev=UifXKbOSvOmTAQiBg%2B9gXQ%3D%3DTAGO .https://employerscouncil.org/._.

1.,.~.v|..H.A. Eo.....q.....

Static File Info

No static file info
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Network Behavior

Network Port Distribution

TCP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Aug 4, 2021 00:43:05.147370100 CEST 192.168.2.3 8.8.8.8 0x256a Standard query  clients2.g A (IP address) IN (0x0001)
(0) oogle.com

Aug 4, 2021 00:43:05.151741982 CEST 192.168.2.3 8.8.8.8 0x4910 Standard query  accounts.g A (IP address) IN (0x0001)
(0) oogle.com

Aug 4, 2021 00:43:05.155556917 CEST 192.168.2.3 8.8.8.8 0x9ec Standard query  info.emplo A (IP address) IN (0x0001)
(0) yerscouncil.org

Aug 4, 2021 00:43:06.224248886 CEST 192.168.2.3 8.8.8.8 0x1449 Standard query  blog.emplo A (IP address) IN (0x0001)
0) yerscouncil.org

Aug 4, 2021 00:43:07.286875963 CEST 192.168.2.3 8.8.8.8 0x236a Standard query  s.w.org A (IP address) IN (0x0001)
()

Aug 4, 2021 00:43:07.708106995 CEST 192.168.2.3 8.8.8.8 0x76f1 Standard query  maxcdn.boo A (IP address) IN (0x0001)
(0) tstrapcdn.com

Aug 4, 2021 00:43:08.216909885 CEST 192.168.2.3 8.8.8.8 0x72ba Standard query  js.hs-scripts.com A (IP address) IN (0x0001)
()

Aug 4, 2021 00:43:08.217427015 CEST 192.168.2.3 8.8.8.8 0xf1d6 Standard query  connect.fa A (IP address) IN (0x0001)
(0) cebook.net

Aug 4, 2021 00:43:08.652720928 CEST 192.168.2.3 8.8.8.8 0x21d7 Standard query  stats.g.do A (IP address) IN (0x0001)
(0) ubleclick.net

Aug 4, 2021 00:43:08.812582970 CEST 192.168.2.3 8.8.8.8 0xb38e Standard query  www.facebo A (IP address) IN (0x0001)
0) ok.com

Aug 4, 2021 00:43:08.846458912 CEST 192.168.2.3 8.8.8.8 0x8e90 Standard query  www.google.com A (IP address) IN (0x0001)
(0)

Aug 4, 2021 00:43:08.846719980 CEST 192.168.2.3 8.8.8.8 0x78fd Standard query  js.hsleadflows.net A (IP address) IN (0x0001)
(0)

Aug 4, 2021 00:43:08.846735001 CEST 192.168.2.3 8.8.8.8 0x8c8a Standard query  www.google.de A (IP address) IN (0x0001)
(0)

Aug 4, 2021 00:43:08.847093105 CEST 192.168.2.3 8.8.8.8 0x6d5 Standard query  js.hs-banner.com A (IP address) IN (0x0001)
(0)

Aug 4, 2021 00:43:08.847126961 CEST 192.168.2.3 8.8.8.8 Oxd4e3 Standard query  js.hs-anal A (IP address) IN (0x0001)
0) ytics.net

Aug 4, 2021 00:43:08.851221085 CEST 192.168.2.3 8.8.8.8 0x8a33 Standard query  js.hsadspixel.net A (IP address) IN (0x0001)
(0)

Aug 4, 2021 00:43:08.886209011 CEST 192.168.2.3 8.8.8.8 0xal90 Standard query  js.usemess A (IP address) IN (0x0001)
0) ages.com

Aug 4, 2021 00:43:09.115853071 CEST 192.168.2.3 8.8.8.8 0x26ab Standard query  api.hubspot.com A (IP address) IN (0x0001)
(0)

Aug 4, 2021 00:43:09.706975937 CEST 192.168.2.3 8.8.8.8 0xe499 Standard query  api.hubapi.com A (IP address) IN (0x0001)
0

Aug 4, 2021 00:43:09.725744009 CEST 192.168.2.3 8.8.8.8 0x803a Standard query  track.hubs A (IP address) IN (0x0001)
0) pot.com

Aug 4, 2021 00:43:09.754097939 CEST 192.168.2.3 8.8.8.8 0x4811 Standard query  forms.hubs A (IP address) IN (0x0001)
(0) pot.com

Aug 4, 2021 00:43:10.952380896 CEST 192.168.2.3 8.8.8.8 0xf78a Standard query  blog.emplo A (IP address) IN (0x0001)
0) yerscouncil.org

Aug 4, 2021 00:43:11.180011988 CEST 192.168.2.3 8.8.8.8 0x3192 Standard query  clients2.g A (IP address) IN (0x0001)
(0) oogleuserc

ontent.com

Aug 4, 2021 00:43:17.068258047 CEST 192.168.2.3 8.8.8.8 0x385d Standard query  www.employ A (IP address) IN (0x0001)
0) erscouncil.org

Aug 4, 2021 00:43:19.073884010 CEST 192.168.2.3 8.8.8.8 0x13e5 Standard query  employersc A (IP address) IN (0x0001)
(0) ouncil.org

Aug 4, 2021 00:43:19.808759928 CEST 192.168.2.3 8.8.8.8 0x9bc9 Standard query  www.employ A (IP address) IN (0x0001)
0) erscouncil.org

Aug 4, 2021 00:43:21.353924036 CEST 192.168.2.3 8.8.8.8 0x16d1 Standard query  ws.zoominfo.com A (IP address) IN (0x0001)
0

Aug 4, 2021 00:43:21.723326921 CEST 192.168.2.3 8.8.8.8 Oxle7f Standard query  stats.g.do A (IP address) IN (0x0001)
(0) ubleclick.net
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Aug 4, 2021 00:43:21.893266916 CEST 192.168.2.3 8.8.8.8 Oxafl3 Standard query  www.google.com A (IP address) IN (0x0001)
(0
Aug 4, 2021 00:43:21.894814968 CEST 192.168.2.3 8.8.8.8 Oxadb4 Standard query  www.google.de A (IP address) IN (0x0001)
(0
Aug 4, 2021 00:43:21.913538933 CEST 192.168.2.3 8.8.8.8 0x1220 Standard query  googleads. A (IP address) IN (0x0001)
(0) g.doubleclick.net
Aug 4, 2021 00:43:24.105484962 CEST 192.168.2.3 8.8.8.8 0x9fc4 Standard query  www.employ A (IP address) IN (0x0001)
(0) erscouncil.org
Aug 4, 2021 00:43:40.511195898 CEST 192.168.2.3 8.8.8.8 0x8b55 Standard query  player.vimeo.com A (IP address) IN (0x0001)
(0
Aug 4, 2021 00:43:40.792671919 CEST 192.168.2.3 8.8.8.8 0xb970 Standard query  f.vimeocdn.com A (IP address) IN (0x0001)
(0
Aug 4, 2021 00:43:40.793646097 CEST 192.168.2.3 8.8.8.8 0x5b3d Standard query  fresnel.vi A (IP address) IN (0x0001)
(0) meocdn.com
Aug 4, 2021 00:43:40.794317961 CEST 192.168.2.3 8.8.8.8 0x43c Standard query  i.vimeocdn.com A (IP address) IN (0x0001)
(0
Aug 4, 2021 00:43:41.716240883 CEST 192.168.2.3 8.8.8.8 0x239a Standard query  vimeo.com A (IP address) IN (0x0001)
(0)
Aug 4, 2021 00:43:50.748081923 CEST 192.168.2.3 8.8.8.8 0xb970 Standard query  script.cra A (IP address) IN (0x0001)
(0) zyegg.com
Aug 4, 2021 00:44:00.761033058 CEST 192.168.2.3 8.8.8.8 0x766 Standard query  js.hsforms.net A (IP address) IN (0x0001)
©
Aug 4, 2021 00:44:00.884004116 CEST 192.168.2.3 8.8.8.8 0x994f Standard query  www.apex.live A (IP address) IN (0x0001)
©
Aug 4, 2021 00:44:01.246423006 CEST 192.168.2.3 8.8.8.8 0x460 Standard query  forms.hsfo A (IP address) IN (0x0001)
0) rms.com
Aug 4, 2021 00:44:07.725174904 CEST 192.168.2.3 8.8.8.8 0x6537 Standard query  adccObé6fec A (IP address) IN (0x0001)
0) 71f6da6868-
9951cl2ea
f763ebd069
2efbd57972
03c.ssl.cf

2.rackcdn.com

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Aug 4, 2021 8.8.8.8 192.168.2.3 0x256a No error (0) clients2.g clients.l.google.com CNAME IN (0x0001)
00:43:05.190579891 oogle.com (Canonical

CEST name)

Aug 4, 2021 8.8.8.8 192.168.2.3 0x256a No error (0) clients.l. 216.58.208.174 A (IP address)  IN (0x0001)
00:43:05.190579891 google.com

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0x4910 No error (0) accounts.g 216.58.205.77 A (IP address)  IN (0x0001)
00:43:05.196935892 oogle.com

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0x9ec No error (0) info.emplo 2250969.group19.sites.hu CNAME IN (0x0001)
00:43:05.286051035 yerscouncil.org  bspot.net (Canonical

CEST name)

Aug 4, 2021 8.8.8.8 192.168.2.3 0x9ec No error (0) 2250969.gr groupl9.sites.hscoscdnl CNAME IN (0x0001)
00:43:05.286051035 oupl9.site 0.net (Canonical

CEST s.hubspot.net name)

Aug 4, 2021 8.8.8.8 192.168.2.3 0x9ec No error (0) groupl9.si 199.60.103.225 A (IP address)  IN (0x0001)
00:43:05.286051035 tes.hscosc

CEST dn10.net

Aug 4, 2021 8.8.8.8 192.168.2.3 0x9ec No error (0) group19.si 199.60.103.31 A (IP address)  IN (0x0001)
00:43:05.286051035 tes.hscosc

CEST dn10.net

Aug 4, 2021 8.8.8.8 192.168.2.3 0x1449 No error (0) blog.emplo 104.154.74.242 A (IP address)  IN (0x0001)
00:43:06.379581928 yerscouncil.org

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0x236a No error (0) s.w.org 192.0.77.48 A (IP address)  IN (0x0001)
00:43:07.311517000

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0x76f1 No error (0) maxcdn.boo 104.18.10.207 A (IP address)  IN (0x0001)
00:43:07.742306948 tstrapcdn.com

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0x76f1 No error (0) maxcdn.boo 104.18.11.207 A (IP address)  IN (0x0001)
00:43:07.742306948 tstrapcdn.com

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0x8131 No error (0) www-google 142.250.184.72 A (IP address)  IN (0x0001)
00:43:07.913064003 tagmanager

CEST .l.google.com

Aug 4, 2021 8.8.8.8 192.168.2.3 0x2546 No error (0) gstaticads 142.250.186.35 A (IP address)  IN (0x0001)
00:43:08.155740023 sl.l.google.com

CEST
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Timestamp Source IP

Aug 4, 2021
00:43:08.250808954
CEST

8.8.8.8

Aug 4, 2021
00:43:08.250808954
CEST

8.8.8.8

Aug 4, 2021
00:43:08.252279997
CEST

8.8.8.8

Aug 4, 2021
00:43:08.252594948
CEST

8.8.8.8

Aug 4, 2021
00:43:08.252594948
CEST

8.8.8.8

Aug 4, 2021
00:43:08.252594948
CEST

8.8.8.8

Aug 4, 2021
00:43:08.252594948
CEST

8.8.8.8

Aug 4, 2021
00:43:08.252594948
CEST

8.8.8.8

Aug 4, 2021 8.8.8.8
00:43:08.695363045

CEST

Aug 4, 2021 8.8.8.8
00:43:08.695363045

CEST

Aug 4, 2021
00:43:08.695363045
CEST

8.8.8.8

Aug 4, 2021
00:43:08.695363045
CEST

8.8.8.8

Aug 4, 2021
00:43:08.695363045
CEST

Aug 4, 2021
00:43:08.847784996
CEST

Aug 4, 2021
00:43:08.847784996
CEST

Aug 4, 2021
00:43:08.882155895
CEST

Aug 4, 2021
00:43:08.882155895
CEST

Aug 4, 2021
00:43:08.882155895
CEST

Aug 4, 2021
00:43:08.882155895
CEST

Aug 4, 2021
00:43:08.882155895
CEST

Aug 4, 2021
00:43:08.884244919
CEST

Aug 4, 2021
00:43:08.884244919
CEST

Aug 4, 2021
00:43:08.884702921
CEST

Aug 4, 2021
00:43:08.884702921
CEST

Aug 4, 2021
00:43:08.884702921
CEST

Aug 4, 2021
00:43:08.884702921
CEST

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8
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Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0xf1d6

0xf1d6

0x3e73

0x72ba

0x72ba

0x72ba

0x72ba

0x72ba

0x21d7

0x21d7

0x21d7

0x21d7

0x21d7

0xb38e

0xb38e

0x78fd

0x78fd

0x78fd

0x78fd

0x78fd

0x6d5

0x6d5

Oxd4e3

Oxd4e3

Oxd4e3

Oxd4e3

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

connect.fa scontent.xx.fbcdn.net

cebook.net

scontent.x
x.fbcdn.net

www-google-
analytics
.l.google.com

js.hs-scripts.com

js.hs-scripts.com

js.hs-scripts.com

js.hs-scripts.com

js.hs-scripts.com

stats.g.do stats.l.doubleclick.net

ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

www.facebo star-
ok.com mini.c10r.facebook.com

star-mini.
c10r.faceb
ook.com

js.hsleadf
lows.net

js.hsleadf
lows.net

js.hsleadf
lows.net

js.hsleadf
lows.net

js.hsleadf
lows.net

js.hs-bann
er.com

js.hs-bann
er.com

js.hs-anal
ytics.net

js.hs-anal
ytics.net

js.hs-anal
ytics.net

js.hs-anal
ytics.net

Address

157.240.17.15

142.250.184.78

104.17.210.204

104.17.214.204

104.17.213.204

104.17.212.204

104.17.211.204

108.177.126.157

108.177.126.155

108.177.126.156

108.177.126.154

157.240.17.35

104.17.233.204

104.17.232.204

104.17.234.204

104.17.230.204

104.17.231.204

104.18.21.191

104.18.20.191

104.17.70.176

104.17.67.176

104.17.68.176

104.17.69.176

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Aug 4, 2021 8.8.8.8 192.168.2.3 Oxd4e3 No error (0) js.hs-anal 104.17.71.176 A (IP address)  IN (0x0001)
00:43:08.884702921 ytics.net

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0x8a33 No error (0) js.hsadspixel.net 104.17.115.176 A (IP address)  IN (0x0001)
00:43:08.886327982

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0x8a33 No error (0) js.hsadspixel.net 104.17.116.176 A (IP address)  IN (0x0001)
00:43:08.886327982

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0x8a33 No error (0) js.hsadspixel.net 104.17.114.176 A (IP address)  IN (0x0001)
00:43:08.886327982

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0x8a33 No error (0) js.hsadspixel.net 104.17.112.176 A (IP address)  IN (0x0001)
00:43:08.886327982

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0x8a33 No error (0) js.hsadspixel.net 104.17.113.176 A (IP address)  IN (0x0001)
00:43:08.886327982

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0x8e90 No error (0) www.google 142.250.180.164 A (IP address)  IN (0x0001)
00:43:08.888405085 .com

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0x8c8a No error (0) www.google.de 142.250.184.99 A (IP address)  IN (0x0001)
00:43:08.889302015

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0xal90 No error (0) js.usemess 104.17.238.204 A (IP address)  IN (0x0001)
00:43:08.921941996 ages.com

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0xal90 No error (0) js.usemess 104.17.235.204 A (IP address)  IN (0x0001)
00:43:08.921941996 ages.com

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0xal90 No error (0) js.usemess 104.17.237.204 A (IP address)  IN (0x0001)
00:43:08.921941996 ages.com

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0xal90 No error (0) js.usemess 104.17.239.204 A (IP address)  IN (0x0001)
00:43:08.921941996 ages.com

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0xal90 No error (0) js.usemess 104.17.236.204 A (IP address)  IN (0x0001)
00:43:08.921941996 ages.com

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0x26ab No error (0) api.hubspot.com 104.19.154.83 A (IP address)  IN (0x0001)
00:43:09.151201010

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0x26ab No error (0) api.hubspot.com 104.19.155.83 A (IP address)  IN (0x0001)
00:43:09.151201010

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0xe499 No error (0) api.hubapi.com 104.17.202.204 A (IP address)  IN (0x0001)
00:43:09.743226051

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0xe499 No error (0) api.hubapi.com 104.17.203.204 A (IP address)  IN (0x0001)
00:43:09.743226051

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0xe499 No error (0) api.hubapi.com 104.17.201.204 A (IP address)  IN (0x0001)
00:43:09.743226051

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0xe499 No error (0) api.hubapi.com 104.17.200.204 A (IP address)  IN (0x0001)
00:43:09.743226051

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0xe499 No error (0) api.hubapi.com 104.17.204.204 A (IP address)  IN (0x0001)
00:43:09.743226051

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0x803a No error (0) track.hubs 104.19.155.83 A (IP address)  IN (0x0001)
00:43:09.763384104 pot.com

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0x803a No error (0) track.hubs 104.19.154.83 A (IP address)  IN (0x0001)
00:43:09.763384104 pot.com

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0x4811 No error (0) forms.hubs 104.19.154.83 A (IP address)  IN (0x0001)
00:43:09.791184902 pot.com

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0x4811 No error (0) forms.hubs 104.19.155.83 A (IP address)  IN (0x0001)
00:43:09.791184902 pot.com

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0xf78a No error (0) blog.emplo 104.154.74.242 A (IP address)  IN (0x0001)
00:43:11.145145893 yerscouncil.org

CEST

Aug 4, 2021 8.8.8.8 192.168.2.3 0x3192 No error (0) clients2.g googlehosted.l.googleuse CNAME IN (0x0001)
00:43:11.236462116 oogleuserc rcontent.com (Canonical

CEST ontent.com name)

Copyright Joe Security LLC 2021 Page 45 of 49



Timestamp Source IP

Aug 4, 2021
00:43:11.236462116
CEST

8.8.8.8

Aug 4, 2021
00:43:17.225833893
CEST

8.8.8.8

Aug 4, 2021
00:43:17.225833893
CEST

8.8.8.8

Aug 4, 2021
00:43:19.237559080
CEST

8.8.8.8

Aug 4, 2021 8.8.8.8
00:43:19.841068029

CEST

Aug 4, 2021
00:43:19.841068029
CEST

8.8.8.8

Aug 4, 2021
00:43:20.965050936
CEST

8.8.8.8

Aug 4, 2021 8.8.8.8
00:43:21.355691910

CEST

Aug 4, 2021
00:43:21.389420033
CEST

8.8.8.8

Aug 4, 2021
00:43:21.389420033
CEST

8.8.8.8

Aug 4, 2021 8.8.8.8
00:43:21.764617920

CEST

Aug 4, 2021
00:43:21.764617920
CEST

8.8.8.8

Aug 4, 2021
00:43:21.764617920
CEST

Aug 4, 2021
00:43:21.764617920
CEST

Aug 4, 2021
00:43:21.764617920
CEST

Aug 4, 2021
00:43:21.927145004
CEST

Aug 4, 2021
00:43:21.936486006
CEST

Aug 4, 2021
00:43:21.947460890
CEST

Aug 4, 2021
00:43:24.269630909
CEST

Aug 4, 2021
00:43:24.269630909
CEST

Aug 4, 2021
00:43:40.550775051
CEST

Aug 4, 2021
00:43:40.550775051
CEST

Aug 4, 2021
00:43:40.550775051
CEST

Aug 4, 2021
00:43:40.550775051
CEST

Aug 4, 2021
00:43:40.550775051
CEST

Aug 4, 2021
00:43:40.820825100
CEST

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8
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Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x3192

0x385d

0x385d

0x13e5

0x9bc9

0x9bc9

0x68d3

0x64b0

Ox16d1

Ox16d1

Oxle7f

Oxle7f

Oxle7f

Oxle7f

Oxle7f

Oxadb4

Oxafl3

0x1220

0x9fc4

0x9fc4

0x8b55

0x8b55

0x8b55

0x8b55

0x8b55

0x43c

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

googlehost
ed.l.googl
euserconte
nt.com

www.employ
erscouncil.org

employerscouncil.org

employersc
ouncil.org

employersc
ouncil.org

www.employ
erscouncil.org

employerscouncil.org

employersc
ouncil.org

www-google
tagmanager
.l.google.com

www-google-
analytics
.l.google.com

ws.zoominf
0.com

ws.zoominf
0.com

stats.g.do stats.l.doubleclick.net

ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

www.google.de

www.google
.com

googleads.
g.doubleclick.net

www.employ
erscouncil.org

employerscouncil.org

employersc
ouncil.org

player.vim
eo.com

vimeo.map.fastly.net

vimeo.map.
fastly.net

vimeo.map.
fastly.net

vimeo.map.
fastly.net

vimeo.map.
fastly.net

i.vimeocdn.com  vimeo-
video.map.fastly.net

Address
216.58.208.129

34.205.114.40

34.205.114.40

34.205.114.40

142.250.184.72

142.250.184.78

104.16.101.12

104.16.168.82

108.177.126.157

108.177.126.155

108.177.126.154

108.177.126.156

142.250.184.99

142.250.180.164

142.250.180.66

34.205.114.40

151.101.0.217

151.101.64.217

151.101.128.217

151.101.192.217

Type
A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Aug 4, 2021
00:43:40.820825100
CEST

Aug 4, 2021
00:43:40.823338032
CEST

Aug 4, 2021
00:43:40.826463938
CEST

Aug 4, 2021
00:43:40.826463938
CEST

Aug 4, 2021
00:43:41.741185904
CEST

Aug 4, 2021
00:43:41.741185904
CEST

Aug 4, 2021
00:43:41.741185904
CEST

Aug 4, 2021
00:43:41.741185904
CEST

Aug 4, 2021
00:43:50.785515070
CEST

Aug 4, 2021
00:44:00.799879074
CEST

Aug 4, 2021
00:44:00.799879074
CEST

Aug 4, 2021
00:44:00.799879074
CEST

Aug 4, 2021
00:44:00.799879074
CEST

Aug 4, 2021
00:44:00.799879074
CEST

Aug 4, 2021
00:44:00.924175978
CEST

Aug 4, 2021
00:44:00.924175978
CEST

Aug 4, 2021
00:44:00.924175978
CEST

Aug 4, 2021
00:44:01.284286976
CEST

Aug 4, 2021
00:44:01.284286976
CEST

Aug 4, 2021
00:44:01.284286976
CEST

Aug 4, 2021
00:44:01.284286976
CEST

Aug 4, 2021
00:44:01.284286976
CEST

Aug 4, 2021
00:44:02.223251104
CEST

Aug 4, 2021
00:44:07.777756929
CEST
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Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x43c

0x5b3d

0xb970

0xb970

0x239a

0x239a

0x239a

0x239a

0xb970

0x766

0x766

0x766

0x766

0x766

0x994f

0x994f

0x994f

0x460

0x460

0x460

0x460

0x460

0x4876

0x6537

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

vimeo-vide

o.map.fastly.net

fresnel.vi
meocdn.com

CName

f.vimeocdn.com vimeo-

vimeo-vide

o.map.fastly.net

vimeo.com

vimeo.com

vimeo.com

vimeo.com

script.cra
zyegg.com

js.hsforms.net

js.hsforms.net

js.hsforms.net

js.hsforms.net

js.hsforms.net

www.apex.live

www.apex.live

www.apex.live

forms.hsfo
rms.com

forms.hsfo
rms.com

forms.hsfo
rms.com

forms.hsfo
rms.com

forms.hsfo
rms.com

gstaticads
sl.l.google.com

adccObé6fec
71f6da6868-
9951cl2ea
f763ebd069
2efbd57972
03c.ssl.cf
2.rackcdn.com

video.map.fastly.net

script.crazyegg.com.cdn.c
loudflare.net

cf2.rackcdn.com.edgekey
.net

Address
151.101.114.109

34.120.202.204

151.101.14.109

151.101.64.217

151.101.128.217

151.101.0.217

151.101.192.217

104.17.184.73

104.17.185.73

104.17.186.73

104.17.183.73

104.17.182.73

104.26.8.72

104.26.9.72

172.67.70.122

104.16.88.5

104.16.89.5

104.16.86.5

104.16.87.5

104.16.85.5

142.250.186.35

Type
A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Code Manipulations

Statistics

Behavior

System Behavior

Click to jump to process

Analysis Process: chrome.exe PID: 5504 Parent PID: 2128

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

00:42:57

04/08/2021

C:\Program Files\Google\Chrome\Application\chrome.exe
false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automat
ion 'https://info.employerscouncil.org/e2t/tc/VWRvVBF4AQFHpW3-pyFS2ZkQ8CW6kIx534
VMN3XN8NyyFJ3p_9LV1-WJIV7CgRkpVxBITc6j54SWW52L1PR7TK63kW2Qsfkh4jSSOVW7L
Fls46KsMm_W8BQ9qR5jbhrXV_PLH64yJr3KW7zpvBZ1FKWVLW3ZkDVS9hpQJ
QWS5GqQbH1Y2whGW7nKZJIx15DZjVW5n-fin27wLtGVx3fxH8WRdqNVd-nNm7B
GINdW7K6zmD8byqKsN5MJIxfnh-yDpW78sr-T7SMFgSVLRK1T89%kdpfVP2ms9
47s5VSW1WrMNO6mhBIsW1nbpv74RDSndW8qInww3MrlkWW1vkt6 X3wzRmSW2
hfmhs1cN6wDVHYwWN472NHHDWS3IBI7C7Kn8sJW3Yr_s44kbyZ3W545P0d8cJj
K6W7GW44C4hve7Y3bVL1'

0x7ff77b960000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

Reputation: low
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Analysis Process: chrome.exe PID: 4600 Parent PID: 5504

General

Start time: 00:42:59

Start date: 04/08/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Copyright Joe Security LLC 2021

false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1500,4109332780436080922,10135
154913656068356,131072 --lang=en-US --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1732 /prefetch:8

0x7ff77b960000
2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true
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Programmed in: C, C++ or other language

Reputation: low
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Disassembly
Copyright Joe Security LLC Joe Sandbox Cloud Basic 33.0.0 White Diamond
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