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Windows Analysis Report CUNA-uncashed check.pdf

Overview

General Information Detection Signatures Classification
Sample CUNA-uncashed check.pdf No high impact signatures

Name:

Analysis ID: 458993

MD5: 8bc64f6d8200077.
SHAL: 6d2cbe3e6fc6193.
SHA256: ff391ed81da3dbf...
Infos: L

Most interesting Screenshot:

rooo BT B2
B
50 Day Notcaton of Uncashed a
Checkiafiasmt

Score: 0
Range: 0-100
Whitelisted: false
Confidence: 80%

Process Tree

= System is wl0x64

o P& AcroRd32.exe (PID: 6992 cmdline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe' 'C:\Users\user\Desktop\CUNA-uncashed check.pdf MD5:
B969CFOC7B2C443A99034881E8C8740A)
e P& AcroRd32.exe (PID: 7112 cmdline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe' --type=renderer /prefetch:1 'C:\Users\user\Desktop\CUNA-uncas
hed check.pdf' MD5: B969CFOC7B2C443A99034881E8C8740A)
. EE RdrCEF.exe (PID: 1372 cmdline: ‘C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RArCEF.exe' --backgroundcolor=16514043 MD5:
9AEBA3BACD721484391D15478A4080C7)

. EE RdrCEF.exe (PID: 6540 cmdline: ‘C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RArCEF.exe' --type=renderer --log-file="C:\Program Files (x86)\Adob
e\Acrobat Reader DC\Reader\AcroCEF\debug.log' --touch-events=enabled --field-trial-handle=1720,6803796534539775004,11392875392024183128,131072 --disable-feature
s=VizDisplayCompositor --disable-gpu-compositing --service-pipe-token=16643864859160111475 --lang=en-US --disable-pack-loading --log-file="C:\Program Files (x86
)\Adobe\Acrobat Reader DC\Reader\AcroCEF\debug.log' --log-severity=disable --product-version="ReaderServices/19.12.20035 Chrome/80.0.0.0' --device-scale-factor=1 --num-
raster-threads=2 --enable-main-frame-before-activation --service-request-channel-token=16643864859160111475 --renderer-client-id=2 --mojo-platform-channel-handle=1716 --
allow-no-sandbox-job /prefetch:1 MD5: 9AEBA3BACD721484391D15478A4080C7)

. EE RdrCEF.exe (PID: 6336 cmdline: ‘C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RArCEF.exe' --type=gpu-process --field-trial-handle=1720,
6803796534539775004,11392875392024183128,131072 --disable-features=VizDisplayCompositor --disable-pack-loading --log-file="C:\Program Files (x86)\Adobe\Acrobat
Reader DC\Reader\AcroCEF\debug.log' --log-severity=disable --product-version='"ReaderServices/19.12.20035 Chrome/80.0.0.0" --lang=en-US --gpu-preferences=KAAAAAA
AAACAAWABAQAAAAAAAAAAAGAAAAAAAAEAAAAIAAAAAAAAACIAAAAEAAAAIAAAAAAAAAAOAAAAAAAAADAAAAAAAAAAOAAAAAAAAAAQAAAAAAAAA
AAAAAAFAAAAEAAAAAAAAAAAAAAABIAAABAAAAAAAAAAAQAAAAUAAAAQAAAAAAAAAAEAAAAGAAAA --use-gl=swiftshader-webgl --log-file="C:\Program Files
(x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\debug.log' --service-request-channel-token=8013375785811497341 --mojo-platform-channel-handle=1744 --allow-no-san
dbox-job --ignored=" --type=renderer ' /prefetch:2 MD5: 9AEBA3BACD721484391D15478A4080C7)

. EE RdrCEF.exe (PID: 3436 cmdline: ‘C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RArCEF.exe' --type=renderer --log-file="C:\Program Files (x86)\Adob
e\Acrobat Reader DC\Reader\AcroCEF\debug.log' --touch-events=enabled --field-trial-handle=1720,6803796534539775004,11392875392024183128,131072 --disable-feature
s=VizDisplayCompositor --disable-gpu-compositing --service-pipe-token=7474857484354196562 --lang=en-US --disable-pack-loading --log-file='C:\Program Files (x86)
\Adobe\Acrobat Reader DC\Reader\AcroCEF\debug.log' --log-severity=disable --product-version="ReaderServices/19.12.20035 Chrome/80.0.0.0' --device-scale-factor=1 --num-
raster-threads=2 --enable-main-frame-before-activation --service-request-channel-token=7474857484354196562 --renderer-client-id=4 --mojo-platform-channel-handle=1840 --
allow-no-sandbox-job /prefetch:1 MD5: 9AEBA3BACD721484391D15478A4080C7)

. EE RdrCEF.exe (PID: 6532 cmdline: 'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RArCEF.exe' --type=renderer --log-file="C:\Program Files (x86)\Adob
e\Acrobat Reader DC\Reader\AcroCEF\debug.log' --touch-events=enabled --field-trial-handle=1720,6803796534539775004,11392875392024183128,131072 --disable-feature
s=VizDisplayCompositor --disable-gpu-compositing --service-pipe-token=14789584177783671881 --lang=en-US --disable-pack-loading --log-file="C:\Program Files (x86
)\Adobe\Acrobat Reader DC\Reader\AcroCEF\debug.log' --log-severity=disable --product-version="ReaderServices/19.12.20035 Chrome/80.0.0.0' --device-scale-factor=1 --num-
raster-threads=2 --enable-main-frame-before-activation --service-request-channel-token=14789584177783671881 --renderer-client-id=5 --mojo-platform-channel-handle=1980 --
allow-no-sandbox-job /prefetch:1 MD5: 9AEBA3BACD721484391D15478A4080C7)

= cleanup

Malware Configuration

No configs have been found
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Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

\=f' Click to jump to signature section

There are no malicious signatures, click here to show all signatures

Mitre Att&ck Matrix

Initial Privilege  Defense Credential
Access Execution Persistence Escalation Evasion Access
Valid Windows Path Process Masquerading 0os
Accounts Management  Interception Injection Credential
Instrumentation Dumping

Default  Scheduled Boot or Boot or Process LSASS
Accounts Task/Job Logon Logon Injection Memory

Initialization  Initialization

Scripts Scripts

Behavior Graph

Copyright Joe Security LLC 2021
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Command
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Behavior Graph Legend:
ID: 458993 MALICIOUS D Process
Sample: CUNA-uncashed check.pdf SUSPICIOUS I:‘ Signature
Startdate: 04/08/2021 I:I Created File
:rchitecture: WINDOWS UNKNOWN . DNS/IP Info
core: 0
.I'a Is Dropped

started Is Windows Process
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Number of created Registry Values
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Visual Basic
*n -_— !
G E:: 15 . 42 111 Delphi
Java

.Net C# or VB.NET

started \ started

RdArCEF.exe g.. AcroRd32.exe g"
= Is malicious

m m Internet

C, C++ or other language

D@ 2 i~

192.168.2.1 192.168.2.3

unknown unknown started started
unknown unknown

started

RArCEF.exe L}

RArCEF.exe - ag

e e Wi

..g RArCEF.exe ."g

Screenshots

Thumbnails
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CUNA-uncashed check.pdf - Adobe Acrobat Reader DC
File Edit View Window Help

Home  Tools CUNA-uncaﬁed chu. X @ Sign In

® 8 H QA e N D OO s BT B L (4 Share
$% | CUNA MUTUAL GROUP 2

CUMIS Insurance Scciely, Inc e .
PO Bow 391 5910 Wi Pou Recs 60 Day Notification of Uncashed

Madison, Wi 53701 Check/Affidavit

[ Export POF

Adobe Export PDF

Convert PDF Files to Word
or Excel Online

Select PDF File
MDG2005 0001963 1 MB 45 092315

ORANGE COUNTY'S CREDIT UNION e aecknd
ATTN_LAURA THOMPSON

PO BOX 11777 »

SANTA ANA CA 92711-1777 EEnERiE

Microsoft Word (*.docx)

Document Language:
Notice Date:  06/30/2021 Claim No AP Bus Unit: CMGRP English (US) C
Check No: 0005253925 Issue Date 05/26/2021 Voucher ID: 01165562
Amount: $447.00 Agreement ID: Invoice No: 10407156CVD19

Our records indicate the above-referenced check issued to you has not been cashed. If you have this check in your

possession, PLEASE CASH IMMEDIATELY.

If you do not possess the check, please read this notice carefully. Sign, date, and mail or fax this notice to the retum R, Create PDF
address or fax # listed below. Notary signature is required for repayment of funds over $1000.00. Your =
repayment will be reissued as a check or Electronic Funds Transfer (EFT) within 14 days of receipt. HREEE
Check the appropriate box indicating which payment method you prefer for your repayment. (Selecl one option only.)

Comment

Reissue check to address above
O e ! s [] Reissue check with new address:

D Reissue as EFT (Applies to all fulure payments) Street: Combine Files

ABA# (routing & transit): City / State / ZIP:
Account Number: Organize Pages

Deposil funds in (select one): [0 Checking Account
[J Savings Account 2 Redact

For additional information call: 800/840-3490 between the hours of 8:00 a.m. and §:00 p.m. CST, Store and share files in the
Monday-Friday Document Cloud

Learn More

Tn the best of mv knowledoe the abave
O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

No Antivirus matches
Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches
Domains

No Antivirus matches

URLs

No Antivirus matches

Domains and IPs
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Contacted Domains

No contacted domains info

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious
Private

P

192.168.2.1
192.168.2.3

General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 458993

Start date: 04.08.2021

Start time: 01:20:55

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 4m 22s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: CUNA-uncashed check.pdf
Cookbook file name: defaultwindowspdfcookbook.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 21

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default
Analysis stop reason: Timeout
Detection: CLEAN
Classification: clean0.winPDF@13/55@0/2
Cookbook Comments: e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .pdf
e Found PDF document
e Find and activate links
e Close Viewer
Warnings: Show All
Simulations
Behavior and APIs
Time Type Description
01:21:49 API Interceptor 10x Sleep call for process: RArCEF.exe modified
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Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\Users\user\AppData\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\Code Cache\js\05349744belad4ad_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

data

dropped

615

5.639121270329041

false

12:vDRM9smZiEpDRM9V1aZiEtDRM9Jz(ZIE: 7tEteE52YE
C902FCOAD9F4BD0B57B0OD35FF8FDO1BE
4B9758D3014386A9108CA956FC9460C2FDD1E5S0F
038A2E03DCB691A9FC51841AEA9BD84D623CICFEC2E99D2ES5284CC5EFA9E25D
721462A01E8F6D255566C3A5782C35DBEESB64EA1B74AAS5E69163C47445AFF5C67A3EBOCC383A8549CA7778EBIF3BISE1IF368A0BFF72CB9DD19202FC1CD2C

C:\Users\user\AppDatal\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\Code Cache\js\0786087c3c360803 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

data

dropped

522

5.588792797062588

false

12:V9zH47WIPQ5/P9zZ1xU9PQxn9zPxi9PQ:XzHLIPQhFzZvU9PQLZzJiI9PQ
C91CA85B49D248FFI9BEAOOALFA51299C
DFBD50642CE4C8FF4001943DAE302EBCE1A1A3D4
84FBCFF90D657F35F57B3598C1AB81752DCD452393EEC275ED393E20585AB2CA

E8E1A26DCC852BA103168E29CC7040EBAE67DB31226B8D64A114515852FAECFFB46EABOACS53254F4BD687FF6A9CA485426AA59EA7559C1FC09748408B35BDF¢
F

false

low
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C:\Users\user\AppData\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\Code Cache\js\0786087c3c360803 0

Preview:

C:\Users\user\AppData\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\Code Cache\js\0998db3a32ab3f41 0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
File Type: data

Category: dropped

Size (bytes): 738

Entropy (8bit):  5.590323436483168

Encrypted: false

SSDEEP: 12:DyeRVFAFVFAFICefYIU06jXLsyeRVFAFVFAFQkdJ/tTLqYIU06]B7yeRVFAFif:tB4v4ICAY SBOB4v4xvp2Y SBBFB4v4|B2

MD5: A4BE698C3FFIDA47EB75F8503A0844B5

SHA1L: A841D68870D328EF549E4E32FE495120E003054B

SHA-256: 7E2A9A5CD1B5F6190B307B8639B5C82EB62BCE103BEAGE659879CF310E70E9FE

SHA-512: D242404C8083AD5DD87CFC3D14D0582FFD297E9B62BCEDEB08075730CF9AE324C89CFC48E91D1F784B1821C742C36BA0A2C75DF2A2E7AF8051E8CCD8FEIBY
OF

Malicious: false

Reputation: low

Preview:
O\r..m......v..N....... _keyhttps://rna-resource.acrobat.com/static/js/plugins/tracked-send/js/plugins/tracked-send/js/home-view/selector.js ..y.<F'....."#.D)...sB.A..hvDO.N.t@...
LN AL O\r.m.....v..n....... _keyhttps://rna-resource.acrobat.com/static/js/plugins/tracked-send/js/plugins/tracked-send/js/home-vie
w/selector.js .@y.<F'/...."#.D.?u.sB.A.hvDO.N.t@.....n.*...... .... ALEO..cciiiiin ALEO...cccii O\r.m.....v...N....... _keyhttps://rna-resource.acrobat.com/static/js/plug
ins/tracked-send/js/plugins/tracked-send/js/home-view/selector.js ...<F'/...."#.D4.@.sB.A..hvDO.N.t@.....n.*...... .... ALEO.cciiii A.Eo....... JoNes

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cache\js\Oace9ee3d914a5c0_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 464

Entropy (8bit):  5.6880734940577025

Encrypted: false

SSDEEP: 12:IbRKIDOjbIZL WussCQbRKIDUOKJLWuss:OpDOjmNbpDJIKjN

MD5: 71BA03EBC73862E6409560AAEG4F5084

SHA1L: F789ED29F605E8CFA96A5062E6F4E355A917E819

SHA-256: 915A0F27D986958DF26CADF9446F9500304CF45D8620B185B30E6DCA7EO5E610
SHA-512: 68B3340B019578524949696C379A99C103EFA0634EE9DB8900327CD87339C24E7CC0741A5EA44A6D9B87E25A4AFC8F5D8A9A6E1C7146D624CD7ESE5683D06CC
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\0f25049d69125b1e_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 210

Entropy (8bit):  5.573490671546765

Encrypted: false

SSDEEP: 6:m+yiXYOFLVEWd7VIGXVue/oulVyh9PT41TK6tvO:pyixRuYx1V41TEL1O

MD5: 1E252954D8D7BBD096CB0D4503FB4223

SHAL: 1461E24582A1F1015EDD5FD5270920D8E3BC412C

SHA-256: B654AC6COE1FAB5FBB61CC446C5C3B6716DA234DAFD266D4B4F30F76DOECD7DE

SHA-512: 540D9D7DBDE74349BB3D715F17B0D5D2BD726BEE15A183EE49BBED2C9271FD3C29699AB063A0F78609AAB12E94D948CA8029388C05EB719184127B35C9B728'
1

Malicious: false

Reputation: low

Preview:
O\r..m......R...kP]g...._keyhttps://rna-resource.acrobat.com/static/js/plugins/app-center/js/selector.js ....<F'/....."#.D.dA.sB.AK.Q.....-._..y.....0..>. 1... A.EO....cccevrrnnn. A..Eo
..... Vo

C:\Users\user\AppData\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\Code Cache\js\230e5fe3e6f82b2c 0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
File Type: data
Category: dropped
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C:\Users\user\AppData\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\Code Cache\js\230e5fe3e6f82b2c 0
Size (bytes): 216
Entropy (8bit):  5.630538741006959

Encrypted: false

SSDEEP: 6:mvYOFLVEWdhwjQ1kK/I/0aKGLZII6P41TK6ti:0RhkqJjpLZCY

MDS5: CC6BE06BB35A7F0B2702BA157334A2A3

SHA1L: 98980D0FA82831DECCEA39C604E5D7BA282CA349

SHA-256: C45A2FCB62798326C3533BOAA81CFEF9B86712BBB211475377E2FBEC83EB1613

SHA-512: B85F91735FDOF62D5F7432FC09004C722E846EA4D01C0O1E6422304FEC8D393D1B993E9572C7A1B3ABD1899404F0E50B948E1C88B0CI90824F26F99E8B4BI1668

Malicious: false

Reputation: low

Preview:
O\r.m......X.....V....._keyhttps://rha-resource.acrobat.com/static/js/plugins/sign-services-auth/js/plugin.js ...<F'/....."#.D..).sB.A.].>...uUf.N.. k......c. LA..EO................... A
.Eo....... ISR

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cache\js\2798067b152b83c7_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
File Type: data

Category: dropped

Size (bytes): 209

Entropy (8bit):  5.522102780025063

Encrypted: false

SSDEEP: 3:m+IZd8RzYOCGLVHKWBGKUKjXKX7KoQRA/KVdKLUVdH/SwpEwcyxMtvOEWmM1TK5kt:mJYOFLVEWdGQRQOAQSH/Sa96g1TK6t

MD5: 5E04FB87131A82350CE827E995917637

SHA1L: DCF98COCEF9AB8AG5D96A10B31408D041F3839C7

SHA-256: 74899002F23C16632AD33C1BEB31BCE2C9779AE8D9185FC90606E77CE0C5A244

SHA-512: 2CA466C89D98FCE18CF0782F7364991AA1570B572F05E6B18DE3B6D3551328340128107F1DDD220C5DE6418BB75565B34959B68CEE146C6F7EA6AFOD2D29883!

Malicious: false

Preview:
O\r.m.....Q....c..... _keyhttps://rna-resource.acrobat.com/static/js/plugins/my-computer/js/plugin.js .)..<F/...."#.D.A.sB.A..c..y/L....ly.n..C/l.... X7-ne.A..E0............c....... A..Eo.
....... 1v.......

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cacheljs\2a426f11fd8ebel8_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdArCEF.exe

File Type: data

Category: dropped

Size (bytes): 537

Entropy (8bit):  5.603142076678274

Encrypted: false

SSDEEP: 12:Z5MyX4IMuR/EQh5MMbVLMUR/EINr5Mg7bLMuR/E:ZSWCUR/EeSMsuR/EnrSSMuR/E

MD5: 54D7B47FF3A3DC313FB4DD78BD9322F6

SHA1L: BE49C8988DD55CB9F2FAOD3CF351DA38EFAB0B6F

SHA-256: 7F61FB24DDA21E509B0069CBFB328D1A485AC8761AAEC359CF218ABA859399AC

SHA-512: 6EFD131F982438F6F91AC1F59CE920CB07BA57DFC95BD1D2A66CF3FFD067976D8F15D6F77B8B79BFFADA3DO03ESAC540511428BCA9849D99C3224D6BFIEIFE
5

Malicious: false

Preview:

O\r.m......3....<lb...._keyhttps://rna-resource.acrobat.com/base_uris.js ....<F'/...."#.D.z.sB.Ay...L<?W.Xi..A\Q3...J.}...d..~G.A..Eo...
<lb...._keyhttps://rna-resource.acrobat.com/base_uris.js ..gn<F'/....."#.D-. .sB.A.y...L.<?W.Xi..A\Q3...J.}...d..~G.A..E0o A..Eo.
._keyhttps://rna-resource.acrobat.com/base_uris.js ..<F'/...."#.D.Y..sB.Aly...L<?W.Xi..A\Q3...J.}...d..~G.A..Eo...

C:\Users\user\AppData\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\Code Cache\js\3a4ae3940784292a 0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 214

Entropy (8bit):  5.522723388094498

Encrypted: false

SSDEEP: 6:m4fPYOFLVEWdtuol/4Yby0zBUKSAALTK6tIH:pRht4YbeW

MD5: CE7CD70B8717B826F37AA850B22962CA

SHAL: F91D6B304D477D2F6BCDD63F1DFC2E5BID99D89A

SHA-256: 22AC4FB657348AC1FDDA70C36E134505D4AAAC8957D79EDC5D0CC24B5ABID31D
SHA-512: 85CF3519BC18A8C2FFC6C459530EB91CF54FA0COC3D0528D4A040456BB293FC1CC7A2BIFA697D58AEO0F49555C59969B740E2D573E9D6593A900A1F7A4D83B1
Malicious: false

Preview:
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C:\Users\user\AppData\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\Code Cache\js\4a0e94571d979b3c_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
File Type: data

Category: dropped

Size (bytes): 531

Entropy (8bit):  5.568035854717068

Encrypted: false
SSDEEP: 12:KkXXKMSCVx/tUIHAkXXKMSCvG8tUIVKXXKMSCVPktUI:KKXXICRWYkXxiCRWVKXXiCKW
MDS5: 88A28501A0ADEC78830858E86B856523
SHA1L: 24D524340CCB536C258EF754A2A70A8487FD6DF6
SHA-256: 4BC29EOEC8C43E9AEF34D00CA8842D89C104B99061146DE3F512CF41EF202E38
SHA-512: AB9C73C85F6D713F006B57B8831FA68DD6C1AFF11830E46F812077901E6D6DD81A1C3CI99AD583D6CE70045F931CE677428F19AD4955CA927357EBE62DBAEFCH
Malicious: false
Preview:
O\r.m

._keyhttps://rna-resource.acrobat.com/plugins.js ..Qn<F'/. ....A.Eo......1.dG
deveen

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\560e9c8bff5008d8_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 561

Entropy (8bit): 5.615352347649131

Encrypted: false

SSDEEP: 6:mkl9YOFLVEWSfOLPI/1nW8yM+VY1TK6tXakl9YOFLVEWSfOLTeF/DYryM+VY1TK1:5h6 OLPtMk91h60OLSNDdkAh6OLiIHkkhY
MD5: 104A0E14339D6512E7A9040684F17EBA

SHAL: E8CEA19DB49D817E1FE16229CFB06278298C815B

SHA-256: B1ADEAFB87688C58049AA1F750A6E22F32C58AC4F0A3C490AF3B00A2FBSC3EFL

SHA-512: 006A2BB3E410AEAB1D478A490D7773516863D47BB1C73D5F14ED84BB218DA36F89294688A9CEDI35F19340BCE29A6C693BDECI67153A94E4714A815B2E8574B
Malicious: false

Preview:

C:\Usersluser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cacheljs\56c4cd218555ae2b_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 732

Entropy (8bit):  5.630201971884375

Encrypted: false

SSDEEP: 12:URVFAFjVFAFaeYwSeKaTLn7RVFAFVFAFJalwSeKaTLnXRVFAFVFAF1XcYwSeKF:UB4v4AwzXLn7B4v4Y IwzXLnXB4v4 1twf
MD5: E2D0A9BEAE6FD53CD93C8FC2B333F6EF

SHA1L: 848D2DF3E7533F42352BBE454F49DEE1B86DDB13

SHA-256: 3861129FC70DDD4291B8A12B3C79D4AC9903F84EE1A00A49C8ACD56B423140F2

SHA-512: 3226D31ACO0E74A196418D00A91315D5A1D45A3488C3F835FB5C620BA138B5359AFFO06D2ECF79923B365926478FB7576E83810EBE2EFCC156466EC291553D7E72
Malicious: false

Preview:

O\r.m......t...R.1<...._keyhttps://rna-resource.acrobat.com/static/js/plugins/tracked-send/js/plugins/tracked-send/js/home-view/plugin.js ....<F'/...."#.D.z..sB.A......H...{...2.

JK .. O\r..m......t...R.1<...._keyhttps://rna-resource.acrobat.com/static/js/plugins/tracked-send/js/plugins/tracked-send/js/home-
view/plugin.js ....<F'/. .D.~sB.A....H..{..2./1kK.r4.C. A.EO....coceoueueu. A.Eo.....8.......... O\r..m......t...R.1<...._keyhttps://rna-resource.acrobat.com/static/js/plugins
Itracked-send/js/plugins/tracked-send/js/home-view/plugin.js .4..<F'/....."#.D..E.sB.A.....H...{...2../.K .14.C. \A.EO.....cecuerurrrns A.Eo....E.d.......

C:\Users\user\AppData\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\Code Cacheljs\6fb6d030c4ebbc21 0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 211

Entropy (8bit): 5.5159150409414375

Encrypted: false

SSDEEP: 6:ms2VYOFLVEWdVBIEGdeXuCGJ/I/PVR11TK6t:BsR2Eseel/tHP

MD5: 66482B47741587722FDB82D5FDCAF954

SHAL: F8BI9B7A415AE232F08EB5836ADAF59DD6C79EBOD

SHA-256: 62008A55654A69E04FD262EEDODCCAS59E48E359865102CD87C5624B41B3A6C48
SHA-512: 360C5BC81F9B8D86C7F14BCCFF675DD53D83E200BBO68EFO0ED92644ABA8AB038A03A7E807201C2971097627EEE86CDBA3A0869DA0D499526A529226B446A74
Malicious: false
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C:\Users\user\AppData\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\Code Cache\js\6fb6d030c4ebbc21 0

Preview:

........ 5.

C:\Users\user\AppData\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\Code Cache\js\7120c35b509b0fae 0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
File Type: data

Category: dropped

Size (bytes): 202

Entropy (8bit):  5.596952395032958

Encrypted: false

SSDEEP: 6:maVYOFLVEWdwAPCQmrlI/tGB7OhKIVALTK6tc:RbR16/cBJka

MDS5: AB36269753A9291776D67A6A8A234681

SHAL: AF395C1304D9D4EF6F1F4D8068616A83EA98A491

SHA-256: CB8D04ED232932242F9E59EDAD398283202B29A81DFF5D7DC598D54FBFC5FE48

SHA-512: 9356E7044F113F20AA6BFASEFD2594FA7B07FAEE3279778E8E331D07DBC210277731511846063D1349B181E1679F6FD70AE447CBCD0895AAB1949DA47980E7CA

Malicious: false

Preview:
o\r..m......J.....{...._keyhttps://rna-resource.acrobat.com/static/js/plugins/home/js/plugin.js ....<F'/....."#.D)x).sB.A..AT].....Tw.....(..b...EO....9. A..EO.....ceerrrrnnen A.Eo.......
4.........

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cacheljs\71febec55d5c75cd_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 211

Entropy (8bit):  5.58573399788864

Encrypted: false

SSDEEP: 6:ms2gEYOFLVEWdGQRQVUAQI/TLQAFt1TK6t:B2geRHRQTQgtPO

MD5: 337F4551AD4796024811102F3B02E40B

SHA1L: 1762AC6C82189FA8BDE19F941FEBF88C728967E2C

SHA-256: 8CD713C5D51C2B8591206E58C005F8EBBA84C3E3FB45B08FC54D4E06C98BD6D3

SHA-512: DE1F57279B8F18E3B6583A6D9AEL1F7DC4407AC40A6531EC8BF75921E30E68ACCECEEG56BE30ED6640D0OEA4157DCB36E9C713F5F1784A639A3B1ES5155F5A470
D6

Malicious: false

Preview:

O\r.m......S...W.%z...._keyhttps://rna-resource.acrobat.com/static/js/plugins/my-computer/js/selector.js ....<F'/....."#.DH.@.sB.A@..{0]...90]..qY....T...{.u.b..A..Eo...........
........ ALEo.. [

C:\Usersluser\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cache\js\86b8040b7132b608_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 618

Entropy (8bit):  5.635771960194467

Encrypted: false

SSDEEP: 12:WyeRIQBRt1lwuMyeRI3S4At1w6yeRI6PIRt1wH:WJeRfwuMJI6Xfw6JigRfw

MD5: D98D4BD3053286FA6D540EA158F135BF

SHA1L: 0750AB12878C313F8998E83B9903151ACEDBESA2

SHA-256: F290C485E3C3FA0830F24711A15223EDE68B46CAAC8B56A2D21332F5CABEESCS50
SHA-512: F6E351A5681C8D10B8C4D26837148115C90BE21F63CCC692D7DA955D0C099B0AA25BDA3431423CD815711399E74EA4DE4ES3ECDF5050C16CF09589E43B7E21"
Malicious: false

Preview:

C:\Users\user\AppData\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\Code Cacheljs\8c159cc5880890bc_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 218

Entropy (8bit): 5.586404588278233

Encrypted: false

SSDEEP: 3:m+IKcv8RzYOCGLVHKkWBGKuUKjXKoyNH/KPWFvQSH/EMN9JyNgww6U+5m1TK5ktm31:mnYOFLVEWdhwyuN/BlgwK+41TK6tm3
MD5: DA656468B51AB2FDE2AA19F66428B652

SHAL: 84E666AB4957F029671E0AE5F6544CFFA52331EF
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C:\Users\user\AppData\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\Code Cache\js\8c159cc5880890bc_0

SHA-256: 7DE9372B0125AD030115DD7C886EA06BIE968AICAA7CIDDBD85AB8E735098E86
SHA-512: 02AD108704C02AD6D378B9978B3B198A11B0B51D535DAB26F09F849BE33B039F4AF89BF77A88950D5294F41CCCEDD65A9945D913E6E76B736E5937A563781CF!
Malicious: false
Preview:
O\r..m. ._keyhttps://rna-resource.acrobat.com/static/js/plugins/sign-services-auth/js/selector.js .5..<F'/.

...A..Eo.

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cache\js\8c84d92a9dbce3e0_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
File Type: data

Category: dropped

Size (bytes): 690

Entropy (8bit):  5.576530453009646

Encrypted: false

SSDEEP: 12:/RrROK/HjrfLESRrROk/ZZDufLEzRrROK/XTfLEI:/PJ/Dr4SPJ/Zxu4zPJ/j4

MD5: 4461DDDCOE2E460D74A120971C6BF5B0

SHA1L: 349FEE48A87F6CAB6E052B74CBE6GA4EFCIE9SESA

SHA-256: 879F80E29CADAFC74A8F911BB2725C9F8A99F932494457273DES57BF5E249394C

SHA-512: A9D20EDE1DE60B5351BC3F4317CB53454DD795194D949071EC97AC1D589B4988CD6F37E2738058FEDSAEF19AB583B2F09BA3EIOFA02064EEE38B6B74D868C8
C

Malicious: false

Preview:

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\8e417e79df3bf0e9 0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 558

Entropy (8bit):  5.625788624623151

Encrypted: false

SSDEEP: 12:xqTCtmCPLnsqTh7eL5CPLNVrqTMfQ5CPLN:AGoMnDiMnVuv5Mn

MD5: 6988E4A2906A49AA3303CFBE23FE02C7

SHA1L: 433A5DFA36AA384679AD6A9098F425E41986E07A

SHA-256: 7TE6C948EE07804D357AED084FB1AAD2462EEA1B717B1BCDDD1415807068DA485

SHA-512: CA169D7E12BF869B43670BB7F01845EF9A03C49D407A59D66D1EF8C72AAD427F5F98FE40BBEC13ADB8FOB15D508B44EED642AES6EFB547058DF60B6D35557F
6

Malicious: false

Preview:

C:\Users\user\AppDatal\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\Code Cachel\js\91cec06bb2836fa5 0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 621

Entropy (8bit):  5.601367285637151

Encrypted: false

SSDEEP: 12:zRMmKLsDOfjRMWQ9tOLsDxeRMoatvLsD:zzDObezDxefD

MD5: FE7EE665D0OFFSED1FBC95F5FB8605CES

SHAL: 4367CCE85588D91A1A5758A0B9641D1A8C03245D

SHA-256: E6C2B46555F8CF1CD02DB4ABF40A0F6A1EEES4AB6B26AG9ES576079FC932928EA

SHA-512: A4067220D0E05062D1E6DACC67BF6494A63D27AD275C1BBBBBAEEC7E488C6F78E17928C8CE3096D70009B6DD05D4DA7A8552252DCAFEECBDAFID5A66285A!
CCE

Malicious: false

Preview:

| =0 R A.Eo....... LS

C:\Users\user\AppData\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\Code Cache\js\927a1596c37ebe5e 0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
File Type: data
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C:\Users\user\AppData\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\Code Cache\js\927a1596c37ebe5e 0
Category: dropped

Size (bytes): 630

Entropy (8bit):  5.619228466218923

Encrypted: false

SSDEEP: 12:61JRbNzFoMVIIRhtV+FoMQIJROtuP2FoM:YVFFoMxH+FoMmPP2FoM

MDS5: CC45D338885CC922CD4DFE9FCBC06934

SHA1L: F2AD2277ACB0006F3EBOF3CB2231433EACO6EA67

SHA-256: 8D3CAC93D22CE01242B0F71BCA34F55EF35FCF04C577FB1FAFAA4AF3CDC2EDBB2

SHA-512: 1E9226C5D887DA776C812D16BA554A488EBOF602FE090BA451336617471C7BODDIB14FE6D7A1EG9443180E35386A3994F8F7B7AFD6D80BEESA97F5C5CC8F884I
Malicious: false

Preview:

IRLS

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\92c56fa2a6c4d5ba_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
File Type: data

Category: dropped

Size (bytes): 669

Entropy (8bit):  5.601174550967074

Encrypted: false

SSDEEP: 12:F8hRrROk/UWe2w8hRrROk/4vXmgge2gA/8hRrROk/2Rce2:UPJ/y25PJ/MR2qfPJ/cn2

MD5: 53F53E99C43DB1234A696941AA575BAB

SHA1L: E6E1062949F321DAAA5D648A83E383CE15D50BED

SHA-256: 81343054CF3F6050A1B57731CE3AQE0299DC6C445FCECO9EACE54887D6E8025E

SHA-512: 6E4CC41BDCFF17734C6EC22C1B1E5C43B706DA04D4924B9947DEF731B65E3329615440A47FC39FA8638F9D799400662D9633972B951E6BD3189EDI61FCEEABE
Malicious: false

Preview:

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cache\js\946896ee27df7947_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 639

Entropy (8bit):  5.697334298001777

Encrypted: false

SSDEEP: 12:ehRclerNJIC4IhRcdXfXrNJICYIIhRcaenYrNJIC:ehmJIC4lhehJICYuh/JIC

MD5: A26AC369C79C8BDA90DD31A8DEC1A9CE

SHA1L: 5F1ED2FC3435931E2A1931E3CCA6C39475D9ACT77

SHA-256: 5C921ACAAEA36B73954EF3804D2726FD375D8EF236BA1F4B6D19921AC81B4F46

SHA-512: 23C510CC29D85C2C5E12B8BDE7F74D086714656D2315DF64046DD18A1742983B3AFD495C4CA4F845BC7DFDB34AB9A743A3509515693D1E3FC8ABIACS57C8EC!
8

Malicious: false

Preview:

C:\Users\user\AppDatal\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\Code Cache\js\983b7a3da8f39a46 0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 624

Entropy (8bit):  5.600733058978801

Encrypted: false

SSDEEP: 6:mOEYOFLVEWdrlhuot/cOeFhLzgm2d/1TK6tGBOEY OFLVEWdrlhuss/XhhLzgm2dB:0RWk7Re4SRCMX3ReKcRNNGRe
MD5: 7ADD62E888F8DCIFE7CF55037D0DE116

SHAL: 2EB06B3B1EB239FC30A4EA5173CF50C5FAO8ELLE

SHA-256: AB3A265EEDA8514EBFAFESE81B20A827FE91553CB7504075C7599E98672D2CEA

SHA-512: 31CBEA3409435ED6155E34BD3AE2B89ABE9704ABE11E433A577937F3F7F2D36365731F079C610080C0514B4EA08D71D11C0C180B1F805346647EF92649BA416C
Malicious: false
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C:\Users\user\AppData\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\Code Cache\js\983b7a3da8f39a46 0

Preview:

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cacheljs\aba6710fde0876af 0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
File Type: data

Category: dropped

Size (bytes): 564

Entropy (8bit):  5.638414874503237

Encrypted: false

SSDEEP: 6:MAEIVYOFLVEW1KgKt/tLWhkx56uvp1TK6t92AEIVY OFLVEW1KS/ulQFf2kx56uvb:6JIKgep3KJIJIKiulK9+JIK2IwN

MDS5: 2625FD9116D6D711D2C860A9254AA7BF

SHA1L: 3CBE9DD3D678274BA9696A74DD83871FE2ADOBB6

SHA-256: 69639404BC95D1E2A53A6F67CCA3CCCC1D6A2989A84609DI5EO0E375EC471F5C6

SHA-512: 27231FO0E2A4FB7CDC2AAD8A4BC3496986E197F20E5B4551B74D6BCE44B48C3D72E8BO9EB3B6B3DBDCIECIF7E99EACI428E211CEA2E47F82D5CE4811E76135
A8

Malicious: false

Preview:

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\b6d5deb4812ac6e9 0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 214

Entropy (8bit):  5.608087085143884

Encrypted: false

SSDEEP: 6:mWYOFLVEWdBJvvusAal/UlyhUDLYtmOZn1TK6tq:xRBJ3tUeDcFZLY

MD5: 3E403BF3D244CBF7A61972A7628BC4ACE

SHA1L: D3C371A7D2C30F60265D6028047711D9264098BD

SHA-256: F1F6BA6BCE5C47CF5BBBAC660F8BBAE7F32C0963534A0940A75C55100827F256
SHA-512: 481F43D2AC82AFE676D48113173530C38B19C625FB6F93C9B39733FB700DAC92539E7136EA4E3E712AB227163746364464F0FBOFAF095C6614C721AACFAAG993
Malicious: false

Preview:

"#.D..AsB.A...t.q.W.EZ...1..[.zC.7mD..A..EO........c.c.coo. A.

C:\Usersl\user\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cacheljs\bba29d2e6197e2f4 0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
File Type: data
Category: dropped
Size (bytes): 633
Entropy (8bit):  5.63363288444617
Encrypted: false
SSDEEP: 6:msRPYOFLVEWIa7zp7pvF/KORVPUlTK6tssRPYOFLVEWIa7zp71kKI//MVPulTK6G:BPH/FK9RcBPH/kK1IMcAPHbagpEc
MDS5: 771EDD31E4F440B11F5B0100A4BF45A2
SHAL: 3563112FBFA728572A8BA387D23EFE4C20710DC8
SHA-256: 2220214C340FCB0O4CEA4FC9448C6423304A79D8BB4DF156E9BA5979B62DCB3D3
SHA-512: 73778F34FDCO03BB50F7C428867ECEE06CD487484678ADF6344EDE72416E848B32A6057D70BF089E3068C15FC64ES5AEBESBA37361BC7456D4E2E70C1B0A3C354
Malicious: false
Preview:
O\r..m......S...{j....._keyhttps://rna-resource.acrobat.com/static/js/libs/require/2.1.15/require.min.js ....<F'/.

o.
.A..Eo....
LPLALEO. A.Eo....... El......

C:\Users\user\AppData\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\Code Cachel\js\bf0ac66aeleb4a7f 0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
File Type: data

Category: dropped

Size (bytes): 208

Entropy (8bit): 5.586438294874944
Encrypted: false
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C:\Users\user\AppData\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\Code Cachel\js\bf0ac66aeleb4a7f 0

SSDEEP: 6:mKPYOFLVEWdENU9QOoI/HMiM3Y 1TK6tOQ:bJRTI3HMrOgQ

MDS5: 3B2E124CCCB0OD0542B1BB7A492E42D0D

SHAL: DF1E763BA5547D31EA6C9247EEC2CBFC5702CB8A

SHA-256: D6D083B688175A559B0C3CD15A869861D46774355F0D0A5B2B29720A8B392E4B

SHA-512: DEDE130124577B3069298C6832A8322F8F66046ECE667E2CABC7789A13BA4A373E6DBIFOB5BOA61EBA44A1723733BE9F95A058DC038BFBEF1424D64B148EE3C
E

Malicious: false

Preview:

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cacheljs\cf3e34002cde7e9c_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
File Type: data

Category: dropped

Size (bytes): 208

Entropy (8bit):  5.558767027520876

Encrypted: false

SSDEEP: 6:MQt6EYOFLVEWdccAHQ7ZV//LUJBRCh/41TK6tW:XRc9y9XLUDI/Eo

MDS5: EB378D01055529351F61F3BO0F11C853

SHAL: A99444C6B209CD6FF1A395F8731BCIBO3C1F2EDC

SHA-256: 2488DF4D63786F6EECA3F86B73BBDB3078D9652723496C712FAEC4CF68B49F0E

SHA-512: A941F984C1EOBC7EF09FA884F157D3AFA82DBB5FES86CEDSEG3A9206E241D6A1215F48EES5167416638FE82545642E313F45CIE6186EF724EADIB60EB3B3806C:
Malicious: false

Preview:

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\d449e58ch15daafl 0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 462

Entropy (8bit): 5.605580839692195

Encrypted: false

SSDEEP: 6:mgs6XYOFLVEWdFCi5mhu2/Rkn10ULIF4r1TK6trf2qs6XYOFLVEWdFCiSmhuGHIo:bs6xRkiMCZLIFAnNs6xRkigULIF4ny

MD5: 513CBDD13A36F37BC54836EE29E3E850

SHA1L: DC8AC0902E9B14055D9B9DC8DF47D2CABE0957B6

SHA-256: 7A497B33487DC5C3B26BB69AF96984C91829711BA991681F1175A4907A8404D2

SHA-512: A9D251EFE2F50F766768578D8462E40A2CEFDAE3DEF60F75FBES4C3328AF33B52B96BCDCB30AF830D84C59AC83BED961DD6A51D456DC52DE3377B8A6F3DF6
9A

Malicious: false

Preview:

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cache\js\d88192ac53852604_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 215

Entropy (8bit):  5.5312597217325195

Encrypted: false

SSDEEP: 3:m+IPHYs8RzYOCGLVHKWBGKUKjXKXgjuSKPWFvgK/I/dYkCh8rculisLKSm1TK5kp:mhYOFLVEWd/aFuQal/al941TKe6tfl

MD5: 2D962F1A48CEDC40667AEE532D69D87F

SHAL: A3A16F18031A3DF7CB212859319E82318657F340

SHA-256: OFC523EF7692B63BD49A7D8E4351F010EE3FF1D838F9375823D462F15212CC04

SHA-512: 6DF57C4AB670A4E6B6DOCAAAEG6200DAAD5B66F7FDE9BE212E3BCEOCCC22FES8776A39A8A950C4A619739E152350D318B61592674B30BB8E76415C93251A69!
8

Malicious: false

Preview:

C:\Users\user\AppData\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\Code Cachel\js\de789e80edd740d6 0
Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
File Type: data
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C:\Users\user\AppData\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\Code Cachel\js\de789e80edd740d6 0
Category: dropped

Size (bytes): 208

Entropy (8bit):  5.5408438328989815

Encrypted: false

SSDEEP: 6:mMR9YOFLVEWd7VIGXOdQzI/SBhBoBMqVd3G4K41TK6tc:2DRUR6tSMBIVA2kK

MDS5: 6828BABCE1D5280B5A20A680326CA7DD

SHA1L: B490143F2428164515AB5B9416B9BDOBE233935E

SHA-256: 2E1C253B6D759809C9A80D04464081FF681D20750630976109116F62FE18F206

SHA-512: C7470C46F86DD2D3894CF6080BE860085C4B3C0OF410C11C070A4E026144DA89D8D773CEC14FD94E2B5F55E20E0C94ADDFCEB88661E8241BAA00B4C0027E5F61
B

Malicious: false

Preview:
O\r..m......P...y.p....._keyhttps://rna-resource.acrobat.com/static/js/plugins/app-center/js/plugin.js ..(.<F'/....."#.D.1@.SB.A..y.$..$.v5}...T...z.]..._S....A..EO..ccurrrrrrnn A..Eo..
..... qZ0........

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\fOcf6dfa8alafa3d_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
File Type: data

Category: dropped

Size (bytes): 624

Entropy (8bit):  5.6140269328726955

Encrypted: false

SSDEEP: 6:mkqYOFLVEWd8CAJIQMF/dVuA424r1TK6tYI12kqY OFLVEWA8CAdIQgF//sktuA42B:+RQDNmrn+IORQINirnY2RQ9tcGGhrnS

MD5: 52D14A7C9AFDD89BCBFDEC308061CD81

SHA1L: 24DOAD5DAA7DAD3EAA31B6DD20CESC5B34690C31

SHA-256: BDBBDF29FF649A4C79B9E6455DF813EF8352F41A69422DE8885AC8E37814DDCF

SHA-512: C751CD08827D515F22D51F4B8EDB78F193DF32B68B16ABA1F88F9350B92DD2BE49D039DC41FDDB8ASFB8FI179CIF7310A2B8ESDCID3E7D876B73EF29280AF1
1

Malicious: false

Preview:

"#.D.D..sB.A#..@..k(v.8¢..5.~_...]Pj.*..6.A.EO.....c.ccoconn. A.Eo...
"#.DM.y.sB.A#..@..k(v.8g..5.~_....]Pj.*..6.A..E0
_keyhttps://ra-resource.acrobat.com/static/js/plugins/signatures/js/plugin.js .$..<F'/....."#.D|.C.sB.A#..@..k(v.89..5.~_....]Pj.*..6.A.

C:\Users\user\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cacheljs\f4a0d4ca2f3b95da_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 210

Entropy (8bit):  5.527441119512295

Encrypted: false

SSDEEP: 6:moXXYOFLVEWJENUAUM/fCgYAyC8n1TK6t+/I:xhRTOqC7Qol

MD5: 164186C50A46BA9050FBE394A7988D3E

SHA1L: B88577BC1630C27618C73FCD5AD6BA33032DFDA2

SHA-256: 83D6B4A95F25E0BABAEECES7E1BD2BA11B7EA4982D6D08B296D84F6CIF5F5BDS

SHA-512: 379D747F989E640267F3495DE03890FD8D3A7E6139AC204E95BECCD88EA9285928E1D42CC20EEDD5B168D8F6991F7C5BE470C4EF8DOCFE84FB87A9E1BC78C/
4

Malicious: false

Preview:

C:\Users\user\AppData\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\Code Cacheljs\f941376b2efdd6e6 0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 663

Entropy (8bit):  5.652937091839928

Encrypted: false

SSDEEP: 12:nRrROk/VtaMmtRrROk/VxXgm2RrROk/VIk+mUI:nPJ/otPJ/d2PJ/3

MD5: B36B994F5EB92B636CB7D909D3A96792

SHAL: 37D7ADCC8B722BBAB562B7E31DCB0B319906A422

SHA-256: B020B2538FFABB3577A4BFOBC6A82AC6F07535C0335DA32BFF7F180A3DFA2FAF
SHA-512: 668A336165B16DC361A00814613B16EC798FD626AB030A02E93F4BDABCO1E3832E13183969F9ACO274E678066CB8F29093CB6FC35A4A7775ADFIE22C667110BF
Malicious: false
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C:\Users\user\AppData\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\Code Cache\js\f941376b2efdd6e6 0

Preview:

b.
"#.DW?".sB.A .J.ev.....N~..6.b....$.j;:C.. ALEO.....coccenenn. A.Eo.....N........

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cache\js\f971b7eda7fa05c3_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
File Type: data

Category: dropped

Size (bytes): 210

Entropy (8bit):  5.5515427218033

Encrypted: false

SSDEEP: 6:mZ/IXYOFLVEWdccAWUWI/0+Adm9741TK6tF:gxRcwthAdu7E

MDS5: BO1DAAF3D8CES4FEE6E547097663EF1F

SHAL: 808425B260D2F6193DC776829223F8D14DBEE5S38

SHA-256: 9D3F6E931E0A7C714F14957233329E62977300257B4D74A40E89BEC1C4B66FBC

SHA-512: 00ECD4597E3539DDEE6AE157A8D58A9396E87848A8F450A01C27A704345FC0248CEAEID8A64B4BD2A24D36783EDIBCDD5F1FA1504A8B2682934F03C7093D21%

Malicious: false

Preview:
o\r.m.....R...F....... _keyhttps://rna-resource.acrobat.com/static/js/plugins/scan-files/js/selector.js .~".<F'/....."#.D..@.sB.A...U.....>P.. X..x..0U.~m.X. K. A..EO.....cccecvnne A.E
[o R.....

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cache\js\fd17b2d8331c91e8 0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 204

Entropy (8bit):  5.549825164136099

Encrypted: false

SSDEEP: 3:m+lUg18RzYOCGLVHKWBGKUKjXKrAUWIKPWFvNfvt/vB6shog+Nem1TK5ktul:mMOYOFLVEWdwAPVunfvt/sIn1TK6tu

MD5: 7B799798C5263412650BAB85A3DF1CDD

SHA1L: 132D7433218A6C92DD6AC29FD5BD14DE835C07D1

SHA-256: 6A11C3556D5B48E8CB879EBOEEE92F6D84FCFEGE7CF723D84478D8AB1184AB39

SHA-512: A14CAF5163771ECD83391CA3079C21C6BFC1B4D8066719DF2D8B735FE81BB845E9B09FAODF3951922950F8C8989F3E4CE91DCA5DE4EEG903E7EO0DG6F2C23DA
4

Malicious: false

Preview:
O\r.m......L...Ey....._keyhttps://rna-resource.acrobat.com/static/js/plugins/homel/js/selector js ....<F'/...."#.DL.).sB.A....k...F..D..O.n;[.Im....=. . A..EO........coeunnnn A.Eo....

C:\Usersl\user\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Code Cacheljs\fdd733564de6fbcb_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 212

Entropy (8bit):  5.652964366632491

Encrypted: false

SSDEEP: 6:m3PXYOFLVEWdBJIVYQTt/4QaRzhcsBXIh1TK6t:mxRBJQ21YRDBO

MDS5: 1273821F51EBA7D5A4167ABD5177705B

SHA1L: ADOA5F7064C25A4791EASEF7112B59B9D4245C4F

SHA-256: 7TFFD4A3B8941F289AA31EB7418D67595FA9F9D726A8CD6BD0875671ADFSEOF2A

SHA-512: 8E7337AAEEBEB719F3C3484754EF38FE632C2877366D30AB7F3B77ADD6BB19E94973F0934849D9E4D69897CBOD45A461A9BDF52A91721E4BD8DOEGSFBF55D7¢
6

Malicious: false

Preview:
O\r.m......T......z...._keyhttps://rna-resource.acrobat.com/static/js/plugins/activity-badge/js/plugin js .F..<F'/..."#.D..?.sB.A..k..".N3.... .d.$[.... {A.EO.....c.ccocoo.. A.E
[ R%.........

C:\Users\user\AppDatal\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\Code Cacheljs\febb41df4ea2b63a_0

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
File Type: data

Category: dropped

Size (bytes): 684

Entropy (8bit): 5.603610008346174

Encrypted: false

SSDEEP: 12:3RrROk/sevcCRrROk/s37cwfRrROk/swBcr:3PJ/gCPJ/H4PJ/w

MD5: 04DB62823789FA4AC82827AF28179725

Copyright Joe Security LLC 2021 Page 19 of 29



C:\Users\user\AppData\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\Code Cacheljs\febb41df4ea2b63a_0

SHA1L: BB9E613CF75ADE02382EA2E03BOECF83B423AB03

SHA-256: 1COBF53CF36353F86C230B149A5EDEE2944FF6A8B31567126D73960E67F10249

SHA-512: 0CAF3C83571AFBDE6610026F81EBCDC68EFOBB7595661B8C956A15FECC4DB129555256 CDCBFE4EC8227F45AD16C502A0453FC29096B8FB7A41BFEEF3DFA49
27

Malicious: false

Preview:

SB.A....9Q].80.z...=

ct/js/plugin.js .x".<F'/.

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiIDC\Acrobat\Cache\Code Cacheljs\index-dir\temp-index

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
File Type: Maple help database

Category: modified

Size (bytes): 1032

Entropy (8bit):  5.101304580999396

Encrypted: false

SSDEEP: 24:gSPM9uBPMzI3nhFOq0fDwtEzc6cfGmPHYPHbkDyxejNOR:mMPJIRF6fDIEzc6cfGmPHyPbkDyxex+

MDS5: B7C4D40EE6649D26A3CBAD3901A3E6EE

SHA1L: 214A702BA6DC3F4AC76C646B3ESBBF874EDBDCSA

SHA-256: 6D76CC721E45C4F48793DEDFO03ADB60C847396FCO5CFIC67616406A48CD8137

SHA-512: 935034AA9B9A7D09435CC52130F61ABD142AE18C4CD035222122D9036D3FCBC93A926C860CD15DAEEEED6F11F8D20A7BI9EEOEEBD65CB467BA150CD609A45
F2

Malicious: false

Preview:
...... z.oy retne....)

2.2..@.<F/
{@..<F....

C:\Users\user\AppData\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\Code Cacheljs\index-dir\the-real-index (copy)

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdArCEF.exe

File Type: Maple help database

Category: dropped

Size (bytes): 1032

Entropy (8bit):  5.101304580999396

Encrypted: false

SSDEEP: 24:9gSPM9uBPMzI3nhFOqOfDWtEZzc6cfGmPHYPHbkDyxejNOR:mMPJIRF6fDIEZc6cfGmPHYPbkDyxex+

MD5: B7C4D40EE6649D26A3CBAD3901A3EGEE

SHA1L: 214A702BA6DC3F4AC76C646B3ESBBF874EDBDCS5A

SHA-256: 6D76CC721E45C4F48793DEDF003ADB60C847396FCO5CF9C67616406A48CD8137

SHA-512: 935034AA9B9A7D09435CC52130F61ABD142AE18C4CD035222122D9036D3FCBC93A926C860CD15DAEEEED6F11F8D20A7B99EEOEEBD65CB467BA150CD609A45
F2

Malicious: false

Preview:

C:\Users\user\AppData\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\LOG

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: ASCII text

Category: dropped

Size (bytes): 289

Entropy (8bit):  5.1622460750735275

Encrypted: false

SSDEEP: 6:mgJpVq2Pwkn2nKuAI9OmbnIFUtp1Jh+gZmwP1JIXIkwOwkn2nKuAI9OmbjLJI:FIzvYfHAahFUtplJihz/P1J45JfHAaSJ

MD5: 7A5819DB72CD769F686CD6049D08AFC4

SHAL: D0357C40731543D8863426F387A7030B5447F6F4

SHA-256: DF4E7F6ESE272BCF833CF76D4E504E262819F71FB10C86A9C88896396BC2EEED

SHA-512: 4FOBE11292AD085F83129FE3DF7A40B2456 CCE2DAC9178BBE9125B66E6DDC8F891A7DF701E20B6A964FFBBDDBD8FAB7321A06D49B50D96257A3F89B7EBAGL(
33

Malicious: false

Preview:

2021/08/04-01:21:55.005 680 Reusing MANIFEST C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache/MANIFEST-000001.2021/08/04-01:21:55.006 680
Recovering log #3.2021/08/04-01:21:55.007 680 Reusing old log C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache/000003.log .
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C:\Users\user\AppData\LocalLow\Adobe\AcroCefIDC\Acrobat\Cache\LOG.old (copy)

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe
File Type: ASCII text

Category: dropped

Size (bytes): 289

Entropy (8bit):  5.1622460750735275

Encrypted: false

SSDEEP: 6:mgJpVq2Pwkn2nKuAI9OmbnIFUtp1Jh+gZmwP1JIXIkwOwkn2nKuAI9OmbjLJ:FJIzvYfHAahFUtplJhz/P1J45JfHAaS]

MDS5: 7A5819DB72CD769F686CD6049D0BAFCA

SHA1L: D0357C40731543D8863426F387A7030B5447F6F4

SHA-256: DF4E7F6E5E272BCF833CF76D4E504E262819F71FB10C86A9C88896396BC2EEED

SHA-512: 4FO0BE11292AD085F83129FE3DF7A40B2456 CCE2DAC9178BBE9125B66E6DDC8F891A7DF701E20B6A964FFBBDDBD8FAB7321A06D49B50D96257A3F89B7EBAGL(
33

Malicious: false

Preview:

2021/08/04-01:21:55.005 680 Reusing MANIFEST C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache/MANIFEST-000001.2021/08/04-01:21:55.006 680
Recovering log #3.2021/08/04-01:21:55.007 680 Reusing old log C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache/000003.log .

C:\Users\luser\AppData\LocalLow\Adobe\AcroCefiDC\Acrobat\Cache\Visited Links

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 1310720

Entropy (8bit): 0.008399703044392193

Encrypted: false

SSDEEP: 24:TmbsmbPXytHwytHwytHwytHwytHwytHwytHwy: TmwmEHRHRHRHRHRHRH

MD5: 05C31564F5D129E37A363E150A042D4D

SHAL: FA62CA0C75E503D2C5E83FE48A9846CD48FFF480

SHA-256: 64044EFOEAABC2CCALF6D5E32B8C1AD305D642A8AF7F91C89CACC2BF8642C5D1

SHA-512: 895CB367D69A3A2D619868DBDA6DAOEBSFFDC20D6B9B2740E7CAE3FIEDI1F29BFBIDBASFAG8E72998E92AE68B66BAB551A53B48575B3CD1C27ABE3C923ELF
DAA

Malicious: false

Preview:

C:\Users\luser\AppData\LocalLow\Adobe\Acrobat\DC\Connectorlcons\icon-210804005158Z-195.bmp

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

File Type: PC bitmap, Windows 3.x format, 117 x -152 x 32

Category: dropped

Size (bytes): 71190

Entropy (8bit):  2.7945748953082794

Encrypted: false

SSDEEP: 768:LPjE4WBV/8VacMOMt6RXly2e6bMjzB0+ReFh:HoYYROMgBsD60HK+8Fh

MD5: 64FC6EA23EF5DC55CF652DB164628A31

SHA1L: 42884BA4B430DC42306191761005661BF1AD3DC6

SHA-256: 979B46F8CBB54FEBA8491196EB01DC73B6A2A023834973B08D701B6F8F40F9D3

SHA-512: 246C5B575DAB75A5D3C616951A2569D07750C77BEF5B393E34751A9FD1103738E54173DA9BCA49EDB610B4381C15DF88D8D4820A6D7EBOA24D1740F2D6DFDF
B

Malicious: false

Preview:

Y OO - 0 GO0V 0000000000000 OO

C:\Users\user\AppData\LocalLow\Adobe\Acrobat\DC\ReaderMessages

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

File Type: SQLite 3.x database, last written using SQLite version 3024000

Category: dropped

Size (bytes): 32768

Entropy (8bit):  3.446988739967349

Encrypted: false

SSDEEP: 96:k49IVXEBodRBKWCgOOh1CKV49IVXEBodRBKWCg20h1CKF49IVXEBodRBKkWCg20h+:HedRBoedRBAedRBgedRB+
MD5: 8343AA2836ECB833F904C1428E6CES14

SHAL: E31592D62B7B2FAFODEC3962D186F7E2F5E8FA3C

SHA-256: A3C5A02B43C86C5C78CF72C5F5A3881FCC5E1EBOD11A7405B34AFDCAEDI95A523
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C:\Users\user\AppData\LocalLow\Adobe\Acrobat\DC\ReaderMessages

SHA-512:

Malicious:

Preview:

A3F49EC7058D7B13AA75F52BFC2466F4A149282D51F0E3C4BB31519BOF915BEE16COF43AFD5A189454286DB25CB1333F5BOBEBC99B3D3D3FCD11D1EESA78DA
F

false

SQLite FOrmat 3......@ .ovveeeeeieeeeee s $....o Toveens B L U 250 T OO P USSP USRS PPURRTRPPIIN

C:\Users\luser\AppData\LocalLow\Adobe\Acrobat\DC\ReaderMessages-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

data

dropped

34928

3.3147821451298762

false
96:KCgOOhZCPF949IVXEB0odRBKhCgOOh1CKVt49IVXEBodRBk2Cg20h1CKrd49IVXE+:PiedRB2SedRBJCedRBlyedRBL
2207AB020B42D385C3C55D021249162A

52412E3E2120B083DC8A606651EF99B3CADI76B4
B90BB1F5DDF8B54BBE3CE94917881712898064990ECB4A65B2A0C2304DACCSEB

E497FB985B3A89CEF4BA27AB92693D97EC85A226A174C16F089DA573370C809D9EEF73D07ECE6DFEBB24F97000ED7B2CC7BE6G880C935CC87A0A84DE4D25386¢
9

false

C:\Users\luser\AppData\Local\Adobe\Acrobat\DC\AdobeCMapFnt19.Ist (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

PostScript document text

dropped

157979

5.174259815365338

false
1536:amNTjRIaRIQShhp2VpMKRhWal1lquVJzlzofqG9ZOADWplttawvayKLWbhVG3++:RNj3aRIQShhp2VpMKRhWallquVJX+
159ACCAFBA209FBC642499809CE2B513

6D94F57B63CE3BE71EDFB081ECB848B7D06EB2BE
ACE286E29DFDB19080E514F3447F46EOE4ED658263AC209A9B4BBCECC36139D3

E02BD1B88C1188CBBD4D6C1F5B31A44A278B213D991C6E9B9B06C620D66B1290DFBDF6D7BF92082D51A146C8AF772DAAG59F9C2DC0A416C6BA9BE14B8ICGE
B8

false

%!Adobe-FontList 1.16.%Locale:0x409..%BeginFont.Handler:WinTTHandler.FontType: True Type.FontName:Marlett. FamilyName:Marlett. StyleName:Regular. MenuName:
Marlett.StyleBits:0.WeightClass:500.WidthClass:5.AngleClass:0.FullName:Marlett. WritingScript: Roman.WinName:Marlett. FileLength:27724.NameArray:0,Win,1,Marlett.Na
meArray:0,Mac,4,Marlett.NameArray:0,Win,1,Marlett.%EndFont..%BeginFont.Handler:WinTTHandler.FontType: True Type.FontName:ArialMT.FamilyName:Arial. StyleN
ame:Regular.MenuName:Arial.StyleBits:0.WeightClass:400.WidthClass:5.AngleClass:0.FullName:Arial. WritingScript:Roman.WinName:Arial.FileLength:1036584.N
ameArray:0,Win,1,Arial. N\ameArray:0,Mac,4,Arial. NameArray:0,Win, 1,Arial. % EndFont..%BeginFont.Handler:WinTTHandler. FontType:TrueType. FontName:Arial-Bold
MT.FamilyName:Arial.StyleName:Bold. MenuName:Arial.StyleBits:2.WeightClass:700.WidthClass:5.AngleClass:0.FullName:Arial Bold.WritingScript:Roman.WinName:Arial
Bold.FileLength:980756.NameArray:0,Win,1,Arial. NameArray:0,Mac,4,Arial Bold.NameAr

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\AdobeFnt16.Ist.7112

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

PostScript document text

dropped

157979

5.174259815365338

false
1536:amNTjRIaRIQShhp2VpMKRhWallquVJzlzofqG9ZOADWplttawvayKLWbVG3++:RNj3aRIQShhp2VpMKRhWallquVJIX+
159ACCAFBA209FBC642499809CE2B513

6D94F57B63CE3BE71EDFB081ECB848B7D06EB2BE
ACE286E29DFDB19080E514F3447F46EO0E4ED658263AC209A9B4BBCECC36139D3

E02BD1B88C1188CBBD4D6C1F5B31A44A278B213D991C6E9B9B06C620D66B1290DFBDF6D7BF92082D51A146C8AF772DAA659F9C2DCO0A416C6BAIBE14B8ICEE
B8

false
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C:\Users\user\AppData\Local\Adobe\Acrobat\DC\AdobeFnt16.Ist.7112

Preview:

%!Adobe-FontList 1.16.%Locale:0x409..%BeginFont.Handler:WinTTHandler.FontType:TrueType.FontName:Marlett. FamilyName:Marlett. StyleName:Regular.MenuName:
Marlett.StyleBits:0.WeightClass:500.WidthClass:5.AngleClass:0.FullName:Marlett.WritingScript: Roman.WinName:Marlett. FileLength:27724.NameArray:0,Win,1,Marlett.Na
meArray:0,Mac,4,Marlett. NameArray:0,Win,1,Marlett.%EndFont..%BeginFont.Handler:WinTTHandler.FontType:TrueType.FontName:ArialMT.FamilyName:Arial. StyleN
ame:Regular.MenuName:Arial.StyleBits:0.WeightClass:400.WidthClass:5.AngleClass:0.FullName:Arial. WritingScript:Roman.WinName:Arial.FileLength:1036584.N
ameArray:0,Win,1,Arial. NameArray:0,Mac,4,Arial. NameArray:0,Win,1,Arial.%EndFont..%BeginFont.Handler:WinTTHandler.FontType: TrueType.FontName:Arial-Bold
MT.FamilyName:Arial.StyleName:Bold.MenuName:Arial.StyleBits:2.WeightClass: 700.WidthClass:5.AngleClass:0.FullName:Arial Bold.WritingScript: Roman.WinName:Arial
Bold.FileLength:980756.NameArray:0,Win,1,Arial. NameArray:0,Mac,4,Arial Bold.NameAr

C:\Users\luser\AppData\Local\Adobe\Acrobat\DC\AdobeSysFnt19.Ist (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

PostScript document text

dropped

157979

5.174259815365338

false
1536:amNTjRIaRIQShhp2VpMKRhWallquVJzlzofgG9ZOADWplttawvayKLWbVG3++:RNj3aRIQShhp2VpMKRhWallquVJIX+
159ACCAFBA209FBC642499809CE2B513

6D94F57B63CE3BE71EDFB081ECB848B7D06EB2BE
ACE286E29DFDB19080E514F3447FA6EOE4ED658263AC209A9B4BBCECC36139D3

E02BD1B88C1188CBBD4D6C1F5B31A44A278B213D991C6E9B9B06C620D66B1290DFBDF6D7BF92082D51A146C8AF772DAAG59F9C2DC0A416C6BA9BE14B8ICGE
B8

false

%!Adobe-FontList 1.16.%Locale:0x409..%BeginFont.Handler:WinTTHandler.FontType: TrueType.FontName:Marlett. FamilyName:Marlett. StyleName:Regular.MenuName:
Marlett.StyleBits:0.WeightClass:500.WidthClass:5.AngleClass:0.FullName:Marlett. WritingScript:Roman.WinName:Marlett. FileLength:27724.NameArray:0,Win,1,Marlett.Na
meArray:0,Mac,4,Marlett. NameArray:0,Win,1,Marlett.%EndFont..%BeginFont.Handler:WinTTHandler.FontType: TrueType.FontName:ArialMT.FamilyName:Arial. StyleN
ame:Regular.MenuName:Arial.StyleBits:0.WeightClass:400.WidthClass:5.AngleClass:0.FullName:Arial. WritingScript:Roman.WinName:Arial.FileLength:1036584.N
ameArray:0,Win,1,Arial. N\ameArray:0,Mac,4,Arial. NameArray:0,Win,1,Arial. %EndFont..%BeginFont.Handler:WinTTHandler.FontType: True Type.FontName:Arial-Bold
MT.FamilyName:Arial.StyleName:Bold.MenuName:Arial.StyleBits:2.WeightClass:700.WidthClass:5.AngleClass:0.FullName:Arial Bold.WritingScript:Roman.WinName:Arial
Bold.FileLength:980756.NameArray:0,Win,1,Arial. NameArray:0,Mac,4,Arial Bold.NameAr

C:\Users\luser\AppData\Local\Adobe\Acrobat\DC\Cache\AcroFnt19.Ist (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

PostScript document text

dropped

9566

5.226610011802065

false
192:eTA2j6Q6T766x6260z6r606+6bfs6JtRZ65tsu6rtG16IMXY5B5CTk:es4p0vTLcdflfsmtRZEtsuatG1gMizV
63B24EA3A13EAC476D6309BB202EF459

89502C393549C20C933E4553F51F74F3DBEOSSEF
2B4BEOBED267BBD4E4FFFC912A6C7ED6A8D4735DCFIB69FFI0F37CDDEF4110EA

2CB315DD00867DEE3A2CBC4017B59C53B41E817216FE0111A60947E1FOD81FF6767D8F7B5C406AAFIEG516BE716A086642AFFABBEFBE4C5B260437C89E3535E
C

false

%!Adobe-FontList 1.16.%Locale:0x409..%BeginFont.Handler:DirectoryHandler.FontType:CMap.CMapName:ldentity-H.Registry:Adobe.Ordering:Identity. OutlineFil
eName:C:\Program Files (x86)\Adobe\Acrobat Reader DC\Resource\CMap\Identity-H.FileLength:8228.FileModTime:1426577652.%EndFont..%BeginFont.Handler:Dire
ctoryHandler.FontType:CMap.CMapName:ldentity-V.Registry:Adobe.Ordering:ldentity. UseCMap:Identity-H.OutlineFileName:C:\Program Files (x86)\Adobe\Acrobat
Reader DC\Resource\CMap\ldentity-V.FileLength:2761.FileModTime:1426577652.%EndFont..%BeginFont.Handler:DirectoryHandler.FontType: Typel.FontName:Adob
ePiStd.FamilyName:Adobe Pi Std.StyleName:Regular.FullName:Adobe Pi Std.MenuName:Adobe Pi Std.StyleBits:0.WritingScript:Roman.OutlineFileName:C:\Program
Files (x86)\Adobe\Acrobat Reader DC\Resource\Font\AdobePiStd.otf.DataFormat:sfntData. UsesStandardEncoding:yes.isCFF:yes.FileLength:92588.FileModTime
:1426577650.WeightClass:400.WidthClass:5.AngleClass:0.DesignSize:240.NameArray:0,Mac,4,Adobe Pi Std.

C:\Users\user\AppDatal\Local\Adobe\Acrobat\DC\Cache\AdobeFnt16.Ist.7112

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

PostScript document text

dropped

9566

5.226610011802065

false
192:eTA2j6Q6T766x6260z6r606+6bfs6ItRZ65tsubrtG16IMXY5B5CTk:es4pOvTLcdflfsmtRZEtsuatGlgMIzV
63B24EA3A13EAC476D6309BB202EF459

89502C393549C20C933E4553F51F74F3DBEOSSEF
2B4ABEOBED267BBD4E4FFFC912A6C7ED6A8D4735DCFIB69FFI0F37CDDEF4110EA

2CB315DD00867DEE3A2CBC4017B59C53B41E817216FE0111A60947E1FOD81FF6767D8F7B5C406AAF9EG516BE716A086642AFFABBEFBE4C5B260437C89E3535E
C

false
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C:\Users\user\AppData\Local\Adobe\Acrobat\DC\Cache\AdobeFnt16.Ist.7112

Preview:

%!Adobe-FontList 1.16.%Locale:0x409..%BeginFont.Handler:DirectoryHandler.FontType:CMap.CMapName:Identity-H.Registry:Adobe.Ordering:ldentity.OutlineFil
eName:C:\Program Files (x86)\Adobe\Acrobat Reader DC\Resource\CMap\ldentity-H.FileLength:8228.FileModTime:1426577652.%EndFont..%BeginFont.Handler:Dire
ctoryHandler.FontType:CMap.CMapName:ldentity-V.Registry:Adobe.Ordering:ldentity.UseCMap:ldentity-H.OutlineFileName:C:\Program Files (x86)\Adobe\Acrobat
Reader DC\Resource\CMap\ldentity-V.FileLength:2761.FileModTime:1426577652.%EndFont..%BeginFont.Handler:DirectoryHandler.FontType: Typel.FontName:Adob
ePiStd.FamilyName:Adobe Pi Std.StyleName:Regular.FullName:Adobe Pi Std.MenuName:Adobe Pi Std.StyleBits:0.WritingScript:Roman.OutlineFileName:C:\Program
Files (x86)\Adobe\Acrobat Reader DC\Resource\Font\AdobePiStd.otf.DataFormat:sfntData.UsesStandardEncoding:yes.isCFF:yes.FileLength:92588.FileModTime
:1426577650.WeightClass:400.WidthClass:5.AngleClass:0.DesignSize:240.NameArray:0,Mac,4,Adobe Pi Std.

C:\Users\luser\AppData\Local\Adobe\Acrobat\DC\UserCache.bin

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

data

dropped

63598

5.4331110334817385

false

768:PCbGNFY GpiyVFiIC0ZHbm3h/6f2WZxAjIXZYEA0UHLQQYyu:JOGpiyVFihHbm3R6f2zYEA/IBK
ODFFDDEFF6FC78D54CF34F941951611E

95EFE700D08A72FF68EE4316573309A11CB46C35
6C8190897870867E5A2FA262652F70592A8EC20EFB728606E941334913A144E8

2D29E7DB2CD500CF29985BD8E7287155BA42A5D8053AA8DE3B01C5FB2C74B983C61A465D91D34EE3DD8FE19F9C67D535911C1BBO0OE9BEA4EGOAS0252CFB33¢
B

false

4.382.88.FID.2:0..........F:AgencyFB-Reg.P:Agency FB.L:$.........ccccovruennn. "F:Agency FB.#.94.FID.2:0..........F:AgencyFB-Bold.P:Agency FB Bold.L:%.............c.c.cc...... "
F:Agency FB.#.82.FID.2:0.........:F:Algerian.P:Algerian.L:$............ ..RF:Algerian.#.93.FID.2:0:........:F:ArialNarrow.P:Arial Narrow.L:$.............cccccceen "F:Arial Narr
ow.#.107.FID.2:0:........:F:ArialNarrow-Italic.P:Arial Narrow Italic.L:$

"F:Arial Narrow.#.116.FID.2:0:
L:$. "F:Arial.#.89.FID.2:0
"F:Arial.#.98.FID.2:0..........F:Arial-B

:F:ArialNarrow-Boldltalic.P:Arial Narrow Bold Italic.L:%
F:Arial-ItalicMT.P:Arial ltalic.L:$...........cccccvnine "F:Arial.#.85.FID.2:0

"F:Arial Narrow.#.75.FID.2:0:........:F:AriaMT.P:Arial
.......F:Arial-BoldMT.P:Arial Bold.L:$.......ccocoovvviennnne.

C:\Users\luser\AppData\Roaming\Adobe\Acrobat\DC\Security\ES_session_store

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

data

dropped

200

6.934613832614919

false
3:NIm3TnZ1PWNmIkP/wklQOpVou3ms8xKGL8sP8PJJYwfZEmaNAkllidQPeuWr2DW:wdKinJ+VFWVxvRPAYwWfZEmapQHu7W
5899D998731A4A9337869D49C04FD8DB

15859C86F73A4F8DFEF2C64F4A9833F02242D893
A0127D63E20482835F839E787AC3B684BD65EF1FDD1D381810240E3F94876AB6
2C4010EF24D15FEF70055980FCC4927CF629ADB9A5820D3A0670FF4542F6A39633D3198F2684A2B0A8F319BB315F80E062307419662723D020FD2F6D49BESIF1

false

.SV...@..hC-H.QE..|...Is.....0..L.k.'T.U......epaCp\w.f+......U.h3.s.+1.M-.. ... Y.d.{....Coooo I IML=BJQV..F...) .. A 2. ........_CR...Y....M.C..|.....0.2.U{....X.J..J

C:\Users\user\AppData\Roaming\Adobe\Acrobat\DC\Security\ES_session_storei

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

MS Windows COFF PA-RISC object file

modified

1328

7.8586600085802205

false
24:FDVDuHhOUDVNs90LbglAUNYn/fVtBUG6/HOKZP2ZWedbpUQK:FDVQhOIseHGRc/TBW/UKUEY 2t
FADA58794E43BC05D7FBFB49300A3D25

AO89EB6F634C19B95A804EBBDDB8854316DD87AF
B81A2359D689BF6611E529F93A285E3E1827D07E8953DFA92CDEOF85646136C0
8374395D425C550F42DDEOFB614B0918BD61FA763B2A94A32FCBSEA913CDC97A8FD6202FE6DSEA01A4204DES213A1140C91D9639585408C198AF9D8591198C6!

false

JLveveo(.n $0 . E 7> 3D K%.g. Ye....... 5.NY2.5.4..b...... -
....R.h.0....6.R..SX........ ER.QL...<"s.zf.eb..M;..1....TX.....J.Y {u.....i..42\[.q.... #.ZZs.uT..(.h9...r...} =.RA...ZF.rc...u..t...0).'n.t) W.C...[$.},aC.6....i.. 2w&rB{..NH9...5..
D........pB.pw..Ks.O.B....... Vo> %..G."4)...v0..0....,(~..Ti.B;.e....4..A;..1B..0......2.]..W.S..Bu........b.}..9..].dVER.0.......[.&.:&).."<....8.......$.6yl...4W. ........
.Vie....|.c;.... xR+K.d....4:~. *MVs.%.rO...b....... J..F...H.Rk.0.0..Pi.....<_..C.......... *kB"y.L..0....0......H.7..4n..Z..&...0....pV...r.f}.....
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Static File Info

General

File type: PDF document, version 1.3

Entropy (8bit): 7.86570748230752

TriD: e Adobe Portable Document Format (5005/1)

100.00%

File name: CUNA-uncashed check.pdf

File size: 253039

MD5: 8bc64f6d8200077dd1b20dch60e6b07a

SHA1: 6d2cbe3e6fc619376d906f6d4b95eb71b80e0c19

SHA256: ff391ed81da3dbflb72b40e0939193af6e9d6a67f1445dd3
f3d45f0d2279d89%e

SHA512: 6b68c487fba84592c055aff148a8704ac4844bea7b7b43b
80a7f8e204ecc92e344del7e133433a484f3532c46b8eal
98b53595f8c7fl4a2abdc2d520a4da2698

SSDEEP: 6144:ChODCANBT2t8bciQTbHjUCITEQDpNCvVYiafDgl:

File Content Preview:

9DCAB2t3IArZTvIvhl

%PDF-1.3.%............ 3 0 obj.<< /Filter /FlateDecode /Len
gth 55 >>.stream.x.+T.T(T..H-IJN-OM.Q(....... ). k...
......y.T.endstream.endobj.1 0 obj.<< /Type /Page /Pare
nt 2 0 R /Resources 4 0 R /Contents 3 0 R /MediaBox [0
0 1332 1722].>>.endobj.4

File Icon
POF
Icon Hash: 74ecccdcd4ccecfo
Static PDF Info
General
Header: %PDF-1.3
Total Entropy: 7.865707
Total Bytes: 253039
Stream Entropy: 7.864289
Stream Bytes: 251745
Entropy outside Streams: 0.000000
Bytes outside Streams: 1294
Number of EOF found: 1
Bytes after EOF:
Keywords Statistics
Image Streams
ID DHASH MD5 Preview
5 737278337f4f39bb 67a41f86893701e25a798ba2366f34d R cua muruaL GRovP &
7

Network Behavior

Network Port Distribution
Copyright Joe Security LLC 2021 Page 25 of 29



Network Port Distribution

UDP Packets

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code

Aug 4, 2021 8.8.8.8 192.168.2.4 0x52b2 No error (0)
01:22:01.610728979
CEST

Code Manipulations

Statistics

Behavior

@ Click to jump to process

System Behavior

Name CName Address Type Class

a-0019.a.d a- CNAME IN (0x0001)
ns.azurefd.net 0019.standard.a- (Canonical name)
msedge.net

Analysis Process: AcroRd32.exe PID: 6992 Parent PID: 5820

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Moved

Registry Activities

Key Created

Key Value Created

Copyright Joe Security LLC 2021

01:21:41

04/08/2021

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe
true

‘C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe' 'C:\Users\u
ser\Desktop\CUNA-uncashed check.pdf'

0x10a0000

2571312 bytes
B969CFOC7B2C443A99034881E8C8740A
true

true

C, C++ or other language

moderate

Show Windows behavior

Show Windows behavior
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Analysis Process: AcroRd32.exe PID: 7112 Parent PID: 6992

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

01:21:42

04/08/2021

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe
true

'C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe' --type=renderer
Iprefetch:1 'C:\Users\user\Desktop\CUNA-uncashed check.pdf'

0x10a0000

2571312 bytes
B969CFOC7B2C443A99034881E8C8740A
false

false

C, C++ or other language

Reputation: moderate
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Analysis Process: RdrCEF.exe PID: 1372 Parent PID: 6992

General

Start time: 01:21:48

Start date: 04/08/2021

Path: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

‘C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RArCEF.exe' --bac
kgroundcolor=16514043

0x1150000

9475120 bytes
9AEBA3BACD721484391D15478A4080C7
true

true

C, C++ or other language

Reputation: moderate
File Activities Show Windows behavior
File Read
Analysis Process: RdrCEF.exe PID: 6540 Parent PID: 1372

General

Start time: 01:21:51

Start date: 04/08/2021

Path: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

Wow64 process (32bit): true

Copyright Joe Security LLC 2021
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Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

'‘C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --typ
e=renderer --log-file="C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\Acr
0oCEF\debug.log' --touch-events=enabled --field-trial-handle=1720,680379653453977
5004,11392875392024183128,131072 --disable-features=VizDisplayCompositor --disable-
gpu-compositing --service-pipe-token=16643864859160111475 --lang=en-US --disable-pack-|
oading --log-file="C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF
\debug.log' --log-severity=disable --product-version='"ReaderServices/19.12.20035 Chrome/80
.0.0.0" --device-scale-factor=1 --num-raster-threads=2 --enable-main-frame-before-activation --
service-request-channel-token=16643864859160111475 --renderer-client-id=2 --mojo-plat
form-channel-handle=1716 --allow-no-sandbox-job /prefetch:1

0x1150000

9475120 bytes
9AEBA3BACD721484391D15478A4080C7
false

false

C, C++ or other language

Reputation: moderate
File Activities Show Windows behavior
Analysis Process: RdrCEF.exe PID: 6336 Parent PID: 1372

General

Start time: 01:21:53

Start date: 04/08/2021

Path: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

‘C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdArCEF.exe' --type=gpu-
process --field-trial-handle=1720,6803796534539775004,11392875392024183128,131072 --
disable-features=VizDisplayCompositor --disable-pack-loading --log-file="C:\Program Files
(x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\debug.log' --log-severity=disable --product-
version="ReaderServices/19.12.20035 Chrome/80.0.0.0" --lang=en-US --gpu-preferenc
es=KAAAAAAAAACAAWABAQAAAAAAAAAAAGAAAAAAAAEAAAAIAAAAAAAAACGAA
AAEAAAAIAAAAAAAAAAOAAAAAAAAADAAAAAAAAAAOAAAAAAAAAAQAAAAAAAAA
AAAAAAFAAAAEAAAAAAAAAAAAAAABGAAABAAAAAAAAAAAQAAAAUAAAAQAAAAA
AAAAAEAAAAGAAAA --use-gl=swiftshader-webgl --log-file="C:\Program Files (x86)\Ad
obe\Acrobat Reader DC\Reader\AcroCEF\debug.log' --service-request-channel-token=
8013375785811497341 --mojo-platform-channel-handle=1744 --allow-no-sandbox-job --
ignored="--type=renderer ' /prefetch:2

0x1150000

9475120 bytes
9AEBA3BACD721484391D15478A4080C7
false

false

C, C++ or other language

Reputation: moderate
File Activities Show Windows behavior
Analysis Process: RdrCEF.exe PID: 3436 Parent PID: 1372

General

Start time: 01:21:56

Start date: 04/08/2021

Path: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

Wow64 process (32bit): true

Commandline:

Copyright Joe Security LLC 2021

‘C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe' --typ
e=renderer --log-file="C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\Acr
0oCEF\debug.log' --touch-events=enabled --field-trial-handle=1720,680379653453977
5004,11392875392024183128,131072 --disable-features=VizDisplayCompositor --disable-
gpu-compositing --service-pipe-token=7474857484354196562 --lang=en-US --disable-pack-lo
ading --log-file="C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\
debug.log' --log-severity=disable --product-version='"ReaderServices/19.12.20035 Chrome/80.
0.0.0" --device-scale-factor=1 --num-raster-threads=2 --enable-main-frame-before-activation --
service-request-channel-token=7474857484354196562 --renderer-client-id=4 --mojo-platform-
channel-handle=1840 --allow-no-sandbox-job /prefetch:1
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Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

0x1150000

9475120 bytes
9AEBA3BACD721484391D15478A4080C7
false

false

C, C++ or other language

Reputation: moderate
File Activities Show Windows behavior
Analysis Process: RdrCEF.exe PID: 6532 Parent PID: 1372

General

Start time: 01:22:00

Start date: 04/08/2021

Path: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Disassembly

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

true

‘C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RArCEF.exe' --typ
e=renderer --log-file="C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\Acr
oCEF\debug.log’ --touch-events=enabled --field-trial-handle=1720,680379653453977
5004,11392875392024183128,131072 --disable-features=VizDisplayCompositor --disable-
gpu-compositing --service-pipe-token=14789584177783671881 --lang=en-US --disable-pack-I
oading --log-file="C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF
\debug.log' --log-severity=disable --product-version='"ReaderServices/19.12.20035 Chrome/80
.0.0.0' --device-scale-factor=1 --num-raster-threads=2 --enable-main-frame-before-activation --
service-request-channel-token=14789584177783671881 --renderer-client-id=5 --mojo-plat
form-channel-handle=1980 --allow-no-sandbox-job /prefetch:1

0x1150000

9475120 bytes
9AEBA3BACD721484391D15478A4080C7
false

false

C, C++ or other language

moderate

Show Windows behavior

Joe Sandbox Cloud Basic 33.0.0 White Diamond
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