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Windows Analysis Report http://eprocurement.corona.c...
Overview

General Information Detection Signatures Classification

Sample URL:  http://

eprocurement.corona.com. | MALICIOUS | Snort IDS alert for network traffic (e....
/ t2/#/login/ .
cofeprocuremen oo HiVILL boedy: centains low/number: ofi ...
Analysis ID: 468973
Eoundiframes
Infos: Qs _

HTTP
Most interesting Screenshot:

m——— “ae

Score: 48
Range: 0-100
Whitelisted: false
Confidence: 100%

Process Tree

= System is wl0x64

. G chrome.exe (PID: 4372 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automation 'http://eprocurement.corona.com.co/eprocuremen
t2/#/login/' MD5: C139654B5C1438A95B321BB01AD63EF6)
. G chrome.exe (PID: 3204 cmdline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1568,7010085048450573434,11052940507831535884,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1692
Iprefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

g

Click to jump to signature section
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Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

Mitre Att&ck Matrix

Initial Access Execution Persistence
Drive-by Windows Path
Compromise Management  Interception
Instrumentation
Default Scheduled Boot or
Accounts Task/Job Logon
Initialization
Scripts
Domain At (Linux) Logon Script
Accounts (Windows)

Local Accounts At (Windows)  Logon Script

(Mac)

Behavior Graph
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

@ eprocurementca
C @ eprocurement.corona.com.co/eprocurement2/#/login

Chrome is being controlled by automated test software.

Waiting for eprocurement corona.cam.co..

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
hitp:/feprocurement.corona.com.co/eprocurement2/#/login/ 0% Virustotal Browse
hitp:/feprocurement.corona.com.co/eprocurement2/#/login/ 0% Avira URL Cloud safe

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches
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https://www.virustotal.com/gui/url/6f9478548b62c6fdb483dd7d259b407266c2a5bf60b7bf990bda8c3570965c09/detection/u-6f9478548b62c6fdb483dd7d259b407266c2a5bf60b7bf990bda8c3570965c09-1558057404

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http://eprocurement.corona.com.co/eprocurement2/#/login//( 0% Avira URL Cloud safe
http:/f 0% Avira URL Cloud safe
eprocurement.corona.com.co/eprocurement2/fonts/walkway/walkwaysemibold_regular_macroman/styles

heet.css

http://eprocurement.corona.com.co/eprocurement2/scripts/directives/sociedadesFilterDir.js 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/scripts/controllers/pagosCtrl.js 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/scripts/directives/documentosTiposDir.js 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/bower_components/angular-sanitize/angular- 0% Avira URL Cloud safe
sanitize.j

http://eprocurement.corona.com.co/eprocurement2/scripts/directives/comentariosDir.js 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/scripts/controllers/portafolioCtrl.js 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/bower_components/angular-route/angular-route.js 0% Avira URL Cloud safe
http://corona.com.co/F 0% Avira URL Cloud safe
http://corona.com.co/y?0 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/scripts/controllers/menuTopCtrl.js 0% Avira URL Cloud safe
http://corona.com.co/# 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/scripts/controllers/menulLatCtrl.js 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/scripts/controllers/facturasCtrl.js 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/scripts/directives/upload.js 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/bower_components/angular-resource/angular- 0% Avira URL Cloud safe
resource.js

http://eprocurement.corona.com.co/eprocurement2/scripts/controllers/prehomeCtrl.js 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/scripts/services/comParams.js 0% Avira URL Cloud safe
http://corona.com.co/5 0% Avira URL Cloud safe
http://corona.com.co/2 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/scripts/services/portafolioSrv.js 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/scripts/controllers/lenguajeCtrl.js 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/scripts/directives/sociedadesTodasFilterDir.js 0% Avira URL Cloud safe
http:ff 0% Avira URL Cloud safe

eprocurement.corona.com.co/eprocurement2/fonts/walkway/walkwayultrabold_regular_macroman/Walkw
ay_UltraBold-webfont.ttf

http://eprocurement.corona.com.co/eprocurement2/scripts/controllers/loginCtrl.js 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/scripts/controllers/forgotpasswCtrl.js 0% Avira URL Cloud safe
http://https://dns.google 0% URL Reputation safe
http://eprocurement.corona.com.co/eprocurement2/#/login/W 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/scripts/services/docsHomeSrv.js 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/scripts/controllers/homeCtrl.js 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/bower_components/angular/angular.js 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/scripts/controllers/proyeccionesCtrl.js 0% Avira URL Cloud safe
http://https://www.google.com; 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/scripts/directives/centroFilterDir.js 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/scripts/controllers/configuracionCtrl.js 0% Avira URL Cloud safe
http:/feprocurement.corona.com.co/eprocurement2/ 0% Avira URL Cloud safe
http:/feprocurement.corona.com.co/eprocurement2/Servicios/Parametros.svc/ObtenerURLS 0% Avira URL Cloud safe
http:/f 0% Avira URL Cloud safe
eprocurement.corona.com.co/eprocurement2/#/logineprocurement.corona.com.co/eprocurement2/#/lo

http:{fcorona.com.co/?0 0% Avira URL Cloud safe
http:/feprocurement.corona.com.co/eprocurement2/scripts/controllers/documentosCtrl.js 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/bower_components/angular-recaptcha/angular- 0% Avira URL Cloud safe
recaptcha.js

http://eprocurement.corona.com.co/eprocurement2/scripts/directives/documentosClasesDir.js 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/scripts/controllers/ordenesCompradorCtrl.js 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/scripts/controllers/ordenesProveedorCtrl.js 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/Servicios/Parametros.svc/ObtenerOpcionesLenguaje 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/#/login/2 0% Avira URL Cloud safe
http://https://www.google.com) 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/bower_components/jquery/dist/jquery.min.js 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/#/login/L 0% Avira URL Cloud safe
http://eprocurement.corona.com.co/eprocurement2/views/login.html 0% Avira URL Cloud safe
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Source Detection Scanner Label Link

hitp:// 0% AviraURL Cloud  safe
eprocurement.corona.com.co/eprocurement2/fonts/walkway/walkwaysemibold_regular_macroman/Walk
way_SemiBold-webfont.ttf

http:/feprocurement.corona.com.co/eprocurement2/bower_components/angular-sanitize/angular- 0% Avira URL Cloud safe
sanitize.js

http://eprocurement.corona.com.coh 0% Avira URL Cloud  safe
http:/fcorona.com.co/ 0% Avira URL Cloud safe
http:/feprocurement.corona.com.co/eprocurement2/bower_components/angular-bootstrap/ui-bootstrap- 0% Avira URL Cloud safe
tpls

http:/feprocurement.corona.com.co/eprocurement2/bower_components/angular-resource/angular- 0% Avira URL Cloud safe
resource.j

http:// 0% Avira URL Cloud safe
eprocurement.corona.com.co/eprocurement2/fonts/walkway/walkwayultrabold_regular_macroman/styles

heet.css

http:/fcorona.com.co/DUt 0% Avira URL Cloud safe
http:/feprocurement.corona.com.co/eprocurement2/bower_components/ng-grid/ng-grid-2.0.11.min.js 0% Avira URL Cloud safe
http:/feprocurement.corona.com.co/eprocurement2/bower_components/angular-bootstrap/ui-bootstrap- 0% Avira URL Cloud safe
tpls.js

http:/fcorona.com.co/zB 0% Avira URL Cloud safe
http:/feprocurement.corona.com.co/eprocurement2/images/main-bg.jpg 0% Avira URL Cloud safe
http:/feprocurement.corona.com.co/eprocurement2/bower_components/angular-recaptcha/angular- 0% Avira URL Cloud safe
recaptcha

http:/feprocurement.corona.com.co/eprocurement2/scripts/directives/estadosFilterDir.js 0% Avira URL Cloud safe
http://https://iwww.google.comh 0% URL Reputation safe
http:/feprocurement.corona.com.co) 0% Avira URL Cloud safe
http:/feprocurement.corona.com.co/eprocurement2/bower_components/angular-bootstrap/ui-bootstrap.js 0% Avira URL Cloud safe
http:/feprocurement.corona.com.co 0% Avira URL Cloud  safe
http:/feprocurement.corona.com.co/eprocurement2/#/login/2: 0% Avira URL Cloud safe
http:/feprocurement.corona.com.co/eprocurement2/scripts/directives/ng-table.js 0% Avira URL Cloud safe
http:/feprocurement.corona.com.co/eprocurement2/bower_components/bootstrap/dist/css/bootstrap.css 0% Avira URL Cloud safe
http:/feprocurement.corona.com.co/eprocurement2/scripts/directives/proveedoresFilterDir.js 0% Avira URL Cloud safe
http:/feprocurement.corona.com.co/eprocurement2/scripts/directives/table2excel.js 0% Avira URL Cloud safe
http:/feprocurement.corona.com.co/eprocurement2/bower_components/angular-animate/angular- 0% Avira URL Cloud safe
animate.js

http:/feprocurement.corona.com.co/eprocurement2/scripts/app.js 0% Avira URL Cloud safe
http:/feprocurement.corona.com.co/eprocurement2/scripts/services/lenguajeServ.js 0% Avira URL Cloud safe
http:/fcorona.com.co/w 0% Avira URL Cloud safe
http:// 0% Avira URL Cloud safe

eprocurement.corona.com.co/eprocurement2/#/login20eprocurement.corona.com.co/eprocurement2/#/

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
gstaticadssl.l.google.com 142.250.186.131 true false high
eprocurementcoronacomeo 20328119 me me  ukiown
WWW.COrona.com.co 13.90.152.140 true false unknown
accounts.google.com 172.217.18.109 true false high
www.google.com 142.250.185.164 true false high
clients.l.google.com 216.58.212.174 true false high
googlehosted.l.googleusercontent.com 216.58.212.161 true false high
clients2.googleusercontent.com unknown unknown false high
clients2.google.com unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation
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Name Malicious Antivirus Detection Reputation

http://https://Iwww.google.com/recaptcha/api2/bframe?hl=en&v=Eyd0Dt8h04h7r-D86UAD1JP- false high
&k=6LfV28YUAAAAAEKBQPmMRvpzmIvOFyzeW-77R00r1&ch=610xzjr4baok
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Name

Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Contacted IPs

Public

Domain

Country Flag ASN Name Malicious

239.255.255.250 unknown
142.250.185.164
172.217.18.109

142.250.186.131

216.58.212.161
content.com

216.58.212.174

Private

P
192.168.2.1
127.0.0.1

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Cookbook file name:
Sample URL:

Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Warnings:

Simulations

Copyright Joe Security LLC 2021

www.google.com
accounts.google.com
gstaticadssl.l.google.com  United States

googlehosted.l.googleuser United States

clients.l.google.com

Reserved 7] unknown unknown false
United States = 15169 GOOGLEUS false
United States = 15169 GOOGLEUS false
= 15169 GOOGLEUS false
= 15169 GOOGLEUS false
United States = 15169 GOOGLEUS false

33.0.0 White Diamond

468973

20.08.2021

18:09:08

CloudBasic

Oh 4m 16s

false

light

browseurl.jbs
http:/feprocurement.corona.com.co/eprocurement2/#/login/
Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
16

o ©o o o

e HCA enabled
e EGA enabled
e AMSI enabled

default

Timeout

MAL
mal48.win@28/254@6/9

e Adjust boot time
e Enable AMSI

Show All
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Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

451603

5.009711072558331

false

12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzvRKhGvw]
A78AD14E77147E7DE3647E61964C0335
CECC3DD41F4CEA0192B24300C71E1911BD4FCE45
0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0OE8I3FA

DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5FAEF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7EBE10648EA8321
01

false

low

BDic.... ....6...."..Z..4g....6.2...{/...3...5.... AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF | AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\user\AppData\Local\Google\Chrome\User Data\0ec02da6-850b-4a0d-bd02-ead688e4544c.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
modified

367899

6.015155259652736

false

6144:4/RgS2KiFH+075AQ8Acx6ZaurE5/EDnJpAl9SeefNqWF4iVx/9LPeq/1LHmM/dBa:fS2KiFHt5AIxzurRDn9nfNxF4ijZVtio
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C:\Users\user\AppData\Local\Google\Chrome\User Data\0ec02da6-850b-4a0d-bd02-ead688e4544c.tmp

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

3724D5EFAB39D76688FD749D6389486D
46EO0F85F8030F9C42C2CE1BF57969F2CD6382147
697A985A32B89F7EFE367C03349E42473A9671252F9E1EF6C7865E3D05035545

2CB2FA60D3657CDFA4A9C33F71D87EEESF14FCEBOE0889DE0289637CAA3B76ECOE16D4A2ADEED89211D5CAE75E423DEED6C5CAFS84EBABSE96BBA7DB182¢
C882

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.6295082053136e+12,"network":1.629475807e+12,"ticks":5435325277.0,"uncertainty":4424541.0}},"os_crypt":{"encrypted_key":"RFB
BUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABUPWY 4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCT7IWC|BYxXIY/Ds1S6cdCxIJW6iSr1QfjoK
IVKoVEQ4EAAAAAABAAAAAAGAAIAAAADIPMIiIGKkWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNxMAAAAK+RpovfP61NtBSnOpQgPMjPTyt2T1WPeru9i3yP05z
NVEjOuCRDWfONruG9ricX1kAAAADBIKtQIKY2z38GdfaF7dW2ZLcAMHOX20EKBg8ZJG9lsuMexxChB4M8HFpyb0Bpréaxpi+zmMIXt76noTOxFzKN"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13245950075941677"},"policy":{"last_statistics_update":"132739818008279

C:\Users\luser\AppData\Local\Google\Chrome\User Data\4527ce78-a868-4316-943d-f69f9cb50aa0.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

367899

6.015154747323968

false
6144:j/RgS2KiFH+075AQ8Acx6ZaurE5/EDnJpAl9SeefNqWF4iVx/9LPeq/1LHmM/dBa:qS2KiFHt5AIxzurRDn9nfNxF4ijZVtiO
C64EC23DD7551FF3140C33DB534F7FC8

88408543F492F4175648DA1BA5CDE8100B0012F5
B521D42E989DAD40CAC0A243CE2A74BC7329F60AEBFE8846DCD2C52C672E8CIE

CA83AF45183711E7B70A8313E13435AB38BBBBOE0924A03E3FC27ED41F3FD6B4EDAE48265F47A3928E24A9570D82C3F4CD15D69B9098A2209A0209A3E6A9FBA
B

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.6295082053136e+12,"network":1.629475807e+12,"ticks":5435325277.0,"uncertainty":4424541.0}},"os_crypt":{"encrypted_key":"RFB
BUEKBAAAAOIlyd3wEVORGMegDAT8KX6WEAAABUPWY 4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCTIWC]BYxIY/Ds1S6cdCxJW6iSr1QfjoK
IVKoOVEQ4EAAAAAABAAAAAAGAAIAAAADIPMIIGKWKdrfU+zeMpOLPS1eDxLpcgjY P2R/ndeCNXxMAAAAK+RpovfP61NtBSNOpQgPMjPTyt2T1WPeru9i3yP05z
NVEjOuCRDWfONruG9ricX1kAAAADBIKtQIKY 2z38GdfaF 7dW2ZLcAMHOX20EKBg8ZJG9lsuMexxChB4M8HFpyb0Bpréaxpi+zmMIXt76noTOxFzKN"},"password_mana
ger:{"os_password_blank":true,"os_password_last_changed":"13245950075265799"},"policy":{"last_statistics_update":*132739818008279

C:\Usersluser\AppData\Local\Google\Chrome\User Data\91051bca-c677-4747-a562-10e688502dch.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

92724

3.737676601237838

false
384:jLUrn9uMdhm3yNnrOvTI3EDFgH5cGYHrC9Hfx0x958rGHmM2B+JX3PgOxxvNulPOw:0K110J0EQe3TRdwv3S1Kn9b1C
B68063C12A906833324F86E9A4C3A689

EF2AEBE3408383E7ADAA2D599F4A2AC7EC04660D
D7601E368EAEE39A0CB38898598E9AFDOF28DF68BA61BDEB7BD826A77E746FAQ

043630DF60576DF61DD4EAB7C5F3E5C52816038262EASAAB18DCDB1E481BEBF309C71608B9DE10B02A48E8600FB1BC10B46A7935CC70C22DE33F39DD90132C
E

false

low

...C..\.P.R.O.G.RA~1\M.I.LC.R.O.S.~.1\Offic.el6\GCRO.O.VEEX.D.LL.PL...%.pro.gram.files%.\m.cro.s.o.ft .officeloffic.e
.g.r.o.ov.eex.dll..Micros.o.ft .Office. .20.1.6..*. .Micr.oso.ft .O.neD.urive. for. B.usines.s. Extens.ions....16..0..4711..10

.0.0. .C.\P.R.O.G.RA~1\M.I.CRO.S.~.1\0ffic.el.6\G.R.O.0O.V.EEEX..D.L.L...Micr.o.s.o.ft .Co.rp.oration..1C8.D..C.:.\P.ro.gram. .Files\C.o
.m.m.o.n. .F.iles\M.cros.0ft .Shared\O.FFICE.1l6\ms.0shext.dl.@...U/..%.comm.o.np.ro.gramfiles.%.\m.icro.s.oft share.d\o.f
ficel6.\...msoshext.dll..Micros.o.ft Offic.e.)..Micros.o.ft Office. .Shell Extens.ion. Handlers.....16..0..4.26.6..1.0.0.1...D..C
2\P.rogram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

120

3.3041625260016576

false

3:FkXYDu6cR9ITXYDu6cRIITXYDUBCRIN:+YB66CRATXYB6CRATXYBE6CRI
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

569FA64ACAA310B1DE1A6250CC7356B0

14251450C245F8612958BF94779E8B72AE6D6213

AEE20ADEBF2D35EBBA39BE2DC391B0OE5966EFCB4AFDC971BB3A18115C929F563
850914A053EF541046B29260266C17FEFF2466A87784394F9AB3B565D2EALE656F61F02BDB78FIF9676E90365F837F3709BCC0856B3B844256848F477250E0C7
false

low

SAPC....cvoviiirne 8..2E.".N_.sdPC........ceceevrenne 8..2E.".N_.sdPC.......ccceceevnrnnne 8..7E."..N_.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\198e2f7a-0e58-49cf-b2d1-d9cef7f143ae.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5072

4.968522802511846

false

96:nMr50G9pSKI41k0ICKLBFXYkx112bOTQVuwn:nMrJ9pSWC4AKOXYkx0
7FDBD454E852441E4DC9522C66C3F020
E87268BC51DDF90CAB7A6F507FCOEOABSD1C8B10
8B58B8C8D210A11A300B44D7698AB6269FD8864316554B97A0BD8FABCFEC8DF3

5C875089E79D1B933A1706C94AD0051E576B36CDFIEEB0911C2089BDECB3677CF75312CA54916ACFD40BE3BD4CF2DEDS528BCD732EC01314F194412CD8046E(
D1

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13273981801244371" "alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
,'o","o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length":["0","0","0","0","0","0","0","

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\28cc61c1-38d4-4376-a188-d873d69d705e.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5695

5.1789460619846714

false
96:nMrh/I9GtkSST1SKI41k0IJCKLBFXYkx112bOTQVuwn:nMrn9kGSWC4KOXYkx0
3C9752D95253E1C9C125CBEA066D0OC69
13FCCA1EDCED55F769615CFF4FD4FD131AC160C0
8FD483690BD5040E0D91D86BB21173DDA2DDF18B5013F93D5B1B4C866DDSEFEG

3BC780431AD985C6FB2E1501D982BBD1CC7494051A392BF080DFBF0025B5BC74F8341B75E4FDE715F0D12A06DFCDEGCE44A1B76FC6B6A0830D9AD520006080
2

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13273981801244371","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
'o","o0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0' 0","0","0"
'"0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length":["0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\3ce15c65-94df-47be-84bc-f8a2135820c8.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

874

5.555090599285287

false
12:YdDZ6Hk30+UAnNIvIdO6cY8rNgmh4r+UAnIEIIWCNNYj+UANIECMmMPR7N+UANIAGO: Y TEBHOUhHPkG1KUe9aUeCpp7wUWRUelQ
524D57A9B7294C54DF1B3395E7B6A382

81EAE3DI9F1714A79E056DC7F4F8CFD30A3A38807
75A87D16A182F2213E0920689833C0CB13F18173B81622D12D030E2854EDAE3B
C33465D505E2748A151B306DA5FA1B1871A52E53DE3B537D3938D0265747AF208E1DD5FCOEE89B634BOC83BC77489A4E47CCD2B3AC573559042C89E8799263D
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\3ce15c65-94df-47be-84bc-f8a2135820c8.tmp

Preview:

{"expect_ct":[],"sts":[{"expiry":1633013028.822833,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEYPIv4=","mode":"force-https","sts_include_subdomains"
:true,"sts_observed":1601477028.822838},{"expiry":1633013028.743725,"host":"nAuqgR4iEWti7SOdT3UHPI6rmZU/Dealm38P2020kgA=","mode":"force-https","sts_in
clude_subdomains":false,"sts_observed":1601477028.743728},{"expiry":1633013040.850112,"host":"SEdU0B7YUY9zZV+2DkgVXgho8WUvp+D+6KpeUOhNQIM=",
"mode":"force-https","sts_include_subdomains":false,"sts_observed":1601477040.850115},{"expiry":1661044206.866466,"host":"8/RrMmQICD2Gsp14wUCE1P8r7B2C
5+yE0+g79IPyRsc=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1629508206.866471}{"expiry":1633013028.952627,"host":"+ccWXqaoHJ
9hfuXbleKV6FQUrBlyXAJ31BdgjNQJpHs=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601477028.95263}],"version":2}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\69cefd61-9871-427e-8009-c22ab7579e10.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

16745

5.577602995804022

false
384:1kJt2LIF2Xd1kXgKf/pUZNCgVLH2HD+rUFOUI4LO:LLIMd1kXgKf/pUZNCgVLH2HfCrugVL
591862CB88FE968C6CC251898D278DB2
4411220F9411812427F2EC64C87091953345787D
410E07DF2624CF3741DBB73B3A0B70051AFD62E54F103EC6819E1E679B995251

ECCB7AC1AB1EC7CE9F990D9FFB900B2F3C628FCAE98844A4A1E96ESEO6F6FF199A7BFEO44EDAB39D156643D3212CCOACC19479CC88F5CF792E13316E7DELS
D72

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13273981800936372","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVHSfE1NaAA1/2JkPWKVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtipVScf3DjTYtKVL66mMzVG

ij]SOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\9d75e571-ad05-4bal-8f5e-d3a62e7b4e22.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2693

4.871599185186076

false
48:YXs2MHRzsoMHT5s0MHyKsTMHksrDys4Csb7synWsQItFsym6zs6zMHWLSZMH5YhV:+GDGTHGmMGHDW1/nOlbmOGIGGhVD
829D5654ADF098AD43036E24C47F2A94

506C8BA397509BA0357787950C538C1879047DF3
4D0B852D18FCA5C1A712904CF6DB3811FBI05E86D8A7508A2D42F9C8D68E2211

D9B18E6BOAD1ESE4BECFIE84BBE30D64730CFEC2CBEAF96D5DF52E28B907B03EADF22F020FBEOAS56D137A52F4F09798031BC6CA026CFABA979A608B3445DB
CAA

false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions"[],"expiration":"13248542600883925","port":443,"protocol_str*:"quic"}],"isolation":
[,"network_stats":{"srtt":40156},"server":"https://www.googleapis.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324854
2628822803","port":443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":30856},"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{
"advertised_versions":[],"expiration":"13248542600893104","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":25300},"server":"https://clients2.goog
leusercontent.com”,"supports_spdy":true} {"alternative_service":[{"advertised_versions":[],"expiration":"13248542600872791","port":443,"protocol_str":"quic"}],"isolation":

[1,"network_stats":{"srtt":34789},"server":"https://clients2.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"exp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9faaf35a-760c-4d87-a219-8b83caale3e9.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22595

5.536122898107141

false
384:1kJtVLIF2Xd1kXqKf/pUZNCgVLH2HD+UIJHGbNTKRul4p:MLImd1kXgKf/pUZNCgVLH2HfCrUtGbnt
34B879E233F7362CEC51F52E9CBA4217

ECD19727304EC88E1F4FA90EB3406CE9A4FBC860
EC776951988FD1BEF6BAEDF97F89600F4C95DFD61AAF8BCBB78730C6AFBID614

FEFABE319FD3804839CAC7276ED7919DFC8F8B59C1D6F57ADA1EFCC4B0926E98772F6DCE3F1B68FDCAGAD8CO353E784E8E62F55FE0A46BDD05B55430EC990
32

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9faaf35a-760c-4d87-a219-8b83caale3e9.tmp

Preview:

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[[},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13273981800936372","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSoAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

333

5.2032769112749735

false
6:mtmg2P923iIKKdKIRXXTZIFUtpWwhRRXZmMwWPWhRRFkwO923iKKAK9RXX5LJ:Pv45KK7XT2FUtpw9/PwP5L5KK7XVJ
64E71B1CE76AE6EE286120DE1B34756C

02F475606B6988584D4832FE6358E098CE8B48A4
9FD11DC7CEFFEE238E314937024841B69D67F307FB81D96A54830A25B2015095

70F46ESEED1A9605307634F99FB96A723F074EB14BD1C06D70C7E959C84D03A7C6786924B1AFCDCBEF9200BE2513CCFAG6BC5FA4F417D2E9BOEFC2470BCOCT
F5

false

low

2021/08/20-18:10:23.996 d44 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/0
8/20-18:10:23.998 d44 Recovering log #3.2021/08/20-18:10:23.998 d44 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDa
tabase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG.oldl (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

333

5.2032769112749735

false
6:mtmg2P923iIKKAKIRXXTZIFUtpwhRRXZmwPWhRRFkwO923iKKdK9RXX5LJ:Pv45Kk7XT2FUtpw9/PwP5L5KK7XVJ
64E71B1CE76AEGEE286120DE1B34756C

02F475606B6988584D4832FE6358E098CESB48A4
9FD11DC7CEFFEE238E314937024841B69D67F307FB81D96A54830A25B2015095

70F46ESEED1A9605307634F99FB96A723F074EB14BD1C06D70C7E959C84D03A7C6786924B1AFCDCBEF9200BE2513CCFAG66BC5FA4F417D2E9BIEFC2470BCOCT
F5

false

low

2021/08/20-18:10:23.996 d44 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/0
8/20-18:10:23.998 d44 Recovering log #3.2021/08/20-18:10:23.998 d44 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDa
tabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

317

5.144808412165509

false
6:m4Mq2P923iKKdKyDZIFUtp4FZZmwP3FPkwO923iKKdKyJLJ:Sv45Kk02FUtp4X/PX5L5KkWJ
D7B972CAE824E2C4EDDBC7F7252C0A2D
08CB5E4F86062A89D3CDOEA2CD9560CAFD1F41F7
A433D35D451C0E411C65E4DA2DDE14D296912EBDD4CDC2556CF86F46C92FF954

9DAASES57F4CAGAESAD64A3B82BCBBB0A352E45BD7898D7883F97591DAAA82D8A6DF1C40CEG5A31E76305D0EDC4A0BIE280C19B18AC373866674F5C585B437:
7F

false

low

2021/08/20-18:10:23.805 d44 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/08/20-18:
10:23.811 d44 Recovering log #3.2021/08/20-18:10:23.812 d44 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase
/000003.log .

Copyright Joe Security LLC 2021 Page 14 of 98



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 317

Entropy (8bit):  5.144808412165509

Encrypted: false

SSDEEP: 6:m4Mq2P923iKKdKyDZIFUtp4FZZmwP3FPkwO923iKKdKyJLJ: Sv45Kk02FUtp4X/PX5L5KKWJ

MDS5: D7B972CAE824E2C4EDDBC7F7252C0A2D

SHA1L: 08CB5E4F86062A89D3CDOEA2CD9560CAFD1F41F7

SHA-256: A433D35D451C0E411C65E4DA2DDE14D296912EBDD4CDC2556CF86F46C92FF954

SHA-512: 9DAASE57F4CABAEBAD64A3B82BCBBB0A352E45BD7898D7883F97591DAAA82D8A6DF1C40CE65A31E76305D0EDC4AOBIE280C19B18AC373866674F5C585B437:
7F

Malicious: false

Reputation: low

Preview:

2021/08/20-18:10:23.805 d44 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/08/20-18:
10:23.811 d44 Recovering log #3.2021/08/20-18:10:23.812 d44 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase
/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\020fa3a58dd7fd12_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 239

Entropy (8bit):  5.297956189080631

Encrypted: false

SSDEEP: 6:mUWVCcKG9tcVHVORPIAINA+S6eorSQYHo41vpK6t:pyGotiHign9korj+bvj

MD5: 3D1D2A3BF1BF5C91EB6C04876BD377C2

SHA1L: 9121A54B7C7C266A09644A7A07DC4DC09B057D02

SHA-256: 8722F762B35B6CEF011B6899121F03C99E1282DFE4424CF63999FC1816C8C70C

SHA-512: 91301B7EA6F256F71274ECCAEAAAACCEF8F36E2FF38DF7BD3A79226E8D20C21A74203706DF2B6A44CA0F3002922001A9F5741A1B97783D01C3B2CB913CD6FD!
4

Malicious: false

Reputation: low

Preview:
o\r.m.... ...._keyhttp://eprocurement.corona.com.co/eprocurement2/scripts/controllers/pagosCitrl.js .http://corona.com.co/.....(/......c..ccoeuenee t5..&...4kc....0...a...1..A
..Eo G.4.......A.Eo...

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\07e369fc32ee1lb10_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 438832

Entropy (8bit):  6.079045488883899

Encrypted: false

SSDEEP: 6144:VEglonjHh7N3VYXm6hZhbNb+8EssLThlUZuAZxr280ZLND9zBB0g22Er:Kg18jHzVYWSR6bWjU8IDVCp2k

MD5: 0ABA55CD8B485C74514CD64E31CEDC96

SHA1: C3DD4C863FDD201CAAAF51445C8F704F6A551FBD

SHA-256: DFA14F281974DD1BED89068E5D78D280C82B8783528F5510E5F4CESB567A858A

SHA-512: FD8D9B3213083F1E5E0A8450C5EC96BBE9591850CCDFEA717F7C8F2467DBE9931177BDBDB4D13418CCF6F5F6AC58965A432309C051337CD104C9CC98BEIELL
A

Malicious: false

Reputation: low

Preview:

. (S<.2.
S....Qb. H....QbV.. ..Qbf.. Qb.)7....d9....
xk....Qb.E......nA....Ql

ez
b.''m...X

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\09ba7bf6laa7cda7 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 253

Entropy (8bit): 5.402666993795864

Encrypted: false

SSDEEP: 3:m+INQAII08RzUIKGDhKWLIIHK7FOALVUOddNJISFvDmMdKXQie9YatlHCgPMOY4ApO:mOcKG9tY74eUOd7IAIRg7Y XrrBeRK6t
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\09ba7bf61laa7cda7 0

MDS5: 2A9A731C1DF391744AD2471B7EA6D7B1

SHA1L: FD1A8CACES5982553BC3680EDEAFFB5F39BCAEA49

SHA-256: 7C8DIEO3EODCICCEB2B465E5AA09BB1138485E04413C7DCIABO4D518C5EFC59C

SHA-512: 67FA12E0BD92C86351320E33CEBAEF863E0F517968DESAF80BIC21135F9C4871FFF92BDA79D976DA4D0A562115355A50FCAFCBE4F1B59E59D1D5FB5005333E,
0

Malicious: false

Reputation: low

Preview:
O\r..m......y....5......_keyhttp://feprocurement.corona.com.co/eprocurement2/bower_components/ng-grid/ng-grid-2.0.11.min.js .http://corona.com.co/.....(/............. Jovrnes x:.3i.0
Y.x.~&.....}0z{S..G.=nr.A..E0.......cocreu... ALEO..ccoiiin

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0a59411ccc4b0ed8 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 239

Entropy (8bit):  5.360752700576006

Encrypted: false

SSDEEP: 6:mUUXCcKG9tcVZ+kD7swlAibRyc5Cz/6uSYN6grQhK6t:pUrGotiZ+kknbAc5CzF6gM7

MD5: 5B4DFAB7372A62D581A175819F5F4B59

SHA1L: 3E2F854A58A79E9A55997A8449CA327EAFLIEB1B1

SHA-256: 6DB78674D6CC4565D2E9AB8A014C628981C6EDIBDFDF49D70EEE1A827C74924CE

SHA-512: 95012AF902EFFF85BF24A2874308DBB9455837ECC85D1828E5CC617CC34351550403F46511C0891149F97B35F3673F1F998639652A3FCIEF6867F3A208DOCESD

Malicious: false

Reputation: low

Preview:
O\r.m.....k........ _keyhttp://feprocurement.corona.com.co/eprocurement2/scripts/services/lenguajeServ.js .http://corona.com.co/<~...(/.......cc.cccceeurune r.tgvj....z4(.$..h.A
Eo...... W ALEO...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2231fflcdada9a2f 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 246

Entropy (8bit):  5.260829101681548

Encrypted: false

SSDEEP: 6:mscKGItcVHVAMIAINCIAXOfB5MG4K4xIZK6t:BGOtIHIpQKLMIT

MD5: 157DAF5AE3EDCD2ED4C817EF316BCF9A

SHA1L: 6F1A92F1C82A0C2443FD51BDF12AD99169D82714

SHA-256: D3E92FE372A4234D0B30D7464149B64C40A7F411925D09E434C64221752DE85C

SHA-512: D227D0C4629E3A278B440C90103D34AADBOED2EF3538E5156764C3AE1F76D5F50594B5DDB5482D02855C5741ABC1090E0F43D083A692E8178155D023D6COF55!

Malicious: false

Reputation: low

Preview:
O\r.m......r....;.w...._keyhttp://eprocurement.corona.com.co/eprocurement2/scripts/controllers/proyeccionesCtrl.js .http://corona.com.co/*...(J|........c.cccocuue e_.u.F.*g.
...C3.E/.].c.<A.EO0..ccceornnnnn ALEO...ci

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Code Cache\js\26f02519806f8a53_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 249
Entropy (8bit):  5.35931831995357
Encrypted: false
SSDEEP: 6:mollVcKGOtcVKCyW7FIAigfgPWItJ1VWL3prwZK6t://BGItIKCyWigfRtI1VWL3C
MD5: F990388800B83E710BB853DEYAF27B84
SHAL: 3F302E1FF3D0AB56D89110D45C37C755DA781524
SHA-256: BE4BD160BCB98D73D902DE022EE6A9EIB393259D42FFEBSE3E4BD4AB4E9D7196
SHA-512: C18E272F3ECOCF08A37CA1990CFCC82D8C573CC4F918937C5FE3D1199521BCOAB5FB1536123358935E1AD7D98CBE8637F538699FDCADE285EFE92F36087708/
Malicious: false
Reputation: low
Preview:
O\r..m......u....PD....._keyhttp://feprocurement.corona.com.co/eprocurement2/scripts/directives/proveedoresFilterDir.js .http://corona.com.co/.....(/........ccccceveun "....C..3

5MK.pE.u.....OGMMS3.,.A..Eo....... [EATO A B0,

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\2e383a7b77a2d0e8 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\2e383a7b77a2d0e8 0

File Type: data
Category: dropped
Size (bytes): 249

Entropy (8bit):  5.3925093560361415

Encrypted: false

SSDEEP: 3:m+IdR8RzUIKGDhKWLIIHK7FOALONVTdFVDmMAKXQio4YHtIHCY/IUMQS40QyP5mUq:mNcKGOtY 7411Aio4rYIBvhQm4InK6t

MDS5: 1D8C7E610C37927793F5D686EBAE8597

SHA1L: E05BDD7EB604DEA3DA303EEB4B25E9C58967F28C

SHA-256: 4703AEA7BOFDFD73C3A4B4E628E5B94E1B36934483C9A3000892B4E5B48C810B

SHA-512: 8AE61794872FD090E1C8853F128608F8E295901549C6EB8823B6B28A3FA416362B689725DB24B1AB3E47214E8ECB4F922F39E71E2E8C204A5AEFIE4440A2F37F5

Malicious: false

Reputation: low

Preview:
O\r..m......u....jwu...._keyhttp://eprocurement.corona.com.co/eprocurement2/bower_components/jquery/dist/jquery.min.js .http://corona.com.coll....(I............. L AU Dp.l......
MW......8..*~... A.Eo0.....(%=......... ALEO.oiiie

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\349424b612e655ad_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 239

Entropy (8bit):  5.304656004744919

Encrypted: false
SSDEEP: 6:mUICKG9tcVHJIIPIAI5SGedZ1AF9hm40ZK6t:pmGOtIH3EUSSIT
MD5: 4CED8960D88AD6D70B534B797D22362C
SHA1L: OE1B41E7282A6A53AB635FF7C40708AA85A9D4E3
SHA-256: 16CCO0AA4452B8F11AFDCI9EIB45BA479E17DD3F046976C10582BB62E912F0186
SHA-512: 227CC2D54B544317829B06989EDFE6B5965AC7686BD0054D11DE7D6354CE9CEDBAFAEC4001A8839708F6EF73879E164BA5604295EA1521A6950B829101F4275(C
Malicious: false
Reputation: low
Preview:
o\r.m.....Keoeee, _keyhttp://eprocurement.corona.com.co/eprocurement2/scripts/controllers/loginCtrl.js .http://corona.com.co/...(/...........c.co..... iz3\GJA6.....9..Q.gof....

"0)S..A.Eo......... don A.EO..coiiii

C:\Usersl\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\357bfb670947fc90_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 250

Entropy (8bit):  5.2918363729211935

Encrypted: false

SSDEEP: 3:m+ljaF8RzuUIKGDhKWLIIWp7HxrGKKmLATKkmdKXQiaSItIHCdIt76Mb9KjRIRKKkRg:mka+cKG9tcVHIUIAI/Nt+0KIWHNRK6t
MDS5: F2DCOE46014E69073F3365A2FDD3052E

SHA1L: A2FB740B06209B7FA97A7DB27FF47FASDDBD4E4A

SHA-256: DF932F925C7B69199A531CAE57AB3FFBO7D5EE9E8CE61369B5721C895F9C778B

SHA-512: F3E1FF38CB10F176E2C962E75557D9D004CE013D1E08DA48DBESE896407DF3FDI9A8027DEECB2F025020065F4F3F692A55B327D8987E9A623E97B7515567384D1
Malicious: false

Reputation: low

Preview:

O\r..m......v.....Z....._keyhttp://feprocurement.corona.com.co/eprocurement2/scripts/controllers/ordenesProveedorCitrl.js .http://corona.com.co/. X...(/.....ccccevvvvicennnnd] o
*Z/.N+|O.U_.X.[el....A.Eo......... I ALEO..ciiiiiin

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3732fd04034f266a_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 373

Entropy (8bit):  5.887019857776667

Encrypted: false

SSDEEP: 6:mFrYGLKAXNQKsAQxVgRusAO1v/QmL{SYnzlhK6tFe9Uy1K+h9lrgov/QmLfSYVP:yuhNQKXQE8sJF3I+9UDe9B3Z
MD5: 2086B192E5EB20E6C8740654356C863C

SHAL: 2574F8BCC402A0A407C5B5066F00714513E1FBOA

SHA-256: E8B7505F1DF65D8B20D3737070531DAF4F0973CC7759005462FFAESCC4658A3E

SHA-512: B305C4F1A106BBE6D8B16B049A1D34C092F424FA74726CC1807A7D01ESD71283314EB464408AE0C1E19F2BC0028A3EEFB8B50CE737136FOFOD620E9C83592F0|
Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3732fd04034f266a_0

Preview:
Oo\r..m......m.....(M...._keyhttps://www.gstatic.com/recaptcha/releases/Eyd0Dt8h04h7r-D86uUAD1JP-/recaptcha__en.js .https://google.com/.....(/.......cccevvvunene. _KLLAIE.S$(..
._VMt.[Q...A.Eo....... Al ALEO i (/.....A845C7057384860A438C4042FBBOEA7D55C7CB5E7DCOD4FC7C8DD7509F6EECE6._. K....A.IE..$(..._VMt..
[Q...A.Eo0.......... (I

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\41b187d3d01a4e16 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 241

Entropy (8bit):  5.3010274701616575

Encrypted: false

SSDEEP: 6:mpzPcKG9tcVHexIAi5i9A0HATNIJkmhCYoK6t:enG9tIHX5svHqi+

MD5: 3CECA8BB607B7740045474115BB86C0B

SHAL: 811D7A6673C74402363A1A86EB2FEFE0965C3EOF

SHA-256: E97585E6E7A354ABA1330A630EABISFBD7EALB180C712BCCA7463A0CF404FE7E

SHA-512: 14F440B73CFD44E5995B65660BF7ADDD307AB6A7ACE3A4B73EB48F82C5A6A327B0F1A3D16CF883BB169B8C59DA389C85870BDOF56A892663E9125EA1AA3ELD!
D

Malicious: false

Reputation: low

Preview:
O\r..m......m....r....._keyhttp://eprocurement.corona.com.co/eprocurement2/scripts/controllers/menuTopCtrl.js .http://corona.com.co/.....(/.........c.ccco..... u5.m?%.(.>.n.\ ...
JLQLALEO. ALEO...cciiie

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\43abd6a363bb0730_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 235

Entropy (8bit):  5.359794673135152

Encrypted: false

SSDEEP: 6:mZs6PcKGItcVKRsIAIB8k1lyUeSOFgSFhZK6t:IGOtIKRLT2Jep

MD5: 42818CF1F26DE5D5DD6312EA0C69F949

SHA1L: 7A9D55A8991988295E0E96B242301BEF28A91176

SHA-256: BD8C4DCEDD9EOE476CEFA1C835D9B7911A85C6F4DC390FB66E702D5A5AE11438

SHA-512: C115F5DCFC53708545BBDBCCFA2C0A2C060211CE832DD76998CD3947AC8DBA91530913EADB3346D55C2211F0982A6BE62E8562C84BDOA6AC3AB37FB0490B9
2D

Malicious: false

Reputation: low

Preview:
O\r.m......g...i.|....._keyhttp://eprocurement.corona.com.co/eprocurement2/scripts/directives/upload.js .http://corona.com.co/zB..(/..........c.ccco..... (i.@...j2.u.-...@.9

X54.A.Eo....... U ALEO....coi

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\45c0301a22c48101_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 257
Entropy (8bit):  5.377232454671084
Encrypted: false
SSDEEP: 6:mOxIVcKGOtY74/QEYLETIAIORQrCGeCsNTa7DK6t:2zG9tq4g9mZsNu71
MD5: 66F4B315AF1E5213040E46C549BAC6A7
SHAL: 5FD353D061F7C51479474974DOFAEAAC2EODSEFC
SHA-256: DA9B9824C421731895AESBDEE999A9A24348917DFF4B1C5AEE63341319642F52
SHA-512: 48367F8C6000B2E4001499FFDCAOEESEFABECF468184E526F765AF790928A7135A15C8F686BBA2128BOECFD0332B1B783384564083D3235EEEF049B1C0D7DOC(
Malicious: false
Reputation: low
Preview:
O\r..m......}.../e......_keyhttp://eprocurement.corona.com.co/eprocurement2/bower_components/angular-bootstrap/ui-bootstrap.js .http://corona.com.co/.=t..(/..........cc.coce.. B..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\dbcaefl2224d89ad 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 237

Entropy (8bit): 5.357556208931447
Encrypted: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4bcaefl2224d89ad 0

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

6:mhQECKGOtcVK4EKVCIAIWNGfV1xK4pK6t:uQ6GOtIKK1jxf
4E9A001068A4A1BF4DC92F01D53AE8S53
FD64AADFC3813FB081D9C1F38A3EFDEA22CD8504
5859EFAG316889AEBFE7B20D10D3F6E3BAS7AEBG86EF059B62BABAASEGD8FI87

BCOCBA2586D16DCDEG8677C6C224A4F9CAB219005BE71E15FAACA2DODC82C39D2DA1A1A482A65DEIDAGAAIES7287DAD225C03E18E128A9EBSAB256D81293!
9EE

false

low

O\r..m......i...v.R....._keyhttp://eprocurement.corona.com.co/eprocurement2/scripts/directives/ng-table.js .http://corona.com.co/F....(/.........ccccoeuen. [@B:.w.r.nS.P{...8.=
MhoALEo......... [ IO ALEO...coie

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\50d8c327cc9b16c2 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

243

5.280736579028419

false

6:m+CncKGItcVKXIBIAIVFGXG/OB/TV8HP4FhK6t: 70G9tIKh70D
62DA75C524316C0D2D9BIF26DDEC286B
E21C95B3D94C69DA915409489A734F86E481ECB6
D258D58F9895AA518E2B92D4EFIDID3A4E4AD72B5B811C41703E3968FDDCF7294

AC5C29465C341CD3016CEC77C76567CEBOA2717A36C34964114C1E7AEFB72517057AES5EED5D30166963BD17CED77F15B1E9ED1F03B10E22ED7AS574BE8D325€
4

false

low

O\r.m....
.F.A.Eo...

_keyhttp://feprocurement.corona.com.co/eprocurement2/scripts/directives/comentariosDir.js .http://corona.com.co/2....(/...........ccccoc.... JP.LiS.2.20s(r

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5bc449652d715a20_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

242

5.347954768598495

false
3:m+la+tgv8RzUIKGDhKWLIIHK7FOALhCC7mdKXQic99tIHCIEMZkjGFSSkyk5mteP:maqEcKGOtY 74flAixiEdjSSH4tebK6t
16160E036979865A5E1BB6E29D05489D

C805790C841D08DDC313601825091EC3AE5D0437
66F304B40479ED38BB1B40D1969D07EDFECA25D8BE338E00F0669D89D37E8E9F

B32F9E41546DA430EBE228BBCOBIB08670F4CD2DEAECOCDCF397CFIAEC32CCB2040024227EB700DD5F85A8EES019DF739D4358BIF3DADCE7267A9046BAS8
FF

false

low

O\r..m......n...72.T...._keyhttp://eprocurement.corona.com.co/eprocurement2/bower_components/angular/angular.js .http://corona.com.cow.j..(/..................... 0.].d.5.3A.....
"..Woy@..d..A..Eo.......|.G......... ALEO...ooiiiiinnn,

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\62ebf8d82348c6f3 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

258

5.35048559009383

false

6:mMMPCcKGOtY 746JpLEJZuFal AiWbmILNChwnK6t:hzG9tqg46MGn8uCm
6ADBBDC10D59483AE25F5EABO7DCIBE7
100E12F3435D7BC9626688300EBE4F3A29DFEF65
0143A99C1CE43980675F11A52DB5E355D85B2C0A40BC5C6CEA243AEG59170C6E
0121A31F8DB0509E2FD4B8F27662A700F4E2920B53786E7C5588770BC330ED076EBBF849396E538981389FA1706939310D163F5E8FD75481B6C8A8C5AD8CBF19

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\62f529e6af85dda6_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6a3d4ada7613f246_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\6faa21ce20b02be0_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\76498fcd216e4695 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

244

5.322740109349565

false

6:mGuyEcKGOtcVHBIllAilymnrtlo9hZpKe6t:juzG9tIHwILNISZ
CB8E42BDC87F0E2E635464127C8C4CBFE
1F6089D5DD98A7102E54AC514BDF19E21B2F9A10
B85E3826DA4300D6081BB25B895A68579F1019FA646693D8DA43CEB350C53C39

25F9EC49097C2658A19C21269483588B99B3A54B0AF30E5477B735B636AF01947F874FAF0C535A8C32E45893AD54AF02B08093A22775382497241BF3D38BB123

false

low

O\r..m......p....0.X...._keyhttp://eprocurement.corona.com.co/eprocurement2/scripts/controllers/documentosCtrl.js .http://corona.com.co/.V...(/......ccoeeerrnnnss X.#..2.>D?
> EZ...A.Eo.....b6........... ALEO..oi

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

248

5.395850262271897

false
6:mxXcKGItcVKXFW7FIAIDr3WT3r4utAOnK6t:grGOtIKXfwiPabl9
FAF537FC773FEBB1C6AEF231F22B51A0
C7BCO6BCI9A2C13C461C028ECLIE4CA2B099D548CC

S5EAC7E880D72A4FC33DBFF00488FDBD7B90DF2D64DB428B15340E6F903AF37C3

FF238E2B961D3E8FID085473D6F3D4ECE27B2AEC35B19C8A59BD126A97E02EAC1712ACF85468B8A450A21909C8026FA9A41EAD14B616DBEE81E99F93F86CF8

A

false

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

242

5.275569025307962

false
6:mIC9cKGItcVHDEUPIAISvYVNNCjtdZA3bK6t:mAGOtIHDEUESYN2thg
60AB51389A14CA74E897334BA0667B52
485D9D7CE4C157CB06362BOBD7ESE8E0792A364B

CO0D4BF4474F754719FAACE4260090AB25E1D71C116BFE1B7D585AF5A15E63FC

61451A41408C9AFEA78B88FEAADS504B9318E345C5E8428777AF7B5C1B6CAAF86F86738EF57E01IA3AAEBF2A2FC67FE99F6565CID7E7403FD48AD1ABF5034B99C

7
false

low

O\r..m......Neeee _keyhttp://feprocurement.corona.com.co/eprocurement2/scripts/controllers/facturasCtrl.js .http://corona.com.co/?0...(/...................... %.e%...(..t.KX$..

.N).d...Bpa...A..Eo........ Ko AEO..ccooiiiin

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

245

5.288610704797732

false

6:mimXcKG9tcVHCIAIygFfPGIwFOhYdM5XhK6t:irG9tIHtVIP3wFOhNr
43F84C62A2F530868657E1F63FF267A7
06393B03F86556430BB28721371EC6ABOF5D2682
578286D4EB1645AA11321FBA2D54C66625EB467F79261A0966D81F146757575C

77534DF83C3E46E951A3DB2580644A505FA6CDFA4AG2F9613FB7294F191876D4CC95AC429048704CCF6FC64821780C5CD59F84036549D7034C921B4D1401596B
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\76498fcd216e4695 0

Malicious:
Reputation:

Preview:

false

low

O\r.m.... .._keyhttp://eprocurement.corona.com.co/eprocurement2/scripts/controllers/cetificadosCtrl.js .http://corona.com.co/.....(/.... X Flest.s. ke

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\794ee617f6d43a80_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

245

5.378395423317496

false

6:mi9cKG9tcVKRRoxMBW7FIAixysQxpuJ3hm4/IDK6t:NGOtIKRuUMBWibKp4/11
733F8D5D671410072F73D4684BB54A12
8DA2189C7E4FA63974078238207F96EFE2DE40EO
EABDA8B9976E1FE4E2CDC7B549CFB1F7ABA125D202ACCB7269924C096AC88F43
D5DCED388D404397571041298D2C9D2CB248AE4E65E40785B5EE91C6660092B6B2804AACA218621C95D68370AC4F5F81C30C2390FD7A82BD477FAB626E25077
false

low

O\r..m......q...A.>#...._keyhttp://eprocurement.corona.com.co/eprocurement2/scripts/directives/estadosFilterDir.js .http://corona.com.co/F"...(/....
w..0..0,Jy.z..A..E0........ e ALEO..ccoiiin.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\797a9caff384add5_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

244

5.331737894163778

false

6:MK2cKG9tcVHVQEDLPIAI96U8BPCIORINilhK6t:/MGOtIHNEKZITG7
D36B173A9E15BF94EE5A79537199DECA
7B48199A459D71B1D504AC65D21E6339F93A55B4
5A125A116BOBBFC34EFOF566BAAB9A540B0393D58089E5FEF072DB3495ACD490

1F5ED579442225B1DBB50006CEBB1B8133C8F87B0449C0F86C57222E2CD9B14CE4BA726C95795D7AB49A19C38DES7EB7D732D5D1A25F5F763EABCT7F7274F34,
B

false

low

..._keyhttp://eprocurement.corona.com.co/eprocurement2/scripts/controllers/portafolioCtrl.js .http://corona.com.co/.6...(/...................... <S4.J..9%.j=#.
(.p_y.pnbl..A.Eo....{{..c.c.... A..Eo....

C:\Users\user\AppDatal\Local\Google\Chrome\User Data\Default\Code Cache\js\928772b7a97899b7 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

238

5.358476247340316

false

3:m+lc2qOA8Rzu9KGDhKwLIIWp75TH24D2vNRmMAKXQiY 3KI1/tIHC4ItB3z6t6igBD:m+cKG9tcVZ2hVwIAIRA4ltpgFgB/K6t
0859E405BE711A27BCE54ABB56E2E7A3

74DEA64B29F89222B61BA0B510DD6F49ADESCC33
59346E80B3D85EE07FBFIC5F1EF501049BB268E664DA1BBCC6A80B176A2FC369

8912E6B6C2C3180672C39EASD5D5CAOA9FB2CEB2B5BB305674A24D06E3CF95114AFB2D0DD349F465E885914C9ADCESDO18CE2A671124E2E9459CCES8D7C04;
A

false

low

O\r..m.
I..A..Eo

._keyhttp://eprocurement.corona.com.co/eprocurement2/scripts/services/docsHomeSrv.js .http://corona.com.co/...(/...

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cachel\js\ala37a7ddd282fac_0

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

260
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cachel\js\ala37a7ddd282fac_0
Entropy (8bit):  5.477787947129403

Encrypted: false

SSDEEP: 6:mJI/BECKGItY740jISWIAIsOcyUjvSNI+/hK6t:WZG9tqaUrALSO/7

MDS5: 9917BB7F38C27A245141E563C184CEE9

SHA1L: 141CD373E23DBC68E5906DB0D4C0045FF5EF7005

SHA-256: A1D6EF3322BB7432A487B69DF4026604C19E13912FD89B919C5347DE27F3FB54

SHA-512: 708BF489ECA35BAC2ABAA97260125D5E22338BC89A7CESBE73ECEO0FCB332938FEBB36EBDEFDB866E3D326B71BD4114A9CCDD889742B8B9B4F4CD6BEE794
346A

Malicious: false

Reputation: low

Preview:
O\r..m. ._keyhttp://leprocurement.corona.com.co/eprocurement2/bower_components/angular-sanitize/angular-sanitize.js .http://corona.com.co/V.x..(/...
8...M.z.. X\ 21 LALEO ALEO..ciiii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a2114d7688ef643a_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 240

Entropy (8bit):  5.425879356894115

Encrypted: false
SSDEEP: 6:mn//6ECKGItcVKWFIAIZHQj6/GCIgAKP4tOK6t:WrG9tIKwWsvgAkn
MD5: 04D221A7D2EDCCDF974012D34F2E3F11
SHA1L: 28AAE625AATFF91DBB67886D32F0B5D820271E40
SHA-256: AC081BE075097955E6D41307AEB998B5B6AE14F48C08C920565A9E1EEB91ASD6
SHA-512: 8C1B8244CF25857216E5EA90369D8EAF5FA789D8CCAF70AEB06517D201B290B9D3C27B69B7EFE27E8CA4061BF321AC8388E46DAFFE9F910039A17BES92BB25D3
B
Malicious: false
Reputation: low
Preview:
LLGBNLLBLAL
C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\aa32a02aa62c44a3 0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 250
Entropy (8bit):  5.344532884810179
Encrypted: false
SSDEEP: 6:minncKG9tcVHIRXXIAIXOEt6Ua7+Hf419kAF/hK6t:17G9tIHNOTtIHQ3VT
MD5: 39C470FAB53A2FAF124116F45C42C4E9
SHA1L: 1046A28A7718160829D5EAABDC2A925E087CA8B3
SHA-256: FEFF2C9AB3FBCAA3EB7B2A0379E0B6A30B39709B1F54C44A9B5BD1C32C572BFF
SHA-512: 0A16CA3968EFB59DA4BES20D8A4FB31AF90C6DC407097535E46D6A2061B0C645F3CB5D606A772BFFDEC59351A98F618B78233F5C474CFD771B2081E9E8F0761
Malicious: false
Reputation: low
Preview:
O\r.m......v......H...._keyhttp://eprocurement.corona.com.co/eprocurement2/scripts/controllers/ordenesCompradorCtrl.js .http://corona.com.co/.$...(/.......ccoccoevrnnne R...W
.e..Xd.7.B.V....A..Eo....... [CTUR ALEO...ccoii
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\aac23e88c61bf610 0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 247
Entropy (8bit):  5.3155729229758135
Encrypted: false
SSDEEP: 6:mB4ncKG9tcVHAQkzxIAirlosZS/QUIK59hK6t:LG9tIHdvgasZSYU3L
MD5: 5B2A90B38FBA855F13AF48519B4E4753
SHAL: 01559CB7790E6DFB01B3BA0DB70FBDBIFF87326F
SHA-256: 2BD676D06452FDAB70ACE8D508BIE6GE37BDAA056869D2B5E54411F11FE9D1D6C
SHA-512: 6DEB8BA4B03D6BEG633770DE14BB29224533B7907065B7BA17A16B8F483865DF11AC935D396AD8F5A8FAG69783A495D302C1C2AC478076DF9212B5C4E3FAD2F5
Malicious: false
Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\aac23e88c61bf610_0

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\afd52415c46f7d65_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 245

Entropy (8bit):  5.343395014212349

Encrypted: false

SSDEEP: 6:midcKG9tcVHDKxaFIAifusCZ4Uh5dtahK6t: SGOtIHDmMVMsD7

MDS5: 808D3DCA1E7089AE51C322E400BCO754

SHAL: 420A15F89DFEA863DF01BEC7D981E42EC3D58B3A

SHA-256: 751475F7E009C34F197A008A567003CFA22A5FB2EA307234812347FE46F9D8B2

SHA-512: B43F87396520E6DF0658FBE2724ECA1D460AE1F4F6BE4BCB6A1D4709377BECB84E1D41EC7ES3712C62DD60D6944EB53985250B1ACAE094467684B917B6C2F0:
5

Malicious: false

Reputation: low

Preview:
O\r..m......q...LNR+...._keyhttp://feprocurement.corona.com.co/eprocurement2/scripts/controllers/forgotpasswCtrl.js .http://corona.com.co/5....(/.......cooveeeiennnnen. 0{.Mr..z.k
3L.|n/.A&d.j..A. Eo......... AT ALEO..oii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b30fbbce0e39f2a4 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 254

Entropy (8bit):  5.3837768350196065

Encrypted: false

SSDEEP: 6:MACKGItY 74N6DAWWIAIR+Aa0c9VGH4I/ZK6t:VGItg4ANCAWNRAIVGU

MD5: CCD15F051FB6B99F6908COACFIC39A81

SHA1L: 467A92585A09732491B75892CAAC04C7ABEE25DC

SHA-256: D43C223D2790B235021AD29B44CB2DF2D6BFC3FFD5A930AA6A7FF54A1FBED626

SHA-512: 8E0416C5EBB5B3D1D02F2A36A8001D0ESF7CA869AA541E5D9A409C62BBE2FGEG6B2E1975C1DE27D6779AECF956246FODCAF728BA867713E9E41F9CFFAL824A
89

Malicious: false

Reputation: low

Preview:
O\r.m.....Zuecees _keyhttp://eprocurement.corona.com.co/eprocurement2/bower_components/angular-route/angular-route.js .http://corona.com.co/y?0..(/........c.cccceveviununnne

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b4a8bcbb93ade4e5 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 248

Entropy (8bit):  5.380228295687223

Encrypted: false

SSDEEP: 6:mg/VcKG9tcVKyX51Ai51ak1UhpOFBx2KeK6t:bZG9tIK2i50pa2V

MDS5: 123B9F64458E267A2A61D6175AA87D2D

SHAL: 5E5A7774D4CF40FCDF356A5FD9A0534C8C0BB722

SHA-256: 96F35F030A3855FC279977523486E02F130EFFOD94A950C8418E546E8F8B051B

SHA-512: 3F384936C37C03744249FDFB42B5B59F0EB7DB0286D0CF959BC3A174A4C9E2EA40233837F94B91FF83176F9EDCEBOFOB916B5FE91244057C6DF7F71533FCEEC

Malicious: false

Reputation: low

Preview:
O\r..m......t... .F....._keyhttp://eprocurement.corona.com.co/eprocurement2/scripts/directives/documentosClasesDir.js .http://corona.com.co/...(/...........cccceeurnne S.....d7.4.
d...;.T>?l.......A.Eo........ Joeerees ALEO...cciii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b52452182c4a02ca 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 221

Entropy (8bit): 5.294128252148053
Encrypted: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b52452182c4a02ca 0

SSDEEP: 3:m+IztX6v8Rzu9KGDhKWLIIWp7/mdKXQiR6fvtIHCpfuUbAMm6apK5kt:maYEcKG9tcV+IAIR6ypmUSnrk6t
MDS5: B9B3BCAF30F47F4D0229026580F55079
SHA1L: 102DF53C1922218A683AA43DE1BABA7DAD23DA79
SHA-256: D3978D932232CF25DC966F1FE2A2982BEBB8BCE3416067146FEC1C6E819C782B
SHA-512: 95123F91F01A09F4BEBF7A4D8778C6667B21CD46E358E4D7AE9DD2B071571592799A7E2B820C726B6741DB4B19B000953342768A1079AEEOFE85B53DFF2995CA
Malicious: false
Reputation: low
Preview:
O\r.m......Y oo _keyhttp://eprocurement.corona.com.co/eprocurement2/scripts/app.js .http://corona.com.co/.<...(l.......cccccocuuruenns <w.h[...q~}.w%&fH."....E.T9..A..E0....
JRO § PO A.EO0...ccciin

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\bb8d2b09d1409be0_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 243

Entropy (8bit):  5.5526838785491295

Encrypted: false

SSDEEP: 6:maaXXYGLKdXNQKsAQxVgVIAioA8I3nKHYjOK6t:ra6hNQKXQEkolHL

MD5: 54159E2A5AC792C8FDD1F0826CB96738

SHA1L: 67DF64C95AEE4F87DBBBE4A39AD1A4DAED300E93

SHA-256: 5325CC59CEAAE163A0DF4BICID46AD3EBIEEC1C5A2173DDCFACL7A6BF5302F31

SHA-512: D312B8727E72E834454CC95D198FED22ED7B894293F9CC6A87E4F18E21C3EE47400A3C64F9A702A14D913AB914D65EDE6CFFE89B5716EB6E0934CF85A55BCB
C

Malicious: false

Reputation: low

Preview:
O\r..m......0...V..,...._keyhttps://www.gstatic.com/recaptcha/releases/Eyd0Dt8h04h7r-D86UAD1JP-/recaptcha__en.js .http://corona.com.col.....(I............. Jeoers ".ai..M).Dg)d....

.bg"kuH.hY.d.A..Eo........ {oviie ALEO...oiiie

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\bcaa69e9fbaa0624 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 260
Entropy (8bit):  5.278845589096182
Encrypted: false
SSDEEP: 6:m/cKG9tY740pdBCIAIBQ4N15CHa38p6hAfONK6t:MGItq4Gnt24tt38pbs
MDS5: 181210B8368B25E3D68864FBD7E83897
SHAL: 606849962F75D0C94295C61569D1212D45F6CCF9
SHA-256: 32406CD8167B193646E778576D46265490C8994DE17A1EC3FED200C4EDFC2A6C
SHA-512: B3405451340CC9934FD3672B75D6EA478A9F6559DE15CFB85EB7A9D04F329B711804FAEOESBC3726B85541C87A8C2B0D346A10402CD1193795C39CA167FDFCA
Malicious: false
Reputation: low
Preview:
O\r.Micee, _keyhttp://eprocurement.corona.com.co/eprocurement2/bower_components/angular-resource/angular-resource.js .http://corona.com.col.j..(/.............c.coo....

L& L2 A~ Lol HL A Eo.....V.< ... ALEO...coi

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\bdf4aObe2e2e2ef8_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 262

Entropy (8bit):  5.315141422820626

Encrypted: false

SSDEEP: 6:mm749cKGOtY74/QEYLE/IAIQfqIPXCkP4n4/ZK6t:R8ZG9tq40Qfkvir

MD5: 9BE6C372C5E59EA09063C801ADFIESB2

SHAL: 2D34A0DD30D47463ECA937D03896EF3427768F4D

SHA-256: E9FC1F6A23C67E9B23E069F12B18F2316B4DC3101B7D145D1F89310A53952347

SHA-512: E1F3FOF142E15DCF07EA547CA82FDES5177CA9EFE2E7128F9D349AA276C9A2BAALB0O70B4FEA28F1CFB284AD439097B0OCF79A26A3CC71F33DF264693B1E39B1
F1

Malicious: false

Reputation: low

Preview:
O\r..m.......... C.\....._keyhttp://feprocurement.corona.com.co/eprocurement2/bower_components/angular-bootstrap/ui-bootstrap-tpls.js .http://corona.com.co/DULt..(/.........

............. ek....K$.9.....ca$B.mN...A..Eo......AQP........A..EO.....c.coueuee.
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c3660637b286bd55 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

258

5.356543604918354

false

6:MEECKGItY74L40dIAIJRN1bOgCXsAPYO0bK6t:qG9tq40JFOgAdN
630757D5DEAF960735478D477C7034BC
39439DCC1B048A7EF939975B1FA5D7A5DDEGODOA
4E1151E9E2F4C3C9CCDAD122EF38D5FCFD33761C1DFAEL0A7FBDIF8BAECEBBCF
91D894E0F7B3D72ED35D64C57EABF6F16FB303C642A15ABA0F07B248857014B67F63FECE1CFBD141A96C93834007651BED46E2ABDD44824B34F91C640054B9E

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\cc000dca877bd219 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

247

5.384229113939885

false
3:m+ImO0A8RzUIKGDhKWLIIWp7ytzWSURQmMAKXQIEIfAK/tIHCeylz83SQLT8xFk4KA:mBacKG9tcVKyflAihyxSLaeH49bK6t
EE87634C2F55FA1DE475252F5A9BC32F

74FA1C9AABF3F2EC15083586B64BE0216D7EDB12
A7DFD89378FE7995CF72CD76B2E9F27248744F641078B5489A67DFB54B453A4C
4411D55606C5DFDOALE4E99EBEG3ES565D6430F64551DF50EECOEFDOF27EAES273D4D2E18B69BC519F48891B11E4A2007D6206811139A7COBF813C3B83F6CC54

false

C:\Usersl\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d41ce6fee838f23e_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

241

5.314840843790086

false

6:M3/XcKGOtcVHOXIAILeyxg++PLEKIATHAPIIbK6t:gGOtIHAL3g+GwsSH+N
AF2C51ABB03B5C40A0B66A5D447F1C4F
A826FBDFDBF036747BB517D92379E6F7086D9F72
1E66B87DE4EC3C974B6FE4BCFBDF8703B140233913537ED1069AAFC6BB47D536
E948EAFDC84854868895F2A1477DAB3A68BE371F9302D23C429C870FDB4DEC463C656E3E79E142CB8F2F296DOAFC3FC25246349F0E947276D668A5B26CFED1€
false

low

O\r.m.....m..f
.1Q...e.A..Eo

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\db76fdbd76ef7ab6é 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

238

5.309724144638176

false

6:mK7UmVcKG9tcVZtD5IAipjtB426gldOhdcDK6t:9tBGOtIZtOVtBZdOEL
0060871F681082246FOE5BCC4B811B0A
CA5630B8E4F72694FF1DOCA95BFA5F963DABC197
COE77359EC9FC76159A7883BIEACA43E5531F7CA3DAC2EE6FF228F2D61EFB0210

15E8A7D2B756E84A8B8F3BA432857A0AA4D3125EFFC1088C56DB48BEC3DB286FFE542D39D5ESFBOBC390C9A03D4C8FC7C187A076DBBA0673EBESEECIE618S
EFO
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cachel\js\db76fdbd76ef7ab6_0

Malicious:
Reputation:

Preview:

false

low

O\r..m.
..Eo...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e057b92807791b95 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

262

5.361535641562043

false

6:m60IIIXcKGOtY 74fNmbVwIAily4N+A4Ej+4RvZK6t:g/IrGOtq4fNmhIZ+f2
310591E876C8F4B5CC88249D67ED3A4F
424C66ED5A74EBDOE8B557A91CE8C42E6152C1E79
B4D1F4AABE1688827CA71BF5A2B205F9A632547E7AF1F6359D0F8451A7786809
51DD0A47D6B373ADA3A64704492F25EA94A3E9506ED101947A3E2A528BAEFDD322147A7173F200C85A40AA63CD490D96023BF693346A308B53AFE24C31864B8E

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e6315c838510da6f 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

253

5.397448664612293

false
3:m+l/lyFWI08Rzu9KGDhKWLIIWp7ytzWtSyXW7wmdKXQiOOs/tIHC3k/tSqvUbdRma:mticKG9tcVKXyXW7FIAIhPU1i28K6t
E2C8149FF1F60171AD5E3A28F797D443

22BCA72E5DEFEDFOD2D9555CD9F3FE1FD34670F0
AB932472EFA50BAEF14B4BD8082E771D5AB6BF1560252AD91FECIBDEBE97CC72

77A5F31FD814EB2CE3D9EESCFB528A043C3C4BD8BACC5B81CABDA4E42052D73761BC3982AC81ECF5F6471D35120C1449C7305283A9A4F94E5F36EB314D0B2:
1

false

low

O\r.m......y...V."....._keyhttp://eprocurement.corona.com.co/eprocurement2/scripts/directives/sociedades TodasFilterDir.js .http://corona.com.co/....(/......cccocevvernnnnnne -
).hr).%....&.w.g/~9.A. Eo.......%.]..

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Code Cache\js\ea531e760732cc34_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

240

5.3583425514978815

false
6:mpcKGOtcVZIRDAT2VWwIAI7HteZGLNO2Lxom4nnK6t:qG9tIZIRXT2VnjteiNVoma
9AAB5F23B15877C5E7E98CA77AG5CO8F
2AB6DDE3575C0311B6B9890CD0O0D3AE86BA2A597
C631096A7E4909A0FC781A2B5E55D7A3BA57E5C02A7055A3400DC14F82D41F11
370A192813866F7AACC5FAA4D740D56B3CE435F9B55395D825A7B502B54505A7FCE52DC30A6CA8D014309B890A0FD3731C91DA15EBIB37CD17D0899D674C0C

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\eb9c3dced5b8e090 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

244

5.367871830685544
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\eb9c3dced5b8e090 0

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

false

6:myYPcKG9tcVKuxW7FIAISIBG/fONh4gK6t:KzGOtIKuxWiSVG/fe

6074CCC6CE04F0A688C40449B8099009

77FCOBCB9A22438638A1C5F750951FA4A4521688

FD816E75C9937ADA4DEFC49BC1C1CE285DC5152E878F6481248AF173806998D2
05D5091D5B292BC0148D02C112529C03F50B9E32C6180B314B789EAF244C99F13DEDE6G895EBF3861D5567E0A244ABFB32A80853EB990E31A4886A6DA60869491

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f225801f932db86c_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

247

5.3519186743757725

false

6:mKVcKG9tcVKeRKWAYW7FIAirdJyaEtiaf3YmK6t:rG9tIKesYWir7Mtz7
9B3C707231B70B37FC673ADE2154DFFB
1D67FC22FB80E80088E546963FE1IFC8DFECC2FDC
079CCBC5D1AEBD6B6E72EF204D1225BBD11D8AE9AOCCIABEDI939C94B71E1584
CBBABA650F7AA442737F2BAB4C1815184E83AACB669617723F121392458E115954E1BD79B66AA343D546BC25330FB66E543054C80FA7D6716584867B41EDIS6A

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\index-dir\temp-index

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1152

5.189273167389967

false
12:DptB3IZICXVfew4+03aQQArXtUTIESJcCdvXDnKvrd+:DDB3IZiYfewLqa69UTJIOKTKVR+
0E64D93D60BC1D7BAF81E7791B8897B3
654B6AE559D4DC7DF6438BB3DFDESFABDACAD3AS
C27B384497EE3B20AB55DADI9BC72683164BF764A02A902123DB5AD795949C50E

B44005CFDF47AA8CCAFF7AFD4909B7FB802135A6796D10F5E1C50B4DC4F3DESADICDS5BC706FC7A6777AB6D8C72EB8BACDB3DAESG6F6B21FBD8197E129D605
ESB

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\index-dir\the-real-index (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1152

5.189273167389967

false
12:DptB3IZiCXVfew4+03aQQArXtUTIESJcCdvXDnKvrd+:DDB3IZiYfewlLqa69UTJIOKTKVR+
0E64D93D60BC1D7BAF81E7791B8897B3
654B6AE559D4DC7DF6438BB3DFDESF4BDACAD3AS
C27B384497EE3B20AB55DAD9BC72683164BF764A02A902123DB5AD795949C50E

B44005CFDF47AA8CCAFF7AFD4909B7FB802135A6796D10F5E1C50B4DCAF3DESADICD5BC706FC7A6777AB6D8C72EBS8BACDB3DAES6F6B21FBD8197E129D605
E8B

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\index-dir\the-real-index (copy)

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped

Size (bytes): 12288

Entropy (8bit):  0.8637809002786543

Encrypted: false

SSDEEP: 24:TLygJLbXaFpEO5bNmMISHNO6UwILgtYgtP: TekLLOpEOS5J/Kn7UxYW

MDS5: CDC7FD2844CE3CFE16634D66A9E7303B

SHA1L: 509C53A537E11F7DOA20BCOABAC8AB59693DF0AB

SHA-256: 7C08D2C2FE536A215C6F619D77370B936EDC8F8E1D28837DDA7F48C831AD75D9

SHA-512: FC2280BE3ACD664C424575E371225041049E81C7B1954030EDSE966A0DF1D0737DA8IBFAB4D04B44A52F7C70FA3CAFE049DB2F73D63BAA53C2E25E3EFA39C6
B

Malicious: false

Reputation: low

Preview:
SQLite FOrmat 3......@ .ovveeeeeeeeeee s Coveen Lo T TSSO PP PR PRSPPI

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies-journal

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 12836
Entropy (8bit):  0.9691504652047971
Encrypted: false
SSDEEP: 24:hIL4rtEy8vgLbJLbXaFpEO5bNmMISHN06UwW08:hI+Wq5LLOpEO5J/Kn7UP8
MD5: 89DEBAFFDBFFA554D87577289692BEA8
SHA1L: 1D61D0078D1931A4BBEBA10B63784F3F2972CA9A
SHA-256: 04AE310225A9CA7EOABAA746389C099CBAC2D4EFA73C1184EB6F94351374645F
SHA-512: 2C82B6222C75E4C750211BAE7EA46C9F82D82849B4808FF835E403FD430D04105031623760E0B9382A471792964025159DD67B44DEGFEF2E2B9321C3DB577679
Malicious: false
Reputation: low
Preview:
............ L T TSSO OSSOSO OSSOSO T OO TP TT TP OSSP TP P PP PP RUPPPON

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Session

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 10310
Entropy (8bit):  3.1756000198051706
Encrypted: false
SSDEEP: 192:35DXWdXsXZwv8z5GoXoXtTFXDX3XaXZwv8z5GoXoXtTFXDX3Xt:pDGd8JwvBAoYpFTngJwv8AoYpFTnd
MD5: 38D2A045D6428A9808DFAB45D71D626A
SHAL: 6641CA94729C203F72B12CABABOSE9EB266A24C3
SHA-256: 69A20D5A253E78F071F8916C81CD5AC78D01F000C66D886086549902BFA85A06
SHA-512: 942178723E4311E6B2D1392003E4BBE50E484F93A8998C4B0156FF8FDB03FB61C1A68BBA82C9130B2B2810C8DF37F83AB1E2F22ECBDAAF96655585FE8840AE7/
Malicious: false
Reputation: low
Preview:
SNSS v Dot 1.........$...2093e9ch_289e_4848_b22f f1e9c591f75...........oov..ev..... o

5.0 &..{2F4F8386-A58B-4B0C-A17B-2FAAF764E551}.
TR PO PSP RSP T PP PSPPI (e T (e RPN 0
ro.curem.en.t2./#./01.0.gin/ .
corona.com.co/eprocurement2/#/login/...\W._..(/

8...http://eprocurement.corona.com.co/eprocurement2/#/10gin/......................
....X...8..http..//ep.r.o.curem.e.n.t..c.o.r.o.na..co.m..c.o.le.p.
............................................................................................... 8...http://eprocurement.
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Tabs

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 8

Entropy (8bit):  1.8112781244591325

Encrypted: false
SSDEEP: 3:3Dtn:3h
MDS5: 0686D6159557E1162D04C44240103333
SHA1L: 053E9DB58E20A67D1E158E407094359BF61D0639
SHA-256: 3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB
SHA-512: 884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8ADICD10741A5604B7A0F979465C4171ADIC14ED56359A4508B4DES8E794550599AAA261120976C
Malicious: false
Reputation: low
Preview:
SNSS....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 164

Entropy (8bit):  4.391736045892206

Encrypted: false

SSDEEP: 3:FQxIXayz/t2ZHmwgOEOZL7A04uhFKEURLKYC5Ei5+Gg:qT5z/t2qoEwhXeLKB

MD5: 0A906A9A542CDF08FF50DAAF1D1ES96E

SHA1L: B97D6274196F40874A368C265799F5FA78C52893

SHA-256: EB9CABBF5FDA1AD535300B0110EAA4068A083248BA928A631C9278545935426D

SHA-512: 8795E905B711ADE6B1C4B402D50AF491B64D157AA738669482DDBFC30E857DF970BFFB774A925F3F4A0802BD27AFAF939CE140894FF09B67FB9COBB83ED4491
A

Malicious: false

Reputation: low

Preview:
£5.... ....Sgdaefkejpgkiemlaofpalmlakkmbjdnl.declarative_rules.declarativeContent.onPageChanged.[]..F...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 322

Entropy (8bit):  5.0804521228752355

Encrypted: false

SSDEEP: 6:myNtyq2P923iKKdK8aPrglFUtpxiwgz1ZmwPxhRkwO923iKKdK8amLJ:LQv45KKL3FUtpvK1/PR5L5KKQJ

MDS5: 6D0C04754AF9DDF6A1D609F4898AA12F

SHA1L: 2FA1F34B546B8389F8FC6B1EOD37CFE4A3B7D428

SHA-256: 8ACD3C35F66F8AD554E80BEB85F8159879BA4F162EF6A66BE9OBCAESBIBABI67E

SHA-512: 1E46030482F66B3955A8950AD1B7660CDB1B7ECB465B2E73C2C42EDSBFAFE4ABCB48FESAC474DBAEBOG69EBECIBB224AEF4A6110170BF2DEG7E963B434C325E
262

Malicious: false

Reputation: low

Preview:

2021/08/20-18:10:01.303 1350 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/08/20-1
8:10:01.304 1350 Recovering log #3.2021/08/20-18:10:01.305 1350 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
Rules/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 322

Entropy (8bit): 5.0804521228752355

Encrypted: false

SSDEEP: 6:myNtyq2P923iKKdK8aPrqlFUtpxiWwgz1ZmwPxhRkwO923iKKdK8amLJ:LQv45KKL3FUtpvK1/PR5L5KkQJ

MD5: 6D0C04754AF9DDF6A1D609F4898AA12F

SHAL: 2FA1F34B546B8389F8FC6B1EOD37CFE4A3B7D428

SHA-256: 8ACD3C35F66F8AD554E80BEB85F8159879BA4F162EF6A66BE9OBCAESBISBABI67E

SHA-512: 1E46030482F66B3955A8950AD1B7660CDB1B7ECB465B2E73C2C42EDSBFAFE4BCB48FESAC474DBAEBO69EBECIBB224AEF4A6110170BF2DE67E963B434C325E
262
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG.old (copy)

Malicious:
Reputation:

Preview:

false

low

2021/08/20-18:10:01.303 1350 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/08/20-1
8:10:01.304 1350 Recovering log #3.2021/08/20-18:10:01.305 1350 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
Rules/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

570

1.8784775129881184

false
6:qTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCT:qWWWWWWWWWWWWWWWWWWWWWWWWWWWWW
D4BAOAEOBBOBIFAFF3DA6F35FDBC3C8A

FB3E9DEC7F35A9B1D94E54A5659DDODE484055E7

99DEF1B557F19F04C1AFFC6F247D0451F33FC10EC42E73792223C3215AC98BEG

86FD07C34B9ABD4C52BA19EAE291936F92BC6D38A75C021EDC1DEDBC15617669876180CD99F959C62476D82EC6BBIFSFE4C6CB4D82CB037EFB76D99A4D3DS¢
51

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

322

5.111671919041465

false
6:mldW+q2P923iKKdK8NIFUtpedXZmwPcVkw0923iKKdK8+eLJ:yXv45KkpFUtpe5/Pc5L5Kkagd
BE254347F9D18A0788B7AEOE4C5DFDEL
D5977CE659068F2A3EBAE47186C8FESA8SBFGE28F
1CD485965461756273F23E9E31EEE4B3E119846BCA33AA1EEE4ES6ACF6DF315F

0907320E57DE87A14A25472E71A86CD6CABFAC8C339CB8640622AF98342F918065A4805DEE21FAABO3A76D5664D176F14C8FF90ED53B2BDEABAO9B821EGAEF!
8

false

low

2021/08/20-18:10:05.112 17c8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/08/20-1
8:10:05.115 17¢8 Recovering log #3.2021/08/20-18:10:05.117 17c8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
State/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

322

5.111671919041465

false
6:mIdW+q2P923iKKdK8NIFUtpedXZmwPcVkwO923iKKdK8+eLJ:yXv45KkpFUtpe5/Pc5L5Kkgd
BE254347F9D18A0788B7AEOE4C5DFDEL
D5977CE659068F2A3EBAE47186C8FESASBF6E28F
1CD485965461756273F23E9E31EEE4B3E119846BCA33AA1EEE4ES6ACF6DF315F

0907320E57DE87A14A25472E71A86CD6CABFAC8C339CB8640622AF98342F918065A4805DEE21FAABO3A76D5664D176F14C8FFO0EDS3B2BDEABAO9B821EGAEF!
8

false

low

2021/08/20-18:10:05.112 17c8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/08/20-1
8:10:05.115 17¢8 Recovering log #3.2021/08/20-18:10:05.117 17¢8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
State/000003.log .
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmiedal1.0.0.6_0\ metadata\comput
ed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

11217

6.069602775336632

false

192:GbylInITwGB7V9HNne4qasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT
90F880064A42B29CCFF51FE5425BF1A3
6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF
965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5BOABCA4EF268
DICBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0ES9A5397364F67A484B45091BA94E6CE69ED18AB681403DFD3F
false

low

{"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKYTHjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","iDctR8IMG5KZ
rQKm4kDjUB7FokSJfio/pmvFowRVlIaY=","LPxhhJiuUOlprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By9I6 AKKXALRM+COEU11XUjPIMXEK]jiCPdtHE=","wifibc1QfMB
N2jrtUtLgsCefvuceTpAatmLvul11RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLNOCFL/ADaEeTI=","DpjXcO85FF
FY9KJIFPKGNfFUtdQIOsGwO5jUckiUwY14=","gqid6|1+mk/6yWgUECROfI9IMipXgXh2jEN2+CxmPEOQ=","prDB91X2Mmfg/M/txVMITWBmMEGbOGjgBTP7CM]YqdHs=",
"yLPAQV4gqoyS/zFKEt3Cn2j0g2v9QOSthVFWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO011Jdn/UtbnAmg6TO=","+00c6ca+ChKUpTu+0a2ZRxRE+wG3QJmuYWE
VYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJOubR5uwtS4/900M7w=","1A9NNawxuhu95H5eThvflrewJ4QQWhhPNxJXO1C/n68=","E3vWLQxzmj+e5QxYbUscllJ5
nOITpw5JIBHV1Kph3/KM=","i318ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtuOhGYrHn3lIsMHqBbi70gklJEE=","rhIzuEvv2KRAF
Mms896xFWkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\ metadatalc
omputed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

23474

6.059847580419268

false
384:7dNc1NC6lcafusK4H1IIGRINKIKIALQWdYynQh2RX4K6M1tVztzr7XSNyzH:7dOscSRKc1nGRSKIhEw6M1tf7SNyb
6AE2135EA4583C2FO06CDEBEA4AE70FA4

DCEB26C7F02D53B5F214305F4C75B4A33A79CDC2
03AA1944CB3C4F39E20B6361571BC45DFBEBD3FFDA3D8F148CC6ECB29958F903
B5945E67D9F73DD1982D687E5C6D9IB5D6B3886C8050363A259755C76ACOFI3651F3425FA7C21AA6A13977AC1C8CI322F998F131648CB8909096058D4F0D23312
false

low

{"file_hashes":[{"block_hashes":["DOZdV3jFvk12AM2INDYK03KZrVRprmJ+sVGWkqqE4Q=","rVEIW3HU3T52SzDDUqG T5YiJTBGUV2h3pNuBKFIhZ1U=","X/
3fg4KZxgQ1jBr5QGqOF5InflgE27UErd88mrxTexs=","VibLbpy0ig+5INMOU71fTYN76iaka2XVpmm1gAKYsX8=","EChCwCbQHbHQ70DdGT2qNyiRJ0yck2YC2emNGq
4whtE="],"block_size":4096,"path":"_locales/iw/messages.json"} {"block_hashes":["xklkoZ7iSU1+7cd6 DAtEmMUCS5IPFd+EgchnzxkOiFwlk=","3KbsvoxKY/3AwqgF2aAdVvVQ
RpMhsNVRkQ3rx2A6Z2Z+Y=","09+tsohquaCMj+70zeinRG/hBhA2uLoDI/WoC1uokME=","xV/K8xucyWJELVT8Cqn+ugFjobBVmg8pnmACF+2PP4Y=""p/mvIm2wuCl
32Rx3it654MIjKAsMe3S9IDEabc1ABmME=","j8mPrTb500sBTj2Fer78JE6xG6+kR64Cvu2SW8d3j/k=","nqSRpGQ3USU2bZJsZ+AzBmFOyann8omwJrhEWFZDTXc=","
eTcQyJUuNuF9yCga/fXGyFCj/pysSceanhBzksdx23s=","Wj7fagnspelXKMvnduxHn1XUBG8TEOqyns7/oUihekM=","VtBwXoadI3EP336rAiL33Gz19KGqtN+RYdKn
MKAXoLw=","iDgLXQqXJp8nCZxgLuUC9LXM45DGfufvGnXvmHsn18wc=","g+RfdDfrWTUKOPkcsbot7NJ4SCIwWVRV/dVVMuHALE}8=","20C4HcCuXu3VjFfewnKIznt9u
qQNaebcuWpm/mwje9u=","aMUIpuFqPMiieSaWhIktCK62v2P30ZQAWUpWsYzCnvk=","L

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

19

1.8784775129881184

false

3:FQxIX:qT

0407B455F23E3655661BA46A574CFCA4
855CB7CC8EAC30458B4207614D046CB0O9EE3A591
AB5C71347D95F319781DF230012713C7819AC0D69373E8CIA7302CAE3F9A04B7
3020F7C87DC5201589FA43E03B1591ED8BEB64523B37EB3736557F3AB7D654980FB42284115A69D91DE44204CEFAB751B60466COEF677608467DE43D41BFB939
false

low

B R T,

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process:

File Type:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG
Category: dropped

Size (bytes): 371

Entropy (8bit):  5.266414468036774

Encrypted: false

SSDEEP: 6:mJIRjIg2P923iKKdK25+Xgx8chl+IFUtpIRXZmwP6FkwO923iKKdK25+Xgx8ch+/0:GRMv45KKTXfchI3FUtpjX/P6F5L5KKTM

MDS5: C54D6810D620E572E3218FF743B8DADE

SHA1L: 19593B41E0A39212274BD84795B6E10893E06433

SHA-256: F3DFECA7C97DDEB673F2F8A6210A2413C842810E09E7C6B96B46775413CE6827

SHA-512: 9727C2BF5E6840DDOAD59AF34CABCA78FE86093426AFD4ACB13170B69886D59598C9726BE946CA870E500D164E6DBD29CE84FAC3EBOD21E9512CDB6C40721E
6B

Malicious: false

Reputation: low

Preview:

2021/08/20-18:10:23.695 d44 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MAN
IFEST-000001.2021/08/20-18:10:23.698 d44 Recovering log #3.2021/08/20-18:10:23.699 d44 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old. (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 371

Entropy (8bit):  5.266414468036774

Encrypted: false

SSDEEP: 6:mJR]jIq2P923iKKdK25+Xgx8chl+IFUtpIRXZmwP6FkwO923iKKdK25+Xgx8ch+/0:GRMVA5KKTXfchI3FUtpjX/P6F5L5KKTM

MD5: C54D6810D620E572E3218FF743B8DADE

SHA1L: 19593B41E0A39212274BD84795B6E10893E06433

SHA-256: F3DFECA7C97DDEB673F2F8A6210A2413C842810E09E7C6B96B46775413CE6827

SHA-512: 9727C2BF5E6840DDOAD59AF34CABCA78FEB6093426AFD4ACB13170B69886D59598C9726BE946CA870E500D164E6DBD29CE84FAC3EBOD21E9512CDB6C40721E
6B

Malicious: false

Reputation: low

Preview:

2021/08/20-18:10:23.695 d44 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MAN
IFEST-000001.2021/08/20-18:10:23.698 d44 Recovering log #3.2021/08/20-18:10:23.699 d44 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 357

Entropy (8bit):  5.1861027337657335

Encrypted: false

SSDEEP: 6:mSIq2P923iKKdK25+XuolFUtp7ZmwPgkwO923iKKdK25+XuxWLJ:bIv45KKTXYFUtp7/Pg5L5KKTXHI

MD5: DDB5534C4740B96EOD6F7F8F135D76C9

SHA1L: AF186FF9E8388ACA463DC8EOD1ASAFF83ECFAG67

SHA-256: A5A3774FBD95A69539DFD611B48E67FBA270EAA1IAF65DE4092AAFBO6E32E98C3

SHA-512: 03A8AFA92A21B58FCC7B4A39F3E6FBAEC54950FFA883E931E53CC5D13C7D9122CC02ED2CC7AC8BA47BEC167FC443DC2ACDSEF2AE3EEDCA4C59DFE912D6BE
F0992

Malicious: false

Reputation: low

Preview:

2021/08/20-18:10:23.681 d44 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-0
00001.2021/08/20-18:10:23.683 d44 Recovering log #3.2021/08/20-18:10:23.684 d44 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\De
fault\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 357

Entropy (8bit): 5.1861027337657335

Encrypted: false

SSDEEP: 6:mSIq2P923iKKdK25+XuolFUtp7ZmwPgkwO923iKKdK25+XuxWLJ:blv45KKTXYFUtp7/Pg5L5KKTXHI
MD5: DDB5534C4740B96EOD6F7F8F135D76C9

SHAL: AF186FF9E8388ACA463DCSEOD1ASAFF83ECFAG67

SHA-256: A5A3774FBD95A69539DFD611B48E67FBA270EAALIAF65DE4092AAFBO6E32E98C3
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG.old (copy)

SHA-512: 03A8AFA92A21B58FCC7B4A39F3E6FBAEC54950FFA883E931E53CC5D13C7D9122CC02ED2CC7AC8BA47BEC167FC443DC2ACDSEF2AE3EEDC4C59DFE912D6BE
F0992

Malicious: false

Reputation: low

Preview:

2021/08/20-18:10:23.681 d44 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-0
00001.2021/08/20-18:10:23.683 d44 Recovering log #3.2021/08/20-18:10:23.684 d44 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\De
fault\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\File System\Origins\000001.dbtmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit):  3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Uv:1gIFUv

MDS5: 46295CAC801E5D4857D09837238A6394

SHAL: 44EQFA1B517DBF802B18FAF0785EEEA6AC51594B

SHA-256: OF1BAD70C7BD1EOA69562853EC529355462FCD0423263A3D39D6D0D70B780443

SHA-512: 8969402593F927350E2CEB4B5BC2A277F3754697C1961E3D6237DA322257FBAB42909E1A742E22223447F3A4805F8D8EF525432A7C3515A549E984D3EFF72B23
Malicious: false

Reputation: low

Preview:

MANIFEST-000001.

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\File System\Origins\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 102

Entropy (8bit):  4.707425199545215

Encrypted: false
SSDEEP: 3:wiltsmlilLeNIALjPqciKPnSc+VVn:wltsmRLVP1/Sc+VV
MD5: 7E6074135B54581D9C9A50EC25141C6A
SHA1L: 362BE82BA04A240771813665F436BOEF9D24C35F
SHA-256: 8A14329F2C4F6E9CDO7FDABA314C1F29FDE90C936695F0E95118778B2EO0CD7A2
SHA-512: D715BD9AES5A94DC6F30D6B8A475DFD69DE15C3915987D6A2DIEGF761237055AB1409B24431F9F6497FEOCDF664449F13F3D52FB0C49E4221CE3145862D9048F¢
Malicious: false
Reputation: low
Preview:
NP LAST_PATH.-1.X7.>..00covvven LAST_PATH.000..ORIGIN:https_www.google.com_0.000

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\File System\Origins\CURRENT _" (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit):  3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Uv:1qlFUv

MD5: 46295CAC801E5D4857D09837238A6394

SHAL: 44E0FA1B517DBF802B18FAF0785EEEAGAC51594B

SHA-256: OF1BAD70C7BD1E0A69562853EC529355462FCD0423263A3D39D6D0D70B780443
SHA-512: 8969402593F927350E2CEB4B5BC2A277F3754697C1961E3D6237DA322257FBAB42909E1A742E22223447F3A4805F8D8EF525432A7C3515A549E984D3EFF72B23
Malicious: false

Reputation: low

Preview:

MANIFEST-000001.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\File System\Origins\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 144

Entropy (8bit): 5.148530169706136
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\File System\Origins\LOG

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

false

3:tUK69/dF7dNILKgFkPUKh4E2J5iKKKCc64E/+MOMCWIDMGKACWIV//Uv:m/Z+q2P923iIKKdK29MRgPRIFUv

B5A379A5D52A6E709D69DB215139EA24

8748348B44D356AB39576B8987A774187E8284A2

13E57F87FF7497FAFOFF85DC21A2DCFA9A90A79DESDA058218BOD0OCBB534BFD5
2178CF2E5E1A5A0BBEBB89CEA55007E70429C6623DA4BC0342F1871AE423A760B38B69962834F1D60F1D52E25E00FFE4412D2F176FB0D20438993EBDB5192B0]
false

low

2021/08/20-18:10:19.898 1218 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\File System\Origins/MANIFEST-000001.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\File System\Origins\MANIFEST-000001

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

PGP\011Secret Key -

dropped

41

4.704993772857998

false

3:5coBAIXQRDKIVjn:scoBY7jn

5AF87DFD673BA2115E2FCF5CFDB727AB
D5B5BBF396DC291274584EF71F444F420B6056F1
FOD31B278E215EBODOE9CD709EDFA037E828F36214AB7906F612160FEAD4B2B4

DE34583A7DBAFE4DDODC0601E8F6906B9BC6A00C56C9323561204F77ABBCODC9007C480FFE4092FF2F194D54616CAF50AECBD4A1E9583CAEO0C76ADEDD7C2E
5B

false

low

.|.."....leveldb.BytewiseComparator......

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

329

5.224339404009723

false
6:m2002P923iIKKdKWT5g1ldqlFUtp7ZmwP6kwO923iKKdKWT5g113ULJ:JOv45Kkg5gSRFUtp7/P65L5Kkg59S3SJ
B0455B645FDDF3596CA73F9389E06228

EBB20721A1958E7CA4424B23A63F26CF72AEF524
193845DC7C593149192F8B826A45611C160E752E10885EB16AA327D08B521D16
766D580BB44EBF57B316BA2E35E31B90523D3BFF722EEA744F88E4153C94E3031AFC916AFC6703ED191FE9307FCIF94BBICADBF193234113FC4E422B664E059!
false

low

2021/08/20-18:10:23.656 d44 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption/MANIFEST-000001.2021/08/
20-18:10:23.661 d44 Recovering log #3.2021/08/20-18:10:23.664 d44 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Stor
e\Encryption/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default'\GCM Store\Encryption\LOG.oldal (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

329

5.224339404009723

false
6:M2002P923IKKdKWT5g11dqgIFUtp7ZmwP6kwO923iKKAKWT5g1I13ULJ:JOv45Kkg5gSRFUtp7/P65L5Kkg59S3SJ
B0455B645FDDF3596CA73F9389E06228

EBB20721A1958E7CA4424B23A63F26CF72AEF524
193845DC7C593149192F8B826A45611C160E752E10885EB16AA327D08B521D16
766D580BB44EBF57B316BA2E35E31B90523D3BFF722EEA744F88E4153C94E3031AFC916AFC6703ED191FE9307FCIF94BBIOCADBF193234113FC4E422B664E059!
false

low

2021/08/20-18:10:23.656 d44 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption/MANIFEST-000001.2021/08/
20-18:10:23.661 d44 Recovering log #3.2021/08/20-18:10:23.664 d44 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Stor
e\Encryption/000003.log .
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

61440

0.15477883217988092

false

24: TLBFROtLubjd9tS9tFtvz9tc/AMhyi9tNItI: T7RXIIXSXPvzXc/AMEIXNXJ
B2596ADB430E23971A3A290F586EFB34
5030F2C71121B3A8065A2ED40E7233221C699E67
A1CF30AC2600FCBD3F3FOBBE051BD6F23DD5A18DFB74AF74DD5B255CCAODBBYE

7EOFF1B9E8B552F00E1AD506E8EALCG98E4BEFOCD45A45AD7D9AF1C902A36DD1BDB37B375074A4E6A378189267813EC43560FC051CEBEES8AA4F8DAF5D6A14
3C

false

low

SQLite format 3...... @ e L O PSSP PRSP PPRRSRRRONY

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

682

5.378376165483641

false
12:INbh3tfuv+BBZzpnleelZspOatnWN6u23tVu/zVa/qiddutDoGItDtUKpGti3yO:KIRa+BfzpleSn22djdu99otDt69ti3Vmi
FOEF06384E7073993402A8DA5DBD42FA

E66040437A7F2C2A9F75894CC817A0CF7CEC4F94
B4A9934B04E3A911E17E33CC66763287BIE6F07F6FAB53E3D2381A8FAFDDAG3C

A2C6E031B93D56209D66F91DA2CF01BC15E6C1ED77498277C57F001EEE62C8F8BA43CBE011C3390981B1DA6DCF20153D8D8323E1DD22D5BF8C3D3D88EECIA
61

false

low

€0..com..corona..eprocurement..eprocurement2..http..login*Y......co......com.. eprocurement......eprocurement2 2 a....
[T Jevereene hod [ (R Mo N [o Peoeiens | U L AR u....H... *Thttp://eprocur
ement.corona.com.co/eprocurement2/#/login20eprocurement.corona.com.co/eprocurement2/#/login:................ | WO, *8http://eprocurement.corona.com.co/e
procurement2/#/login/2.:............... I "2 "2 +

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

62608

0.08894554239991641

false

24:TUJaEFmMjOqLIUN+3rd9t8nR9tT4qCuwo4: TUJaEFmMjOqu3hX2RX3Zx4
54CF5F14BE8AF52AB418D103A1366687
2C60DCF4508720BB2F81F8600D47A0F85A0942B1
BOAE20C4F7CC7CC27A4AB1C236333E6A9048165E3721E2F61092C9AEEF3ESB53

83C18ABCBEE7A5DCDOD8AC2664D279791DBF8BFC109E940B02D0F7FF8F1C8B800C99836D27A419CCC68946F752DBA892325ABC87FC6A25253DB11DE3307B7
9A

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Last Session$ (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

10310

3.1756000198051706

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Last Session$ (copy)

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

192:35DXWdXsXZwv8z5G0oXoXtTFXDX3XaXZwv8z5GoXoXtTFXDX3Xt:pDGd8JIwv8AoYpFTngJwv8AoYpFTnd

38D2A045D6428A9808DFAB45D71D626A

6641CA94729C203F72B12CABABOSE9EB266A24C3

69A20D5A253E78F071F8916C81CD5AC78D01F000C66D886086549902BFA85A06
942178723E4311E6B2D1392003E4BBES0E484F93A8998C4B0156FF8FDB0O3FB61C1A68BBA82C9130B2B2810C8DF37F83AB1E2F22ECBDAAFI6655585FE8840AE7/
false

low

SNSS. .o e Lo $...2b93e9ch_289e_4848_b22f_f1e9c591ff75.........cceeeee. Coatreeeett e
8...http://eprocurement.corona.com.co/eprocurement2/#/login/.
x...8...h.t.t.p.../.J.e.p.r.o.c.ur.e.m.e.nt..c.o.r.o.n.a..c.o.m...c.o./.e.p.

8...http://eprocurement.

r.o.c.u.r.e.m.e.n.t2./4#./l.0.g.i.n./.
corona.com.co/eprocurement2/#/login/...\W._..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Last Tabs (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

8

1.8112781244591325

false

3:3Dtn:3h

0686D6159557E1162D04C44240103333
053E9DB58E20A67D1E158E407094359BF61D0639
3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB
884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8ADICD10741A5604B7A0F979465C4171ADIC14ED56359A4508B4DES8E794550599AAA261120976C
false

low

SNSS....

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

3069

5.530984127341491

false
48:+UDaG2u0ha7zMI8db4c5M57nbQSefgGxNrSOU9IRdINIrkf:wuka7zM+db4GWTbQ5fgGLrSOWF
608D4F702999D18772F8BE8B756A3706

FAD4E057ADB2FF8085FBC61E05CEG6E474F241B88
B83850A02553B20C79770F211EEA460E0D05641D4634FE4EE36A8C957E46B0D6

1C5D3C3DE3EF5E533BD55611AE00D787BFDBA0256DBF92067D6E1BC04D8F721A39F04C27B7BF2D5CB20FFF98CEFBD73376163E029F094DEF526561F6B7C53A
E9

false

low

Lk .META:https://www.google.com... .._https:/lwww.google.com..rc::a..NzJ0d21xMXk5a3VseQ==j{C. 8META:chrome-extension://pkedcjkdefgpde
Ipbcmbmeomcjbeemfm............. Y_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.HangoutSinkDiscoveryService;.{"cache":{"sinks":{},"g":{},"h":null}
,"manualHangouts":{}}.a_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.ldGenerator.cast.RequestidGenerator..820141000.H_chrome-extension
‘/Ipkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.LogManager...['[2021-08-20 18:10:26.23][INFO][mr.Init] MR instance 1D: 5e9¢1626-1910-486b-85e6-2101d6bbf949\n","
[2021-08-20 18:10:26.23][INFO][mr.Init] Native Cast MRP is disabled.\n","[2021-08-20 18:10:26.23][INFO][mr.Init] Native Mirroring Service is enabled.\n","[2021-08-20
18:10:26.23][INFO][mr.PersistentDataManager] removeTemporary_: 163 chars used\n“,"[2021-08-20 18:10:26.23][INFO][mr.PersistentDataManager] initialize: 163 chars
used, 67 other chars\n","[2021-0

C:\Users\user\AppDatal\Local\Google\Chrome\User Data\Default\Local Storagel\leveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.068612983507906

false
6:mfM5Qy(q2P923iKKdK8a2jMGIFUtpgPYG1ZmwPqyVSQRkwO923iKKdK8a2jMmLJ:f5Vv45Kk8EFUtp7G1/PHSISL5Kk8bJ
01A29122495E32345DB94D5B4EEB8305

AAFBDC56A674110CFEF9BE6DOFEBD7EFBFEA4636
97811D8B63B9A50733918C1ECB012E50D7A02F1EB6C52F69CEGB1FA915050CF3

7EEBOA017DA8BA79ESE209B819CEBFOF6671BD9A556274AFAOAFDEBOCDF39C070E655D449930C91E1EE354471836AC6AF5031421B414047921DF5BFDABSEEA3
C
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\LOG

Malicious: false
Reputation: low
Preview:

2021/08/20-18:10:00.980 1270 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2021/0
8/20-18:10:00.982 1270 Recovering log #3.2021/08/20-18:10:00.983 1270 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\
leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Local Storagelleveldb\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 334

Entropy (8bit):  5.068612983507906

Encrypted: false

SSDEEP: 6:mfM5Qy2P923iKKdK8a2jMGIFUtpgPYG1ZmwPqyVSQRkwO923iKKdK8a2jMmLJ:f5Vv45Kk8EFUtp7G1/PHSISL5Kk8bJI

MDS5: 01A29122495E32345DB94D5B4EEB8305

SHAL: AAFBDC56A674110CFEF9BE6GDOFEBD7EFBFEA4636

SHA-256: 97811D8B63B9A50733918C1ECB012E50D7A02F1EB6C52F69CE6B1FA915050CF3

SHA-512: 7EEBOA017DABA79E8E209B819CEBFOF6671BDIA556274AFAOAFDEBOCDF39C070E655D449930C91E1EE354471836AC6AF5031421B414047921DF5BFDABSEEA3
C

Malicious: false

Reputation: low

Preview:

2021/08/20-18:10:00.980 1270 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2021/0
8/20-18:10:00.982 1270 Recovering log #3.2021/08/20-18:10:00.983 1270 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\
leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State.. (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2693

Entropy (8bit):  4.871599185186076

Encrypted: false

SSDEEP: 48:YXs2MHRzsoMHT5s0MHyKsTMHksrDys4Csh7synWsQItFsym6zs6zMHWLSZMH5YhV:+GDGTHGMGHDW1/nOlbmOGIGGhVD

MD5: 829D5654ADF098AD43036E24C47F2A94

SHAL: 506C8BA397509BA0357787950C538C1879047DF3

SHA-256: 4D0B852D18FCA5C1A712904CF6DB3811FBI05E86D8A7508A2D42F9C8D68E2211

SHA-512: D9B18E6BOAD1ESE4BECFIE84BBE30D64730CFEC2CBEAF96D5DF52E28B907B03EADF22F020FBEOAS6D137A52F4F09798031BC6CA026CFABA979A608B3445DB
CAA

Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600883925","port":443,"protocol_str*:"quic"}],"isolation":
[,"network_stats":{"srtt":40156},"server":"https://www.googleapis.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324854

2628822803","port":443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":30856},"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{
"advertised_versions":[],"expiration":"13248542600893104","port":443,"protocol_str*:"quic"}],"isolatio! network_stats":{"srtt":25300},"server":"https://clients2.goog

leusercontent.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600872791","port":443,"protocol_str":"quic"}],"isolation":
[,"network_stats":{"srtt":34789},"server":"https://clients2.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"exp

C:\Users\user\AppData\Local\Google\Chrome\User Data\DefaultiNetwork Persistent State.| (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2693

Entropy (8bit):  4.871875630348377

Encrypted: false

SSDEEP: 48:YXs2MHRzsoMHT5s0MHyKsTMHksrDys4Csb7synWsQItFsym6zs6zMHWLSZMH5YhE:+GDGTHGmMGHDW1/nOIbmOGIGGhVG

MD5: 592337A19B0490E714DD7C93B0752E5C

SHAL: 6B82A52F479E5D78D8AC311454F7C43F65345D0B

SHA-256: 941A456CAA476BOA1BC22C290F8F71D3FD52F5C6C1B5E9606A0847CAOBC177FD

SHA-512: 6DOAEE47C9D2C33E8E246AE508A9C4A8E91881697CALF64E66A8288197D83ESEBEF89CD6C12B965C4CE460A952912E8637587885AE0FE4F722350D916EBCAB(
2

Malicious: false

Reputation: low

Copyright Joe Security LLC 2021 Page 37 of 98



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\iNetwork Persistent State.| (copy)

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600883925","port":443,"protocol_str":"quic"}],"isolation":

[1,"network_stats":{"srtt":40156},"server":"https://www.googleapis.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324854
2628822803","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":30856},"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{
"advertised_versions":[],"expiration":"13248542600893104","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":25300},"server":"https://clients2.goog

leusercontent.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600872791","port":443,"protocol_str":"quic"}],"isolation":

[1,"network_stats":{"srtt":34789},"server":"https://clients2.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"exp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

330

5.143051608580869

false
6:mrRFWV(q2P923iKKdKgXz4rRIFUtpCZmwPVFVkwO923iKKdKgXz4q8LJ:I0v45KkgXiuFUtpC/PvV5L5KkgX2J
0C3DAB79E18D86BCC506272687D031B2

7ED43587E1DDC59FC1F69C8191710C32F44BDE1F
3C0ACI9C18600B372E7512305ED3419965CABB3EF0937866EADDF4996321263FD

BD9F85E07AC27B037EA7DCICIOF2BD56716319FA2D6580BCBB5AFBD9760C32282B0FAF72199FCFC7F011FB13A00CFE1IAAS4BEA46AD4AF6CEEEG687B20C10F2DE
3CD

false

low

2021/08/20-18:10:01.433 44 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2021/08/20-
18:10:01.435 44 Recovering log #3.2021/08/20-18:10:01.436 44 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notificati
ons/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

330

5.143051608580869

false
6:mrRFWV(2P923iIKKdKgXz4rRIFUtpCZmwPVFVkw0923iKKdKgXz4q8LJ:I0v45KkgXiuFUtpC/PVV5L5KkgX2J
0C3DAB79E18D86BCC506272687D031B2

7ED43587E1DDC59FC1F69C8191710C32F44BDELF
3C0AC9C18600B372E7512305ED3419965CABB3EF0937866EADDF4996321263FD

BD9F85E07AC27B037EA7DCICIOF2BD56716319FA2D6580BCBB5AFBD9760C32282B0FAF72199FCFC7F011FB13A00CFE1IAAS4BEA46AD4AF6CEEEG687B20C10F2DE
3CD

false

low

2021/08/20-18:10:01.433 44 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2021/08/20-
18:10:01.435 44 Recovering log #3.2021/08/20-18:10:01.436 44 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notificati
ons/000003.1og .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences. (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5099

4.971620827794429

false

96:nMrhGG9pSKI41k0JCKL8FXYkx112bOTQVuwn:nMrn9pSWC4K0XYkx0
FCF8950E7DC5B4824C692D324D322E7D
A1E5B9FFADDA4F2DB33D2B0F7F4935850D7E580F
C210516E1386580CA37F29B5A90ABB7D6EEB1F4887F5E1F6CF31CBES0224CFF1

DD11B86AE94817A6597E17C3618D0537611CAC298DEEESB0OS6EA94FAEASAG0BI146A7FF443AB458DBF91B6D57FEEBOE39895FBB6C10EE4A75B847794A76864L
0

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13273981801244371","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete":{"retention_policy_last_version":85},"autofi orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length":["0","0","0","0","0","0","0","
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferencesc (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5072

4.968522802511846

false

96:nMr50G9pSKI4Ik0ICKLBFXYkx112bOTQVuwn:nMrJ9pSWC4AKOXYkx0
7FDBD454E852441E4DC9522C66C3F020
E87268BC51DDF90CAB7A6F507FCIEOABSD1C8B10
8B58B8C8D210A11A300B44D7698AB6269FD8864316554B97A0BD8FABCFEC8DF3

5C875089E79D1B933A1706C94AD0051E576B36CDFIEEB0911C2089BDECB3677CF75312CA54916ACFD40BE3BD4CF2DEDS528BCD732EC01314F194412CD8046E(
D1

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13273981801244371","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_to|
untryid_at_install":21843,"data_reduction":{"daily_original_length™:["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"," "."0","0","
,'o","o","0","0","0","0","0","0","0 ,"0","0 0" o","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length":["0'

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Preferencesv (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5695

5.1789460619846714

false
96:NMrh/I9GtkSST1SKI4Ik0JCKL8FXYkx112bOTQVuwn:nMrn9kGSWC4KOXYkx0
3C9752D95253E1C9C125CBEA066D0CE9
13FCCALEDCED55F769615CFF4FD4FD131AC160C0
8FD483690BD5040E0D91D86BB21173DDA2DDF18B5013F93D5B1B4C866DDSEFEG

3BC780431AD985C6FB2E1501D982BBD1CC7494051A392BF080DFBF0025B5BC74F8341B75E4FDE715F0D12A06DFCDEGCE44A1B76FC6B6A0830D9AD520006080
2

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13273981801244371" "alternate_error_pages":{"backup":true},"announcement_notification_ser

{

vice_first_run_time":"13245950583260338","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group™:*","should_reset_check_default_browser":false,"window_pl
acement”:{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length™:["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"o","o","0","0","0","0","0","0","0","0","0","0","0","0","0", ","0","0","0","0","0","0","0","0","0","0","0","1538886"],"daily_received_length™:["0"," "

Static File Info

No static file info

Network Behavior

Snort IDS Alerts

Timestamp

08/20/21-
18:10:11.027299

08/20/21-
18:10:11.323206

08/20/21-
18:10:11.334949

08/20/21-
18:10:17.971028

Source Dest

Protocol SID Message Port Port Source IP Dest IP

TCP 1200  ATTACK-RESPONSES Invalid URL 80 49707 200.32.81.196 192.168.2.5
TCP 1200  ATTACK-RESPONSES Invalid URL 80 49707 200.32.81.196 192.168.2.5
TCP 1200  ATTACK-RESPONSES Invalid URL 80 49707 200.32.81.196 192.168.2.5
TCP 1564  WEB-MISC login.htm access 49715 80 192.168.2.5  200.32.81.196
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Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Aug 20, 2021 18:10:06.903701067 CEST 192.168.2.5 8.8.8.8 Oxfcel Standard query  eprocureme A (IP address) IN (0x0001)
(0) nt.corona.com.co

Aug 20, 2021 18:10:06.906867027 CEST 192.168.2.5 8.8.8.8 0x38e2 Standard query  accounts.g A (IP address) IN (0x0001)
(0) oogle.com

Aug 20, 2021 18:10:06.910674095 CEST 192.168.2.5 8.8.8.8 Oxdd11 Standard query  clients2.g A (IP address) IN (0x0001)
(0) oogle.com

Aug 20, 2021 18:10:18.319556952 CEST 192.168.2.5 8.8.8.8 0x7e08 Standard query  www.google.com A (IP address) IN (0x0001)
@

Aug 20, 2021 18:10:18.713010073 CEST 192.168.2.5 8.8.8.8 0xf563 Standard query  www.corona A (IP address) IN (0x0001)
0) .com.co

Aug 20, 2021 18:10:23.862907887 CEST 192.168.2.5 8.8.8.8 Oxeb46 Standard query  clients2.g A (IP address) IN (0x0001)
0) oogleuserc

ontent.com

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Aug 20, 2021 8.8.8.8 192.168.2.5 0x38e2 No error (0) accounts.g 172.217.18.109 A (IP address)  IN (0x0001)

18:10:06.941345930 oogle.com

CEST

Aug 20, 2021 8.8.8.8 192.168.2.5 Oxfcel No error (0) eprocureme 200.32.81.196 A (IP address)  IN (0x0001)

18:10:06.947691917 nt.corona.

CEST com.co

Aug 20, 2021 8.8.8.8 192.168.2.5 Oxdd11 No error (0) clients2.g clients.l.google.com CNAME IN (0x0001)

18:10:06.966519117 oogle.com (Canonical

CEST name)

Aug 20, 2021 8.8.8.8 192.168.2.5 Oxdd11 No error (0) clients.|. 216.58.212.174 A (IP address)  IN (0x0001)

18:10:06.966519117 google.com

CEST

Aug 20, 2021 8.8.8.8 192.168.2.5 0x7e08 No error (0) www.google 142.250.185.164 A (IP address)  IN (0x0001)

18:10:18.352965117 .com

CEST

Aug 20, 2021 8.8.8.8 192.168.2.5 0xf563 No error (0) Wwww.corona 13.90.152.140 A (IP address)  IN (0x0001)

18:10:18.755368948 .com.co

CEST

Aug 20, 2021 8.8.8.8 192.168.2.5 0x1c40 No error (0) gstaticads 142.250.186.131 A (IP address)  IN (0x0001)

18:10:20.062231064 sl.l.google.com

CEST

Aug 20, 2021 8.8.8.8 192.168.2.5 Oxeb46 No error (0) clients2.g googlehosted.l.googleuse CNAME IN (0x0001)

18:10:23.898654938 oogleuserc rcontent.com (Canonical

CEST ontent.com name)

Aug 20, 2021 8.8.8.8 192.168.2.5 Oxeb46 No error (0) googlehost 216.58.212.161 A (IP address)  IN (0x0001)

18:10:23.898654938 ed.l.goog|

CEST euserconte

nt.com

HTTP Request Dependency Graph

e eprocurement.corona.com.co

HTTP Packets

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.5 49703 200.32.81.196 80 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes

Timestamp transferred Direction
Aug 20, 2021 1362 ouT
18:10:07.251368046 CEST

Aug 20, 2021 1942 IN
18:10:07.549690962 CEST

Aug 20, 2021 2157 ouT

18:10:07.665862083 CEST

Copyright Joe Security LLC 2021

Data

GET /eprocurement2/ HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK
Content-Type: text/html
Last-Modified: Wed, 12 Feb 2020 18:03:38 GMT
Accept-Ranges: bytes
ETag: "0f91dcOceeld51:0"
Server: Microsoft-11S/10.0
Access-Control-Allow-Origin: *
X-Powered-By: ASP.NET
Date: Fri, 20 Aug 2021 16:10:07 GMT
Content-Length: 6152
Data Raw: ef bb bf 3c 21 64 6f 63 74 79 70 65 20 68 74 6d 6¢ 3e 0d Oa 3c 21 2d 2d 5b 69 66 20 6¢ 74 20 49 45 20 37 5d
3e 20 20 20 20 20 20 3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 6¢ 74 2d 69 65 39 20 6¢ 74 2d 69 65 38
20 6¢ 74 2d 69 65 37 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0d Oa 3c 21 2d 2d 5b 69 66 20 49 45 20 37 5d 3e 20
20 20 20 20 20 20 20 20 3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 6¢ 74 2d 69 65 39 20 6¢ 74 2d 69 65 38
22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0d Oa 3c 21 2d 2d 5b 69 66 20 49 45 20 38 5d 3e 20 20 20 20 20 20 20 20 2
03c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 6¢ 74 2d 69 65 39 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d
3e 0d Oa 3c 21 2d 2d 5b 69 66 20 67 74 20 49 45 20 38 5d 3e 3c 21 2d 2d 3e 20 3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22
6e 6f 2d 6a 73 22 20 6¢ 61 6e 67 3d 22 65 6e 22 3e 20 3c 21 2d 2d 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0d Oa 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 68 65 61 64 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 3e 0d
0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 74 69 74 6¢ 65 3e 3c 2f 74 69
74 6¢ 65 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 6d 65 74 61 20
6e 61 6d 65 3d 22 64 65 73 63 72 69 70 74 69 6f 6e 22 20 63 6f 6e 74 65 6e 74 3d 22 22 3e 0d Oa 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72
74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6C
2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 61 78 69 6d 75 6d 2d 73 63 61 6¢ 65 3d 31 2¢c 20 75 73 65 72 2d 73 63 61 6C 61 62 6C 6
5 3d 6e 6f 22 3e 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 21 2d 2d 20
50 6¢ 61 63 65 20 66 61 76 69 63 6f 6e 2e 69 63 6f 20 61 6e 64 20 61 70 70 6¢ 65 2d 74 6f 75 63 68 2d 69 63 6f 6e 2e 70
6e 67 20 69 6e 20 74 68 65 20 72 6f 6f 74 20 64 69 72 65 63 74 6f 72 79 20 2d 2d 3e 0d 0a 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 21 2d 2d 20 62 75 69 6¢ 64 3a 63 73 73 20 73 74 79 6¢ 65 73 2f
76 65 6e 64 6f 72 2e 63 73 73 20 2d 2d 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 3c 21 2d 2d 20 62 6f 77 65 72 3a 63 73 73 20 2d 2d 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 74 79 6¢ 65 73 68 65 65 74 22 20 68 72 65 66
3d 22 62 6f 77 65 72 5f 63 6f 6d 70 6f 6e 65 6e 74 73 2f 62 6f 6f 74 73 74 72 61 70 2f 64 69 73 74 2f 63 73 73 2f 62 6f 6f 74
737472 6170 2e 63 73 73 22 20 2f 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 3c 21 2d 2d 20 65 6e 64 62 6f 77 65 72 20 2d 2d 3e 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 20 20
Data Ascii: <!doctype html>...[if It IE 7]>  <html class="no-js It-ie9 It-ie8 It-ie7"> <![endif]-->...[if IE 7]> <html
class="no-js It-ie9 It-ie8"> <l[endif]-->...[if IE 8]> <html class="no-js It-ie9"> <![endif]-->...[if gt IE 8]>...> <html
class="no-js" lang="en"> ...<![endif]--> <head> <meta charset="utf-8">
<title></title> <meta name="description" content=""> <meta name="viewport" content
="width=device-width, initial-scale=1, maximum-scale=1, user-scalable=no"> ... Place favicon.ico and
apple-touch-icon.png in the root directory --> ... build:css styles/vendor.css -->
bower:css --> <link rel="stylesheet" href="bower_components/bootstrap/dist/css/bootstrap.css" />

... endbower -->

GET /eprocurement2/bower_components/bootstrap/dist/css/bootstrap.css HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/css,*/*;q=0.1

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 2191
18:10:07.968873978 CEST

Aug 20, 2021 2884
18:10:10.264776945 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: text/css

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:07 GMT

Content-Length: 122848

Data Raw: 2f 2a 21 0a 20 2a 20 42 6f 6f 74 73 74 72 61 70 20 76 33 2e 30 2e 33 20 28 68 74 74 70 3a 2f 2f 67 65 74 62 6f
6f 74 73 74 72 61 70 2e 63 6f 6d 29 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 32 30 31 33 20 54 77 69 74 74 65 72 2c 20
49 6e 63 2e Oa 20 2a 20 4c 69 63 65 6e 73 65 64 20 75 6e 64 65 72 20 68 74 74 70 3a 2f 2f 77 77 77 2e 61 70 61 63 68 65
2e 6f 72 67 2f 6¢ 69 63 65 6e 73 65 73 2f 4c 49 43 45 4e 53 45 2d 32 2e 30 Oa 20 2a 2f Oa Oa 2f 2a 21 20 6e 6f 72 6d 61
6C 69 7a 65 2e 63 73 73 20 76 32 2e 31 2e 33 20 7c 20 4d 49 54 20 4c 69 63 65 6e 73 65 20 7c 20 67 69 74 2e 69 6f 2f 6e
6f 72 6d 61 6¢ 69 7a 65 20 2a 2f 0a 0a 61 72 74 69 63 6¢ 65 2c 0a 61 73 69 64 65 2c 0a 64 65 74 61 69 6¢ 73 2c Oa 66 69
67 63 61 70 74 69 6f 6e 2c 0a 66 69 67 75 72 65 2c Oa 66 6f 6f 74 65 72 2c Oa 68 65 61 64 65 72 2c 0a 68 67 72 6f 75 70
2c 0a 6d 61 69 6e 2c Oa 6e 61 76 2c 0a 73 65 63 74 69 6f 6e 2c 0a 73 75 6d 6d 61 72 79 20 7b Oa 20 20 64 69 73 70 6¢
61 79 3a 20 62 6¢ 6f 63 6b 3b 0a 7d Oa Oa 61 75 64 69 6f 2c 0a 63 61 6e 76 61 73 2c Oa 76 69 64 65 6f 20 7b Oa 20 20 64
69 73 70 6¢ 61 79 3a 20 69 6e 6¢ 69 6e 65 2d 62 6¢ 6f 63 6b 3b 0a 7d Oa Oa 61 75 64 69 6f 3a 6e 6f 74 28 5b 63 6f 6e 74
72 6f 6¢ 73 5d 29 20 7b 0a 20 20 64 69 73 70 6¢ 61 79 3a 20 6e 6f 6e 65 3b 0a 20 20 68 65 69 67 68 74 3a 20 30 3b Oa 7d
Oa Oa 5b 68 69 64 64 65 6e 5d 2c Oa 74 65 6d 70 6¢ 61 74 65 20 7b Oa 20 20 64 69 73 70 6¢ 61 79 3a 20 6e 6f 6e 65 3b
Oa 7d Oa Oa 68 74 6d 6¢ 20 7b 0Oa 20 20 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 20 73 61 6e 73 2d 73 65 72 69 66 3b 0a 20
202d 77 65 62 6b 69 74 2d 74 65 78 74 2d 73 69 7a 65 2d 61 64 6a 75 73 74 3a 20 31 30 30 25 3b Oa 20 20 20 20 20 20
2d 6d 73 2d 74 65 78 74 2d 73 69 7a 65 2d 61 64 6a 75 73 74 3a 20 31 30 30 25 3b Oa 7d Oa Oa 62 6f 64 79 20 7b Oa 20
20 6d 61 72 67 69 6e 3a 20 30 3b Oa 7d Oa O0a 61 20 7b Oa 20 20 62 61 63 6b 67 72 6f 75 6e 64 3a 20 74 72 61 6e 73 70
61 72 65 6e 74 3b Oa 7d Oa Oa 61 3a 66 6f 63 75 73 20 7b 0a 20 20 6f 75 74 6¢ 69 6e 65 3a 20 74 68 69 6e 20 64 6f 74 74
65 64 3b 0a 7d Oa Oa 61 3a 61 63 74 69 76 65 2c Oa 61 3a 68 6f 76 65 72 20 7b 0a 20 20 6f 75 74 6¢ 69 6e 65 3a 20 30
3b 0a 7d Oa 0a 68 31 20 7b 0a 20 20 6d 61 72 67 69 6e 3a 20 30 2e 36 37 65 6d 20 30 3b 0a 20 20 66 6f 6e 74 2d 73 69
7a 65 3a 20 32 65 6d 3b 0a 7d Oa Oa 61 62 62 72 5b 74 69 74 6¢ 65 5d 20 7b Oa 20 20 62 6f 72 64 65 72 2d 62 6f 74 74 6f
6d 3a 20 31 70 78 20 64 6f 74 74 65 64 3b Oa 7d O0a 0a 62 2c Oa 73 74 72 6f 6e 67 20 7b Oa 20 20 66 6f 6e 74 2d 77 65 69
67 68 74 3a 20 62 6f 6¢ 64 3b 0a 7d Oa Oa 64 66 6e 20 7b Oa 20 20 66 6f 6e 74 2d 73 74 79 6¢ 65 3a 20 69 74 61 6¢ 69 63
3b 0a 7d Oa 0a 68 72 20 7b 0a 20 20 68 65 69 67 68 74 3a 20 30 3b 0a 20 20 2d 6d 6f 7a 2d 62 6f 78 2d 73 69 7a 69 6e
67 3a 20 63 6f 6e 74 65 6e 74 2d 62 6f 78 3b 0a 20 20 20 20 20 20 20 62 6f 78 2d 73 69 7a 69 6e 67 3a 20 63 6f 6e 74 65
6e 74 2d 62 6f 78 3b Oa 7d Oa Oa 6d 61 72 6b 20 7b 0a 20 20 63 6f 6¢ 6f 72 3a 20 23 30 30 30 3b 0a 20 20 62 61 63 6b 67
72 6f 75 6e 64 3a 20 23 66 66 30 3b Oa 7d Oa Oa 63 6f 64 65 2c Oa 6b 62 64 2c 0a 70

Data Ascii: /*! * Bootstrap v3.0.3 (http://getbootstrap.com) * Copyright 2013 Twitter, Inc. * Licensed under http://www.
apache.org/licenses/LICENSE-2.0 *//*! normalize.css v2.1.3 | MIT License | git.io/normalize */article,aside,details,figc
aption,figure,footer,header,hgroup,main,nav,section,summary { display: block;}audio,canvas,video { display: inline-blo
ck;}Yaudio:not([controls]) { display: none; height: 0;}[hidden],template { display: none;}html { font-family: sans-serif; -web
kit-text-size-adjust: 100%;  -ms-text-size-adjust: 100%;}body { margin: 0;}a { background: transparent;}a:focus {

outline: thin dotted;}a:active,a:hover { outline: 0;}h1 { margin: 0.67em 0; font-size: 2em;}abbr(title] { border-bottom: 1px
dotted;}b,strong { font-weight: bold;}dfn { font-style: italic;}hr { height: 0; -moz-box-sizing: content-box; box-sizing:
content-box;}mark { color: #000; background: #ff0;}code,kbd,p

GET /eprocurement2/bower_components/jquery/dist/jquery.min.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 2956
18:10:10.567337990 CEST

Aug 20, 2021 3370
18:10:11.791304111 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:10 GMT

Content-Length: 95821

Data Raw: 2f 2a 21 20 6a 51 75 65 72 79 20 76 31 2e 31 31 2e 31 20 7c 20 28 63 29 20 32 30 30 35 2c 20 32 30 31 34 20
6a51 75 65 72 79 20 46 6f 75 6e 64 61 74 69 6f 6e 2c 20 49 6e 63 2e 20 7c 20 6a 71 75 65 72 79 2e 6f 72 67 2f 6¢ 69 63
65 6e 73 65 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20
6d 6f 64 75 6¢ 65 26 26 22 6 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6¢ 65 2e 65 78 70 6f 72 74 73 3f
6d 6f 64 75 6¢ 65 2e 65 78 70 6f 72 74 73 3d 61 2e 64 6f 63 75 6d 65 6e 74 3f 62 28 61 2¢ 21 30 29 3a 66 75 6e 63 74 69
6f 6e 28 61 29 7b 69 66 28 21 61 2e 64 6f 63 75 6d 65 6e 74 29 74 68 72 6f 77 20 6e 65 77 20 45 72 72 6f 72 28 22 6a 51
7565727920 7265717569 7265 73 20 61 20 77 69 6e 64 6f 77 20 77 69 74 68 20 61 20 64 6f 63 75 6d 65 6e 74 22
29 3b 72 65 74 75 72 6e 20 62 28 61 29 7d 3a 62 28 61 29 7d 28 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 74 79 70 65 6f
66 20 77 69 6e 64 6f 77 3f 77 69 6e 64 6f 77 3a 74 68 69 73 2c 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62 29 7b 76 61 72 20 63
3d 5b 5d 2c 64 3d 63 2e 73 6¢ 69 63 65 2c 65 3d 63 2e 63 6f 6e 63 61 74 2c 66 3d 63 2e 70 75 73 68 2c 67 3d 63 2e 69 6
e 64 65 78 4f 66 2c 68 3d 7b 7d 2c 69 3d 68 2e 74 6f 53 74 72 69 6e 67 2c 6a 3d 68 2e 68 61 73 4f 77 6e 50 72 6f 70 65 7
27479 2c 6b 3d 7b 7d 2c 6¢ 3d 22 31 2e 31 31 2e 31 22 2c 6d 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 74 75
72 6e 20 6e 65 77 20 6d 2e 66 6e 2e 69 6e 69 74 28 61 2c 62 29 7d 2c 6e 3d 2f 5e 5b 5¢ 73 5¢ 75 46 45 46 46 5¢ 78 41
30 5d 2b 7c 5b 5¢ 73 5¢ 75 46 45 46 46 5¢ 78 41 30 5d 2b 24 2f 67 2c 6f 3d 2f 5e 2d 6d 73 2d 2f 2¢ 70 3d 2f 2d 28 5b 5¢
64 61 2d 7a 5d 29 2f 67 69 2c 71 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 74 75 72 6e 20 62 2e 74 6f 55 70 70
65 72 43 61 73 65 28 29 7d 3b 6d 2e 66 6e 3d 6d 2e 70 72 6f 74 6f 74 79 70 65 3d 7b 6a 71 75 65 72 79 3a 6¢ 2c 63 6f 6e
7374727563 74 6f 72 3a 6d 2¢c 73 65 6¢ 65 63 74 6f 72 3a 22 22 2¢ 6¢ 65 6€ 67 74 68 3a 30 2c 74 6f 41 72 72 61 79 3a
66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 64 2e 63 61 6¢ 6¢ 28 74 68 69 73 29 7d 2c 67 65 74 3a 66 75 6e
63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 6e 75 6¢ 6¢ 21 3d 61 3f 30 3e 61 3f 74 68 69 73 5b 61 2b 74 68 69 73 2e
6c 65 6e 67 74 68 5d 3a 74 68 69 73 5b 61 5d 3a 64 2e 63 61 6¢ 6¢ 28 74 68 69 73 29 7d 2c 70 75 73 68 53 74 61 63 6b
3a 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 6d 2e 6d 65 72 67 65 28 74 68 69 73 2e 63 6f 6e 73 74 72 75
63 74 6f 72 28 29 2¢ 61 29 3b 72 65 74 75 72 6e 20 62 2e 70 72 65 76 4f 62 6a 65 63 74 3d 74 68 69 73 2c 62 2e 63 6f 6
74 65 78 74 3d 74 68 69 73 2e 63 6f 6e 74 65 78 74 2¢ 62 7d 2c 65 61 63 68 3a 66 75 6e 63 74 69 6f 6e 28 61 2¢ 62 29 7h
72 65 74 75 72 6e 20 6d 2e 65 61 63 68 28 74 68 69 73 2¢ 61 2c 62 29 7d 2c 6d 61 70 3a 66 75 6e 63 74 69 6f 6e 28 61
29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 70 75 73 68 53 74 61 63 6b 28 6d 2e 6d 61 70 28 74 68 69 73 2c 66 75 6e 63
74 69 6f 6e 28 62 2¢ 63 29 7b 72 65 74 75 72 6e

Data Ascii: /*! jQuery v1.11.1 | (c) 2005, 2014 jQuery Foundation, Inc. | jquery.org/license */!function(a,b){"object"==typeof
module&&"object"==typeof module.exports?module.exports=a.document?b(a,!0):function(a){if('a.document)throw new Er
ror("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:this,function(a,b){
var c=[],d=c.slice,e=c.concat,f=c.push,g=c.indexOf,h={},i=h.toString,j=h.hasOwnProperty,k={},|="1.11.1",m=function(a,b){
return new m.fn.init(a,b)},n=/"\s\uFEFF\xAQ]+|[\s\uFEFF\xAQ]+%$/g,0=/"-ms-/,p=/-([\da-z])/gi,q=function(a,b){return b.to
UpperCase()};m.fn=m.prototype={jquery:l,constructor:m,selector:"" length:0,toArray:function(){return d.call(this)},get:f
unction(a){return null!'=a?0>a?this[a+this.length]:this[a]:d.call(this)},pushStack:function(a){var b=m.merge(this.constru
ctor(),a);return b.prevObject=this,b.context=this.context,b},each:function(a,b){return m.each(this,a,b)},map:function(a)
{return this.pushStack(m.map(this,function(b,c){return

GET /eprocurement2/scripts/services/exportExcel.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3436
18:10:12.091192007 CEST

Aug 20, 2021 3439
18:10:12.096568108 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Tue, 12 Nov 2019 13:24:20 GMT

Accept-Ranges: bytes

ETag: "01a917d5c99d51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:11 GMT

Content-Length: 3581

Data Raw: ef bb bf 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0d 0a 0d 0a 20 20 20 20 27 75 73 65 20 73 74 72 69 63 74
27 3b 0d 0Oa 0d 0a 20 20 20 20 61 6e 67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6€
744170 70 27 29 0d Oa 20 20 20 20 20 20 20 20 2e 66 61 63 74 6f 72 79 28 27 65 78 70 6f 72 74 45 78 63 65 6¢ 27 2¢ 20
66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 72 65 74 75 72 6e 20 7b 0d 0a 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 63 6f 6d 70 72 6f 62 61 72 3a 20 66 75 6e 63 74 69 6f 6e 28 74 78 29 20 7b Od
0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 76 61 72 20 72 70 20 3d 20 53 74 72 69 6e 67 28 74 78
29 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 2f 2f 53 65 20 72 65 65 6d 70 6¢ 61 7a 61 6e 20
6¢ 6f 73 20 76 61 6¢ 6f 72 65 73 20 64 65 20 6¢ 6f 73 20 63 61 72 61 63 74 65 72 65 73 20 65 73 70 65 63 69 61 6C 65 73
0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 72 70 20 3d 20 72 70 2e 72 65 70 6¢ 61 63 65 28 2f ¢
3al2f67 2c 20 27 26 61 61 63 75 74 65 3b 27 29 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
72 7020 3d 20 72 70 2e 72 65 70 6¢ 61 63 65 28 2f c3 a9 2f 67 2c 20 27 26 65 61 63 75 74 65 3b 27 29 3b 0d 0a 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 72 70 20 3d 20 72 70 2e 72 65 70 6¢ 61 63 65 28 2f c3 ad 2f 67 2¢c 20
27 26 69 61 63 75 74 65 3b 27 29 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 72 70 20 3d 20
7270 2e 72 65 70 6¢ 61 63 65 28 2f c3 b3 2f 67 2¢ 20 27 26 6f 61 63 75 74 65 3b 27 29 3b 0d 0a 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 72 70 20 3d 20 72 70 2e 72 65 70 6¢ 61 63 65 28 2f c3 ba 2f 67 2c 20 27 26 75 61 63
75 74 65 3b 27 29 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 72 70 20 3d 20 72 70 2e 72 65
70 6¢ 61 63 65 28 2f c3 b1 2f 67 2¢ 20 27 26 6e 74 69 6¢ 64 65 3b 27 29 3b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 20
202020 20 20 20 20 72 70 20 3d 20 72 70 2e 72 65 70 6¢ 61 63 65 28 2f c3 bc 2f 67 2¢ 20 27 26 75 75 6d 6¢ 3b 27 29 3b
0d 0a 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 72 70 20 3d 20 72 70 2e 72 65 70 6¢ 61 63 65
28 2f ¢3 81 2f 67 2¢ 20 27 26 41 61 63 75 74 65 3b 27 29 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
202072 70 20 3d 20 72 70 2e 72 65 70 6¢ 61 63 65 28 2f c3 89 2f 67 2¢ 20 27 26 45 61 63 75 74 65 3b 27 29 3b 0d Oa 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 72 70 20 3d 20 72 70 2e 72 65 70 6¢ 61 63 65 28 2f ¢3 8d 2f 67
2c 20 27 26 49 61 63 75 74 65 3b 27 29 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 72 70 20
3d 20 72 70 2e 72 65 70 6¢ 61 63 65 28 2f ¢3 93 2f 67 2¢ 20 27 26 4f 61 63 75 74 65 3b 27 29 3b 0d 0a 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 72 70 20 3d 20 72 70 2e 72 65 70 6¢ 61 63 65 28 2f c3 9a 2f 67 2c 20 27 26 55
61 63 75 74 65 3b 27 29 3b 0d Oa 20 20 20

Data Ascii: (function () { ‘use strict’; angular.module(‘appEprocurementApp’) factory(‘exportExcel', function () {
return { comprobar: function(tx) { var rp = String(tx); //Se reemplazan los valores de
los caracteres especiales rp = rp.replace(//g, '&aacute;'); rp = rp.replace(//g, ‘&eacute;’);
rp = rp.replace(//g, '&iacute;’); rp = rp.replace(//g, '&oacute;'); rp = rp.replace(//g, '&uacute;’);
rp = rp.replace(//g, '&ntilde;’); rp = rp.replace(//g, ‘&uuml;’); rp = rp.replace(//g, '&Aacute;’);
rp = rp.replace(//g, '&Eacute;’); rp = rp.replace(//g, '&lacute;’); rp = rp.replace(//g,
‘&Oacute;'); rp = rp.replace(//g, '&Uacute;');

GET /eprocurement?2/scripts/controllers/loginCtrl.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3490
18:10:12.398910046 CEST

Aug 20, 2021 3501
18:10:12.402344942 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 05 Oct 2020 13:57:02 GMT

Accept-Ranges: bytes

ETag: "08b80661f9bd61:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:11 GMT

Content-Length: 10959

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0d 0a 0d 0a 20 20 20 20 27 75 73 65 20 73 74 72 69 63 74 27 3b 0d
0a 20 20 20 20 61 6e 67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6€ 74 41 70 70
27 29 0d 0a 09 09 2e 63 6f 6e 74 72 6f 6¢ 6¢ 65 72 28 27 4c 6f 67 69 6e 43 74 72 6¢ 27 2¢ 20 5b 0d 0a 09 09 09 27 24 73
63 6f 70 65 27 2c 0d 0a 09 09 09 27 24 72 6f 6f 74 53 63 6f 70 65 27 2c 0d 0a 09 09 09 27 24 68 74 74 70 27 2¢ 0d 0a 09
09 09 27 24 6¢ 6f 63 61 74 69 6f 6e 27 2c 0d 0a 09 09 09 27 24 74 69 6d 65 6f 75 74 27 2¢ 0d Oa 09 09 20 20 20 20 27 24
6d 6f 64 61 6¢ 27 2¢ 0d 0a 09 09 09 27 63 6f 6d 50 61 72 61 6d 73 27 2¢c 0d 0a 09 09 09 27 6¢ 6f 67 69 6e 55 73 65 72 27
2c 0d 0a 09 09 09 27 6¢ 65 6e 67 75 61 6a 65 27 2¢ 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 66 75 6e 63 74 69 6f 6e
20 28 24 73 63 6f 70 65 2c 20 24 72 6f 6f 74 53 63 6f 70 65 2¢ 20 24 68 74 74 70 2c 20 24 6¢ 6f 63 61 74 69 6f 6e 2¢ 20 24
74 69 6d 65 6f 75 74 2c 20 24 6d 6f 64 61 6¢ 2c 20 63 6f 6d 50 61 72 61 6d 73 2 20 6¢ 6f 67 69 6€ 55 73 65 72 2¢ 20 6C
65 6e 67 75 61 6a 65 29 20 7b 0d 0a 0d 0a 09 09 09 20 20 20 20 24 73 63 6f 70 65 2e 61 6¢ 65 72 74 20 3d 20 7b 7d 3b
0d 0a 09 09 09 20 20 20 20 24 73 63 6f 70 65 2e 61 6¢ 65 72 74 2e 65 78 69 73 74 20 3d 20 66 61 6¢ 73 65 3b 0d Oa 09 0
90920202020 76 61 7220 65 72 72 6f 72 73 20 3d 20 66 61 6¢ 73 65 3b 0d 0a 09 09 09 20 20 20 20 24 73 63 6f 70 65
2e 6¢ 6f 61 64 69 6e 67 57 69 6e 64 6f 77 20 3d 20 66 61 6¢ 73 65 3b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 24 72 6f 6f 74 53 63 6f 70 65 2e 6¢ 6f 61 64 69 6e 67 4c 65 6e 67 75 61 6a 65 20 3d 20 74 72 75 65 3b 0d Oa 0d Oa 09
09 09 20 20 20 20 24 73 63 6f 70 65 2e 63 61 72 67 61 72 4¢ 65 6e 67 75 61 6a 65 20 3d 20 66 75 6e 63 74 69 6f 6 20 28
29 20 7b 0d 0a 09 09 09 20 20 20 20 20 20 20 20 6¢ 65 6e 67 75 61 6a 65 2e 63 61 6¢ 62 61 63 6b 28 6¢ 65 6€ 67 75 61
6a 65 2e 6¢ 61 6e 67 43 68 6f 69 63 65 2c 20 66 75 6e 63 74 69 6f 6e 20 28 64 61 74 61 29 20 7b 0d Oa 09 09 09 20 20 20
20 20 20 20 20 20 20 20 20 24 74 69 6d 65 6f 75 74 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0d Oa 0d 0a 09 09 09 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 24 72 6f 6f 74 53 63 6f 70 65 2e 64 61 74 61 4c 61 6e 67 20 3d 20 64 61 74
61 0d 0a 09 09 09 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 24 72 6f 6f 74 53 63 6f 70 65 2e 6¢ 6f 61 64 69 6e 67
4c 65 6e 67 75 61 6a 65 20 3d 20 66 61 6¢ 73 65 3b 0d Oa 0d 0a 09 09 09 20 20 20 20 20 20 20 20 20 20 20 20 7d 2c 20
3530 30 29 3b 0d 0a 0d 0a 09 09 09 20 20 20 20 20 20 20 20 7d 29 3b 0d 0Oa 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 7d 3b 0d 0a 0d 0a 09 09 09 20 20 20 20 24 73 63 6f 70 65 2e 63 61 72 67 61 72 4c 65 6e 67 75 61 6a 65 28 29 3b
0d 0a 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 76 61 72 20 75 73 75 61 72 69 6f 3b 0d 0a 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 76 61 72 20 72 65 63 61 70 74 63 68 61 52 65 73 70 6f 6e 73 65 3b 0d Oa 0d Oa 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 24 73

Data Ascii: (function () { ‘use strict’; angular.module(‘appEprocurementApp’).controller('LoginCtrl’, [$scope’,'$

rootScope','$http’,'$location’,'$timeout’, '$modal’,'comParams’,'loginUser',lenguaje’, function ($scope, $rootScope,
$http, $location, $timeout, $modal, comParams, loginUser, lenguaje) { $scope.alert = {}; $scope.alert.exist = false; va
rerrors = false; $scope.loadingWindow = false; $rootScope.loadingLenguaje = true; $scope.cargarLenguaje
= function () { lenguaje.calback(lenguaje.langChoice, function (data) { $timeout(function () { $rootS
cope.dataLang = data $rootScope.loadingLenguaje = false; }, 500); b },  $scope
.cargarLenguaje(); var usuario; var recaptchaResponse; $s

GET /eprocurement2/scripts/controllers/menuTopCtrl.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

Page 45 of 98



kBytes
Timestamp transferred

Aug 20, 2021 3556
18:10:12.704365969 CEST

Aug 20, 2021 3565
18:10:12.709531069 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 05 Oct 2020 14:17:14 GMT

Accept-Ranges: bytes

ETag: "011e938229bd61:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:12 GMT

Content-Length: 9868

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0d 0a 0d Oa 20 20 20 20 27 75 73 65 20 73 74 72 69 63 74 27 3b 0d
0a 0d Oa 20 20 20 20 61 6e 67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6e 74 41 70
70 27 29 2e 63 6f 6e 74 72 6f 6¢ 6¢ 65 72 28 27 4d 65 6e 75 54 6f 70 43 74 72 6¢ 27 2¢ 20 5b 0d 0a 09 09 27 24 73 63 6f
7065 27 2c 0d Oa 09 09 27 24 72 6f 6f 74 53 63 6f 70 65 27 2c 0d 0a 09 09 27 24 6¢ 6f 63 61 74 69 6f 6e 27 2c 0d Oa 09
09 27 24 68 74 74 70 27 2c 0d Oa 09 09 27 24 6d 6f 64 61 6¢ 27 2c 0d 0a 09 09 27 6¢ 6f 67 69 6e 55 73 65 72 27 2c 0d Oa
09 09 27 63 6f 6d 50 61 72 61 6d 73 27 2c 0d 0a 09 09 66 75 6e 63 74 69 6f 6e 20 28 24 73 63 6f 70 65 2c 20 24 72 6f 6f
7453 63 6f 70 65 2c 20 24 6¢ 6f 63 61 74 69 6f 6e 2c 20 24 68 74 74 70 2c 20 24 6d 6f 64 61 6¢ 2c 20 6¢ 6f 67 69 6e 55
7365 72 2c 20 63 6f 6d 50 61 72 61 6d 73 29 20 7b 0d Oa Od Oa 09 09 20 20 20 20 24 72 6f 6f 74 53 63 6f 70 65 2e 6¢ 6f
67 67 65 64 20 3d 20 66 61 6¢ 73 65 3b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 24 73 63 6f 70 65 2e 73 65 63 72 65
74 4b 65 79 20 3d 20 27 36 4c 65 71 78 4d 49 55 41 41 41 41 41 4d 6¢ 50 47 4b 66 50 37 62 34 67 75 33 55 45 77 64 44
6C 34 49 75 4f 50 77 4d 4b 27 3b 0d 0a 09 09 20 20 20 20 2f 2f 20 72 65 76 69 73 69 c3 b3 6e 20 6¢ 6f 67 69 6e 20 65 78
69 74 6f 73 6f 20 75 73 75 61 72 69 6f 0d Oa 09 09 20 20 20 20 69 66 20 28 21 6¢ 6f 67 69 6e 55 73 65 72 2e 70 72 65 6¢
6f 67 69 6e 29 20 7b 0d Oa 09 09 20 20 20 20 20 20 20 20 69 66 20 28 6¢ 6f 67 69 6e 55 73 65 72 2e 73 65 73 73 69 6f 6e
49 64 20 3d 3d 3d 20 27 27 29 20 7b 0d Oa 09 09 20 20 20 20 20 20 20 20 20 20 20 20 24 6c 6f 63 61 74 69 6f 6e 2e 70 6
174 68 28 27 2f 6¢ 6f 67 69 6e 27 29 3b 0d 0a 09 09 20 20 20 20 20 20 20 20 7d 20 65 6¢ 73 65 20 7b 0d Oa 09 09 20 20
20 20 20 20 20 20 20 20 20 20 24 72 6f 6f 74 53 63 6f 70 65 2e 6¢ 6f 67 67 65 64 20 3d 20 74 72 75 65 3b 0d Oa 09 09 20
2020 20 20 20 20 20 7d 0d Oa 09 09 20 20 20 20 7d 0d Oa 0d Oa 09 09 20 20 20 20 24 73 63 6f 70 65 2e 63 6¢ 6f 73 65
53 65 73 73 69 6f 6e 20 3d 20 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0d Oa 0d Oa 09 09 20 20 20 20 20 20 20 20 76 61
722073 76 63 55 52 49 20 3d 20 63 6f 6d 50 61 72 61 6d 73 2e 73 65 72 76 65 72 55 52 49 20 2b 20 27 53 65 72 76 69
63 69 6f 73 2f 55 73 75 61 72 69 6f 73 2e 73 76 63 2f 43 65 72 72 61 72 53 65 73 69 6f 6e 27 2c 0d Oa 09 09 09 09 09 24
72 65717565 73 74 20 3d 20 7b 20 53 65 73 69 6f 6e 49 64 3a 20 6¢ 6f 67 69 6e 55 73 65 72 2e 73 65 73 73 69 6f 6e 49
64 20 7d 2c 0d Oa 09 09 09 09 09 64 61 74 61 54 6f 53 65 6e 64 20 3d 20 7b 20 7265 71 75 65 73 74 322024 7265 71
75 65 73 74 20 7d 3b 0d 0a 0d 0a 09 09 20 20 20 20 20 20 20 20 24 68 74 74 70 2e 70 6f 73 74 28 73 76 63 55 52 49 2¢
20 64 61 74 61 54 6f 53 65 6e 64 29 2e 73 75 63 63 65 73 73 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0d Oa Od Oa 09
09 20 20 20 20 20 20 20 20 20 20 20 20 6¢ 6f 67 69 6e 55 73 65 72 2e 73 65 73 73 69 6f 6e 49 64 20 3d 20 27 27 3b 0d
0a 09 09 20 20 20 20 20 20 20 20 20 20 20 20 6¢ 6f

Data Ascii: (function () { ‘use strict’; angular.module(‘appEprocurementApp').controller(MenuTopCtrl', ['$scope’,
‘$rootScope’,'$location’,'$http’,'$Smodal','loginUser','comParams',function ($scope, $rootScope, $location, $http, $modal,
loginUser, comParams) {  $rootScope.logged = false; $scope.secretKey = '6LeqxMIUAAAAAMIPGKfP7b4
gu3UEwdDI4luOPwWMK';  // revisin login exitoso usuario if (!loginUser.prelogin) { if (loginUser.sessionld === ") {
$location.path(/login’); }else { $rootScope.logged = true; } } $scope.closeSession = function () {

var svcURI = comParams.serverURI + 'Servicios/Usuarios.svc/CerrarSesion' $request = { Sesionld: loginUser.sessionld
},dataToSend = { request: $request }; $http.post(svcURI, dataToSend).success(function () { loginUser.sessionl
d=" lo

GET /eprocurement2/scripts/controllers/ordenesProveedorCtrl.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3638
18:10:13.017198086 CEST

Aug 20, 2021 3656
18:10:13.019702911 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:12 GMT

Content-Length: 17749

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 0a 09 27 75 73 65 20 73 74 72 69 63 74 27 3b Oa 0a 09 61 6e 67
75 6¢c 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6e 74 41 70 70 27 29 2e 63 6f 6e 74 72 6f
6C 6C 65 72 28 27 6f 72 64 65 6€ 65 73 50 72 6f 76 65 65 64 6f 72 43 74 72 6¢ 27 2c 20 5b 0a 09 09 27 24 73 63 6f 70 65
27 2c 0a 09 09 27 24 72 6f 6f 74 53 63 6f 70 65 27 2c 0a 09 09 27 24 74 69 6d 65 6f 75 74 27 2c 0a 09 09 27 24 68 74 74
7027 2c 0a 09 09 27 24 77 69 6e 64 6f 77 27 2c 0a 09 09 27 6¢ 6f 67 69 6e 55 73 65 72 27 2c 0a 09 09 27 63 6f 6d 50 61
7261 6d 73 27 2c 0a 09 09 27 6¢ 65 6e 67 75 61 6a 65 27 2c 0a 09 09 66 75 6e 63 74 69 6f 6e 20 28 24 73 63 6f 70 65 2¢
20 24 72 6f 6f 74 53 63 6f 70 65 2c 20 24 74 69 6d 65 6f 75 74 2c 20 24 68 74 74 70 2¢ 20 24 77 69 6e 64 6f 77 2c 20 6¢ 6f
67 69 6e 55 73 65 72 2¢ 20 63 6f 6d 50 61 72 61 6d 73 29 20 7b 0a 09 09 09 0a 09 09 09 2f 2f 24 72 6f 6f 74 53 63 6f 70
65 2e 63 6¢ 65 61 72 53 65 6¢ 65 63 74 69 6f 6e 28 32 29 3b 0a 09 09 09 Oa 09 09 09 6¢ 6f 67 69 6e 55 73 65 72 2e 70 72
65 6¢ 6f 67 69 6e 20 3d 20 66 61 6¢ 73 65 3b 0a 09 09 09 24 73 63 6f 70 65 2e 6¢ 6f 61 64 69 6e 67 57 69 6e 64 6f 77 20
3d 20 66 61 6¢ 73 65 3b 0a 09 09 09 24 73 63 6f 70 65 2e 73 6f 63 69 65 64 61 64 20 3d 20 27 27 3b 0a 09 09 09 24 73 63
6f 70 65 2e 65 73 74 61 64 6f 20 3d 20 27 27 3b 0a 09 09 09 24 73 63 6f 70 65 2e 6d 6f 64 61 6¢ 46 69 6¢C 74 72 6f 53 6f
63 69 65 64 61 64 65 73 20 3d 20 7b 7d 3b 0a 09 09 09 24 73 63 6f 70 65 2e 6d 6f 64 61 6¢ 46 69 6C 74 72 6f 45 73 74 61
64 6f 73 20 3d 20 7b 7d 3b 0a 09 09 09 24 73 63 6f 70 65 2e 63 6f 6d 6d 65 6e 74 73 4d 6f 64 61 6¢ 43 6f 6e 74 72 6f 6¢C
20 3d 20 7b 7d 3b 0a 09 09 09 24 73 63 6f 70 65 2e 73 68 6f 77 4d 6f 64 61 6¢ 44 65 74 61 6¢ 6C 65 73 20 3d 20 66 61 6C
73 65 3b 0a 09 09 09 24 73 63 6f 70 65 2e 6d 61 78 69 6d 6f 4d 65 73 65 73 20 3d 20 6¢ 6f 67 69 6€ 55 73 65 72 2e 69 6e
66 6f 55 73 75 61 72 69 6f 2e 4e 75 6d 65 72 6f 4d 61 78 69 6d 6f 4d 65 73 65 73 3b 0a 09 09 09 24 73 63 6f 70 65 2e 77
61 74 69 6e 67 44 65 74 61 6¢ 6¢ 65 73 57 69 6e 64 6f 77 20 3d 20 66 61 6¢ 73 65 3b 0a 09 09 09 Oa 09 09 09 Oa 09 09
09 24 73 63 6f 70 65 2e 61 63 74 75 61 6¢ 69 7a 61 72 53 6f 63 69 65 64 61 64 20 3d 20 66 75 6e 63 74 69 6f 6e 20 28 76
61 6¢ 6f 72 29 20 7b 0a 09 09 09 09 Oa 09 09 09 09 24 73 63 6f 70 65 2e 73 6f 63 69 65 64 61 64 20 3d 20 76 61 6¢ 6f 72
3b 0a 09 09 09 09 0a 09 09 09 7d 3b 0a 09 09 09 0a 09 09 09 24 73 63 6f 70 65 2e 61 63 74 75 61 6¢ 69 7a 61 72 45 73
74 61 64 6f 20 3d 20 66 75 6e 63 74 69 6f 6e 20 28 76 61 6¢ 6f 72 29 20 7b 0a 09 09 09 09 Oa 09 09 09 09 24 73 63 6f 70
65 2e 65 73 74 61 64 6f 20 3d 20 76 61 6¢ 6f 72 3b 0a 09 09 09 09 Oa 09 09 09 7d 3b Oa Oa 09 09 09 Oa 09 09 09 24 73 63
6f 70 65 2e 63 6¢ 6f 73 65 41 6¢ 65 72 74 20 3d 20 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 09 09 09 09 24 73 63 6f 70
65 2e 61 6¢ 65 72 74 20 3d 20 7b 7d 3b 0a 09 09 09 09 24 73 63 6f 70 65 2e 61 6¢ 65 72 74 2e 65 78 69 73 74 20 3d 20
66 61 6¢ 73 65 3b 0a 09 09

Data Ascii: (function () {'use strict’;angular.module(‘appEprocurementApp').controller(‘ordenesProveedorCtrl', ['$scope’
,'$rootScope’,'$timeout’,'$http','$Swindow’, loginUser','comParams', lenguaje’,function ($scope, $rootScope, $timeout, $http,
$window, loginUser, comParams) {//$rootScope.clearSelection(2);loginUser.prelogin = false;$scope.loadingWindow = fa
Ise;$scope.sociedad = ";$scope.estado = ";$scope.modalFiltroSociedades = {};$scope.modalFiltroEstados = {};$
scope.commentsModalControl = {};$scope.showModalDetalles = false;$scope.maximoMeses = loginUser.infoUsuario.Nu
meroMaximoMeses;$scope.watingDetallesWindow = false;$scope.actualizarSociedad = function (valor) {$scope.sociedad
= valor;};$scope.actualizarEstado = function (valor) {$scope.estado = valor;};$scope.closeAlert = function () {$scope.alert =
{};$scope.alert.exist = false;

GET /eprocurement2/scripts/controllers/pagosCitrl.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3724
18:10:13.337078094 CEST

Aug 20, 2021 3737
18:10:13.339339018 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Fri, 08 Nov 2019 19:11:02 GMT

Accept-Ranges: bytes

ETag: "067df426896d51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:12 GMT

Content-Length: 13385

Data Raw: 28 66 75 6e 63 74 69 6f 6e 28 29 20 7b 0d 0a 0d Oa 20 20 20 20 27 75 73 65 20 73 74 72 69 63 74 27 3b 0d Oa
0d Oa 20 20 20 20 61 6e 67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6€ 74 41 70 70
27 29 2e 63 6f 6e 74 72 6f 6¢ 6¢ 65 72 28 27 70 61 67 6f 73 43 74 72 6¢ 27 2¢ 20 5b 0d Oa 20 20 20 20 20 20 20 20 27 24
73 63 6f 70 65 27 2c 0d Oa 20 20 20 20 20 20 20 20 27 24 72 6f 6f 74 53 63 6f 70 65 27 2c 0d Oa 20 20 20 20 20 20 20 20
2724 74 69 6d 65 6f 75 74 27 2c 0d 0a 20 20 20 20 20 20 20 20 27 24 68 74 74 70 27 2c 0d Oa 20 20 20 20 20 20 20 20
27 6¢ 6f 67 69 6e 55 73 65 72 27 2c 0d Oa 20 20 20 20 20 20 20 20 27 63 6f 6d 50 61 72 61 6d 73 27 2c 0d Oa 20 20 20 20
202020 20 27 6¢ 65 6e 67 75 61 6a 65 27 2c 0d Oa 20 20 20 20 20 20 20 20 27 6e 67 54 61 62 6¢ 65 50 61 72 61 6d 73
27 2c 0d 0a 20 20 20 20 20 20 20 20 27 65 78 70 6f 72 74 45 78 63 65 6¢ 27 2c 0d Oa 20 20 20 20 20 20 20 20 66 75 6e 6
374 69 6f 6e 20 28 24 73 63 6f 70 65 2c 20 24 72 6f 6f 74 53 63 6f 70 65 2c 20 24 74 69 6d 65 6f 75 74 2c 20 24 68 74 74
70 2c 20 6¢ 6f 67 69 6e 55 73 65 72 2¢ 20 63 6f 6d 50 61 72 61 6d 73 2 20 6¢ 65 6e 67 75 61 6a 65 2c 20 6e 67 54 61 62
6C 6550 61 72 61 6d 73 2c 20 65 78 70 6f 72 74 45 78 63 65 6¢ 29 20 7b 0d Oa 0d Oa 20 20 20 20 20 20 20 20 20 20 20 2
0 2f 2f 24 72 6f 6f 74 53 63 6f 70 65 2e 63 6¢ 65 61 72 53 65 6¢ 65 63 74 69 6f 6e 28 32 29 3b 0d Oa 20 20 20 20 20 20 20
20 20 20 20 20 6¢ 6f 67 69 6e 55 73 65 72 2e 70 72 65 6¢ 6f 67 69 6e 20 3d 20 66 61 6¢ 73 65 3b 0d Oa 20 20 20 20 20 20
20 20 20 20 20 20 24 73 63 6f 70 65 2e 6¢ 6f 61 64 69 6e 67 57 69 6e 64 6f 77 20 3d 20 66 61 6¢ 73 65 3b 0d Oa 20 20 20
20 20 20 20 20 20 20 20 20 24 73 63 6f 70 65 2e 6e 75 6d 46 61 63 74 75 72 61 20 3d 20 27 27 3b 0d Oa 20 20 20 20 20 2
020 20 20 20 20 20 24 73 63 6f 70 65 2e 6d 6f 64 61 6¢ 46 69 6¢ 74 72 6f 53 6f 63 69 65 64 61 64 65 73 20 3d 20 7b 7d 3
b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 24 73 63 6f 70 65 2e 6d 6f 64 61 6¢ 46 69 6¢ 74 72 6f 50 72 6f 76 65 65 64 6f
72 65 73 20 3d 20 7b 7d 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 24 73 63 6f 70 65 2e 73 6f 63 69 65 64 61 64 20 3
d 20 7b 7d 3b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 24 73 63 6f 70 65 2e 70 72 6f 76 65 65 64 6f 72 65 73 20 3d 20
5b 5d 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 24 73 63 6f 70 65 2e 63 6f 6d 6d 65 6e 74 43 6¢ 73 20 3d 20 27 27
3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 24 73 63 6f 70 65 2e 70 61 67 6f 73 20 3d 20 5b 5d 3b 0d Oa 20 20 20 20
2020 20 20 20 20 20 20 24 73 63 6f 70 65 2e 64 65 74 61 6¢ 6¢ 65 73 20 3d 20 5b 5d 3b 0d 0a 20 20 20 20 20 20 20 20
2020 20 20 24 73 63 6f 70 65 2e 72 65 73 75 6d 65 6e 20 3d 20 5b 5d 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 24
73 63 6f 70 65 2e 73 68 6f 77 4d 6f 64 61 6¢ 44 65 74 61 6¢ 6C 65 73 50 61 67 6f 20 3d 20 66 61 6C 73 65 3b 0d 0a 20 20
2020 20 20 20 20 20 20 20 20 24 73 63 6f 70 65 2e 6d 61 78 69 6d 6f 4d 65 73 65 73 20 3d 20 6¢ 6f 67 69 6€ 55 73 65 72
2e 69 6e 66 6f 55 73 75 61 72 69 6f 2e

Data Ascii: (function() { ‘use strict’; angular.module(‘appEprocurementApp’).controller(‘pagosCitrl’, [ ‘$scope’,
‘$rootScope’, ‘$timeout’, ‘$http’, ‘loginUser’, ‘comParams’, ‘lenguaje’, ‘ngTableParams’,
‘exportExcel’, function ($scope, $rootScope, $timeout, $http, loginUser, comParams, lenguaje, ngTableParams, ex
portExcel) { /I$rootScope.clearSelection(2); loginUser.prelogin = false; $scope.loadingWindow = f
alse; $scope.numFactura = "; $scope.modalFiltroSociedades = {}; $scope.modalFiltroProveedores =
& $scope.sociedad = {}; $scope.proveedores = [J; $scope.commentCls = *; $scope.pagos =

[; $scope.detalles = []; $scope.resumen = [[; $scope.showModalDetallesPago = false;
$scope.maximoMeses = loginUser.infoUsuario.

GET /eprocurement2/scripts/directives/proveedoresFilterDir.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3806
18:10:13.657371998 CEST

Aug 20, 2021 3811
18:10:13.659902096 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:12 GMT

Content-Length: 5095

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 0a 09 27 75 73 65 20 73 74 72 69 63 74 27 3b 0a 09 Oa 09 61 6e
67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6€ 74 41 70 70 27 29 2e 64 69 72 65 63
7469 76 65 28 27 66 69 6¢ 74 65 72 50 72 6f 76 65 65 64 6f 72 65 73 43 6f 6e 74 72 6f 6¢ 27 2¢ 20 5b 0a 09 09 27 24 68
747470 27 2c 0a 09 09 27 6¢ 65 6e 67 75 61 6a 65 27 2c 0a 09 09 27 63 6f 6d 50 61 72 61 6d 73 27 2¢ 0a 09 09 27 6¢ 6f
67 69 6e 55 73 65 72 27 2c 0a 09 09 66 75 6e 63 74 69 6f 6e 20 28 24 68 74 74 70 2c 20 6¢ 65 6e 67 75 61 6a 65 2c 20
63 6f 6d 50 61 72 61 6d 73 2c 20 6¢ 6f 67 69 6e 55 73 65 72 29 20 7b 0a 09 09 09 72 65 74 75 72 6e 20 7b Oa 09 09 09 09
73 63 6f 70 65 3a 20 7b 0a 09 09 09 09 09 67 65 74 64 61 74 61 3a 20 27 26 27 2c 0a 09 09 09 09 09 63 6f 6e 74 72 6f 6C
3a 2027 3d 27 0a 09 09 09 09 7d 2c Oa 09 09 09 09 72 65 73 74 72 69 63 74 3a 20 27 41 27 2c 0a 09 09 09 09 72 65 70
6C 61 63 65 3a 20 74 72 75 65 2c 0a 09 09 09 09 74 65 6d 70 6¢ 61 74 65 55 72 6¢ 3a 20 27 76 69 65 77 73 2f 64 69 72 6
5637469 76 65 73 2f 66 69 6¢ 74 72 6f 50 72 6f 76 65 65 64 6f 72 65 73 2e 68 74 6d 6¢ 27 2¢ 0a 09 09 09 09 6¢ 69 6e 6
b 3a 20 66 75 6e 63 74 69 6f 6e 20 28 73 63 6f 70 65 2c 20 65 6¢ 65 6d 65 6e 74 2¢c 20 61 74 74 72 29 20 7b 0a 09 09 09
09 09 0a 09 09 09 09 09 2f 2f 20 76 69 6e 63 75 6¢ 61 64 6f 20 64 65 6¢ 20 6C 65 6€ 67 75 61 6a 65 20 65 6e 20 65 6C 20
73 63 6f 70 65 20 6¢ 6f 63 61 6¢ 0a 09 09 09 09 09 6¢ 65 6e 67 75 61 6a 65 2e 63 61 6¢ 62 61 63 6b 28 6¢C 65 6e 67 75 61
6a 65 2e 6¢ 61 6e 67 43 68 6f 69 63 65 2c 20 66 75 6e 63 74 69 6f 6e 20 28 72 65 73 75 6¢ 74 61 64 6f 29 20 7b Oa 09 09
09 09 09 09 73 63 6f 70 65 2e 64 61 74 61 4c 61 6e 67 20 3d 20 72 65 73 75 6¢ 74 61 64 6f 3b 0a 09 09 09 09 09 7d 29 3b
Oa 09 09 09 09 09 Oa 09 09 09 09 09 2f 2f 20 70 72 6f 70 69 65 64 61 64 65 73 20 67 65 6e 65 72 61 6¢ 65 73 0a 09 09 09
09 09 73 63 6f 70 65 2e 6¢ 6f 61 64 69 6e 67 57 69 6e 64 6f 77 20 3d 20 74 72 75 65 3b 0a 09 09 09 09 09 73 63 6f 70 65
2e 73 68 6f 77 4d 6f 64 61 6¢ 20 3d 20 66 61 6¢ 73 65 3b 0a 09 09 09 09 09 73 63 6f 70 65 2e 73 65 6¢ 65 63 74 65 64 4f
62 6a 20 3d 20 5b 5d 3b 0a 09 09 09 09 09 73 63 6f 70 65 2e 61 72 72 61 79 53 65 6¢ 65 63 74 65 64 50 72 6f 76 65 65 4C
69 73 74 20 3d 20 5b 5d 3b 0a 09 09 09 09 09 73 63 6f 70 65 2e 6f 62 6a 43 65 6e 74 72 6f 20 3d 20 7b 7d 3b 0a 09 09 09
09 09 0a 09 09 09 09 09 73 63 6f 70 65 2e 67 65 74 64 61 74 61 28 7b 20 76 61 6¢ 6f 72 3a 20 73 63 6f 70 65 2e 61 72 72
61 79 53 65 6¢ 65 63 74 65 64 50 72 6f 76 65 65 4c 69 73 74 20 7d 29 3b 0a 09 09 09 09 09 Oa 09 09 09 09 09 2f 2f 45 73
7472 756374757261 20 64 65 20 64 61 74 6f 73 0a 2f 2f 09 09 09 09 09 73 63 6f 70 65 2e 73 65 6¢ 65 63 74 65 64 4f 6
2 6a 20 3d 20 7b Oa 2f 2f 09 09 09 09 09 09 43 6f 64 69 67 6f 3a 20 27 27 2c Oa 2f 2f 09 09 09 09 09 09 44 6f 63 75 6d 65
6e 74 6f 3a 20 27 27 2c Oa 2f 2f 09 09 09 09 09 09 4e 6f 6d 62 72 65 3a 20 27 27 Oa 2f 2f 09 09 09 09 09 7d 3b 5d Oa 09
09 09 09 09 0a 09 09 09 09 09

Data Ascii: (function () {'use strict’;angular.module(‘appEprocurementApp').directive(filterProveedoresControl’, ['$htt
p','lenguaje’,'comParams','loginUser',function ($http, lenguaje, comParams, loginUser) {return {scope: {getdata: '&',control:
="} restrict: 'A',replace: true,templateUrl: 'views/directives/filtroProveedores.html' link: function (scope, element, attr) {// vinc
ulado del lenguaje en el scope locallenguaje.calback(lenguaje.langChoice, function (resultado) {scope.dataLang = resulta
do;});// propiedades generalesscope.loadingWindow = true;scope.showModal = false;scope.selectedObj = [J;scope.
arraySelectedProveeList = [];scope.objCentro = {};scope.getdata({ valor: scope.arraySelectedProveeList });//Estructura de
datos//scope.selectedObj = {/Codigo: “,//Documento: “,//Nombre: "//};]

GET /eprocurement2/scripts/directives/estadosFilterDir.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3855
18:10:13.986330032 CEST

Aug 20, 2021 3858
18:10:13.991729975 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:13 GMT

Content-Length: 3355

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 0a 09 27 75 73 65 20 73 74 72 69 63 74 27 3b 0a 09 Oa 09 61 6e
67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6€ 74 41 70 70 27 29 2e 64 69 72 65 63
7469 76 65 28 27 66 69 6¢ 74 65 72 45 73 74 61 64 6f 73 43 6f 6e 74 72 6f 6¢ 27 2¢ 20 5b 0a 09 09 27 24 68 74 74 70 27
2c 0a 09 09 27 6¢ 65 6e 67 75 61 6a 65 27 2c 0a 09 09 27 63 6f 6d 50 61 72 61 6d 73 27 2¢ Oa 09 09 27 6¢ 6f 67 69 6e 55
7365 72 27 2c 0a 09 09 66 75 6e 63 74 69 6f 6e 20 28 24 68 74 74 70 2c 20 6¢ 65 6e 67 75 61 6a 65 2c 20 63 6f 6d 50 61
72 61 6d 73 2c 20 6¢ 6f 67 69 6e 55 73 65 72 29 20 7b 0a 09 09 09 72 65 74 75 72 6e 20 7b Oa 09 09 09 09 73 63 6f 70
65 3a 20 7b 0a 09 09 09 09 09 67 65 74 64 61 74 61 3a 20 27 26 27 2c 0a 09 09 09 09 09 63 6f 6e 74 72 6f 6¢ 3a 20 27 3d
27 0a09 09 09 09 7d 2c 0a 09 09 09 09 72 65 73 74 72 69 63 74 3a 20 27 41 27 2c 0a 09 09 09 09 72 65 70 6¢ 61 63 65
3a20 74 72 75 65 2c 0a 09 09 09 09 74 65 6d 70 6¢ 61 74 65 55 72 6¢ 3a 20 27 76 69 65 77 73 2f 64 69 72 65 63 74 69 7
6 65 73 2f 66 69 6¢ 74 72 6f 45 73 74 61 64 6f 73 2e 68 74 6d 6¢ 27 2c 0a 09 09 09 09 6¢ 69 6e 6b 3a 20 66 75 6e 63 74 6
9 6f 6e 20 28 73 63 6f 70 65 2c 20 65 6¢ 65 6d 65 6e 74 2¢c 20 61 74 74 72 29 20 7b 0a 09 09 09 09 09 Oa 09 09 09 09 09
0Oa 09 09 09 09 09 2f 2f 20 76 69 6e 63 75 6¢ 61 64 6f 20 64 65 6¢ 20 6C 65 6e 67 75 61 6a 65 20 65 6e 20 65 6¢ 20 73 63
6f 70 65 20 6¢ 6f 63 61 6¢ 0a 09 09 09 09 09 6¢ 65 6e 67 75 61 6a 65 2e 63 61 6¢ 62 61 63 6b 28 6¢ 65 6€ 67 75 61 6a 65
2e 6¢ 61 6e 67 43 68 6f 69 63 65 2c 20 66 75 6e 63 74 69 6f 6e 20 28 72 65 73 75 6¢ 74 61 64 6f 29 20 7b 0a 09 09 09 09
09 09 73 63 6f 70 65 2e 64 61 74 61 4c 61 6e 67 20 3d 20 72 65 73 75 6¢ 74 61 64 6f 3b 0a 09 09 09 09 09 7d 29 3b Oa 09
09 09 09 09 Oa 09 09 09 09 09 2f 2f 20 70 72 6f 70 69 65 64 61 64 65 73 20 67 65 6e 65 72 61 6¢ 65 73 0a 09 09 09 09 09
73 63 6f 70 65 2e 6¢ 6f 61 64 69 6e 67 57 69 6e 64 6f 77 20 3d 20 74 72 75 65 3b 0a 09 09 09 09 09 73 63 6f 70 65 2e 73
68 6f 77 4d 6f 64 61 6¢ 20 3d 20 66 61 6¢ 73 65 3b 0a 09 09 09 09 09 73 63 6f 70 65 2e 65 73 74 61 64 6f 73 20 3d 20 5b
5d 3b 0a 09 09 09 09 09 Oa 09 09 09 09 09 Oa 09 09 09 09 09 2f 2f 20 4d 65 74 6f 64 6f 73 20 70 72 69 76 61 64 6f 73 Oa
09 09 09 09 09 2f 2f 20 6f 62 74 65 6e 65 72 20 64 61 74 6f 73 20 70 61 72 61 20 63 65 6e 74 72 6f 73 0a 09 09 09 09 09 7
363 6f 70 65 2e 69 6e 69 74 44 61 74 61 20 3d 20 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 09 09 09 09 09 09 Oa 09 09
09 09 09 09 73 63 6f 70 65 2e 6¢ 6f 61 64 69 6e 67 57 69 6e 64 6f 77 20 3d 20 74 72 75 65 3b 0a 09 09 09 09 09 09 73 63
6f 70 65 2e 65 73 74 61 64 6f 73 20 3d 20 5b 5d 3b 0a 09 09 09 09 09 09 73 63 6f 70 65 2e 63 6¢ 65 61 6e 28 29 3b 0a 09
09 09 09 09 09 Oa 09 09 09 09 09 09 2f 2f 20 6¢ 6¢ 61 6d 61 64 6f 20 61 6¢ 20 73 65 72 76 69 63 69 6f 20 64 65 20 64 61
74 6f 73 0a 09 09 09 09 09 09 76 61 72 20 73 76 63 55 52 49 65 73 74 61 64 6f 73 20 3d 20 63 6f 6d 50 61 72 61 6d 73 2e
7365727665 72 55 52 49 20 2b

Data Ascii: (function () {'use strict';angular.module(‘appEprocurementApp').directive(filterEstadosControl’, ['$http’,'lenguaje’,
‘comParams','loginUser',function ($http, lenguaje, comParams, loginUser) {return {scope: {getdata: '&',control: '=},restrict:
‘A'replace: true,templateUrl: ‘'views/directives/filtroEstados.html'link: function (scope, element, attr) {// vinculado del
lenguaje en el scope locallenguaje.calback(lenguaje.langChoice, function (resultado) {scope.dataLang = resultado;});//
propiedades generalesscope.loadingWindow = true;scope.showModal = false;scope.estados = [];// Metodos privados//
obtener datos para centrosscope.initData = function () {scope.loadingWindow = true;scope.estados = [];scope.clean();//
llamado al servicio de datosvar svcURIestados = comParams.serverURI +

GET /eprocurement2/scripts/directives/upload.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3901
18:10:14.322284937 CEST

Aug 20, 2021 4002
18:10:17.872999907 CEST

Aug 20, 2021 4003
18:10:18.171013117 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:13 GMT

Content-Length: 8496

Data Raw: 27 75 73 65 20 73 74 72 69 63 74 27 3b 0a 61 6e 67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 6¢ 72 2e 75 70 6¢
6f 61 64 27 2c 20 5b 0a 20 20 27 6¢ 72 2e 75 70 6¢ 6f 61 64 2e 66 6f 72 6d 64 61 74 61 27 2c Oa 20 20 27 6¢ 72 2e 75 70
6c 6f 61 64 2e 69 66 72 61 6d 65 27 2c Oa 20 20 27 6¢ 72 2e 75 70 6¢ 6f 61 64 2e 64 69 72 65 63 74 69 76 65 73 27 Oa 5d
29 3b 0a 61 6e 67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 6¢ 72 2e 75 70 6¢ 6f 61 64 2e 64 69 72 65 63 74 69 76 65 73 27
2c 20 5b 5d 29 3b 0a 27 75 73 65 20 73 74 72 69 63 74 27 3b 0a 61 6e 67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 6¢C 72
2e 7570 6¢ 6f 61 64 2e 64 69 72 65 63 74 69 76 65 73 27 29 2e 64 69 72 65 63 74 69 76 65 28 27 75 70 6¢ 6f 61 64 42 75
74 74 6f 6e 27 2c 20 5b 0a 20 20 27 75 70 6¢ 6f 61 64 27 2c 0a 20 20 66 75 6e 63 74 69 6f 6e 20 28 75 70 6¢ 6f 61 64 29
20 7b 0a 20 20 20 20 72 65 74 75 72 6e 20 7h Oa 20 20 20 20 20 20 72 65 73 74 72 69 63 74 3a 20 27 45 41 27 2c Oa 20
2020 20 20 20 73 63 6f 70 65 3a 20 7b 0a 20 20 20 20 20 20 20 20 64 61 74 61 3a 20 27 3d 3f 64 61 74 61 27 2c 0a 20 2
020 20 2020 20 20 75 72 6¢ 3a 20 27 40 27 2c Oa 20 20 20 20 20 20 20 20 70 61 72 61 6d 3a 20 27 40 27 2c Oa 20 20 20
20 20 20 20 20 6d 65 74 68 6f 64 3a 20 27 40 27 2c Oa 20 20 20 20 20 20 20 20 6f 6e 55 70 6c 6f 61 64 3a 20 27 26 27 2c
0a 20 20 20 20 20 20 20 20 6f 6e 53 75 63 63 65 73 73 3a 20 27 26 27 2c¢ 0a 20 20 20 20 20 20 20 20 6f 6e 45 72 72 6f 72
3a 20 27 26 27 2c 0a 20 20 20 20 20 20 20 20 6f 6e 43 6f 6d 70 6¢ 65 74 65 3a 20 27 26 27 0a 20 20 20 20 20 20 7d 2c Oa
20 20 20 20 20 20 6¢ 69 6e 6b 3a 20 66 75 6e 63 74 69 6f 6e 20 28 73 63 6f 70 65 2¢ 20 65 6¢ 65 6d 65 6e 74 2¢ 20 61 74
7472 29 20 7b 0a 20 20 20 20 20 20 20 20 76 61 72 20 65 6¢ 20 3d 20 61 6e 67 75 6¢ 61 72 2e 65 6¢ 65 6d 65 6e 74 28
65 6¢ 65 6d 65 6e 74 29 3b Oa 20 20 20 20 20 20 20 20 76 61 72 20 66 69 6¢ 65 49 6e 70 75 74 20 3d 20 61 6e 67 75 6¢
61 72 2e 65 6¢ 65 6d 65 6e 74 28 27 3¢ 69 6e 70 75 74 20 74 79 70 65 3d 22 66 69 6¢ 65 22 20 63 6¢ 61 73 73 3d 22 62
74 6e 20 62 74 6e 2d 70 72 69 6d 61 72 79 22 20 73 74 79 6¢ 65 3d 22 64 69 73 70 6¢ 61 79 3a 20 69 6e 6¢ 69 6e 65 3b
22 2f 3e 27 29 3b 0a 20 20 20 20 20 20 20 20 65 6¢ 2e 61 70 70 65 6e 64 28 66 69 6¢ 65 49 6e 70 75 74 29 3b Oa 20 20
20 20 20 20 20 20 66 69 6¢ 65 49 6e 70 75 74 2e 6f 6e 28 27 63 68 61 6e 67 65 27 2c 20 66 75 6e 63 74 69 6f 6e 20 75 70
6c 6f 61 64 42 75 74 74 6f 6e 46 69 6¢ 65 49 6e 70 75 74 43 68 61 6e 67 65 28 29 20 7b Oa 20 20 20 20 20 20 20 20 20
20 69 66 20 28 66 69 6¢ 65 49 6e 70 75 74 5b 30 5d 2e 66 69 6¢ 65 73 20 26 26 20 66 69 6¢ 65 49 6e 70 75 74 5b 30 5d
2e 66 69 6¢ 65 73 2e 6¢ 65 6e 67 74 68 20 3d 3d 3d 20 30 29 20 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 72 65 74 75
72 6e 3b 0a 20 20 20 20 20 20 20 20 20 20 7d Oa 20 20 20 20 20 20 20 20 20 20 76 61 72 20 6f 70 74 69 6f 6e 73 20 3d
20 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 75 72 6¢ 3a 20 73 63 6f 70 65 2e 75 72 6¢ 2¢ 0a 20 20 20 20 20 20 2
020 20 20 20 20 20 20 6d 65 74 68 6f 64 3a 20 73 63 6f 70 65

Data Ascii: ‘use strict';angular.module('Ir.upload’, [ ‘Ir.upload.formdata’, ‘Ir.upload.iframe’, ‘Ir.upload.directives']);angul
ar.module(Ir.upload.directives', []);'use strict';angular.module('Ir.upload.directives’).directive(‘uploadButton’, [ ‘upload’,

function (upload) { return{ restrict: 'EA’,  scope: { data: '=?data’, url: '@, param: '@", method:

‘', onUpload: ‘&', onSuccess: ‘&', onError: ‘&', onComplete: ‘& }, link: function (scope, element,

attr) { var el = angular.element(element); var filelnput = angular.element('<input type="file" class="btn btn-primar

y" style="display: inline;"/>"); el.append(filelnput); filelnput.on(‘change’, function uploadButtonFilelnputChange() {
if (filelnput[0].files && filelnput[0].files.length === 0) { return; } var options = { url: scope.url,

method: scope

POST /eprocurement2/Servicios/Parametros.svc/ObtenerURLS HTTP/1.1
Host: eprocurement.corona.com.co

Connection: keep-alive

Content-Length: 16

Accept: application/json, text/plain, */*

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: application/json;charset=UTF-8

Origin: http://eprocurement.corona.com.co

Referer: http://eprocurement.corona.com.co/eprocurement2/
Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

Data Raw: 7b 22 72 65 71 75 65 73 74 22 3a 6e 75 6¢ 6¢ 7d

Data Ascii: {"request":null}

HTTP/1.1 200 OK

Cache-Control: private

Content-Type: application/json; charset=utf-8

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

Set-Cookie: ASP.NET_Sessionld=4tc03jtsebbjbbgxrOfarapy; path=/; HttpOnly; SameSite=Lax

X-AspNet-Version: 4.0.30319

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:18 GMT

Content-Length: 442

Data Raw: 7b 22 64 22 3a 5b 7b 22 5f 5f 74 79 70 65 22 3a 22 50 61 72 61 6d 65 74 72 6f 3a 23 43 6f 72 6f 6e 61 2e 65 50
72 6f 63 75 72 65 6d 65 6e 74 2e 53 65 72 76 69 63 69 6f 73 41 70 6¢ 69 63 61 63 69 6f 6e 2e 45 6e 74 69 64 61 64 65 73
22 2c 22 4e 6f 6d 62 72 65 22 3a 22 48 4f 4d 45 22 2c 22 56 61 6¢ 6f 72 22 3a 22 68 74 74 70 3a 5¢ 2f 5¢ 2f 77 77 77 2e
63 6f 72 6f 6e 61 2e 63 6f 6d 2e 63 6f 22 7d 2c 7b 22 5f 5f 74 79 70 65 22 3a 22 50 61 72 61 6d 65 74 72 6f 3a 23 43 6f 72
6f 6e 61 2e 65 50 72 6f 63 75 72 65 6d 65 6e 74 2e 53 65 72 76 69 63 69 6f 73 41 70 6¢ 69 63 61 63 69 6f 6e 2e 45 6e 74
69 64 61 64 65 73 22 2c 22 4e 6f 6d 62 72 65 22 3a 22 54 45 52 4d 49 4e 4f 53 22 2c 22 56 61 6¢ 6f 72 22 32 22 68 74 74
70 3a 5¢ 2f 5¢ 2f 77 77 77 2e 63 6f 72 6f 6e 61 2e 63 6f 6d 2e 63 6f 22 7d 2¢ 7b 22 5f 5f 74 79 70 65 22 3a 22 50 61 72 61
6d 65 74 72 6f 3a 23 43 6f 72 6f 6e 61 2e 65 50 72 6f 63 75 72 65 6d 65 6e 74 2e 53 65 72 76 69 63 69 6f 73 41 70 6¢ 69
63 61 63 69 6f 6e 2e 45 6e 74 69 64 61 64 65 73 22 2¢ 22 4e 6f 6d 62 72 65 22 3a 22 41 59 55 44 41 22 2c 22 56 61 6¢ 6f
7222 3a22 68747470 3a5c 2f 5¢c 2f 65 70 72 6f 63 75 72 65 6d 65 6e 74 2e 63 6f 72 6f 6e 61 2e 63 6f 6d 2e 63 6f 5¢ 2f
65 70 72 6f 63 75 72 65 6d 65 6e 74 32 5¢c 2f 66 69 6¢ 65 73 5¢ 2f 6d 61 6e 75 61 6¢ 65 70 72 6f 32 30 2e 70 64 66 22 7d
5d 7d

Data Ascii: {"d":[{"__type":"Parametro:#Corona.eProcurement.ServiciosAplicacion.Entidades","Nombre":"HOME","Va
lor":"http:\/\\\www.corona.com.co"},{"__type":"Parametro:#Corona.eProcurement.ServiciosAplicacion.Entidades","N
ombre":"TERMINOS","Valor":"http:\/\\www.corona.com.co"},{"__type":"Parametro:#Corona.eProcurement.ServiciosApl
icacion.Entidades","Nombre":"AYUDA","Valor":"http:\/\/eprocurement.corona.com.co\eprocurement2\/files\Vmanual
epro20.pdf'}]}
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kBytes

Timestamp transferred

Aug 20, 2021 4028
18:10:18.336021900 CEST

Aug 20, 2021 4071
18:10:18.523154974 CEST

Aug 20, 2021 4079
18:10:18.643018007 CEST

Session ID Source IP

1 192.168.2.5

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49704

Data

GET /eprocurement2/images/main-bg.jpg HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Referer: http://eprocurement.corona.com.co/eprocurement2/styles/main.css

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

Cookie: ASP.NET_Sessionld=jrlzvcir2xIplypg24bsl4cl

HTTP/1.1 200 OK

Cache-Control: private

Content-Type: application/json; charset=utf-8

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

Set-Cookie: ASP.NET_Sessionld=4tc03jtsebbjbbgxrOfarapy; path=/; HttpOnly; SameSite=Lax

X-AspNet-Version: 4.0.30319

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:18 GMT

Content-Length: 442

Data Raw: 7b 22 64 22 3a 5b 7b 22 5f 5f 74 79 70 65 22 3a 22 50 61 72 61 6d 65 74 72 6f 3a 23 43 6f 72 6f 6e 61 2e 65 50
72 6f 63 75 72 65 6d 65 6e 74 2e 53 65 72 76 69 63 69 6f 73 41 70 6¢ 69 63 61 63 69 6f 6e 2e 45 6e 74 69 64 61 64 65 73
22 2c 22 4e 6f 6d 62 72 65 22 3a 22 48 4f 4d 45 22 2¢ 22 56 61 6¢ 6f 72 22 3a 22 68 74 74 70 3a 5¢c 2f 5¢ 2f 77 77 77 2e
63 6f 72 6f 6e 61 2e 63 6f 6d 2e 63 6f 22 7d 2c 7b 22 5f 5f 74 79 70 65 22 3a 22 50 61 72 61 6d 65 74 72 6f 3a 23 43 6f 72
6f 6e 61 2e 65 50 72 6f 63 75 72 65 6d 65 6e 74 2e 53 65 72 76 69 63 69 6f 73 41 70 6¢ 69 63 61 63 69 6f 6e 2e 45 6e 74
69 64 61 64 65 73 22 2c 22 4e 6f 6d 62 72 65 22 3a 22 54 45 52 4d 49 4e 4f 53 22 2c 22 56 61 6¢ 6f 72 22 3a 22 68 74 74
70 3a 5c¢ 2f 5¢c 2f 77 77 77 2e 63 6f 72 6f 6e 61 2e 63 6f 6d 2e 63 6f 22 7d 2¢ 7b 22 5f 5f 74 79 70 65 22 3a 22 50 61 72 61
6d 65 74 72 6f 3a 23 43 6f 72 6f 6e 61 2e 65 50 72 6f 63 75 72 65 6d 65 6e 74 2e 53 65 72 76 69 63 69 6f 73 41 70 6¢ 69
63 61 63 69 6f 6e 2e 45 6e 74 69 64 61 64 65 73 22 2c 22 4e 6f 6d 62 72 65 22 3a 22 41 59 55 44 41 22 2c 22 56 61 6¢ 6f
7222 3a22 68747470 3a 5¢ 2f 5¢c 2f 65 70 72 6f 63 75 72 65 6d 65 6e 74 2e 63 6f 72 6f 6e 61 2e 63 6f 6d 2e 63 6f 5¢ 2f
65 70 72 6f 63 75 72 65 6d 65 6e 74 32 5¢c 2f 66 69 6¢ 65 73 5¢ 2f 6d 61 6e 75 61 6¢ 65 70 72 6f 32 30 2e 70 64 66 22 7d
5d 7d

Data Ascii: {"d":[{"__type":"Parametro:#Corona.eProcurement.ServiciosAplicacion.Entidades”,"Nombre":"HOME","Va
lor":"http:V\/\www.corona.com.co"},{"__type":"Parametro:#Corona.eProcurement.ServiciosAplicacion.Entidades","N
ombre":"TERMINOS","Valor":"http:V\/\www.corona.com.co"},{"__type":"Parametro:#Corona.eProcurement.ServiciosApl
icacion.Entidades","Nombre":"AYUDA","Valor":"http:\/\/eprocurement.corona.com.coVeprocurement2\/files\Vmanual
epro20.pdf'}]}

HTTP/1.1 200 OK

Content-Type: image/jpeg

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:18 GMT

Content-Length: 144272

Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 00 00 01 00 01 00 00 ff db 00 43 00 06 04 05 06 05 04 06 06 05 06 07 07
06 08 0a 10 0a 0a 09 09 Oa 14 Oe Of Oc 10 17 14 18 18 17 14 16 16 1a 1d 25 1f 1a 1b 23 1c 16 16 20 2c 20 23 26 27 29 2a
29 19 1f 2d 30 2d 28 30 25 28 29 28 ff db 00 43 01 07 07 07 Oa 08 Oa 13 Oa Oa 13 28 1a 16 la 28 28 28 28 28 28 28 28 28
28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28
28 28 ff c0 00 11 08 04 38 07 80 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 00 00
00 00 00 01 02 03 04 05 06 07 08 09 0Oa Ob ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 02 03 00
0411051221 314106 13516107227114328191al082342blcl1552dlf02433627282090a1617 1819
1a 25 26 27 28 29 2a 34 35 36 37 38 39 3a 43 44 45 46 47 48 49 4a 53 54 55 56 57 58 59 5a 63 64 65 66 67 68 69 6a 73
747576 77 78 79 7a 83 84 85 86 87 88 89 8a 92 93 94 95 96 97 98 99 9a a2 a3 a4 a5 a6 a7 a8 a9 aa b2 b3 b4 b5 b6 b7
b8 b9 ba c2 c3 c4 c5 c6 c7 c8 c9 ca d2 d3 d4 d5 d6 d7 d8 d9 da el e2 e3 e4 e5 e6 e7 e8 e9 ea f1 12 {3 f4 5 {6 {7 8 f9 fa ff
¢4 00 1f 01 00 03 01 01 01 01 01 01 01 01 01 00 00 00 00 00 00 01 02 03 04 05 06 07 08 09 Oa Ob ff c4 00 b5 11 00 02 01
02 04 04 03 04 07 05 04 04 00 01 02 77 00 01 02 03 11 04 05 21 31 06 12 41 51 07 61 71 13 22 32 81 08 14 42 91 al bl
€109 233352 f0 1562 72 d1 0a 16 24 34 e1 25 f1 17 18 19 1a 26 27 28 29 2a 35 36 37 38 39 3a 43 44 45 46 47 48 49
4a 53 54 55 56 57 58 59 5a 63 64 65 66 67 68 69 6a 73 74 75 76 77 78 79 7a 82 83 84 85 86 87 88 89 8a 92 93 94 95 96
97 98 99 9a a2 a3 a4 a5 a6 a7 a8 a9 aa b2 b3 b4 b5 b6 b7 b8 b9 ba c2 c3 ¢4 ¢5 c6 c¢7 c8 c9 ca d2 d3 d4 d5 d6 d7 d8 d9
dae2e3e4e5ebe7e8edeaf2f3f4f5f6 7 f8 f9 fa ff da 00 Oc 03 01 00 02 11 03 11 00 3f 00 e4 2e 6d f6 93 c5 51 74 20
d7 51 75 6e Oe 78 ac 8b 8b 72 0f 02 be c9 1f 18 d1 98 09 06 ac 45 27 bd 47 24 65 49 a8 87 14 c8 d8 d6 82 6e 95 a9 6d 37
4e 6b 9d 8a 43 57 ad e6 e9 cd 26 8a 4c ea 2d a6 9 83 5b 16 97 18 c5 72 96 d3 f4 e6 b5 6d 67 f7 ac e4 8d 13 3a db 59 {3
8e 6b 4e 19 32 07 35 cb da cf d3 06 b5 ed 67 ce 32 6b 9e 51 34 4c db 47 14 f0 c0 d5 28 dc 11 d6 a7 56 ac 9a 34 4c 9f 39
a6 91 eb 4d 04 9a 5f ad 22 84 €9 40 6a 5e 07 4a 6d 30 b8 1a 4a 39 a4 34 Oa el 90 7a d4 52 26 79 1d 6a 43 4d a0 96 ee
42 0b 21 e6 ac 23 f1 49 80 7a f1 4c 29 b4 f1 4c 5b 16 54 d3 d5 aa b2 3f ad 4c ad de 90 d3 26 eb 48 56 91 5a 9c 28 28 69
€052 75 a7 1c la 42 Of 6a 04 44 eb c7 35 4a e2 Oc 83 de b4 Oe 6a 37 5f 4a a4 ec 27 a9 cd dd db 7b 73 58 7 50 60 9e 2b
b0 b8 80 30 38 1c d6 3d dd b7 b5 6f 09 99 b5 63 90 b8 b7 1c f1 cd 51 68 4a b7 cb 5d 25 d5 b9 19 c0 ac d9 61 f4 ae 98 c8
86 8a b6 e7 07 02 b5 ad 5b d2 b3 d2 3c 1f 41 57 2d cf al e2 94 87 13 7a c5 f1 8c 1la df bl 97 a6 0d 72 f6 8¢ 7d 78 ad cb
39 3a7a57 3544 6d 16 75 76 52 67 02 b5 21 3c 57 3b 69 27 4e 6b 72 d5 {3 8f 4a €2 9a b1 d5 07 72 fa 54 98 14 ¢4 19 1c
74 a9 31 8acl 97 61 02 e0 f1 52 a9 ed 48 3a 53 80 a9 6¢ 12 b0 e0 29

Data Ascii: JFIFCY%# , #&')*)-0-(0%()(C(((((((CCCCCCCCCceceeeececeecececeecececce 1 1AQa"q2#BRS3bro%& ()*456 789:
CDEFGHIJSTUVWXYZcdefghijstuvwxyzw!1AQaq"2B#3Rbr$4%&'()*56789: CDEFGHIISTUVWXY Zcdefghijstuvwxyz?. mQt
QunxrE'G$elnm7NKCW&L-[rmg: YKN2592kQ4LG(VALIM_"@j*Im0J94zR&yjCMBI#IzL)L[T?L&HVZ((IRUBjD5Jj7_

J{sXP +08=0cQhJ]%a[<AW-zr}x9:zZW5DmuvRg!<W;i'NkrJrTt1laRH:SI)

Destination IP Destination Port Process

200.32.81.196 80 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes
Timestamp transferred

Aug 20, 2021 2158
18:10:07.666943073 CEST

Aug 20, 2021 2210
18:10:07.970082998 CEST

Aug 20, 2021 2220
18:10:07.993530989 CEST

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Data

GET /eprocurement2/styles/main.css HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/css,*/*;q=0.1

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: text/css

Last-Modified: Fri, 20 Dec 2019 14:04:08 GMT

Accept-Ranges: bytes

ETag: "07c9f583eb7d51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:07 GMT

Content-Length: 9131

Data Raw: 62 6f 64 79 2c 20 0d Oa 68 74 6d 6¢ 2c 20 0d Oa 2e 62 6f 64 79 2d 6e 67 2d 76 69 65 77 20 7b 0d Oa 09 68 65
69 67 68 74 3a 20 31 30 30 25 3b 0d Oa 09 77 69 64 74 68 3a 20 31 30 30 25 3b 0d Oa 7d 0d Oa 0d Oa 0d Oa 2f 2a 6¢c 6f
61 64 69 6e 67 20 65 6¢ 65 6d 65 6e 74 73 20 61 6e 64 20 61 6e 69 6d 61 74 69 6f 6e 73 2a 2f 0d 0a 66 69 67 75 72 65 20
7b 20 0d 0a 20 20 70 6f 73 69 74 69 6f 6e 3a 20 61 62 73 6f 6¢ 75 74 65 3b 0d Oa 20 20 6d 61 72 67 69 6e 3a 20 61 75 74
6f 3b 0d 0a 20 20 74 6f 70 3a 20 30 3b 20 62 6f 74 74 6f 6d 3a 20 30 3b 20 6¢ 65 66 74 3a 20 30 3b 20 72 69 67 68 74 3a
2030 3b 0d 0a 20 20 77 69 64 74 68 3a 20 33 65 6d 3b 20 68 65 69 67 68 74 3a 20 33 65 6d 3b 0d Oa 20 20 2d 77 65 62
6b 69 74 2d 61 6e 69 6d 61 74 69 6f 6e 3a 20 72 6f 74 61 72 20 31 73 20 6¢ 69 6e 65 61 72 20 69 6e 66 69 6e 69 74 65 3
b 0d 0a 7d 0d Oa 2e 64 6f 74 77 72 61 70 20 7b 0d Oa 20 20 77 69 64 74 68 3a 31 2e 32 65 6d 3b 20 0d Oa 20 20 68 65 69
67 68 74 3a 33 65 6d 3b 0d Oa 20 20 70 6f 73 69 74 69 6f 6e 3a 20 61 62 73 6f 6¢ 75 74 65 3b 20 20 0d Oa 20 20 6¢ 65 66
74 3a 35 30 25 3b 20 0d Oa 20 20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 2d 30 2e 36 65 6d 3b 20 0d Oa 20 20 74 6f 70 3a
3530 25 3b 20 0d 0a 20 20 6d 61 72 67 69 6e 2d 74 6f 70 3a 2d 31 2e 34 65 6d 3b 0d Oa 7d 0d Oa Od Oa 2e 64 6f 74 77
7261703120 7b2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 20 72 6f 74 61 74 65 28 30 64 65 67 29 3b 7d
0d Oa 2e 64 6f 74 77 72 61 70 32 20 7b 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 20 72 6f 74 61 74 65 28 37
3264 6567 29 3b 7d 0d Oa 2e 64 6f 74 77 72 61 70 33 20 7b 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 20
72 6f 74 61 74 65 28 31 34 34 64 65 67 29 3b 7d 0d Oa 2e 64 6f 74 77 72 61 70 34 20 7b 2d 77 65 62 6b 69 74 2d 74 72
61 6e 73 66 6f 72 6d 3a 20 72 6f 74 61 74 65 28 32 31 36 64 65 67 29 3b 7d 0d Oa 2e 64 6f 74 77 72 61 70 35 20 7b 2d 77
65 62 6b 69 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 20 72 6f 74 61 74 65 28 32 38 38 64 65 67 29 3b 7d 0d Oa 2e 64 6f 74 20
7b 0d 0a 20 20 77 69 64 74 68 3a 20 31 2e 32 65 6d 3b 20 0d Oa 20 20 68 65 69 67 68 74 3a 20 31 2e 32 65 6d 3b 0d Oa
202062 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 20 31 30 30 25 3b 0d 0a 20 20 2d 77 65 62 6b 69 74 2d 74 72 61 6e 73
69 74 69 6f 6e 3a 20 61 6¢ 6¢ 20 30 2e 35 73 20 65 61 73 65 3b 0d Oa 7d 0d Oa 2e 64 6f 74 77 72 61 70 20 7b 20 2d 77 65
62 6b 69 74 2d 61 6e 69 6d 61 74 69 6f 6e 3a 20 73 6d 61 6¢ 6¢ 62 69 67 20 31 73 20 6¢C 69 6€ 65 61 72 20 69 6€ 66 69
6e 69 74 65 3b 20 7d 0d Oa 2e 64 6f 74 31 20 7b 20 62 61 63 6b 67 72 6f 75 6e 64 3a 20 23 66 66 36 35 37 66 3b 20 2d
77 65 62 6b 69 74 2d 61 6e 69 6d 61 74 69 6f 6e 3a 20 64 6f 74 73 20 32 2e 34 73 20 6¢ 69 6e 65 61 72 20 69 6e 66 69 6
e 69 74 65 3b 20 7d 0d Oa 2e 64 6f 74 32 20 7b 20 62 61 63 6b 67 72 6f 75 6e 64 3a 20 23 66 66 39 32 33 31 3b 20 2d 77
65 62 6b 69 74 2d 61 6e 69 6d 61 74 69 6f 6e 3a 20 64 6f 74 73 20 32 2e 34 73 20 6¢ 69 6e 65 61 72 20 69 6e 66 69 6e
69 74 65 3b 20 7d 0d Oa 2e 64 6f 74 33 20 7b 20 62 61 63 6b 67 72 6f 75 6e 64 3a 20 23 61 33 64 38 36 39

Data Ascii: body, html, .body-ng-view {height: 100%;width: 100%;}/*loading elements and animations*/figure { position:
absolute; margin: auto; top: 0; bottom: O; left: 0; right: 0; width: 3em; height: 3em; -webkit-animation: rotar 1s linear inf
inite;}.dotwrap { width:1.2em; height:3em; position: absolute; left:50%; margin-left:-0.6em; top:50%; margin-top:-
1.4em;}.dotwrapl {-webkit-transform: rotate(0deg);}.dotwrap2 {-webkit-transform: rotate(72deg);}.dotwrap3 {-webkit-transfor
m: rotate(144deg);}.dotwrap4 {-webkit-transform: rotate(216deg);}.dotwrap5 {-webkit-transform: rotate(288deg);}.dot { w
idth: 1.2em; height: 1.2em; border-radius: 100%; -webkit-transition: all 0.5s ease;}.dotwrap { -webkit-animation: smallbig
1s linear infinite; }.dot1 { background: #{f657f; -webkit-animation: dots 2.4s linear infinite; }.dot2 { background: #ff9231; -
webkit-animation: dots 2.4s linear infinite; }.dot3 { background: #a3d869

GET /eprocurement2/bower_components/angular-resource/angular-resource.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 2286
18:10:08.308044910 CEST

Aug 20, 2021 2393
18:10:08.621066093 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:07 GMT

Content-Length: 22860

Data Raw: 2f 2a 2a 0a 20 2a 20 40 6¢ 69 63 65 6e 73 65 20 41 6e 67 75 6¢ 61 72 4a 53 20 76 31 2e 32 2e 30 2d 72 63 2e
33 0a 20 2a 20 28 63 29 20 32 30 31 30 2d 32 30 31 32 20 47 6f 6f 67 6¢ 65 2¢ 20 49 6e 63 2e 20 68 74 74 70 3a 2f 2f 61
6e 67 75 6¢ 61 72 6a 73 2e 6f 72 67 0a 20 2a 20 4c 69 63 65 6e 73 65 3a 20 4d 49 54 Oa 20 2a 2f 0a 28 66 75 6e 63 74 69
6f 6e 28 77 69 6e 64 6f 77 2c 20 61 6e 67 75 6¢ 61 72 2¢ 20 75 6e 64 65 66 69 6e 65 64 29 20 7b 27 75 73 65 20 73 74 72
69 63 74 27 3b 0a 0a 76 61 72 20 24 72 65 73 6f 75 72 63 65 4d 69 6e 45 72 72 20 3d 20 61 6e 67 75 6¢ 61 72 2e 24 24
6d 69 6e 45 72 72 28 27 24 72 65 73 6f 75 72 63 65 27 29 3b Oa Oa 2f 2a 2a 0a 20 2a 20 40 6e 67 64 6f 63 20 6f 76 65 72
76 69 65 77 Oa 20 2a 20 40 6e 61 6d 65 20 6e 67 52 65 73 6f 75 72 63 65 0a 20 2a 20 40 64 65 73 63 72 69 70 74 69 6f
6e 0a 20 2a Oa 20 2a 20 23 20 6e 67 52 65 73 6f 75 72 63 65 Oa 20 2a Oa 20 2a 20 60 6e 67 52 65 73 6f 75 72 63 65 60 2
069 73 20 74 68 65 20 6e 61 6d 65 20 6f 66 20 74 68 65 20 6f 70 74 69 6f 6e 61 6¢ 20 41 6€ 67 75 6¢ 61 72 20 6d 6f 64 7
56c 6520 74 68 61 74 20 61 64 64 73 20 73 75 70 70 6f 72 74 20 66 6f 72 20 69 6e 74 65 72 61 63 74 69 6e 67 20 77 69
74 68 0a 20 2a 20 5b 52 45 53 54 66 75 6¢ 5d 28 68 74 74 70 3a 2f 2f 65 6e 2e 77 69 6b 69 70 65 64 69 61 2e 6f 72 67 2f
77 69 6b 69 2f 52 65 70 72 65 73 65 6e 74 61 74 69 6f 6e 61 6¢ 5f 53 74 61 74 65 5f 54 72 61 6e 73 66 65 72 29 20 73 65
7276 6572 2d 73 69 64 65 20 64 61 74 61 20 73 6f 75 72 63 65 73 2e 0a 20 2a 20 60 6e 67 52 65 73 6f 75 72 63 65 60
20 70 72 6f 76 69 64 65 73 20 74 68 65 20 7b 40 6¢ 69 6e 6b 20 6e 67 52 65 73 6f 75 72 63 65 2e 24 72 65 73 6f 75 72 63
6520 60 24 72 65 73 6f 75 72 63 65 60 7d 20 73 65 72 76 69 63 65 2e Oa 20 2a Oa 20 2a 20 7b 40 69 6e 73 74 61 6¢ 6¢C
4d 6f 64 75 6¢ 65 20 72 65 73 6f 75 72 63 65 7d 0a 20 2a Oa 20 2a 20 53 65 65 20 7b 40 6¢c 69 6e 6b 20 6e 67 52 65 73 6f
7572 63 65 2e 24 72 65 73 6f 75 72 63 65 20 60 24 72 65 73 6f 75 72 63 65 60 7d 20 66 6f 72 20 75 73 61 67 65 2e Oa 20
2a 2f 0a Oa 2f 2a 2a 0a 20 2a 20 40 6e 67 64 6f 63 20 6f 62 6a 65 63 74 Oa 20 2a 20 40 6e 61 6d 65 20 6e 67 52 65 73 6f
7572 63 65 2e 24 72 65 73 6f 75 72 63 65 0a 20 2a 20 40 72 65 71 75 69 72 65 73 20 24 68 74 74 70 Oa 20 2a Oa 20 2a
2040 64 65 7363 7269 70 74 69 6f 6e 0a 20 2a 20 41 20 66 61 63 74 6f 72 79 20 77 68 69 63 68 20 63 72 65 61 74 65
73206120 72 65 73 6f 75 72 63 65 20 6f 62 6a 65 63 74 20 74 68 61 74 20 6¢ 65 74 73 20 79 6f 75 20 69 6e 74 65 72 61
63 74 20 77 69 74 68 0a 20 2a 20 5b 52 45 53 54 66 75 6¢ 5d 28 68 74 74 70 3a 2f 2f 65 6e 2e 77 69 6b 69 70 65 64 69 61
2e 6f 72 67 2f 77 69 6b 69 2f 52 65 70 72 65 73 65 6e 74 61 74 69 6f 6e 61 6¢ 5f 53 74 61 74 65 5f 54 72 61 6e 73 66 65
7229207365727665722d 73 69 64 65 20 64 61 74 61 20 73 6f 75 72 63 65 73 2e 0a 20 2a Oa 20 2a 20 54 68 65 20
72 6574 75 72 6e 65 64 20 72 65 73 6f 75 72 63 65 20 6f 62 6a 65 63 74 20 68 61 73 20 61 63 74 69 6f 6e 20 6d 65 74 68
6f 64 73 20 77 68 69 63 68 20 70 72 6f 76 69

Data Ascii: /** * @license AngularJS v1.2.0-rc.3 * (c) 2010-2012 Google, Inc. http://angularjs.org * License: MIT */(fun
ction(window, angular, undefined) {'use strict',var $resourceMinErr = angular.$$minErr(‘$resource’);/** * @ngdoc overview *
@name ngResource * @description * * # ngResource * * ‘ngResource’ is the name of the optional Angular module that ad
ds support for interacting with * [RESTful](http://en.wikipedia.org/wiki/Representational_State_Transfer) server-side data
sources. * ‘ngResource’ provides the {@link ngResource.$resource “$resource’} service. * * {@installModule resource} * *
See {@link ngResource.$resource "$resource’} for usage. *//** * @ngdoc object * @name ngResource.$resource *
@requires $http * * @description * A factory which creates a resource object that lets you interact with * [RESTful](
http://en.wikipedia.org/wiki/Representational_State_Transfer) server-side data sources. * * The returned resource object
has action methods which provi

GET /eprocurement2/bower_components/angular-bootstrap/ui-bootstrap.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 2486
18:10:08.944606066 CEST

Aug 20, 2021 3048
18:10:10.993033886 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:08 GMT

Content-Length: 118742

Data Raw: 2f 2a 0a 20 2a 20 61 6e 67 75 6¢ 61 72 2d 75 69 2d 62 6f 6f 74 73 74 72 61 70 Oa 20 2a 20 68 74 74 70 3a 2f 2f
61 6e 67 75 6¢ 61 72 2d 75 69 2e 67 69 74 68 75 62 2e 69 6f 2f 62 6f 6f 74 73 74 72 61 70 2f 0a 0a 20 2a 20 56 65 72 73
69 6f 6e 3a 20 30 2e 31 31 2e 30 20 2d 20 32 30 31 34 2d 30 35 2d 30 31 Oa 20 2a 20 4c 69 63 65 6e 73 65 3a 20 4d 49
54 0a 20 2a 2f 0a 61 6e 67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 22 75 69 2e 62 6f 6f 74 73 74 72 61 70 22 2¢ 20 5b 22 75
69 2e 62 6f 6f 74 73 74 72 61 70 2e 74 72 61 6e 73 69 74 69 6f 6e 22 2c 22 75 69 2e 62 6f 6f 74 73 74 72 61 70 2e 63 6f
6¢ 6¢ 61 70 73 65 22 2c 22 75 69 2e 62 6f 6f 74 73 74 72 61 70 2e 61 63 63 6f 72 64 69 6f 6e 22 2¢ 22 75 69 2e 62 6f 6f
74737472 61 70 2e 61 6¢ 65 72 74 22 2¢c 22 75 69 2e 62 6f 6f 74 73 74 72 61 70 2e 62 69 6e 64 48 74 6d 6¢ 22 2¢ 22 75
69 2e 62 6f 6f 74 73 74 72 61 70 2e 62 75 74 74 6f 6e 73 22 2c 22 75 69 2e 62 6f 6f 74 73 74 72 61 70 2e 63 61 72 6f 75
73 65 6¢ 22 2¢c 22 75 69 2e 62 6f 6f 74 73 74 72 61 70 2e 64 61 74 65 70 61 72 73 65 72 22 2¢ 22 75 69 2e 62 6f 6f 74 73
747261 70 2e 70 6f 73 69 74 69 6f 6e 22 2c 22 75 69 2e 62 6f 6f 74 73 74 72 61 70 2e 64 61 74 65 70 69 63 6b 65 72 22
2c 22 75 69 2e 62 6f 6f 74 73 74 72 61 70 2e 64 72 6f 70 64 6f 77 6e 22 2¢ 22 75 69 2e 62 6f 6f 74 73 74 72 61 70 2e 6d
6f 64 61 6¢ 22 2¢ 22 75 69 2e 62 6f 6f 74 73 74 72 61 70 2e 70 61 67 69 6e 61 74 69 6f 6e 22 2¢ 22 75 69 2e 62 6f 6f 74
737472 61 70 2e 74 6f 6f 6¢ 74 69 70 22 2c 22 75 69 2e 62 6f 6f 74 73 74 72 61 70 2e 70 6f 70 6f 76 65 72 22 2¢ 22 75
69 2e 62 6f 6f 74 73 74 72 61 70 2e 70 72 6f 67 72 65 73 73 62 61 72 22 2c 22 75 69 2e 62 6f 6f 74 7374 72 61 70 2e 72
6174 69 6e 67 22 2c 22 75 69 2e 62 6f 6f 74 73 74 72 61 70 2e 74 61 62 73 22 2¢ 22 75 69 2e 62 6f 6f 74 73 74 72 61 70
2e 74 69 6d 65 70 69 63 6b 65 72 22 2¢ 22 75 69 2e 62 6f 6f 74 73 74 72 61 70 2e 74 79 70 65 61 68 65 61 64 22 5d 29 3b
0a 61 6e 67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 75 69 2e 62 6f 6f 74 73 74 72 61 70 2e 74 72 61 6e 73 69 74 69 6f 6e
27 2c 20 5b 5d 29 0a Oa 2f 2a 2a 0a 20 2a 20 24 74 72 61 6e 73 69 74 69 6f 6e 20 73 65 72 76 69 63 65 20 70 72 6f 76 69
64 65 73 20 61 20 63 6f 6e 73 69 73 74 65 6e 74 20 69 6e 74 65 72 66 61 63 65 20 74 6f 20 74 72 69 67 67 65 72 20 43
535320 33 20 74 72 61 6e 73 69 74 69 6f 6e 73 20 61 6e 64 20 74 6f 20 62 65 20 69 6e 66 6f 72 6d 65 64 20 77 68 65 6e
20 74 68 65 79 20 63 6f 6d 70 6¢ 65 74 65 2e 0a 20 2a 20 40 70 61 72 61 6d 20 20 7b 44 4f 4d 45 6¢ 65 6d 65 6e 74 7d 20
65 6¢ 65 6d 65 6 74 20 20 54 68 65 20 44 4f 4d 45 6¢ 65 6d 65 6e 74 20 74 68 61 74 20 77 69 6¢ 6¢ 20 62 65 20 61 6e
69 6d 61 74 65 64 2e 0a 20 2a 20 40 70 61 72 61 6d 20 20 7b 73 74 72 69 6e 67 7c 6f 62 6a 65 63 74 7c 66 75 6€ 63 74 6
9 6f 6e 7d 20 74 72 69 67 67 65 72 20 20 54 68 65 20 74 68 69 6e 67 20 74 68 61 74 20 77 69 6¢ 6¢ 20 63 61 75 73 65 20
74 68 65 20 74 72 61 6e 73 69 74 69 6f 6e 20 74 6f 20 73 74 61 72 74 3a 0a 20 2a 20 20 20 2d 20 41 73 20 61 20 73 74
72 69 6e 67 2¢ 20 69 74 20 72

Data Ascii: /* * angular-ui-bootstrap * http://angular-ui.github.io/bootstrap/ * Version: 0.11.0 - 2014-05-01 * License: MIT

*/angular.module("ui.bootstrap”, ["ui.bootstrap.transition","ui.bootstrap.collapse","ui.bootstrap.accordion”,"ui.bootstrap.al

ert","ui.bootstrap.bindHtml","ui.bootstrap.buttons","ui.bootstrap.carousel","ui.bootstrap.dateparser”,"ui.bootstrap.posi

tion","ui.bootstrap.datepicker","ui.bootstrap.dropdown","ui.bootstrap.modal*,"ui.bootstrap.pagination”,"ui.bootstrap.too
Itip","ui.bootstrap.popover”,“ui.bootstrap.progressbar","ui.bootstrap.rating”,"ui.bootstrap.tabs","ui.bootstrap.timepick
er","ui.bootstrap.typeahead"]);angular.module(‘'ui.bootstrap.transition’, [])/** * $transition service provides a consistent interf
ace to trigger CSS 3 transitions and to be informed when they complete. * @param {DOMElement} element The DO
MElement that will be animated. * @param {string|object|function} trigger The thing that will cause the transition to start: *

- As astring, itr

GET /eprocurement2/bower_components/ng-grid/ng-grid-2.0.11.min.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3119
18:10:11.294248104 CEST

Aug 20, 2021 3389
18:10:11.901431084 CEST

Aug 20, 2021 3441
18:10:12.199282885 CEST

Aug 20, 2021 3441
18:10:12.203085899 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:10 GMT

Content-Length: 69061

Data Raw: 28 66 75 6e 63 74 69 6f 6e 28 65 2c 6e 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 76 61 72 20 74 3d 36 2c
6f 3d 34 2¢ 72 3d 22 61 73 63 22 2c 69 3d 22 64 65 73 63 22 2c 6¢ 3d 22 5f 6e 67 5f 66 69 65 6¢ 64 5f 22 2¢ 61 3d 22 5f
6e 67 5f 64 65 70 74 68 5f 22 2¢c 73 3d 22 5f 6e 67 5f 68 69 64 64 65 6e 5f 22 2c 63 3d 22 5f 6e 67 5f 63 6f 6¢ 75 6d 6e 5f
22 2c 67 3d 2f 43 55 53 54 4f 4d 5f 46 49 4c 54 45 52 53 2f 67 2c 64 3d 2f 43 4f 4c 5f 46 49 45 4c 44 2f 67 2¢ 75 3d 2f 44
49 53 50 4c 41 59 5f 43 45 4c 4c 5f 54 45 4d 50 4c 41 54 45 2f 67 2c 66 3d 2f 45 44 49 54 41 42 4c 45 5f 43 45 4c 4c 5f 54
45 4d 50 4c 41 54 45 2f 67 2c 68 3d 2f 43 45 4c 4c 5f 45 44 49 54 41 42 4c 45 5f 43 4f 4e 44 49 54 49 4f 4e 2f 67 2¢ 70 3d
2f 3c 2e 2b 3e 2f 3b 65 2e 6e 67 47 72 69 64 3d 7b 7d 2c 65 2e 6e 67 47 72 69 64 2e 69 31 38 6e 3d 7b 7d 2c 61 6e 67 75
6C 61 72 2e 6d 6f 64 75 6¢ 65 28 22 6e 67 47 72 69 64 2e 73 65 72 76 69 63 65 73 22 2¢ 5b 5d 29 3b 76 61 72 20 6d 3d
61 6e 67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 22 6e 67 47 72 69 64 2e 64 69 72 65 63 74 69 76 65 73 22 2¢c 5b 5d 29 2¢c
76 3d 61 6e 67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 22 6e 67 47 72 69 64 2e 66 69 6¢ 74 65 72 73 22 2¢ 5b 5d 29 3b 61
6e 67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 22 6e 67 47 72 69 64 22 2c 5b 22 6e 67 47 72 69 64 2e 73 65 72 76 69 63 65
7322 2c 22 6e 67 47 72 69 64 2e 64 69 72 65 63 74 69 76 65 73 22 2c 22 6e 67 47 72 69 64 2e 66 69 6¢ 74 65 72 73 22
5d 293b 76 61 72 20 77 3d 66 75 6e 63 74 69 6f 6e 28 65 2¢c 6e 2c 6f 2c 72 29 7b 69 66 28 76 6f 69 64 20 30 3d 3d 3d 65
2e 73 65 6¢ 65 63 74 69 6f 6e 50 72 6f 76 69 64 65 72 2e 73 65 6¢ 65 63 74 65 64 49 74 65 6d 73 29 72 65 74 75 72 6e 21
303b 76 61 72 20 69 2c 6¢ 3d 6f 2e 77 68 69 63 68 7c 7c 6f 2e 6b 65 79 43 6f 64 65 2¢ 61 3d 21 31 2c 73 3d 21 31 2¢ 63
3d 76 6f 69 64 20 30 3d 3d 3d 65 2e 73 65 6¢ 65 63 74 69 6f 6e 50 72 6f 76 69 64 65 72 2e 6¢ 61 73 74 43 6¢ 69 63 6b 65
64 52 6f 77 3f 31 3a 65 2e 73 65 6¢ 65 63 74 69 6f 6e 50 72 6f 76 69 64 65 72 2e 6¢ 61 73 74 43 6¢ 69 63 6b 65 64 52 6f
77 2e 72 6f 77 49 6e 64 65 78 2c 67 3d 65 2e 63 6f 6¢ 75 6d 6e 73 2e 66 69 6¢ 74 65 72 28 66 75 6e 63 74 69 6f 6e 28 65
29 7b 72 65 74 75 72 6e 20 65 2e 76 69 73 69 62 6¢ 65 7d 29 2c 64 3d 65 2e 63 6f 6¢ 75 6d 6e 73 2e 66 69 6¢ 74 65 72
28 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 65 2e 70 69 6e 6e 65 64 7d 29 3b 69 66 28 65 2e 63 6f 6¢ 26
26 28 69 3d 67 2e 69 6e 64 65 78 4f 66 28 65 2e 63 6f 6¢ 29 29 2¢ 33 37 21 3d 3d 6¢ 26 26 33 38 21 3d 3d 6¢ 26 26 33 39
21 3d 3d 6¢ 26 26 34 30 21 3d 3d 6¢ 26 26 28 72 2e 63 6f 6e 66 69 67 2e 6e 6f 54 61 62 49 6e 74 65 72 66 65 72 65 6e 63
65 7c 7¢ 39 21 3d 3d 6¢ 29 26 26 31 33 21 3d 3d 6¢ 29 72 65 74 75 72 6e 21 30 3b 69 66 28 65 2e 65 6e 61 62 6¢ 65 43 6
5 6¢c 6¢ 53 65 6¢ 65 63 74 69 6f 6 29 7b 39 3d 3d 3d 6¢ 26 26 6f 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6¢ 74 28 29 3b
76 61 72 20 75 3d 65 2e 73 68 6f 77 53 65 6¢ 65 63 74 69 6f 6e 43 68 65 63 6b 62 6f 78 3f 31 3d 3d 3d 65 2e 63 6f 6¢ 2e
69 6e 64 65 78 3a 30 3d 3d 3d

Data Ascii: (function(e,n){"use strict";var t=6,0=4,r="asc",i="desc",|="_ng_field_",a="_ng_depth_",s="_ng_hidden_'
g_column_",g=/CUSTOM_FILTERS/g,d=/COL_FIELD/g,u=/DISPLAY_CELL_TEMPLATE/qg,f=/EDITABLE_CELL_
TEMPLATE/g,h=/CELL_EDITABLE_CONDITION/g,p=/<.+>/;e.ngGrid={},e.ngGrid.i18n={},angular.module("ngGrid
.services",[]);var m=angular.module("ngGrid.directives",[]),v=angular.module("ngGrid.filters",[]);angular.module("ngGrid",
["ngGrid.services","ngGrid.directives","ngGrid.filters"]);var w=function(e,n,o,r){if(void 0===e.selectionProvider.sele
ctedltems)return!O;var i,|=0.which||o.keyCode,a=!1,s=!1,c=void 0===e.selectionProvider.lastClickedRow?1:e.sele
ctionProvider.lastClickedRow.rowIndex,g=e.columns.filter(function(e){return e.visible}),d=e.columns.filter(function(e){return
e.pinnedy});if(e.col&&(i=g.indexOf(e.col)),37!==1&&38!==1&&39!==1&&40!==|&&(r.config.noTabinterference||9!==1)&&13!
==l)return!0;if(e.enableCellSelection){9===I&&0.preventDefault();var u=e.showSelectionCheckbox?1===e.col.index:0===

,c="_n

GET /eprocurement2/scripts/services/comParams.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:11 GMT

Content-Length: 320

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 09 0a 09 27 75 73 65 20 73 74 72 69 63 74 27 3b 0a 09 Oa 09 61
6e 67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6e 74 41 70 70 27 29 Oa 09 09 2e 66
6163 74 6f 72 79 28 27 63 6f 6d 50 61 72 61 6d 73 27 2c 20 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b Oa 0a 09 09 09 2f 2f
2053 65 72 76 69 63 65 20 6¢ 6f 67 69 63 0a 09 09 09 76 61 72 20 63 6f 6d 50 61 72 61 6d 73 20 3d 20 7b 7d 3b 0a 09 09
09 2f 2f 63 6f 6d 50 61 72 61 6d 73 2e 73 65 72 76 65 72 55 52 49 20 3d 20 27 68 74 74 70 3a 2f 2f 6a 75 61 6e 63 61 62
65 63 6f 2d 30 30 31 2d 73 69 74 65 31 30 2e 73 6d 61 72 74 65 72 61 73 70 2e 6e 65 74 2f 27 3b 0a 09 09 09 63 6f 6d 50
617261 6d 73 2e 73 65 72 76 65 72 55 52 49 20 3d 20 27 27 3b 0a 0a 09 09 09 2f 2f 20 50 75 62 6¢ 69 63 20 41 50 49
20 68 65 72 65 0a 09 09 09 0a 09 09 09 72 65 74 75 72 6e 20 63 6f 6d 50 61 72 61 6d 73 3b Oa Oa 09 09 7d 29 3b 0a 09
0Oa 7d 28 29 29 3b

Data Ascii: (function () {'use strict';angular.module('appEprocurementApp').factory(‘comParams’, function () {// Service
logicvar comParams = {};//comParams.serverURI = 'http://juancabeco-001-site10.smarterasp.net/;comParams.serverURI =
"/l Public API herereturn comParams;});}());

GET /eprocurement2/scripts/controllers/forgotpasswCtrl.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3504
18:10:12.504843950 CEST

Aug 20, 2021 3507
18:10:12.509913921 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Wed, 23 Sep 2020 19:35:58 GMT

Accept-Ranges: bytes

ETag: "0e3bec2e091d61:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:11 GMT

Content-Length: 3716

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0d 0a 0d Oa 20 20 20 20 27 75 73 65 20 73 74 72 69 63 74 27 3b 0d
0a 0d Oa 20 20 20 20 61 6e 67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6e 74 41 70
7027 29 0d 0a 09 09 2e 63 6f 6e 74 72 6f 6¢ 6¢ 65 72 28 27 46 6f 72 67 6f 74 70 61 73 73 77 43 74 72 6¢ 27 2c 20 5b 0d
0a 09 09 09 27 24 73 63 6f 70 65 27 2c 0d 0a 09 09 09 27 24 72 6f 6f 74 53 63 6f 70 65 27 2c 0d 0a 09 09 09 27 24 68 74
7470 27 2c 0d Oa 09 09 09 27 24 6¢ 6f 63 61 74 69 6f 6e 27 2c 0d Oa 09 09 09 27 24 74 69 6d 65 6f 75 74 27 2c 0d Oa 09
09 09 27 63 6f 6d 50 61 72 61 6d 73 27 2c 0d 0a 09 09 09 27 6¢c 6f 67 69 6e 55 73 65 72 27 2c 0d Oa 09 09 09 66 75 6e 63
74 69 6f 6e 20 28 24 73 63 6f 70 65 2c 20 24 72 6f 6f 74 53 63 6f 70 65 2c 20 24 68 74 74 70 2c 20 24 6¢ 6f 63 61 74 69 6f
6e 2c 20 24 74 69 6d 65 6f 75 74 2c 20 63 6f 6d 50 61 72 61 6d 73 2c 20 6¢ 6f 67 69 6e 55 73 65 72 29 20 7b 0d Oa 0d Oa
09 09 09 20 20 20 20 6¢ 6f 67 69 6e 55 73 65 72 2e 70 72 65 6¢ 6f 67 69 6e 20 3d 20 74 72 75 65 3b 0d Oa 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 24 73 63 6f 70 65 2e 65 6d 61 69 6¢ 73 20 3d 20 5b 5d 3b 0d 0Oa 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 24 73 63 6f 70 65 2e 65 6d 61 69 6¢ 3b 0d 0a 09 09 09 20 20 20 20 24 73 63 6f 70 65 2e 61 6¢
6572 7420 3d 20 7b 7d 3b 0d 0Oa 09 09 09 20 20 20 20 24 73 63 6f 70 65 2e 61 6¢ 65 72 74 2e 65 78 69 73 74 20 3d 20
66 61 6¢ 73 65 3b 0d Oa 09 09 09 20 20 20 20 24 73 63 6f 70 65 2e 61 6¢ 65 72 74 2e 73 75 63 63 65 73 73 20 3d 20 66
61 6¢ 73 65 3b 0d 0a 09 09 09 20 20 20 20 76 61 72 20 65 72 72 6f 72 73 20 3d 20 66 61 6¢c 73 65 3b 0d 0a 09 09 09 20 2
020 20 24 73 63 6f 70 65 2e 6¢ 6f 61 64 69 6e 67 57 69 6e 64 6f 77 20 3d 20 66 61 6¢ 73 65 3b 0d Oa 0d 0a 09 09 09 20 2
020 20 24 73 63 6f 70 65 2e 64 6f 46 6f 72 67 6f 74 20 3d 20 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0d Oa 0d Oa 09 09 O
92020 2020 20 20 20 20 65 72 72 6f 72 73 20 3d 20 66 61 6¢ 73 65 3b 0d Oa 09 09 09 20 20 20 20 20 20 20 20 24 73 63
6f 70 65 2e 61 6¢ 65 72 74 20 3d 20 7b 7d 3b 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 24 73
63 6f 70 65 2e 61 6¢ 65 72 74 2e 65 78 69 73 74 20 3d 20 66 61 6¢ 73 65 3b 0d Oa 0d Oa 20 20 20 20 20 20 20 20 20 20
20202020 202020 20 20 20 76 61 72 20 72 65 63 61 70 74 63 68 61 52 65 73 70 6f 6 73 65 20 3d 20 67 72 65 63 61
70 74 63 68 61 2e 67 65 74 52 65 73 70 6f 6e 73 65 28 29 3b 0d Oa 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 69 66 20 28 24 73 63 6f 70 65 2e 75 73 75 61 72 69 6f 20 3d 3d 3d 20 75 6e 64 65 66 69 6e 65 64 20 7c 7c
2072 6563 61 70 74 63 68 61 52 65 73 70 6f 6e 73 65 2e 6¢ 65 6e 67 74 68 20 3d 3d 20 30 29 20 7b 0d 0a 09 09 09 20
202020 20 20 20 20 20 20 20 20 65 72 72 6f 72 73 20 3d 20 74 72 75 65 3b 0d 0a 09 09 09 20 20 20 20 20 20 20 20 20
2020 20 24 73 63 6f 70 65 2e 61 6¢ 65 72 74 2e 65 78 69 73 74 20 3d 20 74 72 75 65 3b 0d Oa 09 09 09 20 20 20 20 20
2020 20 20 20 20 20 24 73 63 6f 70 65 2e 61 6¢ 65

Data Ascii: (function () { ‘use strict’; angular.module(‘appEprocurementApp'’).controller(‘ForgotpasswCtrl', [$sco
pe','$rootScope’,'$http','$location’,'$timeout’,'comParams', loginUser' function ($scope, $rootScope, $http, $location,
$timeout, comParams, loginUser) { loginUser.prelogin = true; $scope.emails = [J; $scope.email;
$scope.alert = {}; $scope.alert.exist = false; $scope.alert.success = false; var errors = false; $scope.loa
dingWindow = false; $scope.doForgot = function () { errors = false; $scope.alert = {}; $scope.
alert.exist = false; var recaptchaResponse = grecaptcha.getResponse(); if ($scope.usuario ===
undefined || recaptchaResponse.length == 0) { errors = true; $scope.alert.exist = true; $scope.ale

GET /eprocurement2/scripts/controllers/menuLatCtrl.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3576
18:10:12.813591957 CEST

Aug 20, 2021 3587
18:10:12.832664013 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:12 GMT

Content-Length: 2099

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 0a 09 27 75 73 65 20 73 74 72 69 63 74 27 3b Oa 0a 09 61 6e 67
75 6¢c 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6e 74 41 70 70 27 29 2e 63 6f 6e 74 72 6f
6C 6C 65 72 28 27 6d 65 6€ 75 4c 61 74 43 74 72 6¢ 27 2¢ 20 5b 0a 09 09 27 24 73 63 6f 70 65 27 2c 0a 09 09 27 24 72 6f
6f 74 53 63 6f 70 65 27 2c 0a 09 09 27 24 6¢ 6f 63 61 74 69 6f 6e 27 2c 0a 09 09 27 6¢ 6f 67 69 6e 55 73 65 72 27 2¢ Oa
09 09 66 75 6e 63 74 69 6f 6e 20 28 24 73 63 6f 70 65 2c 20 24 72 6f 6f 74 53 63 6f 70 65 2c 20 24 6¢ 6f 63 61 74 69 6f 6
2c 20 6¢ 6f 67 69 6e 55 73 65 72 29 20 7b 0a 09 09 09 0a 09 09 09 24 72 6f 6f 74 53 63 6f 70 65 2e 72 6f 6¢ 20 3d 20 6¢
6f 67 69 6e 55 73 65 72 2e 69 6e 66 6f 55 73 75 61 72 69 6f 2e 52 6f 6¢ 55 73 75 61 72 69 6f 3b 0a 09 09 09 Oa 09 09 09
24 73 63 6f 70 65 2e 67 6f 74 6f 48 6f 6d 65 20 3d 20 66 75 6e 63 74 69 6f 6e 20 28 69 6e 64 69 63 65 29 20 7b Oa 09 09
09 09 0a 09 09 09 09 24 72 6f 6f 74 53 63 6f 70 65 2e 63 6¢ 65 61 72 53 65 6¢ 65 63 74 69 6f 6 28 69 6€ 64 69 63 65 29
3b 0a 09 09 09 09 24 6¢ 6f 63 61 74 69 6f 6e 2e 70 61 74 68 28 27 2f 68 6f 6d 65 27 29 3b 0a 09 09 09 09 Oa 09 09 09 7d
3b 0a 09 09 09 0a 09 09 09 24 73 63 6f 70 65 2e 67 6f 74 6f 50 6f 72 74 61 66 6f 6¢ 69 6f 20 3d 20 66 75 6e 63 74 69 6f 6e
20 28 69 6e 64 69 63 65 29 20 7b 0a 09 09 09 09 Oa 09 09 09 09 24 72 6f 6f 74 53 63 6f 70 65 2e 63 6¢ 65 61 72 53 65 6C
65 63 74 69 6f 6e 28 69 6e 64 69 63 65 29 3b 0a 09 09 09 09 24 6¢ 6f 63 61 74 69 6f 6e 2e 70 61 74 68 28 27 2f 70 6f 72
74 61 66 6f 6¢c 69 6f 27 29 3b 0a 09 09 09 09 Oa 09 09 09 7d 3b 0a 09 09 09 Oa 09 09 09 24 72 6f 6f 74 53 63 6f 70 65 2e
63 6¢ 65 61 72 53 65 6¢ 65 63 74 69 6f 6 20 3d 20 66 75 6e 63 74 69 6f 6 20 28 69 6e 64 69 63 65 29 20 7b 0a 09 09 09
09 0a 09 09 09 09 24 72 6f 6f 74 53 63 6f 70 65 2e 63 6¢ 73 53 65 6¢ 65 63 74 65 64 5b 24 72 6f 6f 74 53 63 6f 70 65 2e
69 6e 64 69 63 65 53 65 6¢ 65 63 74 65 64 5d 20 3d 20 27 27 3b 0a 09 09 09 09 24 72 6f 6f 74 53 63 6f 70 65 2e 63 6¢ 73
53 65 6¢ 65 63 74 65 64 5b 69 6e 64 69 63 65 5d 20 3d 20 27 61 63 74 69 76 65 27 3b 0a 09 09 09 09 24 72 6f 6f 74 53
63 6f 70 65 2e 69 6e 64 69 63 65 53 65 6¢ 65 63 74 65 64 20 3d 20 69 6e 64 69 63 65 3b 0a 09 09 09 09 Oa 09 09 09 7d
3b 0a 09 09 09 0a 09 09 09 24 73 63 6f 70 65 2e 67 6f 74 6f 4f 72 64 65 6e 65 73 43 6f 6d 70 72 61 64 6f 72 20 3d 20 66
75 6e 63 74 69 6f 6e 20 28 69 6e 64 69 63 65 29 20 7b 0a 09 09 09 09 Oa 09 09 09 09 24 73 63 6f 70 65 2e 63 6¢ 65 61 72
53 65 6¢ 65 63 74 69 6f 6e 28 69 6e 64 69 63 65 29 3b 0a 09 09 09 09 24 6c 6f 63 61 74 69 6f 6e 2e 70 61 74 68 28 27 2f
6f 72 64 65 6e 65 73 43 6f 6d 70 72 61 64 6f 72 27 29 3b 0a 09 09 09 09 0a 09 09 09 7d 3b 0a 09 09 09 Oa 09 09 09 24 73
63 6f 70 65 2e 67 6f 74 6f 4f 72 64 65 6e 65 73 50 72 6f 76 65 65 64 6f 72 20 3d 20 66 75 6e 63 74 69 6f 6e 20 28 69 6e 64
69 63 65 29 20 7b 0a 09 09 09 09 Oa 09 09 09 09 24 73 63 6f 70 65 2e 63 6¢ 65 61 72 53 65 6¢ 65 63 74 69 6f 6e 28 69 6e
64 69 63 65 29 3b Oa

Data Ascii: (function () {'use strict’;angular.module(‘appEprocurementApp').controller('menuLatCtrl', ['$scope’,'$rootSc
ope','$location’,'loginUser',function ($scope, $rootScope, $location, loginUser) {$rootScope.rol = loginUser.infoUsuario
.RolUsuario;$scope.gotoHome = function (indice) {$rootScope.clearSelection(indice);$location.path(/home’);};$scope.goto
Portafolio = function (indice) {$rootScope.clearSelection(indice);$location.path(‘/portafolio’);};$rootScope.clearSelection =
function (indice) {$rootScope.clsSelected[$rootScope.indiceSelected] = ";$rootScope.clsSelected|[indice] = ‘active
“;$rootScope.indiceSelected = indice;};$scope.gotoOrdenesComprador = function (indice) {$scope.clearSelection(indice);$!
ocation.path('/ordenesComprador’);};$scope.gotoOrdenesProveedor = function (indice) {$scope.clearSelection(indice);

GET /eprocurement2/scripts/controllers/documentosCtrl.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3675
18:10:13.147449970 CEST

Aug 20, 2021 3701
18:10:13.151580095 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:12 GMT

Content-Length: 8401

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 0a 09 27 75 73 65 20 73 74 72 69 63 74 27 3b Oa 0a 09 61 6e 67
75 6¢c 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6e 74 41 70 70 27 29 2e 63 6f 6e 74 72 6f
6C 6C 65 72 28 27 64 6f 63 75 6d 65 6€ 74 6f 73 43 74 72 6¢ 27 2¢ 20 5b 0a 09 09 27 24 73 63 6f 70 65 27 2c Oa 09 09 27
24 72 6f 6f 74 53 63 6f 70 65 27 2c 0a 09 09 27 24 74 69 6d 65 6f 75 74 27 2c 0a 09 09 27 24 68 74 74 70 27 2c Oa 09 09
27 24 77 69 6e 64 6f 77 27 2c 0a 09 09 27 6¢ 6f 67 69 6e 55 73 65 72 27 2c 0a 09 09 27 63 6f 6d 50 61 72 61 6d 73 27 2C
0a 09 09 27 6¢ 65 6e 67 75 61 6a 65 27 2c 0a 09 09 27 75 70 6¢ 6f 61 64 27 2c 0a 09 09 66 75 6e 63 74 69 6f 6e 20 28 24
73 63 6f 70 65 2¢ 20 24 72 6f 6f 74 53 63 6f 70 65 2¢ 20 24 74 69 6d 65 6f 75 74 2¢ 20 24 68 74 74 70 2c 20 24 77 69 6e
64 6f 77 2c 20 6¢ 6f 67 69 6e 55 73 65 72 2c 20 63 6f 6d 50 61 72 61 6d 73 2c 20 6¢ 65 6e 67 75 61 6a 65 2c 20 75 70 6¢C
6f 61 64 29 20 7b 0a 09 09 09 0a 09 09 09 6¢ 6f 67 69 6e 55 73 65 72 2e 70 72 65 6¢ 6f 67 69 6e 20 3d 20 66 61 6¢ 73 65
3b 0a 09 09 09 24 73 63 6f 70 65 2e 6¢ 6f 61 64 69 6e 67 57 69 6e 64 6f 77 20 3d 20 66 61 6¢ 73 65 3b 0a 09 09 09 24 73
63 6f 70 65 2e 6d 6f 64 61 6¢ 44 6f 63 75 6d 65 6e 74 6f 73 54 69 70 6f 73 20 3d 20 7b 7d 3b 0a 09 09 09 24 73 63 6f 70
65 2e 6d 6f 64 61 6¢ 44 6f 63 75 6d 65 6e 74 6f 73 43 6¢ 61 73 65 73 20 3d 20 7b 7d 3b 0a 09 09 09 24 73 63 6f 70 65 2e
64 6f 63 43 6¢ 61 73 65 20 3d 20 27 27 3b 0a 09 09 09 24 73 63 6f 70 65 2e 64 6f 63 54 69 70 6f 20 3d 20 27 27 3b 0a 09
09 09 24 73 63 6f 70 65 2e 64 65 73 63 72 69 70 63 69 6f 6e 44 6f 63 20 3d 20 27 27 3b 0a 09 09 09 24 73 63 6f 70 65 2e
6e 6f 6d 62 72 65 44 6f 63 20 3d 20 27 27 3b 0a 09 09 09 24 73 63 6f 70 65 2e 72 6f 6¢ 20 3d 20 6¢ 6f 67 69 6e 55 73 65
72 2e 69 6e 66 6f 55 73 75 61 72 69 6f 2e 52 6f 6¢ 55 73 75 61 72 69 6f 3b 0a 09 09 09 2f 2f 24 73 63 6f 70 65 2e 61 63 63
65 70 74 44 6f 63 54 79 70 65 73 20 3d 20 27 69 6d 61 67 65 2f 2a 2c 61 70 70 6¢c 69 63 61 74 69 6f 6e 2f 70 64 66 27 3b
0a 09 09 09 24 73 63 6f 70 65 2e 73 68 6f 77 4d 6f 64 61 6¢ 53 75 62 69 72 44 6f 63 75 6d 65 6e 74 6f 20 3d 20 66 61 6C
73 65 3b 0a 09 09 09 24 73 63 6f 70 65 2e 75 70 6¢ 6f 61 64 44 61 74 61 56 61 6¢ 69 64 20 3d 20 66 61 6C 73 65 3b 0a 09
09 09 24 73 63 6f 70 65 2e 6d 6f 64 61 6¢ 46 69 6C 74 72 6f 50 72 6f 76 65 65 64 6f 72 65 73 20 3d 20 7b 7d 3b 0a 09 09
09 24 73 63 6f 70 65 2e 70 72 6f 76 65 65 64 6f 72 65 73 20 3d 20 5b 5d 3b 0a 09 09 09 24 73 63 6f 70 65 2e 77 61 74 69
6e 67 55 70 6¢ 6f 61 64 57 69 6e 64 6f 77 20 3d 20 66 61 6¢ 73 65 3b 0a 09 09 09 Oa 09 09 09 24 73 63 6f 70 65 2e 75 72
69 55 70 6¢ 6f 61 64 20 3d 20 27 27 3b 0a 09 09 09 Oa 09 09 09 24 73 63 6f 70 65 2e 61 63 74 75 61 6¢ 69 7a 61 72 54
69 70 6f 20 3d 20 66 75 6e 63 74 69 6f 6e 20 28 76 61 6¢ 6f 72 29 20 7b 0a 09 09 09 09 24 73 63 6f 70 65 2e 64 6f 63 54
69 70 6f 20 3d 20 76 61 6¢ 6f 72 2e 43 6f 64 69 67 6f 3b 0a 09 09 09 7d 3b 0a 09 09 09 Oa 09 09 09 24 73 63 6f 70 65 2e
6163 74 75 61 6¢ 69 7a

Data Ascii: (function () {'use strict’;angular.module(‘appEprocurementApp').controller(‘documentosCtrl', ['$scope’,'$roo
tScope','$timeout’,'Shttp’,'$window','loginUser','comParams','lenguaje’,'upload',function ($scope, $rootScope, $timeout,
$http, $window, loginUser, comParams, lenguaje, upload) {loginUser.prelogin = false;$scope.loadingWindow = fa
Ise;$scope.modalDocumentosTipos = {};$scope.modalDocumentosClases = {};$scope.docClase = ";$scope.docTipo ="
";$scope.descripcionDoc = ";$scope.nombreDoc = ";$scope.rol = loginUser.infoUsuario.RolUsuario;//$scope.acce
ptDocTypes = 'image/*,application/pdf'’;$scope.showModalSubirDocumento = false;$scope.uploadDataValid = false;$
scope.modalFiltroProveedores = {};$scope.proveedores = [];$scope.watingUploadWindow = false;$scope.uriUpload =
";$scope.actualizarTipo = function (valor) {$scope.docTipo = valor.Codigo;};$scope.actualiz

GET /eprocurement2/scripts/controllers/facturasCtrl.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3775
18:10:13.465420008 CEST

Aug 20, 2021 3785
18:10:13.468050957 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Fri, 08 Nov 2019 19:25:40 GMT

Accept-Ranges: bytes

ETag: "092334e6a96d51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:12 GMT

Content-Length: 9974

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0d Oa 0d Oa 09 27 75 73 65 20 73 74 72 69 63 74 27 3b 0d 0a 0d Oa
09 61 6e 67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6€ 74 41 70 70 27 29 2e 63 6f
6e 74 72 6f 6¢ 6¢ 65 72 28 27 66 61 63 74 75 72 61 73 43 74 72 6¢ 27 2¢ 20 5b 0d 0a 09 09 27 24 73 63 6f 70 65 27 2c 0d
0a 09 09 27 24 72 6f 6f 74 53 63 6f 70 65 27 2c 0d 0a 09 09 27 24 74 69 6d 65 6f 75 74 27 2¢ 0d 0a 09 09 27 24 68 74 74
70 27 2c 0d 0a 09 09 27 6¢ 6f 67 69 6e 55 73 65 72 27 2c 0d Oa 20 20 20 20 20 20 20 20 27 63 6f 6d 50 61 72 61 6d 73 27
2c 0d 0Oa 20 20 20 20 20 20 20 20 27 65 78 70 6f 72 74 45 78 63 65 6¢ 27 2c 0d Oa 20 20 20 20 20 20 20 20 27 6¢ 65 6e
67 75 61 6a 65 27 2c 0d Oa 20 20 20 20 20 20 20 20 66 75 6e 63 74 69 6f 6e 28 24 73 63 6f 70 65 2c 20 24 72 6f 6f 74 53
63 6f 70 65 2c 20 24 74 69 6d 65 6f 75 74 2¢ 20 24 68 74 74 70 2c 20 6¢ 6f 67 69 6e 55 73 65 72 2c 20 63 6f 6d 50 61 72
61 6d 73 2c 20 65 78 70 6f 72 74 45 78 63 65 6¢ 29 20 7b 0d Oa 09 09 09 0d Oa 09 09 09 2f 2f 24 72 6f 6f 74 53 63 6f 70
65 2e 63 6¢ 65 61 72 53 65 6¢ 65 63 74 69 6f 6e 28 32 29 3b 0d 0a 09 09 09 0d Oa 09 09 09 6¢ 6f 67 69 6e 55 73 65 72 2e
70 72 65 6¢ 6f 67 69 6e 20 3d 20 66 61 6¢ 73 65 3b 0d 0a 09 09 09 24 73 63 6f 70 65 2e 6¢ 6f 61 64 69 6e 67 57 69 6e 64
6f 77 20 3d 20 66 61 6¢ 73 65 3b 0d 0a 09 09 09 24 73 63 6f 70 65 2e 6e 75 6d 46 61 63 74 75 72 61 20 3d 20 27 27 3b
0d 0a 09 09 09 24 73 63 6f 70 65 2e 6d 6f 64 61 6¢ 46 69 6¢ 74 72 6f 53 6f 63 69 65 64 61 64 65 73 20 3d 20 7b 7d 3b Od
0a 09 09 09 24 73 63 6f 70 65 2e 6d 6f 64 61 6¢ 46 69 6¢ 74 72 6f 50 72 6f 76 65 65 64 6f 72 65 73 20 3d 20 7b 7d 3b 0d
0a 09 09 09 24 73 63 6f 70 65 2e 73 6f 63 69 65 64 61 64 20 3d 20 7b 7d 3b 0d Oa 09 09 09 24 73 63 6f 70 65 2e 70 72 6f
76 65 65 64 6f 72 65 73 20 3d 20 5b 5d 3b 0d 0a 09 09 09 24 73 63 6f 70 65 2e 73 68 6f 77 4d 6f 64 61 6¢ 46 61 63 74 75
72 61 20 3d 20 66 61 6¢ 73 65 3b 0d Oa 09 09 09 24 73 63 6f 70 65 2e 63 6f 6d 6d 65 6e 74 43 6¢ 73 20 3d 20 27 27 3b 0d
0a 09 09 09 24 73 63 6f 70 65 2e 66 61 63 74 75 72 61 73 20 3d 20 5b 5d 3b 0d Oa 09 09 09 24 73 63 6f 70 65 2e 72 65 7
375 6d 65 6e 20 3d 20 5b 5d 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 24 73 63 6f 70 65 2e 6d 61 78 69 6d 6f 4d 65
73 65 73 20 3d 20 6¢ 6f 67 69 6e 55 73 65 72 2e 69 6e 66 6f 55 73 75 61 72 69 6f 2e 4e 75 6d 65 72 6f 4d 61 78 69 6d 6f 4
d 65 73 65 73 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 24 73 63 6f 70 65 2e 49 73 44 69 73 61 62 6¢ 65 64 20 3d 20
7472 75 65 3b 0d 0a 09 09 09 0d Oa 09 09 09 24 73 63 6f 70 65 2e 61 63 74 75 61 6¢ 69 7a 61 72 53 6f 63 69 65 64 61
64 20 3d 20 66 75 6e 63 74 69 6f 6e 20 28 76 61 6¢ 6f 72 29 20 7b 0d 0a 09 09 09 09 0d Oa 09 09 09 09 24 73 63 6f 70 65
2e 73 6f 63 69 65 64 61 64 20 3d 20 76 61 6¢ 6f 72 3b 0d Oa 09 09 09 09 Od Oa 09 09 09 7d 3b Od Oa 09 09 09 Od Oa 09 09
09 24 73 63 6f 70 65 2e 61 63 74 75 61 6¢ 69 7a 61 72 50 72 6f 76 65 65 64 6f 72 20 3d 20 66 75 6e 63 74 69 6f 6e 20 28
76 61 6¢ 6f 72 29 20 7b 0d Oa 09

Data Ascii: (function () {'use strict’;angular.module(‘appEprocurementApp').controller(‘facturasCtrl’, ['$scope’,'$rootS
cope','$timeout’,'$http’,'loginUser’, ‘comParams’, ‘exportExcel’, ‘lenguaje’, function($scope, $rootScope,
$timeout, $http, loginUser, comParams, exportExcel) {//$rootScope.clearSelection(2);loginUser.prelogin = false;$sco
pe.loadingWindow = false;$scope.numFactura = ";$scope.modalFiltroSociedades = {};$scope.modalFiltroProveedores =
{};$scope.sociedad = {};$scope.proveedores = [];$scope.showModalFactura = false;$scope.commentCls = ";$scope.factur
as = [J;$scope.resumen = [J; $scope.maximoMeses = loginUser.infoUsuario.NumeroMaximoMeses; $scope.
IsDisabled = true;$scope.actualizarSociedad = function (valor) {$scope.sociedad = valor;};$scope.actualizarProveedor = f
unction (valor) {

GET /eprocurement2/scripts/directives/onlyNumberinputDir.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3842
18:10:13.769678116 CEST

Aug 20, 2021 3842
18:10:13.772070885 CEST

Aug 20, 2021 3889
18:10:14.087423086 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:13 GMT

Content-Length: 778

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b Oa 0a 09 27 75 73 65 20 73 74 72 69 63 74 27 3b 0a 09 Oa 09 61 6e
67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6e 74 41 70 70 27 29 2e 64 69 72 65 63
74 69 76 65 28 27 6e 75 6d 62 65 72 4f 6e 6¢ 79 49 6e 70 75 74 27 2c 20 5b 0a 09 09 66 75 6e 63 74 69 6f 6e 20 28 29
20 7b 0a 09 09 09 72 65 74 75 72 6e 20 7b 0a 09 09 09 09 72 65 73 74 72 69 63 74 3a 20 27 45 41 27 2c Oa 09 09 09 09
74 65 6d 70 6¢ 61 74 65 3a 20 27 3¢ 69 6e 70 75 74 20 6e 61 6d 65 3d 22 7b 7b 69 6e 70 75 74 4e 61 6d 65 7d 7d 22 20 6
e 67 2d 6d 6f 64 65 6¢ 3d 22 69 6e 70 75 74 56 61 6¢ 75 65 22 20 63 6¢ 61 73 73 3d 22 66 6f 72 6d 2d 63 6f 6e 74 72 6 6
€ 22 20 2f 3e 27 2c 0a 09 09 09 09 73 63 6f 70 65 3a 20 7b 0a 09 09 09 09 09 69 6e 70 75 74 56 61 6¢ 75 65 3a 20 27 3d
27 2c 0a 09 09 09 09 09 69 6e 70 75 74 4e 61 6d 65 3a 20 27 3d 27 0a 09 09 09 09 7d 2¢c 0a 09 09 09 09 6¢ 69 6e 6b 3a
20 66 75 6e 63 74 69 6f 6e 20 28 73 63 6f 70 65 29 20 7b 0a 09 09 09 09 09 73 63 6f 70 65 2e 24 77 61 74 63 68 28 27 69
6e 70 75 74 56 61 6¢ 75 65 27 2c 20 66 75 6e 63 74 69 6f 6e 20 28 6e 65 77 56 61 6¢ 75 65 2¢ 20 6f 6¢ 64 56 61 6C 75 65
29 20 7b 0a 09 09 09 09 09 09 76 61 72 20 61 72 72 20 3d 20 53 74 72 69 6e 67 28 6e 65 77 56 61 6¢ 75 65 29 2e 73 70
6c 69 74 28 22 22 29 3b 0a 09 09 09 09 09 09 69 66 20 28 61 72 72 2e 6¢ 65 6e 67 74 68 20 3d 3d 3d 20 30 29 20 7b Oa
09 09 09 09 09 09 09 72 65 74 75 72 6e 3b 0a 09 09 09 09 09 09 7d Oa 2f 2f 09 09 09 09 09 09 69 66 20 28 61 72 72 2e
6c 65 6e 67 74 68 20 3d 3d 3d 20 31 20 26 26 20 28 61 72 72 5b 30 5d 20 3d 3d 20 27 2d 27 20 7c 7c 20 61 72 72 5b 30
5d 20 3d 3d 3d 20 27 2e 27 29 29 20 7b Oa 2f 2f 09 09 09 09 09 09 09 72 65 74 75 72 6e 3b Oa 2f 2f 09 09 09 09 09 09 7d
0a 09 09 09 09 09 09 69 66 20 28 61 72 72 2e 6¢ 65 6e 67 74 68 20 3d 3d 3d 20 32 20 26 26 20 6e 65 77 56 61 6¢ 75 65
20 3d 3d 3d 20 27 2e 27 29 20 7b 0a 09 09 09 09 09 09 09 72 65 74 75 72 6e 3b 0a 09 09 09 09 09 09 7d Oa 09 09 09 09
09 09 69 66 20 28 69 73 4e 61 4e 28 6e 65 77 56 61 6¢ 75 65 29 29 20 7b 0Oa 09 09 09 09 09 09 09 73 63 6f 70 65 2e 69
6e 70 75 74 56 61 6¢ 75 65 20 3d 20 6f 6¢ 64 56 61 6¢ 75 65 3b 0a 09 09 09 09 09 09 7d Oa 09 09 09 09 09 7d 29 3b Oa
09 09 09 09 7d Oa 09 09 09 7d 3b Oa 0a 09 09 7d Oa 09 09 Oa 09 5d 29 3b 0a 09 Oa 09 Oa 7d 28 29 29 3b

Data Ascii: (function () {'use strict’;angular.module(‘appEprocurementApp').directive('numberOnlylnput’, [function () {return
{restrict: 'EA",template: '<input name="{{inputName}}" ng-model="inputValue" class="form-control" />',scope: {inputValue: '=
‘inputName: '='},link: function (scope) {scope.$watch('inputValue', function (newValue, oldValue) {var arr = String(new
Value).split(");if (arr.length === 0) {return;}/if (arr.length === 1 && (arr[0] == "-' || arr[0] === ".")) {//return;//}if (arr.length ===
2 && newValue ==="") {return;}if (isNaN(newValue)) {scope.inputValue = oldValue;}});}};}1);}0);

GET /eprocurement2/scripts/directives/documentosTiposDir.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:13 GMT

Content-Length: 3665

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 0a 09 27 75 73 65 20 73 74 72 69 63 74 27 3b 0a 09 0a 09 61 6e
67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6e 74 41 70 70 27 29 2e 64 69 72 65 63
74 69 76 65 28 27 64 6f 63 75 6d 65 6e 74 6f 73 54 69 70 6f 73 43 6f 6e 74 72 6f 6¢ 27 2¢ 20 5b 0a 09 09 27 24 68 74 74
7027 2c 0a 09 09 27 6¢ 65 6e 67 75 61 6a 65 27 2¢ 0a 09 09 27 63 6f 6d 50 61 72 61 6d 73 27 2¢c 0a 09 09 27 6¢ 6f 67 69
6e 55 73 65 72 27 2c 0a 09 09 66 75 6e 63 74 69 6f 6e 20 28 24 68 74 74 70 2c 20 6¢ 65 6e 67 75 61 6a 65 2¢ 20 63 6f 6d
5061 72 61 6d 73 2c 20 6¢ 6f 67 69 6e 55 73 65 72 29 20 7b 0a 09 09 09 72 65 74 75 72 6e 20 7b 0a 09 09 09 09 73 63 6f
7065 3a 20 7b 0a 09 09 09 09 09 67 65 74 64 61 74 61 3a 20 27 26 27 2c 0a 09 09 09 09 09 63 6f 6e 74 72 6f 6¢ 3a 20 27
3d 27 0a 09 09 09 09 7d 2c 0a 09 09 09 09 72 65 73 74 72 69 63 74 3a 20 27 41 27 2c 0a 09 09 09 09 72 65 70 6¢ 61 63
65 3a20 74 72 75 65 2c 0a 09 09 09 09 74 65 6d 70 6¢ 61 74 65 55 72 6¢ 3a 20 27 76 69 65 77 73 2f 64 69 72 65 63 74
69 76 65 73 2f 64 6f 63 75 6d 65 6e 74 6f 73 54 69 70 6f 73 2e 68 74 6d 6¢ 27 2¢ 0a 09 09 09 09 6¢ 69 6e 6b 3a 20 66 75
6e 63 74 69 6f 6e 20 28 73 63 6f 70 65 2c 20 65 6¢ 65 6d 65 6e 74 2¢ 20 61 74 74 72 29 20 7b 0a 09 09 09 09 09 Oa 09 09
09 09 09 0a 09 09 09 09 09 2f 2f 20 76 69 6e 63 75 6¢ 61 64 6f 20 64 65 6¢ 20 6C 65 6€ 67 75 61 6a 65 20 65 6e 20 65 6¢
20 73 63 6f 70 65 20 6¢ 6f 63 61 6¢ 0a 09 09 09 09 09 6¢ 65 6e 67 75 61 6a 65 2e 63 61 6¢ 62 61 63 6b 28 6¢ 65 6€ 67 75
61 6a 65 2e 6¢ 61 6e 67 43 68 6f 69 63 65 2¢ 20 66 75 6e 63 74 69 6f 6 20 28 72 65 73 75 6¢ 74 61 64 6f 29 20 7b Oa 09
09 09 09 09 09 73 63 6f 70 65 2e 64 61 74 61 4c 61 6e 67 20 3d 20 72 65 73 75 6¢ 74 61 64 6f 3b 0a 09 09 09 09 09 7d 29
3b 0a 09 09 09 09 09 0a 09 09 09 09 09 2f 2f 20 70 72 6f 70 69 65 64 61 64 65 73 20 67 65 6e 65 72 61 6¢ 65 73 Oa 09 09
09 09 09 73 63 6f 70 65 2e 6¢ 6f 61 64 69 6e 67 57 69 6e 64 6f 77 20 3d 20 66 61 6¢ 73 65 3b 0a 09 09 09 09 09 73 63 6f
70 65 2e 73 68 6f 77 4d 6f 64 61 6¢ 20 3d 20 66 61 6¢ 73 65 3b 0a 09 09 09 09 09 73 63 6f 70 65 2e 74 69 70 6f 73 20 3d
20 5b 5d 3b 0a 09 09 09 09 09 0a 09 09 09 09 09 2f 2f 20 6¢ 6¢ 61 6d 61 64 6f 20 61 6¢ 20 73 65 72 76 69 63 69 6f 20 64
65 20 64 61 74 6f 73 0a 09 09 09 09 09 76 61 72 20 73 76 63 55 52 49 64 6f 63 54 69 70 6f 73 20 3d 20 63 6f 6d 50 61 72
61 6d 73 2e 73 65 72 76 65 72 55 52 49 20 2b 20 27 53 65 72 76 69 63 69 6f 73 2f 50 61 72 61 6d 65 74 72 6f 73 2e 73 76
63 2f 4f 62 74 65 6e 65 72 54 69 70 6f 73 44 6f 63 75 6d 65 6e 74 6f 73 27 2c 0a 09 09 09 09 09 09 24 72 65 71 75 65 73
74 20 3d 20 7b 20 53 65 73 69 6f 6e 49 64 3a 20 6¢ 6f 67 69 6e 55 73 65 72 2e 73 65 73 73 69 6f 6e 49 64 2c 20 52 65 71
75 65 73 74 3a 20 7b 20 49 64 69 6f 6d 61 3a 20 6¢ 65 6e 67 75 61 6a 65 2e 6¢ 61 6e 67 43 68 6f 69 63 65 20 7d 20 7d 2c
0a 09 09 09 09 09 09 64 61 74 61 74 6f 73 65 6e 64 20 3d 20 7b 20 72 65 71 75 65 73 74 32 20 24 72 65 71 75 65 73 74 2
0 7d 3b 0a 0a 09 09 09 09 09 24

Data Ascii: (function () {'use strict';angular.module(‘appEprocurementApp').directive('documentosTiposControl', ['$http’
,lenguaje’,'comParams','loginUser',function ($http, lenguaje, comParams, loginUser) {return {scope: {getdata: '&',control:
‘=" restrict: 'A',replace: true,templateUrl: 'views/directives/documentosTipos.html'link: function (scope, element, attr) {//
vinculado del lenguaje en el scope locallenguaje.calback(lenguaje.langChoice, function (resultado) {scope.dataLang = r
esultado;});// propiedades generalesscope.loadingWindow = false;scope.showModal = false;scope.tipos = [];// llamado al s
ervicio de datosvar svcURIdocTipos = comParams.serverURI + 'Servicios/Parametros.svc/Obtener TiposDocumentos',$
request = { Sesionld: loginUser.sessionld, Request: { Idioma: lenguaje.langChoice } },datatosend = { request: $request };$
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Session ID Source IP

2 192.168.2.5

kBytes
Timestamp transferred
Aug 20, 2021 2161

18:10:07.667390108 CEST

Aug 20, 2021 2219
18:10:07.970310926 CEST

Aug 20, 2021 2220
18:10:07.988782883 CEST

Copyright Joe Security LLC 2021

Source Port

49707

Direction

ouT

ouT

Destination IP Destination Port Process

200.32.81.196 80 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /eprocurement2/fonts/walkway/walkwaysemibold_regular_macroman/stylesheet.css HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/css,*/*;q=0.1

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: text/css

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:07 GMT

Content-Length: 386

Data Raw: 40 66 6f 6e 74 2d 66 61 63 65 20 7b 0a 20 20 20 20 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 20 27 77 61 6¢ 6b 77
61 79 5f 73 65 6d 69 62 6f 6¢ 64 72 65 67 75 6¢ 61 72 27 3b 0a 20 20 20 20 73 72 63 3a 20 75 72 6¢ 28 27 57 61 6C 6b 77
61 79 5f 53 65 6d 69 42 6f 6¢ 64 2d 77 65 62 66 6f 6e 74 2e 65 6f 74 27 29 3b 0a 20 20 20 20 73 72 63 3a 20 75 72 6¢ 28
2757 61 6¢ 6b 77 61 79 5f 53 65 6d 69 42 6f 6¢ 64 2d 77 65 62 66 6f 6e 74 2e 65 6f 74 3f 23 69 65 66 69 78 27 29 20 66
6f 72 6d 61 74 28 27 65 6d 62 65 64 64 65 64 2d 6f 70 65 6e 74 79 70 65 27 29 2¢c 0a 20 20 20 20 20 20 20 20 20 75 72 6¢
282757 61 6¢ 6b 77 61 79 5f 53 65 6d 69 42 6f 6¢ 64 2d 77 65 62 66 6f 6e 74 2e 74 74 66 27 29 20 66 6f 72 6d 61 74 28
27747275 65 74 79 70 65 27 29 2c 0a 20 20 20 20 20 20 20 20 20 75 72 6¢ 28 27 57 61 6¢ 6b 77 61 79 5f 53 65 6d 69
42 6f 6¢c 64 2d 77 65 62 66 6f 6e 74 2e 73 76 67 23 77 61 6¢ 6b 77 61 79 5f 73 65 6d 69 62 6f 6C 64 72 65 67 75 6C 61 72
272920 66 6f 72 6d 61 74 28 27 73 76 67 27 29 3b 0a 20 20 20 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 20 6e 6f 72 6d 61
6¢ 3b 0a 20 20 20 20 66 6f 6e 74 2d 73 74 79 6¢ 65 3a 20 6e 6f 72 6d 61 6¢ 3b Oa Oa 7d Oa Oa

Data Ascii: @font-face { font-family: ‘walkway_semiboldregular’; src: url('Walkway_SemiBold-webfont.eot'); src:
url('Walkway_SemiBold-webfont.eot?#iefix’) format('embedded-opentype’), url('Walkway_SemiBold-webfont.ttf") for
mat(‘truetype’), url(Walkway_SemiBold-webfont.svg#walkway_semiboldregular) format('svg’); font-weight: normal;
font-style: normal;}

GET /eprocurement2/bower_components/angular/angular.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 2273
18:10:08.307468891 CEST

Aug 20, 2021 4001
18:10:17.870450020 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:07 GMT

Content-Length: 756488

Data Raw: 2f 2a 2a 0a 20 2a 20 40 6¢ 69 63 65 6e 73 65 20 41 6e 67 75 6¢ 61 72 4a 53 20 76 31 2e 32 2e 31 36 0a 20 2a
2028 63 29 20 32 30 31 30 2d 32 30 31 34 20 47 6f 6f 67 6¢ 65 2¢ 20 49 6e 63 2e 20 68 74 74 70 3a 2f 2f 61 6e 67 75 6¢
61 72 6a 73 2e 6f 72 67 0a 20 2a 20 4c 69 63 65 6e 73 65 3a 20 4d 49 54 Oa 20 2a 2f 0a 28 66 75 6e 63 74 69 6f 6e 28 77
69 6e 64 6f 77 2c 20 64 6f 63 75 6d 65 6€ 74 2c 20 75 6e 64 65 66 69 6e 65 64 29 20 7b 27 75 73 65 20 73 74 72 69 63 74
27 3b Oa Oa 2f 2a 2a Oa 20 2a 20 40 64 65 73 63 72 69 70 74 69 6f 6e 0a 20 2a Oa 20 2a 20 54 68 69 73 20 6f 62 6a 65 63
742070 72 6f 76 69 64 65 73 20 61 20 75 74 69 6¢ 69 74 79 20 66 6f 72 20 70 72 6f 64 75 63 69 6e 67 20 72 69 63 68 20
4572 72 6f 7220 6d 65 73 73 61 67 65 73 20 77 69 74 68 69 6e Oa 20 2a 20 41 6e 67 75 6¢ 61 72 2e 20 49 74 20 63 61
6e 20 62 65 20 63 61 6¢ 6¢ 65 64 20 61 73 20 66 6f 6¢ 6¢ 6f 77 73 3a 0a 20 2a 0a 20 2a 20 76 61 72 20 65 78 61 6d 70 6¢
65 4d 69 6e 45 72 72 20 3d 20 6d 69 6e 45 72 72 28 27 65 78 61 6d 70 6¢ 65 27 29 3b Oa 20 2a 20 74 68 72 6f 77 20 65
78 61 6d 70 6¢ 65 4d 69 6e 45 72 72 28 27 6f 6e 65 27 2¢c 20 27 54 68 69 73 20 7b 30 7d 20 69 73 20 7b 31 7d 27 2c 20 6
6 6f 6f 2c 20 62 61 72 29 3b 0a 20 2a 0a 20 2a 20 54 68 65 20 61 62 6f 76 65 20 63 72 65 61 74 65 73 20 61 6e 20 69 6e 7
37461 6e 63 65 20 6f 66 20 6d 69 6e 45 72 72 20 69 6e 20 74 68 65 20 65 78 61 6d 70 6¢ 65 20 6e 61 6d 65 73 70 61 63
65 2e 20 54 68 65 0a 20 2a 20 72 65 73 75 6¢ 74 69 6e 67 20 65 72 72 6f 72 20 77 69 6¢ 6¢ 20 68 61 76 65 20 61 20 6e
61 6d 65 73 70 61 63 65 64 20 65 72 72 6f 72 20 63 6f 64 65 20 6f 66 20 65 78 61 6d 70 6C 65 2€ 6f 6€ 65 2e 20 20 54 68
65 0a 20 2a 20 72 65 73 75 6¢ 74 69 6e 67 20 65 72 72 6f 72 20 77 69 6¢ 6¢ 20 72 65 70 6¢ 61 63 65 20 7b 30 7d 20 77
69 74 68 20 74 68 65 20 76 61 6¢ 75 65 20 6f 66 20 66 6f 6f 2¢ 20 61 6€ 64 20 7b 31 7d 20 77 69 74 68 20 74 68 65 Oa 20
2a 20 76 61 6¢ 75 65 20 6f 66 20 62 61 72 2e 20 54 68 65 20 6f 62 6a 65 63 74 20 69 73 20 6e 6f 74 20 72 65 73 74 72 69
63 74 65 64 20 69 6e 20 74 68 65 20 6e 75 6d 62 65 72 20 6f 66 20 61 72 67 75 6d 65 6e 74 73 20 69 74 20 63 61 6e Oa
20 2a 20 74 61 6b 65 2e 0a 20 2a 0a 20 2a 20 49 66 20 66 65 77 65 72 20 61 72 67 75 6d 65 6e 74 73 20 61 72 65 20 73
70 65 63 69 66 69 65 64 20 74 68 61 6e 20 6e 65 63 65 73 73 61 72 79 20 66 6f 72 20 69 6e 74 65 72 70 6f 6¢ 61 74 69 6f
6e 2c 20 74 68 65 20 65 78 74 72 61 0a 20 2a 20 69 6e 74 65 72 70 6f 6¢ 61 74 69 6f 6e 20 6d 61 72 6b 65 72 73 20 77 69
6¢ 6C 20 62 65 20 70 72 65 73 65 72 76 65 64 20 69 6e 20 74 68 65 20 66 69 6e 61 6¢ 20 73 74 72 69 6e 67 2e Oa 20 2a
Oa 20 2a 20 53 69 6e 63 65 20 64 61 74 61 20 77 69 6¢ 6¢ 20 62 65 20 70 61 72 73 65 64 20 73 74 61 74 69 63 61 6C 6C
792064 75 72 69 6e 67 20 61 20 62 75 69 6¢ 64 20 73 74 65 70 2c 20 73 6f 6d 65 20 72 65 73 74 72 69 63 74 69 6f 6e 73
0a 20 2a 20 61 72 65 20 61 70 70 6¢ 69 65 64 20 77 69 74 68 20 72 65 73 70 65 63 74 20 74 6f 20 68 6f 77 20 6d 69 6e
4572 72 20 69 6e 73 74 61 6e 63 65 73 20 61 72

Data Ascii: /** * @license AngularJS v1.2.16 * (c) 2010-2014 Google, Inc. http://angularjs.org * License: MIT */(functio
n(window, document, undefined) {'use strict’;/** * @description * * This object provides a utility for producing rich Error
messages within * Angular. It can be called as follows: * * var exampleMinErr = minErr(‘example’); * throw exampleMi
nErr(‘one’, 'This {0} is {1}, foo, bar); * * The above creates an instance of minErr in the example namespace. The * re
sulting error will have a namespaced error code of example.one. The * resulting error will replace {0} with the value of foo,
and {1} with the * value of bar. The object is not restricted in the number of arguments it can * take. * * If fewer arguments
are specified than necessary for interpolation, the extra * interpolation markers will be preserved in the final string. * * Since
data will be parsed statically during a build step, some restrictions * are applied with respect to how minErr instances ar

POST /eprocurement2/Servicios/Parametros.svc/ObtenerOpcionesLenguaje HTTP/1.1
Host: eprocurement.corona.com.co

Connection: keep-alive

Content-Length: 2

Accept: application/json, text/plain, */*

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Content-Type: application/json;charset=UTF-8

Origin: http://eprocurement.corona.com.co

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

Data Raw: 7b 7d

Data Ascii: {}
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kBytes
Timestamp transferred

Aug 20, 2021 4005
18:10:18.175868988 CEST

Session ID Source IP
3 192.168.2.5

kBytes
Timestamp transferred
Aug 20, 2021 2189

18:10:07.964371920 CEST

Aug 20, 2021 2259
18:10:08.277136087 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49715

Direction
ouT

Data

HTTP/1.1 200 OK

Cache-Control: private

Content-Type: application/json; charset=utf-8

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

Set-Cookie: ASP.NET_Sessionld=jrlzvcir2xIplypg24bsl4cl; path=/; HttpOnly; SameSite=Lax

X-AspNet-Version: 4.0.30319

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:18 GMT

Content-Length: 89024

Data Raw: 7b 22 64 22 3a 5b 5b 7b 22 5f 5f 74 79 70 65 22 3a 22 4c 65 6e 67 75 61 6a 65 3a 23 43 6f 72 6f 6e 61 2e 65
50 72 6f 63 75 72 65 6d 65 6e 74 2e 53 65 72 76 69 63 69 6f 73 41 70 6¢ 69 63 61 63 69 6f 6e 2e 45 6e 74 69 64 61 64 65
7322 2c 22 6b 6579 22 3222 6368 77 42 75 73 63 61 72 50 72 6f 64 75 63 74 6f 73 5f 62 74 6e 53 65 6¢ 65 63 63 69 6f
6e 61 72 22 2c 22 76 61 6¢ 75 65 22 3a 22 53 65 6¢ 65 63 63 69 6f 6e 61 72 22 7d 2c 7b 22 5f 5f 74 79 70 65 22 3a 22 4c
65 6e 67 75 61 6a 65 3a 23 43 6f 72 6f 6e 61 2e 65 50 72 6f 63 75 72 65 6d 65 6e 74 2e 53 65 72 76 69 63 69 6f 73 41 70
6c 69 63 61 63 69 6f 6e 2e 45 6e 74 69 64 61 64 65 73 22 2c 22 6b 65 79 22 3a 22 63 68 77 42 75 73 63 61 72 50 72 6f 64
75 63 74 6f 73 5f 63 68 6b 54 6f 64 6f 73 22 2¢ 22 76 61 6¢ 75 65 22 3a 22 54 6f 64 6f 73 22 7d 2c 7b 22 5f 5f 74 79 70 65
22 3a 22 4c 65 6e 67 75 61 6a 65 3a 23 43 6f 72 6f 6e 61 2e 65 50 72 6f 63 75 72 65 6d 65 6e 74 2e 53 65 72 76 69 63 69
6f 73 41 70 6¢ 69 63 61 63 69 6f 6e 2e 45 6e 74 69 64 61 64 65 73 22 2c 22 6b 65 79 22 3a 22 63 68 77 42 75 73 63 61
7250 72 6f 64 75 63 74 6f 73 5f 63 6f 6¢ 43 6f 64 69 67 6f 22 2¢ 22 76 61 6¢ 75 65 22 3a 22 43 c3 b3 64 69 67 6f 22 7d 2
7b 22 5f 5f 74 79 70 65 22 3a 22 4c 65 6e 67 75 61 6a 65 3a 23 43 6f 72 6f 6e 61 2e 65 50 72 6f 63 75 72 65 6d 65 6e 74
2e 53 65 72 76 69 63 69 6f 73 41 70 6¢ 69 63 61 63 69 6f 6e 2e 45 6e 74 69 64 61 64 65 73 22 2¢ 22 6b 65 79 22 3a 22 63
68 77 42 75 73 63 61 72 50 72 6f 64 75 63 74 6f 73 5f 63 6f 6¢ 49 6e 73 74 61 6¢ 61 63 69 6f 6e 22 2c 22 76 61 6C 75 65
22 3a 22 43 65 6e 74 72 6f 22 7d 2c 7b 22 5f 5f 74 79 70 65 22 3a 22 4c 65 6e 67 75 61 6a 65 3a 23 43 6f 72 6f 6e 61 2e
65 50 72 6f 63 75 72 65 6d 65 6e 74 2e 53 65 72 76 69 63 69 6f 73 41 70 6¢ 69 63 61 63 69 6f 6e 2e 45 6e 74 69 64 61 64
65 73 22 2c 22 6b 65 79 22 3222 63 68 77 42 75 73 63 61 72 50 72 6f 64 75 63 74 6f 73 5f 63 6f 6¢ 4e 6f 6d 62 72 65 22
2c 22 76 61 6¢ 75 65 22 3a 22 4e 6f 6d 62 72 65 22 7d 2c 7b 22 5f 5f 74 79 70 65 22 3a 22 4c 65 6e 67 75 61 6a 65 3a 23
43 6f 72 6f 6e 61 2e 65 50 72 6f 63 75 72 65 6d 65 6e 74 2e 53 65 72 76 69 63 69 6f 73 41 70 6¢ 69 63 61 63 69 6f 6e 2e
45 6e 74 69 64 61 64 65 73 22 2c 22 6b 65 79 22 3a 22 63 68 77 42 75 73 63 61 72 50 72 6f 64 75 63 74 6f 73 22 2¢c 22 76
61 6¢ 75 65 22 3a 22 42 75 73 63 61 72 20 50 72 6f 64 75 63 74 6f 73 22 7d 2c 7b 22 5f 5f 74 79 70 65 22 3a 22 4c 65 6e
67 75 61 6a 65 3a 23 43 6f 72 6f 6e 61 2e 65 50 72 6f 63 75 72 65 6d 65 6e 74 2e 53 65 72 76 69 63 69 6f 73 41 70 6¢ 69
63 61 63 69 6f 6e 2e 45 6e 74 69 64 61 64 65 73 22 2¢ 22 6b 65 79 22 3a 22 63 68 77 42 75 73 63 61 72 50 72 6f 64 75
63 74 6f 73 5f 6¢ 62 6¢ 46 69 6¢ 74 72 6f 73 22 2¢ 22 76 61 6¢C 75 65 22 3a 22 46 69 6¢ 74 72 6f 73 22 7d 2¢ 7b 22 5f 5f 74
79 70 65 22 3a 22 4c 65 6e 67 75 61 6a 65 3a 23 43 6f 72 6f 6e 61 2e 65 50 72 6f 63 75

Data Ascii: {"d":[[{"__type":"Lenguaje:#Corona.eProcurement.ServiciosAplicacion.Entidades”,"key":"chwBuscarPro
ductos_btnSeleccionar”,"value":"Seleccionar"},{"__type":"Lenguaje:#Corona.eProcurement.ServiciosAplicacion.Ent
idades","key":"chwBuscarProductos_chkTodos","value":"Todos"}{"__type":"Lenguaje:#Corona.eProcurement.Servicio

sAplicacion.Entidades","key":"chwBuscarProductos_colCodigo”,"value":"Cdigo"},{"__type":"Lenguaje:#Corona.eProc

urement.ServiciosAplicacion.Entidades”,"key":"chwBuscarProductos_collnstalacion","value":"Centro"},{"__type":"

Lenguaje:#Corona.eProcurement.ServiciosAplicacion.Entidades”,"key":"chwBuscarProductos_colNombre","value":"Nom

bre"},{"__type":"Lenguaje:#Corona.eProcurement.ServiciosAplicacion.Entidades”,"key":"chwBuscarProductos”,"valu
e":"Buscar Productos"},{"__type":"Lenguaje:#Corona.eProcurement.ServiciosAplicacion.Entidades","key":"chwBusca

rProductos_|blFiltros”,"value":"Filtros"},{"__type":"Lenguaje:#Corona.eProcu

Destination IP Destination Port Process
200.32.81.196 80 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /eprocurement2/fonts/walkway/walkwayultrabold_regular_macroman/stylesheet.css HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/css,*/*;q=0.1

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: text/css

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:07 GMT

Content-Length: 392

Data Raw: 40 66 6f 6e 74 2d 66 61 63 65 20 7b 0a 20 20 20 20 66 6f 6e 74 2d 66 61 6d 69 6¢c 79 3a 20 27 77 61 6¢ 6b 77
6179 5f 75 6¢ 74 72 61 62 6f 6¢ 64 72 65 67 75 6C 61 72 27 3b 0a 20 20 20 20 73 72 63 3a 20 75 72 6¢ 28 27 57 61 6C 6b
776179 5f55 6¢ 74 72 61 42 6f 6¢ 64 2d 77 65 62 66 6f 6 74 2e 65 6f 74 27 29 3b 0a 20 20 20 20 73 72 63 3a 20 75 72
6c 28 27 57 61 6¢ 6b 77 61 79 5f 55 6¢ 74 72 61 42 6f 6¢ 64 2d 77 65 62 66 6f 6e 74 2e 65 6f 74 3f 23 69 65 66 69 78 27
2920 66 6f 72 6d 61 74 28 27 65 6d 62 65 64 64 65 64 2d 6f 70 65 6e 74 79 70 65 27 29 2c 0Oa 20 20 20 20 20 20 20 20 20
7572 6¢ 28 27 57 61 6¢ 6b 77 61 79 5f 55 6¢ 74 72 61 42 6f 6¢ 64 2d 77 65 62 66 6f 6 74 2e 74 74 66 27 29 20 66 6f 72
6d 61 74 28 27 74 72 75 65 74 79 70 65 27 29 2c 0a 20 20 20 20 20 20 20 20 20 75 72 6¢ 28 27 57 61 6¢ 6b 77 61 79 5f
55 6¢ 74 72 61 42 6f 6¢ 64 2d 77 65 62 66 6f 6e 74 2e 73 76 67 23 77 61 6¢ 6b 77 61 79 5f 75 6¢ 74 72 61 62 6f 6¢C 64 72
6567 75 6¢ 61 72 27 29 20 66 6f 72 6d 61 74 28 27 73 76 67 27 29 3b 0a 20 20 20 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a
20 6e 6f 72 6d 61 6¢ 3b 0a 20 20 20 20 66 6f 6e 74 2d 73 74 79 6¢ 65 3a 20 6e 6f 72 6d 61 6¢ 3b 0a Oa 7d Oa Oa

Data Ascii: @font-face { font-family: ‘'walkway_ultraboldregular'; src: url("Walkway_UltraBold-webfont.eot');  src:
url('Walkway_UltraBold-webfont.eot?#iefix’) format('embedded-opentype’), url('Walkway_UltraBold-webfont.ttf')
format('truetype'), url('Walkway_UltraBold-webfont.svg#walkway_ultraboldregular’) format('svg’); font-weight:
normal; font-style: normal;}
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kBytes

Timestamp transferred Direction
Aug 20, 2021 2271 ouT
18:10:08.299091101 CEST

Aug 20, 2021 2378 IN
18:10:08.619240046 CEST

Aug 20, 2021 2464 ouT

18:10:08.937275887 CEST

Copyright Joe Security LLC 2021

Data

GET /eprocurement2/bower_components/angular-route/angular-route.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:08 GMT

Content-Length: 30112

Data Raw: 2f 2a 2a 0a 20 2a 20 40 6¢ 69 63 65 6e 73 65 20 41 6e 67 75 6¢ 61 72 4a 53 20 76 31 2e 32 2e 30 2d 72 63 2e
33 0a 20 2a 20 28 63 29 20 32 30 31 30 2d 32 30 31 32 20 47 6f 6f 67 6¢ 65 2c 20 49 6e 63 2e 20 68 74 74 70 3a 2f 2f 61
6e 67 75 6¢ 61 72 6a 73 2e 6f 72 67 0a 20 2a 20 4c 69 63 65 6e 73 65 3a 20 4d 49 54 Oa 20 2a 2f Oa 28 66 75 6e 63 74 69
6f 6e 28 77 69 6e 64 6f 77 2c 20 61 6e 67 75 6¢ 61 72 2c 20 75 6e 64 65 66 69 6e 65 64 29 20 7b 27 75 73 65 20 73 74 72
69 63 74 27 3b 0a Oa 2f 2a 2a 0a 20 2a 20 40 6e 67 64 6f 63 20 6f 76 65 72 76 69 65 77 Oa 20 2a 20 40 6e 61 6d 65 20 6e
67 52 6f 75 74 65 0a 20 2a 20 40 64 65 73 63 72 69 70 74 69 6f 6e 0a 20 2a Oa 20 2a 20 23 20 6e 67 52 6f 75 74 65 0a 20
2a0a 20 2a 20 54 68 65 20 60 6e 67 52 6f 75 74 65 60 20 6d 6f 64 75 6¢ 65 20 70 72 6f 76 69 64 65 73 20 72 6f 75 74 69
6e 67 20 61 6e 64 20 64 65 65 70 6¢ 69 6e 6b 69 6e 67 20 73 65 72 76 69 63 65 73 20 61 6e 64 20 64 69 72 65 63 74 69
76 65 73 20 66 6f 72 20 61 6e 67 75 6¢ 61 72 20 61 70 70 73 2e 0a 20 2a 0a 20 2a 20 7b 40 69 6e 73 74 61 6¢ 6¢ 4d 6f
64 75 6¢ 65 20 72 6f 75 74 65 7d Oa 20 2a 0a 20 2a 2f 0Oa 0a 76 61 72 20 6e 67 52 6f 75 74 65 4d 6f 64 75 6¢ 65 20 3d 20
61 6e 67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 6e 67 52 6f 75 74 65 27 2c 20 5b 27 6e 67 27 5d 29 2e 0a 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 70 72 6f 76 69 64 65 72 28 27 24 72 6f 75 74 65 27 2c 20 24 5
2 6f 75 74 65 50 72 6f 76 69 64 65 72 29 3b 0a Oa 2f 2a 2a 0a 20 2a 20 40 6e 67 64 6f 63 20 6f 62 6a 65 63 74 0a 20 2a 2
0 40 6e 61 6d 65 20 6e 67 52 6f 75 74 65 2e 24 72 6f 75 74 65 50 72 6f 76 69 64 65 72 0a 20 2a 20 40 66 75 6e 63 74 69
6f 6e Oa 20 2a 0a 20 2a 20 40 64 65 73 63 72 69 70 74 69 6f 6e Oa 20 2a 0a 20 2a 20 55 73 65 64 20 66 6f 72 20 63 6f 6e
66 69 67 75 72 69 6e 67 20 72 6f 75 74 65 73 2e 20 53 65 65 20 7b 40 6¢ 69 6e 6b 20 6e 67 52 6f 75 74 65 2e 24 72 6f 75
74 6520 24 72 6f 75 74 65 7d 20 66 6f 72 20 61 6e 20 65 78 61 6d 70 6¢ 65 2e 0a 20 2a 0a 20 2a 20 52 65 71 75 69 72 65
7320 74 68 65 20 7b 40 6¢ 69 6€e 6b 20 6e 67 52 6f 75 74 65 20 60 6e 67 52 6f 75 74 65 60 7d 20 6d 6f 64 75 6¢ 65 20 74
6f 20 62 65 20 69 6e 73 74 61 6¢ 6¢ 65 64 2e 0a 20 2a 2f 0a 66 75 6e 63 74 69 6f 6e 20 24 52 6f 75 74 65 50 72 6f 76 69
64 65 72 28 29 7b 0a 20 20 66 75 6e 63 74 69 6f 6e 20 69 6e 68 65 72 69 74 28 70 61 72 65 6e 74 2c 20 65 78 74 72 61
29 20 7b 0a 20 20 20 20 72 65 74 75 72 6e 20 61 6e 67 75 6¢ 61 72 2e 65 78 74 65 6e 64 28 6e 65 77 20 28 61 6e 67 75
6c 61 72 2e 65 78 74 65 6e 64 28 66 75 6e 63 74 69 6f 6e 28 29 20 7b 7d 2c 20 7b 70 72 6f 74 6f 74 79 70 65 3a 70 61 72
65 6e 74 7d 29 29 28 29 2c 20 65 78 74 72 61 29 3b 0a 20 20 7d Oa 0a 20 20 76 61 72 20 72 6f 75 74 65 73 20 3d 20 7b
7d 3b 0a Oa 20 20 2f 2a 2a 0a 20 20 20 2a 20 40 6e 67 64 6f 63 20 6d 65 74 68 6f 64 0a 20 20 20 2a 20 40 6e 61 6d 65 20
6e 67 52 6f 75 74 65 2e 24 72 6f 75 74 65 50 72 6f 76 69 64 65 72 23 77 68 65 6e 0a 20 20 20 2a 20 40 6d 65 74 68 6f 64
4f 66 20 6e 67 52 6f 75 74 65 2e 24 72

Data Ascii: /** * @license AngularJS v1.2.0-rc.3 * (c) 2010-2012 Google, Inc. http://angularjs.org * License: MIT */(fun
ction(window, angular, undefined) {'use strict'’;/** * @ngdoc overview * @name ngRoute * @description * * # ngRoute * * T
he "ngRoute” module provides routing and deeplinking services and directives for angular apps. * * {@installModule route}
* */var ngRouteModule = angular.module('ngRoute’, ['ng’]). provider(‘$route’, $RouteProvider);/** * @ngdoc
object * @name ngRoute.$routeProvider * @function * * @description * * Used for configuring routes. See {@link ngRoute
.$route $route} for an example. * * Requires the {@link ngRoute ‘ngRoute } module to be installed. */function $RouteProv
ider(){ function inherit(parent, extra) { return angular.extend(new (angular.extend(function() {}, {prototype:parent}))(), ext
ra); } varroutes ={}; /** * @ngdoc method * @name ngRoute.$routeProvider#when * @methodOf ngRoute.$r

GET /eprocurement2/bower_components/angular-sanitize/angular-sanitize.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 2566
18:10:09.243953943 CEST

Aug 20, 2021 2599
18:10:09.253560066 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK
Content-Type: application/javascript
Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT
Accept-Ranges: bytes
ETag: "0527e6b08dd51:0"
Server: Microsoft-11S/10.0
Access-Control-Allow-Origin: *
X-Powered-By: ASP.NET
Date: Fri, 20 Aug 2021 16:10:08 GMT
Content-Length: 27023
Data Raw: 2f 2a 2a 0a 20 2a 20 40 6¢ 69 63 65 6e 73 65 20 41 6e 67 75 6¢ 61 72 4a 53 20 76 31 2e 36 2e 33 2d 62 75 69
6C 64 2e 3532 39 36 2b 73 68 61 2e 36 30 33 62 36 36 65 Oa 20 2a 20 28 63 29 20 32 30 31 30 2d 32 30 31 37 20 47 6f
6f 67 6¢ 65 2 20 49 6e 63 2e 20 68 74 74 70 3a 2f 2f 61 6e 67 75 6¢ 61 72 6a 73 2e 6f 72 67 Oa 20 2a 20 4c 69 63 65 6e
73 65 3a 20 4d 49 54 0a 20 2a 2f 0a 28 66 75 6e 63 74 69 6f 6e 28 77 69 6e 64 6f 77 2c 20 61 6e 67 75 6¢ 61 72 29 20 7b
27 7573 6520 73 74 72 69 63 74 27 3b Oa Oa 2f 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a
20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20
2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 0a 20 2a 20 20 20 20 20 41 6e 79 20 63 6f 6d 6d 69 74 73 20 74 6f 20 74 68 69
7320 66 69 6¢ 65 20 73 68 6f 75 6¢ 64 20 62 65 20 72 65 76 69 65 77 65 64 20 77 69 74 68 20 73 65 63 75 72 69 74 79
20 69 6e 20 6d 69 6e 64 2e 20 20 2a 0a 20 2a 20 20 20 43 68 61 6e 67 65 73 20 74 6f 20 74 68 69 73 20 66 69 6¢ 65 20
63 61 6e 20 70 6f 74 65 6e 74 69 61 6¢ 6¢ 79 20 63 72 65 61 74 65 20 73 65 63 75 72 69 74 79 20 76 75 6C 6e 65 72 61
62 69 6¢ 69 74 69 65 73 2e 20 2a 0a 20 2a 20 20 20 20 20 20 20 20 20 20 41 6e 20 61 70 70 72 6f 76 61 6¢ 20 66 72 6f
6d 20 32 20 43 6f 72 65 20 6d 65 6d 62 65 72 73 20 77 69 74 68 20 68 69 73 74 6f 72 79 20 6f 66 20 6d 6f 64 69 66 79 69
6e 67 20 20 20 20 20 20 2a Oa 20 2a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 74 68
69 73 20 66 69 6¢ 65 20 69 73 20 72 65 71 75 69 72 65 64 2e 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 2a 0a 20 2a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 2a 0a 20 2a 20 20 44 6f 65 73 20 74 68 65 20 63 68 61 6e 67 65 20 73 6f 6d 65 68 6f 77 20 61 6¢C 6C 6f
772066 6f 722061 7262 69 74 72 61 72 79 20 6a 61 76 61 73 63 72 69 70 74 20 74 6f 20 62 65 20 65 78 65 63 75 74 6
5 64 3f 20 2a 0a 20 2a 20 20 20 20 4f 72 20 61 6¢ 6¢ 6f 77 73 20 66 6f 72 20 73 6f 6d 65 6f 6€ 65 20 74 6f 20 63 68 61 6e
67 65 20 74 68 65 20 70 72 6f 74 6f 74 79 70 65 20 6f 66 20 62 75 69 6¢ 74 2d 69 6e 20 6f 62 6a 65 63 74 73 3f 20 20 20
2a 0a 20 2a 20 20 20 20 20 4f 72 20 67 69 76 65 73 20 75 6e 64 65 73 69 72 65 64 20 61 63 63 65 73 73 20 74 6f 20 76 6
172696162 6c 65 73 20 6¢ 69 6b 65 73 20 64 6f 63 75 6d 65 6€ 74 20 6f 72 20 77 69 6€ 64 6f 77 3f 20 20 20 20 2a 0a 2
0 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20
2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 20 2a 2f 0a
0a 76 61 72 20 24 73 61 6e 69 74 69 7a 65 4d 69 6e 45 72 72 20 3d 20 61 6e 67 75 6¢ 61 72 2e 24 24 6d 69 6e 45 72 72
2827 24 73 61 6e 69 74 69 7a 65 27 29 3b 0a 76 61 72 20 62 69 6e 64
Data Ascii: /** * @license AngularJS v1.6.3-build.5296+sha.603b66e * (c) 2010-2017 Google, Inc. http://angularjs.org * L
icense: MIT */(function(window, angular) {'use Strict’;/* * * * * ¥ * k& x kkk xkk kxk xk kxxk dxkkkxkkkxkkxx % Any
commits to this file should be reviewed with security in mind. ** Changes to this file can potentially create security vulne
rabilities. * * An approval from 2 Core members with history of modifying ~ * * this file is required.

** ** Does the change somehow allow for arbitrary javascript
to be executed? **  Or allows for someone to change the prototype of built-in objects? **  Or gives undesired access
to variables likes document or Window? % # s s s s s sk ook ok bk ok ok sk ok sk ok ok ok kb ok ok bk & ok ok Ky $sanitizeMIinErT
= angular.$$minErr(‘$sanitize’);var bind

GET /eprocurement2/bower_components/angular-recaptcha/angular-recaptcha.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes

Timestamp transferred Direction Data
Aug 20, 2021 2707 IN HTTP/1.1 200 OK
18:10:09.555835962 CEST Content-Type: application/javascript

Last-Modified: Fri, 20 Dec 2019 14:04:08 GMT

Accept-Ranges: bytes

ETag: "07c9f583eb7d51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:08 GMT

Content-Length: 14979

Data Raw: 2f 2a 2a 0d Oa 20 2a 20 40 6¢ 69 63 65 6e 73 65 20 61 6e 67 75 6¢ 61 72 2d 72 65 63 61 70 74 63 68 61 20 62
75 69 6¢ 64 3a 32 30 31 38 2d 30 35 2d 30 39 0d Oa 20 2a 20 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 6f 6d 2f 76
69 76 69 64 63 6f 72 74 65 78 2f 61 6e 67 75 6¢ 61 72 2d 72 65 63 61 70 74 63 68 61 0d Oa 20 2a 20 43 6f 70 79 72 69 67
68 74 20 28 63 29 20 32 30 31 38 20 56 69 76 69 64 43 6f 72 74 65 78 0d Oa 2a 2a 2f 0d Oa 0d Oa 2f 2a 67 6¢ 6f 62 61 6¢
2061 6e 67 75 6¢ 61 72 2c 20 52 65 63 61 70 74 63 68 61 20 2a 2f 0d Oa 28 66 75 6e 63 74 69 6f 6e 20 28 6e 67 29 20 7b
0d Oa 20 20 20 20 27 75 73 65 20 73 74 72 69 63 74 27 3b 0d Oa 0d Oa 20 20 20 20 6e 67 2e 6d 6f 64 75 6¢ 65 28 27 76
63526563 61 70 74 63 68 61 27 2c 20 5b 5d 29 3b 0d Oa 0d Oa 7d 28 61 6e 67 75 6¢ 61 72 29 29 3b 0d Oa 0d Oa 2f 2a
67 6¢ 6f 62 61 6¢ 20 61 6e 67 75 6¢ 61 72 20 2a 2f 0d Oa 28 66 75 6e 63 74 69 6f 6e 20 28 6e 67 29 20 7b 0d Oa 20 20 20
2027 75 73 65 20 73 74 72 69 63 74 27 3b 0d Oa 0d Oa 20 20 20 20 66 75 6e 63 74 69 6f 6e 20 74 68 72 6f 77 4e 6f 4b 65
79 45 78 63 65 70 74 69 6f 6e 28 29 20 7b 0d 0a 20 20 20 20 20 20 20 20 74 68 72 6f 77 20 6e 65 77 20 45 72 72 6f 72 28
27 59 6f 75 20 6e 65 65 64 20 74 6f 20 73 65 74 20 74 68 65 20 22 6b 65 79 22 20 61 74 74 72 69 62 75 74 65 20 74 6f 20
79 6f 75 72 20 70 75 62 6¢ 69 63 20 72 65 43 61 70 74 63 68 61 20 6b 65 79 2e 20 49 66 20 79 6f 75 20 64 6f 6e 5¢c 27 74
2068 61 76 65 20 61 20 6b 65 79 2c 20 70 6¢ 65 61 73 65 20 67 65 74 20 6f 6e 65 20 66 72 6f 6d 20 68 74 74 70 73 3a 2f
2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 72 65 63 61 70 74 63 68 61 2f 61 64 6d 69 6e 2f 63 72 65 61 74 65 27 29
3b 0d Oa 20 20 20 20 7d 0d Oa 0d Oa 20 20 20 20 76 61 72 20 61 70 70 20 3d 20 6e 67 2e 6d 6f 64 75 6¢ 65 28 27 76 63 5
26563617074 63686127 29 3b 0d 0a 0d 0a 20 20 20 20 2f 2a 2a 0d Oa 20 20 20 20 20 2a 20 41 6e 20 61 6e 67 75 6¢
617220 73 65 72 76 69 63 65 20 74 6f 20 77 72 61 70 20 74 68 65 20 72 65 43 61 70 74 63 68 61 20 41 50 49 0d Oa 20
20 20 20 20 2a 2f 0d 0a 20 20 20 20 61 70 70 2e 70 72 6f 76 69 64 65 72 28 27 76 63 52 65 63 61 70 74 63 68 61 53 65
7276 69 63 65 27 2c 20 66 75 6e 63 74 69 6f 6e 28 29 7b 0d 0a 20 20 20 20 20 20 20 20 76 61 72 20 70 72 6f 76 69 64 65
7220 3d 20 74 68 69 73 3b 0d 0a 20 20 20 20 20 20 20 20 76 61 72 20 63 6f 6e 66 69 67 20 3d 20 7b 7d 3b 0d Oa 20 20
202020 20 20 20 70 72 6f 76 69 64 65 72 2e 6f 6e 4c 6f 61 64 46 75 6e 63 74 69 6f 6e 4e 61 6d 65 20 3d 20 27 76 63 52
65 63 61 70 74 63 68 61 41 70 69 4c 6f 61 64 65 64 27 3b 0d Oa 0d Oa 20 20 20 20 20 20 20 20 2f 2a 2a 0d Oa 20 20 20 20
2020 20 20 20 2a 20 53 65 74 73 20 74 68 65 20 72 65 43 61 70 74 63 68 61 20 63 6f 6e 66 69 67 75 72 61 74 69 6f 62
2076 61 6¢ 75 65 73 20 77 68 69 63 68 20 77 69 6¢ 6C 20 62 65 20 75 73 65 64 20 62 79 20 64 65 66 61 75 6C 74 20 69
73 20 6e 6f 74 20 73 70 65 63 69 66 69 65 64 20 69 6e 20 61 20 73 70 65 63 69 66 69 63 20 64 69 72 65 63 74 69 76 65
20 69 6e 73 74 61 6e 63 65 2e 0d Oa 20 20 20

Data Ascii: /** * @license angular-recaptcha build:2018-05-09 * https://github.com/vividcortex/angular-recaptcha * Copyr
ight (c) 2018 VividCortex**//*global angular, Recaptcha */(function (ng) { ‘'use strict; ng.module('vcRecaptcha’, []);}
(angular));/*global angular */(function (ng) { ‘use strict’; function throwNoKeyException() { throw new Error("You
need to set the "key" attribute to your public reCaptcha key. If you don\'t have a key, please get one from https://w
ww.google.com/recaptcha/admin/create’); } var app = ng.module('vcRecaptcha’); /** * An angular service to wrap

the reCaptcha APl */ app.provider('vcRecaptchaService', function(){ var provider = this; var config = {};
provider.onLoadFunctionName = 'vcRecaptchaApiLoaded'; [** * Sets the reCaptcha configuration values which
will be used by default is not specified in a specific directive instance.

Aug 20, 2021 3209 ouT GET /eprocurement2/scripts/app.js HTTP/1.1

18:10:11.438956976 CEST Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3340
18:10:11.760945082 CEST

Aug 20, 2021 3341
18:10:11.769469976 CEST
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Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Fri, 20 Dec 2019 14:04:08 GMT

Accept-Ranges: bytes

ETag: "07c9f583eb7d51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:11 GMT

Content-Length: 2261

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0d 0a 0d Oa 20 20 20 20 27 75 73 65 20 73 74 72 69 63 74 27 3b 0d
0a 0d Oa 20 20 20 20 61 6e 67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6e 74 41 70
70 27 2c 20 5b 0d Oa 20 20 20 20 20 20 20 20 27 75 69 2e 62 6f 6f 74 73 74 72 61 70 27 2c 0d Oa 09 09 27 6e 67 52 6f 75
74 65 27 2c 0d Oa 09 09 27 6e 67 52 65 73 6f 75 72 63 65 27 2c 0d 0a 09 09 27 6e 67 43 6f 6f 6b 69 65 73 27 2¢ 0d Oa 09
09 27 6e 67 41 6e 69 6d 61 74 65 27 2c 0d 0a 09 09 27 6e 67 47 72 69 64 27 2c 0d 0a 09 09 27 6¢ 72 2e 75 70 6¢ 6f 61
64 27 2c 0d 0a 09 09 27 6e 67 54 61 62 6¢ 65 27 2c 0d 0a 20 20 20 20 20 20 20 20 27 6e 67 53 61 6e 69 74 69 7a 65 27
2c 0d 0a 20 20 20 20 20 20 20 20 27 76 63 52 65 63 61 70 74 63 68 61 27 0d Oa 09 5d 29 2e 63 6f 6e 66 69 67 28 5b 27 2
472 6f 75 74 65 50 72 6f 76 69 64 65 72 27 2c 0d Oa 09 09 66 75 6e 63 74 69 6f 6e 20 28 24 72 6f 75 74 65 50 72 6f 76 69
64 65 72 29 20 7b 0d 0a 09 09 20 20 20 20 24 72 6f 75 74 65 50 72 6f 76 69 64 65 72 0d 0a 09 09 09 09 2e 77 68 65 6e 2
827 2f 27 2c 20 7b 0d Oa 09 09 09 09 20 20 20 20 74 65 6d 70 6¢ 61 74 65 55 72 6¢ 3a 20 27 76 69 65 77 73 2f 70 72 65
68 6f 6d 65 2e 68 74 6d 6¢ 27 2c 0d 0a 09 09 09 09 20 20 20 20 63 6f 6e 74 72 6f 6¢ 6¢ 65 72 3a 20 27 50 72 65 48 6f 6d
6543 74 72 6¢ 27 0d 0a 09 09 09 09 7d 29 0d Oa 09 09 09 09 2e 77 68 65 6e 28 27 2f 68 6f 6d 65 27 2¢ 20 7b 0d 0a 09 09
09 09 20 20 20 20 74 65 6d 70 6¢ 61 74 65 55 72 6¢ 3a 20 27 76 69 65 77 73 2f 68 6f 6d 65 2e 68 74 6d 6¢ 27 2c 0d Oa 09
09 09 09 20 20 20 20 63 6f 6e 74 72 6f 6¢ 6¢ 65 72 3a 20 27 48 6f 6d 65 43 74 72 6¢ 27 0d 0a 09 09 09 09 7d 29 0d Oa 09
09 09 09 2e 77 68 65 6e 28 27 2f 66 6f 72 67 6f 74 50 61 73 73 77 27 2c 20 7b 0d 0a 09 09 09 09 20 20 20 20 74 65 6d 70
6¢ 61 74 65 55 72 6¢ 3a 20 27 76 69 65 77 73 2f 66 6f 72 67 6f 74 70 61 73 73 77 2e 68 74 6d 6¢ 27 2c 0d Oa 09 09 09 09
20 20 20 20 63 6f 6e 74 72 6f 6¢ 6¢ 65 72 3a 20 27 46 6f 72 67 6f 74 70 61 73 73 77 43 74 72 6¢ 27 0d Oa 09 09 09 09 7d
29 0d 0a 09 09 09 09 2e 77 68 65 6e 28 27 2f 6¢ 6f 67 69 6e 27 2¢c 20 7b 0d 0a 09 09 09 09 20 20 20 20 74 65 6d 70 6¢ 61
74 6555 72 6¢ 3a 20 27 76 69 65 77 73 2f 6¢ 6f 67 69 6e 2e 68 74 6d 6¢ 27 2¢ 0d 0a 09 09 09 09 20 20 20 20 63 6f 6e 74
72 6f 6¢ 6¢ 65 72 3a 20 27 4c 6f 67 69 6e 43 74 72 6¢ 27 0d 0a 09 09 09 09 7d 29 0d Oa 09 09 09 09 2e 77 68 65 6e 28 27
2f 70 6f 72 74 61 66 6f 6¢ 69 6f 27 2¢ 20 7b 0d 0a 09 09 09 09 20 20 20 20 74 65 6d 70 6¢ 61 74 65 55 72 6¢ 3a 20 27 76
69 65 77 73 2f 70 6f 72 74 61 66 6f 6¢ 69 6f 2e 68 74 6d 6¢ 27 2¢ 0d Oa 09 09 09 09 20 20 20 20 63 6f 6e 74 72 6f 6¢ 6C 65
72 3a 20 27 70 6f 72 74 61 66 6f 6¢ 69 6f 43 74 72 6¢ 27 0d Oa 09 09 09 09 7d 29 0d Oa 09 09 09 09 2e 77 68 65 6e 28 27
2f 6f 72 64 65 6e 65 73 43 6f 6d 70 72 61 64 6f 72 27 2c 20 7b 0d Oa 09 09 09 09 20 20 20 20 74 65 6d 70 6¢ 61 74 65 55
72 6¢ 3a 20 27 76 69 65 77 73 2f 6f 72 64 65 6e 65 73 43 6f 6d 70 72 61 64 6f 72 2e 68 74 6d 6¢ 27 2c 0d Oa 09 09 09 09
20 20 20 20 63 6f 6e 74 72

Data Ascii: (function () { ‘use strict’; angular.module(‘appEprocurementApp’, [ ‘ui.bootstrap’,'ngRoute’,'ngResource’
,'/ngCookies’,'/ngAnimate’,'ngGrid', Ir.upload’,'ngTable’, ‘ngSanitize’, ‘vcRecaptcha’]).config(['$routeProvider',func
tion ($routeProvider) { $routeProvider.when(/', { templateUrl: 'views/prehome.html', controller: 'PreHomeCtrl'
}P-when(/home’, { templateUrl: 'views/home.html', controller: 'HomeCtrl'}).when('/forgotPassw', { templateUrl:
‘views/forgotpassw.html’, controller: ‘ForgotpasswCtrl'}).when(/login', { templateUrl: ‘views/login.html', controller:
‘LoginCtrl'}).when('/portafolio’, { templateUrl: ‘views/portafolio.html', ~controller: ‘portafolioCtrl}).when(/ordenesCompr
ador', { templateUrl: ‘'views/ordenesComprador.html’, contr

GET /eprocurement2/scripts/services/docsHomeSrv.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3433
18:10:12.069188118 CEST

Aug 20, 2021 3435
18:10:12.078288078 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:11 GMT

Content-Length: 1664

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 09 0a 09 27 75 73 65 20 73 74 72 69 63 74 27 3b 0a 09 0a 09 61
6e 67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6e 74 41 70 70 27 29 0a 09 09 2e 66
61 63 74 6f 72 79 28 27 64 6f 63 73 48 6f 6d 65 27 2c 20 5b 27 24 68 74 74 70 27 2c 20 27 63 6f 6d 50 61 72 61 6d 73 27
2c 20 27 6¢ 6f 67 69 6e 55 73 65 72 27 2c 20 66 75 6e 63 74 69 6f 6e 20 28 24 68 74 74 70 2c 20 63 6f 6d 50 61 72 61 6d
73 2c 20 6¢ 6f 67 69 6e 55 73 65 72 29 20 7b Oa Oa 09 09 09 2f 2f 20 53 65 72 76 69 63 65 20 6¢ 6f 67 69 63 0a 09 09 09
76 61 72 20 64 6f 63 73 48 6f 6d 65 20 3d 20 7b 7d 2c 0a 09 09 09 09 73 76 63 55 52 49 20 3d 20 63 6f 6d 50 61 72 61 6d
732e 73 65 72 76 65 72 55 52 49 20 2b 20 27 53 65 72 76 69 63 69 6f 73 2f 44 6f 63 75 6d 65 6e 74 6f 73 2e 73 76 63 2f
4f 62 74 65 6e 65 72 27 3b 0a 09 09 09 64 6f 63 73 48 6f 6d 65 2e 4c 69 73 74 61 44 6f 63 75 6d 65 6e 74 6f 73 20 3d 20
7b 7d 3b 0a 09 09 09 09 Oa 09 09 09 Oa 09 09 09 2f 2f 20 50 75 62 6¢ 69 63 20 41 50 49 20 68 65 72 65 0a 09 09 09 64 6f
63 73 48 6f 6d 65 2e 6f 62 74 65 6e 65 72 20 3d 20 66 75 6e 63 74 69 6f 6e 20 28 66 75 6e 63 69 6f 6e 29 20 7b 0Oa 09 09
09 09 0a 09 09 09 09 76 61 72 20 72 65 71 75 65 73 74 20 3d 20 7b 0a 09 09 09 09 09 72 65 71 75 65 73 74 3a 20 7b Oa
09 09 09 09 09 09 53 65 73 69 6f 6e 49 64 3a 20 6¢ 6f 67 69 6e 55 73 65 72 2e 73 65 73 73 69 6f 6e 49 64 2c 0a 09 09 09
09 0909 52 65 71 75 65 73 74 3a 20 7b 0a 09 09 09 09 09 09 09 52 6f 6¢ 3a 20 6¢ 6f 67 69 6e 55 73 65 72 2e 69 6e 66 6f
557375 61 72 69 6f 2e 52 6f 6¢ 55 73 75 61 72 69 6f 2c 0a 09 09 09 09 09 09 09 55 73 75 61 72 69 6f 3a 20 6¢ 6f 67 69
6e 55 73 65 72 2e 69 6e 66 6f 55 73 75 61 72 69 6f 2e 55 73 75 61 72 69 6f 0a 09 09 09 09 09 09 7d Oa 09 09 09 09 09 7d
0a 09 09 09 09 7d 3b 0a 09 09 09 09 Oa 09 09 09 09 24 68 74 74 70 2e 70 6f 73 74 28 73 76 63 55 52 49 2¢ 20 72 65 71
75 65 73 74 29 2e 73 75 63 63 65 73 73 28 66 75 6e 63 74 69 6f 6e 20 28 64 61 74 61 29 20 7b 0a 09 09 09 09 09 Oa 09 0
9 09 09 09 64 6f 63 73 48 6f 6d 65 2e 4c 69 73 74 61 44 6f 63 75 6d 65 6e 74 6f 73 20 3d 20 64 61 74 61 2e 64 2e 4c 69 7
37461 44 6f 63 75 6d 65 6e 74 6f 73 3b 0a 09 09 09 09 09 76 61 72 20 69 20 3d 20 30 3b 0a 09 09 09 09 09 66 6f 72 20
28 69 20 3d 20 30 3b 20 69 20 3c 20 64 6f 63 73 48 6f 6d 65 2e 4c 69 73 74 61 44 6f 63 75 6d 65 6e 74 6f 73 2e 6¢ 65 6e
67 74 68 3b 20 69 20 2b 2b 29 20 7b 0a 09 09 09 09 09 09 Oa 09 09 09 09 09 09 73 77 69 74 63 68 20 28 64 6f 63 73 48
6f 6d 65 2e 4c 69 73 74 61 44 6f 63 75 6d 65 6e 74 6f 73 5b 69 5d 2e 43 6¢ 61 73 65 29 20 7b 0a 09 09 09 09 09 09 09 63
61 73 65 20 27 58 4c 53 58 27 3a 0a 09 09 09 09 09 09 09 09 64 6f 63 73 48 6f 6d 65 2e 4c 69 73 74 61 44 6f 63 75 6d 65
6e 74 6f 73 5b 69 5d 2e 43 6¢ 61 73 65 20 3d 20 27 65 78 63 65 6¢ 27 3b 0a 09 09 09 09 09 09 09 09 62 72 65 61 6b 3b
0a 09 09 09 09 09 09 09 63 61 73 65 20 27 44 4f 43 58 27 3a 0a 09 09 09 09 09 09 09 09 64 6f 63 73 48 6f 6d 65 2e 4c 69
73 74 61 44 6f 63 75 6d 65 6e 74 6f 73

Data Ascii: (function () {'use strict';angular.module(‘appEprocurementApp').factory(‘docsHome', [‘$http’, ‘comParams’, '
loginUser', function ($http, comParams, loginUser) {// Service logicvar docsHome = {},svcURI = comParams.serverURI +
‘Servicios/Documentos.svc/Obtener';docsHome.ListaDocumentos = {};// Public API heredocsHome.obtener = function (f
uncion) {var request = {request: {Sesionld: loginUser.sessionld,Request: {Rol: loginUser.infoUsuario.RolUsuario,Usuario:
loginUser.infoUsuario.Usuario}}};$http.post(svcURI, request).success(function (data) {docsHome.ListaDocumentos =
data.d.ListaDocumentos;var i = 0;for (i = 0; i < docsHome.ListaDocumentos.length; i ++) {switch (docsHome.ListaDocum
entos[i].Clase) {case 'XLSX':docsHome.ListaDocumentos[i].Clase = 'excel’;break;case 'DOCX":docsHome.ListaDocum
entos

GET /eprocurement2/scripts/controllers/prehomeCtrl.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3488
18:10:12.377310991 CEST

Aug 20, 2021 3489
18:10:12.383414984 CEST

Aug 20, 2021 3554
18:10:12.682452917 CEST

Aug 20, 2021 3554
18:10:12.688194036 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:11 GMT

Content-Length: 743

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 0a 09 27 75 73 65 20 73 74 72 69 63 74 27 3b Oa Oa 09 61 6e 67
75 6¢c 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6e 74 41 70 70 27 29 2e 63 6f 6e 74 72 6f
6C 6C 65 72 28 27 50 72 65 48 6f 6d 65 43 74 72 6¢ 27 2¢ 20 5b 0a 09 09 27 24 73 63 6f 70 65 27 2c 0a 09 09 27 24 72 6f
6f 74 53 63 6f 70 65 27 2c 0a 09 09 27 24 68 74 74 70 27 2c Oa 09 09 27 24 6¢ 6f 63 61 74 69 6f 6e 27 2c 0a 09 09 27 63
6f 6d 50 61 72 61 6d 73 27 2c 0a 09 09 66 75 6e 63 74 69 6f 6e 20 28 24 73 63 6f 70 65 2c 20 24 72 6f 6f 74 53 63 6f 70
65 2c 20 24 68 74 74 70 2c 20 24 6¢ 6f 63 61 74 69 6f 6e 2c 20 63 6f 6d 50 61 72 61 6d 73 29 20 7b 0a 0a 09 09 09 76 61
7220 73 76 63 55 52 49 20 3d 20 63 6f 6d 50 61 72 61 6d 73 2e 73 65 72 76 65 72 55 52 49 20 2b 20 27 53 65 72 76 69
63 69 6f 73 2f 50 61 72 61 6d 65 74 72 6f 73 2e 73 76 63 2f 4f 62 74 65 6e 65 72 56 65 72 73 69 6f 6e 58 43 6f 6d 70 61 6e
69 61 27 3b 0a 09 09 09 24 68 74 74 70 2e 70 6f 73 74 28 73 76 63 55 52 49 2¢ 20 7b 7d 29 2e 73 75 63 63 65 73 73 28
66 75 6e 63 74 69 6f 6e 20 28 64 61 74 61 29 20 7b 0a 09 09 09 09 Oa 09 09 09 09 24 73 63 6f 70 65 2e 63 6f 6d 70 61 6e
69 65 73 20 3d 20 64 61 74 61 2e 64 3b 0a 0a 09 09 09 7d 29 3b Oa Oa 09 09 09 24 73 63 6f 70 65 2e 70 72 6f 63 65 73
73 43 6f 6d 70 61 6e 79 4c 6f 67 69 6e 20 3d 20 66 75 6e 63 74 69 6f 6e 20 28 61 70 70 56 65 72 29 20 7b Oa Oa 09 09 09
09 69 66 20 28 61 70 70 56 65 72 20 3d 3d 3d 20 27 6e 75 65 76 61 27 29 20 7b 0a 09 09 09 09 09 24 6¢ 6f 63 61 74 69 6
f6e 2e 70 61 74 68 28 27 2f 6¢ 6f 67 69 6e 27 29 3b 0a 09 09 09 09 7d 20 65 6¢ 73 65 20 7b 0a 09 09 09 09 09 77 69 6e
64 6f 77 2e 6f 70 65 6e 28 27 68 74 74 70 3a 2f 2f 32 30 30 2e 37 34 2e 31 33 39 2e 31 33 2f 65 70 72 6f 63 75 72 65 6d 6
56e 74 2f 77 65 62 61 70 6¢ 69 63 61 74 69 6f 6e 2f 27 2c 20 27 5f 73 65 6¢ 66 27 29 3b 0a 09 09 09 09 7d Oa Oa 09 09 O
9 7d 3b 0a 0a 09 09 7d Oa 09 5d 29 2e 72 75 6e 28 66 75 6e 63 74 69 6f 6e 20 28 24 72 6f 6f 74 53 63 6f 70 65 2c 20 6¢ 6
56e 67 75 61 6a 65 29 20 7b Oa 09 09 24 72 6f 6f 74 53 63 6f 70 65 2e 64 61 74 61 4c 61 6e 67 20 3d 20 6¢ 65 6e 67 75 6
1 6a 65 2e 63 61 6¢ 6¢ 28 27 65 73 27 29 3b 0a 09 7d 29 3b Oa 09 Oa 09 Oa 7d 28 29 29 3b

Data Ascii: (function () {'use strict';angular.module(‘appEprocurementApp').controller('PreHomeCtrl', ['$scope’,'$rootSc
ope','$http','$location’,'comParams',function ($scope, $rootScope, $http, $location, comParams) {var svcURI = comParams.
serverURI + 'Servicios/Parametros.svc/ObtenerVersionXCompania';$http.post(svcURI, {}).success(function (data)
{$scope.companies = data.d;});$scope.processCompanyLogin = function (appVer) {if (appVer === "'nueva’) {$locati
on.path(/login’);} else {window.open(http://200.74.139.13/eprocurement/webaplication/', *_self');}};}]).run(function (
$rootScope, lenguaje) {$rootScope.dataLang = lenguaje.call(‘es’);});}0);

GET /eprocurement2/scripts/controllers/lenguajeCtrl.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:12 GMT

Content-Length: 392

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 09 0a 09 27 75 73 65 20 73 74 72 69 63 74 27 3b 0a 09 Oa 09 61
6e 67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6e 74 41 70 70 27 29 Oa 09 09 2e 72
75 6e 28 66 75 6e 63 74 69 6f 6e 20 28 24 72 6f 6f 74 53 63 6f 70 65 2¢ 20 6¢ 65 6€ 67 75 61 6a 65 29 20 7b 0a 09 09 09
24 72 6f 6f 74 53 63 6f 70 65 2e 64 61 74 61 4c 61 6e 67 20 3d 20 6¢ 65 6e 67 75 61 6a 65 2e 63 61 6¢ 6C 28 27 65 73 27
29 3b 0a 09 09 7d 29 0a 09 09 2e 63 6f 6e 74 72 6f 6¢ 6¢ 65 72 28 27 4c 65 6e 67 75 61 6a 65 43 74 72 6¢ 27 2¢ 20 5b 27
2473 63 6f 70 65 27 2c 20 27 24 72 6f 6f 74 53 63 6f 70 65 27 2c 20 27 6¢ 65 6e 67 75 61 6a 65 27 2c 20 66 75 6e 63 74
69 6f 6e 20 28 24 73 63 6f 70 65 2¢ 20 24 72 6f 6f 74 53 63 6f 70 65 2c 20 6¢ 65 6€ 67 75 61 6a 65 29 20 7b 0a 09 09 09
0a 09 09 09 24 73 63 6f 70 65 2e 73 65 74 4c 61 6e 67 20 3d 20 66 75 6e 63 74 69 6f 6e 20 28 6¢ 61 6 67 29 20 7b Oa
09 09 09 09 0a 09 09 09 09 24 72 6f 6f 74 53 63 6f 70 65 2e 64 61 74 61 4c 61 6e 67 20 3d 20 6¢ 65 6e 67 75 61 6a 65 2e
63 61 6¢ 6¢ 28 6¢ 61 6€ 67 29 3b 0a 09 09 09 09 Oa 09 09 09 7d 3b Oa 0a 09 09 7d 5d 29 3b Oa Oa 7d 28 29 29 3b

Data Ascii: (function () {'use strict';angular.module(‘appEprocurementApp').run(function ($rootScope, lenguaje) {$rootSc
ope.datalLang = lenguaje.call(‘es’);}).controller(LenguajeCtrl', ['$scope’, ‘$rootScope’, 'lenguaje’, function ($scope,
$rootScope, lenguaje) {$scope.setLang = function (lang) {$rootScope.datalLang = lenguaje.call(lang);}:}1);}0);

GET /eprocurement2/scripts/controllers/ordenesCompradorCtrl.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3625
18:10:13.003812075 CEST

Aug 20, 2021 3637
18:10:13.007164955 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:12 GMT

Content-Length: 11335

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 0a 09 27 75 73 65 20 73 74 72 69 63 74 27 3b Oa Oa 09 61 6e 67
75 6¢c 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6e 74 41 70 70 27 29 2e 63 6f 6e 74 72 6f
6C 6C 65 72 28 27 6f 72 64 65 6€ 65 73 43 6f 6d 70 72 61 64 6f 72 43 74 72 6¢ 27 2C 20 5b 0a 09 09 27 24 73 63 6f 70 65
27 2c 0a 09 09 27 24 72 6f 6f 74 53 63 6f 70 65 27 2c 0a 09 09 27 24 74 69 6d 65 6f 75 74 27 2c 0a 09 09 27 24 68 74 74
7027 2c 0a 09 09 27 6¢ 6f 67 69 6e 55 73 65 72 27 2c 0a 09 09 27 63 6f 6d 50 61 72 61 6d 73 27 2¢c Oa 09 09 27 6¢ 65 6e
67 75 61 6a 65 27 2c 0a 09 09 66 75 6e 63 74 69 6f 6e 20 28 24 73 63 6f 70 65 2¢ 20 24 72 6f 6f 74 53 63 6f 70 65 2¢ 20
2474 69 6d 65 6f 75 74 2c 20 24 68 74 74 70 2c 20 6¢ 6f 67 69 6e 55 73 65 72 2¢ 20 63 6f 6d 50 61 72 61 6d 73 29 20 7b
0a 09 09 09 Oa 09 09 09 2f 2f 24 72 6f 6f 74 53 63 6f 70 65 2e 63 6¢ 65 61 72 53 65 6¢ 65 63 74 69 6f 6e 28 32 29 3b Oa
09 09 09 Oa 09 09 09 6¢ 6f 67 69 6e 55 73 65 72 2e 70 72 65 6¢ 6f 67 69 6e 20 3d 20 66 61 6¢ 73 65 3b 0a 09 09 09 24 73
63 6f 70 65 2e 6¢ 6f 61 64 69 6e 67 57 69 6e 64 6f 77 20 3d 20 66 61 6¢ 73 65 3b 0a 09 09 09 24 73 63 6f 70 65 2e 76 65
6e 63 69 64 61 73 20 3d 20 4e 75 6d 62 65 72 28 29 3b 0a 09 09 09 24 73 63 6f 70 65 2e 70 72 6f 78 69 6d 61 73 20 3d
20 4e 75 6d 62 65 72 28 29 3b 0a 09 09 09 24 73 63 6f 70 65 2e 6d 6f 64 61 6¢ 46 69 6¢ 74 72 6f 43 6f 6e 74 72 6f 6¢ 20
3d 20 7b 7d 3b 0a 09 09 09 24 73 63 6f 70 65 2e 6d 6f 64 61 6¢ 46 69 6¢ 74 72 6f 50 72 6f 76 65 65 64 6f 72 65 73 20 3d
20 7b 7d 3b 0a 09 09 09 24 73 63 6f 70 65 2e 63 65 6e 74 72 6f 20 3d 20 7b 7d 3b 0a 09 09 09 24 73 63 6f 70 65 2e 70 72
6f 76 65 65 64 6f 72 65 73 20 3d 20 5b 5d 3b 0a 09 09 09 24 73 63 6f 70 65 2e 73 68 6f 77 4d 6f 64 61 6¢ 45 6e 63 61 62
65 7a 61 64 6f 20 3d 20 66 61 6¢ 73 65 3b 0a 09 09 09 24 73 63 6f 70 65 2e 63 6f 6d 6d 65 6e 74 43 6¢ 73 20 3d 20 27 27
3b 0a 09 09 09 24 73 63 6f 70 65 2e 6d 61 78 69 6d 6f 4d 65 73 65 73 20 3d 20 6¢ 6f 67 69 6e 55 73 65 72 2e 69 6e 66 6f
55 7375 61 72 69 6f 2e 4e 75 6d 65 72 6f 4d 61 78 69 6d 6f 4d 65 73 65 73 3b 0a 09 09 09 Oa 09 09 09 24 73 63 6f 70 65
2e 63 6f 6d 6d 65 6e 74 73 4d 6f 64 61 6¢ 43 6f 6e 74 72 6f 6¢ 20 3d 20 7b 7d 3b 0a 09 09 09 Oa 09 09 09 Oa 09 09 09 24
73 63 6f 70 65 2e 61 63 74 75 61 6¢ 69 7a 61 72 43 65 6e 74 72 6f 20 3d 20 66 75 6e 63 74 69 6f 6e 20 28 76 61 6¢C 6f 72
2920 7b 0a 09 09 09 09 Oa 09 09 09 09 24 73 63 6f 70 65 2e 63 65 6e 74 72 6f 20 3d 20 76 61 6¢ 6f 72 3b 0a 09 09 09 09
2f 2f 20 65 73 74 61 62 6¢ 65 63 65 72 20 6f 62 6a 65 74 6f 20 64 65 20 63 65 6e 74 72 6f 20 73 65 6¢ 65 63 63 69 6f 62
61 64 6f 0a 09 09 09 09 69 66 20 28 74 79 70 65 6f 66 20 28 24 73 63 6f 70 65 2e 6d 6f 64 61 6¢ 46 69 6C 74 72 6f 50 72
6f 76 65 65 64 6f 72 65 73 2e 73 65 74 43 65 6e 74 65 72 4f 62 6a 29 20 3d 3d 3d 20 22 66 75 6e 63 74 69 6f 6e 22 29 20
7b 0a 09 09 09 09 09 69 66 20 28 24 72 6f 6f 74 53 63 6f 70 65 2e 72 6f 6¢ 20 3¢ 20 32 29 20 7b 0a 09 09 09 09 09 09 24
73 63 6f 70 65 2e 6d 6f

Data Ascii: (function () {'use strict’;angular.module(‘appEprocurementApp').controller(‘ordenesCompradorCtrl’, [$scope’
,'$rootScope’,'$timeout’,'$http', loginUser','comParams','lenguaje’,function ($scope, $rootScope, $timeout, $http, loginUser,
comParams) {//$rootScope.clearSelection(2);loginUser.prelogin = false;$scope.loadingWindow = false;$scope.vencidas =
Number();$scope.proximas = Number();$scope.modalFiltroControl = {};$scope.modalFiltroProveedores = {};$scope.centro
= {};$scope.proveedores = [;$scope.showModalEncabezado = false;$scope.commentCls = “;$scope.maximoMeses = log
inUser.infoUsuario.NumeroMaximoMeses;$scope.commentsModalControl = {};$scope.actualizarCentro = function (valor)
{$scope.centro = valor;// establecer objeto de centro seleccionadoif (typeof ($scope.modalFiltroProveedores.setCenterObj)
=== "function") {if ($rootScope.rol < 2) {$scope.mo

GET /eprocurement2/scripts/controllers/cetificadosCtrl.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3711
18:10:13.320899010 CEST

Aug 20, 2021 3723
18:10:13.325330973 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Wed, 23 Sep 2020 21:52:28 GMT

Accept-Ranges: bytes

ETag: "0b65dd4f391d61:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:12 GMT

Content-Length: 11467

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0d 0a 0d Oa 20 20 20 20 27 75 73 65 20 73 74 72 69 63 74 27 3b 0d

0a 0d Oa 20 20 20 20 61 6e 67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6e 74 41 70

70 27 29 2e 63 6f 6e 74 72 6f 6¢ 6¢ 65 72 28 27 63 65 72 74 69 66 69 63 61 64 6f 73 43 74 72 6¢ 27 2¢ 20 5b 0d Oa 09 09

2724 73 63 6f 70 65 27 2c 0d 0a 09 09 27 24 72 6f 6f 74 53 63 6f 70 65 27 2c 0d 0a 09 09 27 24 74 69 6d 65 6f 75 74 27

2c 0d Oa 09 09 27 24 68 74 74 70 27 2c 0d 0a 09 09 27 24 77 69 6e 64 6f 77 27 2c 0d Oa 09 09 27 6¢ 6f 67 69 6e 55 73 65

7227 2c 0d 0a 09 09 27 63 6f 6d 50 61 72 61 6d 73 27 2c 0d Oa 20 20 20 20 20 20 20 20 27 6¢c 65 6e 67 75 61 6a 65 27

2c 0d Oa 20 20 20 20 20 20 20 20 66 75 6e 63 74 69 6f 6e 28 24 73 63 6f 70 65 2¢ 20 24 72 6f 6f 74 53 63 6f 70 65 2c 20

2474 69 6d 65 6f 75 74 2c 20 24 68 74 74 70 2c 20 24 77 69 6e 64 6f 77 2c 20 6¢ 6f 67 69 6e 55 73 65 72 2¢ 20 63 6f 6d

506172 61 6d 73 29 20 7b 0d Oa Od Oa 09 09 20 20 20 20 2f 2f 24 72 6f 6f 74 53 63 6f 70 65 2e 63 6¢ 65 61 72 53 65 6¢

65 63 74 69 6f 6e 28 32 29 3b 0d 0Oa 0d Oa 09 09 20 20 20 20 6¢ 6f 67 69 6e 55 73 65 72 2e 70 72 65 6¢ 6f 67 69 6e 20 3d

2066 61 6¢ 73 65 3b 0d Oa 09 09 20 20 20 20 24 73 63 6f 70 65 2e 6¢ 6f 61 64 69 6e 67 57 69 6e 64 6f 77 20 3d 20 66 61

6¢ 73 65 3b 0d 0a 09 09 20 20 20 20 24 73 63 6f 70 65 2e 73 6f 63 69 65 64 61 64 20 3d 20 27 27 3b 0d 0a 09 09 20 20

20 20 24 73 63 6f 70 65 2e 6d 6f 64 61 6¢ 46 69 6¢ 74 72 6f 50 72 6f 76 65 65 64 6f 72 65 73 20 3d 20 7b 7d 3b 0d Oa 09

09 20 20 20 20 24 73 63 6f 70 65 2e 6d 6f 64 61 6¢ 46 69 6¢ 74 72 6f 53 6f 63 69 65 64 61 64 65 73 20 3d 20 7b 7d 3b Od

0Oa 09 09 20 20 20 20 24 73 63 6f 70 65 2e 70 72 6f 76 65 65 64 6f 72 65 73 20 3d 20 5b 5d 3b 0d 0Oa 09 09 20 20 20 20 24

73 63 6f 70 65 2e 61 6e 6f 73 44 69 73 70 6f 6e 69 62 6¢ 65 73 20 3d 20 5b 5d 3b 0d 0a 09 09 20 20 20 20 24 73 63 6f 70

65 2e 61 6e 6f 53 65 6¢ 65 63 74 65 64 20 3d 20 27 27 3b 0d 0a 09 09 20 20 20 20 24 73 63 6f 70 65 2e 74 69 70 6f 63 65

72 74 69 66 69 63 61 64 6f 53 65 6¢ 65 63 74 65 64 20 3d 20 27 27 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 2024 73 6

3 6f 70 65 2e 70 65 72 69 6f 64 6f 53 65 6¢ 65 63 74 65 64 20 3d 20 27 27 3b 0d 0a 09 09 09 24 73 63 6f 70 65 2e 65 6d 6

169 6¢ 20 3d 20 6¢ 6f 67 69 6e 55 73 65 72 2e 69 6e 66 6f 55 73 75 61 72 69 6f 2e 65 4d 61 69 6¢ 3b 0d 0a 09 09 20 20 2

020 24 73 63 6f 70 65 2e 70 65 72 69 6f 64 6f 73 20 3d 20 5b 5d 3b 0d 0a 09 09 20 20 20 20 24 73 63 6f 70 65 2e 63 65 7

274696669 63 61 64 6f 73 20 3d 20 5b 5d 3b 0d 0a 09 09 20 20 20 20 24 73 63 6f 70 65 2e 54 69 70 6f 73 43 65 72 74

69 66 69 63 61 64 6f 73 20 3d 20 5b 5d 3b 0d 0a 0d 0a 09 09 20 20 20 20 24 73 63 6f 70 65 2e 61 63 74 75 61 6¢ 69 7a

61 72 53 6f 63 69 65 64 61 64 20 3d 20 66 75 6e 63 74 69 6f 6e 20 28 76 61 6¢ 6f 72 29 20 7b 0d Oa 0d Oa 09 09 20 20 20

2020 20 20 20 24 73 63 6f 70 65 2e 73 6f 63 69 65 64 61 64 20 3d 20 76 61 6¢ 6f 72 3b 0d Oa Od Oa 09 09 20 20 20 20 7d

3b 0d Oa 0d 0a 09 09 20 20 20

Data Ascii: (function () { ‘use strict’; angular.module(‘appEprocurementApp').controller(‘certificadosCtrl', ['$scope’,'$roo

tScope','$timeout’,'$http’,'$window’, loginUser','comParams’, ‘lenguaje’, function($scope, $rootScope, $timeout,

$http, $window, loginUser, comParams) { //$rootScope.clearSelection(2); loginUser.prelogin = false; $scope.loading

Window = false; $scope.sociedad ="; $scope.modalFiltroProveedores = {}; $scope.modalFiltroSociedades = {};

$scope.proveedores = []; $scope.anosDisponibles = []; $scope.anoSelected ="; $scope.tipocertificadoSelected = *;

$scope.periodoSelected = ";$scope.email = loginUser.infoUsuario.eMail;  $scope.periodos = []; $scope.certif

icados = []; $scope.TiposCertificados = []; $scope.actualizarSociedad = function (valor) { $scope.sociedad = valor;
k

GET /eprocurement2/scripts/directives/centroFilterDir.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121

Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3801
18:10:13.642362118 CEST

Aug 20, 2021 3805
18:10:13.644666910 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:12 GMT

Content-Length: 3627

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 0a 09 27 75 73 65 20 73 74 72 69 63 74 27 3b 0a 09 Oa 09 61 6e
67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6€ 74 41 70 70 27 29 2e 64 69 72 65 63
74 69 76 65 28 27 66 69 6¢ 74 65 72 43 65 6e 74 72 6f 43 6f 6e 74 72 6f 6¢ 27 2¢c 20 5b 0a 09 09 27 24 68 74 74 70 27 2c
0a 09 09 27 6¢ 65 6e 67 75 61 6a 65 27 2c 0a 09 09 27 63 6f 6d 50 61 72 61 6d 73 27 2c 0a 09 09 27 6¢ 6f 67 69 6e 55 73
65 72 27 2c 0a 09 09 66 75 6e 63 74 69 6f 6e 20 28 24 68 74 74 70 2c 20 6¢ 65 6e 67 75 61 6a 65 2c 20 63 6f 6d 50 61 72
61 6d 73 2c 20 6¢ 6f 67 69 6e 55 73 65 72 29 20 7b 0a 09 09 09 72 65 74 75 72 6e 20 7b Oa 09 09 09 09 73 63 6f 70 65 3a
20 7b 0a 09 09 09 09 09 67 65 74 64 61 74 61 3a 20 27 26 27 2c 0a 09 09 09 09 09 63 6f 6e 74 72 6f 6¢ 3a 20 27 3d 27 Oa
0909 09 09 7d 2c 0a 09 09 09 09 72 65 73 74 72 69 63 74 3a 20 27 41 27 2c 0a 09 09 09 09 72 65 70 6¢ 61 63 65 3a 20
747275 65 2c 0a 09 09 09 09 74 65 6d 70 6¢ 61 74 65 55 72 6¢ 3a 20 27 76 69 65 77 73 2f 64 69 72 65 63 74 69 76 65
73 2f 66 69 6¢ 74 72 6f 43 65 6e 74 72 6f 73 2e 68 74 6d 6¢ 27 2¢ 0Oa 09 09 09 09 6¢ 69 6e 6b 3a 20 66 75 6e 63 74 69 6f
6e 20 28 73 63 6f 70 65 2c 20 65 6¢ 65 6d 65 6e 74 2¢ 20 61 74 74 72 29 20 7b 0a 09 09 09 09 09 Oa 09 09 09 09 09 Oa O
9 09 09 09 09 2f 2f 20 76 69 6e 63 75 6¢ 61 64 6f 20 64 65 6C 20 6C 65 6e 67 75 61 6a 65 20 65 6e 20 65 6¢ 20 73 63 6f 7
065 20 6¢ 6f 63 61 6¢ 0a 09 09 09 09 09 6¢ 65 6e 67 75 61 6a 65 2e 63 61 6¢ 62 61 63 6b 28 6C 65 6€ 67 75 61 6a 65 2€
6C 61 6e 67 43 68 6f 69 63 65 2c 20 66 75 6e 63 74 69 6f 6e 20 28 72 65 73 75 6¢ 74 61 64 6f 29 20 7b 0a 09 09 09 09 09
09 73 63 6f 70 65 2e 64 61 74 61 4c 61 6e 67 20 3d 20 72 65 73 75 6¢ 74 61 64 6f 3b 0a 09 09 09 09 09 7d 29 3b Oa 09 09
09 09 09 Oa 09 09 09 09 09 2f 2f 20 70 72 6f 70 69 65 64 61 64 65 73 20 67 65 6e 65 72 61 6¢ 65 73 0a 09 09 09 09 09 73
63 6f 70 65 2e 6¢ 6f 61 64 69 6e 67 57 69 6e 64 6f 77 20 3d 20 74 72 75 65 3b 0a 09 09 09 09 09 73 63 6f 70 65 2e 73 68
6f 77 4d 6f 64 61 6¢ 20 3d 20 66 61 6¢ 73 65 3b 0a 09 09 09 09 09 73 63 6f 70 65 2e 74 6f 64 6f 73 43 65 6e 74 72 6f53 6
56c 65 63 74 20 3d 20 27 73 65 6¢ 65 63 74 65 64 47 72 65 65 6e 27 3b 0a 09 09 09 09 09 73 63 6f 70 65 2e 63 65 6e 74
72 6f 73 20 3d 20 5b 5d 3b 0a 09 09 09 09 09 Oa 09 09 09 09 09 Oa 09 09 09 09 09 2f 2f 20 4d 65 74 6f 64 6f 73 20 70 72
69 76 61 64 6f 73 0a 09 09 09 09 09 2f 2f 20 6f 62 74 65 6e 65 72 20 64 61 74 6f 73 20 70 61 72 61 20 63 65 6e 74 72 6f 7
3 0a 090909 09 09 73 63 6f 70 65 2e 69 6e 69 74 44 61 74 61 20 3d 20 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b Oa 09 09
09 09 09 09 0a 09 09 09 09 09 09 73 63 6f 70 65 2e 6¢ 6f 61 64 69 6e 67 57 69 6e 64 6f 77 20 3d 20 74 72 75 65 3b 0a 09
09 09 09 09 09 73 63 6f 70 65 2e 63 65 6e 74 72 6f 73 20 3d 20 5b 5d 3b 0a 09 09 09 09 09 09 73 63 6f 70 65 2e 63 6¢ 65
61 6e 28 29 3b 0a 09 09 09 09 09 09 Oa 09 09 09 09 09 09 2f 2f 20 6¢ 6¢ 61 6d 61 64 6f 20 61 6¢ 20 73 65 72 76 69 63 69
6f 20 64 65 20 64 61 74 6f 73 Oa

Data Ascii: (function () {'use strict’;angular.module(‘appEprocurementApp').directive(filterCentroControl', ['$http’,lenguaje’,’
comParams','loginUser',function ($http, lenguaje, comParams, loginUser) {return {scope: {getdata: '&',control: '="},restrict:
‘A" replace: true,templateUrl: 'views/directives/filtroCentros.html',link: function (scope, element, attr) {// vinculado del
lenguaje en el scope locallenguaje.calback(lenguaje.langChoice, function (resultado) {scope.dataLang = resultado;});//
propiedades generalesscope.loadingWindow = true;scope.showModal = false;scope.todosCentroSelect = 'selectedGre
en';scope.centros = [];// Metodos privados// obtener datos para centrosscope.initData = function () {scope.loadingWindow
= true;scope.centros = [];scope.clean();// llamado al servicio de datos

GET /eprocurement2/scripts/directives/sociedadesFilterDir.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3850
18:10:13.969902992 CEST

Aug 20, 2021 3854
18:10:13.975398064 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:13 GMT

Content-Length: 3936

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 0a 09 27 75 73 65 20 73 74 72 69 63 74 27 3b 0a 09 Oa 09 61 6e
67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6€ 74 41 70 70 27 29 2e 64 69 72 65 63
7469 76 65 28 27 66 69 6¢ 74 65 72 53 6f 63 69 65 64 61 64 65 73 43 6f 6e 74 72 6f 6¢ 27 2¢ 20 5b 0a 09 09 27 24 68 74
7470 27 2c 0a 09 09 27 6¢ 65 6e 67 75 61 6a 65 27 2c 0a 09 09 27 63 6f 6d 50 61 72 61 6d 73 27 2c Oa 09 09 27 6¢ 6f 67
69 6e 55 73 65 72 27 2c 0a 09 09 66 75 6e 63 74 69 6f 6e 20 28 24 68 74 74 70 2c 20 6¢ 65 6e 67 75 61 6a 65 2c 20 63 6f
6d 50 61 72 61 6d 73 2c 20 6¢ 6f 67 69 6e 55 73 65 72 29 20 7b 0a 09 09 09 72 65 74 75 72 6e 20 7b O0a 09 09 09 09 73
63 6f 70 65 3a 20 7b 0a 09 09 09 09 09 67 65 74 64 61 74 61 3a 20 27 26 27 2c Oa 09 09 09 09 09 63 6f 6e 74 72 6f 6¢ 3a
2027 3d 27 0a 09 09 09 09 7d 2c Oa 09 09 09 09 72 65 73 74 72 69 63 74 3a 20 27 41 27 2c 0a 09 09 09 09 72 65 70 6¢
61 63 65 3a 20 74 72 75 65 2c 0a 09 09 09 09 74 65 6d 70 6¢ 61 74 65 55 72 6¢ 3a 20 27 76 69 65 77 73 2f 64 69 72 65 6
37469 76 65 73 2f 66 69 6¢ 74 72 6f 53 6f 63 69 65 64 61 64 65 73 2e 68 74 6d 6¢C 27 2¢ Oa 09 09 09 09 6¢ 69 6e 6b 3a 2
066 75 6e 63 74 69 6f 6e 20 28 73 63 6f 70 65 2c 20 65 6¢ 65 6d 65 6e 74 2c 20 61 74 74 72 29 20 7b 0a 09 09 09 09 09
0Oa 09 09 09 09 09 Oa 09 09 09 09 09 2f 2f 20 76 69 6e 63 75 6¢ 61 64 6f 20 64 65 6¢ 20 6C 65 62 67 75 61 6a 65 20 65 6e
20 65 6¢ 20 73 63 6f 70 65 20 6¢ 6f 63 61 6¢ 0a 09 09 09 09 09 6¢ 65 6e 67 75 61 6a 65 2e 63 61 6¢ 62 61 63 6b 28 6C 65
6e 67 75 61 6a 65 2e 6¢ 61 6e 67 43 68 6f 69 63 65 2¢ 20 66 75 6e 63 74 69 6f 6e 20 28 72 65 73 75 6¢ 74 61 64 6f 29 20
7b 0a 09 09 09 09 09 09 73 63 6f 70 65 2e 64 61 74 61 4c 61 6e 67 20 3d 20 72 65 73 75 6¢ 74 61 64 6f 3b 0a 09 09 09 09
09 7d 29 3b 0a 09 09 09 09 09 Oa 09 09 09 09 09 2f 2f 20 70 72 6f 70 69 65 64 61 64 65 73 20 67 65 6e 65 72 61 6¢C 65 73
0Oa 09 09 09 09 09 73 63 6f 70 65 2e 6¢ 6f 61 64 69 6e 67 57 69 6e 64 6f 77 20 3d 20 74 72 75 65 3b 0a 09 09 09 09 09 73
63 6f 70 65 2e 73 68 6f 77 4d 6f 64 61 6¢ 20 3d 20 66 61 6¢ 73 65 3b 0a 09 09 09 09 09 73 63 6f 70 65 2e 73 6f 63 69 65 6
461 64 65 73 20 3d 20 5b 5d 3b 0a 09 09 09 09 09 Oa 09 09 09 09 09 73 63 6f 70 65 2e 73 76 63 55 52 49 73 6f 63 69 65
64 61 64 65 73 20 3d 20 63 6f 6d 50 61 72 61 6d 73 2e 73 65 72 76 65 72 55 52 49 20 2b 20 27 53 65 72 76 69 63 69 6f
73 2f50 61 72 61 6d 65 74 72 6f 73 2e 73 76 63 2f 4f 62 74 65 6e 65 72 53 6f 63 69 65 64 61 64 65 73 27 3b 0a 09 09 09
09 09 73 63 6f 70 65 2e 72 65 71 75 65 73 74 20 3d 20 7b 20 53 65 73 69 6f 6e 49 64 3a 20 6¢ 6f 67 69 6e 55 73 65 72 2e
73 65 73 73 69 6f 6e 49 64 7d 3b 0a 09 09 09 09 09 73 63 6f 70 65 2e 64 61 74 61 74 6f 73 65 6e 64 20 3d 20 7b 20 72 65
71756573 743a20 73 63 6f 70 65 2e 72 65 71 75 65 73 74 20 7d 3b 0a 09 09 09 09 09 Oa 09 09 09 09 09 24 68 74 74
70 2e 70 6f 73 74 28 73 63 6f 70 65 2e 73 76 63 55 52 49 73 6f 63 69 65 64 61 64 65 73 2¢c 20 73 63 6f 70 65 2e 64 61 74
61 74 6f 73 65 6e 64 29 2e 73 75 63 63

Data Ascii: (function () {'use strict’;angular.module(‘appEprocurementApp').directive(filterSociedadesControl’, ['$http
*lenguaje’,'’comParams','loginUser',function ($http, lenguaje, comParams, loginUser) {return {scope: {getdata: '&',control:
="} restrict: ‘A",replace: true,templateUrl: 'views/directives/filtroSociedades.html' link: function (scope, element, attr) {//
vinculado del lenguaje en el scope locallenguaje.calback(lenguaje.langChoice, function (resultado) {scope.dataLang =
resultado;});// propiedades generalesscope.loadingWindow = true;scope.showModal = false;scope.sociedades = []
;scope.svcURIsociedades = comParams.serverURI + 'Servicios/Parametros.svc/ObtenerSociedades';scope.request = {
Sesionld: loginUser.sessionld};scope.datatosend = { request: scope.request };$http.post(scope.svcURIsociedades, scope.d
atatosend).succ

GET /eprocurement2/scripts/directives/sociedadesTodasFilterDir.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3897
18:10:14.300082922 CEST

Aug 20, 2021 4002
18:10:17.971028090 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:13 GMT

Content-Length: 3213

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 0a 09 27 75 73 65 20 73 74 72 69 63 74 27 3b 0a 09 Oa 09 61 6e
67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6€ 74 41 70 70 27 29 2e 64 69 72 65 63
7469 76 65 28 27 66 69 6¢ 74 65 72 53 6f 63 69 65 64 61 64 65 73 54 6f 64 61 73 43 6f 6e 74 72 6f 6¢ 27 2¢ 20 5b Oa 09
09 27 24 68 74 74 70 27 2c 0a 09 09 27 6¢ 65 6e 67 75 61 6a 65 27 2¢c Oa 09 09 27 63 6f 6d 50 61 72 61 6d 73 27 2c Oa
09 09 27 6¢ 6f 67 69 6e 55 73 65 72 27 2c 0a 09 09 66 75 6e 63 74 69 6f 6e 20 28 24 68 74 74 70 2c 20 6¢ 65 6e 67 75 61
6a 65 2c 20 63 6f 6d 50 61 72 61 6d 73 2c 20 6¢ 6f 67 69 6€ 55 73 65 72 29 20 7b 0a 09 09 09 72 65 74 75 72 6e 20 7b Oa
09 09 09 09 73 63 6f 70 65 3a 20 7b 0a 09 09 09 09 09 67 65 74 64 61 74 61 3a 20 27 26 27 2c Oa 09 09 09 09 09 63 6f
6e 74 72 6f 6¢ 3a 20 27 3d 27 0a 09 09 09 09 7d 2c 0a 09 09 09 09 72 65 73 74 72 69 63 74 3a 20 27 41 27 2c 0a 09 09 0O
909 72 65 70 6¢ 61 63 65 3a 20 74 72 75 65 2c 0a 09 09 09 09 74 65 6d 70 6¢ 61 74 65 55 72 6¢ 3a 20 27 76 69 65 77 73
2f 64 69 72 65 63 74 69 76 65 73 2f 66 69 6¢ 74 72 6f 53 6f 63 69 65 64 61 64 65 73 2e 68 74 6d 6C 27 2C Oa 09 09 09 09
6C 69 6e 6b 3a 20 66 75 6e 63 74 69 6f 6e 20 28 73 63 6f 70 65 2¢ 20 65 6¢ 65 6d 65 6€ 74 2¢c 20 61 74 74 72 29 20 7b Oa
09 09 09 09 09 Oa 09 09 09 09 09 Oa 09 09 09 09 09 2f 2f 20 76 69 6e 63 75 6¢ 61 64 6f 20 64 65 6C 20 6C 65 6€ 67 75 61
6a 65 20 65 6e 20 65 6¢ 20 73 63 6f 70 65 20 6¢ 6f 63 61 6¢ 0a 09 09 09 09 09 6¢ 65 6e 67 75 61 6a 65 2e 63 61 6¢ 62 61
63 6b 28 6¢ 65 6e 67 75 61 6a 65 2e 6¢ 61 6e 67 43 68 6f 69 63 65 2c 20 66 75 6e 63 74 69 6f 6e 20 28 72 65 73 75 6¢ 74
61 64 6f 29 20 7b 0a 09 09 09 09 09 09 73 63 6f 70 65 2e 64 61 74 61 4c 61 6e 67 20 3d 20 72 65 73 75 6¢ 74 61 64 6f 3b
0a 09 09 09 09 09 7d 29 3b Oa 09 09 09 09 09 Oa 09 09 09 09 09 2f 2f 20 70 72 6f 70 69 65 64 61 64 65 73 20 67 65 6e 65
72 61 6¢ 65 73 0a 09 09 09 09 09 73 63 6f 70 65 2e 73 68 6f 77 4d 6f 64 61 6¢ 20 3d 20 66 61 6¢ 73 65 3b 0a 09 09 09 09
09 73 63 6f 70 65 2e 73 6f 63 69 65 64 61 64 65 73 20 3d 20 5b 5d 3b 0a 09 09 09 09 09 Oa 09 09 09 09 09 73 63 6f 70 65
2e 73 76 63 55 52 49 73 6f 63 69 65 64 61 64 65 73 20 3d 20 63 6f 6d 50 61 72 61 6d 73 2e 73 65 72 76 65 72 55 52 49
202b 2027 5365 72 76 69 63 69 6f 73 2f 50 61 72 61 6d 65 74 72 6f 73 2e 73 76 63 2f 4f 62 74 65 6e 65 72 53 6f 63 69
65 64 61 64 65 73 27 3b 0a 09 09 09 09 09 73 63 6f 70 65 2e 72 65 71 75 65 73 74 20 3d 20 7b 20 53 65 73 69 6f 6e 49
64 3a 20 6¢ 6f 67 69 6e 55 73 65 72 2e 73 65 73 73 69 6f 6e 49 64 7d 3b 0a 09 09 09 09 09 73 63 6f 70 65 2e 64 61 74 61
74 6f 73 65 6e 64 20 3d 20 7b 20 72 65 71 75 65 73 74 3a 20 73 63 6f 70 65 2e 72 65 71 75 65 73 74 20 7d 3b Oa 09 09
09 09 09 0a 09 09 09 09 09 24 68 74 74 70 2e 70 6f 73 74 28 73 63 6f 70 65 2e 73 76 63 55 52 49 73 6f 63 69 65 64 61 64
65 73 2c 20 73 63 6f 70 65 2e 64 61 74 61 74 6f 73 65 6e 64 29 2e 73 75 63 63 65 73 73 28 66 75 6e 63 74 69 6f 6e 20 28
64 61 74 61 29 20 7b 0a 09 09 09 09 09 09

Data Ascii: (function () {'use strict’;angular.module(‘appEprocurementApp').directive(filterSociedadesTodasControl', [
$http','lenguaje’,'comParams','loginUser' function ($http, lenguaje, comParams, loginUser) {return {scope: {getdata: '&"
,control: ="}, restrict: 'A’,replace: true,templateUrl: 'views/directives/filtroSociedades.html'link: function (scope, element, attr)
{/l vinculado del lenguaje en el scope locallenguaje.calback(lenguaje.langChoice, function (resultado) {scope.dataLang =
resultado;});// propiedades generalesscope.showModal = false;scope.sociedades = [];scope.svcURIsociedades = comPar
ams.serverURI + 'Servicios/Parametros.svc/ObtenerSociedades';scope.request = { Sesionld: loginUser.sessionld};
scope.datatosend = { request: scope.request };$http.post(scope.svcURIsociedades, scope.datatosend).success(function
(data) {

GET /eprocurement2/views/login.html HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

Accept: application/json, text/plain, */*

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 4022
18:10:18.275321960 CEST

Aug 20, 2021 4027
18:10:18.322989941 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: text/html

Last-Modified: Wed, 23 Sep 2020 20:06:42 GMT

Accept-Ranges: bytes

ETag: "0f5dade591d61:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:18 GMT

Content-Length: 5064

Data Raw: 3c 64 69 76 20 69 64 3d 22 70 72 65 68 6f 6d 65 43 6f 6e 74 61 69 6e 65 72 22 3e 0d Oa 0d Oa 20 20 20 20 3c
64 69 76 20 63 6¢ 61 73 73 3d 22 72 6f 77 54 61 62 6¢ 65 43 6f 6 74 61 69 6e 65 72 22 20 73 74 79 6¢ 65 3d 22 68 65 69
67 68 74 3a 30 3b 22 20 6e 67 2d 69 6e 63 6¢ 75 64 65 3d 22 27 76 69 65 77 73 2f 70 72 65 4d 65 6e 75 74 6f 70 2e 68
74 6d 6¢ 27 22 3e 3c 2f 64 69 76 3e 0d Oa 0d Oa 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 72 6f 77 54 61 62 6C 65
43 6f 6e 74 61 69 6e 65 72 22 3e 0d Oa 0d Oa 20 20 20 20 20 20 20 20 3c 64 69 76 20 69 64 3d 22 70 72 65 48 6f 6d 65 4f
70 74 69 6f 6e 73 2d 69 6e 6e 65 72 22 3e 0d Oa 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73
73 3d 22 6f 76 65 72 6¢ 61 79 57 74 22 20 6e 67 2d 69 66 3d 22 6¢ 6f 61 64 69 6e 67 4c 65 6e 67 75 61 6a 65 22 3e 0d Oa
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 66 69 67 75 72 65 3e 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 2020 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 64 6f 74 77 72 61 70 20 64 6f 74 77 72 61 70 31 22 3e 3c 64
69 76 20 63 6¢ 61 73 73 3d 22 64 6f 74 20 64 6f 74 31 22 3e 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 0d Oa 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 64 6f 74 77 72 61 70 20 64 6f 74 77 72 61
703222 3e3c 6469 76 20 63 6¢c 61 73 73 3d 22 64 6f 74 20 64 6f 74 32 22 3e 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 0d Oa
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 64 6f 74 77 72 61 70
2064 6f 74 77 72 61 70 33 22 3e 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 64 6f 74 20 64 6f 74 33 22 3e 3c 2f 64 69 76 3e 3c
2f 64 69 76 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73 3d 22
64 6f 74 77 72 61 70 20 64 6f 74 77 72 61 70 34 22 3e 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 64 6f 74 20 64 6f 74 34 22 3e
3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63
6c 61 73 73 3d 22 64 6f 74 77 72 61 70 20 64 6f 74 77 72 61 70 35 22 3e 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 64 6f 74 20
64 6f 74 35 22 3e 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 66 69
67 75 72 65 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0d 0a 0d Oa 20 20 20 20 20 20 20 20 20 20
2020 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 63 6f 6¢ 2d 6¢ 67 2d 37 20 63 6f 6¢ 2d 6d 64 2d 6f 66 66 73 65 74 2d 32 20 65
7057 69 6e 64 6f 77 22 3e 0d 0a 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6¢ 61 73 73
3d 22 72 6f 77 22 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 69 64 3d 22 70
72 65 48 6f 6d 65 4c 6f 67 6f 22 20 63 6¢ 61 73 73 3d 22 63 6f 6¢ 2d 6d 64 2d 33 20 62 67 42 6¢C 75 65 52 6f 75 6€ 64 20
6¢ 6f 67 69 6e 43 6f 6¢ 22 3e 0d Oa 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 68 31
2063 6¢ 61 73 73 3d 22 77 61 6¢ 6b 77 61 79 22 3e 4c 6f 67 69 6e 3c 2f 68 31 3e 0d Oa 20 20

Data Ascii: <div id="prehomeContainer"> <div class="rowTableContainer" style="height:0;" ng-include="views
IpreMenutop.html"></div> <div class="rowTableContainer"> <div id="preHomeOptions-inner"> <div clas
s="overlayWt" ng-if="loadingLenguaje"> <figure> <div class="dotwrap dotwrap1"><div class="dot
dot1"></div></div> <div class="dotwrap dotwrap2"><div class="dot dot2"></div></div> <div
class="dotwrap dotwrap3"><div class="dot dot3"></div></div> <div class="dotwrap dotwrap4"><div c
lass="dot dot4"></div></div> <div class="dotwrap dotwrap5"><div class="dot dot5"></div></div> </
figure> </div> <div class="col-lg-7 col-md-offset-2 epWindow"> <div class="row">

<div id="preHomeLogo" class="col-md-3 bgBlueRound loginCol"> <h1 class="walkway">Login</h1>

GET /eprocurement2/views/preMenutop.html HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

Accept: application/json, text/plain, */*

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

Cookie: ASP.NET_Sessionld=jrizvcir2xlplypg24bsl4cl
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kBytes
Timestamp transferred

Aug 20, 2021 4077
18:10:18.624257088 CEST

Aug 20, 2021 4117
18:10:18.660603046 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: text/html

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:18 GMT

Content-Length: 1902

Data Raw: 3c 6e 61 76 20 63 6¢ 61 73 73 3d 22 6e 61 76 62 61 72 20 6e 61 76 62 61 72 2d 64 65 66 61 75 6¢ 74 22 20 72
6f 6¢ 65 3d 22 6e 61 76 69 67 61 74 69 6f 6e 22 20 6e 67 2d 63 6f 6e 74 72 6f 6¢ 6¢ 65 72 3d 22 4d 65 6e 75 54 6f 70 43
7472 6¢ 22 3e 0a 09 3c 64 69 76 20 63 6¢ 61 73 73 3d 22 63 6f 6e 74 61 69 6e 65 72 2d 66 6¢ 75 69 64 22 3e Oa Oa 09
09 3c 21 2d 2d 20 42 72 61 6e 64 20 61 6e 64 20 74 6f 67 67 6¢ 65 20 67 65 74 20 67 72 6f 75 70 65 64 20 66 6f 72 20 62
65 74 74 65 72 20 6d 6f 62 69 6¢ 65 20 64 69 73 70 6¢ 61 79 20 2d 2d 3e 0a 09 09 3c 64 69 76 20 63 6¢ 61 73 73 3d 22
6e 61 76 62 61 72 2d 68 65 61 64 65 72 22 3e 0a 09 09 09 3c 62 75 74 74 6f 6e 20 74 79 70 65 3d 22 62 75 74 74 6f 6e 2
22063 6¢ 6173 733d226e 6176626172 2d 74 6f 67 67 6¢ 6522 20 64 61 74 61 2d 74 6f 67 67 6C 65 3d 22 63 6f 6C 6
c617073652220646174612d 7461726765 743d222362732d6578616d 70 6c652d6e 61766261 722d
63 6f 6¢ 6¢ 61 70 73 65 2d 31 22 3e 0a 09 09 09 09 3c 73 70 61 6e 20 63 6¢ 61 73 73 3d 22 73 72 2d 6f 6e 6¢ 79 22 3e 54
6f 67 67 6¢ 65 20 6e 61 76 69 67 61 74 69 6f 6e 3c 2f 73 70 61 6e 3e 0a 09 09 09 09 3c 73 70 61 6e 20 63 6¢ 61 73 73 3d
22 69 63 6f 6e 2d 62 61 72 22 3e 3c 2f 73 70 61 6e 3e 0a 09 09 09 09 3c 73 70 61 6e 20 63 6¢ 61 73 73 3d 22 69 63 6f 6e
2d 62 61 72 22 3e 3c 2f 73 70 61 6e 3e 0a 09 09 09 09 3c 73 70 61 6e 20 63 6¢ 61 73 73 3d 22 69 63 6f 6e 2d 62 61 72 22
3e 3c 2f 73 70 61 6e 3e Oa Oa 09 09 09 3c 2f 62 75 74 74 6f 6e 3e 0a 0a 09 09 09 3c 61 20 63 6¢ 61 73 73 3d 22 6e 61 76
62 61 72 2d 62 72 61 6e 64 20 77 61 6¢ 6b 77 61 79 22 20 68 72 65 66 3d 22 7b 7b 75 72 6¢ 73 2e 48 4f 4d 45 7d 7d 22
3e 3c 69 6d 6720 73 72 63 3d 22 2e 2e 2f 69 6d 61 67 65 73 2f 63 6f 72 6f 6e 61 2d 6¢ 6f 67 6f 2e 70 6e 67 22 20 63 6¢
61 73 73 3d 22 6¢ 6f 67 6f 42 61 72 22 20 2f 3e 65 50 72 6f 63 75 72 65 6d 65 6e 74 3c 2f 61 3e 0a 09 09 3c 2f 64 69 76
3e 0a 0a 09 09 3c 21 2d 2d 20 43 6f 6¢ 6¢ 65 63 74 20 74 68 65 20 6e 61 76 20 6¢ 69 6e 6b 73 2¢ 20 66 6f 72 6d 73 2¢ 20
61 6e 64 20 6f 74 68 65 72 20 63 6f 6e 74 65 6e 74 20 66 6f 72 20 74 6f 67 67 6¢ 69 6e 67 20 2d 2d 3e 0a 09 09 3c 64 69
76 20 63 6¢ 61 73 73 3d 22 63 6f 6¢ 6¢ 61 70 73 65 20 6e 61 76 62 61 72 2d 63 6f 6¢ 6C 61 70 73 65 22 20 69 64 3d 22 62
732d 65 78 61 6d 70 6¢ 65 2d 6e 61 76 62 61 72 2d 63 6f 6¢ 6¢ 61 70 73 65 2d 31 22 3e 0a 09 09 09 Oa 09 09 09 3c 64
69 76 20 63 6¢ 61 73 73 3d 22 6e 61 76 62 61 72 2d 72 69 67 68 74 22 3e 0a 09 09 09 09 Oa 09 09 09 09 3c 75 6¢ 20 63
6c 61 73 73 3d 22 6e 61 76 20 6e 61 76 62 61 72 2d 6e 61 76 22 20 6e 67 2d 69 66 3d 22 6¢ 6f 67 67 65 64 22 3e Oa 09
09 09 09 09 3c 6¢ 69 3e 3c 61 20 68 72 65 66 3d 22 7b 7b 75 72 6¢ 73 2e 54 45 52 4d 49 4e 4f 53 7d 7d 22 20 74 61 72
67 65 74 3d 22 5f 62 6¢ 61 6e 6b 22 3e 7b 7b 64 61 74 61 4c 61 6e 67 2e 63 74 72 6¢ 42 61 6e 6e 65 72 5f 54 65 72 6d 69
6e 6f 73 59 43 6f 6e 64 69 63 69 6f 6e 65 73 7d 7d 3c 2f 61 3e 3c 2f 6¢ 69 3e 0a 09 09 09 09 09 3c 6¢ 69 3e 3c 61 20 68
72 65663d227b 7b 75 72 6¢ 73 2e 41 59 55 44 41 7d 7d 22 20 74 61 72 67 65 74 3d 22 5f

Data Ascii: <nav class="navbar navbar-default" role="navigation" ng-controller="MenuTopCtrl"><div class="container-fluid
">... Brand and toggle get grouped for better mobile display --><div class="navbar-header"><button type="button" class="
navbar-toggle" data-toggle="collapse" data-target="#bs-example-navbar-collapse-1"><span class="sr-only">Toggle
navigation</span><span class="icon-bar"></span><span class="icon-bar"></span><span class="icon-bar"></span></
button><a class="navbar-brand walkway" href="{{urls. HOME}}"><img src="../images/corona-logo.png" class="logoBar"
/>eProcurement</a></div>... Collect the nav links, forms, and other content for toggling --><div class="collapse navbar-
collapse" id="bs-example-navbar-collapse-1"><div class="navbar-right"><ul class="nav navbar-nav" ng-if="logged"><li><a
href="{{urls. TERMINOS}}" target="_blank">{{datalL.ang.ctrlBanner_TerminosY Condiciones}}</a></li><li><a href="{

{urls. AYUDA}}" target="__

GET /images/corona-logo.png HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

Cookie: ASP.NET_Sessionld=jrlzvcir2xlplypg24bsl4cl
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kBytes
Timestamp transferred

Aug 20, 2021 4327
18:10:18.969643116 CEST

Aug 20, 2021 4331
18:10:18.996596098 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: image/png

Last-Modified: Thu, 12 Nov 2020 05:34:56 GMT

Accept-Ranges: bytes

ETag: "695dfb8db5b8d61:0"

Server: Microsoft-11S/10.0

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:18 GMT

Content-Length: 1292

Data Raw: 89 50 4e 47 0d Oa 1a 0a 00 00 00 Od 49 48 44 52 00 00 00 6a 00 00 00 16 08 03 00 00 00 1f 1f f9 1f 00 00 01
80 50 4c 54 45 00 4c 96 00 4c 96 06 52 9a 06 52 9a 06 52 9a 06 52 9a 06 52 9a 13 59 9¢ 13 59 9c¢ 13 59 9c 01 53 a0 16
5c a0 16 5¢ a0 1d 61 a3 27 67 a5 27 67 a5 27 67 a5 27 67 a5 27 67 a5 31 6e a9 37 73 ac 37 73 ac 37 73 ac 3d 77 b0 3d
77 b0 40 78 ae 42 7a bl 42 7a bl 4c 81 b5 4c 81 b5 56 88 b8 56 88 b8 56 88 b8 56 88 b8 60 8e bb 64 92 be 64 92 be 6a 9
6c16a96 cl6a96cl739dc4 7aa2cd 7aa2c87aa2cd7aa2c8 88 abcc 88ab cc 88 abcc8dafdo 8e b0 cf 8e b0 d
099 b7 d4 99 b7 d4 99 b7 d4 a2 bd d8 a2 bd d8 a9 c3 da a9 c3 da b2 c8 de b2 c8 de b8 cd el b8 cd el bd dO e3 c8 d8 e8
c8d8e8dldeebd7e2edd7e2eddee7f0dee7f0e2eaf2e2eaf2ebflf6ebflf6f7f9fbf7f9fbf7f9fb0000 00 1d
91 ff 7f 00 00 11 b1 c4 91 ff 7f 00 00 75 54 1d 91 ff 7f 00 00 12 07 c5 91 ff 7f 00 00 c9 53 2c 91 ff 7f 00 00 14 9 c4 91 ff 7f
00 00 al 3b 44 91 ff 7f 00 00 12 ac c6 91 ff 7f 00 00 29 8d 1b 91 ff 7f 00 00 13 43 4d 89 ff 7f 00 00 e8 b8 36 89 ff 7f 00 00
14 ce bc 91 ff 7f 00 00 80 86 1b 91 ff 7f 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 16 fc c4 91 ff 7f 00 00 11
bd 2b 91 ff 7f 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 c1 ac 61 38 00 00 00 80 74 52 4e 53 ff ff ff ff ff ff ff ff
ff ff F ff ff £f ff ff f ff fF f £f £f f £ ff f £F £f £F £F f £F £f F £F £f F £F £ £F £f F £ £ 6F £F 7 £ £ 7 £F £ 6F £F £ £ £ F £F £ 6 £F 7 £F £ £F £F 5 £ £ fF £F

ff ff ff ff ff OO ff ff f ff ff ff ff ff ff ff ff ff ff ff ff £F ff fF £f f £F £f f £F £f £F £F £f £F £f F £F £f 7 £F £ £F £f 7 £F £ fF £F £ £ £ fF fF £ ff 2f 02 fd 34 00
00 02 bb 49 44 41 54 48 89 dd 95 41 cb b4 20 10 c7 c3 4b 60 d4 a5 85 58 11 0f 45 90 87 a0 67 83 88 25 8a 96 88 18 €8 fb
7f9d 77 74 cc b6 7d f6 bd be 87 d7 4b 36 fe f5 37 €3 8¢ 1a ec ff ac 05 ff 35 0a 00 ae 03 bf Oc 9f b6 6f 82 fd b7 ed b4 58 14
3c 4b 29 64 39 fafl ad 2d 84 90 d5 0 ff ¢7 6d df 27 2d c5 ¢3 4d dc 3a 23 dO 5e 00 e3 ba ef 6b 9b Ob al da ed 0d 34 94 e2
ae ea 19 27 Oc 60 50 5b 1e 07 a6 c5 a5 53 0d 22 74 86 95 Oc 8b cc 72 95 b0 80 17 a4 18 ee d1 55 00 79 aa 54 6a 67 85
62 f6 1e 96 76 61 96 c8 3c bb 6d 88 5a 55 €0 1a 93 76 66 17 7b 83 78 11 2a €3 64 20 67 c6 37 c1 42 28 c5 03 df d2 c5 91
14 f3 36 9e 20 0a 4a 54 b1 7b 55 a6 41 90 18 87 ¢6 04 87 22 55 09 23 94 76 c7 16 61 d7 65 dc a2 e6 d4 08 72 2d 4f 01 28
0217 77 63 2b c9 a6 99 5d 58 d9 60 11 05 a3 31 34 38 08 85 32 31 80 34 8e 4d d8 69 51 c3 06 8f 4a ba a9 6d 10 05 15
778206 05 61 eb 51 71 0f 38 09 97 8b 6¢ 58 Ob 6e 32 d3 68 7a 46 Oe 65 26 16 e4 86 0d 7b c6 dd 09 29 df 25 4a 2a 70 28
36 ba 7a 7a c5 87 07 7b c9 5¢ 58 06 c5 08 6a a4 bd €9 3d 70 f0 66 76 01 1a 46 a8 cc 4f 74 35 81 f6 94 a8 13 76 c5 ea 50
f1 51 59 03 3a 90 d1 cf 88 fe 26 2f 87 0a a7 c3 3f f6 63 3a b9 d9 4a f2 3e b2 a8 0d 33 13 cd 6f a8 1e 15 8a ba 2b 6e 50 fa
fa 40 01 Oa 8e 4a 5¢ 30 c0 64 ba a2 2a 44 d5 a6 23 8f ce fe 4a 29 aa 9b db 9b a3 3d 11 75 a7 ee 8c 51 65 cb 67 54 28 €0
92 7e a6 ¢8 95 d2 37 94 49 5f e5 73 62 50 05 e6 4a bf 1d 72 33 dd cd d2 47 79 5f 50 73 78 0a d0 97 3b fc

Data Ascii: PNGIHDR]PLTELLRRRRRYYYS\a'g'g'g'g'gln7s7s7s=w=w@xBzBzLLVVVV ddjjjszzzzuTS,;D)CM6+a8tRNS
JAIDATHA K" XEg%wit}K6750X<K)d9-m'-M:# k4" P[S"trUy Tjgbva<mZUvf{x*d g7B(6 JT{UA"U#vaer-O(wc+]X 148214M
iQImwaQq8IXn2hzFe&{)%J*p(6zz{\Xj=pfvFOt5vPQY:&/?c:J>30+nP@J\0d*D#J)=uQegT(~71_sbPJr3Gy_Psx;

GET /eprocurement2/fonts/walkway/walkwayultrabold_regular_macroman/Walkway_UltraBold-webfont.ttf HTTP/1.1
Host: eprocurement.corona.com.co

Connection: keep-alive

Origin: http://eprocurement.corona.com.co

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/fonts/walkway/walkwayultrabold_regular_macroman/style
sheet.css

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

Cookie: ASP.NET_Sessionld=jrizvcir2xlplypg24bsl4cl
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kBytes
Timestamp transferred

Aug 20, 2021 4466
18:10:19.296514034 CEST

Session ID Source IP
4 192.168.2.5

kBytes
Timestamp transferred
Aug 20, 2021 2189

18:10:07.964554071 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49716

Direction
ouT

Data

HTTP/1.1 200 OK

Content-Type: application/octet-stream

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:19 GMT

Content-Length: 40104

Data Raw: 00 01 00 00 00 11 01 00 00 04 00 10 46 46 54 4d 51 €8 a6 7e 00 00 01 1c 00 00 00 1c 47 44 45 46 01 12 00 04
00 00 01 38 00 00 00 20 4f 53 2f 32 5a fa 35 6b 00 00 01 58 00 00 00 56 63 6d 61 70 d6 91 04 fb 00 00 01 b0 00 00 01 d2
6376 74 20 12 12 03 de 00 00 03 84 00 00 00 3c 66 70 67 6d 8b Ob 7a 41 00 00 03 cO 00 00 09 91 67 61 73 70 00 00 00
10 00 00 0d 54 00 00 00 08 67 6¢ 79 66 67 45 51 41 00 00 Od 5¢ 00 00 84 90 68 65 61 64 fe 53 c0 87 00 00 91 ec 00 00
00 36 68 68 65 61 06 €0 03 fd 00 00 92 24 00 00 00 24 68 6d 74 78 bc bd 0f 5b 00 00 92 48 00 00 03 94 6¢ 6f 63 61 b6 06
d8 3c 00 00 95 dc 00 00 01 cc 6d 61 78 70 02 04 01 cb 00 00 97 a8 00 00 00 20 6e 61 6d 65 1e 29 40 ef 00 00 97 c8 00 00
01 90 70 6f 73 74 cf a2 d5 9d 00 00 99 58 00 00 02 b6 70 72 65 70 f3 44 22 ec 00 00 9c 10 00 00 00 90 77 65 62 66 8e 05
51 b0 00 00 9c a0 00 00 00 06 00 00 00 01 00 00 00 00 cc 3d a2 cf 00 00 00 00 b7 d4 c5 38 00 00 00 00 cd d6 3e 76 00 O
1 00 00 00 Oe 00 00 00 18 00 00 00 00 00 02 00 01 00 01 00 e4 00 01 00 04 00 00 00 02 00 00 00 01 01 b5 01 90 00 05
00 04 02 bc 02 8a 00 00 00 8f 02 bc 02 8a 00 00 01 ¢5 00 32 01 03 00 00 00 00 04 00 00 00 00 00 00 00 00 00 00 03 00
00 00 00 00 00 00 00 00 00 00 00 47 45 4d 00 00 20 00 0d €0 00 03 20 ff 38 00 00 03 6a 00 c7 00 00 00 01 00 00 00 00
00 00 00 00 00 03 00 00 00 03 00 00 00 1c 00 01 00 00 00 00 00 cc 00 03 00 01 00 00 00 1c 00 04 00 b0 00 00 00 28 00
20 00 04 00 08 00 00 00 0d 00 7e 00 ff 01 53 01 78 02 c6 02 dc 20 0a 20 14 20 1a 20 1e 20 22 20 26 20 2f 20 3a 20 5f 21
22 e0 00 ff ff 00 00 00 00 00 0d 00 20 00 a0 01 52 01 78 02 c6 02 dc 20 00 20 10 20 18 20 1c 20 22 20 26 20 2f 20 39 20
5f 21 22 e0 00 ff ff 00 01 ff f5 ff e3 ff c2 ff 70 ff 4c fd ff fd ea e0 c7 e0 c2 e0 bf e0 be e0 bb e0 b8 e0 b0 €0 a7 e0 83 df c1 20
e4 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 01 06 00 00 01 00 00 00 00 00 00 00 01 02 00 00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
01 00 00 03 04 05 06 07 08 09 Oa Ob Oc Od Oe Of 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d le 1f 20 21 22 23 24 25 26 27
28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34 35 36 37 38 39 3a 3b 3c 3d 3e 3f 40 41 42 43 44 45 46 47 48 49 4a 4b 4c 4d 4e 4f
50 51 52 53 54 55 56 57 58 59 5a 5b 5¢ 5d 5e 5f 60 61 00 86 87 89 8b 93 98 9e a3 a2 a4 a6 a5 a7 a9 ab aa ac ad af ae b0
b1 b3 b5 b4 b6 b8 b7 bc bb bd be 00 72 64 65 69 dd 78 al 70 6b €3 76 6a 00 88 9a 00 73 00 00 67 77 00 00 00 00 00 6¢
7c¢ 00 a8 ba 81 63 6e 00 00 00 00 6d 7d de 62 82 85 97 c2 c3 d5 d6 da db d7 d8 b9 00 c1 c4 00 00 e0 el 00 00 00 79 d9
dc 00 84 8¢ 83 8d 8a 8f 90 91 8e 95 96 00 94 9¢ 9d 9b 00 c5 ¢6 71 00 00 00 7a 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 42 00 3c 00 42 00 3c 02 a6 00 00 02 a6 01 f4 00 00 ff 4d 03 6a ff 39 02 ad ff f9 02 a6 01 4 ff f5
ff 4d 03 6a ff 39 00 21 02 79 b0 00 2c b0 20 60 66 2d b0 01 2¢ 20 64 20 b0 c0 50 b0 04 26 5a b0 04 45 5b 58 21 23 21 1b
8a 58 20 b0 50 50 58 21 b0 40 59

Data Ascii: FFTMQ~GDEF8 0S/2Z5kXVcmapcvt <fpgmzAgaspTglyfgEQA\headS6hhea$$hmtx[Hloca<maxp name)@post
XprepD"webfQ=8>v2GEM 8j(~Sx "&/:_I"Rx "&/9 _I"pL I"#$%&'()*+,-./0123456789:;<=>? @ABCDEFGHIJ
KLMNOPQRSTUVWXYZ\|* ardeixpkvjsgwl|cnm}byqzB<B<MjIM|9ly, “f-, d P&ZE[X!#!X PPX!@Y

Destination IP Destination Port Process

200.32.81.196 80 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /eprocurement2/bower_components/ng-grid/ng-grid.min.css HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/css,*/*;q=0.1

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 2260
18:10:08.277173042 CEST

Aug 20, 2021 2308
18:10:08.313895941 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: text/css

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:07 GMT

Content-Length: 7741

Data Raw: 2e 6e 67 47 72 69 64 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 66 64 66 64 66 64 7d 2e 6e 67
4772 69 64 20 69 6e 70 75 74 5b 74 79 70 65 3d 22 63 68 65 63 6b 62 6f 78 22 5d 7b 6d 61 72 67 69 6e 3a 30 3b 70 61
64 64 69 6e 67 3a 30 7d 2e 6e 67 47 72 69 64 20 69 6e 70 75 74 7b 76 65 72 74 69 63 61 6¢ 2d 61 6C 69 67 6e 3a 74 6f
70 7d 2e 6e 67 47 72 69 64 2e 75 6e 73 65 6¢ 65 63 74 61 62 6¢ 65 7b 2d 6d 6f 7a 2d 75 73 65 72 2d 73 65 6¢ 65 63 74 3
a 6e 6f 6e 65 3b 2d 6b 68 74 6d 6¢ 2d 75 73 65 72 2d 73 65 6¢ 65 63 74 3a 6e 6f 6e 65 3b 2d 77 65 62 6b 69 74 2d 75 73
65 72 2d 73 65 6¢ 65 63 74 3a 6e 6f 6e 65 3b 2d 6f 2d 75 73 65 72 2d 73 65 6¢ 65 63 74 3a 6e 6f 6e 65 3b 75 73 65 72 2d
73 65 6¢ 65 63 74 3a 6e 6f 6e 65 7d 2e 6e 67 56 69 65 77 70 6f 72 74 7b 6f 76 65 72 66 6¢ 6f 77 3a 61 75 74 6f 3b 6d 69 6
e 2d 68 6569 67 68 74 3a 32 30 70 78 7d 2e 6e 67 56 69 65 77 70 6f 72 74 3a 66 6f 63 75 73 7b 6f 75 74 6¢ 69 6e 65 3a
30 7d 2e 6e 67 43 61 6e 76 61 73 7b 70 6f 73 69 74 69 6f 6e 3a 72 65 6¢ 61 74 69 76 65 7d 2e 6e 67 56 65 72 74 69 63 61
6C 42 61 72 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 72 69 67 68 74 3a 30 3b 77 69 64 74 68 3a 30 7d 2e
6e 67 56 65 72 74 69 63 61 6¢c 42 61 72 56 69 73 69 62 6¢ 65 7b 77 69 64 74 68 3a 31 70 78 3b 62 61 63 6b 67 72 6f 75
6e 64 2d 63 6f 6¢ 6f 72 3a 23 64 34 64 34 64 34 7d 23 74 65 73 74 44 61 74 61 4c 65 6e 67 74 68 7b 70 6f 73 69 74 69 6f
6e 3a 61 62 73 6f 6¢ 75 74 65 3b 74 6f 70 3a 30 3b 72 69 67 68 74 3a 30 3b 7a 2d 69 6e 64 65 78 3a 2d 31 30 30 30 30 30
7d 2e 6e 67 48 65 61 64 65 72 43 6f 6e 74 61 69 6e 65 72 7b 70 6f 73 69 74 69 6f 6e 3a 72 65 6¢ 61 74 69 76 65 3b 6f 76
65 72 66 6¢ 6f 77 3a 68 69 64 64 65 6e 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f 6¢ 64 3b 62 61 63 6b 67 72 6f 75 6€
64 2d 63 6f 6¢ 6f 72 3a 69 6e 68 65 72 69 74 7d 2e 6e 67 48 65 61 64 65 72 43 65 6¢ 6C 7b 70 6f 73 69 74 69 6f 6€ 3a 61
62 73 6f 6¢ 75 74 65 3b 74 6f 70 3a 30 3b 62 6f 74 74 6f 6d 3a 30 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 69
6e 68 65 72 69 74 7d 2e 6e 67 48 65 61 64 65 72 43 65 6¢ 6C 2e 70 69 6e 6e 65 64 7b 7a 2d 69 6e 64 65 78 3a 31 7d 2e
6e 67 48 65 61 64 65 72 53 6f 72 74 43 6f 6¢ 75 6d 6e 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 6f 76 65
72 66 6¢ 6f 77 32 68 69 64 64 65 6e 7d 2e 6e 67 54 6f 70 50 61 6e 65 6¢ 7b 70 6f 73 69 74 69 6f 6e 3a 72 65 6¢ 61 74 69
76 65 3b 7a 2d 69 6e 64 65 78 3a 31 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 65 61 65 61 65 61 3b 62 6f
72 64 65 72 2d 62 6f 74 74 6f 6d 3a 31 70 78 20 73 6f 6¢ 69 64 20 23 64 34 64 34 64 34 7d 2e 6e 67 53 6f 72 74 42 75 74
74 6f 6e 44 6f 77 6e 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 74 6f 70 3a 33 70 78 3b 6¢ 65 66 74 3a 30
3b 72 69 67 68 74 32 30 3b 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 61 75 74 6f 3b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a
61 75 74 6f 3b 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3267 72 61 79 20 74 72 61 6e 73 70 61 72 65 6e 74 3b 62 6f 72 64 65
722d 73 74 79 6¢ 65 3a 73 6f 6¢ 69 64 3b 62 6f 72 64 65 72 2d 77 69 64 74 68 3a

Data Ascii: .ngGrid{background-color:#fdfdfd}.ngGrid input[type="checkbox"}{margin:0;padding:0}.ngGrid input{vertical-al
ign:top}.ngGrid.unselectable{-moz-user-select:none;-khtml-user-select:none;-webkit-user-select:none;-o-user-select:none;
user-select:none}.ngViewport{overflow:auto;min-height:20px}.ngViewport:focus{outline:0}.ngCanvas{position:relative}.ngVe
rticalBar{position:absolute;right:0;width:0}.ngVerticalBarVisible{width:1px;background-color:#d4d4d4}#testDatalLength{pos
ition:absolute;top:0;right:0;z-index:-100000}.ngHeaderContainer{position:relative;overflow:hidden;font-weight:bold;backg
round-color:inherit}.ngHeaderCell{position:absolute;top:0;bottom:0;background-color:inherit}.ngHeaderCell.pinned{z-index
:1}.ngHeaderSortColumn{position:absolute;overflow:hidden}.ngTopPanel{position:relative;z-index:1;background-co
lor:#eaeaea;border-bottom:1px solid #d4d4d4}.ngSortButtonDown{position:absolute;top:3px;left:0;right:0;margin-left:auto;
margin-right:auto;border-color:gray transparent;border-style:solid;border-width:

GET /eprocurement2/bower_components/angular-animate/angular-animate.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 2426
18:10:08.636471033 CEST

Aug 20, 2021 3206
18:10:11.383610010 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:08 GMT

Content-Length: 41611

Data Raw: 2f 2a 2a Oa 20 2a 20 40 6¢ 69 63 65 6e 73 65 20 41 6e 67 75 6¢ 61 72 4a 53 20 76 31 2e 32 2e 30 2d 72 63 2e
33 0a 20 2a 20 28 63 29 20 32 30 31 30 2d 32 30 31 32 20 47 6f 6f 67 6¢ 65 2¢ 20 49 6e 63 2e 20 68 74 74 70 3a 2f 2f 61
6e 67 75 6¢ 61 72 6a 73 2e 6f 72 67 0a 20 2a 20 4c 69 63 65 6e 73 65 3a 20 4d 49 54 Oa 20 2a 2f 0a 28 66 75 6e 63 74 69
6f 6e 28 77 69 6e 64 6f 77 2c 20 61 6e 67 75 6¢ 61 72 2¢ 20 75 6e 64 65 66 69 6e 65 64 29 20 7b 27 75 73 65 20 73 74 72
69 63 74 27 3b 0a Oa 2f 2a 2a Oa 20 2a 20 40 6e 67 64 6f 63 20 6f 76 65 72 76 69 65 77 Oa 20 2a 20 40 6e 61 6d 65 20 6e
67 41 6e 69 6d 61 74 65 Oa 20 2a 20 40 64 65 73 63 72 69 70 74 69 6f 6e Oa 20 2a Oa 20 2a 20 23 20 6e 67 41 6e 69 6d
61 74 65 Oa 20 2a 0a 20 2a 20 60 6e 67 41 6e 69 6d 61 74 65 60 20 69 73 20 61 6e 20 6f 70 74 69 6f 6e 61 6¢ 20 6d 6f 64
75 6¢ 65 20 74 68 61 74 20 70 72 6f 76 69 64 65 73 20 43 53 53 20 61 6e 64 20 4a 61 76 61 53 63 72 69 70 74 20 61 6e
69 6d 61 74 69 6f 6e 20 68 6f 6f 6b 73 2e 0a 20 2a Oa 20 2a 20 7b 40 69 6e 73 74 61 6¢ 6¢ 4d 6f 64 75 6¢ 65 20 61 6€ 69
6d 61 74 65 7d Oa 20 2a Oa 20 2a 20 23 20 55 73 61 67 65 Oa 20 2a Oa 20 2a 20 54 6f 20 73 65 65 20 61 6e 69 6d 61 74 6
9 6f 6e 73 20 69 6e 20 61 63 74 69 6f 6e 2c 20 61 6¢ 6¢ 20 74 68 61 74 20 69 73 20 72 65 71 75 69 72 65 64 20 69 73 20
74 6f 20 64 65 66 69 6e 65 20 74 68 65 20 61 70 70 72 6f 70 72 69 61 74 65 20 43 53 53 20 63 6¢ 61 73 73 65 73 0a 20 2a
20 6f 72 20 74 6f 20 72 65 67 69 73 74 65 72 20 61 20 4a 61 76 61 53 63 72 69 70 74 20 61 6e 69 6d 61 74 69 6f 6e 20 76
69 61 20 74 68 65 20 24 61 6e 69 6d 61 74 69 6f 6 20 73 65 72 76 69 63 65 2e 20 54 68 65 20 64 69 72 65 63 74 69 76
657320746861 74 20 73 75 70 70 6f 72 74 20 61 6e 69 6d 61 74 69 6f 6e 20 61 75 74 6f 6d 61 74 69 63 61 6¢€ 6C 79 20
61 72 65 3a 0a 20 2a 20 60 6e 67 52 65 70 65 61 74 60 2c 20 60 6e 67 49 6e 63 6¢ 75 64 65 60 2c 20 60 6e 67 53 77 69
74 63 68 60 2c 20 60 6e 67 53 68 6f 77 60 2c 20 60 6e 67 48 69 64 65 60 20 61 6e 64 20 60 6e 67 56 69 65 77 60 2e 20
4375 73 74 6f 6d 20 64 69 72 65 63 74 69 76 65 73 20 63 61 6e 20 74 61 6b 65 20 61 64 76 61 6e 74 61 67 65 20 6f 66
20 61 6e 69 6d 61 74 69 6f 6e 0a 20 2a 20 62 79 20 75 73 69 6e 67 20 74 68 65 20 60 24 61 6e 69 6d 61 74 65 60 20 73
65 72 76 69 63 65 2e 0a 20 2a 0a 20 2a 20 42 65 6¢ 6f 77 20 69 73 20 61 20 6d 6f 72 65 20 64 65 74 61 69 6¢ 65 64 20 62
72 65 61 6b 64 6f 77 6e 20 6f 66 20 74 68 65 20 73 75 70 70 6f 72 74 65 64 20 61 6e 69 6d 61 74 69 6f 6e 20 65 76 65 6€
74732070 72 6f 76 69 64 65 64 20 62 79 20 70 72 65 2d 65 78 69 73 74 69 6e 67 20 6e 67 20 64 69 72 65 63 74 69 76
65 73 3a 0a 20 2a 0a 20 2a 20 7c 20 44 69 72 65 63 74 69 76 65 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 7c 20 53 75 70 70 6f 72
74 6564 20 41 6e 69 6d 61 74 69 6f 6e 73 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 7c 0a 20 2a 20 7c 2d 2d 2d 2d 2d 2d 2d

Data Ascii: /** * @license AngularJS v1.2.0-rc.3 * (c) 2010-2012 Google, Inc. http://angularjs.org * License: MIT */(fun
ction(window, angular, undefined) {'use strict';/** * @ngdoc overview * @name ngAnimate * @description * * # ngAnimate
** "ngAnimate’ is an optional module that provides CSS and JavaScript animation hooks. * * {@installModule animate} * *
# Usage * * To see animations in action, all that is required is to define the appropriate CSS classes * or to register a
JavaScript animation via the $animation service. The directives that support animation automatically are: * "ngRepeat’,
“nginclude’, “ngSwitch’, "ngShow’, “ngHide" and "ngView'. Custom directives can take advantage of animation * by using
the “$animate’ service. * * Below is a more detailed breakdown of the supported animation events provided by pre-existing
ng directives: * * | Directive | Supported Animations | * |-

GET /eprocurement2/scripts/directives/table2excel.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3329
18:10:11.686584949 CEST

Aug 20, 2021 3338
18:10:11.692399025 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Fri, 08 Nov 2019 13:11:18 GMT

Accept-Ranges: bytes

ETag: "05fce13696d51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:11 GMT

Content-Length: 9055

Data Raw: ef bb bf 2f 2a 0d Oa 2a 20 20 6a 51 75 65 72 79 20 74 61 62 6¢ 65 32 65 78 63 65 6¢ 20 2d 20 76 31 2e 31 2e
31 0d Oa 2a 20 20 6a 51 75 65 72 79 20 70 6¢ 75 67 69 6e 20 74 6f 20 65 78 70 6f 72 74 20 61 6e 20 2e 78 6¢ 73 20 66 69
6¢ 65 20 69 6e 20 62 72 6f 77 73 65 72 20 66 72 6f 6d 20 61 6e 20 48 54 4d 4c 20 74 61 62 6¢ 65 0d Oa 2a 20 20 68 74 74
7073 3a 2f 2f 67 69 74 68 75 62 2e 63 6f 6d 2f 72 61 69 6e 61 62 62 61 2f 6a 71 75 65 72 79 2d 74 61 62 6¢C 65 32 65 78
63 65 6¢ 0d Oa 2a 0d Oa 2a 20 20 4d 61 64 65 20 62 79 20 72 61 69 6e 61 62 62 61 0d Oa 2a 20 20 55 6e 64 65 72 20 4d
49 54 20 4c 69 63 65 6e 73 65 0d Oa 2a 2f 0d Oa 2f 2f 74 61 62 6¢ 65 32 65 78 63 65 6¢ 2e 6a 73 0d Oa 3b 20 28 66 75 6e
63 74 69 6f 6e 20 28 24 2c 20 77 69 6e 64 6f 77 2c 20 64 6f 63 75 6d 65 6e 74 2¢ 20 75 6e 64 65 66 69 6e 65 64 29 20 7b
0d 0a 20 20 20 20 76 61 72 20 70 6¢ 75 67 69 6e 4e 61 6d 65 20 3d 20 22 74 61 62 6¢ 65 32 65 78 63 65 6¢ 22 2¢ 0d Oa
0d 0a 20 20 20 20 64 65 66 61 75 6¢ 74 73 20 3d 20 7b 0d Oa 20 20 20 20 20 20 20 20 65 78 63 6¢ 75 64 65 3a 20 22 2e 6
e 6f 45 78 6¢ 22 2¢ 0d 0a 20 20 20 20 20 20 20 20 6e 61 6d 65 3a 20 22 54 61 62 6¢ 65 32 45 78 63 65 6¢ 22 2c 0d Oa 20
20 20 20 20 20 20 20 66 69 6¢ 65 6e 61 6d 65 3a 20 22 74 61 62 6¢ 65 32 65 78 63 65 6C 22 2¢ 0d Oa 20 20 20 20 20 20
20 20 66 69 6¢ 65 65 78 74 3a 20 22 2e 78 6¢ 73 22 2¢ 0d 0a 20 20 20 20 20 20 20 20 65 78 63 6¢ 75 64 65 5f 69 6d 67
3a20 74 72 75 65 2c 0d 0a 20 20 20 20 20 20 20 20 65 78 63 6¢ 75 64 65 5f 6¢ 69 6e 6b 73 3a 20 74 72 75 65 2¢ 0d Oa
2020 20 20 20 20 20 20 65 78 63 6¢ 75 64 65 5f 69 6e 70 75 74 73 3a 20 74 72 75 65 0d Oa 20 20 20 20 7d 3b 0d Oa Od
0a 20 20 20 20 2f 2f 20 54 68 65 20 61 63 74 75 61 6¢ 20 70 6¢ 75 67 69 6e 20 63 6f 6e 73 74 72 75 63 74 6f 72 0d Oa 20
2020 20 66 75 6e 63 74 69 6f 6e 20 50 6¢ 75 67 69 6e 28 65 6¢ 65 6d 65 6e 74 2¢ 20 6f 70 74 69 6f 6e 73 29 20 7b 0d Oa
2020 20 20 20 20 20 20 74 68 69 73 2e 65 6¢ 65 6d 65 6e 74 20 3d 20 65 6¢ 65 6d 65 6e 74 3b 0d Oa 20 20 20 20 20 20
2020 2f 2f 20 6a 51 75 65 72 79 20 68 61 73 20 61 6e 20 65 78 74 65 6e 64 20 6d 65 74 68 6f 64 20 77 68 69 63 68 20 6d
65 72 67 65 73 20 74 68 65 20 63 6f 6e 74 65 6e 74 73 20 6f 66 20 74 77 6f 20 6f 72 0d Oa 20 20 20 20 20 20 20 20 2f 2f
20 6d 6f 72 65 20 6f 62 6a 65 63 74 73 2c 20 73 74 6f 72 69 6e 67 20 74 68 65 20 72 65 73 75 6¢ 74 20 69 6e 20 74 68 65
2066 69 72 73 74 20 6f 62 6a 65 63 74 2e 20 54 68 65 20 66 69 72 73 74 20 6f 62 6a 65 63 74 0d Oa 20 20 20 20 20 20
20 20 2f 2f 20 69 73 20 67 65 6e 65 72 61 6¢ 6¢ 79 20 65 6d 70 74 79 20 61 73 20 77 65 20 64 6f 62 27 74 20 77 61 6e 74
20 74 6f 20 61 6¢c 74 65 72 20 74 68 65 20 64 65 66 61 75 6¢ 74 20 6f 70 74 69 6f 6e 73 20 66 6f 72 0d Oa 20 20 20 20 20
20 20 20 2f 2f 20 66 75 74 75 72 65 20 69 6e 73 74 61 6e 63 65 73 20 6f 66 20 74 68 65 20 70 6¢ 75 67 69 6e 0d Oa 20 20
20 20 20 20 20 20 2f 2f 0d 0a 20 20 20 20 20 20 20 20 74 68 69 73 2e 73 65 74 74 69 6e 67 73 20 3d 20 24 2e 65 78 74
65 6e 64 28 7b 7d 2c 20 64 65 66 61 75 6¢ 74 73 2c 20

Data Ascii: /** jQuery table2excel - v1.1.1* jQuery plugin to export an .xls file in browser from an HTML table* http
s:/[github.com/rainabba/jquery-table2excel** Made by rainabba* Under MIT License*///table2excel.js; (function ($, wind
ow, document, undefined) { var pluginName = "table2excel”, defaults = { exclude: ".noEx!", name: "Ta
ble2Excel", filename: "table2excel", fileext: ".xIs", exclude_img: true, exclude_links: true, e
xclude_inputs: true  }; // The actual plugin constructor function Plugin(element, options) { this.element = element;
/I'jQuery has an extend method which merges the contents of two or /I more objects, storing the result in the first
object. The first object /l'is generally empty as we don't want to alter the default options for /I future instances of
the plugin I this.settings = $.extend({}, defaults,

GET /eprocurement2/scripts/services/lenguajeServ.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3432
18:10:11.992995024 CEST

Aug 20, 2021 3741
18:10:13.402334929 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:11 GMT

Content-Length: 2643

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 09 0a 09 27 75 73 65 20 73 74 72 69 63 74 27 3b 0a 09 0a 09 61
6e 67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6e 74 41 70 70 27 29 0a 09 09 2e 66
61 63 74 6f 72 79 28 27 6¢ 65 6e 67 75 61 6a 65 27 2c 20 5b 27 24 68 74 74 70 27 2c 20 27 63 6f 6d 50 61 72 61 6d 73 27
2c 20 66 75 6e 63 74 69 6f 6e 20 28 24 68 74 74 70 2c 20 63 6f 6d 50 61 72 61 6d 73 29 20 7b Oa Oa 09 09 09 2f 2f 20 53
6572 76 69 63 65 20 6¢ 6f 67 69 63 0a 09 09 09 76 61 72 20 6¢ 65 6€ 67 75 61 6a 65 20 3d 20 7b 7d 2c Oa 09 09 09 09
73657276 65 72 43 61 6¢ 6C 65 64 20 3d 20 66 61 6C 73 65 2C 0a 09 09 09 09 73 65 72 76 65 72 43 61 6C 6C 65 64 55
52 49 73 20 3d 20 66 61 6¢ 73 65 2c 0a 09 09 09 09 6b 65 79 56 61 6¢ 75 65 73 52 61 77 20 3d 20 5b 5d 2c 0a 09 09 09 0
9 6b 65 79 56 61 6¢ 75 65 73 45 6e 20 3d 20 7b 7d 2c 0a 09 09 09 09 6b 65 79 56 61 6¢ 75 65 73 45 73 20 3d 20 7b 7d 2c
0a 09 09 09 09 73 76 63 55 52 49 6¢ 61 6e 67 20 3d 20 63 6f 6d 50 61 72 61 6d 73 2e 73 65 72 76 65 72 55 52 49 20 2b
202753657276 69 63 69 6f 73 2f 50 61 72 61 6d 65 74 72 6f 73 2e 73 76 63 2f 4f 62 74 65 6e 65 72 4f 70 63 69 6f 6e
65 73 4c 65 6e 67 75 61 6a 65 27 3b 0a 09 09 09 6¢ 65 6e 67 75 61 6a 65 2e 6¢ 61 6e 67 43 68 6f 69 63 65 20 3d 20 27
65 73 27 3b 0a 09 09 09 6¢ 65 6e 67 75 61 6a 65 2e 6b 65 79 56 61 6¢ 75 65 73 20 3d 20 7b 7d 3b 0a 09 09 09 6¢ 65 6e
67 75 61 6a 65 2e 75 72 6¢ 73 20 3d 20 5b 5d 3b 0a 09 09 09 6¢ 65 6e 67 75 61 6a 65 2e 65 73 74 61 64 6f 73 20 3d 20
5b 5d 3b 0a 09 09 09 6¢ 65 6e 67 75 61 6a 65 2e 63 6f 6d 65 6e 74 61 72 69 6f 73 20 3d 20 5b 5d 3b 0a 09 09 09 6¢ 65 6e
67 75 61 6a 65 2e 74 69 70 6f 44 6f 63 75 6d 65 6e 74 6f 73 20 3d 20 7b 7d 3b 0a 0a 09 09 09 2f 2f 20 50 75 62 6¢ 69 63
20 41 50 49 20 68 65 72 65 0a 09 09 09 6¢ 65 6e 67 75 61 6a 65 2e 6f 62 74 65 6e 65 72 20 3d 20 66 75 6e 63 74 69 6f 6e
202829 20 7b 0a 09 09 09 09 0a 09 09 09 09 73 65 72 76 65 72 43 61 6¢ 6¢C 65 64 20 3d 20 74 72 75 65 3b 0a 09 09 09
09 24 68 74 74 70 2e 70 6f 73 74 28 73 76 63 55 52 49 6¢ 61 6e 67 2c 20 7b 7d 29 2e 73 75 63 63 65 73 73 28 66 75 6e
63 74 69 6f 6e 20 28 64 61 74 61 29 20 7b 0a 09 09 09 09 09 Oa 09 09 09 09 09 6b 65 79 56 61 6¢ 75 65 73 52 61 77 20
3d 20 64 61 74 61 2e 64 3b 0a 09 09 09 09 09 76 61 72 20 65 73 52 61 77 20 3d 20 6b 65 79 56 61 6¢ 75 65 73 52 61 77
5b 30 5d 2c 0a 09 09 09 09 09 09 65 6e 52 61 77 20 3d 20 6b 65 79 56 61 6¢ 75 65 73 52 61 77 5b 31 5d 2¢ 0a 09 09 09
09 09 09 69 20 3d 20 30 3b 0a 0a 09 09 09 09 09 66 6f 72 20 28 69 20 3d 20 30 3b 20 69 20 3c 20 65 73 52 61 77 2e 6¢ 6
56e 67 74 68 3b 20 69 20 3d 20 69 20 2b 20 31 29 20 7b Oa Oa 09 09 09 09 09 09 6b 65 79 56 61 6¢ 75 65 73 45 73 5b
65 7352 61 77 5b 69 5d 2e 6b 65 79 5d 20 3d 20 65 73 52 61 77 5b 69 5d 2e 76 61 6¢ 75 65 3b 0a 0a 09 09 09 09 09 7d
0a 09 09 09 09 09 Oa 09 09 09 09 09 66 6f 72 20 28 69 20 3d 20 30 3b 20 69 20 3c 20 65 6e 52 61 77 2e 6¢ 65 6e 67 74
68 3b 20 69 20 3d 20 69 20 2b 20 31 29 20 7b Oa 0a 09 09 09 09 09 09 6b

Data Ascii: (function () {'use strict';angular.module(‘appEprocurementApp').factory(‘lenguaje’, [$http’, ‘comParams’, function
($http, comParams) {// Service logicvar lenguaje = {},serverCalled = false,serverCalledURIs = false keyValuesRaw =
[1,keyValuesEn = {} keyValuesEs = {},svcURIlang = comParams.serverURI + 'Servicios/Parametros.svc/ObtenerOp
cionesLenguaje’;lenguaje.langChoice = 'es’;lenguaje.keyValues = {};lenguaje.urls = [J;lenguaje.estados = [J;lenguaje.com
entarios = [J;lenguaje.tipoDocumentos = {};// Public API herelenguaje.obtener = function () {serverCalled = true;$http.p
ost(svcURIlang, {}).success(function (data) {keyValuesRaw = data.d;var esRaw = keyValuesRaw[0],enRaw = keyValu
esRaw[1],i = O;for (i = 0; i < esRaw.length; i = i + 1) {keyValuesEs[esRaw([i].key] = esRawf[i].value;}for (i = 0; i < enR
aw.length; i =i+ 1) {k

GET /eprocurement2/scripts/directives/productosFilterDir.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3812
18:10:13.713502884 CEST

Session ID Source IP
5 192.168.2.5

kBytes
Timestamp transferred
Aug 20, 2021 2190

18:10:07.964616060 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49714

Direction
ouT

Data

HTTP/1.1 200 OK
Content-Type: application/javascript
Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT
Accept-Ranges: bytes
ETag: "0527e6b08dd51:0"
Server: Microsoft-11S/10.0
Access-Control-Allow-Origin: *
X-Powered-By: ASP.NET
Date: Fri, 20 Aug 2021 16:10:13 GMT
Content-Length: 6455
Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a Oa 20 20 20 20 27 75 73 65 20 73 74 72 69 63 74 27 3b Oa Oa 20
2020 20 61 6e 67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6e 74 41 70 70 27 29 2e
64 69 72 65 63 74 69 76 65 28 27 66 69 6¢ 74 65 72 50 72 6f 64 75 63 74 6f 73 43 6f 6 74 72 6f 6¢ 27 2C 20 5b 0a 09 09
2724 68 74 74 70 27 2c 0a 09 09 27 6¢ 65 6e 67 75 61 6a 65 27 2c 0a 09 09 27 63 6f 6d 50 61 72 61 6d 73 27 2c 0a 09
09 27 6¢ 6f 67 69 6e 55 73 65 72 27 2c 0a 09 09 66 75 6e 63 74 69 6f 6e 20 28 24 68 74 74 70 2c 20 6¢ 65 6e 67 75 61 6a
65 2c 20 63 6f 6d 50 61 72 61 6d 73 2c 20 6¢ 6f 67 69 6€ 55 73 65 72 29 20 7b 0a 09 09 20 20 20 20 72 65 74 75 72 6e 20
7b 0a 09 09 20 20 20 20 20 20 20 20 73 63 6f 70 65 3a 20 7b 0a 09 09 20 20 20 20 20 20 20 20 20 20 20 20 67 65 74 64
61 74 61 3a 20 27 26 27 2c 0a 09 09 20 20 20 20 20 20 20 20 20 20 20 20 63 6f 6e 74 72 6f 6¢ 3a 20 27 3d 27 0a 09 09 20
20 20 20 20 20 20 20 7d 2c 0a 09 09 20 20 20 20 20 20 20 20 72 65 73 74 72 69 63 74 3a 20 27 41 27 2c 0a 09 09 20 20 2
02020202020 72 65 70 6¢ 61 63 65 3a 20 74 72 75 65 2c 0a 09 09 20 20 20 20 20 20 20 20 74 65 6d 70 6¢ 61 74 65 55
72 6¢ 3a 20 27 76 69 65 77 73 2f 64 69 72 65 63 74 69 76 65 73 2f 66 69 6¢ 74 72 6f 50 72 6f 64 75 63 74 6f 73 2e 68 74
6d 6¢ 27 2c 0a 09 09 20 20 20 20 20 20 20 20 6¢ 69 6e 6b 3a 20 66 75 6e 63 74 69 6f 6e 20 28 73 63 6f 70 65 2c 20 65 6¢C
65 6d 65 6e 74 2¢ 20 61 74 74 72 29 20 7b 0a 0a 09 09 20 20 20 20 20 20 20 20 20 20 20 20 2f 2f 20 76 69 6e 63 75 6¢ 61
64 6f 20 64 65 6¢ 20 6C 65 6€ 67 75 61 6a 65 20 65 6€ 20 65 6¢ 20 73 63 6f 70 65 20 6¢C 6f 63 61 6¢C 0a 09 09 20 20 20 20
2020 20 20 20 20 20 20 6¢ 65 6e 67 75 61 6a 65 2e 63 61 6¢ 62 61 63 6b 28 6C 65 6€ 67 75 61 6a 65 2e 6C 61 6e 67 43
68 6f 69 63 65 2c 20 66 75 6e 63 74 69 6f 6e 20 28 72 65 73 75 6¢ 74 61 64 6f 29 20 7b 0a 09 09 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 73 63 6f 70 65 2e 64 61 74 61 4c 61 6e 67 20 3d 20 72 65 73 75 6¢ 74 61 64 6f 3b 0a 09 09 20 20
20 20 20 20 20 20 20 20 20 20 7d 29 3b 0a 0a 09 09 20 20 20 20 20 20 20 20 20 20 20 20 2f 2f 20 70 72 6f 70 69 65 64 61
64 65 73 20 67 65 6e 65 72 61 6¢ 65 73 0a 09 09 20 20 20 20 20 20 20 20 20 20 20 20 73 63 6f 70 65 2e 6¢ 6f 61 64 69 6e
67 57 69 6e 64 6f 77 20 3d 20 74 72 75 65 3b 0a 09 09 20 20 20 20 20 20 20 20 20 20 20 20 73 63 6f 70 65 2e 73 68 6f 77
4d 6f 64 61 6¢ 20 3d 20 66 61 6¢ 73 65 3b 0a 09 09 20 20 20 20 20 20 20 20 20 20 20 20 73 63 6f 70 65 2e 73 65 6¢ 65 63
74 65 64 4f 62 6a 20 3d 20 7b 7d 3b Oa 09 09 20 20 20 20 20 20 20 20 20 20 20 20 73 63 6f 70 65 2e 61 72 72 61 79 53
65 6¢ 65 63 74 65 64 50 72 6f 64 75 63 74 6f 73 4c 69 73 74 20 3d 20 5b 5d 3b 0a 09 09 20 20 20 20 20 20 20 20 20 20 20
20 73 63 6f 70 65 2e 6f 62 6a 50 72 6f 64 75 63 74 6f 20 3d 20 7b 7d 3b 0a 09 09 20 20 20 20 20 20 20 20 20 20 20 20 73
63 6f 70 65 2e 70 72 6f 64 75 63 74 6f 73 20 3d 20 5b 5d 3b 0a 09 09 20 20 20 20 20 20 20 20 20 20 20 20 73 63 6f 70 65
2e 617272617950 72 6f 76 65 65 64
Data Ascii: (function () { ‘use strict’; angular.module(‘appEprocurementApp').directive(filterProductosControl’, ['$http’,"
lenguaje’,'comParams','loginUser',function ($http, lenguaje, comParams, loginUser) { return { scope: { getdat
a:'&', control: '=' 1 restrict: 'A', replace: true, templateUrl: 'views/directives/filtroProductos.html’,
link: function (scope, element, attr) { Il vinculado del lenguaje en el scope local lenguaje.calback(len
guaje.langChoice, function (resultado) { scope.datalLang = resultado; hE /I propiedades generales
scope.loadingWindow = true; scope.showModal = false; scope.selectedObj = {}; scope.arraySel
ectedProductosList = []; scope.objProducto = {}; scope.productos = [J; scope.arrayProveed

Destination IP  Destination Port Process

200.32.81.196 80 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /eprocurement2/styles/ng-table.css HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/css,*/*;q=0.1

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 2268
18:10:08.277435064 CEST

Aug 20, 2021 2272
18:10:08.299329996 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: text/css

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:07 GMT

Content-Length: 3207

Data Raw: 2e 6e 67 2d 74 61 62 6¢ 65 20 74 68 20 7b 0a 20 20 74 65 78 74 2d 61 6¢c 69 67 6e 3a 20 63 65 6e 74 65 72 3b
0a 20 20 2d 77 65 62 6b 69 74 2d 74 6f 75 63 68 2d 63 61 6¢ 6¢ 6f 75 74 3a 20 6e 6f 6e 65 3b 0a 20 20 2d 77 65 62 6b 69
742d 75 73 65 72 2d 73 65 6¢ 65 63 74 3a 20 6e 6f 6e 65 3b 0a 20 20 2d 6b 68 74 6d 6¢ 2d 75 73 65 72 2d 73 65 6¢ 65
63 74 3a 20 6e 6f 6e 65 3b 0a 20 20 2d 6d 6f 7a 2d 75 73 65 72 2d 73 65 6¢ 65 63 74 3a 20 6e 6f 6e 65 3b Oa 20 20 2d 6d
732d 7573 65 72 2d 73 65 6¢ 65 63 74 3a 20 6e 6f 6e 65 3b 0a 20 20 75 73 65 72 2d 73 65 6¢ 65 63 74 3a 20 6e 6f 6e 65
3b 0a 7d Oa 2e 6e 67 2d 74 61 62 6¢ 65 20 74 68 2e 73 6f 72 74 61 62 6¢ 65 20 7b 0a 20 20 63 75 72 73 6f 72 3a 20 70 6f
69 6e 74 65 72 3b 0a 7d Oa 2e 6e 67 2d 74 61 62 6¢ 65 20 74 68 2e 73 6f 72 74 61 62 6¢ 65 20 64 69 76 20 7b Oa 20 20
70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 20 31 38 70 78 3b Oa 20 20 70 6f 73 69 74 69 6f 6e 3a 20 72 65 6¢ 61 74 69 7
6 65 3b 0a 7d Oa 2e 6e 67 2d 74 61 62 6¢ 65 20 74 68 2e 73 6f 72 74 61 62 6¢ 65 20 64 69 76 3a 61 66 74 65 72 2c Oa 2e
6e 67 2d 74 61 62 6¢ 65 20 74 68 2e 73 6f 72 74 61 62 6¢ 65 20 64 69 76 3a 62 65 66 6f 72 65 20 7b Oa 20 20 63 6f 6e 74
65 6e 74 3a 20 22 22 3b 0a 20 20 62 6f 72 64 65 72 2d 77 69 64 74 68 3a 20 30 20 34 70 78 20 34 70 78 3b Oa 20 20 62
6f 72 64 65 72 2d 73 74 79 6¢ 65 3a 20 73 6f 6¢ 69 64 3b Oa 20 20 62 6f 72 64 65 72 2d 63 6f 6¢ 6f 72 3a 20 23 30 30 30
20747261 6e 737061 72 65 6e 74 3b 0a 20 20 76 69 73 69 62 69 6¢ 69 74 79 3a 20 76 69 73 69 62 6¢ 65 3b 0a 20 20
72 69 67 68 74 3220 38 70 78 3b 0a 20 20 74 6f 70 3a 20 35 30 25 3b Oa 20 20 70 6f 73 69 74 69 6f 6e 3a 20 61 62 73 6f
6¢ 75 74 65 3b 0a 20 20 6f 70 61 63 69 74 79 3a 20 2e 33 3b 0a 20 20 6d 61 72 67 69 6e 2d 74 6f 70 3a 20 2d 34 70 78
3b 0a 7d Oa 2e 6e 67 2d 74 61 62 6¢ 65 20 74 68 2e 73 6f 72 74 61 62 6¢ 65 20 64 69 76 3a 62 65 66 6f 72 65 20 7b Oa
2020 6d 61 72 67 69 6e 2d 74 6f 70 3a 20 32 70 78 3b Oa 20 20 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 20 6e 6f 6e 65
3b 0a 20 20 62 6f 72 64 65 72 2d 6¢ 65 66 74 3a 20 34 70 78 20 73 6f 6¢ 69 64 20 74 72 61 6e 73 70 61 72 65 6e 74 3b Oa
202062 6f 7264 65 72 2d 72 69 67 68 74 3a 20 34 70 78 20 73 6f 6¢ 69 64 20 74 72 61 6e 73 70 61 72 65 6e 74 3b Oa
2020 62 6f 72 64 65 72 2d 74 6f 70 3a 20 34 70 78 20 73 6f 6¢ 69 64 20 23 30 30 30 3b Oa 7d Oa 2e 6e 67 2d 74 61 62 6¢
6520 74 68 2e 73 6f 72 74 61 62 6¢ 65 20 64 69 76 3a 68 6f 76 65 72 3a 61 66 74 65 72 2¢ Oa 2e 6e 67 2d 74 61 62 6¢ 65
2074 68 2e 73 6f 72 74 61 62 6¢ 65 20 64 69 76 3a 68 6f 76 65 72 3a 62 65 66 6f 72 65 20 7b Oa 20 20 6f 70 61 63 69 74
79 3a20313b0a 20207669 73 69 62 69 6¢ 69 74 79 3a 20 76 69 73 69 62 6¢ 65 3b 0a 7d Oa 2e 6e 67 2d 74 61 62 6¢
6520 74 68 2e 73 6f 72 74 61 62 6¢ 65 2e 73 6f 72 74 2d 64 65 73 63 2c Oa 2e 6e 67 2d 74 61 62 6¢ 65 20 74 68 2e 73 6f
7274 61 62 6¢ 65 2e 73 6f 72 74 2d 61 73 63 20 7b 0a 20 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 32 20 72 67
62 61 28 31 34 31 2c 20 31 39 32 2c 20 32 31 39 2¢ 20 30 2e 32 35 29 3b 0a 20 20 74 65 78 74

Data Ascii: .ng-table th { text-align: center; -webkit-touch-callout: none; -webkit-user-select: none; -khtml-user-select:
none; -moz-user-select: none; -ms-user-select: none; user-select: none;}.ng-table th.sortable { cursor: pointer;}.ng-table
th.sortable div { padding-right: 18px; position: relative;}.ng-table th.sortable div:after,.ng-table th.sortable div:before {
content: ™; border-width: 0 4px 4px; border-style: solid; border-color: #000 transparent; visibility: visible; right: 8px; top:
50%; position: absolute; opacity: .3; margin-top: -4px;}.ng-table th.sortable div:before { margin-top: 2px; border-bottom:
none; border-left: 4px solid transparent; border-right: 4px solid transparent; border-top: 4px solid #000;}.ng-table th.s
ortable div:hover:after,.ng-table th.sortable div:hover:before { opacity: 1; visibility: visible;}.ng-table th.sortable.sort-des
¢,.ng-table th.sortable.sort-asc { background-color: rgba(141, 192, 219, 0.25); text

GET /eprocurement2/bower_components/angular-cookies/angular-cookies.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 2392
18:10:08.620661020 CEST

Aug 20, 2021 2424
18:10:08.630934000 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:08 GMT

Content-Length: 5674

Data Raw: 2f 2a 2a Oa 20 2a 20 40 6¢ 69 63 65 6e 73 65 20 41 6e 67 75 6¢ 61 72 4a 53 20 76 31 2e 32 2e 30 2d 72 63 2e
33 0a 20 2a 20 28 63 29 20 32 30 31 30 2d 32 30 31 32 20 47 6f 6f 67 6¢ 65 2¢ 20 49 6e 63 2e 20 68 74 74 70 3a 2f 2f 61
6e 67 75 6¢ 61 72 6a 73 2e 6f 72 67 0a 20 2a 20 4c 69 63 65 6e 73 65 3a 20 4d 49 54 Oa 20 2a 2f 0a 28 66 75 6e 63 74 69
6f 6e 28 77 69 6e 64 6f 77 2c 20 61 6e 67 75 6¢ 61 72 2¢ 20 75 6e 64 65 66 69 6e 65 64 29 20 7b 27 75 73 65 20 73 74 72
69 63 74 27 3b 0a Oa 2f 2a 2a Oa 20 2a 20 40 6e 67 64 6f 63 20 6f 76 65 72 76 69 65 77 Oa 20 2a 20 40 6e 61 6d 65 20 6e
67 43 6f 6f 6b 69 65 73 0a 20 2a 20 40 64 65 73 63 72 69 70 74 69 6f 6e Oa 20 2a Oa 20 2a 20 23 20 6e 67 43 6f 6f 6b 69
65 73 0a 20 2a 0a 20 2a 20 50 72 6f 76 69 64 65 73 20 74 68 65 20 7b 40 6¢ 69 6e 6b 20 6e 67 43 6f 6f 6b 69 65 73 2e 24
63 6f 6f 6b 69 65 73 20 60 24 63 6f 6f 6b 69 65 73 60 7d 20 61 6e 64 0a 20 2a 20 7b 40 6¢ 69 6e 6b 20 6e 67 43 6f 6f 6b
69 65 73 2e 24 63 6f 6f 6b 69 65 53 74 6f 72 65 20 60 24 63 6f 6f 6b 69 65 53 74 6f 72 65 60 7d 20 73 65 72 76 69 63 65
73 2e 0a 20 2a 0a 20 2a 20 7b 40 69 6e 73 74 61 6¢ 6¢ 4d 6f 64 75 6¢ 65 20 63 6f 6f 6b 69 65 73 7d Oa 20 2a Oa 20 2a 20
5365 65 20 7b 40 6¢ 69 6e 6b 20 6e 67 43 6f 6f 6b 69 65 73 2e 24 63 6f 6f 6b 69 65 73 20 60 24 63 6f 6f 6b 69 65 73 60
7d 20 61 6e 64 0a 20 2a 20 7b 40 6¢c 69 6e 6b 20 6e 67 43 6f 6f 6b 69 65 73 2e 24 63 6f 6f 6b 69 65 53 74 6f 72 65 20 60
24 63 6f 6f 6b 69 65 53 74 6f 72 65 60 7d 20 66 6f 72 20 75 73 61 67 65 2e Oa 20 2a 2f 0a Oa Oa 61 6e 67 75 6¢ 61 72 2e
6d 6f 64 75 6¢ 65 28 27 6e 67 43 6f 6f 6b 69 65 73 27 2¢ 20 5b 27 6e 67 27 5d 29 2e Oa 20 20 2f 2a 2a 0a 20 20 20 2a 20
40 6e 67 64 6f 63 20 6f 62 6a 65 63 74 0a 20 20 20 2a 20 40 6e 61 6d 65 20 6e 67 43 6f 6f 6b 69 65 73 2e 24 63 6f 6f 6b
69 65 73 0a 20 20 20 2a 20 40 72 65 71 75 69 72 65 73 20 24 62 72 6f 77 73 65 72 Oa 20 20 20 2a Oa 20 20 20 2a 20 40
64 65 73 63 72 69 70 74 69 6f 6e Oa 20 20 20 2a 20 50 72 6f 76 69 64 65 73 20 72 65 61 64 2f 77 72 69 74 65 20 61 63 63
65 7373 20 74 6f 20 62 72 6f 77 73 65 72 27 73 20 63 6f 6f 6b 69 65 73 2e 0a 20 20 20 2a 0a 20 20 20 2a 20 4f 6e 6¢ 79
206120 73 69 6d 70 6¢ 65 20 4f 62 6a 65 63 74 20 69 73 20 65 78 70 6f 73 65 64 20 61 6e 64 20 62 79 20 61 64 64 69 6e
67 20 6f 72 20 72 65 6d 6f 76 69 6e 67 20 70 72 6f 70 65 72 74 69 65 73 20 74 6f 2f 66 72 6f 6d 0a 20 20 20 2a 20 74 68
69 73 20 6f 62 6a 65 63 74 2c 20 6e 65 77 20 63 6f 6f 6b 69 65 73 20 61 72 65 20 63 72 65 61 74 65 64 2f 64 65 6¢C 65 74
65 64 20 61 74 20 74 68 65 20 65 6e 64 20 6f 66 20 63 75 72 72 65 6e 74 20 24 65 76 61 6¢ 2e Oa 20 20 20 2a Oa 20 20
202a20 5265717569 72 65 73 20 74 68 65 20 7b 40 6¢ 69 6e 6b 20 6e 67 43 6f 6f 6b 69 65 73 20 60 6e 67 43 6f 6f 6b
69 65 73 60 7d 20 6d 6f 64 75 6¢ 65 20 74 6f 20 62 65 20 69 6e 73 74 61 6¢ 6¢ 65 64 2e Oa 20 20 20 2a Oa 20 20 20 2a 20
40 65 78 61 6d 70 6¢ 65 0a 20 20 20 3c 64 6f 63 3a 65 78 61 6d 70 6¢ 65 3e Oa 20 20 20 20 20 3c 64 6f 63 3a 73 6f 75 72
63 65 3e 0a 20 20 20 20 20 20

Data Ascii: /** * @license AngularJS v1.2.0-rc.3 * (c) 2010-2012 Google, Inc. http://angularjs.org * License: MIT */(fun
ction(window, angular, undefined) {'use strict';/** * @ngdoc overview * @name ngCookies * @description * * # ngCookies *
* Provides the {@link ngCookies.$cookies “$cookies'} and * {@link ngCookies.$cookieStore “$cookieStore'} services. * *
{@installModule cookies} * * See {@link hgCookies.$cookies “$cookies'} and * {@link ngCookies.$cookieStore "$c
ookieStore'} for usage. */angular.module('ngCookies', [ng’]). /** * @ngdoc object * @name ngCookies.$cookies * @
requires $browser * * @description * Provides read/write access to browser's cookies. * * Only a simple Object is
exposed and by adding or removing properties to/from * this object, new cookies are created/deleted at the end of current
$eval. * *Requires the {@link ngCookies "ngCookies’} module to be installed. * * @example <doc:example> <do
cisource>

GET /eprocurement2/bower_components/angular-bootstrap/ui-bootstrap-tpls.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 2496
18:10:08.952644110 CEST

Aug 20, 2021 3058
18:10:11.023871899 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:08 GMT

Content-Length: 139144

Data Raw: 2f 2a 0a 20 2a 20 61 6e 67 75 6¢ 61 72 2d 75 69 2d 62 6f 6f 74 73 74 72 61 70 Oa 20 2a 20 68 74 74 70 3a 2f 2f
61 6e 67 75 6¢ 61 72 2d 75 69 2e 67 69 74 68 75 62 2e 69 6f 2f 62 6f 6f 74 73 74 72 61 70 2f 0a 0a 20 2a 20 56 65 72 73
69 6f 6e 3a 20 30 2e 31 31 2e 30 20 2d 20 32 30 31 34 2d 30 35 2d 30 31 Oa 20 2a 20 4c 69 63 65 6e 73 65 3a 20 4d 49
54 0a 20 2a 2f 0a 61 6e 67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 22 75 69 2e 62 6f 6f 74 73 74 72 61 70 22 2¢ 20 5b 22 75
69 2e 62 6f 6f 74 73 74 72 61 70 2e 74 70 6¢ 73 22 2¢ 20 22 75 69 2e 62 6f 6f 74 73 74 72 61 70 2e 74 72 61 6e 73 69 74
69 6f 6e 22 2c 22 75 69 2e 62 6f 6f 74 73 74 72 61 70 2e 63 6f 6¢ 6¢ 61 70 73 65 22 2¢ 22 75 69 2e 62 6f 6f 74 73 74 72
6170 2e 61 63 63 6f 72 64 69 6f 6e 22 2¢ 22 75 69 2e 62 6f 6f 74 73 74 72 61 70 2e 61 6¢ 65 72 74 22 2¢c 22 75 69 2e 62
6f 6f 74 73 74 72 61 70 2e 62 69 6e 64 48 74 6d 6¢ 22 2¢ 22 75 69 2e 62 6f 6f 74 73 74 72 61 70 2e 62 75 74 74 6f 6e 73
222c 22 75 69 2e 62 6f 6f 74 73 74 72 61 70 2e 63 61 72 6f 75 73 65 6¢ 22 2c 22 75 69 2e 62 6f 6f 74 73 74 72 61 70 2e
6461 74 65 70 61 72 73 65 72 22 2¢ 22 75 69 2e 62 6f 6f 74 73 74 72 61 70 2e 70 6f 73 69 74 69 6f 6e 22 2¢c 22 75 69 2e
62 6f 6f 74 73 74 72 61 70 2e 64 61 74 65 70 69 63 6b 65 72 22 2¢ 22 75 69 2e 62 6f 6f 74 73 74 72 61 70 2e 64 72 6f 70
64 6f 77 6e 22 2¢ 22 75 69 2e 62 6f 6f 74 73 74 72 61 70 2e 6d 6f 64 61 6¢ 22 2¢ 22 75 69 2e 62 6f 6f 74 73 74 72 61 70
2e 70 61 67 69 6e 61 74 69 6f 6e 22 2c 22 75 69 2e 62 6f 6f 74 73 74 72 61 70 2e 74 6f 6f 6¢ 74 69 70 22 2¢c 22 75 69 2e
62 6f 6f 74 73 74 72 61 70 2e 70 6f 70 6f 76 65 72 22 2¢ 22 75 69 2e 62 6f 6f 74 73 74 72 61 70 2e 70 72 6f 67 72 65 73 73
62 61 72 22 2¢c 22 75 69 2e 62 6f 6f 74 73 74 72 61 70 2e 72 61 74 69 6e 67 22 2¢c 22 75 69 2e 62 6f 6f 74 73 74 72 61 70
2e 74 61 62 73 22 2¢c 22 75 69 2e 62 6f 6f 74 73 74 72 61 70 2e 74 69 6d 65 70 69 63 6b 65 72 22 2¢ 22 75 69 2e 62 6f 6f
747374726170 2e 74 79 70 65 61 68 65 61 64 22 5d 29 3b 0a 61 6e 67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 22 75 69
2e 62 6f 6f 74 73 74 72 61 70 2e 74 70 6¢ 73 22 2¢ 20 5b 22 74 65 6d 70 6¢ 61 74 65 2f 61 63 63 6f 72 64 69 6f 6e 2f 61
63 63 6f 72 64 69 6f 6e 2d 67 72 6f 75 70 2e 68 74 6d 6¢ 22 2¢ 22 74 65 6d 70 6¢ 61 74 65 2f 61 63 63 6f 72 64 69 6f 6e 2f
61 63 63 6f 72 64 69 6f 6e 2e 68 74 6d 6¢ 22 2¢ 22 74 65 6d 70 6¢ 61 74 65 2f 61 6C 65 72 74 2f 61 6C 65 72 74 2€ 68 74
6d 6¢ 22 2¢ 22 74 65 6d 70 6¢ 61 74 65 2f 63 61 72 6f 75 73 65 6¢ 2f 63 61 72 6f 75 73 65 6C 2€ 68 74 6d 6C 22 2C 22 74
65 6d 70 6¢ 61 74 65 2f 63 61 72 6f 75 73 65 6¢ 2f 73 6¢ 69 64 65 2€ 68 74 6d 6C 22 2C 22 74 65 6d 70 6C 61 74 65 2f 64
61 74 65 70 69 63 6b 65 72 2f 64 61 74 65 70 69 63 6b 65 72 2e 68 74 6d 6C 22 2C 22 74 65 6d 70 6C 61 74 65 2f 64 61 74
65 70 69 63 6b 65 72 2f 64 61 79 2e 68 74 6d 6¢ 22 2¢ 22 74 65 6d 70 6¢ 61 74 65 2f 64 61 74 65 70 69 63 6b 65 72 2f 6d
6f 6e 74 68 2e 68 74 6d 6¢ 22 2¢ 22 74 65 6d 70 6¢ 61 74 65 2f 64 61 74 65 70 69 63 6b 65 72 2f 70 6f 70 75 70 2€ 68 74
6d 6¢ 22 2c 22

Data Ascii: /* * angular-ui-bootstrap * http://angular-ui.github.io/bootstrap/ * Version: 0.11.0 - 2014-05-01 * License: MIT

*/angular.module("ui.bootstrap”, ["ui.bootstrap.tpls”, “ui.bootstrap.transition","ui.bootstrap.collapse","ui.bootstrap.accord

ion","ui.bootstrap.alert","ui.bootstrap.bindHtml","ui.bootstrap.buttons","ui.bootstrap.carousel”,"ui.bootstrap.dateparse

r","ui.bootstrap.position”,"ui.bootstrap.datepicker”,"ui.bootstrap.dropdown","ui.bootstrap.modal”,"ui.bootstrap.paginati
n","ui.bootstrap.tooltip”,“ui.bootstrap.popover”,“ui.bootstrap.progressbar”,"ui.bootstrap.rating","ui.bootstrap.tabs","
ui.bootstrap.timepicker","ui.bootstrap.typeahead"]);angular.module("ui.bootstrap.tpls", [‘template/accordion/accordion-g
roup.html","template/accordion/accordion.html","template/alert/alert.ntml","template/carousel/carousel.html","template/c
arousel/slide.html","template/datepicker/datepicker.html","template/datepicker/day.html","template/datepicker/month.html

" "template/datepicker/popup.html*,"

GET /eprocurement?2/scripts/directives/ng-table.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3160
18:10:11.327447891 CEST

Aug 20, 2021 3323
18:10:11.644707918 CEST

Aug 20, 2021 3429
18:10:11.944647074 CEST

Aug 20, 2021 3429
18:10:11.950504065 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:10 GMT

Content-Length: 30146

Data Raw: 28 66 75 6e 63 74 69 6f 6e 28 61 6e 67 75 6¢ 61 72 2c 20 66 61 63 74 6f 72 79 29 20 7b 0a 20 20 20 20 27 75
736520 73 74 72 69 63 74 27 3b 0a 0a 20 20 20 20 69 66 20 28 74 79 70 65 6f 66 20 64 65 66 69 6e 65 20 3d 3d 3d 20
27 66 75 6e 63 74 69 6f 6e 27 20 26 26 20 64 65 66 69 6e 65 2e 61 6d 64 29 20 7b 0a 20 20 20 20 20 20 20 20 64 65 66
69 6e 65 28 5b 27 61 6e 67 75 6¢ 61 72 27 5d 2c 20 66 75 6e 63 74 69 6f 6e 28 61 6e 67 75 6¢ 61 72 29 20 7b 0a 20 20 2
020 20 20 20 20 20 20 20 20 72 65 74 75 72 6e 20 66 61 63 74 6f 72 79 28 61 6e 67 75 6¢ 61 72 29 3b 0a 20 20 20 20 20
20 20 20 7d 29 3b 0a 20 20 20 20 7d 20 65 6¢ 73 65 20 7b 0a 20 20 20 20 20 20 20 20 72 65 74 75 72 6e 20 66 61 63 74
6f 7279 28 61 6e 67 75 6¢ 61 72 29 3b 0a 20 20 20 20 7d Oa 7d 28 61 6e 67 75 6¢ 61 72 20 7c 7c 20 6e 75 6¢ 6¢ 2¢ 20
66 75 6e 63 74 69 6f 6e 28 61 6e 67 75 6¢ 61 72 29 20 7b 0a 20 20 20 20 27 75 73 65 20 73 74 72 69 63 74 27 3b Oa 2f 2a
2a 0a 20 2a 20 6e 67 54 61 62 6¢ 65 3a 20 54 61 62 6¢ 65 20 2b 20 41 6e 67 75 6¢ 61 72 20 4a 53 Oa 20 2a Oa 20 2a 20
40 61 75 74 68 6f 72 20 56 69 74 61 6¢ 69 69 20 53 61 76 63 68 75 6b 20 3c 65 73 76 69 74 36 36 36 40 67 6d 61 69 6C
2e 63 6f 6d 3e 0a 20 2a 20 40 75 72 6¢ 20 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 6f 6d 2f 65 73 76 69 74 2f 6e
67 2d 74 61 62 6¢ 65 2f 0a 20 2a 20 40 6¢ 69 63 65 6e 73 65 20 4e 65 77 20 42 53 44 20 4c 69 63 65 6e 73 65 20 3c 68
747470 3a 2f 2f 63 72 65 61 74 69 76 65 63 6f 6d 6d 6f 6e 73 2e 6f 72 67 2f 6¢ 69 63 65 6e 73 65 73 2f 42 53 44 2f 3e Oa
20 2a 2f 0a Oa 2f 2a 2a Oa 20 2a 20 40 6e 67 64 6f 63 20 6d 6f 64 75 6¢ 65 Oa 20 2a 20 40 6e 61 6d 65 20 6e 67 54 61 62
6c 65 Oa 20 2a 20 40 64 65 73 63 72 69 70 74 69 6f 6e 20 6e 67 54 61 62 6¢ 65 3a 20 54 61 62 6¢ 65 20 2b 20 41 6e 67
75 6¢ 61 72 20 4a 53 0a 20 2a 20 40 65 78 61 6d 70 6¢ 65 Oa 20 3c 64 6f 63 3a 65 78 61 6d 70 6¢ 65 3e Oa 20 3c 64 6f 63
3a 73 6f 75 72 63 65 3e 0a 20 3c 73 63 72 69 70 74 3e 0a 20 76 61 72 20 61 70 70 20 3d 20 61 6e 67 75 6¢ 61 72 2e 6d 6f
64 75 6¢ 65 28 27 6d 79 41 70 70 27 2c 20 5b 27 6e 67 54 61 62 6¢ 65 27 5d 29 3b 0a 20 61 70 70 2e 63 6f 6e 74 72 6f 6¢
6c 65 72 28 27 4d 79 43 74 72 6¢ 27 2¢ 20 66 75 6e 63 74 69 6f 6e 28 24 73 63 6f 70 65 29 20 7b 0a 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 24 73 63 6f 70 65 2e 75 73 65 72 73 20 3d 20 5b 0a 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 7b 6e 61 6d 65 3a 20 22 4d 6f 72 6f 6e 69 22 2c 20 61 67 65 3a 20 35 30
7d 2c¢ 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 7b 6e 61 6d 65 3a 20 22 54 69 61 6e
63 75 6d 22 2c 20 61 67 65 3a 20 34 33 7d 2c 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 7b 6e 61 6d 65 3a 20 22 4a 61 63 6f 62 22 2¢ 20 61 67 65 3a 20 32 37 7d 2c Oa 20 20 20 20 20 20 20 20 20 20 20 20 2
020 20 20 20 20 20 20 20 20 20 20 7b 6e 61 6d 65 3a 20 22 4e 65 70 68 69 22 2c 20 61 67 65 3a 20 32 39 7d 2c Oa 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

Data Ascii: (function(angular, factory) { ‘use strict’; if (typeof define === ‘function' && define.amd) { define(['an
gularf, function(angular) { return factory(angular); }; lelse{ return factory(angular); }}(angular || null,
function(angular) { ‘use strict’;/** * ngTable: Table + Angular JS * * @author Vitalii Savchuk <esvit666 @gmail.com> *
@uirl https://github.com/esvit/ng-table/ * @license New BSD License <http://creativecommons.org/licenses/BSD/> */[** *
@ngdoc module * @name ngTable * @description ngTable: Table + Angular JS * @example <doc:example> <doc:sourc

e> <script> var app = angular.module('myApp', ['ngTable']); app.controller(MyCtrl', function($scope) { $scope.
users = [ {name: "Moroni", age: 50}, {name: “Tiancum", age: 43}, {name:
"Jacob", age: 27}, {name: "Nephi", age: 29},

GET /eprocurement?2/scripts/services/loginServ.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:11 GMT

Content-Length: 311

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 09 0a 09 27 75 73 65 20 73 74 72 69 63 74 27 3b 0a 09 Oa 09 61
6e 67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6e 74 41 70 70 27 29 Oa 09 09 2e 66
61 63 74 6f 72 79 28 27 6¢ 6f 67 69 6e 55 73 65 72 27 2c 20 20 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b Oa 0a 09 09 09 2f
2f 20 53 65 72 76 69 63 65 20 6¢ 6f 67 69 63 0a 09 09 09 76 61 72 20 6¢ 6f 67 69 6e 55 73 65 72 20 3d 20 7b 7d 3b 0Oa 09
09 09 6¢ 6f 67 69 6e 55 73 65 72 2e 69 6e 66 6f 55 73 75 61 72 69 6f 20 3d 20 7b 7d 3b 0a 09 09 09 6¢ 6f 67 69 6e 55 73
65 72 2e 73 65 73 73 69 6f 6e 49 64 20 3d 20 27 27 3b 0a 09 09 09 6¢ 6f 67 69 6e 55 73 65 72 2e 70 72 65 6¢ 6f 67 69 6e
20 3d 20 74 72 75 65 3b 0a 0a 09 09 09 2f 2f 20 50 75 62 6¢ 69 63 20 41 50 49 20 68 65 72 65 0a 09 09 09 0a 09 09 09
0a 0909 09 72 65 74 75 72 6e 20 6¢ 6f 67 69 6e 55 73 65 72 3b 0a 0a 09 09 7d 29 3b 0a 09 Oa 7d 28 29 29 3b

Data Ascii: (function () {'use strict';angular.module(‘appEprocurementApp').factory('loginUser', function () {// Service
logicvar loginUser = {};loginUser.infoUsuario = {};loginUser.sessionld = “;loginUser.prelogin = true;// Public API herereturn |
oginUser;});}0);

GET /eprocurement2/scripts/services/portafolioSrv.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3484
18:10:12.251661062 CEST

Aug 20, 2021 3486
18:10:12.254914999 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:11 GMT

Content-Length: 1899

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 09 0a 09 27 75 73 65 20 73 74 72 69 63 74 27 3b 0a 09 0a 09 61
6e 67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6e 74 41 70 70 27 29 0a 09 09 2e 66
61 63 74 6f 72 79 28 27 70 6f 72 74 61 66 6f 6¢ 69 6f 27 2 20 5b 27 24 68 74 74 70 27 2c 20 27 24 72 6f 6f 74 53 63 6f 70
65 27 2¢ 20 27 63 6f 6d 50 61 72 61 6d 73 27 2¢ 20 27 6¢ 6f 67 69 6€ 55 73 65 72 27 2¢ 20 66 75 6e 63 74 69 6f 6e 20 28
24 68 74 74 70 2c 20 24 72 6f 6f 74 53 63 6f 70 65 2c 20 63 6f 6d 50 61 72 61 6d 73 2c 20 6¢ 6f 67 69 6e 55 73 65 72 29
20 7b Oa 0a 09 09 09 2f 2f 20 53 65 72 76 69 63 65 20 6¢ 6f 67 69 63 0a 09 09 09 76 61 72 20 70 6f 72 74 61 66 6f 6C 69
6f 20 3d 20 7b 7d 2c 0a 09 09 09 09 73 76 63 55 52 49 63 65 6e 74 72 6f 73 20 3d 20 63 6f 6d 50 61 72 61 6d 73 2e 73 65
7276 6572 5552 49 20 2b 20 27 53 65 72 76 69 63 69 6f 73 2f 50 61 72 61 6d 65 74 72 6f 73 2e 73 76 63 2f 4f 62 74 65
6e 65 72 43 65 6e 74 72 6f 73 27 2c 0a 09 09 09 09 73 76 63 55 52 49 70 72 6f 76 65 65 64 6f 72 65 73 20 3d 20 63 6f 6d
5061 72 61 6d 73 2e 73 65 72 76 65 72 55 52 49 20 2b 20 27 53 65 72 76 69 63 69 6f 73 2f 50 72 6f 76 65 65 64 6f 72 2e
73 76 63 2f 4f 62 74 65 6e 65 72 27 2c 0a 09 09 09 09 73 76 63 55 52 49 70 72 6f 64 75 63 74 6f 73 20 3d 20 63 6f 6d 50
6172 61 6d 73 2e 73 65 72 76 65 72 55 52 49 20 2b 20 27 53 65 72 76 69 63 69 6f 73 2f 4d 61 74 65 72 69 61 6¢C 2e 73
76 63 2f 4f 62 74 65 6e 65 72 27 2c 0a 09 09 09 09 73 76 63 55 52 49 70 6f 72 74 61 66 6f 6¢ 69 6f 20 3d 20 63 6f 6d 50
617261 6d 73 2e 73 65 72 76 65 72 55 52 49 20 2b 20 27 53 65 72 76 69 63 69 6f 73 2f 50 6f 72 74 61 66 6f 6¢ 69 6f 2e
7376 63 2f 4f 62 74 65 6e 65 72 27 3b 0a 09 09 09 0a 09 09 09 70 6f 72 74 61 66 6f 6¢ 69 6f 2e 70 72 6f 64 75 63 74 6f
7320 3d 20 5b 5d 3b 0a 09 09 09 70 6f 72 74 61 66 6f 6¢ 69 6f 2e 70 72 6f 76 65 65 64 6f 72 65 73 20 3d 20 5b 5d 3b Oa
09 09 09 0a 09 09 09 70 6f 72 74 61 66 6f 6¢ 69 6f 2 69 64 73 50 72 6f 76 65 65 64 6f 72 65 73 20 3d 20 5b 5d 3b 0a 09
09 09 0a 09 09 09 70 6f 72 74 61 66 6f 6¢ 69 6f 2e 62 75 73 71 75 65 64 61 53 74 72 50 72 6f 64 75 63 74 6f 20 3d 20 27
27 3b 0a 09 09 09 70 6f 72 74 61 66 6f 6¢ 69 6f 2e 6e 6f 6d 62 72 65 50 72 6f 64 75 63 74 6f 53 65 6¢ 65 63 74 65 64 20
3d 20 27 27 3b 0a 09 09 09 70 6f 72 74 61 66 6f 6¢ 69 6f 2e 69 64 50 72 6f 64 75 63 74 6f 53 65 6¢ 65 63 74 65 64 20 3d
2027 27 3b 0a 09 09 09 0a 09 09 09 70 6f 72 74 61 66 6f 6¢ 69 6f 2e 62 75 73 71 75 65 64 61 53 74 72 50 72 6f 76 65 65
20 3d 20 27 27 3b 0a 09 09 09 70 6f 72 74 61 66 6f 6¢ 69 6f 2e 6e 6f 6d 62 72 65 50 72 6f 76 65 65 53 65 6C 65 63 74 65
64 20 3d 20 27 27 3b 0a 09 09 09 70 6f 72 74 61 66 6f 6¢ 69 6f 2e 69 64 50 72 6f 76 65 65 53 65 6C 65 63 74 65 64 20 3d
2027 27 3b 0a 09 09 09 0a 09 09 09 2f 2f 20 6e 75 65 76 6f 73 20 6f 62 6a 65 74 6f 73 0a 09 09 09 09 Oa 09 09 09 Oa 09
09 09 2f 2f 20 50 75 62 6¢ 69 63 20 41 50 49 20 68 65 72 65 0a 09 09 09 Oa 09 09 09 Oa 09 09 09 Oa 09 09 09 70 6f 72 74
61 66 6f 6¢ 69 6f 2e 6f

Data Ascii: (function () {'use strict';angular.module(‘appEprocurementApp').factory(‘portafolio’, ['$http’, ‘$rootScope’,
‘comParams', 'loginUser’, function ($http, $rootScope, comParams, loginUser) {// Service logicvar portafolio = {},svcU
Rlcentros = comParams.serverURI + 'Servicios/Parametros.svc/ObtenerCentros’,svcURIproveedores = comParams.serv
erURI + 'Servicios/Proveedor.svc/Obtener’,svcURIproductos = comParams.serverURI + 'Servicios/Material.svc/Obte
ner',svcURIportafolio = comParams.serverURI + 'Servicios/Portafolio.svc/Obtener';portafolio.productos = [];portafolio.pr
oveedores = [];portafolio.idsProveedores = [];portafolio.busquedaStrProducto = “;portafolio.nombreProductoSelected = *
;portafolio.idProductoSelected = “;portafolio.busquedaStrProvee = “;portafolio.nombreProveeSelected = “;portafolio.id
ProveeSelected = ";// nuevos objetos// Public API hereportafolio.o

GET /eprocurement2/scripts/controllers’/homeCitrl.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3550
18:10:12.557926893 CEST

Aug 20, 2021 3550
18:10:12.563416004 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:11 GMT

Content-Length: 906

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 0a 09 27 75 73 65 20 73 74 72 69 63 74 27 3b Oa Oa 09 61 6e 67
75 6¢c 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6e 74 41 70 70 27 29 2e 63 6f 6e 74 72 6f
6C 6C 65 72 28 27 48 6f 6d 65 43 74 72 6C 27 2C 20 5b 0a 09 09 27 24 73 63 6f 70 65 27 2c O0a 09 09 27 24 72 6f 6f 74 53
63 6f 70 65 27 2c 0a 09 09 27 24 68 74 74 70 27 2c 0a 09 09 27 24 6¢ 6f 63 61 74 69 6f 6e 27 2c 0a 09 09 27 24 77 69 6e
64 6f 77 27 2c 0a 09 09 27 6¢ 6f 67 69 6e 55 73 65 72 27 2c 0a 09 09 27 64 6f 63 73 48 6f 6d 65 27 2c 0a 09 09 27 63 6f
6d 50 61 72 61 6d 73 27 2c 0a 09 09 27 6¢ 65 6e 67 75 61 6a 65 27 2c 0a 09 09 66 75 6e 63 74 69 6f 6e 20 28 24 73 63 6f
70 65 2c 20 24 72 6f 6f 74 53 63 6f 70 65 2c 20 24 68 74 74 70 2c 20 24 6¢ 6f 63 61 74 69 6f 6 2¢c 20 24 77 69 6e 64 6f
77 2c 20 6¢ 6f 67 69 6e 55 73 65 72 2c 20 64 6f 63 73 48 6f 6d 65 2c 20 63 6f 6d 50 61 72 61 6d 73 2C 20 6¢C 65 6€ 67 75
61 6a 65 29 20 7b 0a 0a 09 09 09 6¢ 6f 67 69 6e 55 73 65 72 2e 70 72 65 6¢ 6f 67 69 6e 20 3d 20 66 61 6¢ 73 65 3b Oa 09
09 09 24 73 63 6f 70 65 2e 6d 79 44 6f 63 73 48 6f 6d 65 20 3d 20 5b 5d 3b 0a 09 09 09 24 73 63 6f 70 65 2e 64 6f 63 75
6d 65 6e 74 54 79 70 65 20 3d 20 6¢c 65 6e 67 75 61 6a 65 2e 74 69 70 6f 44 6f 63 75 6d 65 6e 74 6f 73 3b Oa 09 09 09 Oa
09 09 09 24 73 63 6f 70 65 2e 6¢ 6f 61 64 69 6e 67 57 69 6e 64 6f 77 20 3d 20 74 72 75 65 3b 0a 09 09 09 Oa 09 09 09 64
6f 63 73 48 6f 6d 65 2e 6f 62 74 65 6e 65 72 28 66 75 6e 63 74 69 6f 6e 20 28 72 61 77 64 61 74 61 29 20 7b Oa 09 09 09
09 0a 09 09 09 09 24 73 63 6f 70 65 2e 6d 79 44 6f 63 73 48 6f 6d 65 20 3d 20 72 61 77 64 61 74 61 3b 0a 09 09 09 09 24
73 63 6f 70 65 2e 6¢ 6f 61 64 69 6e 67 57 69 6e 64 6f 77 20 3d 20 66 61 6¢ 73 65 3b 0a 09 09 09 09 Oa 09 09 09 7d 29 3b
0a 09 09 09 0a 09 09 09 24 73 63 6f 70 65 2e 64 6f 77 6e 6¢ 6f 61 64 44 6f 63 20 3d 20 66 75 6e 63 74 69 6f 6e 20 28 64
6f 63 75 6d 65 6e 4c 69 6e 6b 29 20 7b 0a 09 09 09 09 76 61 72 20 76 69 6e 63 75 6¢ 6f 41 72 63 68 69 76 6f 20 3d 20 63
6f 6d 50 61 72 61 6d 73 2e 73 65 72 76 65 72 55 52 49 20 2b 20 27 68 61 6e 64 6¢ 65 72 73 2f 44 6f 77 6e 6¢C 6f 61 64 2e
61 73 68 78 3f 46 69 6¢ 65 4e 61 6d 65 3d 27 20 2b 20 64 6f 63 75 6d 65 6e 4c 69 6e 6b 3b 0a 09 09 09 09 24 77 69 6e
64 6f 77 2e 6f 70 65 6e 28 76 69 6e 63 75 6¢ 6f 41 72 63 68 69 76 6f 2¢ 20 27 5f 62 6¢ 61 6e 6b 27 29 3b 0a 09 09 09 7d
3b 0a 0a 09 09 7d Oa 09 09 Oa 09 5d 29 2e 72 75 6e 28 66 75 6e 63 74 69 6f 6e 20 28 24 72 6f 6f 74 53 63 6f 70 65 2c 20
6C 65 6e 67 75 61 6a 65 29 20 7b 0a 09 09 24 72 6f 6f 74 53 63 6f 70 65 2e 64 61 74 61 4c 61 6e 67 20 3d 20 6¢ 65 6e 67
75 61 6a 65 2e 63 61 6¢ 6¢ 28 27 65 73 27 29 3b 0a 09 7d 29 3b 0a 09 Oa 09 Oa 7d 28 29 29 3b

Data Ascii: (function () {'use strict’;angular.module(‘appEprocurementApp').controller('HomeCtrl', ['$scope’,'$rootScope

', '$http’,'$location’,'$window’,'loginUser','docsHome','comParams','lenguaje’,function ($scope, $rootScope, $http, $location,
$window, loginUser, docsHome, comParams, lenguaje) {loginUser.prelogin = false;$scope.myDocsHome = [];$s
cope.documentType = lenguaje.tipoDocumentos;$scope.loadingWindow = true;docsHome.obtener(function (rawdata) {$
scope.myDocsHome = rawdata;$scope.loadingWindow = false;});$scope.downloadDoc = function (documenLink) {var vi
nculoArchivo = comParams.serverURI + 'handlers/Download.ashx?FileName=" + documenLink;$window.open(vinculoArch
ivo, '_blank');};}]).run(function ($rootScope, lenguaje) {$rootScope.datalL.ang = lenguaje.call(‘es’);});}());

GET /eprocurement?2/scripts/controllers/portafolioCtrl.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3614
18:10:12.877243996 CEST

Aug 20, 2021 3621
18:10:12.879941940 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:12 GMT

Content-Length: 6927

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 0a 09 27 75 73 65 20 73 74 72 69 63 74 27 3b Oa 0a 09 61 6e 67
75 6¢c 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6e 74 41 70 70 27 29 2e 63 6f 6e 74 72 6f
6C 6C 65 72 28 27 70 6f 72 74 61 66 6f 6¢C 69 6f 43 74 72 6C 27 2C 20 5b Oa 09 09 27 24 73 63 6f 70 65 27 2¢c 0a 09 09 27
24 72 6f 6f 74 53 63 6f 70 65 27 2c 0a 09 09 27 24 74 69 6d 65 6f 75 74 27 2c 0a 09 09 27 24 68 74 74 70 27 2c Oa 09 09
27 6¢ 6f 67 69 6e 55 73 65 72 27 2c 0a 09 09 27 63 6f 6d 50 61 72 61 6d 73 27 2c 0a 09 09 66 75 6e 63 74 69 6f 6e 20 28
24 73 63 6f 70 65 2c 20 24 72 6f 6f 74 53 63 6f 70 65 2c 20 24 74 69 6d 65 6f 75 74 2¢ 20 24 68 74 74 70 2c 20 6¢ 6f 67 6€
6e 55 73 65 72 2¢ 20 63 6f 6d 50 61 72 61 6d 73 29 20 7b 0a 09 09 09 Oa 09 09 09 6¢ 6f 67 69 6e 55 73 65 72 2e 70 72 65
6¢ 6f 67 69 6e 20 3d 20 66 61 6¢ 73 65 3b 0a 09 09 09 24 73 63 6f 70 65 2e 6¢ 6f 61 64 69 6e 67 57 69 6e 64 6f 77 20 3d
20 66 61 6¢ 73 65 3b 0a 09 09 09 Oa 09 09 09 2f 2f 24 72 6f 6f 74 53 63 6f 70 65 2e 63 6¢ 65 61 72 53 65 6C 65 63 74 69
6f 6e 28 31 29 3b 0a 09 09 09 0a 09 09 09 24 73 63 6f 70 65 2e 6d 6f 64 61 6¢ 46 69 6¢ 74 72 6f 43 6f 6e 74 72 6f 6¢C 20
3d 20 7b 7d 3b 0a 09 09 09 24 73 63 6f 70 65 2e 6d 6f 64 61 6¢ 46 69 6¢ 74 72 6f 50 72 6f 76 65 65 64 6f 72 65 73 20 3d
20 7b 7d 3b 0a 09 09 09 24 73 63 6f 70 65 2e 6d 6f 64 61 6¢ 46 69 6¢ 74 72 6f 50 72 6f 64 75 63 74 6f 73 20 3d 20 7b 7d
3b 0a 09 09 09 0a 09 09 09 24 73 63 6f 70 65 2e 63 65 6e 74 72 6f 20 3d 20 7b 7d 3b Oa 09 09 09 24 73 63 6f 70 65 2e 70
72 6f 76 65 65 64 6f 72 65 73 20 3d 20 5b 5d 3b 0a 09 09 09 24 73 63 6f 70 65 2e 70 72 6f 64 75 63 74 6f 73 20 3d 20 5b
5d 3b 0a 09 09 09 24 73 63 6f 70 65 2e 70 6f 72 74 61 66 6f 6¢ 69 6f 20 3d 20 5b 5d 3b 0a 09 09 09 Oa 09 09 09 Oa 09 09
09 24 73 63 6f 70 65 2e 61 63 74 75 61 6¢ 69 7a 61 72 43 65 6e 74 72 6f 20 3d 20 66 75 6e 63 74 69 6f 6e 20 28 76 61 6¢C
6f 72 29 20 7b 0a 09 09 09 09 Oa 09 09 09 09 24 73 63 6f 70 65 2e 63 65 6e 74 72 6f 20 3d 20 76 61 6¢ 6f 72 3b Oa 09 09
09 09 2f 2f 20 65 73 74 61 62 6¢ 65 63 65 72 20 6f 62 62 65 74 6f 20 64 65 20 63 65 6e 74 72 6f 20 73 65 6C 65 63 63 69
6f 6e 61 64 6f 0a 09 09 09 09 69 66 20 28 74 79 70 65 6f 66 20 28 24 73 63 6f 70 65 2e 6d 6f 64 61 6¢ 46 69 6¢C 74 72 6f
50 72 6f 76 65 65 64 6f 72 65 73 2e 73 65 74 43 65 6e 74 65 72 4f 62 6a 29 20 3d 3d 3d 20 22 66 75 6e 63 74 69 6f 6e 22
2920 7b 0a 09 09 09 09 09 69 66 20 28 24 72 6f 6f 74 53 63 6f 70 65 2e 72 6f 6¢ 20 3¢ 20 32 29 20 7b 0Oa 09 09 09 09 09
09 24 73 63 6f 70 65 2e 6d 6f 64 61 6¢ 46 69 6¢ 74 72 6f 50 72 6f 76 65 65 64 6f 72 65 73 2e 73 65 74 43 65 6e 74 65 72
4f 62 6a 28 76 61 6¢ 6f 72 29 3b 0a 09 09 09 09 09 7d Oa 09 09 09 09 7d Oa 09 09 09 09 69 66 20 28 74 79 70 65 6f 66 20
2824 73 63 6f 70 65 2e 6d 6f 64 61 6¢ 46 69 6¢ 74 72 6f 50 72 6f 64 75 63 74 6f 73 2e 73 65 74 43 65 6e 74 65 72 4f 62
6a 29 20 3d 3d 3d 20 22 66 75 6e 63 74 69 6f 6e 22 29 20 7b 0a 09 09 09 09 09 24 73 63 6f 70 65 2e 6d 6f 64 61 6¢ 46 69
6¢ 74 72 6f 50 72 6f

Data Ascii: (function () {'use strict';angular.module(‘appEprocurementApp').controller(‘portafolioCtrl’, ['$scope’,'$roo
tScope','$timeout’,'$http’, loginUser','comParams',function ($scope, $rootScope, $timeout, $http, loginUser, comParams)
{loginUser.prelogin = false;$scope.loadingWindow = false;//$rootScope.clearSelection(1);$scope.modalFiltroControl = {};$
scope.modalFiltroProveedores = {};$scope.modalFiltroProductos = {};$scope.centro = {};$scope.proveedores = [];
$scope.productos = [];$scope.portafolio = [];$scope.actualizarCentro = function (valor) {$scope.centro = valor;// establecer
objeto de centro seleccionadoif (typeof ($scope.modalFiltroProveedores.setCenterObj) === "function”) {if ($rootScope.rol <
2) {$scope.modalFiltroProveedores.setCenterObj(valor);}}if (typeof ($scope.modalFiltroProductos.setCenterObj) ===
“function”) {$scope.modalFiltroPro

GET /eprocurement2/scripts/controllers/proyeccionesCtrl.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3705
18:10:13.196434021 CEST

Aug 20, 2021 3710
18:10:13.198839903 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:12 GMT

Content-Length: 5203

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 0a 09 27 75 73 65 20 73 74 72 69 63 74 27 3b Oa 0a 09 61 6e 67
75 6¢c 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6e 74 41 70 70 27 29 2e 63 6f 6e 74 72 6f
6C 6C 65 72 28 27 70 72 6f 79 65 63 63 69 6f 6€ 65 73 43 74 72 6¢ 27 2¢ 20 5b 0a 09 09 27 24 73 63 6f 70 65 27 2c Oa 09
09 27 24 72 6f 6f 74 53 63 6f 70 65 27 2c 0a 09 09 27 24 74 69 6d 65 6f 75 74 27 2c 0a 09 09 27 24 68 74 74 70 27 2c Oa
09 09 27 24 77 69 6e 64 6f 77 27 2c 0a 09 09 27 6¢c 6f 67 69 6e 55 73 65 72 27 2c 0a 09 09 27 63 6f 6d 50 61 72 61 6d 73
27 2c 0a 09 09 27 6¢ 65 6e 67 75 61 6a 65 27 2c 0a 09 09 27 75 70 6¢ 6f 61 64 27 2¢c 0a 09 09 66 75 6e 63 74 69 6f 6e 20
2824 73 63 6f 70 65 2c 20 24 72 6f 6f 74 53 63 6f 70 65 2¢ 20 24 74 69 6d 65 6f 75 74 2c 20 24 68 74 74 70 2¢c 20 24 77
69 6e 64 6f 77 2c 20 6¢ 6f 67 69 6e 55 73 65 72 2c 20 63 6f 6d 50 61 72 61 6d 73 2c 20 6¢ 65 6€ 67 75 61 6a 65 2c 20 75
70 6¢ 6f 61 64 29 20 7b 0a 09 09 09 Oa 09 09 09 6¢ 6f 67 69 6e 55 73 65 72 2e 70 72 65 6¢ 6f 67 69 6e 20 3d 20 66 61 6C
73 65 3b 0a 09 09 09 24 73 63 6f 70 65 2e 6¢ 6f 61 64 69 6e 67 57 69 6e 64 6f 77 20 3d 20 66 61 6¢ 73 65 3b 0a 09 09 09
2473 63 6f 70 65 2e 70 72 6f 79 65 63 63 69 6f 6e 65 73 20 3d 20 5b 5d 3b 0a 09 09 09 24 72 6f 6f 74 53 63 6f 70 65 2e
7469 74 75 6c¢ 6f 73 20 3d 20 5b 5d 3b 0a 09 09 09 24 73 63 6f 70 65 2e 61 63 63 65 70 74 44 6f 63 54 79 70 65 73 20 3d
2027 74 65 78 74 2f 63 73 76 27 3b 0a 09 09 09 24 73 63 6f 70 65 2e 75 72 69 55 70 6¢ 6f 61 64 20 3d 20 63 6f 6d 50 61
7261 6d 73 2e 73 65 72 76 65 72 55 52 49 20 2b 20 27 2f 48 61 6e 64 6¢ 65 72 73 2f 55 70 6¢ 6f 61 64 50 72 6f 79 65 63
63 69 6f 6e 65 73 2e 61 73 68 78 27 3b 0a 09 09 09 24 73 63 6f 70 65 2e 61 6¢ 65 72 74 20 3d 20 7b 7d 3b 0a 09 09 09 24
73 63 6f 70 65 2e 61 6¢ 65 72 74 2e 65 78 69 73 74 20 3d 20 66 61 6¢ 73 65 3b 0a 09 09 09 24 73 63 6f 70 65 2e 65 78 69
74 6f 20 3d 20 7b 7d 3b 0a 09 09 09 24 73 63 6f 70 65 2e 65 78 69 74 6f 2e 65 78 69 73 74 20 3d 20 66 61 6¢ 73 65 3b Oa
09 09 09 24 73 63 6f 70 65 2e 73 69 6e 64 61 74 61 20 3d 20 7b 7d 3b Oa 09 09 09 24 73 63 6f 70 65 2e 73 69 6e 64 61
74 61 2e 65 78 69 73 74 20 3d 20 66 61 6¢ 73 65 3b 0a 09 09 09 24 73 63 6f 70 65 2e 62 6f 74 6f 6e 43 61 72 67 61 20 3d
207472 75 65 3b 0a 09 09 09 Oa 09 09 09 2f 2f 20 6¢ 6¢ 61 6d 61 64 6f 20 61 6¢ 20 73 65 72 76 69 63 69 6f 20 64 65 20
63 6f 6e 73 75 6¢ 74 61 0a 09 09 09 24 73 63 6f 70 65 2e 61 70 6¢ 69 63 61 72 46 69 6¢ 74 72 6f 73 20 3d 20 66 75 6e 63
74 69 6f 6e 20 28 29 20 7b 0a 09 09 09 09 Oa 09 09 09 09 24 73 63 6f 70 65 2e 6¢ 6f 61 64 69 6e 67 57 69 6e 64 6f 77 20
3d 20 74 72 75 65 3b 0a 09 09 09 09 Oa 09 09 09 09 24 73 63 6f 70 65 2e 75 73 65 72 53 65 72 76 69 63 65 20 3d 20 6e
75 6¢ 6¢ 3b 0a 09 09 09 09 Oa 09 09 09 09 69 66 20 28 6¢ 6f 67 69 6e 55 73 65 72 2e 69 6e 66 6f 55 73 75 61 72 69 6f 2e
52 6f 6¢ 55 73 75 61 72 69 6f 20 3e 20 31 29 20 7b 0a 09 09 09 09 09 24 73 63 6f 70 65 2e 75 73 65 72 53 65 72 76 69 63
65 20 3d 20 6¢ 6f 67 69 6e 55

Data Ascii: (function () {'use strict’;angular.module(‘appEprocurementApp').controller(‘proyeccionesCtrl', ['$scope’,'$r
ootScope','$timeout’,'$http','Swindow’,'loginUser','comParams', lenguaje’,'upload',function ($scope, $rootScope, $timeout,
$http, $window, loginUser, comParams, lenguaje, upload) {loginUser.prelogin = false;$scope.loadingWindow = false;$sco
pe.proyecciones = [];$rootScope.titulos = [J;$scope.acceptDocTypes = 'text/csv';$scope.uriUpload = comParams.s
erverURI + '/Handlers/UploadProyecciones.ashx’;$scope.alert = {};$scope.alert.exist = false;$scope.exito = {};$scope.exi
to.exist = false;$scope.sindata = {};$scope.sindata.exist = false;$scope.botonCarga = true;// llamado al servicio de con
sulta$scope.aplicarFiltros = function () {$scope.loadingWindow = true;$scope.userService = null;if (loginUser.infoUsuari
0.RolUsuario > 1) {$scope.userService = loginU

GET /eprocurement2/scripts/controllers/configuracionCtrl.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3787
18:10:13.512295961 CEST

Aug 20, 2021 3800
18:10:13.515146971 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:12 GMT

Content-Length: 12529

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 0a 09 27 75 73 65 20 73 74 72 69 63 74 27 3b Oa Oa 09 61 6e 67
75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6e 74 41 70 70 27 29 2e 63 6f 6e 74 72 6f
6C 6C 65 72 28 27 63 6f 6e 66 69 67 75 72 61 63 69 6f 6e 43 74 72 6¢ 27 2¢ 20 5b 0a 09 09 27 24 73 63 6f 70 65 27 2c Oa
09 09 27 24 72 6f 6f 74 53 63 6f 70 65 27 2c 0a 09 09 27 24 74 69 6d 65 6f 75 74 27 2c 0a 09 09 27 24 68 74 74 70 27 2c
0a 09 09 27 24 77 69 6e 64 6f 77 27 2c 0a 09 09 27 6¢ 6f 67 69 6e 55 73 65 72 27 2c 0a 09 09 27 63 6f 6d 50 61 72 61 6d
7327 2c 0a 09 09 27 6¢ 65 6e 67 75 61 6a 65 27 2c 0a 09 09 27 75 70 6¢ 6f 61 64 27 2c 0a 09 09 66 75 6e 63 74 69 6f 6e
2028 24 73 63 6f 70 65 2c 20 24 72 6f 6f 74 53 63 6f 70 65 2c 20 24 74 69 6d 65 6f 75 74 2c 20 24 68 74 74 70 2c 20 24
77 69 6e 64 6f 77 2c 20 6¢ 6f 67 69 6e 55 73 65 72 2¢ 20 63 6f 6d 50 61 72 61 6d 73 2¢ 20 6¢ 65 6 67 75 61 6a 65 2c 20
7570 6¢ 6f 61 64 29 20 7b 0a 09 09 09 Oa 09 09 09 6¢ 6f 67 69 6e 55 73 65 72 2e 70 72 65 6¢ 6f 67 69 6e 20 3d 20 66 61
6¢ 73 65 3b 0a 09 09 09 24 73 63 6f 70 65 2e 6¢ 6f 61 64 69 6e 67 57 69 6e 64 6f 77 20 3d 20 66 61 6¢ 73 65 3b Oa 09 09
09 24 73 63 6f 70 65 2e 61 6¢ 65 72 74 20 3d 20 7b 7d 3b 0a 09 09 09 24 73 63 6f 70 65 2e 61 6¢ 65 72 74 2e 65 78 69 73
7420 3d 20 66 61 6¢ 73 65 3b 0a 09 09 09 24 73 63 6f 70 65 2e 65 78 69 74 6f 20 3d 20 7b 7d 3b 0a 09 09 09 24 73 63 6f
70 65 2e 65 78 69 74 6f 2e 65 78 69 73 74 20 3d 20 66 61 6¢ 73 65 3b 0a 09 09 09 24 73 63 6f 70 65 2e 73 69 6e 64 61
746120 3d 20 7b 7d 3b 0a 09 09 09 24 73 63 6f 70 65 2e 73 69 6e 64 61 74 61 2e 65 78 69 73 74 20 3d 20 66 61 6¢ 73
65 3b 0a 09 09 09 24 73 63 6f 70 65 2e 63 65 6e 74 72 6f 73 20 3d 20 5b 5d 3b 0a 09 09 09 24 73 63 6f 70 65 2e 73 6f 63
69 65 64 61 64 65 73 20 3d 20 5b 5d 3b 0a 09 09 09 24 73 63 6f 70 65 2e 6d 6f 64 61 6¢ 46 69 6¢ 74 72 6f 53 6 63 69 65
64 61 64 65 73 20 3d 20 7b 7d 3b 0a 09 09 09 Oa 09 09 09 24 73 63 6f 70 65 2e 77 61 74 69 6e 67 53 6f 63 69 65 64 61 6
4 65 73 57 69 6e 64 6f 77 20 3d 20 66 61 6¢ 73 65 3b 0a 09 09 09 24 73 63 6f 70 65 2e 73 68 6f 77 4d 6f 64 61 6¢ 53 6f 63
69 65 64 61 64 20 3d 20 66 61 6¢ 73 65 3b 0a 09 09 09 24 73 63 6f 70 65 2e 73 68 6f 77 4d 6f 64 61 6C 43 65 6€ 74 72 6f
20 3d 20 66 61 6¢ 73 65 3b 0a 09 09 09 Oa 09 09 09 24 73 63 6f 70 65 2e 73 6f 63 69 65 64 61 64 4f 62 6a 20 3d 20 7b 7d
3b 0a 09 09 09 24 73 63 6f 70 65 2e 63 65 6e 74 72 6f 4f 62 6a 20 3d 20 7b 7d 3b 0a 09 09 09 Oa 09 09 09 24 73 63 6f 70
65 2e 61 63 74 75 61 6¢ 69 7a 61 72 53 6f 63 69 65 64 61 64 20 3d 20 66 75 6e 63 74 69 6f 6e 20 28 76 61 6¢ 6f 72 29 20
7b 0a 09 09 09 09 Oa 09 09 09 09 24 73 63 6f 70 65 2e 63 65 6e 74 72 6f 4f 62 6a 2e 49 64 53 6f 63 69 65 64 61 64 20 3d
20 76 61 6¢ 6f 72 2e 49 64 53 6f 63 69 65 64 61 64 3b 0a 09 09 09 09 Oa 09 09 09 7d 3b Oa 09 09 09 Oa 09 09 09 2f 2f 20
6c 6¢ 61 6d 61 64 6f 20 61 6¢ 20 73 65 72 76 69 63 69 6f 20 64 65 20 63 6f 6€ 73 75 6¢C 74 61 0a 09 09 09 24 73 63 6f 70
65 2e 61 70 6¢ 69 63 61 72

Data Ascii: (function () {'use strict’;angular.module(‘appEprocurementApp').controller(‘configuracionCtrl', [$scope’,'$
rootScope','$timeout’,'$http’,'Swindow', loginUser','comParams', lenguaje’,'upload',function ($scope, $rootScope, $timeout,
$http, $window, loginUser, comParams, lenguaje, upload) {loginUser.prelogin = false;$scope.loadingWindow = false;$sc
ope.alert = {};$scope.alert.exist = false;$scope.exito = {};$scope.exito.exist = false;$scope.sindata = {};$scope.sindata.exist
= false;$scope.centros = [];$scope.sociedades = [J;$scope.modalFiltroSociedades = {};$scope.watingSociedadesWindow =
false;$scope.showModalSociedad = false;$scope.showModalCentro = false;$scope.sociedadObj = {};$scope.centroObj = {}
;$scope.actualizarSociedad = function (valor) {$scope.centroObj.ldSociedad = valor.ldSociedad;};// llamado al servicio de
consulta$scope.aplicar

GET /eprocurement2/scripts/directives/comentariosDir.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3843
18:10:13.829119921 CEST

Aug 20, 2021 3849
18:10:13.831307888 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:13 GMT

Content-Length: 5728

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 0a 09 27 75 73 65 20 73 74 72 69 63 74 27 3b 0a 09 Oa 09 61 6e
67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6€ 74 41 70 70 27 29 2e 64 69 72 65 63
7469 76 65 28 27 63 6f 6d 65 6e 74 61 72 69 6f 73 50 6f 70 75 70 27 2c 20 5b 0a 09 09 27 24 68 74 74 70 27 2c 0a 09 09
27 24 74 69 6d 65 6f 75 74 27 2c 0a 09 09 27 6¢ 65 6e 67 75 61 6a 65 27 2¢c Oa 09 09 27 63 6f 6d 50 61 72 61 6d 73 27 2C
0a 09 09 27 6¢ 6f 67 69 6e 55 73 65 72 27 2c 0a 09 09 66 75 6e 63 74 69 6f 6e 20 28 24 68 74 74 70 2c 20 24 74 69 6d

65 6f 75 74 2c 20 6¢ 65 6e 67 75 61 6a 65 2c 20 63 6f 6d 50 61 72 61 6d 73 2¢ 20 6¢ 6f 67 69 6e 55 73 65 72 29 20 7b Oa
09 0909 72 65 74 75 72 6e 20 7b 0a 09 09 09 09 73 63 6f 70 65 3a 20 7b 0a 09 09 09 09 09 67 65 74 64 61 74 61 3a 20
27 26 27 2c 0a 09 09 09 09 09 63 6f 6e 74 72 6f 6¢ 3a 20 27 3d 27 0a 09 09 09 09 7d 2c 0a 09 09 09 09 72 65 73 74 72 69
63 74 3a 20 27 41 27 2c 0a 09 09 09 09 72 65 70 6¢ 61 63 65 3a 20 74 72 75 65 2c Oa 09 09 09 09 74 65 6d 70 6¢ 61 74
65 55 72 6¢ 3a 20 27 76 69 65 77 73 2f 64 69 72 65 63 74 69 76 65 73 2f 63 6f 6d 65 6e 74 61 72 69 6f 73 2e 68 74 6d 6C
27 2c 0a 09 09 09 09 6¢ 69 6e 6b 3a 20 66 75 6e 63 74 69 6f 6e 20 28 73 63 6f 70 65 2¢ 20 65 6¢ 65 6d 65 6€ 74 2¢ 20 61
7474722920 7b 0a 09 09 09 09 09 Oa 09 09 09 09 09 Oa 09 09 09 09 09 2f 2f 20 76 69 6e 63 75 6¢ 61 64 6f 20 64 65 6C
20 6¢ 65 6e 67 75 61 6a 65 20 65 6e 20 65 6¢ 20 73 63 6f 70 65 20 6¢ 6f 63 61 6¢ 0a 09 09 09 09 09 6¢ 65 6e 67 75 61 6a
65 2e 63 61 6¢ 62 61 63 6b 28 6¢ 65 6€ 67 75 61 6a 65 2e 6¢ 61 6e 67 43 68 6f 69 63 65 2¢ 20 66 75 6e 63 74 69 6f 6e 20
2872 6573 75 6¢ 74 61 64 6f 29 20 7b 0a 09 09 09 09 09 09 73 63 6f 70 65 2e 64 61 74 61 4c 61 6e 67 20 3d 20 72 65 73
75 6¢ 74 61 64 6f 3b 0a 09 09 09 09 09 7d 29 3b 0a 09 09 09 09 09 Oa 09 09 09 09 09 2f 2f 20 70 72 6f 70 69 65 64 61 64
65 73 20 67 65 6e 65 72 61 6¢ 65 73 0a 09 09 09 09 09 73 63 6f 70 65 2e 74 69 70 6f 43 6f 6d 6d 65 6e 74 73 20 3d 20 6¢
65 6e 67 75 61 6a 65 2e 63 6f 6d 65 6e 74 61 72 69 6f 73 3b 0a 09 09 09 09 09 73 63 6f 70 65 2e 6¢ 6f 61 64 69 6e 67 57
69 6e 64 6f 77 20 3d 20 74 72 75 65 3b 0a 09 09 09 09 09 73 63 6f 70 65 2e 73 68 6f 77 4d 6f 64 61 6¢ 20 3d 20 66 61 6C
73 65 3b 0a 09 09 09 09 09 73 63 6f 70 65 2e 6f 72 64 65 6e 69 64 20 3d 20 27 27 3b 0a 09 09 09 09 09 73 63 6f 70 65 2e
70 6f 73 69 63 69 6f 6e 69 64 20 3d 20 27 27 3b 0a 09 09 09 09 09 73 63 6f 70 65 2e 63 6f 6d 65 6e 74 61 72 69 6f 73 20
3d 20 5b 5d 3b 0a 09 09 09 09 09 73 63 6f 70 65 2e 61 6¢ 65 72 74 20 3d 20 7b 7d 3b 0a 09 09 09 09 09 73 63 6f 70 65 2e
61 6¢ 65 72 74 2e 65 78 69 73 74 20 3d 20 66 61 6¢ 73 65 3b 0a 09 09 09 09 09 73 63 6f 70 65 2e 61 6¢ 65 72 74 2e 6d
73 67 20 3d 20 27 27 3b 0a 09 09 09 09 09 73 63 6f 70 65 2e 72 6f 6¢ 20 3d 20 27 27 3b 0a 09 09 09 09 09 Oa 09 09 09
09 09 Oa 09 09 09 09 09 2f 2f 20 4d 65 74 6f 64 6f 73 20 70 72 69 76 61 64 6f 73 0a 09 09 09 09 09 2f 2f 20 6f 62 74 65 6e
6572 20 64 61 74 6f 73 20 70 61 72

Data Ascii: (function () {'use strict’;angular.module(‘appEprocurementApp').directive(‘comentariosPopup’, ['$http’,'$tim
eout','lenguaje’,'’comParams', loginUser',function ($http, $timeout, lenguaje, comParams, loginUser) {return {scope: {get
data: '&',control: '="},restrict: 'A’,replace: true,templateUrl: ‘views/directives/comentarios.html' link: function (scope, element,
attr) {// vinculado del lenguaje en el scope locallenguaje.calback(lenguaje.langChoice, function (resultado) {scope.d
atalLang = resultado;});// propiedades generalesscope.tipoComments = lenguaje.comentarios;scope.loadingWindow =
true;scope.showModal = false;scope.ordenid = *;scope.posicionid = ";scope.comentarios = [];scope.alert = {};scope.ale
rt.exist = false;scope.alert.msg = “;scope.rol = *;// Metodos privados// obtener datos par

GET /eprocurement2/scripts/directives/documentosClasesDir.js HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 3893
18:10:14.144448996 CEST

Aug 20, 2021 4003
18:10:18.098489046 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Content-Type: application/javascript

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:13 GMT

Content-Length: 3683

Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 0a 09 27 75 73 65 20 73 74 72 69 63 74 27 3b 0a 09 Oa 09 61 6e
67 75 6¢ 61 72 2e 6d 6f 64 75 6¢ 65 28 27 61 70 70 45 70 72 6f 63 75 72 65 6d 65 6€ 74 41 70 70 27 29 2e 64 69 72 65 63
7469 76 65 28 27 64 6f 63 75 6d 65 6e 74 6f 73 43 6¢ 61 73 65 73 43 6f 6 74 72 6f 6¢ 27 2¢ 20 5b 0a 09 09 27 24 68 74
7470 27 2c 0a 09 09 27 6¢ 65 6e 67 75 61 6a 65 27 2c 0a 09 09 27 63 6f 6d 50 61 72 61 6d 73 27 2c Oa 09 09 27 6¢ 6f 67
69 6e 55 73 65 72 27 2c 0a 09 09 66 75 6e 63 74 69 6f 6e 20 28 24 68 74 74 70 2c 20 6¢ 65 6e 67 75 61 6a 65 2c 20 63 6f
6d 50 61 72 61 6d 73 2c 20 6¢ 6f 67 69 6e 55 73 65 72 29 20 7b 0a 09 09 09 72 65 74 75 72 6e 20 7b 0a 09 09 09 09 73
63 6f 70 65 3a 20 7b 0a 09 09 09 09 09 67 65 74 64 61 74 61 3a 20 27 26 27 2c Oa 09 09 09 09 09 63 6f 6e 74 72 6f 6¢ 3a
2027 3d 27 0a 09 09 09 09 7d 2c Oa 09 09 09 09 72 65 73 74 72 69 63 74 3a 20 27 41 27 2c 0a 09 09 09 09 72 65 70 6¢
61 63 65 3a 20 74 72 75 65 2c 0a 09 09 09 09 74 65 6d 70 6¢ 61 74 65 55 72 6¢ 3a 20 27 76 69 65 77 73 2f 64 69 72 65 6
37469 76 65 73 2f 64 6f 63 75 6d 65 6e 74 6f 73 43 6¢ 61 73 65 73 2e 68 74 6d 6¢ 27 2¢ 0a 09 09 09 09 6¢ 69 6e 6b 3a 2
066 75 6e 63 74 69 6f 6e 20 28 73 63 6f 70 65 2c 20 65 6¢ 65 6d 65 6e 74 2c 20 61 74 74 72 29 20 7b 0a 09 09 09 09 09
0Oa 09 09 09 09 09 Oa 09 09 09 09 09 2f 2f 20 76 69 6e 63 75 6¢ 61 64 6f 20 64 65 6¢ 20 6C 65 62 67 75 61 6a 65 20 65 6e
20 65 6¢ 20 73 63 6f 70 65 20 6¢ 6f 63 61 6¢ 0a 09 09 09 09 09 6¢ 65 6e 67 75 61 6a 65 2e 63 61 6¢ 62 61 63 6b 28 6C 65
6e 67 75 61 6a 65 2e 6¢ 61 6e 67 43 68 6f 69 63 65 2¢ 20 66 75 6e 63 74 69 6f 6e 20 28 72 65 73 75 6¢ 74 61 64 6f 29 20
7b 0a 09 09 09 09 09 09 73 63 6f 70 65 2e 64 61 74 61 4c 61 6e 67 20 3d 20 72 65 73 75 6¢ 74 61 64 6f 3b 0a 09 09 09 09
09 7d 29 3b 0a 09 09 09 09 09 Oa 09 09 09 09 09 2f 2f 20 70 72 6f 70 69 65 64 61 64 65 73 20 67 65 6e 65 72 61 6¢C 65 73
0Oa 09 09 09 09 09 73 63 6f 70 65 2e 6¢ 6f 61 64 69 6e 67 57 69 6e 64 6f 77 20 3d 20 66 61 6¢ 73 65 3b 0a 09 09 09 09 09
73 63 6f 70 65 2e 73 68 6f 77 4d 6f 64 61 6¢ 20 3d 20 66 61 6¢ 73 65 3b 0a 09 09 09 09 09 73 63 6f 70 65 2e 63 6¢ 61 73
65 73 20 3d 20 5b 5d 3b 0a 09 09 09 09 09 Oa 09 09 09 09 09 2f 2f 20 6¢ 6¢ 61 6d 61 64 6f 20 61 6¢C 20 73 65 72 76 69 63
69 6f 20 64 65 20 64 61 74 6f 73 0a 09 09 09 09 09 76 61 72 20 73 76 63 55 52 49 64 6f 63 43 6¢ 61 73 65 73 20 3d 20 63
6f 6d 50 61 72 61 6d 73 2e 73 65 72 76 65 72 55 52 49 20 2b 20 27 53 65 72 76 69 63 69 6f 73 2f 50 61 72 61 6d 65 74 72
6f 73 2e 73 76 63 2f 4f 62 74 65 6e 65 72 43 6¢ 61 73 65 73 44 6f 63 75 6d 65 6€ 74 6f 73 27 2c 0a 09 09 09 09 09 09 24 7
2657175657374 20 3d 20 7b 20 53 65 73 69 6f 6e 49 64 3a 20 6¢ 6f 67 69 6e 55 73 65 72 2e 73 65 73 73 69 6f 6e 49
64 2c 20 52 65 71 75 65 73 74 3a 20 7b 20 49 64 69 6f 6d 61 3a 20 6¢ 65 6e 67 75 61 6a 65 2e 6¢ 61 6e 67 43 68 6f 69 63
6520 7d 20 7d 2c 0a 09 09 09 09 09 09 64 61 74 61 74 6f 73 65 6e 64 20 3d 20 7b 20 72 65 71 75 65 73 74 3a 20 24 72
65 71 75 65 73 74 20 7d 3b Oa Oa 09

Data Ascii: (function () {'use strict’;angular.module(‘appEprocurementApp').directive(‘documentosClasesControl', [$http
*lenguaje’,'’comParams','loginUser',function ($http, lenguaje, comParams, loginUser) {return {scope: {getdata: '&',control:
="} restrict: ‘A",replace: true,templateUrl: ‘'views/directives/documentosClases.html'link: function (scope, element, attr) {//
vinculado del lenguaje en el scope locallenguaje.calback(lenguaje.langChoice, function (resultado) {scope.dataLang =
resultado;});// propiedades generalesscope.loadingWindow = false;scope.showModal = false;scope.clases = [];// llamado al
servicio de datosvar svcURIdocClases = comParams.serverURI + 'Servicios/Parametros.svc/ObtenerClasesDocument
os',$request = { Sesionld: loginUser.sessionld, Request: { Idioma: lenguaje.langChoice } },datatosend = { request: $request
h

GET /favicon.ico HTTP/1.1

Host: eprocurement.corona.com.co

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: image/avif,image/webp,image/apng,image/*,*/*;q=0.8

Referer: http://eprocurement.corona.com.co/eprocurement2/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Aug 20, 2021 4037
18:10:18.396862030 CEST

Aug 20, 2021 4331
18:10:19.001532078 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 404 Not Found

Content-Type: text/html

Server: Microsoft-11S/10.0

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:18 GMT

Content-Length: 1245

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 20 50 55 42 4c 49 43 20 22 2d 2f 2f 57 33 43 2f 2f 44 54 44 20 58 48
54 4d 4c 20 31 2e 30 20 53 74 72 69 63 74 2f 2f 45 4e 22 20 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 54
52 2f 78 68 74 6d 6¢ 31 2f 44 54 44 2f 78 68 74 6d 6¢ 31 2d 73 74 72 69 63 74 2e 64 74 64 22 3e 0d Oa 3c 68 74 6d 6¢ 20
78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 31 39 39 39 2f 78 68 74 6d 6¢ 22 3e 0d Oa 3c
68 65 61 64 3e 0d Oa 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54 79 70 65 22 20
63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 69 73 6f 2d 38 38 35 39 2d 31 22 2f
3e 0d Oa 3c 74 69 74 6¢ 65 3e 34 30 34 20 2d 20 46 69 6¢ 65 20 6f 72 20 64 69 72 65 63 74 6f 72 79 20 6e 6f 74 20 66 6f
75 6e 64 2e 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 73 74 79 6¢ 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0d Oa 3c
21 2d 2d 0d Oa 62 6f 64 79 7b 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 2d 73 69 7a 65 3a 2e 37 65 6d 3b 66 6f 6e 74 2d 66
61 6d 69 6¢ 79 3a 56 65 72 64 61 6e 61 2¢ 20 41 72 69 61 6¢ 2c 20 48 65 6C 76 65 74 69 63 61 2C 20 73 61 6e 73 2d 73
65 72 69 66 3b 62 61 63 6b 67 72 6f 75 6€ 64 3a 23 45 45 45 45 45 45 3b 7d 0d Oa 66 69 65 6¢ 64 73 65 74 7b 70 61 64
64 69 6e 67 3a 30 20 31 35 70 78 20 31 30 70 78 20 31 35 70 78 3b 7d 20 0d Oa 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 3
22e34656d3b6d 617267 69 6e 3a 30 3b 63 6f 6¢ 6f 72 3a 23 46 46 46 3b 7d 0d Oa 68 32 7b 66 6f 6e 74 2d 73 69 7a
65 3a 31 2e 37 65 6d 3b 6d 61 72 67 69 6e 3a 30 3b 63 6f 6¢ 6f 72 3a 23 43 43 30 30 30 30 3b 7d 20 0d Oa 68 33 7b 66 6f
6e 74 2d 73 69 7a 65 3a 31 2e 32 65 6d 3b 6d 61 72 67 69 6e 3a 31 30 70 78 20 30 20 30 20 30 3b 63 6f 6¢ 6f 72 3a 23 30
30303030303b7d 20 0d 0a 23 68 6561 64 6572 7b 77 69 64 74 68 3a 39 36 25 3b 6d 61 72 67 69 6e 3a 30 20 30 20
3020 303b 70 61 64 64 69 6e 67 3a 36 70 78 20 32 25 20 36 70 78 20 32 25 3b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22
7472 65 62 75 63 68 65 74 20 4d 53 22 2¢ 20 56 65 72 64 61 6e 61 2c 20 73 61 6e 73 2d 73 65 72 69 66 3b 63 6f 6¢ 6f 72
3a 23 46 46 46 3b 0d 0a 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 35 35 35 35 35 35 3b 7d 0d Oa 23 63 6f 6e
74 65 6e 74 7b 6d 61 72 67 69 6e 3a 30 20 30 20 30 20 32 25 3b 70 6f 73 69 74 69 6f 6e 3a 72 65 6¢ 61 74 69 76 65 3b
7d 0d Oa 2e 63 6f 6e 74 65 6e 74 2d 63 6f 6e 74 61 69 6e 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 46 46 46 3b 77 69
64 74 68 3a 39 36 25 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 38 70 78 3b 70 61 64 64 69 6e 67 3a 31 30 70 78 3b 70 6f 73
69 74 69 6f 6e 3a 72 65 6¢ 61 74 69 76 65 3b 7d 0d Oa 2d 2d 3e 0d Oa 3c 2f 73 74 79 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e
0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 64 69 76 20 69 64 3d 22 68 65 61 64 65 72 22 3e 3¢ 68 31 3e 53 65 72 76 65 72 20 45
72 72 6f 72 3c 2f 68 31 3e 3c 2f 64 69 76 3e 0d Oa 3c 64 69 76 20 69 64 3d 22 63 6f 6e 74 65 6e 74 22 3e 0d Oa 20 3c 64
69 76 20 63 6¢ 61 73 73 3d 22 63 6f 6e 74 65 6e 74 2d 63 6f 6e 74 61 69 6e 65 72 22 3e 3¢ 66 69 65 6¢ 64 73 65 74 3e 0d
0a 20 20 3c 68 32 3e 34 30 34 20 2d 20 46 69 6¢ 65 20 6f 72 20 64 69 72 65 63 74 6f 72 79 20 6e 6f 74 20 66 6f 75 6e 64
2e 3c 2f 68 32 3e 0d Oa 20 20 3c 68 33 3e 54 68 65 20 72 65 73 6f 75 72 63 65 20 79 6f 75 20 61 72 65 20 6¢ 6f 6f 6b 69
6e 67 20 66 6f 72 20 6d 69 67 68 74 20 68 61 76 65 20 62 65 65 6e 20 72 65 6d 6f

Data Ascii: <IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.0rg/TR/xhtm|1/DTD/xhtml1-s
trict.dtd"><html xmIns="http://www.w3.0rg/1999/xhtml"><head><meta http-equiv="Content-Type" content="text/html;
charset=is0-8859-1"/><title>404 - File or directory not found.</title><style type="text/css">...body{margin:0;font-siz
e:.7em;font-family:Verdana, Arial, Helvetica, sans-serif;background:#EEEEEE;}fieldset{padding:0 15px 10px 15px;} h1{font
-size:2.4em;margin:0;color:#FFF;}h2{font-size:1.7em;margin:0;color:#CC0000;} h3{font-size:1.2em;margin:10px 0 0
0;color:#000000;} #header{width:96%;margin:0 0 0 0;padding:6px 2% 6px 2%;font-family:“trebuchet MS", Verdana, sans-
serif;color:#FFF;background-color:#555555; }#content{margin:0 0 0 2%;position:relative;}.content-container{backgro
und:#FFF;width:96%;margin-top:8px;padding:10px;position:relative;}--></style></head><body><div id="header"><h1
>Server Error</h1></div><div id="content"> <div class="content-container"><fieldset> <h2>404 - File or directory not fo
und.</h2> <h3>The resource you are looking for might have been remo

GET /eprocurement2/fonts/walkway/walkwaysemibold_regular_macroman/Walkway_SemiBold-webfont.ttf HTTP/1.1
Host: eprocurement.corona.com.co

Connection: keep-alive

Origin: http://eprocurement.corona.com.co

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: */*

Referer: http://eprocurement.corona.com.co/eprocurement2/fonts/walkway/walkwaysemibold_regular_macroman/styles
heet.css

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

Cookie: ASP.NET_Sessionld=jrlzvcir2xlplypg24bsl4cl
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kBytes
Timestamp transferred Direction

Aug 20, 2021 4505 IN
18:10:19.301394939 CEST

Code Manipulations

Statistics

Behavior

y

ne)

Click to jump to process

System Behavior

Data

HTTP/1.1 200 OK

Content-Type: application/octet-stream

Last-Modified: Mon, 28 Oct 2019 16:52:04 GMT

Accept-Ranges: bytes

ETag: "0527e6b08dd51:0"

Server: Microsoft-11S/10.0

Access-Control-Allow-Origin: *

X-Powered-By: ASP.NET

Date: Fri, 20 Aug 2021 16:10:19 GMT

Content-Length: 37924

Data Raw: 00 01 00 00 00 11 01 00 00 04 00 10 46 46 54 4d 51 €8 a5 45 00 00 01 1c 00 00 00 1c 47 44 45 46 01 12 00 04
00 00 01 38 00 00 00 20 4f 53 2f 32 5a fa 35 6b 00 00 01 58 00 00 00 56 63 6d 61 70 d6 91 04 fb 00 00 01 b0 00 00 01 d2
6376 74 20 14 23 01 2f 00 00 03 84 00 00 00 3a 66 70 67 6d 8b Ob 7a 41 00 00 03 cO 00 00 09 91 67 61 73 70 00 00 00
10 00 00 0d 54 00 00 00 08 67 6¢ 79 66 88 46 6e 7e 00 00 Od 5¢c 00 00 7c 14 68 65 61 64 fe 53 bf 13 00 00 89 70 00 00 00
36 68 68 65 61 06 €0 04 11 00 00 89 a8 00 00 00 24 68 6d 74 78 bc aa 1d a7 00 00 89 cc 00 00 03 94 6¢ 6f 63 61 22 f8 42
d2 00 00 8d 60 00 00 01 cc 6d 61 78 70 02 04 02 27 00 00 8f 2c 00 00 00 20 6e 61 6d 65 1d 51 3f a7 00 00 8f 4c 00 00 01
88 70 6f 73 74 cf a2 d5 9d 00 00 90 d4 00 00 02 b6 70 72 65 70 3 44 22 ec 00 00 93 8¢ 00 00 00 90 77 65 62 66 8d 3e 51
b0 00 00 94 1c 00 00 00 06 00 00 00 01 00 00 00 00 cc 3d a2 cf 00 00 00 00 b7 d4 c4 b9 00 00 00 00 cd d6 3d bc 00 01 00
00 00 Oe 00 00 00 18 00 00 00 00 00 02 00 01 00 01 00 e4 00 01 00 04 00 00 00 02 00 00 00 01 01 b5 01 90 00 05 00 04
02 bc 02 8a 00 00 00 8f 02 bc 02 8a 00 00 01 ¢5 00 32 01 03 00 00 00 00 04 00 00 00 00 00 00 00 00 00 00 03 00 00 00 O
000 00 00 00 00 00 00 00 47 45 4d 00 00 20 00 0d e0 00 03 20 ff 38 00 00 03 6a 00 ¢7 00 00 00 01 00 00 00 00 00 00 00
00 00 03 00 00 00 03 00 00 00 1c 00 01 00 00 00 00 00 cc 00 03 00 01 00 00 00 1c 00 04 00 b0 00 00 00 28 00 20 00 04
00 08 00 00 00 0d 00 7e 00 ff 01 53 01 78 02 c6 02 dc 20 0a 20 14 20 1a 20 1e 20 22 20 26 20 2f 20 3a 20 5f 21 22 e0 00
ff ff 00 00 00 00 00 0d 00 20 00 a0 01 52 01 78 02 c6 02 dc 20 00 20 10 20 18 20 1c 20 22 20 26 20 2f 20 39 20 5f 21 22
e0 00 ff ff 00 01 ff f5 ff e3 ff c2 ff 70 ff 4c fd ff fd ea e0 c7 e0 c2 e0 bf e0 be €0 bb e0 b8 e0 b0 e0 a7 e0 83 df c1 20 e4 00
01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 01 06 00 00 01 00 00 00 00 00 00 00 01 02 00 00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00
00 03 04 05 06 07 08 09 0a Ob Oc 0d Oe Of 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1le 1f 20 21 22 23 24 25 26 27 28 29
2a 2b 2c 2d 2e 2f 30 31 32 33 34 35 36 37 38 39 3a 3b 3c 3d 3e 3f 40 41 42 43 44 45 46 47 48 49 4a 4b 4c 4d 4e 4f 50 51
52 53 54 55 56 57 58 59 5a 5b 5c 5d 5e 5f 60 61 00 86 87 89 8b 93 98 9e a3 a2 a4 a6 a5 a7 a9 ab aa ac ad af ae b0 b1 b3
b5 b4 b6 b8 b7 bc bb bd be 00 72 64 65 69 dd 78 al 70 6b e3 76 6a 00 88 9a 00 73 00 00 67 77 00 00 00 00 00 6¢ 7c 00
a8 ba 81 63 6e 00 00 00 00 6d 7d de 62 82 85 97 c2 c3 d5 d6 da db d7 d8 b9 00 c1 c4 00 00 e0 el 00 00 00 79 d9 dc 00
84 8c 83 8d 8a 8f 90 91 8e 95 96 00 94 9¢ 9d 9b 00 c5 c6 71 00 00 00 7a 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 24 00 21 00 24 00 21 02 a4 00 00 02 a6 01 f4 00 00 ff 4d 03 6a ff 39 02 a4 ff f9 02 a6 01 f4 ff f5 ff 4d
03 6a ff 39 02 79 00 00 b0 00 2c b0 20 60 66 2d b0 01 2¢ 20 64 20 b0 cO 50 b0 04 26 5a b0 04 45 5b 58 21 23 21 1b 8a 58
20 b0 50 50 58 21 b0 40 59

Data Ascii: FFTMQEGDEF8 0S/2Z5kXVcemapcvt #/:fpgmzAgaspTglyfFn~\|headSp6hhea$hmtxloca’B maxp', nameQ?
LpostprepD"webf>Q==2GEM 8j(~Sx "&/:_I"Rx "&/9 _!"pL !"#$%&'()*+,-./0123456789:;<=>?@ABCDEFG
HIJKLMNOPQRSTUVWXYZ[\]*_ ardeixpkvjsgwl|cnm}byqz$!$!MjOM|9y, “f-, d P&ZE[X!#X PPX!@Y

Analysis Process: chrome.exe PID: 4372 Parent PID: 4920

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

Copyright Joe Security LLC 2021

18:10:00

20/08/2021

C:\Program Files\Google\Chrome\Application\chrome.exe
false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automat
ion ‘http://eprocurement.corona.com.co/eprocurement2/#/login/*

0x7ff677¢70000
2150896 bytes
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MDS5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low
File Activities Show Windows behavior
Registry Activities Show Windows behavior

Analysis Process: chrome.exe PID: 3204 Parent PID: 4372

General

Start time: 18:10:01

Start date: 20/08/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1568,7010085048450573434,11052
940507831535884,131072 --lang=en-US --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1692 /prefetch:8

Imagebase: 0x7ff677c70000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Activities Show Windows behavior
Disassembly
Copyright Joe Security LLC Joe Sandbox Cloud Basic 33.0.0 White Diamond
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