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Windows Analysis Report http://covidteamclapham@gm...
Overview

General Information Detection Signatures Classification

URL ci ins potentiall Il (phishing

Sample URL:  http:/fcovidteamclapham@
gmail.com

Analysis ID: 471906
Infos: ;f il &

Most interesting Screenshot:

No/HimML title found
Unusuallarge' HTML page

Score: 2
Range: 0-100
Whitelisted: false
Confidence: 80%

Process Tree

= System is wl0x64
. G chrome.exe (PID: 3528 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automation 'http://covidteamclapham@gmail.com' MD5:
C139654B5C1438A95B321BB01AD63EF6)
. G chrome.exe (PID: 4904 cmdline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1600,818200865018122053,4149282262256251718,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1764
Iprefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 6828 cmdline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=audio.mojom.AudioService --field-trial-handle=1600

,818200865018122053,4149282262256251718,131072 --lang=en-US --service-sandbox-type=audio --enable-audio-service-sandbox --mojo-platform-channel-handle=5704 /pre
fetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 6860 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=video_capture.mojom.VideoCaptureService --field-tr
ial-handle=1600,818200865018122053,4149282262256251718,131072 --lang=en-US --service-sandbox-type=video_capture --enable-audio-service-sandbox --mojo-platform-c
hannel-handle=5720 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview
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o)

Click to jump to signature section

There are no malicious signatures, click here to show all signatures

Mitre Att&ck Matrix

Command Remote
Privilege  Defense Credential Lateral and Network Service
Initial Access Execution Persistence Escalation Evasion Access Discovery  Movement Collection Exfiltration Control Effects Effects
Drive-by Windows Path Process Masquerading [0S} System Remote Data from Exfiltration Encrypted Eavesdrop on Remotely
Compromise Management  Interception Injection Credential Service Services Local Over Other Channel Insecure Track Device
Instrumentation Dumping  Discovery System Network Network Without
Medium Communication Authorizatior
Default Scheduled Boot or Boot or Process LSASS Application  Remote Data from  Exfiltration Non- Exploit SS7to Remotely
Accounts Task/Job Logon Logon Injection Memory  Window Desktop Removable Over Application Redirect Phone Wipe Data
Initialization Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorizatior
Domain At (Linux) Logon Script Logon Obfuscated Files Security Query SMB/Windows Data from Automated Application Exploit SS7to Obtain
Accounts (Windows)  Script or Information Account  Registry Admin Shares Network Exfiltration Layer Track Device  Device
(Windows) Manager Shared Protocol g Location Cloud
Drive Backups
Local Accounts At (Windows)  Logon Script Logon Binary Padding NTDS System Distributed Input Scheduled Ingress SIM Card
ac cript etwor omponent apture ransfer 00 wa
M Scrip N k Comp Cap T f Tool Swap
(Mac) Configuration Object Model Transfer
Discovery
Behavior Graph
Behavior Graph Legend:
1D: (LTS MALICIOUS D Process
URL: http://covidteamclapham@gmail.com [EESFEEES )
Startdate: 26/08/2021 D SIEEWIE
Architecture:  WINDOWS RO I:l Created File
Score: 2 . DNS/IP Info
.I'; Is Dropped
:.' Is Windows Process
L

Ih3.googleusercontent.com |‘4 2 other IPs or dom started
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192.168.2.1 239.255.255.250
unknown unknown started started
unknown Reserved
ax chrome.exe -4

. 109

stats.l.doubleclick.net

@

108.177.127.157, 443, 49772, 63151

youtube-ui.l.google.com (‘a
142.250.186.142, 443, 49748, 64940
GOOGLEUS

United States ES

GOOGLEUS
United States ES

46 other IPs or domains

Number of created Registry Values
Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

chrome.exe ag
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

X  + -

C @ accounts.google.com/signin/v2/identifier?service=mail&passive=true8rm=false@continue=https%3A%2F%2Fmail google.com%2Fmail%2Fiss=1&scc=1&1km... ¥ N O

Chrome is being controlled by automated test software.

Google
Signin

Continue to Gmail

Email or phone

Forgot email?

Not your computer? Use Guest mode to sign in privately.
Learn more

Create account =

English (United Kingdom) ~ Help Privacy Terms

Establishing secure connection...

0 Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Source Detection Scanner Label Link
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Source Detection Scanner Label Link

http:// covidteamclapham@gmail.com 0% Avira URL Cloud safe

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
about.google 0% Virustotal Browse
ghs-svc-https-sni.ghs-ssl.googlehosted.com 0% Virustotal Browse
csp.withgoogle.com 0% Virustotal Browse
www.google.co.uk 0% Virustotal Browse
URLs

Source Detection Scanner Label Link
http://https://about.google/9 0% Avira URL Cloud safe
http://https://about.google/intl/en-GB/products/?tab=uh6Browse 0% Avira URL Cloud safe

http://https://dns.google 0% URL Reputation safe
http://https://accounts.google.comh 0% URL Reputation safe
http://https://about.google/ 0% URL Reputation safe
http://https://about.google/intl/en-GB/products?tab=uhBrowse 0% Avira URL Cloud safe
http://https://www.google.com; 0% Avira URL Cloud safe

http:/f 0% Avira URL Cloud safe
https://adservice.google.co.uk/ddm/fls/i/dc_pre=Clj886__zflICFdaTGwodwDAOFg;src=2542116;type=chr

om322

http://https://about.google/R 0% Avira URL Cloud safe
http://https://support.google.com-_https://support.google.com 0% Avira URL Cloud safe
http://https://about.google/S 0% Avira URL Cloud safe
http://https://about.google/L 0% Avira URL Cloud safe
http://https://about.google/favicon.ico 0% URL Reputation safe
http://https://about.google/x 0% Avira URL Cloud safe
http://https://about.google/favicon.ico0 0% URL Reputation safe
http://https://about.google/intl/en-GB/products/?tab=uhBrowse 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
gstaticadssl.l.google.com 172.217.168.3 true false high
scone-pa.clients6.google.com 172.217.168.10 true false high
dart.l.doubleclick.net 216.58.215.230 true false high
i.ytimg.com 172.217.168.54 true false high
support.google.com 142.250.203.110 true false high
policies.google.com 172.217.168.46 true false high
adservice.google.com 142.250.203.98 true false high
about.google 216.239.32.29 true false e 0%, Virustotal, Browse unknown
photos-ugc.l.googleusercontent.com 172.217.168.1 true false high
ghs-svc-https-sni.ghs-ssl.googlehosted.com 142.250.203.115 true false e 0%, Virustotal, Browse unknown
www.google.com 172.217.168.68 true false high
s.ytimg.com 172.217.168.14 true false high
pagead46.l.doubleclick.net 216.58.215.226 true false high
csp.withgoogle.com 216.58.215.241 true false e 0%, Virustotal, Browse unknown
accounts.google.com 172.217.168.45 true false high
www-google-analytics.l.google.com 216.58.215.238 true false high
plus.l.google.com 172.217.168.78 true false high
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https://www.virustotal.com/gui/url/95a66654e7323c05e0f876fb704a18393c1189e9b3a82df0d66698adcd2d2738/detection/u-95a66654e7323c05e0f876fb704a18393c1189e9b3a82df0d66698adcd2d2738-1629937138
https://www.virustotal.com/gui/url/ca2b0f61c03e70b7d5b1dcf6f2b8225859502b86552e2cf4566fc43cc8936594/detection/u-ca2b0f61c03e70b7d5b1dcf6f2b8225859502b86552e2cf4566fc43cc8936594-1574188630
https://www.virustotal.com/gui/url/3bf7c41aa21c19399dbefff6fc057adc26f1b0d0496e983d7b795ab52bdbfa5b/detection/u-3bf7c41aa21c19399dbefff6fc057adc26f1b0d0496e983d7b795ab52bdbfa5b-1629177976
https://www.virustotal.com/gui/url/4d48058d5bffaefa5134d9a540ffdcb1956ebadb780081500b29e800ee0a7a6d/detection/u-4d48058d5bffaefa5134d9a540ffdcb1956ebadb780081500b29e800ee0a7a6d-1629888914
https://www.virustotal.com/gui/url/95a66654e7323c05e0f876fb704a18393c1189e9b3a82df0d66698adcd2d2738/detection/u-95a66654e7323c05e0f876fb704a18393c1189e9b3a82df0d66698adcd2d2738-1629937138
https://www.virustotal.com/gui/url/ca2b0f61c03e70b7d5b1dcf6f2b8225859502b86552e2cf4566fc43cc8936594/detection/u-ca2b0f61c03e70b7d5b1dcf6f2b8225859502b86552e2cf4566fc43cc8936594-1574188630
https://www.virustotal.com/gui/url/3bf7c41aa21c19399dbefff6fc057adc26f1b0d0496e983d7b795ab52bdbfa5b/detection/u-3bf7c41aa21c19399dbefff6fc057adc26f1b0d0496e983d7b795ab52bdbfa5b-1629177976

Name P Active Malicious Antivirus Detection Reputation

stats.l.doubleclick.net 108.177.127.157 true false high
www-googletagmanager.l.google.com 172.217.168.8 true false high
gmail.com 172.217.168.69 true false high
static-doubleclick-net.l.google.com 172.217.168.70 true false high
youtube-ui.l.google.com 142.250.186.142 true false high
www3.l.google.com 142.250.203.110 true false high
play.google.com 172.217.168.78 true false high
googleads.g.doubleclick.net 216.58.215.226 true false high
googlemail.l.google.com 216.58.215.229 true false high
www.google.co.uk 172.217.168.3 true false e 0%, Virustotal, Browse unknown
tools.l.google.com 216.58.215.238 true false high
clients.l.google.com 142.250.203.110 true false high
googlehosted.l.googleusercontent.com 142.250.203.97 true false high
yt3.ggpht.com unknown unknown false high
www.blog.google unknown unknown false high
mail.google.com unknown unknown false high
0gs.google.com unknown unknown false high
|Ih3.googleusercontent.com unknown unknown false high
adservice.google.co.uk unknown unknown false unknown
stats.g.doubleclick.net unknown unknown false high
clients2.googleusercontent.com unknown unknown false high
clients2.google.com unknown unknown false high
2542116.fls.doubleclick.net unknown unknown false high
www.youtube.com unknown unknown false high
Ih4.ggpht.com unknown unknown false high
static.doubleclick.net unknown unknown false high
accounts.youtube.com unknown unknown false high
apis.google.com unknown unknown false high
www.youtube-nocookie.com unknown unknown false high
tools.google.com unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation

http:ff false high
https://adservice.google.com/ddm/fls/i/dc_pre=Clj886__zfICFdaTGwodwDAOFg;src=2542116;
type=chrom322;cat=chrom01g;0rd=680803654523;gtm=2wg8n0;~oref=https%3A%2F%2Fww

w.google.com%2Fchrome%2F

http://https://www.google.com/chrome/ false high

http://https://ogs.google.com/widget/callout? false high
prid=19022645&pgid=1151720448&puid=61a0eb6c838359b5&cce=1&dc=1&bc=1&origin=http
s%3A%2F%2Fsupport.google.com&cn=callout&pid=117&spid=117&hl=en-GB

http://https://ogs.google.com/widget/callout? false high
prid=19022645&pgid=1151720448&puid=43a541cbad6c87d4&cce=1&dc=1&bc=1&origin=http
$%3A%2F%2Fsupport.google.com&cn=callout&pid=117&spid=117&hl=en

http://https://support.google.com/accounts?hl=en-GB#topic=3382296 false high

http:ff false high
https://2542116.fls.doubleclick.net/activityi;dc_pre=Clj886__zflICFdaTGwodwDAOFg;src=2542
116;type=chrom322;cat=chrom01g;0rd=680803654523;gtm=2wg8n0;~oref=https%3A%2F%2

Fwww.google.com%2Fchrome%2F?

http:fhttps://support.google.com/chrome/answer/6130773?hl=en-GB false high

http:/https://www.youtube-nocookie.com/embed/TBR-xtJVq7E? false high
rel=0&showinfo=0&theme=light&version=3&hl=en-GB&cc_lang_pref=en-
GB&cc_load_policy=1

http:ifhttps://support.google.com/chrome/answer/95464 false high
http:ifhttps://policies.google.com/technologies/cookies false high

URLs from Memory and Binaries

Contacted IPs

Public
P Domain Country Flag ASN ASN Name Malicious
142.250.203.115 ghs-svc-https-sni.ghs- United States £S5 15169 GOOGLEUS false

ssl.googlehosted.com
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https://www.virustotal.com/gui/url/4d48058d5bffaefa5134d9a540ffdcb1956ebadb780081500b29e800ee0a7a6d/detection/u-4d48058d5bffaefa5134d9a540ffdcb1956ebadb780081500b29e800ee0a7a6d-1629888914

P Domain Country Flag ASN ASN Name Malicious

216.58.215.238 www-google- United States £S5 15169 GOOGLEUS false
analytics.l.google.com

142.250.203.110 support.google.com United States £S5 15169 GOOGLEUS false

216.58.215.230 dart.l.doubleclick.net United States = 15169 GOOGLEUS false

172.217.168.68 www.google.com United States £S5 15169 GOOGLEUS false

172.217.168.46 policies.google.com United States £S5 15169 GOOGLEUS false

172.217.168.45 accounts.google.com United States £S5 15169 GOOGLEUS false

172.217.168.8 WWW- United States £S5 15169 GOOGLEUS false
googletagmanager.l.google
.com

172.217.168.69 gmail.com United States = 15169 GOOGLEUS false

142.250.203.97 googlehosted.l.googleuser United States = 15169 GOOGLEUS false
content.com

172.217.168.3 gstaticadssl.l.google.com  United States £S5 15169 GOOGLEUS false

142.250.203.98 adservice.google.com United States £S5 15169 GOOGLEUS false

216.239.32.29 about.google United States £S5 15169 GOOGLEUS false

216.58.215.229 googlemail.l.google.com United States £S5 15169 GOOGLEUS false

216.58.215.226 pagead46.l.doubleclick.net United States £S5 15169 GOOGLEUS false

172.217.168.70 static-doubleclick- United States = 15169 GOOGLEUS false
net.l.google.com

172.217.168.1 photos- United States £S5 15169 GOOGLEUS false
ugc.l.googleusercontent.co
m

108.177.127.157 stats.l.doubleclick.net United States = 15169 GOOGLEUS false

216.58.215.241 csp.withgoogle.com United States = 15169 GOOGLEUS false

172.217.168.78 plus.l.google.com United States = 15169 GOOGLEUS false

239.255.255.250 unknown Reserved 7] unknown unknown false

172.217.168.54 i.ytimg.com United States = 15169 GOOGLEUS false

142.250.186.142 youtube-ui.l.google.com United States = 15169 GOOGLEUS false

Private

P

192.168.2.1

127.0.0.1

General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 471906

Start date: 26.08.2021

Start time: 07:49:45

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 4m 41s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: http:/fcovidteamclapham@gmail.com

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 21

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
* AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean2.win@50/303@39/25
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Cookbook Comments: Adjust boot time

Enable AMSI

Browse: https://support.google.com/chrome/answer/6130773?hl=en-GB

Browse: https://support.google.com/accounts?hl=en-GB

Browse: https://policies.google.com/technologies/cookies

Browse: https://support.google.com/chrome

Browse: https://www.google.co.uk/intl/en-GB/about/products?tab=uh

Browse: https://accounts.google.com/ServiceLogin?hl=en-GB&amp;passive=true&amp;continue=http://support.google.com/chrome
lanswer/6130773%3Fhl%3Den-GB&amp;ec=GAZAdQ

e o o o o o o o

e Browse: https://support.google.com/chrome/?hl=en-GB
e Browse: https://support.google.com/chrome/community?hl=en-GB
e Browse: https://www.google.com/chrome
e Browse: https://support.google.com/chrome/answer/95464
Warnings: Show All
Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context
IPs
No context

Domains

No context

ASN

No context

JA3 Fingerprints
No context

Dropped Files

No context

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit):  5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzvRKhGvwJ

MD5: A78AD14E77147E7DE3647E61964C0335

SHAL: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92DOESI3FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5FAEF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7EBE10648EA8321
01

Malicious: false
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C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Reputation:

Preview:

low

BDic.... . "..Z.4g....6.2..{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\0cc76579-0b9d-4444-827a-b20e5bf2a239.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

178081

6.078790450148885

false
3072:GjQmm8A1PCyn3BOIrdvrVsWFcbXaflBOulGOJmA3iuRF:6QP8oPjxfaqfllUO0SiuRF
1E8268BAEF30702A7C28EE856E226F90
4142A598C43FB844171E4D2500EC89ABIB6E2F2C
1ADDOCBB19929EFOEF161A7861BA3E7230226E4B535B254B5F17D71118CB641E
6B247C07524DB9AB4BI9E2FA2B2F322B6D024010A06136F57AA21DF977748DBE4621541BD2A4438D35AB69BB2B39D7030C120367074F2167748EA8B942846C41
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.629989435586842e+12,"network":1.629957038e+12,"ticks":6444768894.0,"uncertainty":5556999.0}},"os_crypt":{"encrypted_key":"R
FBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWitxhoUVdUYrYiwg8iJkpp
Nr2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQGILq1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BXiFP4bdR Y JjDXn4W2fxY qQj2xfYeAn
S1vCL4JXAsdfliw4oXIE4R7I0AAAABIt36FqChftM9Ib7EtaPWI8XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245951015966570"},"plugins":{"metadata":{"adobe-flash-player":{"dis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\1d501b30-ef03-4ecf-a9cf-08e399494651.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

95428

3.746002215045949

false
384:9]9myMzJ0T4WVLNyxNurLvCK3xKUNHodG18rnU+0xpY88PrnCmL/ZnEWKaROAOSR:d2y1xik4tUej8G8Mnv2+KkSmx3
F7FD7F5B28A7BAF4B463F4BE612C8460

4000D57AC358027E2712286E545940CD78FA2463
E8D3B48EAOF1E05AFB01091B6160A6F37FESDADF742F91C4B4631DCBAFE24F62

182995A150D09FB586555598E5C8489BEAB1A7D50B3A28F2F8E4AC6AACF04C88EAT6F369E6D666A20E27A0A1462DDC1F8CBAGOBE08988C8FFBBA922686106C04
1

false

low

.t ..C.\P.R.O.G.RA~1\M.IC.R.O.S.~1\0O.fficel6)\GRO.O.VEEX.D.LL.PL.)..%.pro.gramfiles%\m.icros.oft officeloffic.elb\..
..gro.oveex.dll..Micros.oft Office..2.0.1.6..*. . Microso.ft OneD.riv.e. for Business. Extens.ions....16..0..4.711.1.0.0.0...*
..C.\P.R.O.G.RA~1\MICR.O.S.~1\0.fficel6\GRO.OVEEX.D.LL..M.icros.oft .Corp.oration..C8D..C:\Pro.gram. F.iles\C.omm.o.n
.F.iles\M..cros.oft .Shared\OFF.ICEI1l6\ms.oshext.dl.@...U/..%.comm.o.np.ro.gramfiles%\micros.o.ft shared\officel6\...
.m.s.o.s.h.ext..dll..Micro.s.o.ft Offic.e.)..Micros.oft .Office..Shell Extens.io.n. Handlers....16..0.4.26.6..1.0.0.1....D..C..\.P.ro
.g.ram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\2cf9fd8c-8a6a-4bec-93ef-b65b8957f3d7.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

178081

6.0787899846834135

false
3072:7uXmm8A1PCyn3BOIrdvrVsWFcbXaflBOulGOJmA3iuRF:KXP8oPjxfaqfllUO0SiuRF
724D44CF3A1A82DC88E3F3ACDB7750FB
AE8SDD01A20DCOD92AF5313F9250A7F8E1566B2C3
E17C339F29E04672090867A5A536263AB92B7903A65A7712BF2D391504B7DCF2

33BOD59C774DBEFC9DD321D7DEC34C9D454BB456DA13931BBEFADC10B1A7D5A3F2D630BBO9CCF2F76244F0471F84E408EAB3DDE1DB52DCFDC96AD815120E
E68

false

Copyright Joe Security LLC 2021 Page 10 of 48



C:\Users\user\AppData\Local\Google\Chrome\User Data\2cf9fd8c-8a6a-4bec-93ef-b65b8957f3d7.tmp

Reputation:

Preview:

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r':{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.629989435586842e+12,"network":1.629957038e+12,"ticks":6444768894.0,"uncertainty":5556999.0}},"os_crypt":{"encrypted_key":"R
FBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkpp
Nr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAQILG1dOS7IkKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JiDXn4W2fxY qQj2xfYeAn
S1vCL4JIXAsdfliw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw98XRX5Y944rq1WsGWcOPFyX0ajfBLBGXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"dis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\7a725eeb-0be0-4541-8c1a-e8076bc955e3.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

178081

6.078790769885374

false
3072:738mm8A1PCyn3BOIrdvrVsWFcbXaflBOulGOJImA3iuRF:V8P8oPjxfaqfllUO0SIURF
CBFE4913D7C5EF65C68143EC42A76212
FD000361A7D0A9046282385BEF2C153B956ACAE7
67F4780E532929480EEA348DFC5442E1E7C5D73B1DF94FOE1F3A5C06265E5A78

582B5E987B876D0F4212BB8473260F8EBE40512C11CF32EEECB6EDC16B9AF49BFCDC71BF29AD90266ACB3E7AF9B417A94333556BD66D946135F11B7COBAAOE
6F

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.629989435586842e+12,"network":1.629957038e+12,"ticks":6444768894.0,"uncertainty":5556999.0}},"os_crypt":{"encrypted_key":"R
FBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWitxhoUVdUYrYiwg8iJkpp
Nr2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAGILq1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BXiFP4bdR Y JjDXn4W2fxY qQj2xfYeAn
S1vCL4JXAsdfliw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPWIBXRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"dis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\87a2aacf-c1e8-4e67-a271-1800b3cb7bb7.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SysEx File -

dropped

94708

3.746057578072341

false
384:Nj9myMzJOTA4WVLNyxNurLvCK3xKUNHodG18rnU+0xpY88PrnCmLonEWKaROAOSNf:N2y1xikBtUej8G8Mnv2+KkSmxn
5CE1533446E282A174914669C55CBB38

BDFDA5BA87F518DDC76509B979BESA9F25E4DF74
0C7EA973E8455B2ACC14C9531385F8158CF4D74F81316E8D65CDB66C9353B6EC
092834D5514597063ABC433F4E49FB49F18CE42FB9C07BF22DCFCF139975EE56F73A6D5402582E1D8A194AE12DEB38EFD19E904577D2878B17BCCC45A6E5126

false

..C.\P.R.O.G.RA~1\M.I.C.R.O.S.~.1\0O.ffic.el16\G.RO.0O.V.EEX..D.LL.PL.[)..%pro.gramfiles%\m.icros.o.ft officeloffice
.g.ro.o.v.eex.dll..Micros.o.ft .Office. .2.0.16.*.Microsoft OneDrive. for Business. Extensions..16..0..4711.10
.C.\P.R.O.G.RA~1\MILCR.O.S.~1\0fficel6)\GRO.OV.EEX.DLL..M.icros.o.ft Corp.oratio.n..C8D..C:\Pro.gram. Files\C.o
.m.m.o.n. .Files\M.icros.oft Shared\OFFICE1l6\ms.os.hext.dll.@...U..%.comm.o.np.ro.gramfiles.%.\m.icro.s.oft shared\o.f
fice.l6\...ms.oshext.dll..Microso.ft Office.).Micros.oft Office..Shell Extens.ion. Handlers....16..0..426.6.100.1..D..C
2\P.rogram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\9fcbbc8e-e4el-4e94-a63a-9adb74409151.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

169607

6.048900290135362

false
3072:Ymm8A1PCyn3BOIrdvrVsWFchXaflBOulGOJmAS3iuRF:YP8oPjxfaqfllUO0SiuRF
A4AEFFB4AE2F4645D41B294FE1428B67D
36E3BIBDA3CC4CF13FB5B4490C406497F04EF8BO
C66B4D5F2CE6653C31C9A065C6389C8E7250915B0ADBCEO586FFDEALSC1EQLICD

61E271DED9C782734321531ACD5C1FAE1CD4425C9E7B0B7296531F7A9C10CEBCECE115CDC7B3DB3BE9B5FDB3489E4D5A1BF5066AD65E1FFOF523F5209B207
85

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\9fcbbc8e-e4el-4e94-a63a-9adb74409151.tmp

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r':{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.629989435586842e+12,"network":1.629957038e+12,"ticks":6444768894.0,"uncertainty":5556999.0}},"os_crypt":{"encrypted_key":"R
FBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkpp
Nr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAQILG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JiDXn4W2fxY qQj2xfYeAn
S1vCL4IXAsdfliw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw9I8XRX5Y944rq1WsGWcOPFyXOajfBLBGXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245951015966570"},"plugins":{"metadata":{"adobe-flash-player":{"dis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 120

Entropy (8bit):  3.254162526001658

Encrypted: false
SSDEEP: 3:FkXftOXE1G1mstftOXE1G1mstitOXE1n:+ftIELGImkfIEIG1mkitIE1n
MDS5: E9224A19341F2979669144B01332DF59
SHA1L: F7F760C7104457DF463306A7F7BAE0142EFCEBSB
SHA-256: 47DD519C226D23F203ACAEOEC44DF9BB6208828E24F726E1602EA52F63C3E2BE
SHA-512: 4184302DEB5009D767FECFC150F580DD57D5CFICF3BFEB7E52CIF3340E5E6499251B9F0DFF37F0454411FED9046880E0A9204312D021294256372C916B8155AC
Malicious: false
Reputation: low
Preview:
SAPC..ovii Sh...M..2.1.%sdPC......coooevee Sh...M..2.1..%sdPC......coooree sh....M..2.L.%

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\12297bd5-177c-4634-b7af-4bed38d13b2e.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with very long lines, with no line terminators
Category: dropped
Size (bytes): 22596
Entropy (8bit):  5.535850518354553
Encrypted: false
SSDEEP: 384:814tjLIVIXV1kXgKf/pUZNCgVLH2HfDgrurHGxnTMfmUH40:VLInv1kXgKf/pUZNCgVLH2HfOru7Gxni
MD5: 2A221BE47A9C67B5D5AD6729E6242358
SHA1L: 797868CADFDF8ADE048627003B8998BD8B4FCA25
SHA-256: 8EC16E8C1EE976AED5FE02566DA6630248A100B4D8E4ECA096062DBI9B40EB361
SHA-512: 882E687423ADBBAD2C770CCA56446D2A1A195C4C15D168B63BOC6EFC44B97EC35D8427F0BC7FOBFE2F426D6A5E72A956178A50F49BEF988271048582C007C4¢
Malicious: false
Reputation: low
Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api*:['management","system.display","system.storage","webstorePrivate","sy

stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13274463031981034","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome." ,"icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wWR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\199e4535-a4d7-4b4c-95d1-de625835cffd.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 2376

Entropy (8bit):  5.6006423439981985

Encrypted: false

SSDEEP: 48:YwkUnSyeUMB8ieUr6UUhGUgUtSUGXKUTUaRqPeUTgTsUR/UefTbwUCUFpUG:8UnxeUM8ieUuUUEUgUOU+KUTUaMPeUih

MD5: 260F620D9470D8C8906F9299B0C1DSED

SHAL: FFFAS54FE998CCCED73519A95A111447A9028AEGE

SHA-256: OFB33E79A4139D5DF863C9E93CBB2B7D2FD1FOD31F869D33260525EC94028380

SHA-512: 878155C7F8FDA982427E01E1D9E76E2CDF7FBD480CB2DC8D2AB26B8E12F162AAC1COAD701D330FECCFBBOB2ECF072FDDEFBE446D2458F951283A4C5EF49C!
24E

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\199e4535-a4d7-4b4c-95d1-de625835cffd.tmp

Preview:

{"expect_ct":[],"sts":[{"expiry":1661525484.090108,"host":"KVivT TKTVC3D7/hfpnbDFfPAgoVJQnjFfXBq+8P8zk8=","mode":"force-https","sts_include_subdomains":false,"st
s_observed":1629989484.090113},{"expiry":1640875883.670767,"host":"LAZKY S46RVRCcFiZAzmUJrz6 TIHBd4nwE6VXPWfPLYHs=","mode":"force-https","sts_i
nclude_subdomains":true,"sts_observed":1629989483.670774},{"expiry":1661525482.260099,"host":"M4bfUnCmQAi4PNb3B8al/2+SVIhHKsMfMMT7{zi6ij4=","mode":"fo
rce-https","sts_include_subdomains":true,"sts_observed":1629989482.260107},{"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEY
Plv4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1601478077.350503} {"expiry":1640875849.57971,"host":"fJjUrPghktMfiTHIX3QOpJi
/P12Q72DBgzzJgjINC40=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1629989449.579716} {"expiry":1661525455.206836,"host":"kYxWDe
IDVgesBS02XkmPRTIpBOnkimBvKZESXctn8eA=","mode":"force-https","sts_include_subdomains":false,"sts_obs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\1dc73b28-5297-4f94-a3e0-bdd7d8a02db2.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

6501

4.881730011331731

false
192:Jzqwagx9nEp4xDAK/x50VB6VGEtINESRESx/XD5TSgoDit:Jmwagx9nEp4xDX/x50/6VG6t2SREsx/I
ABBFDE656BFC5DDC5E3145B73FF16692

8D923D3904346122684F4854781936841640FFAD
20CA581E01B009880EEEBFB7608294417A8D15C49C299BCOE672E4BACC710093

1895CC392A276DEBCDF22A290ACF30CEA7BD1694E3FD37751BB2FEB11C94A2D0OE1DESE4ESF2B9966BECAFA069CABCA7F35796F55C6AEBBFEDE91375C3BF2
E6CC

false

low

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://dns.google","supports_spdy":true} {"alternative_service":[{"advertised_versions":[50],"expiration":"1
3277055037774260","port":443,"protocol_str':"quic"}],"isolation":[],"server":"https://redirector.gvtl.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":
[50],"expiration":"13277055037936556","port*:443,"protocol_str*:"quic"},{"advertised_versions":[50],"expiration":"13277055037936559","port":443,"protocol_str":"quic
"}],"isolation™:[],"server":"https://r5---sn-4g5ednsd.gvtl.com"} {"isolation"[],"server":"https://mail.google.com","supports_spdy":true} {"alternative_service":[{"advertised_versi
ons":[50],"expiration":"13277055048242867","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://www.googleapis.com”,"supports_spdy":true},{"alternative_ser
vice":[{"advertised_versions":[50],"expiration":"13277055043940968","port":443,"protocol_str*:"quic"}],"isolation":[],"server":"ht

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\1e707100-6a74-42b9-996f-e2c0e9ba3d89.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2042

5.597390838396505

false
48:Y6eUz6UUhGUgUtSUAseKUexUaSfqPeUj/TsUvUef+wUAUCQUE:VeUmUUEUgUOUA3KUuUaDPeUnsUVUE7UP
7D206DCD76945E0B2D31753E09E6E322

468E9CFAG58B10196E8CD86A34485A0183540C58
89198A6D0A91B9498DBDF86422B61DAB8ICE28B96707EA2B588CA5DA07D092C5
01063D6A99D42708449D9FAOCAG90983017D4A23D18C3D678A09FD5EA13C573F4121079F35ED7BA4E1B47D51BB1D00FE9996E1818220A72A08D6EFCC76612B8!
false

low

{"expect_ct":[],"sts":[{"expiry":1640875866.688768,"host":"LAZKY S46RVRcFiZAzmUJrz6 TIHBd4nwE6VXPWfPLYHs=","mode":"force-https","sts_include_subdomains"
‘true,"sts_observed":1629989466.688774},{"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEY Plv4=","mode":"force-https","sts_in
clude_subdomains":true,"sts_observed":1601478077.350503},{"expiry":1640875849.57971,"host":"fJjUrPghktMfiTHIX3QO0pJi/P12Q72DBgzzJqjINC40=","mode":"force-
https","sts_include_subdomains":true,"sts_observed":1629989449.579716},{"expiry":1661525455.206836, "host":"kYxWDelDVgesBS02XkmPRTIpBOnkimBvKZESXctn8
eA=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1629989455.206841},{"expiry":1633014077.22511,"host":"nAuqgR4IEWti7SOdT3UHPI6r
mZU/Dealm38P2020kgA=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601478077.225114} {"expiry":1661525465.89244,"host":"sDdUHFe
NXQYN3ZmOGsRDJINdZ+IwkPs1LrXOjilyGul0=","mode":"force-https","sts_include_subdomains":false,"sts_obse

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\2b5e8dal-3006-4395-9164-79d76b7al2ce.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

1038

5.566484128465509

false
24:YI6HOUhVsTG1KUerkg/HeUeXby2qUeXvo7wUARUenHQ:YI6UUhVseKUewqgPeUer2Uef+wUkUenw
4CAA185ED58F9784C5A53886844AC5C6

522D454A3DED6D7C3B9198ACF9399BB94271B3A0
26428A4AEF5C6971CASA9EB384A58C0OC5F78FFF97D7212208FB7284E5E12528B

C2B71F8E98F45282E2E20C0A2E174FC31D81AC09DC73B6A571DCOF7CB23398ADCE6FAB7E6CA3SEEOA300657C7E1B7B7D181A6EA40128CC84F9310FCCDD907€
80

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\2b5e8da1-3006-4395-9164-79d76b7al2ce.tmp

Preview:

{"expect_ct":[],"sts":[{"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEYPIv4=","mode":"force-https","sts_include_subdomains"
‘true,"sts_observed":1601478077.350503},{"expiry":1633014077.22511,"host":"nAuqgRA4EWti7SOdT3UHPI6rmZU/Dealm38P2020kgA=","mode":"force-https","sts_inc
lude_subdomains":false,"sts_observed":1601478077.225114},{"expiry":1633014092.4175,"host":"0J7rAWVO0ouCFY J9XrkDiKnAO1SshXJmLJE1SS3V8kDM=","mo
de":"force-https","sts_include_subdomains":false,"sts_observed":1601478092.417504},{"expiry":1633014091.91938,"host":"5EdU0B7YUY9zZV+2DkgVXgho8WUvp+D+
6KpeUOhNQIM=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601478091.919383}{"expiry":1661525440.166272,"host":"8/RrMmQICD2Gsp
14wUCE1P8r7B2C5+yE0+g79IPyRsc=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1629989440.166278}{"expiry":1633014077.462534,"host
""+ccWXgaoHJ9hfuXbleKVEFQUrBlyXAJ31BdgjNQJpHs=","mode":"force-https","sts_include_subdomains":false,"sts_obse

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\39f8c41a-d41f-4341-b575-72564adf3230.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4219

4.871684703914691

false
48:YXsJjMH+5s57YMHBKsvxMHVzspxMHbsIHt/soBDysKgnsllzMHpDCLsSWIMHLSNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH
EDC4A4E22003A711AEF67FAED28DB603

977E551B9ED5F60D018C030BOB4AA2E33B954556
DD2C9F43F622F801FCC213CDESE3E90EF1D0D26665AE675449A94CEC7EB1D453
84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD160:
false

low

"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474" "port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true} {"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port™:443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":31656},"servel ttps://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350
1454994" "port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\445945ed-e89d-4362-8582-be41d5d7d2df.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5157

4.98491475029944

false

96:nwCaGX9pcKIqok0JCKL8akL1qubOTQVuwn:nwCv9pcj4KrkLg8
779B2CA51F254F2E3474108420EB17DC
C87107171EA850F07E9AC40DDE49CF80313FE1D4
F124A46BE9DDD44E0037B238CAC0A395205C88317163D158F9CE7E16B4030960

BF6A7576235495020BC866082ABA82F74FCE20DE4D2DF50C2AD55FF77DD39062FD342379C40B3CEA927CA3ES3AB2F79516480B22E6D2E2AC04DDC31848D1DC
6

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13274463032264195","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement”:{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length*:[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
,"o","0","0","0","0","0","0","0","0 ","0","0"," '0","0","0","0","0","0","0","7355378"],"daily_received_length":["0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\55f56374-9aa7-4067-be79-8c75213392c0.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5788

5.1796226403261185

false

96:nwCk/097MScKI60k0JCKL8akL1qubOTQVuwn:nwCP97Icz4KrkLg8
6F9216158D0A417EACFA4D1ASE7C62F5
6EOASFC3E94A5E3495EE28FD7DACOF13958DA0FA
50170D37707F4BBO9E78A7B41CEBE849843A9B534706B4B687506A62B7FE144D0

9D565F8FB3AF9AACS7C70DEF262DFDBFF180DCA94BAFCOEB24A7039D559B7435615E3AFBC8AD5D654DE1SE21E07007732ADE9CAE238EC71F584D3D016DED!
59C

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\55f56374-9aa7-4067-be79-8c75213392¢c0.tmp

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13274463032264195","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
i 'o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0’ 0","0","0"
'"o","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length™["0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\5952fa3e-fe6c-4b96-87e0-a8b4ec310098.tmp

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2377

5.606205891744173

false
48:YwkUnSyeUM8ieUr6UUhGUgUtSUGXKUTUahgPeUGTsUKUefUK6WUPUCrUT:8UnxeUM8ie UUUUEUgUOU+KUTUa8PeUOm
C8F79F6CO0B5EFB1EC253839518510E5

FD393AC15F1BEF1B24BB82A867FOEEADD631DFDB
C533EF644C3E8C02D427C8321024CAE9D5677813AFAB671E9752E6022FA28943
4458D5590F192C5BC27FFOAD70A6A2EED96AFB7FC131B2C56A43F1E1A29512A28F24AE68654BA5C792F2C2CA7B6301D4ES56C306D134B3C59B568343388D90D2
false

low

{"expect_ct":[],"sts":[{"expiry":1661525484.090108,"host":"KVivT TKTVC3D7/hfpnbDFfPAgoVJIQnjFfXBg+8P8zk8=","mode":"force-https","sts_include_subdomains":false,"st
s_observed":1629989484.090113},{"expiry":1640875883.670767, "host":"LAZKY S46RVRcFiZAzmUJrz6 TJHBd4nwEGVXPWfPLYHs=","mode":"force-https","sts_i
nclude_subdomains":true,"sts_observed":1629989483.670774} {"expiry":1661525482.260099,"host":"M4bfUnCmQAi4PNb3B8al/2+SVIhHKsMfMMT7{zi6ij4=","mode":"fo
rce-https”,"sts_include_subdomains":true,"sts_observed":1629989482.260107},{"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEY
Plv4=""mode":"force-https","sts_include_subdomains":true,"sts_observed":1601478077.350503},{"expiry":1640875849.57971,"host":"f{JjUrPghktMfiTHIX3QO0pJi
/P12Q72DBgzzJqjINC40=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1629989449.579716},{"expiry":1661525455.206836,"host":"kYxWDe
IDVgesBS02XkmPRTIpBOnkimBvKZESXctn8eA=","mode":"force-https","sts_include_subdomains":false,"sts_obs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\6e60ad45-8125-4be9-89fb-482eddb31blc.tmp

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3Ll

5058F1AF8388633F609CADB75A75DCID
3A52CE780950D4D969792A2559CD519D7EE8C727
CDB4EE2AEAG69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F28
F21

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\7184790c-a2d4-4908-8ba4-603a6bfa696a.tmp

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5788

5.1797541471005975

false

96:nWCA/097MScKImok0JCKL8akL1qubOTQVuwn:nwC797IcH4KrkLg8
B531D150C99DBBBC64E5493DE17BC87F
B1AE47F5C8C6152C73B1304216B76BF110BA2D14
D9E07BA5B2A1871E42054586A05A4C655F3A0992A0A4C08B48BC3914803A2AB6
598B02521ADC4DE01DB2D2483441C8F435624533B3673F6AA4F43EABCIACD7A066FDFB6B3AD60252D6E2514916397C9D4764737B344AF90027381C7C98BE736L
false

low

{"account id migration state":2,"account_| tracker service_last update"'"13274463032264195" "alternate error. pages"'{"backup"'true} "announcement notification_ser

_|nfobar Iast decllned 13245951692116406 "has_seen welcome _page':true,"navi onboard _group™:"","should_ reset check_ default browser false wmdow - pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_| bottom :984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install:21843,"data, reduct|on {"daily onglnal length" [0 '0" 0 "0","0","0","0","0","0","0","0","0","0" 0" 0"
,"o","0","0","0","0","0","0","0","0 ,"7355378"],"daily_received_length™["0","0","0","0","0","0","0","
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\72143710-eb23-452c-b244-7d0d6d060b46.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5788

5.1797631656691765

false

96:nwCk/097MScKI10k0JCKL8akL1qubOTQVuwn:nwCP97Ilcm4KrkLg8
DD9FDFADO3FDB17F0379AC1646821763
347111D6A51B5DA715D4653F65E5092900CC4BD5
5AEA14D14CAFFB5CC6F88DB8FBC75B591ABCC14845041603FC8422C984256345
BE737300DEO0AF73BD64A02EB5F8F88598E4F641D348492401ADF98360DB3888381529E24CDFE00CB954BF7E90C1BD905BAFA77518E14030DBD4F1CEOF9795A
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13274463032264195","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install':21843,"data_reduction":{"daily_original_length":["0’ "0","0","0","0","0","0' 0"
,"o","o","0","0","0","0","0","0","0","0","0","0","0","0","0", 0","0","0","0","0","0","7355378"],"daily_received_length™:["0","0","0","0","0","0","0","

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\72c8e538-b784-4ad8-81bc-c7ff847badbl.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

16745

5.577565352639444

false
384:814t6LIVOXV1kXqKfipUZNCgVLH2HfDgrUFEHADH:sLINv1kXqK#pUZNCgVLH2HfOrUyHoH
1F02AC877546DFBF55024998B68540A6
80B96DA3A618DDBIA7EDO02DFIES42E06C7AD855
C277057CABD9D6139587468A8A2548A22E1F88F2D33C076F81420EF4F3C208A8
94D37CA1F9783D9E7ESD147E197D558C4384FCABFD1F555E0782E25B9BD354D9928B1F3724A64FA3D88B7185C043C27968ABO4CEESC811336A5FB389E865F1A
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api*:[‘management”,"system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13274463031981034","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome." ,"icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\90c71b78-a18b-4d37-8790-84cf6a0ab6fb.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

1708

5.58232899607893

false
48:Y16UUhGUgUtSUAseKUepfqPeUj/TsUvUef+wUfUKUE:GUUEUgUOUA3KUhPeUnsUVUE7UfUKUE
145431819ADE8A61B924F31C83D1A273

A11E379E66E78300739C493463184F32E8AE2115
4CF23D98942E873B4C841572FA206F4E8BC4A20883A9150FEA39FDB7AFA5C1AL

AC7AD6402FF6581CD94C11343A162A8246F5D3AE6C19E51C38794D39E166BA14EOE64CC1AF06C7728D7B5669BESB670BE93CB2ECS5EFFC8DD7FBB93895F3A9]
8

false

low

{"expect_ct":[],"sts":[{"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEYPIv4=","mode":"force-https","sts_include_subdomains"
‘true,"sts_observed":1601478077.350503},{"expiry":1640875849.57971,"host":"fJjUrPghktMfiTHIX3QO0pJi/P12Q72DBgzzJqjINC40=","mode":"force-https","sts_inc
lude_subdomains":true,"sts_observed":1629989449.579716},{"expiry":1661525455.206836,"host":"kYxWDelDVgesBS02XkmPRTIpBOnkimBvKZESXctn8eA=","m
ode":"force-https","sts_include_subdomains":false,"sts_observed":1629989455.206841},{"expiry":1633014077.22511,"host":"nAuqgR4iEWti7SOdT3UHPI6rmZU/Dea
Im38P2020kgA=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601478077.225114},{"expiry":1661525455.503412,"host":"0J7rAWVOouCFY
JIXrkDiKnAO1SshXIJmLJE1SS3V8kDM=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1629989455.503419},{"expiry":1640875855.854177,"ho
st":"2lkpJCeDA/iIPFazSWca3N4hZCz/cVnuSdphlO2veD4Q=","mode":"force-https","sts_include_subdomains":true,"sts_obs

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\98545ch9-f608-42a3-85d5-b3095af279fe.tmp

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\98545ch9-f608-42a3-85d5-b3095af279fe.tmp

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

ASCII text, with very long lines, with no line terminators

modified

2546

5.5989750337115805

false
48:Y9SU3TakUnweUyXieUn6UUh/UBtSUZmKU9yUafgPeUMTsUbUefQwU54UQxU7:hUjrunweUuieU6UUSUBOUoKU4UaCPeUL
ODO043EE9E03F90CE24D822ECCA2F1D97

DD139CCA77AC563D2D34E10B701405557FFADB1A
41BDEB91206033F294F6C51826E14415C4CB930B50D9B8D53DFE7702A1957DCC
556A618E582AE78F7404355C56310F4545D4232804DDAF4A0EECFOBEE1800777AE3EE2C80B500370175942FD75CA82ECAC2F843F4FB7198258B12721A33DC387
false

low

{"expect_ct":[],"sts":[{"expiry":1630011099.751657,"host":"Bgr28EGzagFzUXieBdnVZmUK1Wm4iy7JUTELEladp84=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1629989499.751661},{"expiry":1661525484.090108,"host":"KVivT TKTVC3D7/hfpnbDFfP AgoVJQnjFfXBq+8P8zk8=","mode":"force-https","sts_i
nclude_subdomains":false,"sts_observed":1629989484.090113} {"expiry":1640875899.747816,"host":"LAZKY S46RVRCcFiZAzmUJrz6 TIHBd4nwEGVXPWfPLYHs="
,"mode":"force-https","sts_include_subdomains":true,"sts_observed":1629989499.747821},{"expiry":1661525499.291745,"host":"M4bfUnCmQAi4PNb3B8al/2+SVJhH
KsMfMMT7fzi6ij4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1629989499.291749},{"expiry":1633014077.350499,"host":"OuKIWsMW1dk
kbl1X/0i600Y95ZNSWnSoeal XAEYPIv4=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1601478077.350503},{"expiry":1661525499.576978,"h
ost":"fJjUrPghktMfiTHIX3QO0pJi/P12Q72DBgzzJqjINC40=","mode":"force-https","sts_include_subdomains":true,"sts_ob

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.296968528704211

false
6:MDMg2PWXp+N23iKKdKIRXXTZIFUtpql5ZmwPGkwOWXp+N23iKKdKIRXX5LJ:Ivas5Kk7XT2FUtpqO/PG5f5KK7XVJI
242F2CD234472467FOB63E99F50406C0

4976F0D7CF399BD916603CF65AFE414D1CD32656
F767C1827A9750789FB5506AD1CB6962296A31C94F5EC1D335995E06C8F90168

A9CF15BOFFBAFBFEB9336F8E028785126D8F66939E3C5B812C3A4F8BASDF00A2FB8B3D457E226D1D9BBAB662BDBFC3D734BFESCEO0SDC6BAG0902E13F977CD
DOB

false

low

2021/08/26-07:50:44.691 1b64 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
08/26-07:50:44.692 1b64 Recovering log #3.2021/08/26-07:50:44.693 1b64 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.296968528704211

false
6:MDMg2PWXp+N23iKKdKIRXXTZIFUtpgl5ZmwPGkwOWXp+N23iKKdKIRXX5LJ:lva5Kk7XT2FUtpqO/PG5f5Kk7XVJ
242F2CD234472467F0B63E99F50406CO

4976F0D7CF399BD916603CF65AFE414D1CD32656
F767C1827A9750789FB5506AD1CB6962296A31C94F5EC1D335995E06C8F90168

A9CF15BOFFBAFBFEB9336F8E028785126D8F66939E3C5B812C3A4F8BASDFO0A2FB8B3D457E226D1D9BBAB662BDBFC3D734BFESCEOSDC6BAG0902E13F977CD
DoB

false

low

2021/08/26-07:50:44.691 1b64 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
08/26-07:50:44.692 1b64 Recovering log #3.2021/08/26-07:50:44.693 1b64 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text

dropped

318

5.273424885647703

false

6:mrq2PWXp+N23iKKdKyDZIFUtpRZmwPLkwOWXp+N23iKKdKyJLJ:qva5Kk02FUtpR/PL5f5KkWJ
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

F76B654EEAAA74D043708AB598DD3772

AA24737BABB1EA01455310CE709147F17EECFIDE

E34DD8D8F330917D605EA2520B93EEFEB362962210C39CC2F85378CDA57A4C88
20F6B2983B30CD98F9921809540D49DFCF53E1B82FFF485F1E9220F1B44BF41B9C79F48E64A01B4E4F2284766086B98A5D00DB7ABB2AAFC7061C4488E00197EL
false

low

2021/08/26-07:50:44.683 1b64 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/08/26-07
:50:44.685 1b64 Recovering log #3.2021/08/26-07:50:44.685 1b64 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

318

5.273424885647703

false
6:mrg2PWXp+N23iKKdKyDZIFUtpRZmwPLKkwOWXp+N23iKKdKyJLJ:qva5Kk02FUtpR/PL5f5KkWJ
F76B654EEAAA74D043708AB598DD3772

AA24737BAB81EA01455310CE709147F17EECFIDE
E34DD8D8F330917D605EA2520B93EEFEB362962210C39CC2F85378CDA57A4C88
20F6B2983B30CD98F9921809540D49DFCF53E1B82FFF485F1E9220F1B44BF41B9C79F48E64A01B4E4F2284766086B98A5D00DB7ABB2AAFC7061C4488E00197EL
false

low

2021/08/26-07:50:44.683 1b64 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/08/26-07
:50:44.685 1b64 Recovering log #3.2021/08/26-07:50:44.685 1b64 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\092afaa13060536d_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

195

5.4061163879512275

false
3:m+I3IK8RzYrWPJupQuVNRp2KZI1gIH/IHC18IUTd9HPHG5hsN4kvRmFD5tlIpK+:menYp+0dZDglHg1PTddCilAFD5RK6t
E9D20DAB4A3FA77895160A87CE88E210

965E3094E13BDD9632E5CDFES59C11449A2BA456
07B22A6C2CF39C85CDB658C9560C1A34C91DB785BF850AEDFC1D5DBEC6216B81
31ECA3F8879E868BF0B43B4D10C5D7A500C116D244FDBEG49AFE6ABFF909A507575349D0A226BES556A600719D4040B33A69553A1216485FC3D0B8FEBE8S5922DE"

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0a57bd28b832522f 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

244

5.445562695439058

false

6:mYbYGLKda6AaxO3iMQIZKgqS1oGIXw2HhMnK6t:PeQ6ANQyYKk1bIA2S
25009148C8E61F63C5CE141C487148CE
AF3756335A1543993F415CD746869BF51FA849A7
ABBDCE27A6CD7FFB1488717E33C5DA0B25054797E4526330FC9A8D1A0FF3CC50

C1986AE602066A326FFAE38F31D454A626E4C6C32EFAGC7AO0F72F4A83EFO4E3EABAFBABB1F7CDIDAE3F8AABIS9A16CD2B1E8D3BFIDF526268C1173920BDF:
CD

false

low

O\r..m......p...OW......_keyhttps://www.gstatic.com/external_hosted/ng_ui_router/release/angular-ui-router.min.js .https://about.google/.”...)/.............. B thy.cuV.&...
.0\ h%({. A Eo.... (IRUT ALEO..ciii
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0adffc88fc30071f 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

974

6.1977854744684135

false
24:bLCY8B60AKKexwjpjT9bQ8hmu+SOKDrw/71VuLFcwyNM:b2YVNkKex38hmu+xKMhVcsNM
A140C74780FCB823B7DBF5666F81A0F3
EE8248443031C44221A93BE09C71E6524660E041
2D14D7F5590E004FF6BC93BA6CE38F96F404EBB20F5783015722CBECD908FDEL
6BC43B74F6339AE667EF0059F59360F43FE1BD8IDIACFE22432D9383F3B59D39F22C441D7503F675F060C0C114615DE36C7D07C341BC80E6998D00B631B4A68C
false

low

O\r..m.... ..._keyhttps://www.gstatic.com/_/mss/bog-one-google/_/js/k=bog-one-google.OneGoogleWidgetUi.en.iRny_Wkefus.es5.0/ck=bog-one-google.OneGoogl
eWidgetUi.JPk-aNkftDA.L.B1.0/am=WAAAEA/d=1/exm=LEikZe,_b,_tp,byfTOb,IsjVmc/excm=_b,_tp,calloutview/ed=1/wt=2/rs=AM-SdHugqGITqF50PcbuHE8DjFQoN
0CMclw/m=n73qwf,ws9Tlc,1ZT63,e5gFLc,GkRiKb,UUJqVe,01Gjze, xUdipf,blwjVc,fKUV3e,aurFic, COQbmf,U0aPgd,ZwDk9d,V3dDOb,mI3LFb,06y8ed,PrPYRd,MpJwZc
,NwHOH,Omgal,lazG7b,XVMNvd,L1AAkb,KUM7Z,lfpdyf,s39S4,lwddkf,gychg,w9hDv,RMhBfe,SdcwHb,aW3pY,PQaYAf,pw70Gc,EFQ78c,UImmrd,ZfAoz,mdR7q,MdUzUe,x
QtZb,IPKSwe,JNoxi,MI6k7c,kjKdXe,yDVVkb,QlhFr,hKSk3e,KG2eXe,hc6Ubd,SpsfSh,VwDzFe,zbML3c,A7fCU,Uas9Hd,BVgquf,IsPsHb,pjlICDe,hnN99e,yYB61 .https
:/lgoogle.com/. A ) ............. b 0.9>.&..,.&D.4Jn...DAT+.F..%A...A..Eo.....L..J ALEO.oiiiiin A..)l..y..004CFD8234650B0BE23B0D93237031F7ACFF
F7CBB78346CF988F1820CCFEEFDE.0.g>.&..,.&D.4Jn...DAT+.F..%A...A..E0..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0cd82a09b7413176_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

230

5.403266275275203

false

6:mQ/XYGLKdakM/RJaZzuOgRgKlllg/DP4RhK6t:dqQF/Rtlj/YDP67
9F36050831175C13142417A361DD99B8
EOEF534A7E9F31DB8358D49163FDAE6219BCO18E
176F54E1456710CE4462BA44467F312742FBFI9C6EC888410A279505D99A90EA7
1A973FDB8892DF1686F38972E95620E15EF8456FF79DB5ADIB844766074D235C53E87F74EA328ECE42D2B06218FF77E129F33F2DE30EQ07ES5469CCFED773C3144

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0faaa62c8524df0d_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

364

5.808337898197953

false
6:mgYGLKAGMwjM71pwXz/6acQote9TvicumblgsxXwD4jnK6t:09wwhOlcrty TvANmSIIFOSp
9CE350F869CFD8CF930D5173F276F021
36F324EBC8252E11403827D4FD58C74699245282
ABE345452BFA8028065BA96CA9823FD0O6CF15CD70BAF9E7C7DD0OD75A67C6A92B
2C018B8971AA9ECBF066393F3C89BF764033576520BFFE921091C318A991BE04097853648DA165B3E8384F7593933427269C8B122984E7751DCD817998BESAD3
false

low

O\r..m.......... 4.12...._keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/lk=bog-identity.ldentityPoliciesUi.en_GB.WJPKByKq9sg.es5.0/am=FBBA/d=1/excm=_b,_tp,te
chcookiesview/ed=1/dg=0/wt=2/rs=AOaEmIEcqlOc_n7v3yBdLpkSHsfTdflgTQ/m=_b,_tp .https://google.com/.....)/....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1154c6710157da27 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

204

5.445586999162659

false
3:m+loGxIzA8RzYrSLLIMIwJIISp2KZIGH+H/IHCI1vgrMjWxkh6qUmF/7XIpK5kt:mWj9Y GL+MIwJIGZoeHgljjWc/FK6t
4130DC8CCC7C4DAOE24452B05EC4D269
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1154c6710157da27 0

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

CC77419CC963706802893A15037017760DD53BEF

6DEB7C7B76D720823DC539F3F87178DEA7F8EDFCDC6233EBFE1E326A0C6BB4D3
CEE42666D40FC5DE535D2F5526B603C54D69E9E053F34BFIEOECA443D017D5B37751B44B3D555322D3BAB940553EC6888848A7C090C1D2D663FA4EFC87206DtE
false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\11872aa7eaefe3b0_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

257

5.530789585522105

false

3:m+l/il/gOA8RzYrSL1cdMyw0YcMcHEyMuSfKrEnMt/uFvDp2KZIOk/IHCNgl/M7P:mOuY GLKday7iirVIZSkgNRIE+4RK6t
AB063CEBFC666BE350C977EE8768B2EA

EB18BOBE78A298C93D8CD6B1FD8A5703516BBB8C
B80467ED969D58429603425643E972EEB7CCEFD5D747C716ADBI05FD3C5A100D

9AE871B2AB1BC7EB68F9773215481DD311B1CD15F5BFF73FOCEECE38601FFDAFBOEAAAEB2CF12F4786632378A534B442C5DA801FE40103ECDD957949F4B80A
7

false

low

Oo\r.m....}..... u....._keyhttps://www.gstatic.com/external_hosted/intersectionobserver_polyfill/intersection-observer.min.js .https://about.google/9™...)/............. [ g
S?2.Q. 0 P.|.bV...].T.mA. Eo..... [ ALEO i

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\12318cd0c335b8e0_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

213

5.394586721814577

false

6:mcYGLIgNa9NXgOXLZzuadgFwW8NnxK6t:ivigOXFga4MBNL
80A5232D34239F522411F6AECA90CE32
DED283ECAF9525A0E85170F83578449E304F96B8
247F8FFCEBO49FF5E04CF77255174CF641D449B6D86748F20E3A4B1A1E42F54E

66496AC2582EF8ASBAEG4B558B64D720AE30943CD5A44C8826DB06DB952306B97DC719D7F058C4B93F3CADICIEADFB129112C3B7142CE901649F2C99A9EESS
5

false

low

o\r.m......Q....w....._keyhttps://www.google.com/chrome/static/js/installer.min.js .https://google.com/.<...)/.............. Vv....<..c.5.A.$...D..A.Eo.... @X......... A..Eo

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Code Cache\js\157ac5dc69855318_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1332

5.527013607961217

false

24:NaRPkpbaRJyAbaRUCbaRfsbhaRG6MbaRh5jzH:s9cmLyAmiCmlsmkxm9PH
9F9CEBED49AB710B036F1564E5B03087
3B10E63E452B6708084C9E57DIAAECBCEGF0604C
404EF7B3DD679C88010C3D7AB082B6781B57CEFD6F42AE811E8ED17A929F8AED
B85478BD113B31BEOF2167E2879AD6057DAF4A5E3EAO0CAE360BSAEF33B4B793FD5A8A567539931ED0969D4BE9O3ECCEF837B44953987772D58239D198908A4F4F

false

low

.0\r.m......Z....73....._keyhttps://www.gstatic.com/feedback/js/help/prod/service/lazy.min.js .https://google.com/.r...)l............. Zoooenn 3......9zB.p.e...MaH...-
O\r..m......Z....73....._keyhttps://www.gstatic.com/feedback/js/help/prod/service/lazy.min.js .https://google.com/..9..)/ ......c.ccervenen. 3
o\r.m......Z....73....._keyhttps://www.gstatic.com/feedback/js/help/prod/service/lazy.min.js .https://
google.com/N....) .............. S 3......9zB.p.e...MaH...-%P.h...A..Eo....... Ao ALEO..coii O\r.m......Z....73....._keyhttps://lwww.gstatic.com/feedback/js/help/pro

d/service/lazy.min.js .https://google.co
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\15a5acad06e31190_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

214

5.494880431011466

false

6:mms9YGLSMXZC6ngguq+Hg9ASMH5KNH46DK6t:xs9bgxqu+d5kNH;j1
1210F0E739144B0427AD50A4DD2E7409
E281F6E2920C9450D6A5199D49C3253B63F99A9D
834EE63F53EAD4E2DBAC26139896F623D2772D6C89E54545449112648681DBC4
F75760CEC557B917989851CA9103FABDE518CC2D9F99A4A0FEA35F46C7895091E889276D0453A1F232CA745B543FBB87DC1C8D115EEF23EFFEAGE7DA27899F 2

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1d9307e50ef6b7b0_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

248

5.406039086314047

false

6:maYGLKdZgRbLe8INdZjogTn/vd49gL/bK6t:mjybLIINQuI/N
B5817B405815A351E369ABFBABE23757
93B837366F5FF4B8D57C688FIDF9926FE4055D88
FC3FAE81DAAAC600287C8982835BB7A379A514F71A7C4D4ECA8943242CD8F5D5
58A723B9078FCED1F6FF48F6C6FA7B8204826DB13430AA9589094491A58882ABA673B10DD69C5437CF6D09D422E94C419A08A49965D93743F537DE2C25485257
false

low

o\r..m......t...P_k%...._keyhttps://www.gstatic.com/brandstudio/kato/cookie_choice_component/cookie_consent_bar.v3.js .https://about.google/.”...)/...
{T.;4.a[..Tt.NzpL..q.@..8...A..Eo....... b OO A B0

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\25f13bc86c899fc9_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

211

5.587765954190951

false
3:m+|zLb/08RzYrSLSELDXZCLRIHO3uut/IHChXJH4yhzK5mzEuhtlpK5kt:mA/VYGLSMXZCLRwu6gh6yhm4zEmZK6t
E765E8101B17C5D45E30E383389DB504

081B13970C791D4865705EEF90FA32BD15B14C04
036EFB7B6B38484CC327DA1A220C3BA5A13BI9BCOA780C47E769C1D393B7EA9CS

2EEBBD93062A204A255BECODB8B18AE43A52087CE24BB179470E82703BEF877989EDOD593E21CF8DD005B803F4B2EAE895466E0E22D9822ABC3EB0EBCFCETS
4D

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2c9e2bb71fa794ce 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

358984

5.843304516909506

false

3072:ltzpo4UJ9Xv2kp9Im5a1d0S0/3wWPPARgsncfpHré WI0UwgpZUgdralL,8w5nCCqghuj:INJg9uKg3zPARccWmrYYEKXG35
B2D89BAB88FB11499A3DC3230BEBSBBE

A79CFE57D3CAB5E5A98E631C98AC16E308EE7517
9F235E18D4573CF23B45410D855F01C50B8FD66FCAECAC297284FDA7CF55F93B
EBCC186CB44C84E3EC57AA8FDF46977BE365B9F867BFC8B249CFOC2C7EBI8CABF27183F7E12971102B96D232214566CC736F1581887E641B2EF5318DF11742C
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cachel\js\2c9e2bb71fa794ce 0

Malicious:
Reputation:

Preview:

false

Q.’~$....._F_installCss.....Q...b.
default_OneGoogleWidgetUi....(S...m."

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\2f3ce0ee52f9749b_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

154744

5.82444985264933

false
3072:6geccl5eNQ50LV+Lmag2mRIBldTgsPatXAn7aiwT:Zo5M+OLO0t1mtldjPIme
9A53E0D73B2CC2EDES127FA85271FF7F
E8FDA90EEC537AB9EBB0188E4BBEC11D2AA7E3F7
2D8E61673AB3F56BD0561C6DBC252C742955F78F7F5881264681419CBF3E9B72

264EB63BC4E7AAG33C4000C9D39AA53E4CA792679A8D7756704258BC1EBF677DF1B40081B0A7DE4A3367E960C635CBOESDOD278B1CIEA3259F94ADDAESCS6E
F

false

low

yk....Qb...5....BK....Qb........ »
TK....Qb..%....UK....Qb.Sjc....VK....Qb=..V....WK....Qb~F......YK...Qb.KA.....

k....Qbba,
al..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2fc3d3a085992c47 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

227

5.415411356164397

false
6:mY1wEYGLKdakMyEhu5JRgqlIFJpR9aF5/yK6t:F1YQFyP5rD/FC5¢
7A28EFCA2663546EF263AA6482DB06E6

FC5F15D6538F6C4877B04DD7E138E5F40EF2580A
32018970A7F408816EF0B78394D69D5FB6BA407EA1D84543921BC616C08F2127

0138C6396FCAB0869B817562BI9FE5B9881EBOCA76924B98BCO1BC75D1B62A7AE7C6BBFAF54146FCC1770E3A98DCB1FAOB1BA859C3854241BCE4D31EDBY0DD
E8

.)e=3 XL.A.EO.......6.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\33b01b663beb49c6 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

859

6.074653709861932

false

24:ejwwvCXMOKmMLBKGB+T9cHbwOMxDDLw4kp:0NvXOkUGBa92bPGA
5238FA15DBCO0CB266A69A8EGC3E241B
0A41751758EE5CCBD91ECDAESFF40597F27CE7ES
BBFDAE963D6ADAG5EFBDF009767DF1C39F54C1B6DC51BE10108A5D8FCB368C6A

77TA999E275A73B6DEF955A3D860B3313081267814E0D2EEEF81DEF4BCCOE36260158D81DAD3098CE725F2DEA97CFD39D7F0DA84453D2FB9C2937FCAB887A98
9

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\33b01b663beb49c6_0

Preview:
O\r..m.......... *XO0...._keyhttps://lwww.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ldentityPoliciesUi.en_GB.WJPKByKq9sg.es5.0/ck=bog-identity.ldentityPoliciesUi.e
meApl-K2Wo.L.B1.0/am=FBBA/d=1/exm=A7fCU,BVgquf,COQbmf,EFQ78¢,1ZT63,IJNoxi,Jis5wf,KG2eXe,KUM7Z,L1AAkb,LEikZe,MdUzUe,MpJIwZc,NwHOH,01G
jze,06y8ed,Omgal,PQaYAf,PrPYRd,QlhFr,RMhBfe,RuOPgh,SdcwHb,SpsfSh,U0aPgd,UUJqVe,Uas9Hd,UImmrd,V3dDOb,VwDzFe, XVMNvd,ZfAoz,ZwDk9d,_b,
_tp,aW3pY,aurFic,b7FMof,blwjVc,byfTOb,duFQFc,e5qFLc,fKUV3e,gychg,hTAg0b,hc6Ubd,IPKSwe,Ifpdyf,IsjVmc, lwddkf,n73qwf,p8L0ob,pjICDe,pw70Gc,r2V6Pd,s39S4,w9
hDv,ws9Tlc,xQtZb,xUdipf,yDVVkb,yJVP7e,zbML3c/excm=_b,_tp,techcookiesview/ed=1/wt=2/rs=AOaEmMIEF3bs_4xHLUdOmil14DLuSumW31g/m=FqLSBc,krBSJd,wml
PKb,lavLJc .https://google.com/w....)........cccevrnnnnne H(.)..#2d.N..u.xty."t;~...A..Eo....... L} ALEO..cciiiiin.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\33d8ea273e8e208e_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 241

Entropy (8bit):  5.609643369753543

Encrypted: false

SSDEEP: 6:mRwwYGLKdaY0fVRITPwZGOgHgyz+cB74nc//hK6t:mwdQ5NRJITPK5e+cBrr

MD5: 03451D9DB6A2564CC7572C62E5C60025

SHA1L: DF30EAB44A4115A817CBD88DB62E6D75C1C6839D

SHA-256: 9ED3C5127E21764E204C67ED27DB2914FB4A4B3CF643845860815559FB8D738D

SHA-512: 6A5C44BE753D2DDCC314DFBCB45C7101650575BFD7B21E4805866ABDE39155B54D2B9F3F46D053D8EB29095286E40F5CAD1FF6FACDA2C6FF151DBA8286533L
6

Malicious: false

Reputation: low

Preview:
O\r.m......m....Ql....._keyhttps://www.gstatic.com/external_hosted/gsap/vl_18_0/plugins/ScrollToPlugin.min.js .https://about.google/$_...)/............. "B F L
#..22 FALEO ..o ALEO.i

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\346866bbe969e451 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 224

Entropy (8bit):  5.575365607750835

Encrypted: false

SSDEEP: 6:mGItXYGLKdTdTHifHZFctg+llegLD6ko4rSK6t:qJdTHif5FctpY EDfo/

MD5: 3373A54E4E5197406D23981AB37B1703

SHA1L: 74D35AAD7B9DB0OE2B302591801264619CD6F2B08

SHA-256: 6C7B8F6649A46B642EE83C5A1DFFA96FCF3F689780AD3AB672E9E4C292124F9C
SHA-512: 699D932C64E5D5FC443D5DBDF817E7BE3B8896CB5D5ESDE1B7C415BB25792F64FA5110955506D85D3404E3288FDB3437662FE190739D1B249844E943654E7576
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Code Cache\js\3653004befb613c5_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1308

Entropy (8bit):  5.5262969325408715

Encrypted: false

SSDEEP: 24:ViQVAd/adVX/doVX/9RPVol/jruVv9o/dojVa:VirlaX/dy//ql/iM/ek

MD5: 729C1EDOF1D67691AA80BAB8E3333F15

SHAL: COF053A50BDB5D7A5E180B4A9876386F6990B233

SHA-256: D1595A2C3C694E2C45B3251A42784DAFCBDEASC7C1C15423C8A8F4E976EEDSEC
SHA-512: 86B400F7E5D1DACB62326FD209527A9976D43ACEEBIEDB80CD23C6449677A936F4A6E18251FD3DB276A91E21AB90CA084484764FF961738123002B6180C92D7:
Malicious: false

Reputation: low

Preview:

...._keyhttps://apis.google.com/js/googleapis.proxy.js?onload=startup .https://google.com/Zp...)|.........cccccceeueens .. B...}J#. . V."yx.;...p..4. A Eo......*

.0\rem.LLVLALLL..._keyhttps://apis.google.com/js/googleapis.proxy.js?onload=startup .https://google.com/....)l............. v e B...}#..V."yx...p..4.A.E
V....A......_keyhttps://apis.google.com/js/googleapis.proxy.js?onload=startup .https://google.com/..B..)...............

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\36f490bb56fc958e 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\36f490bb56fc958e 0

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

data

dropped

434

5.922015921129114

false

12:0Em80vh01iRIFIMMZXQ9+mXalzK+YEXFhA:OfnvbqZMZXQJXqzKt6k
2B3266E3AA601F48C9696455DD8737A4
AB948596BDBCD37F441D9735BCOFEF9C838DA6F2
30443F63EA2272DF8D7547F9C4F1DDB78301E7520CA7EOF4484B4E7E4A3A3292

23CB476EBB96CBOC3CCI10F4AE2A7C66A77AB228832FA459F4A4B484829FAEEABE2F374A1637F79200903DF08E438A21D85AEAAGSEBG9B271389D7C42BACEAD
DF

false

low

OVecMecieee _keyhttps://ssl.gstatic.com/accounts/static/_/js/k=gaia.gaiafe_glif.en_GB.wxcShFhZxXM.O/am=B0jRwgiSeAEBAIQCAAAAAEAAAOCWAWXAOXyY
GDw/d=0/excm=glif_initial_css/ed=1/rs=ABkqax3JsMRB_j3XGRToGaFFZSy2qHwG2A/m=sy32,sy31,i5dxUd,m90oV,RAnnUd,sy2u,sy2v,sy2w,uu7UOe,sy2x,sy2y,sy2z
,SOHXxf .https://accounts.google.com/?W...).......cccccerenn ru....Ab...;.a{.X.6....A..Eo....... | I A.EO0..coiiis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\38d11efdcdf6f350_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

392

5.745441393830244

false
6:mXeYGLKdbVnIIKG9zJ6MVYG6RfaoG8aT76CeYCWChCu02J2QCgu8XFgUk7thK6t:Y77n/KGréMyNCoG56r'WcCzu2QuGFPK
00423E089016B3E1C2CDF4DAA1B6D62A

4F1771ABECADF01CEA6FCDC9D213BCB6889C8CD7
F1A811525A7D9385E41A8D5700F54A6070A9588D564F87056E7B014F30757500

ACC63284449068696B4BFB91DFD45C1D42FCFDEF3C7D8C5A79306A031F8C845F1267E8DEADSEDA45A5009EA94ADOEES529587BD027A2BABB2389F410939BACE
DO

false

low

O\r.M...coee "W...._keyhttps://lwww.gstatic.com/og/_/js/k=0g.qtm.en_US.eyZtL N7gU00.0/rt=j/m=q_dnp,gmd,qcwid,qapid/exm=gaaw,qabr,qadd,gaid,qalo,qgebr,gein,gha
w,ghbr,ghch,ghga,ghid,ghin,ghlo,ghmn,ghpc,ghpr,ghsf,ghtt/d=1/ed=1/rs=AA2YrTvbnfZ7vgSIlYOF3f_IHBGeFFy7Mg .https://google.com/.r..).......c.ccccccruvverennnn. hf..EH11

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\39208e3502e0f8fa_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

219

5.402746359276534

false

6:m2EYGLKdaXWKEjxWImukprgOxTFN/nJrkét:dhQcgrLdFNv
61AF9D8503361279417A0128A61F5F2B
4B18B9FA5CCBA457463CD1A95DAD2D325D64606A
65FA6B709A1F8FEFABD647C150E9B77CBD13B95B392C86FF4D342AD276716DC7
26AA29F5A668C4A94C2D53D1C275FA126C28B6A4F73EF5C293301491EDECB1773542D98E7F66C7B436B8B75B146EB76CF257B0B1D47D013D141F6AEF8246A6E
false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3bae4111b6f3d84b 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

481

6.01485913055485

false
12:plZLZ0vI+N6cBHC5psVMEPHUVBNXWA9e2RkkOO8VYmyd9WA9:mmv7cBWOMiIHUBB0KkOfYmy
4660796C91A3C56ACC614C5AB78DEC99

D75150038A9BOAEE3046297354E7D79358A2FD46
326B6DF6140A57EFOFOECEGE28069E18CF425628EF4DD031E6535051FC576B3A
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\3bae4111b6f3d84b 0

SHA-512:

Malicious:
Reputation:

Preview:

4AD4998B7876CB77472E91BCOEC409A06FF7E98EGE32A4EEE31EC70215A0CD58156F6C2BCB8B514D8A269C80D8297DF5F5E8F811D1E95E17C5DA33851ACDDI
9E

false

low

O\r..m.......... yWxd...._keyhttps://apis.google.com/_/scs/abc-static/_/js/k=gapi.gapi.en.7RphtNcGHDQ.O/m=client/exm=gapi_iframes,googleapis_client/rt=j/sv=1/d=1
led=1/rs=AHpOo0_-zmYhp_Ir7_CCxM3l-AckMval9A/cb=gapi.loaded_1 .https://google.com/.....)/... 0.. p.n..R...MhGo.dQ.....e...).A..Eo.. ....A..Eo...
......... )I.....3C17A8C519142CBOAF7EBCC330AB0612F4784B61B6232FC81B1B5E65768E186D0.. p.n..R...MhGo.dQ.....e...).A..E0.........L......

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3dbe54b7c92541c6_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1748

5.747153102557772

false
48:fgL/DNtalgL7tSntz1gL0Jt/1gLfr/tjlgLn0tO1gL6UtX1gLK1t5BtrgLLXtg:fgLCgL7MHgLagLXgL5gLPgLEgL
0B2E26814955365AE548054E48FCD698

510F795AC7301CB4C14820E6BEC326106390D0B3
57E9691BB353672B8A107F79D26213AE5B39370BBA769960B682C26164A5E019

BB02ABOEDA3C88848FDE8038C2C09036D3BD79E84BA4D17C53DD85C8C3D36E96956EE450AF1CIBAGI005F156C224DEDCC79D2CC8842015AFFA826D44BE40C
EC

...... _keyhttps://www.google-analytics.com/analytics.js .https://google.com/.P...)/..
keyhttps://www.google-analytics.com/analytics.js .https://google.com/.6...)/.
_keyhttps://www.google-analytics.com/analytics.js .https://google.com/....)/..
.._keyhttps://www.google-analytics.com/analytics.js .https://google.com/w.0..)/.
_keyhttps://www.google-analytics.com/analytics.js .https://google.com/.+...)/.....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3eb7118a6f9ed95d_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

232

5.394547056743523

false

6:msCsYGLKdakM/RJaZIZeYug7aJ7NLK4b/nK6t:bCIQF/R7eFm2NR
FDEC10DC8EAC6806DF38A7B5121B8AD9
4FC2CCEED1A13535E4E7BCA3CFDD63D37318E317
5F5318F479FB8F323BB95753768FC4FFD13BE264D0D9B2BE74A177EFES0BEGOE
6D71FFC39791C3DD71A48C5DBF4E5129B3ADEE98DBIBB6CAF14269309CC8269FE59B2D64556F6B43CA28793E3A2F523F8831325038484284F5F3C853219F318E

false

low

O\r.m......d...O.v....._keyhttps://www.gstatic.com/external_hosted/scrollmagic/animation.gsap.min.js .https://about.google/a_...)/............. %03 /m 7..1.0.8
A.Eo....... [ AEO..cois

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3efldb799a99929f 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

236

5.69469334169467

false

6:miR/PYGL+MORM/msI5xjOovNguwMugBSfl+K412/IbK6t: p5SLpvIL4VxwMuJfIK2tN
6D9F7E042FODA1776FOBE4B84F91FBC8
DD7D2C439DBF7D504AC272B55BDFABA470AFB526
B888FBDC54990E46AB7AE4383A7F0793AA085CD4030314087F7E747C4BFDEFAD

82C36ECCAAD09B64BA30F5A585F3A028EA21B82AEAEF13B1CFI8DDCCABE2AO009A9F25D20871584328B490B5D7BB535EEBEFB947709F9BC395F4BBBE71025F
EF7

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\49262f63b44e3629 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 245624

Entropy (8bit):  5.842670678161984

Encrypted: false
SSDEEP: 3072:2Mia6ZtqcO1HXRVISEKF TWAK39VKLHNENGOCNH+MQGS:Z04tyEBTWpSKQNH+YQL
MDS5: 85A00013EE4788FF46719B13C771F291
SHA1L: 84868D289B7A546C2701F9C3C4297BCCD3CD8864
SHA-256: 5FDBF96AA5994C1F41C6CEC9036D61FC5AF4FO0C15EBF33DB3F2D43F1951B9BOE
SHA-512: 1D36C743565D89CDDAB860540BFB353B58EEFDSAE3A31C19C54172881B199D8C60BC38BA15B5CBCE6BA290E08743291F9922477651E813E401D4E560003B213C6|
Malicious: false
Reputation: low
Preview:
o\r.m...... @......

GoogleWidgetUi. Qc.{
.gb....Qb...a....Ab....Qb . fc....Qb..0....pc....Qbr>Co....rc....Qb.Z
c....Qb..Z.....Nc....Qbzu.P....Qc....Qb.R5~....1d....Qb.......Yc....Qb..U.....qd....Qb...

Dc....Qb2.ig....Hc....Qb.K.9....Ic....Qb........ K
..sd....QbjYA.....wd....Qb...)....zd....Qb.p.3....Fd....Qb

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4d7e25bd6eba05c4_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 977

Entropy (8bit):  6.243101363970585

Encrypted: false

SSDEEP: 24:VCVoPbawjpjT9bQ8hmu+SO0KDrwjVuOfljT142lumlj:oV8+38hmu+xKP08142lu

MD5: 0C66844083D6D1B83480456A9F3F2A9B

SHA1L: 46054D900EE4C730BEE7E3ED387C2455A1997835

SHA-256: C42A68196C5222D124C84477C22C0BA242BB079D0407F99F6B117F3535A3D9D9

SHA-512: 9388AEBABD85A6C18BEDD58905D9B15D4A6BA69502671BD5985C6A87D02125290D22B5BOEB79FE253E1E99F952D5E59DA20D85AE70E4979320BC639CC8690B!
4

Malicious: false

Reputation: low

Preview:
O\r..m..........b..5...._keyhttps://www.gstatic.com/_/mss/bog-one-google/_/js/k=bog-one-google.OneGoogleWidgetUi.en_GB.wVRNMgnU408.es5.0/ck=bog-one-go

ogle.OneGoogleWidgetUi.JPk-aNkftDA.L.B1.0/am=WAAAEA/d=1/exm=LEikZe,_b,_tp,byfTOb,IsjVmc/excm=_b,_tp,calloutview/ed=1/wt=2/rs=AM-SdHUCsQ-hwdO
twxEofge3F3rTWPHdAHg/m=n73qwf,ws9Tlc,1ZT63,e5qFLc,GkRiKb,UUJqVe,01Gjze, xUdipf,blwjVe,fKUV3e,aurFic, COQbmf,U0aPgd,ZwDk9d,V3dDOb,mI3LFb,06y8ed,
PrPYRd,MpJwZc,NwHOH,Omgal,lazG7b,XVMNvd,L1AAkb,KUM7Z Ifpdyf,s39S4,lwddkf,gychg,wOhDv,RMhBfe,SdcwHb,aW3pY,PQaYAf,pw70Gc,EFQ78c,UImm
rd,ZfAoz,mdR7q,MdUzUe,xQtZb,IPKSwe,INoxi,MI6k7c,kjKdXe,yDVVkb,QlhFr,hK Sk3e,KG2eXe,hc6Ubd,SpsfSh,VwDzFe,zbML3c,A7fCU,Uas9Hd,BVgquf,IsPsHb, pjl
CDe,hnN99e,yYB61 .https://google.com/.?...)l............. [N %$[.b8.Am-1...\W.L.*... .A..E0.....55."......... AEO.iis ?2...)/..y..7D068FC3F843A086F6714740
FF44524677A3ACCE59F961796F20680B3F10027D......%$[.b8.A.m-1....W. .A..Eo

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cachel\js\4f5681f2e8ddfb33_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 451

Entropy (8bit):  6.063020754778832

Encrypted: false

SSDEEP: 12:UkuEm80vbO1WRIfMMZXrrKI8vAeXcLp+yFUZhGMg:PufnvbgtMZX/k1nt

MD5: 7TF827FCA46462990C12875C7ED840A717

SHAL: E90266A6FFCBC87F3446EDAEOFCI95CF212A847CA

SHA-256: 3B535A2C56EB9A54B8553FDC2DAD18563A84E6B1636B3B063E87DA3A8E30FEGD

SHA-512: F6A70BAF8465A15A7D1F023844CE028C9F709CDB2D0F27E0B3EF955D4F6F7CBDCOC981CBAAE308AACT76754E6CD877217BBDIF8CI9B64B48456CFA616C6A444,
41

Malicious: false

Reputation: low

Preview:
O\r.m.... .._keyhttps://ssl.gstatic.com/accounts/static/_/js/k=gaia.gaiafe_glif.en_GB.wxcShFhZxXM.O/am=B0jRwgiSeAEBAIQCAAAAAAAAAOCWAWXAOXy

GDw/d=0/excm=glif_initial_css/ed=1/rs=ABkqax1gbLtMuNhkPy_WFDMG6EbCrSIwQ2A/m=n73qwf,MpJwZc,NpD4ec,SF3gsd,08k1Cd,YLQSd,SWGa5d,002Jie,rHjpXd,pB6
Zqd,QLpTOd,otPmVb,rINAI .https://accounts.google.com/L....)/...

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\53a90dd59b2449a8 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 434
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cachejs\53a90dd59b2449a8 0

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

5.934783253806663

false

12:E8EmM80vb01WRITMMZXrrKi9+mXalzK+Zx4yX7:E8fnvbqtMZX/0JXqzKkD

CFE1957916F2CDBF356570E236439103

D745213EAC6CD28DAC99621543544984082D61D8

54620AB3E694255A3FF08CA84CEE7B069EFA49481D6EBC8744CF536D5732E428
6979FC84B8B219572FC7A9F312C1457AA1535BDFD763BA2D06DC7F100493E2EC47F3F02138EC5DEF3444BC8520D3BFB37831A49A5600DF09397DE862FFED669
false

low

O\r.m...........b. ~...._keyhttps://ssl.gstatic.com/accounts/static/_/js/k=gaia.gaiafe_glif.en_GB.wxcShFhZxXM.O/am=B0jRwgiSeAEBAIQCAAAAAAAAAOCWAWXAOXy
GDw/d=0/excm=glif_initial_css/ed=1/rs=ABkqax1gbLtMuNhkPy_WFDMG6EbCrSIwQ2A/m=sy32,sy31,i5dxUd,m90oV,RAnNnUd,sy2u,sy2v,sy2w,uu7UOe,sy2x,sy2y,sy2z
,SoHXxf .https://accounts.google.com/V....) ............. pE....... V.....m')_t'ig.../....c.....A.Eo....M..m......... A B0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\588e6311b9075013_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

212

5.583667962018578

false

3:m+Qkttgv8RzYrSLSELDXZCLRVLVN3H2KZIh/IHCYjlIX10Bdq9nkbKWmJt/pK5M:mutY GLSmXZCLRTTZvg9j/UBdq9/1K6t
D11E755C5AC3D90C1277B5E5084FC66B

6AECBA8B402FF04A4B191658BF8A3EBEBD7B6F857
7CF689D4382BC5DEC0B7FA0656819C39D96D135D7E95FDC0828CF2E9448E813D

43D5D411A219EB9C81E3D7ACBFF3B29FFFFAFA766DB766B1BC1BB185E1B0A46D0OABDE71FC30A67BC33C290F1C162DCFFFFDDDD92B1A2CA78520A532D3007
217

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5b75b2982b074f80_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

467

6.08370566508164

false
12:J7LZ0vJ+N6YXoM5psVMEPHEG0zOuAJapgmxBobWapgmTL:Jfmv700MIHEGOAJapfxBYWqpfT
7A21CF8C08DF7301A9B75D1AF358005C

E3ACD395A46B27A2AF81822843211114589042C7
DF8C59720D7B6B545E4B82481C0A489F307C7F591AB2E454C024527A77CC8896

09DCD33851947B38B2A5739ABC9176F41DDD3B089EF3A45289ABDICB18886A35E5340255185B33EACD2AE42ED2BF04A764FE094A2CF04B7DA38BESD22614 131
0

false

low

O\r..m.......... 2. _keyhttps://apis.google.com/_/scs/abc-static/_/js/k=gapi.gapi.en.7RphtNcGHDQ.O/m=googleapis_proxy/rt=j/sv=1/d=1/ed=1/rs=AHpOoo_-zmYhp_Ir
7_CCxM3I-AckMval9A/cb=gapi.loaded_07?le=ili,ipu .https://google.com/.0...)/............. ....... =}... T..Y.LIF5.C%..T...A.EO.......cecee ALEO...coiis 0...)/.]..09D156A

0BF652215385D58E0B03B09FDACB47E32FB267E1BF38D29D4C462098C=.}.....T...Y...IF5.C%..T....A..E0......... NL.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5cd6a02fcd5e00de 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

235

5.428169762671329

false

6:mZR/IXYSHT8NB/JZxwZ8IRgZICIhnZ9kYdunK6t:MDz8NB/EqRisJ9kH
43136DD838C645C95E7C26444993B9C1
DBD9E65219E2A273A126BAB094BABBD48605263D
B39B1AF557D1865CC1196FF56ED1IEC3D3AFEBB46884D96378360211C01753A12
22121536F5294523BB185C5289D68BF5220A8EED24AB50C6197A1A728567532D2F6697196DF652628834758C92BAE2B72D2F00626BF88C375E446A3A9747A915
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\5cd6a02fcd5e00de 0

Preview:

O\r..m......qg...i7....._keyhttps://ajax.googleapis.com/ajax/libs/angularjs/1.6.6/angular-animate.min.js .https://about.google/....)l.............. 3...%..0%.].".... .. Tj......D.A..Eo.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6718ea04bafb0Oe3e_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

335

5.793321276282011

false
6:mODYpEWuVnfj05fx5nRgsUXE6CAHcVxGOTZ1Ttg9rpJJjkfA//ZK6t:J6HONWIX5ZgE6CFSGOV1TtwrNjkY
F1629901093A44130E827F870A12F973

909444218B74D167783C680462DE27CEEE7BF8D5
FC60D1013FCB784A7F8158DA85A46906A950CA5BB6B4AIBA07469CD430962086
6A46B521B15F4F0BC85F00C919530CB5157920BEC691F8640FC00609D72B1E128E3934E0579B588719C4BB5EC6D08CEE16219FABDOBC85046ACBD5F32563DBE

false

low

O\r..m.......... w./....._keyhttps://apis.google.com/_/scs/apps-static/_/js/k=0z.gapi.en_GB.tmPnhifxy TQ.O/m=client/rt=j/sv=1/d=1/ed=1/am=AQ/rs=AGLTcCNwoIQ3FEHTIt
dOffFEpbwP-CV1_g/cb=gapi.loaded_07?le=iliipu .https://about.google/L...).............. 8.t b9(... ...r.y..okf.....v...5.A..E0....... 3Cuiiinne ALEO..coiiiie.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6909786d11ca00c8_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

399

5.970441988597804

false

12:aeEm80vb01iRIFMMZXuQqnMg+NtiDt+Q:BfnvbgZMZXngCtih
25576C1252FAA1168FBB6B556B9AE069
5E5A8C2C4E6298D954D6FB0O68A3AA35EF75B00E4
CO09AF7B08D97FFDBESAC5DE3C7D7D909AF98D677A4BB2871A2E704E2CB306A78
9D9B193B1FA4027754A319EF3BB6CF1B82F09638FF64BE3746219BADB621F719B38414BB5F6072DCC17CES0C76E37E5B04F8E4EFAF8DOF70D1C89D11DFA9BEE

false

low

O\r.m..oine, _keyhttps://ssl.gstatic.com/accounts/static/_/js/k=gaia.gaiafe_glif.en_GB.wxcShFhZxXM.O/am=B0jRwgiSeAEBAIQCAAAAAEAAAOCWAWXAOXYG
Dw/d=0/excm=glif_initial_css/ed=1/rs=ABkgax3JsMRB_j3XGRToGaFFZSy2qHwWG2A/m=i5H9N,sy30,sy38,PHUlyb,qNGOFc,ywORS5c .https://accounts.google.com/.:...)/...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6f03eee6c655138e_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

384

5.88751601548663

false
6:m2mlIXYVEdCN8uVVUCII2x1yZRIfM2NZXmA2Ai7ATIhw+ATKtgpROTG/m4noDK6t:nSIOEM80vbO1iRIfMMZXU+suiRgAmgol
718606BCCB4A75EA479BA26FCFIEDSBA

3DA6226167832E29EEBDBE3B07881D889FFEOAID
189B92F927DA6428692D07EC8F6EF488DFBOADBD1F202B185BA4EE7095F2CC6D
B14CD510927BA9769895A2F3C17529CF42BEFF5BA199A60DB4F720D715EB4BA18573027A80F1C012257FB719ADEOFEB34F7E451101BFE888224B81D46D2B5428

false

low

O\r..m.......... ".c....._keyhttps://ssl.gstatic.com/accounts/static/_/js/k=gaia.gaiafe_glif.en_GB.wxcShFhZxXM.O/am=B0jRwgiSeAEBAIQCAAAAAEAAAOCWAWXAOXy
GDw/d=0/excm=glif_initial_css/ed=1/rs=ABkqax3JsMRB_j3XGRToGaFFZSy2qHwG2A/m=sy33,sy34,sy39,wg1P6b .https://accounts.google.com/7....)/............. AV V.. X

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\708b0d476bdfeb05 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

215

5.4539324010776635

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\708b0d476bdfeb05_0

SSDEEP: 6:msCI/VYGLKdakMdMOMZZ2gEXW1KwCSAFJIDK6t:BsQQa72rHn
MDS5: 683FABCD6740C4F3FAB0228464B97E01
SHA1L: 56F58DC9C13B3D179F7B064D7B8EO009FD8211C1
SHA-256: 901E9DF33EF4E340F53920D6DAD62A8CF775F4B6E64B61257271AF51698BD500
SHA-512: AF72443945D613D59516D92B2FD1BEF685CE8CICE1CBCA7460D555E1054AE3C7911CFIFIFE97949AE715998998CCCI71911207B44A98DCOFCIFB1966898467B
Malicious: false
Reputation: low
Preview:
o\r.m.....S..@....... _keyhttps://www.gstatic.com/external_hosted/pixi/pixi.min.js .https://about.google/x"...)/............. h3....T.R-.h.... 1.} J.ALEo0.....[7l.......... A..Eo...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\76de4dcbb9e4lede 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 401

Entropy (8bit):  5.857603732800586

Encrypted: false

SSDEEP: 12:2A0EmM80vbO1iRIfMMZXPpOmX2+n1tin94:2nfnvbqZMZXhrmOinK

MD5: 066A9BA064062CF1A092580DB500C35A

SHA1L: 2COEDAAOB639F1A6064B2D5EBIEG7045C60E9320

SHA-256: E5D91CC3BEB4A7CD96D3BF802C784884D6E48D623ECB8ED3A431A9A29515C16B4

SHA-512: B84D772DE482FF99B48B83006885102EF44DEAE04COEDA7BC78AF8CIAB3A5699FFA2CIED66B2FA0EC0066766CCA75724208445E8BDEB2EE3CB740D980EE163
EE

Malicious: false

Reputation: low

Preview:
O\r.M............ 1....._keyhttps://ssl.gstatic.com/accounts/static/_/js/k=gaia.gaiafe_glif.en_GB.wxcShFhZxXM.O/am=B0jRwgiSeAEBAIQCAAAAAEAAAOCWAWXAOXy
GDw/d=0/excm=glif_initial_css/ed=1/rs=ABkqax3JsMRB_j3XGRToGaFFZSy2qHwWG2A/m=sy3v,sy3w,sy3t,sy28,sy3u,sy5p,pwd_view .https://accounts.google.com/.;...)/

- S #...._..8.R+n./~,.Jh...A..E0.....JO........... A.LEO .o

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7901112cde0ff08f 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 249

Entropy (8bit): 5.6337362096541375

Encrypted: false

SSDEEP: 6:mgPYGLUxwzIIJKvBKIugktgs8 TFw81x5RK6t:PIOBKFgivoFRp

MD5: C1358AD8CO50FOFCAFFBES911D8EE908

SHAL: 8AA50BB3943165EBA029C3877A97E1E629E99558

SHA-256: 225B799D0E125E79B0C177D7C1B0117816E4BB76F49790A54311E464A1E83277

SHA-512: EBD7CEE5DF97E3D3B7DD9656593B2810F5B1A82A2B97E53B25FA59CFB19E28ED1F620D082929C5DCC7070EA29B89ABDD18B9AD3329BCC5993C6F0F94054AC
51

Malicious: false

Reputation: low

Preview:
O\r..m......u....t072...._keyhttps://www.youtube-nocookie.com/s/player/31389f53/player_ias.vflset/en_GB/base.js .https://youtube-nocookie.com/....)/............. T <A..(U
VA HW..T...~ HP.A EO..ooooroeene. AEO..ivininn.

C:\Usersluser\AppData\Local\Google\ChromelUser Data\Default\Code Cache\js\799b92ba7b10a353_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 257

Entropy (8bit):  5.512659886177325

Encrypted: false

SSDEEP: 6:mOTpXYGLUxwzzLk006gk2ZgdjTtK4e/IhK6t:FvfO6gfZY/0f/IN

MD5: 75D14A54DC6117D39FD18A5DCF726219

SHAL: 5C195760AC14F1420918CODDFF7F7992D136DBB4

SHA-256: E3A87105CA68E565F4F48EF02E67781BE17DD975CE9C6762B7538A0EDBEFD3AE

SHA-512: 1474235F0AF417ED89D4C085AD738ACFAOEA9ICO2CFF39A4BAD22836CBEAF531AA50838D57FA8E74EB1A9AA4AB84175EB6F6DF44B59735F681DB266B2FD6231C
BA

Malicious: false

Reputation: low

Preview:
o\r..m......}....Z......_keyhttps://www.youtube-nocookie.com/s/player/31389f53/fetch-polyfill.vflset/fetch-polyfill.js .https://youtube-nocookie.com/u....)/............. 8. %...."...... y
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7d5864097a21e950_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 245632

Entropy (8bit):  5.842403933634629

Encrypted: false

SSDEEP: 3072:1gkHNolDTq5zcS7VH1Bx+BIDN3BmMeoFBJAO3R0SgKIfycNKtPO4:1qE5nyjG9ZBbGBZNnZIINKPX

MDS5: AO0460A03A3BBE3954AF750A7049151E6

SHA1L: 9DE50B16D98B36A9E48E44484F2BA0SDBEB42A34

SHA-256: 2F0919A9424411BDE8957C69B8665780A65E60E1E83EADBDA476578EDE249C735

SHA-512: 52ED376E9EDC056051F6A0120FA92B0823BB91F080D44DC5DFA230C684C3EB8939CAEB2376BFD011F24A1928DEB5F99A493830902A63270A26C995E1E53040B¢
Malicious: false

Reputation: low

Preview:

(Q...Stv....default_One
..bb....Qb.Kp...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7d68fe18908d14d1 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 497

Entropy (8bit):  6.1184744090886625

Encrypted: false

SSDEEP: 6:mQjYGLKdOH]jL1vMOolagrBSK/acS7WU51cUcuVgj0bfgriOhK6ttMz2bbTs71h1J:aQ3ZM0olagg9cmbcUNVI0yO7kz2bc30

MD5: 866059963AEEA5D657CDC5F6C6E1A874

SHA1L: FBC221FCAS56E19EFE460BE94D38F300D1A431F4D

SHA-256: A2FCBA53F531429469FDFFC30E2665CEF08883E6C7EGBA12F54FB0402F19C537

SHA-512: E4CC1BFED8991488F4F88CFB601BF197356E8951AE8E4805CFCA8C125D77CD4726EEB3C388EC1763A140D62DCFF01A569DCD1EDSAC6DDA73D4B0619126A0A
2F

Malicious: false

Reputation: low

Preview:
O\r.m.... ...._keyhttps://www.gstatic.com/_/mss/bog-one-google/_/js/k=bog-one-google.OneGoogleWidgetUi.en_GB.WwVRNMgnU408.es5.0/am=WAAAEA/d=1

/excm=_b,_tp,calloutview/ed=1/dg=0/wt=2/rs=AM-SdHupITiYb3BfimTemOw__Ed4dad9Bw/m=_b, _tp .https://google.com//f..)l............. [ 1lu.q._..4.LR*..r..A.Eo
A..Eo.. ...)]....0C3DAA9A9DD7F537C585E92B2E56694BC3D4FB3413771D5DF548B5551922B1F2... 1u..q. _. j

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7d6ab3bbe008e7cb_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 532

Entropy (8bit):  6.095518669158718

Encrypted: false

SSDEEP: 12:yCq7n/KGhAMyNCoG56rWcCzu2QuUKtnmApPBcgNgcEDR7:BWnRCMECmMVV1smAS5LU

MD5: 72CC90C542E3AAOCODSFEF47331D3D6A

SHA1L: DC4343AD8FDOCCAB5FA81EC59726F0166E5D8C90

SHA-256: 01A0A1FBOB05B131EDCB43C3D6D8D82F7867D664610B7E80C68AC7CB61F25A1B

SHA-512: 7E8C30B7F673A12AABAEEOSEC5E7BCC41937E667F8C4D8530BCCA788744F170EA9675335097C5AF28213B41E1AD2E753507D4F87B87B280FF6B5CA45355B7B6
D

Malicious: false

Reputation: low

Preview:
O\r.m.... ...._keyhttps:/lwww.gstatic.com/og/_/js/k=0g.qtm.en_US.eyZtLN7gU00.0O/rt=j/m=q_d,q_sf,q_pc,gmd,qcwid,qapid/exm=qaaw,qabr,qadd,gaid,qalo,qebr,

gein,ghaw,ghbr,qghch,ghga,qghid,ghin,ghlo,ghmn,ghpc,ghpr,ghsf,ghtt/d=1/ed=1/rs=AA2YrTvbnfZ7vgSIlYOF3f_IHBGeFFy7Mg .https://google.com/z...)/..........c.......... 5
2.w.w..a.....}Q.Xx..>...d>T.A..Eo. A..Eo.... ....z..)].(w..F7A045D81CB11000A0D533C2C5AE1FAOBB7CC81553C48B493DFA59904B9DB5EA.52.w..w
saLJQUXX. > d>T.ALEO. ewL.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\84087b5e6ca28be9 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 470

Entropy (8bit): 6.054432599207577
Encrypted: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\84087b5e6ca28be9 0

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

12:T9LZ0vJI+N6YdwHc5psVMEPHzkjypkx7dTPd2Hgpk:9mv79WOMiH4AmmxdwHgm
882D8039C37FCIF810E9461F0C43665D
7268493F5FBB3A4EC165B0OF62E9CT7F123214A2E2
8A63D86F15694887D34D775B9089F40A23D1DCF2CA7DOFFC2BB8BF592D02FC82

09799F45819EFC76F75AC140ESBBEOE9A4B5E0148197B1F8FC47F8D6ESO0AACOFA7TADFA4AG615DABOF4AESD171E80147FE4F056215B554EBO9EESE7DD86090AE
8F

false

OVecMeicies _keyhttps://apis.google.com/_/scs/abc-static/_/js/k=gapi.gapi.en.7RphtNcGHDQ.O/m=gapi_iframes,googleapis_client/rt=j/sv=1/d=1/ed=1/rs=AHpOo00_-
zmYhp_Ir7_CCxM3I-AckMval9A/cb=gapi.loaded_0 .https://google.com/.:...)/............ ."Orb.e. |8 g T..RX... ALEO..ccoiiiinn. A.Eo......cceee..).@...3BEBF
2724680508B3053930E00FA484635DD9ACA336BAEIAB18998D57E5D3627"0r'b.......|.8 g T..R'X..... A..E0......... {L.......

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\85b7abb2920b83dd_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

42436

5.755716089575971

false
768:tyu8W22ifNZ1CKIUMpVgx4WLLDUYt+4+T9AMvgG+dR8WK/1VeCxh1Zxsiy+AlUKW:x2NZIQeg33DxipAMWALLI
70AF88C9C3B788445AF2C378DCD2EA2F

E52C23913BE84B2C244C450FC593F15646B8A0B9
6F0839139E82A77EE4084F692B98503E848D57F2F34306A7CAD5049C199BFEAB

5C50C1B5651BED45C19645265DB286B77D1C4301BABFF1FD950D53D05148F3A58ACODECFCA24F54CC7AAA360D2EEEC5536B7B34302677FDAF4183911D08E2]
F

false

low

O\r.m......4...N.c...._keyhttps://www.gstatic.com/_/mss/bog-one-google/_/js/k=bog-one-google.OneGoogleWidgetUi.en_GB.wVRNMgnU408.es5.0/ck=bog-one-go
ogle.OneGoogleWidgetUi.JPk-aNkftDA.L.B1.O0/am=WAAAEA/d=1/exm=_b,_tp/excm=_b,_tp,calloutview/ed=1/wt=2/rs=AM-SdHUCsQ-hWdOtwxEofge3F3rTWPHdHg/m
=byfTOb,IsjVmc,LEikZe .https://google.com/,...)/......c.cccucu "B.(.k.D.R.I~..j.Zt.z" A Eo...1$.C..... ALEO. 00 @..C R

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8b5d0c63489cc9ed_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

888

6.069728597362578

false

12:79wwhO8hipgewVOU/UB2g6qVIxB+0SxsjGYsnloHbaBHIXKLtdnmt6 PrKNdvp9IN:pwwvHAOkmLEKGB+T9ngHbwdxMxNrOb/
33422AF6DDEC2DA1470C14F2CE7DCC3F

D6CA7C2E1492A09EFBEE992F712500966A44D54B
3FCOF3EB1AG9E818404B9A88FF5FF20B2BF11146E60DA4178F5F7150DFC992B3
91B7E684F596E0DOEEB86229453D6C26984AED1A0851446E8EF2A2662A0DF851D76641AD6A649C768107B02AE38122A75CE8D728124F45917B9ES5D2829AD5692

false

O\r.m......... S&......_keyhttps://lwww.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ldentityPoliciesUi.en_GB.WJPKByKq9sg.es5.0/ck=bog-identity.|dentityPoliciesUi.e
meApl-K2Wo.L.B1.0/am=FBBA/d=1/exm=A7fCU,BVgquf,COQbmf,EFQ78c,FqLSBc,IZT63,lavLIc,INoxi,Jis5wf,KG2eXe,KUM7Z,L1AAkb,LEikZe,MdUzUe,Mp
JwZc,NwHOH,01Gjze,06y8ed,Omgal,PQaYAf,PrPYRd,QIhFr,RMhBfe,RuOPgh,SdcwHb, SpsfSh,U0aPgd,UUJqVe,Uas9Hd,UImmrd,V3dDOb,VwDzFe, XVMNvd, Zf
Aoz,ZwDk9d,_b,_tp,aW3pY ,aurFic,b7FMof,blwjVc,byfTOb,duFQFc,e5qFLc,fKUV3e,gychg,hTAgOb,hc6Ubd,krBSJd,IPKSwe, Ifpdyf,IsjVmc,lwddkf,n73qwf,p8L0ob,pjICDe,p
w70Gc,r2V6Pd,s39S4,wohDv,wmlPKb,ws9Tlc,xQtZb,xUdipf,yDVVkb,yJVP7e,zbML3c/excm=_b,_tp,techcookiesview/ed=1/wt=2/rs=AOaEmIEF3bs_4xHLUdOmil14DL
uSumwW31g/m=Wt6vijf,_latency,FCpbgb,WhJNK .https://google.com/.[..)/............c....... $.5.P.*5.VW...0.9.18W..3.....A..E0......_|07......... A.EO0...ccoii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8e58b43f8513815d 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

136168

5.832356307399121

false

1536:kpeG/Xk+ccph8J8RxwOg5LQqlhY Sjb5TkbCFZzmZu+sv1a3WNILI+Tw2rglnacl:kUGrxw35LQqILb5Q+FZzmZuJaCxI+znR
F4246C6B854CA036801DF41865074B97

3308950C4576D8D15CD0045EC30315EE2567B461
8F21CFC33B7E85C02AE569D42FDCE4F10A850A9D8F670338A213B45D55F76B69
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8e58b43f8513815d 0

SHA-512:

Malicious:
Reputation:

Preview:

9BD4C74696D791B7D6CDB43C6FA8540675DCB66A524A66D56AFFC639AFB21621AF60DD16CF7D4A50DBOC28AE7C20E701A3370DB8961CB81E4BC8A3542E75F!
61

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8f3ce531f12f3367_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

359040

5.843775507398299

false
3072:0yPjl2kPHHcs2N4V/ROrscMmxdLwZs8VIhyhOVROO/not8xkdvWjEyh3Lh2raCxK:OyPjT62ZcP9Gs40Y UwKnFOu
ASE66CCF97CB7207FA063D82F1043306

209B16A643BFEBBAD02005A5470164F053DF592C
8DAFF31B2EAD931D5FDEABC3B5D195E66F78EBDF967B46EBD35675938AFFE908

BOE4D68E311294C0772DE4F687CD094D5A236C954857DED82D6FES3D3FOFEOB195F01ADYAOCB5EE3137A695598D96DEB092044D91E3B92F544779B50AC49C8E
A

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\922dfb03cc343c93_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

219

5.457633520718167

false

6:MmSYGLKdakWzGuuPRgRt3BpQMom49UtbK6t:0QczJm3G9Y
66ED51639DC61C363580A27B6F478863
6045DAF4D0C67DBD4D2DF73E105EE734FDAB36CB
90909576268C7A0ADBOD3F290D5542365AC4C876F3A67478D6FADC20AEB9450C

4C906DC807FC7A749279962CD99E46CE7CCD798989EE650CA774E43F27BCE72769CEE65C4F51AB84336F007F4F51EOCEED2A02E62FC7EA95328A48513FA1AA
4

false

low

o\r.m.....W...J..+...._keyhttps://www.gstatic.com/external_hosted/modernizr/modernizrjs .https://google.com/.....)/............. s.......50.X.s...3].$.S...| _\+.S..P.A.Eo......
%K........... ALEO...cciii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9b166c217628efab 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

211

5.389431966361735

false

6:mIEiVYGLIgNa9NK8aLuOtgwllW3NGVSAFKRK6t:limvk1ykT/W3NBaKr
092A8D81300A9A688128E212FE26AF1F
11EACODC21DC07B5B147741139D5C0D168DFB8FD
DB9B32FD7C1F5AEC8CDAA5C81C3C5B2AB991FAOE72EB2BBF4C2B508514A58FC7
B2C2D865C14CB5DAC60831D7F6B56D46C25F5E6828042241F01AB71C70CE8F163782000E35E559E6AB33248FB32F5C0AF5F0B073176F80D014BF81EA66845629
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9b166c217628efab 0

Preview:
O\r.m......0........... _keyhttps://www.google.com/chrome/static/js/main.v2.min.js .https://google.com/wl...)/.............. AV kR.,&.2mhLLfg.&..]..JI8....A..Eo0....... N A..Eo

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\al86a289234292fe_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 75232

Entropy (8bit):  6.104051237893063

Encrypted: false

SSDEEP: 1536:gbjGEoDtro7mclcjwwgxPLI0eXOTnxlyYW4Cp/laaJ1F9dz+:wjGEOroaclinwUbTnxEW9pgPJ1F90

MDS5: 31FD7EBA198F424A05A0939DD97649E9

SHA1L: E7162912A7750ECC3COBBC81F878EA67C1F6BE40

SHA-256: FF697B9A3A2F154DF2B131D877939D3E8723B9798C7A4A2C7C8870896DED1D51

SHA-512: E509E54C6BE15198AC93A21BD9351257EB28CD5CC579B3A0689EB97713658F61C41DBD32471000EF2AC423BFDFE1F9225DE326E076D166BC38548F776B1FD24
Malicious: false

Reputation: low

Preview:

Lot QbR V.....Qb.~I".. X....Qb
H....Qb..|.....J....Qb.k.T....I....QbVLt.....K.
Qbvo.....R....Qb.y.(....i1a....Qb.A/@...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a5bebaOee4c90e07_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 251

Entropy (8bit):  5.557087690246551

Encrypted: false

SSDEEP: 6:mgO/XYGLUxwzIJKvBKsuGgkwOgKZffBC8IXd4IFAhK6t:NONnIOBKdGg/ObUhYFA7

MD5: 71ADA905AE5BCA5D5D34202933E9E291

SHA1L: 53C41E06E8FA91CEB5B2D96F9E4422EOEAD765C8

SHA-256: FOC83F58729AD8BFC3F7A62FD2E587E010AB365AA9023ABOF63AEEBSEC7EBSS0E

SHA-512: C8EAB7CA248D50C56B1C234DE92C9C91636DA7E2216D5BDI6CAD500C50D945936008E10358531FD009201CB869E7584AED7ELIE8A75581C7BFEBOFECASCS85E
5

Malicious: false

Reputation: low

Preview:
O\r.m.....Weoeeee, _keyhttps://www.youtube-nocookie.com/s/player/31389f53/player_ias.vflset/en_GB/remote.js .https://youtube-nocookie.com/....)/............. L. uz/..L.d.C

MVLAXAL4LLLALEo........ Qe ALEO..cos

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a67ca6be6ceabe7d_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 438

Entropy (8bit):  5.826460915089713

Encrypted: false

SSDEEP: 6:mYGYGLKAGMwWjM71pwXpR3M71ipJWXs+ZQKWvpsUikvimuNHFg2G09w6jNYhHK6t:fi9wwhO8hipGsEnmHikvi7IFHG05BeJ
MD5: 7F50B2DF4BCACCES2E7ELEF151D22F4C

SHAL: ECA236153635D98A6728FF19843AD6E166A116DF

SHA-256: 753BCD2B94CA5BF509C5B8C908D7FDD9B57220A5E7DBA17A6F9AASF9915FC484

SHA-512: DC092595B2C2674767BD1E126334465D8A93B2FA11DE9088CBCCB5EA3FBC687A8936549302EA0495548E182B1C5512481C7DE4ES564B2501BEBAE4904E0ACA55
Malicious: false

Reputation: low

Preview:

O\r..m......2...2L.p...._keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ldentityPoliciesUi.en_GB.WJPKByKq9sg.es5.0/ck=bog-identity.ldentityPoliciesUi.e
meApl-K2Wo.L.B1.0/am=FBBA/d=1/exm=_b,_tp/excm=_b,_tp,techcookiesview/ed=1/wt=2/rs=AOaEmMIEF3bs_4xHLUdOmil14DLuSumW31g/m=byfTODb,IsjVmc,LEikZe
.https://google.com/....) ..ccoovviiiiinnens 9p....ON.M.s.)\...MNi..P.,Q.A..Eo......143"......... ALEO..coii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a7389ced353d126f 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 343
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a7389ced353d126f 0

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

5.754176823223501

false
6:mgYpEWuUVNfj05bX3XoM5nRgsUXE6CdHcVxGOuutOgnFs47rKK6t:MHONnwbXoM5ZgE6CFSGO0zclz
62D2484F09299AC7ED3BD9A367DBCC54

157C977B6E2CA107F400DEA9F048FB304FAD8BAIB
11AE3A7D30510DB7CD24AE9C73A41D1A498AE31396C6CIB802B268E11EBAIBLE

226741CAC16388029213C935173B0BOFC7755EDBAACEOB01661C2AE4E7B3EFB217CE1EB2AE9E4ACAG9993F869009A158D2D928B3394A490B467347C8C75E21C
C

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cachel\js\a7fba63d58298f37_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

229

5.522137279645753

false
3:m+ltulldA8RzYrSL1cdMyw0YcWGa8Md2vEdLSFvDp2KZlatEH/IHCBfojpFRH9Aa:mVPYGLKdakMyE+ZE0gBNxzn0ZK6t
3C409A8896F05193FDB85AE6D157D108

1149EF8EC834901E7FOFC644DCD44F052FCAF8D4
B09C8479D42B6BCFB9595718ABOD450CEFB04996ADEB1IADE7A7C27A33FC80B97

CODEC785E74F5B1FDA1531F5FAE8105C7C448999959FBOCBOSEDEESACACOADC28CBDDE8B319A59BDFC38B84AECDC27E03FC5212D706EB24F00286863D944A
33C

false

low

O\r..m......a...<..C...._keyhttps://www.gstatic.com/external_hosted/scrollmagic/ScrollMagic.min.js .https://about.google/._...)/............. $3....... {}.U6o............ 1;X.i..;.&A..Eo......
....A.Eo....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ac3494dff495ad4ec 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

451

6.035990555305575

false

12:UTEm80vhO1iRIfMMZXe8vAeXcLp+l0A/zUN:6fnvbqZMZXI140A/zUN
838893683B23871E39920C434110119F
69ABF2E470D91760FB2F8DB2D6A45C8210C047FE
368A33A07DE78A36354FA69C83795510FF901CB1B3916CAFC5F52484026DC68F

D71C23B88736ACBAF2849F10E6BCCOB2F3DA44AA9978D8EG04538F2923839965C3D7930E4F549C62EBABD98796CAF1E2BDAESFC99D24F97B9C9822E8E20B76
C

false

O\r.m......2....5ns...._keyhttps://ssl.gstatic.com/accounts/static/_/js/k=gaia.gaiafe_glif.en_GB.wxcShFhZxXM.O/am=B0jRwgiSeAEBAIQCAAAAAEAAAOCWAWXAOXy
GDw/d=0/excm=glif_initial_css/ed=1/rs=ABkqax3JsMRB_j3XGRToGaFFZSy2qHwG2A/m=n73qwf,MpJwZc,NpD4ec,SF3gsd,08k1Cd, YLQSd,SWGa5d,002Jie,rHjpXd,pB6
Zqd,QLpTOd,otPmVb,rINAI .https://accounts.google.com/.....)/............. h....... sQK..r...6.:+S..b_e.....(..c..A..Eo....... XFoiiinn ALEO0..coiiii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ae8d89bf4087b90b_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

224

5.502580216666142

false

6:mWYIZeROWdWyIPdKE30OVZjug/IDiZ4JGalLH5tbK6t:teRO37Pdd3WJuEFiZSGop
BDD66B630FF8CF17179DFEF524C649A4
B3A2F82D10EC8172E2C995C96A247659848CB1AB
6D653ACADEC312E3839C2EE41BD11E1FDIAE1E85386DA27842A9DD274946C8B7
5C8A0D7F8E6FD6AFB26CBC674806F8640090A7922D15385C5766A86D286EB663CD411B883A407E24C1E2678785BC8DD5C2458A5130A959BAFF7ACO5F4AAET707
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ae8d89bf4087b90b_0

Preview:
O\r..m......\...+}.w...._keyhttps://about.google/assets-products/js/main.min.js?cache=59c1266 .https://about.google/.Y...).............. 5. IFM..w....wi..d.u..X.t.|.IN..A..Eo

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b035bfc649683bd5_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 399

Entropy (8bit):  6.018451401453329

Encrypted: false

SSDEEP: 12:q0Em80vhb01WRIFMMZXrrKbQgnMg+qtaPRipu:q0fnvbqtMZX/jgDoPcpu

MDS5: FDB77B8836A9F8D51807EAF16159D95A

SHAL: 9AF9730525AA7B6BIDBIE2BF43A5C16EDF1C1580

SHA-256: 97A939E284F18E7B1B8CE4BB555E3A46697B5A61C5DD9718733165E10A29129C

SHA-512: 234F8DFFDC4D3ACECA8D4418595EC72A259D86E4F8D4ACBBE4335379053AE667CF68B7712A871C8DFCF17EAF8A2CD9249EDC475BA2B4CF2CD5A29029AFF342
ED

Malicious: false

Reputation: low

Preview:
OVecMeicee _keyhttps://ssl.gstatic.com/accounts/static/_/js/k=gaia.gaiafe_glif.en_GB.wxcShFhZxXM.O/am=B0jRwgiSeAEBAIQCAAAAAAAAAOCWAWXAOXyY
GDw/d=0/excm=glif_initial_css/ed=1/rs=ABkqax1gbLtMuNhkPy WFDM6EbCrSIJwQ2A/m=i5H9N,sy30,sy38,PHUlyb,qNGOFc,ywORS5c .https://accounts.google.com
[De )i QF..oe $..e.l.?2.=E..;M.O.#U.A..EO........ccoe ALEO..oiii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b110e5c2b4ae8737_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 250
Entropy (8bit):  5.501918742060558
Encrypted: false
SSDEEP: 6:myWYGLUxwzIJKvBKAIESgkCwgRisroLa+4dhK6t:lylOBKTgrwU5o0eN
MD5: 9EBD74CB208D9BEAD26183DDE654C1EC
SHA1L: 3762F4320DEEE68947222F0ESD753A3F28B1AELA
SHA-256: 2AB3BA85FE3FA10B6CAOE1F566A9A3C6C00392AB5E98E813AA0CDESEDO3CFEED
SHA-512: 2775712B13DFE3B2E5AC77893056170540EE74A5096C8F42BB20D08E4B433D2F489C4FC2E8961A82939E5714DD9867FD01BD84AA99FC69490FDES299B8B5E38L
Malicious: false
Reputation: low
Preview:
O\r..m......v....0......_keyhttps://www.youtube-nocookie.com/s/player/31389f53/player_ias.vflset/en_GB/embed.js .https://youtube-nocookie.com/.....)/............. B, +H..

Ul.n.{f.v+ A Eo..... le..... ALEO...coi

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b2chac092fd30741 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit):  5.500340671926843

Encrypted: false

SSDEEP: 6:mDXXYGLUxGBzxI2c7MNuu2gMDma4JPprEZK6t:ewGB22¢lJ2VDclpM

MD5: 6F833ABBESOECD21AB9A29CE61D2F5AD

SHAL: 61B0610AEE8OCIOEF864296E689360D15B60E24EA

SHA-256: B4764A215515BBDA240A7BCB7D69B72A6AB3B49CB0614698FBA9A2CIF51EALGE

SHA-512: DB7820C7C11FA438C9BFACACD13D3BBFF8AEG09F59FEEBESB45414767712424906EDE9ESB3EAL17AO0F0A034399DD440E0B342160D45BA5767EDECI9F0114C96F
57

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b36a79757cb1046¢c 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 401

Entropy (8bit): 5.959921377840279
Encrypted: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b36a79757cb1046¢c 0

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

6:mHiYVEdCN8uVVUCII2x1ydRIfM2NZXmADrwjTXQpvWgxXSJc1VDw+1gBI6hCn/HD:2BEm80vb01WRITMMZXrrKgpOmX2+10R
9415CE881326BADA8091AD7A4691F490

76C5A7D28B4EF24F14C90D33D561620E8DAFA24A
C13BBACFC4A8DA825790CFOE988FE799637B6BDCE3B74FF6B04A029C044C7220

3E1828DD404F11FD9ECD1F3829B42DA2C9FC75C7D06D020B90ODD12DEEO68FD14EA3B2C207B2C1FB85602FA722508DDBE3D1CEAD8SCD74CA2B4B1E9C846ES
6E8

false

low

O\r..m....... ?..1...._keyhttps://ssl.gstatic.com/accounts/static/_/js/k=gaia.gaiafe_glif.en_GB.wxcShFhZxXM.O/am=B0jRwgiSeAEBAIQcAAAAAAAAAOCWAWXAOXy
GDw/d=0/excm=glif_initial_css/ed=1/rs=ABkqax1gbLtMuNhkPy_WFDMG6EbCrSIwQ2A/m=sy3v,sy3w,sy3t,sy28,sy3u,sy5p,pwd_view .https://accounts.google.com/.....)/

............. E......[.Zk,Je' N oo *ALLALEO. o A ALEO

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b37008cdefa8ac53 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

261

5.616314193616313

false
6:m8YGLUxwzxRj4PY0c71j4GgkzKFggEMEK5KC6ARe/ZK6t:9PsPjcRsGgQUVEFQKzrr
D6F3A8A20FE98DED3831A8BDF2CAF88A
01D7F9FCCB8362EBEA17D31A17EE9DBF550EB20CA
1D94E4B00D31B68D6BEA220C8EA2916B9C5190F0D1737D40A2E32824DFFOE2AS
6BD4784FBA80641EBB7A251900753DBEBC931568F86D619AF6ESED1198D46A7EAS767D99E212A0F9DCA7273CC4C124FB59F55D40233CD40D4766E093F5694B7

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b8c3df9b5168fca9_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

229

5.458431774216459

false

6:mg6EYGLKdakMGrVWJILLPwZbIHg+tuO7nM3/9bK6t:v6hQEQLLPKbIH/Ynj
DE32889868E894F1B3F31451E97127E9
07D919599AB6E2C333CC36034A6759EF16EEF933
10420F9EEC1A7C8C253DAFCC46582062AAFEFC8607FF7ABE138807F5C138CC8B

ED8EA27046124C43BD40BD61D39484BBD1349996B1FF9126CA9C65E599B8066ACBCI6E487B0918100ADB44D52EA81EC30A66B14AB79484A2CD928DE14084B6!
E

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\be96a6ccc9ef92bl 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

42441

5.7526763732578825

false
768:fIBWGRSKn4yZfMplg2ge2n4+SiN+k5T7MIIRWG+dR8WK/1VeCxh1Zxsiy+oBUipq:tINtutIn+JBnMck4oXS
8A6B82B5ABDFA3CF15A5F7C544D4A576

23FE4ADDA1107F4B287878FOFDC1E24E73468C43B
ADFCESEA4B4CFF2B7523401D3172699E11F1670A21C225ACED68DC148F3C9980

E6322F4F274FD128CFOBCD24AE43F09D6D10FFF53493E4B50BEF551019EDO4AE614455C786E3D0B570BFAE90DAESC74F564688A11D9EC291FF74BB01A00EB2C
B

false

low

Copyright Joe Security LLC 2021 Page 36 of 48



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\be96a6ccc9ef92bl 0

Preview:

O\r.m......1....Z......_keyhttps://www.gstatic.com/_/mss/bog-one-google/_/js/k=bog-one-google.OneGoogleWidgetUi.en.iRny_Wkefus.es5.0/ck=bog-one-google.OneGoogl
eWidgetUi.JPk-aNkftDA.L.B1.0/am=WAAAEA/d=1/exm=_b,_tp/excm=_b,_tp,calloutview/ed=1/wt=2/rs=AM-SdHuqGITgF50PcbuHE8DjFQoNOCMclw/m=byfTOb,IsjVm

c,LEikZe .https://google.com/U.@..) .......ccccevrurenen Im.h....h W..AR..W}...0m.A..Eo......... Xevreeannn ALEO. i O He P
......................... (S\.'t...L'........(Q...........default_OneGoogleWidgetUi....(S......".=......L'X... J.RC....cceevee.Qbf. koo _.....Qc.{....windOW....Qb...(....YV....Qb.......hw....Qb..w$

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c20153606dcb180a_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

199

5.387677772370001

false
3:m+I3zdA8RzYrSL1cdgExKoisDp2KZILrtoR/IHCeWIIhXjOdSO3krZZmMcUIlIpK+:mOYGLKdqEHZcRgLsSu4ZYdUhK6t
9408570B03734DA2F3984B580D204D26

5076614A0425340DB50EA755C04D1CD19C4D6799
9554347759C0D777E78CEO05A1FAEF7D8AD4F1BE81E77FFFA3BBAFSECAGB4938E
A24E5FAF1DED3E074885D039E6D237BCD7D726C50531D168119D130926354C92AA6AB256EEFCI9E6922F2422200D7A91D65AEC73521C03254DA05B815E3DCB!
false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c5ebfc220da3bb5b_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

242

5.722377367814424

false

6:mJYGLIBUkpoyN1vFgk3i0glE/ILZNnTTOhK6t:NBXoE1dgilr+ILBm
3F6B7F1D2EBDC44A33E1D686D5B6AF3A
D75264E6F324BA7556E80FF28EE241C7F57BCABL
58E7B9051611544B8B2A043725F90DF1A13225782431EE975266843AAA3CEFCS

216D17B0ODE922DD212D51359627929BCFAEF07D0955F4F079DCB493CAACA415E9A11BB33265433A0930C81FBD7317D1F3BAB525DDB1EECDOF87DCAD77455A5!
5

false

low

O\r.m......n...K7.H...._keyhttps://www.google.com/js/th/vn5A_TjKRXDA00Zeyc5KbWJIpUGORQjAB309y4DKYpfM.js .https://youtube-nocookie.com/...) ............. Lo u.
".5...0...._]5.B.Z.A..Eo........ AV ALEO i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\caab0a9ff213e86d_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

233

5.496871094261428

false

6:mmGXYSHT8NBDIzZSHKtgjitEmt204RH7DK6t:G1z8NBDI1SqtUtaHp
8C6177F417E80A72DFAGEBD9764C365B
411EA3520B14F5F905B1BB2E5304C2FB6271D4AF
70AOEEFDDB403D8EE3ABOFABBD3468171190FAD76F23D4EBE86466CDAB6D662D

1F9AC40423C345321C65B3FB839CC8EF3F67592738E8DEBO31CECIACB76AD4514F6E3CCD6681921697BF2B03BC32D2BFEFDC2E5881BEGB50E3EC50FF09AF6/
8B

false

low

Oo\r.m.....e..2...... _keyhttps://ajax.googleapis.com/ajax/libs/angularjs/1.6.6/angular-touch.min.js .https://about.google/.....)............... N 1..C~#Z..y>|$......... 6.J.A..Eo.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\cc687809cee3523e 0

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

494
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cachejs\cc687809cee3523e_0
Entropy (8bit):  6.134305274526626

Encrypted: false

SSDEEP: 6:mWYGLKdOHjL1vMO/MQQBIagrBSK/acSD60cumtglXRqJhK6tMok9dZ/WNE/c5ZFm:WQ3ZM0/8Blagg9cE60NmMigXsqok9JH

MDS5: 0B129F112AFC8ABA31EEB5A29BD8208E

SHA1L: FE79631838DC2467F9C3835897C517A56A6COCAF

SHA-256: 07D322DBCI9CC981FCFDAE1223B7BODCD054160A9F8D7CD6A25ACFD32326DF7DD

SHA-512: 7A6C92EODEA1DOBACBCD38BB291E85A28572B3662BDA91F8C2C26CIAAL9EA6525977A4EAD144CB4E7B94145F61D4E0108EOF69DAEOB47680D4754F1C7B047¢
AF

Malicious: false

Reputation: low

Preview:
O\r..m.. ._keyhttps://lwww.gstatic.com/_/mss/bog-one-google/_/js/k=bog-one-google.OneGoogleWidgetUi.en.iRny_Wkefus.es5.0/am=WAAAEA/d= 1/excm - b,_tp,

calloutwew/ed 1Idg 0/wt=2/rs=AM-SdHUPKtODhSaGxuTNnaiNK93tgINM2g/m=_b,_tp .https://google.com/jT>..)/.........
. JT>.)/....EB27AF92C97FAD8E31BA101A90495E29B9C03BA1BF6F1AA3COD39906A53D47B5M

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d49728db3a9d1e14 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 831

Entropy (8bit):  6.069192365663224

Encrypted: false

SSDEEP: 12:/9wwhO8hip9XnmLSdGPMYvCVHZpqz4scboN84UJgmAcTgrwM4prM7CI2F: 1wwv0kaTtZpgzibQ8hJpAugrwFpwOl+

MD5: CD6A2E79F4E8001C73D34EC87BCE04F5

SHA1L: 33F73E51474D78CF73377FA3BDCFE7BCF0569CC7

SHA-256: 592EC96A0A046469BF53E26EB5E0B4767E124994FEDC2C8D79691B341AAB6353

SHA-512: AD6BBD1CD3FD76CADA679A626D71C82D5422FC3E3C2B207BE30F59442F5884681CECBOES59CF4AE479A7EG9D18D683ED20D18B0OBA1B54552FEAA76B789528!
2C

Malicious: false

Reputation: low

Preview:
O\r.m.... +....._keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ldentityPoliciesUi.en_GB.WJPKByKq9sg.es5.0/ck=bog-identity.|dentityPoliciesUi.e

meApl-K2Wo.L.B1.0/am=FBBA/d=1/exm=LEikZe,_b,_tp,byfTOb,IsjVmc/excm=_b,_tp,techcookiesview/ed=1/wt=2/rs=AOaEmIEF3bs_4xHLUdOmIl14DLuSumW31g/m=
n73qwf,ws9Tlc,1ZT63,e5qFLc,UUJqVe,01Gjze, xUdipf,blwjVc,fKUV3e,aurFic,COQbmf,U0aPgd,ZwDk9d,V3dDOb,r2V6Pd,p8L0ob,06y8ed,PrPYRd,MpJwZc,NwHOH,Om
gal,hTAgOb,XVMNvd,L1AAkb,KUM7Z,Ifpdyf,duFQFc,s3954,Jis5wf, Iwddkf,gychg,w9hDv,RMhBfe,SdcwHb,aW3pY,PQaYAf,pw70Gc, EFQ78c,UImmrd,ZfAoz, RuOPgh,xQ
tZb,IPKSwe,MdUzUe,IJNoxi,b7FMof,yDVVkb,QlhFr,KG2eXe,hc6Ubd,SpsfSb,VwDzFe,zbML3c,A7fCU,Uas9Hd,BVgquf,yJVP7e,pjICDe .https://google.com/.o...)/.....
S Y.A6.|.Mh..+.c].....f.yd.xU..A.Eo....... a.Q......... ALEO...coie

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\d5¢2481f810214e6_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 226

Entropy (8bit):  5.424127761750498

Encrypted: false

SSDEEP: 6:msIEY1ZeROWdWyYS9IKSgRNZFgVpMBQIvzK43EK6t:kieRO3pOwvtQYdvzTW

MD5: DD3AF569151AA46376FA7FEE93922007

SHA1L: 5E8164AB422745D6789866ADDB99F0B26AEDSECB

SHA-256: 07C86CASE551EAQ07FAEAAAEO727EDFAFCS56EF015E481225B4F4678D5B1C6B557
SHA-512: F3555F842FCE4A733F94B50A887024E389D1FAESEA1S5FFF346D5301F4DB3EBODD560BOEEC827317EE81E41A51DECF68500E6998A87F647D80294B136F7C41E5(
Malicious: false

Reputation: low

Preview:

keyhttps://about.google/assets-products/js/detect.min.js?cache=c84f19a .https://about.google/.W...)/............. 06......0.%.....8..0..~cr.c,f...6.K.-...A..Eo0.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d73906a901c7bc7b_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 227

Entropy (8bit): 5.525922175677482

Encrypted: false

SSDEEP: 3:m+I1PWOA8RzYrSL1cdMyw0YcCWbXUd6gUJ8aWFvDp2KZI96leH/IHCFg/IJNacH89:mYPFYGLKdaY0W/wZ6kgFgDaOxnrWK6t
MD5: 0493A869E301CDE3406A281825CE959E

SHAL: FFE538D3F5F77E2B508F5E3E9BA249F292F7D322

SHA-256: ACB3BF2805C07182FF53EDEF4AC3659428B80496B10CE7C5C7AD1D86FA13AEEB

SHA-512: BB445170FCB1E211E79DBF9AA7ASDASES7E2762369A06C73416BB5473EC8082C530EE70931DCB8947EE261AD26FC5F5030BA28E7F92D894126C171A1556DB29
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d73906a901c7bc7b_0

Malicious: false
Reputation: low
Preview:
O\r.m.... .._keyhttps://www.gstatic.com/external_hosted/gsap/vl_18_0/TweenMax.min.js .https://about.google/._...)/... VB MQ...X..E....cX..A

..Eo... ALEO...ccii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\dbdcbf2257d3331b_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 14798

Entropy (8bit):  6.014077378323208

Encrypted: false

SSDEEP: 192:EQE54QUUhjKiVD2Jv3KRVSu+mi31340pmn8bpQMfMmp+QNCNDMF7odXkdUupUM/W:EQeUil9URQDmM7SfIpHEWSM/W

MDS5: C46DD3161A1D342A0EB59511FEF47164

SHAL: FEE85736471CE430B062A25C0AC01D31D7F1A8A5

SHA-256: 9ACF81591D91AAFD7C4DCA179725105F2CF52E8C5FCE796AE8A676A258069D51

SHA-512: FA9ABDDA28066A1141AFBD33893A88B575A8A733EC4F5FA9BDAA59DC71DEFF0735A303D953F47E318CAL07E7661BEF2E210F845DD04CE81DFC6460480B7A78!
1

Malicious: false

Reputation: low

Preview:
O\r..m.......... ff.%...._keyhttps://www.gstatic.com/_/mss/bog-one-google/_/js/k=bog-one-google.OneGoogleWidgetUi.en_GB.wVRNMgnU408.es5.0/ck=bog-one-go

ogle.OneGoogleWidgetUi.JPk-aNkftDA.L.B1.0/am=WAAAEA/d=1/exm=A7fCU,BVgquf, COQbmf,EFQ78c,GkRiKb,|ZT63,INoxi,KG2eXe,KUM7Z,L1AAkb,LEikZe,MI6k7c,
MdUzUe,MpJwZc,NwHOH,01Gjze,06y8ed,Omgal,PQaYAf,PrPYRd,QlhFr,RMhBfe,SdcwHb,SpsfSh,U0aPgd,UUJqVe,Uas9Hd,UImmrd,V3dDOb,VwDzFe , XVMNvd,
ZfAoz,ZwDk9d,_b,_tp,aW3pY ,aurFic,blwjVc,byfTOb,e5qFLc,fKUV3e,gychg,hKSk3e,hc6Ubd,hnN99e kjKdXe,IPKSwe,lazG7b,lfpdyf,IsPsHb,IsjVmc,lwddkf,mI3LFb,mdR7q,
n73qwf,pjlCDe,pw70Gc,s39S4,w9hDv,ws9Tlc,xQtZb,xUdipf,yDVVkb,yYB61,zbML3c/excm=_b,_tp,calloutview/ed=1/wt=2/rs=AM-SdHuUCsQ-hWdOtwxEofge3F3rTWP
HdHg/m=Wt6vjf,_latency,FCpbgb,WhJINk .https://google.com/.....)/. ..&.1..?M.GGeO0..G4a....7.*X...D.A..Eo...... JHuU\........A..Eo.. S7...0....5.
FELS (S\. L. (Q...Stv....default_On

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\df775ea48d3e6f57_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 190896

Entropy (8bit): 5.9455920431569895

Encrypted: false

SSDEEP: 3072:300aXB3DtatdpWicppwfyYOOHHNNXtv2DKPmzCuNzD1PWTUv:sOR3Dtm6p/htN9vRuO0z5PR
MD5: 099AABEGODE00913D1C3A8D6A63E3F1B

SHA1L: ODC71E42649E9E9D9C91591AD8C25E961A0ADEOS

SHA-256: 9CAB776D7B2B7B333F94BB6ADC97E365C8D02FD6FCDE7AG856A2FAE71524DEE6

SHA-512: AC759E6BD92D514D5A3C0166FF14009D69527791C6E3C30F685CIDE29327144E6E15503803BDE2BEA7ESDAG3F23EF2B1B4EOA481B7AE8647C2AB25C4394C8FF
Malicious: false

Reputation: low

Preview:

Static File Info

No static file info

Network Behavior

Network Port Distribution
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TCP Packets
UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Aug 26, 2021 07:50:38.516206026 CEST 192.168.2.3 8.8.8.8 Oxdbad Standard query  clients2.g A (IP address) IN (0x0001)
(0) oogle.com

Aug 26, 2021 07:50:38.519994020 CEST 192.168.2.3 8.8.8.8 Oxce2e Standard query  accounts.g A (IP address) IN (0x0001)
(0) oogle.com

Aug 26, 2021 07:50:38.521984100 CEST 192.168.2.3 8.8.8.8 0xbb7b Standard query  gmail.com A (IP address) IN (0x0001)
(0)

Aug 26, 2021 07:50:38.821620941 CEST 192.168.2.3 8.8.8.8 0xc950 Standard query  www.google.com A (IP address) IN (0x0001)
(0)

Aug 26, 2021 07:50:39.009721041 CEST 192.168.2.3 8.8.8.8 0x2f58 Standard query  mail.google.com A (IP address) IN (0x0001)
(0)

Aug 26, 2021 07:50:40.908113003 CEST 192.168.2.3 8.8.8.8 Oxbla4d Standard query  accounts.y A (IP address) IN (0x0001)
(0) outube.com

Aug 26, 2021 07:50:41.137861967 CEST 192.168.2.3 8.8.8.8 0x2c3c Standard query  play.google.com A (IP address) IN (0x0001)
(0)

Aug 26, 2021 07:50:44.878304958 CEST 192.168.2.3 8.8.8.8 Ox1d6e Standard query  clients2.g A (IP address) IN (0x0001)
(0) oogleuserc

ontent.com

Aug 26, 2021 07:50:45.561065912 CEST 192.168.2.3 8.8.8.8 Oxlbea Standard query ~ www.google.com A (IP address) IN (0x0001)
()

Aug 26, 2021 07:50:50.237200022 CEST 192.168.2.3 8.8.8.8 0xb510 Standard query  support.go A (IP address) IN (0x0001)
0) ogle.com

Aug 26, 2021 07:50:50.683327913 CEST 192.168.2.3 8.8.8.8 0x172b Standard query  |h3.google A (IP address) IN (0x0001)
(0) usercontent.com

Aug 26, 2021 07:50:51.655107021 CEST 192.168.2.3 8.8.8.8 0x773 Standard query  apis.google.com A (IP address) IN (0x0001)
()

Aug 26, 2021 07:50:51.685069084 CEST 192.168.2.3 8.8.8.8 0x2efl Standard query  ogs.google.com A (IP address) IN (0x0001)
()

Aug 26, 2021 07:50:52.003148079 CEST 192.168.2.3 8.8.8.8 0x71e4 Standard query  scone-pa.c A (IP address) IN (0x0001)
0) lients6.go

ogle.com

Aug 26, 2021 07:50:55.678987980 CEST 192.168.2.3 8.8.8.8 0xc731 Standard query  lh4.ggpht.com A (IP address) IN (0x0001)
(0)

Aug 26, 2021 07:50:56.056642056 CEST 192.168.2.3 8.8.8.8 Oxbd7d Standard query  www.youtub A (IP address) IN (0x0001)
0) e.com

Aug 26, 2021 07:51:06.219965935 CEST 192.168.2.3 8.8.8.8 0xc9la Standard query  policies.g A (IP address) IN (0x0001)
0) oogle.com

Aug 26, 2021 07:51:06.842032909 CEST 192.168.2.3 8.8.8.8 Oxcc4 Standard query  www.youtube- A (IP address) IN (0x0001)
0) nocookie.com

Aug 26, 2021 07:51:07.588038921 CEST 192.168.2.3 8.8.8.8 0xd99 Standard query  yt3.ggpht.com A (IP address) IN (0x0001)
(0)

Aug 26, 2021 07:51:07.589960098 CEST 192.168.2.3 8.8.8.8 0x6764 Standard query  i.ytimg.com A (IP address) IN (0x0001)
(0)

Aug 26, 2021 07:51:07.596381903 CEST 192.168.2.3 8.8.8.8 0x8173 Standard query  stats.g.do A (IP address) IN (0x0001)
0) ubleclick.net

Aug 26, 2021 07:51:20.197707891 CEST 192.168.2.3 8.8.8.8 0x9399 Standard query  www.google A (IP address) IN (0x0001)
0) .co.uk

Aug 26, 2021 07:51:20.378217936 CEST 192.168.2.3 8.8.8.8 0x8c65 Standard query  about.google A (IP address) IN (0x0001)
0

Aug 26, 2021 07:51:23.923405886 CEST 192.168.2.3 8.8.8.8 0x69da Standard query  www.blog.google A (IP address) IN (0x0001)
)

Aug 26, 2021 07:51:26.308671951 CEST 192.168.2.3 8.8.8.8 0x9dd8 Standard query  about.google A (IP address) IN (0x0001)
0

Aug 26, 2021 07:51:26.325198889 CEST 192.168.2.3 8.8.8.8 0x80eb Standard query  |h3.google A (IP address) IN (0x0001)
0) usercontent.com

Aug 26, 2021 07:51:38.966625929 CEST 192.168.2.3 8.8.8.8 0x9962 Standard query  www.google.com A (IP address) IN (0x0001)
0

Aug 26, 2021 07:51:39.129636049 CEST 192.168.2.3 8.8.8.8 Ox1fce Standard query  csp.withgo A (IP address) IN (0x0001)
(0) ogle.com

Aug 26, 2021 07:51:39.131875038 CEST 192.168.2.3 8.8.8.8 0x175e Standard query  tools.google.com A (IP address) IN (0x0001)
0

Aug 26, 2021 07:51:39.136113882 CEST 192.168.2.3 8.8.8.8 0xa6b0 Standard query  googleads. A (IP address) IN (0x0001)
0) g.doubleclick.net

Aug 26, 2021 07:51:39.137986898 CEST 192.168.2.3 8.8.8.8 Oxb74a Standard query  static.dou A (IP address) IN (0x0001)
0) bleclick.net

Aug 26, 2021 07:51:39.191551924 CEST 192.168.2.3 8.8.8.8 0x10c5 Standard query  2542116.fl A (IP address) IN (0x0001)
(0) s.doubleclick.net
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Aug 26, 2021 07:51:39.257846117 CEST 192.168.2.3 8.8.8.8 0x26¢5 Standard query  adservice. A (IP address) IN (0x0001)
(0) google.com

Aug 26, 2021 07:51:39.808651924 CEST 192.168.2.3 8.8.8.8 0x3b5d Standard query  s.ytimg.com A (IP address) IN (0x0001)
(0

Aug 26, 2021 07:51:40.282192945 CEST 192.168.2.3 8.8.8.8 0x175e Standard query  tools.google.com A (IP address) IN (0x0001)
(0

Aug 26, 2021 07:51:41.111269951 CEST 192.168.2.3 8.8.8.8 0x9fd2 Standard query  adservice. A (IP address) IN (0x0001)
(0) google.co.uk

Aug 26, 2021 07:51:41.288043976 CEST 192.168.2.3 8.8.8.8 0x175e Standard query  tools.google.com A (IP address) IN (0x0001)
0

Aug 26, 2021 07:51:43.339092970 CEST 192.168.2.3 8.8.8.8 0x175e Standard query  tools.google.com A (IP address) IN (0x0001)
(0)

Aug 26, 2021 07:51:47.388530016 CEST 192.168.2.3 8.8.8.8 0x175e Standard query  tools.google.com A (IP address) IN (0x0001)
(0)

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Aug 26, 2021 8.8.8.8 192.168.2.3 Oxdbad No error (0) clients2.g clients.l.google.com CNAME IN (0x0001)

07:50:38.548464060 oogle.com (Canonical

CEST name)

Aug 26, 2021 8.8.8.8 192.168.2.3 Oxdbad No error (0) clients.l. 142.250.203.110 A (IP address)  IN (0x0001)

07:50:38.548464060 google.com

CEST

Aug 26, 2021 8.8.8.8 192.168.2.3 Oxce2e No error (0) accounts.g 172.217.168.45 A (IP address)  IN (0x0001)

07:50:38.562093019 oogle.com

CEST

Aug 26, 2021 8.8.8.8 192.168.2.3 0xbb7b No error (0) gmail.com 172.217.168.69 A (IP address)  IN (0x0001)

07:50:38.565939903

CEST

Aug 26, 2021 8.8.8.8 192.168.2.3 0xc950 No error (0) www.google 172.217.168.68 A (IP address)  IN (0x0001)

07:50:38.853876114 .com

CEST

Aug 26, 2021 8.8.8.8 192.168.2.3 0x2f58 No error (0) mail.google.com googlemail.l.google.com CNAME IN (0x0001)

07:50:39.051948071 (Canonical

CEST name)

Aug 26, 2021 8.8.8.8 192.168.2.3 0x2f58 No error (0) googlemail 216.58.215.229 A (IP address)  IN (0x0001)

07:50:39.051948071 .l.google.com

CEST

Aug 26, 2021 8.8.8.8 192.168.2.3 0x8e7d No error (0) gstaticads 172.217.168.3 A (IP address)  IN (0x0001)

07:50:40.162934065 sl.l.google.com

CEST

Aug 26, 2021 8.8.8.8 192.168.2.3 Oxblad No error (0) accounts.y www3.l.google.com CNAME IN (0x0001)

07:50:40.951283932 outube.com (Canonical

CEST name)

Aug 26, 2021 8.8.8.8 192.168.2.3 Oxbla4 No error (0) www3.l.goo 142.250.203.110 A (IP address)  IN (0x0001)

07:50:40.951283932 gle.com

CEST

Aug 26, 2021 8.8.8.8 192.168.2.3 0x2c3c No error (0) play.google.com 172.217.168.78 A (IP address)  IN (0x0001)

07:50:41.165525913

CEST

Aug 26, 2021 8.8.8.8 192.168.2.3 Ox1ld6e No error (0) clients2.g googlehosted.l.googleuse CNAME IN (0x0001)

07:50:44.905705929 oogleuserc rcontent.com (Canonical

CEST ontent.com name)

Aug 26, 2021 8.8.8.8 192.168.2.3 Ox1ld6e No error (0) googlehost 142.250.203.97 A (IP address)  IN (0x0001)

07:50:44.905705929 ed.l.goog!

CEST euserconte

nt.com

Aug 26, 2021 8.8.8.8 192.168.2.3 Ox1lbea No error (0) www.google 172.217.168.68 A (IP address)  IN (0x0001)

07:50:45.596221924 .com

CEST

Aug 26, 2021 8.8.8.8 192.168.2.3 0xb510 No error (0) support.go 142.250.203.110 A (IP address)  IN (0x0001)

07:50:50.280122042 ogle.com

CEST

Aug 26, 2021 8.8.8.8 192.168.2.3 0xe490 No error (0) Wwww-google- 216.58.215.238 A (IP address)  IN (0x0001)

07:50:50.568604946 analytics

CEST .l.google.com

Aug 26, 2021 8.8.8.8 192.168.2.3 0x172b No error (0) Ih3.google googlehosted.l.googleuse CNAME IN (0x0001)

07:50:50.715337992 usercontent.com rcontent.com (Canonical

CEST name)

Aug 26, 2021 8.8.8.8 192.168.2.3 0x172b No error (0) googlehost 142.250.203.97 A (IP address)  IN (0x0001)

07:50:50.715337992 ed.l.googl

CEST euserconte

nt.com

Aug 26, 2021 8.8.8.8 192.168.2.3 0x773 No error (0) apis.google.com plus.l.google.com CNAME IN (0x0001)

07:50:51.695787907 (Canonical

CEST name)
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Timestamp

Aug 26, 2021
07:50:51.695787907
CEST

Aug 26, 2021
07:50:51.720336914
CEST

Aug 26, 2021
07:50:51.720336914
CEST

Aug 26, 2021
07:50:52.043328047
CEST

Aug 26, 2021
07:50:55.719177961
CEST

Aug 26, 2021
07:50:55.719177961
CEST

Aug 26, 2021
07:50:56.083241940
CEST

Aug 26, 2021
07:50:56.083241940
CEST

Aug 26, 2021
07:50:56.083241940
CEST

Aug 26, 2021
07:50:56.083241940
CEST

Aug 26, 2021
07:50:56.083241940
CEST

Aug 26, 2021
07:50:56.083241940
CEST

Aug 26, 2021
07:50:56.083241940
CEST

Aug 26, 2021
07:50:56.083241940
CEST

Aug 26, 2021
07:50:56.083241940
CEST

Aug 26, 2021
07:50:56.083241940
CEST

Aug 26, 2021
07:50:56.083241940
CEST

Aug 26, 2021
07:50:56.083241940
CEST

Aug 26, 2021
07:50:56.083241940
CEST

Aug 26, 2021
07:50:56.083241940
CEST

Aug 26, 2021
07:50:56.083241940
CEST

Aug 26, 2021
07:50:56.083241940
CEST

Aug 26, 2021
07:50:56.083241940
CEST

Aug 26, 2021
07:51:06.260361910
CEST

Aug 26, 2021
07:51:06.885406017
CEST

Aug 26, 2021
07:51:06.885406017
CEST
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Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x773

0Ox2efl

0Ox2efl

0x71e4

0xc731

0xc731

Oxbd7d

Oxbd7d

Oxbd7d

Oxbd7d

Oxbd7d

Oxbd7d

Oxbd7d

Oxbd7d

Oxbd7d

Oxbd7d

Oxbd7d

Oxbd7d

Oxbd7d

Oxbd7d

Oxbd7d

Oxbd7d

Oxbd7d

0xc9la

Oxcc4d

Oxccéd

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

plus.l.goo
gle.com

ogs.google.com wwwa3.l.google.com

www3.l.goo
gle.com

scone-pa.c
lients6.go
ogle.com

Ih4.ggpht.com  photos-
ugc.l.googleusercontent.c

om
photos-ugc
.l.googleu
sercontent.com

www.youtub
e.com

youtube-ui.l.google.com

youtube-ui
.l.google.com

youtube-ui
.L.google.com

youtube-ui
.L.google.com

youtube-ui
.L.google.com

youtube-ui
.L.google.com

youtube-ui
.L.google.com

youtube-ui
.l.google.com

youtube-ui
.L.google.com

youtube-ui
.l.google.com

youtube-ui
.l.google.com

youtube-ui
.L.google.com

youtube-ui
.l.google.com

youtube-ui
.L.google.com

youtube-ui
.l.google.com

youtube-ui
.l.google.com

youtube-ui
.l.google.com

policies.g
oogle.com

www.youtube-
nocookie.com

youtube-ui.l.google.com

youtube-ui
.l.google.com

Address
172.217.168.78

142.250.203.110

172.217.168.10

172.217.168.1

142.250.186.142

142.250.186.174

142.250.184.206

142.250.184.238

172.217.18.110

172.217.23.110

216.58.212.142

142.250.185.78

142.250.185.110

142.250.185.142

142.250.185.174

142.250.185.206

142.250.185.238

142.250.181.238

172.217.16.142

216.58.212.174

172.217.168.46

172.217.168.46

Type
A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Aug 26, 2021 8.8.8.8 192.168.2.3 Oxccd No error (0) youtube-ui 172.217.168.78 A (IP address)  IN (0x0001)
07:51:06.885406017 .l.google.com
CEST
Aug 26, 2021 8.8.8.8 192.168.2.3 Oxccd No error (0) youtube-ui 142.250.203.110 A (IP address)  IN (0x0001)
07:51:06.885406017 .l.google.com
CEST
Aug 26, 2021 8.8.8.8 192.168.2.3 Oxcc4 No error (0) youtube-ui 216.58.215.238 A (IP address)  IN (0x0001)
07:51:06.885406017 .l.google.com
CEST
Aug 26, 2021 8.8.8.8 192.168.2.3 Oxccd No error (0) youtube-ui 172.217.168.14 A (IP address)  IN (0x0001)
07:51:06.885406017 .l.google.com
CEST
Aug 26, 2021 8.8.8.8 192.168.2.3 0xd99 No error (0) yt3.ggpht.com  photos- CNAME IN (0x0001)
07:51:07.625021935 ugc.l.googleusercontent.c (Canonical
CEST om name)
Aug 26, 2021 8.8.8.8 192.168.2.3 0xd99 No error (0) photos-ugc 172.217.168.1 A (IP address)  IN (0x0001)
07:51:07.625021935 .l.googleu
CEST sercontent.com
Aug 26, 2021 8.8.8.8 192.168.2.3 0x6764 No error (0) i.ytimg.com 172.217.168.54 A (IP address)  IN (0x0001)
07:51:07.635401011
CEST
Aug 26, 2021 8.8.8.8 192.168.2.3 0x6764 No error (0) i.ytimg.com 172.217.168.86 A (IP address)  IN (0x0001)
07:51:07.635401011
CEST
Aug 26, 2021 8.8.8.8 192.168.2.3 0x6764 No error (0) i.ytimg.com 142.250.203.118 A (IP address)  IN (0x0001)
07:51:07.635401011
CEST
Aug 26, 2021 8.8.8.8 192.168.2.3 0x6764 No error (0) i.ytimg.com 216.58.215.246 A (IP address)  IN (0x0001)
07:51:07.635401011
CEST
Aug 26, 2021 8.8.8.8 192.168.2.3 0x6764 No error (0) i.ytimg.com 172.217.168.22 A (IP address)  IN (0x0001)
07:51:07.635401011
CEST
Aug 26, 2021 8.8.8.8 192.168.2.3 0x8173 No error (0) stats.g.do stats.l.doubleclick.net CNAME IN (0x0001)
07:51:07.639066935 ubleclick.net (Canonical
CEST name)
Aug 26, 2021 8.8.8.8 192.168.2.3 0x8173 No error (0) stats.l.do 108.177.127.157 A (IP address)  IN (0x0001)
07:51:07.639066935 ubleclick.net
CEST
Aug 26, 2021 8.8.8.8 192.168.2.3 0x8173 No error (0) stats.l.do 108.177.127.154 A (IP address)  IN (0x0001)
07:51:07.639066935 ubleclick.net
CEST
Aug 26, 2021 8.8.8.8 192.168.2.3 0x8173 No error (0) stats.l.do 108.177.127.155 A (IP address)  IN (0x0001)
07:51:07.639066935 ubleclick.net
CEST
Aug 26, 2021 8.8.8.8 192.168.2.3 0x8173 No error (0) stats.l.do 108.177.127.156 A (IP address)  IN (0x0001)
07:51:07.639066935 ubleclick.net
CEST
Aug 26, 2021 8.8.8.8 192.168.2.3 0x9399 No error (0) www.google 172.217.168.3 A (IP address)  IN (0x0001)
07:51:20.239403009 .co.uk
CEST
Aug 26, 2021 8.8.8.8 192.168.2.3 0x8c65 No error (0) about.google 216.239.32.29 A (IP address)  IN (0x0001)
07:51:20.410337925
CEST
Aug 26, 2021 8.8.8.8 192.168.2.3 0xe945 No error (0) www-google 172.217.168.8 A (IP address)  IN (0x0001)
07:51:21.670382023 tagmanager
CEST .L.google.com
Aug 26, 2021 8.8.8.8 192.168.2.3 0x69da No error (0) www.blog.g ghs-svce-https-sni.ghs- CNAME IN (0x0001)
07:51:23.964265108 oogle ssl.googlehosted.com (Canonical
CEST name)
Aug 26, 2021 8.8.8.8 192.168.2.3 0x69da No error (0) ghs-svc-https- 142.250.203.115 A (IP address)  IN (0x0001)
07:51:23.964265108 sni.ghs-ssl.goog
CEST lehosted.com
Aug 26, 2021 8.8.8.8 192.168.2.3 0x9dd8 No error (0) about.google 216.239.32.29 A (IP address)  IN (0x0001)
07:51:26.343535900
CEST
Aug 26, 2021 8.8.8.8 192.168.2.3 0x80eb No error (0) Ih3.google googlehosted.l.googleuse CNAME IN (0x0001)
07:51:26.358472109 usercontent.com rcontent.com (Canonical
CEST name)
Aug 26, 2021 8.8.8.8 192.168.2.3 0x80eb No error (0) googlehost 142.250.203.97 A (IP address)  IN (0x0001)
07:51:26.358472109 ed.l.googl!
CEST euserconte

nt.com
Aug 26, 2021 8.8.8.8 192.168.2.3 0x9962 No error (0) www.google 172.217.168.68 A (IP address)  IN (0x0001)
07:51:38.992096901 .com
CEST
Aug 26, 2021 8.8.8.8 192.168.2.3 0x175e No error (0) tools.goog tools.l.google.com CNAME IN (0x0001)
07:51:39.171857119 le.com (Canonical
CEST name)
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Timestamp Source IP

Aug 26, 2021
07:51:39.171857119
CEST

8.8.8.8

Aug 26, 2021
07:51:39.179110050
CEST

8.8.8.8

Aug 26, 2021 8.8.8.8
07:51:39.184384108

CEST

Aug 26, 2021
07:51:39.191263914
CEST

8.8.8.8

Aug 26, 2021
07:51:39.191263914
CEST

8.8.8.8

Aug 26, 2021
07:51:39.234755993
CEST

8.8.8.8

Aug 26, 2021
07:51:39.234755993
CEST

8.8.8.8

Aug 26, 2021
07:51:39.282196045
CEST

8.8.8.8

Aug 26, 2021
07:51:39.862101078
CEST

8.8.8.8

Aug 26, 2021 8.8.8.8
07:51:40.309715986

CEST

Aug 26, 2021
07:51:40.309715986
CEST

8.8.8.8

Aug 26, 2021
07:51:41.147811890
CEST

8.8.8.8

Aug 26, 2021 8.8.8.8
07:51:41.147811890

CEST

Aug 26, 2021
07:51:41.323385000
CEST

Aug 26, 2021
07:51:41.323385000
CEST

Aug 26, 2021
07:51:42.685069084
CEST

Aug 26, 2021
07:51:43.371001959
CEST

Aug 26, 2021
07:51:43.371001959
CEST

Aug 26, 2021
07:51:47.421471119
CEST

Aug 26, 2021
07:51:47.421471119
CEST

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

HTTP Request Dependency Graph

e gmail.com

HTTP Packets

Session ID

0 192.168.2.3

Copyright Joe Security LLC 2021

Source IP

Trans ID

0x175e

Oxa6b0

Ox1fce

Oxb74a

Oxb74a

0x10c5

0x10c5

0x26¢5

0x3b5d

0x175e

0x175e

0x9fd2

0x9fd2

0x175e

0x175e

0x8bf5

0x175e

0x175e

0x175e

0x175e

Source Port

49701

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Destination IP

172.217.168.69 80

Name CName

tools.l.go
ogle.com

googleads.
g.doubleclick.net

csp.withgo
ogle.com

static-doubleclick-
net.l.google.com

static.dou
bleclick.net

static-dou
bleclick-n
et.l.google.com

2542116.fl
s.doubleclick.net

dart.l.dou
bleclick.net

adservice.
google.com

s.ytimg.com

tools.goog
le.com

tools.l.google.com

tools.l.go
ogle.com

adservice.
google.co.uk t

pagead46.!
.doubleclick.net

tools.goog
le.com

tools.l.google.com

tools.l.go
ogle.com

gstaticads
sl.l.google.com

tools.goog
le.com

tools.l.google.com

tools.l.go
ogle.com

tools.goog
le.com

tools.l.google.com

tools.l.go
ogle.com

Destination Port Process

dart.l.doubleclick.net

pagead46.l.doubleclick.ne

Address Type

216.58.215.238 A (IP address)

216.58.215.226 A (IP address)

216.58.215.241 A (IP address)

CNAME
(Canonical
name)

172.217.168.70 A (IP address)

CNAME
(Canonical
name)

216.58.215.230 A (IP address)

142.250.203.98 A (IP address)

172.217.168.14 A (IP address)

CNAME
(Canonical
name)

216.58.215.238 A (IP address)

CNAME
(Canonical
name)

216.58.215.226 A (IP address)

CNAME
(Canonical
name)

216.58.215.238 A (IP address)

172.217.168.3 A (IP address)

CNAME
(Canonical
name)

216.58.215.238 A (IP address)

CNAME
(Canonical
name)

216.58.215.238 A (IP address)

C:\Program Files\Google\Chrome\Application\chrome.exe

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)
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kBytes

Timestamp transferred Direction Data
Aug 26, 2021 1137 ouT GET /HTTP/1.1
07:50:38.600047112 CEST Host: gmail.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

Aug 26, 2021 1155 IN HTTP/1.1 301 Moved Permanently

07:50:38.628710032 CEST Location: https://www.google.com/gmail/
Content-Type: text/html; charset=UTF-8
X-Content-Type-Options: nosniff
Date: Thu, 26 Aug 2021 05:48:32 GMT
Expires: Thu, 26 Aug 2021 06:18:32 GMT
Server: sffe
Content-Length: 226
X-XSS-Protection: 0
Cache-Control: public, max-age=1800
Age: 126
Data Raw: 3c 48 54 4d 4c 3e 3c 48 45 41 44 3e 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e
742d 74 79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38
22 3e 0a 3c 54 49 54 4c 45 3e 33 30 31 20 4d 6f 76 65 64 3c 2f 54 49 54 4c 45 3e 3c 2f 48 45 41 44 3e 3c 42 4f 44 59 3e
0Oa 3c 48 31 3e 33 30 31 20 4d 6f 76 65 64 3c 2f 48 31 3e Oa 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76
65 64 0a 3c 41 20 48 52 45 46 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f 6d 2f 67 6d 61 69 6¢ 2f
22 3e 68 65 72 65 3c 2f 41 3e 2e 0d Oa 3c 2f 42 4f 44 59 3e 3c 2f 48 54 4d 4c 3e 0d Oa
Data Ascii: <HTML><HEAD><meta http-equiv="content-type" content="text/html;charset=utf-8"><TITLE>301 Moved</T!|
TLE></HEAD><BODY><H1>301 Moved</H1>The document has moved<A HREF="https://www.google.com/gmail/">her
e</A>.</BODY></HTML>

HTTPS Packets

Source Dest Not Not JA3 SSL Client
Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
Aug 26, 2021 172.217.168.68 443 192.168.2.3 49725 CN=www.google.com CN=GTS CA1C3, MonJul Mon Oct 771,49196-49195- 37f463bf4616ecd445d4al
07:50:45.672666073 CN=GTS CA 1C3, O=Google O=Google Trust 26 18 49200-49199- 937da06e19
CEST Trust Services LLC, C=US Services LLC, C=US 05:58:56 05:58:55 49188-49187-

CN=GTS Root R1, O=Google CN=GTS RootR1, CEST CEST 49192-49191-
Trust Services LLC, C=US O=Google Trust 2021 2021 49162-49161-
Services LLC, C=US Thu Aug Thu Sep 49172-49171-157-
CN=GlobalSign 13 30 156-61-60-53-47-
Root CA, OU=Root  02:00:42 02:00:42 10,0-10-11-13-35-
CA, O=GlobalSign CEST  CEST  23-65281,29-23-
nv-sa, C=BE 2020 Fri 2027 Fri 24,0
Jun19 Jan28
02:00:42 01:00:42

CEST CET
2020 2028
CN=GTS CA 1C3, O=Google CN=GTS RootR1, ThuAug Thu Sep
Trust Services LLC, C=US O=Google Trust 13 30
Services LLC, C=US 02:00:42 02:00:42
CEST  CEST
2020 2027
CN=GTS Root R1, O=Google CN=GlobalSign FriJun  FriJdan
Trust Services LLC, C=US Root CA, OU=Root 19 28
CA, O=GlobalSign  02:00:42 01:00:42
nv-sa, C=BE CEST CET
2020 2028
Aug 26, 2021 216.239.32.29 443 192.168.2.3 49827 CN=about.google CN=GTS CN=GTS CA1C3, MonJul Mon Oct 771,49196-49195- 37f463bf4616ecd445d4al
07:51:26.385251045 CA 1C3, O=Google Trust O=Google Trust 26 18 49200-49199- 937da06e19
CEST Services LLC, C=US CN=GTS Services LLC, C=US 05:42:32 05:42:31 49188-49187-
Root R1, O=Google Trust CN=GTS RootR1, CEST CEST  49192-49191-
Services LLC, C=US O=Google Trust 2021 2021 49162-49161-
Services LLC, C=US Thu Aug Thu Sep 49172-49171-157-
CN=GlobalSign 13 30 156-61-60-53-47-

Root CA, OU=Root  02:00:42 02:00:42 10,0-10-11-13-35-
CA, O=GlobalSign CEST  CEST  23-65281,29-23-
nv-sa, C=BE 2020 Fri 2027 Fri 24,0

Jun19 Jan 28

02:00:42 01:00:42

CEST CET
2020 2028
CN=GTS CA 1C3, O=Google CN=GTS Root R1, ThuAug Thu Sep
Trust Services LLC, C=US O=Google Trust 13 30
Services LLC, C=US 02:00:42 02:00:42
CEST CEST
2020 2027
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Timestamp

Aug 26, 2021
07:51:26.386300087
CEST

Aug 26, 2021
07:51:26.422502995
CEST

Aug 26, 2021
07:51:26.424606085
CEST

Source
Port

Source IP

216.239.32.29 443

142.250.203.97 443

142.250.203.97 443

Code Manipulations

Copyright Joe Security LLC 2021

Dest

Dest IP Port

192.168.2.3 49828

192.168.2.3 49830

192.168.2.3 49829

Subject

CN=GTS Root R1, O=Google
Trust Services LLC, C=US

CN=about.google CN=GTS
CA 1C3, O=Google Trust
Services LLC, C=US CN=GTS
Root R1, O=Google Trust
Services LLC, C=US

CN=GTS CA 1C3, O=Google
Trust Services LLC, C=US

CN=GTS Root R1, O=Google
Trust Services LLC, C=US

CN=*.googleusercontent.com
CN=GTS CA 1C3, O=Google
Trust Services LLC, C=US
CN=GTS Root R1, O=Google
Trust Services LLC, C=US

CN=GTS CA 1C3, O=Google
Trust Services LLC, C=US

CN=GTS Root R1, O=Google
Trust Services LLC, C=US

CN=*.googleusercontent.com
CN=GTS CA 1C3, O=Google
Trust Services LLC, C=US
CN=GTS Root R1, O=Google
Trust Services LLC, C=US

CN=GTS CA 1C3, O=Google
Trust Services LLC, C=US

CN=GTS Root R1, O=Google
Trust Services LLC, C=US

Issuer

CN=GlobalSign
Root CA, OU=Root
CA, O=GlobalSign
nv-sa, C=BE

CN=GTS CA 1C3,
0O=Google Trust
Services LLC, C=US
CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US
CN=GlobalSign
Root CA, OU=Root
CA, O=GlobalSign
nv-sa, C=BE

CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US

CN=GlobalSign
Root CA, OU=Root
CA, O=GlobalSign
nv-sa, C=BE

CN=GTS CA 1C3,
O=Google Trust
Services LLC, C=US
CN=GTS Root R1,
0O=Google Trust
Services LLC, C=US
CN=GlobalSign
Root CA, OU=Root
CA, O=GlobalSign
nv-sa, C=BE

CN=GTS Root R1,
O=Google Trust
Services LLC, C=US

CN=GlobalSign
Root CA, OU=Root
CA, O=GlobalSign
nv-sa, C=BE

CN=GTS CA 1C3,
O=Google Trust
Services LLC, C=US
CN=GTS Root R1,
O=Google Trust
Services LLC, C=US
CN=GlobalSign
Root CA, OU=Root
CA, O=GlobalSign
nv-sa, C=BE

CN=GTS Root R1,
O=Google Trust
Services LLC, C=US

CN=GlobalSign
Root CA, OU=Root
CA, O=ClobalSign
nv-sa, C=BE

Not
Before

Fri Jun
19
02:00:42
CEST
2020

Mon Jul
26
05:42:32
CEST
2021
Thu Aug
13
02:00:42
CEST
2020 Fri
Jun 19
02:00:42
CEST
2020

Thu Aug
13
02:00:42
CEST
2020

Fri Jun
19
02:00:42
CEST
2020

Mon Jul
26
05:00:52
CEST
2021
Thu Aug
13
02:00:42
CEST
2020 Fri
Jun 19
02:00:42
CEST
2020

Thu Aug
13
02:00:42
CEST
2020

Fri Jun
19
02:00:42
CEST
2020

Mon Jul
26
05:00:52
CEST
2021
Thu Aug
13
02:00:42
CEST
2020 Fri
Jun 19
02:00:42
CEST
2020

Thu Aug
13
02:00:42
CEST
2020

Fri Jun
19
02:00:42
CEST
2020

Not
After

Fri Jan
28
01:00:42
CET
2028

Mon Oct
18
05:42:31
CEST
2021
Thu Sep
30
02:00:42
CEST
2027 Fri
Jan 28
01:00:42
CET
2028

Thu Sep
30
02:00:42
CEST
2027

Fri Jan
28
01:00:42
CET
2028

Mon Oct
18
05:00:51
CEST
2021
Thu Sep
30
02:00:42
CEST
2027 Fri
Jan 28
01:00:42
CET
2028

Thu Sep
30
02:00:42
CEST
2027

FriJan
28
01:00:42
CET
2028

Mon Oct
18
05:00:51
CEST
2021
Thu Sep
30
02:00:42
CEST
2027 Fri
Jan 28
01:00:42
CET
2028

Thu Sep
30
02:00:42
CEST
2027

Fri Jan
28
01:00:42
CET
2028

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
23-65281,29-23-
24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
23-65281,29-23-
24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
23-65281,29-23-
24,0

JA3 SSL Client Digest

37f463bf4616ecd445d4al
937da06e19

37f463bf4616ecd445d4al
937da06e19

37f463bf4616ecd445d4al
937da06e19
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Statistics

Behavior

@ Click to jump to process

System Behavior

Analysis Process: chrome.exe PID: 3528 Parent PID: 4824

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

07:50:31
26/08/2021
C:\Program Files\Google\Chrome\Application\chrome.exe

false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automat

ion 'http://covidteamclapham@gmail.com’
0x7ff77b960000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

Reputation: low
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Analysis Process: chrome.exe PID: 4904 Parent PID: 3528

General

Start time: 07:50:32

Start date: 26/08/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Copyright Joe Security LLC 2021

false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1600,818200865018122053,414928
2262256251718,131072 --lang=en-US --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1764 /prefetch:8

0x7ff77b960000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

low

Show Windows behavior
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Analysis Process: chrome.exe PID: 6828 Parent PID: 3528

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

07:50:41

26/08/2021

C:\Program Files\Google\Chrome\Application\chrome.exe
false

'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
audio.mojom.AudioService --field-trial-handle=1600,818200865018122053,4149282262
256251718,131072 --lang=en-US --service-sandbox-type=audio --enable-audio-service-
sandbox --mojo-platform-channel-handle=5704 /prefetch:8

0x7ff77b960000

2150896 bytes
C139654B5C1438A95B321BB01AD6G3EF6
false

false

C, C++ or other language

Reputation: low
Analysis Process: chrome.exe PID: 6860 Parent PID: 3528
General
Start time: 07:50:41
Start date: 26/08/2021
Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
video_capture.mojom.VideoCaptureService --field-trial-handle=1600,81820086501812

2053,4149282262256251718,131072 --lang=en-US --service-sandbox-type=video_capture --

enable-audio-service-sandbox --mojo-platform-channel-handle=5720 /prefetch:8
0x7ff77b960000

2150896 bytes

C139654B5C1438A95B321BB01AD63EF6

true

true

C, C++ or other language

low

File Activities Show Windows behavior

Registry Activities Show Windows behavior

Disassembly

Copyright Joe Security LLC Joe Sandbox Cloud Basic 33.0.0 White Diamond
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