
ID: 480139
Sample Name: NEW COVID-19
Response & Survivors
{YOUTUBE INSTRUCTION}.scr
Cookbook: default.jbs
Time: 23:29:29
Date: 08/09/2021
Version: 33.0.0 White Diamond



2

4
4

4
4
4
4
4
4
4
5
5
5
5
5
5
5
5
6
6
6
6
7
7
8
8
8
8
9
9
9
9
9
9
9

10
10
10
10
10
10
10
10
10
14
14
14
15
15
15
15
15
15
15
15

15
15
15
15
16
16
16
16
16
16
16

16
16

17
17
17
17
17
17
17

4

Table of Contents

Table of Contents
Windows Analysis Report NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.scr

Overview
General Information
Detection
Signatures
Classification

Process Tree
Malware Configuration
Yara Overview

Memory Dumps
Unpacked PEs

Sigma Overview
Jbx Signature Overview

AV Detection:
System Summary:
Data Obfuscation:
Boot Survival:
Malware Analysis System Evasion:
HIPS / PFW / Operating System Protection Evasion:
Stealing of Sensitive Information:

Mitre Att&ck Matrix
Behavior Graph
Screenshots

Thumbnails
Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs

Domains and IPs
Contacted Domains
URLs from Memory and Binaries
Contacted IPs

General Information
Simulations

Behavior and APIs
Joe Sandbox View / Context

IPs
Domains
ASN
JA3 Fingerprints
Dropped Files

Created / dropped Files
Static File Info

General
File Icon
Static PE Info

General
Entrypoint Preview
Data Directories
Sections
Resources
Imports
Version Infos

Network Behavior
Code Manipulations
Statistics

Behavior
System Behavior

Analysis Process: NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe PID: 908 Parent PID: 5252
General
File Activities

File Created
File Written
File Read

Analysis Process: NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe PID: 1564 Parent PID: 908
General

Analysis Process: NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe PID: 3920 Parent PID: 908
General
File Activities

File Created
File Deleted
File Moved
File Written

Copyright Joe Security LLC 2021 Page 2 of 21



17

17
17

17
17
18
18
18

18
18
18
18
18
18
18
18

18
18
19
19
19

19
19

19
19
19
19
20
20
20
20

20
20

20
20

21
21

21
21

21
21

File Read

Registry Activities
Key Value Created

Analysis Process: NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe PID: 3340 Parent PID: 3388
General
File Activities

File Created
File Read

Analysis Process: NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe PID: 1384 Parent PID: 3340
General
File Activities

File Created
File Deleted
File Moved
File Written
File Read

Analysis Process: NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe PID: 3412 Parent PID: 3388
General
File Activities

File Created
File Read

Analysis Process: NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe PID: 3112 Parent PID: 3412
General

Analysis Process: NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe PID: 2212 Parent PID: 3412
General
File Activities

File Created
File Deleted
File Moved
File Written
File Read

Analysis Process: NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe PID: 2100 Parent PID: 3388
General

Analysis Process: NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe PID: 6592 Parent PID: 2100
General

Analysis Process: NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe PID: 6652 Parent PID: 3388
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Windows Analysis Report NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.scr…

Overview

General Information

Sample 
Name:

NEW COVID-19 Response 
& Survivors {YOUTUBE 
INSTRUCTION}.scr 
(renamed file extension 
from scr to exe)

Analysis ID: 480139

MD5: f32aa361fffe7422…

SHA1: ac49b724960549…

SHA256: 2542ddfa02d8a9a…

Infos:

Most interesting Screenshot:

Detection

Clipboard HijackerClipboard Hijacker

Score: 92

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3Yara detected AntiVM3

Yara detected Clipboard Hijacker

Yara detected Clipboard Hijacker

Yara detected Clipboard Hijacker

Yara detected Clipboard Hijacker

Yara detected Clipboard Hijacker

Yara detected Clipboard Hijacker

Yara detected Clipboard HijackerYara detected Clipboard Hijacker

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for droppMulti AV Scanner detection for dropp……

Drops PE files to the startup folder

Drops PE files to the startup folder

Drops PE files to the startup folder

Drops PE files to the startup folder

Drops PE files to the startup folder

Drops PE files to the startup folder

Drops PE files to the startup folderDrops PE files to the startup folder

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia.NET source code contains potentia……

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg.NET source code contains very larg……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Stores files to the Windows start me

Stores files to the Windows start me

Stores files to the Windows start me

Stores files to the Windows start me

Stores files to the Windows start me

Stores files to the Windows start me

Stores files to the Windows start meStores files to the Windows start me……

Creates processes with suspicious n

Creates processes with suspicious n

Creates processes with suspicious n

Creates processes with suspicious n

Creates processes with suspicious n

Creates processes with suspicious n

Creates processes with suspicious nCreates processes with suspicious n……

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often foCreates a DirectInput object (often fo……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Creates a start menu entry (Start Me

Creates a start menu entry (Start Me

Creates a start menu entry (Start Me

Creates a start menu entry (Start Me

Creates a start menu entry (Start Me

Creates a start menu entry (Start Me

Creates a start menu entry (Start MeCreates a start menu entry (Start Me……

Creates a window with clipboard cap

Creates a window with clipboard cap

Creates a window with clipboard cap

Creates a window with clipboard cap

Creates a window with clipboard cap

Creates a window with clipboard cap

Creates a window with clipboard capCreates a window with clipboard cap……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Classification

Malware Configuration

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe (PID: 908 cmdline: 'C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INST

RUCTION}.exe'  MD5: F32AA361FFFE742283B359C7DDD89B12)
NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe (PID: 1564 cmdline: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INSTR

UCTION}.exe MD5: F32AA361FFFE742283B359C7DDD89B12)
NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe (PID: 3920 cmdline: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INSTR

UCTION}.exe MD5: F32AA361FFFE742283B359C7DDD89B12)
NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe (PID: 3340 cmdline: 'C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INST

RUCTION}.exe' .. MD5: F32AA361FFFE742283B359C7DDD89B12)
NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe (PID: 1384 cmdline: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INSTR

UCTION}.exe MD5: F32AA361FFFE742283B359C7DDD89B12)
NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe (PID: 3412 cmdline: 'C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INST

RUCTION}.exe' .. MD5: F32AA361FFFE742283B359C7DDD89B12)
NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe (PID: 3112 cmdline: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INSTR

UCTION}.exe MD5: F32AA361FFFE742283B359C7DDD89B12)
NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe (PID: 2212 cmdline: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INSTR

UCTION}.exe MD5: F32AA361FFFE742283B359C7DDD89B12)
NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe (PID: 2100 cmdline: 'C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\S

tartup\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe'  MD5: F32AA361FFFE742283B359C7DDD89B12)
NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe (PID: 6592 cmdline: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\St

artup\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe MD5: F32AA361FFFE742283B359C7DDD89B12)
NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe (PID: 6652 cmdline: 'C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INST

RUCTION}.exe'  MD5: F32AA361FFFE742283B359C7DDD89B12)
NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe (PID: 6948 cmdline: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INSTR

UCTION}.exe MD5: F32AA361FFFE742283B359C7DDD89B12)
cleanup

No configs have been found

Process Tree

Yara Overview

Memory Dumps
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Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Multi AV Scanner detection for submitted file

Multi AV Scanner detection for dropped file

System Summary:

.NET source code contains very large strings

Data Obfuscation:

.NET source code contains potential unpacker

Boot Survival:

Drops PE files to the startup folder

Malware Analysis System Evasion:

Yara detected AntiVM3

Source Rule Description Author Strings

0000001E.00000002.474773876.000000000040
2000.00000040.00000001.sdmp

JoeSecurity_Clipboard_Hij
acker_1

Yara detected 
Clipboard Hijacker

Joe Security

0000000E.00000002.474728537.000000000040
2000.00000040.00000001.sdmp

JoeSecurity_Clipboard_Hij
acker_1

Yara detected 
Clipboard Hijacker

Joe Security

00000006.00000002.474719464.000000000040
2000.00000040.00000001.sdmp

JoeSecurity_Clipboard_Hij
acker_1

Yara detected 
Clipboard Hijacker

Joe Security

00000008.00000002.474667341.000000000040
2000.00000040.00000001.sdmp

JoeSecurity_Clipboard_Hij
acker_1

Yara detected 
Clipboard Hijacker

Joe Security

00000007.00000002.258073714.000000000354
2000.00000004.00000001.sdmp

JoeSecurity_AntiVM_3 Yara detected 
AntiVM_3

Joe Security

Click to see the 25 entries

Source Rule Description Author Strings

30.2.NEW COVID-19 Response & Survivors {YOUTUBE IN
STRUCTION}.exe.400000.0.unpack

JoeSecurity_Clipboard_Hij
acker_1

Yara detected 
Clipboard Hijacker

Joe Security

0.2.NEW COVID-19 Response & Survivors {YOUTUBE INS
TRUCTION}.exe.2822534.1.unpack

JoeSecurity_Clipboard_Hij
acker_1

Yara detected 
Clipboard Hijacker

Joe Security

7.2.NEW COVID-19 Response & Survivors {YOUTUBE INS
TRUCTION}.exe.3552534.1.unpack

JoeSecurity_Clipboard_Hij
acker_1

Yara detected 
Clipboard Hijacker

Joe Security

8.2.NEW COVID-19 Response & Survivors {YOUTUBE INS
TRUCTION}.exe.400000.0.unpack

JoeSecurity_Clipboard_Hij
acker_1

Yara detected 
Clipboard Hijacker

Joe Security

25.2.NEW COVID-19 Response & Survivors {YOUTUBE IN
STRUCTION}.exe.400000.0.unpack

JoeSecurity_Clipboard_Hij
acker_1

Yara detected 
Clipboard Hijacker

Joe Security

Click to see the 10 entries

Unpacked PEs

Copyright Joe Security LLC 2021 Page 5 of 21



Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

HIPS / PFW / Operating System Protection Evasion:

Injects a PE file into a foreign processes

Stealing of Sensitive Information:

Yara detected Clipboard Hijacker

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Valid
Accounts

Windows
Management
Instrumentation

Startup
Items 1

Startup Items 1 Masquerading 1 Input
Capture 1

Security Software
Discovery 2 1

Remote
Services

Input
Capture 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Scheduled
Task/Job

Registry Run
Keys / Startup
Folder 1 2 1

Process
Injection 1 1 2

Disable or Modify
Tools 1

LSASS
Memory

Process Discovery 2 Remote
Desktop
Protocol

Archive
Collected
Data 1

Exfiltration
Over
Bluetooth

Junk Data Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

At (Linux) Logon Script
(Windows)

Registry Run
Keys / Startup
Folder 1 2 1

Virtualization/Sandbox
Evasion 2 1

Security
Account
Manager

Virtualization/Sandbox
Evasion 2 1

SMB/Windows
Admin Shares

Clipboard
Data 1

Automated
Exfiltration

Steganography Exploit SS7 to
Track Device
Location

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Process
Injection 1 1 2

NTDS File and Directory
Discovery 2

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Protocol
Impersonation

SIM Card
Swap

Cloud
Accounts

Cron Network Logon
Script

Network Logon
Script

Obfuscated Files or
Information 1

LSA
Secrets

System Information
Discovery 1 2

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Software Packing 1 Cached
Domain
Credentials

System Owner/User
Discovery

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

Behavior Graph
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Behavior Graph

ID: 480139

Sample: NEW COVID-19 Response & Sur...

Startdate: 08/09/2021

Architecture: WINDOWS

Score: 92

Multi AV Scanner detection
for dropped file

Multi AV Scanner detection
for submitted file

Yara detected Clipboard
Hijacker

5 other signatures

NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe

3

        started       

NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe

2

        started       

NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe

        started       

2 other processes

NEW COVID-19 Respo...NSTRUCTION}.exe.log, ASCII

dropped

NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe

1 11

        started       

NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe

        started       

Injects a PE file into
a foreign processes

NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe

5

        started       

NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe

        started       

NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe

        started       

NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe

5

        started       

NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe

        started       

NEW COVID-19 Respo...BE INSTRUCTION}.exe, PE32

dropped

NEW COVID-19 Respo...BE INSTRUCTION}.exe, PE32

dropped

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe 24% Virustotal Browse

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\NEW COVID-19 Response & Survivors {YOUTUBE INST
RUCTION}.exe

24% Virustotal Browse

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\NEW COVID-19 R
esponse & Survivors {YOUTUBE INSTRUCTION}.exe

24% Virustotal Browse

Source Detection Scanner Label Link Download

30.2.NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe.40000
0.0.unpack

100% Avira HEUR/AGEN.1100742 Download File

8.2.NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe.400000
.0.unpack

100% Avira HEUR/AGEN.1100742 Download File

25.2.NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe.40000
0.0.unpack

100% Avira HEUR/AGEN.1100742 Download File

14.2.NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe.40000
0.0.unpack

100% Avira HEUR/AGEN.1100742 Download File

6.2.NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe.400000
.0.unpack

100% Avira HEUR/AGEN.1100742 Download File

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Copyright Joe Security LLC 2021 Page 8 of 21
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General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 480139

Start date: 08.09.2021

Start time: 23:29:29

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 12m 8s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.scr (renamed file extension from scr to exe)

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

37

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

No Antivirus matches

Source Detection Scanner Label Link

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

No contacted domains info

No contacted IP infos

Domains

URLs

Domains and IPs

Contacted Domains

URLs from Memory and Binaries

Contacted IPs
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Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal92.adwa.spyw.evad.winEXE@19/18@0/0

EGA Information: Successful, ratio: 80%

HDC Information: Failed

HCA Information: Successful, ratio: 99%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI

Warnings:

Time Type Description

23:30:26 API Interceptor 11x Sleep call for process: NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe modified

23:30:30 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run WindowsUpdater "C:\Users\user\Desktop\NEW CO
VID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe" ..

23:30:38 Autostart Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run WindowsUpdater "C:\Users\user\Desktop\NEW 
COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe" ..

23:30:46 Autostart Run: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\NEW COVID-19 Respon
se & Survivors {YOUTUBE INSTRUCTION}.exe

23:30:54 Autostart Run: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\WindowsUpdater.lnk

No context

No context

No context

No context

No context

C:\Users\user\AppData\Local\Get_Cliboard_Address\NEW_COVID-19_Response_&_S_Url_oayvklpnunw4sgm2rurvkldiyxi41cfl\1.0.0.0\1x2042sd.newcfg
Process: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs
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Dropped Files

Created / dropped Files
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Category: dropped

Size (bytes): 938

Entropy (8bit): 4.93731149859316

Encrypted: false

SSDEEP: 24:2dqIK07E449IEK6E4Ev+XrU6N9avX6Zvpr:crr7HKh7HqT6N9ayZd

MD5: C9B8B641854AA4350B67762FB49C37B7

SHA1: 580CE883ECFF4ECE9F1CF214E01651E71E412E5C

SHA-256: 8ACCDB0C85AEBF3B9A1791B7F0F3ECE502872749DB5348E9C4592CB381CFFEE8

SHA-512: 327A6767E12D500DF9241332D026EBD83720792B41ED20DBBBBBD0DFE44320E385CBE33035D64F8F2C367903CDEBC3D9368701F2236483B30E7F5EE55B2C1113

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<configuration>..    <configSections>..        <sectionGroup name="userSettings" type="System.Configuration.UserSettingsGroup, 
System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089" >..            <section name="Get_Cliboard_Address.My.MySettings" type="System
.Configuration.ClientSettingsSection, System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089" allowExeDefinition="MachineToLocalUser" require
Permission="false" />..        </sectionGroup>..    </configSections>..    <userSettings>..        <Get_Cliboard_Address.My.MySettings>..            <setting name="GET_" 
serializeAs="String">..                <value>2021-09-11</value>..            </setting>..            <setting name="SET_" serializeAs="String">..                <value>1</value>..          
  </setting>..        </Get_Cliboard_Address.My.MySettings>..    </userSettings>..</configuration>

C:\Users\user\AppData\Local\Get_Cliboard_Address\NEW_COVID-19_Response_&_S_Url_oayvklpnunw4sgm2rurvkldiyxi41cfl\1.0.0.0\1x2042sd.newcfg

C:\Users\user\AppData\Local\Get_Cliboard_Address\NEW_COVID-19_Response_&_S_Url_oayvklpnunw4sgm2rurvkldiyxi41cfl\1.0.0.0\cq4jcbh5.newcfg
Process: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 939

Entropy (8bit): 4.941171678472515

Encrypted: false

SSDEEP: 24:cdqIK07E449IEK6E4Ev+XrU6N9avX6Zvpr:6rr7HKh7HqT6N9ayZd

MD5: 3732164050CA685EB9FD4A8FB5375474

SHA1: E3CEF8F7F86208FFEC490CCEF3B103D47234AD34

SHA-256: 4F22E67B19A79A96450A9A5095E266E6B4BED2A1182BEA65178719FF884BDE1A

SHA-512: 22A6847813C5988239383A4FE81F6B05153028B4087BB510E280E5E0EFDB64ABBA83EE47C086D41CE1C9436365BDCE4CBE792A7DA85487AC01C4289DB8702166

Malicious: false

Reputation: low

Preview:
x<?xml version="1.0" encoding="utf-8"?>..<configuration>..    <configSections>..        <sectionGroup name="userSettings" type="System.Configuration.UserSetting
sGroup, System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089" >..            <section name="Get_Cliboard_Address.My.MySettings" type="Syste
m.Configuration.ClientSettingsSection, System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089" allowExeDefinition="MachineToLocalUser" requir
ePermission="false" />..        </sectionGroup>..    </configSections>..    <userSettings>..        <Get_Cliboard_Address.My.MySettings>..            <setting name="GET_" 
serializeAs="String">..                <value>2021-09-11</value>..            </setting>..            <setting name="SET_" serializeAs="String">..                <value>1</value>..         
   </setting>..        </Get_Cliboard_Address.My.MySettings>..    </userSettings>..</configuration>

C:\Users\user\AppData\Local\Get_Cliboard_Address\NEW_COVID-19_Response_&_S_Url_oayvklpnunw4sgm2rurvkldiyxi41cfl\1.0.0.0\g5bnkh4f.newcfg
Process: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 939

Entropy (8bit): 4.941171678472515

Encrypted: false

SSDEEP: 24:cdqIK07E449IEK6E4Ev+XrU6N9avX6Zvpr:6rr7HKh7HqT6N9ayZd

MD5: 3732164050CA685EB9FD4A8FB5375474

SHA1: E3CEF8F7F86208FFEC490CCEF3B103D47234AD34

SHA-256: 4F22E67B19A79A96450A9A5095E266E6B4BED2A1182BEA65178719FF884BDE1A

SHA-512: 22A6847813C5988239383A4FE81F6B05153028B4087BB510E280E5E0EFDB64ABBA83EE47C086D41CE1C9436365BDCE4CBE792A7DA85487AC01C4289DB8702166

Malicious: false

Reputation: low

Preview:
x<?xml version="1.0" encoding="utf-8"?>..<configuration>..    <configSections>..        <sectionGroup name="userSettings" type="System.Configuration.UserSetting
sGroup, System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089" >..            <section name="Get_Cliboard_Address.My.MySettings" type="Syste
m.Configuration.ClientSettingsSection, System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089" allowExeDefinition="MachineToLocalUser" requir
ePermission="false" />..        </sectionGroup>..    </configSections>..    <userSettings>..        <Get_Cliboard_Address.My.MySettings>..            <setting name="GET_" 
serializeAs="String">..                <value>2021-09-11</value>..            </setting>..            <setting name="SET_" serializeAs="String">..                <value>1</value>..         
   </setting>..        </Get_Cliboard_Address.My.MySettings>..    </userSettings>..</configuration>

C:\Users\user\AppData\Local\Get_Cliboard_Address\NEW_COVID-19_Response_&_S_Url_oayvklpnunw4sgm2rurvkldiyxi41cfl\1.0.0.0\ldanjrhm.newcfg
Process: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 939

Entropy (8bit): 4.941171678472515
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Encrypted: false

SSDEEP: 24:cdqIK07E449IEK6E4Ev+XrU6N9avX6Zvpr:6rr7HKh7HqT6N9ayZd

MD5: 3732164050CA685EB9FD4A8FB5375474

SHA1: E3CEF8F7F86208FFEC490CCEF3B103D47234AD34

SHA-256: 4F22E67B19A79A96450A9A5095E266E6B4BED2A1182BEA65178719FF884BDE1A

SHA-512: 22A6847813C5988239383A4FE81F6B05153028B4087BB510E280E5E0EFDB64ABBA83EE47C086D41CE1C9436365BDCE4CBE792A7DA85487AC01C4289DB8702166

Malicious: false

Reputation: low

Preview:
x<?xml version="1.0" encoding="utf-8"?>..<configuration>..    <configSections>..        <sectionGroup name="userSettings" type="System.Configuration.UserSetting
sGroup, System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089" >..            <section name="Get_Cliboard_Address.My.MySettings" type="Syste
m.Configuration.ClientSettingsSection, System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089" allowExeDefinition="MachineToLocalUser" requir
ePermission="false" />..        </sectionGroup>..    </configSections>..    <userSettings>..        <Get_Cliboard_Address.My.MySettings>..            <setting name="GET_" 
serializeAs="String">..                <value>2021-09-11</value>..            </setting>..            <setting name="SET_" serializeAs="String">..                <value>1</value>..         
   </setting>..        </Get_Cliboard_Address.My.MySettings>..    </userSettings>..</configuration>

C:\Users\user\AppData\Local\Get_Cliboard_Address\NEW_COVID-19_Response_&_S_Url_oayvklpnunw4sgm2rurvkldiyxi41cfl\1.0.0.0\ldanjrhm.newcfg

C:\Users\user\AppData\Local\Get_Cliboard_Address\NEW_COVID-19_Response_&_S_Url_oayvklpnunw4sgm2rurvkldiyxi41cfl\1.0.0.0\user.config (copy)
Process: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 939

Entropy (8bit): 4.941171678472515

Encrypted: false

SSDEEP: 24:cdqIK07E449IEK6E4Ev+XrU6N9avX6Zvpr:6rr7HKh7HqT6N9ayZd

MD5: 3732164050CA685EB9FD4A8FB5375474

SHA1: E3CEF8F7F86208FFEC490CCEF3B103D47234AD34

SHA-256: 4F22E67B19A79A96450A9A5095E266E6B4BED2A1182BEA65178719FF884BDE1A

SHA-512: 22A6847813C5988239383A4FE81F6B05153028B4087BB510E280E5E0EFDB64ABBA83EE47C086D41CE1C9436365BDCE4CBE792A7DA85487AC01C4289DB8702166

Malicious: false

Reputation: low

Preview:
x<?xml version="1.0" encoding="utf-8"?>..<configuration>..    <configSections>..        <sectionGroup name="userSettings" type="System.Configuration.UserSetting
sGroup, System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089" >..            <section name="Get_Cliboard_Address.My.MySettings" type="Syste
m.Configuration.ClientSettingsSection, System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089" allowExeDefinition="MachineToLocalUser" requir
ePermission="false" />..        </sectionGroup>..    </configSections>..    <userSettings>..        <Get_Cliboard_Address.My.MySettings>..            <setting name="GET_" 
serializeAs="String">..                <value>2021-09-11</value>..            </setting>..            <setting name="SET_" serializeAs="String">..                <value>1</value>..         
   </setting>..        </Get_Cliboard_Address.My.MySettings>..    </userSettings>..</configuration>

C:\Users\user\AppData\Local\Get_Cliboard_Address\NEW_COVID-19_Response_&_S_Url_tatlunv3zyeed5hjoxnwtpxouqttf0vz\1.0.0.0\jd3pojeo.newcfg
Process: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 938

Entropy (8bit): 4.93731149859316

Encrypted: false

SSDEEP: 24:2dqIK07E449IEK6E4Ev+XrU6N9avX6Zvpr:crr7HKh7HqT6N9ayZd

MD5: C9B8B641854AA4350B67762FB49C37B7

SHA1: 580CE883ECFF4ECE9F1CF214E01651E71E412E5C

SHA-256: 8ACCDB0C85AEBF3B9A1791B7F0F3ECE502872749DB5348E9C4592CB381CFFEE8

SHA-512: 327A6767E12D500DF9241332D026EBD83720792B41ED20DBBBBBD0DFE44320E385CBE33035D64F8F2C367903CDEBC3D9368701F2236483B30E7F5EE55B2C1113

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<configuration>..    <configSections>..        <sectionGroup name="userSettings" type="System.Configuration.UserSettingsGroup, 
System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089" >..            <section name="Get_Cliboard_Address.My.MySettings" type="System
.Configuration.ClientSettingsSection, System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089" allowExeDefinition="MachineToLocalUser" require
Permission="false" />..        </sectionGroup>..    </configSections>..    <userSettings>..        <Get_Cliboard_Address.My.MySettings>..            <setting name="GET_" 
serializeAs="String">..                <value>2021-09-11</value>..            </setting>..            <setting name="SET_" serializeAs="String">..                <value>1</value>..          
  </setting>..        </Get_Cliboard_Address.My.MySettings>..    </userSettings>..</configuration>

C:\Users\user\AppData\Local\Get_Cliboard_Address\NEW_COVID-19_Response_&_S_Url_tatlunv3zyeed5hjoxnwtpxouqttf0vz\1.0.0.0\user.config (copy)
Process: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 938

Entropy (8bit): 4.93731149859316

Encrypted: false

SSDEEP: 24:2dqIK07E449IEK6E4Ev+XrU6N9avX6Zvpr:crr7HKh7HqT6N9ayZd

MD5: C9B8B641854AA4350B67762FB49C37B7
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SHA1: 580CE883ECFF4ECE9F1CF214E01651E71E412E5C

SHA-256: 8ACCDB0C85AEBF3B9A1791B7F0F3ECE502872749DB5348E9C4592CB381CFFEE8

SHA-512: 327A6767E12D500DF9241332D026EBD83720792B41ED20DBBBBBD0DFE44320E385CBE33035D64F8F2C367903CDEBC3D9368701F2236483B30E7F5EE55B2C1113

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<configuration>..    <configSections>..        <sectionGroup name="userSettings" type="System.Configuration.UserSettingsGroup, 
System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089" >..            <section name="Get_Cliboard_Address.My.MySettings" type="System
.Configuration.ClientSettingsSection, System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089" allowExeDefinition="MachineToLocalUser" require
Permission="false" />..        </sectionGroup>..    </configSections>..    <userSettings>..        <Get_Cliboard_Address.My.MySettings>..            <setting name="GET_" 
serializeAs="String">..                <value>2021-09-11</value>..            </setting>..            <setting name="SET_" serializeAs="String">..                <value>1</value>..          
  </setting>..        </Get_Cliboard_Address.My.MySettings>..    </userSettings>..</configuration>

C:\Users\user\AppData\Local\Get_Cliboard_Address\NEW_COVID-19_Response_&_S_Url_tatlunv3zyeed5hjoxnwtpxouqttf0vz\1.0.0.0\user.config (copy)

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe.log

Process: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1216

Entropy (8bit): 5.355304211458859

Encrypted: false

SSDEEP: 24:MLUE4K5E4Ks2E1qE4qXKDE4KhK3VZ9pKhPKIE4oKFKHKoZAE4Kzr7FE4x84j:MIHK5HKXE1qHiYHKhQnoPtHoxHhAHKzr

MD5: FED34146BF2F2FA59DCF8702FCC8232E

SHA1: B03BFEA175989D989850CF06FE5E7BBF56EAA00A

SHA-256: 123BE4E3590609A008E85501243AF5BC53FA0C26C82A92881B8879524F8C0D5C

SHA-512: 1CC89F2ED1DBD70628FA1DC41A32BA0BFA3E81EAE1A1CF3C5F6A48F2DA0BF1F21A5001B8A18B04043C5B8FE4FBE663068D86AA8C4BD8E17933F75687C3178F
F6

Malicious: true

Reputation: high, very likely benign file

Preview:
1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.
0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.
ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyT
oken=b77a5c561934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.C
onfiguration, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Configuration\
8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:
\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59c21

C:\Users\user\AppData\Local\Temp\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe

Process: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 550400

Entropy (8bit): 5.957862904488846

Encrypted: false

SSDEEP: 6144:sUrUPKFJLgG5LC+IxkROhWHHro3S4qix7B2MtxEC:RvLyaTHro7X2M/

MD5: F32AA361FFFE742283B359C7DDD89B12

SHA1: AC49B724960549F4C0AB55F4EB5C3BC47E1035D6

SHA-256: 2542DDFA02D8A9A56738E822DD5EE0DB7540229D18903DD29A46DB06D87413DC

SHA-512: 26E933B975DBF59A45F91877FEAEA96A1FE06F0E67BCBFB970CE7105ED207D5C5A1517E9E4B58BFF00E28CCB6262E84EFE58A4ED7C99358FC4A051A1C0B379
E1

Malicious: true

Antivirus: Antivirus: Virustotal, Detection: 24%, Browse

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L.....8a..............0..\...........z... ........@.. ..................................
..@.................................Lz..O.................................................................................... ............... ..H............text....Z... ...\.................. ..`.rsrc................^..............@..@.reloc........
.......d..............@..B.................z......H........n..........F....m...............................................0...........r...p.+..*..0...........r;..p.+..*..0..................+..*".(.....*^..}.....(.......(.....*....0........
.....+..*..0..+.........,..{.......+....,...{....o........(.....*..0............(......"...@"..@As....(.......(.......o...... .... ....s....(.......( ......(!......(".....rQ..p(#......($......(%.....r]..po&......('....*z..}......}.....(....
...(!....*.0.............((.....{.....o).....{....

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe

Process: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 550400

Entropy (8bit): 5.957862904488846

Encrypted: false

SSDEEP: 6144:sUrUPKFJLgG5LC+IxkROhWHHro3S4qix7B2MtxEC:RvLyaTHro7X2M/

MD5: F32AA361FFFE742283B359C7DDD89B12
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Static File Info

General
File type: PE32 executable (GUI) Intel 80386 Mono/.Net assemb

ly, for MS Windows

Entropy (8bit): 5.957862904488846

TrID: Win32 Executable (generic) Net Framework 
(10011505/4) 49.80%
Win32 Executable (generic) a (10002005/4) 
49.75%
Generic CIL Executable (.NET, Mono, etc.) 
(73296/58) 0.36%
Windows Screen Saver (13104/52) 0.07%
Generic Win/DOS Executable (2004/3) 0.01%

File name: NEW COVID-19 Response & Survivors {YOUTUBE 
INSTRUCTION}.exe

File size: 550400

MD5: f32aa361fffe742283b359c7ddd89b12

SHA1: ac49b724960549f4c0ab55f4eb5c3bc47e1035d6

SHA256: 2542ddfa02d8a9a56738e822dd5ee0db7540229d18903d
d29a46db06d87413dc

SHA512: 26e933b975dbf59a45f91877feaea96a1fe06f0e67bcbfb9
70ce7105ed207d5c5a1517e9e4b58bff00e28ccb6262e84
efe58a4ed7c99358fc4a051a1c0b379e1

SSDEEP: 6144:sUrUPKFJLgG5LC+IxkROhWHHro3S4qix7B2Mtx
EC:RvLyaTHro7X2M/

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......PE..L.....
8a..............0..\...........z... ........@.. ...................................
.@................................

File Icon

SHA1: AC49B724960549F4C0AB55F4EB5C3BC47E1035D6

SHA-256: 2542DDFA02D8A9A56738E822DD5EE0DB7540229D18903DD29A46DB06D87413DC

SHA-512: 26E933B975DBF59A45F91877FEAEA96A1FE06F0E67BCBFB970CE7105ED207D5C5A1517E9E4B58BFF00E28CCB6262E84EFE58A4ED7C99358FC4A051A1C0B379
E1

Malicious: true

Antivirus: Antivirus: Virustotal, Detection: 24%, Browse

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L.....8a..............0..\...........z... ........@.. ..................................
..@.................................Lz..O.................................................................................... ............... ..H............text....Z... ...\.................. ..`.rsrc................^..............@..@.reloc........
.......d..............@..B.................z......H........n..........F....m...............................................0...........r...p.+..*..0...........r;..p.+..*..0..................+..*".(.....*^..}.....(.......(.....*....0........
.....+..*..0..+.........,..{.......+....,...{....o........(.....*..0............(......"...@"..@As....(.......(.......o...... .... ....s....(.......( ......(!......(".....rQ..p(#......($......(%.....r]..po&......('....*z..}......}.....(....
...(!....*.0.............((.....{.....o).....{....

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\WindowsUpdater.lnk
Process: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Icon number=0, Archive, ctime=Thu Sep  9 05:30:15 2021, mtime=Thu Sep  9 
05:31:13 2021, atime=Thu Sep  9 05:30:18 2021, length=550400, window=hide

Category: dropped

Size (bytes): 1784

Entropy (8bit): 3.6780290205567545

Encrypted: false

SSDEEP: 24:8T9ML+nFUUBtX+bFBTAQATQiX+bFBThPBX+bFBTLONQYX+bFBTrmKY:8ZmmFUVFBsTsFBdPIFBfa0FBnfY

MD5: 4EE04CFF966A2CA9974D14E198A2F1AB

SHA1: D7AE61E1ED522E655553395C1AF3C5E284A5903F

SHA-256: 1C648EF3403064FA6246FE20D6B0F7ACCECE6948C1DA275D05E9C35501754F6B

SHA-512: E8DDAF6563E0B348640B28DD993AB267D4B128991DA749C111C7017F8934583A3A26B692B9545762B0E224772FB35EAE61C9D5E06A947CBF759167F7D545898D

Malicious: false

Preview:
L..................F.@.. ....5.&D.....&ID....1.(D....f...........................P.O. .:i.....+00.:...:..,.LB.)...A&...&......N....-...5.&D.....HJD.......2..f..)S.3 .NEWCOV~1.EXE.........)S.3)S.3....H
.........................N.E.W. .C.O.V.I.D.-.1.9. .R.e.s.p.o.n.s.e. .&. .S.u.r.v.i.v.o.r.s. .{.Y.O.U.T.U.B.E. .I.N.S.T.R.U.C.T.I.O.N.}...e.x.e.......................-...................._1......C:\Use
rs\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe..X.....\.....\.....\.....\.....\.....\.....\.D.e.s.k.t.o.p.\.N.E.W. .C.O.V.I.D.-.1.9. .R.e.s.p
.o.n.s.e. .&. .S.u.r.v.i.v.o.r.s. .{.Y.O.U.T.U.B.E. .I.N.S.T.R.U.C.T.I.O.N.}...e.x.e.R.C.:.\.U.s.e.r.s.\.h.a.r.d.z.\.D.e.s.k.t.o.p.\.N.E.W. .C.O.V.I.D.-.1.9. .R.e.s.p.o.n.s.e. .&. 
.S.u.r.v.i.v.o.r.s. .{.Y.O.U.T.U.B.E. .I.N.S.T.R.U.C.T.I.O.N.}...e.x.e.........%USERPROFILE%\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INSTRU
CTION}.exe....................................................................................
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Icon Hash: 00828e8e8686b000

No network behavior found

Code Manipulations

Statistics

Behavior

General
Entrypoint: 0x487a9e

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x6138C3A7 [Wed Sep  8 14:07:35 2021 UTC]

TLS Callbacks:

CLR (.Net) Version: v4.0.30319

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: f34d5f2d4577ed6d9ceec516c1f5a744

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x2000 0x85aa4 0x85c00 False 0.506591340537 data 5.96411298414 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rsrc 0x88000 0x5fc 0x600 False 0.432291666667 data 4.20430574648 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0x8a000 0xc 0x200 False 0.044921875 data 0.101910425663 IMAGE_SCN_CNT_INITIALIZED_D
ATA, 
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ

Network Behavior

Static PE Info

Entrypoint Preview

Data Directories

Sections

Resources

Imports

Version Infos
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Click to jump to process

System Behavior

File ActivitiesFile Activities

Start time: 23:30:19

Start date: 08/09/2021

Path: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE 
INSTRUCTION}.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.e
xe' 

Imagebase: 0x130000

File size: 550400 bytes

MD5 hash: F32AA361FFFE742283B359C7DDD89B12

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000000.00000002.227809380.0000000002812000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Clipboard_Hijacker_1, Description: Yara detected Clipboard Hijacker, 
Source: 00000000.00000002.227809380.0000000002812000.00000004.00000001.sdmp, 
Author: Joe Security

Reputation: low

Show Windows behavior

Start time: 23:30:27

Start date: 08/09/2021

Path: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE 
INSTRUCTION}.exe

Wow64 process (32bit): false

Commandline: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.ex
e

Imagebase: 0x290000

File size: 550400 bytes

MD5 hash: F32AA361FFFE742283B359C7DDD89B12

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Analysis Process: NEW COVID-19 Response & Survivors {YOUTUBEAnalysis Process: NEW COVID-19 Response & Survivors {YOUTUBE
INSTRUCTION}.exe PID: 908 Parent PID: 5252INSTRUCTION}.exe PID: 908 Parent PID: 5252

General

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: NEW COVID-19 Response & Survivors {YOUTUBEAnalysis Process: NEW COVID-19 Response & Survivors {YOUTUBE
INSTRUCTION}.exe PID: 1564 Parent PID: 908INSTRUCTION}.exe PID: 1564 Parent PID: 908

General
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 23:30:27

Start date: 08/09/2021

Path: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE 
INSTRUCTION}.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.ex
e

Imagebase: 0xbf0000

File size: 550400 bytes

MD5 hash: F32AA361FFFE742283B359C7DDD89B12

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_Clipboard_Hijacker_1, Description: Yara detected Clipboard Hijacker, 
Source: 00000006.00000002.474719464.0000000000402000.00000040.00000001.sdmp, 
Author: Joe Security

Reputation: low

Show Windows behavior

Show Windows behavior

Start time: 23:30:38

Start date: 08/09/2021

Path: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE 
INSTRUCTION}.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.e
xe' ..

Imagebase: 0xf30000

File size: 550400 bytes

MD5 hash: F32AA361FFFE742283B359C7DDD89B12

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000007.00000002.258073714.0000000003542000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Clipboard_Hijacker_1, Description: Yara detected Clipboard Hijacker, 
Source: 00000007.00000002.258073714.0000000003542000.00000004.00000001.sdmp, 
Author: Joe Security

Analysis Process: NEW COVID-19 Response & Survivors {YOUTUBEAnalysis Process: NEW COVID-19 Response & Survivors {YOUTUBE
INSTRUCTION}.exe PID: 3920 Parent PID: 908INSTRUCTION}.exe PID: 3920 Parent PID: 908

General

File CreatedFile Created

File DeletedFile Deleted

File MovedFile Moved

File WrittenFile Written

File ReadFile Read

Key Value CreatedKey Value Created

Analysis Process: NEW COVID-19 Response & Survivors {YOUTUBEAnalysis Process: NEW COVID-19 Response & Survivors {YOUTUBE
INSTRUCTION}.exe PID: 3340 Parent PID: 3388INSTRUCTION}.exe PID: 3340 Parent PID: 3388

General
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File ActivitiesFile Activities

Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Start time: 23:30:42

Start date: 08/09/2021

Path: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE 
INSTRUCTION}.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.ex
e

Imagebase: 0x590000

File size: 550400 bytes

MD5 hash: F32AA361FFFE742283B359C7DDD89B12

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_Clipboard_Hijacker_1, Description: Yara detected Clipboard Hijacker, 
Source: 00000008.00000002.474667341.0000000000402000.00000040.00000001.sdmp, 
Author: Joe Security

Reputation: low

Show Windows behavior

Start time: 23:30:46

Start date: 08/09/2021

Path: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE 
INSTRUCTION}.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.e
xe' ..

Imagebase: 0x1d0000

File size: 550400 bytes

MD5 hash: F32AA361FFFE742283B359C7DDD89B12

Has elevated privileges: true

Has administrator privileges: true

File CreatedFile Created

File ReadFile Read

Analysis Process: NEW COVID-19 Response & Survivors {YOUTUBEAnalysis Process: NEW COVID-19 Response & Survivors {YOUTUBE
INSTRUCTION}.exe PID: 1384 Parent PID: 3340INSTRUCTION}.exe PID: 1384 Parent PID: 3340

General

File CreatedFile Created

File DeletedFile Deleted

File MovedFile Moved

File WrittenFile Written

File ReadFile Read

Analysis Process: NEW COVID-19 Response & Survivors {YOUTUBEAnalysis Process: NEW COVID-19 Response & Survivors {YOUTUBE
INSTRUCTION}.exe PID: 3412 Parent PID: 3388INSTRUCTION}.exe PID: 3412 Parent PID: 3388

General
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File ActivitiesFile Activities

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
0000000C.00000002.276366057.00000000024F2000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Clipboard_Hijacker_1, Description: Yara detected Clipboard Hijacker, 
Source: 
0000000C.00000002.276366057.00000000024F2000.00000004.00000001.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

Start time: 23:30:50

Start date: 08/09/2021

Path: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE 
INSTRUCTION}.exe

Wow64 process (32bit): false

Commandline: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.ex
e

Imagebase: 0x250000

File size: 550400 bytes

MD5 hash: F32AA361FFFE742283B359C7DDD89B12

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File ActivitiesFile Activities

Start time: 23:30:50

Start date: 08/09/2021

Path: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE 
INSTRUCTION}.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.ex
e

Imagebase: 0x660000

File size: 550400 bytes

MD5 hash: F32AA361FFFE742283B359C7DDD89B12

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_Clipboard_Hijacker_1, Description: Yara detected Clipboard Hijacker, 
Source: 
0000000E.00000002.474728537.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

File CreatedFile Created

File ReadFile Read

Analysis Process: NEW COVID-19 Response & Survivors {YOUTUBEAnalysis Process: NEW COVID-19 Response & Survivors {YOUTUBE
INSTRUCTION}.exe PID: 3112 Parent PID: 3412INSTRUCTION}.exe PID: 3112 Parent PID: 3412

General

Analysis Process: NEW COVID-19 Response & Survivors {YOUTUBEAnalysis Process: NEW COVID-19 Response & Survivors {YOUTUBE
INSTRUCTION}.exe PID: 2212 Parent PID: 3412INSTRUCTION}.exe PID: 2212 Parent PID: 3412

General

File CreatedFile Created
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Start time: 23:30:55

Start date: 08/09/2021

Path: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\NEW 
COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\NEW 
COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe' 

Imagebase: 0x520000

File size: 550400 bytes

MD5 hash: F32AA361FFFE742283B359C7DDD89B12

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000010.00000002.298294789.0000000002872000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Clipboard_Hijacker_1, Description: Yara detected Clipboard Hijacker, 
Source: 00000010.00000002.298294789.0000000002872000.00000004.00000001.sdmp, 
Author: Joe Security

Antivirus matches: Detection: 24%, Virustotal, Browse

Reputation: low

Start time: 23:31:01

Start date: 08/09/2021

Path: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\NEW 
COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\NEW 
COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.exe

Imagebase: 0xaa0000

File size: 550400 bytes

MD5 hash: F32AA361FFFE742283B359C7DDD89B12

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_Clipboard_Hijacker_1, Description: Yara detected Clipboard Hijacker, 
Source: 00000019.00000002.474822513.0000000000402000.00000040.00000001.sdmp, 
Author: Joe Security

Reputation: low

File DeletedFile Deleted

File MovedFile Moved

File WrittenFile Written

File ReadFile Read

Analysis Process: NEW COVID-19 Response & Survivors {YOUTUBEAnalysis Process: NEW COVID-19 Response & Survivors {YOUTUBE
INSTRUCTION}.exe PID: 2100 Parent PID: 3388INSTRUCTION}.exe PID: 2100 Parent PID: 3388

General

Analysis Process: NEW COVID-19 Response & Survivors {YOUTUBEAnalysis Process: NEW COVID-19 Response & Survivors {YOUTUBE
INSTRUCTION}.exe PID: 6592 Parent PID: 2100INSTRUCTION}.exe PID: 6592 Parent PID: 2100

General
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Joe Sandbox Cloud Basic 33.0.0 White Diamond

Disassembly

Code Analysis

Copyright Joe Security LLC

Start time: 23:31:03

Start date: 08/09/2021

Path: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE 
INSTRUCTION}.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.e
xe' 

Imagebase: 0x630000

File size: 550400 bytes

MD5 hash: F32AA361FFFE742283B359C7DDD89B12

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
0000001A.00000002.321351544.0000000002A52000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Clipboard_Hijacker_1, Description: Yara detected Clipboard Hijacker, 
Source: 
0000001A.00000002.321351544.0000000002A52000.00000004.00000001.sdmp, Author: 
Joe Security

Reputation: low

Start time: 23:31:09

Start date: 08/09/2021

Path: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE 
INSTRUCTION}.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\Desktop\NEW COVID-19 Response & Survivors {YOUTUBE INSTRUCTION}.ex
e

Imagebase: 0x7a0000

File size: 550400 bytes

MD5 hash: F32AA361FFFE742283B359C7DDD89B12

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_Clipboard_Hijacker_1, Description: Yara detected Clipboard Hijacker, 
Source: 
0000001E.00000002.474773876.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: low

Analysis Process: NEW COVID-19 Response & Survivors {YOUTUBEAnalysis Process: NEW COVID-19 Response & Survivors {YOUTUBE
INSTRUCTION}.exe PID: 6652 Parent PID: 3388INSTRUCTION}.exe PID: 6652 Parent PID: 3388

General

Analysis Process: NEW COVID-19 Response & Survivors {YOUTUBEAnalysis Process: NEW COVID-19 Response & Survivors {YOUTUBE
INSTRUCTION}.exe PID: 6948 Parent PID: 6652INSTRUCTION}.exe PID: 6948 Parent PID: 6652

General
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