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Windows Analysis Report 0TOEtGJHNS

Overview

General Information

Sample OTOEtGJHNS (renamed
Name: file extension from none to
exe)

Analysis ID: 480340

MD5: 3639d17c494474..
SHAL: 0047a882cf542b9.
SHA256: 2ch7516c937ad8...
Infos: @ 3t &

Most interesting Screenshot:

Process Tree

= System is wl0x64

e (B OTOEtGJHNS.exe (PID: 6232 cmdline: 'C:\Users\user\Desktop\OTOEtGJHNS.exe' MD5: 3639D17C4944743AC5C70C4E1BD30178)
e [ signdrv.exe (PID: 6516 cmdline: C:\Windows\SysWOW64\KBDOGHAM\signdrv.exe MD5: 3639D17C4944743AC5C70C4E1BD30178)
o [ svchost.exe (PID: 2804 cmdline: c:\windows\system32\svchost.exe -k localsystemnetworkrestricted -p -s NgcSve MD5: 32569E403279B3FD2EDB7EBD036273FA)

Score:

Range:

Whitelisted:

Confidence:

Detection

F MALICIOUS 1

92

0-100
false

100%

Found malware configuration

Multi AV Scanner detection for subm...
Antivirus / Scanner detection for sub...
Yara detected Emotet

Machine Learning detection for samp...
Found evasive API chain (may stop...
C2 URLs / IPs found in malware con...
Hides that the sample has been dow...
Drops executables to the windows d...
Uses 32bit: PE files:

Queries the velumelinfermation
Deletesifiles inside the: Windows fold...

May/sleepi(evasive loops)ito hinder: ...

%)
«Q
=3
4
c
=
(1
7]
3

Classification

o [ svchost.exe (PID: 6544 cmdline: c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s NgcCtnrSve MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [B svchostexe (PID: 1020 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [B svchostexe (PID: 6948 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [B svchostexe (PID: 6964 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
o [E svchostexe (PID: 3228 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

= cleanup

Malware Configuration

Threatname: Emotet

"RSA Public Key":

"MHwwDQY IKoZIhvcNAQEBBQADawAwaA JhANQOCBKVhSXEW7Vc I9tot s jdBwuAc LxS | nQ0e@9fk8VA531ktph3TRr zAW63yt6j 1IKWnyxMrU31gFXypBoI41VNmk je4UPtIIS\nfkzjEIvG1v/ZNn1k0JOPFFTxbFFeUEs3AwIDAQAB",

"C2 list": [
"102.182.145.130:80",
"173.173.254.105:80",
"64.207.182.168:8080",
"51.89.199.141:8080",
"167.114.153.111:8080",
"173.63.222.65:80",
"218.147.193.146:80",
"59.125.219.109:443",
"172.104.97.173:8080",
"190.162.215.233:80",
"68.115.186.26:80",
"78.188.106.53:443",
"190.240.194.77:443",
"24.133.106.23:80",
"80.227.52.78:80",
"79.137.83.50:443",
"120.150.218.241:443",
"62.171.142.179:8080",
"194.4.58.192:7080",
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"134.209.144.106:443",
"24.230.141.169:80",
"194.190.67.75:80",
"172.91.208.86:80",
"201.241.127.190:80",
"185.94.252.104:443",
"104.131.11.1560:443",
"71.15.245.148:8080",
"176.111.60.55:8080",
"172.86.188.251:8080",
"194.187.133.160:443",
"113.61.66.94:80",
"91.211.88.52:7080",
"202.134.4.216:8080",
"154.91.33.137:443",
"74.40.205.197:443",
"87.106.139.101:8080",
"66.76.12.94:8080",
"139.59.60.244:8080",
"112.185.64.233:80",
"85.105.111.166:80",
"74.208.45.104:8080",
"94.230.70.6:80",
"49.3.224.99:8080",
"119.59.116.21:8080",
"182.208.30.18:443",
"184.180.181.202:80",
"47.36.140.164:80",
"186.70.56.94:443",
"187.161.206.24:80",
"102.182.93.220:80",
"201.171.244.130:80",
"190.12.119.180:443",
"89.121.205.18:80",
"110.145.77.103:80",
"172.105.13.66:443",
"108.46.29.236:80",
"49.50.209.131:80",
"75.143.247.51:80",
"137.59.187.107:8080",
"188.219.31.12:80",
"61.33.119.226:443",
"209.141.54.221:7080",
"95.213.236.64:8080",
"120.150.60.189:80",
"190.164.104.62:80",
"186.74.215.34:80",
"139.99.158.11:443",
"61.19.246.238:443",
"121.7.31.214:80",
"88.153.35.32:80",
"5.39.91.110:7080",
"123.142.37.166:80",
"50.245.107.73:443",
"95.9.5.93:80",
"37.139.21.175:8080",
"157.245.99.39:8080",
"217.123.207.149:80",
"72.186.136.247:443",
"115.94.207.99:443",
"202.141.243.254:443",
"78.24.219.147:8080",
"97.82.79.83:80",
"217.20.166.178:7080",
"203.153.216.189:7080",
"220.245.198.194:80",
"168.235.67.138:7080",
"110.142.236.207:80",
"162.241.140.129:8080",
"76.175.162.101:80",
"27.114.9.93:80",
"24.178.90.49:80",
"202.134.4.211:8080",
"123.176.25.234:80",
"61.76.222.210:80",
"109.116.245.80:80",
"139.162.60.124:8080",
"190.108.228.27:443",
"94.23.237.171:443",
"2.58.16.89:8080",
"37.179.204.33:80",
"96.245.227.43:80",
"216.139.123.119:80",
"89.216.122.92:80",
"37.187.72.193:8080",
"74.214.230.200:80",
"93.147.212.206:80",
"103.86.49.11:8080",
"174.106.122.139:80",
"138.68.87.218:443",
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"118.83.154.64:443",
"200.116.145.225:443",
"94.200.114.161:80",
"62.75.141.82:80",
"121.124.124.40:7080",
"176.113.52.6:443",
"24.137.76.62:80",
"41.185.28.84:8080",
"50.91.114.38:80",
"46.105.131.79:8080",
"109.74.5.95:8080",
"67.170.250.203:443"

Yara Overview

Memory Dumps

Source

00000000.00000002.667325990.0000000002B60000.00000
040.00000001.sdmp

00000000.00000002.667365539.0000000002BA4000.00000
004.00000001.sdmp

00000004.00000002.926653493.0000000000E30000.00000
040.00000001.sdmp

00000004.00000002.927258349.0000000002DD1000.00000
020.00000001.sdmp

00000000.00000002.667403377.0000000002F51000.00000
020.00000001.sdmp

Unpacked PEs

Source

4.2.signdrv.exe.e3052e.2.unpack
0.2.0TOEtGJHNBS.exe.2f50000.3.unpack
4.2.signdrv.exe.e3279e.1.raw.unpack
0.2.0TOEtGJHNS.exe.2b6279e.2.unpack

0.2.0TOEtGJHNBS.exe.2b6052e.1.unpack

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

g

Click to jump to signature section

AV Detection:

Rule

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

Description

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Click to see the 1 entries

Rule

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

Description

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Click to see the 5 entries

Strings

Strings

Found malware configuration

Multi AV Scanner detection for submitted file

Antivirus | Scanner detection for submitted sample
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Networking:

‘]

E-Banking Fraud:

=

Yara detected Emotet

Persistence and Installation Behavior:

‘]

Hooking and other Techniques for Hiding and Protection:

‘]

Malware Analysis System Evasion:

‘]

Stealing of Sensitive Information:

=

Yara detected Emotet

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution  Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Service Windows Windows  Masquerading Input System Time Remote Input Exfiltration Encrypted Eavesdrop on
Accounts  Execution [ Service Service capture [ Discovery Services Capture [{l] Over Other Channel Insecure
Network Network
Medium Communication
Default Native Boot or Process Virtualization/Sandbox LSASS Query Registry Remote Archive Exfiltration Non-Standard  Exploit SS7 to
Accounts APl Logon Injection [ Evasion Memory Desktop Collected  Over Port Redirect Phone
Initialization Protocol Data [} @ Bluetooth Calls/SMS
Scripts
Domain At (Linux) Logon Script Logon Process Injection Security Security Software SMB/Windows Data from Automated Application Exploit SS7 to
Accounts (Windows)  Script Account Discovery Admin Shares Network  Exfiltration Layer Track Device
(Windows) Manager Shared Protocol Location
Drive
Local At Logon Script Logon Hidden Files and NTDS Virtualization/Sandbox Distributed Input Scheduled Protocol SIM Card
Accounts (Windows)  (Mac) Script Directories Evasion Component  Capture Transfer Impersonation  Swap
(Mac) Object Model
Cloud Cron Network Network Obfuscated Filesor  LSA Process Discovery SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Logon Information Secrets Transfer Channels Device
Script Size Limits Communication
Replication  Launchd Rc.common Rc.common File Deletion Cached System Service VNC GUI Input  Exfiltration  Multiband Jamming or
Through Domain Discovery Capture Over C2 Communication Denial of
Removable Credentials Channel Service
Media
External Scheduled  Startup Startup Compile After DCSync Remote System Windows Web Exfiltration  Commonly Rogue Wi-Fi
Remote Task Items Iltems Delivery Discovery Remote Portal Over Used Port Access Points
Services Management Capture Alternative
Protocol
Drive-by Command  Scheduled Scheduled Indicator Removal Proc File and Directory Shared Credential Exfiltration Application Downgrade to
Compromise and Task/Job Task/Job  from Tools Filesystem Discovery Webroot API Over Layer Protocol Insecure
Scripting Hooking Symmetric Protocols
Interpreter Encrypted
Non-C2
Protocol
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Initial

Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Exploit PowerShell At (Linux) At (Linux)  Masquerading letc/passwd System Information Software Data Exfiltration Web Protocols Rogue Cellular
Public- and Discovery Deployment  Staged Over Base Station
Facing letc/shadow Tools Asymmetric
Application Encrypted
Non-C2
Protocol
Behavior Graph
Legend
I:l Process
Behavior Graph |:| Signature
ID: 480340 m .
Sample: OTOEtGJHNS % |:| Created File
Startdate:  09/09/2021 cLean . DNS/IP Info
Architecture:  WINDOWS " unknown |
Score: o ™1 |s Dropped

217.20.166.178 Jg

WNETUS
Ukraine &

Screenshots

Thumbnails

190.162.215.233 E
VTRBANDAANCHASACL
Chile =

92 other IPs or domains

Found evasive API chain
(may stop execution
after reading information
in the PEB, e.g. number
of processors)

- - - S

Is Windows Process

Number of created Files

Visual Basic

started started
[T
ERZIC

3

)

Delphi

i
i
=

Java

.Net C# or VB.NET
OTOEtGIHNS.exe

=
C, C++ or other language

ﬁdaml

(C] B: Is malicious
Internet
Drops executables to Hides that the samj
> o ple
et has been downloaded started
AR from the Internet (zone.identifier)

&

173.63.222.65, 80 4
UUNETUS
United States E5

173.173.254.105,80 g
TWC-11427-TEXASUS
United States E5

4 other domains

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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TR a

Recycle Bin  VAMYDFPU  SQf NB

al

QU uof

IPKC

LSBIHQFDVT

HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
OTOEtGJHN8.exe 86% Virustotal Browse
OTOEtGJHNB8.exe 54% Metadefender Browse
OTOEtGJHNS8.exe 88% ReversingLabs Win32.Trojan.Injuke
OTOEtGJHN8.exe 100% Avira TR/Crypt.Agent.hgrgz
OTOEtGJHNS.exe 100% Joe Sandbox ML

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download

0.2.0TOEtGJHNB8.exe.2b6052e.1.unpack 100% Avira HEUR/AGEN.1110377 Download File
0.2.0TOEtGJHNB8.exe.2f50000.3.unpack 100% Avira TR/Crypt.XPACK.Gen Download File
4.2.signdrv.exe.e3279e.1.unpack 100% Avira TR/Crypt.XPACK.Gen Download File
0.2.0TOEtGJHNB8.exe.400000.0.unpack 100% Avira HEUR/AGEN.1139844 Download File
0.2.0TOEtGJHNB8.exe.2b6279e.2.unpack 100% Avira TR/Crypt.XPACK.Gen Download File
0.0.0TOEtGJHNB8.exe.400000.0.unpack 100% Avira HEUR/AGEN.1139844 Download File
4.2.signdrv.exe.2dd0000.3.unpack 100% Avira TR/Crypt.XPACK.Gen Download File
4.2.signdrv.exe.e3052e.2.unpack 100% Avira HEUR/AGEN.1110377 Download File
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https://www.virustotal.com/gui/file/2cb7516c937ad8b9467ca417530651e34340d231c3696149c7d7b22e24ffaf9b/detection/f-2cb7516c937ad8b9467ca417530651e34340d231c3696149c7d7b22e24ffaf9b-1609035822
https://www.metadefender.com/#!/results/file/bzIwMTExNnUxb01jeUVZT1JjR2lra21IMHRz/regular/analysis

Source Detection

Domains

No Antivirus matches

URLs

Source

http://102.182.145.130/GW9pD1/
http://173.173.254.105/eRt0rf/h47E/PPGzddI6qtwJHCcrLv/G
hitp://173.63.222.65/9ZCmKiFO7uHPN84/3EvH6ueL/1JsHphUg/ximyNFOtH4Btuub/$
http://173.173.254.105/eRt0rf/h47E/PPGzddI6qgtwJHCcrLv/
http://173.173.254.105/eRt0rf/h47E/PPGzddI6qtwJHCcrLv/B
http://173.63.222.65/9ZCmKiFO7uHPNn84/3EvH6ueL/1JsHphUqg/xImyNFOtH4Btuub/
http://

51.89.199.141:8080/D9XLHb/NDTPEM8/MQcO7qSsE6DgkWR0P/5bBQ4sqVDIFS/KjX037ISEGPIO0OWQ

miO/%

http://173.173.254.105/eRt0rf/h47E/PPGzddI6qtwJHCcrLv/4

http:ficrl.ver)
http://173.63.222.65/9ZCmKiFO7uHPNn84/3EvH6ueL/1JsHphUqg/xImyNFOtH4Btuub/t
http:ihttps://www.tiktok.com/legal/report/feedback
http://173.173.254.105/eRt0rf/h47E/PPGzddI6qtwJHCcrLv/p

http:if

51.89.199.141:8080/D9XLHb/NDTPEM8/MQcO7qSsE6DgkWR0P/5bBQ4sqVDIFS/KjX037ISEGPIO0OWQ

miO/
hitp://

167.114.153.111:8080/Y8QcFXY9IMTwqEUtHZi/joOmOvIpkUvB8EQBbI/fLIWQI1S3rZ/hVNDUF/QmsdwG

h/1dNDF7
http://173.63.222.65/9ZCmKiFO7uHPNn84/3EvH6ueL/1JsHphUg/xImyNFOtH4Btuub/~
http://173.173.254.105/eRt0rf/h47E/PPGzddI6qtwJHCcrLv/J

Domains and IPs
Contacted Domains

No contacted domains info

URLs from Memory and Binaries

Contacted IPs

Copyright Joe Security LLC 2021

Scanner

Detection
0%
0%
0%
0%
0%
0%
0%

0%
0%
0%
0%
0%
0%

0%

0%
0%

Label

Scanner

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
URL Reputation
Avira URL Cloud
Avira URL Cloud

Avira URL Cloud

Avira URL Cloud
Avira URL Cloud

Link Download

Label Link
safe
safe
safe
safe
safe
safe

safe

safe
safe
safe
safe
safe

safe

safe

safe

safe

ASN Name



Domain ASN Name Malicious
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Domain ASN Name Malicious

General Information

Joe Sandbox Version: 33.0.0 White Diamond
Analysis ID: 480340
Start date: 09.09.2021
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Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time Type
09:55:03
09:55:05
09:55:50

09:54:08
CloudBasic
Oh 7m 42s
false

light

OTOEtGJHNS (renamed file extension from none to exe)

default.jbs

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

18

o o©o o o

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default
Timeout

MAL

mal92.troj.evad.winEXE@9/0@0/100

e Successful, ratio: 100%

e Successful, ratio: 34.2% (good quality ratio 34.1%)
e Quality average: 73.5%
e Quality standard deviation: 19.9%

e Successful, ratio: 81%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time
e Enable AMSI

Show All

API Interceptor
API Interceptor
API Interceptor

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL

194.4.58.192

102.182.93.220

95.9.5.93

Copyright Joe Security LLC 2021

Description

1x Sleep call for process: 0TOEtGJHNS8.exe modified

1x Sleep call for process: signdrv.exe modified

10x Sleep call for process: svchost.exe modified

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context
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https://view.joesandbox.com/analysis/343304/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343304/html/none?idtype=webid
https://view.joesandbox.com/analysis/343301/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343301/html/none?idtype=webid
https://view.joesandbox.com/analysis/293858/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293858/html/none?idtype=webid
https://view.joesandbox.com/analysis/276717/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/276717/html/none?idtype=webid
https://view.joesandbox.com/analysis/265676/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265676/html/none?idtype=webid
https://view.joesandbox.com/analysis/343304/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343304/html/none?idtype=webid
https://view.joesandbox.com/analysis/343301/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343301/html/none?idtype=webid
https://view.joesandbox.com/analysis/276717/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/276717/html/none?idtype=webid
https://view.joesandbox.com/analysis/343304/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343304/html/none?idtype=webid
https://view.joesandbox.com/analysis/343301/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343301/html/none?idtype=webid
https://view.joesandbox.com/analysis/293858/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293858/html/none?idtype=webid
https://view.joesandbox.com/analysis/276717/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/276717/html/none?idtype=webid
https://view.joesandbox.com/analysis/265676/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/265676/html/none?idtype=webid

Match
94.200.114.161

Domains

No context

ASN

Match
HOSTER-KZ

AfrihostZA

JA3 Fingerprints

No context

Dropped Files

No context

Copyright Joe Security LLC 2021

SHA 256
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
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Detection

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious

malicious

malicious
malicious
malicious

malicious

malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious

malicious

Link

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse

Browse

Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Context

e 94.200.11
4.161/

Context

e 194.458.192
e 194.458.192
e 185.100.65.29
e 185.100.65.29
e 185.100.65.29
e 185.100.65.29
e 185.100.65.29
e 185.100.65.29

e 185.113.13
4.179

e 185.100.65.29
e 194.458.192
e 185.100.65.29
e 185.100.65.29
e 185.100.65.29
e 185.100.65.29
e 185.100.65.29

e 185.113.13
4.179

e 185.100.65.29
e 194.458.192

e 185.116.19
4.200

e 169.85.189.226
e 169.209.50.42
e 169.212.193.44

e 102.182.12
0.199

e 169.82.184.30
e 169.217.110.44
e 169.43.0.8

e 156.155.12
0.122

e 169.185.9.1
e 169.174.32.208

e 169.202.15
2.130

e 169.108.199.40
e 169.18.199.19
e 169.1.24.244

e 169.108.199.16

e 169.213.20
0.228

e 169.87.203.46
e 169.221.72.136
e 169.30.45.120
e 169.82.147.97
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https://view.joesandbox.com/analysis/210729/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/210729/html/none?idtype=webid
https://view.joesandbox.com/analysis/343304/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343304/html/none?idtype=webid
https://view.joesandbox.com/analysis/343301/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/343301/html/none?idtype=webid
https://view.joesandbox.com/analysis/336895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/336895/html/none?idtype=webid
https://view.joesandbox.com/analysis/326151/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/326151/html/none?idtype=webid
https://view.joesandbox.com/analysis/326150/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/326150/html/none?idtype=webid
https://view.joesandbox.com/analysis/322363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/322363/html/none?idtype=webid
https://view.joesandbox.com/analysis/322229/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/322229/html/none?idtype=webid
https://view.joesandbox.com/analysis/322219/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/322219/html/none?idtype=webid
https://view.joesandbox.com/analysis/310740/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310740/html/none?idtype=webid
https://view.joesandbox.com/analysis/306900/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306900/html/none?idtype=webid
https://view.joesandbox.com/analysis/293858/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293858/html/none?idtype=webid
https://view.joesandbox.com/analysis/292289/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292289/html/none?idtype=webid
https://view.joesandbox.com/analysis/292260/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292260/html/none?idtype=webid
https://view.joesandbox.com/analysis/292228/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292228/html/none?idtype=webid
https://view.joesandbox.com/analysis/285346/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/285346/html/none?idtype=webid
https://view.joesandbox.com/analysis/283155/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/283155/html/none?idtype=webid
https://view.joesandbox.com/analysis/282290/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/282290/html/none?idtype=webid
https://view.joesandbox.com/analysis/279616/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/279616/html/none?idtype=webid
https://view.joesandbox.com/analysis/276717/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/276717/html/none?idtype=webid
https://view.joesandbox.com/analysis/273285/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/273285/html/none?idtype=webid
https://view.joesandbox.com/analysis/376939/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376939/html/none?idtype=webid
https://view.joesandbox.com/analysis/376936/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376936/html/none?idtype=webid
https://view.joesandbox.com/analysis/376934/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376934/html/none?idtype=webid
https://view.joesandbox.com/analysis/376931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376931/html/none?idtype=webid
https://view.joesandbox.com/analysis/376867/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376867/html/none?idtype=webid
https://view.joesandbox.com/analysis/376665/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376665/html/none?idtype=webid
https://view.joesandbox.com/analysis/376642/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376642/html/none?idtype=webid
https://view.joesandbox.com/analysis/376636/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376636/html/none?idtype=webid
https://view.joesandbox.com/analysis/376626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376626/html/none?idtype=webid
https://view.joesandbox.com/analysis/376369/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376369/html/none?idtype=webid
https://view.joesandbox.com/analysis/376323/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376323/html/none?idtype=webid
https://view.joesandbox.com/analysis/376186/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376186/html/none?idtype=webid
https://view.joesandbox.com/analysis/376171/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376171/html/none?idtype=webid
https://view.joesandbox.com/analysis/375919/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375919/html/none?idtype=webid
https://view.joesandbox.com/analysis/375570/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375570/html/none?idtype=webid
https://view.joesandbox.com/analysis/375559/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375559/html/none?idtype=webid
https://view.joesandbox.com/analysis/375419/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375419/html/none?idtype=webid
https://view.joesandbox.com/analysis/375382/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375382/html/none?idtype=webid
https://view.joesandbox.com/analysis/375377/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375377/html/none?idtype=webid
https://view.joesandbox.com/analysis/375309/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375309/html/none?idtype=webid

Created / dropped Files

No created / dropped files found

Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows
Entropy (8bit): 6.4617069558872
TriD: e Win32 Executable (generic) a (10002005/4)
99.96%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%
File name: OTOEtGJHNS8.exe
File size: 364544
MD5: 3639d17c4944743ac5c70c4el1bd30178
SHA1: 0047a882cf542b94754496c8ch985ab64561f72c
SHA256: 2ch7516¢937ad8b9467ca417530651e34340d231¢c36961
49c7d7b22e24ffaf9b
SHA512: efbc3c75d893baa3e5fc5329ef7bc3163e686850f9196e2
ba758b486h18743fd2487476976d6c55b826da2ab1a017
ae854af0c53d4b95865a5221a387ba%ad11
SSDEEP: 6144:5uBkiwzntFj30BOLPJQOZGhcvSSj2x+TGLNS3Et

U7L:5HbFTOAQIlacvSS6oqgLFtsL

File Content Preview:

is program cannot be run in DOS mode....$.
..CeeeiCun]ecCin]ecicincunCuiculic.L | ...c . e ..c..Rich.c.

......... PE.L.Z. i
File Icon
Icon Hash: 00828e8e8686b000
Static PE Info
General
Entrypoint: 0x40a274
Entrypoint Section: text
Digitally signed: false
Imagebase: 0x400000
Subsystem: windows gui
Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE,
LINE_NUMS_STRIPPED
DLL Characteristics:
Time Stamp: 0x5F9CO077A [Fri Oct 30 12:30:50 2020 UTC]

TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:

Subsystem Version Major:

o » o » O »

Subsystem Version Minor:

Import Hash: c9f7e018b269f1b5fe81cf757d6f8e93

Entrypoint Preview

Rich Headers

Data Directories
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Sections

Name  Virtual Address Virtual Size Raw Size
text 0x1000 Oxad5f 0xb000
.rdata 0xc000 0x10e 0x1000
.data 0xd000 0x810a60 0x1000
.idata 0x81e000 0x1168 0x2000
.rsrc 0x820000 0x41d76 0x42000
.reloc 0x862000 0x6f5e 0x7000
Resources

Imports

Possible Origin

Language of compilation system

English

Network Behavior

Network Port Distribution

TCP Packets

UDP Packets

Code Manipulations

Statistics

Behavior

)

i)

Click to jump to process

System Behavior

Copyright Joe Security LLC 2021

Xored PE

False

False

unknown

False

False

False

ZLIB Complexity
0.327281605114

0.00927734375

unknown

0.19482421875

0.752877900095

0.135777064732

File Type

data

data

unknown

data

data

data

Country where language is spoken

United States

Entropy
5.39094221826

0.0298850891201

unknown

2.91471949984

7.04184498603

1.65586384416

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D

ATA,

IMAGE_SCN_MEM_DISCARDABL
E, IMAGE_SCN_MEM_READ

Map
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Analysis Process: 0TOEtGJHNS.exe PID: 6232 Parent PID: 5772

General
Start time: 09:55:03
Start date: 09/09/2021
Path: C:\Users\user\Desktop\OTOEtGJHN8.exe
Wow64 process (32bit): true
Commandline: ‘C:\Users\user\Desktop\OTOEtGJHNS.exe'
Imagebase: 0x400000
File size: 364544 bytes
MDS5 hash: 3639D17C4944743AC5C70C4E1BD30178
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000000.00000002.667325990.0000000002B60000.00000040.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000000.00000002.667365539.0000000002BA4000.00000004.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000000.00000002.667403377.0000000002F51000.00000020.00000001.sdmp, Author:
Joe Security
Reputation: low
File Activities Show Windows behavior
File Deleted
Analysis Process: svchost.exe PID: 2804 Parent PID: 568
General
Start time: 09:55:03
Start date: 09/09/2021
Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false
Commandline: c:\windows\system32\svchost.exe -k localsystemnetworkrestricted -p -s NgcSvc
Imagebase: 0x7ff6eb840000
File size: 51288 bytes
MD5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
Analysis Process: signdrv.exe PID: 6516 Parent PID: 6232
General
Start time: 09:55:04
Start date: 09/09/2021
Path: C:\Windows\SysWOW64\KBDOGHAM\signdrv.exe
Wow64 process (32bit): true
Commandline: C:\Windows\SysWOW64\KBDOGHAM\signdrv.exe
Imagebase: 0x400000
File size: 364544 bytes
MDS5 hash: 3639D17C4944743AC5C70C4E1BD30178
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000004.00000002.926653493.0000000000E30000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000004.00000002.927258349.0000000002DD1000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000004.00000002.927204458.0000000002D94000.00000004.00000001.sdmp, Author:

Joe Security
Reputation: low
File Activities Show Windows behavior
File Created
Analysis Process: svchost.exe PID: 6544 Parent PID: 568
General
Start time: 09:55:04
Start date: 09/09/2021
Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s NgcCtnrSvc
0x7ff6eb840000

51288 bytes

32569E403279B3FD2EDB7EBD036273FA

true

false

C, C++ or other language

Reputation: high
Registry Activities Show Windows behavior
Analysis Process: svchost.exe PID: 1020 Parent PID: 568

General

Start time: 09:55:12

Start date: 09/09/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff6eb840000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: svchost.exe PID: 6948 Parent PID: 568

General

Start time: 09:55:30

Start date: 09/09/2021

Copyright Joe Security LLC 2021
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Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff6eb840000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: svchost.exe PID: 6964 Parent PID: 568

General

Start time: 09:55:40

Start date: 09/09/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff6eb840000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: svchost.exe PID: 3228 Parent PID: 568

General

Start time: 09:55:48

Start date: 09/09/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

Disassembly

Code Analysis

Copyright Joe Security LLC
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false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff6eb840000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Show Windows behavior

Joe Sandbox Cloud Basic 33.0.0 White Diamond
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