
ID: 481919
Sample Name: 8U5snojV8p
Cookbook: default.jbs
Time: 08:25:37
Date: 13/09/2021
Version: 33.0.0 White Diamond
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Windows Analysis Report 8U5snojV8p

Overview

General Information

Sample 
Name:

8U5snojV8p (renamed file 
extension from none to 
exe)

Analysis ID: 481919

MD5: 0df4aaffd21acf21…

SHA1: 6915e92d42c558…

SHA256: 3147bee916b63c…

Tags: exe

Infos:

Most interesting Screenshot:

Detection

EmotetEmotet

Score: 96

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for subAntivirus / Scanner detection for sub……

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected Emotet

Yara detected EmotetYara detected Emotet

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domainAntivirus detection for URL or domain

Changes security center settings (no

Changes security center settings (no

Changes security center settings (no

Changes security center settings (no

Changes security center settings (no

Changes security center settings (no

Changes security center settings (noChanges security center settings (no……

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dowHides that the sample has been dow……

Drops executables to the windows d

Drops executables to the windows d

Drops executables to the windows d

Drops executables to the windows d

Drops executables to the windows d

Drops executables to the windows d

Drops executables to the windows dDrops executables to the windows d……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Deletes files inside the Windows fold

Deletes files inside the Windows fold

Deletes files inside the Windows fold

Deletes files inside the Windows fold

Deletes files inside the Windows fold

Deletes files inside the Windows fold

Deletes files inside the Windows foldDeletes files inside the Windows fold……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/FireChecks if Antivirus/Antispyware/Fire……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Tries to connect to HTTP servers, b

Tries to connect to HTTP servers, b

Tries to connect to HTTP servers, b

Tries to connect to HTTP servers, b

Tries to connect to HTTP servers, b

Tries to connect to HTTP servers, b

Tries to connect to HTTP servers, bTries to connect to HTTP servers, b……

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direc

Creates files inside the system direcCreates files inside the system direc……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a w

Contains functionality to check if a wContains functionality to check if a w……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often foCreates a DirectInput object (often fo……

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often use

AV process strings found (often useAV process strings found (often use……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resourcesPE file contains strange resources

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLsTries to load missing DLLs

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user ageUses a known web browser user age……

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows direct

Drops PE files to the windows directDrops PE files to the windows direct……

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on nonDetected TCP or UDP traffic on non……

Connects to several IPs in different 

Connects to several IPs in different 

Connects to several IPs in different 

Connects to several IPs in different 

Connects to several IPs in different 

Connects to several IPs in different 

Connects to several IPs in different Connects to several IPs in different ……

Contains functionality to retrieve info

Contains functionality to retrieve info

Contains functionality to retrieve info

Contains functionality to retrieve info

Contains functionality to retrieve info

Contains functionality to retrieve info

Contains functionality to retrieve infoContains functionality to retrieve info……

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valuMonitors certain registry keys / valu……

Queries disk information (often used

Queries disk information (often used

Queries disk information (often used

Queries disk information (often used

Queries disk information (often used

Queries disk information (often used

Queries disk information (often usedQueries disk information (often used……

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced CryptogUses Microsoft's Enhanced Cryptog……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

8U5snojV8p.exe (PID: 6372 cmdline: 'C:\Users\user\Desktop\8U5snojV8p.exe'  MD5: 0DF4AAFFD21ACF21FF44429CA485FAB8)

Windows.System.Profile.RetailInfo.exe (PID: 4864 cmdline: C:\Windows\SysWOW64\dbgeng\Windows.System.Profile.RetailInfo.exe MD5: 

0DF4AAFFD21ACF21FF44429CA485FAB8)
svchost.exe (PID: 6592 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p -s BITS MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 6780 cmdline: C:\Windows\System32\svchost.exe -k LocalSystemNetworkRestricted -p -s NcbService MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 6860 cmdline: c:\windows\system32\svchost.exe -k localservice -p -s CDPSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 6956 cmdline: c:\windows\system32\svchost.exe -k networkservice -p -s DoSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 7028 cmdline: C:\Windows\System32\svchost.exe -k NetworkService -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

SgrmBroker.exe (PID: 7076 cmdline: C:\Windows\system32\SgrmBroker.exe MD5: D3170A3F3A9626597EEE1888686E3EA6)

svchost.exe (PID: 5368 cmdline: c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsvc MD5: 32569E403279B3FD2EDB7EBD036273FA)

MpCmdRun.exe (PID: 1256 cmdline: 'C:\Program Files\Windows Defender\mpcmdrun.exe' -wdenable MD5: A267555174BFA53844371226F482B86B)

conhost.exe (PID: 2076 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

svchost.exe (PID: 844 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 6740 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 6448 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

cleanup

Process Tree

Malware Configuration

Threatname: Emotet
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{

  "RSA Public Key": 

"MHwwDQYJKoZIhvcNAQEBBQADawAwaAJhANQOcBKvh5xEW7VcJ9totsjdBwuAclxS\nQ0e09fk8V053lktpW3TRrzAW63yt6j1KWnyxMrU3igFXypBoI4lVNmkje4UPtIIS\nfkzjEIvG1v/ZNn1k0J0PfFTxbFFeUEs3AwIDAQAB",

  "C2 list": [

    "94.49.254.194:80",

    "212.51.142.238:8080",

    "91.231.166.124:8080",

    "162.241.92.219:8080",

    "79.98.24.39:8080",

    "109.117.53.230:443",

    "121.124.124.40:7080",

    "101.187.97.173:80",

    "168.235.67.138:7080",

    "104.131.44.150:8080",

    "5.39.91.110:7080",

    "139.59.60.244:8080",

    "81.2.235.111:8080",

    "116.203.32.252:8080",

    "61.19.246.238:443",

    "176.111.60.55:8080",

    "190.55.181.54:443",

    "108.48.41.69:80",

    "203.153.216.189:7080",

    "103.86.49.11:8080",

    "104.236.246.93:8080",

    "75.139.38.211:80",

    "169.239.182.217:8080",

    "62.75.141.82:80",

    "93.156.165.186:80",

    "73.11.153.178:8080",

    "157.245.99.39:8080",

    "41.60.200.34:80",

    "50.116.86.205:8080",

    "31.31.77.83:443",

    "209.182.216.177:443",

    "62.138.26.28:8080",

    "95.213.236.64:8080",

    "95.179.229.244:8080",

    "209.141.54.221:8080",

    "91.211.88.52:7080",

    "37.187.72.193:8080",

    "137.59.187.107:8080",

    "139.130.242.43:80",

    "46.105.131.87:80",

    "87.106.139.101:8080",

    "200.55.243.138:8080",

    "5.196.74.210:8080",

    "79.7.158.208:80",

    "185.94.252.104:443",

    "104.131.11.150:443",

    "37.139.21.175:8080",

    "190.108.228.62:443",

    "24.1.189.87:8080",

    "91.205.215.66:443",

    "186.208.123.210:443",

    "108.26.231.214:80",

    "201.173.217.124:443",

    "110.145.77.103:80",

    "190.160.53.126:80",

    "162.154.38.103:80",

    "78.24.219.147:8080",

    "210.165.156.91:80",

    "109.74.5.95:8080",

    "95.9.185.228:443",

    "93.51.50.171:8080",

    "200.41.121.90:80",

    "46.105.131.79:8080",

    "124.45.106.173:443",

    "74.208.45.104:8080",

    "153.126.210.205:7080",

    "87.106.136.232:8080"

  ]

}

Source Rule Description Author Strings

00000000.00000002.296805928.0000000000C21000.00000
020.00000001.sdmp

JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

00000000.00000002.296561787.0000000000670000.00000
040.00000001.sdmp

JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

Yara Overview

Memory Dumps
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Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Antivirus / Scanner detection for submitted sample

Antivirus detection for URL or domain

Networking:

C2 URLs / IPs found in malware configuration

E-Banking Fraud:

Yara detected Emotet

Persistence and Installation Behavior:

Drops executables to the windows directory (C:\Windows) and starts them

Hooking and other Techniques for Hiding and Protection:

Hides that the sample has been downloaded from the Internet (zone.identifier)

Lowering of HIPS / PFW / Operating System Security Settings:

Changes security center settings (notifications, updates, antivirus, firewall)

0000000A.00000002.511924593.0000000000781000.00000
020.00000001.sdmp

JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

0000000A.00000002.511863811.0000000000770000.00000
040.00000001.sdmp

JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

Source Rule Description Author Strings

Source Rule Description Author Strings

0.2.8U5snojV8p.exe.67053f.1.unpack JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

0.2.8U5snojV8p.exe.67053f.1.raw.unpack JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

10.2.Windows.System.Profile.RetailInfo.exe.77053f.1.unpack JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

10.2.Windows.System.Profile.RetailInfo.exe.77053f.
1.raw.unpack

JoeSecurity_Emotet Yara detected 
Emotet

Joe Security

Unpacked PEs
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Stealing of Sensitive Information:

Yara detected Emotet

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command and
Control

Valid
Accounts

Windows
Management
Instrumentation 1

DLL Side-
Loading 1

Process
Injection 2

Masquerading 1 2 Input
Capture 2 1

Query Registry 1 Remote
Services

Input
Capture 2 1

Exfiltration Over Other
Network Medium

Encrypted
Channel

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

DLL Side-
Loading 1

Disable or Modify
Tools 1

LSASS
Memory

Security Software
Discovery 3 1

Remote
Desktop
Protocol

Archive
Collected
Data 1

Exfiltration Over
Bluetooth

Non-Standard
Port 1

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon
Script
(Windows)

Virtualization/Sandbox
Evasion 2

Security
Account
Manager

Virtualization/Sandbox
Evasion 2

SMB/Windows
Admin Shares

Data from
Network
Shared Drive

Automated Exfiltration Non-Application
Layer Protocol

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon
Script
(Mac)

Process Injection 2 NTDS Process Discovery 3 Distributed
Component
Object Model

Input Capture Scheduled Transfer Application Layer
Protocol

Cloud
Accounts

Cron Network
Logon Script

Network
Logon
Script

Deobfuscate/Decode
Files or Information 1

LSA Secrets Application Window
Discovery 1

SSH Keylogging Data Transfer Size
Limits

Fallback
Channels

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Hidden Files and
Directories 1

Cached
Domain
Credentials

Remote System
Discovery 1

VNC GUI Input
Capture

Exfiltration Over C2
Channel

Multiband
Communication

External
Remote
Services

Scheduled Task Startup
Items

Startup
Items

Obfuscated Files or
Information 2

DCSync File and Directory
Discovery 2

Windows
Remote
Management

Web Portal
Capture

Exfiltration Over
Alternative Protocol

Commonly Used
Port

Drive-by
Compromise

Command and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Software Packing 1 Proc
Filesystem

System Information
Discovery 2 4

Shared
Webroot

Credential
API Hooking

Exfiltration Over
Symmetric Encrypted
Non-C2 Protocol

Application Layer
Protocol

Exploit
Public-
Facing
Application

PowerShell At (Linux) At (Linux) DLL Side-Loading 1 /etc/passwd
and
/etc/shadow

System Network
Connections
Discovery

Software
Deployment
Tools

Data Staged Exfiltration Over
Asymmetric Encrypted
Non-C2 Protocol

Web Protocols

Supply
Chain
Compromise

AppleScript At
(Windows)

At
(Windows)

File Deletion 1 Network
Sniffing

Process Discovery Taint Shared
Content

Local Data
Staging

Exfiltration Over
Unencrypted/Obfuscated
Non-C2 Protocol

File Transfer
Protocols

Behavior Graph
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Behavior Graph
ID: 481919

Sample: 8U5snojV8p

Startdate: 13/09/2021

Architecture: WINDOWS

Score: 96

169.239.182.217

xneeloZA

South Africa

124.45.106.173

XEPHIONNTT-MECorporationJP

Japan

60 other IPs or domains

Found malware configuration Antivirus detection
for URL or domain

Antivirus / Scanner
detection for submitted

sample
3 other signatures

8U5snojV8p.exe

2

        started       

svchost.exe

        started       

svchost.exe

9 1

        started       

8 other processes

Drops executables to
the windows directory

(C:\Windows) and
starts them

Hides that the sample
has been downloaded

from the Internet (zone.identifier)

Windows.System.Profile.RetailInfo.exe

12

        started       

Changes security center
settings (notifications,

updates, antivirus,
firewall)

MpCmdRun.exe

1

        started       

127.0.0.1

unknown

unknown

192.168.2.1

unknown

unknown

162.241.92.219, 49794, 8080

UNIFIEDLAYER-AS-1US

United States

94.49.254.194, 80

SAUDINETSTC-ASSA

Saudi Arabia

3 other IPs or domains

conhost.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

8U5snojV8p.exe 63% Metadefender Browse

8U5snojV8p.exe 78% ReversingLabs Win32.Trojan.Emotet

8U5snojV8p.exe 100% Avira HEUR/AGEN.1136733

No Antivirus matches

Source Detection Scanner Label Link Download

0.2.8U5snojV8p.exe.67053f.1.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

10.2.Windows.System.Profile.RetailInfo.exe.77053f.1.unpack 100% Avira TR/Crypt.XPACK.Gen Download File

0.0.8U5snojV8p.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen2 Download File

0.2.8U5snojV8p.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen2 Download File

10.2.Windows.System.Profile.RetailInfo.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen2 Download File

10.0.Windows.System.Profile.RetailInfo.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen2 Download File

No Antivirus matches

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains
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https://www.metadefender.com/#!/results/file/bzIxMDkxMVlHVFo1ZlNiVjhFazI5VHAtYzA/regular/analysis


Source Detection Scanner Label Link

schemas.m 0% URL Reputation safe

162.241.92.219:8080/YfyuG6sm3RqTIqU9gu/RiTaftnIbMGtd/UGb4JhQL57NsD/ 0% Avira URL Cloud safe

79.98.24.39:8080/nqlXn6guO3P/JonayaNzsDdZJrNKjQ/x 0% Avira URL Cloud safe

162.241.92.219:8080/YfyuG6sm3RqTIqU9gu/RiTaftnIbMGtd/UGb4JhQL57NsD/J=c 0% Avira URL Cloud safe

79.98.24.39/nqlXn6guO3P/JonayaNzsDdZJrNKjQ/ 0% Avira URL Cloud safe

91.231.166.124:8080/pvpiKpofI5CEEveCsq/H 0% Avira URL Cloud safe

94.49.254.194/vHzRXBVyW/b13Sx2TCD/ 0% Avira URL Cloud safe

91.231.166.124:8080/pvpiKpofI5CEEveCsq/ 0% Avira URL Cloud safe

94.49.254.194/vHzRXBVyW/b13Sx2TCD/n 0% Avira URL Cloud safe

91.231.166.124:8080/pvpiKpofI5CEEveCsq/G 0% Avira URL Cloud safe

https://activity.windows.comds 0% Avira URL Cloud safe

91.231.166.124/pvpiKpofI5CEEveCsq/ 0% Avira URL Cloud safe

94.49.254.194/vHzRXBVyW/bm 0% Avira URL Cloud safe

79.98.24.39:8080/nqlXn6guO3P/JonayaNzsDdZJrNKjQ/E 0% Avira URL Cloud safe

schemas.xmlsoap. 0% Avira URL Cloud safe

94.49.254.194d 0% Avira URL Cloud safe

79.98.24.39:8080/nqlXn6guO3P/JonayaNzsDdZJrNKjQ/0 0% Avira URL Cloud safe

79.98.24.39:8080/nqlXn6guO3P/JonayaNzsDdZJrNKjQ/ 0% Avira URL Cloud safe

crl.ver) 0% Avira URL Cloud safe

79.98.24.39:8080/nqlXn6guO3P/JonayaNzsDdZJrNKjQ/04u%04u%04u%03u 0% Avira URL Cloud safe

94.49.254.194 0% Avira URL Cloud safe

https://%s.xboxlive.com 0% URL Reputation safe

212.51.142.238:8080/8eo0xZCOyvK/VXdfxUvyon7i/R 100% Avira URL Cloud malware

79.98.24.39:8080/nqlXn6guO3P/JonayaNzsDdZJrNKjQ/# 0% Avira URL Cloud safe

https://dynamic.t 0% URL Reputation safe

212.51.142.238:8080/8eo0xZCOyvK/VXdfxUvyon7i/ 100% Avira URL Cloud malware

212.51.142.238:8080/8eo0xZCOyvK/VXdfxUvyon7i/0 100% Avira URL Cloud malware

162.241.92.219:080/nqlXn6guO3P/JonayaNzsDdZJrNKjQ/ 0% Avira URL Cloud safe

https://%s.dnet.xboxlive.com 0% URL Reputation safe

No contacted domains info

Name Malicious Antivirus Detection Reputation

162.241.92.219:8080/YfyuG6sm3RqTIqU9gu/RiTaftnIbMGtd/UGb4JhQL57NsD/ true Avira URL Cloud: safe unknown

IP Domain Country Flag ASN ASN Name Malicious

41.60.200.34 unknown Mauritius 30844 LIQUID-ASGB true

79.7.158.208 unknown Italy 3269 ASN-IBSNAZIT true

162.154.38.103 unknown United States 10796 TWC-10796-MIDWESTUS true

201.173.217.124 unknown Mexico 11888 TelevisionInternacionalSAde
CVMX

true

91.205.215.66 unknown Netherlands 61349 MAXITELNL true

109.117.53.230 unknown Italy 30722 VODAFONE-IT-ASNIT true

121.124.124.40 unknown Korea Republic of 9318 SKB-
ASSKBroadbandCoLtdKR

true

139.59.60.244 unknown Singapore 14061 DIGITALOCEAN-ASNUS true

169.239.182.217 unknown South Africa 37153 xneeloZA true

URLs

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public
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61.19.246.238 unknown Thailand 9335 CAT-CLOUD-
APCATTelecomPublicComp
anyLimitedTH

true

190.108.228.62 unknown Argentina 27751 NeunetSAAR true

104.131.11.150 unknown United States 14061 DIGITALOCEAN-ASNUS true

176.111.60.55 unknown Ukraine 24703 UN-UKRAINE-
ASKievUkraineUA

true

168.235.67.138 unknown United States 3842 RAMNODEUS true

137.59.187.107 unknown Hong Kong 18106 VIEWQWEST-SG-
APViewqwestPteLtdSG

true

95.9.185.228 unknown Turkey 9121 TTNETTR true

108.26.231.214 unknown United States 701 UUNETUS true

24.1.189.87 unknown United States 7922 COMCAST-7922US true

200.41.121.90 unknown Argentina 52444 PogliottiPogliottiConstruccion
esSAAR

true

93.51.50.171 unknown Italy 12874 FASTWEBIT true

116.203.32.252 unknown Germany 24940 HETZNER-ASDE true

5.196.74.210 unknown France 16276 OVHFR true

87.106.139.101 unknown Germany 8560 ONEANDONE-
ASBrauerstrasse48DE

true

79.98.24.39 unknown Lithuania 62282 RACKRAYUABRakrejusLT true

200.55.243.138 unknown Argentina 27988 ServiciosyTelecomunicacion
esSAAR

true

74.208.45.104 unknown United States 8560 ONEANDONE-
ASBrauerstrasse48DE

true

162.241.92.219 unknown United States 46606 UNIFIEDLAYER-AS-1US true

75.139.38.211 unknown United States 20115 CHARTER-20115US true

31.31.77.83 unknown Czech Republic 197019 WEDOSCZ true

104.131.44.150 unknown United States 14061 DIGITALOCEAN-ASNUS true

87.106.136.232 unknown Germany 8560 ONEANDONE-
ASBrauerstrasse48DE

true

62.75.141.82 unknown Germany 8972 GD-EMEA-DC-SXB1DE true

153.126.210.205 unknown Japan 7684 SAKURA-
ASAKURAInternetIncJP

true

91.231.166.124 unknown Italy 198090 ASLIBRAIT true

210.165.156.91 unknown Japan 2514 INFOSPHERENTTPCComm
unicationsIncJP

true

37.139.21.175 unknown Netherlands 14061 DIGITALOCEAN-ASNUS true

124.45.106.173 unknown Japan 9595 XEPHIONNTT-
MECorporationJP

true

73.11.153.178 unknown United States 7922 COMCAST-7922US true

95.213.236.64 unknown Russian Federation 49505 SELECTELRU true

209.182.216.177 unknown United States 47869 NETROUTING-ASNL true

37.187.72.193 unknown France 16276 OVHFR true

46.105.131.79 unknown France 16276 OVHFR true

212.51.142.238 unknown Switzerland 13030 INIT7CH true

139.130.242.43 unknown Australia 1221 ASN-
TELSTRATelstraCorporation
LtdAU

true

110.145.77.103 unknown Australia 1221 ASN-
TELSTRATelstraCorporation
LtdAU

true

186.208.123.210 unknown Brazil 53162 VOIPGLOBESERVICOSDE
COMMULTIMIDIAVIAINTER
NETBR

true

190.160.53.126 unknown Chile 22047 VTRBANDAANCHASACL true

81.2.235.111 unknown Czech Republic 24806 INTERNET-
CZKtis238403KtisCZ

true

95.179.229.244 unknown Netherlands 20473 AS-CHOOPAUS true

109.74.5.95 unknown Sweden 43948 GLESYS-ASSE true

91.211.88.52 unknown Ukraine 206638 HOSTFORYUA true

62.138.26.28 unknown Germany 8972 GD-EMEA-DC-SXB1DE true

94.49.254.194 unknown Saudi Arabia 25019 SAUDINETSTC-ASSA true

103.86.49.11 unknown Thailand 58955 BANGMODENTERPRISE-
THBangmodEnterpriseCoLtd
TH

true

190.55.181.54 unknown Argentina 27747 TelecentroSAAR true

157.245.99.39 unknown United States 14061 DIGITALOCEAN-ASNUS true

209.141.54.221 unknown United States 53667 PONYNETUS true

IP Domain Country Flag ASN ASN Name Malicious
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General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 481919

Start date: 13.09.2021

Start time: 08:25:37

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 9m 36s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: 8U5snojV8p (renamed file extension from none to exe)

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

23

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal96.troj.evad.winEXE@16/5@0/69

EGA Information: Failed

HDC Information: Successful, ratio: 48.1% (good quality ratio 29.8%)
Quality average: 50.3%
Quality standard deviation: 42.5%

HCA Information: Successful, ratio: 99%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI

Warnings:

203.153.216.189 unknown Indonesia 45291 SURF-
IDPTSurfindoNetworkID

true

5.39.91.110 unknown France 16276 OVHFR true

185.94.252.104 unknown Germany 197890 MEGASERVERS-DE true

101.187.97.173 unknown Australia 1221 ASN-
TELSTRATelstraCorporation
LtdAU

true

46.105.131.87 unknown France 16276 OVHFR true

108.48.41.69 unknown United States 701 UUNETUS true

104.236.246.93 unknown United States 14061 DIGITALOCEAN-ASNUS true

50.116.86.205 unknown United States 46606 UNIFIEDLAYER-AS-1US true

78.24.219.147 unknown Russian Federation 29182 THEFIRST-ASRU true

93.156.165.186 unknown Spain 12946 TELECABLESpainES true

IP Domain Country Flag ASN ASN Name Malicious

IP

192.168.2.1

127.0.0.1

Private

Show All

Simulations
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Time Type Description

08:26:43 API Interceptor 2x Sleep call for process: svchost.exe modified

08:28:02 API Interceptor 1x Sleep call for process: MpCmdRun.exe modified

Match Associated Sample Name / URL SHA 256 Detection Link Context

41.60.200.34 9cf2c56e_by_Libranalysis.exe Get hash malicious Browse

EfqSfexZsT.exe Get hash malicious Browse

ehitusest.eu/marketplacel/sites/r5zmfubb2b/ Get hash malicious Browse

201.173.217.124 PHvqpLRfRl.exe Get hash malicious Browse

NWMEaRqF7s.exe Get hash malicious Browse

9cf2c56e_by_Libranalysis.exe Get hash malicious Browse

91.205.215.66 file1.exe Get hash malicious Browse

109.117.53.230 T2PmJ0DZMa.exe Get hash malicious Browse

k9fhsVtIIN.exe Get hash malicious Browse

KofpdSgB7D.doc Get hash malicious Browse

sample.tri-comma.com/wp-admin/FILE/ Get hash malicious Browse

Payroll Report.doc Get hash malicious Browse

atcsagacity.com/wp-
admin/MYWZIKG/eigyho/s9w0816332646203713g44z0n2u/

Get hash malicious Browse

Form.doc Get hash malicious Browse

No context

Match Associated Sample Name / URL SHA 256 Detection Link Context

ASN-IBSNAZIT p0zDxJeEqa Get hash malicious Browse 82.55.100.117

ccvgtVRQBx Get hash malicious Browse 87.7.202.177

omuCbLDC5Q Get hash malicious Browse 79.52.184.242

inyBB73iz3 Get hash malicious Browse 88.43.100.166

p4vXpD0P73 Get hash malicious Browse 87.27.137.250

j3LQELTT0m Get hash malicious Browse 88.37.5.70

BLBHEA8knd Get hash malicious Browse 94.92.244.39

mips Get hash malicious Browse 194.243.25
1.210

x86_64 Get hash malicious Browse 88.41.46.16

arm Get hash malicious Browse 85.39.249.165

W53ieNnm24 Get hash malicious Browse 94.82.89.66

fk8YZet4QU Get hash malicious Browse 95.245.119.140

O1qCIp2iQS Get hash malicious Browse 82.63.40.218

ICmyQqyEQF Get hash malicious Browse 94.87.100.175

4nLik56DrD Get hash malicious Browse 88.39.175.15

loligang.arm Get hash malicious Browse 80.17.122.71

BcOfN2cD3e Get hash malicious Browse 88.46.36.181

F7jEhjA0A4 Get hash malicious Browse 79.3.92.223

jKira.x86 Get hash malicious Browse 85.47.26.25

sro4ML7u8y Get hash malicious Browse 88.43.235.112

LIQUID-ASGB Darknet.arm7 Get hash malicious Browse 152.109.135.79

EHqBakwhNU Get hash malicious Browse 152.108.11
1.162

tW7pu9B8A0 Get hash malicious Browse 152.109.160.89

Qgqd0tcm4i Get hash malicious Browse 41.175.162.104

L5KEcDLI8h Get hash malicious Browse 152.109.38.180

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN
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https://view.joesandbox.com/analysis/313167/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313167/html/none?idtype=webid
https://view.joesandbox.com/analysis/229689/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229689/html/none?idtype=webid
https://view.joesandbox.com/analysis/202967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/202967/html/none?idtype=webid
https://view.joesandbox.com/analysis/363307/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/363307/html/none?idtype=webid
https://view.joesandbox.com/analysis/349449/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/349449/html/none?idtype=webid
https://view.joesandbox.com/analysis/313167/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313167/html/none?idtype=webid
https://view.joesandbox.com/analysis/223993/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/223993/html/none?idtype=webid
https://view.joesandbox.com/analysis/223436/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/223436/html/none?idtype=webid
https://view.joesandbox.com/analysis/177009/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/177009/html/none?idtype=webid
https://view.joesandbox.com/analysis/176365/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/176365/html/none?idtype=webid
https://view.joesandbox.com/analysis/176346/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/176346/html/none?idtype=webid
https://view.joesandbox.com/analysis/176329/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/176329/html/none?idtype=webid
https://view.joesandbox.com/analysis/176311/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/176311/html/none?idtype=webid
https://view.joesandbox.com/analysis/176304/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/176304/html/none?idtype=webid
https://view.joesandbox.com/analysis/378151/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378151/html/none?idtype=webid
https://view.joesandbox.com/analysis/378149/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378149/html/none?idtype=webid
https://view.joesandbox.com/analysis/378145/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378145/html/none?idtype=webid
https://view.joesandbox.com/analysis/378060/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378060/html/none?idtype=webid
https://view.joesandbox.com/analysis/378057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378057/html/none?idtype=webid
https://view.joesandbox.com/analysis/378055/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378055/html/none?idtype=webid
https://view.joesandbox.com/analysis/378052/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378052/html/none?idtype=webid
https://view.joesandbox.com/analysis/378043/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378043/html/none?idtype=webid
https://view.joesandbox.com/analysis/378041/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378041/html/none?idtype=webid
https://view.joesandbox.com/analysis/378039/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378039/html/none?idtype=webid
https://view.joesandbox.com/analysis/378031/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378031/html/none?idtype=webid
https://view.joesandbox.com/analysis/378030/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378030/html/none?idtype=webid
https://view.joesandbox.com/analysis/378026/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378026/html/none?idtype=webid
https://view.joesandbox.com/analysis/378025/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378025/html/none?idtype=webid
https://view.joesandbox.com/analysis/378024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378024/html/none?idtype=webid
https://view.joesandbox.com/analysis/377968/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377968/html/none?idtype=webid
https://view.joesandbox.com/analysis/377815/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377815/html/none?idtype=webid
https://view.joesandbox.com/analysis/377539/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377539/html/none?idtype=webid
https://view.joesandbox.com/analysis/377420/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377420/html/none?idtype=webid
https://view.joesandbox.com/analysis/377376/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377376/html/none?idtype=webid
https://view.joesandbox.com/analysis/376931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376931/html/none?idtype=webid
https://view.joesandbox.com/analysis/376693/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376693/html/none?idtype=webid
https://view.joesandbox.com/analysis/374999/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374999/html/none?idtype=webid
https://view.joesandbox.com/analysis/372265/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/372265/html/none?idtype=webid
https://view.joesandbox.com/analysis/372087/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/372087/html/none?idtype=webid


sora.x86 Get hash malicious Browse 41.175.162.160

44JDc6Ejh3 Get hash malicious Browse 41.60.238.129

7fic3HM8I3 Get hash malicious Browse 41.175.162.175

b3astmode.arm Get hash malicious Browse 41.60.238.128

h6GlKA1PNT Get hash malicious Browse 41.60.238.111

SFmCd24Ihh Get hash malicious Browse 41.60.238.122

mxGO7g3ASl Get hash malicious Browse 152.108.7.127

8BzsRiOWfD Get hash malicious Browse 41.175.162.168

3VTGcMPqtb Get hash malicious Browse 196.201.228.22

EtNIxD2GSD Get hash malicious Browse 41.175.162.139

AEOjFHGJAr Get hash malicious Browse 152.108.24
6.114

NQrs7jd2jx Get hash malicious Browse 152.108.116.84

l2PZQOX6JS Get hash malicious Browse 41.175.220.250

hH3nPDxZU4 Get hash malicious Browse 41.175.162.126

SQCRu7Fwjk Get hash malicious Browse 152.108.59.164

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

No context

C:\ProgramData\Microsoft\Network\Downloader\edb.log
Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 4096

Entropy (8bit): 0.5981930978381301

Encrypted: false

SSDEEP: 6:0F/k1GaD0JOCEfMuaaD0JOCEfMKQmDyh/tAl/gz2cE0fMbhEZolrRSQ2hyYIIT:06GaD0JcaaD0JwQQq/tAg/0bjSQJ

MD5: 56236FF4BBAE658F479447A7052DCFC7

SHA1: 9B1497085FEA378BF2288523510D843B3E126C67

SHA-256: FB5F1F768813FF5A475A3AA36BF8F0F1CABAE97DADF6F327491EF88422D89B5D

SHA-512: D7A0F92D0EE6B9590E3B454F2AD0ACD661F48EED58CBDC52F2DA60FD250991230C09B13308F7997618F09F9668745550DF6EC794924AB0E6649B8E78F70F74CA

Malicious: false

Preview:
......:{..(.....+....yq.............. ..1C:\ProgramData\Microsoft\Network\Downloader\.................................................................................................................................................
........................................................................C:\ProgramData\Microsoft\Network\Downloader\............................................................................................................................
..............................................................................................0u..................@...@...................+....yq...........&......e.f.3...w.......................3...w..................h..C.:.\.P.r.o.g.r.a.m
.D.a.t.a.\.M.i.c.r.o.s.o.f.t.\.N.e.t.w.o.r.k.\.D.o.w.n.l.o.a.d.e.r.\.q.m.g.r...d.b...G..........................................................................................................................................................
..................................................

C:\ProgramData\Microsoft\Network\Downloader\qmgr.db
Process: C:\Windows\System32\svchost.exe

File Type: Extensible storage engine DataBase, version 0x620, checksum 0x2548ab78, page size 16384, DirtyShutdown, Windows version 10.0

Category: dropped

Size (bytes): 32768

Entropy (8bit): 0.09699014067399726

Encrypted: false

SSDEEP: 12:C0+flXO4bllDShUKs0+flXO4bllDShUK:l7r7

MD5: 17E96F81CB4ED102FE6794C97156C599

SHA1: 48C855E6B2FCB9D2334072149A0A6899884D6A36

SHA-256: C4FD34A8804736E67F8F3F4B742E0BB399F18C951B7D4354109B5317F916DE07

SHA-512: 49C94E40BF68807280C20B2E2ECE2C62F1FEAFC55985F9CC1313D3F55FB3FE5591F1941CF16CB2E63E81B4EC0D9A1FC42FDDE49FAA8C42D2044EA1636A01EB
13

Malicious: false

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/370928/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/370928/html/none?idtype=webid
https://view.joesandbox.com/analysis/369448/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/369448/html/none?idtype=webid
https://view.joesandbox.com/analysis/368332/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/368332/html/none?idtype=webid
https://view.joesandbox.com/analysis/368315/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/368315/html/none?idtype=webid
https://view.joesandbox.com/analysis/368100/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/368100/html/none?idtype=webid
https://view.joesandbox.com/analysis/367411/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/367411/html/none?idtype=webid
https://view.joesandbox.com/analysis/367299/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/367299/html/none?idtype=webid
https://view.joesandbox.com/analysis/365256/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/365256/html/none?idtype=webid
https://view.joesandbox.com/analysis/363345/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/363345/html/none?idtype=webid
https://view.joesandbox.com/analysis/362274/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/362274/html/none?idtype=webid
https://view.joesandbox.com/analysis/359258/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359258/html/none?idtype=webid
https://view.joesandbox.com/analysis/358205/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358205/html/none?idtype=webid
https://view.joesandbox.com/analysis/358155/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/358155/html/none?idtype=webid
https://view.joesandbox.com/analysis/355479/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/355479/html/none?idtype=webid
https://view.joesandbox.com/analysis/353692/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353692/html/none?idtype=webid


Static File Info

Preview:
%H.x... ................e.f.3...w........................&..........w..+....yq.h.(..............................3...w...........................................................................................................B...........@.............
......................................................................................... ........3...w.......................................................................................................................................................................
.................................................................Z.+....yq..................T..+....yq..............................................................................................................................................................
...........................................................................................................................................................................................................................

C:\ProgramData\Microsoft\Network\Downloader\qmgr.db

C:\ProgramData\Microsoft\Network\Downloader\qmgr.jfm
Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 8192

Entropy (8bit): 0.11183082918031642

Encrypted: false

SSDEEP: 3:9LEvOYckAl/bJdAtiSaqdqll:4OnkAt4lhI

MD5: 7E0904102FD33FD23326DB4DF08003A0

SHA1: 2E86EB389DEA1F87DCA63AF1184D2D53579E0180

SHA-256: 4AEE317E782E3C6EB4570DE9711355B880B38297D3A6705A5CD830381AB9D860

SHA-512: 090C39E0738006E8FA85556984855E0F8AF8BA067374BF3B0D4C55BF18A0973ABB19B408946533B47AECB41026F1FFA3315601F10ED5701F1ED02C01898652BD

Malicious: false

Preview:
...<.....................................3...w..+....yq......w...............w.......w....:O.....w...................T..+....yq...........................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Windows\ServiceProfiles\LocalService\AppData\Local\FontCache\Fonts\Download-1.tmp
Process: C:\Windows\System32\svchost.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 55

Entropy (8bit): 4.306461250274409

Encrypted: false

SSDEEP: 3:YDQRWu83XfAw2fHbY:YMRl83Xt2f7Y

MD5: DCA83F08D448911A14C22EBCACC5AD57

SHA1: 91270525521B7FE0D986DB19747F47D34B6318AD

SHA-256: 2B4B2D4A06044AD0BD2AE3287CFCBECD90B959FEB2F503AC258D7C0A235D6FE9

SHA-512: 96F3A02DC4AE302A30A376FC7082002065C7A35ECB74573DE66254EFD701E8FD9E9D867A2C8ABEB4C482738291B715D4965A0D2412663FDF1EE6CBC0BA9FBAC
A

Malicious: false

Preview:
{"fontSetUri":"fontset-2017-04.json","baseUri":"fonts"}

C:\Windows\ServiceProfiles\LocalService\AppData\Local\Temp\MpCmdRun.log
Process: C:\Program Files\Windows Defender\MpCmdRun.exe

File Type: data

Category: modified

Size (bytes): 906

Entropy (8bit): 3.13559259607017

Encrypted: false

SSDEEP: 12:58KRBubdpkoF1AG3r8wwd0hk9+MlWlLehB4yAq7ejC1wwd0g:OaqdmuF3r87+kWReH4yJ7MER

MD5: F5E08478EE8F48C831ACC6F53CA84BBC

SHA1: 3314F984C9CF17666EE9FD301A592A2BD617928C

SHA-256: 00AB2B92D4FB3D38728C216E6C509D862AEBEBD035BA5FC4B2874E99BE2D8A1D

SHA-512: 4DBB548ABF8252DDEAFAE8CC75D65E7DFC2E10FA2454334CFF7E9B44CC9634692C39C3C6944A665C6AB6B198D7EB816F71ACAEA127233FB3A6D65145AD75B
EFA

Malicious: false

Preview:
........-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.....M.p.C.m.d.R.u.n.:. .C.o.m.m.a.n.d. .L.i.n.e.:. .
".C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.W.i.n.d.o.w.s. .D.e.f.e.n.d.e.r.\.m.p.c.m.d.r.u.n...e.x.e.". .-.w.d.e.n.a.b.l.e..... .S.t.a.r.t. .T.i.m.e.:. .. M.o.n. .. S.e.p. .. 1.3. .. 2.0.2.1. .0.8.:.2.8.:.0.
2.........M.p.E.n.s.u.r.e.P.r.o.c.e.s.s.M.i.t.i.g.a.t.i.o.n.P.o.l.i.c.y.:. .h.r. .=. .0.x.1.....W.D.E.n.a.b.l.e.....E.R.R.O.R.:. .M.p.W.D.E.n.a.b.l.e.(.T.R.U.E.). .f.a.i.l.e.d. .(.8.0.0.7.0.
4.E.C.).....M.p.C.m.d.R.u.n.:. .E.n.d. .T.i.m.e.:. .. M.o.n. .. S.e.p. .. 1.3. .. 2.0.2.1. .0.8.:.2.8.:.0.2.....-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-
.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.....
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General
File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 4.469499917718991

TrID: Win32 Executable (generic) a (10002005/4) 
99.96%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: 8U5snojV8p.exe

File size: 643178

MD5: 0df4aaffd21acf21ff44429ca485fab8

SHA1: 6915e92d42c5588b8fb254b6e7f69fcefc8d5c82

SHA256: 3147bee916b63c96acc5fb06cac93846d13bb44804931f3
90f66348abf603941

SHA512: 4542d356e0ae64b05085763024ffee678cffd50655d3047
0b99b70b4be4398a92596d599bffd6841b16ec77e63f84e
19600768d58314602f1e04ec6231464cde

SSDEEP: 6144:h5FdA9+3bkRQIwYEgRy2k46fifql0B1V8fLzaWST
m3nxyhXU:hvdA9SGh9rBylaeatTYnxn

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$...........A...A..
.A...A...L...#...O.......C.......J.......F...A...........c.......@...Ric
hA...........PE..L....5._...................

File Icon

Icon Hash: 70ecccf80af8ae87

General
Entrypoint: 0x426a4e

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, 
LINE_NUMS_STRIPPED

DLL Characteristics:

Time Stamp: 0x5F17351E [Tue Jul 21 18:34:06 2020 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: cc8e14cc73aaa83c68c2cab2e4569a4a

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x2a582 0x2b000 False 0.38004746548 data 5.67133755178 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rdata 0x2c000 0x7e09 0x8000 False 0.200836181641 data 3.36722384809 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.data 0x34000 0xe36c 0xf000 False 0.601025390625 data 6.55377024945 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

Static PE Info

Entrypoint Preview

Rich Headers

Data Directories

Sections
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Network Port Distribution

.idata 0x43000 0x30c4 0x4000 False 0.418884277344 data 5.40943228286 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.rsrc 0x47000 0x50db6 0x51000 False 0.0778145495756 data 2.26539374393 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0x98000 0x40d8 0x5000 False 0.443603515625 data 5.15637170762 IMAGE_SCN_CNT_INITIALIZED_D
ATA, 
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

            
162.241.92.219

162.241.92.219:8080

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.5 49794 162.241.92.219 8080 C:\Windows\SysWOW64\dbgeng\Windows.System.Profile.RetailInfo.exe

Timestamp
kBytes
transferred Direction Data

Sep 13, 2021 
08:28:28.490725994 CEST

4300 OUT POST /YfyuG6sm3RqTIqU9gu/RiTaftnIbMGtd/UGb4JhQL57NsD/ HTTP/1.1
Referer: http://162.241.92.219/YfyuG6sm3RqTIqU9gu/RiTaftnIbMGtd/UGb4JhQL57NsD/
Content-Type: multipart/form-data; boundary=---------------------------978213554566447
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.2; WOW64; Trident/7.0; .NET4.0C; .NET4.0E; .NET CLR 
2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)
Host: 162.241.92.219:8080
Content-Length: 4548
Connection: Keep-Alive
Cache-Control: no-cache

Resources

Imports

Version Infos

Possible Origin

TCP Packets

UDP Packets

HTTP Request Dependency Graph

HTTP Packets
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Sep 13, 2021 
08:28:31.751209974 CEST

4306 IN HTTP/1.1 502 Bad Gateway
Server: nginx
Date: Mon, 13 Sep 2021 06:28:31 GMT
Content-Type: text/html
Content-Length: 537
Connection: keep-alive
ETag: "5677dae7-219"
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 3e 0a 3c 68 65 61 64 3e 0a 3c 74 69 74 6c 65 
3e 45 72 72 6f 72 3c 2f 74 69 74 6c 65 3e 0a 3c 73 74 79 6c 65 3e 0a 20 20 20 20 62 6f 64 79 20 7b 0a 20 20 20 20 20 20 
20 20 77 69 64 74 68 3a 20 33 35 65 6d 3b 0a 20 20 20 20 20 20 20 20 6d 61 72 67 69 6e 3a 20 30 20 61 75 74 6f 3b 0a 
20 20 20 20 20 20 20 20 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 20 54 61 68 6f 6d 61 2c 20 56 65 72 64 61 6e 61 2c 20 41 72 
69 61 6c 2c 20 73 61 6e 73 2d 73 65 72 69 66 3b 0a 20 20 20 20 7d 0a 3c 2f 73 74 79 6c 65 3e 0a 3c 2f 68 65 61 64 3e 0a 
3c 62 6f 64 79 3e 0a 3c 68 31 3e 41 6e 20 65 72 72 6f 72 20 6f 63 63 75 72 72 65 64 2e 3c 2f 68 31 3e 0a 3c 70 3e 53 6f 
72 72 79 2c 20 74 68 65 20 70 61 67 65 20 79 6f 75 20 61 72 65 20 6c 6f 6f 6b 69 6e 67 20 66 6f 72 20 69 73 20 63 75 72 
72 65 6e 74 6c 79 20 75 6e 61 76 61 69 6c 61 62 6c 65 2e 3c 62 72 2f 3e 0a 50 6c 65 61 73 65 20 74 72 79 20 61 67 61 69 
6e 20 6c 61 74 65 72 2e 3c 2f 70 3e 0a 3c 70 3e 49 66 20 79 6f 75 20 61 72 65 20 74 68 65 20 73 79 73 74 65 6d 20 61 64 
6d 69 6e 69 73 74 72 61 74 6f 72 20 6f 66 20 74 68 69 73 20 72 65 73 6f 75 72 63 65 20 74 68 65 6e 20 79 6f 75 20 73 68 
6f 75 6c 64 20 63 68 65 63 6b 0a 74 68 65 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 6e 67 69 6e 78 2e 6f 72 67 
2f 72 2f 65 72 72 6f 72 5f 6c 6f 67 22 3e 65 72 72 6f 72 20 6c 6f 67 3c 2f 61 3e 20 66 6f 72 20 64 65 74 61 69 6c 73 2e 3c 
2f 70 3e 0a 3c 70 3e 3c 65 6d 3e 46 61 69 74 68 66 75 6c 6c 79 20 79 6f 75 72 73 2c 20 6e 67 69 6e 78 2e 3c 2f 65 6d 3e 
3c 2f 70 3e 0a 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6c 3e 0a 
Data Ascii: <!DOCTYPE html><html><head><title>Error</title><style>    body {        width: 35em;        margin: 0 auto;        
font-family: Tahoma, Verdana, Arial, sans-serif;    }</style></head><body><h1>An error occurred.</h1><p>Sorry, the page 
you are looking for is currently unavailable.<br/>Please try again later.</p><p>If you are the system administrator of this 
resource then you should checkthe <a href="http://nginx.org/r/error_log">error log</a> for details.</p><p><em>Faithfully 
yours, nginx.</em></p></body></html>

Timestamp
kBytes
transferred Direction Data

Start time: 08:26:35

Start date: 13/09/2021

Path: C:\Users\user\Desktop\8U5snojV8p.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\8U5snojV8p.exe' 

Imagebase: 0x400000

File size: 643178 bytes

MD5 hash: 0DF4AAFFD21ACF21FF44429CA485FAB8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000000.00000002.296805928.0000000000C21000.00000020.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
00000000.00000002.296561787.0000000000670000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: low

Analysis Process: 8U5snojV8p.exe PID: 6372 Parent PID: 964Analysis Process: 8U5snojV8p.exe PID: 6372 Parent PID: 964

General
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File ActivitiesFile Activities Show Windows behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 08:26:42

Start date: 13/09/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p -s BITS

Imagebase: 0x7ff797770000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Show Windows behavior

Start time: 08:26:53

Start date: 13/09/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k LocalSystemNetworkRestricted -p -s NcbService

Imagebase: 0x7ff797770000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Start time: 08:26:54

Start date: 13/09/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: c:\windows\system32\svchost.exe -k localservice -p -s CDPSvc

Imagebase: 0x7ff797770000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: false

Programmed in: C, C++ or other language

File DeletedFile Deleted

Analysis Process: svchost.exe PID: 6592 Parent PID: 556Analysis Process: svchost.exe PID: 6592 Parent PID: 556

General

Analysis Process: svchost.exe PID: 6780 Parent PID: 556Analysis Process: svchost.exe PID: 6780 Parent PID: 556

General

Analysis Process: svchost.exe PID: 6860 Parent PID: 556Analysis Process: svchost.exe PID: 6860 Parent PID: 556

General
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File ActivitiesFile Activities

Reputation: high

Show Windows behavior

Start time: 08:26:56

Start date: 13/09/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: c:\windows\system32\svchost.exe -k networkservice -p -s DoSvc

Imagebase: 0x7ff797770000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: high

Start time: 08:26:57

Start date: 13/09/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k NetworkService -p

Imagebase: 0x7ff797770000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: high

Start time: 08:26:58

Start date: 13/09/2021

Path: C:\Windows\System32\SgrmBroker.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\SgrmBroker.exe

Imagebase: 0x7ff6bf4d0000

File size: 163336 bytes

MD5 hash: D3170A3F3A9626597EEE1888686E3EA6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: svchost.exe PID: 6956 Parent PID: 556Analysis Process: svchost.exe PID: 6956 Parent PID: 556

General

Analysis Process: svchost.exe PID: 7028 Parent PID: 556Analysis Process: svchost.exe PID: 7028 Parent PID: 556

General

Analysis Process: SgrmBroker.exe PID: 7076 Parent PID: 556Analysis Process: SgrmBroker.exe PID: 7076 Parent PID: 556

General

Analysis Process: Windows.System.Profile.RetailInfo.exe PID: 4864 Parent PID: 6372Analysis Process: Windows.System.Profile.RetailInfo.exe PID: 4864 Parent PID: 6372
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File ActivitiesFile Activities

Start time: 08:26:59

Start date: 13/09/2021

Path: C:\Windows\SysWOW64\dbgeng\Windows.System.Profile.RetailInfo.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\dbgeng\Windows.System.Profile.RetailInfo.exe

Imagebase: 0x400000

File size: 643178 bytes

MD5 hash: 0DF4AAFFD21ACF21FF44429CA485FAB8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
0000000A.00000002.511924593.0000000000781000.00000020.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source: 
0000000A.00000002.511863811.0000000000770000.00000040.00000001.sdmp, Author: 
Joe Security

Show Windows behavior

Registry ActivitiesRegistry Activities

Start time: 08:26:59

Start date: 13/09/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsvc

Imagebase: 0x7ff797770000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: false

Programmed in: C, C++ or other language

Show Windows behavior

File ActivitiesFile Activities

Start time: 08:27:04

Start date: 13/09/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p

Imagebase: 0x7ff797770000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Show Windows behavior

General

File CreatedFile Created

Analysis Process: svchost.exe PID: 5368 Parent PID: 556Analysis Process: svchost.exe PID: 5368 Parent PID: 556

General

Analysis Process: svchost.exe PID: 844 Parent PID: 556Analysis Process: svchost.exe PID: 844 Parent PID: 556

General
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File ActivitiesFile Activities

Start time: 08:27:41

Start date: 13/09/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p

Imagebase: 0x7ff797770000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Show Windows behavior

File ActivitiesFile Activities

Start time: 08:27:58

Start date: 13/09/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p

Imagebase: 0x7ff797770000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Show Windows behavior

File ActivitiesFile Activities

Start time: 08:28:00

Start date: 13/09/2021

Path: C:\Program Files\Windows Defender\MpCmdRun.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Windows Defender\mpcmdrun.exe' -wdenable

Imagebase: 0x7ff6a4800000

File size: 455656 bytes

MD5 hash: A267555174BFA53844371226F482B86B

Has elevated privileges: true

Has administrator privileges: false

Programmed in: C, C++ or other language

Show Windows behavior

Analysis Process: svchost.exe PID: 6740 Parent PID: 556Analysis Process: svchost.exe PID: 6740 Parent PID: 556

General

Analysis Process: svchost.exe PID: 6448 Parent PID: 556Analysis Process: svchost.exe PID: 6448 Parent PID: 556

General

Analysis Process: MpCmdRun.exe PID: 1256 Parent PID: 5368Analysis Process: MpCmdRun.exe PID: 1256 Parent PID: 5368

General

File WrittenFile Written
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Start time: 08:28:01

Start date: 13/09/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff7ecfc0000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: false

Programmed in: C, C++ or other language

Analysis Process: conhost.exe PID: 2076 Parent PID: 1256Analysis Process: conhost.exe PID: 2076 Parent PID: 1256

General

Copyright Joe Security LLC 2021 Page 23 of 23

http://www.joesecurity.org

	Table of Contents
	Windows Analysis Report 8U5snojV8p
	Overview
	General Information
	Detection
	Signatures
	Classification

	Process Tree
	Malware Configuration
	Threatname: Emotet

	Yara Overview
	Memory Dumps
	Unpacked PEs

	Sigma Overview
	Jbx Signature Overview
	AV Detection:
	Networking:
	E-Banking Fraud:
	Persistence and Installation Behavior:
	Hooking and other Techniques for Hiding and Protection:
	Lowering of HIPS / PFW / Operating System Security Settings:
	Stealing of Sensitive Information:

	Mitre Att&ck Matrix
	Behavior Graph
	Screenshots
	Thumbnails

	Antivirus, Machine Learning and Genetic Malware Detection
	Initial Sample
	Dropped Files
	Unpacked PE Files
	Domains
	URLs

	Domains and IPs
	Contacted Domains
	Contacted URLs
	URLs from Memory and Binaries
	Contacted IPs
	Public
	Private

	General Information
	Simulations
	Behavior and APIs

	Joe Sandbox View / Context
	IPs
	Domains
	ASN
	JA3 Fingerprints
	Dropped Files

	Created / dropped Files
	Static File Info
	General
	File Icon
	Static PE Info
	General
	Entrypoint Preview
	Rich Headers
	Data Directories
	Sections
	Resources
	Imports
	Version Infos
	Possible Origin


	Network Behavior
	Network Port Distribution
	TCP Packets
	UDP Packets
	HTTP Request Dependency Graph
	HTTP Packets

	Code Manipulations
	Statistics
	Behavior

	System Behavior
	Analysis Process: 8U5snojV8p.exe PID: 6372 Parent PID: 964
	General
	File Activities

	Analysis Process: svchost.exe PID: 6592 Parent PID: 556
	General
	File Activities
	Registry Activities

	Analysis Process: svchost.exe PID: 6780 Parent PID: 556
	General

	Analysis Process: svchost.exe PID: 6860 Parent PID: 556
	General
	File Activities

	Analysis Process: svchost.exe PID: 6956 Parent PID: 556
	General

	Analysis Process: svchost.exe PID: 7028 Parent PID: 556
	General

	Analysis Process: SgrmBroker.exe PID: 7076 Parent PID: 556
	General

	Analysis Process: Windows.System.Profile.RetailInfo.exe PID: 4864 Parent PID: 6372
	General
	File Activities

	Analysis Process: svchost.exe PID: 5368 Parent PID: 556
	General
	Registry Activities

	Analysis Process: svchost.exe PID: 844 Parent PID: 556
	General
	File Activities

	Analysis Process: svchost.exe PID: 6740 Parent PID: 556
	General
	File Activities

	Analysis Process: svchost.exe PID: 6448 Parent PID: 556
	General
	File Activities

	Analysis Process: MpCmdRun.exe PID: 1256 Parent PID: 5368
	General
	File Activities

	Analysis Process: conhost.exe PID: 2076 Parent PID: 1256
	General


	Disassembly
	Code Analysis



