
ID: 483347
Cookbook: browseurl.jbs
Time: 21:04:47
Date: 14/09/2021
Version: 33.0.0 White Diamond
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Windows Analysis Report https://shared.outlook.inky.com/link?domain=lnkd.in&t=eyJ0eXAiOiJKV1QiLCJhbGciOiJFUzI1NiJ9.eJxtkNtqg0AQht9lr0VTWwsRCinYQyCrVGzDBkG27lTX7K6yh5BY-u5dQy97MRdz-L_5Z76RBSo5QylqbWvPKEBcWdCKCpR-UWEgQOCbVCkaSmec4GozSujop-OCgTZhO0qvWgj_1Z32INRbO5m0jupIqCMLuaqjLiHTpMp7P1O8o1Q5IQJkew3UNgJO4GUrb2bhkttyYK_dicr15RB_PP7ljsRru5t7kc9iIMM2wdVzj7PyiPc4zrP2XLxsV4cBJ8WeXHKJb3bzU4x95NnbXV5hhyvysFg0oBuQlIuGMqbBGL9zGHUHm-tPrpf8_AL-BmTC.MEQCIB5DpGHR8lD7S-kHkixqu1_5meybNr2Hviq0fpqc9pRKAiA5MJqSaSH3SzD_O-R0YUG7SQymhGB-Yl7219ZvX9MWeg…

Overview

General Information

Sample URL: https://shared.outlook.inky.
com/link?domain=lnkd.in&t
=eyJ0eXAiOiJKV1QiLCJh
b...Hkixqu1_5meybNr2Hvi
q0fpqc9pRKAiA5MJqSaS
H3SzD_O-R0YUG7SQym
hGB-Yl7219ZvX9MWeg

Analysis ID: 483347

Infos:

Most interesting Screenshot:

Detection

HTMLPhisherHTMLPhisher

Score: 84

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for subAntivirus / Scanner detection for sub……

Phishing site detected (based on sh

Phishing site detected (based on sh

Phishing site detected (based on sh

Phishing site detected (based on sh

Phishing site detected (based on sh

Phishing site detected (based on sh

Phishing site detected (based on shPhishing site detected (based on sh……

Yara detected HtmlPhish10

Yara detected HtmlPhish10

Yara detected HtmlPhish10

Yara detected HtmlPhish10

Yara detected HtmlPhish10

Yara detected HtmlPhish10

Yara detected HtmlPhish10Yara detected HtmlPhish10

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domainAntivirus detection for URL or domain

Uses dynamic DNS services

Uses dynamic DNS services

Uses dynamic DNS services

Uses dynamic DNS services

Uses dynamic DNS services

Uses dynamic DNS services

Uses dynamic DNS servicesUses dynamic DNS services

Phishing site detected (based on log

Phishing site detected (based on log

Phishing site detected (based on log

Phishing site detected (based on log

Phishing site detected (based on log

Phishing site detected (based on log

Phishing site detected (based on logPhishing site detected (based on log……

Phishing site detected (based on im

Phishing site detected (based on im

Phishing site detected (based on im

Phishing site detected (based on im

Phishing site detected (based on im

Phishing site detected (based on im

Phishing site detected (based on imPhishing site detected (based on im……

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of HTML body contains low number of ……

No HTML title found

No HTML title found

No HTML title found

No HTML title found

No HTML title found

No HTML title found

No HTML title foundNo HTML title found

Classification

Malware Configuration

Yara Overview

Sigma Overview

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 6268 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automation 'https://shared.outlook.inky.com/link?domain=l

nkd.in&t=eyJ0eXAiOiJKV1QiLCJhbGciOiJFUzI1NiJ9.eJxtkNtqg0AQht9lr0VTWwsRCinYQyCrVGzDBkG27lTX7K6yh5BY-u5dQy97MRdz-L_5Z76RBSo5QylqbWvPKEBcWdCKCpR-
UWEgQOCbVCkaSmec4GozSujop-OCgTZhO0qvWgj_1Z32INRbO5m0jupIqCMLuaqjLiHTpMp7P1O8o1Q5IQJkew3UNgJO4GUrb2bhkttyYK_dicr15RB_PP7ljsRru5t7kc9iIMM2wd
Vzj7PyiPc4zrP2XLxsV4cBJ8WeXHKJb3bzU4x95NnbXV5hhyvysFg0oBuQlIuGMqbBGL9zGHUHm-tPrpf8_AL-BmTC.MEQCIB5DpGHR8lD7S-kHkixqu1_5meybNr2Hviq0fpqc9pRKA
iA5MJqSaSH3SzD_O-R0YUG7SQymhGB-Yl7219ZvX9MWeg' MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 5716 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1600,10944404963820189189,5686783659298887322,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1808 
/prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

chrome.exe (PID: 6200 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=audio.mojom.AudioService --field-trial-handle=1600

,10944404963820189189,5686783659298887322,131072 --lang=en-US --service-sandbox-type=audio --enable-audio-service-sandbox --mojo-platform-channel-handle=3796 /p
refetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

cleanup

No configs have been found

No yara matches

Process Tree
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No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Antivirus / Scanner detection for submitted sample

Antivirus detection for URL or domain

Phishing:

Phishing site detected (based on shot template match)

Yara detected HtmlPhish10

Phishing site detected (based on logo template match)

Phishing site detected (based on image similarity)

Networking:

Uses dynamic DNS services

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation

Defense
Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Remote
Service
Effects Impact

Valid
Accounts

Windows
Management
Instrumentation

Path
Interception

Process
Injection 1

Masquerading 3 OS
Credential
Dumping

System
Service
Discovery

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 2

Eavesdrop on
Insecure
Network
Communication

Remotely
Track Device
Without
Authorization

Modify
System
Partition

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or
Logon
Initialization
Scripts

Process
Injection 1

LSASS
Memory

Application
Window
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Non-
Application
Layer
Protocol 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorization

Device
Lockout

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon
Script
(Windows)

Obfuscated Files
or Information

Security
Account
Manager

Query
Registry

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Application
Layer
Protocol 1 2

Exploit SS7 to
Track Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Behavior Graph
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Behavior Graph
ID: 483347

URL: https://shared.outlook.inky...

Startdate: 14/09/2021

Architecture: WINDOWS

Score: 84

x.bidswitch.net goladus.duckdns.org 18 other IPs or domains

Antivirus detection
for URL or domain

Antivirus / Scanner
detection for submitted

sample

Phishing site detected
(based on shot template

match)
4 other signatures

chrome.exe

14 475

        started       

192.168.2.1

unknown

unknown

192.168.2.5

unknown

unknown

2 other IPs or domains

chrome.exe

131

        started       

chrome.exe

        started       

goladus.duckdns.org

192.3.228.197, 443, 49813, 49814

AS-COLOCROSSINGUS

United States

x.bidswitch.net 88 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

https://shared.outlook.inky.com/link?
domain=lnkd.in&t=eyJ0eXAiOiJKV1QiLCJhbGciOiJFUzI1NiJ9.eJxtkNtqg0AQht9lr0VTWwsRCinYQyCrV
GzDBkG27lTX7K6yh5BY-u5dQy97MRdz-L_5Z76RBSo5QylqbWvPKEBcWdCKCpR-
UWEgQOCbVCkaSmec4GozSujop-
OCgTZhO0qvWgj_1Z32INRbO5m0jupIqCMLuaqjLiHTpMp7P1O8o1Q5IQJkew3UNgJO4GUrb2bhkttyYK_
dicr15RB_PP7ljsRru5t7kc9iIMM2wdVzj7PyiPc4zrP2XLxsV4cBJ8WeXHKJb3bzU4x95NnbXV5hhyvysFg0
oBuQlIuGMqbBGL9zGHUHm-tPrpf8_AL-BmTC.MEQCIB5DpGHR8lD7S-
kHkixqu1_5meybNr2Hviq0fpqc9pRKAiA5MJqSaSH3SzD_O-R0YUG7SQymhGB-Yl7219ZvX9MWeg

0% Avira URL Cloud safe

https://shared.outlook.inky.com/link?
domain=lnkd.in&t=eyJ0eXAiOiJKV1QiLCJhbGciOiJFUzI1NiJ9.eJxtkNtqg0AQht9lr0VTWwsRCinYQyCrV
GzDBkG27lTX7K6yh5BY-u5dQy97MRdz-L_5Z76RBSo5QylqbWvPKEBcWdCKCpR-
UWEgQOCbVCkaSmec4GozSujop-
OCgTZhO0qvWgj_1Z32INRbO5m0jupIqCMLuaqjLiHTpMp7P1O8o1Q5IQJkew3UNgJO4GUrb2bhkttyYK_
dicr15RB_PP7ljsRru5t7kc9iIMM2wdVzj7PyiPc4zrP2XLxsV4cBJ8WeXHKJb3bzU4x95NnbXV5hhyvysFg0
oBuQlIuGMqbBGL9zGHUHm-tPrpf8_AL-BmTC.MEQCIB5DpGHR8lD7S-
kHkixqu1_5meybNr2Hviq0fpqc9pRKAiA5MJqSaSH3SzD_O-R0YUG7SQymhGB-Yl7219ZvX9MWeg

100% SlashNext Fake Login Page 
type: Phishing & 
Social usering

No Antivirus matches

No Antivirus matches

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files
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No Antivirus matches

Source Detection Scanner Label Link

https://linktr.ee/securefiles 100% SlashNext Fake Login Page 
type: Phishing & 
Social usering

https://goladus.duckdns.org/php/ 100% SlashNext Fake Login Page 
type: Phishing & 
Social usering

https://analytics.tiktok.com/i18n/pixel/events.js?sdkid=C3F49JEPKKNB3CA81I0G&lib=ttq 0% Avira URL Cloud safe

https://js.appboycdn.com/web-sdk/ 0% Avira URL Cloud safe

https://static.ads-twitter.com/uwt.jsaD 0% Avira URL Cloud safe

https://git.io/fjule 0% Avira URL Cloud safe

https://shared.outlook.inky.com/link?
domain=lnkd.in&t=eyJ0eXAiOiJKV1QiLCJhbGciOiJFUzI1NiJ9.eJxtkNtqg

0% Avira URL Cloud safe

https://linktr.eeh 0% Avira URL Cloud safe

https://www.google.co.uk 0% URL Reputation safe

https://goladus.duckdns.org/php/Login/ 0% Avira URL Cloud safe

https://lnkd.in/g5YppnR62 0% Avira URL Cloud safe

https://goladus.duckdns.org/ 0% Avira URL Cloud safe

https://goladus.duckdns.org/php/Ry 0% Avira URL Cloud safe

https://s.dca0.com/sdk.v5.5.min.js?1623965914 0% Avira URL Cloud safe

https://analytics.tiktok.com/i18n/pixel/identify.js 0% URL Reputation safe

Name IP Active Malicious Antivirus Detection Reputation

gstaticadssl.l.google.com 142.250.203.99 true false high

linktr.ee 151.101.66.133 true false high

ec2-54-200-146-249.us-west-
2.compute.amazonaws.com

54.200.146.249 true false high

platform.twitter.map.fastly.net 151.101.12.157 true false unknown

t.co 104.244.42.133 true false high

cdnjs.cloudflare.com 104.16.19.94 true false high

cm.g.doubleclick.net 172.217.168.66 true false high

www.google.com 172.217.168.36 true false high

static-cdn.hotjar.com 99.86.162.36 true false high

js.intercomcdn.com 13.226.169.110 true false high

d1nnwinjc04txl.cloudfront.net 13.226.169.107 true false high

star-mini.c10r.facebook.com 69.171.250.35 true false high

d1qug1xf2dk5z6.cloudfront.net 99.86.162.81 true false high

us-u.openx.net 34.98.64.218 true false high

s.twitter.com 104.244.42.3 true false high

stats.l.doubleclick.net 108.177.119.157 true false high

maxcdn.bootstrapcdn.com 104.18.11.207 true false high

videos.ctfassets.net 13.226.169.32 true false high

dna8twue3dlxq.cloudfront.net 99.86.162.38 true false high

api-iam.intercom.io 99.83.219.81 true false high

www.googleoptimize.com 172.217.168.78 true false unknown

heapanalytics.com 3.225.6.102 true false high

in-live.live.eks.hotjar.com 52.50.124.16 true false high

googleads.g.doubleclick.net 172.217.168.66 true false high

www3.l.google.com 172.217.168.78 true false high

www.google.co.uk 142.250.203.99 true false unknown

www.bugherd.com.herokudns.com 54.161.241.46 true false unknown

clients.l.google.com 172.217.168.78 true false high

unpkg.com 104.16.122.175 true false high

googlehosted.l.googleusercontent.com 172.217.168.33 true false high

Domains

URLs

Domains and IPs

Contacted Domains
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adserver-vpc-alb-3-890571764.eu-west-
1.elb.amazonaws.com

52.18.183.31 true false high

d3orhvfyxudxxq.cloudfront.net 143.204.9.106 true false high

alb-aws-fr-bswx-2-1673521430.eu-central-
1.elb.amazonaws.com

3.64.77.7 true false high

i.linktr.ee 99.86.162.2 true false high

d1fdloi71mui9q.cloudfront.net 143.204.10.154 true false high

alb-logs-http-browser-shard0-714281947.us-east-
1.elb.amazonaws.com

3.233.144.188 true false high

scontent.xx.fbcdn.net 157.240.17.15 true false high

idsync.rlcdn.com 35.244.174.68 true false high

script.hotjar.com 13.226.169.58 true false high

nexus-websocket-a.intercom.io 34.237.73.95 true false high

stackpath.bootstrapcdn.com 104.18.10.207 true false high

d38au5kn48shwv.cloudfront.net 99.86.162.50 true false high

accounts.google.com 216.58.215.237 true false high

www-google-analytics.l.google.com 142.250.185.206 true false high

alb-aws-fr-bswx-1-445786803.eu-central-
1.elb.amazonaws.com

52.57.230.211 true false high

www-googletagmanager.l.google.com 142.250.203.104 true false high

widget.intercom.io 143.204.9.20 true false high

d1redxmslvp7oy.cloudfront.net 143.204.9.120 true false high

vars.hotjar.com 99.86.162.68 true false high

lnkd.in 108.174.10.10 true false unknown

analysis-web-prod-1945766130.us-east-
1.elb.amazonaws.com

34.202.42.177 true false high

ingress.linktr.ee 143.204.9.43 true false high

goladus.duckdns.org 192.3.228.197 true true unknown

ib.anycast.adnxs.com 185.33.221.89 true false high

edge.gycpi.b.yahoodns.net 87.248.118.22 true false unknown

static.ads-twitter.com unknown unknown true unknown

ka-f.fontawesome.com unknown unknown false high

d.adroll.com unknown unknown false high

stats.g.doubleclick.net unknown unknown false high

clients2.googleusercontent.com unknown unknown false high

clients2.google.com unknown unknown false high

static.hotjar.com unknown unknown false high

www.bugherd.com unknown unknown false high

kit.fontawesome.com unknown unknown false high

browser-http-intake.logs.datadoghq.com unknown unknown false high

images.ctfassets.net unknown unknown false high

connect.facebook.net unknown unknown false high

blog-api.linktr.ee unknown unknown false high

in.hotjar.com unknown unknown false high

shared.outlook.inky.com unknown unknown true unknown

ct.pinterest.com unknown unknown false high

ads.yahoo.com unknown unknown false high

code.jquery.com unknown unknown false high

x.bidswitch.net unknown unknown true unknown

assets.production.linktr.ee unknown unknown false high

www.facebook.com unknown unknown false high

cdn.heapanalytics.com unknown unknown false high

www.linkedin.com unknown unknown false high

s.adroll.com unknown unknown false high

public.profitwell.com unknown unknown false high

analytics.twitter.com unknown unknown false high

s.pinimg.com unknown unknown false high

analytics.tiktok.com unknown unknown true unknown

ib.adnxs.com unknown unknown false high

analytics.google.com unknown unknown false high

Name IP Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

https://linktr.ee/blog/ false high

Contacted URLs
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https://linktr.ee/ false high

Name Malicious Antivirus Detection Reputation

IP Domain Country Flag ASN ASN Name Malicious

104.16.122.175 unpkg.com United States 13335 CLOUDFLARENETUS false

216.58.215.237 accounts.google.com United States 15169 GOOGLEUS false

34.237.73.95 nexus-websocket-
a.intercom.io

United States 14618 AMAZON-AESUS false

3.64.77.7 alb-aws-fr-bswx-2-
1673521430.eu-central-
1.elb.amazonaws.com

United States 16509 AMAZON-02US false

143.204.10.154 d1fdloi71mui9q.cloudfront.
net

United States 16509 AMAZON-02US false

151.101.66.133 linktr.ee United States 54113 FASTLYUS false

142.250.203.99 gstaticadssl.l.google.com United States 15169 GOOGLEUS false

52.18.183.31 adserver-vpc-alb-3-
890571764.eu-west-
1.elb.amazonaws.com

United States 16509 AMAZON-02US false

13.226.169.107 d1nnwinjc04txl.cloudfront.n
et

United States 16509 AMAZON-02US false

104.244.42.133 t.co United States 13414 TWITTERUS false

143.204.9.43 ingress.linktr.ee United States 16509 AMAZON-02US false

99.86.162.50 d38au5kn48shwv.cloudfron
t.net

United States 16509 AMAZON-02US false

239.255.255.250 unknown Reserved unknown unknown false

13.226.169.58 script.hotjar.com United States 16509 AMAZON-02US false

143.204.9.120 d1redxmslvp7oy.cloudfront
.net

United States 16509 AMAZON-02US false

35.244.174.68 idsync.rlcdn.com United States 15169 GOOGLEUS false

54.200.146.249 ec2-54-200-146-249.us-
west-
2.compute.amazonaws.co
m

United States 16509 AMAZON-02US false

52.50.124.16 in-live.live.eks.hotjar.com United States 16509 AMAZON-02US false

151.101.12.157 platform.twitter.map.fastly.
net

United States 54113 FASTLYUS false

13.226.169.110 js.intercomcdn.com United States 16509 AMAZON-02US false

142.250.185.206 www-google-
analytics.l.google.com

United States 15169 GOOGLEUS false

104.18.10.207 stackpath.bootstrapcdn.co
m

United States 13335 CLOUDFLARENETUS false

13.226.169.32 videos.ctfassets.net United States 16509 AMAZON-02US false

99.86.162.81 d1qug1xf2dk5z6.cloudfront
.net

United States 16509 AMAZON-02US false

157.240.17.15 scontent.xx.fbcdn.net United States 32934 FACEBOOKUS false

3.225.6.102 heapanalytics.com United States 14618 AMAZON-AESUS false

172.217.168.66 cm.g.doubleclick.net United States 15169 GOOGLEUS false

99.86.162.36 static-cdn.hotjar.com United States 16509 AMAZON-02US false

99.86.162.38 dna8twue3dlxq.cloudfront.
net

United States 16509 AMAZON-02US false

54.161.241.46 www.bugherd.com.herokud
ns.com

United States 14618 AMAZON-AESUS false

108.174.10.10 lnkd.in United States 14413 LINKEDINUS false

99.86.162.2 i.linktr.ee United States 16509 AMAZON-02US false

142.250.203.104 www-
googletagmanager.l.google
.com

United States 15169 GOOGLEUS false

108.177.119.157 stats.l.doubleclick.net United States 15169 GOOGLEUS false

69.171.250.35 star-
mini.c10r.facebook.com

United States 32934 FACEBOOKUS false

34.202.42.177 analysis-web-prod-
1945766130.us-east-
1.elb.amazonaws.com

United States 14618 AMAZON-AESUS false

87.248.118.22 edge.gycpi.b.yahoodns.net United Kingdom 203220 YAHOO-DEBDE false

104.244.42.3 s.twitter.com United States 13414 TWITTERUS false

URLs from Memory and Binaries

Contacted IPs

Public
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General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 483347

Start date: 14.09.2021

Start time: 21:04:47

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 5m 42s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://shared.outlook.inky.com/link?domain=lnkd.in&t=eyJ0eXAiOiJKV1QiLCJhbGciOiJFUzI1NiJ9.eJxtkNtqg0AQht9lr0VTWwsRCin
YQyCrVGzDBkG27lTX7K6yh5BY-u5dQy97MRdz-L_5Z76RBSo5QylqbWvPKEBcWdCKCpR-UWEgQOCbVCkaSmec4GozSujop-OCgTZh
O0qvWgj_1Z32INRbO5m0jupIqCMLuaqjLiHTpMp7P1O8o1Q5IQJkew3UNgJO4GUrb2bhkttyYK_dicr15RB_PP7ljsRru5t7kc9iIMM2wdVzj7
PyiPc4zrP2XLxsV4cBJ8WeXHKJb3bzU4x95NnbXV5hhyvysFg0oBuQlIuGMqbBGL9zGHUHm-tPrpf8_AL-BmTC.MEQCIB5DpGHR8lD7S-
kHkixqu1_5meybNr2Hviq0fpqc9pRKAiA5MJqSaSH3SzD_O-R0YUG7SQymhGB-Yl7219ZvX9MWeg

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

14

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal84.phis.troj.win@39/292@72/55

Cookbook Comments: Adjust boot time
Enable AMSI
Browse: https://goladus.duckdns.org/php/
Browse: https://linktr.ee/
Browse: /
Browse: https://linktr.ee/blog/

99.83.219.81 api-iam.intercom.io United States 16509 AMAZON-02US false

185.33.221.89 ib.anycast.adnxs.com Netherlands 29990 ASN-APPNEXUS false

143.204.9.20 widget.intercom.io United States 16509 AMAZON-02US false

104.18.11.207 maxcdn.bootstrapcdn.com United States 13335 CLOUDFLARENETUS false

172.217.168.78 www.googleoptimize.com United States 15169 GOOGLEUS false

143.204.9.106 d3orhvfyxudxxq.cloudfront.
net

United States 16509 AMAZON-02US false

172.217.168.36 www.google.com United States 15169 GOOGLEUS false

34.98.64.218 us-u.openx.net United States 15169 GOOGLEUS false

99.86.162.68 vars.hotjar.com United States 16509 AMAZON-02US false

192.3.228.197 goladus.duckdns.org United States 36352 AS-COLOCROSSINGUS true

172.217.168.33 googlehosted.l.googleuser
content.com

United States 15169 GOOGLEUS false

3.233.144.188 alb-logs-http-browser-
shard0-714281947.us-
east-
1.elb.amazonaws.com

United States 14618 AMAZON-AESUS false

104.16.19.94 cdnjs.cloudflare.com United States 13335 CLOUDFLARENETUS false

IP Domain Country Flag ASN ASN Name Malicious

IP

192.168.2.1

192.168.2.7

192.168.2.5

127.0.0.1

Private
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Warnings:

No simulations

No context

No context

No context

No context

No context

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit): 5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBlESBw4p6:NfOCzvRKhGvwJ

MD5: A78AD14E77147E7DE3647E61964C0335

SHA1: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0E893FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDE0DFBB19CB31C506F7DE97AF67C2F244F7E7E8E10648EA83211
01

Malicious: false

Reputation: low

Preview:
BDic.... ....6...."..Z..4g....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF 
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF 
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF 
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF I.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF 
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF 
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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C:\Users\user\AppData\Local\Google\Chrome\User Data\0b88dde7-ebf4-4e71-b669-c15051e68171.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 382537

Entropy (8bit): 6.048897233636683

Encrypted: false

SSDEEP: 6144:I7Itsrc+XHYf50DG0OP1eVxR+v+F7EFpfY4XB3iE7ZPXYGzLxinf:IMtsrc+A0DGNPUZ+w7wJHyEtAWa

MD5: 5C3CC22339F719D676C2F796A70B6748

SHA1: 77F036CD8E2845BD0A9828451ECA0495A4127346

SHA-256: A1CABDCA50FD2489850F7AAF7F9F015445EEF367C747B2CEB80AFB3A6DE5FDBE

SHA-512: B6B1B343214D51584E9216A638A46CC7B38D1AD70F697D3B4EB06F302B17AE38FC191AE76C66137DB05F8AA9CE1C111A5ADA37712CB56A4178052F582CB3F6E
A

Malicious: false

Reputation: low

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.631678755368772e+12,"network":1.631646356e+12,"ticks":7039246128.0,"uncertainty":2587757.0}},"os_crypt":{"encrypted_key":"R
FBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAACMBYze0bKMTIhZGR/AW4M5AAAAAAIAAAAAABBmAAAAAQAAIAAAACoSPhbyumSaNjLuAHEna2O
UDn+rpXOk+H/ONjHe5ZwbAAAAAA6AAAAAAgAAIAAAADezR1ii2QiPYGPz0Jd0ZQiE5jKOKMttbbwwADHJYDpEMAAAACuIP4EJtfud3aEFZzvijkFSTP1RNwcy8fFg19xXf
iV1Q9wriZb5iS+jYbOXKVX44kAAAAByJv8rXU2wt9ZoSemiGl7Rv1MeHwgrJRvbYcUfMpjLAz2bh77nWHOppVpZzR2K2uw89vs6aWrPXuiWeIEQQvEM"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245952488007586"},"plugins":{"metadata":{"adobe-flash-player":{"dis

C:\Users\user\AppData\Local\Google\Chrome\User Data\0da0ab6d-d5ff-4bca-b9db-b926f40740aa.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 382537

Entropy (8bit): 6.048896875592082

Encrypted: false

SSDEEP: 6144:f7Itsrc+XHYf50DG0OP1eVxR+v+F7EFpfY4XB3iE7ZPXYGzLxinf:fMtsrc+A0DGNPUZ+w7wJHyEtAWa

MD5: 069E3709DCE07F5C88C4B3DAA60421DE

SHA1: F333022E6109537DFC2F6C14443FD369309DDE56

SHA-256: C08B75568A73F95477E3CBA7380579F04942160D491F4FF530655AFFB180D14D

SHA-512: 1DDC60858768417CA82668C8F05554440F6415F3D1CC3C7ED2C18DBBC27553174B5832DA2A299E0205B3415DE169C32D4360F7EC42FD754FB25BAE749CB4D196

Malicious: false

Reputation: low

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.631678755368772e+12,"network":1.631646356e+12,"ticks":7039246128.0,"uncertainty":2587757.0}},"os_crypt":{"encrypted_key":"R
FBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAACMBYze0bKMTIhZGR/AW4M5AAAAAAIAAAAAABBmAAAAAQAAIAAAACoSPhbyumSaNjLuAHEna2O
UDn+rpXOk+H/ONjHe5ZwbAAAAAA6AAAAAAgAAIAAAADezR1ii2QiPYGPz0Jd0ZQiE5jKOKMttbbwwADHJYDpEMAAAACuIP4EJtfud3aEFZzvijkFSTP1RNwcy8fFg19xXf
iV1Q9wriZb5iS+jYbOXKVX44kAAAAByJv8rXU2wt9ZoSemiGl7Rv1MeHwgrJRvbYcUfMpjLAz2bh77nWHOppVpZzR2K2uw89vs6aWrPXuiWeIEQQvEM"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245952488555462"},"plugins":{"metadata":{"adobe-flash-player":{"dis

C:\Users\user\AppData\Local\Google\Chrome\User Data\3e90f50a-2ed2-4600-b99a-279f5c9c768b.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 382537

Entropy (8bit): 6.048896948823471

Encrypted: false

SSDEEP: 6144:R7Itsrc+XHYf50DG0OP1eVxR+v+F7EFpfY4XB3iE7ZPXYGzLxinf:RMtsrc+A0DGNPUZ+w7wJHyEtAWa

MD5: BCDD7F363FAD7713CC326829648257D8

SHA1: D2D0956591D738DA45037F9CD756029C6584519A

SHA-256: 2B08D9225B1036F65F91D23DE34CB3D10B4333EE878644C629BF1FDA709C5C8F

SHA-512: F926FE2B1F13CDD93C5698C4CBE824D17B7200F746706ADE7C877A5D86EADD6C455701339EDAAD9031D7430B21C7FBF9E0899E6BF804C9CEC032B1117291BB1
A

Malicious: false

Reputation: low

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.631678755368772e+12,"network":1.631646356e+12,"ticks":7039246128.0,"uncertainty":2587757.0}},"os_crypt":{"encrypted_key":"R
FBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAACMBYze0bKMTIhZGR/AW4M5AAAAAAIAAAAAABBmAAAAAQAAIAAAACoSPhbyumSaNjLuAHEna2O
UDn+rpXOk+H/ONjHe5ZwbAAAAAA6AAAAAAgAAIAAAADezR1ii2QiPYGPz0Jd0ZQiE5jKOKMttbbwwADHJYDpEMAAAACuIP4EJtfud3aEFZzvijkFSTP1RNwcy8fFg19xXf
iV1Q9wriZb5iS+jYbOXKVX44kAAAAByJv8rXU2wt9ZoSemiGl7Rv1MeHwgrJRvbYcUfMpjLAz2bh77nWHOppVpZzR2K2uw89vs6aWrPXuiWeIEQQvEM"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245952488555462"},"plugins":{"metadata":{"adobe-flash-player":{"dis
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C:\Users\user\AppData\Local\Google\Chrome\User Data\7919ff79-3f0e-4bdd-ab93-fdf037252686.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 374061

Entropy (8bit): 6.02783645306261

Encrypted: false

SSDEEP: 6144:A7Itsrc+XHYf50DG0OP1eVxR+v+F7EFpfY4XB3iE7ZPXYGzLxinf:AMtsrc+A0DGNPUZ+w7wJHyEtAWa

MD5: 812D1452C37A954C2C4808FC0370A2DC

SHA1: F884044A28B5FADA7554E6807000A24D7B343E6B

SHA-256: 45F2126001F0F9DBC29FCDF0BA9B34BF3C964FC3B7B2316FDBD192C65E893181

SHA-512: 87A888A7893F0B62542A6927E038276B2BBA1CC137D230B2CBB85C635B47C152048B62E0FF26F0FDB4BDDFB76AD7874A0D4B4DE4CA69DB30D9FDD1700E87071
6

Malicious: false

Reputation: low

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.631678755368772e+12,"network":1.631646356e+12,"ticks":7039246128.0,"uncertainty":2587757.0}},"os_crypt":{"encrypted_key":"R
FBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAACMBYze0bKMTIhZGR/AW4M5AAAAAAIAAAAAABBmAAAAAQAAIAAAACoSPhbyumSaNjLuAHEna2O
UDn+rpXOk+H/ONjHe5ZwbAAAAAA6AAAAAAgAAIAAAADezR1ii2QiPYGPz0Jd0ZQiE5jKOKMttbbwwADHJYDpEMAAAACuIP4EJtfud3aEFZzvijkFSTP1RNwcy8fFg19xXf
iV1Q9wriZb5iS+jYbOXKVX44kAAAAByJv8rXU2wt9ZoSemiGl7Rv1MeHwgrJRvbYcUfMpjLAz2bh77nWHOppVpZzR2K2uw89vs6aWrPXuiWeIEQQvEM"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245952488555462"},"plugins":{"metadata":{"adobe-flash-player":{"dis

C:\Users\user\AppData\Local\Google\Chrome\User Data\7e21da17-ab33-4643-be50-69655ac3cb4b.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SysEx File -

Category: dropped

Size (bytes): 94708

Entropy (8bit): 3.7460838914484764

Encrypted: false

SSDEEP: 384:R352mYDtwLwOVb9C5Nur7vCa35Cw9H4BGF8rXk+QxZ0Us3r/2mjA30GKKpOk4aNo:tCeBR6Yppge3ICQBaHzGiKwaapw

MD5: E2A9E074A78C2D968D152FFD65363549

SHA1: 6F3CE97A8E7829194DFC2C61FE9A44362E43E9D3

SHA-256: D7EE25A719F18257AE17E5B7FBD11CB6CA42F16752AF23F493FD9F5057940EB2

SHA-512: 91CA7965582819F12177BA46C75FD1F9F29B64556CF7079F636C3276C07C1D60069B32436304506DC9838CD3B608BD4E90B2FC5480B5D33D28CDD2F7A00932EC

Malicious: false

Reputation: low

Preview:
.q..............*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L..P!...[)...%.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .o.f.f.i.c.e.\.o.f.f.i.c.e
.1.6.\.......g.r.o.o.v.e.e.x...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .2.0.1.6...*...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .f.o.r. .B.u.s.i.n.e.s.s. .E.x.t.e.n.s.i.o.n.s.....1.6...0...4.7.1.1...1.0
.0.0.....*...C.:.\.P.R.O.G.R.A.~.1.\.M.I.C.R.O.S.~.1.\.O.f.f.i.c.e.1.6.\.G.R.O.O.V.E.E.X...D.L.L.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n....E8.D...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o
.m.m.o.n. .F.i.l.e.s.\.M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.O.F.F.I.C.E.1.6.\.m.s.o.s.h.e.x.t...d.l.l..@.....U/...%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.m.i.c.r.o.s.o.f.t. .s.h.a.r.e.d.\.o.f
.f.i.c.e.1.6.\.......m.s.o.s.h.e.x.t...d.l.l.....M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e.)...M.i.c.r.o.s.o.f.t. .O.f.f.i.c.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n. .H.a.n.d.l.e.r.s.......1.6...0...4.2.6.6...1.0.0.1.....D...C
.:.\.P.r.o.g.r.a.m.

C:\Users\user\AppData\Local\Google\Chrome\User Data\94ac4b27-f514-45a2-894c-fabafff998e6.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 382536

Entropy (8bit): 6.048897513278392

Encrypted: false

SSDEEP: 6144:v7Itsrc+XHYf50DG0OP1eVxR+v+F7EFpfY4XB3iE7ZPXYGzLxinf:vMtsrc+A0DGNPUZ+w7wJHyEtAWa

MD5: A4BEFE84AEBE476B64E03B479EA73847

SHA1: E7ACC972E404CA1D76F693FF1C0BEE5DD7724288

SHA-256: 29A1B2B1A19D9C39604E1AED60F1E494B7D0701926BA76495BADFDCC581396BD

SHA-512: 34BC056FA22AB41E050F844494C4988F2D7EA0F4B62581340261FD2D682C05506E4D428E0349B6306502BC7A5F6A6D8745B56D40745489311CB893C99A64652B

Malicious: false

Reputation: low

Preview:
{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.631678755368772e+12,"network":1.631646356e+12,"ticks":7039246128.0,"uncertainty":2587757.0}},"os_crypt":{"encrypted_key":"R
FBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAACMBYze0bKMTIhZGR/AW4M5AAAAAAIAAAAAABBmAAAAAQAAIAAAACoSPhbyumSaNjLuAHEna2O
UDn+rpXOk+H/ONjHe5ZwbAAAAAA6AAAAAAgAAIAAAADezR1ii2QiPYGPz0Jd0ZQiE5jKOKMttbbwwADHJYDpEMAAAACuIP4EJtfud3aEFZzvijkFSTP1RNwcy8fFg19xXf
iV1Q9wriZb5iS+jYbOXKVX44kAAAAByJv8rXU2wt9ZoSemiGl7Rv1MeHwgrJRvbYcUfMpjLAz2bh77nWHOppVpZzR2K2uw89vs6aWrPXuiWeIEQQvEM"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245952488007586"},"plugins":{"metadata":{"adobe-flash-player":{"dis

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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File Type: data

Category: dropped

Size (bytes): 120

Entropy (8bit): 3.3041625260016576

Encrypted: false

SSDEEP: 3:FkXEwozZHGftEwozZHGftEwozZHn:+EwozZHGVEwozZHGVEwozZHn

MD5: 4829695F153A750ADF50C6E979E8E8F3

SHA1: 2F697EF207460D03671E4B59670BC73328D60D6E

SHA-256: 1AACF1304FD42C84FF41DDD2F2252E5C0EDE7362352661B7957648F2EA4C2683

SHA-512: 6D16A6EF4BB20B25B1B14757C475E9F8C3A40D6181F718D563A628BA41DA9426E1B586C472D4F8729FD65FCA014151B7D46FBFAAE171BFF9A6D937DB7A7A2CC
2

Malicious: false

Reputation: low

Preview:
sdPC.......................y3..M.Y.NbD.sdPC.......................y3..M.Y.NbD.sdPC.......................y3..M.Y.NbD.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\05bf75c2-c8a8-4970-84e9-3e4c1888e523.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 16745

Entropy (8bit): 5.577372439820384

Encrypted: false

SSDEEP: 384:OMztFLl7pXH1kXqKf/pUZNCgVLH2HfDKrU5GFo4N:ZLlBH1kXqKf/pUZNCgVLH2HfmrU5coW

MD5: AEB62804D4BFAF9B1B138F801A1CB254

SHA1: 20AECF68A84D5EDE3416A3907A2DEEA7D6CB0E4F

SHA-256: EAD715C89609C6202AACA8DBDB195EA21D4E679E49EE6AB174FBC81303A2471C

SHA-512: 6D679F52B9D0E3CB8E5E16ED46AEFE125C7FBFC9AFCCCC3E9519FE88F8FA6B3BC21182A3EA15A859BA30AA56FD454122C91470B08A6354F0C6E9F33DF956BB
58

Malicious: false

Reputation: low

Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13276152351479209","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\2e43bdf6-6383-4026-b03d-cb18c1e321a8.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: modified

Size (bytes): 1209

Entropy (8bit): 5.589281104765881

Encrypted: false

SSDEEP: 24:YeRD+yKeUYP3E9RAeU886H0UhczDG1KUX1aUewb7wUeU3RUeHQ:YwseUYPMieU886UUhczOKUX1aUeYwUe1

MD5: 91B9B6757AA3E41127F94D58C02AE48D

SHA1: 0313305EC7B17B9565E84352B37ECAAFB5C23432

SHA-256: 44CEF23455E4591DD06E7272FA92B309FEA77C0BD469B2DAB278D6174C77EC57

SHA-512: FCD7984CB882BC4195E57C3BE3D4DC6126DD114C85D15A97EBE97BBD795AD9ACDA2C13FDAA79C2E7A89C81F59AB7DDD3962853F465F3C031DF4E58F564CBF
9EB

Malicious: false

Reputation: low

Preview:
{"expect_ct":[],"sts":[{"expiry":1642565220.237578,"host":"LAZkYS46RVRcFiZAzmUJrz6TJHBd4nwE6VxPWfPLYHs=","mode":"force-https","sts_include_subdomains"
:true,"sts_observed":1631678820.237583},{"expiry":1663214821.046598,"host":"M4bfUnCmQAi4PNb3B8aI/2+SVJhHKsMfMMT7fzi6ij4=","mode":"force-https","sts_in
clude_subdomains":true,"sts_observed":1631678821.046603},{"expiry":1633015352.675531,"host":"OuKlWsMW1dkkbI1X/oi6o0Y95ZNSWnSoeaIXAEYPlv4=","mode":"for
ce-https","sts_include_subdomains":true,"sts_observed":1601479352.675536},{"expiry":1663214771.040536,"host":"nAuqgR4iEWti7SOdT3UHPl6rmZU/DeaIm38P2O2O
kgA=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1631678771.040544},{"expiry":1633015352.455722,"host":"5EdUoB7YUY9zZV+2DkgVXg
ho8WUvp+D+6KpeUOhNQIM=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601479352.455726},{"expiry":1633015295.599948,"host":"8/Rr
MmQlCD2Gsp14wUCE1P8r7B2C5+yE0+g79IPyRsc=","mode":"force-https","sts_include_subdomains":false,"sts_o

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\332d5148-7615-434f-ad93-643bc56e233c.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 875
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Entropy (8bit): 5.558856622091915

Encrypted: false

SSDEEP: 12:YmZ6Hk3O+UAnIvcJeCPrNgmh4r+UAnIjBeScNnYj+UAnIEORHNDlR7N+UAnIEa5S:Yc6H0UhczDG1KUX1aUewb7wUeU3RUeHQ

MD5: 3BF0E10233452B68AABC0A0E67C93582

SHA1: EC2B4ACAEB3F60C7ADA6A20C4C55E24F370BD113

SHA-256: 77D5AB8CD92CA91810AC6ADBE93F6B8002F52F3A80B2B4C134B0FBA7EA0C94A2

SHA-512: CC5C28FDC8EC49CDA78E5FC379C417EAE54D2AE75E911BD7A124A5DD8523EEACA62E866A2CA5BE1DD657B923D300EB55899E1C2CF02534B47CFF84BA672E
BD60

Malicious: false

Reputation: low

Preview:
{"expect_ct":[],"sts":[{"expiry":1633015352.675531,"host":"OuKlWsMW1dkkbI1X/oi6o0Y95ZNSWnSoeaIXAEYPlv4=","mode":"force-https","sts_include_subdomains"
:true,"sts_observed":1601479352.675536},{"expiry":1663214771.040536,"host":"nAuqgR4iEWti7SOdT3UHPl6rmZU/DeaIm38P2O2OkgA=","mode":"force-https","sts_in
clude_subdomains":false,"sts_observed":1631678771.040544},{"expiry":1633015352.455722,"host":"5EdUoB7YUY9zZV+2DkgVXgho8WUvp+D+6KpeUOhNQIM=",
"mode":"force-https","sts_include_subdomains":false,"sts_observed":1601479352.455726},{"expiry":1633015295.599948,"host":"8/RrMmQlCD2Gsp14wUCE1P8r7B2C
5+yE0+g79IPyRsc=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601479295.599952},{"expiry":1633015352.814139,"host":"+ccWXqaoHJ
9hfuXbleKV6FQUrBlyXAJ31BdqjNQJpHs=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601479352.814142}],"version":2}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\332d5148-7615-434f-ad93-643bc56e233c.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\37ab87a6-1b5d-40d8-b2dc-23e084e34e8a.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5153

Entropy (8bit): 4.972690538903977

Encrypted: false

SSDEEP: 96:nCXbLqm9paAKIGxk0JCKL8tks1f3bOTQVuwn:nCXbWm9p9E4KIksBT

MD5: E9E71CD7846157C3C539364F677DAD3D

SHA1: 4459F9B2B3833F7B88478D217DAA0533AD698790

SHA-256: 1C0632117EA302E14C4D301DA8C5E45AD7BEBE6CBF46A665815BF18F9980CF8B

SHA-512: A846351BDF20503EB153091FF40526029945EE6D54592EDFF43443A87E29F83713680D191A18A4A95E9C75920357DE7D7A74E6D1070F983ECD0963106F85E726

Malicious: false

Reputation: low

Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13276152351807127","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245952891998324","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245952963463509","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1501624"],"daily_received_length":["0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\3b3179f1-a66c-455f-8711-ca60dfde2847.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 22595

Entropy (8bit): 5.535708837750141

Encrypted: false

SSDEEP: 384:OMztkLl7pXH1kXqKf/pUZNCgVLH2HfDKrUYHGInThllo45I:QLlBH1kXqKf/pUZNCgVLH2HfmrUMGInQ

MD5: 2C4A3C84E0CC6B07303A4E3555325BE7

SHA1: BC1A3DB44BEF8E94FEA5E33ADFEA29A72CDA97A8

SHA-256: CE7FECDBA62D681C25EBFD43BECD25D4ACC96BBF3FE768EF0DD872F11147CE6E

SHA-512: BAC04B87F24AA702B5441AC0158F142C6B059DC276BEA3B1E4143D8C5EAE3FB332976AF739B62C8ABE11EA2B1EA6A6A53B1ECBF37C76C42500C1B215B27D40
12

Malicious: false

Reputation: low

Preview:
{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[],"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13276152351479209","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and 
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCt
l3tO0osjuzRsf6xtD2SKxPlTfuoy7AWoObysitBPvH5fE1NaAA1/2JkPWkVDhdLBWLaIBPYeXbzlHp3y4Vv/4XG+aN5qFE3z+1RU/NqkzVYHtIpVScf3DjTYtKVL66mzVG
ijSoAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYwQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\53c1edb6-e0f5-4f16-b56d-5bcc029daa1d.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 6003

Entropy (8bit): 5.1791277240010665
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Encrypted: false

SSDEEP: 96:nCXbvcW9cJhC9fmaAKIZxk0JCKL8WikCC+ks1fFbOTQVuwn:nCXbf9c8fm914KrikCVksBt

MD5: 90AC13AD0061B067659BA006FCF1754D

SHA1: 4B58046D5DF327CC5EB888C798B5E5230CF476E0

SHA-256: 95701A7988C1A1E9CF3CDB51E8400706DA6C8056BA1E058045FF27E3AECB075F

SHA-512: 8D2809200C8CB338AE7832003AC83DDBAC346C7BFBD630C317BFB0B84D6A4C889C8E7EF99789A120B06B37235061894A6F3E2548B30B28EBACD24B6A3202B9F
1

Malicious: false

Reputation: low

Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13276152351807127","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245952891998324","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245952963463509","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1501624"],"daily_received_length":["0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\53c1edb6-e0f5-4f16-b56d-5bcc029daa1d.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\67a987fe-b009-4ce1-b9e9-e3ffdb8a6932.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 6032

Entropy (8bit): 5.182370586658104

Encrypted: false

SSDEEP: 96:nCXbUeuW9cJhC9fmaAKIfxk0JCKL8W2kF4A0ks1fbbOTQVuwn:nCXbFN9c8fm9H4Kr2k21ksBP

MD5: CDA05B8E1A487C5B7EEF7F9813A78084

SHA1: 2CC677D367127448541A1F74E0FE94D0EDF6D4C8

SHA-256: 52482AD7D8AD28BDB7C9477BE34635B3EB5D58E84CEE53C64E63A8DD8CD8A74D

SHA-512: B172DA3C1236B78E5EEC849308AEFD83350C8DBDD2958586C832D8C87AE0CA5FF5044722C819AE2AD05AD126321C7DDD0DCF8BA39542B8E9EE36EE0970A3E7
EF

Malicious: false

Reputation: low

Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13276152351807127","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245952891998324","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245952963463509","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1501624"],"daily_received_length":["0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\68649f31-a191-411d-94dc-e7c190005135.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5104

Entropy (8bit): 4.97263333403021

Encrypted: false

SSDEEP: 96:nCXbaqm9paAKIwxk0JCKL8tks1f3bOTQVuwn:nCXbZm9p924KIksBT

MD5: 66907879BA28F988CBA27C277852A0C6

SHA1: C9444E0D01BBB37C2AED6E81B993A6F9EE356705

SHA-256: 0E0DF6BD4F8783781D9E3684BCF28323D990C13C6D0A5E7F0159A8429CBBDAB0

SHA-512: AE7F74D786AC942121C9F61E7774D332489E32B69522BAC76E51F2FA03BCDBC997A238731892CF135B7B7893AC9F130BB42E5391BE4F0C3576C75E3B0CD1601B

Malicious: false

Reputation: low

Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13276152351807127","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245952891998324","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245952963463509","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1501624"],"daily_received_length":["0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7df21a9d-1bf1-4bb9-8c80-e1c65c309e77.tmp
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5778

Entropy (8bit): 5.169164888937177

Encrypted: false

SSDEEP: 96:nCXbvlW9cJhC9fmaAKIGxk0JCKL8tks1f3bOTQVuwn:nCXbA9c8fm9E4KIksBT

Copyright Joe Security LLC 2021 Page 16 of 55



MD5: 0AD14CBA234687BCE82EF584C5ED216C

SHA1: BCF38E2B7F5CB5E23C188EC17495C0C86FEC6F3B

SHA-256: 5C365BF35F93178887C77BE96F0360A2C298A31769EC223A9FA8EA3B6FDB9CCC

SHA-512: 61C7D6BCDB88970BD684EAE05CDD9073BB0298B04A520FD7D022970A3664DE9138ECB7D3C6BDD589C33CBC5576949B40EAF9E52F09369CF1131653D613A89E1
9

Malicious: false

Reputation: low

Preview:
{"account_id_migration_state":2,"account_tracker_service_last_update":"13276152351807127","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245952891998324","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245952963463509","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1501624"],"daily_received_length":["0","0","0","0","0","0","0","

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7df21a9d-1bf1-4bb9-8c80-e1c65c309e77.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 340

Entropy (8bit): 5.203277343796091

Encrypted: false

SSDEEP: 6:mtHdW39+q2PN723iKKdK9RXXTZIFUtpEHdtj3JZmwPEHdcidN9VkwON723iKKdKT:Mdw4vVa5Kk7XT2FUtp8dx3J/P8dccD5D

MD5: 33169B105056D0A136AB1DFBB3919BE3

SHA1: 7529AF74728B38AC748823C62863B65CD2C9C849

SHA-256: 2B1A39383D3CA20A4ACBDE774146AEC95728691AF20FC1ADB16080ECAB973080

SHA-512: 82CEE18FEC5E6FEE0885C4ED3E8C920287265F6B8F4EF113A3AF37AFD5550E55252549C4671E42A8FCE6FC9B54FFEFCB2D14645E6EF347EB2352A6CA12D0168
D

Malicious: false

Reputation: low

Preview:
2021/09/14-21:06:15.816 1968 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
09/14-21:06:15.819 1968 Recovering log #3.2021/09/14-21:06:15.820 1968 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG.old (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 340

Entropy (8bit): 5.203277343796091

Encrypted: false

SSDEEP: 6:mtHdW39+q2PN723iKKdK9RXXTZIFUtpEHdtj3JZmwPEHdcidN9VkwON723iKKdKT:Mdw4vVa5Kk7XT2FUtp8dx3J/P8dccD5D

MD5: 33169B105056D0A136AB1DFBB3919BE3

SHA1: 7529AF74728B38AC748823C62863B65CD2C9C849

SHA-256: 2B1A39383D3CA20A4ACBDE774146AEC95728691AF20FC1ADB16080ECAB973080

SHA-512: 82CEE18FEC5E6FEE0885C4ED3E8C920287265F6B8F4EF113A3AF37AFD5550E55252549C4671E42A8FCE6FC9B54FFEFCB2D14645E6EF347EB2352A6CA12D0168
D

Malicious: false

Reputation: low

Preview:
2021/09/14-21:06:15.816 1968 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
09/14-21:06:15.819 1968 Recovering log #3.2021/09/14-21:06:15.820 1968 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 324

Entropy (8bit): 5.19975536027239

Encrypted: false

SSDEEP: 6:mtHLF39+q2PN723iKKdKyDZIFUtpEHXFLJZmwPEHNlL9VkwON723iKKdKyJLJ:MLN4vVa5Kk02FUtp8pJ/P8NlLD5Oa5K1

MD5: 573B7E0C61B623A5D2210159BDBD9468

SHA1: 5009A858FC8B4AC033EBC278D1E80AD499865FB5

SHA-256: 626AAE88737544F948DD6E53CF61755AEE6F9AB037CF10B127D74345013C87C7

SHA-512: 94CD8ABDF118DEB5D09C24F9045C9844515F6443E2768C1D6824DB1A23EE6562DB1578822448F278F72C190DDB565C8007EDE0D31F23F64984D4591CB325E9BC

Malicious: false

Reputation: low

Copyright Joe Security LLC 2021 Page 17 of 55



Preview:
2021/09/14-21:06:14.614 1968 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/09/14-21
:06:14.885 1968 Recovering log #3.2021/09/14-21:06:15.118 1968 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG.old (copy)
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 324

Entropy (8bit): 5.19975536027239

Encrypted: false

SSDEEP: 6:mtHLF39+q2PN723iKKdKyDZIFUtpEHXFLJZmwPEHNlL9VkwON723iKKdKyJLJ:MLN4vVa5Kk02FUtp8pJ/P8NlLD5Oa5K1

MD5: 573B7E0C61B623A5D2210159BDBD9468

SHA1: 5009A858FC8B4AC033EBC278D1E80AD499865FB5

SHA-256: 626AAE88737544F948DD6E53CF61755AEE6F9AB037CF10B127D74345013C87C7

SHA-512: 94CD8ABDF118DEB5D09C24F9045C9844515F6443E2768C1D6824DB1A23EE6562DB1578822448F278F72C190DDB565C8007EDE0D31F23F64984D4591CB325E9BC

Malicious: false

Reputation: low

Preview:
2021/09/14-21:06:14.614 1968 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/09/14-21
:06:14.885 1968 Recovering log #3.2021/09/14-21:06:15.118 1968 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\01401c2e51a0ec2d_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 460

Entropy (8bit): 5.843177452407083

Encrypted: false

SSDEEP: 6:mE9YULhKK1Q5/i3VNNLHYKyeTaIb2Shxh5/ZK6tWE9YULhKK1Q5/i3VNNLHYKESF:JLh91Q5oL4gWQpXLh91Q5oL4wAqbZ

MD5: C478A4C6B49A4DC12C2A8E9AF6A16587

SHA1: D7969DD03D81BFF3BFA2CE6AA1D9C0B9210EB8D6

SHA-256: D2A8A0F83FF458872533D92B47118AB4055463A728E6409F11E5A3763444C42B

SHA-512: 76E91C5655BC6114250ECAD812C4138C13646FF63690EA968E642DF66903E2BBA236DDFF6E3578850DFC811723D42F40F98591FBD2EC91840A879226BF35F223

Malicious: false

Reputation: low

Preview:
0\r..m......J...j......._keyhttps://linktr.ee/blog/app-55a4f311f5da77556eba.js .https://linktr.ee/....*/......................N.....uP.'..EE...>V.....C..A..Eo......#!v..........A..Eo..................
0\r..m......J...j......._keyhttps://linktr.ee/blog/app-55a4f311f5da77556eba.js .https://linktr.ee/....*/.....DD78083EAB44FF980E534B9D71E1A237C2825B6CE8A0B2D0A1B
8C89487524B71...N.....uP.'..EE...>V.....C..A..Eo......;..KL........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\021ddc4bbfc64592_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 207

Entropy (8bit): 5.5712909577811685

Encrypted: false

SSDEEP: 3:m+ljcA8RzYRtMxANIhpSV+nRAbW1IWiI6P+ltlHCqpMZxpd5LlsOcvP5mOltllpD:mfYlNYpSVk0Wz6P1ZTJGOc4KthK6t

MD5: 428E9A3569F3B25B47A5B5DE135B2156

SHA1: 3229CF794F9B2BD6C85CC5AA4A01AEEF9B7D64CE

SHA-256: FD51D93529248271A813D43A7633EDC97865D6B54E5BEA7A9130D72BB933B340

SHA-512: 76AF7AF0367AD8668F9A33343E985757B12AF019F9C3245E5EBABB4C6350314A088B46A6E6976A6DDA6F5168F2A43DBAE99BF1486ED5BD8D14E5A8130EE0A3D
0

Malicious: false

Reputation: low

Preview:
0\r..m......K.....{....._keyhttps://kit.fontawesome.com/585b051251.js .https://goladus.duckdns.org/a1...*/.............X..........LG..L.....l.....~....B+B*..|..A..Eo......*kG..........A..Eo.
.................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\03099132e3730e84_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 243

Entropy (8bit): 5.6206944909390115

Copyright Joe Security LLC 2021 Page 18 of 55



Encrypted: false

SSDEEP: 6:mI1XYULhKKccokUXdOFRVNLk/N7lIifBA4xnK6t:51vLh9ccoVdW5LkdlEU

MD5: B703C422A5792F6214C3E6BD68CD0941

SHA1: 7D49117FD2A1935611CDCFFFD609867287B14FB8

SHA-256: D5D02617400C6C506F47B3904180E9A366A86D7ABA15B28AFC287EFEEFD897BE

SHA-512: BE128C09A3E2C6CEEB8148830FCE0C930C1EE57F13CDEC5F5E179E6324A8293D32798B227EE5CC232515092D7834873263719330B7E0F59B6702154F0EAF9AC8

Malicious: false

Reputation: low

Preview:
0\r..m......o....s......_keyhttps://linktr.ee/blog/a141a87c907ed3de18be89da12fd4e148fb6359e-3309d31bb2c9a2d0e1d3.js .https://linktr.ee/.&...*/.....................B.N..9..k..x..`..
G...j.j.....A..Eo........FS.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\03099132e3730e84_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\04a544a27a27e4d5_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 422

Entropy (8bit): 5.887800155825039

Encrypted: false

SSDEEP: 6:mXY4rgds1j8WdDA14udQ7imNLCy8Nenl6nEZu6gK4ZK6tuyNAnEZu6gK4viEEnER:071Aqk14b7imNLaxmEIymm4Emgm

MD5: C4A0A948235B7115C44AD7CCBDE7FD80

SHA1: 4541C8C8B17FD329389B310A992ACB4E1F7D896D

SHA-256: 1F51381F01E4812152C49EB16A1029201D250CB3EA8EBD29B32E56196508EBCA

SHA-512: F7C66A03882921D138360C9174FF56B6E4059102D2F099EC1052121658C6450949E27E7DB260A9D5ACEFF58700A48F6349939718EBEB4B6B16FD090731B188A6

Malicious: false

Reputation: low

Preview:
0\r..m......z....3......_keyhttps://s.adroll.com/pixel/LCFYR43VS5HHTJAY7SIPMU/WB2LGZDM6VCGHEMTRCIL5J/MJXTRU25ZBGKVPTHBBOXDH.js .https://linktr.ee/?...
.*/......................(.._:.q.y.B..r..E........'c....A..Eo.........Y.........A..Eo..................Kd...*/.....................(.._:.q.y.B..r..E........'c....A..Eo........k.........p. ..*/.....................(.._:.q.y.B..r..E
........'c....A..Eo......MW..........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\069d88a6204b4250_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 285

Entropy (8bit): 5.648920370106365

Encrypted: false

SSDEEP: 6:mUFXYcvhaXMWgCmcy+DSTUvjLI+16xNnLH43/hK6t:NF/+gCm9NTYjLVInLHIT

MD5: FCF2A90DAE5DBA1222E2C4CD0DB8353D

SHA1: 6167F61665E6CEDAA213BCE41388BD9F625F8F25

SHA-256: 45EC0985C322026E8868129B9B0FC1EDFFD7D266E10CDE237080E461DF94815F

SHA-512: E1121E4A796F639E60D120EECEE224E21DDA49DA148A7BBF9FF37787DE28BA815CA0C18B64A8E6F32ECD31A38894821D49A82418999FD54F05A85E2990ED9B4
4

Malicious: false

Reputation: low

Preview:
0\r..m.................._keyhttps://assets.production.linktr.ee/profiles/_next/static/chunks/f6078781a05fe1bcb0902d23dbbb2662c8d200b3.0ccac479baa194accfab.js .https://lin
ktr.ee/uCw..*/.....................u.>....!e.O.Ut>..f....1k....A..Eo.........G.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0db31c09b40d8ef5_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 209

Entropy (8bit): 5.4229545516194175

Encrypted: false

SSDEEP: 6:meyVYcvhaXMWgcTdLSQj6t/4kU4gQakvgK4kDK6t:6V+gcTdLX4XU4gXY1

MD5: 0C8891762741E0C5A4FE5E050B76210B

SHA1: 31847DF762B79ED8122226B29BC9642372F89932

SHA-256: D931D3C7E7CC33BC8E73EBCB9DDC3317266036036DAC95C89B587BDB511269DA

SHA-512: 5B7C77293943CD1F5923A06E37996C6B8A67B5325E00FE8DFAEE0A6FB16FB5B288245660AFD486ACF8629ED5A2FB1F7FBE39700D5092626F0AFA44B19FFAAFE
A

Malicious: false

Reputation: low
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Preview:
0\r..m......M....]>....._keyhttps://assets.production.linktr.ee/cep/cep.min.js?v2 .https://linktr.ee/.t..*/.............I.........9..VaM}...._..B....R&&E3.1b.x.A..Eo........#..........A..Eo.
.................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0db31c09b40d8ef5_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1017fe9876939228_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 253

Entropy (8bit): 5.568182747025328

Encrypted: false

SSDEEP: 6:mcCEYcvhaXMWgCmtSwMHsNLE7yDStXBTuOWi42ZK6t:80+gCmgwMMNLCB739

MD5: 2E7BE84246B501F6CE1B169767C91D3E

SHA1: C8A02932916493402C5748CCA93539343D6DA571

SHA-256: 7EB5D6584D9DFDAA4F06642166D4D9173E5A42B516F444088507DF0F52BDF90E

SHA-512: 77AFE0C3951AF768D45C5DBD0021B2C66BEC52C8372991A3DC591D7EAA79E8508E5C1745A589B3179356CF30D7560E50DD1694C688F58BE0CE389CE3177A588C

Malicious: false

Reputation: low

Preview:
0\r..m......y...:......._keyhttps://assets.production.linktr.ee/profiles/_next/static/chunks/4072747d.116e2837dea54e620698.js .https://linktr.ee/..y..*/....................6....\......X;....
<.KT../.p../.A..Eo.........*.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\13428b94123a9c5d_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 621

Entropy (8bit): 5.5441103420477935

Encrypted: false

SSDEEP: 12:4Lu0qdLI4ege2rWLu0qdLGIeglWLu0qdLF5egMT:4Lu0qp6uWLu0qpGoWLu0qpQT

MD5: DD0B3D30D15217773C616BB7B1BC9119

SHA1: B338094F0E90AFEAE38396F66EC6B08632C933C2

SHA-256: 4F8675E8E4A61AD997B2CCF5F902BDB81245542BF75A7BCC87EC520F63E03B0B

SHA-512: 49146DBE80BCF46743CE0A1AA87FEBFFA411A69F354A518C811E244140D3020D52F3BC3EF110696ED2AE0893D0E40925E3D1BE119474B6D0BBBC0A266B5E8EE
3

Malicious: false

Reputation: low

Preview:
0\r..m......K.........._keyhttps://analytics.tiktok.com/i18n/pixel/identify.js .https://linktr.ee/.U...*/.....................A$M...]"Y.......w.Q.....J6.?.A..Eo....... .I.........A..Eo................
..0\r..m......K.........._keyhttps://analytics.tiktok.com/i18n/pixel/identify.js .https://linktr.ee/#....*/....................A$M...]"Y.......w.Q.....J6.?.A..Eo......C..L.........A..Eo...............
...0\r..m......K.........._keyhttps://analytics.tiktok.com/i18n/pixel/identify.js .https://linktr.ee/....*/.............Y.......A$M...]"Y.......w.Q.....J6.?.A..Eo........t..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\15e0f2241336e7e8_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 254

Entropy (8bit): 5.573372206688815

Encrypted: false

SSDEEP: 6:mUl9YcvhaXMWgCmVEIASKXa6NL/S8yS6BpEfg/kHumwonS/bK6t:Zv+gCmu9cuLaXpEOrnD/N

MD5: D454B7EFAA5EBA2716988C34EA6F16D1

SHA1: 8951CA5313DA8DDEB27AAA04D109E8BC6978F600

SHA-256: ECC478AD9CFC586242DC49E8FBB405B083F0D41CF45165E49891585490CE638A

SHA-512: 7C314E707C476DEE08B7A2DC1C72E5124B152AEC573301A372A1346B70AEA7F9C4C276B6B8ADD03461B1ED5814A22EB845678E15CE88F0E982D7EA7F31416B2
0

Malicious: false

Reputation: low

Preview:
0\r..m......z....X#....._keyhttps://assets.production.linktr.ee/profiles/_next/static/chunks/framework.6fff953eb0f638171baa.js .https://linktr.ee/..w..*/.....................x..1.x
.=B..5E...LC&....k.K..Ao.A..Eo......&............A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\18793c2aff6c5e65_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 285

Entropy (8bit): 5.656692960936587

Encrypted: false
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SSDEEP: 6:m3nYcvhaXMWgCm//l4V1dTLROdQ30NLtA5XGYjLnPpo2K6t:a+gCm/Ng1dTOW0NLgXPjj6Y

MD5: B9ABB37AF7E5665BFAC1A0558FD03B2B

SHA1: 1691FBE9A17D43FB1008E88D5ADF283BE26F331D

SHA-256: D05AD0F795C7EF73C99675E21046F228ECBC0196E94C651A52AE3A2AF2434F7D

SHA-512: A3B636404F5E22CCCE0A0DF2AD874FBA212075EE89486BBC6876F7C2FED4EE8447803E8EF2041D352976F8D9FC1AEE81F758470FC958F15078A511312B0A7D25

Malicious: false

Reputation: low

Preview:
0\r..m..........f......_keyhttps://assets.production.linktr.ee/profiles/_next/static/chunks/b1542cc239bf56c8a14913c0a930efe682b5cf86.42d8526b4b69cfb6a138.js .https://link
tr.ee/..y..*/....................R.........]..Y..1.s..sS.0..8&.A..Eo...................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\18793c2aff6c5e65_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1be684ccb0846745_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 699

Entropy (8bit): 5.687917729559135

Encrypted: false

SSDEEP: 12:Rdu0vfLTpyqgHdu0vfL4vweHdu0vfLX0:mWzTYqgkWz4vwekWzX0

MD5: 3AB28101455CA340377F4F7DB7659D71

SHA1: A22460ABDCC313C1343A87DFE8AB76E697979CCF

SHA-256: 5C0562E35594579156ACFD5E4746F15D8A87C6DACBD04715A8E077B945623E27

SHA-512: 74C54D5C5EC0AD996B16AC43E74C9C3F12926540799CC6DA4239DB3F9F89DB9E3D3BA86C9AEAB80A084421C6679A70BF3F607B1F97B4FE592DFE71DC80752A1
A

Malicious: false

Reputation: low

Preview:
0\r..m......e.....6U...._keyhttps://connect.facebook.net/signals/config/558811507626827?v=2.9.45&r=stable .https://linktr.ee/.....*/.......................X. I..a..o-....Y@.4D.q8kI
....d.A..Eo......M..1.........A..Eo..................0\r..m......e.....6U...._keyhttps://connect.facebook.net/signals/config/558811507626827?v=2.9.45&r=stable .https://linktr.ee/.8
...*/.......................X. I..a..o-....Y@.4D.q8kI....d.A..Eo........|.........A..Eo..................0\r..m......e.....6U...._keyhttps://connect.facebook.net/signals/config/558811507626827?
v=2.9.45&r=stable .https://linktr.ee/.....*/.............M.........X. I..a..o-....Y@.4D.q8kI....d.A..Eo........%S.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1d8bd7cfaddf9554_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 214

Entropy (8bit): 5.494913234223489

Encrypted: false

SSDEEP: 3:m+luQA8RzYP2FycyGYWCULLuFvDAbW1IWi2P+ltlHCMi/ltRXgCcfLTm6/ll/pK+:mUYerCUlWR1xfqVfO+lhK6t

MD5: CA19DAB82A05FE147DEB7A85CA25D0AC

SHA1: B126E462F1F5EBD8BA9AB871A1338B7E0FE5E658

SHA-256: 6CC696AA42381264756F8FFBD59383DDA6E6287C46C92D7A711E8EED2550DAB2

SHA-512: B8FFCFA752741A95A721DE3D9A22721FC1776AF7DB934E8FCFF94D2A475F21F3D8D7B4268621C4CDBB0842CFDE6B624CA6FDE310A9F0F0F50E3696DFBFD270
E5

Malicious: false

Reputation: low

Preview:
0\r..m......R...|.O[...._keyhttps://code.jquery.com/jquery-3.2.1.slim.min.js .https://goladus.duckdns.org/B....*/.............).........wM6.[L...%.....iM......q.;5 ...A..Eo......N.Ew........
.A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1ea37f04fc32ac0e_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 285

Entropy (8bit): 5.681546002801933

Encrypted: false

SSDEEP: 6:mjYcvhaXMWgCmf4UESNXXWqiEALpA3npQjrKoyALm9K6t:y+gCmffp/AL2Sjvy+mX

MD5: A737DBD380A881B719754A560C9A1938

SHA1: ED001A15E3C1A97BD1B06EE91E81995D4E155F55

SHA-256: 23409030C3E51FC1C88F4E2B911C723881185324EA0BD638C50543E9268BB53C

SHA-512: E5D2EAA93C0FC65E58633E452D0326047792825F6361099FBC3BCD1407C1979A14F3FEC002FB094FEBE8680BAE277B7541DF6087627D0563014EE956836D8961

Malicious: false

Reputation: low

Preview:
0\r..m.............D...._keyhttps://assets.production.linktr.ee/profiles/_next/static/chunks/24508a34721ec6ad74c388517aed8f62524da00c.aa6d241f84ca9af43957.js .https://lin
ktr.ee/.=y..*/........................~@......d...Qg.....C0g3.....A..Eo......p.C..........A..Eo..................
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\267f959e7bb7dd5c_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 720

Entropy (8bit): 5.714467297184066

Encrypted: false

SSDEEP: 12:XoLu0+x8LDBwH9gytoLu0+x8LfqH9gRtoLu0+x8LyyaH9gjp:XoLu0+uDBwH9gytoLu0+ufqH9gRtoLuI

MD5: 9E1869AF76E6E7AC40FC952C28629964

SHA1: 1D48A8CDE18BC8E7997ABC386BAD8BCCB8E7B871

SHA-256: 400DE5EF35F9798D858B5FAA843214B7B77247337CD53BEC2A4F7AAAFF06BC0C

SHA-512: 5DA84C1A56027DFB6546FCD1930388DA93E58CC34070447AFAD149E56AE8C34635B8C03A643F09B27451E506D63A443F316EF48F107844DE2123A2333E11B2EB

Malicious: false

Reputation: low

Preview:
0\r..m......l...B......._keyhttps://analytics.tiktok.com/i18n/pixel/events.js?sdkid=C3F49JEPKKNB3CA81I0G&lib=ttq .https://linktr.ee/.>...*/.............F.......0`......l...1.:K.}..:...?Z..0.
A..Eo......3...........A..Eo..................0\r..m......l...B......._keyhttps://analytics.tiktok.com/i18n/pixel/events.js?sdkid=C3F49JEPKKNB3CA81I0G&lib=ttq .https://linktr.ee/.....*/.....
..............0`......l...1.:K.}..:...?Z..0.A..Eo......DqE,.........A..Eo..................0\r..m......l...B......._keyhttps://analytics.tiktok.com/i18n/pixel/events.js?sdkid=C3F49JEPKKNB3CA
81I0G&lib=ttq .https://linktr.ee/.....*/....................0`......l...1.:K.}..:...?Z..0.A..Eo......~sVU.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\297f34dd594ba15f_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 468

Entropy (8bit): 5.783943224745596

Encrypted: false

SSDEEP: 12:ylllvLhtNPLuLVg71slllvLhtNPL8fpMjVu1:y/lDhtNjuS71s/lDhtNj8fpMI

MD5: A587CA9ABD05080110D6280192DDCDA8

SHA1: 14D998239BED2FDA9765E020FCF36E28D88A7B5A

SHA-256: 39C69FC61E441375476ED6A5FA82984846120EC763C3B86402B055D5962802CC

SHA-512: 6F5A017CA580342411721509394E3D0D9E64DC94A1776AEEB34693799C1B4F1F604814530A547FE50FA7196B19A6AA61A257B09C2F1C5B4F37CA742B57CE791C

Malicious: false

Reputation: low

Preview:
0\r..m......N....?.6...._keyhttps://linktr.ee/blog/commons-bb9946b445dff353f652.js .https://linktr.ee/Kl...*/...................G....qK....<.......A.38..>#.D .A..Eo........)X.........A..Eo..
................0\r..m......N....?.6...._keyhttps://linktr.ee/blog/commons-bb9946b445dff353f652.js .https://linktr.ee/Kl...*/.H...AC557FF9D0A324981F76CCC883323FA1CB8FCC23
8BD5702DC88C6761E225A5F4G....qK....<.......A.38..>#.D .A..Eo.......WJL........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\30eb6b582f9d70aa_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 264

Entropy (8bit): 5.701727710069179

Encrypted: false

SSDEEP: 6:mEuPYcvhaXMWgCmy6wQGmLUhcAmZlGYXIbK6t:MX+gCmy6wvmLU6AXKk

MD5: FB6E469B1914DDCCAAC1BE1DAC7B7A45

SHA1: 399CE40333B6A82B12C52A92DDDE47DD23FC83DF

SHA-256: A7D590C5EFE4E7627CBD94ECE7797C5CF8619F36CA8661BD2C14E4F546419FAD

SHA-512: ADF89ED1F0A039E94D3464AD8AA4E48E48C96E174931868033228645A90DB49920681D1A03271106BBBC23E69D17AEAC5322CC806773134B499E6CFB0CE4A9AE

Malicious: false

Reputation: low

Preview:
0\r..m...........AC,...._keyhttps://assets.production.linktr.ee/profiles/_next/static/chunks/pages/%5Bprofile%5D-54d14a9b671529b2c869.js .https://linktr.ee/.x}..*/.................... 
.x..../.....X.!P;bT.......U..(.A..Eo......0............A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\38a0681a80d2a842_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 249

Entropy (8bit): 5.577452474604807

Encrypted: false

SSDEEP: 6:m+TYcvhaXMWgCmXVtVdTDALk6R5NvaZUY/yARRl/bK6t:vz+gCmTVdTELRiZUYbl/N

MD5: D2B5F9345603C759E2D84F892FF726ED

SHA1: B0AC6CE984E3807928228F7BD1817BAB0E0D17A1

SHA-256: 3FF9DF21C3F1245AC25F5848FAAB21BB669EFFDCE2828045785488D1CE34EBE7
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SHA-512: 25946D907057673D5ABDF95F0015D917F6564FC2D7712BCDBDDEA44E0ADDCEF1D8A7BB97E969FF9993A3981635726B2810FBA995DFBEA7DE581C13645E934C2
A

Malicious: false

Reputation: low

Preview:
0\r..m......u.....4....._keyhttps://assets.production.linktr.ee/profiles/_next/static/chunks/main-003922069c3342a5925f.js .https://linktr.ee/`Mw..*/......................h%..<0;d..
......G..k...0.Y..A..Eo...................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\38a0681a80d2a842_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3ab11c48a4ecc11f_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 258

Entropy (8bit): 5.645465664586179

Encrypted: false

SSDEEP: 6:mKlYUi2nNO1+73gdUrNLJ7l//KTYXx4/ZK6t:/9DNO1+jV5LDXKVT

MD5: E6A3F1C2AB451311F167ECDDF6C6E826

SHA1: 5C752EAAC24BEFA9B7A13E6C9D4D273D334D2B84

SHA-256: 95E0551CED47F2DA951CAD91296EE3A4E75D64D315D1B67515CE293553DE732B

SHA-512: 757487C766922B1BC1528A793F623FE924CE6999E1E90B1AED134FC34419A4F430AD813CDD9D39A57584D1E8699B253D649B173861E544B9BFF64B342A0F6E85

Malicious: false

Reputation: low

Preview:
0\r..m......~......;...._keyhttps://d1nnwinjc04txl.cloudfront.net/6b76cfac41f8c36a0bf682d83f01cea6510f5b1c-b05a8fdf8387caae8b56.js .https://linktr.ee/..y..*/.............P........f
.~.O...i.V..(..Lot........5.A..Eo......P4.o.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4c3e06de9a4e0144_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 233

Entropy (8bit): 5.416917025356894

Encrypted: false

SSDEEP: 6:mmlBXY68E9xEEUgLErdWhAW3KWn1cL/kP4rpDK6t:lvYgiW56I+kPc1

MD5: 46CF95EDC7734ED4D072A484B65206EE

SHA1: 6ED0D581B1B8C799A57AD38895C268631F74CA3B

SHA-256: 86A538C13B2CE4DAD5DA40B7AD13EDA76C1C0E4900F529481F7559C07E240524

SHA-512: 695478915D18E3D596EDBD1906A2FC40A7F67B5610231BD97582D4B952C5ED8F5CF529A1FEB2EBD5C911DB7286643C91D4466D745682D8BDF948A48E01C18BB6

Malicious: false

Reputation: low

Preview:
0\r..m......e....G)U...._keyhttps://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/js/bootstrap.min.js .https://goladus.duckdns.org/.....*/.............O..........h..o....h..K.I.P.s.vG4OT
l.....A..Eo........l..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4e6b5279472d5b30_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 61077

Entropy (8bit): 5.776731075941294

Encrypted: false

SSDEEP: 768:py7ZxakdAsE/6N/5coO+97aU0pitmqANvm6uNjvmqtV:S/AsE/0xX97aXNeBZ

MD5: 7EB8311117250E872C99AA3753605674

SHA1: AF457B21626D72592814ABBBAFBB042B8005A148

SHA-256: DAF097700160EA405B915873BBA6E46CD9DEBFC55CA28ACC874238046A8AF2D9

SHA-512: 726DC403421150A39CC791E8AAABFF07D39818F40105B545C3F8A74B3CA17975C9A14F18089D8C3646956DB18B9DC07D8546FA93A0FF2B2C12792B0044CEE591

Malicious: false

Reputation: low

Preview:
0\r..m......;.....;....._keyhttps://s.adroll.com/j/roundtrip.js .https://linktr.ee/r.~..*/.............G........A......jC~...]..0..?..oe...5.A..Eo......)./+.........A..Eo..................0\r..m......;.....;...
.._keyhttps://s.adroll.com/j/roundtrip.js .https://linktr.ee/.....*/.....................A......jC~...]..0..?..oe...5.A..Eo......dl6s.........A..Eo..................0\r..m......;.....;....._keyhttps://s.adroll.
com/j/roundtrip.js .https://linktr.ee/..............'.......O.........f..............d...........................................<............................................(S.H..`L.....L`......Qc........window....Q.@Bg-
r....__adroll.(S....`.........L`^....LRc".............................d....................I`....Da4....`...(S....`,.....L`T.....QbZ.".....1.0...Qc.'.....version...Qb.&......exp...Qb"j.j....eexp..Xa....vH7B..Qb.
<.%....Math..Qc........random....Qb.=.....pv....Qcf#......__ar_v4...Qc........__adc.....QbV.x^...._nad..Qb.s......_lce..Qc.#......_broken.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\56cbb6722149e449_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data
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Category: dropped

Size (bytes): 239

Entropy (8bit): 5.4370307190984075

Encrypted: false

SSDEEP: 6:mUIEYET08NaYWbVOqZdWRXyLqDZCnP4ARK6t:plg8NaY8ZdWA+DZMr

MD5: 7A53E6B5F0C161B6366EABB9A18180A7

SHA1: A296079CA664450764F1BC99F9B0EB5050D97B4A

SHA-256: 4FEDDD13795C3687B55BC6394466606802B5CE0719C7231F4AFB6F69B9FDAFFC

SHA-512: 35D7FACE608346880D2E938C34A23648AFFCBFE5B0FA2DA15521992F6D2B3906A615E88E583296D188F8265EAC42D0A68AC4288F13C8145DE1F0E6082F6D56EE

Malicious: false

Reputation: low

Preview:
0\r..m......k....(V....._keyhttps://cdnjs.cloudflare.com/ajax/libs/popper.js/1.12.9/umd/popper.min.js .https://goladus.duckdns.org/.....*/.............2.........K.J...P.ko.ek.jU..A
[1B.G4.....A..Eo.......M$..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\56cbb6722149e449_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5ddb1448015170eb_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 683

Entropy (8bit): 5.843144659161669

Encrypted: false

SSDEEP: 12:PgE3a18NGux2pHgyye3CMxQ3STaK6QzFovidJq/MlY4ABACZLstv6mr:PgEK+NGuyAyyeSZ3S/Br+/14ASClYx

MD5: D354B799B8781A59D14B5AD98EC056C0

SHA1: C920E7465288B89C743D48B9AE33F5D5A15474BF

SHA-256: 40FF703BAD55F88BC68024A85C34F62905B9BBC4ED1FAC9E9756D112FB4C0367

SHA-512: 9C40A0DB50D49F1D3244AECDA68B1E43BF45C99CEE886054DD58C592D44845FB297A1B278CF45D251F67ED2F51B860447B2A6DAA866DE8196053F1D2532126B0

Malicious: false

Reputation: low

Preview:
0\r..m......'..........._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/810598881/?random=1631678786906&cv=9&fst=1631678786906&nu
m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=false&u_nplug=1&u_nmime=2&
gtm=2wg9d0&sendb=1&ig=1&data=event%3Dview_home_page%3Bgoogle_business_vertical%3Dcustom%3Bid%3D1%3Blocation_id%3DUS&frm=0&url=http
s%3A%2F%2Flinktr.ee%2F&tiba=Linktree%E2%84%A2%20%7C%20The%20Only%20Link%20You%27ll%20Ever%20Need&hn=www.googleadservices.com&async
=1&rfmt=3&fmt=4 .https://linktr.ee/y....*/.......................b..n....A.~.JRUc...l2.....J.A..Eo.......~...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5f874ffab045b981_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 253

Entropy (8bit): 5.553938519322909

Encrypted: false

SSDEEP: 6:mynYcvhaXMWgCm9O8RjGQtdYnLh1TP96ohYIK6t:X+gCmbGQGnLnPYCd

MD5: ABE87956EE63A17A6996010479093821

SHA1: 29951EA330C0E1A5FABD9510F25B5FCC56C5A0E2

SHA-256: E387F9855D28C0B0B894A99998CEA83E284E9DF3951E27112D12B480A05D60BE

SHA-512: 377470BDBD4159BD7B9FFF2C91B71B1D6DFB4940C81875CDB56825787342077BCD48FA21D9F8769D77037ACC46BF0C909E22A0B18C744AFB4CDBDFCB0F8697A
8

Malicious: false

Reputation: low

Preview:
0\r..m......y.....N....._keyhttps://assets.production.linktr.ee/profiles/_next/static/chunks/1a0f24eb.0881497b9c377e220280.js .https://linktr.ee/f.z..*/.....................'....iL
D7....^.B...u.z......m...A..Eo..................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5fe07e640219ebe7_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 253

Entropy (8bit): 5.622330353267491

Encrypted: false

SSDEEP: 6:m/wLXYcvhaXMWgCm4VNNLiUP15s5LB2SuP4+nK6t:tL/+gCmgLRULBSjp

MD5: 6B478EEC71976111A05CEF4A82E49AB7

SHA1: 51CA6A12785D0EE20559E566412F45CAB93BDB16

SHA-256: 1B6553A575F6C37D212EEADFA09C88423A3E10EA29543B0FA910BBDE17464313

Copyright Joe Security LLC 2021 Page 24 of 55



SHA-512: FD6E1EC5A7AF8667CDADEDCFA70337ECCE57CA8169CC87A9A5BB7F8DB5A15A022BE969E0CAEAF866C5AE32D96DD9C9260361BEB82D8310E9B11762B72907
B1B9

Malicious: false

Reputation: low

Preview:
0\r..m......y......m...._keyhttps://assets.production.linktr.ee/profiles/_next/static/chunks/29107295.967f52728bfe06b39ad1.js .https://linktr.ee/.B}..*/...........................op.T..
<...b.,:..$.......A..Eo......,..o.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5fe07e640219ebe7_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6928e0e01546e4a2_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 687

Entropy (8bit): 5.762808168755046

Encrypted: false

SSDEEP: 12:YfLDHpDNL3h3We9A1+fLDHpDNL79P7+fLDHpDNLH9/11:YzlDZ3h3N9A1+zlDZ79P7+zlDZH9/b

MD5: A1B85D18B81CAF1C0DF6B4AC467A30E2

SHA1: DA385763BE4BCABB77ECB560E4553CC6B3BE9238

SHA-256: 329526E924A0267759499A14DAF454383B8E43C267F847BEAF750F31AAABCF83

SHA-512: 703621C4F8C77CD4109E9B26D22BD839D593D0CCB522EE059DA46FFA3AEADE59040BEC7D26ACA90770CFC2D32DB37811FA19E414A33CE41ED042368C193257
B5

Malicious: false

Reputation: low

Preview:
0\r..m......a.....i....._keyhttps://www.googletagmanager.com/gtag/js?id=G-F9LW8B9KVW&l=dataLayer&cx=c .https://linktr.ee/q....*/......................v.,.q...M..M...(.N`....(..^.|.
A..Eo........R..........A..Eo..................0\r..m......a.....i....._keyhttps://www.googletagmanager.com/gtag/js?id=G-F9LW8B9KVW&l=dataLayer&cx=c .https://linktr.ee/k....*/.....
...............v.,.q...M..M...(.N`....(..^.|.A..Eo......I.:..........A..Eo..................0\r..m......a.....i....._keyhttps://www.googletagmanager.com/gtag/js?id=G-F9LW8B9KVW&l=d
ataLayer&cx=c .https://linktr.ee/.T...*/.............]........v.,.q...M..M...(.N`....(..^.|.A..Eo......._4..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6b45d127e83e11bf_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 94200

Entropy (8bit): 5.77125863003128

Encrypted: false

SSDEEP: 1536:PUcXvswH8QVkp8jcDpzHuj5+kuS7s46WuxFUj9qHrF3Mg69G1qvSP9:js8qRDFFk97sIWFUJqHmY1q2

MD5: 4B67AAD611F1AE854C44C2171BABE6FB

SHA1: 74D94D926DBAFBD3166B09A8C4E7DBBD5E2EF6C9

SHA-256: B0B17D27084D4DC67A0485DB1EDA83AAD11230AE6821966B19E38B0B7A944FE7

SHA-512: 57A3C2D24D2F76205295E9F4137D09E73209544304A5D1AB7F4FD100DBD6F3ADC083DA50B82418762789D3166C9AB7CFD16E1C9D7369AA6AB5CF419305F499C8

Malicious: false

Reputation: low

Preview:
0\r..m......@..........13BB40335A7655FEEA63558A87F5D642E466AA5EDC4BD9D4DCBFA27A386461F7..............'.JN....O ....n.....v.................!........................................
...........................................................................(S.H..`L.....L`.....(S.p.`......L`.....0Rc...................O.`....I`....Da....*.....Q.@bV......module....Q.@.Y.>....exports...Qc.EB|.
...document.(S........5.a...............a..............a...............a............a...........Pc.........exportsa........I.....@.-....LP.!.....@...https://ajax.googleapis.com/ajax/libs/jquery/2.2.4/
jquery.min.jsa........D`....D`....D`..........`z...&...&..!.&....&.(S....!..`.C.....q.L`.......Rc@..................M.....Qb........d.....Qb.......e.....Qbz.l.....f..........Qb..y{....h......S...Qb..t.....j....
.Qb69.....k.....Qbj..`....l.....Qb.U.5....n.....Qb.#......o.....Qb...c....p.....QbJ<.(....q.....Qb../.....r.....QbF.f.....s.....R....Qb.%......v.....Qb........w.....Qb*......x.....Qb~..T....y....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6b69d1cf5bc91ea9_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 10779

Entropy (8bit): 5.864895274582798

Encrypted: false

SSDEEP: 192:R2FOBm+uk0F7iuIPXQGWkIEK9TaSyf8sncEy3m/aMqv5Ah9Ul:RkOu3FuE3dHoSyf3cEyKqvwu

MD5: 8ED061C33DAACAAC58064033A5298067

SHA1: 871605CE3DFCF0B731BB298B41A73AC194ABF669

SHA-256: 031B1267A6D070D0F6141F53BC53401A1B098AA6F193819E87B1A0D35EBCA3E6

SHA-512: 65DACD6D7F1AF235C0722B3E0CF9128725088BD8EB5D8E927D99C1B9A572596E1380B670A33970494600B516CF686EEEE9C5E267FF5DD42E61981CAEE4B21904

Malicious: false

Reputation: low
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Preview:
0\r..m......=....]....._keyhttps://static.ads-twitter.com/uwt.js .https://linktr.ee/.....*/.............8.............`4.{...W-.s..<...6.-.J.l..A..Eo........1..........A..Eo..................0\r..m......=....].
...._keyhttps://static.ads-twitter.com/uwt.js .https://linktr.ee/.....*/..........................`4.{...W-.s..<...6.-.J.l..A..Eo..................A..Eo..................0\r..m......=....]....._keyhttps://stati
c.ads-twitter.com/uwt.js .https://linktr.ee/..............'.(.....O.....'.....R....................L................(S.L..`R.....L`......Qc........window....Q.@>_......twttr....(S....`......L`j....XRc(.........
........Qb..C.....e.....Qb...3....t.....QbZ..G....n......S...Qbj.Y.....r.....QbN?......o...e........................I`....Da`...J(...(S.-..`.....XL`(....tRc6............................Q.......R....Qb..G.....c.
....Qb~R......d.....Qb*>p.....f...h....$................................`....Daz.........1...Qc.../....document..Qe.B.i....documentElement...Qe.G7.....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6b69d1cf5bc91ea9_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\74d0bb9c570802a7_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 253

Entropy (8bit): 5.653122645527653

Encrypted: false

SSDEEP: 6:m3sK/lXYcvhaXMWgCmeD0TBLGLrHqEs/hm47DK6t:pKt/+gCmeQELGh71

MD5: 6E33D6FD894F78723DD6C6B4F9A42B28

SHA1: 07D696C34DC2D19861E729C95B6BA60FC290051E

SHA-256: 999970FA81ED0C925EDE0DF40A4370F5597C9C620B1B39B297E2DBEFB369CF4C

SHA-512: F8EE87217F983D69A7222669499845E820F6C360ED26082B69AFD28E813BBA03593391A8489609BDDEFA6B829B79EDC38E9E8F225BD5B70686B68D6AACE832D1

Malicious: false

Reputation: low

Preview:
0\r..m......y...9I......_keyhttps://assets.production.linktr.ee/profiles/_next/static/chunks/210f95f9.77f446d38092540ba8b2.js .https://linktr.ee/..|..*/....................V|^.`.c.T.~..~..V.
y....u[.G.x..A..Eo......$............A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\78b58616f48d0c0e_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 59060

Entropy (8bit): 5.964957309033547

Encrypted: false

SSDEEP: 768:Ku2VTLN8LFDia43MD2wG5xPBU2kKmjolax1gSohlQnkEwvXKbAbmp4LOI:FStI43KOxcjUSYlQksY

MD5: C0F0B426347037AFB68C51B32199793D

SHA1: 7BC14CD1D7E21655999E77EBAEDD34506EE71323

SHA-256: C48C02FCD1EA1F527F2DD18F9937DC35224FE4E6FF07D46861E9DB8C61CA320B

SHA-512: F6D5D40FD320480903AD0C4C40803966FB8D3F363170819ABCE2B0DFC4E12EC7DD50468725EA589DD69AE3B30CFDE07717BC14A47C98C40C32106FDA9CC8339
8

Malicious: false

Reputation: low

Preview:
0\r..m......D...c.c....._keyhttps://s.pinimg.com/ct/lib/main.e7fd5392.js .https://linktr.ee/r....*/.....................fB,..1}p.XF...[2Om...g_.......A..Eo........[m.........A..Eo.....................
...........'.T.....O........................................................................................P................(S.5...`.....dL`.....(S...`.....LL`"....@Rc...................S...Qbj.Y.....r.....Qb..C.....e...b$...........I`....
Da.........(S...`......L`......Qc.>.l....exports..$..a.........C..Qb..?.....l...H..!....a...........Qb>......call......K`....D}8...............&.%.*......&.%.*..&.(......&.}...&.%./...%.0...'....&.%.*..&.(...&.
(...&.(...&...&.'..W.....-...(........,Rc...................`....Da@...8.....a.....e......... P.........@....@.-....8P......,...https://s.pinimg.com/ct/lib/main.e7fd5392.jsa........D`....D`j...D`..........`p...
&...&....&....&.(S.......Pb........e.d.a........I.....d....................&.(S.....Pb........e.r.a........I..a..d....................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7deb06e3883284da_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 860

Entropy (8bit): 5.47361401392055

Encrypted: false

SSDEEP: 24:BWSrwLCknLWSrwLOkYLWSrwLSkXLWSrwLOkc7:Bxw26LxwKFLxw2iLxwaF7

MD5: 0A6CAF23871E4A184F9D49944288A140

SHA1: 8EC4BBC265FB9ED398F83616C3BA055BEC567C10

SHA-256: 266E162942F980D7D9E9A2E33DA2AE76592C8386C8EE00E2840C2C5A0F50B63E

SHA-512: DE935D2253246FCC778CDC0CE3A4BEB9892425EDAF2C2E16568529F84B7AC73B24E48337BA6FAFDC69EF9C1E6E7121C867CAA509E247C56AAB43F35C21D9B3
D2

Malicious: false

Reputation: low

Preview:
0\r..m......S....5._...._keyhttps://www.googleadservices.com/pagead/conversion_async.js .https://linktr.ee/.x..*/.............<.........Y..bd;x..pW....>.=...,y..-Ac..A..Eo........_>.........
A..Eo..................0\r..m......S....5._...._keyhttps://www.googleadservices.com/pagead/conversion_async.js .https://linktr.ee/.....*/......................Y..bd;x..pW....>.=...,y..-Ac..A
..Eo......o..^.........A..Eo..................0\r..m......S....5._...._keyhttps://www.googleadservices.com/pagead/conversion_async.js .https://linktr.ee/.....*/.............@.........Y..bd;x
..pW....>.=...,y..-Ac..A..Eo......e..{.........A..Eo..................0\r..m......S....5._...._keyhttps://www.googleadservices.com/pagead/conversion_async.js .https://linktr.ee/.....*/......
.......A.........Y..bd;x..pW....>.=...,y..-Ac..A..Eo...................A..Eo..................
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\808bcbe8dcec8a78_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 154744

Entropy (8bit): 6.18170916103468

Encrypted: false

SSDEEP: 3072:NKu5tnjZNEBxqNveCSZ7dsTJFIqYUpm+eoAQBp7SkvDCZ7ZADXGbhTpNw:NKQpnEXqNv4Z7k7IqYUpdeoAQLSADC6/

MD5: 08E1EDC0C9F0D3F24C6E3718E34D28DD

SHA1: 47673A345A119D7E6CEC5A9DC9D26D5F4B6A95FB

SHA-256: DEFBD7161DBC7DA7E957470B2772062B1666FB4E308CEE82FF6A0B465E34AC68

SHA-512: 900F5C546ECB2C5691BF98BC6C46EA871874B72808C03531054FF8FA8FA9B6C6636C433E9A61079B5D842F804F72B7465343A5DE068B7EFA251DBDA09E6B4385

Malicious: false

Reputation: low

Preview:
0\r..m......@...t.;.....61B5617EA27923787ABE74A2D15678B105575326A90098AE3F4739B88BA35C47..............'.n.....O2....Z..C...............P................................$...........
.......................................p...........8...|...........................|................................................................(S....`.....dL`......Qc........window....Q.P........webpackJsonp..Qb&u.A....push..
...`......L`.......`......Ma........`.....T..a&.........Qb.s......+wdcC..QbZ.9t....16AlC..Qb^0......17x9C..Qb..S.....QCnbC..Qb........WbBGC..Qb..>U....i8i4C..Qb.-#.....q1tIC..Qb..C
.....viROC..Qb..q.....yl30C.(S....`.....%.L`.....I.Rc............H.....Qb...3....t.....Qbj.Y.....r.....Qb..?.....l......S....M...R....Qb..G.....c.....Qb.0......s.....Qb*>p.....f.....Qb~R......d.....Qb
^..W....p.....QbZR......m.....Qb........h..........Qb..;.....y......O...Qbv.......w.....Qb*......k.....Qb.??.....x.....Qb..?....E.....Qb..U.....S.....Qb..q.....C.....Qb..B....._.....Qb.u.+....P.....Qb
Z..K...

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\823a8a7e0d5e91d4_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 720

Entropy (8bit): 5.740348604325201

Encrypted: false

SSDEEP: 12:nLu0lVvLLyei31r5Lu0lVvLp/3a5Lu0lVvLvf39:nLu0lVLSFr5Lu0lVp/K5Lu0lVvft

MD5: 5DE7342765BE3E4B73F503109F7D7863

SHA1: 62BFB840CAE3CA0C064134F0B7946885DEBEDA50

SHA-256: A45118BED9CF74D2B79B020664395C8059231EABC773CEB435A772EE358972AA

SHA-512: EE02D44E3515C221B84BFBC6E19AB993E45B3C6009D1BED54721848BD674F378932C996A2D7030933DBFF83211FC937C20D4CAF746748925ABEEB8358AF89264

Malicious: false

Reputation: low

Preview:
0\r..m......l...@......._keyhttps://analytics.tiktok.com/i18n/pixel/events.js?sdkid=C4E612O8LA0ND2JPDOAG&lib=ttq .https://linktr.ee/.F...*/......................w.. ...:8:#..5.XU..
.`.A.D%1-.A..Eo......)7~p.........A..Eo..................0\r..m......l...@......._keyhttps://analytics.tiktok.com/i18n/pixel/events.js?sdkid=C4E612O8LA0ND2JPDOAG&lib=ttq .https://l
inktr.ee/&(...*/......................w.. ...:8:#..5.XU...`.A.D%1-.A..Eo.......E.T.........A..Eo..................0\r..m......l...@......._keyhttps://analytics.tiktok.com/i18n/pixel/events.js?sdkid=C4
E612O8LA0ND2JPDOAG&lib=ttq .https://linktr.ee/}....*/.......................w.. ...:8:#..5.XU...`.A.D%1-.A..Eo......nM~?.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\829d28470c8d9c89_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 252

Entropy (8bit): 5.560469763755001

Encrypted: false

SSDEEP: 6:maJYcvhaXMWgCmcu3H5NLuMp161DMUQHE3rTK6t:vB+gCmcu3LLDpQD1QHO

MD5: 64D4BCDE19AD4051EB2706BC4A6EE269

SHA1: 005393CC31C8AED3FFC1A89600334A0753CA8F22

SHA-256: 6976A163163B495BFF4F29A185924B1E3AB5B60550F2B453A145B0713D76E52B

SHA-512: 50F2335389EA950E662FF0012747CAC1E5BBE592D8FD24382C32D2E67CCB1D5B14D78B44EE7A1351DD55583A3E0E1A7EE4A0B44B2D57C3EA853656D56A787E7
A

Malicious: false

Reputation: low

Preview:
0\r..m......x.....T....._keyhttps://assets.production.linktr.ee/profiles/_next/static/chunks/commons.ed6df9c510a9cb6b680c.js .https://linktr.ee/.iw..*/....................y...r.^..[....g/.!}
.#..........A..Eo...................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8951793b910e79b3_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 221

Entropy (8bit): 5.630037401087852

Encrypted: false

SSDEEP: 6:mavYUi2nsrnNLiKlAfSd1Co3RyG4JCh2hK6t:rDs5LiBSdV3j4Jf7
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MD5: 066F0C0986F2384E6CEF86365BC7948C

SHA1: 1B53B949EB82E5B66F55560002FA4CBA52FFC953

SHA-256: EFB2E970FF94AE6C4E307B6D093E3B8922B0240445D3FFDF1C67342302CA2D19

SHA-512: 87B03D8B77E87CBB0EAACE2F466617D963BB5C077B10ABD60F59E17D3570212A0AE0945F5AA4EF03ADC3E0DBE7546658A591622564BDFB251C85370047F64AC
C

Malicious: false

Reputation: low

Preview:
0\r..m......Y......,...._keyhttps://d1nnwinjc04txl.cloudfront.net/app-29031378cae3c58ffa6a.js .https://linktr.ee/..s..*/.............J.........x}..'.2>f4V".#.0Z...4E..P....A..Eo.........1...
......A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8951793b910e79b3_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8b936a3a714866b7_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 472

Entropy (8bit): 5.807848973826179

Encrypted: false

SSDEEP: 6:m+YULhKFE9SKXWp/ELP5hA5leWHULuvu4+bK6tW+YULhKFE9SKXWp/ELP5helYDq:TLhV94ELkwNBLhV94EL+oRelo9M1

MD5: A3CB32FFFB0A320EC8176EF7C3806CA0

SHA1: D253D0AF80B6A8C84721F0D203C1D3E6F5175371

SHA-256: 802C2C0CA672D13130B552CBD0BA0920B9501D458CD34D0A3D92711DEF682845

SHA-512: 97AD4C92791A8A283411E0A440B88FB883778F62FA684E4F1D110D0023367D90924D8B9D81F042FABE43141B976FDA9A64C47405899597D7C89AEA3BDDF451E5

Malicious: false

Reputation: low

Preview:
0\r..m......P.........._keyhttps://linktr.ee/blog/framework-cd3e1e804d552fa282ef.js .https://linktr.ee/.....*/....................s.....q....`.x....N..Ks.p.:suB..A..Eo.......'.l.........A..Eo.........
.........0\r..m......P.........._keyhttps://linktr.ee/blog/framework-cd3e1e804d552fa282ef.js .https://linktr.ee/.....*/..[..61B5617EA27923787ABE74A2D15678B105575326A90098
AE3F4739B88BA35C47.s.....q....`.x....N..Ks.p.:suB..A..Eo........kL........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9022fb0c3a20b129_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 233

Entropy (8bit): 5.643620936718195

Encrypted: false

SSDEEP: 6:mm0YUi2nIE+I2AAzLx7lAyC/UKyLBXyGom4v9bK6t:0D53dAzLx7sSXrH4N

MD5: 0DB693E953108241F569B07A4677FDF4

SHA1: AFA525149E2758970C1AA76474A5A6CD29DDC313

SHA-256: E97514AA4C619AC5494325E24ED2C11DA17A35EB308CFE12BF628EAD42708CB7

SHA-512: B74C93D37FC36C201C3A7E3E1C93E6421AE16EB4BC8302599E522DD1FC19D4618DEECF687E2E94D29082324A3E9FF3B112529C308FA34C7C18F74EFEB91568C
2

Malicious: false

Reputation: low

Preview:
0\r..m......e.....nM...._keyhttps://d1nnwinjc04txl.cloudfront.net/webpack-runtime-7488020fd14e3b954336.js .https://linktr.ee/..s..*/......................".H.m-..oXr.....'..{.<.K\.
=0....A..Eo...................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\931d31f7ea63ffbd_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 197

Entropy (8bit): 5.320769619294944

Encrypted: false

SSDEEP: 6:myrm9YOXdTmNgR7sNLMuPK6WUn6UKhrHK6t:HcX0WRwNLMuPKx2Kh9

MD5: 0A5BDD99D66742D9649CE0608091CE06

SHA1: 861102DC6D23A2DC64F50794E5DC0943356ADA60

SHA-256: DCA18613856D2D4C9FABDEB4F9672F717EC73FFEC36F01A6E32E8AD0E29968E9

SHA-512: 2C0744F93D814A82FB4E24B598B81A3EE717254A9538A0273E9F99A09F860EC02EAD6F29F07692E3BF9BCD026EF16FABD5B55A77C223296E4218008CBC96ABD4

Malicious: false

Reputation: low

Preview:
0\r..m......A...!......._keyhttps://js.intercomcdn.com/shim.latest.js .https://linktr.ee/1....*/..............;......%jc..9....nF...c...N.X.....$...A..Eo......L.60.........A..Eo..................
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\98c34ec045ef297e_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 651

Entropy (8bit): 5.722683597487946

Encrypted: false

SSDEEP: 12:sIwvWL80Te1yIwvWL5WS0TCpyIwvWLoQcDM0TgA:sIQq80K1yIQqX0WpyIQqojw0h

MD5: 45A6816ED55E32DA6A68570514290389

SHA1: AC0A474E51C4CE791492CBE41D539376528C62EA

SHA-256: 6A4F39C7FDB94A3550DA5477F9328992EA60D64114225A22628F15A52B9F921F

SHA-512: 0F54FC5A7E4735609DF41124823B91C9DD381CC7748B92AD83455619A33ADBE06C5FDA9C136067D22C82CF0D95F9F17A3FE48DB76F9061E6E60B114DA417B41F

Malicious: false

Reputation: low

Preview:
0\r..m......E....D......_keyhttps://www.google-analytics.com/analytics.js .https://linktr.ee/....*/.....................y.)...2..#......G...q.h....g..A..Eo.......<...........A..Eo..................0\r
..m......E....D......_keyhttps://www.google-analytics.com/analytics.js .https://linktr.ee/.....*/......................y.)...2..#......G...q.h....g..A..Eo........y .........A..Eo..................0\r.
.m......E....D......_keyhttps://www.google-analytics.com/analytics.js .https://linktr.ee/.....*/.XP..D4985D489EAE8F6B384688CF55000BFE960DEE1FD35EB9047
5B5EFCFBEAA436B.y.)...2..#......G...q.h....g..A..Eo......Y.C"L........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9c24d6886a66a16b_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 213

Entropy (8bit): 5.572355026707254

Encrypted: false

SSDEEP: 6:miXYGLfjsVgWPWRDILnxmMn/r3hypTPK6t:T/DOLxFn/r3wpd

MD5: 6D0CFBB8509AEC48AB787DD99AB19C02

SHA1: 71EEC89FE1E7C5EF51E370D1D7E8CB23816F544B

SHA-256: 33C386C092C3C94A6EC408226E006411C6C46DA5E100C7D3DCA0B8C1D6FC36E0

SHA-512: BCC8335E91AF8EA2B7A3CFC15D714307DE752F131C398E536E40DC68036D20733B7F7F7A82488E14C832F41FA013883D8CE6E155F477F17FB871CC65819A110E

Malicious: false

Reputation: low

Preview:
0\r..m......Q...#......._keyhttps://www.googleoptimize.com/optimize.js?id=GTM-NR4T9Q5 .https://linktr.ee/ @l..*/.....................Y.b.... V.z6;..2.y.~.T...D...zY.A..Eo......<.JV
.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9eabe61bf1ab9c62_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 699888

Entropy (8bit): 5.983101127388662

Encrypted: false

SSDEEP: 12288:Hl6ujAjVza59zrO4GPF46Vpxedg9/99as:H6sOFTUd6J

MD5: 89501596470285615D831D7733524601

SHA1: 628311B00B3C2BDD0C0B3A1579EBDB0781C29BC7

SHA-256: B974A9A696B8C3632BD9CC16CBDDBF7C7F4EBD8B957F946A4A3457595FAC99C9

SHA-512: 21C98F4BF4FCE4DA83079D241E8A79F4784A130A6C8B996F0081921402911857273282257C7091D83608E35AD8EC0504670F1AC1765987D2D0031EBACA873748

Malicious: false

Reputation: low

Preview:
0\r..m......@...{!......AC557FF9D0A324981F76CCC883323FA1CB8FCC238BD5702DC88C6761E225A5F4..............'.......O........................l.......,....1...............................
...\.......................................P.......X...............h.......................h...................t........@..............................................................................................d...............................|............
.......`...........................l.......................................8...................h.......................\...............................................................X.......................................................................H@...
.......................................................................................................................................d...........................................h...............................@................(S.....`.....E.L`......Qc.......
.window....Q.P........webpackJsonp..Qb&

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9f2d092d1c4e50a7_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 243

Entropy (8bit): 5.630953631671161

Encrypted: false

SSDEEP: 6:mcnYULhKx2EUtzc+VXOrCnLKytFlipqrVrF42RK6t:J/LhU2EUVdYQLnfXrF5

MD5: 76E6ABFD0F0361ADB75A605346ECDA3D
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SHA1: DA6F4DF138CAE33E3DD28DD0D4290AF8FAFD7426

SHA-256: 145BC114C478F5CA8D9CFC66E12CB444139C4625515E1A070781DEADA3114A8A

SHA-512: C6EE27A8A46C6B9A81371D3B1A8E49BC8F0DAF768F141E5D3753667AE5B051028FAD7878F97D2543217100F8DC0C3A89865EF5A3278F827A6ECF36715E7DEBAC

Malicious: false

Reputation: low

Preview:
0\r..m......o...{..F...._keyhttps://linktr.ee/blog/7ea5d9561676c9a0ab6cea3b3d95af980b202aa2-b4ed2b03c05c55bc9342.js .https://linktr.ee/sH...*/..................._<sy.8..N
..R......+>.j&.EB.......A..Eo......7@.A.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9f2d092d1c4e50a7_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a0e068885bfc00e7_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 226

Entropy (8bit): 5.6016316462687

Encrypted: false

SSDEEP: 6:m2GnYUi2nSp3NLZAQmXp6fZDiG4rh4K6t:hqDC9LZ7mX6DiG4A

MD5: 012DC3E8A93A341A36E29D28ECAD0307

SHA1: DABFE5F0A2F2A571E76D05485BAB550261A05440

SHA-256: FA45A15280B8A73CA3CA0E4F89A19329ED5BF6C18F3908473D62FAA7932E0F49

SHA-512: 4216FEC13790E88311E208C81ED47496806C943E6883F256021A46C3121B670ECE27C8E86AA5999303D4C6758B5B688569E12C31D4FA3B070B9C28FB5B785C24

Malicious: false

Reputation: low

Preview:
0\r..m......^.../.+'...._keyhttps://d1nnwinjc04txl.cloudfront.net/65981e5e-119d2669892c038efb6d.js .https://linktr.ee/..y..*/.....................@.9gE../@*d._.I.qq..."6....i...A..Eo........
.w.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a3650fe7b79c8a41_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 258

Entropy (8bit): 5.683053492597854

Encrypted: false

SSDEEP: 6:mGXYUi2nFGBwS+Z+HiewISnNLmYlltmqRKMS3g4NthK6t:zDFiY9ISnNLFllM6KB3gQt7

MD5: 1E44521545F8022E5BC7345DE40B36C3

SHA1: FB5027985109A3ED80FDBEEEFD45A65991233C2B

SHA-256: 8276AF1838E8204E40529E77CE0B204E077205AB5E348E9CBB672F6431EBFA4A

SHA-512: 628DDEF32C8A2847739F76E68A60953AFCB497FDF96AB4DE8C44615E83BA50B773D6D914CAEBA11E33E98C68D5D1B90B4CBEC3E8954BA290AD4BDF17DAC0B
47D

Malicious: false

Reputation: low

Preview:
0\r..m......~...cmER...._keyhttps://d1nnwinjc04txl.cloudfront.net/8a3df58a2c9aa84e24ba967a93b0c697d42f347d-1bcf1fc0ab8ee859e058.js .https://linktr.ee/._y..*/.............
^.......{_..c..c..PR8I....H.....1DP....A..Eo.......H.].........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\af411260df244e3d_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 209

Entropy (8bit): 5.507708698940407

Encrypted: false

SSDEEP: 3:m+lvSOqv8RzYP2FycyG8ZFvDAbW1IWifPe9ltlHCC3Up8/z5vmo4mIxpK5kt:meSOnYeMuW82yC/z5XrmK6t

MD5: 46FC7B38FF994739F677C04DBD3E219D

SHA1: 2CD7362B502C687FAAFF5523DC9A09C4501CD563

SHA-256: ECCC3DC72CBC3977156CE03B5FAE3207D81916E99240462B4291F23D5134E759

SHA-512: 3A5E2EA73F18DDB9E7974C48B5B297CB64C30C14F6976FA1A7CA654E3A2BBF0185368BCCDB395271940552B66877C62ADA8272EA7795EEF8DC3F857B3FBA181
3

Malicious: false

Reputation: low

Preview:
0\r..m......M...@%<....._keyhttps://code.jquery.com/jquery-3.1.1.min.js .https://goladus.duckdns.org/.....*/.............@.......4/......Z8F'.......Y....U.g..8.A..Eo......\.O.........A..Eo..
................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\afc7710f80e29294_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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File Type: data

Category: dropped

Size (bytes): 859

Entropy (8bit): 5.754970742551254

Encrypted: false

SSDEEP: 24:iEK+yuBKuyAyyJSZ3SqHYBwx+sYCFqbZH6dCl6dD:iEK+ySKursZlHNvT

MD5: 34F355E6DF526D32F8373620A5EE3CB9

SHA1: 456F667260772F959A633146BFD853685A151245

SHA-256: 7582609C18750A4CE3253C491562715BAB8D2F51D78878C4D3E25F6565CD2E91

SHA-512: 4637F66DE0ECD17D0410E4AEE3E63E2C8EBB5D942D4D3BE05F5F396180F14ED1DAA7A010CA6F97F49D7A46040669CA4F98031F7A89D6EF6E829A2CAA74BC22
6C

Malicious: false

Reputation: low

Preview:
0\r..m..........+."...._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/810598881/?random=1631678821133&cv=9&fst=1631678821133&num
=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=2&u_tz=-420&u_java=false&u_nplug=1&u_nmime=2&g
tm=2wg9d0&sendb=1&ig=1&data=event%3Dview_blog_pages%3Bgoogle_business_vertical%3Dcustom%3Bid%3D1blog1share1streaming1music1link1on1linktree%
3Blocation_id%3DUS&frm=0&url=https%3A%2F%2Flinktr.ee%2Fblog%2Fshare-streaming-music-link-on-linktree&ref=https%3A%2F%2Flinktr.ee%2Fblog%2F&t
iba=Introducing%20Music%20Links%3A%20Linktree%E2%80%99s%20Enhanced%20Music%20Sharing%20Experience%20%7C%20Linktree%20Blog&hn=www.g
oogleadservices.com&async=1&rfmt=3&fmt=4 .https://linktr.ee/.L...*/...................S.^\.D.ps.7..0...;.......Xf.X...A..Eo...................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\afc7710f80e29294_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b289adda3022993a_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 687

Entropy (8bit): 5.69839966991934

Encrypted: false

SSDEEP: 12:LLu07wLXWS+/TRLu07wLXc5t/ZWS4TRLu07wLpeBZWSSp:LLu0wXWF/TRLu0wothWrRLu0wpeBZWvp

MD5: 8B85CC4351286AC78A8710ED93CF0280

SHA1: 8AC9B6CC0B863B55E0CBF4343C4D4D7D49F09059

SHA-256: D8366BD9758B7C377B2D0ED6122B485ABD6E0F7AA0CD489164A5193F075A7F5E

SHA-512: 084CD248C68BA26045EA0DA3393F812BE7BB1B793186C154E86CACD6661DED2257816D43749E5C24EF910BE68BF4C5856BCAE3FCAE5B33B5E10376344B18E80
3

Malicious: false

Reputation: low

Preview:
0\r..m......a....\......_keyhttps://analytics.tiktok.com/i18n/pixel/sdk.js?sdkid=BU378EQHT2A1QT375IM0 .https://linktr.ee/.K...*/......................\......B.}d..c.}...fJY.....Q.3.A..Eo....
....O..........A..Eo..................0\r..m......a....\......_keyhttps://analytics.tiktok.com/i18n/pixel/sdk.js?sdkid=BU378EQHT2A1QT375IM0 .https://linktr.ee/t....*/....................\...
...B.}d..c.}...fJY.....Q.3.A..Eo......9.6O.........A..Eo..................0\r..m......a....\......_keyhttps://analytics.tiktok.com/i18n/pixel/sdk.js?sdkid=BU378EQHT2A1QT375IM0 .htt
ps://linktr.ee/.:...*/.............5........\......B.}d..c.}...fJY.....Q.3.A..Eo...................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b3c7a092edf6d8a3_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 206

Entropy (8bit): 5.473559235854201

Encrypted: false

SSDEEP: 3:m+lOcuF08RzYkwLYR8XAddTJPWdT+F//LHCvlltlHCEEXtAFSWhmRmX/pK5kt:mEuvYk+zAftusFnL9FteJXhK6t

MD5: A5DF9039FB6ED01FB38918AACE47F170

SHA1: 4452AE399EC3A16071E8BCD7E517BB3756631035

SHA-256: B3DB94EF0ED800F55924284CE991BA61DA1AFF8B06BF748728A98F6AC15B69D4

SHA-512: 7420327F922850C8FC2E8D60B32CE0BF32C8E685FDE8A976A5CEED225DCEC7FC458C78A100668367CDC80F78DD2123372ECA38AD9D0BE3226DA75B93F306780
0

Malicious: false

Reputation: low

Preview:
0\r..m......J.....J...._keyhttps://static.hotjar.com/c/hotjar-1458868.js?sv=6 .https://linktr.ee/.....*/.............!.......(j.S.PRe.....K.-?..._.[.gu..Hif..A..Eo..................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b5a5e2943ea6f8b2_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 362

Entropy (8bit): 5.914751281162309

Encrypted: false

SSDEEP: 6:mYnVYSHT8NWQAlKPUQymWYkC1J2EsWuNgrqQ/hK6tgeOhkUQQhwkKQ/AOWuNgrd:t7z8NWQCUUQWYtD2lCeecdkQfg
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MD5: 6876CB26B7F4E1E338BE7EF1733C8AF3

SHA1: 77CB501E466D206A38B296E6FDC824005AF8D4F9

SHA-256: CB5014F0B580C3778C70BE4DC23A4E4A9BD9C3B35D7A62DE61DB6FB3349481E2

SHA-512: 96B55080D8183C989911D52C442FB5750C4FE679CD525E27529AC583EE4361D50F419FC9F322431088981A905A326C18C4F67DE7844DE96E8B41A6D3692CDCB9

Malicious: false

Reputation: low

Preview:
0\r..m......b...c.O....._keyhttps://ajax.googleapis.com/ajax/libs/jquery/2.2.4/jquery.min.js .https://goladus.duckdns.org/.....*/.............,.........y...\5.l......C.N.[..<b....kb.A..Eo...
...V............A..Eo.......................*/.Po..13BB40335A7655FEEA63558A87F5D642E466AA5EDC4BD9D4DCBFA27A386461F7..y...\5.l......C.N.[..<b....kb.A..Eo......a_+.L.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b5a5e2943ea6f8b2_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b625651f29c64973_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 41613

Entropy (8bit): 6.255995862752928

Encrypted: false

SSDEEP: 768:SemNYjHDbN0nyyjftLGdTqJrHdLYbyJ4khKYn:SeQYjjhArtLGdkdLYbE4VYn

MD5: 8970B241A365BD688864E0FF0180CEEF

SHA1: 392F2328040EC9764DE09D7A75729D275F15EAA3

SHA-256: F3F4BDAEC2C1558378555951A4F09AED3116A2F4DC27C7967F4B77EC10848038

SHA-512: 595120E4DDC52AA315DC657E292EA2B5DCB16F561EAE1B052DE94CC14BE52B08CFBD08102DCF391922DABC5AA664CC76B7C5820EC6210C214F1B683A6429BA
0A

Malicious: false

Reputation: low

Preview:
0\r..m......3....2V2...._keyhttps://bat.bing.com/bat.js .https://linktr.ee/.n...*/.............^........[.X~Bf..8......:...;..2.@......A..Eo......|..d.........A..Eo..................0\r..m......3....2
V2...._keyhttps://bat.bing.com/bat.js .https://linktr.ee/.'...*/.............M........[.X~Bf..8......:...;..2.@......A..Eo......y(~`.........A..Eo..................0\r..m......3....2V2...._keyhttps://
bat.bing.com/bat.js .https://linktr.ee/..............'.Sw....O.........D..............p...............................X.......x........................(S.0..`......L`..... L`.....(S.U..`^......L`.....<Rc.................
.QbN?......o.....QbZ..G....n...b$.............Qb.j......UET.`....Da....|....(S.4.`......L`.....M...K`....Dg..............%...(...&..j.......,Rc...............I`.......5.a...........!...a.............Qdb:M.....s
tringExistsaT.........a ....b.........@...@.-....(P..........https://bat.bing.com/bat.js.a........D`....D`v...D`..........`|...&...&....&..."&.(S.}...`.....PL`$.....Q

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b6946815ab92088c_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 678

Entropy (8bit): 5.852217402349218

Encrypted: false

SSDEEP: 12:3wHLGa09+k5dwHLpa09+kd5dwHLw87h209+kP:3KM4k5dKp4kd5dKb4kP

MD5: F74140964B9905C99C69C3350DD84E13

SHA1: 436BA1413DD5F865CAA01F0A2FB72325C611391B

SHA-256: E8BABFAD4F9FEFE3B0065C5C3732C23CF905DD1480E3BA586C2EC1ACBAEC38AD

SHA-512: 77447EEF83249B49D05673896F970C1464176A36A3538B32FA0B21C6F4E04B84EA7EF8E4B381908785BE683074FB430E713E6F5C74316C326B9A694880DBF1A2

Malicious: false

Reputation: low

Preview:
0\r..m......N...#0....._keyhttps://www.googletagmanager.com/gtm.js?id=GTM-K25FFKN .https://linktr.ee/..v..*/......................+.W..S....._g.wT=Tne<..v.7U]...A..Eo......-.?B....
.....A..Eo..................0\r..m......N...#0....._keyhttps://www.googletagmanager.com/gtm.js?id=GTM-K25FFKN .https://linktr.ee/q....*/.............@........+.W..S....._g.wT=Tne<.
.v.7U]...A..Eo........'..........A..Eo..................0\r..m......N...#0....._keyhttps://www.googletagmanager.com/gtm.js?id=GTM-K25FFKN .https://linktr.ee/q....*/.....114809B663D
E06848AE8B39C15F65C87006D63E3C557486D16EE333688D93109.+.W..S....._g.wT=Tne<..v.7U]...A..Eo........}.L........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b7e5bab441e23071_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 2431

Entropy (8bit): 5.424993162309629

Encrypted: false

SSDEEP: 48:nVAdnavKP0AOtVrnNZ4MtdK6ws/BWhqK/qnBbqszlbxOzRQM4H:VUiKPnOtVrnz4+I9wKCBbfBbiAH

MD5: 5C588661414183185020B36A1DC913AB

SHA1: DAE9DB416D09F9635A456F4E1DB9A7DF27808926

SHA-256: 2D4E0EBF74C74C026535E8086AB7EE0C020AE74CBFA2A4C469092925EC8EDB1A

SHA-512: DEB58E0B4D010F1D4781478A4D5B92B1DC4AD427016AC2DBD0C6637D2D5A5BF2203226183E7288C9F387B92E0070096F077257AE8C80CBB7AEC23FDAEC97A28
5

Malicious: false

Reputation: low
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Preview:
0\r..m......7...2o......_keyhttps://s.pinimg.com/ct/core.js .https://linktr.ee/.....*/.........................6r.sJ&e}.k[yi..)=...c.`....A..Eo.......7'?.........A..Eo.......................*/..................
.'.v.....O....@...+................................(S.D..`>.....L`.....(S...`.....LL`"....@Rc..................Qb..C.....e.....Qbj.Y.....r.....R..b$...........I`....Da.........(S...`......L`......Qc.>.l....exports..$..a.
..........S.C..Qb..?.....l...H..!....a...........Qb>......call......K`....D}8...............&.%.*......&.%.*..&.(......&.}...&.%./...%.0...'....&.%.*..&.(...&.(...&.(...&...&.'..W.....-...(........,Rc..........
......`....Da@...8.....a.....e......... P.........@....@.-....,P..........https://s.pinimg.com/ct/core.js.a........D`....D`T...D`.....<...`....&...&....&....&.(S.......Pb........u.d.a........I.....d............
........&.(S.....Pb........u.r.a........I..a..d....................&.(S.......Pb........u.t.a............d................0@..I..d...............

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b7e5bab441e23071_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b83bd36715e4aedc_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 7740

Entropy (8bit): 5.868063547935629

Encrypted: false

SSDEEP: 192:P3wq2MI2SNbE4K6h3oSQHufoNucZUnrSlyawaOOg9/yQKh:t2kP4K6h3oSCufMucChxu

MD5: ACBF7129F6EAB1BF283AE1166F459FE3

SHA1: 66616216C7F2F98DEF612C7FE8549CAC595631AA

SHA-256: 27403D2DFAFDE2FEF4B478F0BCD1CC1CC8A89F455DAD956C48B58A40A65560D5

SHA-512: C1C8CBA16698FBDABE734CDF8E8A5241F67E9417083E9E002745DDE1F98F5E1A2840236D26B78E349575301B57BDADBE9603683FBE4FD168BCDC7C608DEBBA
03

Malicious: false

Reputation: low

Preview:
0\r..m......V...[.j....._keyhttps://linktr.ee/blog/webpack-runtime-b4a21b083747aea787f7.js .https://linktr.ee/S....*/.......................z.*'vl_...2.@.^..n..<...A..Eo......L..O.........A.
.Eo..................0\r..m......V...[.j....._keyhttps://linktr.ee/blog/webpack-runtime-b4a21b083747aea787f7.js .https://linktr.ee/..............'.;.....O....P......<....................4................
(S.4..`$.....L`.....(S.1..`......L`<....hRc0.................Qb..C.....e.....Qbj.Y.....r.....QbZ..G....n.....QbN?......o.....Qb..G.....c......M...Qb~R......d.....R..g$...............................I`....Da.....!...
(S.M..`P....(L`.....M.........Qe.x......hasOwnProperty....Qb>......call..Qb&u.A....push..Qc........shift........K`....D...x..............*..&...*..&...*..&..&.|.&.(...i...e%.*..&....&.(...&.(...&.(...&.
..&.Z......)..&.%.*....(...&...&.%.*..&..*..&.Y......&..0.. %.L"&..i.%..Qw.....#.&...B....#.4&....&.(...&.(..$&.(..&&.Z....(....&.%.*.*&.0..,%..&..B.......&.]...(..0..(..2&.X..4&

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ba66c5eef4c76a9a_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 702

Entropy (8bit): 5.656131047277519

Encrypted: false

SSDEEP: 12:0d8DgLvfLhmgjTDL1yd8DgLvfL1XOmgjTDLdjyd8DgLvfL7mgjTDLP:VDgbznnDL1fDgbz1XwnDLdjfDgbzJnDT

MD5: 4189DC83971A3511FE454DC28E716B13

SHA1: 8258D4A1470C1887F79B3506D22397B6BF9DC7CD

SHA-256: F6E39E52D19B6939A6E756CE1E9AF1FE01DADF9FC30835A160FAD898465AD765

SHA-512: 77DDD75989260CAD7DBC490C70F7B266493FEA0B0F33D326668B6CC032A2C9FDD9E77E60433392379CD5761B317D692C079B60A3CDC4982034A8D5FB3FC6D125

Malicious: false

Reputation: low

Preview:
0\r..m......f......^...._keyhttps://connect.facebook.net/signals/config/1012397548805237?v=2.9.45&r=stable .https://linktr.ee/....*/.......................K....|.+....r..<.6.$I..A<
V.A..Eo......y..b.........A..Eo..................0\r..m......f......^...._keyhttps://connect.facebook.net/signals/config/1012397548805237?v=2.9.45&r=stable .https://linktr.ee/.....*/........
...............K....|.+....r..<.6.$I..A<V.A..Eo...................A..Eo..................0\r..m......f......^...._keyhttps://connect.facebook.net/signals/config/1012397548805237?v=2.9.45&r=s
table .https://linktr.ee/..!..*/.............h..........K....|.+....r..<.6.$I..A<V.A..Eo......p`...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\baac8648cc3b6314_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 240

Entropy (8bit): 5.652020283431096

Encrypted: false

SSDEEP: 6:mqUEY8pMkXh0sFwsFPTkNxu2++La/tqkshNvKhtRlhK6t:vxtvKLUYkf7

MD5: 5FE452C10700E39EDA8B5788C55AA10A

SHA1: B14419D68E30F4AB4CD521CF9173895BE4DD3CFA

SHA-256: 83F024BE84C3DAA997AB61C8F22C5A215F02D21CA99689AD869AE4143CA938A1

SHA-512: 040EC8AB16100FA5169F870DD763ADFF8BB34E934E0F759E9CA77C26090411BC90224C065D8C9D05F5D670ADADE5F2B9D05FA87A0BFDE3ACB09BA699B466206
3

Malicious: false

Reputation: low

Preview:
0\r..m......l.....4Z...._keyhttps://public.profitwell.com/js/profitwell.js?auth=61f1e43c7505b0213550ef3974a218b6 .https://linktr.ee/,....*/.............;...... ....);...!....t....8vg.:.y...B
.A..Eo...................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\bfe1368bd726182f_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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File Type: data

Category: dropped

Size (bytes): 606

Entropy (8bit): 5.449325216441238

Encrypted: false

SSDEEP: 6:mwtXYAWQf257MLqUuWZHBXhK6tWwtXYAWQf257MLzZsWZHBunK6tWwtXYAWQf25c:fe5ALPLJ5e5ALNRs5e5ALsOtr

MD5: 4768BD8784BA004DFADE3F8731CF2D8D

SHA1: 6A55CDC96326B51FE99B94A0283170502AFADF2F

SHA-256: 9467EA8D410A9DB7B269C90C4787F0C11409FAB2AFFD8756AEBD8B3924886218

SHA-512: B1EC4FFEB793142FB7504E035BF5F57F935340630399D9E1614DADCB6D8305F7B1433A65A9DC0732B445182D0D6D957F123893685B45CAB9759ED65A8FA5EEBA

Malicious: false

Reputation: low

Preview:
0\r..m......F....?)....._keyhttps://connect.facebook.net/en_US/fbevents.js .https://linktr.ee/G...*/.....................4.6.9?.....8W....^!<.+.~.....A..Eo......0............A..Eo..................0\r
..m......F....?)....._keyhttps://connect.facebook.net/en_US/fbevents.js .https://linktr.ee/PT...*/.............|........4.6.9?.....8W....^!<.+.~.....A..Eo......c.p..........A..Eo..................0\r.
.m......F....?)....._keyhttps://connect.facebook.net/en_US/fbevents.js .https://linktr.ee/7....*/.............4........4.6.9?.....8W....^!<.+.~.....A..Eo.................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\bfe1368bd726182f_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c0febbccc6291822_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit): 5.352680785973873

Encrypted: false

SSDEEP: 3:m+lYUqv8RzYk3rLHgEkKc3WRXEUsH3WXET/uFvDAbW1IWiLF9ltlHCgt/YnxFFw5:muYkb8E9xEvAErdWFJx/OFggrvnK6t

MD5: B2B9E7728AD5461478C18D8F94BA2B1D

SHA1: 691ECFB568A5BDF88F40CBC89F2657DAE8E530FA

SHA-256: 0BBA0BDFCD09B79840713A2222A691DAD34C8D57C63A83DC2CAD4419151F1A0F

SHA-512: C0B36B0ED07F68DC953BD00B7D2210CC58DA17038969E8D1A86AC9ACB0BE0D1852AEB448D094525DAEDFADB1EC2B3307C195B0A3AFFD64595DEFA5CBF6C38
FBC

Malicious: false

Reputation: low

Preview:
0\r..m......h.....zQ...._keyhttps://stackpath.bootstrapcdn.com/bootstrap/4.1.3/js/bootstrap.min.js .https://goladus.duckdns.org/.....*/.............t........u.......(..dx.%...._..Z
tk@.d.A..Eo........<..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c1a5aebf94b821d3_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 226

Entropy (8bit): 5.637644767894443

Encrypted: false

SSDEEP: 6:mQHYUi2n6DHuqALWedNRq0Ks4mqXhK6t:fD6qqALWCbqmhqX7

MD5: A4F35F9E172DDEC3CCA7E4928B9A7E24

SHA1: 109147D1255E7BADCEC34A9F4D4B9450101033C8

SHA-256: 48AAE708F8EF43D9FD059D1BD0C45D6229520CB5F81CF8F89212579A432806E3

SHA-512: C37FEF290B2DD52ECC2503C5A23EE732F9D04391CB7EE6A346F42D9EF69922FF0D7A40742DA4AEB09A2F840978E93A83710FAECA1AB8E0132F966F9076580B28

Malicious: false

Reputation: low

Preview:
0\r..m......^....'......_keyhttps://d1nnwinjc04txl.cloudfront.net/777cf710-f43392710c6160a41512.js .https://linktr.ee/~.s..*/.............8.......(.._C. .L.=&..u.d....8m...`.US..A..Eo.......
.q..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c299cd3d28b432d1_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 360768

Entropy (8bit): 5.952584124631705

Encrypted: false

SSDEEP: 6144:4EMqoEnycRrYH3DVa1XILJQIXSqoWUaz4PMWdohkntJkzeaS4:TMgnyIkH3DVa1X4XQHgR

MD5: 5F1A37870852D13732C0C18671B2840C

SHA1: 4664C7EB65C2B352620B5459654D5E66193F997F

SHA-256: B1347D25474CED898944B54D45C8ADE49424476E3E0FB19E49FD4EF2BEC6E2C0

SHA-512: A9BB21AB8C35E0B5C36EA23737453C8E0DFA94250F2D430A68B58AE919DED8E851849A96AA56C2EC20BA9EA0E149287FDC29FD15D85F4A085DBD23D1E25738
38
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Malicious: false

Reputation: low

Preview:
0\r..m......@...........114809B663DE06848AE8B39C15F65C87006D63E3C557486D16EE333688D93109..............'.......Om....~..+...............`...h...(...d6..P...........................D
...............|...............................................................................h.......................................................................................................................\......................................................
.................................L...............................................................$....................(S.D..`@.....L`.....(S.h.`......L`.....TRc&......................Qbv.......w............e....d...................I`....Daz
........(S.`.`|.....L`.....PRc$................Qb.0......s......dd...................I`.......5.a...............a.............Pd........<computed>.ea.................K`....DrP..................%...%......%... ...&...&..&
..`&..k&.'..'..'..a=...&.]............b.............@.-....DP.......6...https://www.goog

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c299cd3d28b432d1_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c3bed82d4ecc4aa0_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 227

Entropy (8bit): 5.626215683378075

Encrypted: false

SSDEEP: 3:m+l1TlA8RzYUiLq+l/0vwKXIS2ZBRTLPwzLHvyvlltlHCN/rUGDzm/f8PIC8dyhE:mYzYUi2nvwKX4HPMLayNVDB0t//dK6t

MD5: 0C74F7F1AC2257358AFE397DC1537773

SHA1: 27AEF72DBC2F3B7C75DBE595B04E78AFB869D91D

SHA-256: E25F5B40E8F95B3B4A482504236FE90931CC080E9E210D2B0F37EBE47335EC3B

SHA-512: 89906F2B8EF71F65A46B07A688D1E69F4456E2073381F6C261FBBF84E348A5009D18F2FB8BAD281254D2A18E3E7520A8F0E6C5602F952C8B369442137A50E7AE

Malicious: false

Reputation: low

Preview:
0\r..m......_...).>}...._keyhttps://d1nnwinjc04txl.cloudfront.net/framework-1902d315b9aaa5c0c346.js .https://linktr.ee/.s..*/.............D......./.qh.../V.27.$.Y.D...^$...T...OZ.A
..Eo.........;.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c892a54ae1b69864_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 255

Entropy (8bit): 5.60083031294288

Encrypted: false

SSDEEP: 6:mO8PYcvhaXMWgCmsB6AzqnLDlAzOuDK6t:l8X+gCm3nnLD4D

MD5: 79ABFE97353BB8234964C7895191560B

SHA1: 8710C4BC0A3B8EF9DA0BCC8C5290B3BD1B7EB412

SHA-256: 15758C9604C9AEAD7F3C43FD35939512E7F48E76837A1DBEE039E00E000B693E

SHA-512: 2ABF2683D85469E4642E44C8FF2FF19D3FF468701C5C959768E08646EE0698662F3B0FC0E909DB3FD0F2AC43E6B56CFD03E2A7BF483D437EBC11DE434D854E30

Malicious: false

Reputation: low

Preview:
0\r..m......{..........._keyhttps://assets.production.linktr.ee/profiles/_next/static/chunks/pages/_app-8bb3804f70e36c2f8646.js .https://linktr.ee/.y..*/....................*..Nv.|
..xDx1.y>.........A...>.4.A..Eo.......\...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ce37a37b1d8b47cc_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 225

Entropy (8bit): 5.584886177718463

Encrypted: false

SSDEEP: 3:m+lFg/gv8RzYUiLq+l/0IIpNHYFRtRzLHXYcxltlHCNUtuUgIrKDrSY5m86pK5kt:mR/VYUi2nJHYhNLoNcuD7DrP49K6t

MD5: 7740878157D10A6300076B40A491EF71

SHA1: 8AEF3AE7C79F6CC19F4BEEC03DC4E708CFBBA5F4

SHA-256: AB8AD30F6D13FF90FA10C8273D4B40BF63B98D03D14A2980993721EF2B996697

SHA-512: 1934803F3E068EB9F65F38F0589AC24692B5B5A4A1AF0FA51EA60E35FFDF904F7C07295885D4486F4E8AD98E60B9BB95B089A2B266AB0F5DC17BFA1568776957

Malicious: false

Reputation: low

Preview:
0\r..m......]...kr......_keyhttps://d1nnwinjc04txl.cloudfront.net/commons-4fb7edb3aa15f174d188.js .https://linktr.ee/*=y..*/......................M..$....}...ckA./&.,n'..P.X.nR.A..
Eo.......}g4.........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d751338a01e71604_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 253
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Entropy (8bit): 5.529356308919137

Encrypted: false

SSDEEP: 6:meEYcvhaXMWgCmBjrAINNLy+QjSHNmmcrGXhK6t:h0+gCmlBfL40vX7

MD5: 4F655AC786F1BAC979C4918C72FE4795

SHA1: 792E0FCCA0D00E0FE7E04E620BC61546460DB58B

SHA-256: 862DED9202059C74E4EBFB7E4C34777FF38CA7B050A124AC72E25BDB523B0F4E

SHA-512: 58A9814020D40741DA27E6F9B80479610BB4FBEEFC0A2E0D9EDA28220112BB4D229456506C8E1E4DB3E0ED583A6B9E83A8F69D0DFAF91BBE7F638C885D969DA
5

Malicious: false

Reputation: low

Preview:
0\r..m......y...X.\....._keyhttps://assets.production.linktr.ee/profiles/_next/static/chunks/6653e76d.5ea0cfcd8c3345d5d083.js .https://linktr.ee/}>|..*/.............i........#.m.8...)...<...
.z_../Cpt....A..Eo...................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d751338a01e71604_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d9e8ccca02ad5145_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 720

Entropy (8bit): 5.709730015676632

Encrypted: false

SSDEEP: 12:B4Lu0EL7wg2Hv19ILr/4Lu0ELdYg2Hv19y/4Lu0EL5Yg2Hv19u:aLu0o7QP4nQLu0oqPiQLu0o54Pe

MD5: 005FBC81A6B8FE67E76007272CB2F5D6

SHA1: D3FE8A9B0EC48EF7AB48AF6423CEA6EC8783A22E

SHA-256: F26A58C767C5766E4BDE4D34CBD3F9A7B06BDEC82231706BC64E1877F191CCA4

SHA-512: 8F488A1A46DEAA20C810E40DA3290DC0B1B9B627227FC29A428DCD923C45D6ADFEA0DDC4C4912740C03ABFD2A7BBA9C3585C7C39A51D98282D782216A94B2B
06

Malicious: false

Reputation: low

Preview:
0\r..m......l...5.}....._keyhttps://analytics.tiktok.com/i18n/pixel/events.js?sdkid=BU378EQHT2A1QT375IM0&lib=ttq .https://linktr.ee/j7...*/....................~.].0.l1....N...R..B.
2...b..L..A..Eo.......c$..........A..Eo..................0\r..m......l...5.}....._keyhttps://analytics.tiktok.com/i18n/pixel/events.js?sdkid=BU378EQHT2A1QT375IM0&lib=ttq .https://l
inktr.ee/.....*/...................~.].0.l1....N...R..B.2...b..L..A..Eo...................A..Eo..................0\r..m......l...5.}....._keyhttps://analytics.tiktok.com/i18n/pixel/events.js?sdkid=BU3
78EQHT2A1QT375IM0&lib=ttq .https://linktr.ee/0G...*/...................~.].0.l1....N...R..B.2...b..L..A..Eo.......f...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\dd010e7f4c73e789_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 209

Entropy (8bit): 5.347298232742652

Encrypted: false

SSDEEP: 6:meinYcvhaXMWgcTk9LP6NtCenV5tbK6t:av+gcTk9LWCe5tN

MD5: DC6FCB55CC3CED6A07A3794AEA89EA4C

SHA1: 62EC6B9F5CD501561F641C57FCFF30CFD0875427

SHA-256: 47E8A70933D16ADECC90E31FBD10F90AC2B4891769D3381F6B8AF01A29E55FAF

SHA-512: 66C35C02AE65DCC7207269A9CF15CD628D0B8C65DC79849EA9410E554A8484526A9455A6BF0D7EF27854E34C581D512679CE8D72C1B6EEFABC3383C94FF5B58
B

Malicious: false

Reputation: low

Preview:
0\r..m......M.....L....._keyhttps://assets.production.linktr.ee/cep/cep.min.js?v3 .https://linktr.ee/.mr..*/......................;....._qd...sx...f..38n...._.p6.A..Eo.......a..........A..Eo..........
........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e177196af8071008_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 226

Entropy (8bit): 5.685232765691626

Encrypted: false

SSDEEP: 3:m+lSwl08RzYUiLq+l/0WcL/BG+QRIuVNRzLHXc+vltlHCJNNP6mIFtL3WRpK5m6+:mmPYUi2nXJXYNNL2JNvIXoK4PK6t

MD5: F254A1F7B48DAFD5F70812C3C8D21549

SHA1: 4F25C8F91DD4EC885F4796D6F4519D4C2EEBF391

SHA-256: 2E2B96E672A3348B985219CCEC04BE2BCC76CE1C1DE3E61707CB17825BA1769C

SHA-512: DEB52BA5A8BD104BEA2DCA7437874862F783D738743E04C5AB360686150B7405C77E51DFDA1CB7DB9B98C8CB3FA5E7E7B4F984F759291A0CF6F7862EC80A6D
CD

Malicious: false
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Reputation: low

Preview:
0\r..m......^...L......._keyhttps://d1nnwinjc04txl.cloudfront.net/a34e18b8-b796b12d5dc015318b4a.js .https://linktr.ee/..x..*/.............,.......0R....._...".F.,[`..&.{E..$..T.A..Eo........
...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e177196af8071008_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e38bf91d379a5d69_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 249

Entropy (8bit): 5.590067497341141

Encrypted: false

SSDEEP: 6:mxVYUi2noMWE2yOtUNNLiGgmIUdeSQB66AkhZK6t:ODoB8OyfLkUdejwsp

MD5: 090AA9D119E10568E0A2BCF484133C48

SHA1: 177662AFACBB6779ED9EFCFDD26AF0066B22A716

SHA-256: 4D4A4CBFEE2D84DB8E569A584647F834BC0CC8D2E19C802099BB5CC55D817E1A

SHA-512: 0CFF61C0C3775A7E6B5579B943398D4379EA0A694CBA5F6BA7E8BE2ED9BA23C9C08B75080DDEABB408973F5C3033780C698D7FE25840DE7B27E9B2306CDF2C5
1

Malicious: false

Reputation: low

Preview:
0\r..m......u...N......._keyhttps://d1nnwinjc04txl.cloudfront.net/component---src-pages-index-tsx-b9169aa3fa9ad7b17991.js .https://linktr.ee/.c{..*/.............O..........h.xk\.eD
..5Trw..{d..o....C....A..Eo..................A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e73b822856cf9fd0_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 258

Entropy (8bit): 5.596881118313708

Encrypted: false

SSDEEP: 6:mKOlVYUi2nAwGkdPlWlSULl2A6WXgK44bK6t:bOlNDfZdPVULZ3

MD5: 592611313035D0780E25D908D0A7790D

SHA1: 738899D035BECBDB2C541E2F821870A2019DC364

SHA-256: AF856975C46602F7CFE8E141B0499B06308062359A3805F598A31D3F072AAC41

SHA-512: BB239D4BE3B941B15C53546DA11D0C1334141FA56077A0C945E50EEA80EF61DADCE9DFE1D755536C841762C4EA99F1535BBAFCE1849138B85E66CF0D6BAFBE
BC

Malicious: false

Reputation: low

Preview:
0\r..m......~.....Q...._keyhttps://d1nnwinjc04txl.cloudfront.net/0b36898f9dc09a1ed80d0d9e0faf087bff75d2b8-2388fc4c31bbb5e85534.js .https://linktr.ee/..y..*/.............c........i.
/(W..F./..*m..,'5..en.QAxb...A..Eo......t1...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e7ced635f21875eb_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 753

Entropy (8bit): 5.752328357206877

Encrypted: false

SSDEEP: 12:NB6Lu0DDD4D029LnbFpXB6Lu0DDD4D029LCtbYXB6Lu0DDD4D029LkTbn:P6Lu00Aenjx6Lu00AeCtMx6Lu00Aear

MD5: BF31CD76F0A1E98DC5D2A9D9C996BA62

SHA1: F9AE1767BCAAE07B71996F6C42C39CE2DCEB2B5B

SHA-256: A8DA8C877D29B873502E11B59D8FC9D540C72CEC36523A4E64275054CAB531FE

SHA-512: 343EB19330BA7E906641B229F9445E65AC6E986635A11B3BC0D9041B1E0FEF8C95FEE1EDAB6ACED4B688A36B97BE49CDB366A4B816D59E545BB7BD3866D991
80

Malicious: false

Reputation: low

Preview:
0\r..m......w....;......_keyhttps://analytics.tiktok.com/i18n/pixel/config.js?sdkid=BU378EQHT2A1QT375IM0&hostname=linktr.ee .https://linktr.ee/._...*/........................<.l...
.....H..i{..5n...s.zN.A..Eo......./UZ.........A..Eo..................0\r..m......w....;......_keyhttps://analytics.tiktok.com/i18n/pixel/config.js?sdkid=BU378EQHT2A1QT375IM0&hostna
me=linktr.ee .https://linktr.ee/.....*/......................<.l........H..i{..5n...s.zN.A..Eo........@.........A..Eo..................0\r..m......w....;......_keyhttps://analytics.tiktok.com/i18n/pix
el/config.js?sdkid=BU378EQHT2A1QT375IM0&hostname=linktr.ee .https://linktr.ee/.Q...*/......................<.l........H..i{..5n...s.zN.A..Eo........0..........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\eea25ef684eac24a_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped
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Size (bytes): 115520

Entropy (8bit): 5.728656430137527

Encrypted: false

SSDEEP: 1536:WrmV0mWTMaizamvjv9xxF2SuN8tg8IiOxHmDyQxwek:Wrm5ameL8tg3vxHmWQA

MD5: B957C24D4553EA31A625F540221404C0

SHA1: 4304AEE60A890C4ED82D1758442DB4BF58D67B5F

SHA-256: 1A695122BDFD7E677AC941968BB8D6C5D8D49B2023EA6288AC3CFAC4317ECE93

SHA-512: 5CAAED9DFD89B1AF393B2F0563DDDA518591F71E09D642DBF368249B67DFCD1B004F7F08E7A5A7CC55FCE0C4406DD12001EA952FCFCBAD00C94D8BCC0B364
C4A

Malicious: false

Reputation: low

Preview:
0\r..m......@...`w.....DD78083EAB44FF980E534B9D71E1A237C2825B6CE8A0B2D0A1B8C89487524B71..............'.(.....O&.........O.....................|.....................................
...................................................................................................(S.E...`>......L`......Qc........window....Q.P........webpackJsonp..Qb&u.A....push.....`......L`.......`......Ma........`
.......`......L`.......`......M`......Qb.......UxWsa.............a..........Qb:......+ZDrC..Qb.B.}..../hTdC..Qb. .G....284hC..Qb..JL....30RFC..Qb.AY.....3uz+C..Qb........5yr3C..Qb.*......7W2
iC..Qbj..e....7hJ6C..Qbj.......8OQSC..Qb........94VIC..QbJl......9Xx/C..Qb.......9hXxC..Qb.}......BnagC..Qb.G......EbDIC..Qb..Co....EnzkC..QbN.Z.....IOVJC..Qb...f....Ijbi
C..Qb^v.,....J4zpC..Qb..A.....JRtEC..Qbv.....JeVIC..Qb.......LYrOC..Qb.C.....LeKBC..Qb.A.U....MMVsC..Qb........NSX3C..Qbr.~^....NsGkC..Qb...L....NsbkC..Qb..|...
..PJYZC..Qb.o......QLaPC..Qb........RIqPC..Qb........SksOC..Qb:..,....T

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\eea25ef684eac24a_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f17b5b93d673bcfa_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 226

Entropy (8bit): 5.6528874379743375

Encrypted: false

SSDEEP: 6:mAvHVYUi2nKcXn4W1nLs1PSnqoWYn7K6t:/HNDT3lnLswnN

MD5: 2DAEBB5F721CF345B340F6D96BCCBDD0

SHA1: A2448723810AD5998F35EDC7F914CDA9771A766C

SHA-256: 6BAE71FFE19E006A8F81365EEE5BC220422C959EE5A751D68ECFD3EAFBFF600C

SHA-512: 8B913CE330E841F5DC05228C4D191D32AFBF2FC31543E1D4F12E99F7F7C297CDCE1B140D5380B972CCD42601CBB7520A35D2F047BC2E73C36BB1770CFA64F17
B

Malicious: false

Reputation: low

Preview:
0\r..m......^.....c...._keyhttps://d1nnwinjc04txl.cloudfront.net/ed563b48-324d3fe3021798a7b7b2.js .https://linktr.ee/a.s..*/.............?........~...<i...|.U...M.H.PH....(..A..Eo.......1...
........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f3e7bb0a83f258a9_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 382

Entropy (8bit): 5.6197301788212

Encrypted: false

SSDEEP: 6:mlY0OCZIJHRhImuRmeWNLjyesnST2pB/zK4OnK6tsKyblenST2pB/zK4sKyNtenk:wnI4keWNLjcS2/zKqKMKS2/zwKRS2/zc

MD5: F32B93E42A142336E1B4690839938533

SHA1: 2D559AF26F0AD055CFD3C8B7C9364821EAB5F6F7

SHA-256: CCB499400687C79B5104D903812BF5191D5D53716C99D975243F075DCB3B57A2

SHA-512: A6E0ED68A75F5D3C8D0A0B5A8BBD923377E6A8576F1514F44E75C1F9D97CC43AE966EE89C0CCF4F3358682D5171686AC8171BB677D5644C1628A0C6CB8D219A
7

Malicious: false

Reputation: low

Preview:
0\r..m......R....P....._keyhttps://unpkg.com/web-vitals@2.1.0/dist/web-vitals.iife.js .https://linktr.ee/.F...*/.....................7I...^.u.....K]....7!....T1.o$.A..Eo.......z...........A..Eo.......
............F...*/.............D.......7I...^.u.....K]....7!....T1.o$.A..Eo......CXS~.........F...*/...................7I...^.u.....K]....7!....T1.o$.A..Eo........B.........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f4c335ce0ec276ab_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 252

Entropy (8bit): 5.559135348779075

Encrypted: false

SSDEEP: 6:mul9YcvhaXMWgCmY9m0L4h16AntV6VKjRihK6t:zld+gCmY9m0Le/tV6oQ

MD5: 1D700603F2BF92F3627714D35673B5BE

SHA1: 261029E42F591DDBA0D1BBCC4C36F49F98808AD3

SHA-256: 8F68CEEF6AADEE7D85561498A4F71B1A281854F1615691F085B4ECF46E580AAA
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SHA-512: B558CA2A820590A6EE2A1456839B15E4DEEAD4B19068BF0C70DCE83CE34FEC0A41F7A87A8F6D1FE93B79E9135DCF0AADB2537A5DD5FC8091462E8A9A16040B
96

Malicious: false

Reputation: low

Preview:
0\r..m......x....d.S...._keyhttps://assets.production.linktr.ee/profiles/_next/static/chunks/webpack-c455f7e7b77eaf5684e6.js .https://linktr.ee/.gw..*/....................T.*...^..
KC......lD.eX?.......A..Eo....... ...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f4c335ce0ec276ab_0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f8e85d168415b4a9_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 213

Entropy (8bit): 5.566358301641449

Encrypted: false

SSDEEP: 6:mit6EYMHAJn3oGDNsfLKY64oQlg2m4PCK6t:VtvO/OfLHh6Rf

MD5: 1CB11D43915EB17C7377B1B3B5A082EC

SHA1: B0526140EF4FF96E18759B6F622477204E4BA6D9

SHA-256: E8162BB23FAE66A6E5D75D73E0C1DA73281B77931A7B31323C2A1CF70995A18F

SHA-512: 2E0B9A39D3B7CE2F4370ECCAD8845763E316601B7EF21F4BC54F136A2886936721822EC9A09300C9DF2FAFB142B34D9F95C224D59541AADE8F617A95C55AB5C9

Malicious: false

Reputation: low

Preview:
0\r..m......Q..........._keyhttps://script.hotjar.com/modules.5fe2f4f38cf4833026a9.js .https://linktr.ee/ ?...*/.............m...........(^.....A.;.......q....Y.-.w..A..Eo..................A..Eo......
............

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f9a084b74d634066_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 44678

Entropy (8bit): 6.182898793154924

Encrypted: false

SSDEEP: 768:mifzOJBtK+Q60OPE/AqLFWrUIEnJsFT0Bm43+wFkue:PUv0OPpqLorU1sums+wFu

MD5: D7609745FA68E572D1FC47950B9667A3

SHA1: 9BB2F40BCD375BDB092013AABDF902F12E751A93

SHA-256: B37271EE27A1565B0A53D9FA06030AAC9FB92D79C2AAC0A853D36ABC68C5C7A6

SHA-512: 93DA94C51EBF784AF937BED55C0851390A1F19F33144B365A337E0B421F5A7F6816BBCA5F221E6F7EDD1136A6D0A242E00F91CFBD1F975A92BA32B1DD6F2D7B
3

Malicious: false

Reputation: low

Preview:
0\r..m......o...G.1...._keyhttps://linktr.ee/blog/0e8de98be5f7f8c0451003db08e30069fce497bd-572cce6d37d8ea8779b4.js .https://linktr.ee/.V...*/...................'...~K....>....Z:...
z.......T.A..Eo......w;.b.........A..Eo..................0\r..m......o...G.1...._keyhttps://linktr.ee/blog/0e8de98be5f7f8c0451003db08e30069fce497bd-572cce6d37d8ea8779b4.js .https:/
/linktr.ee/..............'.z~....O....8....ngb............X........................................................................(S....`.....tL`6.....Qc........window....Q.P........webpackJsonp..Qb&u.A....push.....`...
...L`.......`......Ma........`.....d..a..........Qb..H$....1ANnC..Qb.Q......6QIaC..Qb*30.....CA1FC..Qb..x.....NasVC..Qb.A.....X4NpC..Qb......XsKgC..Qb..+.....bIgYC..Qb*.......gzUbC
..Qb.R.N....nfIcC..Qb........uK3DC..Qb..B.....wzlGC.(S.\.`r....$L`......Qbb.......vOnD.a...Qb~..H....h2....Qd........withConfig.....a.........q...QdfJ.Z....GradientText..Qd.i/.....
componentId...Qc:/......dynpkz-0.(S.p.`.....0L`..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f9b987923042c6d3_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 253

Entropy (8bit): 5.578106774365359

Encrypted: false

SSDEEP: 6:mmYcvhaXMWgCmfUKSAsNLEu216HnNK1o4ry/ZK6t:3+gCmMKSAsNLEYK1tOT

MD5: FF6C99FF8491FEE4960D2B607B5A2456

SHA1: 9286B0375A3541EDBCE02F37B9A84188A0C51B9F

SHA-256: 1B733644AB7BE80395E8D213CC99691185F333CC405EAF15039B3D608D28EA81

SHA-512: 0C5444A8C8368F46F9F172A38011E135312AD836CB9F66F92F2EE7BE523B3AB712D9E0E061AC220A663273BC97BCA64BBE428FA5CA5ECC60AE2B8B11A66CB60
F

Malicious: false

Reputation: low

Preview:
0\r..m......y...PW......_keyhttps://assets.production.linktr.ee/profiles/_next/static/chunks/777cf710.6f2a6c7b254d13586ba8.js .https://linktr.ee/9Vw..*/...................eD.'.h./*
.........k;.w........A..Eo.......9...........A..Eo..................
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\fab639f72c4e313f_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 207

Entropy (8bit): 5.4152200806525235

Encrypted: false

SSDEEP: 6:mhT9YENSRMUZUrV8MLIoemcOVqXn4K6t:uBNSRMYUBtLIzOQq

MD5: 74ADE82F8C2F6492A19291CF7FBA3D53

SHA1: AEA30B917FD184147B8AB285989464347C1AE786

SHA-256: 74CA5D8B729EB25162A97AFF85E3328EAE99F329F7876B819D730F6D01844772

SHA-512: D89B5315AE50BCB7F7DC391FA32F592408541C6EEDE5482FD035FA3FEB0F28677FD61827EE9E948B657C86117F9D4D639E2FFE498D154FB1939AE44E1670228B

Malicious: false

Reputation: low

Preview:
0\r..m......K.........._keyhttps://cdn.heapanalytics.com/js/heap-3886518036.js .https://linktr.ee/5M...*/.............':......(>r:.YXyd....P.y.KY...>...f.Y.b..A..Eo........b..........A..Eo..
................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\fe430ac304db4776_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 656

Entropy (8bit): 5.827276024803095

Encrypted: false

SSDEEP: 12:d+E3a18lITXux2pHgyye3CMxQ3SqHZK6QzFlidJqCQgVOdCZLMlvl:oEK+lITXuyAyyeSZ3SqHYBC+COdClkvl

MD5: 53FE0D3E5451EC7CDB3FA24FFB13395E

SHA1: F7F3A92F007411302BBB50F468CEC48E761792D0

SHA-256: C8E9A72934286A8869B84A8D9BFC796810E344208FB99F20D980717A98469059

SHA-512: 42E63CF51D2FFEDFF720EAF04EFDA5EF6A670F3D60B143B52A1E36865A40E1D8FD42B39994694F1C89C60FC7B065C1DD11EF940A3850BEB25445BD8D27991FD
A

Malicious: false

Reputation: low

Preview:
0\r..m........../......._keyhttps://googleads.g.doubleclick.net/pagead/viewthroughconversion/810598881/?random=1631678817548&cv=9&fst=1631678817548&nu
m=1&guid=ON&resp=GooglemKTybQhCsO&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_his=1&u_tz=-420&u_java=false&u_nplug=1&u_nmime=2&
gtm=2wg9d0&sendb=1&ig=1&data=event%3Dview_blog_pages%3Bgoogle_business_vertical%3Dcustom%3Bid%3D1blog1%3Blocation_id%3DUS&frm=0&url=https%3A
%2F%2Flinktr.ee%2Fblog%2F&tiba=Home%20%7C%20Linktree%20Blog&hn=www.googleadservices.com&async=1&rfmt=3&fmt=4 .https://linktr.ee/z....*/.............G.
........K..%.0O.].X..H........8..hpz4.A..Eo.......7...........A..Eo..................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\fe62ea8834164c37_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 208

Entropy (8bit): 5.461213923004709

Encrypted: false

SSDEEP: 6:mDXYOXdTKKlNKLenlrvDDWoUsGvAXK6t:0XwKlwLs8sh

MD5: E473F9DC552DBC82D234A57237041E1D

SHA1: FEC908236B49CA23D17CF256BB1E2E626678D2A3

SHA-256: FB68C79B92CAC8D9CF441C433A774EF4551BF0CACB56D090C6C5A6173047FF4A

SHA-512: 5C6ED396C2F5DD6CD36CA43B5A0F08B47B6E94C5CB8135C92BDC4151E30A7B7F02D50D82EC364274BA91DAF129AE6C29BFC7C15789F6A826D43017C6D5B6833
6

Malicious: false

Reputation: low

Preview:
0\r..m......L...&@#....._keyhttps://js.intercomcdn.com/vendor-modern.913bfe6d.js .https://linktr.ee/.....*/.............y>......pQ.^...#..kI=P....~^.A#..C..K..A..Eo.......b.........A..Eo....
..............

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ff1b63d7edba084b_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 86272

Entropy (8bit): 6.067231679118087

Encrypted: false

SSDEEP: 1536:bXccD4DPNH5SRHmadLjumX7+FFkYSVfWcZsiRCxGyIfaNo5F9dz9:zccDCH0HmeumCkYSxWJiQo5faiF9L

MD5: 26FC5A2445D173821C82A4DD882723BD
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Static File Info

No static file info

Network Port Distribution

SHA1: 678FC58531C61BE390AFDD37EA1B5EAF5FD74654

SHA-256: E4BA57F4F46DD41E2BFC3663CA069AB859E59035D609D631FC2319BB176B5A8C

SHA-512: A653929CA64F5E2F1C9A730DFDDA7811307AAB63617752C9C71979D966CF70909175FFFEDBE465D78DAC8127ECCF8341F08BAB7394B8D4EA6FD92565D9B1665
B

Malicious: false

Reputation: low

Preview:
0\r..m......@....(......D4985D489EAE8F6B384688CF55000BFE960DEE1FD35EB90475B5EFCFBEAA436B..............'.y.....O.....O.................<.......`.......L.............................
..............t....................................................(S.D..`B.....L`.....(S.]..`p.....L``....u.Rc............R.....QbZ..G....n.....QbJ].....q.....Qbj.Y.....r.....Qb...3....t.....Qb.[.....v.....Qb.??.....x..
...Qb..;.....y.....Qb>.|.....z.....Qb..X....A.....Qb6f.#....B.....Qb..q.....C.....Qb*!......F.....Qb..?....E.....Qb...v....D.....Qb........G.....Qb^.k.....H.....Qb..*p....J.....Qb&#O.....I.....Qb.H...
...K.....Qb......aa....Qb.h......L.....QbZ..K....N.....Qbj.......O.....Qb.u.+....P.....Qb..$n....M.....Qb>4.I....da....Qb.C>K....ea....Qb...t....Q.....Qb..U.....S.....Qb2hk.....R.....Qb.).i.
...ia....Qbj.V....U.....Qb........ha....QbR:z.....T.....QbN.{x....V.....Qb..3.....W.....Qb.......Z.....Qbns......Y.....Qb:..`....X.....Qb..9.....ba....Qb.......ca.....................................

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ff1b63d7edba084b_0

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Sep 14, 2021 21:05:56.766562939 CEST 192.168.2.6 8.8.8.8 0x1a16 Standard query 
(0)

clients2.g
oogle.com

A (IP address) IN (0x0001)

Sep 14, 2021 21:05:56.771151066 CEST 192.168.2.6 8.8.8.8 0x6407 Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001)

Sep 14, 2021 21:05:56.774425030 CEST 192.168.2.6 8.8.8.8 0x6088 Standard query 
(0)

shared.out
look.inky.com

A (IP address) IN (0x0001)

Sep 14, 2021 21:05:59.946818113 CEST 192.168.2.6 8.8.8.8 0x8ca8 Standard query 
(0)

lnkd.in A (IP address) IN (0x0001)

Sep 14, 2021 21:06:00.467503071 CEST 192.168.2.6 8.8.8.8 0xd101 Standard query 
(0)

www.linked
in.com

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:00.840333939 CEST 192.168.2.6 8.8.8.8 0xbd6d Standard query 
(0)

linktr.ee A (IP address) IN (0x0001)

Sep 14, 2021 21:06:01.606164932 CEST 192.168.2.6 8.8.8.8 0xefb2 Standard query 
(0)

assets.pro
duction.linktr.ee

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:01.828355074 CEST 192.168.2.6 8.8.8.8 0x1b4e Standard query 
(0)

ingress.linktr.ee A (IP address) IN (0x0001)

Sep 14, 2021 21:06:01.846770048 CEST 192.168.2.6 8.8.8.8 0x8822 Standard query 
(0)

d1fdloi71m
ui9q.cloud
front.net

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:07.018409014 CEST 192.168.2.6 8.8.8.8 0xbba6 Standard query 
(0)

linktr.ee A (IP address) IN (0x0001)

Sep 14, 2021 21:06:07.107240915 CEST 192.168.2.6 8.8.8.8 0x8df1 Standard query 
(0)

d1fdloi71m
ui9q.cloud
front.net

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:10.753554106 CEST 192.168.2.6 8.8.8.8 0xa1cf Standard query 
(0)

goladus.du
ckdns.org

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:10.758038044 CEST 192.168.2.6 8.8.8.8 0x33e5 Standard query 
(0)

browser-http-
intake.logs.datad
oghq.com

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:11.737797022 CEST 192.168.2.6 8.8.8.8 0x3df0 Standard query 
(0)

code.jquery.com A (IP address) IN (0x0001)

Sep 14, 2021 21:06:11.740847111 CEST 192.168.2.6 8.8.8.8 0x24a Standard query 
(0)

maxcdn.boo
tstrapcdn.com

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:11.745203972 CEST 192.168.2.6 8.8.8.8 0x79bb Standard query 
(0)

kit.fontaw
esome.com

A (IP address) IN (0x0001)

TCP Packets

DNS Queries
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Sep 14, 2021 21:06:12.070209026 CEST 192.168.2.6 8.8.8.8 0x4550 Standard query 
(0)

ka-f.fonta
wesome.com

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:12.074163914 CEST 192.168.2.6 8.8.8.8 0x64c6 Standard query 
(0)

cdnjs.clou
dflare.com

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:12.075792074 CEST 192.168.2.6 8.8.8.8 0x8201 Standard query 
(0)

stackpath.
bootstrapc
dn.com

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:14.801305056 CEST 192.168.2.6 8.8.8.8 0x9bd0 Standard query 
(0)

clients2.g
oogleuserc
ontent.com

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:15.563669920 CEST 192.168.2.6 8.8.8.8 0xc0ad Standard query 
(0)

goladus.du
ckdns.org

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:17.734497070 CEST 192.168.2.6 8.8.8.8 0x7b92 Standard query 
(0)

www.google
optimize.com

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:18.285533905 CEST 192.168.2.6 8.8.8.8 0x8cc7 Standard query 
(0)

d1nnwinjc0
4txl.cloudfront.net

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:18.970424891 CEST 192.168.2.6 8.8.8.8 0x9ec2 Standard query 
(0)

s.adroll.com A (IP address) IN (0x0001)

Sep 14, 2021 21:06:18.997263908 CEST 192.168.2.6 8.8.8.8 0xec17 Standard query 
(0)

unpkg.com A (IP address) IN (0x0001)

Sep 14, 2021 21:06:19.021503925 CEST 192.168.2.6 8.8.8.8 0x8ee2 Standard query 
(0)

s.pinimg.com A (IP address) IN (0x0001)

Sep 14, 2021 21:06:19.023148060 CEST 192.168.2.6 8.8.8.8 0x6a16 Standard query 
(0)

static.ads-
twitter.com

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:19.023832083 CEST 192.168.2.6 8.8.8.8 0x1140 Standard query 
(0)

analytics.
tiktok.com

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:19.379265070 CEST 192.168.2.6 8.8.8.8 0xe5a4 Standard query 
(0)

d.adroll.com A (IP address) IN (0x0001)

Sep 14, 2021 21:06:19.591526985 CEST 192.168.2.6 8.8.8.8 0xc378 Standard query 
(0)

videos.ctf
assets.net

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:19.897097111 CEST 192.168.2.6 8.8.8.8 0x5244 Standard query 
(0)

ct.pinterest.com A (IP address) IN (0x0001)

Sep 14, 2021 21:06:20.600096941 CEST 192.168.2.6 8.8.8.8 0x9e11 Standard query 
(0)

t.co A (IP address) IN (0x0001)

Sep 14, 2021 21:06:21.716213942 CEST 192.168.2.6 8.8.8.8 0x45eb Standard query 
(0)

connect.fa
cebook.net

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:21.970308065 CEST 192.168.2.6 8.8.8.8 0xd13a Standard query 
(0)

ib.adnxs.com A (IP address) IN (0x0001)

Sep 14, 2021 21:06:21.970339060 CEST 192.168.2.6 8.8.8.8 0x22c6 Standard query 
(0)

ads.yahoo.com A (IP address) IN (0x0001)

Sep 14, 2021 21:06:21.974066019 CEST 192.168.2.6 8.8.8.8 0xc4d9 Standard query 
(0)

x.bidswitch.net A (IP address) IN (0x0001)

Sep 14, 2021 21:06:21.989835978 CEST 192.168.2.6 8.8.8.8 0xd21 Standard query 
(0)

cm.g.doubl
eclick.net

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:22.060399055 CEST 192.168.2.6 8.8.8.8 0xc624 Standard query 
(0)

us-u.openx.net A (IP address) IN (0x0001)

Sep 14, 2021 21:06:22.062886953 CEST 192.168.2.6 8.8.8.8 0xfbff Standard query 
(0)

idsync.rlcdn.com A (IP address) IN (0x0001)

Sep 14, 2021 21:06:22.374396086 CEST 192.168.2.6 8.8.8.8 0x7f92 Standard query 
(0)

www.facebo
ok.com

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:24.151715994 CEST 192.168.2.6 8.8.8.8 0xfcf4 Standard query 
(0)

images.ctf
assets.net

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:25.534684896 CEST 192.168.2.6 8.8.8.8 0xea28 Standard query 
(0)

static.hotjar.com A (IP address) IN (0x0001)

Sep 14, 2021 21:06:26.243194103 CEST 192.168.2.6 8.8.8.8 0xb437 Standard query 
(0)

analytics.
twitter.com

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:27.644366980 CEST 192.168.2.6 8.8.8.8 0x92e3 Standard query 
(0)

script.hotjar.com A (IP address) IN (0x0001)

Sep 14, 2021 21:06:27.731729031 CEST 192.168.2.6 8.8.8.8 0xbc9d Standard query 
(0)

stats.g.do
ubleclick.net

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:27.746052027 CEST 192.168.2.6 8.8.8.8 0x1923 Standard query 
(0)

googleads.
g.doubleclick.net

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:27.788204908 CEST 192.168.2.6 8.8.8.8 0xddb8 Standard query 
(0)

analytics.
google.com

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:27.816850901 CEST 192.168.2.6 8.8.8.8 0xb4f6 Standard query 
(0)

www.google
.co.uk

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:27.877477884 CEST 192.168.2.6 8.8.8.8 0xdbe7 Standard query 
(0)

vars.hotjar.com A (IP address) IN (0x0001)

Sep 14, 2021 21:06:27.978698015 CEST 192.168.2.6 8.8.8.8 0x861c Standard query 
(0)

www.google.com A (IP address) IN (0x0001)

Sep 14, 2021 21:06:32.655153990 CEST 192.168.2.6 8.8.8.8 0x77ca Standard query 
(0)

d1nnwinjc0
4txl.cloudfront.net

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:32.703268051 CEST 192.168.2.6 8.8.8.8 0x637e Standard query 
(0)

d.adroll.com A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
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Sep 14, 2021 21:06:33.290185928 CEST 192.168.2.6 8.8.8.8 0xab82 Standard query 
(0)

images.ctf
assets.net

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:33.563483953 CEST 192.168.2.6 8.8.8.8 0x973b Standard query 
(0)

cm.g.doubl
eclick.net

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:33.565553904 CEST 192.168.2.6 8.8.8.8 0xb034 Standard query 
(0)

us-u.openx.net A (IP address) IN (0x0001)

Sep 14, 2021 21:06:37.919636965 CEST 192.168.2.6 8.8.8.8 0xbce3 Standard query 
(0)

widget.int
ercom.io

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:37.923690081 CEST 192.168.2.6 8.8.8.8 0xc443 Standard query 
(0)

cdn.heapan
alytics.com

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:37.946564913 CEST 192.168.2.6 8.8.8.8 0x4f9f Standard query 
(0)

public.pro
fitwell.com

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:38.120218992 CEST 192.168.2.6 8.8.8.8 0xa22c Standard query 
(0)

in.hotjar.com A (IP address) IN (0x0001)

Sep 14, 2021 21:06:38.211309910 CEST 192.168.2.6 8.8.8.8 0x7798 Standard query 
(0)

js.interco
mcdn.com

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:38.512907982 CEST 192.168.2.6 8.8.8.8 0xa2ea Standard query 
(0)

heapanalyt
ics.com

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:39.639708996 CEST 192.168.2.6 8.8.8.8 0xdaff Standard query 
(0)

api-iam.in
tercom.io

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:42.885539055 CEST 192.168.2.6 8.8.8.8 0x1309 Standard query 
(0)

nexus-webs
ocket-a.in
tercom.io

A (IP address) IN (0x0001)

Sep 14, 2021 21:06:57.564975023 CEST 192.168.2.6 8.8.8.8 0xbbf6 Standard query 
(0)

blog-api.linktr.ee A (IP address) IN (0x0001)

Sep 14, 2021 21:06:58.148205996 CEST 192.168.2.6 8.8.8.8 0x2dea Standard query 
(0)

www.bugher
d.com

A (IP address) IN (0x0001)

Sep 14, 2021 21:07:00.683717966 CEST 192.168.2.6 8.8.8.8 0x642a Standard query 
(0)

i.linktr.ee A (IP address) IN (0x0001)

Sep 14, 2021 21:07:01.185441017 CEST 192.168.2.6 8.8.8.8 0xbd73 Standard query 
(0)

linktr.ee A (IP address) IN (0x0001)

Sep 14, 2021 21:07:02.070610046 CEST 192.168.2.6 8.8.8.8 0xb08f Standard query 
(0)

blog-api.linktr.ee A (IP address) IN (0x0001)

Sep 14, 2021 21:07:05.537353039 CEST 192.168.2.6 8.8.8.8 0xf55e Standard query 
(0)

x.bidswitch.net A (IP address) IN (0x0001)

Sep 14, 2021 21:07:05.537727118 CEST 192.168.2.6 8.8.8.8 0x7029 Standard query 
(0)

ads.yahoo.com A (IP address) IN (0x0001)

Sep 14, 2021 21:07:05.762454987 CEST 192.168.2.6 8.8.8.8 0xe34f Standard query 
(0)

idsync.rlcdn.com A (IP address) IN (0x0001)

Sep 14, 2021 21:07:05.763279915 CEST 192.168.2.6 8.8.8.8 0xf28f Standard query 
(0)

ib.adnxs.com A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Sep 14, 2021 
21:05:56.808027983 
CEST

8.8.8.8 192.168.2.6 0x6407 No error (0) accounts.g
oogle.com

216.58.215.237 A (IP address) IN (0x0001)

Sep 14, 2021 
21:05:56.813159943 
CEST

8.8.8.8 192.168.2.6 0x1a16 No error (0) clients2.g
oogle.com

clients.l.google.com CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:05:56.813159943 
CEST

8.8.8.8 192.168.2.6 0x1a16 No error (0) clients.l.
google.com

172.217.168.78 A (IP address) IN (0x0001)

Sep 14, 2021 
21:05:56.818773985 
CEST

8.8.8.8 192.168.2.6 0x6088 No error (0) shared.out
look.inky.com

analysis-web-prod-
1945766130.us-east-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:05:56.818773985 
CEST

8.8.8.8 192.168.2.6 0x6088 No error (0) analysis-web-
prod-19
45766130.us-
east-1.e
lb.amazona
ws.com

34.202.42.177 A (IP address) IN (0x0001)

Sep 14, 2021 
21:05:56.818773985 
CEST

8.8.8.8 192.168.2.6 0x6088 No error (0) analysis-web-
prod-19
45766130.us-
east-1.e
lb.amazona
ws.com

3.215.206.45 A (IP address) IN (0x0001)

Sep 14, 2021 
21:05:59.976382971 
CEST

8.8.8.8 192.168.2.6 0x8ca8 No error (0) lnkd.in 108.174.10.10 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:00.492378950 
CEST

8.8.8.8 192.168.2.6 0xd101 No error (0) www.linked
in.com

www-linkedin-com.l-
0005.l-msedge.net

CNAME 
(Canonical 
name)

IN (0x0001)

DNS Answers
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Sep 14, 2021 
21:06:00.868395090 
CEST

8.8.8.8 192.168.2.6 0xbd6d No error (0) linktr.ee 151.101.66.133 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:00.868395090 
CEST

8.8.8.8 192.168.2.6 0xbd6d No error (0) linktr.ee 151.101.130.133 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:00.868395090 
CEST

8.8.8.8 192.168.2.6 0xbd6d No error (0) linktr.ee 151.101.2.133 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:00.868395090 
CEST

8.8.8.8 192.168.2.6 0xbd6d No error (0) linktr.ee 151.101.194.133 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:01.641208887 
CEST

8.8.8.8 192.168.2.6 0xefb2 No error (0) assets.pro
duction.linktr.ee

d1redxmslvp7oy.cloudfro
nt.net

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:01.641208887 
CEST

8.8.8.8 192.168.2.6 0xefb2 No error (0) d1redxmslv
p7oy.cloud
front.net

143.204.9.120 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:01.641208887 
CEST

8.8.8.8 192.168.2.6 0xefb2 No error (0) d1redxmslv
p7oy.cloud
front.net

143.204.9.35 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:01.641208887 
CEST

8.8.8.8 192.168.2.6 0xefb2 No error (0) d1redxmslv
p7oy.cloud
front.net

143.204.9.107 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:01.641208887 
CEST

8.8.8.8 192.168.2.6 0xefb2 No error (0) d1redxmslv
p7oy.cloud
front.net

143.204.9.98 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:01.859651089 
CEST

8.8.8.8 192.168.2.6 0x1b4e No error (0) ingress.linktr.ee 143.204.9.43 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:01.859651089 
CEST

8.8.8.8 192.168.2.6 0x1b4e No error (0) ingress.linktr.ee 143.204.9.50 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:01.859651089 
CEST

8.8.8.8 192.168.2.6 0x1b4e No error (0) ingress.linktr.ee 143.204.9.72 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:01.859651089 
CEST

8.8.8.8 192.168.2.6 0x1b4e No error (0) ingress.linktr.ee 143.204.9.10 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:01.881047010 
CEST

8.8.8.8 192.168.2.6 0x8822 No error (0) d1fdloi71m
ui9q.cloud
front.net

143.204.10.154 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:01.881047010 
CEST

8.8.8.8 192.168.2.6 0x8822 No error (0) d1fdloi71m
ui9q.cloud
front.net

143.204.10.71 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:01.881047010 
CEST

8.8.8.8 192.168.2.6 0x8822 No error (0) d1fdloi71m
ui9q.cloud
front.net

143.204.10.78 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:01.881047010 
CEST

8.8.8.8 192.168.2.6 0x8822 No error (0) d1fdloi71m
ui9q.cloud
front.net

143.204.10.105 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:01.887480974 
CEST

8.8.8.8 192.168.2.6 0xcd25 No error (0) gstaticads
sl.l.google.com

142.250.203.99 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:07.053507090 
CEST

8.8.8.8 192.168.2.6 0xbba6 No error (0) linktr.ee 151.101.66.133 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:07.053507090 
CEST

8.8.8.8 192.168.2.6 0xbba6 No error (0) linktr.ee 151.101.130.133 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:07.053507090 
CEST

8.8.8.8 192.168.2.6 0xbba6 No error (0) linktr.ee 151.101.2.133 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:07.053507090 
CEST

8.8.8.8 192.168.2.6 0xbba6 No error (0) linktr.ee 151.101.194.133 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:07.143887997 
CEST

8.8.8.8 192.168.2.6 0x8df1 No error (0) d1fdloi71m
ui9q.cloud
front.net

143.204.10.78 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:07.143887997 
CEST

8.8.8.8 192.168.2.6 0x8df1 No error (0) d1fdloi71m
ui9q.cloud
front.net

143.204.10.154 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:07.143887997 
CEST

8.8.8.8 192.168.2.6 0x8df1 No error (0) d1fdloi71m
ui9q.cloud
front.net

143.204.10.105 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:07.143887997 
CEST

8.8.8.8 192.168.2.6 0x8df1 No error (0) d1fdloi71m
ui9q.cloud
front.net

143.204.10.71 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Sep 14, 2021 
21:06:10.788866043 
CEST

8.8.8.8 192.168.2.6 0x33e5 No error (0) browser-http-
intake.logs.datad
oghq.com

alb-logs-http-browser-
shard0-714281947.us-
east-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:10.788866043 
CEST

8.8.8.8 192.168.2.6 0x33e5 No error (0) alb-logs-http-
browser-shard0-
714281947.us-
east-1.e
lb.amazona
ws.com

3.233.144.188 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:10.788866043 
CEST

8.8.8.8 192.168.2.6 0x33e5 No error (0) alb-logs-http-
browser-shard0-
714281947.us-
east-1.e
lb.amazona
ws.com

3.233.144.141 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:10.788866043 
CEST

8.8.8.8 192.168.2.6 0x33e5 No error (0) alb-logs-http-
browser-shard0-
714281947.us-
east-1.e
lb.amazona
ws.com

3.233.144.152 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:10.788866043 
CEST

8.8.8.8 192.168.2.6 0x33e5 No error (0) alb-logs-http-
browser-shard0-
714281947.us-
east-1.e
lb.amazona
ws.com

3.233.144.183 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:10.788866043 
CEST

8.8.8.8 192.168.2.6 0x33e5 No error (0) alb-logs-http-
browser-shard0-
714281947.us-
east-1.e
lb.amazona
ws.com

3.233.144.173 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:10.788866043 
CEST

8.8.8.8 192.168.2.6 0x33e5 No error (0) alb-logs-http-
browser-shard0-
714281947.us-
east-1.e
lb.amazona
ws.com

3.233.144.162 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:10.788866043 
CEST

8.8.8.8 192.168.2.6 0x33e5 No error (0) alb-logs-http-
browser-shard0-
714281947.us-
east-1.e
lb.amazona
ws.com

3.233.144.215 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:10.788866043 
CEST

8.8.8.8 192.168.2.6 0x33e5 No error (0) alb-logs-http-
browser-shard0-
714281947.us-
east-1.e
lb.amazona
ws.com

3.233.144.245 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:10.877329111 
CEST

8.8.8.8 192.168.2.6 0xa1cf No error (0) goladus.du
ckdns.org

192.3.228.197 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:11.766978025 
CEST

8.8.8.8 192.168.2.6 0x3df0 No error (0) code.jquery.com cds.s5x3j6q5.hwcdn.net CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:11.774414062 
CEST

8.8.8.8 192.168.2.6 0x24a No error (0) maxcdn.boo
tstrapcdn.com

104.18.11.207 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:11.774414062 
CEST

8.8.8.8 192.168.2.6 0x24a No error (0) maxcdn.boo
tstrapcdn.com

104.18.10.207 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:11.777633905 
CEST

8.8.8.8 192.168.2.6 0x79bb No error (0) kit.fontaw
esome.com

kit.fontawesome.com.cdn.
cloudflare.net

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:12.098742962 
CEST

8.8.8.8 192.168.2.6 0x64c6 No error (0) cdnjs.clou
dflare.com

104.16.19.94 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:12.098742962 
CEST

8.8.8.8 192.168.2.6 0x64c6 No error (0) cdnjs.clou
dflare.com

104.16.18.94 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:12.101411104 
CEST

8.8.8.8 192.168.2.6 0x4550 No error (0) ka-f.fonta
wesome.com

ka-
f.fontawesome.com.cdn.cl
oudflare.net

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:12.103514910 
CEST

8.8.8.8 192.168.2.6 0x8201 No error (0) stackpath.
bootstrapc
dn.com

104.18.10.207 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:12.103514910 
CEST

8.8.8.8 192.168.2.6 0x8201 No error (0) stackpath.
bootstrapc
dn.com

104.18.11.207 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Sep 14, 2021 
21:06:14.828823090 
CEST

8.8.8.8 192.168.2.6 0x9bd0 No error (0) clients2.g
oogleuserc
ontent.com

googlehosted.l.googleuse
rcontent.com

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:14.828823090 
CEST

8.8.8.8 192.168.2.6 0x9bd0 No error (0) googlehost
ed.l.googl
euserconte
nt.com

172.217.168.33 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:15.685626984 
CEST

8.8.8.8 192.168.2.6 0xc0ad No error (0) goladus.du
ckdns.org

192.3.228.197 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:17.770921946 
CEST

8.8.8.8 192.168.2.6 0x7b92 No error (0) www.google
optimize.com

172.217.168.78 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:18.320797920 
CEST

8.8.8.8 192.168.2.6 0x8cc7 No error (0) d1nnwinjc0
4txl.cloud
front.net

13.226.169.107 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:18.320797920 
CEST

8.8.8.8 192.168.2.6 0x8cc7 No error (0) d1nnwinjc0
4txl.cloud
front.net

13.226.169.85 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:18.320797920 
CEST

8.8.8.8 192.168.2.6 0x8cc7 No error (0) d1nnwinjc0
4txl.cloud
front.net

13.226.169.8 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:18.320797920 
CEST

8.8.8.8 192.168.2.6 0x8cc7 No error (0) d1nnwinjc0
4txl.cloud
front.net

13.226.169.18 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:18.439239025 
CEST

8.8.8.8 192.168.2.6 0xdc1a No error (0) www-google
tagmanager
.l.google.com

142.250.203.104 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:19.006140947 
CEST

8.8.8.8 192.168.2.6 0x9ec2 No error (0) s.adroll.com d1qug1xf2dk5z6.cloudfro
nt.net

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:19.006140947 
CEST

8.8.8.8 192.168.2.6 0x9ec2 No error (0) d1qug1xf2d
k5z6.cloud
front.net

99.86.162.81 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:19.006140947 
CEST

8.8.8.8 192.168.2.6 0x9ec2 No error (0) d1qug1xf2d
k5z6.cloud
front.net

99.86.162.27 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:19.006140947 
CEST

8.8.8.8 192.168.2.6 0x9ec2 No error (0) d1qug1xf2d
k5z6.cloud
front.net

99.86.162.99 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:19.006140947 
CEST

8.8.8.8 192.168.2.6 0x9ec2 No error (0) d1qug1xf2d
k5z6.cloud
front.net

99.86.162.92 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:19.027822971 
CEST

8.8.8.8 192.168.2.6 0xec17 No error (0) unpkg.com 104.16.122.175 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:19.027822971 
CEST

8.8.8.8 192.168.2.6 0xec17 No error (0) unpkg.com 104.16.124.175 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:19.027822971 
CEST

8.8.8.8 192.168.2.6 0xec17 No error (0) unpkg.com 104.16.126.175 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:19.027822971 
CEST

8.8.8.8 192.168.2.6 0xec17 No error (0) unpkg.com 104.16.125.175 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:19.027822971 
CEST

8.8.8.8 192.168.2.6 0xec17 No error (0) unpkg.com 104.16.123.175 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:19.052509069 
CEST

8.8.8.8 192.168.2.6 0x8ee2 No error (0) s.pinimg.com s-pinimg-
com.gslb.pinterest.com

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:19.052509069 
CEST

8.8.8.8 192.168.2.6 0x8ee2 No error (0) s-pinimg-c
om.gslb.pi
nterest.com

2-01-37d2-
0006.cdx.cedexis.net

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:19.052563906 
CEST

8.8.8.8 192.168.2.6 0x6a16 No error (0) static.ads-
twitter.com

platform.twitter.map.fastly
.net

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:19.052563906 
CEST

8.8.8.8 192.168.2.6 0x6a16 No error (0) platform.t
witter.map
.fastly.net

151.101.12.157 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:19.053344011 
CEST

8.8.8.8 192.168.2.6 0x1140 No error (0) analytics.
tiktok.com

analytics.tiktok.com.edge
key.net

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:19.405575037 
CEST

8.8.8.8 192.168.2.6 0xe5a4 No error (0) d.adroll.com adserver-vpc-alb-3-
890571764.eu-west-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)
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Sep 14, 2021 
21:06:19.405575037 
CEST

8.8.8.8 192.168.2.6 0xe5a4 No error (0) adserver-vpc-
alb-3-8
90571764.eu-
west-1.e
lb.amazona
ws.com

52.18.183.31 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:19.405575037 
CEST

8.8.8.8 192.168.2.6 0xe5a4 No error (0) adserver-vpc-
alb-3-8
90571764.eu-
west-1.e
lb.amazona
ws.com

52.19.121.43 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:19.623260975 
CEST

8.8.8.8 192.168.2.6 0xc378 No error (0) videos.ctf
assets.net

13.226.169.32 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:19.623260975 
CEST

8.8.8.8 192.168.2.6 0xc378 No error (0) videos.ctf
assets.net

13.226.169.125 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:19.623260975 
CEST

8.8.8.8 192.168.2.6 0xc378 No error (0) videos.ctf
assets.net

13.226.169.51 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:19.623260975 
CEST

8.8.8.8 192.168.2.6 0xc378 No error (0) videos.ctf
assets.net

13.226.169.74 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:19.934684038 
CEST

8.8.8.8 192.168.2.6 0x5244 No error (0) ct.pinterest.com www.pinterest.com CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:19.934684038 
CEST

8.8.8.8 192.168.2.6 0x5244 No error (0) www.pinter
est.com

www-pinterest-
com.gslb.pinterest.com

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:19.934684038 
CEST

8.8.8.8 192.168.2.6 0x5244 No error (0) www-pinterest-
com.gslb.pintere
st.com

2-01-37d2-
0018.cdx.cedexis.net

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:20.624360085 
CEST

8.8.8.8 192.168.2.6 0x9e11 No error (0) t.co 104.244.42.133 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:20.624360085 
CEST

8.8.8.8 192.168.2.6 0x9e11 No error (0) t.co 104.244.42.5 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:20.624360085 
CEST

8.8.8.8 192.168.2.6 0x9e11 No error (0) t.co 104.244.42.69 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:20.624360085 
CEST

8.8.8.8 192.168.2.6 0x9e11 No error (0) t.co 104.244.42.197 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:21.742719889 
CEST

8.8.8.8 192.168.2.6 0x45eb No error (0) connect.fa
cebook.net

scontent.xx.fbcdn.net CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:21.742719889 
CEST

8.8.8.8 192.168.2.6 0x45eb No error (0) scontent.x
x.fbcdn.net

157.240.17.15 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:21.997457027 
CEST

8.8.8.8 192.168.2.6 0x22c6 No error (0) ads.yahoo.com edge.gycpi.b.yahoodns.n
et

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:21.997457027 
CEST

8.8.8.8 192.168.2.6 0x22c6 No error (0) edge.gycpi
.b.yahoodns.net

87.248.118.22 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:21.997457027 
CEST

8.8.8.8 192.168.2.6 0x22c6 No error (0) edge.gycpi
.b.yahoodns.net

87.248.118.23 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:21.999697924 
CEST

8.8.8.8 192.168.2.6 0xd13a No error (0) ib.adnxs.com g.geogslb.com CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:21.999697924 
CEST

8.8.8.8 192.168.2.6 0xd13a No error (0) g.geogslb.com ib.anycast.adnxs.com CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:21.999697924 
CEST

8.8.8.8 192.168.2.6 0xd13a No error (0) ib.anycast
.adnxs.com

185.33.221.89 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:21.999697924 
CEST

8.8.8.8 192.168.2.6 0xd13a No error (0) ib.anycast
.adnxs.com

185.33.221.53 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:21.999697924 
CEST

8.8.8.8 192.168.2.6 0xd13a No error (0) ib.anycast
.adnxs.com

185.33.221.15 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:21.999697924 
CEST

8.8.8.8 192.168.2.6 0xd13a No error (0) ib.anycast
.adnxs.com

185.33.221.11 A (IP address) IN (0x0001)
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Sep 14, 2021 
21:06:21.999697924 
CEST

8.8.8.8 192.168.2.6 0xd13a No error (0) ib.anycast
.adnxs.com

185.33.220.100 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:21.999697924 
CEST

8.8.8.8 192.168.2.6 0xd13a No error (0) ib.anycast
.adnxs.com

185.33.221.14 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:21.999697924 
CEST

8.8.8.8 192.168.2.6 0xd13a No error (0) ib.anycast
.adnxs.com

185.33.221.91 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:21.999697924 
CEST

8.8.8.8 192.168.2.6 0xd13a No error (0) ib.anycast
.adnxs.com

185.33.223.38 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:22.001761913 
CEST

8.8.8.8 192.168.2.6 0xc4d9 No error (0) x.bidswitch.net alb-aws-fr-bswx-2-
1673521430.eu-central-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:22.001761913 
CEST

8.8.8.8 192.168.2.6 0xc4d9 No error (0) alb-aws-fr-bswx-
2-1673521430.e
u-central-
1.elb.amaz
onaws.com

3.64.77.7 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:22.001761913 
CEST

8.8.8.8 192.168.2.6 0xc4d9 No error (0) alb-aws-fr-bswx-
2-1673521430.e
u-central-
1.elb.amaz
onaws.com

52.29.23.197 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:22.001761913 
CEST

8.8.8.8 192.168.2.6 0xc4d9 No error (0) alb-aws-fr-bswx-
2-1673521430.e
u-central-
1.elb.amaz
onaws.com

3.121.111.29 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:22.001761913 
CEST

8.8.8.8 192.168.2.6 0xc4d9 No error (0) alb-aws-fr-bswx-
2-1673521430.e
u-central-
1.elb.amaz
onaws.com

18.195.239.175 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:22.001761913 
CEST

8.8.8.8 192.168.2.6 0xc4d9 No error (0) alb-aws-fr-bswx-
2-1673521430.e
u-central-
1.elb.amaz
onaws.com

3.120.64.49 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:22.001761913 
CEST

8.8.8.8 192.168.2.6 0xc4d9 No error (0) alb-aws-fr-bswx-
2-1673521430.e
u-central-
1.elb.amaz
onaws.com

52.29.176.117 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:22.001761913 
CEST

8.8.8.8 192.168.2.6 0xc4d9 No error (0) alb-aws-fr-bswx-
2-1673521430.e
u-central-
1.elb.amaz
onaws.com

54.93.122.90 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:22.001761913 
CEST

8.8.8.8 192.168.2.6 0xc4d9 No error (0) alb-aws-fr-bswx-
2-1673521430.e
u-central-
1.elb.amaz
onaws.com

18.184.192.190 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:22.025135994 
CEST

8.8.8.8 192.168.2.6 0xd21 No error (0) cm.g.doubl
eclick.net

172.217.168.66 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:22.086570978 
CEST

8.8.8.8 192.168.2.6 0xc624 No error (0) us-u.openx.net 34.98.64.218 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:22.086570978 
CEST

8.8.8.8 192.168.2.6 0xc624 No error (0) us-u.openx.net 35.244.159.8 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:22.094876051 
CEST

8.8.8.8 192.168.2.6 0xfbff No error (0) idsync.rlcdn.com 35.244.174.68 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:22.404630899 
CEST

8.8.8.8 192.168.2.6 0x7f92 No error (0) www.facebo
ok.com

star-
mini.c10r.facebook.com

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:22.404630899 
CEST

8.8.8.8 192.168.2.6 0x7f92 No error (0) star-mini.
c10r.faceb
ook.com

69.171.250.35 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:24.186048985 
CEST

8.8.8.8 192.168.2.6 0xfcf4 No error (0) images.ctf
assets.net

d3orhvfyxudxxq.cloudfron
t.net

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:24.186048985 
CEST

8.8.8.8 192.168.2.6 0xfcf4 No error (0) d3orhvfyxu
dxxq.cloud
front.net

143.204.9.106 A (IP address) IN (0x0001)
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Sep 14, 2021 
21:06:24.186048985 
CEST

8.8.8.8 192.168.2.6 0xfcf4 No error (0) d3orhvfyxu
dxxq.cloud
front.net

143.204.9.51 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:24.186048985 
CEST

8.8.8.8 192.168.2.6 0xfcf4 No error (0) d3orhvfyxu
dxxq.cloud
front.net

143.204.9.107 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:24.186048985 
CEST

8.8.8.8 192.168.2.6 0xfcf4 No error (0) d3orhvfyxu
dxxq.cloud
front.net

143.204.9.129 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:25.565989971 
CEST

8.8.8.8 192.168.2.6 0xea28 No error (0) static.hotjar.com static-cdn.hotjar.com CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:25.565989971 
CEST

8.8.8.8 192.168.2.6 0xea28 No error (0) static-cdn
.hotjar.com

99.86.162.36 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:25.565989971 
CEST

8.8.8.8 192.168.2.6 0xea28 No error (0) static-cdn
.hotjar.com

99.86.162.13 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:25.565989971 
CEST

8.8.8.8 192.168.2.6 0xea28 No error (0) static-cdn
.hotjar.com

99.86.162.109 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:25.565989971 
CEST

8.8.8.8 192.168.2.6 0xea28 No error (0) static-cdn
.hotjar.com

99.86.162.127 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:26.274274111 
CEST

8.8.8.8 192.168.2.6 0xb437 No error (0) analytics.
twitter.com

ads.twitter.com CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:26.274274111 
CEST

8.8.8.8 192.168.2.6 0xb437 No error (0) ads.twitter.com s.twitter.com CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:26.274274111 
CEST

8.8.8.8 192.168.2.6 0xb437 No error (0) s.twitter.com 104.244.42.3 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:26.274274111 
CEST

8.8.8.8 192.168.2.6 0xb437 No error (0) s.twitter.com 104.244.42.195 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:26.274274111 
CEST

8.8.8.8 192.168.2.6 0xb437 No error (0) s.twitter.com 104.244.42.67 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:26.274274111 
CEST

8.8.8.8 192.168.2.6 0xb437 No error (0) s.twitter.com 104.244.42.131 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:27.138731003 
CEST

8.8.8.8 192.168.2.6 0x6276 No error (0) www-google-
analytics
.l.google.com

142.250.185.206 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:27.674307108 
CEST

8.8.8.8 192.168.2.6 0x92e3 No error (0) script.hotjar.com 13.226.169.58 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:27.674307108 
CEST

8.8.8.8 192.168.2.6 0x92e3 No error (0) script.hotjar.com 13.226.169.117 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:27.674307108 
CEST

8.8.8.8 192.168.2.6 0x92e3 No error (0) script.hotjar.com 13.226.169.119 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:27.674307108 
CEST

8.8.8.8 192.168.2.6 0x92e3 No error (0) script.hotjar.com 13.226.169.24 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:27.766588926 
CEST

8.8.8.8 192.168.2.6 0xbc9d No error (0) stats.g.do
ubleclick.net

stats.l.doubleclick.net CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:27.766588926 
CEST

8.8.8.8 192.168.2.6 0xbc9d No error (0) stats.l.do
ubleclick.net

108.177.119.157 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:27.766588926 
CEST

8.8.8.8 192.168.2.6 0xbc9d No error (0) stats.l.do
ubleclick.net

108.177.119.154 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:27.766588926 
CEST

8.8.8.8 192.168.2.6 0xbc9d No error (0) stats.l.do
ubleclick.net

108.177.119.156 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:27.766588926 
CEST

8.8.8.8 192.168.2.6 0xbc9d No error (0) stats.l.do
ubleclick.net

108.177.119.155 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:27.776233912 
CEST

8.8.8.8 192.168.2.6 0x1923 No error (0) googleads.
g.doubleclick.net

172.217.168.66 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:27.825428009 
CEST

8.8.8.8 192.168.2.6 0xddb8 No error (0) analytics.
google.com

www3.l.google.com CNAME 
(Canonical 
name)

IN (0x0001)
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Sep 14, 2021 
21:06:27.825428009 
CEST

8.8.8.8 192.168.2.6 0xddb8 No error (0) www3.l.goo
gle.com

172.217.168.78 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:27.861161947 
CEST

8.8.8.8 192.168.2.6 0xb4f6 No error (0) www.google
.co.uk

142.250.203.99 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:27.918286085 
CEST

8.8.8.8 192.168.2.6 0xdbe7 No error (0) vars.hotjar.com 99.86.162.68 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:27.918286085 
CEST

8.8.8.8 192.168.2.6 0xdbe7 No error (0) vars.hotjar.com 99.86.162.77 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:27.918286085 
CEST

8.8.8.8 192.168.2.6 0xdbe7 No error (0) vars.hotjar.com 99.86.162.114 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:27.918286085 
CEST

8.8.8.8 192.168.2.6 0xdbe7 No error (0) vars.hotjar.com 99.86.162.36 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:28.003781080 
CEST

8.8.8.8 192.168.2.6 0x861c No error (0) www.google
.com

172.217.168.36 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:32.681664944 
CEST

8.8.8.8 192.168.2.6 0x77ca No error (0) d1nnwinjc0
4txl.cloud
front.net

13.226.169.107 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:32.681664944 
CEST

8.8.8.8 192.168.2.6 0x77ca No error (0) d1nnwinjc0
4txl.cloud
front.net

13.226.169.85 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:32.681664944 
CEST

8.8.8.8 192.168.2.6 0x77ca No error (0) d1nnwinjc0
4txl.cloud
front.net

13.226.169.8 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:32.681664944 
CEST

8.8.8.8 192.168.2.6 0x77ca No error (0) d1nnwinjc0
4txl.cloud
front.net

13.226.169.18 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:32.729851961 
CEST

8.8.8.8 192.168.2.6 0x637e No error (0) d.adroll.com adserver-vpc-alb-3-
890571764.eu-west-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:32.729851961 
CEST

8.8.8.8 192.168.2.6 0x637e No error (0) adserver-vpc-
alb-3-8
90571764.eu-
west-1.e
lb.amazona
ws.com

52.19.121.43 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:32.729851961 
CEST

8.8.8.8 192.168.2.6 0x637e No error (0) adserver-vpc-
alb-3-8
90571764.eu-
west-1.e
lb.amazona
ws.com

52.18.183.31 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:33.323653936 
CEST

8.8.8.8 192.168.2.6 0xab82 No error (0) images.ctf
assets.net

d3orhvfyxudxxq.cloudfron
t.net

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:33.323653936 
CEST

8.8.8.8 192.168.2.6 0xab82 No error (0) d3orhvfyxu
dxxq.cloud
front.net

143.204.9.106 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:33.323653936 
CEST

8.8.8.8 192.168.2.6 0xab82 No error (0) d3orhvfyxu
dxxq.cloud
front.net

143.204.9.107 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:33.323653936 
CEST

8.8.8.8 192.168.2.6 0xab82 No error (0) d3orhvfyxu
dxxq.cloud
front.net

143.204.9.51 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:33.323653936 
CEST

8.8.8.8 192.168.2.6 0xab82 No error (0) d3orhvfyxu
dxxq.cloud
front.net

143.204.9.129 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:33.591356039 
CEST

8.8.8.8 192.168.2.6 0xb034 No error (0) us-u.openx.net 34.98.64.218 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:33.591356039 
CEST

8.8.8.8 192.168.2.6 0xb034 No error (0) us-u.openx.net 35.244.159.8 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:33.593074083 
CEST

8.8.8.8 192.168.2.6 0x973b No error (0) cm.g.doubl
eclick.net

172.217.168.66 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:37.954360008 
CEST

8.8.8.8 192.168.2.6 0xbce3 No error (0) widget.int
ercom.io

143.204.9.20 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:37.954360008 
CEST

8.8.8.8 192.168.2.6 0xbce3 No error (0) widget.int
ercom.io

143.204.9.22 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Copyright Joe Security LLC 2021 Page 50 of 55



Sep 14, 2021 
21:06:37.954360008 
CEST

8.8.8.8 192.168.2.6 0xbce3 No error (0) widget.int
ercom.io

143.204.9.96 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:37.954360008 
CEST

8.8.8.8 192.168.2.6 0xbce3 No error (0) widget.int
ercom.io

143.204.9.97 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:37.959956884 
CEST

8.8.8.8 192.168.2.6 0xc443 No error (0) cdn.heapan
alytics.com

d38au5kn48shwv.cloudfro
nt.net

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:37.959956884 
CEST

8.8.8.8 192.168.2.6 0xc443 No error (0) d38au5kn48
shwv.cloud
front.net

99.86.162.50 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:37.959956884 
CEST

8.8.8.8 192.168.2.6 0xc443 No error (0) d38au5kn48
shwv.cloud
front.net

99.86.162.61 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:37.959956884 
CEST

8.8.8.8 192.168.2.6 0xc443 No error (0) d38au5kn48
shwv.cloud
front.net

99.86.162.48 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:37.959956884 
CEST

8.8.8.8 192.168.2.6 0xc443 No error (0) d38au5kn48
shwv.cloud
front.net

99.86.162.109 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:37.981199980 
CEST

8.8.8.8 192.168.2.6 0x4f9f No error (0) public.pro
fitwell.com

dna8twue3dlxq.cloudfront
.net

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:37.981199980 
CEST

8.8.8.8 192.168.2.6 0x4f9f No error (0) dna8twue3d
lxq.cloudf
ront.net

99.86.162.38 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:37.981199980 
CEST

8.8.8.8 192.168.2.6 0x4f9f No error (0) dna8twue3d
lxq.cloudf
ront.net

99.86.162.95 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:37.981199980 
CEST

8.8.8.8 192.168.2.6 0x4f9f No error (0) dna8twue3d
lxq.cloudf
ront.net

99.86.162.9 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:37.981199980 
CEST

8.8.8.8 192.168.2.6 0x4f9f No error (0) dna8twue3d
lxq.cloudf
ront.net

99.86.162.99 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:38.148318052 
CEST

8.8.8.8 192.168.2.6 0xa22c No error (0) in.hotjar.com in-live.live.eks.hotjar.com CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:38.148318052 
CEST

8.8.8.8 192.168.2.6 0xa22c No error (0) in-live.li
ve.eks.hot
jar.com

52.50.124.16 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:38.148318052 
CEST

8.8.8.8 192.168.2.6 0xa22c No error (0) in-live.li
ve.eks.hot
jar.com

52.16.211.92 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:38.148318052 
CEST

8.8.8.8 192.168.2.6 0xa22c No error (0) in-live.li
ve.eks.hot
jar.com

52.49.237.17 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:38.148318052 
CEST

8.8.8.8 192.168.2.6 0xa22c No error (0) in-live.li
ve.eks.hot
jar.com

63.32.233.146 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:38.148318052 
CEST

8.8.8.8 192.168.2.6 0xa22c No error (0) in-live.li
ve.eks.hot
jar.com

54.78.108.238 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:38.148318052 
CEST

8.8.8.8 192.168.2.6 0xa22c No error (0) in-live.li
ve.eks.hot
jar.com

63.34.251.77 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:38.148318052 
CEST

8.8.8.8 192.168.2.6 0xa22c No error (0) in-live.li
ve.eks.hot
jar.com

99.81.42.58 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:38.148318052 
CEST

8.8.8.8 192.168.2.6 0xa22c No error (0) in-live.li
ve.eks.hot
jar.com

52.213.88.74 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:38.245956898 
CEST

8.8.8.8 192.168.2.6 0x7798 No error (0) js.interco
mcdn.com

13.226.169.110 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:38.245956898 
CEST

8.8.8.8 192.168.2.6 0x7798 No error (0) js.interco
mcdn.com

13.226.169.83 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:38.245956898 
CEST

8.8.8.8 192.168.2.6 0x7798 No error (0) js.interco
mcdn.com

13.226.169.100 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:38.245956898 
CEST

8.8.8.8 192.168.2.6 0x7798 No error (0) js.interco
mcdn.com

13.226.169.81 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:38.546565056 
CEST

8.8.8.8 192.168.2.6 0xa2ea No error (0) heapanalyt
ics.com

3.225.6.102 A (IP address) IN (0x0001)
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Sep 14, 2021 
21:06:38.546565056 
CEST

8.8.8.8 192.168.2.6 0xa2ea No error (0) heapanalyt
ics.com

52.44.64.2 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:38.546565056 
CEST

8.8.8.8 192.168.2.6 0xa2ea No error (0) heapanalyt
ics.com

34.233.129.73 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:38.546565056 
CEST

8.8.8.8 192.168.2.6 0xa2ea No error (0) heapanalyt
ics.com

52.72.152.54 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:38.546565056 
CEST

8.8.8.8 192.168.2.6 0xa2ea No error (0) heapanalyt
ics.com

52.1.91.246 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:38.546565056 
CEST

8.8.8.8 192.168.2.6 0xa2ea No error (0) heapanalyt
ics.com

18.213.216.245 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:38.546565056 
CEST

8.8.8.8 192.168.2.6 0xa2ea No error (0) heapanalyt
ics.com

52.201.89.61 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:38.546565056 
CEST

8.8.8.8 192.168.2.6 0xa2ea No error (0) heapanalyt
ics.com

3.87.166.65 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:39.667330027 
CEST

8.8.8.8 192.168.2.6 0xdaff No error (0) api-iam.in
tercom.io

99.83.219.81 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:39.667330027 
CEST

8.8.8.8 192.168.2.6 0xdaff No error (0) api-iam.in
tercom.io

75.2.88.188 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:42.912988901 
CEST

8.8.8.8 192.168.2.6 0x1309 No error (0) nexus-webs
ocket-a.in
tercom.io

34.237.73.95 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:42.912988901 
CEST

8.8.8.8 192.168.2.6 0x1309 No error (0) nexus-webs
ocket-a.in
tercom.io

35.170.0.145 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:42.912988901 
CEST

8.8.8.8 192.168.2.6 0x1309 No error (0) nexus-webs
ocket-a.in
tercom.io

35.174.127.31 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:57.608273029 
CEST

8.8.8.8 192.168.2.6 0xbbf6 No error (0) blog-api.linktr.ee ec2-54-200-146-249.us-
west-
2.compute.amazonaws.c
om

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:57.608273029 
CEST

8.8.8.8 192.168.2.6 0xbbf6 No error (0) ec2-54-200-146-
249.us-west-2.c
ompute.ama
zonaws.com

54.200.146.249 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:58.183605909 
CEST

8.8.8.8 192.168.2.6 0x2dea No error (0) www.bugher
d.com

www.bugherd.com.heroku
dns.com

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:06:58.183605909 
CEST

8.8.8.8 192.168.2.6 0x2dea No error (0) www.bugher
d.com.hero
kudns.com

54.161.241.46 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:58.183605909 
CEST

8.8.8.8 192.168.2.6 0x2dea No error (0) www.bugher
d.com.hero
kudns.com

18.205.222.128 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:58.183605909 
CEST

8.8.8.8 192.168.2.6 0x2dea No error (0) www.bugher
d.com.hero
kudns.com

52.202.168.65 A (IP address) IN (0x0001)

Sep 14, 2021 
21:06:58.183605909 
CEST

8.8.8.8 192.168.2.6 0x2dea No error (0) www.bugher
d.com.hero
kudns.com

54.237.133.81 A (IP address) IN (0x0001)

Sep 14, 2021 
21:07:00.716754913 
CEST

8.8.8.8 192.168.2.6 0x642a No error (0) i.linktr.ee 99.86.162.2 A (IP address) IN (0x0001)

Sep 14, 2021 
21:07:00.716754913 
CEST

8.8.8.8 192.168.2.6 0x642a No error (0) i.linktr.ee 99.86.162.65 A (IP address) IN (0x0001)

Sep 14, 2021 
21:07:00.716754913 
CEST

8.8.8.8 192.168.2.6 0x642a No error (0) i.linktr.ee 99.86.162.111 A (IP address) IN (0x0001)

Sep 14, 2021 
21:07:00.716754913 
CEST

8.8.8.8 192.168.2.6 0x642a No error (0) i.linktr.ee 99.86.162.25 A (IP address) IN (0x0001)

Sep 14, 2021 
21:07:01.212412119 
CEST

8.8.8.8 192.168.2.6 0xbd73 No error (0) linktr.ee 151.101.2.133 A (IP address) IN (0x0001)

Sep 14, 2021 
21:07:01.212412119 
CEST

8.8.8.8 192.168.2.6 0xbd73 No error (0) linktr.ee 151.101.194.133 A (IP address) IN (0x0001)
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Sep 14, 2021 
21:07:01.212412119 
CEST

8.8.8.8 192.168.2.6 0xbd73 No error (0) linktr.ee 151.101.130.133 A (IP address) IN (0x0001)

Sep 14, 2021 
21:07:01.212412119 
CEST

8.8.8.8 192.168.2.6 0xbd73 No error (0) linktr.ee 151.101.66.133 A (IP address) IN (0x0001)

Sep 14, 2021 
21:07:02.108872890 
CEST

8.8.8.8 192.168.2.6 0xb08f No error (0) blog-api.linktr.ee ec2-54-200-146-249.us-
west-
2.compute.amazonaws.c
om

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:07:02.108872890 
CEST

8.8.8.8 192.168.2.6 0xb08f No error (0) ec2-54-200-146-
249.us-west-2.c
ompute.ama
zonaws.com

54.200.146.249 A (IP address) IN (0x0001)

Sep 14, 2021 
21:07:05.564496040 
CEST

8.8.8.8 192.168.2.6 0xf55e No error (0) x.bidswitch.net alb-aws-fr-bswx-1-
445786803.eu-central-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:07:05.564496040 
CEST

8.8.8.8 192.168.2.6 0xf55e No error (0) alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

52.57.230.211 A (IP address) IN (0x0001)

Sep 14, 2021 
21:07:05.564496040 
CEST

8.8.8.8 192.168.2.6 0xf55e No error (0) alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

35.156.2.114 A (IP address) IN (0x0001)

Sep 14, 2021 
21:07:05.564496040 
CEST

8.8.8.8 192.168.2.6 0xf55e No error (0) alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

35.156.34.16 A (IP address) IN (0x0001)

Sep 14, 2021 
21:07:05.564496040 
CEST

8.8.8.8 192.168.2.6 0xf55e No error (0) alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

18.194.49.211 A (IP address) IN (0x0001)

Sep 14, 2021 
21:07:05.564496040 
CEST

8.8.8.8 192.168.2.6 0xf55e No error (0) alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

3.127.7.254 A (IP address) IN (0x0001)

Sep 14, 2021 
21:07:05.564496040 
CEST

8.8.8.8 192.168.2.6 0xf55e No error (0) alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

52.59.29.239 A (IP address) IN (0x0001)

Sep 14, 2021 
21:07:05.564496040 
CEST

8.8.8.8 192.168.2.6 0xf55e No error (0) alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

52.59.115.28 A (IP address) IN (0x0001)

Sep 14, 2021 
21:07:05.564496040 
CEST

8.8.8.8 192.168.2.6 0xf55e No error (0) alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

3.64.28.223 A (IP address) IN (0x0001)

Sep 14, 2021 
21:07:05.567040920 
CEST

8.8.8.8 192.168.2.6 0x7029 No error (0) ads.yahoo.com edge.gycpi.b.yahoodns.n
et

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:07:05.567040920 
CEST

8.8.8.8 192.168.2.6 0x7029 No error (0) edge.gycpi
.b.yahoodns.net

87.248.118.22 A (IP address) IN (0x0001)

Sep 14, 2021 
21:07:05.567040920 
CEST

8.8.8.8 192.168.2.6 0x7029 No error (0) edge.gycpi
.b.yahoodns.net

87.248.118.23 A (IP address) IN (0x0001)

Sep 14, 2021 
21:07:05.793674946 
CEST

8.8.8.8 192.168.2.6 0xf28f No error (0) ib.adnxs.com g.geogslb.com CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:07:05.793674946 
CEST

8.8.8.8 192.168.2.6 0xf28f No error (0) g.geogslb.com ib.anycast.adnxs.com CNAME 
(Canonical 
name)

IN (0x0001)

Sep 14, 2021 
21:07:05.793674946 
CEST

8.8.8.8 192.168.2.6 0xf28f No error (0) ib.anycast
.adnxs.com

185.33.221.53 A (IP address) IN (0x0001)

Sep 14, 2021 
21:07:05.793674946 
CEST

8.8.8.8 192.168.2.6 0xf28f No error (0) ib.anycast
.adnxs.com

185.33.221.52 A (IP address) IN (0x0001)

Sep 14, 2021 
21:07:05.793674946 
CEST

8.8.8.8 192.168.2.6 0xf28f No error (0) ib.anycast
.adnxs.com

185.33.223.178 A (IP address) IN (0x0001)
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Sep 14, 2021 
21:07:05.793674946 
CEST

8.8.8.8 192.168.2.6 0xf28f No error (0) ib.anycast
.adnxs.com

185.33.220.243 A (IP address) IN (0x0001)

Sep 14, 2021 
21:07:05.793674946 
CEST

8.8.8.8 192.168.2.6 0xf28f No error (0) ib.anycast
.adnxs.com

185.33.223.38 A (IP address) IN (0x0001)

Sep 14, 2021 
21:07:05.793674946 
CEST

8.8.8.8 192.168.2.6 0xf28f No error (0) ib.anycast
.adnxs.com

185.33.221.11 A (IP address) IN (0x0001)

Sep 14, 2021 
21:07:05.793674946 
CEST

8.8.8.8 192.168.2.6 0xf28f No error (0) ib.anycast
.adnxs.com

185.33.220.240 A (IP address) IN (0x0001)

Sep 14, 2021 
21:07:05.793674946 
CEST

8.8.8.8 192.168.2.6 0xf28f No error (0) ib.anycast
.adnxs.com

185.33.221.87 A (IP address) IN (0x0001)

Sep 14, 2021 
21:07:05.793741941 
CEST

8.8.8.8 192.168.2.6 0xe34f No error (0) idsync.rlcdn.com 35.244.174.68 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 21:05:50

Start date: 14/09/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automat
ion  'https://shared.outlook.inky.com/link?domain=lnkd.in&t=eyJ0eXAiOiJKV1QiLCJh
bGciOiJFUzI1NiJ9.eJxtkNtqg0AQht9lr0VTWwsRCinYQyCrVGzDBkG27lTX7K6yh5BY-
u5dQy97MRdz-L_5Z76RBSo5QylqbWvPKEBcWdCKCpR-UWEgQOCbVCkaSmec4
GozSujop-OCgTZhO0qvWgj_1Z32INRbO5m0jupIqCMLuaqjLiHTpMp7P1O8o1Q5IQJkew3
UNgJO4GUrb2bhkttyYK_dicr15RB_PP7ljsRru5t7kc9iIMM2wdVzj7PyiPc4zrP2XLxsV
4cBJ8WeXHKJb3bzU4x95NnbXV5hhyvysFg0oBuQlIuGMqbBGL9zGHUHm-tPrpf8_AL-BmT
C.MEQCIB5DpGHR8lD7S-kHkixqu1_5meybNr2Hviq0fpqc9pRKAiA5MJqSaSH3SzD_O-R0
YUG7SQymhGB-Yl7219ZvX9MWeg'

Imagebase: 0x7ff7c15e0000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Show Windows behavior

Show Windows behavior

Analysis Process: chrome.exe PID: 6268 Parent PID: 384Analysis Process: chrome.exe PID: 6268 Parent PID: 384

General
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File ActivitiesFile Activities

Start time: 21:05:52

Start date: 14/09/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1600,10944404963820189189,5686
783659298887322,131072 --lang=en-US --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1808 /prefetch:8

Imagebase: 0x7ff7c15e0000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Show Windows behavior

Start time: 21:06:13

Start date: 14/09/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
audio.mojom.AudioService --field-trial-handle=1600,10944404963820189189,56867836
59298887322,131072 --lang=en-US --service-sandbox-type=audio --enable-audio-service-
sandbox --mojo-platform-channel-handle=3796 /prefetch:8

Imagebase: 0x7ff7c15e0000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: low

Analysis Process: chrome.exe PID: 5716 Parent PID: 6268Analysis Process: chrome.exe PID: 5716 Parent PID: 6268

General

Analysis Process: chrome.exe PID: 6200 Parent PID: 6268Analysis Process: chrome.exe PID: 6200 Parent PID: 6268

General
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