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Windows Analysis Report https://2c7.irldsv4E

Overview
General Information Detection Signatures Classification
Sample URL:  http:ifhttps://2c7.ir/4sv4E | |
Antivirus / Scanner detection for sub...
Analysis ID: 491031 MALICIOUS
Infos: & Misleading page title found

Most interesting Screenshot: Yara detected HtmIPhish10
Antivirus detection for URL or domain

Invalidi‘ferget password?linkfound

HiVIL boedy: contains low/number: ofi ...
Foundiframes
No/HML title found

EFormiaction) URLs|do/not: matchimaik..

HTMLPhisher

Score: 72
Range: 0-100
Whitelisted: false
Confidence: 100%

Process Tree

= System is w10x64

. G chrome.exe (PID: 6832 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automation 'https://2c7.ir/AsvAE' MD5:
C139654B5C1438A95B321BB01AD63EF6)
. G chrome.exe (PID: 7036 cmdline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=

1560,16086817351805558034,16500979573986469014,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=
1684 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 5580 cmdline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=audio.mojom.AudioService --field-trial-handle=1560

,16086817351805558034,16500979573986469014,131072 --lang=en-US --service-sandbox-type=audio --enable-audio-service-sandbox --mojo-platform-channel-handle=3108 /
prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview
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g

Click to jump to signature section

AV Detection:

Antivirus | Scanner detection for submitted sample

Antivirus detection for URL or domain

Phishing:

Misleading page title found

Yara detected HtmIPhish10

Mitre Att&ck Matrix

Command Remote
Privilege  Defense Credential Lateral and Network Service
Initial Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration Control Effects Effects Imp
Drive-by Windows Path Process Masquerading os System Remote Data from  Exfiltration Data Eavesdrop on  Remotely Moc
Compromise Management  Interception Injection Credential Service Services  Local Over Other Obfuscation Insecure Track Device Sys
Instrumentation Dumping  Discovery System Network Network Without Part
Medium Communication Authorization
Default Scheduled Boot or Boot or Process LSASS Application Remote Data from  Exfiltration Junk Data  Exploit SS7to Remotely Dev
Accounts Task/Job Logon Logon Injection Memory  Window  Desktop  Removable Over Redirect Phone Wipe Data  Loc
Initialization  Initialization Discovery Protocol  Media Bluetooth Calls/SMS Without
Scripts Scripts Authorization

Behavior Graph
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Behavior Graph

ID: 491031

URL: https://2c7.ir/AsvAE SUSPICIOUS
Startdate: 27/09/2021 CLEAN
Architecture:  WINDOWS UNKNOWN
Score: 72

192.168.2.1
unknown

unknown

67.202.94.94
STEADFASTUS

United States

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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neLanding Page - Po X+
& app.funnel-preview.com/for_domain/bulmapan0203.clickfunnels.com/optin1 632526772591 2updated_at=1c196eecda853ede786dcd07 a6 50968 7v 28t rack=0&. .

Chrome is being controlled by automated test software.

Resalving host...

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
http.//https://2¢7.irl4sv4AE 0% Avira URL Cloud safe
http:ifhttps://2¢7.irlAsvAE 100% SlashNext Fake Login Page

type: Phishing &
Social Engineering

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
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Source Detection Scanner Label Link

http://https://4bpr.art/async?&user=coperola&html=mobileaD 0% Avira URL Cloud safe
http:ifhttps://csp.withgoogle.com/csp/report-to/apps-themes 0% URL Reputation safe
http:ifhttps://2¢7.irlAsv4Ez 0% Avira URL Cloud safe
http://https://4bpr.art/async?&user=coperola&html=mobile 0% Avira URL Cloud safe
hitp://https://2c7.irlAsvAE2#Panelfbs 0% Avira URL Cloud  safe
http:i/https://app.funnel-preview.com/for_domain/bulmapan0203.clickfunnels.com/optin1632526772591? 0% Avira URL Cloud safe
updated_a

http:ifhttps://2c7.irlAsvAEPanelfbs 0% Avira URL Cloud safe
http:i/https://static.cloudflareinsights.com/beacon.min.js 0% URL Reputation safe

Domains and IPs

Contacted Domains

No contacted domains info

Contacted URLs

Name Malicious Antivirus Detection Reputation
http:i/https://iview.genial.ly/5a660638621bd0183fdb465b/interactive-content-trivial-quiz-ii false high
http:i/https://iview.genial.ly/606c014822dac50cf1b7c835/interactive-content-pastel-color-map  false high
http:i/https:/iview.genial.ly/614e65ad1f21fe0d7ec3b264 false e SlashNext: Fake Login Page type: Phishing & high
Social Engineering
http://https://auth.genial.ly/login false high
http:ifhttps://iview.genial.ly/60bdff0f347fbd0d328a8bfe false high
http:i/https:/iview.genial.ly/60d968b961dbed0dd1bd2fealinteractive-content-online-shop-guide false high
http://https://auth.genial.ly/signup false high

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious
52.218.108.99 unknown United States = 16509 AMAZON-02US false
13.225.78.68 unknown United States = 16509 AMAZON-02US false
8.8.8.8 unknown United States = 15169 GOOGLEUS false
172.217.168.46 unknown United States = 15169 GOOGLEUS false
104.16.148.64 unknown United States = 13335 CLOUDFLARENETUS false
13.224.193.77 unknown United States = 16509 AMAZON-02US false
172.217.168.42 unknown United States = 15169 GOOGLEUS false
104.16.12.194 unknown United States = 13335 CLOUDFLARENETUS false
142.250.203.99 unknown United States = 15169 GOOGLEUS false
162.247.243.147 unknown United States = 13335 CLOUDFLARENETUS false
13.225.78.110 unknown United States = 16509 AMAZON-02US false
34.104.35.123 unknown United States = 15169 GOOGLEUS false
216.58.215.227 unknown United States = 15169 GOOGLEUS false
104.21.15.175 unknown United States = 13335 CLOUDFLARENETUS false
82.99.244.238 unknown Iran (ISLAMIC Republic Of) = 60976 POLIR false
52.49.29.78 unknown United States = 16509 AMAZON-02US false
172.217.168.1 unknown United States = 15169 GOOGLEUS false
199.232.194.2 unknown United States = 54113 FASTLYUS false
54.247.36.38 unknown United States = 16509 AMAZON-02US false
20.150.83.196 unknown United States = 8075 MICROSOFT-CORP-MSN-  false

AS-BLOCKUS
172.217.168.13 unknown United States = 15169 GOOGLEUS false

Copyright Joe Security LLC 2021 Page 7 of 42



P Domain Country Flag ASN ASN Name Malicious

67.202.94.94 unknown United States = 32748 STEADFASTUS false
172.217.168.14 unknown United States = 15169 GOOGLEUS false
239.255.255.250 unknown Reserved 7] unknown unknown false
52.17.252.170 unknown United States = 16509 AMAZON-02US false
172.217.168.10 unknown United States = 15169 GOOGLEUS false
52.218.24.59 unknown United States = 16509 AMAZON-02US false
104.16.94.65 unknown United States = 13335 CLOUDFLARENETUS false
13.225.78.40 unknown United States = 16509 AMAZON-02US false
142.250.203.110 unknown United States = 15169 GOOGLEUS false
13.225.78.46 unknown United States = 16509 AMAZON-02US false
157.240.17.15 unknown United States = 32934 FACEBOOKUS false
172.217.168.67 unknown United States = 15169 GOOGLEUS false
172.217.168.3 unknown United States = 15169 GOOGLEUS false
34.247.225.137 unknown United States = 16509 AMAZON-02US false
172.217.168.4 unknown United States = 15169 GOOGLEUS false
151.101.112.193 unknown United States = 54113 FASTLYUS false
104.16.16.194 unknown United States = 13335 CLOUDFLARENETUS false
104.21.78.7 unknown United States = 13335 CLOUDFLARENETUS false
13.224.193.104 unknown United States = 16509 AMAZON-02US false
142.250.203.104 unknown United States = 15169 GOOGLEUS false
54.155.182.199 unknown United States = 16509 AMAZON-02US false
151.101.2.137 unknown United States = 54113 FASTLYUS false
104.16.149.64 unknown United States = 13335 CLOUDFLARENETUS false
172.217.168.78 unknown United States = 15169 GOOGLEUS false
142.250.145.156 unknown United States = 15169 GOOGLEUS false
104.16.13.194 unknown United States = 13335 CLOUDFLARENETUS false
173.194.160.70 unknown United States = 15169 GOOGLEUS false
172.217.168.74 unknown United States = 15169 GOOGLEUS false
13.224.193.86 unknown United States = 16509 AMAZON-02US false
13.224.193.117 unknown United States = 16509 AMAZON-02US false
Private
P
192.168.2.1
127.0.0.1
General Information
Joe Sandbox Version: 33.0.0 White Diamond
Analysis ID: 491031
Start date: 27.09.2021
Start time: 05:07:16
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 5m 45s
Hypervisor based Inspection enabled: false
Report type: light
Cookbook file name: browseurl.jbs
Sample URL: http://https://2¢7.ir/4svAE
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 23
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled

e EGA enabled

e HDC enabled

e AMSI enabled
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Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal72.phis.win@53/321@0/53

Cookbook Comments:

© o o o o 0o o o o o o o

Adjust boot time
Enable AMSI

Browse:
Browse:
Browse:
Browse:
Browse:
Browse:
Browse:
Browse:
Browse:
Browse:

Warnings: Show All

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints
No context
Dropped Files

No context

Created / dropped Files

https://genial.ly/

https://genial.ly/why-genially/

https://genial.ly/plans/

https://auth.genial.ly/login

https://auth.genial.ly/signup

https://genial.ly/create/presentations/
https://view.genial.ly/606c014822dac50cf1b7c835/interactive-content-pastel-color-map
https://view.genial.ly/5f1a93c2ala5620d688518a5/interactive-content-dashboard-eng
https://view.genial.ly/5a660638621bd0183fdb465b/interactive-content-trivial-quiz-ii
https://view.genial.ly/60d968b961dbed0dd1bd2fealinteractive-content-online-shop-guide

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit): 5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzvRKhGvwJ
MD5: A78AD14E77147E7DE3647E61964C0335

SHAL: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45

Copyright Joe Security LLC 2021
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C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92DOEBI3FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7ESE10648EA8321
01

Malicious: false

Reputation: low

Preview:

BDic.... ....6...."..Z..49....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\2825c0c2-5e81-4ea9-87fe-3355fb78f34f.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: SysEx File -

Category: dropped

Size (bytes): 94708

Entropy (8bit):  3.7475731917654005

Encrypted: false

SSDEEP: 384:J7W5dDcmvEDbVYeFYNtr+vxb36dzSHDOGuxr8/x9xiHPfOrMxmMv87VJIFGOjzZNI:Z6 Cd96faukePFbLE/L2DKx/tIx

MD5: 9B2506A9FBB0784DE3E12A3BBAC64885

SHA1L: 33CCOE909FD6EF5F6A21B0255DB956CDBI6FFCB7

SHA-256: CE1CBD013FDCDDC6BFB63F32D8812FCC3ECDOD3B024EAB6D34D79287217230DE

SHA-512: 3BDF51CD0B413DC327D7C1CC953DDEA9852415A82B57A4ABE2314EE3AE4F166C429252902F94EF8DAD1D8996DBAADCIALEFAIECB199BAC31FES35A55EB4B
FC3B

Malicious: false

Reputation: low

Preview:
e RO *..C..\.P.R.0.G.RA~1\M.I.C.R.0.S.~1\.0.ffic.e.l.6\.G.R.O.0.V.E.EX..D.LL..PL..[)..%.p.ro.gram.files.%.\m..c.r.o.s.0ft .officeloffice
.1.6.\....gro.ov.eex..dll..Micros.o.ft Office. .2.0.1.6..*.Micr.os.oft .O.ne.Drive. for. Bus.ines.s. .Exte.ns.ions...16..0..4711.10
.0.0....*..C..\.P.R.0.G.R.A~1\M.I.C.R.0.S.~1\.0.fficel.6.\GR.O.OV.EEX..D.LL....Micr.o.s.0ft .Co.rp.oratio.n..F8.D..C.:\P.ro.gram. .F.iles\C.o

.m.m.o.n. .F.iles\M.icros.oft Shared\O.FFICEZ16\msoshext.dl.@...U..%.comm.o.np.ro.gramfiles%\m.icros.oft shared\o.f
ficel6\...msoshext.dll..Microso.ft Offic.e)..Micros.o.ft .Office. .Shell Extens.io.n. Handlers....16..0.426.6..10.0.1..D..C
2\P.ro.gram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\3460fb31-75e7-4e09-aeel-0643e7da2202.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 174182

Entropy (8bit):  6.048256324893738

Encrypted: false

SSDEEP: 3072:eHPXR8uPZzf5kiOu8CAKVvCYYsHhbPKvvuBzjQ/PpHXDKuFchXaflBOu1GOJmAZis:evXxPZdp8EBIbyvvux0/xTKkagfllUOv
MD5: 04439094DEO3A9E9ACE95BBAB146611F

SHA1L: 3A7845C612967B956AD2292ACIC6AEG5A49F0EEE

SHA-256: 2B89015D667C94EEC51C7391169B307F645BAFF6040A7EC49ACIF8878AFFA20E

SHA-512: D30C8AD7805934078C5ACEAEAD72866E0CAEA90544EB92C399DE1AB32E5502726107C634F5608B01A60CCE864281EBD745F5555D9AF44516D070760AA18A8D4
Malicious: false

Reputation: low

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.632744491069808e+12,"network":1.632712092e+12,"ticks":4212354354.0,"uncertainty":2484883.0}},"0os_crypt":{"encrypted_key":"R
FBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWK194zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkpp
Nr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAQ)Lq1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdR Y JiDXn4W2fxY qQj2xfYeAn
S1VCL4IXAsdfljw4oXIE4AR7IOAAAABIt36FqChftMIb7EtaPWIBXRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_ma

C:\Users\user\AppData\Local\Google\Chrome\User Data\39f16561-0bd6-4487-ab9e-adb35c94f8ab.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 174275

Entropy (8bit): 6.04852619233439

Encrypted: false

SSDEEP: 3072:eWPXR8uPZzf5kiOu8CAKvVCYYsHhbPKvvuBzjQ/PpHXDKuFchXaflBOulGOJmASis:eQXxPZdp8EBIbyvvux0/xTKkagfllUOv
MD5: 5FC99CBF2A6E8CC7E3AOA5B59176AAEB

SHAL: EDEAC2981A69E2C8A7F031B46148D72CB350DFAF
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C:\Users\user\AppData\Local\Google\Chrome\User Data\39f16561-0bd6-4487-ab9e-adb35c94f8ab.tmp

SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

18B082FEA67C3A5B52EFCCD265D564BDCD537E7D7DD5873EBF6EOCBOD0741939

96E5E7147A63CBF918A93D7C92CE720FF2615E6C7E2911A416A8483A829BD08844FA0079221A7B6B9CI08CAA19357ED33FE882D073FESFBD71A2DDD3DOE4EFT
9

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.632744491069808e+12,"network":1.632712092e+12,"ticks":4212354354.0,"uncertainty":2484883.0}},"os_crypt":{"encrypted_key":"R
FBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkpp
Nr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAQILG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JiDXn4W2fxY qQj2xfYeAn
S1vCL4JIXAsdfliw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw9I8XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13276832799330560"},"plugins":{"metadata":{"adobe-flash-player":{"dis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\5bf9c6bf-6ea2-46c6-9e24-0795278alle7.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

174078

6.04794841735597

false
3072:IHPXR8uPZzf5kiOu8CAKvVCYYsHhbPKvwuBzjQ/PpHXDKuFchXaflBOu1GOJmASis:IvXxPZdp8EBIbyvvux0/xTKkagfllUOv
CEODBEC589C59DC5764ACFD38471980A

D8587BE453D2CEC7C37B8349CB09B320A53A33F4
14CEECC85D99A8A95E04885C0C6F45F6DCB349643DDEOIC5F53E20D29B403AA4

D57FF3A8CASF8EBG56E5DC9A134CEFBC2ED3FAB1486F5261865D8A001223DAB48400AF52B8CC18E8C7B4EF043AF5357B8B75FB8B1A960EEGEDO31B160950FF
67

false

low

{"browser":{"last_redirect_origin shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.632744491069808e+12,"network":1.632712092e+12,"ticks":4212354354.0,"uncertainty":2484883.0}},"os_crypt"{"encrypted_key":"R
FBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWK94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkpp
Nr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BxiFP4bdRY JDXn4W2fxY qQj2xfYeAn
S1vCL4IXAsdfliw4oXIEAR7I0AAAABIt36FqChftM9b7EtaPwIBXRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGh5WCu+JEdxaxLLxaYPp4zeP"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13276832799330560"},"plugins":{"metadata":{"adobe-flash-player":{"dis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\8150e9ef-83df-4936-ab72-f2922e594fbc.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

95428

3.747652719284428

false
384:57W5dDcmvEDbVYeFYNtr+vxb36dzSHDOGuUxr8/x9xiHPfOrMxmMYK87VJIFGOjzZV:p6Cd96fkukePFbLE/L2DKx/tIb
2151ED1561F3341CA9AFC7CBA4234AE6

F5932EAAF51B45CAC21892374D1F6C2636901B50
3982531CD6090BC74FF24962612A35C0679BE2906E59B992FCDE772CBE7D3A30
40110C9DD5EEDA0550F5294BA397EEB8CB804B681C36331D5F09C69684C1214B6EF1B8BE125EB34AF92E237FBF360336673E750E3B612A92BF1B38E07F5687A%
false

low

teve . CAP.R.O.G.RA~1\M.I.C.R.0.S.~.1\.0.ffi.c.e.1.6..G.R.0.0.V.E.E.X...D.L.L..P....])...%.p.r.o.g.r.a.m.files.%.\m.icr.o.s.0ft officeloffice.l6.\..
..g.ro.ov.eex..dll..Micros.oft .Offic.e..2.0.1.6..*..M.i.c.r.o.s.0.ft. .O.n.eDur.iv.e. for. Bus.iness. Exte.ns.io.ns...16..0..4.711..10.0.0...*
..C.\\P.R.O.G.RA~1\M.ICR.O.S.~1\0.fficel6)\GC.RO.OV.EEX.DLL..M.icros.o.ft .Corp.oratio.n..F8D..C.:\P.ro.gram. .F.iles\C.0o.mm.o.n
.F.iles\M.i.c.ros.oft Shared\O.FF.ICE.16\ms.os.hext.dll.@...U..%.c.omm.o.np.r.o.gram.files%\m.icros.o.ft shared\officel6b\...
.m.s.o.s.hext..dll..Micro.s.o.ft Offic.e.)..Micros.oft .Office..Shell Extens.io.n. Handlers....16..0..4.26.6..1.00.1....D..C..\.P.r.o
.g.ram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\9b977e47-d1e5-4159-969e-254df2089623.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

182561

6.077681568884413

false
3072:dKtPXR8uPZzf5kiOu8CAKvVCYYsHhbPKvvuBzjQ/PpHXDKuFchXaflBOu1lGOJmA3P:c1XxPZdp8EBIbyvvux0/xTKkaqfllUOv
87AA0CO07AE4115C5AE01E32D4E504BEO

C786542E6AECB5442BDC603791C97CC47A2C37D7
AD931A648AFCA45A7024922A3C3744C1F4591A75B17F6068C32AA4FOFF16BC7BE
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C:\Users\user\AppData\Local\Google\Chrome\User Data\9bh977e47-d1e5-4159-969e-254df2089623.tmp

SHA-512:

Malicious:
Reputation:

Preview:

8FEO034E25A794CD5181539D87C4DBCBFCD2A931E403F98E15E3C726E7AE009D0523F4794B8F298955243DFB20D1D10A2BAA2F73D729481E4C4CDFD8D2E5SAG7
A

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.632744491069808e+12,"network":1.632712092e+12,"ticks":4212354354.0,"uncertainty":2484883.0}},"os_crypt":{"encrypted_key":"R
FBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkpp
Nr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAQILG1dOS7IkKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JiDXn4W2fxY qQj2xfYeAn
S1vCL4JIXAsdfliw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPw9I8XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"dis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

120

3.254162526001658

false

3:FkXftOXE1G1mstftOXE1G1mstftOXE1n:+ftIELGImkfIEIG1mkitIE1n
E9224A19341F2979669144B01332DF59
F7F760C7104457DF463306A7F7BAE0142EFCEBSB
47DD519C226D23F203ACAEOEC44DF9BB6208828E24F726E1602EA52F63C3E2BE
4184302DEB5009D767FECFC150F580DD57D5CFICF3BFEB7ES52CIF3340E5E6499251B9F0DFF37F0454411FED9046880E0A9204312D021294256372C916B8155AC

false

SAPCovvvevvvv. S} M..2.0.%SdPC.....oooooooeo. S} M..2.1.%SdPC......ooooooroen. S} M..2.0.%

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\043db510-4a16-41eb-9808-9c8b3656ffdf.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

24056

5.53395605895832

false
384:1sttgLItgXO1kXqKf/pUZNCGVLH2HDBrUSHGLHGSNTOHCFIBAK:LIYO1kXqKHpUZNCgVLH2HIrUSGhGp
AD2E447B1DBFFF752F446D7568F838AE

86C1577B22B68D8DF737D925AA93FA8514B57F50
D500D0D18F0047A8B070C39F3D99E2FA203ABBBE2E98F8F7FDIC6C91771DB8F4
69C9F001C2141E4178FBA82434C6F5CFOF35D33E981FE41F69324A79452771579AF77A944DAEF8E14F365812CB35663F088E071C4060537B8499CD0D786FES45
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":[‘management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13277218089391533","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKXPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\1b089d88-03c5-4b7f-970b-785869ece4cd.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5998

5.191105750028706

false
96:nOCfiCW9hJPvZycKIGiok0JCcRWL8Lk+1HpbOTQVuwn:nOCfo9hpYc8d4cYOk+Zp
FA47685063A14E6460AD000FD2CC5F3DE
9970197A05F883560E6E2A099309FDAD4ADEO13DA
F3C84EF74CBBECF6F3658B7E20B03C2F5DD619F13378160556CB1810C74CE81A

ODFF1F199C0C9996DDB1E15DC508B7F0005586E1500EEB2910C56DFD176CDOASEOCB503EODCCOFD15C951218FE9B04A8CCB31DD8B2BF84EOBEOIESD611A3E
6E

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\1b089d88-03c5-4b7f-970b-785869ecedcd.tmp

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13277218089769822","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
,"o","o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0",

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\246f7alb-bbd4-42fa-980d-1041b903d894.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5970

5.189283101514312

false
96:nOCfilW9hJPvZycKIGtok0JCcRWL8Lk+1HpbOTQVuwn:nOCfg9hpYc8M4cYOk+Zp
2D9B2B1629254BB6D2B584D2DD7B508E
67CC5D21026BA871D8A11AE0227B400700DDB7DC
5BDFF8E84999794B6CA18866218A8B4D4A3E37CBD6B6799C91F8439F62A4A253

E19E4CE3DF262D892FF430ECFAC52DEB6D7DEO76F79719669B955FDD5985A093E29ADB4DC87A7A3D56B260C02507A50A8EB36660B60C2F69621C3740BDAF33
4

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13277218089769822","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,'o","o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length":["0","0","0","0","0","0","0","

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\340ebf0b-9218-4cf3-8fe0-4a28f20€2969.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3Ll

5058F1AF8388633F609CADB75A75DCID
3A52CE780950D4D969792A2559CD519D7EE8C727
CDB4EE2AEAG69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F28
F21

false

low

C:\Users\user\AppDatal\Local\Google\Chrome\User Data\Default\3e377f80-d041-42cc-b704-d6974f10bce3.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5998

5.191105750028706

false
96:nOCfiCW9hJPvZycKIGiok0JCcRWL8Lk+1HpbOTQVuwn:nOCfo9hpYc8d4cYOk+Zp
FA47685063A14E6460AD000FD2CC5F3DE
9970197A05F883560E6E2A099309FDADADEO13DA
F3C84EF74CBBECF6F3658B7E20B03C2F5DD619F13378160556CB1810C74CE81A

ODFF1F199C0C9996DDB1E15DC508B7F0005586E1500EEB2910C56DFD176CDOASEOCB503EO0DCCOFD15C951218FE9B04A8CCB31DD8B2BF84EOBEOIESD611A3E
6E

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13277218089769822","alternate_error_pages":{"backup":true},"announcement_notification_ser

_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length":["0 "0 "0 "0 "o","o0","0","0","0","0","0","0","0","0"," "0 "0"
,"o",”o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0’ "7355378"],"daily_received_length":["0","0","0","0","0","0","0","
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\3e377f80-d041-42cc-b704-d6974f10bce3.tmp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\5a20ce81-84a9-488f-9859-19c495043f8b.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22596

5.536339029612912

false
384:1sttgLItgXO1kXgKf/pUZNCgVLH2HfDBrUIHG5nT9HChrBAT:jLIYO1kXgKf/pUZNCgVLH2HfIrU5G5nj
1CAA486E16727E141BB28BB75A9C7DB9

91012F79CEDC446FC222564E275E5D4ACAFES843C
00864230C7EFC71C524D6EC8910FBAB659F32EE7D4CAF644484FC2CC24FESDE3
BB06A5315D22E0E848454B53A5981E814FA8E82472D17BDF11E4ACAEADF8F60A6D2FCB4C429FF864A54311166930F4A34CD5B145C193A74353477BE170AEC5B
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13277218089391533","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVHSfE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtipVScf3DjTYtKVL66mMzVG

ijSOAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\5e5c9e5f-7e65-4e59-8873-8504965f81a5.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

modified

1541

5.5965405628888005

false
48:YUeUY0OGwieUYx6UUhKUYE9KUhIgPeUer2UefvéwUe4Uenw:/eUY0GwieUYIUUsUYE9KUhXPeUUEfUU
50839FAABC421AC2D8D964AD240B39B5

0A9E10F9EB2B4A6A70361AFE2DD8B7EB478A0F81
6A250132D6381D0FB284272F3D6F47E80D989A97968F433A0FAA9859BE131248
4315A3F924A551D8CBA19D864D55D3C24DEBIEOD0473D951A2225581D8F714B3ADE7AB00004423A1C885EDF80520355257EFEADAECI9E283C471126066476F60:
false

low

{"expect_ct":[],"sts":[{"expiry":1643630907.340978,"host":"LAZKY S46RVRcFiZAzmUJrz6 TIHBd4nwE6VXPWfPLYHs=","mode":"force-https","sts_include_subdomains"
‘true,"sts_observed":1632744507.340985},{"expiry":1664280542.800156,"host":"M4bfUnCmQAi4PNb3B8al/2+SVIhHKsMIMMT 7fzi6ij4=","mode":"force-https","sts_in
clude_subdomains":true,"sts_observed":1632744542.800162},{"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEYPIv4=","mode":"for
ce-https","sts_include_subdomains":true,"sts_observed":1601478077.350503},{"expiry":1664280545.141798,"host":"{JjUrPghktMfiTHIX3Q0pJi/P12Q72DBgzzJqjIN
C4o0=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1632744545.141803} {"expiry":1664280559.969798,"host":"nAuqgR4iEWti7 SOdT3UHPI6
rmZU/Dealm38P2020kgA=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1632744559.969803},{"expiry":1633014092.4175,"host":"0J 7rAWV
00uCFYJ9XrkDiKnAO1SshXImLJE1SS3V8kDM=","mode":"force-https","sts_include_subdomains":false,"sts_obse

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6d86b563-a236-4560-90f3-624de31d5ce9.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5970

5.188366871635481

false
96:nOC6IW9hJPVZycKIG+0ok0JCcRWLBLk+1dbOTQVuwn:nOCo9hpYc8J4cYOk+v
63F5E4946C0BA35587BAC6974323A3F4
26362FD99E97DEA8B131EB5D34DE660D739929DC
B352138831B90D6ECE9455E120676C8BEEO9D7ES7E7E3COBC5667DF5417081BD
3145A88159E1F0418E886D7C1C2117BAD94114BEFBCE9F62897741E3B4223735FB20CC64327B95627BE4E1F7F3DF5F853F3C1932E89362A73582F65E6082D535
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6d86b563-a236-4560-90f3-624de31d5ce9.tmp

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13277218089769822","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser

_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"dail i 'o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0’ 0","0","0"
,"o","0","0","0","0","0","0","0","0 "0, '"o","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length™["0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\74c3b569-e034-4e1d-alc9-5fd763f92c7a.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

1539

5.594824337198612

false
48:YUeUYO0OGvieUYSBUUhxUY2KUh1MgPeUer2UefvéwUe4Uenw:/eUY0GvieUY3UUDUY2KUhdPeU9UEfUN2
3DDCA250083F52DD007356F72509082E

32705162F8540EEB48EBOC73DE39CA3C32B69381
527C49B436F594BC9065D96F327EBDD2520DC20C4C7C96D205BEOSEEEC701622

DA1C7EC417371431A685BC251430D705966F0D26C59DFE97FBDEF476484AB8159E261D796B1C1AD8651439DE23BB7F2DCFF56B5D1F306BF7F0733AA71ADEDL!
3

false

low

{"expect_ct":[],"sts":[{"expiry":1643630907.340978,"host":"LAZKY S46RVRcFiZAzmUJrz6 TIHBd4nwE6VXPWfPLYHs=","mode":"force-https","sts_include_subdomains"
‘true,"sts_observed":1632744507.340985},{"expiry":1664280530.397843,"host":"M4bfUnCmQAIi4PNb3B8al/2+SVIhHKsMIMMT7{zi6ij4=","mode":"force-https","sts_in
clude_subdomains™:true,"sts_observed":1632744530.397853},{"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEY Plv4=""mode":"for
ce-https","sts_include_subdomains":true,"sts_observed":1601478077.350503},{"expiry":1664280530.92712,"host":"f3jUrPghktMfiTHIX3QO0pJi/P12Q72DBgzzJqjINC
40=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1632744530.927126},{"expiry":1664280506.373906,"host":"nAuqgR4IEWti7SOdT3UHPI6r
mZU/Dealm38P2020kgA=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1632744506.37391},{"expiry":1633014092.4175,"host":"0J7rAWV00
UCFYJ9XrkDiKnAO1SshXImLJE1SS3V8kDM=","mode":"force-https","sts_include_subdomains":false,"sts_observ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\776fbebb-9712-4301-b6b5-37682b918d18.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

24054

5.534126610932784

false
384:1stttLItgXO1kXgKf/pUZNCgVLH2HfDBrUSHGLHG7nTOcMrB46:QLIYO1kXgKf/[pUZNCgVLH2HfIruSGbGa
5BF5792D94D7A7D697EE1702FF69B129

9A7CF0062EA2893F66AA52BDE9IBCOAD42E7D4D99
2E220C555422052FAAF3365D4EF7002232D6A48A7308E3BF88231EB41617868B
A62547DB59E9BDE2A164996B41631989E9B59BAD339BA32944F67CB2E37E113FF71ACBEFD2943A24AB893032F7710432562F41684F0C505CBEA3AEESDOSE44A!
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":[‘management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13277218089391533","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description”:"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWKkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7973353c-e0dd-49e0-bcce-7e35e2aea832.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5970

5.1884837308982545

false
96:nOCfilW9hJIPvZycKIG30k0JCcRWL8Lk+1dbOTQVuwn:nOCfg9OhpYc8y4cYOk+v
A35E9F7AA878D98823969111A46BFEEC
2A398D5BCFEB2C20648984D213701496C7DE6880
2A31FF9D809A841EBB57380FBDDD18DDB3B29349B86930001178AE5115DBF80E

EA87E7C1DE54BFCF7DB45237613DB651F45DF0A722B78B870EB185D9827B6BF924B978A865F869CB94A09645B753D26A855E4C444123AA0EF98FFDFEBFSEQ73
D

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\7973353c-e0dd-49e0-bcce-7e35e2aea832.tmp

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13277218089769822","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser

_infobar_last_declined":"13245951692116406","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"dail i 'o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0’ 0","0","0"
,'o","o","0","0","0","0","0","0","0 "0, '"o","0","0","0","0","0","0","0","0","0","7355378"],"daily_received_length™["0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\7blda0ac-123c-4977-976e-38a6a8c1da06.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

1541

5.5912880311575295

false
48:YUeUY0GwieUYx6UUhKUYEEKUh11gPeUer2UefvéwUe4Uenw:/eUY0GwieUYIUUsUYEEKUh+PeU9UEfUU
099E030F3558BE84AFE69D85E85A4B8C

96AF4F5EC328CD906F2A1E6117DFDAEBE070823D
D998305E8E086D1EF01619E86700BE5579A955FA4BF3FD657E7FCEE2243C891A

32F0F9581AFAAE899C7CBAB8604B4C776033086D0A9D579C85523BA2AC92FB1A9AG62D9D04D9D3FOBO3CAA2403202648EF8F12B449CF65BE31EBGFI8EQE7256¢€
A

false

low

{"expect_ct":[],"sts":[{"expiry":1643630907.340978,"host":"LAZKY S46RVRcFiZAzmUJrz6 TIHBd4nwE6VXPWfPLYHs=","mode":"force-https","sts_include_subdomains"
‘true,"sts_observed":1632744507.340985},{"expiry":1664280542.800156,"host":"M4bfUnCmQAIi4PNb3B8al/2+SVIhHKsMIMMT7{zi6ij4=","mode":"force-https","sts_in
clude_subdomains™:true,"sts_observed":1632744542.800162},{"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEY Plv4=","mode":"for
ce-https","sts_include_subdomains":true,"sts_observed":1601478077.350503},{"expiry":1664280545.141798,"host":"{JjUrPghktMfiTHIX3Q0pJi/P12Q72DBgzzJqjIN
C4o=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1632744545.141803} {"expiry":1664280544.102635,"host":"nAuqgR4iEWti7 SOdT3UHPI6
rmZU/Dealm38P2020kgA=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1632744544.102641} {"expiry":1633014092.4175,"host":"0J 7rAWV
00uCFYJ9XrkDIKnAO1SshXJmLJIE1SS3V8kDM=","mode":"force-https","sts_include_subdomains":false,"sts_obse

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\883c7b77-5810-45fc-87cd-9cdc3b6a7el18.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22595

5.536347207642704

false

384:1sttgLItgXO1kXgKf/pUZNCgVLH2HfDBrUIHGonT9Hc45rB42:jLIY O1kXgKf/jpUZNCgVLH2HfIru5GonF
AEBAFE85DESFD3FD79AB4759A7B28240

6E626D445F875A6B41B881905FAF16D6F01A8908
2E46F21DC6DOCEBD43C340525E19530F8A838345DB78E100454657F532C76121
D08C33733895DEC3E53690D501690B44A27B2FDAB4424FCF728D3B39F9CFD22785520EE8A96C97373082A6343CCO668A0F8FBOF99EB0O6799C5B6A848AB7CCFB
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api*:[‘management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13277218089391533","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description”:"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9069b129-4784-4d27-bb48-7ac4fb7b2cae.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

3930

4.908530147628736

false
96:JTOXGDHzzB8IZlaGgh65TwGPkpKV/roGIFtGGpV/H:JTOXGDHzzB8IZlazb65TwakpO/cgtGiZ
7571A2F70768251878B86190A59D719F
8394D00E6DACFC4C0C2C75673DD3199803A33CD5
E7C3FBC09A324BDA69F5AFBAE40BASFAEL5147D140BF5505D3F34397A2F1737E
A9F4FCA8343C97188398B39AFCI91354551E0D57957EF1557B4C029FA341FE8275A7FBB5D77487E1E82BA75589888584DA75A3FOADD77E36DB58DCBO83AEC506!
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9069b129-4784-4d27-bb48-7ac4fb7b2cae.tmp

Preview:

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true}{"isolation":[],"server":"https://ssl.gstatic.com","supports_s

pdy":true} {"isolation™:[],"server":"https://apis.google.com”,"supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true} {"isolation":[],"server
""https://ogs.google.com","supports_spdy":true},{"isolation™:[],"server":"https://dns.google","supports_spdy":true} {"alternative_service":[{"advertised_versions":[50],"
expiration":"13279810091712367","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://accounts.google.com","supports_spdy":true},{"alternative_service":[{"a
dvertised_versions":[50],"expiration":"13279810091716938","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://redirector.gvtl.com"},{"alternative_service":

[{"advertised_versions":[50],"expiration":"13279810091827320","port":443,"protocol_str":"quic"},{"advertised_versions":[50],"expi

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 334

Entropy (8bit):  5.225998587052354

Encrypted: false

SSDEEP: 6:mYsB/y+q2PWXp+N23iKKdKIRXXTZIFUtpXsBwZmwPXsBgVkwOWXp+N23iKKdKIRN:nW/y+va5Kk7XT2FUtpXWw/PXWgV5f5KU

MDS5: 613EA91962218B6BDF85F1642B42B176

SHA1L: 16E86F458EEEB8389972C6624712BF57D8048F9D5

SHA-256: C0245D66B556DB893043C8A3788A7106C7BEE9657E3E680EA22464D84198B5F2

SHA-512: 65BCD2FA399F51E4070DB1FC24C90BA26BA6FE95643D9D88361252003FB4EE2CF69EEEC882EE08921391990F7B4731855B57FAFEC8A68067D9774BC3F31A394¢
Malicious: false

Reputation: low

Preview:

2021/09/27-05:08:17.201 1ddc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
09/27-05:08:17.203 1ddc Recovering log #3.2021/09/27-05:08:17.203 1ddc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG.oldNT (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 334

Entropy (8bit):  5.225998587052354

Encrypted: false

SSDEEP: 6:mYsB/y+q2PWXp+N23iKKAKIRXXTZIFUtpXsBwZmwPXsBgVkwOWXp+N23iKKdK9RN:nW/y+va5Kk7XT2FUtpXWw/PXWgV5f5KU
MD5: 613EA91962218B6BDF85F1642B42B176

SHA1L: 16E86F458EEE8389972C6624712BF57D8048F9D5

SHA-256: C0245D66B556DB893043C8A3788A7106C7BEEI657E3E680EA22464D84198B5F2

SHA-512: 65BCD2FA399F51E4070DB1FC24C90BA26BAGFE95643D9D88361252003FB4EE2CFG9EEEC882EE08921391990F7B4731855B57FAFEC8A68067D9774BC3F31A394¢
Malicious: false

Reputation: low

Preview:

2021/09/27-05:08:17.201 1ddc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
09/27-05:08:17.203 1ddc Recovering log #3.2021/09/27-05:08:17.203 1ddc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\user\AppDatal\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 318

Entropy (8bit):  5.2260351329468016

Encrypted: false

SSDEEP: 6:mYs1Mq2PWXp+N23iKKdKyDZIFUtpXsB/tZmwPXsB9uH/kwOWXp+N23iKKdKyJLJ:neMva5Kk02FUtpXW/t/PXWIm5f5KkWJ
MD5: 6024B9A93F29749C7942BC0OC25BC46B7

SHAL: A82F7114411CDB20F0AF27A48B600731EE74FBE6

SHA-256: 80260ABA3E3D00FD9A59B8D707FA7DAAB2D9C89D3F046C554D5812D7976DB14E

SHA-512: CC565A2A6470D82A1B7E1D9EOF8801BDB71CACIF9910A65BD1633400D519C98882F1D9FBCA1093574ACB92165FE17E6392413592332A1A65AF9A880745BB909F
Malicious: false

Reputation: low

Preview:

2021/09/27-05:08:17.199 1b24 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/09/27-05
:08:17.201 1b24 Recovering log #3.2021/09/27-05:08:17.202 1b24 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG.old.R (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text
Category: dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG.old.R (copy)
Size (bytes): 318
Entropy (8bit):  5.2260351329468016

Encrypted: false

SSDEEP: 6:mYs1Mq2PWXp+N23iKKdKyDZIFUtpXsB/ZmwPXsBIuH/kwOWXp+N23iKKdKyJLJ:neMva5Kk02FUtpXW/t/PXW9Im5f5KkWJ

MDS5: 6024B9A93F29749C7942BCOC25BC46B7

SHA1L: AB82F7114411CDB20F0AF27A48B600731EE74FBE6

SHA-256: 80260ABA3E3D00FDIA59B8D707FA7DAAB2DIC89D3F046C554D5812D7976DB14E

SHA-512: CC565A2A6470D82A1B7E1DIEOF8801BDB71CACIF9910A65BD1633400D519C98882F1DIFBCA1093574ACBI2165FE17E6392413592332A1A65AF9A880745BBI09F
Malicious: false

Reputation: low

Preview:

2021/09/27-05:08:17.199 1b24 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/09/27-05
:08:17.201 1b24 Recovering log #3.2021/09/27-05:08:17.202 1b24 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\024b0b16471e63dc_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 216

Entropy (8bit):  5.468678716403971

Encrypted: false
SSDEEP: 6:mc9Yk+6KHHWXII1/IgZR30+wrl/yAiDK6t:I+hnW9/lcWXJql
MD5: 3C67336B89C3FB27B2AC888EFA2BEFAB
SHA1L: B1E26AC2DDC9ABB7BC4EDD752854341D305B4ABD
SHA-256: 4A18CF1FC3B7B1221D2485FB2DEB9407369E08BC4COC2FC68BA752771A10BD85
SHA-512: 76503B601A18B91A0C448C72A6CFE04D559678BD228358746A1936538EDA16C16318D35C04C86A74301E129DB190388507 CCFF429D99AB4E31D70DD4C61D60A!
Malicious: false
Reputation: low
Preview:
o\r.m.... T _keyhttps://static.cloudflareinsights.com/beacon.min.js .https:/funnel-preview.com/../<.+/.........ccccceeerennns Vw...s.M}...l.9... v ALEO ... Y A.Eo....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0635d50b7c9cecbb_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 6241

Entropy (8bit):  5.869222673366495

Encrypted: false

SSDEEP: 96:sgaa/7L3AUUjkguGUBogFNnsTahjfybumJa/Aei:sda/f3LHgud6oQ6AabumJad X
MDS5: 9DF70C2EEF23A04B620EDDB9644CCD92

SHA1L: 91BFA9DI9B764576D92994449AD15D0E873609295

SHA-256: FOE11F7A4F1F320EBEODG6FA950F9AB7BC73959737DA11DC02175BB0A927B2F0C
SHA-512: 436BE0055COCBA1010E3E8584ADAAD294C2A336B02031FD3D7561E1ADA15F2B77B38A46501D04004D106C03604A332244E156C248735B6F16DFF3DADAL9AD4A7
Malicious: false

Reputation: low

Preview:

keyhttps://genial.ly/commons-3ca65ea7ff019bc1f437.js .https://genial.ly/ A.<.+/.............. 2. o\|..+SA.K..=....SA.

O LN R Lo (DS (S.U.."...TL'&.....Qb.Nd.....self. Q.p.z......webpackChunkgatsby....Qb&.w....push
....... b<......>.C"...C'n..C(..C"."..C"....C""B..C'T&.C'<#..C’8"..C"./.C"...C'8C..C".$..C".....(S.......Pd........push.8048...a.........(.h.............@

48E.@.-....@P......1...https://genial.ly/commons-3ca65ea7ff019bc1f437 js...a........ D...D...D"...y..."8..&..&....D&.(S.....Pd
........ Qb.5......3439E..Ad.......@..........D&(S.....Pd.......push.2999..a........ oo QD . 2999E . D&L(S

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0778307c93d4285c 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1567504

Entropy (8bit): 6.009015468012711

Encrypted: false

SSDEEP: 12288:0B2Wc021X+qUEuUTHNiu4HNjFXE6V50CCNeShxIEI7cxCnKit32ISEC3WUULRU9:0BOruziu4t5SE6VmZrelHawou9

MD5: 141CAE2734F65A9C6BABDBIFBC7C9D1D

SHAL: 27D54EBAA720F301A3167DD3B8B57BC9B36DCFC4

SHA-256: 7CA11143560461CC028666FE36BF387AFED966A6COAE507D63571EFDIDC3F720

SHA-512: FABFCESE359D63F77A6D4487124E9B41085E4274DDDECE308B95E4A6574A0B157D5AB1EA31F55EBD17BDA0F1699E83A38237BD6275EEB3A04006B769C1543B¢
E
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0778307c93d4285c 0

Malicious:
Reputation:

Preview:

false

low

O\r.m......

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\07e51f63672c940b_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1092

5.8460991182754185

false
24:69cMI4ThQgcMIdxTFsBTagcMIATWQQCMIIRTG:6zaThQz5TFQTazGTWQzfRTG
238FBFA891D2E26ED188F8750C47BC1B
B197EC2744C5E7D590BBD3511A9421A4F8336F67
8F4042277B22A7TD3FA657572A22CC103FE5198045768A7B776651D0BOBEDAELA

D86802A27B1626EE77A82EAFDICFIBEO6AD2FD4E7E735426FD8C9410AA3874862FD282B98CE7E09D6BB5DADD44176AFD5765BF53A38F90DAA1685C400606F7
5

false

low

O\r..m......x...]......_keyhttps://www.google-analytics.com/gtm/js?id=OPT-NMJDJ9J&t=gtm4&cid=2090427844.1632744494&aip=true .https://genial.ly/.g.<.+/...
.6....G.Ix.k2.1@0..tE..i.YB.p...A..E0......@. L A..Eo... LO\reme X keyhttps /lwww.google-analytics.com/gtm/js?id=OPT- NMJDJQJ&t—gtm4&C|d:2090427

844.1632744494&aip=true .https://genial.ly/.”.<.+/.
i.YB.p...A.Eo.....XX....
ps://genial.ly/#..2.+/..

..6... Glxk2l@0 tE..

.7keyhttps.//www.goog|e analytlcs.com/gtm/]s?|d OPT-

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0fb7f5ed12432205 0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

89144

6.096491618706186

false
1536:9yr5UIDXxRBCSsz6pEG7reqVLFZfg3MM/gRXuNzLMU6FzrCQ41b2CRF9dz7Ce:4r5SUmRBQz6pEG1/Zf9/XuNMDNGQ7KCRt
AC16E0284BABE29ACAG58AA91961344E

F40FF044759DED4A8B71F84A01D8616CE3C67746
07F13DF33570FC979DFAFFC6FE3955BECF68BDEDC44AF2570E57BF83E61EDBSE
FAF67DCDFC384F7D3F853C2066E07D4E600010F49CBA570910936381C021BF19741AEC26E42E7394484C9545D8A067272561EB89CB358843CE4DC2152F47A3BL

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\1fa57e55091cc94a 0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

86120

6.088440427228947

false
1536:RZ8XumD/fAIRXXRxDCL/QhlquR/+klY6RbBEUbCMSI7Ny2cF9dzF:n8Xu+KFBxeQhtR/II5SFXWMZByRF9z
D92EBABOEG9F5C0667C7B56242621BF6

2EADA36C8F00B1BF9777773DCBD1E2CF84573D15
3BB8DA373860FDDC9A410F7F8044EEF7211B98D4BF10BFAODAD15426C28FB748
A98572573685D41697E62E5456F87E5296FEAGF34266A2F4E7016A76117B9AF092D1FIDCA9541EDFA9AF5706D7E85B3A12FD0330B3DB72B2E887AA3A05759CF6
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\1fa57e55091cc94a 0

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\22dfad3329087616_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1012

5.847059803041197

false

24:TgalMSS06NgalnSIUSSoONgallSSovNNgalCpSSol: TXLNaNnNgANLd
4D18F9F5E6B0018CA1FE69C3986ED29F
390CB3E2EEAE92A7BBAFEAE4C953B96B8BB369F2
98CF3E446BOBEEAA915DFF75EECA4F00AC73940A27C78CADIBFOC0798EB96D32

8B398F21BE75F7FBADCOC74FEE2175C291FB2431C0A967BECADDCODD15357AA2B6427550674A8B43BE1FAB24486E3BF96163204876D0229E6939BDES42CE48!
D

false

low

O\r.m......y.....M....._keyhttps://www.google-analytics.com/gtm/js?id=OPT-NMJDJ9J&t=gtm18&cid=2090427844.1632744494&aip=true .https://genial.ly/...<+/.............. A...
....(@4..0+0..\T.Y..a.".b.xu.u.V..A..Eo....... | [ A..Eo .0\rm...Ly..G ML _keyhttps://lwww.google-analytics.com/gtm/js?id=OPT-NMJDJ9J&t=gtm18&cid=209
0427844.1632744494&aip=true .https://genial.ly/B..=.+/.. ..(@4..0+0.\T.Y..a.".b.xu.u.V..A..Eo......Z5/z......... ALEO.cciiii O\r.m......y.....M....._keyhttps://w
ww.google-analytics.com/gtm/js?id=OPT-NMJDJ9J&t=gtm18&cid=2090427844.1632744494&aip=true .https://genial.ly/..K>.+/..................... (.@4..0+0..\T.Y..a.".b.x
u.u.V.A. Eo...... O ALEO.coiis O\r.m......y.....M....._keyhttps://www.google-analytics.com/gtm/js?id=OPT-NMJDJ9J&t=gtm18&cid=2090427844.1632744494
&aip=true .https://genial.ly/...>.+/..................... (.@4..0+0.\T.Y..a.".b.xu.u.V..A.Eo.....Ek........... A.Eo.....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\25a59ffe919f7aa9_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

428

5.534316054342783

false
6:mHIPYk+DQPClgwLbcZ6uhIRK6tWHIPYk+DQPZYQIgpNbcZ6uhjK6t:cl+DQPCIXLIEfCI+DQP3ISNIEW
125B55F656A120591FCD00934F37F493

A9B9A922E84BEECF85D84200F339F9B7DE33DF60
054639B188E8FB7B24E641B8AC5A367AAB5978EAG67327DD5BBES1ES59C39C62A8
048DA1A9005B5C01285F575B192C05CBD53AB5A59461F71523A566BABE1CC026F300BE1829C8282781A68961E41897465CC5680B8754082BAD5E48730B5B6655

false

O\r.m......R....ts....._keyhttps://static.genial.ly/auth/main.06ed7008d51d7c1e836f.js .https://genial.ly/k k>.+/..................... Rgd.,.@.VM..s.{.I".,<..5@u..A..E0................... A.
Rgd.,.@..VM..s{I".,<..5@u..A..Eo..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3ccbe2f9f834cd24 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

7971

6.190878527916154

false
96:2eEyRVQVu1I5Tk6fNsjOCjviCnlpg09CyJIBEy6IMcjith2lgIkNEha940/16J:4yRVQCKTk4Nsvm4vPXp9J1hOkbwo
C422C77DDC1F9D5BAB9643858C237059

7145DD641CCE319A178A3DA79EB573DC64CE1B61
C276268DC00C98D67067AF145EE737C11F7C3820999CDF3B05FALBF01B84D9B0

FE75EA020AE4CF893A4834B9DCE86D10B1C9B505F915AA5CC6B165DCB70DBD975C2FA7AB2F0311A1BBB277BD3907FFE15E3D5FIE449C930E600A96A048AD1
DAl

false

low

2.0,
.C..C...
..Qbh......8154E.@.-....@P
..Qb.;......3829E..Q.d........
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4062a9b77de09d74_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 7200

Entropy (8bit):  5.8738972227123485

Encrypted: false

SSDEEP: 96:z/mjY+Yic9Vny67hxJrcRwtkD8zeymrFgTa/gc78YztZKjAFfFd5yq2/8y:z/m/GTyyhxiLwzeLOTIxznKjufsx

MDS5: A2C62C3A9D22BD4FCAAB076C91265203

SHA1L: 6946DAD7D8D439F2D097752AEB5A93BE65F2BIB7

SHA-256: 860B85A1C7515939DEBSEA992CBDB09FB115240F4904A7C6E2CC32AE04BCCAAS

SHA-512: 33CDFDFAF73F1C4FFBAOE832E0586AD150C37CA47CO5BEB56AC6400A7032A9B453ED3DSEBC8BBD5CEG306148E14ABC1BECBE49954E07D6870C6FFACEA7DL
E4C8

Malicious: false

Reputation: low

Preview:

_keyhttps://statics-view.genial.ly/view/static/js/dist/vendors.0.0. 44 min.js .https://genial.ly/0.1?2.+/............. ~ e (.0.b..@....n.{.... X..fr{A.Eo.....C........
9 d... .@.....@....QC2.W....._typeof.E.@.-... TP.A.....H...https
://statics-view.genial.ly/view/static/js/dist/vendors.0.0.44.min.jsa.. exports.......... Q.@.dUk....module....Q.

define....Qb..JF....amd...Qc..u.....window....... Qb...p.
..... $.%.8\.&..(....RA...cooorrrrnn

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\42dc0dfef585eefe 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 85800

Entropy (8bit):  6.091849484694688

Encrypted: false

SSDEEP: 1536:zKEJeVDQIiVJIgSAjtLt3FnYfz2YACtf2Coul8rlZF9dzb:uEJeuiVeSA33efzHA6fP094IZF9V

MD5: A866E0E84BC108C09E8CBDB22FE098B8

SHA1L: 9FD63CBB2F37B35C7610692D6E98382B6FE16A8C

SHA-256: DFA56C46364249F8ESED90348D68AD6A34325827C4A837E4BOBBBDOF47D1B13F

SHA-512: 8956A2A8FIFEGEF8144A5D04CFIECS538DF5311CF9B2088F4122B7E11621191686BABD247CA715C4B6A4166B2DA3C219DBA834B61C858D97BCCE952C77CEADC
F

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4518b842394ccec3_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 3738

Entropy (8bit):  5.89547610384142

Encrypted: false

SSDEEP: 96:3LNYotLLYVLM7Y/LCYgL/SYH7YMTYNYNnYQqL1YDLrYCJ4Y7LhnY1Lhji/izY2LGYfd:FhWj+F
MDS5: 28F3A5A4717A733EO0D3A1IDCA6BIEFID7

SHAL: F1EA7A04C4CB4669DESOE279CAB35E08DDDEY80OC

SHA-256: EC861510EECES5D3D65C5E34E04EFD7297023A83B77DB20F2DE2BE35D7A978CA6
SHA-512: 5159E80EB6A45711F35829AA7F686538BCAF7EAFD16153368F59A1DFF635735832E8572FDE3EF1C8DD6E395A2E8BD2ABDASAA5A1644B92CD24250510B2CF19C
Malicious: false

Reputation: low

Preview:

keyhttpS'//www google analytics com/analytics js https-/lgenial lyl..<.+l.. ..L.HDA..)x2.cw....CJ+..6..):?...A..E0....... 70E......... A..Eo...
D5880602731C394F483C361¢5DE6772698F27866ACCF51D81E12E300

9AF8906D L. HDA Jx2.cw....CJ+. 6 ):?...A..Eo L. A .0\r.. . _keyhttps://lwww.google-analytics.com/analytics.js .https://genial.ly/Y .<.+/....
._keyhttps://www.google-analytics.com/analytics.js .https://genial.ly/.~.<.+/....

._keyhttps://www.google-analytics.com/analytics.js .https://genial.ly/*..<.+/....

.L.HDA..)x2.cw....CJ+..6..):?...A..
W<F L.HDA..)x2.cw....CJ+..6..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\499b1763beab5hb9c 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\499b1763beab5hb9c 0

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

233

5.670594965141491

false

6:mmP9YRIOMWCcSRM1mtlIKHIgGnIm/QAQRKG6t:IOBkIpIm/QD
TEAFAC42827A165DD301B7C30791756B
C5CC34A5FB7A1FF5A094E46EBOE69ADCA5ACFE22
678BBEC3FD1FFA6EF44BE2237FD331DD36BC8C243334B9429B28D9C849089445

71856890CEA8DBDFAACAGF1B5621A4E91848A4D7DB9C444216465FDE2F0812EA30145F2FD8CC2C64A254C8CD812F231COE308A89B26CADBD24A00BB332EAD
2C

false

low

O\r.m....
.A.Eo..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5666ee3ea9348f3e_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

2310

5.597508364025789

false
24:60HAIgOHXGTgOHCI1g0HUNSigOHZEngOHeEugOHXRS2rgOHX7VgOHKcjgOHvwgO0e:zZ/NQTNUINONtNSmN+NBFNrVNzNYNvm
AOC2B0OB2EBF5EFF30E50CE6A1A31ED19

AD32B7C141D8270B5BA5D16ED937963077C1FF5D
CD05397EE8FOE975DF57B493EFC79D11828AF5E8D9863A8F351562C27286C390

EFEO3D6CE3ECCDA35BA1B950332B41903D4648DC4A770BE22BE3EASB7956CDFCBESDGDICF06289AA503F16DBEEB3DDDS9E4AE04DSEOSE40826DC0O83E789L
D810

false

low

..LZ~RI.*,

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\577b0b7abala39f2 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

226

5.49642287868695

false

6:m0I/VYk3ZVCUGzSmgOKHIgT4cvP/KDeED6gK4uK6t:vN3ybSLIPCzz
859D7C6AC58D7697CFD445FCBF99C42A
1E3B191F7C9247313613FD46C93A91799340A267
D8E376AC2F5AA53D74EEB14536741C8BD3A0BC49DDDD7B4824A4925EDCBB3A4E
798048EA17DBEFAFEDO18F925EDF49AAED949626164743645FA715A18A622CB606253342914FE152424B1CBCC673E751418A0F9EEESF07711E241159443549A5

false

low

O\r.m......A..JA...._keyhttps://statics-view.genial.ly/view/static/js/charts.d01034ea.chunk.js .https://genial.ly/..?.+/............. 6....... Q..MJr..R..{r..L.g.i..0In....A..E0.....;U
......... A.EO...ccccoiiin

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5¢2fd4777655f0d8 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

83984

3.678527536721812

false
1536:y68tOhGXjPimldLxmIWd3/mMogAv906oroHuo:y68tOhGXjPimldLxmIWd3/mMogAv906z
CDFCO074BD3A87577AA117FEF246842D5
503E76491CE6FF96CF7415A057EFASCBCE90D122
DA6BB1E3D1C05E29656D921EEE77CF960D7920BDFF3851FD74245F3173342DC4
699C0F97BFA049F8A4024D054956686E196596AFE48677E51D2C3D7D12DAC2DC2677CBAF8C06528AFDIDEF929B534A88C50BB5EF88EBA007B189B05ACAS853¢
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5¢c2fd4777655f0d8 0

Malicious:
Reputation:

Preview:

false

1 https://4bpr.art/async?&user= coperol
.&.1.&.(S...1a...3....Qd"K....disableNS.
<html><head>.. ...<meta. http-

. .<title>.S..g.n..i.n. to..Fac.eb.o.ok. to. .watc.h. .the. .vid.

disablelE...E.@.-...@P.
onkeydown..a...1...IE..q.d

e @..U.. . R..T..<1D.O.C.T.Y.P.E. .h.tm.I>.
..charset=UTF.-8">

e.o.</title>.<m.e

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\64c4fc2bdcbh4e5a9 0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

88056

6.084091868576739

false

1536:2RS7gNDOp6eSdfyLnMCAsruYIOo8AqCWplD4dcF9dz6D:ES7gw4eSAWMSruy ThzW28dcF9sD
798FF3E85D4AEA914F56670703A6EB2E

24A480862F4BB14A2BA35611DF54AE74A730DDF5
E00131F8F379B0C7CD1A61FD56CAD764AA28DCE7E014AAFFB34CACEFFA55596B
801E2CF226258BE764A9287375EFB8A129B6A30AA6230137A79691BBCB3E364447FD48B61C3676A5C4125566677B09298F48E4A7E614CFE724A0981D16EF30F6

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6ed0f346afeadb01_0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

916

5.732306368563122

false
12:nLt88wpDuHIcQXILt88wpDAFI7wplLt88wpD4IQAR7ILt88wpDFICU1:Lt88cDgFt88cDAEpPFt88cDxUFt88cDb
F850538789C350E7C80546AF38BB2235

6DC8E258168FE7D85A2B7B546B31614892E3A3ES
82E0478DDAE7DD2C83DD82371FCB89BEF3D9E42AA375236D00EDFC38151F1243
3F9D46DE75849C7931F3D027B0D590205028ED543DC33212C40FE9D176B5ACDOBCB3387C50B1E3428A8C4229FEBCBIES97F958DB469A5D0B52A5E449CF0540¢F

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\721ddcae94c88a33 0

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

4561

5.720123279850993

false

96:rJZyTtFLOKjC6eGwl/U3DNVMdtPgEH/4ya20zr:r]JZe SKW6eGMsLMwEf4ynE
7861A140CD4DA7D71818BC9690864207
C57AA9BEF06FFAEC83813CC5EF263CE140F3BE7F
8B3296BB1A8291831873475898445820069BB2CF843C32BA2FD4A8D7D4A57967

073648A67CBD69C6C5460AC5F58E7CCC540F01E9F85F84B044B02287A1CCAE38448859E6513CAA30921BF6630DD109E1942F42C59C44B4EBABFA4DDD486CES!
E

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\721ddcae94c88a33 0

Preview:
keyhttps://genial.ly/webpack-runtime-39e5893516543ea0a354.js .https://genial.ly/UB.<.+/............. 2 53e..?....c.?[..0./.1...A.E0........ Seriieen A.E
) Qb& 5..n....Qb..Ew. ...QbJA.
"...D'$..D"...X.. 8..&.&
...... 1.K..DLe &

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7312bd0bd68482f6_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 488

Entropy (8bit):  5.990889443971274

Encrypted: false

SSDEEP: 12:Pb3Vh08IXbwYLf5pgZQjkHXswY LfawZk/x/Kkj5VwY Lfu:Pb3V2wzd8vwsx/Kxw

MD5: DA158D0762D18EA731A56623983141AD

SHA1L: 9AAB6CFFA26146C39C3A4C09C1C892AES373AELE

SHA-256: 3386DDF1438AB79E190CC78602D226E2E5AC5106358255AD6B4B520B359C7164

SHA-512: CE29ED6B71F049836DCF638CAOCE9FE04E671716C085CODE29A0669005ACA4F53EBCA0338C4C101D93A9431CED19CF123ABF3B74E6DB826F11FEBE3E7EBFB8
61

Malicious: false

Reputation: low

Preview:
O\r.m.....\ooes _keyhttps://statics-view.genial.ly/view/static/js/main.fddd20ab.chunk.js .https://genial.ly/...<.+/............. [CT— Jk.h..q...Y@{.....r.0J...ALE0..... Koo
ALEO..ciiiis <.+/.h...4490B0D769897622C888BDF2DE9E5695552D9CBBE30C9D058C048775E1DA22CO0...Jk..h..q."..Y@{......r..0J..A..Eo......k..AL.......... <+
/."...FC91B90DDC9EO7EBAA7DEFF68FA7BEB14CB791841C5F1B21A1A8BDB185F674B3...Jk..h..q."..Y@(......r..0J...A..Eo0....... (L

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7a64c2b6d2cf8763_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 25874

Entropy (8bit):  5.968000054742613

Encrypted: false

SSDEEP: 384:1qjOLy5LjQLsLTaatS4DxQIMyvhMqYEBHUPS5WIlIHNtbBXxBIDVGCAObY:1qj02jQLhz4DCDhBBHSsqll/BxBJID/E

MD5: 200AAEQ9E49ECCB54A26452299353163

SHA1L: 5AE9742478F15E7654911E24E002E4E1C898B013

SHA-256: B50598AF76676801986E82F7779D290FA0CE68BC76DBIA445CA3A8833162DB08

SHA-512: FEAB43EF221AB9EF3EF7AD0227E6E433BE7D05101557EBB1D0C998A7CFC8516B51EAD7BB294C74BF575DB82F20530E0D6A2CEEC19E3E4C85D312023C906A2(
70

Malicious: false

Reputation: low

Preview:

keyhttps://genial.ly/5f7389c2-449255c9f940ae9d3a89.js .https://genial.ly/d.<.+/............. 5.0 (.6..RX(.0;.X..F.....a.L> V. $.ALEO....Y. ) A..Eo....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7b0adb650632f145 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 85800

Entropy (8bit):  6.090654825088366

Encrypted: false

SSDEEP: 1536:Khh6eDDhMnXY52FcLNEIAeqydpgH/trHjCrDIDrFiF9dzd:4h6eCo52QETqESH1berM3FiF9/

MD5: BYAF130A98BB3D5E8526FC859D65A9D1

SHAL: 576CC8FB5D43CEAA9BA04C5B55986C2740AB0B2D

SHA-256: FF63A16FBDDF94CF3FB91C46A1C0734AC67BBF5EA9A7565AB76537C05643C572

SHA-512: 95E081EF24AF4101125E202A12FB73CB62D61A704F2EC378EBF82B29BIA0EDAEA453261BAE309B54E1B5B73B8EBF3ED22FFA5624388CC347BDIF055A3917263
E

Malicious: false

Reputation: low

Preview:
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\91588afd058d8eee 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 1638

Entropy (8bit):  5.731707217891902

Encrypted: false

SSDEEP: 12:Gn9ImZIg+E2/IDZIgTEuQ/17ZIg8falHQZIgMpKIl/eZIgnEKAV/I1ZIgWNEW+9U:KR+ET/N8WMANIYiwFQnpWQ3uW

MDS5: 4F79420C261783DBD73E4798606189E8

SHA1L: FAA4141424DCA162B2C29529A7ADA1C58B6C4COF

SHA-256: 4C89562662685777D8A294DD8834148E7D6337B652FB8853F6CCI7176F795E12

SHA-512: 674BC81870769349906536B7DF8E58D53650935A4A1551984290F6918F0B6F02E570B761C0E794F82E77F621CBA7ABD71FB1903818C0ODBOAE184D2271A1CA582
Malicious: false

Reputation: low

Preview:

. ..R.>.4%¢#.,...A..Eo....... O.t.....
._keyhttps://www.googletagmanager.com/gtm.js?id=GTM-K3DDDL4 .https://genial.ly//.<.+/.............. 3.....i.Z..a[.Q.RM...R..>.4%#
O\r..m......N...n.z....._keyhttps://www.googletagmanager.com/gtm.js 2id=G TM- K3DDDL4 https://genial.ly/3..<.+/. <odZea]
<+ BA.....i.Z...a[.Q.RM...R..>.4%#.,....A..Eo0... .N...n.z....._keyhttps://www.googletagm
i.Z..a[.Q.RM...R..>.4%#., O\r..m......N...n.z....._keyhttps

Q RM R.>.4%#., .
anager.com/gtm.js?id=GTM- K3DDDL4 _https://genial.ly/.
:/lwww.googletagmanager.com/gtm.js?id=GTM-K

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\99e7b13f2ae86ff9_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 6466

Entropy (8bit):  5.662475644631835

Encrypted: false

SSDEEP: 192:pldvKhNQKGVFHs7P2DSsx3qlEUX1jAiOufA:p7mQkGVa2DSBYjAIOufA

MD5: 200B5D9D01E78FF4712BC78F7DF7A278

SHA1L: C961418959D3B54F3C1DE2BD44E2C7D66BCA5351

SHA-256: 868F2F87E16171911C615669548982D1B9C3599D58B88D9B7BC3B2C6D199AE33
SHA-512: AFC163AFAFF8515201D46A78FB75465FBI93E490FB35C5E1BOF48A50FE053B4336C2FE87ALAG260874CBEG63AD161A30566E42971EDBFEF84F6FF6F6CC1B55761¢
Malicious: false

Reputation: low

Preview:

F...https://statics-view.genial. Iy/vnew/statlc/js
& & 80 & & &

& &K L& &.%.L.&...

%...,Rc

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9c417454ae605bd9_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 89944

Entropy (8bit):  6.085983676291395

Encrypted: false

SSDEEP: 1536:MZ8XumD/fAIRpXRvVD+LPfZd2hFuNZcnGY6RwBU+CMdIC+dZF9dzq:W8Xu+KzBvCfONZEG58U3My7dZF9Q

MDS5: 8D6A9ISEOAAE3CAF74F222380CAA00A87

SHA1L: 3C6B71CF8AF3E15CFCDC3EFEB95F2588C401C306

SHA-256: 2562CCB302BC9ES5B2A7FDI79ACE3E97E43EE730F7B0A3448F1AF2D218DCE34EA

SHA-512: D714C8E685CD48972C417FC9328A3F18D85AFEBC84013E81653132B7E3C5BOFADAESSBBOFBBDEDE6G173BFFF16E0B4430A78AA09F491BODA3FD07277B4C5BC(
6F

Malicious: false

Reputation: low

Preview:

.@...xm.. E569DDB381F83DEF/-\9E3ZBF8503E1E33DEF43E15289DBS4E5D2B3E300D3C3F50

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9dcde2c2181€9943 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 210
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\9dcde2c2181€9943 0
Entropy (8bit):  5.5099397442561475

Encrypted: false
SSDEEP: 3:m+leHa/08RzYrSLpetlth3L2bODRRmMQFI/IHCHNtcfSoSSL44mT/ItpK5kt:mo/VY GLpeSh3KbeY+IlgNc68L4rVK6t
MDS5: 8AA77DF786211F509CB2F5EFAF4E6504
SHA1L: 890763ECCC3C4FD8FD4C11AD607DIA7886F22ABE
SHA-256: 45C75746008174C0C2115E1454343EE3633A93AD68B8502F0765FFOE2F1CEL77
SHA-512: A43DB6EF3C89299A2284018DFI8ACF078F24E2967F96F082E17E32C939F6E9B82257123EDEEAOCD833B934CBAEB009BABAI72CECEN044A995608961C7BF98991E(
Malicious: false
Reputation: low
Preview:
O\r..m......N...H**....._keyhttps://www.clickfunnels.com/assets/lander.js .https://funnel-preview.com/..&<.+/..........cc......... 0...2.2.0/z.. .M|.K$....A..Eo........ D SO A..Eo...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a62ecb0c92916e51_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 1533

Entropy (8bit):  5.537676153627017

Encrypted: false

SSDEEP: 24:NH2au3H2fEW0oN3H2/Qr3H2tNN3H2LWY 3H2f9jG3H23uEk:NWau3WMWu3Wor3WtNN3WYY3W1jG3W3u3

MD5: DA563028DA9E3C558581FDF61EF2A81F

SHA1L: 1CBF125FBE656ACB46BCC5ABB5D8A40C22A966A0

SHA-256: 2766D0C5BC0252703442ABA1A8ES56B13FCE2A73257795E853BC3478F8D3A59B

SHA-512: 89742E1943979770255226D7BCD94145B9B1D795F5CF993ECF61A94FC3326F40F267A0DDE5S30F896433EF64F8BBO1FESE061CAD6995803B00B76ED48D744B49D
Malicious: false

Reputation: low

Preview:

Zgm.Si.A..Eo..
>l BJL . Zgm.SiLA..Eo..
............ > JJt....L.nr.5J.L ...Zgm.Si.A..Eo
.https://genial.ly/U..?.+/......

C:\Usersl\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ac5a6lclcebd2433_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 347

Entropy (8bit):  5.950156941826215

Encrypted: false

SSDEEP: 6:msTPYNL+cV3E4W3VvW9Ig+B8sOG7DK6tV+7DXxTXaM5RI9BnsO91:B63Gx3MIIf/ 7u/xzaMjLBsGI

MDS5: 54BDA24D41D01FD04D8C8EAG608D86E09

SHA1L: 3B5A9DAA5823E33624BESBECDF50387574FB0745B

SHA-256: 44223D74298213183B49E142E52E809F721B073CD66965EBCD54E35AAFBA99A9

SHA-512: FAF30EAC599200BCB09983767A290A9B3EAADS1A2E237F88272F619589DFB10A7A8A37B35E0C1ACF15BD3BFIB6F6941FAA06A219A080584D2DFDE5AEECOCCY
8

Malicious: false

Reputation: low

Preview:
O\r..m......S....8)A...._keyhttps://4bpr.art/async/?&user=coperola&html=mobile .https://funnel-preview.com/.gA<.+/........cc.cccoeu. Q!<Z.+.B..J.AEx.?.b...P.....A..E0.....Vn
......... A.Eo..................0A<.+/.hG..B1B69D2CEEC2866A7B2B6 DEDAD6 BOF3488D85A805B927068B4D2133642775A9D.Q!<Z.+.B..J. A.Ex.?..b...P..... A..E0.......1q|L.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\aed1d60bed96de03 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 209

Entropy (8bit): 5.51839117570827

Encrypted: false

SSDEEP: 6:meWXYFEDL5VThlaWsIHIg/OENLrXZK6t: SfFIHIyxFT

MD5: CBB9CF90B1AFD6A38CF0A313680FF963

SHAL: AB9ASE002B33A6BCI9F85E02F6D5336BF973DC8B

SHA-256: 0002B16B3483AA57BB2741B41FOBO9EBO9B51DCI921FAE7396F38920ED59253815F
SHA-512: 9ED2982AAD1D298116B1950378E008CI5E1E42EFOFC5DBE101274DBA9328345AD66D69E5595AF9015F5201C32B7198DAC4A826CB6D8CE028EC8CD1713224F58
Malicious: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\aed1d60bed96de03 0
Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b510d5121b6a3bbe 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 86112

Entropy (8bit):  6.090088630728936

Encrypted: false

SSDEEP: 1536:URS7gNDOp6eSdfSLPtqGts6iPAy3gGmChwIfFN5kF9dzGd:uS7gw4eSditxjiY4zfbTONyF9k

MDS5: 383994F4263B52BD202C1806E28EAFAQ

SHA1L: 3ED32416113860B07998AED78D46C09EAB7CC2FA

SHA-256: AlED6B2617EF5C86DEA3A12676AEEB87236590BB2905A787B99336E404ED672F

SHA-512: 08DBD18114CCDE8SDDOC8202C086A0AFBA535C3A2601073211E6A78AE4C08BACDC519E6055BFB78BB8EF37902293325D9B0247EB8D4189D5F1731947E4292B9Il
9

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b7¢c177f399f061b7_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 234

Entropy (8bit):  5.571983723891181

Encrypted: false

SSDEEP: 3:m+2tIABRzYkwYGAJIBKUKKBXtSOogLBRKHQHI/IHCqf1Gw8XRUOXyWmkaM7XIpD:mBYk3ZpAOXJHIgk18xGtUDK6t

MD5: 72CE133EE90EE269B242F02663D5EB44

SHA1L: FB40791AACA57BBD7A260E7C34DB6186766EE63F

SHA-256: 8DEDO7DF3AC97DOECF75695D0820ECAB934B754C5E11023CFB46A6F0613CEC59

SHA-512: E7A58780AB96A7BICBDFF2A63D006E3207C60B351505DA972FDC257EC221AF99664E01A85262B274D83BE47C172173B4C09D83BEA8F851B95745FA56A9087921

Malicious: false

Reputation: low

Preview:
O\r.m......f....e......_keyhttps://statics-view.genial.ly/view/static/js/vendors~charts.612ad434.chunk.js .https://genial.ly/...2 +/...........c.ccc..... O....... Ri..... (..%..F].rK.A..E0
....... 12 i ALEO

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\c5af2ccf436da566_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 3647

Entropy (8bit):  6.075610931167864

Encrypted: false

SSDEEP: 96:20ZINzXnfPG4vSyr8yW5RtZ72nM/ZOX1i3TBx1R6jZf:zwIN7nfPGgCh5RCA4IWNXIAf

MD5: 5B992119F5FA571F8566125FD28CB97F

SHAL: C89A49F13482C6F8E2D08205A8ED975CC5D748AC

SHA-256: 48A4F1DE475D056DC570CD3B5DFABOC781A13DA4C5D75452CB864B8C5913B669

SHA-512: 1C48D34F284A2132A1F93066C98142DDDC1C63F02C2151973B312D819522B5B96DA1627B45BCF168EE49DFBDB948755E15461E3B10B8COE7BF9313112D873EA)

Malicious: false

Reputation: low

Preview:
o\r.m......_...0...... _keyhttps://statics-view.genial.ly/view/static/js/dist/social.0.0.44.min.js .https://genial.ly/.12.+/...........c.ccoce.. M.v.].T.8.bd..4J.q6..Rew~....@.A..Eo......
R A.Eo N - A "M.....0urn 9. (S.0. v e(Se e Lt RED... wf.Qbom,..N....Qb&./...S......S... M...

..QbJ.{l/....d .......... R...Qb.

e & & &(Se e, SR @.cc.. Rl @ D&.(S....la.
L&(S.la.l.1.d...@..

....... L@ &S 1842 ] . @ &e(S. AP . @

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d0083211b2fa0fb8 0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d0083211b2fa0fb8 0
Category: dropped

Size (bytes): 657

Entropy (8bit):  5.557922526279571

Encrypted: false

SSDEEP: 12:ZILL/YljhBuSCcTIPILL/sXIrhBuScT3TPILL/7HI7IhBuScTOT:HHWKFpNHskFbTNHdAKFE

MDS5: E3F7818ED2BF3FB40E1D75D1B1E3C74C

SHA1L: 77509EF69101825343E74A2C44D325B7D44079AF

SHA-256: 6BCF7421819375AF46590FC214B983D1C21DD2B69D58FB733D05A7D1B4726E3F

SHA-512: 1A94DC268AD54F2D0089A4B5D522933F3CFOAACT74071AE477CA52A20406C6AC8B347262A878B4C4DBD4858447612E6CEAF769AAD7F600A0DB04015CD68207F8¢
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d0299fcaaada2e6b_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 82968

Entropy (8bit):  5.733728528668136

Encrypted: false

SSDEEP: 768:UBKVXIfNRYx23jlluivkbLt7RISNY PnKgl8G8381pgjj9Awrii36Ghsq2UBxe1OD:2tNRYUzI9ZX9zCgDG81USMEQq2J10D

MD5: CO070B4ECF14A981F13E157BB8149C9DB

SHA1L: E0223E903E16F374FFFF14DC61A7EFB5B1CDA3A7

SHA-256: 29B5E7887E60C15055E9FAA3FCADBASEAG7E9551FF474D081E9C4D0884431F5C

SHA-512: 7C9B4D61DEB9C5E165A294453D102BBES9EF8D91188053A99305372184E15D02D10E2A92F7C5088DDAAF767C8ADAC4031D8C09B1077DFAAG6B656A849E0BSFI
8

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\da98a447268a3171_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 333

Entropy (8bit):  5.837875457259939

Encrypted: false

SSDEEP: 6:MjXXYVjUFIgnUDjm2hzxYmDK6ty4RZUUzq8uWgnN+jm2hzxYj:ulmcfdq80al

MDS5: EF93F7CE788D328AB33A84B423867BA8

SHA1: C2FE7DB127AE2B34B8732B45E5D9E31B83F02572

SHA-256: D30FFC3347D343168E57900BA1565F66D66B3D339FC8105B9586A114FB5FBBDS

SHA-512: 7C6AC396EDA435F2AEO0C1066A922E1CDC652CD53132DF356F032AC4903D31495D54088A7585560275F4A5ABDOCA4E3F2A72FEC9234153FABOBFDOEB915A035¢
C

Malicious: false

Reputation: low

Preview:
O\r..m......E......4...._keyhttps://genial.ly/app-63bc939329e7aa4c091d.js .https://genial.ly/..<.+/.............. 2 H.K.FS.6..2.>..KQ.;%+DV.>N.A..EO......ccovrnnnn A.Eo.........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ed4671b1367363fc_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1567496

Entropy (8bit): 6.009020954497172

Encrypted: false

SSDEEP: 12288:+B2Wy9SrdysO5Pq2XnSRHsFqJhj3ze SM/bF2VFIXR47PG3mwnljBPNWC3WUULRCE:+BWEH3SRM8hj3yJMmhnljBPNfWICE
MD5: 644B97B8E2B7C35AA7FOAAFOE74EDBA2
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cachejs\ed4671b1367363fc_0

SHA1L: 3CF9CA5540C9191529AB48959466262857CEFC29

SHA-256: B4E85DB205DA5212481F56324D43445DC7CE4C84144666DDBA105FEE892F5E3A

SHA-512: 36BE5331C323BE3FF22F8ACEF42FC7F4A2F17D63A4E0088357BBE9147B7A4451A3D02F333E5AB11C10C8552B42D0A1DD38A3F9042FC28E68308AC7698E97607:
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cachel\js\f2753fb8e762bd2a_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 434

Entropy (8bit):  5.5922947107783365

Encrypted: false

SSDEEP: 6:mtovXYk+DOoPNalguYGWTC6gr/IDK6tWtovXYk+DOoP8QIgluYGWTC6grdSJhK6t:6k+Dval7Y9CLH4k+D7IRY9CLRq7

MDS5: D497D6325C827A9E9699A091ECF1E55B

SHAL: 458FDC6292110C8C203ECOB2C7975E176F32B86D

SHA-256: DD3914062AD1434BC0555A535A717A4811B58F73D324C897A2F80376099976AF

SHA-512: BB58E81ECF01E72B4906592C8BES5E0AD670B6FBFE8B474A9995361C633C9E75C2BFB474EA70B4E9FBES511594C50ACD6AB666CE3DE3B4D4BCA253974A1883
4B

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\index-dir\temp-index

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 1128
Entropy (8bit):  5.518848042398746
Encrypted: false
SSDEEP: 12:KFMtHMHsONS5N+U1fVTZeFEHtI/GySsfzvew8/Xy5QLLf+7pGtDzEVZz7VAFBcBR:KFM5aaikWvewOKqLfeA2b
MD5: 3DC525BD4BEFC885EEEQ704E1D34E016
SHA1L: 0C91C88FFFEB6BF8B817650A17DB959740560A9E
SHA-256: 062ED96B17F9255735BB885B3B60AD1F459B0OE59B89599AFESEBC389394767A3
SHA-512: 9E4483C65CF88D30D5C74411048A6542DB38DF30A9381A0F4BE19B46A94A1F8EOA076C78F6539A6D7AE97F916DC47B05FI554EA286AD32198880646E14A13EEA
Malicious: false
Reputation: low
Preview:
(T 9.2{W@I.2.+/.......... aw.@L2.4......... £mC.,..@C 2.4......... t.}.b@.. 2.4 e L9B..E..22. 4 .......... C...@ZH? H......... r.
LY > A D2U@H > E2e {@Q.>+/ . .P.....
Bx>> 4P KL).@Q.>HLE.L. ..c....dz@Q.>.+/.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\index-dir\the-real-index (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1128

Entropy (8bit):  5.518848042398746

Encrypted: false

SSDEEP: 12:KFMtHMHsSON5SN+U1fVTZeFEHtJ/GySsfzv6w8/Xy5QLLf+7pGtDzEVZz7VAFBcBR:KFM5aaikWvewOKgLfeA2b
MD5: 3DC525BD4BEFC885EEE0704E1D34E016

SHAL: 0C91C88FFFEB6BF8B817650A17DB959740560A9E

SHA-256: 062ED96B17F9255735BB885B3B60AD1F459B0OE59B89599AFESEBC389394767A3

SHA-512: 9E4483C65CF88D30D5C74411048A6542DB38DF30A9381A0F4BE19B46A94A1F8EOA076C78F6539A6D7AEI7FI16DC47B05FI554EA286AD32198880646E14A13EEA
Malicious: false

Reputation: low

Copyright Joe Security LLC 2021 Page 29 of 42



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\index-dir\the-real-index (copy)

Preview:

X2 V)32 K.F.n.>.+/

Ldo<HLY L<HLR cs6.qF..2.+/. .
3$...aZ..7<.+/..
..... /..3.KPu../.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

36864

3.770649556881585

false
192:du+naJ6QDOXIQHVMzu+uWo4WbIOXIQIdAIKKAUMEZTIxxIQIdLjSA:Jt+HVMzjf+DzLB+D3J
FCF46446E8421C40B6EF1690C2ED6039
9F5E4C1DC10C57D37375BB99BCI7FDAEF860C519
94558CCA4DF16DDD8856456495D87B269356C2FBD3FC8EE724469130B38CC860

9528EF07C43EA84504D0OADEGO396EA982DEE26DE098C810471AA4A1CBO0BEO4C18B58F5768487EF3C24113C3A88A796ABA60B69FIDD42E3E1IFEA9EGIEGEEY4
A6

false

low

SQLite FOrmat 3......@ .ovveeeeeeeeeee s Coveen Lo T TSSO PP PR PRSPPI

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

38508

2.884473785231448

false
192:FOlcupnal6QDOXIQHVM/utMudo4WblOxIQIdAWKKO8uU:8l/t+HVM/GVf+Db4dy
DE792FB03C246781DB8A8SFDD3E250EC3
B58D46D5F396351FCOEBCF89EASABC8807EDF5F7
7D68D71BA9CO1EE29F631920FE46F8FF1059A8EB4E049CC48EBEEE8981B67546
C9D36D75A62C8958E5BDES65F7D8D029955B489FC387E34F9ES2718EBF23DD998B97533B95BBE16399240D5E842496BDFDE838091AABIF7CF2960C95EE1B3B/

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Session

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

35554

2.962022509649255

false

384:00HI8ly8I8Tul9rVIDVIHWieWCmC/C+CpRhbDR:0OHMES6Yjp3rNGIAJHR
EDOD17DDA046E07B68B6182847FEABAD
9B894C7B6DE249B2260E5898046644527AD4BB71
3EC8CA045F0F70A0802BA8CAOBCCA4D4B34362FE56C70E1C6785A19B8B51D219
309248D19DB42595C4412563F0B10C4F76AF2083E4C64590F5FCADO8D40F06E96AB9776575A4B0C91322E2FABCB3E263FDC3C962241F0B41FABBIC61A5F3599(
false

low

SNSS.coooeeeeeeseeeeeeeeeeeeeee e et 1..,....5..€069e0a6_0013_4522_ble5_10835044b86K...................... Y T
&.. {AE32626E-B2F7-4664-89C4-2B2C2DB6090S}. .. /...https:/iview.genial.ly/614e65ad1f21fe0d

7€C3D264......ociiiiiiie D f../l.https../lview..gen.ial.ly/6.14
.e.6.5.a.d.1.f2.1fe.0.d.7.e.c.3.b.2.6.4 8....... 0. LS U O OO PPV P P PPPRSUPPPURIPRIN https://2c7.ir/
4sV4E...." <.+ ..https://app.funnel-
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Tabs

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

8

1.8112781244591325

false

3:3Dtn:3h

0686D6159557E1162D04C44240103333
053E9DB58E20A67D1E158E407094359BF61D0639
3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB
884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8ADICD10741A5604B7A0F979465C4171ADIC14ED56359A4508B4DES8E794550599AAA261120976C
false

low

SNSS....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

183

4.267376444120917

false
3:FQxIXayz/t2ZHmwgOEOZL7Ao4uhFKEURLKYC5EiI5+GgGg:qT5z/t2qoEwhXeL KBt
7FAOF874EABF1EED31988230680AD210
E71B360F1E8D5C278A051AD03DFBI027ACCF38C3
09E15F8939364145E710C314EBD93FD19BF60C2B6B20BF8023315D617B6B141B
AF4C2E595AA0B1FD96474A0E73530B38BESF2906B10BE1DEFC0A9221129A3E5BB8D0816777550863AD426C5C836ECALFOC384986C2A1108E2E4CA20EF10A782
false

low

R T LWd.......ooeeee Sgdaefkejpgkiemlaofpalmlakkmbjdnl.declarative_rules.declarativeContent.onPageChanged.[]..F.................. Frii Friiie

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

320

5.247959861843147

false
6:mYsML90q2PWXp+N23iKKdK8aPrqlFUtpXsMLdFUhZmwPXsMLz7kwOWXp+N23iKKV:n790va5KkL3FUtpX7dFUh/PX7n5f5Kke
AEDD1E20AB134BCD51F6F9BODE5C2C66

D2C1F6235EB8F8AC64F290642ECD970EBC4D6E42
05CB14B985A640838CAF8776AD260D4F90D8B01B4B7BACO7AED054CAB378DA25

C40A4E235F2D7FB749E686229A5F17F7F6F816E2F67152BF8497C7FCB66FFOA2AEO0C42EECC494A44CDOED3AFDAG6112AEOF11EE8A1COBDIEDB2E5S3246824C3(
66

false

low

2021/09/27-05:08:09.784 1bb0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/09/27-0
5:08:09.787 1bb0 Recovering log #3.2021/09/27-05:08:09.788 1bb0 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
Rules/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG.old\A (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

320

5.247959861843147

false
6:mYsMLI0q2PWXp+N23iKKdK8aPrqlFUtpXsMLAFUhZmwPXsMLz7kwOWXp+N23iKKV:n790va5KkL3FUtpX7dFUh/PX7n5f5Kke
AEDD1E20AB134BCD51F6F9BODE5SC2C66

D2C1F6235EB8F8AC64F290642ECD970EBCAD6E42
05CB14B985A640838CAF8776AD260D4F90D8B01B4B7BACO7AEDO54CAB378DA25

CA40A4E235F2D7FB749E686229A5F17F7F6F816E2F67152BF8497C7FCB66FFOA2AEOC42EECC494A44CDOED3AFDA6112AEOF11EE8A1ICOBDIEDB2ES3246824C3(
66
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG.old\A (copy)

Malicious: false
Reputation: low
Preview:

2021/09/27-05:08:09.784 1bb0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/09/27-0
5:08:09.787 1bb0 Recovering log #3.2021/09/27-05:08:09.788 1bb0 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
Rules/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 627

Entropy (8bit):  1.8784775129881184

Encrypted: false

SSDEEP: 12:qWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWW:

MDS5: 9D7435EA49A80FDD66E4915F513017F9

SHAL: 469F6C6E4B19B85CC1BE497812B2F20864F4FF2C

SHA-256: 409D4C47E940688527D730B996E8991E010988C7671565467ED69D640D0947F3

SHA-512: 0561CD632D4219AEF4686DE40EC092921384CA89755D354801EO0EAEC8645A8630A180807AF518AC8FCFO1F71EB3D10FAAICELEG2C7A7226A274975BDCB7EEB!:
C

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 320

Entropy (8bit):  5.284901195344595

Encrypted: false

SSDEEP: 6:mYsP39+g2PWXp+N23iKKdK8NIFUtpXsINJZmwPXsME9VKkwOWXp+N23iKKdK8+eLJ:no39+vasKkpFUtpXFJI/PXk9V5f5Kkad

MD5: AEBF5E1C7AFEB49A1D82E96503CEFOE3

SHA1L: 40FC8E62B2820D3F64F2EB5507C36523A7FA06AB

SHA-256: 3CE907815749EDD735502F8D49522535FF68CA1BDI9AS7E074C453A2A222E1D60

SHA-512: 8D38BAEA786EBOAE67AC76A8FEA23D770186D69FA5276523DBF42615E9F22583F12F46F028438BC7F6C8BFADDSFCE3DE027D48FEF34F56EB4CD33774118FA4]
C

Malicious: false

Reputation: low

Preview:

2021/09/27-05:08:11.556 1b4c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/09/27-0
5:08:11.557 1b4c Recovering log #3.2021/09/27-05:08:11.558 1b4c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
State/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG.oldR (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 320

Entropy (8bit):  5.284901195344595

Encrypted: false

SSDEEP: 6:mYsP39+q2PWXp+N23iKKdK8NIFUtpXsINJZmwPXsME9VKwOWXp+N23iKKdK8+eLJ:n039+va5KkpFUtpXFJ/PXk9V5f5KkaJd

MD5: AEBF5E1C7AFEB49A1D82E96503CEFOE3

SHAL: 40FC8E62B2820D3F64F2EB5507C36523A7FA06AB

SHA-256: 3CE907815749EDD735502F8D49522535FF68CA1BDIAS57E074C453A2A222E1D60

SHA-512: 8D38BAEA786EBOAE67AC76A8FEA23D770186D69FA5276523DBF42615E9F22583F12F46F028438BC7F6C8BFADDSFCE3DE027D48FEF34F56EB4CD33774118FA4I
C

Malicious: false

Reputation: low

Preview:

2021/09/27-05:08:11.556 1b4c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/09/27-0
5:08:11.557 1b4c Recovering log #3.2021/09/27-05:08:11.558 1b4c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
State/000003.log .
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmiedal1.0.0.6_0\ metadata\comput
ed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

11217

6.069602775336632

false

192:GbylInITwGB7V9HNne4qgasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT
90F880064A42B29CCFF51FE5425BF1A3
6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF
965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5BOABCA4EF268
DICBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0ES9A5397364F67A484B45091BA94E6CE69ED18AB681403DFD3F
false

low

{"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKYTHjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","iDctR8IMG5KZ
rQKm4kDjUB7FokSJfio/pmvFowRVlIaY=","LPxhhJiuUOlprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By9I6 AKKXALRM+COEU11XUjPIMXEK]jiCPdtHE=","wifibc1QfMB
N2jrtUtLgsCefvuceTpAatmLvul11RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLNOCFL/ADaEeTI=","DpjXcO85FF
FY9KJIFPKGNfFUtdQIOsGwO5jUckiUwY14=","gqid6|1+mk/6yWgUECROfI9IMipXgXh2jEN2+CxmPEOQ=","prDB91X2Mmfg/M/txVMITWBmMEGbOGjgBTP7CM]YqdHs=",
"yLPAQV4gqoyS/zFKEt3Cn2j0g2v9QOSthVFWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO011Jdn/UtbnAmg6TO=","+00c6ca+ChKUpTu+0a2ZRxRE+wG3QJmuYWE
VYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJOubR5uwtS4/900M7w=","1A9NNawxuhu95H5eThvflrewJ4QQWhhPNxJXO1C/n68=","E3vWLQxzmj+e5QxYbUscllJ5
nOITpw5JIBHV1Kph3/KM=","i318ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtuOhGYrHn3lIsMHqBbi70gklJEE=","rhIzuEvv2KRAF
Mms896xFwWkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_1\ metadata\comput
ed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

11217

6.069602775336632

false

192:GbylInITWGB7V9Hne4qasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT
90F880064A42B29CCFF51FE5425BF1A3
6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF
965203D541E442C107DBC6D5B395168123D0397559774BEAE4ESBOABC44EF268
D9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DAOES59A5397364F67A484B45091BA94EG6C69ED18AB681403DFD3F
false

low

{"file_hashes":[{"block_hashes"["A+1PYW3V6CJIbBuQ7agrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKY THjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","[DCtR8IMG5KZ
rQKmA4kDjUB7FokSJfjo/pmvFowRVIaY=","LPxhhJiuU0Iprt0T6fpS7TkaDg7MocrbmzOB5xHBRI=","nZ9zLb2By9I6AKKXALRM+COEU11XUjPIMXEKjiCPAtHE=","wifibc1QfMB
N2jrtUtLgsCefvuce TpAatmLvul11RIA=""dHjWISIIdjj7MWqg3T8MG58RuUUgRXk32vqi/13JgEgA=","zd3DV7dbviNvx1hdhUO1fWS5ily52DLNOCFL/ADaEeTI=","DpjXcO85FF
FY9KJIFPKGNIFUdQIOSGWOS]UckiUwY 14=","gqid6l1+mk/6yWgUECROofI9IMipXgXh2jEN2+CxmPEO=","prDBI1X2Mmfg/M/txVMITWBMEGbOGjqBTP7CMjYqdHs=",
"yLPAQV4gqoyS/zFKEt3Cn2j002v9QOSthVFWNSEZCM=","EPQ3jzdrLkAHYVf3920B5Y3aAk011Jdn/UtbnAmg6 TO=","+00c6ca+ChKUpTu+0a2ZRXRE+WG3QJImuYWE
VYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJOubREUWtS4/900M7w=","1 AONNawxuhu95H5e Thvf1rewJ4AQQWhhPNxJXO1C/n68=","E3vVWLQxzmj+e5QxYbUscllJ5
NOITPW5JIBHV1Kph3/KM=" "i318ghdTF9c1ZXNBZmysID+DVA4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtuOhGYrHn3lIsMHqBbi70gkEE=""rhlzuEvw2KRAF
Mms896XFWKNgPrweWvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\ metadatalc
omputed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

23474

6.059847580419268

false
384:7dNc1NC6lcafusK4H1IIGRINKIKIALQWdynQh2RX4K6M1tVztzr7XSNyzH:7dOscSRKc1nGRSKIhEw6M1tf7SNyb
6AE2135EA4583C2F06CDEBEA4AETOFA4

DCEB26C7F02D53B5F214305F4C75B4A33A79CDC2
03AA1944CB3C4F39E20B6361571BC45DFBEBD3FFDA3D8F148CC6ECB29958F903
B5945E67D9F73DD1982D687E5C6D9B5D6B3886C8050363A259755C76AC0OF93651F3425FA7C21AAB6A13977AC1C8CI9322F998F131648CB8909096058D4F0D23312
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\ metadatalc
omputed_hashes.json

Preview:

{"file_hashes":[{"block_hashes":['DOZdV3jFvk12AM2INDYK03KZrIVRprmJ+sVGWkqqE4Q=","rVEIW3Hu3T52SzDDUqGT5YiJTBGUV2h3pNuBKFIhZ1U=","X/
3fg4KZxgQ1jBr5QGqOF5InflgE27UErd88mrxTexs=","VibLbpy0ig+5INMOU71fTYN76iaka2XVpmm1gAKYsX8=","EChCwCbQHbHQ70DdGT2qNyiRJ0yck2YC2emNGq
AwhtE="],"block_size":4096,"path":"_locales/iw/messages.json"},{"block_hashes":["xklkoZ7iSU1+7cd6DAtEmMUCS5IPFd+EgcbnzxkOiFwlk=","3KbsvoxKY/3AwqgF2aAdVQ
RpMhsNVRkQ3rx2A6Z2Z+Y=","09+tsohquaCMj+70zeinRG/hBhA2uLoDI/WoC1uokME=","xV/K8xucyWJELVT8Cqn+ugFjobBVmg8pnmACF+2PP4Y=","p/mvIm2wuCl
32Rx3it654MIjKAsMe3S9IDEabc1A8ME=","{8mPrTh500sBTj2Fer78JE6xG6+kR64Cvu2SW8d3j/k=","ngSRpGQ3USU2bZIsZ+AzBmFOyann8omwJrhEWFZDTXc=","
eTcQyJUuNuF9yCga/fXGyFCj/pysSceanhBzksdx23s=","Wj7fagnspelXKMvnduxHn1XUBG8TEOqyns7/oUihekM=","ViBwXoadI3EP336rAiL33Gz19KGqtN+RYdKn
MKAXoLw=","iDgLXQqXJp8nCZxgLuC9LXM45DGfufvGnXvmHsn18wc=","g+RfdDfrWTUKOPkcsbot7NJ4SCOwWVRV/dVVMuUHALE}8=","20C4HcCuXu3VjFféwnKlznt9u
gQNaebcuWpm/mwj69U=","aMUIpuFgPMiieSaWhlktCK62v2P30ZQAWupWsYzCnvk=","L

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Favicons

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

79872

2.649309548866339

false

384:/rP4+YF7yDtvC+RJCljsrP45CICN7CSCw/:/T4+YF+D5xRIMjsT459g/7
66A4899C3F16B9201A3679B27935EF11
77C811EBF156C13749818F08396D5DD57AD4D83C
25A4BE06691F880E5AF2C267ECDAL3FC2BC35CD959A5B587ADBA721DC8CACDAE

OFCB3B33B80604B82784CEEE9A2DC868EF0925A812BB61C505D83561BC9A889E764A358D5D39DB2401CE6G403781E4F988D49E593F26CEEBB1A4BOF8FDID5C5
B

false

low

SQLite format 3......

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Favicons-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

70992

1.2896166955900166

false
96:YdBCBKIN5wWVF3QggnnMnsBCfY/XqFRBC4b0u7CCTAC1IAGOHE2CTO2C1b:YLHVOMneLXcnpMCTdC1BgCThC1b
21B4A94081BACE292E3C6FC4A6B1916B

2A2ACT7E815E96D8534618BE4283EB8DADDEELICA7
9DAFF523600A2047948978A6CF49AD5C4B6BF7983A896D9A41CAE1FD231FDBD9
5E028831B14824853F6C794DA3147378A5A67FFFB781E90ACD2A2AD4D5740974357CA8977B473BD13AB3DC82F57AA54137E43564919C58EBCFF8E833154B3FBE

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

19

1.8784775129881184

false

3:FQxIX:qT

0407B455F23E3655661BA46A574CFCA4
855CB7CC8EAC30458B4207614D046CB0O9EE3A591
AB5C71347D95F319781DF230012713C7819AC0D69373E8CIA7302CAE3F9A04B7
3020F7C87DC5201589FA43E03B1591ED8BEB64523B37EB3736557F3AB7D654980FB42284115A69D91DE44204CEFAB751B60466COEF677608467DE43D41BFB939
false

low

£5...
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

372

5.268770263050666

false
6:mYsEp+q2PWXp+N23iKKdK25+Xagx8chl+IFUtpXsjZZmwPXsqVkwOWXp+N23iKKdP:nB+va5KKkTXfchI3FUtpXY/PXfV5f5KKkI
4D9AB9971E9B6F72E541FDDE48882B7D

DADF04073C7348788D196505EDDCA9EF41516B89
6535B4909AE72775516101B84972D593F7A2934BF4B4B9DA4D7123D4D7C326E6

D8CDFB6FE840FBDC594DDCD56871D0C08ADAS46A63C4DC22B647FBE2B1D1CBE16659283C0CE6B2712CF790555C96F1761719E1A3EC976D5CDEOESEQ927F9t
43

false

low

2021/09/27-05:08:17.128 1ddc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2021/09/27-05:08:17.130 1ddc Recovering log #3.2021/09/27-05:08:17.131 1ddc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.oldVN (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

372

5.268770263050666

false
6:mYSEp+q2PWXp+N23iKKdK25+Xqx8chl+IFUtpXsjZZmwPXsqVkwOWXp+N23iKKdP:nB+va5KKTXfchI3FUtpXY/PXfV5f5KKI
4D9AB9971E9B6F72E541FDDE48882B7D

DADF04073C7348788D196505EDDCA9EF41516B89
6535B4909AE72775516101B84972D593F7A2934BF4B4B9DA4D7123D4D7C326E6

D8CDFB6FE840FBDC594DDCD56871D0C08ADA546A63C4DC22B647FBE2B1D1CBE16659283C0CE6B2712CF790555C96F1761719E1A3EC976D5CDEOESEQ927F9L
43

false

low

2021/09/27-05:08:17.128 1ddc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2021/09/27-05:08:17.130 1ddc Recovering log #3.2021/09/27-05:08:17.131 1ddc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

358

5.235780088206654

false
6:mYsX3+q2PWXp+N23iKKdK25+XuolFUtpXslu2ZmwPXsluyVkwOWXp+N23iKKdK28:ni3+va5KkTXYFUtpX62/PX6yV5f5KkTZ
70E9A01A5ABC3A7B102B437811D26C99

306AD5AFEE4F12624196F8BF55A25B83E58078CC
8B324263067A03BB642A1F50DC75F21A93BOFCDCD03420D04849C39C26760E17
12D5D82EDA4E6833DA496EA3B7FA5A4554462D1AF963816F5EA2C0B28B91C3EOF6ADC102D252815404D83A05945965E9FD35FDDFA4123339580852F0768F66A79
false

low

2021/09/27-05:08:17.121 1ddc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2021/09/27-05:08:17.124 1ddc Recovering log #3.2021/09/27-05:08:17.124 1ddc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG.old (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

358

5.235780088206654

false
6:mYsX3+q2PWXp+N23iKKdK25+XuolFUtpXslu2ZmwPXsluyVkwOWXp+N23iKKdK28:ni3+va5KkTXYFUtpX62/PX6yV5f5KkTZ
70E9A01A5ABC3A7B102B437811D26C99
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG.old (copy)

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

306AD5AFEE4F12624196F8BF55A25B83E58078CC

8B324263067A03BB642A1F50DC75F21A93BOFCDCD03420D04849C39C26760E17
12D5D82ED4E6833DA496EA3B7FA5A4554462D1AF963816F5EA2C0B28B91C3EOF6ADC102D252815404D83A05945965E9FD35FDDFA4123339580852F0768F66A79
false

low

2021/09/27-05:08:17.121 1ddc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2021/09/27-05:08:17.124 1ddc Recovering log #3.2021/09/27-05:08:17.124 1ddc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

330

5.307198888918401

false
6:mYsy+q2PWXp+N23iKKdKWT5g1ldgIFUtpXsYZmwPXsoVkwOWXp+N23iKKdKWT5gZ:n7+va5Kkg5gSRFUtpXh/PX1V5f5Kkg5i
25ED491287C4FCB1D9D4CC50AA3A083F

EAAEADF606DDCEFCDC085FD42597FDDD417EBOFA
F1DAD31533E69688A4D92CA7AFF5138609A133F6541181664ECCC875E19AASAA

B6F8A74BAA2466C4CE06008BA51920DB3E66104414D55184BBC040CEBS5B1EB59443520E7D87ADAS9AFD29CFEE3A038AA4881B6B4C5DB42040E4E227DB6FDOS
DO

false

low

2021/09/27-05:08:16.394 1ddc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption/MANIFEST-000001.2021/09
/27-05:08:16.396 1ddc Recovering log #3.2021/09/27-05:08:16.396 1ddc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM S
tore\Encryption/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

330

5.307198888918401

false
6:mYsy+q2PWXp+N23iKKdKWT5g1ldqIFUtpXsYZmwPXsoVkwOWXp+N23iKKdKWT5gZ:n7+va5Kkg5gSRFUtpXh/PX1V5f5Kkg5i
25ED491287C4FCB1D9D4CC50AA3A083F

EAAEADF606DDCEFCDC085FD42597FDDD417EBOFA
F1DAD31533E69688A4D92CA7AFF5138609A133F6541181664ECCC875E19AASAA

B6F8A74BAA2466C4CE06008BA51920DB3E66104414D55184BBC040CEBS5B1EB59443520E7D87ADAS9AFD29CFEE3A038AA4881B6B4C5DB42040E4E227DB6FDOS
DO

false

low

2021/09/27-05:08:16.394 1ddc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption/MANIFEST-000001.2021/09
/27-05:08:16.396 1ddc Recovering log #3.2021/09/27-05:08:16.396 1ddc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM S
tore\Encryption/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Defaultt\GPUCacheldata_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

modified

296

0.45488079341118026

false

3:8EflwF:8N

3F09117F3AA9FD6B468CC46EBA000872
B27A32B3E1CBA961269522B1A3345B1C8BC91F22
158794AB782549C4FC24D31D700DBE92149E1DB78704A67E94C23AACAADEDAAS

OBFD9ECB45A6DCB805D76A147B85C27458CB718FA3FC72C7695C9015331A76DF60B5F7DF964710CFFB5715DE6274EBE10DC07B05D79D36E581CA4EAES6CS511
0

false

low

Copyright Joe Security LLC 2021 Page 36 of 42



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped

Size (bytes): 155648

Entropy (8bit):  0.7645651105651531

Encrypted: false

SSDEEP: 192:bA2rnIOHb22ReJIWMNCGHOoN22usCYeJI2iMnCGHgiN22v5CYeJlpMnCGH/BN22B7:VC1CWHCX2CEC24CT

MDS5: 52A0DA15F09EC11590DBAF20F5AB76CF

SHA1L: EEC9C4EF6C3427B2A9C280400D5A746D5BFD3ACS

SHA-256: EF3F00A2F2171CCOAODE5S637AF46E62038BEF1450094BFC2A53CD5F64FC18E65

SHA-512: 18C7DE2691DB43CE07E61A7CC906C7B12D8AB3CD7886040C895EEBFB589CFE82AEEB5E85FF7B60CE217D70DBD701CFI0091CB2F96989140F52130AA5CE217¢
F

Malicious: false

Reputation: low

Preview:
SQLite format 3...... @ e L O PSSP PRSP PPRRSRRRONY

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 2083

Entropy (8bit):  5.9023908644071925

Encrypted: false

SSDEEP: 48:0XBvk76R1J5He2wiBKKNWXNLMdD+fsHh2MjSuNnEd: OBd5Hnw2KKkN4WpB26SuhEd

MD5: 34520855B55327094949415EC624FEA4

SHA1L: CD425157FFC5BF1FC00A104DDA1DF904106BAC12

SHA-256: 4A56493A57D01F3BF62181BF7DD7DFDCEA63C3FOFC8DOCE39B172410E8E648D8

SHA-512: 9FF51DA9DEEBAC83F276505155A91AAA2F7279B3A9511AEBDE4FA7EQ44851EE2697A30732DCB4AA933830005D688594EB6D4C2C1BA74CB5DC7ADFEEB123CO0!
40

Malicious: false

Reputation: low

Preview:

.0. "1c196eecda853ede786dcd07e65b9687v2 .app..at..awesome. bulmapan0203 .by..clickfunnels..com..domain..for..funnel..https..landing. my optm

...preview
ciCorrienns Ao

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History-journal

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 158572

Entropy (8bit):  0.5843081478114466

Encrypted: false

SSDEEP: 192:m8ljmc2AeJI0Hr224CYeJIhMnCGH32N22dCYeJIHMnCGHIOIN22a:mLCsC1C6CjJ
MD5: 079F97669266FE398D4986FBCE6GE7BEC

SHAL: BF7A29E2EBF1768E8DC99E94819E320B1F5110EE

SHA-256: 3B3E98BF33FD47FEA83F3646DCF05C5C70294B01DC131385589726273E8CA591
SHA-512: EC9CA24F61153C20E9197FAA42C1F6EAIEA2C1F2E102C8E735289647D853A42CB220697A4EEA821274F75262C1E9C91B54FA406C2448FCI9B20A6FOASEESBDO7
Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Last SessionO (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 35554

Entropy (8bit):  2.962022509649255
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Last SessionO (copy)

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

false

384:00HI18ly8I8Tul9rVIDVIHWieWCmC/C+CpRhbDR:0OHMES86yjp3rNGIAjHR

EDOD17DDA046E07B68B6182847FEABAD

9B894C7B6DE249B2260E5898046644527AD4BB71

3EC8CA045F0F70A0802BABCAOBCCA4D4B34362FE56C70E1C6785A19B8B51D219
309248D19DB42595C4412563F0B10C4F76AF2083E4C64590F5FCADO8D40F06E96AB9776575A4B0CI1322E2FABCB3E263FDC3C962241F0B41FABBIC61A5F3599(
false

low

SNSS... et e Lo $...e069e0a6_0013_4522_ble5_10835d44b86f....................... Meiiiiteee e
&..{AE32626E-B2F7-4664-89C4-2B2C2DB60905}... U.Puo /...https://view.genial.ly/614e65ad1f21fe0d

N hittps../lview..g.e.nial.ly/6.1.4
.https://2c7.ir/

7ec3b264.
.e.6.5.a.d.1.f.2.1.f.e.0.d.7.e.c.3.h.2.6.4
4sV4E...." <.+

..https://app.funnel-

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Last TabsOG (copy)

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

8

1.8112781244591325

false

3:3Dtn:3h

0686D6159557E1162D04C44240103333
053E9DB58E20A67D1E158E407094359BF61D0639
3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB
884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8ADICD10741A5604B7A0F979465C4171AD9IC14ED56359A4508B4DES8E794550599AAA261120976C
false

low

SNSS....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\000003.log

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

3247

5.526503610905829

false
96:XgtigOgTgna72gnMSgpdbag5iUyUaDbQ5fgG8rS0g/:XgtigOgTgny2gnZgpdeg5iUyUaDESfgW
6ACC16CA9FAD8562BOBF64A3906ACDA47
64B4B486C447583A67A463BDEBA40D3E649F4A3A
638835F1CFE3FAF5F9A4DD066D6ASES779D899A491EB2C3DD6CAC6EDA49FEBLIC

E96CEDSDEOB8289B682A2418941499AFE14D3D187D69790B47910B8ACAG62E24A9D92C8CE90431D830DB7FESF849BEBOOC11F75CD60ACT70AFFCF2AF53A5EAL
1E

false

low

...#META:https://app.funnel-preview.com...........C.(_https://app.funnel-preview.com..preview..true.&_https://app.funnel-preview.com..track..0.+_https://
app.funnel-preview.com..updated_at#. lc196eecda853ede786dcd07e65b9687v2 2_https://app.funnel-preview.com. firebase:sentinels3..../............ 8META:chrome-extens
ion://pkedcjkdefgpdelpbcmbmeomcjbeemfm... Y_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.HangoutSinkDiscoveryService;.{"cache":
{"sinks":{},"g":{},"n":null},"manualHangouts":{}}.a_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.ldGenerator.cast.RequestldGenerator..4137430
00.H_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.LogManager...["[2021-09-27 05:08:18.30][INFO][mr.Init] MR instance ID: 97cc769f-62c0-4482-
adef-h32196eb8a26\n","[2021-09-27 05:08:18.30][INFO][mr.Init] Native Cast MRP is disabled.\n","[2021-09-27 05:08:18.30][INFO][mr.Init] Native Mirroring Service is e
nabled.\n","[2021-09-27 05:08:18.30][IN

C:\Users\user\AppDatal\Local\Google\Chrome\User Data\Default\Local Storagel\leveldb\LOG

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

332

5.185121761999004

false
6:mYsMLv4q2PWXp+N23iKKdK8a2jMGIFUtpXsMLcIJZmwPXsMLIH/DkwOWXp+N23iKi:n7v4va5Kk8EFUtpX7cJ/PX7IfD5f5Kkw
8EC10FOCA87CB6ABE2E1A71C68ABEEAA

2B98CC456C66AD768022DE40371A008ED5D7249F
7F43B5C78259C9DEBC5BAE1314FCD425E2E1960D5B61B4D8982A6124B60AD330

784EC81EC6642EEEBF0274070D2497528557887B5A4078ECE793C3FD42B59D005D9CFEF0182D7B15EFEB645F4FCB611F937EO0EC31DB007EAC88028AA95B2DE!
C
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storagel\leveldb\LOG

Malicious:
Reputation:

Preview:

false

low

2021/09/27-05:08:09.498 1b20 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2021/0
9/27-05:08:09.499 1b20 Recovering log #3.2021/09/27-05:08:09.501 1b20 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\
leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Local Storagel\leveldb\LOG.oldea (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

332

5.185121761999004

false
6:mYsMLv4g2PWXp+N23iKKdK8a2jMGIFUtpXsMLcIJZmwPXsMLIH/DkwOWXp+N23iKi:n7v4va5Kk8EFUtpX7cJ/PX71fD5f5Kkw
8EC10FOCA87CB6ABE2E1A71C68ABEEAA

2B98CC456C66AD768022DE40371A008ED5D7249F
7F43B5C78259C9DEBC5BAE1314FCD425E2E1960D5B61B4D8982A6124B60AD330

784EC81EC6642EEEBF0274070D2497528557887B5A4078ECE793C3FD42B59D005D9CFEF0182D7B15EFEB645F4FCB611F937EOEC31DB007EAC88028AA95B2DE!
C

false

low

2021/09/27-05:08:09.498 1b20 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2021/0
9/27-05:08:09.499 1b20 Recovering log #3.2021/09/27-05:08:09.501 1b20 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\
leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Network Action Predictor

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

147456

1.4165928256139961

false
768:HS1yctGecEnmHIeFnTJcgYROFNTJc16ROFNTPIuaRcB3:HS1ftDEnmHIehTKg80hTK1SOhTwuyQ
2536301E8813B460E8F2684AC2307875

53B3C52FC59B8CB08A45A33FEAABAS83BC1CF5A8
F15C9D15D9396BESBCF7C61D4BOEFB1B6648AEB77CFE71E7EA4144C946B5B6CF
C9EC57A5A5579382446D610C84EA7D4A7F2ED18CD26958FC59E50585274179204102CBA146967DC6A228F9ADFCACFEBB904B4C317A1236B11C4F4D454D3D88!
false

low

SQLite format 3.

C:\Users\user\AppData\Local\Google\Chrome\User Data\DefaultiNetwork Action Predictor-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

154032

1.3203409074345245

false
768:xw8vcthDimdecgeFnTIcfmROFNTICGVUROFNTPTv:xw8EfhDim+gehTKf20hTKGvOOhTrv
28EA4A235B6799FD2C253B2087A5F906
B6D63C82ABFE081E338E913B4A563DB221EE4A7AE
63241E88C3CD9B4B6D31D1E4257A18973A57F8C68C6C593169E66015D6D8BD6E
9FB8DFOAF05D82AB20C54381008DC49766EAG6BF03494AD536ECF8382D0E6B04B8A2AC17478E767B49EC361657CA98FAOD8D3487F5F067AF6A9006B17F6526B2!

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\DefaultiNetwork Persistent Statea (copy)

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\iNetwork Persistent Statea (copy)

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

ASCII text, with very long lines, with no line terminators

dropped

3930

4.908530147628736

false
96:JTOXGDHzzB8IZlaGgh65TwGPkpKV/roGIFtGGpV/H:JTOXGDHzzB8IZlazb65TwakpO/cgtGiZ
7571A2F70768251878B86190A59D719F

8394D00E6DACFC4C0C2C75673DD3199803A33CD5
E7C3FBC09A324BDA69F5AFBAE40BASFAE15147D140BF5505D3F34397A2F1737E
A9F4FCAB343C97188398B39AFCI1354551E0D57957EF1557B4C029FA341FE8275A7FBB5D77487E1E82BA75589888584DA75A3F0ADD77E36DB58DCB0O83AEC506!
false

low

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation™[],"server":"https://ssl.gstatic.com","supports_s
pdy":true},{"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server
""https://ogs.google.com","supports_spdy":true},{"isolation™:[],"server":"https://dns.google","supports_spdy":true} {"alternative_service":[{"advertised_versions":[50],"
expiration":"13279810091712367","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://accounts.google.com","supports_spdy":true},{"alternative_service":[{"a
dvertised_versions":[50],"expiration":"13279810091716938","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://redirector.gvtl.com"},{"alternative_service":

[{"advertised_versions":[50],"expiration":"13279810091827320","port":443,"protocol_str*:"quic"},{"advertised_versions":[50],"expi

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Network Persistent Stated (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4219

4.871684703914691

false
48:YXsJjMH+5s57YMHBKsvxMHVzspxMHbsIHt/soBDysKgnsllzMHpDCLsSWIMHLsSNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH
EDC4A4E22003A711AEF67FAED28DB603

977E551B9ED5F60D018C030BOB4AA2E33B954556
DD2C9F43F622F801FCC213CDESE3E9OEF1DOD26665AE675449A94CEC7EB1D453
84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4DFB01777D6A5F141623278C1BF74615C5A491092CE3FD160:
false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474" "port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true} {"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port™:443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":31656},"servel ttps://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str*:"quic"},{"advertised_versions":[],"expiration":"1324854350
1454994" "port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com”,"supports_spdy":true},

Static File Info

No static file info

Network Behavior

No network behavior found

Code Manipulations

Statistics

Behavior
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@ Click to jump to process

System Behavior

Analysis Process: chrome.exe PID: 6832 Parent PID: 580

General

Start time: 05:08:08

Start date: 27/09/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automat

ion ‘https://2c7.ir/AsvAE'

Imagebase: 0x7ff68b0a0000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low
File Activities Show Windows behavior
Registry Activities Show Windows behavior

Key Value Modified

Analysis Process: chrome.exe PID: 7036 Parent PID: 6832

General

Start time: 05:08:09

Start date: 27/09/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1560,16086817351805558034,1650
0979573986469014,131072 --lang=en-US --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1684 /prefetch:8

Imagebase: 0x7ff68b0a0000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Activities Show Windows behavior

Analysis Process: chrome.exe PID: 5580 Parent PID: 6832

General

Start time: 05:08:13
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Start date: 27/09/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe
Wow64 process (32bit): false
Commandline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=

audio.mojom.AudioService --field-trial-handle=1560,16086817351805558034,16500979
573986469014,131072 --lang=en-US --service-sandbox-type=audio --enable-audio-service-
sandbox --mojo-platform-channel-handle=3108 /prefetch:8

Imagebase: 0x7ff68b0a0000

File size: 2150896 bytes

MDS5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: low

Disassembly

Copyright Joe Security LLC Joe Sandbox Cloud Basic 33.0.0 White Diamond
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