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Windows Analysis Report http://7.0bay.xn--kt-yka.comlq...

Overview

General Information Detection Signatures Classification

Sample URL: 7.0bay.xn--kt-yka.com/qoa
axzd1 #tj_base64_encode MALICIOUS
aHROcHM6Ly9jdXJseS1zc
HVyaW...6Ly9jdXJseS1zc
HVyaw9lcyliYWcuZ2xpd
GNoLm1ILzc4NzY1LmhOb
Ww=?em=asdf@asdf.com

Misleading page title found
Yara detected HtmIPhish10
Antivirus detection for URL or domain
URL centains potential Pl (phishing:..

. No/HinML title found
Analysis ID: 491507

Infos: ‘f e Q &

Most interesting Screenshot: Invalid T&C link found

HiVIL boedy: contains low/number: ofi ...

'":'T e Unusuallarge' HTML page

HTMLPhish
Score: 64
Range: 0-100
Whitelisted: false
Confidence: 100%

Process Tree

= System is wl0x64
. G chrome.exe (PID: 1748 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automation ‘http://7.0bay.xn--kt-yka.com/qoaaxzd1%20#tj_b
ase64_encode%20aHROcHM6LY9jdXJseS1zcHVyaW9lcyliYWcuZ2xpdGNoLm1lLzc4NzY 1LmhObWw=?em=asdf@asdf.com%22' MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 5152 cmdline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=
1556,9111895517802887500,2631424011123662805,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1712
Iprefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

@ Click to jump to signature section
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AV Detection:

Antivirus detection for URL or domain

Phishing:

Misleading page title found

Yara detected HtmIPhish10

Mitre Att&ck Matrix

Initial Privilege  Defense Credential Lateral
Access Execution Persistence Escalation Evasion Access Discovery  Movement Collection
Valid Windows Path Process Masquerading [0S} System Remote Data from
Accounts Management  Interception Injection Credential Service Services Local
Instrumentation Dumping  Discovery System
Default  Scheduled Boot or Boot or Process LSASS Application  Remote Data from
Accounts Task/Job Logon Logon Injection Memory  Window Desktop Removable
Initialization  Initialization Discovery Protocol Media
Scripts Scripts
Domain At (Linux) Logon Script Logon Obfuscated Files Security ~ Query SMB/Windows Data from
Accounts (Windows)  Script or Information Account  Registry Admin Shares Network
(Windows) Manager Shared
Drive
Local At (Windows)  Logon Script Logon Binary Padding NTDS System Distributed Input
Accounts (Mac) Script Network Component  Capture
(Mac) Configuration Object Model
Discovery

Behavior Graph
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Behavior Graph

Legend

ID: 491507

URL: http://7.0bay.xn--kt-yka.co... SUSPICIOUS D Process

Startdate: 27/09/2021 CLEAN D Signature

Architecture:  WINDOWS

UNKNOTN' i

Score: I I:I Created File
Il onsie info
ia's Dropped

L] .

Zas Number of created Registry Values
LLL}

Number of created Files

chrome.exe :..

Y

Visual Basic

WEUAL

. .

111 Delphi

.
14§ 387 —
- &

&, Java

—

/W Net C#or VB.NET
192.168.2.1 239.255.255.250 G C, C++ or other language
unknown unknown dropped dropped
unknown Reserved @ Is malicious

Internet
C:\Users\user\...\the-real-index. (copy), COM C:\Users\user\AppData\Local\...\temp-index, COM\
chrome.exe .'..'

googlehosted.l.googleusercontent.com CA

accounts.google.com @

172.217.168.13, 443, 49734 10 other IPs or domains
GOOGLEUS

United States EZ

172.217.168.1, 443, 49747
GOOGLEUS
United States E=

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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@ Microsoft | Login X +

c @ curly-spurious-bag.glitch.me/78765.html#asdf@asdf.com

Chrome is being controlled by automated test software.

# | Microsoft

& asdf@asdf.com
Enter Password

Enter pa to verify you

you continue

Ent:

B Forget password?

P Sign in options

Waiting for use.fontawesome.com... Privacy statement  ©2021 Microsoft

: 46 PM
O Type here to search i £ A (mm]

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

http://7.0bay.xn--kt- 0% Avira URL Cloud safe
yka.com/qoaaxzd1%20#tj_base64_encode%20aHROcHM6Ly9jdXJseS1zcHVyaW9lcyliYWcuZ2xpdGN
oLm1ILzc4NzY1LmhObWw=?em=asdf@asdf.com%22

Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches

Domains

No Antivirus matches

URLs
Source Detection Scanner Label Link
hitp://https://curly-spurious-bag.glitch.me/78765.html#asdf@asdf.com 100% SlashNext Fake Login Page

type: Phishing &
Social Engineering
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Source
http://7.0bay.xn--kt-yka.com
http://https://dns.google
http://https://iwww.google.com;

http://7.0bay.xn--kt-yka.com/qoaaxzd1%20
http://7.0bay.xn--kt-yka.com/qoaaxzd1%20

http://https://csp.withgoogle.com/csp/report-to/hosted-libraries-pushers

Domains and IPs

Contacted Domains

Name

gstaticadssl.l.google.com
accounts.google.com
7.0bay.xn--kt-yka.com
clients.l.google.com
curly-spurious-bag.glitch.me
googlehosted.l.googleusercontent.com
clients2.googleusercontent.com
use.fontawesome.com
clients2.google.com

code.jquery.com

Contacted URLs

Name

P
172.217.168.67
172.217.168.13
185.162.146.248
172.217.168.46
50.19.254.224
172.217.168.1
unknown
unknown
unknown

unknown

http://https://clients2.google.com/service/update2/crx?
os=win&arch=x64&0s_arch=x86_64&nacl_arch=x86-

64&prod=chromecrx&prodchannel=&prodversion=85.0.4183.121&lang=en-

Active
true

true

true

true

true

true
unknown
unknown
unknown

unknown

Malicious

false

US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%2

6installedby%3Dother%26uc%26ping%3Dr%253D-

1%2526e%253D1&x=id%3Dpkedcjkdefgpdelpbcmbmeomcjbeemfm%26v%3D0.0.0.0%26inst
alledby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

http://https://accounts.google.com/ListAccounts?
gpsia=1&source=ChromiumBrowser&json=standard

http://https://curly-spurious-bag.glitch.me/78765.html#asdf@asdf.com

http://https://curly-spurious-bag.glitch.me/favicon.ico
http://https://curly-spurious-bag.glitch.me/78765.html

http:if

false

false

false
false

false

https://clients2.googleusercontent.com/crx/blobs/Acy1kObLIjHsvnKaKN_oRpVaYYvFs25d7GK
YF1WXrT6yizCMksBOOc_ggEOB6tx6HPRHe6q1GOEe3_NclbSiGG8kXeLMUYO0sAKVVC6R89
zvKM13s5VqoAMZSmuUgjQL5vlygJuArQghXXE_qTL7NIQ/extension_8520_615_0_5.crx

http:// 7.0bay.xn--kt-yka.com/qoaaxzd1%20

URLs from Memory and Binaries

Contacted IPs

Public

P Domain

50.19.254.224

172.217.168.1

172.217.168.46
172.217.168.13
172.217.168.67
239.255.255.250
185.162.146.248

Private

curly-spurious-
bag.glitch.me

Country
United States

googlehosted.l.googleuser United States

content.com

clients.l.google.com

accounts.google.com

gstaticadssl.l.google.com

unknown

7.0bay.xn--kt-yka.com
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United States
United States
United States
Reserved

Turkey

false

Flag

Detection
0%
0%
0%
1%
0%
0%

Malicious
false
false
false
false
false
false
false
false
false

false

Scanner

Avira URL Cloud
URL Reputation
Avira URL Cloud
Virustotal

Avira URL Cloud
URL Reputation

Antivirus Detection

Antivirus Detection

Label
safe
safe

safe

safe

safe

e SlashNext: Fake Login Page type: Phishing &

Social Engineering

e 1%, Virustotal, Browse
e Avira URL Cloud: safe

ASN
14618

15169

15169
15169
15169
unknown

60721

ASN Name
AMAZON-AESUS

GOOGLEUS

GOOGLEUS
GOOGLEUS
GOOGLEUS
unknown

BURSABILTR

Link

Browse

Reputation
high

high
unknown
high

high

high

high

high

high

high

Reputation

high

high
high
high

high
high

unknown

Malicious

false

false

false
false
false
false

false
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https://www.virustotal.com/gui/url/af2ec47babd9d2487fad6cb9a9173426529565852ba1cc1ff9266270b6b62556/detection/u-af2ec47babd9d2487fad6cb9a9173426529565852ba1cc1ff9266270b6b62556-1632753125
https://www.virustotal.com/gui/url/af2ec47babd9d2487fad6cb9a9173426529565852ba1cc1ff9266270b6b62556/detection/u-af2ec47babd9d2487fad6cb9a9173426529565852ba1cc1ff9266270b6b62556-1632753125

P
192.168.2.1
192.168.2.255
127.0.0.1

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Cookbook file name:

Sample URL:

Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

33.0.0 White Diamond
491507

27.09.2021

16:45:01

CloudBasic

Oh 3m 58s

false

light

browseurl.jbs

http://7.0bay.xn--kt-yka.com/qoaaxzd1l #tj_base64_encode aHROCHM6Ly9jdXJseS1zcHVyaW91lcy1liYWcuZ2xpdGNoLm1iLzc4NzY1Lmh

ObWw=?em=asdf@asdf.com"

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211

13

o O o o

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

°
.
.
.

default
Timeout
MAL

mal64.phis.win@29/197@7/10

e Adjust boot time
e Enable AMSI

Show All

Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

Copyright Joe Security LLC 2021
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No context

JA3 Fingerprints

No context

Dropped Files

No context

Created |/ dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

451603

5.009711072558331

false

12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzvRKhGvwJ]
A78AD14E77147E7DE3647E61964C0335
CECC3DD41F4CEA0192B24300C71E1911BD4FCE45
0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0OESI3FA

DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7ESBE10648EA8321
01

false

low

BDic.... ....6..."..Z..4g....6.2...{/...3...5.... AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |. AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\047d51f7-cd65-4840-9842-f41973e0a351.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

92724

3.746717209221836

false

768:FFBiVrFvOSZpT3ave7Vz8QiObCchDUHZ2U8KtwXcgViV:Bi7se7Nryj
C397BDB47C8F2BE41AB5A3B41D623950
217C0680B85736ACCE12422010B167247BA99336
FAE30A6F9DBC190673F93F8565185FEC86E9753AF8F70E88AEOCF7175A9615C4
5007C5404F1EDBFF2F8557F5269E725C3DA356E9C891D3BCF3FCAE076A6AB23335D10D78E4730088F4B61BAD33B2A0A4E603368878006E0E92BDB3001E3D3AC

false

low

(0] AT *..C.\P.R.O.G.RA~1\MIC.R.O.S.~1\0.ffic.el1.6\G.R.O.0.VEEX..D.LL.P..[)..%.p.ro.gramfiles.%.\m..c.r.o.s.0ft .o.fficeloffice
.1.6\....gro.ov.eex.dll..Micros.o.ft .Office. .2.0.1.6..*.M.icr.o.s.o.ft .O.neD.rive. for. B.us.ines.s. Extens.ions...16..0..4711..10

.0.0. .C.\P.R.O.G.RA~1\M.I.CR.O.S.~1\0ffic.el6\G.RO.O.V.EEX..D.L.L...Micro.s.o.ft .Corp.oratio.n..F8.D..C.:\P.ro.gram. .F.iles\C.o

.m.m.o.n. .F.iles\M..c.ros.0ft .Shared\OFFICE.1l6\ms.0shext.dlL.@...U/..%.comm.o.np.ro.gramfiles.%.\m.icro.s.oft share.d\o.f
fic.e.l6. .m.s.o.s.h.ext..dll..Micro.s.o.ft Offic.e.)..Micros.oft .Office..Shell Extens.io.n. Handlers....16..0..4.26.6..1.00.1...D..C
2\P.ro.gram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

120

3.3041625260016576

false

3:FkXYDu6cR9ITXYDu6cRIITXYDUBCRIN:+YB66CRATXYBE6CRATXYE6CRI

Copyright Joe Security LLC 2021 Page 9 of 117



C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

MDS5: 569FA64ACAA310B1DE1A6250CC7356B0
SHA1L: 14251450C245F8612958BF94779E8B72AE6D6213
SHA-256: AEE20ADEBF2D35EBBA39BE2DC391B0OE5966EFCB4AFDC971BB3A18115C929F563
SHA-512: 850914A053EF541046B29260266C17FEFF2466A87784394F9AB3B565D2EALE656F61F02BDB78FIF9676E90365F837F3709BCC0856B3B844256848F477250E0C7
Malicious: false
Reputation: low
Preview:
SAPC...ovciiin 8..7E."..N_.sdPC.....ccccovrrvrrrnne 8..7E.".N_.sdPC.....c.ccceovrrrn 8..7E.".N_.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\08979149-1696-41c5-902a-d086b8954e08.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3iLiL

MDS5: 5058F1AF8388633F609CADB75A75DC9D

SHA1L: 3A52CE780950D4D969792A2559CD519D7EE8CT727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCI9EBC2A07E61F007BAF58FBFI4FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F2¢
F21

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\0a0a17d5-2fe5-43d9-91cd-bb88ff9095al.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: modified

Size (bytes): 22596

Entropy (8bit):  5.536033600108964

Encrypted: false

SSDEEP: 384:wjztpLIFKXH1kXqKf/ipUZNCgVLH2HfDirUzHG7nTwuG4f:2LIGH1kXgKf/[pUZNCgVLH2Hf+rUTG7nX

MD5: 0BFOOBD263E0161F057D55BE04ADC355

SHA1L: DE73AA03A2D9B8FD1ED97187F95B6D41684110C5

SHA-256: B52433242F48E430B0D997292E8DCF01AFCC88BB88EY4D6F631F3057EE9BS6F2

SHA-512: E31822B2E259AE00619ED2CBAABF58E957A4B2E4C32B087D49F25DF8E3D7866C201A6C9509F622430C96DFOCOADO24EFFCAA2E11BDEBF5B2038769905CFBSE
A

Malicious: false

Reputation: low

Preview:

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13277259959317739","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description”:"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKXxPITfuoy7AWoObysitBPVH5fE1INaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\1da41e48-950e-4566-8082-7a9e92de76e5.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 22594

Entropy (8bit):  5.536017568431325

Encrypted: false

SSDEEP: 384:wjzt8LIFKXH1kXgKf/pUZNCgVLH2HfDiIrUzHGYNnT52G44:NLIGH1kXgKf/pUZNCgVLH2Hf+rUTGYn/

MD5: 220A43B74EEFD4812990E25B89070436

SHAL: 507FC541B8C27C80E9483F333C1FCDB2B173D1B0

SHA-256: 6383A5968B41DB58F8DAF487B42DEC3B2DC7A7F56DEE882C5A63ACFE86695D64

SHA-512: B2C1E57C942855D0EE370C4D333CB0B0057E6EE2FA49DCF32F96467FF874724FE313020C29E939D3E44AE1A97055BEAGAE4572D3635F47BDB5ABECOBES8189¢
E

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\1da41e48-950e-4566-8082-7a9e92de76e5.tmp

Preview:

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13277259959317739","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\37125873-8a30-499e-bcc5-cf987010094c.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2693

4.871599185186076

false
48:YXs2MHRzsoMHT5s0MHyKsTMHksrDys4Csb7synWsQItFsym6zs6zMHWLsZMH5YhV:+GDGTHGmMGHDW1/nOlbmOGIGGhVD
829D5654ADF098AD43036E24C47F2A94

506C8BA397509BA0357787950C538C1879047DF3
4D0B852D18FCA5C1A712904CF6DB3811FBI0SE86D8A7508A2D42F9C8D68E2211

D9B18E6BOAD1ESE4BECFIE84BBE30D64730CFEC2CBEAF96D5DF52E28B907B03EADF22F020FBEOAS56D137A52F4F09798031BC6CA026CFABA979A608B3445DB
CAA

false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600883925","port":443,"protocol_str*:"quic"}],"isolation":
[,"network_stats":{"srtt":40156},"server":"https://www.googleapis.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324854
2628822803","port":443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":30856},"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{
"advertised_versions":[],"expiration":"13248542600893104","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":25300},"server":"https://clients2.goog

leusercontent.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600872791","port":443,"protocol_str":"quic"}],"isolation":
[,"network_stats":{"srtt":34789},"server":"https://clients2.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"exp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\7cddc993-9¢32-486a-8a94-bb176a2130c0.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5881

5.205303901385518

false
96:n0ONrLIN9zFZSKISIkOJCHpBRWL8/pdk5S11zbOTQVuwn:ncrT9BZSsC4HjYoLko3
3756E6936866C3EBSE3FE9EEAEQ743B1
BA59B206F391DF021977B6364E5321A7669FE7B4
138A2E7B9723FCO9E400E44A52A7F4934F020DC788204908398512B63CB58395
693446C45122E07C6A4183EBDFBD90DBID22A2C43CB971846F8DFDE313F7BB6F35564B8B6E73742353BD8199B04886BE3D683C601FB3647343BA481C6E3AGEY
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13277259959586886","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_pl
acement”:{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
untryid_at_install":21843,"data_reduction":{"daily_original_length*:[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","
,"o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","1538886","daily_received_length™:["0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

336

5.204035848326789

false
6:mYAB3402P923iIKKAKIRXXTZIFUtpXAOVNIZmwPXA2sv3DkwO923iIKKAKIRXX5LJ:nAiv45KKk7XT2FUtpXA4/PXA28z5L5KKT
B61D9A99E818AB24DB98557C1911D9AD

DO033A559677A87B77F572B84504AD9B2D409ACIF
38C9CAB6793949AA07124963E952FAESE09204B1D97248600A11C5A7BC31E104
EAGECF035D8966E7445CE3817F38831145EF5D925FC149448C09375A66B002E5F7B22690EBFAE972AE66CC5EC3AA722517DAA035751E11DC256B2DF1BF43B8C
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Preview:
2021/09/27-16:46:06.080 1980 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
09/27-16:46:06.126 1980 Recovering log #3.2021/09/27-16:46:06.127 1980 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 336

Entropy (8bit):  5.204035848326789

Encrypted: false

SSDEEP: 6:mYAB34q2P923iKKAKIRXXTZIFUtpXAOVNIZmwPXA2sv3DkwO923iIKKdKIRXX5LJI:nAivA5KK7XT2FUtpXA4/PXA28z5L5KKT

MDS5: B61D9A99E818AB24DB98557C1911D9AD

SHAL: D033A559677A87B77F572B84504AD9B2D409ACIOF

SHA-256: 38C9CAB6793949AA07124963E952FAEBE09204B1D97248600A11C5A7BC31E104

SHA-512: EA6ECF035D8966E7445CE3817F38831145EF5D925FC149448C09375A66B002E5F7B22690EBF4E972AE66CC5EC3AA722517DAA035751E11DC256B2DF1BF43B8C
Malicious: false

Reputation: low

Preview:

2021/09/27-16:46:06.080 1980 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
09/27-16:46:06.126 1980 Recovering log #3.2021/09/27-16:46:06.127 1980 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 320

Entropy (8bit):  5.259018189771643

Encrypted: false

SSDEEP: 6:mYAbv4q2P923iKKdKyDZIFUtpXAwFvIZmwPXAjNDkwO923iKKdKyJLJ:nAbAv45Kk02FUtpXAwFh/PXAjF5L5Kky

MD5: 56089DCA08C0970BB63FB0380DD203C7

SHAL: 92890352C8D20F4A7FDES7E3A55380B8E9B84173

SHA-256: 6CDAAG7667F1B68E2EEDO3FD220C45B73C3AF5A921DE7709740C172B391A076D

SHA-512: 8C4F837F86903DECCFFB4B7A4694ED3732EECEO3B18C684A63DACC6515167D902E8E9FCCFODDA40F1AB1468F75B62F0E9B1180BFGE971D429232BC37F9BB707
C

Malicious: false

Reputation: low

Preview:

2021/09/27-16:46:05.144 1980 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/09/27-16
:46:05.383 1980 Recovering log #3.2021/09/27-16:46:05.384 1980 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.1og .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 320

Entropy (8bit):  5.259018189771643

Encrypted: false

SSDEEP: 6:mYAbv4q2P923iIKKdKyDZIFUtpXAwFvIZmwPXAjNDkwO923iKKdKyJLJ:nAbAv45Kk02FUtpXAwFh/PXAJF5L5Kky

MD5: 56089DCA08C0970BB63FB0380DD203C7

SHAL: 92890352C8D20F4A7FDE5S7E3A55380B8E9B84173

SHA-256: 6CDAAG7667F1B68E2EEDO3FD220C45B73C3AF5A921DE7709740C172B391A076D

SHA-512: 8C4F837F86903DECCFFB4B7A4694ED3732EECE03B18C684A63DACC6515167D902E8E9FCCFODD40F1AB1468F75B62F0E9B1180BF6E971D429232BC37F9BB707
C

Malicious: false

Reputation: low

Preview:

2021/09/27-16:46:05.144 1980 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/09/27-16
:146:05.383 1980 Recovering log #3.2021/09/27-16:46:05.384 1980 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2fa88432ef4cOaad 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2fa88432ef4c0aad 0

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

94192

5.769918788237091

false

1536:fdf8Vnzajdk2jo7zgEjSakzQHVas77dWHxSOOJjjrUR5CI9G1gvSPQ:KVzXLY4klas38RSO8jjwtlgT

992205DA1539FED13378E298A27BFDC2

B350E2DDC35F300B2C1440313E6D58FC05313FA0

F67A76CIEE97953EAFF393A7A27A47D9977AB0B20157D39A982199DA890CIDCY
602195CBB7025624C4349CD3BEF978C717988E29D82537D23CE44AF14A53B1E9A8C7D02975F54BAC35C700BB3D4038230827CF0B82CC97C45245C089C5F30EE
false

low

or.m.....@...K.4....6369FB3D765E359F433D03B8D620449BECE9CABA044C91771050EA41432BCCOC.............. "INLLO O RO

" .a
2. &..& L& .&(S...1. .C....q.l
..... Qbr.<.....0....Qb&.......p.....Qb...}....q.....Qb.}.6..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\75f8ab0e96947cb4_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

371

5.91576275870381

false
6:mUPznYSHT8NWQAIKPUQyaWC/Magm3RV1L67h32K6tL8+MtAUIVR5+Zy3V1L67h:pP5z8NWQCUUG0anRV1L67ehRMGU9EZQS
8E72548D88E251D9DE164D1C1B54842C

DCB4FCB8599EFOFF6ADFBCF5DED8988EE3E21A18
0B12E67C62C3B6FCECFDOCC1F51296E43483C2DAD5030342CA7C11F14715A3E4

53F587944BA953D292B136FEBAOOC3F211C97B725C9CE15BD5E5D8A23917C62AA23E442FCCBEFE46EOCBC11DDB50ECF10F12BD4AAC46933872C898F8C157C!
c9

false

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\ae5bf625620e9a8c_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

214

5.515657527031105

false

6:mYx/IXYeSSO0kWC/MgOeHg0lgJeHhXy2Kb4QDK6t:hIBLx0gOOIJkBy2KbX
68FC0362BD81B4EF673170F080C60D01
3DF33BED99D3235D94B51D557FE00CI9BCAABG1AF
6A6E212C7C73FFF0388AE245064BB1857D47ED2173848901C27146C899172481

C128D2D2131CB8BB1E6DE0921732B041EF6ABE3E677B6A74EDDA410FC5302456D9888FCB13EB866ABA46451409F86229B7D2D9FC3EB2BD1FBE7A4A737EFAD!
D7

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e9b928f948462f0f 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

218

5.526112740736122

false
3:m+ISmlyv8RzYP2FycyG8ZFvDWX7WdIICropQe9OKYIHCQXxGMG6tKFNK+yP5mxIJ:m2yEYeMCWC/M6iOugNMIMNfyP41K6t
9A41FCF01A51C89EA3A4F10E65854AEA

98359C2BBC7808AE63B29CCBEO9CO07E9D2FFBD44
BESBEDFEDA16EFDC80C90669D4923889E2F677F5F5953F011C9014755FDF378D
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cachejs\e9b928f948462f0f 0

SHA-512:

Malicious:
Reputation:

Preview:

2F8E91B4EF20EBA2BC707694074CE7A8E3C380642EF3D9FBOF28DFF415948E36E7EC45FBBDCC1FC2E166BD26A137E80FB15EFS55E8EDA1D2B53821490D215C¢
CB

false

\W.|aw.A..EO0.......cevvenne A..Eo...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\index-dir\temp-index

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

COM executable for DOS

dropped

192

4.573313100664231

false
3:CQFjelvdl4MoepNRwsejfMIUH510Y7U4KL/IIIhuBQ6gKgILiO+n:CQ4RBoeLSRkixcrgBQ6Yc
9B93C68C961630F7AFB7B6B2F43421C4
225AEFEB9ASA9F837F172F6B18C10A70103A8F92
AB7D4501F56A2245AB16EA72A29CF617E73B7C509DDBFIA9775642363A95B12A
5040DD86075ED5B2280B99AA4531745B9481D9238CF20175FC193399EA02BE3B5D6ED34B58B93F59C1B2BOFDE415A40FFC1FBC799CEDAD315D46F9688420C57
false

low

sd._oyretne.....oiiie L2./@...4.q......... b%.[.@.... 4 .......... IFH.(.@....H.......... | U@..... .. 1.3..5. ~LNp....5od 8.+

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\index-dir\the-real-index. (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

COM executable for DOS

dropped

192

4.573313100664231

false
3:CQFjelvdl4MoepNRwsejfMIUH5I0Y7U4KL/IIIhuBQ6gKgILiO+n:CQ4RBoel SRKixcrqBQ6Yc
9B93C68C961630F7AFB7B6B2F43421C4
225AEFEB9ASA9F837F172F6B18C10A70103A8F92
A67D4501F56A2245AB16EA72A29CF617E73B7C509DDBF9A9775642363A95B12A
5040DD86075ED5B2280B99AA4531745B9481D9238CF20175FC193399EA02BE3BSD6ED34B58B93F59C1B2BOFDE415A40FFC1FBC799CEDAD315D46F9688420C57
false

low

...l.._oy retne.... nl2./@.. 4 g D% @ JFHL(L@.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

12288

0.6863571317626186

false
12:TLyen4ufFdbXGwcFOaOndOtJRbGMNmt2SH/+eVpUHFxOUwae6:TLyqJLbXaFpEOSbNmMISHn06Uwd
1COEAEEEG6463CAE33B7A7CDIDIDFADAS

FBC6A28A1501E40154FDCOA9DOC2F34A5F88AAGS
EDSAE7C5E6885874A39F4E86258F552670352A18D29BE1FF4D372A2F4CDO6C8A

355D19828609971998B09B36E7C7D304B7FB88C7A726670BEBF5CF2E2710F8E71BOFODEF6FES712B484C1EB122AEEEFDECF31D13E02C4539C399DFB86ECT761¢
F

false

low

SQLite format 3.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies-journal

Process:
File Type:
Category:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies-journal

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

12836

0.9689837363860119

false

24:AlL4rtEy8HgLbJLbXaFpEO5bNmISHN06UwW+t8:Al+yq5LLOpEO5J/Kn7UVt8
265ADF06A1C3CCF95B4C75BF68A57F97
B5DD7C833334ABC50DF6D6EF6C20BF35BIE755D5
47DD1A1050DA323C78EA168DBAE6811024B7F2FBF93A97B698C12245B8F6E82F

4E16EA72FC40055674DFDBA8F1C4C5793A290ADESD3ABCOB57483F8C981952C52216D62F08F39390B2BA6FFB94B4BC6A1314BC4C7F4B2D7520066CAD6B712D
9

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Current Session

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

2175

3.226347465180537

false
24:34S7IrlCJcOKT508qvFS47I00Ej/Rn508rIFA7IO0EjqpLOM3RFSILIL:34Uxec0k68Z47TOETUB7TOEG1IFWRL
038207099CB8B39A034BCB3B1C5E2AA7

E397FBOB3DCOC1E91A76B8FABEESD3C0O7C131B2F
05CE63354A9C8229CD3BF14A97572A793176E553FABD0A446683E22AF5F2E106
E52DFB356AD5A793B3F20F22D6894B82882ABD52FB93172799806D0BF80B1422DEEC5C86B08AC2D9694C4D3B0B7A39273BC7105D568B7FFC270306A7C36CALT

false

low

................... Dirveeeeeereeeeeensiennsesseessessenessi sy $...9513d058_76C0_4758_ah45_fehbIBAOSN03.............cverves boveoreeoeeeeeeeeeseeee e
.&..{2F4F8386-A58B-4B0C-A17B-2FAAF764E551} https://curly-spurious-bag.glitch.me/78765.html#asdf@asd
F.COMLciiic h..... R h.ttp.s..//curly.-s.p.u.rio.u.s.-.b.ag.
.g.litch..m.e/7.8.7.6.5..h.tm.l.#.as.df@.as.d.f..com. B H T Ot < SO PUOP U U PSP PPPPPPPPPS $...
....http://7.0bay.xn--kt-yka.com....... @.cvvvi Seet e

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Current Tabs

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

8

1.8112781244591325

false

3:3Dtn:3h

0686D6159557E1162D04C44240103333
053E9DB58E20A67D1E158E407094359BF61D0639
3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB
884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8ADICD10741A5604B7A0F979465C4171AD9C14ED56359A4508B4DES8E794550599AAA261120976C
false

low

SNSS....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

164

4.391736045892206

false

3:FQxIXayz/t2HmwgOEOZL7A04uhFKEURLKYCS5Ei5+Gg:qT5z/t2qoEwhXeLKB
0A906A9A542CDFO8FF50DAAF1D1ES96E
B97D6274196F40874A368C265799F5FA78C52893
EB9CABBF5FDA1AD535300B0110EAA4068A083248BA928A631C9278545935426D

8795E905B711ADE6B1C4B402D50AF491B64D157AA738669482DDBFC30E857DF970BFFB774A925F3F4A0802BD27AFAF939CE140894FF09B67FBOCOBBS3ED4491
A
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

Malicious: false
Reputation: low
Preview:
f5.... ....Sgdaefkejpgkiemlaofpalmlakkmbjdnl.declarative_rules.declarativeContent.onPageChanged.[]..F...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 322

Entropy (8bit):  5.236145158517634

Encrypted: false

SSDEEP: 6:mYT5Eq2P923iKKdK8aPrqIFUtpXTQZZmwPXTGskwO923iKKdK8amLJ:nuv45KKL3FUtpXsZ/PXis5L5KkQJ

MDS5: F22520916C976167A12D3EB71E4C29AD

SHA1L: D1CAA46D543BABA20256566CE48CE3C02D5BECFF

SHA-256: F5B5FE85E15D7C6516010829B36A14FD17F5DEC3023EBEAE9DDSE6AGAEF68363D

SHA-512: 79D0226C48423E2651DF4E9C957270447A0360792F16563CF9B17685EDFBAES2784C38CFEA6AIB3203A8B1992E1F12C48F5D1B3DECOAF89FC5DES267577DE30!
Malicious: false

Reputation: low

Preview:

2021/09/27-16:45:59.580 1750 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/09/27-1
6:45:59.581 1750 Recovering log #3.2021/09/27-16:45:59.582 1750 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
Rules/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 322

Entropy (8bit):  5.236145158517634

Encrypted: false

SSDEEP: 6:mYT5Eq2P923iKKdK8aPrglFUtpXTQZZmwPXTGskwO923iKKdK8amLJ:nuv45KKkL3FUtpXsZ/PXis5L5KkQJ
MD5: F22520916C976167A12D3EB71E4C29AD

SHA1L: D1CAA46D543BABA20256566CE48CE3C02D5BECFF

SHA-256: F5B5FE85E15D7C6516010829B36A14FD17F5DEC3023EBEAE9DDSGAGAEFG8363D

SHA-512: 79D0226C48423E2651DF4E9C957270447A0360792F16563CF9B17685EDFBAES2784C38CFEAGA9B3203A8B1992E1F12C48F5D1B3DECOAF89FC5DES267577DE30!L
Malicious: false

Reputation: low

Preview:

2021/09/27-16:45:59.580 1750 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/09/27-1
6:45:59.581 1750 Recovering log #3.2021/09/27-16:45:59.582 1750 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
Rules/000003.log .

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Extension State\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 570

Entropy (8bit):  1.8784775129881184

Encrypted: false

SSDEEP: 6:qTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCTCT.qWWWWWWWWWWWWWWWWWWWWWWWWWWWWW

MD5: D4BAOAEOBBOBIFAFF3DAGF35FDBC3C8A

SHAL: FB3E9DEC7F35A9B1D94E54A5659DD0ODE484055E7

SHA-256: 99DEF1B557F19F04C1AFFC6F247D0451F33FC10EC42E73792223C3215AC98BE6

SHA-512: 86FD07C34B9ABDA4C52BA19EAE291936F92BC6D38A75C021EDCIDEDBC15617669876180CD99F959C62476D82ECE6BBIFSFE4C6CB4D82CB037EFB76D99A4D3D¢
51

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 322
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

5.223162823144086

false

6:mYACXSc+q2P923iKKdK8NIFUtpXActScZmwPXAFVkwO923iKKdK8+elLJ:nAcX1+v45KkpFUtpXActSc/PXAFV5L5¢

2063E3EEE26EA9AEDDD8BF010D867BA6

2C4F90C1302C82F48CD308C5FC3E3E3A7E20A27F

48A1E035946ABBF5D7468356EA3EA57B1C068311EE33B42B409D17607E05016F
5363159CE2D80BE906B2F818435B3821CE52D7A61889ACBA1F5849264F7064437C9AA32EB5DD6CIDBOBE164277A1594326EF439B03CA453CECC2BFA1322952B
false

low

2021/09/27-16:46:01.803 17dc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/09/27-1
6:46:01.809 17dc Recovering log #3.2021/09/27-16:46:01.811 17dc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
State/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

322

5.223162823144086

false
6:mYACXSc+2P923iIKKdK8NIFUtpXActScZmwPXAFVkwO923iKKdK8+eLJ:nAcX1+vA5KkpFUtpXActSc/PXAFV5L5¢
2063E3EEE26EA9AEDDD8BF010D867BA6

2C4F90C1302C82F48CD308C5FC3E3E3A7E20A27F
48A1E035946ABBF5D7468356EA3EA57B1C068311EE33B42B409D17607E05016F
5363159CE2D80BE906B2F818435B3821CE52D7A61889ACBA1F5849264F7064437C9AA32EBS5DD6CIDBOBEL164277A1594326EF439B03CA453CECC2BFAL322952B
false

low

2021/09/27-16:46:01.803 17dc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/09/27-1
6:46:01.809 17dc Recovering log #3.2021/09/27-16:46:01.811 17dc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
State/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput
ed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

11217

6.069602775336632

false

192:GbylInITwGB7V9Hne4gasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT
90F880064A42B29CCFF51FE5425BF1A3
6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF
965203D541E442C107DBC6D5B395168123D0397559774BEAE4ESBOABC44EF268
D9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DAOES9A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F
false

low

{"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKYTHjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","|DctR8IMG5KZ
rQKm4kDjUB7FokSJfjo/pmvFowRVlaY=","LPxhhJiuUO0lprt0T6flpS7TkaDg7MocrbmzO65xHERI=","nZ9zLb2By96 AKKXALRM+COEu11XUjPiIMXEK|jiCPdtHE=","wifibc1QfMB
N2jrtUtLgsCefvuce TpAatmLvul11RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vdi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLNOCFL/ADaEeTI=","DpjXcO85FF
FY9KJIFPKGNfFUtdQIOsGwO5jUckiUwY 14=","gqid6l1+mk/6yWgUECROofI9IMipXgXh2jEN2+CxmPEO=","prDBI1X2Mmfg/M/txVMITWBMEGbOGjgBTP7CMjYqdHs=",
"yLPAQV4gqoyS/zFKEt3Cn2j0q2v9QOSthVFWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO11Jdn/UtbnAmg6TO=","+00c6ca+ChKUpTu+0a2ZRxRE+wG3QJmuYWE
VYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJ0ubR5uwtS4/900M7w=","1A9NNawxuhu95H5eThvflrewJ4QQWhhPNxJXO1C/n68=","E3vWLQxzmj+e5QxYbUscllJ5
nOITpw5JBHV1Kph3/KM=","i318ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtu0hGYrHn3lIsMHqBbi70gkl EE=", "rhIzZuEVW2KRAF
Mms896xFWkNgPrweWvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\ metadatalc
omputed_hashes.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

23474

6.059847580419268

false
384:7dNc1NC6IcafusK4H1IIGRINKIKIALQWdynQh2RX4K6M1tVztzr7XSNyzH:7dOscSRKc1nGRSKIhEwWEM1tf7SNyb
6AE2135EA4583C2F06CDEBEA4AE7O0FA4

DCEB26C7F02D53B5F214305F4C75B4A33A79CDC2
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\ metadatalc
omputed_hashes.json

SHA-256: 03AA1944CB3C4F39E20B6361571BC45DFBEBD3FFDA3D8F148CC6ECB29958F903

SHA-512: B5945E67D9F73DD1982D687E5C6D9B5D6B3886C8050363A259755C76ACOF93651F3425FA7C21AA6A13977AC1C8C9322F998F131648CB8909096058D4F0D23312
Malicious: false

Reputation: low

Preview:

{"file_hashes":[{"block_hashes":['DOZdV3jFvk12AM2INDYK03KZrIVRprmJ+sVGWkqqE4Q=","rVEIW3Hu3T52SzDDUqGT5YiJTBGUvZ2h3pNuBKFIhZ1U=","X/
3fg4KZxgQ1jBr5QGqOF5InflgE27UErd88mrxTexs=","VibLbpy0ig+5INMOU71fTYN76iaka2XVpmm1gAKYsX8=","EChCwCbQHbHQ70DdGT2gNyiRJ0yck2YC2emNGq
4whtE="],"block_size":4096,"path":"_locales/iw/messages.json"},{"block_hashes":["xklkoZ7iSU1+7cd6DAtEmMUCS5IPFd+EgcbnzxkOiFwlk=","3KbsvoxKY/3AwqgF2aAdVQ
RpMhsNVRkQ3rx2A6Z2Z+Y=","09+tsohquaCMj+70zeinRG/hBhA2uLoDI/WoC1luokME=","xV/K8xucyWJELVT8Cqn+ugFjobBVmg8pnmACF+2PP4Y=","p/mvIm2wuCl
32Rx3it654MIjKAsMe3S9IDEabc1A8ME=","{8BmPrTh500sBTj2Fer78JE6xG6+kR64Cvu2SWa8d3j/k=","ngSRpGQ3USU2bZIsZ+AzBmFOyann8omwJrhEWFZDTXc=","
eTcQyJUuNuF9yCga/fXGyFCj/pysSceanhBzksdx23s=","Wj7fagnspelXKMvnduxHn1XUBG8TEOqyns7/oUihekM=","ViBwXoadI3EP336rAiL33Gz19KGqtN+RYdKn
MKAXoLw=","iDgLXQqXJp8nCZxgLuC9LXM45DGfufvGnXvmHsn18wc=","g+RfdDfrWTUKOPkcsbot7NJ4SCOwWVRV/dVVMuUHALE}8=","20C4HcCuXu3VjFféwnKlzntu
gQNaebcuWpm/mwj69U=","aMUIpuFgPMiieSaWhlktCK62v2P30ZQAWupWsYzCnvk=","L

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 19

Entropy (8bit):  1.8784775129881184

Encrypted: false
SSDEEP: 3:FOxIX:qT
MD5: 0407B455F23E3655661BA46A574CFCA4
SHA1L: 855CB7CC8EAC30458B4207614D046CBO9EE3A591
SHA-256: AB5C71347D95F319781DF230012713C7819AC0D69373E8CO9A7302CAE3F9A04B7
SHA-512: 3020F7C87DC5201589FA43E03B1591ED8BEB64523B37EB3736557F3AB7D654980FB42284115A69D91DE44204CEFAB751B60466COEF677608467DE43D41BFB939
Malicious: false
Reputation: low
Preview:
B TN

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 374

Entropy (8bit):  5.25171954675225

Encrypted: false

SSDEEP: 6:MmYAON+q2P923iKKdK25+Xgx8chl+IFUtpXAUuOMZmwPXAafVkwO923iKKdK25+Xc:nAG+v45KKTXfchI3FUtpXAd/PXAafVs5Y

MD5: A3062F75A08AEDC118FBA3A5161052D6

SHA1L: B67D23703F7754969C594D1A08409F1988BE7D88

SHA-256: AAB56241BB4E362B40E7F6021BAD07D7893DCA93ECC5F11CDCEADO9ED3347COF

SHA-512: 6954AB3D397CD380CC9773A68E6DE1F58A49DA2A934CBE209FCCB5B647B049F8CB192641D4FD159067374D50211C5D63CE913EEA45C229790CBE8IC712DAEE
5

Malicious: false

Reputation: low

Preview:

2021/09/27-16:46:05.607 147c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2021/09/27-16:46:06.003 147c Recovering log #3.2021/09/27-16:46:06.004 147¢ Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 374

Entropy (8bit):  5.25171954675225

Encrypted: false

SSDEEP: 6:mYAON+q2P923iKKdK25+Xgx8chl+IFUtpXAUUOMZmwPXAafVkwO923iKKdK25+Xc:nAG+v45KKT XfchI3FUtpXAd/PXAafV5Y

MD5: A3062F75A08AEDC118FBA3A5161052D6

SHAL: B67D23703F7754969C594D1A08409F1988BE7D88

SHA-256: AAB56241BB4E362B40E7F6021BAD07D7893DCA93ECC5F11CDCEADO9ED3347COF

SHA-512: 6954AB3D397CD380CC9773A68E6DE1F58A49DA2A934CBE209FCCB5B647B049F8CB192641D4FD159067374D50211C5D63CE913EEA45C229790CBESICT712DAEE
5

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)

Preview:

2021/09/27-16:46:05.607 147c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2021/09/27-16:46:06.003 147c Recovering log #3.2021/09/27-16:46:06.004 147c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

360

5.250782004881448

false
6:mYAQN+g2P923iKKdK25+XuolFUtpXA8mZmwPXAVSNVkwO923iKKdK25+XuxWLJ:nAa+v45KKTXYFUtpXAn/PXAIV5L5KKTZ
1CFBB8A877AC3F77B7F6EF1D353B86A2

DE2B5704C6FC8E28888600848876D756AB566FD6
00EBE7903E2067BD96A6BC74DBC93BFCC510CE38E81ESE1BIAADA1F13F71F28E

08744EFO0AAG63276CEE3BF082FBBB15001E8B32374B10B08681348119197B05674EBB1946A00CFDD2507EDD4BE8740BBC4BF306C6C38CDC8ED5464367BAAA44E
3

false

low

2021/09/27-16:46:05.085 147c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2021/09/27-16:46:05.086 147c Recovering log #3.2021/09/27-16:46:05.087 147c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

360

5.250782004881448

false
6:mYAqN+q2P923iKKdK25+XuolFUtpXA8MZmwPXAVSNVkwO923iKKdK25+XuxWLJ:nAa+v45KKTXYFUtpXAn/PXAIV5L5KKTZ
1CFBB8A877AC3F77B7F6EF1D353B86A2

DE2B5704C6FC8E28888600848876D756AB566FD6
00EBE7903E2067BD96A6BC74DBC93BFCC510CE38E81E5E1BI9AADA1F13F71F28E

08744EFOAA63276CEE3BF082FBBB15001E8B32374B10B08681348119197B05674EBB1946A00CFDD2507EDD4BE8740BBC4BF306C6C38CDC8ED5464367BAAA44E
3

false

low

2021/09/27-16:46:05.085 147c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2021/09/27-16:46:05.086 147c Recovering log #3.2021/09/27-16:46:05.087 147c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default'\GCM Store\Encryption\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

332

5.243682352699239

false
6:mYAqdt4q2P923iIKKdKWT5g1ldqIFUtpXA5v3JZmwPXAMFdvDkwO923iKKdKWT5gZ:nAqduv45Kkg5gSRFUtpXAb/PXAM75L5N
EBDB5E696AFD8E975F95B509FDF82D0F

091C63C2C59713F02BF3481324E28643999F2E8B
178A717010633B3A140019715C5D83A6681BB37FA21E37945AD31F71A527A32B

1CF24BC43465F313B38D7702ED1095BEOBE86988E00SCEDI9F7D977D2EF582157CA22A7330EF352B7C63DC78098670924EBOCF5E5D4311D03E9CDCCE0D2A80I
E

false

low

2021/09/27-16:46:04.786 1980 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Defaul\GCM Store\Encryption/MANIFEST-000001.2021/09
/27-16:46:04.802 1980 Recovering log #3.2021/09/27-16:46:04.809 1980 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM S
tore\Encryption/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default'\GCM Store\Encryption\LOG.old (copy)

Process:
File Type:
Category:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text
dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default'\GCM Store\Encryption\LOG.old (copy)

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

332

5.243682352699239

false
6:mYAqdt4q2P923iKKdKWT5g1ldgIFUtpXA5v3IZmwPXAMFdvDkwO923iKKdKWT5gZ:nAqduv45Kkg5gSRFUtpXAb/PXAM75L5N
EBDB5E696AFD8E975F95B509FDF82D0F

091C63C2C59713F02BF3481324E28643999F2E8B
178A717010633B3A140019715C5D83A6681BB37FA21E37945AD31F71A527A32B

1CF24BC43465F313B38D7702ED1095BEOBE86988E00SCED99F7D977D2EF582157CA22A7330EF352B7C63DC78098670924EBOCF5E5D4311D03E9CDCC6E0D2A80I
E

false

low

2021/09/27-16:46:04.786 1980 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption/MANIFEST-000001.2021/09
/27-16:46:04.802 1980 Recovering log #3.2021/09/27-16:46:04.809 1980 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM S
tore\Encryption/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

32768

0.27335469903101683

false

12:TLBj/C9IT5MerV4Chcg0BSUbA+yU+fx03MgZfyuJcQXkBRs2dPkvO3Mgwz6erVI: TLBCIp5M+SjXq08gZFcPAkkv08T2+Sj7
D8427BABA40A4196D2A891444D7C309F

43B289A45E72B426BE6889B823BCFC85131D2F8E
0177372335D2E98B33571E9FCBA2C99BODF2F51B1B2434738C050B40D3EC73F1
CD679921DC7B9031EA3123EDA307F86F9B2D52F54B7C9772213FDIC46BD4983104CE9D52998541D4F41E700E5ABB15C12DFB5628421816EC39C2A43BC3EB7D¢
false

low

SQLite format 3......@ ..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1378

5.7830157960165485

false
24:0RIVFe+RqdxgN/Ahgyl/ofxvsJ8p+u72flOx07nQBrxzk20856+Sjsg8j0:0KaN/Wl/ofeZCIFUB56vjsgsj0
01671F36F32C54A8FC730D35E4514E75

DA97B3A6761D69CBIDBAF034E826EC237004ED50
F505E443A8140B008C203B88B05B15197A84BC4729528F318721E34BC423945F

C0425A0E1229377ABESAFB516EDDB87332F41B38651ADBADFCAF46D8CD7BF7B4B8378DEAALOCAEGBA30563E64D27BDEAG896CF5672FED8D1274504A0B3B93
321

.b .C ..d. e. f k...l

....... PeveenreeeGeereel e S d

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History-journal

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

33356

0.04712337459238755

false

3:Xb93llu/flI3NIINIIBetflIBAINIBIOXFIIButfl3rXFIIBMQMRgSWbNFI/sD:r92lyl Xigg9bNFIEwtCS/ILSA/I3n
E8022151A546BBICD098AFC51EAESEDS

CO0BA5BC72D4621A50C5C292669E0DCE3D961048
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History-journal

SHA-256: 4FFCCOD0O70EEB9A3FE6637425B64F5319644769EC21E2F871FB558FBD7D5EB33

SHA-512: E757C3A96F5F1CC3DF241E9235C5F4F05CB364D3F9A1733E8956DBIAGEO3D1E84001B7154CBFD31B6CEDIDDI1F3F4668307AF14E46326E55266CASE2601333A
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Last Session (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 2175

Entropy (8bit):  3.226347465180537

Encrypted: false

SSDEEP: 24:34S7IrlCJcOKT508qvFS47I00Ej/Rn508riFA7IO0EjqpLOM3RFSILIL:34Uxec0k68Z47TOETUB7TOEG1IFWRL

MDS5: 038207099CB8B39A034BCB3B1C5E2AA7

SHA1L: E397FBOB3DCOC1E91A76B8FABEESD3C07C131B2F

SHA-256: 05CE63354A9C8229CD3BF14A97572A793176E553FABD0A446683E22AF5F2E106

SHA-512: E52DFB356AD5A793B3F20F22D6894B82882ABD52FB93172799806D0BF80B1422DEEC5C86B08AC2D9694C4D3B0B7A39273BC7105D568B7FFC270306A7C36CALT
Malicious: false

Reputation: low

Preview:

................... Lt Lo . $...9513d058_76¢0_4758_ab45_fchb96d05h03...........c.cuvcci b
.&..{2F4F8386-A58B-4B0C-A17B-2FAAF764E551} https://curly-spurious-bag.glitch.me/78765.html#asdf@asd

FLCOML he h.ttp.s..//curly.-sp.u.rio.u.s.-b.a.g.
.g.litch.m.e/7.8.7.6.5..h.tm.l.#.as.df@.as.d.f..com. B - F T Ot < JE ST P RSP PPPIYS $...
....http://7.0bay.xn--kt-yka.com....... @.covve Seet e

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Last Tabs\ (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 8

Entropy (8bit):  1.8112781244591325

Encrypted: false

SSDEEP: 3:3Dtn:3h

MD5: 0686D6159557E1162D04C44240103333

SHA1: 053E9DB58E20A67D1E158E407094359BF61D0639

SHA-256: 3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB

SHA-512: 884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8ADICD10741A5604B7A0F979465C4171AD9C14ED56359A4508B4DES8E794550599AAA261120976C

Malicious: false

Reputation: low

Preview:
SNSS....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 2955

Entropy (8bit):  5.476978685630155

Encrypted: false

SSDEEP: 48:cDDcGPXXEPj3a723MSw8dba3iWyWaDbQSefgGXNrSOUIRMING7gX8:MfB+j3a723MSrdba3iwyWaDbQ5fgGdrB

MD5: 9FE5D126DF1FE3E09A2E229E7606D745

SHAL: 34E8B6B146ACFB10349ABC31785B626868B9D058

SHA-256: F68CBE98BACECEB0OA2237221D97D99FA72COFE8CBC2F9763F47EF0367B489A778

SHA-512: D64F7B618F4ADA2CD3DC6B99F250F86388F5F766ECA6337413419C873D71BFC25D782693BC6270828EB9515E85B0B3AF36F95D919A85E76F502357D59CB7A887

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\000003.log

Preview:

Qe 8META:chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm............ Y_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.HangoutS
inkDiscoveryService;.{"cache"{"sinks":{},"g":{},"h":null},"manualHangouts":{}}.a_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.ldGenerator.cast.
RequestldGenerator..853601000.H_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.LogManager...['[2021-09-27 16:46:08.83][INFO][mr.Init] MR
instance 1D: ec35370c-bbae-4051-b20c-e9136e4e549¢\n","[2021-09-27 16:46:08.83][INFO][mr.Init] Native Cast MRP is disabled.\n","[2021-09-27 16:46:08.83][INFO][m
r.Init] Native Mirroring Service is enabled.\n","[2021-09-27 16:46:08.83][INFO][mr.PersistentDataManager] removeTemporary_: 163 chars used\n","[2021-09-27 16:46
:08.83][INFO][mr.PersistentDataManager] initialize: 163 chars used, 67 other chars\n","[2021-09-27 16:46:08.85][INFO][mr.CastProvider] Query enabled: true\n","[2021-
09-27 16:46:08.85][INFO][mr.CloudProvider]

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Local Storagel\leveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

331

5.2534664239086535

false

6:mYTI+q2P923iKKdK8a2)MGIFUtpX TFZmwPXT7Vkw0923iKKdK8a2jMmLJI:n5v45Kk8EFUtpXh/PXI5SL5Kk8bJI
2F7CDEC7EED1498912F88BF6570626DD

6A66998ACI09A2EABOEF091A5ED0O058D8BCDCFIC
1FF4AC3505356683FDF56COE682943881CF4998A5480AD370D9814FFB395321A
CDDEC8D65F01CDED61CF681CC3C8BD2FB49301688CC3D646D417026017D048E12BOBE7170625937F9B0AB12B9C261389674829F07C8C1522F97259CC7CBC3C
false

low

2021/09/27-16:45:59.380 428 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2021/09/27-
16:45:59.381 428 Recovering log #3.2021/09/27-16:45:59.383 428 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\lev
eldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Local Storagelleveldb\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

331

5.2534664239086535

false
6:mYTI+q2P923iKKdK8a2jMGIFUtpXTFZmwPXT7Vkw0923iKKdK8a2jMmLJ:n5v45KKk8EFUtpXh/PXISL5Kk8bJ
2F7CDEC7EED1498912F88BF6570626DD

6A66998AC9I09A2EABOEF091A5ED0058D8BCDCFIC
1FF4AC3505356683FDF56COE682943881CF4998A5480AD370D9814FFB395321A
CDDEC8D65F01CDED61CF681CC3C8BD2FB49301688CC3D646D417026017D048E12BOBE7170625937F9B0AB12B9C261389674829F07C8C1522F97259CC7CBC3C
false

low

2021/09/27-16:45:59.380 428 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2021/09/27-
16:45:59.381 428 Recovering log #3.2021/09/27-16:45:59.383 428 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\lev
eldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\DefaultiNetwork Persistent State.. (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2693

4.871599185186076

false
48:YXs2MHRzsoMHT5s0MHyKsTMHksrDys4Csb7synWsQItFsym6zs6zMHWLsSZMH5YhV:+GDGTHGmMGHDW1/nOIbmOGIGGhVD
829D5654ADF098AD43036E24C47F2A94

506C8BA397509BA0357787950C538C1879047DF3
4D0B852D18FCA5C1A712904CF6DB3811FB905E86D8A7508A2D42F9C8D68E2211

D9B18E6BOAD1ESE4BECFIE84BBE30D64730CFEC2CBEAF96D5DF52E28B907B03EADF22F020FBEOAS6D137A52F4F09798031BC6CA026CFABA979A608B3445DB
CAA

false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600883925","port":443,"protocol_str":"quic"}],"isolation":
[1."network_stats":{"srtt":40156},"server":"https://www.googleapis.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324854
2628822803","port":443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":30856},"server":"https://dns.google","supports_spdy":true},{"alternative_service":[{
"advertised_versions":[],"expiration":"13248542600893104","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":25300},"server":"https://clients2.goog
leusercontent.com”,"supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248542600872791","port":443,"protocol_str":"quic"}],"isolation":
[1."network_stats":{"srtt":34789},"server":"https://clients2.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"exp
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 333

Entropy (8bit):  5.2843680420023125

Encrypted: false

SSDEEP: 6:mYTryq2P923iKKdKgXz4rRIFUtpXTB3j1ZmwPXTARKwO923iKKdKgXz4q8LJ:nPyv45KkgXiuFUtpXX/PXKR5L5KkgX2J

MDS5: 9287A8E7E00617AEF47667810375DA4E

SHA1L: E1A37BBE21AA3C68AFD743EFC9322DAE349CDFBC

SHA-256: 23D5FB01C62E360D12021914E28D95ADA0D11B1271EEACBEFD745CE4EAEDAT738

SHA-512: 9FAC95898EB523D429DDD3F7B2D5580804F3FF1D78884B6D2282ABB91FAFA98C11F216A6838CBE16F2EEAAE7AFA3ECI1CD88DOA7EES87A21D3A1A9C540186(
04

Malicious: false

Reputation: low

Preview:

2021/09/27-16:45:59.623 b94 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2021/09/27-
16:45:59.627 b94 Recovering log #3.2021/09/27-16:45:59.628 b94 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notific
ations/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 333

Entropy (8bit): 5.2843680420023125

Encrypted: false

SSDEEP: 6:mYTryq2P923iKKdKgXz4rRIFUtpXTB3j1ZmwPXTARKwO923iKKdKgXz4q8LJ:nPyv45KkgXiuFUtpXX/PXKR5L5KkgX2J

MD5: 9287A8E7E00617AEF47667810375DA4E

SHA1L: E1A37BBE21AA3C68AFD743EFC9322DAE349CDFBC

SHA-256: 23D5FB01C62E360D12021914E28D95ADA0D11B1271EEACBEFD745CE4EAEDAT738

SHA-512: 9FAC95898EB523D429DDD3F7B2D5580804F3FF1D78884B6D2282ABBI1FAFA98C11F216A6838CBE16F2EEAAE7TAFASEC91CD88DOA7EES87A21D3A1A9C540186(
04

Malicious: false

Reputation: low

Preview:

2021/09/27-16:45:59.623 b94 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2021/09/27-
16:45:59.627 b94 Recovering log #3.2021/09/27-16:45:59.628 b94 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notific
ations/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Preferences. (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5881

Entropy (8bit):  5.205303901385518

Encrypted: false

SSDEEP: 96:nONrLIN9zFZSKISIKOJCHpBRWL8/pdk5S11zbOTQVuwn:ncrTIBZSsC4HjYoLko3
MD5: 3756E6936866C3EBSE3FEOEEAEN743B1

SHA1L: BA59B206F391DF021977B6364E5321A7669FE7B4

SHA-256: 138A2E7B9723FCO9E400E44A52A7F4934F020DC788204908398512B63CB58395
SHA-512: 693446C45122E07C6A4183EBDFBD90DBID22A2C43CB971846F8DFDE313F7BB6F35564B8B6E73742353BD8199B04886BE3D683C601FB3647343BA481C6E3AGEY
Malicious: false

Reputation: low

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13277259959586886","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"default_browser
_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"co
"0 "o","0","0","0","0","0","0","0","0","0 "0 "0"
,"1538886"],"daily_received_length":["0","0'

untryid_at_install":21843,"data_reduction"
,"0","0" 0","0' "0 0","0'

"daily_original_length™:["0
0","0' 0","0 "0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: modified

Size (bytes): 28672

Entropy (8bit): 1.0008050872125278
Encrypted: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

48:TUlopK2rINVr1GImm8pF82phrINVrdHX/cjrdN2yJ1n4n1GmhGUZnX6nAnJT9bVn:wIEIWQF8mpcSp99bHfbl/LD

11EA2D7ADFE7CA4557750718227A13F2

F1EA2F22BA3039666223ABOB3E6D3B82FC711BF9

265866C07FBEED531594E93D325D714956D4EA0208D5748BDC178DBAF1EABDB3
09E4370E8E3A01182BE8214BC47945A725BD8F8ABF827BEF6E345E29E1ED82A7EC6E05D619E1DFCO05E8397924B4A085160BDB3193AAD7F288A7843831CC357
false

low

SQLite format 3......@ ..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

29252

0.626938570797965

false
48:c6/sapPjngklopK2rINVr1GImm8pF82phrINVrdHX/cjrdN2yJ1n4n1GmhGUa4:c6/sapPjnhlEIWQF8mpcSp
5CAACCADBOABEB035ABECAF82CFE8AB7

867DBD5C4E3B36E877F9218847DB110368230C17
F0168958012FAD49A80C1D8BD6691DOE71E0C76B15EB3C2006028EDE14DB638C
DBD2ECF61F9351A2B39BB2E23291AB6F7B0805391F14F7E268510E54E1C41D18389EA843E7A6BA92F436113AC660CDISACO1F63AEF97096BEB31ESA74A34E37

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22596

5.536033600108964

false
384:wjztpLIFKXH1kXqKf/ipUZNCgVLH2HfDirUzHG7nTwuG4f:2LIGH1kXgKf/[pUZNCgVLH2Hf+rUTG7nX
0BFOOBD263E0161F057D55BE04ADC355

DE73AA03A2D9B8FD1ED97187F95B6D41684110C5
B52433242F48E430B0D997292E8DCFO1AFCC88BB88E94D6F631F3057EE9B86F2

E31822B2E259AE00619ED2CBAABF58E957A4B2E4C32B087D49F25DF8E3D7866C201A6C9509F622430C96DFOCOAD024EFFCAA2E11BDEBF5B2038769905CFBSE
A

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13277259959317739","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls"["https://chrome.google.com/webstore"]},"description”:"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3aDQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\000003.log

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

114

1.9837406708828553

false

1B4FA89099996CE3C9E5A0A9768230E8
9026E1E0906E3B3FEOE414EE814CC5A042807A04
537818AAFD0902A8B2D58B483674391E33E762B5E1E8CD226D873098CCE9C8F9
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\000003.log

SHA-512: 4279C9380ACC5AB329ECE6BCDAL0CCFOA7437CEF63845B63E741CE517042CFE83340D2D362DD6BIE039BF55E61F484CCF72B8FD8477D1D0292E0B879CB9494€
B
Malicious: false
Reputation: low
Preview:
&f v &f v &f i &f i &f i &f v

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 322

Entropy (8bit):  5.206318184419067

Encrypted: false

SSDEEP: 6:mYTp3472P923iIKKdKrQMxIFUtpXThvIZmwPXTbvDkwO923iKKdKrQMFLJ:nd34v45KkCFUtpX3J/PX3D5L5Kkt]

MDS5: 5EE6056D9F68ED6E43C620FCF9886BE3

SHA1L: EFC96EFF987B9C596FFF2E9D97339780FECDAC1A

SHA-256: A4BB5DDB9BB26F4A9C8E90443E6FC25CB199CD56C996655E78A2243495FFE6G4B

SHA-512: 321DB634A0BOESE1E883B16779E251F2815C64E73C104DA9813CA33013955E5F96083A43F472CD60E2F70DD2DFDAG04882C5C135F33C808F1727D3BCEF27564¢
Malicious: false

Reputation: low

Preview:

2021/09/27-16:45:59.558 1760 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2021/09/27-1
6:45:59.545 1760 Recovering log #3.2021/09/27-16:45:59.545 1760 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session St
orage/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 322

Entropy (8bit):  5.206318184419067

Encrypted: false

SSDEEP: 6:mYTp34q2P923iKKdKrQMxIFUtpXTbvdZmwPXTbvDkwO923iKKdKrQMFLJI:nd34v45KkCFUtpX3J/PX3D5L5Kkt]
MD5: 5EE6056D9F68ED6E43C620FCFI886BE3

SHA1L: EFC96EFF987B9C596FFF2E9D97339780FECDACIA

SHA-256: A4BB5DDB9BB26F4A9C8E90443E6FC25CB199CD56C996655E78A2243495FFE64B

SHA-512: 321DB634A0BOESE1E883B16779E251F2815C64E73C104DA9813CA33013955E5F96083A43F472CD60E2F70DD2DFDAG04882C5C135F33C808F1727D3BCEF27564¢
Malicious: false

Reputation: low

Preview:

2021/09/27-16:45:59.558 1760 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2021/09/27-1
6:45:59.545 1760 Recovering log #3.2021/09/27-16:45:59.545 1760 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session St
orage/000003.log .

C:\Users\luser\AppData\Local\Google\Chromel\User Data\Default\Site Characteristics Database\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 350

Entropy (8bit):  5.243185235636027

Encrypted: false

SSDEEP: 6:mYTs+QQ+q2P923iIKKdK7Uh2ghZIFUtpXTBgZmwPXT4dSQVkwO923iKKdK7Uh2gnd:n8v45KklIhHh2FUtpXK/PX8F5L5KkIhHd
MD5: F88EB453DB5DB67FB4E1B6C8FD7621EF

SHAL: 41EA5F2D65D6DD6386772F313573D6100BD11DE6G

SHA-256: 18BF7F862C9658A0EB3894FFCBA3F902976A620DD2F802710BE2FD6ELAE72A6D

SHA-512: EFC9A6E5360F84557966C2B9BBOCF61A631A3E7D0763CED452015970C8817B9D998547AA69F8FA3C10B15A49BAF1BDF814A8302A7E32FF3BBD8A4CC716295A2
Malicious: false

Reputation: low

Preview:

2021/09/27-16:45:59.351 14f8 Reusing MANIFEST C:\Users\usen\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-00000
1.2021/09/27-16:45:59.354 14f8 Recovering log #3.2021/09/27-16:45:59.356 14f8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site C
haracteristics Database/000003.1og .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text
Category: dropped

Copyright Joe Security LLC 2021 Page 25 of 117



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG.old (copy)

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

350

5.243185235636027

false

6:mYTs+QQ+q2P923iKKdK7Uh2ghZIFUtpXTBgZmwPXT4dSQVkwO923iKKdK7Uh2gnd:n8v45KklIhHh2FUtpXK/PX8F5L5KkIhHd
F88EB453DB5DB67FB4E1B6C8FD7621EF

41EA5F2D65D6DD6386772F313573D6100BD11DE6

18BF7F862C9658A0EB3894FFCBA3F902976A620DD2F802710BE2FD6E1AE72A6D
EFC9A6E5360F84557966C2B9BBOCF61A631A3E7D0763CED452015970C8817B9D998547AA69F8FA3C10B15A49BAF1BDF814A8302A7E32FF3BBD8A4ACCT716295A2
false

low

2021/09/27-16:45:59.351 14f8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-00000
1.2021/09/27-16:45:59.354 14f8 Recovering log #3.2021/09/27-16:45:59.356 14f8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site C
haracteristics Database/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

296

0.19535324365485862

false

3:8E:8

C4DFOFB10C4332150B2C336396CE1B66
780A76E101DE3DE2E68D23E64AB1A44D47A73207
18FAB4D13CDA7E1DEE12DC091019A110A7304B6A65FCOALF3E6173046BA38EF6
51F0B463E97063A2357285D684FF159FDF6099E57C46F13C83E9D3F09D7A7CF03C1BA684BCCF36232FC50834F95953C3C68675C7B0SAB4F84DEF1C566A5F3F5E

false

ow

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\deflLocal Storagel\leveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

432

5.274674306078724

false
6:mYTBQAQ2P923iKKdKusNpV/2jMGIFUtpXTqSVXZmwPXTqSVFkwO923iKKdKusNp+:nzv45KkFFUtpXGmX/PXGmF5L5KkOJ
1AEBBE9682C0366A23291DEF93F93C87

4ABE4872E0271AE137642DB1FD6ADED24A4AC40E
79BECCF9086A86F039F2E942C6674360876670AF3593DE14B4B9A424AD478EBB

73E43994F686A60DE445CD0B0114C81D04ECB65CA91CC2C2D451AEALIC8BAFCI913A032DFC5FD8AFB6946599F3DB8B2881B244CB1F3B42EE2EB7981B9E1CFEG
ABE

false

low

2021/09/27-16:45:59.554 1750 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Local Storage\leveldb/MANIFEST-000001.2021/09/27-16:45:59.555 1750 Recovering log #3.2021/09/27-16:45:59.555 1750 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\deflLocal Storage\leveldb\LOG.old0

(copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

432

5.274674306078724

false
6:mYTBQAQ2P923iIKKdKusNpV/2)MGIFUtpXTqSVXZmwPXTqSVFkw0923iKKdKusNp+:nzv45KKkFFUtpXGmX/PXGmF5L5KkOJ
1AEBBE9682C0366A23291DEF93F93C87

4ABE4872E0271AE137642DB1FD6ADED24A4ACA0E
79BECCF9086A86F039F2E942C6674360876670AF3593DE14B4B9A424AD478EBB

73E43994F686A60DE445CD0B0114C81D04ECB65CA91CC2C2D451AEAIC8BAFC913A032DFC5FD8AFB6946599F3DB8B2881B244CB1F3B42EE2EB7981B9E1CFEG
ABE
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\deflLocal Storage\leveldb\LOG.old0

(copy)
Malicious:

Reputation:

Preview:

false

low

2021/09/27-16:45:59.554 1750 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Local Storage\leveldb/MANIFEST-000001.2021/09/27-16:45:59.555 1750 Recovering log #3.2021/09/27-16:45:59.555 1750 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiINetwork Persistent State (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

325

4.956993026220225

false
6:YHpoNXR8+eq7JdV5rAcJksDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdVAsSBdLIlyH7E4f3K33y
0C03D530AC97788D62D27B2802C34D83

20F78B6B32D98FA52846C70DF78E4E5CEF663E2D
7941FADA9867DAAEOBEBC196BAFC6952DD506842C3E7D8FB14DF9D4E402D894B
D5905C124060997A14322D12DECE5C00C63F7174743C740C974D00E88B03F203909CC2ACI972B2759E8087B0B10F6306C6E66BF853319B5AC96907F34C8456C80
false

low

"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248542588505091","port":443,"protocol_str":"quic"}],"isol
ation™:[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"AG","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

434

5.298265221769056

false
6:mYTbHAQ2P923iKKdKusNpgz4rRIFUtpXTEZmwPXT6ThkwO923iKKdKusNpgz4q8d:nov45KkmiuFUtpXA/PXmf5L5Kkm2J
F2540DDC79FE40F7E6CCD42B6C18BE29

41E5D27085013BFE6F0E2182DE4FC2FDE22787B9
1B64D5F5FE77F031788F6B5AA00446CA5738DB748F49DB370F4E6D6EB54D8193

5B64998ACB71A1ED43329ED760F477AEES2A37163639B81E494F0613242E470D80AF3430DF298AEDBA9A2FA21AA7TAS748FEFD0429ADA8D6416D8BABCS5F387E10
1

false

low

2021/09/27-16:45:59.616 16b0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Platform Notifications/MANIFEST-000001.2021/09/27-16:45:59.620 16b0 Recovering log #3.2021/09/27-16:45:59.622 16b0 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG.oldae

(copy)
Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

434

5.298265221769056

false
6:mYTbHAQ2P923iKKdKusNpgz4rRIFUtpXTEZmwPXT6ThkwO923iKKdKusNpgz4g8d:nov45KkmiuFUtpXA/PXmf5L5Kkm2J
F2540DDC79FE40F7E6CCD42B6C18BE29

41E5D27085013BFE6FOE2182DE4AFC2FDE22787B9
1B64D5F5FE77F031788F6B5AA00446CA5738DB748F49DB370F4E6D6EB54D8193

5B64998ACB71A1ED43329ED760F477AEE52A37163639B81E494F0613242E470D80AF3430DF298AEDBAYA2FA21AA7TAS748FEFD0429ADA8D6416D8ABCS5F387E10
1

false

low

2021/09/27-16:45:59.616 16b0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Platform Notifications/MANIFEST-000001.2021/09/27-16:45:59.620 16b0 Recovering log #3.2021/09/27-16:45:59.622 16b0 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\000003.log

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\000003.log

File Type: data
Category: dropped
Size (bytes): 19

Entropy (8bit):  1.9837406708828553

Encrypted: false
SSDEEP: 3:51:51
MDS5: E556F26DF3E95C19DBAECA8F5DF0C341
SHAL: 247A89F0557FC3666B5173833DB198B188F3AA2E
SHA-256: BOA7B19404285905663876774A2176939A6ED75EF3904E44283A125824BDOBF3
SHA-512: 055BC4AB12FEEDF3245EAAFO0A0109036909C44E3B69916F8A01E6C8459785317FE75CA6B28F8B339316FC2310D3E5392CD15DBDBOF84016667F304D377444E2E
Malicious: false
Reputation: low
Preview:
&F e

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defi\Session Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 420

Entropy (8bit):  5.300020110008462

Encrypted: false

SSDEEP: 6:mYAFi4q2P923iKKdKusNpZQMxIFUtpXAFXzJZmwPXAFUgvDkwO923iKKdKusNpZb:nAM4v45KkMFUtpXAVzJ/PXAJD5L5KKTJ

MD5: 220747C60D57ED85090FB7844D023225

SHA1L: 247A557A6B70D15E0FOE6232CC6902CE77162471

SHA-256: 7BAD23277D488CF35A15387BF90320E0EAAB080153BA5F97DFICE4B219F535D2

SHA-512: C238E3DD220C987C6E0D842247A13AF6CFODCFAED23A99722B54AD974D94F9A3B032A835592EBAA301C82A0527182AB3F819D85F0ESCIB562251795CD7B82B¢
Malicious: false

Reputation: low

Preview:

2021/09/27-16:46:15.876 1760 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Session Storage/MANIFEST-000001.2021/09/27-16:46:15.879 1760 Recovering log #3.2021/09/27-16:46:15.880 1760 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defi\Session Storage\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 420

Entropy (8bit):  5.300020110008462

Encrypted: false

SSDEEP: 6:mYAFi4q2P923iKKdKusNpZQMxIFUtpXAFXzJZmwPXAFUgvDkwO923iKKdKusNpZb:nAM4v45KkMFUtpXAVzJ/PXAJD5L5KKTJ
MDS5: 220747C60D57ED85090FB7844D023225

SHA1L: 247A557A6B70D15E0FOE6232CC6902CE77162471

SHA-256: 7BAD23277D488CF35A15387BF90320EO0EAA8080153BA5F97DFICE4B219F535D2

SHA-512: C238E3DD220C987C6E0D842247A13AF6CFODCFAED23A99722B54AD974D94F9A3B032A835592EBAA301C82A0527182AB3F819D85F0ESCIB562251795CD7B82B¢
Malicious: false

Reputation: low

Preview:

2021/09/27-16:46:15.876 1760 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Session Storage/MANIFEST-000001.2021/09/27-16:46:15.879 1760 Recovering log #3.2021/09/27-16:46:15.880 1760 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\deflac23fab2-b32d-4756-bbdf-38228b3
c40e8.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit):  4.956993026220225

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5rAcJksDHFAR8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdVAsBdLJIlyH7E4f3K33y
MD5: 0CO03D530AC97788D62D27B2802C34D83

SHAL: 20F78B6B32D98FA52846C70DF78E4E5CEF663E2D

SHA-256: 7941FADA9867DAAEOSEBC196BAFC6952DD506842C3E7D8FB14DF9D4E402D894B

SHA-512: D5905C124060997A14322D12DECE5C00C63F7174743C740C974D00E88B03F203909CC2AC972B2759E8087B0B10F6306C6E66BF853319B5AC96907F34C8456C80
Malicious: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\deflac23fab2-b32d-4756-bbdf-38228b3
c40e8.tmp

Reputation: ow

Preview:
{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248542588505091","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"AG","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldef\GPUCache\data_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 296

Entropy (8bit):  0.19535324365485862

Encrypted: false
SSDEEP: 3:8E:8
MDS5: C4DFOFB10C4332150B2C336396CE1B66
SHAL: 780A76E101DE3DE2E68D23E64AB1A44D47AT73207
SHA-256: 18FAB4D13CDA7E1DEE12DC091019A110A7304B6A65FCOALF3E6173046BA38EF6
SHA-512: 51F0B463E97063A2357285D684FF159FDF6099E57C46F13C83E9D3F09D7A7CF03C1BA684BCCF36232FC50834F95953C3C68675C7B05SAB4F84DEF1C566A5F3F5E
Malicious: false
Reputation: low
Preview:
T GO OSSP TP OSSOSO TSP T TSSOSO PO TP SRR PO T PROTPPRPOOO

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiLocal Storage\leveldb\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 429

Entropy (8bit):  5.247349600032534

Encrypted: false

SSDEEP: 12:nAmAIlyv45KkkGHArBFUtpXAL+/PXATR5L5KkkGHAryJ:n+645KkkGgPgZ9eL5KkkGga

MD5: 53C52E77BA1EB5DB1F41F6B294995096

SHA1L: 904F97D437591911863ACC92BB755B60EEC44002

SHA-256: B0771C6301F439D7CD279D72BD4E9C41AFE4E602DE1B7FALIEFBOCDAF3FC32ADD

SHA-512: 84EE95EE9660410D13517E091C2F077ACDC49AD32C7A5D29A4A823ACCAEF583BE3B0O80E71875D5257461B7AA2CCFEA9270FFF677A7B37E75B77792540E4D8C!
8

Malicious: false

Reputation: low

Preview:

2021/09/27-16:46:05.277 b94 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\
defiLocal Storage\leveldb/MANIFEST-000001.2021/09/27-16:46:05.278 b94 Recovering log #3.2021/09/27-16:46:05.279 b94 Reusing old log C:\Users\user\AppD
ata\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\defiLocal Storage\leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\deflLocal Storagelleveldb\LOG.old (
copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 429

Entropy (8bit):  5.247349600032534

Encrypted: false

SSDEEP: 12:nAmAIlyv45KkkGHArBFUtpXAL+/PXATR5L5KKkGHAryJ:n+645KkkGgPgZ9eL 5KkkGga

MD5: 53C52E77BA1EBS5DB1F41F6B294995096

SHAL: 904F97D437591911863ACC92BB755B60EEC44002

SHA-256: B0771C6301F439D7CD279D72BD4E9C41AFE4E602DE1B7FALIEFBOCDAF3FC32ADD

SHA-512: 84EE95EE9660410D13517E091C2F077ACDC49AD32C7A5D29A4A823ACCAEF583BE3B080E71875D5257461B7AA2CCFEA9270FFF677A7B37E75B77792540E4D8C:!
8

Malicious: false

Reputation: low

Preview:

2021/09/27-16:46:05.277 b94 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\
def\Local Storage\leveldb/MANIFEST-000001.2021/09/27-16:46:05.278 b94 Recovering log #3.2021/09/27-16:46:05.279 b94 Reusing old log C:\Users\user\AppD
ata\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\defi\Local Storage\leveldb/000003.1og .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defiNetwork Persistent StateTM (cop
y)
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defiNetwork Persistent StateTM (cop
y)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 325

Entropy (8bit):  4.976576189225149

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV50V/sDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdysBdLJIlyH7E4f3K33y

MDS5: 5886A009EB58EE06A16EFD6D1BAIA046

SHA1L: A867B5052F3FBB811693DF8CE3FDAA794F2F2E40

SHA-256: 9E3392126DE2D81D019EOAB3E17F20BADDOECIFBD944BCB7C4DAF449D937D496

SHA-512: D24F30A2E35F903AC10AACC4425C58BECB1C6BE2BA30A3C2BIDIDA6CE04914AA71F55B3B16ED89081AD65A7090C77F5DC4A258B7B98D71E6A994D176536FBI
27

Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248542597817103","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"AG","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiPlatform Notifications\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 434

Entropy (8bit):  5.24243758195959

Encrypted: false

SSDEEP: 12:nAX4v45KKkGHArqiuFUtpXA73J/PXAaTzD5L5KkkGHArg2J:nGK45KkkGgCgZKFjTzVL5KkkGg7

MD5: 41AEB6BCE483C82E387A5BA47073108F

SHA1L: 29449E84774F0696E9284C76EFE17E1090440DAF

SHA-256: 21A4D22BB9456521C33CD4D830F156F586EFD3143BA3D3A3B1AABFEBDI9B45A95

SHA-512: ED3AD40D62DB8D66C1DF35BCEDEGE481420633C9DF8E286E813CF5543A522CF298D848E08C0932A26BE26EAEC04197C9797F76FD233083AF9F3048AB9135E7)
3

Malicious: false

Reputation: low

Preview:

2021/09/27-16:46:05.324 1760 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda
\def\Platform Notifications/MANIFEST-000001.2021/09/27-16:46:05.328 1760 Recovering log #3.2021/09/27-16:46:05.330 1760 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiPlatform Notifications\LOG.oldiz
(copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 434

Entropy (8bit):  5.24243758195959

Encrypted: false

SSDEEP: 12:nAX4v45KKkGHArqiuFUtpXA73J/PXAaTzD5L5KkkGHArq2J:nGK45KkkGgCgZKFjTzVL5KkkGg7

MD5: 41AEB6BCE483C82E387A5BA47073108F

SHA1: 29449E84774F0696E9284C76EFE17E1090440DAF

SHA-256: 21A4D22BB9456521C33CD4D830F156F586EFD3143BA3D3A3B1AABFEBDI9B45A95

SHA-512: ED3AD40D62DB8D66C1DF35BCEDEGE481420633CI9DF8E286E813CF5543A522CF298D848E08C0932A26BE26EAEC04197C9797F76FD233083AF9F3048AB9135E7)
3

Malicious: false

Reputation: low

Preview:

2021/09/27-16:46:05.324 1760 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Platform Notifications/MANIFEST-000001.2021/09/27-16:46:05.328 1760 Recovering log #3.2021/09/27-16:46:05.330 1760 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\deflSession Storage\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 19

Entropy (8bit): 1.9837406708828553

Encrypted: false

SSDEEP: 3:51:51
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defl\Session Storage\000003.log
MD5: E556F26DF3E95C19DBAECASF5DFOC341

SHAL: 247A89F0557FC3666B5173833DB198B188F3AA2E
SHA-256: BOA7B19404285905663876774A2176939A6ED75EF3904E44283A125824BDOBF3
SHA-512: 055BC4AB12FEEDF3245EAAFO0A0109036909C44E3B69916F8A01E6C8459785317FE75CA6B28F8B339316FC2310D3E5392CD15DBDB0OF84016667F304D377444E2E
Malicious: false
Reputation: low
Preview:
&f e

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiSession Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 420

Entropy (8bit):  5.1687715996501575

Encrypted: false

SSDEEP: 12:nAig4v45KKkGHATAFUtpXAIFJ/PXAi7iD5L5KKkGHArJ:nuK45KKkkGgkgZxFPiVL5KKkGgV

MDS5: 984E434A9DOEA4DE11B2E8239FBOAIF2

SHAL: B06D1D7B9048DD40FE8C35FB4633766F83F9359C

SHA-256: AF3CD753230FA5BD749DA80DDA8D133EE6C27E118BDA93FD22389B1DIA1767A0

SHA-512: EB110D7B93BA545792EC93E51798700F9E093F58AFES39F32E2A364B67E3AC119F52B28A9FA9ECEBAFAD028E693F865A9FF3DAOBC4BB410FESE7747E652275E
C

Malicious: false

Reputation: low

Preview:

2021/09/27-16:46:21.003 1760 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda
\def\Session Storage/MANIFEST-000001.2021/09/27-16:46:21.006 1760 Recovering log #3.2021/09/27-16:46:21.007 1760 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\defi\Session Storage/000003.log .

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefl\Session Storage\LOG.oldt (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 420

Entropy (8bit):  5.1687715996501575

Encrypted: false

SSDEEP: 12:nAiq4v45KkkGHArAFUtpXAIFJ/PXAi7iD5L5KKkGHAIfJI:nuK45KkkGgkgZxFPiVL5KkkGgV

MD5: 984E434A9D0OEA4DE11B2E8239FBOAIF2

SHA1L: B06D1D7B9048DD40FESC35FB4633766F83F9359C

SHA-256: AF3CD753230FA5BD749DA80DDA8BD133EE6C27E118BDA93FD22389B1D9A1767A0

SHA-512: EB110D7B93BA545792EC93E51798700F9E093F58AFES39F32E2A364B67E3AC119F52B28A9FAIECEB6AFAD028E693F865A9FF3DAOBCABB410FESE7747E652275E
C

Malicious: false

Reputation: low

Preview:

2021/09/27-16:46:21.003 1760 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda
\def\Session Storage/MANIFEST-000001.2021/09/27-16:46:21.006 1760 Recovering log #3.2021/09/27-16:46:21.007 1760 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\defi\Session Storage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defle8378086-beda-4d10-bfbd-
f6c979eeb49b.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit):  4.976576189225149

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV50V/sDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdysBdLJlyH7E4f3K33y

MD5: 5886A009EB58EE06A16EFD6D1BA9A046

SHAL: A867B5052F3FBB811693DF8CE3FDAA794F2F2E40

SHA-256: 9E3392126DE2D81D019EOAB3E17F20BADDOECIFBD944BCB7C4DAF449D937D496

SHA-512: D24F30A2E35F903AC10AACC4425C58BECB1C6BE2BA30A3C2BI9DIDA6CE04914AA71F55B3B16ED89081ADE5A7090C77F5DCA4A258B7B98D71E6A994D176536FB|
27

Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248542597817103","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

38

1.9837406708828553

false

3:sgGg:st

45ABECA4E5C4A6B1395080C1B728B6C9
8A97BBOE599775D9A10COFC53C4EDB29AA4CEBAE
DB320AB28DFF27CDAOA7F87B82F2F8E61B3178A6DE8503753D76F1172D32E08E

8EE91A3A1E77459273553F6A776C423A8EE95DBODCFA897771814B7AD13FD84F06BB2B859F22B6DDA384B39EAA91F1819F170BABEDG6DA16BDBCF5BCBO6CF2!
24

false

low

WFe Fo

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

326

5.3159520415076695

false
6:MYTGAQ+q2P923iKKdKpIFUtpXTYAgZmwPXTgcXAQVkwO923iKKdKa/WLJI:nSAVV4A5KkmFUtpXEAG/PXpXAISL5KkaQ
96250132E6898AE87D322A1637AEB618

DC3EDE69F89F72BC496208275C0BB3679A40CD5A
334AB721EDY9ADBBCD6E05D6B22A86DBD87E3B3D5939A187A31A2402883B87102

09D1EE61055FEE4361EEA440C99AA3CE443009528E5E39B315B67A96356CB0A469FAF73C3A01428E69BD4208DB334DB29561D67C2AC79F817D3EDEDF4C89711
A

false

low

2021/09/27-16:45:59.350 16b8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/MANIFEST-000001.2021/09/27-
16:45:59.352 16b8 Recovering log #3.2021/09/27-16:45:59.355 16b8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/
000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG.oldTM (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

326

5.3159520415076695

false
6:MmYTGAQ+q2P923iKKdKpIFUtpXTYAgZmwPXTgcXAQVkwO923iKKdKa/WLJI:nSAVV4A5KkmFUtpXEAgG/PXpXAI5L5KkaQ
96250132E6898AE87D322A1637AE8618

DC3EDE69F89F72BC496208275C0BB3679A40CD5A
334AB721ED9ADBBCD6E05D6B22A86DBD87E3B3D5939A187A31A2402883B87102

09D1EE61055FEE4361EEA440C99AA3CE443009528E5E39B315B67A96356 CBOA469FAF73C3A01428E69BD4208DB334DB29561D67C2AC79F817D3EDEDF4C89711
A

false

low

2021/09/27-16:45:59.350 16b8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/MANIFEST-000001.2021/09/27-
16:45:59.352 16b8 Recovering log #3.2021/09/27-16:45:59.355 16b8 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/
000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

404

5.320464200769596

false
12:nAwF34v45KkkOrsFUtpXAVVJ/PXAbgvD5L5KkkOrzJ:nXK45Kk+gZoFPvVL5Kkn
DB2AEAF96EDC922AA15610DAE68A4712
1D40813D043D97917FD3C2B187D8D2E923C69820
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG

SHA-256: 3498B073DD89E9534D096896416BEGE212222075820A254C15447FD630F7EC22

SHA-512: 93948406DECC90DA10B18F14602A7A886AADOF25233FE06DIE4675C2680495CAE73CAB6A26F18783FE4F7D304372A36230655F29C901FDD177380D1FEBDO39CAE
Malicious: false

Reputation: low

Preview:

2021/09/27-16:46:08.818 1760 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmb
meomcjbeemfm/MANIFEST-000001.2021/09/27-16:46:08.820 1760 Recovering log #3.2021/09/27-16:46:08.821 1760 Reusing old log C:\Users\user\AppData\Local\G
oogle\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG.oldpt (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 404

Entropy (8bit):  5.320464200769596

Encrypted: false

SSDEEP: 12:nAwF34v45KkkOrsFUtpXAVVJ/PXAbgvD5L5KkkOrzJ:nXK45Kk+gZoFPvVL5Kkn

MDS5: DB2AEAF96EDC922AA15610DAE68A4712

SHA1L: 1D40813D043D97917FD3C2B187D8D2E923C69820

SHA-256: 3498B073DD89E9534D096896416BE6E212222075820A254C15447FD630F7EC22

SHA-512: 93948406 DECC90DA10B18F14602A7A886AADOF25233FE06DIE4675C2680495C4E73CABA26F18783FE4F7D304372A36230655F29C901FDD177380D1FEBDO39CAE
Malicious: false

Reputation: low

Preview:

2021/09/27-16:46:08.818 1760 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmb
meomcjbeemfm/MANIFEST-000001.2021/09/27-16:46:08.820 1760 Recovering log #3.2021/09/27-16:46:08.821 1760 Reusing old log C:\Users\user\AppData\Local\G
oogle\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Visited Links

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 24

Entropy (8bit):  3.855388542207535

Encrypted: false

SSDEEP: 3:XWbknARJgn:XWbuAvq

MD5: DF4EEOFD66E10386710CE90764077469

SHA1L: 9D23D24455291D7B9F8E80883AE02E50635F1B5E

SHA-256: F565AE2BA6780C12147EB8DB40A7BDAALFEBO0E7A05FCOCE3241BAD459948D76

SHA-512: 4350776DF492F63A41B39AD7BD1839C3F08672B82A9E17D6AA551964BOBESD0345718FDCED33420A4CC0188D1AAE3F88C17A50BCC4D09D50DD485A540ED35F
8

Malicious: false

Reputation: low

Preview:
......... 5...zZW...9

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\d0818cf0-9d63-445d-ac65-e9c6991af81d.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5881

Entropy (8bit):  5.205303901385518

Encrypted: false

SSDEEP: 96:nONrLIN9zFZSKISIKOJCHpBRWL8/pdk5S11zbOTQVuwn:ncrT9BZSsC4HjYoLko3
MD5: 3756E6936866C3EBSE3FE9EEAE0743B1

SHAL: BA59B206F391DF021977B6364E5321A7669FE7B4

SHA-256: 138A2E7B9723FCO9E400E44A52A7F4934F020DC788204908398512B63CB58395
SHA-512: 693446C45122E07C6A4183EBDFBD90DBID22A2C43CB971846F8DFDE313F7BB6F35564B8B6E73742353BD8199B04886BE3D683C601FB3647343BA481C6E3AGEY
Malicious: false

Reputation: low

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13277259959586886","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245950583260338","autocomplete":{"retention_policy_last_version":85},"autofi orphan_rows_removed":true},"browser":{"default_browser

_infobar_last_declined":"13245950640095768","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_pl
acement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top": 10," Work area_| bottom :984," Work area_|eft" work area, r|ght’ 1280 work area, top 0}} co
untryid_at |nstal| '21843 "data reduct|on‘ dally original_length™:["0 " " "0","0"
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

16

3.2743974703476995

false

3:1sjgWIV//Rv:1qgIFJ

6752A1D65B201C13B62EA44016EB221F
58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B
0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABD9AG020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0:
89

false

low

MANIFEST-000004.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT.. (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

16

3.2743974703476995

false

3:1sjgWIV//Rv:1glF

6752A1D65B201C13B62EA44016EB221F
58ECF154D01A62233ED7FB494ACE3C3D4FFCE0O8B
0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABD9AG020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0:
89

false

low

MANIFEST-000004.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy leveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

139

4.53805961745172

false
3:tUK14TvfsVNIZmwv3X4TucDFhH1V8sX4Tucos5H1IWGY:mYAHsvIZmwPXAuUFhVVVXAUGVty
5E980FAE95742CF4697A16D2D6D2AD88

44652072BAB5EF9F01F2AC8D209D55290434F1A4
DA321A420E870A8A057471C89F1CB014550F202892082BFA48DA339270AD5466
9DEBD5ABAAESBI935FEC31C95F7298442D220857E407A2BB3A4434486A8FAD79F13E198984387323C494D81DC8F489744CD5032A4C41B500D10F8939EASCCDD4
false

low

2021/09/27-16:46:04.289 1980 Recovering log #3.2021/09/27-16:46:04.392 1980 Delete type=0 #3.2021/09/27-16:46:04.394 1980 Delete type=3 #2.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\LOG.old.. (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

139

4.53805961745172

false
3:tUK14TvisVNIZmwv3X4TucDFhH1V8sX4Tucos5HIWGY:mYAHsvIZmwPXAuUFhVVVXAUGVty
5E980FAE95742CF4697A16D2D6D2AD88

44652072BAB5EF9F01F2AC8D209D55290434F1A4
DA321A420E870A8A057471C89F1CB014550F202892082BFA48DA339270AD5466
9DEBD5ABAAESB935FEC31C95F7298442D220857E407A2BB3A4434486A8FAD79F13E198984387323C494D81DC8F489744CD5032A4C41B500D10F8939EA5CCDD¢
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\LOG.old.. (copy)

Preview:

2021/09/27-16:46:04.289 1980 Recovering log #3.2021/09/27-16:46:04.392 1980 Delete type=0 #3.2021/09/27-16:46:04.394 1980 Delete type=3 #2.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\MANIFEST-000004

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

MPEG-4 LOAS

dropped

50

5.028758439731456

false

3:Ukk/vxQRDKIVmt+8jzn:007t8n

031D6D1E28FE41A9BDCBD8A21DA92DF1
38CEE81CB035A60A23D6E045E5D72116F2A58683
B51BC53F3C43A5B800A723623C4E56A836367D6E2787C57D71184DF5D24151DA

E994CD3A8EE3E3CF6304C33DF5B7D6CC8207E0C08D568925AFA9D46D42F6F1ASBDD7261FOFD1FCDFADF1A173EFAE1S9EE1DES125E54EFEE488A1220CESSAF
04

false

low

Vo leveldb.BytewiseComparator.. #...........

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

340

5.225843952439556

false
6:mYAB6Q3402P923iKKdKfrzAdIFUtpXAEJZmwPXAEDkwO923iKKdKfrzILJ:nAl34v45Kk9FUtpXAEJ/PXAEDS5L5Kk2J
91D29E56269D6EF312F451349BBIDCC2

4DEF624B298FEF8812EB7346D2ACB3B3A052B4B7
4DDF2434742F0OCABBEEC5DC467828CB9D4DB25A0EE26CBD8506B870B61737835

61CEC102D36973CA41418B4E4F2FD66BOFF45CA2ACOABODOB6754BA34CB48B75DCE9B355100A397AAF01517B4A18156D175846BF064D46E4F8579ADFI3D2DBI
8

false

low

2021/09/27-16:46:08.828 1760 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata/MANIFEST-000001.202
1/09/27-16:46:08.830 1760 Recovering log #3.2021/09/27-16:46:08.830 1760 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_prot
o_db\metadata/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata\LOG.oldme (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

340

5.225843952439556

false
6:mYA6Q3402P923iKKdKfrzAdIFUtpXAEJZmwPXAEDkwO923iKKdKfrzILJ:nAI34v45KKkIFUtpXAEJ/PXAEDSL5Kk2J
91D29E56269D6EF312F451349BBI9DCC2

ADEF624B298FEF8812EB7346D2ACB3B3A052B4B7
4DDF2434742FOCABBEEC5DC467828CB9D4DB25A0EE26CBD8506B870B61737835

61CEC102D36973CA41418B4E4F2FD66BOFF45CA2ACOABODOB6754BA34CB48B75DCE9B355100A397AAF01517B4A18156D175846BF064D46E4F8579ADFI3D2DB!
8

false

low

2021/09/27-16:46:08.828 1760 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_proto_db\metadata/MANIFEST-000001.202
1/09/27-16:46:08.830 1760 Recovering log #3.2021/09/27-16:46:08.830 1760 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\shared_prot
o_db\metadata/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

106

3.138546519832722

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

3:tblolrJ5ldQxI7aXVdJiGERORIAL:tbdIrmQxZaHIGiOR6!
DE9EFOC5BCCO012A3A1131988DEE272D8
FA9CCBDC969ACOE1474FCE773234B28D50951CD8
3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

CEA946EBEADFEGBEGSE33EDFF6C68953A84EC2E2410884E12F406CAC1EGC8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3DICDF1A827AB6FF5605DA3691
724

false

low

C..\.P.r.o.gram. .F.iless\G.o.0.gle\Chromel\Ap.p.licatio.n\chrom.e..ex.e.

C:\Users\luser\AppData\Local\Google\Chrome\User DatalLast Version

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with no line terminators

dropped

13

2.8150724101159437

false

3:Yx7:4

C422F72BA41F662A919EDOB70E5C3289
AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632
02E71EB4C587FEB7EEO0CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59
86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC4A!
false

low

85.0.4183.121

C:\Users\luser\AppData\Local\Google\Chrome\User DatalLocal State (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

373513

6.014958736996671

false
6144:NXxPZdp8EBIbyvvux0/xTK]j8Acx6ZaurE5/EDnIpAI9SeefNgWF4iVx/9LPeq/15:NpZd7XbImxnQxzurRDnInfNxF4ijZVt5
1D9CE6A5312F1EDF2C66C556032EE943

7ACCC1D9C6C099FOFFE2E865COCACI50EFFOBA30
15CE425B6B63DA2C73AEEBAAG28ABA456AC1287E17FOB83E4ACB0143B5746317
120897E2E9D150CC1108695F99F8433CD996BEDF7EC8873B09D865F46AB97A0617744D92A3E31CA4020FA332ABESFA69DFEABCBAO9BE289A263F4C8A817831C
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background™:{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.632786362033962e+12,"network":1.632753964e+12,"ticks":6643449828.0, "uncertainty":4454784.0}},"os_crypt":{"encrypted_key":"R
FBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABUPWY4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCTIWC|ByxIY/Ds1S6cdCxIW6ISr1Qfj
oKIVKoVEQ4EAAAAAABAAAAAAGAAIAAAADIPMFIGKWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNXMAAAAK+RpovfP61INtB5SnOpQgPMjPTyt2T1WPeru9i3yP0
5zNVEjOUCRDWfONruG9ricX1kAAAADBIKtQIKY2z38GdfaF7dW2ZLcAMHOX20EKBg8ZJIG9lsuMexxChB4M8HFpyb0Bpr6axpi+zmMIXt76noTOxFzKN"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245950075265799"},"policy":{"last_statistics_update":"1327725995924

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

92724

3.746717209221836

false

768:FFBIiVIFvOSZpT3ave7Vz8QiObCchDUHZ2U8KtwXcgViV:Bi7se7Nryj
C397BDB47C8F2BE41AB5A3B41D623950
217C0680B85736ACCE12422010B167247BA99336
FAE30A6F9DBC190673F93F8565185FEC86E9753AF8F70E88AEOCF7175A9615C4
5007C5404F1EDBFF2F8557F5269E725C3DA356E9C891D3BCF3FCAE076A6AB23335D10D78E4730088F4B61BAD33B2A0A4E603368878006EOE92BDB3001E3D3AC
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)

Preview:

(0] TR, *..C.\P.R.0O.G.RA~1\MIC.R.O.S.~.1\.0.ffic.e.l1.6\G.R.O.0.V.EEX..D.LL.P..[)..%.p.r.o.gram./files.%.\m..c.r.o.s.0ft .offic.elo.ffice
.1.6.\....g.r.o.ov.eex.dll..Micros.o.ft .Office. .2.0.1.6..*.M.icr.o.s.0.ft .O.neD.riv.e. for. .B.us.ines.s. Exte.ns.ions...16..0..47.11.10
.0.0....*...C.\.P.R.O.G.RA.~1\MI.C.R.O.S.~1\.0.fficel6\GRO.OV.EEX.D.LL..M.icros.o.ft .Co.rp.ora.tio.n..F8D..C.:\P.ro.gram. .F.iles\C.o
.m.m.o.n. .F.i.le.s\M.i.cro.s.oft .S.h.ared\O.F.FICE.1.6\ms.0shext.dlL.@...U/..%.comm.o.np.ro.g.ramfiles.%.\m.ic.ro.s.o.ft .share.d\o.f
fic.e.l6.\...ms.os.hext.dll..M.icros.o.ft O.ffic.e.)..Micros.o.ft .Office. .Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1...D...C
2\P.ro.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\bb86f03a-8189-4d0e-9e38-30b778834587.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

373513

6.014958736996671

false
6144:NXxPZdp8EBIbyvvux0/xTKj8Acx6ZaurE5/EDnJpAl9SeefNqWF4iVx/9LPeq/15:NpZd7XbImxnQxzurRDnInfNxF4ijZVt5
1DI9CE6A5312F1EDF2C66C556032EE943

7ACCC1D9C6C099FOFFE2E865COCACI50EFFOBA30
15CE425B6B63DA2C73AEEBAAG28ABA456AC1287E17FOB83E4ACB0143B5746317
120897E2E9D150CC1108695F99F8433CDI96BEDF7EC8873B09D865F46ABI7A0617744D92A3E31CA4020FA332ABESFAGIDFEABCBAO9B8289A263FAC8A817831C
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.632786362033962e+12,"network":1.632753964e+12,"ticks":6643449828.0,"uncertainty":4454784.0}},"os_crypt"{"encrypted_key":"R
FBBUEKBAAAAOIyd3wEVORGMegDAT8KX6WEAAABUPWY4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCT7IWC]BYxXIY/Ds1S6cdCxIW6IST1Qf]
oKIVKoVEQ4EAAAAAABAAAAAAGAAIAAAADIPMFIGKWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNXMAAAAK+RpovfP61INtB5SnOpQgPMjPTyt2T1WPeru9i3yP0
5zNVEjOUCRDWfONruG9ricX1kAAAADBIKtQIKY2z38GdfaF7dW2ZLcAMHOX20EKBg8ZJIG9lsuMexxChB4M8HFpyb0OBpréaxpi+zmMIXt76noTOxFzKN"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245950075265799"},"policy":{"last_statistics_update":"1327725995924

C:\Users\luser\AppData\Local\Google\Chrome\User Data\c098b71f-618a-4b66-86e8-41a7337d0d88.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

373513

6.014958736996671

false
6144:NXxPZdp8EBIbyvvux0/xTK]j8Acx6ZaurE5/EDnIpAI9SeefNgWF4iVx/9LPeq/15:NpZd7XbimxnQxzurRDnInfNxF4ijZVt5
1D9CE6A5312F1EDF2C66C556032EE943

7ACCC1D9C6C099FOFFE2E865COCACI50EFFOBA30
15CE425B6B63DA2C73AEEBAAG28ABA456AC1287E17FOB83E4ACB0143B5746317
120897E2E9D150CC1108695F99F8433CD996BEDF7EC8873B09D865F46AB97A0617744D92A3E31CA4020FA332ABESFA69DFE6ABCBAO9BE289A263F4C8A817831C
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.632786362033962e+12,"network":1.632753964e+12,"ticks":6643449828.0, "uncertainty":4454784.0}},"os_crypt":{"encrypted_key":"R
FBBUEKBAAAAOIyd3wEVORGMegDAT8KX6WEAAABUPWY4cSyAQZRX3j8/SLMMAAAAAAIAAAAAABBMAAAAAQAAIAAAACCTIWC|ByxIY/Ds1S6cdCxIW6iISr1Qfj
oKIVKoVEQ4EAAAAAABAAAAAAGAAIAAAADIPMFiIGKWkdrfU+zeMpOLPS1eDxLpcgjYP2R/ndeCNXMAAAAK+RpovfP61INtB5SnOpQgPMjPTyt2T1WPeru9i3yP0
5zNVEjOUCRDWfONruG9ricX1kAAAADBIKtQIKY2z38GdfaF7dW2ZLcAMHOX20EKBg8ZJIG9lsuMexxChB4M8HFpyb0Bpr6axpi+zmMIXt76noTOxFzKN"},"password_ma
nager":{"os_password_blank":true,"os_password_last_changed":"13245950075265799"},"policy":{"last_statistics_update":"1327725995924

C:\Users\user\AppDatal\Local\Temp\216fa876-3e2d-430a-a898-6ab72abfbbdd.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

Google Chrome extension, version 3

dropped

248531

7.963657412635355

false
3072:r+nmRykNgoldZ8GjICIUXZSk+QSVh85PxEalRVHmMCcIdIR6Y Y fEpAABUGDcaKkirv:k30F4Z4h45P99FId9RBQY BVcaxInfL
541F52E24FE1EFOF8E12377A6CCAEO0CO

189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6G
81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1IA78BCACFAS57D6E763AABI7276C8FI088940AC0476690D4D46023FFABF52F3326(C
88

false

low
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C:\Users\user\AppData\Local\Temp\216fa876-3e2d-430a-a898-6ab72abfbbdd.tmp

Preview:
Cr24............. 0.."0..*H.oeee O \7c.<........ Ft0.8.2'5..qk...%....2...C.F.9.#..e.xQ....... [.L]..3> T 7. (YM..2V.<2. ... 1.a...0?d.....A H...\MpB..T.m..Vn Ip..>k.|1..n.
<Fb..f.*Q1.....s..2..{*6....Pp....obM..1....... bl....... (uN'z....v.FW.X4."-*eu...b......... \.FL..b..I5...2.q....... L]....w[T0.6....E.....r.%Z.vFm.9..5!,.~g5...;.t.. ... +A.....u... k...e.&
LL6ryu...%. f....... N.V....<+...L.}{..z.)y.n..)...,.b..508K%..0.9.D.S.F50..<(...>. \f.X.I.2."[.w....7fl.~.c.4.E......0..0..* H............0.......).".b.*$wW\$.q&.]zF _2..;...2.U,..

W.LL.2. R.#..W....cIKSW..$.J... +MLHZ.N U.ON.|b.I... { K@]6.LIP/... ](.A...
@?V.;~..2..C...[OY0.. *H.= . *H.=...Buooooccccoo sl 2.4V 1K DR .5SI..8......H"i

............ 1..).H...1Q.y MG d..ix..#{.Z$|..|.?...0K..t"..5...Y..%.Ky....0..{1+.~v.;...0.... Z....).(B..
...Q4{...FOD. .0..|L. A.L+.=.kP.L1.

C:\Users\luser\AppData\Local\Temp\7a11342b-1005-4123-8a42-381a042260da.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:LiL

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHAL: 3A52CE780950D4D969792A2559CD519D7EE8CT727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCO9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F2¢8
F21

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Temp\7d2d118e-24f2-4945-94b4-fa51c40f4c77.tmp E

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 768843

Entropy (8bit):  7.992932603402907

Encrypted: true

SSDEEP: 12288:cK2EDIWjXNC1Gse83ru82/u0eKhgxuPFrDXgtbPz54Pm1D0fBmfH1sBrJ9mTiDga:cK2ED9I48seur0/uZKCuPNbgtbzémlob

MD5: A11D5CAF6BF849AEB84B0C95B1C3B7CF

SHA1L: 27F410CCBD75852C01C7464A1FD7EF8C29BE3916

SHA-256: DOE62ACE64AFC334330A7AC3A2CC657914FEB321F1F89AEEL11D2A6D0OE7D81C31

SHA-512: 086C124DE3A01BE467647F3BCB4EA05105F690AB45417A0E3D38935ABA9E2381DF59AF98DOFFF7823CEFD5390B48807352E135AC70977AED7B413A8CC48FB59

Malicious: false

Reputation: low

Preview:
Cr24.......... 0.0, H.oorrrrns (o T \7C.<...... Ft0.8.2'5..0k...%....2...C.F.9.#.XQ.......[..L|....3>/..u.T.7...(yM...2V.<?........1.a...0?d.....A.H...MpB..T.m..Vn Ip..>k.|1..n.
<Fb..f.*QL.....s. bl (UNZ. V. FW.X4."*eU. . b.........6W..>Nuw9..R{C...Ng.H.K..AL... v.k+..2.5>V.. X.q.V...7.m.0.~.{l.o/q.".BK..4./
2" LufH&. <. .&pkrds.ly F.NA+. . X.PO@Mo...X.GL..Y.@;. jcoou... =ae...0......DU...n..n.;.1pr..Q. LaY... fei 0...... Mbh=[0}.+..U

KHF(n3.\"...,g.c...6)..(E...U..#i.a...N....P..x.0...(mC;|.5.S {m.aEx...[..fP.i".y..5.R...v.$.....I-m Lmeanin S WL Rpbt L+ K R$e~ 0. &c%.d. M. V. %, +1F
..D.X\ct<.......EB.+i@...8. . .&YR...l.0...,...[0Y0..* H=..* H.=...B................2..+Y.l..k..bR.j5SI..8.... i.-l..".Q{..FOD. D.".N@.(..GK....m...A.0.."

Static File Info

No static file info

Network Behavior

Network Port Distribution

TCP Packets

UDP Packets
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DNS Queries

Timestamp

Sep 27, 2021 16:46:01.784019947 CEST
Sep 27, 2021 16:46:01.813735008 CEST
Sep 27, 2021 16:46:01.850502968 CEST
Sep 27, 2021 16:46:03.392422915 CEST

Sep 27, 2021 16:46:04.977317095 CEST

Sep 27, 2021 16:46:05.426117897 CEST

Sep 27, 2021 16:46:05.426783085 CEST

DNS Answers

Timestamp Source IP Dest IP

Sep 27, 2021
16:46:01.812365055
CEST

8.8.8.8 192.168.2.5

Sep 27, 2021
16:46:01.812365055
CEST

8.8.8.8 192.168.2.5

Sep 27, 2021
16:46:01.840387106
CEST

8.8.8.8 192.168.2.5

Sep 27, 2021
16:46:01.974818945
CEST

8.8.8.8 192.168.2.5

Sep 27, 2021
16:46:03.522732019
CEST

8.8.8.8 192.168.2.5

Sep 27, 2021 8.8.8.8 192.168.2.5
16:46:03.522732019

CEST

Sep 27, 2021
16:46:03.522732019
CEST

Sep 27, 2021
16:46:03.522732019
CEST

Sep 27, 2021
16:46:03.522732019
CEST

Sep 27, 2021
16:46:03.522732019
CEST

Sep 27, 2021
16:46:05.005640984
CEST

Sep 27, 2021
16:46:05.005640984
CEST

8.8.8.8 192.168.2.5

8.8.8.8 192.168.2.5

8.8.8.8 192.168.2.5

8.8.8.8 192.168.2.5

8.8.8.8 192.168.2.5

8.8.8.8 192.168.2.5

Sep 27, 2021 8.8.8.8 192.168.2.5
16:46:05.440085888

CEST

Sep 27, 2021
16:46:05.447571993
CEST

Sep 27, 2021
16:46:05.603147030
CEST

8.8.8.8 192.168.2.5

8.8.8.8 192.168.2.5

HTTP Request Dependency Graph

Copyright Joe Security LLC 2021

Source IP

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

0x6970

0x6970

0x99f0

0xe0f9

Oxe7c8

Oxe7c8

Oxe7c8

Oxe7c8

Oxe7c8

Oxe7c8

OxafOb

OxafOb

Oxa218

0xb773

Oxae9c

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

0x6970

0x99f0

0xe0f9

Oxe7c8

OxafOb

0xa218

0xb773

Name

clients2.g
oogle.com

clients.|.
google.com

accounts.g
oogle.com

7.0bay.xn--kt-
yka.com

curly-spurious-
bag.glitch.me

curly-spurious-
bag.glitch.me

curly-spurious-
bag.glitch.me

curly-spurious-
bag.glitch.me

curly-spurious-
bag.glitch.me

curly-spurious-
bag.glitch.me

clients2.g
oogleuserc
ontent.com

googlehost
ed.l.googl
euserconte
nt.com

code.jquery.com

use.fontaw
esome.com

gstaticads
sl.l.google.com

OP Code
Standard query
0

Standard query
(0

Standard query
0

Standard query
0

Standard query
(0)

Standard query
(0)
Standard query
(0)

CName

clients.l.google.com

Name

clients2.g
oogle.com

accounts.g
oogle.com

7.0bay.xn--kt-
yka.com

curly-spurious-
bag.glitch.me

clients2.g
oogleuserc
ontent.com
code.jgquery.com

use.fontaw
esome.com

Address

172.217.168.46

172.217.168.13

185.162.146.248

50.19.254.224

54.205.166.180

52.200.40.111

35.172.196.51

34.229.4.215

18.210.105.246

googlehosted.l.googleuse

rcontent.com

cds.s5x3j6q5.hwedn.net

172.217.168.1

use.fontawesome.com.cd

n.cloudflare.net

172.217.168.67

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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e accounts.google.com

e clients2.google.com

e 7.0bay.xn--kt-yka.com
e curly-spurious-bag.glitch.me

e clients2.googleusercontent.com

e https:

HTTP Packets

Session ID Source IP
0 192.168.2.5
kBytes
Timestamp transferred
Session ID Source IP
1 192.168.2.5
kBytes
Timestamp transferred
Session ID Source IP
2 192.168.2.5
kBytes
Timestamp transferred
Session ID Source IP
3 192.168.2.5
kBytes
Timestamp transferred
Session ID Source IP
4 192.168.2.5
kBytes
Timestamp transferred
Session ID Source IP
5 192.168.2.5
kBytes
Timestamp transferred
Sep 27, 2021 1056

16:46:02.135595083 CEST

Copyright Joe Security LLC 2021

Source Port

49734

Direction

Source Port

49733

Direction

Source Port

49740

Direction

Source Port
49747

Direction

Source Port
49757

Direction

Source Port
49736

Direction
ouT

Destination IP Destination Port Process

172.217.168.13 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

Destination IP Destination Port Process

172.217.168.46 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

Destination IP Destination Port Process

50.19.254.224 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

Destination IP  Destination Port Process
172.217.168.1 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

Destination IP  Destination Port Process
50.19.254.224 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

Destination IP Destination Port Process

185.162.146.248 80 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /qoaaxzd1%20 HTTP/1.1

Host: 7.0bay.xn--kt-yka.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9
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kBytes
Timestamp transferred

Sep 27, 2021 1056
16:46:02.198167086 CEST

HTTPS Proxied Packets

Session ID Source IP

0 192.168.2.5
kBytes

Timestamp transferred

2021-09-27 14:46:02 UTC 0

2021-09-27 14:46:02 UTC 0

2021-09-27 14:46:02 UTC 3

2021-09-27 14:46:02 UTC 4

2021-09-27 14:46:02 UTC 4

Session ID Source IP

1 192.168.2.5
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49734

Direction

ouT

ouT

Source Port

49733

Direction

Data

HTTP/1.1 200 OK

Connection: Keep-Alive

Vary: Accept-Encoding

Content-Type: text/html; charset=UTF-8

Content-Length: 259

Content-Encoding: gzip

Date: Mon, 27 Sep 2021 14:46:00 GMT

Server: LiteSpeed

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 6d 92 cd 8e c2 20 14 46 f7 7d 0Oa 12 17 c5 a8 e0 8c 4b 7f €6 21 66 69 4d 83 f4 4a
89 14 1a c0 38 8f 3f 48 a9 32 63 59 dc 05 b9 e7 €3 c0 65 e7 b8 95 bd 3f 14 05 0a 4b 81 47 37 ab d0 le dd a5 6e cc 9d 28
€399 97 46 93 96 b9 96 b8 db d9 79 2b b5 c0 9f eb f9 36 12 4f ec 22 35 53 f5 00 87 9a f5 ae 97 71 43 81 16 be 45 2b b4
99 40 eb 9e 09 08 e4 33 85 58 €8 15 €3 80 cb 2f e8 f6 €5 b2 9c 95 39 ¢6 8d 76 1e 59 10 f0 13 28 8a 8f d5 f7 69 31 af 66
74 aa 27 59 8d c7 90 8e 79 de e2 08 bf 67 36 bc 56 52 5f 5f 4f cO bc 39 €3 94 72 fc 38 bd 13 d0 d5 49 84 46 8d ea 61 9¢
8c 72 9f al ef cf 25 07 93 31 60 42 06 b8 69 a0 49 17 18 d5 16 28 bc 46 a8 03 17 9¢ 32 8e d2 88 1a 05 61 76 02 67 01 29
fd df 60 1f b1 af 9e 6d b1 a3 e9 43 fc 02 ee 5b 96 b3 19 02 00 00

Data Ascii: m F}K!fiMJ8?H2cYe?KG7n(Fy+60"5SqCE+@3X/9vY (i1ft'Yyg6VR__09r8IFar%1 Bil(F2avg) mC[

Destination IP Destination Port Process

172.217.168.13 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com

Connection: keep-alive

Content-Length: 1

Origin: https://www.google.com

Content-Type: application/x-www-form-urlencoded

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Data Raw: 20
Data Ascii:

HTTP/1.1 200 OK

Content-Type: application/json; charset=utf-8

Access-Control-Allow-Origin: https://www.google.com

Access-Control-Allow-Credentials: true

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Mon, 27 Sep 2021 14:46:02 GMT

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: script-src ‘report-sample’ ‘'nonce-ukzlIMm70YoKIEmMod2fmw' ‘unsafe-inline';object-src ‘none’;bas
e-uri 'self;report-uri /_/IdentityListAccountsHttp/cspreport;worker-src ‘self’

Content-Security-Policy: script-src ‘nonce-ukzIIMm70YoKIiEmMod2fmw' 'self' https://apis.google.com https://ssl.gstatic.com
https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
[cspreport

Cross-Origin-Resource-Policy: cross-origin

Cross-Origin-Opener-Policy: same-origin

Server: ESF

X-XSS-Protection: 0

Alt-Sve: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none

Vary: Sec-Fetch-Dest, Sec-Fetch-Mode, Sec-Fetch-Site,Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 31 31 0d Oa 5b 22 67 61 69 61 2e 6¢ 2e 61 2e 72 22 2c¢ 5b 5d 5d 0d Oa
Data Ascii: 11["gaia.l.a.r',[]]

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

172.217.168.46 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-09-27 14:46:02 UTC 0

2021-09-27 14:46:02 UTC 1

2021-09-27 14:46:02 UTC 2

2021-09-27 14:46:02 UTC 2

2021-09-27 14:46:02 UTC 3

Session ID Source IP

2 192.168.2.5
kBytes

Timestamp transferred

2021-09-27 14:46:04 UTC 4

Copyright Joe Security LLC 2021

Direction

ouT

Source Port
49740

Direction
ouT

Data

GET /service/update2/crx?os=win&arch=x64&0s_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=85.0.4183.121&lang=en-US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%
3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1&x=id%3Dpkedcjkdefgpdelp
bcmbmeomcjbeemfm%26v%3D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526€%253D1 HTTP/1.1
Host: clients2.google.com

Connection: keep-alive

X-Goog-Update-Interactivity: fg

X-Goog-Update-Appld: nmmhkkegccagdldgiimedpiccmgmieda,pkedcjkdefgpdelpbcmbmeomcjbeemfm
X-Goog-Update-Updater: chromecrx-85.0.4183.121

Sec-Fetch-Site: none

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

Content-Security-Policy: script-src ‘report-sample' 'nonce-RbugTxYu+zvztF+UGBcmrg' ‘unsafe-inline' 'strict-dynamic' https:
http:;object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Mon, 27 Sep 2021 14:46:02 GMT

Content-Type: text/xml; charset=UTF-8

X-Daynum: 5383

X-Daystart: 27962

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 35 31 65 0d 0a 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55
54 46 2d 38 22 3f 3e 3¢ 67 75 70 64 61 74 65 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6¢ 3d 22 32 2e 30 22 20 73 65
7276 65 72 3d 22 70 72 6f 64 22 3e 3¢ 64 61 79 73 74 61 72 74 20 65 6¢ 61 70 73 65 64 5f 64 61 79 73 3d 22 35 33 38 33
222065 6¢ 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 32 37 39 36 32 22 2f 3e 3¢ 61 70 70 20 61 70 70 69 64 3d 22 6e
6d 6d 68 6b 6b 65 67 63 63 61 67 64 6¢ 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72 74
3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22

Data Ascii: 51e<?xml version="1.0" encoding="UTF-8"?><gupdate xmlIns="http://www.google.com/update2/response" p
rotocol="2.0" server="prod"><daystart elapsed_days="5383" elapsed_seconds="27962"/><app appid="nmmhkkegccagdld
giimedpiccmgmieda” cohort="1::" cohortname=""

Data Raw: 77 79 4d 45 52 45 53 45 5a 47 56 6d 4a 6e 51 51 2f 31 2e 30 2e 30 2e 36 5f 6e 6d 6d 68 6b 6b 65 67 63 63 61
67 64 6¢ 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 22 20 66 70 3d 22 31 2e 38 31 65 33 61 34
64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31 37 31 37 35 63 35 33 36 36 38 35 63 35
343530 31323262 333037 3839 3436 34 61 64 38 32 22 20 68 61 73 68 5f 73 68 61 32 35 36 3d 22 38 31 65 33 61 3
464 34 3361 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 31 37 31 37 35 63 35 33 36 36 38 35 63
3534 353031323262 333037 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 74 65 63 74 65 64 3d 22 30 22 20 73 69 7a
65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76

Data Ascii: WyMERESEZGVmJnQQ/1.0.0.6_nmmhkkegccagdidgiimedpiccmgmieda.crx” fp="1.81e3a4d43a73699e1b7
781723f56b8717175c536685c5450122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536
685c5450122b30789464ad82" protected="0" size="248531" status="ok" v

Data Raw: 30 0d Oa Od Oa
Data Ascii: 0

Destination IP Destination Port Process
50.19.254.224 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /78765.html HTTP/1.1

Host: curly-spurious-bag.glitch.me

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: navigate

Sec-Fetch-Dest: document

Referer: http://7.0bay.xn--kt-yka.com/qoaaxzd1%20

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9
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Copyright Joe Security LLC 2021

Direction

IN

Data

HTTP/1.1 200 OK

Date: Mon, 27 Sep 2021 14:46:04 GMT

Content-Type: text/html; charset=utf-8

Content-Length: 796261

Connection: close

X-amz-id-2: 5pNSE1gS5FpxgfmM9RzWVp/OvZNyswg91JcR070zxkFIE7gz3jVvk6wHROSsSCVXTCB1T21kiefE=
X-amz-request-id: SBSN3HMD5DY2TQRC

last-modified: Mon, 27 Sep 2021 07:35:54 GMT

etag: "629a7973c2a31b0b109c688c4211alca"
cache-control: no-cache

x-amz-version-id: Wgx7Q2cz9QJ33t9ug8l0hXgNDDR3Gsa9
accept-ranges: bytes

server: AmazonS3

Data Raw: 3¢ 73 63 72 69 70 74 3e 64 6f 63 75 6d 65 6e 74 2e 77 72 69 74 65 28 75 6e 65 73 63 61 70 65 28 27 25 30 41
2533 43 25 32 31 25 36 34 25 36 46 25 36 33 25 37 34 25 37 39 25 37 30 25 36 35 25 32 30 25 36 38 25 37 34 25 36 44
25 36 43 25 33 45 25 30 41 25 33 43 25 36 38 25 37 34 25 36 44 25 36 43 25 32 30 25 36 43 25 36 31 25 36 45 25 36 37
25 33 44 25 32 32 25 36 35 25 36 45 25 32 32 25 33 45 25 30 41 25 30 41 25 33 43 25 36 38 25 36 35 25 36 31 25 36 34
25 33 45 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 33 43 25 37 33 25 36 33 25 37 32 25 36 39 25 37 30 25 37 34
25 32 30 25 37 34 25 37 39 25 37 30 25 36 35 25 33 44 25 32 32 25 37 34 25 36 35 25 37 38 25 37 34 25 32 46 25 36 41
25 36 31 25 37 36 25 36 31 25 37 33 25 36 33 25 37 32 25 36 39 25 37 30

Data Ascii: <script>document.write(unescape('%0A%3C%21%64%6F%63%74%79%70%65%20%68%74%6D%6C
9%3E%0A%3C%68%74%6D%6C%20%6C%61%6E%67%3D%22%65%6E%22%3E%0A%0A%3C%68%65%
61%64%3E%0A%20%20%20%20%3C%73%63%72%69%70%74%20%74%79%70%65%3D%22%74%65%78%74%2F
%6A%61%76%61%73%63%72%69%70

Data Raw: 44 25 34 36 25 36 46 25 36 45 25 37 34 25 32 43 25 32 30 25 32 32 25 35 33 25 36 35 25 36 37 25 36 46 25
36 3525 32 30 25 35 35 25 34 39 25 32 32 25 32 43 25 32 30 25 35 32 25 36 46 25 36 32 25 36 46 25 37 34 25 36 46 25
32 43 25 32 30 25 32 32 25 34 38 25 36 35 25 36 43 25 37 36 25 36 35 25 37 34 25 36 39 25 36 33 25 36 31 25 32 30 25
34 45 25 36 35 25 37 35 25 36 35 25 32 32 25 32 43 25 32 30 25 34 31 25 37 32 25 36 39 25 36 31 25 36 43 25 32 43 25
3230 25 37 33 25 36 31 25 36 45 25 37 33 25 32 44 25 37 33 25 36 35 25 37 32 25 36 39 25 36 36 25 32 43 25 32 30 25
3232 253431253730 25 37 30 25 36 43 25 36 35 25 32 30 25 34 33 25 36 46 25 36 43 25 36 46 25 37 32 2532 30 25
34 35 25 36 44 25 36 46 25 36 41 25 36 39 25 32 32 25 32 43 25 32 30 25 32

Data Ascii: D%46%6F%6E%74%2C%20%22%53%65%67%6F%65%20%55%49%22%2C%20%52%6F%62%6F%
74%6F%2C%20%22%48%65%6C%76%65%74%69%63%61%20%4E%65%75%65%22%2C%20%41%72%69%61%6C
%2C%20%73%61%6E%73%2D%73%65%72%69%66%2C%20%22%41%70%70%6C%65%20%43%6F%
6C%6F%72%20%45%6D%6F%6A%69%22%2C%20%2

Data Raw: 25 33 41 25 32 30 25 33 31 25 32 45 25 33 37 25 33 35 25 37 32 25 36 35 25 36 44 25 30 41 25 32 30 25 32
30 2532 30 25 32 30 25 37 44 25 30 41 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 45 25 36 38 25 33 34 25 32
43 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 36 38 25 33 34 25 32 30 25 37 42 25 30 41 25 32 30 25 32 30 25 32
30 25 32 3025 32 30 25 32 30 25 32 30 25 32 30 25 36 36 25 36 46 25 36 45 25 37 34 25 32 44 25 37 33 25 36 39 25 37
41 25 36 35 25 33 41 25 32 30 25 33 31 25 32 45 25 33 35 25 37 32 25 36 35 25 36 44 25 30 41 25 32 30 25 32 30 25 32
30 25 32 30 25 37 44 25 30 41 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 45 25 36 38 25 33 35 25 32 43 25 30
41 25 32 30 25 32 30 25 32 30 25 32 30 25 36 38 25 33 35 25 32 30 25 37 42

Data Ascii: %3A%20%31%2E%37%35%72%65%6D%0A%20%20%20%20%7D%0A%0A%20%20%20%20%2E%6
8%34%2C%0A%20%20%20%20%68%34%20%7B%0A%20%20%20%20%20%20%20%20%66%6F%6E%74%2D%73%
69%7A%65%3A%20%31%2E%35%72%65%6D%0A%20%20%20%20%7D%0A%0A%20%20%20%20%2E%68%35%2C
%0A%20%20%20%20%68%35%20%7B

Data Raw: 25 33 41 25 32 30 25 36 31 25 37 35 25 37 34 25 36 46 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32
30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 44 25 36 31 25 37 32 25 36 37 25 36 39 25 36 45 25 32 44 25 36 43 25 36
35 25 36 36 25 37 34 25 33 41 25 32 30 25 36 31 25 37 35 25 37 34 25 36 46 25 30 41 25 32 30 25 32 30 25 32 30 25 32
30 25 37 44 25 30 41 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 34 30 25 36 44 25 36 35 25 36 34 25 36 39 25 36
31 25 32 30 25 32 38 25 36 44 25 36 39 25 36 45 25 32 44 25 37 37 25 36 39 25 36 34 25 37 34 25 36 38 2533 41 25 33
35 25 33 37 25 33 36 25 37 30 25 37 38 25 32 39 25 32 30 25 37 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32
30 25 32 30 25 32 30 25 32 30 25 32 45 25 36 33 25 36 46 25 36 45 25 37 34

Data Ascii: %3A%20%61%75%74%6F%3B%0A%20%20%20%20%20%20%20%20%6D%61%72%67%69%6E%2
D%6C%65%66%74%3A%20%61%75%74%6F%0A%20%20%20%20%7D%0A%0A%20%20%20%20%40
%6D%65%64%69%61%20%28%6D%69%6E%2D%77%69%64%74%68%3A%35%37%36%70%78%29%
20%7B%0A%20%20%20%20%20%20%20%20%2E%63%6F%6E%74

Data Raw: 36 46 25 36 45 25 36 35 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 37 44 25 30 41 25 30 41 25 32 30
25 32 30 25 32 30 25 32 30 25 32 45 25 36 33 25 36 46 25 36 43 25 32 44 25 33 31 25 32 30 25 37 42 25 30 41 25 32 30
25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 44 25 37 37 25 36 35 25 36 32 25 36 42 25 36 39
25 37 34 25 32 44 25 36 32 25 36 46 25 37 38 25 32 44 25 36 36 25 36 43 25 36 35 25 37 38 25 33 41 25 32 30 25 33 30
25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 44 25 36 44 25 37 33
25 32 44 25 36 36 25 36 43 25 36 35 25 37 38 25 33 41 25 32 30 25 33 30 25 32 30 25 33 30 25 32 30 25 33 38 25 32 45
25 33 33 25 33 33 25 33 33 25 33 33 25 33 33 25 33 33 25 32 3525 3342 25

Data Ascii: 6F%6E%65%0A%20%20%20%20%7D%0A%0A%20%20%20%20%2E%63%6F%6C%2D%31%20%7B
9%0A%20%20%20%20%20%20%20%20%2D%77%65%62%6B%69%74%2D%62%6F%78%2D%66%6C%
65%78%3A%20%30%3B%0A%20%20%20%20%20%20%20%20%2D%6D%73%2D%66%6C%65%78%3A%20%30%20
%30%20%38%2E%33%33%33%33%33%33%25%3B%

Data Raw: 38 25 33 41 25 32 30 25 33 30 25 32 30 25 33 30 25 32 30 25 33 36 25 33 36 25 32 45 25 33 36 25 33 36 25
33 36 25 33 36 25 33 36 25 33 37 25 32 35 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 36 25 36 43 25 36 35 25 37 38 25 33 41 25 32 30 25 33 30 25
32 30 25 33 30 25 32 30 25 33 36 25 33 36 25 32 45 25 33 36 25 33 36 25 33 36 25 33 36 25 33 36 25 33 37 2532 35 25
3342 2530 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25
32 30 25 36 44 25 36 31 25 37 38 25 32 44 25 37 37 25 36 39 25 36 34 25 37 34 25 36 38 25 33 41 25 32 30 25 33 36 25
33 36 25 32 45 25 33 36 25 33 36 25 33 36 25 33 36 25 33 36 25 33 37 25 32

Data Ascii: 8%3A%20%30%20%30%20%36%36%2E %36%36%36%36%36%37%25%3B%0A%20%20%20%20%
20%20%20%20%20%20%20%20%66%6C%65%78%3A%20%30%20%30%20%36%36%2E%36%36%36%36%36%37
%25%3B%0A%20%20%20%20%20%20%20%20%20%20%20%20%6D%61%78%2D%77%69%64%74%68%3A%20%3
6%36%2E%36%36%36%36%36%37%2
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Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 33 36 25 33 37 25 32 35 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30
253230 25 32 30 25 32 30 25 32 30 25 32 30 25 36 36 25 36 43 25 36 35 25 37 38 25 33 41 25 32 30 25 33 30 25 32 30
25 33 30 25 32 30 25 33 39 25 33 31 25 32 45 25 33 36 25 33 36 25 33 36 25 33 36 25 33 36 25 33 37 25 32 35 25 33 42
253041 2532 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30
25 36 44 25 36 31 25 37 38 25 32 44 25 37 37 25 36 39 25 36 34 25 37 34 25 36 38 25 33 41 25 32 30 253339 2533 31
2532 45 25 33 36 25 33 36 25 33 36 25 33 36 25 33 36 25 33 37 25 32 35 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30
2532 30 25 32 30 25 32 30 25 32 30 25 37 44 25 30 41 25 30 41 25 32 30 25

Data Ascii: 36%37%25%3B%0A%20%20%20%20%20%20%20%20%20%20%20%20%66%6 C%65%78%3A%20
%30%20%30%20%39%31%2E%36%36%36%36%36%37%25%3B%0A%20%20%20%20%20%20%20%20%20%20%2
0%20%6D%61%78%2D%77%69%64%74%68%3A%20%39%31%2E%36%36%36%36%36%37%25%0A%20%20%20%
20%20%20%20%20%7D%0A%0A%20%

Data Raw: 44 25 32 44 25 33 30 25 32 30 25 37 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25
323025 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 44 25 37 37 25 36 35 25 36 32 25 36 42 25 36 39 25 37 34 25
32 44 25 36 32 25 36 46 25 37 38 25 32 44 25 36 46 25 37 32 25 36 34 25 36 39 25 36 45 25 36 31 25 36 43 25 32 44 25
36 37 25 37 32 25 36 46 25 37 35 25 37 30 25 33 41 25 32 30 25 33 31 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25
32302532 30253230 25323025 323025323025 32 30 25 32 30 25 32 30 25 32 44 25 36 44 25 37 3325 32 44 25
36 36 25 36 43 25 36 35 25 37 38 25 32 44 25 36 46 25 37 32 25 36 34 25 36 35 25 37 32 25 33 41 25 32 30 2533 30 25
3342 253041 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32

Data Ascii: D%2D%30%20%7B%0A%20%20%20%20%20%20%20%20%20%20%20%20%2D%77%65%62%6B%
69%74%2D%62%6F%78%2D%6F%72%64%69%6E%61%6 C%2D%67%72%6F%75%70%3A%20%31%3B%0A%20%20
%20%20%20%20%20%20%20%20%20%20%2D%6D%73%2D%66%6C%65%78%2D%6F%72%64%65%
72%3A%20%30%3B%0A%20%20%20%20%20%20%2

Data Raw: 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25
36 36 25 36 43 25 36 35 25 37 38 25 33 41 25 32 30 25 33 30 25 32 30 25 33 30 25 32 30 25 33 38 25 32 45 25 33 33 25
33 33 25 33 33 25 33 33 25 33 33 25 33 33 25 32 35 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25
3230253230 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 44 25 36 31 25 37 38 25 32 44 25 37 37 25 36 39 25
36 34 25 37 34 25 36 38 25 33 41 25 32 30 25 33 38 25 32 45 25 33 33 25 33 33 25 33 33 2533 332533332533 33 25
3235253041 25323025 323025323025 32302532 30253230 253230253230 253744253041 25304125
3230 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32

Data Ascii: 0%20%20%20%20%20%20%20%20%20%20%20%66%6C%65%78%3A%20%30%20%30%20%38%
2E%33%33%33%33%33%33%25%3B%0A%20%20%20%20%20%20%20%20%20%20%20%20%6D%61%78%2D%77
%69%64%74%68%3A%20%38%2E%33%33%33%33%33%33%25%0A%20%20%20%20%20%20%20%20%7D%0A%0
A%20%20%20%20%20%20%20%20%2

Data Raw: 25 32 35 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32
30 2532 30 25 32 30 25 32 30 25 36 36 25 36 43 25 36 35 25 37 38 25 33 41 25 32 30 25 33 30 25 32 30 25 33 30 25 32
30 25 33 32 25 33 35 25 32 35 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32
30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 44 25 36 31 25 37 38 25 32 44 25 37 37 25 36 39 25 36 34 25 37 34 25 36
38 253341 2532 30 25 33 32 25 33 35 25 32 35 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32
30 25 32 30 25 37 44 25 30 41 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32
45 25 36 33 25 36 46 25 36 43 25 32 44 25 36 43 25 36 37 25 32 44 25 33 34

Data Ascii: %25%3B%0A%20%20%20%20%20%20%20%20%20%20%20%20%66%6C%65%78%3A%20%30%2
0%30%20%32%35%25%3B%0A%20%20%20%20%20%20%20%20%20%20%20%20%6D%61%78%2D%77%69%64%
74%68%3A%20%32%35%25%0A%20%20%20%20%20%20%20%20%7D%0A%0A%20%20%20%20%20%20%20%20
%2E%63%6F%6C%2D%6C%67%2D%34

Data Raw: 32 35 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30
25 32 30 25 32 30 25 32 30 25 36 36 25 36 43 25 36 35 25 37 38 25 33 41 25 32 30 25 33 30 25 32 30 25 33 30 25 32 30
25 33 34 25 33 31 25 32 45 25 33 36 25 33 36 25 33 36 25 33 36 25 33 36 25 33 37 25 32 35 25 33 42 25 30 41 25 32 30
25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 44 25 36 31
25 37 38 25 32 44 25 37 37 25 36 39 25 36 34 25 37 34 25 36 38 25 33 41 25 32 30 25 33 34 25 33 31 25 32 45 25 33 36
25 33 36 25 33 36 25 33 36 25 33 36 25 33 37 25 32 35 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30
2532 30 25 32 30 25 37 44 25 30 41 25 30 41 25 32 30 25 32 30 25 32 30 25

Data Ascii: 25%3B%0A%20%20%20%20%20%20%20%20%20%20%20%20%66%6C%65%78%3A%20%30%20
%30%20%34%31%2E%36%36%36%36%36%37%25%3B%0A%20%20%20%20%20%20%20%20%20%20%20%20%6
D%61%78%2D%77%69%64%74%68%3A%20%34%31%2E %36%36%36%36%36%37%25%0A%20%20%20%20%20%
20%20%20%7D%0A%0A%20%20%20%

Data Raw: 38 25 36 33 25 36 32 25 36 33 25 36 36 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 37 44 25 30 41 25
3041 25 32 30 25 32 30 25 32 30 25 32 30 25 32 45 25 37 34 25 36 31 25 36 32 25 36 43 25 36 35 25 32 44 25 36 38 25
36 46 25 37 36 25 36 35 25 37 32 25 32 30 25 32 45 25 37 34 25 36 31 25 36 32 25 36 43 25 36 35 25 32 44 25 37 33 25
36 35 25 36 33 25 36 46 25 36 45 25 36 34 25 36 31 25 37 32 25 37 39 25 33 41 25 36 38 25 36 46 25 37 36 25 36 35 25
37 32 25 33 45 25 37 34 25 36 34 25 32 43 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 45 25 37 34 25 36 31 25
36 32 25 36 43 25 36 35 25 32 44 25 36 38 25 36 46 25 37 36 25 36 35 25 37 32 25 32 30 25 32 45 25 37 34 25 36 31 25
36 32 25 36 43 25 36 35 25 32 44 25 37 33 25 36 35 25 36 33 25 36 46 25 36

Data Ascii: 8%63%62%63%66%0A%20%20%20%20%7D%0A%0A%20%20%20%20%2E%74%61%62%6C%65%
2D%68%6F%76%65%72%20%2E%74%61%62%6C%65%2D%73%65%63%6F%6E %64%61%72%79%3A%68%6F%76
%65%72%3E%74%64%2C%0A%20%20%20%20%2E%74%61%62%6C%65%2D%68%6F%76%65%72%
20%2E%74%61%62%6C%65%2D%73%65%63%6F%6

Data Raw: 25 37 34 25 37 39 25 33 41 25 32 30 25 33 31 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 37 44 25 30
41 2530 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 45 25 36 36 25 36 46 25 37 32 25 36 44 25 32 44 25 36 33 25 36
46 25 36 45 25 37 34 25 37 32 25 36 46 25 36 43 25 33 41 25 33 41 25 32 44 25 36 44 25 36 46 25 37 41 25 32 44 25 37
30 25 36 43 25 36 31 25 36 33 25 36 35 25 36 38 25 36 46 25 36 43 25 36 34 25 36 35 25 37 32 25 32 30 25 37 42 25 30
41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 33 25 36 46 25 36 43 25 36 46 25 37
32 25 33 41 25 32 30 25 32 33 25 33 36 25 36 33 25 33 37 25 33 35 25 33 37 25 36 34 25 33 42 25 30 41 25 32 30 25 32
30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 46 25 37 30

Data Ascii: %74%79%3A%20%31%0A%20%20%20%20%7D%0A%0A%20%20%20%20%2E%66%6F%72%6D%2
D%63%6F%6E%74%72%6F%6C%3A%3A%2D%6D%6F%7A%2D%70%6C%61%63%65%68%6F%6C%64
%65%72%20% 7B%0A%20%20%20%20%20%20%20%20%63%6F%6 C%6F%72%3A%20%23%36%63%37%35%37%6
4%3B%0A%20%20%20%20%20%20%20%20%6F%70
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Timestamp transferred

2021-09-27 14:46:04 UTC 153

2021-09-27 14:46:04 UTC 169

2021-09-27 14:46:04 UTC 185

2021-09-27 14:46:04 UTC 201

2021-09-27 14:46:04 UTC 217

2021-09-27 14:46:04 UTC 233

2021-09-27 14:46:04 UTC 249

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 32 30 25 37 30 25 36 46 25 37 33 25 36 39 25 37 34 25 36 39 25 36 46 25 36 45 25 33 41 25 32 30 25 37 33
25 37 34 25 36 31 25 37 34 25 36 39 25 36 33 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30
2532 30 25 32 30 25 36 44 25 36 31 25 37 32 25 36 37 25 36 39 25 36 45 25 32 44 25 37 34 25 36 46 25 37 30 25 33 41
2532 30 25 33 30 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 44
2536 31 25 37 32 25 36 37 25 36 39 25 36 45 25 32 44 25 37 32 25 36 39 25 36 37 25 36 38 25 37 34 25 33 41 25 32 30
253245 25 33 33 25 33 31 25 33 32 25 33 35 25 37 32 25 36 35 25 36 44 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30
2532 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 44 25 36 31 25 37 32 25

Data Ascii: 20%70%6F%73%69%74%69%6F%6E%3A%20%73%74%61%74%69%63%3B%0A%20%20%20%20
%20%20%20%20%6D%61%72%67%69%6E%2D%74%6F%70%3A%20%30%3B%0A%20%20%20%20%20%20%20%2
0%6D%61%72%67%69%6E%2D%72%69%67%68%74%3A%20%2E%33%31%32%35%72%65%6D%3B
%0A%20%20%20%20%20%20%20%20%6D%61%72%

Data Raw: 33 25 36 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 37 44 25 30 41 25 30 41 25 32 30 25 32 30 25
323025 32 30 25 32 45 25 36 33 25 37 35 25 37 33 25 37 34 25 36 46 25 36 44 25 32 44 25 36 33 25 36 46 25 36 45 25
37 34 25 37 32 25 36 46 25 36 43 25 32 44 25 36 39 25 36 45 25 37 30 25 37 35 25 37 34 25 32 45 25 36 39 25 37 33 25
32 44 25 36 39 25 36 45 25 37 36 25 36 31 25 36 43 25 36 39 25 36 34 25 37 45 25 32 45 25 36 33 25 37 35 25 37 33 25
37 34 25 36 46 25 36 44 25 32 44 25 36 33 25 36 46 25 36 45 25 37 34 25 37 32 25 36 46 25 36 43 25 32 44 25 36 43 25
36 31 25 36 32 25 36 35 25 36 43 25 32 43 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 45 25 37 37 2536 31 25
37 33 25 32 44 25 37 36 25 36 31 25 36 43 25 36 39 25 36 34 25 36 31 25 37

Data Ascii: 3%6B%0A%20%20%20%20%7D%0A%0A%20%20%20%20%2E%63%75%73%74%6F%6D%2D%63%
6F%6E%74%72%6F%6C%2D%69%6E%70%75%74%2E%69%73%2D%69%6E%76%61%6C%69%64%7
E%2E%63%75%73%74%6F%6D%2D%63%6F%6E%74%72%6F%6C%2D%6C%61%62%65%6C%2C%0A
%20%20%20%20%2E%77%61%73%2D%76%61%6C%69%64%61%7

Data Raw: 25 37 34 25 36 39 25 37 36 25 36 35 25 32 30 25 37 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32
30 2532 30 25 32 30 25 32 30 25 36 32 25 36 31 25 36 33 25 36 42 25 36 37 25 37 32 25 36 46 25 37 35 25 36 45 25 36
34 25 32 44 25 36 39 25 36 44 25 36 31 25 36 37 25 36 35 25 33 41 25 32 30 25 36 45 25 36 46 25 36 45 25 36 35 25 30
41 25 32 30 25 32 30 25 32 30 25 32 30 25 37 44 25 30 41 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 36 31 25 32
45 25 36 32 25 37 34 25 36 45 25 32 45 25 36 34 25 36 39 25 37 33 25 36 31 25 36 32 25 36 43 25 36 35 25 36 34 25 32
43 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 36 36 25 36 39 25 36 35 25 36 43 25 36 34 25 37 33 25 36 35 25 37
34 25 33 41 25 36 34 25 36 39 25 37 33 25 36 31 25 36 32 25 36 43 25 36 35

Data Ascii: %74%69%76%65%20%7B%0A%20%20%20%20%20%20%20%20%62%61%63%6B%67%72%6F%7
5%6E%64%2D%69%6D%61%67%65%3A%20%6E%6F%6E %65%0A%20%20%20%20%7D%0A%0A%20
%20%20%20%61%2E%62%74%6E%2E%64%69%73%61%62%6C%65%64%2C%0A%20%20%20%20%66%69%65%6
C%64%73%65%74%3A%64%69%73%61%62%6C%65

Data Raw: 36 46 25 37 34 25 32 38 25 32 45 25 36 34 25 36 39 25 37 33 25 36 31 25 36 32 25 36 43 25 36 35 25 36 34
253239 25 32 45 25 36 31 25 36 33 25 37 34 25 36 39 25 37 36 25 36 35 25 32 43 25 30 41 25 32 30 25 32 30 25 32 30
2532 30 25 32 45 25 36 32 25 37 34 25 36 45 25 32 44 25 36 34 25 36 31 25 36 45 25 36 37 25 36 35 25 37 32 25 33 41
25 36 45 25 36 46 25 37 34 25 32 38 25 33 41 25 36 34 25 36 39 25 37 33 25 36 31 25 36 32 25 36 43 25 36 35 25 36 34
2532 39 25 33 41 25 36 45 25 36 46 25 37 34 25 32 38 25 32 45 25 36 34 25 36 39 25 37 33 25 36 31 25 36 32 25 36 43
25 36 35 25 36 34 25 32 39 25 33 41 25 36 31 25 36 33 25 37 34 25 36 39 25 37 36 25 36 35 25 32 43 25 30 41 25 32 30
2532 30 25 32 30 25 32 30 25 32 45 25 37 33 25 36 38 25 36 46 25 37 37 25

Data Ascii: 6F%74%28%2E%64%69%73%61%62%6C%65%64%29%2E%61%63%74%69%76%65%2C%0A%20
%20%20%20%2E%62%74%6E%2D%64%61%6E%67%65%72%3A%6E%6F%74%28%3A%64%69%73%
61%62%6C%65%64%29%3A%6E%6F%74%28%2E%64%69%73%61%62%6C%65%64%29%3A%61%63%74%69%76
%65%2C%0A%20%20%20%20%2E%73%68%6F%77%

Data Raw: 35 25 37 34 25 36 43 25 36 39 25 36 45 25 36 35 25 32 44 25 37 33 25 37 35 25 36 33 25 36 33 25 36 35 25
37 3325 37 33 25 32 45 25 36 34 25 37 32 25 36 46 25 37 30 25 36 34 25 36 46 25 37 37 25 36 45 25 32 44 25 37 34 25
36 46 25 36 37 25 36 37 25 36 43 25 36 35 25 33 41 25 36 36 25 36 46 25 36 33 25 37 35 25 37 33 25 32 30 25 37 42 25
30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 32 25 36 46 25 37 38 25 32 44 25
37 33 25 36 38 25 36 31 25 36 34 25 36 46 25 37 37 25 33 41 25 32 30 25 33 30 25 32 30 25 33 30 25 32 30 25 33 30 25
32 30 25 32 45 25 33 32 25 37 32 25 36 35 25 36 44 25 32 30 25 37 32 25 36 37 25 36 32 25 36 31 25 32 38 2533 34 25
33 30 25 32 43 25 32 30 25 33 31 25 33 36 25 33 37 25 32 43 25 32 30 25 33

Data Ascii: 5%74%6C%69%6E%65%2D%73%75%63%63%65%73%73%2E%64%72%6F%70%64%6F%77%6E%
2D%74%6F%67%67%6C%65%3A%66%6F%63%75%73%20%7B%0A%20%20%20%20%20%20%20%20%62%6F%78
%2D%73%68%61%64%6F%77%3A%20%30%20%30%20%30%20%2E%32%72%65%6D%20%72%67%62%61%28%3
4%30%2C%20%31%36%37%2C%20%3

Data Raw: 25 37 32 25 33 41 25 32 30 25 37 34 25 37 32 25 36 31 25 36 45 25 37 33 25 37 30 25 36 31 25 37 32 25 36
35 25 36 45 25 37 34 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 37 44 25 30 41 25 30 41 25 32 30 25 32 30 25 32
30 25 32 30 25 32 45 25 36 32 25 37 34 25 36 45 25 32 44 25 36 43 25 36 39 25 36 45 25 36 42 25 33 41 25 36 38 25 36
46 25 37 36 25 36 35 25 37 32 25 32 30 25 37 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32
30 25 32 30 25 36 33 25 36 46 25 36 43 25 36 46 25 37 32 25 33 41 25 32 30 25 32 33 25 33 30 25 33 30 25 33 35 25 33
36 25 36 32 25 33 33 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 37
34 25 36 35 25 37 38 25 37 34 25 32 44 25 36 34 25 36 35 25 36 33 25 36 46

Data Ascii: %72%3A%20%74%72%61%6E%73%70%61%72%65%6E%74%0A%20%20%20%20%7D%0A%0A%2
0%20%20%20%2E%62%74%6E%2D%6C%69%6E%6B%3A%68%6F%76%65%72%20%7B%0A%20%20
9%20%20%20%20%20%20%63%6F%6C%6F%72%3A%20%23%30%30%35%36%62%33%3B%0A%20%20%20%20%2
0%20%20%20%74%65%78% 74%2D%64%65%63%6F

Data Raw: 37 30 25 36 46 25 37 33 25 36 39 25 37 34 25 36 39 25 36 46 25 36 45 25 33 41 25 32 30 25 37 32 25 36 35
25 36 43 25 36 31 25 37 34 25 36 39 25 37 36 25 36 35 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30
25 32 30 25 32 30 25 32 30 25 36 34 25 36 39 25 37 33 25 37 30 25 36 43 25 36 31 25 37 39 25 33 41 25 32 30 25 32 44
25 37 37 25 36 35 25 36 32 25 36 42 25 36 39 25 37 34 25 32 44 25 36 39 25 36 45 25 36 43 25 36 39 25 36 45 25 36 35
25 32 44 25 36 32 25 36 46 25 37 38 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30
25 32 30 25 36 34 25 36 39 25 37 33 25 37 30 25 36 43 25 36 31 25 37 39 25 33 41 25 32 30 25 32 44 25 36 44 25 37 33
25 32 44 25 36 39 25 36 45 25 36 43 25 36 39 25 36 45 25 36 35 25 32 44 25

Data Ascii: 70%6F%73%69%74%69%6F%6E%3A%20%72%65%6C%61%74%69%76%65%3B%0A%20%20%20
9%20%20%20%20%20%64%69%73%70%6C%61%79%3A%20%2D%77%65%62%6B%69%74%2D%69%
6E%6C%69%6E%65%2D%62%6F%78%3B%0A%20%20%20%20%20%20%20%20%64%69%73%70%6C%61%79%3A
%20%2D%6D%73%2D%69%6E%6C%69%6E%65%2D%
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2021-09-27 14:46:04 UTC 265

2021-09-27 14:46:04 UTC 281

2021-09-27 14:46:04 UTC 297

2021-09-27 14:46:04 UTC 313
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2021-09-27 14:46:04 UTC 361

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 44 25 32 44 25 36 36 25 36 39 25 36 43 25 36 35 25 32 44 25 36 43 25 36 31 25 36 32 25 36 35 25 36 43 25
32 4325 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 45 25 36 39 25 36 45 25 37 30 25 37 3525 37 34 2532 44 25
36 37 25 37 32 25 36 46 25 37 35 25 37 30 25 33 45 25 32 45 25 36 33 25 37 35 25 37 33 25 37 34 25 36 46 25 36 44 25
32 44 25 36 36 25 36 39 25 36 43 25 36 35 25 33 41 25 36 45 25 36 46 25 37 34 25 32 38 25 33 41 25 36 43 25 36 31 25
37 3325 37 34 25 32 44 25 36 33 25 36 38 25 36 39 25 36 43 25 36 34 25 32 39 25 32 30 25 32 45 25 36 3325 37 35 25
37 33 25 37 34 25 36 46 25 36 44 25 32 44 25 36 36 25 36 39 25 36 43 25 36 35 25 32 44 25 36 43 25 36 31 25 36 32 25
36 35 25 36 43 25 33 41 25 33 41 25 36 32 25 36 35 25 36 36 25 36 46 25 37

Data Ascii: D%2D%66%69%6C%65%2D%6C%61%62%65%6C%2C%0A%20%20%20%20%2E%69%6E%70%75%
74%2D%67%72%6F%75%70%3E%2E%63%75%73%74%6F%6D%2D%66%69%6 C%65%3A%6E%6F%7
4%28%3A%6C%61%73%74%2D%63%68%69%6C%64%29%20%2E%63%75%73%74%6F%6D%2D%66
%69%6C%65%2D%6C%61%62%65%6C%3A%3A%62%65%66%6F%7

Data Raw: 25 36 34 25 33 44 25 32 37 25 34 44 25 33 30 25 32 30 25 33 32 25 36 38 25 33 34 25 32 37 25 32 46 25 32
35 2533 33 25 34 35 25 32 35 25 33 33 25 34 33 25 32 46 25 37 33 25 37 36 25 36 37 25 32 35 25 33 33 25 34 35 25 32
322532 39 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 37 44 25 30 41 25 30 41 25 32 30 25 32 30 25 32 30 25 32
30 25 32 45 25 36 33 25 37 35 25 37 33 25 37 34 25 36 46 25 36 44 25 32 44 25 36 33 25 36 38 25 36 35 25 36 33 25 36
42 25 36 32 25 36 46 25 37 38 25 32 30 25 32 45 25 36 33 25 37 35 25 37 33 25 37 34 25 36 46 25 36 44 25 32 44 25 36
33 25 36 46 25 36 45 25 37 34 25 37 32 25 36 46 25 36 43 25 32 44 25 36 39 25 36 45 25 37 30 25 37 35 25 37 34 25 33
41 25 36 34 25 36 39 25 37 33 25 36 31 25 36 32 25 36 43 25 36 35 25 36 34

Data Ascii: %64%3D%27%4D%30%20%32%68%34%27%2F%25%33%45%25%33%43%2F%73%76%67%25%3
3%45%22%29%0A%20%20%20%20%7D%0A%0A%20%20%20%20%2E%63%75%73%74%6F%6D%2D%63%68%65%
63%6B%62%6F%78%20%2E%63%75%73%74%6F%6D%2D%63%6F%6E%74%72%6F%6C%2D%69%6E%70%75%74
%3A%64%69%73%61%62%6C%65%64

Data Raw: 36 45 25 36 31 25 37 36 25 32 44 25 36 36 25 36 39 25 36 43 25 36 43 25 32 30 25 32 45 25 36 45 25 36 31
25 37 36 25 32 44 25 36 39 25 37 34 25 36 35 25 36 44 25 32 30 25 37 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30
2532 30 25 32 30 25 32 30 25 32 30 25 32 44 25 37 37 25 36 35 25 36 32 25 36 42 25 36 39 25 37 34 25 32 44 25 36 32
25 36 46 25 37 38 25 32 44 25 36 36 25 36 43 25 36 35 25 37 38 25 33 41 25 32 30 25 33 31 25 33 42 25 30 41 25 32 30
253230253230 2532 30253230 2532 3025 32 30 25 32 30 25 32 44 25 36 44 25 37 33 25 32 44 25 36 36 25 36 43
2536 352537 38253341 2532302533 3125323025 33 31253230 25 36 31 25 37 35 25 37 34 25 36 46 25 33 42
253041 2532 30 2532 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25

Data Ascii: 6E%61%76%2D%66%69%6C%6C%20%2E%6E%61%76%2D%69%74%65%6D%20%7B%0A%20%20
%20%20%20%20%20%20%2D%77%65%62%6B%69%74%2D%62%6F%78%2D%66%6C%65%78%3A%
20%31%3B%0A%20%20%20%20%20%20%20%20%2D%6D%73%2D%66%6C%65%78%3A%20%31%20%31%20%61
%75%74%6F%3B%0A%20%20%20%20%20%20%20%

Data Raw: 44 25 36 34 25 36 39 25 37 32 25 36 35 25 36 33 25 37 34 25 36 39 25 36 46 25 36 45 25 33 41 25 32 30 25
36 45 25 36 46 25 37 32 25 36 44 25 36 31 25 36 43 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25
3230 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 44 25 36 44 25 37 33 25 32 44 25 36 36 25 36 43 25
36 35 25 37 38 25 32 44 25 36 34 25 36 39 25 37 32 25 36 35 25 36 33 25 37 34 25 36 39 25 36 46 25 36 45 25 33 41 25
32302537 32253646 25 37 37 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25
32302532 30 25 32 30 25 32 30 25 32 30 25 36 36 25 36 43 25 36 35 25 37 38 25 32 44 25 36 34 25 36 39 2537 32 25
36 35 25 36 33 25 37 34 25 36 39 25 36 46 25 36 45 25 33 41 25 32 30 25 37

Data Ascii: D%64%69%72%65%63%74%69%6F%6E%3A%20%6E %6F%72%6D%61%6C%3B%0A%20%20%20%
20%20%20%20%20%20%20%20%20%2D%6D%73%2D%66%6C%65%78%2D%64%69%72%65%63%74%69%6F%6E
%3A%20%72%6F%77%3B%0A%20%20%20%20%20%20%20%20%20%20%20%20%66%6C%65%78%2D%64%69%7
2%65%63%74%69%6F%6E%3A%20%7

Data Raw: 25 32 30 25 32 45 25 36 45 25 36 31 25 37 36 25 36 32 25 36 31 25 37 32 25 32 44 25 36 33 25 36 46 25 36
43 25 36 43 25 36 31 25 37 30 25 37 33 25 36 35 25 32 30 25 37 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32
30 25 32 30 25 32 30 25 32 30 25 36 34 25 36 39 25 37 33 25 37 30 25 36 43 25 36 31 25 37 39 25 33 41 25 32 30 25 32
44 25 37 37 25 36 35 25 36 32 25 36 42 25 36 39 25 37 34 25 32 44 25 36 32 25 36 46 25 37 38 25 32 30 25 32 31 25 36
39 25 36 44 25 37 30 25 36 46 25 37 32 25 37 34 25 36 31 25 36 45 25 37 34 25 33 42 25 30 41 25 32 30 25 32 30 25 32
30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 34 25 36 39 25 37 33 25 37 30 25 36 43 25 36 31 25 37 39 25 33
41 25 32 30 25 32 44 25 36 44 25 37 33 25 32 44 25 36 36 25 36 43 25 36 35

Data Ascii: %20%2E%6E%61%76%62%61%72%2D%63%6F%6C%6C%61%70%73%65%20%7B%0A%20%20%2
0%20%20%20%20%20%64%69%73%70%6C%61%79%3A%20%2D%77%65%62%6B%69%74%2D%62%6F%78%20%
21%69%6D%70%6F%72%74%61%6E%74%3B%0A%20%20%20%20%20%20%20%20%64%69%73%70%6C%61%79
%3A%20%2D%6D%73%2D%66%6C%65

Data Raw: 33 41 25 32 30 25 33 30 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30
25 32 30 25 36 32 25 36 46 25 37 34 25 37 34 25 36 46 25 36 44 25 33 41 25 32 30 25 33 30 25 33 42 25 30 41 25 32 30
25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 43 25 36 35 25 36 36 25 37 34 25 33 41 25 32 30
25 33 30 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 37 30 25 36 31
25 36 34 25 36 34 25 36 39 25 36 45 25 36 37 25 33 41 25 32 30 25 33 31 25 32 45 25 33 32 25 33 35 25 37 32 25 36 35
25 36 44 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 37 44 25 30 41 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30
25 32 45 25 36 33 25 36 31 25 37 32 25 36 34 25 32 44 25 36 39 25 36 44 25

Data Ascii: 3A%20%30%3B%0A%20%20%20%20%20%20%20%20%62%6F%74%74%6F%6D%3A%20%30%3B
9%0A%20%20%20%20%20%20%20%20%6C%65%66%74%3A%20%30%3B%0A%20%20%20%20%20%20%20%20%7
0%61%64%64%69%6E%67%3A%20%31%2E%32%35%72%65%6D%0A%20%20%20%20%7D%0A%0A
%20%20%20%20%2E%63%61%72%64%2D%69%6D%

Data Raw: 30 25 32 30 25 32 30 25 32 30 25 32 45 25 37 30 25 36 31 25 36 37 25 36 39 25 36 45 25 36 31 25 37 34 25
36 39 25 36 46 25 36 45 25 32 30 25 37 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25
32 30 25 36 34 25 36 39 25 37 33 25 37 30 25 36 43 25 36 31 25 37 39 25 33 41 25 32 30 25 32 44 25 37 37 25 36 35 25
36 32 25 36 42 25 36 39 25 37 34 25 32 44 25 36 32 25 36 46 25 37 38 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25
32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 34 25 36 39 25 37 33 25 37 30 25 36 43 25 36 31 25 37 39 2533 41 25
32 30 25 32 44 25 36 44 25 37 33 25 32 44 25 36 36 25 36 43 25 36 35 25 37 38 25 36 32 25 36 46 25 37 38 2533 42 25
3041 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32

Data Ascii: 0%20%20%20%2E%70%61%67%69%6E %61%74%69%6F%6E%20%7B%0A%20%20%20%20%20%
20%20%20%64%69%73%70%6C%61%79%3A%20%2D%77%65%62%6B%69%74%2D%62%6F%78%3B%0A%20%20
%20%20%20%20%20%20%64%69%73%70%6C%61%79%3A%20%2D%6D%73%2D%66%6C%65%78%
62%6F%78%3B%0A%20%20%20%20%20%20%20%2
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2021-09-27 14:46:04 UTC 377

2021-09-27 14:46:04 UTC 393
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2021-09-27 14:46:04 UTC 473

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 25 36 44 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36
33 25 36 46 25 36 43 25 36 46 25 37 32 25 33 41 25 32 30 25 36 39 25 36 45 25 36 38 25 36 35 25 37 32 25 36 39 25 37
34 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 37 44 25 30 41 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32
45 25 36 31 25 36 43 25 36 35 25 37 32 25 37 34 25 32 44 25 37 30 25 37 32 25 36 39 25 36 44 25 36 31 25 37 32 25 37
392532 302537 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 33 25 36
46 25 36 43 25 36 46 25 37 32 25 33 41 25 32 30 25 32 33 25 33 30 25 33 30 25 33 34 25 33 30 25 33 38 25 33 35 25 33
42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30

Data Ascii: %6D%3B%0A%20%20%20%20%20%20%20%20%63%6F%6C%6F%72%3A%20%69%6E%68%65%7
2%69%74%0A%20%20%20%20%7D%0A%0A%20%20%20%20%2E%61%6C%65%72%74%2D%70%72
%69%6D%61%72%79%20%7B%0A%20%20%20%20%20%20%20%20%63%6F%6C%6F%72%3A%20%23%30%30%3
4%30%38%35%3B%0A%20%20%20%20%20%20%20

Data Raw: 36 37 25 37 32 25 36 46 25 37 35 25 37 30 25 32 44 25 36 36 25 36 43 25 37 35 25 37 33 25 36 38 25 33 41
25 36 36 25 36 39 25 37 32 25 37 33 25 37 34 25 32 44 25 36 33 25 36 38 25 36 39 25 36 43 25 36 34 25 32 30 25 32 45
25 36 43 25 36 39 25 37 33 25 37 34 25 32 44 25 36 37 25 37 32 25 36 46 25 37 35 25 37 30 25 32 44 25 36 39 25 37 34
25 36 35 25 36 44 25 33 41 25 36 36 25 36 39 25 37 32 25 37 33 25 37 34 25 32 44 25 36 33 25 36 38 25 36 39 25 36 43
2536 34 2532 30 25 37 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 32
25 36 46 25 37 32 25 36 34 25 36 35 25 37 32 25 32 44 25 37 34 25 36 46 25 37 30 25 33 41 25 32 30 25 33 30 25 30 41
2532 30 25 32 30 25 32 30 25 32 30 25 37 44 25 30 41 25 30 41 25 32 30 25

Data Ascii: 67%72%6F%75%70%2D%66%6C%75%73%68%3A%66%69%72%73%74%2D%63%68%69%6C%64
%20%2E%6C%69%73%74%2D%67%72%6F%75%70%2D%69%74%65%6D%3A%66%69%72%73%74%
2D%63%68%69%6C%64%20%7B%0A%20%20%20%20%20%20%20%20%62%6F%72%64%65%72%2D%74%6F%70
%3A%20%30%0A%20%20%20%20%7D%0A%0A%20%

Data Raw: 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 44 25 37 37 25 36 35 25 36 32 25 36 42 25 36 39 25
37 34 25 32 44 25 36 32 25 36 46 25 37 38 25 32 44 25 36 34 25 36 39 25 37 32 25 36 35 25 36 33 25 37 34 25 36 39 25
36 46 25 36 45 25 33 41 25 32 30 25 36 45 25 36 46 25 37 32 25 36 44 25 36 31 25 36 43 25 33 42 25 30 41 25 32 30 25
3230253230 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 44 25 36 44 25 37 33 25 32 44 25 36 36 25 36 43 25
36 35 25 37 38 25 32 44 25 36 34 25 36 39 25 37 32 25 36 35 25 36 33 25 37 34 25 36 39 25 36 46 25 36 452533 41 25
32 30 25 36 33 25 36 46 25 36 43 25 37 35 25 36 44 25 36 45 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25
32 30 25 32 30 25 32 30 25 32 30 25 36 36 25 36 43 25 36 35 25 37 38 25 32

Data Ascii: 0%20%20%20%20%20%2D%77%65%62%6B%69%74%2D%62%6F%78%2D%64%69%72%65%63%
74%69%6F%6E%3A%20%6E%6F%72%6D%61%6C%3B%0A%20%20%20%20%20%20%20%20%2D%6
D%73%2D%66%6C%65%78%2D%64%69%72%65%63%74%69%6F%6E%3A%20%63%6F%6C%75%6D
%6E%3B%0A%20%20%20%20%20%20%20%20%66%6C%65%78%2

Data Raw: 25 36 34 25 36 39 25 37 33 25 37 30 25 36 43 25 36 31 25 37 39 25 33 41 25 32 30 25 36 32 25 36 43 25 36
46 25 36 33 25 36 42 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36
44 25 36 31 25 37 38 25 32 44 25 37 37 25 36 39 25 36 34 25 37 34 25 36 38 25 33 41 25 32 30 25 33 32 25 33 37 25 33
36 25 37 30 25 37 38 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36
36 25 36 46 25 36 45 25 37 34 25 32 44 25 36 36 25 36 31 25 36 44 25 36 39 25 36 43 25 37 39 25 33 41 2532 30 25 32
44 25 36 31 25 37 30 25 37 30 25 36 43 25 36 35 25 32 44 25 37 33 25 37 39 25 37 33 25 37 34 25 36 35 25 36 44 25 32
43 25 32 30 25 34 32 25 36 43 25 36 39 25 36 45 25 36 42 25 34 44 25 36 31

Data Ascii: %64%69%73%70%6C%61%79%3A%20%62%6C%6F%63%6B%3B%0A%20%20%20%20%20%20%2
0%20%6D%61%78%2D%77%69%64%74%68%3A%20%32%37%36%70%78%3B%0A%20%20%20%20%20%20%20%
20%66%6F%6E%74%2D%66%61%6D%69%6C%79%3A%20%2D%61%70%70%6C%65%2D%73%79%7
3%74%65%6D%2C%20%42%6C%69%6E%6B%4D%61

Data Raw: 36 31 25 36 43 25 36 39 25 36 37 25 36 45 25 32 44 25 36 39 25 37 34 25 36 35 25 36 44 25 37 33 25 33 41
25 32 30 25 36 33 25 36 35 25 36 45 25 37 34 25 36 35 25 37 32 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30
25 32 30 25 32 30 25 32 30 25 32 30 25 37 37 25 36 39 25 36 34 25 37 34 25 36 38 25 33 41 25 32 30 25 33 31 25 33 30
25 33 30 25 32 35 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 37 34
25 37 32 25 36 31 25 36 45 25 37 33 25 36 39 25 37 34 25 36 39 25 36 46 25 36 45 25 33 41 25 32 30 25 32 44 25 37 37
25 36 35 25 36 32 25 36 42 25 36 39 25 37 34 25 32 44 25 37 34 25 37 32 25 36 31 25 36 45 25 37 33 25 36 36 25 36 46
25 37 32 25 36 44 25 32 30 25 32 45 25 33 36 25 37 33 25 32 30 25 36 35 25

Data Ascii: 61%6C%69%67%6E%2D%69%74%65%6D%73%3A%20%63%65%6E%74%65%72%3B%0A%20%20
9%20%20%20%20%20%20%77%69%64%74%68%3A%20%31%30%30%25%3B%0A%20%20%20%20%20%20%20%2
0%74%72%61%6E%73%69%74%69%6F%6E%3A%20%2D%77%65%62%6B%69%74%2D%74%72%61%6E%73%66%
6F%72%6D%20%2E%36%73%20%65%

Data Raw: 36 25 36 46 25 36 33 25 37 35 25 37 33 25 32 43 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 36 31 25
32 45 25 36 32 25 36 37 25 32 44 25 37 30 25 37 32 25 36 39 25 36 44 25 36 31 25 37 32 25 37 39 25 33 41 25 36 38 25
36 46 25 37 36 25 36 35 25 37 32 25 32 43 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 36 32 25 37 35 25 37 34 25
37 34 25 36 46 25 36 45 25 32 45 25 36 32 25 36 37 25 32 44 25 37 30 25 37 32 25 36 39 25 36 44 25 36 31 25 37 32 25
37 39 25 33 41 25 36 36 25 36 46 25 36 33 25 37 35 25 37 33 25 32 43 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25
36 32 25 37 35 25 37 34 25 37 34 25 36 46 25 36 45 25 32 45 25 36 32 25 36 37 25 32 44 25 37 30 25 37 32 25 36 39 25
36 44 25 36 31 25 37 32 25 37 39 25 33 41 25 36 38 25 36 46 25 37 36 25 36

Data Ascii: 6%6F%63%75%73%2C%0A%20%20%20%20%61%2E%62%67%2D%70%72%69%6D%61%72%79%
3A%68%6F%76%65%72%2C%0A%20%20%20%20%62%75%74%74%6F%6E%2E%62%67%2D%70%72%69%6D %61
%72%79%3A%66%6F%63%75%73%2C%0A%20%20%20%20%62%75%74%74%6F%6E%2E%62%67%2D%70%72%6
9%6D%61%72%79%3A%68%6F%76%6

Data Raw: 25 37 34 25 32 44 25 36 39 25 36 45 25 36 43 25 36 39 25 36 45 25 36 35 25 32 44 25 36 32 25 36 46 25 37
38 25 32 30 25 32 31 25 36 39 25 36 44 25 37 30 25 36 46 25 37 32 25 37 34 25 36 31 25 36 45 25 37 34 25 33 42 25 30
41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36
34 25 36 39 25 37 33 25 37 30 25 36 43 25 36 31 25 37 39 25 33 41 25 32 30 25 32 44 25 36 44 25 37 33 25 32 44 25 36
39 25 36 45 25 36 43 25 36 39 25 36 45 25 36 35 25 32 44 25 36 36 25 36 43 25 36 35 25 37 38 25 36 32 25 36 46 25 37
38 25 32 30 25 32 31 25 36 39 25 36 44 25 37 30 25 36 46 25 37 32 25 37 34 25 36 31 25 36 45 25 37 34 25 33 42 25 30
41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30

Data Ascii: %74%2D%69%6E %6C%69%6E%65%2D%62%6F%78%20%21%69%6D%70%6F%72%74%61%6E%7
4%3B%0A%20%20%20%20%20%20%20%20%20%20%20%20%64%69% 73%70%6C%61%79%3A%20%2D%6D%73%
2D%69%6E%6C%69%6E%65%2D%66%6C%65%78%62%6F%78%20%21%69%6D%70%6F%72%74%6
1%6E%74%3B%0A%20%20%20%20%20%20%20%20
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kBytes
Timestamp transferred

2021-09-27 14:46:04 UTC 489

2021-09-27 14:46:04 UTC 505

2021-09-27 14:46:04 UTC 521

2021-09-27 14:46:04 UTC 537

2021-09-27 14:46:04 UTC 553

2021-09-27 14:46:04 UTC 569

2021-09-27 14:46:04 UTC 585

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 36 44 25 37 30 25 36 46 25 37 32 25 37 34 25 36 31 25 36 45 25 37 34 25 33 42 25 30 41 25 32 30 25 32 30
253230 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 36 25 36 43 25 36 35 25 37 38 25 32 44 25 36 34 25 36 39
25 37 32 25 36 35 25 36 33 25 37 34 25 36 39 25 36 46 25 36 45 25 33 41 25 32 30 25 36 33 25 36 46 25 36 43 25 37 35
25 36 44 25 36 45 25 32 44 25 37 32 25 36 35 25 37 36 25 36 35 25 37 32 25 37 33 25 36 35 25 32 30 25 32 31 25 36 39
25 36 44 25 37 30 25 36 46 25 37 32 25 37 34 25 36 31 25 36 45 25 37 34 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30
2537 44 253041 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 45 25 36 36 25 36 43 25 36 35 25 37 38 25 32 44
2537 37 2537 32 25 36 31 25 37 30 25 32 30 25 37 42 25 30 41 25 32 30 25

Data Ascii: 6D%70%6F %72%74%61%6E%74%3B%0A%20%20%20%20%20%20%20%20%66%6C%65%78%2D
%64%69%72%65%63%74%69%6F%6E%3A%20%63%6F%6C%75%6D%6E%2D%72%65%76%65%72%73%65%20%2
1%69%6D%70%6F%72%74%61%6E%74%0A%20%20%20%20%7D%0A%0A%20%20%20%20%2E%66
%6C%65%78%2D%77%72%61%70%20%7B%0A%20%

Data Raw: 30 25 32 30 25 32 45 25 36 41 25 37 35 25 37 33 25 37 34 25 36 39 25 36 36 25 37 39 25 32 44 25 36 33 25
36 46 25 36 45 25 37 34 25 36 35 25 36 45 25 37 34 25 32 44 25 37 33 25 36 44 25 32 44 25 36 32 25 36 35 25 37 34 25
37 37 25 36 35 25 36 35 25 36 45 25 32 30 25 37 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25
3230253230 25 32 30 25 32 30 25 32 30 25 32 30 25 32 44 25 37 37 25 36 35 25 36 32 25 36 42 25 36 39 25 37 34 25
32 44 25 36 32 25 36 46 25 37 38 25 32 44 25 37 30 25 36 31 25 36 33 25 36 42 25 33 41 25 32 30 25 36 41 2537 35 25
37 33 25 37 34 25 36 39 25 36 36 25 37 39 25 32 30 25 32 31 25 36 39 25 36 44 25 37 30 25 36 46 25 37 32 2537 34 25
36 31 25 36 45 25 37 34 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32

Data Ascii: 0%20%2E%6A%75%73%74%69%66%79%2D%63%6F%6E%74%65%6E%74%2D%73%6D%2D%62%
65%74%77%65%65%6E%20%7B%0A%20%20%20%20%20%20%20%20%20%20%20%20%2D%77%65%62%6B %69
%74%2D%62%6F%78%2D%70%61%63%6B%3A%20%6A%75%73%74%69%66%79%20%21%69%6D%70%6F%72%7
4%61%6E%74%3B%0A%20%20%20%2

Data Raw: 25 37 32 25 37 34 25 32 30 25 32 31 25 36 39 25 36 44 25 37 30 25 36 46 25 37 32 25 37 34 25 36 31 25 36
45 2537 34 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 37 44 25 30 41 25 30
41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 45 25 36 31 25 36 43 25 36 39 25 36
37 25 36 45 25 32 44 25 36 39 25 37 34 25 36 35 25 36 44 25 37 33 25 32 44 25 36 44 25 36 34 25 32 44 25 36 35 25 36
45 25 36 34 25 32 30 25 37 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32
30 25 32 30 25 32 30 25 32 30 25 32 44 25 37 37 25 36 35 25 36 32 25 36 42 25 36 39 25 37 34 25 32 44 25 36 32 25 36
46 25 37 38 25 32 44 25 36 31 25 36 43 25 36 39 25 36 37 25 36 45 25 33 41

Data Ascii: %72%74%20%21%69%6D%70%6F%72%74%61%6E%74%0A%20%20%20%20%20%20%20%20%7
D%0A%0A%20%20%20%20%20%20%20%20%2E%61%6C%69%67%6E%2D%69%74%65%6D%73%2D
%6D%64%2D%65%6E%64%20%7B%0A%20%20%20%20%20%20%20%20%20%20%20%20%2D%77%
65%62%6B%69%74%2D%62%6F%78%2D%61%6C%69%67%6E%3A

Data Raw: 36 35 25 36 43 25 36 39 25 36 45 25 36 35 25 32 30 25 32 31 25 36 39 25 36 44 25 37 30 25 36 46 25 37 32
2537 34 25 36 31 25 36 45 25 37 34 25 33 42 25 30 41 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 30
2532 30 25 32 30 25 32 30 25 32 30 25 32 30 25 36 31 25 36 43 25 36 39 25 36 37 25 36 45 25 32 44 25 36 39 25 37 34
25 36 35 25 36 44 25 37 33 25 33 41 25 32 30 25 36 32 25 36 31 25 37 33 25 36 35 25 36 43 25 36 39 25 36 45 25 36 35
253230 2532 31 25 36 39 25 36 44 25 37 30 25 36 46 25 37 32 25 37 34 25 36 31 25 36 45 25 37 34 25 30 41 25 32 30
2532 30 2532 3025 32 30 25 32 30 25 32 30 25 32 30 25 32 30 25 37 44 25 30 41 25 30 41 25 32 30 25 32 30 25 32 30
2532 30 25 32 30 25 32 30 25 32 30 25 32 30 25 32 45 25 36 31 25 36 43 25

Data Ascii: 65%6C%69%6E %65%20%21%69%6D%70%6F%72%74%61%6E%74%3B%0A%20%20%20%20%20
%20%20%20%20%20%20%20%61%6C%69