
ID: 491666
Sample Name: GU#U00cdA DE
CARGA...exe
Cookbook: default.jbs
Time: 19:42:44
Date: 27/09/2021
Version: 33.0.0 White Diamond
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Windows Analysis Report GU#U00cdA DE CARGA...exe

Overview

General Information

Sample 
Name:

GU#U00cdA DE 
CARGA...exe

Analysis ID: 491666

MD5: fcce8f5a7e5fcdf7…

SHA1: b2ea7197933811…

SHA256: 9ff6781bac4d774…

Tags: ESP exe geo

SnakeKeylogger

Infos:

Most interesting Screenshot:

Detection

Snake KeyloggerSnake Keylogger

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Yara detected Snake Keylogger

Yara detected Snake Keylogger

Yara detected Snake Keylogger

Yara detected Snake Keylogger

Yara detected Snake Keylogger

Yara detected Snake Keylogger

Yara detected Snake KeyloggerYara detected Snake Keylogger

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its o

Detected unpacking (overwrites its oDetected unpacking (overwrites its o……

Yara detected Telegram RAT

Yara detected Telegram RAT

Yara detected Telegram RAT

Yara detected Telegram RAT

Yara detected Telegram RAT

Yara detected Telegram RAT

Yara detected Telegram RATYara detected Telegram RAT

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE seDetected unpacking (changes PE se……

Detected unpacking (creates a PE fi

Detected unpacking (creates a PE fi

Detected unpacking (creates a PE fi

Detected unpacking (creates a PE fi

Detected unpacking (creates a PE fi

Detected unpacking (creates a PE fi

Detected unpacking (creates a PE fiDetected unpacking (creates a PE fi……

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login cTries to harvest and steal ftp login c……

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic

.NET source code references suspic.NET source code references suspic……

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

May check the online IP address of 

May check the online IP address of 

May check the online IP address of 

May check the online IP address of 

May check the online IP address of 

May check the online IP address of 

May check the online IP address of May check the online IP address of ……

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for droppMachine Learning detection for dropp……

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via filTries to steal Mail credentials (via fil……

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser inTries to harvest and steal browser in……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature matchYara signature match

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / Contains functionality to shutdown / ……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU 

Contains functionality to query CPU Contains functionality to query CPU ……

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential StealerYara detected Credential Stealer

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in coJA3 SSL client fingerprint seen in co……

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may beContains functionality which may be……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version foUses insecure TLS / SSL version fo……

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likelyFound inlined nop instructions (likely……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user ageUses a known web browser user age……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Contains functionality for read data f

Contains functionality for read data f

Contains functionality for read data f

Contains functionality for read data f

Contains functionality for read data f

Contains functionality for read data f

Contains functionality for read data fContains functionality for read data f……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

GU#U00cdA DE CARGA...exe (PID: 2848 cmdline: 'C:\Users\user\Desktop\GU#U00cdA DE CARGA...exe'  MD5: FCCE8F5A7E5FCDF78C02D6543C1AF2BD)

GU#U00cdA DE CARGA...exe (PID: 400 cmdline: 'C:\Users\user\Desktop\GU#U00cdA DE CARGA...exe'  MD5: FCCE8F5A7E5FCDF78C02D6543C1AF2BD)

cleanup

{

  "Exfil Mode": "SMTP",

  "Username": "24310@24310.gr",

  "Password": "?_bEpvL{rN$%",

  "Host": "mail.24310.gr",

  "Port": "themainlogs@gmail.com"

}

Source Rule Description Author Strings

00000001.00000002.274533096.000000000E80
0000.00000004.00000001.sdmp

MAL_Envrial_Jan18_1 Detects Encrial 
credential stealer 
malware

Florian Roth 0x2bb78:$a2: \Comodo\Dragon\User Data\Default\Logi
n Data
0x2ad61:$a3: \Google\Chrome\User Data\Default\Login
Data
0x2b1a8:$a4: \Orbitum\User Data\Default\Login Data
0x2c329:$a5: \Kometa\User Data\Default\Login Data

00000001.00000002.274533096.000000000E80
0000.00000004.00000001.sdmp

JoeSecurity_SnakeKeylog
ger

Yara detected 
Snake Keylogger

Joe Security

00000001.00000002.274533096.000000000E80
0000.00000004.00000001.sdmp

JoeSecurity_TelegramRAT Yara detected 
Telegram RAT

Joe Security

00000001.00000002.274533096.000000000E80
0000.00000004.00000001.sdmp

JoeSecurity_CredentialSte
aler

Yara detected 
Credential Stealer

Joe Security

Process Tree

Malware Configuration

Threatname: Snake Keylogger

Yara Overview

Memory Dumps
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Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Machine Learning detection for sample

Machine Learning detection for dropped file

Compliance:

Detected unpacking (overwrites its own PE header)

Detected unpacking (creates a PE file in dynamic memory)

Networking:

May check the online IP address of the machine

System Summary:

Malicious sample detected (through community Yara rule)

00000002.00000002.525379203.00000000047B
0000.00000004.00020000.sdmp

MAL_Envrial_Jan18_1 Detects Encrial 
credential stealer 
malware

Florian Roth 0x1a720:$a2: \Comodo\Dragon\User Data\Default\Logi
n Data
0x19909:$a3: \Google\Chrome\User Data\Default\Login
Data
0x19d50:$a4: \Orbitum\User Data\Default\Login Data
0x1aed1:$a5: \Kometa\User Data\Default\Login Data

Click to see the 22 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

2.1.GU#U00cdA DE CARGA...exe.400000.0.unpack MAL_Envrial_Jan18_1 Detects Encrial 
credential stealer 
malware

Florian Roth 0x2bb78:$a2: \Comodo\Dragon\User Data\Default\Logi
n Data
0x2ad61:$a3: \Google\Chrome\User Data\Default\Login
Data
0x2b1a8:$a4: \Orbitum\User Data\Default\Login Data
0x2c329:$a5: \Kometa\User Data\Default\Login Data

2.1.GU#U00cdA DE CARGA...exe.400000.0.unpack JoeSecurity_SnakeKeylog
ger

Yara detected 
Snake Keylogger

Joe Security

2.1.GU#U00cdA DE CARGA...exe.400000.0.unpack JoeSecurity_TelegramRAT Yara detected 
Telegram RAT

Joe Security

2.1.GU#U00cdA DE CARGA...exe.400000.0.unpack JoeSecurity_CredentialSte
aler

Yara detected 
Credential Stealer

Joe Security

1.2.GU#U00cdA DE CARGA...exe.e800000.1.raw.unpack MAL_Envrial_Jan18_1 Detects Encrial 
credential stealer 
malware

Florian Roth 0x2bb78:$a2: \Comodo\Dragon\User Data\Default\Logi
n Data
0x2ad61:$a3: \Google\Chrome\User Data\Default\Login
Data
0x2b1a8:$a4: \Orbitum\User Data\Default\Login Data
0x2c329:$a5: \Kometa\User Data\Default\Login Data

Click to see the 67 entries

Unpacked PEs

Copyright Joe Security LLC 2021 Page 5 of 20



Data Obfuscation:

Detected unpacking (overwrites its own PE header)

Detected unpacking (changes PE section rights)

Detected unpacking (creates a PE file in dynamic memory)

HIPS / PFW / Operating System Protection Evasion:

.NET source code references suspicious native API functions

Injects a PE file into a foreign processes

Stealing of Sensitive Information:

Yara detected Snake Keylogger

Yara detected Telegram RAT

Tries to harvest and steal ftp login credentials

Tries to steal Mail credentials (via file access)

Tries to harvest and steal browser information (history, passwords, etc)

Remote Access Functionality:

Yara detected Snake Keylogger

Yara detected Telegram RAT

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Remote
Service
Effects

Valid
Accounts

Command
and Scripting
Interpreter 2

Path
Interception

Process
Injection 1 1 2

Disable or Modify
Tools 1

OS
Credential
Dumping 2

System Time
Discovery 1

Remote
Services

Email
Collection 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1 1

Eavesdrop on
Insecure
Network
Communication

Remotely
Track Device
Without
Authorization

Default
Accounts

Native
API 1

Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Process
Injection 1 1 2

LSASS
Memory

Security
Software
Discovery 2

Remote
Desktop
Protocol

Archive
Collected
Data 1 1

Exfiltration
Over
Bluetooth

Ingress Tool
Transfer 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorization

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Deobfuscate/Decode
Files or
Information 1

Security
Account
Manager

Process
Discovery 2

SMB/Windows
Admin Shares

Data from
Local
System 2

Automated
Exfiltration

Non-
Application
Layer
Protocol 2

Exploit SS7 to
Track Device
Location

Obtain
Device
Cloud
Backups

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Obfuscated Files or
Information 2

NTDS Remote System
Discovery 1

Distributed
Component
Object Model

Clipboard
Data 1

Scheduled
Transfer

Application
Layer
Protocol 1 3

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Software
Packing 3 1

LSA
Secrets

System
Network
Configuration
Discovery 1

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Steganography Cached
Domain
Credentials

File and
Directory
Discovery 2

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled
Task

Startup
Items

Startup Items Compile After
Delivery

DCSync System
Information
Discovery 2 6

Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-Fi
Access Points

Behavior Graph
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Behavior Graph

ID: 491666

Sample: GU#U00cdA DE CARGA...exe

Startdate: 27/09/2021

Architecture: WINDOWS

Score: 100

Found malware configuration
Malicious sample detected
(through community Yara

rule)

Detected unpacking (changes
PE section rights) 8 other signatures

GU#U00cdA DE CARGA...exe

17

        started       

C:\Users\user\AppData\...\sbolbwplhfo.dll, PE32

dropped

Injects a PE file into
a foreign processes

GU#U00cdA DE CARGA...exe

15 2

        started       

checkip.dyndns.org

checkip.dyndns.com

216.146.43.70, 49739, 49740, 80

DYNDNSUS

United States

freegeoip.app

104.21.19.200, 443, 49741

CLOUDFLARENETUS

United States

Tries to steal Mail
credentials (via file

access)

Tries to harvest and
steal ftp login credentials

Tries to harvest and
steal browser information

(history, passwords,
etc)

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

GU#U00cdA DE CARGA...exe 100% Joe Sandbox ML

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\nsk2A27.tmp\sbolbwplhfo.dll 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\nsk2A27.tmp\sbolbwplhfo.dll 9% ReversingLabs Win32.Trojan.InjectorX

Source Detection Scanner Label Link Download

2.1.GU#U00cdA DE CARGA...exe.400000.0.unpack 100% Avira TR/Dropper.Gen Download File

1.2.GU#U00cdA DE CARGA...exe.400000.0.unpack 100% Avira HEUR/AGEN.1130366 Download File

1.0.GU#U00cdA DE CARGA...exe.400000.0.unpack 100% Avira HEUR/AGEN.1130366 Download File

2.2.GU#U00cdA DE CARGA...exe.4830000.5.unpack 100% Avira TR/Spy.Gen Download File

2.2.GU#U00cdA DE CARGA...exe.400000.1.unpack 100% Avira TR/Dropper.Gen Download File

2.0.GU#U00cdA DE CARGA...exe.400000.0.unpack 100% Avira HEUR/AGEN.1130366 Download File

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

Copyright Joe Security LLC 2021 Page 8 of 20



General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 491666

Start date: 27.09.2021

Start time: 19:42:44

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 9m 37s

Hypervisor based Inspection enabled: false

Report type: light

Source Detection Scanner Label Link

freegeoip.app 3% Virustotal Browse

checkip.dyndns.com 0% Virustotal Browse

checkip.dyndns.org 1% Virustotal Browse

Source Detection Scanner Label Link

checkip.dyndns.org4 0% URL Reputation safe

https://freegeoip.app/xml/ 0% URL Reputation safe

checkip.dyndns.org/ 0% URL Reputation safe

checkip.dyndns.org/q 0% URL Reputation safe

https://freegeoip.app/xml/185.189.150.72 0% Avira URL Cloud safe

https://freegeoip.app 0% URL Reputation safe

checkip.dyndns.org 0% URL Reputation safe

https://freegeoip.app4 0% URL Reputation safe

checkip.dyndns.com 0% Virustotal Browse

checkip.dyndns.com 0% Avira URL Cloud safe

freegeoip.app 0% URL Reputation safe

https://freegeoip.app/xml/185.189.150.72x 0% Avira URL Cloud safe

checkip.dyndns.orgD8 0% URL Reputation safe

Name IP Active Malicious Antivirus Detection Reputation

freegeoip.app 104.21.19.200 true false 3%, Virustotal, Browse unknown

checkip.dyndns.com 216.146.43.70 true false 0%, Virustotal, Browse unknown

checkip.dyndns.org unknown unknown true 1%, Virustotal, Browse unknown

Name Malicious Antivirus Detection Reputation

checkip.dyndns.org/ false URL Reputation: safe unknown

https://freegeoip.app/xml/185.189.150.72 false Avira URL Cloud: safe unknown

IP Domain Country Flag ASN ASN Name Malicious

216.146.43.70 checkip.dyndns.com United States 33517 DYNDNSUS false

104.21.19.200 freegeoip.app United States 13335 CLOUDFLARENETUS false

URLs

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public

Copyright Joe Security LLC 2021 Page 9 of 20

https://www.virustotal.com/gui/url/b93e5d30392d92a07472e0498745953cc5dbeac1aed062899fd5ee6f55717809/detection/u-b93e5d30392d92a07472e0498745953cc5dbeac1aed062899fd5ee6f55717809-1632722659
https://www.virustotal.com/gui/url/057e9c3051c44f7a6946204630ed45ab28d66a32d403a106da321f75a2f2573b/detection/u-057e9c3051c44f7a6946204630ed45ab28d66a32d403a106da321f75a2f2573b-1630322411
https://www.virustotal.com/gui/url/e36c215a44e952a51829668cfd60576e4f56942bf499c150dc4b0d25f7b96544/detection/u-e36c215a44e952a51829668cfd60576e4f56942bf499c150dc4b0d25f7b96544-1632723296
https://www.virustotal.com/gui/url/057e9c3051c44f7a6946204630ed45ab28d66a32d403a106da321f75a2f2573b/detection/u-057e9c3051c44f7a6946204630ed45ab28d66a32d403a106da321f75a2f2573b-1630322411
https://www.virustotal.com/gui/url/b93e5d30392d92a07472e0498745953cc5dbeac1aed062899fd5ee6f55717809/detection/u-b93e5d30392d92a07472e0498745953cc5dbeac1aed062899fd5ee6f55717809-1632722659
https://www.virustotal.com/gui/url/057e9c3051c44f7a6946204630ed45ab28d66a32d403a106da321f75a2f2573b/detection/u-057e9c3051c44f7a6946204630ed45ab28d66a32d403a106da321f75a2f2573b-1630322411
https://www.virustotal.com/gui/url/e36c215a44e952a51829668cfd60576e4f56942bf499c150dc4b0d25f7b96544/detection/u-e36c215a44e952a51829668cfd60576e4f56942bf499c150dc4b0d25f7b96544-1632723296


Sample file name: GU#U00cdA DE CARGA...exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

21

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.spyw.evad.winEXE@3/2@3/2

EGA Information: Failed

HDC Information: Successful, ratio: 27.9% (good quality ratio 17.8%)
Quality average: 52.1%
Quality standard deviation: 43.6%

HCA Information: Successful, ratio: 81%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

Warnings:

No simulations

Match Associated Sample Name / URL SHA 256 Detection Link Context

216.146.43.70 RFQ-847393.exe Get hash malicious Browse  checkip.d
yndns.org/

Draft_scanned_copy.exe Get hash malicious Browse  checkip.d
yndns.org/

temp order.exe Get hash malicious Browse  checkip.d
yndns.org/

PI.exe Get hash malicious Browse  checkip.d
yndns.org/

PO.exe Get hash malicious Browse  checkip.d
yndns.org/

ECueDLG20M.exe Get hash malicious Browse  checkip.d
yndns.org/

AVB CMAU6526450 40HC COI2100105.doc Get hash malicious Browse  checkip.d
yndns.org/

ABONOF2201.exe Get hash malicious Browse  checkip.d
yndns.org/

SWIFT_COPY USD 13420.60.exe Get hash malicious Browse  checkip.d
yndns.org/

SHIPPING DOC (CI,COO,PL,BL).exe Get hash malicious Browse  checkip.d
yndns.org/

PO09858.exe Get hash malicious Browse  checkip.d
yndns.org/

Po#6672.pdf.exe Get hash malicious Browse  checkip.d
yndns.org/

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs
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https://view.joesandbox.com/analysis/384353/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384353/html/none?idtype=webid
https://view.joesandbox.com/analysis/383482/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383482/html/none?idtype=webid
https://view.joesandbox.com/analysis/383479/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383479/html/none?idtype=webid
https://view.joesandbox.com/analysis/383478/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383478/html/none?idtype=webid
https://view.joesandbox.com/analysis/383476/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383476/html/none?idtype=webid
https://view.joesandbox.com/analysis/383256/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383256/html/none?idtype=webid
https://view.joesandbox.com/analysis/383158/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383158/html/none?idtype=webid
https://view.joesandbox.com/analysis/383042/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383042/html/none?idtype=webid
https://view.joesandbox.com/analysis/382797/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382797/html/none?idtype=webid
https://view.joesandbox.com/analysis/382768/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382768/html/none?idtype=webid
https://view.joesandbox.com/analysis/382659/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382659/html/none?idtype=webid
https://view.joesandbox.com/analysis/382378/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382378/html/none?idtype=webid


swift.exe Get hash malicious Browse  checkip.d
yndns.org/

7BBm3Ns3nA.exe Get hash malicious Browse  checkip.d
yndns.org/

RFQ-847393.exe Get hash malicious Browse  checkip.d
yndns.org/

RFQ.exe Get hash malicious Browse  checkip.d
yndns.org/

MONRAC E FATURA 15.09.2021.pdf.exe Get hash malicious Browse  checkip.d
yndns.org/

doc03589220210903102454.pdf.exe Get hash malicious Browse  checkip.d
yndns.org/

dFFHjYOuICF2IOc.exe Get hash malicious Browse  checkip.d
yndns.org/

PO.exe Get hash malicious Browse  checkip.d
yndns.org/

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

checkip.dyndns.com TT09876545678T8R456.exe Get hash malicious Browse 132.226.247.73

01_extracted.exe Get hash malicious Browse 158.101.44.242

SOA.exe Get hash malicious Browse 193.122.6.168

S.O.A.exe Get hash malicious Browse 193.122.130.0

LFC _ X#U00e1c nh#U1eadn #U0111#U01a1n h#U00e0ng _ 
Kh#U1ea9n c#U1ea5p,pdf.exe

Get hash malicious Browse 132.226.247.73

#U0916#U0930#U0940#U0926 #U0906#U0926#U0
947#U0936-34002174,pdf.exe

Get hash malicious Browse 193.122.130.0

DHL NOTIFICATIONS.exe Get hash malicious Browse 193.122.130.0

DHL NOTIFICATION.exe Get hash malicious Browse 216.146.43.71

#Uc7ac #Uc8fc#Ubb38 #Ud655#Uc778,pdf.exe Get hash malicious Browse 132.226.8.169

2acrvok36Y.exe Get hash malicious Browse 158.101.44.242

Pendants.exe Get hash malicious Browse 132.226.8.169

09876567824567890987654.exe Get hash malicious Browse 216.146.43.71

DHL Awb_ Docs 5544834610_pdf.exe Get hash malicious Browse 132.226.8.169

NS. ORDINE N. 141.exe Get hash malicious Browse 132.226.8.169

cash payment.exe Get hash malicious Browse 193.122.130.0

TT09876545678T8R456.exe Get hash malicious Browse 158.101.44.242

Swift_6408372.exe Get hash malicious Browse 193.122.130.0

RFQ-847393.exe Get hash malicious Browse 216.146.43.70

KLC45E_92421_PI.exe Get hash malicious Browse 132.226.247.73

Yeni sipari#U015f _WJO-001, pdf.exe Get hash malicious Browse 132.226.8.169

freegeoip.app TT09876545678T8R456.exe Get hash malicious Browse 104.21.19.200

01_extracted.exe Get hash malicious Browse 104.21.19.200

SOA.exe Get hash malicious Browse 172.67.188.154

S.O.A.exe Get hash malicious Browse 172.67.188.154

LFC _ X#U00e1c nh#U1eadn #U0111#U01a1n h#U00e0ng _ 
Kh#U1ea9n c#U1ea5p,pdf.exe

Get hash malicious Browse 104.21.19.200

#U0916#U0930#U0940#U0926 #U0906#U0926#U0
947#U0936-34002174,pdf.exe

Get hash malicious Browse 172.67.188.154

DHL NOTIFICATIONS.exe Get hash malicious Browse 172.67.188.154

DHL NOTIFICATION.exe Get hash malicious Browse 172.67.188.154

#Uc7ac #Uc8fc#Ubb38 #Ud655#Uc778,pdf.exe Get hash malicious Browse 172.67.188.154

2acrvok36Y.exe Get hash malicious Browse 172.67.188.154

Exodus.exe Get hash malicious Browse 104.21.19.200

Pendants.exe Get hash malicious Browse 172.67.188.154

09876567824567890987654.exe Get hash malicious Browse 104.21.19.200

DHL Awb_ Docs 5544834610_pdf.exe Get hash malicious Browse 172.67.188.154

NS. ORDINE N. 141.exe Get hash malicious Browse 172.67.188.154

cash payment.exe Get hash malicious Browse 172.67.188.154

TT09876545678T8R456.exe Get hash malicious Browse 104.21.19.200

Swift_6408372.exe Get hash malicious Browse 172.67.188.154

RFQ-847393.exe Get hash malicious Browse 172.67.188.154

KLC45E_92421_PI.exe Get hash malicious Browse 104.21.19.200

Domains

ASN
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https://view.joesandbox.com/analysis/382376/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382376/html/none?idtype=webid
https://view.joesandbox.com/analysis/382227/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382227/html/none?idtype=webid
https://view.joesandbox.com/analysis/381821/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/381821/html/none?idtype=webid
https://view.joesandbox.com/analysis/381789/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/381789/html/none?idtype=webid
https://view.joesandbox.com/analysis/381460/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/381460/html/none?idtype=webid
https://view.joesandbox.com/analysis/381447/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/381447/html/none?idtype=webid
https://view.joesandbox.com/analysis/381444/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/381444/html/none?idtype=webid
https://view.joesandbox.com/analysis/380697/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/380697/html/none?idtype=webid
https://view.joesandbox.com/analysis/386071/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386071/html/none?idtype=webid
https://view.joesandbox.com/analysis/386010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386010/html/none?idtype=webid
https://view.joesandbox.com/analysis/385757/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385757/html/none?idtype=webid
https://view.joesandbox.com/analysis/385715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385715/html/none?idtype=webid
https://view.joesandbox.com/analysis/385654/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385654/html/none?idtype=webid
https://view.joesandbox.com/analysis/385648/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385648/html/none?idtype=webid
https://view.joesandbox.com/analysis/385645/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385645/html/none?idtype=webid
https://view.joesandbox.com/analysis/385644/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385644/html/none?idtype=webid
https://view.joesandbox.com/analysis/385643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385643/html/none?idtype=webid
https://view.joesandbox.com/analysis/385397/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385397/html/none?idtype=webid
https://view.joesandbox.com/analysis/385312/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385312/html/none?idtype=webid
https://view.joesandbox.com/analysis/385006/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385006/html/none?idtype=webid
https://view.joesandbox.com/analysis/384587/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384587/html/none?idtype=webid
https://view.joesandbox.com/analysis/384528/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384528/html/none?idtype=webid
https://view.joesandbox.com/analysis/384448/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384448/html/none?idtype=webid
https://view.joesandbox.com/analysis/384432/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384432/html/none?idtype=webid
https://view.joesandbox.com/analysis/384405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384405/html/none?idtype=webid
https://view.joesandbox.com/analysis/384353/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384353/html/none?idtype=webid
https://view.joesandbox.com/analysis/384345/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384345/html/none?idtype=webid
https://view.joesandbox.com/analysis/384343/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384343/html/none?idtype=webid
https://view.joesandbox.com/analysis/386071/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386071/html/none?idtype=webid
https://view.joesandbox.com/analysis/386010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386010/html/none?idtype=webid
https://view.joesandbox.com/analysis/385757/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385757/html/none?idtype=webid
https://view.joesandbox.com/analysis/385715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385715/html/none?idtype=webid
https://view.joesandbox.com/analysis/385654/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385654/html/none?idtype=webid
https://view.joesandbox.com/analysis/385648/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385648/html/none?idtype=webid
https://view.joesandbox.com/analysis/385645/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385645/html/none?idtype=webid
https://view.joesandbox.com/analysis/385644/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385644/html/none?idtype=webid
https://view.joesandbox.com/analysis/385643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385643/html/none?idtype=webid
https://view.joesandbox.com/analysis/385397/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385397/html/none?idtype=webid
https://view.joesandbox.com/analysis/385351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385351/html/none?idtype=webid
https://view.joesandbox.com/analysis/385312/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385312/html/none?idtype=webid
https://view.joesandbox.com/analysis/385006/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385006/html/none?idtype=webid
https://view.joesandbox.com/analysis/384587/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384587/html/none?idtype=webid
https://view.joesandbox.com/analysis/384528/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384528/html/none?idtype=webid
https://view.joesandbox.com/analysis/384448/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384448/html/none?idtype=webid
https://view.joesandbox.com/analysis/384432/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384432/html/none?idtype=webid
https://view.joesandbox.com/analysis/384405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384405/html/none?idtype=webid
https://view.joesandbox.com/analysis/384353/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384353/html/none?idtype=webid
https://view.joesandbox.com/analysis/384345/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384345/html/none?idtype=webid


Match Associated Sample Name / URL SHA 256 Detection Link Context

DYNDNSUS DHL NOTIFICATION.exe Get hash malicious Browse 216.146.43.71

09876567824567890987654.exe Get hash malicious Browse 216.146.43.71

RFQ-847393.exe Get hash malicious Browse 216.146.43.70

TinphatPO0090221_Xlsx.exe Get hash malicious Browse 216.146.43.71

ORD4367 _WJO-001, pdf.exe Get hash malicious Browse 216.146.43.71

TT3456522345.exe Get hash malicious Browse 216.146.43.71

Draft_scanned_copy.exe Get hash malicious Browse 216.146.43.70

temp order.exe Get hash malicious Browse 216.146.43.70

PI.exe Get hash malicious Browse 216.146.43.70

PO.exe Get hash malicious Browse 216.146.43.70

ECueDLG20M.exe Get hash malicious Browse 216.146.43.70

AVB CMAU6526450 40HC COI2100105.doc Get hash malicious Browse 216.146.43.70

PO 4500151298.exe Get hash malicious Browse 216.146.43.71

ABONOF2201.exe Get hash malicious Browse 216.146.43.70

hSqkX3ZIw4.exe Get hash malicious Browse 216.146.43.70

MIKPRON GROUP - MATERIAL-REQUIREMENTS.exe Get hash malicious Browse 216.146.43.71

SWIFT_COPY USD 13420.60.exe Get hash malicious Browse 216.146.43.70

pF4vlHFijX.exe Get hash malicious Browse 216.146.43.71

22234678762234500009000.exe Get hash malicious Browse 216.146.43.71

AD4y5D8a4c.exe Get hash malicious Browse 216.146.43.71

CLOUDFLARENETUS TT09876545678T8R456.exe Get hash malicious Browse 104.21.19.200

Original Shipping documents.exe Get hash malicious Browse 162.159.12
9.233

Image-Scan-80195056703950029289.exe Get hash malicious Browse 162.159.13
3.233

RHgAncmh0E.exe Get hash malicious Browse 162.159.13
5.233

InvPixcareer.-43329_20210927.xlsb Get hash malicious Browse 162.159.12
9.233

InvPixcareer.-43329_20210927.xlsb Get hash malicious Browse 162.159.13
0.233

01_extracted.exe Get hash malicious Browse 104.21.19.200

InvPixcareer.-5589234_20210927.xlsb Get hash malicious Browse 162.159.13
5.233

INQUIRY LIST.exe Get hash malicious Browse 162.159.13
3.233

qJvDfzBXbs Get hash malicious Browse 104.16.180.49

YTHK21082400.exe Get hash malicious Browse 162.159.13
3.233

Silver_Light_Group_DOC03027321122.exe Get hash malicious Browse 162.159.12
9.233

Sht1aYGDIX Get hash malicious Browse 1.3.103.27

26222021 114007 a.m. Owa Outlook App.html Get hash malicious Browse 104.16.19.94

Taskmgr.exe Get hash malicious Browse 162.159.13
4.233

SOA.exe Get hash malicious Browse 172.67.188.154

SWIFT ADVISE VD20092021.Pdf.exe Get hash malicious Browse 162.159.12
9.233

xccHIJ0vo7.exe Get hash malicious Browse 162.159.13
3.233

S.O.A.exe Get hash malicious Browse 172.67.188.154

9Fq3K0VfLK.exe Get hash malicious Browse 162.159.13
4.233

Match Associated Sample Name / URL SHA 256 Detection Link Context

54328bd36c14bd82ddaa0c04b25ed9ad q2D8haqKv5.exe Get hash malicious Browse 104.21.19.200

TT09876545678T8R456.exe Get hash malicious Browse 104.21.19.200

Original Shipping documents.exe Get hash malicious Browse 104.21.19.200

TAX INVOICE_CCU-30408495_00942998_201809
10_194738.exe

Get hash malicious Browse 104.21.19.200

RHgAncmh0E.exe Get hash malicious Browse 104.21.19.200

01_extracted.exe Get hash malicious Browse 104.21.19.200

INQUIRY LIST.exe Get hash malicious Browse 104.21.19.200

YTHK21082400.exe Get hash malicious Browse 104.21.19.200

Taskmgr.exe Get hash malicious Browse 104.21.19.200

SOA.exe Get hash malicious Browse 104.21.19.200

JA3 Fingerprints
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https://view.joesandbox.com/analysis/385644/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385644/html/none?idtype=webid
https://view.joesandbox.com/analysis/385006/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385006/html/none?idtype=webid
https://view.joesandbox.com/analysis/384353/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384353/html/none?idtype=webid
https://view.joesandbox.com/analysis/384334/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384334/html/none?idtype=webid
https://view.joesandbox.com/analysis/384331/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384331/html/none?idtype=webid
https://view.joesandbox.com/analysis/383979/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383979/html/none?idtype=webid
https://view.joesandbox.com/analysis/383482/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383482/html/none?idtype=webid
https://view.joesandbox.com/analysis/383479/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383479/html/none?idtype=webid
https://view.joesandbox.com/analysis/383478/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383478/html/none?idtype=webid
https://view.joesandbox.com/analysis/383476/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383476/html/none?idtype=webid
https://view.joesandbox.com/analysis/383256/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383256/html/none?idtype=webid
https://view.joesandbox.com/analysis/383158/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383158/html/none?idtype=webid
https://view.joesandbox.com/analysis/383094/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383094/html/none?idtype=webid
https://view.joesandbox.com/analysis/383042/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383042/html/none?idtype=webid
https://view.joesandbox.com/analysis/382882/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382882/html/none?idtype=webid
https://view.joesandbox.com/analysis/382881/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382881/html/none?idtype=webid
https://view.joesandbox.com/analysis/382797/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382797/html/none?idtype=webid
https://view.joesandbox.com/analysis/382796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382796/html/none?idtype=webid
https://view.joesandbox.com/analysis/382793/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382793/html/none?idtype=webid
https://view.joesandbox.com/analysis/382790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382790/html/none?idtype=webid
https://view.joesandbox.com/analysis/386071/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386071/html/none?idtype=webid
https://view.joesandbox.com/analysis/386064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386064/html/none?idtype=webid
https://view.joesandbox.com/analysis/386043/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386043/html/none?idtype=webid
https://view.joesandbox.com/analysis/386042/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386042/html/none?idtype=webid
https://view.joesandbox.com/analysis/386023/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386023/html/none?idtype=webid
https://view.joesandbox.com/analysis/386015/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386015/html/none?idtype=webid
https://view.joesandbox.com/analysis/386010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386010/html/none?idtype=webid
https://view.joesandbox.com/analysis/386003/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386003/html/none?idtype=webid
https://view.joesandbox.com/analysis/385956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385956/html/none?idtype=webid
https://view.joesandbox.com/analysis/385951/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385951/html/none?idtype=webid
https://view.joesandbox.com/analysis/385940/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385940/html/none?idtype=webid
https://view.joesandbox.com/analysis/385937/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385937/html/none?idtype=webid
https://view.joesandbox.com/analysis/385934/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385934/html/none?idtype=webid
https://view.joesandbox.com/analysis/385905/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385905/html/none?idtype=webid
https://view.joesandbox.com/analysis/385762/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385762/html/none?idtype=webid
https://view.joesandbox.com/analysis/385757/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385757/html/none?idtype=webid
https://view.joesandbox.com/analysis/385755/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385755/html/none?idtype=webid
https://view.joesandbox.com/analysis/385718/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385718/html/none?idtype=webid
https://view.joesandbox.com/analysis/385715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385715/html/none?idtype=webid
https://view.joesandbox.com/analysis/385663/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385663/html/none?idtype=webid
https://view.joesandbox.com/analysis/386076/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386076/html/none?idtype=webid
https://view.joesandbox.com/analysis/386071/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386071/html/none?idtype=webid
https://view.joesandbox.com/analysis/386064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386064/html/none?idtype=webid
https://view.joesandbox.com/analysis/386058/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386058/html/none?idtype=webid
https://view.joesandbox.com/analysis/386042/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386042/html/none?idtype=webid
https://view.joesandbox.com/analysis/386010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386010/html/none?idtype=webid
https://view.joesandbox.com/analysis/385956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385956/html/none?idtype=webid
https://view.joesandbox.com/analysis/385940/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385940/html/none?idtype=webid
https://view.joesandbox.com/analysis/385762/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385762/html/none?idtype=webid
https://view.joesandbox.com/analysis/385757/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385757/html/none?idtype=webid


SWIFT ADVISE VD20092021.Pdf.exe Get hash malicious Browse 104.21.19.200

xccHIJ0vo7.exe Get hash malicious Browse 104.21.19.200

S.O.A.exe Get hash malicious Browse 104.21.19.200

9Fq3K0VfLK.exe Get hash malicious Browse 104.21.19.200

LFC _ X#U00e1c nh#U1eadn #U0111#U01a1n h#U00e0ng _ 
Kh#U1ea9n c#U1ea5p,pdf.exe

Get hash malicious Browse 104.21.19.200

#U0916#U0930#U0940#U0926 #U0906#U0926#U0
947#U0936-34002174,pdf.exe

Get hash malicious Browse 104.21.19.200

DHL NOTIFICATIONS.exe Get hash malicious Browse 104.21.19.200

DHL NOTIFICATION.exe Get hash malicious Browse 104.21.19.200

#Uc7ac #Uc8fc#Ubb38 #Ud655#Uc778,pdf.exe Get hash malicious Browse 104.21.19.200

P.O-20210927041575.exe Get hash malicious Browse 104.21.19.200

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

C:\Users\user\AppData\Local\Temp\150qx0uurbj07478t
Process: C:\Users\user\Desktop\GU#U00cdA DE CARGA...exe

File Type: data

Category: dropped

Size (bytes): 286207

Entropy (8bit): 7.97789916669033

Encrypted: false

SSDEEP: 6144:guGADqFm61UqReSJr/m81S3kqvtxmZr7pEyAqR7WJuVcQTJYiL2A01:HGADqVLReSJcMr7nAE7WJeJY+2b1

MD5: 58E960ADA46422911469C6736EC07378

SHA1: 8E6E429BA453A550DEEAC0143F5A89B0BE16A90E

SHA-256: 4A32B80C0753D81B6675D53341FD77D1622C9AE376F2D6654FD2A20FB8E5749E

SHA-512: 54337928AAA67D141916602756C25698174E72E9156BAF742A91E28FA7AFF2E01BD9FC67B920FACE07DDC0889BD12B0E33A79D632BB456700DEC27469CF474DC

Malicious: false

Reputation: low

Preview:
4...rZ....*7..7...Y^.s .......5m.....5.O.OV..Y.g..$Sk.?.H.k.......3@..+.j....<.w...^.........\6m.S..4..B.T7.....=.^....:...Q..E.G.L~...*Oi.Z..tr..P..T82u...zb...=8;........9.9....>G/...5F*..
E..i....F=c........@...S$.>68...g......17...M.$y!_/.L.KZ...y*7.S..w...s ........TjQ....5.O..V..Y.3..$S..?..k.....=V.@.35.]j#...un[5j..v....H... t%...q..L.AV^....W.1.;zj.^.Y..:...+p;c.|OY....
....K.W.x.#M.VBK..........,L9..X..%.s..~.U.P..{.q&...b4.C.?..M.~.._'...2.C.....qV..x..pE.....4..C...M.$y!_>..dZ...j*7..7..Y^. .......5m...z.5....A.Y...$S..?...k.....aV.@a35.]a#@........v...!
H.>.. .%._R...L.AV9....6.<.;.i...3&.:....+:~c...Yh.>...>.*.l.x.#M.VBG.s$v.....D...9Fl....hs..~.U.P..{.q....b4.C.?..1.~x._'...2.C..X...'..x..pE.....4..C...M.$y!_/.L.KZ....*7..7..Y^.s .......5
m.....5.O.OV..Y.g..$Sk.?.H.k.....aV.@a35.]a#...u.[.j..v...!H._.. t%._.q..L.AV9....6.1.;zj.^....:...+p;c.$.Yh.....>.*.l.x.#M.VBK..........,L9Fq...%.s..~.U.P..{.q&...b4.C.?..1.~x._'.
..2.C..X...'..

C:\Users\user\AppData\Local\Temp\nsk2A27.tmp\sbolbwplhfo.dll

Process: C:\Users\user\Desktop\GU#U00cdA DE CARGA...exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 49152

Entropy (8bit): 6.207441110517842

Encrypted: false

SSDEEP: 768:yiljJiW4mQHeRfNzHMUNAf7momUEKRnJyQuJYDc2y2NnAHKlv/JWQvI2jIRo1imj:ljJiW4qzSzxvlv/JWQVZHVuIXxCReqdC

MD5: 1982C77D094D91EA36D299F4E8879B9E

SHA1: 4FAF7DD4BF9F8BEC2C0F421980B8FB2AB628835D

SHA-256: 7660CDD2DB7356C36ACB9D2472AC2C89EBDFD79EEF56DE9DBFED34FCDE381790

SHA-512: 75CA8A3BA5DD36C30805C13F5739F9E868D48AAA84D20A1E3B58923580726E40A3E4B850C66646CA1EE9AE46AE7A8ACCFF089D5BADE2677D7E8B4438087ED3
BA

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 9%

Reputation: low

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$........l.3...`...`...`.o.a...`.o.a...`...`...`vS.a...`vS.a...`sS6`...`vS.a...`Rich...`..
......PE..L.....Qa...........!.....j...R............................................................@.........................0...H...t...................................................................................................................
.....text....h.......j.................. ..`.bss.....................................rdata..,............n..............@..@.data...:6.......8...~..............@....rsrc...............................@..@.reloc....................
..........@..B......................................................................................................................................................................................................................................................
..................................................

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/385755/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385755/html/none?idtype=webid
https://view.joesandbox.com/analysis/385718/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385718/html/none?idtype=webid
https://view.joesandbox.com/analysis/385715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385715/html/none?idtype=webid
https://view.joesandbox.com/analysis/385663/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385663/html/none?idtype=webid
https://view.joesandbox.com/analysis/385654/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385654/html/none?idtype=webid
https://view.joesandbox.com/analysis/385648/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385648/html/none?idtype=webid
https://view.joesandbox.com/analysis/385645/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385645/html/none?idtype=webid
https://view.joesandbox.com/analysis/385644/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385644/html/none?idtype=webid
https://view.joesandbox.com/analysis/385643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385643/html/none?idtype=webid
https://view.joesandbox.com/analysis/385590/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385590/html/none?idtype=webid


Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows, 

Nullsoft Installer self-extracting archive

Entropy (8bit): 7.911140442126515

TrID: Win32 Executable (generic) a (10002005/4) 
99.96%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: GU#U00cdA DE CARGA...exe

File size: 325929

MD5: fcce8f5a7e5fcdf78c02d6543c1af2bd

SHA1: b2ea7197933811fc65425d46324af8ee231117f3

SHA256: 9ff6781bac4d77465a973def710d9619cfa7fc6fe16a7822
5b7e22d3a89d0be0

SHA512: dbdb5ca75513d15f94a14ca771fbb55e3d4ba204b3d9ce2
43327b439e28ffd01c4a7f7ee7dda34c43ac1c3f51c5abd
420ccb54af1e80d32e5c7cbe899b787537

SSDEEP: 6144:F8LxBs9fvNLROF9fYjzpeoG7DDCImlUR7WJDVc
QTJ8iL2A03cu:/p1LQUj9eL7SIm87WJHJ8+2b3cu

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$........0(..QF..
QF..QF.*^...QF..QG.qQF.*^...QF..rv..QF..W@..QF.Rich.
QF.........PE..L...m:.V.................`..........*1.......p....@

File Icon

Icon Hash: b2a88c96b2ca6a72

General
Entrypoint: 0x40312a

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, 
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

DLL Characteristics: TERMINAL_SERVER_AWARE

Time Stamp: 0x56FF3A6D [Sat Apr  2 03:20:13 2016 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: b76363e9cb88bf9390860da8e50999d2

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x5e66 0x6000 False 0.670572916667 data 6.44065573436 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

Static PE Info

Entrypoint Preview

Rich Headers

Data Directories

Sections
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Network Port Distribution

.rdata 0x7000 0x12a2 0x1400 False 0.4455078125 data 5.0583287871 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

.data 0x9000 0x25d18 0x600 False 0.458984375 data 4.18773476617 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.ndata 0x2f000 0x8000 0x0 False 0 empty 0.0 IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_CNT_UNINITIALIZED_
DATA, IMAGE_SCN_MEM_READ

.rsrc 0x37000 0x9e0 0xa00 False 0.45390625 data 4.4968702957 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Sep 27, 2021 19:43:58.510322094 CEST 192.168.2.5 8.8.8.8 0xcbd0 Standard query 
(0)

checkip.dy
ndns.org

A (IP address) IN (0x0001)

Sep 27, 2021 19:43:58.534156084 CEST 192.168.2.5 8.8.8.8 0x4482 Standard query 
(0)

checkip.dy
ndns.org

A (IP address) IN (0x0001)

Sep 27, 2021 19:44:00.354196072 CEST 192.168.2.5 8.8.8.8 0x13d6 Standard query 
(0)

freegeoip.app A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Sep 27, 2021 
19:43:58.523349047 
CEST

8.8.8.8 192.168.2.5 0xcbd0 No error (0) checkip.dy
ndns.org

checkip.dyndns.com CNAME 
(Canonical 
name)

IN (0x0001)

Sep 27, 2021 
19:43:58.523349047 
CEST

8.8.8.8 192.168.2.5 0xcbd0 No error (0) checkip.dy
ndns.com

216.146.43.70 A (IP address) IN (0x0001)

Sep 27, 2021 
19:43:58.523349047 
CEST

8.8.8.8 192.168.2.5 0xcbd0 No error (0) checkip.dy
ndns.com

193.122.6.168 A (IP address) IN (0x0001)

Sep 27, 2021 
19:43:58.523349047 
CEST

8.8.8.8 192.168.2.5 0xcbd0 No error (0) checkip.dy
ndns.com

158.101.44.242 A (IP address) IN (0x0001)

Sep 27, 2021 
19:43:58.523349047 
CEST

8.8.8.8 192.168.2.5 0xcbd0 No error (0) checkip.dy
ndns.com

216.146.43.71 A (IP address) IN (0x0001)

Sep 27, 2021 
19:43:58.523349047 
CEST

8.8.8.8 192.168.2.5 0xcbd0 No error (0) checkip.dy
ndns.com

132.226.247.73 A (IP address) IN (0x0001)

Resources

Imports

Possible Origin

TCP Packets

UDP Packets

DNS Queries

DNS Answers
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Sep 27, 2021 
19:43:58.523349047 
CEST

8.8.8.8 192.168.2.5 0xcbd0 No error (0) checkip.dy
ndns.com

132.226.8.169 A (IP address) IN (0x0001)

Sep 27, 2021 
19:43:58.523349047 
CEST

8.8.8.8 192.168.2.5 0xcbd0 No error (0) checkip.dy
ndns.com

193.122.130.0 A (IP address) IN (0x0001)

Sep 27, 2021 
19:43:58.546883106 
CEST

8.8.8.8 192.168.2.5 0x4482 No error (0) checkip.dy
ndns.org

checkip.dyndns.com CNAME 
(Canonical 
name)

IN (0x0001)

Sep 27, 2021 
19:43:58.546883106 
CEST

8.8.8.8 192.168.2.5 0x4482 No error (0) checkip.dy
ndns.com

132.226.247.73 A (IP address) IN (0x0001)

Sep 27, 2021 
19:43:58.546883106 
CEST

8.8.8.8 192.168.2.5 0x4482 No error (0) checkip.dy
ndns.com

193.122.130.0 A (IP address) IN (0x0001)

Sep 27, 2021 
19:43:58.546883106 
CEST

8.8.8.8 192.168.2.5 0x4482 No error (0) checkip.dy
ndns.com

158.101.44.242 A (IP address) IN (0x0001)

Sep 27, 2021 
19:43:58.546883106 
CEST

8.8.8.8 192.168.2.5 0x4482 No error (0) checkip.dy
ndns.com

216.146.43.70 A (IP address) IN (0x0001)

Sep 27, 2021 
19:43:58.546883106 
CEST

8.8.8.8 192.168.2.5 0x4482 No error (0) checkip.dy
ndns.com

132.226.8.169 A (IP address) IN (0x0001)

Sep 27, 2021 
19:43:58.546883106 
CEST

8.8.8.8 192.168.2.5 0x4482 No error (0) checkip.dy
ndns.com

193.122.6.168 A (IP address) IN (0x0001)

Sep 27, 2021 
19:43:58.546883106 
CEST

8.8.8.8 192.168.2.5 0x4482 No error (0) checkip.dy
ndns.com

216.146.43.71 A (IP address) IN (0x0001)

Sep 27, 2021 
19:44:00.374561071 
CEST

8.8.8.8 192.168.2.5 0x13d6 No error (0) freegeoip.app 104.21.19.200 A (IP address) IN (0x0001)

Sep 27, 2021 
19:44:00.374561071 
CEST

8.8.8.8 192.168.2.5 0x13d6 No error (0) freegeoip.app 172.67.188.154 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
freegeoip.app

            
checkip.dyndns.org

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.5 49741 104.21.19.200 443 C:\Users\user\Desktop\GU#U00cdA DE CARGA...exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.5 49739 216.146.43.70 80 C:\Users\user\Desktop\GU#U00cdA DE CARGA...exe

Timestamp
kBytes
transferred Direction Data

Sep 27, 2021 
19:43:58.736373901 CEST

943 OUT GET / HTTP/1.1
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.2; .NET CLR1.0.3705;)
Host: checkip.dyndns.org
Connection: Keep-Alive

Sep 27, 2021 
19:43:58.775068998 CEST

943 IN HTTP/1.1 200 OK
Content-Type: text/html
Server: DynDNS-CheckIP/1.0.1
Connection: close
Cache-Control: no-cache
Pragma: no-cache
Content-Length: 106
Data Raw: 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 43 75 72 72 65 6e 74 20 49 50 20 43 68 65 63 6b 3c 
2f 74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 43 75 72 72 65 6e 74 20 49 50 20 41 64 64 72 65 73 73 3a 20 
31 38 35 2e 31 38 39 2e 31 35 30 2e 37 32 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 
Data Ascii: <html><head><title>Current IP Check</title></head><body>Current IP Address: 185.189.150.72</body><
/html>

HTTP Request Dependency Graph

HTTP Packets
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Code Manipulations

Statistics

Behavior

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.5 49740 216.146.43.70 80 C:\Users\user\Desktop\GU#U00cdA DE CARGA...exe

Timestamp
kBytes
transferred Direction Data

Sep 27, 2021 
19:43:58.981575012 CEST

944 OUT GET / HTTP/1.1
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.2; .NET CLR1.0.3705;)
Host: checkip.dyndns.org

Sep 27, 2021 
19:43:59.020028114 CEST

944 IN HTTP/1.1 200 OK
Content-Type: text/html
Server: DynDNS-CheckIP/1.0.1
Connection: close
Cache-Control: no-cache
Pragma: no-cache
Content-Length: 106
Data Raw: 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 43 75 72 72 65 6e 74 20 49 50 20 43 68 65 63 6b 3c 
2f 74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 43 75 72 72 65 6e 74 20 49 50 20 41 64 64 72 65 73 73 3a 20 
31 38 35 2e 31 38 39 2e 31 35 30 2e 37 32 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0d 0a 
Data Ascii: <html><head><title>Current IP Check</title></head><body>Current IP Address: 185.189.150.72</body><
/html>

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.5 49741 104.21.19.200 443 C:\Users\user\Desktop\GU#U00cdA DE CARGA...exe

Timestamp
kBytes
transferred Direction Data

2021-09-27 17:44:01 UTC 0 OUT GET /xml/185.189.150.72 HTTP/1.1
Host: freegeoip.app
Connection: Keep-Alive

2021-09-27 17:44:02 UTC 0 IN HTTP/1.1 200 OK
Date: Mon, 27 Sep 2021 17:44:02 GMT
Content-Type: application/xml
Content-Length: 350
Connection: close
vary: Origin
x-database-date: Wed, 25 Aug 2021 10:15:20 GMT
x-ratelimit-limit: 15000
x-ratelimit-remaining: 14998
x-ratelimit-reset: 2021
CF-Cache-Status: DYNAMIC
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=xnIrddQbAR28rsEF6vjI0LTXIR0OyKzG
TsgbVIshtcb6P0qiDek0%2BEApD7d7R2SVsQKvnw5gNulz6f%2BGC0%2FiT7xBCKIc8V2AAdgEuu4piJcU%2BbbAI%
2B8dhI0npTANiPvL"}],"group":"cf-nel","max_age":604800}
NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Server: cloudflare
CF-RAY: 695689a48d7c3756-MXP
alt-svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400

2021-09-27 17:44:02 UTC 0 IN Data Raw: 3c 52 65 73 70 6f 6e 73 65 3e 0a 09 3c 49 50 3e 31 38 35 2e 31 38 39 2e 31 35 30 2e 37 32 3c 2f 49 50 3e 0a 
09 3c 43 6f 75 6e 74 72 79 43 6f 64 65 3e 43 48 3c 2f 43 6f 75 6e 74 72 79 43 6f 64 65 3e 0a 09 3c 43 6f 75 6e 74 72 79 
4e 61 6d 65 3e 53 77 69 74 7a 65 72 6c 61 6e 64 3c 2f 43 6f 75 6e 74 72 79 4e 61 6d 65 3e 0a 09 3c 52 65 67 69 6f 6e 43 
6f 64 65 3e 5a 48 3c 2f 52 65 67 69 6f 6e 43 6f 64 65 3e 0a 09 3c 52 65 67 69 6f 6e 4e 61 6d 65 3e 5a 75 72 69 63 68 3c 
2f 52 65 67 69 6f 6e 4e 61 6d 65 3e 0a 09 3c 43 69 74 79 3e 5a 75 72 69 63 68 3c 2f 43 69 74 79 3e 0a 09 3c 5a 69 70 43 
6f 64 65 3e 38 30 39 30 3c 2f 5a 69 70 43 6f 64 65 3e 0a 09 3c 54 69 6d 65 5a 6f 6e 65 3e 45 75 72 6f 70 65 2f 5a 75 72 
69 63 68 3c 2f 54 69 6d 65 5a 6f 6e 65 3e 0a 09 3c 4c 61 
Data Ascii: <Response><IP>185.189.150.72</IP><CountryCode>CH</CountryCode><CountryName>Switzerland</
CountryName><RegionCode>ZH</RegionCode><RegionName>Zurich</RegionName><City>Zurich</City><ZipCode>80
90</ZipCode><TimeZone>Europe/Zurich</TimeZone><La

HTTPS Proxied Packets
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Click to jump to process

System Behavior

File ActivitiesFile Activities

Start time: 19:43:47

Start date: 27/09/2021

Path: C:\Users\user\Desktop\GU#U00cdA DE CARGA...exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\GU#U00cdA DE CARGA...exe' 

Imagebase: 0x400000

File size: 325929 bytes

MD5 hash: FCCE8F5A7E5FCDF78C02D6543C1AF2BD

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: MAL_Envrial_Jan18_1, Description: Detects Encrial credential stealer malware, 
Source: 
00000001.00000002.274533096.000000000E800000.00000004.00000001.sdmp, Author: 
Florian Roth
Rule: JoeSecurity_SnakeKeylogger, Description: Yara detected Snake Keylogger, Source: 
00000001.00000002.274533096.000000000E800000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_TelegramRAT, Description: Yara detected Telegram RAT, Source: 
00000001.00000002.274533096.000000000E800000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, 
Source: 
00000001.00000002.274533096.000000000E800000.00000004.00000001.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

Start time: 19:43:49

Start date: 27/09/2021

Path: C:\Users\user\Desktop\GU#U00cdA DE CARGA...exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\GU#U00cdA DE CARGA...exe' 

Imagebase: 0x400000

File size: 325929 bytes

MD5 hash: FCCE8F5A7E5FCDF78C02D6543C1AF2BD

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Analysis Process: GU#U00cdA DE CARGA...exe PID: 2848 Parent PID: 900Analysis Process: GU#U00cdA DE CARGA...exe PID: 2848 Parent PID: 900

General

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

File ReadFile Read

Analysis Process: GU#U00cdA DE CARGA...exe PID: 400 Parent PID: 2848Analysis Process: GU#U00cdA DE CARGA...exe PID: 400 Parent PID: 2848

General
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Disassembly

Code Analysis

Copyright Joe Security LLC

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Yara matches: Rule: MAL_Envrial_Jan18_1, Description: Detects Encrial credential stealer malware, 
Source: 
00000002.00000002.525379203.00000000047B0000.00000004.00020000.sdmp, Author: 
Florian Roth
Rule: JoeSecurity_SnakeKeylogger, Description: Yara detected Snake Keylogger, Source: 
00000002.00000002.525379203.00000000047B0000.00000004.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_TelegramRAT, Description: Yara detected Telegram RAT, Source: 
00000002.00000002.525379203.00000000047B0000.00000004.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, 
Source: 
00000002.00000002.525379203.00000000047B0000.00000004.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_SnakeKeylogger, Description: Yara detected Snake Keylogger, Source: 
00000002.00000002.522534689.0000000000659000.00000004.00000020.sdmp, Author: 
Joe Security
Rule: JoeSecurity_TelegramRAT, Description: Yara detected Telegram RAT, Source: 
00000002.00000002.522534689.0000000000659000.00000004.00000020.sdmp, Author: 
Joe Security
Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, 
Source: 00000002.00000002.522534689.0000000000659000.00000004.00000020.sdmp, 
Author: Joe Security
Rule: JoeSecurity_SnakeKeylogger, Description: Yara detected Snake Keylogger, Source: 
00000002.00000002.525193747.0000000003291000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_TelegramRAT, Description: Yara detected Telegram RAT, Source: 
00000002.00000002.525193747.0000000003291000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, 
Source: 00000002.00000002.525193747.0000000003291000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: MAL_Envrial_Jan18_1, Description: Detects Encrial credential stealer malware, 
Source: 00000002.00000002.522080443.0000000000400000.00000040.00000001.sdmp, 
Author: Florian Roth
Rule: JoeSecurity_SnakeKeylogger, Description: Yara detected Snake Keylogger, Source: 
00000002.00000002.522080443.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_TelegramRAT, Description: Yara detected Telegram RAT, Source: 
00000002.00000002.522080443.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, 
Source: 00000002.00000002.522080443.0000000000400000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_SnakeKeylogger, Description: Yara detected Snake Keylogger, Source: 
00000002.00000002.525573044.0000000004832000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_TelegramRAT, Description: Yara detected Telegram RAT, Source: 
00000002.00000002.525573044.0000000004832000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, 
Source: 00000002.00000002.525573044.0000000004832000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_SnakeKeylogger, Description: Yara detected Snake Keylogger, Source: 
00000002.00000001.270799123.0000000000414000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_TelegramRAT, Description: Yara detected Telegram RAT, Source: 
00000002.00000001.270799123.0000000000414000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, 
Source: 00000002.00000001.270799123.0000000000414000.00000040.00020000.sdmp, 
Author: Joe Security

Reputation: low

Show Windows behavior

Show Windows behavior

File CreatedFile Created

File ReadFile Read
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