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Windows Analysis Report https://viewstripo.email/templ...
Overview

General Information Detection

Sample URL:  http:/fhttps://viewstripo.em
ail/template/d344d8c0-9b0 MALICIOUS

3-4cc6-b3e0-89285eb8208
2

Classification

Antivirus / Scanner detection for sub...
Phishing site detected (based on sh...
Analysis ID: 491690 Yara detected HtmIPhish10
Infos: ;f & EE_:

Most interesting Screenshot:

Antivirus detection for URL or domain

Yara detected HtmIPhish7

— “ae

Phishing site detected (based on im...

Foundiframes
No/HML title found

HiVILL boedy: contains low/number: ofi...

HTMLPhisher

%)
«Q
=3
4
c
=
(1
7]

Score: 84 HTML titlerdoesinot matchi URL
Range: 0-100 Invalid T&C link found
Whitelisted: false

Confidence: 100%

Process Tree

= System is w10x64
. G chrome.exe (PID: 6688 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automation 'https://viewstripo.email/template/d344d8c0-9b03-
4cc6-b3e0-89285eb82082' MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 6856 cmdline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=
1616,7430414823550753993,13542526025079458087,131072 --lang=en-GB --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1
732 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 5668 cmdline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=audio.mojom.AudioService --field-trial-handle=1616
,7430414823550753993,13542526025079458087,131072 --lang=en-GB --service-sandbox-type=audio --enable-audio-service-sandbox --mojo-platform-channel-handle=6820 /p
refetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 8540 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=video_capture.mojom.VideoCaptureService --field-tr

ial-handle=1616,7430414823550753993,13542526025079458087,131072 --lang=en-GB --service-sandbox-type=video_capture --enable-audio-service-sandbox --mojo-platform-
channel-handle=6800 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview
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@ Click to jump to signature section

AV Detection:

Antivirus | Scanner detection for submitted sample

Antivirus detection for URL or domain

Phishing:

Phishing site detected (based on shot template match)

Yara detected HtmIPhish10

Yara detected HtmlIPhish7

Phishing site detected (based on image similarity)

Mitre Att&ck Matrix

Command Remote
Privilege  Defense Credential Lateral and Network Service
Initial Access Execution Persistence Escalation Evasion Access Discovery  Movement Collection Exfiltration Control Effects Effects
Drive-by Windows Path Process Masquerading oS System Remote Data from  Exfiltration Encrypted Eavesdropon Remotely
Compromise Management  Interception Injection Credential = Service Services Local Over Other Channel Insecure Track Device
Instrumentation Dumping  Discovery System Network Network Without
Medium Communication Authorizatior
Default Scheduled Boot or Boot or Process LSASS Application  Remote Data from  Exfiltration Non- Exploit SS7to  Remotely
Accounts Task/Job Logon Logon Injection Memory  Window Desktop Removable Over Application Redirect Phone Wipe Data
Initialization  Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorizatior
Domain At (Linux) Logon Script Logon Obfuscated Files Security  Query SMB/Windows Data from Automated Application Exploit SS7to Obtain
Accounts (Windows)  Script or Information Account  Registry Admin Shares Network Exfiltration  Layer Track Device  Device
(Windows) Manager Shared Protocol §J Location Cloud
Drive Backups
Local Accounts At (Windows)  Logon Script Logon Binary Padding NTDS System Distributed Input Scheduled Ingress SIM Card
(Mac) Script Network Component  Capture Transfer Tool Swap
(Mac) Configuration Object Model Transfer ()

Discovery

Behavior Graph
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Behavior Graph
D: 491690
URL: https:/iviewstripo.emailft... SUSPICIOUS
Startdate: 2710912021 CLEAN
Architecture:  WINDOWS UNKNOWN

Score: 84

s (A
- - - S

started

chrome.exe

192.168.2.1 239.255.255.250
unknown unknown started

unknown Reserved

B

pics.esputnik.com () hopget24.com Q@

163.172.69.196, 443, 49874 6, 443, 49815, 49816

OnlineSASFR NAMECHEAP-NETUS
United Kingdom B United States ES

-
®

«Q
@®

e o EEEL ]

B
o0

———
...| 2z
il ET

M

0@

=
&

Process
Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

started Y{ed

chrome.exe

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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% New Template X +
c & viewstripo.email/template/d344d8c0-9b03-4cchb-b3eD-89285eb82082

Chrome is being controlled by automated test software.

B> SharePoint

) UNREAD DOCUMENT

Andrew Kopecky
Purchase Order and Project Files

Fax Document 2 pages

..‘@ s

’f, stripo

.buzz/ramtool/ad:

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection
http.J/ https://viewstripo.email/template/d344d8c0-9b03-4cc6-b3e0-89285eh82082 3%
http:ifhttps://viewstripo.email/template/d344d8c0-9b03-4cc6-b3e0-89285eb82082 100%
http.J/ https://viewstripo.email/template/d344d8c0-9b03-4cc6-b3e0-89285eh82082 0%

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Source Detection

Copyright Joe Security LLC 2021

11 PM D
021

Scanner
Virustotal
SlashNext

Avira URL Cloud

Scanner

Label

Fake Login Page
type: Phishing &
Social Engineering

safe

Label

Link

Browse

Link
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https://www.virustotal.com/gui/url/471c187ee6854f648d39ca83b779656f16009f860cde7ea37df25924d718016e/detection/u-471c187ee6854f648d39ca83b779656f16009f860cde7ea37df25924d718016e-1632246607

Source

http:ifhttps://app.readpeak.com/ads

http:ifhttps://csp.withgoogle.com/csp/report-to/apps-themes

http:ifhttps://b.plerdy.com/main2.js
http:ifhttps:/iviewstripo.emailh
http:i/https://keegagrves.buzz/

http:i/https://c.plerdy.com/public/js/click/main2.js

http:ifhttps://keegagrves.buzz/ramtool/adobe2020/Share

http://https://test.plerdy.com

http:i/https://console.theviewpoint.com/inventory/placement/129

http:ifhttps://iviewstripo.email/
http://https://rum-static.pingdom.net/
http://https://test.plerdy.com/click/

http:/fwww.trizer.pl/?utm_source

http://https://iviewstripo.email/template/d344d8c0-9b03-4cc6-h3e0-89285eb82082New

http:i/https:/iviewstripo.email/polyfills-es5.ac953fca0d74d8556d20.js

http:ifhttps://d.plerdy.com/public/js/click/main.js

http://https://fonts.cdnfonts.com/

http:ifhttps://www.googleoptimize.com/optimize.js?id=OPT-K5SV2KQ

http:i/https://stripo.email.https://stripo.email/?utm_source=user-template

http:/fhitcounter.ru/top/stat.php

http:i/https://csp.withgoogle.com/csp/report-to/youtube

http:i/https://iviewstripo.email/0

Domains and IPs

Contacted Domains

Name
gstaticadssl.l.google.com
d2qqiyiyhgblxe.cloudfront.net
pics.esputnik.com

i.ytimg.com

stripo.email
dash.getsitecontrol.com
cdnjs.cloudflare.com
a.plerdy.com
photos-ugc.l.googleusercontent.com
www.google.com
viewstripo.email
d2065cca9qidey.cloudfront.net
g.quora.com
d2ycxbs0cq3yaz.cloudfront.net
js.intercomcdn.com
star-mini.c10r.facebook.com
stats.|.doubleclick.net
maxcdn.bootstrapcdn.com
cdn.amplitude.com
api-iam.intercom.io
www.googleoptimize.com
prod.pinterest.global.map.fastly.net
youtube-ui.l.google.com
googleads.g.doubleclick.net
esputnik.com
clients.l.google.com
shopget24.com
googlehosted.l.googleusercontent.com
s.w.org

push.esputnik.com

gscmedia.b-cdn.net

Copyright Joe Security LLC 2021

P
172.217.168.67
52.84.140.33
163.172.69.196
172.217.168.22
52.31.238.44
52.2.182.207
104.16.19.94
172.67.73.224
172.217.168.1
172.217.168.36
52.208.21.62
13.33.48.7
18.205.51.212
13.33.48.27
52.84.140.61
157.240.17.35
142.250.145.154
104.18.11.207
54.230.9.145
75.2.88.188
142.250.203.110
151.101.0.84
172.217.168.78
172.217.168.34
63.33.134.133
172.217.168.46
104.219.248.46
172.217.168.1
192.0.77.48
52.214.40.3
89.187.165.193

Active
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true

true

Detection

0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

Malicious
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false

false

Scanner

Avira URL Cloud
URL Reputation

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
URL Reputation

Avira URL Cloud

Antivirus Detection

Label

safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

Link

Reputation
high
high
high
high
high
high
high
unknown
high

high
unknown
high

high

high

high

high

high

high

high

high
unknown
unknown
high
high
high
high
unknown
high
high
high
high
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Name

keegagrves.buzz
rum-static.pingdom.net
scontent.xx.fbcdn.net
gscwidgets2.b-cdn.net
nexus-websocket-a.intercom.io
rqymgh.stripocdn.email
d1xve4dzy7ijc09.cloudfront.net
a.nel.cloudflare.com
fonts.cdnfonts.com
accounts.google.com
www-google-analytics.l.google.com

d.plerdy.com

www-googletagmanager.l.google.com

widget.intercom.io
static-doubleclick-net.l.google.com
c.plerdy.com

gscstatic2.b-cdn.net

prod-dem-collector-elb-611025824.eu-west-

1.elb.amazonaws.com
secure.esputnik.com
hpy.stripocdn.email
ety.stripocdn.email
www.google.ch
cdn-ckeditor.stripo.email
static.intercomassets.com
ka-f.fontawesome.com
v.pinimg.com
s2.getsitecontrol.com
stats.g.doubleclick.net
clients2.googleusercontent.com
shopget24.org
clients2.google.com
l.getsitecontrol.com
www.youtube.com
kit.fontawesome.com
connect.facebook.net
static.doubleclick.net
www.pinterest.com
yt3.ggpht.com
ajax.aspnetcdn.com
ct.pinterest.com
cdn.firstpromoter.com
code.jgquery.com
stripo-cdn.stripo.email
media.getsitecontrol.com
i.pinimg.com
www.facebook.com
rum-collector-2.pingdom.net

s.pinimg.com

Contacted URLs

Name

hitp://https://stripo.email/en/demo/?guid=a72722c9-5e68-49e7-a554-

f0863d8b75c4&project=109

P
104.21.70.171
104.20.21.239
157.240.17.15
89.187.165.193
34.237.73.95
88.198.149.13
13.224.84.109
35.190.80.1
172.67.172.36
172.217.168.13
172.217.168.78
104.26.14.92
172.217.168.40
13.224.84.84
172.217.168.6
172.67.73.224
89.187.165.193
34.254.140.182

99.80.225.191
88.198.149.13
88.198.149.13
216.58.215.227
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Active
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true

true

true

true

true

true

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Malicious

false

Malicious

false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false

false

false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false

false

Antivirus Detection

Antivirus Detection

Reputation
unknown
unknown
high

high

high
unknown
high

high
unknown
high

high
unknown
high

high

high
unknown
high

high

high
unknown
unknown
high
high
high
high
high
high
high
high
unknown
high
high
high
high
high
high
high
high
high
high
high
high
high
high
high
high
unknown
high

Reputation
high

http://https://stripo.email/

http://https://stripo.email/?utm_source=user-template

http:ifhttps://stripo.email/blog/
http:ifhttps://stripo.email/errorpage/

URLs from Memory and Binaries

Copyright Joe Security LLC 2021

false

false

false

false

high
high

high
high
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Contacted IPs

Public

P
151.101.0.84

172.67.73.224
54.230.9.145
52.2.182.207
163.172.69.196
104.219.248.46
172.217.168.40

157.240.17.35

52.214.40.3
172.217.168.46
35.190.80.1
63.33.134.133
104.26.14.92
172.217.168.1

172.217.168.13
239.255.255.250
89.187.165.193
34.254.140.182

142.250.203.110
13.33.48.27

52.31.238.44
99.80.225.191
157.240.17.15
18.205.51.212
172.217.168.22
52.208.21.62
13.224.84.109

104.18.11.207
172.217.168.78
142.250.145.154
172.217.168.36
172.67.172.36
88.198.149.13
104.21.70.171
104.20.21.239
104.16.19.94

Private

P
192.168.2.1
192.168.2.4
192.168.2.5
127.0.0.1

Domain

prod.pinterest.global.map.f

astly.net

a.plerdy.com
cdn.amplitude.com
dash.getsitecontrol.com
pics.esputnik.com
shopget24.com

WwWw-

googletagmanager.l.google

.com

star-
mini.c10r.facebook.com

push.esputnik.com
clients.l.google.com
a.nel.cloudflare.com
esputnik.com
d.plerdy.com
photos-

ugc.l.googleusercontent.co

m
accounts.google.com
unknown
gscmedia.b-cdn.net

prod-dem-collector-elb-
611025824.eu-west-
1.elb.amazonaws.com

www.googleoptimize.com

d2ycxbs0cq3yaz.cloudfront

.net

stripo.email
secure.esputnik.com
scontent.xx.fbcdn.net
g.quora.com
i.ytimg.com

viewstripo.email

dixvedzy7ijc09.cloudfront.

net

maxcdn.bootstrapcdn.com

youtube-ui.l.google.com
stats.l.doubleclick.net
www.google.com
fonts.cdnfonts.com
rqymgh.stripocdn.email
keegagrves.buzz
rum-static.pingdom.net

cdnjs.cloudflare.com

General Information

Copyright Joe Security LLC 2021

Country
United States

United States
United States
United States
United Kingdom
United States
United States

United States

United States
United States
United States
United States
United States
United States

United States
Reserved
Czech Republic
United States

United States
United States

United States
United States
United States
United States
United States
United States
United States

United States
United States
United States
United States
United States
Germany

United States
United States
United States

Flag

W r E R

1 Y T T A

ASN
54113

13335
16509
14618
12876
22612
15169

32934

16509
15169
15169
16509
13335
15169

15169
unknown
60068
16509

15169
16509

16509
16509
32934
14618
15169
16509
16509

13335
15169
15169
15169
13335
24940
13335
13335
13335

ASN Name
FASTLYUS

CLOUDFLARENETUS
AMAZON-02US
AMAZON-AESUS
OnlineSASFR
NAMECHEAP-NETUS
GOOGLEUS

FACEBOOKUS

AMAZON-02US
GOOGLEUS
GOOGLEUS
AMAZON-02US
CLOUDFLARENETUS
GOOGLEUS

GOOGLEUS
unknown
CDN77GB
AMAZON-02US

GOOGLEUS
AMAZON-02US

AMAZON-02US
AMAZON-02US
FACEBOOKUS
AMAZON-AESUS
GOOGLEUS
AMAZON-02US
AMAZON-02US

CLOUDFLARENETUS
GOOGLEUS
GOOGLEUS
GOOGLEUS
CLOUDFLARENETUS
HETZNER-ASDE
CLOUDFLARENETUS
CLOUDFLARENETUS
CLOUDFLARENETUS

Malicious

false

false
false
false
false
false

false

false

false
false
false
false
false

false

false
false
false

false

false

false

false
false
false
false
false
false

false

false
false
false
false
false
false
false
false

false
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Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Cookbook file name:
Sample URL:

Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

33.0.0 White Diamond
491690

27.09.2021

20:10:00

CloudBasic

Oh 7m 15s

false

light

browseurl.jbs

http://https://viewstripo.email/template/d344d8c0-9b03-4cc6-b3e0-89285eb82082
Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

11

o O o o

e HCA enabled
o EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL
mal84.phis.win@54/308@68/40

Adjust boot time
Enable AMSI

Browse: https:/stripo.email/
Browse: https:/stripo.email/blog/

Browse: https:/stripo.email/pricing/
Browse: https:/stripo.email/plugin/
Browse: https:/stripo.email/en/demo/

e o o o o o o o o o

Show All

Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints

No context

Copyright Joe Security LLC 2021

Browse: https://keegagrves.buzz/ramtool/adobe2020/
Browse: https:/stripo.email/?utm_source=user-template

Browse: https:/stripo.email/customer-stories/
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Dropped Files

No context

Created |/ dropped Files

C:\Users\luser\AppData\Local\Google\Chrome\User Data\07c95433-00b9-4eca-8d85-af65fb2f1ffd.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

182878

6.077670622508642

false
3072:k4y2d5xv5TawDZG6TsIVmlyzM3k6LXQCTpSaS/FchXaflBOu1GOJmMAIiuRB:hddnvNawDcIRmUAU6LQCtSTagflluOoC
FEA00367FD4127E66DEODFE13898D876

EC5AB458E3E004B04A5C5308C6C655B961F7CB63
001FA754BD3ECB8697DF21294E2508B0C82767FDD7C5033DD1792429D11C7CBE
8E56C9924B3E3CF810699BD691194B25012BBD1F07DE29A115D46E4C606580529980043A9DC080C1BEISAE70ALFEA659419CAEEBI4E7A6D5B373B466227DEGA
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.632766266580301e+12,"network":1.632766268e+12,"ticks":5690404757.0,"uncertainty":4566776.0}},"0os_crypt":{"encrypted_key"
"RFBBUEKBAAAAOlYd3wEVORGMegDAT8KX6WEAAABaHIwloHYIQKZwuwW8V0yxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT48ZMIULzXX60EUPPqIYBIjSIOI
LGeiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEKkmabufgFUSmMOzx4cW7Aup7spgps4DvgbPrw
RgUGQSpRZvQkbO+yVH56WF9zMTtOAAAAAYRWLY Xjf7/AqYrFr0JZ6kbTiUto/2PKkCw7ntLtbN2grad713MeL4iNGDFggqRIhWgsh/6w0gJzQXAfLErdzxi"},"password
_manager":{"os_password_blank":true,"os_password_last_changed":"13245922715390174"},"plugins":{"metadata":{"adobe-flash-player":{"

C:\Users\luser\AppData\Local\Google\Chrome\User Data\18b4d142-95bd-4b56-9d01-b06b09f57116.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SysEx File -

dropped

94708

3.7473624716641663

false
384:1Tw/zxiMImhtVu0jyN7rQvXt3QvFIHR4G8brWB/jxQFIV8rGHmmxCtTfzwO9d/N0:pOqVI2Z884efrhpOnripKPhzdU
3924826A4405C3E6E44B8AC4A28CF502

84F1FDB9177FF08258A410FOEE5A54180BDBBD04
175B4EF7A54E30D2C2CF9590A3B201527A6472497F0F9D70086B76993F3C55CD

C4F7ED1C513D6C9DD3FFC16551A07E440D11CB11CFOBOCA110A6E84D292130902A9BBB4COFFIBIEE12F68F54B3B72A284D801F12BA491A2292A6860CCOFASB
1

false

low

Qeeevvenen . CLLP.R.O.G.R.AA~1\M.I.C.R.0.S.~.1\.0.f fi.c.e.1.6\.G.R.O.O.V.E.EX..D.L.L.PL.])...%.p.ro.g.ramfiles.%.\m.icros.oft .officeloffic.e
1.6.\...gro.0.v.eex.dll..Micros.o.ft Office. .2.0.1.6.*.Microsoft .OneD.rive. for Business. Extens.ions...16..0.4711.10
.0.0....*..C.\P.R.O.G.RA~1\MILCR.O.S.~1\0fficel6\GRO.OV.EEX.DLL..M.icros.o.ft Co.rp.oratio.n..F8D..C:\Pro.gram.  F.iles\C.o
.m.m.o.n. .Files\M.icros.oft Shared\OFFICE1l6\ms.oshext.dll.@...U..%.comm.o.np.ro.gramfiles.%.\m.icro.s.oft shared\o.f
fice.l6\...ms.oshext.dll..Microso.ft Office.)..Micros.oft Office..Shell Extens.ion. Handlers....16..0..426.6.100.1..D..C
2\P.rogram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\ldbc8b41-c98c-4c4a-b658-0b0732087¢c33.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

182878

6.077670565653219

false
3072:19B2d5xv5TawDZG6TsIVmlyzM3k6LXQCTpSaS/FcbXaflBOu1GOIMA3iuRB:2AdnvNawDcIRmMUAU6BLQCtSTaqgflluOoC
3B2D5EA4E9AG60B3658F84B34FC5B9D1

ACEA73867D74C7FB73042043FFBB76FB5CA66341
1AD27F0A3FC9044171124086EA8F174FCD4DB87225FCE148A2BB06FB40BF42BF

8BCBF799A09B6F7CB1E33C260AB4505B88C542967B333DAF41E5AA81E8141476E98600DCDA40DF3EC958777E0BDO75EFC0783ECC8379C665C23BD3D2197790,
A

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\ldbc8b41-c98c-4c4a-b658-0b0732087¢c33.tmp

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.632766266580301e+12,"network":1.632766268e+12,"ticks":5690404757.0,"uncertainty":4566776.0}},"os_crypt":{"encrypted_key"
"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIwIoHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT4Ai8ZmIUL1zXX60EUpPqIYBIjSIOI
LGeiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEkmgbufgFUSmMOzx4cW7Aup7spgps4DvgbPrw
RgUGQSpRZvQkbO+yVH56WFIzMTtOAAAAAYRWLY Xjf7/AqYrFroJZ6kbTiUt0/2PKkCw7ntLtbN2grad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},"password
_manager":{"os_password_blank":true,"os_password_last_changed":"13245922715401452"},"plugins":{"metadata":{"adobe-flash-player":{"

C:\Users\luser\AppData\Local\Google\Chrome\User Data\271f3adf-6aa7-4d58-9726-fa57cbc71d0a.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

97400

3.7472082279418752

false

384:YTw/zxiMySmhtVu0jyN7rQvXt3QVvFIHRAG8brWB/5sxQF9V8rGHmmyoCtTfzwO9t: AOqVI2yw84efGBhpOnripKPhzdY
FBOA775EB6C44FDBDC6C747FA65A1B24

11B816B010E62765DF1B110ACBC483CFA3E96AD3
EB83015F95363EAC070A0DC89BCFOBE8A0665A34D700D1DFC8A27C24AC4C10C0O
5F63BCDDCD036580E8DBFOC6B5FDCBF2E9799FFD07D400653FC18B0D48A65DFA85302B863E6045638069C329A8976829D84027B2A4557C9116FCCAES87C20DI
false

low

|{IRTTT *..C..\\P.R.0.G.RA~1\M.I.C.R.0.S.~.1\0.ffic.e.l.6\.G.R.O.0.V.EEEX..D.L.L..PL..)..%.p.ro.gram.files.%.\m..c.r.os.oft .officelo.fficel6\..
..g.r.o.ov.eex.dll..Micros.oft .Office..2.0.1.6..*. Micro.so.ft O.neD.r.iv.e. for .Bus.ines.s. .Extens.ions...16..0..47.1.1..1.0.0.0....*
...C..\P.R.0.G.RA~1\M.I.C.R.O.S.~1\0.ffic.el6)\G.RO.O.V.EEX.D.L.L...Micros.oft .Co.rp.oratio.n..F8.D..C.:\P.ro.gram. .F.iles\C.o.mm.o.n
.F.iles\M..cros.oft .Shared\O.F.F.ICE.1l6\ms.0shext.dl.@...U/..%.comm.o.np.ro.gramfiles.%.\m.icros.o.ft shared\officelb.\...
.m.s.o.s.h.ext.dll..Micr.os.oft .Offic.e.)..Micr.os.o.ft .Offic.e..Shell Extens.ion. Handlers....16..0..4.26.6..1.0.0.1...D..C.:.\\P.ro
.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\3c36be0b-127e-4e7c-9a8c-cb00b0e80671.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

modified

174393

6.048216118522865

false
3072:52d5xv5TawDZG6TsIVmlyzM3k6LXQCTpSaS/FcbhXaflBOu1GOJmMAS3iuRB:4dnvNawDcIRmUAUGLQCtSTaqgflluOoSv
73D78EAB8B55598235BC59AE36E5CAAB

3F6C8FBFDF158A79D4134C3182EC2ACD2A4747F9
4F80DF30D9F41DE8FOC2C5E8167509544838F8D60103EBD69316BD435D0F3A53

74E42E5BAADF120ADDA12EOEGOAGOE13FFOD361A050B019E683845D7B32F0OABBCC3C2CDAES1BB329A73F27486B5714861C935F7AD04A661A7F60BFF29D4DES
13

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.632766266580301e+12,"network":1.632766268e+12,"ticks":5690404757.0,"uncertainty":4566776.0}},"os_crypt":{"encrypted_key"
"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIwloHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT4i8ZMIULzXX60EUPPqIYBIjSIOI
LGeiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEKmMgbufgFUSmMOzx4cW7Aup7spaps4DvabPrw
RgUGQSpRZvQkbO+yVH56WF9zMTtOAAAAAYRWLY Xjf7/AqYrFroJZ6kbTiUt0/2PKKkCw7ntLtbN2qrad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},"password
_manager":{"os_password_blank":true,"os_password_last_changed":"13245922715390174"},"plugins":{"metadata":{"adobe-flash-player":{"

C:\Users\user\AppData\Local\Google\Chrome\User Data\50d8dbef-6ccf-4a9b-971b-1d4c2521e76a.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

182878

6.0776724746237125

false
3072:ikl2d5xv5TawDZG6TsIVmlyzM3k6LXQCTpSaS/FchXaflBOu1lGOJImAS3iuRB:XDdnvNawDcIRmUAUGLQCtSTaqgflluOoC
F77EEFC650B895401FBEFA8BC5CE3338

CO05FF1F528EF68859B62B6EDE3CDAOD5437363A
E76184CBFDOC9F12D6A6278171DEA9183F5E1FBBDASSFE97963E698B85A422F0

915DEFC281CB29BC775FD44CABEEBBD6B83C6F7C29F1F09D73643060E24E6B648F599A7C92BEEFA60726B1021DC2960339A53063154E0886C98ESEE8CAFFFB
A

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\50d8dbef-6ccf-4a9b-971b-1d4c2521e76a.tmp

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.632766266580301e+12,"network":1.632766268e+12,"ticks":5690404757.0,"uncertainty":4566776.0}},"os_crypt":{"encrypted_key"
"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIwIoHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT4Ai8ZmIUL1zXX60EUpPqIYBIjSIOI
LGeiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEkmabufgFUSmMOzx4cW7Aup7spgps4DvgbPrw
RgUGQSpRZvQkbO+yVH56WFIzMTtOAAAAAYRWLY Xjf7/AqYrFroJZ6kbTiUt0/2PKkCw7ntLtbN2qgrad713MeL4iNGDFgqRIhWgsbh/6w0gJzQxAfL6rdzxi"},"password
_manager":{"os_password_blank":true,"os_password_last_changed":"13245922715401452"},"plugins":{"metadata":{"adobe-flash-player":{"

C:\Users\luser\AppData\Local\Google\Chrome\User Data\59511810-3f13-4238-9ea9-63c0015b92b7.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

174393

6.048215992334847

false
3072:n2d5xv5TawDZG6TsIVmlyzM3k6LXQCTpSaS/FchXaflBOulGOJmA3iuRB:2dnvNawDcIRmUAU6LQCtSTagfllUOoSv
A4CCB84B2032BBC876072A06D2CAD46B9

12FB0O6F1B3CDC58C763870D69E38B5F9963B783B
6B5CB6EFE649F04964AE5D86E49E09EDF68F58317B7D509935FCC97DEDC8557B

E9CESACB141E7F5F650C8221AB94A81C9D4DE64DDDD1EC6C8E42082A0AD279CCC1B5B1E8624D33B56D5245FBFCC7F5119427B9C0OFBEF22ED23218BF250437
B8

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.632766266580301e+12,"network":1.632766268e+12,"ticks":5690404757.0,"uncertainty":4566776.0}},"os_crypt":{"encrypted_key"
"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIwIoHYIQKZwuwW8V0yxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT4I8ZMIULZXX60EUPPqIYBIjSIOI
LGeiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEKkmabufgFUSmMOzx4cW7Aup7spgps4DvgbPrw
RgUGQSpRZvQkbO+yVH56WF9zMTtOAAAAAYRWLY Xjf7/AqYrFr0JZ6kbTiUto/2PKkCw7ntLtbN2grad713MeL4iNGDFggqRIhWgsh/6w0gJzQXAfLErdzxi"},"password
_manager":{"os_password_blank":true,"os_password_last_changed":"13245922715390174"},"plugins":{"metadata":{"adobe-flash-player":{"

C:\Users\luser\AppData\Local\Google\Chrome\User Data\62a27ch9-77f7-4f7d-9533-3ee2faal4576.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

183117

6.078043382546956

false
3072:kd2d5xv5TawDZG6TsIVmlyzM3k6LXQCTpSaS/FchXaflBOulGOImAZiuRB:XdnvNawDcIRmUAUGLQCtSTaqfllUOoSv
B5F1EA086672987D38F73C2F6513ABEL

4040FF3F7093F4A4E6D787C40E926BB93C5739E7
B65044734A78DAB32F41FA61AC044DF109B173AB68D474F63A91F9397839A90F

E17EFDC5AC6A22FC2453B77F50FA401BCCD8BBF8EB536AA0B3A9463885AFAFDAFCA7ACDACSDESC46A7D5ED2D15AE4646DB73560C269B2CD794E5F58F4610
05B

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.632766266580301e+12,"network":1.632766268e+12,"ticks":5690404757.0,"uncertainty":4566776.0}},"os_crypt":{"encrypted_key"
"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIwloHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT4AIBZMIULzXX60EUPPIYBIjSIOI
LGeiMKilFIZDroAAAAAAGAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEKmabufgFUSmMOzx4cW7Aup7spgps4DvgbPrw
RgUGQSpRZvQkbO+yVH56WFIzMTtOAAAAAYRWLY Xjf7/AqYrFroJZ6kbTiUt0/2PKkCw7ntLtbN2qgrad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},"password
_manager":{"os_password_blank":true,"os_password_last_changed":"13245922715390174"},"plugins":{"metadata":{"adobe-flash-player":{"

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

120

3.3041625260016576

false

3:FkXwgs0oRL6twgs0oRL6twgsOoRLN:+taRL+taRL+taRLN
E6C1693D9F0F6B6E878D098FBFD4C92A
D9D2708143B4A3BA5D14DFED59DCB6B88DF172D9
E9DA6B8F6549D084D8740EB4C25755989B057EBFAF36B5E526F34DFFAB7500CF

19B28BFE66708B294AB033C2F87D219E1C29D4F9363AC92E89B9406F6E2ACB13AD5DF73DD7E163D1ADECOAF89C42DA112AE153EB23378EC29302F91192B7C5
9

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
Reputation: low

Preview:
SAPC...ovvicie UO..E.D.Q.0....sdPC.....cccecrrrnnn UO..E.D.Q.0....sdPC.....ccccceovrrrnne UO..E.D.Q.0....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\09c4cd43-3af7-46b4-95b5-a3df7e2432e0.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 5168

Entropy (8bit):  4.967690696410691

Encrypted: false

SSDEEP: 96:nEL65t9pIKI+LW5k0ICKLBhKQ1nbOTIVUHN:NELETIpIOLWh4K2kQn

MDS5: B480F927F09CE260740F61AEF9DEB54F

SHA1L: B499C85COCFDD65F6F72859B20DE6D0C6D801247

SHA-256: A2F2FB573DD4D8AC5DC510F120848731E9A18CFBC7DC18B1D97C9F359820092E

SHA-512: CF394B978CF962C74A250F1B469BC531254AFDIFC4A02FF77A63F36024F035E46CIF63F0684F748B7EF571F55D445AD26CAB4219BESB7D7E179865C282FB67CE
Malicious: false

Reputation: low

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13277239863731356","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install':21843,"data_reduction":{"daily_original_length*:{"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"o","o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"),"daily_recei

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\0bf201f7-3b5d-4575-919e-ac2211e33¢96.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: modified

Size (bytes): 1375

Entropy (8bit):  5.5806224222472

Encrypted: false

SSDEEP: 24:YA/LyKeUCUr6HOUhsSNvttSUaX76G1KU2zkg/HeUe8zUe8hUts7wUeE4sRUeiQ:YAteUCY6UUNLttSUaXBKUjgPeUekUeza

MD5: D90724063B09745E0DA1C92943C6B14A

SHAL: 6FDOCE7300B60C2E56EBA14A35220A665B0AF97F

SHA-256: 7C59A757FE9ABAES0C42533E0E8D42B9F56E52C52FC657B8961C690A87ADC7DA

SHA-512: 15DE02871F54531D844749BAA0BE490304C25A1455D40FADD2F48440F12014DB5E99EA4F83A0690A78659ECC4EC085C24F9CDECEE9E2D35D1EESED4BCS5CCEC
79

Malicious: false

Reputation: low

Preview:

{"expect_ct":[],"sts":[{"expiry":1643652745.361609,"host":"LAZKY S46RVRcFiZAzmUJrz6 TIHBd4nwE6VXPWfPLYHs=","mode":"force-https","sts_include_subdomains"
‘true,"sts_observed":1632766345.361616},{"expiry":1632986995.029294,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEY Plv4=","mode":"force-https","sts_in
clude_subdomains":true,"sts_observed":1601450995.029298},{"expiry":1664302335.63519,"host":"kYxWDelDVgesBS02XkmPRTIpBOnkimBvKZESXctn8eA=","m
ode":"force-https","sts_include_subdomains":false,"sts_observed":1632766335.635196},{"expiry":1664302340.355044,"host":"nAuqgR4iEWti7SOdT3UHPI6rmZU/De
alm38P2020kgA=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1632766340.355048} {"expiry":1632987007.31909,"host":"0J7rAWV0ouCFY
JIXrkDiIKnAO1SshXImLJIE1SS3V8kDM=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601451007.319093}{"expiry":1632987013.78633,"hos
t""5EdUoB7YUY9zZV+2DkgVXgho8WUvp+D+6KpeUOhNQIM=","mode":"force-https","sts_include_subdomains":false,"sts_obs

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\1d81f5ee-7dce-4fdf-9764-a7d3fcc78b2e.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5826

Entropy (8bit):  5.166667241871868

Encrypted: false

SSDEEP: 96:nELUSIE94M4EqIKI+L05k0JCKL8hkQ16bOTIVUuHN:NELUISb4IIOLOh4K2kQM

MD5: 4332BF336B57F24A3FAADBF176E2B983

SHAL: FD1C23A81286D591624158A68B8917CC55C18E14

SHA-256: 3E3C88C93DA2E84F8BDCODDFFCD87691F2FA39B435B9CES8D9063CAELDB78725
SHA-512: 686455079037DBEC067875B9F6D27A4C7CDD3179CEODC4A2F7BB65428CE824D9CADD7BDEOE1217480A201A4C49886F91D00808DF255D312969DA255B07445Ct
Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\1d81f5ee-7dce-4fdf-9764-a7d3fcc78b2e.tmp

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13277239863731356","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group™:"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
"data_reduction":{"daily_original_length":["0","0","0","0","0","0"," "0","0 o","0","0","0","0","0","0","0","0"
0","0","0","0","0"," '0","0","0","0 "0 '2042016"],"daily_recei

"0 "0

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\1e2452c0-c99b-4c80-b78e-d2f38d425351.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5812

5.164418569888479

false

96:nELh9JE94MAEQIKI+LI5Kk0ICKLBhkQ1nbOTIVuHN:NELhI9b4IIOLIh4K2kQn
CBF08691B8F1D2E57E4751F91FBF28E8
2D38F11F57411D853736776E0435C5DB76BC282B
BC219782CAB8C312876BBE15ECE3AC8BFCD2407C2921A1EEA20A5A29B0B72FAE

B943BA49DESEQ77DFD1A3D8BCFFC118DBBFD7431E9957E868FE35B52142FD94AF32BEA3D5B56F405A4436D36DECA08D8BC80D90350D99F343B7559E58196EF
E

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13277239863731356","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install*:21843,"data_reduction":{"daily_original_lengt 0","0"
,'o","o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0’

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\4064469d-79ba-472f-8e18-192db2ddclce.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22601

5.536365816116568

false
384:VkjtoLI7VXc1kXqKf/ipUZNCgVLH2HfDMrUpHGtnZ50q6yMf4LJ0:9LIVc1kXgKf/pUZNCgVLH2HforUNGthw
0B48B9B0A1CB9139C1DD76A07C836290

0E390F7FAB40C8457EFEAC2A22B1F9C04F3B60DE
516272F8C78D4F46B336BB1968562F1CC8686E6D35FDE1CC82509DCEICAD53C7

D61AF422EFA1A49C7EA452007C8BBOFEEDE3CF6136E5AAG4161FE4419489E90D982D62EAES62ED40043761BBF9782CEG6AF46757F4755DAD5994EB14BEC23E1D!
D

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":[‘management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13277239863400207","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description”:"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWKkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\41cbae51-a667-4b94-9cb4-b48acd189263.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

3302

4.901680727776146

false
96:JzMKDHGXO+DJfihPU6VSCEMKG8nsQGVIKEIBAKHPGKVEXM:JzZMKDHGXO+DJfihPU6VSCEMKTnsQofkV
74C73B4C7415CB4D2E6DF297E036E375

FD20A6CB343CF04D6871A2C322A9DD5304528311
895F7C3E5F4463ECBD6EDFE649D8467D5835A3EF6DF7EO0C396FAB283292F7E29

6A2FBF67650602C8C688BEED4B4EC8B6F6A3323B5E641CE645BECBDC5E181E8A7419DE14DDABE6GC7B6ESIC86D5C361DBF8F5C2A7B9A802500227EBC16B7F:
ABD

false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\41cbae51-a667-4b94-9ch4-b48acd189263.tmp

Preview:
{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://dns.google","supports_spdy":true} {"isolation":[],"server":"https://redirector.gvtl.com","supports_sp
dy":true},{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true}{"isolation":[],"server":
"https://apis.google.com","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true} {"isolation™:[],"server":"https://www.gstatic.com
" "supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13279831868302088","port":443,"protocol_str":"quic"}],"isolation":[],"server":"h
ttps://accounts.google.com"”,"supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13279831881131050","port":443,"protocol_str":"quic"}],
"isolation":[],"server":"https://clients2.googleusercontent.com","supports_spdy":true},{"alternative_service":[{"advertised_versio

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\42ce5cf8-3306-46cc-a6b7-568aeelfc981.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3L

MDS5: 5058F1AF8388633F609CADB75A75DC9D

SHA1L: 3A52CE780950D4D969792A2559CD519D7EE8CT727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCI9EBC2A07E61F007BAF58FBFI4FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F2¢
F21

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\7da52875-3764-4459-93f9-1c344¢c564139.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 1041

Entropy (8bit):  5.5657940189006165

Encrypted: false

SSDEEP: 24:Ym6HOUhsSNGG1KUSzkg/HeUe8zUe8hUts7wUeE4sRUeiQ:Ym6UUhHKUvgPeUekUez6wUecUeP

MD5: C37402157AD047439A415CD91925BE89

SHA1L: 89DDEDO002BDEFC760E5E241B2E6DB58049219178

SHA-256: DD60E1E4C8CC28DFA17591D6321DEBDEBE8F247ACDOECAALS51D9A9815B92FC68

SHA-512: 293CE5947B13F5971D4CDO0B8A0412FBAS8DCF6B8D0940FBD370FFAOBA4D236A2EB1C4701E595FEAE9O0AEBO13DF6CD44ADABBE76AEA32F2ECAGBEAB807D07€
508

Malicious: false

Reputation: low

Preview:

{"expect_ct":[],"sts":[{"expiry":1632986995.029294,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEYPlv4=","mode":"force-https","sts_include_subdomains"
‘true,"sts_observed":1601450995.029298},{"expiry":1664302322.277021,"host":"nAuqgR4iEWti7SOdT3UHPI6rmZU/Dealm38P2020kgA=","mode":"force-https","sts_in
clude_subdomains":false,"sts_observed":1632766322.277029},{"expiry":1632987007.31909,"host":"0J7rAWV0ouCFY J9XrkDiKnAO1SshXIJmLJE1SS3V8kDM=""
mode":"force-https","sts_include_subdomains":false,"sts_observed":1601451007.319093}{"expiry":1632987013.78633,"host":"5EdUoB7YUY9zZV+2DkgVXgho8WUvp+
D+6KpeUOhNQIM=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601451013.786337},{"expiry":1632987013.793603,"host":"8/RrMmQICD2G
sp14wUCE1P8r7B2C5+yE0+g79IPyRsc=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601451013.793607},{"expiry":1632986995.164829,"h
ost":"+ccWXgaoHJ9hfuXbleKV6FQUIBlyXAJ31BdgjNQJpHs=","mode":"force-https","sts_include_subdomains":false,"sts_o

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8c8df4e2-359d-4658-8b5f-7fe167e€21729.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5853

Entropy (8bit):  5.16815517287378

Encrypted: false

SSDEEP: 96:nELU2JE94M4EqIKI+Lr5k0JCKL8hkQ16bOTIVUHN:NELUX9b4II0Lrh4K2kQM

MD5: 29FB10A54A537E9626DA094AATBAEAF4

SHAL: F20EE635FD0OC571CDA2AC3E2DESA837CAE421FFA

SHA-256: E02D17500292D22EE4F211DB31C6C7A54A17981F390490D8F3F3F6C26B97C153
SHA-512: 48B09D063B6F8A54CBC29B9B3D4753CB51C07C8C36FF7E9A8E022277FEE41097A603839167E80B31939051346003AB900974C7297AB4A9B522B7F94DE14F73FB
Malicious: false

Reputation: low

Preview:

{"account id migration state":2,"account_| tracker service_last update"'"13277239863731356" "alternate error. pages"'{"backup"'true} "announcement notification_ser

should reset check_d
efault browser ‘false,’ wmdow placement {bottom 974 "left" lO ‘maximized":true,’ rlght 1060 top :10," work area_| bottom 984 Work area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length" "o","o","o","0","0","0","0","0","0"
,"o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0’ "2042016"],"daily_recei
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8c8df4e2-359d-4658-8b5f-7fe167€21729.tmp

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\98419d75-9c52-42da-80ec-c2a737232b86.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22602

5.536578123324701

false
384:VKjtoLI7VXc1kXqKf/pUZNCgVLH2HfDMrUpHGmMnZ50q6yof4t:9LIVc1kXgKf/pUZNCgVLH2HforUNGmnb
C8480E21778503F221D6C064243F9504

8AESAC6755A8E6BB848CB8369DB2C9C24C4COBBE
F372F7768C919130DF3EDA21EBO009E115F77B60D6ESBOCAEABIACS3EC898314F
197AD8F802F410A7284FF8CAB0287614158535B7206D29463B19295658AE275504478A6539100C8C065AD5456A0726831A972BAB401BE2460366A461CF84D09B
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13277239863400207","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVHSfE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtipVScf3DjTYtKVL66mMzVG

ijSOAIwbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.149045120080311

false
6:mYbhTg2Pwkn23iKKdK9RXXTZIFUtpXbuZZmwPXbuzkwOwkn23iKKAKIRXX5LJ:nBVYf5Kk7XT2FUtpXiZ/PXiz5Jf5Kk73
16A04418E38965BD8A2F3A36868504E7

4B845E5483614B6E3E58D422A641B8851466A0B9
8A0A1334E2CE4B1C79AB33AF0F15729A0EA97D59B1E5496F929FCEG514C5992F

E53AFD9BB765B54EBO9EFEALDSF57D42F0211DD27157B245BF0983955BDCAASDF8787AB1B7DF9632781479161155B72191A9E8DCD0OA420FC71F5C58FCB4419E
D

false

low

2021/09/27-20:11:21.942 1a70 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
09/27-20:11:21.944 1a70 Recovering log #3.2021/09/27-20:11:21.944 1a70 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\user\AppDatal\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.149045120080311

false
6:mYbhTg2Pwkn23iKKdK9RXXTZIFUtpXbuZZmwPXbuzkwOwkn23iKKAKORXX5LJ:nBVY5KK7XT2FUtpXiZ/PXiz5Jf5Kk73
16A04418E38965BD8A2F3A36868504E7

4B845E5483614B6E3E58D422A641B8851466A0B9
8A0A1334E2CE4B1C79AB33AF0F15729A0EA97D59B1E5496F929FCE6514C5992F

E53AFD9BB765B54EBO9EFEALDSF57D42F0211DD27157B245BF0983955BDCAASDF8787AB1B7DF9632781479161155B72191A9E8DCD0A420FC71F5C58FCB4419E
D

false

low

2021/09/27-20:11:21.942 1a70 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
09/27-20:11:21.944 1a70 Recovering log #3.2021/09/27-20:11:21.944 1a70 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 318

Entropy (8bit):  5.1291796950365605

Encrypted: false

SSDEEP: 6:mYb8AG2Pwkn23iKKdKyDZIFUtpXbnyZZmwPXb57kwOwkn23iKKdKyJLJ:nZvYf5Kk02FUtpXuZ/PXt753f5KkWJ

MDS5: 95F7B216CF2D6A6D82785B3861AC2A13

SHA1L: 6D7513F57F71F4079465014E37316F1E6488A4F0

SHA-256: DOA95529F83C597F8F197401AB1DBA010305712F590D7217F2818BE5S8E554552

SHA-512: EF537DF7D957EC228EB2043D5A8DFCD3E478247D03E96C754245118EAG9FFD8A7ALB381761B27151F707AEE3815284E651F95FB1CAF86E4A7352EEODABIS8EL
Malicious: false

Reputation: low

Preview:

2021/09/27-20:11:21.915 1a70 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/09/27-20
:11:21.926 1a70 Recovering log #3.2021/09/27-20:11:21.932 1a70 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 318

Entropy (8bit): 5.1291796950365605

Encrypted: false

SSDEEP: 6:mYb8AG2Pwkn23iKKdKyDZIFUtpXbnyZZmwPXb57kwOwkn23iKKdKyJLJ:nZvYf5Kk02FUtpXuzZ/PXt753f5KKWJ
MD5: 95F7B216CF2D6A6D82785B3861AC2A13

SHAL: 6D7513F57F71F4079465014E37316F1E6488A4F0

SHA-256: DOA95529F83C597F8F197401AB1DBA010305712F590D7217F2818BE5S8E554552

SHA-512: EF537DF7D957EC228EB2043D5A8DFCD3E478247D03E96C754245118EAG9FFD8A7ALB381761B27151F707AEE3815284E651F95FB1CAF86E4A7352EEODABIS8EL
Malicious: false

Reputation: low

Preview:

2021/09/27-20:11:21.915 1a70 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/09/27-20
:11:21.926 1a70 Recovering log #3.2021/09/27-20:11:21.932 1a70 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\008f529d5196fce7_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 134224

Entropy (8bit):  5.841224960008082

Encrypted: false

SSDEEP: 3072:Brn1ArCKN50iwDb6Ks930yST6VMWIiTzGGNxVy:BGL53HjlaruxA

MD5: 76F5ED969839A6A633FCOE9E3AF38FID

SHA1L: 0B1635F73D26E56D78E899FD5E9AS5842E49940EE

SHA-256: E79E24ED284488A0C90A4B038956BA611B21476B20FF71CDD67062F53EE1C627
SHA-512: EBECB5B942A39E5C4FE61359F43B4637111672B9069F6F24A31643D6DOEA53D0ODE3087C0533C0B721ACB066D67B7562145C81BF46DES818C7A736FE1919A61F4
Malicious: false

Reputation: low

Preview:

..@...80......F2FO6E04771A7AD692D8F0483C785BFBFE6F81C49D5C776E77C98D865BCDF80D.

b...Qb.,....fb....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0119cfbel12ef6849 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 200

Entropy (8bit): 5.333738050300443

Encrypted: false

SSDEEP: 6:m3VYOXdTmNgR7sdAOalgbWP3om4TthK6t:iXOWRwdruxv27
MD5: A2EDE7COD1CFDB98129B3109DCC3BCAE
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0119cfbel12ef6849 0

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

567227011910372199640A04683AB2970E4711F6

8263DF296CA9E4CFOE78702FO0DF58F4C5D84AAD75AAA4C38946B19E15DD8AABY
DEA9C3C255D6F1D32A7F402427C4043B2B3F998A7FEOF2D12CAC232ABEF8114CBOC1C3F974A5AE3D48BBE23080F04F4A29061BD14F533F7B02792325566A33A
false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0250d8ce2735e74e_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

355

5.898336309739273

false
6:mFg/YSHT8NWQAYxIFMIO+lIgygugcaMbhrbK6tUol2Qu/0TSaMbhk/:5z8NWQnU+/VdNg52QMO0T22
B8CEEOC0295CDA1B7E4A560C704F08A4

CB644AF71015CA985A5B3D4F3F3D18FDE35DDECL
59DD2C837E824A8E1A4B5295F10F8939A5EACD96173C57E515C57B866C71FE4AE
12843D8C18F3673E52B24DDIBOCBBOCBAEOFA127BF7366C8F524360C5D7480B71D86FB824059051594AD30F892A216DDADB68EEBFF656F9807F446F27C7DF38

false
low
O\r.m......[....E......_keyhttps://ajax.googleapis.com/ajax/libs/jquery/3.1.1/jquery.min.js .https://esputnik.com/.>.N.+/............. dh...... AA#WI...(...m.ay..#).H4 e0..A..E0......E.3I
......... A.Eo.......c.cce.....>.N.#/. y..78535071DB7FDD3DEDF28F2C1046A023CA618691F025FE57TE464198586 398AAE. A A#W {...(....m.ay..#).H4 e0..A..Eo..... K]C@L.......

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\061c3863cb1ch334 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

18880

5.375790560902578

false

384:alDNk3HV0/6CypTHKt5u/jqd+RSR9Ix04c84e86zZWTA:jYdp THK/WRj2VWTA
48EB9890BBC4B6678255CA2149398428
99F3777A811C8D95E2252FE3436F4BB21482A551
7AA02D0B4455E35DA61389052C1180C5667EB34E1C45DF324824353CF9A75CEQ

9C956AD10FE995DCD3F7B425A98A0D11DBD86D9934BA6D410BFD5F661B08C796AFCD6258D191523CCID3289A931D877B22A919E2DA9B83FOC54DA533A0C97¢
E

false

low

O\r.m......h...$.$@...._keyhttps://ajax.aspnetcdn.com/ajax/jquery.validate/1.15.0/jquery.validate.min.js .https://esputnik.com/...N.+/............. el W.=..z..gL[..M
.c.%.A.Eo.... TF........ ALEO. X Ol He (S8. (.l (Se (L. Q.@. define....Qb........ amd......"....M

N.js...a....... D...D..D ... Ce&n& & (S QL @RC M....0...Qb........ c.b$. I"....Daf..@.....QcJ....... extend....Qb._.@....fn..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0979634d70fe8bf4 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

212

5.262883242057267

false
3:m+lQpl/08RzYkkm4HKevy4PIdHWFvDHkwaLFI/IHC/IATKTecWKXINEh/ygdmmhR:mrnYkmy4PI1cIBlg/YaeK8h6grmnK6t
10C1A75E23AF682252C14F0725F8AE23

204C63EB1B8C750E5DF990384AED17CE9B664ABS
773E9B949F364C1FC9114CFDADB3F1D23E866F993198B57185D42C28B71FBDAC
57DC8E4A409EABB5D8857861A573466D4A7562CFBOEDOC88DC92B6B987E1DBF3CESD256B16A85927C7F30342A9F16615654D25BF425C7204A02D6C76D074A5¢

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0b9b437d19b157ad 0

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0b9b437d19b157ad 0

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

data

dropped

239

5.527319108168713

false
6:mMUNPYGLUXGBzgsEX3k006guG6lgZyPEERVAB8bK6t:pNYGB2Hf06guGOnp
5E734A72FD680063B4117FDCFE3D7228
5EC18B7C2C6AE60D7FE92110C78F6C88B671E351
6496AA371F7C8AC514803D18FAE08720794E932784A15B68356F543A269E8DDC

896607B76F3E245F20F3E51D4DEC33FCCDC6EF98A50748B8A443EABC458D29134F63C88424A835EC3EBES3EDAGA912249FB43A0298AEF4C10966866E2C4ADO(
5

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0bb35d2e932f7d5c_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

221

5.606275089368149

false

6:maJngEYEXvfOzLORN2alghDXtur12NbK6t:VgOfftRN2uuDgE
3257ADB16C6CA4F2BE44E49CE25A5A476
D6216BF8C4150F34EC67978F2EF9E25E3B7D8E48
34F9571895C6B99F06ABF79EOAEBF2DC59D3A06CBEB2B3ASE1E45184F00A72DC
9A58F5826267F00644FACF37FA18ABBF1BED74457A0375CDF113FC55CC80806AB78C6DB03EB1B69FA15F1107022789EFC7D28C5E1839EF3C790CAE2A1962A0E

false

_keyhttps://cdn-ckeditor.stripo.email/4.4.8/full/lang/en.js?t=F61A .https://stripo.email/.=.R.+/............. €. T.r3.M. .} .\WLB..3|.;..A..Eo......... <

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\122d04a8232973d0_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

337

5.925507607211522

false

6:mhaYAWQf257c6lligpODC+Sql7rIK6tUW7BITR4xIBtgkqaUjOv+Sql 7r+t:y4e5QO0/IRStbiOr4xlvQjOmsSt
3F1B07FE48COCFA2A1C81D4866830449

136B7251E9BOEACA812D0CC1E86E3CCD9A2F39CC
1CF304F8CFC20B5F924B49FDB7D100EE7B6EESB7A57A4CBOA9CE30193C264DAF

A32F92E76DA78BAG4A2C24E85B63D6405EBEF7F71E89555C7B925ED7CE78575ED655C4B4693FFC89D66DD9B28053820921A8C4E20392AB3E275DBFCD4E1DIE
C

false

low

O\r.m......I...&ro{...._keyhttps://connect.facebook.net/en_US/fbevents.js .https://stripo.email/. $.N.+/............. Lo T "L HSFL.<mY@... A Eo........ S A..Eo....
............... $.N.+/.....17B47E0C2685B0C2D89FC4B4F97BBOAA1C9912454BC3B4113149141AAF3365BBg&......" .[... #$F..<m.Y@....A..E0.........L......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\15e452d2fd75ff72_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

219

5.571897818440979

false

3:m+IPmIvBRzYXLic7hVKR+6LxO+1IIl/IHCell3GV9q0s9ImD/m5me/XpK5kt:mXY X+YhKXF/vIlgOWVzskD/m4EK6t
02E8D816A1A0CD4C1D634C29735F555E

DD8D5E330A45F7638B25CAC7E6519A08EC34CDD3
E9CB8A86C59B307AA50FCBESBE26FC8425C911F67CI9BIDDEACO2EDSDOF237931

5F3BC19EDAF63501B8F91351AC38D8A28F864060E86429FEFF44A879D0ACOD94FA344EACF31972AFF4B22D1B2A874C11BA0369EFBAGEF0A4881DCDF1DD9725
E
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\15e452d2fd75ff72_0

Malicious: false
Reputation: low
Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1b05ffd5da28fc60_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 207

Entropy (8bit):  5.305158226748122

Encrypted: false

SSDEEP: 3:m+lj8K48RzYkkm4HKevypud2FvDHkxxO+1/I/IHCZBg/ldgGNn1ZouHUnoCWmUIH:mQYkmyHclgZGIKGxd4PhURK6t

MD5: BAECE5282EE948772A161F4FE9BEC1C4

SHAL: 059DCD370C247A900E6203724DF808625D9E2DCD

SHA-256: 18C918D1F4FB30BE098C50097057863538ECOD6B4CC2BB88A3DA4ES57B8CB2B5

SHA-512: A30B13BA4A1D26EB56D455EEEDD3C3696A44D31364E2C6E3C0A3678A15B032DC8AA4BB7D0OA16B5AA598515D17998E17F8ECDB45DF389777326D1E18B453F54
B5

Malicious: false

Reputation: low

Preview:
o\r.m.....K........ _keyhttps://stripo.email/static/assets/js/LAB.min.js .https://stripo.email/P..Q.+/............. LSV 5.06.{.+h.....j.".4s".MCa...Y.A..Eo......g5.p A.Eo............

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\22fa3f0261ab855a 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 6489

Entropy (8bit):  5.74444029516422

Encrypted: false

SSDEEP: 96:06m+AwWY4gwn6gNLxFr2KO1gf710UhBep4vrQQsed6+KBvrO8gH4JoTZ+VDgxzWH:067YEHx0lQ7/4zRZKBjkBTOVDqi

MD5: S5ED87E22EA360F5C4675DE14237E9212

SHA1L: B67AC685F167433890FDFC8FF24C055D266BA76B

SHA-256: 3E4F1FC9494048C80480910A36FAFEF0633FF755402A9A2375F37ABABAD3F77A

SHA-512: 3E87F386CCA90BDE2396FEBE35EE599F4913287D022F8EA49BFDAE23D8934D37599E6FF98247C3C1AADID33EC33638581BD3FEB73FDFD13ACD74DDA12F77B!
18

Malicious: false

Reputation: low

Preview:

R...y
d..Qd.qg.....s

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\26bc2306d567c45f 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 336

Entropy (8bit):  5.806740993194252

Encrypted: false

SSDEEP: 6:mCPY6J8HIDUNrCLLHIIgPtbunpnk4Z5lhK6twX8hWcznkWrwolhT4bunpnk4N:vJWgrCLLH/ZpRNyX8hvNUhTPpj
MD5: C903B0C342CB5D24DD55CEFB021F7109

SHAL: AB62C1E7F6093535DE9563F0845846C89C54009AE

SHA-256: 1A68FD954B093E66D58DDID83BAEF27FI4FE29D45597CE193CAG37A87921F342

SHA-512: 6FFF6855F1E40661C6C92C33F868BBBOAEOE2DE35F1D585681C7D1B234EE2A13479C2522182C849E3737BEB622416EA82FBA8BA83357D6E8847440881663DA2D3
Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2a9b8d17fe647aa0_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cachel\js\2a9b8d17fe647aa0_0
Category: dropped

Size (bytes): 475640

Entropy (8bit):  5.750915734406135

Encrypted: false

SSDEEP: 6144:tF0ZzJ3NUU7Uym7Mk5Pd4Wy7reNcMR7iBOITBMTBu:tFmVKX7tf4Wy7reNco7UjsA

MDS5: 6E50B848431AFD68AAIFD4BADICC14B6

SHA1L: 508994386F6BB1ESE4E87A00A4ED421BF0623D8F

SHA-256: 38B5DCDCEC4CD29FA38A232A8E996E087FB88AFFOB135F009A898DABF3EBSE2D

SHA-512: E3E52DE4145EECE7D04C99E2E46E0F937294F97FE21E3893B81D052A7A0A0FCA957BC691DE059CB7F78D7DE729C74E6FBESFE94E9E84A83CDA951487AF37F8
DA

Malicious: false

Reputation: low

Preview:

AL .PRc$. ..Qb{...d...Qb.I{. .0...M..QbB"<....e..d...$
............ Qb.s.e...f..........Qb61<D...h.....S..Qbn*....j..d.cccorrs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3289fde249942f78 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 205
Entropy (8bit):  5.54325323907907
Encrypted: false
SSDEEP: 6:m54XXXYeMCzbY9llg7925H70+4vdZK6t: OARMEbYI/N5HQ
MD5: 1025C25C10AC1627BC1475EEE3CE4213
SHA1L: 329A0DBCEE?2403346E8D7C85230948F23FC59F4A
SHA-256: A9DDFE6844337DEBE9C90703EE84053135BC77EC559E3702059FA4FBF79FE22A
SHA-512: F2C385FB24C602C60A27A578C8BD4A3D81F561AE35868EE983C766D0515DB8C698DCF297432E794F6A282C9B853F3FA74B06FC7E30E68945CB084B059B6C2C2
Malicious: false
Reputation: low
Preview:
O\r.m......I.....5...._keyhttps://code.jquery.com/jquery-3.1.1.min.js .https://keegagrves.buzz/.?2ZN.+/.................... L.\.4..Y[VG..a.Q1G....A. Eo.....0f......... A.Eo.......

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\335e69ddec2b9ac6 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 212

Entropy (8bit):  5.310197677051163

Encrypted: false

SSDEEP: 6:m9XYGLKdOKc5noguGJInlgilUjodQSQCw5r90zbK6t:9WPoguG3WjooezN

MD5: CO040F532B18697E6A6F426AA979FB50D

SHA1L: 7B48A0C2EDDC9143B95ED633651FD7AD84C31F95

SHA-256: 7B9C8BBB07DB82FDE175377DF504092E6DEA137978E4E3D38B3FDE9773D6EES3

SHA-512: F1F603894423DBFE53867DE61132D78286AE9931CA72CC37D11ADEF862FA7TFA7B550948C6140965AC12CFAALOF21E0915F5C80796F5593E276FFC026A09B4FCE

Malicious: false

Reputation: low

Preview:
Oo\r.m......P...E@S....._keyhttps://www.gstatic.com/cv/js/sender/vl/cast_sender.js .https://youtube.com/..|R.+/.......cccccovunnen. 1@dbM..w./.61..wt...R..u.AU...A..E0....... LT..
....... ALEO....coiii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\37e44d8b90496892 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 336

Entropy (8bit): 5.835705812383945

Encrypted: false

SSDEEP: 6:mlinYGL+MIwJJ6uXplllig2giZxtimF6YhRK6t/VHEecAU2HpOvxtimF6c:4DIwv6uZ1l/+Ot8FfOVHE7SpOpt8F
MD5: 7CA3BAACD29E330DCD1EDSEF77C1F503

SHAL: 29DC5722E581A577B8B8406B6752B0111EE01639

SHA-256: AC8120A2A08D47D81D7A218D7282DBBD68D0765017CC2DE6D1CDESF1A99DE747
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\37e44d8b90496892 0

SHA-512: AB79E16EA1119A35697A8EDE32F4C126F7E4C6AE2EFA9F77D27B7B69474C2E32CB7D9D06C9943A4642061CA37C8CI0A7FEOIF64EEA8119A7B8969D74CCD5D:
A7

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3e3e4108dc16bf48_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 220

Entropy (8bit):  5.540444559326726

Encrypted: false
SSDEEP: 6:mu87/PYEXvIOFORNOSIgkglXemCfSO0lYZ/DhK6t:MbffAORNOW7gZolYd7
MD5: DF09C19277B6B62650D1600658DF1F81
SHA1L: E34AB6D451478011BCFBE2896F7AAF1C37F77FD5
SHA-256: EE3DC41798C1407A585A7E1AD24230C764593A0461FFA29F981211734E3F3DC4
SHA-512: 05C165EA7E8146515526809C48CE8ABB773FEBC47B98512303BFF5B87483B5F49216E6374479BB5E0D2282AD0902D80E1182668E10517CE6D6F30047841C3E1B
Malicious: false
Reputation: low
Preview:
O\r..m. ..-\..._keyhttps://cdn-ckeditor.stripo.email/4.4.8/full/styles.js?t=F6 1A .https://stripo.email/. #R.+/............. R {3.|C.....WA...qd........ A.Eo........ Ho...... A..

Eo..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\457e1225f8b1f669_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 215

Entropy (8bit):  5.5074078053739814

Encrypted: false

SSDEEP: 3:m+Ix41lll16v8RzYkkm4HKLUOJYK7HknxIHI/IHCeqtlfpdIhRvySMuRmoot/pK+:ms4v/gE Yk79LAXFIg18SMTNthK6t

MD5: BDCAO00016E22A4EF96B5B0C19878C6EL

SHA1L: E654D75EDOFD65BBDEC2672AB91B2E004AG4A739

SHA-256: EFAB76D4A373B29819A5E3E783F803AD61640816672E85F6262D32D4C9A7F1CA

SHA-512: 45A3254CFE47B80F6C98F686115F067FB4476CA5759A15E6E06941DF11808542A2A143906A89AFC617FF25804F258CC35244DFEG9D05B719CFDOD4ADCIB22DD
Malicious: false

Reputation: low

Preview:

20f,.x...hA)K..S.D.a.y.M4.. A E0....... ii........

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\48b9a0afab54515b_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 216

Entropy (8bit):  5.595175277813802

Encrypted: false

SSDEEP: 3:m+lUclgv8RzYXLL4QSL+W7sNRGLfIIIHCmfINDGtsferfuzmsBWmNVilIpK5kt:mQPYX9KsNOBIigmdNDyWZrDK6t

MD5: 20891DBE48408F59F71B80F5A1FFBEDO

SHAL: 5B9C27F8ECE49EC587AE8FID5080EE556B580946

SHA-256: 772F478D2C9DC2C800EFFC40C49639410BA4CBD183B7ED51916804D6B40094A3

SHA-512: 8405332FB135055C1B7C689850BCOFC2C057CF750826ECDC8439E622610FDB2E2F644669D077E87COE5253063AE6D3BAACDCSE6AA39F2AB02EBC3D133064F4:

Malicious: false

Reputation: low

Preview:
O\r..m......T....U......_keyhttps://viewstripo.email/main.073a26761b6587bf2013.js .https://viewstripo.email/...M.+/..................... joHob_ ~/Q K K.R:A.EO......... Lo
ALEO...c

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\4caad2c61557168b_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 219

Copyright Joe Security LLC 2021 Page 23 of 51



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\4caad2c61557168b_0
Entropy (8bit):  5.517381018079014

Encrypted: false

SSDEEP: 6:MXEYXQwLAMuVvIlgO6fC8QzpPYFGzDK6t:cHVLAMuVHOfCBz51

MDS5: C1A90EDFEC88FD4512A7A12D10395497

SHA1L: 700EDE5AE5D63518BD46EFCD2F231385C7E2B7DD

SHA-256: AB27D4587690D31F958F23691360E11E1C35119A012EC67C235DBE887AAD64A8

SHA-512: FFF7FCCOF8B1D69D47D30BB590C739CB2A69E62384EF6757CF0227DE2208FIF552067AF756D7514DE9C91BEGGESA98FASAB780B3DF49AB2965A368389175460:
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4f7938389e355e30_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 231

Entropy (8bit):  5.5152166400951455

Encrypted: false

SSDEEP: 6:mfX6EYGLUXGBzgsEXbKBKIuguGX2lgJSfeHW/WRvP4DgK6t:6X6bGB22BKFguGXCMSiH/

MD5: 0A9A20DEG3FEDA3D7F5465DBF5379BC4

SHA1L: E06AD2F9D4C71390F69BB6F6B4CF219F4FA9EGAB

SHA-256: 59F1963B312B6992B76F7367794A40B5888E92C38C4BI0A45ACBIES4EFE25F84

SHA-512: BO2FE8D6C014A05A1E6C1FF94A32DD96A96374E3A935B748BEODDABEF2066F67B396086665100C0B74DFAADAEBEEAE39C43D65CCB8A7TF5D38926F941FCC2F
13

Malicious: false

Reputation: low

Preview:

O\r..m......c...zd.Z...._keyhttps://www.youtube.com/s/player/d82ca80e/player_ias.vflset/en_GB/base.js .https://youtube.com/(..Q.+/....
2.d.@Z2@.)/...A.Eo....... €.a....... A.EO...ccecvninn.

3=~XY..B].5* H....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cachel\js\4fac35a0862aa91e_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 223

Entropy (8bit):  5.562849734168507

Encrypted: false

SSDEEP: 6:MmVGiYk0e0XsCQAWEwd61+9IgMg/UTIvOkYB6otbK6t:W0e0XsCQdUBVHzgcOvIkI

MD5: A2AAB94741B3C4B34955E3F0533F3CF6

SHA1L: 426728D318A7C1A05957214923DBEC9BD2211EC7

SHA-256: 87DC3C709819DF07FB6ED9844FA5837BEBCFCA959F6E6DC639E9FAGBEID29876

SHA-512: 9A774047C1540089A0E9079B1DC6EAOF5BA200B4C7286FC53DEGFBAFDAE776C223AFB24B84D02A6D9D2033E74EFO0898EA4C978241E1FOBF1A62B88681B6D2B1¢
8

Malicious: false

Reputation: low

Preview:
O\r.m......[...Ye......_keyhttps://stripo.email/en/demo/main-es2015.98433cbdbed718ba046a.js .https://stripo.emailAm.Q.+/....................... /X.=L.=.."B...)>.X.$..0.~n.A..E0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\52647438de9aa7c6_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 235

Entropy (8bit):  5.540053076554467

Encrypted: false

SSDEEP: 6:mhyN8PYET08NaYWbVOqZtzPovllg9e9LMA2/ZK6t:12g8NaY8ZZP4/+br

MD5: 4245584464ECCA0C0113C71498F7362F

SHAL: 9D5F4EDB35E83B4A26C984AFC83266970732BDAC

SHA-256: 39734C2CAAE1ABA3A12974E44A059418BAEB52250ACF1E6B5B378904888487A2
SHA-512: B799A9BAFEEF8AG674E796094672B049891E5F3FB3DD109CBA91BCC44151F6A1B846838E888A098F4686D8636DF2E4734FB649F67F4A2707F747966C7B6AA14D2
Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\52647438de9aa7c6_0

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\52bffd381b3fe893 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

368

5.940889561110422

false
6:mYEYAWGUJ31VQFAIRFVNNg+lIgYXloy4/blIH4AN8GK6tQF6uzjSH/bIIHAW:b/d16FAhvjg+/F+yUbVoWsojab
F61C4F3EE65875EFCB4C40FE86073DDB

969B0OB76F37632280C348B4CABB3926B38A9FCBD
8DD0753A078E67715A2AD260B736059D099ED6EIFIE48680EC7B73CCIBA32FE4A
4ABEE8D93A932C4C8EFOD306B44B74B0495F574A355856B297212FB4059D3FB74BF7E5D81D5140824D5553BD24F1699DB02450C9B6670BEF0005A71E1683B88A

false

O\r..m......h....F....._keyhttps://connect.facebook.net/signals/config/378780519466271?v=2.9.46&r=stable .https://stripo.email/{_.N.+/............... oo G".W.J>..;V.DY.4.....
{_.N.+/.PA..861406B9D3AF7324EDOOB89ECFB4DICADDD4797B63A83FFB41288359D4DB55A2.G"..W.J.>....;\..DY. 4......<.A..Eo...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5617b546b35577e0_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

243

5.479543660987335

false
6:MKtXYGLUXGBzgsEXKSRj4PY0c71j4GguGZIgYEqVVvToht/bK6t:pSGB26 CsPjcRsGguGbhPIrTV/N
AOFF78A48EB7AEE72822B210C196BBB9

43E27A6765C00A951A7EF6782A37F7A70DE301BE
87F1D2C3718C4CA9A7A63DDDF569A755EBA68505D5443B82746BB7F82B50087D

A958EO0BI36AE48EAL7C8A42AACS5CF2B316DBC302E8FCCCAO4FFC3EC51E8BA9166C1B499E4ES7ESED7812AE6B3F29817B3C5D4690E874C9BEC56F62100ABDC
92B

false

low

O\r.m......0....\[....._keyhttps://www.youtube.com/s/player/d82ca80e/www-embed-player.vflset/www-embed-player.js .https://youtube.com/Ed.Q.+/............. M g
IW7.+...{..5.6t.85..A..E0.....cocucure. ALEO..coi

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\562773d099c8224c 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

219

5.526704254207045

false

6:m5CYKOTURhKKSC3HIgluXM1VI/7b44nvhK6t:q+0kQk9VguXMRzbl7
54DACC270CAE4F386E63665C72C750E8
353DE9E9397B3F5EEBFDFEO0D26280E25F83BE3D
FBF9CDC4B45C11B139B61599FD3F22C783AECC3D4A891065C9BFA5F2B3385DE6G
00F1F8A4F4320F940EFFDC1579445E8F3C9CAOCF8B66BB676277F064755C97047873A42F0451795383ED6A4924DAC2B5ECFA93FGES8F1A7230F9723A56642BE6G
false

low

o\r.m.....W........... _keyhttps://stripo.email/en/demol/scripts.af406e35c29f38cef340.js .https:/stripo.email/:l.Q.+/...........ccoue.. M:.|Xno..4............. ji > ALEo L {

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\58f4b934c035e44d 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

206

5.3630208866640725

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\58f4b934c035e44d 0

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

3:m+I0A6VBRzYKKREBQkdFVDHKVI/I/IHCY VtICbkhXX0nkg4mhK5vpK5kt:mnEY ke6QKAFIg+CPKAhK5RK6t

9407FE1667B6FC0170B8CA2712A8C766

BD3DF341B779E944F7735E97C745F8FO09AACT7207

EAD14A3AF43C103F47A098C08016D3E18B39A03A087DB3DD003B62974B1680E7
45243360B88D051109EF608EC85BESDBB0999954CECA5103082E8C27C215A61FFACFFD284A742F4BB9912466148039458E7ADEF07BC2771BAF941EEA83B24FD¢
false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5a95edd4a3bec553_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

278816

5.967862117861334

false
3072:5UDgoA/hvNC07ZEbaAL9Dg/WrOkfcSgQ+yMtOO0av88FGCa04HnNI3sz82Umy484C:mmpA5Dg80klggMtOhRWCLDyp/
279057143A0AAC5F4FB2EBD75626E7EE

84F27BDBEDDACF518A0ECAB257768B47C7A4A2BC
F8399E6BB858068BE46FC3E6FIFOF5510EBOE6A918AD77CFCF84B4C6013D6C26

66B474EFD0370EE905427697B45FCOFOD8BAEOSAD8CBDD3ESCED88CIBCF52A512F3614F882BD302FDDD9D783945354FDA6B049EAD29CD10952E2A8078DAFB
71

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5ech0e0481201bc2 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

31999

5.933320013749829

false

768:XYiih+PelmylllfzInYQmcU6PiFjL1gTdh:XBjLBXeQwEPWNsr
6AE664480169D84B18FFC5A7EG29E57B
620A5E8B2D381A9CD13B4C7F4B032DDCA1AGC53A
5F87B583C441B371E3933E580CC1A6A7137A1695760777434EEDBB313FE6A04D
EA95F58D292B29F7CC8CACE9091B6E32E3E381144E0580464FD636BCF38F8EFE15DB0326141054E22B85F105A971347E18DD150789E01E3F459BA1A62F250F1E

false
low
o\r.m......G...%.;....._keyhttps://s.pinimg.com/ct/lib/main.0fd4729b.js .https://stripo.email/.e.N.+/.............. R <.#9V..0h.[.&*J.A...A.EO....cccoennnn. ALEO.iiis
e Onp{ S5 dl (S LU @RC e S..Qb..n....r...QbB"<...e..b$........... I"...Da.........
..... call....K'...D}8urn & 965 89605, & (o 8} 8.96.1..%.0... ... 8.%6.%..&.(.&.(...&.(.
D...DT..D...... & &

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6178eb284ad25703 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

362

5.978553291914961

false
6:maVYkpjTU5xJIlgZMpe6q59kP4EIhK6tEChAKWmMY31C6In6q59kP4z:XkxJ/jdOkpJ77hAkWZ31CIOk
766E8FBB1E2CEF5487D3692980CE6D3A

9E27A7DOE84D500ABSESEFO0A6CB606592BE37B9
7F612C3B17CCA4BEBFCDA81A3DC3019DABEA79C6D984AB4ABES67EFE94F086F20
F3A46CB1DDEF51C182240FE99289F67D08F4670695A18ACB081A00783F2A247BF1987E8E428F28A0352CF942D839D097FA634680CF77225898A47D21D942B8EE
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cachejs\6178eb284ad25703 0

Preview:

o\r.m.....b.......... _keyhttps://stripo-cdn.stripo.email/jss/home-page.js?id=9ac0ae0560400c796562 .https://stripo.email/.”.N.+/............. #....,&...|.Z.p..p..bYu.[...._u.A
........... A.EO0....cccceceeee...N.#/.....D14DDIDECDA3C97CB1CFD42B51194D1E8D81845E3156483916 DD6 74CD8EF42DF &...|. Z.p..p..bYu. [....._u..A..E0....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\643f9e2be6f9fb43_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

173400

5.815107969824295

false

3072:109r02CEaeiYBPUzZkGQMCJIDH8PRViyZ1zAoDsM:1urliYBZBQpvnsM
5B99DF16D4C7FF913C990967822DD688
A3B57DCAF9D482791159879630BA2880468C3B82
E5D0299933652D32DFDD2D37382D381B83A74521AEC08B37633AF06190A75107
6E0C81A21A1233186491F34BC3682855D761F6B685E4F408486A1C401EF732467CD102249741013CE9AB0EIAE67B7ADB564F4B552B34CC2CFC3B58A289D463AE

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\64df0ffd5e590658_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

2434

5.443142517887492

false
48:NPH40lFpM/np6PgAOtVrnNn4MtdIzowpE9WhgKqCcH/N8szlbxOzRQDolh:NPH4ip6PFOtVrn14+iLqZnHPxBbiyL
4ADF7CB56177476C331EE2DAF97E516AE

981B7200AD38427D6CF448989CAE119C562A30D1
18175F1111A63BE509CC0B87C63DFIF98D2BB8CAOB5E65E4C03D68DFE497556B
2965EAB159723E6CB2B112F1DF5E90744AABC4374DCCC82253E9F53D9BF94EF03D2E72E0B76D53417548F0CIF851F3F42A7D5C192504E29AA871E57DC6858EL

false

SV 0@
rts.$..a.......... S.C..Qb...2..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\666dc7a806306830_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

214136

6.137869296649733

false

6144:pfreBSptdPON6FEWZzjwDIiO16E4X+cB8Vk/:hrewqn65jwDIIO16E4X+cB8VY
E0482F11230B6F9713D6B50734FE3893
4081146COBA40AODEADC90438D335DF877FD86D2
6CC18ABF7DB2754D1A1B4199FAEBBC7883A95DC41697F984E3E938643DCOF5D5
6689B26A22FE7C88494A86A7544977ACE6FD646DASDA1FE6B4C5CF74DC476C885795870287DCASCAOC2EBC8CBE3C306FE340A6462A5AFD7765A403979148272E
false

low

Oo\r.m.....@....c.U....6D18C74B40AA0E95FAOAB59494529299F6772E601398B1B2DFABA7449BDEA37D..
...................................................................................................................................................... peDc

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\687c6c3863423e0c_0

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\687c6c3863423e0c_0

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

data

dropped

215

5.48754259189162

false

6:msDnYEXvfO1pG/lglptiamsny20K/zK4JYHDKG6t:BnffSCwmamGy2LuV
2D7C28F5F59E221C3D7983087A422C03
FE3D0425CD33FD003DF9B49D44DBA97230E2C849
865A45E609A4033FBBCICAC170603B74DCO2AFF3AEEFCE2ADFC8BBB88728B679
5BFD85CB69D35A2F4DC3C7C1B37A4CE09774FF048580C754A54B4C856EC50B4F9DAC24C97337F84BA0SE904F88F334A08860196A89A291CA324BFFOE4D321FE
false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6d4155db4a9hb1e92_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

137592

5.978447749102463

false
1536:ZS8IPvQBG7E+H3gJo3LPMILGOB1WK2CljyhFP8vJXiU616kVfVa3VTA0G3eoHOY|:FIRW+HtQI8WvgfvUsFWLHOx4NJ
2087535DDEO0A2B3A3C3956EABOBD5D7D

3242134508254E299E840B94D9A1F3A0B325C043
4F1FF141D0OEE1E68133E5A77ABBB9252C3924AE260BCFB2DICCDE1F1DOD22F70

9677A6F6CDCE389A22E2C3B3375FA6395683D3F4AF68C5D9BE9GE2AGDCEDC616B8191E9FCDSCELFFDALSA60DF50AD4053BACBAC20F94C4210BD11724B0B70
2A

false

e @& [« I Hos
. t......Da..r...Q.@...M...module...
@.-....@P......4...https://stripo-cdn.strip

....... Q@ JAla
& & & & (S LARLL.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6e4084a6cec32c65_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

223

5.352570257634396

false

3:m+I5Rtgv8RzYkkm4HKevUrIWOM9ROL7RNkrS4K/I/IHCIIKQBWE6 TQmb5ttpK5kt:mhEYKkmWIWOYR4RNWSP/IglU76ADK6t
B501AFD1259DFC67BEECEOACC40F9BC1

FB279ED441B2EF6A532666BA4CFB7EC9046905F7
3458A74F12B649438B8A0E6FE4967FE015C6C1DA110AA9978784C6BD610BF673

49D3025FFF757C05846835335E86CF7B374BF42C5C572B6EAA8F85CCAA49AFFF6B4D03C09805A8967EA91D4DB2560DDDAF1CF34D0860465476E8FAAA2DSELT!
6

false

low

O\r.m....
A..Eo....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6ef17f4394ea58a4 0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

225

5.633546090595209

false
6:m+nYX8vObfShVLUOJIIgROXykEdAIJGH4ZDhZK6t:yO6EVLXXUOjR+OtT
E2278BAB4D2E6F24F193FC82D19733F0
01CCFE5871208C36B49793CF844920A7D8458EDC

Copyright Joe Security LLC 2021 Page 28 of 51



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6ef17f4394ea58a4 0

SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

22FA1CD02D89F878274CC8933E6C1BI96DCAB63620511500AA91CB38018AB1A09

9915C4A3DA96AFA464D3ECAB8B28D2B713FA05845DEDEY974F03FCAAADF2DAGB536CD7004B05SABB6DE134129C5CE3C3A7E499A44B5349EC5DD6F0A004B105(
B42

false

low

o\r..m......]......L...._keyhttps://viewstripo.email/polyfills-es5.ac953fca0d74d8556d20.js .https://viewstripo.email/...M.+/............. Ao k....2"a...SF.....$...%.A..E0.....=.$
.......... A.EO0...cccoi

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\72d14bd64a2d61f2_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

233

5.69772438262715

false

6:mmMPYGLIApNVR6LGguGJ/Igv4DkFGkH4IK6t:MQApNeGguGJItM4DkFk
B88C3DBIE63BAEE45DB77BFE74E24BDA
B102A134F44FD0935EDC8A3E369175B3B71D6CCO
615775C1839983F84C2B8CA353D269BA65E751480420C3B78929C01C33DBOF08
871C34A1EE54185AC10A6BC8634A599A2670BOCA6969BF88EB7C3138B40F8EEE05FD1428925DE4566919EA74C812BEC397AC458837273F615426FBB032DBBAO!
false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\75206ac51fef4dfc_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

229

5.443522677188728

false

6:m8YBBEIXEEUgLEMzXR9IllgF/QU2eKGMkdLK6t:zYgmb/AY7epb
46D759EB2DD06DF742EA30A2833D7136
FF8B891035E32A0D003EC9373507647C099B75EA
B4E75013AA177A83DB209EAFBCC2A0CC56B0A82F8667773548099D5BDBB08A08

8587E116AC951B5F123E2168FFFFOD19CBE98F4D4DC5BA8CA8554514A20A80DEF056AA8F106172277BAB210EE33E2C16899274B8D7641A20E3CBE7D6BBEB7A(
8

false

$+.@....1.R.jM.6....R..I.A..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7776b1d0aa036b7a_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

11536

5.733526906808123

false
192:x00KyLVYuUUQ4FIU/R78mJyqifBjWqOVo8+5j5LL1Ab2ZDT/TM/06EDPVVJI:XOX2F45Q90fV+HLLG8/A/OL3X
87E0418C08B3587E7ED60FF2AB400D68

0680F41BFEEOE5F6AD8C5433BA26BCFB421CD983
CC7B318625B7BA7F7C5F8ACCIOF4545591CES53C49D04B3BE643483C2180F4B16D

938FEC2A8B58766C657AAA3C354C5EBC868FB56F352F14DFECAS0D4BE3F1A1546C8ES8EE1IE64C7BBDACCICDEID8C2EEIF83B145642ACA16A50D857B4526FF:
87D

false

low

o\r..m......X...g$......_keyhttps://rum-static.pingdom.net/pa-5d6f91d73a70310008000331.js .https://stripo.email/...N.+/............. N...oo ~nY WLLFLX %, XKLALEO....
ZP......... A..Eo Ot (S.0. L (St ...<L....xRc8.... ..Qb.......t.....QbB" <....e.....Qb....... n....Qb.q..

...0.....Qb..n....1......S...M...Qb&8.G....s.....Qb.I{.....c.....R..

.map..(S.P.."\....L"....Qb.~.....=.... Qf.u.L....encodeURIComponent....K"....Dn
...LP.1.....=...https://rum-static.pingdom.net/pa-5d6f91d73a70310008000331. js...a.
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\77809b77cef84elf 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

343

5.8542666071199125

false
6:m1YkpjpnwBIligulqB9Im4e0z4EZK6tCeUmnlWeNRss9BaTkijpm4e0z4x/Dl:kbk/oK4hbUmn3aN6U4hs/5
C07062D56B374DF6BA951677398F8B19

C57E801F18231CE1119CF35114CDB3F38D3F139E
0C0807F971403996D3EBA6491C627B980586041074E58D81B47B21B4E3FD1048

6CC21C00D218708DD6F53DC06692CDF88FCOEB14122E0532A1E009399C1FCC01F704E094D7FAEFSEF798B6EDB6B62651F882295B6BCFFEBD4B60E75EE463EF

9

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\78bf90adf0cdd3f5_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\894de1669273ce7e_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

210

5.491766189161113

false

6:MAPYOXdTAGXAXLPIjyKHIguYolVhPm4hqg/ZK6t:FXBuQj7usVhPm86 T
F89BB22E89F5D98B3A49478EA42C69B8
BEE937EOEF310AA1A6E313A195E1BD41AAE31F5C
6D816C281E95807AAB1779B431E82B7872BDA7DCO06EBF11DE5408308F52DCB1

59759F84DA33E4361590FB8C817BA2ADFES9B66116D85E998A3E942334B2D40B82276153B488594AC685A5E1CD371A8F0182EBE9EABE7CA4CA9CS54E0G0EATTET

false

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

347

5.9669264676286415

false

6:ms+XYEEU0ZBWdo9llgkfWewtIrK6ts8d9j3FkZXfWewt:B+zGco9/Zs28nBlI
12BE95F2498CDA757CA98E463D790B94
481360FA13A8F79C708B2079770FCD5DCEOFCCI1E
F8AFC66FE40A927D8039F8BA1F4233C029B56769B315A64F57A41DD99C93ED48

357D38825AE1974370FC1912988C6A77A0C669E942B9EDODD099130903AFA8F1383DE49CC5998FDB896C015D087BC4A87AD48ED7EB4E050C8D22F6247470630:

false

low

O\r.m......S..

Eo..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8b08fa616441c82b_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

96712

5.817017922738868

false

1536:S1RrSBQYJpi4Qzm4jLGyDVIt9TNGCtXM2jB5qz73+aL1u87GS:S11wQf4QIXGyDitNpVBsz77L1nGS

C7DF054C61F2C97E207E5F63D5E3F57F
DF977118EB9581F57FC6AEA4D1B751B786E2CF95
9BE7EB1CAB37727A5C5A29A55FCC8477410AFES5B2624EDOE96AEB3761ED0529D

AA5682907AE3F52B931154DD0363ED89F0B1D3623D2D895FC3FAFBCB194F88F95CD4041975333AB87D1D9BA3EE24CFEF9ALAA815B6F3095229BF4443BACAA3E

9
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8b08fa616441c82b_0

Malicious: false
Reputation: low
Preview:

.document.(S..
uery.min.jsa.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\8bca89f2a67d8cbf 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 17766

Entropy (8bit):  6.152905664376582

Encrypted: false

SSDEEP: 384:1GIDMNK6fZHt4rONu0XL/ZPirOHUOomJjgW+s+bC:1GIANhhsONX7ZPirOH1nJjgtrC

MDS5: F60307BE7ED46007EE031ECD22E1BDCD

SHA1L: 973F7A81D46F12B53B1545F395081E80BC7AB75A

SHA-256: 9C24483B47F17875E99468646D358484F5C772F13ED5CFB16222134381592124

SHA-512: 91CBDBF7C841096231727C2A7AC4C4293331F6362AAD90A05AE3CA260848CB52F6A4B6F52BE3FEF50B446D19670BADD265788DEAB4CDE31D127506B91B0C81
1

Malicious: false

Reputation: low

Preview:

e ELALEOL
.. current_code.

. .C. .C...https://secure.trust-provide
..TrustLogo_MouseOver.E...#d.................... &.(S...la......... Qf.H.1.

. Dm(
r.com/trustlogo/javascript/trustlogo.js.a.

%0 & & & (S lam Qfn..
Qf6..5....TrustLogo_MouseOut..E.d

...TrustLogo_MouseMove.E.d.. | ..&.(S..1a........$Qgj TrustLogo_Credentials...E.d..
C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\98c3e88ec1bef916_0
Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 221
Entropy (8bit):  5.524122624745957
Encrypted: false
SSDEEP: 6:maR+YknWLENJIL+9IgkvW380AaP4ZIDK6t:NyWwnJV+HCU1
MD5: 2AAT2E763BF031234A7276BD78273B77
SHA1: AE6799DFCBB9A4BCE1BADC74A45034CCB4EAFICT
SHA-256: 4B1582C0121B31917C9764ECA2BE7B4F39A252011COED6DF879CD98834DA0066
SHA-512: 07802F97F42094B7FEO0F137E4FC14D74ADACOECEF084928B732206D905E7009D756EF1E2BE9ESEBS52C8E4AF51FFB64FFODAG6A2D988EI83ADD7B2BF4A14B64:
E
Malicious: false
Reputation: low
Preview:
O\r.m ._keyhttps://stripo.email/static/stripodeps.aaa0188cd34ccdf72502.js .https://stripo.email/...Q.+/...

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\991e880b9053bd44 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 83992

Entropy (8bit):  6.07968309257967

Encrypted: false

SSDEEP: 1536:2dhaj/8D/QBh56VWAr9wyL +LRnIA10ksBapgGoCZNTC8mMIMXEHF9dzc:aaj/HBh5+7r9wvRNksBPGoiNu810yF9y

MD5: B7462F097ED2F5374E23620246407B64

SHAL: E12E1C642E8E9761EDED612D87ACBBD398D504F2

SHA-256: 7F516779BB4E236AFAE1IEDCO77EC3A91C243A33E4FDCAS54ADB119F922138E2FA

SHA-512: 22C9D6F3384B4F27D7540CC8ED3EDED39DBEAA221F919E962C7B69DEBO6E19BI85EED3ACB2C7176E91536A92C003832A2818D470C1AD71A2786A8AE8B66FSC
C

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\991e880b9053bd44 0

Preview:

....... [
y....Qb._\....z.....Qb6.66.
..K...Qb. .....aa....QbZ......L....Qbj....... N....Qb."......0.....Qb.h.
br....... U....Qb.B.....ha....Qbf&>....T....QbZ.=....V.....Qb..\u...W.

..Qbf.3

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9c52148f8ea6f3bf 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 96840

Entropy (8bit):  5.980379050073681

Encrypted: false

SSDEEP: 1536:UINAMYcO20XNb50fN6eXq/0Z6q908Kd+Za/8UrnvNQ3LVN:wNA1D50dspg9eNrvNQ35

MDS5: 11A6C66750A793E44AABAF37D3686544

SHA1L: 45F5B3EACOAD87ABF5F658A1C5F26C73363539DE

SHA-256: F8FCFIDBE5SE5E4156925C5A0C05EF1D406A2D8027A3E52916F6D3B57394C26F7

SHA-512: CDFD1015D2163DD9B50CAAG6E8D56660BF17A5582CB36334E0D65E09121B3B5BC82C779C26DE01D42F6066431920F6524C3472B270D4B58EF3F01BBA20D50AE
Malicious: false

Reputation: low

Preview:

...amplitude (- ..p..@... ..@.-...DP....... 8...https://c
dn.amplitude.com/libs/amplitude-5.2.2-min.gz.jsa. n Qb..n...r...Qb..2...I...Qb.s.e...
f...Qb.{....c..Qb.....n.....M...Qb61<D...h.......... Qb.W.....v....Qb.....m....Qbf..3....y....Qb........ _....Qbn.V....w.....0..Qbf.....1..QbV.....S.....S..Q

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a36db06c0fedch36_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 348

Entropy (8bit):  5.99911487717261

Encrypted: false

SSDEEP: 6:mO/yEY GLfisVgWPWbWvllgp2SiodLG7JYhK6tHXuJbzxDSQKhf2SsRodLG7:B/yuDbW9/m20dLGq79eJblubhf20dLG

MD5: 662E58B125257A1E4EBAD71ED37A446C

SHA1L: 10C76CBE7B067E02011E45256F97CDA4B872AC8B

SHA-256: B6B0OF80365719A65CIE0332505ABIES12F5881FFDC92437EB85269EEBEE36A6A

SHA-512: A6AB79AE7EB63138E9E1EDIAEA8C30918E34BD903109F413F971CDIFF295E5C5B3B1177C1ABFAFS5544E4DA4C09F259A00D30DD8ACOEOED383D42A0B2088204
DF

Malicious: false

Reputation: low

Preview:

_keyhttps://www.googleoptimize.com/optimize.js?id=OPT-K5SV2KQ .https:/stripo.email/b'.N.+/............. A j.....QP.9...>1.4[Ic.G7.H...G..A..EO......
........... b'.N.+/.....F2FO6E04771A7AD692D8F0483C785BFBFE6F81C49D5C776E77C98D865BCDF80D......QP.9....>1.4[Ic.G7.H...G..A..Eo.........L.......

C:\Users\luser\AppDatalLocal\Google\Chromel\User Data\Default\Code Cache\js\ae8d29239e94aafe_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 132

Entropy (8bit):  5.463573736779675

Encrypted: false

SSDEEP: 3:Vd3IsmSnrsNNWRTSSXWcdnohK1gAShSyLMTg7GZmaFX:rJSrsNgRNrlohK1gASE/Tg6YM
MD5: 4428361EFA075238A65A9B61B60D7555

SHAL: 2D364302F33BBD00B0C3D1308243553677334160

SHA-256: 1A790E2AC76D903C1A97361DBB64E2BAES2123A361983CBD02182D029C704040
SHA-512: 266DB58B9C4D774F7245525D37DE15A5614271903B17905275F0A625190FA7768228BA832482B3B746BFAF6E950E65E3F4AB2112111B008BD3A3AD72F00F10CL
Malicious: false

Reputation: low

Preview:

.u.0.+/..C..6D18C74B40AAOE95FAO0AB59494529299F6772E601398B1B2DFABA7449BDEA37DW...{..h.[. {W.].>....0.%.u.A..E0......e...L.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\af574fed3796c154 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\af574fed3796c154 0
Size (bytes): 196
Entropy (8bit):  5.306047392791088

Encrypted: false
SSDEEP: 3:m+lultllA8RzYkkm4HKRNRHkkz2l/IHCBI/uB54jnyAvg4mu7/X/pK5kt:mGtVYkHndklgT/uBCbhyAvgrmK6t
MD5: 501FEDFD5C61457693A52E06458EFD28
SHA1L: 7D42D0B6F96DD3D1458F92FDA2C9A24A216B98CB
SHA-256: A4336418D4F8FICCF87D43C8408CBFDA53F3A70FA028945BA0B411F509E49CBC
SHA-512: 3E013CB7E0B75305F8693F842E898302431812437D29C9C6A36906BBA7COAOAFIBEEFF1FB1862233A6B3D681115126BAFFBE4CFAD9A119AF1A432A7B0071250D
Malicious: false
Reputation: low
Preview:
o\r..m......@....Z......_keyhttps://stripo.email/static/stripo.js .https://stripo.email/..Q.*/............. Hoo M. m.PJ.e +W.C.....].a#. A EO...cccovrrnnnn A.EO0....cooi

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\b09fad8191cf23a7_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 6623

Entropy (8bit):  6.219327717919016

Encrypted: false

SSDEEP: 192:qQUNOb12WOu1jpZ4WDZZVyV0an+m+vzNBv:qQUNOb1VHNLTSVb+NBv

MD5: 10B9A6BC66D72D4F7833CF1C1A45AF43

SHA1L: 9FDDF8148B8C06DBFF651A3A0AD4D895B2093B68

SHA-256: 385103B6453F9989CF0687C07D3F3DCEE1100D12C945CDA226580DC3A5ACA9BC

SHA-512: 80C7CB514EDFB70A85B8CC40482CB1761F8C8CD2C984E4A098E9CDIC3608B8BC88BI867225EB47ECB40E2BD052115818C74AC97B63C051B2EBF39C93DELCL
O0E

Malicious: false

Reputation: low

Preview:
O\r.m......G....8......_keyhttps://d.plerdy.com/public/js/click/main.js .https://stripo.email/.S.N.+/.............. Heoe (N,.K..?....s0fn...yL.eN..h....A..EO.......cccuene ALEO...cl
................ "W Onpe®i (S UHLL(L Qe L. _OX5eec...QC....;...._0X5b92...Qd.9.3...._0x551577.....Qe...<...MAINPLERDYURL.....Qe.".
....mainScriptPlerdy.$QgZ k.....mainScriptPlerdy_host....,QiB{......mainScriptPlerdy_host_tracker.....Qe./.W....plerdy_config........ ..XM8....Qb./ #....srC...Qd........ userAg

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b19268b0244bb75a_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 220

Entropy (8bit):  5.254791961824029

Encrypted: false

SSDEEP: 6:mMK/IBEYkmbtOocr3I9lgwlrUyhfxwmD/K6t:2/I6UPppHNIPhfxxh

MD5: BO01FO1CE87CAG60EC48B2707CF7F042F

SHA1L: 3C36F51B30FA0420772B44CBES5ECBO0C09901ED

SHA-256: 75FF19459255134B3D24455EBCIE12E37EA5739497AD34D1C2613D19C45B613A

SHA-512: 74BB5881B31C0960805D3F6C1D014FCAC96CA788AB15E2F1E59C08208135761CBFBB401921696F1E399963CBEDSFA8F378D6B1A78DA74247CAAC92B678BE38C

Malicious: false

Reputation: low

Preview:
o\r..m......X......z...._keyhttps://stripo.email/static/assets/imageeditor/scripts.min.js .https://stripo.email/j..Q.+/............. (VR vu.k.l.....b..g....od.nH.p.A..Eo.....f............ A..
[={e T

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\bd74d693f4a00e17 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 358

Entropy (8bit): 5.9384074925248145

Encrypted: false

SSDEEP: 6:mcFgEYSHT8NWQAIKPUQyazUIIgrXItJG8qIHWK6tMoVrvnUbdJaG8qlV:BzBNWQCUU4U/OI170yju5Im

MD5: F7450C49DD58CD17105D1D9D8F1633B7

SHAL: A3735E2743C5FF7496D6C8B1A9508AAC2B759EFB

SHA-256: 86FBC162F4F9E8B4B3CF431085FACFCDD24F59DDD4318EC8F8DE9DD12F77C3A4

SHA-512: E93E14C5A11E660437428BE11136C20896F81F45C2DB588BD1D940A8CB884D663303B2FDBC4AEB858C8BDAFBCF485DD6743823D80717E9B8FAO0B494FC3A0FB
B
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\bd74d693f4a00e17 0

Malicious: false
Reputation: low
Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\bef619073e6e46a7_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 49255

Entropy (8bit):  6.186971780161391

Encrypted: false

SSDEEP: 768:GA39AWSIZVTMFBPgM6pTm47ujTHMwsnHg8 THAT 2PIE:G69KqJgbTN+THMESTHAT2PIE

MD5: 07BBDCD8797A462AB06A6D729D36B03D

SHAL: 7D311EF7A381725C4B67081475102F91796CE7FC

SHA-256: 53B41E49150575252358436F96DBA381AE6476E81A3F2B54E9974FC403A0014D

SHA-512: 2A56292AC9E9D459BB84782DC5F1CDD1215763A4226E38E85C78FF16291188E4ACEFOF08F5FAFDC57509936E01D77CCBE5S5435A428509C3430DB21C390BD773B
Malicious: false

Reputation: low

Preview:

Y. YsY X 7hO VZ) mE<m A Eo
.Qb......hljs.(S...°H...M.L"......RcZ... .
Qb61<D....h ..... Qb....... p.....0..Qb...2...1.....Qb.s.e...
..... P.. ..https://stripo-cdn.stripo. ema|I/vendor/unlsharpllaravel ckedltorlpluglns/codesn|ppet/||b/h|ghl|ghtlh|ghl|ght pack.jsa..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c37982e2be998a49 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 232

Entropy (8bit):  5.492206751707444

Encrypted: false

SSDEEP: 6:mCInYGLUXGBzgsEXbKBKAIESguGK/1/Igs/ABLZUYLA4tPIIIlhK6t:37GB22BKTguGgltvAXWSt7
MD5: 55COCFFCA99FFF9449D74B71D80C0O9AD

SHA1L: 8751D1F877C2FAF446A8B11F9CF18A0E54127D8D

SHA-256: 8E8959AEB59CFD707C6C761077F10710EEBD66690FA37FE2BE230FA7B6101C38

SHA-512: 74919F7253AAEBA6A114F2E23AFD7EADOABAS472E67AE7862C3401C0187B9E2F2320A5D3DA12CC964166FC77A91034F05B56F420D5C8D2D1C54F018B3DA8F34
Malicious: false

Reputation: low

Preview:

_keyhttps://www.youtube.com/s/player/d82ca80e/player_ias.vflset/en_GB/embed.js .https://youtube.com/...R.+/............. Mt &.1.@...%..a
.A.Eo..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c683f78562ae17a8_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 94200

Entropy (8bit):  5.770989023014668

Encrypted: false

SSDEEP: 1536:wKIMDZ0006FDZkNjnrz5jjsRkZVksp6jWeQxLxNKondCrh0C19G1qvSPI:A0r6kBR6EkHks/xLxN/dCmflqgf

MD5: 87AC4BBA4A4A6C4F0081D918D0A381A6

SHAL: 27A2966A137FDADOE6FAC6ACT7B742E8B27F1D3CA

SHA-256: B472CF8DF42D610804D76E71F6E7D8373F3594E36501165CBF5C5E5ACE38078D

SHA-512: 44CFE15470270742AB83285FCA7B3FB7CEFEA1C5311F78891DD31A39919380E7EACCB28ED2A163040F1DBAAAS1E4SEBD095453F1170E49A2EBD701DD246984t
6

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c7c858b6a9e8333e 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\c7c858b6a9e8333e 0

File Type: data
Category: dropped
Size (bytes): 73280

Entropy (8bit):  5.847940283905033

Encrypted: false

SSDEEP: 1536:twazcfFLieBmt4PIhV//UNFI6UJ4ygAeKYACLfpTFChG546k:r4fFWeBm6I13/tsLIBUJ4A3CQIK

MDS5: B6463F1A436BF17FECD15694AF14BCC7

SHA1L: 1345B6646AEAC98656D9383A2DBCID8633A6FDDE

SHA-256: 1DDE48A40E852A9810982F5EBA57F29F32A49448AA29ECC2C9369813F16EF727

SHA-512: 61831A0234328BDOED21A1722230F0F021326C7AE3DB6FD6D2480B01DA24602B73F093785A4101CF5FAF1DDCDD798293330FE74463BDC782A68000FD680280AE
Malicious: false

Reputation: low

Preview:

QbB"<...e....Qb.......t.....Qb&B.G....5...0b$
e & F 8o & &} 8] .0..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cachel\js\ca71f17fa3c804d4_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 238
Entropy (8bit):  5.566955334590442
Encrypted: false
SSDEEP: 6:MmSGNYGLUXGBzgsEXKSI2c7MNLGUIgu1lOHmw4m4XhzZK6ét:ldGB26d2cll7X5mup
MD5: EO04AQFC191724D4B5F333A56BE49FDDD
SHA1L: C4CC69EB35DD546102579D4F292B5BB689FF99F4
SHA-256: F1FDAB50D725DC36388E59FAF5BD67E330BABCOA253A17C5C3572939179BCC1E
SHA-512: 11574DE87623B12D1DDA143E57756E7178EB48B15E654E2E0E91B6B8AS9C77684EC12EAA750F470D4ACES79E076D2643A0125A6D34C4DBOD3EE331EDD249E09:
Malicious: false
Reputation: low
Preview:
O\r.m......j..._s......_keyhttps://www.youtube.com/s/player/d82ca80e/www-widgetapi.vflset/www-widgetapi.js .https://stripo.email/...Q.+/............. e N..Z<.n~-........ (A%

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\dd21604f72ea78ba_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 233

Entropy (8bit):  5.521003750668216

Encrypted: false

SSDEEP: 6:mmMWPYGLUXGBzgsEXbKBKsuGguGKIlgztuSu4AQC5/n7EtbK6t:9GB22BKdGguG++un4AjwN

MD5: 2DFC05454A393FD6084BC161196FFF3F

SHA1L: 45DB68873C10BDAC7D8E9B4D5DDE712C7726921A

SHA-256: 27840AE220FF07DAD95753781B5EEA77C0C8D92FB727CCD5B68469DBBF58F18B

SHA-512: D369E70F747484F01CAA4C4781A63A16E1648B654BC6D960680422989B5FFA75672DC83A10973ED256BAAA450E9CC67D991F389A464B21062B9A061148D148F6

Malicious: false

Reputation: low

Preview:
O\r..m......e....P-....._keyhttps://www.youtube.com/s/player/d82ca80e/player_ias.vilset/en_GB/remote.js .https://youtube.com/...R.+/............. ST l..Z.b....... L9,
..ALE0.....AYG.......... ALEO0...ccoiiii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e0a9215026918f6¢c_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 203

Entropy (8bit): 5.50103742737335

Encrypted: false

SSDEEP: 6:mwPYINYpSVkUz2NIIgp/aKiBUCN3j4Y 7eRbK6t:dxpSVpc/qtUCdj4iC

MD5: 5F405E21B361F2B624D7CDB57EE14CC6

SHAL: 4D06BD1AEBB97D59C30E42EB30EAB63532D21271

SHA-256: 4A7TFOFC892525C1909ABF76180CE4447186622E780A22BB21A8A2057C41FF023
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cachejs\e0a9215026918f6¢c_0

SHA-512: D324D88704B898F3AEE3DE54ACD2203680C954C587FEDFED7B153266366B857C12EC8CD1E27E371E5D9499D17FEA128B79CF0742EE98820914BC4FCFDD33CC
F

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e66229c28c1c75ac_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 233

Entropy (8bit):  5.632822410775554

Encrypted: false

SSDEEP: 6:mm9XYkpjcHeCQ5plV3Ny7HIgWYw+iBh4HzbK6t:VMIilV3N8Fedlp

MDS5: AD438E8D5FDB699F34A5101FE3B95BBA

SHAL: 813AC069E3525046E027E7181D7DDDCACBB77FF2

SHA-256: 3A7DBCCESBA6GFB6371E324F38FF8C47A20ECA754EF2C16F35E2AC36022AA1E9L

SHA-512: FB32EEECDEF9502187ACCCD509EB4826647E11666A8D97D79738576155BB27BA5931CEC12CESFFB7ACB413C00DF55CFCIFC657A780C53EAOBSBAE72F55BCE
286

Malicious: false

Reputation: low

Preview:

...e(ykim.iJcp.H...Q, #..n

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e97c20b9a7db73b5_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 345

Entropy (8bit):  5.96800289870988

Encrypted: false

SSDEEP: 6:mYBEYGLSMXZCLRetxgllgUeACim5XsOzK4MCRK6tzzI3icsuOaLXJVRCjm5XsOzr:Y2L/g/AAC]WX8iBzISDUZXJVRCjWX

MD5: 719D7AADBCADB62A0CA2069839EF13CA

SHA1L: 7D01FBD73B9A9EB2D70BB67A6C2AA8B50E679CBB

SHA-256: CFF46E64900693C72EA00936891572AB31CE82D361E1D9224AFDD081ED18C645

SHA-512: 5661562403734F379DB41E2DEF182739750CE357A860CF2930582A99E5EFFE6CCFE8BA8C722F630BD95BICA41B41432AF025023EC9331AD47E3CBEEC87EBBESG
A

Malicious: false

Reputation: low

Preview:
o\r.m......Q.....j...._keyhttps://www.googletagmanager.com/gtm.js?id=GTM-KGD7HVJ .https://stripo.email/b..N.+/............. "en0.@.-€Q..F....]NX.....%...A.EO....... N
WALEO b..N.+/.x@..582B48CE7D926EF14C78C6A83897CC85179C23A8B73AC8A8716A428FA64D84340.@.-eQ..F.....]n.x......%.:.A..E0....... |.$L.......

C:\Users\luser\AppDatalLocal\Google\Chromel\User Data\Default\Code Cache\js\ecc2b5848839a087_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 228
Entropy (8bit):  5.5627341578714695
Encrypted: false
SSDEEP: 3:m+lAla8RzYkk1SKMc4WIzF78ni8F7Hk/BIOal/IHCFcQOyCo9AFV1wpNu9kgdmas:m8Yk02+09kBCdalgFcAMFjSkprARK6t
MD5: 279295C374CD7B9318E0607CA89349DE
SHAL: 30DF12A4A75A656D39250701901B881A37A4FF7D
SHA-256: A474EDF2FC9410ED5635B3FF1A6F941A33C355D3684CD25E603367D049ABD063
SHA-512: D784DE15DD690AAA5D564D4FF82C86862F6194648D7450BBEBC737C7E9363A625F9FC548C3279D14350CF1BB6B925588F07B0A4622A9B5C2F3D5D287F38A698!
Malicious: false
Reputation: low
Preview:
Oo\r.m...... ... NJ....._keyhttps://stripo.email/en/demo/polyfills-es2015.ddd81f6bf8fb594d96ae. s .https://stripo.email/.[.Q.+/..................... 9.\.U...9..y$%Q.&.....6....)j..A..E0.....
BT A.EO0....ccoiiii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f273df1364847783_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f273df1364847783_0

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

366664

6.2186723151054775

false

6144:p1T6ANiI95ud5dBazHbFxQBaz30d7a2elweYkuh:pBBhiQHTQM32il

EBE12B343E4EF0E062278D9006B74A79

E28D3B6402F9DC54977B165931386962EBCBFEBA

CA59CCFF983F66FF01998439A7606DDD3EOE405D97BF1E80B92CC2E349ADBDAO
26B2C80B144FF5362C21799A7332F4C178D7B17C2961F6C4A1930708124B2EAF9518EDC29B82A057ES5EDAS2E78EOFFIF8C2B48B4DIE781F239A1CEB34EAG4A3I

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cachel\js\f4a29299914bdfb8 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

25772

6.187654231405612

false
768:0/nY0s6Fg/6x8gQVN1eB/ol5ZC+eys/EQmMItbGTQxxws:0/nNs6g6xtMN1eB/ol5ZC+eys/EQmMJIVt
C67AB30DE220B2F89807A0B609E635F4

FFBD19CB150059BF2B3B341702CB7E5E0DE5S5A46D
794AD7630637A4B179BB4E7947F0C7662E843DF5F25D2190DD5BB2A2298D79DE
26A5DBD720C772709CB376354F7F58B82427FAC5A3E6DEGDF1AFBD47B30533E47207A0FFDC1CFD7E9778251758A04FF48E40425919ACAE7C3FF5414E2E1A219

false

low

.m..M..x.0U8...0....... PK..8.nu.A..Eo.........
.......... ALEO i W Fl 000G Cccee b (S0 R ) QbB"<...e....Qb.....t.....S.b$....
L....Q.@R8 D8 &%.*.....& %% & (.....&}..&%./..%.0..."...&
%% & (& (& (& & WL . e @....@.-....PP.1.....A...https://stripo-cdn.stripo.email/js/app.js?id=39f54f22639ca77
9db8e...a........ D..D..D..... ida...ldo &.(Sx. .Sl Qd..I.....toStringT

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\fcc25e75f5f4cb5a_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

210

5.488082170609562

false
3:m+leFrxta8RzYP2FycyGYWCULLUFvDeECnzKTLI/IHCOWDc8L/zDBJIVgvRmk+J:mDx9YerCU1z6llgowDD7DBGVgvAXK6t
CD506A2045297736145BA85B58DC7C83

BFC357792FEFBFB3078B293095A9FB84AC172C04
48B8D6930FB1DF74AE8400805581F4D97226C07449526269C00F347578BF4210

D30C3114B2CEC35D9E19D0DF65B9360C31EBE46F1846A9C5282386D135C697B3914E8367D3DDAB979EAASCBEC42060777570CEFABD169AE44799E8560FA377!
1

false

O\r..m......N...m.N....._keyhttps://code.jquery.com/jquery-3.2.1.slim.min.js .https://keegagrves.buzz/.\N.+/.................... _..%.p@V."._.&r.?.8.A.Eo.... Hovrn A..Eo..

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\fea7aba934ff6031_0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

211

5.418067080386093

false

6:mK4AIPYOXdTKKIRPsdw/Igejli1y5iih5/K6t:f3INXwKIRPcQ1lleHh
AD5BA4799E34C6910F1BC3FF936E00D4
BDE2EO3FBBFD95DF85764852BCBD1DIE9682F854
76D49DCBE2158C3141703473A21C9936EC1COB058EB20546C8F788E68E4D12B0
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\fea7aba934ff6031_0

SHA-512: 75806C91F11E6739EE74482FBCC49BIECI5650BC3D21BDIIES514B4A4AAAG670DF81DEL712D82C8810022FC5B673AC6D6A6A282C62370D30D5EFB7E346DE84D4
E

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ffdc07d76eb84b7b_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 19839

Entropy (8bit):  5.791015649594216

Encrypted: false

SSDEEP: 384:DxD78xceS7B/V3pogrigql7BPUIjzKr/7kL8Y9h:DxD78xcB/VVvIj+k8Y9h

MD5: 9B5807D9EE2352E8DOBA575247CDAF36

SHA1L: BDEA7FBB83E18368CE35D1F383D055049BC98AD6

SHA-256: 88497F74B203C3585BDD92338D3D1F5188439816B2E4F9B705487EF7045A6A08

SHA-512: A51C13EA2F0B4C21AEC93CA9FD5CF5EB3FBF1699AB89EBBA6CA7BCBF2E1FD805DD6659ECD0402BA318594E10F30B647D93F3F4361448DAA25B4BD0OA963FF7
DAF

Malicious: false

Reputation: low

Preview:
O\r.m.........$SOa...._keyhttps://esputnik.com/scripts/v1/public/scripts?apiKey=eyJhbGciOiJSUzI1NiJ9.eyJzdWIiOilONTIOZWZhYTJIKYzI2MGRmMYTM4Y TEINDBIMWI

WYWIIM2QzYTAZMTUWM2MOMGRIOWYXN2JINDk3Y2MxY TMOYjAWMjdhOGZmNzY0ZmI4YTA2MjZmNDU3YWY5YzcyMWM3MGQWOGU4Yzg1NzQxM2E3N
2JmYjEzNzQ40GQ3M]E4ZmMXNWUZzYjNmYjl2M2M3NDZINTRhZDYOYWMzNGY2ZDgxZTQIMTU4MWU1OTASMDEYNjk1OWY xMDdhYjk0O TdhODgwY 21ifQ.P7Iwqd
FLIp-Hz-9Vo580AdIceys_V5_ZXe8x3_bhS71PL3v0G0ejDSRDIunD_8MkzEyoxTBrktkl1DsLIBMROg&domain=F062CBFO0-8F14-425D-BEF5-21343A47FEAG .https://stripo
.email/Uf.N.+/. LBl '(lnelilY?.PxCALEO.....d ) )
LL™..XRc(.... ...0...QbB".<....e.....Qb61<D....h.....Qb....
scripts/v1/public/scripts?apiKey=e

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\index-dir\temp-index

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SysEx File - Moog

Category: dropped

Size (bytes): 1272

Entropy (8bit): 5.419149713019858

Encrypted: false

SSDEEP: 24:MZ/iLuQy7e/2/RII4AMSOanxNIgnm/qVPNnOISSyOn:KKQU2VAOanGCISSIn

MD5: 46115D1A2B38FA351C1AC4B51F29609B

SHA1L: 4AA4DCT72647FAEA324FF37363B2D41648DD262E6

SHA-256: D7492AFD897D9A67C18E785DDA58049036158190E91BA20564C6E406371D37FC

SHA-512: 8BE98D4FBEF55BD9C785CFB943DAA75D15D06519A8BFB94D631E64FB557CASFA3B853B2BADE20B631EECDSBEG2EF35254C51C27D476843F7B23CDE1F1B23B
F10

Malicious: false

Reputation: low

Preview:
..... V.loy retne....3..... ....0n0..mf.4.0.+/ . .F.......QR...O+......w.d..s...0+......zd..*...
...... D.S.....0+/.l... R...0.#/ {.....S..Z..0.+/.B........ .\..0+.~.....2.8.R..0O.+ ...
7@m.N.4........_.g. £&@M.N.+........~.s.fM.@m.N.+/.......+.Ada...4.0.+/.{.....Z.a.2."...0.+/
........ Fn>.... O+ ... K. O+ f N.w.w.N+.
Horan 6...m...O+ . e 8tdR..XN.+/......... Z. UM XNAH I..&P1L.. XN.+/

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\index-dir\the-real-index\* (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SysEx File - Moog

Category: dropped

Size (bytes): 1272

Entropy (8bit):  5.419149713019858

Encrypted: false

SSDEEP: 24:MZ/iLuQy7e/2/RII4MSOanxNIgnm/qVPNNn0ISSyOn:KKQU2VAOanGCISSIn

MD5: 46115D1A2B38FA351C1AC4B51F29609B

SHAL: 4AAADC72647FAEA324FF37363B2D41648DD262E6

SHA-256: D7492AFD897D9A67C18E785DDA58049036158190E91BA20564C6E406371D37FC

SHA-512: 8BE98D4FBEF55BD9C785CFB943DAA75D15D06519A8BFB94D631E64FB557CAS5FA3B853B2BADE20B631EECDS5BEG2EF35254C51C27D476843F7B23CDE1F1B23E
F10

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\index-dir\the-real-index\* (copy)

Preview:

..... V.loy retne....3.......-".........0h0..mf.4.0.+/.F.......Q.R....O.#........w.d..S....O.+ ...
...... DS......0+/ ] RLLOA LS. Z.OHLB....o.o. AL O~ 28RO,
7@m.N.+........._.g. #£&@mM.N.+........~.s.fLM.@m.N.+/..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

24576

4.013912855507576

false

192:duhwhWCJ7XM8sTg/DL8GYUuChiSI7XM8sTYzyABU+mI0:04JPnntIZ2iAI0
27BF32B97E70561E1BFOB3ASAEFD5FE2
3EB3AB9043A2B37FFA7069E1B54B61D32456216D
FF62C8D54D079C8978D658A8216F75A1AC0F380324D3119E9BFA471F43FCO0FD

C987AE517F78197AE6045AC97376B019BCFBESADBAL7BACLD0791E91BB6D1A3B0295EEADA4BEFDBF524649AB8B5BB39DASA4CB60168822FD72DDF979DDIEE
CF4

false

low

SQLite FOrmat 3......@ .ovveeeeeeeeeee s Coveen Lo T TSSO PP PR PRSPPI

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Cookies-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

25672

2.5562049841970427

false
96:zNycNwGnwh6pTm2y7+gM8sTYPAIDOGrFNmNjDjAMNwS:zNycuuwhWCJ7XM8sTq/DLjGOMu8
F3CDAA83D1252D26CF7282E437B514C2

0A35BC47CCB1AD6E4FF3F983E25348274767E6CS5
74AC338DODAEE36EFDCA4B3683DCC80D6F7C8039ECAECF18DD7DD3C99BIAECAG

186CD723B43AFDD28B442CE24B22D3A40C5AE9AA20FD84DABBB382FA230B3F22464F0D6F1D2DCC0475E9269764C66BC4B1A741370FBA3703F8E81E018EELI9LC
9

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Session

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

50635

3.0972105072972087

false
1536:0q0I1ZZihtZBe7cd3kf15cd3kQQ6Y8/adyNOokwqEUdyNrp9gxU5dyNFD7Ptnhpw9:0zNs
EBD32A601B47A7145B9F23022CA7B756
6E3F433EFE08418700803DE3ACF94493EAG62D9CA
57FF5A81335B353E16EC03A92F214D1328CCB0630EAE7324B73BBF4031F6DC3B
7T7FF8C5A6EDE2B827AC80A582A999D751B364EF6483CF2EB80F278DC4C2B65E6300A38BF0103444D6D7B6996393022BA2AE2CD393601F42C39B0C647578166C

false

low

SNSS... O, TN Lo $...6229dc44_e756_4ede_8ece_2170ccfbObdb....................... KS. i,
5..0.......&..{730C75E3-B87A-4292-818B-DC8FI84D08AE}...........ccerunven. Y. T F...https://viewstripo.email/template/d344d8c0-9b03-4cc6-b3

e0-89285eh82082......N.e.w. .T.em.p.latel. . .H ... @......cccoorviiininiins h....... RS O Nl F..http.s

slviews.trip.o..em.a.l/tem.plate./d.3.4.4.d.8.c.0.-.9.b.0.3.-4.c.c.6.-b.3..0.-.8.9.2.8.5..h.8.2.0.8.2.. ..0".navigationldl.{.....

..... 80 B e (e
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Current Tabs

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

8

1.8112781244591325

false

3:3Dtn:3h

0686D6159557E1162D04C44240103333
053E9DB58E20A67D1E158E407094359BF61D0639
3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB
884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8ADICD10741A5604B7A0F979465C4171ADIC14ED56359A4508B4DES8E794550599AAA261120976C
false

low

SNSS....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

164

4.391736045892206

false

3:FQxIXayz/t2ZHmwgOEOZL7A04uhFKEURLKYC5Ei5+Gg:qT5z/t2qoEwhXeLKB
0A906A9A542CDFO8FF50DAAF1D1ES96E
B97D6274196F40874A368C265799F5FA78C52893
EB9CABBF5FDA1AD535300B0110EAA4068A083248BA928A631C9278545935426D

8795E905B711ADEGB1C4B402D50AF491B64D157AA738669482DDBFC30E857DF970BFFB774A925F3F4A0802BD27AFAF939CE140894FF09B67FB9COBB83ED4491
A

false

low

£5....

....Sgdaefkejpgkiemlaofpalmlakkmbjdnl.declarative_rules.declarativeContent.onPageChanged.[]..F...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

320

5.165843921608925

false
6:mYbWnpM+g2Pwkn23iKKdK8aPrglFUtpXbWjgZmwPXbW4XMVkwOwkn23iKKdK8amd:nmpM-+vYf5KKL3FUtpXEq/PXzXMV5Jf5G
3EF1BOC8F414326BCC07B8150637C755

BDF5A6595D1CC043FFD5F5FC088EC7437162B85D
48C227D25F3DA4BBA7A03008A04C04945BC83050A62AA3646996B7928E7C1F1E
25BDA3982F44204CA35E61908672666727ACD333C352E6281EASFD3E283C3C5E3266F9830AC4AB1BOBEC81A10ED373D64994AC1E45BB4ADEG50803915EA72863
false

low

2021/09/27-20:11:03.808 lafc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/09/27-2
0:11:03.813 lafc Recovering log #3.2021/09/27-20:11:03.814 l1afc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/0000
03.log .

Static File Info

No static file info

Network Behavior

Network Port Distribution
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TCP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Sep 27, 2021 20:11:08.274384022 CEST 192.168.2.4 8.8.8.8 0x954 Standard query  viewstripo.email A (IP address) IN (0x0001)
0

Sep 27, 2021 20:11:08.278268099 CEST 192.168.2.4 8.8.8.8 0x2e91 Standard query  clients2.g A (IP address) IN (0x0001)
(0) oogle.com

Sep 27, 2021 20:11:08.283430099 CEST 192.168.2.4 8.8.8.8 0x484e Standard query  accounts.g A (IP address) IN (0x0001)
(0) oogle.com

Sep 27, 2021 20:11:10.003396988 CEST 192.168.2.4 8.8.8.8 0xc5c8 Standard query  ety.stripo A (IP address) IN (0x0001)
0) cdn.email

Sep 27, 2021 20:11:10.003444910 CEST 192.168.2.4 8.8.8.8 0x9d5d Standard query  rqymgh.str A (IP address) IN (0x0001)
(0) ipocdn.email

Sep 27, 2021 20:11:10.935930967 CEST 192.168.2.4 8.8.8.8 0x9a9d Standard query  viewstripo.email A (IP address) IN (0x0001)
(0

Sep 27, 2021 20:11:14.897732019 CEST 192.168.2.4 8.8.8.8 Oxfecf Standard query  keegagrves.buzz A (IP address) IN (0x0001)
(0)

Sep 27, 2021 20:11:15.309900999 CEST 192.168.2.4 8.8.8.8 0xf4c2 Standard query  code.jquery.com A (IP address) IN (0x0001)
)

Sep 27, 2021 20:11:15.311506987 CEST 192.168.2.4 8.8.8.8 Oxfdad Standard query  maxcdn.boo A (IP address) IN (0x0001)
0) tstrapcdn.com

Sep 27, 2021 20:11:15.314105034 CEST 192.168.2.4 8.8.8.8 0x3ed5 Standard query  kit.fontaw A (IP address) IN (0x0001)
(0) esome.com

Sep 27, 2021 20:11:15.506350040 CEST 192.168.2.4 8.8.8.8 0xe693 Standard query  ka-f.fonta A (IP address) IN (0x0001)
0) wesome.com

Sep 27,2021 20:11:15.511859894 CEST 192.168.2.4 8.8.8.8 0xc657 Standard query  cdnjs.clou A (IP address) IN (0x0001)
0) dflare.com

Sep 27, 2021 20:11:15.513628960 CEST 192.168.2.4 8.8.8.8 0xdfd3 Standard query  shopget24.com A (IP address) IN (0x0001)
(©)

Sep 27, 2021 20:11:15.514664888 CEST 192.168.2.4 8.8.8.8 0x68e4 Standard query  shopget24.org A (IP address) IN (0x0001)
)

Sep 27, 2021 20:11:17.417639971 CEST 192.168.2.4 8.8.8.8 0x5d04 Standard query  a.nel.clou A (IP address) IN (0x0001)
(0) dflare.com

Sep 27, 2021 20:11:19.185319901 CEST 192.168.2.4 8.8.8.8 Oxcab5 Standard query  shopget24.com A (IP address) IN (0x0001)
)

Sep 27, 2021 20:11:19.201662064 CEST 192.168.2.4 8.8.8.8 Oxf7ae Standard query  shopget24.org A (IP address) IN (0x0001)
)

Sep 27, 2021 20:11:20.546590090 CEST 192.168.2.4 8.8.8.8 0x2990 Standard query  keegagrves.buzz A (IP address) IN (0x0001)
)

Sep 27, 2021 20:11:20.873102903 CEST 192.168.2.4 8.8.8.8 0x3884 Standard query  stripo.email A (IP address) IN (0x0001)
()

Sep 27, 2021 20:11:21.279447079 CEST 192.168.2.4 8.8.8.8 Ox6al7 Standard query  clients2.g A (IP address) IN (0x0001)
0) oogleuserc

ontent.com

Sep 27, 2021 20:11:21.380629063 CEST 192.168.2.4 8.8.8.8 0x9ca3 Standard query  stripo-cdn A (IP address) IN (0x0001)
0) .stripo.email

Sep 27, 2021 20:11:21.385617971 CEST 192.168.2.4 8.8.8.8 Oxfac4 Standard query  fonts.cdnf A (IP address) IN (0x0001)
0) onts.com

Sep 27, 2021 20:11:21.848992109 CEST 192.168.2.4 8.8.8.8 0x1b9 Standard query  s.w.org A (IP address) IN (0x0001)
0

Sep 27, 2021 20:11:22.421979904 CEST 192.168.2.4 8.8.8.8 0x8756 Standard query  i.ytimg.com A (IP address) IN (0x0001)
0

Sep 27, 2021 20:11:22.434149027 CEST 192.168.2.4 8.8.8.8 0x6d02 Standard query  secure.esp A (IP address) IN (0x0001)
(0) utnik.com

Sep 27, 2021 20:11:22.456113100 CEST 192.168.2.4 8.8.8.8 0x8214 Standard query  d.plerdy.com A (IP address) IN (0x0001)
0

Sep 27, 2021 20:11:22.565383911 CEST 192.168.2.4 8.8.8.8 Oxf9be Standard query  |.getsitec A (IP address) IN (0x0001)
(0) ontrol.com

Sep 27, 2021 20:11:22.646451950 CEST 192.168.2.4 8.8.8.8 0x7370 Standard query  cdn.amplit A (IP address) IN (0x0001)
0) ude.com

Sep 27, 2021 20:11:22.769083023 CEST 192.168.2.4 8.8.8.8 0x965 Standard query  esputnik.com A (IP address) IN (0x0001)
0

Sep 27, 2021 20:11:22.780601025 CEST 192.168.2.4 8.8.8.8 0x3f49 Standard query  pics.esputnik.com A (IP address) IN (0x0001)
0

Sep 27, 2021 20:11:22.785010099 CEST 192.168.2.4 8.8.8.8 0xfb36 Standard query  ajax.aspne A (IP address) IN (0x0001)
(0) tcdn.com

Sep 27, 2021 20:11:22.985380888 CEST 192.168.2.4 8.8.8.8 0x4255 Standard query  cdn.firstp A (IP address) IN (0x0001)
0) romoter.com
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Sep 27, 2021 20:11:23.785567999 CEST 192.168.2.4 8.8.8.8 0x33a2 Standard query  c.plerdy.com A (IP address) IN (0x0001)
0

Sep 27, 2021 20:11:25.309638977 CEST 192.168.2.4 8.8.8.8 0x7733 Standard query  s.pinimg.com A (IP address) IN (0x0001)
(0

Sep 27, 2021 20:11:25.313697100 CEST 192.168.2.4 8.8.8.8 0xcof Standard query  rum-static A (IP address) IN (0x0001)
0) .pingdom.net

Sep 27, 2021 20:11:25.313775063 CEST 192.168.2.4 8.8.8.8 0xc2f3 Standard query  connect.fa A (IP address) IN (0x0001)
0) cebook.net

Sep 27, 2021 20:11:25.404251099 CEST 192.168.2.4 8.8.8.8 Oxe40e Standard query  www.google A (IP address) IN (0x0001)
0) optimize.com

Sep 27, 2021 20:11:25.471365929 CEST 192.168.2.4 8.8.8.8 0x19b7 Standard query  g.quora.com A (IP address) IN (0x0001)
(0)

Sep 27, 2021 20:11:26.337764025 CEST 192.168.2.4 8.8.8.8 0x5b4b Standard query  s2.getsite A (IP address) IN (0x0001)
(0) control.com

Sep 27, 2021 20:11:26.425290108 CEST 192.168.2.4 8.8.8.8 0x6973 Standard query  stats.g.do A (IP address) IN (0x0001)
(0) ubleclick.net

Sep 27, 2021 20:11:26.605775118 CEST 192.168.2.4 8.8.8.8 0x5973 Standard query  www.facebo A (IP address) IN (0x0001)
(0) ok.com

Sep 27, 2021 20:11:26.623589039 CEST 192.168.2.4 8.8.8.8 Oxbfed Standard query  ct.pinterest.com A (IP address) IN (0x0001)
(0)

Sep 27, 2021 20:11:26.637259007 CEST 192.168.2.4 8.8.8.8 Oxaaa4d Standard query ~ www.google.com A (IP address) IN (0x0001)
(0)

Sep 27, 2021 20:11:26.679160118 CEST 192.168.2.4 8.8.8.8 0x6982 Standard query  dash.getsi A (IP address) IN (0x0001)
(0) tecontrol.com

Sep 27, 2021 20:11:26.700319052 CEST 192.168.2.4 8.8.8.8 0x72f0 Standard query ~ www.google.ch A (IP address) IN (0x0001)
)

Sep 27, 2021 20:11:28.686544895 CEST 192.168.2.4 8.8.8.8 0x45fa Standard query  a.plerdy.com A (IP address) IN (0x0001)
(©)

Sep 27, 2021 20:11:29.269206047 CEST 192.168.2.4 8.8.8.8 0x94ch Standard query  rum-collector- A (IP address) IN (0x0001)
0) 2.pingdom.net

Sep 27, 2021 20:11:30.456768990 CEST 192.168.2.4 8.8.8.8 0x51e9 Standard query  stripo-cdn A (IP address) IN (0x0001)
0) .stripo.email

Sep 27, 2021 20:11:30.473577023 CEST 192.168.2.4 8.8.8.8 0x5b18 Standard query  stripo.email A (IP address) IN (0x0001)
(©)

Sep 27, 2021 20:11:31.067898035 CEST 192.168.2.4 8.8.8.8 0x7064 Standard query  i.ytimg.com A (IP address) IN (0x0001)
)

Sep 27, 2021 20:11:38.128107071 CEST 192.168.2.4 8.8.8.8 0Ox51cc Standard query  push.esput A (IP address) IN (0x0001)
(0) nik.com

Sep 27, 2021 20:12:15.276798964 CEST 192.168.2.4 8.8.8.8 Ox3f6e Standard query  www.youtub A (IP address) IN (0x0001)
0) e.com

Sep 27, 2021 20:12:17.432223082 CEST 192.168.2.4 8.8.8.8 0xfc59 Standard query  cdn-ckedit A (IP address) IN (0x0001)
0) or.stripo.email

Sep 27, 2021 20:12:18.055130959 CEST 192.168.2.4 8.8.8.8 Oxdecc Standard query  googleads. A (IP address) IN (0x0001)
0) g.doubleclick.net

Sep 27, 2021 20:12:18.091597080 CEST 192.168.2.4 8.8.8.8 0x7748 Standard query  static.dou A (IP address) IN (0x0001)
0) bleclick.net

Sep 27, 2021 20:12:18.713476896 CEST 192.168.2.4 8.8.8.8 0x8d28 Standard query  yt3.ggpht.com A (IP address) IN (0x0001)
)

Sep 27, 2021 20:12:20.896195889 CEST 192.168.2.4 8.8.8.8 Oxeef3 Standard query  hpy.stripo A (IP address) IN (0x0001)
0) cdn.email

Sep 27, 2021 20:12:21.261950016 CEST 192.168.2.4 8.8.8.8 Oxa2a4 Standard query  stripo.email A (IP address) IN (0x0001)
(©)

Sep 27, 2021 20:12:21.522763968 CEST 192.168.2.4 8.8.8.8 0x800 Standard query  widget.int A (IP address) IN (0x0001)
0) ercom.io

Sep 27, 2021 20:12:21.552498102 CEST 192.168.2.4 8.8.8.8 Oxb27f Standard query  www.pinter A (IP address) IN (0x0001)
0) est.com

Sep 27, 2021 20:12:22.057815075 CEST 192.168.2.4 8.8.8.8 Ox4ch2 Standard query  i.pinimg.com A (IP address) IN (0x0001)
0

Sep 27, 2021 20:12:22.063308001 CEST 192.168.2.4 8.8.8.8 0x7b76 Standard query  v.pinimg.com A (IP address) IN (0x0001)
0

Sep 27, 2021 20:12:22.183686018 CEST 192.168.2.4 8.8.8.8 Oxe7e Standard query  js.interco A (IP address) IN (0x0001)
0) mcdn.com

Sep 27, 2021 20:12:23.883426905 CEST 192.168.2.4 8.8.8.8 0x96fe Standard query  api-iam.in A (IP address) IN (0x0001)
0) tercom.io

Sep 27, 2021 20:12:24.725976944 CEST 192.168.2.4 8.8.8.8 0x9aeb Standard query  nexus-webs A (IP address) IN (0x0001)
0) ocket-a.in

tercom.io

Sep 27, 2021 20:12:26.555583000 CEST 192.168.2.4 8.8.8.8 0xf172 Standard query  media.gets A (IP address) IN (0x0001)
0) itecontrol.com

Sep 27, 2021 20:12:26.801471949 CEST 192.168.2.4 8.8.8.8 Oxddle Standard query  dash.getsi A (IP address) IN (0x0001)
0) tecontrol.com

Sep 27, 2021 20:12:32.191617012 CEST 192.168.2.4 8.8.8.8 0xb79b Standard query  static.int A (IP address) IN (0x0001)
(0) ercomassets.com
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DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Sep 27, 2021 8.8.8.8 192.168.2.4 0x954 No error (0) viewstripo.email 52.208.21.62 A (IP address)  IN (0x0001)
20:11:08.298285961

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0x2e91 No error (0) clients2.g clients.l.google.com CNAME IN (0x0001)
20:11:08.308732986 oogle.com (Canonical

CEST name)

Sep 27, 2021 8.8.8.8 192.168.2.4 0x2e91 No error (0) clients.l. 172.217.168.46 A (IP address)  IN (0x0001)
20:11:08.308732986 google.com

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0x484e No error (0) accounts.g 172.217.168.13 A (IP address)  IN (0x0001)
20:11:08.315670013 oogle.com

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0x9d5d No error (0) rgymgh.str 88.198.149.13 A (IP address)  IN (0x0001)
20:11:10.027303934 ipocdn.email

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0x9d5d No error (0) rqymah.str 78.47.111.159 A (IP address)  IN (0x0001)
20:11:10.027303934 ipocdn.email

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0xc5c8 No error (0) ety.stripo 88.198.149.13 A (IP address)  IN (0x0001)
20:11:10.027338028 cdn.email

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0xc5c8 No error (0) ety.stripo 78.47.111.159 A (IP address)  IN (0x0001)
20:11:10.027338028 cdn.email

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0x9a9d No error (0) viewstripo.email 52.208.21.62 A (IP address)  IN (0x0001)
20:11:10.949487925

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 Oxfecf No error (0) keegagrves.buzz 104.21.70.171 A (IP address)  IN (0x0001)
20:11:14.942923069

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 Oxfecf No error (0) keegagrves.buzz 172.67.138.6 A (IP address)  IN (0x0001)
20:11:14.942923069

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0xf4c2 No error (0) code.jgquery.com cds.s5x3j6g5.hwedn.net CNAME IN (0x0001)
20:11:15.322771072 (Canonical

CEST name)

Sep 27, 2021 8.8.8.8 192.168.2.4 0x3ed5 No error (0) kit.fontaw kit.fontawesome.com.cdn. CNAME IN (0x0001)
20:11:15.333561897 esome.com cloudflare.net (Canonical

CEST name)

Sep 27, 2021 8.8.8.8 192.168.2.4 Oxfdad No error (0) maxcdn.boo 104.18.11.207 A (IP address)  IN (0x0001)
20:11:15.349700928 tstrapcdn.com

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 Oxfdad No error (0) maxcdn.boo 104.18.10.207 A (IP address)  IN (0x0001)
20:11:15.349700928 tstrapcdn.com

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 Oxa7dl No error (0) gstaticads 172.217.168.67 A (IP address)  IN (0x0001)
20:11:15.470504999 sl.l.google.com

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0xe693 No error (0) ka-f.fonta ka- CNAME IN (0x0001)
20:11:15.524849892 wesome.com f.fontawesome.com.cdn.cl (Canonical

CEST oudflare.net name)

Sep 27, 2021 8.8.8.8 192.168.2.4 0xc657 No error (0) cdnjs.clou 104.16.19.94 A (IP address)  IN (0x0001)
20:11:15.532879114 dflare.com

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0xc657 No error (0) cdnjs.clou 104.16.18.94 A (IP address)  IN (0x0001)
20:11:15.532879114 dflare.com

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 Oxdfd3 No error (0) shopget24.com 104.219.248.46 A (IP address)  IN (0x0001)
20:11:15.533453941

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0x68e4 Name error (3) shopget24.org  none none A (IP address)  IN (0x0001)
20:11:15.688076019

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0x5d04 No error (0) a.nel.clou 35.190.80.1 A (IP address)  IN (0x0001)
20:11:17.446990967 dflare.com

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 Oxcab5 No error (0) shopget24.com 104.219.248.46 A (IP address)  IN (0x0001)
20:11:19.205661058

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 Oxf7ae Name error (3) shopget24.org  none none A (IP address)  IN (0x0001)
20:11:19.215132952

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0x2990 No error (0) keegagrves.buzz 172.67.138.6 A (IP address)  IN (0x0001)
20:11:20.577238083

CEST
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Sep 27, 2021 8.8.8.8 192.168.2.4 0x2990 No error (0) keegagrves.buzz 104.21.70.171 A (IP address)  IN (0x0001)
20:11:20.577238083
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0x3884 No error (0) stripo.email 52.31.238.44 A (IP address)  IN (0x0001)
20:11:20.886513948
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0x6al7 No error (0) clients2.g googlehosted.l.googleuse CNAME IN (0x0001)
20:11:21.306904078 oogleuserc rcontent.com (Canonical
CEST ontent.com name)
Sep 27, 2021 8.8.8.8 192.168.2.4 0x6al7 No error (0) googlehost 172.217.168.1 A (IP address)  IN (0x0001)
20:11:21.306904078 ed.l.googl!
CEST euserconte

nt.com
Sep 27, 2021 8.8.8.8 192.168.2.4 0x9ca3 No error (0) stripo-cdn d1xvedzy7ijc09.cloudfront CNAME IN (0x0001)
20:11:21.406153917 .stripo.email .net (Canonical
CEST name)
Sep 27, 2021 8.8.8.8 192.168.2.4 0x9ca3 No error (0) dlxvedzy7i 13.224.84.109 A (IP address)  IN (0x0001)
20:11:21.406153917 jc09.cloud
CEST front.net
Sep 27, 2021 8.8.8.8 192.168.2.4 0x9ca3 No error (0) dixvedzy7i 13.224.84.40 A (IP address)  IN (0x0001)
20:11:21.406153917 jc09.cloud
CEST front.net
Sep 27, 2021 8.8.8.8 192.168.2.4 0x9ca3 No error (0) dixvedzy7i 13.224.84.7 A (IP address)  IN (0x0001)
20:11:21.406153917 jc09.cloud
CEST front.net
Sep 27, 2021 8.8.8.8 192.168.2.4 0x9ca3 No error (0) d1lxvedzy7i 13.224.84.110 A (IP address)  IN (0x0001)
20:11:21.406153917 jc09.cloud
CEST front.net
Sep 27, 2021 8.8.8.8 192.168.2.4 Oxfac4 No error (0) fonts.cdnf 172.67.172.36 A (IP address)  IN (0x0001)
20:11:21.406302929 onts.com
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 Oxfac4 No error (0) fonts.cdnf 104.21.47.193 A (IP address)  IN (0x0001)
20:11:21.406302929 onts.com
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0x1b9 No error (0) s.w.org 192.0.77.48 A (IP address)  IN (0x0001)
20:11:21.861673117
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0x8756 No error (0) i.ytimg.com 172.217.168.22 A (IP address)  IN (0x0001)
20:11:22.448787928
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0x8756 No error (0) i.ytimg.com 172.217.168.54 A (IP address)  IN (0x0001)
20:11:22.448787928
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0x8756 No error (0) i.ytimg.com 172.217.168.86 A (IP address)  IN (0x0001)
20:11:22.448787928
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0x8756 No error (0) i.ytimg.com 142.250.203.118 A (IP address)  IN (0x0001)
20:11:22.448787928
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0x8756 No error (0) i.ytimg.com 216.58.215.246 A (IP address)  IN (0x0001)
20:11:22.448787928
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0x6d02 No error (0) secure.esp 99.80.225.191 A (IP address)  IN (0x0001)
20:11:22.454276085 utnik.com
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0x6d02 No error (0) secure.esp 52.214.40.3 A (IP address)  IN (0x0001)
20:11:22.454276085 utnik.com
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0x8214 No error (0) d.plerdy.com 104.26.14.92 A (IP address)  IN (0x0001)
20:11:22.503093004
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0x8214 No error (0) d.plerdy.com 104.26.15.92 A (IP address)  IN (0x0001)
20:11:22.503093004
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0x8214 No error (0) d.plerdy.com 172.67.73.224 A (IP address)  IN (0x0001)
20:11:22.503093004
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0xf9be No error (0) |.getsitec gscwidgets2.b-cdn.net CNAME IN (0x0001)
20:11:22.587032080 ontrol.com (Canonical
CEST name)
Sep 27, 2021 8.8.8.8 192.168.2.4 0xf9be No error (0) gscwidgets2.b- 89.187.165.193 A (IP address)  IN (0x0001)
20:11:22.587032080 cdn.net
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0xf656 No error (0) www-google 172.217.168.40 A (IP address)  IN (0x0001)
20:11:22.642785072 tagmanager
CEST .l.google.com
Sep 27, 2021 8.8.8.8 192.168.2.4 0x7370 No error (0) cdn.amplit 54.230.9.145 A (IP address)  IN (0x0001)
20:11:22.667898893 ude.com
CEST
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Sep 27, 2021 8.8.8.8 192.168.2.4 0x7370 No error (0) cdn.amplit 54.230.9.42 A (IP address)  IN (0x0001)
20:11:22.667898893 ude.com

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0x7370 No error (0) cdn.amplit 54.230.9.133 A (IP address)  IN (0x0001)
20:11:22.667898893 ude.com

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0x7370 No error (0) cdn.amplit 54.230.9.11 A (IP address)  IN (0x0001)
20:11:22.667898893 ude.com

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0x965 No error (0) esputnik.com 63.33.134.133 A (IP address)  IN (0x0001)
20:11:22.783963919

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0x965 No error (0) esputnik.com 34.248.40.9 A (IP address)  IN (0x0001)
20:11:22.783963919

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0x3f49 No error (0) pics.esput 163.172.69.196 A (IP address)  IN (0x0001)
20:11:22.795658112 nik.com

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0xfb36 No error (0) ajax.aspne mscomajax.vo.msecnd.ne CNAME IN (0x0001)
20:11:22.808664083 tcdn.com t (Canonical

CEST name)

Sep 27, 2021 8.8.8.8 192.168.2.4 0x4255 No error (0) cdn.firstp d2ycxbs0cq3yaz.cloudfro CNAME IN (0x0001)
20:11:23.015738010 romoter.com nt.net (Canonical

CEST name)

Sep 27, 2021 8.8.8.8 192.168.2.4 0x4255 No error (0) d2ycxbsOcq 13.33.48.27 A (IP address)  IN (0x0001)
20:11:23.015738010 3yaz.cloud

CEST front.net

Sep 27, 2021 8.8.8.8 192.168.2.4 0x4255 No error (0) d2ycxbsOcq 13.33.48.94 A (IP address)  IN (0x0001)
20:11:23.015738010 3yaz.cloud

CEST front.net

Sep 27, 2021 8.8.8.8 192.168.2.4 0x4255 No error (0) d2ycxbsOcq 13.33.48.34 A (IP address)  IN (0x0001)
20:11:23.015738010 3yaz.cloud

CEST front.net

Sep 27, 2021 8.8.8.8 192.168.2.4 0x4255 No error (0) d2ycxbsOcq 13.33.48.31 A (IP address)  IN (0x0001)
20:11:23.015738010 3yaz.cloud

CEST front.net

Sep 27, 2021 8.8.8.8 192.168.2.4 0x33a2 No error (0) c.plerdy.com 172.67.73.224 A (IP address)  IN (0x0001)
20:11:23.805670977

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0x33a2 No error (0) c.plerdy.com 104.26.14.92 A (IP address)  IN (0x0001)
20:11:23.805670977

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0x33a2 No error (0) c.plerdy.com 104.26.15.92 A (IP address)  IN (0x0001)
20:11:23.805670977

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0x31f No error (0) www-google- 172.217.168.78 A (IP address)  IN (0x0001)
20:11:25.201729059 analytics

CEST .l.google.com

Sep 27, 2021 8.8.8.8 192.168.2.4 0xcof No error (0) rum-static 104.20.21.239 A (IP address)  IN (0x0001)
20:11:25.334717989 .pingdom.net

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0xcof No error (0) rum-static 104.20.20.239 A (IP address)  IN (0x0001)
20:11:25.334717989 .pingdom.net

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0xc2f3 No error (0) connect.fa scontent.xx.fbcdn.net CNAME IN (0x0001)
20:11:25.335141897 cebook.net (Canonical

CEST name)

Sep 27, 2021 8.8.8.8 192.168.2.4 0xc2f3 No error (0) scontent.x 157.240.17.15 A (IP address)  IN (0x0001)
20:11:25.335141897 x.focdn.net

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0x7733 No error (0) s.pinimg.com s-pinimg- CNAME IN (0x0001)
20:11:25.335639000 com.gslb.pinterest.com (Canonical

CEST name)

Sep 27, 2021 8.8.8.8 192.168.2.4 0x7733 No error (0) s-pinimg-c 2-01-37d2- CNAME IN (0x0001)
20:11:25.335639000 om.gslb.pi 0006.cdx.cedexis.net (Canonical

CEST nterest.com name)

Sep 27, 2021 8.8.8.8 192.168.2.4 Oxe40e No error (0) www.google 142.250.203.110 A (IP address)  IN (0x0001)
20:11:25.436964989 optimize.com

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0x19b7 No error (0) g.quora.com 18.205.51.212 A (IP address)  IN (0x0001)
20:11:25.485032082

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0x19b7 No error (0) g.quora.com 3.224.194.150 A (IP address)  IN (0x0001)
20:11:25.485032082

CEST

Sep 27, 2021 8.8.8.8 192.168.2.4 0x19b7 No error (0) g.quora.com 18.215.205.165 A (IP address)  IN (0x0001)
20:11:25.485032082

CEST
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Timestamp Source IP

Sep 27, 2021
20:11:25.485032082
CEST

8.8.8.8

Sep 27, 2021
20:11:25.485032082
CEST

8.8.8.8

Sep 27, 2021
20:11:25.485032082
CEST

8.8.8.8

Sep 27, 2021
20:11:25.485032082
CEST

8.8.8.8

Sep 27, 2021
20:11:26.362864017
CEST

8.8.8.8

Sep 27, 2021
20:11:26.362864017
CEST

8.8.8.8

Sep 27, 2021
20:11:26.452986002
CEST

8.8.8.8

Sep 27, 2021
20:11:26.452986002
CEST

8.8.8.8

Sep 27, 2021 8.8.8.8
20:11:26.452986002

CEST

Sep 27, 2021 8.8.8.8
20:11:26.452986002

CEST

Sep 27, 2021
20:11:26.452986002
CEST

8.8.8.8

Sep 27, 2021
20:11:26.626828909
CEST

8.8.8.8

Sep 27, 2021
20:11:26.626828909
CEST

8.8.8.8

Sep 27, 2021
20:11:26.645293951
CEST

Sep 27, 2021
20:11:26.645293951
CEST

Sep 27, 2021
20:11:26.645293951
CEST

Sep 27, 2021
20:11:26.645293951
CEST

Sep 27, 2021
20:11:26.645293951
CEST

Sep 27, 2021
20:11:26.645293951
CEST

Sep 27, 2021
20:11:26.645293951
CEST

Sep 27, 2021
20:11:26.677503109
CEST

Sep 27, 2021
20:11:26.693633080
CEST

Sep 27, 2021
20:11:26.693633080
CEST

Sep 27, 2021
20:11:26.693633080
CEST

Sep 27, 2021
20:11:26.726829052
CEST

Sep 27, 2021
20:11:28.709419966
CEST

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8
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Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x19b7

0x19b7

0x19b7

0x19b7

0x5b4b

0x5b4b

0x6973

0x6973

0x6973

0x6973

0x6973

0x5973

0x5973

Oxbfe4

Oxbfe4

Oxbfe4

Oxbfe4

Oxbfe4

Oxbfe4

Oxbfed

Oxaaa4

0x6982

0x6982

0x6982

0x72f0

0x45fa

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

g.quora.com

g.quora.com

g.quora.com

g.quora.com

s2.getsite
control.com

gscstatic2.b-cdn.net

gscstatic2.b-
cdn.net

stats.g.do stats.l.doubleclick.net

ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

www.facebo star-
ok.com mini.c10r.facebook.com

star-mini.
clor.faceb
ook.com

ct.pinterest.com www.pinterest.com

www.pinter
est.com

www-pinterest-
com.gslb.pinterest.com

www-pinterest-  2-01-37d2-
com.gslb.pintere 0018.cdx.cedexis.net
st.com

prod.pinte
rest.globa
|.map.fastly.net

prod.pinte
rest.globa
|.map.fastly.net
prod.pinte
rest.globa
|.map.fastly.net
prod.pinte
rest.globa
|.map.fastly.net
www.google
.com

dash.getsi
tecontrol.com

dash.getsi
tecontrol.com

dash.getsi
tecontrol.com

www.google.ch

a.plerdy.com

Address
3.225.133.12

3.225.115.141

34.230.123.66

3.230.50.184

89.187.165.193

142.250.145.154

142.250.145.155

142.250.145.157

142.250.145.156

157.240.17.35

151.101.0.84

151.101.64.84

151.101.128.84

151.101.192.84

172.217.168.36

52.2.182.207

52.1.253.186

52.22.21.117

216.58.215.227

172.67.73.224

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0Xx0001)

IN (0Xx0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Sep 27, 2021 8.8.8.8 192.168.2.4 0x45fa No error (0) a.plerdy.com 104.26.15.92 A (IP address)  IN (0x0001)
20:11:28.709419966
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0x45fa No error (0) a.plerdy.com 104.26.14.92 A (IP address)  IN (0x0001)
20:11:28.709419966
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0x94ch No error (0) rum-collector- prod-dem-collector-elb- CNAME IN (0x0001)
20:11:29.282187939 2.pingdom.net  611025824.eu-west- (Canonical
CEST 1.elb.amazonaws.com name)
Sep 27, 2021 8.8.8.8 192.168.2.4 0x94ch No error (0) prod-dem-c 34.254.140.182 A (IP address)  IN (0x0001)
20:11:29.282187939 ollector-elb-
CEST 611025824.eu-

west-1.elb.ama

zonaws.com
Sep 27, 2021 8.8.8.8 192.168.2.4 0x94ch No error (0) prod-dem-c 34.253.150.6 A (IP address)  IN (0x0001)
20:11:29.282187939 ollector-elb-
CEST 611025824.eu-

west-1.elb.ama

zonaws.com
Sep 27, 2021 8.8.8.8 192.168.2.4 0x94ch No error (0) prod-dem-c 54.170.123.185 A (IP address)  IN (0x0001)
20:11:29.282187939 ollector-elb-
CEST 611025824.eu-

west-1.elb.ama

zonaws.com
Sep 27, 2021 8.8.8.8 192.168.2.4 0x5b18 No error (0) stripo.email 52.31.238.44 A (IP address)  IN (0x0001)
20:11:30.487808943
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0x51e9 No error (0) stripo-cdn d1xvedzy7ijc09.cloudfront CNAME IN (0x0001)
20:11:30.488934040 .stripo.email .net (Canonical
CEST name)
Sep 27, 2021 8.8.8.8 192.168.2.4 0x51e9 No error (0) d1lxvedzy7i 13.224.84.7 A (IP address)  IN (0x0001)
20:11:30.488934040 jc09.cloud
CEST front.net
Sep 27, 2021 8.8.8.8 192.168.2.4 0x51e9 No error (0) d1lxvedzy7i 13.224.84.110 A (IP address)  IN (0x0001)
20:11:30.488934040 jc09.cloud
CEST front.net
Sep 27, 2021 8.8.8.8 192.168.2.4 0x51e9 No error (0) d1lxvedzy7i 13.224.84.40 A (IP address)  IN (0x0001)
20:11:30.488934040 jc09.cloud
CEST front.net
Sep 27, 2021 8.8.8.8 192.168.2.4 0x51e9 No error (0) dixvedzy7i 13.224.84.109 A (IP address)  IN (0x0001)
20:11:30.488934040 jc09.cloud
CEST front.net
Sep 27, 2021 8.8.8.8 192.168.2.4 0x7064 No error (0) i.ytimg.com 172.217.168.22 A (IP address)  IN (0x0001)
20:11:31.093910933
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0x7064 No error (0) i.ytimg.com 172.217.168.54 A (IP address)  IN (0x0001)
20:11:31.093910933
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0x7064 No error (0) i.ytimg.com 172.217.168.86 A (IP address)  IN (0x0001)
20:11:31.093910933
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0x7064 No error (0) i.ytimg.com 142.250.203.118 A (IP address)  IN (0x0001)
20:11:31.093910933
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0x7064 No error (0) i.ytimg.com 216.58.215.246 A (IP address)  IN (0x0001)
20:11:31.093910933
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0x51cc No error (0) push.esput 52.214.40.3 A (IP address)  IN (0x0001)
20:11:38.143524885 nik.com
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0x51cc No error (0) push.esput 99.80.225.191 A (IP address)  IN (0x0001)
20:11:38.143524885 nik.com
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0x3f6e No error (0) www.youtub youtube-ui.l.google.com CNAME IN (0x0001)
20:12:15.307210922 e.com (Canonical
CEST name)
Sep 27, 2021 8.8.8.8 192.168.2.4 0x3f6e No error (0) youtube-ui 172.217.168.78 A (IP address)  IN (0x0001)
20:12:15.307210922 .l.google.com
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0x3f6e No error (0) youtube-ui 142.250.203.110 A (IP address)  IN (0x0001)
20:12:15.307210922 .l.google.com
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0x3f6e No error (0) youtube-ui 216.58.215.238 A (IP address)  IN (0x0001)
20:12:15.307210922 .l.google.com
CEST
Sep 27, 2021 8.8.8.8 192.168.2.4 0x3f6e No error (0) youtube-ui 172.217.168.14 A (IP address)  IN (0x0001)
20:12:15.307210922 .l.google.com
CEST
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Timestamp

Sep 27, 2021
20:12:15.307210922
CEST

Sep 27, 2021
20:12:17.492271900
CEST

Sep 27, 2021
20:12:17.492271900
CEST

Sep 27, 2021
20:12:17.492271900
CEST

Sep 27, 2021
20:12:17.492271900
CEST

Sep 27, 2021
20:12:17.492271900
CEST

Sep 27, 2021
20:12:18.081684113
CEST

Sep 27, 2021
20:12:18.130923033
CEST

Sep 27, 2021
20:12:18.130923033
CEST

Sep 27, 2021
20:12:18.755933046
CEST

Sep 27, 2021
20:12:18.755933046
CEST

Sep 27, 2021
20:12:20.921237946
CEST

Sep 27, 2021
20:12:20.921237946
CEST

Sep 27, 2021
20:12:20.934719086
CEST

Sep 27, 2021
20:12:21.274935007
CEST

Sep 27, 2021
20:12:21.544698954
CEST

Sep 27, 2021
20:12:21.544698954
CEST

Sep 27, 2021
20:12:21.544698954
CEST

Sep 27, 2021
20:12:21.544698954
CEST

Sep 27, 2021
20:12:21.578700066
CEST

Sep 27, 2021
20:12:21.578700066
CEST

Sep 27, 2021
20:12:22.088478088
CEST

Sep 27, 2021
20:12:22.088478088
CEST

Sep 27, 2021
20:12:22.088596106
CEST

Sep 27, 2021
20:12:22.088596106
CEST

Sep 27, 2021
20:12:22.207896948
CEST
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Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x3f6e

0xfc59

0xfc59

0xfc59

0xfc59

0xfc59

Oxdecc

0x7748

0x7748

0x8d28

0x8d28

Oxeef3

Oxeef3

0xb802

Oxa2a4

0x800

0x800

0x800

0x800

0xb27f

0xb27f

0x7b76

0x7b76

0Ox4cb2

Ox4ch2

Oxe7e

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

youtube-ui
.l.google.com

cdn-ckedit
or.stripo.email

d2qqiyiyhq
blxe.cloud
front.net

d2qqiyiyhq
bixe.cloud
front.net

d2qqiyiyhq
blxe.cloud
front.net
d2qqiyiyhq
bilxe.cloud
front.net

googleads.
g.doubleclick.net

static.dou
bleclick.net

static-dou
bleclick-n
et.l.google.com

yt3.ggpht.com

photos-ugc
.L.googleu
sercontent.com

hpy.stripo
cdn.email

hpy.stripo
cdn.email

gstaticads
sl.l.google.com

stripo.email

widget.int
ercom.io

widget.int
ercom.io

widget.int
ercom.io

widget.int
ercom.io

www.pinter
est.com

www-pinterest-
com.gslb.pintere
st.com

V.pinimg.com

v.pinimg.c
om.gslb.pi
nterest.com

i.pinimg.com

i.pinimg.c
om.gslb.pi
nterest.com

js.interco
mcdn.com

CName

d2qqiyiyhgblxe.cloudfron
t.net

static-doubleclick-
net.l.google.com

photos-
ugc.l.googleusercontent.c
om

www-pinterest-
com.gslb.pinterest.com

2-01-37d2-
0018.cdx.cedexis.net

v.pinimg.com.gslb.pintere
st.com

2-01-37d2-
0007.cdx.cedexis.net

i.pinimg.com.gslb.pinteres
t.com

2-01-37d2-
0004.cdx.cedexis.net

Address
172.217.168.46

52.84.140.33

52.84.140.11

52.84.140.12

52.84.140.7

172.217.168.34

172.217.168.6

172.217.168.1

88.198.149.13

78.47.111.159

172.217.168.67

52.31.238.44

13.224.84.84

13.224.84.3

13.224.84.10

13.224.84.77

52.84.140.61

Type
A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Page 48 of 51



Timestamp Source IP

Sep 27, 2021
20:12:22.207896948
CEST

8.8.8.8

Sep 27, 2021
20:12:22.207896948
CEST

8.8.8.8

Sep 27, 2021
20:12:22.207896948
CEST

8.8.8.8

Sep 27, 2021
20:12:23.897694111
CEST

8.8.8.8

Sep 27, 2021
20:12:23.897694111
CEST

8.8.8.8

Sep 27, 2021
20:12:24.743767977
CEST

8.8.8.8

Sep 27, 2021 8.8.8.8
20:12:24.743767977

CEST

Sep 27, 2021
20:12:24.743767977
CEST

8.8.8.8

Sep 27, 2021
20:12:26.586534977
CEST

8.8.8.8

Sep 27, 2021 8.8.8.8
20:12:26.586534977

CEST

Sep 27, 2021
20:12:26.814790964
CEST

8.8.8.8

Sep 27, 2021
20:12:26.814790964
CEST

8.8.8.8

Sep 27, 2021 8.8.8.8
20:12:26.814790964

CEST

Sep 27, 2021
20:12:32.215651035
CEST

Sep 27, 2021
20:12:32.215651035
CEST

Sep 27, 2021
20:12:32.215651035
CEST

Sep 27, 2021
20:12:32.215651035
CEST

Sep 27, 2021
20:12:32.215651035
CEST

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

HTTP Request Dependency Graph

e shopget24.com

Code Manipulations

Statistics

Behavior

Copyright Joe Security LLC 2021

Trans ID

Oxe7e

Oxe7e

Oxe7e

0x96fe

0x96fe

0x9aeb

0x9aeb

0x9aeb

0xf172

0xf172

Oxddle

Oxddle

Oxddle

0xb79b

0xb79b

0xb79b

0xb79b

0xb79b

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

js.interco
mcdn.com

js.interco
mcdn.com

js.interco
mcdn.com

api-iam.in
tercom.io

api-iam.in
tercom.io

nexus-webs
ocket-a.in
tercom.io

nexus-webs
ocket-a.in
tercom.io

nexus-webs
ocket-a.in
tercom.io

media.gets
itecontrol.com

gscmedia.b-cdn.net

gscmedia.b-
cdn.net

dash.getsi
tecontrol.com

dash.getsi
tecontrol.com

dash.getsi
tecontrol.com

static.int
ercomasset
s.com

d2065cca9q
i4ey.cloud
front.net

d2065cca9q
i4ey.cloud
front.net

d2065cca9q
i4ey.cloud
front.net

d2065cca9q
i4ey.cloud
front.net

d2065cca9qidey.cloudfro
nt.net

Address
52.84.140.76

52.84.140.95

52.84.140.69

75.2.88.188

99.83.219.81

34.237.73.95

35.174.127.31

35.170.0.145

89.187.165.193

52.22.21.117

52.1.253.186

52.2.182.207

13.33.48.7

13.33.48.59

13.33.48.102

13.33.48.98

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0Xx0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)
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@ Click to jump to process

System Behavior

Analysis Process: chrome.exe PID: 6688 Parent PID: 612

General

Start time: 20:11:02

Start date: 27/09/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automat

ion ‘https://viewstripo.email/template/d344d8c0-9b03-4cc6-b3e0-89285eh82082"

Imagebase: 0x7ff609c80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low
File Activities Show Windows behavior
Registry Activities Show Windows behavior

Key Value Modified

Analysis Process: chrome.exe PID: 6856 Parent PID: 6688

General

Start time: 20:11:03

Start date: 27/09/2021

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1616,7430414823550753993,13542
526025079458087,131072 --lang=en-GB --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1732 /prefetch:8

Imagebase: 0x7ff609¢80000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Activities Show Windows behavior

Analysis Process: chrome.exe PID: 5668 Parent PID: 6688

General

Start time: 20:12:18
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Start date:
Path:
Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

27/09/2021
C:\Program Files\Google\Chrome\Application\chrome.exe
false

'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
audio.mojom.AudioService --field-trial-handle=1616,7430414823550753993,135425260
25079458087,131072 --lang=en-GB --service-sandbox-type=audio --enable-audio-service-
sandbox --mojo-platform-channel-handle=6820 /prefetch:8

0x7ff609c80000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
false

false

C, C++ or other language

Reputation: low
Analysis Process: chrome.exe PID: 8540 Parent PID: 6688
General
Start time: 20:12:19
Start date: 27/09/2021
Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Registry Activities

Disassembly

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
video_capture.mojom.VideoCaptureService --field-trial-handle=1616,74304148235507
53993,13542526025079458087,131072 --lang=en-GB --service-sandbox-type=video_capture
--enable-audio-service-sandbox --mojo-platform-channel-handle=6800 /prefetch:8

0x7ff609c80000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

low

Show Windows behavior

Show Windows behavior

Joe Sandbox Cloud Basic 33.0.0 White Diamond
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