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Windows Analysis Report http://propmech.com

Overview

General Information Detection

Sample URL:  http:/fpropmech.com
Analysis ID: 491711

Infos: Q& ol

Most interesting Screenshot:

a

Score: 0
Range: 0-100
Whitelisted: false
Confidence: 80%

Process Tree

= System is wl0x64

. G chrome.exe (PID: 6940 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized --enable-automation 'http://propmech.com’ MD5:

C139654B5C1438A95B321BB01AD63EF6)

Signatures

No high impact signatures.

Classification

. G chrome.exe (PID: 7132 cmdline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=
1536,14164470860588638692,9598368937467251933,131072 --lang=en-GB --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1

760 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section
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There are no malicious signatures, click here to show all signatures

Mitre Att&ck Matrix

Initial Privilege  Defense Credential Lateral
Access Execution Persistence Escalation Evasion Access Discovery  Movement Collection Exfiltration
Valid Windows Path Process Masquerading oS System Remote Data from  Exfiltration
Accounts Management  Interception Injection Credential Service Services Local Over Other
Instrumentation Dumping  Discovery System Network
Medium
Default  Scheduled Boot or Boot or Process LSASS Application  Remote Data from  Exfiltration
Accounts Task/Job Logon Logon Injection Memory  Window Desktop Removable Over
Initialization Initialization Discovery Protocol Media Bluetooth
Scripts Scripts
Domain At (Linux) Logon Script Logon Obfuscated Files Security Query SMB/Windows Data from Automated
Accounts (Windows)  Script or Information Account Registry Admin Shares Network Exfiltration
(Windows) Manager Shared
Drive
Local At (Windows)  Logon Script Logon Binary Padding NTDS System Distributed Input Scheduled
Accounts (Mac) Script Network Component  Capture Transfer
(Mac) Configuration Object Model
Discovery

Behavior Graph

Behavior Graph
ID: 491711 MALICIOUS
URL: http://propmech.com SUSPICIOUS
Startdate: 27/09/2021
Architecture:  WINDOWS

UNKNOUUN
Score: 0

e

192.168.2.1 192.168.2.4, 443, 49228, 49285
unknown unknown 2 other IPs or domains started
unknown unknown

propmech.com c‘a
198.251.89.144, 443, 49769, 49770
PONYNETUS
United States ES

Screenshots
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Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

:] Home - PROPMECH CORPORAT! X
C & propmechcom

Chrome is being controlled by automated t

Services

Automation

24 hour parts & service
Vessel Repowering

4e

est 50

Home
About Us

History/ Timeline
Mission/Vision

Our People

Terms and Conditions

Boat design and building supervision

Propmechanics: Customer Training

Parts
Engines
Generators

Projects

Fishing Boat
arch Vessel

Multi-role Boat/Patrol Boat
Image gallery

« All about boats

« All about engines

s Tips and techniques
Newsletter

Contact

Links

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

hitp:/fpropmech.com
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Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http://https://propmech.com/images/services/automation/automation_2.jpg 0% Avira URL Cloud safe
http://https://propmech.com/vessel.html& 0% Avira URL Cloud safe
http://https://propmech.com/images/projects/research_vessel_icon.jpg 0% Avira URL Cloud safe
http://https://propmech.com/boat_design.htmi$ 0% Avira URL Cloud safe
http://https://propmech.com/images/services/engine_ins01.gif 0% Avira URL Cloud safe
http://https://propmech.com/loadPage.php 0% Avira URL Cloud safe
http://https://propmech.com/images/home/intrepidl.jpg 0% Avira URL Cloud safe
http://https://propmech.com/passenger.htmlPassenger 0% Avira URL Cloud safe
http://https://propmech.com/images/learn/learn_img2.jpg 0% Avira URL Cloud safe
http://propmech.com/ 0% Avira URL Cloud safe
http://https://propmech.com/images/about/aboutimg1.jpg 0% Avira URL Cloud safe
http://https://propmech.com/images/services/ser_3.jpg 0% Avira URL Cloud safe
http://https://propmech.com/images/gallery/image07.gif 0% Avira URL Cloud safe
http://https://propmech.com/research.html% 0% Avira URL Cloud safe
http://https://propmech.com/2 0% Avira URL Cloud safe
http://https://propmech.com/fishing.htmiFishing 0% Avira URL Cloud safe
http://https://propmech.com/images/projects/passenger_ferry.jpg 0% Avira URL Cloud safe
http://https://propmech.com/images/gallery/imagel11.gif 0% Avira URL Cloud safe
http://https://propmech.com/research.htmID 0% Avira URL Cloud safe
http://https://propmech.com/our_people.htmlOur 0% Avira URL Cloud safe
http://https://propmech.com/vessel.htmlVessel 0% Avira URL Cloud safe
http://https://propmech.com/boat_design.htmiBoat 0% Avira URL Cloud safe
http://https://propmech.com/images/gallery/image15.gif 0% Avira URL Cloud safe
http://https://propmech.com/images/projects/fishing.jpg 0% Avira URL Cloud safe
http://https://propmech.com/generators.htmlGenerators 0% Avira URL Cloud safe
http://https://propmech.com/images/services/ser_2.jpg 0% Avira URL Cloud safe
http://https://propmech.com/images/projects/engine.jpg 0% Avira URL Cloud safe
http://https://propmech.com/Home 0% Avira URL Cloud safe
http://https://propmech.com/images/services/train_03.jpg 0% Avira URL Cloud safe
http://https://propmech.com/images/services/vessel_02.jpg 0% Avira URL Cloud safe
http://https://propmech.com/initial.phpContact- 0% Avira URL Cloud safe
http://https://propmech.com/images/home/image3.jpg 0% Avira URL Cloud safe
http:i/https://propmech.com/images/services/boat_design_3.jpg 0% Avira URL Cloud safe
http:ifhttps://propmech.com/history.html# 0% Avira URL Cloud safe
http:/fhttps://propmech.com/images/gallery/image04.gif 0% Avira URL Cloud safe
http:i/https://propmech.com/yachts.html& 0% Avira URL Cloud safe
http:i/https://propmech.com/images/services/automation/automation_1.jpg 0% Avira URL Cloud safe
http://https://propmech.com/home.html$ 0% Avira URL Cloud safe
http:/fhttps://propmech.com/images/services/train_01.jpg 0% Avira URL Cloud safe
http://https://propmech.com/images/services/automation/automation_2_thumb.jpg 0% Avira URL Cloud safe
http://https://propmech.com/images/gallery/image14.gif 0% Avira URL Cloud safe
http://https://propmech.com/images/services/power_generators.gif 0% Avira URL Cloud safe
http:if https://propmech.com/generators.html$ 0% Avira URL Cloud safe
http://https://propmech.com/history.htmlAbout 0% Avira URL Cloud safe
http://https://propmech.com/passenger.htmi( 0% Avira URL Cloud safe
http://https://propmech.com/about.htmlAbout 0% Avira URL Cloud safe
http://https://propmech.com/images/projects/yachts.jpg 0% Avira URL Cloud safe
http://https://propmech.com/images/gallery/image10.gif 0% Avira URL Cloud safe
http://https://propmech.com/images/learn/learn_img1.gif 0% Avira URL Cloud safe
http://https://propmech.com/images/propmech-logo.png 0% Avira URL Cloud safe
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Source Detection Scanner Label Link

http://https://propmech.com/images/gallery/image19.gif 0% Avira URL Cloud safe
http://https://propmech.com/images/about/people_01.jpg 0% Avira URL Cloud safe
http://https://propmech.com/images/projects/gallery_icon.jpg 0% Avira URL Cloud safe
http://https://propmech.com/yachts.htmlYachts 0% Avira URL Cloud safe
http://https://propmech.com/images/greenheat_logo.png 0% Avira URL Cloud safe
http://https://propmech.com/images/services/automation/automation_3_thumb.jpg 0% Avira URL Cloud safe
http://https://propmech.com/images/learn/engine_icon.jpg 0% Avira URL Cloud safe
http://https://propmech.com/images/gallery/image18.gif 0% Avira URL Cloud safe
http://https://propmech.com/fishing.htmi( 0% Avira URL Cloud safe
http://https://propmech.com/learn.htmi% 0% Avira URL Cloud safe
http://https://propmech.com/passenger.htmIiBQ 0% Avira URL Cloud safe
http://https://propmech.com/vessel.htmlp 0% Avira URL Cloud safe
http://https://propmech.com/images/services/vessel_01.jpg 0% Avira URL Cloud safe
http://https://propmech.com/images/projects/generator.jpg 0% Avira URL Cloud safe
http://https://propmech.com/images/gallery/image08.gif 0% Avira URL Cloud safe
http://https://propmech.com/images/projects/yachts_icon.jpg 0% Avira URL Cloud safe
http://https://propmech.com/images/projects/fishing_icon.jpg 0% Avira URL Cloud safe
http://https://propmech.com/services.htmi( 0% Avira URL Cloud safe
http://https://propmech.com/images/projects/government_vessel.jpg 0% Avira URL Cloud safe
http://https://propmech.com/images/home/image4.jpg 0% Avira URL Cloud safe
http://https://propmech.com/images/services/boat_design_4.jpg 0% Avira URL Cloud safe
http://https://propmech.com/multi_role.htmIMulti-role 0% Avira URL Cloud safe
http://https://propmech.com/images/gallery/image03.gif 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name IP Active Malicious Antivirus Detection Reputation
accounts.google.com 172.217.168.13 true false high
clients.l.google.com 172.217.168.46 true false high
googlehosted.l.googleusercontent.com 172.217.168.1 true false high
propmech.com 198.251.89.144 true false unknown
clients2.googleusercontent.com unknown unknown false high
clients2.google.com unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation
http://https://propmech.com/images/services/automation/automation_2.jpg false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/projects/research_vessel_icon.jpg false e Avira URL Cloud: safe unknown
http://https://propmech.com/research.html false unknown
http://https://propmech.com/images/services/engine_ins01.gif false e Avira URL Cloud: safe unknown
http:{/https://propmech.com/ false unknown
http:{/https://propmech.com/boat_design.html false unknown
http:i/fhttps://propmech.com/images/home/intrepidl.jpg false e Avira URL Cloud: safe unknown
http:/fhttps://propmech.com/images/learn/learn_img2.jpg false e Avira URL Cloud: safe unknown
http:/fpropmech.com/ false e Avira URL Cloud: safe unknown
http:{/https://propmech.com/images/about/aboutimgl.jpg false e Avira URL Cloud: safe unknown
http:{fhttps://propmech.com/images/services/ser_3.jpg false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/gallery/image07.gif false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/projects/passenger_ferry.jpg false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/gallery/image11.gif false e Avira URL Cloud: safe unknown
http://https://propmech.com/vessel.html false unknown
http://https://propmech.com/images/gallery/image15.gif false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/projects/fishing.jpg false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/services/ser_2.jpg false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/projects/engine.jpg false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/services/train_03.jpg false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/services/vessel_02.jpg false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/home/image3.jpg false e Avira URL Cloud: safe unknown
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Name Malicious Antivirus Detection Reputation

http://https://propmech.com/images/services/boat_design_3.jpg false e Avira URL Cloud: safe unknown
http://https://propmech.com/generators.html false unknown
http://https://propmech.com/images/gallery/image04.gif false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/services/automation/automation_1.jpg false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/services/train_01.jpg false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/services/automation/automation_2_thumb.jpg false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/gallery/image14.gif false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/services/power_generators.gif false e Avira URL Cloud: safe unknown
http://https://propmech.com/home.html false unknown
http://https://propmech.com/multi_role.html false unknown
http://https://propmech.com/history.html false unknown
http://https://propmech.com/images/projects/yachts.jpg false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/gallery/image10.gif false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/learn/learn_img1.gif false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/propmech-logo.png false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/gallery/image19.gif false e Avira URL Cloud: safe unknown
http://https://propmech.com/customer_training.html false unknown
http://https://propmech.com/passenger.html false unknown
http://https://propmech.com/images/about/people_01.jpg false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/projects/gallery_icon.jpg false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/greenheat_logo.png false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/services/automation/automation_3_thumb.jpg false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/learn/engine_icon.jpg false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/gallery/image18.gif false e Avira URL Cloud: safe unknown
http://https://accounts.google.com/ListAccounts? false high
gpsia=1&source=ChromiumBrowser&json=standard
http://https://propmech.com/images/services/vessel_01.jpg false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/projects/generator.jpg false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/gallery/image08.gif false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/projects/yachts_icon.jpg false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/projects/fishing_icon.jpg false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/projects/government_vessel.jpg false e Avira URL Cloud: safe unknown
http://https://propmech.com/yachts.html false unknown
http://https://propmech.com/learn.html false unknown
http://https://propmech.com/images/home/image4.jpg false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/services/boat_design_4.jpg false e Avira URL Cloud: safe unknown
http://https://propmech.com/images/gallery/image03.gif false e Avira URL Cloud: safe unknown
URLs from Memory and Binaries
Contacted IPs
Public
P Domain Country Flag ASN ASN Name Malicious
172.217.168.1 googlehosted.l.googleuser United States = 15169 GOOGLEUS false
content.com
172.217.168.46 clients.l.google.com United States = 15169 GOOGLEUS false
172.217.168.13 accounts.google.com United States = 15169 GOOGLEUS false
239.255.255.250 unknown Reserved [+ unknown unknown false
198.251.89.144 propmech.com United States = 53667 PONYNETUS false
Private
P
192.168.2.1
192.168.2.4
192.168.2.5
127.0.0.1
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General Information

Joe Sandbox Version: 33.0.0 White Diamond
Analysis ID: 491711
Start date: 27.09.2021
Start time: 20:30:16
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 6m 49s
Hypervisor based Inspection enabled: false
Report type: light
Cookbook file name: browseurl.jbs
Sample URL: http://propmech.com
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 17
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: CLEAN
Classification: clean0.win@60/266@6/9

Cookbook Comments: Adjust boot time

Enable AMSI

Browse: https://propmech.com/initial.php
Browse: https://propmech.com/home.html
Browse: https://propmech.com/about.html
Browse: https://propmech.com/history.html
Browse: https://propmech.com/mission.html
Browse: https://propmech.com/our_people.html
Browse: https://propmech.com/automation.html
Browse: https://propmech.com/services.html
Browse: https://propmech.com/vessel.html
Browse: https://propmech.com/boat_design.html
Browse: https://propmech.com/marine_package.html
Browse: https://propmech.com/customer_training.html
Browse: https://propmech.com/parts.html
Browse: https://propmech.com/engine.html
Browse: https://propmech.com/generators.html
Browse: https://propmech.com/fishing.html
Browse: https://propmech.com/research.html
Browse: https://propmech.com/yachts.html
Browse: https://propmech.com/government.html
Browse: https://propmech.com/passenger.html
Browse: https://propmech.com/multi_role.html
Browse: https://propmech.com/gallery.html
Browse: https://propmech.com/learn.html

© © © o o © o © o 0 0 o 0 0 0 06 0 0 0 0 0 0 0 o o

Warnings: Show All

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

No context
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Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created |/ dropped Files

C:\Users\luser\AppData\Local\Google\Chrome\User Data\314392b8-9b87-400d-bdd3-7cfd7e48aa74.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

modified

174490

6.048457659558434

false
3072:S2d5xv5TawDZG6TsIVmlyzM3k6LXQCTpSaSAFchbXaflBOu1lGOImMA3iuRP:9dnvNawDcIRmUAU6LQCtScaqfllUOoSF
A1C9AD30A8FBF4294E9AA6248CF1C7FB

B55F11198D352EC93B147B694D55F6BO9ESCBB349
008E4F8102407FB5FOBE758FABESACF7C88157E1680FEAE6568C258DF8F3F05D
A59C82027660077229DDB1D013BE683432FC46423298823127152CF7CDFBD4E6F0A52831017B3F32CACABSEBOA3475A9CD2A86CEB23035E7D3E5853A7324F 761
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background™:{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.632767480796662e+12,"network":1.632767483e+12,"ticks":7210486908.0,"uncertainty":4755651.0}},"0os_crypt":{"encrypted_key"
"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIwloHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT4i8ZmIULzXX60EUPPqIYBIjSIOI
LGeiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmMDPpFnuCDMAAAAGEKmabufgFUSmMOzx4cW7Aup7spaps4DvabPrw
RgUGQSpRZvQkbO+yVH56WF9zMTtOAAAAAYRWLY Xjf7/AqYrFr0JZ6kbTiUto/2PKkCw7ntLtbN2grad713MeL4iNGDFggRIhWgsh/6w0gJzQxAfL6rdzxi"},"password
_manager":{"os_password_blank":true,"os_password_last_changed":"13245922715742729"},"plugins":{"metadata":{"adobe-flash-player":{"

C:\Users\user\AppData\Local\Google\Chrome\User Data\45a79ea4-eaa5-4546-b2aa-bf8d5baafcaé.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

182881

6.077669725560481

false
3072:fsY2d5xv5TawDZG6TsIVmlyzM3k6LXQCTpSaSAFcbXaflBOu1GOJmASiuRP:UzdnvNawDcIRmUAUGLQCtScaqfllUOoM
90AC01D3D033D03AF832FF8756069958

DD925DA9EA9D3F4B61CE241BC74A784597C1D47D
26B50561AD92A5465F26134798BD2AF05E65C04EC1760320F365C43C33B15D1D

23C87C0445143F2585EFDEED648047B0C5BB596690CB7BEA48B17DE9SE880353C2BABFEBCADCA23B1E22DFC2AD6C7AAEC964F39BC30AD3ESBBAOACSEL1424
587

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.632767480796662e+12,"network":1.632767483e+12,"ticks":7210486908.0,"uncertainty":4755651.0}},"os_crypt":{"encrypted_key"
"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIwIoHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT4I8ZmIUL1zXX60EUPPqIYBIjSIOI
LGeiMKilFJZDroAAAAAAGAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEKmabufgFUSmMOzx4cW7Aup7spgps4DvgbPrw

_manager":{"os_password_blank":true,"os_password_last_changed":"13245922715742729"},"plugins":{"metadata":{"adobe-flash-player":{"

C:\Users\user\AppData\Local\Google\Chrome\User Data\514el1c5e-b928-4638-aeal-7bf4c3e23be3.tmp
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C:\Users\user\AppData\Local\Google\Chrome\User Data\514el1c5e-b928-4638-aeal-7bf4c3e23be3.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 182879

Entropy (8bit):  6.077671089803019

Encrypted: false

SSDEEP: 3072:8nb2d5xv5TawDZG6TsIVmlyzM3k6LXQCTpSaSAFchXaflBOu1GOImAZiuRP:IgdnvNawDcIRmUAU6LQCtScaqgfluOoM

MDS5: 1509761ED333BBB63F6092A8F53FFB41

SHA1L: 79CDF5D63D82A06F37F22EFC07C5E9B57FF0748A

SHA-256: A1B0593F197B27944513B26A3F36998A98D4592E3A261C4A78B957EAF20149B7

SHA-512: DOF9AC997348686B1DD6A8F3BC86685EC80548D2CC41BFC8B8B28913B55E115FEB4691B2274843ABE6GEC10825337332418A85973EEF51032501BADC8D7938063
Malicious: false

Reputation: low

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.632767480796662e+12,"network":1.632767483e+12,"ticks":7210486908.0,"uncertainty":4755651.0}},"os_crypt":{"encrypted_key"
"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIWIOHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT4I8ZMIUL1zXX60EUpPqIYBIjSIOI
LGeiMKilFJZDroAAAAAAGAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEkmabufgFUSmMOzx4cW7Aup7spgps4DvgbPrw
RgUGQSpRZvQkbO+yVH56WFIzMTtOAAAAAYRWLY Xjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2qgrad713MeL4iNGDFgqRIhWgsbh/6w0gJzQxAfL6rdzxi"},"password
_manager":{"os_password_blank":true,"os_password_last_changed":"13245922715401452"},"plugins":{"metadata":{"adobe-flash-player":{"

C:\Users\luser\AppData\Local\Google\Chrome\User Data\54341b5d-d872-48c4-87ac-91dc88e04b8b.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 174396

Entropy (8bit):  6.048185650597993

Encrypted: false

SSDEEP: 3072:i2d5xv5TawDZG6TsIVmlyzM3k6LXQCTpSaSAFchbXaflBOu1GOJIJmA3iuRP:tdnvNawDcIRmUAU6LQCtScaqfllUOoSF

MD5: B2ECCABBF6E66411FEF068981FF35C37

SHA1: 1D3FD093F4C7732CDEGOAOODF26F0864EC1COAS7

SHA-256: DA41749F1C0276469D992573DDA4DB7986254BEAOEAFEA128CF7ACCC7671E2F4

SHA-512: 985F73B43CB422994B986DBEF5D1051ECOBF31D593A349A5AA15F8E89379A347D23F13123BCECOEAEAF50DF8184B1B4FF53A64CFE796F8139C047DAEABSOOEAL
D

Malicious: false

Reputation: low

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.632767480796662e+12,"network":1.632767483e+12,"ticks":7210486908.0,"uncertainty":4755651.0}},"os_crypt":{"encrypted_key"
"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIwloHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT4i8ZmIULzXX60EUPPqIYBIjSIOI
LGeiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEKmgbufgFUSmMOzx4cW7Aup7spaps4DvabPrw
RgUGQSpRZvQkbO+yVH56WF9zMTtOAAAAAYRWtY Xjf7/AqYrFr0JZ6kbTiUto/2PKkCw7ntLtbN2grad713MeL4iNGDFggRIhWgsh/6w0gJzQxAfLErdzxi"},"password
_manager":{"os_password_blank":true,"os_password_last_changed":"13245922715742729"},"plugins":{"metadata":{"adobe-flash-player":{"

C:\Users\user\AppData\Local\Google\Chrome\User Data\63dfe5f6-a7f7-4f64-a74b-1d158738f32a.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 182879

Entropy (8bit):  6.077670296648071

Encrypted: false

SSDEEP: 3072:8yh2d5xv5TawDZG6TsIVmlyzM3k6LXQCTpSaSAFcbXaflBOu1GOJmMAS3iuRP:1gdnvNawDcIRmUAUGLQCtScaqgfllUOoM
MD5: 8FF1E2A41CB119047BE72F82B03CC1A6

SHAL: DCCOF979C06C1EA1ED2DDA32023B02285655ADA1

SHA-256: FODB7D7251CBD2DC533ACFB9613564BF5D43783FB54E8D978CEA980B5B053D70

SHA-512: 945AB25930B4E4104034018F635004E1DE6F464B55CD939BE81AG561547006B8456E596A800CB14A67CE4508AFFF16163E5E246BBASE7D742A7D1ECF764FDB7B
Malicious: false

Reputation: low

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.632767480796662e+12,"network":1.632767483e+12,"ticks":7210486908.0, "uncertainty":4755651.0}},"os_crypt":{"encrypted_key"
"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIwIoHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT4Ai8ZmIUL1zXX60EUPPqIYBIjSIOI
LGeiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEKmabufgFUSmMOzx4cW7Aup7spgps4DvgbPrw

_manager":{"os_password_blank":true,"os_password_last_changed":"13245922715401452"},"plugins":{"metadata":{"adobe-flash-player":{"
C:\Users\user\AppData\Local\Google\Chrome\User Data\65b1ff94-a467-40bf-87a6-ddc82071392a.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\65b1ff94-a467-40bf-87a6-ddc82071392a.tmp

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

data

dropped

92724

3.7464118031194205

false

384: TTw/zxiMFhWjyN7rQvXt3QvFIHR4G8brWB/jxQFOV8rGHmMmxCtTfzwO9d/Ny1rKN:cqVI2Z884efrhpOnripKPhzdr
6C3FD4AD6BOFC7E32D263DAD14F2815B

A5FB83439866727F686F7E8626C75F3B124B8AB3
367572B6D7502ECE3E9965F768DB9213F1EF8A203138ED5BDCOFD4709BEE6GSFC

4969AF8D211DA7FES552CC94AAC16AD830130772AFAB3103813AAB379C694D2ED938C3185B8913E6A18COCB1BAS8A3ADIACT726144E7E9C112FA089C7C41566!
3

false
low
Oj.cevveen®.C.LP.R.O.G.R. A~ 1\ M.I.C.R.0.S.~.1.\.O f f.i.c.e.1.6\.G.R.O.0.V.E.EX...D.L.L..PL.[)...%.p.r.o.g.r.am.f.iles.%.\m..c.r.o.s.0.ft .officeloffic.e
.1.6.\.....g.r.o.ov.eex.dll..Micros.o.ft .Office. .2.0.1.6..*.Micr.o.s.0.ft .O.n.eD.r.iv.e. for. .B.us.ines.s. .Exte.ns.ions...16..0..47.11.10

.0.0....*...C.\.P.R.O.G.RA.~1\MIC.R.O.S.~1\.0.fficel6\GRO.O.V.EEX.D.LL...M.icros.o.ft .Co.rp.ora.tio.n..F8D..C.:\P.ro.g.ram. .F.iles\C.o
.m.m.o.n. .F.il.e.s\M..cr.o.s.oft .S.h.ared\O.F.FICE.16\ms.0shext.dlL.@...U/..%.comm.o.np.ro.g.ramfiles.%.\m.icro.s.o.ft .share.d\o.f
fic.e.l6.\...msoshext.dll..M.icros.oft Office.)..Micros.o.ft Office. .Shell Extension. Handlers....16..0..4.26.6..1.0.0.1...D...C
2\.P.ro.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\7066b6fe-5b06-42d4-8b19-121cba5ef906.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

174396

6.048186438754877

false
3072:m2d5xv5TawDZG6TsIVmlyzM3k6LXQCTpSaSAFchXaflBOu1GOJmAS3iuRP:xdnvNawDcIRmUAU6LQCtScaqfllUOoSF
8AEC1E61C18B9B1E6A9512559E1B5015

1014B4COEACBC7614518B178BD015A88D658B008
022420CDFCAECB84D061B4DAC752CA7666AF1E622B6B971BC74C4AEAAGF3ES37
081EB2AC5F36EB1D8DF4ASFAAS7E2023E51F70416F7B58BCD24B9AFEC362E5D5E5C8542ECBF7409248C264A37E77483476558602D1D96753F7552DFFBD76E9C
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{*local":1.632767480796662e+12,"network":1.632767483e+12,"ticks":7210486908.0,"uncertainty":4755651.0}},"os_crypt":{"encrypted_key"
"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIwloHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT4i8ZmIULZXX60EUPPqIYBIjSIOI
LGeiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmMDPpFnuCDMAAAAGEKmabufgFUSmMOzx4cW7Aup7spaps4DvabPrw
RgUGQSpRZvQkbO+yVH56WF9zMTtOAAAAAYRWLY Xjf7/AqYrFr0JZ6kbTiUto/2PKkCw7ntLtbN2grad713MeL4iNGDFggRIhWgsh/6w0gJzQxAfLErdzxi"},"password
_manager":{"os_password_blank":true,"os_password_last_changed":"13245922715742729"},"plugins":{"metadata":{"adobe-flash-player":{"

C:\Users\user\AppData\Local\Google\Chrome\User Data\7d693093-7eaa-4bfl-abcc-deb1619cd3c6.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

182881

6.077670573979351

false
3072:fQF2d5xv5TawDZG6TsIVmlyzM3k6LXQCTpSaSAFchXaflBOu1GOJmASiuRP:YO0dnvNawDcIRmUAUGLQCtScaqfllUOoM
56140D9210600423A4206E0EDF2F46C4

A54F3FB26194B46F622177F0C6D268990F5C3A2B
F18D9D8CIAIF1E2436F86E2F4762A08AE31F7825A4BE9775A45375D9FFC118AC
1A7355B7CAOF9C594480F762BDECB846473D73F3EA9153A02A27A6639DD0BB40BF4483298853251EF103F42292B623DB39042107B74273C760FEOE97FIBB092F
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.632767480796662e+12,"network":1.632767483e+12,"ticks":7210486908.0, "uncertainty":4755651.0}},"os_crypt":{"encrypted_key"
"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIwIoHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT4i8ZmIUL1zXX60EUPPqIYBIjSIOI
LGeiMKilFJZDroAAAAAAGAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEKmabufgFUSmMOzx4cW7Aup7spgps4DvgbPrw

_manager":{"os_password_blank":true,"os_password_last_changed":"13245922715742729"},"plugins":{"metadata":{"adobe-flash-player":{"

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

File Type: data
Category: dropped
Size (bytes): 120

Entropy (8bit):  3.3041625260016576

Encrypted: false

SSDEEP: 3:FkXwgs0oRL6twgs0oRL6twgsOoRLN:+taRL+taRL+taRLn

MDS5: E6C1693D9FOF6B6E878D098FBFDACI2A

SHA1L: D9D2708143B4A3BA5D14DFED59DCB6B88DF172D9

SHA-256: E9DA6B8F6549D084D8740EB4C25755989B057EBF4F36B5E526F34DFFAB7500CF

SHA-512: 19B28BFE66708B294AB033C2F87D219E1C29D4F9363AC92E89B9406F6E2ACB13AD5DF73DD7E163D1ADECOAF89C42DA112AE153EB23378EC29302F91192B7C5
9

Malicious: false

Reputation: low

Preview:
SAPC..vvcvicie UO..E.D.Q.0....5dPC.....ccceuerrrnne UO..E.D.Q.0....5dPC....cccceererrnne UO..E.D.Q.0....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\3ecbc5b9-2937-4934-bbe5-4c8438b144d4.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 5199

Entropy (8bit):  4.963038408517536

Encrypted: false

SSDEEP: 96:niLt5t9pIKIBR5KOIJCKLB+kdI1hbOTIVUHN:niLtTIpI9h4KIKCJI

MD5: DD6B96FE77C3754AFDOF08C9336AD17C

SHA1L: 074E0051289D301A1E403EC82E3803682A59BD16

SHA-256: OFDAF2849AD8C146F7E9E9720396A7BDF28E1B690C2742C8D5EE42AAFBD44890

SHA-512: 7D72EA384EC25410A1DB0676D7CDB8B1F0454624855FE9A2BE6C316E03B73222DB5273F49B990A133DA9496AAE16CI651CB1DCOAD71AL1ES38A1F194855FEFOC
Malicious: false

Reputation: low

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13277241078009368","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install*:21843,"data_reduction":{"daily_original_length™":[" "0","0" o0","0","0","0","0","0","0","0","0"
,"o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"","0","0","0","0", "0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"],"daily_recei

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\3fla432a-dbbc-4526-92bb-27472e4fa2a7.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 22601

Entropy (8bit):  5.536100477852938

Encrypted: false

SSDEEP: 384:gbitLLIS8X61kXqKf/pUZNCgVLH2HDXrUNHGX8NZAGSIILY4dV:VLII61kXqKf/ipUZNCgVLH2HfTrUXxG+n7
MDS5: 6903AADC1884526E2FA9011D8D472235

SHA1: 6B206792855C05DAF60A18926750D3CD4687F2BE

SHA-256: DOABAB6EOBFD6D96120EDF69A6A4FEAFG80E615EC18B14CC3BC2B90571979BB5

SHA-512: 7892EFA2A19C46EF491321065D273DAA6A5E82D5B23265A038A0339DF9809D87EF88A3EC806E1607EF608D84E3F855C5F7CE816FBO60A8ES998093B325824BBB
Malicious: false

Reputation: low

Preview:

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13277241077773643","location":5,"manifest":{"a
pp"{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls"["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3aDQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\547b5490-bb7{-46f0-911e-177a546ec122.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: modified

Size (bytes): 1924

Entropy (8bit): 4.863855515464291

Encrypted: false

SSDEEP: 48:Y2nzMK6gDHGXCtwWscZRLscUyKscDT3zscozMHzscdtbw:JnzMKxDHGXCO+ZJUjDTPwGfdtM
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\547b5490-bb7{-46f0-911e-177a546ec122.tmp

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

2407D7A92F683F00317A22FEE98E45B5
26B3C366575AF1103CC840B21A3B5AEFO6B914EA
1D770F7B26AC4AE4E6BCD1F35D72CA537CAB1471B895D2CB2841ED4073D3535D

FBCAEF6BEFFBOFD56FF5872B978A3FC43E2B57FAFA8A32821D9B138E2AAFEA969A256C0687059860FBA46DFADC46D149DD5976C6A6ACS57AABB11ED2ADASCE
577

false

low

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.google.com","supports_spdy":true},{"isolation":[],"server":"https://dns.google","suppor

ts_spdy":true},{"isolation™:[],"server":"https://redirector.gvtl.com","supports_spdy":true} {"isolation":[],"server":"https://fonts.googleapis.com","supports_spdy":true} {"isolatio
n":[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://apis.google
.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"is
olation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13279833082628476","port":443,"prot

ocol_str":"quic"}],"isolation™:[],"server":"https://accounts.google.com","supports_spdy":true} {"alternative_service":[{

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\5882e618-b76d-496c-86dd-448406f73d72.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

3473

4.884843136744451

false
96:6FGX0G70GhIGpyGzRDYLIEHYDBKGzUGaCGjHGESHG/OG6mhM:6Fe0i0sllyGzRDYLIEHYDBKSUpCQHISP
494384A177157C36E9017D1FFB39F0BF

CE5D9754A70CD84CEE77C9180DB92C69715BE105
07CFOA5189FAD30A4AA721F4F6DA1B15100991115833EACFALE2DC84A1B54337
BFBBOEECOCOB5D9E487047703BE49826321A4D249422E0C81E978E6C8A310F41C7B4B8F849229BA87484FDF4831DD6A98FF994DOFDASCE3D341CE615C15F2F1
false

low

"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248516607497410","port":443,"protocol_str":"quic"}],"isolation":
[,"network_stats":{"srtt":27387},"server":"https://www.gstatic.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324851660
7334226","port":443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":34287},"server":"https://ssl.gstatic.com","supports_spdy":true},{"alternative_service":[{"adverti
sed_versions":[],"expiration":"13248516607463627","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31787},"server":"https://fonts.gstatic.com","s
upports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248516607318875","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{

"srtt":23359},"server":"https://apis.google.com”,"supports_spdy":true} {"alternative_service":[{"advertised_versions":[],"expiration":"13248

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\5a690655-8bec-488b-914a-37ec60ccf969.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

16745

5.577098440202994

false
384:gbitalIS8X61kXqKf/[pUZNCgVLH2HfDXrUuGSiLY4I:ULIJ61kXgKf/ipUZNCgVLH2HfTrUb/cr
052C77904EC49FDBF5206087279209A4
E14670D10C4B6E4B22EF2775E51DA01452E66AA7
EF61AEC7D69BA1DAD29916A0EF591FF7FOAD39C5D9D0B727C14F2CA099FDO3AB

41C72AFEE4511B9D66BDDE18BDCA7B07B314EDF56CFFD6FIB3F28E3F29011CC28A8CC1F5C4B9303CCE7A8414777043B14B7C5D4878319BC722323D5AF6478L
B6

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13277241077773643","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKXPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\5fc88802-9f31-4470-a358-f0120c80350b.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22602

5.536484505114532

false
384:gbitLLIS8X61kXqKf/pUZNCgVLH2HIDXrUNHGG8NZAGSsxILY4+:VLIJ61kXqKf/pUZNCgVLH2HfTrUxGfnp
D631EA560DE12996489C22F8ABA6728F
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\5fc88802-9f31-4470-a358-f0120c80350b.tmp

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

3A9BEBOOF7E91C33COD4E2FBABE311EE2612B3C7

7796EBA5862CDC85FD16A77E63C48BOBD8C5F078D3D9F2F972D5F20256 C40F5F
8EBC4409253BD34D08D7BDF8CD3611B6519405C211894AD8B64C5F86E9CF4F067FCFD6216376905EAE3AFD802A83759DEC79D7D6CAFCBEIA335679E21407092
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13277241077773643","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\691bd09b-cc88-429f-acb2-474d356851ed.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5796

5.168832295665627

false

96:niLtzCIKIWAIKIB55k0JCKL8+kdILhbOTIVUHN:niLtGIQAILh4K9kCJ
7E7C633CEADOE1EB2433AE324F672CC8
02880D6434699F964FFF5E061E3251F72268DCB0O
F6A111F454AAA152964E8BA73B2DEC042E9C32167EDAOIAE33522473424B21A9
E6918B4EB387C662BD44EA2E6A72A060A89AA954A01F269C8295FBBIE97EFA31F432E39467133090D91534E50F5284EE7FB43824853ACBEB928229546BDA2501
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13277241078009368","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install':21843,"data_reduction":{"daily_original_length*:("0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,'o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"," ,"0","0","0", , '2042016"],"daily_recei

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\93e11d87-e015-44ca-9afd-573c87282f0e.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5797

5.168987119512319

false

96:niLtzCIKIWAIKIBr5k0JCKL8+kdI1hbOTIVUHN:NiLIGIQAI3h4KIkCJ
F5CCF5376E95135000280276EBE431D4
ADC63BDA8C4488F268E0E97E1687023E0E991D2B
946F2924514BE535298F443B99C1EC3DE99B6648D173565086B7E5A740D173D4
FDE7C6E25F632A4A819DF48E10ES58A87B24E1A6753D43FAFEF304F48492133B6C92B56876FESE8A05E10B32736ABOFD77987DCED3B968CE141FF536082A74C2|
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13277241078009368","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_le "work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":[*0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,'o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"],"daily_recei

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\97e2c13f-149e-4cec-af30-9c46e5fe1215.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5796

5.168832295665627

false

96:niLtzCIKIWAIKIBo5k0JCKL8+kdI1hbOTIVUHN:niLIGI9QAISh4K9KCJ
AA41DOAEFBSED4BF7229AC225FCBA23E
4ADE9DFDEDDB89BD90861C8FEDA3D219801BEA4AD
4EB4200626E0724A9D1420B9EB11384F2945969ABECD8DF17DFAADSF04B198EB
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\97e2c13f-149e-4cec-af30-9c46e5fe1215.tmp

SHA-512: OADO9F5E81D399230E88953CBC63E219130EFB01D22989B173B2DE73EE1DF17D322266C6939FDB91C8C8CC7B00F2D77C077CC4DCEG80BFEELC1IFD1A1525E3(
F

Malicious: false

Reputation: low

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13277241078009368","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":("0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"o","o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"),"daily_recei

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\9e360e75-addd-4fa7-8e05-ed67c583c8de.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 5824

Entropy (8bit):  5.173025909517024

Encrypted: false

SSDEEP: 96:niLtXxCIKIWAIKIBY5K0ICKL8+kdI1mbOTIVUHN:niLtY9QAIbh4K9kCg

MDS5: E7BDE218F473C7A549F953E9DC05B69D

SHAL: 610227F69B7CAFA78BDC469C032E2D44DAF19E43

SHA-256: 4BB975COE7003B10A947082A1D2F0D7597423545BBF76B1179F83AF1872C8BED

SHA-512: 2BC877396546648A50481ADDD6CB7D36B3CDDB677FO0E815C5CEC642B77C3AEEB61DA04BIFAL10105319A31472D162166264033BD33D7FOCBDF5F705E48BA81F
6

Malicious: false

Reputation: low

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13277241078009368","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install":
,'o","o","0","0","0","0","0","0","0","0","0","0","0","0"

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 334

Entropy (8bit):  5.192069119786651

Encrypted: false

SSDEEP: 6:mYCGS9+g2Pwkn23iKKdKIRXXTZIFUtpXCqdIZmwPXCLF39VkwOwkn23iKKdKIRX3:nCGS9+VvY5Kk7XT2FUtpXCaqdJ/PXCLNf
MD5: 2CAFABA875C8ADDDF555B4193FA4A743

SHA1L: 5CF44CFD85F8A8F6B4B072A4E5BICE2556E443E0

SHA-256: 59BA9E8D528068E02088DDC6A7BB327896D35B64BE350286062292AB3EC543CC

SHA-512: 7868B58DF70EB121C54AB40976E55D60E000E7C29853CDDB9911219429283148E0BCF5D70A0F3A90B7EA7AOEBA74F0B2A3B367872BAF338635EDIF4F8ES452BE
Malicious: false

Reputation: low

Preview:

2021/09/27-20:31:30.927 124c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
09/27-20:31:30.928 124c Recovering log #3.2021/09/27-20:31:30.929 124c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 334

Entropy (8bit):  5.192069119786651

Encrypted: false

SSDEEP: 6:mYCGS9+q2Pwkn23iKKAKIRXXTZIFUtpXCqdJZmwPXCLF39VkwOwkn23iKKAKIRX3:nCGS9+vYf5KKk7XT2FUtpXCqdJ/PXCLNf
MD5: 2CAFABA875C8ADDDF555B4193FA4A743

SHAL: 5CF44CFD85F8A8F6B4B072A4E5B9CE2556E443E0

SHA-256: 59BA9E8D528068E02088DDC6A7BB327896D35B64BE350286062292AB3EC543CC

SHA-512: 7868B58DF70EB121C54AB40976E55D60E000E7C29853CDDB9911219429283148E0BCF5D70A0F3A90B7EA7AOE8A74FOB2A3B367872BAF338635EDIF4AFSES452BE
Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG.old (copy)

Preview:

2021/09/27-20:31:30.927 124c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2021/
09/27-20:31:30.928 124c Recovering log #3.2021/09/27-20:31:30.929 124c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

318

5.162039478809468

false
6:mYCgd9+q2Pwkn23iKKdKyDZIFUtpXCtNIZmwPXCmV39VkwOwkn23iKKdKyJLJ:nCU9+vY5Kk02FUtpXCHJI/PXCmV39V5E
61416BDDED4200B9BB98346C463A3D9%4

5FF65CA747C50195ABD556BA29313E7524AAC603
8AECCAOOABDEFEGE3915B42E637614E59D2020A7A3897B7DAF1EF22AB5F190CC

2262F466AEBCCAEOD5BDCODF6A14303DF7D372BD7755A0BE6492CF64805155E2694484D2C73B2ACD7CE4FF7E520F57C0D523DEE1259AC7CESBEA47FAT1EA6
90

false

low

2021/09/27-20:31:30.922 124c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/09/27-20
:31:30.923 124c Recovering log #3.2021/09/27-20:31:30.924 124c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

318

5.162039478809468

false

6:mYCgd9+q2Pwkn23iKKdKyDZIFUtpX CINJZmwPXCmV39VkwOwkn23iKKdKyJLJ:nCU9+vYf5Kk02FUtpX CHJ/PXCmV39V5E
61416BDDED4200B9BB98346C463A3D94

5FF65CA747C50195ABD556BA29313E7524AAC603
8AECCAOOABDEFEGE3915B42E637614E59D2020A7A3897B7DAF1EF22AB5F190CC

2262F466AEBCCAEOD5BDCODF6A14303DF7D372BD7755A0BE6492CF64805155E2694484D2C73B2ACD7CE4FF7E520F57C0D523DEE1259AC7CESBEA47TFAT1EAG
90

false

low

2021/09/27-20:31:30.922 124c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2021/09/27-20
:31:30.923 124c Recovering log #3.2021/09/27-20:31:30.924 124c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

12288

0.6863571317626186

false

12:TLyen4ufFdbXGwcFOaOndOtJRbGMNmt2SH/+eVpUHFxOUwae6: TLygJLbXaFpEO5bNmISHn06Uwd
1COEAEEEG6463CAE33B7A7CDI9DIDF4DAS

FBC6A28A1501E40154FDCOA9DOC2F34A5F88AAGS
EDSAE7C5E6885874A39F4E86258F552670352A18D29BE1FF4D372A2F4CDO6C8A

355D19828609971998B09B36E7C7D304B7FB88C7A726670BEBF5CF2E2710F8E71BOFODEF6FES712B484C1EB122AEEEFDECF31D13E02C4539C399DFB86ECT761¢
F

false

low

SQLite format 3......@ ...veeeiiiiiei e Covee Lo R T TP U TSP PP T TP UPPPRPPPN

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies-journal

Process:

File Type:

C:\Program Files\Google\Chrome\Application\chrome.exe

data
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies-journal

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

dropped

12836

0.9700635773285003

false
24:ee9H6pflH1oNeqLbJLbXaFpEO5bNmMISHNO6UwWGS8:ebfvoNeq5LLOpEO5J/Kn7Ut8
A306AB9C23A96A4C59C57EE128DC4D3B
92E5B55148F28280A448A171E2DBD6ABB19E786F
CB1FF676E150F181D015774A15727ACA3345C561B12987282AC1D8AFCF1EEET76

1BCCC79742D43EECE629190A912BD694CEF7E2BBB861DD8EF72D969EA71CA1B1C188D71AFODEGFD27C08AAG86C79444AB3D58EE0C965D3059D7CE1B54405¢
AD

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Current Session

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

20364

3.1306704883733847

false

192:3jgXUQxwutW9agq60kvGMhFNPQCtvRU/0/L:kXUQxwu8PixTN/UOL
AB1D3575FD4C76F1490F02F52CF06CE4
B3D78A5052503A664B21126AC3E897E53F0F9AB2
810DF2007759F20F885530FC1F1421A86B65D84390AD550C976230CD3CI0A95E
083A79F0970755627D60F0E01EB84409697291F50BDDEA33BFBC68E79D376063A682F6AEAADS393C12C3656E509C26668299D95E3F8DF6AD28137DC417598E4E

false

low

................... Divveeeeveeeeeeenseensessiesesnenneens Loy, $...10db228b_e270_4867_b63f_a2b472d686fh.
&..{730C75E3-B87A-4292-818B-DC8FI84D0O8AE}
e 20 httpesc L poro.p.mee.c.h..c.om /.
...http://propmech.com/.....X..+/

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Current Tabs

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

8

1.8112781244591325

false

3:3Dtn:3h

0686D6159557E1162D04C44240103333
053E9DB58E20A67D1E158E407094359BF61D0639
3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB
884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8ADICD10741A5604B7A0F979465C4171AD9C14ED56359A4508B4DES8E794550599AAA261120976C
false

low

SNSS....

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

183

4.267376444120917

false
3:FQxIXayz/t2HmwgOEOZL7A04uhFKEURLKYC5EiI5+GgGg:qT5z/t2qoEwhXeLKBt
7TFAOF874EABF1EED31988230680AD210
E71B360F1E8D5C278A051AD03DFB9027ACCF38C3
09E15F8939364145E710C314EBD93FD19BF60C2B6B20BF8023315D617B6B141B
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\000003.log

SHA-512: AF4C2E595AA0B1FD96474A0E73530B38BE5F2906B10BE1DEFC0A9221129A3E5BB8D0816777550863AD426C5C836ECALFOC384986C2A1108E2E4CA20EF10A782
Malicious: false
Reputation: low
Preview:
f5.... ....Sgdaefkejpgkiemlaofpalmlakkmbjdnl.declarative_rules.declarativeContent.onPageChanged.[]..F...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 320

Entropy (8bit):  5.188572426763587

Encrypted: false

SSDEEP: 6:mYEN+q2Pwkn23iKKdK8aPrqlFUtpX+jFmWZmwPX06VkwOwkn23iKKdK8amLJ:no+vYf5KKL3FUtpX+AW/PXtV5Jf5Kkc

MD5: DDA6407DEF37118044F51D9DDA8D65BE

SHA1L: 4A1AB48C4B67B0OF774C2B68A3D3E1E7AECID47C5

SHA-256: B6C6CC9779DA2E14728DABD5B83FD8FC51D1DA6F40CES7D5BCCABASCEAT772501

SHA-512: 227D778A1F3CB570C4D8A6559024470E4460EBE46DIDF39956A2981B608F40ECB21B502D5BFA30B5BIFF2EC5573E0B91A854517381B3946E201DCE4D10A68FD:
Malicious: false

Reputation: low

Preview:

2021/09/27-20:31:18.014 1bec Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/09/27-2
0:31:18.016 1bec Recovering log #3.2021/09/27-20:31:18.017 1bec Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
Rules/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension Rules\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 320

Entropy (8bit):  5.188572426763587

Encrypted: false

SSDEEP: 6:mYEN+q2Pwkn23iKKdK8aPrqlFUtpX+jFmWZmwPX06VkwOwkn23iKKdK8amLJ:no+vYf5KKL3FUtpX+JAW/PXtV5Jf5Kke
MD5: DDA6407DEF37118044F51D9DDA8BD65BE

SHA1L: 4A1AB48C4B67BOF774C2B68A3D3ELIE7AECID47C5

SHA-256: B6C6CCI9779DA2E14728DABD5B83FD8FC51D1DA6F40CES7DSBCCABASCEA772501

SHA-512: 227D778A1F3CB570C4D8A6559024470E4460EBE46D9DF39956A2981B608F40ECB21B502D5BFA30B5BIFF2EC5573E0B91A854517381B3946E201DCE4D10A68FD:
Malicious: false

Reputation: low

Preview:

2021/09/27-20:31:18.014 1bec Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension Rules/MANIFEST-000001.2021/09/27-2
0:31:18.016 1bec Recovering log #3.2021/09/27-20:31:18.017 1bec Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension
Rules/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extension State\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 627

Entropy (8bit):  1.8784775129881184

Encrypted: false

SSDEEP: 12:gWWWWWWWWWWWWWWWWWWwWWWwWwWwWwWwWWWWWWW:

MD5: 9D7435EA49A80FDD66E4915F513017F9

SHAL: 469F6C6E4B19B85CC1BE497812B2F20864F4FF2C

SHA-256: 409D4C47E940688527D730B996E8991E010988C7671565467ED69D640D0947F3

SHA-512: 0561CD632D4219AEF4686DE40EC092921384CA89755D354801E0EAEC8645A8630A180807AF518AC8FCFO1F71EB3D10FAAICELIEG2C7A7226A274975BDCB7EEB:
C

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text
Category: dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State\LOG

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

320

5.164853407050004

false
6:mYhDpM+q2Pwkn23iKKdK8NIFUtpXuZZmwPXgFMMVkwOwkn23iKKdK8+eLJ:nhDpM+vYf5KkpFUtpXK/PXHMV5Jf5Kk2
02A9EE659C689999CF95698B43AFBACA

5FA3992FDBB2BD9335C4A3659FA08DE6499572B0
BEF32B17DC40E9E1E10B23DA0F1F5C5C72CCE3FC3161D972533E99C31B27BEFF

AE61427BB55DDF4945AE68ED3C4C1BBCADF4C08A33960319F4FF3464AA4A7DC2C9988F3E0573A09B603317D191043144E0DD5C2B0OE42A2C02CESC8DBEYDSC
6A

false

low

2021/09/27-20:31:20.113 1bfc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/MANIFEST-000001.2021/09/27-2
0:31:20.115 1bfc Recovering log #3.2021/09/27-20:31:20.117 1bfc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension State/0000
03.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput
ed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

11217

6.069602775336632

false

192:GbylInITwGB7V9Hne4gasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT
90F880064A42B29CCFF51FE5425BF1A3
6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF
965203D541E442C107DBC6D5B395168123D0397559774BEAE4ES5BOABCA4EF268
DICBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0ES9A5397364F67A484B45091BA94E6CE69ED18AB681403DFD3F
false

low

{"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKYTHjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","iDctR8IMG5KZ
rQKm4kDjUB7FokSJfjo/pmvFowRVlaY=","LPxhhJiuUOIprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96 AKKXALRM+COEu11XUjPIMXEK]jiCPdtHE=","wifibc1QfMB
N2jrtutLgsCefvuceTpAatmLvul11RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JgEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLNOCFL/ADaEeTI=","DpjXcO85FF
FY9KJIFPKGNfFUtdQIOsGwO5jUckiUwY14=","gqid6l1+mk/6yWgUECROofI9IMipXgXh2]EN2+CxmPEO0=","prDB91X2Mmfg/M/txVMITWBMEGbOGjgBTP7CMjYqdHs=",
"yLPAQV4gqoyS/zFKEt3Cn2j0q2v9QOSthVFWN8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO11Jdn/UtbnAmg6 TO=","+00c6ca+ChKUpTu+oa2ZRxRE+wG3QJmuYWE
VvYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJOubR5uwtS4/900M7w=","1A9NNawxuhu95H5eThvflrewJ4QQWhhPNxJXO1C/n68=","E3vWLQxzmj+e5QxYbUscllJ5
nOITpw5JIBHV1Kph3/KM=","i318ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtuOhGYrHn3lIsMHqBbi70gklJEE=","rhIzuEvw2KRAF
Mms896xFWkNgPrweWvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_1\ metadata\comput
ed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

11217

6.069602775336632

false

192:GbylInITwGB7V9Hne4gasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT
90F880064A42B29CCFF51FE5425BF1A3
6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF
965203D541E442C107DBC6D5B395168123D0397559774BEAE4ESBOABC44EF268
D9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DAOES9A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F
false

low

{"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKY THjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","iDctR8IMG5KZ
rQKm4kDjUB7FokSJfio/pmvFowRVlaY=","LPxhhJiuUOIlprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By9I6 AKKXALRM+COEu11XUjPIMXEK]jiCPdtHE=","wifibc1QfMB
N2jrtUtLgsCefvuceTpAatmLvul11RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLNOCFL/ADaEeTI=","DpjXcO85FF
FY9KJIFPKGNfFUtdQIOsGwO5jUckiUwY 14=","gqid6l1+mk/6yWgUECROofI9IMipXgXh2]EN2+CxmPEO0=","prDB91X2Mmfg/M/txVMITWBmMEGbOGjgBTP7CMjYqdHs=",
"yLPAQV4gqoyS/zFKEt3Cn2j0q2v9QOSthVFWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO11Jdn/UtbnAmg6TO=","+00c6ca+ChKUpTu+0a2ZRxRE+wG3QJmuYWE
VvYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJ0ubR5uwtS4/900M7w=","1A9NNawxuhu95H5eThvflrewJ4QQWhhPNxJXO1C/n68=","E3vWLQxzmj+e5QxYbUscllJ5
nOITpw5JBHV1Kph3/KM=","i3I18ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtuOhGYrHn3lIsMHqgBbi70gkIJEE=","rhIzuEvw2KRAF
Mms896xFWkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\ metadatalc
omputed_hashes.json

Process:
File Type:
Category:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators

dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm\8520.615.0.5_1\ metadatalc
omputed_hashes.json

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

23474

6.059847580419268

false

384:7dNc1NC6IcafusK4H1IGRINKIKIALQWdynQh2RX4K6M1tVztzr7XSNyzH:7dOscSRKc1nGRSKIhEw6M1tf7SNyb

6AE2135EA4583C2F06CDEBEA4AETOFA4L

DCEB26C7F02D53B5F214305F4C75B4A33A79CDC2

03AA1944CB3C4F39E20B6361571BC45DFBEBD3FFDA3D8F148CC6ECB29958F903
B5945E67D9F73DD1982D687E5C6D9B5D6B3886C8050363A259755C76ACOF93651F3425FA7C21AA6A13977AC1C8C9322F998F131648CB8909096058D4F0D23312
false

low

{"file_hashes":[{"block_hashes":['DOZdV3jFvk12AM2INDYK03KZrIVRprmJ+sVGWkqqE4Q=","rVEIW3Hu3T52SzDDUqGT5YiJTBGUvZ2h3pNuBKFIhZ1U=","X/
3fg4KZxgQ1jBr5QGqOF5InflgE27UErd88mrxTexs=","VibLbpy0ig+5INMOU71fTYN76iaka2XVpmm1gAKYsX8=","EChCwCbQHbHQ70DdGT2qNyiRJ0yck2YC2emNGq
4whtE="],"block_size":4096,"path":"_locales/iw/messages.json"},{"block_hashes":["xklkoZ7iSU1+7cd6DAtEmMUCS5IPFd+EgcbnzxkOiFwlk=","3KbsvoxKY/3AwqgF2aAdVQ
RpMhsNVRkQ3rx2A6Z2Z+Y=","09+tsohquaCMj+70zeinRG/hBhA2uLoDI/WoC1luokME=","xV/K8xucyWJELVT8Cqn+ugFjobBVmg8pnmACF+2PP4Y=""p/mvIm2wuCl
32Rx3it654MIjKAsMe3S9IDEabc1A8ME=","{8mPrTh500sBTj2Fer78JE6xG6+kR64Cvu2SWa8d3j/k=","ngSRpGQ3USU2bZIsZ+AzBmFOyann8omwJrhEWFZDTXc=","
eTcQyJUuNuF9yCga/fXGyFCj/pysSceanhBzksdx23s=","Wj7fagnspelXKMvnduxHn1XUBG8TEOqyns7/oUihekM=","ViBwXoadI3EP336rAiL33Gz19KGqtN+RYdKn
MKAXoLw=","iDgLXQqXJp8nCZxgLuC9LXM45DGfufvGnXvmHsn18wc=","g+RfdDfrWTUKOPkcsbot7NJ4SCOwVRV/dVVMuUHALE}8=","20C4HcCuXu3VjFféwnKlzntu
gQNaebcuWpm/mwj69U=","aMUIpuFgPMiieSaWhlktCK62v2P30ZQAWupWsYzCnvk=","L

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Favicons

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

53248

2.0295761558722756

false
96:tBCSn10wqUIIFFgTVGDK3XvI4noChkNZwecNQNH8ZNWA4Htz:7pn10wDIXqvO0yftkocKH8ZbHtz
4FC397672742EC119C174BA9DECB6F52
ACDD2695FC7AE38C6A28A7B0276C99D5E3BBODAB
1599EA5BA30C17F40D6B1F9A642BD602D232DBF06883700EAE3F44A3315C38C0

0F09098297A97D81CD3EC893317A69A1A7BBSE3SE7BC7B1E648BABB765FC0478750E5DD799C543FBOAD35753A4E8A7282EDA85F24D4111E5E35F84F3EEEEBO!
D

false

low

SQLite format 3...... @ o s Corend (o G2 ettt — e et et e et e ee e e ae ettt et e e e te e et e e et e et e e eteeeaaeens

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Favicons-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

57124

1.4253267603257498

false

96:fyEK2iUOILFCBCAKATEXX/Tsldb7IwVNebknHLNI:t/4D6VOVAQHL+
49AF25D3946104CB37134AEAE6ACD7F4
48B43919106DOCBE70651E559F68AFBOABA3AFD3
BDC2B1CAAB9171CE62EF242F1E87577EO0F8A866E442A8744DFAACD61A8F6D885
AF3587121D2B9D62B288DD2D44F9F49092E25F5342ACDEDF8584BF8D9741E1887F1426C1B739E360B083C0C2B985ACEB2F64E3FF201E7F81E026B474D29718FE

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

19

1.8784775129881184

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log
SSDEEP: 3:FQxIX:qT

MDS5: 0407B455F23E3655661BA46A574CFCA4
SHA1L: 855CB7CC8EAC30458B4207614D046CBO9EE3A591
SHA-256: AB5C71347D95F319781DF230012713C7819AC0D69373E8C9A7302CAE3F9A04B7
SHA-512: 3020F7C87DC5201589FA43E03B1591ED8BEB64523B37EB3736557F3AB7D654980FB42284115A69D91DE44204CEFAB751B60466COEF677608467DE43D41BFB939
Malicious: false
Reputation: low
Preview:
B T

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit):  5.252626414343394

Encrypted: false

SSDEEP: 6:mYCQb9+q2Pwkn23iKKdK25+Xgx8chl+IFUtpXCQZ3IZmwPXCQSd9VkwOwkn23iKG:nCQbI+vYf5KKTXfchI3FUtpXCQZ3J/Pz

MDS5: F680DF575994029ECA44AFDIE60AB289

SHA1L: 1425986E34BFAOECC6F4D3985A06558B4C10D864

SHA-256: 035751199CCAC5BBDC163026EEB87F20B6AE1D3F8B7E79336C28D2637AD713E7

SHA-512: 903B7B5767C5068C023BC7F5E8AFIAF703C1BDAC23BFF3180538EB5346512029DE2C32AEC3B32C74268F95CF601C174AC6376F5FF4D128A05A4849EF93F8BB2
Malicious: false

Reputation: low

Preview:

2021/09/27-20:31:30.870 124c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2021/09/27-20:31:30.876 124c Recovering log #3.2021/09/27-20:31:30.877 124c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old< (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 372

Entropy (8bit): 5.252626414343394

Encrypted: false

SSDEEP: 6:mYCQb9+g2Pwkn23iKKdK25+Xgx8chl+IFUtpXCQZ3IZmwPXCQSd9VkwOwkn23iKG:nCQb9+vYf5KKTXfchI3FUtpXCQZ3J/Pz
MD5: F680DF575994029ECA44AFDIE60AB289

SHAL: 1425986E34BFAOECC6F4D3985A06558B4C10D864

SHA-256: 035751199CCAC5BBDC163026EEB87F20B6AE1D3F8B7E79336C28D2637AD713E7

SHA-512: 903B7B5767C5068C023BC7F5E8AF9AF703C1BDAC23BFF3180538EB5346512029DE2C32AEC3B32C74268F95CF601C174AC6376F5FFAD128A05A4849EF93F8BB2
Malicious: false

Reputation: low

Preview:

2021/09/27-20:31:30.870 124c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MA
NIFEST-000001.2021/09/27-20:31:30.876 124c Recovering log #3.2021/09/27-20:31:30.877 124c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 358

Entropy (8bit):  5.203525809675813

Encrypted: false

SSDEEP: 6:MYCp9+q2Pwkn23iKKdK25+XuolFUtpXCIXSIZmwPXCIXS9VKkwOwkn23iKKAK25+Z:nCp9+vYT5KKTXYFUtpXCqSI/PXCSOVF
MD5: 5C64805A31FBE5D048A6BDA10BF27874

SHAL: D481136AE590AC1141EAE21EC495810D86971027

SHA-256: E7CB254ED6E15E9BAEEC464C380FF24A0E49A2B2DE33E84671ED2712DAD1AET72

SHA-512: 18A3FCE733243EB94FE286ED6924E21B0372638EF3F04C0949FB8700E72781E2C956B47027CBOBE4728A160A62311974732867BF33E76DE4DA324C8DC1322AFE
Malicious: false

Reputation: low

Preview:

2021/09/27-20:31:30.860 124c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2021/09/27-20:31:30.862 124c Recovering log #3.2021/09/27-20:31:30.862 124c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

358

5.203525809675813

false
6:mYCp9+g2Pwkn23iKKdK25+XuolFUtpXCIXSIZmwPXCIXS9VkwOwkn23iKKdK25+Z:nCp9+vYf5KKTXYFUtpXCqSJ/PXCqS9OVF
5C64805A31FBESD048A6BDA10BF27874

D481136AE590AC1141EAE21EC495810D86971027
E7CB254ED6E15E9BAEEC464C380FF24A0E49A2B2DE33E84671ED2712DAD1AE72
18A3FCE733243EB94FE286ED6924E21B0372638EF3F04C0949FB8700E72781E2C956B47027CB0OBE4728A160A62311974732867BF33E76DE4DA324C8DC1322AFE
false

low

2021/09/27-20:31:30.860 124c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\EventDB/MANIFEST-
000001.2021/09/27-20:31:30.862 124c Recovering log #3.2021/09/27-20:31:30.862 124c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data
\Default\Feature Engagement Tracker\EventDB/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

330

5.213335160560071

false
6:mYCCS9+q2Pwkn23iKKdKWT5g1ldgIFUtpXCOUCJIZmwPXCOw39VkwOwkn23iKKdKn:nCP9+vYf5Kkg5gSRFUtpXCOTJ/PXCOWT
4D80FC2B935DB80C18C91B7AFF82F399

34B5B90BCE33EF3362F5D9FAF15734941A4F5D58
1D094F02871CB4A5A7591221BD8C664BEAB3D13EC86AB3C6407F8F5F2B80EO3F
540FDEC44AF6B6F619543BE515FD49730B3066E8C464F3362D682AF91D8ED1E7C6F5D83A534351E7ECID4A739755091A0148C1F6AB879D2C71FE3BC55A59CD1
false

low

2021/09/27-20:31:30.840 124c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption/MANIFEST-000001.2021/09
/27-20:31:30.843 124c Recovering log #3.2021/09/27-20:31:30.844 124c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM S
tore\Encryption/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\GCM Store\Encryption\LOG.oldg (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

330

5.213335160560071

false
6:mYCCS9+q2Pwkn23iKKdKWT5g1ldqglFUtpXCOUCJIZmwPXCOw39VkwOwkn23iKKdKn:nCP9+vYf5Kkg5gSRFUtpXCOTJ/PXCOWT
4D80FC2B935DB80C18C91B7AFF82F399

34B5B90BCE33EF3362F5D9FAF15734941A4F5D58
1D094F02871CB4A5A7591221BD8C664BEAB3D13EC86AB3C6407F8F5F2B80EO3F
540FDEC44AF6B6F619543BE515FD49730B3066E8C464F3362D682AF91D8ED1E7C6F5D83A534351E7ECI9D4A739755091A0148C1F6AB879D2C71FE3BC55A59CD1
false

low

2021/09/27-20:31:30.840 124c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Defaul\GCM Store\Encryption/MANIFEST-000001.2021/09
/27-20:31:30.843 124c Recovering log #3.2021/09/27-20:31:30.844 124c Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\GCM S
tore\Encryption/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

212992

1.0221964917440534

false
384:ETG10XN1Jaj3AN1lhra+vrAN1cra3vn+AtlVra+zvg:b2rig3ArhrpvrArcrcv+ALVrITvg
176662B32E11C870EB735E2CB61074B0
D420BB917916470C15D8614E51B42D3E6850B843
5AFED42E2C04B57C56A7EADA2B1717B64C82E164D1621AC835D3B7E0F6883D89
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History

SHA-512:
Malicious:
Reputation:

Preview:

26740D93E7BB1F65059D97FD6BF5C3F599643962A0F327CADEB21D37311CC656B01CCC638A9A3F2B031BFE2470525F641DA8FC026667E5C2DBI6C250BBE418F
false

low

SQLite format 3.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

768

5.609400434049986

false
12:hhHOINdSPGellEWsYulnysFmgsyXEuRuSsw2Ke2fl7vO73D5UVtEdAupoWgc:hglegtWnF/sKWw2dX7QD5UTEWcC
E4DFOED1A0B6164D0C80983C9FFB5C14

02E24FOCEEFF050EB6635689DC421277F971484B
695F1F526538CF33C66AD1AC7EF3514DF3F1C2E4B285C1F8EFEE19C20442551F
9F3D773683664DAFA00860EBEFCD88808F5B79269A6A4A301B835FEB44CB033BBA2C707E1IED8DASB5E2E3DF0187E238B945674E19C9COF2744306D2642806E0F

false

contact......corporation.

PORATION:......cocueee Yoo i * https://propmech.com/2.Home - PROPMECH CORPORATION: e

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\History-journal

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

217076

0.8208073611575014

false
192:SCzkX2n8YalP2U19HIP2rAKN19ADWzIP2wyHjOAKN19JverWzIP266HQHJOAKN11:SCHOI1XyN1WDaCAN13vcraDAN1Cv4raU
03B797C36596939DB62AD34E16933CE8

4D42C3743D5CF3E6965202D34BC6D4BDCB766A3E
5780A5F9DDA9692A7FBA502ACBCB33B91798083E101A24F5EC9009A467581C78
B2E437D765ABF2955498A495A2E297C02F3CF7C1839B7F26734A8E5486A19013E8C66EA72A32799300DDCF44AB8ABB5ACI9174581E65CB71730A347A65621EC73
false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Last Session (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

20364

3.1306704883733847

false

192:3jgXUQxwutW9aq60kvGMhFNPQCtvRU/0/L:kXUQxwu8PixTN/UOL
AB1D3575FD4C76F1490F02F52CF06CE4
B3D78A5052503A664B21126AC3E897E53FOF9AB2
810DF2007759F20F885530FC1F1421A86B65D84390AD550C976230CD3C90A95E
083A79F0970755627D60FOE01EB84409697291F50BDDEA33BFBC68E79D376063A682F6AEAAD8393C12C3656E509C26668299D95E3F8DF6AD28137DC417598E4E

false

low

................... L Loy $...10db228b_e270_4867_b63f_a2b472d686fb.
&..{730C75E3-B87A-4292-818B-DC8F984D0O8AE}
M M i 2o httpespr.o.p.mee.c.h...c.om /.
...http://propmech.com/.....X..+/

......................................... 1.,.....$..cab0
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Last Tabs (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

8

1.8112781244591325

false

3:3Dtn:3h

0686D6159557E1162D04C44240103333
053E9DB58E20A67D1E158E407094359BF61D0639
3303D5EED881951B0BB52CF1C6BFA758770034D0120C197F9F7A3520B92A86FB
884C0D3594390E2FCOAEAB05460F0783815170C4B57DB749B8ADICD10741A5604B7A0F979465C4171ADIC14ED56359A4508B4DES8E794550599AAA261120976C
false

low

SNSS....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

2955

5.4802273038318745

false
48:PTAGEBAPXLa72LMS+8dbaViDyDarbQSefgGzcNrSOU9RdiIN9gsM:riSXLa72LMSVdbaViDyDarbQ5fgGQrSH
B358414B199E2CBI9BCICOF24301E2942

1B81CE466713459B71DF75E261B3FDEE2913F1EA
D4E447BF9E52D5ACDFAB8FDCD18D413470049A83E161F5CFEFECEOE392F80C31

11953C62093BFC9AF2451A1667A5B83339A84A126C1CFEGED7A979FFD5EDFC53C9B192DFAOEDE273AB348D65614B196A8BFE33FEFF95D6B9428CC806E84EB8
F

false

low

O.... ..8BMETA:chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm... ...Y_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.Hangout
SinkDiscoveryService;.{"cache"{"sinks":{},"g":{},"h":null},"manualHangouts":{}}.a_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.ldGenerator.cast
.RequestldGenerator..381298000.H_chrome-extension://pkedcjkdefgpdelpbcmbmeomcjbeemfm..mr.temp.LogManager...['[2021-09-27 20:31:35.57][INFO][mr.Init] MR
instance ID: 6ed89302-7209-46a9-8f74-b75a821bd8bf\n","[2021-09-27 20:31:35.57][INFO][mr.Init] Native Cast MRP is disabled.\n","[2021-09-27 20:31:35.57][INFO][
mr.Init] Native Mirroring Service is enabled.\n","[2021-09-27 20:31:35.57][INFO][mr.PersistentDataManager] removeTemporary_: 163 chars used\n","[2021-09-27 20:3
1:35.57][INFO][mr.PersistentDataManager] initialize: 163 chars used, 67 other chars\n","[2021-09-27 20:31:35.57][INFO][mr.CastProvider] Query enabled: true\n","[2021-
09-27 20:31:35.57][INFO][mr.CloudProvider]

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Local Storagelleveldb\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

332

5.171260774819134

false
6:mY+q2Pwkn23iKKdK8a2jMGIFUtpXkZmwPXT1FkwOwkn23iKKdK8a2jMmLJ:n+vYf5Kk8EFUtpXk/PXf5Jf5Kk8bJ
EF69D550431A33E4AF3C58872A010987

01B16F7DA747E4C84EA1C242BA754BACD5AEBBEY
BC67976E781FA35363A1EFE417BE3E81DFDDDCD801304E41EB569A0A2B8450CC
D976B098ASEF4E7BB695D7B85D175A55233E7F6985B9D181805985F6893DF486C14F1D01DDOE9446FE28F2AESEAB72FFD3B3D3B8DE399CDE299249FE1F17B7E
false

low

2021/09/27-20:31:17.832 1bb0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2021/0
9/27-20:31:17.833 1bb0 Recovering log #3.2021/09/27-20:31:17.834 1bb0 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\
leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storagel\leveldb\LOG.old0 (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

332

5.171260774819134

false
6:mY+q2Pwkn23iKKdK8a2jMGIFUtpXkZmwPXT1FkwOwkn23iKKdK8a2jMmLJ:n+vYf5KKk8EFUtpXk/PXf5Jf5Kk8bJ
EF69D550431A33E4AF3C58872A010987

Copyright Joe Security LLC 2021 Page 25 of 316



C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb\LOG.old0 (copy)

SHA1L: 01B16F7DA747E4AC84EA1C242BA754BACDSAEBBEY

SHA-256: BC67976E781FA35363A1EFE417BE3E81DFDDDCD801304E41EB569A0A2B8450CC

SHA-512: D976B098A5EF4E7BB695D7B85D175A55233E7F6985B9D181805985F6893DF486C14F1D01DDOEY446FE28F2AESEAB72FFD3B3D3B8DE399CDE299249FE1F17B7E
Malicious: false

Reputation: low

Preview:

2021/09/27-20:31:17.832 1bb0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\leveldb/MANIFEST-000001.2021/0
9/27-20:31:17.833 1bb0 Recovering log #3.2021/09/27-20:31:17.834 1bb0 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Local Storage\
leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Network Action Predictor

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001
Category: dropped

Size (bytes): 49152

Entropy (8bit):  1.1069871043117436

Encrypted: false
SSDEEP: 96:vOgAuhjspnWONOgAuhjspnWOWOgAuhjspnWOEOgAuhjspnWO2:H8JDt
MDS5: 209C6FD4F2386F4EF4896ACB41CAD7B5
SHA1L: 40BD9F52DEC8C2583EBB76AE708B9882AD0OD3FIB
SHA-256: AD4562502111F927F410C5123CAA59E04983EAAF84053510E662FB58A3312906
SHA-512: 56545E306957AB8806BBF7C16FD6943796A702D47C880467B6B8EB8709319C180465C2EEA24F8BBB0D5EC84128A6A81310EBB091FBEB38D93218B77C89812B8A
Malicious: false
Reputation: low
Preview:
SQLite format 3...... @ oo C..o.. TR W ST TSRO S RS UPR PRSP URPPRRRP

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Network Action Predictor-journal

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 51344

Entropy (8bit):  1.0595164553093304

Encrypted: false

SSDEEP: 96:hcUOgAUhjspnWOmMkOgAuhjspnWOJIn00gAuhjspnWOWEOgAUhjspnWOIi2:0ybi8SZC4
MD5: 4DCFC28A32DBFDC752D9F6BE494CF4B9

SHA1: CC666E8FE977D5475B50BA91468EDA29B97D50F5

SHA-256: 35DEBDOE2A6392BA10CF2F59DAEA421C0234EC744A9F32A244F110B1406D0049
SHA-512: 76EE29EF216E88187C6B230EE69925863B70AB85F58C086314243414057B0DA338F4AB619AFF1F8439520EEF9566BB5B5420E11AA402AAS5DA16ESEB37D889D5C
Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\DefaultiNetwork Persistent State. (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 1924

Entropy (8bit):  4.863855515464291

Encrypted: false

SSDEEP: 48:Y2nzMK6gDHGXCtwWscZRLscUyKscDT3zscozMHzscdtbw:JnzMKxDHGXCO+ZJUjDTPwGfdtM

MD5: 2407D7A92F683F00317A22FEE98E45B5

SHAL: 26B3C366575AF1103CC840B21A3B5AEF06B914EA

SHA-256: 1D770F7B26AC4AE4E6BCD1F35D72CA537CAB1471B895D2CB2841ED4073D3535D

SHA-512: FBCAEF6BEFFBOFD56FF5872B978A3FC43E2B57FAFA8A32821D9B138E2AAFEA969A256C0687059860FBA46DFADC46D149DD5976C6A6AC57AA8B11ED2ADASCE
577

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\DefaultiNetwork Persistent State. (copy)

Preview:

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.google.com","supports_spdy":true},{"isolation":[],"server":"https://dns.google","suppor

ts_spdy":true},{"isolation™:[],"server":"https://redirector.gvtl.com","supports_spdy":true} {"isolation":[],"server":"https://fonts.googleapis.com","supports_spdy":true} {"isolatio
n":[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://apis.google
.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"is
olation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13279833082628476","port":443,"prot

ocol_str":"quic"}],"isolation™:[],"server":"https://accounts.google.com","supports_spdy":true} {"alternative_service":[{

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.201362171572446

false

6:mYw+q2Pwkn23iKKdKgXz4rRIFUtpXGAWZmwP XVVkwOwkn23iKKdKgXz4g8LJ:nw+VvY f5KkgXiuFUtpXGAW/PXVV5Jf5K2
AD94BE1152458DB6894DFDF9A2BAF92C

21BBE0519A00FFD57109D9513A62305F8EDC7D4C
D41D84015E6522BF536F632FA439B43121A97CC8644DCD912A26C1EABDEB6EDE4
3D55C99C2C1407D4FF860C6F1F80E540CC6A159B1C3122E7BAD5F6665D3E600DD462D854D4C3F38D65A6063992027A66B095BA46AAESSE1BACB4EFS55194E528
false

low

2021/09/27-20:31:18.050 1bec Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2021/
09/27-20:31:18.052 1bec Recovering log #3.2021/09/27-20:31:18.053 1bec Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Noti
fications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications\LOG.oldat (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.201362171572446

false
6:mYw+02Pwkn23iKKdKgXz4rRIFUtpXGAWZmwPXVVkwOwkn23iKKdKgXz4q8LJ:nw+vYf5KkgXiuFUtpXGAW/PXVV5Jf5K2
AD94BE1152458DB6894DFDF9A2BAF92C

21BBE0519A00FFD57109D9513A62305F8EDC7D4C
D41D84015E6522BF536F632FA439B43121A97CC8644DCD912A26C1EAB8DEBGDE4
3D55C99C2C1407D4FF860C6F1F80E540CC6A159B1C3122E7BAD5F6665D3E600DD462D854D4C3F38D65A6063992027A66B095BA46AAES8E1BACB4EF55194E52¢8
false

low

2021/09/27-20:31:18.050 1bec Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Notifications/MANIFEST-000001.2021/
09/27-20:31:18.052 1bec Recovering log #3.2021/09/27-20:31:18.053 1bec Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Platform Noti
fications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5824

5.173025909517024

false

96:niLtxCOKIWAIKIBV5K0JCKL8+kdIImbOTIVuHN:niLtY9QAIbh4K9kCg
E7BDE218F473C7A549F953E9DC05B69D
610227F69B7CAFA78BDC469C032E2D44DAF19E43
4BB975COE7003B10A947082A1D2F0D7597423545BBF76B1179F83AF1872C8BED

2BC877396546648A50481ADDD6CB7D36B3CDDB677FOE815C5CEC642B77C3AEEB61DA04BIFA10105319A31472D162166264033BD33D7FOCBDF5F705E48BA81F
6

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13277241078009368","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length*:["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"
,"o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"],"daily_recei
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\PreferencesE6 (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5824

5.173030965286266

false

96:niLtXCIKIWAIKIBISKOIJCKL8+kdI1mbOTIVUHN:niLtY9QAIJh4K9kCg
1FB2687358D483305200E27D6A45350F
A98DA1719D6D5D0495BF5351EBF1BB2BDESSADAD
2C38F9776B888F9DC6D08D4CB9AB19A6BAG845C406F0D47D3550DB0D83713E34

5D1C52D7CD88CED40E89580D11977C36746C26FE969270E94E2056DA9SEE1EE3CCA23DDEC2947D615373CFEOCBCD11AF68C91D9656B53AD4E889D5200C5F4
F

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13277241078009368","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_rig
o","0","0","0","0","0","0","0","0"
'2042016"],"daily_recei

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\PreferencesTM (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5797

5.168987119512319

false

96:niLtzCIKIWAIKIBi5k0IJCKL8+kdI1hbOTIVuHN:niLtG9QAIMh4K9kCJ
96C5425FF60497126357A76046D4D1F3
5C9AC78D5D974433BFEFB258A4601223315A76A2
2FDDEFF8BAF20129C61633022B443238518B50A250649A0166C202D3058639A3
EF841B61F6D4355CACA522E73B6AA8897704F75C0A84F6COAA7CFF385705D397C81C15D97812E038A82F5D06C7DF14595CE3CF92B6D2AESE289D83FIE7A030¢
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13277241078009368","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"default_browser_infobar_last_declined":"13245924607060180","has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_d
efault_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":10,"work_area_bottom™":984,"work_area_left".0,"work_area_rig
ht":1280,"work_area_top":0}},"countryid_at_install*:21843,"data_reduction":{"daily_original_length™":["0" o“,"o","0","0","0","0","0","0","0"
,"o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0’ 2042016"],"daily_recei

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

20480

1.0120007285429733

false
48:TUlopK2rINVr1GImm8pF82phrINVrdHX/cjrdN2yJ1n4n1GmhGUOO0TRs20TRsAou:wIEIWQF8mpcSJ2Yk1
17ABE9B5CECF6BAF2361072F44ACAF42

02039CD2E3B07DA053B69254821AF6F224952DB5
B67ED48ACES8DSEBDODAEOAE2C84B80DB91531AEA548BD038DFF11EDS581A66F1D

E9E08D811D2FD7E74E4EDC99BDF977D8E16943FB5A35504B3A46DC27CEE710EA848BB698D2A42E4FSEB3AAEL167355256E0E7DF13EA2042CD25508D1A9E12C¢
3C

false

low

SQLite format 3.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL-journal

Process:
File Type:
Category:

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Reporting and NEL-journal

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

21044

0.8263089067149257

false
48:29VGAtoNngklopK2rIJNVriGImm8pF82phrINVrdHX/cjrJN2yJ1n4n1GmhGUg6:z29VGAaNnhIEIWQF8mpcSZ
AAC949F61B909EB18D88060267F65A3E

758DEF5CEFO0A4C60E663EA87034717BECAE23B58
CE3FCE5BA3DA346E9DIF59910A370635E36A24946570B838A693CF8039186B6B

17E3AECI1EFB8F1A5CFE019946A418E54B561B3A9EDDC689E6951D417352FD9AS5EFSE17C8BFEDSC8C3CIC83B3DIFDGECBEAFIEG795E32B217A24D138D744D
BD

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22601

5.536100477852938

false
384:gbitLLIS8X61kXqKf/pUZNCgVLH2HDXrUNHGX8nZAGSIILY4dV:VLIJ61kXgKf/pUZNCgVLH2HfTrUxG+n7
6903AADC1884526E2FA9011D8D472235

6B206792855C05DAF60A18926750D3CD4687F2BE
DOABABGEOBFD6D96120EDF69A6A4FEAF680E615EC18B14CC3BC2B90571979BB5
7892EFA2A19C46EF491321065D273DAA6A5E82D5B23265A038A0339DF9809D87EF88A3EC806E1607EF608D84E3F855C5F7CE816FB060ABES998093B325824BBB
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13277241077773643","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVHSfE1NaAA1/2JkPWKkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtipVScf3DjTYtKVL66mMzVG
ij]SOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Secure PreferencesTM (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22602

5.536484505114532

false
384:gbitLLIS8X61kXqKf/pUZNCgVLH2HDXrUNHGQ8NZAGSsXILY4+:VLII61kXqKf/ipUZNCgVLH2HfTrUxGfnp
D631EA560DE12996489C22F8ABA6728F

3A9BEBOOF7E91C33C0OD4E2FBABE311EE2612B3C7
7796EBA5862CDC85FD16A77E63C48B0BD8C5F078D3D9F2F972D5F20256C40F5F
8EBC4409253BD34D08D7BDF8CD3611B6519405C211894AD8B64C5F86E9CF4F067FCFD6216376905EAE3AFD802A83759DEC79D7D6CA4FC8E9A335679E21407092
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13277241077773643","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls"["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKXPITfuoy7AWoObysitBPVH5fE1NaAA1/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferencess+ (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with very long lines, with no line terminators
dropped

16745

5.577098440202994

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferencess+ (copy)

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

384:gbitalIS8X61kXqKf/pUZNCgVLH2HDXrUuGSILY41:ULIJ61kXgKf/pUZNCgVLH2HfTrUb/cr
052C77904EC49FDBF5206087279209A4
E14670D10C4B6E4B22EF2775E51DA01452E66AAT
EF61AEC7D69BA1DAD29916A0EF591FF7FOAD39C5D9D0B727C14F2CA099FDO3AB

41C72AFEE4511B9D66BDDE18BDCA7B07B314EDF56CFFD6F9B3F28E3F29011CC28A8CC1F5C4B9303CCE7A8414777043B14B7C5D4878319BC722323D5AF6478L
B6

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13277241077773643","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13t000sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fEINaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSoAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name™:"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Session Storage\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

114

1.9837406708828553

false

1B4FA89099996 CE3C9E5A0A9768230E8
9026E1E0906E3B3FEOE414EE814CC5A042807A04
537818AAFD0902A8B2D58B483674391E33E762B5E1E8CD226D873098CCEIC8F9

4279C9380ACC5AB329EC6BCDA10CCF0A7437CEF63845B63E741CE517042CFE83340D2D362DD6BIE039BF55E61F484CCF72B8FD8477D1D0292E0B879CB9494€
B

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

320

5.149041413186143

false
6:mY03+q2Pwkn23iKKdKrQMxIFUtpX1mWZmwPXrgG3VkwOwkn23iKKdKrQMFLJ:nk+vYf5KKkCFUtpX1mW/PXMG3V5Jf5Kkf
ESEA537FAD4EC95AABASBAB4C23EALCC

99E62FAGFE70EC3813DA4F68272D07E4237C5354
DF36636B3C933B70A2B91A5AA514244AE9E0513025A84D5C504FD5780D7C2217
9A8D7DD40B770D5349940FB3848FE418058D8969572B312CD839B8D75AED85E3524E5F05BF2814EB5165D355C907912AAC361D9B53997E22DEODE55BD16E5D9|
false

low

2021/09/27-20:31:17.978 1bec Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2021/09/27-2
0:31:17.979 1bec Recovering log #3.2021/09/27-20:31:17.980 1bec Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session St
orage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG.old. (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

320

5.149041413186143

false
6:mY03+q2Pwkn23iKKdKrQMxIFUtpX1mWZmwPXrgG3VkwOwkn23iKKdKrQMFLJ:nk+vYf5KkCFUtpX1mW/PXMG3V5Jf5Kkf
ESEA537FADAEC95AABASBAB4C23EALCC

99E62FAGFE70EC3813DA4F68272D07E4237C5354
DF36636B3C933B70A2B91A5AA514244AE9E0513025A84D5C504FD5780D7C2217
9A8D7DD40B770D5349940FB3848FE418058D8969572B312CD839B8D75AED85E3524E5F05BF2814EB5165D355C907912AAC361D9B53997E22DEOD655BD16E5D9|
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage\LOG.old. (copy)

Preview:
2021/09/27-20:31:17.978 1bec Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session Storage/MANIFEST-000001.2021/09/27-2
0:31:17.979 1bec Recovering log #3.2021/09/27-20:31:17.980 1bec Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Session St
orage/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 348

Entropy (8bit):  5.198479709091349

Encrypted: false

SSDEEP: 6:mYiNAVg2Pwkn23iKKdK7Uh2ghZIFUtpX/uAgZmwPXzerAlkwOwkn23iKKdK7Uh2w:niNAVVYf5KkiIhHh2FUtpXGAgQ/PXKrAIM

MDS5: D2FCB1B33201F669AB2CB1D828F6COF2

SHAL: 697C131832CB8C2B7259567987733A05B5E6047A

SHA-256: OF41A34B2C7EF552C8DF2DB4FE83633E3950AAAF0842EB2DB27EFF8F4B2B9916

SHA-512: 4D4D45C8F112CF0B54286599AB300D585B96FC36DADCC64C2E8A2DFEABSADSF61458313399943F6351BC84481FF2C6A9A90EABES508AE3E741CFCB61E84C2E
3

Malicious: false

Reputation: low

Preview:

2021/09/27-20:31:17.776 1bb4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-00000
1.2021/09/27-20:31:17.781 1bb4 Recovering log #3.2021/09/27-20:31:17.785 1bb4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site C
haracteristics Database/000003.log .

C:\Usersluser\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database\LOG.old_e (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 348

Entropy (8bit):  5.198479709091349

Encrypted: false

SSDEEP: 6:mYINAV(q2Pwkn23iKKdK7Uh2ghZIFUtpX/uAgZmwPXzerAlkwOwkn23iKKdK7Uh2w:niNAVVY5KkIhHh2FUtpXGAg/PXKrAIM

MD5: D2FCB1B33201F669AB2CB1D828F6COF2

SHAL: 697C131832CB8C2B7259567987733A05B5E6047A

SHA-256: 0F41A34B2C7EF552C8DF2DB4FE83633E3950AAAF0842EB2DB27EFF8F4B2B9916

SHA-512: 4D4D45C8F112CF0B54286599AB300D585B96FC36DADCC64C2E8A2DFEABSADS5F61458313399943F6351BC84481FF2C6A9A90EABESS08AE3E741CFCB61ES4C2E
3

Malicious: false

Reputation: low

Preview:

2021/09/27-20:31:17.776 1bb4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site Characteristics Database/MANIFEST-00000
1.2021/09/27-20:31:17.781 1bb4 Recovering log #3.2021/09/27-20:31:17.785 1bb4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Site C
haracteristics Database/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\4c243505-b3f7-4a54-b685-b66198b
7a7ee.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit):  4.971623449303805

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5p7DHIShsDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdHfHYhsBdLJIlyH7E4f3K33y
MD5: 8CA9278965B437DFC789E755E4C61B82

SHAL: 5776B6C90CA1D2DDC765ED673B5E6DC8E167F0D6

SHA-256: A57D9231244C1FBDES58A1BF50CAD3A1E3EA28D042BFA272782B65139446E7C51

SHA-512: 3065FE0743AD88E02F8C8FF6CF03B832B616DD08061EAE25A5106422228D45EB999EE2CBE4E9ICI6D5FFC108CB817766240E27BF97E3E5C2A58081D369E2968F¢
Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516514667526","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
Size (bytes): 296
Entropy (8bit):  0.19535324365485862

Encrypted: false

SSDEEP: 3:8E:8

MDS5: C4DFOFB10C4332150B2C336396CE1B66

SHAL: 780A76E101DE3DE2E68D23E64AB1A44DA7AT73207

SHA-256: 18FAB4D13CDA7E1DEE12DC091019A110A7304B6A65FCOALF3E6173046BA38EF6

SHA-512: 51F0B463E97063A2357285D684FF159FDF6099E57C46F13C83E9D3F09D7A7CF03C1BA684BCCF36232FC50834F95953C3C68675C7B05AB4F84DEF1C566A5F3F5E
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\deflLocal Storagel\leveldb\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 430

Entropy (8bit):  5.239115225518863

Encrypted: false

SSDEEP: 6:mYO03+g2Pwkn23iKKdKusNpV/2jMGIFUtpXBZmwPXVVkwOwkn23iKKdKusNpV/2jz:nOOVY f5KkFFUtpXB/PXb5Jf5KkOJ

MD5: 66781B44F7F05F40374835D07BE2A305

SHA1L: 2D34DD79060B0544C1C44D3777927E64C7FBD519

SHA-256: A1ADA729CBE95A01B29FD1115F62EE6E491D12EA2C59C592C238D053DF46A432

SHA-512: B4FDD3E1A6A679DB6B0794292DF501D80742F0D51B034F764393D5252BA0SBBAC3D019AF7B9524DB1A3FEDAEE34C4FCAB6287C42229E329159EA9D81D3431F!
4

Malicious: false

Reputation: low

Preview:

2021/09/27-20:31:17.992 1bb8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Local Storage\leveldb/MANIFEST-000001.2021/09/27-20:31:17.993 1bb8 Recovering log #3.2021/09/27-20:31:17.993 1bb8 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\deflLocal Storagel\leveldb\LOG.old (
copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 430

Entropy (8bit):  5.239115225518863

Encrypted: false

SSDEEP: 6:mYO03+q2Pwkn23iKKdKusNpV/2jMGIFUtpXBZmwPXVVkwOwkn23iKKdKusNpV/2jz:nOOVY f5KkFFUtpXB/PXb5Jf5KkOJ

MD5: 66781B44F7F05F40374835D07BE2A305

SHA1L: 2D34DD79060B0544C1C44D3777927E64C7FBD519

SHA-256: A1ADA729CBE95A01B29FD1115F62EE6E491D12EA2C59C592C238D053DF46A432

SHA-512: B4FDD3E1A6A679DB6B0794292DF501D80742F0D51B034F764393D5252BA08BBAC3D019AF7B9524DB1A3FEDAEE34C4FCAB6287C42229E329159EA9D81D3431F
4

Malicious: false

Reputation: low

Preview:

2021/09/27-20:31:17.992 1bb8 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Local Storage\leveldb/MANIFEST-000001.2021/09/27-20:31:17.993 1bb8 Recovering log #3.2021/09/27-20:31:17.993 1bb8 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Local Storage\leveldb/000003.log .

C:\Users\user\AppDatal\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiINetwork Persistent State.. (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit): 4.971623449303805

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5p7DHIShsDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdHfHYhsBdLJIlyH7E4f3K33y
MD5: 8CA9278965B437DFC789E755E4C61B82

SHAL: 5776B6C90CA1D2DDC765ED673B5E6DC8E167F0D6

SHA-256: A57D9231244C1FBDE5S58A1BF50CAD3A1E3EA28D042BFA272782B65139446E7C51

SHA-512: 3065FE0743AD88E02F8C8FF6CF03B832B616DD08061EAE25A5106422228D45EB999EE2CBE4E9CI6D5FFC108CB817766240E27BF97E3E5C2A58081D369E2968F¢
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defiINetwork Persistent State.. (copy)

Malicious: false
Reputation: low
Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516514667526","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"AG","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit):  5.2759041260109365

Encrypted: false

SSDEEP: 12:nc+vY5KKmMiuFUtpXV1X/PXV13V5Jf5Kkm2J:nNYf5KkSgZzjIf5Kkr

MD5: 76D24B496A7C8DCCEB0433E59A607EDO

SHAL: 9F1F7D78BFA6CD1C90AC4136E5DF3F7129043AF3

SHA-256: 8F95EE17D5BC3176F9801A20CEDESAFAF5618947F414A3BOAB5AE2DID36D2AES

SHA-512: 57D910D0353A00217DFC5A843DFFB90A71EC2611F40D0D7312CE5201BEALAACF584621674997FBF3DD5DB855469AF05FA3F4536E3329ACBCO7E36CEB574C49!
Malicious: false

Reputation: low

Preview:

2021/09/27-20:31:18.063 1b7c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Platform Notifications/MANIFEST-000001.2021/09/27-20:31:18.066 1b7c Recovering log #3.2021/09/27-20:31:18.066 1b7c Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications\LOG.old
(copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit):  5.2759041260109365

Encrypted: false

SSDEEP: 12:nc+vY5KkmiuFUtpXV1X/PXV13V53f5Kkm2J:nNY{5KkSgZzjIf5Kkr

MD5: 76D24B496A7C8DCCEB0433E59A607EDO

SHA1L: 9F1F7D78BFA6CD1C90AC4136E5DF3F7129043AF3

SHA-256: 8F95EE17D5BC3176F9801A20CEDESAFAF5618947F414A3BOAB5AE2D9D36D2AES

SHA-512: 57D910D0353A00217DFC5A843DFFBI0A71EC2611F40D0D7312CES5201BEA1IAACF584621674997FBF3DD5DB855469AF05FA3F4536E3329ACBC07E36CEB5S574C49!
Malicious: false

Reputation: low

Preview:

2021/09/27-20:31:18.063 1b7c Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdijnejgicl
\def\Platform Notifications/MANIFEST-000001.2021/09/27-20:31:18.066 1b7c Recovering log #3.2021/09/27-20:31:18.066 1b7c Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Platform Notifications/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 19
Entropy (8bit):  1.9837406708828553
Encrypted: false
SSDEEP: 3:51:51
MD5: E556F26DF3E95C19DBAECA8F5DF0C341
SHAL: 247A89F0557FC3666B5173833DB198B188F3AA2E
SHA-256: BOA7B19404285905663876774A2176939A6ED75EF3904E44283A125824BD0BF3
SHA-512: 055BC4AB12FEEDF3245EAAFOA0109036909C44E3B69916F8A01E6C8459785317FE75CA6B28F8B339316FC2310D3E5392CD15DBDB0F84016667F304D377444E2E
Malicious: false
Reputation: low
Preview:
&

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defi\Session Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 418
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defi\Session Storage\LOG

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

5.242390449036855

false

12:nOILAVVYf5KKMFUtpXO+4Ag/PXOVAI5Jf5KKTI:nOILASYf5KkUgZOzAY OVASIfSKKI

05102868A0E942D5580D592B4FA5958D

2B26FF027A57FC1F7EB4C94DF6AC18700B3332EE

32B27E5DD9BEDA4B663601934FD1205467B24C24031E47B047998748324CE236
4F2A62240514B40BIF880E67E20EC13BB8A6D404E241CA476E2CEB4959D492529B8925A782BD43EA6D7C5EF4B8A0D5433A8DA5323A6D7B15C649C0DD61D341A¢
false

low

2021/09/27-20:31:34.121 1bb4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Session Storage/MANIFEST-000001.2021/09/27-20:31:34.124 1bb4 Recovering log #3.2021/09/27-20:31:34.135 1bb4 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defi\Session Storage\LOG.old (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

418

5.242390449036855

false
12:nOILAVVYf5KKMFUtpXO+4Ag/PXOVAI5Jf5KKTI:nOILASYf5KkUgZOzAY OVASIfSKKI
05102868A0E942D5580D592B4FA5958D
2B26FF027A57FC1F7EB4C94DF6AC18700B3332EE
32B27E5DD9BEDA4B663601934FD1205467B24C24031E47B047998748324CE236
4F2A62240514B40B9F880E67E20EC13BB8A6D404E241C476E2CEB4959D492529B8925A782BD43EA6D7C5EF4B8A0D5433A8DA5323A6D7B15C649C0DD61D341A¢
false

low

2021/09/27-20:31:34.121 1bb4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl
\def\Session Storage/MANIFEST-000001.2021/09/27-20:31:34.124 1bb4 Recovering log #3.2021/09/27-20:31:34.135 1bb4 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Session Storage/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\24916fe8-c140-4cf8-96ab-

23e719beed16.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit):  4.9616384877719995

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5pirhsDHF4R8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdHirhsBdLJIlyH7E4f3K33y

MD5: B0429187E1BE99DE4D548DC5B2EDEAOA

SHA1L: B3EO7BEE5D753BF1B613BD2DE665C7C21E8184F6

SHA-256: D8DABBF936DAB4F17437ECA255020EA847D76D6B789F9486010C95E995CFEDO3

SHA-512: 233F7BDAAB48A295E9F58CA52761829FE1044DA1DELIFBCAC407FADC8C7ABALE4AFFD7CA7A4FBEG49E83FD1815DC2E3619ACB2A22CESB2C7241E474CDB9AF2
F7ED

Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516523181804","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

592

0.19535324365485862

false

3:8E8E:8N

B505641E5E90B7CF4BC869DD1B4BE451
OEC7B13DC043E054AB48B8FA5FE49EF1209C01AA
2755F85F14CF33404CEEBF053D0CB79DC3B98D643A51075737E6ASBE154FE1D9

610AF095630C93B0586F4DICAB4FA75454C472C557D4FDBCOD5C1851F9AABF8653079A7ADE4659ABADDEDC2E02E58AD13C7244CD004B0AASA462307F293F83
3

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1
Reputation: low

Preview:

ettt ettt ettt eee et

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiLocal Storage\leveldb\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 430

Entropy (8bit):  5.229275743312015

Encrypted: false

SSDEEP: 12:nivYf5KkkGHArBFUtpXK/PXj5Jf5KKkGHAryJ:noYf5KkkGgPgZ21Jf5KkkGga

MDS5: DF83E01950667069811039157FAAE54B

SHAL: ABE92FC938F579751F6495CEB114EB946F630851

SHA-256: 25484CE7D3D241E59A36F2EFD737C76E7BABAE2A65575C8762DF97600570B20E

SHA-512: C2505C3B1CA489174A0A549850F5BF48062D57ED34DAF85B6B2D890F3DDAA2BOF3F1CASF6EB2E678C23B7924C7F2E21AFE347673B9C62A19EE1B6BD136A0D7
2

Malicious: false

Reputation: low

Preview:

2021/09/27-20:31:31.933 1848 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda
\def\Local Storage\leveldb/MANIFEST-000001.2021/09/27-20:31:31.934 1848 Recovering log #3.2021/09/27-20:31:31.935 1848 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\def\Local Storage\leveldb/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiLocal Storage\leveldb\LOG.old (
copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 430

Entropy (8bit):  5.229275743312015

Encrypted: false

SSDEEP: 12:nivY5KkkGHArBFUtpXK/PXj5Jf5KkkGHAryJ:noYf5KkkGgPgz21Jf5KkkGga

MD5: DF83E01950667069811039157FAAE54B

SHA1L: ABE92FC938F579751F6495CEB114EB946F630851

SHA-256: 25484CE7D3D241E59A36F2EFD737C76E7BABAE2A65575C8762DF97600570B20E

SHA-512: C2505C3B1CA489174A0A549850F5BF48062D57ED34DAF85B6B2D890F3DDAA2BOF3F1CASF6EB2E678C23B7924C7F2E21AFE347673B9C62A19EE1B6BD136A0D7
2

Malicious: false

Reputation: low

Preview:

2021/09/27-20:31:31.933 1848 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda
\def\Local Storage\leveldb/MANIFEST-000001.2021/09/27-20:31:31.934 1848 Recovering log #3.2021/09/27-20:31:31.935 1848 Reusing old log C:\Users\user\A
ppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\defiLocal Storage\leveldb/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defiINetwork Persistent State16 (cop
y)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 325

Entropy (8bit):  4.9616384877719995

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5pirhsDHFAR8HLI2AVQBR70S7PMVKJIW1K3KNMRK3VY:YHO8sdHirhsBdLJlyH7E4f3K33y

MD5: B0429187E1BE99DE4D548DC5B2EDEAOA

SHAL: B3EO7BEE5D753BF1B613BD2DE665C7C21E8184F6

SHA-256: D8DABBF936DAB4F17437ECA255020EA847D76D6B789F9486010C95E995CFEDO3

SHA-512: 233F7BDAAB48A295E9F58CA52761829FE1044DA1DE1IFBCAC407FADC8C7ABALEAFFD7CA7A4FBEG49EB3FD1815DC2E3619ACB2A22CESB2C7241E474CDBYAF2
F7ED

Malicious: false

Reputation: low

Preview:

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248516523181804","port":443,"protocol_str":"quic"}],"isol
ation":[],"server":"https://dns.google","supports_spdy":true}],"version":5},"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\deflPlatform Notifications\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\deflPlatform Notifications\LOG
File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit):  5.2445275283088355

Encrypted: false

SSDEEP: 12:nMvYf5KKkGHArqiuFUtpXih/PXi75Jf5KkkGHArq2J:n2Yf5KkkGgCgz2gJfsKkkGg7

MD5: 255F48C9B2C91B682B5D5D9E9B7D7C40

SHAL: 5818268D8C2DF50620B0ESBE61E56FAF7CDAFABS

SHA-256: 5D229A3E31CBE96ADOCID8943F247780CF7FB63ELE48424AD4E2BAD3B32FBFA8

SHA-512: 2D4E3D891631F55D0975CDA4973250C96C7498F539A5E4A9BB15F61DE017583EC5F8AFDFI26D6ECD5D944B914EB251F964927AE3B572A61479658FCC0001B32|
Malicious: false

Reputation: low

Preview:

2021/09/27-20:31:31.944 1bb0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Platform Notifications/MANIFEST-000001.2021/09/27-20:31:31.945 1bb0 Recovering log #3.2021/09/27-20:31:31.945 1bb0 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiPlatform Notifications\LOG.old
(copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 432

Entropy (8bit): 5.2445275283088355

Encrypted: false

SSDEEP: 12:nMvYf5KKkGHArqiuFUtpXih/PXi753f5KkkGHArg2J:n2Yf5KkkGgCgz2gJfsKkkGg7
MDS5: 255F48C9B2C91B682B5D5D9E9B7D7C40

SHAL: 5818268D8C2DF50620B0ESBE61ES56F4F7CDAFABS

SHA-256: 5D229A3E31CBE96ADOCID8943F247780CF7FB63ELE48424AD4E2BAD3B32FBFAS
SHA-512: 2D4E3D891631F55D0975CDA4973250C96C7498F539A5E4A9BB15F61DE017583ECS5F8AFDFI26D6ECD5D944B914EB251F964927AE3B572A61479658FCC0001B32!
Malicious: false

Reputation: low

Preview:

2021/09/27-20:31:31.944 1bb0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda
\def\Platform Notifications/MANIFEST-000001.2021/09/27-20:31:31.945 1bb0 Recovering log #3.2021/09/27-20:31:31.945 1bb0 Reusing old log C:\Users\user\
AppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda\def\Platform Notifications/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiSession Storage\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 38
Entropy (8bit):  1.9837406708828553
Encrypted: false
SSDEEP: 3:5ljl:5jl
MD5: E9C694B34731BF91073CF432768A9C44
SHA1L: 861F5A99AD9EF017106CA6826EFE42413CDALAQE
SHA-256: 01C766E2C0228436212045FA98D970A0AD1F1F73ABAABA26E97C6639A4950D85
SHA-512: 2A359571C4326559459C881CBA4FFAFA9F312F6A7C2955B120B907430B700EA6FD42A48FBB3CCIF0CA2950D114DF036D1BB3B0618D137A36EBAAAL7092FESFO!
Malicious: false
Reputation: low
Preview:
1A PO &f o

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\defl\Session Storage\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 418

Entropy (8bit):  5.243105263095988

Encrypted: false

SSDEEP: 12:nm6LAVVYT5KKkGHArAFUtpX6LAQ/PX6LAISISKKkGHArI:nrAS5Y5KkkGgkgZ6LAYGELASJIfSKkkGgV
MD5: 3D1E5CD61D8F18D58CC1A7752525DD92

SHAL: A433A8AAFA2E92A5DFC43367851684A122E7C6E9

SHA-256: O0F4B48F471EBAO3CBE1B63B37788042E322B7D90160F1C3621C1C5FAFE20D186

SHA-512: 1F3861128666FD2FA265F0CE81A7EEBF13D8F7753E7618A52352F307D91FE322BFB35B1BA23C576C526BA43DB5D6D828F2D4E81F3C790A36604FCCIDB501447¢
Malicious: false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefl\Session Storage\LOG

Reputation: ow

Preview:
2021/09/27-20:31:49.354 1bb4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda
\def\Session Storage/MANIFEST-000001.2021/09/27-20:31:49.355 1bb4 Recovering log #3.2021/09/27-20:31:49.355 1bb4 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Session Storage/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmiedaldefiSession Storage\LOG.old (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 418

Entropy (8bit):  5.243105263095988

Encrypted: false

SSDEEP: 12:nm6LAVVY5KKkGHArAFUtpX6LAG/PX6LAISIfSKKKGHArI:nrA5Yf5KKkGgkgZ6LAY6LASIfEKKKGgV

MDS5: 3D1E5CD61D8F18D58CC1A7752525DD92

SHAL: A433ABAAFA2E92A5DFC43367851684A122E7C6E9

SHA-256: OF4B48F471EBAO3CBE1B63B37788042E322B7D90160F1C3621C1C5FAFE20D186

SHA-512: 1F3861128666FD2FA265F0CE81A7EEBF13D8F7753E7618A52352F307D91FE322BFB35B1BA23C576C526BA43DB5D6D828F2D4E81F3C790A36604FCCIDB501447¢
Malicious: false

Reputation: low

Preview:

2021/09/27-20:31:49.354 1bb4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\inmmhkkegccagdldgiimedpiccmgmieda
\def\Session Storage/MANIFEST-000001.2021/09/27-20:31:49.355 1bb4 Recovering log #3.2021/09/27-20:31:49.355 1bb4 Reusing old log C:\Users\user\AppData
\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\defi\Session Storage/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\000003.log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 38

Entropy (8bit):  1.9837406708828553

Encrypted: false

SSDEEP: 3:5gGg:st

MD5: 45A8ECA4E5C4A6B1395080C1B728B6C9

SHA1L: 8A97BBOE599775D9A10COFC53C4EDB29AA4CEBAE

SHA-256: DB320AB28DFF27CDAOA7F87B82F2F8E61B3178A6DE8503753D76F1172D32E08E

SHA-512: 8EE91A3A1E77459273553F6A776C423A8EE95DBIDCFA897771814B7AD13FD84F06BB2B859F22B6DDA384B39EAA91F1819F170BABED6DA16BDBCF5BCBO6CF2:
24

Malicious: false

Reputation: low

Preview:
WP Foriiie

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 324

Entropy (8bit):  5.213281665220777

Encrypted: false

SSDEEP: 6:mYFg2Pwkn23iKKdKplFUtpX7+XZmwPX5uHbkwOwkn23iKKdKa/WLJ:nFvYf5KkmFUtpX6X/PX5Ib5Jf5KkaUJ
MD5: 9694EB26CF2C26156E22A67A2EC3EF79

SHAL: 877DE45DE22D1E195EF020D34F56C06D58412BCC

SHA-256: 1366AC71796A3A42B8B28254B1D816C373A06660F9DD8DFF6F496E767EFOE464

SHA-512: F8D6244728236552E159FB5ACOFBD5C443EA5F77DFE098CF3063BOF1D3A3F18306FBE2E1A01IBE38A04417F70A28B47EB07D4CAF6FE336D081A4C4621B7DESEL
Malicious: false

Reputation: low

Preview:

2021/09/27-20:31:17.796 1bb0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/MANIFEST-000001.2021/09/27-
20:31:17.800 1bb0 Recovering log #3.2021/09/27-20:31:17.802 1bb0 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/
000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG.oldg (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 324
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB\LOG.oldg (copy)

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

5.213281665220777

false

6:mYFg2Pwkn23iKKdKpIFUtpX7+XZmwPX5uHbkwOwkn23iKKdKa/WLJI:nFvYf5KkmFUtpX6X/PX5Ib5Jf5KkaUJ

9694EB26CF2C26156E22A67A2EC3EF79

877DE45DE22D1E195EF020D34F56C06D58412BCC

1366AC71796A3A42B8B28254B1D816C373A06660F9DD8DFF6F496E767EFOE464
F8D6244728236552E159FB5ACIFBD5C443EA5F77DFE098CF3063B0F1D3A3F18306FBE2E1A01BE38A04417F70A28B47EB07D4CAF6FE336D081A4C4621B7DESEL
false

low

2021/09/27-20:31:17.796 1bb0 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/MANIFEST-000001.2021/09/27-
20:31:17.800 1bb0 Recovering log #3.2021/09/27-20:31:17.802 1bb0 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Data\LevelDB/
000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

402

5.305368086592713

false
12:nWAVVYf5KkkOrsFUtpXIU4Ag/PXIU4AI5Jf5KkkOrzJ:nWASYf5Kk+gZIRAYIRASIfSKkn
1CB1A9FC6F84E8B044C3F9749A659043
C2EB2EF294875D0AEB66B819614963A06299B626
2E7D03EA3F85381B2E79551FC65543583DCA0C5827741CAACT139C163AE4AFT5

D54F5E5C144C623AA726B2551F3B352A8EC9258491B975E86C241420BAB54BCF18C30A57889AE28288A9AABF751546B31EC6C090A5B20BBBBIFC189D1586C5E
F

false

low

2021/09/27-20:31:35.529 1bb4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmb
meomcjbeemfm/MANIFEST-000001.2021/09/27-20:31:35.531 1bb4 Recovering log #3.2021/09/27-20:31:35.531 1bb4 Reusing old log C:\Users\user\AppData\Local\G
oogle\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm\LOG.olds (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

402

5.305368086592713

false
12:nWAVVYf5KkkOrsFUtpXIU4Ag/PXIU4AI5Jf5KkkOrzJ:nWASYf5Kk+gZIRAYIRASIf5Kkn
1CB1A9FC6F84E8B044C3F9749A659043
C2EB2EF294875D0AEB66B819614963A06299B626
2E7D0O3EA3F85381B2E79551FC65543583DCA0C5827741CAACT7139C163AE4AF75

D54F5E5C144C623AA726B2551F3B352A8EC9258491B975E86C241420BAB54BCF18C30A57889AE28288A9AABF751546B31EC6C090A5B20BBBBIFC189D1586C5E
E

false

low

2021/09/27-20:31:35.529 1bb4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmb
meomcjbeemfm/MANIFEST-000001.2021/09/27-20:31:35.531 1bb4 Recovering log #3.2021/09/27-20:31:35.531 1bb4 Reusing old log C:\Users\user\AppData\Local\G
oogle\Chrome\User Data\Default\Sync Extension Settings\pkedcjkdefgpdelpbcmbmeomcjbeemfm/000003.1og .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Visited Links

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

300

6.065416835407769

false

6:/U70ElzxfvBQeKRk/CnvfeONm+9j/wbaHm2XjedxZXiBJs1zq9PD:/UfhxfJ6 Tnva+BoQdzedfXmtD
2F809A15DAF2CB0B86DBBA715B0BA836
91B90F77B12F2B3A43FDF26503AA969D6D282E60
8C2AD9AEE4940613172CD44A561007D5EEC2F2B38872479DDAA9DE32BC298E80
63589E94B150C69ECFC39CCDAL177BF2D623009D100A422C1624E07A6482873D56CCC14DFA67DE1B55BBB3A7550F217F18904C051E6DC1D68AFF8COE84506DD

false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Visited Links
Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\ crx_nmmhkkegccagdldgiimedpiccmgmieda\Chrome Web Store
Payments.ico.md5

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 16

Entropy (8bit): 4.0

Encrypted: false

SSDEEP: 3:SeFcn:Sec

MDS5: 61B979ECA159ECACIC7F8F1D6FD43EID

SHA1L: 0373696351FC2172E811DA8393DECB84036FA34A0

SHA-256: ABO5EOA6FF7E8FFF89F924B279D93AFC72ACCE817C4D250C60BB8059CC534303

SHA-512: C95825DA33CBDDFA627D9FF9A5B8371BC5F4E643A09573B6ELE839A83B619F53D878C344030B9701DCBC24D4CECCC016CF4D298D10EEBC37D1B5FEC1A5168
B6

Malicious: false

Reputation: low

Preview:
Fo..r.(R.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Web Applications\_crx_nmmhkkegccagdidgiimedpiccmgmiedal\Chrome Web Store
Payments.icoy (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MS Windows icon resource - 13 icons, 8x8, 32 bits/pixel, 10x10, 32 bits/pixel

Category: dropped

Size (bytes): 175509

Entropy (8bit):  5.489440694064333

Encrypted: false

SSDEEP: 1536:rKbsLAR2A4VBQV1111111111111Nr366R6faFR+up0y0y2im10sFcgYzQNLIX: rKbsLAR2fe/FZntrsIfX
MD5: 33EABC19FDF40F3D36B6870EF5861957

SHAL: CF3EF59C3940B58C314E9F6A1616751553F2D9A2

SHA-256: 647D07F37554672865902B2CEE80864B5A5283C372C7263BB1497D5582054E57

SHA-512: 47CFEDB1FDBC9BC09905C70F69A5114C64A8FC791BCA480D24972275276F00CEB230C579B4217337F9C69ECB2AB3221A3B549F06E8074D76BCE2F31773FB69F
Malicious: false

Reputation: low

Preview:

He p...
...+.0-8&]P>/"Q?-"&:?!

Lohono
..qyef%...... X..E

pinnp} .
.Q.....1..x...tgpyxuux...0D..DP
e NNNZXXX@

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\_crx_nmmhkkegccagdldgiimedpiccmgmieda\e4a3f90f-561f-4f41-895b-0
€70e7096893.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MS Windows icon resource - 13 icons, 8x8, 32 bits/pixel, 10x10, 32 bits/pixel

Category: dropped

Size (bytes): 175509

Entropy (8bit):  5.489440694064333

Encrypted: false

SSDEEP: 1536:rKbsLAR2A4VBQV1111111111111Nr366R6faFR+up0y0y2im10sFcgYzQNLIX:rKbsLAR2fe/FZntrsIfX
MD5: 33EABC19FDF40F3D36B6870EF5861957

SHAL: CF3EF59C3940B58C314E9F6A1616751553F2D9A2

SHA-256: 647D07F37554672865902B2CEE80864B5A5283C372C7263BB1497D5582054E57

SHA-512: 47CFEDB1FDBC9BC09905C70F69A5114C64A8FC791BCA480D24972275276F00CEB230C579B4217337F9C69ECB2AB3221A3B549F06E8074D76BCE2F31773FB69F
Malicious: false

Reputation: low

Preview:

cohen
...qye.f.%....... X...E

.................. n...((
Kb {mtCP....

pinnp} . (..
.Q.....1..x...tgpyxuux...0D..DP. . 9F.
e NINNZXXXA e bl RRR
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text
Category: dropped
Size (bytes): 16
Entropy (8bit): 3.2743974703476995
Encrypted: false
SSDEEP: 3:1sjgWIV//Rv:1qgIFJ
MDS5: 6752A1D65B201C13B62EA44016EB221F
SHA1L: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE08B
SHA-256:
SHA-512:
89
Malicious: false
Reputation: low
Preview:

MANIFEST-000004.

Static File Info

No static file info

Network Behavior

Network Port Distribution

TCP Packets
UDP Packets

DNS Queries

Timestamp
Sep 27, 2021 20:31:22.924515009 CEST

Sep 27, 2021 20:31:22.925252914 CEST
Sep 27, 2021 20:31:22.959146023 CEST
Sep 27, 2021 20:31:25.296891928 CEST

Sep 27, 2021 20:31:31.481503010 CEST

Sep 27, 2021 20:32:25.957653999 CEST

DNS Answers

Source IP Dest IP

8.8.8.8

Timestamp

Sep 27, 2021
20:31:22.952132940
CEST

Sep 27, 2021
20:31:22.952151060
CEST

Sep 27, 2021
20:31:22.952151060
CEST

192.168.2.4
8.8.8.8

192.168.2.4

8.8.8.8 192.168.2.4

Copyright Joe Security LLC 2021

Source IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID
0x83e7

0xb432

0xb432

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD
9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABD9AG020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0:

Trans ID
0xb432

0x83e7

0xa549

0x98c5

Oxadeb

Oxcfba

Name

accounts.g
oogle.com

clients2.g
oogle.com

clients.|.
google.com

OP Code
Standard query
)

Standard query
)

Standard query
(©)

Standard query
(©)

Standard query
(©)

Standard query
0

CName

clients.l.google.com

Name

clients2.g
oogle.com

accounts.g
oogle.com

propmech.com

propmech.com

clients2.g
oogleuserc
ontent.com

propmech.com

Address
172.217.168.13

172.217.168.46

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class
IN (0x0001)

IN (0X0001)

IN (0X0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class
IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Sep 27, 2021
20:31:23.076416969
CEST

8.8.8.8

Sep 27, 2021
20:31:25.419243097
CEST

8.8.8.8

Sep 27, 2021 8.8.8.8
20:31:31.520595074

CEST

Sep 27, 2021
20:31:31.520595074
CEST

8.8.8.8

Sep 27, 2021 8.8.8.8
20:32:25.971091986

CEST

Source IP

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

HTTP Request Dependency Graph

e settings-win.data.microsoft.com

e login.live.com

e www.bing.com

e arc.msn.com

e accounts.google.com

e clients2.google.com

e propmech.com

e clients2.googleusercontent.com

HTTP Packets

Trans ID

0xa549

0x98c5

Oxadeb

Oxadeb

Oxcfba

Session ID Source IP Source Port
0 192.168.2.4 49720
Timestamp transferred Direction
Session ID Source IP Source Port
1 192.168.2.4 49721
Timestamp transferred Direction
Session ID Source IP Source Port
10 192.168.2.4 49773
Timestamp transferred Direction
Session ID Source IP Source Port
100 192.168.2.4 49879
Timestamp transferred Direction
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Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Destination IP
51.104.136.2

Data

Destination IP
20.190.160.9

Data

Destination IP
198.251.89.144

Data

Destination IP

198.251.89.144

Data

Name CName Address Type

propmech.com 198.251.89.144

propmech.com 198.251.89.144

clients2.g googlehosted.l.googleuse CNAME
oogleuserc rcontent.com (Canonical
ontent.com name)
googlehost 172.217.168.1 A (IP address)
ed.l.googl

euserconte

nt.com

propmech.com 198.251.89.144

Destination Port Process

443 C:\Program Files\Google\Chrome\Application\chrome.exe

Destination Port Process

443 C:\Program Files\Google\Chrome\Application\chrome.exe

Destination Port Process

443 C:\Program Files\Google\Chrome\Application\chrome.exe

Destination Port Process

443 C:\Program Files\Google\Chrome\Application\chrome.exe

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Session ID

101

Timestamp

Session ID

102

Timestamp

Session ID

103

Timestamp

Session ID

104

Timestamp

Session ID

105

Timestamp

Session ID
106

Timestamp

Session ID
107

Timestamp

Session ID
108

Timestamp

Session ID
109

Timestamp

Session ID

11

Timestamp

Source IP

192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred
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Source Port

49880

Direction

Source Port

443

Direction

Source Port

443

Direction

Source Port

49883

Direction

Source Port

49882

Direction

Source Port
443

Direction

Source Port
443

Direction

Source Port
49886

Direction

Source Port
49887

Direction

Source Port

443

Direction

Destination IP

198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP
192.168.2.4

Data

Destination IP
198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination Port

443

Destination Port

49879

Destination Port

49880

Destination Port

443

Destination Port

443

Destination Port
49882

Destination Port
49883

Destination Port
443

Destination Port
443

Destination Port

49773

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID

110

Timestamp

Session ID

111

Timestamp

Session ID

112

Timestamp

Session ID

113

Timestamp

Session ID

114

Timestamp

Session ID
115

Timestamp

Session ID
116

Timestamp

Session ID
117

Timestamp

Session ID
118

Timestamp

Session ID

119

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP

192.168.2.4
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Source Port

443

Direction

Source Port

443

Direction

Source Port

49889

Direction

Source Port

443

Direction

Source Port

49897

Direction

Source Port
49896

Direction

Source Port
443

Direction

Source Port
443

Direction

Source Port
49898

Direction

Source Port

49899

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP
192.168.2.4

Data

Destination IP
198.251.89.144

Data

Destination IP

198.251.89.144

Destination Port

49886

Destination Port

49887

Destination Port

443

Destination Port

49889

Destination Port

443

Destination Port
443

Destination Port
49897

Destination Port
49896

Destination Port
443

Destination Port

443

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp

Session ID

12

Timestamp

Session ID

120

Timestamp

Session ID

121

Timestamp

Session ID

122

Timestamp

Session ID

123

Timestamp

Session ID
124

Timestamp

Session ID
125

Timestamp

Session ID
126

Timestamp

Session ID

127

Timestamp

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred
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Direction

Source Port

49782

Direction

Source Port

443

Direction

Source Port

443

Direction

Source Port

49901

Direction

Source Port

49900

Direction

Source Port
443

Direction

Source Port
443

Direction

Source Port
49912

Direction

Source Port

49913

Direction

Data

Destination IP

198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP
192.168.2.4

Data

Destination IP
198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination Port

443

Destination Port

49899

Destination Port

49898

Destination Port

443

Destination Port

443

Destination Port
49900

Destination Port
49901

Destination Port
443

Destination Port

443

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID

128

Timestamp

Session ID

129

Timestamp

Session ID

13

Timestamp

Session ID

130

Timestamp

Session ID

131

Timestamp

Session ID
132

Timestamp

Session ID
133

Timestamp

Session ID
134

Timestamp

Session ID
135

Timestamp

Session ID

136

Timestamp

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred
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Source Port

443

Direction

Source Port

443

Direction

Source Port

49783

Direction

Source Port

49914

Direction

Source Port

49915

Direction

Source Port
443

Direction

Source Port
443

Direction

Source Port
49916

Direction

Source Port
443

Direction

Source Port

49922

Direction

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP
192.168.2.4

Data

Destination IP
198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination Port

49912

Destination Port

49913

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port
49914

Destination Port
49915

Destination Port
443

Destination Port
49916

Destination Port

443

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID

137

Timestamp

Session ID

138

Timestamp

Session ID

139

Timestamp

Session ID

14

Timestamp

Session ID

140

Timestamp

Session ID
141

Timestamp

Session ID
142

Timestamp

Session ID
143

Timestamp

Session ID
144

Timestamp

Session ID

145

Source IP

192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP

192.168.2.4
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Source Port

49921

Direction

Source Port

443

Direction

Source Port

443

Direction

Source Port

443

Direction

Source Port

49925

Direction

Source Port
49926

Direction

Source Port
443

Direction

Source Port
443

Direction

Source Port
49927

Direction

Source Port

49928

Destination IP

198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP
192.168.2.4

Data

Destination IP
198.251.89.144

Data

Destination IP

198.251.89.144

Destination Port

443

Destination Port

49922

Destination Port

49921

Destination Port

49782

Destination Port

443

Destination Port
443

Destination Port
49925

Destination Port
49926

Destination Port
443

Destination Port

443

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp

Session ID

146

Timestamp

Session ID

147

Timestamp

Session ID

148

Timestamp

Session ID

149

Timestamp

Session ID

15

Timestamp

Session ID
150

Timestamp

Session ID
151

Timestamp

Session ID
152

Timestamp

Session ID

153

Timestamp

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred
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Direction

Source Port

443

Direction

Source Port

443

Direction

Source Port

49929

Direction

Source Port

443

Direction

Source Port

443

Direction

Source Port
49935

Direction

Source Port
49936

Direction

Source Port
443

Direction

Source Port

443

Direction

Data

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP
198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination Port

49927

Destination Port

49928

Destination Port

443

Destination Port

49929

Destination Port

49783

Destination Port
443

Destination Port
443

Destination Port
49935

Destination Port

49936

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID

154

Timestamp

Session ID

155

Timestamp

Session ID

156

Timestamp

Session ID

157

Timestamp

Session ID

158

Timestamp

Session ID
159

Timestamp

Session ID
16

Timestamp

Session ID
160

Timestamp

Session ID
161

Timestamp

Session ID

162

Timestamp

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred
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Source Port

49938

Direction

Source Port

49937

Direction

Source Port

443

Direction

Source Port

443

Direction

Source Port

49939

Direction

Source Port
443

Direction

Source Port
49784

Direction

Source Port
49948

Direction

Source Port
49949

Direction

Source Port

443

Direction

Destination IP

198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP
198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination Port

443

Destination Port

443

Destination Port

49938

Destination Port

49937

Destination Port

443

Destination Port
49939

Destination Port
443

Destination Port
443

Destination Port
443

Destination Port

49948

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID

163

Timestamp

Session ID

164

Timestamp

Session ID

165

Timestamp

Session ID

166

Timestamp

Session ID

167

Timestamp

Session ID
168

Timestamp

Session ID
169

Timestamp

Session ID
17

Timestamp

Session ID
170

Timestamp

Session ID

171

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP

198.251.89.144
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Source Port

443

Direction

Source Port

49950

Direction

Source Port

49951

Direction

Source Port
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Destination IP
192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination Port

443

Destination Port

49792

Destination Port

50077

Destination Port

50076

Destination Port

443

Destination Port
443

Destination Port
50081

Destination Port
50079

Destination Port

443

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID

337

Timestamp

Session ID

338

Timestamp

Session ID

339

Timestamp

Session ID

34

Timestamp

Session ID

340

Timestamp

Session ID
341

Timestamp

Session ID
342

Timestamp

Session ID
343

Timestamp

Session ID
344

Timestamp

Session ID

345

Timestamp

Source IP

192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Copyright Joe Security LLC 2021

Source Port

50083

Direction

Source Port

443

Direction

Source Port

443

Direction

Source Port

49802

Direction

Source Port

50084

Direction

Source Port
50085

Direction

Source Port
443

Direction

Source Port
443

Direction

Source Port
50088

Direction

Source Port

50089

Direction

Destination IP

198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP
192.168.2.4

Data

Destination IP
198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination Port

443

Destination Port

50082

Destination Port

50083

Destination Port

443

Destination Port

443

Destination Port
443

Destination Port
50084

Destination Port
50085

Destination Port
443

Destination Port

443

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID

346

Timestamp

Session ID

347

Timestamp

Session ID

348

Timestamp

Session ID

349

Timestamp

Session ID

35

Timestamp

Session ID
350

Timestamp

Session ID
351

Timestamp

Session ID
352

Timestamp

Session ID
353

Timestamp

Session ID

354

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

Copyright Joe Security LLC 2021

Source Port

443

Direction

Source Port

443

Direction

Source Port

50092

Direction

Source Port

50093

Direction

Source Port

49803

Direction

Source Port
443

Direction

Source Port
443

Direction

Source Port
50097

Direction

Source Port
50098

Direction

Source Port

443

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP
192.168.2.4

Data

Destination IP
198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP

192.168.2.4

Destination Port

50088

Destination Port

50089

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port
50092

Destination Port
50093

Destination Port
443

Destination Port
443

Destination Port

50097

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp

Session ID

355

Timestamp

Session ID

356

Timestamp

Session ID

357

Timestamp

Session ID

358

Timestamp

Session ID

359

Timestamp

Session ID
36

Timestamp

Session ID
360

Timestamp

Session ID
361

Timestamp

Session ID

362

Timestamp

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Copyright Joe Security LLC 2021

Direction

Source Port

443

Direction

Source Port

50101

Direction

Source Port

50102

Direction

Source Port

443

Direction

Source Port

443

Direction

Source Port
443

Direction

Source Port
50104

Direction

Source Port
50105

Direction

Source Port

443

Direction

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP
192.168.2.4

Data

Destination IP
198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination Port

50098

Destination Port

443

Destination Port

443

Destination Port

50101

Destination Port

50102

Destination Port
49802

Destination Port
443

Destination Port
443

Destination Port

50104

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID

363

Timestamp

Session ID

364

Timestamp

Session ID

365

Timestamp

Session ID

366

Timestamp

Session ID

367

Timestamp

Session ID
368

Timestamp

Session ID
369

Timestamp

Session ID
37

Timestamp

Session ID
370

Timestamp

Session ID

371

Timestamp

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Copyright Joe Security LLC 2021

Source Port

443

Direction

Source Port

50107

Direction

Source Port

50106

Direction

Source Port

443

Direction

Source Port

443

Direction

Source Port
50111

Direction

Source Port
50110

Direction

Source Port
443

Direction

Source Port
443

Direction

Source Port

443

Direction

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP
198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP
192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination Port

50105

Destination Port

443

Destination Port

443

Destination Port

50107

Destination Port

50106

Destination Port
443

Destination Port
443

Destination Port
49803

Destination Port
50111

Destination Port

50110

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID

372

Timestamp

Session ID

373

Timestamp

Session ID

374

Timestamp

Session ID

375

Timestamp

Session ID

376

Timestamp

Session ID
377

Timestamp

Session ID
378

Timestamp

Session ID
379

Timestamp

Session ID
38

Timestamp

Session ID

380

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

Copyright Joe Security LLC 2021

Source Port

50113

Direction

Source Port

50114

Direction

Source Port

443

Direction

Source Port

443

Direction

Source Port

50119

Direction

Source Port
50118

Direction

Source Port
443

Direction

Source Port
443

Direction

Source Port
49805

Direction

Source Port

50122

Destination IP

198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP
192.168.2.4

Data

Destination IP
172.217.168.1

Data

Destination IP

198.251.89.144

Destination Port

443

Destination Port

443

Destination Port

50113

Destination Port

50114

Destination Port

443

Destination Port
443

Destination Port
50119

Destination Port
50118

Destination Port
443

Destination Port

443

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp

Session ID

381

Timestamp

Session ID

382

Timestamp

Session ID

383

Timestamp

Session ID

384

Timestamp

Session ID
385

Timestamp

Session ID
386

Timestamp

Session ID
387

Timestamp

Session ID
388

Timestamp

Session ID

389

Timestamp

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Copyright Joe Security LLC 2021

Direction

Source Port

443

Direction

Source Port

50126

Direction

Source Port

50127

Direction

Source Port

443

Direction

Source Port

443

Direction

Source Port
50130

Direction

Source Port
50129

Direction

Source Port
443

Direction

Source Port

50131

Direction

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination IP
192.168.2.4

Data

Destination IP
198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination Port

50122

Destination Port

443

Destination Port

443

Destination Port

50126

Destination Port
50127

Destination Port
443

Destination Port
443

Destination Port
50129

Destination Port

443

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID

39

Timestamp

Session ID

390

Timestamp

Session ID

391

Timestamp

Session ID

392

Timestamp

Session ID

393

Timestamp

Session ID
394

Timestamp

Session ID
395

Timestamp

Session ID
396

Timestamp

Session ID
397

Timestamp

Session ID

398

Timestamp

Source IP

172.217.168.1

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Copyright Joe Security LLC 2021

Source Port

443

Direction

Source Port

443

Direction

Source Port

443

Direction

Source Port

50134

Direction

Source Port

50135

Direction

Source Port
443

Direction

Source Port
443

Direction

Source Port
50136

Direction

Source Port
50137

Direction

Source Port

443

Direction

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP
192.168.2.4

Data

Destination IP
198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination Port

49805

Destination Port

50130

Destination Port

50131

Destination Port

443

Destination Port

443

Destination Port
50135

Destination Port
50134

Destination Port
443

Destination Port
443

Destination Port

50136

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID

399

Timestamp

Session ID

4

Timestamp

Session ID

40

Timestamp

Session ID

400

Timestamp

Session ID

401

Timestamp

Session ID
402

Timestamp

Session ID
403

Timestamp

Session ID
404

Timestamp

Session ID
405

Timestamp

Session ID

406

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

Copyright Joe Security LLC 2021

Source Port

443

Direction

Source Port

49726

Direction

Source Port

49806

Direction

Source Port

50140

Direction

Source Port

50139

Direction

Source Port
443

Direction

Source Port
443

Direction

Source Port
50144

Direction

Source Port
50143

Direction

Source Port

443

Destination IP

192.168.2.4

Data

Destination IP

20.82.209.183

Data

Destination IP

198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP
192.168.2.4

Data

Destination IP
198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP

192.168.2.4

Destination Port

50137

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port
50140

Destination Port
50139

Destination Port
443

Destination Port
443

Destination Port

50144

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp

Session ID

407

Timestamp

Session ID

408

Timestamp

Session ID

409

Timestamp

Session ID

41

Timestamp

Session ID

410

Timestamp

Session ID
411

Timestamp

Session ID
412

Timestamp

Session ID
413

Timestamp

Session ID

414

Timestamp

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Copyright Joe Security LLC 2021

Direction

Source Port

443

Direction

Source Port

50149

Direction

Source Port

443

Direction

Source Port

443

Direction

Source Port

50150

Direction

Source Port
50151

Direction

Source Port
443

Direction

Source Port
443

Direction

Source Port

50152

Direction

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP
192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination Port

50143

Destination Port

443

Destination Port

50149

Destination Port

49806

Destination Port

443

Destination Port
443

Destination Port
50150

Destination Port
50151

Destination Port

443

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID

415

Timestamp

Session ID

416

Timestamp

Session ID

417

Timestamp

Session ID

418

Timestamp

Session ID

419

Timestamp

Session ID
42

Timestamp

Session ID
420

Timestamp

Session ID
421

Timestamp

Session ID
422

Timestamp

Session ID

423

Timestamp

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Copyright Joe Security LLC 2021

Source Port

443

Direction

Source Port

50153

Direction

Source Port

443

Direction

Source Port

50154

Direction

Source Port

50155

Direction

Source Port
49814

Direction

Source Port
443

Direction

Source Port
443

Direction

Source Port
50156

Direction

Source Port

50157

Direction

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP
192.168.2.4

Data

Destination IP
198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination Port

50152

Destination Port

443

Destination Port

50153

Destination Port

443

Destination Port

443

Destination Port
443

Destination Port
50154

Destination Port
50155

Destination Port
443

Destination Port

443

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID

424

Timestamp

Session ID

425

Timestamp

Session ID

426

Timestamp

Session ID

427

Timestamp

Session ID

428

Timestamp

Session ID
429

Timestamp

Session ID
43

Timestamp

Session ID
430

Timestamp

Session ID
431

Timestamp

Session ID

432

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

Copyright Joe Security LLC 2021

Source Port

443

Direction

Source Port

443

Direction

Source Port

50159

Direction

Source Port

443

Direction

Source Port

50160

Direction

Source Port
443

Direction

Source Port
443

Direction

Source Port
50164

Direction

Source Port
50158

Direction

Source Port

443

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP
192.168.2.4

Data

Destination IP
198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP

192.168.2.4

Destination Port

50156

Destination Port

50157

Destination Port

443

Destination Port

50159

Destination Port

443

Destination Port
50160

Destination Port
49814

Destination Port
443

Destination Port
443

Destination Port

50164

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp

Session ID

433

Timestamp

Session ID

434

Timestamp

Session ID

435

Timestamp

Session ID

436

Timestamp

Session ID

437

Timestamp

Session ID
438

Timestamp

Session ID
439

Timestamp

Session ID
44

Timestamp

Session ID

440

Timestamp

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Copyright Joe Security LLC 2021

Direction

Source Port

443

Direction

Source Port

50167

Direction

Source Port

50168

Direction

Source Port

443

Direction

Source Port

443

Direction

Source Port
50170

Direction

Source Port
50171

Direction

Source Port
49815

Direction

Source Port

443

Direction

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP
198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination Port

50158

Destination Port

443

Destination Port

443

Destination Port

50167

Destination Port

50168

Destination Port
443

Destination Port
443

Destination Port
443

Destination Port

50170

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID

441

Timestamp

Session ID

442

Timestamp

Session ID

443

Timestamp

Session ID

444

Timestamp

Session ID

445

Timestamp

Session ID
446

Timestamp

Session ID
447

Timestamp

Session ID
448

Timestamp

Session ID
449

Timestamp

Session ID

45

Timestamp

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Copyright Joe Security LLC 2021

Source Port

443

Direction

Source Port

50173

Direction

Source Port

50174

Direction

Source Port

443

Direction

Source Port

443

Direction

Source Port
50180

Direction

Source Port
50181

Direction

Source Port
443

Direction

Source Port
50184

Direction

Source Port

49816

Direction

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP
198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP
198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination Port

50171

Destination Port

443

Destination Port

443

Destination Port

50173

Destination Port

50174

Destination Port
443

Destination Port
443

Destination Port
50180

Destination Port
443

Destination Port

443

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID

450

Timestamp

Session ID

451

Timestamp

Session ID

452

Timestamp

Session ID

453

Timestamp

Session ID

454

Timestamp

Session ID
455

Timestamp

Session ID
456

Timestamp

Session ID
457

Timestamp

Session ID
458

Timestamp

Session ID

459

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

Copyright Joe Security LLC 2021

Source Port

443

Direction

Source Port

443

Direction

Source Port

50186

Direction

Source Port

50187

Direction

Source Port

443

Direction

Source Port
443

Direction

Source Port
50189

Direction

Source Port
50190

Direction

Source Port
443

Direction

Source Port

443

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination IP
192.168.2.4

Data

Destination IP
198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP

192.168.2.4

Destination Port

50184

Destination Port

50181

Destination Port

443

Destination Port

443

Destination Port

50186

Destination Port
50187

Destination Port
443

Destination Port
443

Destination Port
50190

Destination Port

50189

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp

Session ID

46

Timestamp

Session ID

460

Timestamp

Session ID

461

Timestamp

Session ID

462

Timestamp

Session ID

463

Timestamp

Session ID
464

Timestamp

Session ID
465

Timestamp

Session ID
466

Timestamp

Session ID

467

Timestamp

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Copyright Joe Security LLC 2021

Direction

Source Port

443

Direction

Source Port

50194

Direction

Source Port

50193

Direction

Source Port

443

Direction

Source Port

443

Direction

Source Port
50198

Direction

Source Port
50199

Direction

Source Port
443

Direction

Source Port

443

Direction

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP
198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination Port

49815

Destination Port

443

Destination Port

443

Destination Port

50194

Destination Port

50193

Destination Port
443

Destination Port
443

Destination Port
50198

Destination Port

50199

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID

468

Timestamp

Session ID

469

Timestamp

Session ID

47

Timestamp

Session ID

470

Timestamp

Session ID

471

Timestamp

Session ID
472

Timestamp

Session ID
473

Timestamp

Session ID
474

Timestamp

Session ID
475

Timestamp

Session ID

476

Timestamp

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Copyright Joe Security LLC 2021

Source Port

50202

Direction

Source Port

50203

Direction

Source Port

443

Direction

Source Port

443

Direction

Source Port

443

Direction

Source Port
50206

Direction

Source Port
50207

Direction

Source Port
443

Direction

Source Port
443

Direction

Source Port

50209

Direction

Destination IP

198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP
198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP
192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination Port

443

Destination Port

443

Destination Port

49816

Destination Port

50202

Destination Port

50203

Destination Port
443

Destination Port
443

Destination Port
50206

Destination Port
50207

Destination Port

443

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID

ar7

Timestamp

Session ID

478

Timestamp

Session ID

479

Timestamp

Session ID

48

Timestamp

Session ID

480

Timestamp

Session ID
481

Timestamp

Session ID
482

Timestamp

Session ID
483

Timestamp

Session ID
484

Timestamp

Session ID

485

Source IP

192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

Copyright Joe Security LLC 2021

Source Port

50210

Direction

Source Port

443

Direction

Source Port

443

Direction

Source Port

49817

Direction

Source Port

50213

Direction

Source Port
50212

Direction

Source Port
443

Direction

Source Port
443

Direction

Source Port
50216

Direction

Source Port

443

Destination IP

198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP
192.168.2.4

Data

Destination IP
198.251.89.144

Data

Destination IP

192.168.2.4

Destination Port

443

Destination Port

50209

Destination Port

50210

Destination Port

443

Destination Port

443

Destination Port
443

Destination Port
50213

Destination Port
50212

Destination Port
443

Destination Port

50216

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp

Session ID

486

Timestamp

Sep 27, 2021
20:31:23.144577026 CEST

Session ID

487

Timestamp

Sep 27, 2021
20:31:23.210576057 CEST

Session ID
49

Timestamp

Session ID
5

Timestamp

Session ID

50

Timestamp

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

964

Source IP

198.251.89.144

kBytes
transferred

965

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Copyright Joe Security LLC 2021

Direction

Source Port

49770

Direction

ouT

Source Port

80

Direction

IN

Source Port
49819

Direction

Source Port
49727

Direction

Source Port

443

Direction

Data

Destination IP Destination Port Process

198.251.89.144 80 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /HTTP/1.1

Host: propmech.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

Destination IP Destination Port Process

192.168.2.4 49770 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 301 Moved Permanently

Connection: Keep-Alive

Content-Type: text/html

Content-Length: 707

Date: Mon, 27 Sep 2021 18:31:23 GMT

Server: LiteSpeed

Location: https://propmech.com/

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 33 30 31 20 4d 6f 76
65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74
79 6¢ 65 3d 22 63 6f 6¢ 6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6 74 3a 20 6e 6f 72 6d 61 6¢ 20
3134 70 78 2f 32 30 70 78 20 41 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2c 20 73 61 6e 73 2d 73 65 72 69 66 3b 2
068 65 69 67 68 74 3a 31 30 30 25 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 66 3b 22 3e Oa
3c 64 69 76 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a 61 75 74 6f 3b 20 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30 30
25 3b 20 22 3e 20 20 20 20 20 3c 64 69 76 20 73 74 79 6¢ 65 3d 22 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65
72 3b 20 77 69 64 74 68 3a 38 30 30 70 78 3b 20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 2d 34 30 30 70 78 3b 20 70 6f
73 69 74 69 6f 6e 3a 61 62 73 6f 6¢ 75 74 65 3b 20 74 6f 70 3a 20 33 30 25 3b 20 6¢ 65 66 74 3a 35 30 25 3b 22 3e 0a 20
2020 20 20 20 20 20 3c 68 31 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 3a 30 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 31
3530 70 78 3b 20 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 31 35 30 70 78 3b 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f 6¢
64 3b 22 3e 33 30 31 3c 2f 68 31 3e 0a 3¢ 68 32 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 2d 74 6f 70 3a 32 30 70 78 3b
66 6f 6e 74 2d 73 69 7a 65 3a 20 33 30 70 78 3b 22 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 0Od Oa 3c 2f 68
32 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 62 65 65 6e 20 70 65 72 6d 61 6e 65 6e 74 6¢ 79
20 6d 6f 76 65 64 2e 3c 2f 70 3e Oa 3c 2f 64 69 76 3e 3¢ 2f 64 69 76 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 301 Moved Permanently</titte></head><body style="color: #444; margin:0;font:
normal 14px/20px Arial, Helvetica, sans-serif; height:100%; background-color: #fff;"><div style="height:auto; min-heig
ht:100%; ">  <div style="text-align: center; width:800px; margin-left: -400px; position:absolute; top: 30%; left:50%;">

<h1 style="margin:0; font-size:150px; line-height:150px; font-weight:bold;">301</h1><h2 style="margin-top:20px;font-size:
30px;“>Moved Permanently</h2><p>The document has been permanently moved.</p></div></div></body></html|>

Destination IP Destination Port Process
198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

Destination IP Destination Port Process

20.49.150.241 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

Destination IP Destination Port Process

192.168.2.4 49817 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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Session ID

51

Timestamp

Session ID

52

Timestamp

Session ID

53

Timestamp

Session ID

54

Timestamp

Session ID

55

Timestamp

Session ID
56

Timestamp

Session ID
57

Timestamp

Session ID
58

Timestamp

Session ID
59

Timestamp

Session ID

6

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

Copyright Joe Security LLC 2021

Source Port

443

Direction

Source Port

49820

Direction

Source Port

49823

Direction

Source Port

443

Direction

Source Port

49824

Direction

Source Port
443

Direction

Source Port
443

Direction

Source Port
49826

Direction

Source Port
49827

Direction

Source Port

49767

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP
192.168.2.4

Data

Destination IP
198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP

172.217.168.13

Destination Port

49819

Destination Port

443

Destination Port

443

Destination Port

49820

Destination Port

443

Destination Port
49823

Destination Port
49824

Destination Port
443

Destination Port
443

Destination Port

443

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp

Session ID

60

Timestamp

Session ID

61

Timestamp

Session ID

62

Timestamp

Session ID

63

Timestamp

Session ID

64

Timestamp

Session ID
65

Timestamp

Session ID
66

Timestamp

Session ID
67

Timestamp

Session ID

68

Timestamp

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Copyright Joe Security LLC 2021

Direction

Source Port

443

Direction

Source Port

49828

Direction

Source Port

443

Direction

Source Port

443

Direction

Source Port

49833

Direction

Source Port
49834

Direction

Source Port
443

Direction

Source Port
443

Direction

Source Port

49835

Direction

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP
192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination Port

49826

Destination Port

443

Destination Port

49827

Destination Port

49828

Destination Port

443

Destination Port
443

Destination Port
49833

Destination Port
49834

Destination Port

443

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID

69

Timestamp

Session ID

7

Timestamp

Session ID

70

Timestamp

Session ID

71

Timestamp

Session ID

72

Timestamp

Session ID
73

Timestamp

Session ID
74

Timestamp

Session ID
75

Timestamp

Session ID
76

Timestamp

Session ID

7

Timestamp

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Copyright Joe Security LLC 2021

Source Port

49836

Direction

Source Port

49766

Direction

Source Port

443

Direction

Source Port

443

Direction

Source Port

49849

Direction

Source Port
49850

Direction

Source Port
443

Direction

Source Port
443

Direction

Source Port
49853

Direction

Source Port

443

Direction

Destination IP

198.251.89.144

Data

Destination IP

172.217.168.46

Data

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP
192.168.2.4

Data

Destination IP
198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination Port

443

Destination Port

443

Destination Port

49835

Destination Port

49836

Destination Port

443

Destination Port
443

Destination Port
49849

Destination Port
49850

Destination Port
443

Destination Port

49853

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Page 89 of 316



Session ID

78

Timestamp

Session ID

79

Timestamp

Session ID

8

Timestamp

Session ID

80

Timestamp

Session ID

81

Timestamp

Session ID
82

Timestamp

Session ID
83

Timestamp

Session ID
84

Timestamp

Session ID
85

Timestamp

Session ID

86

Source IP

192.168.2.4

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

172.217.168.46

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

Copyright Joe Security LLC 2021

Source Port

49859

Direction

Source Port

49860

Direction

Source Port

443

Direction

Source Port

443

Direction

Source Port

49862

Direction

Source Port
443

Direction

Source Port
49863

Direction

Source Port
443

Direction

Source Port
443

Direction

Source Port

49867

Destination IP

198.251.89.144

Data

Destination IP

198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP
198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP
192.168.2.4

Data

Destination IP

198.251.89.144

Destination Port

443

Destination Port

443

Destination Port

49766

Destination Port

49860

Destination Port

443

Destination Port
49859

Destination Port
443

Destination Port
49862

Destination Port
49863

Destination Port

443

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Page 90 of 316



Timestamp

Session ID

87

Timestamp

Session ID

88

Timestamp

Session ID

89

Timestamp

Session ID

9

Timestamp

Session ID

90

Timestamp

Session ID
91

Timestamp

Session ID
92

Timestamp

Session ID
93

Timestamp

Session ID

94

Timestamp

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

198.251.89.144

kBytes
transferred

Source IP

172.217.168.13

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Source IP
192.168.2.4

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP
198.251.89.144

kBytes
transferred

Source IP

192.168.2.4

kBytes
transferred

Copyright Joe Security LLC 2021

Direction

Source Port

49868

Direction

Source Port

443

Direction

Source Port

443

Direction

Source Port

443

Direction

Source Port

49870

Direction

Source Port
49871

Direction

Source Port
443

Direction

Source Port
443

Direction

Source Port

49872

Direction

Data

Destination IP

198.251.89.144

Data

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP

192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination IP
198.251.89.144

Data

Destination IP
192.168.2.4

Data

Destination IP
192.168.2.4

Data

Destination IP

198.251.89.144

Data

Destination Port

443

Destination Port

49867

Destination Port

49868

Destination Port

49767

Destination Port

443

Destination Port
443

Destination Port
49870

Destination Port
49871

Destination Port

443

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe

Process

C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID Source IP

95 198.251.89.144
kBytes

Timestamp transferred

Session ID Source IP

96 192.168.2.4
kBytes

Timestamp transferred

Session ID Source IP

97 192.168.2.4
kBytes

Timestamp transferred

Session ID Source IP

98 198.251.89.144
kBytes

Timestamp transferred

Session ID Source IP

99 198.251.89.144
kBytes

Timestamp transferred

HTTPS Proxied Packets

Session ID Source IP

0 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:07 UTC 0

2021-09-27 18:31:07 UTC 1

Copyright Joe Security LLC 2021

Source Port

443

Direction

Source Port

49877

Direction

Source Port

49878

Direction

Source Port

443

Direction

Source Port

443

Direction

Source Port
49720

Direction
ouT

Destination IP Destination Port Process

192.168.2.4 49872 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

Destination IP Destination Port Process

192.168.2.4 49877 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

Destination IP Destination Port Process

192.168.2.4 49878 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

Destination IP  Destination Port Process
51.104.136.2 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /settings/v2.0/WSD/WaaSAssessment?os=Windows&osVer=10.0.17134.1.amd64fre.rs4_release.180410-&rin
g=Retail&sku=48&deviceClass=Windows.Desktop&locale=en-US&deviceld=A2AB526A-D38D-4FC9-8BA0-E34B8D6354
E8&UpdateOfferedDays=875&BranchReadinessLevel=CB&PonchAllow=0&IsCloudDomainJoined=0&Processorldentif
ier=Intel64%20Family%206%20Model%2085%20Stepping%207&CurrentBranch=rs4_release&ActivationChannel=OEM
%3ANONSLP&OEMModel=VMware7%2C1&FlightRing=Retail&AttrDataVer=107&IsMDMEnrolled=0&InstallLanguage=en-
US&OSUILocale=en-US&OEMModelBaseBoard=440BX%20Desktop%20Reference%20Platform&FirmwareVersi
on=VMW71.00V.13989454.B64.1906190538&InstallationType=Client&FlightingBranchName=&ServicingBranch=CB
&GStatusBlockIDs_All=&O0SSkuld=48&App=WaaSAssessment&InstallDate=1561646961&ProcessorManufacturer=Gen
uinelntel&OEMName_Uncleaned=VMware%2C%20Inc.&AppVer=10.0&0SArchitecture=AMD64&HonorWUfBDef
errals=0&UpdateManagementGroup=2&IsDeviceRetailDemo=0&HidOverGattReg=C%3A%5CWindows%5CSyst
em32%5CDriverStore%5CFileRepository%5Chidbthle.inf_amd64_467f181075371c89%5CMicrosoft.Bluetooth.Prof
iles.HidOverGatt.dll&IsFlightingEnabled=0&TelemetryLevel=1&DefaultUserRegion=244&Bios=2019&WuClientVer=10.0.17
134.1&Free=16t032&0SVersion=10.0.17134.1&DeviceFamily=Windows.Desktop HTTP/1.1

Connection: Keep-Alive

Authorization: MsaToken t=GWAWAX94BAAU+vB6B7/6tNI0vbzcuOrZ3eBIR2gOZgAAEGI7zu4vxPcW66w188ij
JXLgABQOoICPVVENKgxglY6hwsrYi8LLIOQtIUdKRysAIZ/pclXQi+am7Y Tv0+DKEugamc9l0LWFecnG7gzdk5gBW1n
tJiSpVI+pfPsCCBc4p+WYKRFUEEFeHWbNVn+MLO8uwQae0If7BQNnnk30jInE/55NuGVhKU 04K Xyy2UiMdCp+IN3uKt
iDpyQowTeUcSsNmuJOtAemGHQaKMWPV6nPyy/YH4ny3F0ZT3SeS/pudexJuBBcWcGknftRZvUYvmwshzl9efFMEIBm
rx80ARkthm+w/BVvJIXI5ggBSVjkMIyXcApHQE=&p=

If-None-Match: 360:66A2A38654953B1F547B163A::2F08B14EE3

User-Agent: WaaSAssessment

Host: settings-win.data.microsoft.com

HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Content-Length: 1001

Content-Type: application/json

ETag: 360:66A2A386E03544D3547B163A::2FOEA6BF17
Server: Microsoft-HTTPAPI/2.0

Date: Mon, 27 Sep 2021 18:31:07 GMT

Connection: close
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kBytes
Timestamp transferred

2021-09-27 18:31:07 UTC 2

Session ID Source IP

1 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:07 UTC 2

2021-09-27 18:31:07 UTC 3

2021-09-27 18:31:08 UTC 8

2021-09-27 18:31:08 UTC 8

Session ID Source IP

10 192.168.2.4
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49721

Direction

ouT

ouT

Source Port
49773

Direction

Data

Data Raw: 7b 22 72 65 66 72 65 73 68 49 6e 74 65 72 76 61 6¢ 22 3a 22 33 36 30 22 2¢ 22 71 75 65 72 79 55 72 6¢ 22 3a
22 2f 736574 74 69 6e 67 73 2f 76 32 2e 30 2f 57 53 44 2f 57 61 61 53 41 73 73 65 73 73 6d 65 6e 74 22 2¢ 22 73 65 74
7469 6e 67 73 22 3a 7b 22 31 30 2e 30 2e 31 37 31 33 34 2e 31 22 3a 22 31 33 31 36 39 35 38 31 32 30 30 30 30 30 30
30 3030 22 2¢ 22 31 30 2e 30 2e 31 37 31 33 34 2e 52 54 4d 22 3a 22 31 30 2e 30 2e 31 37 31 33 34 2e 31 22 2¢ 22 31
30 2e 30 2e 31 37 31 33 34 2e 53 42 22 3a 22 31 30 2e 30 2e 31 37 31 33 34 2e 31 22 2¢ 22 43 55 52 52 45 4e 54 22 3a
22 31 30 2e 30 2e 32 32 30 30 30 2e 31 39 34 22 2c 22 44 49 53 41 42 4c 45 41 53 53 45 53 53 4d 45 4e 54 22 3a 22 30
22 2c 22 44 4f 53 53 49 45 52 54 49 4d 45 53 54 41 4d 50 22 3a 22 31

Data Ascii: {"refreshinterval*:"360","queryUrl":"/settings/v2.0/WSD/WaaSAssessment","settings":{"10.0.17134.1":"13169581
2000000000","10.0.17134.RTM":"10.0.17134.1","10.0.17134.SB":"10.0.17134.1","CURRENT":"10.0.22000.194","DISABLE
ASSESSMENT":"0","DOSSIERTIMESTAMP":"1

Destination IP Destination Port Process

20.190.160.9 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

POST /RST2.srf HTTP/1.0

Connection: Keep-Alive

Content-Type: application/soap+xml

Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727;
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 18.10.0.17134.0.0; IDCRL-cfg 16.000.29174.3; App svchost.exe, 1
0.0.17134.1, {DF60E2DF-88AD-4526-AE21-83D130EFOF68})

Content-Length: 4776

Host: login.live.com

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22
3f 3e 3c 73 3a 45 6e 76 65 6¢ 6f 70 65 20 78 6d 6¢ 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6¢ 6f 70 65 22 20 78 6d 6¢ 6€ 73 3a 70 73 3d 22 68 74 74 70 3a 2f 2f
73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 63
65 73 2f 50 50 43 52 4¢ 22 20 78 6d 6¢ 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d
6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73
736563757269 74 79 2d 73 65 63 65 78 74 2d 31

Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmins:s="http://www.w3.0rg/2003/05/soap-envelope"
xmins:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmIns:wsse="http://docs.oasis-open.org/w
$5/2004/01/0asis-200401-wss-wssecurity-secext-1

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache

Pragma: no-cache

Content-Type: application/soap+xml; charset=utf-8
Expires: Mon, 27 Sep 2021 18:30:07 GMT

P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2

x-ms-request-id: 23e6592b-b021-4ab3-873e-66ee0446084c
PPServer: PPV: 30 H: BLO2PF2ABEC71F0 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block

Date: Mon, 27 Sep 2021 18:31:07 GMT
Connection: close

Content-Length: 11093

Data Raw: 3c 3f 78 6d 6¢ 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22
20 3f 3e 3c 53 3a 45 6e 76 65 6¢ 6f 70 65 20 78 6d 6¢ 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6¢ 6f 70 65 22 20 78 6d 6¢ 6 73 3a 77 73 73 65 3d 22 68 74 74
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73
2d3230303430312d 777373 2d 77 73 736563 75 7269 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20
78 6d 6¢ 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73
73 2f 32 30 30 34 2f 30 31 2f 6 61 73 69 73 2d 32 30 30

Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlIns:S="http://www.w3.0rg/2003/05/soap-envelope"
xmins:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-09-27 18:31:23 UTC 94

Session ID Source IP

100 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:49 UTC 934

Session ID Source IP

101 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:49 UTC 934

Session ID Source IP

102 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:31:50 UTC 935

2021-09-27 18:31:50 UTC 935

2021-09-27 18:31:50 UTC 936

Session ID Source IP

103 198.251.89.144

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49879

Direction

ouT

Source Port

49880

Direction

ouT

Source Port
443

Direction
IN

Source Port

443

Data

GET /HTTP/1.1

Host: propmech.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: ?1

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/services/automation/automation_3.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/services/automation/automation_4.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process
192.168.2.4 49879 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:49 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2C 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 49880 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes
Timestamp transferred

2021-09-27 18:31:50 UTC 936

2021-09-27 18:31:50 UTC 937

2021-09-27 18:31:50 UTC 938

Session ID Source IP

104 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:50 UTC 938

Session ID Source IP

105 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:50 UTC 938

Session ID Source IP

106 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:31:50 UTC 938

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49883

Direction

ouT

Source Port
49882

Direction
ouT

Source Port
443

Direction
IN

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:50 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3¢ 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/services/automation/automation_3_thumb.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP  Destination Port Process
198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/services/automation/automation_2_thumb.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP  Destination Port Process
192.168.2.4 49882 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:50 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000
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kBytes
Timestamp transferred

2021-09-27 18:31:50 UTC 939

2021-09-27 18:31:50 UTC 940

Session ID Source IP

107 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:31:50 UTC 940

2021-09-27 18:31:50 UTC 940

2021-09-27 18:31:50 UTC 941

Session ID Source IP

108 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:50 UTC 942

Session ID Source IP

109 192.168.2.4
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port
49886

Direction
ouT

Source Port

49887

Direction

Data

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 49883 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:50 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e Oa 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3¢ 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process
198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/services/automation/automation_4_thumb.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-09-27 18:31:50 UTC 942

Session ID Source IP

11 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:31:23 UTC 94

2021-09-27 18:31:23 UTC 95

2021-09-27 18:31:23 UTC 95

Session ID Source IP

110 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:31:50 UTC 942

2021-09-27 18:31:50 UTC 942

2021-09-27 18:31:50 UTC 943

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

443

Direction

IN

Source Port
443

Direction
IN

Data

GET /images/services/services_imgl.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 49773 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 200 OK

Connection: close

Content-Type: text/html

Last-Modified: Wed, 22 Sep 2021 06:45:02 GMT

Accept-Ranges: bytes

Content-Length: 10279

Date: Mon, 27 Sep 2021 18:31:23 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 20 50 55 42 4c 49 43 20 22 2d 2f 2f 57 33 43 2f 2f 44 54 44 20 58 48
54 4d 4c 20 31 2e 30 20 54 72 61 6e 73 69 74 69 6f 6e 61 6¢ 2f 2f 45 4e 22 20 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33
2e 6f 72 67 2f 54 52 2f 78 68 74 6d 6c 31 2f 44 54 44 2f 78 68 74 6d 6¢ 31 2d 74 72 61 6e 73 69 74 69 6f 6e 61 6C 2e 64
74 64 22 3e 0a 3c 68 74 6d 6¢ 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 31 39 39 39
2f 78 68 74 6d 6¢ 22 3e Oa 3c 68 65 61 64 3e Oa 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e
74 2d 54 79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 75 74 66 2d
38 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 48 6f 6d 65 20

Data Ascii: <IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional/EN" "http://www.w3.0rg/TR/xhtm|1/DTD/xh
tml1-transitional.dtd"><html xmIns="http://www.w3.0rg/1999/xhtml"><head><meta http-equiv="Content-Type" conten
t="text/html; charset=utf-8" /><title>Home

Data Raw: 6¢ 6f 61 64 49 6d 61 67 65 73 2e 61 72 67 75 6d 65 6e 74 73 3b 20 66 6f 72 28 69 3d 30 3b 20 69 3c 61 2e 6¢
65 6e 67 74 68 3b 20 69 2b 2b 29 0a 20 20 20 20 69 66 20 28 61 5b 69 5d 2e 69 6e 64 65 78 4f 66 28 22 23 22 29 21 3d
3029 7b 20 64 2e 4d 4d 5f 70 5b 6a 5d 3d 6e 65 77 20 49 6d 61 67 65 3b 20 64 2e 4d 4d 5f 70 5b 6a 2b 2b 5d 2e 73 72
63 3d 61 5b 69 5d 3b 7d 7d Oa 7d Oa Oa 66 75 6e 63 74 69 6f 6e 20 4d 4d 5f 66 69 6e 64 4f 62 6a 28 6e 2c 20 64 29 20 7b
20 2f 2f 76 34 2e 30 31 0a 20 20 76 61 72 20 70 2c 69 2c 78 3b 20 20 69 66 28 21 64 29 20 64 3d 64 6f 63 75 6d 65 6e 74
3b 20 69 66 28 28 70 3d 6e 2e 69 6e 64 65 78 4f 66 28 22 3f 22 29 29 3e 30 26 26 70 61 72 65 6e 74 2e 66 72 61 6d 65 7
3 2e 6¢ 65 6e 67 74 68 29 20 7b 0a 20 20 20 20 64 3d 70 61 72 65

Data Ascii: loadimages.arguments; for(i=0; i<a.length; i++) if (a[i].indexOf("#")!=0){ d.MM_p[j]=new Image; d.MM_p]j+
+].src=al[i];}}}function MM_findObj(n, d) { //v4.01 var p,i,x; if('d) d=document; if((p=n.indexOf("?"))>0&&parent.frame
s.length) { d=pare

Destination IP  Destination Port Process
192.168.2.4 49886 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:50 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t
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Session ID Source IP

111 198.251.89.144
kBytes
Timestamp transferred

2021-09-27 18:31:50 UTC 944

2021-09-27 18:31:50 UTC 944

2021-09-27 18:31:50 UTC 945

Session ID Source IP

112 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:50 UTC 945

Session ID Source IP

113 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:31:51 UTC 945

2021-09-27 18:31:51 UTC 946

Copyright Joe Security LLC 2021

Source Port

443

Direction

IN

Source Port

49889

Direction

ouT

Source Port
443

Direction
IN

Destination IP Destination Port Process

192.168.2.4 49887 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:50 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/greenheat_logo.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP  Destination Port Process
192.168.2.4 49889 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:51 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3¢ 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢C
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s
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kBytes
Timestamp transferred

2021-09-27 18:31:51 UTC 947

Session ID Source IP

114 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:53 UTC 947

Session ID Source IP

115 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:53 UTC 947

Session ID Source IP

116 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:31:53 UTC 947

2021-09-27 18:31:53 UTC 948

2021-09-27 18:31:53 UTC 949

Session ID Source IP

117 198.251.89.144

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49897

Direction

ouT

Source Port

49896

Direction

ouT

Source Port
443

Direction

IN

Source Port

443

Data

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/services/ser_1.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/logo.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process
192.168.2.4 49897 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:53 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found<f/titte></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4¢ 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 49896 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes
Timestamp transferred

2021-09-27 18:31:53 UTC 949

2021-09-27 18:31:53 UTC 949

2021-09-27 18:31:53 UTC 950

Session ID Source IP

118 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:53 UTC 951

Session ID Source IP

119 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:53 UTC 951

Session ID Source IP

12 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:25 UTC 105

Session ID Source IP

120 198.251.89.144
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49898

Direction

ouT

Source Port
49899

Direction
ouT

Source Port
49782

Direction
ouT

Source Port

443

Direction

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:53 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/services/ser_2.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP  Destination Port Process
198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/services/ser_3.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP  Destination Port Process
198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/home/image2.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 49899 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-09-27 18:31:53 UTC 951

2021-09-27 18:31:53 UTC 951

2021-09-27 18:31:53 UTC 952

Session ID Source IP

121 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:31:53 UTC 953

2021-09-27 18:31:53 UTC 953

2021-09-27 18:31:53 UTC 954

Session ID Source IP

122 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:54 UTC 954

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port
49901

Direction

ouT

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:53 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3¢ 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 49898 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:53 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6C 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4¢ 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/greenheat_logo.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com
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Session ID Source IP

123 192.168.2.4
kBytes
Timestamp transferred

2021-09-27 18:31:54 UTC 954

Session ID Source IP

124 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:31:54 UTC 955

2021-09-27 18:31:54 UTC 955

2021-09-27 18:31:54 UTC 956

Session ID Source IP

125 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:31:54 UTC 956

2021-09-27 18:31:54 UTC 957

Copyright Joe Security LLC 2021

Source Port

49900

Direction

ouT

Source Port

443

Direction

IN

Source Port
443

Direction
IN

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/services/services_imgl.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 49900 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:54 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4¢ 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2¢ 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP  Destination Port Process
192.168.2.4 49901 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:54 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3¢ 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢C
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s
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kBytes
Timestamp transferred

2021-09-27 18:31:54 UTC 958

Session ID Source IP

126 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:57 UTC 958

Session ID Source IP

127 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:57 UTC 958

Session ID Source IP

128 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:31:57 UTC 958

2021-09-27 18:31:57 UTC 959

2021-09-27 18:31:57 UTC 959

Session ID Source IP

129 198.251.89.144

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49912

Direction

ouT

Source Port

49913

Direction

ouT

Source Port

443

Direction

IN

Source Port

443

Data

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/logo.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/services/vessel_01.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 49912 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:57 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found<f/titte></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4¢ 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 49913 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes
Timestamp transferred

2021-09-27 18:31:57 UTC 960

2021-09-27 18:31:57 UTC 960

2021-09-27 18:31:57 UTC 961

Session ID Source IP

13 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:25 UTC 105

Session ID Source IP

130 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:57 UTC 961

Session ID Source IP

131 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:57 UTC 962

Session ID Source IP

132 198.251.89.144
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49783

Direction

ouT

Source Port
49914

Direction
ouT

Source Port
49915

Direction
ouT

Source Port

443

Direction

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:57 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/logo.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP  Destination Port Process
198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/services/vessel_02.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP  Destination Port Process
198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/about/abtimg2.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 49914 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-09-27 18:31:57 UTC 962

2021-09-27 18:31:57 UTC 962

2021-09-27 18:31:57 UTC 963

Session ID Source IP

133 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:31:57 UTC 963

2021-09-27 18:31:57 UTC 964

2021-09-27 18:31:57 UTC 965

Session ID Source IP

134 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:57 UTC 965

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port
49916

Direction

ouT

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:57 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3¢ 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 49915 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:57 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6C 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4¢ 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/greenheat_logo.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com
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Session ID Source IP

135 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:31:58 UTC 965

2021-09-27 18:31:58 UTC 966

2021-09-27 18:31:58 UTC 967

Session ID Source IP

136 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:58 UTC 967

Session ID Source IP

137 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:58 UTC 967

Session ID Source IP

138 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:31:58 UTC 967

Copyright Joe Security LLC 2021

Source Port

443

Direction

IN

Source Port

49922

Direction

ouT

Source Port
49921

Direction
ouT

Source Port
443

Direction
IN

Destination IP Destination Port Process

192.168.2.4 49916 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:58 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
443", ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/services/boat_design_2.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP  Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/logo.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 49922 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:58 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000
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kBytes
Timestamp transferred

2021-09-27 18:31:58 UTC 968

2021-09-27 18:31:58 UTC 969

Session ID Source IP

139 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:31:58 UTC 969

2021-09-27 18:31:58 UTC 969

2021-09-27 18:31:58 UTC 970

Session ID Source IP

14 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:31:25 UTC 105

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port
443

Direction
IN

Data

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2¢c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 49921 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:58 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3¢ 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 49782 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found
Connection: close
Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0
Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:25 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043='
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=

443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000
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kBytes
Timestamp transferred

2021-09-27 18:31:25 UTC 105

2021-09-27 18:31:25 UTC 106

Session ID Source IP

140 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:58 UTC 970

Session ID Source IP

141 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:58 UTC 971

Session ID Source IP

142 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:31:58 UTC 971

2021-09-27 18:31:58 UTC 971

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49925

Direction

ouT

Source Port

49926

Direction

ouT

Source Port
443

Direction
IN

Data

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/services/boat_design_1.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/services/boat_design_3.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP  Destination Port Process
192.168.2.4 49925 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:58 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3¢ 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3¢ 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢C
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s
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kBytes
Timestamp transferred

2021-09-27 18:31:58 UTC 972

Session ID Source IP

143 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:31:58 UTC 972

2021-09-27 18:31:58 UTC 973

2021-09-27 18:31:58 UTC 974

Session ID Source IP

144 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:59 UTC 974

Session ID Source IP

145 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:59 UTC 974

Session ID Source IP

146 198.251.89.144

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port
49927

Direction
ouT

Source Port
49928

Direction
ouT

Source Port

443

Data

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 49926 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:58 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6C 2c 20 48 65 6¢€ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4¢ 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2¢ 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP  Destination Port Process
198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/services/boat_design_4.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/services/boat_design_5.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 49927 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes
Timestamp transferred

2021-09-27 18:31:59 UTC 974

2021-09-27 18:31:59 UTC 975

2021-09-27 18:31:59 UTC 976

Session ID Source IP

147 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:31:59 UTC 976

2021-09-27 18:31:59 UTC 976

2021-09-27 18:31:59 UTC 977

Session ID Source IP

148 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:59 UTC 978

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port
49929

Direction

ouT

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:59 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3¢ 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2¢ 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 49928 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:59 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2C 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found<ftitle></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4¢ 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/greenheat_logo.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com
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Session ID Source IP

149 198.251.89.144
kBytes
Timestamp transferred

2021-09-27 18:31:59 UTC 978

2021-09-27 18:31:59 UTC 978

2021-09-27 18:31:59 UTC 979

Session ID Source IP

15 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:31:25 UTC 107

2021-09-27 18:31:25 UTC 107

2021-09-27 18:31:25 UTC 108

Session ID Source IP

150 192.168.2.4
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Source Port

443

Direction

IN

Source Port

443

Direction

IN

Source Port

49935

Direction

Destination IP Destination Port Process

192.168.2.4 49929 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:59 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
443", ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 49783 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:25 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4¢ 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-09-27 18:32:01 UTC 979

Session ID Source IP

151 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:01 UTC 980

Session ID Source IP

152 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:01 UTC 980

2021-09-27 18:32:01 UTC 980

2021-09-27 18:32:01 UTC 981

Session ID Source IP

153 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:01 UTC 981

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49936

Direction

ouT

Source Port

443

Direction

IN

Source Port
443

Direction
IN

Data

GET /images/logo.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/services/power_generators.gif HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 49935 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:01 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e Oa 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4¢ 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process
192.168.2.4 49936 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:01 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000
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kBytes
Timestamp transferred

2021-09-27 18:32:01 UTC 982

2021-09-27 18:32:01 UTC 983

Session ID Source IP

154 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:01 UTC 983

Session ID Source IP

155 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:01 UTC 983

Session ID Source IP

156 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:01 UTC 983

2021-09-27 18:32:01 UTC 984

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49938

Direction

ouT

Source Port

49937

Direction

ouT

Source Port
443

Direction
IN

Data

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2¢c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/services/services_boatdesignimg3.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/services/engine_ins01.gif HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP  Destination Port Process
192.168.2.4 49938 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:01 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3¢ 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3¢ 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s
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kBytes
Timestamp transferred

2021-09-27 18:32:01 UTC 985

Session ID Source IP

157 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:01 UTC 985

2021-09-27 18:32:01 UTC 986

2021-09-27 18:32:01 UTC 986

Session ID Source IP

158 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:02 UTC 987

Session ID Source IP

159 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:02 UTC 987

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port
49939

Direction
ouT

Source Port
443

Direction
IN

Data

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 49937 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:01 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6C 2c 20 48 65 6¢€ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4¢ 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2¢ 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP  Destination Port Process
198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/greenheat_logo.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 49939 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:02 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000
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kBytes
Timestamp transferred

2021-09-27 18:32:02 UTC 987

2021-09-27 18:32:02 UTC 988

Session ID Source IP

16 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:26 UTC 108

Session ID Source IP

160 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:03 UTC 989

Session ID Source IP

161 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:04 UTC 989

Session ID Source IP

162 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:04 UTC 989

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49784

Direction

ouT

Source Port

49948

Direction

ouT

Source Port
49949

Direction
ouT

Source Port
443

Direction
IN

Data

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/home/imagel.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/logo.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP  Destination Port Process
198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/services/train_01.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process
192.168.2.4 49948 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:04 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000
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kBytes
Timestamp transferred

2021-09-27 18:32:04 UTC 989

2021-09-27 18:32:04 UTC 990

Session ID Source IP

163 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:04 UTC 991

2021-09-27 18:32:04 UTC 991

2021-09-27 18:32:04 UTC 992

Session ID Source IP

164 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:04 UTC 992

Session ID Source IP

165 192.168.2.4
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port
49950

Direction
ouT

Source Port

49951

Direction

Data

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2¢c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 49949 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:04 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3¢ 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/services/train_02.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-09-27 18:32:04 UTC 992

Session ID Source IP

166 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:04 UTC 993

2021-09-27 18:32:04 UTC 993

2021-09-27 18:32:04 UTC 994

Session ID Source IP

167 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:04 UTC 994

2021-09-27 18:32:04 UTC 995

2021-09-27 18:32:04 UTC 995

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

443

Direction

IN

Source Port
443

Direction
IN

Data

GET /images/services/train_03.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 49950 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:04 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e Oa 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e Oa 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e Oa 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP  Destination Port Process
192.168.2.4 49951 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:04 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t
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Session ID Source IP

168 192.168.2.4
kBytes
Timestamp transferred

2021-09-27 18:32:04 UTC 996

Session ID Source IP

169 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:04 UTC 996

Session ID Source IP

17 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:26 UTC 108

Session ID Source IP

170 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:04 UTC 996

2021-09-27 18:32:04 UTC 997

2021-09-27 18:32:04 UTC 997

Session ID Source IP

171 198.251.89.144
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Source Port

49953

Direction

ouT

Source Port

49952

Direction

ouT

Source Port

49785

Direction

ouT

Source Port

443

Direction

IN

Source Port

443

Direction

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/services/train_05.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/services/train_04.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/home/image3.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 49953 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found
Connection: close
Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0
Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:04 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=

:443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found<f/titte></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4¢ 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 49952 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-09-27 18:32:04 UTC 998

2021-09-27 18:32:04 UTC 998

2021-09-27 18:32:04 UTC 999

Session ID Source IP

172 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:04 UTC 999

Session ID Source IP

173 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:05 UTC 1000

2021-09-27 18:32:05 UTC 1000

2021-09-27 18:32:05 UTC 1001

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49956

Direction

ouT

Source Port
443

Direction
IN

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:04 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3¢ 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/greenheat_logo.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP  Destination Port Process
192.168.2.4 49956 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:05 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0Oa 3c 68 65 61 64 3e 0a 3¢ 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t
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Session ID Source IP

174 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:05 UTC 1001

Session ID Source IP

175 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:05 UTC 1001

Session ID Source IP

176 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:05 UTC 1002

2021-09-27 18:32:05 UTC 1002

2021-09-27 18:32:05 UTC 1003

Session ID Source IP

177 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:05 UTC 1003

Copyright Joe Security LLC 2021

Source Port

49960

Direction

ouT

Source Port

49961

Direction

ouT

Source Port

443

Direction

IN

Source Port
443

Direction
IN

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/logo.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/parts.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 49960 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:05 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 49961 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:05 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000
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kBytes
Timestamp transferred

2021-09-27 18:32:05 UTC 1004

2021-09-27 18:32:05 UTC 1005

Session ID Source IP

178 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:05 UTC 1005

Session ID Source IP

179 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:05 UTC 1005

Session ID Source IP

18 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:31:26 UTC 109

2021-09-27 18:31:26 UTC 109

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49963

Direction

ouT

Source Port

49964

Direction

ouT

Source Port
443

Direction
IN

Data

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2¢c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/research_vessel_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/yachts_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP  Destination Port Process
192.168.2.4 49784 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:26 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3¢ 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3¢ 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s
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kBytes
Timestamp transferred

2021-09-27 18:31:26 UTC 110

Session ID Source IP

180 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:05 UTC 1005

2021-09-27 18:32:05 UTC 1006

2021-09-27 18:32:05 UTC 1007

Session ID Source IP

181 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:05 UTC 1007

2021-09-27 18:32:05 UTC 1007

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port
443

Direction
IN

Data

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 49963 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:05 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2¢c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4¢ 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2¢ 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP  Destination Port Process
192.168.2.4 49964 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:05 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢C
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s
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kBytes
Timestamp transferred

2021-09-27 18:32:05 UTC 1008

Session ID Source IP

182 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:06 UTC 1008

Session ID Source IP

183 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:06 UTC 1009

Session ID Source IP

184 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:06 UTC 1009

2021-09-27 18:32:06 UTC 1009

2021-09-27 18:32:06 UTC 1010

Session ID Source IP

185 192.168.2.4

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49965

Direction

ouT

Source Port

49966

Direction

ouT

Source Port
443

Direction
IN

Source Port

49967

Data

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/fishing_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/government_vessel_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process
192.168.2.4 49966 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:06 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found<f/titte></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4¢ 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes
Timestamp transferred

2021-09-27 18:32:06 UTC 1010

Session ID Source IP

186 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:06 UTC 1011

2021-09-27 18:32:06 UTC 1011

2021-09-27 18:32:06 UTC 1012

Session ID Source IP

187 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:06 UTC 1012

2021-09-27 18:32:06 UTC 1013

2021-09-27 18:32:06 UTC 1014

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

443

Direction

IN

Source Port
443

Direction
IN

Data

GET /images/projects/passenger_ferry_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 49965 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:06 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e Oa 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e Oa 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found<ftitle></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e Oa 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3¢ 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP  Destination Port Process

192.168.2.4 49967 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:06 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2C 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t
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Session ID Source IP

188 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:06 UTC 1014

Session ID Source IP

189 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:06 UTC 1014

Session ID Source IP

19 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:31:26 UTC 110

2021-09-27 18:31:26 UTC 111

2021-09-27 18:31:26 UTC 111

Session ID Source IP

190 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:06 UTC 1014

Copyright Joe Security LLC 2021

Source Port

49968

Direction

ouT

Source Port

49969

Direction

ouT

Source Port

443

Direction

IN

Source Port
443

Direction
IN

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/multi_role_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/gallery_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 49785 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:26 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 49968 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:06 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000
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kBytes
Timestamp transferred

2021-09-27 18:32:06 UTC 1015

2021-09-27 18:32:06 UTC 1016

Session ID Source IP

191 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:06 UTC 1016

2021-09-27 18:32:06 UTC 1016

2021-09-27 18:32:06 UTC 1017

Session ID Source IP

192 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:06 UTC 1018

Session ID Source IP

193 192.168.2.4
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port
49971

Direction
ouT

Source Port

49973

Direction

Data

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2¢c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 49969 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:06 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3¢ 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/parts_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-09-27 18:32:06 UTC 1018

Session ID Source IP

194 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:07 UTC 1018

2021-09-27 18:32:07 UTC 1018

2021-09-27 18:32:07 UTC 1019

Session ID Source IP

195 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:07 UTC 1020

2021-09-27 18:32:07 UTC 1020

2021-09-27 18:32:07 UTC 1021

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

443

Direction

IN

Source Port
443

Direction
IN

Data

GET /images/projects/engine_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 49971 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:06 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e Oa 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP  Destination Port Process
192.168.2.4 49973 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:07 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t
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Session ID Source IP

196 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:07 UTC 1021

Session ID Source IP

197 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:07 UTC 1021

Session ID Source IP

198 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:07 UTC 1022

2021-09-27 18:32:07 UTC 1022

2021-09-27 18:32:07 UTC 1023

Session ID Source IP

199 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:07 UTC 1023

Copyright Joe Security LLC 2021

Source Port

49975

Direction

ouT

Source Port

49977

Direction

ouT

Source Port

443

Direction

IN

Source Port
443

Direction
IN

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/generator_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/greenheat_logo.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 49975 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:07 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found<ftitte></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4¢ 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 49977 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:07 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000
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kBytes
Timestamp transferred

2021-09-27 18:32:07 UTC 1024

2021-09-27 18:32:07 UTC 1024

Session ID Source IP

2 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:08 UTC 19

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49723

Direction

ouT

Data

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

204.79.197.200 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /client/config?cc=US&setlang=en-US HTTP/1.1

X-Search-CortanaAvailableCapabilities: CortanaExperience,SpeechLanguage

X-Search-SafeSearch: Moderate

Accept-Encoding: gzip, deflate

X-Device-Machineld: {A2AB526A-D38D-4FC9-8BA0-E34B8D6354E8}

X-UserAgeClass: Unknown

X-BM-Market: US

X-BM-DateFormat: M/dlyyyy

X-CortanaAccessAbovelock: false

X-Device-OSSKU: 48

X-BM-DTZ: 120

X-BM-FirstEnabledTime: 132061327679472806

X-DevicelD: 0100748C0900D485

X-Search-TimeZone: Bias=-60; DaylightBias=-60; TimeZoneKeyName=W. Europe Standard Time

X-BM-Theme: 000000;0078d7

X-Search-RPSToken: t%3DEwDgAKR8BAAUW3WSO0TDKGU2jEbBhB%2BXIs40NzBQAAdV5Q3i4y0XaXN%2BYubTDASe
7DiaB8NN157Ixr8wuHgPSeiLGRKPCFENHr500r/W1/sLNmJRB/Nhm/rTcQT9cUGIEgAOBNPKIi75PyoM6luR8rB6P/M
4dkfURP2tRQVGATuUUIDd7CXRRIWgstxmdF3TJi6z1mnsP6 THH5cjPpbUSbCOfggs4xfid5PLyfW6iVgQIOiFKdfjAM
W9%2BB2LujFf2yszCA1fUINVHSW77/5Z00zpeUMGK25iZ1T4bgvMBnwIIrotGfl4ANMyiON9Xxaeir5a6f3mhGMx/su
46i1Y25t4LEu36qw5NjgL7AfzQwjdSKDP4Xg5is4iIEUVGHY3tQacDZgAACJXE4yxF9ansAHLTToSANFdngKZWoSYa
7nBIAlaHpWY Cj9PG%2B3EPW8gYsKCQc%2B/2eat243tH6E9jXoeUaN9zaiKZ91JISmOzhNBOCQofPX8EJI3rQxCMI9Z
fKylaJoUmhSKUB833e%2B/gF24Y0zxuUvgGWKknVQRjnFsCKE3dLEaW032kh2EsG3azMx2eXPsp3mDc21H8GIMdK3aG7
89rntre TG/99840A61W21Q1r/rwHGXHT400jWVVIXZX85%2BS%2BYgTF%2BZpQ0O9d9QzvG4iFd2K63WZXvaulALI3V
FJBFKO4Y 1VhKz5cjLT/0G46xcmi/cXF5ImMQSEsSNbRuHjvOYrMzsyw2053Jvs5PPLOYBVA4s3IFQN7r/sdRKGbPmMOn7k
0hr7fX69J3J1/SgbgfZMR7LagPcUlyAtE4b5BDcY 8In9Bj8EpZ8w3ySIJG8N9gjgakwudwuT83G%2BgCnuCQVBIBKMQ
aPjM8jKI7KkYbT8sR0c8a8LK2vXSxOcHI3nUw%2BtlY ChWCQpQSMILhoHhMENUAVIPh1QDzFvnVXyEkyXyeWckEOEwW
qlabb6W/Tzd/4eQ%2ByNwrPE4/nXyU2mMEcnYAQ%3D%3D%26p%3D

X-Agent-Deviceld: 0100748C0900D485

X-BM-CBT: 1632767460

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Cortana 1.10.7.17134; 10.0.0.0.17134.1) AppleWebK:it/537.36
(KHTML, like Gecko) Chrome/64.0.3282.140 Safari/537.36 Edge/17.17134

X-Device-isOptin: true

Accept-language: en-US, en

X-Device-Touch: false

X-Device-ClientSession: A3BDB049D149C40CFADE8474D1ED8237E

X-Search-Appld: Microsoft.Windows.Cortana_cw5n1h2txyewy!CortanaUl

X-BM-ClientFeatures: pbitcpdisabled, AmbientWidescreen,rs1musicprod,CortanaSPAXamlHeader

Host: www.bing.com

Connection: Keep-Alive

Cookie: SRCHUID=V=2&GUID=3ECE52F82690433DAC625AE723FA9173&dmnchg=1; SRCHD=AF=NOFORM; SRCHU
SR=DOB=20210927; SRCHHPGUSR=SRCHLANG=en; CortanaAppUID=B6948D87EDD147F9CB93B6BF4870B62C; M
UID=BEEBF15262804E24A8DF6781500AB975; MUIDB=BEEBF15262804E24A8DF6781500AB975
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kBytes
Timestamp transferred

2021-09-27 18:31:.08 UTC 21

2021-09-27 18:31:08 UTC 22

Session ID Source IP

20 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:26 UTC 112

Session ID Source IP

200 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:07 UTC 1025

Session ID Source IP

201 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:07 UTC 1025

Session ID Source IP

202 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:07 UTC 1025

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49786

Direction

ouT

Source Port
49978

Direction
ouT

Source Port
49979

Direction
ouT

Source Port
443

Direction

IN

Data

HTTP/1.1 200 OK

Cache-Control: private

Content-Length: 2041

Content-Type: application/json; charset=utf-8

P3P: CP="NON UNI COM NAV STA LOC CURa DEVa PSAa PSDa OUR IND"

Set-Cookie: _EDGE_S=SID=0B5D0718424D6E2E3B3C17A7434B6F34&mkt=en-us&ui=en-us; domain=.bing.com; path=/;
HitpOnly

Set-Cookie: ANON=A=95A80E453749E6B52B9DBC84FFFFFFFF; domain=.bing.com; expires=Wed, 27-Sep-2023 18:3
1:08 GMT; path=/

Set-Cookie: WLS=C=0000000000000000&N=; domain=.bing.com; path=/

Set-Cookie: _SS=SID=0B5D0718424D6E2E3B3C17A7434B6F34; domain=.bing.com; path=/

X-SNR-Routing: 1

X-Cache: CONFIG_NOCACHE

X-MSEdge-Ref: Ref A: 75447734E5B148B5A784DB9A150E15AB Ref B: ZRHEDGE1214 Ref C: 2021-09-27T18:31:08Z
Date: Mon, 27 Sep 2021 18:31:08 GMT

Connection: close

Data Raw: 7b 22 76 65 72 73 69 6f 6e 22 3a 31 2c 22 63 6f 6e 66 69 67 22 3a 7b 22 46 65 61 74 75 72 65 43 6f 6e 66 69
67 22 3a 7b 22 53 65 61 72 63 68 42 6f 78 49 62 65 61 6d 50 6f 69 6e 74 65 72 4f 6e 48 6f 76 65 72 22 3a 7b 22 76 61 6¢C
756522 3a 74727565 2c 22 66 65 61 74 75 72 65 22 3a 22 22 7d 2¢c 22 53 68 6f 77 53 65 61 72 63 68 47 6¢ 79 70 68
4c 65 66 74 4f 66 53 65 61 72 63 68 42 6f 78 22 3a 7b 22 76 61 6¢ 75 65 22 3a 74 72 75 65 2¢ 22 66 65 61 74 75 72 65 22
3a 2222 7d 2c 22 53 65 61 72 63 68 42 6f 78 55 73 65 53 65 61 72 63 68 49 63 6f 6e 41 74 52 65 73 74 22 3a 7b 22 76 61
6¢c 75 65 22 3a 66 61 6¢ 73 65 2C 22 66 65 61 74 75 72 65 22 3a 22 22 7d 2¢ 22 53 65 61 72 63 68 42 75 74 74 6f 6e 55
736553 65 61 72 63 68 49 63 6f 6e 22 3a 7b 22 76 61 6¢ 75 65

Data Ascii: {"version":1,"config":{"FeatureConfig":{"SearchBoxIbeamPointerOnHover":{"value":true,"feature":""},"ShowSear
chGlyphLeftOfSearchBox":{"value":true,"feature":""},"SearchBoxUseSearchlconAtRest":{"value":false, "feature":""},"SearchB
uttonUseSearchlcon":{"value

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/home/image4.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process
198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/logo.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP  Destination Port Process
198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/engine.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 49978 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:07 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000
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kBytes
Timestamp transferred

2021-09-27 18:32:07 UTC 1026

2021-09-27 18:32:07 UTC 1026

Session ID Source IP

203 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:07 UTC 1027

2021-09-27 18:32:07 UTC 1027

2021-09-27 18:32:07 UTC 1028

Session ID Source IP

204 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:07 UTC 1028

Session ID Source IP

205 192.168.2.4
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port
49980

Direction
ouT

Source Port

49981

Direction

Data

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2¢c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 49979 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:07 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/research_vessel_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-09-27 18:32:07 UTC 1029

Session ID Source IP

206 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:08 UTC 1029

2021-09-27 18:32:08 UTC 1029

2021-09-27 18:32:08 UTC 1030

Session ID Source IP

207 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:08 UTC 1030

2021-09-27 18:32:08 UTC 1031

2021-09-27 18:32:08 UTC 1032

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

443

Direction

IN

Source Port
443

Direction
IN

Data

GET /images/projects/yachts_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 49980 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found
Connection: close
Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0
Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:07 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043='
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=

443", ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e Oa 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e Oa 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4¢ 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process
192.168.2.4 49981 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:08 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0Oa 3c 68 65 61 64 3e 0a 3¢ 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2C 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t
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Session ID Source IP

208 192.168.2.4
kBytes
Timestamp transferred

2021-09-27 18:32:08 UTC 1032

Session ID Source IP

209 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:08 UTC 1032

Session ID Source IP

21 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:26 UTC 112

Session ID Source IP

210 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:08 UTC 1032

2021-09-27 18:32:08 UTC 1033

2021-09-27 18:32:08 UTC 1034

Session ID Source IP

211 198.251.89.144
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Source Port

49982

Direction

ouT

Source Port

49983

Direction

ouT

Source Port

49787

Direction

ouT

Source Port

443

Direction

IN

Source Port

443

Direction

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/fishing_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/government_vessel_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/home/image5.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 49982 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found
Connection: close
Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0
Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:08 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=

:443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found<f/titte></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4¢ 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2¢ 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 49983 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-09-27 18:32:08 UTC 1034

2021-09-27 18:32:08 UTC 1034

2021-09-27 18:32:08 UTC 1035

Session ID Source IP

212 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:08 UTC 1036

Session ID Source IP

213 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:08 UTC 1036

Session ID Source IP

214 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:08 UTC 1036

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49985

Direction

ouT

Source Port
49986

Direction
ouT

Source Port
443

Direction
IN

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:08 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/passenger_ferry_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP  Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/multi_role_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP  Destination Port Process

192.168.2.4 49986 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:08 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Page 134 of 316



kBytes
Timestamp transferred

2021-09-27 18:32:08 UTC 1036

2021-09-27 18:32:08 UTC 1037

Session ID Source IP

215 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:08 UTC 1038

2021-09-27 18:32:08 UTC 1038

2021-09-27 18:32:08 UTC 1039

Session ID Source IP

216 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:08 UTC 1039

Session ID Source IP

217 192.168.2.4
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port
49990

Direction
ouT

Source Port

49991

Direction

Data

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 49985 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:08 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6€
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e Oa 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP  Destination Port Process
198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/gallery_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-09-27 18:32:08 UTC 1039

Session ID Source IP

218 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:09 UTC 1040

2021-09-27 18:32:09 UTC 1040

2021-09-27 18:32:09 UTC 1041

Session ID Source IP

219 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:09 UTC 1041

2021-09-27 18:32:09 UTC 1042

2021-09-27 18:32:09 UTC 1043

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

443

Direction

IN

Source Port
443

Direction
IN

Data

GET /images/projects/parts_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 49991 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:09 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e Oa 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP  Destination Port Process
192.168.2.4 49990 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:09 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t
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Session ID Source IP

22 198.251.89.144
kBytes
Timestamp transferred

2021-09-27 18:31:26 UTC 112

2021-09-27 18:31:26 UTC 113

2021-09-27 18:31:26 UTC 113

Session ID Source IP

220 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:09 UTC 1043

Session ID Source IP

221 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:09 UTC 1043

2021-09-27 18:32:09 UTC 1043

Copyright Joe Security LLC 2021

Source Port

443

Direction

IN

Source Port

49992

Direction

ouT

Source Port
443

Direction
IN

Destination IP Destination Port Process

192.168.2.4 49786 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:26 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
443", ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/engine_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP  Destination Port Process
192.168.2.4 49992 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:09 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3¢ 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢C
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s
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kBytes
Timestamp transferred

2021-09-27 18:32:09 UTC 1044

Session ID Source IP

222 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:09 UTC 1045

Session ID Source IP

223 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:09 UTC 1045

2021-09-27 18:32:09 UTC 1045

2021-09-27 18:32:09 UTC 1046

Session ID Source IP

224 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:10 UTC 1046

Session ID Source IP

225 198.251.89.144

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49994

Direction

ouT

Source Port

443

Direction

IN

Source Port
49993

Direction
ouT

Source Port

443

Data

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/greenheat_logo.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 49994 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:09 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found<ftitte></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/generator_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 49993 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes
Timestamp transferred

2021-09-27 18:32:11 UTC 1047

2021-09-27 18:32:11 UTC 1047

2021-09-27 18:32:11 UTC 1048

Session ID Source IP

226 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:11 UTC 1048

Session ID Source IP

227 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:11 UTC 1048

Session ID Source IP

228 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:11 UTC 1049

Copyright Joe Security LLC 2021

Direction

IN

Source Port

50001

Direction

ouT

Source Port
50002

Direction
ouT

Source Port
443

Direction
IN

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:10 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3¢ 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/logo.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP  Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/generator.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP  Destination Port Process

192.168.2.4 50001 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:11 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000
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kBytes
Timestamp transferred

2021-09-27 18:32:11 UTC 1049

2021-09-27 18:32:11 UTC 1050

Session ID Source IP

229 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:11 UTC 1050

2021-09-27 18:32:11 UTC 1051

2021-09-27 18:32:11 UTC 1052

Session ID Source IP

23 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:31:26 UTC 114

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port
443

Direction
IN

Data

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2¢c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 50002 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:11 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3¢ 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 49787 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found
Connection: close
Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0
Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:26 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043='
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=

443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000
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kBytes
Timestamp transferred

2021-09-27 18:31:26 UTC 114

2021-09-27 18:31:26 UTC 115

Session ID Source IP

230 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:11 UTC 1052

Session ID Source IP

231 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:11 UTC 1052

Session ID Source IP

232 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:11 UTC 1052

2021-09-27 18:32:11 UTC 1053

Copyright Joe Security LLC 2021

Direction

IN

Source Port

50003

Direction

ouT

Source Port

50004

Direction

ouT

Source Port
443

Direction
IN

Data

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/research_vessel_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/yachts_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP  Destination Port Process
192.168.2.4 50003 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:11 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s
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kBytes
Timestamp transferred

2021-09-27 18:32:11 UTC 1054

Session ID Source IP

233 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:11 UTC 1054

2021-09-27 18:32:11 UTC 1054

2021-09-27 18:32:11 UTC 1055

Session ID Source IP

234 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:12 UTC 1056

Session ID Source IP

235 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:12 UTC 1056

Session ID Source IP

236 198.251.89.144

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port
50005

Direction
ouT

Source Port
50006

Direction
ouT

Source Port

443

Data

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 50004 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:11 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e Oa 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4¢ 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2¢ 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP  Destination Port Process
198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/fishing_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/government_vessel_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 50005 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes
Timestamp transferred

2021-09-27 18:32:12 UTC 1056

2021-09-27 18:32:12 UTC 1056

2021-09-27 18:32:12 UTC 1057

Session ID Source IP

237 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:12 UTC 1058

2021-09-27 18:32:12 UTC 1058

2021-09-27 18:32:12 UTC 1059

Session ID Source IP

238 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:12 UTC 1059

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port
50008

Direction

ouT

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:12 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3¢ 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2¢ 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 50006 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:12 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2C 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found<ftitle></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4¢ 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/passenger_ferry_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com
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Session ID Source IP

239 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:12 UTC 1059

Session ID Source IP

24 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:26 UTC 115

Session ID Source IP

240 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:12 UTC 1060

2021-09-27 18:32:12 UTC 1060

2021-09-27 18:32:12 UTC 1061

Session ID Source IP

241 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:12 UTC 1061

Copyright Joe Security LLC 2021

Source Port

50009

Direction

ouT

Source Port

49788

Direction

ouT

Source Port

443

Direction

IN

Source Port
443

Direction
IN

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/multi_role_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/services/automation/automation_1.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 50008 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:12 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4¢ 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 50009 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:12 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000
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kBytes
Timestamp transferred

2021-09-27 18:32:12 UTC 1062

2021-09-27 18:32:12 UTC 1063

Session ID Source IP

242 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:12 UTC 1063

Session ID Source IP

243 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:12 UTC 1063

Session ID Source IP

244 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:12 UTC 1063

2021-09-27 18:32:12 UTC 1064

Copyright Joe Security LLC 2021

Direction

IN

Source Port

50013

Direction

ouT

Source Port

50012

Direction

ouT

Source Port
443

Direction
IN

Data

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2¢c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/parts_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/gallery_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP  Destination Port Process
192.168.2.4 50013 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:12 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3¢ 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3¢ 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s
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kBytes
Timestamp transferred

2021-09-27 18:32:12 UTC 1065

Session ID Source IP

245 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:12 UTC 1065

2021-09-27 18:32:12 UTC 1065

2021-09-27 18:32:12 UTC 1066

Session ID Source IP

246 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:12 UTC 1066

Session ID Source IP

247 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:12 UTC 1067

Session ID Source IP

248 198.251.89.144

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port
50017

Direction
ouT

Source Port
50018

Direction
ouT

Source Port

443

Data

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 50012 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:12 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3¢ 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e Oa 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4¢ 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2¢ 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP  Destination Port Process
198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/engine_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process
198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/generator_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 50017 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes
Timestamp transferred

2021-09-27 18:32:13 UTC 1067

2021-09-27 18:32:13 UTC 1067

2021-09-27 18:32:13 UTC 1068

Session ID Source IP

249 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:13 UTC 1068

2021-09-27 18:32:13 UTC 1069

2021-09-27 18:32:13 UTC 1070

Session ID Source IP

25 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:26 UTC 116

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port
49789

Direction

ouT

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:13 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 50018 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:13 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2C 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found<ftitle></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4¢ 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/home/intrepidl.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com
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Session ID Source IP

250 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:13 UTC 1070

Session ID Source IP

251 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:13 UTC 1070

Session ID Source IP

252 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:13 UTC 1070

2021-09-27 18:32:13 UTC 1071

2021-09-27 18:32:13 UTC 1072

Session ID Source IP

253 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:13 UTC 1072

Copyright Joe Security LLC 2021

Source Port

50019

Direction

ouT

Source Port

50020

Direction

ouT

Source Port

443

Direction

IN

Source Port
443

Direction
IN

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/greenheat_logo.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/logo.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 50019 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:13 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 50020 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:13 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000
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kBytes
Timestamp transferred

2021-09-27 18:32:13 UTC 1072

2021-09-27 18:32:13 UTC 1073

Session ID Source IP

254 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:13 UTC 1074

Session ID Source IP

255 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:13 UTC 1074

Session ID Source IP

256 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:13 UTC 1074

2021-09-27 18:32:13 UTC 1074

Copyright Joe Security LLC 2021

Direction

IN

Source Port

50021

Direction

ouT

Source Port

50022

Direction

ouT

Source Port
443

Direction
IN

Data

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/fishing.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/research_vessel_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP  Destination Port Process
192.168.2.4 50021 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:13 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2C 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s
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kBytes
Timestamp transferred

2021-09-27 18:32:13 UTC 1075

Session ID Source IP

257 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:13 UTC 1076

2021-09-27 18:32:13 UTC 1076

2021-09-27 18:32:13 UTC 1077

Session ID Source IP

258 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:13 UTC 1077

Session ID Source IP

259 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:13 UTC 1077

Session ID Source IP

26 198.251.89.144

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port
50023

Direction
ouT

Source Port
50024

Direction
ouT

Source Port

443

Data

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 50022 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:13 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2¢c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4¢ 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2¢ 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP  Destination Port Process
198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/yachts_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/fishing_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 49788 C:\Program Files\Google\Chrome\Application\chrome.exe
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kBytes
Timestamp transferred

2021-09-27 18:31:26 UTC 116

2021-09-27 18:31:26 UTC 116

2021-09-27 18:31:26 UTC 117

Session ID Source IP

260 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:14 UTC 1078

2021-09-27 18:32:14 UTC 1078

2021-09-27 18:32:14 UTC 1079

Session ID Source IP

261 198.251.89.144
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port
443

Direction

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:26 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3¢ 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 50023 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:14 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2C 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found<ftitte></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c¢ 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 50024 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-09-27 18:32:14 UTC 1079

2021-09-27 18:32:14 UTC 1080

2021-09-27 18:32:14 UTC 1081

Session ID Source IP

262 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:14 UTC 1081

Session ID Source IP

263 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:14 UTC 1081

Session ID Source IP

264 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:14 UTC 1081

Copyright Joe Security LLC 2021

Direction

IN

Source Port

50025

Direction

ouT

Source Port
50026

Direction
ouT

Source Port
443

Direction
IN

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:14 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
443", ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/government_vessel_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP  Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/passenger_ferry_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 50025 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:14 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000
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kBytes
Timestamp transferred

2021-09-27 18:32:14 UTC 1082

2021-09-27 18:32:14 UTC 1083

Session ID Source IP

265 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:14 UTC 1083

2021-09-27 18:32:14 UTC 1083

2021-09-27 18:32:14 UTC 1084

Session ID Source IP

266 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:14 UTC 1085

Session ID Source IP

267 192.168.2.4
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port
50027

Direction
ouT

Source Port

50028

Direction

Data

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2¢c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 50026 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:14 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3¢ 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process
198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/multi_role_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-09-27 18:32:14 UTC 1085

Session ID Source IP

268 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:14 UTC 1085

2021-09-27 18:32:14 UTC 1085

2021-09-27 18:32:14 UTC 1086

Session ID Source IP

269 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:14 UTC 1087

2021-09-27 18:32:14 UTC 1087

2021-09-27 18:32:14 UTC 1088

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

443

Direction

IN

Source Port
443

Direction
IN

Data

GET /images/projects/gallery_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 50027 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:14 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e Oa 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4¢ 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP  Destination Port Process
192.168.2.4 50028 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:14 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2C 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6€e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t
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Session ID Source IP

27 198.251.89.144
kBytes
Timestamp transferred

2021-09-27 18:31:26 UTC 117

2021-09-27 18:31:26 UTC 118

2021-09-27 18:31:26 UTC 119

Session ID Source IP

270 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:14 UTC 1088

Session ID Source IP

271 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:14 UTC 1088

Session ID Source IP

272 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:15 UTC 1089

Copyright Joe Security LLC 2021

Source Port

443

Direction

IN

Source Port

50030

Direction

ouT

Source Port
50031

Direction
ouT

Source Port
443

Direction
IN

Destination IP Destination Port Process

192.168.2.4 49789 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:31:26 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4¢ 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/parts_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP  Destination Port Process
198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/engine_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 50030 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:14 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000
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kBytes
Timestamp transferred

2021-09-27 18:32:15 UTC 1089

2021-09-27 18:32:15 UTC 1090

Session ID Source IP

273 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:15 UTC 1090

2021-09-27 18:32:15 UTC 1091

2021-09-27 18:32:15 UTC 1092

Session ID Source IP

274 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:15 UTC 1092

Session ID Source IP

275 192.168.2.4
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port
50034

Direction
ouT

Source Port

50035

Direction

Data

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 50031 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:14 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4¢ 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/generator_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-09-27 18:32:15 UTC 1092

Session ID Source IP

276 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:15 UTC 1092

2021-09-27 18:32:15 UTC 1093

2021-09-27 18:32:15 UTC 1094

Session ID Source IP

277 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:15 UTC 1094

2021-09-27 18:32:15 UTC 1094

2021-09-27 18:32:15 UTC 1095

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

443

Direction

IN

Source Port
443

Direction
IN

Data

GET /images/greenheat_logo.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 50034 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:15 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e Oa 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e Oa 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e Oa 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP  Destination Port Process
192.168.2.4 50035 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:15 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
1443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t
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Session ID Source IP

278 192.168.2.4
kBytes
Timestamp transferred

2021-09-27 18:32:15 UTC 1095

Session ID Source IP

279 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:15 UTC 1096

Session ID Source IP

28 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:31:26 UTC 119

Session ID Source IP

280 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:15 UTC 1096

2021-09-27 18:32:15 UTC 1096

2021-09-27 18:32:15 UTC 1097

Session ID Source IP

281 198.251.89.144
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Source Port

50038

Direction

ouT

Source Port

50039

Direction

ouT

Source Port

49790

Direction

ouT

Source Port

443

Direction

IN

Source Port

443

Direction

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/logo.png HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/research_vessel.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/home/intrepid2.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 50039 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found
Connection: close
Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0
Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:15 GMT

Server: LiteSpeed

Alt-Sve: quic=":443"; ma=2592000; v="43,46", h3-Q043="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=

:443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e Oa 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found<f/titte></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4¢ 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 50038 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-09-27 18:32:15 UTC 1097

2021-09-27 18:32:15 UTC 1098

2021-09-27 18:32:15 UTC 1099

Session ID Source IP

282 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:15 UTC 1099

Session ID Source IP

283 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:15 UTC 1099

Session ID Source IP

284 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:15 UTC 1099

Copyright Joe Security LLC 2021

Direction

IN

Source Port

50041

Direction

ouT

Source Port
50042

Direction
ouT

Source Port
443

Direction
IN

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:15 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
443", ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/research_vessel_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP  Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/yachts_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

192.168.2.4 50042 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:15 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000
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kBytes
Timestamp transferred

2021-09-27 18:32:15 UTC 1100

2021-09-27 18:32:15 UTC 1101

Session ID Source IP

285 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:15 UTC 1101

2021-09-27 18:32:15 UTC 1101

2021-09-27 18:32:15 UTC 1102

Session ID Source IP

286 192.168.2.4
kBytes

Timestamp transferred

2021-09-27 18:32:16 UTC 1103

Session ID Source IP

287 192.168.2.4
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

443

Direction

IN

Source Port
50044

Direction
ouT

Source Port
50043

Direction

Data

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2¢ 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#ff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP Destination Port Process

192.168.2.4 50041 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1238

Date: Mon, 27 Sep 2021 18:32:15 GMT

Server: LiteSpeed

Alt-Svc: quic=":443"; ma=2592000; v="43,46", h3-Q043=":443"; ma=2592000, h3-Q046=":443"; ma=2592000, h3-Q050="
:443"; ma=2592000, h3-25=":443"; ma=2592000, h3-27=":443"; ma=2592000

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6€
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 2f 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74
20 46 6f 75 6e 64 0d 0a 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢
6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70
782041 72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 73

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no" /><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal
14px/20px Arial, Helvetica, s

Data Raw: 3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22
63 6f 6¢ 6f 72 3a 23 66 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74
65 63 68 2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72
3c 2f 61 3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4c 69 74 65 53 70 65 65 64
20 54 65 63 68 6e 6f 6¢ 6f 67 69 65 73 20 49 6e 63 2e 20 69 73 20 6e 6f 74 20 61 20 77 65 62 20 68 6f 73 74 69 6e 67 20
63 6f 6d 70 61 6e 79 20 61 6e 64 2c 20 61 73 20 73 75 63 68 2c 20 68 61 73 20 6e 6f 20 63 6f 6e 74 72 6f 6¢ 20 6f 76 65
72 20 63 6f 6e 74 65 6e 74 20 66 6f 75 6e 64 20 6f 6e 20 74

Data Ascii: ><br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed
Web Server</a><p>Please be advised that LiteSpeed Technologies Inc. is not a web hosting company and, as such, has
no control over content found on t

Destination IP  Destination Port Process
198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data

GET /images/projects/government_vessel_icon.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.183
Safari/537.36

Host: propmech.com

Destination IP Destination Port Process

198.251.89.144 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Data
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kBytes
Timestamp transferred

2021-09-27 18:32:16 UTC 1103

Session ID Source IP

288 198.251.89.144
kBytes

Timestamp transferred

2021-09-27 18:32:16 UTC 1103

2021-09-27 18:32:16 UTC 1103

2021-09-27 18:32:16 UTC 1104

Session ID Source IP

289 198.251.89.144
kBytes

Tim