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Linux Analysis Report fVNp9NC9I9

Overview

General Information

Sample fVNpINC9I9
Name:

Analysis ID: 491760

MD5: 3ad11448f98fc08..
SHAL: 9c0d1819f9b9292.
SHA256: 40b4a8e91427h8..
Tags:
Infos: ot g

Analysis Advice

Detection

F MALICIOUS ]

Signatures Classification

Multi AV Scanner detection for subm...
Yara detected Mirai

Opens /proc/net/* files useful for: find...

Sample containsionly alL@AD segm...

"ries toiconnect to) HilFP servers; b...

Detected TEPR orr UDP traffic onnon...

60

Score:
Range: 0-100
Whitelisted: false

All HTTP servers contacted by the sample do not answer. Likely the sample is an old dropper which does no longer work

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:
Overall analysis duration:
Hypervisor based Inspection enabled:
Report type:

Sample file name:
Cookbook file name:
Analysis system description:
Analysis Mode:

Detection:

Classification:

Process Tree

= system is Inxubuntu20

33.0.0 White Diamond
491760

27.09.2021

21:33:29

CloudBasic

Oh 6m 19s

false

light

fVNpINCII9
defaultlinuxfilecookbook.jbs
Ubuntu Linux 20.04 x64 (Kernel 5.4.0-72, Firefox 91.0, Evince Document Viewer 3.36.10, LibreOffice 6.4.7.2, OpenJDK 11.0.11)
default

MAL
mal60.spre.troj.lin@0/0@0/0

o fVNpINCII9 (PID: 5220, Parent: 5107, MD5: 3ad11448f98fc08e6¢c1107c4327ab97f) Arguments: /tmp/fVNpONC9I9
o fVNpINCOII9 New Fork (PID: 5221, Parent: 5220)
o fVNpINCOI9 New Fork (PID: 5222, Parent: 5221)
= cleanup

Yara Overview
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Memory Dumps

Source Rule Description Author Strings
5221.1.000000001a887bdc.00000000531557b5.r-x.sdmp JoeSecurity_Mirai_8 Yara detected Mirai Joe Security
5220.1.000000001a887bdc.00000000531557b5.r-x.sdmp JoeSecurity_Mirai_8 Yara detected Mirai Joe Security

Jbx Signhature Overview

@ AV Detection

@ Spreading

@ Networking

@ System Summary

@ Stealing of Sensitive Information
@ Remote Access Functionality

@

AV Detection:

Click to jump to signature section

=

Multi AV Scanner detection for submitted file

:

Spreading:

Stealing of Sensitive Information:

=

Yara detected Mirai

Remote Access Functionality:

=

Yara detected Mirai

Mitre Att&ck Matrix

Command Remote
Initial Privilege  Defense Credential Lateral and Network Service
Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration Control Effects Effects Impact
Valid Windows Path Path Direct os Remote Remote Data from  Exfiltration Encrypted Eavesdropon Remotely Modify
Accounts Management  Interception Interception Volume Credential  System Services Local Over Other Channel Insecure Track Device System
Instrumentation Access Dumping Discovery System Network Network Without Partition
Medium Communication Authorization
Default  Scheduled Boot or Boot or Rootkit LSASS Application  Remote Data from  Exfiltration Non- Exploit SS7to  Remotely Device
Accounts Task/Job Logon Logon Memory Window Desktop Removable Over Standard  Redirect Phone Wipe Data  Lockout
Initialization  Initialization Discovery  Protocol Media Bluetooth  Port Calls/SMS Without
Scripts Scripts Authorization
Domain At (Linux) Logon Script Logon Obfuscated Security Query SMB/Windows Data from Automated Application Exploit SS7to Obtain Delete
Accounts (Windows)  Script Files or Account Registry Admin Shares Network Exfiltration Layer Track Device  Device Device
(Windows) Information Manager Shared Protocol §g§ Location Cloud Data
Drive Backups
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Malware Configuration

No configs have been found

Behavior Graph

45.142.182.126, 49078, 666
XSSERVERNL

Germany &

Behavior Graph
ID: 491760
Sample: fVNpINC9I9
Startdate: 27/09/2021

Architecture:  LINUX
Score: 60

109.202.202.202, 80
INIT7CH 2 other IPs or domains
Switzerland #

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

FVNpONCII9

GNENI

Detection

MALICIDUS

Hide Legend

-
[1:]

«Q
@
=}
o

Process

Signature

Created File

DNS/IP Info

Is Dropped

Number of created Files

Is malicious

©om EO0C]

started Internet

Scanner

fVNpINCOI9

(O
B

l started

FVNPINCII9

(O )

Label Link

Dropped Files

No Antivirus matches
Domains

No Antivirus matches
URLs

No Antivirus matches
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https://www.virustotal.com/gui/file/40b4a8e91427b81ee97fb43a56edce02dce93f88a6c55ad698c50693fb069f6b/detection/f-40b4a8e91427b81ee97fb43a56edce02dce93f88a6c55ad698c50693fb069f6b-1632747759

Domains and IPs

Contacted Domains

No contacted domains info

Contacted IPs

Public

P Domain
45.142.182.126 unknown
109.202.202.202 unknown
91.189.91.43 unknown
91.189.91.42 unknown

Runtime Messages

Command:

Exit Code:

Exit Code Info:
Killed:

Standard Output:

Standard Error:

Joe Sandbox View | Context

IPs

Match
45.142.182.126
109.202.202.202

91.189.91.43

Copyright Joe Security LLC 2021

Country Flag
Germany ]
Switzerland [+]
United Kingdom gt
United Kingdom ]

/tmp/fVNpINC9I9

0

False

Associated Sample Name / URL SHA 256

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

ASN
207959
13030
41231
41231

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

ASN Name
XSSERVERNL
INIT7CH
CANONICAL-ASGB
CANONICAL-ASGB

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Malicious
false
false
false

false

Context
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https://view.joesandbox.com/analysis/386165/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386165/html/none?idtype=webid
https://view.joesandbox.com/analysis/386167/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386167/html/none?idtype=webid
https://view.joesandbox.com/analysis/386165/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386165/html/none?idtype=webid
https://view.joesandbox.com/analysis/386162/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386162/html/none?idtype=webid
https://view.joesandbox.com/analysis/386160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386160/html/none?idtype=webid
https://view.joesandbox.com/analysis/386057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386057/html/none?idtype=webid
https://view.joesandbox.com/analysis/386050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386050/html/none?idtype=webid
https://view.joesandbox.com/analysis/386044/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386044/html/none?idtype=webid
https://view.joesandbox.com/analysis/386027/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386027/html/none?idtype=webid
https://view.joesandbox.com/analysis/386025/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386025/html/none?idtype=webid
https://view.joesandbox.com/analysis/386019/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386019/html/none?idtype=webid
https://view.joesandbox.com/analysis/386000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386000/html/none?idtype=webid
https://view.joesandbox.com/analysis/385995/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385995/html/none?idtype=webid
https://view.joesandbox.com/analysis/385904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385904/html/none?idtype=webid
https://view.joesandbox.com/analysis/385867/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385867/html/none?idtype=webid
https://view.joesandbox.com/analysis/385857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385857/html/none?idtype=webid
https://view.joesandbox.com/analysis/385853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385853/html/none?idtype=webid
https://view.joesandbox.com/analysis/385846/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385846/html/none?idtype=webid
https://view.joesandbox.com/analysis/385840/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385840/html/none?idtype=webid
https://view.joesandbox.com/analysis/385836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385836/html/none?idtype=webid
https://view.joesandbox.com/analysis/385831/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385831/html/none?idtype=webid
https://view.joesandbox.com/analysis/386167/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386167/html/none?idtype=webid
https://view.joesandbox.com/analysis/386165/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386165/html/none?idtype=webid
https://view.joesandbox.com/analysis/386162/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386162/html/none?idtype=webid
https://view.joesandbox.com/analysis/386160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386160/html/none?idtype=webid
https://view.joesandbox.com/analysis/386057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386057/html/none?idtype=webid

Match

91.189.91.42

Domains

No context

ASN

Match
CANONICAL-ASGB
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SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
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Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
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Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

Context

91.189.91.42
91.189.91.42
91.189.91.42
91.189.91.42
91.189.91.42
91.189.91.42
91.189.91.42
91.189.91.42
91.189.91.42
91.189.91.42
91.189.91.42
91.189.91.42
91.189.91.42
91.189.91.42
91.189.91.42
91.189.91.42
91.189.91.42
91.189.91.42
91.189.91.42
91.189.91.42
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https://view.joesandbox.com/analysis/386050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386050/html/none?idtype=webid
https://view.joesandbox.com/analysis/386044/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386044/html/none?idtype=webid
https://view.joesandbox.com/analysis/386027/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386027/html/none?idtype=webid
https://view.joesandbox.com/analysis/386025/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386025/html/none?idtype=webid
https://view.joesandbox.com/analysis/386019/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386019/html/none?idtype=webid
https://view.joesandbox.com/analysis/386000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386000/html/none?idtype=webid
https://view.joesandbox.com/analysis/385995/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385995/html/none?idtype=webid
https://view.joesandbox.com/analysis/385904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385904/html/none?idtype=webid
https://view.joesandbox.com/analysis/385867/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385867/html/none?idtype=webid
https://view.joesandbox.com/analysis/385857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385857/html/none?idtype=webid
https://view.joesandbox.com/analysis/385853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385853/html/none?idtype=webid
https://view.joesandbox.com/analysis/385846/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385846/html/none?idtype=webid
https://view.joesandbox.com/analysis/385840/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385840/html/none?idtype=webid
https://view.joesandbox.com/analysis/385836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385836/html/none?idtype=webid
https://view.joesandbox.com/analysis/385831/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385831/html/none?idtype=webid
https://view.joesandbox.com/analysis/386167/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386167/html/none?idtype=webid
https://view.joesandbox.com/analysis/386165/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386165/html/none?idtype=webid
https://view.joesandbox.com/analysis/386162/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386162/html/none?idtype=webid
https://view.joesandbox.com/analysis/386160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386160/html/none?idtype=webid
https://view.joesandbox.com/analysis/386057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386057/html/none?idtype=webid
https://view.joesandbox.com/analysis/386050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386050/html/none?idtype=webid
https://view.joesandbox.com/analysis/386044/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386044/html/none?idtype=webid
https://view.joesandbox.com/analysis/386027/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386027/html/none?idtype=webid
https://view.joesandbox.com/analysis/386025/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386025/html/none?idtype=webid
https://view.joesandbox.com/analysis/386019/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386019/html/none?idtype=webid
https://view.joesandbox.com/analysis/386000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386000/html/none?idtype=webid
https://view.joesandbox.com/analysis/385995/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385995/html/none?idtype=webid
https://view.joesandbox.com/analysis/385904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385904/html/none?idtype=webid
https://view.joesandbox.com/analysis/385867/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385867/html/none?idtype=webid
https://view.joesandbox.com/analysis/385857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385857/html/none?idtype=webid
https://view.joesandbox.com/analysis/385853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385853/html/none?idtype=webid
https://view.joesandbox.com/analysis/385846/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385846/html/none?idtype=webid
https://view.joesandbox.com/analysis/385840/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385840/html/none?idtype=webid
https://view.joesandbox.com/analysis/385836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385836/html/none?idtype=webid
https://view.joesandbox.com/analysis/385831/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385831/html/none?idtype=webid
https://view.joesandbox.com/analysis/386167/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386167/html/none?idtype=webid
https://view.joesandbox.com/analysis/386165/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386165/html/none?idtype=webid
https://view.joesandbox.com/analysis/386162/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386162/html/none?idtype=webid
https://view.joesandbox.com/analysis/386160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386160/html/none?idtype=webid
https://view.joesandbox.com/analysis/386057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386057/html/none?idtype=webid
https://view.joesandbox.com/analysis/386050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386050/html/none?idtype=webid
https://view.joesandbox.com/analysis/386044/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386044/html/none?idtype=webid
https://view.joesandbox.com/analysis/386027/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386027/html/none?idtype=webid
https://view.joesandbox.com/analysis/386025/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386025/html/none?idtype=webid
https://view.joesandbox.com/analysis/386019/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386019/html/none?idtype=webid
https://view.joesandbox.com/analysis/386000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386000/html/none?idtype=webid
https://view.joesandbox.com/analysis/385995/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385995/html/none?idtype=webid
https://view.joesandbox.com/analysis/385904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385904/html/none?idtype=webid
https://view.joesandbox.com/analysis/385867/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385867/html/none?idtype=webid
https://view.joesandbox.com/analysis/385857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385857/html/none?idtype=webid
https://view.joesandbox.com/analysis/385853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385853/html/none?idtype=webid
https://view.joesandbox.com/analysis/385846/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385846/html/none?idtype=webid
https://view.joesandbox.com/analysis/385840/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385840/html/none?idtype=webid
https://view.joesandbox.com/analysis/385836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385836/html/none?idtype=webid
https://view.joesandbox.com/analysis/385831/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385831/html/none?idtype=webid

Match Associated Sample Name / URL SHA 256
INIT7CH Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

XSSERVERNL Get hash

Get hash
Get hash

Get hash

Get hash

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

No created / dropped files found

Static File Info
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malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse

Browse

Browse

Browse

Context

109.202.20
2.202

109.202.20
2.202

109.202.20
2.202

109.202.20
2.202

109.202.20
2.202

109.202.20
2.202

109.202.20
2.202

109.202.20
2.202

109.202.20
2.202

109.202.20
2.202

109.202.20
2.202

109.202.20
2.202

109.202.20
2.202

109.202.20
2.202

109.202.20
2.202

109.202.20
2.202

109.202.20
2.202

109.202.20
2.202

109.202.20
2.202

109.202.20
2.202

45.142.182.126
195.62.33.67
195.62.46.177

195.62.46.177

195.62.46.180
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https://view.joesandbox.com/analysis/386167/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386167/html/none?idtype=webid
https://view.joesandbox.com/analysis/386165/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386165/html/none?idtype=webid
https://view.joesandbox.com/analysis/386162/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386162/html/none?idtype=webid
https://view.joesandbox.com/analysis/386160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386160/html/none?idtype=webid
https://view.joesandbox.com/analysis/386057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386057/html/none?idtype=webid
https://view.joesandbox.com/analysis/386050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386050/html/none?idtype=webid
https://view.joesandbox.com/analysis/386044/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386044/html/none?idtype=webid
https://view.joesandbox.com/analysis/386027/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386027/html/none?idtype=webid
https://view.joesandbox.com/analysis/386025/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386025/html/none?idtype=webid
https://view.joesandbox.com/analysis/386019/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386019/html/none?idtype=webid
https://view.joesandbox.com/analysis/386000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386000/html/none?idtype=webid
https://view.joesandbox.com/analysis/385995/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385995/html/none?idtype=webid
https://view.joesandbox.com/analysis/385904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385904/html/none?idtype=webid
https://view.joesandbox.com/analysis/385867/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385867/html/none?idtype=webid
https://view.joesandbox.com/analysis/385857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385857/html/none?idtype=webid
https://view.joesandbox.com/analysis/385853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385853/html/none?idtype=webid
https://view.joesandbox.com/analysis/385846/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385846/html/none?idtype=webid
https://view.joesandbox.com/analysis/385840/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385840/html/none?idtype=webid
https://view.joesandbox.com/analysis/385836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385836/html/none?idtype=webid
https://view.joesandbox.com/analysis/385831/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385831/html/none?idtype=webid
https://view.joesandbox.com/analysis/386165/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386165/html/none?idtype=webid
https://view.joesandbox.com/analysis/309839/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309839/html/none?idtype=webid
https://view.joesandbox.com/analysis/220115/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/220115/html/none?idtype=webid
https://view.joesandbox.com/analysis/220114/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/220114/html/none?idtype=webid
https://view.joesandbox.com/analysis/211009/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/211009/html/none?idtype=webid

General

File type: ELF 32-bit LSB executable, Intel 80386, version 1
(GNUI/Linux), statically linked, stripped

Entropy (8bit): 7.9515207570063025

TriD: e ELF Executable and Linkable format (Linux)

(4029/14) 50.16%
e ELF Executable and Linkable format (generic)
(4004/1) 49.84%

File name: fVNpINC9I9

File size: 34108

MDS5: 3ad11448f98fc08e6c1107c4327ab97f

SHA1L: 9c0d1819f9bh9292119560e21b8d2ff4c2f66316d

SHA256: 40b4aB8e91427b81ee97fb43a56edce02dce93f88a6e55ac
698c50693fb069f6b

SHA512: ff879410a10cf41d7e6e36a53f03144bf86430e4da7f8601
db78b370ch37e8a223aa2c415dalf526eaaf3ad412bccce
daff49ea8e399ba2cf5d91545c¢507e070

SSDEEP: 768:eyluM3Lc1tCjtmSPI6QfSXxDBY1T0B1Ki9VVDkekKn
nbcuyD7UryqK:Rm3Lc/Cjfya9BYV81Ki9HASnouy8magK

File Content Preview: ELF. P A (s D...D......

Qe 4.1YTS.....

..... T..T. 2.k \d*nlz.ed..8.H.......{....Ax..
m....M.w.f1..F.$v.C.

Static ELF Info

ELF header
Class: ELF32
Data: 2's complement, little endian
Version: 1 (current)
Machine: Intel 80386
Version Number: Oox1
Type: EXEC (Executable file)
OS/ABI: UNIX - Linux
ABI Version: 0
Entry Point Address: 0x804f250
Flags: 0x0
ELF Header Size: 52
Program Header Offset: 52
Program Header Size: 32
Number of Program Headers: 3
Section Header Offset: 0
Section Header Size: 40
Number of Section Headers: 0
Header String Table Index: 0
Program Segments
Physical Memory Flags
Type Offset Virtual Address Address File Size Size Entropy Flags Description Align  Prog Interpreter Section Mappings
LOAD 0x0 0x8048000 0x8048000 0x8444 0x8444 4.0868 0x5 RE 0x1000
LOAD 0x0 0x8051000 0x8051000 0x0 0x129e4 0.0000 Ox6 RW 0x1000
GNU_STACK 0x0 0x0 0x0 0x0 0x0 0.0000 0x6 RW 0x4

Network Behavior

Network Port Distribution

Total Packets: 16
® 80 (HTTP)
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© 443 (HTTPS)
@ 666 undefined

TCP Packets

System Behavior

Analysis Process: fVNp9INC9I9 PID: 5220 Parent PID: 5107

General

Start time:
Start date:
Path:
Arguments:
File size:
MD5 hash:

21:34:09

27/09/2021

/tmp/fVNpINC9I9

/tmp/fVNpINC9I9

34108 bytes
3ad11448f98fc08e6c1107c4327ab97f

File Activities

File Read

Analysis Process: fVNp9NC9I9 PID: 5221 Parent PID: 5220

General

Start time:
Start date:
Path:
Arguments:
File size:
MD5 hash:

21:34:10

27/09/2021

Itmp/fVNpINC9I9

n/a

34108 bytes
3ad11448f98fc08e6c1107c4327ab97f

Analysis Process: fVNp9NC9I9 PID: 5222 Parent PID: 5221

General

Start time:
Start date:
Path:

Copyright Joe Security LLC 2021

21:34:10
27/09/2021
/tmp/fVNpINC9I9
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Arguments: n/a

File size: 34108 bytes

MDS5 hash: 3ad11448f98fc08e6c1107c4327ab97f

Copyright Joe Security LLC 2021

Copyright Joe Security LLC 2021 Page 11 of 11


http://www.joesecurity.org

	Table of Contents
	Linux Analysis Report fVNp9NC9l9
	Overview
	General Information
	Detection
	Signatures
	Classification
	Analysis Advice

	General Information
	Process Tree
	Yara Overview
	Memory Dumps

	Jbx Signature Overview
	AV Detection:
	Spreading:
	Stealing of Sensitive Information:
	Remote Access Functionality:

	Mitre Att&ck Matrix
	Malware Configuration
	Behavior Graph
	Antivirus, Machine Learning and Genetic Malware Detection
	Initial Sample
	Dropped Files
	Domains
	URLs

	Domains and IPs
	Contacted Domains
	Contacted IPs
	Public
	Runtime Messages

	Joe Sandbox View / Context
	IPs
	Domains
	ASN
	JA3 Fingerprints
	Dropped Files

	Created / dropped Files
	Static File Info
	General
	Static ELF Info
	ELF header
	Program Segments


	Network Behavior
	Network Port Distribution
	TCP Packets

	System Behavior
	Analysis Process: fVNp9NC9l9 PID: 5220 Parent PID: 5107
	General
	File Activities

	Analysis Process: fVNp9NC9l9 PID: 5221 Parent PID: 5220
	General

	Analysis Process: fVNp9NC9l9 PID: 5222 Parent PID: 5221
	General




