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Linux Analysis Report CTKpl4Eflw

Overview

General Information Detection Signatures Classification
Sample CTKpl4Eflw

Name: Antivirus / Scanner detection for sub...

Analysis ID: 491781

Multi AV Scanner detection for subm...

F MALICIOUS ]

MD5: : :
abee54d0880d98.. Opens /proc/net/* files useful for find...
SHA1L:
b25744cde5d79b.. Samplehas stripped symbolitable
SHA256: a8e150eebb41bfb.
Uses the "uname! systemicallito gu...
@
Tries toiconnect to) HFIR servers; b...
Infos: ;f &

Detected TEPRorr UDP traffic onnon...

Score: 60
Range: 0-100
Whitelisted: false

Analysis Advice

Static ELF header machine description suggests that the sample might only run correctly on MIPS or ARM architectures
All HTTP servers contacted by the sample do not answer. Likely the sample is an old dropper which does no longer work

Static ELF header machine description suggests that the sample might not execute correctly on this machine

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:

Report type:

Sample file name:
Cookbook file name:
Analysis system description:
Analysis Mode:

Detection:

Classification:

Process Tree

= system is Inxubuntu20

33.0.0 White Diamond
491781

27.09.2021

22:13:21

CloudBasic

Oh 6m 17s

false

light

CTKpl4Eflw
defaultlinuxfilecookbook.jbs
Ubuntu Linux 20.04 x64 (Kernel 5.4.0-72, Firefox 91.0, Evince Document Viewer 3.36.10, LibreOffice 6.4.7.2, OpenJDK 11.0.11)
default

MAL
mal60.spre.lin@0/0@0/0

o CTKpl4Eflw (PID: 5226, Parent: 5109, MD5: 5ebfcae4fe2471fcc5695¢2394773ff1) Arguments: /tmp/CTKpl4Eflw
e CTKpl4Eflw New Fork (PID: 5228, Parent: 5226)
e CTKpl4Eflw New Fork (PID: 5230, Parent: 5226)
e CTKpl4Eflw New Fork (PID: 5232, Parent: 5230)

= cleanup

Copyright Joe Security LLC 2021
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Yara Overview

No yara matches

Jbx Signhature Overview

g

AV Detection:

Click to jump to signature section

Antivirus | Scanner detection for submitted sample

Multi AV Scanner detection for submitted file

@ AV Detection

@ Spreading

@ Networking

@ System Summary

@ Malware Analysis System Evasion

Spreading:

Mitre Att&ck Matrix

Initial
Access Execution

Valid Windows

Accounts Management
Instrumentation

Default  Scheduled

Accounts Task/Job

Domain At (Linux)
Accounts

Privilege  Defense
Persistence Escalation Evasion
Path Path Direct
Interception Interception Volume

Access
Boot or Boot or Rootkit
Logon Logon
Initialization  Initialization
Scripts Scripts
Logon Script Logon
(Windows)  Script Files or
(Windows)

Malware Configuration

No configs have been found

Copyright Joe Security LLC 2021

Credential

Access

oS
Credential
Dumping

LSASS
Memory

Obfuscated Security

Account

Information Manager

Lateral
Discovery Movement
Security Remote
Software Services
Discovery
Remote System Remote
Discovery Desktop

Protocol
Query Registry  SMB/Windows

Admin Shares

Collection Exfiltration

Data from
Local
System

Data from
Removable
Media

Data from
Network
Shared
Drive

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Command
and
Control

Encrypted
Channel

Non-
Standard

Port 3

Application
Layer
Protocol g8

Network
Effects

Eavesdrop on
Insecure
Network
Communication

Exploit SS7 to
Redirect Phone
Calls/SMS

Exploit SS7 to
Track Device
Location

Remote
Service
Effects Impact
Remotely Modify
Track Device System
Without Partition
Authorization
Remotely Device
Wipe Data  Lockout
Without
Authorization
Obtain Delete
Device Device
Cloud Data
Backups
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Behavior Graph

Hide Legend
Behavior Graph Legend:
O
Sample: CTKpl4Eflw rocess
Startdate: 27/09/2021 . Signature
Architecture: LINUX A
score: o . Created File
Il onsie info
ﬂ Is Dropped
167.114.109.203, 44652, 44654, 44656 109.202.202. Numb f d Fil
OVHFR INIT7CH 2 other IPs or domains . S RSEE IS
Canada I Switzerland  # @ Is malicious
started e Internet
CTKplEfiw

B

- - -

CTKpl4Efiw CTKpl4Efiw

s @ .

B
l started
CTKpl4Eflw
Antivirus, Machine Learning and Genetic Malware Detection
Initial Sample
Source Detection Scanner Label Link

Dropped Files

No Antivirus matches

Domains

No Antivirus matches

URLs

No Antivirus matches

Domains and IPs

Contacted Domains
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https://www.virustotal.com/gui/file/a8e150eebb41bfbb84f75ba3c3bc0662219ca3271af960b9f37b5f532d601f71/detection/f-a8e150eebb41bfbb84f75ba3c3bc0662219ca3271af960b9f37b5f532d601f71-1632769295

No contacted domains info

Contacted IPs

Public

P Domain
167.114.109.203 unknown
109.202.202.202 unknown
91.189.91.43 unknown
91.189.91.42 unknown

Runtime Messages

Command:

Exit Code:

Exit Code Info:
Killed:

Standard Output:

Standard Error:

Country Flag
Canada I+l
Switzerland [+]
United Kingdom gt
United Kingdom gt

/tmp/CTKpl4Eflw
0

False

gosh that chinese family at the other table sure ate alot

Joe Sandbox View | Context

IPs

Match
167.114.109.203

109.202.202.202

91.189.91.43

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

ASN

16276
13030
41231
41231

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

ASN Name

OVHFR

INIT7CH
CANONICAL-ASGB
CANONICAL-ASGB

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Malicious
false
false
false

false

Context
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https://view.joesandbox.com/analysis/386184/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386184/html/none?idtype=webid
https://view.joesandbox.com/analysis/386183/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386183/html/none?idtype=webid
https://view.joesandbox.com/analysis/386179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386179/html/none?idtype=webid
https://view.joesandbox.com/analysis/386160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386160/html/none?idtype=webid
https://view.joesandbox.com/analysis/386184/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386184/html/none?idtype=webid
https://view.joesandbox.com/analysis/386183/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386183/html/none?idtype=webid
https://view.joesandbox.com/analysis/386179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386179/html/none?idtype=webid
https://view.joesandbox.com/analysis/386174/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386174/html/none?idtype=webid
https://view.joesandbox.com/analysis/386172/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386172/html/none?idtype=webid
https://view.joesandbox.com/analysis/386169/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386169/html/none?idtype=webid
https://view.joesandbox.com/analysis/386168/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386168/html/none?idtype=webid
https://view.joesandbox.com/analysis/386167/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386167/html/none?idtype=webid
https://view.joesandbox.com/analysis/386165/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386165/html/none?idtype=webid
https://view.joesandbox.com/analysis/386162/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386162/html/none?idtype=webid
https://view.joesandbox.com/analysis/386160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386160/html/none?idtype=webid
https://view.joesandbox.com/analysis/386057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386057/html/none?idtype=webid
https://view.joesandbox.com/analysis/386050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386050/html/none?idtype=webid
https://view.joesandbox.com/analysis/386044/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386044/html/none?idtype=webid
https://view.joesandbox.com/analysis/386027/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386027/html/none?idtype=webid
https://view.joesandbox.com/analysis/386025/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386025/html/none?idtype=webid
https://view.joesandbox.com/analysis/386019/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386019/html/none?idtype=webid
https://view.joesandbox.com/analysis/386000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386000/html/none?idtype=webid
https://view.joesandbox.com/analysis/385995/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385995/html/none?idtype=webid
https://view.joesandbox.com/analysis/385904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385904/html/none?idtype=webid
https://view.joesandbox.com/analysis/386184/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386184/html/none?idtype=webid
https://view.joesandbox.com/analysis/386183/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386183/html/none?idtype=webid
https://view.joesandbox.com/analysis/386179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386179/html/none?idtype=webid
https://view.joesandbox.com/analysis/386174/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386174/html/none?idtype=webid
https://view.joesandbox.com/analysis/386172/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386172/html/none?idtype=webid
https://view.joesandbox.com/analysis/386169/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386169/html/none?idtype=webid
https://view.joesandbox.com/analysis/386168/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386168/html/none?idtype=webid
https://view.joesandbox.com/analysis/386167/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386167/html/none?idtype=webid

Match

Domains

No context

ASN

Match
OVHFR

INIT7CH
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SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash
Get hash
Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

> >
3 n
] @
<] <]
Q, [}
2 2
@ @
-3 -3
(7] [
] o
3 3
j- -
® ®
2 2
o o
3 3
® ®
(= c
A a
[l [

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

Context

167.114.10
9.203

167.114.10
9.203

167.114.10
9.203

167.114.10
9.203

51.255.34.79

37.59.226.120

51.70.255.217
51.178.244.189
178.32.63.50

178.32.63.50

164.132.17
1.176

51.89.115.111
87.98.153.120
176.31.32.199
176.31.32.199
176.31.32.199
51.89.115.111
176.31.32.199
51.254.69.209
37.187.28.233

109.202.20
2.202

109.202.20
2.202

109.202.20
2.202

109.202.20
2.202

109.202.20
2.202

109.202.20
2.202

109.202.20
2.202

109.202.20
2.202

109.202.20
2.202

109.202.20
2.202
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https://view.joesandbox.com/analysis/386165/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386165/html/none?idtype=webid
https://view.joesandbox.com/analysis/386162/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386162/html/none?idtype=webid
https://view.joesandbox.com/analysis/386160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386160/html/none?idtype=webid
https://view.joesandbox.com/analysis/386057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386057/html/none?idtype=webid
https://view.joesandbox.com/analysis/386050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386050/html/none?idtype=webid
https://view.joesandbox.com/analysis/386044/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386044/html/none?idtype=webid
https://view.joesandbox.com/analysis/386027/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386027/html/none?idtype=webid
https://view.joesandbox.com/analysis/386025/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386025/html/none?idtype=webid
https://view.joesandbox.com/analysis/386019/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386019/html/none?idtype=webid
https://view.joesandbox.com/analysis/386000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386000/html/none?idtype=webid
https://view.joesandbox.com/analysis/385995/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385995/html/none?idtype=webid
https://view.joesandbox.com/analysis/385904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385904/html/none?idtype=webid
https://view.joesandbox.com/analysis/386184/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386184/html/none?idtype=webid
https://view.joesandbox.com/analysis/386183/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386183/html/none?idtype=webid
https://view.joesandbox.com/analysis/386179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386179/html/none?idtype=webid
https://view.joesandbox.com/analysis/386160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386160/html/none?idtype=webid
https://view.joesandbox.com/analysis/386129/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386129/html/none?idtype=webid
https://view.joesandbox.com/analysis/386051/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386051/html/none?idtype=webid
https://view.joesandbox.com/analysis/385988/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385988/html/none?idtype=webid
https://view.joesandbox.com/analysis/385934/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385934/html/none?idtype=webid
https://view.joesandbox.com/analysis/385795/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385795/html/none?idtype=webid
https://view.joesandbox.com/analysis/385782/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385782/html/none?idtype=webid
https://view.joesandbox.com/analysis/385781/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385781/html/none?idtype=webid
https://view.joesandbox.com/analysis/385701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385701/html/none?idtype=webid
https://view.joesandbox.com/analysis/385696/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385696/html/none?idtype=webid
https://view.joesandbox.com/analysis/385598/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385598/html/none?idtype=webid
https://view.joesandbox.com/analysis/385589/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385589/html/none?idtype=webid
https://view.joesandbox.com/analysis/385575/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385575/html/none?idtype=webid
https://view.joesandbox.com/analysis/385551/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385551/html/none?idtype=webid
https://view.joesandbox.com/analysis/385515/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385515/html/none?idtype=webid
https://view.joesandbox.com/analysis/385475/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385475/html/none?idtype=webid
https://view.joesandbox.com/analysis/385457/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385457/html/none?idtype=webid
https://view.joesandbox.com/analysis/386184/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386184/html/none?idtype=webid
https://view.joesandbox.com/analysis/386183/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386183/html/none?idtype=webid
https://view.joesandbox.com/analysis/386179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386179/html/none?idtype=webid
https://view.joesandbox.com/analysis/386174/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386174/html/none?idtype=webid
https://view.joesandbox.com/analysis/386172/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386172/html/none?idtype=webid
https://view.joesandbox.com/analysis/386169/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386169/html/none?idtype=webid
https://view.joesandbox.com/analysis/386168/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386168/html/none?idtype=webid
https://view.joesandbox.com/analysis/386167/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386167/html/none?idtype=webid
https://view.joesandbox.com/analysis/386165/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386165/html/none?idtype=webid
https://view.joesandbox.com/analysis/386162/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386162/html/none?idtype=webid

Match

JA3 Fingerprints
No context
Dropped Files

No context

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Created / dropped Files

No created / dropped files found

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

Static ELF Info

ELF header
Class:

Data:

Version:

Machine:

Copyright Joe Security LLC 2021

ELF32

2's complement, little endian

1 (current)
ARM

Detection Link Context
malicious Browse e 109.202.20
2.202
malicious Browse e 109.202.20
2.202
malicious Browse e 109.202.20
2.202
malicious Browse e 109.202.20
2.202
malicious Browse e 109.202.20
2.202
malicious Browse e 109.202.20
2.202
malicious Browse e 109.202.20
2.202
malicious Browse e 109.202.20
2.202
malicious Browse e 109.202.20
2.202
malicious Browse e 109.202.20
2.202

ELF 32-bit LSB executable, ARM, version 1 (ARM), s
tatically linked, stripped

6.019182865076585

e ELF Executable and Linkable format (generic)
(4004/1) 100.00%

CTKpl4Eflw

90612

abee54d0880d98307d664c8a12d060d2
b25744cdc5d79b96b601161da0a358c8325¢381e

a8e150eebb41bfbb84f75ba3c3bc0662219ca3271af960b
9f37b5f532d60171

37a029df1dbffebf79a9d490b2f619e59b38c365de6b6685
dd80b5fa4be3285ff635ad153437d1aelccaed397f6f170e
d1c1e938c5b9ce5e57dc180abf7h4484

1536:dmjnaOU7w+N62KBfISGHFXBpqRP/1yoQUNeOC
OICVV4bb: 7OR+N62Ww5GHFERPCFNerkKbb

ELF..a..... (b VO GO L.L..

PLPLPLLLh

..0......R.....0....S
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https://view.joesandbox.com/analysis/386160/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386160/html/none?idtype=webid
https://view.joesandbox.com/analysis/386057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386057/html/none?idtype=webid
https://view.joesandbox.com/analysis/386050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386050/html/none?idtype=webid
https://view.joesandbox.com/analysis/386044/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386044/html/none?idtype=webid
https://view.joesandbox.com/analysis/386027/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386027/html/none?idtype=webid
https://view.joesandbox.com/analysis/386025/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386025/html/none?idtype=webid
https://view.joesandbox.com/analysis/386019/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386019/html/none?idtype=webid
https://view.joesandbox.com/analysis/386000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386000/html/none?idtype=webid
https://view.joesandbox.com/analysis/385995/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385995/html/none?idtype=webid
https://view.joesandbox.com/analysis/385904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385904/html/none?idtype=webid

ELF header

Version Number:

Type:

OS/ABI:

ABI Version:

Entry Point Address:

Flags:

ELF Header Size:

Program Header Offset:
Program Header Size:
Number of Program Headers:
Section Header Offset:
Section Header Size:
Number of Section Headers:

Header String Table Index:

Sections
Name Type Address

NULL 0x0
.init PROGBITS 0x8094
text PROGBITS 0x80b0
fini PROGBITS Oxla40c
.rodata PROGBITS 0x1a420
.eh_frame PROGBITS Ox1cc88
.ctors PROGBITS 0x25000
.dtors PROGBITS 0x25008
jer PROGBITS 0x25010
.data PROGBITS 0x25014
.bss NOBITS 0x253c0
.comment PROGBITS 0x0
.shstrtab STRTAB 0x0
Program Segments

Physical

Type Offset  Virtual Address Address
LOAD 0x0 0x8000 0x8000
LOAD 0x15000 0x25000 0x25000
GNU_STACK 0x0 0x0 0x0

Network Behavior

Network Port Distribution

Offset
0x0
0x94
0xb0
0x1240c
0x12420
0x14c88
0x15000
0x15008
0x15010
0x15014
0x153c0
0x153c0

0x15f94

File Size
0x14c8c
0x3c0
0x0

Copyright Joe Security LLC 2021

Size
0x0
0x18
0x1235¢
0x14
0x2868
0x4
0x8
0x8
0x4
0x3ac
0x6458
Oxbd4
0x56

Ox1

EXEC (Executable file)

ARM - ABI
0
0x8190
0x202
52

52

32

3
90092
40

13

12

EntSize
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0

Memory
Size Entropy Flags

Ox14c8c 3.5346 0x5

0x6818 1.6527 0x6

0x0 0.0000 0Ox7

Total Packets: 18

® 80 (HTTP)
©® 443 (HTTPS)
@ 6525 undefined

Flags
0x0
0x6
0x6
0x6
0x2
0x2
0x3
0x3
0x3
0x3
0x3
0x0
0x0

Flags

Flags
Description Link

AX
AX
AX

WA
WA
WA
WA
WA

Description Align

RE
RW
RWE

0x8000
0x8000
0x4

0

o O O O O o o o o o o o

Prog Interpreter

Info Align
0 0
0 4
0 16
0 4
0 4
0 4
0 4
0 4
0 4
0 4
0 4
0 1
0 1

Section Mappings

.init .text .fini .rodata .eh_frame

.ctors .dtors .jcr .data .bss
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TCP Packets

System Behavior

Analysis Process: CTKpl4Eflw PID: 5226 Parent PID: 5109

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

File Activities

File Read

22:14:04

27/09/2021

tmp/CTKpl4Eflw

tmp/CTKpl4Eflw

4956856 bytes
5ebfcae4fe2471fcc5695¢2394773ff1

Analysis Process: CTKpl4Eflw PID: 5228 Parent PID: 5226

General

Start time:
Start date:
Path:
Arguments:
File size:
MD5 hash:

22:14:04

27/09/2021

/tmp/CTKpl4Eflw

n/a

4956856 bytes
Sebfcae4fe2471fcc5695¢2394773ff1

Analysis Process: CTKpl4Efiw PID: 5230 Parent PID: 5226

General

Start time:
Start date:
Path:
Arguments:
File size:
MD5 hash:

22:14:04

27/09/2021

Htmp/CTKpI4Eflw

n/a

4956856 bytes
5ebfcae4fe2471fcc5695¢2394773ff1

Analysis Process: CTKpl4Efiw PID: 5232 Parent PID: 5230

General

Start time:
Start date:
Path:
Arguments:
File size:

MD5 hash:

Copyright Joe Security LLC 2021

22:14:04

27/09/2021

tmp/CTKpl4Eflw

n/a

4956856 bytes
Sebfcae4fe2471fcc5695¢2394773ff1
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