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Windows Analysis Report X5C9EzCB7A

Overview
General Information Detection Signatures Classification
Sample X5C9EzCBT7A (renamed ] -
Name: file extension from none to MALICIOUS Yara detected Dridex unpacked file
dly

Multi AV Scanner detection for subm...
Analysis ID: 492086
Benign windows process drops PE f...

MDS: dc4fca98a02c5cc..

SHAL: Acecd255d9176 . Antivirus / Scanner detection for sub...
SHA256: 2€087f890f576dc.. Antivirus detection for dropped file
Tags: exe Changes memory attributes in foreig...
Infos: n E Q ‘f & EEE Machine Learning detection for samp...

HCA'
v

DLL side loading technigue detected

Most interesting Screenshot: Queues an APC in another; process ...
Score: 100 Machine Learning detection for dropp...
Range: 0-100 Windoews Update Standalone Installe...
Whitelisted: false
X Uses Atem Bombing / ProGate toiin...
Confidence: 100%

= System is w10x64

o [ loaddlli64.exe (PID: 2368 cmdline: loaddll64.exe 'C:\Users\user\Desktop\X5C9EzCB7A.dII' MD5: A84133CCB118CF35D49A423CD836DOEF)
. cmd.exe (PID: 5760 cmdline: cmd.exe /C rundll32.exe 'C:\Users\user\Desktop\X5C9EzCB7A.dII'#1 MD5: 4E2ACF4F8A396486AB4268C94A6A245F)
. D rundll32.exe (PID: 5356 cmdline: rundll32.exe 'C:\Users\user\Desktop\X5C9EzCB7A.dII' #1 MD5: 73C519F050C20580F8A62C849D49215A)
. D rundll32.exe (PID: 2192 cmdline: rundll32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll,AddGadgetMessageHandler MD5: 73C519F050C20580F8A62C849D49215A)
o [ explorer.exe (PID: 3292 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BABOELD)
w wermgr.exe (PID: 6572 cmdline: C:\Windows\system32\wermgr.exe MD5: FF214585BF10206E21EA8EBA202FACFD)
. @ wermgr.exe (PID: 6600 cmdline: C:\Users\user\AppData\Local\M5A\wermgr.exe MD5: FF214585BF10206E21EA8EBA202FACFD)
&i WFS.exe (PID: 6640 cmdline: C:\Windows\system32\WFS.exe MD5: CD6ACF3B997099B6CFB2417D3942F755)
&4 WFS.exe (PID: 6652 cmdline: C:\Users\user\AppData\Local\QEkvVts\WFS.exe MD5: CD6ACF3B997099B6CFB2417D3942F755)
wusa.exe (PID: 6888 cmdline: C:\Windows\system32\wusa.exe MD5: 04CE745559916B99248F266BBF5F9ED9)
wusa.exe (PID: 6912 cmdline: C:\Users\user\AppData\Local\8FwY\wusa.exe MD5: 04CE745559916B99248F266BBF5F9ED9)

]

j rundll32.exe (PID: 1596 cmdline: rundll32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll,AddLayeredRef MD5: 73C519F050C20580F8A62C849D49215A)

j rundlI32.exe (PID: 2840 cmdline: rundll32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll,AdjustClipInsideRef MD5: 73C519F050C20580F8A62C849D49215A)

j rundlI32.exe (PID: 4156 cmdline: rundll32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll, AttachWndProcA MD5: 73C519F050C20580F8A62C849D49215A)

j rundli32.exe (PID: 2888 cmdline: rundll32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll, AttachWndProcwW MD5: 73C519F050C20580F8A62C849D49215A)

j rundll32.exe (PID: 2916 cmdline: rundll32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll,AutoTrace MD5: 73C519F050C20580F8A62C849D49215A)
j rundlI32.exe (PID: 1064 cmdline: rundll32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll,BeginHidelnputPaneAnimation MD5: 73C519F050C20580F8A62C849D49215A)

. j rundlI32.exe (PID: 6288 cmdline: rundll32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll,BeginShowInputPaneAnimation MD5: 73C519F050C20580F8A62C849D49215A)
B
B
B
B
B
B

rundli32.exe (PID: 6360 cmdline: rundll32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll,BuildAnimation MD5: 73C519F050C20580F8A62C849D49215A)

rundll32.exe (PID: 6388 cmdline: rundll32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll,BuildDropTarget MD5: 73C519F050C20580F8A62C849D49215A)

rundll32.exe (PID: 6404 cmdline: rundll32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll,Buildinterpolation MD5: 73C519F050C20580F8A62C849D49215A)

rundli32.exe (PID: 6428 cmdline: rundll32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll,CacheDWriteRenderTarget MD5: 73C519F050C20580F8A62C849D49215A)
rundll32.exe (PID: 6484 cmdline: rundll32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll,ChangeCurrentAnimationScenario MD5: 73C519F050C20580F8A62C849D49215A)
rundll32.exe (PID: 6524 cmdline: rundll32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll,ClearPushedOpacitiesFromGadgetTree MD5:
73C519F050C20580F8A62C849D49215A)

. j rundll32.exe (PID: 6620 cmdline: rundll32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll,ClearTopmostVisual MD5: 73C519F050C20580F8A62C849D49215A)

. j rundll32.exe (PID: 6752 cmdline: rundll32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll,CreateAction MD5: 73C519F050C20580F8A62C849D49215A)

= cleanup

Malware Configuration

No configs have been found
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Yara Overview

Memory Dumps

Source Rule Description Author Strings
00000020.00000002.357738953.0000000140001000.00000 JoeSecurity_Dridex_2  Yara detected Joe Security
020.00020000.sdmp Dridex unpacked

file
00000013.00000002.294331565.0000000140001000.00000 JoeSecurity_Dridex_2  Yara detected Joe Security
020.00020000.sdmp Dridex unpacked

file
0000001B.00000002.332178412.0000000140001000.00000 JoeSecurity_Dridex_2  Yara detected Joe Security
020.00020000.sdmp Dridex unpacked

file
00000000.00000002.452046176.0000000140001000.00000 JoeSecurity_Dridex_2  Yara detected Joe Security
020.00020000.sdmp Dridex unpacked

file
00000019.00000002.324869275.0000000140001000.00000 JoeSecurity Dridex_2  Yara detected Joe Security
020.00020000.sdmp Dridex unpacked

file

Click to see the 16 entries

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

g

Click to jump to signature section

AV Detection:

Multi AV Scanner detection for submitted file
Antivirus | Scanner detection for submitted sample

Antivirus detection for dropped file

E-Banking Fraud:

=

‘

Yara detected Dridex unpacked file

System Summary:

‘]

Persistence and Installation Behavior:

‘]

=

HIPS | PFW | Operating System Protection Evasion:

Benign windows process drops PE files
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Process
Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process

Number of created Registry Values
Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

}

rundizexe

started

3 other processes
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|

Word 2016

Xg
016

QNCYCDFI)

{  QNCYCDFI

HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
X5C9EzCB7A.dII 65% Virustotal Browse
X5C9EzCB7A.dII 57% Metadefender Browse
X5C9EzCB7A.dII 76% ReversingLabs Win64.Infostealer.Dridex
X5C9EzCB7A.dII 100% Avira HEUR/AGEN.1114452
X5C9EzCB7A.dlI 100% Joe Sandbox ML

Dropped Files

Source Detection Scanner Label Link
C:\Users\user\AppData\Local\9Krbbc\ACTIVEDS.dll 100% Avira TR/Crypt.ZPACK.Gen
C:\Users\user\AppData\Local\8FwY\dpx.dll 100% Avira HEUR/AGEN.1114452
C:\Users\user\AppData\Local\2v\DUI70.dll 100% Avira HEUR/AGEN.1114452
C:\Users\user\AppData\Local\ONty\ReAgent.dll 100% Avira HEUR/AGEN.1114452
C:\Users\user\AppData\Local\2v\DUI70.dll 100% Avira HEUR/AGEN.1114452
C:\Users\user\AppData\Local\M5A\wer.dll 100% Avira HEUR/AGEN.1114452
C:\Users\user\AppData\Local\4ADETSU\MFC42u.dll 100% Avira TR/Crypt.ZPACK.Gen
C:\Users\user\AppData\Local\B8nn\XmLite.dll 100% Avira HEUR/AGEN.1114452
C:\Users\user\AppData\Local\Mnd\VERSION.dII 100% Avira TR/Crypt.ZPACK.Gen
C:\Users\user\AppData\Loca\4ADETSU\MFC42u.dll 100% Avira TR/Crypt.ZPACK.Gen
C:\Users\user\AppData\Local\Mnd\VERSION.dII 100% Avira TR/Crypt.ZPACK.Gen
C:\Users\user\AppData\Local\2v\DUI70.dll 100% Avira HEUR/AGEN.1114452
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https://www.virustotal.com/gui/file/ae087f890f576dca43d22b3c527b5008547dacd68dfd61440c99370051cc853b/detection/f-ae087f890f576dca43d22b3c527b5008547dacd68dfd61440c99370051cc853b-1631784848
https://www.metadefender.com/#!/results/file/bzIxMDkyMFhoV25WaEs3YXZWSmx6Y0ZNaHNm/regular/analysis
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https://www.virustotal.com/gui/file/a65f86e8ec62beb3019e368e506dab21ff872097ebf3faeb4a3b23f2a08dfce9/detection/f-a65f86e8ec62beb3019e368e506dab21ff872097ebf3faeb4a3b23f2a08dfce9-1603093286
https://www.metadefender.com/#!/results/file/YnpJeE1ERXdOMXBqVTFoTVJsRlpRd19nYXFjSHJSUg/regular/analysis
https://www.virustotal.com/gui/file/ec53f4520a49115d6e6cee8cf896bcca84e425bfb76e3fa904665f2a2f957bc8/detection/f-ec53f4520a49115d6e6cee8cf896bcca84e425bfb76e3fa904665f2a2f957bc8-1603092951
https://www.metadefender.com/#!/results/file/ZTE4MDcyMHIxQmxBUjZnazRYQnlaOVNNc3Vfcg/regular/analysis

Domains and IPs
Contacted Domains

No contacted domains info

URLs from Memory and Binaries

Contacted IPs

No contacted IP infos

General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 492086

Start date: 28.09.2021

Start time: 10:48:48

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 15m 46s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: X5C9EzCB7A (renamed file extension from none to dll)
Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, |E 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 40

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.evad.winDLL@91/45@0/0

EGA Information: Failed

HDC Information: e Successful, ratio: 45.6% (good quality ratio 43.1%)

e Quality average: 91.3%
e Quality standard deviation: 25.6%

HCA Information: Failed

Cookbook Comments: e Adjust boot time
e Enable AMSI

Warnings: Show All

Simulations

Behavior and APIs

No simulations

Copyright Joe Security LLC 2021 Page 10 of 38



Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):

C:\Windows\explorer.exe

PE32+ executable (DLL) (console) x86-64, for MS Windows
dropped
2121728

Entropy (8bit):  3.564329528703889
Encrypted: false
SSDEEP: 12288:0VIOW/TtIPLIICm3WIYxJ9yK5IQ9PEIOlidGAWilgm5QqOnB6wtt4AenZ1: TfP7fWsK5z9A+WGAW+V5SB6Ct4bnb
MD5: 0F2CD68909E4CA4CB2925A2D530E611D
SHA1L: C797BFE2EB15E848B6F88E55873C03656F2399F1
SHA-256: 8E807BDF55D7676C4D761950196962D65D9202DE71C74542CA46C30DF3EA85C8
SHA-512: 0CEF9556A0802A23CEE42E76E2A749A7530E7B72F5F1E64462AEF6BOCS5ADA48E02353910A2820CB7A64D72763A16094B0AB73335997BEEABF77C19691F78073D
Malicious: true
Antivirus: e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%
Reputation: unknown
Preview:

I..L.IThis program cannot be run in DOS mode....$..

C:\Usersluser\AppData\Local\ONty\recdisc.exe v
Process: C:\Windows\explorer.exe
File Type: PE32+ executable (GUI) x86-64, for MS Windows
Category: dropped
Size (bytes): 192512
Entropy (8bit):  6.154101271794163
Encrypted: false
SSDEEP: 3072:H4SpDkUbgEHXW3BlovAuegPO8evTq2VC:H4/3BdFegEv+2V
MD5: D2AEFB37C329E455DC2C17D3AA049666
SHAL: 69C5182FDC8A86009113EE721C8F1632F7B3D2DB
SHA-256: AB5F86ESEC62BEB3019E368E506DAB21FF872097EBF3FAEB4A3B23F2A08DFCE9
SHA-512: DD5D63D79FD9E43560291687E0B41B71D6ECA55F033FE94BAA4AFAFACBI67F6480CACAF5481B3102F0589A65AFA473F5637B1C31C522329A275461F3D8C4353A%
Malicious: false
Antivirus: e Antivirus: Virustotal, Detection: 0%, Browse

e Antivirus: Metadefender, Detection: 0%, Browse

e Antivirus: ReversingLabs, Detection: 0%
Reputation: unknown
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https://www.virustotal.com/gui/file/a65f86e8ec62beb3019e368e506dab21ff872097ebf3faeb4a3b23f2a08dfce9/detection/f-a65f86e8ec62beb3019e368e506dab21ff872097ebf3faeb4a3b23f2a08dfce9-1603093286
https://www.metadefender.com/#!/results/file/YnpJeE1ERXdOMXBqVTFoTVJsRlpRd19nYXFjSHJSUg/regular/analysis

C:\Users\luser\AppData\Local\ONty\recdisc.exe Q

Preview:

Process: C:\Windows\explorer.exe
File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows
Category: dropped
Size (bytes): 2404352
Entropy (8bit):  4.094137841436053
Encrypted: false
SSDEEP: 12288:dVIOW/TtIPLIICm3WIYxJ9yK5IQIPEIOlidGAWilgm5QqOnB6wtt4AenZ1T:EfP7fWsK5z9A+WGAW+V5SB6Ct4bnb
MD5: B6247D6791F82E58D5D33122BDOF7C54
SHA1L: CC03732CEC968973E9F1AF26AFBEEBS5DOF55FC3F
SHA-256: 7AD71B0114C68798E5B61F406FCEDEA1F12F3BD2C70EDCOC35C35A4EADAFIF7C
SHA-512: 889B7AD402B8A162ECI9C277BD08F227AEE9AB566B28721964F38A50D8A1DADA3FCAF99ECF361167586B4269D935BFD6A2A8465FDE6514E95F08528016CE268D
Malicious: true
Antivirus: e Antivirus: Avira, Detection: 100%

e Antivirus: Avira, Detection: 100%

e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%
Reputation: unknown
Preview:

1..L.IThis program cannot be run in DOS mode....$..
Wbl ] Fe o NLL2%. L RiCh e
@..@.reloc..$#...

C:\Users\user\AppData\Local\2vi\LicensingUl.exe Q
Process: C:\Windows\explorer.exe
File Type: PE32+ executable (GUI) x86-64, for MS Windows
Category: dropped
Size (bytes): 146776

Entropy (8bit): 6.610587238297347
Encrypted: false
SSDEEP: 3072:bjUURMIgPDQJIX08E160albwcdnaevk2i2tMZd:39ilq7AXxE40aR1laymv
MD5: BA2B32F8E3717F4A9CA3D400410E539A
SHA1L: 87FFAOCBBE8B528E2263EE7121264011D1F5C5A4
SHA-256: EC53F4520A49115D6E6CEEBCF896BCCAB4E425BFB76E3FA904665F2A2F957BC8
SHA-512: FC5DA9B26C395CA2191C4FDCOF06F37D75D67404D49C38EF75189ACC0817D02CED290559848C687DD74DD33F62DC36F1AD15A017E4977014CFE83025D22F59
Malicious: false
Antivirus: e Antivirus: Virustotal, Detection: 0%, Browse
e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%
Reputation: unknown
Preview:
C:\Users\user\AppData\Local\ADETSU\FXSCOVER.exe v
Process: C:\Windows\explorer.exe
File Type: PE32+ executable (GUI) x86-64, for MS Windows
Category: dropped
Size (bytes): 232960
Entropy (8bit): 5.805361894084464
Encrypted: false
SSDEEP: 6144:v4J/ihC4Th5//Jfl+QL+000DUWq306Q/:v4khC4h/qiooTO6Q/
MD5: BEAB16FEFCB7F62BBC135FB87DF7FDF2
SHA1L: EAF18190494496329573CAA3F95CACAGEFOFB6F6
SHA-256: E3C66F68737611DFD051F1D6EEB371FDE89B129925A85695B9F90CDE3E04BD96
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https://www.virustotal.com/gui/file/ec53f4520a49115d6e6cee8cf896bcca84e425bfb76e3fa904665f2a2f957bc8/detection/f-ec53f4520a49115d6e6cee8cf896bcca84e425bfb76e3fa904665f2a2f957bc8-1603092951
https://www.metadefender.com/#!/results/file/ZTE4MDcyMHIxQmxBUjZnazRYQnlaOVNNc3Vfcg/regular/analysis

C:\Users\luser\AppData\Local\ADETSU\FXSCOVER.exe Q

SHA-512:

Malicious:
Antivirus:
Reputation:

Preview:

FF4E756B1D928C97523ADE2B30FAB56219659AA22E7F5D71CB3238A2C39E1C704C6A046C2DC14FA5207CESESC75CD7EF5416B36A1452D97D929A5686C75D2C
3

false
e Antivirus: ReversingLabs, Detection: 0%

unknown

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

C:\Windows\explorer.exe

PE32+ executable (DLL) (console) x86-64, for MS Windows

dropped

2146304

3.60023617437132

false
12288:mVIOW/TtIPLIICM3WIYxJ9yK5IQIPEIOlidGAWilgm5QqOnB6wtt4AenZ1K47:7fP7fWsK5z9A+WGAW+V5SB6Ct4bnbK
44E6F4AEB2E198545E40858C95CB304A

64799A505F32C595AB858A3FODAG6C69CCICIIDE
A469E652E33BA0D7E248176ABCB460912B7EF9AFEEOB976D6ADBOBB26601D353

B042C71C2B6DF38EF60A6371610699A5EBAOCESS5CFSE894E82F3F3B352FC4D61E78BD1B3BCOE06768BBAA1CCA8B4A52AD2B2A8B801B6EG054A840509EB9B44
B3

true

Antivirus: Avira, Detection: 100%
Antivirus: Avira, Detection: 100%
Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: Joe Sandbox ML, Detection: 100%

unknown

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Reputation:

Preview:

C:\Windows\explorer.exe

PE32+ executable (DLL) (console) x86-64, for MS Windows

dropped

2121728

3.5583371704739357

false
12288:sVIOW/TtIPLIICm3WIYxJ9yK5IQIPEIOIdGAWIilgm5QqOnB6wtt4AenZ1:ZfP7fWsK5z9A+WGAW+V5SB6Ct4bnb
84A402DFBAG4739AF98A797BFF68AB60

C5734661A0BA49350157E021989BDB768178E607
6AC1496F60796CA15B0DBB61A0C2D81D6CD406B4A273BC2E036EE2CC94C7A333
127438FE3F4D1570234EC12CBA62994CBB5ED94D5519BAEGIEIA993ES9C58FCILFAGCE6FI7CA24E2320F94AF0481F039652926E5F0B8276F1B798C8D104BB7D5!
true

e Antivirus: Avira, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%

unknown

1..L.IThis program cannot be run in DOS mode....$..
Wbl ] e o NLL2%. | RiChL

..P

C:\Users\user\AppDatal\Local\8FwY\wusa.exe

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

C:\Windows\explorer.exe

PE32+ executable (GUI) x86-64, for MS Windows

dropped

308736

6.55894801361276

false

6144:TozDd3UafMCFoMVcIxM8cVM49UApxyN9OVE: ToXd33MCFogSxM5MmUAY90
04CE745559916B99248F266BBF5FIED9
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C:\Users\luser\AppData\Local\8FwY\wusa.exe

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

76FA00103A89C735573D1D8946D8787A839475B6

1D86701A861FFAB8FEO50A466E04281A4809C334B16832A84231DC6A5FBC4195
B4D2EF6B90164E17258F53BCAF954076D02EDB7F496F4F79B2CF7848B90614F6160C8EB008BA5904521DD8B1449840B2D7EE368860E58E01FBEABI873B654B3A
false

unknown

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

C:\Windows\explorer.exe

PE32+ executable (DLL) (console) x86-64, for MS Windows

dropped

2121728

3.5609800893226784

false
12288:XVIOW/TtIPLfICm3WIYxJ9yK5IQ9PEIOIdGAWIilgm5QqOnB6wtt4AenZ1:efP7fWsK5z9A+WGAW+V5SB6Ct4bnb
2A0973FA588371BB4A19B6CCOC7EOOED

B441B28BA295D9223EEB4CCC6660177EEA7TFEED7
C063B7251B7AB553053CFCCE861C04C285D08830127403E2D0C888A48F71453D

548B9DB967268DD17727AABD4A7A2A739236D4674C76A13D78COADAA4F74EBFDE7AOD755A0D2CA3B1559C9EBGBEF24C3124363687FF8D33F806E8F3B67DCCE
E5

true

e Antivirus: Avira, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%

unknown

C:\Users\luser\AppData\Local\9Krbbc\SppExtComObj.Exe

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\explorer.exe

PE32+ executable (GUI) x86-64, for MS Windows

dropped

577024

7.365924302927238

false
12288:KEpKNOQ/1mgFgnHF+2ryqfut4iob3vBzx4PQplQbwhsi:lpKbbFgl+20gfugiob3JUFs
809E11DECADAEBE2454EFEDD620C4769
A121B9FC2010247C65CE8975FE4D88F5E9ACI53E
8906D8D8BCD7C8302A3E56EA2EBD0357748ACCID3FDA91925609C742384B9CC2

F78F46437C011C102A9BCEC2A8565EDC75500C9448AC17457FF44D3C8DB1980F772C0D1546F1DEEOF8AGF2C7273A5A9158608768DE9BB24EBEFE2907CE18BO0I
F

false

unknown

...... S
.@..@.rsr

C:\Users\user\AppData\Local\B8nn\Dxpserver.exe

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Windows\explorer.exe

PE32+ executable (GUI) x86-64, for MS Windows

dropped

304640

5.920357039114308

false
6144:SidsFxbUPoT/FPrriCEe+0iXoGJIm7JwQ90WxDEHZwj:xaFxbFDBsBo6maPWxDcw;j
DCCB1D350193BEO0A26CEAFF602DB848E
02673E7070A589B5BF6F217558A06067B388A350
367CEA47389B6D5211595AE88454D9589AA8C996F5E765904FFEDE434424AF22
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C:\Users\luser\AppData\Local\B8nn\Dxpserver.exe

SHA-512: ECD3C32E2BED31FC6328CA4B171B5D2503A2795324667F67FF48A67DF7C8B88760A62C0119A173487B9886E6AF3994025A85E42B064BEA38A466A6848AF65541
Malicious: false

Reputation: unknown

Preview:

9. ELNENGN..M.~.N...J.d.N...K{N...O.X.N.}.O.F.N...G.[.N....|.N..
........................ | OnHe P TS
@..@.rsrc...H....0..

Process: C:\Windows\explorer.exe

File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows

Category: dropped

Size (bytes): 2121728

Entropy (8bit): 3.5589287422510516

Encrypted: false

SSDEEP: 12288:pVIOW/TtIPLIICm3WIYxJ9yK5IQ9IPEIOlidGAWilgm5QqOnB6wtt4AenZ 1:IfP7fWsK5z9A+WGAW+V5SB6Ct4bnb
MD5: CF749BC5C2122F394AF6B2AA66EF71CD

SHA1L: 0369F942C144F4B33B596FDOEBB58F71B2F6D26B

SHA-256: 14375D79237DA8A731ED43252FBFC4B53EED438945A2097C14FB4160EFAA2D73

SHA-512: 97E95B61EBAE640C6C8752859093671B81C7F49DBCE10035D956EB147A207D4390F767472CFE9CE710B611E63CBE9F484D135496AFE6B34DD4C954118A5B98C!
Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%
Reputation: unknown

Preview:

.L.IThis program cannot be run in DOS mode....$..

W"...|.b.L.tJ...|..}......N|..2%...|..Rich.].
T ...@Ix}b...

.@..@.data....x...p.

@..@.cvjb...f...

C:\Users\luser\AppData\Local\Bun\DevicePairingWizard.exe

Process: C:\Windows\explorer.exe

File Type: PE32+ executable (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 92160

Entropy (8bit):  5.664138088677901

Encrypted: false

SSDEEP: 1536:D/BmrFjio5/vzDSPWIEKIi3xGyibgZ3qOT3:9mp5SWIEKWZiTo3

MD5: E23643C785D498FF73B5C9D7EA173C3D

SHAL: 56296F1D29FC2DCBFAA1D991C87B10968C6D3882

SHA-256: 40F423488FCOC13DED29109F8CC1COD2CCES52ECB1BD01939EF774FE31014E0F4
SHA-512: 22E29A06F19E2DA941A707B8DA7115E0F5962617295CC36395A8E9B2A98F0239B6519B4BF4AB1DC671DEF8CD558E8F59F4E50C63130D392D1E085BBF6B71091+4
Malicious: false

Reputation: unknown

Preview:

.L.IThis program cannot be run in DOS mode....$....... %...a...a...a...h...o...
....... Hee

C:\Users\user\AppData\Local\Bun\MFC42u.dll

Process: C:\Windows\explorer.exe

File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows

Category: dropped

Size (bytes): 2146304

Entropy (8bit):  3.5999443255720154

Encrypted: false

SSDEEP: 12288:9VIOW/TtIPLIICmM3WIYxJ9yK5IQIPEIOlidGAWilgm5QqOnB6wtt4AenZ1:kfP7fWsK5z9A+WGAW+V5SB6Ct4bnb

MD5: B8583BCD3646915D6FA965A033928155

SHAL: ABAB0A042BFB3F23980F78B5695411BE670C1DCO

SHA-256: 13BC74B3E5A8341A886C3C0F444783F611803D73BAA20202F18340FA5E48CAOD

SHA-512: 243E32A0A7FA8278CFDSEB838A8C6BB240043F21CAD1E33D20DA54CF2E3E3A5899BF45A23E6D4A7ELID7F2FADA7016E5F22AE9FESA2D42651BD243C5EALG6AGE
AB

Malicious: false
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C:\Users\luser\AppData\Local\Bun\MFC42u.dlIl

Reputation:

Preview:

unknown

MZ.ooiiiiiiis @ e 1..L.IThis program cannot be run in DOS mode...$............ ol Kb X g ] N R

C:\Users\luser\AppData\Local\LnjKLu\DUI70.dlIl

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\explorer.exe

PE32+ executable (DLL) (console) x86-64, for MS Windows

dropped

2404352

4.094232719670622

false

12288:rVIOW/TIPLIICM3WIYxJ9yK5IQIPEIOlidGAWIlgm5QqOnB6wtt4AenZ 1bT:qfP7fWsK5z9A+WGAW+V5SB6Ct4bnb
BA00B1255006B5B8A6F65DCED2A59DAE

8CEC4C49EDF68431C794817D93COFFCE933B4E2B
095A00A6D3B5FDF367B389858F6F7CE9ED2483D26B878681DEEE96CE6FIEBLEG

051D058BCBF12614CB0SE393FEB4E938AC21A7EA4098157394BB962E4DAOIEBD1CO0DB28F0A51A17F439B5B62A415569B3B417DD1BDEDS5D702CC141A5E86BE
1A

false

unknown

MZ.ooiiiiiis @i 1..L.IThis program cannot be run in DOS mode...$............ loloo ] Kb e X g L ) N

C:\Users\luser\AppData\Local\LnjKLu\ProximityUxHost.exe

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

Preview:

C:\Windows\explorer.exe

PE32+ executable (GUI) x86-64, for MS Windows

dropped

264480

6.478365286411354

false
6144:xSt+s2GFGbgEuzhJONjx9UVuCuHpwqr/vt9r+ULJIBaBpclFz:xStzFGbGhoPgMHpwqrHthUBGIF
E7FOE9B3779E54CD271959C600A2A531

8006E2D1AA91798E48D8BFDE1EBF94A2D6BAGCOA
155CE33E0E145314FE9D8911BE69B8CBBD2AC09B7B6D98363FIBAA277C71954E
E10C3FDI9C5F34260323CECIESEEDF2290F40254FOFFDCA582DB57D113B32871793CDFFF03D55941EFSE79FA8141803AB353BA4938357A4555233F2D090045338
false

unknown

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

C:\Windows\explorer.exe

PE32+ executable (DLL) (console) x86-64, for MS Windows

dropped

2125824

3.5693057153343792

false
12288:5VIOW/TtIPLIICM3WIYxJ9yK5IQIPEIOlidGAWIilgm5QqOnB6éwtt4AenZ1:4fP7fWsK5z9A+WGAW+V5SB6Ct4bnb
5F5B4FOBE7EDE9E5A344DF47CEOCDB88

25DA7FA0704227C2CA6FOF54EF5C73DF862198B2
B582E1DF3773DD2B0345F7CFD286B8F8B18975849320C1EE87D827AB590CAA82

7DB53FOBAEGESESF1499512097A6CBED579B98973A555AC5C590E720CA30FA241D7EC63FFDF565B5B8000127172EF21B110DCEEF3FFF7FDA3DB977C4ABF26F
8

true

e Antivirus: Avira, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%

unknown
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Preview:

.L.IThis program cannot be run in DOS mode....$..
W"...|.b.L.A...]..}......N[..2%...|.Rich.|........
..@Ix}..b
.@..@.data....
@..@.cvjb...f...

C:\Users\luser\AppData\Local\M5A\wermgr.exe

Process: C:\Windows\explorer.exe
File Type: PE32+ executable (GUI) x86-64, for MS Windows
Category: dropped
Size (bytes): 209312
Entropy (8bit): 6.796289498157116
Encrypted: false
SSDEEP: 6144:swTMBboFMSuc/9NPXWPJIRO0/wVJyB60OHYLC7vs:swTMB02SD/mX064c2Hyw
MDS5: FF214585BF10206E21EABEBA202FACFD
SHA1L: 1ED4AE92D235497F62610078D51105C4634AFADE
SHA-256: C48C430EBO7ACC2FF8BDDD6057F5COF72C2E83F67478F1E4AL1792AF866711538
SHA-512: 24073F60B886C58F227769B2DD7D1439DF841784E43E753265DA761801FDAS8FBEEDAC4AG42E0A6ABDA40AG263153FAALA9540DF6D35E38BFOEES327EAS5B4F
E
Malicious: false
Reputation: unknown
Preview:
-.kl...-.KI..Rich
Q R

Process: C:\Windows\explorer.exe
File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows
Category: dropped
Size (bytes): 2121728
Entropy (8bit):  3.559794578495645
Encrypted: false
SSDEEP: 12288:kVIOW/TtIPLIICM3WIYxJ9yK5IQIPEIOIdGAWIlgM5QqOnBewtt4AenZ1:BfP 7fWsK5z9A+WGAW+V5SB6Ct4bnb
MD5: 1AE7DBOFD99F869562057B3685B4419F
SHA1L: B403937ABF171D7B76725FBDC003872D45C67502
SHA-256: 4FC37EF78A0B1F816556CF10A9942939832F72EF321F24B6BAF0152EDEB45D48
SHA-512: 55EFF618F7B54BEB965B7BFCC615351D00D9988504E9166E371ECIOFDA7FAD9A9B305D2CCO1EA2E9OD4D70888403AF1AD5833DDBIDEA31DF8B5A6ADI7ES032D!1
D6
Malicious: true
Antivirus: e Antivirus: Avira, Detection: 100%
e Antivirus: Avira, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%
Reputation: unknown
Preview:

C:\Users\user\AppData\Local\Mnd\wextract.exe

Process: C:\Windows\explorer.exe

File Type: PE32+ executable (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 143872

Entropy (8bit):  6.942627183104786

Encrypted: false

SSDEEP: 3072:0BuGag041hcWplicKAArDZz4N9GhbkUNEK95I:5hudpO0yN9OVE

MD5: ED93B350C8EEFC442758A00BC3EEDE2D

SHAL: ADD14417939801C555BBBFFAF7388BD13DE2DE42

SHA-256: ABD6D466E30626636D380A3C9FCCODOBI09C450F8EA74D8963881D7C46335CED
SHA-512: 7BA8D1411D9AEE3447494E248005A43F522CA684839FCD4C4592946B12DC4E73B1FF86D8E843B25A73E3F2463955815470304E4F219B36DBC94870BEBF700581
Malicious: false

Reputation: unknown
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C:\Users\luser\AppData\Local\Mnd\wextract.exe

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Reputation:

Preview:

- R....
@..@.data....

................ T.
.@..@.rsrc...

C:\Windows\explorer.exe

PE32+ executable (DLL) (console) x86-64, for MS Windows

dropped

2121728

3.5662350439042503

false

12288:aVIOW/TtIPLIICM3WIYxJ9yK5IQIPEIOlidGAWilgm5QqOnB6wtt4AenZ 1:HfP7fWsK5z9A+WGAW+V5SB6Ct4bnb
6AABBD46074D1F4BA508D5F48258EEEF

0D326013154DD896F67F2808340896E6B886DEE6
CFD9A093AB4005696F5B11CD2599CED5A3DBC69F30E704BD5136B4B500FD140F
0B975F80B2D713F97E5344B8702F888F97511967C93C9487E286A40B228 ADODF293094E0E2CB5D5FB1E7D5223BF15F919D86B6D689CFFF52B25646CCAAIECE2¢
true

e Antivirus: Avira, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%

unknown

1..L.IThis program cannot be run in DOS mode....$..

C:\Users\luser\AppData\Local\Nom\mblctr.exe

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\explorer.exe

PE32+ executable (GUI) x86-64, for MS Windows

dropped

799744

6.62164167843942

false
12288:y9Pyqz1imcl6upViTf8+RrhGi51qvizQBODAKyIkm5ZUxXrc5Zh5ZG5Ze:yHz1m9dpVQRhL5kRZAKC)Y8poA
0CE1C2D873D151A19FB993139D19E68B

269BDAE3FBF1BE67FCC779720EF5C647AF98DC16
DCDE80BC80BAD4FCEAG4567B14C23595C407705E94EC2D1D39C8944039292904
93D0ACC3C24D8E9388B7428320F4D16624E276B912914AF3DOECBEC720491E546A619D000DF41C53DBB37F84B4CB1DF11C291908B05086BB49916E7F2BF9089!

false

unknown

C:\Users\user\AppData\Local\O8INmMHZW\VERSION.dII

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

C:\Windows\explorer.exe

PE32+ executable (DLL) (console) x86-64, for MS Windows

dropped

2121728

3.55979090810396

false
12288:5VIOW/TtIPLIICM3WIYxJ9yK5IQIPEIOlidGAWilgm5QqOnB6wtt4AenZ1:4fP7fWsK5z9A+WGAW+V5SB6Ct4bnb
17E3E019DB12FE19F8993A2A664B0OAF1

8436E71B27FF8EAF67D07D4FIBECB8175253F604
54F90A3391C70E1C1D51E347C3BBFFD8146814C3B9098DCE738680F1CFFFB1CD

D86F9AC95D1326CED1F9C43F5008BB121A52515C8BB503181634CDA3A961DDE3103CCA5FC78BB7C8561DF18F5C3CAEE3D13152E87DD673E8FCC8AOEACTF61
1A

false

unknown
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C:\Users\luser\AppData\Loca\O8JNmHZW\VERSION.dII

Preview:

C:\Users\luser\AppData\Local\O8JNmHZW\cmstp.exe

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\explorer.exe

PE32+ executable (GUI) x86-64, for MS Windows

dropped

92672

5.749238064237604

false
1536:701Xq0f2yF9sDb/RjxgnvkmVUgAVNKUMjbWg+1/87BM/Z4j8QilYvIV:0lzw/RooolWIk7BM/ZNQI1EV
2A9828E0C405422D166E0141054A04B3

84AA48946DAF9AIDFE4ACLAF6FI6C44B643229A73
94152FB98573FE31COCE49D260D760DD173741D663414DE718A37AACTESEF11F
B9B0472706C11D3AECDAB055D4CF319EDD50E8C97B7099D1DC7B768812E804975392E327A1E62301077AB92C1CA97E706628B07172892AB09753FBDD9A07277

false

unknown

1..L.IThis program cannot be run in DOS mode....$.. XX XY LXLLY XY LKLY LXK XQL XL Y L XXX

@ .

C:\Users\luser\AppData\Local\QEkvVts\WFS.exe

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\explorer.exe

PE32+ executable (GUI) x86-64, for MS Windows

dropped

930304

5.99262413442194

false
12288:YVpcWBIX70U/HEX5a/DTROFJITI7XjY5uUMUd1vLf1k+xt4vFe:spnBUORSAFREINT]Y5umjzlivFe
CD6ACF3B997099B6CFB2417D3942F 755

7376A8000CB7B5CEOF5DA783BAF9F9C2C36F1670
B699695F47AABE8B70A21267BA1648B59B33BD677E29D334BC73EBB1A4B81F3E

F301F0D87CB5FFFFB88ABOB86035DA7705DED1121107D2FDF7A9132F8DFBDEFFAFBE452E3BC7ACEADIAOE368815127942B2E642B214EA83D90E97B015C766L
EO

false

unknown

1..L.IThis program cannot be run in DOS mode....$....... OR...3.,.3.,.3.,dW.-.3.,dW.-.3.,dW.-.3.,dW.-$3.,.3.,07.,dW.-q3
,dW.,.3.,dW.-.3.,Rich.3 ..PE..d...d.D [T Froes @ e T 0..%.....@A........... .D.@..
T, Y..(.
.@..@.didat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Reputation:

C:\Windows\explorer.exe
PE32+ executable (DLL) (console) x86-64, for MS Windows

dropped

2125824

3.568769494855891

false

12288:/VIOW/THIPLIICM3WIYxJ9yK5IQIPEIOIdGAWIilgm5QqOnB6wtt4AenZ1:2fP7fWsK5z9A+WGAW+V5SB6Ct4bnb

852F5FE3F15F82DBD91A3A5FFE27C781

E6E7BE15DE046D247F7FCBAF62825E9DD0E93390

85AAB65BC8DC5D02ACF566A14555F5544EE15550506660CCD240DA786AAB04F3
C69C2777FDCAE94F549D0E686B77A1D6FIF18664E6ED8AS8D478D7299CF88A99A831D2209F054A4555F84CBAF6E796656F3C04AD26650E3862DCB64AEABFOCT
true

e Antivirus: Avira, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%

unknown
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Preview:

.L.IThis program cannot be run in DOS mode....$..
W"...|.b.L.A...].. }......N[..2%...|.Rich.|........
..@Ix}..b
.@..@.data....
@..@.cvjb...f...

C:\Users\luser\AppData\Local\SB1jY1h\AtBroker.exe

Process: C:\Windows\explorer.exe

File Type: PE32+ executable (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 62976

Entropy (8bit): 5.750635515620841

Encrypted: false

SSDEEP: 768:LgMH7HUyeCtulURDrYxfxyLzkd0S2B3ZEI1yfdc9X1vV09SOI9HIEIOpF1QtNCEd:L3RtZKNXCk6 1BWE901I9HDF1QH8ST

MD5: E2C775244B3951A401A9083DD742029A

SHA1L: B4DC87649038B7A4E86B5DEAEBAADI75ECE2F477

SHA-256: 80CC3FB17D8CBB4A68F27C607A8D1C0208CEE892F6D2A2E222E18B23D4EOFC76

SHA-512: CCFABD50BF7F1F9D2DBF3D0F7FFC5A9C862F623472F9AES51A2FAEDBBBEF06BCE23731A925405ACF5BF4BB466EA862413EA01B23177C710CASFE97EA97EGBS:
2C

Malicious: false

Reputation: unknown

Preview:

MZ. @ .L.IThis program cannot be run in DOS mode....$..

.5..q.b.q.b.q.b..ea.r.b..ef.d.b..eg.y.b..ec.b.b.q.c...b..ek.~.b..e..p.b.

Process: C:\Windows\explorer.exe

File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows

Category: dropped

Size (bytes): 2121728

Entropy (8bit):  3.5684926622805717

Encrypted: false

SSDEEP: 12288:BVIOW/TtIPLIICmM3WIYxJ9yK5IQ9PEIOlidGAWilgm5QqOnB6wtt4AenZ1:wiP7fWsK5z9A+WGAW+V5SB6Ct4bnb

MD5: 158C1DF1885FC864E485F6ACEO3E43AA

SHA1L: 874621AD6CC12CA767A8693033BBEALIEEDEE25C1

SHA-256: 0CDC4C9C52D67E9FABOEBDC2C39F0D1D1D1042776B2CAA9C5AF3833817526427

SHA-512: CF090C69481BF910DF5EF588B6AES59BB75479083EFD37113EFFCAEEBSE4576390E04F2C5D758599090C7A51C7FF87DCDE40B7FDFC97B83486F8DDCACAS3FCY
F9

Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%
Reputation: unknown

Preview:

Process: C:\Windows\explorer.exe

File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows

Category: dropped

Size (bytes): 2121728

Entropy (8bit):  3.5626898520741004

Encrypted: false

SSDEEP: 12288:1IVIOW/THIPLIICmM3WIYxJ9yK5IQIPEIOldGAWilgm5QqOnB6wtt4AenZ111:dfP7fWsK5z9A+WGAW+V5SB6Ct4bnbll
MD5: 9B62B394C76C05624097101E4F503CF9

SHAL: 82B5529C75A10E3DFF42DB4B241071ACECDCBO071

SHA-256: D606489B4DD836A90E668FB799E13EC617BA7F12CESEED969E6B887AF1551B47

SHA-512: 231E2B9A2CI9CD9EE4C8BEA451214745CD0O50D0FBA355254BBFBDC1700C18BE156A09EDDIAS5353F9F861DD1F960F295E17170CCA07112D7396940D03638B76:
Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown
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Preview:
.L.IThis program cannot be run in DOS mode....$..
W"...|.b.L.A...]..}......N[..2%...|.Rich.|........

C:\Users\luser\AppData\Local\T6Vn91twO\slui.exe

Process: C:\Windows\explorer.exe

File Type: PE32+ executable (GUI) x86-64, for MS Windows
Category: dropped

Size (bytes): 445952

Entropy (8bit):  6.661655128700218

Encrypted: false

SSDEEP: 6144:q++gR8ZWU7WZ1rpvIwlDouE71kL3qY/W5R02q07VKCYyWQp:MgzKWZ1VIWEmMDg3nyR

MD5: 96A8EF9387619D17BB30B024DDF52BF3

SHA1L: 02DFA07143911500925C6298864477296F414AB0

SHA-256: ECC41BB93EOE1EA63A1027D551BA0FCES03E53EF1BA2E70944FD7E7C7C9A9B8A

SHA-512: 01701BCFB3D3F09DF86CAF75ED76DC82A4B1480A284AB68FB4B7E4941466DB1ED23187B4D2E51B63C7526123EB4647FB5D155F31832E9ED7FADBADF78F1F94|
A

Malicious: false

Reputation: unknown

Preview:
MZ. .L.IThis program cannot be run in DOS mode....$.......*...n.r-Mn.rMn.rMg..Mr.rM..qgLm.rM..vLX.rM..wLj.rM..sL{.rMn.sM..

rM..|Lv.rM...Mo.rM..pLo.rMRichn.rM .PE..d...O.h{....... "
T.
.@..@.rsrc..

C:\Users\luser\AppDatal\Local\byYs\DUI70.dIl

Process: C:\Windows\explorer.exe

File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows

Category: dropped

Size (bytes): 2404352

Entropy (8bit):  4.0941855774712055

Encrypted: false

SSDEEP: 12288:)VIOW/TtIPLIICM3WIYxJ9yK5IQIPEIOlIdGAWilgm5QqOnB6wtt4AenZ19Z:yfP7fWsK5z9A+WGAW+V5SB6Ct4bnb

MD5: 27B08379E48FF2EA436796B3BA872FB3

SHA1L: 7F0271BBE7D0C7004998024591713132F9C7F449

SHA-256: 0A5AC48F07DD100A1BF602A1D8BOFD6ED3B31315BCD6CEDO3FA7A9A8B55C5551

SHA-512: 41D34A6B0BD2F36365D0C71D5E8D35C83AA55F3C3D82EACE7C2898CC69665C13AE998FD72BACFC8747D1309B4B10DEY0323D084D38ED4C64AB511C3797BB8
BE

Malicious: false

Reputation: unknown

Preview:

.L.IThis program cannot be run in DOS mode....$..
wW"...|.b.L.tl...|..}......N|..2%...|..Rich.|........

C:\Users\user\AppDatal\Local\byYs\wirmdr.exe

Process: C:\Windows\explorer.exe

File Type: PE32+ executable (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 65704

Entropy (8bit):  5.834154867756865

Encrypted: false

SSDEEP: 1536:B14+6gGQ7ubZiQ+KytHlyObsvgroPxDt8PcPs:QgGIuliFtHILu9ZDt8kU

MD5: 4849E997AF1274DD145672A2F9BC0827

SHAL: D24E9C6079A20D1AED8C1C409C3FC8E1C63628F3

SHA-256: B43FC043A61BDBCF290929666A62959C8AD2C8C121C7A3F36436D61BBD011C9D
SHA-512: FB9227F0B758496DE1F1D7CEB3B7A5E847C6846ADD360754CFB900358A71422994C4904333AD51852DC169113ACE4FF3349520C816E7EE796EOFBE6106255AEF
Malicious: false

Reputation: unknown
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C:\Users\user\AppDatal\Local\byYs\wirmdr.exe

Preview:

C:\Users\luser\AppData\Local\gxzS7\credui.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\explorer.exe

PE32+ executable (DLL) (console) x86-64, for MS Windows

dropped

2121728

3.5615439297314184

false
12288:xVIOW/TtIPLfICM3WIYxJ9yK5IQIPEIOIdGAWIlgm5QqOnB6éwtt4AenZ1:AfP7fWsK5z9A+WGAW+V5SB6Ct4bnb
D8BF7ED579BFB7A50E4A529F70CF3992

AFD198A7352054DF47F147F47EDOCC2F136284FD
CC7BF835073F601CE20178DE8B86547E4D481735D22E35AB94FF7A18B24B3262

8530CFD8BDBCOB1B20EAA392A1977FCC5F3F12E022570287612CA4BE2AEG622B8B236D460EF5420ABF115AEAC237BBFFF7453337DF9ESDDFFAB13085AA83F3
45

false

unknown

C:\Users\luser\AppDatal\Local\gxzS7\perfmon.exe

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\explorer.exe

PE32+ executable (GUI) x86-64, for MS Windows

dropped

175616

6.895507339523819

false
3072:uVt2h5auVI9cMHFO+ZyGghtYl09piswTogiqQKy349:uVMzVIOMHFhyhqlo9s37iTK24
BD9ABDEA680B56534CE7627E39270A7C
24FCF3E615F5E7F434244D90AESC4EBOOF7C5EBS
EB9FFOCDA3E15147BBOFE00984B75C5F7B04644957CCAC135996AC18C1FD3EED

CEFA87534CB62E705EEE00CESFA7C73083562A6B97E5D9D0106A3BCB3499A1F7FEQ97376DB22F73BB4F19DA66E6CEGS5FESSE2DF1FD06051CC19C006B590824
7

false

unknown

MZ.oiiiiiiiin, @i 1..L.IThis program cannot be run in DOS mode....$......H...f.f.fc.. fc. fc.fc. . f.f.fc.fc. .fc.fRichf..... PE..d.....i6...

....... " P. @ . D @.....0.. P T > t
.@..@.rsrc....... @..

C:\Users\user\AppData\Local\h1G\ACTIVEDS.dII

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\explorer.exe

PE32+ executable (DLL) (console) x86-64, for MS Windows

dropped

2121728

3.5609838856348315

false
12288:nVIOW/TtIPLIICmM3WIYxJ9yK5IQIPEIOlidGAWIilgm5QqOnB6wtt4AenZ1:OfP7fWsK5z9A+WGAW+V5SB6Ct4bnb
BSAADBEDOCF9FCBC4DF667183EBCF3CC

BE5445DE7B7CFC449DB9EE4AA01B4EF85EC46F6C
OEDAE1B408B6ABCDF430CED04BE928D26B007F50BFSADODA8D2D95F029682CA4
9828D153CEC7FF5F61EEF3E480196854170EE8101FEDC14DC63517578601DCCB7C83627F7843A6FC57CA4DEF4AD46A43FF899DB3379E43272828F1B3DFBCI170

false

unknown

@..@.reloc..$#...
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C:\Users\user\AppData\Local\h1G\ACTIVEDS.dII

C:\Users\luser\AppData\Local\h1G\AgentService.exe

Process: C:\Windows\explorer.exe

File Type: PE32+ executable (GUI) x86-64, for MS Windows
Category: dropped

Size (bytes): 1189376

Entropy (8bit):  6.169931271903684

Encrypted: false

SSDEEP: 24576:+pL4Q4y94x7ZWebb1B512M62kM0s 1vt2txc/viVO1IORNfLc:uL4Q3S9b6b1UAIMPWORSC

MD5: F7E36C20DB953DFF4FDDB817904C0E48

SHA1L: 8C6117B5DD68D397FD7C32F4746FBIB353D5DAES

SHA-256: 2C5EDE0807D8ASEC4B6EOFEOC308B37DBBDE12714FDIADC4CE3EFAE0A5692207

SHA-512: 32333A33DECD1AF0915FFDC48DA99831DA345010A91630C5245F2548939E33157F6151F596 CO9DOBEEAC3F15F08F79D4EEF4FAA4158BA023DEDFCAF6F6F56DF
Malicious: false

Reputation: unknown

Preview:

1..L.IThis program cannot be run in DOS mode....$..
.Z%M.?,L.[%M.?.M.[%M.?'L.[%MRich.[%M.. PE..d..m.>l......... e [T, @.
..... X... Cepe T pli(pHL
@..@.rsrc... ....P........

K..[%M.[%M.[%6M.2&L.[%M.? L.[%M.?2IL.[%M.?$L.[%M.[$M
.......................... RN - S

C:\Users\luser\AppData\Local\iUu8z5\wer.dll

Process: C:\Windows\explorer.exe

File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows

Category: dropped

Size (bytes): 2125824

Entropy (8bit):  3.5692811602312817

Encrypted: false

SSDEEP: 12288:1VIOW/TtIPLIICmM3WIYxJ9yK5IQIPEIOlidGAWilgm5QqOnB6wtt4AenZ1:sfP7fWsK5z9A+WGAW+V5SB6Ct4bnb
MD5: O0F2F06886BBAF597A92F52E906C4CE03

SHA1L: CFDCD31E7AE917F24C94DAFD832E2AABC846AE1S

SHA-256: DBF19D0AF4D465C1C986B3CAD125C54A3204DF84007D1104F583035F8B622B46

SHA-512: 2226AF343434512F1DFA11910678A3E99EC3A0F022D43CD3FE8C4AED85834FBCABC16F28E547FE7F014056B6F84A16489A84752259AEB3ACT7185F3DA44F5E8DE
Malicious: false

Reputation: unknown

Preview:

@..@.data....X...p....... P @....pdata..,.....cccocoeriirinn A..grsrc
@..@.cvjb...f...
C:\Users\user\AppDatal\Local\iU8z5\wermgr.exe
Process: C:\Windows\explorer.exe
File Type: PE32+ executable (GUI) x86-64, for MS Windows
Category: dropped
Size (bytes): 209312
Entropy (8bit):  6.796289498157116
Encrypted: false
SSDEEP: 6144:swTMBboFMSuc/9NPXWPJRO0/wVJyB600OHYLC7vs:swTMB02SD/mX064c2Hyw
MD5: FF214585BF10206E21EA8EBA202FACFD
SHAL: 1ED4AE92D235497F62610078D51105C4634AFADE
SHA-256: C48C430EBO7ACC2FF8BDDD6057F5C9F72C2E83F67478F1E4A1792AF866711538
SHA-512: 24073F60B886C58F227769B2DD7D1439DF841784E43E753265DA761801FDAS8FBEEDACA4AG642E0A6ABDA40A6263153FAALA9540DF6D35E38BFOEES327EAS5B4AF
E
Malicious: false
Reputation: unknown
Preview:
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C:\Users\user\AppDatal\Local\kOjpxXR\SnippingTool.exe

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\explorer.exe

PE32+ executable (GUI) x86-64, for MS Windows

dropped

3292160

4.311007815185121

false

24576:+0Nva52v20/0B1blv+YMTvlcZbbAbn3ltpG:VNtv20/OB1hXulc10L4tp
9012F9C6ACT7F3F99ECDD37E24C9AC3BB
7B8268C1B847301C0B5372C2A76CCE326C74991E
4E30A8C88C755944145F2BC6CI35EES107C56832772F2561229E20CEAB1D10D2

B76D2BE02A22990E224DBC5AED9ESB701EAC52C1376529DE3E90B084CD6860B88D746CD61093E93FC932E12FBAF45B4CA342CCODICODAE4AEAFEN5921D83A7
97

false

unknown

.L.IThis program cannot be run in DOS mode....$......... 5. . W...W...W. . W W Ve WV W Vel We Ve W WL WL LYW
..... .@.... . . P..(;...0. L2000 T
.@..@.rsrc...(

C:\Users\luser\AppData\Local\kOjpxXR\dwmapi.dlil

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\explorer.exe

PE32+ executable (DLL) (console) x86-64, for MS Windows

dropped

2121728

3.564430230982269

false

12288:BVIOW/TtIPLFICm3WIYxJ9yK5IQIPEIOIdGAWIilgm5QqOnB6wtt4AenZ1:wiP 7fWsK5z9A+WGAW+V5SB6Ct4bnb
1DF68F7322A2C246D8EBE030719ABADD

25A86D132BFC21D4890018962C3578365E8C0757
AEDOAGEBACBABB6A2EB2888077512E0615DCF2820C45464A227384E7B02A735A
247971E464A8F5939FC1C9478A8E3F44D6218503E0E4187CC630727C6D7BF546151429EBD627573C5FB39F4F924FDABAL719633EE23B4540B4B42EBAD60CE72F

false

unknown

C:\Users\luser\AppData\Local\kkXbTNX3S\VERSION.dII

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\explorer.exe

PE32+ executable (DLL) (console) x86-64, for MS Windows

dropped

2121728

3.5597998659110672

false
12288:zVIOW/TtIPLIICm3WIYxJ9yK5IQIPEIOIIdGAWIlgM5QqOnB6wtt4AenZ1:ifP7fWsK5z29A+WGAW+V5SB6Ct4bnb
EA53E60CCD953EACD6E4EC1A093544CF

3DFF3F21F3A31769BB487A8F34207F629CC6F2A9
6224FAO0A9E564D0859E1D6951AADIB2ESCCOBFA867E10085F9FF669424E54D94
D8E91C06007B40F244EA5E27692362964056501EA78CDAE2120A0E232716DC4EDA850766218FE6BSDACADBCC3748C11DAB790EC996C99D32279F6D22B71809(C

false

unknown

.L.IThis program cannot be run in DOS mode....$..
N|..2%

C:\Users\user\AppData\Local\lkkXbTNX3S\wscript.exe

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

C:\Windows\explorer.exe

PE32+ executable (GUI) x86-64, for MS Windows
dropped

163840

5.729539450068024
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C:\Users\user\AppData\Local\lkkXbTNX3S\wscript.exe

Encrypted: false

SSDEEP: 1536:8HSpBInak9UHBbCAHZ1LQ434syPz7M5hh/kzhwS827HuUYHWHUgGXEYJ6S7775MWUN:aC4HWCp/fM5hvNebgXEYJIN73uWUZxtt

MDS5: 9A68ADD12EB50DDE7586782C3EBIFFIC

SHA1L: 2661E5F3562DD03COED21C33E2888E2FD1137D8C

SHA-256: 62A95C926C8513CIF3ACF65A5B33CBB88174555E2759C1B52DD6629F743A59ED

SHA-512: 156CAED6E1BF27B275E4BA0707FB550F1BF347A26361D6D3CAD12C612C327686950B47B6C5487110CF8B35A490FAADC812ADE3777FFF7ED76A528D970914A6E
Malicious: false

Reputation: unknown

Preview:

.L.IThis program cannot be run in DOS mode....$.....

C:\Users\luser\AppData\LocallySbBY3WaF\SndVol.exe

Process: C:\Windows\explorer.exe

File Type: PE32+ executable (GUI) x86-64, for MS Windows
Category: dropped

Size (bytes): 259904

Entropy (8bit):  5.955701055747905

Encrypted: false

SSDEEP: 3072:UfY1ZIbRydnidilSnGvLgeD358rwW39nuyHjVozZcxSHfcBL1IjbEyB7Hbla+:Uf9JonidFngLV358rNnJgcRcy10/

MD5: CDD7C7DF2D0859AC3F4088423D11BD08

SHA1L: 128789A2EA904F684B5DF2384BA6GEEF4EB60FBSE

SHA-256: D98DB8339EB1B93A7345EECAC2B7290FA7156E3E12B7632D876BDOFD1F31EC66

SHA-512: A093BF3C40C880A80164F2CAA87DF76DCD854375C5216D761E60F3770DFA04F4B02ECOCAG313C32413AC99A3EBDC081CF915A7B468EE3CEDBOFIB1ECF4B49¢
4

Malicious: false

Reputation: unknown

Preview:

<.BL]..L]..L]..E%...]. #9..0]..#9..U]..#9..F]. #9..W]..L]..\.#9..0]..
@.... .@+...0.....
. @..

#9K.M]..#9..M]..RichL]........ccceovvnenc . PELAL.WISNL @
WULTL P&..(...p

C:\Users\luser\AppData\LocallySbBY3WaF\UxTheme.dI|

Process: C:\Windows\explorer.exe

File Type: PE32+ executable (DLL) (console) x86-64, for MS Windows

Category: dropped

Size (bytes): 2121728

Entropy (8bit):  3.5685074321676984

Encrypted: false

SSDEEP: 12288:tVIOW/THIPLfICmM3WIYxJ9yK5IQ9IPEIOlidGAWilgm5QqOnB6wtt4AenZ1:0fP7fWsK5z9A+WGAW+V5SB6Ct4bnb

MD5: 268ECB8D07BC2F31469FF3C825FCAF4C

SHA1L: ECCC90BBF20D68C77BADOC39E75F6467FE1EC101

SHA-256: C337124A0D68D9356040E1F5C514934208901DE875459FA463C232F306FB16C2

SHA-512: 8603B6E4DEA1BOC56D9C8A4AA943B0696723063F495DB74E6D4FF8C85FCBFD4D71DE885520523F935391B2AACE4E86FEB2D3BB4CCCA78054EB4B7870D9A40(
EO

Malicious: false

Reputation: unknown

Preview:

.L.IThis program cannot be run in DOS mode....$..
N[..2%...|..Rich.|

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-3853321935-2125563209-4053062332-1002\eb42b1a5c308fc1ledflddbdd25c8486
_d06ed635-68f6-4e9a-955c-4899f5f57b9a

Process: C:\Windows\explorer.exe

File Type: data

Category: dropped

Size (bytes): 4462

Entropy (8bit): 5.480575242471079

Encrypted: false

SSDEEP: 96:edCYIIRO00OjINZ7BuyPvYVQx6dCYiLaefYWtGzOY6GzD:ellInC1INn2JuJQWYzZ6G/
MD5: D94FDB48B116A14A2F2563F7E1AA8183
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C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-3853321935-2125563209-4053062332-1002\eb42b1a5c308fc1ledflddbdd25c8486
_d06ed635-68f6-4e9a-955c-4899f5f57h9%a

SHA1L: 44E8DDO08F074C105FDO01FEFF961C42E4BCDB7F6

SHA-256: 0AC6FF1517064A3976B4B1951CA95A302C7FDE49080C5DB4C8DC278C444DC7B1

SHA-512: 96A4F43372E69D652FC7F776D65EC598B19699923C4E2F12076690104B40CADFAB2CCA4FF297E11BA63D4F78FAS5A4FB35EE037DC27E538DA75AE75265E95DAES
A

Malicious: false

Reputation: unknown

Preview:

..... 5..9...33..2..JC-.;d..N<.E..,..
JRETe TOUATINE o SO

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:
Subsystem:

Image File Characteristics:
DLL Characteristics:
Time Stamp:

TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:

File Version Minor:

Copyright Joe Security LLC 2021

~WotW.a.(&.T....... dJ..{KE.C.....KU.bqO../t..a/=.".PRgsG,.c.l........2.7z..e..U..uEO(K._.:Q.P....KZ..7..z<...7.%g.c.v..T.f...[
L78.&.P..Ot=l. .~ +.e.>.<J.~d.1lb.b..m. 4! h..ZKr.J...'z..c.%.DB..s..M....@....4..y ......... rofo... M.7t..n.1$".%...
2 {4 VL. KA . /)..Tt.V.t ..ol

PE32+ executable (DLL) (console) x86-64, for MS Wi
ndows

3.5792852577015357

e Win64 Dynamic Link Library (generic) (102004/3)
86.43%

Win64 Executable (generic) (12005/4) 10.17%
Generic Win/DOS Executable (2004/3) 1.70%
DOS Executable Generic (2002/1) 1.70%
Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.01%

X5C9EzCB7A.dII

e o o o

2117632
dc4fca98a02c5cc7ee5f565¢56915¢86
4cecd255d9176fff8d0cal8cd3dabd690ce02fbf

ae087f890f576dca43d22b3c527b5008547dacd68dfd614
40c99370051cc853b

4954ed3d7ac9fcca73623f1d24a8aaadca88727a58a453¢
2e897966311909d0c8d43d709d828e0d3211f6c478eelc
a2bf5970c476c5485a949f5¢fbf033e9875

12288:YVIOW/TtIPLIICmM3WIYxJ9yK5IQIPEIOlidGAWil
gm5QgOnB6wtt4AenZ1:NfP7fWsK5z9A+WGAW+V5SB
6Ct4dbnb

.L.ITh

is program cannot be run in DOS mode....$.
KA 3. X fg b k]
E}.[LE[.....U}..N.+}.[K.P|.

74f0edecccdceOed

0x140041070

text

false

0x140000000

windows cui

EXECUTABLE_IMAGE, DLL, LARGE_ADDRESS_AWARE
TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT, HIGH_ENTROPY_VA
Ox5E4E44CC [Thu Feb 20 08:35:24 2020 UTC]

o v o o»
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General

Subsystem Version Major: 5
Subsystem Version Minor: 0
Import Hash: 6668be91e2c948b183827f040944057f

Entrypoint Preview
Rich Headers

Data Directories
Sections

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x1000 0x40796 0x41000  False 0.776085486779 data 7.73364605679 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

rdata 0x42000 0x64fd0 0x65000  False 0.702390160891 data 7.86574512659 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

data 0xa7000 0x178b8 0x18000  False 0.0694580078125 data 3.31515306295 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

pdata 0xbf000 ox12c 0x1000 False 0.06005859375 PEX Binary Archive 0.581723022719 IMAGE_SCN_TYPE_DSECT,
IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

rsrc 0xc0000 0x880 0x1000 False 0.139892578125 data 1.23838501563 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

reloc 0xc1000 0x2324 0x3000 False 0.0498046875 data 4.65321444248 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_DISCARDA
BLE, IMAGE_SCN_MEM_READ

.gkm 0xc4000 0x74a 0x1000 False 0.00634765625 data 0.0 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

cvjb 0xc5000 0x1e66 0x2000 False 0.0037841796875 data 0.0 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

timkv 0xc7000 Oxbde 0x1000 False 0.00634765625 data 0.0 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

wucsxe  0xc8000 0x45174 0x46000  False 0.0010498046875 data 0.0 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

ftwtj 0x10€000 0x1267 0x2000 False 0.0037841796875 data 0.0 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

sfplio 0x110000 0x736 0x1000 False 0.00634765625 data 0.0 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

1pg 0x111000 0x45174 0x46000  False 0.0010498046875 data 0.0 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

bewze  0x157000 0x1124 0x2000 False 0.0037841796875 data 0.0 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

vksvaw  0x159000 0x736 0x1000 False 0.00634765625 data 0.0 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

wmhg 0x15a000 0x1278 0x2000 False 0.0037841796875 data 0.0 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

kswemc  0x15c000 0x36d 0x1000 False 0.00634765625 data 0.0 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

kaxfk 0x15d000 0x197d 0x2000 False 0.0037841796875 data 0.0 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

pif 0x15f000 Oxbde 0x1000 False 0.00634765625 data 0.0 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

favk 0x160000 0x1f7 0x1000 False 0.00634765625 data 0.0 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ
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Name Virtual Address
.vhtukj 0x161000
.hmbyox 0x1a7000
.txms 0x1a8000
.vggm 0x1a9000
.cbwb 0x1aa000
.cti 0x1ab000
ktfjac 0x1ac000
.hvmici 0x1ad000
.bvyyd 0x1ae000
.ghjn 0x1af000
.bsvkca 0x1b0000
.nvpgx 0x1b1000
.yaa 0x1b2000
.gsimby 0x1b3000
.dibg 0x1b5000
.odxfk 0x1fb000
.zczpdd 0x1fd000
.iceycz 0x1fe000
Iwp 0x1ff000
.ejt 0x200000
.gzpi 0x201000
.oima 0x203000
Resources
Imports

Exports

Version Infos

Possible Origin

Copyright Joe Security LLC 2021

Virtual Size

0x45174

Ox8fe

Ox3fe

Oxlaf

0x23b

0x13e

0x3ba

0Oxbe9

Oxlaf

Oxlaf

0x389

0x2a2

0x543

0x1278

0x451c2

0x1278

0x543

0x5a7

0x736

0x543

0x1278

0x1124

Raw Size

0x46000

0x1000

0x1000

0x1000

0x1000

0x1000

0x1000

0x1000

0x1000

0x1000

0x1000

0x1000

0x1000

0x2000

0x46000

0x2000

0x1000

0x1000

0x1000

0x1000

0x2000

0x2000

Xored PE

False

False

False

False

False

False

False

False

False

False

False

False

False

False

False

False

False

False

False

False

False

False

ZLIB Complexity
0.0010498046875

0.00634765625

0.00634765625

0.00634765625

0.00634765625

0.00634765625

0.00634765625

0.00634765625

0.00634765625

0.00634765625

0.00634765625

0.00634765625

0.00634765625

0.0037841796875

0.0010498046875

0.0037841796875

0.00634765625

0.00634765625

0.00634765625

0.00634765625

0.0037841796875

0.276733398438

File Type

data

data

data

data

data

data

data

data

data

data

data

data

data

data

data

data

data

data

data

data

data

data

Entropy
0.0

0.0

0.0

0.0

0.0

0.0

0.0

0.0

0.0

0.0

0.0

0.0

0.0

0.0

0.0

0.0

0.0

0.0

0.0

0.0

0.0

3.64280372921

Characteristics

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ
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Language of compilation system

English

United States

Network Behavior

Network Port Distribution

UDP Packets

Code Manipulations

Statistics

Behavior

g

Click to jump to process

System Behavior

Country where language is spoken

Analysis Process

: loaddll64.exe PID: 2368 Parent PID: 4164

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

10:49:47

28/09/2021
C:\Windows\System32\loaddll64.exe

false

loaddll64.exe 'C:\Users\user\Desktop\X5C9EzCB7A.dII'
0x7ff7f9830000

140288 bytes
A84133CCB118CF35D49A423CD836D0OEF
true

true

C, C++ or other language

e Rule: JoeSecurity_Dridex_2, Description: Yara detected Dridex unpacked file, Source:
00000000.00000002.452046176.0000000140001000.00000020.00020000.sdmp, Author:
Joe Security

high

Show Windows behavior

Analysis Process

: cmd.exe PID: 5760 Parent PID: 2368

Copyright Joe Security LLC 2021
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

10:49:47

28/09/2021

C:\Windows\System32\cmd.exe

false

cmd.exe /C rundll32.exe 'C:\Users\user\Desktop\X5C9EzCB7A.dII' #1
0x7ff7bf140000

273920 bytes

4E2ACF4F8A396486AB4268C94A6A245F

true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: rundll32.exe PID: 2192 Parent PID: 2368

General

Start time: 10:49:48

Start date: 28/09/2021

Path: C:\Windows\System32\rundlI32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

false

rundlI32.exe C:\Users\user\Desktop\X5C9EzCB7A.dIl, AddGadgetMessageHandler
0x7ff7f1330000

69632 bytes

73C519F050C20580F8A62C849D49215A

true

true

C, C++ or other language

e Rule: JoeSecurity_Dridex_2, Description: Yara detected Dridex unpacked file, Source:
00000002.00000002.341553991.0000000140001000.00000020.00020000.sdmp, Author:

Joe Security
Reputation: high
File Activities Show Windows behavior
File Read
Analysis Process: rundli32.exe PID: 5356 Parent PID: 5760
General
Start time: 10:49:48
Start date: 28/09/2021
Path: C:\Windows\System32\rundlI32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

Copyright Joe Security LLC 2021

false

rundll32.exe 'C:\Users\user\Desktop\X5C9EzCB7A.dII'#1
0x7ff7f1330000

69632 bytes

73C519F050C20580F8A62C849D49215A

true

true

C, C++ or other language

e Rule: JoeSecurity_Dridex_2, Description: Yara detected Dridex unpacked file, Source:
00000003.00000002.249682229.0000000140001000.00000020.00020000.sdmp, Author:
Joe Security

high
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File Activities

File Read

Show Windows behavior

Analysis Process: explorer.exe PID: 3292 Parent PID: 2192

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Deleted

File Written

File Read

Registry Activities

Key Created

Key Value Created

10:49:49

28/09/2021
C:\Windows\explorer.exe
false
C:\Windows\Explorer.EXE
0x7ff662bf0000

3933184 bytes
AD5296B280E8F522A8A897C96BABOELD
true

true

C, C++ or other language

high

Show Windows behavior

Show Windows behavior

Analysis Process: rundll32.exe PID: 1596 Parent PID: 2368

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

Copyright Joe Security LLC 2021

10:49:51

28/09/2021
C:\Windows\System32\rundlI32.exe

false

rundll32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll, AddLayeredRef
0x7ff7f1330000

69632 bytes
73C519F050C20580F8A62C849D49215A
true

true

C, C++ or other language

e Rule: JoeSecurity_Dridex_2, Description: Yara detected Dridex unpacked file, Source:
00000006.00000002.256116400.0000000140001000.00000020.00020000.sdmp, Author:
Joe Security

high

Show Windows behavior
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File Read

Analysis Process: rundll32.exe PID: 2840 Parent PID: 2368

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

10:49:54

28/09/2021

C:\Windows\System32\rundlI32.exe

false

rundll32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll,AdjustClipInsideRef
0x7ff7f1330000

69632 bytes

73C519F050C20580F8A62C849D49215A

true

true

C, C++ or other language

e Rule: JoeSecurity_Dridex_2, Description: Yara detected Dridex unpacked file, Source:
00000008.00000002.263669758.0000000140001000.00000020.00020000.sdmp, Author:

Joe Security
Reputation: high
File Activities Show Windows behavior
File Read
Analysis Process: rundli32.exe PID: 4156 Parent PID: 2368
General
Start time: 10:49:58
Start date: 28/09/2021
Path: C:\Windows\System32\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

false

rundlI32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll,AttachWndProcA
0x7ff7f1330000

69632 bytes

73C519F050C20580F8A62C849D49215A

true

true

C, C++ or other language

e Rule: JoeSecurity_Dridex_2, Description: Yara detected Dridex unpacked file, Source:
00000009.00000002.270725525.0000000140001000.00000020.00020000.sdmp, Author:

Joe Security
Reputation: high
File Activities Show Windows behavior
File Read
Analysis Process: rundll32.exe PID: 2888 Parent PID: 2368
General
Start time: 10:50:01
Start date: 28/09/2021
Path: C:\Windows\System32\rundlI32.exe
Wow64 process (32bit): false

Copyright Joe Security LLC 2021
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Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

rundll32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll, AttachWndProcW
0x7ff7f1330000

69632 bytes

73C519F050C20580F8A62C849D49215A

true

true

C, C++ or other language

e Rule: JoeSecurity_Dridex_2, Description: Yara detected Dridex unpacked file, Source:
0000000A.00000002.279755934.0000000140001000.00000020.00020000.sdmp, Author:

Joe Security
File Activities Show Windows behavior
File Read
Analysis Process: rundll32.exe PID: 2916 Parent PID: 2368
General
Start time: 10:50:05
Start date: 28/09/2021
Path: C:\Windows\System32\rundlI32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

false

rundlI32.exe C:\Users\user\Desktop\X5C9EzCB7A.dIl, AutoTrace
0x7ff7f1330000

69632 bytes

73C519F050C20580F8A62C849D49215A

true

true

C, C++ or other language

e Rule: JoeSecurity_Dridex_2, Description: Yara detected Dridex unpacked file, Source:
0000000E.00000002.287591369.0000000140001000.00000020.00020000.sdmp, Author:

Joe Security
File Activities Show Windows behavior
File Read
Analysis Process: rundli32.exe PID: 1064 Parent PID: 2368
General
Start time: 10:50:09
Start date: 28/09/2021
Path: C:\Windows\System32\rundlI32.exe
Wow64 process (32bit): false
Commandline: rundll32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll,BeginHidelnputPaneAnimation
Imagebase: 0x7ff7f1330000
File size: 69632 bytes
MD5 hash: 73C519F050C20580F8A62C849D49215A
Has elevated privileges: true
Has administrator privileges: true

Programmed in:

Yara matches:

File Activities

File Read

Copyright Joe Security LLC 2021

C, C++ or other language

e Rule: JoeSecurity_Dridex_2, Description: Yara detected Dridex unpacked file, Source:
00000013.00000002.294331565.0000000140001000.00000020.00020000.sdmp, Author:
Joe Security

Show Windows behavior
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Analysis Process: rundll32.exe PID: 6288 Parent PID: 2368

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

10:50:12

28/09/2021
C:\Windows\System32\rundlI32.exe

false

rundll32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll,BeginShowlnputPaneAnimation
0x7ff7f1330000

69632 bytes
73C519F050C20580F8A62C849D49215A
true

true

C, C++ or other language

e Rule: JoeSecurity_Dridex_2, Description: Yara detected Dridex unpacked file, Source:
00000015.00000002.302760143.0000000140001000.00000020.00020000.sdmp, Author:

Joe Security
File Activities Show Windows behavior
File Read
Analysis Process: rundll32.exe PID: 6360 Parent PID: 2368
General
Start time: 10:50:16
Start date: 28/09/2021
Path: C:\Windows\System32\rundlI32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

false

rundlI32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll,BuildAnimation
0x7ff7f1330000

69632 bytes

73C519F050C20580F8A62C849D49215A

true

true

C, C++ or other language

e Rule: JoeSecurity_Dridex_2, Description: Yara detected Dridex unpacked file, Source:
00000017.00000002.310372882.0000000140001000.00000020.00020000.sdmp, Author:

Joe Security
Analysis Process: rundll32.exe PID: 6388 Parent PID: 2368
General
Start time: 10:50:19
Start date: 28/09/2021
Path: C:\Windows\System32\rundlI32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright Joe Security LLC 2021

false

rundll32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll,BuildDropTarget
0x7ff7f1330000

69632 bytes

73C519F050C20580F8A62C849D49215A

true

true

C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_Dridex_2, Description: Yara detected Dridex unpacked file, Source:
00000018.00000002.317261849.0000000140001000.00000020.00020000.sdmp, Author:

Joe Security
Analysis Process: rundll32.exe PID: 6404 Parent PID: 2368
General
Start time: 10:50:23
Start date: 28/09/2021
Path: C:\Windows\System32\rundlI32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

false

rundll32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll,Buildinterpolation
0x7ff7f1330000

69632 bytes

73C519F050C20580F8A62C849D49215A

true

true

C, C++ or other language

e Rule: JoeSecurity_Dridex_2, Description: Yara detected Dridex unpacked file, Source:
00000019.00000002.324869275.0000000140001000.00000020.00020000.sdmp, Author:

Joe Security
Analysis Process: rundll32.exe PID: 6428 Parent PID: 2368
General
Start time: 10:50:26
Start date: 28/09/2021
Path: C:\Windows\System32\rundlI32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

false

rundlI32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll, CacheDWriteRenderTarget
0x7ff7f1330000

69632 bytes

73C519F050C20580F8A62C849D49215A

true

true

C, C++ or other language

e Rule: JoeSecurity_Dridex_2, Description: Yara detected Dridex unpacked file, Source:
0000001B.00000002.332178412.0000000140001000.00000020.00020000.sdmp, Author:

Joe Security
Analysis Process: rundll32.exe PID: 6484 Parent PID: 2368
General
Start time: 10:50:30
Start date: 28/09/2021
Path: C:\Windows\System32\rundlI32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Copyright Joe Security LLC 2021

false

rundll32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll,ChangeCurrentAnimationScenario
0x7ff7f1330000

69632 bytes

73C519F050C20580F8A62C849D49215A

true

true

C, C++ or other language

e Rule: JoeSecurity_Dridex_2, Description: Yara detected Dridex unpacked file, Source:
0000001C.00000002.339544401.0000000140001000.00000020.00020000.sdmp, Author:
Joe Security
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Analysis Process: rundll32.exe PID: 6524 Parent PID: 2368

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

10:50:33
28/09/2021
C:\Windows\System32\rundlI32.exe

false

rundll32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll,ClearPushedOpacitiesFromGadgetTree

0x7ff7f1330000

69632 bytes
73C519F050C20580F8A62C849D49215A
true

true

C, C++ or other language

e Rule: JoeSecurity_Dridex_2, Description: Yara detected Dridex unpacked file, Source:

0000001D.00000002.399487635.0000000140001000.00000020.00020000.sdmp, Author:

Joe Security
Analysis Process: wermgr.exe PID: 6572 Parent PID: 3292
General
Start time: 10:50:34
Start date: 28/09/2021
Path: C:\Windows\System32\wermgr.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\system32\wermgr.exe
0x7ff6251d0000

209312 bytes
FF214585BF10206E21EA8EBA202FACFD
true

true

C, C++ or other language

Analysis Process: wermgr.exe PID: 6600 Parent PID: 3292

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

10:50:36

28/09/2021
C:\Users\user\AppData\Local\M5A\wermgr.exe
false
C:\Users\user\AppData\Local\M5A\wermgr.exe
0x7ff740970000

209312 bytes
FF214585BF10206E21EA8EBA202FACFD
true

true

C, C++ or other language

e Rule: JoeSecurity_Dridex_2, Description: Yara detected Dridex unpacked file, Source:

0000001F.00000002.353298117.0000000140001000.00000020.00020000.sdmp, Author:

Joe Security

Analysis Process: rundll32.exe PID: 6620 Parent PID: 2368

Copyright Joe Security LLC 2021
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

10:50:37

28/09/2021
C:\Windows\System32\rundlI32.exe

false

rundll32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll,ClearTopmostVisual
0x7ff7f1330000

69632 bytes
73C519F050C20580F8A62C849D49215A
true

true

C, C++ or other language

e Rule: JoeSecurity_Dridex_2, Description: Yara detected Dridex unpacked file, Source:
00000020.00000002.357738953.0000000140001000.00000020.00020000.sdmp, Author:

Joe Security
Analysis Process: WFS.exe PID: 6640 Parent PID: 3292
General
Start time: 10:50:39
Start date: 28/09/2021
Path: C:\Windows\System32\WFS.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\system32\WFS.exe
0x7ff7eb8a0000

930304 bytes
CD6ACF3B997099B6CFB2417D3942F755
true

true

C, C++ or other language

Analysis Process: WFS.exe PID: 6652 Parent PID: 3292

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

10:50:40

28/09/2021
C:\Users\user\AppData\Local\QEkvVts\WFS.exe
false
C:\Users\user\AppData\Loca\QEkvVts\WFS.exe
0x7ff7d5¢70000

930304 bytes
CD6ACF3B997099B6CFB2417D3942F755

true

true

C, C++ or other language

e Rule: JoeSecurity_Dridex_2, Description: Yara detected Dridex unpacked file, Source:
00000022.00000002.363607406.0000000140001000.00000020.00020000.sdmp, Author:

Joe Security
Analysis Process: rundll32.exe PID: 6752 Parent PID: 2368
General
Start time: 10:50:41
Start date: 28/09/2021
Path: C:\Windows\System32\rundlI32.exe

Copyright Joe Security LLC 2021
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Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

false

rundll32.exe C:\Users\user\Desktop\X5C9EzCB7A.dll,CreateAction
0x7ff7f1330000

69632 bytes

73C519F050C20580F8A62C849D49215A

true

true

C, C++ or other language

e Rule: JoeSecurity_Dridex_2, Description: Yara detected Dridex unpacked file, Source:
00000023.00000002.367587367.0000000140001000.00000020.00020000.sdmp, Author:

Joe Security
Analysis Process: wusa.exe PID: 6888 Parent PID: 3292
General
Start time: 10:50:43
Start date: 28/09/2021
Path: C:\Windows\System32\wusa.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\system32\wusa.exe
0x7ff6bc1b0000

308736 bytes
04CE745559916B99248F266BBF5F9ED9
true

true

C, C++ or other language

Analysis Process: wusa.exe PID: 6912 Parent PID: 3292

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

10:50:44

28/09/2021
C:\Users\user\AppData\Local\8FwY\wusa.exe
false
C:\Users\user\AppData\Local\8FwY\wusa.exe
0x7ff6ee1f0000

308736 bytes
04CE745559916B99248F266BBF5F9ED9
true

true

C, C++ or other language

e Rule: JoeSecurity_Dridex_2, Description: Yara detected Dridex unpacked file, Source:
00000028.00000002.370038497.0000000140001000.00000020.00020000.sdmp, Author:
Joe Security

Joe Sandbox Cloud Basic 33.0.0 White Diamond
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