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Windows Analysis Report RpcNs4.exe
Overview

General Information Detection

Sample RpcNs4.exe
Name: MALICIOUS

Analysis ID: 492876

Classification

Found malware configuration

Multi AV Scanner detection for subm...

MD5: . .
led37c4a225bbd.. Antivirus / Scanner detection for sub...
SHA1:
51caf718c3d8584. Yara detected Emotet
SHA256: 8b504e796986fba.
Changes security center settings (no...
Infos: Q4 &y

Machine Learning detection for samp...

Most interesting Screenshot:

Found evasive API chain (may stop...

C2 URLs / IPs found in malware con...

Hides that the sample has been dow...

96

Score: Drops executables to the windows d...
Range: 0-100 Uses 82hit PE files
Whitelisted: false

X Queries the velumelinfermation (nam...
Confidence: 100%

%)
«Q
=3
4
c
=
(1
7]

Process Tree

= System is w10x64

. 8 RpcNs4.exe (PID: 5968 cmdline: 'C:\Users\user\Desktop\RpcNs4.exe' MD5: 1IED37C4A225BBD35716CF241E14541A8)

. 8 networkitemfactory.exe (PID: 900 cmdline: C:\Windows\SysWOW64\rasphone\networkitemfactory.exe MD5: 1ED37C4A225BBD35716CF241E14541A8)
e [ svchost.exe (PID: 4840 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p -s BITS MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [ svchost.exe (PID: 3228 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
PID: 4228 cmdline: C:\Windows\System32\svchost.exe -k LocalSystemNetworkRestricted -p -s NchService MD5: 32569E403279B3FD2EDB7EBD036273FA)
PID: 5992 cmdline: c:\windows\system32\svchost.exe -k localservice -p -s CDPSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)
PID: 2852 cmdline: c:\windows\system32\svchost.exe -k networkservice -p -s DoSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [B] svchostexe (PID: 5984 cmdline: C:\Windows\System32\svchost.exe -k NetworkService -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
e [B] SgrmBroker.exe (PID: 1752 cmdline: C:\Windows\system32\SgrmBroker.exe MD5: D3170A3F3A9626597EEE1888686E3EAG)
e [m svchostexe (PID: 5780 cmdline: c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsve MD5: 32569E403279B3FD2EDB7EBD036273FA)

. == MpCmdRun.exe (PID: 2252 cmdline: ‘C:\Program Files\Windows Defender\mpcmdrun.exe' -wdenable MD5: A267555174BFA53844371226F482B86B)

. conhost.exe (PID: 4636 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e [E svchostexe (PID: 328 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA
e [E7 svchostexe (PID: 1560 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)
= cleanup

e [ svchostexe

e [ svchostexe

e [ svchostexe

Malware Configuration

Threatname: Emotet

"RSA Public Key":
"MHwwDQYJKoZIhvcNAQEBBQADawAwaA JhAM/ TXLLvX91I6dVMYe+T1PPO6mpcg 70\ ncMl90/g4nUhZOp8fAAmMQLEXMXeGvDhZXTyX1AXf4011PFuiORB6gLh1/7/djvi77\n1321AhyBANPKGty8xf3I5kGwwClnG/CXHQIDAQAB"

"C2 list": [
"1960.191.171.72:80",
"5.189.168.53:8080",
"162.241.41.111:7080",
"190.85.46.52:7080",
"37.205.9.252:7080",
"172.96.190.154:8080",
"1260.51.34.254:80",
"181.95.133.104:80",
"139.59.61.215:443",
"157.7.164.178:8081",
"41.185.29.128:8080",
"86.57.216.23:80",
"185.80.172.199:80",
"54.38.143.245:8080",

"a1 212 00 120.0a"
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wiiciz.071c0.00
"223.17.215.76:80",
"37.187.100.220:7080",
"167.71.227.113:8080",
"8.4.9.137:8080",
"113.160.248.110:80",
"220.147.247.145:80",
"60.125.114.64:443",
"182.227.240.189:443",
"45.177.120.37:8080",
"103.229.73.17:8080",
"117.247.235.44:80",
"115.78.11.155:80",
"79.133.6.236:8080",
"139.59.12.63:8080",
"91.83.93.103:443",
"186.20.52.237:80",
"185.208.226.142:8080",
"115.79.195.246:80",
"116.202.10.123:8080",
"162.144.42.60:8080",
"185.142.236.163:443",
"172.105.78.244:8080",
"37.46.129.215:8080",
"157.245.138.101:7080",
"182.253.83.234:7080",
"143.95.101.72:8080",
"187.189.66.200:8080",
"103.48.68.173:80",
"200.116.93.61:80",
"223.135.30.189:80",
"36.91.44.183:80",
"198.57.203.63:8080",
"203.153.216.178:7080",
"46.32.229.152:8080",
"51.38.201.19:7080",
"103.93.220.182:80",
"103.133.66.57:443",
"202.166.170.43:80",
"95.216.205.155:8080",
"77.74.78.80:443",
"78.114.175.216:80",
"189.150.209.206:80",
"113.156.82.32:80",
"58.27.215.3:8080",
"192.241.220.183:8080",
"185.86.148.68:443",
"74.208.173.91:8080",
"126.126.139.26:443",
"88.247.58.26:80",
"49.243.9.118:80",
"2.144.244.204:80",
"138.201.45.2:8080",
"91.75.75.46:80",
"119.92.77.17:80",
"202.153.220.157:80",
"46.105.131.68:8080",
"178.33.167.120:8080",
"190.192.39.136:80",
"115.176.16.221:80",
"179.5.118.12:80",
"1960.190.15.20:80",
"113.161.148.81:80",
"14.241.182.160:80",
"192.163.221.191:8080",
"128.106.187.110:80",
"190.194.12.132:80",
"75.127.14.170:8080",
"195.201.56.70:8080",
"118.243.83.70:80",
"50.116.78.109:8080",
"192.210.217.94:8080",
"103.80.51.61:8080"

Yara Overview

Memory Dumps

Source Rule

00000004.00000002.517659433.0000000000510000.00000  JoeSecurity_Emotet
040.00000001.sdmp

Copyright Joe Security LLC 2021

Description

Yara detected
Emotet

Author

Joe Security

Strings
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Source Rule Description Author Strings

00000002.00000002.256801219.00000000005F4000.00000 JoeSecurity_ Emotet  Yara detected Joe Security
004.00000001.sdmp Emotet
00000004.00000002.519092750.00000000020B1000.00000 JoeSecurity Emotet  Yara detected Joe Security
020.00000001.sdmp Emotet
00000002.00000002.256746048.00000000005E0000.00000 JoeSecurity Emotet  Yara detected Joe Security
040.00000001.sdmp Emotet
00000004.00000002.519022380.0000000002094000.00000 JoeSecurity_ Emotet  Yara detected Joe Security
004.00000001.sdmp Emotet

Click to see the 1 entries

Unpacked PEs

Source Rule Description Author Strings

2.2.RpcNs4.exe.5e279e.1.unpack JoeSecurity_Emotet  Yara detected Joe Security
Emotet

2.2.RpcNs4.exe.20b0000.3.unpack JoeSecurity_Emotet  Yara detected Joe Security
Emotet

4.2.networkitemfactory.exe.51279e.1.raw.unpack JoeSecurity_Emotet  Yara detected Joe Security
Emotet

2.2.RpcNs4.exe.5e052e.2.raw.unpack JoeSecurity_Emotet  Yara detected Joe Security
Emotet

4.2.networkitemfactory.exe.20b0000.3.unpack JoeSecurity_Emotet  Yara detected Joe Security
Emotet

Click to see the 5 entries

Sigma Overview

No Sigma rule has matched

Jbx Signature Overview

g

Click to jump to signature section

AV Detection:

]

Found malware configuration
Multi AV Scanner detection for submitted file

Antivirus | Scanner detection for submitted sample

=

Networking:

E-Banking Fraud:

=

Yara detected Emotet

Persistence and Installation Behavior:

‘]

Hooking and other Techniques for Hiding and Protection:

‘]
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Malware Analysis System Evasion: | |

Lowering of HIPS | PFW | Operating System Security Settings: | |
Stealing of Sensitive Information: | |

Yara detected Emotet

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Networ
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Windows Windows Windows Masquerading os System Time Remote Archive Exfiltration Encrypted Eavesd
Accounts Management Service Service Credential  Discovery Services Collected  Over Other Channel Insecur
Instrumentation Dumping Data Network Networl
Medium Commtu
Default Native API DLL Side- Process Disable or Modify LSASS Security Software Remote Data from  Exfiltration Non-Standard  Exploit
Accounts Loading Injection Tools Memory Discovery B Desktop Removable Over Port Redirec
Protocol Media Bluetooth Calls/SI
Domain At (Linux) Application  DLL Side- Virtualization/Sandbox  Security Virtualization/Sandbox SMB/Windows Data from  Automated Application Exploit
Accounts Shimming g§ Loading Evasion Account Evasion Admin Shares Network  Exfiltration Layer Track C
Manager Shared Protocol Locatio
Drive
Local At (Windows) Logon Script Application  Process Injection NTDS Process Discovery Distributed Input Scheduled  Protocol SIM Ca
Accounts (Mac) Shimming Component  Capture Transfer Impersonation  Swap
Object Model
Cloud Cron Network Network Deobfuscate/Decode  LSA Remote System SSH Keylogging Data Fallback Manipu
Accounts Logon Script Logon Script Files or Information Secrets Discovery Transfer Channels Device
Size Limits Commtu
Replication  Launchd Rc.common  Rc.common  Hidden Files and Cached File and Directory VNC GUI Input  Exfiltration  Multiband Jammir
Through Directories Domain Discovery Capture  OverC2  Communication Denial ¢
Removable Credentials Channel Service
Media
External Scheduled Task  Startup Startup Obfuscated Files or DCSync System Information ~ Windows Web Portal Exfiltration Commonly Rogue '
Remote Items Items Information Discovery Remote Capture Over Used Port Access
Services Management Alternative
Protocol
Drive-by Command and Scheduled  Scheduled  DLL Side-Loading Proc Network Service Shared Credential Exfiltration  Application Downgt
Compromise Scripting Task/Job Task/Job Filesystem Scanning Webroot API Over Layer Protocol Insecur
Interpreter Hooking Symmetric Protocc
Encrypted
Non-C2
Protocol
Exploit PowerShell At (Linux) At (Linux) File Deletion letc/passwd System Network Software Data Exfiltration Web Protocols Rogue
Public- and Connections Deployment  Staged Over Base S
Facing letc/shadow Discovery Tools Asymmetric
Application Encrypted
Non-C2
Protocol

Behavior Graph
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Screenshots

Thumbnails
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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HH 0 Type here to search 0

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

RpcNs4.exe
RpcNs4.exe
RpcNs4.exe
RpcNs4.exe
RpcNs4.exe

Dropped Files

No Antivirus matches

Unpacked PE Files

Source
2.2.RpcNs4.exe.20b0000.3.unpack
4.2.networkitemfactory.exe.400000.0.unpack
2.2.RpcNs4.exe.5e279e.1.unpack
2.2.RpcNs4.exe.400000.0.unpack
4.2.networkitemfactory.exe.51052e.2.unpack
2.2.RpcNs4.exe.5e052e.2.unpack
4.0.networkitemfactory.exe.400000.0.unpack
4.2.networkitemfactory.exe.51279e.1.unpack
Copyright Joe Security LLC 2021

Detection
100%
100%
100%
100%
100%
100%
100%
100%

Detection

78%
74%
89%
100%
100%

Scanner
Avira
Avira
Avira
Avira
Avira
Avira
Avira

Avira

416 AM

021 E|

Scanner Label Link
Virustotal Browse
Metadefender Browse
ReversingLabs Win32.Trojan.Emotet

Avira TR/AD.Emotet.dbl

Joe Sandbox ML

Label Link Download

TR/Crypt.XPACK.Gen Download File
HEUR/AGEN.1138861 Download File
TR/Crypt.XPACK.Gen Download File
HEUR/AGEN.1138861 Download File
HEUR/AGEN.1142428 Download File
HEUR/AGEN.1142428 Download File
HEUR/AGEN.1138861 Download File
TR/Crypt.XPACK.Gen Download File
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https://www.virustotal.com/gui/file/8b504e796986fbae7d1bea49c95dfad222758cca5cada56472f40a0bde41e485/detection/f-8b504e796986fbae7d1bea49c95dfad222758cca5cada56472f40a0bde41e485-1620184953
https://www.metadefender.com/#!/results/file/bzIwMDkyOTNaanQ5RE1oZWVRM3FscW5VNGgz/regular/analysis

Source

Domains

No Antivirus matches

URLs

Source

http://5.189.168.53:8080/03fBhuuz/

Detection Scanner Label

Detection

0%

http://162.241.41.111:7080/LY QRy6c93vecgvHIfH5/EZsI1rJ8QXw/bisGIm2RzFKv/OFbaclYj1q62Xn/2 0%

http://172.96.190.154:8080/yTJI2v9/Gv4YOSVYAXTP/70tgMR8dmM3c0Q43/p
http:ff

0%
0%

190.191.171.72/e70yvJuOryVUBL/OINTOINZMU2/MpBFVePNcAJo4Omc/IthZZOLYmyGUpB2z7/y67uuC8

o/

http:ff

0%

172.96.190.154:8080/yTJ2v9/Gv4YOSVYAXP/7otgMR8dm3c0Q43/c/IthZZOLYmyGUpB2z7/y67uuC8o/

http://5.189.168.53:8080/03fBhuuz/m

http://5.189.168.53:8080/03fBhuuz/i
http://190.85.46.52:7080/1CMBtWfloEZz5/
http://172.96.190.154:8080/yTJ2v9/Gv4YOSVYAXIP/70tgMR8dmM3c0Q43/
http://190.85.46.52:7080/1CMBtWf1oEZz5/f

http:ifcrl.ver)
http://172.96.190.154:8080/yTJI2v9/Gv4YOSVYAXIP/70tgMR8dmM3c0Q43/5
hitp://https://%s.xboxlive.com

http://5.189.168.53:8080/03fBhuuz/3

http:ifhttps://dynamic.t

0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

http://162.241.41.111:7080/LY QRy6c93vecgvHIFH5/EZsI1rJ8QXw/bisGIm2RzFKv/OFbacJYj1q62Xn/ 0%

http://190.85.46.52:7080/1CMBtWf10Ez5/m32
http://5.189.168.53:8080/03Bhuuz/#
http:ff

0%
0%
0%

37.205.9.252:7080/RFYVvVKd2K/sy7dp7xsNv9/Rrh3Sh9wg/SwbGDOylYnDUpHudO/ri7bprivQeGD/Bd2yo

6ti2p6e
http:ifhttps://%s.dnet.xboxlive.com

Domains and IPs
Contacted Domains

No contacted domains info

URLs from Memory and Binaries

Contacted IPs

P Domain Country

0%

Scanner

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Avira URL Cloud

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
URL Reputation
Avira URL Cloud
URL Reputation
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

URL Reputation

Label

safe
safe
safe

safe

safe

safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

safe

ASN Name

Download

Malicious
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Domain ASN Name Malicious
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Domain ASN Name

Private

P
127.0.0.1

General Information

Joe Sandbox Version: 33.0.0 White Dial
Analysis ID: 492876

Start date: 29.09.2021
Start time: 04:13:11

Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 8m 27s
Hypervisor based Inspection enabled: false

Report type: light

Sample file name: RpcNs4.exe

Cookbook file name: default.jbs
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Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 25
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:

Number of existing drivers analysed:

o ©o o o

Number of injected processes analysed:

Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal96.troj.evad.wWinEXE@16/5@0/88

EGA Information: ® Successful, ratio: 100%

HDC Information: e Successful, ratio: 72.1% (good quality ratio 69%)

e Quality average: 82.8%
e Quality standard deviation: 26.7%

HCA Information: e Successful, ratio: 86%
e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time

e Enable AMSI

* Found application associated with file extension: .exe
Warnings: Show All
Simulations

Behavior and APIs

Time Type Description
04:14:16 API Interceptor 2x Sleep call for process: svchost.exe modified
04:15:32 API Interceptor 1x Sleep call for process: MpCmdRun.exe modified

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL SHA 256 Detection Link Context

Domains

No context

ASN

Match Associated Sample Name / URL SHA 256 Detection Link Context

GIGAINFRASOftbankBBCorpJP _ Get hash malicious Browse o 133.121.255.44
Get hash malicious Browse e 218.133.10

8.199
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https://view.joesandbox.com/analysis/334935/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334935/html/none?idtype=webid
https://view.joesandbox.com/analysis/267415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267415/html/none?idtype=webid
https://view.joesandbox.com/analysis/334935/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334935/html/none?idtype=webid
https://view.joesandbox.com/analysis/267415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267415/html/none?idtype=webid
https://view.joesandbox.com/analysis/334935/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334935/html/none?idtype=webid
https://view.joesandbox.com/analysis/267415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267415/html/none?idtype=webid
https://view.joesandbox.com/analysis/334935/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334935/html/none?idtype=webid
https://view.joesandbox.com/analysis/267415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/267415/html/none?idtype=webid
https://view.joesandbox.com/analysis/387032/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387032/html/none?idtype=webid
https://view.joesandbox.com/analysis/387031/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387031/html/none?idtype=webid
https://view.joesandbox.com/analysis/387024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387024/html/none?idtype=webid
https://view.joesandbox.com/analysis/387022/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387022/html/none?idtype=webid

Match Associated Sample Name / URL SHA 256 Detection
_ Get haSh maIiCious
REQRBEIE Y et hash maliious
REQRSEI ] et hash maliious
_ o o

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\ProgramData\Microsoft\Network\Downloader\edb.log

Process: C:\Windows\System32\svchost.exe

File Type: data

Category: dropped

Size (bytes): 4096

Entropy (8bit):  0.5961753579683815

Encrypted: false

SSDEEP: 6:bJtk1GaD0JOCEfMuaaD0JOCEfMKQmMD7/tAl/gz2cEOfMbhEZolrRSQ2hyY I T:boGaD0JcaaD0JwQQ7/tAg/0bjSQJ

MD5: FEDBDO07F059E293B1CD3A36CEOBF727A

Copyright Joe Security LLC 2021

Link

Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse

Context

126.32.30.5
218.178.205.12
219.212.202.78

126.174.10
3.192

221.87.174.160
221.77.141.3
126.11.242.65
60.107.73.68
220.61.174.7
126.184.36.243
126.210.43.40
220.47.221.201
126.27.223.210
219.213.5.22
126.175.55.215
220.34.5.157
107.172.73.191
107.172.93.32
192.3.141.149
23.94.159.204
107.172.73.191
23.94.26.138
23.94.26.138
23.94.26.138
23.95.13.176
107.175.64.227
107.175.64.227

107.173.21
9.122

107.173.21
9.122

192.227.22
5.173

23.94.159.207
23.94.159.207

172.245.16
8.189

172.245.16
8.189

172.245.16
8.189

172.245.16
8.189
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https://view.joesandbox.com/analysis/387021/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387021/html/none?idtype=webid
https://view.joesandbox.com/analysis/387007/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387007/html/none?idtype=webid
https://view.joesandbox.com/analysis/386226/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386226/html/none?idtype=webid
https://view.joesandbox.com/analysis/386215/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386215/html/none?idtype=webid
https://view.joesandbox.com/analysis/386209/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386209/html/none?idtype=webid
https://view.joesandbox.com/analysis/385957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385957/html/none?idtype=webid
https://view.joesandbox.com/analysis/385951/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385951/html/none?idtype=webid
https://view.joesandbox.com/analysis/385949/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385949/html/none?idtype=webid
https://view.joesandbox.com/analysis/385946/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385946/html/none?idtype=webid
https://view.joesandbox.com/analysis/385934/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385934/html/none?idtype=webid
https://view.joesandbox.com/analysis/385783/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385783/html/none?idtype=webid
https://view.joesandbox.com/analysis/385742/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385742/html/none?idtype=webid
https://view.joesandbox.com/analysis/385660/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385660/html/none?idtype=webid
https://view.joesandbox.com/analysis/385614/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385614/html/none?idtype=webid
https://view.joesandbox.com/analysis/385613/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385613/html/none?idtype=webid
https://view.joesandbox.com/analysis/385606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385606/html/none?idtype=webid
https://view.joesandbox.com/analysis/386687/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386687/html/none?idtype=webid
https://view.joesandbox.com/analysis/386309/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386309/html/none?idtype=webid
https://view.joesandbox.com/analysis/386159/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386159/html/none?idtype=webid
https://view.joesandbox.com/analysis/386155/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386155/html/none?idtype=webid
https://view.joesandbox.com/analysis/386085/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386085/html/none?idtype=webid
https://view.joesandbox.com/analysis/386057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386057/html/none?idtype=webid
https://view.joesandbox.com/analysis/386050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386050/html/none?idtype=webid
https://view.joesandbox.com/analysis/386044/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386044/html/none?idtype=webid
https://view.joesandbox.com/analysis/385908/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385908/html/none?idtype=webid
https://view.joesandbox.com/analysis/385888/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385888/html/none?idtype=webid
https://view.joesandbox.com/analysis/385881/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385881/html/none?idtype=webid
https://view.joesandbox.com/analysis/385817/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385817/html/none?idtype=webid
https://view.joesandbox.com/analysis/385813/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385813/html/none?idtype=webid
https://view.joesandbox.com/analysis/385804/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385804/html/none?idtype=webid
https://view.joesandbox.com/analysis/385592/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385592/html/none?idtype=webid
https://view.joesandbox.com/analysis/385585/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385585/html/none?idtype=webid
https://view.joesandbox.com/analysis/385574/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385574/html/none?idtype=webid
https://view.joesandbox.com/analysis/385559/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385559/html/none?idtype=webid
https://view.joesandbox.com/analysis/385558/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385558/html/none?idtype=webid
https://view.joesandbox.com/analysis/385555/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385555/html/none?idtype=webid

C:\ProgramData\Microsoft\Network\Downloader\edb.log

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C75214CD386425539B6F6CFD4F48F90753ECC8E7
5F2FC139A11B5A3E93489883C7A89D0ESB1A4041C87A7TECCEC784845724B031F

2C6E4AAEA9EFB60D669ED1E420000D09300C46718D9C113DD7A3043703COBAADFEB9768C78FC80CB5419A1CA845E5985045D452B90EFOFFFFBCOF252CCF70:
6

false

.1C:\ProgramData\Microsoft\Network\Downloader\
.......................... C:\ProgramData\Microsoft\Network\Downloader\..
.@..@..
.D.a.ta\M.i.cr.o.s.oft\.N.e.tw.o.rk\D.ow.nlo.a.d.e.r\gm.g.r..db..G

C:\ProgramData\Microsoft\Network\Downloader\qmgr.db

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\svchost.exe

Extensible storage engine DataBase, version 0x620, checksum 0xa82e71d7, page size 16384, DirtyShutdown, Windows version 10.0
dropped

32768

0.09679207472564298

false

6:BOzzwl/+0XRIE11Y8TRXQIFHKrOzzwl/+0XRIE11Y8TRXQIFHK:K0+0XO4bIQIFHKAO+0XO4bIQIFHK
CDEE6462BDFBADCE486062CB208FC2D9

8DB277B7CA8CCF9AFDALAAB7A52FDAIFBAE4FC53
7CFEB754B63AD2FB2518B163B7626B390B012D8A21773FE973F30E3923A7CCT7A

73DA8F7A98AAB76E4955CB961CBC688C69FBO7EF9FD59DCDFAC6A1F379515E7BA1FAG601572CAD8400DF8D84E45B7320BC65A767C67A132C5DF53E614785653
0

false

C:\ProgramData\Microsoft\Network\Downloader\qmgr.jfm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

8192

0.1120151278868993

false

3:+G1Ev10j8I/bJdALELTI:pQKj|8t4np

CEFA19C920301379F5EF73328CDDC635
C2E331B44A1FDIE196F915D0E12208220B4D7A40
3874419093305358718AEF8A3E11991C90376C705A62C9599D5F0FBCABFID678

79A5FB2F15E7C11D28D6CFBB127C4F775AC64F5CFA409FD8E486995DAC171E7BFB870CC19D6BE84567619159BAEBCO7E7B197C4C83611F384AE73C8911B14E
9

false

C:\Windows\ServiceProfiles\LocalService\AppDatalLocal\FontCache\Fonts\Download-1.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\svchost.exe

ASCII text, with no line terminators

dropped

55

4.306461250274409

false

3:YDQRWuU83XfAW2fHbY:YMRI83Xt2f7Y

DCA83F08D448911A14C22EBCACC5AD57
91270525521B7FE0D986DB19747F47D34B6318AD
2B4B2D4A06044AD0OBD2AE3287CFCBECD90B959FEB2F503AC258D7C0A235D6FE9

96F3A02DC4AE302A30A376FC7082002065C7A35ECB74573DE66254EFD701E8FDIE9D867A2C8ABEB4C482738291B715D4965A0D2412663FDF1EE6CBCOBAIFBA
A

false

{"fontSetUri":"fontset-2017-04.json","baseUri":"fonts"}
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C:\Windows\ServiceProfiles\LocalService\AppDatalLocal\Temp\MpCmdRun.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Windows Defender\MpCmdRun.exe

data

modified

906

3.148114293486276

false
12:58KRBubdpkoF1AG3rlsQIwAUXURKI+MIWILehB4yAq7ejCEsQIwAuXUw:OaqdmuF3rip+z+kWReH4yJ7MNp+Z
19E4C16502BEB5E35AE649BCC464A2FC

5F2C7E7EDDE9D2FB82173C8D2D475261962B6EC8
DF3C8E555F788FD5070E09BE94C3C9E6D1BEEF3F1B56AC5BES4F99EEB2DAAS7D

04F1E4A94FA9351E3CE88A8DC62453D19FDCD211C61EC1518D40F97DEC3ACD6BEGSA2BFABDEE1BA8BBAE449F276C694DF8804AA5D75EFF04DD2585D351A2A
CEB

false

...................................................................................................................................................................................... M.p.C.m.d.R.u.n... .C.oom.m.a.n.d. .L.i.n.e....
".C..\.P.ro.g.ram. .F.iles\W.in.d.ow.s. .D.efender\mp.cm.drun.exe. .-wdenable... Start T.ime. . Wed. . Sep. .29 .2021 .04..15.:3.
2 M.p.E.n.s.u.r.e.P.ro.c.e.s.s.M.itig.atio.n.P.o.licy.. .hr .= .0x1..W.D.Enab.le...ERR.O.R.: .MpW.D.Enab.le(T.R.U.E). faile.d. .(.8.0.0.7.0.

Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows
Entropy (8bit): 6.227386311899768
TriD: e Win32 Executable (generic) a (10002005/4)
99.96%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%
File name: RpcNs4.exe
File size: 310784
MDS5: led37c4a225bbd35716cf241e14541a8
SHAL: 51caf718c3d85847e9f9246b291149a0a7afb698
SHA256: 8b504e796986fbae7d1bead9c95dfad222758cca5cadase
472f40a0bde41e485
SHA512: fa54f2057b8e85c1a84307ee2325cda4393960ca8lefe87
€929dd5e19516e62604b9081d0964c23b2e8d97fc7a02d
5b66a952dc0771a5249cf10074fa765a5e3
SSDEEP: 3072:sNzPWNwAtIKqgYLdcF7pGG7MjzQP3xswliVQN2
Lxu2ntX8NUX7uFLuloc:sJIPWNWAYT2F7JcN8U2tM6iV8
File Content Preview: MZ..oooiiiiiiiiiinns @i L.LITh
is program cannot be run in DOS mode....$............ uU.u
.U.u.U."U.u.U.'8U.u.U."U.u.Uy.,U.uU.ul.uU..UuU.,;
U.u.U.'<U.u.U.upU.u.U..9U.u.URich.u.U................ PE..L.
File Icon
Icon Hash: 317971b1b1blb1b0
Static PE Info
General
Entrypoint: 0x402aec
Entrypoint Section: text
Digitally signed: false
Imagebase: 0x400000
Subsystem: windows gui
Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE
DLL Characteristics: TERMINAL_SERVER_AWARE, NX_COMPAT
Time Stamp: Ox5F68E28E [Mon Sep 21 17:27:42 2020 UTC]

TLS Callbacks:
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General

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Rich Headers

Data Directories

Sections

Name  Virtual Address

text 0x1000

.rdata 0x2c000
.data 0x35000
.idata 0x39000

.rsrc 0x3a000

.reloc 0x4e000

Resources
Imports
Exports
Possible Origin

Language of compilation system

English

Network Behavior

Snort IDS Alerts

Timestamp Protocol SID
09/29/21- ICMP 399
04:15:05.886157
09/29/21- ICMP 399
04:15:08.898226
09/29/21- ICMP 399

04:15:14.914137

o o O o O o

81f57b81eb6db8b252da01e9143dfb75

Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy
Ox2aldl 0x2a200 False 0.40440699184 data 5.8183204417
0x8c7c 0x8e00 False 0.263011663732 data 3.37323787881
0x3c20 0x1a00 False 0.244891826923 data 2.84139335758
0xfb9 0x1000 False 0.3642578125 data 4.6782022268
0x13d10 0x13e00 False 0.767614976415 data 6.94887089309
0x207f 0x2200 False 0.650620404412 data 5.98371531894

Country where language is spoken

United States

Message

ICMP Destination Unreachable Host Unreachable

ICMP Destination Unreachable Host Unreachable

ICMP Destination Unreachable Host Unreachable

Network Port Distribution

Copyright Joe Security LLC 2021

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA,
IMAGE_SCN_MEM_DISCARDABLE,
IMAGE_SCN_MEM_READ

Map

Source Dest

Port

Port Source IP Dest IP

108.167.150.86 192.168.2.5

108.167.150.86 192.168.2.5

108.167.150.86 192.168.2.5

Page 17 of 23



TCP Packets

UDP Packets

Code Manipulations

Statistics

Behavior

Click to jump to process

System Behavior

Analysis Process: RpcNs4.exe PID: 5968 Parent PID: 2092

General

Start time: 04:14:12

Start date: 29/09/2021

Path: C:\Users\user\Desktop\RpcNs4.exe

Wow64 process (32bit): true

Commandline: ‘C:\Users\user\Desktop\RpcNs4.exe'

Imagebase: 0x400000

File size: 310784 bytes

MD5 hash: 1ED37C4A225BBD35716CF241E14541A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000002.00000002.256801219.00000000005F4000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000002.00000002.256746048.00000000005E0000.00000040.00000001.sdmp, Author:
Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

00000002.00000002.257541494.00000000020B1000.00000020.00000001.sdmp, Author:
Joe Security

Reputation: low

File Activities Show Windows behavior
File Deleted

Analysis Process: networkitemfactory.exe PID: 900 Parent PID: 5968

General

Start time: 04:14:14

Start date: 29/09/2021

Path: C:\Windows\SysWOW64\rasphone\networkitemfactory.exe
Wow64 process (32bit): true

Commandline: C:\Windows\SysWOWe64\rasphone\networkitemfactory.exe
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Imagebase: 0x400000

File size: 310784 bytes

MDS5 hash: 1ED37C4A225BBD35716CF241E14541A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000004.00000002.517659433.0000000000510000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000004.00000002.519092750.00000000020B1000.00000020.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000004.00000002.519022380.0000000002094000.00000004.00000001.sdmp, Author:

Joe Security
Reputation: low
File Activities Show Windows behavior
File Created
Analysis Process: svchost.exe PID: 4840 Parent PID: 556
General
Start time: 04:14:16
Start date: 29/09/2021
Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false
Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p -s BITS
Imagebase: 0x7ff797770000
File size: 51288 bytes
MD5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
File Activities Show Windows behavior
Registry Activities Show Windows behavior
Analysis Process: svchost.exe PID: 3228 Parent PID: 556
General
Start time: 04:14:20
Start date: 29/09/2021
Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false
Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p
Imagebase: 0x7ff797770000
File size: 51288 bytes
MD5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
File Activities Show Windows behavior
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Analysis Process: svchost.exe PID: 4228 Parent PID: 556

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

04:14:26

29/09/2021

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k LocalSystemNetworkRestricted -p -s NchService
0x7ff797770000

51288 bytes

32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Reputation: high
Analysis Process: svchost.exe PID: 5992 Parent PID: 556
General
Start time: 04:14:27
Start date: 29/09/2021
Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

c:\windows\system32\svchost.exe -k localservice -p -s CDPSvc
0x7ff797770000

51288 bytes

32569E403279B3FD2EDB7EBD036273FA

true

false

C, C++ or other language

Reputation: high
File Activities Show Windows behavior
Analysis Process: svchost.exe PID: 2852 Parent PID: 556

General

Start time: 04:14:28

Start date: 29/09/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: c:\windows\system32\svchost.exe -k networkservice -p -s DoSvc

Imagebase: 0x7ff797770000

File size: 51288 bytes

MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

true
false
C, C++ or other language

high

Analysis Process: svchost.exe PID: 5984 Parent PID: 556

General
Copyright Joe Security LLC 2021
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Start time: 04:14:29

Start date: 29/09/2021

Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k NetworkService -p
Imagebase: 0x7ff797770000

File size: 51288 bytes

MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: SgrmBroker.exe PID: 1752 Parent PID: 556

General

Start time: 04:14:30

Start date: 29/09/2021

Path: C:\Windows\System32\SgrmBroker.exe
Wow64 process (32bit): false

Commandline: C:\Windows\system32\SgrmBroker.exe
Imagebase: 0x7ff6ee970000

File size: 163336 bytes

MD5 hash: D3170A3F3A9626597EEE1888686E3EAG
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: svchost.exe PID: 5780 Parent PID: 556

General
Start time: 04:14:30
Start date: 29/09/2021
Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false
Commandline: c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsve
Imagebase: 0x7ff797770000
File size: 51288 bytes
MD5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true
Has administrator privileges: false
Programmed in: C, C++ or other language
Registry Activities Show Windows behavior

Analysis Process: svchost.exe PID: 328 Parent PID: 556

General

Start time: 04:14:36

Start date: 29/09/2021

Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p
Imagebase: 0x7ff797770000
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File size: 51288 bytes

MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
File Activities Show Windows behavior

Analysis Process: svchost.exe PID: 1560 Parent PID: 556

General
Start time: 04:14:46
Start date: 29/09/2021
Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false
Commandline: C:\Windows\System32\svchost.exe -k netsvcs -p
Imagebase: 0x7ff797770000
File size: 51288 bytes
MD5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
File Activities Show Windows behavior

Analysis Process: MpCmdRun.exe PID: 2252 Parent PID: 5780

General

Start time: 04:15:31

Start date: 29/09/2021

Path: C:\Program Files\Windows Defender\MpCmdRun.exe

Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Windows Defender\mpcmdrun.exe' -wdenable

Imagebase: 0x7ff71de40000

File size: 455656 bytes

MD5 hash: A267555174BFA53844371226F482B86B

Has elevated privileges: true

Has administrator privileges: false

Programmed in: C, C++ or other language
File Activities Show Windows behavior
File Written

Analysis Process: conhost.exe PID: 4636 Parent PID: 2252

General

Start time: 04:15:32

Start date: 29/09/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff7ecfc0000

File size: 625664 bytes
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MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true
Has administrator privileges: false
Programmed in: C, C++ or other language

Disassembly

Code Analysis
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